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URL Access Management | Shared -

Control users' access to web content, and how they interact with it (for example, to prevent phishing, block users from submitting
corporate credentials to non-corporate sites). Also enforce safe search for search engines like Google and Bing.

k:(ess Contre Settings Best Practices

Best Practice Assessment ~

Last checked: 2021-Dec-17 19:11:16 GMT
PROFILE CHECKS

- . " Security Rules Not Using Best Practice
Profiles Failing Checks Profiles Not in Use Failed Checks Profiles
View > View > View > )
View >

o Add New Filter Reset Filters.

URL Access Management Profiles (&)
Q. s o

The profiles here are active only when you add them to a profile greup, and add the profile group to a security rule.

Site Access Categories

Name Location Security Rule... Profile Groups Allow Alert Continue Block Override Days Unused BPA Verdict
best-practice @  predefined 7/7 best-practice 52 20 @ Pass -
Explicit Proxy.. @ predefined 0/7 best-practice © Pass
Explicit Proxy - Unk
test-block URL Prisma Access 0/7 Web Security Mani 45 25 7 @ Pass
Web Security - Glo -
100.0%of your security policy rules are using a URL Access Management profile (7 of 7 rules)
Custom URL Categories (1)
Override URL category enforcement with your own custom URL categories. m
Used In
Name Location Type Match Decryption Security Policy Days Unused
Block News Prisma Access URL List “cnn.com 0 4 -
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9,

o AUTAUKEFEET I a BRIV BREEDWebt A F DURLFINZERTE X
C

RO EICHFELTL TN,

o RAK « TS T 4R« Fou W™ Ta7 7 AINCHRPATNTED ., #kE T A 7
TEF9,

o TUuIZ v ANOEMENIK T Lics, T 7 7 A)VOMFHRRZFHNRT, &322V 70K
V=)= 707 7 AIVESBL TSN E I D ZHETEET,

Add URL Access Management Profile

Configuration | Profile Usage

Access Control User Credential Detection

PAN-DB classifies websites based on site content, features, and safety.

Detect when users attempt to submit cor porate credentials to a website

I User Credential Detection Disabled v

Category Site Access User Credential Sub... Hits

v Custom URL Categories (1) - Inline Machine Learning

Block News « allow + allow Decide how you want to enforce malicious web content as it's detected in real-time
~  External Dynamic Lists (1) Model Action Setting Description
second-urls °allow - allow Phishing Detection allow Machine Learning engine to dynamic.
v Pre-Defined Categorles (73) Javascript Exploit Detection allow Machine Learning engine to dynamic...
medium-risk block block
high-risk block block
Exclude custom URL categories or external dynamic lists from inline machine learning.
abortion «allow « allow -
abused-drugs eallow « allow - Exceptions (0) Add Exceptions
adult «allow « allow - i
Custom URL Categories/EDL
alcohol-and-tobacco «allow « allow
No custom URL categories/EDLS.
auctions «allow « allow
business-and-economy « allow + allow
command-and-control « allow « allow
computer-and-internet- e allow « allow - Setﬁngs
info
Log Container Page Only
content-delivery- e allow « allow
v Safe Search Enforcement
networks
copyright-infringement < allow «allow - HTTP Headler Logging
— O
= —
TT———ealow o IS . A
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HTFIAVIC—TBEAAL Y RXR—=VDAIH 2T UET,
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>) DIHIGERLUE T,
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4 Search
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second-urls o allow o allow Phishing Detection allow Machine Learning engine to dynamic...
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PAN-DB URL Filtering

ate lssued July 25, 2019

Description  Palo Alto Networks URL Filtering License
Active Yes
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Available Models

2items | — X

MODEL DESCRIPTION ACTION .

Phishing Detection Machine Learning engine to dynamically identify | allow
credential phishing pages

Javascript Exploit Detection Machine Learning engine to dynamically detect el
Javascript based exploitation attacks allow
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STEPS| (A7 a NHRHD T 7 AT 94+ —)LD, L5542 MLZ 5 R H— A DR
T— R AR LUET,

B AT— 2 ARERTBIIE. T7A4 77 4+—)V ETROCLIaAxY Y RZ2FITLET,
show mlav cloud-status
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X=X, T v T ERIEZDDH S javascript DV I NHOHETHEINE T, # :

Details

Severity medium
Repeat Count 1
URL 30.30.30.2/js/1fd7a5358f59 1e2ceddee29bfc 14b5cc0dbf4328ee551c0fd3a07 68cc...
Request Categorization Change
HTTP Method get

Inline Categorization malicious-javascript
Verdict Create Exception

Dynamic User
Group

Metwork Slice 1D SD

Metwork Slice ID
S5T

A4V FEDORE (PAN-OS 10.2L45%)
STEP1| PAN-OSWeb A > X —T A A7 AV LET,

STEP2| A US4 VnERFMAT 2. 77T 4 775EERURLT 4« )LR Y VDY T A7)
g UHWETT,
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BERURL 74 NVED) T I TZAI) S arvhiba eRERLET, BET 774 77%
FAVVAND BT T AT TV g U EMERT %ICE. Device > Licenses 73R L. @)/
FA 2 AMERTTRE THRIHAREMIN TWiaWC & 2R L £ 9,

Advanced URL Filtering

Date Issued  May 27, 2021
Date Expires June 26, 2021
Description  Palo Alto Networks Advanced URL License
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(Objects (72 = 7 ) > Security Profiles (3 =V 5 ¢ 7’007 7 1 )l)) > URL Filtering
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o TU—IIVDAVTA Y FHZEIMNCT % — FEMEAE B2 HH LT, Web RX—Ic i
OIAFE Nz JavaScript T A0 A FRT 4w UV THBOEZ DD % difixbiiEd %
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URL Filtering Profile @
ame | Default
Description
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization
D Enable local inline categorization
Enable cloud inline categorization
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ICLY P ZBINT MDA =X LS K> TERE N URLBISLE, 125
A BDHIIE UTHBEL £ 9,

1. [Objects] > [tF 2V T+ BT 7A4)V]>[URL 7 4 )L RV VT DIEICEIRLE T,

2. KFEDURLEBRAN T BZURLT 4 V2V 7 a7 7 A )V L. [Inline Categorization
(o4 V¥ 23R L F 9

3. Add #2727 LT, BHED URL R—ZADIEENY X S F7zldh A Z L URL 73V
FEIRLUE T, TR O TWIEEIE. ZRZFH L external dynamic listE 7z
1% Custom URL CategoryZ{ERR L £ 9,

4. OK%ZZ7Uw 7 LTURL T4 IVEZY VT a7 7 A )Ve{#E L. 28 % Commit (I3 v
M) a3y bLET,
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STEPS| (77 A7 U+ — VRN TOFy Y—N"—ZEHLTT 7 a1 ENTVS5EEICH
IRESNTIZTXRTDA T A2 757 FIRNTHEEEIC X > THERET NS ERZEHET %
Y—N—AD7 7 AfHT S 70y Y—N"—"fHERLET, H—-—0S oty ¥—
N—ZIEETAHIENTE., BRIFHDIRNTDALYIA4Y 797 RBLUaXy sy ¥—
VAR ET., X TDPalo Alto Networks DY — ¥ R ENFE T,

1.  (PAN-OS 11.2.3L0%) PAN-OSE/TLCaF P —N\—FERL £3,
1. [Device (7731 A)] > [Setup (v 77 7] > [Services (V— E )| DJHIC FER
L. [Services (Y — U R) DA REL 9,

2. [Proxy Server (T F 3 P —/\—)|REZI5E L. [Enable proxy for Inline Cloud
Services (1 T4 VoY R P —CADTaF I ZEMTE))2ERL F
9, [Server (—/3=)17 ¢+ —)L RICIPY RL AZX/ZIZFQRDNOWIT N EIFETE
£9,

TOF Y P—N—=D/ SR T — RiZiE, 6T LEERTDZ0ENH D F

[¢]

Praxy Server

Enable proxy for cloud services. This setting is for cloud logging. IaT. ApplD Cloud Engine. User Context.

Enable praxy for Inline Cloud Services

3.0KZZ7 Y7 L&Y,

2. (XDOVYY—RADFH:PAN-OS 10.2.11 A% F X TUPAN-OS 11.1.5LUF) T 7 A 7 4 —
JVCLUIZERH LT ad:y Y—N—2REk L FET,

1L 774794V CLICT 7 EALE T,
2. ROCLIAR Y RZEHL T, BATOFY b—NR—OREZTVET,

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>
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set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

TuFy F—NR—0DSRAT— FIcld, 67U LZETHZ0END D E
3. RDOCLIAR Y FE[HHALT, TaFy Y—N—DA 2 F142 JTY R HF—LR
Y—N—ICERZXETED LS LT,

debug dataplane mica set inline-cloud-proxy enable

4. XOCLIAR YV REMHLT, A1>IA4Y 797 K —Ex0 afry b R—rD
BEOBEAT — X2 AZRLET,

debug dataplane mica show inline-cloud-proxy

ARz m L &9,

debug dataplane mica show inline-cloud-proxy Proxy for
Advanced Services (ZHERNCTZ> T3,

STEP 6| (Optional) 1 > T A ¥y —E AERZ T % 72 81C firewall IC X > THHE NS
Cloud Content Fully Qualified Domain Name (FQDN) Z&%& L ¥ 9, BEED FQDN 1
hawkeye.services-edge.paloaltonetworks.com ICf5i L. & 1TV cloud —EY A H—
N—ICRENE T, HEY—NN—# R 2 A — =T 1 FF3IclE, 7—2DFEEMEE N
T A=V ADEMICERSE L IO coud a7 VY —N\—ZiEELE T,

Cloud Content FQDN (3 70—/ VAT NE ) YV —ATH D, T ORI
F3 5O —C AWM T T 4w /XA A — REFEET S HEITHELET,

firewall BBFEFE VDV —T 3 VIcH L TIE LW Content Cloud FQDN (Device > Setup >
Content-ID > Content Cloud Setting) Z i/ L T\ 5 C & 2R L. HEIC)L U T FQDN 7
ZBHELETD,

e US—us.hawkeye.services-edge.paloaltonetworks.com
e EU—eu.hawkeye.services-edge.paloaltonetworks.com
e UK — uk.hawkeye.services-edge.paloaltonetworks.com

& WENR—ZADY S R a7 Y FQDN . EU (eu.hawkeye.services-
edge.paloaltonetworks.com) ICH %7\ 7 TV R Y —E RIcEFiT B Lick
D, BERURL T 4 IVE) Y TDAYTA VY —EX Y R— M2t L
EJCIN

e APAC—apac.hawkeye.services-edge.paloaltonetworks.com
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STEP 7| (Optional)1 > 5 A VY —3—AD firewall DRI ZHER L E T,

1. ml.service.paloaltonetworks.com ¥—/\—{, 75U REXUCB—H)IVDA >V FA V5
YEOEMEICEEHET 3 firewall N"— XDV R—% > b OEMNRETF 2L 9,

PR AT— R AREZRT BICE. 7747 94—V ETCROCLIAY Y REE{TLE
E
show mlav cloud-status

PURNICHlZRL K9,

sow mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

AVIAYMLYZ T R J—EBRIEHTERWEEEX, RORAL BN Tay 7 &
NTWiEWZ L ZEZRL T L 72E W mlservice.paloaltonetworks.com.

2. hawkeye.services-edge.paloaltonetworks.com %—/N—i&, 759 RDA VT4 V¥
K> T —ERBERZUMT B -bICfEHENE T,

P AT — R AR EKRT BIiE, T77AT7 U4 —)V ETCROCLIAR Y REFEITLE
I,

show ctd-agent status security-client
BURIChlZRU £,

show ctd-agent status security-client ...Security Client
AceMlc2(1l) Current cloud server: hawkeye.services-
edge.paloaltonetworks.com Cloud connection: connected ...

CLI i JE RIS T 2 T DICEfEE N E Uiz,
Advanced URL Filtering 7 57 K % —E QI TEHRWIEEAIE. RO R AL UNT
0w 7 ENTWEWNWT & 7Z2HERE L X 9 hawkeye.services-edge.paloaltonetworks.com,
STEP8| &E/RURLT )V RV VT 759 R J—E ANOZRIHfHH SN HHENzT 747
VA=)V TN ZGEHEZ A VA=V LET, ITTRDA T A VA FENEMICES
TWBIXRTO firewall IZDWNT, TOFIEZHEORLET,

STEP9| URLY 1)V 2V VT F70A X kOgfH,
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URL 777 3 OFI&:

ECTHHTEZEIH? DR E T H?
e Prisma Access (Managed by Strata Cloud O SEZURLZANVE) VTS5 A (£
Manager) 7ZWE LAY —URLT 4 VB2 VTS5 A4
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I
Manager) o LHY—URLT ARV VT SAt R
* NGFW (Managed by PAN-OS or BEIEENE LD, 7T 4 TRLAY—
Panorama) SAL VAR EFETR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

URL /17 3V O SRHED Web ¥ FZBRI LT, URL A7 I VICBE I 5 N7z RY
V=77 aVIilFREL. TNS5D Web YA FA Ty VERIEFFAIENELSICTBHR L
MWCEET, Iz, V=% 2y hU—F 2 F URL ATV R Ty 7 L., Linkedln \
DT 7w AT HEENH O F9, URLAT IV RY > —EHOEINZIERT B1Cid:

e URLYRANEATDHAZLURLATAVIC, Ty EiziddFn] Uiz FDIPT R L
ZFZIFURLEEIMLUES, XIS, URL 727 a7 7 A)VTChHTIVDOY A k7
T ARERLET, BRlc, a7V EtdF a7 RU— )b—)Uc 7 ZvFLE
9,

g HAZRLURLAT IV 22V T 0 RY—)b—)VO—8EME UTHHAT S
TEHETEET, HIL—ILid, URLBINDES 273V 270y 7 X TIEFT
AT 2)L—)ILD FICHIRIE L TLZEW,

o Ty 7 EZIFEFA LIz A FDURLZURLY X b Z A TOHREIN 1) 2 B
MUES, RIZ, URLT 4 )V 2D 5 Ta7 7 A )V THEREINY A b Z2{# Hhttps://
docs.paloaltonetworks.com/pan-o0s/10-2/pan-os-admin/policy/use-an-external-dynamic-
list-in-policy/enforce-policy-on-an-external-dynamic-list#id931ea7ea-00e9-4fa7-a2d9-
ebbddee276faURLT )V 2 U 7777 A)b, £lidtFa V740 KY —)b—)LbD—
B LT, A A F Iy VU A MZMEHLUE T, SETEINY X b2 fH 9 5 F] .
T7AT T4+ —)VTHEAESLIIY F2IATEFTICY AN EEHTEH LTI,

& URLY Ak ZA TOMERENN ) A &, FAA U A FOYENN ) A k% iz
FIP7 RL AU A FDRATERFILIRNTL IEE W, URL DYVEREINY A ME R
AALVEIPT RLAZHFAILETH, ZOWEIUTEEST, BT VI
DE9,

o URLATIVDHINDHA RTA

o JJ A% I URL A1 73V OVERK

o URLTZ 4 )VR VY VT a7 7 A )V THEHEINY X k7%= H
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URLA T3V OHINDITA RZ A

ECTHEMTEEIN? [DNEET I ?

e Prisma Access (Managed by Strata Cloud O SESURLZ IR VTS5 4 A (F

Manager) T E LAY —URLT 4 VRV VTS5 A48
e Prisma Access (Managed by Panorama) )
e NGFW (Managed by Strata Cloud I

Manager) o LAV—URLT 4IVEU VTS5 40V RlE
* NGFW (Managed by PAN-OS or BEILENE LA, T Y54 TixL Ay —

Panorama) Ty ARE | EHEYE— b ENET,

® Prisma AccessT 1 12 > Al X Advanced
URL Filteringt(REM ZT XN X I,

ROHA RTA > Cld. URLAT TV OFEHE) R M(H AKX LURLA T IV F 72 IZURLOALERENITY
VA RMERET BTEICDWTHIALES, YAV RA—FROFRFIEEEOTY ) ZRL
9,

URL 17 VRN A S DOEARWZTA RIA4
T2 MVU7% URL AT7JVYDEINY X MBS SHGIC. T NUDBN—ET S0[aEMENH S0 E
INEME LT EE WV, ROHA RIAUTlE, BERLUZ Web YA FoR—I BTy 7 %
RT3 N ZIERT 2 5iEEEE LE T,
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URL 7 42 )LZ ) VT DEGE

T 7 HIV T, firewall iZ. KEDAT v a (/) 137 A2V A7 (*) THD
BIEVWRAL T MV, REDAT v a (/) ZBEINIGEML 9, KREIC
ATy aZzBind e, firewall N—EERAL, R —72iwEHd % URL
ZHINET, VAIVRA—RTHEWVWRAL VI MY TR, KREDAT v a
W, BBESNIERAAL VEZFDOY T T L7 VIR Yy FZIBELET, Ik X
X, example.com (JL¥i#5 0 example.com/ ) Z. EH 7 HikL example.com/
search <Y F L%,

TAWRA—=FRAS VDT M) (FPRAZV RV EIEF v Ly b0z
FU) TE. BEDORAT v ¥ a, fHESNTSR—C—HT HURLNDT v F

VIRBRELET, I&ZxI1X, TV RV *,example.com & —3(3 31k, URLIC
P B 1 DOV T FALVWNEEN, )Ib— bk FXAA 2 example.com THb 3
ENDH D F9, /3NZ— i <subdomain>.example.com; news.example.com
Iy FLETH, example.com IV T RAAL U EWzdY vy FLER A,

RKEBICAT YV aZFHTEMLULT, TV M) ERETSZIXRTOI—Y—IHL
T. VMV OEKENy FEIEZIAMEICT A e Z2BEIO LET, KREDA
Fw¥ald, firewall lCE->TEMENE ERAELEDET,

PAN-0S © 10.2 %57 LT\ % Panorama™ SEEY—"—I3. ALY T h7 7
N=23 VDT 7AT T+ —IVCH LU TORT DBEEGINNCT BT LM TEE
9, PAN-0OS 10.1 LLF1T7%F1T L TV 3 firewall ICH LT T OWERERHINC T % IC
&, & firewall TRO CLI A<y REFEHLET:

admin@PA-850> debug device-server append-end-token on
admin@PA-850> configure

admin@PA-850# commit

C ORERER ST I % 1Cld. Device > Setup > Content-ID > URL Filtering 7 3R
LE9, R, Append Ending Token DRz R L £ 9, 7272 L. CDWpEZ
HWNCTHE, TRHEDEEZLDURLADT 7R ®T0y 7 FEEFaEn
£, firewalllZ, / 723 * THROSEWVWRAAL VY MY DOREIC BEERD T
AZYRT ZBMLET, Tee A, FFrafENz Web ¥4 D URL Y A MIC
example.com 7ZiENS % & | firewall \3Z DI 1) 7% example.com.* L fiiZfR
LET, ZOHRE, firewall i example.com.domain.xyz 72 E DY A kDT 7
Y A& L FE 9, URL Category Exceptions(PAN-OS 10.1 LLfii) Tld. T DFLHE
M L1235 D firewall DFIEICOWTHIAL 9,
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DAMLZY MJEACTF ENTFZ2RALEE Ao
e URLZYFUMS http & https ZHMEL ET,
e ZURLIY MY DETIIHRA255FTT,

o v I FERIFHATBIPY RLUAFIFURLE ZEIC—HT HEDEANTEH. TAILE
=R U TN —=<y FZERRLE T,

o) TV FUMEZRS &, TR —BBREDFT, FHED Web X—
(example.com/contact) D URL = AJ19 % & firewall i, ZDX—I DT
—HZRELET, FAMVDREE—BIE, FASMVAKEZOY T T2 L7 b
VIc—HZRELET,

o SOV MUMNURLUNDIZY FNUNSET 7 ATEZ5HIE. Web U1 FEIERX—IA
DT 7 ARSI E N2 URL ZHISN Y X MCET 2 L2Maf LT EEW
(7z& 21X, blog.paloaltonetworks.com-> paloaltonetworks.com/blog),

e T2V example.com !X www.example.com &3 EDFE T, FAAVHEFELCTY
M 2B/HOZY MV www U T RAAL UDEENTOET,

Palo Alto Networks l&. 71 A& I URL 7173V £ 139REINY A > Y TO
IEREHOMHZY R—FLTWEE A, FFED URL ZHI> TV, TAILEKR
H—RERDLFEZEFEHUTET B URL /S Z— 2V ZERT BB ANH D £
./ 7 & = ; to

URL A7 VRN Z DI ALV REH—FRDHA RS54

URL AT IVDHEINI A RTT ARV ZA7 (N eFr Ly k(M) ZHHT 3 L. [EfER URL 25
ERTIC, DY T RAALY, RAALY, T LNV R ALV (TLD), F2dRXR—JIc—K
T5EIICLIDDI Y M) BRETEET,

TAZYRAT ) BXUOFv Ly b () TV RA— RO

RDONFIE =T VKYUOFETT:. /2?2 &= +o TNHEDXFD1DFERIE2D
TRYISNZITARNTOXFINE =D > TT, AW RI—RXF 2 =02 TL—2
FIVZELUTHHAT S E, FED N7 VTEDEZZHZENTEET, Y
docs.paloaltonetworks.com Tl&. h—7 i "docs". "paloaltonetworks". XU "com"
T9,

ROKZ, 7AZV AT v Ly DAL T DOHITY,

1D EDRZET T RAAL Y FAAL 1DODAZEY T RALY Jb—F « RAA
Y, TLD, ¥72@ Y7717 U—ZpRL | V. ¥ETD Z/RLET,

9, KEDAT WY aDRicFr Ly MY
KEBDAT YT aDRICT ARV A7 2EH | 22 L3TEHEREA ROTY VI T
TZ X9 (example.com/* 7z &), 9 : example.com/”,
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* A

f4ll: * .domain.com (X docs.domain.com f5]: ~ .domain.com (% docs.domain.com
& abc.xyz.domain.com ! —® L 9, & blog.domain.com ! —® L £9,

Key Point: 7 A2 U X 71&, F¥ L v FEODELWHEIPHO URLIC—RLET, 7TAXY XY
BAEOBDEET S h—7 /K l. Fy Ly ME 1 DD =7 VORI LET,

xyz.*.comDE 57T UL, xyz.*.*.comEXDELL DY A M—HLEZE
T, Xyz.*.com ., LFHNHDEEOD b—7 VU ERFFOY A M—HL., xyz.~.~.com
. EREIC 2 DD b =7 VROV A ML ET,

o JA)VKRA—RLFEI =7 VHNOHE—DFTRIFNEED T8 A, 72821,
example*.com (&, example & * DEU =7 VANICHBD . EHhRT M) TT,
REL. 1DDIY MVICEBDO =7 NIV R I—REEZHBENTEET,

e MICZYMINTTARZRIVAZF v Ly b2 TEEX T (*.example.” % &),

o HET AT AZRYRT (N EE 9D EDERTAFr Ly M(N) 2B MY
FERLUENTLEEW, TOXH%Ty VI, firewall D87 4 —< 2 A2
5 Z A[EEMNH 0 X9,
7z 213, mail.*.*.comD X > T MU EBIMLEWTLEZEI WL, 8D
DIC, 7R AEHT % Web U4 N DOHEIPHIC/S U T, mail.*. com %7z
mail.~.”~.com & AJILET,

URL 217 TV BRMY ZX  - f

ROEE, URLU ARV MU =D, X vF TP A b, BXUT 7477+ —)UHAEHENIC
KREDAT vy 22BN 5550y F 2V THEOFHAZRL THWET,

The entries in this table do not contain a trailing slash to reflect that the firewall appends
one to applicable entries in the background. & 512, fIFf ) X Mcld, KED AT v
VaDHA XY ADFNEBMENZEHENZENE T EAHOET, URL 17V
9445 (PAN-OS 10.1)1&. 77 AT I+ —ILDT T+ )V N TREDAT v a%iB
MUGWEGEIC—T 58F2/RLTVET,

KEBICAS Y aZFHTBINLT, T2 M) ZRETAIRTOI—Y—Ic L
T. ZVRNVODEBEREIN Yy FEIERIHEICT S e 2 BEIO LET, KEDA
Fwiald, 7747 7+ —=)INCE>TEBIMENTZHEEAZAEE A,

URL Y A hDT MV YA —E AitAH

tw k1D
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URL ) A D>+

paloaltonetworks.com

paloaltonetworks.com

paloaltonetworks.com/
network-security/security-
subscriptions

firewall 3> MY DOKEIC

ATwvaZzBiml, Bk
RAALVEZDOTTT 2 LY
FANDO—EHZREL X,

paloaltonetworks.com/
example

paloaltonetworks.com/
example

firewall (. Y7757« L7 k
) — example ' K A1 D
%ickid lzdd, OV b
V—ICRKBDODAS v ak
BINLEE A FFED Web
RX—=YD URLZ AT %

&, firewall ZfgE SNz

Web X—IIHIsN 7 73 3
L E T,

Example Set 2— 7 A Z 1) A7

*.example.com

www.example.com
docs.example.com

support.tools.example.com

TARZYZATIE, TRTOD
example.com 7 R X1
L:gﬁ%ﬂ&%bij‘o

firewall (X, )L—F F XAV
TdH % example.com D]
IK—HTB2E0%RE, TV
MVICKRBDAT Y v a6
mL %9,

mail.example.*

CTHOLYEY
. RKREDOXA
Fw ¥ a KRER
GacLTcd L
m<TH, HU
< F AL
£9,

mail.example.com
mail.example.co.uk

mail.example.com/#inbox

TARZY XY

(. mail.example.
<TLD>/ R Z— ki IXT
DURLICY v F9 % K 51Tk
wELET,

example.*.com

example.yoursite.com
example.es.domain.com

example.abc.xyz.com

TAZY AT, DY T
R A A v example C. &
AL RAA>h com @D URL

WC—B IR LE T, KED
AZ v ald, TLD OIS
BB —BEFENLET,

HERURLT 2 )V 2 Y VT DER

77
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URL ) A D>+

example.com/* example.com/photos RAALD%IcX., /&
Y7710 L7 MY —DFE
example.com/blog/latest LA LA D e b5
£ED example.com 7 TR T AR R x F
T4L7 MY T TARYRAZIE, ALED
example.com 75 ¢ L7
N)—Dhr—=>> -« TL—X
FIVE—L UTHRELET,
firewall &, =2 FVU =7
ARV AT TDBTD, K
FBICATy v azBinlEdE
Ao
Example Set3— F+ L v I
google.” google.com F+ L M. google TUf
N google.info £D, H—OTLD TDB
exar\pple.oco. URL ICc—EZHE L X 9,
IREDINZ— google.com/search? KEDZAT v 2. BHBD
. g=paloaltonetworks N —2 > DN B 2 —BE
#. example.co.jp AL ET,
75 E D EA D
RX A 72 E
ERAY 2 35|
INX9, K
L. WA b
TLARIV R A
A (gTLD) T
lX. example.co.”
xwFUT
example.co.info
b
example.co.amzn
BEDINZE—
WREL, FHU
FHFKICE L TW
IROAREMED B
DEd,
A.google.com www.google.com Fr Ly M, —H8Z
news.google.com goog'l.“e .\com DH—LA
WHT FAALICEMUE
9, firewall (. /b—F FX
A > DHMNC D %2k
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URL ) A D>+

&, ZVMVDOKRRBICATY
?‘/J%E’Ebnbij—o

A A google.com www.maps.google.com 2ODF v Ly b

&, google.com DHFjIC 2
DOEHET BY T ALV
% & T8 URL I —EE PR L
%9, firewall i, L—FF
ALV DOEMNC D % —E =R
X, VMU DKRREICAT Y
‘\/:L;i’:‘lﬁb[lbi@‘o

support.tools.google.com

google.”.com google.example.com Fv Lw &, googleh—
BIEDYT RAAL T, ZD
BIK1DD F—27 & comM
HCURLICR v F T B K91
ERENE T,

firewall 1. TLD OAHNCH
5—HERE, TRV D

KRBICAT Yy v azBinlE
ER

google.company.com

F3 AR I URL 173V OFERK

ECTHHTEZEIH? I IRRET S )2

e Prisma Access (Managed by Strata Cloud O Advanced URL FilteringZ 7 > X (£7z1Z
Manager) LA —URLTZ 4 VRV VT T4k R)

e Prisma Access (Managed by Panorama) 7

¢ NGFW (Managed by Strata Cloud o LAHY—URLT VR TS 14 4 2
Manager) BEESNE LA, 757 4 TELA Y —

* NGFW (Managed by PAN-OS or FA VARG EFETR—FENET,
Panorama)

® Prisma AccessT -1 2 > Al & Advanced
URL FilteringfREM T XN X T,

Btk W AZLURLA T 2 H LT, URLAT IV OEHOHINZERST 5. EEO
ATV EHLUWURLA T ZEHRLET,

URLZ 73V @ OBINDEF (URLY R 1)

URLOY XA FADDH AR LATIAVICTIV—TI0)EIEE L. S SN /zURLA T a1 &
FHPEHRICEH LE T, COATTVANDT 7R RF. Fa2V)T7 0 R) —)b—)VICEHT
BURLTZ VR 7 7a 77 A)VTHIEILIZD, £+ 2570 R —)L—)LO—FHEAEL L
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THTIVZHHALIED TEXRT, AR V—yv)b 2y bNI—F 2T Ah7d) 270y
7 UDD, Linkedin \D7 72 A%ZFFA[TEHTEMTEET,

EEOPAN-DB /17 IV ICED L A A X LURLA T3V OEFE(S T IV —)

HAAZLAT TV O—E L TERINIEITXRTOATIVIC—ET 5Webt 1 F E7ziERX—

VISR ZFRET Bz, LTIV ZER L%, 7z& 21E. PAN-DB Ti¥. T

VIUZTHhHEICHE T B B3#E 7 1 7% personal -sites-and-blogs. computer-and-
internet-info, BXU high-risk ICFETEE T, T2V 7 07RO Web Y
A M7 TEALTESICINEDWebY A F 2R RTEE KT B, 3DDATIVIC
HOWTHAZLURLA T IV ZEK L. URLT 4V Z VU VT TaT7 7 A)VCEETEH73)
YA R TR AERELET,

PAN-DBlX. SV ZAF I v 7V A MBI UHATERSNIZURLAI T IV DFiIC,
HAZLURLA T VIS UTCURLEFHEELE T, Lieh>T. 774774+ —)L
&, HAZLURLY A FHNDURLOYF 2V T 4 RY ¥— )b—)L%, ZFDURLMME
1£9 244 DURLA T IV ICEEMNIF SN TzR) — )b—)L X D &85 U TEmM L
F9,
BEOvF 2T 0 RY— )b—IUCHAZRLURLAT IV DNEENTVEHE.
T7ATI+—=)VE. =T BT 710y 7 U TwRE BHKEURLT ¢ )VZY)
goag AN T ryarvEROEF )T R Y— )b—)ILEEHLE T,

e Strata Cloud Manager
e PAN-OS & Panorama

51 A% I\URLA 7 3V OFERL(Strata Cloud Manager)

Panorama 7= (i L C Prisma Access %S L T\ 5155
[PAN-OS & Panorama] Z 7 \1CYID R Z T, FTICHBHA XY AHENET,
Strata Cloud Manager’z 353D 51E. THLICHEATIZE W,
STEP 1| [Manage (‘E#f)] > [Configuration (7% E)] > [Security Services (ZF+ 1V 7 1 Y —E X)] >

[URL Access Management (URL7 77 2 A& #f)] > [Access Control (77 77 &z A illf)] 7 1 38
RLUET,

STEP 2| [# A& LURLAT IV]T[Add Category (777 3V Z3EhN) %8R L £ 9,
ATIV OO DRI WHETIEANILET,
STEP 3| HAZLURLAT IV OFESEZ[URL List (URLY A R)]Z 7zlZ[Category Match (777 3V
YFIMNMIHRELX T,

e [URLList] : CTOVRAK ZATF. TDOVAL XA TWETBURLAT TV LidHR%
2T OURLEBIM LD, HWAZXL 73 VICET DURLOY A R EEHRLIZDT S
TeDIHEHLET, URLV A MDY MY ZIERT BB8&. URLAI 7T OFIND A R
T4 EBIRUTLIEE L,
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e Category Match (7717 3V —)——HDO AT IV F T2 7Y A M- T
LET, Web A FERER=VIE, WAZL ATV TERERINTWS 7T all &
—HTHZRHENDH D X T,

STEP4| [EH]T. URLEZEZEEED AT IV OWVInhZENMLET,
STEP5| HAZLURLATIVEHFEFELET,

STEP 6| HAZXLURLAT IV DY A 7 7Rl A—Y—ZAHEMOBHRTEERLET,
1. [Manage (E#)] > [Configuration (7% iE)] > [Security Services (2 2V 7 ¢ Y —E X)]
> [URL Access Management (URL7” 7 2 A& )] > URL Access Management Profiles
(URLY 7 & X&) Z IR UK 9,

2. BETBHEFOTOT 7 A)VEERT 2, [Add Profile (7117 7 A )L DBz 7
Vw7 LEY,

3. [Access Control (77 7 & ZHlfEN] T, HIFEVER LTz A X LURLA T3V 725# R L
%9, Custom URL Categories (HAZXLURLAFTTV)D ., Pre-Defined
Categories (HFHajERATIV)D LICHO T,

ATFAVICYA T 7 AR ELET,
A7 3V Oa—Y—ERERIEHEEZRELE T,
Ta7 v AIVERELET,

STEP7| URLY 7t AEMI a7 7 A )V etdF VT4 RY —)b—)VIcHEHELET,

URLY 7 AEM a7 7 A )V, LF 2V 70 R) U —HAWSRIT 2707 7 A)V7
N—TICEENTVBERICORT 7574 7m0 FET,

FIHE> T, URLY 72 AEIT 07 7 )V (BXCEEDOEF YT 70T 7 A1)
27 7T 4 7 LE T, &9 [Push Config (REDT Y ¥ a)l2fio>TLIEEW

HAZLURLAT AV 7Z2tFa )7 4 KU —)b—)LO—EZ e UTHERAT 3
TLETEEXT, TOYFVATIX, URLT )2 5 Ta7 7 A )V TURLA
TAVDOYA N7 7 AEEELEEA, KD, HAZXLURLAT IV Z2{F
U, BAZLURLAT IV ZEMT5EF2) 7R ¥—)b—)L7% 5
RUZE 9 ([Manage (‘E¥E)] > [Configuration (K&1X)] > [Security Services (23 2.V
T 1 B —1¥ X)] > [Security Policy (31 7 ¢ RV >—)], [Applications (77 71
r—33 V). [Services (Y— Y R)] & [URL Category Entities (URLE URL/1 73V T
>T 4 7 « )] C[Add URL Categories (URL71 -3V Z38h)]7& 27 ) v 7 LE T, {E
U AR LURLA TV ZEIRL, vFa VU TR =)=V EHRFELE
ER

F1 A% LW\URLA 7 3V OERL(PAN-OS & Panorama)

STEP 1| [Objects (47 = 7 k)] > [Custom Objects (77 A X s A7 =7 k)] > [URL Category
(URL /37 d V) 7ZER L £ 9,

STEP2| ZEMT2h., WAXLURLATIVZZHL, AH7IVICHHNZ Name Z 1) %
CR

EJEIRURLY 4 )LV R Y VT OEH 81 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-groups#create-a-security-profile-group-cloud-management

URL 7 4 V&Y VT DKE

STEP 3| #5 3V D Type (X1 ) 7% Category Match (/7731 —%) & % & URL List (URL U &
R) OWTNDICERELET -

e URLList (URL VU A F)—J@3 B 3RD URL A7 7TV LIEHNEH L7z URL Z3BHNL
F9, COUYRL « 2L T2MEHLT, URL AT IV —Dw@HICHT 264\ 2 E&H LT
D, URLDV A rZEHAZRL s h7dV—=ICE@T5LDE LTERELIED LET, URL
VAR Y RYOERICEET 5 HA RS54 DWW TIE. URL Category Exceptions 7
BIBLTLIEE W,

FTIXIVRTIE, T7A479+—=)Vid. KEDATGv I aFET7 AR
AT () TROLENWREAAL Y « T2 hY— (example. com) IC. KJE
DATv¥al()zHENGEMUET, KEOAT v ik, firewall
MR ALY OERICHEERDT A2 V) AT ZARET 5D ZEET,
TAIWRKI—=RTHEORAAL T MU TR, REDODAT v 2id.
BESNIERAALS L ZDOY T T4 LI VI Yy FEIRELE T,
=& Z21E. example.com({L¥%D example.com/)x. HIrBEIK
texample.com/searchb~vF L %7,

TJAIWRHI—R« RAS VB (T ARV A7 EIEF vy Ly M EEHRT
ZIHH) Tld. KEDRAZ v afilflid, fHET NI 22— RS %
URL & —ELET, 7z ZIX., =LY *, example.coml—HEE5
IZiE. URLIZEEENC begin 72 1 DL EDY T RAAL VT, Jb—F RALY
example.com THDOZENH D X9, news.example.comF—H L X
I H, example.comZY T RAAL VRN ZHTIEH D FH A,

KEICAT w2 ZFHTEMLUT, URLY A R ZFNRZTXTDILI—
Y=l LT, TV M) OERENTz—BEERIHIEICT % T &2 BED
LET, KEODAT v ald, firewallc k> TEMENS R 2K %ED
%9, URL Category Exceptions Tl&, KEDAT v a1k —HDOFHEICD
WTEHICHULEIALE S,

C OWEBER ST T B 1C1d. [Device (7731 A)] > [Setup (2 v 7 v )] >
[Content-ID (1> >V ID)] > [URL Filtering (URL7 ¢ )L Z V) > 7 )\ H#aFH F
9, RIZ. Append Ending Token OEIR7ZfRER L £ 9, T OMEEERZMERNICT
e, BHLEEDELZLDURLADT 78 A%ZT0y 7 £ d 5
A[REMEM S D £ 9, URL Category Exceptions(PAN-OS 10.1 LLFfi) Tl&.
DEREMHENIC 75 > TV B IGE D firewall DFEEICDOWTHIBHL £,

e Category Match (717 3V —3)——HD A7 IVICIYFTET 7Y A M- T
ALET, Web YA FEZEFIXR=VX, HWAZL AT7IYTERINTWS 7TV
all & —ET 20 ENHO T,

STEP 4| [OK] ZZ7 Uy 7 LTHAZLURLAT IV ZIRIEL KT,
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STEP 5| [Objects (47 = 7 )] > [Security Profiles (3= 1 7 ¢ 7’12 7 «+ —)L)] > [URL Filtering
(URLZ 4 )LZ V) VO NeBR L, URLY )L 2 7 7a7 74 )Lx[Add GBI 1% 721
ZHLET,

HLWAH AR L #3173V 7 Custom URL Categories D NICEK/RENET,

URL Filtering Profile @

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML

77items | 3 W
USER

CREDENTIAL
D CATEGORY SITE ACCESS SUBMISSION

Custom URL Categories

Pre-defined Categories
[] abortion allow allow
[] abused-drugs allow allow
[ adult allow allow
[] alcohol-and-tobacco allow allow

[ auctions allow allow

STEP6| HARLURLATIVIC YAk 77vRA & OA—Y—EREERXRE ZEHd %71
ERELET, (A—P D2 OBERIERZIEE TS Y1 2l d 51X, Prevent
Credential Phishing ZZ L T2 &V,

STEP 7| URL Filtering 717 7 A )U7% Security KU > —)L—)Uic 7 Z v F LT, ZFDIL—)UIT—5
ITB5NT T v I EHLET,

[Policies (KU 3 —)] > [Security (23 2V 7 ¢)] > [Actions (7 7 > 3 V)] Z3E R L. EH L
URL 7 4 )VZ VT 7T 7 A INCEDWT I T 0w 7 Z#EAT58Fa )70 RYo—
W—)VIEELET, ZEAZSNTIC Commit (I3 v ) LTLEEL,

Q F1 AR I\ URL 5173V % Security RV ¥ —)L—)LDO—FZM & LTI % C
L TEZET, TDOYA. URLFiltering 707 7 A )V T URL 73V DY A b
TR RAEERLEE e WAZRL ATV ZERLIZE, W AXLURL A
T3V &89 % Security RV ¥ — )b— )VICKEH L F 9 ([Policies (R > —)] >
[Security (£ 32V 7 «)])s XIC. Service/URL Category 23EIR LT, 11 AR L
URL 17 3V Z)— )V DO—BEF L LTHAL X T,

URLT 4 )L Z V) 5 a7 7 A)LTHRTEIY A b Z2 {6

ECTHEHTEEIH? A DRE T H?

e Prisma Access (Managed by Strata Cloud O Advanced URL FilteringZ 1t > X (£7=1&
Manager) LAHY—URLT 4 VR VTS5 A4 R)

e Prisma Access (Managed by Panorama) e
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ECTHEHTEETH? AR T H?
NGFW (Managed by Strata Cloud o LHI—URLT 4)VERY VTS 4RI

Manager) BEIEENE LD, 77740 TK LAY —
e NGFW (Managed by PAN-OS or T4 AFGEHETR—FENET,
Panorama) ® Prisma Access— 1 2 > Al X Advanced

URL Filteringt(REM T ENEX I,

WERE A F 2w 7 ) A MIIBD Web y—N—TRARENTWETFAN T 7 AIVTT, C
DYARZMHEHLUTURLEZA VR—FL, ZNE5DOURLICRY > —%EHT A ENTEET,
T7 AT+ —IVIEREFEFHFOBRTENC) A " E AV R—F L, UARADURL (IP7 KL
AR R AL VFIHENE ) ISHLTRY O —Z#HLET, WEBY—/N— L TY A bAH
HEN2LT7A7 U4 —IVHEEENREZRIGL, 7747 U4+—)LETa3Iv 952 E4%<
R —FEHINZ) A MGEHTEET,

IR ENTZBERIV T 2T 63y NI — 7 2 R#ET 57281, URL 70 RY) VT
T 7 7 A)VT OVNEENN ) A ZHHTEE I, URL 74— hDHA RTA4 IcDNT
E. TURLATIVDOHIND A RTA4 ] ZBIRLU T I,

e Strata Cloud Manager
e PAN-OS & Panorama

URLT ¢ )LZ Y V7 TaT 7 A )V THTEINY A ks Z2ffifi 3 % (Strata Cloud
Manager)
Panorama’z {#i] L CPrisma Access= E L L TV 354
[PAN-OS & Panorama] Z 7\CHYJ DR Z T, ZTICHBHHA XY AIHENET,
Strata Cloud Manager’z 330 D5 1E, THLICHEATIZE W,

STEP 1| Prisma AccessDVERDENNY X FERBIBTE5 X5 LET,

SEREIN Y A B &, A Y R—FENIPT FL AL URL, T7E R XA %OV X M 2ER
TEEJ, RUVY— )=V TINSDERZMEH LTI T 1w o 2Ty 7 XZEFFT
ERSCIS

MBI ) A b 2 EET B, [Manage ()] > [Configuration (3%7E)] > [Objects (4 7'
¥ 1 %7 1)) > [External Dynamic Lists (Y}EB@EH0 D) A B)ICFEEI L F 9,

o UZARIZIPY RLARRAAL VAEEGDITWTLIEE W, 774774+ —)JVIZURLLIALD
IVR)—"AFv TS LET,

o UZrDERZMIRTBICIE., WAXLURLY A FDHARIA4Y ZEHLET,
e [List Type (U X k%1 7))%Z[URL List (URLY A F)IcfEE L F 9,

STEP 2| URLZ 4 )V 2V > 7 THEEINY) A M LET,

[Manage (&#)] > [Configuration (3% E)] > [Security Services (L =2 VU 7 ¢ P —1 X)] > [URL
Access Management (URLY” 7 - ZEH) DIEICKEE L X T,

o HEENNY) A FDOURLICY A R 7 7 AZfEELE T,
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URL 7 4 )L &V VT DEIE

o HNEENINY) A FDURLZ &ERA VT4 VN BIRN L E T,

AEBOBN ) A S ZEH LU THARXRLURLA T IV ZER T A L ETEET
(URLT 7 2 ZEHA Y ¥ a R— RICR> TTNZITVET ) o

BN ) A MICEENSURLD /) A2 LURLA 7 AV ICEFEN TV BIGA.
Flzldvay 7 L) A MCEEND GG, HAZL A7V TREI N
T a YIINEREINY A KD BTN T,

RV —=T72aryhEfAETN TSI EI DT AR LET,

1. HEEhgY A b > k V([Manage ()] > [Configuration (7% 7E€)] > [Objects (47> =
27 1)1 > [External Dynamic Lists (YL@ Y A M) 2E R L. U XA D SURLND T 7

YR PAET,
2. BRLET 72 a Vv 7 IUTICHEHENS L ZHERLE T,

URLT ¢ )LZ Y V5 Ta7 7 A )V TIEEINY R 723 % (PAN-OS &

Panorama)

STEP 1| SNHENNY AN T VR AT B KT 7 AT I+ —IVERET S .
DARMZIPY RLAR RAA VA ZEDIRNTLIZE W, T 7 A7 7+ —)VIZURLLALD
IVM)—ZAFYTLET,

YA FDEXEMRETZIE. HAZLURLY A LDHA RI A2 ZEMALET,
Type (2 A7) Raw X 1) A hi5 URLList (URL U A k) Z3R L E T,

STEP 3 |
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STEP2| URLZ 4 )V RV VT TaT 7 A )VNTINBENINY A R EMEHLE T,

1.

Objects (472 = 7 k) > Security Profiles (3= V 5+ 7’127 7 1)) > URL Filtering
(URL 7 4 )L Z Y V7)) DJEICEIRLE T,

Add EN]. H2WIERHEOURLT 4 V2 VT TaTd 7 A )V EEBELET,

C D77 7 A )VICName [z ). Categories [117 31 ]& 7 DCategory [/17 3
V1 A S BB Y A - 2R L £ 97,

Action [77 73 a V723 IR L., SEREINY A S NDOURLICKTS 2 I ET 72 a 7z
RLUET,

AEBEIY D) A MICEENDURLD I AZ LURLA T dVICEEEFNTVS
BE. ¥l 7ay 2 eI A MCEEFNZLEE. HARL AT T
TRESNTT 7 a DNREINY) A R XD & ELEENET,

OKZZ7V)wZ7L%ET,

URL 7 o)V RV VT a7 7 A)vetda )7 2R — )b—)VICEHLET,

1. Policies (KU —) > Security (ZF a2V 7 1) DIHITERLET,
2. Actions [77 7> 3 VR T 7%3ER L. Profile Setting [0 7 7 A IVREI L 7> 3~
DURL Filtering [URLT7 4 )L Z ) > ARy XY A THLW TG T 7 A )V

HEIRLE T,
B.OKZZ7V) w7 L, Z#H%Z Commit (I F) LXT,

STEP3| R —=7 Oy arvhAEHEInTtunsahEsh7FA M LET,

1.
2.
3.

SERENY A > R Z2EoRL, UARDMS URLICT Z7E2ALET,

ERLET 2 a v T oUFICHEENS C L RERLET,

T7AT7 9=V EDT 7T 0 BT ¢ 2RI I12iE -

1. ACCZER L. URL Domain [URLR XA V]ETa—N)V T 4 )V Z—E L CEMLU,
7 7% A L7zURLDNetwork Activity [%v 8T —2 7 77 ¢ €T 1 1% X UBlocked
Activity [T 7 ENT VT4 T ¢ 1 EMEER L E T,

2. Fin Y € a—Ic7 72 A$ %Icid. Monitor (E:#H) > Logs (1) > URL Filtering
(URL 7 4 b2V V) IR L £ 9
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STEP 4| SEEINY A DY MY —DBEHE NI ATy TENTDZBEEL £ T,

RZATHURLOY A R Tld, 7747 74 —)VIXURLLISN O bV —ZfEshE DL LT
AF T U, T7AT7 94—V ETIVORERBZ AT M) —I3EHLET,

{) SLEREI ) A b OFEFEIC DWW THIBISZE L TV B H E 5 iR T % 128Ic
l&. Objects (4 7Y = 77 ) > External Dynamic Lists (%58 1) 2 k) 725841
L. List Capacities (F¥ /3T 4 ZVA 7w ) B0 w7 L%ET,

T7AT7 T4+ —)V ETROCLIOAY Y RZ2F 7L, VA MOFEMEREZZRRLUET,
request system show type url name <list_name>
PURIchlZ R LXK T,

request system external-list show type url name My URL_List
vsys5/My URL List:XD#Hr:Tue Jan 3 14:00:00 2017 Source: http://
example.com/My URL List.txt Referenced: &\ H%: 1dWVERilE%:Yes A
METY MU OFEHG3 BTy MU DORFEH:0 Bxh7% URL: www.URL1.com
www.URL2.com www.URL3.com
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URL 74 LR VT DOXRA NS5 4 &

ECTTHEHTEETH? [DNEET T ?

e Prisma Access (Managed by Strata Cloud O SEZURLZANVE) VTS5 A (£

Manager) TG LAY —URLT 4 VR VTS5 A4
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I

Manager) o LAY—URLT 4 IVEVVF S AR
e NGFW (Managed by PAN-OS or FEIFENELEN, 7757075y —

Panorama) SAL Y AT EFETR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

Palo Alto Networks URLY 4 )L Z U > Z V1) 2 —3 3 E. WebX— ZDE M 5 BEFE» (R#
L. Web7 77 ¢ BT ¢ ZEeHB X CHIET A 5152 LEX 9, URL 7 4 )L Z—DE
FZERABICIERT 31, £, EVRAETITZDIMKFELTWR T TV r— 9 VO
A=)V ER T 2 BENH D T, R, BEOH ST VYBXCEHEIN 2T
T B URL AT dY EMHERLET, CNOEERZEEICTAvy T3 LEBEHOLET, X
I, DT RTICDOWVT, TNEDRAN TSI T 0 AE, 2—P =3 3% Web 27
YINDIA—P—DT 7 AZHIET S 7%, Web X—ZADBHICETSEINE VU R T =ik
I HEEEANLET,

o BAMAT BHINIC. RAN I3V F 4 ADA 2V EZ—% v b =Tz A FaVUT 0 RYT—
ORERO—BEEL LT, a7 70 r—2avaEiel BKOC 77— g Vi )b—
JVOOVER Z#FITLE T,

AT EHET TV =g icid. BEVRRAEA VT SA NI VFYOHNTI R Y 3 =
VIOERREMTET V=2 a VR TERL, A=Y —DEEEITS DI Eix T 7Y
F—are, MANFHODIHHZHT 2 HO7 SV r—ra a8 &ENET,

CNDDRRFERHRT TV r—a v #RELRES, URL 7 4 )V —ZFH LT, U Ak
WKHEWITRTDOWeb 777 4 T 4 ZHlHBLCHRETEET,

o I—Y'—DWeb7 77 1 BT ¢ ZAMHILL T, fHRKICE > THREFNRINEURLY 4 L2 Y
TR —ZFHHTESEIICLET, ThITERDEDDEFENKT

e Test A Site ZffiFl L C. PAN-DB (Palo Alto Networks URL 7 1 )V Z V) 5 75 R F—
ZN—R) WEFED URL Z0Hd 3 1L R L. BA6NSTXTDO URL A7TVICD
WTEELE T,

e URLATIVICDOWT T I—hrEHT (BBXZ) /XYY THRURL 74 )VEY V5 T o
T7AIVDBIEDET, ChICEKD, 2= =07 7V AT 351 MIHT 2N %215
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FROM
RECEIVE TIME CATEGORY URL CATEGORY LIST URL ZONE TO ZONE SOURCE DESTINATION APPLICATION ACTION
E) | 04/19 130008  phishing real-time-detectionphishing | fuzzing me/fakeverdict/junophishing... | trust-9 untrust-19 | 9.0.0.10 19.0.0.10 web-browsing block-url
B ma --detectionmalware  fuzzingme/fakeverdict/junomalwar.. | trust-9 untrust-19 | 9.0.0.10 1 eb-b block-url
B o mar fuzzing.me/fakeverdictjunoc2/test | trust-9 untrust-19 | 9.0.0.10 19.0.0.10 e block-url
‘ ol command-and-
) | 04/19 12:55:48 1mar fuzzing.me/fakeverdict/junoc2 trust-9 untrust-19 | 9.0.0.10 19.0.0.10 h-browsing b il
control command-and-
) | 04/19 12:55:4 mar fuzzing me/fakeverdict/junoc2 trust-9 untrust-19 | 9.0.0.10 19.0.0.10 web-browsing block-url

cont

7%z L < AT, RO Web OFEMIEL K 7t E .
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KOFITIE. URL IZ real-time THMHEN, AR 7R -aryha—)L(C2) &
LTEETAFHZFi> T30 LTHHEEINET, C2A7IVIKFY 7IVEA
LI & LWT 7 Va UHBEMTSNTVWE TS (75— TldRd Tay
7). URLIZAY YR 7Y R ayba—)WcpEEn, 7avyr7EnEd,

DHENTWA T LB

Detailed Log View @8H
General Source Destination
Session ID 7870 Source User Destination User
Action  block-url Source 9.0.0.10 Destination 19.0.0.10
Application  web-browsing Source DAG Destination DAG
Rule CLI-SRV-9-19 Country  United States Country United States
fab292cb-039d-4e5e-9354- Porl 18487 Port 80
Rule UUID - 061290620
Zone trust-9 Zone untrust-19
Device SN
Interface  ethernet1/1 Interface  ethernet1/2
IP Protocol  tep
NATIP 19.00.1 NATIP 19.00.10
Log Action  fwd-panorama
NAT Port 11090 NAT Port 8O
Category command-and-control
real-time-
URL Category List  detection,command-and-
control
Generated Time  2021/04/19 12:59:36
Receive Time  2021/04/19 12:59:56
Tunnel Type  N/A
URL
RULE CATEG.. FILE
PCAP | RECEIVE TIME ~ | TYPE APPLICATI.. | ACTION |RULE uuip BYT.. | SEVERITY |CATEG.. |LIST VERDICT | URL NAME
2021/04/19 url web- block-url  CLI-SRV-  fab292c... informati... | comman... real-time- fuzzing....
12:59:56 browsing 9-19 and- detectio...
control and-
control
2021/04/19 end web- allow CLI-SRV-  fab292c.. 1099 comman...
13:00-11 browsing 9-19 and-
control -
Close
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CREDEMTIAL
CATEGORY APPLICATION ACTION ~ | DETECTED
(£ | streaming-media block-url YES
£  streaming-media block-url YES
[ | streaming-media block-url YES
[  streaming-media block-url YES
£ | streaming-media block-url YES
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Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server
Server to Client
Tunnel Inspected

Credential Detected [/|
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URLT 4 )V &) U TIEER—=IF, VI ZARENFURLND T 7 ANHIRE NIz & Elca—
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Web Page Blocked

Access to the web page you were trying to visit has been blocked in
accordance with company policy. Please contact your system administrator if
you believe this is in error.

User:
URL:

Category:
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THP—ICERENE T, BILBERX=JIZiE, XR=VIT7 VA TELRVHBENHHINTED,
FEAEDR=VICE, 2—P—, BERETNFZURL, BXUoT7uavy 77 arxMJAH—L
7ZURLA T I VI 2 TERMNY A FENTVE T,
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Web Page Blocked

Access to the web page you were trying to visit has been blocked in
accordance with company policy. Please contact your system administrator if
you believe this is in error.

User:
URL:

Category:

e URL 7 4 )VR) VT DFATEA—IN—F A4 KR X—=

Continue (§if7) 227V w732 &L TaA—Y =0T 0w JEINAINATES, mADOT 1y
7 R =" OX—=I T, URLEHDO [HFXZHM L FHEDT A EAD/SAT —
R 7 2703 %), Continue 27V w7 LIz, I—Y—ZURLZT Oy 79 %K)
VT FEXTBEOINRAT—REANITERHENDDET,

Web Page Blocked

Access to the web page you were trying to visit has been blocked in accordance
with company policy. Please contact your system administrator if you believe this
is in error,

User: 192.168.2.10
URL: http://homegrown.com/

Category: adult

If you feel this page has been incorrectly blocked, you may click Continue to proceed to the page. However, this action will be logged.

Continue

Eeturn to previous page

e URLT7 4 )NVERY VT =T Y—FDTHaw T X=Y

Safe Search Enforcement (Z—7 Y —FZjEH) 47> a vHEMCE>TWS URL 7 «
VRV T TudyANVeEHLzeFa )7 R S— b= koT, 77EANT
Owv 7 7adnfzc bZRrLET, (B THS—7 U —FDijiEfi])Google. Bing. Yahoo. F7zid
Yandex ZfEiH U TR FIITEN, TIUFEREIRRBIV VY THU YV FRETE—T
P—FDERICGRESNTOVEWG S, TOXR—=IDPERENET,

Search Blocked
User:

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your
search settings so that Safe Search is set to the strictest setting. If you are
currently logged into your account, please also lock Safe Search and try your
search again.

For more information, please refer to:

Please contact your system administrator if you believe this message is in
error.
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I—P—DPREOFGER (——2HZ50VIESRAT—R) ZANTLES ELEEICE
RENET, I—P =35 EMEV A MNT 7 EATEETH, BHEHT S Web 7+ —LICHE
HOEMNGRAGEREEETH LI TEERL A, - —DPREOBKRIEREILETES
YA NI 5ICiE. User-IDZERERK L. URLA T IV ICEDWTEKIGHO T v
Vil 2B 20BN D 9,

Suspected Credential Phishing Detected

Username and/or password submission to the page you are frying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User:70.70.70.21
URL: 80.80.80.21/upload.php

Category: custom URL category

o TUFT 4w AT R—Y

COR—=INF, BEEER (=Y —%EINAT—R) % Web Y1 MIEET L LITHL
TA—YP—ICELEEZFRLET, BAEROXEGFICH L Ca—Y—IcBEE2TRT S &
T. ORISR E L—F—DHAIHT % C L ZHIETE5ED. 70 v YT OR[EEN
COWTA—Y—EHETBHENTEET, Y1 MTililERITT 31id, 2—P—N
Continue (i17) Z3E IR T2 0ENH D X9, T—F—DEEOBEREGRZEETESY 1 b
ZHIEd %IciE. User-IDZEME L. URLA T I VICEDWTEKNGHRD T ¢ v > TRiE7%
AT 20ENDHD ET,

Suspected Credential Phishing Detected

Username and/or password submission to the page you are frying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User:70.70.70.21
URL: htip://80.80.80.21/upload.php

Category: custom URL category

If you feel this page has been incorrectly blocked, you may click Continue fo proceed to the page. However, this action will be logged.
Continue

Return to previous page
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e NGFW (Managed by PAN-OS or o LHI—URLT 4)VERY VTS 4RI
Panorama) BEIEENELED, 77407 —

T4 ARG EFRETY R—FENE T,

® Prisma Access T 1 2 > Al & Advanced
URL Filteringt(REM T ENEX I,

URLT 4 VR U TIEER=TV 7 I AT A AT BHIid. ROY 7V 3 VTHHT 225 L SR
EHHALE T, IBEX—=IZHICE, URLEDRICET 2 X F X RElNEREINE T, iz
. 77 A7 T+ —IVBIER—YDOHTMLO— Kid<category/>Z5%, V7T A RSN
7ZURLOURLA T IV ICEEMZAE T, IoBER—USEMHHT 2 L. yNBE R, o> R, X
ZA)W —b, VI EBINTEXT,

AN — VLR

RDOFEZ, JEBER—IDOLEHE., Tav s ANy MY AT LIS ERICE Mz 2 ERE
ATV "N RLUTOVET, BURLT 4 VR VTR ER—=YTIE. T 74V ETRD
ZHIMERENET : user, url, BX U category, 72721, WER—VREH AR A XARET
T, T2 Z2E. BROIERZZEHLZD, FEDURLATIVICEERDE A vb—T%BML7E0
TZX9,

<user/> T7AT T +—=)VE, ER=VREIRT B &I DERE 1—
Y—% (—Y— D ZN L THEAMGERES) £lzida—%—o0IP
7 RLAICEEHZET,

<url/> T7AT I+ =)V, ER—=VRERT B LD, FR
ENURLICEXHZ 9,

<category/> T7AT7I+—=)Vid. TOEEZE, 7w 7 INFERD URL 7 «
VR G rd)IcEEZFET,

<pan_form/> URL Filtering Continue and Override page [URL 7 « )L Z U > 7 D%t
A —N—F 4 K X—VJiC Continue [/ TR # > 7% £/Rd % HTML
a— Po

I—YP =77 EALES ELTWVWA URL AT IVICHEDWTEESZ A vE—IURFRT S K
AT 7 AT A=) ) H—F5a—REBINTHZELETEET, L&A, IOBER=Y
MO TFDI—R 2=y b Z2FH LT, URL A7 3V H games DG5S Message 1. 73
U travel DIGEIE Message 2. 717 3 U A kids DI5E1E Message 3 R R"d 5 X9 ICfEEL
9,

var cat = "<category/>"; switch(cat) { case 'games':
document.getElementById("warningText").innerHTML = "Message 1";
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break; case 'travel':
document.getElementById("warningText").innerHTML = "Message 2";
break; case 'kids': document.getElementById("warningText").innerHTML
= "Message 3"; break; }

JERXR—T DY T 7 LA

BRI AT INCH— RTEBDIE, Ty XR=IDX2ALTTLIC 1 DD HTML
R=VDHKRTY, IzlZL. £ A=Y, YTV R, hAT—FK AZA)V >— bk (CSS
T7A)N) ZEDMMDY) V=X, TITFIIEBERX—=IUDNEREINS & Zlfho
P—IN—5Ha—RTEEXT, IXNTDOY T 7 L RAIE2EH URL B EEN T
HZRAENH D ET,

V77 LYAZAT |[HTML 23— RO

AAX=Y
<img src="http://virginiadot.org/images/Stop-Sign
-gif.gif">
VAV _
<embed src="http://simplythebest.net/sounds/WAV/W
AV files/ movie WAV files/ do_not go.wav" volume=
“100" hidden="true" autostart="true">
AZA ) ¥— L

<link href="http://example.com/style.css" rel="st
ylesheet" type="text/css" />

INAIN=1) VT
<a href="http://en.wikipedia.org/wiki/Acceptable
use policy">B3¢RY ¥ —=ER</a>
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VICERRENE T,

3. [Site Access (V1 k7 7t X))Zz[allow (ZFANICRELE T,

4. ZHERIFLE T,

STEP5| SSL7AU— Ry EE{bZH/ELET,

EFEA DRI Y Y VIR RERE ST 27, T7 AT T+ —IVBRERNT T 1
I B L., BEeTMEREZMTE % K 91T, [SSL Forward ProxyD1E 5k Z2H /0TS
HRAENH D ET,

5 RY ¥ —)L—)LD[Services and URLs (Y — ¥ X £ URL)]*z 77 3~ 3 > T[Add URL
Categories (URLA 73V ZBINZ 27V v 7 LET, K, TlF EVER LI/ A X LURLA
TAVEERLET, HILWAAZLATIVIE, VAFDO—F FIEEINE T,

HEALRY > — L—ILDRIF
STEP 6| [Push Config (7 ¥ 2B ER L CTEEZGMCLE T,
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URLT ¢ )L &Y > 7 R&RE

STEP 7| Safe Search Enforcement (Z—7 Y —F %) REXMERELF T,

COWMERFIHZ., 7y s XR=YZHEHLTE—7 —FZ@EH L T2 55
ICORERELE T, L—T Y —F Z2BE@EMNITHNCT 5 &, HIOMEERAT v TH
HHET,

T7AT A= NVOBERICHZAEa—2h 5, YR—FENTVERKE T/ A
R DIFHRITRBRREZ M LE T, 2L 21X, bing.com T, Bing X=2— N\—0Di&
ET A7) I LET,

[SafeSearch (2 — 7% —F )4 72 3 > % [Moderate (F£#E)] & 72 (X [Off (4 7)ICERE

L. [Save ((RE)NZ2 Vv 7 LET,

Bing M3 (£ 72RO 7 /N1 X —7 i U THER) 2317 L T, MREROKRDD

ICURLY 7B AEHL—T I —F 70y IR—=IDNEREINENE I D EMHRLET,
Search Blocked

User: 192.168.2.10

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your search
settings so that Safe Search is set to the strictest setting, and try your search again.

For more information, please refer to: hitp://www.bing.com/account/general

Please contact your system administrator if you believe this message is in
aerror.

Tay IRXR=IDY VI EEHLTE—T7Y—FOREERD I LWViRE(BingDHE
(& Strict (BASICHEH L. [Save ((RAZE 7 U w7 LET,

Bing WS BEMRZEZITL, Ty T XR—=UTIEERL., 70V E Y VT NI
BMEREND T L 2HERLET,

BRI —T Y —F A T DS ORER- RO 7 1y 7 (PAN-OS & Panorama)
STEP1| URLZ4)LZY VT a7 7 AI)vTC—7 Y—FOEHAZEMLET,

1.

Objects (47 = 7 1) > Security Profiles (3 =V 5+ 7’007 7 1 )l) > URL Filtering
(URL 7 1 )L 2 Y > ) DIIFICEIR LU X T,

BHEO T 7 7 A )VdRUTEES B0, 774V s a7 7 A )V a¥—UTH
Lnra 7 7 AIVEERLET,

[URL Filtering Settings (URL 7 + )L Z ) > 7 3%7E)] X 7 C. [Safe Search Enforcement

(=T Y —F &) ZER L £,

STEP2| ((F2) Y RA—Y N7 VA TELIMRBRT Y V%R CURLT 4V R ) 7 Ta 77 A

JVCHIE L £ 9
1. [ATFdVETT. RBELYIVOHTI %( WRELET,
2. MRIVIVATIVDOYA N7 78X Ty 735K ICRELET,

BO AT T, Fa Ll wWBL Y R ET A% LURLAI 73 (URLY A k&
A7) BERLET,
OKZZUwr L T7ua7 7y AIVEHEELET,
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URLY ¢ )L %) > 7 R&RE

STEP3| URLZ 4 )VvRZU VT TIaTd 7 A)Vie, "IARNI—=VHNDTIAT VI HEA VR —%
DT T4y O[T EELFa) TR —)b—)VITEHALET,

1.

3.
4.

Policies (RV >—) > Security (XF 2V 7 ¢) DIEIGERLFI, RiC. URLT «
VR T TaT 7 A)VEEHT 2=z 7) v 7 LET,

(7272 aVRTT, [TaTd 7 AINVKEZHRLET, [TaTd7AIIVEZAT]T[7TH
T7AIN]ZERLET, 7077 AIVD) A RDRERENET,

[URLT 4 )V Z V) > 7777 A)V] T, BiER LIz a7 7 £V R L £ 9,
OKZZ7VwZ LT, ¥FaVUsr 1 RUV— )= )VEHRIZELET,

STEP4| Y R—FENTWVEIMRTYYVHDI AR LURLY T3V ZERLET,
RDAT Y T TlE, WAZRLATIAVDOY A SAND T T 4w I REES(LTE EEIFEL

ESCRS
1.

Objects (47 = 77 ) > Custom Objects (1 A X L. 47 = 7 ) > URL Category
(URL A7 V) ZERLTAH AR L A7 3V 7% Add GBS LT,

717-3Y @ Name [#51] (SearchEngineDecryptioniz &) ZA 1L %9,

3. LURZ[Sites (U F)]U A MC[Add GEIMIL X T,

e www.bing.*

e search.yahoo.*

e yandex.com, *

[OK] Z27 Vw7 LTHAZLAT IV ZIRELE T,
HMLWARAZLURLAT I DY A N7 IV AZRELXT,

1. [Objects (472 = 7 F)] > [Security Profiles (31 57 ¢ 7’027 7 1 )L)] > URL

Filtering ((URLY « )L Z VU V Z)NICEEI L. BICHER LIZURLT 4 )LVZ Y 70 0
T7A)NVEEIRLE T,

2. [Category (17 dVUNZX T T HILWHAXLURLA T IV ZFEINL F9, 4V E0E)
MJURLY A b L EEIFAHA T TV D ED[HAZRLURLA T IV T g VICRRE
nNx9,

3. [Site Access (V1 7 7t X)) %#[allow (ZFA)ICRELE T,
4. OK 7z Vw7 LTEENRZHRFZLET,

STEP5| SSLT7 4 TU—FRT7 85k Z&ZELET,

FEA DRI Y Y VIIRRERERESLT 572D, T7 AT T+ —IVDBRERNT T 1
DB L., BRBEMEREZHMETE 5 X1, [SSLForward ProxyDiE5{b] 2B T
HZRAENH D E T,

BHEERY =)=V D[Y—E X/URL T d VX T T, BNCHER LT/ A% LWURLA T
VZEEMLET, [OKIZZY w27 LET,

STEP 6| ZH7% Commit (3w ) LFET,
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URLT ¢ )L &Y > 7 R&RE

STEP 7| Safe Search Enforcement (Z—7 Y —F %) REXMERELF T,

COMERFIE, Ty 7 XR=Y=EHLTE—7 Y—F 2@l L TW3 55
CORERELX T, L—T I —FZEAEMNICENCT 551, BIORGEEFIEA
HHET,

T7AT7 I+ —)VORNRICHZ AV a—2—h5E, P R—FENTVEHMET TN
A X — DR IERRREZ TN L E T, 7z& 21X, bing.com T, Bing A=a2— /\—
DRETAAVET )Y T LET,

U EEE PNELWLIR LG - ||
= w o e -

[SafeSearch (2 — 7% —F )4 72 3 > % [Moderate (F£#E)] & 72 (X [Off (4 7)ICERE
L. [Save ((RE)NZ2 Vv 7 LET,

Bing M3 (£ 72RO 7 /N1 X —7 i U THER) 2317 L T, MREROKRDD
ICURLTZ 4 )V R =T —F 710w IR—=INERENEZDEIDEMHRELE
ER

Search Blocked

User: 192.168.2.10

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your search
settings so that Safe Search is set to the strictest setting, and try your search again.

For more information, please refer to: http://www.bing.com/account/general

Please contact your system administrator if you believe this message is in
error.

Tay IR—=IDY) VI ERFEHLTE— 7Y —FORERED E LWOREBIngDHE
(& Strict (EASNCEH L. [Save (#fA]Z 27V v 7 LET,

Bing O EMRBRZFZITL., 7w T X—=IU T3, T0IVER) VT NI
BONEREINE T L ZMELET,

WE IR — TV —F 2l d %

ECTHEHTEEIN? A DTG H?
e Prisma Access (Managed by Strata Cloud O BEZURLZANVE) VTS5 A (£
Manager) 7ZWE LAY —URLT 4 VB2 VTS5 A4
e Prisma Access (Managed by Panorama) )
e NGFW (Managed by Strata Cloud e g
Manager) o« LHY—URLT A IVRY VTS AL
* NGFW (Managed by PAN-OS or BEILENE LI, 7Y T4 TxL A —
Panorama) ALY AFBIEHEEFE—FENET,

® Prisma Access T 1 2 2 Al ldAdvanced
URL Filteringf&REMZ TN X 9,
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URLT ¢ )L &Y > 7 R&RE

i — T Y —FEBEmEICHENCT S T & T, BingB XU YahooD LY RA—H—Ic LR T
V=LV ABKRLI AN TV AR TEET, TV Fa—Y—uErt—T79—F%
A FTITHR LT EIC Bt ir 7oy 792 b0, 77479+ —)IVIZHENIC
BB — T —F BENC L, BRI T 4V R ) VT ENTRBREROARZRLES, 72X
WX, PRPOREMIE, —EH U E R R T 2 BRI TOREZRZ TS5 N TEXT,
BBt —7 —FOMHAE AT BICiE. URLZ 4 )VEY V7 Jadr L)V Tce—7
Y—FO@MHAZEENNC L. URLZ 4 IV R TDY—T —F Tawv 7 X—=Y 77 A JVND
TFANZROFIETRMMEE NS TF A MCESHZ 20EN0NH O 9, &7 F A M,
MBI S NEIREBL Y Y VO Iatt—T Y —F /8T A— 22 FME Y TV URLZIBINT
%JavaScripth & ENE 9,

URLTZ 4 )VE V) VT DYt—TH—F Jawv 7 XR=UNTIIFICERINER A,

CNSGDFNEETETTHE, Y RA—Y—DPMRETB7-TICT 74 7 +—)UhVJavaScript’z
FITLET, &2, MEYEERZE 5T EENOH 222 NS T 5 &

12, Bingt—T7 Y —FREDVA TICHKEENTWVWDELET, 7747 U +r—)Vidt—TJ—F
ORERMNT S L. M7 TYURLIC&adlt=strictZBMLET, TDHk, MRV IV
YR ZZR L, B— T —FDOFREN [Strict (&) NICEHEINEX T,

e Strata Cloud Manager

e PAN-OS & Panorama

i 75— 7 U —F %259 % (Strata Cloud Manager)

Panorama 7z {§i[f] L C Prisma Access 72 S L T\ 58
[PAN-OS & Panorama] Z 7\CHYJ DR Z T, ZTICHBHHA XY AIHENET,
Strata Cloud Manager’z 330 D5 1E. THLICHEATIZE W,

STEP 1| URLY 7 R AEHT 0T 7 A )V TCLEEMBOE 2 AT %,

1. [Manage (&#)] > [Configuration (7% )] > [Security Services (Y 2V 7 ¢ H—E X)] >
[URL Access Management (URLY” 7 - A EH)] & IHICER L E 9,

2. [URLY 72 RAEBT a7 7 A)VT, BHFEOT T 7 A )V72i#ERS % H, [Add Profile
(Fa7 7 A)VOBEIMZERLTH LT 7 7 AIVEERLET, REL TV arn
FTREINET,

3. [Settings (7% E)] C[Safe Search Enforcement (ZZ22 75 MizR D F /i) % I L £ 97,
4. a7 ANVERELE T,

STEP2| (1) TV RIA—YDRT VA TEIMKRL TV U ZHIRL I,

1. [Manage (&#)] > [Configuration (7% )] > [Security Services (Y 2V 7 ¢ H—E X)] >
[URL Access Management (URLY” 7 - A EH) & IHICER L E 9,

2. [Access Control (7 7 & ZHillfll)]| T, MLV Y h7 3V ZREE( 1923
E

3 MRILVIUATIAVDYA M7 /A ZTay 795K ICRELET,
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URLY 1)L &

V) > 7 HERE

BDOAT v T T, FALIEWRRIT Y UG/ AZ LURLAI T 31 (URLY A &
A7) ZER LT,

4. a7 7 ANVERELE T,

STEP3| URLY? Z7ERAEBEMTIa 77 A )&, "SAN—VNDTZSAT Y b AV E—2y k
NDLST 4w I EFATEEF2V T 0 RY—)Ib—)VICEH L E T,
URLY 7t ZEH T a7 7 4 (BXUCHEEOYF 2 VT 7077 A)V) ZT7 77471
I5IciE. a7 ANV —T1EML, 32V T RY —HAITTa 7 v AV
W—T BB LET,

STEP4| URLY Z7tERAEHOY—T7 Y—F Trav 7 R—IRHFEEL. BH{ED 31— K% JavaScriptic
EEWZ THMRITVYURLEEEHZ T,

1.

[Manage (& #1)] > [Configuration ()] > [Security Services (Y F 21V 7 1« Y —E X)] >
[URL Access Management (URL7 7 - A& #f)] > [Response Pages (JodX— V))& JIEIC
HEIRLUE T,

URL 7 7 AEH Ty 7 XR—=YDHTML T >V L — 2TV AR—FLZET,

HTMLZT 4 X—Z2{#H LT, BFEOTay IRX—YDTFTF A EITXRTRDOTF A
WKEEHMAET, R, 774NV EREFELET,

<html> <head> <title>fi 711w /</title> <meta http-
equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta
name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
font-size:lem; } hl { font-size:1l.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }</
style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<hl>KEHN Ty 7 ENiz</hl> <p> <b>T1—'—:</b><user/> </
p> <p>MRRENZHEDRY O —Ifit> T EW e, MRBERN T Oy 7
ENFE L, K19 %1Cid. Safe SearchPHRd LW EREICREI NS K
INCHRBEFREZEHFLTLZE VY, BIET7 AV Y Mcal A4 Y L TW555
¥, Safe Search& /7L’C1‘ﬁ§'?%ﬁ§i§ﬁb’(<fiéb‘o </p><p> A
IZDWTIE. <a href="<ssurl/>"%Z2ZE L T ZE V> <ssurl/> </
a> </p> <p id="java_off">BffiL D7 F ¥ TlavaScriptZzZHC
L“(<7’C?—Sb\ <br></p><p><b>C DA v L—VICHO D B L BbNns

HFlE, VAT LEHEHICHOEDETLIEE N, </b></p> </div> </
body> <script> // 75UW%IicHS URL ZHUFL X9, var s_u =
location.href;bing // CHHD AT v o, A TEH, XIZ ".bing." . X
KM — L, ZORICEENEAT vy abiiExd, 2F VTR, ®RAID
ATwv¥a, var b_a = /~.*//(.+.bing..+?)//.exec(s_u);if (b_a)
{ s u=s u+ "&dlt=strict"; window.location.replace(s _u);
document.getElementById("java off").innerHTML = '&H7&7:
XX OERHEMRBICVRZA LT FENTVWET!'; } //yahoo // BUA
DATvya—HL., K< ".yahoo." . TORICIEENZAT v a
WMREET, DX WTIE, RIIDAT Y2, var y_a = /~.%//(.
+.yahoo..+?)//.exec(s_u);if (y_a) { s_u = s_u.replace(/&m=p/
ig,""); s_u = s_u + "&m=r"; window.location.replace(s u);
document.getElementById("java off").innerHTML
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URLY 1)L &

DN i3z

= 'You are redirected to a safer search!'; }
document.getElementById("java_off").innerHTML = ' ';</script>
</html>

STEPS| MELZURLY 7 RAEMY—T b—F w7 RX=I%T 747 I+ —)UIcA VKR—Fh
LET,

1.

[Manage (& #1)] > [Configuration (7% iE)] > [Security Services (Y F 2V 7 ¢ H—E X)] >
[URL Access Management (URLY 77 & 2 #H)] > [Response Pages (J&Er X — )| # JIEIC
FEIRLE T,

URLY 7t AEHY—T7 —F Jawv 7 X=I% 71 w7 LEJ[Choose File (7 7 1
WO A T g VG RATaTdhERENET,
HEEREL—TY—F 70w IR—I T 7 AV EFR L, REFEZZ7 )y 7 LE
ER

STEP 6| Y R—FENTWVABMRKRL VI VHD A% LURLA T D) Z2ERR L £ 9

RDATw TTlE, TOHARLAHTIAIVND T T 4y 72185 kT5K5CT7 747
A=V ERELXT,

1.

[Manage (‘&#1)] > [Configuration (X iE)] > [Security Services (Y F 21V 7 1+ H—E X)] >
[URL Access Management (URLY” 77 & ZEH) 2 IEICEIR L £ 97,

[Access Control (77 7 & A Hillfl)] D[ 71 A % L\URLA 7T V] T, [Add Category (717 3V
ZeEn) 23R L £ 97,

5173V OName [# 7] (SearchEngineDecryption/z &) ZASLE T,

H AR IURLA 7 3V OFESE TIURL List (URLY X B)ZEHR L9,

JHHT, URLY A MCROTZY MU EBIMLET,

e www.bing.*

e search.yahoo.*

e yandex.com.*

AARLAT IV 2R FLET,

FLWARXZLURLA T IV DY A 7 7 AZBELE T,

1 [URLY 7 RAEBT 1T 7 A )VT. RICRELITO T 7 A )V 2ERLE T,

2. [7 7B AT, FrLWAHAZXLURLA TV 28R L E S, [HEEINURLY A
b & THESESNIATIY ] O FRchd THAZLURLATIY | 7 v 3
VNCERRENET,

3. [Site Access (V1 77 7t X)) Z[allow (FF ) ICERELE T,
4. ZHEEZRFLET,
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URLY ¢ )L %) > 7 R&RE

STEP7| SSL7 4 TU— Ry EE 2R ELET,
EEAEDMRRI Y Y VMR R R ST D720, T7 AT I+ —IVBRKENT T 1
TR L. LRGRERERBRETES X SIC, [SSL Forward ProxyD1E 51k = G5
BRENHDET,

#B5RY > —)L—)LdD[Services and URLs (V—E X L URL)]£ 7 < 3 > C[Add URL
Categories (URL 73V ZiBINE 27 Vv 7 LE T, K<, FelF EVERR LTz A% IW\URLA
FTAUVERERLET, FiLWAHRZRLATIVIE, VAMDO—FLICHEINE T,

HEERY > — L—VORLF
STEP 8| [Push Config (7 ¥ a @) 2R L CTEEZEMCLE T,

STEP 9| Safe Search Enforcement (Z—7 Y —F%H) REZMRELET,

T7AT I+ —=IVOBERICHZAVE2a—R2—n5T 5 IF%FHE, Bing. Yahoo. %7z
lEYandexZ(HH L THREZIATLET, RIS, XROWTNHDFEREMSH U CHER 2 TR

9,

o URLDO YV Y XFHNEFNT, ZERITMBINT A—R 2R LT IZE W, M7
ZDt— T —FEicld, SR Y URLIGEME NIzt — TP —F 185 XA — X H—
ERRENZET,

o P R—FENTWVWEIMRRITYIVDOY—TY—FREICKHL, BRI —TY—FF
ENREE LWV L)V E AL DEEIZ[Strict (FAR)) TH B T L BMERLE T,

TR — 7 Y —F =58l 9 % (PAN-OS & Panorama)

STEPL| T7AT7 U4+ —)bCarysy YU —ZX/)N—=T3 V475 LIENFITENT WS T & 2R
LEI,

1.
2.

4,
5.

Select Device (7731 A) > Dynamic Updates (817 v 77— M) &I L £

[TV r—2ayBROBR] 7Y a U RERL. BIEEDEHNETEINTNSD
WZRRELE T,

T7 AT T+ —=)IVCREIZN—T g v (BTN OEBNRITENTHRWVG
A, CheckNow (53 Fxwr) ZZVw oL, EHAMEEREHROY X MEEEL
9,

DR EHEHADITC[EFYoa—Rl 22y 7 LET,

Ry oa—R5E 7 Lo, Install (A A=) 7V v 7 LET,

STEP2| URL 74 VRV VT Tad 7 AV TY—7 Y—FDO@EHAEGH LET,

1.

Objects (47 = 7 ) > Security Profiles (3 =V 5« 7’007 7 1)) > URL Filtering
(URL 7 1 )L 2 Y > 7)) DIIEICEIRL X T,

BHEO T T 7 A )VdRUTEES B0, 774V s a7 7 A )V a¥—UTH
LW a 77 AIVEERLET,

[URL Filtering Settings (URL 7 ¢ )L %2 V) > 7 3%E)] Z 7 . [Safe Search Enforcement
(=T Y —F5Eifil))ZER L F 9,
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URLY 1)L &

DN i3z

STEP3| (1) Y RA—Y =7 IV ATEEZMBL Y VR CURLT VR 7 Ta 77 A

JVTHIRL &9
1. [A73VIET T BRI vDH7TdY %( WL X T,
2. MRIYIUATIAVDOYA T 7R 2Ty 755K ICRELET,

3.

BD AT T T, FFLIEWRRIT Y VG AZ LURLI 7T 31 (URLY A k&
A7) EBERRLE T,
OKZZUw oL TTa 7 7 ANV EZLET,

STEP4| URLZ 4 )RV TTIaTd 7 A)Vie, "IARNI—=VHNDITFAT Y I bHA VR —%
DS T4y I RFA[TEEF2 )T 4R —)b—)VICHEHALET,

1.

3.
4.

Policies (KV 3 —) > Security (ZF 2V 7 ¢) DIEICEIRLET, KIZ. URLT ¢
VR T TIa Ty A)VEEAT I —ILEs )y 7 LET,

(7272 a R TT. [TaTd 7 AIVREEHRLET, [TaT77AIVEAT]T[TH
T7AIVZEIRLET, 7077 A4)VDOY XA HBERENET,

[URLY 4 )V 2V 7 7a 77 A)V] T, BiER LTz a7 7 AV EBHRLE T,
OKZZ7VUwZ LT, ¥Fa)7 4 R I— )L—IVEHEEFELET,

STEP5| URLZ 4 IVR V) VT DY—TY—F Ty IR—IUkHEEL, MRITZIYURLEZEZEHZ S
12D DEZD I — R 7% JavaScriptic B & 12 £9,

1.

Device (773 X) > Response Pages (Jix&X—32’) > URL Filtering Safe Search Block
Page (URL 7 4 )L Z Y V5T =T Y—FDT 10w 7 X—=) Z#ERL X T,

[FHRIEBFA] 2RI, [TV AR=F] 22y 7 LT, 77A4)VEa—1)IVARTE
LEJ,

HTMLZ 7 ¢ X—Z{#HH LT, BFEOT Oy IRXR—=YDTF A M EFTXRXTRDTFA K
WKEEMAET, R, 774NV ERELET,

<html> <head> <title>fE711v 7/</title> <meta http-
equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta
name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
font-size:1lem; } hl { font-size:1.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }</
style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<hl>HZm=MN T 1w 7 ENfc</hl> <p> <b>1—H'—:</b><user/> </

p> <p>MRRENZSHEDRY > —Ift> T EW e, MRBERN T Oy 7
SNFE Lz, Hif19 %Icid. Safe SearchhH L i LWVEREICHREET NS X
ICHBREREZ T LT EEW, BET AU Mca A4 LTWaA5H

X, Safe Searcht iy 7/ L THMZERZFHAITL T TV, </p><p> FHill
DWW TIE. <a href="<ssurl/>"Z#ZML T &> <ssurl/> </

a> </p> <p id="java_off">Hfli D7 T ¥ TlavaScriptzHiC
LTLIZEW, <br></p><p><b>T DA v L—JVICRO D2 L Bbns
BaiE. AT LEHEICHWEDETEI W, </b></p> </div> </
body> <script> // 75 U%IcH% URL ZHUSLET, var s_u =
location.href;bing // KHEOAT v a, fAITEH, XIT ".bing." . X
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AT MC— L, ZORICIEEMGERAT Yy Y aiEExd, 2 X WIFE, &AID
AZwv¥a, var b_a = /~.*//(.+.bing..+?)//.exec(s_u);if (b_a)
{su=su+ "Sadlt=strict"; window.location. replace(s u);
document. getElementById("Java_off") innerHTML = '& 747

B OLERBEMRRBRICVEZA L7 RENTWES!'; } //yahoo // B
DATwyab—HL., K< ".yahoo." . ZTORICIEEMNEZAT v a
WMREET, 23X WVIFHE, RIIDAT v a, var y_a = /~.*%//(.

+.yahoo..+?)//.exec(s_u);if (y_a) { s_u = s_u.replace(/&vm=p/

ig,""); s u = s_u + "&m=r"; window.location.replace(s u);
document. getElementById("Java off").innerHTML

= 'You are redirected to a safer search!'; }
document.getElementById("java_off").innerHTML = ' ';</script>
</html>

STEP6| MEELIZURL 74 VR YT =T —FDT0ay 7 X=IV%T 7 A7 T+ —)VA YV
ﬁ—}‘biﬁo

1. Device (7731 Z) > Response Pages ()i 5X—3’) > URL Filtering Safe Search Block
Page (URL 7 4 )L X2V V7 =T S—FDT7 v 7 X—=I) ZFRLE T,
2. AVR=RMZZVY I LET, R, 70y IX—=I T 7 )VeBHT %
. [Import File (7 7 £ )VDA Vi R—FNT 4 —IV RICISA T 7 )V Z ATILE
ER

3. (4 7' =2 V)[Destination (%65C)] Cld. @7 A v R—I BT HES X T L, Tz
BIARTOFEE AT LCHEATESXIICHET A AT LEBHRLUE T,

4. OKZZVUY I LTI 7A)NEA Y R—FLEXT,

STEP7| HR—=FEINTVIRBELY Y VHDIAZLURLA 7 U ZER L E T,
ROAT Y TCE, COHRRLATFIVNDFTT 1 v 2 @RTBESICT 7 AT
A —IVERELET,
1. Objects (472 = 7 1) > Custom Objects (1 A Z L. A7 = 7 k) > URL Category
(URL A7 3V) Z#EIRUTAHARL 73V 7% Add GBS LE T,
. 7173V O Name [%7ii] (SearchEngineDecryptionz¥) Z AL E T,
3. DUR7%Z[Sites (U1 F)1VU A MC[ADd GEM] L X9
e www.bing.*
e search.yahoo.*
e yandex.com.*
4. [OK] Z7 Vw7 UCTAHAZLURLA TV 247 LET,

STEP8| SSL7 4+ TU— Ry E8{bEHRELFET,

FEAEDHRRI YV VIIMBHEREM G D720, 7747 T+ —IVDRENT T 1
TR L. BRITMEREZMHTE 5K 91T, [SSL Forward ProxyDE St H 5T
LZRERHD ET,

HELRY —IL—)LD[P—VE A/URL 17 dV]X T C. §HAER LIz A% LURLY 7O
VZEMLES, [OKIZZ U w7 LET,
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STEP9| ZH% Commit(ZI3Iv F) LET,

STEP 10 | Safe Search Enforcement (Z—7 Y —F ZEH) REZMRELFET,

T7ATI+—=IVONBANCHZ AV E 2 —R2—5T 5P —%HE. Bing 7zl Yahoo%
AL THREZFITLET, Kic. ROWITNHDHEZMEHL T, MEMAEXLZEBD
ICHERET B C L R IER LT,

e URL DY TV XFHEFHANRT, BRIFMBINT A—REMER L TLIZE W, MR T mNA
ZDY—TH—F I E. SR 7 Y URLISGEBINE Nz —T 9 —F /8T A=)
—ERREINET,

o MRILVYVDY—TH—FKEIKBEHL, BRLIE—TY—FKENPREE LWL LA
JU(Bing D5 id Strict (k&) T 5 L RMER LT,

Prisma Access CiEaNxtt— "7 —F =i 5

ECTHHTEEITN? IR ELT S n?

e Prisma Access (Managed by Strata Cloud O N—=Y3 V41l EEFERTLTY
Manager) % Prisma AccessEili

e Prisma Access (Managed by Panorama) O Prisma AccessT 1t/ %

Z DORERE & Prisma AccessEalE CffifH L 72\ i
GlE. Th Y R F—LIIBEWEDbEL 2
W,

Prisma Access Tl. FQDNDSIPADY v ¥V 7 %FETT 5T LT ENAINI—Y —DMzR
IV T IV Y Y DSafeSearch R— X JVICRIRTEE T, b T 0w 7 =ESLTET
TANDA YV Z—%y N7 TR AZRMT ZIEREE) . T4 AT LA TN, Az ZEEHN
GNDOTINA A2 RO A—P =R &, NEY, X3 ARy 7oV ERETERVX
INCTBEER, HETt—T 0 —TFE2EETEZRDIEEN Rt —T Y —F ZHH L X9,
e Strata Cloud Manager

e Panorama

Prisma Access Ci& it 7atz— 7 Y —F % fifi 5 (Strata Cloud Manager)

Strata Cloud Manager®Prisma AccessiC X9 2B Ez— 7Y —F DY R— h ZiET 51
. U TROFIEEEITT S, VE—b 3y hT—727 H7zdGlobalProtect &/ A )L L —H—DW
ITNMCBHRN R —T Y —F ZRETZET,
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URLY 1 )L 2V > 7 KERE

o

STEPL1| —TH—FZRELTWT TUARY N 24T (BN A—F—FFVE—Fxv |
T—7) @R L9,

o TNA)VIA—H =D —GlobalProtectDiE A IRt Tld[Manage ()] > [Service Setup
(—E ZA+tw k7 v 7)) > [Mobile Users (£ 1 )L L —H—)Ic 8 L [GlobalProtect
Setup] > [Infrastructure Settings]Zi#ERH L £ 9,

Strata Cloud ManagerZZf#iffl L T\ 35513, [Workflows (7 —7 7 1—)] > [Prisma
Access Setup] > [Mobile Users (£/31 )L L—H—)Ic¥F) L. [GlobalProtect Setup] >
[Infrastructure Settings (-{ > 7 5 A b T 7 F v iRE)NZEIR L E T,

e JE—F3vw hU—7F70A4 A FDEIZ, [Manage (B )] > [Service Setup (V—E
2+t k7w 7)] > [Remote Networks (J E— kv b T —Z)IcBEI L TLIEE W,
Strata Cloud Manager ZffifH L T\ 535 51%. [Workflows (77— 7% 7 11—)] > [Prisma
Access Setup] > [Remote Networks () E— kv FT—Z)IBE L TL 7ZE W,

STEP 2| [FEHIRRE)ZEIRL £,
STEP 3| FTZ> RV 2 L CFQDNEREDIPY R L AR L F 9,

STEP 4| ENT Y MU IL—ILICIZ—ED4TT. MR YOFQDN, FQDNY 7 T A M O%E L
BRAMBIY Y VDY—TY—FIPT RLAZ AN LET,

NCED SETTINGS

Prisma Access CiZildi 7zt — 7 Y —F %2 5 (Panorama)

Panorama®Prisma AccessiC W9 5Bzt — 79 —F DY R— b 2R ET SIciE. LIFOF
E&2FITd %, UE—hk %y b7 —27FIEGlobalProtectE/NA )L — P —DWN G NI HE
Wikt —TY—FZRETEET,

STEP1| 2—TY—FZRETET TAA AL ZAT(VE—F 2y FT—=7 XFENA)VL—
)2 R L K9

o /N1 )LI—H——GlobalProtect®iE A DI{5. [Panorama] > [Cloud Services] >
[Configuration (#55%X)] > [£/ 1 )L —4'——GlobalProtect)iC 8 L. [Onboarding (4 >/
R—F ¢ > 7)) T[Configure (/%) 2 BHR L TH 5. [Network Services (v k77—
P—ER)NZERLE T,

o JEt— |3y hTU—7DEADYEA. [Panorama] > [Cloud Services (7 &7 RH¥—E )] >
[Configuration (K4/:%)] > [Remote Networks (U E— k% hU—2)ICBEI L. HiE%Z >
1) w7 LT [Settings (&) Z % L. [DNSTOF 23R L £9,
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STEP 2| HMZY MV IL—)VDO—EDLH]. MKELTY Y DFQDN., 3B X UFQDNERZFHET 5%
RITVIVDYE—TH—FIP7 RL A% AJJLT. StaticlIP Entries (§#JIPZ> k V)& A ]

LEd,
S rE -
B wame FOON ADDRESS
B Googe wierw googie o 21623938120
B vounbe W YOUNDE O ns2MIMIN
B o www bing com 20479.197.220
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Y—RKNN—F7 DY =T oY 7TanN/ AL
Med 5

ECTHHTEEITMN? DTG ?
e Prisma Access (Managed by Strata Cloud O SEZURLT A IVER) VTS5 A4 A
Manager)

¥:Prisma Access o A 2 > Al dAdvanced
URL FilteringtREMN ZFENE 7,

ROELZERT 723 TN, KAOEREY A v 27uy 7958, A—H—DT 7 AXY T
VALEFENDEEDNBUEEND D T, VE— T I UYREE (RBD . KHIOYA R
RV AT DENY A S, RBIZENA XHRA N 3 RMERE - —F2) XA L7 L
F9, VYA NIV —mFicLyZY v TEN, TV RKRA Y IO SERAOY A LV
AT DENTA MCERET 78 AT 3 &5, BBV —AEEXRTEET,

Prisma Accessid. TOFEDT T I Y XA L7 FDIzDICRBITOINA X — L HBICHETEE
T, BIML, 227w T TCHET ZRBITONA X —2FN L. KICRBI T H/NA X—0D KA b
RECAE T ZURLD 7Y ZiBIRTE X9,

@ P— RI)N—F ¢ DRBITT/NA Z—IZNA T, 7287 )V %y hI—=T 2DV £—
N7 AV L—29 > (RBD) &HHTE. Prisma Access & A T 4 TITHE
BTEET, ONEEY ) 2 — 3 v EFER D RBHI KD B 2 i
LT, BFaVT7 s icZmd s, VTP A M7 78 ATBHI—HY—IC
2 AT 4 TIENT 7 AR T AL F9,

Prlsma Accessh i3 ARBIZTHNA X—ERDEBH TT, TanNAEZ—Ilck>T, ¥exk
RET B I2DICRBIEREDFEM ON=T ¢ URL>TF > FID7& &) 7 Strata Cloud ManagerlZiE
bﬂ’é‘%%gfo\%%% MHo ETJ,

O Palo Alto Networks!C & % RBI

Palo Alto Networks®DRBI & #5591l U E— 7 I Uiz iiicd 2080 H D £,
O Authentic8

Authentic8 L 59 % 1C1d. Authentic8 RBIEED/N=7 ¢ URLZ Frelic HEL 9,

O Proofpoint

Proofpoint & #2559 %1 1&. RPN Proofpoint A EREE & 7213 PoCERIED £ 6 5 &2 {fi T 2 &
FRT B2 LTI,

O Ericom

Ericom& $i59 %1Cid. Ericom RBIEREE DT F > FIDZFLIcHE L E T,
O Menlo Security

Menlo Security RBIEREZDFREIINED O XA, #HEZANICTBHZF T,
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T T TE, P— K)3—F ¢ ORBIZ 1@/3A X —7Strata Cloud ManageriZBNTL, Z—H—
ZRBIEREICY XA L7 T BURLAT IV ZIEET 2 H5iEZHIAL £ T,

STEP1| VE—FTZUY0HE (RBD Z&RET 5,

¢ [Manage (& )] > [Configuration (X &)] > [NGFW and Prisma Access (NGFW & Prisma
Access)] > [Security Services (2 = 1V 7 « " —E X)] > [URL Access Management (URL7”
7 ZEH)] > [Settings (FE)] N\ & NEICFEH L, XIC[Third Party Remote Browser
Isolation Settings (V— K/S—F ¢ — U E— s 7 S U B REEORE) ZIEICFE £,

o U TJbF )T o EHHADE D [Manage (B )] > [Configuration (X E)] > [Web
Security (Webt 3 2.V 7 1)] > [Threat Management (B EEF) N\ LEICEEI L. X
I [Third Party Remote Browser Isolation Settings (Y — K/ S\—F7 4 — VU E— 7 I %%
HMORE)NZIECHHE F T,

URL Access Management @ Push Config oM

Settings

Third Party Remote Browser Isolation Settings

3rd party REI Disabled
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STEP 2| fiH9 ZRBIEREIDIGEMRBITRENES W EF v 7 LET, HETSHEE. £Ex

REZ A LET,

=ndor. Then select the vendor you want to enable for RBI.

Ericom £33

.. Enter the Ericom

tenant |D to use
Ericom for RBI.

Mot Configured

0]

Authentic8 @&

Enter the
AuthenticB
vanity URL to
use Authentich
for REL.

Mot Configured

Menlo Security

e Mo additional
settings are
required to use
Menlo Security

for RBI.

Configuration is not

required

Proofpoint

' Specify to use
the ProofPoint
production or
PolC
environments for
REI.

) Configured

Proofpoint

oofpoint

Environment %

(@ Production

Cancel
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STEP 3| Xic, AMCT 2P — R)S—F s DRBITaNA X —EE N LU CTIHRELE S, LETIX
IZ [Push Config (fXE7% 7 v a)] BFEITT % L. RBITT/NA X —7Prisma Access & #7i
aENnEd,

@ %F 7z, Palo Alto NetworksiC K BRBIDT AV AT TICHEALTT 7T+«
TICLTWA5EEE, VE— TSV RMiZRETAHILETEXT, 2
L. Palo Alto Networks®DRBI &t — R 78—F ¢ DRBIN >V Z—ODHi ;572 L T
M2 LidTEE AL Palo Alto NetworksDORBIZ S 2 5&1&. [FxL] %
HEIRLET, FNLSLDEAIE. [Selected Third Party Vendor for Remote Browser
Isolation (V &— b 7 5 W BH DY — R)S—F 4 XU X —EEN)] 5 — R
)S—F 4 DRBINV Z—7 IR L F T,

Third Party Remote Browser Isolation Settings
Configure the required settings for each Remote Browser Isolation (RBI) vendor. Then select the vendor you want to enable for RBI
Vendor Settings
RBI by Palo Alto Networks Ericom 5 Authentic8 & Menlo Security Proofpoint &2
’ Remote Browser Isolation (RBI) by Palo Enter the @ Enter the = Mo additional = Specify to use
/, Alto Networks is available to integrate Ericom tenant Authentic8 settings are the ProofPoint
with Prisma Access natively. RBI uses ID to use vanity URL to required to use production or
next-generation isolation technologies to Ericom for RBL. use Authentic8 Menlo Security PoC
deliver near-native experiences for users for RBIL for RBI. envirenments
accessing websites without compromising Mot Configured for RBI.
on security. Not Configured Configuration is not
required (v} Configured
Configure Remote Browser Isolation
Selected Third Party Vendor for Remote Browser Isolation
(C) Mone Ericom Authentic8  (0) Menlo Security @ Proofpaint
Cancel
©
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STEP4| TCT. 2—¥—ZRBIEKICY XA LU bd2URLAT TV ZHEE LT,

[URL Access Management (URLY 77 & Z & HH)] > [Access Control (77 7 2 A il )] & 5241
L. [URL Access Management Profile (URLY 7t ZEH 07 7 A )L =B E 213 HHE L

ES

[Access Control (77 7 & A HillfH)] D% E T. [Site Access (V1 + 7 7+ X))’ [Redirect (U %X A

L7 MNCE#HLET,

H LW [Redirect (VXA L7 NN T727vavii, 7avriXR—=UFRTZRbDIC, 21—
YERBIERBEICU XA L7 FLET,

Access Control

PAN-DB classifies websites based on site content, features, and safety.

Q. search

Category Site Access User Creden... Hits
streaming-media » allows * allow
swimsuits-and- Block * allow
intimate-apparel

Continue
training-and-tools e allow

Override
translation pllow

Redirect
travel s hllow
unknown [ |Allow * allow
weapons * allow e allow
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TECHDOCS

T=RYT

ECTHEHTEEITN? DR E T H?
e Prisma Access (Managed by Strata Cloud O SETURLZ IR VTS5 4 A (F
Manager) ZELHY—URLT A VR VT 548
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I
Manager) o LHY—URLT 4IVRY VTS Aty R
* NGFW (Managed by PAN-OS or BEILENE LI, T Y54 TiaL Ay —
Panorama) SAL Y AFE R R R— P ENhE T,

® Prisma Access T 1 2 > Al & Advanced
URL Filteringt(REM T ENEX I,

2w FT—27 FOWeb7 77 4 T ¢ BT 5 Lid, HEZREL, URL7 4 VR VT
RV —OENEEMHART % 72DICAR]/RTT, Palo Alto Networks®D 7 F v k7 4 — L&,
By aR—RRLUR—FDYV—X L UTHRET 258z 72 LET, FHEOEMHBXT
LR—=—bDO=Z—XIcHEDLET, 87, XvyaR—FK, LR—F2HARXIARXTEET, QLHE
WU T, URLZ 4 b2 ) 7 aZhbURLA T ) 022 7 T AR TEET, By —
VAR ZAREEHA LT, Web7 782 X RY ¥ — )b— )V EMFI L, BEbLW7 774 E
T4 UTHLLET,

HTTPA Y X — 7 5like 17 0> 59— X—=VOMREO R T, a7 OFEME R 2 — L7l
TEET, HTTPAY Z— o FidiRic kb, aZokiENa ELET, 22— -7 7L XT3
XA Y R=V DA FICE RT3 L. EREINDZa 70D £9°,

Web7 77 4 ©F ¢ B — )L EREBEDFHIIC DWW TIE, RO MY 2 BB TLTIEE N,

o YT T T 4T 2 DEH

o I—HW—MN7 VA LIER—TDIZETE

o HTTP\vZXoufx> 5

e URLOAT IV ZEHT 51D 7T Ak
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DT T TT 4

YT DEHH

ECTTHEHTEETH?

[DNEET T ?

O SERURLT 4 IVERD) VTS5 A4 A (%
7ZE LAY —URLT 4 VRV VTS5 A4t

e Prisma Access (Managed by Strata Cloud
Manager)

e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I
Maniager) o LAV—URLTA VRV YT TA R A
* NGFW (Managed by PAN-OS or BEIEENE LD, 7T 4 TRLAY—
Panorama) SAE VARG EREYR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

TEIEGRAyYabr—F, LR—F 0l %ZRRLT, xv EJ—2 LDOWeb7 77 1 E
T4 HERB X O TtEE T, 728 21X, PAN-OSKHRT 7 1 777 +—)LDApplication
Command Center (ACC) T, URLZ 4L 2V v F7oul & LR—ME, B Jav o, ik
. FRE EERICGRESNTWVAURLATIY DITXRTOLI—F—DWeb7 77 4 ET 4 &
RLUET, LFOY—)ILTCaA—Y—7 T 70 2EHTH LT, 2—P—_X—ZADY 7
TIT4 8T ZEDISHYREL, @YY 277 78 AR O—)b—)VERET B ENTE

ESCI

VAZA AN Sl N

A=Y —DI 2T T IT 4T 2FRT %

PAN-OS & Panorama

Fiid:
o VU Nr—graxy Rty &Z—(ACC)
o XV NI—IT T 4T AT A
DZE VA
e URLTZ ¢ L&Y VG aZ
e URL7 1 )LZV VT LEKR—F

Prisma Access

e I1/4

o AY AN IR
e HE DEM

o VT 4T«

e Strata Cloud Manager
e PAN-OS & Panorama
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TRV

Web7 77 4 E7 ¢ DEZ=ZRY 7 (Strata Cloud Manager)

DT 7T 4T 41 E. Prisma AccessDEHICHEHL TS A VX —T A A

(Panorama 7z Strata Cloud Managerld) IZBfRE <, xy N =7 TR E TV A0 ZHEE
I Strata Cloud Manager £/ RLE T, SEIEREX YV aR—RKBT7 770 ET 4 XA /%*ﬁ
WMUET, 77T 4T 1A IE. Strata Cloud Managerd & UF[Device Insights (7734 A1
YHAMNT TV = a yTHHTEE S, 7T 0 BT 0 T—REHBAOMO 21— —&
HEITZCEETEET,

RDOA VAT I T4 TEZ Y aR—Rid, xv bT—27 LDOWeb7 77 1 €7 ¢ 2Rl &
Ctrd DI HB £,

e Threat Insights (&1 > Y+ ) L EERURLT 4 )L 2 YV 70ZDdPalo Alto
Networks Dt F 2V 7 4 Y —E ANy hT—FNTHRHEL., 70w 7 LI XTOEBD
BENIZY 2 —, BROMEN, WEEZIZT7 SV r—ray, 2—Y— BIXUBEZEF
AEziETay 7 LTWatEF a5 R)—IL—)VEERTEET,

e logViewer (I 7 2—7 )bk, YATL, RE. BXUXxY FT—T7 ANV FDOER
AL E T, VT AT Ry Y aR—Rhsa S ic Yy S UTCEMERE L.
MO RZHETE X,

e Application Usage (77 7' 77— a3 ERERNL) - 2w b T—27 LO7 TV r—3 3 VO
T9 YARZ, &Ik, HEMEHE, chso7 ) r—ya e KSMEHLTH
51— EDERZHETEET,
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7% Add GESN) LE 9,

2. LR— Mc—ED Name (%45i0) Z 1. {£5 T Description (3il) 21z ¥ 3,

3. LR—bZEKT 372D T % Database (77— X2 N—R) &R L F 9, FEflx
URL 7 4 )b &Y v 5 LiR— M 24T %781l Detailed Logs GEflln 27) &7 3
YTURLZFERL X,

Custom Report

Report Setting

(i) Load Template — Run Now

Name | Weekly URL Filtering Report
Description
Database I,_IJJJL-‘!
Summary Databases

Application Statistics
Traffic
Threat
URL
DecryptionLog
Tunnel

Detailed Logs (Slower)
Traffic

Threat

URL

WildFt brmissions
Data Filtering

HIP Match
GlobalProtect

Iptag

User-ID
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TRV

STEP2| L R—Fr AT arvEZRELET,
1. EFFHD Time Frame ([4) 3 % & Custom (H1 A X L) ZFHRL 9,

2. Available Columns (FIfR]REZR%1]) U A b5, LiR— MCEDH ST T DF|7% IR L,
ZMN 5 7% Selected Columns GEIRIFHDF) IEMLET (F) o HIZIE, URL Filtering
(URL 7 4 )2V > 7)) LR— FIDWTIE. XD K S HERZITS AlHetEH 0 £9,

e Action (727 3)
o TSV —ay T dY

« 75V

o Sl

e Source User (GXfEica—4—)

e URL
Auvailable Columns Selected Columns
CHCHIL WD OC veEl - Calegory
Container ID .

(3| Action

Content Type giﬁj
Count
Day

F Top T Up | Down L Bottom

D mmdacd

8. T7ATIF—IVNICH L TICREENTWVAEHEEE. Bk 777 . AXL—%—
AL E OBRIEIRSEE E N 2L T, 22—V —DENEDEBRERZY 1
IRE LI M ENB ANV 2L AR—MIEHET,

vAdd Log Filter @5 .

(flags has credential-detected)

ed .| cre =
[ Negate 1D - » Tunnel Inspected

Add Apply Close

4. (T35 SortBy(V— hEHEVA TV g U RBIRL., LR— FDOFElZERNT 57281
EHT 2N ERELET, V—MERICTZEMEEEINL e, LR— MIEN
THHE LU THRAD N EORERMEENET, T—2DT )=t T > H—L LT
9 % Group By (7 /)V— (L EY%E) @M 72# IR L 3, XOFE. Group By (7 /L—
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T EEHE) 7% App Category (77 7'V A7 V) I, Sort By (V— hEHE) % Top 5(h v
5) D Count (17 M) ICRELZLHR—FDHITT,
Custom Report @

Report Setting Weekly URL Filtering Summary (100%)

APP CATEGORY | CATEGORY ACTION SOURCE USER URL COUNT

alert

.
z
E
]
g
&
i

us.; ive.ubuntu.com/ubuntu.
ul 0.16.04.30_amdéd. deb

c
B
z
B

us.archive ubuntu.com/ubuntu.
1ubuntu0-16.04.12_amdé4.deb

archive.ubuntu.com/ubuntu. 11
headers-4.4.0-190 4.4.0-
190.220_all.deb

Expart to PDF Export to CSV Export to XML

“ ceoneel

STEP3| LR—FZEITLET,

1. HILWARTICERRENS LAR— 2T ICAERKT 5ICiE. Run Now (59 <5E7) 7 A
aveEsI)w I LET,

2. LR=bFDOLE2—05T L7z5 Report Setting (L R— FEE) X 7ICRD . iREZ T
g Dh, HOLR—=FE2IATTEHh. KDXT Y TICEATLR—bDRT Y a—)
REZITNET,

3. Schedule (A7 Y a—)V)F v IRy 7 AZFERL, 1 HIC—ELR—F2ETLE
To [EHILD 24 KD Web 7 7 7 1 €7 1 OFFICEET 2 HXL R— FAMERRE N E
ER

STEP 4| &% Commit (I3 k) LXT,

STEPS5| HAZRL LR—+2ERLET,
1. Monitor (#54H) > Logs (2 27) &N L 9,
2. HDOYNCTH % Custom Reports (1 AR L LR—F) XAV EHE, RULIEWLUER—K
FENLET, BHOLR—MPABIMICERENE T,
3. DEIOHMDLR—= X RTE7DIE. ALY ZA—DEZFOHMNEEINLET, L
HR— k7% PDF. CSV., F/ZE XMLICZ IV AR—+T35¢ETEET,
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DR E T H?
e Prisma Access (Managed by Strata Cloud O SEZURLZANVE) VTS5 A (£
Manager) ZELAHY—URLT A VR VTS5 48
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I
Maniager) o LAV—URLTA VRV YT TA R A
e NGFW (Managed by PAN-OS or FEIFENELEN, 7757075y —
Panorama) SAE VARG EREYR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

VT R—=IF,. Web VA F2HNBEZICI—F DT 7L RATEAAL 2 DR—ITT,
72120, AAVOR=I L HITBMOR=—IHPa—RENZ5ENHDET, URL 7 12L&
Vo7 7ad AT Oy AT F— XR=YDOR | F T a UHEMIIES TWBIGE
(Prisma AccessODURLY 72 ZEH T T 7 A)V), ALY AV TF RXR=TDANATICEERE
N, AT F R=VRNICHMIAENS B OR—3a Gk ENET A, URL 7 4L ZY
YITIERYT T NUDNSEERE NS AEENED D B T2, BRI NIER—T T 7 A VDS
ED MIME 2 A F1c—33 % URI DAHT Y T FVICKHEND XS, TOF T g0k
BT R LEZBEIDLET, 74N EDEY Fcld, LLFO MIME 24 THE&ENTH
%9,

e application/pdf

e application/soap+xml
e application/xhtml+xml
e text/html

e text/plain

e text/xml

Log A>T+ R=IDH AT a v zEGIMNT B L. TAINVARE T2 IEMagstED
RAEIC K > TRIHENTAFBICH LT, B9 % URL 1Y T2 b U ABNEISIAHES
2 CIFR Y /.

e Strata Cloud Manager
e PAN-OS & Panorama
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st 8 ) INE74

I—P—N7 7 A UleR—T DI %L (Strata Cloud
Manager)

Panorama’z (i L CPrisma Access = S L TV 255
[PAN-OS & Panorama] Z 7Y 0 2T, FICHBHA R Y RHENE T,
Strata Cloud Manager’z BV D HIE. THELHICHATIIEEN,

STEP1| URLY 7t RXEM 707 7 A )V T, [Log Container Page Only (27 3> 7 FX—T DR) %
BRLE T,

STEP2| URLYZ 7R AEBEMIa 77 A )V EtF a7 0 R —)b—)LicEi L E T,

URLY 7t ZAEH T 7 7 A )Wk, 32V 70 R —HAIWNRRT S a7 7 A )V5
N—TICEENTWABGEEICORT 7T 4 710D ET,

FNECHE> T, URLY 72 AEIT 07 7 4 )V (BXUHEEOEF VT 70T 7 1))
70T 47 LET, £9 [Push Config (RED T ¥ 2 )|ZfToTLEEW

A— =7 7 A LTeRXR—T DI ik (PAN-OS & Panorama)

STEP1| ZEWHGBHURLT 4 )L 2 7707 7 AV RERETZ3ERLE T,

[Objects (472 = 77 )] > [Security Profiles (321 7 ¢ 7’107 7 1 )L)] > [URL Filtering
(URLY 1 )L 2 2 D) DIRICERL £ 9,

STEP2| avsF X—YoHhnu ¥ %idit
STEP3| OKZZVUw LT a7 7AWV RELET,
STEP 4| ZH% Commit(ZI3Iv F) LET,
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=

2V T

HTTP N ZDnad> 7

ECTTHEHTEETH? [DNEET T ?

e Prisma Access (Managed by Strata Cloud O SEZURLZANVE) VTS5 A (£

Manager) TG LAY —URLT 4 VR VTS5 A4
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I

Manager) o LAY—URLT 4 IVEVVF S AR
e NGFW (Managed by PAN-OS or FEIFENELEN, 7757075y —

Panorama) SAL Y AT EFETR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

URL 7 4 )VE VU VG TlE, v hT—2 D Web b5 7 4w 7 &0[HIbB X UHIETE £

9, Web a7 vorf{tzm FEE 5725, Web ERICEENDS HTTP v X—jg@t
OIS AEIICURL 74 )V R 7 TaTd 7 A )V ERETEEXT, V947V RD
Web R—I%HRGT B L, 21— — T—3 1 b, Referer. x-forwarded-for 7 4 —/)V RhHVE
P-ERT & LT HTTP ANy X =K E N, Web b —N\—ICH(ENET, 77 A7 74—
THTITP Ny X—DuaF VI hEMIC > TWaBGEE. LUFDEME-EXT7 DN URL 7 4 )LZ )
J iR ENE T,

@ HTTP N\ Z =% LT, SaaS 7 SV r— a3 v \D7 7L AREHT ST &
ETEET, TNZITOITZDICURL T4 VR VT FGA4 ARZRREDH D FHA
M. TORRER A ST BIIEURL 7 4 )V 2D VT T 7 7 A )V T 2038
MWHOET,

JEE Wi

I—P—x—YrVhk I—HP =D URLN\DT 7 A L7z Web 7574
(Internet Explorer 7% &) . T O, HTTP ZoRTHY—

/\\\—L:%{géhiﬁo

HTTP N\ X —Ilid, I—¥'— T—V 1V FDERE T

MEENTVELEA, NV E— - TV RZEFL/Try FED

BIDIRTy DK T « N1 UL 36 /31 R TT,

)77 5— I—Y—ZRHD Web X—IIcV 7 Ltz Web R—T D
URL, BER&E N/ Web R—JIca—Y—ZHY XA L7k
EZM) ULIEETTTI,

X-Forwarded-For (XFF) Web R—IZHER LIz —P—DIP 7 RLAZFHT %
HTTP ZkDN\y X — 7 4 —)VROA T3>, v b T—
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W]

zic7aFy Y—nN\—=1H255. XFFIZXD. Web X—

IUBRERUIEEETIP T LA LTI aFy —n—D
IP7 RLAZERT B2 Tldi, aAryr oY zEERLE
I—Y—DIP 7 RLAZREBHITEET,

A TNz X —

T7AT I+ —=)VIMEAT BNy B—DRA TNy X —0D
TF A b,

EERURLY 2 V&R Y V7 OS]

173 ©2025 Palo Alto Networks, Inc.



TRV

URLD A7 dV #2583 %) 7T A b

ECTTHEHTEETH? [DNEET T ?

e Prisma Access (Managed by Strata Cloud O SEZURLZANVE) VTS5 A (£

Manager) TG LAY —URLT 4 VR VTS5 A4
e Prisma Access (Managed by Panorama) 2)
e NGFW (Managed by Strata Cloud I

Manager) o LAY—URLT 4 IVEVVF S AR
e NGFW (Managed by PAN-OS or FEIFENELEN, 7757075y —

Panorama) SAL Y AT EFETR—FENET,

® Prisma Access— A 2 > Al X Advanced
URL Filteringt(REMZ XN X I,

RAA VEZIZURLDES THHEIN TV A EBDONBZGERE. 7747 U+ —)VETzIETest A
Site (URLATJVMRY—)V) ZH@ U THHHY VT A MZEETEEX T, Test ASitenb—
R VI AN 2REd 522 TEET, EBHDOHETE, LE 2 —L7ZWURLICH L
THE 1D L WAT I ZIRET IZRENH D T,

& URLD Y A7 7157 3 DZHE, F1213 a7 2 B A A URLR B E N
RAAL VOEFZERT S LIETTEEE A

T7A 7 T74—=)LTE. URLZ 4V ZY v ralgTy Yo a7 a—mh5URLAT Y

DZEFHRERTEE T, Test ASiteT. PAN-DBEAZZRT BICiE. BTS2y 27U A

Fe AT BRENHODET, VITZANTA—LDV V7 IIRBEROBRIHTHEET, [Ak
IZ, Strata Cloud ManagerTlid. URLY 7 XAEHO T 0T 7 M)V 2HEST % L ZICHHATE %
WNEST A FAYT A RV —=)bAD T Y OFER L LB, Test ASite 7 4+ —LA\DY VI HNERE
NEg, ZHHTZILENH D EThHh, —FELEHI) VT AT+ —LIIT 7R2ATBICIE, Test
ASitelcB 7 A VI BRHERHDET, A VT5L, T T R=II—FKIHT +—LA\D
U INERENEK T,

FEDNHDEE) VT A MeAE LERIC, BE 70— —MBURLZOH LE S, 7a—F—0%
T dVRRRMREF LT-5A . Palo Alto Networksid ) 7 T X s %2 %&Z2 L. PAN-DBEH LW AT
JVTHIBICEH LET, F5 TEWESIE. a7 Ilbxy hI—7 AD0BBHEF—L &

T—RY A TV AF—LDANEOMEEN) VT A N EHRLET, DA Td) BT 5

. BRINIEATIVICHET S, ATV EEET L) GeohTd) LRI NihT
TV DO FICHEE LEWER) ZIET 2550hH 0D 9,

%, RO X =)V EEE T, HENTE 7T 5 . MRZEH Lz28HD A —)UHE
TEI,

e PAN-OS & Panorama

e Test A Site
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st 8 ) INE74

URLD A7 3V #2843 %) 7 T A F(PAN-OS & Panorama)

STEP1| URLZ 4 )VZ V> Z7aZicT 7+t A L% 3 (Monitor (i) > Logs (2 /) > URL Filtering

(URLT 1 )L &2V > %),

STEP 2| URLGDEAZHLIZWURLT 4 )VZ ) »F7 a7 Ty kYO [Detailed Log View (FEHIE 2~

El_)] %Bﬁ%iﬂ_o

1L BTy VST B AT TR (2 ) 270y 7 LT, sl 7 a—»A&

IRENET,

Detailed Log View

@8

DevicelD
Source Device Details
Category
Source Device Severity
Profile
Repeat Count
Source Device
Model URL
Source Device
Vendor
Source Device OS HTTP Method

Family
Inline ML Verdict
Source Device OS
Version Dynamic User
roup

Source Device Host
Network Slice ID SD

Source Device MAC
Network Slice ID
Destination Device SST
Category
Destination Device
Profile

Destination Device
Model

Destination Device
Vendor

Destination Device

Flags
informational &
1 Captive Portal
S Proxy Transaction
Request Categorization Decrypted
Change
Packet Capture

Client to Server

unknown
Server to Client
Tunnel Inspected

Credential Detected

STEP 3| [F#HH]T. [Request Categorization Change (7 fHA B ZER)Z 7 ) v 7 LET,

STEP4| VI T AT+ —LICHEREEE AT UIEE

LEd,

Request Categorization Change

URL

Log Category

Suggested Category

get descriptions

Email | [[] abortion
Confirm Email | ] abused-drugs
Comments

adult
ohol-and-tobacco
auctions

[] business-and-economy
[_] command-and-control

[] computer-and-internet-info

[[] content-delivery-networks
|:| copyright-infringement
[[] ervptocurrency

[] dating

[ dynamic-dns
‘

Cancel

HEIRURLY ¢ )L 2 Y ¥ 7 OEH 175

©2025 Palo Alto Networks, Inc.



st 8 ) INE74

URLD A7 TV 7T A I (Test A Site)
STEP 1| TestASite(Y 4 FDOFT A FICBEIL T,

{;«mmam%x%%%?bkb\EEUﬁixb7j—5mx—w7sz%
ANLTZDT20%ETBICE, a4 LTLEZEY, —fFEBEY 7T X
Td—LICT 78 RAT3IE, A7 A4 VTEH5UHENCEICHEELTLIEE N,

STEP2| 5279 BZHY VT AL T4 —L7Z2ERLET,

o H—DURLOZEY 7T A b T 2URLE AL, [Search (RZR)1 27V v 7 L%
9. URLAT 3V OFERD FICH % [Request Change (ZHZY VT ARNNEZU v T L
EJCIN

Test A Site

URL

Or if you want to request a categary change for multiple web sites, you can submit a Bulk Change Request HERE.

For 3 list of available categories, please click HERE.

/—\/—\—/

Category: Home and Garden

Deseription: Information, products, and services regarding home repair and maintenance, architecture, design, construction, decor, and
gardening.

Example Sites: wiww.bhg.com, www.homedepot.com

Category: Shopping

at facilitate the purchase of goods and services. Includes online merchants, websites for department stores, retail stores,
ites that aggregate and menitor prices.

Example Sites: wiww.amazon.com, www.pricegrabber.com, wwwightningdrops.com

Descripti igh risk are considered low risk. This includes sites that were previously found to be malicious, but

o —FEEZHYIIAL- YA MZTARTZICEBTA VLTSN, R, —HHLHE
VIIA ez 7 LET, T2 27Uy 7 LTLIREL,

Test A Site

URL

Or if you want to request a category change for multiple web sites, you car submit a Bulk Change Request HERE.

For a list of available categories, please click HERE.

STEP3| ZHY I AP T —LICEEALTLEE W,

o Hi—DURLOZEFHE 7T A - URLICH L THRAR2DDH LWAT IV ZRELET, [4
5T ZR ()R RDBNES Y v 2 U, —RElc1o0h 7 3 Z R L £, Bl
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JGLT, VZZAMCBETBIARXY FRELET, e XiE. BORENEEHY)T
HBHMEFHT B ENTEEXT,

Search

Sites that were previously confirmed to be malicious but have displayed
benign activity for at least 30 days. Bulletproof ISP-hosted sites and
sites with an IP address from an ASN that is known to allow malicious
content. Sites that associated with confirmed malicious activity (for
example, they share the same domain). Unknown sites are considered
high risk until PAN-DB completes a site analysis and categorization of
the site.

Home and Garden
Information, products, and services regarding home repair and
maintenance, architecture, design, construction, decor, and gardening.

Hunting and Fishing

Hunting and fishing tips, instructions, sale of related equipment and
paraphernalia

8 Insufficient Content
Websites and services that present test pages, no content, provide AP|

access not intended for end-user display or require authentication

o ~FEEFHVIVIAN-T7AWEREZERLES, Z2HY VT A MI2DL EDOATTY
MWEENBEAE. [Multiple Category (D17 T V) 2R L £, L Zid. VR
FNDURLD¥S3 % business -and-economylc f35E L. 58D D5 %personal -
sites-and-blogsicH7 TS ELET,

RIZ. [ChooseFile (7 7 A )V EER)EZ 2D w7 L, 7w I HA—RIBCSVT 7 1)
EERNLET, 77A40E. ROWARTUFICODEIDDEHERNEEN TV 24

EHhH O ET, <URL>,

<first suggested category>. <second suggested

category>, <(optional) comment>, 7 71 /)Lid1000 Y =A% LIET
=Y, YA RXEIMBEHBA A LI TEEEA, HREISUT, YIVTAMNCHET SO

AV RRLE T,

Change Muiltiple Sites

File format

Deseription

URL List upload

Comment

Your Email

STEP 4| 7 #—L® Submit G£[2)

® Multiple Category © Single Category

The multiple categories submission should be used if your change requests are for twa or more categories. For example,if your request is
to have three sites changed to the "Games” category and two sites changes to the "Hacking” catezory, then you'll need to use this upload
method.

* The uploaded file must be in CSV format

* It must not exceed 1000 entries

= Itcannot be larger than 1IMB in size

= ltshould have one change request per line. with format: <URL>, <suggested category>,<optional comment>
= Ifthere are commas inyour URL or optional comment,please quote them with double quotation marks.

CSV File Example:

i, paloaltonetuorks .com,business-and-economy, "this is my comment”
b co.za,motor-vehicles, cars

"abcdef.com?name=a, b", personal-sites-and-blogs

Here's a downloadable list of possible suggested categories.

Choose File | No file chosen

alice@acme.com

¥ Receive Email Notifications?

Cancel VLI

27Uy 7 LET,

FIEZRURLT 4L 2 Y > 7 DB
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4 paloalte’

TECHDOCS

KT a—T 4T

ECTHHTEEIH? AT H?
e NGFW (Managed by PAN-OS or O HELZURLTZ A IIVERI VT4 A (%
Panorama) 72 E LAY —URLT 4 V2 VTS5 14
)

LAY —URLT 4 VR TS0 Al
BIEENE LI, 777407y —T
A A5 EFETR—FENET,

C DOETIE, Palo Alto Networks DX T 7 4 770 + —)LO—fRIYIZURLT ¢ )L Z V) > T D
MR ZW B K CIRT 210D Z AZICDOVTHIHLET, b5 OREICEE L TPalo Alto
Networkst iR— MCHEFET BhiIC, BET 2 X A7 DOFIEEE T LTL7ZEW, TN TEY
R—= MW EDEZRENHZ5EE. I TNy a—T 4 2T ZATDOETH 2T
TOERELTFDTITIZEN,

Z DG Web7 7T 4 T DRI ) a—T 47T V73K

IATbNET, TOETHRMICHIHEN TOWARWEEZREL, b7V a—

T4 UTT BRI, TR T BXCa SRy — IV EHBICIERA LT 2

W Monitoring (E=% 1 V7 \DETEZRZY VT V=)L ZAZITDNTEELL

L T L 72EW,

o HEZURLT 4 )L 2 T DT 7T 1 THICBIT %

e PAN-DB 7 57 RfghiD M

e Not-Resolved IZ77 4 E 117z URL

o oS

o VL TIYA MDYV LERACHTHZMED ST TNy a—T 4T

o URLT 4 )L RV VT DIER—VERCHETHED ST TN a—T 027
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NI a—T 4T

EEZURLT 2 VR TD7 77 ¢ TALICET 4 [

ECTCHTEEIM? AN T I H?
e NGFW (Managed by PAN-OS or O SEZURLT A IVEY VT4 A (E
Panorama) 72 LAY —URLZ VR TS5 148
Z)

W LAY —URLT 4 VR TS5 4 Al
BIEENE LD, 777407V —T
A A5 EFETR—FENET,

ROT—27 70— LT, @EGEURLT 4 V2 TDT 7T 1 T{LOREZ k5 7))
‘\/:L'_ﬁ“/( yﬁ\bi@‘o
STEP1| PAN-OSCLICT7 7 ALET,
STEP2| oa~x> FzIAT7L T, EERURLT 4 )V RV ITWNT 774 7IEENTWE N E S
2R LE T,
show system setting url-database
)&% h paloaltonetworksM. PAN-DB (Palo Alto Networks URLY ¢ V&R ) > 55—
BRX—=R) W7 IT 4 TIENYZ—TT,
STEP3| T7 A7 I+ —IVICEMNEEERURLT 4 IV RV VT DIA Y ANDH 2 T L 2R L
ED
request license infoCLIZ~ > REHITLET,

RDTAL ALY FUBBERHERLTLTIEE Y, BEAR URL 742V TS5 1408
AMAVABR=IVENTW WS, 94 AZEFIE LA VA F—=ILT 5308 NH D X
T URL 7 4 )L &) 7D EREBMLUTLIEE N,

STEP4| PAN-DB 7o Fii AT — R AZMER L TL &L,
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NI a—T 0T

i

PAN-DB 7 < 7 REEEi DY

ECTCHTEEIM? AN T I H?
e NGFW (Managed by PAN-OS or O SEZURLT A IVEY VT4 A (E
Panorama) 72 LAY —URLZ VR TS5 148
Z)

W LAY —URLT 4 VR TS5 4 Al
BEIEENELED, 7097407k LAY —T
A A5 EFETR—FENET,

2) PAN-DBY T RADEiZHKICT BTedic, HHOLF 21T R 2— )b—
JVEVER L. 9 XTDPalo Alto Management Service s> 7 ¢« v 7 = ZFa[LE T, C
Nk, BHE NS 70y 7 not-resolveed & LTHHEEINZOEE, T—
BRPL—=VERETEEICRN S T v o7 0w 7 E3N5 Lz TeNTEE
‘é—o

firewall & PAN-DB 7 57 ROk Z i d 51Cid:

show url-cloud status
759 RICT7 7R ATELLEIE. LFOX S BRINENTFHIENE T,

show url-cloud status PAN-DB URL Filtering License : valid Current
cloud server : serverlist.urlcloud.paloaltonetworks.com Cloud
connection : connected Cloud mode : public URL database version -
device :20200624.20296 URL database version - cloud :20200624.20296
( last update time 2020/06/24 12:39:19 ) URL database status : good
URL protocol version - device : pan/2.0.0 URL protocol version -
cloud : pan/2.0.0 Protocol compatibility status : compatible

729 R 7VRATERVEEIE, LFOXS BISENTHENET,

show url-cloud status PAN-DB URL Filtering License : valid
Cloud connection : not connected URL database version -
device :0000.00.00.000 URL protocol version - device : pan/0.0.2

RDF 2y 7)) A MR U, i OEZRE UTHRRL E T,

O PAN-DBURL 7 4 )VRZVVVH S48 ADT ¢ —)URIC invalid EXR-ENTVETH?HE
%% PAN-DB A4V AZHEUS L TCA VA —ILLET,

O URL 7’0 b 2)LD/N— 3 > not compatible £ ZRENTWE T H ? PAN-OS % Fffi/ N —
Va T T TL—FLET,
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O 7747 94—)UH5 PAN-DB 759 R H—/3—=IC ping ZfTAXITH?2RDAR Y ReH
TLTFzvZ7LET,

ping source <ip-address> host
serverlist.urlcloud.paloaltonetworks.com <

fee 2, BHAVE—T A XIP7 FLAM10.1.1.5 DS, IFOaxY RE2EITFLE
ERS

ping source 10.1.1.5 host serverlist.urlcloud.paloaltonetworks.com

O 7747 94—V HARERK TS ? 7 7 4 7 7 4 —)LD HA IKEED active, active-
primary. 3 %\ & active-secondary IREETH S T L HHER L E T, 77 A7 74— UMD
RRETHZE5E. PAN-DB 7T RADT 7R AN Ty 7ENET, XTI E>TWVEH%
T7AT I+ =N L TROATY RE2dT L., RERTHRELET,

show high-availability state

T7A 77 4+—)VEXT PAN-DB 7 T RIEIOHEGICE ZHEN D 55513, Palo Alto
Networks DY R— MZHBRINEDE LI,
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ECTCHTEEIM? AN T I H?
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Panorama) 72 LAY —URLZ VR TS5 148
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W LAY —URLT 4 VR TS5 4 Al
BEIEENELED, 7097407k LAY —T
A A5 EFETR—FENET,

URLIZ. 774774 —J)UHPAN-DBURLT 4 )L ZY V5T 759 RYy—E IR L TOLYy 7
Ty TERETTERNGEE®. PAN-DBHODURLY TV ADIBEICHFIMNHOD D T X555, AfE
PUCHEENT T, 757 REHDIREEL URL O EIE. GRIHEAYIN=Y T A2 Y 7o g
VIAVVRAERIEZTA L ADIENA—Y—IFEH I NE T A, URLDE Y Tt XD
ICDWTIE. TURLTZ 4L &2 ) 7 O A | BB L TLTZ2E W,

ROFENT. PAN-DB Tkl E N3 —E8F 72153 XT D URL A Not-resolved I 75 E N5 8
2R L E 9,
STEP 1| show url-cloud status CLIZ~ Y F%Z23{TLTC. PAN-DB”Z 5 R#EkiZ il L E
I

Cloud connection: 7. —J)UKRiC[connected (#HiF)]&EF#REINE

9, connected (K LADERINTVEES, BHSL—Y Fv vy allFE EL
TV NTODURLIE, not-resolved (RFR)ICHEINE T, T OREZRRIRS % )51k
X, PAN-DB 7 57 REERIDRIEZBIRLU T ZEW,

STEP 2| 7577 REREDIREED connected EXRENTWABILEE. 7747 7+ —)VOBIHEDE
2R L X9,
T7A 77+ —=)VOFERIRIAD A1 TIREETH 5555, URLERIE Ry 7 (BT L —
VICHERET BT EMTERY) TN, not-resolvedd L THEEINE T,

VAT LY —A%HKRT BICIE, show system resources CLIAY Y REFITLET,
RIT, %CPUFI & SMEMY 2 KR L £ 9

F7z. Web 1> %—7 A ADDashboard (% 3 2. :R— R) IZ®H % System Resources (> A
TLUVYV=A) T4y FTCVARATL VY —AZFRTHLETEET,
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STEP3| AT dUMREA LT U FM)DHEZREL T2 L2 LTIRE N,

AT AVRREZA LT U MaZeREL T 5L, URLAT TV BMERENZ ARENED®E D
17 CARIEROURLNE R E NS BLEDD X9,

1. [Device (7731 R)] > [Setup (> k77 7] > [Content-ID]7Z#E I L., URLT ¢ )L &Y
VI DREERELE T,

2. OKZZ7VYwZr L, Z#H% Commit(I3v ) LEXT,
set deviceconfig setting ctd url-wait-timeoutCLIZ~ > RZHH L CIH
FEEHTZHEELETEET,

STEP 4| RREMDR Ux W EATE. Palo Alto Networks V- R— MM BRIWEDLE L E W,
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ECTCHTEEIM? A DAE TG H?
e NGFW (Managed by PAN-OS or O SEZURLT A IVEY VT4 A (E
Panorama) 72 LAY —URLZ VR TS5 148
)

W LAY —URLT 4 VR TS5 4 Al
BEIEENELED, 7097407k LAY —T
A A5 EFETR—FENET,

Bik, AT7dVRIDMES TS EEDNS URLICGEET S LEHETLED, ROIEXE
HITHTET, YA MO URLATTYZHW L, REISCTAHTIVDOEEHZY VT AT
EEICR

STEP1| IFoa~xY FZzFATLT, 7—2 7T L—r0h 73V 2R L X T,
show running url <URL>

7z & Z21X. Palo Alto Networks Web ¥ F D17 3V ZFRT %i1cid. IFOax Y REHE
ITLED,

show running url paloaltonetworks.com

T—=R2TL—" Fx v allRFEENTWVS URL DA T TVNELWESE (ZOFIT
l&. computer-and-internet-info) . HIZIEL L. &5 L«.ﬁ%%?’%ﬁﬁ‘%bgii&} DFEH
oo T IAVMELLBZWIEEIEE. UFOFIEICHERE T,

STEP2| DIFoaxy FzRrL T, BT L—r0h73) 2R LT
test url-info-host <URL>
PURchlERUE T,
test url-info-host paloaltonetworks.com

BT —Y Fvy vy allffEENTWS URLDO AT IUNELWES., IFoavy Bz
EITLTC, 72— Frvahb URL ZHIBRLE T,

clear url-cache url <URL>

RlEl, TOURLDATIAVET 7 AT I+ —)IVHERT % &, BORIZEM Y L — kX
NEkJd, TOUHIC KO BEIEARRL, SSICNREZETITZ2HAEITH D FHA, T O
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TR U WGEE. UTFOFIEICERA, 799 KR A7 LD URL 473V ZHEERL
%9,

STEP3| UTFoaxy RzEFEITLT, 79U ROA7d) ZiERLET,
test url-info-cloud <URL>

STEP4| 7759 RIFEENTWVA URLOATITYNELWES, T—X2 7L — B USRS
L—YFvvahb URL ZHIFRLE T,

T=R2T L= Fxvahb URL ZHIFRT 21ciE, UFDav Yy FERITLET,
clear url-cache url <URL>
BHTL—2Fvv>ahb URL ZHIFRY 21ciE, UIFOa< Y FEEITLET,
delete url-database url <URL>

RKEl, FREDURLDAT IV T 7 AT I+ =)V TIT 3L, BERIZEHT L —ICls
EEN, 51, 799 RICIEEINET, CNT. AT7JVRKRRICEET 2R L E
T, DR L EWIGEER. LUFOFIEZS LU T, 2HHOLHEREZIRBLE T,

STEP5| Web AV Z—T 2 A AW SEHEREZIEHT 5I1CiE. URLTZICKREIL T, 89 % URL
oayg Ty I)RERLETD,

STEP 6| [MEOEHEERIY 7270w 7 LT, UFDOFIEZFITLET, URLZMEL, ZHHE
K7 A avw7) w7 L. Palo Alto Networks®DTest A SiteWebt 1 hHh S AT Z58H
ZERTZHTEETEET, A7V OFHICOWTIE, [EAREHAURLY T IV |25
LTL7IEEW,

BHFRMNEKREIND &, BFA—ILBHIDEEEINE T, ZD%. 2DDG5ET, 774

7 —)VCURLATIVDNEHFEIN 2R TEET,

o Ty v ¥aND URL DEFHARAYINS ETRHIEL E9, KElZ——NURLICT 7+t
ATBEXIC, FTILWDHOETRNF Y vy alcidEZENET,

o UTDax Y RFzFITLT. Fv v ¥aDEHZ@HMIITVED,

request url-filtering update url <URL>

EJEIRURLY 4 )LV R Y VT OEH 186 ©2025 Palo Alto Networks, Inc.


https://urlfiltering.paloaltonetworks.com/

NI a—T 4T

T T A RANDT 7Y AT AREO R T T
Va—T 47T

CCTHATEEITH? A RAEET I H?
e NGFW (Managed by PAN-OS or O SERURLT 4 IVERI VT34 A (X
Panorama) 72 LAY —URLZ 4 VR VTS5 A4t
Z)

LAY —URLT VR TS5k Al
FRIEENE LD, 7774 TRV A —T
A ARG IEHmEER—FENET,

IV RI—Y—=E. URLZ 4 )V R VT FA4 2 ZADRE, RV —)b—)VDREI A, PAN-
DB:4i DRI, WebY 1 F O R E, TEIEGEHEHTWebY 1 bAD Y 7t AICRHEIC
HET BAREMENDH D £, XOFNEZHEHL T, Web Y1 bADT7 7 XICid BRERZ
Wrl. Rkl £ 9,

RIEMDURLT 2 )2 )V ZICHE L TOWERWATEEEDRH D FF, TDRATD R
T FIFKi < [What to do next (RICITH T &) 7 avicid, TV a—T~«
VT DR ABEMOTEN) A FENTVET,

STEP 1| 707 4 7xEERURLT 4 )V E Y VT A AXIZIIMERDODURLT 4 )V EZ ) VT S4
YL UANB B MR LET,

KMRDT 7 47T+ —)VHWebH A b7 TV — g Vi EREICHEET I
E. 77T 4 TIRURLT 4 VR VTS5 A4 ADETY, URLT ¢ )V R
BS54 ADNENEES. WebY A FADT 72 AOREIZURLT 1 V&2 5
EIFEEAR T,

[Device (7734 A)] > [Licenses (T A AN 227V w7 L, @ERURLY 4 )VRY V7 (%
lZPAN-DBURLZ 4 )VEZ Y VNS A RV AHELET, 77T 17714 A, BitF
DOHMN K DIZBOERARNER RENE T,

Flod, SARVAEREZY VT AT ACLUAYY REHHLES, S4BV AT VT 1
TG, AVEZ—T 2 A4 AIFEMPRAT —Z AR EDT Ay AERPERENE
9, BTN &L,

STEP 2| PAN-DB 7577 Rk AT — 2 ADMEiRZECLITEML E T,

Cloud connection: 7 —JURIC[connected (HEHiH)1EZHRENET, TN
DA, BT L—2(MP)F v v ¥ 2 IHFHE LR WVURLIE RIS I NE T, £z, &
Fa2UT 4 R)—)V—)VDURLT 4 )VEZY 7 70T 7 A)IVREICX>TTay 7ENn3
BEhH0 £,
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STEP 3| REDURLOMPHEXUT—Z L —2DP)Frv v aZz 277 LET,

FrvadZVU7E VY —RAZREBICHET ZA[REENHO XTI, XVTF
YAMMHRICF Y v a7 T E MR LTI IZE W,

MPFxywIaZZ7VU79d5Icld. delete url-database url <affected url>
CLIIa~xY REMFEHLET,

DPFv v a7l 73 5%IclE. clear url-cache url <affected url> CLI
axv Y RzEHHLET,

STEP4| URLZ LRV VT iR LT, Web ¥ A FWNETHURLATIUMN Ty 7ENT
WENE I EHERLET,

1.

2.
3.

FZX—>URL7 4 VR VT BEIRLET,

BRI BHURLEZME L, ion s T M) 2R L X T,

[Category (77 3 V)5 & [Action (777 > 3 V)R L £,

URLIFIEL S DFHENTOWE TN EMHLTAHT TV Zi#EFE L X9 © Test A Site
(VA FOTAR), a7V kxy hT—=27 ZAOURLAT IV MRY—)V, TNTED
MADRES TV B L BbNE5EI. 2D VT A NEIEET %,

71w JURLODFERENTWAIGES, 0y « T M) —ICBEEMNIFsNniztF Y

T A4 — R T— b=V AT LET,

STEPS5| tFaVF 0 RYI— )b—)V&MHEREL., REICLCTERLET,

1.

[[RY > — (Policies)] > [F 2V 7« (Security)] L. BiDAT v T TAELEAFTDORY

=)V EFEHR LT,

tFa2VT7 0 RYT— )Lb—)IL T, BREINZURLEZIXZDURLA T IVANDT 7+

AN ENTWVWA T L 2R LET,

RD2DDRERDNT N EZIEL F T

o —H & LTDOURLA T IV [Service/URL Category (V— Y A/URL /173 V)]|D
e fBESNIAT IV DIDICERENIZURLAEENTWVE T, [Actions (777
>3 V)DY%E. [Action Setting (77 ¥ 3 VERENNIFHFAINICHRELE T,

e URLZ t)LE VUV a7 7 A )b:[Actions (777> a NDGEE. (T2 77 A )Vik
ENE. BORENTZURLAND T 7 A% AT BURLT ¢ VRV V57 a7 7 A )VIiC
WEINET,

STEP6| tF a2 VT4 RY—)b—)ET AMLET,

RO CRISA R R AP N, FIEE S BICYID 91 B 7o
RS TN a—T 4 YT DREIEBHONB D ET, TENFICEL T2 ED 5 LREN S D &

ERS

o HUKMIIZ PV RL AH:
o I—TFT 1 VITHRE
o DNSHRR
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URLT 4 )L Z Y T DIEEN—TVFRICEHT ARED b
TGN a—T427T

CCTHATEEITH? fAINRHET I H?
e NGFW (Managed by PAN-OS or O SERURLT 4 IVERI VT34 A (X
Panorama) 72 LAY —URLZ 4 VR VTS5 A4t
Z)

LAY —URLT VR TS5k Al
FRIEENE LD, 7774 TRV A —T
A ARG IEHmEER—FENET,

URLY 4 LR Y VT DIGER—VIE, RDE S G EXREXHHHTRRENZWEENH D X
EE

o SSL/TLSNY RY A VMBI ENIIZ>TVET,

o SSL/TLSNY R A7 DOBBRICT T A b7 ay 7 Eniz, COHRE. 7747
7 —)UISHTTPS# iz Uty b 9578, URLTZ 4 IV E ) VT DISER—VIFERRENE
H Ao

o U 7Y A MIHTTPSY B bV E[HHLTWEH, HTTPSTEEES N a2V T Y (L
BE) WEENTWED, U 7Y A FEEIGURLATFIYBMESEEIN TR,

o NAZLIEER=ID, YR—FENEZRART A AZBA TV,

URLTZ 4 VRV VT DIEER—=IYDNERENZWGED NI TN a—T 40 VT OHFEEEL
T. ROFNEZEMFEH L TL 720, BEDRR LRV ESIE. Palo Alto Networks HR— M ¥
B EHEL I,

STEP 1| REO#HIFHZRE L ET,

FEIREDY 2 7T A MCEADE DM, WebX—=T DY 7Ly MEFDED
Mo Web¥ o FDRIDR—=IICT B AL E T, IWER—IDERRENZEDE S D 72hE
e LEJ,
STEP 2| Web¥ o FO7 1 b )b (HTTPE/ZIZHTTPS) 234 %,
COKRHNE, FEDE 5%2910 700 LN RIIEE T,
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STEP3| (HTTPSY A F £/ ZHTTPS 7 Y 2 FFDHTTPY 1 ) SSL/TLSIEE(LARY ¥ —)L—
VIS, DTV A FERZURLATIAVAND T T 0w 7 RESLT S L RiER L F
CR

— RIS, T 7 AT I —)VIFHTTPSY = 79 A FDIER—I ZEETEEE
Ao
T 7Y A MK o T, HTTPT T 94V R=URIMIET 55, HTTPSTJA
EXZFotoary o ERIT A58 H0ET, NS0T T A Mg,
JINER—Y OEXRERAE T S 1= DICEBET 208D D F9,

1. WebA > Z—TJxARIcarz7 4> L%ET,
2. [RV > — (Policies)] > [{851k (Decryption)]]ZZ#R L. BHiE#d % )V —)ILHVREE DWebY
A RERZURLATIVAND T T 4w 7 REERTE e EHERLET,

Z 9 TRV, E bR =)=V ZBEH LT, Yz 7Y A FXIGURLA T

V72 EbLE T,
o SSL/TLSEBEDN BN IR > TV THINBERN—IDERINITZWEGEIE, SSL/TLSNY R
VAT DEEE AN LUET,

SSL/TLSE S b2 AN EFTICHTTPSw > 3  CURLT 4 VR ) UV FIER—T 7 i
B3 B, ROFNEHENFE T,

STEP4| Web¥ A FWETHURLAT I N Ty 7 ENTWET ERERLET,
YEF 2T R —HANSEHENTZURLT o)L 2 ) 7 a7 7 A )b, Fidse
DURLA T IV Z—8dE#EL I 50> 2 U T o R —HANC K> ThHTFIUN Ty o
SNTWVWAEES. BEDODTZY VD [7ovayv] T LOfEICblock-url (7o
JURL) WERENEK T,
1. [Monitor ()] > [URL Filtering (URLY £ )L 2V > A))&=8 IR L 9,
2. WERZILITYA MEREL, mOu STy NI EBEIKLET,
3. AFIdVFET T g VHERNET,

T 7Y A MBS TOENEATIVIRIEETTI 2?2 N2/ L TATIY ZhER
LEd : TestASite (VA FDOFTAR), 2S@7)b k3w hT—% ZDURLA T IV i
V=)o TNTETzTHY A RDELLGHIN TV W EBDbNSSEIE. 280 7
TARZIAGELET,
Action (777 > a V)DMEIEblock-url T ? HII SN TWAWIGEIE, URLY 1)L X
V7 7a 7y A)VEREGEF )T 0 R) = )b—)ILEBEHLET,

4. SBOBEOEHIC, coaFTy MVICBEEMNMF NI HAIZEE-EOTEEE T,

EJEIRURLY 4 )LV R Y VT OEH 191 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-policy-rule
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/inspect-ssl-tls-handshakes
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClFKCA0
https://urlfiltering.paloaltonetworks.com
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/request-to-change-the-category-for-a-url
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/request-to-change-the-category-for-a-url
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/configuring-url-filtering/configure-url-filtering
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/configuring-url-filtering/configure-url-filtering
https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-rules/create-a-security-policy-rule

NI a—T 0T

STEPS5| HAZRLIGBERX—=VUDNCOMEDIRRTH B E > 722l LE T,
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2.

[Device (7731 X)] > [Response Pages (J G X— ) DJEICER L F 9,

[Predefined (FRTER)DANEIRENT NS E xR LET,
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([Shared (L7500 ) A R EN TV A5 AARLXR=I%T 7 4 )0k OIRBEICER

LTy BARLIEERX=VDETHE T LR LET,

1. HARZRLR—IZHIELET,

2. Z5¥i% Commit (I3 k) LFE T,

3. WEBEZFBWeb A M7 7V ALT, T 74N FDIER—=IUDNERENS D
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RIREDMRIR U WA, R— MSER U CEFiZ B L T 2T W,

FECOFNE CTRIER R T E WAk, Palo Alto Networks DY " R— M BRIWEDLE L 2E
W, BEZRET BIE. BINDO NI IV a—T 0 VTHRBEICEZGERHDET, & X
WX, YR=FEAITL Ty b FY TF v (pcap) V—ILENLT NI T 40w 7 Z205HT %

T lE, WER=ID—EDT 2 T RX—=ITREKERE LW, FIDOY 2 T X—=I TIIHKEET 555
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IP7 RLARKRE, MGTA Y Z—T 2 A ADFXY N T—0 T IR AREZITVE T,
ROCLIAX Y RZMHLEJ, set deviceconfig system ip-address

<server-IP> netmask <netmask> default-gateway <gateway-IP> dns-
setting servers primary <DNS-IP>,

ZEHLODEHRA -

o <server-IP> Y —INDEHA VZ—T A4 AHD B TIWIPY RLAZRLET

o <netmask> XY T %y FY AT ZRLEXT

o <gateway-IP>iZ* v NI —2U7— R T2 A DIPT RL A, <DNS-IP>I3 754 <
UDNSY—/3DIPY RLAZZNZIURLET

® <DNS-IP>IZDNSHY—/3DIPY RLA%Z/RLZE S

IP7 FLAGE, EthiA V2 —T 2 A ADFy b T—0 7 I AFREZITVE T,

ROAX Y REFEHALET, set deviceconfig system ethl ip-address

<server-IP> netmask <netmask> default-gateway <gateway-IP> dns-
setting servers primary <DNS-IP>,

255 % PAN-DB Y — N\—ICRFE L E 9,
commita~ > RZEMHLE I,
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admin@-600> A7 LIE#RZL R HRAM4:M-600 ip-address:1.2.3.4
public-ip-address: netmask:255.255.255.0 default-
gateway:1.2.3.1 ipv6-address: unknown ipv6-link-
local-address: fe80:00/64 ipv6-default-gateway: mac-
address:00:56:90:e7:f6:8e time:Mon Apr 27 13:43:59
2015 uptime:10 days, 1:51:28 family: m model:M-600
serial:0073010000xxx sw-version:7.0.0 app-version:492-2638
app-release-date:2015/03/19 20:05:33 av-version:0 av-release-
date: unknown wf-private-version:0 wf-private-release-date:
unknown wildfire-version:0 wildfire-release-date: logdb-
version:7.0.9 platform-family: m pan-url-db:20150417-220
system-mode:Pan-URL-DB operational-mode: normal licensed-

device-capacity:07 /A AGEHED AT —X X 1 &L

8. TIIATVADYT T RF—=EZR—=AD/)N\— 3 V&S %I1ciE, show pan-
url-cloud-statusa~> REEHLE T,
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LET,

MLWN=T g UDNRITENTOEH E S D Z2i#REd %I1CE © request pan-url-db
upgrade check

BEY—INICA VAR —=ILEN TV EN— 3 ViR d 51Cid © request pan-
url-db upgrade info,

REN—T 9 2Ry a— 9512l - request pan-url-db upgrade
download latest,

BRHN—Va YA VA M—)VT BICIE : request pan-url-db upgrade
install <version latest | file>,

Ty I T 2HMNCF v I TBRRIINCT TIAT VAR Y a—)VT BIC
¥ : set deviceconfig system update-schedule pan-url-db recurring
weekly action download-and-install day-of-week <day of week> at
<hr:min>,

e PAN-DBY—/N—A T 514 VDAL, Palo Alto Networks 1 A2~ —H 3 R— ko =7
YA M7 ORALTC, AVTFYYEHEZXA—RL, %v hJ—27DSCPHY—/\—
WBFELE T, ZDO% T, Uroax Yy Rzl L CEHiZA VR— b BXUOA VA b—
NAG-EX I

scp import pan-url-db remote-port <port-number> from
username@host:path

request pan-url-db upgrade install file <filename>

EEIRURLY 4 )V R Y VT OEM 200 ©2025 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/services/solution-assurance.html
https://www.paloaltonetworks.com/services/solution-assurance.html

PAN-DB 7S A/ X— kK 757 R

STEP 6| PAN-DB /A4 X—k 759 RADEHT7 7 A%ty v 7w T LET,

TTSATVANET 7 HIVED admin 717V FHBH D FT, BIMOER
I—P—ZER LT, TV 7 7 AMEXTZIEH A HEH T 7 A2 D
A=A —P—ICT BN TEET,

PAN-DB 75 A4 X— bk 7577 RiZ. RADIUS VSA DffifflZ Y R—FLTWEH
Foo VSANT 7 A7 7 4 —)VFE F2ld Panorama T PAN-DB 75 A X—k 75 R
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1 BET S
2. set mgt-config users <username> permissions role-based

<superreader | superuser> yes

set mgt-config users <username> password

ISAT—RZDIO@D AJJUE T & xxxxx

ISAT — R7ZHERS & XXXXX

commit

e RADIUSFSAEZEH S 2 EHI—YZRET 5Icid, ROIAX Y F2MHLXT,

1. RADIUS H—/\ 7 7 1 )V ={FRK T %857 - set shared server-profile
radius <server_profile_name> server <server_name> ip-address
<ip address> port <port no> secret <shared password>,

2. BREE a7 7 AV EIERTS %356 - set shared authentication-profile
<auth_profile_name> user-domain <domain_name_for_authentication>
allow-list <all> method radius server-profile
<server_profile_name>.

3. BAL7T 0T 7 AN A—PICT 2y F T 555 - set mgt-config users
<username> authentication-profile <auth_profile_name>,

4. ZHEZI3Iv b9 555 1 commit,
o I—HYDVYXrEXRTSICIE., show mgt-config users I~ REMHLET,
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RLU%EY, PAN-DB 7’54/ X—k 757 KT, URLMRIC(HHT % PAN-DB /I A/ X—k 7
FURY—IN—D (AT 14w 7)) VANZMEHLTTI 7AT7 U+ —)VEFRET Z0ENH D
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Y—NDV X+ EEBMLET,

o S5 A4 X—KPAN-DBY—/N\—D IP 7 RLZAZEIMT SIiE, ROCLIAXY R L
9,

> configure

# set deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

F/2ld. 77 AT T+ —)VDWebA >~ Z—T A4 AT, [Device (7731 )] > [Setup
(ZE)] > [Content-ID (> 7 >V ID)]7=#4R L. [URL Filtering (URLY 1« )L Z VY >V 7)] &2
varefEEL T, PAN-DBY —/N\—DIP7 RLAXIZFQDNZEZA I LE T, UX M
N TRYIZ0ENH D 9,

o 74 X—hk PAN-DB Y —/ XD~V ZHIFRT BICid. ROCLIAR Y RZ2HHL %
CR

# delete deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

7T AX—FPAN-DBY—\—DV X ZHIRT B L., 7747 U+ —)VTHER Ot
AMBRIH—=ENET, 7747 T+ —)IVIRHNC PAN-DB T4 X—k 757 K H—
IN—DYARPHZNF v 7L, VARV EIZ. AWS 757 RO PAN-DB ¥ —
IN—=IZT 7 AU THEE TR ERE R — /=D A+ e Xy >a— R LET,

STEP2| # a3v bk ZANLT, BEEZRFELET,

STEP 3| ZHEHMNEMIIZ->TWVWABT o MERT X, 77AT7 4+ —IVTCLLFD CLI ax Yy K
L,

> show url-cloud status Cloud status:Up URL database
version:20150417-220
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%9, PAN-DB /'S4 X—F 757 RDE; T7AT7Ir—=)VET75A47 > e UTHIE
L. PAN-DB ¥ —/3\—{3i#% é@ﬁ—n—&bfﬁ@biﬁo

STEP 1| PAN-DB U —N—,T 7 A7 T4 —)LDOF—X7 LFGER (CA) FEHEZIGLE T,

STEP2| CAGIHERAVR—FLT. 77477+ —)VORIHEEMGEL 9,
1. PAN-DBY—N—FLTCLIcaZ AL, REE—REHIKBELET,

admin@M-600> configure

2. TFTP %7213 SCP 2 LT CAGIHEZ AV R—bF L E T,

admin@M-600# {tftp | scp} import certificate from <value>
file <value> remote-port <1-65535> source-ip <ip/netmask>
certificate-name <value> passphrase <value> format {pkcsl2 |
pem}

STEP 3| TFTPE/ZIESCPEMH LT, TI9AN= TSI R TS S5A47T 2 ADY—)\—iLHE &
HRE AL F—RTEAVE-FLET,

admin@M-600# {tftp | scp} import keypair from <value> file <value>
remote-port <1-65535> source-ip <ip/netmask> certificate-
name <value> passphrase <value> format {pkcsl2 | pem}
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STEP4| J—F CABXUHH CADEENZMHET O T 7 A )V ERELET, TOHET O
T 7A)ViE. PAN-DB Y —/N\—= T 7 A7 T4+ —)VIDTINA ARt EHZ LE T,

1. PAN-DB ¥—/N—®D CLI T, REET— RZHBLET,

admin@M-600> configure

2. FGEHET O T 7 HOVCAETIESTET,
admin@M-600# set shared certificate-profile <name>
3. (AWEn[HE) a—Y'— FAL U ZRELEXT,

admin@M-600# set shared certificate-profile <name>
domain <value>

4 CAZ&ELET,
Default-ocsp-url L ocsp-verify-cert (3T EDINT A—ZTT,
admin@M-600# set shared certificate-profile <name> CA <name>

admin@M-600# set shared certificate-profile <name> CA <name>
[default-ocsp-url <value>]

admin@M-600# set shared certificate-profile <name> CA <name>
[ocsp-verify-cert <value>]
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STEPS5| 77947V ADSSUTLSY—CRATa 7 7 AV EHRELET, cOTa 77 A)l
iZ. PAN-DBEBXUTZ7IA47 2 T3 A SSL/TLS U — ¥ I T BafHEB XU
Ok )VOFEEEERELE T,

1. SSL/TLSY—¥R7ua7 7 Az EElLxd,

admin@M-600# set shared ssl-tls-service-profile <name>

2. FEHEHZEERLE T,

admin@M-600# set shared ssl-tls-service-profile <name>
certificate <value>

3. SSL/TLS HipAZE&E L X9,

PAN-0S 8.0LLf&MD 1) V) — X TlZ. TLSv1.2 LIDTLS/N— 3 D IHIHYY
R—FENTVET, ANN—V 3 U2 TLS1.2 HiE max (&K) 1T
ETZRENHDET,

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings min-version {tls1-0 | tlsl-1 | tlsl-2

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings max-version {tls1-0 | tlsl-1 | tlsl-2 | max

STEP 6| PAN-DB FOZREY—/N\N—HEERELET,

1. SSL/TLSY—ERXTa 77 AN EHRELET, cOTT T 7 ALk, PAN-DBE 77 A
7 F — )V TR TOSSLESHICEHENE T,

admin@M-600# set deviceconfig setting management secure-conn-
server ssl-tls-service-profile <ssltls-profile>
2. FHFETO T 7 AN RELET,

admin@M-600# set deviceconfig setting management secure-conn-
server certificate-profile <certificate-profile>

3. [Disconnect Wait Time (UJWiRERiRT) 128¢E LE 9. PAN-DBOY T 7 47U 4 —)b
& DR YW U CHEENLT 2 £ TORMERR (OHAD T9 (HipHIZ0~44,640) .

admin@M-600# set deviceconfig setting management secure-conn-
server disconnect-wait-time <0-44640

STEP7| CAGFHEZR AV R—b LT IS4 7 Y ADFIHERKRIFLE T,
1. 7747 94—=)VAEZ—=T A Acar7A4LET,
2. iFHERAVR—FLET,
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STEP8| T 7 A7 U+ —)bDOu—7)VitHlE K 7zld SCEP GtIHE 2 E L £ 9,

1. g—hAVaHEERELTWVWAGEEE. 7747 4 —)LDF—X7 7w AV R—FLE
C

2. SCEPiFFHEZRET AL, HE. SCEPT a7 v A )V RELET,

STEPY| 77 A7 4 —)VOiFAZET O 7 7 A IV ERELET, CNERT 747 7+ — VTR
WCRRET AT &8, Panorama DRExRT VT L—hD—E LTI 7 AT I+ =)V T
a9 AHELETEET,

1. 774774+ —)VDYE1E Device (7734 A) > Certificate Management (GFFHZED
EH) > Certificate Profile GEFHZE 707 71 )L) 7&K L. F7z. Panorama D&
& Panorama > Certificate Management (GGEHHZDEH) > Certificate Profile (HEHHE
TuTr v ) ZERUET,

2. GFHETO 7 7 AIIVOREEITOET,

STEP10 | 8T 7 AT I+ —)VICH AR LEFHEZ T 7a A4 L% 9, Panorama h 5 —JoiICAFIAE %
TIaAT5cLE,. KT 7 AT I —IVICFHCiHFHERZRET S LETEET,

1. 7747 94— IV AV E—=—T A A TA 2 LET,

2. T7 A7 T+ —IVDEAEX Device (/34 ZX) >Setup (v k7 wvT) >
Management ((5#) 7% . Panorama D¥;#rE Panorama > Setup (v k7 v ) >
Management (E5#) ZEHRL., &2 7EEREZ BEdit GF%) LEd,

3. Certificate Type GIFHEX A7) . Certificate GIFFHE) . X U Certificate
Profile GEFAE 017 7 A4)V) ZZNTNO ROy TR V) AR EERLET,

4, WEDOH AR A XFENT. PAN-DB Communication (PAN-DBE(S) Z#INL F
E

5. OKZZ7VUw 27 L%EY,
6. ZHH% Commit(Z3Iv M) LET,

ZTHAZIIw Uk, 7747 74—V, [Disconnect Wait Time (YJWifE H;

) 10%5#H% E TPAN-DB U —/N\— L DHIED v 3 VKT LEE A, KDA
T T THAZ LGEHZEOMIHZ58d % & USRI A D > s X & BIlR L
9,

STEP 11| A A2 LEEHERGEZEH L X 9,
1. PAN-DBHY—/\—LTCLIcTr AL, REE—REHBELET,
admin@M-600> configure

2. AR LGAEEOMHHZEHA L X9,

admin@M-600# set deviceconfig setting management secure-conn-
server disable-pre-defined-cert yes

COEEDII Y MEIZ. YIRS %M%@ﬁﬁzbﬁﬁ/#%%biﬁ<WWEm® RET
R U255 8)e ARSI 79 % &, PAN-DB L ZDT7 7 A4 7 4 —)Uid. RESNTE
BHEZGZEH LU TERLET,
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STEP12 | i LW T 7 A4 77 #—)LF }zl% Panorama % PAN-DB 7’5 A/ X— K 75 ROTTaAIc
BN A581F. 2 DOFEREHNAH D F9°,

e Custom Certificates Only (/1 A Z LiEHAZDHR) ZH M L TWEWGEEIE. #iLwvwr 7
A7+ —)VZPAN-DBT A X—F 757 RIGEMU, HAXLAAEZ T 70 A T
9,

e PAN-DBZ A X—k 757 K C[Custom Certificate Only (/7 2 % LiFHHEDH) 124
M Lizga. HAZ LIFBAEZPAN-DB' S A X— K 757 RICHEHRT SR, 774
T A —=)VICH AR LAtHER T a4 33080850 97,
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