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Session Information Sharing

Select the information to be included with each session forwarded to WildFire Cloud.

Source IP User

Source Port URL

Destination IP File name

Destination Port Email Sender

Wirtual System Email Recipient

Application Email Subject

* Required Field Cancel m

* SourcelP GEETTIP) — KRHIDT 7 A )V ikE LR ETIPY RLAEAL T,

* SourcePort GEETLAR—F) — KHDT 7 A )72k E LTk fEe R — b 2Rk L9,

* Destination IP ($85¢IP) —AKHIDT 7 A )VODFESEIPY FL AZHiik LE T,

* Dedtination Port (J85cHK— b)) —RHIDT 7 A )V D56 R— FZ2ik L £ 9,

* Virtual System (RE8S A7 L) —KHIDT 7 A )it UTAR S A7 Lz#iik U E 95

* Application (7 7V r—>ay) —KRHOT7 7 ANEEELII—Y—=T TV r—v g
ik UE 9,
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F A — )V EZOLFINIWIldFireD1 7 L R— M ERENET) .
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LT%*E%??OTb\ijO
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STEP 5| Advanced WildFire 137 7 A )Vt 25e 73 % & ks & & 1< Advanced WildFire 1 %
T 7 AT I+—)VEDIRLES, COBlOay T, 77 AMIVDEETH T LHUR
ENTVET,

Wildfire Rule

STEPG| Iy A7 —)Vid. IV T7 MR ENeEicbFa) T BHZICT 5— &k
Edruadint a7 7y A)VEEH L THERRENTHET,
O |name  |LocaTiION | DESCRIPTION LOG TYPE FILTER | PANORAMA SNMP |EMAIL  |svsioG QUARANTINE | BUILT-IN ACTIONS
(] \"“-f--\‘f.]\;- threat severity e

wildfire

wildfire

wildfire

STEP7| w4V 7 EHHEIE., User-ID BRESN TV A HEEIIANTTI——ZFHAI L. User-
ID AN TOVEWESIZIPY FRLATHMNUET, TORET, EHEEIEEEEY
EMERALTWE 3Ry hT—7 XX VPN 22 2 e TEXT, R, TAY
by 7 HR—F ZN—TICHEK LT, - = AT LDF v 7 BLU I —=
VI ITOVE T,

EEx WildFire ZEI T L AR— R 2T 2 &, TAZ by 7 YR— MESEIL, 5Ex
WildFire#t LR — MCEHINCEIR SN TV B 7 7 AL, Tat X, BXUCL Y X MY IFHE
MR d A2 & Ty A—Y—= AT LIV T 2T IIERLT0BEDNE S Z W TE £,
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A=Y =)V =27 2R UGG, R— MIYEE, FEICI AT L2 V=T Y
T B RREGHIKEICU Y bR ENTEEXT,

FILE INFORMATION

File Type PE

File Signer

SHA-256 721b79505757ec 7831844795afc 4e88c 23ceb7cd4590118895c bib86bcd34a77
SHA-1 2eBabdd285f8fa829918aae60cb1b6172d918437

MD5 c67fdb7887368e41469a1a2556ac 30df

File Size 55296 bytes

First Seen Timestamp 2016-12-13 18:39:45 UTC

Sample File

Verdict [ Malware |

SESSION INFORMATION

File Source

File Destination

User-ID
Timestamp 2016-12-13 18:39:45 UTC
Serial Number Manual

Firewall Hostname/IP

Virtual System

Application
URL

File Name wildfire-test-pe-file (3).exe

Status

COVERAGE STATUS

For endpoint antivirus coverage information for this sample, visit Virus Tot

STEP8| HMENTIN T 7 ZHHIL, =P =DV AT LBNF v 7ENTVET, SHEDKG
ZEDEXSICHIETE X IMAuE: C OFITIE, EHEEIX, &% WildFire > 7 3 F v 7%
1573l Z 7 a—RLUTAYAR=IVL, UAIVAREKET v I TF—rE 1HIC 1[EZ
I A—RUTAVAM=INTBEXIICT7A T I+ —INCAT Y a—)VeRELET,
HEHLENTRT 7 )V ER T a— R LU TH S 1EERELINIC., &% WildFire l3€
074 )NV 7 ZREL. YT 3xF ¥y E2ER L, ZN7% Pado Alto Networks D efit 3%
7R WildFire B S 7% F ¥ T—ZX—AIBML, 77474 —Lic Xy >a—R
LT LWLy T2 F vy EBALA VA=)V LE LK, TNT, TOT7AT7T+—)LE, &
JE7x WildFire &7 VF T AINWA VT RF X2 ATV A—RT5KINCHETN TV ASD
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Palo Alto Networks 7 7 A 7 7 + —)UiZ. FiL<mHEI NIV = 7 DN SRE X N
£9, DAV —rv gy ME. &ER WildFire BT AT Y a—)L72RLTWVWET,
MONITOR POLICIES N RI DEVICE u \‘j'

GO

e moius
i = 2Bitems | > X
[ TACACS+
[ Loar CURRENTLY
El Pdins VERSION ~ FILE NAME FEATURES TYPE SIZE SHA256 RELEASE DATE DOWNLOADED INSTALLED ACTION DOCUMENTAT...

]
[75) SAML Identity Provider Antivirus Last checked: 2020/09/30 11:03:09 PDT | Schedule: Every hour load and Install)
U Muli Factor Authentical | 351 4455 panup-all-antivirus-3961- Full 101 MB B60cebeeB92... 2020/09/25 Download Release Notes

Local User Database 4425.candidate 11:27:18 POT

O, Users 3962-4426 panup-all-antivirus-3962- Full 102MB faOdeabe07a8... 2020/09/26 Download Release Notes
2 4426.candidate 11:27:23 PDT
98, User Groups

(ST 3963-4427 panup-all-antivirus-3963- Full 102MB  116faSe5c7b5.. 2020/09/27 Download Release Notes

{8 Scheduled Log Export 4427 candidate 11:26:25 POT

s Software 3964-4428 panup-all-antivirus-3964- Full 102 MB  a9c10272bdfd... 2020/09/28 . Revert Release Notes

@, GiobalProtect Client 4428 candidate 11:27:06 PDT previously

[#. Dynamic Updates 3965-4429 panup-all-antivirus-3965- Full 102MB 710a823¢484... 2020/09/29 v P Release Notes

4429 candidate 11:28:38 PDT
Licenses
S support Applications and Threats Last checked: 2020/09/30 11:05:09 PDT  Schedule: Every hour at 5 minutes past the hour (Download and Install
(3] Master Key and Diagnostics | 83735320 panupv2-all-contents-  Apps, Threats  Full 57MB 7b4ff370débd... 2020/09/18 Download Release Notes

INBRINRT, FEAEDT VFIALINWARYZ—NPOTADRIVYT = 7 %M 5 X
DE, MWD ROV THEITESNE T, TOFITIE, VY 7IEIEFICHER R TEr T+
CIIREEINZLSE>TWVET, THUE. PaoAlto Networks TldZD<)IVT =7 %S TITH
HLUTED, ZOBROEREI S I—Y—Z2R#E L2/ TT,

EEE 7 WildFire O 49 ©2025 Palo Alto Networks, Inc.
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7 RN A R WildFireD{§iFH ZBHU59 %

ECTHHTERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessDi 5. C AULE H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

ROFENEL. 771477+ —)V T Advanced WildFire™ ZBUEd 3 728Dy — 7 Ja—
ZRLUTWET, BIET AE1ICEE WildFire ICOWTESICEEL LHID FEWEEEIE. s
WildFire OREE ZREZE L. ST WildFire ODNZA 75975 0 AL Ea—LTLEEL,
WildFire 75 A4 X—k 757 REZEINA TV w K 759 ROMEHICOWTIE. WildFire?” 75
AT VADEMESIL T IZE0,

Prisma Access C & 8 & WildFirezZ i L CW A5 E1E. WildFirefifi U7 Ja 7 74
V72 575 WildFire 73 D7 b DT 7 AV OFRIAICERE T BRI DOV T K KL T<
720,

STEP 1| &gk wWildFire 7213 WildFire Y 7 X7 ) o g VBB LES, YT A2V T g oM
BRWEETE, PEV 7 A )L 7Z2H5E L CWildFire/ b BT CE X9,
STEP 2| oz wWildrire DEANEHFICE > TV S0 EHIK L E S,
* EEE WildFireZ7a— L7 5 R - Y27 )L Pao Alto Networksh ik X - 9% & 7%
WildFire’ X7 ) w7 757 RICEGELE T,
* WildFire U.SBUNEH 7 57 K - #tk % Pao Alto NetworkshS R A b 9™ % WildFire U. ST B
7275 Riclizk L% d, Government cloud.

WildFire 79 A X—k 75 REZEINATU Y R 757 RZERLTWSE
A, WildFire? 7547 Y ADEHAZSIB LT EE W,

STEP3| SA4V AN T 7 AT I+ =)V ETCT 0T 4T TH5HT LoERLET,
L 747 9r—=ical 4> LET,
2. Device(7/3A &) > Licenses (T 1 & > A)DJEICEIN L. WildFireZ 1 & > AWERhIC

HoTWBT ERERLET,
WildFireZ 4t A ERENFEAN., T4/ AEMOEREZ1DEST ETT
A AL E T,
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/security-profiles
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/security-profiles
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/get-started-with-prisma-access
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/enable-basic-wildfire-forwarding.html
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STEPA| 77477+ —)LZEWildrireldf%ki L. WildFireiR &R L 9,
1. Device(7/31Z) >Setup (v b7 ) > WildFire DJEISER L, Genera
Settings (—fi&aR7E) ZHWEL X I,
2. WildFire X7V w7 759 R 70 —)VREMHHA LT, Y27 )ViE@EkEx WildFire /87
Vw2 759 RICHEELETD,
38 T7AT A —IVHEET BT 7 AIDY A LHlRZEFR L. WildFire D2 & LR—
FREZ R L £9

PEDFileSize (7 7 ALY A X) %10 MBOE KT A XHIFBICERE L. 1t
DFXRTDT 7 A)IVEA TDFEileSize (77 AINVPARX) BT T4+ )V Mi
DFEFICT ST EMNEEL WildFire DRXZA ST 77 4 AT,

4. OK%Z%Z7 Vw7 LT, WildFire General Settings (—fi%#%&) ZH1EL £9°,

STEPS| EE WildFire oAt D=, 77 A7 74— )VHIEBSILENTZSSL b T 7 1 v 7 5k
TE5&2ICLET,

T EE R WildFire i ZOXRZA NS5 0757 0 AT,

STEPG| profzodicy > 7 IV ZRE L £ 9,

L wildFirelc#z 6 Uoaghid 2 b 7 0w 772 L%, (Objects(A 7Yz 7 k) >
Security Profiles (23 =2V 7« 7’87 7 A )L) > WildFire Analysis (WildFire 73#7) % 3%
RU. WildFire Analysis (WildFire73#1) 707 7 A )V ZHEE 7zI3Add GBI LZE
9) .

RANTF U740 A& LT, WildFireAnalysis D7 74 )V s 7’07 71 )b
ZHHLT, 774794 —)VDFFAIT 2 F T T 4w 7 Z5ERICHIN—T
T2 X9 LET, 1 AZLWildFire Analysis (WildFire 738T) a7 74
WWAERRT B Any (TRXRT) DT 7 AIVEA TREEET S KU
TaT7 7 ANERELET, THUCKD, 77477 +—)UE, HiL<H
R—FEINTVB T 7 AIVEA T DlEEZ HBINCHB L E T,

2. BT 7 AN I—IUNTDNT, SHDT=dIcY > 7 )V E R WildFireZ 2 Ric
HR1%9 % 585¢ & LT public-cloud Z#&% @& L E T,

3. WildFirenti7a 7 7 A )VetFa) 70 R)— )b—)UT7 ZyvFLET, RV
V=)=V —T B N T T ¢ v 7iF. WildFire73 4t (Policies (KU &—) > Security (&2
FaUTNBICEF2Y TR —)b—)LD Add GEIN FIEZEE) OHIC
RIEENE T,
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STEPT|[ 77474+ —)LEGMC LT, &Hd Advanced WildFire 3 7 % F v ZHifE L £ 97,

HLUWEE R WildFire > 73 F ¥ 3V 7IVE A LTHISE N, <)V 7 2B X TR
L% 3, PAN-OSOLLIIZMH L TWVWAEAIE. 57T EIH LW T RxF v 2ZETSHT
EMNTEET,

* PAN-0S9.1 DLgi

1

5.

Device (7734 &) > Dynamic Updates (EIfEEHT) OJEICHEINL 9
* WildFireDBiMERENTNS Z L 2B L X T,

* Check Now (59 CFxv2) BT, BHOY Y X% EHSw r— V%N
HLUET,

- O EERWildRires V32 F- v 2 X o a— R LU TA VA M—ILd %Schedule (A4

Va—)V) EERELET,
Recurrence 7« —/)U RZ2{EH LT, firewal B LWEHZF v 73 258 % 57 1
RELET,

@ LW WildFire B8 D50 C EICHIHTRETH 5728, TOREICK
0. firewall BATHEDNS 1 3LAICCNSDBL IR TE 5K 51C%D
EJCIN
T7ANV—0%—)VHEHZEISS 5120, 774 V—o+r—)LZHEIMELLTINSED
B Download and Install (X7 >0 —RLUTA Y A=) LET,
OK #Z7Uw o LET,

* PAN-0S10.0 DI[%

1
2.
3.

4.

Device (7734 &) > Dynamic Updates (BIfEEHT) DIEICEINL 9
WildFire DEFIME RENTWVWAS Z & 2R L £ 95,

AT Y a—)Vie iR U CHEPHE 2 E L. Recurrence (JgDiIRL) 74 —)U Rl
LT, WildFire > 7 % F ¥ %ZReal-time ()7 )VZA L) THIGTZEH T 74T
A —)VERELET,
OK ZZ7 Vw7 L%ET,

STEP 8| R WildFireh iknd % <)V o 7 % & d5 Start scanning traffic for threats (F7lD + =
T4y IDAFy 720G LET,

default (774 E) OUAINAWNEKT O T 7 A ) etF 2V T4 KD >—)b— VIR
LT, Jb—) )L WildFire7 1 )V AMH S 7% F+ (Policies (R >—) > Security (ZF 2V

T A)EBHR L, L=V L TEZE S NIzActions (77 ay) ZBINFZIEEE) IHD
WCEHFRAI T B T4 v 72 AF v LET,
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy.html
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STEPO|

= WildFire D BEE# ) V7 #BEOH 5 V7 FTd T 0 v T & UTHATL 72 Web
YA INDOY A 77 AZHH L ET,

COF Ty g rREHT AICiE. PAN-DBURLY 4 )V Z ) V754t A WAE

T, URLFiltering (URL7 1)L &) > 7)) OFffll, BEXUTURLA T IVICHD
WTWebT A D7 72 A L RFEDERGITETMDIEE (T4 vV TRz
%1z8) ZHlHT 2 ITEICDOVTTEL TZE W,

URL 7 1 )V Z V) VT DFREN

1 Select Objects (472 = 7 k) > Security Profiles(+ 2V 7+ 717 ¢ —)l) > URL
Filtering (URL 7 4 )L 2V VY23 #E R L, URLT 4 )V Z ) > 7 a7 74 )L7zAdd GB
i F723EHELET,

2. Categories (17 dV) ZFRL. T4 v VI BIXUEZEDOHSHURLAT IV DSite
Access (VA v 77V R) BEELET,
3 A—YP—MMNEDOhTITVDYA M7 78 XFT5D%Block (7w 7)) 35h,
TORAZFHALETH, I—P—DNNEDAHTIVDOY A MIT VAL E
kmm(ﬁi)%imbf ZOXITARNY SO RMZHERL TS
4. Credential Phishing Prevention (BRSO 7 ¢ v > > JBhIE) ZENCT &, 21—
P—IZEHTERVT A MNCERERZREETEH T ENTERLIEDET,
5. HMERZEHINIZURL I ANV R G Ta7 7y AV EEH L, £Fa) TR
V==V LT, BRSNS 7w i a T 7 A )IVikEREHA L E T,
L [Policies] > [LF 2 VT «1]>tF 2V T+ RY>— )b—)V7% [BIN] £/2EEHELE
ER

2. Actions (773 >) ZBHRL. ProfileSettings (707 7 A IViRE®) o7 a v
TProfileType (77 7 A )V 2 A7) %ZProfiles (7 7A4)V) ICRRELET,

3. HLWEIEHEH SNIZURL Filtering (URL 74V 2 V7)) a7 7 A)VER)
V= )b—)VSHER LT,
4 OK ZZ7 Vw7 LTEFaV7r1 RU— )b—)ILZ#MFELE T,

STEPI0[ T 7 A Y —T 4 — )V » TIVOEAIC I LT T L 2 R L £ 9

GRITT7ANOaF T EEMEL TWAEEE. Monitor (B47) > WildFire
Submissions (WildFire NDAfE) DNAICEIRL, SHTHICIERE LI LR T 7 A )LDT
RO ISR ENE R LE T, (T 7 A7 Y+ —)Uh WildFireZ 577 RIc#
FENTVWB T ERHERLIETHRELR T 7)o 777 H50c LizW0WiGEk. 731 A
>ty b7 w7 > WildFire] Z3ER L, [EET7 7 AIVDLER—=REZUTLED),

T7AV—04—)VREEDY VTN EHEE LT E S W R TE MDA T g v
. 77AV—0F IV T 7 ANEA THNCHGE LT VTV ERSZ ., BXUT 7
AXY =T % —=)VIE LTV TNV ORBE RS2 T LT,

YN 2T T AIVDT AL 5E4 ks WildFire 2T A R LE T,
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STEPIL| s R azE L9,
* WildFireD Wi Rz iliE 3 %

* T 7ATUA—IEFEHL TNV T EEHL, 27 )LOWildFires i L R— k&
FZRLULET,

* EEZ WildFire ST U w7 759 RICFITIRE LY > IV EESD., WildFire? X7
Vw7759 RIGEEESNTZITXRTOY IV DNT, &@fE % WildFrireR—Z )L L
J‘j{'—}‘/\)&ﬁﬁ—\.biﬁo o

* EJE7% WildFire APl 2§ L C. WildFire? 7S A7 VY A B8 > FIVOHEE LR—
FZEIEF L £,

STEP1Z| XD AT 7

=7 WildFire DRXA S 757 7 ¢ AR L TERELE T,
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TECHDOCS

EER WildFire EA DR A N7
TT A4 A

ECTHHTEERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessD¥ &, C UL H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICEENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

RO ¥ 7 TIRIER & R Palo Alto Networks DM %S 2 WildFire” Z i LTV A/ — Koz
TEEZT—EANELODE I DEDND FEAN ICK Az PR LE1IDRDIT ST L
2 BEHLE T,

= WildFire DA N5 27 5 1 A
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7% WildFire EADNZ b 7577 4 X

BES WildFire DA NS5 75 1 &

ECTHHTERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessDi 5. C AULE H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

Prisma AccessL—H'— - 1 —H'— oA > X —7 . — AT 2 B EA OTFHRIC DU
TlE. PrismaAccess?) R 2 AV FAESBBLUTLEEL,

O XZNTT07 4 A>T, LAVABEIUOLAVIORBERNS Ry hT— 772 {R#E L.
BETE2a2 7O i zERICLE T, BRMICIE, TCPRRE (T/3 R >
Yy h7w T >ty yay STCPRE) LAVT UV IDMRE(TINAR >y R 7w
AVFTUVID >AYVT UV IDKE >) DRA N TSI T 4 AZFELTWB T L 2R L
£9,

O Fiz, 77740 7 EBREVIAY T ATV T arohbad Rl TLEEIY, BExk
WildFire” & BB IEIC & D . AR O B & B IEA AT RIS 72 D £ 9

O Palo Alto Networks IZ & > THEKE NTziF O T v 77— N E BB ORERZ T 5120
i, AT YO T Y T T— b7 HEMICDownload and install content updates (%77 > 1— R
LTAVAR—ILLTLEE) o BHHTuT I Ly —IICZEN2NAEDFHIIC DN
T, AVTFYYERIOTSLEY T NI TERTOT S LOA VA M—IVTE%ESIE
LTLIEEW,

O PAN-OS10.0 DIf#Z2 9217 L TV A LEE. w7 Wildrire > 7 % F v 2 1) 77 )L 2 A L THUITS
THENCT 7 AT AV L ET, TAICKD, @EZ WIildFire/ TV w7 759
RWERTES X215 LTI, HILSRASN VI LT T3 F¥ICT7 VR AT
XHEIICKED, BEOHDBT 7T 4 BT ICE 5 X NEH% R/ NRICHI 2 TBERO KL
EHEET,

O SSL F o714 0niEaibd 2K T 7 A7 O+ — VMR LI, 7747 74—
JU7% Forward Decrypted SSL Traffic for WildFire AnalysiSicEINC LE S, COXA T avrh
NCTEDZDIFA—IS—A—PF—DHTT,

O F7#)V D Wildrired i 707 7 A )V EHH LT, 7747 93— VIV DTz DITHRA
TE:TT4vIERERELEST (A7 b>tFaVT 0 T07 7 AL >WildFire 7>
il )o 774V ROWildFire i 7 a7 7 AUk, Fa VTR =357
NTDITT 4y IWRRICHN=—ENET, T7 ATy Ta—REnkhXyoa—
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/get-started-with-prisma-access
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/best-practices-for-securing-your-network-from-layer-4-and-layer-7-evasions.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/decryption.html

=S WildFire A DR 575 1 A

RENNChIDET, IRTOT7 TV r—2 3V THR—FENT0EITXRTDT 7 A
IVEA T EEEWildFire T D 7eDICHRA T NS KD IHTREL TWVE T,

71 A% LOWildFire Analysis 717 7 A )V ER T 285503, 707 7 A )V zeskiEzany (3
NTC) DI T7ANEATRLGEICT BT E2BEHHLET, UKD, DY R—F&
N3E21Cizse,. 774704 —)VET 74V ZA T Oz HEIICBBTZE 5 K51
E0DEI,

WildFired it 7 a7 7 A IV E T 7 A 7 o5 —)V 5T 7 4w 7T % 7EOFEIC DOV T
. ROFEESIBUTLZE W, @E7% Wildrire 08T D12H D 7 7 A )L DHin %,

Fo 740w Uy hERIE ROy 7O Y g a5 ER 9 E R WildFire

VIRF X BERT BEE. UAIVARE T T 7 A )LD WildFire 7 7> 3 v
REM ST T 1 VISR 5 Z 20REMNH 0 £9, @EARWIdFireld I E <
e E N7 a7 o L EBEOH 57075 LEHRI L, ZNHICHdT 525
I F X EERT BOREED D BTz, W AZRLE)NV R0l I L 2T 7.9 %
VIS TEAAT TV —2a Vi EONE N T T 0w &R LT, XAk
TT0T 4 AT T BTN TEET, NEHOMBEIIERE N7 a s
Z LhWildFire & 7 3% F v 25| ZiE T TH E 5 W EFRXBICE,. Monitor (£=
Z—) >Logs (%) > Advanced WildFire Submissions (/& & 7xWildFire D%
82 ZF v 7 L%,

O Ty A7 94 —)V7EE7E WildFire i D728 D7 7 A )V OELGACRREL TO B M. ¥ R—
RENTVBITXRTDT 7 AV ZALTDT 7 A ) YA XHIR ZHERLTLIZEW, §XXTD
T 7 AL TDSizeLimit (VA4 ZHIE) ZTF 74V FOFIREOEFFICLTHEELT, (
Device (7734 &) > Setup (£ F 7 7)) > WildFireZ &R L, — R ERRELTT 7 AL
ZA TIHDNTT 7 AN A XDOKIBRZFAEL LT, ~IV T HEREFRLUT, &7 71V
RATDT T AV DY A X2 RDIT 2T ENTEXT),

WildFirefzii D7 7 4 )V kD7 7 A )L A ZHIBRIC DWW T

T7ATT4—=IVDTTH)V DT 7 A )P A LRI, KOG B> TWE <)L
Y7 (FITAIVEDOYAZHBEED E/NEWV) ICEHEEICHRFETNTED., BHEODH
BAREMEIZME L . WildFirefiib B RIS ER 5 2 B AREME DRV AR 7 7 A VBRI E
F9, I AT UF =)V, EIERE WildFire o8 IS 7 7 A )V & 5E T 5 DI FRIE N
TREDREND 5128, ZHORERZRT 7 AINEIET B E, T7A T T+ —)VH—ED
T 7 A INVONEEE AFy T B0ReEND D 9, TOIREIX, 7747 U+ — )V EHET
R 2T 7 AIWEATDRKT 7 AINY A ZHIRHPRESNTWBHEEICHEELEDT, C
DG, BEOHBARENDH 2 7 7 A VI EE 7% WildFire 7247 D 7 HITHRE X 17RO ATHE
MRHOET, T 74 DY A XHIBRZBZ TPELND T 7 A4 )V DY A XHIBRZ D U1z
WEEIE, TOFRMZEERLTIIZEW,

UFD 75 7%, Pao Alto NetworksDE 5 F — LDV L7~ Vo 27 DT 7 A )V A
AR LTVET, 77 A7 T4+ —IVDT T HIVE T 7 IV A XORERRKT 7
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https://docs.paloaltonetworks.com/best-practices/11-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-wildfire-profiles-safely-to-best-practices
https://docs.paloaltonetworks.com/best-practices/11-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-wildfire-profiles-safely-to-best-practices

7% WildFire EADNZA TS 75 1 A

LIV A ROBEICHRT T LT, BT 7 ANRA TORVYT 27 F 4 v F L— kI Hlfy

INELTBHTENTEXT,

Distribution of Malicious File Sizes '

Prevalence

File Size

e Default File Size Limits
S Maximum File Size Limits

1: BB RKRELREZEDODH DT 7 AT X v FTEHET 7 4 )L A1 XDHIE

WS H B KRR DH 5T 7 A )V EFHTLEL L TWAEE. 7 7 ALY 1 XDz
T4 OREZBEZTHEPTez2BRIHLET, TOXSEHAE. ROFEZMHL
T ENLIFHICKREBEELR T 7 ANV 2F vy F 35 ezBEHLET,

(Device (7731 A) > Setup (v K7 7)) > WildFireZ &R L, —fRREERELT T 7 A
JWERA TITHEDNTET 7 AI)VDSizeLimit (VA ZHIPR) ZHEEL F9

T7AIWVEALT PAN-OS9.0 LI 7 7 A )UKk K | PAN-OS8.1 7 7 1 )Uiinikix
Y1 XHESE KU A XHESE

pe 16MB 10MB
apk 10MB 10MB
pdf 3,072KB 1,000KB
ms-office 16,384KB 2,000KB
jar 5MB 5MB
Flash 5MB 5MB
MacOSX 10MB 1IMB
F—HAT 50MB 10MB
linux 50MB 10MB
/script 20KB 20KB
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ECTHHATEERITN? [N ELTY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessD¥5 &, C UL H Prisma

« PrismaAccess (Managed by Panorama) AccessT At Y AICEENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
e CN-Series

RO TR, 2y FT—7 77 1A A b TAdvanced WildFire™ i 2 G99 2 751%
ICDOWTCEHIH L ¥ 9, PaloAlto Networks” 7 1 7 7 #—)Uik. KHIDO T 7 A )7 HEIIC & E
HWildFire’S 7 U w7 75 R & L IEWildFire S A \—k 757 RABEET B K S ICHRE
L7220, EERWildFireR— 2L S FH TONNRO T 7 AV EEELIZDTEHENTEE
o AMDI=DIIEHE NI U OViE, B, A7, BEOHS, 714w T0H]
EZZT, Y TS OW TR L AR— I DERENE T,

* SR WildFire 0T D7D 7 7 A )LV DHLEE

* SR WildFire D TzdDIEF L E NIz SSL b T 7 ¢ v 7 Dk

* &ER WildFire £ >S4 > ML ZE%0CT %

* SERWildFiref oA Y 757 Rt =GN d %

* UTIWEALY TR FYHRKEDER—)VR E—RZEMT %

* WildFire\DEEZ#RT 5

* WildFireR—Z)IVA\T 7 A )V eF@T7 v a—rK3%

* TFIINICKB T 7 AT I+ —)VT 7 A )VELIERES)
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= E 7 WildFire 5D 1=8H D 7 7 A )L D5k

ECTHEHTZEIN? [N REET S 2
» Prisma Access (Managed by Strata Cloud O 5[ Wildfire 91722 A
Manager)

Prisma AccessD¥; 5. C AU A Prisma

* PrismaAccess (Managed by Panorama) AccessT AtV AICEENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

Palo Alto Networks™ 7 1 77 + — )L E LT, T O T=DICAHE T 7 A IVE T2 EFA—)
Vb, BHEOT VF T4 IIVAT T F v e—HLTTay VENET 7 AN ziEkd 5 K5
I L&, WildFiresd i 7 a7 7 AV LT, &R WildFireoX7 ) w7 759 R4+ TV g
YOWTNMNCEGET BT 7 AN EERL, TOTO T 7 A )ietFa) T )=V T Xy F
LcarAivy s 7 Otz h) AH—LET,

PO TV r— gy, BHENTZT 7 ANEAT, EFA—IAvE—JIcEENSEY
7. FlBBAROREE T (7y Ta— R, Fura—R, £REZOMG) IKHEDWT, BT
DIDICHEEEND T T4 v I RIGELETS, Iz, 7747 04— )VZEky s 7 v 7L
T, 2=V =HWeb7 TV Xt ¥ a yfic Xy u— K L&D &9 % Portable Executables(R—
RTIWEITAIRET 7 A IV-PE) XE T 7 AN 2R TE X, RHOBIKICIMA T, 7747
T A —=IVEBHFDT VFIAINAS TR F v b =T BTy 7 ENT 7 A )V EEELET,
T K D Palo Alto Networks i&. &7 32 F ¥ DPAILICEII LTz E DD, TNETHEZEINTY
TV 2 T HFICHE DS B A VTV YV ADEBEREREAZSES CEMNTEET,

WildFire?” 75 A 7 > A7z L TWildFire 75 A X— Kk 759 R7ZHR A b LTWA5EEER.

O — 7 )V FCKESE 7 7 A )V 7%= 5 | E it EWildFire 7 S A X— Kk 757 RICHRIET 5 L 91T 7
AT F—)IV KT ST LI KD, WildFiref#tr ) ¥V — A% Wildrire/x1 7 U v K 757 RIiC
WIETEET, ZLUT. BREDERNT 7 A )VORERY R— FENTWiEWNT 7 A )V
ZWildFire’ S w7 7 5% RICHRXE L F 9, WildFire? 754 7~ ADEH & & DD
WX, WildFire 7 7547 2 Z0OEFESIBLTLTIEE W,

BHURT B HilC -

* T 7 A)VEN OV R— k&, @EEWidFireZ7 ST R ) —Y g3 VEITEZDOENDEL S0
BEMEM D D F T, FHHICOWVWTIE. 77 AV EAA T R—FZSBRLUTLIIZE 0,
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-deployments/wildfire-hybrid-cloud.html
https://docs.paloaltonetworks.com/advanced-wildfire/wildfire-appliance
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* T 7 AINERHEIETBEIIHR L TWBE T 7 A7 T4 —)LEEER WildFire 7 27 KORIC
T 7 AT I+ —=)VIMEET B551E. HROT 7 A7 T+ —)VTCRDR— ST
BT eEMERELTLIZE N,

443 gk, PCAPR Y v a— R, YA )LRY a—
R, LE—FREKE. 77 AIL%E. PDFLE—
AW T— R

10443 BAF 3w JTHEH

« Strata Cloud Manager
* PAN-OS & Panorama

IR WildFirefi# it D 728D 7 7 A )L DHiE%(Cloud Management)

Panorama’z{fiF] L CPrisma Accessz B H L TV A5G
[PAN-OS] Z YO X T, ZTICHBHAZ Y AHENET,

PrismaAccess” 77 REHZFHL TWAIEEIE. CTHOITEATIEE L,

STEPL| ¥ 7 )V Diirkde & 75 % @ 7% Wildrire? 57 REIEELE T,

[Manage ()] > [Configuration (X7E)] > [NGFW and Prisma Access (NGFW & Prisma
Access)] > [Security Services (ZF 2V 7« Y —E R)] > [WildFire and Antivirus (WildFire& 77
> F A )V A)] > [General Settings (—f%ERE)ZER L, WildFireZ 7 FIEBI(NT Y v 7,
BF, 7IAXR—F, £EINATVw MICEHDOTRREZREL £,

©) TheWildFire U.SGovernment Cloud (U.SBUf M 7 5 ) FEFERE S O A T

> a Y OTEREITY,

TDIEDICY > T IV REEIET 27 F 9 FEREEDOWiIldFireZ 27 F URL ZBL £9,

FER WildFireS7 Uy 7 759 R+ T2 g .

1 wildFires7 U w27 759 FURL Z A1 LT

* >K[#:wildfire.paloaltonetworks.com
* JI—nvw/\ eu.wildfire.paloaltonetworks.com

* HA:jp.wildfire.paloaltonetworks.com

* V27 AR—)l:sg.wildfire.paloaltonetworks.com

* Ji[E!: uk.wildfire.paloaltonetworks.com

* 71+ &:ca.wildfire.paloaltonetworks.com
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* F—AFZVY7:au.wildfire.paloaltonetworks.com
* F1:.de.wildfire.paloaltonetworks.com

* A2 F:in.wildfire.paloaltonetworks.com

* XA X:ch.wildfire.paloaltonetworks.com

* R—F 2 F:pl.wildfire.paloaltonetworks.com

* 42 Fx¥7:id.wildfire.paloaltonetworks.com

* B4 tw.wildfire.paloaltonetworks.com

* 772 A:fr.wildfire.paloaltonetworks.com

* Jh1%Z—)l:.qatar.wildfire.paloaltonetworks.com

* #[H: kr.wildfire.paloaltonetworks.com

* A AZxT)b:il.wildfire.paloaltonetworks.com

* YUYV I 7 sa.wildfire.paloaltonetworks.com
* AXAV:.es.wildfire.paloaltonetworks.com

2. WildFirePrivateCloud (WildFire7S A X—+275 27 R) J4—)VRRZUT7ENTH
BT MR TLIZE W,

WildFire FedRAMPY 9 FDA 72 3 -
1. wildFire FedRAMPZ 5 FDOURL%Z A1 L % 9%
* KEBUFEFZ 57 R:wildfire.gov.paloaltonetworks.com
* mERWildFireBUFEH 7 < R gov-cloud.wildfire.pal oal tonetworks.com
* EERWIldFire ST Y w7 7 Z— 275 R pubsec-
cloud.wildfire.pal oaltonetworks.com

2. WildFirePrivateCloud (WildFire7S A X—r275 7 R) J4—)VRRZYT7ENTH
BT MR TLIZE W,

STEPZ| [Allow Forwarding of Decrypted Content (fE 5t XNz > 7 Y Digk & FFa] 3 %)] %
IR T, SEARWildFire @it O 7= dIcE@ S b EN/zSSL T T 1w I Z2fiiikd 5 KD
ICPrismaAccessE AN LE T, HEkNTZ T Ty 2iE, EF a2V T 0 R V— )b—
WICH UCIMiENE T, vFa V70 Ib—IUc T X v FENTH% WildFires 4 7'
T7AOIE—HTBGE. EAEESNZ T T2 v 71k, HES{ESNZEHTHONTDTZ8H
KA T NE T,

©) ERLENIESSL FIT 4y IRPHFOTDIHLET S T ik, w7 WidFire
DRANTZ I T 4 AT
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STEP 3| PrismaAccesshMiitt D 7z HICHEIE T B MADY A XHIRZEHRZL 9,

() THUE, 77 AINVEEEMEZ T 7 4 )V MEREICERET 5 T & WV a2 7% WildFire D
RARNTSYF 4 ATT,
STEP4| REEu/ORERERLET,
1. Report Benign Files (Z&% 7 7 A )VDLR—bF) ZEIRLT, ZE2TH3 LHEEZ
57 7Aooy IR LET,

2. Report GraywareFiles (L R—+DT L AT =T T7A4)V) ZEIRLT, FJLAUxT
TH5EHEZZTBT 7 AOuF T LET,

STEPS| 2y Lieh, AHZMFLET,

STEPG| DHOdICHHET B T T v I REELET,
1. [Manage ()] > [Configuration (7X7E)] > [NGFW and Prisma Access (NGFW & Prisma
Access)] > [Security Services (ZF 2V 7« P —1E X)] > [WildFireand Antivirus
(WildFirek 7 > F 71 )V A))ZE4R L. [Add Profile (707 7 1 )L7 380 %381 L &
9, 777 A )VDName (&Hij) & Description GilH) Z AL ET,

2. RTANCHEE S NG b S T 4w I BERT BT2DIV—ILEEIL, ZTO)L—)VIct
Az £33 (i : local-PDF-analysis) o
3. RHERT T 4w o &—EE., IR R— AR ZiILAT B Tzdic, 70
T 7 A IO —)VeER L ET,
* b T4 IOHT 7 AINVDEEHN(T Yy Ta—R, Xyoa—R, £E7 Y
To—Re Xy a— R)ICE DN THNOTDICT 7 IV EEELE T, filZ
X, 7wy dua—ReXyra—REFERT S L, EEAMICEFEERLS, IXTOAR
BH7ZZPDFZ T HHICHEE S B T EMNTEXT,
s TV —a v —HRNhDOT )= g VR UTE TS T 7 A )V R i
ELET,
* I7ANORHE—FEFA—IVNICEEND Y VI REL. T 7 A )VOFEEE FUEIC
LTS 7 7 AV EHEE L E T, IR, T 7 A 7 I+ — IV THRHEE N
e ARBH7PDFZ 4359 %1, PDFZEEIRL E T,
* Andysis (M) THEET D R T 70w 7 O5EEFEIRLE T,
* V—IVEBAENZTRTD RS T 4w 7% WildFirs 37V v & 7 5% Rl
LTatrd 545513, PublicCloud 087U w727 50 F)Z2EIRL X9,
* J—=IVEBETNEZTRTDRNT T v 7% WildFire? 754 7 > Ak LT
IS BYEE. private-cloud &R L E 9,
* SE7 L7256, WildFire oHT#5E )V — V2R IZ L E 9
4 WildFire BXUO7 VFIANAF a2V T2 70T 7 AV ERFELET,
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STEP7| WildFire BX U7 VFIAINAFa VT 70T 7 AN EEMCLUET,

YFasrgs RUT— )=V KXo THFRIEND b T T 0w 7k, TMFOWildFires 7 0
T 7 AN U TEMMiENE T, PrismaAccessid. WildFiref@rHD 707 7 A )Wic—3 %
N T 0w IR L E T,

STEP8| M DOZHET v 2 LET,
STEPO| (=) &EJEX% WildFire1 > o142 ML ZERNCT %

STEP 10| ROEAERFINLUET ...
* WildFire i4(Z ZHEREL T, 77 A7 I3 — IV D 7 7 A )V IEFICHREL T\ T

R LE T,
* WildFire?” 77« E 7 4 EHIL T, RIVT 2 TICDWVWTIRE SN T 5— b Ltz
MLED,

B R WildFirefiiiT D 128D 7 7 A )L DRk (PAN-OSI K
(FPanorama)

STEPL| (PA-7000 1) — 2 7 7 A 777 4 —)L0)J% YPA-7000 ¥V — R 7 7 A 77 +— )V M H D
YU TINWEERTZEXIICTBIE, £ 207 I—K A 2—Tx—A ELTNPC
DTF—R R— b eRETZHENH D FT, LFC( 7 ifirikl— R)&22HiE L 72PA-70003
V=7 T5A47 VAZHHLTVWAEEIE, LFC Tl SN2 — FZICRET S 04058
MHOET, RETDHE, YOIk T BRI, ny h— R R—FXRIELFC AV
Z—T r—ANEHR—FX O BEBLEINET,
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-wildfire
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/administer-prisma-access/commit-push-and-revert-prisma-access-configuration-changes.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/PA-7000-series-firewall-installation/install-the-mandatory-pa-7000-series-firewall-front-slot-cards/install-a-pa-7000-series-firewall-network-processing-card-npc/configure-a-log-card-port-on-a-pa-7000-series-firewall.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc/pa-7000-lfc-a-component-descriptions.html
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STEP 2| > A IVOERESE & 75 % m 57 WildFire OB A 45 E L F 97,

TINA A >ty R 7w 7 > WildFireZz 3R U T, ZH]F OWildFire cloud deployment (37
Vw7, B, TIARN—FEREINAT VY F) IHEDEWEREERELET

The WildFire U.S.Government Cloud (U.SEFEET 7 5 R) (38 FRFER S D A 7

> a Y OMHTEREI T,

EER WildFire/ ST ) w7 7577 R
1 wildFireX7 Vw7 759 RURL ZANTLET:

* K[E:wildfire.paloaltonetworks.com

* JI—uv/\eu.wildfire.paloaltonetworks.com

* HA:jp.wildfire.paloaltonetworks.com

* V27 EKR—)l:sg.wildfire.paloaltonetworks.com

* Ji[#: uk.wildfire.paloaltonetworks.com

* 71+ &:ca.wildfire.paloaltonetworks.com

* F—AFZVY7:au.wildfire.paloaltonetworks.com

* FAV:.de.wildfire.paloaltonetworks.com
* A2 F:in.wildfire.paloaltonetworks.com

* XA X:ch.wildfire.paloaltonetworks.com

* RK—F Y F:pl.wildfire.paloaltonetworks.com

* 4 Fx¥7:id.wildfire.paloaltonetworks.com

* £V tw.wildfire.paloaltonetworks.com

* 752 A:fr.wildfire.paloaltonetworks.com

* J1%Z—)l:qatar.wildfire.paloaltonetworks.com

* #[F: kr.wildfire.paloaltonetworks.com

* A AZx)b:il.wildfire.paloaltonetworks.com

* YUY 7 I 7 sa.wildfire.paloaltonetworks.com

* ANXAV:es.wildfire.paloaltonetworks.com

2. WildFirePrivateCloud (WildFire7S A X—rZ752 R) J4—)VRRZYT7ENTH

B MR L TLTIEE W,
WildFire F)dRAMPZ 5 RDOA T g
1. wildFireFedRAMP” 57 ROURLZ AT LE T,

* KEBUFEHZZ Y R:wildfire.gov.paloaltonetworks.com
* EERWildrireBUFEL] 7 < R gov-cloud.wil dfire.pal oal tonetworks.com

w7 WildFire O RE 65
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* @EZRWIldRre/ ST Yy T Y Z— 757 R pubsec-
cloud.wildfire.pal oaltonetworks.com
2. WildFirePrivate Cloud (WildFire S A X—F 2757 R) T4 —)LRRZ7U7ENTH
5T MR LTLIIEE N,

STEPS| 74794 —)VhEiET 27 7 AV OY A ZHillRZERK L, 1 & LR— b DOREZRE
RLET,

—ERE (TN A >ty k7w 7 > WildFire) OfE &Kl £,
* I 7 AT IF—IIBHHEAENE T 7 AIVD T 7 A YA XHIE ZHEZRELET,

PED 77 AN YA X Zim kKA AHIED 10 MBICERE L. DT XTD
T7AIN ZATICONTE<T 7 AN YA RX>ZT T4)V MAICERELIZE
FICT BT . BEL WildFire DRXA TS5 275 4 AT,
* Report Benign Files (Z27%7 7 A )VDOLHR— 1) Z#EIRL T, Ze2TH5 LHIERZT
277 A0oaxr S EHFaLET,

* Report GraywareFiles (L R— DT LAY 2T 77 A4)V) ZFRLT, LAY T
HBEHERZTIZ T ANOAF T EHFTLETD,

* by VIEHREEZREL T, WildFiress L aR— MCRLERT 512y ¥ a3 VIEHE E R
LET, 774V TR, IXRTDE Y ¥ a3 VFERDWIldFires HT LR — M ERENE
T Frv IRy I A%ATICUTHINT %7 ¢ —)U RZWildFires At L AR — b h S HIBR
L. OKZZ7 Vw7 LTHREZIRFELE T,

STEP 4] S DTDICHET D M T T 1w I ZERLE T,

1. Objects (& 7T k) >Security Profiles (F 2V 70717 74)L) >WildFire
Analysis (WildFires#1) Z#ER LT, #H LWL WWildFire #7771 )V7z3BhN9 %
cdic, Fo7ra7y AIVICHAOZZELZALET,

2. ENTFICHEE S NG NS T 0w I RERT BIDICTa T 7 A VDI —)IVEBinl, Z
DIV—)NIC T2 £ 9 (B local-PDF-analysis)

3 ARHENTTaw &I, LUTOFR— AR ZiRAT B 7z0lc, 71
T7AINDOI—)VEER LET,

* TV —vay—HROT T r— g VI LIRS T 7 AV 2
ELET,

* I7AINVOEE—ETA—IVRNICEEND ) VI 238, 77 A )VOREZFUEIC
LTt 7 7 AV EIE L E T, BIZIEX, T 7 7 47 74+ — IV THRIEEh
7= N7 PDFZ #5149 5 1C1E, PDFEZEIRL £9,

© AE—=7 7 AVOKESE (7Y Ta—R, Xy ra—R X@ZOM) 1Kk
DWTHNTDT=DICT 7 AN A L E T, BIAE, EEAMICEFRERL, §XT
D75 PDFZZ AT D 1o DICHRIK T B I1CiE, W2 B R L £95

4. OKZEZVw o T 5L, WildFire i 7 a7 7 A IV ELE T,
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STEPS| WildFire ot 77 7 A )Vetda )70 KU — )b—)Uc 7 Z v FLET,

TFaVT RV — )= UKo T ENE N T T 0w 7id. IMIOWildFire 417 1
T7 AT UTEMIiENE T, 77477+ —)Ui, WildFired il 707 7 4 )Wic—E3
58T T7 4w I RELELE T,
1 [Policies] >> [EF a2 VT ] DIEICEIRL T, Fa VU7 KV — )b—)V7% [HEM
KB EBELET,
tFxalrs RUS—RND[772ar]xZTx27Vv I LET,
3. ProfileSettings (7’07 7 AIVikiE) &7 a v T, Profiles (I 77 A1)L) %Profile

Type (07 7 A )VOFEE) & U TEIRL, WildFireAnalysis (WildFires 1) 7'
T7ANWEERL T, RU =)=V LET

Action

ion | Allow

STEP G| @&E/s WildFire DT D7, 77 A7 74 —)VIMESLENIZSSL B 5T 1w 7 L iinik
TELEXSCLTLEE Y,

TN HEREINZARANT ST 4 ATY,

STEP7| (fI3) &R WildFire 7 >S4 >~ ML ZH5CT %

STEP8| (L&) VT NEA LY TXRF v RDK—IV K E—RZHMCT S
STEP9| =gz WildFire DNZA N 7577 ¢ Z7ehEgR U THRELE T,
STEPIO| Tazw k) ZZVUw I LT, EHINRERBHLET,

STEPLLI (AT v a )T NA ZGlER A VA R =)L LT, 774774+ —)LhPao Alto NetworksD
o9 8 U—EBRALEET DI T BFEHE ORI/ N— 3 VICHEFLE T,

STEP12| (AT g yavs oy 757 KOFQDNRTE DK,

STEP 13| ROBAEZBIR L ET ...
* WildFire 15 ZEREL T, 77 A7 4 —=)VHVoTHO T 7 AV IEEICIEL TV T
CHERRLE T,
* WildFire?” 77« E 7 4 LT, RIVT 2 TICDWVWTHE SN T 5— b iz
il %3
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/obtain-certificates/device-certificate#device-certificate-firewall
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WildFireR—Z I\ T 7 A )V =F8IT7 v T a— K3 5%

ECTHHTERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessDi 5. C AULE H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

YR— K7 HT Y kRS TU B Pao Alto Networks?®D L — 4 —[ZPalo Alto Networks Wil dFire
portal (WildFirelR— %)) ZFRIFHL T, 50X TOY V)V FEHEE L THMs % 2 LhVAfEE
T9. G WildFire £ 721 WildFire 7 27V 7o 3 e BRHOEEIE. 1 HH72H 1000
YT DT v Ta— RERO—EE LT, YV TN ER—ZVICTFHTERETEET, 272
L. 1H®H7=H 1000 Y > 7 ILVOFIFRICIE,. WildFireAPI DX ELEENS T LICHERELTLEX
W

STEP 1| WildFireR—% )L\, 77 A )VRURLZFHIT7 v S O— R L THHLET,
1. wildFireportal (WildFire R—%)L) lcaZ 14> LET,
2. RX=a—)\—00 Upload Sample (%> )LE7 v ra—R) REVEZD) v 7 LET,
* D REDICT 7 A I)VEEHT BICd. FileUpload (7 7 A)VD7 » Ta—R) %
BRU, DTz T 57 7 4 )V 0pen (&) £3, Start (Bilk) %7

Uw LT, B—T 7AWV D7Zmd 5h . Start Upload (77 70— R
W) 270w 7 LT dIGBIMUIET 7 AV 2T X TERFLET,

= 7 WildFire OB 68 ©2025 Palo Alto Networks, Inc.


https://wildfire.paloaltonetworks.com
https://wildfire.paloaltonetworks.com
https://wildfire.paloaltonetworks.com

En 7 WildFire 29 HT ORERR

* DI SHICURLEIXIET SIciE. URL Upload (URL7 » Ja—R) 71w o
L. URLZASILT, D izsicsubmit GEfE) LXT,

UPLOAD SAMPLE

File Upload

Upload Sample

To upload files for analysis by WildFire, click the "Add files” button below, or simply drag-and-drop to the region below.

« Your WildFire AP key has 1386765 sample uploads remaining for today.

« The maximum suppoerted file size is 10 MB.
« The following file formats are supported at this time: Windows Exec . Links ¢ i in emails, Android APK files, Adobe Flash files, Java Archive (JAR) files,

Microsoft Office files, Portable executable (PE) files, Portable document format (PDF) files, Mac OS X files, Linux (ELF) files, Archive (RAR and 7-Zip) files, and Script
(JS, VBS, and P51} files.

@ Start upload | @ Cancel upload
6.1-cloud-report-Beta- 909 KB dobe PDF document
b057cad2 1157a416668005622eeb9410bbeded36a3069811713celTi51

7e823d.pdf

FPA-3000-Hardware_Guide pdf 961.5 KB “dobe PDF document

3. Uploaded FileInformation (77 70— K 77 A JVIER) Ry 77 v I Z AT ET,

STEP2| xR T, 77 AIVDOHHEREMRELE T,
Advanced WildFire D’ > )V ST 5 F T, Wil & & 5 0BREHB TV,

FE#H7y Ta—REIREEDT 747 7 — )VICBET BN TWiRnied, FH)
7w 7u—RELR—FDty g MEREFRRLUEE A

1. wildrirePortal (WildFireR—%)L) Zw ¥ aR—FKRIZRO 9,

2. HiEOIER Y Y > g T, RETH TManual (F8) Z8INL TRFOTFEEE S h
T2 VDGR 7ZE R E I,

3. 7w Tua—REHOT 7 AI)VEIZURLE RO, ZHEEOKEICHZEM7 A3V %
70w 7 LET,
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BB 7T WildFire ot D lzbDiEE{LE Nz SSL F 5
7 1 7 DLk

ECTHHTEERITN? [DRELT S H?
* PrismaAccess (Managed by Strata Cloud O EfEr Wildfire 5 1722 A
Manager)

Prisma AccessD¥5 &, UL IE H Prisma

* Prisma Access (Managed by Panorama) AccessT A LY AICEEFNTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
e CN-Series

R WildFire 0T D7z, 77 A7 I+ —)VMES{EENIZSSL R T T 1w I BHETE
B5E21CLET, I7AT7 I —IVIMERILT B NS T2 v Vi, EF VT2 RYV— )b—
JVICHBS UCRIHMIiENE T, 32V 70 Ib—)VICTATE Nz WildFires i 7 a7 7 AL & —5
IB5E. BEtENz T 70 v 7E. T7 A7 U4 —IUHHEBESLT N0 DTz dIcHE
KENET, A== —Y =N DF T a VEHEMNCTETEMNTEET,

@ SO TDIE S LI NS T Ty ViR BT &I, mE s WildFire O
NA TSI T4 AT,
RN 2T LDENCIZ > THIRWT 74 79 4+ —)LDGE .

L E7ENCLTORVERE. 7747 U4+ —)UTESLE 5%7% WildFire 7 Hi D 7z
HDT 7 ANk RITTEAHEIICLET, »

2. Device( 7 /31 R) > Setup (F%7E) > Content-I DDJIHICEIRN L X 9

3. Content-IDZEZ Hitk L. Allow Forwarding of Decrypted Content ({5t Ehiza> 7
Y DELRZR) 2R L E T,

4 OKZZVw I L TEHEEZFLET,

WIS AT LDRESNTT 7 AT I+ —IVDEE
L g ESZEMCLTOWERWEEEE. E5{b e &E% WildFire i D7z D7 7 A
VDR A EIMC LT,
2. ZOHEIE. Device (7734 A) > Virtual Systems (A1 A7 L)DIEISEIR L, 28T
BRI AT L7z 7)) w7 LT, Allow Forwarding of Decrypted Content ((85{b X1
F2a T Y OEREEFR]) DRy 7 RCF oy VR ANET,
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PrismaAccessDG &, CHUEIWIildFireB X O 7 Y FIAINADYF 2V T2 a7 7 L)V
ED—HE UTHKRENE T, DWW TIE. PrismaAccessdD /5 7% WildFire 7741 0D 7z
DT 7 A)NDfir kB LU TLIZEE D,
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SEZWildFirer o4 Y 757 Rt ZBINCT 5

ECTHHTZXIM? R DVAEL TG 2

* NGFW (Managed by PAN-OS or Panorama) O 5[ Wildfire 51422 A
¢ VM-Series

e CN-Series

Palo Alto Networks®D & Zx WildFireld, v b7 — 727 Zfi# 9 % PE (Portable Executable) 7 7 1 )L
BAVIAURIL, mERIVT 27 2) TIVEA LTREBEB X UGRS3 #0757 R
R—=ZOMLBHIZ Y Y VR ER L TWE T, WildFire M3 2MMOEZEDOH LS a7V e
FRRIC. EERWildFiref > 5 A > 757 RN LIBKIEY 7 xF v ZERK L. 7y 7
T—=h R —=U%E L THEZICIERE NS 728, Pado Alto Networks?D 3N T DEAZIC [
ISR 2R L X 9

I RR—ADLYINCEKD, TNXTIKHZT LDRW< )LD o 77 (Pao Alto Networks®D
YarAa<iwz7kE, TNETICHESI N LDV =IVY 7 %Pao Alto Networks T
BRI ENZD S TeIVT 2 7)OMMZRJREIC L, BREANDRAZ 7Oy 7 LET, &
IEWildFiref > 54> 759 RifiTid, 7747 74— )V CREBIGEA = A LZEHL T, /8
T H =< VANDEZ 5/ NRICHIA £, 75T FR=ZADMLET VG — L L AICEHE
N3z, aAVT 2 VEHFOKEY ) —ADY R—FepEl 89, FICE LT 2B DT VR
AT =TT E LT,

B EWildFire ! 54 > 75 RENTIX. WildFired#t 707 7 A )L 7% 38 U TaE I KX O
ME N, B EEEWildRireZ 1 & > A& DPAN-0S 111N HET I,
STEP1| EEAWildFire”Z 57 RN —E ANOZGICEHE N EHEN T 7 AT 7+ —)U
TONA G R A VA =)V L ET, AT 7T RN ERN T XTOT 7 A
T F =N DWTEDIRLET,

T7AT I+ —=)VICBIEDIN=2 3 VOTINA ZGFHER T TICA Y A =)L L
TWVWa5EIE. TOFIREIAED D XA,

STEP2| PAN-OSWeb A > X2 —T A AlcaZ A4 LET,
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STEP3| &EERWildriref >S4 > 757 Rt G 3 51cid. A& mEAWildriret 7 A 27
Vg UHARETY, sElCOWTIE, UTESIRLTLZE VoA A, Hik B
326777‘4’\—:73 :/o

BET T4 7554V ADNDRYT AT T a v aiERT 5I1Ci3, [Device (7731 X))
>[Licenses (T AtV A EEIN L., WYRT A2 AWMERTRETHEARS TN TV
TR LE T,

Advanced WildFire License

Date Issued June 27, 2023
Date Expires  October 27, 2031

Description Access Lo Advanced WildFire signatures, logs, API

BEDOWildFireZ A & > ZADHEZNARSMIN ., BEEWIdFireZ 1> A% A
VA R—ILTBEEIZ. BESWIdFireZ A Y A A VA M=)V BREICE
T NGFWH SWildFireZ 1 & > A YR T 2 08N H O 97,
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STEP 4| mEixWildFirer >S4 > 757 RN ZGZNCT %1, WildFirei#fizF 205+ 71
T 7 AIWEEHRETHBRIER L E 9,
L BfzoWildFiressti 7a 7 7 A )V EEINT 20, il 7 A )VEBINL X
9 ([Objects (A7 = 7 )] > [Security Profiles(ZF ) 7+ 7’107 7 1 )L)] > [WildFire
Analysis (WildFir effZH1)])o
2. WildFires #1707 7 4 )L7% 38R L. [InlineCloud Analysis (f > 51 > 7 57 Rfi#
#1)] & [Enable cloud inlineanalysis (7 7 KA > A Uiz B3N g 2)ICBEI L E 9,

WildFire Analysis Profile @
MName | Best Practice
Description
Rules Inline Cloud Analysis
Enable cloud inline analysis

3. WRTEWIldFire ! ¥ 51 Y & 5% RIRFIA IR LY 2 7 il Ui & SIS RT3 7
vy a VEERT BN —VERELET,

O | mame APPLICATION FILE TYPE DIRECTION | ACTION
v v 4

Rule1 any any both block

+ —) Delete

* Name (%) 707 7 A JVISEINT % )L—ILDh b5 Wiz A LE I (%
K313,

* Application (7 TV r—a )y AYIAY JI T RMLY 7Y a Y RERT BIV—ILD
WHENZ7 TV r—>ay b7y 7 EBINLED,

* FileType (7 7 AV 2 A7) )b—)VITEBSNIR TN T 27 7 A1)V ZA T %%
RUET,
iR 55 Tld. PE (Portable Executable) DAY R— F ENTWVET,

* Direction (J51): ;EEDOHMNIECT T T 4w ZIV—)IVE#EHALES, L—ILEX
vou—R o740 v ZICHEHATEET,

* Action (777 a V). @IERWildFiref 54 Y 750 g2 U TE BB E
NI JICFATT 702 arzZRELET, 7TV —ay Mo 74w 5%k
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Tkt A2 e Zinld52 ., EETLERITEETHLEDELLEMNED T
T4y 7270y 795 EETEXT,

Palo Alto Networks Cld. izt oV 7 ZHEET 2701, Jav s
TBREXICT I aveERETHIeEBEIDLET,
4. [OK)ZZ Vw7 LT, WildFired¥i a7 7 A IVREXA T a I = KT LET,

STEPS| @&EaWildFire ! >S4 > 75 Rz fER LT, @07 DICIHE TE S RAT 7 A
WA X%z hE8 LE T,

EEEWiIldFiref oA > 759 RgRTE. dudawildFiref[E 24t L £9°
72120, BEODLMADERELR— MNME. BIEHD I BINENT 2320 Tt
WCDORFHABETH O, THUTIIRARI0T DD 9,

Inline Cloud Analysis Settings (6]

File Size Limits | FILE TYPE SIZE LIMIT

pe

1. [Device (77731 A)] > [Setup (2> k7 v 7] > [WildFire] > [Inline Cloud Analysis Settings
(AT AY 75T RoWEE)Z#ERL, 77 A4V Y1 ZOHIRZHEERL £

2. 0K ZZ7 Vw7 LTEEREELET,
STEPG6| BEEORIKICDOWT I 7 A T 74— VDA T %y hU—2 vy g VIERERELE

9, PaloAlto Networksid, v a VEREHHLT, bLWVxry hI—T7 AV DO
VTFE AN, IV TICEEET gt OIERE, B RZIFELRANETTAT V.,
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RIVT L7 OEMEIFHENE T TV —2 3 VDWW THUTET, cnbDt > a v
BT 74V N TEMCE > TVET,

Inline Session Information Settings 6]

1. [Device (77341 X)] >[Setup (v k77 7] > [WildFire] > [Inline Session I nfor mation
Settings (1 T4 > v ¥ a VISRRE))ZEIR L, RBEICIGCTAH T Y a vzt
A 7ICLET,

* SourcelP GEETCIP) — KRHIDT 7 A )V ik UT2EECIPT RLUARESALE T,
* SourcePort GEAETCAR—F) — KHIDT 7 A )V EIEE UTEE e R — b ik U E
ER

* Destination IP (FE5CIP) —KRHID T 7 A )VDFESEIPY R LU A7k L T,
* Destination Port (35t R— ) —RKHIDT 7 A )V DFEER— M RiEk L £ T,

* Virtual System (RIE AT L) —RINDT 7 A )V LAY AT L2k U
ED

+ Application (7 7V r—53) —KHIDT 7 A VEEE Lizd—F—7 T r— 3
VR LR,

* User (—Y¥'—) —&—4 v haA—YP—ZHALET,

* URL—AKHIDT 7 A IICBHHEN I 5 NTZURLZ A L X 9

* Filename (7 7 A)V$) —KHID T 7 A I)\VOL4RITZ L L X T,

* Email sender (BT A—)VikEH ) —FHAGE A=)V VI DOEEEZIELET
(BFA—ILEEZEOLRIIWIildFireDT 7 & LR— M ERENET) o

* Email recipient (X —)LZEH) —RKHIDE T A=)V VI OZEEZELET (B
F A —)IVZEZEDOLTNIWIildFireD I 7 & L R— MIEEREINET) .

* Email subject (X —)LOHH) —RINDEF XA =)LV 7Ok LES (FE
T A=)V WildFireD I 7 & LAR— MCEERRENET) o

2.0K 27Uy UTEEZHELET,
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STEPT] ZA LT MEEL | BERMRARBEZ A TS FATS 27 7o a v EiRELE T,

WildFire Inline Cloud Analysis 6]
Max Latency (ms |scooq |
Allow on Max Latency
[ Log Traffic Not Scanned
< -
1 & aWildriref 54> 759 i) 7 T A b CRERIIRICIE LTz & 2ICEIT79 57
JTavEEELET,

* Max Latency (ms) (IR ASELERFE(2 UM)): mEZAWildFiret > A > 7577 RENTIS
R72R T F TORKNIFAUIERFE Z B TIRE L E T,

* Allow on Max Latency (S AIEIERFICFFA]): S BIEICE LTz L ZiC, T 7 A7 T4 —)b
WEFAIDT 72 a v EFITTESLLIICLET, TOF T a VOEREMERT 5 L.
T7ATIA—=I)V T IarRnyay ZJISREINET,

* Log Traffic Not Scanned (AF+ > ENTWEWN T T 0w I ZIiliR): 7747
T A=)V, @EESIVY 7 OFEZRT D, mEAWIldRre” 20 R X - T
ENTOVRVEEGWIldFire! > 51> 759 RigiEkzn ZICiTtEs K51 L
ES 2

2. 0K 27Uy UCEREZELE T,

STEP8| (77 A7 U+ —IVHHRINE T aFy y—N—=2FHLTT /oA TNTVEEEITH
ENRESNIZIXRNTDA T4 Y 777 FgfbEEEIC X > TERE N B ERZ(EHET 5
Y—R—=A\D7 7 IMHHTZ70F> —N—EHKLET, H—-DTaFs ¥—
N—BIEET AL ENTE. BRIEHADTRTDALYIALY 799 RBLUaE ¥ H—
VA% ET, X T DPao Alto NetworksD i — Y RIS ENE 9,

1 (PAN-0S11.23L)[%) PAN-OSZSTL T EF > Yr—N—ZHiK L £ 95
1 [Device (731 R)] > [Setup (v k7w )] > [Services (Y —E R)| DJIEIC FEHR
. [Services (Y — VY R)| Dl ZMREL £,

2. [Proxy Server (0% Y —/ =) Zf5E L. [Enableproxy for Inline Cloud
Services(f T4 Y 759 R Y=L 2D 7aF U BHEINNCTT B 28N L %
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T, [Server (—73=)]7 1 —)L RICIPY RL AKX ZIEZFODNOWI N EfEE T E
S

TaFy ==/ NAT— Ricid, 6T EZ2ETD 208 NH D X
EE

for cloud logging, loT, ApplD Cloud Engine, User Context,

Enable praxy for Inline Cloud Services

3 0KZZUw I LET,
2. (PAN-OS1L1ELIH) T 7 A4 7+ —)LCLIZHHA L T/ aFy Y—nN—2ER L E 9,

Loy A7 —)bCLICT7 Z7HEALET,
2. XOCLIax Y REFEHALT, EATaFy —N\—DRTCETNET,

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>

set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

JaFy —N\—0/ AT — Rk, 6XFULEEDHIZHENH D F
ER
3. ROCLIAR Y REMHLT, T adxy b—N"—NA2UI742 757 R P—L R
Y— NN—ICEREEETEDXSICLET,

debug dataplane mica set inline-cloud-proxy enable

4 ROCLIAR Y REMFHLT, A VIA4Y VI RP—LADTaFy ¥ R—krD
BUEOBER T — R AZRFRLET,

debug dataplane mica show inline-cloud-proxy
DUNIEhlZ R~ U E 9,

debug dataplane mica show inline-cloud-proxy Proxy for
Advanced Services is Disabled

STEPS| I EREDH BT VT4 T« DME NI, T7 A7 I+ —Ihdty g
2T LI, 2947 IR T 7 AND—H%ZT v F L. TOEF LY g
ZRBLTRODT 7 AN ET 2y FTEEVKICT 7AT U+ =)V LT,
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T, Web7 T 7 HD[HTTP Range (HTTPO#IPH) A 7' 3 > 2 323E L TV B IGAICH
AL EJ, [Allow HTTP partial response (HTTPE7 L AR A2 FFA[ 9 2)| 2 AT %
EERAKBEOIHAMEMESNE TN, FAN—KEDPKINT SV X7 EELEDET, Pdo
Alto NetworksTld, tF 2V 7 ¢ ZiAKBRICE D % 7z [Allow HTTP partial response
(HTTPER D L AR Y A 23RS )| 2 hic 95 2 2R L TVE T,

[Allow HTTP partial response (HTTPHR/) L AR Y A&7 S %)|id 7 —/3 )Lk
ET. RANGEN Y 4 — % il BHTTPR—ZDF— ZEEICHE L. FiED
TV —a YT — E RRRDRET BAREMA H D £ T, [Allow HTTP
partial response (HTTPHZY L AR ARFFAIS Z)| Zfhic Licth, YRR Y
VT4 HVIET TV — 3 Y OBERRGEL £ 9,

1 [Device (77341 A)] > [Setup (2 k7 v 7] >[Content-ID (I >/ 7 >*V1D)] > [Content-I1D
Settings (2 /7 >V IDRRE) ] Z IR L £ 9

2. [Allow HTTP partial response (HTTPER /) L AR > A& FFA[ 9 %) 238 REER L. [OK]%Z 7
Vw7 LET,

STEPI10| 5% Commit (A3 v k) LE T,

STEP1L| (AT v aarysy 757 KOFQDNRE DK,
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B WildFire 1 > 514> ML ZEXNCT %

ECTHEHTZEIN? [ INRAELT I 2
» Prisma Access (Managed by Strata Cloud O 5[ Wildfire 91722 A
Manager)

Prisma AccessD¥; 5. C AU A Prisma

* PrismaAccess (Managed by Panorama) AccessT AtV AICEENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

T7AT7 T4+ —=NVDT—2TL—2 FTHEHFEE (ML) X—=XO0HZz#HH LT, BEEZobb
R—RTIVEITU[RET 7 A )L PPowerShell 2 7 1) 7' s DEFEN Ry N T—JIRBATE0%ED T
WEALTHSTENTEEXT, BEVDOEF2) T4 S5y T 4—L ET WildFire® 757
RfghrHhiZ RT3 C Lic &k b, EmEAWIldFre £ 54> ML . 7 7 A )VOEERE
EEMMETB720DTA—F T4 —)VRENREZ—=VEEL T 7 A VOFNEFMT 2 C Lick
D, BEDRATOEEDH BT 7 AN EZEHNHRELES, COMREICKD, BITERHTH S
7213 T7x <. PaloAlto Networks DM TH 2 &R U TR —Bd 2B MO FROHEIC &
RENE T, @& WildFire 12542 MLIZ, BHEDT U F T AINWATaT 7 A IARERE
ZHTELET, THIC, T7 A0y T a DN ERREL T, ET 5H 50 %2 RN
BTENTE, ZNCED, FEDEFaVT 4 ==XV R—=1 T3, LOHTIL—
WaTaT 7 A IIHERT 5 ENTEET,

EE R WildFire ! I A4 YMLZEMICT 2ICX. 77 T« 7 7% R WildrireX 7z ldWildFiret
TRV T a VB TE, £z, 72 F I A IVA(E TzidPrismaAccess O WildFirels K U7
YFIANVRA)EF VT TRT 7 AVEER(FXTIEEE) LT — E A2 B XK TEMIC
L. ZOT7YFIAINWATaT 7 A)NetFa) T2 R)— )b—)Uic 72y FLET,

B 7% WildFire Inline ML (3 BI{E. VM-50 £ 7213 VM50L )N—F ¥ )L 7547 2 A
TREYR—FEINTVEEA,

e Strata Cloud Manager
* PAN-OS & Panorama

EE R WildFiref > 54 UMLZEHINCT % (PAN-OSE X
UPanorama))

WildFire 7 >4 > ML B&REZHINCT BITE. 1V T4 MLRETCKESNTT VF 714V
A Ta7r7A)NVeda )T 0 R — I)b—)IUIcBMFT L E T,
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&g RWildFiref > 54 YMLZE A 73X T %ICld. [Action Setting (7 7 ¥ 3 ViRE)]ZET IV
TN (ET T F DOWICRET B, #53Ny a2 L TWildFiref 54 ML 7 A
IWHEINEVERR T B 08B D £9, WildFiref > F A4 YMLEBEIDICHED S T R F v HISNTT
VFIANWA T T 7 AINIERER LGN TLEE W, RET DL, 77477 4+—)Wd* v b
T—IWBIPT RLANDIXRTDO T T 0w rETay 7 LET,

WildFire ¥ > 51 > ML IZBIE. VM-50 F£721% VM50L N—F v )V 7T 547 >V A
THYR—FEINTVEETA,

STEP 1| wWildFiref >S4 > ML ZF]H 3 %ICid. Windows EITRIGET 7 LIV 20T %128D 7T
7T 4 7l WildFired 7 A7) 7’y g UV R0 £8 A,

WildFireh 7 A7 U T2 a Uhib 3 ZHERLET, HEITA U A ER>TWBY T A7
V7 a R d %I, Device (7734 &) > Licenses(T 1 > X) &R L., @Y7k
TA X ADNEREIN, BIMHBEINITIN TV RN &R LET,

WildFire License

Date Issued July 25, 2019
Date Expires July 25, 2020
Description WildFire signature feed, integrated WildFire logs, WildFire API

STEP2| U7 )u& A L WildFire £ >4 Y ML ETIVERFHTBICE. 7YFIAIVA BFaY
T4 AT 7 A)VEFHRERT S, BHEOLOZETEHFLE T,

1 BEfFD AntivirusProfile (7 > F 7 A IVA T T 7 A)V) B8RS S h, 7T VFIAIVA
a7 7 A )VEHHRVER U (Objects (4 7Y = 7 1) > Security Profiles(F 2 U 7+ 71
7 7 AIV) > Antivirus (7 > F I AIVA) 2 ER L, FiElT 0T 7 A )VZ2Add GEN LS,

2. 7 UFIAINA Ta T v AINVERELET,

3. WildFireInlineML (WildFire £ > 54 > ML) 2 7Z#ER L. % WildFire 7 > 5 4 > ML
E7 )LD Action Setting (77 7 > 3 VEE) A LE S, TOEEEZ. ETIVR—ATL
D71 b VHICERE T Nz WildFire £ A4 Y ML 7 7 a3 VikExRTLE T, X
DL Y Y VIMERAEETT,

* WindowsZfTR[HET 7 1 )V

* PowerShell 27V 7+ 1

* PowerShel A7V 7k 2

* Executable Linked Format (PAN-OS 1>/ 7> U ) —Z 8367 LD 1 > X b —)UTHIF
AlHE

* MSOffice (PAN-OS 1> 7>V UV — X 8434 L&D A > A b — )L THIH A HE

* Shell Scripts (PAN-OS 17>V ) ) — X 8543 IR DA > A b —)L THIH AT HE
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* OOXML (PAN-OS 11.1.30#35 K UPAN-OST > 7 >V U U — 8825 DA > A h—
JUCHIH Al HE

* Mach-O (PAN-OS 11.1.300[% 35 X U'PAN-OST > T > U U — Z.8885-8930LL[4 D A > &
~—)V CHIF AT RE

Antivirus Profile @

Name | WildFire Inline ML
Deseription

Action Signature Exceptions WildFire Inline ML

Available Models

DIRD7 7 a ViREDARETT,

s AN R(IaranEnT vy g vEMEKT %) —Wildrire 1X, Action (77 3
NETOFaA—=R 73D WildFire1 > 542 ML 77> 3 UHINORERNEIC
WoThTI T4 I ERAELET,

* T7I—bDOR(KOEEERT I areT T— MA—/"—F 4 KL% 9)—WildFire
X, Action (77> a )X 7DTFa—Zv 30O WildFire4 5142 ML T 7
Va VHINOEIRNBICE > TN T v I EBEEL, 7I9—M(Kavy 7, 7547
YroUEY b ==Vt b, WHOVEY )T I—FXDERNEKED
7O arvkEHEELET, UKD, 7TI—FERERLTERO JZIRFELED
5, b7 @R ERE AT ENTEET,

s k(I XTO T a b a)V) —WwildFireld, RV — 72023V LTRIT1w 7
ZiHmEEE I,

4. OK 7V w7 LT, 7YFIALINATOT 7A€ T+~ Rz T L, HiLLERTE

Zz Commit (I3 k) LET,

STEP3| (47 v a ) BBHNRELIGRR. TYFUAINAFa )T Ta77AUCT 7
VIS B L Ed, CHUXEE. TH DI WildFireld 7 7 A )V ERE L TWH R
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I—P IR L TITbNET, 77 AIVOBINOFEMZFINY X MCEREENT 20, &
AT T 7 AINVEEET AT ENTETET,

WildFire D1 > 54 Y ML ZER L TOMENT 7 AIVEA TRELET %
K3 WildFire S+ VT Ta7 7 AIVARETN TV AES., B8k
M ZERICHEIMCEBEEINE I, WldFiregfric k> TRMICHEI N
T 7AW T Zm-T A IVAT T — 5| EREFRRINS LA, PaloAlto
NetworksDH R— M EBRINEDE L EE W,

* T 7 OVORBINEEIN U A MCEESEML X T,
1 Tobjects(4 7Yz 7 b) > Security Profiles(zF 21 7« 7107 74 )b) > Antivirus(7
YFTAIVA)] BRI,

2 REEDT 7 AINERNLIEN T VFIALINVA TaT 7 AI)VEERIRLTH S, WildFire
InlineML (WildFire 7 > Z A > ML) 23R L £ 9

3. [T EBENT BT 7 AIVDINy T a, Ty AV, BIOHHZEML T,

4 OK ZZVw I LT VFIAIAR Ta 7 7 A )V EHEEL, Bz Commit (I3 R)
LEd,

* BRSNS T 7 AV 2B U XY,
1 Monitor (E=%&—)>Logs(a7%)>Threat (F) ZFER L. ml-virusBEZ A ooy
2T 4INWEI T LET, T7ANHINZIERS 27 7 AVOBERD 7 23R L £9,

2. Detailed Log View (FEfli 7 € 2 —) ICBH) L, Details GEfll) XA ICA70—)b X
L THh 5, Create Exception (IS4 2 1ERK) ZBHR L £ 9,

Partal Hash  2012354721170297008
3. 77 A )VHIsNVEEINT B ICiE. Description (FiFH) ZEAMLTOK 227U w7 LET,

4 FHLWT 7 A )VHIsNE, Objects(4A 7Y =7 ) > Security Profiles(tF 2V 7« 7’0
7 7 A )V) > Antivirus(7” > F 7 A )L A) > WildFire InlineML (WildFire 1 >4 > ML)
® File Exceptions (7 7 A )WL) U A MCH D £7,
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STEPAl (AT a ) TRHDO T 7 AT I+ —=VD, £2F4 Y ML ZF7 R Y—E 2Dk A
T— R AR LT,

BRAT—R2 AT RTBICE. T7A 77 +—)V ETROCLIARY Y REETLET,

show mlav cloud-status
PINIcHlZzZrUE 9,

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

AVITAYML YT T R P—EBRCEFETEEWVESE, UTORAL R Tay 7 ENT
Wi T & &R LT L 72 &\ ml.service.pal oaltonetworks.com.

STEPS| (A 7y ayarysw 757 KOFQDNRE DK,

WildFire 1 >S4 > ML Zffl L TR SN2 7 7 VBT 2 EHE B2k, Blka J &
AL %9 (Monitor (E=&—)>Logs(27%)>Threat (B&) IR L. VA oY 214 T7%
FIRL ), WildFire 1 > 542 ML ZfEH L Thath SN T 7 AU, BKOFEH ml-virus
EWVITNIUIMTIFENE T

Details

Threat Type ml-virus
Threat ID/Mame  Machine Learning found virus
IO 599800 (View in Threat Vault)

Category pe
Content Version AppThreat-8284-613%9
Severity medium
Repeat Count 1
File Mame 00785815be21e0272790a3145accbe3206052cb3c7alf3635b46534d
URL

20123547211702%7008
Create Exception

Partial Hash

Pcap D O
Source UUID
Destination UUID

Dynarmic User
Group

Metwork Slice 1D
SET

Metwork Slice 1D S0
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FEEWildFiref > 5 A Y MLZH RN 3 % (Cloud Management)

Panorama’z{ifi ] L CPrisma Accessz B L TV A S
[PAN-OS] X JICYIDBEZ T, ZTICHBHA XV AIHRENET,
Prisma Access”7 57 REHZHH L TWAE5EE. THOHIEATLEE N,

STEP 1| WildFiref o4 YMLZEFIHT %IciE. PrismaAccesstt 7 A7V 7 g v O—EE LTT
77 4 T IEWildFireh 7 A7) T g VIRRRE T,

BHRITHRYINIC IR > TWiRW WildFire 7 A2V 7’2 3 U5 L RERLTLZE
AN

STEP2| V)7 )& A L WildFire £ >4 > ML E7I)VEHHT 51X, WildFire &7 >V F 7 AL A
YFaVT0 TaT7 7 IV EHHIEKT 20, BIEOLDOZEHLET,

L BFOWIildFireBX U7 Y FIAINVA Fa V70 TuT7 7 OV2ERT 20, Filbt
FaVTa a7 7 A)NVElEK L %9 (Manage ()] > [Configuration (3 7E)] > [NGFW
and Prisma Access (NGFW & Prisma Access)] > [Security Services (ZF 2V 7«1 Y —E R)]
> [WildFireand Antivirus (WildFirek 77 > F 7 A )L A) 723K L C. [Add Profile(711 7 7
A)V7ZBhN)] 2R UK 9,

2. DD TNV ERHEET B KIS WildFire 5 XU 7 > F oA IVA T 77 A )0 &
RELET,

3. WildFire 1 > A UHWEAE T T IV ZEHR L, % WildFire £ >4 > ML E7)UIC 77
avRERBHALEST, TOEEIZ. ETIVR—AZEOKTa ka)VHICHREEI NI
WildFire 71 >S5 A4 Y ML 77 ¥ 3 VikER T LE T,

WildFire Inline Machine Learning Models

You can set the action for each model.
Model
Windows Executables
PowerShell Script 1
PowerShell Script 2

Executable Linked Format

MSOffice us MSOffice (97-03) files

ally def

Shell fachine Learning engine to dynamically detect malicious Shell files

RODFELY YV HMEHET T,
*  WindowsFITr[EEY 7 1 )V

* PowerShell 27V 7k 1

* PowerShell X7V 7'k 2

* S 7AleY v 7 Ak

* MSET7 1 X

* Y )JVAZVUT b
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* G B—WildFire i, Action (77> a ) X7 D7 a—XK &7 a0 WildFire
AVIAYMLT 7Y a HNDERABICHEST T T 1w I Z2REL T,

* T B (77T — FDOH)—WildFireld, Action (77> a )R TOTa—Xv 79
> O WildFire £ 542 ML 7 73 a HINOBEIRNFICKES TN T T4 v 7 =i
L. 79—k (Kkaw7, 75470y b, =—N=DUty k, HiHFDY
Yy M7 I—bEKODEEVEKREDT Vg U ELF—N—F 14 RLET, ThIcX
D, 79— bZERLUTEBBROQTIRELENS, "I T4y I RERIEZTEMNT
*ET,

o S —WildFireld, KUY — 7272 arik LTI 70w 7 R@EBETET,

STEP3| (47 9 ) SBEMWIRELIGAIZ. WildFirek 7Y FIAINA vFa VT T 7y

AT 7 AIVHINZBIN L9, THUXER. D 7=DHIc WildFire I 7 7 A )V & gk

LTWaEDWI—Y =i L TITbNE T, 7 7 A )VOBIS ORI ZHIT Y X HICERGEN
TEM BRATDET 7 AIVEIEET DT M TEET,

WildFire D1 >S54 > ML ZfiHH L T ENzT7 7 A )V Z A TZEEIET %
X3 WildFire it F a2V 74 a7 7 AIVAREINTVBIRE. E%
MEZEFRICHIFIMNIEESNE T, WldFiresaHric X > TR I N
T 7 AT Zm-T A IVAT T— b5 ERERREINS5EE. PaloAlto
Networks®D Y " K— MM BRIWEDEL 7ZE W,

* T 7 ANVOFIN AN A MTEREMLU XY,

L [FEHERE] 23BN L. [T 7 A IVBIIN] XA > T (s E8n) 23R L F 9,
2. [T BN T BT 7 AIVDNy 2, T A0V, BXUOSHZEMLF 9,

File Exceptions

BRI LS. 77 AINVOENEZHREZEL ET,

STEPA4| WildFire BX UG 7V FIAINADOTOT 7 AIVEREERREZE L. WO Z T Z T v 2 LE
ERS
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D7 INWERA LY T F ¥R DER—)V R E— RZH6%)
19 %

ECTHHATEEINM? R T G H?

* NGFW (Managed by PAN-OS or Panorama) O EEEL Wildfire 5 122 A
* VM-Series
* CN-Series

DTWEAL T TRF Y T30 RNV TR F Y BEBEZIATLTVBM., MBROILEZIRET S
LI ICNGFWERR TE X T, BBV 795 L. FrED WildFire FlEIC T 2 kO F =
V7o R I—ICHEDNT, T7AIVDNERITTD I A7 MU =X (X 7ay 7) &
N, BENO<IVY =7 DRPIOEEDBLIEENET, 7V FIAIVA TaTd 7)) Lidk—
WER EBE=REHKL, VT2 FYREBEZALT Y NEEHEY 7 a 007 a— N )VEE 7z iEH
TEEI,

C OREREIX. PAN-OS11.02L % RITL T\ 7 7 7 4 7 75WildFireZ 72 & & B 7 WildFireZ 1
Y AR OITARTCOI—F =R TEET,

STEP L] WildFire U 7IVEA L T 2F X )y 77w TOR—)U R B—REGHT 3IC

&, WildFire £ 7213 & 7% WildFireh 7 A7) 7'y 3V =B A S48V ADRRBRETT,
T7ATTA—=IVCT IA L AnEET 7747 LTWEWEEIE, 8577747
ELTLKEE Y, BUET 774 T A AR >TWBY T AT ) T g Vailld
%1ciE. Device (7734 A) >Licenses(T A2 R)EEIR L, WYRT A ANERE
N, AIHREMTIN TRV L 2R L X T, LUTORIE, £HED wildrire 5 12 &
DOFIHZ/RLTVE T,

WildFire License

Date Issued July 25, 2019
Date Expires July 25, 2020

Description WildFire signature feed. integrated WildFire logs, WildFire API
STEPZ2| T 7 47T % —)VIWildFire> 7 3 F ¥ 21 7 )V 2 A L THUST 572D AT ¥ 2 — )7k
ELET,

T7ATIF=WINITIWEAL T T2F Y 2T 5K ICHMRENTVEEETE, #
R T 2F v )Ny r—VI3EMNICA VA b —)bENEd, TNUCKD, EORENRE
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LIt BICRHOY T2 F v V—ABRMEEN, T2 F v HAa—)VTHHTE 55513
W FOFRER/LENET,

[Device (75734 A)] > [Dynamic Updates (B EEHT)] 2 341 L F 97,

2. WildFiredHFr DA ¥ 2 — )V EBIRLE T,

4.

U7 IWEA LEHFORED IR (T 7 A7 74 —=)bha7 )Lk xy 8T —27 ZOEH
P—NNTHLW T2 F XY Z2F 2y 7T 5HEERELET,

[OK]Z 27V w7 L CWildFire B A7 ¥ a— )V fFE L, ZHEZa3Iv FLET,

STEP3| ZA LTI MRELV VZAINRALT Y NEBATGEDT 7 3 VR LE T,

WildFire U 7 )V R A s T2 F Y RZBROEEE— KRBT VFIAL)VA a7y
AT LITEINCT BT, REE— RE 7O — I UTERNCT 20808 H D
EJCIN

Realtime Signature Lookup @

Device Setup (7731 Atz 77 7 > ContentI D (I >/7 >/ ;D) > Realtime Signature
Lookup (V 7V R A LY T3 F ¥ MR) 2 E#IR L £

2. WildFireD ) 7 )V & A Lo T3 F v sz Gk L9,

WildFire U 7IVEZA LY TR F YR ZA LTI N (RUM) Z S UMBENTHEELE
9 (7 7 4V MAIZ 1000),

©) PaloAlto Networks Tld, 7AMCRZA LT T DO REINIZWVIED
774 )V MED 1000 S UM EMFHT A E2HRLTVET,

V7IVEA L WildFire > 7% F ¥ XA LTI REDQT 7o a VRIBELES, T 74
)V ME [Allow (FFAN] T S, Palo Alto Networks Tl R—)U R = RBERIESGS
X TN 7z [Reset- Both] ICRVET A L2 BEIHLE T, ATV 3 VITiFRDEDHE
EFNEI,

* Allow (FA]) - NGFWIZ, F—)V R ZA LT T M LEWVHEIGELTZE ZITTw D

2R LXK 9,

* ResetBoth (fi/5ZV 1ty F)-HK—IVR ZA L7 T FLEWVHICET S L. NGFWIE
7547 2 Ml Y —N\—floi /5 Tz 2y LK T,

e Llcb. TOK]) ZEERL E£d,
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STEPAL FULWT Y FUAINA Fa VT 0 TaT 7 A)v 2B £ TEER L T, WildFire Y 7)1
ZA LT ITARFYREDER—IVRE E— RZEMLET,
Antivirus Profile @

Name | WildFire RT Sig Hold Mode
Description

Action | Signature Exceptions | WildFire Inline ML

[] Enable Packet Capture Hold for WildFire Real Time Signature Look Up

L MO 7 VFIAINVALFa VT TuT 7 AOIVEERT S, FiLnvkFa ) Fg
TaT7 AN ZBMLET (A 7V N> [vFaVTy a7 A >[TAV
AXFH])o

2. TUFTUAINA T2 )T Ta T v A)VEENL, [T7Ya VICERET,
[WildFire U 7 )V 2 A L3 7 3 F v DfER] T (R Z#IRL X9
WildFire) 7 IV R A I ¥ T2 F v REDHR—IV R E— REAEMTEITXRTDT 7
TATIETVFIALINVA TaT 7 AN U TFIELLI~43%FEDIR L F T,
STEPS| Z¥% Commit (3 b)) LET,

STEPG| (7> 3 V) UAIVAMEOMELRR—V T, 7VFIAINA T2 )T Ta7rA
JVEREOHE (R—)V R E— ROEMLERE) 2R RTEET,

lllllll

pond
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272 757 ROFQDNEKRIE DK

ECTHMTEEIH? [DNEET T 0?2

* NGFW (Managed by PAN-OS or Panorama) O 5[ Wildfire 51422 A
¢ VM-Series
e CN-Series

FEEWildFiret —E 2 U 7 T A F 2T 72 DICNGFWAMER T 5 75D K av T

Y DSEREREI R X A 2% (FQDN) 25 E TE X9, BLED FQDN (& hawkeye.services-

edge.pal oaltonetworks.com IC##i L. &I cloud Y— Y R Yr—N\—IcfifikE N 9, HE)
Y= N—FIRE L —NN—F 4 FT3ICE. T—2DEEMEE T+ — 2 ZAOBEMHICHRE#E LT
D cloud A>T VP —N—ZFELET, 7TV K a2T7 2 VDOFQDNIF /1 — I fif
HENBVY—ATHO., TOERIMKFT ZMOY—EAN T T 1w I XA — F2ik(E
TEHITEICHET L LIHELTLEE Y,

ALK T, 799K ary5 Y OFQDNAY, FiE DHuUE DR E DPalo Alto
NetworksBd i OBRE R T2 RICY R—F L TWEWT EARH D FET, VST R av T
Y DFQDNZZ T AR, HEMNZERICTR—FENTWAEZ &Z2MERLTL
7ZEWN,

FHTZYU—C AT, 799 R AT YOFQDNIE, I 740w 7 XAa—KE2EL
fRMTY—C A VT AR ERAHICL, BIRLIZY =V 3 VOV —N—IcTF—REEELET,
BEFVOMIBSNCH BT Y 757 ROFQDNZIEE LTIZHG(z L 213, EUV—Y 3 v
ICWBH, APACY —Y 3 YDOFQDNZIEE LT5E). FTlEd 28D 75 A4 N\ —HB X O
HHNOER T 5 A[REENH O £9°, Palo Alto NetworksBliE C7 57 R a7 2V OFQDN E D
EMHEHETNEZMTOVTE, FFEDHE RF a2 XV R ESHLTL T,

Y—UE R EHOMENREEL T A 5EHIE. MkLierZoo R arvroy
DFQDNA Ty 7 ENTWiEWC L EHERLE T,

STEP1| PAN-OSWeb A > X —Tx A AlcasZ A4 LET,
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STEP 2| [Device (7734 R)] > [Setup (v k7 7] > [Content-ID (I >/ 7 >V 1D)] > [Content
Cloud Settings (> 7> 757 REE)] 2R L, HEICIS U TFQDNEZZE L X7,

* 57 7+4)V b hawkeye.services-edge.paloaltonetworks.com
* SKETERCKE T A 4 T JH): us . hawkeye. services-edge.paloaltonetworks. com

* I—umwIN(FAY., 757 7)V1F): eu.hawkeye.services-
edge.paloaltonetworks.com

© TITKEE(E Y R—)V): apac. hawkeye.services-
edge.paloaltonetworks.com

* A2V F(L231): in.hawkeye.services-edge.paloaltonetworks.com

* HWE(AFVU A, arRY) uk.hawkeye.services-edge.paloaltonetworks.com
* TS VA(I T A, 28)) :fr.hawkeye.services-edge.paloaltonetworks.com
* HARG@EH) :jp.hawkeye.services-edge.paloaltonetworks.com

* F—AFFVUT7HF—AFFVU7., ¥ RF=—) :au.hawkeye.services-
edge.paloaltonetworks.com

* NWFRChFHA, EYRUA—)V) :ca.hawkeye.services-
edge.paloaltonetworks.com

* A1 A:ch.hawkeye.services-edge.paloaltonetworks.com

* 4<% nl.hawkeye.services-edge.paloaltonetworks.com

* A2 RFxT7:id.hawkeye.services-edge.paloaltonetworks.com

* J1%—)l:qa.hawkeye.services-edge.paloaltonetworks.com

* 575: tw.hawkeye.services-edge.paloaltonetworks.com

* JK—Z 2 R:pl.hawkeye.services-edge.paloaltonetworks.com

o FEEERE. V7)) kr.hawkeye.services-edge.paloaltonetworks.com
* YUY 7 I 7 sa.hawkeye.services-edge.paloaltonetworks.com

* A4 %1 7:it.hawkeye.services-edge.paloaltonetworks.com

STEP3| oK 27V v 7 L%,

=7 WildFire O 91 ©2025 Palo Alto Networks, Inc.



En 7 WildFire 29 HT ORERR

~ O] DM A= SN
Y 7 VkAE DFEGIE
ECTHEHTEEIN? MDA T N2
* NGFW (Managed by PAN-OS or Panorama) O @& Wildfire 512> X
* VM-Series
« CN-Series

RIWVTLT7 TAN YU ) EEHLUTERZT AN U, 77477 4—)LA WildFire 7381 HIC
T7ANEIELLILELTWVWASC EBMERLET,

s YNNI LT T7AIVDT Ak
* T 7 AI)VDELE R T B

VoI T T 7 AIVDT A B

ECTHEHTEETH? B N QY

* NGFW (Managed by PAN-OS or Panorama) O &% Wildrire & U < 1% Wildfire 1 &
+ VM-Series VA

+ CN-Series

Palo Alto Networksld. & &7 WildFires DT A MMEHTE 59 )V <)oz 774V
PERELTVET, XOFEEZETL TNV B2 TIN I 7 AV EET > Oa— R L, Z0D
7 7 A IVHVEE R WildFire AT HICHA SN TWS T 2R L. IifERE2RRLET,
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STEPL] )27 DT AT 7AIONVT N ERX 7 a—RLTL X
W, PE. APK. MacOSX. ELFOHHh 5EINTE XTI,

EEAEE NTWildFiret Y TIVSOV Y 27 T 7 A VR AT U a— R B H0]

IZ. Device (7/3A A) > Certificate Management GERHEDER) > SSL
Decryption Exclusion (SSLIE={LHIIS) X—TDIEHLY X~ ORFIF

5* wildfire.paloaltonetworks.comT. >/ k U 7= —KEICHERNIC T 20BN H D £ 9,
Ehic Lane, IELS Xy rua—RENETA, HEET A M OEEZIC, £
I %Y DOSILIE SRR — T * wildfire.pal oaltonetworks.com .2/ b V) 7% f &
BT LTLIZE W,

* I AT TF—IVTSSL EELEEMCLTVREHEEE. XROWTNHD URL 2/ L
9 :

PE—https://wildfire.pal oaltonetworks.com/publicapi/test/pe
APK—nhttps.//wildfire.pal oaltonetworks.com/publicapi/test/apk
MacOSX—nhttps://wildfire.pal oaltonetworks.com/publicapi/test/macos
EL F—wildfire.pal oaltonetworks.com/publicapi/test/el f

s I AT T+ —)UTSSL EESLEAEMCL TOEWVIESIE. fXboickowndnho
URL ZfFHH L %9 :

PE—http://wildfire.pal oaltonetworks.com/publicapi/test/pe
APK—nhttp://wildfire.pal oaltonetworks.com/publicapi/test/apk
MacOSX—nhttp://wildfire.pal oaltonetworks.com/publicapi/test/macos
EL F—wildfire.pal oaltonetworks.com/publicapi/test/elf

T A N7 7 A IVOL4TTE wildfire-test-file type-fileexe T, ZNZFNDT A kT 7 1 JVIZEAH D
SHA-256 /Ny ¥ 2 iz Hi> TWVWE T,

RIWVT 2T TAL 77 AV EIST % 72WildFire API G TE £ 9, 35

1. WildFire APl Referencex B L TL 72X U,

STEPZ2| 7 A7 94— DI T AV E—T A AT, Monitor (8+H) > WildFire Submissions
(WildFire\mik(E) OJEICEN L. WildFirelc 7 7 A VDR SN L RiER LT EE

A

7 7 A VDO HHERMAWIildFire Submissions (WildFireN®MxE(E) RXR—JICFERENS F T,
P LB BHEBLIEE V., TAR I 7 AIVOHIERERIZIANT LT 27 EFRENE

ER
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7 7 A INVDERIR 7R T B

ECTTHHATEEITN? A DA TG H?

* NGFW (Managed by PAN-OS or Panorama) O =7 WildFire & L < 13 Wildfire 1 2
« VM-Series VA

e CN-Series

T 7 AT T+ =)V E 7 WildFire D 728h D 7 7 A )LDl LICREENTZE, XROF TS
Vg EREHLT T 7 AT I+ —)VEWIldRire/ ST ) w 7 F 1213 TS5 A RX— k757 RO
TR L., T A)VlinER LU E T,

T7AT I A —IVINHROY > TV REE L T0EHE S el d 5 HikiEw
OB, CLIaAX Y RES588H D £9, CLIaS Y ROV EFEIICD
W T IZPAN-OS CLI Quick Start Guide (PAN-OSCLI 714 v 7 AZ— K HA R) &S
LTI,

I DIZDICT 7 AT T A=)V SELEE NIz T 7 A I)VOREZE &, Advanced WildFire/ R
TV 7759 REBXGIFERIZWIildRire S A X— K275 RADT 7 A 77— )V D
AT — R AR L FET,

show wildfire status (WildFire X7 —X AEXR) AV REFE{TLUTCLLFDIE¥ER
TFOET,

* T AT I A=)V ER I N TV EER WildFire /87 V) w7 757 R 71 WildFire
TIAR=I T RDRAT—RZARMRLET, AT—ZAHIdle (A RI D) I
To TWVAYE, AERWIdFireZ 2T R OST Vv 7 XS IAX—=F) 90 H
T 7 AN EZETEAIREICHD T,

* RESNET 7 ANYA X ERZH#ZELET (Device (7731 A) > Setup (v b7 v 7) >
WildFire DJEICER)

* IMDIEDICT 7 AT T A=)V K> TR N2 T 7 AIIVDRETIR E. 7 7 A )ik x
BEHLUEST, 77479+ —)VAWildFire/NA 7V v R 7577 ROE ABRBENICRBE SN
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TWaEE. WildFireX7 ) w27 7575 REeWildrire 75 A4 X—k 757 RICHEES N
T7AINVEEFERENE T,

DUREWildFire 75 A X— k7 57 REABRE FICEBIT Sshow wildfire
status WildFireXo5—%ZX&R) a~x> RO HIHITT,

admin@VM-FW> show wildfire statms

Connection info:
Signature werification:
Server selection:

File cache:

WildFire Public Cloud:

Server address:

Status:

Best server:

Device registered:
Through a proxy:

Valid wildfire license:

Service route IP address:

WildFire Priwvate Cloud:
Server address:
Status:
Best server:
Device registered:
Through a proxy:
Valid wildfire license:

Service route IP address:

File size limit info:

pe

apk

pdf

ms-office

jar

flash

MacO5X

Forwarding info:

file idle time out (second):

total concurrent files:
Public Cloud:
total file forwarded:

file forwarded in last minute:

concurrent files:
Private Cloud:
total file forwarded:

file forwarded in last minute:

concurrent files:

enable
enable
enable

wildfire.paloaltonetworks. com
Disabled due to configuration

no

no

yes
X.X.X.X

X.X.X.X

Idle

O O €D 4
ves

no

ves

X.X.X.X

9 MB

49 MB
1000 KB
5500 KB
9 MB
10 MB
1 MB

20

B 7% WildFire 787V v 7 27577 RE 1213 WildFire 75 14 X— k7 57 RO HDELEEHR A
FoRTAICIE, XOaxw Y REHEHLED,

 show wildfire status channel public

* show wildfire status channel private

w75 WildFire D5 BE

95

©2025 Palo Alto Networks, Inc.



= 7 WildFire 59 HT DO RS AR

BFA—IV) VI RED, IEENTY TN E T 7 AINVERTY—FLTHET S,

{) COLXTvarvEfifidse, BABXIUI LAy 7Y voaxy 7ha
MTIZH>TWTE. 774774 —)VICWildFire Submissions (WildFire 3%(2)
DTV RI)ELTHEEXZZE 70y TOHEEZITIR S T2ETFA—)VY VD
DIRNFLEREND T2, I DEFA—IVY VI DEEEINT NS T L 2R
TEE 9, WildFireNDEELY MV, ZeXZETFA—IVY roua ik
WL LR ENENETY,

show wildfire statistics I~ FZRMEHL T, &E% WildFire /X7y 7759 R

F 721 WildFire 75 A=k 7 57 RICEGEEINDE T 7 AIVEZA TRIHERLE T,

s ZDaxYV R, RO T AT U —IVOH I EFR L. T7 AT T F—IVHVIHD
T2DICHEE T BT 7 AIWNEATOH I U 2 EBFRRLET, Y NEWNODGE. 77
AT IX—=)VNIFDT 7 AIVEZA TRHEL TWVEE A,

* LUFDAT Y RZRERMDOTIIENT L RMERL, BT AX—ILY 7 HWildFirelC 55 TN T
WA EZENDTLIEIL,

* FWD CNT_ APPENDED BATCH —EE s WildFire 737V w7 7577 K% F21% WildFire 75
AR—K" TS5 RADT v Ta— REEFS> T0EN\y FIBINENTZETFA—)LY V70D
N ER

* FWD CNT LOCAL FILE— EE R WildFire/X 7Y w 7 7 5% RE T2IZWildFire 5 A X—
oS RICT7 vy Ta—RENEA—)L) V7 OfEERLET,

FEDY Y TIVINT 7 AT T4 — IV SHEEENT WA L xR L. ZTDY 2 TIVD R
T—R AR LE T,

e COF T aVBUTDEI B NI TN a—T 4 VT Z2ITIBRCETI B X T,

s EIFHIEERZITITHIEWY YTV T 7 AT I+ — IV K> TIEL 5k ENT-C & &
FRL %9, WildFireSubmissions 7 7 14 7 7 4+ —)VICEEERENZ DX, 70h5E 17 L.
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= 7 WildFire 59 HT DO RS AR

Y TIVHHIERZ TG EDORTH S8, O T arEFEHL T, HESHTO
S INE T 7 AT I F— )V E LT L R L £ 9

* X aVUT o= RUI=ICKOFFAIEN, WildFired 72 7 7 AV EBBEE . 7087
WCHEESNTRED T 7 AINETRIFEFA—IVY VIV DAT—R BRI IBYT 5 D
x% 9,

* HybridCloud ONA 7V w K759 R) F7AA R DT 7 A7 7+—)UH, btk
T7AINEALTERX—=)V) V7 ZWildFire’X T ) w7 75 RE =3 mE s WildFire <
AR—=K 7T ROVWTNDICHGEL TWVWB T EEMHERLET,

T7AT7I4—)JVCRDCLI AV RZFITLT, 77479+ =)V HICHizE Lz
VINWEFRLET,

* CLIZ~ Y Rdebug wildfire upload-logZffiffiILC. 7747 U+ —ILIc K> Tl
EENTZITXRTOY I eRRUET

* CLI 2~ K debug wildfire upload-log channel public ZffILC. @&k
Wildrire’ 7V w7 759 RICHRERENTY VTV DHERRLET,

* T 7AT I F—IVBWildFire 7T A N— 75 RANEGE LTe T > T IV DA BT
55513 CLIa< Y Rdebug wildfire upload-log channel private[7 /3w
JWildFire7 v 7O — K7 F ¥ VxS T4 RX— R NEFEITLET,

KOFNZ. EEE WildFire/ ST ) w7275 REREDO T 7 A 7o+ — )V ETEITUIZ LD 3
D20y ROMNZRLTWVET,

user@firewall> debug wildfire upload-log
+ channel WildFire channel (Public/Private)
Pipe through a command
<Enter> Finish input

user@firewall> debug wildfire upload-log channel private

Private Cloud upload logs:

user@firewall> debug wildfire upload-log channel public
Public Cloud upload logs:

log: 0, filename: support-login.swf

processed 353580 seconds ago, action: skipped - remote benign dup
weys_id: 1, session id: 169651, transaction id: 261

file lemn: 91536, flag: Ox81lc, file type: f1 ash

threat id: 52145, user_id: 1238, app_id: 872

from XX.XX.XX.XR/KOH to XX.XXX.XXX.XXKHQ(X

SHAZ56: 6b2fl1a23407ab2db%al7ccdf6débacctdadT7d248%c65ba%0dbdf02508b3d4efd

log: 1, filename: G2M D because 12.03.2014_ 300x250.swf

processed 611505 seconds ago, action: skipped — remote benign dup
vsys_id: 1, session id: 259049, transaction id: 260

f__ei_en. 35206, f_ag. 0x81lc, file type: flash

threat id: 52145, user id: 20583, app id: 872

from XX.XX.XHLXN/00MN to XEE. XL X000 3000/KE

SHAZ256: cd52d1b7a7521a14237c1531edbl09627fee084806a300d4d%07b57322blefd6eT

EZZ—Y U TIVEAHHICIERICAEE N L,

T7AT7 T +—=IDI L TAVRZ—=Tz—Ah 5, Monitor (§:ifd) > Logs (2 %) > WildFire
Submissions (WildFire\OEE)DNEICEIR L E S, 7717 7+ —)Uic K> T Advanced
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-deployments/wildfire-hybrid-cloud.html

En 7 WildFire 29 HT ORERR

WildFire 787V v 27 27577 RE F2ik WildFire 79 A X— k757 RIZoD DIkt E N
723 XRTDOT 7 A4 )ik, WildFire Submissions X—JICicEr S NE T,

s HETYH Y IV EMRLTLEEN

T 74 )V k Tld. maicious] & % 7z & phishingH /& %521 ) 125 > 7 )L DI WildFire
Submission T FJ & LTHERENE T, benignds X U/E Tzidgraywaretr > 7 )b

JECT BICIE, Device> Setup > WildFire > Report Benign Files Report Grayware
Files.

(3 firewall N7 7 A IVEHELE L CWA T & Z2TERT A -00fEIE N5
Woa—T 4 Y IFIEE LT, benign? 7 A)VOOAF > T EEINMCLUE
T, WildFiretE a 72X T, 7 7 LIV D= EE ST N, WildFire
DHE (T DA Xbenign] @) 22 T3 T L EHEEELE T,
* YUV HIEITE R L £ 9,

WildFireZ 7 R 3ici&, 7 7 A IVOEEEC DT & i E NG ERENE T, C
NE, ATy B 757 R RERT B5EIEN T,
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-deployments/wildfire-hybrid-cloud

En 7 WildFire 29 HT ORERR

HIERY 7 Z A s DY > 7))L

ECTHMTEEIH? (I DAEET I 0?2

* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager) X
Prisma AccessD¥ &, C AU H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

IO Tz I FEE7x WildFire 7 5w RIEE S NzBEOY > T IVid, 21— —0OEE THIBR
TEEI, UKD, GDPRZEZESF LA N RS RV I—Y =R EDT—XZ{FH#R) > —D
WL T2 % A— =1, KO T — 2 ER ) = DN TY VTN TE E T,
Y I)F—=RIZE, vy vav7y7a— RABXUOY VIV T 7 A )VEEDEEN TV E
ER

STEPL| HIBEd BH > 7 )LD SHA256 3 %W MNE MD5 /Ny 2D A S EFDTFEA T 7 A )V E{E
MUEST, 77 AIHNONY Y213 173D TET, T, mAK1040Y > IV Es
HENET,

HIFRCE 5D, 2=V —DERBICEEDT 7 A )VIEIT T, Mo/ST ) w7 H
BNNETITAR= IR T4 — R TCUKRT 7 ANVERITE S Lo T
ay WNROT7 AT FDRy v ayBEXUY vy Tu—FHETDHEIFRENE T,

| hashes-to-be-deleted - Notepad EE

File Edit Format View Help

d8b2c1d81lbo4f2ed4d26d131e562e300fc0dlc570a4e5bell15162F92b5F50a7e2
28a90c482d25e1aaf119b71277333¢c227f69af5255e72ad41c729692Tb4493b7
fhe0car6f31d8c3ccfbd19d1ifc50cc12ea58b8c050967033d4ed475e7c0d2706T
9263cchfdadf6c511c9f59b441b29c7175dbasdced 6ac8166b2e600b83b6cs5TC
1595d45he38d86646d8T271321ca27130dfafd8f0fcl5e8f6ade851Tde5cc8cl
2f7485ce791e7cdedceala?5fcaf4b2f320adbb84cb7c48a8026091T424 5T etb
bae52780fca24c425dbbb69d7b56e8dd28a26T437e0421df445¢9548Tb69f843
e4al11307a811c4fbab73af22cf71ba04ef8366c6C2daae79316d1d835553adcc
aB8b7ecf355e205el5f72bcdffbchbacd927adabf4f32473dda332f24932c74ce
b9ed481df7249eedb6988bc67eab9cdbbf 3fdee252Tc0334437588dal23dd49a52
2aeddéazdfefd4daf2fd3f37edca3se40ead 7187 delee576abef cadadad3cBbfe
4122d35e132f015feabf8a2d28d89379925a8¢c467308430fba67c207decf0a3
6af4d037acad35708e440c10472a6e36e755d3b0c03952662b7F9a76d4d8080T
7d93ad91b703dfa717ef138d12a341 5cbb194d2c740d54db26d53f7b9d60811a
671709a335abaSacadf76beffo5cofe33cideSedf 5d9f363bT341b7788abd 9ee
1c52b645bd20e76a060b7d7690613912Ce9a22738940d307e4T062749Tb59249
842bcl800dad42ece9c3c5e496bd32f019a657eadbdch112d771f951859b06f ¢
5943c0a26d90896cellel7c76e5T8864e88cTechda76c8bf890ca733cc3ectbbb
f909a6d0ch81b553b0228eba33e3366a000f783b9%bd3b27794b9d4cebe38a05¢C
9ce7ff316856bbale70bbd62478244350048d60b73aec631d332ba3clad4fofoe
6b0ff9edff096279aa5e3Tc2bb6596614T23c273f774635T00b0a8a%68chesdad
dc33a3a06f2fee53ad7a3b5ea0e8365337b229fdfa05a5f532elbbeb3ad%ed9s
41f78fea73a6d7b551eaa06bf00a0153b8T814d75d2742b87d232c9333671483
286340T00497821c8e81c03583c30d41T02d8bd092ed8dc4800Te28efdE2dT 82
65bac2ch939c8ed76dd7fobe5d56d58488b4063583T469b6e094e402878cfadbe
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En 7 WildFire 29 HT ORERR

STEP 2| palo Alto Networks HR— kB IER F 7213 WildFire 7 717 > b 2 L C. WildFire K—
zpica A4 LEd,

STEP3| X= 2 —/N—DSettings GRE) ZHEINLF I,

STEP 4| ChooseFile (7 7 A VDR E T Uy 7 L, AT T 1 TIER LTz 2 VA RDTF
AT 7 A)NEFERL TH S5Remove Samples (V> FILEHIR LET, 7 7 A IVHBIEFIC
7w 7 a— RENT H@EMZZITED £95,

SETTINGS

Remove samples, update the default timezone, clear logs, and change notification settings.

Remove Samples [ Choose File)| No file chosen Remove Samples
R —

STEPS| H 7 )UM WildFire 7 57 RHOGHIBRE NS, V7T A ORI S N7z hER
A=)V ZLET, i, HiEY 7T AN LEY Y TILVOY A, BEUOKY >
TIVOHIRAT—RZANGENTOVET, COTOLRAIEATHBEIDBEELNHD F
C

Dear WildFire customer,
your reguest for removal of samples from wildFire cloud has been comﬁ'\eted. In total 1 samples were removed from wildFire,
the following table shows removal status for each individual sample hash

| Hash | status | Information |

|6d2efof70b5bB1429chlffeebdeb2919a9a84ec0cc0e5023cbf45a68967cbelc | Deleted | |

FHELEVWY TV, HENVEI—Y—DREICEG R DT EWT > T
LTk, ZNZNot found (ADOH D £ A)FB X UTReected (FEFF)D A T — &
AMRENET,
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En 7 WildFire 29 HT ORERR

Firewal 7 7 1 VLA A& (BT VA

ECTHEHTEEIN? I DAEE T 2
* NGFW (Managed by PAN-OS or Panorama) O @& Wildfire 512> X
* VM-Series

7 7 A IVERERRIE. 2% PaoAlto Networks 7 7 A 77 4+ —)U T I)IVIN KT D 1= DI & 7%
WildFire 757 RICT 7 ANZEIEETEDZ 10H-0DRAKL—FTS, 7747 74+—)b
WU D FIRIGEL SRS, B OV IVidFa—iBmEnEzd,

RDED [THIEH R T A T &, 77 ANVDFa—A Y ITHIITFRIENTWSE T 747
A=V EDRSATHEHBOBEEXELET, 77AT7 T4+ —IVDRITATAR=ZAH ERICEL
Tea. Fa—ICEBENTEBLET. 7747 94—V WildFirel [alF 725 LW 7 7 A )L Dz
ErFy IV LET,

T 7 AT 74+ —)UH Advanced WildFire 7 57 RIC T 7 A IV ERE T E %HE 1,
T7 AT I F—)VHh 507y 7Ta—R Y 7O b7 L E S,

VAT A N E LN 197&H7z0 DIRKT 7 AVEL | TRIERH BT A T
VM-50 5 100MB
VM-100 10 100MB
VM-200 150 200MB
VM-300 25 200MB
VM-500 30 250MB
VM-700 40 250MB
PA-220 20 100MB
PA-400 20 100MB
PA-820 75 300MB
PA-850 75 300MB
PA-1400 V) — X 20 100MB
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En 7 WildFire 29 HT ORERR

17H7=0 DEKT 7 A IVEL

PA-3220 100 200MB
PA-3250/3260 100 500MB
PA-3400> ) — X 100 S00MB
PA-5200 3V — 2 250 1500MB
PA-54003 Y — X 250 1500MB
PA-7000> V) — X 300 1GB
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% paloalter

TECHDOCS

7T 4 T ¢ OB

ECTHHATEERITN? [N ELTY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessD¥5 &, C UL H Prisma

« PrismaAccess (Managed by Panorama) AccessT At Y AICEENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
e CN-Series

WildFire portal (WildFiresR—%)L) i L TWildFirelc fe i E =y > )L e &Y > )L sy
Wi R AR RTZENTEET, T, YUTWERELIET 7 AT I+ =)V T 72 RAT

5CLETEET (BEEEPEMT 55 EPanorama) 7 74 7 7+ —)V) . Fizldusing the
WildFire APl (WildFire APIZfifH) L& 3

WildFireh\V > )V L. BEOH D, Taov T, JL—ox27, FREEHOHE

1ol SO L AR— DY TIVHICERENE T, YU IV ERELET 7 AT

Y — )V SRS T X AWildFire it L R— R, Y2 TV E N0ty > g VickH
FTEHEEMEREEENTVET, Fizlic)v oo 7 LHES NI T IVic DN T, BIED
b N SEHFEOWIldFires 7 2 F v IEHR. YU TNV T 27 THBHT &R T T 7 A IV
Y. 28, 7T 40 T ICBT A EHREWildFires it LR— Mt SN TV E T,

F 2. mEEWildFireSPao Alto NetworksDD 7 7V r—y g ottt 2 U750 —E AL &
DEIIHHEETN., BRD SHMEIRET 2 &R TE 5I1EN, StrataCloud Manager 1< > R
LU A—B LT, T7aA Ay NEEOEHOSARNREez KEMERETEEY, av
VRt Z—IENetSecDR—LRX—=TE LTHREL., v hU—2 e, v+ 71,

BEUOHREOOURFENEY U —%, HHOT—% 77y VAl A V257740 T%E
VATV E YT aR—RTEMLET, chuckbh., —HTEHEICTHETEE T,

BT Sy T+ — LIS UT, TERZEDIE TRy b I—2 70740 8T 2DV TF
AREEE, BEZWIldFire< )V = 7 R OMGHER & A Em 22t 2 s LNV Ry

f/:LFJ‘:‘—FCC/ 7'{ZZ‘—Z‘;%§E—§‘O

Palo Alto Networksld. & EZRWildFire7 7 7 4 © 5 4 ZEiHT 57280 DWW Oh D EZIE L
TWVWETF,

* StrataCloud Managera~ > K >/ % —

* SEAWildFireX ¥ 2 R— K

* WildFire 7' & LsR— MZDWT
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https://wildfire.paloaltonetworks.com
https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api
https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/wildfire

7T 4 T OEHH

* WildFire 3X{5 1 73 E ORI

* WildFireR—2)L 2 L7e< )LD = 77 DL
* WildFire/s#r LR — ~ —5¥H

* RNVT L TKRIEREDT T— N ERET B

ERFE 7R WildFire OB H 104 ©2025 Palo Alto Networks, Inc.
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7T 4 YT 4 DO

WildFirer 7 & L ik— Rl DWW T

ECTHHTERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessDi 5. C AULE H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

T 7 AT T4 —)V T, WildrireR— %)L ffifH L T, StrataCloud Manager, X 7zldWildFire
APIZIERLTY 77 4 BT ¢ OFEITEET,

WildFireld o3 288 > IV i e, VI 7. Tavv I, JLAoc 7L, Z
DY > T IVOFH & 268 72 5l U 7z WildFire At LR — b 22 U X 97, WildFiress#T L AR — b
X, WildFire APIZEF L CY Y IV ERELI T 7 AT 4=V, ZOH IV L
7zWildFireZ 5 R OX7 ) w78 LT TA4AR—=F) DOMERT S eNTEET,

* Ty AT 74 —)U - WildFireflfiT DIz DIC T 7 A T I — VI K > TEET NI TXRTD
FklZ, WildFire(fE > MU & U CadskE ¥ 97, WildFire Submissions 27 MDAction [%%
] FICiE. T 7 AV T 7 AT I =V K> T EN=h 7oy 7 ENhhREhn
9, TNTNOWIildFire\DREEFELY FVICDE, Flin/Ca—=ZEML, ZOY 2Tl
DOWildFire i L AR— R EBE L7720, LR— b ZPDFIERTEX Y Oa—R L7033 &N
TEET,

* WildFirelR— %)L T - &Y > IV OWildFire7 4t L iR — k& 7=WildFire” 7 7« €5«
FEMHTZENTEET, £, LR—FEPDFERTEA Y O—RT5CLETEE
9, WildFire 5 A N— k757 ROBAREE T, R—X)UAFHTY v a— Iy
YN, BERUIVITRA T D AT NIzWildFire 7 7547 2V Ah BikfE
NI T IVOFEMZEWIldFire R—Z )V & T 2 EMNTEET,

WildFiresp#t L iR— h 2 R—Z)V ECRZA TV avid, 79U R4 70 o
VA BEBEDE L E NIWildFire 7 7S5 A4 7 2 A DRI L TWET,

* Strata Cloud Manager I — Prisma AccesslC & > TWildFirefi@#tft FICHH & N7 X TORiA
&, WildFirer 7' & U CadkE N, StrataCloud Manager2 7' ¥ 2 — 7 TR CTE 9, b5
T4 7O, 2 T7TF AN, ZOMOBEHEGEM, AN Ry FT—INTEDX S ITHE
ITUTEMCBET A ERRRTEE T,

* WildFire APICld : WildFire 7 754 7 V' A% 12 3WildFire’ X7 ) w 7 757 Kb
DWildFire73 8t L iR— F 2 S L & 95
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/submit-files-for-wildfire-analysis/submit-malware-or-reports-from-the-wildfire-appliance.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/submit-files-for-wildfire-analysis/submit-malware-or-reports-from-the-wildfire-appliance.html
https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api

7T 4 YT 4 DO

= B 7 WildFires it L AR — b — 3

ECTHHTEETH? D EETS 2

* NGFW (Managed by PAN-OS or Panorama) O SR Wildfire o422 A
* VM-Series

* CN-Series

T 7 AT 75—, WildFirel— %)L, WildFire APIDEEE 7 WildFires At L R— M7 72 AT
R

s WildFire/o#r LR — Mcid, §5ll7aY > VIERDIED . WRI—F—ICBT 515, &
F A=)\ B—ER (B E). 77 ANVERELET S r—yay, BXUT7A4)LD
OV REKIEOT 7T 4 T 2 ICBH#T 53T XTD URL BERENFE T, mEAWildFirel
R—=RNE, T7ANEEELIET 7 AT I+ —)VTREI NIy g VERE, 7714
XU TBIIE NIZEEIC DN T, RORITRTHRO R LEITXTHZTENTVET,

WildFirelR—Z)VICFBT7 v Ta— RENzT7 7 1), F7zidWildFire AP 7z i
LT7 w7 a—RENiT 74 )VDAdvanced WildFireL R— + 2 RRT 5 L. +F
T4 I T 7 AT I+ —)VeiilmUsholzizd, LiR— Rty ¥ g VIEHIE
FRENFEB A, T2 2. LR— MIZRBELRE o EE i dzREN
FH i

LAR—FORML

FileInformation (7 7 1)UIE#H) | * FileType (7 7 A IVIE

) :Flash, PE. PDF. APK. JAR/Class, F7zl% MS
Office, TD 7 4 —)V RO HE{IE HTTPIHTTPS &1

A=)V V%7 LR—FDOURL T. TNz URL

MERENET,

* FileSigner (7 7 A)VOEXE) 2 HICT 7
AWCBHL LY T4 T4 T,

* HashValue ONw¥afl) @ 774y Tald,
T 7 AN —RICH#HA LT, EOXI%EHEICEI>T
LT 7 ANVDEEHENTNIRNWT LR E T 1
H—=TV Y MK BTVET, LIRS, oEn?
T 7 AV LI WildFirel X > THERE NS/ ¥ a
N—=T g yD—EZRLET,

* SHA-1: 77 A4I)L0D SHA-1EMNFERENE T,

* SHA-256: 7 7 1)L SHA-256 i FE RENF
9
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https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api/about-the-wildfire-api.html

7T 4 YT 4 DO

LR—FDORHL

* MD5: 77 AL MD5 [ERMNERENE T,

* FileSize (7 7 ALY A X)) —WildFire THOHrE Nz
T7ANDY AR ONA FEN) TY,

* First Seen Timestamp (F[AIBHEERFD X A LA 22
7) —WildFire ¥ A7 L CUEIOHIE N2 &EhH 5
Ba. TR SNz EDOHKFTT,

* Verdict CHIE) —0 WO ERENET,

* SampleFile (V)W 77 A4)) —5 )V T 7
ANEA—H)V AT LR Y a— K9 5IC
Z. Download File (7 7 /)VDOX Y >ua—R) U
gV LET, U a—RTELHDET)V
T THEDT 7 AINVDR T, ZEHIEDT 714V
Ay oa—RTEEE A,

Coverage Status (777 N—#{if A
T—2R)

VirusTotal (2T AJ)VA) V2 TZ=7Uw 7 LT, it
DRV EZ=ICE > TIT TIFFEESN TV B Y > I H
TBLY RRA Y DT VF T 1 )V AD N LI OTEHR
ZFRRLET, “BEERRINTVEIRYA—DNT I
EoTE 77 AV ENAEh - 2551E.  Tfilenot
found] L FERENZET,

B, LR=FDBIT7AT7 I+ —)VTLUEY VTE
Ns&. B HIRET S 78I Pao Alto Networks T
HERBEEINTOWE Y T X F Yy BXTGURL 70 )2
T OB SICEI T 2 e C OEMmICERRENEK
o TOMERITHICHIGEE NS 728, PDF LiR— R
BERENEE A,

T T4 TIRY T ZF RIS DN, LU OO0 i i [ 7
NERENEKT,
* Coverage Type (/173—% 47" : PaoAlto

Networks DMt d 218 #ED 2 AT (T 1)L
Z. DNS. WildFire, £7zi1&~/)L7 7D URL) ,

* SignaturelD (7' %F¥ID) : Pdo Alto Networks 7}
RS ZE8 72T vICHIDYTHENSE —EDID F

o
* Detail GEHD : 1 IV AD—iE%.

7% WildFire O ER
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7T 4 YT 4 DO

LR—FDORHL

* DateReleased (VU—XH) :<ILT 7T SR
PRIt B Nt HiIPH % Palo Alto Networks AV 1) —
A L/TC EHTJ-O

* ContentVersion (IV72WY)N\—TY3Y) R)VUT
T BRERRMET a7 V=D
/\\‘“—?\/“3 y%%o

Session information [£ v ¥ 3 V1%
£
]

YU INWREEE LT 7 AT U4 — )V @i Lz b &
DrT T4 w7l y v a VERPEENTY
F3, WildFire 'L R— MG By v g VEWRET
#9 %IclE. Device (7731 ) > Setup (v k7w ) >
WildFire > Session Information Settings (v 3 3 15
EASTEEEE)DIEICEHR L E 9

MFROA Ty avEfltcEEd,

© V—AIP

* EETLR—F

* BESEIP

* SR —

* R ATL (RIVFvsysh T 7 A7+ —)VTik
ESNTWAEE

C TV —vay

* I—Y— User-IDAT 7 A7 VA=V TR EESNT
WA5E)

« URL

* FileName (7 7 1 /)V%4)

* BT AIVIAES

* B A-IZEL

* BT A—ILE4

TIEIWENTE, T7AT I+ —=)VINY )V EHR &%
ziEvay 7 LiehEShERTAT—ZAT 4 —)V R
MWy g VERICEENE T,

Dynamic Analysis

) A7 MMEL . WildFireh 7 7 A )V DL 72 B 51 H)
Wi T 2550, BN 217 3 I ERAENT D I e 92
TLET,

7% WildFire O ER
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LR—FDORHL

BTN FITE NS &, CDE 7 g icid. Milk
INFAT E NI BEREOMIHE R 2R X TG ENE
T, kezlE, U< 4] 27T, Windows

7. Adobe Reader 11, Flash 11. Office 20103 &{E L T\
BONERENERRENE T,

WildFire?” 7’54 7 >V A Tl&. 77D izd
WY U 1D ERESNE T, &
HEE I, v— ) VERBEIC i e o Wi ER B I
PRICHE DN TZF DR~ > V23R L £
9, Iz 2R, RO -3y
kD Windows 7 ZfiHH L TW 3581k, %
OIS Y U EFEIR L E T,

Behavior Summary % Virtual Machine [{iAE~ > ] 2 7ICid. FFEDBRET
DY TV T 7 AIVDINENELEEDHENTVET, 7z

EZIE, YUK T 7 AINVOIERE TIdEH,
Ot 2D, FrLnwyat A0ERK, LIYA R OZ
B, £E@3 799 NS —FT V2V DA VA —
IWIMTONTEDESI DR ENTENE T,

Severity [EERE] FICiE, SEEOERENETRINE
T, BEAREDT —IIiE, EREMENGEITIEIED 1
AFREIN, BEAELANUVHDEL EBITONTHEOHD
WA EI, TOFERIE. BN EHOL 7> 3

N ) — N
YichiEmEnEd,
BEHAVIORAL SUMMARY
This sample was found to be malware on this virtual machine. Behavior I
Description Severity |
Behavior - Indicator Severity

4 Created afile in the Windows folder
The Windows folder contains the core components of the Windows operating system. Mahware often modifies the contents of this folder to manipulate the system, 100

establish persistence, and avoid detection.

4 Deleted itself

Malware often deletes itself after installation to avoid detection. Legitimate applications do not delete themselves directly.

footonoam

PIRIC, 7ithEaN s E XS EBEEOFHAZRLEX T,

* Network Activity (xv NI —27 777107 1)  H
YLK THERITE Ny NI—=D T O T4 €
74 (X2 bT—=7 EOMDERZASANDT 7 2 A
phone-home 7 7 74 €T 1 75 E) MERENEK T, N
Ty b FYTFX 2RI O—RT572HDY TN
REENE 9,
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7T 4 YT 4 DO

LR—FDORHL

* Host Activity (by process) (kAR T7 757451 (
Ot 2R ) L EGE. ZBE, FREHIBRENIZL YA
M) F—2ED, RANTHFITENT VT4 ET ¢
D—ENFRRENEK T,

* ProcessActivity (Ot X 77747 ¢) BT Ot
AEBBR LIz T 7 AV, Tk A, BRUT LR
THRITENT Vv a vhERENET,

* File(Z7 AN\ +7avAEBBLET 7 AV, 7
Ot 2%, BRXUOTOvATIITENET 7 arh
FRENZET,

* Mutex i T I T 7 AIVBNENDTOT T A
Ly REERT 256, 2a—T v I ARBITHT
O AN DT ¢ —)V RICidERENE 9,

* Activity Timeline(7 774 €74 ZALTAV) T
VINWORERENET VT4 T4 I XRXTDT LA N
A4 LA VANERRLET, THUE, oFrHICH
EUTeARY NOY—r R HfRT 2 DICIRLH F
ER

TIOT AT 10 BALTA VDGR
lZ. WildFire L R— kD PDF =7 X
R—FTCORERTEET,

Submit Malware[¥ /)L™ = 7 i4(Z]

27 )V % FH) T Pado Alto Networks 25129 3 51T,
COFTvarvEHEHLUES, WildFire 7 o7 Rid,
YU TIWVOEDHZITV. ZDOY Y TV EEELHIE
THEVTAFYy2ERLET, T, VT xF ¥
EWRETTTIR ATV VL VAN L TR
WildFire?” 75 A4 7 2 ADGEINLE, 7 TS5A47
A5 WildFire 75 RICRIVD =7 ZELET S 1281
I NE T,

AEREHIE 2 HS

FIEFERICOWTERE E 3B RND DN S5
B, 2OV Ry 7L TY )% PdoAlto
Networks DZ BN TR F— LMSEE L TL B E W, BRON
WF—LE, U TIVOBINAHZITV, FHETNE
MWL ET, VT2 7 YU TN EETHS L)
EXNB L, ZFOT7ANDY TXF Y IEIROT VF
ANWA VT F ¥ DEFTHEMMEINET, e, &
BRI 7AIVHEETHD LHEEINSD L, HiLnwy T

7% WildFire O ER
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7T 4 YT 4 DO

LR—FDORHL

FF v VERENE T, HENTE T I B L. EirEnikc
7T a OV TCEENTEETF AV EEINE
ER
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7T 4 YT 4 DO

WildFire 1215 1 7 5% € DRERK

ECTHEHTEEIN? I DAEE T 2

* NGFW (Managed by PAN-OS or Panorama) O @& Wildfire 512> X
* VM-Series

+ CN-Series

WildFire( 51 71E, HEICEREI NS XA LAX Y THEDT 7 4 )V TH D, PdoAlto
Networks v h T —27 Y F 21 71 75w b 74— LDWildFire ¥t 70 7 7 1 )VikE
[(AT7Yz 7 R >[EFaV T+ Fa77A)0] > [WildFire/ 4] 1IN THHTT %R
k\Wmmm77ﬁbkﬁ/7w(7;4wa%¥x—wU/7)%%ﬁbt%«/h%ﬁﬂ?

ESE AR IR L E T, WildRire (217 T b U, U2 TIVOBINAHTE X GBI H A
7:7 L7z WildFire 7 57 RICHEEE NIV )V IERENE T, WildFire(Ea 7 =2 k
DIE, YU ISR L TEITENET 7y a Yy @GFrEzid7ay 7). WildFire i k> T
PUEENTREEINIY > VST % WildFire HliE, Y TIVOEKRELXN)L, BXTZD
DN T ENE T,

T 74 )V T, WildFirgEa 73 EERY > IV EZDOH 59 2 VI UTERENE
¢o~ﬁ\7&4@1/&Eﬁ@ﬁ/7wumb%iﬁbiﬁhoWmmmmeﬁﬂi%ﬁE

BFA—I YV TICEENDBINDY Y ¥ a VERZT TR, JLA4vz 7 BIXUR
ﬁ@ﬁ/7w% HWHTENTEET,

Wildfire Submissions (WildFirei(fg) ©7 Tk, LFDOA T a v Zz@ETHT N TEE
ED

* BRHLIVEFT LA T LHEEINIY T )voaFy T REMCT S
* WildFired 735 XU LR— RMIE T X —)VD N\ Z—IFRZEMNT %

2HHEZNNIT VLA T CHES NI TI)vouaFXF T eE
sejm@”%

ECTHHTERITN? [RETY 2

* NGFW (Managed by PAN-OS or Panorama) O &E% Wildfireo 14> &
* VM-Series

* CN-Series

BEHZNIT LAY 27 LHES NI U TIVouaF 2 JIEHIHERE TR EICA > TR
o BRHBVET LAY 2T LHEENTEA—IVAY 7 3uF 2 TRHENTT,
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7T 4 YT 4 DO

STEP 1| Device (7731 R) > Setup (f%/E) > WildFireZER L. General Settings (—fRM7ARE) #
Mt LX 95

STEP 2| Report Benign Files (%277 7 A )V iiis) KU Report GraywareFiles (VLA 717
T 7 AINWE) OmFERIEOVINOZEIRL, OKZ 7 ) v 7 U THREZIRTELE T,

WildFire2 7 35 X U L iR— MZETF X —IVDON\y X —I|EHRZ 1800
95

ECTHMTEETL? S EETS 2

* NGFW (Managed by PAN-OS or Panorama) O EEEx Wildfire o 122 A
* VM-Series

* CN-Series

DIROFETET A =IOy Z—ER (RA—)VikEHE. ZEH. F4%) ZWildFired 7 L

R—RMIEMT BT ENTEET,

YU EHICE y v g VIERDWIldFireZ 57 RAKEIN., bz E &icWildFiresa#i L
— FMERENE T, 77 A7 U+ —)LEWildFireZ? 5 RE ., EEOBFA—)LOaV TV

Vg, RFE. EREERLUEE A,

Q B RA—IVDOGTN T 7 AR V7BV THHENEBREZZ R EDTHLT
BIELZD, BEOHZa T VKT 7V AFREZA 7 a—RLTLE>A
ZRPELTZ 0T BRIty a3 VERDRALHBE T,

STEP 1| Device (77834 X) >Setup (v F7 v ) >WildFireZ#R L £,

STEP2| (kwyaVIEMAEEERE) wr7yarvaEREL, 7> 3> (Emal sender (FB+

A—)Vik{E#) . Email recipient (BT A —)V3Z(E#) . KLU Email subject (5 A—
W) ) &2 LD EEINCLE T,

STEP3| OK 27V w o LTIRIZFLE T,
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~

774 T O

SV L TR D T T — M 2ERIET B

ECTHEHTEEIN? I DAEE T 2

* NGFW (Managed by PAN-OS or Panorama) O @& Wildfire 512> X
* VM-Series

+ CN-Series

WildFire N EZDH B YV TIVERZ T 0 v TV IV ERFE LI L BB LR EET S
£ 91T, PaoAltoNetworks7 7 A4 7 T+ —)VERETCEEXT, ZRET7ANRITLATLT
T7AINDBHENTEGEDT7 S—FERETEEITH, b2 0VET LA T LT DETA—
WD VIOV TIRRET ST ENTEERA, TORNEETA—IV 75— NORREHER
RUTWVETH, O Vit EmZRE L, 77— FSydogX vt —, SNMP +5 v 7| F7zl&
Panoramay” 79— hr L L TEEENB K ORETHEETEET,

STEPL| BF A=Y —N—D7a 7 7 AV ERELET,

1
2.

[Device] > [Y—/3— 77 71 )L] >Email (EX—)L) ODJEITERLET,

Add GBIMZEZ Vw7 L, 7177 A )LdD Name (%12 ASILETS (WildFire-Email-
Profile 7z &) .

({T#) Location (AT Ry FX T vinG, OO0 7 7 A )VOiEH L x5 R8>
AT L7 EIR L £,

Add GEIMZEZ Uy 7 L THLWEF A=)V —)N— T~ ZENL. SmpleMall
Transport Protocol (SMTP) H—/N—IZ#5f5i U CTEF X — IV Z2IX(E T % T DI B E
WMz AN LET (a7 7 AR ETFA IV I—N\—F 4DETBEINTEET) .

* Server (Y—/3—) I B A=)V Y —N\—ZFAT 240 1~31XF) , TD
T4 =)V RGFHEE TNV THD ., BHFED SMTP Y —N—DK A N4 Th S H0E I
HO EE A,

* Display Name (Zi~$4) @ T X —)VO [ZHIAN] 7« —IU RICERE NS 4,
* From QXEE)  BHIA—IVDREETLDETA—IV 7 RL A,
* To (k) : WHIA—IVOREEHRDOFETA—IL 7 KL Z,

* Additional Recipient(s) GENND3ZEH) : 5 2 Z5EIHNZIXET 2720 DE
A=)V 7 RLAZEANILET,

* Gateway (F—hFrVxA)-ETFA—IVDREEBIMHEHTS SMTPT—F Tz ADIPT
FLAEXRIEHRA M,

OKZZ7 Vw7 LTY—N— a7 7V F LT,
Commit (A3 F)ZEZ7 Vw7 UTREPDHHICNT 2L E 2R/ FLET,
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7T 4 YT 4 DO

STEP2| F A=)V Y—N—Ta 77 )T ALLET,
1 [Monitor] > [PDF LA R—R]>[E T A=)V ATV a—F]) ZEIRLET,
2. Add GEAD &2V w7 LT, Email Profile (BB X—)L7a77A)V) ORay X
YDA RDSHLWEFA—ILTOT 7 AIVEERLET,
3. Sendtest email (7 AN AX—)VDEE) REVEIV v ITEHE, EFA—)NIaTr
ANWTEBEBSNTVEIZEZTAMETA—IHDEEINET,
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7T 4 YT 4 DO

STEP3| mAHk a7 v A I EFEL T, WildFire @~ %, Panorama. & FA—)V 7 HWI
F. SNMP, Syslog Y—/N\—FB XU HTTP ERICELGEATEAS L HICLET,
CORITIE, YU PINICEEND S EROONTZEEDDICETFA—)IVO T ZFELE
T, TAMDEE, ZRIEFEDET AT T7oalgikzaMbL, 2 D7 774 T«
PEREINEXIICTBRTELEETEET,

T7AT7I+—=)Vi. 7y EINizT 7 A IVOWildFirel 7 = E A —)VT h
7Y MCHEEL XA,

1. [Objects) > [ ZHEE]DIEICER L £ T,

2. Fu77A)VzAdd GBI UTHHIZFIES (B : wildFire-Log-Forwarding) o 74
T a VT, gk a7 7 A )VODescription (FiH) FEBINTEE T,

3. Add GEM) LTk ERELET,

Log Forwarding Profile Match List @
Name | WildFire-Log-Forwarding]
wildfire
{verdicl gg gravwarg
Forward Method Built-in Actions
[[] Pancrama O | name TYPE
O | sump A O | eman ~
[C]  wildFire-Email-Profile
() Add )
O | sysLoc ~ O | urte A
®

1. Log Fowarding Profile Match List (0 7557 007 7 4 )LDO—E ) A &) OXHiZTR
ELET,

2. WildFire 1 7' 2 A 77234 L £ 9 :

3. (verdict eq malicious) 7 TV ZffHL T/ Z 74 )V 2 ) VT L% T,

4. Forward Method (§z3%50) F 7> 3 >, FlEL (2O —ATlE. WildFire
Email-Profile) TIERKLIZEFA—IL7a 7 7 AI)VEER L. —8Y X N OHEH 2R
73 5DICOK Z7 Vw7 LET,

4. HEOK ZZ7VUwr LTl ar 7 A IVOBEHEHRELET,
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/( 0) E]I:'I"_IE?‘/L‘

N~
Ay
NI
A
Y
NI

Log Forwarding Profile @

Name | My-Log-Forjwarding |

Description
en > X
O | name LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS
(]  WildFire-Log-Forwarding wildfire (verdict eq grayware) Ernail

*  WildFire-Email-Profile

STEPA| WildFireDfzkb i T 22X 2V 70 —RY >—lcaFik a7 7 )Lz (WildFires)
Mr7 a7 7 A Vit UT2IRBET) BhNL F 97,
WildFire 0t 782 7 7 £ )VIiE. &% WildFire Dt D7D T 7 A 77 4 — )V sk d % b
74w I REXRLET, WildFire i 7 a7 7 A IV ERELTEF 2 T4 R >— )b—
JVICEAET BICiE. mafE 7 WildFire 08D 728D 7 7 A )LDk BB LT L IR E W,
1. [Policies] > [ZF 2V T 1] DIEICEIRL T, WildFire 5k THAT 2R >—%E 7 1) v
7LET,
2. Actions(7 7 3 V)& T DLog Setting (A7 #&E)L 7 >3 T, BOTRELLog
Forwarding (2 Z#55%) 707 7 A )V IR LT L 72X,
3. 0K EZZVw I LTEHERFEL, RE% Commit (#H) L F I,
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7T 4 YT 4 DO

WildFire D7 Lt L h— N 2K R %

ECTHHTERITN? [N ETY 2
* PrismaAccess (Managed by Strata Cloud O 5 Wildfire 91722 A
Manager)

Prisma AccessDi 5. C AULE H Prisma

« PrismaAccess (Managed by Panorama) AccessT AtV AICTENTVET

* NGFW (Managed by Strata Cloud Manager)
* NGFW (Managed by PAN-OS or Panorama)
* VM-Series
* CN-Series

WildFire 1 Z1Cid, 98T D7zIC WildFireZ 57 RIZ7 v Ta— RENzH > IV (77 Ak
BIA—=IV) V)V ICEHTBERDIETENTVET, Uy, 77V T — 3 VOFEEPRE
HOIPY RL R E, aJIcidxENizA XY McBE#ET 2 a7, 7774870, BIfE
BEDT—T 4T 77 bOEMN, BTNV T LT Tawvd, TAox7, Fiid
BT 275 EDE LN)VOSHHERLFEMAY > 7 IVIERE L. Wildfirel&l g ORHEN S
EFNET, WildFirg(Ea V ZRd 22 LT, %Y b= HOI—P—=DEEb LWV T 7 1)
BRI A—=RUENEI DB DO D FT, WildFiresr LR— MM, FEflaY > 7 IVIERD
ED, WRI—P =T BER. BT A=y Z—IER (ARG E). 77 AV EREL

77TV r—vay, BXUOT7A0V0axy REFIEOT 7710 €T 2 ICBHET 5T XTD

URL BWERENE T, CHUCKD., 77400 EENESI ., LIVAN) F—ZZHLME
IM. T 7 AINVOFAD [BEAREITST=DEID. FiLWT 7 AIVEIER LI E S b,

v NT—=U T v 2V AN ONE S, 7TV =2 a0y Iy aks|ERI Lk
MmEIM, T ABLER LT ES . TrA)NEZT>a— R LI ESh, thoaERE)
EDNRENTWV SN E S LA D £,

WildFire 7 IENGFW 7 7 A4 7 7 4 — )L TIEWildFireX (50 7 & LTERENETH, JIU R
EMT Ty b7+ —LTl&, BHET %107 % Strata Logging Servicelc 7 Ja— KR35 X HlcH
THRTRET BHENDH D £, ZFD%, WildFired 7 & &1 7' (WildFirex 1 7)) & L TR
ENEI,

« Strata Cloud Manager

* PAN-OS & Panorama

WildFireD 11 7' & fi#hft L iR— b 2 K9 % (PAN-OSH K
(Panorama)

WildFireD /AT A EENEY U IVE, 7747 T4 =)D Web 1 >V Z—T A A |
T. WildFireSubmissions (WildFirex®Di%fE) B/ DLy hJ ELTEREINET, ZTNT
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7T 4 YT 4 DO

NOWildFireZ> R U5, Y7o e WildFire/ st LR — R EERRT 25800 2
Ca—%< CEhHskET,

Moxzilla Firefox L—4—:WildFire 7747 L - K— b &, Firefox v54 LIFGD Y ) — A TD
HIELLSFERENZE T, LR—FDOERRTHRIENFRLE LG, Google Chrome
REDRDY 2T 75T DMHZMEI LT EE, £, PDF/N—Y 3 V7%
2y ua—RFUTHELSD, WildFire R—Z)U S5 LR— 2R RTEHTLETEX

EE
STEP1| T'&fE%x WildFire 0HTD7z8d D7 7 A )V DLk ZITONET,
STEP 2| Configure WildFire Submissions Log Settings (WildFirefgtti 1 7 OREZRET 3) o

STEP3| T7 A7 T4 —)UWildFire/XT ) v 7, T34 RX—=r, E LRGN T VY FITY
RIGEE LY > IV EBIE T 2561, Monitor (E=4%—)>Logs(27%) > WildFire
Submissions (WildFire\DIA(E)ZER L £ 9, ¥ T ILOWildFire ih5e 135 &, v
TWEREEFE LT 7 A7 74— IUANERNE DR E N, WildFireNDXER TN SHETE
X210 ET, AEOTITEROERD X 5 7%, ALEDOY > TINTDNTDOFHMITEHR

NEENTVET .

* JEDINCIZY Y TIIWHERET 7 AV, T4 7, VT T7 DT NUCHT=5h
MEREINET,

* Action (7o ¥ay) Y77 AT I+ =)V, )V EFRERIFZTay 7 LTWS
MEIMERLET,
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* Severity (EKFE) FliE. WHOY 2 T IV RIZ T E DK E E 7% critical (FEE). high
(7). medium (7). low ({K). informational GEXI) & W EZEF > TRLUET,

ROBERELNVOER, FIEBXTT 7Y 3 Y OEZHAGHE TIRES
nN&9,

* T T a YHFRNCRES N T LAY 2T DY TIVTY,
* w77 Ya VINHFANCRE SN ERDH BT T IVTT,

7y a VHEFICRE S N2 22y > TIVTI,
gvarhyay ZISREI NI NHODOHEEREDOY VT IVT

o
v (& Logs = Q SXOBED o
ER Traffic | | " " | " " |
B Threat SOURCE | DESTINATION DESTINATION DEST...
3 URL Fit RECEIVE TIME | FILE NAME ZONE ZONE SOURCE ADDRESS | ADDRESS PORT | APPLICATION VERDICT ACTION
iltering | |
. - Z) | 08/2711:53:35 | 1png 13-vlan-  [3-untrust 192.168.2.11 22214691 80 web-browsing benign allow
[E} wildFire Submissions - ¢ S .
B Data Filtering E) 08/1914:10:00 | zero-trust-best-practicespdf  [3-vlan-  I3-untrust 192.168.2.11 10.101.6.66 4502  web-browsing benign allow
B2 HIP Match trust
@, GlobalProtect E) | 08/1615:19:08 | zero-trust-best-practicespdf | [3-vlan-  [3-untrust 192.168.2.11 10.1014.54 4502 | web-browsing benign allow
trust
2 1pTag ;
User-1D E 08/16 15:13:07 | zero-trust-best-practices.pdf \tgu\gan 13-untrust 192.168.2.11 10.101.4.54 4502  web-browsing benign allow
Decoption E) | 08/1615:07:08 | zero-trust-best-practicespdf | [3-vlan-  [3-untrust 192.168.2.11 10.101.4.54 4502 | web-browsing benign allow
@ Tunnel Inspection trust
[ Configuration E 08/16 13:23:08 | zero-trust-best-practices.pdf  13-vlan- |3-untrust 192.168.2.11 10.101.4.54 4502 | web-browsing benign allow
- . trust
@ System
— E) | 08/1613:23:08 | zero-trust-best-practicespdf | [3-vlan-  [3-untrust 192.168.2.11 10.1014.54 4502 | web-browsing benign allow
E Alarms = trust
Authentication B g
(& Unified
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77T 4 ET ¢ ORH

STEPA| K> b OFMI 7L 2 —ZBH < BldLog Details (B 73D D7 A a2 &L TL
FZEW,

PO e =i, =Y MU NOB ZEREWildFire Wi L R— EDRAERREINET, 774
T x—=)VDINTy b F v TF ¥ (PCAP) WEMMELENTWBIEE. T2 7 ILDOPCAPE C
CICHERREINEKT,

Detailed Log View A=

Log Info WildFire Analysis Report
=

General Source Destination

Session ID 24660 Source User Destination User

Action  allow Source 192.168.2.11 Destination 10.101.6.66
Application web-browsing Source DAG Destination DAG

Rule allow-apps Port 58846 Port 4502
ef0406e3-626e-4219- Zone I3-vlan-trust Zone I3-untrust
Rule UID 5g56.719c060c4fcd
Interface  vlan.1 Interface ethernetl/1

Verdict benign

Device SN 012801064407 N —
Details

IP Protocol  tcp v

RTOY T IITH L. WildFired i L R— kD67 74Vt y v g VORMIERREES
TEMTEET, V7 DY VT IVOLGEIZWIldFire 4 L iR— F ONEDEEEE N, Z
DT 7 A IWICEEND 2 LR E NS FK & 7o T EERHEEINC OV TREITE IR R R I N
TVET,

Detailed Log View (O]

Log Info WildFire Analysis Report

WildFire Analysis Summary B Download POF

File Type PDF

File Signer

SHA-256 d1315e5b9087d890a48491fcd3dff8a60d2930989db889834e42840f542ca9c8
SHAL e73d8efa432a9b4e547f53c524169a3af88776C6

MD5 5c20acd23bd4133fbeb44adaa277769a

File Size 299645 bytes

First Seen Timestamp 2019-08-16 22:18:47 UTC

Verdict benign

STEPS|[ (47> = ) Wildrire 47 L :KR— F DDownload PDF (PDFZ X7 > u— ) Z{70 %
ED

WildFired 11 7' & fighft L R — b 72 3R7R9° % (Cloud Management)
B Panorama’z f# [l L CPrisma AccessEH L TV 35 51%. ULTRO ot Aicfi->

CTPrismaAccessD A7 VLT 72 XF%h, [PAN-OS| X YO BEZTHA X
VAP TENTEFET,

B WildFire D HE 121 ©2025 Palo Alto Networks, Inc.



7T 4 YT 4 DO

STEP 1| Palo Alto NetworksDH R— & 74w > MBI SN BERERZHEHRH L. N7 -
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LT 7T,
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ER
1. [Iincidentsand Alerts (-f >~ 7 > k&7 Z— )] >[Log Viewer (07 € 2—7 —)| 7z
RLUZET,

WMzZRd 507 OFfE% Threat(BR)ICEHE L E T,

3. Jx) BRI LT WildFire Y > IVt ERRT TIN5 WildFire
THaATEHLU TR T 4 V2 —2EkLE T, 7z& ZIE, sub type.value =
'‘wildfire' ZfH L C WildFriren 7 Z2& RTEXJ, LEILUCT, BT
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ity
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Informational
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Subtype
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire

wildfire

UIRTGRA=Z (ERKELN)VRT 7 g VIR E) PHMNHHR L, MEREM 2 8L X

ER

) WildFireZ o4t LR — f ZFK R 9 31, WildFire R—Z)Lica 7 1> L.

NV AERTERT 7 ANVHEHLUTLR—F 77 A )V Z2EIGS 5 E

MHO ET, FEHICOVTIE,

%] % LTLTEEN,

Threat Name Firewall
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE

Microsoft MSOFFICE

Threat 1D

52033

52033

52033

52033

32033

52033

52033

52033

52033

Source Port

603581

60581

603581

40335

40333

40535

Threat Category

unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Application

sharepoint-online
sharepoint-online
sharepaint-online
sharepaint-online
sharepaint-online
sharepaint-online
sharepaint-online
sharepaint-online

sharepaint-online

4 TV R—ORALTHET Lich, JTYZIATLET,

[WildFire R—% )V FCLR— b+ ZHERT

Direction Of Attack

server to client
server to client
server to client
server to client
server toclient
server to client
server to client
server to client

server to client

fRMET T T Y ZERT S L. BT OFFINERRENKT,

BT D YT 2ATE, U TINCHET B ZDOMDIERE & &I [£f] X1 ik
IRENE T, BREICEHT % ZOMOBHFHIE, MISd 57 1> FUICRRENE T,

File Name

file_example_P...

file-sample_1M..
file-sample_1M..
file-sample_1M..
file-sample_1M...

file-sample_1h__

file_example_P

file-sample_1m...

file-sample_1m...

7R WildFire O R

©2025 Palo Alto Networks, Inc.

2022-09-03 16:42°06 - 2022-12-02 16:42:08

File Hash

b709debb365a5-
£560136e2a2b71
560136222271
£560136e2a2b71
360136e2a2b71
£560136e232b70
b709debh365a5:
€3601362232b7C

c560136e222b7C



LOG DETAILS 2022-12-02 02:46:41 10 2022-12-03 02:46:41

2022-12-02

Threat 14:446:41

® Threat 14:46:41

Traffic Details

General Details Source

General

Context

Destination  Flags

Time Generated Severity Subtype
File 14:46:46 2022-12-02 14:46:41 Informational wildfire
Threat Name Firewal Threat Category Application
. Microsoft MSOFFICE unknown sharepoint-online
File 14:46:46
Direction Of Attack File Mame File Type
server to client file_example_PPT_1MB.ppt ms-office
File 14:46:46 URL Domain Verdict Action
benign . allow
File 14:46:46
Log Details »
File 14:46:46
Details
File 14:46:46
Threat D File Hash Log Exported
§ 52033 b709debb345a543772472f350745¢e false
File 14:46:46 4275326890d7cb3dE1e675072d5dd4
46257
Log Setting Repeat Count Sequence No
File 14:46:46 Cortex Data Lake 1 7104797783675543356
Payload Protocol ID HTTP Method Prisma Access Location
-1 unknown US Central
File URL
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Manager)
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* VM-Series
* CN-Series
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* PrismaAccess (Managed by Strata Cloud O 5L Wildfire o 1722 A
Manager)
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+  PrismaAccess (Managed by Panorama) AccessT ALY A SENTVET

* NGFW (Managed by Strata Cloud Manager)
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