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Service/Port Adoption ( H—/N—/R—KEBA ) —EF1VF 1RV =)L—ILE2HEAOHY—ER/R—bK
NDEA, BlEERERENLEY—EAHDZVER—KNTOFAL—IILOEGHRICEIVTVEY (H—K
AlranyTlEE W ) . BPA REIMLENEIL—ILE AV RLEB A,

» BPA (3App-ID, User-ID, $2W\WRIL—IILZ270OY 032 LHOY—ERR—NERGEHD
YRLERA, BEES, TOYIIRHRBRBEZSIAICK>TERDOT, BPANTOY
IL=LICESVTOHERBERZEABZVWASTT,

Logging & Zone Protection Adoption Summary @

LOGGING ADOPTION LOG FORWARDING ADOPTION ZONE PROTECTION ADOPTION
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Area of Architecture®

¥ Local Filters @ Learn More  Search 15 records.

Threat Prevention (IPS) URL-Filtering
Total Anti- DNS URL- Credential | File- Data- Service / Lo &
DestArea | SourceArea | (% | Allow Deny WildFire S ol Anti-Virus | Valnerability | s e o User ID App 1D ot Logging - Pre
8| of of P | Rule s | Rule & | Adoption s | SPY™E 4 9 & | Adoption & | Protection & | crne g | MET g | BIOCE o PHEernE Adoption & | Adoption & | ;o . & | Adoption & | jorvaroEs | prc
rchitecto. | meehitectare | Rl P o oy Adoption Adoption Anption s | Adoption Adoption Adoption Adoption & oy Adoption oy Adoption 5
Count % % % % % % % % %
omz et s s o .
Internet oMz 2 2 0
Datcerter owz 2 2 o .
] Remote 1 1 0
Office/MPLS
- - 5 s . ||
Datacenter Datacenter 2 2 0
Intemet  Remote 8 6 2
Users/VeN,
Internal Core
pMz Remote 1 1 0
Users/VeN,
Internal Core
Internet Intemal Core 1 0 1
App-tier Web-tier 1 1 0
Grand Total 350 341 9
‘ »
Showing 1 - 10 of 15 entries Page 1 of2 < >
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RIAENET,

O FPoFANADIT77A77A4ILTR, BBRILENTEABRARN BESDERLERIHDARLRXAY
ICDNSO TV RZEETHDEHIEL, BRLENLETEEOHDKRANEEELEHFL, DNSFI VY
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Adoption Summary (BAHY Y ') — ) ®Application & User Control ( 7 7'U4—> 3> & 1—H—#/f)
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Application & User Control Adoption Summary ©

USER-ID ADOPTION APP-1D ADOPTION SERVICE / PORT ADOPTION

30.5% o chanze) 15.2% wopm 94.1% o change

N\ ~ ~

O App-ID%Z, TZE3EF100%CIEWIL—ILICEALE T, User-IDZE, 1—HY—7LHEA&EEDHE
FBRV—VBRCTRLAEEZETDINTOIL—INICEHALET (1I—F—V—-ADKWY—
VEHYNET, FIAE, TF—E2tEER— V=R, Y=—N—THYFITH, I—H—TRkHYEL
A ) o App-IDB & TUser-IDZESFAL T, Y AI—HY—NFRA(ZLTHE)EThETTUTr—23
JADTIVERAEHFAEND LD, RUS—ZERLET, BEEOHDELRFREEHEVWVT T U —
aveEEAELT/OvYILET,

O Y—ERA/R—MNERARBEZI00%E =K IFFI00%ICRELE T, £ LZIEYOEANGVE
W, EEER-NITIVT—2a3a > zFaLTREYEEA,

BAYIV—0, OF 2 JeVY-27O7 023V 0BAYYI-CHEVT, UATOREOERERE
FIVvOLET, EREBFEZF vV THERBELCEVE T, RROBBRARIMRECSHLEVEAE,
FryTEEBEHILSHBELET !
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Logging & Zone Protection Adoption Summary @

LOGGING ADOPTION LOG FORWARDING ADOPTION ZONE PROTECTION ADOPTION

100% o change 6.6% (o change) 94.9% (o changel

w_ - [ & w_—

0O AFYIE ROV REDERARERZI00%E 2 FF100%ICBREL T T
O INTOY=2IC2&, V=2 TAT7232 TO77ANERELET,

T —:
Hae EABE
WildFire EFIVFARVD—OBERARETE S T100%IC
Antivirus (72> FIA4ILAR) EFIVTARID—OERRFETE S F100%IC
FoFANADLIT EFIVTFARVI—OBEAERFTE S F100%IC
fle S5t A" tFIVFARVD—OBERRETE S T100%IC
JrA4)N7OavE2Y EFIVTARID—OERRFETE S F100%IC
URLZAIILEBIVVITELVRIABER | IXTOAEZ—Y N N@AFRNZ 719D
B
App-ID EFIUTFTARV—DOBERAREGTE S (F100%I
User-I1D A—H—TLEVRAZEDREERV VB RO T RLAGEZET

B2IXNTOIL—I

H—ER/R— N tFIVFARUS—DBEARGETE S F100%IC
mEPN EFIUTF AR —DBEAREFTE B F100%IC
AJ#mix EFIVTARID—OERREFTE S F100%(C
V—r7aFovay TRNTOY—>
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BAE—RNIYY7TZRRTDHBE, LocalFilters ( O—ANT7 1R ) ZE> TEHEZRKRWIAATIEE
Wo BEDEHREFE>T, EF21VTFT ARV —HeEOFrv72RRHEL, Y YTREBECBSLT
FMEL, SSBIPEACLF Y Y TREBERZBETINHULLEYET, flZE. 7T—FTI9Fv0A
VR—ZY NEBANORNT T4V O EFHBAITIIN—IIOBEBRARRERTTD 7ML EERTDICE, B
TICRYET .

STEP 1| Adoption Heatmap ( BFiE— KN ¥ 7°) > Areas of Architecture ( 7—F 70 F v D IL)
7 ) ZERLET,

STEP 2| Local Filters (A—AIL7 4L R ) ZOVY O LT T7AINRITOFATa>z2RBELE
ED

STEP 3 | Destination Area of Architecture ( 7 —F 7 U F ¥ O %E 1 ) Zinternet (1 > X—X Y
N)ICERELET,

STEP 4| Apply[EA] Z0 Y OLET,
BPANEREXDEKDIZTAINZEUITILET
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Area of Architecture®

DestArea | Source Area | 1%
Enabled
of s| of o Eonnleds
Architectu... | Architecture
Count
Intermet omz
any any 9
Intemet | Remote 8
Users/VN,

Internal Core
Internet Internal Core 1
Grand Total 20

Showing 1- 4 of 4 entries

Allow
Rule
Count

Count

PRACTICE ASSESSMENT v (828

Threat Prevention (IPS)

wiigkie | At o
:
| —

s 77 77 71 77 sas 545 = [ -

DEVICE INFO

Anti-Virus
Adoption
%

Vulnerabi
Protection
Adoption %

URL- Credential File- Data-

Filtering | Theft . | Blocking | Filtering

A n | Adoption * | Adoption * | Adoption
% % %

Local Filters

Enable Best Practice Mode.

== -

Nothing selected

Device Group

User ID
Adoption $
%

Source Area of Architecture.

Nothing selected

----- D

Internet

Target

Nothing selected

Source Zone

Nothing selected

Destination Zone

Nothing selected

Tags

Nothing selected

Bxact M;
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BRE, EFX1VT A BEESRVEEICIR >THRLET, HIZEFTIL—ILIZOV
TWildFireZ100% BRI CENBETH D EE, 71 RV VTEnZERAE—NIYY T

A, DMZEFHTII—IILTWIildFire7O7 74N BEDDN50%E HTHBDERZRLEBE, XE0E
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tFIVFARIV—BRICETAF vy 7ZHHEL &, Adoption Heatmap ( BAE—KIY YY)
>Rule Detail (JL—ILEMl ) E1—%f>T, ES5LKZIABEXBEN BERIL—INEVARNTYTLE
T BACHSTA2F v v 7 2B EVCERICERLEF Y Y TREREEICAEHT S LS, Local Filters (O—
AILT7ANE)ERELET, ChIZKY, J7ATF7I0A4A=)IEF1VF14RI—EBYDERF—AIC
ITF+FAR—BMLFEETENTEDIL=I VARNERENET,

PIZE, INTORT T4V O ZEHAITINMBUBBHTOT7 7ML ZE>TVWEVWIL—ILZHEITZ I
ODIN—IFRT7 AR ZERTDICE, ATZ2TVERT :

STEP 1| Adoption Heatmap (i BAE—KY Y7 ) XZ1—45., RuleDetail ( JL—)L5#H ) ZiBIRL
TRule Details ( L—I)LEFM ) R—DPZRRLET,

paloalto O STRATA ADOPTION HEATMAP BEST PRACTICE ASSESSMENT v (82 DEVICE INFO LEARN MORE

Rule Details®

Y Local Fils Learn M
Source Area Of, | Dest Area Of Rule Hit url s
Target g | JourceArea i, | DestATE OV, | Rulename & | 1TV + | RulelastHit 2 | Tags 4| Service | "t SourceZone # | SourceUser % | DestZone % | oo
Architecture Architecture Count Categories Addresses
012801064407...  Users Lab/Test. DMZ  email-applications | 236901 Oct 23,2020 NO_TAG application- any 13-vlan-trust any 3-untrust
defaul Sinknol
012801064407:..  Users Lab/Test DMZ  allow-apps 183938 Oct 23,2020 NO_TAG any any 13-vlan-trust any 13-untrust
Sinkhol
012801064407:..  Users Lab/Test DMZ | Social Networking | 101659 Oct 23, 2020 NO_TAG application- any 13-vlan-trust any 13-untrust
Apps default Sinkhole
012801064407:..  Users Lab/Test DMZ  Traffic tointemet 30465 Oct 23,2020 NO_TAG service-http any 13-vlan-trust any 13-untrust
service-hitps Sinkhole
012801064407:..  Users Lab/Test DMZ  smb 6322 0Oct 23,2020 NO_TAG smb-1 any 13-vlan-trust any 13-untrust
Sinkhole

STEP 2| Local Filters (A—AL7 A L& ) #V VY ILTTANEATZ 3V ERRL, UTFOT 1
LEEBRUET :

o EERXTY—2 =any

o XY —2 =any

o EFERXTRLANBREENTLSAH =No
o AT RLANBEENTWSA =No

e U3 =allow ()

o JL=ILAERD = Yes

o MB/UANAICBEL2TVDH =No

16 BPARR—KNAHA R | £F2VF4RIZ— £+ N T EBRAOFHE
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aloalto

O STRATA

LEARN MORE

Rule Details

Filters®

Rule Attribute Filters

Target

Nothing s

Action

allow

Log Session End

Nothing

Traffic Hit Rule

Capability Adoption Filters

Wildfire On

Nothing s

Data Filtering On

Nothing

Profile Filters

Log Forwarding

Nothing

Data Filtering

STEP 3| Apply Filter ( 7 1 LR DER ) &0 1)
CTANLBRIIRYFEBRIIL—LNEVARNTYTLET :

Rule Details®

Target -
007251000037. any
007251000037... any

File Blocking On

Profile Group

QO STRATA  ADOPTION HEATMAP v

Source Area Of _ | Dest Area Of
Architecture | Architecture

Showing 1 - 2 of 2 policies targeting 1 firewall

Rulename

rule-for-

Rule Enabled

Source Addresses

N Yes N Ne

Destination Area of Architecture

| Nothing

Source Zone

v |any

Tags
v v
Anti-Virus On
|| Nathi v
Credential Theft On ApplD On
W | Nothing v
Wildfire File Blocking
| Nothing v
e .. [PV et

BEST PRACTICE ASSESSMENT (51

Rule Hit

+ % | Rule Last Hit 3
Count
0 never
0 never

YILET,

DEVICE INFO

Tags %
NO_TAG
NO_TAG

Configured

LEARN MORE

Service +
application-
default
application-
default

N

Destination Addresses Configured

Ne

Destination Zone

any

URL Categories

Nothing

DNS Sinkhole On

Nothing

UserlD On

Nothing

Anti-Virus

Nothing

url
Source Zone %
Categories
any any
any any

N A
Log Session Start
v N
Source Zone Using ZPP
A 4
Vulnerability On
N | Ne Fay
Typeto filter
e Select All Deselect All
Yes
No v
v N

arch

Source
Source User % | DestZone &
Addresses
any any no
any any no
»
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YD ENTEET, Introduction to the BPA ( BPADKEN ) EF A %ZEE L TBPADHE
E&ZU, BPAvideolibrary (BPAEFZAZ 4721 — ) ZFRALTZOY—I)LOFEESE
LEL &S,

BPAL R— N TIEH\AIC, Adoption Heatmap (IEAE—KY Y 7 ) R—IHARREhE
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ROBPAL V3V ERRLET, cOEIZIAVTR, RUERT7AT70F-ILE X
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BINELCAXUERERHLET

RANTZO0F14AHI)—OLEI—
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RANTSOTARAZRY ND—UREDLE1—
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Z1—ASSummary (X U—) ZERLET,

SUMMARY

Best Practice Assessment Summary ® Learn More

Best Practice Summary

Trending Capability Summary @ NIST Security Controls @

Mapping Definitions
NIS o
p
i

These CISSP security controls are put in place to reduce the overall risk. These control

acy controls for organizations and

Class Summary @

TECHNICAL OPERATIONAL MANAGEMENT

56% o change) 58% wism 60% o change)

prote:

BEE, £HEE A 23—ZXVYMNEF2VFT14EZ—CIS) V)T HILEF2 )T 8O-,
EMEZE BMNISTIOEFIVTAHHETEAX NFIBICET2HRYEEOHERBAHTIVICTY
TENERARNTZIOTAAREFIVIRRERTILET, COBBROENIE, BPAFI YV INED L
SICERBE(ZENDHN ZERIZSATEHYLFRELDZLETHY, BEEELTHETSHZETED
VEBA,

Adoption Summary (BAHY YU — ) ®KSIZ, Best Practice Summary ( RAKRTZUF 4 AHI 1) —)
FETNAARECHRRZICBPAZERL TURD, RECEAZNESH LT (FHIMAIK ) BRAESHZRTAE
BEEZEXET,

MY Y 7ENEFIVIOEZTOEBNAITOREEL) ANZERS =%, Mapping Definitions ( XY 7°
EER) (EAHARN—)ZIVYILET, 71IIRERET S ICShow Filters ( 7 1 )L X &
&)L, HACApplyFilters ( 71 )L2%ZERA )L, YYEZ T Z.csv 77AILTIVAR—KT B2
(Z Export Mappings (N YE>JZ TV AR—KN) LET,
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Mapping Definition

SUMMARY

Y Local Filters  Search 245 records.
Best Practice Summary

Trending ip s | BestPracticeCheck | TR o | onay o | capabitity ¢ | SECUMY o | Capability o Class ¢ | NIST Security Controts ¢ | €5 o | Passine @ ¢ | PreviousPasing g o Passing % (
Name Nav Outcome Summary Controls Occurrence %
Mapping Definitions
3 Z Ppolicies Security Auditing Operational Corrective Operational | Configuration Management 4outof24 166 166
Fundamentals
4 2 Ppolicies Security | Complance Operational | Preventative, Technical  Access Control 111,123 2 out of 24 1000 1000
Fundamentals | Corrective
Service I~ any 2 Ppolicies Security Comliance Operational Preventative, Technical Access Control 95,133 20 out of 24 833 833
Fundamentals | Corrective
6 Log at Start 2 Ppolicies Security System Operational Performance Technical Audit and Accountability N/A 23 out of 24 958 958
Hardening Fundamentals
7 Log Forwarding @ Ppolicies Security | Log Improve Recovery, Operational.  Contingeney Planning Audit | 6.3,66,10.1 16 outof 24 66 66
Management  Visibility Detective Technical and Accountability
8 Z policies Security Auditing Operational Preventative Operational  Configuration Management 24 outof 24 1000 1000
Fundamentals
9 2 Ppolicies Security. System Operational Preventative. Operational  System and Information 81,111 24 outof 24 1000 1000
Hardening Fundamentals Integity
1 2 Ppolicies Security Policy Operational Preventative Operational | Configuration Management 0 out of 1
Maintenance | Fundamentals
12 one Deny Rul 2 Ppolicies Security Log Improve Preventative, Technical Audit and Accountability, 62,67.68 Oautof1
Logeing Management  Visiility Detective System and Information
Integrity
13 azone Allow Rules vith & Policies Secuity | Log Improve Preventative Technical  Audit and Accountabiley, 62,67.68 Oautof1
Logging Management  Visibility Detective System and Information
Integity
593 593
“ »
Showing 1 - 10 of 245 entries Page | 1 | of25 >

RERANTZVTA ARV —BREODLEL—,

i 21

© 2019 Palo Alto Networks, Inc.

BPARZ—RKNHA R | RANTZI9T1AKED




R O — o : . JUL == A -
RARNTZO0T1 AR —EDOLE 2
RANZOTAAFHE > RIS —ICE, BBBRATOT7ATIA—=)ILRI—ICETHINTO
F IV INRTEN, Security Rulebase checks ( ZF 1 VT A II—IR—AFI VI I)R—DHSKHEY)
%9, Security Rulebase Checks (tZF 1 UFT 1 )L—ILR—AFIT YY) &, pass/fail ( BH&/FTEHK ) A
T—RAERERICBE 2 EFIVIICHIBIHBEBELEEIL, FNARITN—TEBORANT VT4
AFIVIRROENEZERLET, BYOREROFHALARB RS ELLRIRMXENOV >V EHE

THEHICE, ALT (B )YEIUYHLET,

{STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT ~ (51 DEVICE INFO LEARN MORE
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> BIARKTLSVIINS 74 v 0T, N5 7 4 Y 7IZNo Decryption ( #5851t L ) R
F R LT, BE LA N L EBRE B LA TEET, S —(oNo
Decryption ( 51t L ) 7O7 74 ) 2BAL EHE. 7O7 7ML IGAIEEEHE
FIvOLT, FEXRMAEEFEALTVRESLEY>a 27 Ov oL T, £FE
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Best Practice Assessment ( R A N7 T U7 14 A5l ) > Objects (A7 T IKM ) ICIE, BB2RA4T
DITTATIA=NATZSIVNIBETRZIINTOFIY IHNRREN, Application Filters ( 77"
T=232T7ANB)YR=DIHSHEVET, BFOREEZEHL, 77U 5r—>3> 74L&, &
7. GlobalProtect, E¥1UF 47077 4)L, OJ&EE, BSHTOT77ALNICHTEIRARNTSY

FAREDEENT Y Y T E2ERBBNTHLEHICE, LE2I—-—LEVWATDIORNEBIRLET, TiEDH
&, PoF AN AEFIUTFATATT7ANATSIORNEBIRLEBEORERZRLTVETT,

paloalto ©strata  avoerion HeATMAR

OBJECTS Y Local Filters (@ Learn More

APPLICATION EXCEPTIONS DYNAMIC CLASSIFICATION

DECODERS
Name Action Wildfire Action  Dynamic Classification Action

8080

BeOF7>FI4NAZ7OA77ANICRLT, LR—BMNEBREDEEZRL, W< 20— 70O77
AL EFEALTVWRAERLTVWET, LR—KNE, BEOERENDTIC, pass/fail ( B1&/TEH ) AT—
BAEREBBICBE D IERARNTSIOTAARFIVIICRIZHERBEBRE EEIIRARNTSI9TFAARAFIY

IEBRERLTVET, help (ALT) (B )EIUYILT, EFIVIOBMERRANTSIFAR
NMEADU VI EBRELTLIEE,

—DUEDOFIVIONFERIE2ILBE, T7O77ANORA NLAFRICEDYET, LR—KET
BICHEEBOZA MNLTEAEATVWEVWO774IILESRELTVET,

—HO7A77AIINR—2OBEEERIICHZ U IVDOBEICHS "TQS, R EEAT S E ., QuickStart
Service (VA Y VAZ—RNY—ER) A7 3> ZFATEET, QuickStart Service (V1Y I AR—
R—ER)&E, Z7ZYRTF—LELTOTTATIA—I)NEAOT ST ERmERTETSR L
T, EF 1T A BESLVCREVNREZGLE D LEHICKRISEE T, Self-guided Documents ( &)L 7
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QuickStart Service

QS5 link for NGFW Threat Prevention Deployment £

Self-guided Documents

Deploy Best Practice Security Profiles [

cu

Objects (A7 IO ) 27 Z2LE1—F 2. BEOEENAROEREZR T -, RETETE
NIEBZLE1I—-LFET :

O Antivirus (7 FITAINR) -T2 FI4I)LAEWidFirelIFOFI—H—T 0> 3,
Anti-Spyware ( 7 FANADIT ) —E¥EB7O774)L. DNS>Z > UK—)L,

Vulnerability Protection ( fESS1ERA M ) —BA&RBE7O7 7 1)L,

Filtering (URL 7 1 LR V> T ) —BEHAIOBERZ AT VA TOY JEhTVWBRHES S

WildFire Analysis ( WildFire D47 ) =7 7 AL R A 72 7O7 74N T B (TIXTORATE DD 1=
HWildFirell 25 BN &),

Log Forwarding ( OJ% ) — 2 TOOTRA TN 72D —RENLEAESH (£2T0OTRA(T %
7A7—RT3),
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RANT ZIOTAARYND—UREDL
E1—

Best Practice Assessment ( XA N7 Z U7 4 A5l ) > Network (XY RD—2 ) 2, XY NDT—2

BEERENDINTOFIVINKRREN, Zones (V—2 ) R=IHSHEVERT, ENOFTETE, BBF

BREZEBITDH, TLTY—2, GREMN XL, GlobalProtect, IPsec ES{t, 1 X —7 I —AE

B, 8ROV —270F702327O77ANIEBRUERARNTZ 0T 1 ARELEDHBENT Y v /%

BETHIEHIC, LEI—ULEVRYRND—UF IV IRBIRLET, TROHARY—OERZRLT

WEd,

paloalto {)STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (8% DEVICE INFO LEARN MORE

Y Local Filters (@ Learn More

NETWORK
Zones €53
I3-untrust Location: vsys1
GRE Tunnels
GlobalProtect USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED

False False None False
Portals

Network Profiles BEST PRACTICE CHECK @ N
psec Crvto €@ X Enable Packet Buffer Protection (Fail)
Interface Mgmt @)

nded to enable Packet Buffer Protection.

X Zone Protection Profile Applied to Zone (Fail)

Zone should have a zone protection profile applied

I2-trust Location: vsys1

USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED
False False None False

BEST PRACTICE CHECK @ M

X Enable Packet Buffer Protection (Fail)

nded to enable Packet Buffer Protection

LR—NEEDBREORENREZRLTVET, BRREDARARNTZITAATFIY VKR, BE
DREDTICRRENET, Device Group ( 7/N1 AT )L—7") and/orTemplate ( 7> 7L —hK ) ZIEE
TRENTEET,

FIYUFNTNIC, pass/fail (BR/FTER ) AT—2ANF®BY, RANTSIVTAAFIVIICHTS

WREENHYET. help (ALT) (B )EIUYHILT, EFIVIORRERARNTSIVFT 1 AX

ENOUVOEBRBELTILKEEY, —DOUREOF IV INTERICE 2 LEFRE. BEOXA NLAKEIC

TH T,

Network (XY RD—20 ) 272 LE1—T 2B, SEOEENATOEEZREIT LS, RETETRE

NEBZLE1I—-ULFT :

O Zone(V—>)—B20Y—"TNTY NNy 77 RENFEMLEh, V-2 7079232 70
T7ANDNEETDH,

O ZoneProtection ( V—> 7079232 )-77Y REBEESRENT Y ARR—AOKEHBEN B
enTWB D,

RERARNT ST 4 A7 N4 AEPanoramaEBRENL E 21—,
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Best Practice Assessment ( XA K75 U7 1« A5 ) > Device ( /Y4 X ) & & U'Best Practice
Assessment ( RARNT' ST 7 1 A5l ) > PanoramaX— ik, FNAABEBOEY N7 Y THB &K
UREICETDINTOFIVINRRENET, AXVRFPOVYOT77ATI4—)L Tk, Best
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INA4 AMManagement Setup ( BELY N7 Y7 ) R—2®, General Settings ( £f%5&E ) H' S

F V) ETF, PanoramaTld. Best Practice Assessment ( XA KT T U5 4 A5l ) > Device ( 7
NAA)V I, ETVTL—RARYIVDEMBEERRITIR—INSHEEY EF, Best Practice
Assessment ( RAKNT'Z 95 14 A5 ) > Panoramald. /Y4 AMManagement Setup ( BBt Y ~
T Y7 )R=T®M, General Settings ( £MRFEE ) M SHEVE T, MEOREEZERL, 774 T 04—
JLEPanorama7T/NA ANDERBICHETEIRARNTTITAAREEDF vV TZBBNT DO, L
E1—ULEWFIYI%ERBIRLET, PanoramaT /1 AMDGeneral Settings ( £AXEXE ) DFER D F &R
ICRULET,

paloalto {STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (68 DEVICE INFO LEARN MORE

PANORAMA

Device General

LOGIN BANNER COMMIT LOCK ENABLED S5LTLS SERVICE PROFILE HOSTNAME

None

CERT EXPIRATION CHEC

BEST PRACTICE CHECK @ @M

X Automatic: e Commit Lock (Fail)

Setup - Content-ID

Setup - WildFire

+ Hostname (Pass)
Authentication Sequenc

LR—KNEEZDEROBRENHREZRLTVET, SEHORANTSIVTAAFIVIRKERE., BE
DEEDTICRTENET, Device ( NI A ) DIFHZERDEE, RREThBBEROLBEZFIRT S -
» Template (T 7L—h ) BEEETDENTEET,

FIYOENTNIC, pass/fail (BR/FER ) AT—2AN®BY, RANTSZIVTAAFIVIICHTS

WREENHVET. help (ALT) (9 )EIUYILT, EFIVIOBRRERANTTIT 4 AX
ENOVVIVZEBRBLTILKEEY, —DUEOFIVINFTERICEIZRKE., BEORA NLFFREIC
EHDUERT,

Device ( /N4 R ) 2 W\ EPanorama 2 7 2L E1—F 2k, BEOEENNEOERERT LS,
RETETREROERZLEI—-LET

O Dynamic Updates ( XA F IV OBH )T UFI4INA, F7I5—>3>2, R, WildFirelZlB89

BEH.
O Management Interface Settings ( BB A VX — 7 I—ARE ) XY NI —VEKEHY—EX, FfaEh
ZIP7 RL A,
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O Administrators ( €2 ¥ ) —-O— A/ EEE, EBEENAD—R7O774), EBEENADT—
RABRENDREBROEMUETREENTVDI L ZHEICTSH D, Device ( /N1 R) >
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O Minimum Password Complexity ( f&/)MRD/NATD — REMM ) —/NAT— RFPREMUEEREZHER.

RERANTZUT 1 AREOBEIRL,
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O FNAAREBAVEA—TI—AZFRET AR EF 1) T A TREEhhTVWEVWTIEANSFS
FFODEET IV EAERETDLEOORANT 0T 14 ACRVET,

O SATLABEEQDARNERENDEEEZBHRTA D, TXNTOIYATAEFRENDY %#Panorama & £
=EFZAZUTYVI)I—-23VICEELET,

O RENYITY T AT 21— aER TR EREERERFESATLAOEILREOEEN REIZEY)
£9,
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RE:RNZT74YOOARMEERET S,
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TA7A77AINOTIINEREICE T TEARET,

O AF>2Y (logForwarding (O7%5% ) Z8HET ) ZEF 1 VT AN—IR—A2HTHARICER
L. 3XTORT 71V 0 EBBRELET,

O 77AT7 03—\, Y RND—V 2 RETDLEODORFOT T IVTr—>a>vBLEBRBIITXRF Y
EETREERRIAL, RYRND—UEF1 VT A BRVCATAKEOERICEIVTCEFHZERTZO
ERRTADLEOIC, FAFTZVvOAVTOVEFHRARANT ZU0T7 4 AZFZELET,

O RANT7ZU9T4ACETVTSSLEBLOREZTELET,

O 1—4Y—V—2(A—"Y—NRZ714v0ZREETED., BESNECAIBY —2 ) TUser-IDZELD
L, P75 —=23> RS 74V VBLVHEETHIEREZI— S —BRTFNSAIIIVECTL
9,

S ABOEBEEhTVWAEVWY—>2TUser-DEEMLLTRAYERA. AFOEBEENT
WixWY—>T User-ID ( FLERBWMIDESBISA T NIKD7O0-7 ) 2BMIC
T2E, REENLEZXYRND—OONCTO—THREEETND ARSI HBYET, Ch
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