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WIL—IHPFERESNBDITEMEN BRI EEREL THKONIRERZELTT, 77Ur—>3arx
IL—=ILICBIMTBENEREBA 2 EHBE, R—KMR—AN—I)IE2E—TT1XYRRELTRELT
WBMDIIL—ILABFATLEVRY ., L= Z2ERIZDETOTTIVT—2a FRATELRLSEYF
3-0

e Match Usage (RO —H ) —R—MR—ZAIL—IOFEREZ-—BETEDE, R—rR—ADII—ILIF
FTOIL=INTHENEINTOTT)Tr—23 0S8 App-IDR—RAN—I)LTEEZEMAET, Match
Usage (RO —3) &, L= BEBEESZABENORKASNELIBOT 7 )r—>3a> TR
ShBBEOHKMEALET, BVWHIE, SSHRS 7 1Y O DKEFATBDTCPAR—RN22T T, SSH A'7R—
R22DR—KRR—AIL—I)ITRSNBDHE—DOTFT S IVT—>3 >0 THBHE. Match Usage (FERHD—
) 2FAL, R2CIL—IZApp-IDIL—IABBRTEEXT,

Create Cloned Rule ( BREh7zZ)—)IZ2ER TS ) $BVIE AddtoRule (JL—ILICEEMTS ) =oHIC,
AppsSeen (RREENET 7TV T—2320 ) As2BLEE—DEBRLETIhERY FEE A,

» O¥HH2VRFRATOXAMMRAEIZTTI T30 BEFREOT VT ETA
ERVIACEHICHRBERETRBEVOT, 77U Tr—2a2BRICERNEEA. -
EXMIBIBRINSOTTIT—2 3V BREIEELTKEEL,

R=KMR=ZAN=NEZTTIVT—2a3a > R=ZAIN—IICERTIE, R)>—FTTFT1 I/ F—FEH—E
AZApp-IDDEDICERTBZUNADEERLELA. Z<DHEE, IL—ILEZTH]L %, Service (H—
ERX ) % application-default ( 77U —23a>F72)K) CBEEITXRETT, 5D &, R—b
EEENICEALTVRTIVT—=23a> 0N TIORATE, BRET7VIT—2a3a 0 FEEEDKR—
RNEFEALERY RND—OF OV EAZH<SZENTEET,

> EDRAN BEOIVFATURES—N—BOFEER-NIHIABHARLT 7Y
T—=2320RSBTTIVT—>a 2FHUTIHEN HDBE. fINERHShDTTY
T—23ar, V—RA, BrECMFEOKIIREINETT, DARLATTIVT—232%T
TVTr—23a>F7A)MOR-—KNCEEMRAD L ERFILET,

R—RMAR=ZAN =)L ZApp-IDR—AN = ICEBRT B EDICRI S — AT TARA Y —%2ERT S0

o

1. Palo Alto Networks) XX 7 7 4 70 # — )L & % L [F Expeditionh 5 @ PanoramafkEN D L i —5&E
® like-for-like migration (Al —%& 4T 0O#1T) ZETLE T,

2. L= ZApp-IDANDOERZFHBITHHN—BEETOHE,. BAXY NTJ—2TPAN-0S9.0%2E1TL
F9, CchickY), BBRRYRND—OLOTF77U5—23ara2F3 L8 LBROET, W<D2H0D

12 7705 =23 0R—=R RUI—IZBTIDEODORANTZI9F4R | FTVTr—>3aroR—RA-
RUS—ICBITIDLEOORANTSI9T14A
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BREL—ILEERSERITIDZDENTEDZOICHL (FIXEF, R—K2L—ILEBSSHRZ 71 v D
NDhEHFTL, BMRICEBRTEET), 1V X—XYNTIEA(KR—HM80/433) DIL—=IEERFE,
HOIL—IEYERBPE, 7747 —04—IILICRNTZ74YIORSTTIT—>arF—R K
BDRENHYVET,

3. EBEHRTIR—ATA &2t Y NTBLHIZ Best Practice Assessmen(R AR T Z 0574 ADT
AAKN)(BPA) ZETLET,

4. BRUBED-ILZEYRMLET, EOEDIBRTREREBLEVONZXET, J—I)LICEHEL 8,
Od—LICEELC e Z2BREL, BICRIICEDDD, RYRNT—VZBICRLILTEDIHNEERTS
EOHICBUYBPAZRETLET, RUS— AT TFANAY—TREFIVTOTHAKZEHICELE
tA, EXF1VT1E2BILTDLETTT,

L= E7T—ATEBRLET, PAN-OSTT AT ANDBLEE—BEAOOY (RIS — AT T4
RAF—RBOJZRUETIL—INLETRBENBZTTVT—232ZRAELET ) ZRBLLER, &<
HoNT7IVTr—2322FTTB2R—MR—ZAIL—)LZApp-IDR—AN—LICEBRTDEHNTER
T, BLOTTVT—23VFRSNBHBOIL—I, FIRE—RIVTTTIOEAIL-LOLSBED, (C
LT, P7UT—2 3 EREEHDIDICKRIE3 0 BFEEERT,

S JO07TvaF)b—EARBTICBEICELTHRELTVET, LAY—%EAH SPalo
Alto Networks) Rt 7 7 4 79 # — )L & PancramaEBOREAND BT 2 XETZ 70O
7Iv2aF)IY—ERAENATEZIENTEET,

e VABRBRVIIIN/ DT 7VT—2a2 Il 2VTHEELIIL—IINZ2ERTS
o B0HBRICEMRZRBIZDIL—I

VBEEIDIN /O TFT 75— 3a i o2V THEELZ)L—IL%E
ZTHIT 3

KRRINZ 74V O ZIBATEZRV I LR, BB R—MR—Z)—I)LA S5App-IDR—A/)L—)LA
DEHRERLIIHRTZCENTEET, BEBII—LATEOTTIT—232EHAITINERDSD
DREETERZBNOT, TORMEL TR, R—PEEHICES ZENTERIONfMEXRLZFIHBNOTT
WO TFTVTr—232ICNTRIIN—IUAFEFShET, Bl : R— K21 (FTP). R— K22 (SSHH KV
R— K53 (DNS),

PAN-OSTP 7 ZA TV AILBRHOT 7V =230 JXFyNHdE2B\MNICTRED, =D
TEHRODEC, BHO Content Updates (AT VYT Y T F—RNEALA 2 ARN=ILET, COHIT
&, R=MXR=ZAJI=ILEBY—-KL T, Z2HBZBROBREB LVPR—MR—=2JL—I)L % E#FEApp-IDR—A
CERTDEOOAFATS AV ERODTFDFEEBNLET,

STEP 1| Policies ( R > — ) >Security (¥ 21VF 4 ) > KRUZ—FT T4 14— >No
App Specified ( 777U DIBEBL ) ICBEWVT, AppsSeen (RKREEni=T7 7)) &Sort
Ascending ( ZIBICY —K ) EZBIRTBZLICKY), BET7UTr—>a v FgeELuh 2
ER—KR—=ADI—IEEDOFET,
3 paloatio

Dashboard ACC Monitor Policies Objects Network Device & Commit & @@ Config~ Q Searct

88 Securi s
= ) No App Specified
RAT “These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Pale Alto Networks recommends that you convert these service
A QoS only security policies to application based policies.
[ Policy Based Forwarding m—
€5 Decryption 5 items -

& Tunnel Inspection
Application Override = o
£ authentication ame ervice Address affic (Bytes, 30 da pps Allowed Afpssee|v - ompare odified eated

[ B Dos Protection x
1 sshaccess 3 servicessh  any 94.5k | any 1 8] SotAscending pmpare 20190321 16:37:00  2018-11-14 16:59:25

3 |smb R smb-1 any 53.0M I any 3 %} sortDescending  [ompare  2019-03-26 13:58:05 | 2018-12-18 17:50:33

[E4 Columns 3
6 | allow-apps any any 8.8c [l any 40 ompare | 2019-03-26 11:40:29 | 2018-12-10 11:54:59
- @@ 5 Traffictointernet | 3@ service-http  any 2296 [ any 76 Adjust Columns ompare  2019-01-11 18:44:34 | 2018-11-16 11:52:30
Policy Optimizer n R service-htips
[CdNo app Specified 5

F7OT—23>R=—A RUY—CBFITREOORANTSOTAR | PTIUT—23UR—A- RUS—ICBITT
BEHORAN7S59574X 13
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RETFTTVT—23UHFBEDBN 2 ER—KMR—=ANDIL—I)LIE. No App Specified ( 7 7°\) DIEE
BL)RTOERLEMICHY)ET, SSHORSBHEOH—EZARAOIN—ILZTT)Tr—>3 2 RKR—-A
IL—=ILICEEZSICERL, PTVT—23 0B EAERRENBEDN 2 EIL—ILEZRARNTRZREILE
BENLEAESIHAFIVITRENTEEXT,

Server Message Block ( H—/N\—X vy +—7OY Y -SMB) RS 74V O RFATHEEERLE
R—RMR=ADIIL—=IIE, BREZEPAN-OST T SA TV AICBITLUEBRT 7V Tr—23a > #3ELAH
BLTVWELOT, ZROBRBERYET,

STEP 2| Apps Seen ( RRE =T 7 ) iEikCompare (KB ) Z VU Y UL, IL—ILICOVWTH
REnET7Ur—>3a v z2H/ELET,

Applications & Usage ( 777U T —2 a2 EFERRR ) KR, L—IILICEBID T 71V UTHRE
NET7VT—2 3V FRTENET,

Applications & Usage - smb ®

Apps on Rule AppsSeen 3

% Any
| Applications i Subcategory Risk | First Seen Last Seen Traffic (30 days)

[ ms-ds-smbvz storage- 2018-12-18  2019-04-08  53.0M [
backup

"] ms-ds-smb-base storage- 2019-01-29 | 2019-03-29 7.4k |
backup

[] msrpc-base infrastructure E 2018-12-21  2018-12-21 o |

B8 Browse @ Add B Delee Add to Rule Create Cloned Rule  *-. Match Usage

The last new app was discovered 69 days ago.

C JE2m

STEPS|IL=ILICDWTHREENZD T UT—23>0IRNTELLRBEVWLS 22 2FT TS, £
—IFALBEWVWAZREL, FALEVWT VS —23 &2 BRUE T,
LN=ILOEREEERZYYFEED, AVTFT77VZEBMTREILL)FEREBMICHEVLETS
N2II—I)2RHTD, FLREIIL—INICEMIXNE@/BOT VT —>a > B2BIRTDENTEF
ED
o JL—=IICRYFENBBYICIRNTOTIIT—>2a2&2FATIIL—ILELEVEEICE. AT

ICRVWET

1. AppsSeen (REENLET7) ) ICBEVWTIXTDOApplications ( 77V r—23> ) &iBIRL
£7,

2. Match Usage (EEDOYYF T ) 2O UYILET,

3. OKZZ U Y ULT, R—hR—=ADIIL—IIZApp-IDR—ADIL—I)LIZEHLE T,

4. BRIDEBEEHDT7IVT—2a 0 FR—RNEFES ZENBVEKRSIC, Service ( H—E
A ) Zapplication-default ( 7 77U —>3>F7#)K ) CRELET,

o L=ITRREENDTIVTr—>32%29XTHFAL, AVTFTFFVTr—>3a>zEMTS &
CR)FEREBMICEVGETSNDIL—IILZREBLLEV (ZFHhICKY, EOVFTTHROITXNTOT
TVTr=2arvaFaEh, MRAVFTFTTVIT—23 I BMEND TV r—2a> 88
MIZFFITEND ) B, UTICKYWET :

14 7705 -3 R—-R RUI—ICBITBEOORANTSI9F4AR | F7U5—3arR—2A:
RS —CBITITRDEHORANTSU9F 1A
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1. IRNTOT77VT—2 322 BRENREICL THE, AddtoRule (IL—ILIZIEM ) &RT
LET,

Applications & Usage - smb

Tl meframe  Anytime

AppsunRuIe Apps Seen .
& Ay Add to Rule @Em_. [x]

(— |

. V] ms-ds-smbw
ms-ds-smb-base I
ms-ds-smbvi I
ms-ds-smbv2
ms-ds-smbv3

msIpcy
¥ ms-event-log

7 ms-local-security-management

[hncel
- =)

The last new app was discovered 69 days ago.

“ Cancel

FeLefiEnt77Ur—avi, AVFFFP7UTT, BEBRHFERET T U —
Savi, L—LTREEhEFTUS—232TF, BRFEATOVEVF7USr—2 3y
F. BULOYF+F77UCEBLTVETH. L—ILTRREREATVE LA,

2. OKEYUYHLET, VT FFP7TURTAIEENBTRTOTFT T UTS—S 3V E8& (&
TL )ETNOT, AppsonRule (L—ILOTT V) CERIAVFFFIULEIFBERENET

Applications & Usage - smb

Timeframe TS -

Apps on Rule Apps Seen 3

.o « I T © ©
M| Applications | Applications Subcategory | Risk | First Seen Last Seen Traffic (30 days)
= ms-ds-smb [F] ms-ds-smbv2 sbgorgge— 2018-12-18 | 2019-04-08  53.1M [l
ckup
O & msme [] ms-ds-smb-base storage- 2019-01-29 | 2019-03-29 7.4k |
backup
[ msrpc-base infrastructure 2018-12-21  2018-12-21 o |

B Browse P Add @ ® . Match Usage

The last new app was discovered 69 days ago.

N =N
3. OKZEV DY OLTIL=ILE2EBRLET,
4, BRIBDEEHDT77IVT—2a0FR—FEFES ENFBRVKSIZ, Service (H—E
A ) Zapplication-default ( 77U —>3a>FT7#)KN ) ICRELE T,

o TV —=23 n535—-BEFEFALLV, FL&E, IVFTFTFTUATHATZ TS UT—
2avEERULEVEBEICE. ThsT77UTr—>3> %R, AddtoRule (JL—ILIZEM ) &
DY OLET, FIAEF, msrpeR—AZFFATL WK S5 RE L ms-ds-smbv2AX — A F 7= (& ms-ds-
smbR—A(T%ZEZIRUAddtoRule ( L—J)LIZIEBMN ) 2RTITDE, RUZ—FTT714I14H—

FT7UT—23UR—A RUS—IBITTREODRAKN TSI9FTA4R | PTUT—23aUR—R- RUS—ICBITT
B5EHORANTS5974X 15
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&, O>FF 77 (ms-ds-smb, shaded gray) ADBEEF 7 r—>3a>%xRL, ThsOFT7)
T—=2a EEBMIBDCEICE > THREEMIEVLETSNDIIL - ZRHELET :

1L FALEVWTZUTr—>3 2 %BIRL, AddtoRule (JL—I)LICEM ) 20UV OLET,

BIZIE, msrpeR—AZFFA L7 W& S5 RE L ms-ds-smbv2AR — A F = lEms-ds-smb R — A 7 [+
%##IRLUAddtoRule (JL—ILICEBIN ) 2RTTDE, RUT—FTTFAIXA¥ =k, I>T7F
T 7°')(ms-ds-smb, shaded gray) NOBEET7 U5 —>3a>a&RL, chsOTF77V5—>3ay
EEMTDCEICK > THREAMCEVGE TSN IIL—IILEZREHLET :

Applications & Usage - smb ®
Timeframe | Anytime v

Apps on Rule Apps Seen .
% Any Add to Rule cun lEEE = o
- v
.
E— |

ms-ds-smb ¥

|
ms-ds-smh-base

=

ms-ds-smbvi

=l

ms-ds-smbv2

ms-ds-smbv3

=

owe D3T3

The last new app was discovered 69 days ago.

“ Cance‘

gLBFEFENETTVT—23 2@, L=ILTRREhETTIUTr—232TY, BfflFEh
TWEWTZFUr—>arEk, UV TFHFT77IVICBLTVETY, L—ILTREREEATY
FtHA, COBE, FREEMCEVETSNDIIL—ILZIRMT D EHms-ds-smbv3ZFFA T3
=7, ms-ds-smbvlEFWZ7ORINBEOTHALBEVWE VS BIRZTDEETEET,

2. IRXTCOTF7VT—23a>zHATdeE, FT7UTG—23a 0z BIRLTHFAITHEETE
x£¥9,
IRTOTTVT—23a>02HTTSICE, OKETIUY O LET, AppsonRule (IL—ILDOT
T)YR, BRENETFTIVT—23 03 XTERRLET, OKEIDVY O LTIL—IILaZH
LEY,
BRUETZUT—23a>EGEFATITZICEK, EEEVTIVIT—23a 2 0BREZHALET,
AVTFADOIDOT T Tr—2a>n@ReNdeE, D077 7VEBKREBRENEhET
DT, FIZEEIhB T (F77) ) 2BBNICHTTB N B<BYET,

Add to Rule ®=E

Applications Application

[ ms-ds-smbw
ms-ds-smb-base

@

ms-gs-smbvi

=

ms-ds-smbv2

=

ms-gs-smbv3

KRS

16 7705 —>3a > R—-R RUI—ICBITBLEOORANTSI9F4R | F7US5r—3arR—-2A:
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3. OKZVDYOULET, AppsonRule (IL—=ILDOFT 7)) &k, BIRENLETTVT—23 29X
TZ2&RRLET,

4, OKZZ DY OLTIL—ILEZEBRLET,

5 BRIBDEBEEHDTIVT—2aUNFR—REESENBVKSIZ, Service (H—E
A ) Zzapplication-default ( 77’V 7 —23>F7#)K ) IZRELET,

BORBRICEBZRFBITSIL—I

KENT 74V IDI0RBMOEZZR) I DE, Y DR—MR—ZAI—ILZApp-IDR—AI—ILICE

e, L=IR—AREDIV—VT VT HEREICHEODDENTEET, BAIICHHDIERVD I HETR
BEMEBNITBDREADIL—INED)—2TVTTBETT, TOER, TOINNIURAEZ—FY
R7O1A (R—K80/443 ) L—ILTIL—)ILZApp-IDANDEREROET, BEFES, TOIL—IEF,

HOEDI—=ILEYEZLOTTIVT—2320TELDORNTTAVIERDENTEDHNSTT, Th
BFEEECODIL—NADPBREZLDIRAVEREADEEZEKRLET,

PAN-OSP 7 ATV AILBRHOT 7V Tr—23 0 JXFANHBDEEBANICTRED, L—ILDOE
BERODEIC, BFD Content Updates (AT VYT Y TF—RNEAVARM=ILET,

RID—=ATTARIAF—RBY—N, 712, EQIN—LZHEANEBRTDLOEBEIEMLMAFEEA
DEBNBEEEERELET, £LhBWVWIL—IILZEKRIZ T, V7T ORI —I)LZApp-IDICE
Bl BASHELTBEINDIL-LRBESRAREEFIVTAEHICLVET, TREOEIZ I
&, ZYIO0BMOEEMITZLHICIL—ILERBHL. BEFITIDRMENSNDILB)—FT 42T
ETANBIITDTATTEREZRBLET !

EbhEWIL—ILZHIBRTS
RERELEIL—IILEZERTS

A22—FY NT ORI 2EH
REENLERNZ T4V INFRESZVIL—IL LR
—EHETREENLET7UNFDBWIL—-ILZERTS

EhnBZWIL—ILZHIKRT S

BITLEL=—IR—=—AGFLELEERALTVWEVWIL=—ILZEATVET, BEEShSsDIIL—ILICEH
TRIT7VT—23a2 RS T74YINEVNDSTT, RMEADIL—IILFIL—IR—AZEILEsE., LKL
FBRECHEDEZBATTLEVET, L—IR—ARZIV—2T V72 EHInsOIL—ILEKRE
LTHRENELEMZRNILET. HDIVREBELTTZIVT—>3 > NS 74 v VICBRALIL—IR—
ADEENBZENTHETEDLSICLET,

READIL—INBEELBZEHTHEETIHNELNERA, EDSXAN—EREAL L EOT7 TV T—
JAVTEBERASNEY—ERETTIT—23V2BBIRIN-IUNFIN—IR—AFELET, K
FRADOIL—IL&EY EHEICHZIIL—LE. BELCI > TREREAODIL—LNICERTEIT TV T—23 2 %4l
HIZHELNEEA, BELLY, READIL—IILE, ITICL2HZRELEEBECLIVERES AL
FWIL—ILTHY, BEOEBELCIL-IIOERZHZEONFVEVWEEF HYET,

Timeframe ( BERE#: ) RTOIIL—)LZBETZ =%, (Policies (R —) >Security (ZF21UT 1)
>R —F7F 14X (44— >RuleUsage (L—ILEA ) )&EIRLET, 77UT—232KNFT74Y
DICEshBI—I)%&2T7 1) RX—F =% Usage ( £f ) ZUnused ( REH ) ICERELET,

STEP 1| RERIL—IZHBILET,

Policies (7RI — ) >Security (¥ 21UFT 1) >RV — A7 7144 H#— >Rule Usage ( JL—)L
FH ) ICHVWT, Timeframe ( BERE#: ) ZAll time (V2% ) [CEREL. Usage ( A ) ZUnused ( &
FR))C(EYRMDDMNEOOIL—-ILDOAERRT S LHIC ) & &K VExclude rules reset during the
last 30 days ( ZRIE30AE T Y REEL—IILEHR< ) L (REOHBBATERNS 71 Y INRA&
Shiz\WH, RURVHBETERNS714VvIOTRShDHRIEVEY NLEL—IAFRRENDDZER
<EH)RELET, £RIE, BIRE NI Timeframe ( BB ) TP 7V T5—23a > NS 749 9N
Beshiah2Z)L—)ILOVANTT,

FT7UT—23UR—A RUI—IBITTREODRAKN TSI9FTFARA | P7UT—23aUR—R- RUS—CBITT
BEOORANTSo97F14 R 17
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paloalto , : : s e o
METWORKS Dashboard ACC Monitor Policies Objects Network Device < Commit & (@ Configw Q Search

B8 Securit
~ ) Rule Usage
3 NAT Monitoring rule usage can help ensure rules are performing as expected, and can help identify rules that should be removed to reduce your attack surface.

&, QoS
[ Policy Based Forwarding Timeframe  All tme ¥ Usage Unused ¥ [/ Exclude rules reset during the last 30 days
& Decryption

& Tunnel Inspection

Application Override
Q Authentication
ame 0 as st Reset Date odified eated

[ bos Protection
3 smip traffic 0 - - - 2019-01-11 18:44:34  2018-12-18 17:50:33

5 | Tsunami-file-transfer 0 2019-03-26 11:09:40 | 2019-03-21 16:14:56

Policy Optimizer -]
5

[CdNo App Specified
L2l unused Apps 7
= A Rule Usage
=] unused in 30 days 11
=] Unused in 90 days 10
= unused 5

STEP2 | RS 74V IONBRSsnBh 2 I—ILEFHEL, REBEHLESH, FLEEMLTEDZIHES
AZERELET,
COBITR, EDRARBEICTsunami7 7 AN EEEFERALEL LD, BAETRED XA

ETsunamiZEA L THE ST, MO T 7 AINEET I T—2 3 IlBEBRALEEEZRLTVET,
2 TTsunami 7 7’V —2a> A NS 74y OOERZHFAT2EAN G ERA,

STEP 3| JL—)L %ZDisable ( Xt ) ( Fi=(d Delete (HIBR ) ) LET,
Policies ( R — ) >Security (ZF 21T 4 ) T, Tsunami 7 7 A I)LEEIL—II ZBIRLET, I—
)L % Disable ( #&xh{t ) % L\ (& Delete (L) LET,
RZT74YVITLESKRSNEBLKTEEDRATEDT VT30 RBERDBEN HBDD
T, IL—IIEZENHLITBDERIWREBFETT, (ChiF, O¥BEICFELOIRY MEE
BEFICESRAN T U= 30 2FERAT2HAEANZR/ELLY ., EHNICLARNS 714v O
XYRND—=VOETOEALBVEHRERN—RNFT—HFRBEBEETRTIVT—2a2FFETIHEIC
BCYWEFET, ) CENERERBROE, UHICENMLAREADI—ILEBETZENTER
T

REZELEIL-INZ2EBRTS
—EHBHLVT VT3 A RREENBA 2 ER—MR—=Z)—)L, LEF>TERELLTHY
HLOWTFTUT—2 a2 #RAETHAEENAIBVIL-LZRBLET, BRL-IILCEBITZDTTVT—
SAVHESICHBRLLEEE, Z2BEE LU THERHBIL—IR—RACR-IR=Z)—ILHFFE>TL
BEERIAINL, ChSDIL—IILZERLET,

» FLWTFT7TUT—2a - LICERITRHESHZHMTAICHZ>TRE, 37AC
EVIFZE, TOMEBNBZARNTEDNDZT T T—232EFEERICVAE
ED

STEP 1| Policies ( R > — ) > Security (ZF 174 ) >RV —FT 71441 — > No App
Specfied (EBEE AT VAL ) ICBWT, JL—)L%ZDays with No New Apps ( -TL W77
DARREhBEA DAY ) ORSEN —FLIZRDKS, TRIEICY—-KNLULET,

18 77U —>3a>oR—-R RUI—ICBITTBLEOORANTSI9F4R | F7US5—3arR—2A:
RIS —IIBITITRDEOORANTSOTF14A
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paloalto

Dashboard ACC Monitor Policies Objects Network Device & Commit ¢§ (@ Config~ Q Search

8 Securi 3
] L] No App Specified

2 NAT These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service

o, Qos only security policies to application based policies.

[5: Policy Based Forwarding = =
& Decryption M e o
& Tunnel Inspection App Usage

Application Override
& uthentication g Traffic (Bytes, 30 days) ShEEEE
[ Dos Protection

Days with No New
Apps

1  ssh-access & service-ssh any 945k 1 any 1 119 Compare 2019-03-21 16:37:00  2018-11-14 16:59:25

6 | allow-apps any any 856 [ any 40 80 Compare  2019-03-26 11:40:29 | 2018-12-10 11:54:59
pDHEV Opﬂmi*er B 3 smb & smb-1 any 59.4M | any 3 65 Compare 2019-03-28 13:58:05  2018-12-18 17:50:33 |
["d No App Specified 5
[ Unused Apps 7 | 5 Traffictointernet 9@ service-hitp any 2286 [ any 76 1 Compare  2019-01-11 18:44:34  2018-11-16 11:52:30
@A Rule Usage SR service-hitps

= unused in 20 days 11

B0 320)L—LE, ABYRVEBICOE>THLLW I FUTr—>3a>z2ELTHES T, App-
IDAQEBRBERYET ( TUEBERITIIN /D277 Tr—23 2 CoVWTHER - Z2EHT
21 IZE&E, smb L= ED, AppsSeen (BRHEL =TTV T—>32 ) FREAEBRVIL—ILOER
C2VWTHALTVET, 20O, COBTRERTTIT—23>0FadL—LICERZEVWTVE
j- ) o

» REBEBECATVBEVIL-LERLEL)ZTELTVWRHENZVOT, Modified ( £
l E)BRZFIYILET, RIEBEEhEL-ILE. L—ILEIVYFIRTTVT—
AVEINTRRLTVBRERRYERA

L= OWTRERENLETTIT—23a o bErsdTHYETNOT, ThEEEAp-IDR—AD
L—=ILICE#RTBRRDYIC, TOIL—-IILZEBRLZET,

STEP 2| Apps Seen ( BREEh =77 ) #%&E V1) Y UL TApplications & Usage ( 7 7’V r—>3 >
EFERRR)FAT7OT2REET,

Applications & Usage - allow-apps

Timeframe | Anytime hd

Apps on Rule Apps Seen | 40
L1 40 items (%}

% Any
| Applications i Traffic (30 days)
[ active-directory-base  auth-service E 2018-12-18  2019-04-10 56M | -
[ crashplan storage- 2018-12-10  2019-04-10  580.9M (Ml
backup
[£] dns infrastructure 2018-12-18  2019-04-10  13.6M |
["] google-base internet-utility 2018-12-10  2019-04-10 12M |
[ kerberos auth-service E 2018-12-10  2019-04-10  10.7M |
[ 1dap auth-service E 2018-12-18  2019-04-10  49.3M |
] ms-local-security- infrastructure n 2018-12-18  2019-04-10 1.3M |
management
[] ms-netlogon auth-service E 2018-12-10  2019-04-10  330.5k | -
] »

B8 Browse @A B ® ‘. Match Usage

The last new app was discovered 86 days ago.

&

STEP3 | JL—=ILIZDWTAppsSeen (REEnI=T7 ) )ZY—K- 74ILRIITILT, TNSTT
Dy—2a> B8 ESERSINRELET,
H7HATFAVILK2TY—RNEERET7AINEI I TFTBET, FTVT5—2a3a 520 BHAS5TRER
LEL=—ILOLICBNB NS 74V O RBRBRIZD—BICBEYET, BIZE. 17597 HF7JUT
TANBIITTBEILRY, IRTDAVTSTTIT—>3a 0 w2HKRBL, Thozdlfgssi
HDApp-IDR—AD I — )L 2 ERTDENTEET,

F7OT—23>R=—A RUY—CBFITREOORANTSOTAR | PTIUT—23UR—A- RUS—ICBITT
BEHORANTS974X 19
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Applications & Usage - allow-apps

Timeframe  Anytime hd
% « T ©
M Applications [H| Applications i Traffic (30 days)
[F] dns infrastructure n 2018-12-18  2019-04-10  13.6M |
[F] ms-local-security- infrastructure 2018-12-18  2019-04-10 = 1.3M |
management
[ msrpe-base infrastructure E 2018-12-18  2019-04-10  349M |
[F] netbios-ns infrastructure E 2018-12-18  2019-04-10 | 741.6k |
[F] ntp infrastructure E 2018-12-18  2019-04-10  99.5k |
[F] stun infrastructure E 2018-12-21 2019-04-10 174.5k |
[E1 dhep infrastructure E 2018-12-19  2019-01-02 o |
[F] netbios-ss infrastructure E 2018-12-12  2018-12-12 o |

B8 Browse EAdd @ Dekets Add to Rule Create Cloned Rule  * . Match Usage

The last new app was discovered 86 days ago.

D

STEPA| AV BZ—FY NT O AN—INEZBROATY T4H S5 AT Y 7T7IC# V., BUBKVZER
LEWZTU =23y 7 AFdUO—2— (FLEREROEEY 7 HFI) ) %4l
HT2ERIL—IIZERKLET,

A22—Y NTFIERAIN—-INEZEH

A=Y RNTOEA L=k, R—K8OHTTP)B KV R— K443 (HTTPS)\D RS 7 14 v U &&IHL
F9, cOIL—INEBE, FT7VT5r—23 0pREEL, NTZTA4VIE (N MKR) EHKRTT, KR—
RR—=ZADA 2V EZ—ZY RNTOEA IL—I)LF, I—HF—0OFXYND—JLBELLBVTFTTUIS5—>13
VEHFULHEBENRILKBEDAHEENIBYEINT, CNSOR—NTHATEITIVIT—>3a>%zE
BL, Z2ICBWLIZHBENHYET,

AV8—FYRNTOEAR L= ER-—KIR=ADSTTIVT—23VR-AERT DR, 1—F—5H
E¥BLEOTTIr—2322RAL, HOBNTREDT TV T —> 3> ZHBTERIN EZERT IS
BN®HYET,

A2B—FYRNTIOEA L—IINEEBRIBZBLET., I—IR—AFENENZDODEHLETIERN S,
BeDOT77VTr—23 > ICEBRIOL—ILEERTEEY)E, BUORVEXEETHEHROT T
T=232EIN-—TILEEHIDHARVERETAET. RUS—FTTAXAF—&E>TI—)
NTRRBENLETTVT—232&T77)r—23237A7dVTY—RLET, ThiZKY, BED
BIATIAVZELL—ILR/RICTZIRNTOT I Tr—>av=2RKRAL, EBTESTSUr—>3>
ZEBERL, ThoOT7VT—23 24T — )L ZERIZENTELRT, RUS—FTT4X
AH—C@F, L=ILATRBEAETTIT—2 3 EmRALAMIBD OOV —RBIT T2
TOATL IV SEHAREATLERT,

T7VT—23a M 9<ERADESCTR DI, - ZERERTDILE, BERIDERVTLL
S, L= ZBRIBDEILKY), TOR—MR=ZAL—IIHFRFEN, EF2UT 1 L—IR—-ALC
BVT, R=MR=ZAL=ILOF<SLICERENLETTVT—23OR—ADIIL—ILFEINET, <D
BEEICKY, TTUT—2a>0FRICXEZE LT B, BRICEBRRVELZVEROT T
T=232 TL—TROROR—KIR=—ZAI—IHS, BBEIAE—FXYRNT IR IL—ILEERK
TRENTEERT, EOTTVT—2aVHFERENLEIL-NIIVYFL, EOTTVTr—>32 K%
DEEXDR—MR—ZAL—IBREBIDNEFIVIIABCENTE, ThILKYBEEIL—IZHE
TRENTEXRT, FALLEWTFTUT—232nEns, +o9RVHEB (EBICXERTTUT—

SAVEINTMBLILLEETED TOBER ) R—MM—AL—LIEIYFLEA S EEEICE,

20 775 —23 R—A RUS—IIBITITREOORANTSO9FARA | FTITr—>3a>rR—RA:
RS —CBITITRDEHORANTSU9F 1A

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html

R=MR=ZIN—INZE ML (KZRHEIR) TRENTEELET, COBE. T7UT—>3a20FAL
XEBEEELT B, BERAKRTLEY,

COFER, DIN/IOTFTVT—23 203 ASTRELEL—INEZERTIEBICEES C
ENTEET, /1VF—YKNTIEA =N E2EBRUEETBRINEI)L—IIOEEIENMD T2

I BI21E. Policies (7R —) >Security (2F1VFT 1) >KRUZ—FTFT 14— >No App
Specified ( 77U —>ar AEEEnTVWAED ) BHREFEHALET, FlXF. AppsSeen (RREEhi-
T7))FHREZ<KBEORABORNZT 740 (MNZT74Yv 0 (N4 K, 30BE) )HFHREZVEVS
HEETRESE<FEOLNDI—ILZZEHT DS, Dayswith NoNew Apps (FiILWT 7 UTr—arhn
oA ) EModified (5 ) BEEFIVILT. S<OFFUT—YavERBLEFEYREL
TWRIL—IIERHETEIEETEERT,

COBITRE, R=—MR=ADAVE—FYNT IR L—IAS, EBFX—LTTVTr—>32 %4l
HWIBDTTVT—230R—ADN—)NZERHITZFEEZBNLTVET, CORUERFIEZFE> T,
R—MR=ZIL—ILTREENBZRLBHTHATIVREBTTVT—>3aVBIC, R2ECTTVT—
SAUR-ADIN—NEEKTDENTERT,

STEP 1| Policies ( 7/R1JZ— ) > Security (2F21UFT 4 ) >RU>—F7FT 144 H— >No App
Specfied ( 77’V —2a A EBEEATVAW ) ILBEL, 12—V NTIOEA%EH
HIBIR—MR—ADIL—ILZHERLET,

7 1)L 32 (service/member eq ‘service-http’)HB KU (service/member eq ‘service-

https’) Zf> T, service-http# &k U'service-https ( NS E A X—FXY N7 OEA- L= ) I
BLTREETNER—MR—ZAIL—ILERLET,

paloalto

Dashboard ACC Monitor Policies Objects Network Device 2, Commit ¢& (@ Configv Q Search

B8 Security .
So No App Specified

i

These are security palicies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alte Networks recommends that you convert these service only security policies to
A qos application based policies.

[ Policy Based Forwarding =
& Decryption (service/member eq 'service-http') and (service/member eq ‘service-https’)

5 Traffic to internet R service-hitp 506 o any
R service-htips

Policy Optimizer - |

[CdNo App Specified 5

STEP 2 | Compare ( Lt ) £/ (& Apps Seen ( R n T 7)) ) Bk o) v U L TApplications &
Usage (777U —23a > EERRR ) FAT7OTZREET,

STEP3|EAUEFIVT ARV — = TEBITHIENBYTHRIEUT TV r—>3a>zd
N=T1FTB2EEK, F7UT—>3>HTHFTT TAppsSeen (RREniT77) ) %
\J_ I\L/ia-o

TRIL—LATRREENDTIVr—23a> &) —71t3 554 &. Subcategory (7 A7) ) T
V—KMLZET:

F7OT—23>R=—A RUY—CBFITREOORANTSOTAR | PTIUT—23UR—A- RUS—ICBITT
BEHORAN 7597142 21
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Applications & Usage - Traffic to internet

Timeframe Anytime -

I
Apps on Rule Apps Seen | 76

% oy . o
M| Applications [ | Applications Subcategory | pisk | FirstSeen | LastSeen | Traffic (30 days)

[ itunes-base audio- 2019-04-01  2019-04-01  75.1k | -
streaming

[ soundcloud-base audio- 2019-03-20 | 2019-03-20 112k |
streaming

[ okta auth-service 2018-12-18  2019-04-09 am |

[ pingone auth-service 2019-01-22 | 2019-01-22 o |

[ outlook-web-online  email 2019-01-11  2019-04-09  333.3M Il

[ yahoo-mail-base email 2018-12-18 | 2019-04-08 s6Mm |

[ gmx-mail email n 2019-04-03  2019-04-03 22m |

[F] hotmail email B 20190225 | 20190225 o | -

B8 Browse @A B @ * . Match Usage

The last new app was discovered 6 days ago.

] o

BEOHTATFIAVT74IILRIILT, TOHTATFIAVICESZ 77U r—>a>rtsxE
FTREETEET, COBITIEE, EFXA—ILEHADOApp-IDR—ADII—ILZERKTDEHIC. T
HBIL—INTERREENDZIEFA-NTTVT—23a 0 ETEHETDZES 74N RITENTET

Applications & Usage - Traffic to internet

Apps on Rule Apps Seen | 77

% oy . o
| Applications T Traffic (30 days)

[ gmail-base email n 2019-04-09  2019-04-09 3zm |
[ gmx-mail email n 2019-04-03 | 2019-04-03 22m |
[F] hotmail email B 20190225 20190225 o |
[] outiook-web-online  email 2019-01-11 | 2019-04-09  336.4M Il
[ yahoo-mail-base email 2018-12-18  2019-04-08 s6M |

B8 Browse @A B @ * . Match Usage

The last new app was discovered 0 days ago.

] o

STEP4|FFAILAEWTF U —2 32 &BIRL . KRIZCreate Cloned Rule ( ERIL— )L Z4E K ) ZiRiR
LT, R=MR=A- JL=IAsTFV5—>3>2 R=ZAOFHLWIL—IILZ2ERLET,
Bz FetE UTEKAICGmail& OutlookZFRH L, AAICYahooX—IILOERZEIBTS
Ay GMXX=)LB L THotmailll kAL BEVWZ EICTBIHEEEF. UTOHEICEYET

22 77— 3 R—A RUS—IIBITITREOORANTSU9FARA | FTITr—>3a>rR—RA&:
RS —CBITITRDEHORANTSU9F 1A
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Applications & Usage - Traffic to internet

Timeframe Anytime

A
Apps on Rule Apps Seen | 77

% oy o T © O

| Applications Subcategory " Traffic (30 days)
gmail-base email n 2019-04-09  2019-04-09  32mM |
[ gmx-mail email n 2019-04-03 | 2019-04-03 22m |
[F] hotmail email n 2019-02-25  2019-02-25 o |
outlook-web-online  email 2019-01-11  2019-04-09  336.4M Il
yahoo-mail-base email 2018-12-18  2019-04-08  8.6M |

B8 Browse Add 2 AddtoRule @ Create Cloned Rule . Match Usage

The last new app was discovered 0 days ago.

STEP5|Clone (& ) X4 7O7ICHEVWT, HFALEWFTUT—>3 R84 ICEBELET 7TV T—
>aveEBRRLET,

Applications & Usage - Traffic to internet

Timeframe  Anytime
P—
Apps on fule Clone ®
&% Any e
N Name ‘ email-apps-allowed
gmail v e
gmail-base
gmail-call-phone
gmail-chat
gmail-downloading
gmail-enterprise
[#___amail-nndting h
D
D B [+] @ &
The last new app was discovered 0 days ago.

“ cancel

MLWIL—LIC, TOBENZRIName (B8 ) ZRELET. HCOEFX-LTTVT—23 2
DVWTHEOHEEL TEZFFALLEVAD, AT FTTVEFALLEVWLN ZRELE T, AVTFTT
VEHATdE, TOAVTFTAOIXNTOT TV T—2 3V EHATR BN ET, chilk
W, HLWFPZTUT—2a 0777 VICEMENZ EZTOHLVW T TUT—2 3> 258K
ICHFATR &L, MREFMICEVETSNBIIL—IIEREL, 77U T—232HFVWOTE
HEABDERIAETAZCEILBNET, T7AIRTR, IXTOTTIVT—2 a2V ABREATVE
Yo BTF7VTr—2320aVTFF77IRRE, L—ILICODWTRHRELLET TV Tr—23 2 B&
BB Eh, AT FT77IVATEEL—LNEODVWTRREATVWEWT U Tr—232 44
Uy O%THY, BHTEATOEREA,

F7OT—23 > R—A RUI—IBFITBEOORANTSOTAR | PTIUT—I3UR—RA- RUS—ICBITT
BEHORANTS9F714 R 23
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Y VT FT7UVAOHBZT7IT—23a 2 EFRFTLEVCEEZBRL LSS, O
DTFTTIEERY SAEN, L—LBBRUEBEOT IV T—> 3V ETERIR

ICLET,

Name  email-apps-allowed-1

Applications | " | Jr—

[ gmailw =
V| gmail-base

1 gmai-cat-phone

v gmail-chat

¥ gmail-downloading

v gmail-enterprise

[l amail-nosting.

= )

gmail-call-phoned & Cgmail-posting 7 7’V 7 —> 3> Z&RA SH T E, gmaill AT FT 71 £i8R
NEAENET,

STEP6|OKZEI UYL TIL—ILZERLET, EREnEIL—ILE, EFIVFARID— JL—
JLR—2A ( Policies (R — ) >Security (Z2F1UFT 1) ) NODR—KR—Z)L—)LDO L
ICERBEEhET,
AVTFT77IRIRNTOFT TV r—2arveEgenT, ATFF77VEEBRTDE, RUD—F
TTA4AY—F, ThEGEIL—ILICEMLET,

paloalto

Dashboard ACC

Monitor Policies Objects Network Device

= Commit & U@ Config~ Q Search

21 items

B8 Security L)

3 NAT

2 QoS

@Pohcy Based Ferwarding Name

5 Decryption 6 | email-apps-allowed

& Tunnel tnspection
Application Override
£ Authentication

’—l DoS Protection

7 | Traffic to internet

none

Type Zone Address User  Zone Address  Application Service Action  Profile
universal | g 13-vian-trust any any R |3-untrust | any gmail # service-hitp & alow @
o sinkh[=] ms-office365 # service-https
yahoo-mail
universal g |3-vlan-trust any any BB 13-untrust | any any & service-http @ aow @

) Sinkhole

# service-https

Clone (B# ) XA4AT7O7ICHVT, OAVTFTTVOKDY ICEBOT 77U Tr—232 28RS
ERVS—=ATTARAYF =, BREWLET TV T—232EFZEHL VApp-IDR—ZIL—)LIC

BmLET,

paloalto

Dashboard ACG

Monitor Policies Objects Network Device

& Commit § @@ Configv & Search

3 Security
2 NAT

% Q05
55 policy Based Forwarding
& Decryption

& Tunnel Inspection
Application Override

8 Authentication L4
[ pos protection

Name Tags

5 emailappsallowed1  none

Type Zone Address User HIP Profile Zone

Address Application Service

universal i 13-vlan-trust  any any any i I3-untrust any [ gmail-base & senvice-http

i Sinkhole [ outlook-web-... 3@ service-https

[ yahoo-mail-b...
B sharepoint-o..
[ amail-chat

[E gmail-enterp..
B gmail-down.

more..

24 77— 30R—A RUS—IIBITIREHORANTSI9F14R |
RS —CBITITRDEHORANTSU9F 1A

© 2019 Palo Alto Networks, Inc.
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STEP7 | BRT 7V T —2 3 A EBER—RNTT IV RAICRN TR EHLETDICE.
JL—J)LName ( B8l ) £/=(FService (T—ERX)ZIUY UL, Service ( F—E
A ) Zapplication-default ( 77’7 —>3>F 72 )L8 ) ICEELET,

REENLERNZ 714V IONREZVIL—I) 2ZH

BEIOHBICHREZ<DORTTAVIBEZRRLIEL-INEROD ISV —RTBHI &KV (Traffic
(Bytes,30days) ( RZ7 1YY (N4, 30BME ) ) ). REZRETITATBIL—LZERRLET,
(FEBERZTNUALR<<REITDE, BEORF 7MY VBN DB B ODTVTELURLSORERNT
74V IEBNFELT, HVIL—IIAENICRRENDZEAN BV, ROLHHORELIBZYANETT, )
chSDIL—ILZApp-IDR—ADIN—IICEBTDET, BARORNZT7A Y IV ZREIBDENTE
ESCIS

BEOIL-ILTZLDONZ T 1Y IERKRITDHEICIE, Policies (R — ) >Security (zF 21 1)
F4) >RUS—FTFT 43 4H— >NoApp Specified ( 77V Tr—>aUFEEEATVEW ) FR
EFEALT, BNCEBRIRNEIN—IINOBEIEZTHTELET. HlZIE. AppsSeen (RKREhiET T
D) (BENICVAIFREEVIL—I ) ZE>)L—I)LF &, Days with No New Apps ( 5L LV F7 7
DAEOTH > B ) R EModified (81E ) BARESTV (REZELEBNS714v 0 =)
EHAEDE LI EE > TEEIENIHZETEENTEXT,

STEP 1| Policies ( R — ) >Security (ZF1UT 1) > RUS—FTF 14X 14H— > No App
Specfied (EEET 7V L ) ICHEWVWT, JL—IL%, Traffic(Bytes,30days) ( N5 T7 1 v
(N4, 30HE ) ) DTRIEIZY—KL, BREREIZCTITATTH2IZI—IHFIAR
DEREMICRRENDLSICLET,

¥ paloalto

Dashboard AGG Monitor Policies Objects Network Device & Commit & U@ Config~ Q Search

B8 Security
2o NAT

No App Specified

These are security palicies that have ne application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only
A Qos security policies to application based policies.

Application Override
a Authentication

DoS Protectien A
& 5 Trffictointemet 3 senvice-http | any 306 [ 2} SortAscending 2 Compare  2019-01-1118:44:34  2018-11-16 11:52:30

z
3 service-hitps %4 sort Descending
6 | allow-apps any any 196 o [E4 Columns b 87 Compare 2019-03-26 11:40:29  2018-12-10 11:54:59
3 smb & smb-1 any s2.7m 1 72 Compare 2019-03-28 13:58:05  2018-12-18 17:50:33
Adjust Columns
Policy Optimizer
1 | ssh-access 3 service-ssh any 94.5k 1 any 1 126 Compare  2019-03-21 16:37:00  2018-11-14 16:59:25
o App Spei .

STEP2 | B ZHHBT DI —ILZ1DEIRL. AppsSeen (RREEhET7T) ) BzEzsIYILET,

STEP 3| Applications & Usage ( 7 7’V —>a > EFERARR ) XA47071C8VT, TOI—)
MDApps Seen (RBEhET77S ) )Y &EY—KNLT74NEZVTR2N G, PTVT—23a3arrl
SHYEZSHERELET,

F7Ur—>3a> Y7 HAFAVTY—REEE714LE2L, BUORVEXEE THAREMEN S
W1D2OTF7 75— a0 R—ADIN—IITHATEZERO T 7V r—>3a> &) —7{tLE
9, Traffic(30days) ( N> 714v 2 (30HM) ) TY—KNLTEBITSVIT—3a>0&EONT
TAVOBEFIVIL, REBETIVTATRTT VT3 2 BRIBHNIHLET,

STEPA| AV B —FY NT O EAN—INEZBROATY T4H S5 AT Y 7T7IC#V, EUBKV ZERA
LEWFZUS—>3y Y7HAFOU0—D—2 (FLEREHROEEY AT ) &4
HT2ERIL—IINZ2ERLET,

F7OT—23>R=—A RUY—CBFITREOORANTSOTAR | PTIUT—23UR—A- RUS—ICBITT
BEHORAN 7595714 25
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—EHETREENLET 7IUNDBEWVWIL—ILZ2EHRTS
AppsSeen (REE T 7)) ) BN D BLSHLOWTZ IV Tr—2a o REBERREE W EL 2 E)L—
Lk, BEMABET, EBRNEELTEY, 71 E2—&2F>THBEICEETEDZHEANHYET,

STEP 1| Policies > Security > R > — #7°F 14 X 4 ¥ — > No App Specfiedic&S VT, JL—ILIZT7 4
ILRZ—ZND T, AppsSeenH 27 <, BEQHBICT 7V r—2a> ZRKRBELENM 2 EIIL—)
NDhZERREEET,

# paloalto

Dashboard AGG Monitor Policies Objects Network Device & Commit & U@ Config~ Q Search

B8 Security

2o NAT

A, Qos

E&-Puhcy Based Forwarding

No App Specified

These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Netwerks recommends that you convert these service only
e ph

p n
a Authentication
[ Dos Protection

Compare 2019-03-28 13:58:05  2018-12-18 17:50:33

1 | ssh-access R service-ssh any 945k |l any 1 126 Compare 2019-03-21 16:37:00  2018-11-14 16:59:25

[_gNo App Specified 5

cOflTR, RELET 7T —> 3 3T (apps seen count leq ‘3') (RREhi7T
TOEHN 3T )T, ILKREENLETIVT—23 02 B< EE30BEOTH 2 /= (days
no new app count geq ‘30’) (MILKRREEhETFVTr—>3a > F1EE€ VBN 307
EYIL=—N=ET71 LBV TLET,

STEP2 | I 2)L—)LZEIRL . AppsSeenBrzV )Y L XTI,

STEP 3| Applications & Usage ( 7 77— a > EFERARR ) R4 70718V T, IXTOFT TV
T=23a2EHFALEVS, T, ThSICA—OIL—ILZHEHALLEWAZRELET, T
Bhs, IXTOTFTVT—23 @3 F7o0RAEEFIVTFAICEALTEAKROKVWEERT
BDHLESHZRELET,

ETCOT77TVT—2a3a > &2FA LTS EEORVEERT S5EE. Match Usage ( ERZON Y
FoU)EEBEL, R—MR—=ADIL—=ILEHFL VApp-IDR—ADI)I—)LICBEEBRZIET,

2COTFTVT—23VEFATRNTNSHARBOLERVEZERTZBEERE. EBP2RVEERT
BT7VT—232000N—T72ElLN—IIZ2EBRHLET, FIRAER—MR—ADIL—ILAEOT 7
Dr—>32z#TAL, TOSE02ENEFXA—INTTIVT—23>TUEFATZSOTTIT—
2arTHBHEE. 2ENEFX—NTTVT—2a2V 1AL ZERL, 12750 T 7
T=2aVICES UMD EE/RLIZ<BBTL&S,

AR TTVT—23vEHYETHN, OTTIVT—23 0 FESFLEVEVSBERIUTICK
VET :

o FELWBRITEVWTZUTr—23>ii2WTVWK 220N —ILE2ERL, TOR—KMR—ZAI—)L&ET
ZRIVITFBIEICKY, IYBRTEVWT TS —23a 084N EFON—ILEIY FT B
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https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://iron-skillet.readthedocs.io/en/panos_v9.0/
https://github.com/PaloAltoNetworks/iron-skillet/tree/panos_v9.0
https://live.paloaltonetworks.com/t5/Community-Blog/Getting-Started-with-IronSkillet-Best-Practices-Templates/ba-p/233175
https://live.paloaltonetworks.com/t5/Community-Blog/Getting-Started-with-IronSkillet-Best-Practices-Templates/ba-p/233175
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices.html
https://www.paloaltonetworks.com/services/consulting
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