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Sign in to Customer Support Portal

After signing into Customer Support Portal, CSP will return you to the previous workflow to continue activating a Cloud
NGFW in one of your CSP accounts.

Sign In
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Remember me
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Your Support Account

You are a member of one or more Customer Support Portal (CSP) accounts. Select an account in which to activate your Marketplace product.
To view your Marketplace product, go to CSP Assets page

Email Device o Support Account

Your Palo Alto Networks Support Account
* Saloct CEP account
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Previous Register Product
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W Get Help © Portal Help

ALERTS RECENT ACTIVITY
0 LIVEcommunity System Update = No Recent Activity Found
ﬂ Super User approval is required when adding new members
0 Prisma SD-WAN Ul Migration to Strata Cloud Manager

TECHNICAL ASSISTANCE CENTER (TAC) ALERTS

NoRecent Technical Assistance Center (TAC) Alerts Found
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Enable Palo Alto Networks Support

Do you have an existing Palo Alto Networks support account?
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o Ma, | will register for support later.
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Region:N California

CLOUD NGFW

Overview
23  Overview .
This tenant is not registered to the Palo Alto Networks suppert account. To use Palo Alto Networks Advanced Cloud-Delivered Security Services Learn More &
{(such as Advanced Threat Prevention, Advanced URL Filtering, Wildfire, and DNS Security). Please register your Cloud NGFW for AWS tenant on

the Palo Alto Networks Customer Support Portal (CSP) using the Tenant ID and Serial Number on the Tenant page.

Register Your Tenant on CSP ' [ib.d

@ Rulestacks

Welcome to Cloud NGFW powered by Palo Alto Networks!

Cloud NGFW combines best in class network security with ease of use, and is delivered as a fully managed cloud native service by Palo Alto Networks. it

natively integrates with AWS Firewall Manager, CloudWatch, Kinesis Firehose and other AWS services. It also provides leading-edge threat prevention, h

a ol, AppID, advanced URL filtering. Easily deployed with just a few clicks, use Cloud NGFW to bringPalo Alto Networks acclaimed security to O O

you eployments, R
o d follow the guided steps below, or link to our resources! J
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STEPG] [Next (XN 1227V v 7 LET,

palDaltO Account Selector [ 245 - Pala Alto Networks [Default

JPPOR

Register Product

Please select a Product. and enter information for your product

Email o Device

Device Registration

0 If you do not know your AWS “Tenant 10 (External ID)" and "Serial Number”, browse to
AWS Portal to locate these two values. Then, copy these two values to this form.

using Serial Number, Authorization Code, Cust

mer 1D and Parent Order

wannual] purchased from public cloud

¥ [CSSP

Cloud Marketplace

WS Cloud NGFW

* Tenant Id [Exte

Serial Number

I'm not a robot
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EH

STEPT7| ¥ R—bk 7HhH > b EIERLE T, [Account Details(7” 7177 > b DFEHDIIC A D, [Validate
Address(7” R L ADHEGE)Z 27V v 7 LE T,

paloalto

Your Support Account
You're not @ member of a CSP account, CSP will create a new account for you, and register your Marketplace product in this account,
NOTE: If you are not a member of a CSP account, and you woud rather be added to an existing CSP account:
= Quit this workflow and ask a Super User of that CSP account to add you to the account

+ Then, go to that CSP account and click Register a Device button in CSP Home page to register your Marketplace product.
Otherwise, confinue this workflow and enter location information for your new CSP account below.

Email Device o Support Account

Your Palo Alto Networks Support Account

Enter location information for your new CSP account.

Test Support Acoount Nasme

HLWYR—b 7 AT Y bOERZH#ERT 5 K ISROSNZLERH D X9, LEITS
CC. FiziER L, [OK]ZZ7 Yy 7 LT, fFELIA—ILT FLAICEREESRZXE L E
ER
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B

Address Verification

& We compared the address submitted with the records from the US Postal Service and were unable to find a
match for the address. Please check the address and Submit with the Original address if you wish to
continue.

Original Recommended
® 3000 Tanner Way, Santa Clara, CA. United States - 95054

AWSEFLD 72 % D Cloud NGFW 24 ©2025 Palo Alto Networks, Inc.



STEP8| ZEEFI— RIZDWTIE A=)V EHEZRE L TL 72X, [Authentication code(FEal I — K)] %= A
JIU. [Next((X\) 227Uy 7 LET,

<

v B
Feedback 4d B
paloalto > 0
Confirm Your Email Address
Customer Support Portal (CSP) sent email to you. Please enter the Authentication Code from your email,
/| Email /| Device v/ Support Account o Confirm

Confirm your email account
An email was sent to "dummytest007@test.com” to confirm your email address. Enter the Authentication Code from the email CSP just sent to you

Authentication code

- m

STEPO| HAAR—YR—b K=KV THI YV DA—)U 7 RLRAZEMZREL., [Next(R\)]%& 7
) ‘Y7L/i‘§‘o
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STEP 10 | g G2 iRl LT < 72& W, [Security Notification Subscriptions(t 3= U 7 ¢ @1y 7
A7) Ty g ))ER L. [Register Product(B 5D ER)]

paloalto 50
Contact Information
Enter your contact information. Or. copy your contact information from your Support Account.
Email Device Support Account Confirm © conaar
Contact Information Default Address
PP —

-

s
Security Notification Subscriptions

ty ifcations 1o keep you informed. The notifications below are the most popular. To sign up for more NOtIRcations, click your name 3t the bottom of the left Navigation menu after you

Previous Reglster Product

270w 7 LET
FRDTT 2L, Y« Y RUDNEREN, HWVTHRAEZY— JR—F R—%)L X—
UNERRENE T,
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Account Selector | [ 245- Palo Alto Networks [Default) v Feedback Q . 0

W Get Help © Portal Help

ALERTS RECENT ACTIVITY
0 LIVEcommunity System Update = No Recent Activity Found
ﬂ Super User approval is required when adding new members
0 Prisma SD-WAN Ul Migration to Strata Cloud Manager

TECHNICAL ASSISTANCE CENTER (TAC) ALERTS

NoRecent Technical Assistance Center (TAC) Alerts Found

Cloud NGFW for AWSD >V 77 )L F 2 )N—7Z R HDI) 5
Cloud NGFWD V) 77 )L 23— HDUr % )71
STEP1| CloudNGFW T > hicaZ A4 v LT,
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EHE

STEPZ| [Tenant(7F > M))ZZ7 Vw7 LET, [Tenant(7F > M) X—=J1IciEx, V7T
JN—. Palo Alto NetworksDH 5 R— bt 7 ¥ g IXEMERDEREINE T,

CLOUD NGFW Tenant

General Information

Name

Programmatic Access

Audit Log Settings 0 edit

Standard

YR— b — ZDOVERK,
Cloud NGFW I >V — )V E{HiF L CY R— b — A ZVERK T % /712
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STEPL] AWST7 AT Y MIDZEFR LT EE WV, AWST AV F IR L E T,

CLOUD NGFW AWS Accounts

AWS Accounts @

AWS Account ID Cross Account LAM Roles Account Property

Decryption Role, Endpoint Role, Logging Role Check Details

Settings

Users and

AWSEHD 7z D Cloud NGFW 29 ©2025 Palo Alto Networks, Inc.



EH

STEP 2| pEIZ)H U T, Panoramal >y —)L2{# L C. 77~ bID**Panorama® V) 7 )L F >/
IN—=72 8, YiR— b r—XICBT 2EMNMERZMHERL T 72T,
2y 2 R— B2 L TCPanorama® V) 7 )L F 2V N—ZiER LT L IF&E W,

~ Device Groups =

{ PANORAMA DASHBOARD  ACC  MONITOR  POLICIES  OBJECTS

Morar N yevice Group N ayout |3 Columns
Panorama D ‘ All \ Columns

General Information

L

Cloud NGFWV) VYV —ZX DT+ > b IDZWERELE T,
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MONITOR

PANORAMA

| Panorama R |

() SSL/TLS Service Profile
By scep
© f.f.l

55H Service Profile
EF. Log Ingestion Profile
% Log Settings
R qjl Server Profiles
SNMP Trap
Syslog
B, Email

B HTTR
(% raDIUS

yserp

(% Tacacs+

% Loap

E‘Ll Kerberos

E‘Ll SAML Identity Provider

Scheduled Config Export

5}; Plugins

e A","‘,‘

w ﬂ NGFW
Setup
—EI Monitoring Definition
(& Deploy

e @ Cloud NGFW
@3 Tenants
% Cloud Device Groups
) Resources

Tenant | All

NGFW (v}

TENANT NAME

Regions | eu-west-2 R

TENANT ID ACCOUNT ID

AWSEFLD 72 % D Cloud NGFW
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STEP 3| Cloud NGFW 3 > —)VORER—T T, [Createacase(7 —AZ{ER)]Z 27 VU v 7 LET,
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Region: US East (N. Virginia) v

CLOUD NGFW

Overview

Welcome to Cloud NGFW powered by Palo Alto Networks!

255 network security vith
rewsll Mansger, CloudWstch Kinssis

W combines bestin

NG

natively integrat:

rehose and other AWS services. It provides leading

application cor

advanced URL filtering. Easily deployed with just a few clicks, use Cloud NGFW to bring Pals

security and agility to your doud deployments.

To get started, follow the guided steps below, or check our resources linked A

arted with Cloud NGFW

Rulestacks Create v

Onboarding STEP by STEP Guide (Dismiss this guide)

N/A 5
Global Local Setup progress 100% (3 of 3 recommended steps completed)
@& 1 Create Rulestack
3 nple
< Rule and Obje
NGFWs Creste o tup Lozzing

NGFWs Resources

About Cloud NGFW for AW!

Learn Cloud NGFW (Video Playlist) &'

What'sN
Deplayment Guide &

Community Link

Cloud NGFW Service Status g

Create a Ca:
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FHELZ 7 A7 —5—

ECTCHHTEETM? DN AEE T 2

e Cloud NGFW for AWS O Cloud NGFWHY 7 A7) gy

O Palo Alto Networks/] A 2 — S R—F 7
VARVAVN (CSP)

O AWSMarketplace?” 517 > b

0 a—¥—ou—)b (57F 2 FRFEH
#)

ffHETL AT 0—5—DX v 2 R— R Tid., Pay-AsYou-go (PAYG) (TtEAE)E T L Ty

FAR=ZADY T ATV T gy CERZHHLUTHEA) O7F > b DCloud NGFWIHE & 7 i
OFEFICHBTCE X I, TOERICIE. FHHERICET S0 YA o, 772 MCBIES
FHENTWVACloudNGFW 7 LY kDB A L, HA DIEEENFRRENE T,

FHETL A7 a—5—#aeld. BIfE7 L a—iE LTIRtENTVET,
FHET 7 A0 —5—I1c7 7Y X9 % )51

1. Cloud NGFW I >V —)UIc ki L £ 9
2. 2 —)UT, [UsageExplorer(ffflET 7 A7/ 0—F—) & #IRLE T,
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EH

Usage Explorer sera

Usage History

Purchased Credits: N/A A

@ Period: Past 6 Months X Dimension: All v Y AddFilter

Period Dimension Consumed Units &' Const
2023-08-15 NGFWUsageHours 0.0
2023-08-15 TrafficSecured 0.0
2023-08-14 NGFWUsageHours 0.0
2023-08-14 TrafficSecured 0.0
2023-08-13 NGFWUsageHours 0.0
2023-08-13 TrafficSecured 0.0
2023-08-12 NGFWUsageHours 20
2023-08-12 TrafficSecured 0.0
2023-08-11 NGFWUsageHours 4.0
2023-08-11 TrafficSecured 0.0

25 Rows Vv Page

Minimize Menu £

R A70—o5—cid, —EHHOHERZFRRTEA T ahHD, CSVT 7 AV 7%

A oa—RLUT, SEOMEDEOICHET—2Z2Fy TF v TEXT, BHOHEERIL.

UFDT7 4 =)V RZE8T—T )V TR EINE T,

*  [Period([)] - Cloud NGFWODHEHII# R L £ 9,

* [Dimension(7 + A>3 3 )] - Cloud NGFWODFERZ iR S 2 1o DI ENE T, 71 AV
varveix, 7 RAY BEMEZE) ZIELET,

* [Consumed Units({H B HiNL)] - si-REARIHRIC T EAVEE L) YV —AD&E, DT 4 —)b
RIZPAYGY 7 A7) T a vETIVICEHEL £,
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[Consumed as Credits(7 L' k& U CIHE)] -

AT 2 R AVHE L T2V YV —AD

H, PAYGYU T XV S gy EF)CEHET ST 4 —I)VKRTT,

PR=FEINTVET A ATV TORTIVEY) VT TEEXET, [Add

Filter(7 « )V ZDENA T2 a ik, BIECOTLE 2 — VU —XTIEHAEEL

FE Ao

[Period(fEN] 7 + —)V R 2 L C, $8E LIHIMOMERZZRLE S, COF T a v2d

M9 258, HEZEMB 7 0V2) 79 %
REMEDRDH B L ZERLUTLIZEEI N,

Usage History

| @ Period: Past 6 Months X
Past 30 Days
Past 3 Manths
Past & Mr;lg\s
2023-07-29

2023-07-28

nx9,

&, T—R2ERT B L& ITTIENFET B 7]

imension

FTIHIVETIE, FHEL Y A7 0—o—I23BE0HBOEERE T — X NERE

[Dimensiong(7 4 A2 a N7« —I)VRZfEfT2 L, HELI A7 0—5—DRREZLEH
LT, THCEENDET RA Y T4 AV a VDR EFRRTEET,

Usage History
Dimension: All

@ Perlod: Past & Manths X

Period |

Y Add Filter

imed Units

Q

2023-08-10

2023-08-10

2023-08-10

2023-08-10

2023-08-01

2023-08-01

2023-08-01

2023-08-01

2023-07-31

7 of 7 selected
NGFWUsageHours
TrafficSecured

T
Aurl
Dns

WildFire

L

n PanMgmt

TrafficSecured 00

FARTDTAAYYIVTTIINEITTERCEE, Ray Xy A= a—

MWoT 4 Ay aVRERTLZCLETEET, FHBL 7 A T0—J—0DFK R
1Z. PAYGE /213#K) & LT, CloudNGFWTF+ > k T A2 Y S gy BT

Ko THEDEI,

AWSEFLD 72 % D Cloud NGFW
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% paloalter

TECHDOCS

FraA

ECTHHTZXITM? A DAELT G 2
¢ Cloud NGFW for AWS O Cloud NGFWH 7 27V v g
O Palo Alto Networkst] A 2~ — S R—F 7
VARVAVZN (CSP)

O AWSMarketplace?” /77 > bk

0 a—%—on—)b (7F 2 FXEEH
)

Cloud NGFW for AWSIZ., NGFWVD YV —ZXDTF 7 aA tda) 750 RY— )L—)VOEHICHE
BoOL T a vzt LE9,

37



o

F7raA

NGFW Deployment &

Cloud NGFW for AWS

Management

AND

AWS Firewall Manager
Deployment

Options

AWS Console
AWS APIs
Cloud Formation

Native NGFW
Deployment

Cloud NGFW Console
Cloud NGFW APIs
Cloud Formation

Terraform

rity policy

WELET: ment

Native Policy
Management

(Rulestacks)

Options

Cloud NGFW Console
Cloud NGFW APIs
Cloud Formation

Terraform

Panorama Policy
Management
(Cloud Device Groups)

Options.

Panorama Console
Panorama APIs
Terraform

AWSEFLD 72 % D Cloud NGFW
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F7aA

NGFWD T 7+ X b L&

* XA T4 7NGFWT 7 A X h—AWS Marketplacef {1 TCloud NGFWIC E 5% % & |
TFY N eRET BT LIED T, ZDF%. Cloud NGFW 12/ —)LZz8m 7 ) » 73
h. APIZHHT % &, VPCOCloud NGFWY VY —RA7Z 7 7 uATEXd, TNHDY
V—RIKE, LIVIZVA, ATr—588U T4, T4 7947 )IVEEMHIMATNTY
£9, £, INHDY Y —RAZEKT %728 Cloud FormationZ 7z ld Terraform®D K 5
‘rinfrastructure-as-code” — )V i35 L& TEE T, ELIztFaVT 1 RY T —
. AT 47 R —EHOV—)IVAZ v 7)E Tzl Panoramah ) & —EH(T /N R T )—
N LT, TN 5DCloud NGFWY YV — IS U TIER TE % 9,

* AWST7A4 74— )IVIRZ—=T v DT TAA AV M—BIFE, AWS T 747 4+ —)V< %—
Uy LU TCAWSHE RO F 2V 70 INV—TRZFDMD Iy hT—T F a2V T4
BEEEZEL TV A5G, MCAWST 7 A 7 Ut —)b~x 33— ZH LT, AWSHIR2K
DEBDT 717> b EVPCICNGFWZE T 7T HA TEE T, AWST YV —)b, AWSDAPI E 7z
& Cloud FormationZ i L C. 9 XTDCloud NGFWRERT T A BXUCEMHTZ 7747
TA == % R U—REZER L F T,

AWST 7 A 77 4+ =)V %= ¥ &, Cloud NGFW YV —ZAWF 704 TN TV 3VPC N
DLYRRAV YTy b, b=k T7—=T), BEKUCTF—rTxz A a—RFN\NFH—
IVRRAVIEEHMULET, AWST 7 A4 7 U+ —)IL 32— 29 %5, Cloud
NGFWV ¥V —ZI&, tF 2V 7 1 3%E & I)V—IVICCloud NGFW 75 > b D Z a—\)L )L—)b
A2y JERMEALET, LENCTFHY FTTa—N)U )b—)VAZ Y 7 72E L TWEWEE
(Panorama RV ¥ —EHZHH), AWST 7 477 4 —)U X3 —I % & Cloud NGFW 1>/ —
WIVRXALZ L, ZAT 17 R —EMEFH LTI a— L )b—)VA R v 7 ZVERK
BXUOEHLET,

tFaV 70 KUY —EH

* X AT 4T R —EH— Cloud NGFW I >/ — )LEIFAPIZFH L TIV—IVAR v 7 7%
FAT 4 TIHER LT, CloudNGFW V)YV —ZDtF 274 R ¥— )L—)LEEHTE
£9, £le. INHDIV—IVA & T 72{ERKT % Tz DCloud Formation 7z & Terraformd K
9 7% Infrastructure-as-code”Y — )L 2l 52 L & TEX T, IL—ILA XY 7id, NGFW®D &
77 7 AGE(App-1D. URLT ¢ V&) V) e BEIGHOEFzER L E T, IL—ILVA
Zy7iiE, EFa VT4 I)— oy e BEETEA TV M BXUEFa VT T
a7 7 AIVHhEENET,

* PanoramaiR V) ¥ — - Cloud NGFW 7+ > k% Panoramay” 75 A 7 > AlcU > 7 L
C. CloudNGFW VU YV —ZADRY ¥ — )b—)VZ2{EB L CEBTE X9, Panoramal >/ —
L. APIXUE TerraformZ (I LT, ThbDtFaTa RUS— b=V EIIST R F
INA A TI—TTIER L& 9, Panorama? 57 K T35 R T )V—TTIER LTz R ¥ —
&, CloudNGFWT F > rDFa— L )b—)V A% w7 & LTHNE T,

* StrataCloud Manager RV o —E8 — 757 K NGFW 1 ¥ — A7 Strata Cloud Manager
(SCM)IZY 7 LTRY U—EHZITH TN TEXT, StrataCloud Managerld, *v b
T—0 ¥FaV74 77014 AY MR EREEMT %728, PadoAlto NetworksD+t 3 =2 1
TAAYTITAN T VF ¥ ZH—DOHFH LI NcWeb 1 > Z—T 21— AN SEHICERTE

AWSE LD 7z % D Cloud NGFW 39 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfw
https://pan.dev/cloudngfw/api/aws/manage-cloud-ngfw-resources/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfw
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/deploy-cloud-ngfw-for-aws-with-the-aws-firewall-manager
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-fms-policy.html
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks
https://pan.dev/cloudngfw/api/aws/manage-rulestacks/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-formation-registry
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-ngfw-for-aws-terraform-provider
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://pan.dev/panos/docs/
https://registry.terraform.io/providers/PaloAltoNetworks/panos/latest/docs
https://docs.paloaltonetworks.com/strata-cloud-manager
https://docs.paloaltonetworks.com/strata-cloud-manager

F7raA

X9, TOAVE—T 2 —AZHHT B L., IXNTORY FT—7 LF 2V T @HRA >
T, —WY— TIUF YA 7TV Tr—ray, BIXUOZRZUFEMICTHIETE X
T, TOBREIC KD, FEAMWEIHER, EFa V7 c0m b, fHEENS TV a—T1
V7L MERRDATREIC R D £9,
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FraA

AWS T NGFW V)V — X ZERKT %

ECTHHTZXIM? R DVAEL TG 2
e Cloud NGFW for AWS O CloudNGFWY 7 A2 gy
O Palo Alto Networkst] A 2~ — S R—F 7
177> bk (CSP)

O AWSMarketplace?” 17 > b

0 a—Y—ou—)l (FFrEkiEH
#)

JW—IVAZ Y 7 e )u—)VEVER LI=D T, NGFW VY —ZAZER L. B—H)ILIV—)VA R Y &7
B F 0O NGFW ICBIHEN T2 C LW TEE T, NGFW ORI, NGFW T RRA > b &2 HE)
FIETECTIERT 2 51EZBIRT 208D D £9, NGFW LY RARA V M F#ICIERT
HTEeEENULELEE., BELETRAL T T4V —VIINGFW TV RRA VR 2
LRAENH D ET,

NGFW Z{ERK S % Icid. ROFIEZEFITLET,
STEP 1| [NGFW] Z&EIN L F 9,

STEPZ2|  [T7A47 I+ —)VOiEINZZ ) v I LET,

STEP3| 23D 3w Name (%411 ZASLET,

STEP4|  (ff3%) Description (N&) ZALET,

STEPS| Faw 7RI hE AWST A0 v MR LT, D NGFW ICBEERY £95
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https://docs.paloaltonetworks.com/cloud-ngfw-aws/deployment/create-cloud-ngfw-endpoints.html
https://docs.paloaltonetworks.com/cloud-ngfw-aws/deployment/create-cloud-ngfw-endpoints.html

F7raA

STEPG| Fow 7Y vinbVPCZEFERL %95

General

Mame ~

Description

Tags

+ v

AWS Account

Select -

VPC™

Select -

STEP 7| [Policy Management(:RV) > —&EH)|2 7> 3> T, kv XU 25 [Local
Rulestack (3 —77 )V JL—)L A & v 7)) & E IR L £ 9,

Policy Management

© Rulestack Panorama

AWSE D 7z DCloud NGFW 42 ©2025 Palo Alto Networks, Inc.



FraA

STEPS| AWSTARA TV T V=V IV TRy F2EEL X9, Cloud NGFW 75> kA
NGFW LY FRA ¥ b ZEHTEZNE S (P—EAEHE—F), TREEHLEZONE
M (BHEEHE-R) ZHREL I,

* BV (= AEH) -Y—E2AEMHET— R TIE. CloudNGFW 77> hid. feE L7z
VPC ¥ 7 3w MMCNGFW LY RRA > M HEIIC/ERR L 9, U—ERXEHE—FD
TV RRA Y MEFIX, CloudNGFW 2V Y —)ILh 6 DOAREFTLET, —E XAEHE—
ROV FRA Y MEHIX, Y7 %y b ORET X 7B ERRIC K > TORFT
TEEJ, Y73y b2 IF5 &Y RRA Y IBMERE N, 7 %y b OBERT
RS BTy RRA V FDHIBRENE T,

VLA (BEEH -BEEHE-RFTR. BELESETNAMTEY T ¢ V' — I NGFW
IV RRA Y 2T TERT 20EDH D 7,

[Endpoint Management(L > KRR~ MERN) 7 > 3 VTl HEDAWSY XA
TV T 4=V =D T T 4w I 72Ri#ET %T-ITCloud NGFW Z G5 T %
TEMTEET, Bk, b7 0 v 72T B72DICNGFWA T B E Y 9 =
VIENTOBAWNST NA T Y T ¢ — V=T EICBIWEEET,
INEDTRAFTEY T 40—V —=2VTNGFWD LY RRA VN EVEKRT % 751k
EEMTEET, NGFWHICIEKT % VPC (X —h Uz A O—RNTFUHP—) T
Y RIRA Y FTEIC AWSICHEZ B NN EE T,

[Availability Zone(R] i1 — >)ic & Pao Alto Networks7?” /177 > k D[Zone ID(V — 2 ID)] &
FHh9 B [Availability Zone Name(F YV — ) FERENE T, AfHMEY —2E2AWST A
T MIRYEYTTEHEEICTOEREMEHLED,

v Endpoint Management
You can enable this NGFW to secure traffic in multiple AWS availability zones. You pay Cloud NGFW for each AWS availability zone the NGFW is provisioned to secure traffic.

us-east-1b (use1-azé)

Do you want to share your NGFW with other VPCs?  us-east-1c (usel-az1)

Availability Zone us-east-1f (use1-az5)

[ us-east-1d (use1-az2) X us-east-1a(usel-az4) X

STEPO| {7z 2w 7 LET,
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FraA

AWSTY REALY FHDOZ S5 K NGFW ZVERKT 3

ECTHMTEEIH? [DNEET T 0?2

» Cloud NGFW for AWS O Cloud NGFWHY 7 X 7Y S g v

O Palo Alto Networkst] A 2~ — S R—F 7
VARVAVZN (CSP)

O AWSMarketplace?” 17 > b

0 a—Y—ou—)l (FFrEkiEH
#)

NGFW DIERRIFICEEREHE— RN LU GEE, BIRU2Y 7 %Y RO NGFW LV RRA
Y N EFEHTERT A0ENH O Fd, AWSITVYV—)LTlE, NGFW LY RRA Y FME7F— bk
JIAA—RNG Y =TV RRAVFELTERENET,

NGFW L RARA > M #EHT 5 7%y MlE. NGFW DIERRIFICEE L TR S5 A4 X— k
7977 K (VPC) NICH %0 5hH D 7,

STEP 1| CloudNGFW 7F > b5, NGFW Z38EIRL., 77 A7 I+ —)LE7 0w 7 LET,
STEP2| [V FREAVF] ZEIRL, VPCIZY RRA VM —CRAELEAELET,
Details

VPC Endpoint Service Name :
comM.amazonaws.yvpce.us-east-lvpce-sve-
c/3

STEP3| awsarvv—icaZ7 4> LET,
STEPA|  [Y—V¥R] > [y I—FFarsrVids] > [VPC] ZBHRL E T,
STEPS| vPC By ¥ aR—Fh56, [TV RRAV M >[TY RRA Y FOER]ZEINL E9,
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3. [Route Tablesyb— bk 7—7)1)] ZFIRLTH 5., HIFRTZTY RARA 2 FD)L—F
T—T IR LT,

VPC Route tables rtb- - - Edit routes
Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local X = ©Active No
Q 0.0.0.0/0 X Q. vpce- St MR X = ©Active No

Add route

4. [Edit Routes)L— M D) 22V 7 LE T,
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4. HiIRR%Z [Confirm(fEz8)| L £ 9,

#t%. Cloud NGFWY YV — A L ZDITXRXTDIY RiRA > kHCloud NGFWT 72 A
AV EDSHIBRENE T,

AWSEHD 7z 8 D Cloud NGFW 46 ©2025 Palo Alto Networks, Inc.



FraA

Cloud NGFW for AWSIC N5 7 ¢ v 7 kT %

ECTHMTEEIH? [DNEET T 0?2

* Cloud NGFW for AWS O CloudNGFWHY 7 A7) Fa v

O Palo Alto Networksi A Z<— Y5 R— kK 7
5177~ (CSP)

O AWSMarketplace?” 17 > b

O a—%—ou—)b (FFr rEIIEH
=)

CloudNGFW Z7 70 A L CLY RRA Y b2 LTz6, W— b T—TIWEEHLT S
T4 I T 7 AT T+ —IVNCERTR2RENHDET, EO—FT—T )V EEHL, EDX
QCHEHTEHMIE, FFEDEMICK > TEED £,

AWS YV —)LTld, NGFW I KR4 >~ M3 Gateway Load Balancer > KR+ > b & LTHE
RENFET, TVRKRAVFIDICES> T, AWSIVY—ILT NGFW LV RRA > FZ#AIT
FET, FFEOT 7 A7 74 —)LDILY RKRA 2 ID &, Cloud NGFW IV —)LD NGFWs >
firewall-name > Endpoints M icH D £97,

AWSEHD 7z D Cloud NGFW 47 ©2025 Palo Alto Networks, Inc.



F7raA

Region: US East (M. Virginia) »

NG Firewalls > -Firewall
Rules Endpoints Firewall Settings Log Settings
Details

VPC Endpoint Service Name : com.amazonawsyvpce.us-east-1vpce-svc-

Endpoints
Endpoint Id Endpoint Status Subnet Id
| vpce-048: ACCEPTED subnet-04-

T, EETEETTOARY FE—FTO/ v b 70—0fITHY, Th50/ Vv b
T O—DEHE NI — OB GENTOET,

* Cloud NGFW for AWS (I F 7 04 X > k
* Cloud NGFW for AWS D387 7'aa A X > b
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STEP4] TV RRA Vb 7—TIVTHYELY RRA Y D bS5 T 0w 7 O NAT OEHZ 3
RLUET,

+ Endpoint Management

ifficin multiple zones. You pay Cloud NGFW for each AWS e the NGFW to secure traffic.
Subnet
e D e e e . @ v
VPC Endpoint Service Name
| comamazonawsipesus s 211 "
Endpoints (2) &_ Search.. Q,
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STEPS| [FF 70w 7 LI NAT OB Efi T, I/RNICEDZ IPT FLA (£721E7 F L AR
ZHELEY,

Manage Traffic and Egress NAT X

Endpoint Id

Private Traffic Range
IAMNARFC 1918

10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16

By default, IANA RFC 1918 are automatically included in Prefixes for Private Traffic.

Add Additional Prefixes To Private Traffic Range

If your organization uses public IP ranges in VPC and On-premises , you will need to specify
those |P prefixes explicitly. The public IP prefixes can be specified individually or as
aggregates.

Perform Egress MAT

Perform Egress Metwork Address Translation (Egress NAT) to all destination public |P addresses
except to the destinations defined in the Private Traffic Range above.

STEPG| FSAR—F b T v VHHICTL T 40w 7 ABBINT BICE. Fov 7 Ry 7 A%F
N LET,

STERPT7| FSAR—K bTI T 4w ZHEHICHBEEIN TR EDERELIXRTONNTY Y7 IPT RL
ADFEITF L TT RURAEBNMThNE X DI 5I1cid, [HEOONAT 2379 5] F v
7 Ry 7 At N LET,

STEPS| [Save(fR1))Z 7V v 7 L&D,
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Amazon VPC IP X Amazon VPC IP Address Manager » IPAMs ®
Address Manager ®
IPAMs (0) info c Create IPAM
¥ Monitoring
Q, Filter IPAMs 1 &
Dashboard
Resources Name (IPAM 1D} % | Description v State v Scope count v
Search IP history
Public IP insights No IPAMs
Mo IPAMSs to display in sa-east-1
¥ Planning .
Create IPAM
Pools
Scapes
IPAMSs

Resource discoveries

Organization settings

Announcements

IPAM DIEFIC/ERREND L. AWSVPCIP 7 RL X 32— v —IC IPAM OFEINERE
nNEI,
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https://docs.aws.amazon.com/vpc/latest/ipam/create-ipam.html
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Amazon VPCIP
Address Manager

4

Monitaring
Dashboard
Resources
Search IP history

Public IP insights

4

Planning

Pools

Scopes

IPAMs

Resource discoveries

Organization settings

Announcements

— - - - et ] Edit Delete
IPAM details
IPAM ID Description State Scopes in this IPAM
= Create-complete 2
Default private scope Default resource discovery IPAM ARN
Default public scope
Tier
Advanced Tier
Operating Regions Associated discoveries BYOASNs Tags
Operating Regions (25)
Q. Filter Regions 1 2 3 > &
Region MName L]
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Source
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Dashboard his poal will be & tap-level pocl ! CIDAS into ¢ ] th !

Resour ces n e s

Search IP history

Public IP insights

. Address family
v Pansing Select the address Family For this poal.

Pools O 1Pud

Scopes O IPve

1PAMs
Resaurce planning

Resource disooveries © Flan IP space within the scope

Organization sattings
Resource planning is restricted to the 1P address Lamily in the public scope

Announcements Locale
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Service
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Address Manager ®
Amazon VPC IP Address Manager » Pools >

4

Manitoring

- . &) Actions W
Dashbeard —
Resources
Search IP history Pool summary
Public IP insights
Pool ID Description State Locale
¥ Planning - (© Create-in-progress
Pools
5 Scope ID Owmer ID Pool ARN
copes
P IPAM ID =
IPAMS
Resource discoveries
Organization settings
Announcements Pool details Monitoring IP space visualization CIDRs Allocations Compliancy Resource sharin >
Pool details info
Scope type Provisioned CIDRs Resources
Public This pool has no provisioned CIDRs. View resources managed in this pool
Address family Compliance status

1Pv4

HUMERENT S —IIVICE CIDRM T Y g =2 73 NT0ERA, N7
1) 7 IP CIDR#ipH & &) 9 2 REFHEDOMER F— IR D £,

STEPS| #iOFIETH ULAMER LI —)LIC CIDRS 27y a =/ LET, [FHE] > [F—IV]
EIR L, [P —IVOBE]D D [CIDR] X 772 #E R L £ 9,

STEPG6| I 77> 3> >CIDRZ 7Ry a2 LET, COTaLAZMBHLT, /87D w7
IP CIDR #ipH & W3 R EOMEF—Z2 E L X9, fEllic OV TR, [ 7 —bAad
CIDRSO Vv ya=>7] BZHBBLTIEEWN,

AWSE D 7z DCloud NGFW 61 ©2025 Palo Alto Networks, Inc.


https://docs.aws.amazon.com/vpc/latest/ipam/prov-cidr-ipam.html
https://docs.aws.amazon.com/vpc/latest/ipam/prov-cidr-ipam.html

F7raA

STEP7| Jmvyg=>49%CIDRT. [XB09iFHHEZ{FEHLTCIDRZANI] ZZVUv oL
9,

STEP8| v xFyZa¥—L %I,

STEPO| [Fueva=ry A %EZZUvy 7 LET,
CIDRAMIEFICTa Yy a7 EIn, T—IVDEEIHERENT-C & ZHERLET,

252 Services Q Searct
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—— - - . - (&) Actions ¥

Pool summary

Pool ID Description State Locale
(@) Create-complete
Scope ID Owner ID Pool ARN
IPAM ID o
Pool details Monitoring IP space visualization CIDRs Allocations Compliancy Resource sharing Tags

CIDRs (1) info Actions ¥
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CIDR v CIDR ID v Advertising ‘ State o
associations

© withdrawn @ Provisioned

AWSE D 7z DCloud NGFW 62 ©2025 Palo Alto Networks, Inc.



F7raA

STEPI10| 74 )V FTld. CIDRZT—IVISBINLTE T RNXZAL XENFERA, TNEELL T,
ABE =%y b ET—RANHTESLXSICLET, CIDRZT FI3NX A XTI

1L =)V ER LT,

2. CIDRZTZZ7Vv I L%,

B [7Uvav] AZa—"T. [[LEZERLET,

4. [CIDRD7 RNZA X AZa—"T, ROy FExUy A= a—7=fH L Ti#EY)x ASN
HEHRL, [CIDRDT RNNZA X727V w7 LET, fHllicOVTIE, [CIDRD Y
RN A 2 ZBIRUTLTEE,

CIDRMDIEHICT RNZAXENT-CT =R LET,

Amazon VPC P Address Manager » Pools ©
c]
(&) A
Pool summary
Pool 1D Description State Locale
@) Create-complete

IPAM 1D Scope D Cowmer 1D Paol ARN
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o BRNEAT-< L = 7 OFNRNER IS K o TEIMEN 2 #2 L. <)V = 7 OllifsZz 371350
CFRETEE T, BN ClE. BIARIEZ X SIEH LT, RyF o7y —btey b e
L CHREZERL XS ET23BEE T LET,

* X KNT—HT ST o2 Ta Ty A3y 7 R7OVER. REEEO )L 27 DR
O—R, LEaT7—Ya VYOEWRAAL DT 72X, v hT—=TDEEREZE, <)
T 7 OFMEICEDNWTEEDHD N T T v 72— LED,

* BWEFEE-KT 7 AV ST E OEA ORI L, T EEE TV L —2 T
LTHLOLSIIVD 2 7 Z#BNLET, ST, ST EIERNT 720 TR RIEET I,

* HAZRLEIVRDONAIR=NNAYIREEENT VA TELF =T V=X 7TaTx7 b9
HWEDOY T N7 7IARIE U DB E ONA IR—=NA I X D, RHZ DAk k7%
&%,
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TR7E

Bare metal analysis

Machine Iaaming @ < | Dynamic unpacking

\
Dynamic analysis A (¥) ) Network traffic profiling

.

Advanced analysis in cloud

Infinite compute for highly sophisticated
threats in any supported file types

- Generates signatures in seconds

+ Delivers trained ML models to NGFW

]

Static analysis @: Recursive analysis

l () Malware, URLS, DNs, C2 l

@ Updated within seconds, globally l

DOCUMENTS [/

‘+‘ Prevent Patient Zero with inline ML l

Immediate Inline
Prevention at NGFW resources

@ Portable Executable/DLL Attacks

@ PowerShell Attacks CLOUD NGFW

g —H—L

Automatic closed-loop Network Effect sharin Backed by Unit 42 threat Indu s broadest global Certifications
protections and enforcement protections across the 43k+ intelligence improving the footprint with 10 regional to address the most stringent
of signatures and known bad customer base efficacy of WildFire by clouds to address customer customer

verdicts attributing identified threats regulatory and compliance needs
with campaigns and threat requirernents
actors
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Cloud NGFW AWSY ¥ — A TWildfirez &€ S B I ld. LLRZ1T5 RENH D £,
* Wildfire7 07 7 A )V Z3ET %
* PanoramaClE L7275 R TINA A F)—"TtF a2V T4 IL—)VEELET S
* WildFireisfE e 72X Rd %
WildfireZ7’ 17 7 A )V 723 ET %
STEP 1| panoramalcm@ 1 > L. [Object(+ 7Y =7 1) > [WildFire Analysis(WildFir ef#7)] % >
Uy 7 LET, [WildFired i 7a 7 7 AV« ¥ RUMERREINE T,

AWSTEH D 728 DCloud NGFW 81 ©2025 Palo Alto Networks, Inc.



STEPZ| a7 7 A NWEEKT BT NNAR TN—TZ Ry THT Y A= a—hHERLET,
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{ PANORAMA DASHE

MONITOR

OBJECTS NETWORK

PANORAM

Applications
j Application Groups

[ Application Filters

® Services

Service Groups

@ Tags

[ External Dynamic Lists
Custom Objects

Data Patterns

) Spyware

) Vulnerability

(@ URL Category
() Security Profiles
@ Antivirus
) Anti-Spyware
[ Vulnerability Protection
@ URL Filtering
(@ File Blocking
[T wildFire Analysis
@ Data Fittering
(& security Profile Groups ~ *
[, Log Forwarding .
~ ¢ Decryption
[ Decryption Profile = | (DAdd (O Delete T Move

Panorama ~ | Device Group | cngfw-aws-sd-CloudDG-1 v
2 Addresses
@ Address Groups O name
Regions
[ default
£, Dynamic User Groups L3
sd-wi-obj

LOCATION RULE NAME
Predefined default
engfw-aws-sd-CloudDG-1 sd-prof-1

Override

Revert (@) Clone () PDF/CSV

APPLICATIONS

a
S
2 items
FILE TYPES DIRECTION | ANALYSIS
any both public-cloud
any both public-cloud
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STEP3| pEhmZ2V w7 LET,
STEP 4| wildrire? a7 7 A )LO4HT# AT L. [AddGEIM]Z 27V v 7 LE T,
STEPS| a7 7 4 )UTBINT 3)L—)LORh 0 RT WAARTZ AT LES

STEPG| 7V r—rarvr v a T, [AdGBINZZ Y v 7 LT, Wildfire7a 7 7 A )L 50
TR REHT BT TV = a DA NS T T r— g ViRERLE T,

STEP 7| [FileTypes 27 Vw7 LT, #9577 AIVEA THEZRLET,
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STEPS8| Xy vmo—R/7wra—R, £lidlisod 7y a rzdn]d %Iicid, [Direction(f5nR)] 7%z
7Uw 7 LET,
WildFire Analysis Profile @

Mame | sd-wf-obi

Description

Disable override
litem | —» X
D NAME APPLICATIONS FILE TYPES DIRECTION AMNALYSIS

sd-prof-1 any any bath public-cloud

(*) Add Del

STEPO| w574 w 7 RHX L THHd % Destination[385%] Z3&ER L E T, IL—Wc—KT 3TN
TDONTT 4w ZESHOZDIC WildFire’ 7Y w7 75 RICEEXT 3881, /8T
w7 759 R ZENLET,

STEP10 )—U—T B TXTD FF T ¢ v 7 EWildrire? 754 7 > AHsk LTS 258
. [privatecloud(7Z A X—hk 759 R)7ZEIRLET,

STEP1L|oK ZZ7 V) w7 LET,
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¥ a7 4 I)V—IVDERE
STEP1| Panoramalc @ > L. [Policies(;KV > —)%&2Z7 Vw7 L%T,

STEP 2| pEixTINA R FIV—T7%BHR L, FHREFHDEF 2V 71 )b—)U ((PreRule(7' L
JV—IV)] F7z1d [Post Rule(RA L=V Z 27 U w 73 50, HrLWIL—)IVEER L F
ER

STEP3| [Actions(7” 7> aNEZ Vw7 LET,
STEPA| a7 A I)VRET. a7 7 AIVEALTDOFRD [T 7 A )V]7&ERLET,

STEPS| [wildFire Analysis(WildFireffifiT)] K@ & 2T, JER L7z WildFire 71 7 7 A )L 7 38
RUXTS

STEPG| oK ZZ7 Vv 7 L%,

TFINAA )N —T7%23Y FLTCloudNGFW VYV — RIS a2 LET,
FERCOWTIE.  TWildFire”Z 277 RO iiféRE) SR L TL7Z2E W,

WildFireX(Ea 72X RT %
WildFireX(E 0 Z 13RO CHER T E £ 9,

1. AWSH 7' D%p4k
2. Panorama
3. StrataLogging Service

AWSD%ESe 77 KR 5
LIRS Amazon Cloudwatch, Amazon S3. ¥ 7213 Amazon Kinesis #1107 DRz & U THREL T
WBLEE. WildFirelC K> TEEDODHD NT T4 v 770y 7ENTWENE S D EERT
X9,
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https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-whats-new/latest-wildfire-cloud-features

CloudWatch X
Favorites and recents »
Dushbxoards

* Alarms Ao @o Oe

¥ Logs

Log g

Logs Insights
Ui 1l Mew
* Metrics
¥ X-Ray trices
F Evants
¥ Application monitoring

¥ Insights

Settings New

30m 1h 12h Custom @ Display * (o]
"srcodag™:tT, “dst_ip”:T180.2.5.54°, “dport™:TEY", “dst_dog.
“srodag® it “dstip®it10.0.5.94°, “dport® "B°, “dst_dog.

"Sre_dag™itt, “dSt_ip”iT180.0.5.547, “dportTiEET, “dit_dog.

"sre_dag™:™", "dst_ip”:"180.2.5.547, “dpori™:"Ed", “dst_dog.

Copy

CleudWabch Log groups PataAlto Olowd NGRW
Log events
i car usd the lter bar below 1o Seanch for and match tenmd, phrases, of values in your log events, Learm mone about Blter patternd [
[s] Actions ¥ Start talling
Q Clear im
L Tirnautamg Maiiags
No cldar avents at this momant, Retry
s 202306~ 25T17 03 50, 00987 : 9 {"src_ip®:" v TspertT V442887,
» 023-B6-25T17 00 50, 00087 3 {"sreaip®:” ¢ HROrtT TAZENT
L IN23-B6-25T17 03 : 50 0097 {Fare_ip™:" ¢ TepErtT i TA2ER",
b 2023-96-25T17 03 56, 009-87 : : {"sre_ip™:" v Tapert” V442887,
{ (1
sre_ip™: “
"sport™: "4ZEE",
sre.dag”: “*
"dat_ip”: ° ",
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Services Q

CloudWatch X > 2023-06-25T17:03:50.0600-07 :00 {"src_ip": ', "spor 280", "src_dag" "dst_ip": , "dport":"88", "dst_dag.
> -06-25T17:03:50.000-07 - mercip ', "sport:" ", "src_dag":"™, "dst_ip": Lo v.ngo", "dst_dag..
Favarias Al rerents > 2023-06-25T17:03:50.000-07:00 {"src_ip sport":"44280 src_dag dst_ip' dport":"80' dst_dag
v 2023-06-25T17:03:50.000-07 : 00 {"src_ip": Fy " :"44280", "src_dag":"", "dst_ip": , "dport™:"80", "dst_dag.
Dashboards
» Alarms Ao @0 Qo { L
¥ Logs
Log groups
k
Logs Insights
web-browsing”,
Live tail New sd-sec-poll”,
reset-both",
"sessionid": ' "y
b Metrics "threat_category”: "macho”,
"sub_type": "wildfire-virus",
» X-Ray traces "threat_content_name": " D",
"severity": "medium”,
"direction®: "server-to-client",
NI "repeatcnt”: 1",
"data_filter_reason": "",
» Application monitoring "filetype"
"contentver": "WildFire-0",
» Insights "xff_ip™: ",
"time_generated": "2023/06/26 02:03:50"
: =
Settings New
""" Nn newer events at this moment Auta retrv naused Resime

Panorama CH % %&£ <9 3

PanoramaTlX. [Monitor (8:fH)] > [Threats(BH)]ZHH L CTN\A A 0/ Dnu /&R TE X
ER
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{» PANORAMA JASHBOARD MONITOR
Panorama v | Device Group | cngtw-aws-sd-CloudDG-1 v Manual v S Q@
Logs - Al y W @ B o
B Tratfic SOURCE DESTINATION
E‘y Threat FROM DYNAMIC DESTINATION DYNAMIC DYNAMIC USER TO
B i GENERATE TIME | TYPE THREAT ID/NAME ZONE TO ZONE | SOURCE ADDRESS | SOURCE USER | ADDRESS GROUP | ADDRESS ADDRESS GROUP | GROUP PORT | APPL
iitering
BR WildFire Submissions | [ 06/251703:50  wildfire-virus Backdoor/OSKxunpes.a  data-zone | data-zone  100.0.2.180 100.0.5.54 80 | webrt
) Data Fitering B 06/2517:03:50  virus Backdoor/OSX xunpes.a data-zone  data-zone  100.0.2.180 100.0.5.54 80 web-4
HIP Match
R B 06/2516:41:10  virus BackdoogSXunpesa v datazone | datazone | 10002180 100.0.5.54 80 | webt
2 p1ag B 06/2516:4110  wildfire-virus Backdoor/OSXxunpesa  datazone  data-zone  100.0.2.180 100.0.5.54 80  web
3 user-ID — g - 4
. L 06/25 16:37:15 virus Backdoor/OSX xunpes.a data-zone  data-zone 100.0.2.180 100.0.5.54 80 web-t;
{2 Decryption
& Tunnel Inspection @, 06/251637:15  wildfire-virus Backdoor/OSKxunpesa  data-zone  data-zone  100.0.2.180 1000.5.54 80 web
[@ Configuration B 06/2516:29:05  virus Backdoor/Linux.gafgytwtr  data-zone  data-zone  100.0.2.180 100.0.5.54 80 web-Y
[EE Authentication
i D 06/2514:06:59  virus Backdoor/OSXxunpesa  datazone  datazone  100.0.2.180 100.05.54 80  webt
nife
& Automated Correlation Engine | [£ 06/2514:0659  wildfire-virus Backdoor/OSXownpesa  datazone | data-zone | 100.0.2.180 100.0.5.54 80  webl
3 Correlation Obj
) Corrtion Ohjects B 06/2514:05:54  virus Eicar Test File datazone  data-zone  100.0.2.180 89.238.73.97 443 web
[ correlated Events
App Scope Ee 06/231709:57  wildfire-virus Backdoor/OSXxunpesa  data-zone  data-zone  100.0.2.180 1000.5.54 80 | web
al summary e 06/231709:57  virus Backdoor/OSXxunpesa  datazone  data-zone  100.0.2.180 1000554 80  web-
[F Change Monitor
e 06/1611:50:17  virus Backdoor/OSXxunpesa  datazone  datazone  100.0.2.180 100.0.5.54 80  web-
(£3) Threat Monitor
@) Threat Map [£o] 06/1611:47:07  virus Backdoor/OSXxunpesa  datazone  data-zone  100.0.2.180 100.0.5.54 80  webr
Ne
) etk bk B 06/1611:4632  virus Eicar Test File data-zone | data-zone | 100.0.2.160 89.238.73.97 443 web-
() Tratfic Map
PDF Regorts
[ Manage PDF Summary
Py S — > o — E— B
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Strata Logging Service T 7 & &R9 %
Strata Logging Servicef » A% > ZDOWildFired 772 £RT 5 L & TEET,
1. [Explored®#R)) 7z 27V v 7 L, [Explore(#R)] Ry X Vi [Firewal(7 7 A 7+ —
J)IThreat(# 5k)] 2 2R L £ 9
2. sub typevalue =wildfireZ/zidwildfire-virus& AJJL. WildFired 7% 7 ¢ )L &
VT LET,

STRATA
{» LSGGING sERVICE Explore

View and search the logs stored within Strata Logging Senice to investigate threats and troubleshoot network issues
Dashboard

Firewsll/Threat v @ sub_typevalue = ‘wildfire' OR sub_type.value = 'wildfire-virus'

$ h g & Past 10 hours -

Inventory

Time Zone: Pacific Standard Time 2023-06-25 07:05:48 - 2023-06-25 17:05:48 9 results Page1of 1 m Q Profile-1
& Stor
PCAP Download Time Generated Severity Subtype Threat Name Firewall Threat ID Verdict Threat Categ From Zone
Status 5} 2023-06-25 17:04:35 Informatior  wildfire MACH-O File Detected 52153 malware unknown data-zone
S il} 2023-06-25 1)°03:50 Medium  wildfire-virus  Backdoor/OSXxunpes.a 153444312 16380 macho data-zone
i hil} 2023-06-25 16:41:10 Medium  wildfire-virus Backdoor/OSX.xunpes.a 153444312 16380 macho data-zone
Ba Explore il 2023-06-25 16:41:05 Informatior  wildfire MACH-O File Detected 52153 malware unknown data-zone
] 2023-06-25 16:38:35 Informatior  wildfire MACH-O File Detected 52153 malware unknown data-zone
M Log Forwarding ] 2023-06-25 16:37:15 Medium  wildfire-virus  Backdoor/OSX xunpes.a 153444312 16380 macho data-zone
i)} 2023-06-25 15:18:34 informatior  wildfire Adobe Shockwave Flash File 52145 benign unknown data-zone
Nl 2023-06-25 14:08:34 Informatior  wildfire MACH-O File Detected 52153 malware unknewn data-zone
i} 2023-06-25 14:06:59 ||| Medium  wildfire-virus  Backdoor/OSX xunpes.a 153444312 16380 macho data-zone
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AWSDNStFa )74 DIzHD 7 Z 7 K NGFW

ECTCHHTEETM? DN AEE T 2

e Cloud NGFW for AWS O Cloud NGFWHY 7 A Z71) gy

O Palo Alto Networks/] A 2 — S R—F 7
VARVAVN (CSP)

O AWSMarketplace?” 517 > b
O a—¥—ou—)l (72 MEIZEH
=)

Domain Name Service (DNS; KA A Y x—L Y —E R) &, 70 k)LD 7 RFC TidhA
ENTVBEIIT, A VZ—Fy FOEENMDOEANZ IO NV TT, BEEOHBZT 72—
3. DNSENLIzax Y R7 > Rayta—)b (C2) @EFv¥xIVEFHL., HEICE> T
cOTa bV EMFHLTCT—2EZBRAM LI LEH D FF, DNSHE. BEEDH 27
R—MWVPCHDT TV —a A VAR ARZELT4IC, DNSRERZ i L TVPCh 5 H
EWVEMTZ RAAL VT —RERET LT ETRETLAREMEND O ET, BEEOH LT 7
Z—Z, DNSEN L THEEDDH ST —ZOXAM 00— RZVPCTY— 70— RICRATHI LETE
%9, PaloAlto Networks Unit 422037 Tld, FER TN/ E £ & EADNSHIERFHIC DUV TEIA
TNTVET,

Cloud NGFW for AWST &, VPCU Y —AMWMET 5 R AL U ZHBRUH#ET S &

T. DNSN—XD&EEZBENOVPCH T T 1w 7 ZR#ETE X9, Cloud NGFW for AWSZ Fl|
19 %, PaloAlto Networksld RIEE 72135 LW EHII LIz KX AL U AD T 78 AREA L, th
DIXRTDY LY ZFfn[§5 EMNTETET,

Cloud NGFWIZ, #8(DY— A (WildFirek = 7 ¢ v 7538, 78 ¥ 7DNS, 777 1 7Web”
O—)V&EZDOH HWebd T Y. URLY Y KRR 7 25041, Honeynet, DGAY 73— %
II=7V 2T, TLARMYT—%, whois, Unit 20058k, T 1/ N\—Fk 075 A7 >
) OFT—2Z2ER LT, @EE TR & B2 S 2 U TDNSY 7 32 F v 2L T 5 T
ET, BEODHD RAA T 7 75 ¢ 71K S % Pao Alto Networks DNSt 3 2. V) 7
P—ECAZHHLTWVET, ZD%. DNSEF 2V T4 P —E X, TIHDDNSY Y T v
ZCloud NGFW 1) Y — ZICHEHIIC il L, axy Ry Ray ha—ib (C2) & F—x ki
ICDNSZiT 2 <)V 7h 6707 77« 7Bl LE T,

DNS Security for Cloud NGFWIZ (& Panorama/) o2 T4, Panorama - ¢4 X TODNStEF 2 1 7«
B#HDRY o — =)V L., 759 K 78 A T)V—TD—i8& L TCloud NGFW ) V —
AT vyalLET,
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https://tools.ietf.org/html/rfc1035.html
https://tools.ietf.org/html/rfc1034.html
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https://www.cyberthreatalliance.org/
https://www.cyberthreatalliance.org/
https://unit42.paloaltonetworks.com/proactive-detector/
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/dns-security/cloud-delivered-dns-signatures.html
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WHOIS data User DNS Passive DNS

&

DNMS Exfiltration

Detection
gi Traffic Pattern
Classifiers

ML-powered
Detection Engines

DNS Infiltration

Detection

Semantic-aware

DNS Security

Cloud-delivered

Compromised DNS
Zone Detection

Stra

ML-powered
Domain Analysis

DNS Full-zone
Analysis

Web Content
Analysis

tegically Aged

Domain Detection

EE DNS Response :% Subdomain
Analysis g DGA Detection
ML-pnuy«ra-d &g Traffic Pattern
Dﬂ?:tmn Classifiers
Engines
ML-powered
Domain Analysis
DNs PACKET EEAL-TIME
REAL-TIME VERDICTS
CLOUD NGFW
92 ©2025 Palo Alto Networks, Inc.
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Cloud NGFW 1 YV — X TDNStF 2V 74 ZHMCT I lE—

STEP 1| Cloud NGFWY ¥V —ZICBHEHI BN T R TINA A )= 7 VT 24T 27
T 77 AIVEVER LT, PanoramaCDNSt =1 7 ¢ MM L E T,

Anti-Spyware Profile O]

Name | Best Practice
Description
|:| Shared
[] Disable override

Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

DNS Policies
Q 10items )5 14
D ‘ SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE

.~ : Palo Alto Networks Content

| ] default-paloalto-dns sinkhole 'extended—capture
.~ : DNS Security
| ] Ad Tracking Domains default (informational) 'sinkhole 'extended—capture
| ] Command and Control Domains default (high) 'sinkhole disable
] Dynamic DNS Hosted Domains default (informational) 'sinkhole disable
| ] Grayware Domains default (low) " sinkhole disable
["] Malware Domains default (medium) "sinkhole disable
| ] Parked Domains default (informational) "sinkhole disable -
< »
DNS Sinkhole Settings

Sinkhole IPv4 | Palo Alto Networks Sinkhole IP (sinkhole.paloaltonetworks.com)
Sinkhole IPv6

Block DNS Record Types

[Jsvecs [JHTTPS [ ANY
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https://docs.paloaltonetworks.com/dns-security/administration/configure-dns-security/enable-dns-security#tabs-id066476b2-c4dd-4fc0-b7e4-f4ba32e19f60
https://docs.paloaltonetworks.com/dns-security/administration/configure-dns-security/enable-dns-security#tabs-id066476b2-c4dd-4fc0-b7e4-f4ba32e19f60
https://docs.paloaltonetworks.com/dns-security/administration/configure-dns-security

fRt

STEP 2| VPCADDNShk <7 4 v 7 7%Cloud NGFWU YV —RICU XA L7 LET, 5740w 7 Y
BA VLTV a YORETIEZ, DNSU—1Dty b 7w S Ic K> THRED T,
* 7JA4X—h DNSH—/3—
* Route53DNSHY—E X
* 7794 X—=hrHKAFY—2DNS

75 A4 X— |k DNS Y —/\—

TIARN—bEEA T L I ADDNSY—N\—%fFHT 554, DNSKZ 7+ 7 %Cloud
NGFWIL Y FRA ¥ MI#Ed 21, LLNOFIHZFEIT LI,

STEPL] awsarvv—jicaZ 4> L%Ed,
STEP 2| vpPCHEEIR L., KICDHCPA Y a3y by FEEIRLFET,

STEP3| #LWDHCPA ¥ 3> v F&EK L. DNSY—/N\—DIP7 RLAZBINTEET, D
I Tlx, 17218101075 A4 X— FDNSY—/N—D 7 KL A T9, DNSH—N\—IFREIN
TWABEHFEDODHCPA 7'y a Vb 55513, ifllzX R L. DNSY—/\—DIP7 RL A%
XAELFET,

VPC > DHCP option sets » dopt-

dopt- / Delete DHCP option set
Details fo
DHCP option set ID Domain name Domain name servers

@ dopt- - &

NetBIOS name servers NetBIOS node type Owner

Tags [ anage tags |
Q Search tags 1 (o]

Key Value

Name

STEPA4| VPCHEEIRL, T SHVPCEIERLET,

STEPS| [Actions(7 7 > 3 )] Kaw 7R »ip5[Edit VPC settings(VPCRR T DFREE)] 28N L F
ER

STEP 6| [DHCP settings(DHCP&RE)] T. [DHCP option set(DHCPA 7> 3 > v M Faw F&X
V5T T A= FDNSY—/N—DRETNIZDHCPA TV a v 2w R 3R L E 9,
STEP 7| savechanges (BENAEDMRE) Z7 Vw7 LET,

HERLU7ZVPCIE, T XTODDNSY LY Zi%E S NTDNSY —N\—ITEET S X HICED X L
77o
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STEP8| Y7 %w b b—b 7= IV ZHHELET,
1. VPC>RouteTables OL—kr7—7)1) ZEINLET,
2. ¥Fa V)T RETEZY T XYy FDOI—k T—TIVEERLET,
3. Jb—brEEMU, #5EEDNSY —/NDIPY R L RICRRELE T,

Destination Target Status

100, Q. local X | ©Active No

Q 17218, X | Q vpce X | ©Active No R

eeeee

Add route

4. [Savechanges (ZHNEDRIE) 127U v 7 LET,

REZXNTZY TRy FHSEDDNSE T 74w 733X, Mtk L@ ozdicCloud
NGFWIY RRA 2 M2 H L TCloud NGFWIC )V—T ¢ > T ENE 9,

Route 53 DNSHY—VE X

Amazon?®Route 53 DNSY— U A9 %555, VPCHODDNSK T 7 ¢ v 7 2R3 51T,
LIFOFIEZETLET, VVILR—DZELY RRA Y eTFrTuAd5kbnT—ra—R
FEEA MY — T T 2y FAERLE T,

STEPL] awsavv—jicaZ 4> L%Ed,
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https://docs.aws.amazon.com/route53/?icmpid=docs_homepage_networking
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html

(R

STEPZ2| ZEL Y FRA Y M 2IERL X9

1 [Services(t}—E A)] > > [Route 53 > Resolver] > > [Inbound Endpoints(-f >/3\%7 > K T
YRRAY M ZERLE T,

[Createinbound endpoint(ZfEL> RRA 2 FDOIE)] 227U v 7 LE T,
730G Name (i) ZASILE T,

IV RRA Y FDOVPCEERL T,

COLYRRAVMCEF2VTo TIV—T27 2y FLET,
IYRRAYV b ZATZIPVACERELF T,

o o bk~ w Db

Route 53 Resolver Inbound endpoints Create inbound endpoint

Create inbound endpoint i

An inbound endpoint contains the information that Resolver needs to route DNS
queries from your network to your VPCs.

General settings for inbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

CloudNGFWDNSEndPoint
The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: us-east-1 (N. Virginia) Info
Allinbound DNS queries will flow through this VPC on the way to Resolver. You can't change this
value after you create an endpoint.

vpc (Application VPC (Demo)) v

Security group for this endpoint Info

A security group controls access to this VPC. The security group that you choose must
include one or more inbound rules. You can't change this value after you create an endpoint.

default (sg- ) v

Endpoint Type
Route 53 Resolver endpoints support IPv4, IPv6, and Dual-stack IP addresses. For a Dual-stack
connection one endpoint can use both IPv4 and IPv6 addresses to connect to a VPC.

IPv4 v

1 ARy — U EEIRLE T,
8 LETIER LY 732y M2 R L £,

RO — 2 DRH5551E. TNZTNOHEY —> T3y b
ZIEE S 2WENH D I
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v IP address #1

Availability Zone Info
The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-Ta v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS FW Endpoint) { .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

v IP address #2

Availability Zone Info
The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1b v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS-2) ( .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

‘ Add another IP address ‘

9. [Createinbound endpoint(ZEL> RRA 2 FOIEK)] 27V v 7 LET,

10. ZIE Y RRA Y MTEHR SN TOWEEY T 2y MCBEMT BN THWSIPTY RL A%
AELET, UFOFIETDHCP A T ay vy b EHKT S L &I, TNHEDIPT
FLARZMHHLET,

STEP3| VPC>DHCP A > a >ty hEEBINLET,

STEPA] FLWDHCPA 7> a3 > 2w ML, SAIHMEY — Y DIPY RLAZBINTE XS, ¥
BOFRANEY =R 25581, &IPT FLAZIYSRXYIDDIY A FEULTANILET,

VPC > DHCP optionsets > dopt-

dopt_ / CloudNGFWDDHCP I Delete DHCP option set
Details info
DHCP option set ID Domain name Domain name servers NTP servers
dopt- - -
NetBIOS name servers NetBIOS node type Owner
- -

Tags Manage tags

Q, Search tags ! @
Key ‘ Value
Name CloudNGFWDDHCP
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STEPS| VPC ZEIR L., {R¥#&J % VPC ZiEIRL £9°

STEPG6| [Actions(7” 7 3 V)] Ry FA 25, [Edit VPC settings(VPC 7% 7E DFitE)] & 3R L
I

STEP 7| [DHCP settings(DHCP #&7E)] C. DHCP A 7> g > v b Ry IRy Uh b Fid TIEK
L7zDHCPA > g > v &R L 9,

Edit VPC settings w

@ Introducing the new edit VPC settings experience X
We've added a new option to make it easier to edit VPC settings. You can now manage all VPC settings in
one place. Tell us what you think.

VPC details
VPCID Name
vpc- Application VPC (Demo)

DHCP settings

DHCP option set Info

dopt- (CloudNGFWDDHCP) A
Q

No DHCP option set

dopt- ( )

dopt-

| dopt- (InboundDNS)
InboundDNS

dopt- (CloudNGFWDDHCP)
CloudNGFWDDHCP

dopt-
[T Enable Network Address Usage metrics Info

Cancel Save

STEP 8| savechanges (EENAEDMRE) 27V w7 LET,

BER U72VPCIE. 9 XTODDNSY LY ZRE S NIZDNST—N—ICEET B LI L
776
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STEPO| Y7 Rw k )b—k T—TIVRHEELF T,
1. VvPC>RouteTables UL— b7 —7L) ZEIN L F9,
2. (R#ETEZY TV FD)—b T—TIVEBERLET,

3. JL—rZBIML., 585EEDNSY—/N—DIPY RLRAICHREL. X—4v F%#Cloud
NGFW T RRA Y MR ELE T,

VPC > Routetables > rtb- > Edit routes

Edit routes
Destination Target Status Propagated
10.0.00/16 Q local X = @Active No
Q 1008 x Q wpce- X @Active No Remove
Q. 0.0.0.0/0 X Q nat- X  ©Aci N Rem
Q 1009 X Q vpce- X - N Rem
Add route
Cancel Preview Save changes

4. savechanges (BEHENABDMRE) =7V v 7 LET,

RESNTY T2y FOSDDNSH T 71w 7393 XT, B & D7z Cloud
NGFWI Y RRA >V M Z#HH L TCloud NGFWIC )V—T ¢ > T ENE T,

75 A4 X— kKA MYV —2DNS

AWST 7 I AN—rRA M=V 2T BIclE. 77 A= FRA NV —VOIFlZSIL
TLEEW,

Cloud NGFW 1) ¥V — Z /»*Route 53 Resolverlc Route 53 TR A TN TWVWBDNSY —Y (F'F A RX—
M= kE) ZIBETERXHICTBIKE, AR L7zX 5 ICRoute 531 >\ KLY RRA
VIREERLET, AN T Y RIY RRA Y ME, oY —18 A Route 531 R X A > A fiik
ERWEDLEZ72HDT ) YV TI, AN YR IV RRAY M EERT S L. AWSIEA >
N Y FDNST LY 2359 2 XS IHRE LIS HEY —> (A2 Ic#tExy hT—2 1
Z2—Tx—A (ENI) Z{ERL %,

STEP1| AmazonVPCa YV — )L ZHEET,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zone-private-creating.html

(R

STEP2| 42V R Y RRA Y b ZERLE T,

1

o o bk~ w Db

7.
8.

[Services()— E )] > > [Route 53 > Resolver] > > [Inbound Endpoints(-f >//37 > K T
Y RRAY M) ZERLET,

[Createinbound endpoint(ZfEL> RRA 2 FDOIE)] 227U v 7 LE T,
730G Name (i) ZASILE T,

IV RRA Y FDOVPCEERL T,

COLYRRAVMCEF2VTo TIV—T27 2y FLET,
IYRRAYV b ZATZIPVACERELF T,

Route 53 Resolver Inbound endpoints Create inbound endpoint

Create inbound endpoint i

An inbound endpoint contains the information that Resolver needs to route DNS
queries from your network to your VPCs.

General settings for inbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

CloudNGFWDNSEndPoint
The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: us-east-1 (N. Virginia) Info
Allinbound DNS queries will flow through this VPC on the way to Resolver. You can't change this
value after you create an endpoint.

vpc (Application VPC (Demo)) v

Security group for this endpoint Info

A security group controls access to this VPC. The security group that you choose must
include one or more inbound rules. You can't change this value after you create an endpoint.

default (sg- ) v

Endpoint Type
Route 53 Resolver endpoints support IPv4, IPv6, and Dual-stack IP addresses. For a Dual-stack
connection one endpoint can use both IPv4 and IPv6 addresses to connect to a VPC.

IPv4 v

AT — 2 23 R L %95
FRETERLTEY T 20w F 2 BIRL £,

RO — 2 DRH5551E. TNZTNOHEY —> T3y b
ZIEE S 2WENH D I
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v IP address #1

Availability Zone Info
The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-Ta v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS FW Endpoint) { .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

v IP address #2

Availability Zone Info
The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1b v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS-2) ( .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

‘ Add another IP address ‘

9. [Createinbound endpoint(ZEL> RRA 2 FOIEK)] 27V v 7 LET,

10. ZIE Y RRA Y MTEHR SN TOWEEY T 2y MCBEMT BN THWSIPTY RL A%
AELET, UFOFIETDHCP A T ay vy b EHKT S L &I, TNHEDIPT
FLARZMHHLET,

STEP3| VPC>DHCP A > a >ty hEEBINLET,

STEPA] FLWDHCPA 7> a3 > 2w ML, SAIHMEY — Y DIPY RLAZBINTE XS, ¥
BOFRANEY =R 25581, &IPT FLAZIYSRXYIDDIY A FEULTANILET,

VPC > DHCP optionsets > dopt-

dopt_ / CloudNGFWDDHCP I Delete DHCP option set
Details info
DHCP option set ID Domain name Domain name servers NTP servers
dopt- - -
NetBIOS name servers NetBIOS node type Owner
- -

Tags Manage tags

Q, Search tags ! @
Key ‘ Value
Name CloudNGFWDDHCP
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STEPS| VPC ZEIR L., {R¥#&J % VPC ZiEIRL £9°

STEP6| [Actions(7” 7> 3 V)] kaw 7 &5, [Edit VPC settings(VPC

QN

AE DifiER)] 28R L

STEP 7| [DHCP settings(DHCP #&7E)] C. DHCP A 7> g > v b Ry IRy Uh b Fid TIEK
L7zDHCPA > g > v &R L 9,

Edit VPC settings w

@ Introducing the new edit VPC settings experience

We've added a new option to make it easier to edit VPC settings. You can now manage all VPC settings in

one place. Tell us what you think.

VPC details

VPCID
vpc-

DHCP settings

DHCP option set Info

Name
Application VPC (Demo)

dopt- (CloudNGFWDDHCP)

Q

No DHCP option set

dopt- ( )

dopt-

| dopt- (InboundDNS)
InboundDNS

dopt- (CloudNGFWDDHCP)
CloudNGFWDDHCP

dopt-
Enable Network Address Usage metrics Info

Cancel

STEP 8| savechanges (EENAEDMRE) 27V w7 LET,

Save

AWSEFLD 72 % D Cloud NGFW
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N3

STEPO| Y7 Rw k )b—k T—TIVRHEELF T,
1. VvPC>RouteTables UL— b7 —7L) ZEIN L F9,
2. (R#ETEZY TV FD)—b T—TIVEBERLET,

3. JL—rZBIML., 585EEDNSY—/N—DIPY RLRAICHREL. X—4v F%#Cloud
NGFW T RRA Y MR ELE T,

VPC > Routetables > rtb- > Edit routes

Edit routes
Destination Target Status Propagated
10.0.00/16 Q local X = @Active No
Q 10086 X Q. vpce- X @Active Ne Remove
Q. 0.0.00/0 X Q nat- X ©Active No Remove
Q 1009 X Q wvpce- X - No Remove

Add route

Cancel Preview Save changes

4. savechanges (BEHENABDMRE) =7V v 7 LET,

RESNTY T2y FOSDDNSH T 71w 7393 XT, B & D7z Cloud
NGFWI Y RRA >V M Z#HH L TCloud NGFWIC )V—T ¢ > T ENE T,

Cloud NGFW for AWST. ' Z— 75 A4 A5 —Z%piE (E-
DLP) #&

ECTTHHATEEITN? A A AEE TG 2

 Cloud NGFW for AWS O CloudNGFWY T A7 S g v

O Palo Alto Networkst A Z < — S R—F 7
A%k (CSP)

O AWS Marketplace?” 777 >/ bk

O a—Y—on—)l (77 FEFEH
#)

IUE—=T 54 XA7—25piiE (E-DLP) &, BEEREARNER Y 78 A, BH. i, 7z
BHENSRET LD, —EHOY—)LETat AT, FHcOVWTIE, (o2 —T75 1
ZDLPICDWNT ] ZZBIRLTL TV,

E-DLP& Cloud NGFW for AWSE#& L. Panoramal Y'Y —)LEEHLTEF 2T RY T —
W—VicT—% T4 )27 TJa 77 A )V EBINTEET,

e/ NEF
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https://docs.paloaltonetworks.com/content/techdocs/en_US/enterprise-dlp/enterprise-dlp-admin/configure-enterprise-dlp/create-an-enterprise-dlp-data-filtering-profile/create-a-data-filtering-profile-on-panorama.html#idde57e887-0a56-40aa-b321-054bbf2597f2

{l 13

N3

LU R&. E-DLP%Cloud NGFWH—E ZICHE T % Tz 8 DPanorama Panorama” = 7' A >/ D) \—
Vg VYEMOHAEDE T,

Panorama®/\—3 5 (PAN- |DLPF'Z 7 1 AWS 7554
09)

10.0.2 |- 1.0.9 5.2.0

10.2.400 | 3.0.7 5.2.0

11.0.220 | 4.0.3 5.2.0

11.1.0L4 I 5.0.1 5.2.0

Cloud NGFW for AWSTH LWE-DLPTF > r 27 nbya =259 %

PanoramaC 7/ R Y g T ENzhH AZ—YR—FR—%)L (CSP) 7 Hhw Y MCBHE
DDLPTF > s &b A 8i4E . Cloud NGFWH—E X3 ZDDLPTF > + Z{#if] L CDLP& Cloud

NGFWZ#i & L X 95

AR —YR—bR=2)V7 /17> MICDLPTF > b W% W0WEE . Cloud NGFWH— Y R HT

LWDLPTF >~ R EVER L E 9,

Cloud NGFW I >V — )V TH LWDLPT 7> b EEICT 2 FIEIZRD £ D TI,
STEP1| CloudNGFW >V —)LicaZ A4 > LET,

AWSE D}z DCloud NGFW
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STEP 2| [Integrations({t )] 28R L £ 95

# CLOUD NGFW

Panoramas

LinkJEETCNGFWPAN1
LinkTest1

LinkTest

Demo-Link-1

LinkTest2

Demo-Link-PAN

Link ID Link Name Panoram a Serial Number

Actions
@ Active Enat =1

@ Inactive Ensbled

® inactive Enabled

@ Inactive Enabled

® Active &

@ Inactive Enabled

@ Active Enabled @

@ Inactive Enab

@ Inactive & Disabled

AWSE LD 7z % D Cloud NGFW 105
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CLOUD NGFW

Panoramas

Link Name

Link EETCNGFWPAN1

LinkTest1

LinkTest

Demo-Link-1

LinkTestd

LinkPavanPn

LinkTests

LinkTest2

Demo-Link-PAN

Panorar

ma Serial Number

Policy Management Status

@ Active Enabled
® Inactive Enabled
@ Inactive Enabled
@ Inactive Enabled
Enabled
Enabled
Enabled
Enabled
@ inactive @ Disabled

LogForwarding and A...

STEP 3| [Security Service(zF 2.V 7« B—E Z)]FI'C. [Check Details(FEMl D) 2 7V v 7 L&

)7 ENtPanorama® ) > 71D %27 V) w7 L, [Check Details(iEfl DERR)] %=

Vw7 §HILEETEEXT,

AWSEH D728 DCloud NGFW
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STEPA4|  [&F a2V F Y —E X)LV T[DataLoss Prevention (77— ZH85Bi1l. (DLP)] k7L %
U7 LET,

Security Services X
CLOUD NGFW i
Panoramas
< Back
LinkID LinkName Panorama Serial Number Policy Managemen
ulnerability
@ Active
Enabled
® Inactive
Anti-Spyware
@ Inactive
Enabled
@ Inactive
Antivirus
©® Active Eeabind
@ Inactive N
le Blocking
® Active Enabled
@ Inactive JRL Categories and Filtering
@ Inactive Enabled
WildFire
Enabled
Decryption
Enabled
Data Loss Prevention (DLP)
QP Disabled
(Y
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STEPS| Fxvw 7Ry 7 RA%A4 N LTL Y Ra—P—lAFHEZNEICHE L, [Enable(EZNICT
N7V y 7 LET,

A Warning

ble the Data Loss DLP)?

Please note that charges apply only when enquiring about DLP policies via Panorama policies.

Check here to indicate that you have read and agree 1o the terms of the End User License Agreement

i
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STEP6| 1) > 7t Panorama®[Action Required (A E /5 R1E) | &2 R L £ 97,

CLOUD NGFW

Panoramas

Link 1D Link Name Panorama Serial Number Policy Managemen

n
® & & & & & & 0
z 451§

DLP& Cloud NGFWH—E R Z BT %7201, 1 > 7 ENfzPanoramah’ T D X— T TLLRGIC
Al S Nem/ N AT LEH 2T L TWA e 2R L X,
PanoramalC A7 AWSHE X UDLPY' 5 7 A4 Ve A YV A b —)V 3 % &, Cloud NGFWI Y —
)V EDODLPTF > R DWEZNCIRD 3,

Cloud NGFWZ >V —) )V, [Integrations(fit)] X—JICBEI L, VU > T NFzPanorama’z
FEIRL., [(BF a2V T+ =L XD NI H B [Check DetailsGEMIZ M) 27 U v 7 LE
ED
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N3

Security Services
CLOUD NGFW 4
Panoramas
Link Name norama S be Status L
Enabled
LinkJEETCNGFWPAN1 ® Active Enabled -
LinkTest1 @ Inactive Enabl Enab
® Ina Enat .
Demo-Link-1 @ Inactive Enabl Enabled
LinkTestd @ Active Enabled Blo
LinkPavanPn @ Inactive Enabled Enabled
LinkTests ® Active Enabled JRL Categ
nables
LinkTest2 @ inactive Enabled Knabled
Demo-Link-PAN @ Inactive & Disabled i
Enabled
v
Enabled
Enat
L3

TNT, B> T0B 7T — 2K IE(DLP) 2R TE £,

Cloud NGFW I >V — )V TCDLPTF > F ZIERICEIMET % &, VU > 7 & N jzPanoramall B8
MFenN=zT7 7 A7 7+ —)VHDLPY —C ADMGHZHIETZ3K51CED ET,
PanoramaC 7 7 A 7 U 4 —)LDtF 1) 71 KR — )L—)UVICDLPT7 4 )VZY VT a7y
AIWEBINTEET,
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c’ PANORAMA )ASHBOARD ACC MONITOR POLICIES OBJECTS
| Panorama v Device Group | S & £
& Security d Shared
" Pre Rules cngfw-aws-Cloud-Prod P
== Post Rules ~ cngfw-aws-CloudNGFW-Cent....
<= Default Rules NAME cngfw-aws-demo TYPE ZONE ADDRESS USER
S cngfw-aws-Demeol
5= Pre Rules test-dg
&5 Post Rules
2 qos
"= Pre Rules
== Post Rules

Eg Policy Based Forwarding
%= Pre Rules
&= Post Rules
71 Decryption
"= Pre Rules
== Post Rules

[LF 2T RY— )L—)V]HEE T, [Actions(7 7 a NZTICBEHL, 3479577
vaYE, EEEE)EEIRLET,
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Security Policy Rule @

General Source Destination Application Service/URL Category Actions Target Usage

Action Setting Log Setting
$ Action | QIET v [] Log at Session Start
Deny Log at Session End
Allow Log Forwarding | None
Drop Other Settings
Profile Setting Reset client

Schedule | None
Profile Type | Reset server

QoS Marking | None
Reset both client and server

D Disable Server Response Inspection

“ Caneel

(7077 AVERE] ZRELEXT,
[DLP datafiltering profilg(DLP7—% 74 )L 2V > 57 707 7 )W) 28R L £9°
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TR7E

Security Policy Rule
DLP Data Filtering Profiles
None
General Source D Uk ploce
Action Seting test-dip-profile-rie1
test-dip-profile
Action SOX
Sensitive Content
Seif Harm
Profile Setting Secrets and Credentiais
Profile Type Profanity
POPIA
Antivins PIPEDA
Vulnerability Protection Pil - Baske
Pl
Anti-Spyware PHIPA
URL Filtering PHl
Leral
Fiie Blocking | New () Data Filtering
= st Fiterios (R 2]
= - A

WildFire Analysis  None

0 RER EDREZITOE T,

get
Log Setting
("] Log at Session Start

B Log at Session End
Log Forwarding  None

Other Settings
Schedule None

QoS Marking  None

| Disable Server Response Inspection

AWSEFLD 72 % D Cloud NGFW
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TR7E

Security Policy Rule @

General Source Destination | Application Service/URL Category = Actions | Target | Usage

Action Setting Log Setting

Action | Allow v D Log at Session Start
] Log at Session End

Log Forwarding E
e —> =

. None
Profile Type | Profiles - Other Settings
laT Security Default Profile
Antivirus | None ~ Schedule '
New [F], Profile
Vulnerability Protection | None QoS Marking

D Disable Server Response Inspection
Anti-Spyware | None

URL Filtering | None
File Blocking | None
Data Filtering | data

WildFire Analysis | None

“ Caneel

ZEL X, (Cloud NGFWRY ¥ —EHICPanoramazfifid % | ZBRB LTI FE W,

tFxFalrgs RUT— )= VET7A T I+—IUCT v ad 3L, DLPTF > MIERT
FTELEMEFEDOT—RZ T )RV IadrA)VeT—R T4 )V R VT INR—2VEERRT
%9,
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration/use-panorama-for-cngfw-policy-management

Spyware

Vuinerability Protection

Data Filering Profiles
G Secucity Pl Grougs,
[, Log Forwarding
) Authentication
Decryprion
7 Decryption Profile
oy Packet Broker Profie

® Code - powershell
Source Code - vbs

Tax i - Brazil

Tax id - Estonia

Tax1d - Finland

TaxId - Poland

000000

T ld - Romania

e
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined
Predefined

1060 items
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DLPT 7 DFE DR

Panorama CDLPH 7 % /19 %1 l&. [Monitor(E=Z—)] 27 %271 w7 L. [Logs(H
N > [F—=2 T2V 7] Z3RUE T, FcOWTIE, [Panorama Ty 2 —7'5
A ADLPO T 5l 72 £ d % | 2B L TLTZEW,
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https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-dlp-log-details

TR7E

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

anorama Device Group | Al v Manual v S (
o Al SXOER
REASON FOR FROM
ﬁ URL Fitteri GENERATE TIME | DEVICE SN DEVICE NAME FILE NAME RULE ACTION TYPE ACTION THREAT ID/NAME ZONE APPLICATION
iltering
WildFire Submissions E 12/2116:39:47 sample-data.pdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing,
@ Data Filtering £ 12/21 16:39:42 sample-data.pdf  sd-sec-poll block dip Pattern matched  sd-data-dlp-profile-1 data-zone  web-browsing
2 and blocked
HIP Match
2, GlobalProtect £ 12/2116:39:37 sample-data.pdf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
=1e e 12/2116:39:32 sample-data.pdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 datazone  web-browsing
3 User-1D and blocked
{2 Decryption £ 12/2116:39:22 sample-data.pdf | sd-sec-poll block dip Pattern matched | sd-data-dip-profile-1 data-zone | web-browsing
and blocked
@ Tunnel Inspection
B Configuration e 12/2116:39:22 sample-datapdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing,
£ 12/2116:39:12 sample-data.pdf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
E 12/2116:39:07 sample-datapdf  sd-sec-poll block dip Pattern matched | sd-data-dip-profile-1 datazone  web-browsing
and blocked
External Logs £ 12/2116:39:02 sample-data.pdf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
Traps ESM
£ 12/2116:38:57 sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 datazone  web-browsing
and blocked
£ 12/2116:38:52 sample-data.pdf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
£ 12/2116:38:47 sample-datapdf  sd-sec-poll block dip Pattern matched | sd-data-dip-profile-1 data-zone  web-browsing
and blocked
- e 12/2116:38:42 sample-datapdf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
& Automated Correlation Engine
@ Correlation Objects E 12/2116:38:37 sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dp-profile-1 datazone  web-browsing
ER) Correlated Events
Fe 12/2116:38:27 sample-data.ndf | sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone  web-browsing
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DLP® Strata Logging Serviced 7/ 72 #9512 id, [Explore(#3R)]| % 7B L. [Firewall or
File(7 7 A7 74 —IVETIZT 7 AIVA T a »72&R L E9, Stratalogging ServiceD ™ 7 5
Mz22oRd Zicid. FEEIZ CELSIZE W,
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% Space: New Emplo...  {yy Welcome to Workd.. @ @ autoweb-Checklis... 4% Intranet - Welcom... Feature Planner Tools|BugFiles ~ #% Pan Support ~ $% Status Report € JRA ] PANOS - TestRail »

STRATA
CD [MoXTI\[XI{AVI[ M Explore

View and search the logs stored within Strata Logging Service to investigate threats and troubleshoot network issues.

@ Dashboard Firewall/File v @ Destination Address = ® . $ A ¢ & Past 60 minutes -
Inventory Time Zone: Pacific Standard Time 2023-12-21 14:37:59 - 2023-12-21 15:37:59 38 results Page1ofl > [CEEY % Profie-t
& storage Time Generated File Name File Hash Severity Sub Type From Zone Source .. Source User
2023-12-21 15:05:37 sample-data.pdf |II' High dip data-zone 100.0.2.155
stats 2023-122115:05:37  sample-data.pdf Low file data-zone 100.0.2.155
Configuration 2023-122115:05:27  sample-data.pdf Low file data-zone 100.0.2.155
2023-12-21 15:05:22 sample-data.pdf || High dip data-zone 100.0.2.155
Ko Explore
2023-122115:05:17  sample-data.pdf Low file data-zone 100.0.2.155
M Log Forwarding 2023-12-21 15:05:12 sample-data.pdf || High dip data-zone 100.0.2.155
2023-122115:05:07  sample-data.pdf Low file data-zone 100.0.2.155
2023-12-21 15:05:02 sample-data.pdf || High dip data-zone 100.0.2.155
2023-12-2115:04:57  sample-data.pdf Low file data-zone 100.0.2.155
2023-12-21 15:04:52 sample-data.pdf |l High dip data-zone 100.0.2.155
B TechDocs 2023-12-21 15:04:42 sample-data.pdf Low file data-zone 100.0.2.155
2023-12-21 15:04:37 sample-data.pdf |l High dip data-zone 100.0.2.155
2023-122115:04:32  sample-data.pdf Low file data-zone 100.0.2.155
2023-12-21 15:04:26 sample-data.pdf |l High dip data-zone 100.0.2.155
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https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-enterprise-dlp-log-details-on-cloud-management
https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-enterprise-dlp-log-details-on-cloud-management

TR7E

Incidents (21)  Updated real-time

° Add New Filter

Assignto v Change resolution v Edit notes v

O CREATEDAT . ASSIGNED TO FILE DATA PROFILE CHANNEL ACTION SOURCE USER ID REPORT ID
O December 21, 2023, 3:41 PM PST Sourav Datta sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
December 21, 2023, 3:05 PM PST Sourav Datta sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:05 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
] December 21, 2023, 3:05 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dIp-profile-1 NGFW Block NGFW 288688851
] December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
=
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/11-1/pan-os-admin/getting-started/set-up-a-basic-security-policy.html#idaf666d2e-b8eb-401d-a40a-668d93913154
https://docs.paloaltonetworks.com/best-practices/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles
https://docs.paloaltonetworks.com/best-practices/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles
https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/11-1/pan-os-admin/policy/security-profiles/create-a-security-profile-group.html#id9e4dc4fd-1f29-4757-98a9-f3bdb4660407
https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-groups.html
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/panorama-overview/centralized-firewall-configuration-and-update-management/device-groups
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/panorama-overview/centralized-firewall-configuration-and-update-management/device-groups
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MiX O0—~g AWS
e | m— Firewall

Manager

) Global
Global Admin Rulestack

(pre, post rules)

Wi X

28 ==
g Local F pro==Y
Local Admin Rulestack

(local rules) Cloud NGFW

Region: US East (M. Virginia] «

Rulestacks
A Rulestack is a set of security rules, and associated objects and security profiles, used for enabling advanced access control (APP-ID&trade;, URL filtering) and threat prevention features. A Rulestack can be associated with one or more
Firewalls. ¥ou can create two types of rulestacks-global and local. Global rulestacks apply to all firewalls in your deployment and local rulestacks apply to specific firewalls.

Rulestacks Action W Create Rulestack v

MName Status Type Account Id
Application Running Local
LocalFWRulestack1 Uncommitted Local
Running Local
PerformanceRule Running Local
Test Uncommitted Local
Uncommitted Local
-local-rulestack Uncommitted Local
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https://docs.paloaltonetworks.com/cloud-ngfw-aws/administration/x-forwarded-for.html
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Region: US East(MVirginia) «

Rulestacks » Create Local Rulestack

Create Local Rulestack

General

Mame *
Description

AWS AccountID”

Select v

Tags

+ w

Enable X-Forwarded-Far for Security Policy

Cloud NGFW for AWS can use the IP address in the X-Forwarded-For (XFF)
field of the HTTP header to enforce security policy.

Cancel Save

Cloud NGFW for AWS C® X-Forwarded-For
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Destination

Source I1P: 10.1.1.2
Sour Load Balancer:
ource 20.10.10.15

NGFW
Endpoint

Source IP: 20.10.10.15

X-Forwarded-For: 10.1.1.2 )
Policy enforced
- on 10.1.1.2

Cloud NGFW
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https://docs.paloaltonetworks.com/cloud-ngfw-aws/administration/create-a-rulestack.xml
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public-key <certificate-body>
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AWS Secrets Manager Secrets Certificate

Certificate

Secret details

Encryption key
EncryptionKey

Secret name
Certificate
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IPS and Spyware Threats Protectlon

PS vulnerability anti-spyware protect your network against attacks that exploit system flaws and remote attacks such as command-and-control activity.
IPS Vulnerahility Best Practice = Anti-Spyware Best Practice =
An Intrusion Protection System (IPS) is 2 network Anti-spyware protection zeroes in outbound
security and threat prevention technology that threats, especially command-and-control (C2)
examines traffic flows to detect and prevent activity, where an infected client is being
vulnerability exploits. leveraged as part of a remotely-conducted cyber
attack
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TH5lD, EOXH5%aAxy Red—RKPEFLTVWSDH, ED
TSI LERVMDTEEIKEIETNTVE2Dh 2T QICHEETE
XA, REZVDIX, WBENID— F2EHLL TV 27 23
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Dos
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phishing
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HELLABWLAEERRTE2BZNDOHS 707 I LB LET,
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TVITA T A RENMGEHTESK51CT2707 I L2 LE
ER

F—oA—BkA Lk C2 Rz L, EMNICR 7B XTLR-F
ZRATERFADRA—)VT FLABHZHNVE C2Y—/N—ITEEL X
¥, F—aA-ICEBEAZECT, KBEDNRY hT—=T TR
ZA[REIC 9 ZERGEN e AT 5 ARttt H 0 95

RNVT T BEXOCT 7 AIR—ZDZ RN S DR

* TUFIANWA — BEETEMIIEZ>TED, RANT T T T ¢ AR THETRK S
NTWET) UV ANE T a7 7 A)VE, <o 7, T—L, haALoOKRE, BXUX
IRAT 7 DR a— R 5R#LFE I, PdoAltoNetworks 7> F T A)VA VY a—7
VT, Ty N ERINCZETBHRENC N T Ty I EBET B AR —LRX—=ZADT )V
VAT YV EH LT, 77 AT I —IVDOINT =< VALK ERTE T HZ %
T UIAT7 VN ERETZENTEET, coT a7 7 )VE. #7771V, PDF
77 A, HTML, BEXU JavaScriptv )V = 7V ICEENB I EIEZ AN T 2 T 2 AF v
LES, e, FiE7 7 AV T—X T2 d— R AF—LONEHAF v VETR—F LTV
£95

ITFDOEEZ, TTAIVRDORA ST ST 4 ADT VFIANWAREERNLTOVET,

PROTOCOL A E

FTP Reset Both [[j /5D V 2 K]
HTTP Reset Both [[fi 5DV v F]
HTTP2 Reset Both [[fi 5DV v B]
IMAP Reset Both [[fj 5DV v }]
POP3 7I—h

SMB Reset Both [[fi 5DVt }]
SMTP Reset Both [[fj 75DV v 1]
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EDT 7 AINEA T BT B ENTEET, T77A4 74—k, 77007 ayF
7oa7 r ANVEFERALT, FFEDOT7 SV r—ra Yy EBXUOREDRy >3 7 a—JhH
(AT RIT T ST Y R T, FEDT 7 ANEATRTIay 7LEd, 7y
O—REREZAXT o a—RT7I—bMEEERRITavy s30T 7 A )V EiREL, 77
AN TdayFrT Tady A)VOEHNGERZET TV r—a Vv eigETEX T,

s Alert-f5ELIET 7 AIVEALTHHENS &, T—X2T )V a7 caZ e

ENEY,

s Javl - fgELET ANV ERATHBHENS &, T Tay vENET, T—
2 TR T arca e EREINES, 77 T ay s a4 )VOEEIC

DINTIE.

(T A Ty Oty BT BHBELUTLIEEN,

Malware and File-based Threat Protection

Use Malware and File-based threattop

Antivirus

rotect

against malware concealed in files, executables, and email links.

taga

Best Practice File Blocking Best Practice

Antivirus protects against viruses, worms, and Use file blocking to prevent the transmission of
trojans as well as spyware downloads. specific file types sent over your network.

g Edit

ITFDOREZ, TIAIVRDORAN TSI T4 XA T7A) 70w IR EZRLTWVWET,
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bat
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DLL
exe
flash
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00— ROy
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* OCX

« PE

o pif

e rar

o sCr

o tar

 torrent

* vbe

o wsf

* W= 1brar

* W5 1tzip
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154 ©2025 Palo Alto Networks, Inc.



(Rt

BRI T3V

jar

Jva7 7Lwv ks QARIZS A T7 AV 2A4T) |

ms-office

R&+a2 X2+ (DOC, DOCX, RTF) . Y—2 7w 7>
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Web based Threat Protection

Web-based threat protection control users' access to and activity on the web.
URL Categories and Filtering Disabled =

Control users’ access to web content, and how
they interact with it (for example, to prevent
phishing, block users from submitting corporate

credentials to non-corporate sites). Also enforce
safe search for search engines like Google and
Bing.
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Encrypted Threat Protection

Prevent threats to your network cloaked within Secure Sockets Layer (SSL) traffic.

Outbound Decryption ©

UnTrust Certificate

Select v
Trust Certificate
Select v
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NEEZIET 5 Web U1 I,

BE R R LY KR X, AVIAVITA, BX
UZ DI O2EHHERI DN Web U1k, ThBiE, N
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H—F= v T B W, B, BXOT—E R,
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Cloud NGFW for AWS T 7 AV 7w xR ET S

ECTHHATEEITN? AT M2
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O Palo Alto Networkst] A 2~ — S R—+ 7
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I—HY—EDRDEO DR EITIR DT80, Web 8T 7 1 ZICOBRMEFRIEET T,
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STEPS| FRENTZV A A S T 7 A )VOFEEZFHR U E T,

STEPA| Raw SR YU GEBINLIET 7 ANEALTOT I arye vT T4y 7DJHEREL
E

STEPS| [Save(fRff))Z 7V v 7 LET,

Ty TJayy Iad ANV EEETS

FTIFIVETE, 7700 70wy 77 7 A IVERA TS50 F7 0 AR ESNTHET,
Ty ) Tduaw s Iadry AIVEEET L

STEP 1| [Malwareand File-based Threat Protection(X )V = 77 & 7 7 A JL " — A7 AT (| 1 1
T. [FileBlocking(Z 7 AL 70w ICBEH L EI,

STEPZ2| Fow IRy v fHLT THAZ L] ZERLET,

@ Antivirus protects against viruses, worms, and trojans as well as spyware downloads.
Best Practice v

File Blocking

@ Use file blocking to prevent the transmission of specific file types sent over your network.

Custom v S Edit

STEP 3| Cloud NGFW 2>V —)L7z & %9, [Rulestacks()L—)L A % v 77)] > [Rulestack name(/L—
JVA % 744)] > [Security Services(F 2 U 7« Y —Y X)] > [FileBlocking(7 7 1)V 7
0y ) DNHICHEAF T,
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STEP 4| [Set Action(7 7> a Y 7ERE) ROy S XU VT, 7O vaveEAlet(7 7— M Eik
(& [Contnue(fif TICZEE L X9,

CLOUD NGFW Rulestacks / NewRulestack / Security Services / File Blocking
File Blocking
Overview
Rulesiacks File Blocking windows Set Direction of traffic Vv
NGFWs Alert
=2 Name File Type Name Actior Direction
Settings Windows Link Ink alert  Bjock both
0 AR Windows Installer Package msi block  Continue both
sers and Roles
Windows Installer Patch MSP File msp alert both
AWS Accounts
Windows Registry reg alert both
Windows Explorer Shell Command File scf alert both
Windows Screen Saver scr block both
Windows Document Shortcut SHB File shb alert both
Windows System SYS File sys alert both
Windows Media File wmf alert both
Windows Media Video wmv alert both
Sl Windows Script File wsf block both
Give Feedback Windows Script Host Settings WSH File wsh alert both
Salman Syed 1 Row Selected 25Rows Vv Page 1 v ofl

ECTTHHATEEITN?

* Cloud NGFW for AWS O Cloud NGFWH 7 A7V 7Y g

O PaloAlto Networks/] A X< — ' R—F 7
H177 2 (CSP)

O AWSMarketplace?” 17 > b

0 a—¥—oo—)L (F+Hr hERIFEMH
#)

7 RNV RIEE(E T, CloudNGFW IE SSL 74 T — R 7 a0 XS ICEfEL, B
BRtIAEZFEHL T, 7947 Y MY —NN—t v g VOBETE ST —RFK)S—7 ¢ (HIH
FH) L L TOMNZHETLET, 7272 L. CloudNGFW & kT 71w 7%y by B—b XA
O— REZOEEHEFEL., EEC0 ID 2522 b LET,

T RNV REEETIE., EEERNEED 2 DDHEL 7V 7 FAMEHENE T, NGFW
. 7547 Y EMEEEINIZEGR (CA) ICXK > TEL SN EE DY — /=1 #E#i
L&D ELTWRIEAE. SSLIESILRTIC 7 547 >~ MEHEAIAEZ IR LET, DV

3o NGFW (Z. NGFW AMEREL TV CA IS & » TEH S NIZIEHE R DY — /N =Tkt
LE2ELTWBI7IA47 Y MIEETERVIEHEZIERLE T,

NGFW UV —ZX%ZEEL T, VPCE/zZY 7 %y P SREEEINS SSL T T 1w 7 Z2H 51k
TEET, TO%, UAIVANKE, Mggtt., A2 72 70K, URL 74 VR U VT T 74V
Jav s oagrA)VixE, TL—2TFFARNT T 0w 7 AppID v Fa V) T4 REEHE
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HATEET, b 70 v oS bemaRIT->%. TL—VTF AN b T0w 7377
AT TF— )NV EHBEEICT 7 AT T4+ —)VIC K> THBEE(LEN, TSNV —tFaY
T4 MHERENE T,

COFEIETIE. T7AT I 5—IVBT 7 hNT Y R TLSEELICEH T 2 AFHEO A EEZREL
F9, I UERHICIEE TLSTEE L EZGNC L E T,

STEPLL  DV—VAZw 7] 73R U, FHEZEH S 2 LN ER L i)V —IV A Xy 7 725381 L
ESC

STEP2| X2 VT4 —EX>T7T hN\T Y RESLEERLE T,
CA FEHAZE DBasic ConstraintsO CAfE % truell i A2 ENH D £,

STEP 3| GEAEZERL X9,
* EETEARVIFHFEZERL T,
* SHGEHEZERL T,

KIS EZERR L TORWIGEEERL £95,

AFRAEE & 5 A4 X— bk F—{1ZAWS Secrets Manager (ASM)ICI#fZEN, T—27a—RiZThb
DOERZMEHALTC IS 70w o 2BELE T,

AEHEIZCAGEE TH 2 80N % D %9, [Basic Constraints(FEATI#)] D CAffi %2 TRUEIC 7%
ETBRENDHD LT, KIS, TTA4\— FCAGEHFEDOHIZRL 9%

AERHE © T2 i N—=Y 3> 13 (0x2) YU TILFN—:4121 (0x1019) ¥
T3xFx 7)vdVY XL sha256WithRSAEncryptionFEf 145 : C=2K

[E, ST=U > b, L=y 7 ML, 0= 7 )Vetk, )b— RCA, 0U=Corp.

CN=www .example.com/emailAddress=corp@www.example.com £

IR S & D RT3 ERh: 201842 H26H20:27:56 GMT &

D413 IER 1 20284224 H 20:27:56 GMT 4% :C=KE., ST=7
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X509v3 Rk —ah
keyid:0D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0
X509v3 HARMZRGIK : BEERCA: TRUE X509v3 F—Dffifflik: HEHEXZT VX
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HIICAGEIHZE ZUbuntu OSD 5 A b A R 7 A Y R— R 9 5 51EOHIZRLE T,

$ sudo apt-get install -y ca-certificates $ sudo cp root-ca.crt /
usr/local/share/ca-certificates $ sudo cp intermediate-ca.crt /usr/
local/share/ca-certificates $ sudo update-ca-certificates

Fo 74w IDEBCICTZY RV T 1 T4 itIHZEZEH L TV B5E1E. SEIFE & i gt
ERHOIYV R VT4 T ABHEDO R EZASMIIRET 208N H O F 7,
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STEP 4| [save(lf#f7)] %7 Vv & LET,
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©® Warning

You have one or more Cloud Device Groups in Panorama
that may be associated with Cloud NGFW resource(s) or
region(s). We recommend deleting the following Cloud
Device Groups before yvou unlink the Panorama.

Mote: If you cannot access Panorama, you can choose to
force unlink.

Close Force Unlink

STEPG6| ) v k7 ot AR LT L 72& W, Panorama/hStrata Logging Service7” 7177 > M
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CLITOHRRDAR Y REFEITLTC, 7FHU b 2R VI EREZZRLUTHIBRTEE T,

request plugins dau plugin-name cloud services unblock-device-push
yes request plugins dau plugin-name cloudconnector unblock-device-
push yes request plugins dau plugin-name vm series unblock-device-
push yes request plugins dau plugin-name aws unblock-device-push
yes
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CLOUD DEVICE GROUP -~ TENANT ID SERIAL NUMBER REGION LAST COMMITTED STATE
G2 Authentication Profile
S5 Authentication Sequence
Uses tificatior
ice: Quarantine
ER Log1r
(3 Log et
>
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@& Dynamic Updates
5 Pluging
~ Wl AWS
~ ] nerw
B Setp
M g Definition

B Tenants
{2 Cloud Device Groups
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€, Licenses

& support

> (2 Device Deployment

Panorama™l >/ —)L CHIDMEEICKEH L TH5 [Cloud NGFW] > [Cloud Device Groups(”
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FRENET, AR, TFHYMDIVIIR TNNARATN—TE2FRLIZSH, [AWS] >
[Setup(tzy 7w N EBRL T,

{» PANORAMA MONITOR  POLICIES JECTS  NET PANORAMA

[Pancrama v & @

= General | Notify Groups | IAM Roles

General £}

Enable Monitoring
Monitoring Interval (sec) 60
S5 Authentication Sequence

User Identification

23 Data Re
Scheduled Config Push
E& Device Quarantine

ributior

v

@ Certific: agement
R Log Ingestion Profile
(3 Log settings
> [F Server Profiles
[ Scheduled Config Export
@y Software
B Dynamic Updates
5% Plugins
~ Wl AWS
~ [] nerw
5 setun
T Monitoring Defnitior
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us-east-1
us-east-1
us-east-1 Running
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CREATE_COMPLETE | Success
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KUOTFNAADT 4 —)VRERDIEENET,

1. [Destination Zone(%E/tY' — )T, [Any({EE) %227 VU v 7 LE 9, Cloud NGFWIZ 1!
DHEFEY — > OBMZ Y R—F L TWVEE A,
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2. [Destination Address(3is:7 K L )T, [Any((EE) 22V w 73 5h, Ry XY
VRAZ a—7FHUTCEHFEOY — U EFRLET, [New@H)] Z227VU w7 LT, #
LWZ RLA, 7RLAZIV—T, Fl-idiszeml £,

3. [Destination Device(5T5E 7731 A)] T [Any(FEE)]%Z 7V v 7 L% T, Cloud NGFWIZ.
AR DHESET INA ADBIZY R—F L TWHWEE A,

Security Policy Rule @
General Source Destination Application Service/URL Category Actions Target
any - O Any any
[] DESTINATION ZONE ~ [  DESTINATION ADDRESS ~ [ DESTINATION DEVICE ~
LD
Region

(® Add Delete @4 ® Add

[CINe

Cancel

_ e @ ol isnsndisiad B _

STEP8| Application’R) ¥ —%REL T, 77V r—varyEk@ 770 r—yvay 7J)—7Ic
HOWT, RUY—R7 72 arEZIFTIEHEIIGRELET, EHHZ. BHED App-

ID™ T2 F vl L. WAZIAZXLT, MADT TV r— 3 v, BHFEDT
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TV —va YORNEDEEZRIET R LB TEET, WAXL T T r—vay

I3 ObjectsApplicationsCEFE S NE T,

1 [Application(7” 7"V r— 3 2)]EdE CIANY({EE) 2 7 U v 7§ % h, SSHix & D%
EDT TV r—ayZRELE T, il SV r—2a VR =238 51
E[AGEIM1ZZ Y v 7 L& T,

Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

Any Oitems | 3 %
[J  appLicaTiONS ~
8=

Application
ssh

[J operenDs oN

ssh-tunnel

New [F Application Filter = Application Group

(HAdd () Delete

STEPO| 77477 % —)UHIC[ServicelURL Category (Y—E Z/URL A7 dV) |#&RE L T
TEDTCPRUDPDR— M H S E/ZIZURL AT IV 2R O —D—E5ff & UTRELE
T, [Any(fTE)] ZERLTH—C X LX)V R —F7ZIFURLA T3V — KU —7=f5
BT AN Ry PR AT a V2L CGERT 2R O —BRZMAIGER U X
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T, [AdAGEIMZZ Vw7 LT, =¥ REZIGURL/AT TV DH LWVRY —Z K L
x9S

Security Policy Rule @

General Source Destination Application Service/URL Category Actions Target

any v D Any
[  service ~ [ uRrLcATEGORY ~
& | |
_ExtemaIDvn:mi:IJsts
panw-auth-portal-exclude-list o

Palo Alto Networks
abortion

abused-drugs

@ Add ®4

nd-
n ¥
uter- et-info
ntent- -networ
right-infringemen
cryptocurrency
dating
dynamic-dns
educational-institutions

STEP 10| EanizRY —BHc T3 T 70 v ZICEDWTIITENE T 7Y 3 VRIRE

TE77va VR —RELET,

1 [Actions(7 7> a NWET. FEIT957 7 a VEARIESRR E)ZER L, [Profile
Setting(7'1 7 7 A JVERE) 2 E L. [Log Setting(2 7 #E)] 7x & DFEZITNE T,
Panoramal 7 D AEICDOVWTIE, PO F 7 BEXUOLER—F BXU T
D] ZBRLUTLIREN,

2. FTa T, EFaV) T KU T— )b—) Vi & LT aZ % Strate Logging
ServicelcHEIX T B T EMNTEET, [Log Setting(H 7 &RE)] 7« —/)V KT, [Log
Forwarding(a 7' #5i%)] Rty 727 27258 R L, [New Profile(fi LW\ 77 7 1)) %

Vw7 LEY, ulimiraT 7 A)V T, a D42 AJ1 L. [Enable enhanced
application logging to Strata L ogging Service (including traffic and url logs)(Strata L oggin
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https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/panorama-overview/centralized-logging-and-reporting
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Service\DEELRT TV r—y g vuaF U I eEMCTS(F 574 v 7 EURLE T 7
BONZEIRLE T, [OK|ZT7 Vw7 LET,
Log Forwarding Profile @

Name | New-CDL
C Shared

Enable enhanced application logging to Strata Logging Service {including traffic and url logs)
[ Disable override

Description
Bitems | X

D NAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS
] traffic-enhanced-app-logging  traffic All Logs « Panorama
[7] threat-enhanced-app-logging threat All Logs « Panorama
[ wildfire-enhanced-app- wildfire All Logs « Panorama

logging
(¥) Add

L

Strata Logging ServiceDFfflc DWW TIE, [ 7 Of# | ZBB LT 72T W,

STEP 11| Cloud NGFW >V —JUICR D . Panorama CYEK LTV —)V 7 FR L £9, [View
XML(XMLODOER)NZZ Vw75 % &, Panoramah b7 59 K 731 X 7 )—TIEH &
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NTWBE7a—N)L )V— IV ARy 7T ¥ 2 ENT)V—IVICEET BB RENE
ER
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CLOUD NGFW Region: USEast (N. Virginia) v
Rulestacks
Overview
Rulestacks
Rulestcks @ a
Name Status Type Account Id Action

Settings
Users and Roles

> cngfw-aws-demo Running Global Vidw XML
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CNT, IV—=IVAZw ZiFPanoramaTIEK L7227 5 R TINA A F)I—TI1#EHAENZ R
—ICBHE IS NE Lz,

C' PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS IRK PANORAM

| Panorama v Device Group I:ngfw-aws-demo v

B Security

= Pre Rules

&= Post Rules

&= Default Rules
> NAT

5= Pre Rules

&= Post Rules 2 Deny cngfw-aws-demo  none universal any any any
£ Qos

52 Pre Rules

== Post Rules

Source

NAME LOCATION TAGS TYPE ZONE ADDRESS USER

1 Allow-all cngfw-aws-demo  none universal any any any

STEP 12| Cloud NGFWTF > F D7 57 K TINA A ZI)V—TIcRY > —%#H Lz 5. Panoramad
UV=)TEHEE S v a LET,
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STEP 13| [Push to Devices(7/\
LET,

A AT 2 a)|HiE T, [Edit SelectionsGEIIEH OME) 2 7 VU v 7

Push to Devices (O]
Doing a push will overwrite the running configuration on selected devices. The configuration shall be pushed from the Panorama running configuration.
O Push All Changes Push Changes Made By:
PUSH SCOPE

LOCATION TYPE

OBJECT TYPE
» shared-object

ENTITIES | ADMINS
Shared Objects
[y
B Edit Selections |:| No Default Selections E‘Lq Validate Device Group Push % Validate Template Push
Note: By default, this dialog shows devices that are out of sync. Admins may choose to select other devices for a force push.
Enter a description
Schedule Cancel

AWSEFLD 72 % D Cloud NGFW 237
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STEP 14| [Push Scope Selection(7" v ¥ 2 A I — &) i ¢, [Cloud NGFW]%E 7 U w7 L&
9, [Push Scope Selection(7"y ¥ 2 A I— 7 3R) | Ei i 1C Cloud NGFW ./ — RANEINE
. Cloud NGFW & PanoramaD i &N AE A D F Lz,
Push Scope Selection (O]

Device Groups Templates Collector Groups WildFire Appliances and Clusters Prisma Access Cloud NGFW

Filters Q Oitems | —» >
LAST COMMIT PREVIEW
NAME STATE HA PAIR STATUS  CHANGES
Select All Deselect All  Expand All  Collapse All [ ] Group HA Peers i Validate Filter Selected (0}
Merge with Device Candidate Config Include Device and Network Templates r] Force Template Values
QK Cancel

STERPIS| )Y =S w v ad 3759 R TFNNAATN—T%FENL, [OK]ZZ w7 LThH
5. [Push(Fv>a)z7V vy 7 LET,
Panoramahb 7w ¥ a ENzTNA A T)NV—T R EHT %

DY Z g OEHIE. AWS Firewal Manager Service (FMS) % f#iH L CPanoramah 5 7
VaENETNARA TIV—T 2T % L—YP =R LTOET,
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
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FMSEH L TWAEE. 759 K 7351 A Z7)L— 7 7 Panoramah* 5 Cloud
NGFWICBEATIT A C L IE T E A, TDOA T 3 VidPanoramal Y — )V TCY
L—FRENET, FMSAWST VYV —)L2fEH LT, T OBERHF ZER L 9,

STEPL1| 59> k7ZPanoramalc ) > 7 LE T,

STEPZ2| 75 R 780 A 7 )b—"T72EK L. CloudNGFWIC w2 LEd, TDOFHE
. FMSEFH L T AW LI—Y—TE R LTI,
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OM B x O Cic|@se|% A% A% A% | % AV %0 A% | % AW | %0 AW | % AV | %0 AW

<« c a

@su|@an|@m|@En QRO RA

@A [@cik|@ A | @ An| O Pa|OPal[OM|® Ne |2 0e|@Ne T Pu|[®Ne B La| + v

& 4

b % » 0 &

@  cloba v

'WAF & Shield X

v AWS WAF
Getting started
Web ACLs
1P sets
Regex pattern sets
Rule groups

AWS Marketplace

v AWS Shield
Getting started
Overview
Protected resources
Events

Global threat dashboard

v AWS Firewall Manager
Getting started
Security policies
Resource sets
Application lists
Protocol lists

Settings

Oven

Policy name Policy description
rk-test-1 rh-test-1

Region

US East (N. Virginia)

Accounts and resources Policy details

Palo Alto Networks Cloud NGFW policy configuration

Select a Palo Alto Networks Cloud NGFW policy, or create a new one.

Palo Alto Networks Cloud NGFW global rule stacks

‘These Palo Alto Networks Cloud NGFW firewall poli lied

scope of this Firewall

Name

Palo Alto Networks Cloud NGFW logging - optional
Choose the log type.

fms-logging-ga1-us-east-1

o

Type
PaloAlto Network Firewall NGFW - Distributed

Automatic remediation

2023, Amazon Web Serv

s, Inc.orits affilates.  Privacy  Terms  Cookie preferences

AWSEFLD 72 % D Cloud NGFW
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STEP 4| panoramai» & 7w a &7 a— L )b—)V A% w 72 F34R L ¥ 9,
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OM B x @ck|@se|®an|%a|9m|[eom @m@m @ em @m@s @ @mw @n| @rm| @r|@m @ck @ @a|Or|[OFP|[OM|® N |z | ®Ne|Tr|®Ne|@La| + v
<« c 6 % »0O 2

2] =N @ Global v dmin/ppalkar@paloaltonetworks.com @ vm-fwaas-master ¥

Palo Alto Networks Cloud NGFW global rule stacks

Select a Palo Alto Networks Cloud NGFW policy, or create a new one.

Q 1

Name D

Palo Alto Networks Cloud NGFW logging - optional

Choose the log type.

Traffic

O 53 bucket
CloudWatch log group
Kinesis Firehose delivery stream

fms-logging-qa1-us-east-1 v

Decryption
Threat

) Cloudshell  Feedback

Privacy  Terms  Cookie preferences.
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STEPS| ZHEZREFELET,

Cloud NGFW U ¥V — A CHEDPanoramaz {9 %
[A] U Cloud NGFW ) ¥V — X TH# 1D PanoramaZz {#i 9~ % 51k

STEP 1| Cloud NGFW >V —uica A > LEJ,
STEP 2| [Integrations((5 )] %33R L E 3, [Integrations(FE )] RX—I1cid. BHEV 7 EN T

% Panoramall B9 2 [N E RENE T, HH{EPanoramah’Cloud NGFWTF > M) 7 &
NTWVWEWES, TOXR—II3ZETI,

STEP 3| [Panorama]X—C. [Add Panorama(’%./ < DEINZE 7V v 7 LE T,

STEP 4| [Add Panorama(/S/ S DBV« >V RO T, V&% EANILEST, Fay TXx TR
— a—h5[Primary Panorama Serial Number (7= < U Panorama’ V) 77 )L F > /3\—)]| 7z
RLUZET,

[Add Panorama(’/\./ =< DAY « >~ R Icid, Cloud NGFWT 7> M7 7+t ARJHE
75 PanoramaD I 7 A AV WERENE T, TNHDT A a2k, Panorama”Z 1 2> X
/iStrata Logging Servicelc ) > 7 ENTW AN E I DR LET, sfflic OV Tid, [Cloud
NGFWZPalo Alto Networks&S i 1) > 7 | ZBHRLTLEE L,

STEPS| HART7 D+t F > A VY Panorama> ) 7 )V F 2 N—%FR L ¥ 9,
STEP6| continue (§if7) ZZ7V w27 LT,

STEPT ) Y BN sE T Lic T LR @& RENE T, [Confirm(#ER)]Z7 Vv 7 LE
ER

[Integrations(fi )] X\—IC, Cloud NGFWT 7> MMV > 7 E N fzPanoramah’ /R E N5 K
INCTHEDE LT, LinkIDZZ Vw79 5L, ERMEREINET, £/, VI IHREET
5T TEET, VVIORRIZEERELIZGEIRX, [Save(f#RH)]1 27V v 7 LET,

STEP8| Cloud NGFWZa > —)VC, [NGFWs] Z#EIRL T, EBENZT 7 A4 7 U+ —)VEFRL
I

Cloud NGFW I Y —)VDlE FIcH % Ry TR VLT, 7747 U4+ —)IVDEET
B)—g URERLET,

STEP 9| Panorama CEMTZ 77 A7 I+ — )L EFRLF T,
STEP 10| [Firewall Settings(7 7 A 7 4+ —IViRENZX 7%= 7V v 7 LET,

STEP 11| [Policy Management(:RV > —&H)|2 7 > g >V TAZa—)L L, Panorama’z 3R L %
ER

STEP12| Ry FHx Y A= a—7{#f] LT, [Linked Panorama(!) > 7 Panorama)] % &R L £ 3,
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STEP 13| [Save(fRfF)Z 7V v 7 LE T,

STEP 14| FJEg~13% DR LT, DI/ T EHDONGFWT F > MEH LT,
STEP 15| [Integrations(#&)] %2 27 U v 27 L CHIDPanoramaz ) > 7 L9,

STEP 16| [Panorama]X—’C. [Add Panorama(’{./ < DEINZE 7V v 7 L&,

STEP 17| [Add Panorama(Panorama®iBhii)]] ™7 « > KU T, LW o7& A LET, kav
A7 2 A= a—h 5[Primary Panorama Serial Number (7" 1 < V) Panorama>’' V) 77 )LF
N2 IR LUK 9

STEP 18| HARXRT Dt F1>Z VY Panorama> V) 7 )V F 2 N—% 53R L £ 9,
STEP 19| continue (§if7) ZZ7 Vw27 LET,

STEP20[ V) 7N TE 7 LT LR S lAIN TR ENE T, [Confirm(fEE2)] 22V v 7 LXK
ED

#EH DPanorama’r Cloud NGFWT 7> MZ ) > 75 555, Ib—IVA R v 73BT 5
FH A, Panorama LTV o R TNA A TI—T T 7 AT I4—)VIcT v ad b
& . INGFWs] X—YD[Rulestacks)V—)V A& v 7)] &7 a VHEE L, NGFWIC B
fFF5NTRY) —EHPKRENE T,

STEP2LI V) Z WM TE T LT T LR S BAINZRENE T, [Confirm(#E2)] 27 Vw7 L&
ER

R TX—=ADRY T —7ZHT %

ECTHHTEEITH? DNEET I 0?2

e Cloud NGFW for AWS O Cloud NGFWHY 7 X7V S g v

O Palo Alto Networks/i A 2~ — Y R—K 7
17 (CSP)

O AWSMarketplace?” /77 > bk

0 a—¥—on—)b (7F 2 FXEEH
)

Palo Alto Networks® Cloud NGFW Y YV — 2Dt F 2 ) T ¢ R —ERHBMICHTTE 57
. AWSINT Y w7757 RICAWSY v b (EC2HA VARV AIRE) ZEAXZIIKTTS
BRI, TNHEDAWSY Yy hAND T T 4w IV ERRHETEET,

Panoramah 5 C OREREZ BRI T BICiE. BINLTZAWSY /177 > k5 Cloud NGFWT 7 > b

MIUNEET B IPIZ 7 ZHET 3 & S ICPanorama AWS S5 7' A U R ET AAENH D £9, X
I, AWSPanorama”' > 7' 1 V72l LT, BHEREZRET ST L TINSD AR 7% Cloud
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NGFWD YV —RIc w2 L. TNHDPaoAlto Networks? 7 A 7 7 + — VI WSS % 7731 &
FIW—1@E L E T,

ZD%, AWSY YV —Z ZTEERLT, TNEDTINA A F)—"TFIPanorama® 1 =V 7 7
RLATNN—T 4TV b 2fERTEE T, XA FIv T 7 RLA TNV—THNTINEDXR
TaBIRLTEF a2V TR — b—)VANDOHBICS v FEE R, AWST hHY Y FNICT
TaALEITRTO7 2y MR UL T—HLEETRY U—Z2#EfTtEEd,
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Panorama Admin

DeviceGroup

—a

i
)
i
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i

Query Tags
Periodically o

AWS Region

)
i
I
i
i
1

/Customer AWS Account

&

customer
VPC

VPC Subnet:

™

VPC Subnets

VPC Subnets

%

]
% Cloud NGFW{ Account
- :

Global
Rulestack

Workloads ENIs ALBS/NLBs HarvestTags | piscovery &
Inventory
Security group @ VPC Subnets
=
HFESRlT
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Cloud NGFW for AWSYU YV — XD R T N—ZADRY) > —Z2EMTT SIiE. LFDORN AT I
BT,

* PanoramalCcAWSY 5 %7 A >5103— 3 VP E R AV A R—ILLET, FHICONT
Z. TAWST S5 AV DA VA —=)VERIEZT Yy T L—FR] ZBRBLTLIEEN,

* CloudNGFW a2V —)LZ{fiHL T . AWS 7 /17> k7% Cloud NGFW 7+ > ML, %
ChHRTEINVELET,

* Panorama T 7 A Vi L TR J %= EE L, Panorama7 /N A 7 I)L—I1BEMUE T,

* TINAATN—TTERITEFHLTEATIv2 7RLAZ)IL—"7 (DAG) A7~ 7

FERELET,
F—arvt7shk
FH&E T
Ay B NVE AR NE-&/4 AWSY YV — ZICRESNT-AWSE F,
VPC/I)V—" 1D EDOAWST /177 > F DAWSVPCO+t v
ko
E=RY IV TDESE VPCH )L— 7 % @17 )V — 7 B &
CR
70— @M FUCZ Tty NepBE e 9 % Panorama7 7 NA
A TN—=TDty v I—TTEET,

Cloud NGFW for AWSY YV —ZAD X T N—ZADKRY > —=EGMMT %IciE. AWST ST A
VBA0N=V g VR A VA =)L LT, TOWREDT=DICPanoramay 75 A 7 2 A g
ZREMNH D £, CloudNGFW >V —)LZEH LT, AWSY A > b ZEL. AWSY Y —
AMS R T ZIELET, R, Panorama’ o 74 > 7% i L TCloud NGFWT 5>~ Fhh 5 %2 7
B C 7 Y U, Panorama7 /NA A 7 )—IBIMUTEAF I v 7 RLR 7)—7%
T2 b= IVEERLET,

Panoramay 75 1 7 > A TCloud NGFW % 7' RX— Z DR ¥ —ZGM T BI1cid. XROFE~ZHE
TLET,

1. AWST /177> b 7% Cloud NGFWTF > RMTIBINL., FThbE X T RINET %,

2. Panorama” T 7 A VA L TX T ZEE L, Panorama7 /A A 7 )V— 1B L F 9,

B TNNARXIN—=TTATZMEMLTEA T V7 7 RLA 7= (DAG) 4+ 7V =V
FERELE T,
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AWSY 7177 > k7% Cloud NGFW T 7> MBI L., FThH R T RINET S,

AWSY 717> F % Cloud NGFWT 7> McA Y R— R L F 3, L <I1E. Cloud NGFW PAYG
SaaSHY T A7) T g YOFNEIOESIB LU TLEE W,

AWSY 717> b ZCloud NGFWT 7>~ R T3 TlIcA Y R— R L TWAEHIX. 2T NN—_RA T ¢
VT EREFRTEE T,

FUR—=T ¢ YV ITEHDAWST /1~ + DREFDCloudFormation7 > 7' L— bk (CFT)

IC. Network MonitoringRole Arnt—/)LZzZiBINd 2488 AH D £9, xv hT—0 =X
Uo7 a—uid, AWSHHRARNTB7 SV r—y g zeflhid sy hI—7 T+ —< VA
AL L E 9, DWW T, CloudFormationT > 7' L— k2 FECIEINT %1 2L
TLEEEW,
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Manage Cross Account Roles

TR VTEEIMNTT S
Cloud NGFW >V — )L T, HHDOY —T 3 VOAWSY V— A X T OB EEMCTEE
9, Cloud NGFWIZ. AWSY VYV —Z2DZN5D R F 7= E ML £33, (B #x 5AWST
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Ay ML (Bl - EC2, SG. LB). TE#7%ZCloud NGFW7 7> ML %9, Cloud
NGFWIZ. BAWST H7 Y FDOVPCIC K> TRBIHENIZY) Y —A DOV Y — AR T EFRLE
ER

T DB, [Inventory(-f Y F D) R—=Y TEZZRY VT RGN LU THRAWSY —V 3
DTF—=RICT7EAL, 2T O Z ) H—F 308N H D X7,

[Discovered VPCs(liH & 1172VPC)] % 7 D[Enable Region() —/ 3 V7 H NI T )RR

. AWST H DV b EHIDTAHYR=RLIEEZICOAREREINET, Ray FEZurh
5[Region(Ithi)] 73K L. [Enable Region(Hiic 3 2)1 27V v 7 LTRIDE=ZRY V%K
ML ET,

Fizlk. Favyv 7 RZY v S[Region(Him)]Z R L,  [Enable(Gxh)] 2z r) w7 LTH
TDEZRY VT ZGMCTHTEETEET,

Cloud NGFWa VYV — )V TCIEEEI NI X2 T B EKRT 3

M E Nz 2 7 Dxs#id. [Discovered Tags(liH & 117z % 7)) %2 7 D[Inventory(-f >\ k
)YR—V CHER T EX T,
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CLOUD NGFW

Overview
Rulestacks
NGFWs
Settings

Users and Roles
AWS Accounts

Inventory

Get Help

Give Feedback

https://web-qa2.ngfwaas.com

linimize Menu

Region: USEast (N. Virginia) v

Inventory

Discovered Tags (15156)
Last Updated: 7/6/2023, 10:12:19 PM

Discovered VPCs Discovered Tags
VPC v AWSAccountlD v 'Y AddFilter

Tag Name VPC

<

Enabled @D

Reset

AWS Account ID

[TagName(Z 7 )12 7 ) w795 L. FEXTICHEMNTFENTORIPH—EHERENEKT,

AWSEH D728 DCloud NGFW
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Tag Details X

Tag Name

aws.ec2;

Associated IP Addresses (1)

IP Address Action

Check Associated Tags

[Check Associated Tags(BEE( [T NI 2 7272 d %)) 227V v 7 LT, IPY KL AICEEHEN
FENTVWAEIEIEAR T E—EHIRLET,

NGFWI Y —)LTiE. (FREDOAWSY V—ZXA 2 AT (F—F I EOHIA A DY) DX T
BORIRR 131277 T, F— LM 127 KD KE W % 713 DiscoveredTags U A MBME N E
Ao FFERIE. T2 Z7OHIE ] 2SR L T TIZE W,

A R D) EHERRD RS, VPC 7V — T DRGE *° Hi L VPC J)L—7
OER IZTEF A
Panorama” > 7 A V7 L TXZ 7% & L. Panorama7 /31 A ZI)L—1EMLUE S,
Panorama AWS ' 5 7' A VM LT, UTNEEITLETD,
STEPL| vPCH N —THERB L CEHLE T,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html

fRt

STEP2| =2V U JEFREZFHAL TR T 2T INA R JV—TIT8BML, N —IS@EML £,

PanoramalC AWSPIugin 5.1.07 5 7 1 >~ (Z7zi3ZNLUF) A A F—)LLT
WET % &, Cloud NGFWT F > Ml ENTzAWSy &y b 2 7%= 7 ) L,
759 R TFNNA R T)I—TIEMTEEXT,
VPCT )L— T DIERK & &

EoRYUTEEMMCTBE, T T4V FDOVPCY )IV— T EEIICERENE T, T 7 4L
D VPC 7V —T13 HIBR TEX Ao HiLMHEESNIZVPCIEZHEICT 74V s VPCT IV—T
WKANSNE T, HEITILC T, FIOVPCT IV —TICBEITEX T,

)—3 g9 Y THERENTZVPCH IV —T DA a—TF, ZTDY)—I 3 VICOIEHE
NEJ, 'z z2E,. V=3 UXTIERLTZVPCT )V—TAZ. U—Y 3 UYTIRT
TYXATEER A,

FE. ROFEZLEHL T, HLOWVPCIL—TZERK L. T b5 DVPCEthD VPC 7L —
TR TEET,

PanoramaT#Ht L7 7 4 )L R LINDVPC T )V — T =2 ERL T 55551, LFOFIETHN—ENT
WA TFIMEICHE> TLEE L,

STEP 1| panoramad >’V —)LV@[Panorama] X 7IcEEI L. [AWS|Z 7Y v 7 LET,

STEP 2| [Tenant(77 > )] & [Region(iiim)] % L F 9,
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STEP3| [AWS] > [Cloud NGFW] > [Monitoring Definition(E=%Y > 7 DEF)] >[VPC
Group(VPCZ )L—""] >[AddGENN)] DIEICHERF T,

{» PANORAMA
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STEP 4| VPCHIV—T4 LFiHZ ATILE T,

VPC Group

Name  Dermo_Vipe

Description | VPC_Dese

STEPS| oK 27V w7 L%,
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STEP 6| [AWS] > [Cloud NGFW] > [Monitoring Definition(E=% U 7 %€ #)] > [Discovered VPC(5
RUZVPO)ICKEEIL 9,

{» PANORAMA DASHBOARD ~ ACC ~ MONITOR  POLICIES ~ OBJECTS ~ NETWORK  DEVICE | PANORAMA

SetVPC Group 3 Refresh VPC

* VPCUIN—"T7% 8MAEBAZTINA A TIN—TIC v SITBLIITEEY
Fuo FEEDVPCY )L—T"hY ([ Notify Groups(Z )L — IS @H)] 2/t L) 8DD
TFINA A TIN—T U<y TENHKOEKSICVPCTIV—TTEZRY VIE
BEREL, NI —<UAZMALETET,
* T 74V EDOVPCT IL—TIEHENMIERENE T, T 74V hD VPC
TI—T13 Hlbk TEEEA, FrLmticnizvPClk, HICT 74V 1

DVPCT IV—T I ANSNET, HEICIS U T, VPCERIOVPCY )L—T DT
ICBEITEET,

STEP 7| [Set VPC Group(VPCZ )\V—7 D& %27V v 7 LET,
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STEP 8| [VPC Group(VPCZ)L—")] %R L ET,

Set VPC Group

VPC Group |

Default
DemoVpcGroup
DemoVpcGroup2
Demovpcgroupl.
cngfw_amit_vpcgroups
cngfw_harish_vpcgroup
cngfw_vpcgrp
cngfw_vpegrpl
cngfw_vpcgrp2
demo-vpegroup

demo3

hjvpegrpl
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STEP 9| [save(f#fa)] 227 U v 7 LE T,

TRV VITEBETNNA R TIN—TEEH UTZT 34 A 7 IV—"~\D R T DiENN

Cloud NGFW T+ > "I 52238 U= % 7 7% Cloud NGFW Y YV —Z I S a9 %I1cid, Thb
DPalo Alto Networks 7 7 A 77 7 4 — )V KIS B X469 % 77314 A 7)L— T [Notify Groups(Z
JL—TSEHT) & [Monitoring definitions(E= 2 U ¥ JER) ZREL TWVWABH T L ZERLE T,

Z D%, Cloud NGFWT 7+ >~ b SBIE I NIZAWST /1w~ b X J 7z Panorama TR R CE £ 9,

ROFNET, 759 F TNAR T)I—T O T N— T2 LT,

STEP 1| panorama”< 74 >0 a>V—)UC . [AWS] >[Notify Group(Z /L — I EHNNCHEE L
S
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STEP2| Add GBh) ZEINLEI,

Notify Group @
Name ‘ ‘
Notify Group O 19 items 9 b
| DEVICE GROUP ‘
D cngfw-aws-demo-dg -
D cngfw-aws-demo-dg2
D cngfw-aws-draghun-dg
D cngfw-aws-dryrun-dg -
4 »
Select All  Deselect All
Tags ° Select All 32 Tags Custom Tags
Cancel

STEP3| #miz AN LET,
STEPAL FNNA R IN—T &2 TRFERLET,
STEPS| [OK]ZZ U w7 LET,

WFEIRVPC A )L— 7 & Cloud NGFWM 5438 U= % 7' Did

REZXY) Y TEREERLE T,

T IW—T e B# T 575
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STEP6| pPanorama™T. [AWS] > [Cloud NGFW] > [E=% VU V7 EHZIHBH L E T,

{» PANORAMA DASHBOARD ~ ACC ~ MONITOR  POLICIES ~ OBJECTS ~ NETWORK  DEVICE = PANORAMA
Tenant Regions | ap-southeast-1
Monitoring Definition = VPC Group = Discovered VPC
litem 3 %
00 name ENABLE TENANT 1D DESCRIPTION Vec GrOUP NOTIFY GROUP DETAIL
@ kg-vpceroup NG3 Dashboard

[ harish

®Add

STEPT7| pBain Z2 Vv 7 LET,
STEP 8| [Name(#:#)] & [Description(GHHN Z AT L E T,
STEPO9| [VPC Group] R T E YV X = 2 — W 5 ERVPCT IV— T EER L £,
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STEP 10| [Notify GroupGEE1Z )L—N] R a1 TR ¥ A= 2 — S REIGE- 7V — 7 728 R L %
ED

Monitoring Definition

Name | samplemonitoring
escription
Tenant

Region

VPC Group [

Notify Group [

NGL
NG2
NG3

STEP11|oKk 7V w7 L%,

STEP 12| panoramaCAHE~ZII v b L, v a LET,
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STEP 13| [Monitoring Definition(E =% U > 7 £ )| 23R L, [Dashboard(X v 2 R— R)%&2 7 U v
79 %&, CloudNGFWT 7+ h D SIEES NIz 2 T NFRENE T,

{ PANORAMA DASHBOARD

Device Groups
MONITOR POLICIES OBJECTS NETWORK

DEVICE PANORAMA

[Panorama
o S N Tenant
AWS
[ Notify Group
[] nerw
B setup

[ | NAME A

harish

& Monitoring Definiti
@y Deployments
& Cloud NGFW
FH Tenants
@ Cloud Device Grou
(] Resources
£ Monitoring Definit
vm VMware
3 Notify Groups
vm NSXV
B service Definitions
22 Service Managers
2= Steering Rules
vm NSX-T
[BY Service Definitions
¥ Service Managers
[r Membershin Criter

HAdd (O Delete

Monitoring Definition

Regions | ap-southeast-1

VPC Group | Discovered VPC

ENABLE TENANT ID

DESCRIPTION VPC GROUP NOTIFY GROUP. DETAIL

d2 NG3 Dashboard

CloudNGFWT 7+ > R CINKEL 1= R TR TE A K DIk L,
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263

©2025 Palo Alto Networks, Inc.



Tags

VPCID | All

TINARATNW—=TTCRITWHLUTEATIVI T RLAIIN—T AT FesdE L%
ED

IV X NT/zCloudNGFW R 772 LT, 75U R TINA A TNN—TDRAF3IvT 7 RLA
IN—TEERTEE T, FHlICOVTIE. (XA T 3Iv 7 7 RLUA ZIL—T O] #SIR
LTLIEEN,

XAFIv T T RLA TI—TDO—MZ2BINT 2FIHIRDOE O T,
STEP1| panoramaT, [ 7Y 7 N ZTZBEIRLET,

STEPZ| Jeflo~XA > T, [AddressGroups(7” KL A ZI)L—ACBE# L E T,
STEP3| pamm Z27vV v 7 L%,
STEPA| 7 RL A Z)—T D47 AS1 L. ZA 7 [Dynamic(X A F 3w 7)) 2B L 9,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/set-up-the-vm-series-firewall-on-nsx/set-up-the-vm-series-firewall-on-nsx-t-east-west/deploy-the-vm-series-using-the-security-centric-workflow/create-dynamic-address-groups

TR7E

STEP 5| [Add match Criteria (—E&&tEDBIN) 27V v 7 LET,

Address Group
w |
Name  sampledag
©AND (OR o
[_| Disable override
NAME TY.. DE.. Type | Dynamic
aws. dy.. 64 @ Match
aws. v dy.. 64 G
aws. dy... 64 G
aws, dy.. 64 G
aws, dy... 64 G
aws. dy... 64 6
aws, dy... 64 G
aws. dy... 64 6
aws. dy.. 64 3
() Add Match Criteria
aws. dy... 64 G
Tags
aws. dy... 64 G
aws. dy... 64 6 Cancel
— re

INT. 75T F TNNARTIWV—=TOERENTDAGZBIRL T, XA F+3Iv 7 7 RLA
TIWV—T R —Z2FRTE LT,
BN LA INN—=T ATV M, EXTERV—Vary0xTZENTEET, H

52V —=23 02T 2T I, DY —2 3 VICEUCARIOY 9 B TINAA T
=TT BREN B T, £, @HITN—T=ZDY— 3 YDVPCTIV—TIC
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SYEYTTHEZRY VITERERMOD) —2 g MRS 268N H 0 9, FEAIICDOD

TlE., 7o) —ygy 27 XR—=Z K1) o— | ZHBLUTLIEEW,

i, ANDIEEFZHH L TDAGEIERT 261%#R~L 9,

© AND OR

NAME

aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.
aws.

aws.

dy...

dy...

dy...

dy...

dy...

dy...

dy...
dy...
dy...
dy...

dy...

dy...

DE...

64

64

64

44

64

64

64

64

64

64

64

64

i

[ T oo T o T e TR o T s AR o YRR v, YRR v YRR oy YRR o TR e

Address Group

Name

Description
Type

Match

Tags

sampledag
(] Shared
[_| Disable override

Dynamic

() Add Match Criteria

@8

“ Cance‘

7 RLA )=, WiO—BEAHC—HT 27 RLADY A MDNERRENE T,
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Address Groups - sampledag

ADDRESS ~ TYPE

registered-ip

2 items
ACTION

Unregister Tags

@

- X

registered-ip Unregister Tags
Close
i
I, ORIHE T
AWSHE LD 7= % D Cloud NGFW 267
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Address Group

Name | sampleordag

[] Disable override

Description
Type  Dynamic
Match

(¥) Add Match Criteria
Tags

ZfiH U CDAGZERRT 2B RL X9

7 RLA ZI—T7, fEEIN—BEMFOWITNMNC—KT 27 RLADY A &R
EQC
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Address Groups - sampleordag

@
'.:.J_ 2items | = X
ADDRESS TYPE ACTION
registered-ip Unregister Tags
registered-ip Unregister Tags
Close
IR TINAR T)N—TDDAG 2B 58NT FL A RV >— )b—)LZ2IEKT %I
F. ROFMIHENX T,

STEP 6| Panorama=>V—)UC. [Policies(R) > =) Z TIcKBEIL 9,
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STEP 7| [Security(z3 2 U 7 ¢)]>[Pre/Post/Default Rules(ZFii/#&%ka/7 7 4 )L b Jb—IWICKEE) L %

STEPS| patm &2V v & LET,
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STEP 9| [Security Policy Rule(t 2 7 ¢ KU ¥— )L—)WE A 70 Z Ry 7 AT, £FaV) T+

RY =)=V ASTLE T,

Security Policy Rule

General Source Destination Application Service/URL Category Actions

Name

Fule Type | universal (default]

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

AWSEFLD 72 % D Cloud NGFW 271
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STEP 10 | [Source(i41E71)] X 7 C. [Source AddressGXE(E7CT RL A 74—V RDXAFIwo TR
LA Z)—"T758 K] L. [AddGEIN]ZZ Vv 7 LET,

Security Policy Rule

General Source Destination Application Service/URL Category Actions | Target

[ any [ Any | any v | any w
O | SOURCE ZONE ~ O | SOURCE ADDRESS ~ O | SOURCE USER ~ | ] | SOURCE DEVICE ~

3

Address Group "
c-dagl
c-dag2
c-dag3
c-dag#
demo-app2-dag

demo_appl_dag
justin-demo-dag
new_dag
prdagl

p-dag2

pdag3

pdag4

pdags
sampledag

sampledagds
sampleardag
New 2 Address [ Address Group
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STEP 11| [Destination(587¢)] % 7 C. [Destination AddressGEAISET RL AT 4 —IL RDZAF I
7 7 RLA V=T #R L., [AddGEIM]Z 27V v 7 LE T,

Security Policy Rule

General Source Destination | Application Service/URL Category | Actions Target

| select % ] Ay | any v
D| DESTINATION ZONE ~ m] | DESTINATION ADDRESS ~ O |DE5YINA‘I’ION DEVICE ~

Address Group
TestDAGCreation

TestDAGCreation2
TestDAGMatchCriteria
c-dagl

c-dagZ

c-dagd

c-dagd
demo-app2-dag
demo_appl_dag
justin-demo-dag

new_dag
p-dagl
p-dagZ
pdag3
pdag4
pdags
New [ Address [ Address Group @ Regions

STEP12|oK Z#Z7 Vw7 L%,
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STEP 13| Cloud NGFWT /A X F)V—FIcAHZ 3w F LTy ¥a LE T,

TP AT IF—IVADRELZHEOIAI Y b Ty aOFHcONTIE,. [T Ea—
aF. FoldmEAEOazy b BEBIELUTLIIEEN,

Cloud NGFW I >V —)VICER D . Panoramah» 5 FNFND T 5T R TINA A T)V—TF1c T
VAaENEREAFIVT T RLARY Y — )L—)VEEGEXMLT 7 A IV EHERLET, 7
w2

XMLEZRLUT, 799 R FNRA A T)N—TicHL{BmEniz2,4+3Iv27 7 KL AR
V) o— )b—)VDlE#RZFRRLET,
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https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/administer-panorama/preview-validate-or-commit-configuration-changes
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/administer-panorama/preview-validate-or-commit-configuration-changes

Region: Asia Pacific (Singapore) v View XML

Rulestacks <decryption />

</protiles>
<log-settings>
Rulestacks © <protiles />
</1og-settings>
<pre-rulebase>
<security>
<rules>
<entry name-"demopolicy’ uuid=" * panoramas"true” loce"cngfw-aws-demo-dg2">
<target loce"cngfu-ava-demo-dg2°>
<negate loce"cngfw-aws-demo-dg2">no</negate>
</target>
<to loc="cngfw-aws-demo-dg2*>
<member locw"cngfw-aws-demo-dg2">any</member>
</to>
<trom loc="cngtu-avs-deno-dg2">
<member loce"cngfu-aws-demo-dg2">any</sesber>
</trom>
<source loc="cngfu-avs-demo-dg2">
<member loc=" d 5
</source>
<destination loc="cngfw-aws-demo-dg2”>
<met r loc="cngfw-aws-demo-dg2”>any</member>
</destination>

Name

>

oc=
member loc="cngfw-aws-demo-dg2”>any</member>
</source-user>
<category loc="cngfw-aws-demo-dg2"
<member loc="cngfw-aws-demo-dg2”>any</member>
</category>
<application loc="cngf:
<member loc="cngfw-aws-demo-dg2”>any</member>
</application>
<service loc="cngfw-aws-demo-dg2">
<member loc="cngfw-aws-demo-dg2°>application-default</mesber>

ws-demo-dg2™

loc="cngfw-aws-demo-dg2 ">
<member loce"cngfw-aws-demo-dg2”>any</member>
</source-hip>
tion-hip loc=" >
<member loc"cngfw-aws-demo-dg2°>any</mesber>
</destination-hip>

TI3AT VR T NMSHLWY T 2y FZEEBIMLUET, fHlllcOVWTIE. TAWST
V=IOV T 2oy FOVER BT T,
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IaRA) =3y BT X—=ADRY ¥ —
2D BV =V a DRI ZITI R TINA A TIV—TICANITEET,
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H Region A H Region B (/\
Cloud NGFW Cloud NGFW
Resource Resource

oke VPC A (10.1.0.0/16) [ security VPC (10.0.0.0/16)

B security VPC (10.3.0.0116) - [B Spoke VPC B (102.0.016)
Availability Zone A N

Availability Zone A

! Availability Zone A

Application Subnet
Bl apy
(101.1.0124)

1024) |

(10.2:1.0124)

NGFW Endpoint

& Tow subnet (10.0.0.0120) | B Tow subnet (10:220126)

AWS Transit AWS Transit
Gateway = @ Gateway
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IRz rRLUET,

V=Yg X =V Y. AWSY Y —XZ 7O EENCT B72DICHET %Y —V g
VTY, V=3 Y BRI EEETINENDH S —Y 3 UXICCNGFW V) YV — ADVELF
L. T —Y 3> X DCloud T3NA A Z)NV—TIMEAT 5553, ROFIEEZETLE
ER

STEP1| AWSY #17 > k7% Cloud NGFWT 7> MTEMML, ZTh bR T EINET S,
STEP 2| Panorama” = 7' A V& L TR 7 %BE L. Panoramar /31 A 7 )L—12BILE T,

STEP3| FNAR TNW—TTRITRERLTREAFT IV I T RLAIN—T ATV 7 Medk
LE9I,

ZAFIVvT T RLAINV=T F TV 7 FOREIHHATES)—V 3
IXR T DIHNFRENE T,

STEPA4] V=Yg YtV —Ya UXERULAHID T 59 K T8 R T)V—T7AF L %

9, Panorama bl CEHEAZII Y AL TS v a2 LET, HEIZSU T, VPCY IV— T ZERK
L CHEYyARVPCEZEI DY TEHM), V=3 YD T T+ IV RVPCT )V —T 2 EHLET,

STEPS| V=Yg oYIcE=RY U EERIER L. VPCHIL—T L@ 7 )V—"7 (Cloud 7731 A
TIV—TWT TRy BT ENTWBE) ZERLET,

STEPG| FNNARA IN—TCRITEGEHLUTEAFTIVI T RLAZN—TFT V7 b %E
LET, BAFTIVI T RLAITIN—=TFTIx7 bOFREIC =TI a3 UXET L) —
VaVYRTDOEFGTIMEHTES T EWMERTEET,

STEP7| PanoramaCiZExza3Iv FLET,

759 R TFINAA N —TTlE, HETH)—arYDRIWEREIN, EAFIvT T
RLA IV —T"ERTEET,

e R—ZADRY ¥—)b— )V kKT %

ECCHHTEETMN? DN ABE T 2

e Cloud NGFW for AWS O Cloud NGFWHY 7 A7) gy

O Palo Alto Networkst] A 2~ — S R—+ 7
VARVAVN (CSP)

O AWSMarketplace?” 17 > b

O a—¥—ou—)V (7 bEITEH
)
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KHEIL, TNEDHEAND ST T 4w 7 77 AZHETH TRy FIY—7 2 REL X
ED
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7272 L. Cloud NGFW &%y h Y — 7 &R HEIMWICERE L X T, 1V X —T 2 — ADKER,
VERR L 72V — U DB EHF IS DWW TR T 20BN 5 750 £ L7z, Panorama CY— 2 \—
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Cloud NGFW Y —

Cloud NGFW Z{§ifd % L. TIA4X—h V=2 RTUw T VJV—=VERFHLUTVPC 5
T4 ESEL, R Y—omHAEEEILTEE T,
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* NIV T I=E . N TIUY R IITIR Iy NI ONT Vw7 A Z—=%y F) D
WL H BT RXTDT LT 4w 7 ATHERENET,

CONMEEHIEIT BICE. P T T4 7 CloudNGFW U Y — R ABTLY RRA Y FDT S
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EETLY — v Lk ERY—

o749 vy arOREETIPT RLAMW, b5 74w 7 Cloud NGFW V) YV — ZIC A%
IYRRAY MW UTERESN: Vo4~ bT 70w 7§ LT 4w 7 ANICH S8
AL Cloud NGFW X HEIIC V—A V=27 TS5 AR—F L LTEODYTET, TN DY
&, Cloud NGFW 1Y — AV — 7 Publick LCEID YK TE T,

FtRIC., 270w 7 Ly arDshIP7 FLAD, T 74 7 h Cloud NGFW U Y — X
WKCABLZY RRA Y MR UTERS N TIAXR=F T T 1w JHH T LT 1 v 7 AWIC
HBY%AE. Cloud NGFW X 585 — 2 T4/ X—k L L THBIMICEID ¥ Txd, ZnliH
D%, Cloud NGFW 13565 — > 7% Publick L CEID ¥ TE T,

7z & Z1E. Cloud NGFW &, 3EE/CIP T RL A/ 10.2.3.4, 5855 IP 7 R L AH 23.44.55.66 D
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Taw 7 ORI L £,
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NGFW /87y MIBET >V, ZDvy g YHNO®KGD/ Ny M LTy —> a5y
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Ld?i”)i@‘ R—=FAF ¥ VERANZRA=THEHHTZICE, TIAR=F V=2
TV 7 =Dl TESREZ AN LET
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TLIz0, N7y IS YEFELL EWNA TV a VEHIBRLIZDT ST T, V-2 F#EL
EC

Cloud NGFW V' —2<x v E V5

V=2F VM VY =X EOHAEMT 7 A7 T+ —)VDA 2 —T 2 — AICEEMIF 5N
9, 722 L. CloudNGFW AT, *v FI—F A VTS AT 7 F v MHEMICREETN
X9, DD, AVE—T2—ADFER. ERK LTV = AOBHEHIIC DOV TLELT % 40
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Panorama Cloud 7751 X Z)V—T"TYV =2 X v B T2 KT %
V= RX—=ZADKRY ¥— )b—)Vicid. RORNY AT LB ETT,
* AWS 7T U4 N—T 3253080 E,
* PAN-OS/N—¥3 > 1028 L |,
* Cloud Connector 75 74 > )3— 3 > 2010 |
Panorama 21>V — )VEEA LTV —> < ¥V TR T 1 id:
STEP 1| Panorama=l >V — )V LTY T9 R T3 X 7 )V— 7723800 % Fiiko
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STEP 2| panorama> 7> 7L —bk ZEIRL., TV T L —hFAXw I ZERLET,

AWS TS5 AN, T T L—b A2 2% 757 K T30 X Z)V— I BT F
T AWST ST A VET 74NV DT T L—b2ERL, T 74V TCDOTYTL—b
WK RXT I =2 b TSAR—Kk V—UZEBMLET,

TYTL—=h kT arTE AWS TS T A VIC K> TERE N T T AV b DT T

L— 2R TEET, COTVTL— D4R, 77— AX Y 7 LR UAHTT,
ZOHRNCY T2 7 A dt DBEIENE T,

#em ar container registers to Fanorama
DetmltVEYS versl

Devicat | 7y TERs

| Flactms

| D Gronass
O] Tags

] HA Gl 1D

Select Al Deselect Al [ Group HA Peers

Closd ity Engine O mempLATES

B ongte-aws-demo-ts_dt

(DAdd (CiDelete

Thi Template 3t the tan of the Stack has tha highast oy in e
.

P of cvrlpping conf:
«» -
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STEP3| {1 Panorama 7> 'L — 27T L—hk XX w7 UXRMCERL, BN Z27Y v
LTCT VT L—hZ2#ERT 58 TEET,

Name | cngfw-aws-demo-ts |

Description | |
[ Automatically push content when software device (vm or container) registers to  cngfw-aws-__DEFAULT_TEMPLATE__
Default VSYS | vsys1 cnghw-aws-int-test-ts_dt ]
mmmmmn—mmﬂbwwmm;mhmdn engiw- kg-cloud-1s_dt |
FILTERS Q( cnghw-aws-kg-sa-east-1-ts_dt
O prae cngfw-aws-kg-ts_dt 1
[] Device Groups cngfw-aws-name-test-ts__dt
D'ﬁli cnghw-aws-new-build-ts__dt
] HA Cluster 1D ‘ cngfw-aws-pre-check__dt
] HA Cluster State cngfw-aws-ts-hwu__dt
[ HA Pair Status cnghw-aws-ts101_dt
Select All Deselect All [] Group HA  hwu-multi-zone-tem

© User ID Master Device ) Cloud Identity Engine

None ] R,

The master device |5 the firewall from which Panorama gathers user ID | w
information for use in policies. - :
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D)|wame  |wocamow  |Tyre  |vTLSYSTEMS  PROFILE | PROTECTION | LOGSETTING W NETw w
) private  weyst  layer nane
| public vsys: layer3 any none ny

AWSEHD 7z D Cloud NGFW 285 ©2025 Palo Alto Networks, Inc.



TR7E
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TIAR=—F V=D Y—=r Turyyay ruirA

Name User Identification ACL Device-ID ACL
Location INCLUDE LIST | NCLUDE LIST
Log Setting
Type
L INTERFACES
Add +) A
Ukeers from theds sddredses 'subnets wall be identified Devices from these sddresses/subnets will be
Igentrhed
EXCLUDE LIST
L] | EXCLUDE LIST
Add
Zone Protection
ZonePoecton Pt D hde

New

Users from these addresses /subnets wall not be
identified

+) Add

Dewices from these addresses/subnets wall nat be
idennified

«

STEPO X7V w o1 IV L, NIV V= Yy—rJarrsyay adrAi %z

BERL T,

AWSEFLD 72 % D Cloud NGFW

286

©2025 Palo Alto Networks, Inc.



TR7E
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TV TL—hk A& w7 UXMIBBU Panorama7 > 7L —FDVYU XA MEREINF
9, Panorama V' —> 7%, AWS 755 A VK> TERENT =T 74V D TS5 A4 R— |
= RT) T =Ry S TEET,

Cloud Device Group @

Tenant
Region

Cloud Device Group

Certificates _Zone Mapping_

Q titem ) > X | Q Oitems | — X
D PRIVATE ZONES ~ D | PUBLIC ZONES ~ |
P semot

_@&dd (<) Delete (+) Add

Cancel
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DISAA)V— F T T 4w 7. SCMEHDCloud NGFWY YV — AT Ry TENBLEENDH
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Y& 2T 0 IV—=)VDLGEANY ZIEET S0 ENH D £9, ULH Lfrom/to — ik Strata
Logging Service T7— &YV —2 L L THERENET,

Cloud NGFW U ¥/ — A 7% Strata Cloud Manager-R 1) & —&EHIC)
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STEP 1| CloudNGFW >V —ihicaZ 4> LET,

STEP 2| [Integrations ($i3)] 23R L £ 9
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STEP 3| [Policy Manager RV ¥ — ¥ % — )] il ¢, [Add Policy Manager (KU > —< %x—3 ¥
ZBIMZEZ Uy 7 LET,
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Integrations

Policy Manager (2)

Name Type Link ID
Panorama 1 Panorama
CM Eval Strata Cloud Manager

Panorama Serial Number / Tenant Name
00001:

TME Ev:

[SB  Add Policy Manager

Status Log Forwi  Actions
Active Enab &2
Active Enab &2

AWSEH D728 DCloud NGFW

292

©2025 Palo Alto Networks, Inc.



1=

{*l}i

STEP 4| [Add Policy Manager ((KV > —~< 32— ¥ &8I+t 7> a > C. [Manage Type(EFEZ A
I [Strata Cloud Manager] %= #R L £ 9,
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Add Policy Manager x

Manage Type

Strata Cloud Manager | () Panorama

If you wish to make any modifications after creating, it is necessary to unlink first before
proceeding with the changes.

Name *

Tenant

Step By Step Guideline & Cancel m
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STEPS| 23D RF Wiz AL F 95
STEPG| FowF Ry A= a—ZfHHALTY Y —RICBENMNT 2SCMTF > R 2 #RL X9,

HARZRI— P R—F R—=Z)UWCP)T /17 > FlE. SCMECNGFWDH /5 ClE U
THHRHEDPHD FT,
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STEP7| [Save(f#fA)]ZZ7 Vv 7 LET, T XD, Cloud NGFWY ¥V —ZAMSCM T F > MMTEhE
MICY 7 ENET,

RIEZIRME LT21%. [Integrations(fAE)[X—UDEH SN, HTLWRY O—EHUSS XA L
M. BE#T B 7IDESCMI ) TV F U=l F Vv E LI KENE T,

CLOUD NGFW Integrations
Policy Manager (2) Q Add Policy Manager
Name Type Link ID Panorama Serial Number / Tenant Name: Status Log Forwi  Actions
Pan Active Enab €2
Strata Cloud Manager [ JID SEET L 0 TWEOw bbbbeidi Act Enab ¢
Strata Cloud Manager Acti Enab ¢

V27 ENTA]LZDSCMTF > M 2 EMRZZRT 5I1CE. R P— 32— v liim
DYV 7ID%EZ Y w7 LET, [Edit Policy Management(:R U > — & B D f )i 15 2 k% L
TC[Link Name(V > 7 ) Z2ZBE L., [EwzERrLET,
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Edit Policy Management

Manage Type

o

Link Mame *

Link ID 6
Link-5CM-

Tenant Name

38

Status
@ Active

L
Log Ferwarding and Analytics
% Enabled

SCM Link

77 A7 7 %+ —)L7% Strata Cloud Manager:R U 3 — & HI B HE 1
%

StrataCloud’R U & —EHADY V7 EHET Lizs, U7 ENIZSCMT T2 M LW 7 A

79 x—)VBEN B T EMMTEEXT,

STEP1| CloudNGFW >V —)ica 4> LET,

STEP 2|

INGFW] 7Zi#ER L £ 9,
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STEP 3| [CreateFirewall(7 71 7 7 4+ —)VOIER) &7V v 7 LE T,
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Region: US West (N California) v

OUD NGFW
NGFWSs
NGFWs Q & Actions ¥ Create Firewall
Name D Status Endpoints Policy Management Rulestacks
iy ® Ready 2 Rulestack
- Not started 1 Rulestack
-6 Terminated o Rulestack
- Not started o Panorama (Pancrama 1)
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ERD

STEPS| pEICISU T, #HZEHET,
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> Create Firewall

CLOUD NGFW NGFWs [ US East (N.\
Create Firewall

v General

Name %

Description

Integrati

v Policy Management

Managed by

Rulestack © Sstrata Cloud Manager Panorama

Policy Manager

Add New Policy Manager v

tis necessary to disassaciate the

Enable Egress NAT

Enz utomatically use public IPs from AWS Service. Detailed IP information is available on the Public IPs page.
Public IPs

AWS Service IPs () Bring Your Own IPs

v Endpoint Management
You can enable this NGFW in multiple AWS availability zones. You pay Cloud NGFW for availability zone the NGFW is provisioned to secure traffic.
Do you want Cloud NGFW to create endpoints automatically on your VPC subnets? @
) No
Select VPC and Subnet ID. You can choose multiple Subnet IDs, and the system will create an endpoint for each one
AWS Account VPCID Subnet ID
v v subnet SUAATTAMRNsb X subnet E % v

=+ Add
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ZBIRLE T,

STEP 7| [Policy Manager (R =% —Y ¥ ROy SR I Y A=a—T, 7747+ —)VICH
HAHF 2 7 ENSCMTF > 7 EIRL X9,

v Policy Management

Managed By
Rulestack o Strata Cloud Manager Panorama

Policy Manager

[ Type to select an item

[ Q

None

w  Link-5CM- -
Link-SCM- B
Link-SCM-;

Link-SCM-L0 - — . . S R

Select an account ~
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STEP 8| [Endpoint Management(L> KA1 >~ MEHE)ZHRE L T, #EOAWSHTHMEY —>D S
T4 0%ZFa )T TIHRELET,

1 CloudNGFWTVPC Y7 % v b FICZY RARA V b EEHBIIERT 20 E 5 hEE
LET, Y= REHITY RKRA Y FOGAE[Yes(IZW)] ZBHRLE T,

774 )V hTld. Cloud NGFWY) YV — R NHDIY RARA > b HE)
PNCHERR L E R v T VA RZ VIE NN ZAICRREENTVE T,

2. Ray Ry UEFEHLT, AWST AU Y MDEBEIRLE T,

3 FawFHxy LT, VPCZEIRL T,

4 BT xw b To—=)VRZMHHALT, HHMEERY 7 2y bZEIRLE T,
5. [Save(fRfA)]Z 27U v 7 LET,

NGFWE A, FTL SHERENTT 7 A7 I+ — )V 2R L TEHEINX T, HriLlwv

T7 AT T4+ —)VEKT 570t A %258 73 5I1ciE, He~100hhbEd, AT7—X

A [CREATING(ERH) L FRENF T,

CLOUD NGFW

NGFWs

NGFWs @

ssssssssssssss

CREATING

EEEEEEEE

uuuuuuuu

NGFW# 727U v 7 LT, 7747 U4+ —IVICET 25HllEHRERRLET, T7 17
7 A —)IVOIERRHIE, RENSHERIEESNE T,
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U R NGFWs [ USWest (N, Calfforial 1/ aws-<ngf-dem
aws-cngfw-demo-

ServiceManaged Not Associated Needs Review N/A Logs&Metrics 0

Rules  Endpoints  Firewal ll Settings  Log Settings
Security Rules @
Priority Name. En.. Source Destination Ac. Granular Controls Logging TLS Decryption

No Results Available

Strata Cloud Manager TD 7 7 A 77 + —)VDEIR

Cloud NGFW VY —ZX%ZSCMTF > MU Y7 L, I77 AT I+ —)IVE{ERLTz5. SCM%& R
) —EMIEHTEET,

Srata Cloud Manageric @ 71 9% &, X2 R—RFONGFW>[V 7+ x
7N Cloud NGFWA ¥ > F DB ERRENE A,

STEP 1| stratacloudmanager.pal oaltonetworks.comCiE %, Palo Alto Networks’\7'/» 5 Strata Cloud
Manager 7 7V ica 4 >~ L% T,
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STEP 2| strataCloud Managerf >~ 2 —7 = — AT, EflOFCr—>ar 4+ 7> a v EFRL
CCloud NGFWT 7~ F Z DI £ 95
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CHUCK D, CloudNGFW VYV —RICY Y7 ENTW AR T T~ AR ENE
9, Xleld. 7F Y MAXIZIDTT TV P MR TEEX T,

STEP 3| [Workflows(”7 —7% 7 11—)] > [NGFW Setup(NGFW+tz v k 7 7] >[Device Management(7
INA ZEEN) 2R L £ 9

ratio ( " Owerview
Security Policy ©
Security Policy Rules (7)
B Mame Action
) All Firewalls - Pre Rules (1)
Allow
Allow
Rules (2)
Mty
& Deny
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STEP 4| [Device Management(7 731 X EH]HEiIC X, NGFWs& Cloud NGFW DR/ RE N E
9, SCM 77 MCBE[FIF SN TWB T 74 7 U+ — )V E RS 3IciE,. Cloud

NGFWZZ 1) 7 L&Y,

Device Management @

Cloud Managed Devices  Available Devices

NGFWs | Cloud NGFWs

X
NGFWs (0)

Name Labels Connectivity Config Sync Status HAStatus Serial Number

Model

[Device Management(7 7\ A EH)EEICId, BIHESCMIC K > TEH TN TV 3 Cloud

NGFWU Y — AWK RENE T,

Device Management @

Cloud Managed Devices  Available Devices

NGFWs  Cloud NGFWs
Cloud NGFWs (4)

Name Resource D CNGFW Tenant ID

~ Al Firewalls >

= Al Firewalls > o)

Tenant Serial Number Labels

Cloud Provids Region/Locati Config Sync Status
AmazonWeb Services  us-west 1 In Sync
AmazonWeb Services  us-west 1 InSync

InSync

InSync

m
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[Device Management(7 /3 XA EHE)] BmiciZ, LFD T 4 —)V RBFERENE T,

[Name(#H1)]o Cloud NGFW 1Y — A D412 E& L E 95
[Resource ID(V) ¥/ — AID)], NGFWV ¥V — RICBHEFIF 5N TVWE Y YV —AIDZERLET,

[CNGFW Tenant ID(CNGFWF 7> FID)], SCMIC Y > 7 ENTW % Cloud NGFW 77> b
WCBEEH 5N TWVWB 1D,

[CNGFW Tenant Serial Number(CNGFW 7 > D) 77 )LF >/73—)]|Cloud NGFW T 7}~/
MCEEE SNtz ) 7V v N—,

[Label(5 )], Cloud NGFWIZ {5 & AT DTN L,

[Cloud Provider(”7 %7 K 71734 X)], Cloud NGFW ) ¥V —ZICEEIF SNTW3 T S5
TR TanNA R RLET,

V—Ygreénr—3Y, CloudNGFWY YV —ZAHEEINTNE Y —T 3 >,
[Config Sync Status(ZX & [ A 7 — % )], Cloud NGFW Y YV —AD AT —X X,
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STEP 5| [Device Management(7 /34 ZEH)| ik, Cloud NGFWV ¥V —R7% T 4 )V R 11T )IV—"
ftLEd, TNHDTHIVADKEZHRRT BT, [Workflows(V — 2 7 11—)] > [Folder
Management(~7 4 )V X EI) 2 BHR L £ 95

Device Management ©

Cloud Managed Devices Available Devices

MGFWs  Cloud NGFWWs

Cloud NGFWs (4)

Mame

= All Firewalls

Workflows

NGFW Setup a

Folder Management

Levice Management

[Folder Management(~7 4 )L Z &) EiEIC X, SCMT 7> McESEAHT 517z Cloud
NGFWU YV — AR RENE T,
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Labels Web Security Actions

llllll

THIVAEDIERIC DOV T, LFZBR L TL &V, Strata Cloud Manager 7z
i L CCloud NGFW U ¥V —ZAH D 7 4 )V X & ERLT %

Strata Cloud Manager s L 7zCloud NGFW R Y > — & Hi

Strata Cloud ManagerZ{iH U C. 7 4 )V X Z2H#iKd % Cloud NGFWY VYV — Rt F 2 U 70 RV
V= a—NVICEHTEE T,
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STEP 1| strataCloud Manager ©. [Manage( )] > [Configuration(3%/E)] > [INGFW and Prisma
Access(NGFW & Prisma Access)] Z 3R L £ 9,

Configuration

NGFW and Prisma Access

STEP 2|

Cloh x Orver N Security Services w
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STEP3| Ruow &> A KT, Cloud NGFW AWSY Y — 2 & T IV AL FET:

Configuration Sco Global Overview  Security Services «
Configuration Scope K
Folders Snippets
Global @ 213)

« All Firewalls (4)

folder-1

folder-2
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STEP 4| [Overviewe(lZ)] X— T, [Security Services(tF 2V 71 b —EC ) ZEINLET,

Configuration Scope v Overview |SecurityServices v | Network Policies ~  Identity Services v Objects v Device Settings v Global Setings v %

Overview @ &

e Status

< Insync (2)
ewalls Labels

Firewalk ® OutofSync (2)
N o

@ Cloud NGFWs

Name Region/Location
2 Global finh

Us-west-1 Amazon Web Ses

us-west-1 Amazon Web Services

northcentralus

northeentralus

Microsoft Azure
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STEP S| [Security Services(tF 2 VT4 Y —E )] Kav 77X 72D X KT, [Security Policy (2
FaVl)Tq R EBRLET,

Configuration Scope O Security Services ~  Network Policies
¥ & Security Policy
Overview @ 5
* Anti-SpyWare
# Vilnerahility Protection
Folder Mame & WildFire and Antivinus
i
- & DMNS Security
Firewalls * URL Access Management
# File Blocking
4

HTTP Header Insertion
* Profile Groups
& Wab Security
* Decryption

* DaS Protection

Strata Cloud ManagerZffifl L7z 2 U 7 ¢ KU O —DFEDFHNIC OV TIE, RESIHL
TLEEV, EFa)T 10K —DFEH,

Strata Cloud Managerzfi ff] L CCloud NGFW 1 ¥V — A D7 + )b
ZERLE T

Cloud NGFW 1)/ — A Strata Cloud Managertr— E A& % & S I@yjxy 7 A7) v g
VEBELRES, 77 AT U+ —)VICBENF SNIe T — 22 ERRT B1200 7 + )V X2 ERK
LET, 74NVEE. T7AT7T4+—=)bT T 0A A & A T(Cloud NGFW Y YV —Z DY —E
ARiie &) R 7V — b L, REEHEZHRIET S7DIHEHINE T, DR
FENET AN EZZETAIVEZER LT, FAOREZREEL T BT 7 AT I+ —)VeT T
OAAY 2T N—TETEET, TTICHRAIINTNS 74 )L AIIE, BEROXRA NI N
THANEEEZEHBETLETEET,

fliddPalo Alto Networks?” 7°1) - —3/ 5 >/ (Prisma Access’s £) & NGFWD 7+ )L X 1%
B4 T9, PrismaAccessDT F A AV e B8 7 4+ IVENDNGFWZ 7 )L — 71t
TBHIELIETEERA, L, HAREZTXTO T+ )VZIC 70— U
L7z0, [Manage( H)]:[Snippet(A =X 1) Z#H LT, fEdERE &R o —3
AR O 7+ )V R IFHEIGET TEE 9,

Cloud NGFW VU V' — A D7 # )V X ZVERK T 51 id:
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STEP 1| gtratacloudmanager.pal oaltonetworks.com CiEf%, Palo Alto Networks’\7'A 5 Strata Cloud
Manager 7 7V ica 4>~ LET,

STEP 2| strataCloud Manager-f > Z—7 = — AT, [Workflow("7—72 7 1—)] > [NGFW
Setup(NGFW+2 v k7 v 7)] > [Folder Management(7 4 )L X & )] 23R L. [Add
Folder (7 #+ )L A &8I Z 27V w 7 LE T,

Folder Management @

° Add New Fiter

ResetFilters X

Colapse Al | (g
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STEP 3| [Create Folder (7 # L & {EAK)] B
L I3V EDRNORTWHiiZ AT LET,
2. PEITLUT, 7HIVEOFHEATILET,

3 REIHEUT, 1DUEDOTAN)VEE DL TET, BHEOTN)IVEEIRT 20, (EKT
B \)NWEATTUTH LI N)IVEIERTEET, L 21X, [Labds(TN)V)] Ry
TR i EIR U C[engfw] 2 IR L £ 97,

4. RawIRxy Y AZa—7=FHLUT, 7+INVEEERT S5 EREELET, [Al
Firewalls(§XTDT 7 A 7 +— )W) 7Z3IRT % H., BHED 7 4 VX ZEIRL T, FD
TCTANEEXARLET, THERHET 1 —IVRTT,

S iz sV v 7 LE T,

THIVEZDHORT WERiE AT LET,

Strata Cloud Manager i [l L7zl E v T )V a—T 10 F

Strata Cloud ManagerZ i L C. Cloud NGFWU YV —AD AT —Z AICDWTHIA T LN TEX
9o SCM MM d B Monitor (£ =X —)HKEETIE. ROWNHICDOWTEHIHL £,

* StrataCloud Manager CEHLL TW A YT XY T g 2,

* Cloud NGFW T /31 ZDIEH M L i A 77— 2 A,
SIS DWW T, Strata Cloud Manager TOREAHZSBIRL TL EE W,
Strata Cloud Manager# fii [l L T Cloud NGFW 1) ¥V — R & B:4H S % i

STEP 1| gtratacloudmanager.pal oatonetworks.com CiEf%, Palo Alto Networks’\7'A 5 Strata Cloud
Manager 7 7V ilica 4>~ LET,
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fR%

STEPZ2| 4R —7x—AT. [Monitor(E=%—)]:

STRATA

P CLOUD MANAGER

Command Center
Insights
Dashboards
Incidents & Alerts
Monitor

Manage
Workflows

Reports
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17 5E 5%
Cloud NGFW 11 7 D% eI iE 3 DDEREEDH O £9, TN 5 D%EEIET X T, Cloud NGFW
P—EZRDIRICH D FIH, AWST7 H T2 (S3/37w k. Cloudwatch 17 7)L—"7", %7z

E Kinesis T—Z 7 7 A7 HR—R) NICHOET, 5077 7A)VEISON 77 A4)V& UTHERK
INET,

Cloud NGFW for AWS ICY 7 A7 5479 % &, AWSCloudFormation 7> 'L — kX &% 7 7%
RETBEIITROENE T, XX v 7id, CloudWatch @~ %7 )L— 7" & Kinesis Data Firehose fic
BA MY —=LOOF 7%, PaloAltoCloudNGFW & W5 5852 Rl E L £ 9, S3/3T
r 74—V RIEERICATENTVE R A, BT ERIOFERIIEET 2551F. A%y 7 OfE
K7Z25E T3 BRENC, FORZIER L, T 7 4V MEOAHI ZE A 208D D 9,

FNGFW U Y —Z (BT A MU —LHAICNGFW #4 & LTRREND) &, 200 T ZEBD X
M)—LicHLEd (@7« AN)—LHDT VY RLBELTFARM) VI K> TKRAIENE
9) o LEh> T, FE®D Cloud NGFW U V=D FWMERD A M) — LI L TWa ]
REMEDN D D 9

1% 7% CloudWatch 11 7' 7 )L—7ICikfE9 % &, AWSCloudWatch 21>V —)LcRrZ/ > V%
EEZRTEXT, ¥ ORERICIRET S CloudWatch 127 7)L—71c, B A MU —L
DYARBNERENE T, BT AP —LHBRBROKXSICERENET,
/<aws-account-id>/<region>/<NGFW-name>/<random-string>/<log-

type>, <year>, <month>, <day>, <hour>

Tz & 213, [account123/us-west-1/firewall-1/gadd232312345deal TRAFFI C.2022.02.10. Twenty-three

@ <randomstring> 17 245 U712 D NGFW VU YV — A 2SR LU £ 9

ANV =L%Z7V v I$5HE, ROFNRT XS T FUDNERENET,
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> Timestamp Message

No older events at this moment. Retry

v 2022-02-08T15:00:12.000-08:00 {"src_ip":* ", "sport":"@", "dst_ip":" ", "dport":"@", “proto":"icmp", "app”:"ping”, “rule”:"unsec-intrazone-deny”, "action":“de..
{
k.m_m., v, Copy
“sport": "@",

“dst_ip": " b,
"dport”: "@"

"icmp",
“ping”,
"unsec-intrazone-deny",

"bytes_re L
0

bytes_sent":

"pkts_received': "@",

“"pkts_sent”™: "6,

"start_time": "2022/02/08 23:00:06",

time": 0",

ount”: "6,

"category": "any",

“src country”:

“dst country":

"session_end_reason": "policy-deny",

"xff_ip": “0.0.0.0"

}

» 2022-02-08T15:00:18.000-08:00 {"src_ip”:® ", "sport":"@", "dst_ip":" ', "dport":"@", “proto™:"iemp”, "app":"ping”, “"rule":"unsec-intrazone-deny", “action":"de..
> 2022-02-08T15:00:24.000-08:00 {"src_ip™:® ", "sport":"@", "dst_ip":" ", "dport":"@", “proto":"icmp", "app":"ping", "rule”:"unsec-intrazone-deny”, “action":"de..
» 2022-02-08T15:00:30. 0090800 {"sre_ip":® ¥, “sport":"@", “dst_ip":" ", “dport”:"@", “prote”:*iemp”, “app”:“ping”, “rule":“unsec-intrazone-deny”, “action":“de..
> 2022-02-08T15:00:36.000-08:00 {"src_ip™:" ", "sport":"@", "dst_ip":" ", "dport”:"@", "proto":"icmp", "app":"ping”, "rule":"unsec-intrazone-deny", “action":"de..

07 7% S3)Nrw MOk ET B L, a7 77 A4)VEISON 77 A4 )VE L TIRIEESNE I, NGFW
3. T7AT7 T4 =)V 256 MB D V72 Lz, DT 7 7 AIIVHVERESNTHS 10
IHREER LIz VS OV IT NI NS L, HiLwbwald T 7 AV ERELE T, §E

L7z B3Ny RIND T 7 A )V DT %I12id, AWSD S3aAVyY—)ILic 7 7v AL, feELT:
Ny RERDIFET, RS, AWST AUV MID, >U—V 3, >NGFWH, >0y XA

TS > H>. H>, BEEEINLE T, S8y hora s 7 7 A )L ROIERITHEN

7,

<aws-account-id>-<region>-<NGFW-name>-<log-type>-<year>-<month>-<day>-
<hour>-<random-string>

® <randomstring> 1 772 U7l 4 D NGFW U Y — X 2SR L £95

ZTD%, 77 ANVERXTO—RL, JSON VY —X—%2[FHL T, L0HIHAPTWIEXTa S
FIRTEFET, oERICNZ T, &y Ty MJIKiE. AN BRE. B4, 7747
TA—)VDOKRA N4, A O, £, H, H, K 9, BZERd s \v =8 FFENTVE
ER
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"date" :"2022-P2-B8T18:31:85.0P00608
"pri" 14

"time" : "Fel

"host" : "PA-VM _paloalt

"ident" : "TRAFFIC"

"Year" : " 28

“Month":"62",

"Day’

"Hour"

"Min" :

"Sec' 15
Illmessage“ .L A SRR e )
)

0777 A4)7% Kinesis 7 74 7R —ACKET B L. BT EELIZA M) —LRKITEEE
N, RITERRSETITEE I NE T, S3/37 v b, Datadog. Splunk 7% & T9, Kinesis 77 A7
HR—ADYV—AiZ, Direct PUTEZIZZDMDY — A THHHENDH O 9, a7 ERIChZ
T, fFuJTy bk, B BEE, B 774794 —)IVERA MG, ad 2147, 4E,
H. H. B;, 00 B, V=g, 7470 4—)V%, AWST A2 kD Zadikd 2\
A—EZFENTVET, NGFW X, V—Ya v, 747 U4+—)IV%, AWST AUV MID %
OZGEMUT, O7 7 7 A INVAICZDERDZTENTOVERWZS, T THBVERE NG
BITEZXSICLET, TOH%, ZBRAICISON 77 ANV ERY v a—RTEET,

oIy ) el Ty A)VHICEERES NIZRZ & HfHE., UTCHRBI TR RENE
9, 122l AWSO VY —)VicERnEnsaZ i . a—iUEz e B &R
N9,

STEP 1| Cloud NGFW >V —)Lh 5, [NGFW] ZEIRL., aX I EBRETEZ I 7 AT T4+ —
W EIR L9,

STEPZ2| [ JRE| 2R L £ 9%
STEP3| [m 7O T. F¥7Fv 3% 1DULEOLF TV aval oz #RLET,

FRTOO Y%A CHRICRET B, 05 « K1 T LI F 350 R
BHEBRTE ST,
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STEP 2| [Explore(#R)] IR L £ 9,
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STEP3| JxyoRay FZxyUh5E, alJOMEZEIRTEET, §X—VIC100fF0n 7R
ENFEJ, 72U, Stratalogging ServiceZ7 TY 2 LT, RINBIHERERK DAL C
EMTEET,

{» LOGGING sErvicE [N
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deny

deny

deny
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deny

STEP AL [Inventory(f >\ N N &EEIRT B &, AV R—FT ¢ Y THEHRDT 7 A7 7+ —)UBHT
BHIERNERENE T,
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https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/retrieve-log-records/about-queries

Inventory

Keep track of your onboarded firewalls, Panorama, and Prisma Access tenants, and onboard new ones.
Cloud Services Plugin v2.2 or above is required to see full detailed information for your devi

Panorama Appliances

rewalls | Clowd NGFW | Prisma SDWAN  Prisma Access
Y Add Fiter v Reset Fier

Cloud NGFW (224)

Only show firewalls that are storing ogs Q
® 2Connected | © 0 Partially Connected | @ 222 Disconnected 0 Need Certificate
Gonfigiration Name Model Serial Number  Resource ID PAN-OS  Associated  Connection  Ingestion Rate  Storage Used  AppsUsing  Storelog  Last Contact Time | Certificate Status
N version With Status Log Data Data
Panorama
Ko Explore .
%1 Cloud NGFW PAN-PA-VM.3.. 1015-2.. No @ Connected  NA 15.66 MB 0 @D On  03/24/2023 113527 @ Expired
G Cloud NGFW PAN-PA-VM-3.. 1010-c3..  No @ Comnected  NA 289 MB o @D on  03/24/202311:35:27 @ Expired
A1 Cloud NGFW PAN-PA'VM-3.., 10152, No @ Disconnected  NA NA o @D on  03/16/2023 16:5212 @ Expired
& Cloud NGFW PAN-PA-VM-3. 10152 No @ Disconnected NA 44MB 0 @D on  03/16/2023 16:35:33 @ Expired
4% Cloud NGFW PAN-PA-VM-3. 10152 No @ Disconnected NA NA [J @ on  03/16/202310:05:54 @ Expired
1 Cloud NGFW PAN-PA-VM-3. 1015-c2.. No @ Disconnected NA NA (d @D on  03/07/2023 16:5623 @ Expired
20 CloudNGFW  PAN-PAVM-3. 1015-c2. SDPNRMAO.. @ Disconnected NA NA o @ on  03/06/2023 212345 @ Activated
41 Cloud NGFW PAN-PA-VM-3.. 1015-c2.. No @ Disconnected NA 375.64 KB (¢ @D on  03/03/2023 21:30:18 @ Activated
&0 Cloud NGFW PAN-PAVM-3. 1045-c2..  SDPNRMAO. @ Disconnected NA NA o @D On  02/24/2023 21:2717 @ Activated
& Cloud NGFW PAN-PAVM-3. 1015-c2..  SDPNRMAO, @ Disconnected NA NA (G @D on  02/23/2023 21:2506 @ Activated

Strata Logging Service\D 1 %7 (DL %
Strata Logging ServicelC 1 7 #5149 % J5ik:

STEP 1| Panorama=>/V—)VC. [Device Groups(7 /31 & %7 )L—]D[Objects(4 7Y = 7 k): %%
RUET,

STEP 2| [Log Forwarding(X 7 #5iX)] # 58R L % 97,
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STEP 3|

PANORAMA

[AdAGENN)] 227Uy 7 LT, HilvaJink—R) A 7a7 7 AVEIER L £,

[ Panorama up [ cngiu-avs-ssher-01-ccg

(& Avplicatic

ENABLE
& Application Filters ENHANCED
APPLICATION
O | name LOCATION LOGBING DESCRIPTION | LoG TYPE
a rity Default | Predefined traffic
threat
widfre
ut
[@ External Dynamic Lists data
~ (@ Custom Objects -
B Data Pattemns
— auth
@ Vulnerabitty decryption
oy
ity Profies
@ Atz decryption
) anti-Spyware o
@ Vulnerabiy Protecton e
@ URLFiltering
threat
Ca File Blocking e
WildFire Analysis O leg_forward Shared traffic
@ Data Filering secryption
& Dos Protection
- ut
[ Security Profile Groups "
Log Forwarding threat
Authentication
v & Decryption
(2 Decryption Profile
S Packet Broker Profile
~ @) SD-WAN Link Management
S Traffic Distribution Prof|
@ Error Correction Profile
Sehedles
B PDF/CSV

FILTER
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs

Al Logs

~
G
3items ) 3 X
PANORAMA/CO. BUILT-IN
DATA LAKE SNMP EMAIL 5Y5LOG HTTP QUARANTINE ACTIONS
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STEP 4] [Log Forwarding Profile Match List(F1 Z#zi% 7007 7 A )L—3 Y X MM T, 17 O]
ZHEELET,

STEPS| Fmw 7Ry Yinb[Log Type(H 7 2 A N EERL LT,

STEP6| [Forward Method( (#zi%/57%) )& LT, [Panorama/Strata L ogging Service] % 3R L £ 37,
Log Forwarding Profile Match List @

Name

Description

Log Type | traffic

Filter Ay Logs
Forward Method Built-in Actions
eefl- || Pancramay/Strata Logging Service [7] Quarantine
[} sump [ emaL - [ | namE TYPE
(*) Add () Add
[]  systoc ~ O | urre -
+) Add (*) Add

+) Add

Cancel
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STEPT7] oK 27V w o L&,

STEP8| ZgAZaIwv LTSy alET,

Strata Logging ServiceZzZ i 9 Ic 1 7 ZHR1Xd %

Panorama’z i [l L T\ T, 1 ZUNEEIC Strata Logging ServiceZz {#i ] L TWRWEEX. AWS
Cloudwatch, Amazon S3. Amazon Kinesis’x EDRID LY T4 T4 lC AT HHLETEET

STEP 1| Panoramaz>V—)UTC. [Device Groups(7 /3 A A 7 )L—N]D[Objects(4 7V = 7 b): %
RLUET,

STEP 2| [Log Forwarding(H1 7 #51%)] % 3R L £ 97,
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STEP 3|

PANORAMA

[AdAGENN)] 227Uy 7 LT, HilvaJink—R) A 7a7 7 AVEIER L £,

[ Panorama up [ cngiu-avs-ssher-01-ccg

(& Avplicatic

ENABLE
& Application Filters ENHANCED
APPLICATION
O | name LOCATION LOGBING DESCRIPTION | LoG TYPE
a rity Default | Predefined traffic
threat
widfre
ut
[@ External Dynamic Lists data
~ (@ Custom Objects -
B Data Pattemns
— auth
@ Vulnerabitty decryption
oy
ity Profies
@ Atz decryption
) anti-Spyware o
@ Vulnerabiy Protecton e
@ URLFiltering
threat
Ca File Blocking e
WildFire Analysis O leg_forward Shared traffic
@ Data Filering secryption
& Dos Protection
- ut
[ Security Profile Groups "
Log Forwarding threat
Authentication
v & Decryption
(2 Decryption Profile
S Packet Broker Profile
~ @) SD-WAN Link Management
S Traffic Distribution Prof|
@ Error Correction Profile
Sehedles
B PDF/CSV

FILTER
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs
Al Logs

Al Logs

~
G
3items ) 3 X
PANORAMA/CO. BUILT-IN
DATA LAKE SNMP EMAIL 5Y5LOG HTTP QUARANTINE ACTIONS

AWSEFLD 72 % D Cloud NGFW

©2025 Palo Alto Networks, Inc.



it

STEP 4| [Log Forwarding Profile Match List(HR 75 7007 7 A )V—8) A B)]HEH T, 1027 D%H]
ZHEELET,

STEPS| Fmw FHY U b[Log Type(R 7 %A 7)) EIRL £ 95

Panorama’)’Strata Logging ServicelC U > 7 SN TWARWEE, 17 idPanoramaz > —)UIC
fk T NG, Cloudwatch, S3. Kinesis’zs EDRIDT TV r— 3 TR RTEET, Cloud
NGFWI YV — V2R LT, chboofiouFy 7 hEzRE LT,

D) RV ZEEERETEDOEONETE, nO¥> 5777 7 A )L CSrata Logging
Servicez GENIC L £ T

STEPG| OK 27V v/ L%,

STEP7| ZEAZaIv LTSy aLET,
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* Cloud NGFW for AWS O CloudNGFWH 7R 7 1) Fvq v

O Palo Alto Networkst] A 2~ — S R—F 7
H> k (CSP)

O AWSMarketplace?” 17 > b
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£9, HED CFTIC [BiET Y] 74—V RBEZENTOVERWES,

0% )—71Z. CloudNGFWCFT R T a4 ENDLEITCY —Y g D AWS I
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STEP L] BTG U T, CFT ZHifi L C. Bif&rnZ CloudWatch B 7 7 )L — 7 \DE AR AEL
7R A 2B L &9

1 CloudNGFW >V —)ica A4 > LET,

2. [AWSAccounts> Download CFT] Z#RL T, CFT Zyaml 77 A )VE L TRV
H— F Li‘é‘o

3. CFTZAWS YV —)Uic7 v 7u— R, fHk. #@HLET,

1L awsarvv—jicaZ 14> L., [CloudFormation] > [RZw 7] ZERNLET,
Cloud NGFW A % v 77 - PaloAltoNetwor ksCrossAccountRoleSetup 72 DI £ 97,
(RN 23R L £ 9
BEDT VT L — " 2EEWMA T T L— T 7 A )27 v Tu— Rz#ERLE
ER
CFTyaml 7 7 A )28k L., [RN] Z7 Vv 7 LET,
CFT AXvw 7 DOz L. [XN] 27V 7 LEI,
CFT AR w I F T avziiil. [XN] 27Uy 7 LT,
CFT A& w7z L, [B#H] 27V v 7 LEXT,

> w0 DN

O N o O

STEPZ| CloudNGFW 7F > hary—ica 74> LET,
STEP3| [FF U] ZBRLETD,

STEPA| BT VRERET A ATV T LET « =,
STEPS| CloudWatch VA4 RZ U EEIRL £9,

STEP6| %Z—4"w k CloudWatch 1@ %" % )L—7®D Amazon V) ¥V — 2% (ARN) Z AN LET,

C T TAJIT % ARN B, CFT A& w7 Tf5%E L7z CloudWatch @ % 7 )L— 1o LTV %
CTeRHERLTLITIEE N,
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STEPT| [Save(fRfE))Z 7V v 7 LET,
Edit Audit Log X

Audit Log

Mane

o Cloudwatch

Log Group ARM *

Cancel Save
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CLOUD NGFW

@ Ma

NGFWs ¥ Firewall 1

Firewall 1

Firewall ID AWS Account D Status Rulestacks
Firewall 1 Review
NG Firewalls
Rules  Flrewall Settings  Log Setings
Log Type
Traffic Threat Decryption
Tratfic  Threat  Decryption
Threat Type
O Bxsic @ Advanced @

Log Destination Type

O sz Cloudwatch log group Kinesis data firehose

Log Destination

Metrics

CloudWatch Namespace

CloudWatch Metric

Dataplane CPU Utilization (%) X

B All CloudWatch Metrics [7)

Dataplane CPU Utilization (!

Dataplane Packet Buffer Utilization (%)
Connection Per Second

Session Throughput Kbps

Session Throughput Pps

Session Active

Session Utilization (%)

(Global)

(Local)

AWS Console Links

Logs & Metrics v

N
5

umber of Endpoints

Coneel “

THI Y MCEREND A RY Y 7OV TIVHIINERO K 512750 X9,

CloudWatch X
Untitled graph £

Favorites and recents

Dashboards

alarms Ao @0 Qo

Logs

CloudWatch » Metrics

Log group

Browse  Multi source query

i

Logs Insights Metrics (11) Infe

Graphed metries () Optiens  Source

Metrics M. California ¥ | A PaloAltoCloudNGFW <o Q Search for
All metrics
FirewallResource="cmetric-fw-fteet’ ./ X
Explorer
Streams B customerAccountid 11/11 a | FirewallResource @ | Metric name
cmetric-fw-fteet Dataplane,_Packet_Buffer_Utilization
X-Ray traces
cmetric-fw-fteet Phtsin
Events
Application Signele emetric-Fw-freet Session_Active
Network monitaring emetric-fw-fteet PhtsOut
Insights cmetric-fw-fleet Dataplane_CPU_Utilization
cmetric-fw-fteet Session_Throughput_Kbps
cmetric-fw-fteet Session_Utilization
emetric-fur-fteet Bytesin
cmetric-fw-fteet Session_Throughput_Pps
emetric-fu-fteet BytesOut
cmetric-fw-fteet Connection_Per_Second

v | Alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms

No alarms
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Firewall-as-Code (7 7 A 777 4 —)b « 7 X+ I—F)

STEPL| JmalSlc&k27 7 AZEMLET,
* CloudNGFW 77> baryy—)uc [7F V] ZEIRLED,
[ °. [TulILc&kBTIRR] ASA X% v I LET,
* [ANCd A2V 7 LTHEEL X,

General

External ID

Programatic Access - Enabled

To use Programmatic Access, you need to enable this option. For more information, please refer to the document
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STEPZ2| (2 A LMEER) =2 AL TH L a—ILEER L E T,
DURE A A2 LMEFERY > —DHFIT9,
{ "Version":"2012-10-17", "Statement": [ { "Effect":"Allow",

"Principal”: { "AWS": "arn:aws:iam::111122223333:root" },
"Action": "sts:AssumeRole" } 1 }
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Firewall-as-Code (7 7 A 777 4 —)b « 7 X+ I—F)

Step 2
Add permissions

Step 3
Mame, review, and create

Trusted entity type

(O AWS service
Allow AWS services like ECZ, Lambda, or
others to perform actions in this account.

() AWS account
Allow entities in other AWS accounts
belonging to you or a 3rd party to perform
actions in this account.

() Web identity
Allows users federated by the specified
external web identity provider to assume
this role to perform actions in this account.

(0 SAML 2.0 federation
Allow users federated with SAML 2.0 from a
corporate directory to perform actions in
this account.

O custom trust policy
Create a custom trust policy to enable
others to perform actions in this account.

Custom trust policy

Create a custom trust policy to enable others to perform actions in this account.

|10

2 "Version®: "2012-10-17", Edit statement

3v “statement”: [

4w {

5 "Effect”: "Allow",

(14 "Principal”: {

7 "AWS": "arn:ows:iam::111122223333:root”

8 h Select a statement
9 “Action”: “sts:AssumeRole”
10 }
13 Select an existing statement in the policy or
12 H add a new statement.
13

4+ Add new statement

JSON Ln1,Col0
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EReDTY 2V )— b2 U EEBEZROITIE,. EXLEEDES
DTV I INANDT 72 AN RMEENBEEMH D £9, Principal EE &
Condition HZEZHH LT, FrED 7V b —)bAD7 7t Az HIB T
XFE9, FHCOVTIR., NAM B— )V TCEHERY > —2HiHd 35 51 28
LTS, £, 2oa—)bE21DOAWST T Y M TIER L. 78X
THIY N T 2B ARMEHLUTEEDT 72 A ZRDT 7 MCEET 3
CEHETEXT, VJRAT AUV N 77V ATEEARY O —2ERKT 51T,
DI BEE XL T I,

STEP 3| API ZFEUHI 9 7280 AmazonAPI Gatewayl nvokeFullAccess 7 7 & ZFFR[ R & —7%BhINL
X9, fFlicoOVWTIE 227U w7 LTLEEL,

IAM > Roles » Create role

Step 1

Add permissions ...

Select trusted entity
Step 2 Permissions policies (949) info c
Add permissions
Choose one or more policies to attach to your new role.
Step 3 Filter by Type
Name, review, and create Q. AmazonAPIGatewaylnvokeFullAccess X I All types ¥ | 1match 1 ®
O Policy name [ & | Type v | Description
[ o] AmazonAPIGatewayl.. AWS managed Provides full access to invoke APIs in Am...

» Set permissions boundary - optional

Cancel Previous Next

STEPAl D% T (F—ELMETHKEIND) Z IAM O0—)UTBIL T, REICIECTT 72 X7FA]
RY—2 R LT,
{Hi =& TagKey TagValue

T7AT7 T +—=)VOIERKEE | CLOUANGFWY 7 1 77 ™7 4 —
i} JVE TS
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TagValue

a—AV)b—IV A% w 7 DOfE | CloudNGFWRulestackAdmin % b
i & E B
gra—N))—)V A% w70 | CloudNGFWGlobalRulestack&dmin
VER & BB
AWST7 H Y FODA Y R— CloudNGFWAccountAdmin Ho
e
Creation date ARN Link to switch roles in console
N am:aws:lam:: rale)

Last activity Maximum session duration

& G days ago 1 hour

Permissions Trust relationships Tags (1) Access Advisor Revoke sesslons

Tags (1) Manage tags

Key ES Value

CloudNGPW FirawallAdmin Yes

FRCO—)VICEBOR T EEADYTEHENTEET, cnbDOXTIE, EFEE%Cloud
NGFW B 7S5 L 7oA a—)U b= N7 7V AT 5DIEHTEET,

STEPS5|  (Cloud NGFW Programmatic Access D7z il d % T & 2 BIR L Iz51E. AT T7h
59 A4y T LED) GitURY FUDFDAPLIT 4 )V A —ECFTT 4 )V X —DRIZ [ L
T, TNENTOT S LT V2 AY—)VECFTICY 72 AL T,

Palo Alto Networksh it 9™ % il 252179 % Ic k. programmatic access7 +
L7 M) ekzdy a—RLET,

YV—)VIENEIc O — )L 25 [ &52F, a—)LDT7 7e X F—Lo—r Ly b F—=4RK
L. SigVany Z—%E4HKLET, £z, FFEOZY RRA Y b a— )Lz H LT, Cloud
NGFW OB 7S5 L7 7 A =7 VIS LE T,

STEPG] AWSCLIZfH L T, REITGUTAT Y I5THIH L 2 7 F— X7 DfEZFFOu— )L 7%z
FIEZF T,

$ aws sts assume-role --role-arn arn:aws:iam::<AWS-ACCOUNT-
ID>:role/<ROLE-NAME> --profile <AWS-PROFILE-TO-ASSUME> --role-
session-name <SESSION-NAME> { "Credentials": { "AccessKeyId":
"<ACCESS-KEY>", "SecretAccessKey": "<SECRET-ACCESS-KEY>",
"SessionToken": "<SESSION-TOKEN>", "Expiration": "<CREDENTIALS-
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EXPIRATION>" }, "AssumedRoleUser": { "AssumedRoleId": "<ROLE-
ID>:<SESSION-NAME>", "Arn": "arn:aws:iam: :<AWS-ACCOUNT-ID>:role/

<ROLE-NAME>/<SESSION-NAME>" } }

O—)V 5| &2 5L, —KNET 78 RAF—o =Ly bF=07 A0 2 MHIAERE
NEI, FHHICDWTIE, FED X T2 f5OmEeg| €2 52BRLUTIEEW,

STEPT7| 27w J7THUS UTe —HE R BRI Z i LT, SigV4(B /N N— 3 vaNy B—7=/E
MLUET, fECDOWTIE, Sigva 2 L7 AWS U 7 T A RADOEYEBIBLTL 72
W
DUFE. AWS SigV4E &Ny Z—DFITT,

AWS4 -HMAC-SHA256 Credential=<ACCESS-KEY>/20220421/<REGION>/execute-
api/aws4 request, SignedHeaders=host;x-amz-date;x-amz-security-
token, Signature=<SIGNATURE>

STEP 8| SubcriptionKey & TokenIDZ4K L E T,

REST APl Z{§iff] L C Cloud NGFW I 7 7% X9 %12iE. API FEUH L DREGIC T OIS A%
ffifl L% 9 —api.<region-name>.aws.cloudngfw.paloaltonetworks.com.i ¥
X, Azure FF a2 AV 2B LTLITIEEN,

* U RT7AT U —)IVEBHEO—ILDEE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudfirewalladmin 7ZHuf5

* I RIV—IVA Ry JEHE O —ILDOE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/vl/mgmt/tokens/
cloudrulestackadmin ZHifs

* USRI a— N Wb—)V ARy ZEHETO—)VOgE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudglobalrulestackadmin 7 Hf%

=2 VEEST %
DIRE. b= 7ZHIST %728 DcURLAY > RDHITT,

$ curl --location --request GET 'https://api.us-
east-1.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudfirewalladmin' \ > --header 'X-Amz-Security-Token: <SESSION-
TOKEN>' \ > --header 'X-Amz-Date: <CREDENTIALS-EXPIRATION-AMZ-DATE-
FORMAT>' \ > --header 'Authorization: <AWS-V4-SIGNED-HEADER>'

IO

{"Response": {"TokenId": "<CLOUD-NGFW-PROGRAMMATIC-ACCESS-TOKEN>",
"SubscriptionKey": "<SUBSCRIPTION-KEY>", "ExpiryTime":30,
"Enabled": true}, "ResponseStatus": {"ErrorCode":0}}
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STEP9| Cloud NGFW >V —)LD N\ X—t 7> g VST —2ZEML 9,

KGR <TokenlD>

<SubscriptionK ey>

x-api-key

LI Fix. Cloud NGFW APIFECFH L OY > IV TT,

curl --location --request GET 'https://api.us-
east-1.aws.cloudngfw.paloaltonetworks.com/vl/config/rulestacks/
rs-1' \ > --header 'Authorization: <CLOUD-NGFW-PROGRAMMATIC-ACCESS-

TOKEN>' \ > --data-raw ''

%

{"Response": {"RuleStackName": "rs-1", "RuleStackCandidate":
{"Scope":"Local", "MinAppIdVersion":"8433-6838", "Profiles":
{"AntiSpywareProfile":"BestPractice". "AntiVirusProfile":"BestPractice". "Vul
"FileBlockingProfile":"BestPractice"}, "UpdateToken":"1"},
"RuleStackState":"Uncommitted"}, "ResponseStatus":

{"ErrorCode":0}}

STEPI0| a7 I Lc k37 7 AZWMOWHETICIE. 7R AF—, =V Ly hF— B
KUY TRAIV) Ty g rF—2HHLT =72 APl Z-UH L %9 — DELETE
https://:<region-name>.aws.cloudngfw.paloaltonetworks.comvl/mgmt/

tokens/{TokenID},

7R AF—Ly = Ly bF B —RINAL D TY, ARIIRMINZS S
F. L7 78 RAF—Ly—o Ly =AML T,
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Cloud NGFW AWS O Terraform ¥ — h

ECTHMTEEIH? [DNEET T 0?2

» Cloud NGFW for AWS O Cloud NGFWHY 7 X 7Y S g v

O Palo Alto Networkst] A 2~ — S R—F 7
H> k (CSP)

O AWSMarketplace?” 17 > b

0 a—Y—ou—)l (FFrEkiEH
#)

HashiCorp Terraform i&, ~XI)VF 7 50 FEREZEM T 5F —LAFTOA—T YV —AAL 2 TS
AbT7F¥ L TOA—FY—ILTY, CNUTKD, FIURA YT IA T IFvDR—
Ty MKEEZEIIHT 2RERER L. TNEMHLT. V799 RAMVTISA NS IFvyDTue
VaZ v LEBICEET AEHEZITLENS, EEINCZ—T Y MCEET B 728180
ATy TR ABMNICEIETEE T, TNEHD Taraform iE T, TN X —LIiEIENn%
TSI UEMERALES, TS5 4 1F AWSKREDTaNA R —LHELT, 7T KAV
TIANT I F v DREEREMEFFD T2 DR R URTRER X7 T2 EK TS % T & THFIH Z it
L. ClCD/SA T A O H BNz Rt L E 3,

a7k xy bI—=7RiE EF 2V TA AT ITANT I F vy OREET O A2 AH)
fEL. NGFWIL—)L A Zw L Txy b=t F 1) 74 RAF ¥ ZHiFT 5728

IZ. cloudngfwaws 7' TINA X —72BIMLE LTz, TOTTNA X =, 75147 > b (Terraform
EFRITLTWBTI3A R) & Cloud NGFW for AWS B— Y AR 2 AP BIO@EER B ZICT
BEERL AV —E L THEEL £ 95

Palo Alto NetworksD BIFEZ [l R 2 X > k¢, TerraformZz{iiff] L 7=Cloud NGFW on AWSD 7
T DWW ZER L. TerraformDSERZ Z R L FE T,

RANORERL Tl Terraform7 2N X —Z{fifH X £ 9
* Cloud NGFWZ BN L F 97,

* Cloud NGFW VRV > —1EHZEIS T 27 DIHHT 2)V— VA Ry 7 Z23E LT, IL—
IWAZY 7IZiE, EFa VT )b—I)b, ATV b To—F, TXRITEEATV2Y
MR E, BT B3R O—HEHRMZTEN TV,

cloudngfwaws Terraform 7" /31 X —7% i L C. Cloud NGFW for AWSZEHIT 572D YV —
AT 7EALET, coudngfwaws 7 HNA X —iF, — WA adab Gz Eilcd % STS O | &
2T — )V LT AWSANDFRREZITWE T, TN D DO—KNRFEAENS RIS, D8R
V= YATBICMHEI N, 7R AF—, Il F— vy ar =T UNEEN
X9, TOV—FTVATE, ROLIICEDXT:
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https://pan.dev/terraform/docs/cloudngfw/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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1. BHGETIE AWSAPI Z{fiH UL CTAWSSTSW O —)LZ5 | &5ZIFFE 9, APl 7 7 A HCT
%z\%b%bi@“

SFRLTEHRIE. Cloud NGFW for AWS APl 7Z{fif] L C Cloud NGFW BRI b —27 V72 B34
%t&bMEHEJéM?i@“ CNEOFIERIZ. W—IVAR Yy 7 OEMEN—T VU EHT S
TeDICEHHEINE T,

3. Cloud NGFW BEHE v —27 >V L IV—)V A& v 78 E ~—7 1Z. Cloud NGFW for AWS
APIZE U7z E RIS S NE T,

LUR MR LT R EW,
* AWSADFBRENEINT B & TONAZ=ET 7 A7 T 4 —)VE)—)V AR v 7 DEHIC
IWT ZHfG L&

s TunNARXR—=7Juaw I TCAWS T IR —T L FEF—EFNICIEETEET, ThHD
FREEEIR AR E L WE. HEZEIHER T 7 Vb HEIIICHIE SN FE 9, access key &
secret_key D/3T A—Z7Z2HH LT, AWS ZZAEERZ #HIc izt U9,

s TunNAR—7ty v 7w TSI B EE, AWSEERETY—7 7B —IZAWS Go SDKZ{#H L Tl
FEICBE T 2 AR HIEH L9, AWS EHEZ R LT, AWSFEEEICiH & N5 R85 E
WMERETEET,

* THNAZ—FAPI T T ANRETT,

TUNAZ—= RFGRA—=Z =13, SXTXLHETERIEMDNTIENE T, EAEEL TV
L. TNSDONT A== LI NDOIHF TUEHENE T,

L Jang&Z—7ay 7 THINICREENE T,
2. BRSNS

3. JSON F&ET 7 A IV HHURF L 9,

27577 K NGFW DD Terraform 7134 X —

Terraform 0.13LLF%:

7774 —.I { required providers { cloudngfwaws = { source =
"paloaltonetworks/terraform-provider-cloudngfwaws" version
= "1.0.0" } } } provider "cloudngfwaws" { json config file =
"~/.cloudngfwaws creds.json" }

JSON BRET 71 ):

{ "host": "api.us-east-1l.aws.cloudngfw.paloaltonetworks.com",
"region": "us-east-1", "arn": "arn:aws:iam::123456789:role/MyRole" }
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https://pan.dev/cloudngfw/aws/api
https://pan.dev/cloudngfw/aws/api
https://pan.dev/cloudngfw/aws/api
https://pan.dev/cloudngfw/aws/api
https://github.com/aws/aws-sdk-go
https://docs.aws.amazon.com/cli/latest/topic/config-vars.html#credentials
https://pan.dev/cloudngfw/aws/api
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7HO Y SO Y AR—T 4 VT RERTET B

ECTHMTEEIH? [DNEET T 0?2

» Cloud NGFW for AWS O Cloud NGFWHY 7 X 7Y S g v

O Palo Alto Networkst] A 2~ — S R—F 7
H> k (CSP)

O AWSMarketplace?” 17 > b

0 a—Y—ou—)l (FFrEkiEH
#)

Cloud NGFW for AWSIZ., KEDAWSY /17 > b7 d BEEmHc, 7 Ao Y sOHEIA VR—
TA VT Y R—FTE5XIICEDFE L, TOKEEICK D, HADT Ty N eFETE
R—RIZRENRLEZDE LT, THYY bOHBA Y R—FT 1 V72T 5855 RO
HAEEZBLTIEE WD,

* —EIC1007 ATV Y FETAYR—RTEET, 100ZBA27hY Y ety R—R55%
WK, BBODEY 2 —IVEEETHR0END D, ZNFNUCI00EDT AT EHAZENE
T, FHHICOWTIE. TeraformD~ =2 7 IILAEZIBL T EE W,

* VAUV OAEA VR=T 4 7 5ETETISHNIONDDD X,

* AUTHICAWS a7 7 ANV L TWAEEE. THhHUY O Y R—T 1 271
CloudNGFWGAccountAdmin 707 7 A )L fERH L9

* CloudFormation 7> 7' L— bk (CFT) Z{iFHL Cra—)LE{ER L, A2 R—RITBET7 TV
MC HERRZ AL £9

* =Ty LA ZXBEHTCloWdNGFW ICY T AT S5 AT 58, 7YY MBIEFEICA Y
R—FEN3E9TI,
© RERKENZ 2DOHD ET,
* HHET A M CloudNGFWAccountAdmin B—)L&2{ER L 9,
* Terraform ZfEH L TA Y R—RT B8 T7 U2 M TCFT 2FITTE50—)VEERLZE
CP

NS DFENTOVWTIX, LFOFIATHHAL £

HEI 7 Y A Y R—F 1 VI RERRIC T 72 A B1CE. =i DTearadorms > 7L — k%X
Joa—RUT, Al S LcXB7 7 A RGCT H0680H D £9,

THY Y NOHEA VR—T 1 VT DREST
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STEPL| BUEA Y R—T 1 VT HEHDT 17> FDAccountAdmin /a7 S Lic k37 7 Aa—
IWEERLET, Tl oLk 37 78X EEMCT S OFIHL~4IHE->T, &
% CloudNGFWAccountAdminZzH>ua— )L E{ER L 9,

STEPZ2| * Y R—=K9I3%&7 > KT, CloudFormation 7> 7' L— b (CFT) {79 50—/l %
TERR L X 95

{ "Version":"2012-10-17", "Statement": [ { "Effect":"Allow",
"Principal”: { "AWS": "arn:aws:iam::ACCOUNT ID:user/USERNAME" },
"Action": "sts:AssumeRole" } 1 }

Trusted entities Edit trust policy

O—)VOMERRRY =& . 42542 R —DIEZ2EHL TERENE T, Hi:

"Statement": [ { "Action": [ "lambda:CreateFunction",
"iam:GetRole", "lambda:AddPermission",
"cloudformation:ListStacks", "cloudformation:CreateStack",
"lambda:InvokeFunction", "lambda:GetFunction", "iam:CreateRole",
"iam:DeleteRole", "lambda:GetFunctionConfiguration",
"lambda:GetPolicy", "cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetTemplate", "cloudformation:DeleteStack",
"lambda:DeleteFunction", "iam:DeleteRolePolicy",
“iam:DetachRolePolicy", "iam:AttachRolePolicy",
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"iam:PutRolePolicy", "iam:PassRole" ], "Resource": "*",
"Effect":"Allow", "Sid":"VisualEditorl" } ] }

Permissions Trust relationships Tags Access Advisor Revoke sessions

Permissions policies (1} (] | Simulate [ Remove Add permissions ¥

You can attach up to 10 managed policies.

Filter by Type
Q Ssearch All types v ‘ 1 &
] Policy name [3 A Type v Attached entities v
O B cFTPolicy Customer inline 0
CFTPolicy Copy JSON Edit [
z "Version": "2012-18-17",
3 "Statement”: [
4
3o “Action™: [
[ "lombda: CreateFunction”,
7 "1om: GetRole",
& "lombda: AddPermission”,
9 "cloudformation:ListStacks",
1@ "cloudformation:CreateStack”,
11 "lombda: InvokeFunckion",
1z "lambda: GetFunction”,
13 "iom: CreateRole™,
14 "iom; DeleteRole™,
15 "Lambda: GetFunctionConfiguration™,
16 "leombda: GetPolicy",
17 "cloudformation:DescribeStacks”,
18 "eloudformation:DescribeStackEvents",
19 "cloudformation: GetTemplate”,
20 "cloudformation:DeleteStack”,
21 "lambda:DeleteFunction”,

EEBROA] (FRD) 1&. CFT ZEITT 2MRD G2 5NREDT TV b
DREDI—Y =XKL TVWET, MEDEEARY > —Z2ERT 5 LD
WIZDOWTE. TIAM B—)IVTCEERY >—2 T 2 /77k] ZBIULTLIEE
A

STEP 3| Terraform ApplyZE1T L £ 7,
CFTICAE 23 L7214, CloudNGFW U YV — R8T o v " et v R—RLET,
* THI YA VR=T 4 VT EVa—)ViE, 7THAD Y NTT7 AT a—)by b7
TCFTZ3TL &9,
* JnA 7HhUY bk B—)LCFTIE, B—)VARN%Cloud NGFW D ¥V — ZITAE L E T,

TATY S FAVR=T 4 T BV a—)VIEKHZFHEL XS, IXRXTDT7 AT Y FDOA Y
RN—T 4 Y ITHETTEHETICI00L D 25E0H 0 X9,
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://developer.hashicorp.com/terraform/cli/commands/apply
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Terraform 7 7 1 JL D)

ROFNE, TN, R =LY 12— )VDOEEZZL Tereform 7 7 A )V7Z2/m L TVWET, TD
BITlE. account_admin an X FIEH 1 TERK SN T 0l S L 7 78X a—)L 2B L ET,
74 —J)V K account_ids &, AV AR—FTE20ENDHE AWST ATV FDIY XM 2ERLET,
74 —J)V R cft_role name ., AV AR—FEINEET7HY Y FOFIE2 TERENa—)LE%E

LEd,

terraform { required providers { cloudngfwaws = { source
= "paloaltonetworks/cloudngfwaws" } } } provider

"cloudngfwaws" { account admin arn = "arn:aws:iam::11222333344: role/
fwaas prog onboard" json config flle = " / cloudngfwaws creds.json" }
module "account onboardingl" { source = “github.com/

PaloAltoNetworks/terraform-provider-cloudngfwaws/modules/

account onboarding" account 1ds = ["ACCOUNT 1", "ACCOUNT 2"....,
“ACCOUNT 100”] cft role name = "cft apply Fole" } module
"account onboarding2" { source = “github.com/PaloAltoNetworks/

terraform-provider- cloudngfwaws/modules/account onboarding"
account _ids = ["ACCOUNT 101", "ACCOUNT 102"...., “ACCOUNT 200"]

cft role name = "cft apply role" }

F VR —FRBHT TV N EEIRT %
Terraform destroyZ il L E£ 97, FHllic DWW T, Terraform O RF 2 A > FEBIRLTLEE
U,

FVR=T AV ITREPRT DY b e—ERKRT %
Terraform U A FZH L X9, FEMIC DN T, Terraform O FF 2 A2 FZBLTLIREE
AN
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https://developer.hashicorp.com/terraform/cli/commands/destroy
https://developer.hashicorp.com/terraform/language/functions/list
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Cloud NGFW U Y — X 7% AWSCFT Ic Vv yg =7
ERA

ECTHHTEEIH? AP AET I H?

e Cloud NGFW for AWS O Cloud NGFWHY 7 A7) gy

O Palo Alto Networks/] A 2 — S R—F 7
VARVAVZN (CSP)

O AWSMarketplace?” 517 > b

O a—Y¥—oa—)b (FFHr bEIZEH
#)

Cloud NGFW TlZ. HBEDY YV —AREKTE %18, AWSCloudFormation 7> 7/ L — k
(CFT) I Y —AZFHc Ty g7 TE%Ed,

Cloud NGFW T CloudFormation L' A U Z{FH 3 S HiGlc, TS LICKB 77
YL ZAEHMCT ZRHENH D F T,

PaloAltoNetworks::CloudNGFW::RuleStack & PaloAltoNetworks::CloudNGFW::NGFW A &—
<& L C. Cloud NGFW 7% AWS CloudFormation 7> 7 L — MIELET, TORF =
XYV MIEHBENTOBHECEMEH LT, AWS CloudFormation L A B E#ET&E % Cloud
NGFW 7 7 A 7 U+ — VDR EZERLET,

PaloAltoNetworks::CloudNGFW::RuleStack A+—<
* JSON

{ "Type" :"PaloAltoNetworks::CloudNGFW::RuleStack", "Properties"
{ "RuleStackName" :String, "RuleStack" :RuleStack, "RuleList"
[ Rule, ... ], "SecurityObjects" :SecurityObjects,
"CustomSecurityProfiles":CustomSecurityProfiles, } }

* YAML

Type:PaloAltoNetworks: :CloudNGFW: :RuleStack 7't

N7+ :RuleStackName:String RuleStack:RuleStack
RuleList: - Rule SecurityObjects:SecurityObjects
CustomSecurityProfiles:CustomSecurityProfiles

ProgrammaticAccessToken: X ¥4l
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/registry.html
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RuleStackName

V=V AR 7DD WHETZ ATTLE T,
JSON
“RuleStackName” :String,
YAML
RuleStackName:String
RuleStack V=)V A%y 7 D2 AJTUE . I A G ENET T

JSON

{ "Scope" :String, "Profiles" :RuleStackProfiles,
"Description" :String "Deploy" :String }

YAML

Scope:String Profiles:RuleStackProfiles
Description:String Deploy:String

RuleStackProfiles

BEINIIV—IVARZy 7O Ta T 7 )V EHMLEST, a7y
AL IR EENE T

JSON

{ "AntiSpywareProfile" :String,
"AntiVirusProfile" :String,
"VulnerabilityProfile" :String,
"URLFilteringProfile" :String,
"FileBlockingProfile" :String,
"OutboundTrustCertificate" :String,
"OutboundUntrustCertificate" :String }

YAML

AntiSpywareProfile:String AntiVirusProfile:String
VulnerabilityProfile:String
URLFilteringProfile:String
FileBlockingProfile:String
OQutboundTrustCertificate:String
OutboundUntrustCertificate:String

rule

JV—=IVAZ Y 7 D)=V T LET, I—IVITEZL A EENE
g

AWSE LD 7z % D Cloud NGFW

370 ©2025 Palo Alto Networks, Inc.



Firewall-as-Code (7 7 A 77 4 —)b « 7 X » O—K)

JSON

{ "RuleName" :String, "Description" :String,
"RuleListType" :String, "Priority" :Integer,
"Enabled" :Boolean, "Source" :RuleSource,
"NegateSource" :Boolean,

"Destination" :RuleDestination,
"NegateDestination" :Boolean, "Applications"
[ String, ... ], "Category" :UrlCategory,
"Protocol" :String, "AuditComment" :String,
"Action" :String, "Logging" :Boolean,
"DecryptionRuleType" :String, "Tags"

[ Tag, ... 1}

YAML

RuleName:String Description:String
RuleListType:String Priority:Integer
Enabled:Boolean Source:RuleSource
NegateSource:Boolean Destination:/L—)L%d

Jesmsh{bsist:Boolean Applications: - String
Category:UrlCategory Protocol:String
AuditComment:String Action:String
Logging:Boolean DecryptionRuleType:String Tags:
- Tag

RuleSource RuleSource Z{FH L C)L—)bDalL 7> g &R ELE
9, RuleSource ICIFLL A EENET:

JSON
{ "Cidrs" : [ String, ... ], "PrefixLists"
[ String, ... 1, "Countries" : [ String, ... 1,
"Feeds" : [ String, ... ] // RuleStackname? }
YAML
cidrs: - String PrefixLists: - String Countries:

- String Feeds: - String

RuleDestination f#FR URL & 1 DL ED T — 2 URL 2 R— b9 % Web Y —1
A D RuleDestination Z5E L £ 9, RuleDestination I3 LA FAE X
nNx9:

JSON
{ "Cidrs" : [ String, ... ], "FgdnLists"
[ String, ... 1, "PrefixLists"
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[ String, ... ], "Countries" : [ String, ... 1,
"Feeds" : [ String, ... ] // RuleStackname? }

YAML

Cidrs: - String FqdnLists: - String PrefixLists:
- String Countries: - String Feeds: - String

27

IW—=IVAZ Yy I DR TIGELE T, XTI GENK S
JSON

{ "Key" :String, "Value" :String }

YAML

Key:String Value:String

UrlCategory

URL Category Z{fif] L C. #8iF. 5k, QoS. BXUtFaV
T4 R =)= )V DZEMZRE LK, UrlCategory ITIG LA FVE
ENE9:

JSON

{ "URLCategoryNames" : [ String, ... ], "Feeds"
[ String, ... ] }

YAML

URLCategoryNames: - String Feeds: - String

SecurityObjects

JV—)VAZ 270 SecurityObjects e & L £ 9, SecurityObjectsic i
DU EZENT T

JSON

{ "PrefixList" :PrefixList,
"FgqdnLists" :FqdnList,
"CustomUrlCategories" :CustomUrlCategory,
"IntelligentFeeds" :IntelligentFeed,
"CertificatelLists" :CertificatelList }

YAML

PrefixList:PrefixList FgdnList:FqdnList
CustomUrlCategory:CustomUrlCategory

AWSE LD 7z % D Cloud NGFW

372 ©2025 Palo Alto Networks, Inc.



Firewall-as-Code (7 7 A 77 4 —)b « 7 X » O—K)

PEES

Al

IntelligentFeed:IntelligentFeed
CertificatelList:CertificatelList

CustomSecurityProfiles

CustomSecurityProfiles Z{#H L C, B NiztFa V71V —>
MDD NTT 1w 71T 27 2 F T A IV ADKEZ v NRICHIZ
AV RE—=Fy Mz EDOEFEINTVENWY =V EZELIZNT
To v IR, YP—=N\—=T 7 — L5 EDFEMEDRBNIEEIEE TN
587 T740v T OREZRAETEET, CustomSecurityProfiles 11
IR EZENnxd:

JSON

{ "FileBlocking" :FileBlocking }

YAML

FileBlocking:FileBlocking

PrefixLists

PrefixList ZfiHH LT, L7 1 v 7 RACHEDIOTO—F 2T 1)V E
VYT LET, BXBFEZEIPT LTy IV REEHRTSHET, X
JEEZET =R Z—0D 10N 77351 AI3)V— b ZFFn] £ 1213468
TEET, INTHHERESNE T LT 0y 72 XA K&, ION T
INA AT RINZ A XFTHNRICEDINTWET, LT v 7 X
BhEldTsced, DELENC L TEET, PrefixList IZIZLLR
WEENET:

JSON

{ "Name" :String, "PrefixList" : [ String, ... 1,
"AuditComment" :String, "Description" :String }

YAML

Name:String PrefixList: - String
AuditComment:String Description:String

FgdnLists

FadnListt 7Y = 7 b 29 % &, DNSIZIPY F L ADFQDNF#R
AT e, IPY R L AZ 204685720 FQDNAMT LWWIPY
RLU AR E N TeCICTFE TEH TE X9, FadnListsic LT
MEENET:
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JSON

{ "Name" :String, "Description" :String,
"FgdnList" : [ String, ... 1,
"AuditComment" :String }

YAML

Name:String Description:String FqdnList: - String
AuditComment:String

CustomUrl Categories CustomURL CategoriesZ il LT, HAZXLURLT 4 )V 2V V7%
7T MEEKL T, URLA T3V O@EHIC KT 2 EI5 2 faE
L. HBOURLA T IV ICHEDNTHAZ LURLAT IV ZIEKT
XE9,

* URL A7 3V Os&Ehlc g 200 Z2EHT S -F 2 TRV
V=)=V TG LTS URL D ARX LY XA M7
ERLEd, Thid. FED URL ZZNA)ET URL A7 dV &
RN L7zWiGAIc, URL A7 3 VIS BE5EfEET %
BRICBWHEEICR D 9,

* {EHOD PAN-DB ICHEDWTHAX L URL 73V ZiEsk — —H
DATIAVICIYFTET 7Y A M- TCEHESES LM
TEET, VTV A bHBZWVER=JE, WAZL 7TV D
—IE L TEREINZITRTOATIVIC Yy F LAETNEED
FH Ao

CustomURL CategoriesiC {Z XD E DNV EENF T
JSON

{ "URLTargets": [String, ...]. "Name":String,
"Description” :String, "Action" :String,
"AuditComment" :String }

YAML
URLTargets: - String Name:String

Description:String Action:String
AuditComment:String

IntelligentFeeds IntelligentFeeds (il L C, SHIOBMA > TV Vx VAT — 2%
RN 7 4 — R L9, IntelligentFeedsiCiZLL R EENE T
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JSON

{ "Name" :@String, "Description" :String,
"Certificate" :String, "FeedURL" :String,
"Type" :String, "Frequency" :String,
“Time" :Integer, "AuditComment" :String }

YAML

Name:String Description:String Certificate:String
FeedURL:String Type:String Frequency:String
Time:Integer AuditComment:String

CertificateObjects CertificateObjects il U CiFHIEDEEZ EHR L F
9, CertificateObjectsiC A TAEENE T

JSON

{ "Name" :String, "Description" :String,
"CertificateSignerArn" :String,
"CertificateSelfSigned" :Boolean,
"AuditComment" :String }

YAML

Name:String Description:String
CertificateSignerArn:String
CertificateSelfSigned:Boolean
AuditComment:String

FileBlocking FileBlocking Z{#H L C, 7w 7 EI3%EHELIZWEFED T 74
WEATHAILEST, FEAEDNT T 0w 7OE (N
FI—=DT DI T4w02E8) . BRZETZOTEIHIOT 7 1)L
R, Ty Fa—RIZT 2 O—=RTBA) Y DN T 7 AIUET

a2 LET, FileBlocking ICIZA P EENE T

JSON

{ "Direction" :String, "FileType" :String,
"Description" :String, "Action" :String,
"AuditComment" :String }

YAML

Direction:String FileType:String
Description:String Action:String
AuditComment:String
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PaloAltoNetworks::CloudNGFW::NGFW Schema
» JSON
{ "Type":"PaloAltoNetworks: :CloudNGFW: :NGFW", "Properties"

{ "Description" :String, "EndpointMode" :String,
"FirewallName" :String, "RuleStackName" :String,

"RuleStackName" :String, "SubnetMappings" : [ String, ... 1,
"Tags" : [ Map, ... ], "VpcId" :String, "UpdateToken" :String,
"LogDestinationConfigs" : [ LogProfileConfig, ... 1,

"CloudWatchMetricNamespace" :String, }

* YAML

type:PaloAltoNetworks: :CLoudNGFW: :NGFWProperties:AppIdVersion:String
AutomaticUpgradeAppIdVersion:Boolean Description:String
EndpointMode:String FirewallName:String RuleStackName:String
RuleStackName:String SubnetMappings: - String Tags: - Map
VpcId:String UpdateToken:String LogDestinationConfigs:
- LogProfileConfig CloudWatchMetricNamespace:String
ProgrammaticAccessToken: 3 ¥4l

LogProfileConfig | LogProfileConfig ZfffH3 % &. 7747 7+ —IUiREZES % 28D
IV MU ZEFRRTEET,

JSON

{ "LogDestination" :String,
"LogDestinationType" :String, "LogType" :String}

YAML

LogDestination:String LogDestinationType:String
LogType:String

INTIVw IO ATy a VREMCT S

T RD
PaloAltoNetworks:: CloudNGFW::NGFW & PaloAltoNetwor ks:: CloudNGFW::RuleStack 7371 v
JIGAToayOmgzET 774 X—hF3 5:
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CloudFormation X CloudFormation Registry: Public extensions

Registry: Public extensions

Stacks
Stacksets The CloudFormation registry lets you manage the extensions that are available for use in your CloudFormation account. Public extensions are those publicly published in the registry for use by all CloudFormation users. This includes
Exports all extensions published by Amazon, s well as third-party extension publishers. Third-party public extensions must first be activated before they can be used in your account. Learn more [4
Filter Extensions (2)
Designer
. ) [al 1 @
Extension type
v Registry [ Extension name prefix: PaloAltoNetworks X | [ Clear text filters

Resource types
Public extensions ° P

Modules
Activated extensions
Hooks
Publisher
¥ Publisher
AWS
Feedback O Third party

RESOURCE TYPE | PUBLIC

PaloAltoNetworks::CloudNGFW::NGFW
Published by PaloAltoNetworks | Verified GitHub publisher

A Firewall resource offers Palo Alto Networks next-generation firewall capabilities with built-in resiliency, scalability, and life-cycle management.

Last updated 2022-04-26 21:56:58 UTC-0700 | Tested © Not activated

RESOURCE TYPE | PUBLIC

PaloAltoNetworks::CloudNGFW::RuleStack
Published by PaloAltoNetworks | Verified GitHub publisher

A rulestack defines the NGFW's advanced access control (APP-ID, URL Filtering) and threat prevention behavior.

Last updated 2022-04-26 18:00:30 UTC-0700 | Tested © Not activated

AWSEFLD 72 % D Cloud NGFW

377 ©2025 Palo Alto Networks, Inc.



Firewall-as-Code (7 7 A 777 4 —)b « 7 X+ I—F)

IOATVyaryDFIgra—)VARN ZERLET, EB5DTI7 ATy arvEEa—)k
fEHT& %9, CloudFormation7 > 7' L— KN EHE 9 20— )L CIEHEBIRZET L X T

Permissions Trust relationships Tags Access Advisor Revoke sessions

Trusted entities

Entities that can assume this role under specified conditions.

1-[f

2 "Version": "2012-10-17",

3~ "Statement": [

4- {

5 "Sid": "",

6 "Effect": "Allow",

7~ "Principal™: {

8 "Service": "resources.cloudformation.amazonaws.com"
9 }}

10 "Action": "sts:AssumeRole"
11 }

12 ]

13 4

SRR Z ML LTS, HhREREZ T 77« T{EL £
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CloudFormation X CloudFormation > Registry: Public extensions > PaloAltoNetworks:CloudNGFW:NGFW

o PaloAltoNetworks::CloudNGFW:NGFW ET | version100v

StackSets .
Overview

Exports
ARN Publisher Description

Designer arnaws:cloudformation:us-east- PaloAltoNetworks A source offers Palo Alto Networks next-generation firewall
1:type/resource/4edcf7d0eb3aa7334767bc17a1dbec7e8279d078/Palo capabilities with built-in resiliency, scalability, and life-cycle
AltoNetworks-CloudNGFW-NGFW m

¥ Registry

Release date Registry

Public extensions 2022-04-26 21:56:58 UTC-0700 Public

Activated extensions

Publisher
Schema Configurati

AWS CloudWatchcra 7' % Hifiid %
IZlE. F 7213 Cloud NGFW for AWSZ S L £ 9,

A& 7 i
ARy IHITTE U TROY Y —AEHICT 7V ATEET,

FirewallResource: "/properties/ReadFirewall", "/properties/
ReadFirewall/AccountId", "/properties/ReadFirewall/AppIdVersion",
"/properties/ReadFirewall/AutomaticUpgradeAppIdVersion", "/
properties/ReadFirewall/EndpointMode", "/properties/ReadFirewall/
FirewallName", "/properties/ReadFirewall/MultiVpcEnable", "/
properties/ReadFirewall/Description", "/properties/ReadFirewall/
VpcId", "/properties/ReadFirewall/SubnetMappings", "/properties/
ReadFirewall/LinkId", "/properties/ReadFirewall/Attachments", "/
properties/ReadFirewall/LinkStatus", "/properties/ReadFirewall/
FirewallStatus", "/properties/ReadFirewall/RuleStackStatus",
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"/properties/ReadFirewall/FailureReason", "/properties/
ReadFirewall/EndpointServiceName", "/properties/ReadFirewall/
Tags", "/properties/ReadFirewall/RuleStackName", "/properties/
ReadFirewall/GlobalRuleStackName" RuleStackResource: "/properties/
RuleStackCandidate", "/properties/RuleStackRunning", "/properties/
RuleStackCandidate/AccountId", "/properties/RuleStackRunning/
AccountId", "/properties/RuleStackCandidate/Scope", "/properties/
RuleStackRunning/Scope", "/properties/RuleStackCandidate/
MinAppIdVersion", "/properties/RuleStackRunning/MinAppIdVersion",

"/properties/RuleStackCandidate/Description”, "/properties/
RuleStackRunning/Description”, "/properties/RuleStackRunning/
Profiles/AntiSpywareProfile", "/properties/RuleStackCandidate/
Profiles/AntiSpywareProfile", "/properties/RuleStackRunning/
Profiles/AntiVirusProfile", "/properties/RuleStackCandidate/
Profiles/AntiVirusProfile", "/properties/RuleStackCandidate/Profiles/
VulnerabilityProfile", "/properties/RuleStackRunning/Profiles/
VulnerabilityProfile", "/properties/RuleStackCandidate/Profiles/
URLFilteringProfile", "/properties/RuleStackRunning/Profiles/
URLFilteringProfile", "/properties/RuleStackCandidate/Profiles/
FileBlockingProfile", "/properties/RuleStackRunning/Profiles/
FileBlockingProfile

Eira—)u
FATa—)VITIE A I Z A LT,
(EEEIEAS

{ "Version":"2012-10-17", "Statement": [ { "Effect":"Allow",
"Principal": { "Service":
"resources.cloudformation.amazonaws.com" }, "Action":

"sts:AssumeRole", "Condition": { "StringEquals":
{ "aws:SourceAccount": "{customer-account-id}" },
"StringLike": { "aws:SourceArn": "arn:aws:cloudformation:*:

{customer-account-id}":type/resource/PaloAltoNetworks -
CloudNGFW-NGFw/*" } } }, { "Effect":"Allow", "Principal":

{ "Service": "resources.cloudformation.amazonaws.com" },
"Action": "sts:AssumeRole", "Condition": { "StringEquals":

{ "aws:SourceAccount": {customer-account-id}" }, "StringlLike":
{ "aws:SourceArn": "arn:aws:cloudformation:*:{customer-

account-id}":type/resource/PaloAltoNetworks-CloudNGFW-RuleStack/
*" 1 1} } ] }Z 7 :CloudNGFWRulestackAdmin:CloudNGFWFirewallAdmind
D :CloudNGFWGlobalRulestackAdmind D : 7 7 & ZMER H

D :AmazonAPIGatewayInvokeFullAccess

) O—)VEVERR L. B—)VARNZEH LT 77 4 X— 3 c 70— )VARNZ
RELET, 7774 =Yg yHICFEITa—)VZ2fERE I V—AZEKT %
TLETEEEA,
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CloudFormation™” 7 A4 77 4 —)L )V — A AF—< D]
JV—=IVAZ Y 7 AF—<Dfl& LTI ZHHLE T,

{ "typeName":"PaloAltoNetworks::ClLoudNGFW: :NGFW", "description":"7/ 7
AT T4 =)V VY=, MEEE JEEE. 4 7391 Z)VEHMHMA TN /30
T2y 8T—=T ZADRMRT 7 47 7+ —)UBkHEZ 4Rt LE 9, ", "sourceUrl":
"https://github.com/aws-cloudformation/aws-cloudformation-rpdk.git",
"definitions" : { "LogProfileConfig": { "title":"LogProfileConfig",
"description":"ma7z a7 7 A )IViEDEMN", "type": "object",
"properties": { "LogDestination": { "title":"Logdestination",
"minLength":1, "maxLength":128, "type": "string" },
"LogDestinationType": { "title":"Logdestinationtype", "enum":
["S3", "CloudwatchLogs", "KinesisDataFirehose"], "type": "string" },
"LogType": { "title":"Logtype", "enum": ["TRAFFIC", "DECRYPTION",
"THREAT"], "type": "string" } }, "required": ["LogDestination",
"LogDestinationType", "LogType"], "additionalProperties": false },
"SubnetMappings": { "type": "array", "items": { "type": "object",
"properties": { "AvailabilityZone": { "title": "availabilityZone",
"type": "string" }, "SubnetId": { "title": "subnetId", "type":
"string" } }, "additionalProperties": false } } }, "properties":
{ "AccountId": { "title":"Accountid", "pattern": "~[0-9]+$", "type":
"string", "minLength":1 }, "AppIdVersion": { "title":"Appidversion",
"minLength":1, "maxLength":64, "pattern": "~[0-9]+-[0-9]+
$", "type": "string" }, "AutomaticUpgradeAppIdVersion":
{ "title":"Automaticupgradeappidversion", "default": true,
“type": "boolean" }, "Description": { "title":"Description",
"type": "string", "minLength":1 }, "EndpointMode":
{ "title":"Endpointmode:CustomerManaged Or ServiceManaged",
"enum": ["ServiceManaged", "CustomerManaged"], "type": "string" },
"FirewallName": { "title":"Firewallname", "minLength":1,
"maxLength":128, "pattern": ""~[a-zA-Z0-9-]1+$", "type": "string" },
"MultiVpcEnable": { "title":"MultiVpcEnable", "type": "boolean" },
"RuleStackName": { "title":"Rulestackname", "type": "string",
"minLength":1 }, "SubnetMappings": { "$ref": "#/definitions/
SubnetMappings" }, "AssociateSubnetMappings": { "$ref": "#/
definitions/SubnetMappings" }, "DisassociateSubnetMappings":
{ "$ref": "#/definitions/SubnetMappings" }, "Tags":
{ "title":"Tags", "type": "array", "items": { "type": "object" } },
"VpcId": { "title":"Vpcid", "type": "string", "minLength":1 },
"LinkId": { "title":"LinkId", "type": "string", "minLength":1 },
"LogDestinationConfigs": { "title":"Logdestinationconfigs", "type":
"array", "items": { "$ref": "#/definitions/LogProfileConfig" } },
"CloudWatchMetricNamespace": { "title":"Cloudwatchmetricnamespace",
"type": "string", "minLength":1 } }, "additionalProperties":
false, "required": [ "FirewallName" ], "createOnlyProperties": [ "/
properties/FirewallName" ], "primaryIdentifier": [ "/properties/
FirewallName" ], "handlers": { "create": { "permissions": [ "execute-
api:Invoke" ] }, "read": { "permissions": [ "execute-api:Invoke" ] },
"update": { "permissions": [ "execute-api:Invoke" ] }, "delete":
{ "permissions": [ "execute-api:Invoke" ] } } }

AWSEHD 7z D Cloud NGFW 381 ©2025 Palo Alto Networks, Inc.



Firewal-as-Code (7 7 A 77+ —)U « 7 X« a— )

JW—IVAZ Y 7 ZF—=< D
W=V ARy 7 AF—<DHE LT TFZEHLET,

{ "typeName":"PaloAltoNetworks: :ClLoudNGFW: :RuleStack",
"description":"JL—)VA % v Z7IINGFWD E 7% 7 7 & Ailf#l (APP-ID. URLY «
VR V) L BBBHEEEERELES, ", "sourceUrl": "https://
github.com/aws-cloudformation/aws-cloudformation-rpdk.git",
"definitions": { "RuleStack": { "title":"RuleStack", "type":
"object", "properties": { "AccountId": { "title":"Accountid",
“minLength":1 },

"pat'ter‘n": IIA[0_9]+$II’ "'type": "String“,

"Scope": { "title":"Scope", "default":"Local", "enum":

["Local”, "Global"], "type": "string" }, "LookupXForwardedFor":

{ "title":"LookupXForwardedFor", "default":"None", "enum":
["SecurityPolicy", "None"], "type": "string" }, "MinAppIdVersion":

{ "title":"Minappidversion", "default":"8433-6838", "pattern":"8\

\A\\A\\A\\ -\ \d\\d\\d\\d", "type": "string" },

"Profiles": { "$ref":

"#/definitions/RuleStackProfiles" }, "Description": { "title":"&{HH",
"maxLength":512, "type": "string" }, "Deploy": { "title":"Deploy",
"default":"YES", "type":

"description":"Deploy RuleStack YES/NO",

"string" } }, "additionalProperties": false },

{ "title":"RuleStackProfiles", "type": "object",
{ "AntiSpywareProfile": { "title":"Antispywareprofile",
"default":"BestPractice", "enum": ["BestPractice", "None"], "type":
"string" }, "AntiVirusProfile": { "title":"Antivirusprofile",
"default":"BestPractice", "enum": ["BestPractice",

"None"], "type": "string" }, "VulnerabilityProfile":

{ "title":"Vulnerabilityprofile", "default":"BestPractice", "enum":
["BestPractice", "None"], "type": "string" }, "URLFilteringProfile":

{ "title":"Urlfilteringprofile", "default"

"RuleStackProfiles":

"properties":

:"None", "enum":

["BestPractice", "None"], "type": "string" }, "FileBlockingProfile":

{ "title":"Fileblockingprofile", "default"
"enum": ["Custom", "BestPractice", "None"],

:"BestPractice",
"type": "string" },

"OutboundTrustCertificate": { "title":"Outboundtrustcertificate",

"maxLength":63, "type": "string" }, "OutboundUntrustCertificate":

{ "title":"Outbounduntrustcertificate", "maxLength":63,

"type": "string" } }, "additionalProperties": false },

"Tag": { "title":"X%XZ™", "type": "object", "properties":

{ "Key": { "title":"&F—", "minLength":1, "maxLength":128,

"type": "string" }, "Value": { "title":"fH", "minLength":1,

"maxLength":128, "type": "string" } }, "required": ["Key", "Value"],

{ "title":"Rule",

"type": "object", "properties": { "RuleName": { "title":"Rulename",

||A[a_ZA_20_9_]+$||’ "type":
"string" }, "Description": { "title":"&iFH", "maxLength":512,
"type": "string" }, "RulelListType": { "title":"RuleListType",
"description”:"RuleList type:LocalRule, PreRule, PostRule", "type":
"string" }, "Priority": { "title":"{BJGJENi", “"description":")L—

}D@{Ef‘ﬁmﬁ{f", "type": "integer" }’ "Enabled": { "ti‘tle":"ﬁ?j]",
"default": true, "type": "boolean" }, "Source": { "$ref": "#/

definitions/RuleSource" }, "NegateSource": { "title":"Negatesource",
"default": false, "type": "boolean" }, "Destination": { "$ref":
"#/definitions/RuleDestination" }, "NegateDestination":

"additionalProperties": false }, "Rule"

“minLength":1, "maxLength":48, "pattern":

{ "title":"Negatedestination", "default":

false,

Iltypell :

"boolean" }, "Applications": { "title":"7 Ul — g ",
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"default": ["any"], "type": "array", "items": { "type": "string",
"maxLength":63 } }, "Category": { "$ref": "#/definitions/
UrlCategory" }, "Protocol": { "title":"”’mhajl", "default":
"application-default"”, "maxLength":63, "type": "string" },
"ProtPortList": { "title":"ProtPortList", "type": "array",
"items": { "type": "string", "maxLength":63 } }, "AuditComment":
{ "title":"Ei&Aa X", "maxLength":512, "type": "string" },
"Action": { "title":"7 ¥ g >", "default":"Allow", "enum":
["Allow", "DenySilent", "DenyResetServer", "DenyResetBoth"], "type":
"string" }, "Logging": { "title":"mF> 7", "default": false, "type":
"boolean" }, "DecryptionRuleType": { "title":"Decryptionruletype",
"enum": ["SSLOutboundInspection", "SSLInboundInspection",
"SSLOutboundNoInspection”, "SSLInboundNoInspection"],
“type": "string" }, "InboundInspectionCertificate":
{ "title":"InboundInspectionCertificate"”, "type": "string",
"maxLength":63 }, "Tags": { "title":"%7Z™", "maxItems":200, "type":
"array", "items": { "$ref": "#/definitions/Tag" } } }, "required":
["RuleName", "RuleListType", "Priority"], "additionalProperties":
false }, "RuleSource": { "title":"RuleSource", "type":
"object", "properties": { "Cidrs": { "title":"Cidrs", "type":
"array", "items": { "type": "string", "maxLength":24 } },
"PrefixLists": { "title":"Prefixlists", "type": "array",
"items": { "type": "string", "maxLength":63 } }, "Countries":
{ "title":"[E", "description":"Eza—R", "type": "array",
"items": { "type": "string", "maxLength":2 } }, "Feeds":
{ Ilti.t'Lell:ll‘j/(»_]\“II’ lltypell: IlarrayII’ lli.temsll: { Il.typell:
"string", "maxLength":63 } } }, "additionalProperties": false },
"RuleDestination”: { "title":"RuleDestination", "type": "object",
"properties": { "Cidrs": { "title":"Cidrs", "type": "array",
"items": { "type": "string", "maxLength":24 } }, "FqdnLists":
{ "title":"Fqdnlists", "type": "array", "items": { "type": "string",
"maxLength":63 } }, "PrefixLists": { "title":"Prefixlists",
"type": "array", "items": { "type": "string", "maxLength":63 } },
"Countries": { "title":"[H", "description":"EIa—Fk", "type":
"array", "items": { "type": "string", "maxLength":2 } },
"Feeds": { "title":"74—F", "type": "array", "items": { "type":
"string", "maxLength":63 } } }, "additionalProperties": false },
"UrlCategory": { "title":"UrlCategory", "type": "object",
"properties": { "URLCategoryNames": { "title":"Urlcategorynames",
"type": "array", "items": { "type": "string", "maxLength":128 } },
"Feeds": { "title":"7«s—F", "type": "array", "items": { "type":
"string", "maxLength":63 } } }, "additionalProperties": false },
"CustomSecurityProfiles":{ "description":"AAXL tFaVUsrs 077
M)V AT k", "type": "object", "properties": { "FileBlocking":
{ "$ref": "#/definitions/FileBlocking" } }, "additionalProperties":
false }, "FileBlocking":{ "title":"FileBlocking", "type": "object",
"properties": { "Direction": { "title":"f5/r", "default": "both",
“enum": ["upload", "download", "both"], "type": "string" },
"FileType": { "title":"FileType", "type": "string" }, "Description":
{ "title":"3PH", "minLength":1, "maxLength":255, "type": "string" },
"Action": { "title":"7 oI z3>", "default": "alert", "enum":
["alert", "block", "continue"], "type": "string" }, "AuditComment":
{ "title":"EE&HEI A", "type": "string" } }, "required":
["FileType"], "additionalProperties": false }, "SecurityObjects":
{ "description":"tF*a2V7F s AT/ ", "type": "object",
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“properties": { "PrefixLists": { "type": "array", "uniqueltems":
false, "items": { "$ref": "#/definitions/PrefixList" } },
"FqdnLists": { "type": "array", "uniqueltems": false, "items":

{ "$ref": "#/definitions/FqdnList" } }, "CustomUrlCategories":

{ "type": "array", "uniqueltems": false, "items": { "$ref":
"#/definitions/CustomUrlCategory" } }, "IntelligentFeeds":

{ "type": "array", "uniqueltems": false, "items": { "$ref":
"#/definitions/IntelligentFeed" } }, "CertificateObjects":
{ "type": "array", "uniqueltems": false, "items": { "$ref":

"#/definitions/CertObject" } } }, "additionalProperties":
false }, "PrefixList": { "title":"PrefixList", "description":"&
FaVl7q ATV DT LT A UAR", "type": "object",
"properties": { "Name": { "title":"Name", "minLength":1,
"maxLength":58, "pattern": "~[a-zA-Z0-9-]1+$", "type": "string" },
"PrefixList": { "title":"Prefixlist", "type": "array", "items":
{ "type": "string" } }, "AuditComment": { "title":"BEif&Era A
k", "maxLength":512, "type": "string" }, "Description":
{ "title":"F{PH", "maxLength":512, "type": "string" } }, "required":
["Name", "PrefixList"], "additionalProperties": false },
"FgdnList":{ "title":"FqdnList", "type": "object", "properties":
{ "Name": { "title":"Name", "minLength":1, "maxLength":58,
"pattern": "~[a-zA-Z0-9-]1+$", "type": "string" }, "Description":
{ "title":"#HH", "maxLength":512, "type": "string" }, "FgdnList":
{ "title":"Fqgdnlist", "type": "array", "items": { "type":
"string", "minLength":1, "maxLength":255, "pattern": ""[a-
zA-Z0-9. -1+4%$" } }, "AuditComment": { "title":"Ei&xa A2 k",
“maxLength":512, "type": "string" } }, "required": ["Name",
"FgdnList"], "additionalProperties": false }, "CustomUrlCategory":
{ "title":"CustomURLCategory", "type": "object", "properties":
{ "URLTargets": { "title":"Urltargets", "type": "array",
"items": { "type": "string", "minLength":1, "maxLength":255 } },
"Name": { "title":"Name", "minLength":1, "maxLength":58,
"pattern”: "~[a-zA-Z0-9-]+%$", "type": "string" }, "Description":
{ "title":"3iPH", "minLength":1, "maxLength":255, "type":
"string" }, "Action": { "title":"Action", "type": "string",
"default": "none", "enum": ["none", "allow", "alert", "block"] },
"AuditComment": { "title":"Bi&Aa X k", "type": "string" } },
"required": ["URLTargets"], "additionalProperties": false },
"IntelligentFeed":{ "title":"IntelligentFeed", "type": "object",
“properties": { "Name": { "title":"Name", "minLength":1,
"maxLength":63, "pattern": "~[a-zA-Z0-9-]+%$", "type": "string" },
"Description”: { "title":"®{PH", "maxLength":512, "type":
"string" }, "Certificate": { "title":"GEHHE", "type": "string" },
"FeedURL": { "title":"Feedurl", "minLength":1, "maxLength":255,
"pattern”: "~(http|https)://.+$", "type": "string" }, "Type":
{ "title":"Type", "enum": ["IP LIST", "URL LIST"], "type":
"string" }, "Frequency": { "title":"Frequency", "enum":
["HOURLY", "DAILY"], "type": "string" }, "Time": { "title":"W§
", "default":3, "minimum":0, "maximum":23, "type": "integer" },
"AuditComment": { "title":"Ei&xa X> k", "maxLength":512, "type":
"string" } }, "required": ["Name", "FeedURL", "Type", "Frequency"],
"additionalProperties": false }, "CertObject":{ "title":"Certificate
Object", "type": "object", "properties": { "Name": { "title":"Name",
“minLength":1, "maxLength":63, "pattern": "~[a-zA-Z0-9-]+
$", "type": "string" }, "Description": { "title":"&{EH",
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"maxLength":512, "type": "string" }, "CertificateSignerArn":
{ "title":"Certificatesignerarn", "type": "string" },
"CertificateSelfSigned": { "title":"Certificateselfsigned",
"default": false, "type": "boolean" }, "AuditComment":
{ "title":"Ei&Aa A", "maxLength":512, "type": "string" } },
"required": ["Name"], "additionalProperties": false } },
"properties": { "RuleStackName": { "description":"JL—)L A&7
%", "minLength":1, "maxLength":128, "pattern": "~[a-zA-Z0-9-]+
$", "type": "string" }, "RuleStack": { "$ref": "#/definitions/
RuleStack" }, "RuleList": { "description": "list of rules"”,
"type": "array", "uniqueltems": false, "items": { "$ref": "#/
definitions/Rule" } }, "SecurityObjects": { "$ref": "#/definitions/
SecurityObjects" }, "CustomSecurityProfiles": { "$ref": "#/
definitions/CustomSecurityProfiles" } }, "additionalProperties":
false, "required": [ "RuleStackName" ], "createOnlyProperties":
[ "/properties/RuleStackName" ], "primaryIdentifier": [ "/
properties/RuleStackName" ], "handlers": { "create": { "permissions":
[ "execute-api:Invoke" ] }, "read": { "permissions": [ "execute-
api:Invoke" ] }, "update": { "permissions": [ "execute-
api:Invoke" ] }, "delete": { "permissions": [ "execute-
api:Invoke" 1 } } }
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Cloud NGFW O 7 1 X7 177> b ua—)b CFT MR

ECTHMTEEIH? HIRET S H?

» Cloud NGFW for AWS O Cloud NGFWHY 7 X 7Y S g v

O Palo Alto Networkst] A 2~ — S R—F 7
H> k (CSP)

O AWSMarketplace?” 17 > b

0 a—Y—ou—)l (FFrEkiEH
#)

Cloud NGFW IZ1Z, AWS 77 A1 MCBEfIF b NTEiRE Y VY —RICT V2R T 572007

Y ZFAIDRETT, AWST AU Y heAd v R—R3 2L, 77 AR ZEMIT S DIC

%37 D CloudFormation 7> 7' L— & (CFT) MMEftEnxd, CFT 2770195, AWST

AT Y NMCIORAT AT Y M IAM O—)UAVERKENK T, TDIAM O0—)LiE, =2 FRA 2k
OFER E BB, 1 U550 7 DkE, BRXUT T T 1w 715 LDTDHD AWS > —
7Ly b2 —T % TOMAEAD T 7 & 3575 VPC [EHDwi A HL D IS v B 7 7 2 A3
A% Cloud NGFW I 5. L E 9,

IV RKRAVIRE

2R 7 AT IAM B—)Licid. VPC VU YV —XICBHT A5 E Gt S 128D 7 712 AFFA]
NRETHO, AWSEETNGFW Y RRA VYV N ERETZET,

{ "Sid":"Cloud NGFW iC VPC VYV —AD#iHARZFA]T 5",
"Effect":"Allow", "Action": [ # ®WMID 4 DD7 7t AFnA]

. AR E 7 "ec2:DescribeVpcs", "ec2:DescribeSubnets",
"ec2:DescribeAvailabilityZones "ec2:DescribeVpcEndpoints",
"Resource": "*" }

IV RRA Y FOIEK

(TE) AWS 7 H DY R TNGFW TV RiRA V M 2B X CEMY % K 9 I Cloud NGFW 7%
RETEET, 7R ZERE LEWEEIZ. NGFW ZERH L 72141 NGFW Y RRA
s FEITERT 20D D £9,

{ "Sid":"Cloud NGFW IiZ NGFW T F:KA 2 hOEHZFATS",
"Effect":"Allow", "Action": [ "ec2:deleleVpcEndpoints"
"ec2:CreateVpcEndpoints" ], "Resource": "*" }
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aFr7eEX M)y FEM

(L) 7aX7 Ay >y ra—)lidid, ar5dixe X Uy 7 OBEMICHERT 72 AFFa &
FNXT, 7T —rRuaF Uk ER LA, RDDIC, fREE o JRdikic
TR RATBIeDICRELT 7 G ZRME L X9, T T L—FTIRET 2 uF v Uizl
RS BRENDH D KT,

T DT T L— kM. Cloudwatch®iZE[E & Kinesis Date Firehose® #/JHHfif
PaloAltoCloudNGFW Z$2 Mt L Ed, 7 7L —kriE. SNy FOTF 74 )b Mz EL 8
oo TV MEZE, AWS T H T Y FOWST 2 0F 2 T4 OEICE A5 N TEE
EDS

{ "Sid":"Cloud NGFW A% 1 D0 Cloudwatch #RiZEMICT VA TE

5&91c9 5", "Effect":"Allow", "Resource": "*", "Action":
"cloudwatch:PutMetricData", "Condition": { "StringEquals":

{ "cloudwatch:namespace":"PaloAltoCloudNGFwW" } } }

{ "Sid":"Cloud NGFW O 7t AH 1 DD LogGroup lcarzH
TIADBHKSICTS", "Action": [ "logs:CreateLogStream",
"logs:DescribelogStreams", "logs:PutLogEvents", ], "Effect":"Allow",
"Resource": [ "arn:aws:logs:*:*:log-group:PaloAltoCloudNGFW"
"arn:aws:logs:*:*:1log-group:PaloAltoCloudNGFW:log-stream:*" ], }

{ "Sid":"A 7> 3>, Cloud NGFW A% 1 D®D S3 /N7 v hMcaldxEHEZADS X
21C9 %", "Effect":"Allow", "Action": [ "s3:putObject" ], "Resource":
[ # CHUIRR #1 TT - #4hild externalid DWW Ta—F 0 7 ENE
J"arn:aws:s3:::<PaloAltoCloudNGFW-ExternalD>/*" # CHUIfex #2 T

g - AEild CFT CTEEFICK > TIRMEENEX I, 'arn:aws:s3:::${S3Bucket}/

¥ ]} "Sid":" REICS T T, Cloud NGFW A ZZ AR —LICEZADS LD
IZ9 5", "Effect":"Allow", "Action": [ "firehose:putRecordBatch" 1],
"Resource": [ "arn:aws:kinesis:region:account:deliveryStream/
PaloAltoCloudNGFW*" 1, }

=

T2 7ax7hwy ba—)Uicid, CloudNGFW D AWS 7 HD Y FDT—T7 Ly h%—
VyhBIAFHERFIS L. TN LT NGFW 2383 2% ~ 57 1 v 7 25T B HERMD
BENTVET, TNEDT7 7V AFHFIX. 7R ARDEZ T RIgET S Eick> T, @t
N—=ZAD7 7 Al (ABAC) AH=_ALZMHHLET, TNHD7 7R RAFFEA T g v
ThHO, 7T L —FrDTTOARHIRE LTV L2 EIRTEE T,

{ "Sid":"Cloud NGFW HGFHEZEISTEAKSICd 5", "Effect":"Allow",
"Action": [ "secretsmanager:GetSecretValue" ], "Resource":

"kt "Condition": { "StringEquals": { "aws:ResourceTag/
PaloAltoCloudNGFW": "true" } } }
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THIY EDEZZY VT

AT vay) FVR=F 1 VITERDAWST 117 > s DREFEDCloudFormationT > 7 L — b
(CFT) &, 7hAw Y FEHMIEZBINTEXT,

{ "Version":"2012-10-17", "Statement": [ { "Action":

[ "ec2:DescribeVpcs", "ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups", "ec2:DescribeInstances",
"ec2:DescribeVpcEndpoints", "ec2:DescribeSubnets",

"ec2:DescribeManagedPrefixLists",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags" ], "Resource": "*",
"Effect":"Allow" }, { "Action":

[ "ec2:GetManagedPrefixListAssociations"”,
"ec2:GetManagedPrefixListEntries" ], "Resource":

[ "arn:aws:ec2:*:*:prefix-list/*" ], "Effect":"Allow" } ] }
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