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Manage and monitor your AWS network

Cloud WAN

AWS Cloud WAN is a managed wide area networking (WAN)
service that makes it simpler to build and operate a unified
global network. Cloud WAN features 3 centralized dashboard
along with powerful policy management tools, with built-in

support for network segmentation. Explore

e globatnetwork

Infrastructure Performance

Infrastructure Performance provides aggregate network latency
between AWS Regions and Availability Zones. You can use this
information to understand the impact of AWS network
performance to your application performance. Explore >

View metrics

k on AWS.

ment, and

Transit Gateway Network Manager

AWS Transit Gateway Network Manager lets you centrally
manage your network across AWS accounts, Regions, and on
premises sites. Visualize your global network in a centralized
dashboard and monitor them using CloudWatch

metrics. Explore

Create global network

VPC IP Address Manager

Amazon VPC IP Address Manager (IPAM) makes it easier to
manage and monitor IP addresses at scale across AWS resources.
You can use IPAM to monitor IP space across your entire AWS
Organization, or for a single account. Configure your settings to
get started, and then create an IPAM. Explor:

Create IPAM Settings

Reachability Analyzer

Amazon VPC Reachal
connectivity testing between a source resource and a

ity Analyzer enables you to perform
destination resource in your VPCs, You can use Reachability
Analyzer to troubleshoot connectivity issues caused by network

misconfiguration. Exploe

Create and analyze path

Netw

Access Analyzer
Amazon VPC Network Access Analyzer helps you identify
unintended network access to your resources on AWS. You can
use Network Access Analyzer to understand, verify, and improve
your network security posture. Explor

Create network access scope
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AWS Network Manager

* Connectivity

Global Networks

dbr_aws_cloud_war

Dashboard

Transit gateway network
Transit gateways
Devices

Sites

* Monitoring and troublesheating
Reachability Analyzer
Settings New

Infrastructure Performance

¥ Security and governance

Network Access Analyzer

* 1P management

VPC 1P Address Manager
Dashboard
Resources

Search IP history

pocls
Scopes
PAMS
Resource discoveries

Organization settings

Network Manager Global networks dbr_aws_cloud_war
dbr_aws_cloud_wan
Detsits | Topologygraph | Topology tres

Inventory

Network resources that are part of your global netwerk.

@ Edge locations
E 2

gy Transitgatewsys
5‘}3 1

Geography

Transit gateway peering Core network Edge connection

Devices

Bo

ap-scuthenst.2

Sites
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2. a7 ey hy—2 a7 xv v I—2 RY—=2ERLET,
AWSCloud WANZI >V — )L LT, RORXZAZIHESTAT 2y hT—20 R > —
1‘\*—-“)3 \/%'ﬁ;ﬁ‘zbi@_o
e X MNI—VOXRERITVET,
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Step 1
Create global network

Step 2 - optional
Create core network

Step 3
Review

Create core network - optional

Create a core network to represent your edge network locations and segments. Learn more [

Include core network

Add core network in your global network

Enabling core network will incur additional charges. For more information, see pricing. [4

Core network general settings

Name - optional
A name to help you identify the core network.

cwan-core-network
Name must contain no more than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hyphen).

Description - optional
A description to help you identify the core network.

A core network for testing purpos

Description must contain no mere than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hyphen).

P Additional settings

Core network policy settings

ASN range
64520 - 64530

ASN range e.x 64512 - 65534. The Autonomous System Number for the new Core network. The value must be a range between 64512 -

65534 or 4200000000 - 4294967294

Edge locations

Choose ¢ e locations v

Asia Pacific (Sydney) X | Europe (Stockholm) X
ap-southeast-2 eu-north-1

Segment name
This is your default segment enabled in all selected edge locations.

| Dev

Name must contain no more than 100 characters. Valid characters are a-z, A-Z, and 0-9.

Segment description
A description to help you identify the segment

A segment for testing purposes

Cancel

Previous -
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33

©2025 Palo Alto Networks, Inc.



AWS Cloud WAN & D Cloud NGFW#H &

* RV U—N\—V g VEFRET BICIE. [Poicy versons(R) —/\—T g NE7 VY
7 U, REZRY —72FR U CEdit(fRE)) Z 27V vy 7 LE T, REREHEZ]T
W, [CreatePolicy(RU > —DIERR)Z 27 ) v 7 LET,

Create policy

Chossa poty view mode

= |

* RV Y—N\—V g VOEHY v MRAEN [Ready to execute(SE1THEMHSE NICEE I Nz
5., [View(F/R)] X 7zI&[Apply changeset(ZH X v FDwE)]Z 27U v 7 LTRY o—7%
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FITLUE T, F/zld. [Comparepolicy version(RU >— )\— g V)] &7V
JUTISONFF a2 XV F2ERRLET,

1
Policy versions (1/2) e View or apply change set ‘II Download ‘ -
Q
= Policy version ID - Alias v Change set state v Execution progress v Description
Policy version - 1 LIVE © Execution sucteeded . Initial version.
Policy version - 2 LATEST © Ready 1o execute
Htveork Manager Global networks dor_awes_cloud_man Care network Policy versions Policy version - 1% Change sets.
Policy version - 19 change sets [3) Compare policy versicns | Rgply chammgm imt |
a @
Type 4 mten 9 Newwalss Prevics value:
Moty Detals Details
Madify s Desails
Wadify s Dstails
Masify I il
A Deuis
Ads Details
Attachment route propagation Add Ontails
Atachment raute propagation add Ditals
Attachment rmute propagation Add Detalls

s a7 v bhIY—TRNICERY FT—T R — v T AV M EERLET,
R V= NR—=T g VERKT ZBIC, BB T AN T 7 AT T4 —)UICT T
r—3/ g V#APPVPC1 (10.1.0.0/16) L APPVPC2 (10.2.00116) . F V5T &5
A MZEF 2T VPC (100.64.0.0/16) ZEMTZEIICLTLEE L,

Segments (2)

Q
[] [}
ame Edge locations v Description 9 Require attachment acceptance v Isolated attachments ©  Allow segment List v Denysegment List
Prodsegment ap-southeast-2, eu-north-1
SecuritySegment ap-southeast-2, eu-north-1 - No

* VIRV NEET IV a b T A NIV T I a VY EEKRLETD,
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Sharing (1)
Q
Segment A Shared with segments v Shared except with segment
SecuritySegment Al
Routes (3)
Q
Segment v Destination CIDR block - Destination
ProdSegment 000.0/0 attachment-0853fd8b1c1a3eds7
SecuritySegment 10.1.0.0/16 attachment-04fd636bdaafaf6e0
SecuritySegment 10200/16

attachment-0ffa025eSeffagba2

* RYT—=TZyF AV M 2lEL £,

Attachment policies (2)
Q
Rule number &  Description v Segmenttoattach Require acceptance v Conditions v Operator v Condition values v Condition logic
110 Segment name - ProdSegment tag-value equals key=segment, value=ProdSegment or
m Segment name - SecuritySegment tag-value equals key=segment, value=SecuritySegment

Y ITAY MNFINICHHLT AV MNE)EEDRTZEBNTEEXT, TNb
DR 7L, CloudWANICE T XV R 72BN L7z RICDOR KT NE T,
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3T RYF A EERLET,

* TRYFRAYFOMERFFIC, 72y F X ORI E L TVPCHZRE T
Vv b=tz A )=k T=T7IWRMEHALXT

[e]

* VPCT7 Ry F AV RETIV—T40TENS 8T T 1w 7 7%Cloud NGFWT 7
AT T F—=)VIIKRETESLXIIC. CloudNGFWT 7 1 7 T 4+ —)IVHEENT
WbtFaUT 1 VPCOVPCT By F AV ET, 794 T VA E—R7E
BT B0ENH D £,
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222 Services Q Searc

Network Manager Global networks dbr_aws_cloud_wan Core network Attachments Create

Create attachment

Select the type of core network attachment that you would like to create.

Attachment settings

Name - optional
A name to help you identify the attachment.

Name must contain no more than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hyphen).

Edge location

Attachment type
VPC A
VPN

VPC
Connect

Transit gateway route table

Appliance mode support

Enable Appliance mode for this attachment.

IPv6 support

Enable IPv6 for this attachment.

VPCID

Select the VPC to attach to the core network.

Tags

Specified tags to help identify a Network Manager resource.

Key Value

Remove tag

Add tag

You can add 49 more tags.
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4. VPC Route Tables OL— k7 —7)1) ZHHL X T,

W75 Cloud WANKERR DY EE S 720D T, a7 %y 8T —T\DT vy MEEERHITT 728
ICVPCEFIET ZERHOET, 7TV r—a eI 7 A7 I+ —=)IVDA VARV A,
I ZTNFNOVPCICIE, YT AV DA VAR ALTRBED R T 71 208 h % D &
9o FlE2D R =720 F A FOVER] TR LT 2y F AV Mciby T, 7
2y FRAY NMRED R T ZBIMLE T,

(@ Tags successfully updated

VPC > YourVPCs » vpc-Da2if52d5e27b9238

vpc-0a2ff52d5e27b9238 / app-vpc-sd-gwlb-9c5a | Actions ¥
Details info
VPCID State DNS hostnames DNS resolution
vpc-0a2ff52d5e27b9238 @) Available Disabled Enabled
Tenancy DHCP option set Main route table Main netwark ACL
Detfault dopt-04d358abrecd53fcl rtb-0196c01c6d9f9d614 / app-main-rt-sd-gwib- acl-0alecdfBcB44B070c
Sc5a
Default VPC IPvd CIDR IPvE CIDR (Metwork border group)
No 10.20.0/18 IPvE pool -
MNetwaork Address Usage metrics Route 53 Resolver DNS Firewall rule groups
Disabled Owner ID
£ 018147215560
Resource map New CIDRs Flow logs Tags
Tags Manage tags
Q, seorch togs 1 &
Key Value
Name app-vpe-sd-gwlb-9c5a
segment ProdSegment

TRYFAYRVPCEOT %y NU—TROBEEEZENCT BITiE,. LUFTRT &S
2. VPCV— K 77— )W EBHFDOZ—7v b bV M = Tz A )b— b EX0d %3
7%y BT —ZARNICEHT Z20ENH 0 9,
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Q o000

Raroue

No [ remove
Core Network
Egress Only internet Gateway i
Gateway Load Batanee Endpoin:
stance i
POETTR] e |

internet Gateway.
toal

NAT Gateway

Neowork nterface
Qutpost Local Gateway
Peering Connection
Transit Gateway

Virtuat Private Gateway
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VPC > Routetables > rth-01 1 14 > Edit routes

Edit routes

Destination

10.2.0.0/16

Q 199.167.52.5/32
Q. 199.167.54.229/32
Q 8.47542/32

Q 84764.11/32

Q 0.0.0.0/0

Target

Q local

Q, igw-0c13489196f5afb97

Q igw-0c13499196f5afb97

Q. igw-0c13499196f5afba7

Q. igw-0c13489196f5afba7

Q am:

X

81472

0e323abbf86a1a758 (sydney-prod-vpc-2)

Status

© Active

@ Active

@ Active

© Active

@ Active

@ Active

Propagated

No

No Remove
Neo Remove ‘
Mo Remove
No Remove
No Remove

Cancel

Cloud NGFW for AWST 72 A X >/ b
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INTw N I —20 A )—

FROFIETIE, 77TV r—3 VPCLIDEC2A VARV ANT IV r—/ 3> VPC2
DEC2A VARV ALBET BLED/INT Y N U —27 Z)V—IC DWW TR L £ 9,

* APPVPC1 (10.1.0.0/16) D7 Z A7 ¥ FHAPPVPC2 (10.2.0.0/16) DY — \—\Dfkix
FARtd % &, VPC (App Subnet) JL—k 7—7 )V EEITLETS, /Xy MEa7” xv b
J—ZJARNEZ R =y N T BT T4V )b—h TRV L, a7 kv hU—7IC
W—T 1 VT ENET,

* APPVPC Ldprodtz 7' A > MCBEEMIF SN TV D, 28y bAa7 3y T —7ICEH|
HI DL, prod AV DIV— b T—T IR ZRITLET, Ny MEEFaV T T
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R FRY e R—=y Ned BT TAIVE VMY E—HL, £F 2V T2 VPCITIV—

TAYTENET,

AWS Network Manager

¥ Connectivity

Global Networks

CloudWANnetwork

Dashboard

Core network
Policy versions
Attachments
Peerings

Transit gateway network
Transit gateways

Devices

Global networks > CloudWANnetwork

Core network

Details ‘ Sharing Topology graph

Filter network routes by segment and edge location.

Edge location

ap-south-1

ap-northeast-1

Core network |

Routes

Topology tree Logical Routes Ev

@ Filter network routes by selecting segment and edge location.

Cloud NGFW for AWST 71214 X
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Core network

Search routes

* Xy bAF 2 T ¢ VPC (100.64.0.0/16) 7 % v F X MCFET % &£, VPC (CWANY
Ty M) IV— b T—TIWRREZZITLET, Ty M, I7A47 T4+ — IV TV RERA Y
MZEZX=Tw b eTBTTHIV N IV—be—L, 7747 T+ —)VT)V—T 1 2T I,
T7AT7 I+ —=)IVDLY RRA Y M Z2RBE L TRESNE T,

* TIT7ATIA—INVE N T T I REL, 3 a7 KU I—EHEEL, @z L
£9, I7AT7IF—IVINT Y e T 7 AT I+ —)VDLY RRAL 2V NMIIV—T 42T L
TIRLU, ZTCVPC (7 A7 4=V T T %y b)) b—b T—T IR ZITOET, /8
v bEay 2y hIJ—=2 ARNZZ—7 v T 5774V b )b—h MY &L,
a7 xv hI—=2I)—T 40 VT ENET,

* vFaVUToVPCIEEF a7 BT A MCBEHEMNITENT WSS, 23y hhay
oy NI —=2IBET B e, BEEF2VT 10 v—F T—TIWRRZFZITLET, 37w b
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&, APPVPC27 2w F A "z XZ—"w k&9 5APPVPC 2 CIDR(10.2.0.0/16) > h 1) & —
B}, APPVPCAI)V—T 1 VT ENET,

Network Manager > Global networks > dbr_aws_cl Corenetwork > Routes

Core network

Overview Details Sharing Topology graph Topology tree Logical Routes Events Monitoring
Route Filter
Filter network routes by segment and edge location.

Segment Edge location

v p-southeast-2
Routes (3)
Q
CIDR v Destinations v Route type v Route state
100.64.0.0/16 attachment-0853fd8b1c1a3ed87 | vpe | vpe-07b4a131733b44b56 PROPAGATED ACTIVE
10.200/16 | vpe | vpe-Da2ff52d5e27b9238 STATIC ACTIVE
10.1.00/16 attachment-04fd636bdaaf4feed | vpc | vpc-0b7b7f97870¢3b0bS STATIC ACTIVE

* )Ny FAAPPVPC2ICHEET % &, VPC (CWANY 72w b)) Jb— b 7— T IR » £
LET, 7w M3da—uE&Z—7w h& LTVPCCIDRZY MU &—H L, AV AZRVA
WIV—T 4 T ENET,

VE—=2 774w 7R UNAZH G L—ALET,

Y
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