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https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-rules/enumeration-of-rules-within-a-rulebase
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/create-a-prefix-list-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/create-an-fqdn-list-for-cloud-ngfw-on-aws
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClJWCA0ail?id=kA10g000000ClbHCAS
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClJWCA0ail?id=kA10g000000ClbHCAS
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-regions
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/regions
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-services
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/services
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-service-groups
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-service-groups
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/services
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/services
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/configure-an-intelligent-feed-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/configure-an-intelligent-feed-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/configure-an-intelligent-feed-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects
https://saasedl.paloaltonetworks.com/feeds.html
https://saasedl.paloaltonetworks.com/feeds.html
https://saasedl.paloaltonetworks.com/feeds.html
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists/built-in-edls
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists/configure-the-firewall-to-access-an-external-dynamic-list-from-the-edl-hosting-service
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists/configure-the-firewall-to-access-an-external-dynamic-list-from-the-edl-hosting-service
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/external-dynamic-lists/configure-the-firewall-to-access-an-external-dynamic-list-from-the-edl-hosting-service
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
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https://docs.paloaltonetworks.com/resources/edl-hosting-service
https://docs.paloaltonetworks.com/resources/edl-hosting-service
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://applipedia.paloaltonetworks.com/
https://docs.paloaltonetworks.com/pan-os/u-v/custom-app-id-and-threat-signatures/custom-application-and-threat-signatures/about-custom-application-signatures
https://docs.paloaltonetworks.com/pan-os/u-v/custom-app-id-and-threat-signatures/custom-application-and-threat-signatures/about-custom-application-signatures
https://docs.paloaltonetworks.com/pan-os/u-v/custom-app-id-and-threat-signatures/custom-application-and-threat-signatures/about-custom-application-signatures
https://docs.paloaltonetworks.com/pan-os/u-v/custom-app-id-and-threat-signatures/custom-application-and-threat-signatures/about-custom-application-signatures
https://applipedia.paloaltonetworks.com/
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-groups
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-groups
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-groups
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-groups.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-groups.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-groups.html
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-filters
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-filters
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-application-filters
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-filter-object
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-filter-object
https://docs.paloaltonetworks.com/content/techdocs/en_US/network-security/security-policy/administration/objects/application-filter-object
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/policies/policies-application-override
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/policies/policies-application-override
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/policies/policies-application-override
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/applications
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-tags
https://docs.paloaltonetworks.com/network-security/security-policy/objects/tags
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/add-a-certificate-to-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/add-a-certificate-to-cloud-ngfw-for-aws
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IZ. PaloAltoCloudNGFW &\ 5 %tz Hiiiae & LEX 9. 3737y b T —)b FIFHATRE
ENTVEERA, BT ZRIOFMRICERET 25H1E. XXy TDERZE T T 51, ZD
e ER L. T 7 4V MADA R ZE EHZ 208V H D £9,

SN OB BESICIE, S8 N Y N ORRTEIEET BENH D £,

Kinesis Data Firehose Z i L TW 5258, ZOEMEA M) —L DY —XdDirect PUT T/l
N7x 0 ¥ A

BEdny (1) —EHEO7 77 1 BT ¢ ebihd 254w 7 7 Cloudwatch &1 %77 )L —
TIGEETEE T, CFT A X v 71Zid. PaloAltoCloudNGFWAuUditLog &5 ZETDT 7 +
JU k@ Cloudwatch 17 7 )L— T O5EENEENTNE T, 7 74/ b DARFIET Cloudwatch
Oy 7 )—T2ET AT d. T 74V MEZRF]D Cloudwatch 17 7 )L— T DA RTICE &
2B LB TEXT,

1BELDMERR ((T5) — CloudNGFW Z{HH L T S{bkE N bS5 T2 v 7 7 a—Z & d
%121Z, Cloud NGFW DY AWS & — 27 Ly bR A=V ¥y DO BERGIHEZEIS TES K51
TEHRENDHD X9, CFT ARy 7 OFREIRHIC # 7 %Z45E LT, Cloud NGFW DJgEMEN— 2R
D7 7 AHEEFHTEZXSICTZHENH D FT,

T 7 %)V FTlE. CFTICIZ PaloAltoCloudNGFW & WS 2 AW EENE T, T 74T D
R BEGT BHIE, Y—EATARN ZREL. CFT TTF 74 )V MEZEE#HZ F T,

Cloud NGFW PAYG SaaSH 7 A7 V) S g YV TYH TR T4 T3 5Icld. TOFIEEZTTLE
ER

STEPL| awsaryyv—nicaZ 4> LET,

STEP 2| AWSMarketplace T Cloud NGFW for AWS I BB L £ 9,

STEP3| [gi&E Y v 7 LET,

STEPA|  [#Eoty b7y NerV w7 LET, THICKD, AWS Marketplaced[Configure and

Launch (SaaS Quick Launch)(F%E L CHH)(SaaSy 1 v 7 i) X— I D) L £ 9, Palo

Cloud NGFW for AWSOD i 1] % il d % 44 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cloud-ngfw-aws/administration/configure-logging-for-the-cloud-ngfw-on-aws.html
https://docs.paloaltonetworks.com/cloud-ngfw-aws/administration/configure-logging-for-the-cloud-ngfw-on-aws.html
https://docs.paloaltonetworks.com/cloud-ngfw-aws/administration/enable-audit-logging-on-cloud-ngfw-for-aws.html
https://aws.amazon.com/marketplace/pp/prodview-sdwivzp5q76f4
https://aws.amazon.com/blogs/aws/easily-deploy-saas-products-with-new-quick-launch-in-aws-marketplace/

AWS Marketplace/ M 513 UH %

Alto Networksld. 71 v ZiEZ#) TCloud NGFWEL 2G5 L. 741w ZiEZdizEH L CTHr
LWT Y BB X UERTES X51IEb X L,
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Configure and launch
v Before you begin

About Quick Launch

Quick Launch is an AWS Marketplace deployment option available for software as a service (SaaS) products. It o
reduces the time, resources, and steps required to configure, deploy, and launch this product. If you don’t use % *
Quick Launch, you'll need to manually configure the resources after launching the product using Step 4. Learn o
more [5

Finish later —{ .,\—

We emailed a link to this page to the root user's email address. You can also return to this page from the
Manage subscriptions page by choosing Configure and launch under Actions.

Step 1: Make sure you have required AWS permissions info

Enable AWS Marketplace deployment parameters integration | Enable integration I
This allows AWS Marketplace to create a service-linked role [4 to manage vendor

deployment parameters for the products you subscribe to on AWS Marketplace. This

integration is one-time setup task, and is required if you want to use Quick Launch. Learn

more [3

Request AWS permissions

Cloud NGFW for AWSD{i i1 %z Bilihd % 46 ©2025 Palo Alto Networks, Inc.
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STEPS| 71w 7jd#od [Configure and Launch(f§ik & it2@f)] ~X—  C[Enableintegration(fi & 7% 4
NCTB)N 2TV w7 L. AWSH SRERIAMMERZHi> T\ a C L z2iEd L X T,

HHL—Y—D5E1E. [Configure and Launch(ik & FLEN)] RX—T D AT v
7" [Enableintegration(fA & 72 AN T 2)] R X A HBEIMICE RENE T,

Step 1: Make sure you have required AWS permissions info

© AWS Marketplace deployment parameters integration enabled. X

Request AWS permissions

Palo Alto Networks requires you to have certain IAM permissions to configure this software. If you don't have these permissions, share
this page with your IT admin.

(3 https://aws.amazon.com/marketplace/saas/configuration?productid=bd83a30f-9fb5-4c3f-91d2-2be630dc0a7 1&ref_=aws-mp-
console-subscription-detail-page-dropdown

STEP 6| [Login or createan account(1 %71 V£ 7237 > S EVERT 2)REZ > &7V w7 LT,
BHEDT Y MY A VA VT B XN EZ—DT 2T A NTH LW T Ao v NefE

Cloud NGFW for AWSO{ii ff] % 43 % 47 ©2025 Palo Alto Networks, Inc.
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MUET, chic k. Cloud NGFW for AWST F > kDT F > MEREFR— IV NFERE
nxI9,

Step 2: Log into an existing or new vendor account info

We'll redirect you to the vendor’s website to log into your account. We'll use your vendor credentials to configure your product, but we
won't store them. Keep this tab open and refresh the page after you are logged in.

Log in or create an account [4

L B2 —F—0OBAE. Cloud NGFWT /17> kB (ERT 2 08hH D £, BTA—
L7 RLZEAS LET,

Cloud NGFWH— B Rl Tray A 35 L &k, RUEFA—ILE{
MY 2080 H0 X, THIC, #lla 1 VRS, TOEFA—IV TR
LAZEH LU TRIIDI—Y— (FF > MEHE) MERENET, &5
i, 7Y MEHEIC K> TGS Nz 2—Y—DEFA—IL7 KL AR
ALV, TF Y NEBEOOQ T A VERRIEHROE T A—IVT RLA R X
AT EZHRENHD FT,

e ATUE T,

3 MR EZ Vv I LET,

[Create(fFR)] #27V w73 5%, ECANLEBFA—NT FLRILT 77 4 N—
Y ayRE G EOBRTA—VIREENET,

Cloud NGFW for AWSODdi i Z Bk 4 % 48 ©2025 Palo Alto Networks, Inc.
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7/» paloalto

NETWORKS

Welcome to Cloud NGFW

An activation email has been sent to you. Please
check you email, activate the account and click on
the ‘Login’ button below.

4. JEWIz A—)VD[Activate Account(7 17 ¥ NERMERZ BTV W T LET,

VU7 THBIER T, THUNICY > 77200 w 7 LiaWgE, 77
TANR—V g VA=) EHETEEIOVITANTZ2R0ENDHD FT,

Cloud NGFW for AWSD il %2 Bl d % 49 ©2025 Palo Alto Networks, Inc.



AWS MarketplaceM 513 CH %

#/» paloalto

W

Hello ngfwaastestt. [,

A Palo Alto Networks account has been created for you.

UserName: ngfwaastestuser g o SN e NS

After activating your account you may sign in through our Live Community to:

« Create a support case
» Access knowledge base articles
» Search technical documentation

Please click the button below to activate your account:

Activate Account

This link expires in 7 days. If the link expires, please request another reset link and a new
link will be emailed to you.

Thank You,
Palo Alto Networks

Cloud NGFW for AWSD i ZBitad % 50 ©2025 Palo Alto Networks, Inc.
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S FHULWARRT—FRZANLTHAIILET,
6. [CreateMy Account (77 /17> R7Z{ERR)] 22 U w7 LE T,

Cloud NGFW for AWSD i ZBitad % 51 ©2025 Palo Alto Networks, Inc.
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Welcome to Palo Alto Networks Test, ngfwaastestuserb!
Create your Palo Alto Networks Test account

o Enter new password

Password requirements:
« At least 11 characters
* Alowercase letter
* An uppercase letter
+« A number
s A symbol
* Your password cannot be any of your last 10 password(s)

Repeat new password

Create My Account

Cloud NGFW for AWSD{# ] Z BilEd % 52 ©2025 Palo Alto Networks, Inc.



AWS Marketplacen 53 UH %

7. MFA (ZEZEFGD ZRELET,

Cloud NGFW for AWSOD i1l % Bl d 53 ©2025 Palo Alto Networks, Inc.
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7/» paloalto

Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
in 10 your account

e Okta Verify
Use a push notification sent to the
mobile app.

Setup

. Security Key or Biometric Authenticator

Use a security key (USB or bluetooth) or
a biometric authenticator (Windows
Hello, Touch ID, etc)

Setup

. Google Authenticator
Enter single-use code from the mobile

app.
Setup
Emait-Authentication
< o
Cloud NGFW for AWSD i Z Efihd % 54 2025 Palo Alto Networks, Inc.
: Enter a verification code sent to your

email.
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MFAICE Sk L TWERWASO/ISAT — R h > TV B SR, WIhn
WOT TV r— 3 AOYEIA T A VRHICMFANDE iR KD 5 FE
9, MFAZU Y h33I1IcE, U R—rFrv b EFET,
8. MFAOWINHODTIEEZFINL., [Setup(y v 7w N 7V w7 LET,
9. MFADEZRTOYvA%Z7E T LET, & ZIE. [Email Authentication(E 1 X — /L%
D D[Setup(zy R 7y NARZ 2T 7S % E, [Send methe code(— R 7z 1%
BNARR )Y 7T BEIIKRDENET, 7V v I 5L, Filad— RHOGEHES
NIzA—=VHEEET, Ea— Rz ANL, [Veify@ER))z27V vy 7 LES, £z

Cloud NGFW for AWSOD i | 2 Hi: S % 55 ©2025 Palo Alto Networks, Inc.
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1. OktaVerify, Security Key., Biometric Authenticator, 7z Google AuthenticatorZ fif
HUTMFARGE O A %52 7352 & TEEXT,

10 BHERUIZA—IVT RLAEISAT—RTTF > MY A >4 > L., [Continueto Finish
Subscription(5ifT L CH T AV ) T2 arvzi& 79227 )7 LET,

7/» paloaltor

NETWORKS

Congratulations!

To complete your subscription on AWS
Marketplace, please click the 'Continue to Finish

Subscription' button below

Continue to Finish Subscription

11. 7 14w 7=, T H7 Y b AWSMarketplacet 7 A7 1) 73 g VITIEFICY
VLl ehREnNE Lz,

Cloud NGFW for AWSO{ii ff] % 43 % 56 ©2025 Palo Alto Networks, Inc.
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Step 2: Log into an existing or new vendor account nfo

You successfully linked the account to your AWS Marketplace subscription
We have everything we need to automatically configure your product.

L)

Wwe'll redirect you to the vendor’s website to log into your account. We'll use your vendor credentials to configure your product, but we
won't store them. Keep this tab open and refresh the page after you are logged in.

Link a different account [

1 SSOIc#Ek L COWAEWEHEO I—Y—T, MUA—=VIDZ#FEHLTHLNTF > b
BT 25801, 7o Mcald A BT 774 X—=va U A—=)LhEEEd, T
Jli6d~6kicit>TTF > M Bt L ¥ 9,

Cloud NGFWODHE L —H'—T7F v MEHE TR AEWEE. MFAIZETE
FIHTEEE A, MFABEERD B X v b—VR3ERENTIC, §lEkE
aJA4YTEET,

2. SSOICHFRL TV ABMFEDL——T, [HUA—UDEMHLTH LT F > FZ/EK
T BE5EE. T2 R EEIRL C[Continue(®ifT) 1227 Vw7 LET,

STEP 7| [Launch Template(7 > 7L — h Dife#)) 2 7 ) v 7 LCCFTY — 3 Y Z#IRL, 7F 2 b
DB L HERAEER L E

Cloud NGFW (X, #TLW T S0 27 TIRE LIz AWS 7 A7 > BB Ef I 5 iz AWS
CloudFormation 7> 7L — bk (CFT) a2V —)VEEF T, Ry 7w 7oy h—ha v
AR=ILENTWVWBEE, FiLLEITHR 7oy 7 EN3aielhndb £9, TD¥E. Cloud
NGFW 2>V —)VC[AWS 7 AU > b ZEIR L, BinL7 AWS 7 A Y FZRDIFE
9, [Status(A T —Z A)FT[Pending({®xEEdN 227V v 7 L%,

Cloud NGFW for AWSD i FH & Bil&d % 57 ©2025 Palo Alto Networks, Inc.
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STEP8| CFT avV—IVO FERICH % [KEEE) 7> a > T, [FAld. AWS
CloudFormation B IAM UV V) — 2 & AERR T 2 A[REM N H % T L 2B 9 2R L £ 95,

STEPO|  [X&Zy 7DER] Z7V w7 LET, YT X7V T g VIcBEMIT 5Nz
CFT (PaloAltoNetworksCrossAccountRoleSetup) MERENE T,

STEPI0| [Bfokd)] #2710 v 7 L&D,
L &BFA=VT RLRAENRRAT—FRZANL., mTAV] 270y I LT,
2. AWST HU Y Me#ERLET,
3. ATF—HRAMSuccessicZE D> =T L kR L E T,

AWSHY CFT Df##5¢ 9% £ T. Onboarding Status [ {REE HIRAED F &
T9,

AWS Accounts

CLOUD NGFW Actions Add AWS Account
The following AWS accounts have been associated to your NGFWaaS account

lanage

AWS Account Id External ID

¢ SAML20i. Cloud NGFWfor ANSDIDY TS X— & LTI TE £ &
MM DOV TiX, TCommon Servicesic KB —R\—F ¢ 7 ATV T 474 7
ONA ZOMEDOEHR ] BXE V=R S—F 4 VATV T 4T« TNA
Z(IDP) 2 3N d % /51k) Z#BMRUTIIEE W,

SSO¢ MFAZ(EHH U CTHIEDCloud NGFW T 7 & A (R T %

O ryarofFleEHL T BHFORML—Y—%2SSoIciTL X9, Cloud NGFW
for AWSDBHZ 1—H'— DI, 1o A U RBHET F > bADT 7 Ri&, Biff7F > b

DSSOPMFA (SSO+MFATI—HY'—A—)LZG3t) ZEDBEMEF 2V 7 1 RERDOBERH L
CEYQER

Cloud NGFW for AWSO i [f] % [l % 58 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-third-party-identity-provider-integrations
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-third-party-identity-provider-integrations
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u000000sZ8mCAE
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u000000sZ8mCAE
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STEP 1| AWSCloud NGFWIC 8§k L7z X—)L7 RLAZAJIL . [Login(B@Z AN %#Z7Vw

%» paloalto
Login

Forgot password?

STEPZ| )SAY—=RZANLT[Login(@F AN &2V w7 LET,

Cloud NGFW for AWSD il % Biiia 4 % 59 ©2025 Palo Alto Networks, Inc.
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STEP 3| Pao Alto Networks> > 7 )L A >4 > (SSO) DGk RO ENE T,

x

7/» paloalto

HNETWORKS

Register to Palo Alto Networks SSO

To enable Multi Factor Athentication, please register to Palo
Alto Networks Single Sign-On (S50)
Once you click “*Continue’, you will receive an email with

instructions on how to complete the registration process.

Cloud NGFW for AWSD i ZBitad % 60 ©2025 Palo Alto Networks, Inc.
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STEP 4| [Continue(#i1T)] &7V v 7 L TSSONDEERITLE S, F/ld. [Register Later (12T
BEOZ7 Vw7 LTCHEiOT 714 VERERTHITI A L TEEXT, L, iAo
ik B T2 I SSONDEGEM RO 5N FE T,

%/» paloalto

HETWORKS

Register to Palo Alto Networks SSO

The email has been sent successfully

You will receive email shortly. Please ensure that you check your

email and follow the instruction provided in order to successfully

complete the registration process.

If you do not receive email please visit Get H%!B K

Resend Email m

STEPS| SSOIC&$#9 57D DFIEMNILE S NIz XA =)V EE I, IERICIEV. FEROE
TSSO MFANDE k&5 T LE T,

STEP6| continue (§if1) ZZ7V w7 L%ET,

Cloud NGFW for AWSD i ZBitad % 61 ©2025 Palo Alto Networks, Inc.
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STEP 7] Ralowm 74 VIKHT, SSOZEH L TH Y A >~ LIES 728 D[Enableand Log Out(B4hic L
Tarz7vy MARZUDERENE T,

7/» paloalto’

NETWORKS

Enable the Palo Alto Networks SSO

You have successfully completed the registration workflow.
Please enable the Palo Alto Networks SSO and log back in.

To experience seamless navigation and enhanced security, click on
the 'Enable and Log Out' button to enable the Palo Alto Networks
550 and log back invia Palo Alto Networks S50 to enjoy

uninterrupted access to our services.

A

Enable and Log Out

STEP8| X—)7 RLAZ AN L., [Login(BZ7 A N%&E2 Vw7 LET, [SSO Sign In(SSOY 1 /A
NN=INERENZE T,

STEPO X—)L7 FLAZASIL. [Mext(RX\)]Z7 Vw7 LET,
STEPI0[)SZAT—RZAJIL T [Login(R T A )] 270w 7 LET,

STEP 11| MFAOHRGE a2 A%5¢ T LE T, SSORAFEIR T /1 > #%. Cloud NGFWT F > hX—
JIT VA TELLSICEDET,

T TV P T R— b ENSH—2—Y—D<)ILFTF 2k
d—H—

Cloud NGFW for AWSIE. DT F > hDOH—a ¥ 1 VEfiakE#R~2Y R— L TWE T, Cloud
NGFWI vV —)lica A4 v§ 5 &, al A VERERZHEH L Ca—Y —%EtksrF > M

Cloud NGFW for AWSO{ii ff] % 43 % 62 ©2025 Palo Alto Networks, Inc.
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BT &9, HBOT Y MR r A YERERDMEH SN TV S5, (2 RX—=

Tl RETSTFV MEBEIRTEESITkDENE T,
CloudNGFWIca 7' A >V Lz, Raw I RX Iy A= a—=HH L CGabiiasF > s 7ER
L. [Continue(}if)] 227U v 7 LET,

Cloud NGFW for AWSOD i 2 FiIli 9 % 63 ©2025 Palo Alto Networks, Inc.
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%/» paloalto

NETWORKS

Select a Tenant

| select

10717527227 T30 220 R TI054))

67HINENNYT W AT 364)

39942 P>

39¢ RTTTTTL TN T W T 45)

ROKXZ, RNVFTFUH FIVFADI—Ar—A%Z/RLTNET,

Cloud NGFW for AWSDi il 7= BiUA S % 64 ©2025 Palo Alto Networks, Inc.
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A—RAFT—R FE

I—P—ARBHCTF > FAICERLTEH T7IT4N—23 Y X—=)ViFEEELTA,
D, I—Y—AlZ7TF >V FBICHEFEN TV
9,

I—H—AZTTICTF > FAICERLTE TITAN—=2 g U A—)VdmEXEE A
D, AWSMarketplaceDV 7 A7) T g v
ZE U TH LWT Y MR LT,

HELDAWSY 177 > b 72BN %

FUTF > MCEBDAWST ho Y " etV R—RTEET, AV R—T1 2 T735% L. HE
DTVATYRTTT7ATTA—)V VY —AZFRTEEX T, THIC, [EEDAWST AU Y D
T7AT7I+—=)V VV—=ADF VR—R7H7 > hE{kICCloud NGFWI YV KR4 > 2 JEHT
5 ES5IEDET,

AWST H > vDOY T A7) T3 id. AWSMaketplacetr—E ADsg{bE Nz T A7V
VAV IITANYIVAEMEEINET, TOHEIZ. CloudNGFWT 7> F2lEKT % & FiC
ThbnFEI, AWSY /172 MECloud NGFWTF > iU > 7 LE T,

BEOAWST 1Y ST A7) Ty g Tty MAOGBITEE 9, Cloud
NGFWIE i K2007 7 > R ETHR—FLTWVET,

Cloud NGFW > —)Uin 57 F > MCEBOAWSTY 17 >V b a4V R—RTEET LWLy
TAZN) T ayEMHIEIHOELA) o« 7TV DA VR—FT 4 VT HEFOTXTDAWST /1
TIYRNTT7AT T+ —)V UV—=AZEK LT,

NPT EZ2ER LT, 72 MCIFET 255K 7 D 2 ME1DRF T, s5ER7 ATV b
IMAWS Marketplacel» 5B 8RR S NDGE. 72 FOROFEERT 717 > M HEINCEIRE 1
£9, BMOT Ay MREZEIZ, 77 FADAWST AT Y DT A TH A7)V XD iHE
YNCEHT 272DICEAINTVET, RIEDAWSY 1Y 2 ST F 2 b SBERREI NS
. TFYRNET T4 TR ENTORWES, 7Y NIV —ADT =T S
MrIAH—ENZET,

79 b TEICIOADRAT A Y TR P ENFET,

Cloud NGFWIX., SI)VF7 A Y hTF Y FOYR—RMIIMA T, XIVFVPCT 7 A7 7+ —)U
VY —=AETINEYR—FLTWVET, IIVFVPCOYR—KXD, Cloud NGFWZEHGZHIC L
T, HEBOAWSVPCT R T 74w I ZRH#ETEET, Cloud NGFWDEH&EIX, FF T+ v 7%
RET BTZDICNGFWHAI T Y g Z 2 T XN TV AAWSHT MY — > & I N E T

[Create Firewall(7 7 A 7 +—)VDIERR)] X—D[Endpoint Management(L> FRA 2 FD
B v varyEHEHLT. TNSOHMEY =2 TNGFWOD LY RRA >V M EIERT 57
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FEEREMLUE T, NGFWHIC/ER LIzVPC (= Tz A/a—RNF Y —) TV RKRA VD
CICAWSICKE S 7 B W& %9,

SIVFVPCT 7 A7 U4 —)b VY —AZMHT 2551, LTORZERBLTIIEIN,

* RIVFVPCT 7 A7 I+ —)VE., BEMEHME— R TOATR—FEINET,

s BEHOVPCT 7 A7 I+ — )LV —ZADILY RRAV MI., IERICAYR—RENETHY
¥ M DOEEDVPCICIFAET B H[REMEDH D X9, EEDVPCT 7 147 9 4+ —)L )V — I
LT50DLY RRA Y Y R—FENET,

* T7ATIF—)IV UV —ADT)VFVPCHREZ IERNICT B &, T2 FRA > MdAnchor
VPC (BELTAnchor” 1w > b)) ICORFHETEE T, Anchorld, RIFMEY — > \DEITH
DI % i L E S, Anchor VPCE Anchor Accountld, TEREFICVPCE 7 7 A 7 7 4+ —)b
)Y —RICBEHEMNIF N7 T 2 RS L £ 9, Anchor Account & VPCOARIC T KRR
AV SMFEET %6, VPC L OEEIFRMLU ET,

* T ET ATV NEHIRT B, XIVFVPCT 7 A7 T4+ —)LDTRTOLY KR
AT T Y IRHBHIRT ZHRERH D XS, 7Y M SHIRENTZT Ao M
Y RRA Y IWEET BGEE. a— VXKL E T,

* TI7AT A=W —=ADT h TV "Xz WTLZY RRA Y M ERT 258, 77
AT T F—=IUMER TEREINIZY = VI TENTHNEY —=VIDDOWTNMNICT Y RRA
Y N ERVERRT B ENH D T,

* OAWSTIZYV—VIDH DI WAEEZD 9, HRO7 Y v FOGEIE, RTY—IDZ{HH
LT, ZYRRALAYIPELW —CEREND K5I LFET,

* T7AYUYMDRERHE—T AT Y OGERMEETIN, RO Y Y N TR T Y Y D%
T 208 NH D £,

V=% (Bl useast-la) &, THUY T EICHEZEY —VID (B usel-azd)
NDX ¥ T EFBET,

AWS MarketplaceDHERY 7 A7) Ty a VI 7 ARV TV AZEH LT, AWSY Aw > Ry

5ClIoud NGFWTF > MCZ7a A7 Aoy ha—)VEBINTEET, cOTatATiE. B

DIAMIEIR E VY —Z T 1A A2 b 7z2BInd 2 068H%H D £9, Cloud NGFW Y —)L 7z fifi
LT, B—)LARNZFEICBINT 2 & TEEI, B—)VOEMBIMIZE, 7BaX 7 hY
Y a—)VEBNYR—FENTVET,

Cloudformation7 > /'L — h OEHMNY R— TN TWVET,
7z & 21X, accountlDiEAAE & account2DEERAE % account3D )L — )V A Z v 71w

L. accountdD T 7 A7 I+ —)V )YV —AICBHH#EJIT 5 ENTEET, TOIFIATIE, §
RTOT7HIVE (1-4) DEEICEH Y R—T 4 TENTVWBRHENDHD FT,
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T TICA Y R—=T 4 VY ITBEHADAWST 17V DGEIX. RIVFT oY s 752 b
LTCT7HhUY I EBINTEES, £9. PaoAlto NetworksODNGFWY 7 X7 1) 7> 3 Y DAWS
Marketplaceth 7 A7) T2 g o R—=IWT7 7R A LET,

STEP1| AWSMarketplaceTH 7 A7) T a7 7R ALE T,
STEP2| 27w 1T, ¥ TRV Iy a VI BisAWSEHZOMERNH S T L R L9,

STEP3| X7 v 72T, FilFEREEFEORYZ—=7 /7o =Y 7 LET, [Loginor create
vendor account(H1 7 A VL2l ENY X — T h T ¥ b {ERT %) 27V w7 LT, BHF
DCloud NGFW 7 3T Y M7 72 AL, 7F Y+ 72U V7 L TAWSYH —E X L Diifg%
A3 LE T, PaloAlto Networks Cloud NGFW DT 7 A V R—IWNERENF T,

STEP 4| [welcome(& 9 T %)) C. [Login with an Existing Account(BEfED 7 1w > kca s A
Nz T LET,

STEPS5| CloudNGFWTF > kDO F7 A VERiHE#REATI LET, aF A3 5L, AWS
MarketplacelC N> X —7 117 EIERIC) > 7 SN EDARENE T,

7 #1v7 > M CloudFormationT > 7 L— bk (CFT) AVEELEWELS . BHEOCFT 2K T %
NG B 551E. CloudFormationT > 7 L — k2 FEITEINT %7280 C O HOREZICH
HIERESILUTL 2T,

STEP6| CFTHMEET %5E03. TIHEACKHEI L. Cloud NGFW I Y — )L if#) U CiRER ST L
%9, [Launch product(#FDiEEN]Z 7 ) v 7 LE T,

STEP7] Cloud NGFWZ Y —uica 74V LE T,

STEPS| AWST7 Hw Y M EEIRL £,

STEPO| <=)VF7ho v 7+ b LTGEMT 2AWST HY > MIDEERLE T,
STEP 10| [Add AWS Account(AWSY A1 > DB 227V v 7 LT,
STEPLIL|BHZED T o > MBI %7 /17 > h DAWS Accout IDDE 72 AT LET,
STEP1Z|AaWST7 Ao v hMca 4> LET,

STEP I3[ AWSa >y — )Lzl L TA X v 7 Z{ER L £ §, [Create Stack on AWS(AWST X X v 7
EVERR)Z 7 ) 739 % h, AWSCLIZZZHISAHEH LE T,

STEP 14 | [I acknowledge that AWS Cloud Formation might create | AM resour ces with custom
names(AWS CloudFor mationic & > TIAM U Y — AW A Z LWL TERENZLEDRH S T
KR UERT, )ZERL T

STEPIS| [R&w 7 OfEK] Z27Vy 7 LET,
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STEP 16| 25— % ZAICCREATE_COMPLETE: Z/RE Nz H. AWST VY —)LD[Outputs(Hi 11)]
T HH—)VARNDfEZ IE—L £,

PaloAltoNetworksCrossAccountRoleSetup & X

’ Delete H Update H Stack actions V¥ H Create stack ¥

Stack info Events Resources Outputs Parameters Template Change sets

Outputs (5)
Q_ Search outputs 1 (o)
Key a Value v Description v ‘ Export na
. arn:aws:iam:: :role/PaloAltoNetworksCrossAccountRoleSet-DecryptionRole- .
DecryptionRole Decryption role ARN -
) ) . Endpoint mode
EndpointModeConfig ServiceManaged ) . -
configuration
. arn:aws:iam:: :role/PaloAltoNetworksCrossAcco- .
EndpointRole . 5 Endpoint role ARN -
ServiceManagedEndpointRo-
. arn:aws:iam:: :role/PaloAltoNetworksCrossAccountRoleSetu-LogMetricRole- .
LogMetricRole LogMetric role ARN -
arn:aws:iam:: :role/PaloAltoNetworksCrossAccount-NetworkMonitoringRole- NetworkMonitoring role

NetworkMonitoringRole
ARN
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STEP 17| m— )LARNOi & Cloud NGFWT F > b a >V — )L BimL £95,
1. CloudNGFWTF > FavV—I)LERLET,

2. CloudNGFWT 7> Fa vV —)UT . [[Settings(fX/E)] > [AWS Accounts(AWS7” /377 >/
M7ZER LU £ 95

3. BT BAWST IV DTS IFREZVEFHR L., [Actions(7 7> a )N kay TR
>7»5[Manage Cross Account Roles(7 B A7 /1w >~ b a—)LOOE)] & E IR L £ 95,

4. FIOFNETHUYS L 7zRole ARNDAEZ X HET % 7 ¢ —)b RICHE D fF1F £ 9
[Confirm(fEE@)Z 27V w7 LX T,

Manage Cross Account Roles X

Endpoint Role Arn *

Note: Endpoint Role ARN can not be modifed once added.
Logging Role Arn

Note: Logging Role ARN can not be modifed once added.
Decryption Role Arn

Note: Decryption Role ARN can not be modifed once added.

Network Monitoring Role Arn

Note: Network Monitoring Role ARN can not be modifed once added.

Cancel
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AWS Firewal Manager 77 717 > FDAX— K /A K

ECTHMTEEIH? [DNEET T 0?2

* Cloud NGFW for AWS O Cloud NGFWY 7 A7V g v

O Palo Alto Networkst] A 2~ — S R—F 7
H> k (CSP)

O AWSMarketplace?” 17 > b
U a—Y—ou—)b (7Y FEIIEH
=)

AWST7 7 A 7 74— )L 2x— v (FMS) F. AWSHED TR TDO A IN—=T T R
DleoTO AWST 2T 7 TV r—o a7 74794 —)b, VFa U702 7)00—7, BX
CAWSy NI =0 77 A7 4 —=)VO)—)V7e— 1B TELZY—Y AT, AWST 7147
I —IVR 32—V ¥ ZHH LT, Cloud NGFW UV — X% —iic T 7+ L, AWSHRDO &
FEFEZAWS T HT Y FDVPCHITILV—)VEEMTELLIICEDEL, AWST 7 A7
I —)VRR =Ty Ry aR—RTIE, AV TIAT AN ERZRLTISET L LETE
%9,

AWS Firewall Manager 1< (3,

* FMSRYU I —¢ L T®D Cloud NGFW D7 7 A

* FTTUARVKRE—REY—V g VOER .

* Ju—rVb—)VAZ w7 DR

* NGFW LY FRA >k DRE

* . BXUHBESIATD Cloud NGFW DA d— T DEHEZTREICT AT — 7 Ju—hAHEETh
TVWET,

FECOWTIE, AWS T 7 A7 T4 — )b 37—V v D RF 2 AV FEBIBLUTLIEE WY,
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R

{ @ Firewall
Global Manager
Global Admin Rulestack
(pre, post rules)
8 Local é
Local Admin Rulestack
(local rules) _ Cloud NGFW

Gateways

Public Access

Internet Cateway
(1Icw)
@ NAT Gateway

Private Access

Transit Gateway
Inter VPC

AWS Direct
Connect
Site-to-Site VPN

Supported Deployments

e Use Cases: Qutbound,
East-West, Inbound

» Architectures: Distributed,
Centralized

AWS Account

Traffic from resources in customer VPC subnets is routed
through Cloud NGFW using NGFW Endpoints

PR S WPC_ .
AZ-A 7 AZ-B AZ-C "
& & "®
=/ =/ =/
NGFW NGFW NGFW
Endpoint Endpoint Endpoint
All network traffic
entering and leaving VPC Subnets VPC Subnets VPC Subnets
the VPC through the
gateways can be routed | rl | L_1 rl
through NGFW ] J O
Endpoints Workloads Workloads Workloads

Cloud NGFW {Z. FMSRY > —ZXaA—7THNTDHVPC YUYV —A &Y R—FLET,

Cloud NGFW for AWSOD i ]

2R d %
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STEP 1| Cloud NGFW for AWS H—V 2T A7 547 %9, Cloud NGFW P —E XD T X7
FA TS S AWS 7 A7 > Mi&, [A U AWSFirewall Manager B85 7 1w > F TH
HZRENRH D ET,

AWS 7 7 AT T4 —)IVR%—=V % 7 H TV D IAM I—F =L LT, £FT AWSY—F v
F 7L A R%ZE LT CloudNGFW Y —E R ZY T A7 547 LET, #IHHERENE T Lz
5., AWSOVYV—ILOFMS X v aR—RICEDET, TOFIETIE. Cloud NGFW T F
YV REER L. T Y MEHEO— )L Ta—NLT 7 A T U+ —)IVEREO—)ILE (FMS
EIHE) ICHEIMICEID Y TE T,

STEP 2| palo Alto Cloud NGFW H— ¥ 2 7% Firewall Manager 1< BE#{ 1) & 97,

1L awsarvv—jicarA4>L, [U—YZ] > [AWSFirewall Manager] > [#&
E] ZREHRL X,

2. [Y—RN—T1 T 74774 —)VOREEHTDIRAE] T, [Palo Alto Networks Cloud
NGFW]ZER L £ 95

3. Associate (Eifsf13) #27V w27 LET,
STEP3| [FaVTFoRKYY—> [RU—DIER]ZEINLET,

STEP A 5KV & —fdHE & iz 3R L £ 9
1L [Y—FK/)S—F P —E X] T. [PaloAltoNetworksCloud NGFW]%Z#ERL £7,
2. [FTUARYIFE—F] (OBFIGEPR) Z2#RUET
3. IR L £,
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STEPS5| Next (&) ZZ7VUwZ LET,

Choose policy type and Region

Policy details

AWS services
AWS WAF

Manage protection against commeon web exploits using AWS WAF

AWS WAF Classic

Manage protection against common web exploits using AWS WAF Classic

AWS Shield Advanced

Manage Distributed Dendal of Service (DDo5) protections for your applications

Security group

Manage seCwrily gQroups aross your grganization in AWS Drganizations.

AWS Network Firewall
Manage filtering of netwark traffic entering and leaving VPCs

Amazon Route 53 Resolver DNS Firewall

Manage DNS firewalls across your organization in AWS Organizations.

Third party services
O Palo Alto Networks Cloud NGFW

Secure VPC traffic using Palo Alto Networks Next-Generation Firewall capabilities.

Deployment model
O Distributed

Maintain firewall endpoints in each VPC that's within policy scope.

Centralized

Maintain one firewall endpoint in a single inspection VPC

Region
US East (M. Virginia) v

—

STEP6| Cloud NGFW on AWS D FMS RV ¥ —IZ DWW TCEHIH L £ 9
FMS R =D D RFTWHRITEIREL. 70— VV—)V AR w 7 EFREF 21 FMS

R V—ICBEMT, B 7REERITOVET, FMSIE. BHFEO 7 a— N L)b—)L ARy &
(EHARERGE) &, 78— WL —)VAZ v 7 7EKT % 7281 Cloud NGFW Y —

Cloud NGFW for AWSD i ZBitad % 73 ©2025 Palo Alto Networks, Inc.
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WICKEIT 2 VXA LET, Y TR I7I5A4 T LTS I—Y— (FMSEHE) &
GlobaRulestackAdmin TH 57z, 2—P—0—)LZZHITZAEITH O FH A,

1
2.

OHhORFTVERY >—H 2 AT LET,

Y—RIS—T 4 T 7 A7 T+ —)VRY > —REREIREIIER L FE T,

FMS YV —)LTlE, Y—F =T T 747 74+ —)LKRV —&ElL. Cloud
NGFWD IV T HF A MIBITFE7a— N )V)Lb—)V A Ry 7B LET, 3Tl 1D
FoZa—iN)U— IV ARy ZERER L TWAEEIE, CTTIKUAMENET, Fa—
INVIV—IVA R 7 ERER L TOWEWEGESE. [T 7 A7 9+ —)LRY >—DEk] #
U7 UTERTEF T, chUc kD, CloudNGFW 22V — )V XA LT b &
NEIT, IW—IVAZR Y 7 E)V—)VA R Y 7 OREROFEIC DOV TIX. rules] BXT
rulestacks| ZZMRLTL T,

Fa—r V)=V ARy 7 ER L %9,

L V= )VAZ Y 7D DRI WAAETEATILET,

2. (155 W—)VAZw 7 OFHZE AT LET,

3. [Save(l#R1AEZ Vw7 LET,

4 FMS VYV — VIR D £ 7,

07 DiRE

FoTaw . HBE, FREBEOVZEIRTEET, aJoEC &I, Fay
TR BEEde (S337w k. CloudWatch 1 %% )L—"7 . F 7z1% Kinesis Firehose fi!
BARNY—=L) ZIREETHARHEIDHO EI, Fav TRy i, AWS BB TLEIIC
RES NN ERENE T,
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5. Next (K\) ZF7VUw o LET,

s Policy name
Describe policy
Policy namea
5 3
iy PaloAltoFolicy2| I
The name must have 1-128 characters. Valid characters: a-z, A-Z, 0-9, -[hyphen), and _{underscore)
Step 4 Reglon
US East (N. Virginia)
Step §
Third party Firewall policy configuration
Step 6

| C | | Create firewall policy [2
Q
Name (1]
global: global-
global- global-

Third party Firewall logging configuration

Traffic
Decryption
Threat

STEP7| NGFWZY FRA Y M EFELE T,

Cloud NGFWIE, tF a2V 7 4 TIRET Z2RENHZT7 XA T T4V =TTy RRA
YREERLET, TNEDNGFW LY RRA Y ME, MABALEHDOEDICN T T v 7%
A 22—t M ULTCloudNGFW IZU XA L7 FLEJ, NGFW L RRA 2 b DO E ST
X, 7S AV NE—F (OEEIEZEERED ICK-oTERAEDET,

TARAGC) T 4=V ZFERIEZTARA T 70— 1D Z3EINL T, NGFW . RR
AV RDGAEBERINLET, "TRA T TV —=2VZIF AWS 7 hH T Y METEEZ5E6W
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HOETH, TRATEY TV =V IDEIXRTOAWS 7 H T Y R T—EHLTWACZ &I
FEELTLEZ Y,
1L [7RASCYT V=R FRE[TRXASEY T4V =V ID|ZRIRLET, D
BIRICKHS>T. FMSaY V=)LV AT 54T a3y (HRiEiZID) DiRED %
CR
2. [7vav] Hc, AoaA4Z—%%271w%Z7 LT, Cloud NFGW FMS K1 ¥ —IC 7N
AT —EBMLET,
3 () ZSALARXAL VEV—F 1% (CIDR) 71w Z7&ENMLT. NGFW T
VRRAVEOMERT BT Ry R EfEELE T,
BIRLIZT A FEY T4V =T LICCIDR Iy 7 Z48ET 5h. FMS® CIDR 7
Oy 70O A RZER LT, BIRLETARAL S T4V —VCED Y TR ENTE
F9, F£CIDR7 v 71X /28CIDR 710 7 CixlFUIE D F A,
CIDR7 v 7 ZFE LWV E. FMSIERNZA M 74— k7 7a—F AL
T. VPCHODE|D ¥ THENTWRWCIDRZ Ty 7 % DT, NGFWILY RRA >V b
DY T2y b 7ZERR L E T, VPCTHiREEZ CIDR 7 1w 7 Ve W a. FMSIZIEE
m:ﬁa_%%i_\‘bij—o
4 Next (RN) Z227VUw o LET,

Availability Zones
l t Availal i

Availability Zone name
© Avallabllity Zone ID

Availability Zone ID Action CIDR blocks - optional
usel-azl @ Add to AWS Firewall policy
use1-az2 (O Add to AWS Firewall policy
use1-azd (P Add to AWS Firewall policy
use1-azb @O Add to AWS Firewall policy
use1-az3 (O Add 1o AWS Firewall policy
use1-az5 () Add to AWS Firewall policy

Cloud NGFW for AWSOD i | 2 Hi: S % 76 ©2025 Palo Alto Networks, Inc.
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STEP 8| Cloud NGFW FMSRY ¥ — X a— 7 EZXLF T,

RV T—ZAa—TF1. Cloud NGFW FMSRY 3 —Dx5 & Ik H5AWST /177 > b F -3 ik
fii (OU) VYV —XEERLET, HEANDOITXTDAWSY /17> k £ VPCIZCloud NGFW
FMSRY > —ZiEHd 50, 772 FRVPCOY Tty hEfEETEET,

HLWAWS 7 Ao > b ETE VPC ZHRICGEINT % &, FMS & Cloud NGFW RV o —%&ZF
D7 Y bEITVPCICHETAT 20ENDHEZNE IR LET, 282X, BRI Eh
TeNE YTy RERELSIXRTDT AHY 2 R Cloud NGFW R —ZiEH TcE £9, #r

Cloud NGFW for AWSD{i i & Bl d % w ©2025 Palo Alto Networks, Inc,
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LW Ay DBSHERICSINT % &, BRIV X McZmnize, Cloud NGFWIR Y & —hViE
NE I,

1 Cloud NGFW FMSRKRD) > —IC &2 13BN T 57 h o v hRigE LT,

H7 D AWSHIFED NCH BT XTDT7 AT Y b 2E&d 5, f8ELIT 1D 2 b Ll
YfizEoH s, XBREDT 71D 2 b ERBREALIZFRIN L TZ DI X TZ2ED 5%
BIRTEE T,

TATY FEOUDY Ty b EEH LRI B0 EERT S L, FMST Y Y —)liC
3. TNEDT ATV FEOUZTFETE ST 4 — IV RDBERENE T, [V A FOf
F1Z27 Uy 7 LT, AadVAMXREEERNY A B ZIERL £95

AWS accounts this policy applies to
© Include all accounts under my AWS organization
Include only the specified accounts and organizational units
Exclude the specified accounts and organizational units, and include all others

2. Cloud NGFW FMSRY o —IC &S 5 DR 3 B2VPCEIEE L E T,

THIYREOU EEBRIC, BIRLIEZA TIC—BTBIXRTOYY—AZ2EaH 5, 5
ELETRTDOY Y —AR T RO —2ADREZDHD, FRFEELETRTOY
V—ARTEFEDV V) —ARBEHN L., TOMITXRTCEZDZENTEET,

VPC DY Ty b aEd 2N T 20 EEIRT 58, FMSa YV —)licAH Ty g v
MEREN, RAK8DDIY—XXTLEOY A MHWEREINET,

Resource type
VPC
Resources
Include all resources that match the selected resource type
© Include only resources that have all the specified resource tags
Exclude resources that have all the specified resource tags, and include all other resources

Resource tags
Key Value - optional

Remove

Remove

Add new tag

You can add 6 more tags.

3 Y—FRRR—FT4 T 7 AT IF—)V HAEZI—IAM T—)L . Cloud NGFW IAM T —)L
CloudFormation 7> 7' L— bk (CFT) Oa¥—%X 7> u—RTE%7,

4. Next (kN) Z7VUw I LET,
1) RV —RTERELET,
2T (F—bA T arvOETHKREINS) ZEH LT, FMSZ/T L TERE
7zCloud NGFW U YV —ZADIER & T 4 )V RV Y TINLTH T ENTEE T,

6. Next (X)) Z7 Vw7 LETD,
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AWS Marketplacen 53 UH %

7. Cloud NGFW RV ¥ —DEZ R L E T,
8. [RUI—fER] Z27V w7 LT, CloudNGFW Z7 71 L% 9,

Cloud NGFW for AWSO i ] 7z [t % 79 ©2025 Palo Alto Networks, Inc.
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TECHDOCS

Cloud NGFW for AWS R~ =5 14 7
JU

ECTHHTEEIH? W DAET S 2

e Cloud NGFW for AWS O Cloud NGFWHY 7 X7V S g v

O Palo Alto Networksi A Z < — Y R— K 7
71972 (CSP)

O AWSMarketplace?” /77 > bk

0 a—¥—on—)V (7F 2 FXEEH
H)

AWS Marketplace %38 U C Cloud NGFW Zfg#id % &, HEIICHER b Z 1 7IVICERENE
T, YT ATV T g VEHEXRX—=VICKEIL T, Cloud NGFW 77 > kA’ AWS Marketplace Palo
Alto NetworksDCloud NGFWTEEFRGHIY 7 A7) 7y a ) A MY Y7 ENTN5ET &,
BRUOMREHBMEN 7 LYy b THEMICE> T05%E->TW0Wa 2R L X T,

ORI NS A 7V EAENCT B1CE. Cloud NGRWIZIERL RS A4 7))L 7 LYy ZH L ERR
LizTF > MM ITET, chbDZ LYy Mok, FKRI0GBD T 71w 77 {f#T
B77AT I A= )NERK2OERTEET, ROFEEEITAET,

* AWST AoV Tty McAYAR—FRLET,
* AWSVPCICEHEK2DDNGFWY V— XA Z/ER L E 9,
* JV—IVAEw I ERERR L E T,

RMABIIDE T2 &0 HRICHT B2 XHODIEED £9, YT RV TV g VEH
NR—IICHEE LT, Cloud NGFW 77>~ FhVX 72 AWS Marketplace Palo Alto Networks @ Cloud
NGFW EEFREHIT T A7) T2 a vV A MY V7 ENTWS T &, BRUMEEE AR
N> TCWVAB T L 2R TEE T, UMM LT 2T,

© EREUHIIRZ —RHF1Ed 5 2 LI TEE LA,
¢ RN T A7V 79 % &, Cloud NGFWODEHIRHT R DA LInd £ 9
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