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Z X9, Cloud NGFWIiZ, Cloud NGFWT 7+ >~ F OFIFIRZ B U, GHIGCERZ AWS
Marketplace Metering ServicelZi(E L E 3, AWSIE T DIEHRAZ M U CRERICHRE R FIT
L%,

KIS, AWST HT Y RINT. TOUYV—ADNGFWILY FRA >V k (VPCLY RRA v
MBI NS) ZBIMLET, K, IXRXTDRTT 1 v 7 ZREDTZHICNGFWI
RRA Y MaIV—F 4 27 BVPCIL— bIV—)L7BMM LT, AWSIENGFWI Y RR

AV RNCEEENIE ST T 0w ZEEHBICNGFWY YV — IV XA L7 P LTHELE
T NGFWILY RRA Y MIEEEINIZ T T 40 v ZIEHEIZF U NGFW I KR4 MR
ENET, NGFW L TTAVYHNONY T EUTEMELE T,

COHETHEBTSE., TDCloud NGFWTF > K TAWST 7 A 77+ —)L<X
22—V ZEHT A EIETEEE A,

o AWST 7 A7 I+ —)ILxx—V Y EHET o SRS 5 —8H{E. AWST 74147
T A=V I—=I ¥ B U CAWSHER 2RO F 2V 7 0 F)IV—TR0Z DD 3y v 77—
JYFa) T BREEEEHLTWAEE. BMICAWST 7 A7 U+ =)L 32— ¥ 2L
T. AWSHEE2ARDOER DT 7177 > FRVPCICNGFWZ BRI TE £ 9,

Cloud NGFW U X7 ¢ > 7 DAWS Marketplaceth 7 A7 1) 72 g Vi, AWSHEIDIEE SN
TEAWS T 7 AT A — )V 2=V Y BT T F BB LET,

RIC, AWST 7 A7 T+ =)L %— v R o—TJ—r7 70— LT7a— )b )L—
VAR 7 Z2EB L. AWS Organization N D#EEIDAWS T 717 > MICNGFWZ 913+ < JERH
LET, NETIE. 77 A7 74— V2=V vy BNIRTOAVR—2Y b EFELET,
ChuciE. Cloud NGFW APIZMEUH U CNGFWZTERRL L 720 . AWS APIZIEUMH U CHER
DVPCICNGFWIL Y RARA Y b Z2fER LTz D T5 2 ENEFENE T,

AWST 7 A 777 F—)LX % —3 ¥ & Cloud NGFW for AWSDFEE DRI DWW T
Z. AWST 7 A4 7 I+ —)VIx—I ¥ DG 7T 07 T 428U T T,

CONEEBBLIEZSE, RTAWST 7 AT I+ =) 2= v Z2HiH L
TAWST 177 > k% Cloud NGFWT 7> MITEINT 2 08B O £,
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-prereq.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloud-ngfw-policies.html
https://aws.amazon.com/blogs/aws/new-cloud-ngfw-for-aws/
https://www.youtube.com/watch?v=qQoaGIdF-rY&list=PLD6FJ8WNiIqWmfcE18dj7ItUiDECreaEc&index=16&t=1s
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Cloud NGFW 77 > k ®Palo Alto Networks Dt :R— k
7 71 Y BN EK

Cloud NGFWIZ, /SAT— RZEFICU vy F L7z, Cloud NGFWTF > kI >V —)UicH]
HTar A9 BHEIC, Cloud NGFWTF > FOYR— 7 h T2 b EEERT S XD IR E
9o 1DLL EDOREFEDPalo Alto NetworkshiR— bk 7 - kD& —F—TH 5 5E1F. X
DENE BN TEE T, Cloud NGFWT > F 55k LT, ZD 5 bD1DTHIRIa 7+ v xfT
WET,

Cloud NGFWIZHIA S % 7zICHID A—)L 7 KL A% L. Palo Alto Networks?D - R—
FTHIYRNCT IV RTBHIEDICHIO A=)V RLAZGH LEaREERH O 9, Fiz
&, Cloud NGFWHL[fIDPalo Alto Networkstth—+ 7 ho v F T 5 L TEXT, &
E5DEE, YIRa T A VRHCIZERA T a 2 AF Y TUETH, Cloud NGFWT 7/
reh AZ— P R— b R—=2)NEHFLET.

glala 7 A > HEIC Cloud NGFWTF > s 28849 %

ROFNEZAFEH LT, Cloud NGFW T F >~ R EBHEDY R—F 7 ho v MR LET,
STEP 1| Cloud NGFWa >V —)vica 14> LET,

STEP 2| [Enable Palo Alto Networks Support(Palo Alto NetworksD ¥ K— s ZH %<3 )| Hi[EH T.
[Yes(id\ )72 IR L £ 9,

[Enable Palo Alto Networks(Palo Alto Networks’ # 51C 9 % )]iEi i C[No(\ ) 2 )] 7%
BEIRUIEGE. HAZS— PR— R—2%)L (CSP) 2l L C Cloud NGFW T
F 2 b BT B H. Cloud NGFW 2> — )Lz ffiff] L CCSPIC B 559 % A EEH
HEF, [HAEZI—YR—FR—=2)VEMH L zCloud NGFWT F > k D%
% 2L,

STEP3| Fow7RYYy AZa—Z2{HLT, Y R—F 7HT Y b 2ERLXT,
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STEP4| [Next (X)) 127V w7 LET,

#7» paloaltor

HNETWORKS

Enable Palo Alto Networks Support

Do you have a existing Palo Alto Networls support account?

o Yes 259729 - Palo Alto Networks v

N 259729 - FPalo Alto Metwaorks
0

359729 - Mame 1
459729 - Name 2

559729 - Mame 3

H59729 - Mame 4

@ DIFNCH AR =Y R—K(CSP)T 17> b Bk LI LB 555, Ravy
TEGNZEHEDT AT Y S WANENET, 2L, Fila—Y—T%2
THIY R eBEbTHRVESIE. CSPR—IUZFHLTT Y R 2ERLT
7ZE W, ThAAZ—YR—FR—=%)LZMHL7=Cloud NGFWTF > kD%
%] &. [Cloud NGFWI >V —)VZEFH LIz AZ<— PiR— Kk R—%Z)L\
DCloud NGFWT 7> b D&% #HBBLET,

AR — Y R—F R—=Z)V 2l L7757 RNGFWT F
k D Ex
HAZ— P R—k R—=2)V7ZHH LT, Cloud NGFWT F > Bk TEE T,

CSPICT A T BIIET 1Y FHARETT, sHlllicOWVWTIE, ThAZ~Y— 1
K=k 7 hHT 2 FOER] ZIELTEEWD,
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClNVCA0
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClNVCA0
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STEP 1| [Customer Support Portal(77 A 2~ —4tR— FR—2))] T, a1V ERERZATILT
M5, [Next(tRN\)]Zz27V w7 LET,

4,9
o

Sign in to Customer Support Portal

After signing into Customer Support Portal, CSP will return you to the previous workflow to continue activating a Cloud
NGFW in one of your CSP accounts.

Sign In

mickey@fun.net

Remember me

Cloud NGFW for AWS 2.0.0 15 ©2024 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com/Support/Index
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STEP 2| BEMDYR—ET7HT Y bR=VICE, 074 VEEERICBEN U S NIz HRDER
TNET, Palo Alto NetworksDHR— k7 47 > F 23R L, [Register Prpduct(#5h D
BNy I LET,

(a1}
paloalto' | Po

Your Support Account

You are a member of one or more Customer Support Portal (CSP) accounts. Select an account in which to activate your Marketplace product.
To view your Marketplace product, go to CSP Assets page

Email Device o Support Account

Your Palo Alto Networks Support Account
* Salect CSP account
A 2-Native Security LLC
2 - Native Security LLC
3- Optiv Security Inc. {IT - Prod)
4 ACUITY
&- Adesa
7 - Aditinet Consulting
8- ADPDS

10 - American Kennel Cluts

Previous Register Product

BT TS5 L, bV« Y FUNEREN, HENVTHAZY— TR—F R—5)L RX—
UNERENETT,
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4
Account Selector | [l 245-Pako Alto Networks [Default) v Feedback Q ‘ 0

@ Get Help ﬂFumIHeIp

paloalto

CUSTOMER SUPPOR AL

ALERTS RECENT ACTIVITY
€ LivEcommurity System Update * NoRecentActivity Found
€ super User approvalis required when adding new members
€) prisma SDWAN Ul Migration to Strata Cloud Wanager

TECHNICAL ASSISTANCE CENTER (TAC) ALERTS

NoRecent Technical Assistance Center (TAC) Alerts Found

Cloud NGFWZI YV —) )Lz LIz h A Z<— Y5 R— bk F—2%
JUNDCloud NGFWT 7 > k D&%

BA7DPalo Alto Networks DY R— 7 /17 > F 2 B5Hi 5 THRWEEIE. Cloud NGFWT 2 k
2T BRNCT 71D 2 b2 RET B K5I ROENET,

STEP 1| Cloud NGFWVD VYV —XlcaZ A4 > L %7,
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STEP 2| [Enable Palo Alto Networks Support(Palo Alto Networks®D % K— s DHF L) R—T T,
[No(WWWZ )2 IR L X9,

STEP3| [Next (&) 1227V v L%,

STEP 4| Cloud NGFW 2> —)UTC. [Register Your Tenant on CSP(CSPICIC T > b B&E%d
ZNEIV Y7 LET,

@ Cloud NGFWT 7> "z H AR — HiR— Kk R—%)U 7 ho > M B
fHFBicid. 785 RBEERPIBETT, 75 ID &) T IVTF
IN—72Cloud NGFW )V — AL X3, TOEHIE. Cloud NGFW Y —
JVD[Tenant(7F > F)IX—=IIcH D £, [Create a Support Case( " R— | 7r—
ZONVER) R=VICEHBEN TV B ERESB L TLZE W,

Region: N California v

CLOUD NGFW

Overview

This tenant is not registered to the Palo Alto Networks support account. To use Palo Alto Networks Advanced Cloud-Delivered Security Services Learn More &'
{such as Advanced Threat Prevention, Advanced URL Filtering, Wildfire, and DNS Security). Please register your Cloud NGFW for AWS tenant on
the Palo Alto Networks Customer Support Portal (CSP) using the Tenant ID and Serial Number on the Tenant page.

Register Your Tenant on CSP &' (b4

Welcome to Cloud NGFW powered by Palo Alto Networks!

Cloud NGFW combines best in class network security with ease of use, and is delivered as a fully managed cloud native service by Palo Alto Networks. It

natively integrates with AWS Firewall Manager, CloudWatch, Kinesis Firchose and other AWS services. It also provides leading-edge threat prevention. b
application control, AppID, advanced URL filtering. Easily deployed with just a few clicks, use Cloud NGFW to bringPalo Alto Networks acclaimed security to o
your cloud deployments. | M s ]
To get started follow the guided steps below, or link to our resources! .,

STEP5| HA&RZ~<— Y iR— bk KR—EZ)LD[Register Product(FL DB R—T T, Ry &Y
v A= a—7%{#iH] L C[Cloud Marketplace (7 5 K ~—% v k 7L A X)ic[AWS Cloud
NGFW(AWS” 57 RNGFW)]ZZEIR L TL 7280w, 7 D&Y T IV F N—7= A T]
L. CaptchaZf#lLF 3,

@ T RIDET) T IV F 2 N—T DT BICiE, [Create a Support Case(t 48—
N = ZADVER)R—D 2 DIERZSIR LTI,
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STEP 6| [Next C&k\) 1227 Uw 7 LFET,

lectar 245 . Pale Alto Metworks (Default - - B
paloa...ltq Account Selector [ 2 . =
Lt L Register Product

Please select a Product. and enter information for your product

Email o Device

Device Registration

0 If you do not know your AWS “Tenant 10 (External ID)" and "Serial Number”, browse to
AWS Portal to locate these two values. Then, copy these two values to this form.

Reglster d
Number

s Serial Number, Authorization Code, Customer 1D and Parent Order

Register usage-based VM-Series models (hourtyfannual) purchased from public cloud
Marketplace or Cloud Security Service Provider [CSSP

Cloud Marketplace

WS Cloud NGFW

* Tenant Id (External Id

Serial Number

I'm not a robot

Cloud NGFW for AWS 2.0.0 19 ©2024 Palo Alto Networks, Inc.
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STEP7| Y R—b 7hHT> F2ER L E T, [Account Details(7” 7177 > F DFEHIC A D, [Validate
Address(7” KL ADfGEE)Z 7Y v 7 LET,

paloalto

Po
. Your Support Account

*You're not a member of & CSP account. CSP will create a new account for you, and register your Marketplace product in this account.

NOTE: If you are not a member of a CSP account, and you woud rather be added to an existing CSP account:
= Quit this workflow and ask a Super User of that CSP account fo add you to the account.
+ Then, go to that CSP account and click Register a Device button in CSP Home page to register your Marketplace product.
Otherwise, continue this workflow and enter location information for your new CSP account below.

Email Device o Support Account

Your Palo Alto Networks Support Account

Enter location information for your new CSP account.

Test Support Account Naeme

HLWYR—k 702 bOEZMERT 5 X2 IKROENZLENHD 9, LB
CC, [FziEad L., [OKlZZ7 Uy 7 LT, fEELIA—ILV7 R L AICRRREERZXE L X
EE
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Address Verification

O We compared the address submitted with the records from the US Postal Service and were unable to find a
match for the address. Please check the address and Submit with the Original address if you wish to
continue.

Original Recommended
® 3000 Tanner Way, Santa Clara, CA, United States - #5054

Cloud NGFW for AWS 2.0.0 21 ©2024 Palo Alto Networks, Inc.
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STEP 8| FREFO— RIZDWTIE., A=)V xR L TL 7ZE W, [Authentication code(F2HF 21— R)]%&
AJTU., [NexttRN\)Z27 Vw7 LET,

: Feedback Q 9 9

paloalto

Confirm Your Email Address

Customer Support Portal (CSP) sent email to you. Please enter the Authentication Code from your email

Email " | Device Support Account o Confirm

Confirm your email account

An email was sent to “dummytestO07@test.com” to confirm your email address. Enter the Authentication Code from the email CSP just sent to you

* Authentication code

STEP9 | HARZR—YR—bF R=2)VT7HTVEDAX—)L 7 RLAZEZE L. [Next(X\)]7%ZE >
w7 LET,
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STEP 10 | @& JeiE AR L T < 12 &\, [Security Notification Subscriptions(tz 3+ = V) 7 ¢ J@%1Y
TZAZV T a V) =EER L, [Register Product(B/5 DB ER)]

paloalto

Contact Information

Enter your contact information. Or, copy your contact information from your Support Account.

Email Device Support Account

Contact Information Default Address

First Maeme
= « Suppart Acconnt
Mam Addre:
1 M

Security Natification Subseriptions

a@ gy

Provious Register Product

270y 7 LET

e the most popular. To sigs

Confirm

o Contact

n up for more notifications, click your name at the bottom of the left navigation menu after you

B e 195, WY 4 Y RUDNEREN, BNV THAZY— TR—F R—5)L X—

UNERENEK T,

Cloud NGFW for AWS 2.0.0 23
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4
Account Selector | [l 245-Pako Alto Networks [Default) v Feedback Q ‘ 0

@ Get Help ﬂFumIHeIp

paloalto

OMER 5U!

ALERTS RECENT ACTIVITY
0 LIVEcommunity System Update g No Recent Activity Found
0 Super User approval is required when adding new members -

0 Prisma SD-WAN Ul Migration to Strata Cloud Manager

TECHNICAL ASSISTANCE CENTER (TAC) ALERTS

NoRecent Technical Assistance Center (TAC) Alerts Found

Cloud NGFW for AWS 2.0.0 24 ©2024 Palo Alto Networks, Inc.
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Cloud NGFW for AWS & 0 jHEil

Cloud NGFW for AWSIZ. NGFWVU Y —ZXDF 7+ ttF 2V 75 ¢ R —DEHITEEND
T g oL E T,
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NGFW Deployment &

Cloud NGFW for AWS

Management

AND

AWS Firewall Manager
Deployment

Options

AWS Console
AWS APls
Cloud Formation

Native NGFW
Deployment

Cloud NGFW Console
Cloud NGFW APIs
Cloud Formation

Terraform

S rit

Managemen

Mative Policy
Management

(Rulestacks)

Options

Cloud NGFW Console
Cloud NGFW APIs
Cloud Formation

Terraform

Panorama Policy
Management
(Cloud Device Groups)

Options

Panorama Console
Panorama APIs
Terraform

Cloud NGFW for AWS 2.0.0
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NGFWOTF a1 X k& EH

o AT 4 T7NGFWT 7'+ X s —AWS MarketplacefH TCloud NGFWIC &% 3 % &
TFHYNEHET A LICAD XS, TDH%. Cloud NGFW 12V —)L2¥RI 7V v 7
T 5h, APIZfiIHT % &, VPCDCloud NGFWY YV —A %7704 TEXd, INHD
VY —IZiE, LYVIZVA, AT—JC8 0T 1, T4 T A 7IVEBPHAAENTH
£9, ¥, TNHD) YV —RAZVERT %728 Cloud FormationE 7zl TerraformdD & 9
zinfrastructure-as-code”Y — /)L {#ifl3 2 & TEET ., fEKLTztFa VT K)o —
X, Z AT 47 R —EHOL—)VAZ v 7)%E 121& PanoramaRV & —EH(T /N4 A &
W—NEHH LT, TNB5DCloud NGFW Y YV — Ui U TERTE T,

e AWST 7 A7 I+ —I)ILX%x—Tx DT TaA AV M=BIFE. AWS 7747 U 4+ —)U %—
Uy R LU TCAWSHHE 2ROt F a2 ) 70 TI—TRZFDMD Iy hT—7 F 2V T«
BREZEH L TWABGE, FCAWST 7 A4 7 U+ —)Lk 32— % ZliH LT, AWSHEREA
DERDT 71> k EVPCICNGFWZE 77O A TEEd, AWST Y —)b, AWSDAPIE 7z
lZCloud FormationZ{#ifl L T. 9 XTDCloud NGFW&EZT A B X CEMT LT 7 A
TIF =V IZ—V v R —REEERLUET,

AWST 7 A4 77— %2 — ¥ 1. Cloud NGFWV YV —AMNT O A ENTWVW3SVPCH
DIZYRRAV YTy b, =k T7=T), BXCTF—+T x4 B—RKNF Y —
IVRRAVEEEHLET, AWST 7 A7 U4+ —)bx3x—V v 2T %56, Cloud
NGFWVU YV —Zi, vF a2V 75 R E LI —IVICCloud NGFW T7F > FDFa—r3 )b jL—
WAZ DR LUES, ENCT > T a—N b )b—)VA & T2 E L TRV
& (Panorama ‘R Y —EMZH). AWST 7 A4 7 7 +—)U %% —3 ¥ & Cloud NGFW I
V=Y ZAL LT ML, AT 47 R —EMEMHLTTa—\)V )Vb—)VAR Y 7%
ERBIUOEMLET,

tFaV T KU —EH

o X AT+« 7 KV I—EM— Cloud NGFW 1V — )VET2IZAPIZEFH L TIV—IVA R W 7 7%
AT 4 TIHERRK LT, Cloud NGFW VY —ZADtF 2T ¢ R I—Z2EHTEET,
Fiz. TINSDIV—)VAZw 7 7VERT % 128 DCloud FormationE 7zld TerraformdD X 5 7x
Infrastructure-as-code” — )Lzl 5 L& TEXT, IL—IVAZ Y Z7IE, NGFWDEE
57 7 & AHilE(App-ID. URLY « )L &2V > 7)) L BRBHOEEZER LTI, W—IVAZY
21, vFa VT o=ty b, BETEA TV ML URFa VT TH
T7AINVHEENET,

e Panorama:R ! —EH- Cloud NGFW7F > k ZPanorama” 7’ A4 7~ A >~ 7 L
T. Cloud NGFW UV —ZXDRY > —Z2Fl B I CEMTE X9, Panoramal Y/ —
JU. APIXUE TerraformZ{FH LT, chbDtFa T4 RV I—RI7F5 TR TINA X T
W—TTER LE T, Panorama” 5 K 734 X 7 )b—TTIERK LTz R Y > —I&. Cloud
NGFWT > DT a— )L )b—)VAZw 7 & L THNE T,

FERIG

e NGFWOEH L T A A |k

o Fx a7 1 HiEE

e Cloud NGFW for AWS " R—hr 9250 —I gy —v
o Y R—FENTWV3 Cloud NGFW for AWS 770 A X
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfw
https://pan.dev/cloudngfw/api/aws/manage-cloud-ngfw-resources/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-formation-registry
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-ngfw-for-aws-terraform-provider
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/deploy-cloud-ngfw-for-aws-with-the-aws-firewall-manager
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-fms-policy.html
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks
https://pan.dev/cloudngfw/api/aws/manage-rulestacks/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-formation-registry
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-ngfw-for-aws-terraform-provider
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://pan.dev/panos/docs/
https://registry.terraform.io/providers/PaloAltoNetworks/panos/latest/docs
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NGFWOER L T 7oA A |k
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NGFWODO T 7+ XV | DE AT 4 TNGFWD T |[AWS T 7 A 777 F —
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HHET,

e Cloud Formation

e Terraform
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AWSIZAWS D
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i A3 %Cloud
NGFWIE. <
DAWSY —T g
DVPCAHI b <
To4w IR LE
ERS
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfw
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfw
https://pan.dev/cloudngfw/api/aws/manage-cloud-ngfw-resources/
https://pan.dev/cloudngfw/api/aws/manage-cloud-ngfw-resources/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-formation-registry
https://pan.dev/terraform/docs/cloudngfw/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/deploy-cloud-ngfw-for-aws-with-the-aws-firewall-manager
https://docs.aws.amazon.com/fms/2018-01-01/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-fms-policy.html
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/supported-regions-and-zones
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/supported-regions-and-zones
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/direct-traffic-to-cloud-ngfw-for-aws/cloud-ngfw-for-aws-centralized-deployments
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/direct-traffic-to-cloud-ngfw-for-aws/cloud-ngfw-for-aws-distributed-deployments
https://www.paloaltonetworks.com/blog/network-security/cloud-ngfw-across-multiple-aws-vpcs/
https://www.paloaltonetworks.com/blog/network-security/cloud-ngfw-across-multiple-aws-vpcs/
https://docs.aws.amazon.com/waf/latest/developerguide/create-policy.html#creating-cloud-ngfw-policy
https://docs.aws.amazon.com/waf/latest/developerguide/create-policy.html#creating-cloud-ngfw-policy
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rulestack#id0986ee79-cb4f-4cab-9e94-b964f99a76a0s/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfwn/latest/UserGuide/aws-resource-fms-policy.html
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rulestack#id0986ee79-cb4f-4cab-9e94-b964f99a76a0s/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/create-a-cloud-ngfwn/latest/UserGuide/aws-resource-fms-policy.html
https://pan.dev/cloudngfw/api/aws/manage-rulestacks/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/getting-started-with-cloud-ngfw-for-aws/cloud-formation-registry
https://pan.dev/terraform/docs/cloudngfw/
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration
https://pan.dev/panos/docs/
https://registry.terraform.io/providers/PaloAltoNetworks/panos/latest/docs
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws/cloud-ngfw-for-aws-traffic-log-fields
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws/cloud-ngfw-for-aws-threat-log-fields
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws/cloud-ngfw-for-aws-decryption-log-fields
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/enable-audit-logging-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/traffic-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/threat-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/threat-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/url-filtering-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/url-filtering-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-logs
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/create-cloud-ngfw-instances-and-endpoints/configure-logging-for-the-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/activate-cortex-data-lake-toc/cortex-data-lake-with-panorama-101-and-later
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-from-logging-service-to-syslog-server.html#id186BM029099
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-from-logging-service-to-syslog-server.html#id186BM029099
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-from-logging-service-to-syslog-server.html#id186BM029099
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-from-logging-service-to-syslog-server.html#id186BM029099
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-to-an-https-server#id4a2daeef-8e7d-4d7c-a5ac-3b37338592af
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-to-an-https-server#id4a2daeef-8e7d-4d7c-a5ac-3b37338592af
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-to-an-https-server#id4a2daeef-8e7d-4d7c-a5ac-3b37338592af
https://docs.paloaltonetworks.com/content/techdocs/en_US/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-log-forwarding-app/forward-logs-to-an-https-server#id4a2daeef-8e7d-4d7c-a5ac-3b37338592af
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/retrieve-log-records
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/retrieve-log-records
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/retrieve-log-records
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/view-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/monitoring/view-and-manage-logs/view-logs
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/acc
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/acc
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/acc
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/acc
https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/monitor-network-activity/use-panorama-for-visibility/generate-schedule-and-email-reports
https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/monitor-network-activity/use-panorama-for-visibility/generate-schedule-and-email-reports
https://docs.paloaltonetworks.com/panorama/10-1/panorama-admin/monitor-network-activity/use-panorama-for-visibility/generate-schedule-and-email-reports
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/about-rulestacks-and-rules
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/about-rulestacks-and-rules
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/about-rulestacks-and-rules
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/about-rulestacks-and-rules
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/policies/policies-security/security-policy-overview
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/policies/policies-security/security-policy-overview
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/defining-policies-on-panorama
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/defining-policies-on-panorama
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/defining-policies-on-panorama
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/defining-policies-on-panorama
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/create-a-prefix-list-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/create-a-prefix-list-on-cloud-ngfw-for-aws
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/cloud-ngfw-security-rule-objects/create-an-fqdn-list-for-cloud-ngfw-on-aws
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-addresses
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-addresses
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-addresses
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-addresses
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-addresses
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-address-groups
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClJWCA0ail?id=kA10g000000ClbHCAS
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClJWCA0ail?id=kA10g000000ClbHCAS
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-regions
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/create-a-rule
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-services
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-web-interface-help/objects/objects-service-groups
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/built-in-edls
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/rules-and-rulestacks/security-profiles
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/threat-prevention/set-up-file-blocking
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/threat-prevention/set-up-file-blocking
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/threat-prevention/set-up-file-blocking
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Cloud NGFW for AWS | How is it Priced?

Pay-As-You-Go

Centralized Management Add-On

H H c E?I _. ) Consumption based pricing model.
Panorama Management Cortex Data Lake —(;) Available in AWS Marketplace (MP).

Cloud NGFW Credits

1-2-3 year term commitment pricing model
—] (1 Credit/year = $94.61)

Procure credits from:

AWS Marketplace Self-serve (as AWS MP SaaS contracts)
PAN Sales (as AWS MP Private Offer)

Partners (as AWS MP Channel Partner Private Offer)

Premium Support Included

Per Hour*
Premium Support proactive monitoring gives you
the extra assurance that your service is always up
and running. Callback phone support from
technical experts 24/7 assists with any questions or
issues you encoun ter.

Base NGFW Resource

Price = Base NGFW Resource x ( 1+ Add-Ons)
*includes first 3 AZs, additional AZs at $0.50/hr each

A—=21 7 LGER

Cloud NGFWODiHE & IX, EEFehlORHEARE, F2IEROEX THIHI % Cloud NGFW 7
LYy M EEINE T,

EANGFW Y vV — X8

Cloud NGFW ) ¥V — A T L I IR ORI Z SN K T £72, NGFW Y Y — 0 & - T
ENBZFANA FRAD T T 1w 7BISH U TRESNE T,

HANGFWY vV — X ik (RERY | {fik% (GBH Tz 6% D Cloud
Hizv) D) NGFW 7> L
]\

{5 FH R B ARK3DDAZ $1.50 125.0

EIAZTE $0.50 41.7

N7 4w 0% | &#D15TB/H $0.065 54

R
X015 TB/H $0.045 3.7

30 TB/HELE $0.030 2.5

EFHRF R 2 8NGFW Y VYV — A CatiflldnEx 3, 57 1w ZId. Cloud
NGFWTF >~ M T 7aA ENTZTXRTONGFWY V— I bz TeHillE N Z
ERS

720 PRI 2V 70— X(CDSS)7 R4 D&

tExR 2T —CAD7 RAVHERIZ., 7 RA U EEMCUIZRRIC L. BXURERICZE
DNGFWIC K> T ENIE ST 40w 7 BT LI, SNGFWY YV — X TetillEnEzd, +5
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74w 7 DREL— M, TORIKTF Y FADTNTONGFWIC K> TUBE NI~ 5
T4 ZICBKFELE TR ST 7 o Ziif8 EHINE ),

BSHE T KA kg (R | k% (GBHf7) | [AZdDCloud
L) NGFW 7> L
]\
{8 FH B B K3AZ $0.300 25.0
BhNAZ G $ 0.100 8.3
FREIN T | wmH)D15TB/H $0.013 1.1
RN
D15 TB/H $ 0.009 0.7
30 TB/ALLE $ 0.006 0.5
EERBEET R4 AS(LRERT | % (1GB&H 7z 4% Cloud
H1zD) 0) NGFW7Z7 L
]\
{5 F R A3 AZ $0.450 0.8
BANAZZ & $0.150 0.3
REXNZ T | mHID15TB/H $0.020 1.7
T
kD15 TB/H $0.014 1.2
30 TB/HLLE $ 0.009 0.7
DNStF V717 KAV kS (LRERT | MiR%(1GBSH 7z 1% Cloud
) D) NGFW 7> L
]\
{55 FH PR B K3AZ $0.300 25.0
BINAZEE $0.100 8.3
FEINNT | wmAID15TB/H $0.013 1.1
RN
D15 TB/H $ 0.009 0.7
A30 TB/HLL L $ 0.006 0.5
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WildFire” R4 > MFS(LFFR | iR (1GB&H 7z #1H Cloud
H1=0) D) NGFWZ7 L
]\
{6 FH BRI R A3AZ $ 0.300 25.0
BhNAZEE $0.100 8.3
Traffic Secured 0015 TB/H $0.013 1.1
D15 TB/H $ 0.009 0.7
30 TB/HLL E $ 0.006 0.5
EEIRURLT 4 VR VDT KAV lA%(LIRER | MiA%(1GBdH 7= B Cloud
H1=v) D) NGFWZ7 L
]\
e PR RERET B K3AZ $0.450 37.5
BhNAZ G $0.150 12.5
REIN+T | mHID15TB/H $0.020 1.7
RN
kD15 TB/H $0.014 1.2
30 TB/HLLE $ 0.009 0.7
DLPY K4~ A (LRERE | kS (1GBSH 7= 1% Cloud
H1=0) D) NGFW 7> L
k
85 FH B A3 AZ $ 0.600 50.0
BInAZ $ 0.200 16.7
RN +T | &mPID15TB/H $0.026 2.2
A
RD15 TB/H $0.018 1.5
30 TB/HLLE $0.012 1.0

R CDSS Y R A VD ENRSNGFW Y ) — A TatilllENE 9,

EREHY R4 O
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Panorama/N\—F v )L 7 7547 A%z MH LT, Cloud NGFWTF > h TR ¥ — )b—)L%
BEHTEET, ZTo%E, £HEHT R4 VOB RIZ. Panorama? oA 7 > AW BHET
AR C & BRUORERICZEDONGFW T E NI o T v ZET LI, ZFNGFWY YV —
ATEHIIENET, FTI T v 7R LTSI NSL— M, ZOHIKT ST Y FADTXT
DNGFWMMULEL U7z 57 ¢ v 7 O&EFR BRSNS 7T 4w 2l EPHINE ) ICEKIFEL
9,

Cloud NGFW V) YV — XA TRV — )b—)VEEMT 5 72DIBMDTINNA A5 A1
A% HS T L13H O F Ao Panoramald T 5 DNGFWY Y — A & B STN
AADTA AN HT Y LI A,

Cloud NGFWIZEi{EPanoramall BAEA 1 5N T 5[] U Cortex Data Lake7 7> M IT
07 %i%{5 UE 9, Cortex Data LakelTIBIND A N L—I AT 208 13H D F8
/uo Cortex Data Lake’s Cloud NGFW for AWS & if i 4% &, Cloud NGFW for AWS®D
)Y =G THIMICHEENE T, N5 DCloud NGFWY Y — AT hZ
T4 DAV —="T"y bm Ed B, FIHAEERCDLA FL—IY 8L X,
Chuck b, gl 5F—E2=2{R1E3 % 1zl Cortex Data Lake A + L — 7% T8 THi#¥

T BRENEL T ET,
Palo Alto Networks DEEHEMY KA | kg (A | k% (1GBH 7z | [AIZEFEDCloud
MH7=0) D) NGFWZ7 L v
]\

FIFHRERE BRI DDAZ $0.300 25.0
BDAZ $0.100 8.3

2T 0w 7R | m#D15TB/H $0.013 1.1

i
D15 TB/H $ 0.009 0.7
30 TB/HLLE $ 0.006 0.5

™ Panorama’N\—F ¥ )V 7 TS5 A4

A EHIIENE S,

AWS Marketplace®D A —% 1) > 7 DALFH A

7 2 AW BHEAT S NI ENGFW Y Y — A CH I RE

Cloud NGFWIZ., 77 2 b DEBEEBO N A X LT 4 A3 VOEN & UTERT
5T & TAWS SaaSY 7 A7) 72 a VOMEET IV RHEH L, RDOEITIRT XS ICAWS
Marketplacelc L E—FLE T, COMHHAICKD . TF 2 FREDHEEEEZ N DOHDT ¢
A2y a VNCHEDOTERIMCENTEHTENTEET, INHDT o Ay avidid, INT

DNGFWODTF 7T aA X b, (RELTWVWE o7 0w V&, BXUIMHZDIHHLT
WABEF 2V T A EEEOBMNEENE T, Cloud NGFWIE, LF 2V T4 Y —E X EPEHD
EFE%ZCloud NGFWZ L 2w MCZEHI L, AWSA—XZ Y V7Y —ECADT RA VL= w k&
LTLR—=FLET,
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AWS Marketplace Cloud NGFW SaaSt 7 A 7
) Y a ik
FEANGFW O fif I B $1.5/H1

(1= b =1 i) AR3AZ

BINDAZICH LT (0.333F =118 D

NZ 7 1y U RS A D15TB/H $ 0.065/Hifii

(1 Hfi=1GBAtFaV
T4 THREINTVETD)

o7 1w 7 {R#E>51%15TB/H $0.045 /5.1

(1HEfi=1GBMNtFaV
T4 TIRESNTVET)

FZ 71w J{R#&>30TB/HLLLE $00.30/ A1

(1HA=1GB A F 2V
T4 TIRESNTVET)

7 RAY $0012/Hifif

(1Hfi7=1Cloud NGFWZ LI 1)

FRdD7 RAVEREZIRL T TV,
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PAYGY 717> k ZCloud NGFW 7”7 LY w K L HEHiHES 4

Cloud NGFW for AWSH 7 A7) 7Y g Nc 7 LYy MG S 256, 3DDYF U AW FE
LEd,

o FHINRICEFE LM, MHEHSE (PAYG) DY T AV T 3 VWS,

o M{FDPAYGY T A7V T g /75\36 D. [ CAWS Marketplace7” 717 > b2 L TH LWL
7 I/»/ Y F?Qflj%mcj—)\hfg 7/7,"!:[0

°EWWWM@ﬁ7X7U7Va/#%D\%@M%Tﬁﬁyb%@%bfﬁbwﬁbva
TR A LT ate TOYFIUATE. 7HAU Y MY VI TH0ENRHD ET,

DEDv s> arTld. £ FVAOT7 72 3 VIEDWTHIHLE T,

2) PaloAlto NetworksiZ. Cloud NGFWV ) — ZIZ il T & % Cloud NGFWZ7 L2y
THIEMZ BT A—IVTIHELE T, TDA—)MciE. Cloud NGFWH T X7V
TarvoTrF Y MBI A ERMERENTVET, oY Tonks L
Vv N TAT DI TV N— BIRHEK TH. AT 7 —IDR L.
YT A7V Ty g VBT BIEmMRIEENE T,
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Palo Alfo Nefworks Cloud NGFW

4%y paloalto aws

Dear Customer,

Please create your tenant by:

1. Going to AWS Marketplace
2. Following the steps in this documentation

Details are as follows:

« Credits - {{CREDITS_NUM}}
Serial Number - {{SERIAL_NUM}}
Start Date - {{START_DATE}}
End Date - {{END_DATE}}

Offer ID - {{OFFER_ID}}

For further help, please navigate to the Cloud NGFW Live Community Page where you can
search the documentation, knowledge base and community. Please do not hesitate to
contact us if you need any assistance or have any questions.

LIy FEHNIAGE S NI, PAYGY T A7) T g UhvE
F LW
EENTIIAKEE UT=HS, PAYGICHIA L TW R,
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STEP 1| PAYGU T A7V Y a VI EELEWEEE. Cloud NGFWD B Z A VEEICRD Xy 2 —
VhERENET,

Your contract is ready!

We noticed that you have not yet created a Cloud NGFW tenant to use these Cloud NGFW
cradits. You can create a Cloud NGFW tenant by following thase steps:

1 MWavigate to the Cloud NGFW Pay-As-You-Go listing in the AWS Markelplace
2 Sign in to your AWS account and click the orange "Continue to Subscribe”™ button.

3 Follow the jngtructions to create a Cloud NGFW tenant. Once you create the tenant, your
purchased credits will be aulomatically applied.

#/» paloalto

NETWORKS

Login

Email

Passward ©

Forgot password?

STEP 2| AWS Marketplace Tl 9 %1 7 1 ViRaFEH CAWS T Y —)ica 74 v LET,

STEP3| AT a>Dr 59 RRIMNT 7479+ —)b (S0HMMERL N =+ 7 )L EPAYG) ICHH)
LTl CEHIZEL,

STEP4 | [EZZ7V) v 7 LET,
STEPS5| [HFoty v 7w 1B 7y 7 LET,

STEP 6| FIEICHES>T. 7H 7Y MIPAYGEHRELET,
PAYGZERET % &, HEMICZ LYy bAEHENE T,
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HHZDOPAYGY T A7) T a VIMFEL, RICAWSY 17> b
T LI NG U T2a

BHEDOPAYGHY T X7V g ohdH . [A CAWS Marketplace 7 17 > b 2R L THLWY
LIy NIRRT ANT 6

STEP 1| AWS Marketplace T3 210 7' A VENAFEM CAWS T Y —)hica 74 > LE T,

STEP 2| AWS Marketplace CCloud NGFW for AWS % 7> g VIcBEILE T,
STEP3| [BZr7 Uy 7 LET,

STEP 4| [Palo Alto Networks Cloud NGFW for AWS” L 2 14 7' 3 > D[Set up product(Hfi# D
Yy b7y INEI )y I LET, BHEOAWST oY hOny A U ERSEHRZ MR U E
ERS

STEP5| FIEICHES>T. 7H 7Y MIPAYGEHRELET,
Cloud NGFWZ LV MM3u X A ViBIcEHRENET,

HHFZEDOPAYGY T A7) Ty a VIMFEL., BIOAWSY 17> b
T LYy N7 LTS5

PAYGORIFEDY T A7) T a vy, BIOAWST o v b EEHLTHLWLWIZ LY &
MEEKE LGS, COYFTIVATE, 7HUV R VIS 308N HD X9,

STEP 1| Cloud NGFWZ YV —)U T, HiLWZ LYy FERICHINT iz D387 o > k&
mU%Ed, [Settings(iRE®)] > [Accounts(7” 717> k)] > [Add AWS Account(AWS T 71
7 hOBEM)] ZEEHRUET,

AWS Accounts

CLOUD NGFW Actions v Add AWS Account
The following AWS accounts have been associated to your NGFWaas account.

anage ,

STEP 2| Cloud NGFWZ VYV —)VCBIULTZH LW T A > bOE. PAYGY T X 7Y Forg Vic
BirLET,

1. AWSaO» vV —uca 74> LET,
STEP 3| AWS Marketplace CCloud NGFW for AWS % 7’ 5 VIcBE#I L £,

STEP4| [HFoty v 7w 1B 7V v 7 LET,
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STEP 5| [Login with Existing Account(lBf{ZD 7 17 > hTrZ A V)]

Login or create vendor account X

-

Palo "Alfo N'etworks Cloud NGFW

% paloalto | aWs,

Welcome to Cloud NGFW

Login with an Existing Account

New to Palo Alto Networks Cloud NGFW ?

2 EINT %
Cloud NGFWZ L2y M3t 7 A U RICEKRENE T,

Q THYY DXy FTw TR, HiLnT Y R 2ER LGN TLRE
VY, [Login with Existing Account(Ef{ZD 7 717 > kTt A V)IDEREN TV S
TR LET,
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Cloud NGFW for AWS feEL + = 1 77 )L

AWS Marketplace %@ U T Cloud NGFW Z##id % &, HEIRICHKE k51 7 )VICERE N
£9, YT RV T Vg VEMX=IICBE LT, Cloud NGFW 77} > FHY AWS Marketplace
Palo Alto Networks @ Cloud NGFW fit &3f<e il 7 A7) T a VU A MCU 7 ENTWV5
T, BXUOEBRKNS ATV LYY MIETENTHZ T ERMERLET,

O NS AT IV EGINCT %7251, Cloud NGFW 3R RS A4 7L 7 LYy b E#HT L L
YERR UTz7F > McBEEf T E T, chbor LYy Mk, HK100GBD T T v U7
RS DT 7 AT I A=)V K2 DERTEET, TEST L:

e AWST7HUY T F Y MCAYR—T 4 VT TEEXT,

o AWSVPCIZEK 2 DD NGFW U Y —XZERLET,

o FZHEI—IVAR YT,

BRI T35 &, WHE DO ENE T, YT AT ) Ty g VEBX—-VIC
¥E)L T, Cloud NGFW 77 > FH X 72 AWS Marketplace Palo Alto Networks @ Cloud NGFW
WEMSHY T ATV T a V) AN V7 ENTWB T &, BXOEEE AR A EERhIC
BoOTWAT R TEET, UTERF LT ZE W,

o MEREAHIHM Z —FHEILd 22 I3 TEEHA.

o JERIEXHIIRIAMR T3 % L. Cloud NGFW D HEHCRE I HA: Likd £,
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Cloud NGFW for AWS OifillfR &[0 24T

DUF DX, Cloud NGFWOHIBEZER L TWE T, FHCHEZ SN TWAERWVEED, N5 OHIBED
FlE TRV VT ANTEET,

Cloud NGFW for AWSOilif% HlESE © 294 % &, Cloud NGFWH 7 A7) g v
DAWSHIIE & 7 + — R ERETEEXT,

O—A)V J—)IVAZ w7 R —EH

Cloud NGFW 57} > kT & D

T 7 U FEIFR

T ADTZT R (AWS) 7 17 >~ SO 200

TF > FNDCloud NGFW U ¥ — & 17hT bk 1 U=V YV
50

T+ > FADCloud NGFWILY RRA >k 17h bk 1YY=V
50

BNGFW 1)V — ZDCloud NGFWIY KRR A > 50

NGFW vV — ZICBB#E LW ENTZ 7 a— 3L )b—) )LV A 10

2wy

NGFW ¥V —ZICBEE UaWENTza—7)L )b—)L A Z 10

7

FAT A4 THR)—FH (L—IVA Ry 7)

Cloud NGFWV YV — X% 72D D

BE%R
i;;;;;;;:;T4444444444444444471pw
A7V (FRDNU A MBXTIPTL T4 7 AV A ) 1,000
[ty I
IPFLT ¢y XV X kDK 1,000
FTARTHFQDNY X Mcb/zHFQDNA 7Y 2 7 b+ 2,000
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Cloud NGFWV YV — X7z D D

PRZ

BIPTL T4V AVARDT LT 4 VA ATV 2o b 2,500
A AR LURLAT 3V 500
FARTOHOURLA T TV DURL 25,000
ATV To—F GHEEREINLSDOT7 +—F | 30
ZaL)

TARTDT 4 —RDIPT FLX 50,000
FEAEA 7V 2 7 b 100

Panorama:Rl) o —EH

Cloud NGFWV YV — X% 72D D

ERRE

Policy (KU > —)

tFa2V70 =)l 6,000
E5{bL—)u 1,000
FTr T

T RLAXT V2V b 10,000
7 RLAT =T 1,000
AVN—/T RLA F)—"T 2,500
FQDN7 RFL X 7 )—"7 2,000
YP—CA ATV b 2,000
YP—CRAT)N—7 500
AVN—=/P—E X T )—F 500

EDL
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Cloud NGFWV YV — X7z D D

BRE
CKALY YRAFLBEDODNSORAE | 500000
VAT LTz 0 DIPOIRAEL 50,000
VAT LBHTD D URL D KEL 100,000
AV S NI QD) 30

URL 7 1)L 2V) 5

AU AR, Juavy 7 YR, BXOHAZRL AT7TVO | 25000
Gty T T4

BRI AZ L 173V 500

HEET AR =LA TV 27 FORIRIE—XTHmAME TS, Palo Alto Networksld, KU
— F—P) T OEMEMEFICTE - T 2HIC. BEROBRBNTENDT A ME{TS T L%
BEIHLET,
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Cloud NGFWH —E ZICEEkT BI1cid. UTD AT T %52 7 L% T, Cloud NGFW SaaSth~
A7) T aid. PAYG (WEEMREH]) THIRTEET,

COFIETIE., mAIDOI—Y— (FF > NEME) ZIEKRT 270w AZBLES, 75 b
BEMHZEIZ, Cloud NGFW 9 — Y 2D RELNILDO1—Y —T9, Cloud NGFW Y —E XIZ AWS
THAT Y REEMU, BINOI—Y—%4 2 R— R S&EZEMEL 3,

Cloud NGFW for AWS Credits 2N A > 7 v 73 % Hilc. Cloud NGFW PAYG SaaS

YITAT) Ty a VIR 50083 H D £,

Cloud NGFW PAYG SaaS U 7 A7) S g

SSO & MFAZ{#if] L CHIFEDCloud NGFW 7 7 & R 72 {43 %

Cloud NGFW for AWS 7 L2 & TF > MBI %

BT TYR—FENBH—a—Y—D<)VF T+ b a—H—
EEDAWST /10 > N E2BINT %

CloudFormation7 > 7'L— b ZFE1TEMT %

Cloud NGFW PAYG SaaS Y7 X7V g v

AWS B85 T Cloud NGFW for AWS ICH T A7 S5 AT L TT 7 aAd 50, RO &HEEL
TERT ARERH D FET, YT A7) S g 7at AHIC, CloudFormation 7> L — k

(CFT) TLANICHEHINT 21T A—=2—2ER LT, PHIREZTTITEHEIITROENET,

IVRRAVIERE W) —27aAxA7 A7 IAM a—)licid, Cloud NGFW 733 VPC U
V—ANERE GG T LRI BT 7 AN EENTVET, Tud. NGFW TV
RARA 2 b ORERRICRAETT,

IV RRA Y FOER ((T55) — Cloud NGFW Z#%E LT, AWS BilET NGFW T KRR A
VIEERBIXUOEHTEXT, EW] Z#ERdT 5L, VPC TRELZITY RRA 2 M 2lE
I K UERT %7260 Cloud NGFW R 5ENE T, [WnA] ZE IR L8551,
FHITNGFW T FRA 2 FOIELE 27T 208 NH D X9,

OF T OMER ((T5) — Cloud NGFW 232 &, Fo 7 v 7, #Fhl. BELUESL
177 7% S3 34w k. Cloudwatch @ % %7 )L—7 %7zl Kinesis Data Firehose ICIA{E TE %

9, Cloud NGFW W b1 772 HINDOYEFEICIEE T A1, HEGMERZ TR T 2 w058

MHOET,

Cloud NGFW 2>V —)Lh 5 AWS CloudFormation 2>V —)JUIcU XA L7 REN, AX Y
T OVERR RO ENE T, TOAX Y ZIE, JOAT7HTY O IAMO—)LEREL, B
VIR EEL (TERIELERA) . Cloud NGFW HY AWS 77717 > k D Secrets Manager

WCHABAABICTY 7B ALTHEETEAEL9ICLET,

Z A 71%. CloudWatch 1 % %)L — 7" & Kinesis Data Firehose Fidfg A FV) — Lo F %
5ESEIC. PaloAltoCloudNGFW & W9 55z Faiiak € LE T, S3 N7y M7 ¢ —)U RIdEHwi

Cloud NGFW for AWS 2.0.0 65 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS Dl ZFd59 %

REESNTVWERA, BT ZHIDGERITIXET 25T AXy 7 OfERZESE 19 BHiic,
Z 052 E L. T 7 4 )V MEOATHTZ E A 2 080 H D 9,

S3 /N7 F OB TIESRICIE. FENT Y F ORI ZIEE T HENH D KT,

Kinesis Data Firehose Zf#ifH L TW3 %G, ZOEMEA U —L DY — AidDirect PUT T7x
Ui £ A,

o EERTY ((152) —EHEDT 77 4 UF ¢ ZiEid %1 7 7% Cloudwatch @275
W—TIEETEE T, CFT A X v 7icld. PaloAltoCloudNGFWAuditLog & 9 D
7 7 4 )V k@D Cloudwatch 10 7 7 )L—TD5%ENEZENTVE T, 7 74V EOHEHET
Cloudwatch @7 7))V —TJ7%{Ekd 5 & &, 77 4 )V MAZHID Cloudwatch 1 %7 7 )L—
DAFNCEEWA S LETEET,

o HE{LOMERR ({T75) — Cloud NGFW Zffifl L THEE{tENZ T T ¢ v 7 70— & T
51cl, Cloud NGFW D' AWS > —7 Ly b 32—V vy h O BAGEHEEZRIS TE5 X9
T BENH D XTI, CFT A%y 7 ORLEIRHIC Z 7 %5 E LT, Cloud NGFW HVgE N —
ADT 7 AHHEFHTESXIICTEZHENRHD T,

F 7 )V N TlE. CFTICIZ PaloAltoCloudNGFW ¢\ 5 27 aEnExd, S 742D
R BEGT BHIE, Y—ECATARNEZFREL, CFTTTF 74V MiAZEEHZ £T,

Cloud NGFW PAYG SaaS U 7 A7V T2 g Y TY TR I IA4 79 3IclE. TOFIEZTTLE
EE

STEP1| AWS arvv—licaZ 4 L%ET,
STEP 2| AWS Marketplace T Cloud NGFW for AWS ICBEI L £ T,
STEP3| [FEklZzr Vw7 LT,

STEP4| [0ty b7y 7270wy 7 L T, THICKD., AWS Marketplace?®|[Configure
and Launch (SaaS Quick Launch)@ € U CkcH)(SaaS 7 1 v 7 E#)] R — U D iEEH) U %
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Configure and launch

v Before you begin

About Quick Launch

Quick Launch is an AWS Marketplace deployment option available for software as a service (SaaS) products. It +
reduces the time, resources, and steps required to configure, deploy, and launch this product. If you don't use % -
Quick Launch, you'll need to manually configure the resources after launching the product using Step 4. Learn o
more [2

Finish later

We emailed a link to this page to the root user's email address. You can also return to this page from the
Manage subscriptions page by choosing Configure and launch under Actions.

Step 1: Make sure you have required AWS permissions info

Ammsummmw | Enable integration |
This allows AWS Marketplace to create a service-linked role [ to manage vendor

deployment parameters for the products you subscribe to on AWS Marketplace. This
integration is one-time setup task, and is required if you want to use Quick Launch. Learn
more [

Request AWS permissions
mmmmpbmm»mumnxuﬂmmmm
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STEPS5| 71w Zid#D [Configure and Launch(tK & #2Eh)] ~X— 3 C[Enable integration(#% &
HINCT B)NZ2 27U v 7 L, AWSH SRAEZIAMMERZR; > TW\Wa 2 L 2R L £,

L —Y—D8E1Z. [Configure and Launch(K5i%, & 28] R— P D AT v
7°1IC [Enable integration((i &7z AN T )[R 2 VA HBIMICE RENE T,

Step 1: Make sure you have required AWS permissions info

© AWS Marketplace deployment parameters integration enabled. X

Request AWS permissions

Palo Alto Networks requires you to have certain IAM permissions to configure this software. If you don't have these permissions, share
this page with your IT admin.

https://aws.amazon.com/marketplace/saas/configuration?productid=bd83a30f-9fb5-4c3f-91d2-2be630dc0a7 1&ref_=aws-mp-
console-subscription-detail-page-dropdown

STEP 6| [Login or create an account( 7 1 > £ 72137 17 R ERAEKT B)NHREZ > E 7w 7L
T BIEOT7 AT Y MY AU AT BN, RXRUZA—DT 2T YA N TH LW T ATV -
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PERLET, chuc kD, Cloud NGFW for AWST F > b DT F > MEREEER—I M
FREINET,

Step 2: Log into an existing or new vendor account info

We'll redirect you to the vendor’s website to log into your account. We'll use your vendor credentials to configure your product, but we
won't store them. Keep this tab open and refresh the page after you are logged in.

Log in or create an account E

1. FHI—Y—D551E. Cloud NGFWY 710 hZEK T 2 R ENH D X9, EFA—
W7 RLAZ AN LET,

Cloud NGFW Y —E XIcH)d Ty 1235 & Eid, RUEBEBTFA—)IL 2
M3 208N HDET, THIC, gy A VRS, TOEFA—IVT R
LVAZH L TRIIDOI—Y— (FF 2 MEHE) MERENhET, &5
I, TF Y MEHEICE > THEEIN 22— —DETFA—IVT7 RLAR
ALV, TV MEHEZEDOO Y A VEBERIEROEBEFA—ILT KL AR X
AV —HTHEZRHRERHDET,
2. e A LET,

3. fEkZZ7 Uy 7 LET,

[Create(fERR)] =7 Vw2 d%E, FTANUEETFA=IVT RLAIT 7T 4 \—
VA VKRR MEDEBFA—IDEEEINET,
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7/» paloalto

NETWORKS

Welcome to Cloud NGFW

An activation email has been sent to you. Please
check you email, activate the account and click on
the ‘Login’ button below.

4. JEWZ XA —)VD[Activate Account(7” 117 > R AFME)RZ > E 7 U w7 LET,

UG 7HBETT . 7THURNICY > 22270y 7 LIEWEE, 77
TAN=Y I VAN ZHETEEIV I AT HZR0ENHD LT,

Cloud NGFW for AWS 2.0.0 71 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS Ofii ] 7% Filad %

#/» paloalto

e

Hello ngfwaastestt. @&,

A Palo Alto Networks account has been created for you.

UserName: ngfwaastestuser Mg i NN AL ANNNN" o NS

After activating your account you may sign in through our Live Community to:

« Create a support case
« Access knowledge base articles
« Search technical documentation

Please click the button below to activate your account:

Activate Account

This link expires in 7 days. If the link expires, please request another reset link and a new
link will be emailed to you.

Thank You,
Palo Alto Networks
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5 HILWLWSAT—REZ AN LTEHANLET,
6. [Create My Account (7 17> b Z1ER) #2 Vw7 LET,
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Welcome to Palo Alto Networks Test, ngfwaastestuser5S!
Create your Palo Alto Networks Test account

o Enter new password

Password requirements:

+ At least 11 characters

« Alowercase letter

* An uppercase letter

* A number

* A symbol

* Your password cannot be any of your last 10 password(s)

Repeat new password

Create My Account
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7. MFA (ZEFRRALD ZELE T,
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7/» paloalto

Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
in to your account

e Okta Verify
Use a push notification sent to the
mobile app.

Setup

. Security Key or Biometric Authenticator

Use a security key (USB or bluetooth) or
a biometric authenticator (Windows
Hello, Touch ID, etc)

Setup

. Google Authenticator
Enter single-use code from the mobile

app.
Setup
= e
Cloud NGFW for AWS 2.0.0 7 ©2024 Palo Alto Networks, Inc.
Enter a vérification code sent to your

email.
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MFAIZEER L TOIRWASSO/S AT — R b > TV A 5EIE. WIh
DOT TV r— g UADOPIEIA T A VEFICMFAND B xS KD 5N E
T, MFAZ Dty b3 5I1cid. Y R—FrF7 v b2 EFET,

8. MFAOWINHDHERERL., [Setup(ty v 7w )] ZZVw 7 LET,

9. MFAOIEERTav A%5e 1T LE T, 7z& 21X, [Email Authentication(Z 1 X — /L%
AR D[Setup(ty R 7w ANREZVEZY w73 % L&, [Send me the code(I— K 7%
RENRZEI) v 7T EHX RO ENET, 7Uv I 3L, iBaFa— KD
AWMEINEA—IVEEFET, HERI—R&E AL, [Verify(fEi2) 227V v 7 LE
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9, F7zid. Okta Verify, Security Key. Biometric Authenticator. & 7zi3Google
AuthenticatorZ i L TMFARKRGE /O A ZE T35 L6 TEET,

10. BER LIz A=V T RLAELIRAT—RTT+ > MY A AL, [Continue to Finish
Subscription(t{T L CH T A7) S g UK TIR)NEZ7Y v 7 LET,

%/» paloaltor

NETWORKS

Congratulations!

To complete your subscription on AWS
Marketplace, please click the 'Continue to Finish
Subscription' button below

Continue to Finish Subscription

11. 7 A ZEEHR—IJI1C. 7 H 2 b ZAWS Marketplaceth 7 X7V 7 g VICIEFICY
YLz ERENE Lz,
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Step 2: Log into an existing or new vendor account info

You successfully linked the account to your AWS Marketplace subscription
We have everything we need to automatically configure your product.

k

Wwe'll redirect you to the vendor’s website to log into your account. We'll use your vendor credentials to configure your product, but we
won't store them. Keep this tab open and refresh the page after you are logged in.

Link a different account [4

1. SSOICEER L CWVWAEWHEFEOZ—Y—T, A CA—IDZHEHALTHLLTF > M
VERR T 25801, T Mcald A RBICT 774 X—=2 a Y A—=)LhEEEd, T
IE6d~6KICHE> TTF > b EEFRLE T,

Cloud NGFWDEHFEIL—Y'—T7 F >~ MEHE TldaWiEE. MFAZEITE
FIFTEE R Ao MFABER KD D A v —VFFREINTIC, 5lEHE
Oy A TEET,

2. SSOICEFK L CWAEBHFEOI—H—T, MU A—)VIDZH L THLWT F > b 2R
T BEEE. 77 R EERL C[Continue(§if7) 127V v 7 LET,

STEP 7| [Launch Template(7 > 7L — FOEH)]Z 2V v 7 LTCFTY —Y g Y Z2ERL, 7F >k
DOIEEMERZER L X T,

Cloud NGFW (&, #TL W T S U 2T TIRE L7z AWS 77410 >~ MBI 5 7z AWS
CloudFormation 7> 7 L— bk (CFT) avV—)VEEET, Ry I 7wy STy i—

WA VAR —=ILENTWVBIEE, LW T T oy 7 XN3EEENL D 9, T D
A, Cloud NGFW 2>V —)UC[AWS 7 AV R ZBHR L., BiLiz AWS 7h o &R
DI E 9, [Status(Z T —Z A)F| T[Pending((REAZ 27V v 7 LET,

STEP8| CFTa vV —I)VDO FRICH S [KkaEl 72 a3 T, [FAlZ. AWS
CloudFormationIAM Y V) — A 7B T 2 A REMED D 5 C & il 12 MR L £ 9,
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STEP9 | [AZYyIOIER] 20V w2 LES, YT A7) T g VICBEfT SN
CFT (PaloAltoNetworksCrossAccountRoleSetup) DERENE T,

STEP 10| [®Fioidd)] 227Uy 7 LEd,
1. BFA—IT FLAEISRTY—=FRZANL, [BF14V] Z27Vv o7 LET,
2. AWS7HU Y MEBIRLET,
3. AT —ZRANSuccessiCZED > MR LET,

Z) AWS M CFT OfcH % 5¢ 13 % % T. Onboarding Status 3R HIRAED &
£T9,

AWS Accounts

CLOUD NGFW Actions Add AWS Account
The following AWS accounts have been associated to your NGFWaaS account

lanage

AWS Account Id External ID Status

G SAML 2.01%. Cloud NGFW for AWSDID 7 T1/)NA ZB— &L U TCHATEET, aHll
IZDW Tk, [Common ServicesiC KBV —RK/)S—F7 4 74TV T 474 7
ONA ZDOIFEDER | BXKCG [V —F =T VAT T 474 THNA
Z(IDP) 25T 2 51k ZBIRU T TEE L,

SSO & MFAZHiFH U CTHEAFEDCloud NGFW 7Y 7 & A Z{R# T %

COXv 7y a rOERZHEH LT, BHFEOZRMNL—Y—2SSOIc#1T L% d, Cloud NGFW
for AWSOBEHFEL—Y—DgE, a2l A4 UoMETF > bAD7 7w RicE, BT+ >k
DSSOMFA (SSO+MFATI—H—X—)LEEE) K EDEBEIMEF 2V T ¢ HEROEEEH
EETT,
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STEP 1| AWS Cloud NGFWIZB§% L7z A—)L7 RLAZ AL, [Login(B 7 AV)] o Vw

%» paloalto
Login

Forgot password?

STEP2| )SAT—RZANLT[Login(@ T AN 27U w7 LET,
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STEP 3| Palo Alto Networks> > 7 )L A >4 > (SSO) NOEgxERKDENET,

x

//» paloalto

HMETWORKS

Register to Palo Alto Networks SSO

To enable Multi Factor Athentication, please register to Palo
Alto Metworks Single Sign-On (S50)
Once you click “*Continue’, you will receive an email with

instructions on how to complete the registration process.
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STEP 4| [Continue(fif7)] %227V w27 L TSSONDEiRZHKITLE T, F/zld. [Register Later(t: T
B8y 7 LTEiOO T A VERIERTHIITI A B TEET, /2L, mro
2RI B T T SSONDEEENROD 5N FE T,

/» paloaltor

HETWORKS

Register to Palo Alto Networks SSO

The email has been sent successfully

You will receive email shortly. Please ensure that you check your

email and follow the instruction provided in order to successfully

complete the registration process.

If you do not receive email please visit Get H%!B K

Resend Email m

STEP 5| SSOIC&5kd 212D FIENGIH I NIz A— IV EEET, fERICEN. FRlD /5
TSSO EMFANDE G252 T LE T,

STEP 6| Continue (§tf1) Z2VUw 27 LE9,

Cloud NGFW for AWS 2.0.0 83 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS Ofii F #BHt&d %

STEP 7| kmlou s A VT, SSOZMHAL Ta Y1 > LIET = D[Enable and Log Out(G%hic L
Tarz7y RREVHAERENET,

7/» paloalto

HETWORKS

Enable the Palo Alto Networks SSO

You have successfully completed the registration workflow.
Please enable the Palo Alto Networks 550 and log back in.

To experience seamless navigation and enhanced security, click on
the 'Enable and Log Out' button to enable the Palo Alto Networks
S50 and log back in via Palo Alto Networks 550 to enjoy

uninterrupted access to our services.

A

Enable and Log Out

STEP8| X—)L7 RL A% AJIL. [Login(@Z A )N%E2 1) w2 L%EJ, [SSO Sign In(SSOH 1 >+
NR=IDWERENET,

STEP9| X—)U7 RLAZAJIL., [Mext(tX\)Z271) v 27 LET,
STEP 10| )SAT—RKZ AN LT [Login(@Z AN 27U w7 LET,

STEP 11 | MFADRRGRE 702 A% 5¢ T L& 9, SSORSARENGTITH 71 ~#%, Cloud NGFWT 7> k
R=VIET VL ATELLSIEDET,

Cloud NGFW for AWS 7 L 2w b 2T F > MOBINT %

PAYGHY T X7V TS grEty h7 v UKk, SHEICL U T Cloud NGFW U7 X271
g 7% Cloud NGFW SaaS #HNcLHcE£9,

STEP1| AWS vV —licaZ 1AL %7,

STEP 2| AWS Marketplace C Cloud NGFW Contract 7L kDU A b HDIFE T,
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STEP 3| WNOMEERZMRE LIS, AL T a vOFR] 22Uy 7 LTHITLET,
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STEP4| VI NI 27 ERELET,
1. BRI - 12 0 H. 24 D H. 72336 H) ZERLE T,
2. HEHEHORE - IZVEZIZVWVZ,
SaaS Hid. FEIR LIS O TRAC HEINICEFHR SN BE XS IR TE X T,

HEIEH LW & R2BIN L2855, Cloud NGFW for AWS 7 L =D
FIDHARYINIC Iz B &, T AT Ty g VIdERED PAYG YT A7)
I a IR ¥9,

AR A Cloud NGFW for AWS Credits Y7 A7 1) 7> g > DY T A
VY a VEERLEVTLTIZEE N,

3. LYy MEEANLET, FHHIC DWW TIE Cloud NGFW for AWS DR 2SR LT
SN

4. [ZKIOMER] 23R E9,
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Configure your Software Contract

Choose the contract that suits your needs. You're charged for your purchase on
your AWS bill. After you purchase a contract, you're directed to the vendor's site to
complete setup and begin using this software. For any software use beyond your
contract limit, you're charged consumption pricing.

By subscribing to this software, you agree to the
pricing terms and the seller's End User License
Agreement (EULA). You also agree and
acknowledge that AWS may share information
How long do you want your contract to run? about this transaction (including your payment

terms) with the respective seller, reseller or

underlying provider, as applicable, in accordance

12 months 24 months © 36 months with the AWS Privacy Notice. AWS will issue invoices

and collect payments from you on behalf of the
seller through your AWS account. Your use of AWS
services is subject to the AWS Customer Agreement
Renewal Settings or other agreement with AWS governing your use
of such services

Auto Renew when this contract ends on - Sun Aug 03 2025?

O Yes Total Contract Price
No
Due Today
| understand that when | renew, the seller's pricing terms and end user Fori B o S
license agreement (EULA) might have changed. On the renewal date, | will be
billed based on the price and EULA applicable on that date, which | can find Cloud NGFW Credits

on the Your Marketplace Software page.

Additional Usage Fees

Contract Options Pay-as-you-go monthly for additional usage

usage Additional usage costs listed below will apply
each month if your usage exceeds your contract. Please
contact the seller of this product if you have any
Cloud NGFW Credits, / Units questions.

Cloud NGFW Credits (1unit = 100 Credits) Cloud NGFW Overages

Purchase order
You may increase your contract at any time. Changes will be billed on a pro-rated
basis. If you have opted in for automatic renewal, your contracts will automatically
renew at the end of each term until you change your automatic renewal selection. Purchase order - Optional Learn more [
You may change your automatic renewal selection at any time.

Add purchase order number
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STEP 5| Cloud NGFW for AWS 7 L'y b DA T > a ViR L. (59 <SKhS] 227Uy
I UTCHHWOEAZTE T LET,

STEP6| [Thor bty v 7w ] %227V w - LT, Cloud NGFW for AWS 7 L ks DK
T LET,

STEP7| Cloud NGFW a>V—jica A4 >33¢, YT A2 Ty g vofERERL., 71
Vv FOFERIRIAZEHTEET,
1. Cloud NGFW o>V —)ica 4> L%,
2. [El> (VT AZVTYa VEM] BEINLET,

BT F Y T R— R ENBH D= —DTILFFF Y h I —

Cloud NGFW for AWSIZ. 8O T F > bDH—a 74 VIGHEREY R—FLTVE

9, Cloud NGFWa VY —)ica 4353 &, a1 VERERZMET L Ta—Y -2tk
TV MCEEMNIF E T, EEOT Y MR a Y A VERERMEH SN TWAEE, a2
A UR=TVTIE, RETHTFH VI EERTEZIIITKRDENE T,

Cloud NGFWIca 7' A > L1z6, Ry PRI AZa—%H L ClEYxT 7> b 72EEiR
L. [Continue(%ifT)] Z27VU v o7 LET,
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7/» paloalto

NETWORKS

Select a Tenant

| select

107175272270 T30 D20 0RC TI054))

67NN M AR 364)

39942 N>

J9¢ RITETTTL TR W W = 45)

ROXZ, RNVFTFUE FIVFADI—Ar—A%ZRLTNET,
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d—R7r—R FE

A—P—ARBUCT TV FPAICEER L THBD, | 77T 4 =23 Y A—)UIHE £ A,
A—P—AZT TV FBIEHEF SN TV E T,

I—P—AFTTICTF >V FAIEERLTH TITAN—2g3 A—)VIEEEEA,
D. AWS MarketplaceDV 7 A7V S g v
ZHEUTH LT MCERLUE T,

HEODOAWS T 217 > S 2809 %

FUTF > MCEREODAWS T oV b etV R—RTEET, AV R—T1 073 5L, HE
DT HIYETTT7ATIA—IV IV —AZERTEX T, THIC, FEDAWST T2 FD
T7AT7T+—)V UV —ZADA Vi R— K7 /7 h2RICCloud NGFWIL Y RRA 2V 7% R
TE5EDIEZDET,

AWST 1172 b OY T A7) 7 3 1iF. AWS Marketplaceth— Y A0k XNz T A7V
Tay TOARY IV AEHREENE T, TO#HEE. Cloud NGFWTF > F ZERRT % &
X itbhEd, AWST 17> MECloud NGFWTF > MU 7 LET,

BEBOAWST 1 b YT A7) S armETrF Y MOBEMTEE S, Cloud
NGFWIZERK2007 517 Y R ETHR—FLTVET,

Cloud NGFWI YV —)UIn 57 F 2 MCHEEIDOAWS Y 1oV hed V R—RTEET Gl
YITZAT) T a vERIEHOERA) o TFY DA VR—T 4 VTHEHFOTXTDOAWST
HI VR TTT7AT I+ —)V UV —AZER L E T,

NPT EZEEBLTC, 75V MCFEET S56KR7 AT 2 MI1DRET T, dER7 AUV b
MAWS Marketplaceh 5B 8RR S NB 55, 72 FOROFERT 710 > S HEINTEIRE 1
£9, BIMOT AT Y NREEHIZ, 75 MNODAWST H TV DT ATH A 7)VE XKD
UNCEMT BTDICEASINTOE T, REDAWST Y ST F 2 b SERMAERE NS
. TFYNET T 4 TIRBHIDTMIENTOERWGEESE, 7T Y IVY—=XD7 =27 v
MhYUH—ENET,

77V T EICI0EDRET 717 ¥ b R—FENEKT,

Cloud NGFWIiZ, X)IVFT7HU Y b TF > hOYR—MIIMA T, IVFVPCT 747 74+ —)V
VY —AETINEYR—FLTWVWET, YILFVPCOYR—FXD., Cloud NGFWZEHZNC L
T, HHDOAWSVPCT T 7 4w 7 72RiETEE T, Cloud NGFWODEf&IZ, FFT7 10w Y
HIRET B T2DICNGFWH T B E Y 3 Z VT ENTWVABAWSH MY — > & i E T,

[Create Firewall(”7 7 1 77 + —JLOIERK)] ~X— D[Endpoint Management(L.> KRA > kD
EHH)] v vavzHHLT. INSOIHMEY —2TNGFWDILY FRA Y M2 EKT % /5
BB LU ET, NGFWHIC/ERKL/zVPC (F— T 2 A/ H— NS VP —) TV RRA VT
EICAWSICE 2 BN IR E T,

RIVFVPCT 7 A7 04 —)b VY =R 55513, U FORZERLTIZEW,
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o YIVFVPCT 7 A7 U+—)ViE, BEHEME—RFTOAYR—FEINET,

o HHODOVPCT 7 AT T+ —)V)V—ADILY RiRA YV ME, IERICA Y R—RENET Y
¥ M OEEDOVPCICAFAET B RJREMEDH D X9, EHEDVPCT 7 A7 7+ —)U UV —AITxf
LTC50DTLY RRA Y bWV R—rENET,

o T AT UF—)V Y —ADIIVFVPCEEREZIINICT B & T FiRA 2 FldAnchor
VPC (BXUAnchor7 717V b)) ICDIHFHETEE T, Anchorld, FIHMEY —2A\DETH
DI B2 LE T, Anchor VPCE Anchor Accountld. TERKFFICVPCE 77 A 77 4 —)b
Y —ACEET T N7 o b B LUE 9, Anchor Account EVPCOMNERIC Y R
KAV EDEET D56, VPC EDBEEIFFRLET,

o THUMMNETAHTY N EHIRT ZGA. XIVFVPCT 7 AT T4 —ILDTXRTHOILY KR
AV T T Y S GHIRT A20ERHDET, TV FhSHIRENET ATV M
Y RIRA Y IFEET B5E. I—IVZEBLET,

o I7 AT I =NV —=ADT HI Y b eXlcWTITY RRA YV M EIERT 555, 77
AT T F =)V TERI N — Iy TENTNEY —VIDDOWI NN Y RRA
¥ NEERT B ENH D T,

e OAWSTIZYV —VIDHZHD A EE D 9, [HBIDT7 Y > hOEEIE. ATV —VIDZ{#
HALT, TV RRA Y EDELW =R REND LI LET,

o 7/ Y MDIEHE—T AT Y FDEEREETIN, @DV v TE7 AU hD%
S 20 ENH D £

J—2% (B us-east-la) (&, T H TV RT LICE IS —ID (B : usel-az4)
NDX WU T REEET,

AWS MarketplaceD¥EiEY 7 A7) T2 a VI 7 ARY TV A LT, AWST > b
5Cloud NGFWTF > M Za A7 Ay ha—)VEBINTEES, cOTat A TiE. B
DIAMIEIRE V) V=X 770 A A2 M 72BN 20080 H D £9, Cloud NGFWI VY —)L7%
fEH LT, O—)VARNZTHTEMNT S L TEXT, O—)IVOEMBINCE. 7aA T H
vk a—)VEHIY R—FENTVET,

CloudformationT > 'L — s OEHMNY R— b ENTWVET,

7z & 21X, accountlDiFRHE & account2DaFIAE & account3D)L— )V A X w ZIc< w7
L. accountdD 7 7 A7 T4+ —)V)V—XICHE[F T EMNTEET, 2O FIA T,
FRTCOT7HT VR (1-4) DIEBICA Y R—T 4 VT ENTOBRHENRDH D T,

FTTICA VR—T 4 VITHEFDAWST H 7V bDGEX. SIVFTHOY S 772 R L
TT7HI Y EBITEET, £, Palo Alto NetworksONGFWY 7 X 7 1) 7> 3 > DAWS
Marketplacetb 7 A7 1) o g o R—=VIKT7 7R ALET,

STEP 1| AWS Marketplace TH 7 A7V S a /e 7 7w ALET,
STEP2| 7w 71T, YT RI VT a VICHBEEAWSEHEOMRENH % L 2Rl LE T,

STEP3| 27w 72T, FiHERZBFEOXRYZ—=Tho v e 7 L% T, [Login or create
vendor account(l1 7' 1 V72 IER X — T h o v NeERT B)] 27U w7 LT, BHE

Cloud NGFW for AWS 2.0.0 91 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS D7z Bilad %

DCloud NGFW 7 Ao > N7 78 AL, 7FH2 227 LU TAWSY—E XL DEER
A5 UE T, Palo Alto Networks Cloud NGFWD 11 7' A V R—IWNERENFE T,

STEP 4| [Welcome(X 5 C Z)]HEi#i C. [Login with an Existing Account(BEFZD 7 /17> hca s A
NEZYY I LET,

STEP5| Cloud NGFW7T 7+ > honrJ A VEliEE#REATI LE T, nr/ 1295 &, AWS
Marketplacelc NV X —7 7 RDIEFIC) 7 ENTT EAVRENET,

7 7177 > Ml CloudFormationT > 7 L— b (CFT) WMEELEWEE. BHFEOCFT 2K
ZRENH B E1E. CloudFormationT > 7' L— b 2FEITENT 572800 Dl HORE
ICHBERESIRLUTLIZE N,

STEP 6| CFTAVEHET 535513, TIE4ICEE L. Cloud NGFW I VY — )V i U CEkE xR FilT L
%9, [Launch product(#fHDELEN]Z 7 VU v 7 LE T,

STEP 7| Cloud NGFWZa YV —licaZ 4 Y LET,

STEP 8| AWS 7 hw Y M aEIRL %9,

STEPY | ~)VFT7 AUVt TF2 e LTGEIMT 5AWSTY /17 2 FIDZEIRL 9,
STEP 10 | [Add AWS Account(AWS” /17 > hDiENZ 2V vy 7 LE T,

STEP 11| BHFD T /10 > MITBING %7 /17 > s DOAWS Accout IDDO 72 A I LE T
STEP12|AWST AU Y hMicma /4 Y LE T,

STEP 13 |AWSO VYV — )V L TA R Y 7 7Z2/E L £, [Create Stack on AWS(AWST A% 7
EVERR)ZE 27V v 73 %, AWS CLIZASHICEH L E 9,

STEP 14 | [I acknowledge that AWS Cloud Formation might create IAM resources with custom
names(AWS CloudFormationiC & > TIAMYU YV — AW A R LA TERE NZ 5650 H %
TR LET, )NZERL T

STEP 15| [RZy T DfE] 227V 7 LET,
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STEP 16 | A7 —% AICCREATE_COMPLETEL RSNz 6. AWST VY —)LD[Outputs(Hi /)] 2 7
MH5HE—)VARNDfEZ I¥—L %9,

PaloAltoNetworksCrossAccountRoleSetup & X

’ Delete H Update H Stack actions Vv H Create stack Vv

Stack info Events Resources Outputs Parameters Template Change sets

Outputs (5) c

Q Search outputs 1 (o]
Key a Value v Description v | Exportna
. arn:aws:iam:: :role/PaloAltoNetworksCrossAccountRoleSet-DecryptionRole- .
DecryptionRole Decryption role ARN -

Endpoint mode
EndpointModeConfig ServiceManaged p . -
configuration

. arn:aws:iam:: :role/PaloAltoNetworksCrossAcco- .
EndpointRole . . Endpoint role ARN -
ServiceManagedEndpointRo-

) arn:aws:iam:: :role/PaloAltoNetworksCrossAccountRoleSetu-LogMetricRole- )
LogMetricRole LogMetric role ARN -

arn:aws:iam:: :role/PaloAltoNetworksCrossAccount-NetworkMonitoringRole- NetworkMonitoring role

NetworkMonitoringRole
ARN
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STEP 17 | m— JLARNODfEi % Cloud NGFWTF > Fa >y —)UicEIML £,
1. Cloud NGFWTF > ravyV—)L=RLE T,

2. Cloud NGFW7 7+ > ha>y—)UT . [[Settings(ZX/E)] > [AWS Accounts(AWS 7 /177
Y MNEEIR L £ 9,

3. BITAAWST ATV DS VA REVEEINL., [Actions(7 7> 3 V) Rkay TR
>/ 5[Manage Cross Account Roles(”7 11 X7 /17 k11— )LOOEI) & 1B IR L £ 9,

. BIDFNETHUS L7zRole ARNDAEZ X J5T B 7 ¢+ —)L RICHEOfFF X9,
5. [Confirm({#:8)]7Z 27V v 7 LET,

Manage Cross Account Roles X

Endpoint Role Arn *

Note: Endpoint Role ARN can not be modifed once added.
Logging Role Arn

Note: Logging Role ARN can not be modifed once added.
Decryption Role Arn

Note: Decryption Role ARN can not be modifed once added.

Network Monitoring Role Arn

Note: Network Monitoring Role ARN can not be modifed once added.

Cancel

CloudFormation7 > 7' L— s ZF#TiEBINT %

A X > T, CloudFormationT > 7L — bk (CFT) ZFET7 hHU Y MBI 208N D
DET,

STEP 1| Cloud NGFW 2V —)LC, RETDHAWST AUV F 2R L X T,

STEP 2| [Account Property(7” 717 > s D7 11/35 ¢ )] C[Check Details(i EHIORERR) = 7 Vv 7 L&
9o COMEMEICIE. CFTICMEH T 2RI RENE T,

STEP 3| [Account Property Details(7” 717 > & 70787 ¢ OFEH)] Wi, B LWCFTZ T8
TIEK TS 2 DI B ERNEREINET, EFa V7o Zm LT85, Hil
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WCFTHOH LW b —27 U245 L% 9, [Generate Update Token(58:81 b — 727 > D4 k)%
70w LET,

STEP 4| HE#HE NIz b—7 E#ZH L. [Account Propety Details(7” 7777 > b /1787 ¢ &%
)] EioMmoOE#R FHERID. Cloud NGFW 7 177> RID, SNSHEw ZARN) &L &
IZ. AWSI VY — )V CCFT2 T TRELE T,

STEPS| <)VF7Hho Y hTF Y MERER Y R— 92, YT A7) T2 3 VOAWS CFTA
By I R=IICN L DO OREEREMBIMENE LTz, AWSA VY —)LTY T AT ) Sy gV
FHHEOTF, [AXVE] ZTOERZHEHALUTCCFTRAZ Y VDORAT—RAZFHLET,

STEP 6|  [Outputs(iti/)] 272 LT, HHT 2R (7z& ZiE. Cloud NGFWI >y —
IWCBHEDAWST 719 2 S DORIVFT AT Y b 7)Y 2 FE RS %1iE. F—
@ [EndpointRole] & [LogMetricRole] ) ZZ/RL T, TDIHFREZRTHHATZSLSD
CC | E— I./ i jo

STEP 7| Cloud NGFWZ > —)L ¢, [AWS Accounts(AWS 7 17> R)] ZEHRLE T, RET ST
ATV REERL, Raw XY A= 12— 5[Manage Cross Account Rules(”7 0 27 71
Y MIV—=IVOEM)A T g VEREIRLE T,

STEP 8| [Account Property Details(7 7777 > b 712787 ¢ OFEM)]EiE T, [Endpoint Rules Arn(L >/
R3R+ >k JL—)VUARN)]. [Logging Rule Arn(23 /%" )L—)LARN)]. [Network Monitoring
Role Arn(*v 77— £=%Y % a—)VARN)]Z AJ LT, ORI, AWST
Y —)LD[Outputs(i 17)1% 7 ([CloudFormation] > [Stacks(A % v 7)]) C3 %[Endpoint
Rules(Z> RRA 2k )b—)W]7 4« —)V RICEREN., [CreatelEK)]E 27V v 7 LET,

[Account Details(7” 77 > k)] i CARNIE#RZ B H9 % &, Cloud NGFW AWST 717
Y ER=VIT AT Y MERDIEFICERTENZZ EARENET,
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Cloud NGFW for AWSD V) 77 )LF 2/ )N—72 WD 4

Cloud NGFW®D V) 77 )UF > N— RO % 51k
STEP 1| Cloud NGFW FF > hcaZ 4> L %9,

STEP 2| [Tenant(77F > RN))Z 27 Uw 7 LET, [Tenant(7F > R X—=2ix, U7 IV
J3—. Palo Alto Networks DH R— +t 7 ¥ g IXEMERNEREINFE T,

CLOUD NGFW Tenant

General Information

B oisabled
. mmat

To use Programmatic Access, you need to enable this aption. For more information, please refer to the document

Audit Log Settings 08 it

AuditLog Disabled

Log Group ARN

Palo Alto Networks Support

Serial Number 00199

Support Type Standard
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Cloud NGFW 7 11 X7 717 > b a—)b CFT H#EfR

Cloud NGFW {Zl&, AWS 7 A7 > MCBEST SN ERE ) Y =R T VAT 572D 7
7Y AHADRETT, AWS 7 HY Y hEF VU R—RI S L., 77 AFAEGMTT BDIC

17D CloudFormation 7> 7' L—+ (CFT) MEtENEd, CFT 27 a3 % L, AWS 7
AT MR T T Y M IAM O—)UIMERRENE T, TOIAM a—)Lik, =V RHRA Vb
DOFERR EER, T VRO DO T DEE, BXUENT T 1w 7ES{EDTZDHD AWS > —
Ly b I—I ¥ TORIENDY 7 & R8s VPC RO FIAHI D IS BT 7 & AFF
A]% Cloud NGFW IZff 5. L £ 9,

IV RRAV

AT ATV IAM B—)Uicid, VPC VYV — RICET B 5 ZFiHAES 128D T 71 XiFa]
MNRETHO ., AWSEETNGFW Y RRA VY MR ETEET,

{ "Sid":"Cloud NGFW iC VPC VUV —ZADiHHARZIAIT 5",
"Effect":"Allow", "Action": [ # IO 4 DD7T 7 AFFn]

. IR/ E: "ec2:DescribeVpces", "ec2:DescribeSubnets",
"ec2:DescribeAvailabilityZones "ec2:DescribeVpcEndpoints",
"Resource": "*" }

TV RRA Y FOVERR

(T5) AWS 7172 P TNGFW Y RARA V FEERB I UEHT % K 51 Cloud NGFW
HRETEXT, 77 A EHRELEWVEEEIE. NGFW Z R L7141 NGFW L RRA
Y N EFEITIERT 2 0ENHD T,

{ "Sid":"Cloud NGFW IZ NGFW T R:KA > hOEHZHATS",
"Effect":"Allow", "Action": [ "ec2:deleleVpcEndpoints"
"ec2:CreateVpcEndpoints" ], "Resource": "*" }

aFr7eX M)y ZEH

(L) ZaX7 Ay >y ra—)Uidid, ar5dixe X Uy 7 OBEMICHERT 72 AFFa &
ENEXI, TUTL—hROFUTRERERLXEA, DD, fFESNca Falikic”
XA BIDICRERT 7 e ARG 2 Mt L X9, 77 L— FTIRET 5 uF 2 JLiie 2 F
R BRENH O XTI,

D77 L— k. Cloudwatch#RiiZE[H & Kinesis Date Firehose D #JH{iE
PaloAltoCloudNGFW ARt L E3, 7L —kiE. S3Nrw hDOTF 7 1)L Mz L F 4
oo T AIVIMEE, AWS 7 H T Y ROMIST 2 0F 2V TR OEICEE A2 N TEE
ER

{ "Sid":"Cloud NGFW A" 1 D® Cloudwatch #%HEGZERICT VLA TE
5K951C95", "Effect":"Allow", "Resource": "*", "Action":
"cloudwatch:PutMetricData", "Condition": { "StringEquals":
{ "cloudwatch:namespace":"PaloAltoCloudNGFW" } } }

{ "Sid":"Cloud NGFW O7 7t ZAMH 1 DD LogGroup IcHJ7%zHE
ZIADHBXSI1ICT 5", "Action": [ "logs:CreateLogStream",
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"logs:DescribelLogStreams", "logs:PutLogEvents", ], "Effect":"Allow",
"Resource": [ "arn:aws:logs:*:*:log-group:PaloAltoCloudNGFW"
"arn:aws:logs:*:*:log-group:PaloAltoCloudNGFW:log-stream:*" ], }
{ "Sid":"A 7> 3>, Cloud NGFW A% 1 D®D S3 N\’ v Mcald2EXADS X
21C9 %", "Effect":"Allow", "Action": [ "s3:putObject" ], "Resource":
[ # CHUIRR #1 T9 - &l externalid ICHEDODWTCa—F V7 ENE
J"arn:aws:s3:::<PaloAltoCloudNGFW-ExternalD>/*" # CHUIfEZE #2 T
9 - A CFT THEZICE > TIRMIEtENE T, 'arn:aws:s3:::${S3Bucket}/
*' 1 3 "Sid":" BEICS T T, Cloud NGFW A r %A MY —LICEZIADS K S
IZ9 5", "Effect":"Allow", "Action": [ "firehose:putRecordBatch" ],
"Resource": [ "arn:aws:kinesis:region:account:deliveryStream/
PaloAltoCloudNGFW*" 1, }

(357

(F=) Z7aA7Hhw Yy ba—)licid. Cloud NGFW WM AWS 7 A Y RO —Z7 Ly F < 2—
Dy MHAFAEZEIE L. ZNEMH LT NGFW Z@#ld % b5 7 1 v 7 21850 B HERRD
BENTVET, INEDOT7 7R AFHFE, 77 AHDOR T ZIgET ST Lick->T, B
N—=ZAD7 7 Al (ABAC) AN ALZHRALET, TNHDT 7 AFFidA 7y ay
THO, 7T L—bDTFTOAARCGRE L RN LR TEET,

{ "Sid":"Cloud NGFW MFFHHEZHIGTE 3 L9 5", "Effect":"Allow",
"Action": [ "secretsmanager:GetSecretValue" ], "Resource":
km o "Condition": { "StringEquals": { "aws:ResourceTag/
PaloAltoCloudNGFW": "true" } } }

THI Y EDEZRZY VT

AT va) FAVR—=FT 4 VY TEFOAWST 5177 > s DREFEDCloudFormations > 7' L— b
(CFD) &, 7hw Y MNE#ERZEINTE X,

{ "Version":"2012-10-17", "Statement": [ { "Action":

[ "ec2:DescribeVpcs", "ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups", "ec2:Describelnstances",
"ec2:DescribeVpcEndpoints", "ec2:DescribeSubnets"”,

"ec2:DescribeManagedPrefixLists",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags" ], "Resource": "*",
"Effect":"Allow" }, { "Action":

[ "ec2:GetManagedPrefixListAssociations",
"ec2:GetManagedPrefixListEntries" ], "Resource":

[ "arn:aws:ec2:*:*:prefix-list/*" ], "Effect":"Allow" } 1 }
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Cloud NGFW for AWS | —Y ' — %3759 %

T+ NEHE X, BINOI—Y—7Z2FF LT, Cloud NGFW 771 A FOEMETIET

BTENTEET, K. oo iLna—H—7Zz, 77 A LN)UphExa—)VICEE T
XFET, I—P—DFFA—IL 7 RLRAZREL, 1 DL ED Cloud NGFW 11— )L7zE]H 24T
5 llicE> T, I—¥—7% Cloud NGFW 77~ M85 % &, Cloud NGFW 77> ~iZ.

BigkY) V7 E—RRAT — REGUEBFA—IN 21— —IIXELET, glHTar 1Lk

%, LV IA—F—IH LV AT = REERTEE2IROENE T, HRFENz2—HP =N
BRZEZFANTT T MCad AU d5F T BH3E-EThERZINE T,

Cloud NGFW ®O 1 —)U

EHE e AWS 7wV RZBIMLET,

o I—Y—EFBFEL, a—)LBED Y TET,
e NGFW Z{ER L £7,

o Ju—NILBXUB—HIVDIL—IVAR YT

R/ ELUET,
FF v RS o AWS 7AWy hEBINLED,
o I—Y—FHFL., a—)LEED LB TET,
TFY R U—R— o IXRNTDI 7 AT T+—)V UV —RAELZDER
EZw A £,

o IXRTHOTI—WBLUCE—HILD)L—)L
ARy 7 G n £9,

o IRTDTF Uk A—Y—LbFF U ikE%
tAELD £97,

Ta—N)0 T 7 AT T4 —)VEME o NGFW Z1ERR L £9,

o Tu—NVLBXUO—HILOIL—IVAZR Y Y
ZIERRLUE T,

Ja—N)UL—)V R % 7 E G 7 a—IN)VIL—)V AR v 7 ERR L £ 3,

O—H)IVT7 7470+ —)ViEHS o NGFW Z1ER L %9,

o O—)L)L—)V AR 7% NGFW I B5EfF
%
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Cloud NGFW O —)lU

a—mV 7 747 9+ —)ViEHHE
. fEEESNIAWS 7TV N
TDH NGFW Z1E L. IV—)V A
2y 7 BEMNIF B EMNTEE
ERS

a—H)VIV—IV AR v 7S o O—H)LIL—)VAZRw 77ER L% T,

o TI—J1)LIL—)VA %R v 77 NGFW I BE5EifsHF
%

HZa—A)VIV—)V A &2 ZEFFICIE, BE
N7 IDABOET, kD,

BT 77> FNO NGFW Z{#f L TZDEH
HIMER LTz —H)VIV—)V A Z v 7 el En
£9,

TV NEMZICK> THEFEI NI —DEFA—IT RLARAAL VI, T
F NEMEOO T A VEREIEIROE T A—IVT RUARAA 2 &—T Z0EH
HHFET,

STEP1| Cloud NGFW 7F > hMica s 4> LT,
STEP2| [Ew] > [a—¥—tuo—)l] > [Z2—Y—D#fF] ZEKRLET,
STEP3| &0 &4, M. BIXUEBFA—IT RLAZASTILET,

STEP4| [o—)] Fay FEZoohbHlnai—y—oa—)VEERLET, BfFEOI—Y—
% Cloud NGFWT 7+ > MCHBRFCEB L HICED E LTz,
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0o Utk 7F Y R LT [Continue(fei 1)) 2 7V v 735 K 5ICRD 5
NE9, FHLI—F—DEFEIE, SSOICEFRLTT Y Merd A TELT Y
TAN=Ya Y A=)VDREE T BFOI——I&, SSOZMMALTTF >k
ICEER T A TEXT,

T 17 s D a— A — AT % Z B EIE
AWSZ AT 7HYY FHBCNGFWO Y Y —)Uh 67+ > M T TISBEIMEN T3
G, Y I7R7Y Sy gy SavwAhic, a—Y—R@EH{FOTF > TrI A VTS Hilw
TF Y N EERT A EEIRTEET, UTFDREFINSEDI—AT—AZRLTVET,

JTICSSOICE IR EN TV A LT TITAN=—a Y A=)IV3EEEEA

SSOICEERENTWVWAEWEHFEO I—Y—0D; | SSONDEERZTT 1512007 7T 4 \—
& vay A—)UEEET, 7L, BHiEH5E
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I—RAT—A

TIBETIE LETERIUCX SIS A1V
B LEBERTEEHT,

[Login with an Existing Tenant(Bf{ZD 77+ > bMic kza A N4 T a v EHFHL T, H—0
HWPA—IIDZHH LTI ESE AT MIERLED,

/» paloalto

NETWORKS

Welcome to Cloud NGFW

Login with an Existing Tenant

New to Palo Alto Networks Cloud NGFW ?

Create a New Tenant

074 %, 752 haiER LU T [Continue(fifN]Z 7V v 792K RODENEKT, Hili
I—HP—DEAEIE. SSOICESFLTTF Y M b A VX7 7T 4 "— 9 A—)UAE
EFE9, BHEOI—Y—X, SSOZHHL T+ McE#HEn /1 TEET,
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%/» paloalto

NETWORKS

Select a Tenant

| select

107475272270 220 220000 0I0541)

C7HINERRN W aneT T 3s4)

39942 I

J9¢ "QITITTL TEm W w _=_45)
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Cloud NGFW for AWS L —HY—A&EHg 4
P PO RO TELELT. 77w AR L T b ARk 7 T % £ 5

AP EHIRTHC EETEET, E, MADI—P—id, BEICELTHYOO—LER
R, BHEFE AT — REEHTEET,

d—Y—a—)LDOEH

STEP 1| [FE] > [a—Y—tu—)l)&ERNLEd,
STEP2| ZHGTHA—Y—DHKihizr ) v 7 LET,
STEPS3| REICJSUT, HEMREHELET,

STEP4| a—¥—on—)LeXa—7%#ZHL T,
o I—)L7ZBINY I
1 [m—)voEMZZY Y 7 LET,
2. TN TFho Ry 7Ry vhbna—)V e Aa—TJ73 R L X 9,
o T—)LZHIFRY ZICi:
LHIBET7ray () 2270w 7 LT, HIERS2)LV—ILOHRANCH D £,

STEP5| Save (f#f7) Z27VUv L%,
2 —F—DHE

TP —DT JEAMEL T &0 AT RSRCHIRY 5 READ B A, TO1——EHIR
TEEY,

STEP 1| [F&E] > [2—V—tuo—)l]ZERNLET,

STEP2 | a—Y—HOKMNCHBF =y 7Ry I A% ICLET,
STEP3| [7Z¥arv] > [HIBR] ZERL £,

LY —IHR OB

7Y NS OEHER, REIGCTHETZZLZELZD, NAY—RZZE LD TEET,
elZl, HIo Y ToNcua—)L2ZH T 5 LIdTEEE A,

STEP 1| [F&E] > [—V—tuo—)l]ZERNLET,
STEP2| a—¥—%Z Vv 7 L%ET,
STEP 3| REUTISUT, HEMRZEHELET,
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STEP 4| NNAT— R ZZHY BIid:
1. [RRAU—FOEH] 27V I LET,
2. [HBUHEDNRAT—FK] ZANLET,
3. HLWISAY—FRZANL, HANLET,
4. [ZEH] 27Uy I LET,

INAT— R&EZHET 5L, Cloud NGFW TF > hhbualZ 7o hEnE
To LW RY—RZHHLTHER T A VT 50ENH D ET,

STEP5| Save (fRf¥) Z27 Vv L%9d,
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AWS 77 A7 I+ — )L 3x— v 2§ L7z Cloud
NGFW for AWS O a1

AWS 77 A7 T+ =)= % (FMS) &, AWSTHIEDTXTD A NN=THhT 2 MH
72T, AWS T 277 SV r—a I 747 74+—=)b, ¥Fa)T7 4 7)—7, BXU AWS
I NT—=0T7 AT T4+ =)V —)Ve—tEHTESY—CATT, AWS 77 A7 74—
W IZ—T ¥ Z2FH LT, Cloud NGFW )YV — 2% —tiNCT a4 L, AWS fHfkDO T £ &%
ZAWS 7 H T FDVPCRITIV—IVEEHTESXOICEDE L, AWS 7747 7 4+—)b
RA=—V% By aR—RTE, AVTIA TV AEANEZRLUNET S LETEET,

AWS 77 A4 7 T4 =)V FZ—I ¥ Iicld,. FMSRY > —&L L TD Cloud NGFW OF 1A, 7
TOAAYE—F U=V aYORN, 7a—N)b—)VAZ v 7 OEKR. NGFW I KR
AV FOFE. BEUHBEEATOD Cloud NGFW DA I— T DERZAREICT BT —27 T —
MHEINTVET,

FENCOWVWTIE, AWS 77 A 74— )R 32—V v D RF 2 AV FRBBLUTLIIEEN,
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0—g AWS
{ @? Firewall
Global Manager
Global Admin Rulestack

(pre, post rules)

Local =
Local Admin Rulestack

(local rules)

-+ Cloud NGFW

Gateways

Public Access

Internet CGateway
(1IGW)

@ NAT Gateway

Private Access

Transit Gateway
Inter VPC

AWS Direct
Connect
Site-to-Site VPN

Supported Deployments

e Use Cases: Qutbound,
East-West, Inbound

e Architectures: Distributed,
Centralized

AWS Account

Traffic from resources in customer VPC subnets is routed
through Cloud NGFW using NGFW Endpoints

P S MPC
AZ-A AZ-B 1 AZ-C
=/ 1" =/ =/
NGFW " NGFW NGFW
Endpoint | Endpoint Endpoint

All network traffic
entering and leaving
the VPC through the

gateways can be routed | rl

VPC Subnets VPC Subnets VPC Subnets

through NGFW | ] rl__‘tl l‘_LT':]
Endpoints | Workloads Workloads | |

Workloads

Cloud NGFW &, FMS KRV ¥ —ZAa2—7NTDH VPC V)V —A%HYR—FLET,
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STEP 1| T[Cloud NGFW for AWS IC T A7 Z 474 %] 217K J, Cloud NGFW P —E DY
TR A TINS5 AWS 7 AT Y Mid. FICAWS 77 A7 0 =) 3x— v B
BT AV Y N THIRENDHD T,

AWS 77 AT I3 =R —I % T AT Y FDIAM I—H =L LT, T AWSY—T v
LA A% U T Cloud NGFW Y —E R %ZY T A7 547 LET, FIHRENE T Lz
5. AWS IV —)LDFMS B v aR—RIROD T, TOFIETIX. Cloud NGFW T F
Y EERERL, Ty MNEHEO— L ETa— VT v A 7 —IVEHEO— LR (FMS
EHE) ICHEICHID Y TET,

STEP 2| Palo Alto Cloud NGFW Y —E X% 7 7 A 770 4 —)b< 3 — I ¥ ICBIHEAT £ 9

1. AWSayv—)uicaZ 14> L, [Y—ERX] > [AWS Firewall Manager] > [
] ZEIRLX T,

2. [U—FR)8—=T7 1 77477+ —)VOBHESTT DIKAE] T, [Palo Alto Networks Cloud
NGFW]7Z &R L £ 9,

3. Associate (BEfJI) Z7VUw I LET,
STEP3| [EFaVUT o RYT—> [RY—DEK]ZEIRLET,

STEP 4| RV —ffH & 73R L £9,
1. [Y—FK/)8—=F P —E Z] . [PaloAlto Networks Cloud NGFW]%E{R L £7,
2. [T7aARAYFE—F] (REXTEEPR) Z8RLET
3. HuEZEIRL £9,
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STEP5| Next Cik\) ZZVUwrLET,

Choose policy type and Region

Policy details

AWS services
AWS WAF

Manage protection against common web exploits using AWS WAF

AWS WAF Classic

Manage protection against common web exploits using AWS WAF Classic

AWS Shield Advanced

Manage Distributed Dendal of Service (DDo5) protections for your applications

Security group

Manage securily groups Bross your erganizatien in AWS Drganizations

AWS Network Firewall
Manage filtering of network traffic entering and leaving VPCs

Amazon Route 53 Resolver DNS Firewall

Manage DNS firewalls across your organization in AWS Organizations.

Third party services
O Palo Alto Networks Cloud NGFW

Secure VPC traffic using Palo Alto Networks Next-Generation Firewall capabilities.

Deployment model
O Distributed

Maintain firewall endpoints in each VPC that's within policy scope.

Centralized

Maintain cne firewall endpoint in a single inspection VPC

Region
U East (N. Virginia) v

—

STEP 6| Cloud NGFW on AWS O FMS RV ¥ —IZ DWW TCEHL £,

FMS R =D DT WARITZfRE L. T — 2NV —)VA R v 77w iE F 121E FMS
RY —ICBEMNT, gV REFTOET, FMS1E. BIFEO S/ a— V)b —)V ARy 7 (f#
HABER LGS L. Za— N )b—)V AR v 7 = VERT % 1281 Cloud NGFW Y —
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WICKEEIT ) VI EFRLET, YTATVIA4AT LTS I—F— (FMS BEHE) X

GlobalRulestackAdmin THh 37z, Z—HP—m—)VEZHEHIT Z/HEIIH O T A,

1. DHhoORTWVRI) - EANLET,

2. Y—KRNR—F 4T 7A4 704 —)VRY —REXFEIREZIIMERLUET,
FMS 2V —)VTClE, U—KR—=F7 10 T 7477+ —)LKRVJ ¥—iEZ. Cloud
NGFWODO Y TF X MCBIFZ 70— V)b—)V ARy 7 HBBLET, §TIC1D
LEDTZa—rNU—)VARZ Y 7 EERLTWBEEIE. CTIKUARENET, &V
O—/N V=)V AR W 7B L T WEEE. (7747 74+ —)LR) —0OE
W] ZZYw UTCIERTEEd, ChcED. Cloud NGFW IV —)LicU XA L
TJRENET, W—IVAZ Y ITBEBXCILV—)VAZ Y TEEICDONTIX, Z2BLTLE
Z U Rulestacks and Rules on Cloud NGFW for AWS IZ DWW,

3. Ja—Nb—)V ARy 7 EERLE T,

1L V=LA RZY 7DHOIDRTWHHTZ ATILET,
2. (152 IWV—)IVAZw 7 OFHZE AT LET,
3. Save (1) =27V w7 L%9,
4. FMS a2V —)VICRD £9,

4. O DE,
FoT7 2w o, BER BEO/EREREEOQVEERINTEE T, ORI LI,
Faw 7RZy o555 (S3 73 k. CloudWatch 1@ %7 %7 )L—7 . Fz1Z Kinesis
Firehose Bl A F U —L) ZIRETZ2HELNHDFT, Foy XTI icid, AWS B
BECLRNCERE I NI R R ENE T,

Cloud NGFW for AWS 2.0.0 110 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS O1ffi ] &2 Bl d %

5. Next (&) Z27V) w7 L%ET,

Policy name

Step 2

Describe policy
Policy nama

Step 3 PaloAltoPolicyZ] I

The name must have 1-128 characters. Yalid characters: a-z, A-Z, 0-9, -[hyphen), and _{underscore)

Region
US East (N. Virginia)

Step 4

Step 5

Third party Firewall policy configuration

Step 6

| C | | Create firewall policy [%

Name (1]

global global-

global- global-

Third party Firewall logging configuration

Traffic
Decryption
Threat

STEP7| NGFW YV RRA YV M E&ZELET,

Cloud NGFW (&, tF a2V T 1 TIHRET R2RENHET7 XA T T4V —VICT Y RiRA
VIREERLET, TNHDNGFW LY RRA Y ME. BB ELEHDOTZDICNT T v 7%
A2 = LT CloudNGFW IV ZA L7 R LET, NGFW I RRA >V FDE L5

g, 7784 X2 hE—FR (OB 3BT ICK->TREZDET,

TARASGC) T 4=V FERIEITARAL T T V=2 ID ZEIR LT, NGFW Y KR
AV FDEGHEFERLET, TXA T TV —2ZIE AWS 7 HY Y METEREZ D56
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MHOEITH, 7XAFZEVT V=V IDEITNTDOAWS VAT Y FT—-HLTWAT &

WICHEELTL TN,

L [7RXAS YT V—=VRFR[TRAS )T V=V IDEERLET, D
BRICK ST FMS VY —)ILRY A KT 24T gy (BRiElziZ ID) DikED %

EE

2. 7Oy av) HC, A4 KX —=%271) w7 LT, Cloud NFGW FMS K1 ¥ —IC 7N
ATV —RBmLET,
3. (TE) VSALARXAVEIV—TF4>7% (CIDR) 7awZ77#EMLT. NGFW T

YERAYEDMERTZY T 2y bIEELE T,

BIRLIETARAL I T ) —2 T EICCIDR 70w 7 248E 3 5H. FMS @D CIDR 7
Oy 7O AREERLUT, BIRLETARALIGEC) T 40— CEOY TR ENTE
F9, % CIDR 71w 7% /28CIDR 712w 7 CTHRIFNIIED FH A,
CIDR 7w 7 &g ELEWEE. FMSIZIRANTZ 74— 7 S a—F%EHL
T. VPCHOEID U TENTWERWCIDR 7y 7% HDIF T, NGFW Y RRA
FOY T 2w M Z2ERR L XS, VPC THlifRIEEZ: CIDR 71w 7 a0 GEE. FMS 13
JEE T S —H R L E T,

4, Next Ck~N\) Z27VUw o LET,

Availability Zones
t Lat

Avallability Zone name
© Availability Zone ID

Availability Zone ID

usel-azl
use1-az2
usel-az4
use1-azé
use1-az3

use1-azs

Action

@D Add to AWS Firewall policy
(P Add to AWS Firewall policy
(P Add to AWS Firewall policy
@O Add ro AWS Firewall policy
O Add to AWS Firewall policy

(O Add to AWS Firewall policy

CIDR blocks - optional

Cloud NGFW for AWS 2.0.0
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STEP 8| Cloud NGFW FMS RV > — XA a—T%EHELF T,

RV —ZAa—T1Z&. Cloud NGFW FMS ;RY > —Dxf5e L 7% % AWS 7 7 > b F 7213 H6%
HA (OU) VY —AEEHELET, HEENOTXTDAWS 77> k& VPC I Cloud
NGFW FMS RV > —ZEHT 2, 7H7 Y R VPC DY Ty M RIEETEET,

HLWAWS 7 ho Y hF721% VPC Z BRSBTS % £, FMS 1 Cloud NGFW RV o —7%
ZFDT ATV NEIEVPCICHEHT 20BN H N E I EHILET, 728 Z2IE. RIS
NINERY TRy R 2R IRTOT A Y M Cloud NGFW RV S —Z#HTEE 9,
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FLWT AT ROERRICSINT 5 &, BRIV Y A Mz zd, Cloud NGFW RV o —A i

HENnxd,
1. Cloud NGFW FMSKRY ¥ —Ic &S 7 h T Y FETEBNTE 7 h o> M eEE L %
CR

H77D AWS D RIcH 2T RXTOT7 v b g b, 5E LT vy k Lk
BN EED S, EREBFEOT7 TV N EHBENZRN L TZOMIRTEED S %
BINTEET,

THI Y REOUDY Ty heEZd RN B RTS8 FMS a2 Y —)b
Wi, ZN6D7HT Y e OU ZIRETES T 4 — IV IRHBERENET, [JRAFD
WEZ 7)Y 7 LT, AF)ANEREZBEN) AN ZERRLE T,

AWS accounts this policy applies to
© Include all accounts under my AWS organization
Include only the specified accounts and organizational units
Exclude the specified accounts and organizational units, and include all others

2. Cloud NGFW FMS :RY > —IC EZS 5BV 5 VPC ZigE L E T,
THY U REOU LFEERIC, BIRLIERATIC—HT BT RTOY) Y —A%ED
5. BELEIAXRTDOIVYV AR T ROV —ADIHZEED 5. F3FELZITAN
TDIY—=RAZTEFDV Y —=AZFHN L., TOMIXRTEEDLENTEET,
VPC DY Ty b 2GS 2N 2R 5 8, FMS VY —)Uict v g v
MEREIN, K8 DDV YV —ZAXTLEDY) A MDPERENET,

Resource type
VPC
Resources
Include all resources that match the selected resource type
© Include only resources that have all the specified resource tags
Exclude resources that have all the specified resource tags, and include all other resources

Resource tags
Key Value - optional

Remove
Remove

Add new tag

You can add & more tags.

3. VY—KN—FT 4T 7A47TF—)U HAX—IAM 2—) L. Cloud NGFW IAM 10—l
CloudFormation 7> 7 L— bk (CFT) Oa¥—%XZ 70— RKRTEET,

. Next (k) ZZ7Uw 7 LET,
5 (1) RY—RTERELET,
27 (F—bA Ty a vOETHRENS) ZEHL T, FMS 2 L TERE Mt
Cloud NGFW VYV — 2D E T 4 VR Y TIRNLTH T N TEET,
6. Next CkN) Z27 VU7 L%,
7. Cloud NGFW RV > —DFEw MR L E T,
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8. [RVI—dDfER] Z27 Vw7 LT, Cloud NGFW Z 7701 L9,
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T LCKBT TR RAZENICT B
Cloud NGFW 7T 75 LIc K37 7 A& D, REST APIZ{#ifH L TNGFW &)L—)L A X
JEERBRUEHTEET, TNHDAPIZffHTRE, 77U r—yaryEkEY—F
IN—TF 4 —)Z&AST LT Cloud NGFW J YV —Z (NGFW BXTIV—)IVAZw 7)) TV 3
VEMEUOHT T ENTEET, TNSDOAPIZ{HfT % &, Cloud Formation Templates (CFT)

RTerraform7 > 7 L — b 7% £ DlInfrastructure-as-Code (IAC) W— )V 3 ¢ & TEE
T, TNEDIACY —)VEAWSEEONND T —- 70— RIcA VA=)V L TEITTEEXT,

Tag S LK BT 7RI IITH B8, Cloud NGFW (&, ZREFERICEA T S 120N
DT I RAF—FIEMERZIRMIE UL, (RIS, AWS 7 H T2 F T IAM B—)L & fii ]
LT Cloud NGFWAPIICT7 7 AL, EDIAM )Y —ANC O —)VEF|EZITEHT ENTE
B ERETEET, OV Ta—FF, —FRNEFGEHERZHEH L CZN 52 HEINIcO—
T—arvdarI il NGt Fa ) T o KEIZSELX T,

Cloud NGFW O 7075 L X3 7 72 Rk, 774 )V h THINCE>TWET,
gﬂU77bVX??U7w®%MEOPTM\Gde}WAMF$J%VF%§%LT<ﬁ
W
STEP1| b I LcE3 7 VR AEGMILET,
 CloudNGFW 7} > +a>yY—)LT [TF V] Z#ERLET,
o [2f] T. [TulSLickd7 IRl A5AX—27 ) I LET,
o [HMCTBIZIV Yy I LTHEELET,

General

External ID
Programatic Access . Enabled

To use Programmatic Access, you need to enable this option. For more information, please refer to the document
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STEP2| AWSRIAvravyy—iUcH A4 L, IAM a—)Lz2{Ek L %9,

DIFRE. APILTF— b7 2 A4\D T )V 7 7 AREMTT B 127 78 ZEFa] R Y

\‘/—T.a‘o

{ "Version":"2012-10-17",

"Action":
api:*:*:x" } 1}

Creation date

Last activity

€ 6 days ago

Permissions

Permissions policies (1)

You can attach up to 10 managed policies

Policy name
= ApiGatewayFullAccess
ApiGatewayFullAccess

{

"execute-api:Invoke",

Trust relationships

"Statement":
"Resource":

ARMN Link to switch rales in console

& anmiaws:ian:: sl

Maximum sassion duration

1 hour
Tags (1) Access Advisor Revoke sessions
o Simulate Remove
Add permissions W
& and press anter 1 @

t Copy Edit

Cloud NGFW for AWS 2.0.0
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STEP 3| API ZM-UHT APl 7F— b = A HERZEAZNC L X,
EHEEARIGIR SN TV A FTIREZF 1 E 2T X,

Creation date ARN Link to switch roles in console
) armawsdam: ralet
Last activity Maximum session duration
@ & days ago 1 hour
Permissions Trust relationships Tags (1) Access Advisor Revoke sessions

Trusted entities Edit trust policy

1- ]

Fi "Version™: "2812-18-17",

3- "Statement": [

4= {

5 "5id": "7,

6 "Effect": "Allow",

7~ "Principal”: {

8 "Service": "apigateway.amazonaws . com'
9 o

18 "Action": "sts:AssumeRole”
ikl 1

12- {

13 "5id": """,

14 "Effect": "Allew",

15~ "Principal”: {

16 "ANS®: “arn:aws:sts:: rassumed-roles
17 Fe

18 "Action": "sts:AssumeRole”
19 }

28

2

STEP4| RDHRT (F—LETRHEKEINS) Z IAM B—)USEI LT, RIS U TT 7 2 AFA]

RV =Rt L ET,

= TagKey TagValue
T7A7 T+ —IVOVEKEE | CLoudNGFWY 7 1 777 o+ — Ho,
2 JVE PR

a— 7 )VIL— )V A% v 7 DE
ik & E

CloudNGFWRulestackAdmin

HY,

Ja—IN)V)V—)V ARy 7D
VERK & B HE

CloudNGFWGlobalRulestac

k&dmin

Cloud NGFW for AWS 2.0.0

118

©2024 Palo Alto Networks, Inc.


https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html

Cloud NGFW for AWS D1 = B9 %

i FH =R TagKey TagValue
AWST 17~ b DF R — CloudNGFWGAccountAdmin | % © .
R
Creation date ARM Link to switch roles in console
N arn:aws:lam:: ol
Last activity Maximum session duration
@ 6daysago 1 haur
Permissions Trust relationships Tags (1) Access Advisor Revoke sesslons
Tags (1) Manage tags
E Value =~

Key

CloudNGPW FirawallAdmin Yes

FLO—)VICEEOR T ZEDYTEZENTEET, chbDXTIE, TFEETE%Cloud
NGFWT a7 S L 77t A a—)l b—=0 7 78 AT 57DIHiHTEET,

STEP 5| (Cloud NGFW Programmatic Access D7z % C & 23R L2551, A7 T7h
59 2%y T LET) GtURY RO RDOAPIT 4 )V Z—ECFT7 4+ )V E—Df7= R L
T. TNENTO T T LT IV AY—)VECFTICT 78 AL E T,

©) Palo Alto Networks DM MERES 2 417 52479 %1, programmatic accessT +
L7 M) egkERya—RLUET,
V—IVIFNEBIC O — )L 25 [ &%), B—ILDT7 7B A F—Lo—2 1Ly b F—FER

L. SigV4\w B—7=ERLET, £z, HEDZY RRA Yk a—)LEMUH LT, Cloud
NGFW O 7V S L7 78 XA —27 VBd L ET,

STEP 6| AWSCLIZEHA LT, REIJSCTAT Y F5THH LIz R T F— X7 OEEFFHOa—) )Lz
HELOES R

$ aws sts assume-role --role-arn arn:aws:iam: :<AWS-ACCOUNT -
ID>:role/<ROLE-NAME> --profile <AWS-PROFILE-TO-ASSUME> --role-
session-name <SESSION-NAME> { "Credentials": { "AccessKeyId":
"<ACCESS-KEY>", "SecretAccessKey": "<SECRET-ACCESS-KEY>",
"SessionToken": "<SESSION-TOKEN>", "Expiration": "<CREDENTIALS-
EXPIRATION>" }, "AssumedRoleUser": { "AssumedRoleId": "<ROLE-
ID>:<SESSION-NAME>", "Arn": "arn:aws:iam: :<AWS-ACCOUNT-ID>:role/

<ROLE -NAME>/<SESSION-NAME>" } }

O—)V 25|25, —RNET 78 AF—eo =Ly b F—=07 A0 2 FHIAERE
NET, AHHICDOVTIE, FED 2 725Dz | E20 222U T EE W,
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STEP 7| A7 v 77 THUS UTe—RFN BRI ZEH LT, SigV4BLH/N—V 3 V4w ZB—7=4
MLUET, sEHCDWTIX, Sigvd 2 L7z AWS ) 7 T A RADOEXEBIRL T
AR
DUFE. AWS SigVaE 4 &Ny ZB—DHITT,
AWS4 -HMAC-SHA256 Credential=<ACCESS-KEY>/20220421/<REGION>/execute-

api/aws4 request, SignedHeaders=host;x-amz-date;x-amz-security-
token, Signature=<SIGNATURE>

STEP 8| SubcriptionKey & TokenIDZ KL £9,

REST API 7ZZfiffl L C Cloud NGFW I 7 7 X3 % Icid. APIPEUH L DRIIC T D7 S A7z fifi
L %9 —api.<region-name>.aws.cloudngfw.paloaltonetworks.com FHflllE. Azure 3=

AV BRLUTIEEN,

o UIURT AT U+ —)VEHEOD—)LDYE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudfirewalladmin ZH{S

o I RIL—)VARy ZEMREO—)ILDOLE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudrulestackadmin ZHf%

e I RTu— NV b—)V ARy ZJiEMEOD—)IVOYE — https://api.<region-
name>.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudglobalrulestackadmin 7 Hifs

=2 U EST %
IR, b—2 2 %ZBIST %728 DcURLAY  RDOHITT,

$ curl --location --request GET 'https://api.us-
east-1.aws.cloudngfw.paloaltonetworks.com/v1l/mgmt/tokens/
cloudfirewalladmin' \ > --header 'X-Amz-Security-Token: <SESSION-
TOKEN>' \ > --header 'X-Amz-Date: <CREDENTIALS-EXPIRATION-AMZ-DATE-
FORMAT>' \ > --header 'Authorization: <AWS-V4-SIGNED-HEADER>'

&
{"Response": {"TokenId": "<CLOUD-NGFW-PROGRAMMATIC-ACCESS-TOKEN>",

"SubscriptionKey": "<SUBSCRIPTION-KEY>", "ExpiryTime":30,
"Enabled": true}, "ResponseStatus": {"ErrorCode":0}}

STEP 9| Cloud NGFW 2V —)LD Ny X—t 7 g VIVET — 2 ZEBMLE T,

R <TokenlID>
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Ny H— [

<SubscriptionKey>

x-api-key

LI FiZ. Cloud NGFW APIFEUH L DY > IV TC9,

curl --location --request GET 'https://api.us-
east-1.aws.cloudngfw.paloaltonetworks.com/vl/config/rulestacks/
rs-1' \ > --header 'Authorization: <CLOUD-NGFW-PROGRAMMATIC-ACCESS-
TOKEN>' \ > --data-raw ''

&

{"Response": {"RuleStackName": "rs-1", "RuleStackCandidate":
{"Scope":"Local", "MinAppIdVersion":"8433-6838", "Profiles":
{"AntiSpywareProfile":"BestPractice". "AntiVirusProfile":"BestPractice", "Vul
"FileBlockingProfile":"BestPractice"}, "UpdateToken":"1"},
"RuleStackState":"Uncommitted"}, "ResponseStatus":

{"ErrorCode":0}}

STEP10| 7/ I Lc k27 7 AZWMOIETICE, 77 AF—, =T L v FF—,
BROYTRIU T ayF—2EALTF—2 2 API Z-UH L%d — DELETE
https://:<region-name>.aws.cloudngfw.paloaltonetworks.comvl/mgmt/
tokens/{TokenID},

T7IRAF—Ly=07 Ly bR HKINEREDTY, ARBIRMDUINSG S
F. L7 78 RAF—Ly—7 Ly =AML T,
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Cloud NGFW AWS @ Terraform 34—k

Hashicorp Terraform l&, )V F 7 59 REREZEHT 2 F— LRI OA =T V—AAL VTS
Z FoUFx (IaC) W—)VTT, THUCKD, VIURAVTIANTIF¥DR—7y MIR
REZEAT 2REETEE L. TNEMHALT, V99 RSV ITIA T IFrOTaya=

/7 CEMICEET AEEEFIITUEND, ERINX—Ty MIEHET 57D ER R
T I EEABNCHETEET, NS5O Terraform RETIE. TaNA X —LIEINE TS5
AVEMERLET, T4 VIEAWS R EDT NS Z—LdfiL, VST RAVT IS
7 F v DR ERFOIZD DD IR URJRER AT v TRENT % Z & THAIHZ{Et#E L, Cl/CD
INA T4 N\DBMERBCLET,

Palo Alto Networks (3. ¥F 2V T4 A VT TA NIV F v DR v X ZH#EL. NGFW
W—IVAZy 7@ L TRy b T—2vF 2V 7 ¢ kil ZHiRFd 57291, cloudngfwaws 7’
ONAZR=EBMLE Lz, 2OTaNAX—k. 7547 (Terraform ZE{T L TCW5 T
INA R) & Cloud NGFW for AWS H— Y XM T % API DS 25710 d 2FERL 1 v —
ELUTHRELE T,

Palo Alto NetworksDBiFE ML} K32 X > M T, Terraform 7 i}l L 7zCloud NGFW on
AWSD T T A DWW ZRER L. Terraform OSIERZAZ X R LE T,

WE CTerraform 7 aNA Z—72 il T2 &, RO ENTEEXT:
¢ Cloud NGFWZkH) L ¥ 9,

e Cloud NGFW VRV > —1EMZHS T 27 DI T 2)IV— VAR Y 728 ELE T, Ib—
VAR ZIZiE, Fa VT4 )b—)b, ATV V2V b To—F, SETXEATV20
FxE, BET R —ERMFZENTVEXT,

cloudngfwaws Terraform 7' /34 X —%Z{#ifH L C. Cloud NGFW for AWSZ BT 572DV
V=T 72 ALET, cloudngfwaws 731 Z—&, WSR2 T 2 DR
AEETTVE T, NS O—FRNEERREEHIE. RIOFERES —7 Y ATHEBICHE N, 77+
AF—, =Ly rF—, By ary ;=0 UNEENET, COV—TVATIE, RDXS
ICADEI:

1. 23 ClE AWS APl Z{Hi [ L CAWS STSHA R — )L &5 [ X327 £, APl 7 7t A48T
%z\gmﬁ DET,

2. STS #ZiFIE#HL. Cloud NGFW for AWS API Zfiif] L C Cloud NGFW EHI#H h— 7 2 72 EHT
TBRDIMHHENE T, TNEOFEAERIZ. W—IVA Ry T OEHE N—7 VR EHRT
%f;&bk %{é}ﬂéﬂiﬁ-o

3. Cloud NGFW BH#ZE ~h— 27 > L )L—)V X & Z7EHE b — 2 1Z. Cloud NGFW for AWS
APIZAE R U7 EFRIC S N E 9,

PURZREt LT EE W,

o AWS ADFRIEMNKINT 2. TanNA X =37 747 I+ —)LEIL—)VA R v 7 OEHIC
IWT ZHG L £,

o TUNAR—=T YT TAWS 7 IRy —T Ly hF—FENICIREETEET, TNbHD
PRREEIRZZ R E LaWiga, HWEEREER Y 7 /fﬂ/b‘gﬁiﬁﬁ’ﬂuﬁﬂﬁfﬁhiﬁ‘o access_key
& secret_key D/8T A—Z 7 LT, AWS Al IEHzZ Nt L x93,
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o TUuNAR—=lty hT v ST BHEE AWS BIET— 7 7B —IZAWS Go SDKZ{#H U TaR
REIC BT B2 HE U £ 9, AWS B2z U T, AWS BRREICHEH & N 5 86T
WERETEET,

o TTINAK— AP 77 AHNWAEL

TUNA R = 8FG RA—=Z =3, SXTXEBHETERIEMMITENE T, EHAEELTHS
Bia. INEDINT A—Z—FLLFONEF TUHE N T,

1. anAX— 7oy 7 THINCRESNE T,
2. BRBEZR
3. JSONRET 7 A I HEUFLE T,
Cloud NGFW
Terraform 0.13 L&D Terraform 7 E/3A X — D4
terraform { required providers { cloudngfwaws = { source =
"paloaltonetworks/terraform-provider-cloudngfwaws" version

= "1.0.0" } } } provider "cloudngfwaws" { json config file =
"~/ .cloudngfwaws creds.json" }

JSON config file:

{ "host": "api.us-east-1l.aws.cloudngfw.paloaltonetworks.com",
"region": "us-east-1", "arn": "arn:aws:iam::123456789:role/MyRole" }

Cloud NGFW for AWS 2.0.0 123 ©2024 Palo Alto Networks, Inc.


https://github.com/aws/aws-sdk-go
https://docs.aws.amazon.com/cli/latest/topic/config-vars.html#credentials
https://pan.dev/cloudngfw/aws/api

Cloud NGFW for AWS DO1{diff] Z# FHlE 9 %

~»

Cloud NGFW VYV — X% AWSCFTIC7ubEyg—_
79 %
Cloud NGFW T, HED )V —AZERTE %728, AWS CloudFormation 7> 7L — k
(CFT) ICV Y —RAZFHRc T aeya 7 TtEFET,

) Cloud NGFW T CloudFormation L' A bV Z{fif9 % Rilc. a7 I LIcKBT 7
Y AEHMMCT 20ENHD £9,

PaloAltoNetworks::CloudNGFW::RuleStack & PaloAltoNetworks::CloudNGFW:NGFW A 3F—
<7 fHH L C. Cloud NGFW % AWS CloudFormation 7> /L — MG LET, CTORF =
XY MIEHBEENTOBRHECEMEH LT, AWS CloudFormation L' A BV LA TE % Cloud
NGFW 7 7 A7 U+ —)VDREREHRLET,

PaloAltoNetworks::CloudNGFW::RuleStack A F—<

e JSON
{ "Type" :"PaloAltoNetworks::CloudNGFW: :RuleStack", "Properties"
{ "RuleStackName" :String, "RuleStack" :RuleStack, "RuleList"

[ Rule, ... ], "SecurityObjects" :SecurityObjects,
"CustomSecurityProfiles":CustomSecurityProfiles, } }

e YAML
Type:PaloAltoNetworks::CloudNGFW: :RuleStack 71
N7« :RuleStackName:String RuleStack:RuleStack

RulelList: - Rule SecurityObjects:SecurityObjects
CustomSecurityProfiles:CustomSecurityProfiles

ProgrammaticAccessToken: 7%

RuleStackName JV—=IVAZ Y 7 DO DT WHRITZATILET,
JSON

“RuleStackName” :String,

YAML

RuleStackName:String

RuleStack JW—IVAZ Y 7 OHZE AT LET, S TIAEENET:
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DF={S

JSON

{ "Scope" :String, "Profiles" :RuleStackProfiles,
"Description” :String "Deploy" :String }

YAML

Scope:String Profiles:RuleStackProfiles
Description:String Deploy:String

RuleStackProfiles

BEINTZIV—IVA Ry Z7OTa Ty L)V EHEHNLEST, Tuary
AL I EENE T

JSON

{ "AntiSpywareProfile" :String,
"AntiVirusProfile" :String,
“VulnerabilityProfile" :String,
"URLFilteringProfile" :String,
"FileBlockingProfile" :String,
"OutboundTrustCertificate" :String,
"OutboundUntrustCertificate" :String }

YAML

AntiSpywareProfile:String AntiVirusProfile:String
VulnerabilityProfile:String
URLFilteringProfile:String
FileBlockingProfile:String
OutboundTrustCertificate:String
OQutboundUntrustCertificate:String

rule

JV—IVAZ Y 7 DJ—)V NI LET, IL—IVIZL I EENE
ER

JSON

{ "RuleName" :String, "Description" :String,
"RuleListType" :String, "Priority" :Integer,
"Enabled" :Boolean, "Source" :RuleSource,
"NegateSource" :Boolean,

"Destination" :RuleDestination,
"NegateDestination" :Boolean, "Applications"
[ String, ... ], "Category" :UrlCategory,
"Protocol"” :String, "AuditComment" :String,
"Action" :String, "Logging" :Boolean,
"DecryptionRuleType" :String, "Tags"

[ Tag, ... 1}
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EES DIERK
YAML

RuleName:String Description:String
RuleListType:String Priority:Integer
Enabled:Boolean Source:RuleSource
NegateSource:Boolean Destination:/L—/)L%d

St 585t : Boolean Applications: - String
Category:UrlCategory Protocol:String
AuditComment:String Action:String
Logging:Boolean DecryptionRuleType:String Tags:

- Tag
RuleSource RuleSource ZfifIL C)L—)VDOaL U2 a VR ELE
9, RuleSource ICIZLL PO EENEK T
JSON
{ "Cidrs" : [ String, ... ], "PrefixLists"
[ String, ... ], "Countries" : [ String, ... 1],
"Feeds" : [ String, ... ] // RuleStackname? }
YAML
cidrs: - String PrefixLists: - String Countries:

- String Feeds: - String

RuleDestination ffEZ8 URL & 1 DL ED 7 — 2 UEE URL ZH K— h 9% Web ¥ —t
A®D RuleDestination Z 7% L %9, RuleDestination ICIXLL FAVE
FNX9:
JSON
{ "Cidrs" : [ String, ... ], "FqdnLists"
[ String, ... ], "PrefixLists" :
[ String, ... ], "Countries" : [ String, ... 1],
“"Feeds" : [ String, ... ] // RuleStackname? }
YAML
Cidrs: - String FgdnLists: - String PrefixLists:
- String Countries: - String Feeds: - String
2 W= VAR TDRTZRELE T, ZTIWELLTINEENE T
JSON

{ "Key" :String, "Value" :String }
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PiE S DERR
YAML
Key:String Value:String
UrlCategory URLCategory Z i L C. #AE. €51k, QoS. BXUtFaV
T4 R =)=V DEMZRE L E T, UrlCategory ICIZLLFAE
EFNEI:
JSON
{ "URLCategoryNames" : [ String, ... ], "Feeds"
[ String, ... ] }
YAML
URLCategoryNames: - String Feeds: - String
SecurityObjects JL—)V A% 27 D SecurityObjects 773X L X9, SecurityObjectsiC

LU RAVE F N FE 9:JSON{ "PrefixList" :PrefixList,
"FqdnLists" :FqdnList, "CustomUrlCategories" :CustomUrlCategory,
"IntelligentFeeds" :IntelligentFeed, "CertificateLists" :CertificateList }

YAML

PrefixList:PrefixList FgdnList:FqdnList
CustomUrlCategory:CustomUrlCategory
IntelligentFeed:IntelligentFeed
CertificatelList:CertificatelList

CustomSecurityProfiles

CustomSecurityProfiles Z{fifH L C. EficNictF a2V 74V —
VIO RS T 4w ZICHT BT VT T A IV AOKE % B/ NEIC
A, AVE—%Y PR EDEHINTVEWVWY = E2ZELE
ST 4w TR Y—=I\—T 7 — LIz DRSO E DGR E X
NBLT7 1w 7 OMEZERRIETEET, CustomSecurityProfiles
WKL FOEENE T

JSON
{ "FileBlocking" :FileBlocking }
YAML

FileBlocking:FileBlocking

PrefixLists

PrefixList ZffH LT, L7 14w 7 AEDNTIV—KET 2 )V EZ
VT LET, XBELIP T LT 4w IABEEERT ST LT, X
JEEZIE T =R Z—0 ION 731 Ald)V— k&) & 12134675
TEET, $INTHIERENS L7 2w 7 Z) A ME, ION T
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FiE DEBK
A{xﬁjpﬂa4fﬁ%W§mﬁﬁwTwiﬁo7&74/7x
Br#Edsceds, RELENTEETEET, PrefixList ICIFLAT
NaEnxd:
JSON
{ "Name" :String, "PrefixList" : [ String, ... 1,
"AuditComment" :String, "Description" :String }
YAML
Name:String PrefixList: - String
AuditComment:String Description:String
FqgdnLists FadnList4* 7Y = 7 b 29 % &, DNSIXIPY R L ADFQDNFf#ER

Zi19 728, IP7 RLAZMZENE LD, FQDNAFT LWIPY
RLU AR ENZ T=CICFE CHFITE X I, Fadnlistsic iDL
NaEnid:

JSON

{ "Name" :String, "Description" :String,
"FqdnList" : [ String, ... ],
"AuditComment" :String }

YAML

Name:String Description:String FqdnList: - String
AuditComment:String

CustomUrlCategories

CustomURLCategoriesZ{#ifi L C. W AZXLURLT 4 )VZY V7T
F 7T REER LT, URLA T3V O3 2 Fi5 2 faT
L. EEOURLA T IVICHEDINTHAXLURLA T I ZERT
=ET,

e URL A7 3V D5EHNCH T 2HINZEHRT S -Fa )T 0 KY
V==V T—BEME UTHT % URL DA AR LY A N =E
WLEJT, Thid. %i@ URL ZZNHET URL A7 dY ki
RINCE L72W0EgEI. URL i I VISHT 26198 2488 3 % B
WICBWHEICRD ij

o HHID PAN-DBICHEDWTAARX L URL A7 dY Z25Es — —if
DATIAVCYF 2T 2TTA MK TEHEES T LN
TEET, VIV A FHEZVIER—VIE, AAZXL AT7IdVD
—HE LTERESNIRNTOATIVICY Y F LAFNEED
EE A

CustomURLCategoriesiCiZ XD EDHEENE T
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FiE DEBK
JSON
{ "URLTargets": [String, ...]. "Name":String,

"Description" :String, "Action" :String,
"AuditComment" :String }

YAML
URLTargets: - String Name:String

Description:String Action:String
AuditComment:String

IntelligentFeeds IntelligentFeedsZ (] L T. BHOHKA > TV Y LY AF— 2%
MBS 7 4 — R L EJ, IntelligentFeedsiCIZLL R EENE T

JSON

{ "Name" :@String, "Description" :String,
"Certificate" :String, "FeedURL" :String,
"Type" :String, "Frequency" :String,
"Time" :Integer, "AuditComment" :String }

YAML
Name:String Description:String Certificate:String

FeedURL:String Type:String Frequency:String
Time:Integer AuditComment:String

CertificateObjects CertificateObjects = ffi[f] L CAlFHEOEREE TR L X
97, CertificateObjectsiCIZLL FAIEENEK T

JSON

{ "Name" :String, "Description" :String,
"CertificateSignerArn" :String,
"CertificateSelfSigned" :Boolean,
"AuditComment" :String }

YAML

Name:String Description:String
CertificateSignerArn:String
CertificateSelfSigned:Boolean
AuditComment:String

FileBlocking FileBlocking ZfifHL T, 7w 7 3% HLIZWEEDT 7 1
WERALTHHFHINLUET, FEALEDNT T 10w 7OEE (NG
FI—=0DTT 4w 02538)  BEZLTZOITEHIOT 7 AL
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CEES BY=1R

R, 7w Ta— R/ R a—RE B3Ry RMENT 7 A UIET
ow 7”7 L%ET, FileBlocking ICIZLL A EENET:

JSON

{ "Direction" :String, "FileType" :String,
"Description" :String, "Action" :String,
"AuditComment" :String }

YAML
Direction:String FileType:String

Description:String Action:String
AuditComment:String

PaloAltoNetworks::CloudNGFW:NGFW X +—<
e JSON
{ "Type":"PaloAltoNetworks: :CLloudNGFW: :NGFW", "Properties"

{ "Description" :String, "EndpointMode" :String,
"FirewallName" :String, "RuleStackName" :String,

"RuleStackName" :String, "SubnetMappings" : [ String, ... ],
"Tags" : [ Map, ... 1, "VpcId" :String, "UpdateToken" :String,
"LogDestinationConfigs" : [ LogProfileConfig, ... 1],

"CloudWatchMetricNamespace" :String, }
e YAML

type:PaloAltoNetworks: :CloudNGFW: :NGFWProperties:AppIdVersion:String
AutomaticUpgradeAppIdVersion:Boolean Description:String
EndpointMode:String FirewallName:String RuleStackName:String
RuleStackName:String SubnetMappings: - String Tags: - Map
VpcId:String UpdateToken:String LogDestinationConfigs:

- LogProfileConfig CloudWatchMetricNamespace:String
ProgrammaticAccessToken: S5

PES DI

LogProfileConfig | LogProfileConfig Zfif1d % &, 77 A7 U+ — )UK ZZEE T 572D
IV RV ZERRTEET,

JSON

{ "LogDestination" :String,
"LogDestinationType" :String, "LogType" :String}
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EES DEIR
YAML

LogDestination:String LogDestinationType:String
LogType:String

INTY BT ATy g U EREMICTS
THTY D

PaloAltoNetworks::CloudNGFW::NGFW & PaloAltoNetworks::CloudNGFW::RuleStack /X 7'V v
JIGAT2ayOmszET7 774 X—K35:
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CloudFormation X CloudFormation > Registry: Public extensions

Registry: Public extensions

Stacks
Stacksets The CloudFormation registry lets you manage the extensions that are available for use in your CloudFormation account. Public extensions are those publicly published in the registry for use by all CloudFormation users. This includes
Exports all extensions published by Amazon, as well as third-party extension publishers. Third-party public extensions must first be activated before they can be used in your account. Learn more [4
Filter Extensions (2)
Designer
[al 1 ®

v .

Extension type
v Registry [ Extension name prefix: PaloaltoNetworks X | [ clear text filters
O Resource types

Public extensions

Modules
Activated extensions
Hooks RESOURCE TYPE | PUBLIC
Publisher
v PaloAltoNetworks::CloudNGFW::NGFW
Publisher Published by PaloAltoNetworks | Verified GitHub publisher
AWS AFirewall resource offers Palo Alto Networks next-generation firewall capabilities with built-in resiliency, scalability, and life-cycle management.
Feedback 0 Third party

Last updated 2022-04-26 21:56:58 UTC-0700 | Tested © Not activated

RESOURCE TYPE | PUBLIC

PaloAltoNetworks::CloudNGFW::RuleStack
Published by PaloAltoNetworks | Verified GitHub publisher

A rulestack defines the NGFW's advanced access control (APP-ID, URL Filtering) and threat prevention behavior.

Last updated 2022-04-26 18:00:30 UTC-0700 | Tested © Not activated
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IVATYYaryDFETA—)VARN ZE LE T, EBELOTIV ATy arvEREA—)LE
& %9, Cloud Formation 7> 7L — b+ Z2{fiH T %5 0 — )V CIEHEPIE 2T 5:

Permissions Trust relationships Tags Access Advisor Revoke sessions

Trusted entities
Entities that can assume this role under specified conditions.

1-1

2 "Version": "2012-10-17",

3- "Statement": [

4- {

5 "Sid": "",

6 "Effect": "Allow",

7~ "Principal”: {

8 "Service": "resources.cloudformation.amazonaws.com"
¢ }:

10 "Action": "sts:AssumeRole"
11 3

12

13 3

FHBRZMAL LD, fREREZ A EL 9
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CloudFormation X CloudFormation > Registry: Public extensions > PaloAltoNetworks:CloudNGFW:NGFW

PaloAltoNetworks::CloudNGFW::NGFW EET verson100v

Stacks
StackSets .
Overview
Exports
ARN Publisher Description
PaloAltoNetworks A

offers Palo Alto Networks next-generation firewall

Designer arn:aws:cloudformation:us-east-
uilt-in resiliency, scalability, and life-cycle

1:itype/resource/4edcf7d0eb3aa7334767bc17a1dbec7e8279d078/Palo
AltoNetworks-CloudNGFW-NGFW

¥ Registr
gy Release date Registry

Public extensions 2022-04-26 21:56:58 UTC-0700 Public
Activated extensions
Publisher

Schema Configuration

AWS CloudWatch TH 7 %iX(E9 5IclE. Cloud NGFW on AWS D HEF > 7 DEZIE.

A&y 7
A2y I LTROY Y —AgHIcT7 Vv A TEXT,

FirewallResource: "/properties/ReadFirewall", "/properties/
ReadFirewall/AccountId", "/properties/ReadFirewall/AppIdVersion",
"/properties/ReadFirewall/AutomaticUpgradeAppIdVersion", "/
properties/ReadFirewall/EndpointMode", "/properties/ReadFirewall/
FirewallName", "/properties/ReadFirewall/MultiVpcEnable", "/
properties/ReadFirewall/Description", "/properties/ReadFirewall/
VpcId", "/properties/ReadFirewall/SubnetMappings", "/properties/
ReadFirewall/LinkId", "/properties/ReadFirewall/Attachments", "/
properties/ReadFirewall/LinkStatus", "/properties/ReadFirewall/
FirewallStatus", "/properties/ReadFirewall/RuleStackStatus",
"/properties/ReadFirewall/FailureReason", "/properties/
ReadFirewall/EndpointServiceName", "/properties/ReadFirewall/
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Tags", "/properties/ReadFirewall/RuleStackName", "/properties/
ReadFirewall/GlobalRuleStackName" RuleStackResource: "/properties/
RuleStackCandidate", "/properties/RuleStackRunning", "/properties/
RuleStackCandidate/AccountId", "/properties/RuleStackRunning/
AccountId", "/properties/RuleStackCandidate/Scope", "/properties/
RuleStackRunning/Scope", "/properties/RuleStackCandidate/
MinAppIdVersion", "/properties/RuleStackRunning/MinAppIdVersion",
"/properties/RuleStackCandidate/Description", "/properties/
RuleStackRunning/Description”, "/properties/RuleStackRunning/
Profiles/AntiSpywareProfile", "/properties/RuleStackCandidate/
Profiles/AntiSpywareProfile", "/properties/RuleStackRunning/
Profiles/AntiVirusProfile", "/properties/RuleStackCandidate/
Profiles/AntiVirusProfile", "/properties/RuleStackCandidate/Profiles/
VulnerabilityProfile", "/properties/RuleStackRunning/Profiles/
VulnerabilityProfile", "/properties/RuleStackCandidate/Profiles/
URLFilteringProfile", "/properties/RuleStackRunning/Profiles/
URLFilteringProfile", "/properties/RuleStackCandidate/Profiles/

FileBlockingProfile", "/properties/RuleStackRunning/Profiles/
FileBlockingProfile

Eira—)v
Fro— VXL Z2EH LU X9,

{EHERE R
{ "Version":"2012-10-17", "Statement": [ { "Effect":"Allow",

"Principal": { "Service":
"resources.cloudformation.amazonaws.com" }, "Action":

"sts:AssumeRole", "Condition": { "StringEquals":
{ "aws:SourceAccount": "{customer-account-id}" },
"StringlLike": { "aws:SourceArn": "arn:aws:cloudformation:*:

{customer-account-id}":type/resource/PaloAltoNetworks -
CloudNGFW-NGFw/*" } } }, { "Effect":"Allow", "Principal":

{ "Service": "resources.cloudformation.amazonaws.com" },
"Action": "sts:AssumeRole", "Condition": { "StringEquals":

{ "aws:SourceAccount": {customer-account-id}" }, "StringlLike":
{ "aws:SourceArn": "arn:aws:cloudformation:*:{customer-

account-id}":type/resource/PaloAltoNetworks-CloudNGFW-RuleStack/
*" 3} } 1 }&Z 7 :CloudNGFWRulestackAdmin:CloudNGFWFirewallAdmind
» :CloudNGFWGlobalRulestackAdmind b : 77 7 & ZHEfR 5

» :AmazonAPIGatewayInvokeFullAccess

@ a—)V{ER L. B—IVARNZEFH L TT 7 7 4 X— 3 Hlc#Ef7a—)VARN%
RELET, 77T 4= g YHIZFEITO—)VERKETIC) YV —AZERT 5
TLETEEEA,

CloudFormation” 7 A 77 & —)b UV —Z AF—< DHl
W—IVA %y 7 AF—<DHE UTUTZHLET,
{ "typeName":"PaloAltoNetworks::ClLoudNGFW: :NGFW", "description":"7 7

A7 T4—)V VV—=RIZ, MEEE. IBEE. 50 790 7)VEBENMHAAE N /1
TIVE2y 8T —=T AR T 747 7+ — )UBRER 2L E T, ", "sourceUrl":
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"https://github.com/aws-cloudformation/aws-cloudformation-rpdk.git",

"definitions" : { "LogProfileConfig": { "title":"LogProfileConfig",

"description":"m s Ju 7y A)LEDEM", "type": "object",

"properties": { "LogDestination": { "title":"Logdestination",

"minLength":1, "maxLength":128, "type": "string" },

"LogDestinationType": { "title":"Logdestinationtype", "enum":

["S3", "CloudWatchLogs", "KinesisDataFirehose"], "type": "string" },

"LogType": { "title":"Logtype", "enum": ["TRAFFIC", "DECRYPTION",

"THREAT"], "type": "string" } }, "required": ["LogDestination",

"LogDestinationType", "LogType"], "additionalProperties": false },

"SubnetMappings": { "type": "array", "items": { "type": "object",

"properties": { "AvailabilityZone": { "title": "availabilityZone",

“type": "string" }, "SubnetId": { "title": "subnetId", "type":

"string" } }, "additionalProperties": false } } }, "properties":

{ "AccountId": { "title":"Accountid", "pattern": "~[0-9]+$", "type":

"string", "minLength":1 }, "AppIdVersion": { "title":"Appidversion",

"minLength":1, "maxLength":64, "pattern": "~[0-9]+-[0-9]+
$", "type": "string" }, "AutomaticUpgradeAppIdVersion":

{ "title":"Automaticupgradeappidversion", "default": true,

"type": "boolean" }, "Description": { "title":"Description",

“"type": "string", "minLength":1 }, "EndpointMode":

{ "title":"Endpointmode:CustomerManaged Or ServiceManaged",

"enum": ["ServiceManaged", "CustomerManaged"], "type": "string" },

"FirewallName": { "title":"Firewallname", "minLength":1,

“maxLength":128, "pattern": "~[a-zA-Z0-9-]1+$", "type": "string" },

"MultiVpcEnable": { "title":"MultiVpcEnable", "type": "boolean" },

"RuleStackName": { "title":"Rulestackname", "type": "string",

"minLength":1 }, "SubnetMappings": { "$ref": "#/definitions/
SubnetMappings" }, "AssociateSubnetMappings": { "$ref": "#/
definitions/SubnetMappings" }, "DisassociateSubnetMappings":

{ "$ref": "#/definitions/SubnetMappings" }, "Tags":

{ "title":"Tags", "type": "array", "items": { "type": "object" } },

"VpcId": { "title":"Vpcid", "type": "string", "minLength":1 },

"LinkId": { "title":"LinkId", "type": "string", "minLength":1 },

"LogDestinationConfigs": { "title":"Logdestinationconfigs", "type":

"array", "items": { "$ref": "#/definitions/LogProfileConfig" } },

“CloudwWatchMetricNamespace": { "title":"Cloudwatchmetricnamespace",

"type": "string", "minLength":1 } }, "additionalProperties":

false, "required": [ "FirewallName" ], "createOnlyProperties": [ "/
properties/FirewallName" ], "primarylIdentifier": [ "/properties/
FirewallName" ], "handlers": { "create": { "permissions": [ "execute-
api:Invoke" ] }, "read": { "permissions": [ "execute-api:Invoke" ] },

"update": { "permissions": [ "execute-api:Invoke" ] }, "delete":

{ "permissions": [ "execute-api:Invoke" ] } } }

WW—IVA Ry 7 ZF—< D
JW—=IVAZ w7 AF—<Dfl& LTUTZHHLE T,

{ "typeName":"PaloAltoNetworks: :CloudNGFW: :RuleStack",
"description":")L—)L A& v ZIINGFWD E 4T 7 & ZHil{#l (APP-ID, URLY ¢

RV VT EBEEE 2 ERLES, *, "sourceUrl": "https://

github.com/aws-cloudformation/aws-cloudformation-rpdk.git",
"definitions": { "RuleStack": { "title":"RuleStack", "type":
"object", "properties": { "AccountId": { "title":"Accountid",
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"pattern”: "~[0-9]+%$", "type": "string", "minLength":1 },

"Scope": { "title":"Scope", "default":"Local", "enum":
["Local", "Global"], "type": "string" }, "LookupXForwardedFor":
{ "title":"LookupXForwardedFor", "default":"None", "enum":

["SecurityPolicy", "None"], "type": "string" }, "MinAppIdVersion":

{ "title":"Minappidversion", "default":"8433-6838", "pattern":"8\
\A\\d\\A\\ -\\d\\d\\d\\d", "type": "string" }, "Profiles": { "$ref":

"#/definitions/RuleStackProfiles" }, "Description": { "title":"&{HH",

"maxLength":512, "type": "string" }, "Deploy": { "title":"Deploy",

"description”:"Deploy RuleStack YES/NO", "default":"YES", "type":

"string" } }, "additionalProperties": false }, "RuleStackProfiles":

{ "title":"RuleStackProfiles", "type": "object", "properties":

{ "AntiSpywareProfile": { "title":"Antispywareprofile",

"default":"BestPractice", "enum": ["BestPractice", "None"], "type":

"string" }, "AntiVirusProfile": { "title":"Antivirusprofile",

"default":"BestPractice", "enum": ["BestPractice",

"None"], "type": "string" }, "VulnerabilityProfile":

{ "title":"Vulnerabilityprofile", "default":"BestPractice", "enum":

["BestPractice", "None"], "type": "string" }, "URLFilteringProfile":

{ "title":"Urlfilteringprofile", "default":"None", "enum":

["BestPractice", "None"], "type": "string" }, "FileBlockingProfile":

{ "title":"Fileblockingprofile", "default":"BestPractice",

"enum": ["Custom", "BestPractice", "None"], "type": "string" },

"OutboundTrustCertificate": { "title":"Outboundtrustcertificate",

“maxLength":63, "type": "string" }, "OutboundUntrustCertificate":

{ "title":"Outbounduntrustcertificate", "maxLength":63,

“"type": "string" } }, "additionalProperties": false },

"Tag": { "title":"X %™, "type": "object", "properties":

{ "Key": { "title":"&F—", "minLength":1, "maxLength":128,

"type": "string" }, "Value": { "title":"fH", "minLength":1,

"maxLength":128, "type": "string" } }, "required": ["Key", "Value"],

"additionalProperties": false }, "Rule" : { "title":"Rule",

"type": "object", "properties": { "RuleName": { "title":"Rulename",

“minLength":1, "maxLength":48, "pattern": "~[a-zA-Z0-9-]+$", "type":

"string" }, "Description": { "title":"#iHH", "maxLength":512,

"type": "string" }, "RuleListType": { "title":"RuleListType",

"description”:"RuleList type:LocalRule, PreRule, PostRule", "type":

"string" }, "Priority": { "title":"{&JtliEfi", "description":")L—
JVOBESNEN", "type": "integer" }, "Enabled": { "title":"H%h",

"default": true, "type": "boolean" }, "Source": { "$ref": "#/
definitions/RuleSource" }, "NegateSource": { "title":"Negatesource",

"default": false, "type": "boolean" }, "Destination": { "$ref":

"#/definitions/RuleDestination" }, "NegateDestination":

{ "title":"Negatedestination", "default": false, "type":

"boolean" }, "Applications": { "title":"7 Ul —>zg>",

"default": ["any"], "type": "array", "items": { "type": "string",

"maxLength":63 } }, "Category": { "S$ref": "#/definitions/
UrlCategory" }, "Protocol": { "title":"”’mhajl", "default":

"application-default", "maxLength":63, "type": "string" },

"ProtPortList": { "title":"ProtPortList", "type": "array",

"items": { "type": "string", "maxLength":63 } }, "AuditComment":

{ "title":"E&HEI A", "maxLength":512, "type": "string" },

"Action": { "title":"7 273", "default":"Allow", "enum":

["Allow", "DenySilent", "DenyResetServer", "DenyResetBoth"], "type":

"string" }, "Logging": { "title":"mF> ", "default": false, "type":
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"boolean" }, "DecryptionRuleType": { "title":"Decryptionruletype",
"enum": ["SSLOutboundInspection", "SSLInboundInspection",
"SSLOutboundNoInspection”, "SSLInboundNoInspection"],

“type": "string" }, "InboundInspectionCertificate":

{ "title":"InboundInspectionCertificate"”, "type": "string",
"maxLength":63 }, "Tags": { "title":"%#7Z™", "maxItems":200, "type":
"array", "items": { "$ref": "#/definitions/Tag" } } }, "required":
["RuleName", "RuleListType", "Priority"], "additionalProperties":
false }, "RuleSource": { "title":"RuleSource", "type":

"object", "properties": { "Cidrs": { "title":"Cidrs", "type":
"array", "items": { "type": "string", "maxLength":24 } },
"PrefixLists": { "title":"Prefixlists", "type": "array",

“items": { "type": "string", "maxLength":63 } }, "Countries":

{ "title":"[E", "description":"EIa—R", "type": "array",

"items": { "type": "string", "maxLength":2 } }, "Feeds":

{ Iltitlell:ll7/r»_]\\‘ll’ Iltypell: Ilarrayll’ "itemS": { Iltypell:

"string", "maxLength":63 } } }, "additionalProperties": false },
"RuleDestination”: { "title":"RuleDestination", "type": "object",
"properties": { "Cidrs": { "title":"Cidrs", "type": "array",
"items": { "type": "string", "maxLength":24 } }, "FqdnLists":

{ "title":"Fqdnlists", "type": "array", "items": { "type": "string",
"maxLength":63 } }, "PrefixLists": { "title":"Prefixlists",

"type": "array", "items": { "type": "string", "maxLength":63 } },
"Countries": { "title":"[®", "description":"EZa—F", "type":
"array", "items": { "type": "string", "maxLength":2 } },

"Feeds": { "title":"7—F", "type": "array", "items": { "type":
"string", "maxLength":63 } } }, "additionalProperties": false },
"UrlCategory": { "title":"UrlCategory", "type": "object",
"properties": { "URLCategoryNames": { "title":"Urlcategorynames",
“type": "array", "items": { "type": "string", "maxLength":128 } },
"Feeds": { "title":"7os—F", "type": "array", "items": { "type":
"string", "maxLength":63 } } }, "additionalProperties": false },
"CustomSecurityProfiles":{ "description":"hHAZL tFalVsra TB7T7
AV ATV ", "type": "object", "properties": { "FileBlocking":

{ "$ref": "#/definitions/FileBlocking" } }, "additionalProperties":
false }, "FileBlocking":{ "title":"FileBlocking", "type": "object",
"properties": { "Direction": { "title":"ff/R", "default": "both",
"enum": ["upload", "download", "both"], "type": "string" },
"FileType": { "title":"FileType", "type": "string" }, "Description":
{ "title":"FBH", "minLength":1, "maxLength":255, "type": "string" },

"Action": { "title":"7 %o 3", "default": "alert", "enum":
["alert", "block", "continue"], "type": "string" }, "AuditComment":
{ "title":"Es&EI AV L", "type": "string" } }, "required":

["FileType"], "additionalProperties": false }, "SecurityObjects":
{ "description":"tFaVUF s A7V ", "type": "object",

"properties": { "PrefixLists": { "type": "array", "uniqueltems":
false, "items": { "$ref": "#/definitions/PrefixList" } },
"FgdnLists": { "type": "array", "uniqueltems": false, "items":

{ "$ref": "#/definitions/FqgdnList" } }, "CustomUrlCategories":

{ "type": "array", "uniqueltems": false, "items": { "$ref":
"#/definitions/CustomUrlCategory"” } }, "IntelligentFeeds":

{ "type": "array", "uniqueltems": false, "items": { "$ref":
"#/definitions/IntelligentFeed" } }, "CertificateObjects":
{ "type": "array", "uniqueltems": false, "items": { "$ref":

"#/definitions/CertObject" } } }, "additionalProperties":
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false }, "PrefixList": { "title":"PrefixList", "description":"-z
FaT4 ATV DTV T v A UXL", "type": "object",
"properties": { "Name": { "title":"Name", "minLength":1,
"maxLength":58, "pattern": "A[a-zA-ZO-9-]+$", "type": "string" },
"PrefixList": { "title":"Prefixlist", "type": "array", "items":
{ "type": "string" } }, "AuditComment": { "tltle"'"ﬁPEEZI}
>~ k", "maxLength":512, "type": "string" }, "Description":
{ "title":"3{BH", "maxLength":512, "type": "string" } }, "required":
["Name", "PrefixList"], "additionalProperties": false },
"qunList":{ "title":"FgdnList", "type": "object", "properties":
{ "Name": { "title":"Name", "minLength":1, "maxLength":58,
"pattern”: "~[a-zA-Z0-9-]+$", "type": "string" }, "Description":
{ "title":"3iBH", "maxLength":512, "type": "string" }, "FqdnList":
{ "title":"Fqdnlist", "type": "array", "items": { "type":
“string", "minLength":1, "maxLength":255, "pattern": "~[a-
zA-Z0-9. -1+%$" } }, "AuditComment": { "tltlE""W%fEZLX«/F"
"maxLength":512, "type": "string" } }, "required": [”Name”
"FgdnList"], "additionalProperties": false }, "CustomUrlCategory":
{ "title":"CustomURLCategory", "type": "object", "properties":
{ "URLTargets": { "title":"Urltargets", "type": "array",
“items": { "type": "string", "minLength":1, "maxLength":255 } },
"Name": { "title":"Name", "minLength":1, "maxLength":58,
"pattern”: "~[a-zA-Z0-9-]1+$", "type": "string" }, "Description":
{ "title":"&BA", "minLength":1, "maxLength":255, "type":
"string" }, "Action": { "title":"Action", "type": "string",
"default": "none", "enum": ["none", "allow", "alert", "block"] },
"AuditComment": { "title":"Ei&xa A k", "type": "string" } },
"required": ["URLTargets"], "additionalProperties": false },
"IntelligentFeed":{ "title":"IntelligentFeed", "type": "object",
"properties": { "Name": { "title":"Name", "minLength":1,
"maxLength":63, "pattern": "~[a-zA-Z0-9-]+$", "type": "string" },
"Description": { "title":"#iPH", "maxLength":512, "type":
"string" }, "Certificate": { "title":"FEPHE", "type": "string" },
"FeedURL": { "title":"Feedurl", "minLength":l, "maxLength":255,
"pattern”: "~(http|https)://.+$", "type": "string" }, "Type":
{ "title":"Type", "enum": ["IP LIST", "URL LIST"], “type":
“string" }, "Frequency": { "tltle"'"Frequency “enum" :
["HOURLY", "DAILY"], "type": "string" }, "T1me"' { "title":"H§
", "default":3, "minimum":0, "maximum":23, "type": "integer" },
"AuditComment": { "title":"Ei&xa X k", "maxLength":512, "type":
"string" } }, "required": ["Name", "FeedURL", "Type", "Frequency"],
"additionalProperties": false }, "CertObject":{ "title":"Certificate
Object", "type": "object", "properties": { "Name": { "title":"Name",
"minLength":1, "maxLength":63, "pattern": "~[a-zA-Z0-9-]+
", "type": "string" }, "Description": { "title":"d{HA",
“maxLength":512, "type": "string" }, "CertificateSignerArn":
{ "title":"Certificatesignerarn", "type": "string" },
“"CertificateSelfSigned": { "title":"Certificateselfsigned",
"default": false, "type": "boolean" }, "AuditComment":
{ "title":"E&EI A", "maxLength":512, "type": "string" } },
"required": ["Name"], "additionalProperties": false } },
"properties": { "RuleStackName": { "description":")L—)L X%v 7
%", "minLength":1, "maxLength":128, "pattern": "~[a-zA-Z0-9-]+
$", "type": "string" }, "RuleStack": { "$ref": "#/definitions/
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RuleStack" }, "RuleList": { "description": "list of rules",

"type": "array", "uniqueltems": false, "items": { "$ref": "#/
definitions/Rule" } }, "SecurityObjects": { "$ref": "#/definitions/
SecurityObjects" }, "CustomSecurityProfiles": { "$ref": "#/
definitions/CustomSecurityProfiles" } }, "additionalProperties":

false, "required": [ "RuleStackName" ], "createOnlyProperties":

[ "/properties/RuleStackName" ], "primaryIdentifier": [ "/
properties/RuleStackName" ], "handlers": { "create": { "permissions":

[ "execute-api:Invoke" ] }, "read": { "permissions": [ "execute-
api:Invoke" ] }, "update": { "permissions": [ "execute-
api:Invoke" ] }, "delete": { "permissions": [ "execute-
api:Invoke" 1 } } }
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FVR—T 4 27 F %47 7177 > FICCFT(Cloud Formation Template)i FAMERS 7%
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B E NizTerraform7 > 7 L— k& . [for your onboarded AWS accounts(4+ > :R— RAWS T
719 > kD) —)VARNZERR T % e DI E N5 /85 X— & 2 Hif59 % LinkAccount API7Z
MEOH S 72D ENE T, Terraform7 > 7 L— ~&. Programmatic Access’z /T L T /B
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HEN7 Y bV R—FT 0 Y TREREIC T 72 X9 %1ciE. &fiDTerraformT > L — k& X
Ta—RUTC, AV ILCEET7 7 AT 20ENHD F9, sz, TVor o
Lc ka7 7 ZA0A3b) 22U T TEE W,
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T4 O EEY R— T35V —Aa—)EEDHLZEIEHEINTEL
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Cloud NGFW for AWS 2.0.0 141 ©2024 Palo Alto Networks, Inc.


https://registry.terraform.io/providers/PaloAltoNetworks/cloudngfwaws/latest/docs/guides/account_onboarding

Cloud NGFW for AWS O ZFi59 %

STEP2| FVR—F 473237 vZeic, 7uaX 7hv >k a—)L+v ~7 v 7S Cloud
Formation Template (CFT) ##E{79 20— )LZ{ERLFE T, a—iLiciZLL FOEFEREN

BT,
{
"Version":"2012-10-17",
"AT— R AV R
{
"Effect™:"7Fr]"
RV IRV VSR

"AWS": "arn:aws:iam::018147215560:user/sosrinath"

2
"7 3 g M "sts:AssumeRole"
}
]
}

IAM®D[Create Inline ploicy(-f > 54 >R —OVER)NA TV 3 V= FEH LT, a—IUIcL R

D7 7R AFARY —DEREN TV ELEDNDH D KT

{
"Version":"2012-10-17",
"AF— R AR

{

e SEN

"lambda:CreateFunction",
"iam:GetRole",
"lambda:AddPermission",
“cloudformation:ListStacks",
"cloudformation:CreateStack",
"lambda:InvokeFunction",
"lambda:GetFunction",
"iam:CreateRole",

"iam:DeleteRole",

"lambda:GetFunctionConfiguration",

"lambda:GetPolicy",

"cloudformation:DescribeStacks",
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"cloudformation:DescribeStackEvents",
"cloudformation:GetTemplate",
"cloudformation:DeleteStack",
"lambda:DeleteFunction",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"lam:AttachRolePolicy",
"iam:PutRolePolicy",
"iam:PassRole"

],

") =R

"Effect":"FF A"
"Sid":"VisualEditor1"

}

]

}

STEP 3| cloudngfwaws Terraform 7' 11/3\+4 Z—7%ffiff L T, Cloud NGFW for AWS% &
MDY Y—RT 7B ALET, BiDARAT v T TEHRLIZCFTa—)l
l&. account_onboarding® Y o —)L D AF—<EH: Tcft_role_nameZHDfE & L TIHET
HZRENH D ET,
STEP 4| Terraform ApplyZZETL £7,
CFTICZEHE 25 L 72#%. Cloud NGFWVY YV —R3& 7 T ¥ b et VR R—FLE T,

 TAUY N AVKR—=T 4 VT EVa2a—)ViE&, TAY YT AU Fu—)bty b7
TCFTZETLE T,

o JTORXT7HYY b a—)LCFTIZ. @—)VARN%ZCloud NGFWV ¥V — ZITEELF T,
ThH YN XA VR—T 4 V7 BV a—)Vid—EHHBERLE T, IXTOT7HY Y MHEH
ICA Y R—=REND X TIZI07 UL Eh 2856050 £,
* VAR —=RBHA T 7 N RHIFRT 5
Terraform destroyZ il L9, FHIC DWW TIE. Terraform O R 2 AV R RSB L TLEE
Vo
VR —=T 4 VTRIART TV b e—ERKRT B

TerraformV A F 2L 9, FHHIC DWW TIE, Terraform O R+ 2 AV FARSBIBLTLZE
A
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BRI AT0—5—IC7 72 X9 55k

1. Cloud NGFWa >V —)VIc R LE T,
2. 2V —)UT, [Usage Explorer(ffiflET 7 A7 0—F—)ZRLE T,
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Usage Explorer sema

Usage History

Purchased Credits: N/A ¥

@ Period: Past 6 Months X Dimension: All v Y AddFilter

Period Dimension Consumed Units Consl
2023-08-15 NGFWUsageHours 0.0
2023-08-15 TrafficSecured 0.0
2023-08-14 NGFWUsageHours 0.0
2023-08-14 TrafficSecured 0.0
2023-08-13 NGFWUsageHours 0.0
2023-08-13 TrafficSecured 0.0
2023-08-12 NGFWUsageHours 20
2023-08-12 TrafficSecured 0.0
2023-08-11 NGFWUsageHours 4.0
2023-08-11 TrafficSecured 0.0

25 Rows WV Page

Minimize Menu €

fFHBZ 7 A 70— —cid, —EHHOMEEELRRTSATarBbb, CSVT 7 A I)V7%

A a—RLUT, SBOMBDIZDICHET—R2EFy SF ¥ TEET, HHOWME BRI,

UTFDT 4 =)V RZET—T7IVTIMEETNE T,

e [Period(HAR)] - Cloud NGFWD WS EHHAM Z £ L £ 7,

e [Dimension(7 «4 X >3 3 )] - Cloud NGFWODGERZ AT 2 1=DIHEHENE T, T4 AV
avkid, 7TREAY BEEZE) ZIELET,

¢ [Consumed Units(JH&HLN)] - FEREAAIC T RO E LY V—RADE, TDT 4 —)b
RIEPAYGY 7 X7 ) S g VETIVICHEELE T,
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[Consumed as Credits(Z7 L3 k & U CiNE)] -

s R AHIC 77 > FINEE L2 Y — XD

o, PAYGU T AZY gy EF)NVICHETE T 4 —ILRTT,

YR—FENTVBET A AT 3 TD

FHT 4R T TEET, [Add

Filter(7 « )V X DEMIA T2 a &, BIECO T LY 2 — V) — X Tidkkie

FE Ao

[Period(HAN] 7 «+ —I)V K& LT, 8& L7z
I 25501, HEEZEHB 7 V2 ) 73
AREMENH B T L EERLTLIZE W,

Usage History

| @ Period: Past 6 Months X
Past 30 Days
Past 3 Manths
Past & Mmg\s
2023-07-29

2023-07-28

N9,

MOHEEEZFRRLEST, TOX TV a vk
e, TREFRTDHEEITEENFELET S

TI7HIVETE, FHET 7 A7 0—5—ICidmE30HM OIEE BT — 2 MERE

[Dimensions(7"+ X > > a )7« —)VRZ2fiHTZ L, iHELZ A7 0—F—DEXRELE
LT, ZHCEBENDZT RAY T4 AV a vV OREFRRTEEXT,

Usage History

@ Perlod: Past & Manths X Dimension: All

Period |
2023-08-10
2023-08-10

2023-08-10 TrafficSecur

T
Aurl
Dns

WildFire

2023-08-10
2023-08-01
2023-08-01
2023-08-01
2023-08-01

n PanMgmt

2023-07-31 TrafficSecured

Y Add Filter

imed Units

Q

7 of 7 selected
NGFWUsageHours

ed

L

00

TARTCDT A4 AV IV TILNEITTEEE, Ry 2oy A= a—
MWOET A A aVyEBEINTAC L8 TEET, HBLV AT 0—5—0FK xR

1Z. PAYGE 13 L LT, Cloud NGFWTF > F T X7 Iy gy EFIVIC

Ko THEZDET,
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YR— 7 —ADIEK
Cloud NGFW I >V —)V &R LT R— b — X =ERT % /51
STEP1| AWST7 /1Y MIDZEHELET, AWS 7DV b 3R L 97,

CLOUD NGFW AWS Accounts

AWS Accounts @

AWS Account ID Crass Account 1AM Roles Account Property

Decrypticn Role, Endpoint Role, Logging Role Check Details

Subscription Management
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STEP 2| QBTG U T, Panoramal VY — )L LT, 77+~ FID*®Panorama>’'V 77 )L}/
N—7% 8, BR— M r—ADBIMERZHR L E DT,
2y a2 R— RZMH L TPanorama® V) 7 )LV NN—2ELE T,

~ Device Groups =

{ PANORAMA DASHBOARD  ACC  MONITOR  POLICIES  OBJECTS

Morar N yevice Group N ayout |3 Columns
Panorama D ‘ All \ Columns

General Information

L

Cloud NGFW U YV —ZXD 7 F > FDZHER L X9,
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MONITOR O JEVIC PANORAMA

| Panorama |
) SSL/TLS Service Profile - Tenant | All R Regions | eu-west-2 w
By scer

= 55H Service Profile
@ Log Ingestion Profile
E@ Log Settings
~ qjl 5

NGFW 1D TENANT MAME TENANT ID ACCOUNT ID

ver Profiles

[, Email
B HTTR
[ rapius
Gy sce

[P Tacacs+
[ Loap
EL, Kerberos

5}' Plugins
e AWS

s ﬂ NGFW
Setup
L Monitoring Definition
'E;EI Deplo

v & Cloud NGFW
@3 Tenants
% Cloud Device Groups
"El Resources
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STEP 3| Cloud NGFW 2 >V —)VD[#EE]X— T, [Create a case(7 — AZEK) =27V v 7 LE
ER
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Region: US East (N. Virgin

CLOUD NGFW

Overview

Welcome to Cloud NGFW powered by Palo Alto Networks!

d NGFW combines best in cl2ss network security with e2se of use, and is delivered as 2 fully managed cloud native service by Palo Alto Networks. It

'y
natively integr: with AWS Firewall Manager, CloudWatch, Kinesis Firehose and other AWS services. It provides lea dge threa '
application control, AppID, and advanced URL filtering. Easily deployed with just a few clicks, use Cloud NGFW to bring Palo Alto Networks best-in 0
security and agility to your cloud deployments. | & & -8

Toget started, follow the guided steps below, or check our resources linked!

tarted with Cloud NGFW

Rulestacks Create v Getting

Onboarding STEP by STEP Guide (Dismiss this zuide)

N/A 5
Global Local Set up progress 100% (3 of 3 recommended steps completed)
@ 1.Create Rulestack
3 minutes to comp
@ 2 Rule and Objes
NGFWs Create o

Resources

NGFWs
About Cloud NGFW for AWS g

Learn Cloud NGFW (Video Playlist) &'

t's New &

Deployment Guide &

ommunity Link &

Cloud NGFW Servics

Createa Case &'
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TECHDOCS

Cloud NGFW for AWS D)l —)L A
2w 7 Ib—)b

Cloud NGFW Tk, EF a2V T4 R —)L—)LEEHEL., TNE5D)L—)L%E 1DD)L—)b -
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YiX O—~o AWS
= Firewall

Manager

) Global
Global Admin Rulestack

(pre, post rules)

wor M

28 =
8 Local F T
Local Admin Rulestack

(local rules) Cloud NGFW

Region: US East (M. Virginia] «

Rulestacks

ARulestack is a set of security rules, and associated objects and security profiles, used for enabling advanced access control (APP-ID&trade;, URL filtering) and threat prevention features. A Rulestack can be associated with one or more
Firewalls. You can create two types of rulestacks-global and local. Global rulestacks apply to all firewalls in your deployment and local rulestacks apply to specific firewalls.

Rulestacks Action W Create Rulestack

MName Status Type Account Id
Application Running Local 710085992457
LocalFWRulestack1 Uncommitted Local 710085992487
Running Local
PerformanceRule Running Local
Test Uncommitted Local 710085992487
Uncommitted Local 710085992487
-local-rulestack Uncommitted Local
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Cloud NGFW for AWS C?D X-Forwarded-For

TV —=2a N \DA YT VARNT T 4w 7id. NGFW ICRET B Hi{IC AWS H— R/)NT
Y—F 7 aF oY —N—Z@Rmd 2550H0 £T, TNEDOT/NA AILIEECE 5D
BWDORTT 4w %A 2= T 578, NGFW IZEETDIP 7 RLATIE AL, O—
RNNSG oY —F 3 7TadF o —N—DIP 7 RLAZEEHZLET, TNHDTNA R, X-
Forwarded-For (XFF) ~\w X —% HTTP U 7T A MIBIL, 7TV r—2 a3 V7 78 AT
29547 Y NDEED IPv4 £z IPv6 7 RLAZEBILE T,

TIVr— a3y \DORTT 4w 7. NGFW ICEET S RNCERO 7 a2 Y —\—7&iFiE
L7n[REMDAH D FF, XFFU VI A RNy X —Iicld, VI TRUISNE RO IP T FL X
WEENTVBEENH D FT, NGFW IZHIC. XFF Ny X —IRBIBmENE7 RLA%
FHLTRYY—E#EHLET,

Jo—)V Ay 7 e S 4 & &IC, Cloud NGFW B XFF HTTP N\ w X' —7 ¢ —)U RDIEEIT IP
7 RULAZFEHLTEF 2T o R —REHTESXIICTHTeHNTEET,

Destination

Source IP: 10.1.1.2
Source Load Balancer:
20.10.10.15

10.1.1.2

NGFW
Endpoint

Source IP: 20.10.10.15

X-Forwarded-For: 10.1.1.2 )
Policy enforced
- on 10.1.1.2

Cloud NGFW
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Cloud NGFW for AWS T)L—)V A % 7 7 {ER T %

Cloud NGFW 77 > k Tld. LocalRuleStackAdminZ 7z GlobalRulestackAdmin = — L AVE] O 24
TONTWABGE. W—IVARZR Y JRERTEET, 77— )b—)VAZR v 7 72{ERT %I
1%, AWS Firewall ManagerZ{#if] L CCloud NGFWT 7} > F Z/EK L CH L RENRH O £,

O—7)V )V—)VA R JERT % & El&k. AWST Y R ERIEET 240ENH D F9, IL—
ARy 7%, FDAWST A1~ MMCBEHE ) 5 NTENGFWIC DA SN Ed, IL—IVA
2 7B T B, ROFNEZFTATLET,

STEP 1| [Rulestacks()l—JL A% v 77)] > [Create Rulestack()L— )V A % v 7 7 ERR)1 723840 L £ 9,

STEP2| Ruow X2 h5 [Local Rulestack(— 71 )LL—)V A% v 7)] %7213 [Global
Rulestack(Z7' 1 —/ N )L)L—)V A 2w 7)] (FMS 770 A4 AV k) Z#EIRLE T,
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2. F-tdZANLET,
3. EmMZZYw I LET,

Add New Tag

Key

Value

STEP7| (T2 EF 2V 541 KRY—0D X-Forwarded-For ZEZNc UE T, ZHICDOWTIE
Cloud NGFW for AWS T® X-Forwarded-ForZZ2BE 1L T 7Z& W,

STEP 8| Save (f#ff) Z27VUv 7 L%,
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STEP9 | JV—IVAZw I Z{ERLTeD. T7 A7 75 —)VICEHLEX T,

Region: US East{MVirginia) «

Rulestacks » Create Local Rulestack

Create Local Rulestack

General

Mame *
Description

AWS Account D™

Select A
Tags

+

Enable X-Forwarded-Far for Security Policy

Cloud NGFW for AWS can use the IP address in the X-Forwarded-For (XFF)
field of the HTTP header to enforce security policy.

Cancel Save

Cloud NGFW for AWS 2.0.0 159 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS D)L—)V A% w7 & )b—)b

Cloud NGFW for AWS Dt F 12U 7 4 )b—)VA TV x
7 b

X aVTF o —)b—=)VAF TV ME IPT7 RLA, ZREHMRAL % (FQDN) . A>TV

VIV hT =R, GAEREDMAD ID Z T N—TT B —DAT T T M ERIIESH

fiTd, —MMICRY > — AT I F2IERT 256, RV T —TREEDT 7 AR Z £

T gEHATV 7 b= LET, L2, HETa—Y—DFERcY—\— 1P 7

RLADEY F2EHLTWAES, U—NX—IP7 RLAOLY "2 T LT 4 v 7 AU AL

Tz e LTIONV—=TkL, ZOT LT 4w AV ARE 1D EOYF 2V 7 0 )b—)V

TSRTEXT, VNV—TFT7 V27 b 2T 5L, IV—IVElEKT 2 ROEHEA—/N\—\w

R 72 KIEICHIRTE X9,

o FLI74wIAVAREFQDN Y A K-TLT7 4w 7 AV XKL FQDN Y X M T %
&, FIURY —O@EHZNE L T BREDREECE 5D IP 7 FL A% 721 FQDN
TI)W—TkTEET, TV T4 v 7 RAY AN, CIDRELT1IDOUEDIP T RLAE
72X IP 2y hRATZZHZTENTEET, XA TDIPNetmask D7 RLAA TV 7
FTlE. IPv4 2y NI =D B RTTEDICAT Yy v aKiadzHLTIP Y RLAEIEx b
=0 AT H0ERH D FT, 7z& 21X, 192.168.18.0/24 TJ, I—HP—WNIP 7 KL
AZHID, FQDNDBF LW IP 7 RL AR ENAEICTFH TEH TS L7, DNSH
IP 77 KL A®D FQDN fifik 7242t 272, L d VO FQDN DY RLAA TV«
7 & (Jz & 213 paloaltoneworks.com) T3,

o HJAZXLURLATIY - HAXLURL 473V ZMHT S &, URL AT 3V OIS
ZLEISVEEE LIz EEOMED T IV TH AR L URL A7 3 ZER LD
TEEJ,

o AYTUVLY T4 —F —SREINY AL (EDL) E&MINZ AT ) VY b T 4 —
RiE, MO F 2V 7 1 139 ZIBTEN E 72 EBE O Z I B# T 2 fkhif a7 — 2 X b
V—=LTY, ATV bET4—RiE. T4y VTR, o270 Ry b, A
NAT 2T TV LT TR EOBEBICEHET % IP 7 FL A& URL Zidixds K UHEHF L
ES

Cloud NGFW IZI&, 4 DDFIAHA TV 2V T4 —FHAEFENTVET,

¢ Palo Alto Networks /Ly R F)L—T IP 7 RLA—\Lwy b )Vv—T KZAF ¢ 7 70
NNARX—=DRHTZIPT FLANZTENE S, Ny N I—T KAT ¢ 7 TanA
R—=13arT o VIEFEAE (BHVIEEL) fINZRT TRV, BEEIHEE NS
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A VB ETEETA. [92.168.20.0/24) . [192.168.20.40-192.168.20.50] =&, V7
Z RRIP7 RLAHFMIZLIDODIP 7 RLAIZY RV ELTHY Y FEN, HEDIPT R
LAELTEATY YV FENFEEA, TAXY MZBINT 556, IP7 LA, IPHIPH, £k
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WEIPY 7%y b EFRCITICIRET 2RENDHDET, IPT7 RLADKEDAR—RIZ, IPT
RLAETRXY MBI BXYOSLFTT

IP7 RLA U X LD :

192.168.20.10/32 2001:db8:123:1::1 #test IPv6 N L X
192.168.20.0/24 ;7 A MNP 7 v  2001:db8:123:1::/64 N IPv6 i
192.168.20.40-192.168.20.50 Z7 A +9 3%

e URLUA R -URLEMHLT. BEOIINVT 2T DH LY —=ANE 3y hT—TE{HHEL
£9, NGFW &, HAZXLURLATIVDEIZURLEZFH DA VT IV NI 4— K%
ML E T, URLY A DT +—< v FDFHIC DN TIX, Cloud NGFW on AWS D7) A%
LV URL A17 Y ONFR 2B L TR E W,

NGFW CTl&. £V T VYLV b T 4 —RICT 7 VAT EHDICHAEA T 27 FHARET
9, FHIC OV T, Cloud NGFW for AWS ICaFHHEZEINT 222 L TLFEE W,

STEPL1|  Db—VRARvw 7] Z#ERL, 7770y 7 2iEd % DI LETCAERR LIV —)b
ARy 77 #RLET,

STEP2| [TV VK] > ATV b T 4—FR]> (AT IVV2Y M T40—ROER] Z
HEIRL £,

STEP3| AT VV Y T4 —FOLMORITWHHETZATILE T,
STEP4| (T AT IUIx Y 74— FOiHZANTILE T,
STEPS| AT VY2 T4 —FRDXRATZ2ERLET,

STEP 6| V—ZXURLZATILE T,

STEP7| GEHET O 7 7 AN EHRELET,

STEP 8| B (KX E3H) ZRELE T,

STEP 9| Save (fRff) 27V w7 L&Y,

Cloud NGFW for AWS ICEFHHEZEINT %

Cloud NGFW (. FFFAZZMFHL A YTV b T4 —RIZ7 7R AL, £ VNT VR
BEXUOT7Y MNNT Y ROESEEENCLET, TNOSDFEHEIL AWS > —27 Ly B~ 7—
VXIRIEENE T,

—MHET T A XY BT E NS AHIFICIE3EED D X9,

o IEICAGERAE (CA AFHHE)- ZRGER (CA) 1X. SSLAMFHEZHITIT A EHTE 2T, C
DFYRIVEIHEX, TV T4 T4 ZRNAF—IC) V7T 372DIfERENS 7 7 A )VT
T, Web7 I FIEC DHFAEZEMH LT, Web Y —N\—D 5k EENa T Y ERL
LEd, Web7 I UHICIZiEE. A NZiRT 2 -DICHEERNCEFET S CADY X MDY
fHELTWVWEd, CAOHmWIEX, WebT A+, FAA 2, XIGHBOEEEZHGEET 52 &
.Z‘_\@_o
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. ﬁ—/\‘—éiEﬁﬁJi- RFED B AA I BT S NTREE, ¥ = 79 A MCHRREEE
NH25%55, TNEY =7 7 FLANFEEICZ OIS L’Clﬂ‘é C L7z WERRd % FIa%
PRAER DA TNB T EZER L LT, URLZANT R L, T7oUTEGEHEEZ T = v 7
L. Web ¥4 bD7 FLAMGEIIHEDY FLAE—HT B ez2ifad LT T, T, dtE
WEHTELRRRICE > TERIN TS LR LT,

BHEINTOAEVIEIAEZF O —N\—IlEi T 2550% D £9, Cloud NGFW for
AWSIE, Y —N\—HEG R T LichD X S I 2Ul L E S,

o JU— FCAGFHHE- FREERIE Y Y — & DI THEOIHEERITTEE T, IL— hMflHE
V) —Di ENORFHETT,

Cloud NGFW T3 %7281 AWS > —7 L 32—V v IGEHEZBINT 555, RO

PR E Tz BN D D T,

e private-key & pubI|c key®D 2 DDF—7ZHL T, F—EHDOXT & U TEME NIZEEH
H, BEROLGE. HITEEORTHBZ2LEND D, NEHOLGE. EHIEEBROFEHEAA
'CZP)%M\E?J\&B D E‘é“

e —7\ PaloAltoCloudNGFW T{EA true® % %7,
o JL— FCAGFIHE L HPREICAIEHER 7547 ¥ FOEEA R TICA VR— T E50ERH D F
I,

o NI T 4w IDEAUICIY RV T4 T atiHEZEHL TWA55E. = FY T«
T4 FFAAE (RsEsk L NBHB O ) D% AWS Secrets Manager IR 24050 H D F

ERS
e PKCS8Y—Z7 L v MERMNYR—FEINTWET, PKCS1>—Z7 L v MERIIVR—FEN
TWVWEHE A,

PR—bFETNTWVDB PKCS B

PYR— kTN TWEL PKCS1 JER:

Cloud NGFW for AWS T 9 AiEHEZBINT 51CiE. ROFIEZFZITLET,
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STEP 1| FFHEZ AWSY—Z7 L v b= v IBIMLE T,

1. AWS ayy—icaZ 4L, AWS >—27 Ly b 32— ¥ ICBEI LT, [Storea
new secret] CGiLWo—27 Ly b 2R1E) Z7Uw 7 LET,

2. other type of secrets (ZDMD XA TDI—7 L v b)) ZFRLET,

. [F=HEDXT]T, private-key &5 %D F— & public-key & V5 HHiGTDFI|DF—
ZVER L X9

4. ST B T 1 —)b RIChEREe ik & Nhs Rz O ) £ d,
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© Other type of secret
API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
private-key <your-private-key>
public-key <certificate-body>

5. Next (&) Z7VUw 27 LET,
6. bhoIFWVnr—rLy NEANLET,
7. ZF— PaloAltoCloudNGFW & ffi trueZzfD X 77BN L £ 9,
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Tags - optional

Key Value - optional

PaloAltoCloudNGFW X true X

Add

8. RN [N [RFF] DAIiC 7V » 7 LT, GEFEOBINEZE 7 LET,

STEP 2| DLb—)VAZy 7] 28R U, GEIEZRKT B RTC/ERR L 72—V A 2y 7 72841 U &
EE

STEP3| [AT7Yxz 7 F] > GEHFVALR] > [GEHEOEM] ZEIRLUE T,
STEP 4| Name (ZH0) IO RTWVWI T AEZXEASILET,
STEPS| (A7 =2 ) iFHHEOHAZATILET,
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STEP 6| GERAEZERL F9

e Cloud NGFW TAWS > — 7 L v b 2=V vy hbiflHER XY v a— K9 55513,
ZFAAZE ARN Z A T L E 9,
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ass o .
sss Services ‘ Q. Search for services, features, blogs, docs, and more

[Alt+S]

AWS Secrets Manager Secrets Certificate

Certificate

Secret details

Encryption key
EncryptionKey

Secret name
Certificate

Secret ARN
arn:aws:secretsmanager:us-west-2
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e Cloud NGFW THCE#AHEZIEKT 2551, [Self Signed Certificate (1 L& %4k
BHENZA N L X,

STEP7| Save (fRf¥) Z27 Vv 7 L%9d,
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Cloud NGFW for AWS Tt 2V 7 4 )b— )V ZVERT
%

Fa VT 2=k, *2v NIV EREERBRCEENSHEL, Xy NT—T 1)V —2R
FEIEICEID Y TR LT, EVRATO RAOEFEN LR X8 3DICBLEE
9, Cloud NGFW for AWS T, REEILE5 D IP 7 RLA, EELEs/ D FQDN, 721k
TIVr—2a ik ED T T 4w ZEHICHEDINT, LD F 2T 2I)b—)bhv ey g
70y 7 AENIAT AN 2RELE T,

T7AT7 T —=)VZElHTEITXTONT Ty 73y gy eBEIN, fyravik
IW—IVEBEEINET, v yarh—EHT 5. NGFW IZ—E T 2/ — I ZzZFDtv g
(IFAT YRSy == BEUOY—=N—=05T547 ) ORIGH ST T ¢ 71w
LET, EEINIL—ILDOWTNEE R LENWNT T v 7IZid. 774V bk )b—)LhE
HEn%d,

YFavTg R — )b—)Uid. EHhSAI. BXUENS FTOIEICTHMEENE T, EHZFH
DRI TG T R DIV—ILEINT Yy ED—T B &, ZNH5(E28LE0. TNLFEDIL—)L
BRMiENER A, TORD, XAy F I EEMEREHT 51iE. [P0 —)LE 7%
V=L X O HESLCRTHET 2 08B D £9,

W—IVAZ Y 7 7ZER LTz, IV—ILZER L TOV—IVAZw ZIGBINTEET,

DL—)VAZw 7] > <rulestack-name> > [tF 217 ¢ )b—)U] > <rule-name> > [{#HIR
W IKB#HTRE, T T4y IDREDIV—)VIC—E LIz R TEET, [HAIRA]Z
TCiE, Bt LWIL—) U NGFW Z3fiid % M 7 1w ZIC K > T MU H—E Nz ER
INET, by MY UYEZ—RZ 15T EICEHREINET,

51, [NGFW] > <firewall-name> > [Jl—)U] > <rule-name>7Z3E{RL C. /L—)L b v k
MDD R—TFRTEXT, NGFW A=_a—h bbby MYV Z—%"FKRTH L, by MAY
Y RA—iF, FEIRUIZV—)VDZDFREED NGFW T MU A—ENizmfiz R L E 9,

STEP1| [EH] > DV—IVAZw 7] Z#RL, HLWIL—IVDRX—7"y bL—)V A&y 7 %258
RLET,

STEP 2| [FBUER] Z27 Vw7 LET, =)V 2rda— b )b—)IVAZ Y ZISEIT 555
. [EEaLb—V] £ [ERb—V] 28R 2 08N H D 9,

STEP3| JL—)LIcbh O T WEHEiIZE AT LET,
STEP4|  (fF=) a—)LoO#AZ AN LET,

STEPS| )—)VEEZRELET,

JV—IVDBEIX, IV—IVDRHBE N B ERZPE L E T, BIE ORIV — IV RN G
fliEnFEzT, T5IC, IV—IVAX Y THDEIL—IL,

STEP 6| FTAN TR, EFa VT« V—IVIEANTT, IL—IV2EHcT 5icid. [ARI] O
Fzv I EHLET, V=IO DTEEMFIEIShNcTE XY,
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STEP7| V—AZHRELET,
1. [ERIFREG [BQz#ERLET,
UTE] ZEHRT % &, RBETICBFREL. F I 70w Z7hb—)UicH U TR N
ERS
2. [—8] ZEIRLIEEEE. BT A3y (+v) Dl 1DOYV—ZA4 TV
78 P77 KL A (CIDR) . L 74w Z7AVURb, H, £33/ 7VY >V F
TJ4—R (IPEAT) ZEELET,

STEP8| %t L&,
1. [MEEIEFERE [80ZERLET,

MEE] 28R % &, seicBIfRES b T T 4w 7hb— VSR U CRMEE N E J,

2. [—8%] BZBERULESZ., By A3y (+v) ZASL, D &d 1 D058 A
727k IP7RLA (CIDR) . L 74w Z7AUAr, FQDN Y Ak, H, %7
B3A T2 T740—F (IPRAT) ERigELET,

STEP 9| 77 VUr— 3> (App-ID) DOFfMAHIEZREL XTI,
1. UEE]RIELER] 28R 0 £,
UEE] Z8RT 5L, b7 40w 237 TV r—y a Ve aFmEnEzd, 7
TV —2a VERBET S EICKD, FI T I RESNET U r—va vk
—HT D5, I T4 v 23— L CEMiE N E T,
2. [BRPERLUIZGER. Bin7Aay (+ =) Z2Uw oL, 77V —va Vil
ELET,

STEP 10 |URL 17 3V O ZRELE T,
1. ] 72 8] ZRULET,

UEE] Z#EINT HE. b5 74w 713 URLICEHRZ LS EHMtiENE T, 77U r—

VAVEIBETAHEICED, I T v IhMEEESNIZURL AT IV F2ld A VT
VI 7 4—F (URLZA ) IK—ET 255G, 712w 73— LT
AHMEENE T,

2. [—8] ZEBNLUEEAE. [URLCategoryNames] F/zidk [7 4 — K] ZEIRL,
BM7Aay (+v =) Z7Vw 27 LET, FavyrFEZy s, URL ATV ik
ATV T 4a—REBRNLET,

STEP 11| R—br &7a a0 HIEZRELE T,

1. application-default, [{TE] X7z [ER] ZFEIRL X,

=] ZERT 5L, b T 0w T3 R—be7m haVicBEa i nEd,

R—br B bralzfEEdTsciickd,. o7 v IhMfeES Nz R— &7 a b
)T BGE. T T 2w 73—V L CRMEENE 9,

2. DENEENLIZGEE. Fay S Eorohs7abalzERL, R—rES5E2 AN
LET, H—OR—’BERZIEETIH, V2 HHLTEROR— N 2SETXE
9, IRz RL%E T, 80. 8080,
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STEP12 | 7y a v eRELET,
1. b7V —=VC—B UGBTI 7 AT I+ —IVEITT BT 7 a VEikiE
L9 (Frl. HER] . [U—n—DVUtv b, FRE[IFTAT7 2 FEeY—I—
DOifiE)ty R .
2. 79NNV RTSEELEZENCLET,

3. aF I EEMCLET,
STEP 13| EE 7V v 7 LET,
STEP 14| )V—)VAZ v 7 D)—)VlER LIz 6, REEMALEZIET 7 aA LET,

COMFIG ACTIONS hl
Deploy Configuration NG
Validate Configuration

Revert to Last Deployed

Last Deployment Status
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Cloud NGFW for AWS® )L — L Dfii FH

PanoramaZz{fif] L TCloud NGFWV YV —Z FD)L—)VEEHL, EHL NI IV a—T 1V
J RAT DI — )V ERIRIRZ BB X UEHE L E I, Panoramal Y —)VC. 75T KR 734
A T W—TTIV—)VOF RN ZEZ R L, Cloud NGFWV) YV —ZADFTRXTH—EHT S, —I
T 5h, ol —EHLaWhZHMTEET,

Panorama Cl&. KUY — Jb—ib bw ks AUV EWER (F 71V 8) THOH . TINAR Y
W—TZFHLU TR = )=V EERBIC Ty a LEEHENR T 7 A4 7 7+ —)LD)—
JUEFHOFEMZ X R TEE T, Panorama TlE 7 7 A 7 7+ — )L Ta—HIVCREINTZARY
= L=V D)V— )RR OFEI 2 BUS T E RV iz, a—h)IVICRE S Niz)b—IVD)L—
VRS R Z R BICE. 77 A7 r—=calZ ALy UEFERD £ A, FElcONT
. TR = b= )UERLRIA O] 2SR U TL7ZE W,

W=V G )V—bey FERY O—F T T <A

VAT LNEA

:;u:\ Fa VU7 KU T— V—)VOMRIRNZEERT 572008/ A7 LB 2R U E
® Panorama (PAN-OS) /N—3Y35210.2.8L0 |

e AWST S5 A4 >DI)N— 325200 1

e Cloud Services 75 7' A > D/ \—3 3 >/5.0.00L |

o USURAXIR TSTA2DN—V 322010 1

759 R TFINA X T N—TD)V—)U v MEOER

Panoramald >y — )V C. 757 K T3 X #)L— T %Cloud NGFW ) ¥V — X BT, 75
TR TFIRARATN—=TDRY o —iE Ulctg, LT OFIEZHET L CPanoramaTZ 5V K 7
INA A TN —TD)—)U b " EIEFERLET,

NGFWT7 7 A 7 T 4+ —)L UV —RIF, 27T &li)Vb—)bey b 5—=R%E 757
RNGFWH—E RICHELEX T, D%, 759U ENGFWHY—ECRIE, 7747
TA—=I)V Y —=ANST—RER—1 VITFTEHDIHRR2AEDO LA T Vo —%
Hb¥d, chickb. Panoramaa >/ — )L TO)L—)L v FiT— X2 FRICEH
KA OBIENFEE L £ T,

1. Policies (RV > —)Z&EIRLE 9,

2. [Device Group(T/N\A A F)— Nt o> a T, Ravy XXy EFHALTYZ 57 K 7N
AR TN—T7ERLET,
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https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/device-monitoring-on-panorama/monitor-policy-rule-usage

Cloud NGFW for AWS O)L— )V A% 7 & )b—)b

3. )L—)LEFR L. [Rule Usage()L—)VOER)Z 7 ) w7 LET,

traVT7ror, HEL BXOT7 TV —y 3> A —NN—F5 4 KR >— ZA TDOHE[)I—
. BEIL—IV, BXOT 74V IV—)VOMRIRIAZEHTEE T,

Cloud NGFW for AWS 2.0.0 178 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS O)L— )V A% 7 & )b—)b

{ PANORAMA DASHBOARD ~ ACC ~ MONITOR | POLICIES = OBJECTS ~ NETWORK  DEVICE  PANORAMA

[Panorama ice Group | cgfw-aws-kg-cdg ~ SO
|+ @ searty 2iems |5 %
1

I Destination Rule Usage
| 5 post Rules:
DAYS WITH NO NEW
| S pehaities zone AoorESs oevice AppLGATION | seRvice acrion ProriLe ormons | tanser RuLE ushoE ares seen ares wooirEn createD

~ % Decryption -
| o any any any ping 2 spplicatio-.. none any 1 2024-01-251632:39 | 2023-11-06 10:5454
| <= Post Rules web-browsing

~ B Application Overide any any any any 92 applcation-. none ® any o 2024-01-1216:19:55 | 2024-01-1216:19:55

= Pre Rules
o= post Rules: any any any any & application-. nane e any o 2023-11-06 10:54:54 | 2023-11-06 10:54:54
any any any any 2 applicatio none =l any o 20231106 10:54:54 | 2023-11-06 10:54:54
any any any any 2 spplication-. none = any o 2023-11-08 1054:54 | 2023-11-06 10:54:54
|
any any any any “f spplication-. none 5 any o 20231106 10:5454 | 2023-11-06 10:54:54
|
any any any any R application-. none 3 any o 2020-11-08 1156:03 | 2023-11-0811:5803
|
! any any any any & application-. none e any o 2023-11-0811:5603  2023-11-08 11:58:03
| any any any any 98 application-.. none = any o 2023-11-08 11:58:03  2023-11-08 11:58:03
| 8 =ppliato o 20231108 115603 2023-11.08 11:56:03
| any any any any 2 spplication-. none ® any o 2023-11-08 115603 | 2023-11-08 11:5803
FeEETE— = ay any any any 2 application-.. none 5| any 0 2023-11-0811:56:03  2023-11-08 11:58:03
| Policy Opt
: 3 New App Viewer o
{3 Rules Without App Controls O
[ Unused Apps 1
Log Forwarding for Security Se
Vv 2= Rule Usage
B Unusedin30days 11
B Unuseding0days 11
1
Object : Addresses + Preview Rules (@ PDF/CSV [ Highlight Unused Rules [ View Rulebase as Groups Test Policy Match
https://10.6.204.28/#
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BHRLU7OV—b Dy MIWERREND KSICB D E L,

) ) O — |

Rule Usage - rule-usage-testl @
'f‘:'\ litem | —» X
LAST
DEVICE NAME/VIRTUAL RECEIVED
[] | pEVICE GROUP | SYSTEM HIT COUNT | LAST HIT FIRST HIT UPDATE CREATED MODIFIED
cngfw-aws-kg-cdg  fw-4EBDSFMH2 0 1970-01-01 2024-01-16 2024-01-18 2024-01-10 2024-01-10
05:30:00 23:42:02 17:50:00 06:42:51 06:42:51
@) PDF/CSV € Reset Rule Hit Counter
Close

2) Panorama=l UV —=IVTIE, b= b FUET 7 4V R TANEIRR S LICHETE
n¥9,

BRLUZV—)VD by MR EHTT %1Cid. [Reset Rule Hit Counter()L—/)L & v N
2) mIIw I LET,

[PDF/CSV]E 27 V) w7 LT, EIRLIZ)L—ILD)V— UG H O MZCSVE 72 IZPDF 7 7 AL &
LTV AR—FLET,

Rule Usage - rule-usage-testl @
t‘:'\ 1 item % X
LAST
DEVICE NAME/VIRTUAL RECEIVED
[] | pEVICE GROUP | SYSTEM HIT COUNT | LAST HIT FIRST HIT UPDATE CREATED MODIFIED
cngfw-aws-kg-cdg  fw-4EBDSFMH2 0 1970-01-01 2024-01-16 2024-01-18 2024-01-10 2024-01-10
05:30:00 23:42:02 17:54:00 06:42:51 06:42:51
(@) PDF/CSV §$> Reset Rule Hit Counter
Close
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W=V ST - RoRENZE T T LR — AT F <A P—
YFaV7 0 R)I— )= TBZT7AT7 I+ —)VTCERBIXUHFIENTNEITXNT
DT TVr— 3 U eRRTEET, [Apps Seen(ZR T 7 V)] OO FIX., IW—ILTHGLN
17 TV r—ayoERLET,
e PanoramaZ > —)UTC. [Policies(:RV) =) X 7IcBE#LE T,

¢ [Device Group(7 /3 XA Z)V— Nt 2> a > T, Fayv S Zo vEEHLTI7ST R 7N
A A TN—T7ZFEIRLE T,

Cloud NGFW for AWS 2.0.0 181 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWS O)L— )V A% 7 & )b—)b

¢ [Rule(JV—I)1ZFEIR L. [Appsseen(Zr7 TU)NE 7Y w7 LET,

Device Gi emplate
{ PANORAMA DASHBOARD ~ ACC ~ MONITOR  POLICIES = OBJECTS ~ NETWORK  DEVICE  PANORAMA
[ Panorama Device Group | cngtw-aws kg-cdg ~ S Q@
Security 12items )5 X
|
= Bre Rules Destination Rule Usage
| =5 post Rules:
DAYS WITH NO NEW
| S et ks zone Aooness oevice AepucATION | seRvice Acrion PRoFiLE ormons | anaer Ryt ushce asssssn nres mobIFiED cretso
~ % Dearyption
! any any any pin & application-. none any 1 2024-01-251632:39  2023-11-06 10:54:54
| = pre Rules ¢ R E
! = post Rules: webbrowsing
~ B Application Override any any any any & spplication-.. | @ Allow none = any o 2024-01-121619:55  2024-01-1216:19:55
= re Rules
o5 post Rules: any any any any & application-. none S any o 2023-11-06 105454 2023-11-06 10:5454
any any any any 2 appiication-. none 5 any o 2023-11-06 10:54:54 | 2023-11-06 10:54:54
any any any any 2 application-. none &l any o 2023-11-06 105454 2023-11-06 10:54:58
|
any any any any f application-. none 5 any o 2023-11-06 105454 2023-11-06 10:54:54
'
any any any any & application-. none 5 any o 2023-11-08 156,03 | 2023-11-08 115893
'
| any any any any 2 application-. none 5 any o 2023-11-0811:58:03 | 2023-11-08 11:58:03
| any any anw any 2 appttio none ® any o 2025-11-08 115803 | 2023-11-08 11:58:03
| any any any ay 8 spplcaton. ® any o 2020-11.08115601 2023-11.08115803
| any any any any & application-. none e any o 2023-11-08 115803 2023-11-0811:5803
S an an an an 2 o | @ none 5 an) o 2023-11-08 115803 | 2023-11-08 11:58:03
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D, VAT LNDOARET VX ARG LTIz0 9 5 AEHIELEST, 7VFARA T2 TS
a7 7 A&, FI T4 IRy NIT—I 5N BB LT R A M Z2RET 5 DI
AL H, IPSHEgstE 7 a7 7 A ViE, 2y FT—JICRBAT BN HHRELET, T O
AElE, T2 2. Ny T 7 A—n\—Tno—, AlEkad— T, BRXUVAT LDz
BT 2 ZDOMORANE VAT LEHELUES, 774V sOsgtkpif a7 7 A4 )L T
&, EARED (critical) . Thigh) . BXT Tmedium] OFTXTORHIOBENSE 7 54T
YhEY—N—ZRELET,
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TR a2

g 774V bk
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I RF ¥ DEKE
};44444444444444444‘47R%aBmMﬁﬁ®UﬂvF]
th Reset Both [[fi /D & h]
THHR 77 %)V bk

g 774V b

IPS and Spyware Threats Protection

PS5 vulnerability and anti-spyware protect your network against attacks that exploit system flaws and remote attacks such as command-and-control activity.
IPSVulnerahility Best Practice = Anti-Spyware Best Practice =
An Intrusion Protection System (IPS) is a network Anti-spyware protection zeroes in outbound
security and threat prevention technology that threats, especially command-and-control (C2)
examines traffic flows to detect and prevent activity, where an infected client is being
vulnerability exploits. leveraged as part of a remotehy-condu :ted cyber
attack.

ROEIC, MggHhEe ZA T 27D AT TV TEZLNEZITXRNTDOY T2 F vy 2RrLET, T
5DEHIE. NGFW TiksiIicET S NE 9,

# AT 3
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W, TI—h TH—A T TXFXET 7T 4 T 1 DIEEEDRED
L ARDEMEZTRBLET, BlZIE, FTPO A4 i —ERM
LT, BEOLD7 7T 4T 230 EEA, UAL. M
I FTP a7 A U E KM LT E. BWEED FTP Y —N\— D7
T A RO THAEDREEEZBENE/INAT—REZRLTNWS T &
MWREENET,

code execution w@EMIa 7 A Lz a——0ONRZMHEHL T AT L ETa—FR
BEITTAEDIHHTE 3 a— RETOMEERZBRE L E T,

code-obfuscation BREE MR L X FREDO T — 2 ZElid 2 X528 EIN/za— K%
BHLUET, ik Niza— ]\Cinngf‘D%b\ H B WIXHFEAATRE
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{3 AN T 27 BEXUOBHBERS 72 F v OE 7T
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Malware and File-based Threat Protection

Use Malware and File-based threat to protect against malware concealed in files, executables, and email links.

Antivirus BestPractice = File Blocking Best Practice =
Antivirus protects against viruses, worms, and Use file blocking to prevent the transmission of
trojans as well 2s spyware downloads. specific file types sent over your network.
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Web based Threat Protection

Web-based threat protection control users' access to and activity an the web.

URL Categories and Filtering

@

F# Edit

Disabled w

Control users’ access to web content, and how
they interact with it (for example, to prevent
phishing, block users fram submitting corporate
credentials to non-corporate sites). Also enforce

safe search for search engines like Google and

Bing.
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Encrypted Threat Protection

Prevent threats to your network cloaked within Secure Sockets Layer (SSL) traffic.

Outbound Decryption ©

UnTrust Certificate

Select v
Trust Certificate

Select v
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medium-risk black Reset to Default

high-risk block

Cloud NGFW for AWS T 7 )b 7wV T xRET 5

T AN7TayF 77 ad AT, 7ay I ERETEZ2—935EDT 7 AINVEAT
A TEET, FEAEDI T T4 v TDEE (NEXxY NT—0 DI T 4w 7250, &
WEETETEHIOT 7 AL, 7wy Ia—R/Z7 o a— R332y hHBMENT 7 1)U T
oy 7 LET, HEOETA, THUCEZNYyFT7A4)b, DLL, Java 75 AT 7A)V, ~N)VT
77 4)V, Windows > 3— kA b (Ink) . BitTorrent 7 7 A IVHVEENE T,

Cloud NGFW &, v FT—2%ZBHTEH 77 AV L TRD T 7 a V2T TEET,

o alert-fRELT 7 AN ZATHBHENS & T—% T4 )L2) 7 adTa W ERSE
nNx9,

e Block [7Ow 7]-f8E LT 7 A ZA T ENS &, ZOT7 7V 7ay 7N,
A—P =M U THAEZIA RA[fEl Ty 7 R=IUBNEREINET, T7—&X T4 )XV
ryuarzcaZitERInEd,

e Continue-f5E LT 7 AN EATHHENS L, I—HW—ITH L TILER—=IUDNERE
NEd, 2—P—3IR—I% 7V 2 Z)—LTIT7AINERIO—RTBEZENTEE
o TR T )vryvrarscal s ERENET, TOXRATOEXET 73 Vid,
A—P—LDROIRD PR EICR BTz, Web T T 1w ZICORMEFARET T,

o, Furn—FR, 7yTua—F XKR7 v 77— FeXYra— ROSAIcEINT,
77 AOVOMZFFA R IE T ey JTEXT,
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STEP1| [DL—IVAZRw 7] ZEIRL., 77 AT 7 REET S DICLENER LTz)V—)V
AZw T EIRLE T,

STEP2| [EFavUTo a7 rAV] > [RIVIT2T T 7 AIR—ADBEF#E] > [T7 A1
oawF 7] > [fRE] ZERUET,

STEP3 | KRENTCVRA DS T 7 ANVEATZERLET,

STEP4A| Faw TR UNSEINLIET 7 ANEATDOT 7 arye ho T 2w 7D aEREL
E I

STEP5| Save (fRfF) ZZ7 Vw7 L%,
Ty A TJawy ad v ANV EEET S

FTIXIVETIE,. 7740070y a7 7 A)VERA N TS5 0 ACHESNTWVET,
Tr AN Tawy Iady A )V EREET B )

STEP 1| [Malware and File-based Threat Protection(X /L™ = 7 & 7 7 A LR — A7 BAR (] ] i
T. [File Blocking(7 7 )L 7w Z)Ic¥EHLET,

STEP2| Favw T XY Z2MHLT THhAZL] Z2#RUET,

@ Antivirus protects against viruses, worms, and trojans as well as spyware downloads.
Best Practice v

File Blocking

@ Use file blocking to prevent the transmission of specific file types sent over your network.

Custom v f Edit

STEP 3| Cloud NGFW >V —)L 7z & %9, [Rulestacks(/l'—)L A % v 77)] > [Rulestack name(/)L—
JVAZ w7 44)] > [Security Services(2F = Y 7 ¢ Y —E X)] > [File Blocking(7 7 /)L 7
vy 7)) DNAICHEH F
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STEP 4| [SetAction(7” 7 a v aRRE)N Ry SEx T, 7oUvarE[Alert(7 57— RIET-
[Z[Contnue(fi  TIICEHE L X9,

CLOUD NGFW Rulestacks / NewRulestack / Security Services / File Blocking

File Blocking

L
Ruestece File Blocking windows Set Direction of traffic
NGFWs B Name File Type Name Actior  Alert Direction
Settings Windows Link Ink alert Block both
Windows Installer Package msi block  Continue both
Windows Installer Patch MSP File msp alert both
Windows Registry reg alert both
Windows Explorer Shell Command File scf alert both
Windows Screen Saver scr block both
Windows Document Shortcut SHB File shb alert both
Windows System SYS File sys alert both
Windows Media File wmf alert both
Windows Media Video wmv alert both

Windows Script File wsf block both

Give Feedback Windows Script Host Settings WSH File wsh alert both

Salman Syed 1Row Selected 25Rows v Page 1 VvV ofl

Cloud NGFW for AWS TOD 7 7 k37 RIEELD

T RN Y RIESETIE. Cloud NGFW I SSL 7+ U — Ro7aF ook S ICE#fEL., BHEid
LIFHERMGH LT, 7947 Y MY —N_—kvya VOEETESY— R—7 ¢ (F[H
FH) L L TCOMGZETLET, 72720, CloudNGFW IZ F 57 4w 78y by Z—E X
A0—REZOFEHEFL, EETD ID Zypiice2icn b LE T,

7 RN Y REEETIE, BEHENMSED 2 DOEAEA 7Y 2 7 FAMEHINE

T NGFW X, 7547 2 bAMEHEENTGERER (CA) I K> TEA S NIZAEHE ZF oY —
IN—ICHE L K9 & LTV A5G, SSLIEELIRIC T 547 > M EEEHE 2R L
9, Flo NGFW 1Z. NGFW DMEFEL TR CAIC K> TEAL S NIHFAE R DY ——
WK LED ELTWAE 747 Y MUEHETEARWVIEHEZIRLE T,

NGFW UV —ZA7ZE LT, VPCXEV TRy O OREEINS SSL F T T 1 v 725k
TEET, ZTO%, UAIVAREK, Meggth. 28472 7XR, URL 74 VR U VT, T7A

oayrradrA)NikE, TL—VFTFARNNT T 0w 7 App-ID & F 2V 7 4 iRKE

EHMATEET, o740y 70ESLEREZIToE. TL—VTF A b7 0070k
T7AT I =)D LET 7 AT I+ E> THES (LI, o941 \v—LtFa
UT 4 WERENE T,

COFIMETE. T7AT7 04—V bNT 2 R TLS WAL BAEIHE DA ZE#R L
X9, W IVOIERIIC T FNT R TLS HE{b 2 GRNCT 2080 H D £9°,

STEP 1|  Db—)VA%Rw 7] Z3R U, GEHEZEN S % LA ER L7V —IVA Z v 7 72 3R L
ESS

STEP2| &FaVUT4Y—UCRAX>7 TN\ REELEERLET,
CA GEBHE D Basic Constraints O CAEZ truell iRET 20 ENH D £9,
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STEP 3 |

A& Z SR L K9,
o FHTERVIALIHHEZIIRNL I I,
o (GHHALIIEZEINL £,

FRAFERER L TOEWEESIEER LU E T,

AFBAE & 75 4 N— F F—1FAWS Secrets Manager (ASM)ICIRIEE N, T—27 10— RiZTh
SOEMEERH LTSI 70y 7 RESLET,

AEIHEH I CAGEIAE Tdh % 10 8hH D 97, [Basic Constraints(FEA#4)] OO CAfE Z TRUEIC 7%
ETBRENDHDET, KT, TIA4X— FCAGEHEDHIZRL £ T,

AEHE 7 —& 0 N—=T 3> 13 (0x2) YU TV FN—:4121 (0x1019) ¥
J3%F v 7)v3dV XL: sha256WithRSAEncryption¥Ef7#: (=X

E, ST=U> > b2, L=U7 ML, 0= 27 )btk )b— KCA. 0U=Corp.

CN=www .example.com/emailAddress=corp@www.example.com £

SR S K D EndHERh: 201842 H26H20:27:56 GMT &

D413 IER 1 20284224 H 20:27:56 GMT 4% :C=KE, ST=7

Vb, L=V M, 0= )Ltk FiCA. OU=Corporate

O0ffice. CN=www.example.com Subject ¥ 7Y 7 hAFABER : NFAFET LTV
A Iv:rsaEncryption /87U w 73— (20488 b ){%%:00:¢0: ...a3:4a:51 &
£:65537 (0x10001) X509v3 #L5E:X509v3 U7 b F—ikHl
+:F8:84:EE:37:21:F2:5E:0B:6C:40:C2:9D:C6:FE:7E:49:53:67:34:D9
X509v3 FEAEF—all T+
keyid:0D:CE:76:F2:E3:3B:93:2D:36:05:41:41:16:36:C8:82:BC:CB:F8:A0
X500v3 JAMZRH: FEEZRCA: TRUE X509v3 F—0fiiflik: EHETIX

Y \‘gbﬁ“?ﬁ"ﬂ« CRLEH Y 7 2xF v )bdVU X L: sha256WithRSAEncryption
6:bb:94: ...80:D8

AEHEDNF 2= D5ERE. V—TatHE e F—2MH L £, b— FCAGEE &
MICAREHEZ 7 S A47 > S ARARTICAYR—FLET, Ric, )V— FCAGEHZE &
HIICAGEHE %2 Ubuntu OSD b 7 A R A F 7S A Y R— b9 2 EORIZRL T,

$ sudo apt-get install -y ca-certificates $ sudo cp root-ca.crt /
usr/local/share/ca-certificates $ sudo cp intermediate-ca.crt /usr/
local/share/ca-certificates $ sudo update-ca-certificates

FoT 4w 7OESICZY RV T 0 T A sEHEEMEH L TV 25E1E. NFAHE & s
ZRFOILY R VT 4 T A itIHEDHZASMICRF T 20ENH D X9,

PKCS8IZ. Y R—FENTWVWBIFHEERTI,

79N YR FIAMESER, BEABLIEAEZY R—-FLTVEEA,

STEP4| Save (f#f¥) Z27VUv 7 L%,
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Cloud NGFW for AWS T EE St Z&RET 5

Cloud NGFWIZ, SSL 1 >\ RES b2 LT, 7947 Y I OXRORy FT—2
P—N\— GEAERH O, 77 A7 T4 —)VA VR—FTELEEDY—IN—) ANDA I\
YRSSL/TLS F o7 4w 0 Z2REBLICESEL, blLWwkyyaryz27uay 793352 eMN
TEET, 77 A7 I +—=)IVINET T4 7 >k EWNERY—N\—DD T & U TRRE
Rk ary il yya yF—2ERLET, T7A 7 =)V, 7547
M T 7 AT I —IVORNICLZRIE ey a VY ERER L. 77 A7 T4 —)bEY—N—DRIC
OLRIstyya yelER LT, 8T 7 1w 7S bR L TRELE T, 7z72L. Cloud
NGFW I T 7 4w 787w ROy B—e XA 00— R2ZDEEHEFL. VPCHDT 7TV
r—a LTV —AD D it LE T,

AENE ey ey BB AWS =T Ly YR U v ITRES N, SSLA NY VR
FEITLEST, 7747 7+ —)UiE. SSL/TLS NV R = A4 ZHICHSOY—N—h5EETN
TZREAED, BHEERY O —I—)VIcH BitHEHEE —HRT A e ZMGELEX T, —HT 5 E DN
HBGE. T7 AT T — VIV —N—DitHEZ Y —/N\— « T I A ZERTEZ 75147 2 b
WCHEE L, F o 7RI LE T,

STEP 1|  Db—)VA%Rw 7] %R U, GEHEZEH S % LI ER L7V —IVAZ v 7 72 3R L
ESCRS

STEP 2| DL—)L], EEEHDOF L [+ 2V T 1 )b—)VDER] 2R LEd,

STEP3| [—] O FRICXROFMEANIILET,
o X4l — )L— )LD,
o FBH — )L—)LODEH,
o JL— VEBRIENT — )L—ILD—EDESNEN
o G%— 74— IVREGMCLUT, IWV—=IVAZ Y 7 Z)—)VICBHEfIFET, TDT 10—
WRETFT7HIVETEMNTIZ>TVET,
STEP4| REEALBIUCIEIP 7 RLAT 4 —)V RO—FHUER TR LET,
STEP S| FH/ahlfzZRe LEd,
o JL—ILTHRFERZ Ty I B 7SV r— 3> (App-ID™) EiEELET,

TLSTES{tL— Uik, [Applications(7” 7"V -r—3 3 )] (App-ID™) —[Any({T:
H)] £ 7z1% SSL—[Match only(—E D R)] TEI T E £ 97,

o ZDON—ILD—FEME UTURL AT dY #IEELET,
o J—)VTHREIE Ty 7357 bha) e R—rEfEELET,
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Cloud NGFW for AWS O)L— )V A% 7 & )b—)b

STEP 6| fERLTCIL—IVDWTNMC T T 4w VM= LTI ZICT 7 AT T 4+ —IVIFATT
270 areigELET,
o FFAl = ST 4w U RFFAILE T,

e HE - FI 7wl ZTOV I L HEENET TV r— g VIEDWTERESNLET
THIVEDIHET 7 a v FETLET,

o H—N—DVUtw bk —H—N—flIFN\ARICTCP VY hEZEELET,
o WDV k=547 MIEY—IN—RIOM DT INA A TCP Uty k7%

FELET,
STEP7|  [TLSTESLIT [A 2NN T Y RIZERL, [N T Y RA VARG Y 3 VREE] %258
RUET,

KA EZER L TOEWGEIRER L X, AtEA 7V 27 b 2EKT %
LIS, =7 L FD Amazon VYV — A% (ARN) ZGERHE ARN TEHS %
WENH D ET,

FEBHE & PR IZAWS Secrets Manager (ASM) ICA&H1 & 71, Application Load

Balancer (ALB) ZCNHDERZMHL TR T T v /2GS L X T, GEIHEIICAGEH
ETHZEIIHD FHA, GIHENF 2—DHEHIE. V—TilHELF—Z2MHHL %
ERS

PKCS8IZ Y R— h TN TV AAEHE LTI,
AN Y RES{E. BABGAHEZ Y R— L TOELA,

TLS S bDESIE T 7 7 A VE. XA TS 75740 AkFa )70 KR) O—
ICRESNTWVE T, FHlICOWTIE, 2ean it RO H0 o
T4 7 DEFAESIBLTLITEET WD,
STEP8| [AwhzEr7UwrLcalzaMmcLlEd,
STEP 9| Save (Rf¥) ZZ7 Vw7 L%,

STEP10| [ Z7 v aryosgE]l > [ReDo77uA] > [a3Iv ] 22Uy LT, T747
7 & —)VDEITHORREIIV— IV 2IRIEL X T,
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4 paloalte’

TECHDOCS

Cloud NGFW ) V— X & NGFW
Z NP % G

NGFW &, #8@E& L% VPCEHHD T 7 A4 774+ —)LV V=X T, KIRDT 7477+ —)UikhE
LU E I, MERIEIC, NGFWIX1DLL EDOVPCICEEHEMIT 5N FE T, NGFWILY RRA > b
X, 8 ELIEVPCORTRA ) T4V —VICFEIF 3B TIERE NS IV A RSV b
T9o NGFW Z, NGFW =Y RRA YV IWZETB T T o v 7ickFa V740 R O —7%5
AL, ZOR) —ZEEHLET, NGFW Z{EKT % L ik, Dixd &d1DDVPCko—7)L
W—IVARZ Y J7{gE T B ENDH D ET, 61, BEffIF 5N NGFW Y RARA >V bz
T7aA T LGB IEET A0 ENHD ET,
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NGFW LY RRA >V ME. BMEELEHDTZDIC T T v 7% NGFW IEET S EENH O F
I NGFW ZV RRA UV MNE " T T4 v 0 %AV Z— T L, BEERY —#HD=8HIC
NGFW IC)V—F 4 > T LET, TV RRA Y M EHEE R TFH CIENRT 572D TE S
BEHE—FRIZ229H0%F9,

o Y—U XEME—RTIWX. Cloud NGFW 7F > MZ. feELIZY T 2w T LicY RRA
VR EERLET, NGFW H—E Xid, f5E L7 VPCHDY T %y hDVY A M EHIG L.
ZFOVARDPEIY RRA Y MOV T 2w FeBEIRLE T,

o NARZRIY—EMMET—FRTIE, €L VPC ClF 2V 7T RiETHRNEND LAFZDOT XA
FCUT oV —VREIRL, BIRLIETRA S T 4 V=V OBHFEDOY 7 2% v M NGFW
IYVRRAY 2T THERLUET, NGFW ZIER LS. AWS a2V —)ILIcBHEI LT
NGFW LY RRA YV FOER T AZ5E 7§ 30ENH D F9,

NGFW T R RA > b & NGFW TV RRA Y b EER LIz5. AWS )b— s T —T )V EH L

T. ST 0 WRNGFW IEEEINE EIICTEHZRHENRHDFET, BHdT ZIL—hEKEZD

BEHHEZ, WHEDT TaA A MIEK->TEEDET, HA R rDIb— b ROWEETT

TaA X MM OWTIE, Cloud NGFW for AWS IC b5 7 ¢ 772k d 528U T2

T,

e AWSTNGFW UV —ZXZ{ERT %

e NGFW Y RRA ¥ FDOIERK E Fon

e Cloud NGFW for AWS IC b5 7 ¢ v 7 5k d %

e Cloud NGFW on AWS O ¥ 7 O#RE

e Cloud NGFW for AWS CTE;&E T 7V 2 G50cd %

e Cloud NGFW ) ¥ — Z DHIIER
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AWSTNGFW UV — X Z1EK T %

J—)VA R 7 L )—)VVER LD T, NGFW U Y —ZAZ{ERR L. O—HI)L)L—)V A% 7
B ZF D NGFW I % T ENTEE T, NGFW ORERLHIC, NGFW Y RRA > hDfE
A (BEX 723 TE) 2T 2080 H 0 £9, NGFW T2 RARA VM2 F#TIEKS
B ERBERUIEGAR. BELETRASEY T 0V —VIINGFW T RARA RS
HNENSH D E T,

NGFW Z1EKd Icid. RDOFIEEFAITLET,

STEP 1|
STEP 2|
STEP 3|
STEP 4|
STEP 5|

STEP 6 |

[INGFW] ZERL X9,

(T7 A7+ —=)VDiEMZ )Y 7 LET,
ORI Name (F4E1) Z AN LET,

({T-:%) Description (N&) # AL %9,
ROy TXZT G AWS 7T 2 R @R LT, 2O NGFW ICBIE#HT £ 97,
Ry P2 i BEVPCEEIR L E T,

General
Mame *
Description
Tags
+
AWS Account
Select v
WPC™
Select -
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STEP 7| [Policy Management(:RV) > —&EH)|L 7> 3 >, Rawv X7 h 5 [Local
Rulestack(2— /1)U JL—)L A % v 77258 R L £ 9,

Policy Management

O Rulestack P

STEP8| AWS 7XA S VU T 4 V—=2FERIFY T2y hEIEELET, Cloud NGFW 75 >
NGFW =Y RKRA YV hETF 704920 (—EAEHE—FR) | £ 77 a1 Lan
N (BEEEME—F) ZHEET20ELIHD ET,

o IV (W—EBXEH) -Y—EAEME—RTIWE. Cloud NGFW 7F > ~id. faEL =
VPC Y7 %w M NGFW LY RRA Y M HEN/ERLET, T—ECXEHE—FD
IV RRAY FEMIZ, Cloud NGFW 2V —)ILh 6 0OARFEITLET, Y—E AEHE—
ROLY FRAY MEHIX, Y7 3%y NOREE £ 72BN RIRIC K > TOHFIT
TEET, 73y FEEMITZ T RRA Y RAERE N, 7 3%y s OREN Y
EIREES 5 L Y RRA Y FHIBRENE T,

o NVNZ (HEEM) -HEEMHT—FTR. BELE®ETXXATEY 710V — I NGFW
IV RRA Y 2T TIERT 20ENRH D £T,

[Endpoint Management(L.> KiRA > NEF)E 7 ¥ g VTld, EEOAWST XA
FCVT 4=V —=2D T T 1w I EEH#ET B T8I Cloud NGFW ZHINCT %
TEMNTEET, BH&liE. NI 70 v I ZRETBTDIINGFWH T Y g =
VIENTOVBAWSTARA T Y T 4 — V=2 T EICBIZINN W2 EE T,
TNEDOTRASEY T 4 — V' —=2VTNGFWOD LY RRA V b ZVERT % i
HEMTEEXT, NGFWHICIEKT S VPC (T —F D 2 A4 O—RN\F P —) T
Y RRA Y FTEICAWS IR Z B NN E T,

[Availability Zone(R] Y/ — >)]iC 1 Palo Alto Networks7” 717 > ks ®[Zone ID(Y'— Y ID)] &
%59 % [Availability Zone Name(F] 1Y — V)N ERENFE T, nffAMEY — 2 2AWST
ATV MRV EYTTBERICTOERZHHLET,

v Endpoint Management
You can enable this NGFW to secure traffic in multiple AWS availability zones. You pay Cloud NGFW for each AWS availability zone the NGFW is provisioned to secure traffic.

us-east-1b (use1-azé)
Do you want to share your NGFW with other VPCs?  us-east-1c (usel-az1)

Availability Zone us-east-1f (use1-az5)

us-east-1d (use1-az2) X us-east-1a(usel-az4) X
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STEP 9| fEkZ27 Vw7 LET,
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NGFW T RiRA >V hDOVER & Fos

NGFW DERRFICEERE T — REEIR U580, BEIRLEY 7 %y FD NGFW LY RARA
Y ERFEITERT 20ENH D FF, AWS T2V —)VTClE. NGFW Y RRA Y MMEI7F—k
TIAA—RNTG VY =TV RRA Ve LUTERRENE T,

NGFW TV RiRA Y b T ZvF T 5907 3w Md. NGFW DIEKRFICTEE L7z VPC NICH
BRHENHDET,

STEP 1| Cloud NGFW 7F > Fh5B, NGFW ZEHR L., 77 A4 74— V27U w7 LE T,
STEP2| [ZYFRRAVE] ZEIRL, VPCZY RRA YV MY —ECALEZXELET,
Details

VPC Endpoint Service Name :
com.amazonaws.vpce.us-east-Lvpce-svc-
c/3

STEP3| AWS OV V—licaZ 4> LET,
STEP4| [HY—ER] > [y b U—=FFearr2Viidg] > [VPC] ZEINLE T,
STEP5| VPC Xy v aR—FKh5, [TV RKRAVR]>[TZY RRA Y FOIERR)ZBIRLE T,

STEP 6| Rl TAXELIVPC LY FRA Y b U—ECAKICHIGT 2401 T — E A 2R 23R L
ESS

STEP7| T7 A7 74— )VOIERRFICIEE LIz VPCZ Ry TR Ui HIEIRLE T,
STEP8| NGFW LY RRAV FZEKS B Y T %y F2EIRL £ T,
STEPY| [ZV RRAVFOIER] 227V v 7 LET,
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Cloud NGFW for AWS IC N5 7 « v 7 2k 3

Cloud NGFW #7704 LTy RARA Y b 2ERLiz6, W—bT7—T )W ZEH LTS
T4 P& T7AT T+—)VIGEETBRHENHDET, EON—bT7—T)IVZEHHL, EDXK
SICHEHT S, FEDEMICE->TERDET,

AWS IV —)LTlE. NGFW L KRR+~ >~ bl Gateway Load Balancer = RiRA > kb &L
THERENET, TURRAVFIDIKEK>T. AWS 22V —)LTNGFW T RiRA >V bz
AT EXT, FFEDT7 7 A7 T4+ —)VDILY RRA 2 FID &, Cloud NGFW a2 —)LD
NGFWs > firewall-name > Endpoints N ic 3% D 97,

Region: US East (M. Virginia) =

NG Firewalls > -Firewall
Rules Endpoints Firewall Settings Log Settings
Details

VPC Endpoint Service Name : com.amazonawsypce.us-east-1lvpce-svc-

Endpoints
Endpoint Id Endpoint Status Subnet Id
I vpce-048: ACCEPTED subnet-04.

DIFRE, SEEETTOARAFE—RTONTr Yy b 78—0OFITHO., FNEHD/rw b
T B DEHE NI — O EENTNET

e Cloud NGFW for AWS £HHIF 7 T4 X > b
e Cloud NGFW for AWS O EUIF7'aa A4 X > b
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Cloud NGFW for AWS £ 1017 X > K

FHPRIT T OA A T, Cloud NGFW I AR—3 2 MIEHRIYF 2V 7 ¢ VPCIZT 71
AENET, T TV TIEHEICTAWS TPy M= T oA (TGW) ZiEiET 2 468 H
D, THUIRY FT—INTELUTHEEL., VPC &AL I X%y hU— 7 MOR 7 i
EL %9,

HPRIF a4 XY hOZOMOFNTDOVTIE,  [Cloud NGFW for AWS 7 714 A k77—
FTUF v BZBRLUTLIEI L,

£ 7Y East-West

V—=AA VARV ANSED T T v 71X TGW ENICEEENE T,

TGWENIIEZ o7 4w 7% TGW ICFER L X9,

TGW . b 70w %Rt Fa) 50 VPCTGWENIIC)V—FT ¢ T LET,

TGWENIE., FT 74w 7% NGFW T RRA 2V MIEEL. BRBEDZHIC NGFW IZXEE

LET,

5. hS T 4w IR ENTVWAEAE. NGFW I T 7 1w 7% NGFW I RRA ¥ BTk
DIRLET, ZD%, b 740w 7idtFa2Y 51 VPCTGW Y K3RA >V h &L T TGW
WICEDIRENE T,

6. TGW 1Z. %85 VPC AD TGWENIIC NS 7 ¢ w 7 ZHEE L E T,

LR
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7. K<, TGWENIE N T T ¢ v 72580 ELE T,
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Protected Subnet 1 VPC A Route Table

Destination Target
10.1.0.0/16 Local
10.2.0.0/16 TGW-ENI

Availability Zone A

Protected Subnet 1
(1011.0/24)

Source

TGW Subnet 1
(101.0.0/24)

TGW ENI

Availability Zone A

Protected Subnet 2
(10:2.1.0/24)

Destination

TGW Subnet 2
(10.2.0.0/24)

TGW ENI

VPCA &

Destinat

0.0.0.0/0

AWS Transit
Gateway

BTGW Attachment
Route Table

fon  Target

Security VPC
Attachment

Security VPC TGW Attachment

Route Table
Destination Target
VPCA
101.0.0/16 Attachment <]
VPCB
10200716 Attachment

Protected Subnet 2 VPC B Route Table

Destination Target
10.2.0.0116 Local
10.1.0.0/16 TGW-ENI

TGW Subnet 3 Route Table

Destination Target
10.3.0.0/16 Local
0.0.0.0/0 NGFW Endpoint

Security VPC (10.3.0.0/16)

TOW Subnet 3
(10:3.1.0/24)

- TGWENI Endpoint

Firewall Subnet Route Table

Destination Target
10.3.0.0/16 Local
0.0.0.0/0 TGW-ENI

Cloud
NGFW
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P v hoN R
1L VA VARV ADNED T T 0w 7%, TGWENITEEET N, TGW IEEINE T,
2. TGW . b7 4w EF 2570 VPCTGWENI IC)L—F 4 7 LET,
3. TGWENI . FT 74w 7% NGFW LY RRA Y MIEEL. MEBEDHIC NGFW ICE(E
LET,
4 £S5 T 4w INFANENTVBHEA, NGFW IV FEA Y ME b5 7 4 v 7% NAT 7'— K
‘7:]‘_/(&:}1/“_:]:/( yﬁ‘biﬁ—o
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5. NAT 7 — b T2 AT T 4w 7% IGW ICHEE L., %EICit LE T,
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Destination
10.2.0.0/16
0.0.0.0/0

Target
Local

TGW Subnet Route Table

NGFW Endpoint

Cloud NGFW

Destination

&
!

Security VPC .
1'%

NAT Subnet Route Table
Destination Target
10.2.0.0/16 Local
10.1.0.0/16 NGFW-Endpoint

0.0.0.0/0 IGW

Firewall Subnet Route Table

Destination Target
10.2.0.0/16 Local
10.1.0.0/16 TGW-ENI
0.0.0.0/0 NAT-GW

TGW Subnet Firewall Subnet NAT Subnet
(10.2.0.0/24) (10.2.0.0/24) (10.2.2.0/24)
b
= >
b
TGW ENI NGFW Endpoint NT-GW
AWS Transit Gateway
Pr d VPC TGW Attach it
Route Table
Destination Target
Security VPC
9.0.0.0 Attachment
Security VPC TGW Attachment
Route Table
Destination Target
Protected VPC A
10.1.0.0/16 Attachment

Protected VPC-A (10.1.0.0/16)

Availability Zone A

T
. i
i i
i 1
e i Protected Subnet 1 TGW Subnet 1 3
) . | (10.1.1.0/24) (10.1.0.0/24) I
Destination Target i '
i
I i
| i
10.1.0.0/16 Local ' ] i
i i
| 1
0.0.0.0/0 TGW-ENI i Source TGW ENI 3
I i
.- T i
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AR OANY IV N
1. AVE—3V MDEDTT 4wV, AVE—%v F = T oA ICHIELET,

2. A= M= T A, VST v T T r— 30— KNS Y — (ALB)
WKV—740 7 LET,

3. RIZ, ALBIZASIVPCTGWENIIC T T 4w 7 EEELET,

4. TGWENI X bS5 T7 40w 7% TGW ICEELE T,

5. TGW X, v 72w o %tvF 2T 0 VPCTGWENINIIIVL—FT 10 T LET,

6. TGWENI X, FTFT7 14w T7% NGFW L RiRA 2V MIEEL. BREBEDZDHIC NGFW ICEE
LET,

7. NS T 4w IR ENTWVWAES. NGFW Y RRA Y ME NS T 1w 7% TGW ICE(E
LET,
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8. IC. TGW I IZ N5 7 ¢ v 7 ={R#E X N1 VPC TGW ENI IC)V—F ¢ > Z L Th S oaseicil—
T4 LET,
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Reg ion Protected Subnet VPC A Route Table Centralized Ingress Route Table <T i D
Destination Target Destination Target Source
1 10.1.0.0/16 Local 10.2.0.0/16 Local
i 0.0.0.0/0 TGW-ENI 10.0.0.0/8 TGW-ENI
; 0.0.0.0/0 igw
; . Protected VPC-A (10.1.0.0/16)
e P Centralized Ingress VPC
i I Avallabiliy zone A ' @ AWS Transit Gateway (10.2.0.0/16)
h ! ;
i 1 ﬁz)n.w‘.?.zl/l;i)suhnﬂ ! T%f??ﬂi,‘ 3 3 Availability Zone A
i ' Protected and Ingress VPC Attachment :
¥ ; HoULsiTaCla) .| ToW Subnet 3 ALB Subnet
e ] ! Destination Target 1| (102.0.0/24) (10.21.0/24)
N et ! Security VPC |
a Destination TGW ENI ! 0.0.0.0/0 Attachment | ]
| (10.1.1.5/32) ! !
i ettt el - ! Security VPC Attachment Route Table !
3 Destination Target i TGW ENI ALB
i 10.1.0.0/16 VPC A Attachment i 777777777 Target Group IP:
: Central Ingress VPC
i TRIEEE Attachment a
i
; o PL3) Security VPC (10.3.0.0/16)
i
i <., L e o T
' 1 Availability Zone A |
i Cloud NGFW Lo !
' 1 Firewall Subnet TGW Subnet 2 i
1 : (10.3.0.0/24) (10.3.1.0/24) 1
: 3 3
| Firewall Subnet Route Table ' ] ' TGW Subnet 2 Route Table
i Destination Target 3 3 Target
10.3.0.016 Local ; TGW ENI Local
! 0.0.0.0/0 TGW-ENI ! ' NGFW Endpoint
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Cloud NGFW for AWS O T 7oA X k

DEINT oA X F T, RENRERE VPCIHED NGFW 2H 0 £9, cOF 7 aA
XV MTIERZFNE EEME TR AW, REI ADABEEMEL KD 9,

TEENT a4 XY S OZFDMMDENT DN TIE. Cloud NGFW for AWS 7 7114 A k77—
TIF v EBRUTLEEW,

B East-West (VPC 1Y)

1. V—AA VAR ANEDRTT 4w 7id, MEBEDZHIC NGFW TV RiRA 2V MI)Vb—F «
VFEN, NGFW IS )V—T 4 T ENFET,
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£9,

Cloud NGFW for AWS 2.0.0 231 ©2024 Palo Alto Networks, Inc.



Cloud NGFW UV —X & NGFW LY RRA >~ |

Protected Subnet 1 Route Table

Destination Target
10.1.0.0/16 Local
10.1.2.0/24 NGFW Endpoint

Protected Subnet 2 Route Table

Destination Target
10.1.0.0/16 Local
10.1.1.0/24 NGFW Endpoint

Protected Subnet 1
(101.1.0/24)

Source

D~

Protected Subnet 2
(10..2.0/24)

Destination

Firewall Subnet
(10.1.0.0/28)

/ NGFW

Endpoint

Firewall Subnet Route Table

Destination Target
10.1.0.0/16 Local
-
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DT 7 kN VR
1L V—ZAA VARV ANED T T 4w 7id, MEBEDIZDHIC NGFW T RRA ¥ MIIV—TF «
VTEN. NGFW IC)V—T 4 VT ENET,
2. I T 4w IR ENTWVWAEE. NGFW Y RRA Y MImBE SNz o T o v o 7%
NAT 7 — b 2 AIEELET,
S NAT S —=hrTU AR NT T IV RZ—2y b T =T 2 AIEELET,
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4. + 5T 4w T3 AV EZ =2y b ESIRICHEXT,
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Application VPC(10.1.0.0/16)

Public Subnet Route Table

Destination
10.1.0.0/16

0.0.0.0/0

10.1.0.0/24

Target
Local

Icw

Egress NGFW
Endpoint Zone A

Firewall Subnet Route Table

Destination

10.1.0.0/16

Target
Local

Private Protected Subnet Route Table

Destination

10.1.0.0/16

0.0.0.0/0

Target
Local

Egress NGFW
Endpoint Zone A

Availability Zone A

Public Subnet
(10.1.3.0/24)

b
P

NAT Eateway

Firewall Subnet
(10.1.2.0/24)

Private Protected Subnet
(10.1.0.0/24)

Destination
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MEEA N R
1L VAW DETT 0w 7iF,. AVZ—2 v r—bFo o AICFELET,
2. A= M=+ T2 A T T 4 7% NGFW TV RRA Y Mc)b—F 40 7 L. X
ICREDTZHDIC NGFW IV —T 2 V7 LET,
3. I T 4w IR ENTVWAEE. NGFW Y RRA VNI NS T 4w 2 %7 ) r—
Yaya—RNSY—=Ii)V—T 2T LET,
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4. 7TV =y ara—FNIY—id, FIT 1w 7 RSEAICHEL XS,

Cloud NGFW for AWS 2.0.0 237 ©2024 Palo Alto Networks, Inc.



Cloud NGFW UV —X & NGFW LY RRA >~ |

Source

Availability Zone A

i IGW Route Table

! (FA\IGW  Destination Target

! !

: Protected VPC(10.1.0.0/16) L% 10.1.0.0/16 Local

! | NGFW

i ””””””””””””””””””””””” 10.11.0/24 ;rﬂr:?m Zone A

Firewall Subnet Route Table Firewall Subnet l
Destination Target (10.1.0.0/24)
]n_]_o_ohs ocal ARy e
0.0.0.0/0 IGW

NGFW Endpuint
! hd
ALB Subnet Table ALB Subnet
Destination Target (10.1.1.0/24)

%0

10.1.0.0/16 Local
i R Application Load
ngress Bal

0.0.0.0/0 Endpoint algncer

P Subnet Route Table Private Protected Subnet *

(10.1.2.0/24)
Destination Target

10.1.0.0/16 Local
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Cloud NGFW on AWS D113 > 7 D&y

O MNEBICERENE T, CEBEALAR Y TENEZT 7 AIVT, T7AT7 75—V

VAT LIARNY REFRR T AT I —IVDEZ R —FT B2y NI =T T T 4w 7 ANV k

OB 2R LE T, aF/ 1y MU artifacts NEFENF T, chldarEnizA X

FrOTISNT 4. TOT4 T 4. BT, DEORBREOT TV —2g3 ZALTRIPT
RL AR ETT, 507214 TIMARNDANY 2 A TOERELEHLET, B, 7747
U r—)UiE. AL T T, Mgk, Y AINVA T RFvIC—HT BT T 1w I EEET S

TeDDOBEATEIZER— AT Y R T 7 AT I+ —IVDRANZAA =TT 0T 4 T 1 IR
EINT L EWVHIC—ET 5 DoSER 24 L £ 9,

Cloud NGFW &, +o 71w o, B, BXUEBS(LO /7% S3/37 v b, CloudWatch

Log Group. X 7ziZ Kinesis Data Firehose ICEfETE X9, TN HDU T RELDLHI

1Z. Tenet Admin AWS 7 /17 > k7% Cloud NGFW 3BT % & FiCicEi 5 Cloud NGFW
CloudFormation 7> 7L — MIZF®H 2008 MH H £9°, CloudWatch Log Group & Kinesis Data
Firehose O 7 7 4 ) Mifild CFT @ PaloAltoCloudNGFW T9°, S3 /37 MIIET 7 4 )V b A
HHEH /o Cloud NGFW IZ, AWSEREITINHEDY Y — A Z2ER L £ A, CFT . Cloud
NGFW IC 0 7 258 EIc E Z AL 2D T 7 RG] 2 52 %9, NGFW a7 ZIEHICF v 7
F ¥ 9 B, CFT THRE LIZARIDFELEN T 7T aA A MIFET 20BN H D £7,

0y 247
Cloud NGFW (&, 3fifion /7%ZF v SF v L THETEE T,

e CS T 4w — b T o dE, By a voORBEKR TOLY N EERLED,
FEHNC DWW T Cloud NGFW for AWS b5 7w 7ta 7 ¢ —)U RESBIBL T ZE 0,

o B — b TIT 4w IR T AT IF—)VDOXF )T 2 )b—)VICEEITF SN TWEEFa
V74 7a7 740D 1D—KT5E, B3 M ELERLET, FT MU
. HiFERZIOERDZENE T, BROFEHE (VAINWARZNRA T 275 E) BIROF
& 721d URL (K5 o 7o9—L7 7 ay Graeray 7ixd) , LERELNL,

FEIC DWW TIUE Cloud NGFW for AWS B0 7 7 ¢ — )L REZBI LT IZE W,

R ]

Critical (fix$h THEK) JLHIFHIC T 7T aA SN T T2 T DT T HIV S A
VAN —IVICEES B XS BRAGEB . —/N\—D
root VI N, 59D H % T — RO LHIPHOREH
DFICEA T LI FT, WEEDER., FkiaR
REERSRERHS>H 4 O#rEZ I T 2 Az & UE
Bho T, HEH A B ORRITHERER RITT S
KOTEET ZEEH D A,

High (&) HRED Critical ICZD 2 ATREMEAN H S E DD, ik
LRDFET 2B To& ZIE. HHT 2 DD K
THo1D., HIiDKHENGABNE e Eh o7z
D, WET—N—BDPZ BT 58T,
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R ]
H BN NRICIIZ BNB /NSRBI, 7oL AE, B

FNCIRAT B T L DR DoS TEESD, Iy
Y—N—L[E U LAN _LICTEET 208N H O | e
DNDRERENTZT TV r— 3 VICDIRTET S
M T IEAMTLBRENTVWSEHZETT,

{155 HEEDA > T T AT 0 F v \OFENDTHIRES
LNIVOE R, Wk, B—)V XTIV R AT
LNDT T ADRETH D, WEEDT T AN —
*° DoS DR, THHimHAENFEET S ENHO X
ER

TR EBICEB 135 Th, F#ET SN D
HEEOMEICHEREZG I 2oIcmE TIN5, kb
LWARY b, URLZ7qb2Y v F s Uik
Informational GBI &L THRZICEEERESNE T, ]
EhDflERZETY T MBI Ty 793
KOBREEINI=T 73 %, Informational GEAI)
ELTaJICEHmENET,

¢ Decryption Logs - 5tk 7icid. 774V FTCERMLUEZTLS N Rz —27 DT RUM
FREIN, HESR)—TEMCTSE, BNLIETISN RV 2= DLy M) ZEKRT
TET, FNLIENY R 2= DTy M) EEMCT 25HE. e JHDOV AT L VY —
A (BT AR=R) WD B EEHERLTLZEW, FHEHIC DWW T Cloud NGFW for AWS
Haba 77 =)V REZBILTLIZE W,

17 5550
Cloud NGFW B 7 DO%E5Eicid 3 DDFIRENH D £9, N HD5EHIETRNT, Cloud NGFW
P—CZDIMNBICH D FITHW. AWS 7H >k (S3/37 v k. Cloudwatch @7 7)L—7, &%

7z1d Kinesis 7— X 7 7 A 7Kh—R) WIZHD X, 5077714V IJSON 77 A)L & LTHE
RENET,

Cloud NGFW for AWS ICY 7 A7 5479 %9 %L, AWS CloudFormation 7> 7L — Kk A
Ry D ERETBEITKRDENET, AZX v 7Id, CloudWatch 17 % )L— 7" & Kinesis Data
Firehose it A bV —L DB F > J%E5EIC, PaloAltoCloudNGFW &\ 9 557 SHiiiaE U &
T, S3NNTw F 74— )V RRFHTRESNTVEE A, BT EROIRIGEET 5551, A
2 7 OVERRZSE TS AR, TO5EEER L. T 7 4V MEDOZHIZE R 208N H D
£9,

ZNGFW VY —Z (BF7 A MV —=LZICNGFW &L L TERENS) &, FoalEEED
ARV —=LICHALEST (@7« AN —=LHZDT VUV ELIEXLFAR) Y FICE > TRAIE N E
9) o LA o T, FEED Cloud NGFW VU YV — 2D 7 HMERD A b 1) — LI L T3 1]
REMEM D D £,
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%% CloudWatch 2 7 7 )L—ICi%(29 % &£, AWS CloudWatch 2>V —)Lcas x> M)
FREEIRRTEET, aF T ORERICHEET % CloudWatch 27 7 )L—71c, a7 A k1) —
LDV ARDPERENET, 1r - AMU—L%IZ.

/<log-type><region><NGFW-name><aws-account-id><random-
string>.<month><day><year>t £/REN % J, <hour>

7z & 213, /account123/us-west-1/firewall-1/qadd232312345dea/TRAFFIC.2022.02.10.23

<random string>l&. T 7 =R L7z l4< D NGFW U YV —AZELE T,

APV —=LH7Z27V v I d5E, ROBNTRT EIICEKRENZAT LY MY ZRRTEXT,

» Timestamp Message

No older events at this moment. Retry

v 2022-02-98T15:00:12.000-08:00 {"src_ip":" ", "sport":"@", "dst_ip":" ", "dport”:"@", "prote”:"icmp”, "app”:"ping”, "rule”:"unsec-intrazone-deny”, "action":“de.
O [comr |
'src_ip": pt, Copy
"sport": "@",

dst_

}
> 2022-02-08T15:00:18.800-08:00 {"src_ip":” ", "sport":"@", "dst_ip":" ", "dport”:"@", “proto”:"icmp", "app":"ping", "rule":"unsec-intrazone-deny", "action":"de.
> 2022-92-08T15:00:24.000-08:00 {"sre_ip":" *, "sport":"@", "dst_ip":" ", "dport”:"0", “proto":"iecmp", "app”:"ping", "rule":"unsec-intrazone-deny", “action":"de..
’ 2022-02-08T15:00:30.000-08:00 {"src_ip":” ", "sport":"@", "dst_ip":" *, "dport™:"@", “proto”:"icmp", "app”:"ping”, "rule":"unsec-intrazone-deny”, “action:"de..
> 2022-02-08T15:00:36.000-08:00 {"sre_ip":" ", "sport":"@", "dst_ip":" ", "dport”:"@", “proto":"icmp", "dpp":"ping", "rule":"unsec-intrazone-deny", “action":"de.

O%77% S3/3Nrw MOEET S &, a7 7A4)IVEISON 77 A4V UTIREESNE T, NGFW
. 77 A7 F—IVA 256 MB DU T ZER LTeh ., TiEOa T T 7 AIVDERENTHNS
10 hE Lz bW EFOWIT NhbiEizENs b, Filtvwald 77 ANV ek ELET, 18
LTS3y RO T 7 A )V ERDIT BICiE, AWS D S3 Ay —)Uic 7 718 AL, &
LTeNry b 2EDITES, RIZ, AWS-account-id > region > NGFW-name > log-type > year >
month > day > hour 3R L E T, S3 /N7 ha g7 7 A )V#AE. ROFERIHENE T

<aws-account-id>-<region>-<NGFW-name>-<log-type>-<year>-<month>-<day>-
<hour>-<random-string>

Cloud NGFW for AWS 2.0.0 241 ©2024 Palo Alto Networks, Inc.



Cloud NGFW UV —X & NGFW LY RRA >~ |

<random string>l&, T 7 =R UTAHLZ D NGFW VY — A %=S LU K7,

ZD%., 77 AN 2xTa—RL, JSONY—Z—Z2{HHL T, 72X 0amsHaed vl
TERTEET, a7BERICA T, &y 2> MIKiE, B, BE, B, 7747
A —IVORA MG, a7 ORHE, £ AL H. B 0 BERERT ANy XA FENTVE
EE

Formatted JSON Data

"date" :"2022-82-P8T18:31:05.080000
"pri":"14

"time" : "Fel

"host" : "PA-VM_paloalt

"ident" : "TRAFFIC"

"Year" : 28

"Month" : "82",

"Day’

"Hour"

"Min" :

"Sec' 15
"message” " {\ src_ip\ Ty e fst_if - + I
1 g

02777 A)V7% Kinesis 7 74 7 Hh—RAICEET S &, BT IBELIZA M) —LAIGEEET
N, RITEREGEITIEEENE T, S8V b, Datadog. Splunk 7% & T9, Kinesis 7717
R—ADYV—AlX. Direct PUTE 2 ZDMDY —ATCHZ0ENH D I, a7 HHRIChZ
T, &uJTy i, B BRE, B 7747 94—V ERA M), ad x24T, 4E
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HbMNH 25E. BT ZiZ, BHEN Cloud NGFW TF > b 2kZ2F U — ks LT L.
BT IR E B O RRBRZRMT 2720, FHlCOI L. ETENizIXRTDT >
AVITHISTEXT, RESNT AT MIEDET,

Cloud NGFW for AWS Z 3 TIic T 7 A L TWAEEIE. CFT ZHHT 2080 H 350 H
DET, BIED CFTIC [BET Y] 74—V EDREENTVERWEE,

0% 7 )—T71%. Cloud NGFW CFT N7 7aA XN LECY—Y 3 D AWS O
N —)IVTHERR T BN H D 9,

ARV IDRET B L, BEAEOTHVER SN, f5E L7z CloudWatch 17 7 )L —FIcliiik S N ZE
ER

STEP 1| REITIGL T, CFT ZHEH LT, §i&rn J CloudWatch B 7 7))L — T N\DE AR HE
X7 7R AR BN KT,
1. Cloud NGFW vV —licul 1Y LEd,

2. [AWS Accounts > Download CFT] Z#ERL T, CFT Z yaml 77 /)L LTHE TV
H— F‘ Li@‘o

3. CFT7Z AWS a2V —)Lic7 v 7ua— R, fHEE, @HLET,
1. AWS OV —)licaZ 4> L. [CloudFormation] > [AZw 7] ZERLF
ER
2. Cloud NGFW A % 7 - PaloAltoNetworksCrossAccountRoleSetup = RDIF £ 9,
[T Z B L £,
CBEOT S L — R EBEEBMZIE T L= T 7 AV T a— REBRINLE
ERS
. CFTyaml 7 7 M)V Z2EIRL, [RAN] 220w o7 LEd,
. CFT AR J DRERMRL, [XN] 270w I LET,
CCFTREZw X T arvziEil, [N 27U v 7 L&D,
.CFT ARy 7%z L. [HEH] 220y 7 LEd,

»> oW

00 N O U

STEP 2| Cloud NGFW 7} havy—)jlica 4> LEd,
STEP3| [FF U h] ZERLET,
STEP 4| BEATVRERET A A7) I LET e =,

STEP 5| CloudWatch VA RX U AFRN L F 9,
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STEP 6| %Z—%"» k CloudWatch @7 7)L—7® Amazon V)V —Z% (ARN) Z AL %9,

C T TAJIT % ARN B, CFT A &% 7 TfgE L7z CloudWatch @ % Z7)L—ic6tisa LT
5T MR TLIEE W,

STEP7| Save (fRf¥) Z27 Vv 7 L%9d,

Edit Audit Log X

Audit Log

Mane

o Cloudwatch

Log Group ARM ©

Cancel Save
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Cloud NGFW U ¥V — Z DHII[ER
Cloud NGFW U YV —ZAWAREINC 75 - 23581 . LFOFIEZFAT LU TAWST 7 A XY Fhb
HIBRLE 9,
STEP1| J—b+F7—T)Ih 5T %Cloud NGFWILY KR4V R EHIBRLE T,
1. AWSaVvVY—)uca 14 L%,
2. VPC#EENL., Cloud NGFWLY RRA Y FZ2EBVPCEFELE T,

3. [Route Tables()L— F 7—7)V)] ZFEIRLTH S, HIRTSZTZY RARA> FD)L— b
T—7 W ER L £ T,
VPC Route tables rth- e ' PR "t Edit routes
Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local X = ©Active No
Q 0.0.0.0/0 X Q. vpce-Seh MR X = ©Active No Resm

Add route ‘

4. [Edit Routes()L— N D) 7V v 7 LET,

JW— kT —TIh 5 )— 2T %I1CiE. [RemoveIBR)Z 2V w7 LE T,

[Save changes (ZHNAEDIRE) 17V v 7 LET,

STEP 2| (i Hlr > RRA > FOAMEDCloud NGFWIL Y RARA >V M2 B LI 5E
3. AWSZ VY —)UIn SHIET 8RB D £ 3,

1. AWSaVYV—)UWSIELZY RiRA 2V h] 73R L. Cloud NGFWI Y RiRA k7% 5
WLET,

2. [Actions(7” 7 > = )] > [Delete({lR)17Z 2R L. HIREZMEELET,

STEP 3| Cloud NGFW7 7 >~ k5 Cloud NGFW VD ¥V — Z7ZHIR L £ 9,
1. Cloud NGFWZI >V —)licra 24 > L, [NGFWs]Z#R L £7,
2. HIBRT )Y —ABBRLET,
3. [Actions(7” 7> a V) Rkay T x5, [Deletelli))ZE 27V w7 LET,
4. HIER% [Confirm(fEZ) L E T,

7. Cloud NGFWY YV — AL ZDITXRTDIY RARA Y FHCloud NGFWT 7 1 1
AV M SHIBRENE T,

o
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Cloud NGFW & AWS Cloud WAN & o jEi#

AWS Cloud WANIZ., 75 REBEE L 4 7L I ABERMEER LTeiE Ry b U — 7 ZRER
TZ5I%x—YRWAN (VA RV 7%y hI—FF) =LA TT, AVTVLIR, 7T
VF AT 4 A, T—RE2Z—. Amazon VPCEAWST T —/ Ly =Tk, 51X
D757 K Tang Z—Icikid 30— mfbEnizZy v aR— 2L ET,

Cloud WANIX, 71— N 2w NI —07%2— BT 51 2 —7T 2 — A TdH5AWS Network
ManagerZzii U C. AWSHNO#E iz iR LEd, 7a—Nb 2y hU—=2ik, %V hU—7 %
T2 b=y 7 UTHEREST 2H—D T 5 AX—F Xv hT—UT, H
WMr—rozAeay” 2y NI—UDWGFEZHBHENTEEXT, a7 v hT—713,
2w b T—=2 R Y—, VPCHREDTRYF AV, BXC IV Y b F—bTxA )b—Fk
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CNHDOVPCEIAT 2y FIT—PIHNDOE T AV MY VI TEET, cNbDOET AV F
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RAALVEERLES, Za—0 2y T =T WIZEBDO Xy NT—20 T A2 N E{ERT
ZX9, Cloud WANIZ, AWSDY YV —R%Zt 7 X MNOBEERICHMELET, MEICES
&. CloudWANTIEZ. ROEDDMI TS T4 v 7=V —T 4 VT TEET,

e LB AV, ALY—Y3>YDVPC (GBS NIT R F AR

o [MLVU—YaYDREZEET A MIHBVPC,

e BBV —UaVCEKENBE—E T A FADVPC (DBEENTZT ZYvF A E)
o HIT LICEEZZ LT X FDVPC,

AWS Cloud WANZ 7 711 1 9 % Rij DR S5 IH:

e NIV Y T —bYxA&Cloud WANIDOET Y Y ZRERELCY —Y 3 THR—FEN,
V=3 VTR R—FENELA,

o JIAR—FPY RLAZRMGHLUTEA LY M TAWSY A S RIVPNERi 2 E L 35
A=A —ATlE, CloudWANZ RSV Yy M = T oA TEHRTSHEIICLTLEE
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o Flee T AV IEERL, ThH5D) =Yg UNET 28T A FDORATS
(dev, prod. management, security) 27 X2 N4D RGBT 208 BAH D £7,
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VrAFERL, bIYIYy N = U ABOET ) YT =ERLT RS Yy k=
Tz AT ZyF ALY P 2ZER L THS, Cloud WANDRREZEH S 5 0 ENH D 9,

e Cloud WANDH: TDFiETIE, I XTOHERKUCCloud WANDMERHZEN, FFPy b r—
FY 2 AFHIBRENE T,

AWS Cloud WAN%Z 77049 %

Cloud WANIE, VPCE AT LI X v bT—U DA TY, T Tid. PaloAlto
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Hil7Z2HERF L. O X Mt A 2 e EHER L TV E T,

Cloud NGFWIiZ., XTI O—fbENiztF 2V F 4 VPCIIT B A TEEd, vFa
V7 4VPClE, 7EYF AV EENLTYZFY RWANEF 2 TF 0T AV MoEEERTE
F9, 7TRYFAVREVT AV MIBEEMNITFENTIV—T 0 T1E, BEGHEHOZDIC NS
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WHATE, £F a7 4VPCHh 6D T T 4w 7idtFalr 0 BT AV NIEREL, Ib—
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1. AWS Network Manageric1 714 > L, 71— b3y BT —777FLE T,
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AWS Network Manager

v Connectivity

¥ Monitoring and troubleshooting
Reachability Analyzer
Settings New

nfrastructure Perfor

¥ Security and governance

Network Access Analyzer

¥ IP management

tanager

Network Manager

Manage and monitor your AWS network

vide: and fe

vity managerme:

Cloud WAN

AWS Cloud WAN is a managed wide area networking (WAN)
service that makes it simpler to build and operate a unified
global network. Cloud WAN features a centralized dashboard
along with powerful policy management tools, with built-in
supgort for network segmentation.

Infrastructure Performance

Infrastructure Performance provides aggregate network latency
between AWS Regions and Availability Zones. You can use this
information to understand the impact of AWS network
performance to your application performance. Explore >

View metrics

anage

ing and troublesh

Transit Gateway Network Manager

AWS Transit Gateway Network Manager lets you centrally
manage your network across AWS accounts, Regions, and on
premises sites. Visualize your global network in a centralized
dashboard and monitor them using CloudWatch

metrics. Explore

Create global network

VPC IP Address Manager

Amazon VPC IP Address Manager (IPAM) makes it easier to
manage and monitor IP addresses at scale across AWS resources.
You can use IPAM to monitor IP space across your entire AWS
Organization, or for a singhe account. Configure your settings to
get started, and then create an IPAM, Explor

Create IPAM Settings

B & @ Gcoar

Reachability Analyzer

Amazon VPC Reachability Analyzer enables you to perform
connectivity testing between a source resource and a
destination resource in your VPCs. You can use Reachability
Analyzer to troubleshoot connectivity issues caused by network
misconfiguration. Explore

Create and analyze path

Network Access Analyzer

Amazon VPC Network Access Analyzer helps you identify
unintended network access to your resources on AWS. You can
use Network Access Analyzer to understand, verify, and improve
your network security posture. E

Create netwark access scope
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Network Manager > Global networks > dbr_anws_cloud_war

AWS Network Manager X
v Conneetivity dbr_aws_cloud_wan

Global Networks
Ov Details | Topologygraph  Topology tree

dbsr_aws_eloud_war

Dashboard Inventory
B Netuork rescurces that a1 par o you sl neewark.
Policy versions Edoe locations g Transit gateways
Actochments & &
Peerings
Transit gateway netwiork
Transit gateways Geography
Davices
Sites Transit gateway peering Core network Edge connection

¥ Monitoring and troubleshooting

Reachability Analyzer

Set

igs New

Infrastructure Performance

¥ Security and governance

Network Access Anlyzer

¥ IP management

VRC IP Address Manage:
Dashboard
Resources.

Search IP history

pools
Scopes
PAMs
Resource discoveries

Organization settings

Devices
0

ap-southeast:2

Sites
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2. a7 xy bU=2&ay xy b= KU —Z2{ERLEX T,

AWS Cloud WANZI VYV —)VEFH LT, RORZRZAZIHE->TAT 2w b T—27 KUY ¥—
N—2 g VEERRLE T,

e XV MI—UDREZITVET,
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Step 1

Create global network

Step 2 - optional
Create core network

Step 3

Review

Create core network - optional

Create a core network to represent your edge network locations and segments. Learn more [4

Include core network

Add core network in your global network

Enabling core network will incur additional charges. For more information, see pricing. [4

Core network general settings

Name - optional
Aname to help you identify the core network.

cwan-core-network
Name must contain no more than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hyphen).
Description - optional
A description to help you identify the core network

A core network for testing purposes.

Description must contain no more than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hypher).

P Additional settings

Core network policy settings

ASN range
64520 - 64530

ASN range e.x 64512 - 65534. The Autonomous System Number for the new Core network. The value must be a range between 64512 -

65534 or 4200000000 - 4294967294.

Edge locations

Choose edge loc ns v

Asia Pacific (Sydney) X | Europe (Stockholm) X
ap-southeast-2 eu-north-1

Segment name
This is your default segment enabled in all selected edge locations.

| Dey

Name must contain no more than 100 characters. Valid characters are a-z, A-Z, and 0-9.

Segment description
A description to help you identify the segment

A segment for testing purposes

Cancel

Previous -
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o RYT—N—V3g VEFET SICIX. [Policy versions(RY > —/N\—T g V)ET Y v
7L, ERRY) —7Z23R U CEditRE)NZ 7 ) v 7 LET, HBEREHZ]T
V., [Create Policy(:RYU > —DIER)Z 7)) v 7 LET,

Create policy

Chosse poty view mode

T

o KUI—N—T 3 VOZEHEL v MREED [Ready to execute(FE 1 THEfFTE 1 IICEH I N
5. [View(Z£/R)] % 72X [Apply change set(Z v F D)z 27V v 7 LTAHRY ¥—
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FEITLUET, F72d. [Compare policy version(:RV > — N— 3 V&) 77
w27 UTISONRF 2 XY R EFRLET,

Policy versions (1/2) isfe View or apply change set ‘il Download ‘ -
Q
= Policy version ID a Alias v Change set state v Execution progress v Description
Policy version - 1 LIVE @ Execution succeeded - Initial version.
Policy version - 2 LATEST @© Ready 1o execute
Htveork Manager Global networks dor_awes_cloud_man Care network Policy versions Pulicy version - 13 Change sets.

conprepirvesioes | [

Policy version - 19 change sets (9]

Q 1 @
Type & Action 7 Mewvalses ° Previses values
Core netarork segment Modify Oetails Detsils
Core petarork segment Wadify Detalls Detsils
Core network segment Madify Oetals Details
Care netwnrk segment Mty Oealls Deeails
Atachmess aute propsgation Add Desails
Atarhmess mute propagation add Detalls
Attachmest mute propagation add Oeals
Attachmest aute prapagation add Ouals
Attachmest ute propagation Add Desals

e o 7 Xy FIY—=FIRICHRY NT—T R — T XV F2IERLE T,

R = N—=T a3 VRN T BRI, BEHE T AN T 7 AT+ —)UCT TV
r—3/3 —APPVPC1 (10.1.0.0/16) &£APPVPC2 (10.2.0.0/16) . E*aVF«
LA MctF 2T 2 VPC (100.64.0.0/16) ZBINT A EIICLTLIEEL,

Segments (2)

Q

L[ ]

Name s Edgelocations ©  Description  ©  Require attachment acceptance ©  isolated attachments ©  Allowsegment List o Denysegment List
Prodseqment ap-southeast 2, eu-north-1 No

SecuritySegment ap-southeast.2, eu-north-1 - No No

o LIAVINHET IV avev T AV RNV—= T a3V EERLET,

Sharing (1)

Q
Segment A Shared with segments v Shared except with segment
SecuritySegment Al
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Routes (3)

Q
Segment v Destination CIDR block a Destination
ProdSegment 0.000/0 attachment-0853fd8b1c1a3ed8?
SecuritySegment 10.1.00/16 attachment-04d636bdaaf4f6e0
SecuritySegment 10200/16 attachment-0ffa025eSeffagba2

o RUI—=TRyF AV 2R LK,

Attachment policies (2)
Q
Rule number & Description v Segmentto attach v Require acceptance v Conditions v Operator v Condition values v Condition logic
110 - Segment name - ProdSegment - tag-value equals key=segment, value=Prodsegment
m - Segment name - SecuritySegment - tag-value equals key=segment, value=SecuritySegment

YTAY MEF)NCFEBE T AV ME)EEDR T ZEBMTEET, N5
DZTUE, Cloud WANIZE 7' XY b 72BN LTIRIC DARIRENE T

Cloud NGFW for AWS 2.0.0 268 ©2024 Palo Alto Networks, Inc.


https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-policy-attachments.html

Cloud NGFW UV —X & NGFW LY RRA >~ |

3. 7RV FRAY M EERLEX T,

o TEYFRAYPDIEMIFIC, 7Ry F XY FOMIE LTVPCRZIE T
Vb=V A )—b TNV REHLEXT

(e}

o VPCT7 R F AV MATIV—T4TEN%NFT 1w 7 7%Cloud NGFWT 7
AT T F—=)VHIBEBETESL XS, CloudNGFWT7 7 A4 77+ =)V EaENT
WbtFaUs 1 VPCOVPCT ZyF AV LT, 77947 VA E—R%E
BINTTBRENDH D 9,
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222 Services Q Searc

Network Manager Global networks dbr_aws_cloud_wan Core network Attachments Create

Create attachment

Select the type of core network attachment that you would like to create.

Attachment settings

Name - optional
A name to help you identify the attachment.

Name must contain no more than 100 characters. Valid characters are a-z, A-Z, 0-9, and - (hyphen).

Edge location

Attachment type
VPC A
VPN

VPC
Connect

Transit gateway route table

Appliance mode support

Enable Appliance mode for this attachment.

IPv6 support

Enable IPv6 for this attachment.

VPCID

Select the VPC to attach to the core network.

Tags

Specified tags to help identify a Network Manager resource.

Key Value

Remove tag

Add tag

You can add 49 more tags.
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4. VPC Route Tables OV— k7 —7)1) ZEHLET,

WAH 75 Cloud WANKERKADYEE S 72D T, a7 3w T —T\D/T ) MLk RACT %128
WCVPCEFET ZRHENHDET, 7SV =23 e T 74T T+ —IVDA VARV A,
FXFTNTFTNDOVPCICIE., BT AV DA VARV ALRRED R T2 2085 0 F
T FIME20D R =7 2w F A2 FOER] TERLET 2y F AV MCEDbET, 7
Ry F AV MFHEDRZ T 7ZBMUET,

(@ Tags successfully updated

VPC » YourVPCs » vpc-Da2ff52d5e27b3238

vpc-0a2ff52d5e27b9238 / app-vpc-sd-gwlb-9c5a

Details info

VPCID
vpc-0a2ff52d5e27b9238

Tenancy
Detfault

Default VPC
No

MNetwaork Address Usage metrics

Disabled

Resource map New CIDRs
Tags
Q Search tags
Key Value
Name app-vpe-sd-gwlb-9c5a
segment ProdSegment

TRYF A RVPCEAT vy T —7BOEE

State
() Available

DHCP option set
dopt-04d358abrecd53fcl

IPvd CIDR
10.2.0.0/16

Route 53 Resolver DNS Firewall rule groups

Tags

Actions ¥

DNS hostnames DNS resolution
Disabled Enabled
Main route table Main network ACL
rtb-0196c01c6d9f9d614 / app-main-rt-sd-gwib- acl-0alecdtBcB44B070c
Sc5a
IPvE CIDR (Metwork border group)

IPvE pool

Owner ID
3 018147215560

Manage tags

1 @

EHEIMCT BIE. URORT LD

IZ. VPCOL—F 7= NV Z2BHFORX—7 v b b 2Iy b F—bUzA b= EXEd %0

72w T —ZARNICEHT T 20BN H D £9,
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Q osson x| [al Ji= re Remove

ore Network

Addroute Egress Only Inernet Gateway il

‘Gateway Load alancer Endpoint

= ,
] o |

Internet Gateway

tocal
NAT Gateway

Neowork Inierface
Qutpost Local Gateway
Peering Connection
Transit Gateway

Virtual Priate Gateway
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~

VPC > Routetables > rth-0196c01c6dofad614 > Edit routes

Edit routes

Destination Target

10.200/16 Q. local X
Q 199.167.52.5/32 X Q. igw-0¢13499196f5afb97 X
Q. 199.167.54.229/32 X Q. igw-0c13499196f5afbe7 X
Q 8.47.64.3/32 X Q igw-0c13489196f52fb97 X
Q 8.476411/32 X Q, igw-0c13499196f5afb97 X
Q 0.0.00/0 X Q arn: X

81472

0e323abbf86a1a758 (sydney-prod-vpe-2)

Status

@ Active

@ Active

® Active

@© Active

@ Active

@ Active

Propagated
No

No Remove
No Remove ‘

No Remove
No Remove
No Remove

Cancel
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AN EET P

LIFOFNETIX. 7TV 75— 3 VVPC1DEC2A VAR Y AW T ISV r—3 3> VPC 2
DEC2A VARV ALBIET AHED/)IRT v b Ut —7 Z)—IC DWW TCEHBLE T,

e APPVPC1 (10.1.0.0/16) OZ7 54 7~ FHAPPVPC 2 (10.2.0.0/16) DY —IN\— Dk
ZBRT % . VPC (App Subnet) Jb— bk 77— )R ZFITLE T, /3y MEay v
NT—ZARNZEZ—7y N BT T+ K b—k T h) E—K L, a7 v hT—7
WIV—T 4 VT ENET,

e APPVPC 1idprodt 7' A MIBHEITF ENTWBT28, /3y vBa7 oy T —7I1CF|
9 5B&, prodzT AV FDIV— b =T )IRRZFITLET, Ny MEEFa VT«
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TEAYFRAY A=y edB5T T4V MY E—HK L, EF 2T 2 VPCIT)V—

TAUTENEKT,

AWS Network Manager

¥ Connectivity

Global Networks

CloudWANnetwork

Dashboard

Core network
Policy versions
Attachments
Peerings

Transit gateway network
Transit gateways

Devices

Network Manager Global networks

Core network

Overview Details ‘ Sharing

Route Filter

Filter network routes by segment and edge location.

Segment Edge location

SecSegment v

CloudWANnetwork

ap-south-1

Core network Routes

Topology tree Logical Routes Ev

< [socnromes |

ap-northeast-1

@ Filter network routes by selecting segment and edge location.
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Core network

:::::::
v Search routes

o )N EMtEF 2T ¢ VPC(100.64.0.0/16) 7 2 v F X2 MCEET % L. VPC (CWANY
T2y MIV— b T —TIWRBRRZFITLET, Ty MNE, 77474 =)V TV RRAL Y
MMZZ—=7Y  eTBTTHIVEIV—be—K L., T77A47 U4 —)VIV—T 4 2T &
N, 7747 +—=)VOLY RiRA V hEZBHLTHREINE T,

o I AT IUA—IVE T T v I EKREL, EFa VT RY =LKL, E@EEFF L
F9, T7AT7I4A—=WVEINTy " 2T 7 A7 I+ —=)VOLY RRA Y MIV—FT 42T L
TRU, ZTCVPC (774794 =)V T2y b)) Ib—hk T—TIVEREREZITNET, /8
v bday” 2y b= ARNZX—7 v hed57 74V )b—hk U &—KL,
a7 2y b I—JI)V—T 0 7 ENFET,

o tXaVUFT4VPCEEFaVUT 1 BT AV MCEEMNITIENTWSID, Ny hhay
2y FI—=2IlBETBR e, HEXFa )T b—F 77— IVRRZFITLET, /v b
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lZ. APPVPC27 R F X h=EXZ—>"v k&3 %APP VPC 2 CIDR(10.2.0.0/16)=> + 1 &
—% L. APPVPC2lC)V—F 4 VT ENFET,

Network Manager > Global networks > dbr_aws_c Corenetwork > Routes

Core network

Overview Details Sharing Topology graph Topology tree Logical Routes Events Monitoring
Route Filter
Fitter network routes by segment and edge location.

Segment Edge location

- P 2
Routes (3)

Q
CIoR v Destinations ¥ Routetype ¥ Route state
100.64.0.0/16 attachment-0853fd8b1c1a3ed87 | vpc | vpe-07bda131733b44b56 PROPAGATED ACTIVE
10.200/16 I vpe | vpc-0a2ff52d5€27b9238 STATIC ACTIVE
10.1.00/16 attachment-04fd636bdaaf4i6ed | vpc | vpc-0b7b7f97870c3b0bE STATIC ACTIVE

e )N FMMAPPVPC 2ICEIET S L. VPC (CWANY 72w ) Ib— b T— T )IVMR % ET
LET, 2y Mada—baE%2—47y hE& LTVPCCIDRZY Y &E—H L, A VAZV A
WIV—T 0 T EN%ET,

V2= bF 74w 7R C/SAZH 7 b L—ALX T,
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https://docs.paloaltonetworks.com/cdss

Cloud NGFW for AWSDt F 2.V 7 HiE

DNS 2V 7 1 DK

Domain Name Service (DNS; RAA Y x—L P—ER) &, 710k 2)LdD 7 RFC TiifH
ENTVB XS, AU Z—Fy FOBRENMNDEANLZ IO ROV TT, BEEOHDBT 7 X —
X, DNSZEM Lz~ R7 Y Raryha—) (C2) @EF v xIEFHL, HBEICK-> T
coOTa bV EGEHLTT—2EBAM LI LEHD FT, DNSHHIEZ., BEEOHLT 7
R—MWVPCHNDT SV r— 3 VA VARV ARE LTS, DNSHERZ{HH L TVPCh 5 H
HIWVEHTERAAS VT — 2 2REETEHCETCHRETDAREMEDNDH D F T, BEOHZT Y
Z—i%. DNSEZN L TEZDH LT —Z9RXA O — RE2VPCT— 70— RICRFASHTLETE
%9, Palo Alto Networks Unit 42DF#A Tld, FR I N & £ & ELDNSAEF NS DOWTHE
BHENTWET,

Cloud NGFW for AWSTIi, VPCU YV —ZAMNET B R A A U EEHBIUHIET 2 &

T. DNSR—ZXDEHELZZENSEVPCr T T 14w 7 = {Ri#ETE X, Cloud NGFW for AWS7Z Fl
9 %, Palo Alto NetworkstZ RIEF 235D LW EHIM LTIz KX A A\D 7 7 A4S L.
DT XRTDOI L) 2[5 ENTEXT,

Cloud NGFWIZ, #E DYV —R (WildFire 57 ¢ 773K, 73 TDNS, 777 4 7Web”
O—)V&EEDHHWebI 2T >V, URLY Y KRR w 7 Z5#7. Honeynet., DGAV /13— X
IYVZTVYT TLARY T =&, whois, Unit 20058k, A/ \—FdT T A7

) DT —RZMHH LT, SEETDH &2 2 U TDNSY 7 % F ¥ 24T % T

CC. HEDORA RAAL T TT 75 ¢ Tk % Palo Alto Networks DNSt 3 =2 1) 5 «¢

P—CAEMFHLTWET, ZD%. DNStF a2V TF Y=L RIE, THHDDNSY 7 2F +

ZCloud NGFW ) ) — ZICHkiIc il L, axy Ry Ray ha—)b (C2) &5 — Rk
ICDNSZE(FHT 2~V e 76 7a7 75 ¢ TP L E T,

DNS Security for Cloud NGFWIZ lZPanoramaM A 9, Panorama L T XTDDNStF 21

T A BHEORY) — =)V L., 75T K TINA X T )I—TDO—E L L TCloud NGFW )
V=AW T2 LET,
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Threat
WHOIS data User DNS Passive DNS Intellige

® & ¢

Compromised DNS
Zone Detection

DMNS Exfiltration

Detection
&i Traffic Pattern
Classifiers

ML-powered
Detection Engines

ML-powered
Domain Analysis

Oﬂgﬂ' DMS Full-zona
Analysis

Web Content
Analysis

DNS Security

DNS Infiltration Strategically Aged

Detection Domain Detection

Semantic-aware

ﬁi DNS Response :% Subdomain
Analysis o DGA Detection
ML-powered &i Traffic Pattern
Detection Classifiers
Engines
ML-powered
Domain Analysis
DNS PACKET I!EAL-TIHE
REAL-TIME VERDICTS
CLOUD NGFW
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Cloud NGFW 1 YV — A CDNStF 2V 71 ZENCT BICid—

1. Cloud NGFWV VYV —ZICBHEAMNT 5N 5T R FINAL A T)I—1 7 >V F oA 727 T
177 A )LEVER LT, Panorama TDNSt 2V 7 ¢ ZHERC L E T,

Anti-Spyware Profile O]=

Name | Best Practice
Description

[] Shared
[] Disable override

Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
DNS Policies

Q 10items )= | “

D ‘ SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE

.~ : Palo Alto Networks Content

| ] default-paloalto-dns sinkhole 'extended—capture
.~ : DNS Security
[ ] Ad Tracking Domains default (informational) 'sinkhole 'extended—capture
[ ] Command and Control Domains default (high) 'sinkhole disable
[ ] Dynamic DNS Hosted Domains default (informational) 'sinkhole disable
| ] Grayware Domains default (low) " sinkhole disable
[ ] Malware Domains default (medium) " sinkhole disable
[ ] Parked Domains default (informational) 'sinkhole disable o
4 »
DNS Sinkhole Settings

Sinkhole IPv4 | Palo Alto Networks Sinkhole IP (sinkhole.paloaltonetworks.com)

Sinkhole IPv6

Block DNS Record Types

[]svece [JHTTPS [T]ANY

2. VPCHDDNS k57 ¢ v 77 Cloud NGFWV YV —ZICU XA L7 b LET, T T 0w V)
RV g YOHREHEEZ, DNSH—1Dty F 7w Flck->THRED £9,
o 754 ~—Fk DNSH—/3—
e Route 53 DNSH—tE X
o 7S5 A4 X—hFKAFV—2DNS
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Cloud NGFW for AWSDt F 2.V 7 HiE

75 A4 X— k DNS H—/3—

TIAR—EEA T LI ZAODNSY —N—EfF T 284, DNS k57 ¢ v % %Cloud
NGFWI Y RRA Y MCHRAT SICiE. L FOFIEEZETLET,

STEP1| AWS vV —licaZ AL L %7,
STEP 2| VPCEEIR L. XKICDHCPA > a v tw F&2EIRLET,

STEP3| #LWDHCPA > 3> &y bZ{ER L, DNSY—/N\—DIP7 RLAZBIMTEET, C
DOHITIE. 172.18.10.1M 75 A X— kDNSHY—/\—D7 RL A T3, DNSH—/N—H&
TNTWVBHHAFODHCPA 7'y 3 UhH 55513, iz R L, DNSY—/\—DIP7 R L
A AELET,

VPC > DHCP option sets > dopt!

dopt_ / Delete DHCP option set
Details info
DHCP option set ID Domain name Domain name servers NTP servers

& dopt- - g

NetBIOS name servers NetBIOS node type Owner

Tags [ vansgetags |

Q Search tags

Key Value

Name

STEP 4| VPCZEIRL, (RiET SHVPCZHEIRL £,

STEP 5| [Actions(7” 7 3 V) Raw &7 2 5[Edit VPC settings(VPCRRE D f)] 72 18K LU &
ER

STEP 6| [DHCP settings(DHCP:Z &) C. [DHCP option set(DHCPA 7 3> v R Fkay 7 XY
VBT T A RX—FDNSY —NN—NREENZDHCPA > 3> &y FEEIRLE T,

STEP 7| Save changes (ZHWNEDIRIE) 227w 7 LET,
IR U72VPCIE, T XTDDNSY LY ZERETHDDNSY —/\—ICHiE L E T,
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STEP8| 7 %w b )b—b 7—T IV ERELET,
1. VPC > Route Tables UL— k7 —7)L) ZERLF T,
2. BFaVTARETEZY TRy bOIL—F T—T I EEIRLET,
3. Jb—1br=EBIU, ¥EEZEDNSY—NDIPY KL AICHKELET,

Destination Target Status Propagated

10,0/ Q. tocal x| ©Acdive No

Q 17218 X Q. vpce- X | © Active No Remove

Add route

4. [Save changes (ZHENADIRE) 127V w7 L%ET,
REZXNTZY TRy FDSDDNS KT 7 1w 7, Cloud NGFWIL Y RRA >V k7=
L CCloud NGFWIC)V—T 1 V7 &N, BB L EDMTbNET,

Route 53 DNSHY—VE X

Amazon®Route 53 DNST—E A ZH§ 555, VPCHNDDNS kT 7 ¢ v 7 {859 %13,
UFROFIEZEITLET, VIILN—DZELY RRA Y " eTruAd5kb0T7— 70—k
FERA MY — N T 2y FAER L E T,

STEP1| AWS arvV—licaZ A4 > LET,
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https://docs.aws.amazon.com/route53/?icmpid=docs_homepage_networking
https://docs.aws.amazon.com/vpc/latest/userguide/create-subnets.html
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STEP2| ZEL Y RRA VM EIERLET,

1. [Services(t)—E X)] > > [Route 53 > Resolver] > > [Inbound Endpoints(-1 >/ 7 > K T

Y RRAY MZERL KT

DTV Name (%R ZASILET,
IV RRAYFOVPCEEIRLET,

ok

LY RRA Y b ZATRIPVACRELE T,
Route 53 Resolver Inbound endpoints Create inbound endpoint

Create inbound endpoint i

An inbound endpoint contains the information that Resolver needs to route DNS
queries from your network to your VPCs.

General settings for inbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

CloudNGFWDNSEndPoint
The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: us-east-1 (N. Virginia) Info
Allinbound DNS queries will flow through this VPC on the way to Resolver. You can't change this
value after you create an endpoint.

vpc (Application VPC (Demo)) v

Security group for this endpoint Info

A security group controls access to this VPC. The security group that you choose must
include one or more inbound rules. You can't change this value after you create an endpoint.

default (sg- ) v

Endpoint Type
Route 53 Resolver endpoints support IPv4, IPv6, and Dual-stack IP addresses. For a Dual-stack
connection one endpoint can use both IPv4 and IPv6 addresses to connect to a VPC.

IPv4 v

COILYRRA YV MEFaVT 0 TNV—T%RT7EZyvFLET,

[Create inbound endpoint(ZEL> RRA 2V FDOIEK)] 227 ) v 7 LET,

7. AR — 22 R L X9,
8. EFRCTIERRLIcY 72w b 2ERL £9,

BROTHMEY — 0% 5583, ThThorftEy —

IR T B RENH D T,

VeTT xRy b
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v IP address #1

Availability Zone Info

The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1a v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS FW Endpoint) { .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

v IP address #2

Availability Zone Info

The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1b v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS-2) ( .0/24) v

IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address
for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

© Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

‘ Add another IP address ‘

9. [Create inbound endpoint(3ZE L RiRA > FOIE) #2 Vv 7 LET,

10. ZIELY RRA Y MCEHRINTWEEY 7 2y MCBEEMSTSNTWSIPY RL A%
XELET, LUFOFIETDHCP A 7Y a >y ty b ERKT 3 L X, TNHDIPYT

RLAZERLET,

STEP3| VPC>DHCPF /v a> tw FEEIRLET,

STEP 4|

HILUWDHCPA > g v 2y M EMER L., SaHMEY —2DIP7 RLAZBINTEET,
EEOR AN — B 5581F. JIPT RLAZIVIRYIDDV A LTANILE

EE

VPC > DHCP optionsets > dopt-

dopt- / CloudNGFWDDHCP
Details info
DHCP option set ID Domain name
dopt- -

NetBIOS name servers NetBIOS node type

Tags

‘ Q Search tags

Key Value

Name CloudNGFWDDHCP

Domain name servers

Owner

Delete DHCP option set

NTP servers

Manage tags

1 @
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STEP5| VPC 7z L., {3 % VPC Z IR L £9°,

STEP 6| [Actions(7” 7> 3 V)] Raw X5, [Edit VPC settings(VPC 5% 7€ D) #2524 L
£9,

STEP 7| [DHCP settings(DHCP iZE)]C. DHCP 47> a > v b RawFEZ o s Fid TIEK
L7zDHCPA > a >y &y b EERLET,

Edit VPC settings ww

@ Introducing the new edit VPC settings experience X
We've added a new option to make it easier to edit VPC settings. You can now manage all VPC settings in
one place. Tell us what you think.

VPC details
VPCID Name
vpe- Application VPC (Demo)

DHCP settings

DHCP option set Info

dopt- (CloudNGFWDDHCP) 'y
Q

No DHCP option set

dopt- ( )

dopt-

| dopt- {InboundDNS)
InboundDNS

dopt- (CloudNGFWDDHCP)
CloudNGFWDDHCP

v

dopt-
[ Enable Network Address Usage metrics Info

Cancel Save

STEP 8| Save changes (ZHWNADMRE) 7V v 7 LET,

BIRU7ZVPCIE, T XTODDNSY LY ZeE ENIDNSY —/N\—ITEET B X HIED XL
775
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STEP9| ¥ T 2w b )b—bF T—IVERELFET,
1. VPC > Route Tables JL— +7—7)1) ZEIRL F 9,
2. R#ETEZH TRy FO)—F T—IVEERLET,

3. J—FEEIML., %R EDNSY—/N\—DIP7 RLRICHREL. X—4 v kZCloud
NGFW T RRA Y MIHRELET,

VPC » Routetables > rtb- > Edit routes

Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local X @ Active Ne
Q 1008 X Q vpee- X ©@Active No Remove
Q, 0.0.0.0/0 X Q, nat- X ©Active No Remove
Q 1009 X Q. vpce- X = Ne Remove

Add route

Cancel Preview Save changes

4. Save changes (ZEHNADMRIE) #7 Vw7 LET,

RESNIZY T2y EWEDDNS ST ¢ 79 NT, W& LEHDTZ8HICCloud
NGFWI > FHRA > hz2#H L TCloud NGFWIZ)V—F 1 Y T ENE T,

T A4 X—FHKRZX MYV —2DNS

AWST T T ARX—FRA M —=VZ2EKT 21 . 7T A4 N—FRA R —OlEkzSRL
TLEEW,

Cloud NGFW 1) ¥V — X HRoute 53 ResolveriCRoute 53 THRA R ENTWVWABDNSY—Y (IS4
RN—hV =V E) ZEMETESL XTSI, BidL7z&K 91CRoute 5317 /N7 RV K
KAV REERLUET, 41N RV RRA VM, DY —E AHRoute 53IC KA1 V%
R INEDEZ12HDT ) v I T, A VNT Y R IV RKRA Y MEEKRT S &, AWSIE
A2INT Y RDNST LY 232539 2 X IHFE LIS iy —> (AZ) IcHitExy hU—72
A2 —Tx—A (END Z{ERL %9,

STEP 1| Amazon VPCOYVV—)VRHEET,
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STEP2| A YNNIV R IZVRKRAY FEZERLET,
[Services(t)—E X)] > Route 53 > Resolver > 1 >\ K TV RiRA ¥ MBI L &

1.

ok

7.
8.

EE

[Create inbound endpoint(-f >\ > R T2 RRA V FDIER)ZZ Vv 7 LET,

IH DT U Name (Kii) ZASILE T,

TV RKA Y FOVPCEEIRLET,
COLYRRAYDEF 2T IN—T%ZT7 2y FLET,
[Endpoint Type(T> KR+ > & ZA N ENPVAICERELE T,

Route 53 Resolver Inbound endpoints Create inbound endpoint

Create inbound endpoint i

An inbound endpoint contains the information that Resolver needs to route DNS
queries from your network to your VPCs.

General settings for inbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

CloudNGFWDNSEndPoint
The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: us-east-1 (N. Virginia) Info
Allinbound DNS queries will flow through this VPC on the way to Resolver. You can't change this
value after you create an endpoint.

vpc (Application VPC (Demo)) v

Security group for this endpoint Info

A security group controls access to this VPC. The security group that you choose must
include one or more inbound rules. You can't change this value after you create an endpoint.

default (sg- ) v

Endpoint Type
Route 53 Resolver endpoints support IPv4, IPv6, and Dual-stack IP addresses. For a Dual-stack
connection one endpoint can use both IPv4 and IPv6 addresses to connect to a VPC.

IPv4 v

AT — 2 28R £9,
FRETIER LI T 3w b2 IR L £,

BROTHMEY — 205 5583, ThTUCTRMEY —

IR T B RENH D T,

VeTT xRy b
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STEP 3 |

STEP 4|

9.

v IP address #1

Availability Zone Info

The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1a v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS FW Endpoint) { .0/24) v
IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address

for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

O Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

v IP address #2

Availability Zone Info

The Availability Zone that you choose for inbound DNS queries must be configured with a subnet.

us-east-1b v
Subnet Info
The subnet that you choose must have an available IP address.

subnet- (DNS-2) ( .0/24) v

IPv4 address Info
For inbound DNS queries, you can either let the service choose an IP address
for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

© Use an IPv4 address that is selected automatically
Use an IPv4 address that you specify

‘ Add another IP address ‘

[Create inbound endpoint(-f >\ > R T2 RRA >V FOIER)Z 27V v 7 LET,

10. £ 2NV R TV RRA Y MR ENIZR/Y 7 30y MCBEHEMNT SNEZIPT KL A
EAELET, TNHDIPTY RL R, U FOFIETDHCPA 7> 3> 2y b ERET

% EEIMEHLET,

dopt- / CloudNGFWDDHCP
Details info
DHCP option set ID Domain name Domain name servers
dopt- -
NetBIOS name servers NetBIOS node type Owner
_ -
Tags

‘ Q, Search tags

Key

Name

Value

CloudNGFWDDHCP

[VPC > DHCP option sets(VPC DHCPA 7> g > & R))&EERLE T,

#TLWDHCPA 7' 3 >y R 2{ER L, AR —> T8I IPY RLAZGITE X
9o RO — VDB 555, KIPT FLAZAYIKYODY A NTASLE
EE

VPC > DHCP optionsets > dopt-

Delete DHCP option set

NTP servers

Manage tags

1 @
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STEP5| VPC 7z L., fRi#&T AVPCEIRL X9,

STEP 6| [Actions(7” 7 3 V) Raw &7 25 [Edit VPC settings(VPCRZE DR ) IEIR L £ 97,

STEP 7| [DHCP settings(DHCP:%E)]D[DHCP option set(DHCPA 7> 3 > v K Raw X
M5, ERETIERUTZDHCPA 7> a >ty R BIRL £9,

Edit VPC settings

@ Introducing the new edit VPC settings experience

We've added a new option to make it easier to edit VPC settings. You can now manage all VPC settings in

one place. Tell us what you think.

VPC details
VPC ID

vpc-

DHCP settings

DHCP option set Info

Name

Application VPC (Demo)

dopt- (CloudNGFWDDHCP)

Q

No DHCP option set

dopt- ( )

dopt-

| dopt- (InboundDNS)
InboundDNS

dopt- (CloudNGFWDDHCP)
CloudNGFWDDHCP

dopt-
[T Enable Network Address Usage metrics Info

Cancel

STEP 8| Save changes (ZHEHNEDIRIE) 27V v 7 LET,
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STEP9| ¥ T 2w b )b—bF T—IVERELFET,
1. VPC > Route Tables()l— b+ 7— 7 ))& EIR L 9,
2. XV T o RETEZY Ty FO)—F T—TIVEFERLE T,

3. Jb— B U TR ADNSY—3—DIP7 R L AICEEE L. Cloud NGFWI Y KRR
AV MCE=T FEERELET,

VPC » Routetables > rtb- > Edit routes

Edit routes
Destination Target Status Propagated
10.0.0.0/16 Q local X @ Active Ne
Q 1008 X Q vpce- X ©Active No Remove
Q, 0.0.0.0/0 X Q, nat- X ©Active No Remove
Q 1009 X Q. vpce- X = Ne Remove

Add route

4. Save changes (ZEHNADMRIE) #7 Vw7 LET,

REINT=Y T2y D SDDNS KT 7 ¢ 7. Cloud NGFWI Y R:RA >V hEREH
L CCloud NGFWIC)L—F ¢ V7 &N, BE L EMfTbNEd,
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WildFireZZ AWS®DCloud NGFW ICERET 5

Cloud NGFWIX, VPCrS 7 4w ZJNDT 7 A )V, EITT7 74V, BIXOEZDOHZ A7) Tk
(JScript *® PowerShell 7z &) 745t L € WildFire™ (WF) 7 57 B9 — 1 A1 Uil ¢ =
HEDICIED E Uiz, S, Wildfireld, $5XE N7 7 A0 (FATAIRET 7 AIIVETZIZ ATV
TR ICBEA T Y A, . BRUOHBEREGRZEH L. o DOWTHlZ FLE
T, BEDMRHEENI5E. WildFireld<I)V 2 7% 70w 7§ DARERBERERL L. B TZ
DBZBICHT B x 7 a— N )UICEA LE T,

WildFireld it KDY > RRw 7 2RO 7 Ja—FIic e EE 59, HHOFEEHEA L TCEZDD
BNEZE TR DA T 7 AN ZZRE LE T, TNEDOFRIWEUTFHAZTENE T,

o HHARAT- A IRV ORAEEREE T T 7 A IV EITEN TV AR BIER L. MEH & OFEE
BFMEEEH L CCNETHON TR STV 2 7 ZRHTES L9 LET,

o EHINMENT-< IV = 7 OFNRNEMHIC K o TEMNEN 252 L, <)V = 7 OffiffEz 33
CEPETEE T, T cld. 8iaBfzZ SIER LT, Ny F 7Yy —)btky b2
AL THREZEERL XS &I 58 Z7LET,

o X NIT—HT ST 4w 2T Ty A3y 7 R7OVERR. REXEDO )L 27 DR
O—R, L¥aT7—Y3VOEWRALYADT 78X, 2w FT—7DOEERE, <L
T 7 OHEICHEDOWTEEDH S VT T v 78—V LET,

o BHH-55T 7 OV ST & OGO MZME L, Tl ZE e Lz L—20 7
LTH LWL 2 7 &l LET, Uk, ErNMENTSENENT 720 TIEARATEET T,

o HWAZLEI)VRDONAIN—=INNAP-WEENT VA TEZA—T 2 V=R TadcV ko
HMEDY 7 N 2 7T LR WEREIREH ONA IS— AP K D | BEEE D[RRz
EET,
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Advanced analysis in cloud

Infinite compute for highly sophisticated
threats in any supported file types

- Generates signatures in seconds

+ Delivers trained ML models to NGFW

Immediate Inline
Prevention at NGFW resources

@ Portable Executable/DLL Attacks
@ PowerShell Attacks

Dynamic analysis

Machine learning

.

Bare metal analysis

@ < | Dynamic unpacking
\

\

@ Network traffic profiling

@' Recursive analysis

ARCHIVE . |

BINARIES [ |
DOCUMENTS [/

1 () Malware, URLS, DNS, C2 l

Q -
@ Updated within seconds, globally l

‘*‘ Prevent Patient Zero with inline ML l

CLOUD NGFW

%

D

Automatic closed-loop Netwaork Effect sharin Backed by Unit 42 threat Indu: 's broadest global Certifications
protections and enforcement protections across the 43k+ intelligence improving the footprint with 10 regional to address the most stringent
of signatures and known bad customer base efficacy of WildFire by clouds to address customer customer
wverdicts attributing identified threats regulatory and compliance needs
with campaigns and threat requirements
actors
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Cloud NGFW AWSY ¥V — X TWildfireZ8 & 9 21 id. ATNZIT5 RENH D £,
e Wildfire 77 7 A )Vz3ET %

o Panorama TER L7275 R TNNA A T)NN—TTFa )T 4 )V—IVEEETS
o WildFireiffE 0 /2 &XRd %

Wildfire 70 7 7 £ )V 72 RET 5

STEP 1| Panoramalc @ %1 > L. [Object(7 7 = 7 k)] > [WildFire Analysis(WildFirefi#fT)] 7% 2~
w27 LET, [WildFire#i a7 7 AV ¢« v RUBRERENET,
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STEP2| T 77 AN BT NAR TN —TZ Ry TA Y A= a—hHERLUET,
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{ PANORAMA DASHBOARD MONITOR IES ~ OBJECTS  NETWORK PANORAMA

Panarama v Device Group | cngfw-aws-sd-CloudDG-1 S
2 Addresses 2items |

Address Groups [ Name LOCATION RULE NAME APPLICATIONS FILE TYPES DIRECTION | ANALYSIS
@ Regions
S O defauit Predefined default any any both public-cloud

22, Dynamic User Groups L3
S Avpiications sd-wi-obj engfw-aws-sd-CloudDG-1 sd-prof-1 any any both public-cloud

@ Application Groups
[ Application Filters
® Services

Service Groups

@ waes
[ External Dynamic Lists
@ Custom Objects

[ Data Pattems

) Spyware

) Vulnerability
(@ URL Category

(&) Security Profiles

@ Antivirus

) Anti-Spyware

Vulnerabilty Protection

[@ URL Fitering

(B File Blocking

WildFire Analysis

() Data Filtering
(&) Security Profile Groups =
[, Log Forwarding .
~ 1 Decryption
2 DecryptionProfile  » | (DAdd O Delete T Move  Override Revert @ clone @) PDF/CSV
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STEP3| EMZZV w27 L%ET,

STEP 4| WildFire7 a7 7 A )VO4RTZ ASIL, [AdAGEIMIZEZ Vv 7 LET,
STEPS5| Zua 7 7 A4 )UTBINT 5)L—)LDh DR T WA 2 AT LET

STEP6| 77V r—rart sy ar T, [AdGEMIZZ Y Yy 27 LT, Widfire717 7 A )Lp5D
7 ORARRAS BT TV = a DY ARNET Ty —a Y EIRLE T,

STEP 7| [FileTypeslzZ7 U w7 LT, #9257 7 AIEZATEFRLET,

STEP8| X yru—FR/7va—R, £EETDOA T 3 &3 5Icld. [Direction({5/R))7%

727U 7 LET,
WildFire Analysis Profile

Name | sd:wi:ohi

Description

Disable override

[ | name APPLICATIONS FILE TYPES
sd-prof-1 any any
®Add ) Del

@

1 item 3
DIRECTION AMNALYSIS

both public-cloud
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STEP9| +S 74w 2k UTHHT 9 % Destination[5i5%] 3R L ¥ 9, IL—Lic—Hd %9
NXTD KT T 1w 7&WidFire’)NX7 Vw7 757 RICHEE L TN 23551, [public-
cloud(’N7' V) w7 757 R)7EERLE T,

STEP 10 | )L—)VIC—8T B I RXTD T T 1 v 7 7%WildFire7 75 A 7 > Ak U TN 53565
%, [private-cloud(7'5 A X— k2757 K=K L FE T,

STEP11|OKZZ7 Vw7 L%E9,

YEF 2T 0 I—IVDER
STEP 1| Panoramalca %+ > L. [Policies(:R) > —=)%E27 Vv Z L%T,

STEP 2| BT INA R T)N—T 73R U, FHaaERH DX F 2V 7 1 )b—)U ([Pre Rule(7'L
JU—)V)] £721% [Post Rule(RA ML—)W)) 227 U 73 B0, FiLWIL—)IVEERLE
E

STEP 3| [Actions(7 7 aNzrVvy 7 LET,
STEP4| a7 7 A)ViRET. 7a77ANVEALTOFRD [Ta7 7 A)VEERLET,

STEP 5| [WildFire Analysis(WildFirefi#fiT)] Ky 7 X > ¢, R L 72WWildFire 70 7 7 A )L 7 13
RLUET,

STEP6| OKZZVUw I LET,

TFINA A ) —T7%33y b L TCloud NGFW VY —RIc w2 LET,
FEHICDOWTIE.  TWildFire”7 7 RO EHIHERE] 2SI LTLZE W,

WildFire( 20/ 2% ~d %
WildFire)(20 73RO TR TEE T,
1. AWSTT 7 D55

2. Panorama
3. Strata Logging Service

AWSD5ise a7 7w £ RT %

LLRTIC Amazon Cloudwatch. Amazon S3. F 7zl&Amazon Kinesis® 10 7 D3%(E & L TREL
TWVWA5EIE. WildfreTZNSICEEDHZ T T oy 7070y I anh E S D eifid T
xF9,
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g 121541515864 »
CloudWatch X CloadWatch Livg graups Pabadlta CloudNGEW £12154151 3464 fus-east-1 AUTO-FW-mgazi /95bTh eSdbaT 1610/ THREAT.2023.06.26.00
Favorites and recents 1]
Log évents
Dashboards ou can usi the fiter bar below to search for and match terms, phrases, of values in your log events. Learn more about lter patterns [2
b Marms Ao @0 Do [a] Actions ¥ | | Start tailing
¥ Logs Q Clear im 30m 1h 12h Custom [ Display * (o]
Leg g
Legs Irsights L4 Timnatamp Maitags

Lirve taill New No clder gvents at this momant. Retry

F Metrics L 2023-06-25T17 103 50, 00087 {PSPC_PTITI.R. 2, 1807, TipodtTITHZER", CIPCodagTITT, TdSt_ipTIT1NG.R.5.%47, TdportTITERT, Tdst_dog-
* X-Ray traces L 2021 @6-25T17 00 50, 0002720 {Fsrc.ip™:"100.0.2. 1007, “sport™: 2807, “sroodog™:™", “dst.ip®:"109.0.5.54%, “dport™:TB°, “dit.dog-
» Bvants L T23-B6-25T17 03 50, 00007 . 00 {Farc_ip™ "100.0. 2. 100", "iport™ “HMIENT, “src dag® ™", “dat_ip”:"103.8.5.54%, “dport”i"RY", “dit_dog.

= I023-D6-25T17:03. 50. 00087 : 00 {FSFC_ip™:"100.0.2, 1807, Tipadt”ITHZER", TIFc_dagtiv™t, "dEt_ipTiv100.0.5.547, “dpartTiTERT, “dit_dag.

¥ Application monitoring

{ L]
b Insights = ahn —
= 47

Settings New

Cloud NGFW for AWS 2.0.0 300 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWSD+t & 2V 7 ¢ K&RE

3% Services Q

o @ N. Virginia ¥ FWaaSClientScaleTestRole @ 121541513464 ¥

Cloudwatch X > 2023-06-25T17:03:50.000-07 :00 {"src_ip":"100.0.2.180", "sport":"44280", "src_dag":"", "dst_ip":"100.0.5.54", "dport”:"80", "dst_dag..
> _06-25T17:03:50.000-07 - " ip":"100.0.2.180", " _— ip":"100.0.5.54", " wonggn n -
Favorites and recents » 2023-06-25T17:03:50.000-07 : 08 {"src_ip":"100.0.2.180", "sport":"44280", "src_dag 'dst_ip":"108.0.5.54", "dport":"88", "dst_dag
v 2023-06-25T17:93:50.000-07 : {"src_ip":"100.9.2.180", "spor 44280", "src_dag dst_i| 00.0.5.54", "dport” 0", "dst_dag..
Dashboards
» Alarms Ao @0 Qo 1
¥ Logs
Log groups "dport":
"dst_dag": "", 13
Logs Insights "prote": "tcp",

web-browsing”,

Live tail New sd-sec-poll”,

b Metrics

b X-Ray traces . tco
severity

"direction

b Events "repeatent”:
"data_filter_reason

» Application monitoring "filetype": ’
"contentver

» Insights xffip: ",

"time_generated": "2023/06/26 00:03:50"

; | Backtamp A
Settings New

Non nawar avants at thic moment Auta retrv nansed Resume
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Panorama T 7 # £ ~9 %

PanoramaTlZ. [Monitor(8:tH)] > [Threats(ZE)]Z i L CDGOOV #F R TCX£T,

Cloud NGFW for AWS 2.0.0 302 ©2024 Palo Alto Networks, Inc.



Cloud NGFW for AWSD+t & 2V 7 ¢ K&RE

{» PANORAMA D D R POLICIES  OBJE NETW
Panorama ~ | Device Group | cngfw-aws-sd-CloudDG-1 Manual v S @
Logs : Al SX®F (1]
= Trafic SOURCE DESTINATION
@ Threat FROM DYNAI DESTINATION DYNAMIC DYNAMIC USER | TO
EURLF it GENERATE TIME | TYPE THREAT ID/NAME ZONE TO ZONE SOURCE ADDRESS | SOURCE USER ADDRESS GROUP ADDRESS ADDRESS GROUP | GROUP PORT | APPLI
iitering
R WikiFire Submissions 06/2517:03:50  wildfire-virus Backdoor/OSXxunpesa  datazone  data-zone | 100.02.180 100.05.54 80 webt
) ata Filtering 06/2517:0350  virus Backdoor/OSXxunpesa  datazone  data-zone  100.0.2.180 100.05.54 80 webd
(22 HIP Match
K 06/2516:4110  virus Backdoogi@SXxunpesa v  data-zone | data-zone | 100.0.2.180 100.0.5.54 80 webrt
2 GlobalProtect -
Q IP-Tag [:;' 06/25 16:41:10 wildfire-virus Backdoor/OSX.xunpes a data-zone  data-zone  100.0.2.180 100.0.5.54 80 web-
5l User-ID 06/2516:37-15  virus Backdoor/OSX xunpes.a data-zone | data-rone | 100.0.2.180 1000554 80 web-t
2 Decryption
% Turme Inspection 06/2516:37:15  wildfre-virus Backdoor/OSXxunpesa  datazone  data-zone | 100.02.180 100055.54 80 web
Configuration 06/2516:29:05  virus Backdoor/Linux.gafgytwtr  datazone  data-zone  100.0.2.180 100.0.5.54 80 web-
[ Authentication
s B 06/2514:0659  virus Backdoor/OSXownpesa  datazone  data-zone  100.0.2.180 1000.5.54 80 webt
3 Unifie
& Automated Correlation Engine [;" 06/25 14:06:59 wildfire-virus. Backdoor/OSX.xunpes.a ata-zone  data-zone 100.0.2.180 100.0.5.54 80 web-4
% Correlation Obj
) Corratation Ofects B 06/2514:0554  virus Eicar Test File datazone | data-zone  100.0.2.180 892387397 443 web
[ correlated Events
on Scope g, 06/2317:0957  widfrevirs | Backdoor/OSXxunpesa  data-zone | data-zone  1000.2.180 1000.5.54 80 web
all summary B 06/231709:57  virus Backdoor/OSXxunpesa  data-zone  data-zone | 100.0.2.180 100.0,5.54 80  webr
[F4 Change Monitor
B 06/1611:50:7  virus Backdoor/OSXownpesa  datazone | data-zone | 100.0.2.180 100.0.5.54 80 | webr
(@) Theeat Monitor
@ Threat Map D 06/1611:4707  virus Backdoor/OSXxunpesa  data-zone | data-zone | 100.0.2.180 100.0.5.54 80  web-
ek Mooka 2o] 06/1611:4632  virus Eicar Test File datazone | data-zone | 100.0.2.180 892387397 443 | web-
(@ Tratfic Map
PDF Reports
[ Manage PDF Summary
B s \ : T T p— —— —
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N
He

Strata Logging Service TH 7 & &K~ d %

Strata Logging Service-¥ >/ A Z > ZADWildFireR 7 %2 X RT3 5 L& TEET,

1. [Explore(##2R)]%= 27V v 7 L. [ExploredER) kv I X S[Firewal(”7 7 14 7 7 4+ —
JV)/Threat(& @) 72 # R L £9°,

2. sub_typevalue =wildfireZ/zidwildfire-virus& AL, WildFire@ 7% 7 ¢ )L %

VT ULET,

STRATA
c. LOGGING SERVICE

Dashboard

Inventory

Ko Explore

M Log Forwarding

Explore

View and search the logs stored within Strata Logging Senice to investigate threats and troubleshoot network issues

Firewall/Threat V'
Time Zone: Pacific Standard Time

PCAP Download Time Generated
FD 2023-06-25 17:04:35
| 2023-06-25 17°03:50
) 2023-06-25 16:41:10
il} 2023-06-25 16:41:05
) 2023-06-25 16:38:35
) 2023-06-25 16:37:15
(D 2023-06-25 15:18:34
]} 2023-06-25 14:08:34
[

il 2023-06-25 14:06:59

Severity

@ sub_typevalue = ‘wildfire' OR sub_type.value = wildfire-virus'

Subtype
Informatior  wildfire
Medium wildfire-virus
Medium  wildfire-virus
Informatior  wildfire
Informatior  wildfire
Medium wildfire-virus
Informatior  wildfire
Informatior  wildfire

Medium wildfire-virus

2023-06-25 07:05:48 - 2023-06-25 17:05:48

Threat Name Firewall
MACH-O File Detected
Backdoor/OSX.xunpes.a
Backdoor/OSX.xunpes.a
MACH-O File Detected
MACH-O File Detected
Backdoor/OSX xunpes.a
Adobe Shockwave Flash File
MACH-O File Detected

Backdoor/OSX xunpes.a

Threat ID
52153
153444312
153444312
52153
52153
153444312
52145
52153

153444312

‘B, T B Past 10 hours -
9 results Page1of1 > [y % Profike1
Verdict Threat Categ. From Zone
malware unknown data-zone
16380 macho data-zone
16380 macho data-zone
malware unknown data-zone
malware unknown data-zone
16380 macho data-zone
benign unknown data-zone
malware unknown data-zone
16380 macho data-zone
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Cloud NGFW D 5B 758 iR i

BB R (ATP) &, EANES A7 L (IPS) VY 22— 3 . Cloud NGFW for AWS &
75 RCEET 52V R—2 2 Ml A 2By AT LZ2#FH LT, §XTOR—r&7
aoh)b ey 7. MSEEOERH, BXUva~xy R 7Yy R aryra—)L(C2) ZMI LT
0w 7 cEE9, BRI 2 <7 R, Palo Alto Networkst—E A5 DB T — Z B
Y TEHOMEY —EAEFIT L, ZTNTNDRE ORI ER/ SR — VB RfDOY T3 F v

ZVER L. Cloud NGFW for AWSIC X > T, —RIT 5B EEEODSHENMEEI NIz &

WKeF a7 RUY— )V—)VEEHTAT-HDIHEHEINET, cNbOTV T 2T vid. BK
OFEFEICH DN THEI N, —EOM FESHEOYTENE T, TNEDTTRF ¥ ITnt

IS BB ERBRI T 57251, Cloud NGFW for AWSIE. BEGEMEEZRT Ry FT—2 b
T4 I EBREBXOCDHET 20Ty Y U EBIELE T,

FIE TR AT3C LT, Panorama’e (/R LC . BEOD R I 75 U5
VS —ERELET

Advanced Threat Prevention (BELZEME) 759 R OCNsDT 4+ —T5—=7, ML
NR=ZAOMHT VI VE. SQUA >V varyeavy R4y v a vy ERHT3
KHDOC2 BRUMisHED S F T 2w 720 L, Bur A BEH L I1—Y—Z2{R#EL X

9, Advanced Threat Prevention (BEERZBESGTE) 7o Rid. $EERERT 4 —So—=
FETFI)IVEE L, BRI LI Cloud NGFW for AWSD A > A VorKikéhe# G3c LT, £
TABBEN XY NT—=7IZ AT 2D%[E L LI, RERNHEEET, chuckb, 7
FTA VBRI LIZ) 7IVEAAL LD NS T ¢y VREEMEH LT, KNOBEZEH T &N
T&% 9, Advanced Threat Prevention (BELRBZEE) 75U R DnNbDTF 11— 55—
=T, MIR—ZXORMH TV I VE, SQLA > Y7y aryeax >y R4y oy a VR
3 2KHMDC2 BLUMIIED NF T ¢ v 720l L, YurA Bl 1——2R#EL X
T BEOAYTF A EUENEMHOFMZIRItT 27201, LR—FDVERINE T,
LR—Mcid, WEBEMER L7z —ILFE, MHOHIP, 520130, MITRE ATT&CK®Y
L— LU= TREERINENET BT A N—KBOENEENE T,
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ATP blocks unknown Command & Control traffic and
Zero-Day Injection attacks In Real-Time

Threat Imelligence ‘WildFire Unie 42
\ /o
— - y
Y
ADV
Inline ML " 2
inthe cloud E Tp
A

@ INLINE VERDICTS _, | _,

\J
Signatures ——————% -5
Cloud NGFW
Known Exploits / Known @ — { M\ Signatures
S

Command & Control (C2) Contant Updated daily

Unknown C2
Derived from Hack Tools
|E.g Cobalt Strike, Empire]

S6% prevention of cobalt strike

— fé\ Inline ML in the Cloud

48% more detection of evasive traffic

ATTACK
103104d

~

Zero-Day Injection Attack @ — f/@,‘\é Inline ML in the Cloud
>I0 y
Ny

. i - D0% prevention of Injection atlacks
Cormmand Injection & SQL Injection &0% more detection of injection attacks

AT 4 TR —EH

HlLwna—h)V )b—)IV ARy 7 &VEKT % L. Advanced Threat Prevention (ATP, &&7n%&
JBBAED MHBEINICERESNE I, 202443 LIENCIER L T2)V—IVA % v 7 D&, Cloud
NGFW for AWSZ Y — )L L CATPZFH#THIMEL £,

JL— IV A%y 7 DATPEEIINC T 5 51
STEP 1| Cloud NGFW 2>V —)licu4 14> L%,

STEP 2| [Rulestacks()L—IV A% v 7)) 7% E#IR L E T,
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Cancel

CDLICY V7 ENTWixWPanorama> ) 7)LF U N—RIR U255, U > 7%
Fy N TBAT Y a U ERETAHELIHDET, TOHEIE, CDLIA Y Ak
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3% U CPanorama” 754 7 VA L BEMN T 5 T LICFAET 50, KUY —EHICD
HPanoramaZzZffifH Uil 5 Z LICEIEL XS,

CDLIC T ClcEHi SN TWAPanorama> 1 2 AZEIN LI EE. e ok A xE T
BENCEEA I ZERT B A v =Y DNERREINE T,

Notification

Panorama linking is complete. The linked Panorama is
associated with a Palo Alto Networks Cortext Data Lake
(CDL) account. Please confirm to link the Cloud NGFW

tenant with the same CDL account.

Panorama”> 1t > A%Z#ER L7z 5. [Continue(%ifT)]7Z 7V v 7 L% 9, [Integrations (¥
ENR=JIYoFbO, U7IDEY v 7 ENTzPanorama> V) 7 )V F VIIN—ERENE
ERS
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CLOUD NGFW

LinkID LinkName

uuuuuuuuuuuuuuuuuuuuuuuuuuu

Cloud NGFW 77> k&, Panoramah 5 CDLIE#RZ HEINICHIS L ¥ 9, 1> 7IcCDL%
BT 2 TENEWGEIE. AWSICOR T Z R ETEET, sl DOV Tid.  [Cloud NGFW
on AWSHID T F > 7 DiiE | ZBIRLTL T,

[Integrations (A &) RX—JIcY bbb, U Z7IDEY > 7 EN/zPanorama>'V) 7 )L F >/
/§—b§i§%éhij‘o
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CLOUD NGFW

LinkID LinkName Panorama Serial Number i i i Actions

uuuuuuuuuuuuuuuuuuuuuuuuuuu

V) > 7 ENfzPanoramall B3E5HF 51T % Cortex Data Lake ID 7% £ OB hIEHRIC
DWTIE. [Integrations((AE)RX—T DV > 7 IDEZ VY w7 LTLEEL, [Link
Panorama(Panorama® ) > 7))V « ~ RUNEKRENEX T,

CLOUD NGFW

SSSSSS

ccccc

AWS Marketplace/» 5 Cloud NGFW 77 > k &5k iRk 3 %
Cloud NGFW 77 > k ZAWS Marketplaceh 5 B E¢fER 3 5 1T 1d:
STEP1| AWSHEF OV —)licaZ A LET,
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STEP 2| [My Subscriptions(¥ U7 A7) I g NRX—=I\BHLET,
STEP3| F¥ )V 28MDOYT A7) T a e RUET,

STEP 4| [Cancel subscription( 7 A2 ) Fv g ety )W EBRLET, YT A7) ST g
VEFYEITEHE, TV —ya v EEEFTERLEDET,

A DWW, U722 )Ty a vEdy )T 5 | ZBRIRLUTLIEEI W,
AWST 7 A7 7 % —)L 32— ¥ Z2fHi 3 % fRIC Panorama’z Cloud NGFW )5 U
TRERT B 12DV R— M — A% EKT %

AWST 7 A7+ —)IL 32— ¥ 2 LTV T, Cloud NGFW 1) ¥ — Z % Panoramalc
27 LTWBEAIE. Palo Alto NetworksD iR — R IZE#& LC. Cloud NGFW 1 ¥V — &
ZzPanorama 5 V) V VRS 20ENH D £9, VR— Mr—XZERT SR, AWST 1Y
Y RID®UY—ADTF 2 MDA EDBINEMORMEZ RO ENZ5ENDH D £9,

Cloud NGFWa > Y —)L 2R L TY R— s —AZERT % At
STEP1| AWST7 HU Y MIDZHEEELTLIZE W, AWS 7DV F 2B R L £ 97,

CLOUD NGFW AWS Accounts

AWS Accounts @

AWS Account ID Cross Account LAM Roles Account Property

Decryption Role, Endpoint Role, Logging Role Check Details

Subscription Managemen
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STEP 2| WpEUC)LU T, Panoramad YV — )L LT, 77+~ FID*Panorama® V) 77 )L}/
IN—=Ix L, PR—=FTr—XICBHT 2 BEMERZHERLTLIIZEI W,
2wy 2 R— K2 L TPanorama® > V) 7 )L F U N—72 B LT L 12 E W,

~ Device Groups =

{ PANORAMA DASHBOARD  ACC  MONITOR  POLICIES  OBJECTS

Morar N yevice Group N ayout |3 Columns
Panorama D ‘ All \ Columns

General Information

L

Cloud NGFWU YV —ZXD7F > b IDZ#ER L £,
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{ PANORAMA ) MONITOR otic "DEVIC PANORAMA

| Panorama |
) SSL/TLS Service Profile - Tenant | All R Regions | eu-west-2 w
By scer

= 55H Service Profile
@ Log Ingestion Profile
E@ Log Settings
~ qjl 5

NGFW 1D TENANT MAME TENANT ID ACCOUNT ID

ver Profiles

[, Email
B HTTR
[ rapius
Gy sce

[P Tacacs+
[ Loap
EL, Kerberos

5}' Plugins
e AWS

s ﬂ NGFW
Setup
L Monitoring Definition
'E;EI Deplo

v & Cloud NGFW
@3 Tenants
% Cloud Device Groups
"El Resources
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STEP 3| Cloud NGFW > —)LDOEER—C, [Create a case(7 — AZ{ERR)] 27V v 7 LE
T
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Region: US East (N. Virgin

CLOUD NGFW

Overview

Welcome to Cloud NGFW powered by Palo Alto Networks!

d NGFW combines best in cl2ss network security with e2se of use, and is delivered as 2 fully managed cloud native service by Palo Alto Networks. It

'y
natively integr: with AWS Firewall Manager, CloudWatch ehose and other AWS services. It provides leas dge threa '
application control, AppID, and advanced URL filtering. Easily deployed with just a few clicks, use Cloud NGFW to bring Palo Alto Networks best-in 0
security and agility to your cloud deployments. | & & -8

Toget started, follow the guided steps below, or check our resources linked!

tarted with Cloud NGFW

Rulestacks Create v Getting

Onboarding STEP by STEP Guide (Dismiss this zuide)

N/A 5
Global Local Set up progress 100% (3 of 3 recommended steps completed)
@ 1.Create Rulestack
3 minutes to comp
@ 2 Rule and Objes
NGFWs Create o

Resources

NGFWs
About Cloud NGFW for AWS g

Learn Cloud NGFW (Video Playlist) &'

t's New &

Deployment Guide &

ommunity Link &

Cloud NGFW Servics

Createa Case &'
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Palo Alto NetworksE M 5 Cloud NGFW DY) > 7 ZfRRT %

Palo Alto Networksld. Cloud NGFWV ¥V — X 7% Panorama/\—F ¥ )L 7S5 A7 VAN 5 1)

> I RERT BHEGIC, Cloud NGFW U Y — A%z —Y g VIcBEMN I 5N T3 75T R
TINA R TI—T7ZHIBRS %0, B ZMRT 5 EZHERL TVWE T, FEllicDOVT

B, 9T RTNNARTN—TZHIRT2] £E TVITR TINARTIN—T=E)YV—X
BB R %) 22U T I,

Panorama/N—F ¥ ) 7 5 A 7 > A% Cloud NGFW U YV — X5 V) V7 fRERT % 151 -

STEP1| T7 A7 I+ —)VEIZIIV—IVAR Y 7 RXR=I T, U= 3 (Jz& 21X us-east-1) & ER
LE9d,

STEP 2| Cloud NGFWZ >V —)UC. [Integrations(fi53)]7&2 &R L F 97,

STEP 3| [Integrations(f: &) X—/ T, [Actions(7 7> a Nt o varEHELET, . LENHIY >V
7 XN izPanoramali 7/ L —HXR_RENET,
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STEP 4| [Unlink(V > ZRERN7 A 227227V 7 LT, UV IRRTat Az L £ 9,
HAXT BEGEEN TR %G, WiONT D Y 7R ENE T,

CLOUD NGFW
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STEP S5 |

STEP 6 |

Panorama/N—F v )L 7 547 2 A%Cloud NGFW T F > "6 ) V7 fRRT % L. U
7RSS Cloud NGFW U VYV — A F 7213 ) — ¥ 3 VICBHEHIT SN T3 1D ED
759 R TFNNAATIN—=TEHIBRT 5 XINROENBGENHOET, TDXH kY

. Panoramalc V) > 7 EN T\ 5Cloud NGFW D ¥V — XICBEITF 5N TS 75T R

TINAAITN—T % —EERRTDLT— Avb—INERENET, UV I RMHERTS

Hilc. 799 R TNNA X TI—TZHIBRST B, 759 R TNNA A T)I—TR)V—2Z
ISR L T <72 E W, Panoramalc 7 72 AL TTNED T T R FIRAL R Y
N— TR TE IR WVEEAIE. [Force Unlink(V) > 7 Zilifilfi@bR] = 27V v 7 LE T,

©® Warning

You have one or more Cloud Device Groups in Panorama
that may be associated with Cloud NGFW resource(s) or
region(s). We recommend deleting the following Cloud
Device Groups before you unlink the Panorama.

Mote: If you cannot access Panorama, you can choose to
force unlink.

Close Force Unlink

VU IRER T O AR ER LT L 72E W, PanoramahiStrata Logging Service7” 7177 > R
BT 5N TWB5GE. (RN E S &, ZOBEMF MR N, o ZIZHIBRE
nkd,
U VIR 7 A N EHERT B L. MAX—UNZED D, Cloud NGFWU Y —AD AT —
BAMERENE T,

Palo Alto Networkslid. PanoramalliREENTWVWBE=X Y U EHELPYIRT 2 T & R HESE
LTWEd,

s R A T g Y EREHLTE,. B2 &) v ERIZPanoramah B BRI HIR X
NEL A,

CLITOARDAR Y REFITLT, 7Y b FZRY VIEREZRLUTHIBRTEE T,

request plugins dau plugin-name cloud services unblock-device-push
yes request plugins dau plugin-name cloudconnector unblock-device-
push yes request plugins dau plugin-name vm series unblock-device-
push yes request plugins dau plugin-name aws unblock-device-push
yes
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) > 7 ENfzPanorama’z Cloud NGFW Y ¥V — X B[ 1) %

D Panorama’z Cloud NGFW7 7> MV > 79 5 Hhijlc. Cloud NGFWY ¥V —Z
ZPanorama/N—F ¥ )L 7T AT U RAICMET BRHENH D ET, TOMEDDIC, £
FTA4 A YA M=)V L TPanorama” 75 A7 Az Ui LEX 9, £ D%, Cloud NGFW
V=)Vl L CPanorama” 7547 VALY V7T B8NS D T, Cloud NGFW & D

VU2 Lz5, PanoramaZz{fioCtF a7 44727 bR —)ILZEHL, sk
IR L X,

STEP 1| PanoramaZ¥ifiiL¥9,

STEP 2| PanoramaZzl 7 L %79,

Panorama’ Cloud NGFW VU ¥ — iU » 7 Lz 5., HllDCloud NGFW T 7 > M BHE#EFIT %
TEMTEET,
i DPanorama’ Cloud NGFWT 7+ > MU > 79 %
## D Panorama’z [ UCloud NGFWF 5> MV > 79 % J5i:
STEP 1| Cloud NGFW >V —lica s 4> LET,
STEP 2| [Integrations (fi5)iEIR L £ 97,

[Integrations ({i &) X— ik, HIEY 7 TN TV B Panoramall B9 2 EHRMNE RENE
9, BfEPanoramahiCloud NGFWT 7> MU 7 ENTWiEWEgGESE, TOXR—=JIZZET
ERS
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STEP 3| [Integrations ({5t 3)]"X— % {fif] L CPanoramaZiEh L %9, [Add Panorama (/%/ 5<%
BimEZIy 7 LET,
CLOUD NGFW panoramas

STEP 4| [Add Panorama (/8./ < DEM)EE T, V> 7 %7%Z AJJLEJ, [Primary Panorama
Serial Number(7°'Z 1 < VU Panorama>' V) 7 )L F > N=) KRy T X U BH{ED V7
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TNTWVBPanoramaZzi#EIR L £ 9, HABRBEDS&IE, Row XY 2 h 5[Secondary
Panorama Serial Number(tz 77 > & V) Panorama>' V) 7 )L} > N=)1&2 38R L £ 9,

C OHEEICIE. PanoramaZ 1V ADIRER KT 2DDEEZ T A AV HEREINE
9, CDLICY 7 XN TWAPanoramak ., CDLICY V7 TN TWEW PanoramaTd, KD
M. ThbD7 A a2 RLTVWET,

Add Panorama x

Link Mame
Panoramal

Primary Panorama Serial Mumber %

o
Q
o]
Panaorama license without linked CDL
&
=
=
Panaorama license with linked CDL
&

153, Kinesis, or Cloudwatch].

Mate: The policy management will be automatically enabled once you saved the changes

Cancel

CDLICV 7 &N TV Panorama> ) 7)LF 2 IN—FEIR U2 E0F. V) 7R
Fv NG EA T a Vv EEETAHIHENDDET, TOHHIE. CODLIA A%
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FE L CPanorama” 7oA 7 Y AL BHEN I3 5 C LICEET S, RY —EHICD
HPanoramazfif] Lkilt 5 Z LICRIEL X9,

CLOUD NGFW

Panorama1

cccccc

CDLICT TlcHER I E N TWBPanoramaT M £ AZEIR LIRS, 57T ut A z2E(Td
ZANCEIEAHF 2R T 2 A v b —IWERENE T,

Notification

Panorama linking is complete. The linked Panorama is
associated with a Palo Alto Networks Cortext Data Lake
(CDL) account, Please confirm to link the Cloud NGFW

tenant with the same CDL account.
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STEP 5| Panorama=Z At A%ZE IR L5, [Continue(#ifT)1Z 7V v 7 LE T, [Integrations (i
ANR=2Icyo bbb, V7IDEY 7 ENjzPanorama V) 7 )V} 2V N—EKRE N
£9,

CLOUD NGFW

Actions

nnnnnnnnnnnnnnnnnnnnnnnnnnn

STEP 6| Cloud NGFWICZPanoramaZziBiiL7z 5, [NGFWs)Z 7 Vw7 L, Panoramall BT %
T7AT7 I+ —)VEERLET,

STEP 7| [Firewall Settings(7 7 1 77 + — )ViRE)N X 7 72 &R L £ 9,

STEP 8| [Policy Management (RV v —EH)t - > a3 EFTAZa—)LLEJ, Panorama 7= 3R

LET,
STEPY| Faw TRy U A=a—%FHLT. 77477 +—)VCEHHEfIF %) > 2 Panorama’x %
RLET,

STEP 10| Save (fRf¥) Z27 Vv o L%E9d,
STEP 11| FJH6~10%Z# DKL T, HlDPanoramaZz )V — AL ZHE T,
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Cloud NGFWR D ¥ —&EHICPanoramaz {4 %

Cloud NGFWT 7 > k ZPanorama/N\—F v )LV 77547 > AV 7 Llz5, Panorama Y
V—=)VEMEHL T, 73 X 7)L—T7DBM*°Cloud NGFWTF > s DT INA X 7)L—"T~\D
R =DM E, R —EMRZ AT OMEDHHZRIBETEET,

Panorama™ >V —)L&{# L TCloud NGFW%ARET S L. 7IUFIE I I K T34
ATGNW—=T, TUTL—hk ARy, V=yarvikEoa—nVERESFy v ad bk

&, PanoramaZ A7 =YJ0 ¥z 5 L. Fv v aENizCloud NGFWIEHA Panoramal >V —
WICERENE T,

(759 R FINAATIV—T/— K57 F > b 7ZER L. Panorama THIDREA 7> 3 VI
BEILT%. [Resources(V YV —X)/—RICRB L., MUENSEIRLIzTF > b Ea—ME SN
F9, L2, V—Ya HNOE—~OTF VU NEEIRTE L, ZOT7F 2 MIRESINTWVS
759 R TINA A DN —ThERENE T,
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MONITOR P 5 L VIC PANORAMA

- Tenant|| 12345678: 17e690ad-26fd-4: ~ Regions | eu-west-1 v

CLOUD DEVICE GROUP ~ TENANT ID SERIAL NUMBER REGION LAST COMMITTED STATE

& Plugins
~ NB AWS
~ [ nerw

Panorama >y — )L CHIDMEEKICFEEI L TH 5 [Cloud NGFW] > [Cloud Device Groups(”
FIRTNNA R TI—=] KRS &, IANSGER LU= V7))V 7+ > vharyy—ivic

Cloud NGFW for AWS 2.0.0 337 ©2024 Palo Alto Networks, Inc.



PanoramaR VU > —5#

FZRENKT, 12z, TFYFDIIUR TNNA R TIV—T=2FRLIES. [AWS] >

[Setup(tzy 7 v NEFIRLET,

te
MONITOR POLIC 5 R DEVICE PANORAMA

General | Notify Groups | IAM Roles

General &

[Cloud NGFW] > [Resources(V) ¥V — A)||HHEIICEK S & . Panorama2 >y —/)LidCloud NGFWV
V—ACBHEMIT 5N T0EIXRTOTF Y F2RRT 5D TIEHEL, LANSGERLIT7F 2 b

R L TnE T,
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MONITOR POLICIES CTS 0 " DEVICE PANORAMA

o
S0
- Tenant | 12345678: 17e690a4-46fd-4 Regions | eu-west-1 ~
Qitems |5 %
LAST COMMITTED
ID/DEVICE NAME NAME SERIAL NUMBER TENANT ID ACCOUNT ID DEVICE GROUP TEMPLATE STACK NGFW STATE sTATE

TP REHLUTERZZAT Iy VHEHLET,

Panoramaf#t & Cld. Cloud NGFWVD Y — AT TE 3R EFT T 3 VORMREREN
£9, &2, Cloud NGFWU V—X T TZ %R o — 47> g VEERT SIC

Cloud NGFW for AWS 2.0.0 339 ©2024 Palo Alto Networks, Inc.



PanoramaR VU > —5#

1%, [Policies(RV > —)1%Z34R L ¥ 9, Panoramal >V —/LiciZ. Cloud NGFW7Z7 57 R 53
A A TN—=TTHEHTESLR) —DAHRBERENET,

DEVICE  PANORAMA

~ B Security Q Zitems |3 X

el Source Destination
= Post Rules
NAME LOCATION TAGS TYPE ZONE ADDRESS USER DEVICE ZONE ADDRESS DEVICE
1 SecurityRule Shared none universal
2 dg-unlink-rule Shared none universal

TINA R T )N—TZHDIEHAIC cngfw-aws BT E T,

Cloud NGFWVD YV —ZXTHYR—FENTWVWETNNA X T)N—T 4TI 7 b RFERT SIC
&, [Objects(+ 7> =7 M]ZEIRLET, Cloud NGFWTHR—FENTWVWBEATI 7 hD
FHHPanoramad YV —)VIcERENE T,
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e Groups

CI' PANORAMA ARD ACC MONITOR 0 OBIECTS  NET

| Panorama e | cnghw-aws-mahesh-dg W
E_ Addresses oY
3 Address Groups NAME LOCATION TYPE ADDRESS
@, Regio
b=t [ | testip-mask Shared 1P Netmask 10.10.10.10/24

%, Dynamic User Groups
==| Applications

[ Application Groups
EE Application Filters

)
i

F}“'Q ce Groups
Tags
[ External Dynamic Lists
~ (@ Custom Objects
E Data Patterns
) Spyware
@ Vulnerability
@ URL Category
v (¥ Security Profiles
@ Antivirus
[g) Anti-Spyware
%) Vulnerability Protection
@ URLFiltering
(2 File Blocking
WildFire Analysis
([_] Dala Filtering
(@ security Profile Groups
Log Fo

[ Decryption

warding

C% Decryption Profile

Cloud NGFWV YV —ZATYR—hEINTWE TV L — r2ERTBICiE.  [Network(x v b+
J—7)] ZERLZET, Cloud NGFWTHR—FrENTWVWBE 7T TR 77 L—rDHANER
ENEJ,
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r Dev roups Templates
{» PANORAMA DASHBOARD ~ ACC  MONITOR  POLICIE OBJECTS ~ NETWORK  DEVICE  PANORAMA
Panorama o lemplate | engfw-aws-mahesh-ts v View by Device v Mode | Single VSYS; Normal Mode: VPN Enabled v G ®
~ (& Network Profiles Q, Oitems ) 3 X

IWW—IVA 2y ZIC BT %5 eI

a—7)V JL—)V A% v 7 TCloud NGFWV) YV — A& 70 ¥y g =79 %46, Panorama®
TR TNNA R I —=TL 5 i3 TEEEA. 77 AT 4+ —)VIiEPanoramal
V=)V T L—TERENF T, TOMEZMRT HICIE, Cloud NGFWI > Y — )2 LT
O—7)V )b—)VZA % v 7 OB ZfER T B, a—H)V )b—)VAZR Y ZiaLTH LW T 7
AT TF =)V UV =R ETaLyg =% L, PanoramaTZ o7 K 7314 X 7 )—ICHH
I eMTEET, £2E, Fa— IV b=V A2y 7 =ERLET,

AWS Firewall Manager Service (FMS) Z{HH L CTIEE N T 7 47 D 4+ — )LD

B, Panoramal >V — )V TCIL— )V AR v 7 DEIRZFIRT B L 1d TEEFEA, FMSOY YV —
)V BPanorama Ty v adNizra— N )b—)VAZ v 7 EEIRLET, Ot AL
MY Z)L—IVA Ry Z7EEIFRL. Panorama T/ vy adniz/a— )LV )V—)VA Ry 7 TT 7
AT T4 —=IVEFHLET, MOV TIE, AWSFMSD R4 AV R ZEBIRLTL T,

779K TINARTI—T=ZBNT %

PanoramaTld. %V 8NIT—THNDT 7 AT I+ =)V TINA R T)V—T LI N SR =y
MW= LE T, TNA R TII—TZHATNI, *y NT—7DXv 7 A2 Me, HiF

Wxar— 3., HO%E. H250VIEEMORY O—REEREELT DT 7 AT 7 4+—)VIC
HET 2 ZDMOBERICHEDIWT I IN—TZITH5 T ENTEET,

TINNA AT N—T7EH L, R = )—ILRZFNENBIRT 24TV VeRET BT N
TZET, HAL—INVBXUOAT V7 bR bEEIC, 7N X TIV—TEHEOINL—IVEXC
FTI 2 R EFORTICEL LT, TR TN —T%2EEtTHeMNTEET, Th
WK, T7AT7 04—V B ST T 1w 7 OB T % I)L—)VOREEZVER TE %
To sECOWTIE, 731 2 J)b—TOEM | 7

ZILTLSEE Y,

Panoramald >V —)LEHLTY S5 R TN A Z)V—T7%1BIT % Jii:

STEP 1| AWSY'Z 21 > C[Cloud Device Groups(”Z 57 K T/)NA X Z)V—)&EIRLE T, &
IR U7z & &id.  [Cloud Device Group(7 57 K 751 A 7)V—")] T7—T)VIZZET
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Panorama:RV) > —&EH

9o LRNCMERR LI F9 K 734 2 J)b—T1&, AWSZEH L TCloud NGFWT 7> b
FHICH TN TWABESICERENE T,
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Tenant | HyGYdwnazo: ac92bced-960¢ Regions | af-south-1 ~

High Avallability

Siems | 5

onfig Audit
S} Managed WildFire Clusters
O Managed WidFire Appi
B Passw

CLOUD DEVICE GROUP ~ TENANT ID SERIAL NUMBER REGION LAST COMMITTED STATE

d Profiles

52 Data Redistribution

() Scheduled Conig Push
F3 Device Quarantine
> £ Managed De
} Templates
Dev

Managed

[ Collector Groups

B Certincat

Log Ine:

®
B
53 Log seuin
il
z

ver Profil

@ Dynamic Updates
7 Pluging

g Definition
)y Depl

© & ClouaNGRw
il Tenants

2 Cloud Device Groups

nents

~ £ Cloud Services
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STEP 2| ETFDOAdAGEIMZZ V)Y 7 LET,
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{ PANORAMA

ECTS v ‘ PANORAMA

Tenant | HyGYdwnazo: ac92bce9-960¢ ~ Regions | us-east-1 ~
& High Availa 5
S High Availability oY Sitems | 5 X
onfig Audit

CLOUD DEVICE GROUP ~ TENANT ID SERIAL NUMBER REGION LAST COMMITTED STATE
'S Managed WildFire Clusters
T, Managed WildFire Appliances grey-DG HyGYdwnazo us-east-1
& Pa Profiles ws-kgosalia-dg HyGYdwnazo us-east-1
2 Administrators cngiw-aws-sd-CloudDG-1 HyGYdwnazo us-east-1

enghw-aws-sd-CloudDG-2 HyGYdwnazo us-east-1 Running

W oudDG-3 HyGYdwnazo us-east-1 Rur

Managed Collect
e Collector Groups
> [ Certificate Management

Log Ingestion Profile

[ Log s

ngs

Server Profi

> g s
Scheduled Config Export
[ORE e
& Dynamic Updates
& Plugins

~ R AWS
v [ nerw

Bp sewp

L3 Monitering Definition

Deployments
~ {2 Cloud NGFW
i Tenants
2 Cloud Device Groups

Resources

> £ Cloud Services
% Licenses

& support

Master Key ar

Diagnostics
B3 Device Registration Auth Key

(@) add @ PDF/CSV
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STEP 3| [Cloud Device Group(”7 57 K T4 A Z)V—HEHEH T, Raw SR X =2 —7%{f
MLUTHEHATS T R EENLET,

Cloud Device Group @
Tenant | fiSaed?c i
Region

Template Stack | cngfw-aws-New

Cloud Device Group | ST ]
Q Ditems | = 2
CERTIFICATE INFORMATION ARN |
® Add

[Region(V — 3 V)icid, 77 > FAWMAET B UKD HEIIC AT ENE T,

STEP4| #H L\ [Template Stack(7 > 'L —t A X v V)NEVEKRT 2D, ROy ITX T AZa—%
EHUCEEDT Y T L—h ARy 7 RERLET,
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STEP 5| [Cloud Device Group(”7 57 K TNA A Z)IV— K@ X7 X = 2 —7=iER
L. [New(#E)] 23R L X9

Cloud Device Group @

Tenant |

Region

Template Stack | cngfw-aws-Demo

Cloud Device Group

<.

Q ot Loading...
CERTIFICATE INFORMATI New é Device Group
9

(+) Add

Cancel

STEP 6| FTINA A TI—T DT INA R TI)v—T%7% AS1L. [Create({E)Z 27V w7 L%ET,
STEP7| [OKIZZ7 Vw27 LT, 79URFTNNAAT)N—T=7F > MEHLET,

STEP 8| PanoramaxA 7« 7HFHEZBHE T2 28, ARNR Y E VI RIEETHCLETEE
9, Cloud NGFW for AWSICHIFFHEZ BN L7z 5, GEHEOHARIZ ATIL. ARNT v E Y
TR HIEE LT,

STEP9| ZWEZIIv PLET,
VY—=ANE 7T K TINA A TN—T 2R %

Panoramad >V — )V LTI 5T R TINA X T)N—T=ZHIBELET, 75T K 7314 X
TNW—TEZHBRETEZDIX. FDOTINV—TICT 7 AT I+ —IVHERE SN TOERWIEEEDORT
ER
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Panoramal >V — )L LTYZ 59 R T3 A ZI)V—"T%HIBRS % 71
STEP 1| PanoramaC[Cloud Device Groups(”7 57 K T/)314 A Z)—N=ERLE T,

STEP2| Hfk9 5275 Y K TNNARX JIIV—TZ2#ERL L9,
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STEP 3| Panoramal >V — )LD RERICdH % [Delete(HIR))Z2 27V v 7 LET,
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{ PANORAMA BOARD C  MONITOR cies 3 < DEVICE | PANORAMA

[Pancrama 5@
E;? Setup Tenant | HyGYdwnaze: ac92bce?-960¢ Regions | us-east-1 v
3 High Availability Sitems | 3 %
e . CLOUD DEVICE GROUP ~ TENANT 1D SERIAL NUMBER REGION LAST COMMITTED STATE
e usiers gFw-aws-grey-DG HyGYdwnazo us-east-1
cngfw-aws-kgosalia-dg. HyGYdwnazo us-gasl-1
cngfw- HyGYdwnazo us-gast-1 Running
cngfw- HyGYdwnazo us-gasl-1 Running
cngfw- HyGYdwnazo us-gasl-1 Running

(2 Authentication Profile
9B Authentication Sequence
Use

Data Redistribution

dentification

F2 Device Quarantine

eduled G

nfig Push

> [ Managed Devices

% Templates
(3 Device Groups

Management
Profile
Log Settings

> [F server Profiles

dule

ig Export

=0
B Dynamic Updates
&% Plugins
~ Wl AWS
~ [ neFw
B setup

& Menitoring Definition

Licenses
& support

> (s Device Deployment
(3] Master Key and Diagnos
B Device Registration Auth Key

> By poiic nendation @add EPOFCY O Delete
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STEP 4| [Yes(iZW]Z 27U w7 LT, HIbRZEMRELET,
STEPS5| ZHE&EZa3Iv b LET,

) —ZANDT 5% R FINA A ) — T ORE LT
Panoramad >V —)VEfEH LT, 759 R 7314 A 7 )b—"77Cloud NGFW VU ¥ — X B5Ei{sf
FET, VYV—RICEEMIFITICTITIR TFNNAATN—T%" Ty aT&EET, 72720,V
V—=RATIITRTNARITN—TRERMHIT 25E51E. 75T R TNNAR T ) —"T7%=
1 20BN B D F9
Panoramad >V — )V L T2 57 K 7314 A 7)V—"7 7% Cloud NGFW U ¥/ — ZIZ B
BIiE. ROFIEZFITLET,

STEP 1| PanoramaT[Resources(V V —R)7ZFER L £ 9,
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STEP2| FNNA A )N —THERLFE T,
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{ PANORAMA BOARD M S K > PANORAMA

| Panorama =
Tenant | All - Regions | us-cast-L ~
3items |5 X
LAST COMMITTED

ID/DEVICE NAME NAME SERIAL NUMBER TENANT ID ACCOUNT ID DEVICE GROUP TEMPLATE STACK NGFW STATE STATE
fu-AJHAIA0KO AUTO-FW-mgazi HyGYdwnazo cngfw-an cngfw-aws-sd-Tstack-1 | CREATE_COMPLETE  Success

CioudDG
fw-7CIRBIFNO sd-fw-useast1-dg2-new HyGYdwnazo cngfw-awsesd- cngfw-aws-sd-Ttack-2 | CREATE_COMPLETE  Success

CioudDG-2
fw-GCIA04AHO sd-fw-useast1-dg3 HyGYdwnazo cngfw-awsesd- cnghw-aws-sd-Tstack-3 | CREATE_COMPLETE

oud

User Identification
s Data Redistribution

EZ, Device Quarantine

e dule ig Push

> [ Managed Devices

{8 Templates
[ Device Groups

[ Collector Groups
[ Certificate M.

~

Log Ingest
[ Log Settings
> [ server Profiles

Schedule:

Config Export

B Dynamic Updates
&3 Plugins
v i AWS

v [] nerw
B sewp
&g Menitoring Definition
@ Deplo

~ € Cloud NGFW
g Tenants
42 Cloud Device Groups
(] Resources

) Cloud Ser

@, Licenses
& support
> (g Device Deployment

(%) Master Key and Diagnos
) Device Registration Auth ey

> [R Policy Re

dation
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STEP 3| [Edit Firewall(”7 7 1 77 + —)VOMHE)] BEH TRy THA T AZa—7Z ML
T. Cloud NGFWV VYV —ZICBEHF S 7597 R TN A Z)V—TZERLET,

Edit Firewall @
Tenant
Device Group | B e e
MNone

cingfw-aws-RX
cngfw-aws-demo

:|'|g,l'-.r-.'-a'.-\-5-a:|;|;'|'|'.ur|:lc5'.
crghw-aws-CloudMGFW-Cen...
B Cancel|
cingfw- aws-Demo-new
STEP 4| Save (Rf7) ZZ7 VU7 LET,
STEP5| Z#% Commit (I3Iv k) LET,
STEP 6| ZHETFNA AT v 2 LET,

VY —=AMBDT T R TIN R T)v—"T OBIEAHF O R

Panorama >y —)L7ffif] L TCloud NGFWV YV — A5 757 R T8N, X 7 )b— T ORE A}
72 fRER T B Icid, ROFIEZFITLE T,

STEP 1| PanoramaT[Resources(V V —R)7ZER L 9,
STEP 2| NGFWVU YV —ZXDTINA R FIV—TZERL £ 9,

STEP 3| [Edit Firewall(7 7 1 77 #+ — )L O EH T, [Device Group(7 /31 X 7 )L—TF) R
TR E[None(ZE L) EFEIRL £9°, [Save (fRfE) 1227V vy 7 L%,

RV > —DiEH

Panorama™ ®Device Groups (7314 A ZI)L—7) ZfHT R L. 774774+ —)V K ¥—

e — tHICETITE X9, Panorama LICEREINSRY >—F, 7L )b—)VEIEIEA L )b—
IWELTFRENE S, L IV—)VERA T =)V X D BERENGAIETRY & —2F3T

=% 9, A, [Panorama® iRl > —Dirsi | ZHBIRLTL7ZE W,

Panorama | CIERRE NTzRY >—ik, 70—\ )V)b—)VAZw 7 =ER L E T,
T 7 A7 7+ —)VIEPanorama CERE NIV —I)V & TF > M TERENIZLV—)VE
HOZ LI TEER AL, IL—IVIECloud NGFWZ 7z 1ZPanorama TERK 3 % L E 1 H
DEF,

PanoramaT”7 57 K TINAL A Z)—TDRY o —=RRET B JiE:
STEP 1| Policies (RV > —)Z#IRL £,
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STEP 2| [Device Group(7 /3 AT )IV—Nt 7> 3> T, Ray Xy XA=a—%fiH LT,
DRI VERY, U 7z[Cloud Device Group(” =7 K 7314 A 7 )L—7&i#ER L £ 9, Cloud
NGFWD T INA R TI)V—T 2S5 &, #iilldengfw TIRE D £9°, 72 A&, cngfw-

aws-demo & 75D £,

{ PANORAMA

MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

|Panorama [Shared] & -
& Security Shared
= Pre Rules cngfw-aws-Cloud-Prod -
== Post Rules cngfw-aws-CloudNGFW-Cent...
<5 Default Rules cngfw-aws-demo TYPE ZONE ADDRESS USER
3 NAT cngfw-aws-Demol
5= Pre Rules test-dg
&= Post Rules
£ Qos
"= Pre Rules
&= Post Rules
E; Policy Based Forwarding
%= Pre Rules
#= Post Rules
© Decryption
"= Pre Rules
= Post Rules
STEP3| YV —)VOE NCHBIAACENMZ S ) v 7 LET,
Cloud NGFW for AWS 2.0.0 356 ©2024 Palo Alto Networks, Inc.



PanoramaR VU > —5#

STEP 4| [Security Policy Rule(z =1V 7 ¢ R > — )L—)VHHE T, T/NA A ZI)V—T1C#EHT

BRI —DEFEZFELET,
Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

Name |
Rule Type | universal (default)

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

STEP 5| [General(&f%)Z 7 C. RV —DHHiIZZDET,

@

Cancel

STEP 6| [Source(GE(E LAY v —%ELE T, [Source(EE LR ¥—ik, FFT 1w I DEE
TLE R BEETCY =V FEIFRELT RLAZRERLE T, [Source Zone((EELY — V)
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IZOWVTE, [Any(ER))Z 27 ) v 7 LE T, REDKREILY FLAZBINT % L3 TE
X Ao

Security Policy Rule
General Source Destination Applicat

Any
[[] source zone ~

(+) Add

1. [Source Address(iX{E7t7 R L A)ZE &8 T, [Source((E(E D) DM % FifT L%
T [Any(EE)Z 7V w7320, RaySX oy A=a—=HLUTEEFEDT KL
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ARG B, AT avEFEHLUTHLLTY RLAZZET RLA Z)L—T77%38
mL%E9,

Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

B Any (] Any any
[[J sourcezone ~ O ‘ SOURCE ADDRESS ~ O so
LB
Region k
[ 3 »
() Add Delete o). d
D MNe

New () Address = Address Group

2. [Source User(3%{E 7t —Y—)]3¥5 X U[Source Device(EIETCT /31 A)RY > —DE
. [Any(fEE)] #2727 L%ET, Cloud NGFWIIHIEDEE T —Y —REETT
TINA ZADFgEZRY R—F LT

STEP 7| 3EfeRY > —id, bIT 4w I D5y — K358k RLAZERELEX S, FavT
By A 2= UTBHZEDT RLAZEIRG 20, A 7> a Y 22EHLTHRLYY
RLAKZEY RLA Z)b—=T%EML &, 5eRY —icid, V=2, 7RLA B
KOCTNAADT 4 =)V EDFENK T,

1. [Destination Zone(%85cY — )T, [Any({TLE)]Z 2V w7 L% 9, Cloud NGFWIZ !
DY — OBz R—F L TWEE A,
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2. [Destination Address(565:7 R LX) C. [Any((EZ)Z2 27 V) v 79 5, Raw &Y
VRAZ a—7FHUTCEHFEOY =V EFIRLUE T, [New@#H )] #2U vy o7 LT, #
LW7 RLZA, 7 RLR Z)V—", Fiidtgzaml £9,

3. [Destination Device(565:7 /31 Z)]C. [Any(fEE)]%Z 2V v 7 LEF, Cloud
NGFWIZ. fERIDSEHETISA ADEINZEY R—F L TVER A,

Security Policy Rule @
General Source Destination Application Service/URL Category Actions Target
any v [ Any any
[:] DESTINATION ZONE ~ [[] | DESTINATION ADDRESS ~ D DESTINATION DEVICE ~
o
Region
() Add Delete ®4 ® Add
[ Ne
Cancel

_ New Q ool et Lot _

STEP 8| Application’ RV > —ZEL T, 77V r—yaryixkd 77V r—a>y 7)—7I
HOWT, RUT—D7 72328735 K5 ICRELET, B, BFED App-
ID™ >3 F ¥ ZMHHL, WAZIA AL T, MEOT7 SV r—ra v, BFEOT
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TV —ya VOREDBEEMHET R EETEET, HARXL T TV r—v gy

| ObjectsApplications CEEINE T,

1. [Application(7” 7'V 7 — 3 V)#iHE CIAny(EZ)]Z 7V w79 % h . SSHx L D
EDT TV r—y g EBELET, FiLW XU r—r g VR —Z2EF0H 51
EIAADGEIMZ 27 U v 7 LET,

Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

Any Oitems | 3 X
[J appLICATIONS ~
=

Application
ssh
ssh-tunnel

[J opepenDs oN

New [ Application Filter =] Application Group

STEP 9| 77 A7 4—)LHIC[Service/URL Category (' —VE X/URL #1757 3V) 1= E L T
FEDTCPRUDPDR— FHESEIFURLA T TV 2R o—D—BEM L LTRELE
T, [Any(fFE)] ZEIRLTY—VY R L)V R ¥ —FIFURLA T Y — KD o—=4F
ET B, RayFZ oy A7 g v EERLUCGERT 2R O —EBEZHFNGER L X
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9o [AAAGEIMIZZ VU w27 LT, =Y XFIXURL/ AT 3V OF LWERY —EVER L
£9,

Security Policy Rule @
General Source Destination Application Service/URL Category Actions Target

any v [ any
[ | service ~ [J urLcaTEGORY ~
= | v |
External Dynamic Lists
panw-auth-portal-exclude-list &
Palo Alto Networks
abortion
abused-drugs
adult
alcohol-and-tobacco

@ Add OF

copyright-infringement

cryptocurrency

dating

dynamic-dns
educational-institutions

STEP10 | EEEINERI V—BHIC— KT B T T 4 v JICHEDWTEITEINE T V> 3 VEIE
IT57 0 aryR)V—ERELET,
1. [Actions(7” 7 a V)T, 7957 7 a VFEF0E 7% &) %8R L, [Profile
Setting(7’' 11 7 7 A )V ENZIE L. [Log Setting(2 732 7E)/x & DREEITVET,
Panorama™@ 7 O /FEIC DWW TIX, HETHIOF 7 BEUOLR—F ] XU T
T D] EBIRUTLEEW,

2. AT arT. BFaV T R T— )b—)VlEZEEH L TH 2~ %Strate Logging
ServicellH5i£ 9 % Z LMW TEE 9, [Log Setting(1 7 3%E)] 7 «+ —)U KT, [Log
Forwarding(1 7izi%)] Ry 72 2723 R U, [New Profile(¥iL W\ 7"10 7 7 1 )V)) %
JUw I LET, UVik7 a7 7 AV T, a7 DO%b%Z AJ1 L. [Enable enhanced
application logging to Strata Logging Service (including traffic and url logs)(Strata Loggin
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ServiceNDEEL T TV —y g oadF I EEMCTS(NS T 4 v 7 LURLE Y %
BONZERLET, [OKZ7 U v 7 LET,
Log Forwarding Profile @

Mame New-CDL

[] shared
Enable enhanced application logging to Strata Logging Service (including traffic and url logs)
[] Disable override

Description
8 items = X

D NAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS

[T] traffic-enhanced-app-logging = traffic All Logs » Panorama

[7] threat-enhanced-app-logging threat All Logs « Panorama

[ | wildfire-enhanced-app- wildfire All Logs « Panorama

logging
() Add

oK Cancel

Strata Logging ServiceDFHllIC DWW TIX, 7 DOiid | Z2M LTI TV,

STEP 11| Cloud NGFWZ >V —)UICR D . Panorama CYERR LTz —IL 7 ERLE T, [View
XMLIXMLOZER)NZE 27 ) w 73 % &, Panorama/» b 7 57 K TN A 7 )V—FI#EH &
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NTWB70—NL J—)VAZ Yy 7T v ¥ 2 TNt )b—IVICEET B IR ERENF
CP
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Region: US East (N. Virginia) v

CLOUD NGFW

Rulestacks
Overview

Rulestacks
Rulestacks @

NGFWs
Name

cngfw-aws-demo

?  GetHelp

Status

Running

Create Rulestack v

Type Account Id Action

Global Vidw XML

Cloud NGFW for AWS 2.0.0
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CNT, JV—IVAZ Y ZiEPanorama TIER L7227 59 K T3 A Z)V—TI#EHE N5 R

) U—ICBEMN T ENT LT,

c. pANORAMA DASHBOARD ACC MONITOR POLICIES

OBJECTS

NETWORK PANORAM

| Panorama v Device Group I:ngfw-aws-demo v

& Security
= Pre Rules

== Post Rules

&= Default Rules NAME LOCATION TAGS
+ NAT
1 Allow-all cngfw-aws-demo  none
5= Pre Rules
2= Post Rules 2 Deny cngfw-aws-demo  none
£ Qos

= Pre Rules

= Post Rules

TYPE

universal

universal

ZONE

any

any

Source
ADDRESS USER
any any
any any

STEP 12| Cloud NGFWT 7> F D757 R T3 X F)V—TICRY —Z M LTz

5. Panoramad >V — )V CEER v 2 LET,

Cloud NGFW for AWS 2.0.0 366

©2024 Palo Alto Networks, Inc.



PanoramasR V) > —E M

STEP 13 | [Push to Devices(7 /31 A1 7y ¥ = )| T, [Edit Selections(GZERIEH D)z 7V v
7LET,

Push to Devices (O]
Doing a push will everwrite the running configuration on selected devices. The configuration shall be pushed from the Panorama running configuration.
° Push All Changes Push Changes Made By:
PUSH SCOPE LOCATION TYPE OBJECT TYPE ENTITIES | ADMINS
» shared-object Shared Objects
L3
Edit Selections D No Default Selections % Validate Device Group Push % Validate Template Push
Note: By default, this dialog shows devices that are out of sync. Admins may choose to select other devices for a force push.
Enter a description
Schedule Cancel

Cloud NGFW for AWS 2.0.0

367
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STEP 14 | [Push Scope Selection(7" v 3/ 2. A I — 7 3R) | C. [Cloud NGFW]%& 7V v 7 LF
3, [Push Scope Selection(7" v & 2. A I — 7 EH)]H i1 Cloud NGFW ./ — RSB E
. Cloud NGFW & PanoramaD#i WA ZICE D F Lz,
Push Scope Selection (O]

Device Groups Templates Collector Groups WildFire Appliances and Clusters Prisma Access Cloud NGFW

Filters Q Oitems | —» >
LAST COMMIT PREVIEW
NAME STATE HA PAIR STATUS  CHANGES
Select All Deselect All  Expand All  Collapse All [ ] Group HA Peers i Validate Filter Selected (0}
Merge with Device Candidate Config Include Device and Network Templates r] Force Template Values
QK Cancel

STEP15| VY=Y a2 TR TNNA R TIV—T%FR L., [OK|ZZ ) v T LThHh
5. [Push(Fv>a)&E 270w o7 LET,

Panoramah 5 7w ¥ 2 EN7zT 8N4 A T )IV—T7={HHT %

COX 7Y g OEHRIE. AWS Firewall Manager Service (FMS) Z{fif] L CPanoramah b 7w
VadNETINA A TN—T KT 51— =2 R LTVET,
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FMSZ(ERI L TCWAEE. 7599 KR 7351 X 27 )b— "7 7% Panoramah 5 Cloud
NGFWICBIE T A C LIZ TEEF A, TDA TS 3 ViZPanoramaa ) — )V
L—FRENFET, FMSAWSO VY — )V LT, T OREMNIZERLET,

STEP 1| 7 > k7 PanoramalcV > 7 LX 9,

STEP2| 797 R 751 A 7 )b—"T7%Z{E L. Cloud NGFWIC v 2 L%d, TOFHE
X, FMSZEEHA L TV iAW IA—Y—T& R E T,
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STEP3| FMSAWSIOY Y —)LIcBEIL., KU —FHEELET,
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OM B x @ Cic|@Se |9 a[% A% A% AV |9 An |9 v |9 @ a9 A [@su[@an @I |@En |[OR[ORA| O A [@Ci|@A|@an|O P[Pl |[OM|® Ne |2 De @ Ne [T Pu|DNe |@La| + v

< C @ us-east-1.consol m; 672-ecc 1006 1 b % &0 & i

Global v sso_admin/pp:

'WAF & Shield X

Overview
v AWS WAF
Getting started Policy name Policy description Type Automatic remediation
e AcL rictest-1 rhetest-1 PaloAlto Network Firewall NGFW - Distributed -
feb ACLS
1P sets
Region

Regex pattern sets
US East (N. Virginia)

Rule groups

AWS Marketplace

v AWS Shield Accounts and resources Policy details

Getting started

Overview Palo Alto Networks Cloud NGFW policy configuration

Select a Palo Alto Networks Cloud NGFW policy, or create a new one.
Protected resources

Events

Global threat dashboard Palo Alto Networks Cloud NGFW global rule stacks

‘These Palo Alto Networks Cloud NGFW firewall policies are applied to resources in scope of this Firewall Manager policy.
v AWS Firewall Manager

Getting started 1
Security policies
Name I}
Resource sets
Application lists xzhou-global-8 xzhou-global-8
Protocol lists
Settings Palo Alto Networks Cloud NGFW logging - optional

Choose the log type.

fms-logging-gal-us-east-1

=
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= Step2 Palo Alto Networks Cloud NGFW global rule stacks

Select a Palo Alto Networks Cloud NGFW policy,or create a new one.

Q 1
Name D
crosenthal-global-us-east-1 crosenthal-global-us-east-1
xzhou-global-1 xzhou-global-1
xzhou-global-2 xzhou-global-2
xzhou-global-3 xzhou-global-3
xzhou-global-4 xzhou-global-4
xzhou-global-5 xzhou-global-5
xzhou-global-6 xzhou-global-6
xzhou-global-7 xzhou-global-7
xzhou-global-8 xzhou-global-8

Palo Alto Networks Cloud NGFW logging - optional

Choose the log type.

Traffic

O 53 bucket
CloudWatch log group
Kinesis Firehose delvery stream

fms-logging-qa1-us-east-1 v

Decryption
Threat
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rewalls | Cloud NGFW |  Prisma SD-WAN  Prisma Access.

Only show firewalls that are storing logs Q
® 2 Connected | © 0 Partially Connected | @ 222 Disconnected 0 Need Certificate
Name Model Serial Number  Resource ID PAN-OS  Associated  Connection  Ingestion Rate Storage Used  AppsUsing  Storelog  Last Contact Time | Certificate Status
version With Status Log Data Data
Panorama
A1 Cloud NGFW  PAN-PAVM-A.. 10452, No ® Comnected A 15.64MB o @ on 03242023 113527 @ Expired
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A1 Cloud NGFW  PAN-PA-VM-3. 10152 No @ Disconnected NA 375.64 K8 o @ on  03/03/20232130:18 @ Activated
A1 Cloud NGFW  PAN-PAVM-A.. 1045-c2..  SDPNRMAC.. @ Disconnected NA NA o @@ on 02242023 2127:07 @ Activated
A1 Cloud NGFW  PAN-PAVM-3. 1015.c2.. SDPNRMAO.. @ Disconnected NA NA o @ on  02/23/202321:2506 @ Activated
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e PanoramalCAWS 54 14 251.03— g3 VU ERA VA=)V LET, FFHICONT
Z. TAWST S0 A4DA VA —)IVEET v T 7 L—F] ZBBLTLIEIWY,

* Cloud NGFWa >V —)VODEFAWS Y 717 > | 7% Cloud NGFW 77> ML, 5
27T %o

e Panorama” o 7 4 V&M LTz Z 7 OIEE L Panorama7 /N1 A 7)L— T DB,
o FNARXTIN—TTETERMGEHLUIEBINT KL A Z)V—7 (DAG) 77 Dk

F—arvt Sk
FzE TR
A Ay NVE AR N -4 AWS Y YV — ZICRE S NIZAWS X 7,
VPC/I)L— 1D FDOAWST 7177 > R DAWS VPCD L2 vy
ko
EoRY T DERE VPCZ )V— 7 % @5 7 ) — T BEAH T &
ER
7V — 1 EH] FUCX 7y b RAEE T % PanoramaT /N
AR TIN—TDYy v BT —cTEFE
CR

Cloud NGFW for AWS) YV —ZAD R T RX—=ADRKRY) =G T %I1ciE. AWST T 5 A
V51.03—V g VLIERA VA R—)LLT. TOHEDI=HICPanorama” oA 7 > A 7 Ul
T BRHENHD FF, Cloud NGFWI VYV —)VEEH LT, AWST i > haiBhnl. AWSY
V—AWE X T EINHEL F 9, X, Panorama” < 7 1 > Z{#iH L TCloud NGFWTF > kb
527 7%EHC 7 Y L, Panorama7 /3 A Z)V—IEBNMUTDAGA 7Y =7 k& )b—)b
FEMLET,

Panorama”” 7*5 A 77> A TCloud NGFWZ 7 RX— XA DRV v —=HGCT BIcid. ROFE%
ETLET,
1. AWS7 /17> F7%Cloud NGFWT 7> MBI L. ZTh B X T ZIINET S

2. [Panorama” o 7' A V7l Uiz Z 7 DI & Panorama7 /NA A 7 )L—T DN %17
WEJ,

. FNNARATN—TTETEHHLUIEENT RLA Z7)V—7 (DAG) 7317 FOERE]
PITWVET,
AWS7 717 > Kk ZCloud NGFWTFF > MIBML., FThbH XS
NG B

AWST 717> b+ %Cloud NGFWTF > McH Y R— R UL FF, L <&, Cloud NGFW PAYG
SaaSY 7 A7 g YOFNEI0E SR L T L 7ZE 0,
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PanoramaR VU > —5#

AWSY /177 >~ R 7% Cloud NGFWTF 2 F T3 TICA UV R— R L TWAB AR, 2T N— A
T4 VT EEBTEX T,

FVR—=T 4 VITHEBHBDAWST 17~ s DEEFDCloudFormation7 > 7'L— Kk (CFT)

I, Network MonitoringRole Arnt—/)LZEINT 208N HO X, xv hT—7 =X
V27 a—uid. AWSHHRZA T 27 TV r—y g vaiid s 32y hI—27 8T+ —< VA
AU UE T, FHMCDOWTIE. [CloudFormationT > 7' L— kT CiENNd %] &M
LTLEEEW,
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Panorama’R V) o —E#

Manage Cross Account Roles

DR T EMCT B

Cloud NGFWZ >V —)LC. HHDOY —T 3 VOAWS) V— AR T OGN TEE
9, Cloud NGFWIiZ, AWS) V—Z2D T NEDR 7R EMINCIEL 9, (Fl:E%5AWST
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A MCUEEL (] : EC2, SG. LB). [H#i%Z Cloud NGFW7 7 >~ McHE% L %9, Cloud
NGFWIX. BAWST /172 FDVPCIC K> TEH NIV YV —A D)V —AR TR RLE
ER

ZDEHITIE. [Inventory(-f XY F)R—ITEZRY VT EREGIC L THRAWSY —V 3
DTF—=RICT 7V AL, 27O ZE ) H—3 308 H D ET,

[Discovered VPCs(#H & 1172VPC)] % 7 D[Enable Region(V) — 3 > ZHMCT B) R X >

F. AWST7 AV b &I TA Y R—R LI EZICOARAEREINE T, Ray XU
5[Region(Hl15)] 7% L. [Enable Region({i{ic I 2) 27 U J LTERITDE=ZR) V7 %"E
B LET,

Fizid. Row 7R S[Region(ilf) 23R L.  [Enable(5%h)] ~Z7)V&E7Uw 7 LTH
TJDEZR) VT RENCT B EETEET,

Cloud NGFWI Y — )V CIE SN2 TR EKRT S

M E NI 2 7 OfEE. [Discovered Tags(iiH & N7z % )] % 7 DlInventory(f >
VIR—V TR TEE T,
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CLOUD NGFW

Overview
Rulestacks
NGFWs
Settings

Users and Roles

AWS Accounts

Inventory

Get Help
Give Feedback

Pavithra Mendon

https://web-qa2.ngfwaas.com

[Tag Name(X 7 %)z 7V v 79 % &, {2 TICBEMT 5N TV SIPH—

linimize Menu

Region: USEast (N. Virginia) v

Inventory

Discovered Tags (15156)
Last Updated: 7/6/2023, 10:12:19 PM

Discovered VPCs Discovered Tags
VPC v AWS AccountID v Y AddFilter

Tag Name
aws.ec2vpc-idvpc-Oce32b899dd19d4af

aws.ec2 key.Namevaluevpc-auto-app-1-cc75-0-...
aws.ec2.subnet-id.subnet-0c8c10ec3asbdff3d
aws.ec2 key.Namevalue.subnet-us-east-1a-auto...

aws.ec2.subnet-id.subnet-0c316f50a93945499

VPC

vpc-0ce32b899dd 19d4af
vpc-0ce32b899dd 19d4af
vpc-0ce32b899dd 19d4af
vpc-0ce32b899dd19d4af

vpc-0ce32b899dd 19d4af

Enabled @D
Reset

AWS Account ID

209713031700

209713031700

209713031700

209713031700

209713031700 v

RERRENET,
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Tag Details X

Tag Name

aws.ec2.vpc-idvpc-0ce32b899dd19d4af

Associated IP Addresses (1)

IP Address Action

95.0.0.0/16 Check Associated Tags

[Check Associated Tags(BEE T SNz 2 V=2 3)] 722710 w7 LT, IP7 KL RIS}
FENTVEEIEIERER T E—EFRLET,

NGFW I Y —)L T, (FEDAWSY V—A X2 AT (F—XRIFEOHAEDE) DX T F
BHIPRIZ127 L7 T9 . F—/Mli127 X © KE WX i DiscoveredTags Y A BTy
Foo FERE. T2 7O Z2L T IV,

Q) A Ry B EHENERNZWVEEE. VPCYIV— T DR ERFIHIVPC Y IV — T O
RIETEEE A,
Panorama” > 7 A > 2 i L= X 7 D2 L PanoramaT /N1 A
70— T \DEN
Panorama AWS 7' 5 7' A V7 LT, URZEETLET,

1. VPCON—THEB I UERLET,
2. E RV VITEEEMBHLUTR T T INA R Z)b—138MmL., ZI)v—F 1@ L E T,
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PanoramaR VU > —5#

PanoramalC AWS Plugin 5.1.0 75 7 A4 V7 A VA =)V L TRET % &. Cloud
NGFWT F > MCPUEENTAWST &y b 27T UL, JIT R TINAR YT
}I/‘—‘700Ci513[lf‘%§'§_o

VPC ' )L— T OVERR & B

EoRYUTEREMCT S E. T 74V FDOVPCT IV—THEHEINIC/ERENE T, T 74V
MVPCT I —T7ZHIRT 2T I TEEEA. HTLBEEINIZVPCIEHEICT 74V~ VPCH
W—TICANSENET, HEIIEU T HIOVPCT I —TIcBEtE%E T,

V=3 YTHERENTZVPCT I —TDAa—TF, ZDV— 3 VCDHiEHE

NEJ, 2, V=3 UXTERLIZVPCT V—TAZ, V—Y 3 YT
T A TEER A,

FE. ROFEZEHL T, FTLOVPCT IL—TZIERK L. TS DVPCEMD VPC 7L —
TICBHTEET,

Panorama T LT 7 4 )L L LISLDVPC Y )V— T #VERT 55 51&. LUROFIETH N—EN
TWVWABFHICHE> TLTEE W,

1. Panorama > —/)V®D[Panoramal X 7 I L. [AWS]Z 27D v 7 LET,
2. [Tenant(7 7> 1)1 & [Region(Hiim)] &2 &R L & -,
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3. [AWS] > [Cloud NGFW] > [Monitoring Definition(E=%1) > 7 DEFE)] > [VPC
Group(VPCZ /)L—7)] > [AddGENN)] DIEICHEAE T,

{» PANORAMA

VPC Group
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4. VPCU I —T4 EEHZ AJILE T,

VPC Group

Mame | Demo_Vpe

Description | VPC_Desc

5.0KZz7Vwv 7 LET,
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6. [AWS] > [Cloud NGFW] > [Monitoring Definition(-E=% 1) > 7" 7£%)] > [Discovered VPC(3 H.
L72VPQ)]

Device Group
(’ PANORAMA DASHBOARD ~ ACC MONITOR ~ POLICIES ~ OBJECTS ~ NETWORK  DEVICE PANORAMA

AWS

£ Notify Group Monitoring Definition | VPC Group | Discovere d VPC
[] neFw

cccccccccccccccccccccccccccccccccccccc

vpc-008ee80f0bde5552f 779782098518

Ye
Vpc-03199619ecaabScd6 779782098518 Ye kg-vpegroup
Vpc-06621a5bibe9df2f 779782098518 Yes kg-vpegroup
Vpc-07fa521cd794354ab 779782098518 Ye Defauit

[J vecb7f13cd 779782098518 Ye demo-vpcgroup
Set VPC Group 3 Re VPC

ICBEILE T,

o VPCUIW—T7%8DLU DT INA A TIN—TIcxy TI25 LI TEEEA,
KiE DVPCZ )V—T7"h ([Notify Groups(Z )L — 1@ %21 L C) 8DD T INA
A TN—=T Uy TENENKSICVPCTN—T TEZRY VT EFR R
EL. NI F+—VAZMALEEEET,

o T4V EDVPCT IL—TINEENHERENE T, T 7 4V bVPCH IL—
TEHIBRT ST EIFTEEEA, HiLImHENIEVPCE, HICT 74V R
DVPCT I —TICANSGNE T, HEICISU T, VPCERIDVPCT )V—T DT
ICBEITEE T,

7. [Set VPC Group(VPCZ )L—T O ENE 7V w7 LET,
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8. [VPC Group(VPC/' )L —7)] ZEINLE T,

Set VPC Group

VPC Group

Default
DemoVpcGroup
DemoVpcGroup2
Demovpcgroupl.
cngfw_amit_vpcgroups
cngfw_harish_vpcgroup
cngfw_vpcgrp
cngfw_vpegrpl
cngfw_vpegrp2

9. [Save ({7 127V w7 LET,

EZRVVITERET AR TIW—TZMEH UTIeT I8 R FI)V—"T D% T D8N

Cloud NGFWTF >~ b 5228 L7z &% 7 7% Cloud NGFW VY YV — I S v a3 5I1ciE. Th

5 MPalo Alto Networks 7 7 1 777 + — )UK S 2 59 % 77341 A Z)L— 71 [Notify

Groups(” )L — 7158 %1) & [Monitoring definitions(E =% 1) > V' E&E)NERTE L TWV5B T & &R

LEXd, ZD%., Cloud NGFWTF >~ D SIEEE NTZAWS T 17 > k& 7 %2 Panorama C#&/R

TEET,

ROFNET, 757 K FINAL R T )I—TO@MTN—TZERLE T,

1. Panorama”Z 2/ > D2V —)LC . [AWS] >[Notify Group(” /)L —EHNICHEE) L &
ER

. [AddGEIM] 22V v 7 LET,

3. iz AJILE T,

4. TNNARATN—TELRTEERNLET,

5 [OK|ZZ7V w7 L%ET,

N
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FEITVPC Y )V—"7" L. Cloud NGFWH 558 Uiz 2 7 O@M 7 )V — T2 EHE T35 757 RE
Z2Y) VT ERZIERLE T,

1. Panoramal >/ —)U'C. [AWS] > [Cloud NGFW] > [Monitoring Definition(€=%1
Y IERE)] DIRICHEARE T,

Device Group:
(’ PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA
ma
2 I a Tenant | a70e84b8-f9e3-4d4d-81db-f: Regions | ap-southeast-1
AWS
gailblcaGouD Monitoring Definition | VPC Group | Discovered VPC
[ NeFw —_—
Bpse Litem |3
M
o 0| nave ENABLE TENANT ID DESCRIPTION VPC GROUP NOTIFY GROUP DETAIL
oY s
) Clou [ harish a70e84b8-f9e3-4d4d-81db-  d2 ke-vpegroup NG3 Dashboard
& Cloud NGFW f21acb5caebf

) Monitoring Definit
vm VMware

&= Notify Groups

vm NSX-V

2. pEM 22V LET,
3. [Name(%4Hii)] & [Description(ZibH)]1 72 A1 L 9,
4. [VPCGroup] R I XV A= 2 —h BB RVPC Y )— T 728N L T,
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5. [Notify Group(EH1 7 )V—N K w T XV X = 2 —h S REIREH 7 )V — T 28R L F
ERS

Monitoring Definition

Name | samplemonitoring
escription
Tenant

Region

VPC Group [

Notify Group [

NG1
NG2
NG3

6. OKZZ7 Vw7 LET,
7. Panorama TZ&HEZIIv L, v alFT,
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8. [Monitoring Definition(E =%V > 7€) ZE N L. [Dashboard(Z v ¥ 2 R—R)&E7 1) v

79 % L. CloudNGFWT T2 F W HIEE NI X TR RENE T,

{ PANORAMA

NETWORK DEVICE PANORAMA

Device Grou
MONITOR POLICIES OBJECTS

DASHBOARD ACC

Panorama v
55 PIUEITS

AWS
(2 Notify Group
[ NeFw
Bp setup
& Monitoring Definiti
(2 Deployments
& Cloud NGFW
iy Tenants
@ Cloud Device Grou
) Resources
) Monitoring Definit
vm VMware
[ Notify Groups
vm NSX-V/
B service Definitions
% Service Managers
= Steering Rules
vm NSX-T
B service Definitions
% Service Managers
I Membershin Criter

Cloud NGFWT 7+~ FCINHE LTz 2 V7 BRTEB L IICEDE LT,

Tenant | a70e84b8-f9e3-4d4d-81db-f: Regions | ap-southeast-1

Monitoring Definition | VPC Group | Discovered VPC

O [name ~ ENABLE TENANT ID DESCRIPTION VPC GROUP

harish a70c84b8-f9e3-4d4d 81db- 2 kg-vpcgroup
f21achScaebf

@®Add (O Delete

NOTIFY GROUP DETAIL

NG3 Dashboard
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Tags

VPCID | All
Q 34items ) > X
vec D TAG 1P ADDRESS USED IN POLICY
vpc-03199619ecaab5cd6 aws.ec2.subnet-id.subnet-Oe7e81b7e11c44222 more.. false -
vpc-031996 19ecaab5cdé aws.ec2.key.Name.value.dryrun-app2-subnet more.. false
vpc-0319961%ecaab5cdé aws i t-0a42442deaf71fd27 more.. false
vpc-03199619ecaab5cdé aws dryrun-appi-subnet more.. false
vpc-031996 19ecaabScdé aws.ec2.s K t-0dabé64b116e0fa54d more.. false
vpc-03199619ecaabScdé aws.ec2.key.Name.value.hj-demo-subnet2 false
vpc-03199619ecaab5cd6 aws.ec2.subnet-id.subnet-0873bdb3c1d671fd8 . false
vpc-031996 19ecaabScdé aws.ec2.key.Name.value.dryrun-test-subnet . false
vpc-0319961%ecaab5cdé aws.ec2.subnet-id.subnet-07438ddffd7d944cc more.. false
vpc-031996 19ecaabScdé aws.ec2.key.Name.value.hj-subnet1 ore.. false
vpe-031996 19ecaabScdé aws.ec2.subnet-id.subnet-0a54chad0da8a7bOf
4

TINA R TIW—T TR T ZMEHUZEINT RLA 7)L—"7
(DAG) 7T 7 FDik

IEEE NTzCloud NGFW R T2 LT, 79U R TNNA R IN—TDEAFIv o7 7 RLA
TW—TRERTEET, FElcOVWTE, XA T 207 7 RLA ZI—TOMFER] 28R
LTL7EEW,
HAAFIvY 7 RUVR TNV—T DB 7Z2BINT % FIHERD LB TT,
1. Panorama >V — )L D[Object(*+ 7> = 7 MZ T IcHBELE T

. DA T, [Address Groups(7” KL A Z)L—AIicBE L £,

C[AddGEIN 22V v Z LET,

4. 7 RL A Z)—TD%mi%% A1 L. ZA 7 [Dynamic(Z A1+ 2w 7)) 2iER L £ 9,

5. [Add match Criteria (—ZZ&EOEMN) 127V v 7 LE T,

CNT. 79U R TNARTIV—TDIERENTDAGZZIRL T, XA FIv I T RLA T
=T R —Z{FKTEET,

w N
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PanoramaR VU > —5#

DAGA 7Y 7 MCEEZ )=V a DR IZBINTEET, BixdU—a DR T
I BIE, DY —2 g VICEICHRTDT 59 R TINA A TIV—T7RVENT 3080 H D %
T, T, BTN —THZFD)—I 3 VOVPCHIN—TIC v EV T T BRERY VT EHER
D) — 3 VIHEKT 208N H D £9, FHICONTIX, 7O AU —T g2 X7 X—AD
R =B LU TLTIREN,

I, ANDIEEFZ{HiH L CDAGZIER S 72~ L E9,

Address Group @B

Name | sampledag

(| Shared

© AND CR
[_| Disable override

NAME TY.. DE.. Type | Dynamic
aws.endpoint-id.vpce-Ode2cabb7f89d44a5 dy.. 64 6 Match | ‘aws.endpoint-id.vpce-0dc2cabb7f89d44a5' and 'aws.endpoint-
id.vpce-0181e338ef8d8f841'

aws.endpoint-id.vpce-0181e338ef8d8f841 dy... 64 G

aws.ec2.subnet-id.subnet-03f5048a118658334 dy.. 64 G

aws.ec2.vpc-idvpc-0319961%ecaabbcdd dy... 64 G

aws.ec2.subnet-id.subnet-Odaé64b116e0fa54d dy... 64 G

aws.ec2.key.Name.value.dryrun-app1-subnet dy... 64 G

aws.ec2.key.Namevalue.panorama-demo-app2-subnet dy.. 64 G

aws.endpoint-id.vpce-08ff6b9454c0bc5e7 dy... 64 6

aws.ec2.subnet-id.subnet-074ff80e 1be3b%9h4b dy... 64 G

. (%) Add Match Criteria
aws.ec2.key.Name.value.hj-subnetl dy... 64 G
Tags
aws.ec2 key.Name.wvalue.dryrun-test-subnet dy... 64 6
aws.endpoint-idvpee-Odfab88e6836f2b3d dy.. 64 (G “ Cancel

7 RLA Z)—T1iE, Wi O—BEM—T 27 FLADY A MHERENE T,
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Address Groups - sampledag

ADDRESS ~ TYPE

10.4.1.38 registered-ip

10.4.8.0/24 registered-ip

2 items
ACTION
Unregister Tags

Unregister Tags

Close

)

- X

I, ORHE T
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Address Group

Name | sampleordag

[[] Disable override

Description
Type | Dynamic

Match | ‘aws.ec2.key.Name.value.dryrun-appl-subnet’ or ‘aws.endpoint-
id.vpce-08ff6b9454c0bc5e?'

(#) Add Match Criteria
Tags

“ Cance‘

ZfEH U CDAGZERR T AH7Z R LK T,

7 RLA Z)—7&, EEIN—BEMFOVWITNNC—KT 27 RLADY A M 2FRRLUE
EE
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Address Groups - sampleordag @
'.:J_ 2items | —=» X
ADDRESS ~ TYPE ACTION
10.4.1.38 registered-ip Unregister Tags
10.4.5.0/24 registered-ip Unregister Tags

Close

7597 R FTINA R T)IV—TDDAGEZIRT 2817 RLARY O —={EKT 2 FEHIIRD ¥
DTI,

1. Panoramazl > —/)U'C, [Policies(:RV) =) X TIcBEIL F 7,
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2. [Security(z3 2. 1 7 ¢ )]>[Pre/Post/Default Rules(ZEii/#%55/7 7 4 )V s )L—)L)ICHEE L F

3. [AddGEIM] 227Uy 7 LE T,
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4. [Security Policy Rule(F 2V 7 ¢ R — )L—)WVEZA 7B TRy 7 AT, vF2VUTF 1R

V) —)b—IVD%wi72 AT LE T,

Security Policy Rule

General Source Destination Application Service/URL Category Actions Target

Name

Rule Type | universal (defaul)

Description

Tags
Group Rules By Tag | None

Audit Comment

Audit Comment Archive

Cloud NGFW for AWS 2.0.0 408
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5. [Source(i%({27T)]%Z 7 C. [Source Address((((E7 KL A)] 7 « —IL KDODAG% HEHR
L. [AddGEMIZEZ YV v 7 LET,

Security Policy Rule

General Source Destination Application Service/URL Category Actions Targst

[ any [ Any | any w | any v
=] | SOURCE ZONE ~ O | SOURCE ADDRESS ~ 0 | SOURCE USER ~ | ] | SOURCE DEVICE ~

= |

Address Group "

c-dagl

c-dagZ

c-dag2

c-dag4

demo-app2-dag

demo_appl_dag

justin-demo-dag

new_dag

pedagl
p-dag2
pdag3
pdagd
pdags
sampledag
sampledag4s
sampleardag
New 2 Address [ Address Group
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6. [Destination(¥14%:)] % 7 C. [Destination Address(EH15t7 K L )] 7 « —)U K ODAG% %
L. [AddGEN)]

Security Policy Rule

General Source Destination Application Service/URL Category Actions | Target

select e D Any any W

|:|| DESTINATION ZONE ~ | m] |D[ST\NATIDNJ\UDRESS ~ O ‘ DESTINATION DEVICE ~

Address Group
TestDAGCreation

TestDAGCreation2
TestDAGMatchCriteria
c-dagl

c-dag?

c-dag3

c-dag4
demo-app2-dag
demo_appl_dag

justin-demo-dag
new_dag
p-dagl
p-dag2
pdag3
pdazd
pdags

New 2 Address

BV I LET,
7.0KZ2Z7Vwy 7 LET,
8. Cloud NGFWT NNA R Z)—TIcEHZAI Yy h LT Ty alLET,
TT7AT I A —)VNDRELLEDIAI Y b Ty Y aDFHlicOVTIE, (7L 2 — Wik,
FFREZTHOaZy b BBBLUTLEIWY,
Cloud NGFW I YV —)VICER D . Panoramah b FNZFND T T K TINA A T I—T1 T
VaAaENEEAFTIVT T RLARY)—BEUXMLY 7 AIVEMHRELEST, 7w

XMLEEXRLT, 799U R TINA R TI—=TIH L BIMENZZAFIv 7 7 RLARY
V—DEHRELERLUET,
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PanoramasR V) > —E M

Region: Asia Pacific (Singapore) v View XML

Rulestacks <decryption />

</profiles>
<log-settings>
Rulestacks @ <profiles />
</log-settings>
N <pre-rulebase>

<security>
<rules>
HarishGRS <entry name=". * quid=" dcd14b0£5" p. "true® loc="cagf d >
<target loc="cngfw-aws-demo-dg2">
cngiw-aws-demo-dg <negate loc"cngfw-aws-demo-dg2">no</negate>
</target>
crnefwews:demo-dg2 <to loce"cngfw-aws-demo-dg2">
<member loc="cngfw-aws-demo-dg2”>any</member>
</to>

cngtw-aws-hj-dg1 .
<from loc="cngfw-aws-demo-dg2">

<member loce"cngfw-aws-demo-dg2">any</sesber>
</from>
<source loc="cngfw-aws-demo-dg2">

<member locs"cngfw-aws-deno-dg2">DemoDagl</member>
</source>

4

cngfw-aws-kg-cdgl

oc
<member loce"cngfw-aws-demo-dg2°>any</member>
</destination>

<member locw"cngfw-aws-demo-dg2®>any</member>
</source-user>

ws-demo-dg2">
cngfw-aws-demo-dg2”>any</menber>
</category>

licat

loc="
<member loc="cngfw-aws-demo-dg2">any</sember>
</application>
<service loce"cngfw-aws-demo-dg2">
<member loc="cngfw-aws-demo-dg2">application-default</mesber>
</service>

p loc="cag: demo-dg2">
<member loc="cngfw-aws-demo-dg2°>any</meber>

</source-hip>

<destination-

locs"cngtw-avs-deso-dg2">
<member loce"cngfw-aws-demo-dg2°>any</mesber>
</destination-hip>

TIAT7 YN THTYMIHLOWY 72y hEBINLET, sHlllcDOVW T, TAWST VY —
VDY T oy FOVER ] 2B LU TLTIZE W,
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TR =Ygy 2T RX—=ADR) —
200REB )=V 2 YDRITEY T K FINAR V=T AN CEET,
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B Region A B Region B
Cloud NGFW Cloud NGFW
Resource
[ Spoke VPC A (10.1.0.0116) B security VPC (10.0.0.0/16)

Availability Zone A

. Bl appiication Subnet
(10.1.1.0/24)

B Tow subnet (10.2.2.0124)

AWS Transit AWS Transit

Gateway . @ Gateway
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IRz RLUE T,
V=g X — 3 YiE, AWSY YV —ZX X TORHEEENCT 57DICHFLTZH)—T 3
VTCY, V=3NNS RTREETHZEND B — 9 UXICCNGFW U Y — ADVEE
L. Tz —Y 3~ X DCloud DGIZfHT 25 G1E. ROFIEZFZITLET,
1. AWS7 /17> F%#Cloud NGFWTF > MTEMML., ZIhH X T RINEET %,
. Panorama” S 7 A U {FH L CAZ 7 ZBE1U. PanoramaT /N A 7 )L—1GEBMUE T,
CTNARTIN—=TTCETEFRH LU TCEAFIVT 7RLA Z)—7 (DAG) 7YV k
TRELET,
DAGA 7Y 27 FOREIMHHATEZ ) =3 UXRZTDIRNEREINET,
4. )V—U g YKV =V a UXERCEHIDT 59 R FINA A T)IV—T2ER L &
F, Panorama L CEEAZII v LTy LET, HEIIS U T, VPCTIL—T2ERK
LU CEY)IRVPCEE DY TEHN), V=3 YDT T4 )V RVPCTIV—T 2 FH L E T,

5, V=Y a3 NICEZXY VTEEEEKR L. VPCHIL—T LEHI 7 )V—7" (Cloud DGHY T
WKV VT ENTVWBIA) ZEIRLET,

6. TINA R TN—TTRIHFEHLTCEAFIVY 7RLA Z)L—7 (DAG) #7377 k
ERELET,
DAGA 7Y 27 FORREIC) =T a UXZT L) =3 YR T DM GFHIMEHTE S T &
RTEET,

7. Panorama CaX EZx 13w FLE T,

759 R FNNARATIN—TTlE, RET AV =3 NYDERITWEREN, EAFIvT 7K

LA TI—TERTEET,

2
3
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T R—T54 X 7—%245Ph1E (E-DLP) Cloud
NGFW for AWS & O#iE

I R—=T 54 X F—24KMi1E (E-DLP) &, B&REMRENELRT 702 A, 8. i, £7=
BHEENSREST B -bD, —HDOY—)LETat A TT, O VTIE, o2 —T75 7
ADLPICDWNT ] ZBIRL T TV,

E-DLP & Cloud NGFW for AWSZ#4i& L. Panoramad >V — )V L CEF 2V T KV
V= )=V T—% T bR Ty A )VEBINTEE D,

E-DLP#: & D 12 8D D e/ NEA:

LUR&. E-DLP%Cloud NGFWH —E ZICHE T % Tz DPanorama & Panorama™” = 7' A > D
N— g VEHEOHAEDE T,

Panorama®/N\—3 3 > (PAN- [DLP /5 7 1 AWS 7’574
0S)

10.0.22 | 1.0.9 5.2.0

10.2.40 & 3.0.7 5.2.0

11.0.200 | 4.0.3 5.2.0

11.1.080 E 5.0.1 5.2.0

Cloud NGFW for AWST# i LWE-DLPTF > r Aoy g =
73 %
Panorama 7 by g 7 ENEHAZI—YR—FRE—%)U (CSP) 7 H7 Y NMHHFE

DODLPTF > F A A4, Cloud NGFWHY — VY 213 FDDLPTF > M Z{fifl L TDLP & Cloud
NGFWZIEE LE T,

HNARI—YR—rR=2)VLT7 /17> MIDLPTF >V AW, Cloud NGFWH—E X IEHT
LWDLPTF > FZ2ERR L E T,

Cloud NGFW I YV —)UCTH LWDLPTF >~  EHEMICT 2 FIEIERD L8O TT,
1. Cloud NGFWa >V —)uica /14> LET,
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2. [Integrations(#i &) 2R L £ 9

CLOUD NGFW

Panoramas
LinkID Link Name Panorama Serial Number ¥ dA.  Actions
581-eec1 010G LinkJEETCNGFWPAN1 JEETCNGPWPAN1 @ Active Enabled &
LinkTest1 0001SDPRAL @ Inactive Enabled
LinkTest 00001STAGINGPRA @ Inactive
Der TESTSN13750 @ Inactive
LinkTestd CNGFWDEVPANJEET @ Active Enabled &
LinkPavanPn PAVANBPANOL @ Inactive Enabled
LinkTests XZHOUPANOO3 @ Active Enabled &
Link-40f74cd- 98c6-43b7-bc23-70942cfb8933 LinkTest2 0001SDPRA3 @ Inactive Enabled
4 26-52b-4309-adef-ccf5 2482661 Demo-Link-PAN SIMRANJITCMS20 @ inactive & Disabled
&

[Integrations((2 &) X—Icid. BIfEY > 7 TN TS Panoramalc B3 2 Il E R ENE
EP
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3. [Security Service(tF 2 VU 7 4 U —E )T
. [Check Details(FHHllOWERE) 227 ) v 7 LE T

CLOUD NGFW

Panoramas

Link Name

Link EETCNGFWPAN1

LinkTest1

LinkTest

Demo-Link-1

LinkTest4

LinkPavanPn

LinkTests

LinkTest2

Demo-Link-PAN

Panorama Serial Number

JEETCNGFWPAN 1 (JEETCNGFWPAN1)

0001SDPRA1

Q0001STAGINGPRA

TESTSN13750

CNGFWDEVPANJEET (JEETSPN)

PAVANBPANO1

XZHOUPANQO3

00015DPRA3

SIMRANJITCMS20

) V7 ENFzPanorama® U > 7ID 727U w7 L.

5L TEET

Policy Management Status

® Active
@ Inactive
@ Inactive
@ Inactive
® Active
@ Inactive
® Active
@ Inactive

@ Inactive

LogForwarding and A... Security Services Actions
Enabled Check Details [=]
Enabled Check D
Enabled Che
Enabled Check Detal
Enabled Check Details =]
Enabled Check Detai
Enabled &
Enabled

@ Disabled Check Det

[Check Details(FEll DR Z 7V v 79

Cloud NGFW for AWS 2.0.0
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4. [EFa2VT~«
w7 LET,

CLOUD NGFW

Tenant
Integrations
Subseription

Usage Explorer

P — ¥ Z]7 %)L C[Data Loss Prevention (7— % 85Ff1- (DLP)] k 7L 7% %7

Panoramas
Link 1D
Link-fdfSc706-ccds-dedf-h5 8F-eec 10047
Link-f89aade-cid0-48c6-8442-e15e6de0ac30

Link-578f1a1b-fe85-402¢-aéb1-d:

Link-691d5643-700a-44c1-Bc50-fcde04404aa5

Link-831a3/99-0561-4420-8181-f8d6cbd 7728

Link-e34b31fa-a930-4619-ba36-8f0adaef85bd

Link-19717b74-5030-438f-890¢-a516e420b567

Link-40F74cdf-98e6-43b7-be23-7094acfb8933

Link-8402b42e-5d2b-4309-adcf-ccf52482b610

Link Name

LinkJEETCNGFWPAN1

LinkTest1

LinkTest

Demo-Link-1

LinkTestd

LinkPavanPn

LinkTestS

LinkTest2

Demo-Link-PAN

Panorama Serial Number

JEETCNGFWPAN1 (JEETCNGFWPAN1)

0001SDPRA1

00001STAGINGPRA

TESTSN13750

CNGFWDEVPANJEET (JEETSPN)

PAVANBPANO1

XZHOUPANOO3

0001SDPRA3

SIMRANJITCMS20

Policy Managemen
@ Active

@ Inactive

@ Inactive

@ Inactive

® Active

@ Inactive

@ Active

@ Inactive

@ Inactive

Security Services X

Enabled

Spyware

Enabled

Antivirus
Enabled
e Blocking

Enabled

JRL Categories ar
Enabled
WildFire

Enabled
Decryption
Enabled

Data Loss Prevention (DLP)

G Disabled

Cloud NGFW for AWS 2.0.0
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5. F v IRy IV AEANCUT TV Ra—Y—iHFFEZGZEICHEE L. [Enable(BxhICd
ZNEIVw I LET

o

4\ Warning

Are you sure you want to enable the Data Loss Prevention (DLP)?

Please note that charges apply only when enquiring about DLP policies via Panorama policies.

Check here to indicate that you have read and the End User Li Agreen

[

1) > 27 D Panorama®[Action Required(wWs B 75 5 E) 2 iR L F 97,
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CLOUD NGFW

Panoramas

Link 1D

Link Name
LinkJEETCNGFWPAN1
LinkTest1

LinkTest

Demo-Link-1
LinkTestd
LinkPavanPn

inkTests
LinkTest2

Demo-Link-PAN

Panorama Serial Number

JEETCNGFWPAN1 [JEETCNGFWPAN 1)

0001SDPRA1
00001STAGINGPRA
TESTSN13750
CNGFWDEVPANJEET (JEETSPN)

PAVANBPANO1

0001SDPRAZ

SIMRANJITCMS 20

Security Services »

< Back

Policy Managemen

® Active
@ Inactive
@ Inactive
@ Inactive
@ Active

® inactive
@ Active

® Inactive

@ Inactive

Enabled

Enabled

Enabled

Enabled

Enabled

Cloud NGFW for AWS 2.0.0
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6. DLP ¢ Cloud NGFWH—E X Z#HET S0, VU V7 ENfzPanoramah’isy o A7 13
R L TCVWA T EZERLET,

Panoramall AEZAWSE K UDLP 'SV A VA >V A b—)L3 5 L. Cloud NGFWII Y —
)V EDODLPTF > b DEHCED £,

Cloud NGFWa >V —)UC. [Integrations(fi )] X—JIcBE L. V> 7 ENizPanorama’
HEIRL., [BF a2V 710 Y= AWID FicH %[Check Details(Zill ZEi2)] 2 7 VU v 7 L&
ER

CLOUD NGFW
Panoramas

Link Name: Pancrama Serial Number Policy Management Status Log Forwarding Enabled

LinkJEETCNGFWPAN1 JEETCNGFWPAN1 (JEETCNGFWPAN1) @ Active

LinkTest1 0001SDPRAT @ Inactive Enabled Enabled
00001STAGINGPRA @ Inactive Enabled

TESTSN13750 @ Inactive Enabled Enabled

CNT. B> Tnb 7T —2BEY1HDLP) 2R T £ 9,

Cloud NGFWa Y —)UCDLPTF > h R IEEICEET S &, VU > ENFPanoramall B
HAFSNTET 7 A7 74— IVHDLPY—E XD ZEBIETES X951k D ET,

Panorama T 7 7 A 7 U4 —)VD¥F a5 ¢ KU — )L—)VICDLPT 4 )L &Y V5 1
T7AINZEBINTEET,
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C' PANORAMA YASHBOARD MONITOR POLICIES OBJECTS NETWORK 3 PANORAMA
| Panorama ~ Device Group | SIERT @ 8h
& Security (o Shared
"= Pre Rules cngfw-aws-Cloud-Prod P
== Post Rules ~ cngfw-aws-CloudNGFW-Cent...
&5 Default Rules NAME cngfw-aws-demo TYPE ZONE ADDRESS USER
3> NAT cngfw-aws-Demal
5= Pre Rules test-dg
&5 Post Rules
2 Qos
"= Pre Rules
== Post Rules

E; Policy Based Forwarding
5= Pre Rules
&5 Post Rules
0 Decryption
"= Pre Rules
== Post Rules

[LEF 2V 7 ¢ RY>— )b—)V]EH T, [Actions(7 7 a X TIcHEI L., EI7357 7
va v, ERERE)VEEIRLET,
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Security Policy Rule @

General Source Destination Application Service/URL Category Actions Target Usage

Action Setting Log Setting
i> Action [ IED - [] Lo at Session Start
Deny Log at Session End
Allow Log Forwarding | None o
pron Other Settings
Profile Setting Reset client
Schedule | None -

Profile Type Reset server

QoS Marking | None "
Reset both client and server

D Disable Server Response Inspection

“ Cancel

(7077 AIVEGE) ZIRELET,
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Security Policy Rule @

General Source Destination Application Service/URL Category Actions | Target Usage
Action Setting Log Setting
Action | Allow [7] Log at Session Start
| Log at Session End

Log Forwarding | None

Other Settings
Profile Settin|
¢ Schedule | None

=>P'°ﬁ'e Tpe [T QS Marking | None

Profiles

E] Disable Server Response Inspection
Group

None

“ Canee!

[DLP data filtering profile(DLP7—2% 7 ¢ )V Z V) 7 a7 7 A4 )V EER L X7,
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Security Policy Rule

General Source D

Action Setting

Profile Setting
Profile Type

Antivines

Wulnerability Protection
Anti-Spyware

URL Filtering

File Blocking

$D¢h Fiftzring

WildFire Anatysis

0y ERER E

DLP Data Filtering Profiles
None

UK PIOCP
test-dip-profile-rile1
test-dip-profile
50K

Sensitive Content
Seif Harm

Secrets and Credentials
Profanity

POPIA

PIPEDA

Pil - Basic

Pil

PHIPA

Pl

Lenal
New () Data Filtering

None

DREZITNET,

S ¥ |

mget

[7] Log at Session Start
. Log at Session End
Log Forwanding  None

Other Settings
Schedule None

QoS Marking None

[7] Disable Server Response Inspection

Cloud NGFW for AWS 2.0.0
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Security Policy Rule @

General Source Destination | Application Service/URL Category = Actions | Target | Usage
Action Setting Log Setting

Action | Allow [] Log at Session Start
| Log at Session End

o Log Forwarding im.
Profile Setting $ L

. None
Profile Type | Profiles ‘,, Other Settings
loT Security Default Profile
Antivirus | None ~ Schedule '
New [, Profile
. . QoS Marking
Vulnerability Protection | None

D Disable Server Response Inspection
Anti-Spyware | None

URL Filtering | None
File Blocking | None
Data Filtering | data

WildFire Analysis | None

“ Caneel

ZEL X, [Cloud NGFWRY ¥ —EHICPanoramaZzZ{fifid % | ZBRBLTLEE W,

Y& aVTF2 RUS— )= ET7AT7I+r—=)WIcTv>a3 5L, DLPTF > MIfEHT
EDHHEDT—R T4 )V R Tadr AT —% T4 )R VT IRZ—2VRERT
=FT,
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https://docs.paloaltonetworks.com/cloud-ngfw/aws/cloud-ngfw-on-aws/panorama-integration-overview/cloud-ngfw-aws-panorama-integration/use-panorama-for-cngfw-policy-management

PanoramaR VU > —5#

{» PANORAMA

v | Device Group | cngtw-aws-demo-jeet-1031 v >
1060 items
O parrean TVPE
Predefined
Predefined
Predefined
nse - Cyprus Predefined

ech g Predefined
nse - Denm: Predefined

ver License - Finland Pregefined
Miver icente - France Predefined
nse - leetand Predefined
Predefined
Predefined
Predefined
Predefined
< Information Pregefined

garia Predefined

Passport - Cypnu Pregefined

P Spair Predefined

t-Spyware

§) Vunerability Protection Passport - France Predefined

 Fiitering Passport - Poland Predefined
File Blocking Passp Turkey Predefined

WikFire Analys .
. . Profanity - Censored Predefined
S Protection

rce Code - fava Predefined

= Code - powershell Predefined
Source Code - vhs Predefined

Data Fitering Profiles
G Secucity tie Groups
[ Log Forwarding
D Authentication
Decryption o
) Decryption Proie  «
O
B Packet Broker Profic =

Tax id - Brazit Predefined
Tax id - Estona ™

Tax id - Finland i~
Tax id - Poland Predefined
Tax id - Romania Skt
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DLPY 7 DFHHl DL H

Panorama CDLPR 7 % £~ 3 % ICid. [Monitor(E=%—)] 2 7% %27V w7 L. [Logs(&
N > [T—=F TRV T] @R LET, DOV TIE,  [Panorama T Z—7'5
A ADLPO T Vi iz &g 4 | ZBR LT ZE W,
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https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-dlp-log-details
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PanoramaR VU > —5#

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

Device Group | All v Manual

Q Al
REASON FOR FROM
[a URL Filteri GENERATE TIME | DEVICE SN DEVICE NAME FILE NAME RULE ACTION TYPE ACTION THREAT ID/NAME ZONE APPLICATION
? iltering
WildFire Submissions E 12/2116:39:47  1460D0JGQD100... fw-60D0JGQD1  sample-datapdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
T Data Filtering E 12/2116:39:42  1460D0JGQD100... fw-60D0JGQD1  sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
& HiP Match and blocked
@, GlobalProtect E 12/2116:39:37 | 1460D0JGQD100... fw-60D0JGQD1 | sample-data.pdf  sd-sec-pol1 alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
Srwg E 12/2116:39:32  1460D0JGQD100... fw-60D0JGQD1 sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
User-ID and blocked
{2 Decryption E 12/2116:39:22  1460D0JGQD100... fw-60D0JGQDL sample-datapdf  sd-sec-poll block dip Pattern matched | sd-data-dip-profile-1 data-zone | web-browsing
and blocked
) Tunnel Inspection
| Configuration E 12/2116:39:22  1460D0JGQD100... fw-60D0JGQD1 sample-datapdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
2 system E 12/2116:39:12  1460D0JGQD100... fw-60D0JGQD1 | sample-datapdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
Authentication
E 12/2116:39:07  1460D0JGQD100... fw-60D0JGQDL sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
Unified and blocked
External Logs E 12/2116:39:02 | 1460D0JGQD100... fw-60D0JGQD1 | sample-data.pdf  sd-sec-pol1 alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
) Traps ESM
E 12/2116:38:57  1460D0JGQD100... fw-60D0JGQD1 sample-datapdf  sd-sec-poll block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
and blocked
E 12/2116:38:52  1460D0JGQD100... fw-60D0JGQD1 | sample-datapdf  sd-sec-pol alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
E 12/2116:38:47  1460D0JGQD100... fw-60D0JGQD1  sample-data.pdf  sd-sec-pol1 block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
and blocked
E 12/2116:38:42  1460D0JGQD100... fw-60D0JGQD1 | sample-datapdf  sd-sec-poll alert file Adobe Portable Document Format (PDF)  data-zone  web-browsing
(= Automated Correlation Engine
@ Correlation Objects E 12/2116:38:37  1460D0JGQD100... fw-60D0JGQD1 sample-datapdf  sd-sec-poll. block dip Pattern matched  sd-data-dip-profile-1 data-zone  web-browsing
and blocked
ER) Correlated Events
e 12/2116:38:27  1460D0JGQD100... | fw-60D0JGQD1 | sample-datandf  sd-sec-poll alert file Adobe Portable Document Format (PDF) | data-zone | web-browsing
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PanoramaR VU > —5#

DLPOCDLI 772K RS % 1CIE. [Explore(f£3R)]1 % 7\ ##) L. [Firewall or File(”7 7 A 7" 7 %+ —
WERZ T 7AIWVA TV a yEFBRLET, sHllcOWVW T, COLO o Vil s =5
ML TLEEW,
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https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/retrieve-log-records/view-log-details

PanoramaR VU > —5#

com, e?instance=20A2Xg0a54c7KPQkpbJaH5yBrOyqL7SVINaN4Oa&tsg_id=13266176... Y& B @ D L 00

< c 25 logging-service-ga.qa.appsvc.

% Space: New Emplo..  {y Welcometo Workd.. @ @ autoweb-Checklis.. 4% Intranet - Welcom... [} Feature Planner Tools|BugFiles %% Pan Support ~ §& Status Report € JRA ] PANOS - TestRail »

sTRATA
O Locoine service [N

View and search the logs stored within Strata Logging Service to investigate threats and troubleshoot network issues.

Dashboard
& Firewall/File v @ Destination Address = '35.209.95.242/32' ® . $ A ¢ & Past 60 minutes -
Inventory Time Zone: Pacific Standard Time 2023-12-21 14:37:59 - 2023-12-21 15:37:59 38 results Page 1of 1 S0 O Profile-1
& Storage Time Generated File Name File Hash Severity Sub Type From Zone Source A... Source User
2023-12-2115:05:37  sample-data.pdf db1df4Oed285ca3ee92fbOce... Il High dip data-zone 100.0.2.155
Status
2023-12-2115:05:37  sample-data.pdf Low file data-zone 10002155
Configuration 2023-12-2115:05:27  sample-data.pdf Low file data-zone 10002155
. 2023-12-2115:05:22  sample-data.pdf db1df40ed285ca3ee92fbOce... || High dip data-zone 10002155
Ko Explore
2023-12-2115:05:17  sample-data.pdf Low file data-zone 10002155
oD legEmedhn 2023-12-2115:05:12  sample-data.pdf db1df40ed285ca3ee92fbOce... |l High dip data-zone 10002155
2023-12-2115:0507  sample-data.pdf Low file data-zone 10002155
2023-12-21 15:05:02 sample-data.pdf db1df40ed285ca3ee92fbOce... |l High dip data-zone 100.0.2.155
2023-12-2115:04:57  sample-data.pdf Low file data-zone 10002155
2023-12-2115:04:52  sample-data.pdf db1df4Oed285ca3ee92fbOce... |l High dip data-zone 100.0.2.155
B TechDocs 2023-12-2115:04:42  sample-data.pdf Low file data-zone 100.0.2.155
2023-12-2115:04:37  sample-data.pdf db1df40ed285ca3ee92fbOce... |l Hign dip data-zone 100.0.2.155
Sourav Datta
2023-12-2115:04:32  sample-data.pdf Low file data-zone 10002155
2023-12-2115:04:26  sample-data.pdf db1df40ed285ca3ee92fbOce... |l High dip data-zone 100.0.2.155
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SCMTDLPTF >V b VT bad %z Rd %Icld,  [Strata Cloud Manager C L 2 —7'5
A ADLPu 7z £Rd % | ZBRLTLTEE W,
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https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-enterprise-dlp-log-details-on-cloud-management
https://docs.paloaltonetworks.com/enterprise-dlp/enterprise-dlp-admin/monitor-enterprise-dlp/view-enterprise-dlp-log-details-on-cloud-management

Panorama’R V) o —E#

Incidents (21)  Updated real-time

° Add New Filter

Assignto v Change resolution v Edit notes v

D CREATEDAT ASSIGNED TO FILE DATA PROFILE CHANNEL ACTION SOURCE USER ID REPORT ID
O December 21, 2023, 3:41 PM PST Sourav Datta sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
December 21, 2023, 3:05 PM PST Sourav Datta sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:05 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:05 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
] December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dIp-profile-1 NGFW Block NGFW 288688851
O December 21, 2023, 3:04 PM PST sample-data.pdf sd-data-dlp-profile-1 NGFW Block NGFW 288688851
—
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DLPT 7 DAWSHEFEDEEMIC DWW TIX, [ Amazon CloudWatch@ %7 | &L TL 12 &0,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html

4 paloalte’

TECHDOCS

Strata Cloud Manager:RV 2 —%&
i

Cloud NGFWV ¥V — Z % Strata Cloud Manager(SCM) R & —EHHICY > 27 L% 3, Strata
Cloud Managerld, *v hTU—27 ¥V T 7704 AV b RREHEGEMRT 5728, Palo
Alto Networks Dt F 2 V74 A VT TR TV F v 2RO tEINz2—Y— 4 X—
T —ADGHBICEHTEET, COAVEZ—T2—AREATEL, IXRTDIXY hT—7
YFa2VTAHHARA Y T, Y= TSF YA, TTVT—vay, BRXUBEREZ
AFEICAIEE T E X9, COBRRIC K D, FHMNGESHER. EF 2 T Om b, EHx -
TN a—T 1 27 L REBR D ATREICIZ D X9,

Cloud NGFWR Y > —EHICSCMZH T 2551E. LUFDRAZERL T EI W,

o SCMICHIDTHAET B & Cloud NGFWVY YV —Z (VY —XIDZR E)DERENIZNT &ENVH
DXT, INHDOY V=R, RANGEROMEN RWEE, LIEST5LRRENK
EE

¢ Cloud NGFW SCM RV V—EHDONZ k75 7 7 ¢ AlZ. Cloud NGFWVY YV —ZA T
PanoramaRV) o —EMEHHT 5L I3EBE D E T, /2L 21X, PanoramaE B D —
HOINAAI— + 5T 12w 7%, SCMEHDCloud NGFWD) VYV — AT Ry SENSEEH
HOET,

o XHAEKEREIZ. Cloud NGFWU Y —ZD SCM RY O —EFEHTIIYR—FENTWVER A,
o 757 RIFAEIIY R—FENTWVEEA,
e DLPIZYR—FrETNTWVERA,

e SCMTEHENTWVWAClIoud NGFWY YV —ZAD+YF VT4 V=)V ERETDHELEE. &
F 2 VT 4 V—IVDGEEANYZIEET A HERH D ET, , LH Lfrom/to /' — & Strata
Logging Service T7—X V= L TEREINET,
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https://docs.paloaltonetworks.com/strata-cloud-manager

Strata Cloud Manager:R1) & —4&H

Cloud NGFW Y ¥ — X 7% Strata Cloud Manager:R U > —
BHICY 795

Cloud NGFW V) ¥/ — Z 7% Strata Cloud Manager Policy Management & 549 % /712
STEP 1| Cloud NGFW >V —licaZ 4> LET,

STEP 2| [Integrations (f&)]& &R L E 9,
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Strata Cloud Manager:R1) & —4&H

STEP 3| [Policy Manager(:}RV > — ¥ x— ¥ )] Hilli C. [Add Policy Manager(:RV) > —~< 3% — ¥
ZEIMZE )y 7 LET,
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Strata Cloud Manager:R1) & —4&H

CLOUD NGFW Integrations
Policy Manager (2) Q
Name Type Link ID Panorama Serial Number / Tenant Name Status Log Forwi  Actions
Panorama 1 Panorama Link-9d17 00001: Active Enab: E_‘D
CM Eval Strata Cloud Manager Link-9123s TME Evi Active Enab E_‘D
—
438 ©2024 Palo Alto Networks, Inc.
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Strata Cloud Manager:R1) & —4&H

STEP 4| [Add Policy Manager(:RV > —<3x—T ¥ ZiBhN)t 7 > 3 > C. [Manage Type(&E % 1
7))\ [Strata Cloud Manager] SR L % 97,
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Strata Cloud Manager:R1) & —4&H

Add Policy Manager b3

Manage Type
(®) Strata Cloud Manager | () Panorama

If you wish to make any modifications after creating, it s necessary to unlink first before
proceeding with the changes.

Name *

TME Prod 001

Tenant

TME Prod - 1000003232 hd

Step By Step Guideline B Cancel
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Strata Cloud Manager:R1) & —4&H

STEPS| /D0 d W2 AT LE T,
STEP6| Faw T XYy AZa—Z2HLTY Y —XICBEMNIF 5SCMT F 2 FZERL £,

. AR — Y R—F R—=R)U(CSP)T 717 >~ MiE. SCMECNGFWDIi /5 TR L
THEIRENDHD T,
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Strata Cloud Manager:R1) & —4&H

STEP7| Save (ff7) ZZ7VUw 27 LFd, chuc kb, Cloud NGFWV VJ— ZXMSCMT F > MK
Ricy) w7 EnEd,
REFE LT, [Integrations(Fi ) X— IV HEEFTEN, FHLLRY V—EFHIST XA L

M. BET 2D U ZIDESCMI ) T IVF VN —/TF Y R L E L BICKMENE T,

CLOUD NGFW

Integrations

Policy Manager (2)

Name Type

Panarama 1 Panorama

CM Eval Strata Cloud Manager

Link ID

Link-9d1

Link-912:

Link-1117

Panorama Serial Number / Tenant Name

Q Add Policy Manager

Log Forwi  Actions
Enab €2
Enab €2

Enab €2

)2 ENTAELZDSCMTF > M 2 Mz 2oRT 5I1cid, R >— 32— ¥ il
DY Y7ID%EZ Y w7 LET, [Edit Policy Management(:R V) 3 — & D #4124k L

T[Link Name(V > 7 %)= ZHE L,

HiRzE&RLET,

Cloud NGFW for AWS 2.0.0
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Strata Cloud Manager:R1) & —4&H

Edit Policy Management X

Manage Type

Link Mame =

tsg-1623817188

Link ID ©
Link-SCM-

Tenant Name
3B

Status
@ Active

Log Forwarding arﬁ Analytics
& Enabled

SCM Link

—
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Strata Cloud Manager:R1) & —4&H

7 7 A 7 77+ — )% Strata Cloud Manager:h U > —&#
( BEEA T B

Strata Cloud: RV > —EHADY) VI RN LIzH, V27 ENTSCMTF > M LWT 7 A
T —)VEBEEMTAE ENTEEXT,

STEP 1| Cloud NGFW >V —)LicaZ A4 LE9,

STEP 2| [NGFW] Z#ERL %9,
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Strata Cloud Manager:R1) & —4&H

STEP 3| [Create Firewal(7 7 1 7 4+ —)LOIE)NZ 27V v 7 LET,
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Strata Cloud Manager:R1) & —4&H

on:US West (N California) v

CLOUD NGFW

NGFWs Q Actions v Create Firewall

]

Name D Status Endpoints Policy Management Rulestacks

- @ Ready 2 Rulestack Global: GRS-001 Local: LRS-002
Firewall 2 - Not started 1 Rulestack Global: GRS-001 Local: LRS-01254
Firewall 3 L% Terminated o Rulestack Global: GRS-001 Local: LRS-0098
Firewall 4 frved Not started o Panorama (Panorama 1. Global: GRS-0011
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Strata Cloud Manager: R 1) & — &

STEP 4| [Create Firewal(”7 7 1 7w+ — )VOER)EH T, 7747 U+ —)ILVDO%HTZ ATILUE
ER

STEPS | REITIGU T, #AZEHE T,
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STEP 6| [Policy Managment(:RV) > —&EH)]+2 7 > g >/ C. Strata Cloud Manager.
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Strata Cloud Manager:R1) & —4&H

CLOUD NGFW

NGFWs [US East (N. Virginia)] » Create Firewall

Create Firewall

v General
Name *

AWS 001

Description

~ Policy Management
Managed by

Rulestack © strata Cloud Manager Panorama

Policy Manager
TME Prod 001 - 100G | v

Add New Policy Manager

you wish to make any medifications
r before pros

it s necessary to disassociate the
Strata CI

the

Enable Egress NAT

s NAT all

the system

automatically use public IP:

Public IPs

AWS Service IPs () Bring Your Own IPs

“~ Endpoint Management

nes. You pay Cloud NGFW for

Do you want Cloud NGFW to create endpoints automatically on your VPC subnets? @

Select VPC and Subnet |D. You can choose multiple Subnet IDs, and the system will create an endpoint for each one.

AWS Account VPCID Subnet ID

v vpe-Ocel v subnet-08f41)

+ Add

m AWS Service. Detailed IP information is available on the Pu

h AWS availability zone the NGFW is pi

b %

lic IPs page.

visioned to secure tral

subnet-0¢ X v

Cloud NGFW for AWS 2.0.0
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Strata Cloud Manager:R1) & —4&H

R L EJ,

STEP 7| [Policy Manager(:{R1) > —< %= ¥ )R XTIV A=a—T, 7747 U 4+—)VICH
HHF B 7 ENTESCMTF > BRI £,

v Policy Management

Managed By
Rulestack o Strata Cloud Manager Panorama

Policy Manager

[ Type to select an item

[ Q

Naone

v Link-SCM-| -
Link-SCM- r
Link-SCM-;

Link-SCM- 1 - — . . S R

Select an account ~
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Strata Cloud Manager:R1) & —4&H

STEP 8| [Endpoint Management(L > KRR+ > MEH)ZRE L T, HEHOAWSH Y —>D 5
Ta4wIEtFa) T« CHRELET,

1. Cloud NGFWTVPC %7 2w b Rl RRA Y b EHBICIERT 20 E 5 ik
ELET, Y—URAEHITY FRA Y FOEAYes(iFW)] ZEIRLE T,

T 7 %)V kTlE. Cloud NGFWV YV —RlFcNH5DOILY RRA >V MR EE)
BNCERR L E B A TVFRZ VEIN(NOZ)NICHREENTOVET,

2. Ray 7Ry uaEFERLT. AWST oY FIDEEIRLET,
3. Py 7Rz L T, VPCZERL X7,
4. Y732y b T —)VRZMHEHL T, MHTRERY 7 2y FZ2EIRLE T,
5. Save (RfF) ZZ7 Vw7 L%,
NGFWEEA, #HLMERESNTZT 7 AT U+ — )V EKMUTEHENE T, HLw

T7 AT —VlERT 270 A% T BIcid, K6~100h D T, AT—X
AUZ[CREATING(ERH L ZoRENE T,

CLOUD NGFW Region: USWest N, California)

NGFWs

NGFWs @

ssssssss

CREATING

nnnnnn

uuuuuuuu

NGFW#: % 7w 7 LT, 77 A7 U4 —)VICHT 23 REZRLEST, 7747
74— )VOVERHE, ZRENZBMIFEE NS LICFELTIEE Y,
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R R NGFWs [ Us West (N.California) ) / aws 0408 / Rules
aws-cngfw-demo-0408
aws-cngfw-demo-0408 ServiceManaged Not Associated Needs Review N/A Logs & Metrics v 0
Rules Endpoints Firewall Settings Log Settings
Security Rules @
Priority Name En.. Source Destination Ac.. Granular Controls Logging. TLS Decryption

No Results Available
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Strata Cloud Manager:R1) & —4&H

Strata Cloud ManagerCD 7 7 A 7 7 + — )LD KR

Cloud NGFW VY —ZX%SCMTF >V MY 7 L. T7A 7 I+ —IVEIER LTz5. SCM%&Z R
) —EMICHERTEET,

Strata Cloud Managerlc @ 7' A 9% &, B v aR—RONGFW>[V 7+ =
7 JiZ Cloud NGFW 177 > b IRFRENF B A

STEP 1| stratacloudmanager.paloaltonetworks.com TIE#%. Palo Alto Networks/ N7/ 5 Strata
Cloud Manager?” 7V lca 74 > L&,

Cloud NGFW for AWS 2.0.0 453 ©2024 Palo Alto Networks, Inc.



Strata Cloud Manager:R1) & —4&H

STEP 2| Strata Cloud Managerf > Z—7 = — AT, KOOIy —r a7 a v EERHL
CCloud NGFWT F > F Z "D £ 9,
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Strata Cloud Manager:RV o — &7

THUC XD, Cloud NGFW VYV —Zic) V7 ENTWAMEHARER T > RO E
I, Fleld, 7F UV MANEIDTT Y M ERERTEET,

STEP 3| [Workflows(V7— 7 7 11—)] > [NGFW Setup(NGFW+t v k 77 )] >[Device
Management(7 /31 A EH)] 23R L £ 97

ratio i SCM-CI T Owverview
Security Policy ©
Security Policy Rules (7)
W Mame Action
; All Firewalls - Pre Rules (1)
ules (2}
Al
Allow
Rules (2)
Charvis
& Deny
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Strata Cloud Manager:R1) & —4&H

STEP 4| [Device Management(7 /31 ZAE M FICIX. NGFWSs & Cloud NGFWHVE R E N
F9, SCM T >V MCBEHEMIFIENTWVWE T 7 A7 7+ —)L2FKRT %ICiE. Cloud

NGFWZ 27V w7 L&Y,

Device Management @

Cloud Managed Devices  Available Devices

NGFWs | Cloud NGFWs

L3
NGFWs (0)

Name Labels Connectivity Config Sync Status HAStatus Serial Number

[Device Management(7 /37 A EH)E i IC &, BIAESCMIC K > TEM I N TV %Cloud

NGFW YV —AWNERENE T,

Device Management @

Cloud Managed Devices  Available Devices

NGFWs  Cloud NGFWs
Cloud NGFWs (4)

Name Resource D CNGFW Tenant ID Tenant Serial Number

€ azr-cngfw-fw2-

B 2 m

Region/Location Config Sync Status

usewest-1 In Sync

uuuuu 1 In$ync

InSyne

rortheentralus In Sync

Cloud NGFW for AWS 2.0.0 456
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Strata Cloud Manager:RV o — &7

[Device Management(7 /31 ZAEM)] Wi ICE, LLRDT o —)V RRERENE T,

[Name(%Hii)]o Cloud NGFW VY —ZXDO4hi#H£ZLET,

[Resource ID(V ¥V —ZID)]l, NGFWV ¥V —XICBHEfIF 65N TVWH YUY —XIDZE/RLE
ERR

[CNGFW Tenant IDICNGFW7 7> FID)]l, SCMIZY >~ &1 T4 Cloud NGFW 77>/
MBI 5N TS 1D,

[CNGFW Tenant Serial Number(CNGFW 7+ > D 1) 77 )L+ > 73—)]Cloud NGFW 7
v MCBEE SNtz ) TV v N—,

[Labels(ZX)L)], Cloud NGFWIZfit 5 E NIEED T X)L,

[Cloud Provider(Z7 57 K 7'r1/3A &)}, Cloud NGFW V) ¥V — ZICBEHF SN TWBE 7 S
TR 7anNg ZERLET,

[Region/Location(#tiizk/25)], Cloud NGFWVD YV —ZAWEEINTWE ) —T 3 2,
[Config Sync Status(EFIAIA 7T —% )]s Cloud NGFW) Y —ZAD AT =X R,
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Strata Cloud Manager:RV o — &7

STEP 5| [Device Management(7 /N7 A& )X, Cloud NGFWV Y —ZX7%Z 7 )L X 1IcT
W—TLET, TNEDT IV DIEEZR KRS B, [Workflows(V— 7 71a—)] >
[Folder Management(~ #+ )L X 58 723K L £ 97

Device Management ©

Cloud Managed Devices Available Devices

MGFWs  Cloud NGFYWs

Cloud NGFWs (4)

Mame

=  All Firewalls > scm-cngfw-e2e-238566 (2)

i aws-cngfw-fwl-2024-04-08-10-57-47-604798

Workflows 7-47-604778

3085 (2)

-18-56287461

NGFW Setup N -15-528761
Folder Management

Device Management

[Folder Management(~” # )L Z & H)|HEIC X, SCMT 7> M BEfH) 517z Cloud
NGFWVD V—ZANEREINET,
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Strata Cloud Manager: R 1) & — &

Folder Management @

Y Collapse An [EEEESIEEY

Folders
Name Labels Web Security Actions
Global
< AlFirewalls
folder-1 cnghw
folder-2
- scmeciy 6
& aws-cnghn
& aws-cnghn
scm-cngfw-¢ w2
scm-cngtwe s62

T HIVEDIERIC DN TIE, U FESIRLTL7ZE W, Strata Cloud Manager’
filiffl L CCloud NGFW VU V—ZX D 7 4 )V X ZAEKT %6
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Strata Cloud Manager:RV o — &7

Strata Cloud ManagerZ{#i i L 7zCloud NGFW RV >/ —

B

Strata Cloud ManagerZZffiffl L T, 7 4 )V X &/ T % Cloud NGFWY YV —RictF 2T ¢ R
Jy—ma—NVSHEHTEE T,

STEP 1| Strata Cloud ManagerT. [Manage(E#)] > [Configuration(i%:€)] > [NGFW and Prisma
Access(NGFW & Prisma Access)] #5241 L % 97,

Configuration

NGFW and Prisma Access

STEP 2|

e N Security Services

Overview ©

Folder Mame
Global (ctNGFPW-FUN-Azure-9_Feb20_3849213)
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Strata Cloud Manager:R1) & —4&H

STEP3| Fuaw 7 X1 A KT, Cloud NGFWAWSY YV —AEEGLT )V A EHELET:

Configuration S5co Global Cverview  Security Services w
Configuration Scope ¢
Folders Snippets
Global 213)

* All Firewalls (4)
folder-1
folder-2
- t{rﬂ-tngfu@?&-f?@ifm (4)
S aws-d

S awsc
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Strata Cloud Manager:R1) & —4&H

STEP 4| [Overviewe(H}Z)] X— T, [Security Services(+ 1) 71 Y —E )& IR L F T,

Configuration Sc g v Overview |SecurityServices v | Netwark Policies ~  Identity Services v

Overview @ k

Folder Name Variable:

scm-cngfw-e2e-238566 2

Firewslk Labels

4

Configuration Snippets @ @ Cloud NGFWs

1 AlFirewalis Name

2 Global fnhe sws-cngfe
aws-cnghw.
azr-cnghu-
s2r-cngfvi-tL S0

Objects ~ Device Settings +  Global Settngs v X

Region/Location Cloud Provider
us-west-1 Amazon Web Services
sssss 1 Amazon Web Services
northeentralus Microsoft Azure
northeentralus Microsoft Azure

Cloud NGFW for AWS 2.0.0 462
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Strata Cloud Manager:R1) & —4&H

STEP 5| [Security Services(EF 2V F 4P —VE R)] Rawv X&) X kT, [Security Policy (2
FaT4 RUT—)VEERLET,

Configuration Scope: scm-cngfw-e2e-238568 Overview  Security Services ~  Network Policies
Overv|ew o * Strﬂ:rilygli:\-
* Anti-SpyWare
* Vulnerability Protection
Folder Mame * WildFire and Antivirus
. * DNS5 Security
Firewsalls ¢ URL Access Management
4 * File Blocking
HTTP Header Insertion

* Profile Groups
Configuration Snippets @
« Web Security

1 All Firewalis # Decryption

2 & DaS Protection

Strata Cloud ManagerzZffifl L7zt F 2V 7 1 RV T —DRREDFHMITOVTIZ, RESIR
LTKEEY, Fa) 70 R)—DEH,
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https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/manage-configuration-ngfw-and-prisma-access/security-services/security-policy

Strata Cloud Manager:R1) & —4&H

Strata Cloud Manager’zfii H} L CCloud NGFW 1V V/— X
DT + )V R ZERR L T

Cloud NGFW V) ¥/ — X[ Strata Cloud Managerth—E R 7219 % X 5 Ity 7 A7) 7
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