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ECTHHTEERITN? [DNEET I 0?2
* CN-Series™7HA X2k * CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1.xLABED/N— 5
ZFATLT0S

* Helm 3.6 or above version clientHelm7 {ii i
LIZCNYV Y —ZXDF 7 aA XY M

CNYU—X BT T 7Tay 7 ECNV Y —RX T 74794+ —)UC K %KubernetesD 2 4 75 B
BENOT—27 70— EZHER LD, RC7 I AZNOaYTFHEeary s+ ety —o
O— R 24 TR VRN T AR B—\—= YD T T 1 v 7 = RH#ET 5128 DCGKE
7T R T+ —LICBIFBCN-Series7 7 A 7 I A+ —)VDT T OADNSIEDZ T ENTEET,

Kubernetes 7 7 A%, 77V r—>a Yy, BRUET7AT7 V=)V Y—ECRAZTT
O LTEMT 57D, kubectl %> Helm 7% £ DFFHED Kubernetes Y — LV HVAEE
T95

FERICDOVWTIE, THmF v — b &7 > T L— h 2 L7z CN-Series” 7 1 77

T —)LOT A ] #HBIRLUTLEE W, Panorama ld. Kubernetes 75 A X DT
TOARAY NEEHHOA =AML —2—1lE5 K ICIERRGEIENTVET A,
7S AREHHDOT VT L — FHY 32— R Kubernetes 7 T/3A Zp S ENT
WE T, PaloAlto Networks (&, Helm 38K U Terraform T CN-Series #7019 %
7SO AI 22T 4 Y R— DT T L—FERHELTVE T,
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/cn-series-core-building-blocks
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series
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CN-Series 72 DaemonSet & L CD CN-Series 5P —E A & LT CN-Series, /¢
3 ZDOMICKATS %H0IC. plugin-serviceaccount.yaml 7 HIkR L CHEEM S
ZRNENDH D X T, FHIC OV, 7 T AXRHY— AT o > FOfE
W) 2B L TLIEE N,

* CN-Series# DaemonSet £ LC GKE Ic 7 704 3 %34, pan-plugin-
cluster-mode-secret WMFEL TV TIEWITFEH A,

* CN-Series & Kubernetes ' —Y 2 & LT GKE I T 01 3 %55, pan-
plugin-cluster-mode-secret WMFES 2ENH D 7,
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ECTHHTEEIH? [ DVAEET I 0?2
* CN-Series¥7HA Xk » CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1LxLAf#D/N— 3 >
ZFIATL TS

* Helm 3.6 or above version clientHelm7# {ii FH
L7ZCNYY—XDF7aA X

LIFOFNE%A5FT7 LT, CN-Series 7 7 A 77 % —)U% Kubernetes h—¥Y X & LT GKE 75 k
TH—LicT7aALET,
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STEP 1| Kubernetes 7 5 A X%ty b 7w 7T LET,
GKETZY T AZZERT BIcid. RDXHICLET,

L yer—rvaryA=Za—%227Yv 7L, Kubernetesenginelc BEI L THh5H, 7T A X—7x
HEIRLE I,

= Google Cloud Platform 2= gcppavmqa v

A Home >
PINNED

& Biling

O 1AM & Admin >
APL  APIs & Services >
Y Marketplace

{5} Compute Engine >
2 Cloud Storage >
1 vecnework >
)»  Cloud Run

€ saL

@  Kubemetes Engine >
@ BigQuery >

ALLPRODUCTS v

2. fEZ 7 ) v 7 LET,
3 {427 I AXE—FEL LT GKEHE Z#IRL., &EZV/ Vv I LET,

«c>cqo e Lo 4
i Appr Q) Palo Ao Networke.. @ x @ . & o “ S % 20210721 Mestin.. 3¢ Dashbosrd - Confu.. [B] AEM STAGING »

Create cluster

‘Select the cluster mode that you want to use.

GKE Standard

Learn more

GKE Autopilot

configuration required. Lear more

CANCEL

4 Zui. N—=TVa v, Bt =R TRy MR ED U T AZDOERNHE AL, ERZ
70w 7 LET,
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= Google Cloud Platform  2e geppavmga Q  Search products and
€ Create a Kubernetes cluster ADDNODEPOOL | REMOVE NODE POOL
° ErEmlEEes I Cluster basics
NODE POOLS The new cluster will be created with the name, version, and in the location you specify
here. After the cluster is created, name and location can't be changed
®  default-pool v
CLUSTER

To experiment with an affordable cluster, try My first cluster in the Cluster

t- id
®  Automation set-up guides

Name
o Netwaorking

cluster-1 (2]

Some form fields are incorrect
®  Security Location type
@® Zonal

* Metadata O Regional
®  Features Zone

us-centrall-c - @

[] specify default node locations @

Current default us-centrall-c

Control plane version

Choose a release channel for automatic management of your cluster's version and upgrade
cadence. Choose a static version for more direct management of your cluster’s version. Learn
more.

() static version

@® Release channel

Release channel

Regular channel (default) -
Version

1.20.10-gke.301 (default) -

75 AR GKE FICIFEET %5813, Kubernetes v k7 —72 KU > — AP
EAHMCUT, 77 AXEMENHEICBETRER Ry REfEETE5C L
FHERLTLIEEY, TD APl IZ. CN-NGFW R K & CN-MGMT K KA
WET B7DICRKRETT,

& Create a Kubernetes cluster

CPU platform and GPU

Auta-upgrade: Gn & Create a Kubernetes cluster

Mere cptions

+ Add node pool

Enable Cloud Run for Anthes

¥ Availability, nefworking, security, and additional features

L 522D ) =AY Tchsc iR LET, 774V FDGKE /— RS —)L
fEAflE. CN-Series 7 7 A 77+ —)UICEE L T ER Ao VIRRICT 7AT T 4 —
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WP R— 19 B 7dDCN-Seriesiiifi &)V — AN H % T L 2R T 2 0E VD D
ESCS

kubectl get nodes

kubectl describe node <node-name>

ax Yy FHEDIER]RHLO FCH 5 EREZLZRLUT, fEE LR/ — FCHHNEER
CPU & ATV —ZHERLET,

CPU. XEY, BIXUTA AT AL —Y0HEDYTCIE=— R k->THED F
T CNVU—ZDINT F— VAL A —1) V7 RBRLUTLITEIN,

LIROIERMND S & 2R L TLIEE WD,
* PanoramalC APl Y — N\—ZRETEHDDLIY RRAV FIPT RLUARINEL F

ER
Cluster Definition @
Des t
A = | 102
Type | Native-Kubernetes
Label Selector Label Filter Custom Certificate
Ditems |5 %
LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

() Add

Panoramald. CTDIP7 RL A% L C. Kubernetes 7 o A Rkt LE T,

* FUTL—rRAEYTH, TINA A TIV—T4%. PanoramalP 7 RL A, BXUAT
vavceualy aLyxT)v—74%%Panoramah S I L E 9,
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements/cn-series-performance-and-scalability
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General Monitoring Device Log Forwarding Collector Log Forwarding Log Ingestion

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communication

“ Concel

FHICODWTIE, Bl TNNA AN —T T T L— A%y 7 OVER RSB LT
&,

o HHFa— REHBEEED PINID & A INE L F 9,

s A A—UBKXyvA—KRLIzaryTF A A=Y URY R OYR,

STEP 2| ({T5%) Panorama® Kubernetes 75 7' A > TH AR LiFHEZRE L2568, Roax
Y R EFITUCEEHEY — 7 Ly 2B T 208D H D £9, 77 1)V %Z cact 5
ZHELIENTLZE W, pan-en-mgmt.yaml 38 X U pan-cn-ngfw.yaml 0 71 A & LGFFHZE DR
Ja—LldA 7> a>T9,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt

CN-Series7 7 A 7 I+ — VD757 RBEXUCA YT L I ZAAD 11 ©2024 Palo Alto Networks, Inc.
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
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STEP3| YAML 77 A )V LT, CN-Series 7 7 A 7 7+ —)L T T A T % - DI B2

2Rt AL &Y,

apiVersion: vl
kind: ConfigMap

metadata:

name: pan-mgmt-config
kube-system

namespace:

data:
PAN OPERATION MODE:

PAN SERVICE NAME:

# Panorama settings

PAN PANORAMA IP:

PAN PANORAMA AUTH KEY:

PAN DEVICE GROUP:
PAN TEMPLATE:

"daemonset"
"pan-mgmt"

2 T S

"dev-dg"

"k8s-stack"

meters
Erp=cgltt

DUROBICRT LS. YAML 7 7 A4 )L@D PAN_PANORAMA IP/ST A — X DAEA I
DPanoramalP7” KL A& —H L T3 T L ZMERT 208 NH O F 7,

]

FD vm-paNORAMA

C A Not Securef 35.196.181.54/#panorama::dev-dg::panoramajtemplates

PANORAMA

Q

) Access Domain
=k, Authentication Profile
%) Authentication Sequence
IE] User Identification
&2 Data Redistribution
3 Device Quarantine
Managed Devices
Templates
s Device Groups
1 Managed Collectors
y Collector Groups
&) Certificate Management
5 certificates
& Certificate Profile
SSL/TLS Service Profile
A SCEP
I8 s5H service Profile
&= Log Ingestion Profile
L3 Log Settings
9 server Profiles
(3 sump Trap
&) systog
(R, Email
[ HrTe
(% RaDIUS

[y scp

o

DESCRIPTION TYPE

template

template-stack

I

STACK

K8S-Network-Setup

DEVICES

VARIABLES

2 items

DEVICE KEY-VALUE TA

No Devices in the stack

LIRORICRE & 512, YAML 7 7 L0 PAN_DEVICE GROUP & PAN TEMPLATE 0735
A — 2l Panorama CIERK LTz T /NA AT —T 7T L —h A& w7 DO%H L — L
TWBCZ e xERT 20ENHD £,

CN-Series7 7 A7 T+ —)VD 75T RBXUA YT L I AAND
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PANORAMA

) Access Domain Q 2 ftems
5 Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE  SYSTEM TEMPLAT
2] User Identification
2 Data Redistribution I s
kBs-stack

% Device Quarantine [
1 Managed Devices
S} Templates &
" Device Groups
] Managed Collectors
k=) Collector Groups
&) Certificate Management
R certificates
B Certificate Profile
1) SSL/TLS Service Profile
g scep
4 ssH service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:U Server Profiles
&) SNMP Trap
5 systog
Email
[ HTTP
[# RraDIUS

EDSCP

PAN_PANORAMA CG_NAME D/3F A—Z{EM, fEL7ca/aLl v 2—%LRILCTHAB T L
2R BEN DD FT,

VM-PANORAMA JASHBOARL ACC POLICIES OBJECTS NETWORK DEVICE PANORAMA

) Access Domain Q 1it
+}5 Authentication Profile
2 Authentication Sequence | NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
12] User Identification [ e demo-panorama hong
+% Data Redistribution
& Device Quarantine
Managed Devices
Templates
&= Device Groups
&= Managed Collectors
_. Collector Groups
&) Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
fig scee
B s5H Service Profile
& Log Ingestion Profile
_J_] Log Settings
Cu Server Profiles
&) snmpTrap
) systog
[E, emait
B Hrre

(& RADIUS

i_hscv

ST DUV TIE. Editable parametersin CN-Series deployment yaml files (CN-Series 7 7 1A X >/
~yaml 7 7 A )VOREERRER /ST A—2 ) 2L T ZE W,

STEP 4| Kubernetes ERBETA— M A7 —V V J =i L TV 551X, Enable Horizontal Pod scaling
(Horizontal Pod D A7 —1) 7 2B LTIV,

CN-Series7 7 A 7 04 —)VD 757 RBXUA T L I AAND 13 ©2024 Palo Alto Networks, Inc.
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https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deployment-modes-of-cn-series-firewalls/deploy-the-cn-series-firewall-as-a-service/enable-horizontal-pod-autoscaling-on-the-cn-series
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deployment-modes-of-cn-series-firewalls/deploy-the-cn-series-firewall-as-a-service/enable-horizontal-pod-autoscaling-on-the-cn-series
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STEPS5| CN-NGFW Y —UE X %ZF 74 LE T, ROFIEEFEITLET,

PN K8s
: :| Plugin

Shared k8s Cluster

Kubernetes —E X & LTTF 749 % ¢, CN-NGFW DA VARV AV F 25740 /—R
KT TaATE, 7TV r—avRy RhTI 70w 7id. BREEHITO=DICHI A EEX
CN-NGFW A VARV AU RZRA LT FENET,

Shared k8s Cluster

1. pan-cni-serviceaccount.yaml Z ] L CH—E X 7 AhHDU » bDMERE NIz L BEFEL
I

CN-Series7 7 A 70 4 —)VD 757 RBEXUA VT L I AAD 14 ©2024 Palo Alto Networks, Inc.
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7 I AZRAADOYT—C X 777 2 F OSBRI T IEEN,
2. Kubectl Zf#H L C pan-cni-configmap.yaml 5217 L £97,
kubectl apply -f pan-cni-configmap.yaml
3. kubect! Zffiffl L C pan-cn-ngfw-sve.yaml #2517 L £ 97,
kubectl apply -f pan-cn-ngfw-svc.yaml

T D yaml 1 pan-cni.yaml OFGICT T HA T 2058 NH D 9,

4. Kubectl Z{# i L T pan-cni.yaml 217 L %9,
kubectl apply -f pan-cni.yaml

5. pan-cni-configmap YAML 7 7 1)L & pan-cni YAML 7 7 A VOB HEINT-C L ZHERL
E

6. DrDaxy RzFTL T, HAMUTFOFIDXSICE>T0a T Lzl L %95

Bcloudshell: (w erias-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
-nmgkf Running O 2mlls
-wirkg Running 0 2mlls

-xrc2z Running 0 2mlzs
Bcloudshell: {wm eries-mktplace) 5

STEP6| CN-MGMT StatefulSet #7714 L9,

T T H)VRT, BHYL—dimEEE 2T % SatefulSet L TTF I BAENET, 1D
@D CN-MGMT StatefulSet I K 30D T 7 1 77 4+ —)U CN-NGFW Ry RZfEki TE £ 9,

Loamicoor s g =7 &7 PV ORI CN-MGMT Stateful Set F D7k i R

Ja—L(PV)ZT7T 7041 LEXT,
1 pan-cn-pv-loca.yaml TERIN/z0—H)V R a— L%k E—KTEH T4 L7 M) &
TERL X9

Pl e 200 T—H— /—REIC6DODTF 4 L7 F)ARKRETT, CN-MGMT
StatefulSet #7577 A T 58T —H— /—RlcaZ 4> LT, T4 L7 M) RERK

CN-Series7 7 A7 74 —)VD 7577 RBEXUA VT L I AAND 15 ©2024 Palo Alto Networks, Inc.
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series

CN-Series 7 7 A 777 # —)L% GKEICT 7 HA 9 %

L%9, 7z&Z1E. /mnt/pan-locall 55 /mnt/pan-local6 &5 ZRiDT+ L7 M %
TERR T %Icid, ROaAX Y REFEHLET,

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. pan-cn-pv-local.yaml #2858 L £ 97,

nodeaffinity ® R THRA M —HEH, Eid T spec.local.path ifERRL
T LY P UBEEE N C L ERAL T, 20T 7 A VEFT A LT,
HLWARL—Y 75 X pan-loca-storage £ T — 1)L PV Z/ERR L E 97,

2. pan-cn-mgmt-configmap YAML 7 7 A )L & pan-cn-mgmt YAML 7 7 A )VIZVEBH I N iz C
MR L E T,

EKSH 5 pan-cn-mgmt-configmap 724> ) > 7 L& 9,

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-
config namespace: kube-system data:PAN SERVICE NAME: pan-
mgmt-svc PAN MGMT SECRET: pan-mgmt-secret # Panorama &
& PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE GROUP:
"<panorama-device-group>" PAN TEMPLATE STACK: "<panorama-
template-stack>" PAN CGNAME: "<panorama-collector-
group>" # ctnr mode: "k8s-service", "k8s-ilbservice"
PAN_CTNR_MODE_TYPE: "k8s-service" #QXHTHUVVISTA—& #
Panorama Kubernetes 7574 U THRMENSE T T A 2% & [F Ui
RO LS - [WU Panorama THEEOD T I AREEMT 555,

Ky ROFBHINEAIC/ZD 9 #CLUSTER NAME: "<Cluster name>"
#PAN_PANORAMA IP2: "" # CERT Z{iHd 2SI X 77 b

LEJ, ZNUNDOEEE. pan-mgmt & pan-ngfw D IPsec HIC

PSK Z{#ifl L %9 #IPSEC CERT BYPASS: "" # {HIZ % # jumbo-
frame E— FOHBMRHZA—/N—F 1 RL. ¥ AT LEhRZilifilcE
MU E S #PAN_JUMBO FRAME ENABLED: "true" # GTP ZAZhCL

T MGMT Zif#i L9, seRkiiezHd %Icid, Panorama T& GTP

# ZAEMCTHZRLENDHD F9, #PAN_GTP_ENABLED: ltrue] # &
WREARZAEMCLET, TNHIE MGMT Ry RIIFEWAEY ZE e

L. NGFW R RITIELLFOIREL DA€Y BAETY, #PAN_NGFW _MEMORY =
"6Gi| #PAN NGFW MEMORY = "40Gi] # XU @#i/az7—%/\A-AF XDP Zf
T BICiE, 774V ME AF_PACKETV2 T9, Zhiucldh—3xILDPR—hk
MRAEET I, #PAN DATA MODE: "X{HA" #HPA params #PAN CLOUD:"EKS"
#PAN_NAMESPACE EKS:"EKSNamespace" #PUSH INTERVAL:"15" #AWS
cloudwatch IZ A MU 7 AZ23(79 % k&

pan-cn-mgmt.yaml DY > 7" )L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

CN-Series7 7 A 7 I+ —)LD 757 RELXUCA Y TL I ZAAD 16 ©2024 Palo Alto Networks, Inc.
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3. Kubectl ZFEHA LT yaml 7 7 AV EFITLET,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml
pan-mgmt-serviceaccount.yaml (&, 7 7 A X —glik OV —E A7 77 > b Ok LA
I T L TWIERWIGEICORFITT 08N H D £,
4 ROAXY RZEFFTLT, CN-MGMT R REH LT3 T LR L E T,
kubectl get pods -1 app = pan-mgmt -n kube-system
Zhicik, 5~60MMHET,

STEP7| CN-NGFW Kw RZEF7 a1 L %9,

1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW ICFHEENTWV2E K5I YAML 7 7
AIWHEBEINTT 2R LTI,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply Zf# ] L C pan-cn-ngfw-configmap.yaml #3217 L £3
kubectl apply -f pan-cn-ngfw-configmap.yaml

3. Kubectl apply ] L C pan-cn-ngfw.yaml #3517 L £ 3
kubectl apply -f pan-cn-ngfw.yaml

4. CN-NGFW Ry FWF7mA i Lzl L £,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

CN-Series7 7 A 7 I+ —)VD 7577 REBEX AT L I AND 17 ©2024 Palo Alto Networks, Inc.
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CN-Series 7 7 A 7 U 4+ —)V7% GKEICT 71019 %

STEP 8| D TFNE%F4T L T, Horizontal podDA— kA —V V7 %=AHLET,

1 CN-Series VTG AZ—IC AR AN w7 22077 RIAN— TR T 2—le5 70
ALET, VIARX—$IEK8T—7 Ly M@ U TIRET 208 NH D X7,
2. GKEI[&EH D HPA yaml 7 7 1 JL7 Palo Alto Networks GitHub U AR R U b &2 v a—
FLET,
3. CN-MGMT B H A X LERITZEMIC T 70 A ENTOVBELEIE. A Z LARTZE M Z2
F LT pan-cn-adapater.yaml ZHH L X3, 7 74V s DHHTZEMIE kube-system T3,
4. GKE-specificd pan-cn-mgmt-configmap.yaml ¢ HPA /35 XA — R ZH# LE T,
#PAN_CLOUD: "GKE"
#HPA_NAME: [<name>] #*—LAXR—ACT&, kI 7FhZ&IC hpa VY
V) — A%kl B Te H DEG LR
#PUSH_INTERVAL: [15] #Stackdriver I X b VU %7 X&5419 % 7= ORI
b
5. _[EED pan-cn-mgmt-configmap.yaml 7 7 1 )L CHHT & 7z HPA_NAMETpan-cn-
hpa-dp.yaml & pan-cn-hpa-mp.yaml ZZ58 L (nameli&E Z2#12). FUH—9 5
HPA ICEDWTA M w 2B L £,
L L7V o/ N e i KREz A1 L %S,
2. ([T A —)V R U RZEHL, 7704 XY MCEDE THEME AT —)L7 v
TLET, INLDEZEFELEWVGEEIE. 7740 MEMERH SN T,
B ((TE) Ar—V 2 JIHHTZEA NI v VDO LEWEZEELE YT, TNHDMHE
ZEBLBEWEGEAIX, 774V MEDMEH S NE T,
A o RFELE T,
6. HPAyaml 7 7 A )V 7704 LES, 77V, LLRICHAT 3IEF T 7oA
ZRNENH D £
1. Kubectl Zf#iff] L C pan-cn-adapter.yaml #5117 LE 9
kubectl apply -f pan-cn-adapter.yaml
2. Kubectl Zfif] L C pan-cn-croleyaml Z#3f7L 9
kubectl apply -f pan-cn-crole.yaml
3. Kubectl Z ] L C pan-cn-hpa-dp.yaml #3217 L %9
kubectl apply -f pan-cn-hpa-dp.yaml
4. Kubectl Z{# ] L T pan-cn-hpa-mp.yaml #3247 L %3
kubectl apply -f pan-cn-hpa-mp.yaml
1 FTUARY MR LTS
CN-Series7 7 A 7 04 —)VD 757 RBXUA T L I AAND 18 ©2024 Palo Alto Networks, Inc.
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CN-Series 7 7 A 7 U 4+ —)V7% GKEICT 71019 %

* kubectl ZEHL T, BAXL A MY T AHFZEBNDAAZL AR v T TH
THE =Ky 2R L XTI,

kubectl get pods -n custom-metrics
* kubectl ZfEF LT, HPA UV —AZHERL £,
kubectl get hpa -n kube-system
kubectl describe hpa <hpa-name> -n kube-system
FEHIC DWW TIE.  TEnable Horizontal Pod Autoscaling on the CN-Series (CN-Series TDK K v
FHEIAT—1U 7 Oa%k)] Z2RUTITEE N,
STEP 9| Kubernetes 7 5 X % |0 CN-MGMT, CN-NGFW, 35X U PAN-CNI WERENTWB T &
ZhER L £ 9,
kubectl -n kube-system get pods
STEPL0[ i LWRY RDED ST 4w IR T 7 AT I+ — UV XA LT RENB KT TV
r—33 Y yaml K723 ARTZERICERZ T £ 95
MEDTDIC N T T 4w 7% CN-NGFW ICU XA L7 b9 3I1IciE, LFDY /57— a vk
BINT 508 NH D FT !
annotations : paloaltonetworks.com/firewall : pan-fw

e 21, Tdefault] #ARTZERIOTXTOHFH LINARY FOBGE :

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

DT Ty 8T+ —LTE ONI 757 A Y F 2 —YNT pan-cni BT 7 T 4
TITR> TOWIRWIRRET T U r— 3 > Ky RABIET 2 alREMDH O £
T, TOEIHRVFVAREERT ZIE, 7TV r—2 3Ky RYAMLICZ C
WIRT KDICRY a—LZIEETHHENH D LT,

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:7 <L 7 kU

STEPILI S AR TT TV —va vz 7 7uA LET,

CN-Series7 7 A 774 —IVD 759 RBXUA YT L I AAD 19 ©2024 Palo Alto Networks, Inc.
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CN-Series 7 7 1 777 4+ —)U 7% GKE IC DaemonSet & L
TTr7aA9%

ECTHHTEEIH? [ DVAEET I 0?2
* CN-Series¥7HA Xk » CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1LxLAf#D/N— 3 >
ZFIATL TS

* Helm 3.6 or above version clientHelm7# {ii FH
L7ZCNYY—XDF7aA X

CN-Series 7 7 A 77+ —)L7% GKE 75 F 74+ —/IC Daemonset & L CT 7 A9 %I1ld. X
DFNEZFITLE T,

CN-Series7 7 A7 74 —)VD 7577 RBEXUA VT L I AAND 20 ©2024 Palo Alto Networks, Inc.
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STEP 1| Kubernetes 7 5 A X%ty b 7w 7T LET,
GKETZY T AZZERT BIcid. RDXHICLET,

L yer—rvaryA=Za—%227Yv 7L, Kubernetesenginelc BEI L THh5H, 7T A X—7x
HEIRLE I,

= Google Cloud Platform 2= gcppavmqa v

A Home >
PINNED

& Biling

O 1AM & Admin >
APL  APIs & Services >
Y Marketplace

{5} Compute Engine >
2 Cloud Storage >
1 vecnework >
)»  Cloud Run

€ saL

@  Kubemetes Engine >
@ BigQuery >

ALLPRODUCTS v

2. fEZ 7 ) v 7 LET,
3 {427 I AXE—FEL LT GKEHE Z#IRL., &EZV/ Vv I LET,

«c>cqo e Lo 4
i Appr Q) Palo Ao Networke.. @ x @ . & o “ S % 20210721 Mestin.. 3¢ Dashbosrd - Confu.. [B] AEM STAGING »

Create cluster

‘Select the cluster mode that you want to use.

GKE Standard

Learn more

GKE Autopilot

configuration required. Lear more

CANCEL

4 Zui. N—=TVa v, Bt =R TRy MR ED U T AZDOERNHE AL, ERZ
70w 7 LET,

CN-Series7 7 A 77— VD7 57 RBEXUA Y T L I AAND 21 ©2024 Palo Alto Networks, Inc.
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= Google Cloud Platform & geppavmga « Q_  Search products and
& Create a Kubernetes cluster EI ADDNODEFOOL [ REMOVE NODE FOOL
® Cluster basics I Cluster basics
NODEPOOLS The new cluster will be created with the name, version, and in the location you specify
here. After the cluster is created, name and location can't be changed
®  default-pool v
CLUSTER

To experiment with an affordable cluster, try My first cluster in the Cluster

i t-up guid
®  Automation set-up guides

Name
Networkin
o 9 cluster-1 ]
Some form fields are incorrect
®  Security Locatien type
@ zonal
® Metadata O Regional
® Features Zone
us-centrall-¢ - @

[[] specify default node locations @

Current default: us-centrall-c

Control plane version

Choose a release channel for automatic management of your cluster's Version and upgrade
cadence. Choose a static version for more direct management of your cluster's version. Learn
more.

O static version

@® Release channel

Release channel

Regular channel (default) -
Version
1.20.10-gke.301 (default) -

75 AR GKE FICIEET 385813, Kubernetes v k7 —7% KU > — APl 7%
GBI UT, 7T AXEMENHBIGEE RGN Y REfRETE 5 L Z2iaE
LTL7EE Y, TDAPIIE, CN-NGFW R K& CN-MGMT R RAEET % 72
DI TT,

& Create a Kubernetes cluster

CPU platform and GPU

Auto-upgrade: Gn & Create 2 Kubermetes cluster

Mcre options

=+ Add node pool

Enable Cloud Run for Anthos

¥ Availability, nafworking, security, and additional features
Py P —— s

JIGARD) Y —ADEYI THS T L RMERLET, VIREZNT 7 A7 74— )Lz R—
N9 %728D CN-Series ¥ AT LB 2R > TW0WA L 2R LE T,

kubectl get nodes

kubectl describe node <node-name>

CN-Series7 7 A 77+ —IVD 757 RBXUA YT I AAD 22 ©2024 Palo Alto Networks, Inc.
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ax Y FHADIARIAE LD MCH B EHZRRL T, f5E LI/ — F T ATREZ CPU
EXEY —ZMERRLE T,

CPU, XEBY, BXUT A AT ARL—YDEDYTEI=—RICE>THEEDET, [CN
)= 2A0OINT =R VAL AT =T8T ¢ | BHRLUTL I,

PUR OGN D % T L2 iEi8 LT TIEE W,

Panorama - C APl —/N—%t v b7 v 5 57280DT Y RRA VM IPT RLUAZIE
LEY,

Cluster Definition @

Type | Native-Kubernetes

Label Selector Label Filter Custom Certificate

Oitems )5 X

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

Validate n Cance

Panoramal¥. COIP7 KL A% L C. Kubernetes 7 5 A Rkt LE 9,

FHCDWTIX, VIOARREZRY) VT 51280 Kubernetes 75 7 A > DiRER 8B
-

T TL—hk AR v %, TINA R T)I—T4%4, PanoramalP 7 RL A, BXUF T3
Y C Panoramah 6y ALV X F)—T4EIELET,
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements/cn-series-performance-and-scalability
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series

CN-Series 7 7 A4 7 U 4+ —)L7%& GKEICT 7 A9 %

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Com nunication

n Coneel

FHICOWTIE. Bl TNRA AT —T T T —k A%y 7O ESBB LT IEE
A%

o HiFa— REHBEEED PINID AR INELF T,

s A RA—UBRYO—RLEaVTF A A=Y VRY M) OB,

STEP 2| ({T5%) Panorama® Kubernetes 7°Z 7' A > TH AR LiFHEZRE LA, Roax
Y RZFTUCRERE Y — 7 Ly F 2R T 208N H D £d, 77 AI)VH%Z cact D
ZHELIENWTLIEEY, pan-en-mgmt.yaml 3 X U pan-cn-ngfw.yaml 0 77 A & LEFEHE DR
Va—LigA 7> a>Td,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt

STEP3| YAML 77 A )V EHHHEL T, CN-Series 7 7 A 77 4 —)L7e T 704§ % 1z DI HE
R ALET,
JEZNBH Google Container L' A kU ANDISAZ &Y, E5I8T A—REH MBI
. YAML 7 7 AI)VADA A= INAEEMZ 208 H D £9, M. [CN-Series
AED yaml 7 7 A )V THEERRER /ST A—% ] BB L TLZE W,
STEP 4| CNI DaemonSet #7704 L9,

CNI 27 Fi&. DaemonSet (/ — RH7=0 1DDRy Ry LTF asEn, /—FR Eic
TFTIaAENTET TV =3I 2D DDA VR —T x— A% CN-NGFW ;R K |

CN-Series7 7 A 7 I+ — VD757 RBEXUCA YT L I ZAAD 24 ©2024 Palo Alto Networks, Inc.
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files

CN-Series 7 7 A4 7 U 4+ —)L7%& GKEICT 7 A9 %

IAERR L F 97, kubectl I~ RZMEH LT pan-cni YAML 7 7 A V&9 % L. ZTNHH
/—FLEDOY—ERX Fr—VIHRATNE T,

1. CN-Series 7 7 A4 77 4 —)UIcid. Kubernetes 75 A X V)YV —X @539 % T &&FF]
TERIMEBRZ A 72 3 DDV —ERX 7YY FRRETT, CNU— 275 A4
A= 27 1 R 7 ERL U, pan-cni-serviceaccount.yaml &2 {# ] L CH—E A7 7
T N AER LT C & ZTRE T A ENDH D 9,

2. Kubectl Zffiff] L C pan-cni-configmap.yaml #5217 L £ 97,
kubectl apply -f pan-cni-configmap.yaml

3. Kubectl Z{#H LT pan-cni.yaml Z#3f7L £,
kubectl apply -f pan-cni.yaml

4. pan-cni-configmap YAML 7 7 )L & pan-cni YAML 7 7 A )VIDVEB I NI L iR L
ES 0

S. DIFDaxy FzFiTLT, HAMNUTORIDXSICE>TWE T EZERLE T,

Bcloudshell: (v eries-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
-nmgkf Running 0 2mlils
—wj kg Running O

-xrc2z Running 0
Bcloudshell: (wm arias-mktplace) 5
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STEP5| CN-MGMT StatefulSet #7711 LE 9,

T 7 A)VRT, EHT L —dmbEENE 2T % StatefulSet L TTF B/ ENET, 1D
@D CN-MGMT StatefulSet I A 30D T 741 777 +—)U CN-NGFW R RZ#HETEE T,

1. pan-cn-mgmt-configmap YAML 7 7 1 JL & pan-cn-mgmt YAML 7 7 A )VIVEH I N iz T
MR L E T,

CN-Series7 7 A 7 T4 —)VDT 57 RBXUA VT L I AAND 26 ©2024 Palo Alto Networks, Inc.
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pan-cn-mgmt-configmap D> 7))L

name: pan-mgmt-config

metadata:

namespace: kube-system

data:

PAN SERVICE NAME: pan-mgmt-svc
PAN_ MGMT_SECRET : pan-mgmt-secret
# Panorama DRZE

PAN PANORAMA IP: "x.y.z.a"

PAN DEVICE GROUP: "dg-1"

PAN TEMPLATE STACK: "temp-stack-1"
PAN_CGNAME: "CG-GKE"
WVATIRXTRVINT A—2

#Panorama Kubernetes 774V THMENE VI AZL LR CAHICT ST
EaHESE, [T Panorama TEID Y I ARXEERT LG5, Ry ROFHNE
HICIEDET

#CLUSTER NAME: "<Cluster name>"

#PAN PANORAMA IP2: ""

#Pan-mgmt & pan-ngfw DORT IPSec @ PSK Zffif LixWiGE
&, CERT ZfiHT B ESICaAY 7T NLET

#IPSEC CERT BYPASS: ""
#HEFAETY

#v VART L —LE— ROHEKRHEZA—/N—F 4 R L. VAT L2 THEHINIC
£%){t#PAN_JUMBO FRAME ENABLED : "true"

L HGTPAANC LT MGMT SRy BAEBEG L R s AR S
) HE"EST o

CN-Series7 7 1 7 "7 §iw5’>aﬂﬂra'%% u@%’"? Q'EP/\/@EQME#M\E ©2024 Palo Alto Networks, Inc.
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2.

3.

pan-cn-mgmt.yaml D> 7))L

initContainers:
- name: pan-mgmt-init
image: <your-private-registry-image-path>
containers: - name: pan-mgmt
image: <your-private-registry-image-path>

terminationMessagePolicy:FallbackToLogsOnError

Kubectl Z{#H L C yaml 7 7 A )V EFITLET,

kubectl apply -f pan-cn-mgmt-configmap.yaml

kubectl apply -f pan-cn-mgmt-secret.yaml

kubectl apply -f pan-cn-mgmt.yaml
pan-mgmt-serviceaccount.yamlld, 77 A% —ilakHOT— 1 A7 717 > - Ol Zz LA
IK5E T L TCWIRWERICOAIATT 208N H D X9,

CN-MGMT R FAEH L TW5 T & 2R L X9,

ZhicldE. 5~60hhb KT,

kubectl get pods -1 app=pan-mgmt -n kube-system Z{#ifi L %3,
NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1

Running 0 27hpan-mgmt-sts-1 1/1 Running 0 27h

CN-Series7 7 A 7 04 —)VD 757 RBXUA T L I AAND 28 ©2024 Palo Alto Networks, Inc.
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CN-Series 7 7 4 77U 4 —)L7% GKEIC T 7019 %

STEP6| CN-NGFW K» RZ2F7 a1 L%Ed,

TIFIWET, 7747 74—V 7—X T L —2 CN-NGFW K K& DaemonSet & L TT
TaAENET, CN-NFGW Ky RDOA VAZVRAIZ, 1D/ — R ETRKA3I0HDOT Y
r—2a Y Ry RO T4 I RRHET B ENTEET,
1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW IR E N TV A XS YAML 7 7
AIWEEINT-C L RHERLET,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply %Zf#i ] L "C pan-cn-ngfw-configmap.yaml #3217 L £9°,
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. Kubectl apply Zf# ] L T pan-cn-ngfw.yaml #3217 L £3,
kubectl apply -f pan-cn-ngfw.yaml
4 FXTODCN-NGFW Ry R (FFTAZHND /—RHizD 1DFTD) BERIFLTVBT &
R L E T,
TN, 4/ —F AT VLIX I A 25D IRITT,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>
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STEP 7| Kubernetes 77 A% 0 CN-MGMT. CN-NGFW. B XU PAN-CNI B RENTWVW3B T &

2R L £,

kubectl -n kube-system

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571m
27hpan-cni-h571lm
27hpan-cni-j62rk

27hpan-cni-1lmxdz

© ©O O O O O O 0o o o ©

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running
27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

27hpan-ngfw-ds-qsrmé 1/1 Running

0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

STEPS| HLWKY RhBD ST v I T 7 AT I+ —)UICU XA LT bENEZ X STV

r— g Y yaml F 3 ETZERNCRZ T £ 9,

BMEDZDIC T T 4w 77% CN-NGFW ICU ZA L7 b T 3Iid, UFDY /) T—va ik
BINT 20EAHD £ ¢

annotations : paloaltonetworks.com/firewall : pan-fw

e 2, Tdefault] #ARTZERIOTXTOHFH LINARY FOBGE :

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

—EBDTZw b TA—=LTE, CNI 554> F 2 —>2WNT pan-cni D7 77«
T IE> TOVIRWIREET T T U — 3 > Ry RABAET 2 A[EEMENH O F
T TOEI T FVUARERMT SICIE, 7SV r—y 3Ry RYAMLICZ C

IR KDIERY 2 — LERET HRENDHD 9,

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:7 <L 7 KV

CN-Series7 7 A7 T+ —)VD 75T RBXUA YT L I AAND
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STEPO ZS 2R TT TV r—yaveTr7uALEd,

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND 31 ©2024 Palo Alto Networks, Inc.
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TECHDOCS

CN-Series 7 7 1 77 +—)U 7% OKE
7T 7uA149 %

ECTHHTEERITN? [DNEET I 0?2
* CN-Series™7HA X2k * CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1.xLABED/N— 5
ZFATLT0S

* Helm 3.6 or above version clientHelm7 {ii i
LIZCNYV Y —ZXDF 7 aA XY M

Oracle Kubernetes Engine (OKE) &, kubernetes 7 5 A& 7% 5 04 T&% OCl y—E X T
9 CN-Series 7 7 1 777 #+—)L 7% Daemonset X 7213 Kubernetes—E A & LT OKE 7 7 A ZIC
TITaATERXIICHEDE L,

CNIU—X BT T Tuay 7 ECNT Y —X T 747 %4 —)UIC K %KubernetesD 24
IREREND T — 7 7 —OWEZ#E LI b, M7 I AXNOaYTF»>ar 7+ Lo
J—2710— R ZATARIER S ROANT AR == VD T T 1w I 2 REST 570
DOKET' T b 7+ —LIZBIFBCN-Series7 7 A 7 I 4+ —)VDT T A DNSUEDHZ T ENTE
95

Kubernetes 7 5 A%, 77V r—vay, BXUT7AT7I+—)VI—CR%ZTT
O+ UCTEHT S72DICE. kubectl 5° Helm 7% & DFERED Kubernetes Y — )L A
T3,
FEiC OV TIE. THemF v — bk &7 T L— b RMH L7z CN-Series” 7 1 77
o —)LOT A ] #BILUTLEE, Panoramald. Kubernetes 75 A X DT
TaARY FEEBHHOA = AL —2—=I1lEE EICERF TN TVERTA,
7S AREHHOT VL — FHY 32— R Kubernetes 7 /31 Zp SEENT
W& 9, Palo Alto Networks (&, Helm 35K U Terraform C CN-Series 27 7019 %
7eHDAI 2 =T 4 R—brDTF VT L—bEEHLTVET,

* CN-Series 77 A 774+ —)U7% OKEIC Kubernetes U —E X & LT 7 aA9%
* CN-Series 7747 74 —)L7% OKEIC DaemonSet & L CT7 /219 %
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https://docs.oracle.com/en-us/iaas/Content/ContEng/Concepts/contengoverview.htm
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/cn-series-core-building-blocks
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CN-Series 7 7 A 7 U 4+ —)L7&x OKEICT 7 A49 %

CN-Series 72 DaemonSet & L CD CN-Series 5P —E A & LT CN-Series, /¢
3 ZDOMICKATS %H0IC. plugin-serviceaccount.yaml 7 HIkR L CHEEM S
ZRNENDH D X T, FHIC OV, 7 T AXRHY— AT o > FOfE
W) 2B L TLIEE N,

* CN-Series# DaemonSet £ LC OKE Ic 7 70+ 3 %34, pan-plugin-
cluster-mode-secret WMFEL TV TIEWITFEH A,

* CN-Series & Kubernetes ' —Y 2 & LT OKEICT 11 3 %55, pan-
plugin-cluster-mode-secret WMFES 2ENH D 7,
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CN-Series 7 7 1 777 4+ —)L 7% OKE I Kubernetes t—
AL LTCTF7u~L95%

ECTHHTEEIH? [ DVAEET I 0?2
* CN-Series¥7HA Xk » CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1LxLAf#D/N— 3 >
ZFIATL TS

* Helm 3.6 or above version clientHelm7# {ii FH
L7ZCNYY—XDF7aA X

LIROFIEZFEITL T, CN-Series 7 7 A 77 4 —)L7% OKE 75 v b 7 #—LIC Kubernetes ¥—

v LT/ aALET,
Oracle Linux 8.5 0SiZ. OKE I CN-Series 7 7 A 7+ — )V T A 3 % =z DHE
_.%}giémfzﬁﬁi‘%?@_o
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STEP 1| Kubernetes 7 5 A X%ty v 7 v 7T LET,
OKE TV I AREVERRT I, ROXSICEMLET,
1. Oracle Cloud Infrastructure lIc 2% 1 > L 9%

\CLE" Cloud Infrastructure

&

Signing in to cloud tenant:

Change tenant

Sign in with your Oracle Cloud Infrastructure credentials

USER MAME

PASSWORD

Forgot password?

2. F¥H—v g A= a—%%71 w7 L. Under Solutionsand PlatformiCF#) L
C. Developer Servicesz 7 U v 7 L%,

3. KubernetesClustersz 7 J w7 L% 9,
4 AI)S—F AV IEEIRL, VIAZDERE 7D v 7 LET,
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ACLE Cloud O\ US West (Phoenix) &

rs Clusters in Tutorial2 Compartment

rs Clusters Requirements: Preparing for Container Engine for Kubernetes
: Show more information
Create Cluster

pe

Name Status Node Pools VCN Version Cre
ENT
2 o Mo clusters exist. Create one to get started.
ootj Tutorials
e and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or if

S. [T ARREIEK] XA 70T Ry 7 AICT, WARLERZZ7 )Yy 7L, T—7 70—
Zitddhe 7V v 7 LEI,

6. CreateCluster X—IC. 7T XX LZFOMDFEM~E ATILET,
7. JXAN\ZEZY YT LT, HILWT S ARITDONT AN Uil E R L £ 9,
8. R X—IC. CreateCluserz 7V w7 LEd,
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RACL € Cloud

US West (Phoenix) » 1::

r Creation

> Cluster

W

Resources to be created

Basic Information

Cluster Name: clusteri

Compartment: Tutorial2

Version: v1.18.10

Network

Compartment: Tutorial2 MNetwork Security Groups: Mot Enabled

VCN oke-ven-guick- Kubernetes API Private Auto

Name: cluster1-4baf5720a Endpoint: Assigned
Kubernetes APl Public Auto
Endpoint: Assigned

Kubernetes CIDR Block: 10.95.0.0/16

Create Cluster Cancel

and Privacy  Cookie Preferences

Copyright © 2019, Oracle and/or its

L 52T 7 A7 T4 —=)V7EYR— KT % 72DDCN-Seriesiiifii &) V— AN H %

C L RMERT HZHENDHD T,
kubectl get nodes
kubectl describe node <node-name>

ax Yy NEHDOIER]RHELO FCH 5 EHRZERRLU T, fEE LK/ — R CHHAEEA
CPU &£ XEY —Z#RLET,

CPU., X BV, BXUTA AT APL—YDEOYTREI=—RICXk->THRED F
T CNV U —ZDINT H— VAL A —1) V7B LUTLITEEN,

DUR OGN D % T L 2iEi8 LT TEE W,
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CN-Series 7 7 A7 74 —)V7% OKEICT 72 A49 %

PanoramalC APl Y —/\—%RET SO RRAVMIPT RLAZIELZE
ED

Cluster Definition

®

Description
APl server address | 10.2.
Type | Native-Kubernetes

Credentials

Label Selector Label Filter Custom Certificate

Qitems 9 o

LABEL SELECTOR
TAG PREFIX

NAMESPACE FILTER

APPLY ON

Validate

“ Cancel

Panoramald. CTDOIP7 KL AZ{iH L T, Kubernetes 7 7 A ZICHi LE T,

TUTL—RZAR Y T%. TINA A T)N—T%., PanoramalP 7 RL A, BXUGAT
vayvoeuay arLrxg)—7%%Panoramah SINE L £ 9,
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General Monitoring Device Log Forwarding Collector Log Forwarding Log Ingestion

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communication

“ Concel

FHICODWTIE, Bl TNNA AN —T T T L— A%y 7 OVER RSB LT
&,

o HHFa— REHBEEED PINID & A INE L F 9,

* A A=V EA—RULEaAVTF A A=V URY MO REHAELET,

STEP 2| ({T5%) Panorama® Kubernetes 75 7' A > TH AR LiFHEZRE L2568, Roax
Y RZITUCERE Y — 7 Ly F2IERT 208N H D £9, 77 V% cact B %
BHLEWTLZE W, pan-cn-mgmt-dynamic-pv.yaml 33 & U pan-cn-ngfw.yaml D71 A Z LGl
HEDOR) 2—LZA 7> a > TY,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated

CN-Series 7 7 4 77 4 —)L7% OKEIC T 7019 %

STEP3| YAML 77 A )V LT, CN-Series 7 7 A 7 7+ —)L T T A T % - DI B2

2Rt AL &Y,

apiVersion: vl
kind: ConfigMap

metadata:

name: pan-mgmt-config
kube-system

namespace:

data:
PAN OPERATION MODE:

PAN SERVICE NAME:

# Panorama settings

PAN PANORAMA IP:

PAN PANORAMA AUTH KEY:

PAN DEVICE GROUP:
PAN TEMPLATE:

"daemonset"
"pan-mgmt"

2 T S

"dev-dg"

"k8s-stack"

meters
Erp=cgltt

DUROBICRT LS. YAML 7 7 A4 )L@D PAN_PANORAMA IP/ST A — X DAEA I
DPanoramalP7” KL A& —H L T3 T L ZMERT 208 NH O F 7,

]

FD vm-paNORAMA

C A Not Securef 35.196.181.54/#panorama::dev-dg::panoramajtemplates

PANORAMA

Q

) Access Domain
=k, Authentication Profile
%) Authentication Sequence
IE] User Identification
&2 Data Redistribution
3 Device Quarantine
Managed Devices
Templates
s Device Groups
1 Managed Collectors
y Collector Groups
&) Certificate Management
5 certificates
& Certificate Profile
SSL/TLS Service Profile
A SCEP
I8 s5H service Profile
&= Log Ingestion Profile
L3 Log Settings
9 server Profiles
(3 sump Trap
&) systog
(R, Email
[ HrTe
(% RaDIUS

[y scp

o

DESCRIPTION TYPE

template

template-stack

I

STACK

K8S-Network-Setup

DEVICES

VARIABLES

2 items

DEVICE KEY-VALUE TA

No Devices in the stack

LIRORICRE & 512, YAML 7 7 L0 PAN_DEVICE GROUP & PAN TEMPLATE 0735
A — 2l Panorama CIERK LTz T /NA AT —T 7T L —h A& w7 DO%H L — L
TWBCZ e xERT 20ENHD £,
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CN-Series 7 7 A 77D 4 —)V7% OKEICT 719 %

<« C A NotSecure | 35.196.181.64/#panorama::dev-dg::panoramaj/device-groups aQa &% Q [

VM-PANORAMA DASHBOARL ACC MONIT( POL OBJECTS DEVICE PANORAMA

) Access Domain Q

2items
= Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE  SYSTEM TEMPLAT
2] User Identification
0 st
2 Data Redistribution I :
Device Quarantine [ dev-dg kBs-stack

Managed Devices
: Templates {'J
" Device Groups
] Managed Collectors
k=) Collector Groups
&) Certificate Management
B Certificates
B Certificate Profile
1 SSL/TLS Service Profile
g scep
4 s5H service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:U Server Profiles
&) SNMP Trap
&) syslog
(& Email
[ HTTP
[# RraDIUS

EDSCP

PAN_PANORAMA CG_NAME D/3F A—Z{EM, fEL7ca/aLl v 2—%LRILCTHAB T L
2R BEN DD FT,

#D vm-panorAMA ASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE || PANORAMA

) Access Domain Q
& Authentication Profile
E susthentication Sequence | NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
User Identification [ e demo-panorama hong
+% Data Redistribution
& Device Quarantine
Managed Devices
Templates
; Device Groups
&= Managed Collectors
‘_-_-. Collector Groups
&) Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
fig scee
B s5H Service Profile
& Log Ingestion Profile
__] Log Settings
:U' Server Profiles
&) snmpTrap
) systog
[E, emait
B Hrre
# RADIUS

i_hscv

ST DUV TIE. Editable parametersin CN-Series deployment yaml files (CN-Series 7 7 1A X >/
L yaml 7 7 A )VORRHENREZ /ST A—2 =) 2B L TR TV,
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https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
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STEP4| CN-NGFW Y —EZX%ZF7aA L ¥, XOFIEZFITLET,

e

Shared k8s Cluster

Kubernetes U —E AL LTCTF7a A9 % &, CN-NGFW DA VARV AtdFa) T4 /—

RicrF7/aATc&, 770 5—=rary Ry R 7 0w 73, BEEEHDZHICH]HATEE
7% CN-NGFW A VARV AU BA L7 FENFET,

CN-Series 7 7 A 7 4 —)V7% Kubernetes ' —E A L L C OKEICT 7019 %
&, pan-cn-k8s-service %A T« T T A IV E—D yam T 7 A VR TEE T,

=
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https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0/pan-cn-k8s-service/native

CN-Series 7 7 A7 74 —)V7% OKEICT /2 A9 %

A

!
/

)

App Node

N
@
App Node

Shared k8s Cluster

1. pan-cni-serviceaccount.yaml Z il L CH—E X 7 hHDU » b DMERE NIz L 2R L
S

7S ARGRAADY—C X 7 /17 2 F OVERZESBIRL T TEE W,
2. Kubectl Zfff] L C pan-cni-configmap.yaml #5217 L £ 97,
kubectl apply -f pan-cni-configmap.yaml
3. kubectl Zf#H L C pan-cn-ngfw-sve.yaml #3247 L 9,
kubectl apply -f pan-cn-ngfw-svc.yaml

T D yaml & pan-cni.yam DOFICT 7 0A T 5088 NH D F9,

4. Kubectl Z{#H LT pan-cni.yaml #3457 L %9,
kubectl apply -f pan-cni.yaml

. pan-cni-configmap YAML 7 7 1)L & pan-cni YAML 7 7 A VBB I N/ L &R L
SIS

6. DIFoaxy Rzl T, MM TOFIDESICE>Tn3 T L 2R L £,

Ecloudshell: (v arias-mktplace) 5 kubectl get pods -n kube-system | grep pan-cni
1] 2 =

{w eries-mktplace)$
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STEP5| CN-MGMT StatefulSet #7711 LE 9,

T 7 A)VRT, EHT L —dmbEENE 2T % StatefulSet L TTF B/ ENET, 1D
@D CN-MGMT StatefulSet I A 30D T 741 777 +—)U CN-NGFW R RZ#HETEE T,

1. pan-cn-mgmt-configmap YAML 7 7 1 JL & pan-cn-mgmt YAML 7 7 A )VIVEH I N iz T
R L E 9,

OKE H5 pan-cn-mgmt-configmap 4> 7' > 7 L £ 9,

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-config
namespace: kube-system data:PAN SERVICE NAME: pan-mgmt-svc
PAN MGMT SECRET: pan-mgmt-secret # /8./ 5 <i%&E PAN PANORAMA IP:

"<panorama-IP>"PAN DEVICE GROUP:"<panorama-device-group>"

PAN TEMPLATE STACK: "<panorama-template-stack>" PAN CGNAME:

"<panorama-collector-group>" PAN CTNR MODE TYPE: "k8s-
service" #XEHTIZRVVST A—%— # Panorama Kubernetes 75
TJAVTREENE 7T A2 — %&HL%%MT%@&%B@@L??-I@

U Panorama THEED I T AX—=EMT 56, Ry Rz2HEICEKH] T
& X9 #CLUSTER NAME: "<Cluster name>" #PAN PANORAMA IP2:

"" # CERT ZfHI255EaAY s 7Y MLET, ZNLSOE
&, pan-mgmt & pan-ngfw DORT IPSec @ PSK ZfHLXd
#IPSEC_CERT BYPASS: "" # fHIIREHOFEA # Vv K TJL—L £—
ROBHEMEZA—N—F 14 R L, VAT LR THHEIINCEMCLET #

PAN JUMBO FRAME ENABLED: "true" # GTP ZA#hc LT MGMT HRv FZ
PR L £, e/ AERFEIT %1CiZ. Panorama T& GTP # ZAEMNCT Su6
HNH D E£J, #PAN GTP _ENABLED: truel # BWKERERBREZAMCLE T,
IN5IciE. MGMT Ry FHICKED AEY HDRETH O, NGFW Ry RHICLLR
THREINTVS # LLOXEUYDNRETY, # JATLEHORF2 AV
ZHHLT, BATY 7077 A )NVTHR—FENTB # YR—FETN T3

NGFW CPU DiKY A A7zl LT 72X\, #PAN NGFW MEMORY:"6.5Gi"

#PAN_ NGFW MEMORY:"48Gi" #PAN NGFW | MEMORY - "56G1"

pan-cn-mgmt-dynamic-pv.yaml D> 7))L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path> command: ["/usr/bin/pan_start.sh"]
imagePullPolicy:Always

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError
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2.

3.

Kubectl Z{#H L C yaml 7 7 A )V EFITLET,

kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt-dynamic-pv.yaml

pan-mgmt-serviceaccount.yaml (&, 7 7 A X —glik OV —E A7 77 > b Ok LA
IK5E T LTV ERWERICDOARIATT 08N H D X9,

RDOAR Y REFITLT, CN-MGMT Ry ROEEILTWAZ & 2R L 9,
kubectl get pods -1 app = pan-mgmt -n kube-system

ZhUCiE. 5~6700MD T,

STEP6| CN-NGFW :Rw REF70+4 LET,

1

2.

3.

4.

PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW ICFEREN TV S K S YAML 7 7
AIWHEBEINTT 2R LTI,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

Kubectl apply % {# ] L T pan-cn-ngfw-configmap.yaml %527 L £9°,
kubectl apply -f pan-cn-ngfw-configmap.yaml

Kubectl apply 7% {# ] L C pan-cn-ngfw.yaml 7237 L £ 9%

kubectl apply -f pan-cn-ngfw.yaml

CN-NGFW Ry R T 7 a1 ENi L 2R L £95

kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

STEP 7| Kubernetes 7 7 A% 0 CN-MGMT. CN-NGFW., # XU PAN-CNI BAFERENTNB T &
R L E T,

kubectl -n kube-system get pods
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STEP8| HLWERY RSO NI T4 IR T 7 AT I+ —IUIV XA LT v ENBE LT TV
r— g 2 yaml L3 BETZERNCHFRZ I £ 95

BEDDICR T T 4w 7% CN-NGFW ICV XA L7 b3k, U7 /57— 307k
BINT 20EPH D FT -

annotations : paloaltonetworks.com/firewall : pan-fw
fee 23, Tdefault] #AHTZEREIOTXTOF LR Y FOEH !

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

—HDT Y b TF—LTiE. CNI 757142 Fx—>2ANT pan-cni W7 77+
T TWIRWIREET T U r— 3~ Ky RHFIAT 2 RJREMENH ©
T, TOXIHEVFIARZEET ZIE, 7TV =3 KRy RYAMLICZ C
IR K IICHRY) a—LZiEET20ENH D 7,

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:7 <L 7 KV

STEPO S5 ARXTT TV r—2a vz T TuALET,
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CN-Series 7 7 1 77 4+ —)U % OKE IC DaemonSet & L
TTr7aA9%

ECTHHTEEIH? [ DVAEET I 0?2
* CN-Series¥7HA Xk » CN-Series 10.2.x or above Container Images
*  PanoramaPAN-OS 10.2xLAf#D/N— 5 >
ZFIATL TS

* Helm 3.6 or above version clientHelm7# {ii FH
L7ZCNYY—XDF7aA X

CN-Series 7 7 A 77+ —)L7% OKE 75 s 74—/ IC Daemonset & L CT 702143 %I,

ROFNEZFAT L E T,
Oracle Linux 8.5 0Si&, OKE IZ CN-Series 7 7 A 7 W 4+ — )V AT % fz b DME—D
REBREE T,
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STEP 1| Kubernetes 7 5 A X%ty v 7 v 7T LET,
OKE TV I AREVERRT I, ROXSICEMLET,
1. Oracle Cloud Infrastructure lIc 2% 1 > L 9%

\CLE" Cloud Infrastructure

&

Signing in to cloud tenant:

Change tenant

Sign in with your Oracle Cloud Infrastructure credentials

USER MAME

PASSWORD

Forgot password?

2. FHF—va A a7 Yo L, YVa—vare TSIy b TIr—LIcBEIL
T. BREY—VCRAEZV w7 LET,
3. KubernetesClustersz 7 J w7 L% 9,

4 aAVNR—F AV FZBRL, 75 AXDIERZ7Y v 7 LE T,
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ACLE Cloud O\ US West (Phoenix) &

rs Clusters in Tutorial2 Compartment

rs Clusters Requirements: Preparing for Container Engine for Kubernetes
: Show more information
Create Cluster

pe

Name Status Node Pools VCN Version Cre
ENT
2 o Mo clusters exist. Create one to get started.
ootj Tutorials
e and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or if

S. [T ARREIEK] XA 70T Ry 7 AICT, WARLERZZ7 )Yy 7L, T—7 70—
Zitddhe 7V v 7 LEI,

6. CreateCluster X—IC. 7T XX LZFOMDFEM~E ATILET,
7. JXAN\ZEZY YT LT, HILWT S ARITDONT AN Uil E R L £ 9,
8. LY a—_R—IT. CreateCluster’ 27 1) v 7 L%,
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RACL € Cloud (Ll US West (Phoenix) v l::

r Creation

= Cluster
- Resources to be created
W

Basic Information

Cluster Name: clusteri
Compartment: Tutorial2

Version: v1.18.10

Network

Compartment: Tutorial2 MNetwork Security Groups: Mot Enabled

VCN oke-ven-guick- Kubernetes API Private Auto

Name: cluster1-4baf5720a Endpoint: Assigned
Kubernetes APl Public Auto
Endpoint: Assigned

Kubernetes CIDR Block: 10.95.0.0/16

Create Cluster Cancel

and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or its
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75 AZM GKE FICIFET 2551, 79 AR EHENMHEEE 2T %
Ky REIEETE5XS5IC. Kubernetes v b7 —727 R o — APl G5 L
TLIEEW, TDAPIIZ. CN-NGFW R K& CN-MGMT ;R RMDNEET 5728
ICRRETT,

< Create a Kubernetes cluster

CPU plattorm and GPU

More options

=+ Add nede pool

,,,,,

Enable Cloud Run for Anthos
Hocssubnat

¥ Availability, networking, security, and additional feature:

TIARAZDYY—AWNEY THs &R LET, 7747 I+ — )Y R—F 35D
D CN VY — LD V=AM TG ARICHH T LR LET,

kubectl get nodes

kubectl describe node <node-name>

ax Yy FHAODIAERIAE LD MCH B 1EHERRL T, fa€ L/ — KTl aE% CPU
EXEY —ZHERLE T,

CPU, XEBY, BXUTA AT AL —YDEIDYTEI=—RICEK>TEEDET, [CN

V= ZOIINT A=A A=) 71| BBRLUTLEIWD,

LITDIERMND S 2R L TLTEEL,

* Panorama L C APl Y —N—Ztw b7 v I F57200TY RRA Y M IPT RLAZRIE
L%Ed,
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CN-Series 7 7 A7 74 —)V7% OKEICT 72 A49 %

Cluster Definition

Name
Description
APl server address | 10.2.
Type | Native-Kubernetes

Credentials

Label Selector Label Filter Custom Certificate

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER

(® Add

Validate

Oitems 9 b4

APPLY ON

“ Cancel

Panoramal¥. TDIP7 RL AZ{#H L T, Kubernetes 7 7 A ZICHH L E T,
FHICOVWTIR, VOREXBEZRY) VT T 51280 Kubernetes 75 7 AV DRER B

SEEW,

s FUTL—F ARV T, TINA R T )IV—T4, PanoramalP 7 RL A, BXUA T3
VT Pancramahr by AL 7 & Z)—TL4RINELET,

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND
F7aA R
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CN-Series 7 7 A 7 U 4+ —)L7&x OKEICT 7 A49 %

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

rpgcpnew{RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Com nunication

n Coneel

FHICOWTIE. Bl TNRA AT —T T T —k A%y 7O ESBB LT IEE
A%

o HiFa— REHBEEED PINID AR INELF T,

s A RA—UBRYO—RLEaVTF A A=Y VRY M) OB,

STEP 2| ({T5%) Panorama® Kubernetes 7°Z 7' A > TH AR LiFHEZRE LA, Roax
Y REIATUCHEHEY— 7 Ly N EERT 208N H D £T, 77 AIVE%E cact P HE
BHLAEWTL T, pan-cn-mgmt-dynamic-pv.yaml 35 K U pan-cn-ngfw.yaml @D 77 A % L\GIE
BHEDRY 2 — LA T2 3 T,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt

STEP3| YAML 77 A )V EHHHEL T, CN-Series 7 7 A 77 4 —)L7e T 704§ % 1z DI HE
R ALET,
JEZNBH Google Container L' A kU ANDISAZ &Y, E5I8T A—REH MBI
. YAML 7 7 AI)VADA A= INAEEMZ 208 H D £9, M. [CN-Series
AED yaml 7 7 A )V THEERRER /ST A—% ] BB L TLZE W,
STEP 4| CNI DaemonSet #7704 L9,

CNI 27 Fi&. DaemonSet (/ — RH7=0 1DDRy Ry LTF asEn, /—FR Eic
TFTIaAENTET TV =3I 2D DDA VR —T x— A% CN-NGFW ;R K |
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewall/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewall/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files

CN-Series 7 7 A 7 U 4+ —)L7% OKEICT 71019 %

IAERR L F 97, kubectl I~ RZMEH LT pan-cni YAML 7 7 A V&9 % L. ZTNHH
/=R EDY—EC A Fr—VHRAENE T,

CN-Series 7 7 A 7 #+ — )7 Kubernetes —E A & L C OKEICT 7 H AT %
56y, pan-cn-k8s-daemonset A 7+« 7 7 A IV A —D yam T 7 A )V TE X

ED

1 CN-Series 7 74 7 7+ —)UIcid. Kubernetes 75 AZ VYV — A L@EIET % T &&FFA]
T 5E/AMERREA T2 3 DDY—C A 7 h Y Y NP TY, Create Service Accounts
for Cluster Authentication with CN-Series(CN-SerieszZ i/ L7z 7 Z A 2GRt Y —E A7
7177 > R OVERR)ZVERR L. pan-cni-serviceaccount.yaml Z [l L CH— Y A7 h o v b e

TERR L7z & Z2HERE L X 95

2. Kubectl Zfiff] L T pan-cni-configmap.yaml #3217 L £ 9,
kubectl apply -f pan-cni-configmap.yaml

3. Kubectl Z{#i ] LT pan-cni.yaml #3f7L £ 9,

kubectl apply -f pan-cni.yaml

4. pan-cni-configmap YAML 7 7 )L & pan-cni YAML 7 7 A )VIVEBE I NI L &R L
9,

5. DIFoaxy RzditL T, HAMNUTORDXSICE>TWE T L ZHERLE T,

{w eries-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
Running O 2mlls
Running 0 2mlls

Bcloudshell:
-nmgkf

-wirkg
-xrc2z Running 0 2mlzs

GBcloudshell: {(w eries-mktplace)$

STEPS5| CN-MGMT StatefulSet #7714 L9,

T T H)VRT, BEL—idmEEE 2T % SatefulSet L TTF B ENET, 1D
@D CN-MGMT StatefulSet IC i A 30D T 7 177 4+ —)U CN-NGFW Ry R TE £ 9,

1. pan-cn-mgmt-configmap YAML 7 7 1 )L & pan-cn-mgmt YAML 7 7 A )VINEB XNz
k%ﬁ&ﬂlubi—a—o

pan-cn-mgmt-configmap D> 7 )L

apiVersion: v1 kind:ConfigMap metadata: name: pan-mgmt-config
namespace: kube-system data:PAN SERVICE NAME: pan-mgmt-svc
PAN_MGMT SECRET: pan-mgmt-secret # /3./ 5 <& PAN  PANORAMA TIP:
"<panorama-IP>"PAN DEVICE ~GROUP: "<panorama- dev1ce group>"
PAN TEMPLATE STACK: "<panorama-template-stack>" PAN CGNAME:
"<panorama-collector-group>"#%/E T34/ 85 XA—%— # Panorama
Kubernetes 7774V THRtENZ I T A X% LRI CAHICT S T
&%%%ﬂ@bi@“ [ Panorama #CLUSTER NAME T#E(D 7 Z A

2—7 ST B55, Ry R2fEHICEK TE £ : "<Cluster name>"
#PAN_PANORAMA IP2: "" # CERT Z{iHJI 2B EaA s 7L
9, ZThLOEEE. pan-mgmt & pan-ngfw DD IPSec @ PSK

CN-Series7 7 A 7 I+ —)VD 7577 REBEX AT L I AND 55 ©2024 Palo Alto Networks, Inc.
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https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0/pan-cn-k8s-daemonset/native
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series
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CN-Series 7 7 4 77 4 —)L7% OKEIC T 7019 %

#IPSEC CERT BYPASS: "" # fHIIREHOXEA # Vv K JL—L E—
ROBH#KRHEA—N—F 4 L, VAT LEETHAEIMICENCLET #

PAN JUMBO FRAME ENABLED: "true" # GTP ZH#NCLT MGMT Kv K%
BHEE L £ 9, secipeR 92814 %1Cid. Panorama T& GTP # ZHINCT S48
HENH D £, #PAN GTP _ENABLED: true] # ESWKEREARREZAMCLE T,
INBHICE, MGMT Ry FHICKEDAEY BRETH O, NGFW Ry RFAICLLT
THREINTVS # ULOXEYDNRETY, # JATLEMFOFF2 XAV E
ZHRLUT, FAE®Y Ja77A)VTHR—FEINTNS # Y R—FEINTWV5
NGFW CPU DAY A X7ZHEiB L TL 72EV, #PAN NGFW MEMORY:"6.5Gi"
#PAN_NGFW MEMORY:"48Gi" #PAN NGFW MEMORY:"56Gi"

pan-cn-mgmt-dynamic-pv.yaml D4 > 7))L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

2. Kubectl Zff LT yaml 7 7 A )V EFITLET,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt-dynamic-pv.yaml
CN-Seriesz il L7c 7 T AZ—3BREM DY —E R 747 > F OIERZLETNICTE T LT
WERWIEEICDHA, pan-mgmt-serviceaccount.yaml #E179 20 EAH D £ T,
3. CN-MGMT R FAEH L TWEC & 2R L £,
ZhCiE, 5~67h b E£7,
kubectl get pods -1 app=pan-mgmt -n kube-system Z{#if L %3,
NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1
Running 0 27hpan-mgmt-sts-1 1/1 Running 0 27h

CN-Series7 7 A7 74 —)VD 7577 RBEXUA VT L I AAND 56 ©2024 Palo Alto Networks, Inc.
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STEP6| CN-NGFW K» RZ2F7 a1 L%Ed,

TIFIWET, 7747 74—V 7—X T L —2 CN-NGFW K K& DaemonSet & L TT
TaAENET, CN-NFGW Ky RDOA VAZVRAIZ, 1D/ — R ETRKA3I0HDOT Y
r—2a Y Ry RO T4 I RRHET B ENTEET,
1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW IR E N TV A XS YAML 7 7
AIWEEINT-C L RHERLET,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply %Zf#i ] L "C pan-cn-ngfw-configmap.yaml #3217 L £9°,
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. Kubectl apply Zf# ] L T pan-cn-ngfw.yaml #3217 L £3,
kubectl apply -f pan-cn-ngfw.yaml
4 FXTODCN-NGFW Ry R (FFTAZHND /—RHizD 1DFTD) BERIFLTVBT &
R L E T,
TN, 4/ —F AT VLIX I A 25D IRITT,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>

CN-Series7 7 A 7 74 —)VD 757 REXCF VT L I ZAAND 57 ©2024 Palo Alto Networks, Inc.
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STEP 7| Kubernetes 77 A% 0 CN-MGMT. CN-NGFW. B XU PAN-CNI B RENTWVW3B T &

2R L £,

kubectl -n kube-system

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571m
27hpan-cni-h571lm
27hpan-cni-j62rk

27hpan-cni-1lmxdz

© ©O O O O O O 0o o o ©

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running
27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

27hpan-ngfw-ds-qsrmé 1/1 Running

0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

STEPS| HLWKY RhBD ST v I T 7 AT I+ —)UICU XA LT bENEZ X STV

r— g Y yaml F 3 ETZERNCRZ T £ 9,

BMEDZDIC T T 4w 77% CN-NGFW ICU ZA L7 b T 3Iid, UFDY /) T—va ik
BINT 20EAHD £ ¢

annotations : paloaltonetworks.com/firewall : pan-fw

e 2, Tdefault] #ARTZERIOTXTOHFH LINARY FOBGE :

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

—EBDTZw b TA—=LTE, CNI 554> F 2 —>2WNT pan-cni D7 77«
T IE> TOVIRWIREET T T U — 3 > Ry RABAET 2 A[EEMENH O F
T TOEI T FVUARERMT SICIE, 7SV r—y 3Ry RYAMLICZ C

IR KDIERY 2 — LERET HRENDHD 9,

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:7 <L 7 KV

CN-Series7 7 A7 T+ —)VD 75T RBXUA YT L I AAND

FIOUA A b
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STEPO ZS 2R TT TV r—yaveTr7uALEd,
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4 paloalte’

TECHDOCS

CN-Series 7 7 1 7 +—)U %% EKS
7T 7uA149 %

ECTHHTEERITN? [DNEET I 0?2
* CN-Series™7HA X2k * CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1.xLABED/N— 5
ZFATLT0S

* Helm 3.6 or above version clientHelm7 {ii i
LIZCNYV Y —ZXDF 7 aA XY M

CNVU—=ZX )T T Ty 7 ECNVY—X T 747 74 —)UIC K B KubernetesD 2 755
ENOT—7 70—0OMEZ#ER LS, A7 AZNOayTFFE»>ary 7 efthov—2o
O— R ZA TR RoNT A2V = N\—=T2 EVED ST T ¢ v 7 H{R#ET 218 DAWS

EKS 7w h 74 —LICEBITBHCN-Series7 7 A 77 +—)VDT T OAA W SIheHB T EMNTEE

ED

Kubernetes 7 7 A%, 77V r—>a v, BXUET7AT7 I+ —)V Y—ECRAZTT
O1 L TEHT S7281C1E. kubectl % Helm 7% & OFEH#ED Kubernetes Y — )L H A%
T9,

FEANC DOV TIE, THmF v — &7 > 7L — h 2 L7z CN-Series” 7 1 77

T —)LOT A ] #BIRLUTLEE W, Panoramald. Kubernetes 7 5 A X DT
TOARAY NEEHHOA =AML —2—1lE5 K ICIERGEIENTVEE A,
7S AREMHAOT VT L— I 2 — K Kubernetes 7314 X St ENT
W& 3, PaloAlto Networks (&, Helm 35X U Terraform © CN-Series #7719 %
72O AI 22T 4P R—brDOT7T T L— b ERELTVE T,

* CN-Series 77 A 77 #+—)L7% AWSEKSIC Kubernetes— VY 2 LTTF 7249 %
* CN-Series 77 A7 74+ —)U7% AWSEKSIC DaemonSet £ L CTF 7/ a+/9 5%
* AWS Marketplace h* 5 CN-Series’z 7 /1A 9§ %

61


https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/cn-series-core-building-blocks
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/deploy-cn-series-firewalls-with-and-without-the-helm-repository
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/deploy-cn-series-firewalls-with-and-without-the-helm-repository
https://github.com/PaloAltoNetworks/cn-series-helm
https://github.com/PaloAltoNetworks/cn-series-deploy

CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

CN-Series 72 DaemonSet & L CD CN-Series 5P —E A & LT CN-Series, /¢
3 ZDOMICKATS %H0IC. plugin-serviceaccount.yaml 7 HIkR L CHEEM S
ZRNENDH D X T, FHIC OV, 7 T AXRHY— AT o > FOfE
W) 2B L TLIEE N,

* CN-Series ZEKSF®ODaemonSet & LC 77019 %85, pan-plugin-
cluster-mode-secret WMFEL TV TIEWITFEH A,

* CN-Series & EKS FEDKubernetes — VY 2 & L CT 704§ 3551%. pan-
plugin-cluster-mode-secret WMFES 2ENH D 7,
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FIaA A
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

CN-Series 7 7 1 777 4+ —) 7% AWS EKS IC Kubernetes
Y—UEXE LT 7ur95%

ECTHHTEEIH? (I AELT S A2
* CN-Series¥7HA Xk » CN-Series 10.1.x or above Container Images
*  PanoramaPAN-OS 10.1xAEDN— 5 >~
ZFIATL TS

* Helm 3.6 or above version clientHelm7# {ii FH
L7ZCNYY—XDF7aA X

LIFOFNEZFEITL T, CN-Series 7 74 77 +—)L7% Kubernetes —E AL LT 7+ LE
ER

BHIAT B HIC. CN-SeriesYAML 7 7 A )L DN— 5 U PAN-OS/N—3 3 > L H#ERH 3
CERLET,

* PAN-0S10.1.2 DIf#IC i YAML 2.0.2 DA T
* PAN-0S10.1.0 83X T 10.1.11C1% YAML 2.0.0 ¥7213 201 B ETT
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

STEP 1| Kubernetes 7 7 A X %ZYy 7w T LET,
AWSEKS TV J A Z—7Z2{E T %I1cid. ROFIEZFITL X T,

L y—ERFCHr—y gy A=a—%271) v o L, a7 F->Elastic Kubernetes Servicelc &
gL FEI,

B 4° ® onv

L i — Containers
Favorites
G
Elastic Container R | s0d cuseer |
'
Al services
Anatycs Fein

Elastic Container Service
sighty

Application Integation

Elastic Kubernetes Service

2. [VFARRDIERZY ) v 7 LET,
3 EEEHZ AL, UERK] 227U w o LT,

aws

Step
Configure cluster

Configure cluster

Cluster configuration info

Tags (0) fo

This cluster dees not have any tags.
Add tag

Remairing tags availsble t adet 50

L USX2D)Y—AW#EYITHE T 2R LET, VITARARCT 7 AT I+ —)V7%
YR—=FFB7HDCNY ) —ZADHHEETDY YV —ANEGENTWS Z L2l L X
ER

kubectl get nodes
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

kubectl describe node <node-name>

v Y FHODIERIRE LD NMCH B HERRL T, 58 L/ — K T ATRE
CPU & XEV —ZfER L X I,

CPU., XEY., BXUTA AT APL—YDEOYTRE=—RICk->THREDF

T CN ) —ZD)INT = VAL Ar—V) 7 RBIBLTLIEE N,

LIFDIERMN D S &R L TLIEE W,

* Panorama [ C APl Y—\—Ztw v 7 v I 572D RRAVFIPT RL A
ZINEL F 9, Panoramald. TOIP7 RL A% L T, Kubernetes 7 5 A R H
LED,

* TUTL—hk ARV I, TINA R T )—T4., PanoramalP 7 KL X, BXUA
723 YT Panoraman by AL R F)N—T4/EINELET,

° FEHFO— REHBIEED PINID LEZIEL T,
* A A=VEARyvA—RLIzaryTF A A=Y URY M O,

STEP 2| ({15%) Panorama® Kubernetes 7°F 7' A >/ TH AR LiFHEZRE L5, Roax
Y R EFITUTCEAHEY — 7 Ly 2B T 208D H D £9, 77 1)V %Z cact i 5
EHELEWTL T, pan-en-mgmt.yaml 35 X U pan-cn-ngfw.yaml O 71 A Z LFEIAZE DR
Ja—L3A 7 arTd,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt

STEP3| YAML 7 7 AV 2HE LT, CN-Series 7 7 A 7 I 4 —)L T T A § 3 12 B3
FHALET,
TITAN—=F LIZANUNDNNREEGR, HBEIZINT A—R BT 5K 51 YAML 7 7
ANWHNDA A=Y ISAZEEA Z0EH0H D £, FHllld, [CN-Series idiE D yaml 7 7
AI)VTHIEERRE ST A—% ) BZHBIBLTLEE W,
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STEPA| Z ML =Y 7S5 AZEHLET, AWSOutpost Ic 7 /01 N7z CN-Series #HR—+9°%
IZid. ARL—Y RIA4N —aws-ebs-csi-driver ZEH T 288 AH D F9, chic kD,
NskEe R ) 2 —2L (PV) OFEEKHIC Outpost A’Outpost 5 R 2 —LETIVLET,

L LUFD yaml Z3H U E 95

kubectl apply -k "github.com/kubernetes-sigs/aws-ebs-csi-driver/
deploy/kubernetes/overlays/stable/?ref=release-0.10"

2. ebssc AV PO—F—NEITEINTV B LR LET,
kubectl -n kube-system get pods
3. LIFOFNC—5rd % & 51 pan-cn-storage-class.yaml Z 55 L £ 9,

apiVersion: v1 kind:StorageClass apiVersion: storage.k8s.io/
vl metadata: name: ebs-sc provisioner: ebs.csi.aws.com
volumeBindingMode:WaitForFirstConsumer parameters: type: gp2

4. DUNIRT AT T, storageClassName : ebs-sc 7% pan-cn-mgmt.yaml IZ3E1 L %
ER

volumeClaimTemplates: - metadata: name: panlogs spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for logging accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc // resources: requests: storage:20Gi
# T4 A7 I0PS %l L&E%/zdicstorageClassName 71/
LTWwWaEElcInZz 20061 IC2Z#EL I - metadata: name:

varlogpan spec: #storageClassName : pan-cn-storage-

class // dp BT DT A7 I0PS NTA+—VRA%A LEE570
accessModes : ["ReadWriteOnce"] storageClassName : ebs-

Sc resources: requests: storage:20Gi # 7« A7 IO0PS [f]
FD7HIC storageClassName Z{HH L T4, Th7Zz 20061 I
ZH L X9 - metadata: name: varcores spec: accessModes:

[ "ReadWriteOnce" ] storageClassName: ebs-sc resources:
requests: storage:2Gi - metadata: name: panplugincfg spec:
accessModes: [ "ReadWriteOnce" ] storageClassName: ebs-sc
resources: requests: storage:1Gi - metadata: name: panconfig
spec: accessModes: [ "ReadWriteOnce" ] storageClassName:
ebs-sc resources: requests: storage:8Gi - metadata:

name: panplugins spec: accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:200Mi

STEPS| Kubernetes BR5i CA— b A7 —V U 2R L TV 25 EIE. ROTFIEZEITLE T,

1. CN-Series T. Kubernetes /T] Amazon CloudWatch A~V 7 A 7 2T 2=k —C X7 T X
Z—bLTT77aA4 LET, CloudWatch iC, Kubernetes R K& 7T A Z—IZBHf) 5
NIz 750 1AM B—)U\DFERET 7 A § 2 08B0 EFT, HARXLARY
2 A7 CloudWatch IC2B 9 % 1Cid. HPA DZNHZHGTE 5 K51, Y—Hh—/—F
DE— Ui AWSEMIR Y > — CloudWatchAgentServer Policy DSA3E T,

2. Palo Alto Networks GitHub U 7R kU5 EKSEH O HPA yaml 7 7 A )Lz X > ba— R
LET,
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

3. CN-MGMT W H A X LARITZERIC T 704 SN TV A 5EEIE. A X LARTZEE 2 HH L
T pan-cn-adapater.yaml ZHH L E T, 7 7 4L b DHAHZEMIE kube-system T3,

4. pan-cn-hpa-dp.yaml & pan-cn-hpa-mp.yaml ZZ&#H L £7,
L L7 o/ N e i KRz A1 LE T,
2. () AT —NVEI U EEBL, 7704 XY McEby THEMEE A7 —IVT7 w7 L
X9, INHOEZEELEWVGEE. 77400 MENMERA SN E T,
B A=)V FIHHTEZEA RN w ZI2DOWT, U ROty arzae—LET,

- type:Pods pods: metric: name: pansessionactive target:
type:AverageValue averageValue:30

A4 [FHT B A MY w7 O4HT#ZH L, averageValue % Fid DX THIH L2 L EUMH
CRELET, CNODEEZEELAWVESE. T 74V MEMEHENE T,

S. BHZRIFLE T,
FEAIC DWW TIE. Horizontal Pod Autoscalingz 28 LT < 72& W,

S. HPAyaml 7 7 M)V T 7uA LE T, 77 Ak, UFCHETBIEFTT 7a19 %
WENH D E T,

1. Kubectl 1 L T pan-cn-adapter.yaml Zf7L %3
kubectl apply -f pan-cn-adapter.yaml

2. Kubectl Zf#H L C pan-cn-externalmetricsyaml #5327 L £
kubectl apply -f pan-cn-externalmetrics.yaml

3. Kubectl Z ] L C pan-cn-hpa-dp.yaml #3217 L %9
kubectl apply -f pan-cn-hpa-dp.yaml

4. Kubectl Z{#f] L T pan-cn-hpa-mp.yaml #5217 L %9
kubectl apply -f pan-cn-hpa-mp.yaml

6. 77 A AV R LET,

kubectl ZfFHL T, HAZL ARV v 7 AXFZERNDOAAZ L A M) T TR T Z—
Ry FehER LE I,

kubectl get pods -n custom-metrics
kubectl Zffi [l LT, HPA UV —XZHRL T,
kubectl get hpa -n kube-system

kubectl describe hpa <hpa-name> -n kube-system
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STEP6| CN-NGFW ¥ —EX%ZTF 7 aA LET,

1

pan-cni-serviceaccount.yaml Z i L TH—EC X 7 h Y RAWER S NI T L2 L
EQCI

7 AZRGH DY —E X 7 /17 2 OV ZBIR LU T TIEE W,

Kubectl % 1§ ff] L C pan-cni-configmap.yaml #5117 L %3,

kubectl apply -f pan-cni-configmap.yaml

kubectl % #i[f] L C pan-cn-ngfw-svc.yaml 217 L £9°,

kubectl apply -f pan-cn-ngfw-svc.yaml

T D yaml & pan-cni.yaml DFICT 70 A 5088 NH D 9,

Kubect! Z1#ifH] L C pan-cni.yaml Z%£{7 L% 3,
kubectl apply -f pan-cni.yaml

pan-cni-configmap YAML 7 7 1)L & pan-cni YAML 7 7 A )VDVEBE I Nz L Z2fER L
£,

DIroa<y FzETLT, OB TFORIOXSICE>T0aE T 2R L £9,
kubectl get pods -n kube-system | grep pan-cni

Bcloudshell: w arias-mktplace) 5 kubectl get pods -n kube-system | grep pan-cni
Runni 0

{w erias-mktp.

STEP7| CN-MGMT StatefulSet #7714 L9,

TI74IVKT, BT L—V3MEENEZEET 5 SatefulSet L LTTF /O ENET, 1D
@D CN-MGMT StatefulSet Iz K 30D T 7 A 7 7 4+ —)U CN-NGFW Ry R TEE T,

L wicoyme sy a =7 &z PV ORICAE) CN-MGMT Stateful Set Ff D7k A
Ja—LPV)ET7TaALET,
L pan-cn-pv-loca.yaml TEREINza—H)V R a— L% E—HT ST L7 M) %
ER L E 95
Pzl 2200T—h— /—FEIC6DDT 4 L7 bUDBRKRETT, CN-MGMT
StatefulSet 27 70 A 5K T—H— /—Rlca 7142 LT, 7«4 L7 M) ZIERK
CN-Series7 7 A7 74 —)VD 7577 RBEXUA VT L I AAND 68 ©2024 Palo Alto Networks, Inc.
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CN-Series 77 A4 7 7 4 —)U7%x EKSICT 0 A9 %

L%9, 7z&Z1E. /mnt/pan-locall 55 /mnt/pan-local6 &5 ZRiDT+ L7 M %
TERR T %Icid, ROaAX Y REFEHLET,

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. pan-cn-pv-local.yaml #2858 L £ 97,

nodeaffinity ® R THRA M —HEH, Eid T spec.local.path ifERRL
TeT4 L7 NUOWEEINZZ 2R LTHhS, FOT7 7 )27 a1 LT,
HLWARL—Y 75 X pan-loca-storage £ T — 1)L PV Z/ERR L E 97,

2. pan-cn-mgmt-configmap YAML 7 7 A )L & pan-cn-mgmt YAML 7 7 A )VIZVEBH I N iz C
MR L E T,

EKSH 5 pan-cn-mgmt-configmap 724> ) > 7 L& 9,

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-
config namespace: kube-system data:PAN SERVICE NAME: pan-
mgmt-svc PAN MGMT SECRET: pan-mgmt- secret # Panorama &%

& PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE GROUP
"<panorama-device-group>" PAN  TEMPLATE_STACK: "<panorama-
template-stack>" PAN CGNAME: "<panorama-collector-

group>" # ctnr mode: "k8s-service", "k8s-ilbservice"
PAN_CTNR_MODE_TYPE: "k8s-service" #QXHTHUVVISTA—& #
Panorama Kubernetes 7571 2 Tt éh%ﬁ?x’}’%c‘:ﬂb%ﬁu
2RO &2t - [A LU Panorama ’C%ﬁ*ﬂw)77X§'72&ﬁ‘9‘é %D\

Ry ROFBINESIC/ZD £9 #CLUSTER NAME: "<Cluster name>"

#PAN PANORAMA IP2: "" # CERT Z{EH I BHBAEIAY T Tk

LEJ, ZNUNDOEEE. pan-mgmt & pan-ngfw D IPsec HIC

PSK Z{#ifl L %9 #IPSEC CERT BYPASS: "" # {HIZ % # jumbo-
frame T— RFOHEMREZA—/N—F 1 FL., ¥ A7 L2RZEHINCH

MU E S #PAN_JUMBO FRAME ENABLED: "true" # GTP ZAZhCL

T MGMT Zifc#i L £ 9, 7eaatkiezL8id 5Icid. Panorama T% GTP

# ZAEMCTHZRLENDHD F9, #PAN_GTP_ENABLED: ltrue] # &
WHEREZAMCLET, TNbHlE MGMT Ry RICEEWATY ZRgEe

L. NGFW R RITIELLFOIREL DA€Y BAETY, #PAN_NGFW _MEMORY =
"6Gi] #PAN_NGFW MEMORY = "40Gi| # X0 @E#x7—X/SA-AF _XDP ZH
T BICiE, 774V ME AF_PACKETV2 T9, Zhiucldh—3xILDPR—hk
MRAEET I, #PAN DATA MODE: "X{HA" #HPA params #PAN CLOUD:"EKS"
#PAN_NAMESPACE EKS:"EKSNamespace" #PUSH INTERVAL:"15" #AWS
cloudwatch IZ X kU &7 ZA%Z5E479 % Lk

pan-cn-mgmt.yaml DY > 7" )L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError
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3. Kubectl ZFEHA LT yaml 7 7 AV EFITLET,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml
pan-mgmt-serviceaccount.yaml (&, 7 7 A X —glik OV —E A7 77 > b Ok LA
I T L TWIERWIGEICORFITT 08N H D £,
4. CN-MGMT R FAEH L TWE T & 2R L £ T,
Zhicik, 5~670MMHET,
kubectl get pods -1 app=pan-mgmt -n kube-system Zfiifi L %9,

STEP8| CN-NGFW Kw RZF7 a1 L% 9,

1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW ICFHEEN TV K S IC YAML 7 7
AIWDEEEINTT 2R LTI,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply Zf# ] L C pan-cn-ngfw-configmap.yaml #3217 L £3°
kubectl apply -f pan-cn-ngfw-configmap.yaml

3. Kubectl apply Z{# ] L C pan-cn-ngfw.yaml 2217 L £9°,
kubectl apply -f pan-cn-ngfw.yaml

4. CN-NGFW Rv FWF7mA I Lzl L £,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

STEP9| CN-Series T/KFER Yy REHEA X —1) > 7N LET,

STEP 10| Kubernetes 7 A% 0 CN-MGMT. CN-NGFW. ¥ XU PAN-CNI BFERENTNB T &
R L E T,

kubectl -n kube-system get pods
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N O

STEPILI#HULWERY RDED ST 4w IR T 7 AT I+ =LY ZA LT hENE KT TV
r—3a v yaml X 23RNSR Z 0 £ 95

BEDDICR T T 4w 7% CN-NGFW ICV XA L7 b3k, U7 /57— 307k
BINT 20EPH D FT -

annotations : paloaltonetworks.com/firewall : pan-fw
fee 23, Tdefault] #AHTZEREIOTXTOF LR Y FOEH !

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

—HDT Y b TF—LTiE. CNI 757142 Fx—>2ANT pan-cni W7 77+
T TWIRWIREET T U r— 3~ Ky RHFIAT 2 RJREMENH ©
T, TOXIHEVFIARZEET ZIE, 7TV =3 KRy RYAMLICZ C
IR K IICHRY) a—LZiEET20ENH D 7,

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:7 <L 7 KV

STEP12| 7S ARTCT TV r—va vz T TuALET,
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

CN-Series 7 7 1 777 4+ —)L 7% AWSEKS IC DaemonSet
CLTCTr7u195%

ECTHHATEEINM?

DAL 2

* CN-Series¥7HA Xk » CN-Series 10.1.x or above Container Images

PanoramaHelm’z {#i i} L "C CN-Series’> 7
013 578 DOPAN-0S10.1.xE 7zl3F N
DIEDOIN—=Y 3 U RFEITFLTOWBEE

Helm 3.6 or above version client L, N OFJIE
Vit R ON

CN-Series”7 7 A 77 +— )2 AWS EKS FDdameonset LT 704 LET,

CN-Series7 7 A7 74 —)VD 7577 RBEXUA VT L I AAND 72 ©2024 Palo Alto Networks, Inc.
TITaARA



CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

STEP 1| Kubernetes 7 7 A X %ZYy 7w T LET,
AWSEKS TV J A Z—7Z2{E T %I1cid. ROFIEZFITL X T,

L y—ERFCHr—y gy A=a—%271) v o L, a7 F->Elastic Kubernetes Servicelc &
gL FEI,

B 4° ® onv

Recently visited = Containers

o [ o s |

Elastic Container R
Al services

Analytics

Elastic Container Service
sighty

Application Integation

Elastic Kubernetes Service

2. [VFARRDIERZY ) v 7 LET,
3 EEEHZ AL, UERK] 227U w o LT,

aws

Step
Configure cluster

Configure cluster

Cluster configuration info

-] [e]
.
Tags (0) it
This cluster does not have any tags.
Add tag
s
-

I ARZRDYY)—AWN@Y THBH exiEEBLEz T, VIRARICT 7 A7 7+ —)V7etR—
FF27ODCNT ) — ZDOFHEEMED )Y —ANEZENTWVA T E 2R LE T,

kubectl get nodes

kubectl describe node <node-name>
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CN-Series 7 7 A7 74— )% EKSICT 7049 %

ax Y FHADIARIAE LD MCH B EHZRRL T, f5E LI/ — F T ATREZ CPU
EXEY —ZMERRLE T,

CPU, XEBY, BXUT A AT AL —YDEDYTE=—RICEK>THEEDET, CNV
V—=ZDIINT A= VAL A r—1) BB TLIEEN,

LIFDIERMN D S &R LTI,
* Panorama EC APl V—N—%tY v v 7 v T 520D RRAV M IPT RLUAZIVE
LEY,

Cluster Definition @

Type | Native-Kubernetes

Label Selector Label Filter Custom Certificate

Oitems )5 X

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

Validate n Cance

Panoramal¥. COIP7 KL A% L C. Kubernetes 7 5 A Rkt LE 9,

FHCDWTIX, VIOARREZRY) VT 51280 Kubernetes 75 7 A > DiRER 8B
-

* FUTSL—F ARV T TINARA T )IV—T4. PanoramalP 7 RL A, BXUA T3
Y C Panoramah 6y ALV X F)—T4EIELET,
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CN-Series 7 7 A4 7 U 4+ — )V EKSICT 70 A9 %

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Com nunication

n Coneel

FHICOWTIE. Bl TNRA AT —T T T —k A%y 7O ESBB LT IEE
A%

o HiFa— REHBEEED PINID AR INELF T,

s A RA—UBRYO—RLEaVTF A A=Y VRY M) OB,

STEP 2| ({T5%) Panorama® Kubernetes 7°Z 7' A > TH AR LiFHEZRE LA, Roax
Y RZFTUCRERE Y — 7 Ly F 2R T 208N H D £d, 77 AI)VH%Z cact D
ZHELIENWTLIEEY, pan-en-mgmt.yaml 3 X U pan-cn-ngfw.yaml 0 77 A & LEFEHE DR
Va—LigA 7> a>Td,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt

STEP3| YAML 77 A )V EHHHEL T, CN-Series 7 7 A 77 4 —)L7e T 704§ % 1z DI HE
R ALET,
JEZNBH Google Container L' A kU ANDISAZ &Y, E5I8T A—REH MBI
. YAML 7 7 AI)VADA A= INAEEMZ 208 H D £9, M. [CN-Series
AED yaml 7 7 A )V THEERRER /ST A—% ] BB L TLZE W,
STEP 4| CNI DaemonSet #7704 L9,

CNI 27 Fi&. DaemonSet (/ — RH7=0 1DDRy Ry LTF asEn, /—FR Eic
TFTIaAENTET TV =3I 2D DDA VR —T x— A% CN-NGFW ;R K |
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
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https://docs.paloaltonetworks.com/content/techdocs/en_US/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files.html

N0

IAERR L F 97, kubectl I~ RZMEH LT pan-cni YAML 7 7 A V&9 % L. ZTNHH
/=R EDY—EC A Fr—VHRAENE T,

1. CN-Series 7747 W 4 —)UICiE. Kubernetes 7 5 A% VY —ZALIEIET % T &&FFA]
T 55/ MERREZ 72 3DDY—EC X 7 h o FHBRETT, Create Service Accounts
for Cluster Authentication (7 5 A ZF8REHY —E X7 A1 > S OIERR)ZVER L. pan-cni-
serviceaccount.yaml Z [ L T —C A7 h o v b E{ER LIz C L 2R L £ 9,

2. Kubectl Zffiff] L C pan-cni-configmap.yaml #5217 L £ 97,
kubectl apply -f pan-cni-configmap.yaml

3. Kubectl Z{#H LT pan-cni.yaml Z#3f7L £,
kubectl apply -f pan-cni.yaml

4. pan-cni-configmap YAML 7 7 )L & pan-cni YAML 7 7 A )VIDVEB I NI L iR L
e
S. DIFDaxy FzFiTLT, HAMNUTORIDXSICE>TWE T EZERLE T,

Bcloudshell: (v eries-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
-nmgkf Running 0 2mlls
—wjrkg Running 0

-xrc2z Running 0
Bcloudshell: {w arias-mktplace) 5

STEPS| ZRL—=Y 7S5 AZEHLET, AWSOutpost iIc T 701 N7z CN-Series #H R— 9 %
IZiE, A L—Y RI A4\ —aws-ebs-csi-driver Z {3 208 NH O EF, ThickD,
hskEe R ) 2 —2L (PV) OFEEKHIC Outpost A’Outpost 53R 2 —LE IV LET,

L DUF® yaml Z5EHA L E 9,

kubectl apply -k "github.com/kubernetes-sigs/aws-ebs-csi-driver/
deploy/kubernetes/overlays/stable/?ref=release-0.10"

2. ebssc AV FH—T—HITEINTNE T L ZMEELET,
kubectl -n kube-system get pods
3. LITOFNc—5rd % & 51 pan-cn-storage-class.yaml Z 8# L £ 97,

apiVersion: v1 kind:StorageClass apiVersion: storage.k8s.io/
vl metadata: name: ebs-sc provisioner: ebs.csi.aws.com
volumeBindingMode:WaitForFirstConsumer parameters: type: gp2

4. DURIS/RT AT T, storageClassName : ebs-sc 7% pan-cn-mgmt.yaml IZE1L &
ER

volumeClaimTemplates: - metadata: name: panlogs spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for logging accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc // resources: requests: storage:20Gi
# 74 A7 I0PS %l bLE¥3/zdicstorageClassName 7z fififf]

LTV EZicINZ 20061 ICEZFELXT - metadata: name:

varlogpan spec: #storageClassName : pan-cn-storage-

class // dp BY DT 1 A7 I0PS NT+—VA%A LEE570

CN-Series7 7 A 7 04 —)VD 757 RBXUA T L I AAND 76 ©2024 Palo Alto Networks, Inc.
FaA Ak


https://docs.paloaltonetworks.com/content/techdocs/en_US/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html

CN-Series 77 A4 7 7 4 —)U7%x EKSICT 0 A9 %

accessModes : ["ReadWriteOnce"] storageClassName : ebs-

Sc resources: requests: storage:20Gi # 7 A% IOPS A
FD7»HIC storageClassName Z{HH L TWA[E., Tz 20061 I
ZH L X9 - metadata: name: varcores spec: accessModes:

[ "ReadWriteOnce" ] storageClassName: ebs-sc resources:
requests: storage:2Gi - metadata: name: panplugincfg spec:
accessModes: [ "ReadWriteOnce" ] storageClassName: ebs-sc
resources: requests: storage:1Gi - metadata: name: panconfig
spec: accessModes: [ "ReadWriteOnce" ] storageClassName:
ebs-sc resources: requests: storage:8Gi - metadata:

name: panplugins spec: accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:200Mi

STEP6| CN-MGMT StatefulSet #7711 LE 9,

T4V RT, EHTL—idimbEEN 2T % SatefulSet L TTF B ENET, 1D
@D CN-MGMT StatefulSet I A 30D T 741 777 +—)U CN-NGFW R RZ#EHETEE T,

L (e yovy g =7 E07 PV OMICAE) CN-MGMT Stateful Set FH D7k R
Ja—LPV)ET7aALET,

1. pan-cn-pv-loca.yaml TEREINza—h)V R a—LHBE—HTZT70s L7 M) %
TERR L £95

Pl 200D T—h— /=R EIC6DDT 1+ L7 ) BRETT, CN-MGMT
StatefulSet 77 FUAF 28T —H— /—Flcua /A4 LT, 74 L7 bV ZEIEK
LEJ, 7z& X, /Imnt/pan-locall > 5 /mnt/pan-localé &S ZRiDT L7 b %
TERRS 2 Icld, XROaAx Y REFHLES,

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. pan-cn-pv-local.yaml ZZ 8 L % 3,

nodeaffinity ® FTHRA Mz —,EE, [ET spec.local.path icfERkL
T4 L7 BUDBNEBEIN L ZHEELTHL, 207 7 )V 27701 LT,
HLWARL—Y 75 X pan-loca-storage & B —71)L PV ZERR L 9,

2. pan-cn-mgmt-configmap YAML 7 7 1 JL & pan-cn-mgmt YAML 7 7 A VDA X Nz C
MR L £,

EKSH 5 pan-cn-mgmt-configmap 24> ") > 7 L&,

HEnicty gy ar7Y apiVersion: vl kind:ConfigMap
metadata: name: pan-mgmt-config namespace: kube-system
data:PAN SERVICE NAME: pan-mgmt-svc PAN_MGMT_SECRET: pan-
mgmt-secret # Panorama &% PAN PANORAMA IP: "x.y.z.a"

PAN DEVICE GROUP: "dg- 1" PAN TEMPLATE STACK: "temp-stack-1"
PAN_CGNAME:"CG-EKS" # BEXENIFA VA NYRIL AT - "CN-
X-BASIC", "CN-X-BND1", "CN-X-BND2" # Panorama K8S 777/(/Lu_
ﬂﬂ’éhtnmﬁj RicFH>S5< " PAN BUNDLE TYPE:"CN-X-BND2"# #VHTIE7
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N0

VWRT A—%— # Panorama Kubernetes7Z5 71 YV TRMENE VT A Z—%
CRICARNCT 3 &2 BEIHLET - Panorama #CLUSTER NAME THEAL
DY I AZ—2EHT H55, Ry RZEHICGHEIITZ X J, "Cluster-name"

#PAN_PANORAMA IP2: "passive-secondary-ip" # CERTZfifd 254

WEaX 7T LET, ZNLOEEIE, pan-mgmt @ etcd \OBH{LE
NIREG 2 INANA L E T, # EKS NT DI etcd I CERT i LW
ETCD CERT BYPASS: "" # {HIZ®EHH O EHA # CERT ZliHIT AL SIC

AT RLTLEET WV, ZNLNDEEIE. pan-mgmt & pan-ngfw D

IPSec I PSK ZffifHL %9, # IPSEC CERT BYPASS: "" # {HIIXEDHD
FHEA

pan-cn-mgmt.yaml DY > 7 )L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. Kubectl Z#EHA LT yaml 7 7 AV EFEITLET,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml
pan-mgmt-serviceaccount.yamllid, CN-Series” 7 A 7" #— )Lzl L7z 7 5 A% —adik
OV —E 27717 2 s O BICSE T U TOWERWGEICOHFEITT 5050 H D
EQCI
4. CN-MGMT R FAEE L TW5E T L2 LXK d,
Zhicid, 5~670MMHE7,
kubectl get pods -1 app=pan-mgmt -n kube-system Zfiffi L% 3",

NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1 Running 0O
27hpan-mgmt-sts-1 1/1 Running 0 27h
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N0

STEP7| CN-NGFW Kw RZF7 a1 L %9,

TIFIWET, 7747 74—V 7—X T L —2 CN-NGFW K K& DaemonSet & L TT
TaAENET, CN-NFGW Ky RDOA VAZVRAIZ, 1D/ — R ETRKA3I0HDOT Y
r—2a Y Ry RO T4 I RRHET B ENTEET,
1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW IR E N TV A XS YAML 7 7
AIWEEINT-C L RHERLET,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply %Zf#i ] L "C pan-cn-ngfw-configmap.yaml #3217 L £9°,
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. Kubectl apply Zf# ] L T pan-cn-ngfw.yaml #3217 L £3,
kubectl apply -f pan-cn-ngfw.yaml
4 FXTODCN-NGFW Ry R (FFTAZHND /—RHizD 1DFTD) BERIFLTVBT &
R L E T,
TN, 4/ —F AT VLIX I A 25D IRITT,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>
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STEP 8| Kubernetes 77 A% 0 CN-MGMT. CN-NGFW. B X T PAN-CNI B RENTWB T &

2R L £,

kubectl -n kube-system

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571m
27hpan-cni-h571lm
27hpan-cni-j62rk

27hpan-cni-1lmxdz

© ©O O O O O O 0o o o ©

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running
27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

27hpan-ngfw-ds-qsrmé 1/1 Running

0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

STEPO HLWKRY RDBD ST 4w I T 7 AT I+ —)UICU XA LY bENEZ X517V

r— g Y yaml F 3 ETZERNCRZ T £ 9,

BMEDZDIC T T 4w 77% CN-NGFW ICU ZA L7 b T 3Iid, UFDY /) T—va ik
BINT 20EAHD £ ¢

annotations : paloaltonetworks.com/firewall : pan-fw

e 2, Tdefault] #ARTZERIOTXTOHFH LINARY FOBGE :

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

—EBDTZw b TA—=LTE, CNI 554> F 2 —>2WNT pan-cni D7 77«
T IE> TOVIRWIREET T T U — 3 > Ry RABAET 2 A[EEMENH O F
T TOEI T FVUARERMT SICIE, 7SV r—y 3Ry RYAMLICZ C

IR KDIERY 2 — LERET HRENDHD 9,

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:7 <L 7 KV
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STEPI0| 75227 TV r—vaver7ulLET,
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AWS Marketplace /5 CN-Seriesx 7 71011 9 5%

ECTHEHTZEIN? IS RRET I 2
* CN-Series¥ 7101 A2k * CN-Series 10.1.x or above Container Images
* PanoramaPAN-OS 10.1xPAREDNN— 5 >~
ZFEITLTOS

* Helm 3.6 or above version clientHelm7 {ii FH
LIZCN ) —ZXDOF7aA X H

CN-Series 7 7 4 77 +—)UiE. AWS Marketplace’x il U C AWSEKS I T a1 T hiz
Kubernetes —E AL LTITA LV AZERTEEX T, CNTU—XiE, A, 14E, 28, %
TZIEEDT A AR U, EKS1.190% % 721 Redhat Openshift 4.7 LIIC T 70+ TE %
ER

OIS L E 2 —KT9,

CDITAXv Y AZMHT 5ITiE. Kubernetes 7 —71—/ — RIS ENTWV S IAM R o —%
BT 50ENHDET,

Q CN-Series D7 71 1 I AWS Marketplaceh S A L7z PAYG 51 & > X2 LT
WA5EE. KubernetesDPanorama 75 7 A ICERAE I — R7Z2BM LRV TL 2 &
A

STEP 1| ROpHEEMZEE T LET,
1 EKS % /213 Redhat OpensShift 7 5 A 2 —7 B L £ 97,
2. Pancramaz7 /A L. Kubernetes 7557 A %AV A—ILLET,

TG4 AE NIz Panorama A Y A X Y AW TIC AWSICT A ENT
WAEEX, TOFEE ZFy T L TLIEE N,

1. Amazon EC21 > A% >/ Al Panorama’r A >~/ A F—)L L E 9,
2. CN>U—XHKubernetes 5 7 A V7% A VA —ILLET,

3. Panorama N1 >~ A h—)LE N5, CN-Series F— L (cn-series-aws-
mar ketplace@paloaltonetworks.com) ICEE T~ A —)L7Z23%(5 L C. Panorama® < 1
YAV IIARLTLEEY, T)bxr—L, SHOETFA—IV, St FiEE
Tg, AWST ATV M4, BERUAWSTHT Y R IDZESHTLIEEW,
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STEP2| v 7 )&KFE A+ A% Panoramal i@ LE 9

1. panoramaWeb > X —7 A Alcaz A4 L%ET,

2. [Panorama] > [Setup (v k7 v )] > [Management (S HE)| Z R L. fifk & 713
VIV ILET,

3. Panorama® Serial Number (V) 7)IV&ES) (Zi5E rEF A —IVICEHEK) # A
L. OK ZZ7 Vw7 L%ET,

4. Panorama> ALV AEEIRLF I,

Activate feature using authorization code GRFFI— K& L 7-¥EBEED T 27 T ¢ X—
vaY) B7Uv I LET,

6. I AT I —INVEHSA LV AFINFIA—REZATIL, OKEZY Y 7 LTIV A
BT 74 7L ET,

1. T AT I+ =)IVERS A ANT 7T 4 TEENTVWE T L ZERLET,
TINAAERST A VAT a UDEREN, TV ADRITH, A4V AD
GEHE. BXUCT7 7 A7 4+ —IVEMS A ADOFPANLRENE T,

Device Management License

Date lssued  January 22, 2020
Date Expires  MNever

Description  Device management license to manage up to 1000 devices

License Management

Retrieve license keys from license server
Activate feature using authorization code

Manually upload license key

STEP3| |JAM RY > —%FFHH L., ZTDORY) ¥ —7% Kubernetes 7 — 11—/ — RICTTLFE T,
1L AWSEMHaYyY—ca /A4 LUTIAM 2V —)VERHEET,
1 Policies(RV =) IR L £,

2. RYT—Y A5, AWSLicenseM anager ConsumptionPolicy35 &
UFAWSM ar ketplaceM eteringRegister Usage’s i#1 L 97,

TOvaviEERL TS, UMIEEIRLE T,
4 RUI—ZIMITZ2T—H—/—FID Z#ERLEFT, ID ZFEIRLIzH, KUY —DH
Nzs0w 7 LET,
STEP 4| plugin-serviceaccount.yamlz %7 > 0— R L, HdmF+—hr &7 7013 5Hi]
ICyaml ZiEH L E 95

kubectl apply -f plugin-serviceaccount.yaml

STEP S| AwWSMarketplace IC77 72 A L, AWSMarketplaced ') A /5 CN-Series & RO £9,
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STEP 6| cContinueto Subscribe ({7 L C&ER) ZZ7 Vw7 LET,

STEP7| AT BS54 ADEATILET, 5T 14 1 AEKIE. CN-SeriesDT 71 A X2k
THHITN%1D0D vCPU LA T,

T70A AV bDZ— X &1z T2 DI ELTR vCPU DT DWW TIE. CN-Series D A7 1
FEB I UCN-Series DS T 4 —< VAL A —1) 07 BB LTI,
STEPS| WEICHGEZIY Yy 7 LET, THUCKD., AWST AT Y MTT A AhBMENE
ERS
L NI XA AT g UTHMF vy — b 2SI L F 9,
2. VTP T7NN—VarDEFN—V g U EBIRLET,

< Product Detail Subscribe Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option
Supported services
b
Helm Chart e Amazon EKS
* Amazon EKS Anywhere
* Self-managed Kubernetes

Software version
. Fulfillment option description
Version1.2.2 (Nov 22, 2021) v Deploy CN-Series on EKS and RedHat Openshift using Helm Chart
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CN-Series 7 7 A 79U #—)L%Z EKSICT 719 %

STEP9]  [Continueto Launch ({1 L CcEh)] =271 v 7 L& T,

1 &d#h%—7"v b (Amazon WWEHET % Kubernetes £ 7213 H O AVE 9 % Kubernetes) 7z
BEIRLE T, HEEMTET— RiX. Redhat OpensShift ic 7 7B+ ENE T,

2. AWSMarketplace DV A MZERENBEETIEICHE > TL IV, TOFIEE, EE)
A=y MK THERAEDET,
* Amazon HVEHIJ % Kubernetes
1 HEFIED A7y T 1h6axvy REIE—-LET,
2. a¥—Lkaxvy RzEH LT, 7T AZ—%7Z2BMLET,
--cluster<ENTER_YOUR_CLUSTER_NAME_HERE>
8 a¥—L7axy REEKSY T ARX—TIITLET,
Step 1: Create an AWS IAM role and Kubernetes service account

Use the following command to create an AWS IAM role and Kubernetes service account.

kubectl create namespace kube-system 1 Copy

eksctl create iamserviceaccount
--name my-service-account
--namespace kube-system \ hd

4. HEFIEO AT T 205 HdmF v — ha~xv Yy REav—L %9,

S. Helm®D A A b —)UIE#RZBE# L C. PanoramalP. PanoramaiZafd—. 73
AR TN—=T%, TV TL—F AZv T4, BEOWNETIN—TL4E2EDHE
9, cluster.deployToxekslcikE L %9,

helm install cn-series-helm \ --namespace kube-system ./
awsmp-chart/* \ --set serviceAccount.create=false

\ --set serviceAccount.name=my-service-

account \ --set cluster.deployTo=eks \ --set
panorama.ip=Panorama-IP \ --set panorama.ip2=Panorama-
IP2 \ --set panorama.authKey=000XxXxXXXXXX

\ --set panorama.deviceGroup=Panorama-DG

\ --set panorama.template=Panorama-TS \
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--set panorama.cgName=Panorama-CG \ --set
imagePullSecrets=awsmp-image-pull-secret

Step 2: Launch the software

Use the following commands to launch this software by installing a Helm chart on your Amazon EKS cluster.

export HELM_EXPERIMENTAL_OCI=1 [T Copy

aws ecr get-login-password %\
--region us-east-1 | helm registry login %\
--username AWS \

6. FElDEZREF LI%, EKS 7 5 AZ—ICTC heminstal I~ REEITLET,
* I T x— RE Kubernetes

L ®EEHFIEOAT Y F157Z T LT, A4V A =228 1AM B—)UEER L F
ER

Step 1: Create a license token and 1AM role

Choose Create token to generate a license token and AWS IAM role. These will be used to access the AWS License

Manager APIs for billing and metering. You can use an existing token if you have one.

Create token

2. /WFHFNEO ATy S 2ihbavy REa¥—L %9,
38 a¥—Lkaxvy RZEH LT, h—7 VBl Ed,
AWSMP_TOKEN =<CREATE_TOKEN ABOVE>
4. a¥—L7zaxr K% Openshift 7 5 A X —THITLET,
Step 2: Save the token and IAM role as a Kubernetes secret

Use the following commands to save the license token and IAM role as a secret in the cluster. The secret will be used in a

following step when launching the software.

kubectl create namespace kube-system

[C] Copy

kubectl create serwviceaccount my-service-account --namespace kube-system

AWSMP_TOKEN=<CREATE_TOKEN_ABOVE:>

AWSMP_ROLE_ARMN=arn:sws:iam::81814721556@:role/service-role/AlSMarketplacelicenseT -

5. BEIFIED AT 7 305 HdmFvy—rax >y REa¥—L %9,

6. HdmD A > A b —)VIEE#RZEH LT, PanoramalP. Panoramaififd—. T/°
AAXATN—=T%, 7 TL—h ARZv 74, BIXOWNETNV—T4E2EDF
9, cluster.deployTo%#openshifticikE& L F 9,

helm install cn-series-helm \ --namespace kube-system ./
awsmp-chart/* \ --set serviceAccount.create=false
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\ --set serviceAccount.name=my-service-account

\ --set cluster.deployTo=eks|openshift \ --set
panorama.ip=Panorama-IP \ --set panorama.ip2=Panorama-
IP2 \ --set panorama.authKey=000XxXxXXXXXX

\ --set panorama.deviceGroup=Panorama-DG

\ --set panorama.template=Panorama-TS \

--set panorama.cgName=Panorama-CG \ --set
imagePullSecrets=awsmp-image-pull-secret

Step 3: Launch the software

Use the following commands to launch the software by installing a Helm chart from Amazon Elastic Container Registry
(ECR).

export HELM EXPERIMENTAL_OCI=1 [_'D Copy

aws ecr get-login-password
--region us-east-1 | helm registry login \
--username AWSs -

7. FECOMEZEH Lz, OpenShift 75 A XZ—IZThdminstall < > 25T L %
ER
STEPI0| S 4w AMRT v MCIEEISBINE N L REZRLET,
1. AWSLicense Manager I L £,
2. Granted Licenses (15X N7z 514> )% L., CN-Seriesfor AWS Marketplace D 1)

AR ERDFET,
3. Entitlements (BRNC T, T4V ADBEEHBE SN2/ ADB R TEE
ER

Entitlements

An entitlement is a right to use, access, or consume an application or resource.

Q 1 &
Name v Value v Max count v Usage v Units v Overages v Allow check in v
vCPU - 1000 Count Not Allowed Allowed
AWS::Marketplace::Usage Enabled - - None - Not Allowed
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STEP 11| CN-Series 7 7 A 77 # —)UH Panorama il BR&E N3 T L 2R L E T,
1 Panoramalca A2 L %9,

2. CN-MGMT Rv RZZF/RT BT, Panorama> EHNSTINA A > Y ) —ZE#IRL
9,

Device Groups plat
DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

IP Address
DEVICE
DEVICE NAME VIRTUAL SYSTEM | MODEL TAGS SERIAL NUMBER | IPV4 IPVé VARIABLES TEMPLATE STATE
[} vrp-gke5-dg (1/2 Devices Connected): Shared > vrp-gke5-dg
[] |mp1 PA-CTNR 805( 10.12.0.17 Create vrp-gke5-ts Connected
pan-mgmt-sts-0
mp2 866l 10.12.2.20 Create vrp-gke5-ts Connected

pan-mgmt-sts-1

3. CN-NGFW K RIZSA LV ADMTEEINT WS T & &R T 5Iicid. Panorama> 7
Z 742 >Kubernetes> T A 2 AR ZERL, FRy FIcoAMA =7
UHNEID Y TENTWA T ERIERLET,

DASHBOARD ACC MONITOR JECTS W " DEVICE PANORAMA

NODE ID FIREWALL POD NAME LICENSE STATUS NODE STATUS

« rr-cluster-1 (3 Nodes, 3/3 Licensed)

-rr-cluster-1-default-pool-e2d3de37-1jfz pan-ngfw-ds-4qflb Successfully licensed.
Created at: -06-11 22:30:37 UTC
-rr-cluster-1-default-pool-e263de37-xnq5 pan-ngfw-ds-2528k Successfully licensed.
Created at: -06-11 22:30:37 UTC
“rr-cluster-1-default-pool-e2d3dea7-nBz pan-ngfw-ds-vrhx Successfully licensed.
Created at: ~06-11 22:30:36 UTC
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TECHDOCS

CN-Series 7 714 7 U 4 —)L7%
AliCloud (ACK) IC Kubernetes H—
ERELTTTIHATS

ECTHHTEEIH? M DAETT S 2

* CN-Series™7HA X2k * CN-Series 10.1.x or above Container Images

*  PanoramaPAN-OS 10.1.x % 7z X PAN-OS
102x3— g3 U EETLTVS

CNYV)—=XaA7E)T74 2T Tay 7 ECNIU—X T 7477+ —)UC K %KubernetesD 22 4
== FADOT—7 7a—DOMEZHEZELES, RIS AZANOay T HE»>ary 7+
EDT—ra— R ZATURIER Y VRORNT A ) P == VD T T ¢ v 7 (RS
BIZHDCNI ) =X T 7 AT T+ —=)VDT a4 Ehb 2T ENTEET,
plugin-serviceaccount.yaml” 7 A )V MERICHEH T 2 0ENH D X9, sHlICDNT
. [T 2A%BART—E A7 0 > FOVER] ZBM LTI,

* CN-Series 7 7 A 77 4 —)L7% Kubernetes Y —E A & LT ACK I T A3 %4
&, pan-plugin-cluster-mode-secret BMFES Z0ENH D 9,

BIM5T B HGIC. CN-SeriesYAML 7 7 AL DN— 5 VA PAN-OSN— g > E H#aER H 3 T
C MR L E T, IS DOV TIE. CN-SerieY AMLZZIR L TL IEE W,

LIFOFNEASFT LT, CN-Series 7 7 A 77 4 —)U7% Kubernetes H—¥Y X & LT ACK FF v b
Tr—LicTF7aALET,
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/cn-series-core-building-blocks.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html
https://docs.paloaltonetworks.com/compatibility-matrix/cn-series-firewalls/cn-series-supported-environments

CN-Series 7 7 1 77 4 —)L7% AliCloud (ACK) IC Kubernetes ' —E A& LT 70 A3 %

STEP 1| Kubernetes 7 5 A X%ty v 7 v 7T LET,
ACKTY T ARZVERT BIcid. RDEHICLET,

1. RAMBJ' A &S H#Z ] L TRAM User Logon (RAML—H'—1 74 )ica /4L
ESERS

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND 90 ©2024 Palo Alto Networks, Inc.
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https://signin.alibabacloud.com/login.htm?spm=5176.3047821.0.0.79684255Yg2Hw0&callback=https%3A%2F%2Fhome-intl.console.aliyun.com%2F#/main

CN-Series 7 7 1 77 4 —)L7% AliCloud (ACK) IC Kubernetes ' —E A& LT 70 A3 %

RAM User Logon

* Username
<user>@<domain®> or <user>@ <alias> X

Example: username@company.onaliyun.com or usemame@company-alias,

Logon with Alibaba Cloud Account

CN-Series7 7 A 7 4 — )LDV 5% REXUA Y T LI AAD 91 ©2024 Palo Alto Networks, Inc.
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CN-Series 7 7 1 777 #+—)L% AliCloud (ACK) IZ Kubernetes *—E 2 & LTTF 7013 %

2. BOF B =Y 3 VAT YIRREIENT B = 3 YRR, BV X ABHC
HSNTYY— AL~ TRBERUET,
CUSREDN—YE Y I T ARDIFERICEETE A,
© FTELRTE. THYY FADTRTOY VAT N~ THERENET,

3. Mi#/\— A = 2 —"CContainer Servicefor Kubernetes (Kubernetesif]l} 3> 7 ) —E )%
ML E TS

E (I AlibabaCloud = & workbench Q container cP  Ent Support  Tickets i} 0w

{ny Overview Resource Manager Operation & Monitor tainer Registry

My Navigation Serverless

Recent - Cloud Service

Home Console Container Servicefo..  Elastic IP Address Elasy o menkabon
Resource Access M. Cloud Enterprise Ne.. Container Registry File §
Custom Shortcuts

& Add Shortcut AiECustor

Cloud Architecture API (249) »

Generat te My Architecture © Click the button on the lefl to generate the architecture of A

Recommended Architecture Templates Describel

4. [Create Kubernetes Cluster (Kubernetes”7 XA X DIER)Z 7V v 7 L& T,

CN-Series7 7 A 7 U4 —)IVD 757 RBEXUCA YT LI ZAAD 92 ©2024 Palo Alto Networks, Inc.
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E () AlibabaCloud & werkbencn  ANRescurces v

Container Servies ACK
Overview Clusters View Cluster snd Node Quotes = | etrean
Clustera
a
Cluster Name Labels Typo Region Y Nodes  Usage Crested actior
ACK-For-PM - ) - N B
- .

S. TG RARENERT BICE. U4 P —FROIERICWSTY T T2 7 /8T A—=%, N—F
TITINTA—=R BRUORAINTG A—RZRETHIHENDDET, TNEONREINT
A —RZOFREDTMCDOVTIX. [CreateaCluster on ACK (ACKTY T AR T %)

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND 93
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https://www.alibabacloud.com/help/en/container-service-for-kubernetes/latest/create-an-ack-managed-cluster?spm=a2c63.p38356.0.0.6e7a4d68DgPeWo
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ZBRLUTLIEEV, ROFIEE. ACKTZw F T+ —LTDY I ARERDY > T )7z

ZT N

RLTVET,

CN-Series on Alibaba cloud ACKlZ. Terway Network”'= 7'+ > D& 7eHR— k

LTWVWET

* [VPC]. [Network Plugin (v 8T —2 75514 )], [vSwitch]ZER L £ 9

IVPC vpc-xiaofang (vpe-2zewkdrmhjezfem2ibotn, 10.1.. 3 l

& Create VPC & Plan Kubernetes CIDR blacks in VPC networks

Network Plug-in Flannel

Terway

Kubernetes cluster

IPVLAN

Support for NetworkPolicy

vSwitch

inside
outside
mamt

cn-pod2

vsw-2zej8ngtuypbréqgy 1eail
vsw-2zerc7snBemhkomadlzy?
vsw-2zepoq1k3a7zx1pk2iafs

vsw-2ze5vazny1j58rzzdd 19t

* [PODv Switch] 7Z3#RLE9,

Beijing Zone C

Beijing Zone C

Beijing Zone C

Beijing Zone A

10.101.2.0f24

10.101.1.0/24

10.101.0.0/24

10.101.102.0/24

& How to select a network plug-i

CN-Series7 7 A 77+ —IVD 757 RBXUA YT I AAD
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Pod vSwitch All ZoneA (2/1)

inside
outside
mgmt
cn-pod2
en-pod1
cn-node-ip

& Create vSwitch

Service CIDR 192.168.0.0/16

vsw-2zej8ngtuypbrégy 1ecil

vsw-2zerc7snbemhk9madizy7?

vsw-2zepoq1k3aZzx1pk2iafs

vsw-2ze5vAzny1j58rzzdd 19t

vsw-2zex1233iuBffu? 2kaSry

vsw-2ze5nzjrkziodsbf5d2n8

Beijing Zone C

Beijing Zone C

Beijing Zone C

Beijing Zone A

Beijing Zone A

Beijing Zone A

«  Recommended Value:192.168.0.0/16

10.101.2.0/24

10.101.1.0/24

10.101.0.0/24

10.101.102.0/24

10.101.101.0/24

10.101.10.0/24

* [Configure SNAT (SNATZ#X7E)]. [Accessto APl Server (APIY—/N\—A\7 7t
)]s [Security Groups (23 2.V 7 ¢ % )L—"7)]. [Resource Group (VY —A % )L—

NNZERLE T,
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Configure SNAT

Access to APl Server

RDS Whitelist

Security Group

Deletion Protection

Resource Group

B3 configure SNAT for VPC

L NS > ks AC th gateway to enable Inter
VPC does not have a NAT g les. For more information, see NAT Gateway bill
slb.s1.small

T, BT TR TSTATCETE created for the AP server. You can modify the specification of the SLB instance. If you delete the SLB in
jccess the AP| cerver
Expose AP Server with EIP
If you select this check box, the internal-thcing SLB instance is associated with an EIP. This allows you to access the API server of the cluster over the
Select RDS Instance
We recommend that you go to the RDS console to add the CIDR blocks of the specified nodes and specified pods to a whitelist of the RDS instance. ¢
ROS inctancoic-notinth te, the nade pool cannat be scaled out

Create Basic Security Group

Create Advanced Security Group

Security group overview

Enable

Cluster Cannot Be

Deleted in Console or

by Calling AP

default resource group

] .

Q

To create a resource arouo,

click here:

* [Quantity ()], [ Operating System (A XL —7 ¢ V7Y AT L) ZERL, X
\Z[Node Pool Configurations (/ — R 7 — JLKERL)] DL ogon Type (1 7' > & A 7)) % 554K

LEd,

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND
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CN-Series 7 7 1 77 4 —)L7% AliCloud (ACK) IC Kubernetes ' —E A& LT 70 A3 %

instance type is used. The actual Instance types Used 1o create nodes are sUDJect to inventory availability

R ec)s,snznec xlarge (4 vCPU 16 GiB, General purpose type family with enhanced network performance
nec

Quantity 2 unit(s) &

T g et
System Disk SSD Disk - 120 GiB &
Mount Data Disk You have selected O disks and can select 10 more.
& Disk Parameters and

n Add Data Disk 17 Recommended

Performance
Operating System Alibaba Cloud Linux 3.2104 - l
Security Disable Reinforcement based on classified protection CIS Reinforcement
Reinforcement
Logon Type Key Pair Password Later
Key Pair key-par-Alibaba > o

& ackiling ste price:¥ 0. 100 jrours e price;v 0.800 68 eesprice: v 4.9 rours [JEEEEC L ERENELS

* [Public Network (/X7 Vw7 3w 8T —27) 2 TICHEEI L., [Service Discovery (—1E &
HD]. [VolumePlug-in (KY 2 — L7571 )], [Monitoring Agents (it —3 = >
MIDF v IRy 7 R7%ZXT7ICLET,

CN-Series7 7 A 7 74— VD757 RBXUA VT L I AAND 97 ©2024 Palo Alto Networks, Inc.
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—
< Create Cluster Managed Kubernetes Dedicated Kubernetes Serverless Kubernetes Managed Edge Kubernetes Register Cluster
° Cluster Configurations ° Node Pool Configurations e Component Configurations
Ingress Do Not Install Nginx Ingress ALB Ingress MSE Ingress
SLB Network Type Public Network Internal Network
I SLB Specifications slb.s1.small hd
Service Discovery Install NodeLocal DNSCache
Runs a DNS caching agent on each node to improve DNS resolution perforfnance and stability. After you install NodeLocal DNSCache, you must enable automati
DNSCenfig injection. View Details
) unselection all
Volume Plug-in csl
How to select the volume plug-in
Dynamically Provisien Yolumes by Using the Default NAS File Systems dnd CNFS View Details
5 GiB of Capacity NAS space or 1 GB of Performance NAS space is offered free of charge to each ACK cluster for 12 months. For more information, see & Pricin
Details
Manitoring Agents Install CloudMenitor Agent on ECS Instance 1% Recommended
Enable Prometheus Monitoring 1> Recommended &' Pricing Details
I sbacl feacl dalacte S Kubanatas olistacs faa of oby Details

0.220 yows
& ACKBiling SLBPrice: "~ epprice: 0.800 /68 ecsprice:v 4.9 7 jHours ev:Node Pool Configu
‘ o

6. FIFBHIDT = v 7Ry 7 A2 B RL £,

FIaA A
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AM Role Authorization Checl Passed
Dependent Service Activation Status Passed
Auto Scaling Status Check Passed
Service Quata Check Passed
System Disk Size Check Passed
Data Disk Size Check Passed
Account Balance Check Passed

* Terms of Service

T T TV e TE T O T Yo e T TS B TE ST BT AT e BaTe T Oportunity.

| have read and understand the preceding statement. | also have read and accept the Terms of Service and Disclaimer.

0.220 o e
& ACKBilling SLB Price: TIPSR ORC O O TR N R JERPRY  PreviComponent Configurations

T S ARDIERE Y v I LET,

8. APl server KeyxF v 7 L TACKZ ZARICO AL, UROayF»YEa—7)Lba
YEa—XDO$HOME / . kube/configica¥—L X7,

CN-Series7 7 A 77 4 —)VD 7 57 RBEXUF > T L I AAD 99 ©2024 Palo Alto Networks, Inc.
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< ACK-For-PM ~ All Clus

Cluster Information CK-For-PM
¥ Nodes
Overview Basic Infermation Connection Information uster Resources Cluster Logs Cluster Tasks
Node Pools
Connect to a Kubernetes cluster using kubectl
Nodes

1. Install and configure kubectl. For more information, see Inst;

configure kubectl.

Namespaces and Quota... 2. Configure cluster credentials:

A a1 Ac Generate Temporary kubs Iievw«e KubeCon
Workloads Public Access nternal Access

Deployments thatoll

ntent to SHOME] kubefcontig on your lacal computer

Credentials Expire At Jan 5 2026 13:32:61 UTC:
StatefulSets

DaemonSets
Jobs
CronJobs
. 1FRd1Bq
Custom Resources

» Network

¥ Configurations. 43aFNKY jMrR31FU2.

9. ACKZ I AZAPIY—NNOIST Y JTV RRAY M7 RLAZEELFE T,
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E -] Alibaba Cloud Y Workbench Al Resources v

< ACK-For-PM -

Cluster Information

¥ Nodes

Node Pools

Nodes

Namespaces and Quota...

¥ Workloads

Deployments

StatefulSets

DaemonSets

Jobs

CronJobs

Pods

Custom Resources

b Network

} Configurations

| Cluster Information

£ Global Q Expenses ICP  Enterprise  Support  Tickets  Afb
All Clusters
ACK-For-PM
Qverview Basic Information Connection Information Cluster Resources Cluster Logs Cluster Tasks
I Basic Information
Cluster ID: cdbc7ca2f48a84bf898f5ac303022718e @ Running Region: China (Beijing) Time Zone: AsiafShanghai De

AP Server Public Endpoint

hitps:/i47.93.191.191:644: Change EIP. Unbind EIP l

AP| Server Internal Endpoint

Service CIDR

RRSAQIDC

Kube-proxy Mode

Network Plug-in

Custom Certificate SANs

Testing Domain

https://10.101.10.169:6443 Set access control & Troubleshoot connection issues
192.168.0.0/16
Enable RRSA | & Configure RAM permissions for service accounts to isolate permissions among pods
ipvs
terway-eniip

Update

*cdbc7ca 0227 18e.cn-beijing. com Rebind Domain Name

CN-Series™” 7

FIaA A
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. . n N _ . PANWE
E (- Alibaba Cloud @ Workbenct All Resurces v £ ciobal Expenses ICP  Enlerprise  Support Tickets [} 24w @ = el
Container Service ACK Bl
ST Clusters View Cluster and Node Quotes = | Refresh
Clusters
N Q Label
Authorizations
Cluster NameAiD Labels Type Region CIUSter SIS \odes  usa Createant 2SO0 Act
Jan'6, 2023,
For-FM 19 : 1.2
W ACK Managed China (3elling) @runnng 2 n oL 133251 ee
19% oo liyun. 1

Marketplace
¥ Mubi-cluster
Multi-cluster Manage
Application Center
Backup Center
Service Mesh

Quick Start

DIARD) Y —ANEYTH 2 L2l LET, 774V FDGKE /— F 7 —) Uik
&, CN-Series 77 A 74— )VIZIEHE L TWEE Ao VTARICT 7 AT U+ — )V Y R—
N9 % 72D DCN-Seriesiiife 5T YV —ANDH % T & 2R T 208N H O £ 95

kubectl get nodes

kubectl describe node <node-name>

ax Y FHADIAERIAE LD MCH B 1EHZERRL T, faE L/ — R TRl RE% CPU
EXEY —ZHERL I,
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster.html

CN-Series 7 7 1 77 4+ — )% AliCloud (ACK) IC Kubernetes ' —E A& LT 70 A9 %

CPU, XEY, BXUOTA AT AL —YDEIDYTE=—RIC K> THEED T, CN-
SeriesD/IN T+ —R VAL AT —o7 8 1) 7 0 BB LTLIZEW,

RO D % T L 2R T D END D £T,
* PanoramalC APl Y —/N—%RET H12DDLTY RRA VM IPT RLAZINELET,

Cluster Definition @
Des
AP! server add 102
Tvr Native-Kubernetes
=
Label Selector | Label Filter | Custom Certificate
D items — X
LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

(¥) Add

Panoramal¥. CTOIP7 KL A% L T. Kubernetes 7 5 A Rk LE 9,

* FTUTL—F REY I, TINA R TIV—T4%., PanoramalP 7 FL A, BXUA T3
vy aL s Z7)v—74%%Panoramah S UINEE L % 9,
FEHCOWTIE, BT NNA A TI—T T T L—k A%y 7Ol ESB LT X
(AN

* VM EAFF— L HEIEEEO PINID L{EZRINELF T,
* A A=Y Ry a—RULEEaAYTF A A=Y VRY MY DT,

STEPZ|  ({T3%) Panorama® Kubernetes 75 7' A > THAZ LilHEEZRE LTI2GEE. Xoax
Y REFATUCAEHE Y — 7 Ly F21ET 208D H D £9, 77 1)V % cact 5
ZHELBEWTL I, pan-en-mgmt.yaml 35 X U pan-cn-ngfw.yaml O 71 A Z LFEIAZE D R
Ja—LldA 7> a>Td,

kubectl -n kube-system create secret generic custom-ca --from-file =
ca.crt
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-series-performance-and-scalability.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-series-performance-and-scalability.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series.html
https://docs.paloaltonetworks.com/vm-series/10-1/vm-series-deployment/bootstrap-the-vm-series-firewall/generate-the-vm-auth-key-on-panorama.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated.html
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STEP3| YAML 77 A )V LT, CN-Series 7 7 A 7 7+ —)L T T A T % - DI B2
EHALET,

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-config
namespace: kube-system data:PAN SERVICE NAME: pan-mgmt-
svc PAN MGMT SECRET: pan-mgmt-secret # Panorama settings
PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE GROUP: "<panorama-
device-group>" PAN TEMPLATE STACK: "<panorama-template-stack>"

PAN CGNAME: "<panorama-collector-group>" PAN CTNR MODE TYPE: "k8s-
service"

apiVersion: v1 kind:Secret metadata: name: pan-mgmt-secret
namespace: kube-system type:Opaque stringData: # Panorama Auth
Key PAN PANORAMA AUTH KEY: "<panorama-auth-key>" # Thermite

CN-Series7 7 A7 I+ —)VD 75 RBELUA T L I ZAAD 104 ©2024 Palo Alto Networks, Inc.
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Certificate retrieval CN-SERIES-AUTO-REGISTRATION-PIN-ID: "<PIN
Id>" CN-SERIES-AUTO-REGISTRATION-PIN-VALUE: "<PIN-Value>"

DIFORIC/RT &SI, YAML 7 74 )L PAN_PANORAMA 1P/ A — & DAV
DPanoramalP?” RL AL —HLTW5A CZ L 2R 5 0ENH D £T,

& C A Not Securef” 36.196.181.64/#hanorama::dev-dg::panoramajtemplates aQ &% 0 @ ¢

PANORAMA

) Access Domain Q 2 items
5%, Authentication Profile -
- [] wame DESCRIPTION TYPE STACK DEVICES VARIABLES DEVICE KEY-VALUE TA
uthen
12] User Identification [ Kas-Network-Setur template
2 Data Redistribution [ kBs-stack template-stack K85-Network-Setup Man, No Devices in the stack

) Device Quarantine
Managed Devices
12F Templates
5 Device Groups
=7 Managed Collectors
[ collector Groups
4] Certificate Management
R certificates
R Certificate Profile

SSL/TLS Service Profile

[z scep

[ 55H Service Profile
[ Log Ingestion Profile
:_] Log Settings
(3 server Profiles

& sNMP Trap

&) systog

[® Email

B HrTP

% RraDIUS

Dy sce

Z) YAMLY 7 AIVDEHIN— 3 Vid. Pao Alto Networks Kubernetes Security D 1

R R -CN SeriesCATTEE T, [Switch branchesitags (775 % 7 DY) b %
) ROy TR I UAZ =5, RIIODE 2 TR EIRTEET,

LIFORICRET & 512, YAML 77 A /L® PAN_DEVICE GROUP & PAN TEMPLATE /%5
R — 2l Panorama ClEK LTz T INA AT )N—T 70 T L — s AR v 7 D40 TE—F L
TWBZ L xERT 20ENH D £,
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https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0
https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0
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<« C A NotSecure | 35.196.181.64/#panorama::dev-dg::panoramaj/device-groups aQa &% Q ¢

PANORAMA

VM-PANORAMA

) Access Domain Q

2items
= Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE SYSTEM TEMPLAT
User Identification
, Data Redistribution I :
Device Quarantine [ dev-dg kBs-stack

Managed Devices
: Templates {3
Device Groups
] Managed Collectors
k=) Collector Groups
& Certificate Management
A Certificates
B Certificate Profile
1 SSL/TLS Service Profile
Ug Scep
4 s5H service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:L';‘ Server Profiles
&) SNMP Trap
&) syslog
Email
B HrTP
[# RraDIUS

EDSCP

PAN_PANORAMA CG_NAME D/3F A—Z{EM, fEL7ca/aLl v 2—%LRILCTHAB T L
2R BEN DD FT,

#D vm-panorAMA ASHEOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE | PANORAMA

) Access Domain Q
& Authentication Profile
E susthentication Sequence l NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
User Identification [ & demo-panorama hong
% Data Redistribution
& Device Quarantine
Managed Devices
Templates
; Device Groups
} Managed Collectors
k= Collector Groups
& Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
fig scee
E& ssH service Profile
& Log Ingestion Profile
__] Log Settings
:1_" Server Profiles
&) sNmPTrap
) systog
[E, emait
B Hrre

(& RADIUS

J_hscp

\)

FENC DWW T, CN-SeriesDyaml 7 7 A )LD EEATAEIR /8T A— R B L TL I E W,
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https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files.html

CN-Series 7 7 1 777 #+ —) L7 AliCloud (ACK) IC Kubernetes t—E X L LT 7HA T 3

STEP4] CN-NGFW Y —E X %7 7aA LET, XOFIEZEITLET,

Kubernetesh—E A LTTF 7 A43%&, CN-NGFW DA VARV AZYF 25740 /—R
KT 7aATE, 77— ay Ry RS 70w 73, BELHITOZHICH HATEES
CN-NGFW A VAR VAV ZAL LT FENFET,

1. pan-cni-serviceaccountyaml Zffifl L TH—YC X 7 hoU Y RHOWERK S NIz T L 2R L
EC

UG ARBAH DT —C A T 17 2 FOIFRESIRL T ZEW,
2. Kubectl Zffiff] L C pan-cni-configmap.yaml #5217 L £ 97,
kubectl apply -f pan-cni-configmap.yaml
3. kubectl Z{#f] L T pan-cn-ngfw-sve.yaml 2517 L £ 9,
kubectl apply -f pan-cn-ngfw-svc.yaml

T @ yaml & pan-cni.yaml DFICT 704 3 208N H D 9,

4. Kubectl Z{#H LT pan-cni.yaml #3517 L %9,
kubectl apply -f pan-cni.yaml

5. pan-cni-configmap YAML 7 7 1)L & pan-cni YAML 7 7 A )V BT I N/ L &R L
£

6. UFoaxy REFITLT, tHjij‘L/(T@{’iJ@J:')h_tto“Cb\%c_&%ﬁﬁ?&biﬁo

Bcloudshell: (w arias- mktp kubect ods -n kube-system | grep pan-cni

Ru
(w arias-mk

. Alicloud ACKIZFEH#E X K1) I RX—ZADA— s A7 —1) VT DI EYR—
FLUTWET,

STEP5| CN-MGMT StatefulSet #7711 LE 9,

TI74)IVET, BT L— V3N EEE 2T 5 StatefulSet L TT7 7oA/ ENET, 1D
@D CN-MGMT StatefulSet I A 30D T 7 41 777 +—)U CN-NGFW R R TEE T,

L (e yov g =7 E07 PV OMRCAE) CN-MGMT Stateful Set FH D7k R
Ja—LPV)ZT 7014 LET,

1 pan-cn-pv-loca.yaml TEREINza—h)V R a—LHE—HT 270 L 7 M) %
ERR L £ 95
il 2o00T—H— J—REIC6DDT 4 L7 FUDNRKRETT, CN-MGMT
StatefulSet &#7 F AT 58T —H— /—RlcaZ 4> LT, T« L7 M) ZIER
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CN-Series 7 7 1 777 #+ —) L7 AliCloud (ACK) IC Kubernetes t—E X L LT 7HA T 3

L%9, &%, /mnt/pan-locall ~ /mnt/pan-locale ®F ¢ L7 bV Z(E
R BICiE, XDaAX Y REETLET,

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-locald4 /mnt/pan-local5 /mnt/pan-local6

2. pan-cn-pv-local.yaml Z#Z58H L 9,

nodeaffinity ® FTHA M4z —EH, EFIT spec.local.path icfERKL
T4 L7 NUDBNEEINC e ZHEELTHh L, ZOT7 7 M)V T7 a1 LT,
HLWA KL —Y 75 R pan-locd-storage & @ —71)U PV Z/ERK L £ 9

pan-cn-mgmt.yaml~ 7 4 )V Cl&. volumeClaimTemplatesD{E K HFIC
ARL—Y T A% xalicloud-disk-availablelk U CEINT 44
HEWhH D 9,

DUNEhHlZRUE 9,
storageClassName: alicloud-disk-available
PR A ik, T XRTDOPVT20GL, EDRARETT,

2. pan-cn-mgmt-configmap YAML 7 7 A )L & pan-cn-mgmt YAML 7 7 A )VIZVETE I iz T
MR LT,

pan-cn-mgmt.yaml MY > 7" )L

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. Kubectl ZfHH LT yaml 7 7 AV EFITLET,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml

pan-mgmt-serviceaccount.yaml (&, 7 7 A X —giE OV —E A7 77 > b OF k7% DL
IZFE T LTV EICOHIATT 20080 H D £9,

4. XOaA< Y BEFE[TLT. CN-MGMT B RAKEILTWB T & 2R LE T,
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CN-Series 7 7 1 777 #+ —) L7 AliCloud (ACK) IC Kubernetes t—E X L LT 7HA T 3

kubectl get pods -1 app = pan-mgmt -n kube-system
ZhiciE, 5~67hhb 7,

STEP6| CN-NGFW Kw RZEF7 a1 L% 9,

1. PAN-CN-NGFW-CONFIGMAP & PAN-CN-NGFW ICFHEENTWV2A K5I YAML 7 7
AIWDEEEINTT 2R LT,

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. Kubectl apply Zf# i L C pan-cn-ngfw-configmap.yaml #3217 L £3°
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. Kubectl apply 7Z{# ] L C pan-cn-ngfw.yaml 5217 L £9°,
kubectl apply -f pan-cn-ngfw.yaml
4. CN-NGFW R RO 77 uA INfz & 2B L £ 9,
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide
STEP 7| Kubernetes 7 7 A % |1 CN-MGMT. CN-NGFW, 3 XU PAN-CNI WERENTWVB T &
2R L E I,
kubectl -n kube-system get pods
STEP8| HiLWRY RDED T T4 v IR T 7 AT I+ — UV XA LT RENB KT TV
r— g v yaml L3 BRTZERNICHRZ I £ 95
MEDI=DIC N T T4 7% CN-NGFW IZU XA L7 Mg 3IiE. UFDY /57— a7z
BN 2080850 X9 !
annotations : paloaltonetworks.com/firewall : pan-fw
e ZIE, Tdefault] #RTZEMOTRXTOFH LAY FOEE -
kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

STEPO 52X TT TV r—va vz T TuALET,
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% paloalter

TECHDOCS

CN-Series % OpenShift IC7 7 H 1
9%

ECTHHTEEIH? M DAETT S 0?2

* CN-Series OpenShiftiglid 77 X > | * CN-Series 10.1.x or above Container Images

~ *  PanoramaPAN-OS 10.1.xUf&ED/N— 5 >/
EFERITLTVD

pan-cni i¥. 77— 3y KRy ROTF 74V D "eh0" £ Y EZ—T 2 —A DT T4 v
FRELET, SIVFR—L Ry RZFHHLTVWSIEER. TV v IXR—2DEEZFHH LT
DRy RRKRZA R EEETEKITREINIBINDA >V Z—T 2 — A2 R#T % X 51 CN-
NGFW ;R RZRETEET, 77V — 3 Y YAML ADOEFRICIH U T, %Ky RICBEET
FENTZTXRTDA U A—T 21— AEXRITERENIZRD A V Z—T 2 —ADSD T T4 v 7
BT SHEIICCN-Seies 7 7 A 7 I A+ — )V eiRETEET,

pan-cni &, v N T—TEER LIz, DO CNI TS T4V DEIICIPT RL AR EE
LEEA

Openshift T CN-Series % Kubernetes ' —E 2 & LTT 7049 %1Cid. PAN-OS
10.1.3 LIS E T, T HIC, OpenShift D Kubernetes ¥— 1 X & LT CN-
Series i, AV Z—Tx—A eth0 DIHZIRHELFT,

STEPL 52 2%T770A L%,

TR TITY T =L RV E—=DRF a2 AV FESIEL, OpenShift D/N— 3 &
CNI 78 CN-Series IS L THR—=FENTVB T e EHERLTLZEWY, CN YU —Z T 7
AT TA—=)IDA A=Y T 7 A)VZHEFF L . CN-Seriesyaml 7 7 1 )L CHatE R REIR /8T A —
2R L E T,

STEP 2| CN-Series Z2{#i[f] L 7= Secure Kubernetes 7 — 7 00— RICEENBZT— 77— L F
ED

Y— U EREHEIREIER L. 77 A7 4+ —I)VYAML Z7 704 LET,
B Y — U AFEAHEIR 7 7 4 )V 10KB A TW A6k, 7 7 A )V7% gdp T
JEfEL. EfELI= 7 7 A )V D basebd T A—FT 4 VI RELTH S, 774

JVDNZS% Panorama CLI £ 7213 AP IC T w T a— R E AL 0 (1T 208N H
DEI,
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https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series

CN-Series 7 OpenShift Ic7 7019 %

STEP 3| MultusCNI 75 7'« > Lifi#d % K 51 PAN-CNI 7571 U iELE T,
OpenShift =M MultusCNI 1, D CNI 7571 VMU HT [ A2 TS5 710 L UTH
RELET, 77U r—varvZeic, LFOIEEZITO RENDH D £,
1 I XTDORY REH[ZERTT PAN-CNI NetworkAttachmentDefinition =7 7'+ L % 3%,
kubectl apply -f pan-cni-net-attach-def.yaml -n <target-namespace>
2. 7TV r—va Y YAML ZEELE T,
pan-cni-net-attach-def.yaml 7 711 L7z 5. 77V —2 3 Y KRy K yaml IR Z800
LEJ,
paloaltonetworks.com/firewall: pan-fw
k8s.vl.cni.cncf.io/networks: pan-cni
FREHERAICMD Ry FT =B EZENTVEHEEIE. METSZ2HEDHZ Ry NT—7
D% A pan-cni ZBIMLUE T, pan-cni DEAD XY hT—2ik, VAL L7 FEN
I METINEEA

Ry RICEBOXR Yy NT—0 AV Z—=T 21 —AWZTENTWBEEIE. pan-
cni-configmap.yaml @ "interfaces' O R T, CN-NGFW Ry KRBT T 4w I %
MRET BHNRDA > Z—T 21— AU ZIRET 08 NH D X7,

PUNIChlZRLE 9,

template: metadata: annotations: paloaltonetworks.com/
firewall: pan-fw k8s.vl.cni.cncf.io/networks: bridge-conf,
macvlan-conf, sriov-conf, pan-cni

CN V) — XlZRedHat OpenShift’N—3 5 >4.13L ¢, Kubernetes Service7 7' 11
4 &— R & DaemonSet&— R TOVN-Kubernetes Container Network Interface (CNI) >’
FTA VY R—bTBX5IEDE LT,
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% paloalter

TECHDOCS

CN-Series % OpenShift IC 7 7 H A
CRA

ECTHHTEEIH? [DNEET I 0?2
* CN-Series™7HA X2k * CN-Series 10.1.x or above Container Images
*  PanoramaPAN-0S 10.2.x/\—3 3 » LI 7%

FITLTWVS

CN-Series=1 > 7 7 7 A 77 4 —)UH, RedHat Openshift 7= v 7 4 — L. Operator Hub Tl
TE5K951C7% D X Lz, RedHat Operator Hub/) 5 H#%CN-SeriesD A7 F T 7 A 77 +— )72
A, RE, BHTEET,

Openshift Operator Hub T®DCN-SeriesDHIHESE S

Openshiftd XL — 2 /\TICCN-Series”7 7 A4 7V + — IV B AT 5 T2 DHiHERMERD LB D
T9,

* CN-Series 77 A7 T+ —IVDT7 A2 AHIGCN-Series 7 7 A7 I A —)V A4 R
&, Kubernetes plugin on Panorama lc & > CEHENE T, CN-Series 7 7 A 7 U+ — )L T S
01§ 2N TEE, BEEa— FZ4ER L, Flic@EWTBEE T, FHlicOVTIE,
['License the CN-Series Firewall (CN-Series 7 7 A 77 4 — )LD T A R) | ZBRRL T2
T,

* Panorama C VM iBaEF—7Z24E L X9,
* VM-Series7 7 A 77— )L \DTINA ZFFIHED A > A h—)b
° 77XﬁDLH JIJ -]j— E—X 73‘7/]\%”5&'&%

* Panorama®7 S A-CN-Series 7 7 A 7 T+ —)VDT TAA XAV " eiRE., 7784, BX
UEHT 5I1CiE. PancramaZ 9 2408 HH D £9, Panorama” 7oA 7 2V ADT A
Etw BT TOFHIC DWW TIE, Panorama D E BB L TLIEE W,

* CN-Series7 7 A 77 +— )V DKubernetes 75 7 A > A VA —ILLE T,
* Openshift7 7 A 2%, CN-Seriesiife & HCHERLL TV A RHENDH D £,

* Palo Alto Networks Customer Service Portal (CSP) D7 7t AMW&H D ., FlexZ7 L k ZHE
LTWAZ ERIERLET,

* OpenShiftZ 1 > A & OpenShift TV ¥V — RAZ{ERK T 2 HERZRFD 7 A1 o~ b ZFiDRedHatdD
BETHZ LR LET,

* OpensShift7 o A 2 INCN-Seriesii e S FICHELL T3 2 L 2R L £ 95
#£ L < 1&. RedHat Openshift Operator Hub CCN-Series’ i HLICE A 3% JiE%E TBEL 72E W,
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https://catalog.redhat.com/software/containers/paloalto/not-applicable/61c4d6a3d467cd4ec03ef3f1?container-tabs=gti&gti-tabs=red-hat-login
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall.html
https://docs.paloaltonetworks.com/vm-series/10-2/vm-series-deployment/bootstrap-the-vm-series-firewall/generate-the-vm-auth-key-on-panorama
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https://docs.paloaltonetworks.com//cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-system-requirements-for-onprem-kubernetes-deployment.html
http://support.paloaltonetworks.com/
https://docs.paloaltonetworks.com/cn-series/10-1/cn-series-deployment/license-the-cn-series-firewall.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-system-requirements-for-onprem-kubernetes-deployment.html
https://www.youtube.com/watch?v=DBFS8xsuMeM

CN-Series & OpenShift IC7 711 3 %

OpenShift Operator /N7 ICCN-Seriesz 7 7111 4 %,

pan-cni i, 7SV —a Yy Ry ROTF T AV D eh0 AV Z—Tx2—A LD NTT 4w U7
RELET, IVFFR—L Ry R2HEHLTOSEHEAE. 7V vy IR— 2Dk ZMH LT
DRy RRRA N EHETZ XS ICHRESNTZBINOA V2 —T 21— A% {Fi#T % X 51 CN-
NGFW Ry RZRETEET, 77U r— 3 ¥ YAML NOERICIS U T, %Ry RICB L)
FENTETXRTDA 2V EZ—T 21— AXLEFERENTHRDOA DV ZA—T 2 —ANSD T T v 7
THMETAHEIICCN-Seies 7 7 A 7 I+ — )V ZRETEET,

pan-cni (3% R =2 RER LaW Tz, D CNI TS5 574V DESICIPT RLAZKREE L
A,

Openshift Operator/ 7 IC CN-Seriesz 8 A 9" % 1C1&. PAN-OS10.2DA[& W AEET 9

Redhat OpenShift4 XL — % —/\N7ICCN-Series7 7 A 70 4+ — )28 AT 5 FlEIE, RDEFD
T,

STEP 1| Redhat OpenShifta > 7 a>y—iicaZ 4> LET,

STEP 2| [Operators (A XL —2)IcHE L. [OperatorHub]z 27 ) v 7 L% 9,

1 43 O @

kube:admin ~

o2 Administrator You are logged in as a temporary administrative user. Update the cluster OMwth configuration to allow others to log in.

Home Overview

Overview Eiistar

Projects
Search
Getting started resources (&
AP| Explerer

Events B Setup your cluster «& Build with guided documentation W Explore new admin features

Operators
Al AP Explaret 3
Operatorkin Configure alert receivers 5 OperatorHub
Installed Operators
w all steps in documentation & View all quick starts See what's new in OpenShift 4B
Workloads
Details View settings Status View alerts Activity View events
Netwarking
e e Ongaing
Cluster APl address ®© Cusier ® Control Plan A Operates A st
https:ffapi.cntest danielma info:6443 degraded Zissues found Thars e na angoing activitia
Cluster ID o =
ecent events Pause
02cBc2dd-4828-4674-9beS-58bbb2ch5654 Q) Acluster version update is available Update cluster -
OpanShift Cluster Manager g A Jan18,2022, 619PM View details 109 AM (@) Stopping container registry.
Provider CredentialsRequest(s) unable to be fulfiled
109 AM (@) Started container registry-s_. >
GCP A\ Jan1a, 2022 7:08 PM View details e s
B R R w2 AC T HUEY
i R l al ] EANILZE
STEP 3| [HEFIMERY < IPaloAlto o
R — ; — L e LR, =P S - ; ©
CN-Series7 7 A 7 04 —)VD 757 RBXUA T L I AAND 114 92024 Palo Alto Networks, Inc.
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CN-Series & OpenShift IC7 711 3 %

STEP 4| pan-cn-series-operator #27 1J w 7 L% 9,

& Administrator

Home

Overview

Projects

Search

AP Explorer |

Ewents

Operators

OperatorHub

Installed Operators

Worldoads

MNetworking

Storage

Builds

Maonitoring

Compute

You are logged in as a tempar]

Project: openshift-operators =

OperatorHub

Dizcover Operators from the Kubernetes community and Red Hat partners, curated by

eptional add-ons and shared services to your developers. After installation, the Operat

All ltems

All ltems

Al Machine Learning
Application Runtime
Big Data

Cloud Provider
Database +; paloalkto
Developer Tools
Develapment Tools

pan-cn-serid¥-operator

Drvers And Pluging

Integration & Delivery **Palo Alto CN-Series NGFW
{contaner firewall )™ **Praduct
Logging & Tracing Owverview:** The CN-Series...

Maodernization & Migration
Maonitaring

Netwarking

OpenShift Optiaral
Security

Storage

Streaming & Messaging

Other

pan-cn-seriesoperator X 1 )Lz 7w 745, A VA=)V Y FUDNEEET,

CN-Series7 7 A 7 U4 —)IVD 757 RBEXUCA YT LI ZAAD
FraA A
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CN-Series 7 OpenShift Ic7 7019 %

STEPS|  [Ingall (1 YA r—)W)] &7V wZ LT, OpenShift7 = A ZiZpan-cn-seriest XL — & 7%
/f‘/x ]\—]Ubijﬂo

Search
API Explorer

Events

Operators

OperaterHub

Installed Operators

Workloads

Networking

Storage

Builds

Manitoring

Compute

HBoa3

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others tologin.

Install Operator

Install your Operator by subscribing to one of the update channels to keep the Operator up to date. The strateqy dete

Update channel * &

® alpha

Installation mode *

Installed Namespace *

@ openshift-operators (Operator recommended)

Update approval *

e

ady exists and will be used. Other uses

Provided APls

(=3 PanCnSeriesFirewall

C T CRIROEMTFIEORNC, > A =)l Flazse 7T LET,

U2

5T 7 1 )UH 10KB A2 TWALEAIE. 7 7 A V7% gzdp CHHi

L. FHsL7z7 740D basebd T A—T 4 VI ZHELTHSE, T7AILD

%57 Panorama CLI X7zl APLICT v 7T a— R X720 1) 208035 O K

ER

CN-Series7 7 A 7 U4 —)IVD 757 RBEXUCA YT LI ZAAD 116
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CN-Series 7 OpenShift Ic7 7019 %

STEPG6| fEX =2 —"T, [Installed Operators (-f >~ A b —)JViFA XL —Z—=)IcB#H L., 7 X
I~ —JU L 7zpan-cn-series-operatorz 27 U v 7 L £ 95

RedHat

kubecadmin ~

%8 Administrator You are logged in as a temporary administrative user. Update the cluster QAuth configuration to allow others to log
Project: openshift-operators =

Home
_ Installed Operators
Overview
Projects Installed Operatc e represented by Clust erviceVersions within this Name: re information, see the Understanding Ops documentation & Or create e erServic ] the
tor SDK
Mame w  Searchby nam
Events
Name 1 Managed Namespaces [ Status Last updated Provided APIs
pan-cn-sefies-operator Al Man by & Succeeded @ 1 minute ago PanCn! .
Operators — " : ’ i
provided by Pale Alto p to date
OperatorHub
Installed Operators
Workloads
Builds
~ ~ >
W
STEP 7] cCreatelnstance (A Y AZ Y AZ1ER) 27V v 7 LET,
H a3 O €
- i inistrati 3 gluster Outh configuration in.
. You are logged in as a temparary acministrative user. Update the to allow cthers talogin
Project: openshift-operators =
Home 0.0 provided by Palo Alto Networks
Ovarview Details  YAML Subscription  Events  PanCnSeriesFirewa
Projects
Search Provided APIs Provider
Palo Alto Networks
API Explorer
(=53 PanCnSeriesFirewall Created at
Events.
@ 1 minute ago
Operators p——
aperatordoma
OperatorHub
Maintainers
Installed Operaters

Not available

Description

Workloads

Palo Alto CN-Series NGFW {container firewall)
Netwarking Product Overview: The CN-Geries firewall enables you to

1. Gain Layer-7 traffic visibiity and control within the cluster
2. 5top lateral movement of threats
3. Prevent known and unknown inbound attacks
4. Apply egress filtering to prevent data exfiltration and unwanted outbound connections
Builds 5. Dynamically scale security without compremising DevOps agility.
6. Ensure a frictionless CI/CD pipekine deployment,

7 Unify management across all your firewalls using Panorama

Deploy CN-Series as-a-Kubemetes service and manage the flaet of firewalls from Panorama, alongside our hardware and VM-Series NGFW appliances to ensure

CN-Series7 7 A 77+ —)VD 7 5 RBEXUCA VT L I AAND 117
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CN-Series 7 OpensShift I 7 719 %

STEP 9| [Minimum Replicasfor DP (DPD /N 7"V A#0)]. [Memory Unit (X &Y —I=vw )%
ASIL, DPEMPAR Y RH®D[VCPU Limit ]2 A1 LEd, vCPU DflfRICDWVTIE, [CN-
Series Key Performance Metrics (CN> ) — X FEE/ST +—< VA XA MU 7 R) ] ZBRLTL

fiéb\o

STEP 10| panoramalP7” RL A& AN LE T,

Customer Support Portal PIN ID

Customer Support Portal PIN Value (Optional)

Customer Support Portal Value

Customer Support Portal Alternate URL (Optional)

The docker image name and version of CN Series DP
DP Image Version

preferred-102

The docker image name and version of CN Series MP.

MPImage Version

The docker image

PAN CNIImage Version
preferred

PAN CNIImage Version

STEP 11| (T ) HAJERI Dt /1 > &Y PanoramalP7” RLAZ AT LE T,
STEP 12| CN-Series PanoramaAuth Key GREEF—)Z2 AT L9,

STEP 13| panorama7/NA A ) —T2 AT L%,

CN-Series7 7 A 77+ —IVD 757 RBXUA YT I AAD 118
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https://docs.paloaltonetworks.com/cn-series/10-2/cn-series-deployment/cn-series-firewall-for-kubernetes/cn-series-performance-and-scalability#idcbe72b25-f36b-4fc1-af30-108a324a387b_idaeb1ff1b-0b4a-4c3c-be7e-59e643996eec
https://docs.paloaltonetworks.com/cn-series/10-2/cn-series-deployment/cn-series-firewall-for-kubernetes/cn-series-performance-and-scalability#idcbe72b25-f36b-4fc1-af30-108a324a387b_idaeb1ff1b-0b4a-4c3c-be7e-59e643996eec

CN-Series 7 OpenShift Ic7 7019 %

STEP 14| panorama7 > /L — b A& v 7 ATLF T,
STEP 15| panoraman 7 a L7 2 7 )—T4 % AL E T,

STEPI6| (A4 72 9 )CP(H A X —HR— FR—Z)L)DPINID, PINfH, fAEURL%Z AJL &
ER

STEP 17| PAN-OSDNN—T g VZHDINWT, CNY U —Z2 a2V 5 F LY ARY a3V —)L T
DP, MP., XU CNI Dz A A=) 7 LET,

STEP IS [ ez 27 ) w 7 LE T,
STEP19| ey —2 g A=a—T, R FIBHILET,
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https://console.cloud.google.com/gcr/images/pan-cn-series/GLOBAL

CN-Series % OpenShift IC 7 7019 %

STEP 20| ’m ¥ = &7 M [OpenShift-operators] 23R L TAH 5 [kube-system] ICBEI L, AT KD
—fELTT7TaA LIZCNI, B, BXUT—2TL—VRy ROAHIERAT—X A%
FZRLET,

- Red Hat
= enShift o oAa3 O @
form

# Administrator You are logged in as a tempaorary administrative user. Update the cluster OAuth configuration to allow athers to log in.
Project: openshift-operators  «

Home

slect Projec

Create Project
m
Search AllProjects,
o Read, Restarts Memor cPu Created

AP Explorer L ¥ +

libe=node-lease 2/2 0 BO.3ME 000! cores @ 3 minute:
Events

kube-public

kube-system

Operators

openshift
OperatorHub

openshift

Installed Operators opanshift-ap

ver-operator
openshift-authenticatior
Workloads

openshift-authentication-operator
Pods openshift-cloud-credential-operator
[ S — openshift-cluster-csi-drivers

openshift-cluster-machine-approver
Deployment

StatefulSets

ConfigMaps

CronJobs

Panorama - TCT7 7 A 7 4 —)VOE J IR E R TE £ 9, B AL UANIC T 734 ZIREED
[HERHR A ICEDDET,

n
v
[e— e I coese o Discomnectes wa
mcna I past | Doaweced | wia o
I waon s e

2022/03(09
040252 ST

3 swmpTaa
) sysiog

(B Emsi

B wrre

[ rapius
Bysce
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CN-Series & OpenShift IC7 711 3 %

STEP 21| MultusCNI 75 71 > L 3E#Ed % K 51 PALOALTO NETWORKS-CNI /'S 7oA > 7% ik
LET,

OpenShift -0 MultusCNI (. 1D CNI 75 7' A Y ZOHT T X2 TS5 71021 & UTH

RELEd, 77U r—y gy elc, UNOIEERITH ENH D £T,
L xoaxy Rzi7L T, IXTDR Y FHHGZERIC pan-cni-net-attach-def. yaml 2 7~ 7 11 A
LEY,
kubectl apply -f pan-cni-net-attach-def.yaml -n <target-namespace>
2. 7TV r—va Y YAML ZEHELE T,
pan-cni-net-attach-def.yaml 7 711 L7z 6, 77V —2 3> Ry K yaml ICLL FOHER
ZEMLUE,
paloaltonetworks.com/firewall: pan-fw
k8s.vl.cni.cncf.io/networks: pan-cni
FROFERAICMDO Y FT—I DB EZENTWVAS5H1E. BTSN EDOH S %y NT—2
D% A pan-cnl ZBIMLUE T, pan-cni DEAD XY hT—2ik, VAL L7 &N
9, REINX A,
Ry RICEBDORY VT —0 AV 2—T 2 —ANFTENTVRHEEIE. pan-
cni-configmap.yaml @ interfacestt 7 3> O FT. CN-NGFW Ry RH
NI T4 I BRBETEZNEDOA VR —T 12— AL ZIEET 50BN H D %
ER

DU 2R L 9

7> 7L—}F: metadata: annotations: paloaltonetworks.com/
firewall: pan-fw k8s.vl.cni.cncf.io/networks: pan-cni

CN-Series7 7 A7 I+ —)VD 75 RBELUA T L I ZAAD 121 ©2024 Palo Alto Networks, Inc.

FFUA ALk



CN-Series 7 OpenShift Ic7 7019 %
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