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Default Gateway Type | Static g
Default IPvé Gateway Address

Administrative Management Services

[JwTTR HTTPS
[ Telnet SSH
Metwork Services
[ HTTROCSP Ping
[ shme [ user-ID
[] User-1D Syslog Listener-55L [] User-ID Syslog Listener-UDP

n Ca ! L.L.-I

EHA LV RA—T 2 A ANDARIET 7V A%<zl EHEDNPMGT AV EZ—T A
AT 7+ AT &S Permitted | P Addresses ZiBHNT 2 DWNEFOXRNA s 7575 ¢4 A
T9,

A VE—=T A AT T HEHI— AR ER LT,

® Telnet & HTTP MEIREN TV iEWT L 2R LET, k. chbo
Y—E XTI A I N, oY — AF LTI RL., EHED
FRRE RIS A ATREEDN D A0 5T,

OK #7VUw o LET,
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STEPT| Bt —N\—ZfFE L. DNSRE L THF> T—N—REZFHEL T,

T7 AT+ —)VTH7%L EE 1 DD DNSY—N—ZFHTHRET ZLENDH
D, BELGZWERA RIS L ENTEERLEDET, IPHEDHOD
V—ZAM5D DNSY—N—REEZMHTZEE A,

L [FNRAR] >ty 87w > [V—EX]ZIEIERLE T,

¢ RIVFRES AT L Ty b7+ —LOBEE, Global [ H— 3V ZER L T
Services [V —E A&7 ¥ a U ERELET,
* 1 DDV AT L TTy b T+ —LDEEIX, Services[P—EAv 7 v g V7l
HBLET,
2. [V—EX] 27O [HEHY—3—] . PaoAlto Networks > 5 B Hi7% X7
YHa—FFE5Y—N\—DIPY RLAXIERA M aEEL XS, BIEMH
l&. updates.paloaltonetworks.com T3, 77 =)L YiR— M SIRMDEVED, T
DFREFEFLZNTLIZE N,
3. [HHY—/N— 1D DR ZAM LET,

COX T arvEEMCTEE. 774774 —)VEziZPanoramalc X -
T V7o 7FREarysoy RNy r—yn0K > ya— Rieoy—
IN—=IT, BETEAHBEICK > TEBAINIESLATAEZENH 50 L 5 hh
ML ENB72d, TOF T a vEHEMCTEONRAN 57574 AT
ERS
4. DNSOEE. MGT AV Z—T7 A AWM DNSY—V AZHET % HiEAFER L F 9,

* Servers(Y—/3—)—Primary DNS Server (754 <VU DNSHY—/\—) 7 KL X &
Secondary DNS Server (/1> & 1) DNSY—/3—) 7 RL A% AN LET,

* DNSProxy Object DNS 7HF T A7V 7 M) — Ky XTIV A5, 7
1 —/\)L DNS Y —E ADREICHH I % DNSProxy (DNS 7'113-3) Z3HR 9 %
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M. DNSProxy DNS 7+ 2 Vw7 UL THLWDNS V> A7 7
FERELET,

PAN-OS11.2.1 UBED Y V) — A Tld, DNSover-HTTPS(DoH) % 7213
DNS-over-TLS(DoT) Z#KT 5 T & T, MGTA VY EZ—T A A (A
R—T A AMDNSHY—/NN—F I DNSTaF D EL S % [FHL
TWBMICEIREL) THES(EE N7 DNSEHMNMCT BT EMTEE
ER
* MGTA V& —T7 x—AMDNSY—N\—7Z T B Ak S{bEn
J7eDNSERRET I, Fv U= VEREN A R, 21— A7 —
A1z2BRUTLK I, 774774+ —)UICIE DNS FRIRDAEET
T o

* MGTA VX —TxAANDNS /aFZ2{HT 2K Sk n
7z DNSZ#ER T Bicid, [y =255 A K| & [DNS T
O3> A7V 7 O] Z22RLUTIREN,

Services @

Services NTP

Update Server | updates paloaltonetworks.com
Werify Update Server Identity
DMNS Settings
DNS @ Servers () DINS Proxy Object
Primary DMS Server
Secondary DMS Server

Encrypted DNS Connection Type () DoH () DoT € None

TCP Timeout (sec)
Minimum FQDMN Refresh Time (sec) | 30

FQDN Stale Entry Timeout (min) | 1440

Proxy Server
Server
Port | [1-65535
User
Password
Confirm Password

D Enable proxy for cloud services. This setting is for cloud logging, 10T, ApplD Cloud Engine, User Context,
and Saas

“ Ca ! utl

S OKZZ7VUwrZ L%,
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STEP8| HEf (NTP) OREZITVET,
1. Device (F7/31RX) >Setup (v h7 v ) > Services (Y —E )
* RIWVFRMI AT L TFv v 74— LDEEE., Global [ a—/ N ZEEIRL T
Services[U—UE R |7 a U ERELET,
* 1 DDV AT L TFy b T+ —=LDEEIE. Services[V—E A1 w7V 3 VR
HLET,

2. NTPRATTAYA—%Y b EDRA LY —IN—D T 5 X272 liHT %I
&, Primary NTP Server [/ 4 <V NTP Y —/N—]IcR A M4 pool.ntp.orgl %
AT B, TS5AYUNTPYH—N—DIPT7 RLAZANLET,

Services @

Services NTP

Primary NTP Server Secondary NTP Server

NTP Server Address NTP Server Address

vpe | None s Authentication Type | None R

({T-3%) Secondary NTP Server [ /1> &) NTPY—/NN—]D7 RLAZ AN LET,
(1) NTP Y —/\—D 5 OO 7238509 51k, 2Y—/3—®D Authentication
Type [fRFEZ A I TU FOWITNAEZHRL 9,
* None[xL]— (F74)VF) NTPREiEZ#EERNC L E T,
* SymmetricKey [FiF—] — T 747 U4+ — )V THRF—ZH EOY—T Ly
) ZER U CHRSOEH ZRE L E 9,
* KeyID (F—ID) —F—ID (1~65534) Z# AN LFET,

* Algorithm [7)V 3V XL —NTPREREICERH S % 7))L 3V AL Z R LU ET
(MD5 % 7z1& SHAD

* Autokey [HENF—]— T 7 A7 U+ —)VCHEIF— (RHENS) Z0H L TR
DEE 72 wRal L& 95

S OKZZVUwILET,

Authentica
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STEPO|

2.

5.

(L5 BRINET 7 A7 05 —IVDRGEZITVE T,
1

Device (7731 A) > Setup (v k77 v 7) > Management (&) 3R L T Genera
Settings (—ERAE) ZMRE L £ 9,

T7 A7 7+ —)VD Hostname[ R A F 4] Z A1 L. % 87 —2dD Domain[ F X1 ]
AT LET, RAL VBB EZRLZ IV THETD, RALCBINT % i
HENsTEdHDEEA,

74L& LT0RI—Y—ICHLT, 774774+ IVEBRKREIC T 72 AT
BHIIIREEN R ETH B T & 72@iH1d % 7 F A b7 Login Banner [[1 7 > 73 F—]IC
ANLET,

TV LAy =V ED AT, RICNAZENT S zE
EbLET, E5HIC, FEFIYZICNF— Ry b—VRHELTE DL,
RERT 72 AZ2EEET B2 X ENETIN E I DK HEERL T ZE 0,

Latitude (}#/%) & Longitude (R%fE) Z AN L. £DT 7477 5 —)UAHVHFUX L

DIEMRGINCEEE NS K21 LE T,

OKZzZ7VUw 7 LET,

STEPI0| ZgZaIy FLET,

WREDEBRZRFET S EIPTY RLUADEEIND 28, Web1 > X —T 14 AN
DFzREMER S NE T,

Web1 > 2 —T A ADH LicH b Commit[ZIy M 27Uy I LET, 7747 T+—)
WETEZRET 5 £ TSRO D 95

STEPIL 747U+ — b3y b T — IR LET,

1
2.

AVEa—ZST 7 A7 T+ =)V YK LE T,

(PA-5450 ZBR L TXRTDT 7 A4 77 +—)b) RF45 Ethernet 77— 7 )L LT, MGT
R—FZ2EMRY bT—T LORAA v F K= LET, 7747 74—V 5
r—7 )RR B AA v F R— A auto-negotiation ICFKE TN TV T & Z TR
S

(PA-5450 ) +)Palo Alto Networks Z2ED SFPISFP+ kT >/ —\—b 7 —T )L L
T. MGT R—FZEH XY =7 LEDOZXA v F K—MHERLE T,

STERP12| 77 47 4 —)UAD SSH &MY v g U 2EF T,

PUTTY R EDIMARLI 2L —y a3y V7 b 72U, BoOUTIZHLWIPTY RLA
EHHLTTI 7 A7 94 —ILA\DSSH v g U 2RHELED,
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STEP 13| palo Alto Networks E¥T 0 —/N\—72 & 7 74 7 U #+ — )VERICRHRE RIS Y — E 2D
Iy I —=0 7 AR LX T,

LIRDOWINDDFTHET T OIERZITAE T,

MGT A > Z—T A ARy RT—TA\DT 7 A% LxW0WESE. Bk
Y—UCA 7Y S TF— b EEET5E5ICT—X R—+2Yy b7 T T508BRH D F
T W —EAND Ry hT—2 72 ZADYy b7 SICHEATLIEE N,

MGT A 2 Z—T 2 A ANOHNEIR Y v T —7 7 7R A2 585513, Ekihd s C

& ZHEFR L. Register theFirewal ICHEH, YT A7V T ay SARVADT T 4 N—
va L&,

L DITFOFNRT Lo, EFHr—S—fket7 A k7% {4 L T Pao Alto Networks B #T
Y—IN—AD oy T — T REE L E 9,

1. Device> Troubleshooting (7/3 A N T T)Iva—T ¢ 2 7)) ZEIR L, Select Test
(77 A FDFEIR) Raw & 5 Update Server Connectivity (BE#HTH—7N—3k¢
TE) 23R U F£ 9

2. P — N—HEHET A % Execute (317) LE 9,

{ PA-3250

NETWORK DEVICE

Test Configuration <« Test Result Result Detail

- Update Server is Connected Update Server is Connected
Select Test | Update Server Conneclivity iy * crvert !

Tmubleshooﬂng

~ L Certificate wagement

LUF®D CLI 2~y RZFfTL T, PaoAlto Networks EHE—/N\—I 57 7 A 777 % —
WY R— FEFKICEIT 2 EHMEZEIS L X 9,

request support check

EmENTOa56, BV —N"—RB7 747 U5 — VDY R— b AT7—2 A%
LARVAZERLET, T7A 7 T+ —IUHVERENTORWIGE., BT —/ =13
DAy —I%IKRLUET,

Contact Us https://www.paloaltonetworks.com/company/contact-
us.html

Support Home https://www.paloaltonetworks.com/support/tabs/
overview.html

Device not found on this update server
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I7Frv v T T 7 A7 T+ —)VOHIHREDFET
IT7FY T T7 A7 T4+ —)IVOUHREZITNET, 774NV T, PAYU—=XT7A47
TA—)VDIP7 KL AL 192.168.1.1 T, BHE/EMEDOI—FH ENAT— RNREEINT
miﬁoﬂ$1U74i®@mkiD WMDT 7 AT T+ —IVORER AT ZITI R, TNH
WEMEZEZEET ZENDH 0 FT, PIHRREZA7IE. 7747 T4+ —)VOEMT MGT 1
& TrARAZMEHLUGEWEETE DAV Z—T 2 A ANSETTEN. T7A4T7 T4+ —)LD
a2V —)U R— bANEE) 7V ZEH L TRITLED,
T INT Y RA U RZ—2y MERDRER D, TV Fvy v T I 7 A7 +—)id a7 )b
Fxy hIT—=T D7 v IF— Y =N TEEEA, T4 ADERE. PAN-OSY 7
M7 DON=Ta>rD7y T T L—R, BNy T YVEHROA VARV ETSIE. T
Fyw T 7 AT I+ —)VICTFETHEET 7 AV ET Y 70— RIZ0EPHD FT,
STEPL| v hU—27EHEN S HERIERE AT LET,
* B (MGT) R—hrDFF5AXR=KIPT7 RLA
* *v YR
* FIAXNWVE =tz A
* DNSHY—N— 7 FL A
* NTPH—/N\— 7 KL Z

STEPZ2| 74794 —)V2A Y A b—)V L CERZ ANET,

FHERNA RS S T4 RICDWTCE. [ 774704 —)bN—FR 7T 7 L ATA
R ZZILTLEE WD,

STEP3| Ty 479 —)UcHH L X9,

T 4)V FOEHEL—YEHEHEHLTa T A VT 208ENHD £9, Hifrd i, T
THIVNDOEHEZEINAT— R EEET L XTI TROENET, HLLWSZAT—RiE8

NFLLET, 1 XFUEO/NF e 1 P EORLT. BRXUOKTFE RIS T 157%
EHLHHENH D ET,

LIFOWINDDHETT 7 A7 I+ —)IVICHERTE X9,

* AVEa—Zh5arV—)L K=K I 7)) r—T)EEREL, 2—IF)ILV T3a
L—3Y V7717 (9600-8-N-1) ZHHLTT 7 A4 7 U+ —)VIcHERK LE T, KE)
V=T UANETTBHET2 3B ET, I AT U — VDN TEZ L, T
VI T AT I F—IVDHENCED D, & 21X TPA-220 login] DX HICFERE
nx9J,
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AR—hk AR

* AVEa—ZWERMSA—Y 2y N —TO N " T 7A T T+ —)VOMGTA >V Z—T
A RICEERLT, 7747 7 4—)WebA >V EZ—T A Aca bl A4 LET, TSI
T. https://192.168.1.11C7 7t AL %9,

@ COURLICT Z7HATBICIE, AVE2a—XDIPT7 FLA
%, 192.168.1.0/24 v kI —2TDT KL A (192.168.1.2 7% ¥) ICZEHE L7xl)
N5 WEERHD X,
STEPA| (RZ LT o772y azyF7aby g =7 ZTP) M LET,
ZTPIZ 7 7 A 7+ —)LCLIN L DAL TEE T, ZTPEMNICTEET 7 A7 7+ —)b

MEREEI L £ 9,
T7ATIx—)VIHEH L, HERT AV TELXIICEo1E, RORAT Y FITHERF
ED

* PA-54003Y — X, PA-3400>Y — X, PA-14003' Y —X, PA-400>V—X
admin> set system ztp disable

* ZTOMDIXNTDT 7 A7 T 4+—)b
admin> request disable-ztp

STEPS| 7 F X v T T 747 I+ =)Dy N T—IRERITVET,

ROARY RiF, A VEZ—=T A AXIPEOUTEAZT 4 v ZICREL. MGT A > X —
TxAA, RALY 2—=LHY—)N (DNS) . BXURY NT—7 XA L Takajl
(NTP) — 1D IP7 RLAZRELET,

admin> configure
admin# set deviceconfig system type static

admin# set deviceconfig system ip-address <IP-Address>netmask
<Netmask-IP> default-gateway <Gateway-IP>

admin# set deviceconfig system dns-settings servers primary <IP-
Address> secondary <IP-Address>

admin# set deviceconfig system ntp-servers primary-ntp-server ntp-
server-address <IP-Address>

admin# set deviceconfig system ntp-servers secondary-ntp-server
ntp-server-address <IP-Address>
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STEP6| 7717 74— L% Pao Alto Networks Customer Support Portal (CSP) IZ &8k L %97,
1. PaoAlto NetworksCSP I 71 >~ LE T,
2. [TINARDER 2TV Y I LET,
3 VUTNEE ZMHHLUTTNA R8T % B3R, [N\ Z7 Uy 7 LET,
4 IR TINA ANEHRE AT UE TS
* T7ATIF—INVD I TIVF =T ASJLE T,
* FrvIEMME)TNA AN TS A UHHENET,
* T AT I F—IVTFEITENTVASPAN-OSOSY U —AZEIRL X9,
S RELNEEHRZ AL E T
* T TrATIF—IVINREIN TV ST 2 AT L.
* T7ATIFIVHREINTOWEBERSZATIL.
* TI7ATIFIVAREINTWEEZASILE T,
6. [AEL THeH,
7. F7>3>0Day 1 Configuration (LHHODORE) RET 7 AINELERT S LS
iR ENTH, TOFIEZAFY T LET,
STERPT| I7 A7 04—V oA4tV AF—%Z T 0—RLET,
FTARVAF—T 7OV, ZT7Frvy TR T 7 AT I+ —)VIA R A ZT 7T 14 T
T2 DIRHETT,
1. PaoAlto NetworksCSP I 71 >~ LE T,
2. [ >[TNARZBIRL, BINLET7 7 A7 U+ =)V L E T,
3. Xuyrn—RUYIOMHNEEET ALY RIS, TRTOIAL Y RAF—T 7 A)
R A—RLET,
T7AT 94— )IVTTIT 47T BTNV AT EICTA RV AF—T 7 ANV AT
YHa— R0 ENHD FT,
STEPS8| I7AT7 % —IVIA VAT VT4 T LET,
L 74794V Web A v Z—TxAAICATA Y LET,
2. [Device (77341 A) ]>][Licenses (Tt A) 1%&EEHN L. [Manually upload license
key (A A F—Z2FEHTY v 7a—R) [ZERLET,
[7 7 ANVDERZ 7w 7 LT, BIOFIETEY > a— R LA AF—T 7 A
JVEERL, [OK1ZZ )y 7 L&D,
3. ZOFIEEHEOIELT, IRTODIA VA %ETy I A—RLTT 774 7ICLET,
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STEPO|

(L) BRNET 7 A7+ —IVORGEZITOE T,
1.
2

[T A > [y 87w T > [EH] Z#R L T RERE ZRELET,

T7 A7 7+ —)VD Hostname[ R A + 4] Z A1 L. v 87 —2dD Domain[ F X1 ]
Y AT LET, RAL VBB EZRZ IV THETD, RALICBINT % =i
HENsZTEdHDEEA,

74L& LT0RI—Y—ICHLT, 774774+ —IVEHBKHEIC T 72 AT
BHIIIREEN R ETH B T & 7Z2@H1d % 7 F A b7 Login Banner [[1 71 > 73} —]IC
ANLET,

TV LAy =7 EDAINTES . fRICNBZ B8BTS 2B
EbLET, EHIC, IS ZICNF—RA v b—VRHELTE DL,
RERT I AT 2 XENEYINE I DK SHEREL T T,

Latitude (}##/%) & Longitude (R Z AL, £DT 7477 5 —)UAHVHFUX L

DIEFERIGANCIE NS XS LET,

OKZZ7VUw I LET,

ZTH% Commit (I3w k) LET,
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STEPI10| 77 47+ —)JUPAN-OSE FNN 7 2V DOIN—2a BT v T 7L —RLET,

PAN-OS7 v 77 L— R/ A RFBXTPAN-OSY ) —Z /— T, WHRODPAN-OSY v 7%
L—RN—=V g VOFMZHER L T 7230,

1
2.

Palo Alto Networks CSP Ic @54 > L E 9,

aAYT Y HENEROXY Y a— R,

1. [Updates (F#1)] > [Dynamic Updates (X1 7 2w 7 HEHN] ZEIR L £,
2. AVAN—IVT BB TV RA T B L E T,

3 Eary T YYEFEEO—HILVTNARCAY ya—RLET,

4 QREREINO YTV OEFEITNTCEX T a— R 31, CTOFEEHEDIERL
I

PAN-OSY 7 b2 77w 7T TF— X7 0—RLET,

1. [Updates (FE#7) ] > [SoftwareUpdates (V7 b = 78#H) 1ZIEIGERLUE T,

2. [AVTFUIRALT|TC. T7A T I +A—IVETIVEFERLET, [[VD—XZA
1T, [TRXRTC] (7)) FlE[ER)Z-RLUE T,

3. [Download (X7 >u—RK)] HSLT. PAN-OSNN—2 327U w7 LT,
O—H)V TNNA AV T b I T7 A AX=VX 70— RLET,

T7AT7 I+ —=)VWeb A V2 =Tz A2 WCa7A4YLET,

[T R] > [ZAF Iy TR ZERL, XU >o—RLeBiay 72y OEk
%7‘7 7°Ij'_’ Fbijﬂo

COFEZEOERL T, IXTOFHIAY T Y)Y == 3 V22U GERL
95

ayT Y HENER A A R—=ILLE T,

[TNAR]>[V T b2 T 2% IRL, XU a—RLUEPAN-OSY 7 T2 7 A A=Y
%7‘7 7°Ij"_’ Fbijﬂo

PAN-OSY 7 "Iz 7 NN—=T g %7 v I 7L —RL%ET,

PAN-OSY 7 "7 7w T L —RDA VA=)V EKRTITHICIZ. T7 AT T4 —
V7 iS50 ENH D T,

STEPIL 747U+ —)bdy b T =TI LET,

1
2.

3.

A= T 7 AT T4+ — IV YKL E T,

(PA-5450 ZZBR FRXTD T 74 7 7 4+ —)) R}45 Ethernet 7 — 7 )V &2 LT, MGT
R— b 2EMRY NT—7 FORAvF R— MR LET, 7747 7+—)IV5
r—TIVTHERTT B AA v F JR— b A auto-negotiation ICERE I N TV T & ZhERR

EQC

(PA-5450 0)J7)Palo Alto Networks 587 D SFPISFP+ b5 >/ & —N—&r—T )Vl L
T. MGT R—FZEH 3y T —T EDZXA v F R— MR LET,

PAN-OS® & /1 K Version 11.1 & later 37 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/software-and-content-updates/dynamic-content-updates
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-release-notes
https://support.paloaltonetworks.com/

AZ—h AR

STEP 12| =7 F v w I T 7 A7 I+ =)V E R L E T,

L 747 94— )V Web A2 —TxAAcad ALY LET,
2. Device[7/3A A] > Troubleshooting (F 7 7 )V a—T ¢ V) ERINLE T,
38 T AT A IV E IR T INA ACEETES T L 2R LET,

L [F X FOER] T, [ping ZEIRLET,

2. [Host] ICHIERIPY RLAZASNLT, 7747 I+—=IVHALTT7F¥ v 2wk
T—INDTINA RICEETEDL L 2R LET,

B [EITEIZIVw I L, TAMDRETITEETRBET,
FRENTZS[TAMERIZZ ) v 7 UTHEROFEM ZMEEL. 77 A7 T4 —
JUISHERT I8 A ZICIERICping TE S T L 2R L E T,

4 ZDRATY IO LT, 7747 T+ —)VIEin g X TOWNET 31 A H
ETELT L RMERLET,

T7AT I+ —=IVBRLT Fx vy TRy hT—=THDTINA RICFETERNT & EHER

LE9,

L [7 A FOEIR] T, [ping]ZiERL £7,

2. [RAFNSHERIPY FLAZASTILT, 77 A7 T4 —)VIRET Fx¥ v T3y b
T—TNDTINA ZCFETE IRV xR L 9,

B [EITEZIVw I L, TAMDRETITEETRHBET,
FRENES[TAMERIZ TV I LT IREROFEM ZHEGEEL. 77 AT 74—
VDR T INA ZISping CERWNWC L iR L E 9,

NI —E ZAND Ry NT—T 7OV XDty 87 v

T7AT7 =), TIHIVETMGT AV EZ—T A AZHH LT, DNSY—/N\— VT
VYEH, BXOSALY AR ED) E— s Y—LC AT VA LET, By hU—
TNOWET 72 ZAZARATREIC LIeWE A, BBV — R V2 ATESL L HICA
UNYRTF=RR=b 2y b7 T L, EHIHNIT—C AT VB RTBRICT 7 AT
VA=)V EDR— 2T 5ONMEET 57D —E XL — M ERELX T,

o

AV E=2y b SEREFBEDOLF 1) T BERANOMMOEHEI N TV RN —
VS, BHADT 7 ARG UEWTL EEWY, Adminsrative Access Best
Practices iCiE> T 77 AT T4 — )V EHYNIREL TVWE T L EHERLET,

CDRAZZITICIE, T7AT I+ —IVDA U EZ—=T AR, V=2, BLUTR
V—IkE L T BENRDH DX, INEDFEY TOFFICDONTIE, 1~
R—=T 2 ARV —=VOREBICEAN LT 2V T4 RYT—DEY F7 v
TZBIRUTITIEE W,
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STEP L] WY —UC ZANDT Vv A THHT B A VX —T 2 A ABHREL. TNEAL v FEE
=R —DR— MR LET,

FHTHAVE—T A RIE. AZT 47 IPT7 RLADRKRETT,

STEPZ| Web A v Z—T A Rlca A4 LET,
Web 7T 7 —M 5Dt 3 2 77 i (nttps) ZfEH LT, #IHHRERL (https://<IP address>) IRFIC ]
DYTIHLWIPY FLAERRATY—RZHHLTOT AV LET, GEHEOEENERE
NEIH, MEHOLEEA, TOFEERHITLT Web R—=IEHEET,

STEP 3|

(F) 774774+ —)Uid. Ethernet U1 R— k & Ethernet /2 R— b+ (BX XSS 5T

TNV EDEFaVTF 0 RYU—LV—=2) OBOTTHIVEDOIN—=F v )V TAY— A
RB—T A ADNEFRRESNTHRENET, TON—F v )V IS V—REZHEHT ST
ENRVEEIE, ERTHMOA X —T 2 A ADREELETHLEZNVEIICT S0, %

DEGEE TETHIBRS 2 080 H D 95

B N ONER THIBRS 2 2 h % D 95

1

5.

TI7HIWEDYF 2T R —Z2HIfRT 5iciE, Policies((KY > —) > Security (2
F VT 1) DIEICERL TL—)VZ3R L, Deete (HIBR) Z27 VU v 7 LE T,

T 74V OIN—=F ¥ )L T ALY —ZHIERT 5ICiE. Network (v F7—7) > Virtual
Wires(N—F ¥ )L T A ¥) DIAICEIR L., N—F v )L U A v —7%#ER L T Deete (Hl
RZE7V w7 LET,

TIHIVEDEETEEY =V EEHTERNWY =V ZHIRY 51, Network (v
~T—72)>Zones (V' —2) DIFICEIR L, %Y — 2 2% R L T Delete (HIFR) 227V v
7 L%,

A VB =T A AREZHIFRT %1CiE. Network (%Y b7 —72) > Interfaces (-f >/ X —
T AR) DIEICERL T E8A Y Z—T A X (ethernetl/1 & ethernetl/2) 7z33ER
L. Deete(HIkR) Z27 Vv 7 LEd,

Z5 g% Commit (I3Iv F) LET,

STEP 4| Y —EZNDHNET 7 v AT 2 TEDA Y 2—T oA AZFEL X T,

1

Network (v k7 —72) > Interfaces (f X —7 = —R) DJEIGERL, AT7v T 1T
F—T WK Ule A V2 —T 2 — AT B4 2 2 —T 21— AZHERLE T,
Interface Type (A X —T AR XA T) ZFIRLE T, T THEIRNTH2 AT
DXy bT—27 FROIILCTRED ETH, TOFITIE, Layer3[LA1 YV —
IDHLEDFIEZRL £9,

Config (GR:E) & 7C. Security Zone (ZFaV 7+ V=) Fay 77Xy U)Xk
7[RI L C New Zone GHillY —>) Z3RL X9,

Zone[V' =] ZA 727 TH LY —>2D Name#4hi1] (Bl : Management) 7 A /]
L. OKZZ7 Vw7 LET,

IPv4 2 77253 R U, Static[ffi] 224 RE V23R L, IPR7 > 3 >d AddLEN]
ZZVUw I LT AVE=TzAACHOYTEHIPT FLAERY FT—F XA
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( 1192.168.1.254/24| 72 L) Z AJILE T, DAV X—T A ATIEHEMNPY FL A%
EHT20ENH D T

Ethernet Interface

@

Interface Type | Layer3

Netflow Profile | None

Config IPvd IPvé SD-WAN Advanced

Type ° Static PPPoE DHCP Client
Ow

[ 19216825.1/24

“ Cancel

Advanced (7F#fl) > Other Info (Z DHODIFHR) DONEICEER L. Management Profile (&2

T AV Ray IRy ) A b zER LT New Management Profile (BT EEE
077 A)V) EERLUE D,

a7 7 A )LD Name[%Hi] ( Tdlow ping] 7%&) ZAJIL. AV Z—T 2 A AT
[T 59— AREINLE T, WY —EZXNDT 7Y A %09 25 HNOLE
E. PingDHZANICLTOK ZZ7Uw 7 LET,
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D)

Al A —CRIET 7 A7 T F —)VAN\OEHT 7 AWM 5 X
N3, TOAR—T A ATHATEZERT 7T 4 €T 2 ITHIG
TEY—ECADAREFIRNLTLEEW, HlZIX, chbsoyakal
TR ERITV. R TR ARWED HTTP £7213 Tdnet ZH3NIC L
BNTLEEY, i, Vo7 A0 2—TJo A AXRIECLIICKS
T7AT T F—IVREZ AT TMGT A VX2 —T A A%HHT 355
&, HTTP, HTTPS, SSH. £7zid Telnet ZHNC Lz ik D,
DAV RA—=T A AN UIARET V2R Z/iIET A ENTEXT
(HTTPS % % W\ & SSH Z AN 55313, Permitted | P Addresses (77 7 2
AFFA[IP 7 RLRA) TREED IP 7 RL A 2 bADT 72 A 7ZHIRT %
DERH D FF), FHCDOWTIEA VX —T oA AEMT a7 7 A )L
HLTT7 7 AZHRZ2R LT 7ZE W,

Interface Management Profile @

Name | allow-ping
Administrative Management Services
[JuTTe
[ HTTRS
D Telnet
[ ssH
Network Services
Fing
[ HTTRP OCSP
] shme
[[] Response Pages
[ user-ID
[] User-ID Syslog Listener-S5L
[ User-ID Syslog Listener-UDP

PERMITTED IF ADDRESSES

8 AUR—T A AREEMRIFETHIE, OK ZZ Vv I LET,
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STEPS| H—vE 2 )— 2R ELET,

TFTIFIVEIRETE, 774774+ —)VIEMGTA > X —T = A A%Z{Hi U CRE IR B —
CRICT IV ALET, 7747 I+ — VNI —C A VTR N 72iEET ABRICH
TEAVR—T 2 AABREETLHICF, V=Y 2)V— FEHEET L0 ENH D FI,

CTORFITIE, Z7a— )0 Y —E Z)b— b DRETEICDWTHALE T, 7
0—/0 R— A CEE LAY AT L R— A TONEY —E ZAAND Ry F T —
7 T A DWTOFX. (K8 AT LOY—E ZADY—E 2 )b— kD
AR A ZABIRLUTLIEIW,

1. Device (7731 X) > Setup (v k7 v 7) > Services (— ¥ R) > Global (7' &@—/\)V) %
R L. Service Route Configuration (—E A)— @) 27V v 7 LE T,

Services Features
g Service Route Configuration
&
FA R AZT VT4 N—=a v, BOAVTVEREY T P U x
7 HEH BS540, DNS, Palo Alto Networks Services (Palo Alto
Networks -—¥ ), URL Updates (URL 7 77— k), XU AutoFocus
DY —C A )V— ZZHTEEXT,
2. [HAARAR] VA REZ IV I, UTFTOWITNOEERLED,

¢ ERBFHOV—CADEHIE, IPvA£Tzi3 IPv6 ZEIRL, Y—EXDV I 7%7
Vw27 LEd, Source Address GEEC7 RLA) O Ry &Y 1) A R 7ZzHilfEd
%1ciE. Sourcelnterface GEETA VX —T A R) Z#EIRL, SRELIZA YV
R—T A ABFRLET, K<, Y=L A )I—+e LT (ZDOAVE—=Tz 1A
M5) EEILT RLAZFERLET,

BIRUIeA V2 —T 2 A RIEBDIP 7 RLUADNRESINTWAEE. Source
Address GEEZ7C7 FLR) Ray XY UXRTIPTY RLAREIRTEET,

* HAZRLHEHDT—E R Jb— N Z2ERT B1Cid, Destination ($E5t) ZEERL
T. Add GEID %2V w7 LET, Dedination (FE5%) D IPT7 KL A% AL
X9, TO7 RLAE—HT 2557 FLAZROERE/ v ME, 2oP—E
A Jo— MTHEE LTzSource Address (F8(Z707 FLA) ZHfEte LTHHLE
9, Source Address GEECT RLA) DRy 7Z T U HIRT %I1cid. Source
Interface GEfEroA > 2 —T A A) ZERL X, #ERLIA 2 E2—T 214 AICKE
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HOIPY7 RLADERESNTWVWAYE. SourceAddress GEfE7c7 RLA) Ry

TETY VARTIPT RLAZEIRTEE T,

Service Route Configuration

Use Managem

1Pv4 IPvé

[J | service
[ | AutaFocus
O | cRL Statu:
]

[J | oons

[0 | Pancrama pushed u

P,
| | DNS

[ &ﬂi. Dynarmic Lists

[J | Emai
Q| Hsm

O e
] et

[ | Kerberos

M1 LDap

OK 227V w7 LTREZRGFELET,

ent Interface fo

Destination

rall @ Customize

SOURCE INTERFACE

Use default
Use default
Use default

Use default

dates Use default

Use default
Use default
Use default
Use default
Use default
Use default
Use default

Use default

SOURCE ADDRESS
Use default
Use default
Use default
Use default
Use default
Use default
Use default
Use default
Use default
Use default
Use default
Use default

Use default

“ Cancel

BT EHET—CRX )V—HMIOWT, FlDOFNES52~53%#0iRLE T,

ZHZIIv FLET,

STEPG| HEANDA V2 —T 2 A ABXUCBEMNI BN =V ZFEL. T 7 A7 T+ —IVHN

) =B — N — AR EEET AT L 2

U= )b—)V2E L £,

s E2iIceF a0 R

1 Network (v k7 —7%)> Interfaces (f > Z—7 =4 R) DIEISEN L T, SHEAD
AVE—T A ABEIRLET, InterfaceType] >V X —T A A XA T] &£ LT
Layer3[LAY—3] ZHR L. IP7 RL A% Add[EN] LT (IPv4 F7213 IPv6 X
7). Tinternet) 7 EEHH % Security Zone[ 21 7+ V' —] (Config[i%&] %
7)) EERLET, TOAVE—T A RBEHNPTY RLAWNRKRETT, i, 1V
Z—T A A ETEHY—C A2y b7 v I 9508EH 0D FE A,
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2. NExw b —2Z /5 PaoAlto Networks 7 /75— k Y —"—AD + 57 1w 7 7%
g 5tFaV 7T b=ty F7 v 79I BIciE, Policies((RY 2 —) > Security (2
Fa)T 1) DIEIGERLUT A GEIN) 227V w7 LET,

D) tFaVUTaRY Y= )b—VEIEKT B, R— b X=2D)L—)Tid7% <
TV r— gy X=AO)b—)VEFIFH L. R—F, 70 ba)b, [alEEHERS,
PRI 5155bIcBEb 59 Z\'@"IEE@M_?E@/ TV —v g VERITE
55915 }:%is@afgb\tbi% Service] — E A ] K IC application-
default ICRRE L TL 2TV, TOHE, B —1N— (BXTZDfidPalo Alto

Networkst'—E R) N\O7 7 A& T 25tF 1) 74K >— )b—)VEVERK
LET,

NAME ZONE ZONE APPLICATION SERVICE ACTION
1 | Palo Alto Networks Services BB Management | [ER Internet paloalto-dns-security #@ application-.. | ) Allo
paloalto-logging-service
paloalto-update
paloalto-

STEP7| NATRY — )b—)LEVERLE T,

1 HNEEA VY E—T2AATCTIAR—FIPT RLAZMGHTZHEIZ. TDOT7 RLA
IST V) ZIW)—T 4 VT a[EEIR T R L AICEH T %Y — A NAT )V—)VZEERT %
RN H D F 9, Policies (R 2—) > NAT DJEICER LT Add GEIN) 227V w7 LE
T, ik, V=IVO4EIEEEL (Genera[£fR] X 7) . RETLsiDY —
> (T OYEX Management [ 5 Internet > X —% v k) Z4FEL (Original
Packet[7CLOD/8rw R 2 7) | 3EELT R L AZHOREEH ZE#K LT (Trandated
Packet[ZHEH/ 8w M 2 T7) | OK 27U v 73 208N H D £7,

2' g%%ji‘Y]\bij_o

Original Packet Translated Packet

DESTINATIOM
NAME SOURCE ZONE ZONE SERVICE SOURCE TRANSLATION DESTINATION TRANSLATION

1 | Source MAT BH Management | B Internet any dynamic-ip-and-port

STEP 8| Device (7734 R) > Troubleshooting (r Z 7V a—F « > 7) 2R LT, Ping i T
AL EFEHLTT—ZR—= "D ENBI—C A (TIAINV TP =R T2 A ZEFE), BXU
Update Server Connectivity (FETH— \—kilt) 7 A b Z2{#i ] L T Palo Alto Networks B3t
Y—N\—IHHTE B L 2R LE T, TOHITIE. PaoAlto Networks Update Server ™\
DT 7 AT T+ —=)VEHDT A ENTHET,

TRy T — IS B T & MR LTz 5 . Register the Firewall ICi#EFr, 7 A7 1)
Toay AV ADT VT4 N—v a3V LET,

1 Sdect Test (7 A D) Fraw 77X 25 Update Server (V—/3— DR %8R
L&Y,
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2. Palo Alto Networks Update Server D##¢1t:7 X 7% Execute (17) LE T,

c‘ pA-3 2 50 DASHBOARD ACC OR *0OLICIES TS NETWORK DEVICE

G Setup
= High Avallability

Test Configuration <« Test Result Result Detail

N SR Update Server is Connected
Select Test | Update Server Connectivity R Update Server is Connected

= Sequence
User Identificati
52, Data Redistribution

e
VM Information Sources
r" Troubleshooting

v (@ Certificate Management

3. T 7ATIA—=)VCLICT Z7RAL, UFDaAX Y KEFEIFTL T, PdoAlto Networks
B —IN—5T 7 A7 T+ —)VOYR— FERKICEHT 2 EHREIE L E T,

YR—bFzv 2V T AT S

BHREINTOBEE. B —NR—3 7747 94 —I)VOYR—k AT7—XA%LES
LARVAZRLUETS, 7747 T+ —IVDVEEREINTWEWNWES, BEHIrY——idX
DAv—VBKLET,

BV EDHE https://www.paloaltonetworks.com/company/contact-
us.html ¥ :K—hFHE—L https://www.paloaltonetworks.com/support/
tabs/overview.html Device not found on this update server
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T7A7T4+—)LV UV —ADEH
* T 7 AT T —)VODEx
* N—RULT7OHEREHT S
*  Firewal OfdF{5 11

T7A 7T T4 —)IVOD%FTx

PYR—=—F, SARVARYT T ATV S a3 D7 074 X—= 3 VRITORNS. T7 AT T4 —

NWEEGFLTHEIRENHOET, LML, 7747 U4+ —)IVZERT BRI, £I 3V R—F

TV N EEMET BZRENDDET, T T AT ERYR—= T AUV BB E I DI

I C T ROWTNHODIEEZITVET :

* TIOT 4 T R=RTAhHT Y " eBRBLTEOVESE. IL0TR—F7h7 2 REVEk
LTCI77A7 I+ —=)bEEGFLTLIIZEW,

C T T IT AT R—=T AT " eBRLO5EE. 774774 —)ILDEid 54
N TETVET,

* BEFEHDOfirewal TUTE) FIHREDTITLE T,

* firewall »* NPC (Network Processing Card) 7 E DT A > h— RZ{HH L TWa5EIE. 771
TIr—=)V T4 H— FOFRLET,

VM-Series” 7 A 77 4 — )LD i%EIT 9 BRIEVM-SeriesE A 77 1 FDIERZSIRL
TLIEE W,
HLWYR—K7 AT "B LTI 74 77 4 — )72 e ox%

7 77« 77% Palo Alto Networks DY S R— k7 ho » b2 £ 12HK> TWiRWGE. Hilny
R—=rT7HhT Y b 2ERT BBRICT 7 A4 7 U 4 — IV B85 T 208N H D £9,

STEP 1| paloAlto Networks 77 A Z<— Y R—F R—Z)VcT7 72 A LET,
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STEP 2| cCreatemy account (7 h 7> b E{EK) 227V w7 LET,

H4PRISMA CORTEX
Secure the Enterprise Secure the Cloud Secure the Future Q Sign In

Customer Support Portal

Why a support account? | need help with:

You can:
Register & manage your assets Configuration * Security Policies

+ Create & manage support cases
Get knowledge & answers to .
questions Have you tried:
Get full access to the Live
Community

.

How To View, Create And Delete Security Policies On The CLI

This article describes how to view, create and delete security policies inside of the CLI
(Command Line Interface). ... Details ... To create a new security policy from the CLI:... Note: For
help ...

How To Tag And Filter Security Policy Rules

3
Already have a suppart account? This document explains how to add tags to security policies and how to filter security policies

based on the tags associated with them. ... Creating Tags ... Inthe firewall's web interface go to
Go to the portal P.

See more

STEP 3| Your Email Address (BfiL D E X—)L7 KL ZA)%& AJIL T, I'mnot arobot (FAld R
FCREHOFEYA)ZT v 7 L, Submit GXE) 27V vy 7 LET,

paloalto | customer support L @ sen

Create a New Support Account
W Support Home

i+ Rescurces - Account Email

Vour Emad Address:

I'm not a robot

* Required Submit

STEP 4| Register deviceusing Serial Number or Authorization Code (V) 7 V&S E 723583 — R
ZEF U TTNA A28 ER) 23R L. Next (XN) 227V w 7 LET,

paloalto | customer support A @

=[eoacm 1) DEVICE REGISTRATION

4 Support Home:
.
B Suppert Chies DEVICE TYPE DEVICE REGISTRATION DAY 1 CONFIGURATION
(OPTIONAL)
B Company Account

& Members -
Select Device Type
B Assats -
F Took - o d Security Service Provider [CSS;
& WildFirs -

1 AutoFocus

v . i
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STEPS| B8 7+ — LZ5eREEE T,

1 EEEOFME AN LE T, FRNTAZY XN TWBEDORKET —IV R TT,
2. THhHIY RO UserD BET/SRAT—REERLET, KOTAXY ZT7HHNTWVS

DOMHET 4 —)V E T,

3. Device Serial Number (F/3A A0 7 )LF > 3—) F713 Auth Code (FUEFI—

) ZANLET,

4. SalesOrder Number (I7221E%S) 7zl Customer Id (BHE ID) ZE AL ET,
BHD7 T T—hetFa VT ERDT S— 22T E X SI1ICT BIC
lZ. Subscribeto Content Update Emails (2> 7 >V B #H E X —)LD¥%4%). Subscribeto
Security Advisories (ZF 2V 7«1 7 RNA P —D%FER), KT Subscribe to Software
Update Emails (V' 7 bW = 7 HH E X —)LODXRER) Z3#IRL £,

6. Frvw IRy AZERL, TV F2—P—HFICFHEL TSubmit GXE) L X795

CUSTOMER SUPPORT v

# Support Home

T Knowledge Base

& Technical Documentation
= Learning Center

l#~ Cther Resources »

«Z» Welcome Center

Create UserlD and Password

Subscriptions and End User Agreement

@ Subscribe to Content Update Emails
@ Subscribe to Security Advisories
@ Subscribe to Softwars Update Emails

By checking this box you are agreeing to the End Us:

*Required

New User Registration

Create Confact Details

First Name:

Title:

Address Linel:

City:

-
| (2] Signin

Last Name:
Phona:
Address Line2:
Country: - Country Select - v "
Region/State:

Postal Code:

Dizplay Name:

{Minimum of § characters inlength.
Wing:

number, symbel )

‘Confirm Password:
Device Serial Number or Auth Code:

Sales Order Mumber or Customer Id:

er Agreement

Cancel | Submit E
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T 747+ —)LDEEk

9 TICT 7 7« 7 7% Pado Alto Networks 1 A Z—HR—cDT7 Ho v N eBRbTHh 555
. UROEERTSTI 7 AT 74— )V EERLET,

STEPL] 9 A7 93— AV EZ—T A RAcal ALY LET,

Web 7' I 7= 5Dt 2 7 Hhi (HTTPS) Z{HH L T, #IHHAREAK (https:/<IP address>) IRFIC
BOYTIHLODIPTY RLAERRAY—REGHLTEY AV LET,

STEP2| U7 )NVEEERDF, 77Uy TR—Kicav¥—LFET,

Dashboard [& v & 23 R— R T, HiiiD General Information [—f&I7REH] 7 > 3 VIR
ENTWVB Serial Number [V 7 IIVE S| MR L E T,

STEP 3| paoAlto Networks 71 A2 < —HR— bk R—2)VIcBEIL, ¥R T A2 L TWEWEESE
53 SgnIn(TA A NLET,

paloalto m 4PRISMA CORTEX

Secure the Enterprise Secure the Cloud Secure the Future

Customer Support Portal

Find answers

Why a support account? | need help with:

You can:
« Register & manage your assets Configuration *  Security Policies

+ Create & manage support cases
« Get knowledge & answers fo
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STEPA T3 A7 94— )L 2%k LF 795

1. support Home (¥ /R— k= —L) RX— T, Register a Device (7731 ADLEER) 27 U v
VAPE

paloalto | customer Support .

2. Register device using Serial Number or Authorization Code (3 V 7 V&5 % 7121383
O— FZ2EHLUTT /N, A28 8) 28R LTS Next (R) 227U v 7 LET,

paloalto | customer support .o

B Asats

AatoFocus

A Updates - m

3 T7AT U+ —)LDSerial Number[ V) 7 IVES] (T 7 AT I+ —)LDX w2 R—R
MHEaAE—&X—ZXMAJfE) ZASILE T,

4. ({T7%) DeviceName (7731 Z244)#B & UDevice Tag (7734 A X ) E A1 LE T,

UTED) TINA A% A > Z—3y MCER LW, Devicewill be used offline (7

INAREFTIAVTHR)DF v IRy 7 AEFERLTH S, TS TFEDOS
Release (OS VU U —X)Z Ry FXx 7 U X M TH#EIRLET,

6. T7 AT U+ —)VEENT 5 TEOYENAIGATICET 2 E Rzt L9, THRIC
AT, BB, BERSZ LT EMTENX T,

T 7 A7+ —)VOYRIEGE, A Z—TF R— b R—2)LTK
LET, 77477 4+—UiE. VFNRGfieiReEd5a~x Y Riddb o
RO
1. TV Ra—Y—mHEAFFEERN (EULA) B U R— MK ZE X {FiFH. Agree
and Submit (FZE L TEE)LE T,
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DEVICE REGISTRATION

....................

EULA

Network Security X—DSXER L 72IEH 0 D firewal ZMER L TEHTE X,
STEPS| (4 71— R & Firewalls)firewal DF A > 1— ROYR— FERIERICZT S, &
TT7AT TH—IV T4 V= ROBERLTLITZE W,
(=) FIHERTE DET

T7AT I —)VEEFR LS, IHREZFITT ST ENTEET, FIHFRE Y —IMc, 5%
D DOREZWEET BT-D0RMESE UTHHTE %, PadoAlto Networks XA k75 7 5 ¢ R
Ko CEHEN R ET YT L— FAHEINTVWET,

PIHZET > T L—FOFRIERDO LB T,
* KO HEWIAERE

¢ RELT— DA

s WEINEF )T 1 EH

LURD AT e, HIHREZITOE T,
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STEPLL 747+ —)Veik LIcRICRRENSX—I M5, Run Day 1 Configuration (#] H#%
EDFAT) 2R U £ 95

Device Registration

° [
DEVICE TYPE DEVICE REGISTRATION DAY 1 CONFIGURATION
(OPTIONAL)

Congratulations, your device has been successfully registered.
Congratulations, your Device has been successfully registered.

If your device was registered with an Enterprise License Agreement (ELA) and/or Enterprise Support Agreement (ESA), view these ELA and ESA entitlement
licenses in Network Security page. Find these entitlement licenses in the Manage Licenses drawer for each device. To view your ELA and ESA Consumption
Dashboards, go to Enterprise Agreements page, click Consumption tab.

You may now configure your device using a Day 1 Configuration template. This step is optional, but highly recommended.

Benefits of using Day 1 Configuration template include:
« Leverage best practice recommendations from Palo Alto Networks
o Faster onboarding time
« Reduced configuration errors

« Improved security posture

Would you like to run a Day 1 Configuration?

Skip this step Run Day 1 Configuration

Learn more about Day 1 Configurations

T7AT A=V ETTICERLIZE DD, YIHREEREITL TWERWIEH
k. HAZI— Y R—F K=& )VDR—LX—=I M 5Tools) > Run Day 1
ConfigurationZ#{R L THITT BT L ETEET,

STEPZ[ i LWTF /31 A0 Hostname (3K & h44) & Pan OSVersion (Pan 0S/3\— 3 V) Z AL,
WIS U T Serial Number (V) 7 )L#5) & Device Type (731 A2 A7) E AN LE
ED

e Ao i DEVICE REGISTRATION

R sepport iomas

. . -
B Support Caes s e i o
S TRAT ComwsmATCn
R Compary bttt eTEma
& Momber -

T Comgn

v Setup
B A -

& waer -

koo

A st .

+ Managerment
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STEP 3| Management (5¥f) . Management Type (B Z A 7) I DWW T Static (1Y) H % Wi
DHCP Client (DHCP 754 7 >~ 1) 23R L £ 9,

Static (§#1) Z33R L 72356, IPV4, Subnet Mask (Y7 % b A7), XU Default
Gateway (7 7AW ST =T 12 A) T4 —IVRDET 4 —)VRICATITHENH D T,

~ Management

o

DHCP Client (DHCP 754 7 > }) Zi#{Rd % &, Primary DNS (75 1<) DNS) BX U
Secondary DNS (21> &) DNS) % A 13 2721 CIEHET, DHCP 7547~ hE—RIC
REESNTZTNA AL, BHA V2 —T 2 A ZAHE—7)L DHCP Y —\5 IP 7 R L A 7%ZTif
RICZETHEIICLET, £z, BHIOEHIZIXRTDOINTA—2EATILET,

» Management

@

STEP 4] Logging (BF 7)) TIRTDT 4 —)IV FICATILE T,

STEP 5| Generate ConfigFile GRET 7 A IVDAER) Z#27 Vw7 LET,

~ Logging

9To'  admins@mycmpany.com
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STEP6| Xy —RUEHHRET 7ANET 7AT I+ —)NA 2 R— b U TiATicid
L 9747940V o2T7 A4 2—=Tx AR AV LET,
2. Device (F/3R) >Setup (v h7w7) >Operations (EE) ZFERLET,
3. Import named configuration snapshot (ZRI{TEFRERA T Y I a v DA VER—F) %
70w 7 LET,
T 7 AINVERL £,

{ PA-3250 DASHBOARD

»

lanagement Operations Services Interfaces Telemetry

Configuration Management

Revert Reverl to last saved configuration

<

T7 AT T+ =)V T4 2 H— RO
RDT7 AT T+—)VTiE, FTIT N a—T 1 V7 ERHDYR— N 22T 5 DICXKERT %
WENDBTA 2 H— REFHLET,
* PA-7000 VU —X T 7 A7 I F+—)b
* PASASO T 7 AT T A=)l

Palo Alto Networks Customer Support 7 4177 ' k2 BHE5 THRWIEEIE, LW R—K7 A0 >
FEE LTI 7 A7 04— )V DFICHE > T Y > bR LE T, AAZY— Y
R—=b THO Y NEER L, T7 A7 I+ —)VEER L%, ROFIEICKED £9,

STEP 1| paloAlto Networks 71 A2 < —HR— bk R—2)UIcBEIL, FEO 742 L TWEWESR
53 SignIin(U A A LET,

STEPZ2| SA4 Y h—RIAT T4 7 AIFRU Z#R L 9%
STEP3| #iga v R—xk,

STEPA| BHERONKLED T4 H— REFRRT S, [Be2iEEsS 74 —IVRICSA > H—FR
@ Palo Alto Networks 3213 %572 AJJLE 9,

STEPS5| Serial Number 74 —)VRICY v —Y DV I TIVESEANILT, AV H—RET 7 AT
T — VB LET, T 7 AT T F—I)VOBERREHRICH DOWT, A— b TF—XEHEIA
119 % GAER O FOERERTELE T,
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STEPG6| HMEMICHET I, RELTIREEZEZ Yy 7 LET, BE>FAY H—RIAT57+4
27 AIFRU O RICERENT=T A4 2V 1— RDBAERENE T,
IN—R T 7 DOEEZEMT S

IR —=T 54 XK ERELTOEHE. HAXI—YR—FR—Z)VTPAY ) —ZXN—FK
T ONEREEMITLENTEET,

STEPL| hZ2Zz<— P R—bt R=2)lca A4 LET,
STEP2| W&t T — 2% & 19 3I1Tld. Assets> Enterprise Agreements> Consumption Z5&R L £ 9,

ELA/ESA ICHEDE, HEYSVU—BLUBEET S CSP 7 hHY Y b eXRLET, Eker H
BOT7 774 RXR—2 3 VBXUCTFaIy YaES>EEOLHNL, <) —BXURE T
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BEFARNT v — MCKENTOWE T, 7HT Y FOEET— 2238 CSV 77 M)V 2R
72—k 952LETEXT,

Hardware ELA/ESA  ELA- v
Current Consumption Summary &, Download ELA Consumption Data
Contract Type ELA
The trending graph shows the monthly peak usage of HW estate for past 6 months.
Auth Code
Projected Hardware ($) 8,402,030
10M
Usage Cap ($) Unbounded
Hardware Consumption ($) 5,021,280
Hardware Consumption (Assets) 166
Hardware Consumption (%) 60 6M
Contract Start Date 04/03/2020
Contract End Date 04/02/2023
3M
oM
Aug Sep Oct
2022 2022 2022
Total Hardware Estate (Projected $) B Total Hardware Estate (Actual $)

STEP 3| HpEAZEHT %I1Cid. Assets> Network Security Z3ER L. 71 )L Z—L T NGFW ZER
LEd,
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STEP 4| Account ActionsZ{#i ] L CEMEAZEMLE T,
IRDT7 7y g v eRETTEET,
* ActivateAsset — HI LW T 7 A4 7 I+ —)L i LE T,

* DeactivateLicense- N— R = 7HBET ALV A X T IVMEERES A A LY R— &
kDN,

* Decommissioned Assets- LY X — 75 A XK THeIE LI BEHED) A M edoRLE T,
* DeviceTags- Hi LWWT /8 X X T 78IS 20, BHFEOTINA A 2T 2R L £,

* Download CSV - 7 A7~ MCEEIFENTVWEITXRTOT7Ry hDCSV 77 A )V ER
WVU“*Fbijqo

* Incoming Transfers- 77 ¥ b \DEMEBI Z KR EZIZES L E T,

Firewall D FH{Z 1E

IUR—=T 54 ZFHZREA T OB HEE, HAZY—Y R— b R—2)VTPAT Y —ZN— R
T 7 ZEREILICT AT ENTEET,

ELA D—E T3 WVN— R 2 7 2 HiEIRICT 5 e M TEET,
s 7tvw bO—FEEHE
s IUIVT Ry FOffEIE

7y b O—FEE AL

STEPL| hZ2Zz<— P R—br R=2)lca A LET,
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STEP 2| Assets> Network SecurityZ3ER L, KIC 7 1 )L X — LU TINGFWEZ R L E T,

Network Security

All Assets (205) NGFW (192)

Asset Dashboard

= Total = Licenses Expiring @ Licenses Expired

192 1 148

Q 192 assets displayed

L4 BPAsRun

0

¢ Account Actions

° Add New Filter 10 v perpage 1 /2 >
(% Asset Type Model Asset Name Serial Number Licenses Actions ©
o §
PA Series PA-5250 SomersetPA5250-1 9l
PA Series PA-5260 nptuszpa5260-2 10 llnnm B = 23 2
PA Series PA-5260 nptuszpa5260-1

STEP3| fiEILICT 27y FEBIRL X9,

STEP 4| Decommission #7277 LTHERD T £y b Z2MEZRELET,

[ Bulk Decommission] Y XA b D7 2w MR L X9,
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STEP 5| Bulk Decommission #%7 Vw7 L THEDO Ty FZHERLE T,

Bulk Decommission

(@ Whenyou decommission asssets with Enterprise Agreements, ELA and ESA hardware consumption numbers decrease to reflect lower hardware consumption.

To view decommissioned assets, go to Decommissioned Assets page

Asset Type Model Serial Number ELA Auth Code ELA List Price ® ESA Auth Code
Bulk Decommission (1) Total $1,000.00
PA Series PA-220 $1,000.00

STEPG| Agreeand Submit Z27 U w7 LT, VA FENTWVE 7y bZ2fHFEIRCLET,

772yt OERE I RE AN SR E T,

(@ Whenyou decommission asssets with Enterprise Agreements, ELA and ESA hardware consump

To vie
Bulk Decommissioning of assets is a permanent operation!
Cancel Agree and Submit
Asset Type al Number
Bulk Decommission (1)
PA Series PA-220

STEP 7| Account Actions > Decommissioned Assets’zf#if] L TS IEE N7 vy hEERLE
CR

¢ Account Actions

Activate Asset
Deactivate License
Decommissioned Assets
Device Tags

n
Download CSV

Incoming Transfers

Ty N OMHEL
TRy Ty avEMLT, B0y Mk LEd,
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STEPL] hAA<x—HR—h K—2)licasA4 > LET,
STEP 2| Assets> Network SecurityZ 3R L, KIZ7 4 )V Z— L TNGFWEZ R LT,
STEP 3| g 11cd %7ty MR LT Actions T Licenses& Subscriptions %341 U % 97,
EoL=a /s
Licenses& Subscriptions /S )LT7 &y FDOFMZ R L £ 9
STEP 4| Decommission Asset.

STEPS[ 74w MefEHE I 2 23 R L £ 9%
© MR
* HWARZXR—YZITAE

STEP 6| Decommission 7t k.

STEP7| Agreeand Submit Z27 U w7 LT, VA MENTW2E 7y bZMHAFILCLET,

77y b OfERME L RHE S THAN SR E T

STEP 8| Account Actions > Decommissioned Assets {fif] L Clif{E LS Ni=7ty b BFRLE
C
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A VBT 2 AARY =Vl icxy hTI—7 0%
J X Mt

T7AT7I+—=IVT T T 0w 7 2EHBXUCHEIT 51X, 2T 747 I9+— )72 +T
T4y ZNEBET BZHERH D ET, YHNICIE, AV E—T A AZNLTET T2y 7N
T7AT7 T+ —=I2HADLET, 7747 T +—=ILTE, N7y b Fa)T7o R T—
W=V =T B2 E I MIFEDNTNT Yy MO FENREENE T, REFAEARNZLAN
TR, FFaVT0 RV — )b—)VT, bTFT 1w T DEETCEREEILZRET 208D
HD X, PaoAltoNetworks DXIART 7 A4 7 T+ —)V Tk, EF 2V T+ KU — )b—)LH
V—=UBTHEAEINET, V—reid WD) A X —T A ADTIV—T531F D
TETHY, TNET 7 A7 T+ —IICHERT B, HEINET 7 A7 U+ —INCHIIE NS 2y
NI — DKM ERLET, tF a2V T2 RY P —D)—)Uc K> THFIIEN TR, &%
V—VRBILNE ST 0w NS T R0V TEd,. TNDRIIONETFRICED T, V—
Ve K OHINMERT BT & T, BEET SV r—2 a3 T —EA\DT 7 R & SICEEIC
FEITEE X210, Xy NI— 7 2kZ2BEIdT 5~V 2 7T N6 EE D £,
Bz, BEEEHREREL TVWET—EZRX—=ZAY—)\—D7T 7t A%, [Customer Data] &\
IV—VCKYIB T EMTEEXT, KT, FFEDOLI—F—02—H—7)L—TF72F A [Customer
Data] V=7V VATESEIICTBEFa VT RYVV—ERETST LT, TDOvF
AV MIFEENTO DB T—ZNDRERNERT 72 AN T 72 A2 ST N TEET,

* AV ET=TOETAY MUCKDBEBRDOAD LZHS T
* AVE=T ARV =V DRGE

2y bT—=7DR T XY MUK OBBOAD 25T

ROKNE, V=N L TRy 8T =27t 7 A2 MET 2O EEANL 2R LT
F9, V= (BXUZFNHIET S, FY—VBIONT T 4w 7 RFA[T 22520 T 0K
V—D)—)V) ZXOHINLMERT ST LT, v hT—=JICWTEZHEDAD 172 X SIS
TENTEEXT, BEERL, V—VHATHNE NI 70y ZIZEHBIHENS Z ENTEETH
AV bIV=V b5 Tawy) . TSV =R RZ e, iz dsedra) 740K
Y= )b—=)VEEZELTWVAEVIED, HHICHENS Z EIZTERWVHNSE T, b, Y=V
TEIODYBTTWVIENWA Y RZ—T 2 ARIN T T4 V2V TEE A, TDRDH, *v hT—
I KOG = T AV MET BT T, EEET V5= a VR T—EA\DT 7t
A ESICHBICHIEITZ 2 X521k, BEOHB T T v I xy NT—INTEBEF ¥
VNI T BDZIETEDXIICEDT0, %y NT =T NOHENKIT HERZ TS
TENTEET,
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one: Users

Zone: Data Center Applicatifhs erface: Ethernet1/15

Interface: Ethernet1/1

Zone: Internet

Zone: IT Infrastructure Interface: Ethernet1/16
Interface: Ethernet1/6 N

Zone: Customer Data
Interface: Ethernet1/10

AR —T 2 A AL —VDHRE

I hIT—=0 DL T AV MET B, £l T AV MEZIT2DICEDXH 7R —
UHWED (XS =RV TTRA UV E—=T A AT HLizE, 774
TI4—=INDA UV R—=T 2 AABICYV =V OKZBETEET, /Oy FT—270%
HD R RA VY R—=1TB72DIC, T7AT7T+—)IVD AU RZ—=T A XA EERLET,

LAY —=3DA VR =Tz A AR LTV —ICE DY TBIcE. ROBUCHEVE T, Hix
BR2ATDAVE—=T A ABHZMHEHLTT 747 T+ —)VEiET 5 EOFICOWT

Bz 2, WHIAY A0 2—Tr A A FRE LAV2A%—TxAA) PAN-OS %V
T —=OEMEZEDHA REBIRLUTLIEE L,

Q T7A 7 T4 —)ViE, Ethernet U1 R— bk & Ethernet I/ (BRUXIET BT 7 4
FDYFaVT 1 R —EFRIL—F—) OBIDOT T+ )V EDIN—F )L T A
V=AUV EZ—=T 2 A ADERRESNTHRIENE T, TOT T4V EDNR—F ¥
W IAY =T 5 TFENTNGEIE, EETAMOFBEE FHLENKSICT
%7z, FEITCOFREZHIRL, ZHZ2ZIIY N L THSREEFITT Z08H
HOET, TIHIWVNDNN—=F )V IS Y= ZOHELF )T+ RUT—FBX
Y =V ZHIBRS 2 HEOFMNE, WY —EAND 3Ry hT—27 7 7 A0ty
F7w TOFIRI ZSRLU T TIZE W,
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STEPL| &2 —%v k=R —~DFTTH)V s — 2R ELET,

1. Network (v b 7—72) > Virtual Router (fiAH/L—%—) OJEICEIR L, default (777 4
V) V) 773K LT Virtual Router (IRAELV—2—) XA 7 a7 7zE 9,

2. StaticRoute A X T« w7 Jb— ] ZTEFEINU T AdALEN] 227 Vw7 LE
9, Name[#Hi]1 7« —I)V Fla)b— M7 AJJ U, Destination [585%] 7+ —)L Fic)L—
L o%Ese (i 0.0.0.0/0) Z A LFET,

3. NextHop [ Z Ak Ky S| TIPAddress[IP7 KL ATV F REVEI VT, A
VE—=X Yy N T—=b Tz ADIPT RLAE XY b AZ (f5]:203.0113.1) ZASILE
ER

Wirtual Router - Static Route - IPv4 @

Mame | default-route

Destination | 0.0.0.0/0 v
Interface | ethernetl/l v

Mext Hop | IP Address v
203.0.113.1 e

Admin Distance
Metric | 10
Route Table | Unicast v
Path Monitoring

4 OKZ2[EZ7 Uy 7 L TR —2—DREZIRELE T,
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STEPZ2| WA 2 —=T 2 A A (A VB2 =2y MCHEHIT 210V 2—T A R) ZRELX T,

1

Network (v F7—7) > Interfaces (f X —T A R) DIEICHEIR L, RET S 1
=T A AEFRLET, TOFITIE, Ethernetl/8 ZNHA > 2 —T 21— AL LT
ELET,

Interface Type (A V2 —T AR ZAT) ZEIRL LT, CTTEIRTZ XA T13A
VE=TAADFRAY IS CTEREZD X IH, TOHITIE, Layer3[L1AV—
IDHLEDFIRZ/RL £

Config (RR®) # 7 C. SecurityZone (EF a2V 74 V=) RayvFRXuruns
New Zone (HiY —>) ZBRLET, Zone[V—2] XA 717D Name[ £l T
Mnternet| 72 EDARTZEHITH LY =2 ZEHE L, OK Z7 Vv 7 LET,

Virtual Router (fx#)L—%—) Ravw X U X KT, defaul (F74+)V k) 7%
WLFET,

IP7 RLA"RA Y RZR—=T A AICEHD Y THICIE, IPVARTEZEIRLTHS IPEY
a3V TAdd GBI Z7VUw oL, A VZ—=TxARAICEDYTBHIPT RLAE
v b= X7 (f5]: 203.0.113.23/24) = AL E T,

Ethernet Interface [6)]

Interface Name | ethernet1/8
Comment
Interface Type | Layer3
Netflow Profile | None
Config IPvd IPvé

SD-WAN Advanced

[[] Enable SD-wiaN
Type @) Static PPPoE
Ofw

.
[] 203011323724

DHCP Client

AV E—=T A AD ping ZHMTT BICIE. Advanced (FFfll) > Other Info (Z DD TE
) ONEICEER L. Management Profile (EFL 707 7 A)V) Ry FX I ) X =g
Fi L C. New Management Profile (JTERE 017 7 A )V) &R LU £ 9, Name[$4H(]
TJa4—=IVRIcTa 7 7 ANV EAII L, PingZZEIRLTH B OK 227D w7 LET,

AV RE=T 2 A AREZRFET BICIE, OK ZF7 ) vy 7 LEXT,
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STEP3| WSy Y=V ICHihid B A V2 —T 2 A AR ELE T,

COEDA Y EZ=T A AE. TTAN—=KIPT7 RLAZHHTZ Ry hT—
TR TA VMR LET, TIARX=KIPT RLRABTIIV—T 1 T T
TRV, NAT ZRET SH0ENH D £9,

1 Network (v k7 —7%)>Interfaces(f VX —T = A R) DJEIGEIRL, RET A
R—T 2 A AZERLE T, TOHRITIE., 2—P—DEILLHZE2NMBA 2 2—T A
Z & LU CEthernetl/15 ZiREL £ 95

2. Interface Type 1 > X —T A A XA T £ LT Layer3[L A Y —3] ZEINL F T,

3. Config GRE) X7 T, Security Zone (XFaV 74 V=) Ray 77Xy )R
2B L C New Zone (Y —>) Z&IRL 9, Zone[V—V] XA 7T D
Name[#4 1] T lUsers| 72 EDARTZ T TH LW —VZEHZL, OK 27U v 7L
I

4. DIFHICER L7zD & [H U Virtual Router ([RAE)V—Z—) 23BN L E 9, T OFITlE
default T,

S IPY RLAZAVZ—T A AICHDYTRHICIE, IPv4XTZERLTHS IPEY

PaYTAdd GBI Z2Vw oL, A2 =Tz A RCEOHBTZIPT RLAE
v k<A77 (]:10.16.0.022) = ASJLE T,

6. AU R—T A RDping ZHMCT BT, FIEEFRLIERT T 7 A V73R
LY,

1. A UR—=T 2 A ARERRETBIE. OK ZZ ) w7 LET,
STEPA| F—Zb o a— 7TV r—a ckid b4 2—T A AR ELET,

MO BN TV — g URTF—ZANDRET 7R AZGE, <)Lz 7H
T—=RY R —NEIKEITANCEENIT S R 3 72dic, EDflhv Y —
VIERERLUTLIEI W,

1L BETEAEZ—T A REERLET,

2. Interface Type (X YV Z—T 2 A A XA N KOy SR VAR5 Layer3 (LAY —
ERINLET, TOWITIE, T—RE U EZ—=T TV r—2 3 A\D7 7+t A% a[REIC
TEH5AR2—T A AL LT, EthenetlU1Z 3 E L TNET,

3. Config (&) X7 C. Seaurity Zone (EFa2V74 V=) RayFZor U R
2B LT New Zone (i —>) Z#IRL £9, Zone[V—] XA 70T D
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Name[%7if] T [Data Center Applications] 7% & DHHTZIT TH LW =V ZER
L. OKZZ7 Vw7 LET,

4. DIEHICfER U7z & [A U Virtual Router (RAE)V— 2 —) 23R L £ 9, T O Tl
default T,

S. IP7 RLA'BAVRZ—=T A AICEDYTBHITIE, IPVARTEFIRLTHS IPEY
a3V TAdd GBI Z7VUv oL, AVZ—TxARAICEHODYTEHIPT RLAE
2w b A7 (f: 10.16.0.0/22) #ASLE T,

6. fUR—=TxAADpingZZAMT BITIE. TERLIZERTOT 7 A )V RN L E
ER

I AVR=T 2 A ARERFT BICiE, OK 27 ) v 7 L&,
STEPS|  (FR) &V—YDXTEFRLET,
ZTHHUE, FR) ==V EHETHEAIILLT R0 ET,
1 Objects(A 7Tz 7 b)>Tags(Z V) ZBHR LT Add A LE 9,
2. =20 Name %] Z 3R L £ 9
3. X JdOColor[f]ZFRL TOKZ 7 Uy 7 LET,

Tag @

Name | Users

Color - Cerulean Blue
nents

STEPE| 4R =T 2 A4 ADFEERFZELET,
Commit (IXIv k) Z7Uv I LET,

STERPT7| Iy A7 5 —)VEHLET,

APL—=F =T )WEMHHL T, RELEA YV EZ—=T 2 A ADLXIGT % A1 v F Xzl
=R =3y bI =0 BT A T EICHEHILX T,

STEP8| SV R2—T 2 A AT VT4 T T2 LR LET,

Dashboard[ % v ¥ 2 R— R]Z#IR U, W L7212 2 —T 24 A Interfaces [ X —T =
ART 4Ty MUROTEREINTVSZ L 2R LE T,

T
Interfaces S X

1 3 5 7 % 11 13 15 17 19
..llll (T () (]
Il.ll. (] e (e ()

4 & B 1012 14 16 18 20
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BEANGEF 270 RUT—DRy b7y T

FTTIKWL DD =V ER L THA VR —T 2 A RICED YT TWBD, 32T«
R =TT AT N TEET, ¥FaV TR V= b—lc ko THFTEn TV
RO, 77470+ —=IVE T T 0w oWV —UlzHNS eI LER A, 787 b
T7ATI+—=INVDA U Z—T A RICEET DL, T7AT7T+—)VI)NTry FOElZ &
FaVT 4R = )b—)LERS LEDE, BETBIUEDOFa )70 V=2, FHET
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RELET,

8. ProfileType(F 07 7 A IV ZA ) % Profiles (727 7 A V) ICRE L. R ¥—)L—
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10. oK Z#Z7 Vv 7 LE T,

Destination

zzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzz

o cs =N

3
3
E08 00

PAN-OS® E## /7 A K Version 11.1 & later 68 ©2024 Palo Alto Networks, Inc.



AR—hk AR

STEPS| —faA > 22—y 7 TV r—2a \DOT7 7 A ZHMT LE T,

T, XY b T—Z FEDO T T4 v ZICDWTOEREPINETESLXIICT S
—HE V=V TT, BN L—Y =T J AT RET TV r— g U
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W GT2RDEF 2V T TaT 7 A2 ERLET,

* Antivirus (7 2 F I A IV NI DWW T default (77 40 B EFHRL £ 9,

* Vulnerability Protection (551 {R3#E) I DWW T strict (%) 23R L £ 95
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o &~ 0D

YF V70 KY¥—vF 7 A% Execute (3217) LET,

0 PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

2J6)

Test Configuration Test Result Result Detail
To [Nome “ | Network Infrastructure NAME VALUE
Source 1035.15.150 Name Network Infrastructure
Index 3
From Users
Source any
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T T Infrastructure
Protocol | TCP

Destination any

["] show all potential match rules until first )
allow rule Destination Region

Application [dns User w

Category | None .

destinataion-device ny

o "
" [[] check hip mask .
) ategory v
£ 0CsP Responder Source OS | None S
SSLITLS Service Profie Source Model | None Application Service O:smtp/tcp/any/25

Oy scep Source Vendor | None Lismtp/tep/any/465

SSL Decryption Exclusi 2:smtp/tep/any/587

3idns/tep/any/53

{3 Server Profiles

B SNMPTrap ource Profile | None T:ntp/tep/any/123

E} z:‘:‘g Source Os 8intp/udp/any/123
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@ Netfow Destination Pr;ﬁ\e None L0iocsp/tcp/anyIo
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[ TAcAcs+ De;‘;’;;"m‘ﬂc Nene Action allow

[ Loap ICMP Unreachable no

[ Kerberos D Terminal yes

[ SAML Identity Provider ¥

PAN-OS® E## /7 A K Version 11.1 & later 71 ©2024 Palo Alto Networks, Inc.



AZ—h AR

* NIT—2 T T 4w 7 OFHM

HAODYF 2V T4 RV P—IEINTHRTTT, X<, 77V r—aryavy/ Ky 2—
(ACC) DB XUT—%, b7 v o ay, BXUBE T/ ZLEa—LTxy hJ—
JOMEBZHRELET, COBHREMHAL, K0FEAET )70 RK) O— )b—)VZERT
BINED S B RE L X9,

7TV —ray avy Ry Z2—offifll HEHHET Y YV OHZITVE D,

ACC THEFSHENMREESW T TV r—va vk, UATOEWRY N T—27 7TV r— 3
VL Ba—ULEJ, ACC T, allEmzr o 7« 7WVICEK I N, v MU —27 Z2idiH
ITE57 TV r—ravk, TNSEZMHT S (User-ID BWERR) 2—Y'—, BXUoarrv
Y OIBFTENREF 2V T NOFENEHERENS 2D, xy hT—T7 DRI ZY 7L Z
A LA TEX T, COWEMZAHLT, AEER7 TV r—az27ay 7 LENS,

BRI T TV r—a v EHF LAMNCT 200 7aF 270 KU — )b— )V Z2{ERTE
EJC

ACC >Threat Activity (B 7747 41) v Mk, xv FT—27 ETRAETN
FAREMED B B R A b, B F, BXUEARNY M EEFT 2 —BHOBUNERENE T,

2w bI—27 LFa VT2 RY— )b—)LD EDERD ZEHMNEIE L., Z5H 259 %08

W27 HMLEI,

DURIichlzRrRUET,

* A TVa—)b, A—Y—, FREFIIN—TICEINT, Weba > TV EFA[TEHME S
yaNVa=L a7l %= aN

C WEDT IV =y ayERET V= a YNOBRERIFATE 2T HIE L E T,

C avTUVERESIELTRELET,

* BENEMEZAFy L ThbayT Y LE T,

YR 2V T R)—DFfEE N ARZ LT 2 ) T a7 7 A )VOBHEMNFICONTIEE
FaVUT 0 R — )b—)VOIVENGEE Y3207 a7 7 A ESBRLUTLIEZEE N,

0T DLR] ZITVET,
FC, P74 v 7 B8XUBROD T2 RLET (Monitor (Bif) >Logs (B7) )

FoTwroudid, EFa) T R V—0OERBXCOS ST 0w
DREDITIEIC IO EED £, 72721 ACC D Application Usage[ 7 7V 7 —
a KT 2Ty T, R Y—OREIBFRELS T SV r—yvarEs
XUMGEHERD LR ENE T, DFED, XY NI THIIEIN TS TANTD
NS T 4w IREREND 2D, R U—THFAENTWEY =BT T 0y
e, BERDS BICHIENTWVWAEY =N T T4y JOMANZTENTVE
ED

PAN-OS® & /1 K Version 11.1 & later 72 ©2024 Palo Alto Networks, Inc.



AZ—h AR

1y A L—Y0ED YT EAMBHOREZITTVE T,

AutoFocus VTV Yz VA YRV =T/ D7 —F T 70 "R LES, T—F T 7
7R, aFICEEHEINTZT 7 AT A=)V EDOANY MBS ST A7 L, 0
INT A4, T7IT4ET 4, BAIVREEHDZ LTI, AT IV VAP —Ic&K

D, WildFire7—F 7 7 7 SRR LTz > TIVEL 2y a VDL MR D X

9, WildFirefllEDIHHR (Z2e, LA o7, VT x7) BXUAuoFocusD v F % 5
EEHALT, *v NY—THNOBERRY A7 2L E T,

@ Unit 42 (Palo Alto NetworksD &1 > 7 1) 3= V AF—1L) HER L
7zAutoFocusZ 7'1Z. BEED Y RT—TNOBBR. MERK > TemfiDF v
VR=NCDWTOEELIERZRMLL 3,

AutoFocust > 7V V1 VA YU —MhSAutoFocusBi B A BB LT 7 —F T 7 7 b REEL.
ga—N)b, FE¥. BXU3xY FT—Z LNV TEFNHDEDREEIEL TV 5O EHET 5
CEMNTEET,

xy hI =7 A—F—DWeb 7 7 T4 T 4 DEZX—ZTWVET,

URL 74 )2V > alzLa—L7T, 79— bBXUIEGEINEATTVIURL Z2 A
FrLEI, URLBTIE, 7I— b, Fifr. A== 4K, F@Tavren->727
7y aVICBENSNTWS URL 740V 2D 7 a7 A )VegtFa) T« b—)b
WK h T T4y IR 2GR ENK T,

PAN-OS® & /1 K Version 11.1 & later 73 ©2024 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/threat-research.html
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/monitoring-web-activity

25—t Hi4 R

LD WildFire 522 DHE L

WildFire l&, KHIOY > TF)V (T 7 AIRA—=IVNY > 7)) ZoHT - FiTL. YU TV EE,
T4V, TJLATxT. HE3VRERTHZEVHEZE T I T RR—ZADAHE
BiT9, Wildrire G375 5. Palo Alto Networks?®D 7 7 A 7 W7 4 — JVIEKRHIDY > T )V 7% 504
DIzDICWildFirelc 5k 5 Z EMNTEX T, FiEO<IVY = 7 WERDM > 125G, WildFire (&
TRV 2T AT 210D T F v ZERLE T, TOTVITRFYE, 777477
WildFire 7 A7) 72 g VAT Z2IXRTDT 7 AT I+ —IVTC. UTIVEALLCHIETES
K EHL>TVET, ThUCED, WITNDDT 7 AT I+ —IVIBRE LIV 27 %, X
T D Palo Alto Networks DRMHARD T 7 A4 7 7 + —)UH] « B TES X 51CED £, <
T T DY T XFXIFECIVT 27 ORBICIEITEBOHMICT vy FT5 620
T7AT7 T+ =)V NE TIC Oﬁu&ﬁ&bﬁb@?h@l/@@@%7ﬂ/7?%$9
IC L& 9, PaoAlto Networks DB Y Y —F F—LE~ )V = 7 Ofifdny SUVE U &A1 >~
TVVzVAZHHLT, BEEDOHSIPT7 RLA, FALY, URLZTHw 7 LET,

Palo Alto NetworksD XA 7 7 A4 7 7  — JVICIZBEAR ZZWildFire  —E AN EEN T W5 72

&, WildFireDY 7 A7) 7Y q VIZVETIED D £H A, FEAMNZWIildFireh—E X723
WX, 7747 T+—=IVDPET 7 AN EXRTESLEIICEDET, 5, WildFireth 7 X7
Vv avEBREETEL, BEMIIEY T A7 7Y g veBRbHBO5EIE. WildFire R L
TERIVT 2T DY T RF v 2A~A8K I C L IR ETEET (T UFIUANAT v I TF—+D
—HEe L0 .

FEARMNZAWildFire —E A TRFIH TERWRD K S ZEWildFireD & S A BEREZ 9 5 1
. WildFireth 7 227 1) 72 3 UISRRBEIC TR D £9
* DO WildFire> 72 F v 2 YU 7 IV EZA LTHIELE T,

* WildFire 1 74 > ML Z{ LT, HEEDHS PE(R—XTIVFEITAIRET 7 1 )V), ELF B
KU MSOffice 7 7 A ). PowerShell BX UGz )V A7V T M) TIVEALTHY KT —
TIANZAT BD%ESEET,

* BHOT 7 AINEATRA—IVY) V7 B DIDICHEE L F T,

* WildFire APl ZfHH L £,

* WildFire 7 7547 VA= L. WildFire 7oA X—k 757 RH % WE WildFire N+ 7
Vw R 25 RERANLET,

WildFireth 7 A2 V) 7o g e BRBOLGE. TIEATWIildFire lZ UDICEWTY T A7)

Tra EAMERLTIREW. HBHWIE. ROFAUSHE > TERAMZWildFirefissz AL
LTS,

PAN-OS® & /1 K Version 11.1 & later 74 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-wildfire/administration.html
https://docs.paloaltonetworks.com/advanced-wildfire/administration/advanced-wildfire-overview/advanced-wildfire-deployments.html
https://docs.paloaltonetworks.com/advanced-wildfire/administration/configure-advanced-wildfire-analysis/enable-advanced-wildfire-inline-ml.html
https://docs.paloaltonetworks.com/advanced-wildfire/administration/advanced-wildfire-overview/get-started-with-advanced-wildfire

AB— b HA R

STEPLL FI 74704 —)UINERENTED, BIGETR—F 7hY Y M eRBERYT ATV T
VavRELTWAZ L2MER L £,

1

Palo Alto Networks 77 A 2~ —H 7 K— Tk R—%)L (CSP) icmaF 1> L., EfloFe
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F. | Accept and Acknowledge the Statement Below (ROWNHEICFE « KGR L £9) 7253
RLUEI, XK, Login (@FAY) #Z2Vw I LET,

STEP3| AHD X v t—I %5, CloselfIU3]Z27 Vv 7 LET,

NF—, KHOX v E—, Bd0

gAY\ F—=tid, gl A4 oRX=JIBMNT 5 & TEHENT T A VRNCHERT 208 HH
HEMELRRTEBMIEDTFAIDILTT, BlIZIE, 77477+ —IVORKIEPIHFTENT
WEWERICODOW T = =BT S A v =" INATZ0T 5 ENTEET,

T7AT7 I+ —=)IVEHRADOBEL NV E Vo e EEREREEMEN AR TNK S, Web1
=Tz A ADLE Ny Z—NF—) BRUO B (T 2—F—) I&, TFAIDPNATA
FORENBNEOWHZEBMNT 5 ENTEET,
074 2%, RHOA Y —I XA 707 BNHEMCERRENE T, 2oXr7uaricdd, vV
Thoz7Ray7 Y1) —RICEET % Pao Alto Networks/h 5 O 8 B G H 2 @A % A v
YT—INERENKT, /o, BHEOREFICEEZ 5 Z B 0HeliN D % > A7 L#j D%
& Vo T M2 ERICEHEICGEN TES XS, WARLAYyE—IZIDMAZHETEX
ER
Webf > 2 —T A ADUT A U R=VBRUNY X—ICERENDT 74V boudid, B
BROFMMO T TICEET B EMNTEET,
STEPL| g ANy —#RHELET,
1. Device (7731 X) > Setup (v k7 v 7) > Management (&) 7R L T General
Settings (—fi&ERE) ZHE L £ 9,
Login Banner[2 71 273 F—] (I K3,200307) 2 AJJLE T,

3 (T2 BHENNF—FFA D [CH B! Accept and Acknowledge the Statement
Below[ XRDONFICIHE « KB L X T|DF = v 7 hw 7 A2 R LixiF L Login[H&
TAVNRZDAEMELEWK ST I, Force Adminsto Acknowledge Login
Banner [BHIEIC TV A VNP —DHERZ RO B2 R L F 9,

4 OKZZ7VUwr L%,
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STEPZ2| AHORXwv—YERELET,
1. Device (7731 X) > Setup (v k7 v 7) > Management (B H) 734K L T Banners (/\
F—) BXU Messages (R v —) REZHEL T,
2. Message of the Day[AHD X vt —I1 =G L T,
3. Messageof theDay[AH®D X vt — (A 3,200 XF) Z AN LET,

() Avt—IZ AN LTOKZEI Yy 7§ 5L, Z0/KUTA 2T HEHE
REHDEF T o127 7T 4 TIREHEFITH L, LA yb—I®
Ty T T ENTAY—IDNRIBICRREND XAV XY (O
Sy MTARREEIHDERA) o THCKD, MOEHEOREICHE R
MIETARENEDH B, MEZRFATTEDII Y MOV TEAIZITS C
EMTEET, Avt—YICTHREEIN TSIy MRIICIGT T, B
HEZHMToEEZE TS50, (RETEHD, HAHVIERDETH
Mg 5 ENTEET,

4 (1) FImoay A >ty va Dk, SEEMEETAHD A v —YkIEFRRIC
TE%X51CF%Icid. Allow Do Not Display Again[LAf%. JERIRICT B C & &FFn7%
FIRLET (T 740 MRETIRENRIRE) , SEHEZ. BronrArey g
VTDHRA Y=V ZIERIRCTEHTEHNTEET, TOIRRA T 3 vid, AH
DAY= XA T7RTDEFNTNDA Y= LTHY L L CHEHENS K DI
EoTWVWET,

S (L) ARHDA v =2 ZA71 T DNy X—Title (XA b)V) (T 7 4V FERER
Message of the Day) ZAJJLE T,

STEP3| "wAx—BXUO TV EZ—NF—ZHRELET,

{) BRICHZVWOZEV, ZRENRNZOTTFA N eXRT52 Lickd, B
HEZEDNNT =GO TNEZ DD B A[REEDN T D 9, Tz, BEMOM
RO NG LTtz T2 2L TEET,

1. Header Banner[\w % —/3F—] (5 K3,2005¢F%) ZAS1L% TS

2. (I35 "Ny B —=BXUT v Z—THIZD/\F—7%{iHT 5IciE. SameBanner
Header and Footer [Ny X —B XU 7 v Z—THUNF—Z2{lifH]Z27 V7 LET (T
T4 )V FERETED -

3 AV E—NF—BLUCT v EZ—N\FT—hHEK 255, Footer Banner[ 7w X —\
F—] (®K3,200F) ZASILET,

4 OKZZVvw I LET,
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STEPAl Bl A o R=VBXUNY X—DOudZ2ZHLFT,

O JWRORAKY A X, 128KB T, Y R—hrENB T 7 A )VOFHIT png &
ipg T AV RA—L—RAENTA A=Y T 7 AV, TIVT 7 Frv )25
A A=Y, BXU GIF 7 7 A VORI PDF O RIC T3 27280, 7747
T4 —INEPR—F L TWVEEA,

1. Device (7734 R) > Setup (v k7 7) > Operations (#F) 7&K L. Miscellaneous
(Z D) 22 >3 > T Custom Logos (W AZ L ad) = 27) vy 7 LET,

2. Login Screen[2 7 A V] OB B X CFMain UI[ XA UIl (Ny Z—) oadZFnz
UK U TROIEREZITTNE TS
Lyyra—FRazsUv 7 LET,
2. o dEiREFER L Copen[fi 127U v 7 LET,

@ REOT7AAVEIV) Y 7T 5T LY 2a—EREN, PAN-OSIC
SOEBEBNEDXIICH) I VT ENEDHERT BT ENTEET,
3. Close (BAL%) #Z7VUw o LET,
3. g%%ji‘y ]\Ligﬁo

STEPS| FHELEDICNF—, KHDO A vt—Y adhERENTHEHNE I MERLET,
L gr7obrlcalAoR=VIKRSE, BRUIZH LWL OREREINE T,
2. my A NHERT SRRt E iz A1 L. N F—ZHER L, | Accept and Acknowledge the
Statement Below (RDOWRICIAE « KGR L £ 9)ZE IR L Tlogin (B 7 A V)RR V72
FME L TEZICLogin (@7 A ) LET,

ZATATICARKHDA Y —IWHERRENE T, PadoAlto Networksh 5 X v —lk,
FICZXA 7T DRDR—=VICERENET, ZEX—VEBHIT 55, 247070
fMICERENTVWESHAIE L EAZEOREZE ) Y 7§50, A7 AT REICER
ENTVABERR—Iv L7 X— EIVw I LET,

3. () B THRE LA v E—IPado Alto Networks/» 5D X v+t —3 %9 X T Do
not show again[LAEE R LAWK O BHRT B C LW TEE T,

4 AKHDRAwE—Y ZAL 7107 %Closel U], Web 1 YV Z—T A AT VR ALE
CR
TFARROERELIENY X —BXUT v Z—\F—", Web{ >V EZ—T A AD
BR=VICEKRENE T, Webf VU EZ—T oA AFNGEIR LIz Lo BNy Z—N
F—D RMCERENEKT,
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BHEQT AT I T T ATV =R = EH LTI Y
> b DA IER]H 72 AR

ERa 74 UEB Lo s A RS OA VY — 2 —Ic X D, Pao Alto Networks®D 7 7 A
77—V B W IEPanoramadE HiY — N—THEH L TW 2 B OEHE T 1D~ b ORNEFH%Z
FHHET B ETRIID, HENEHEREEONE T, &K1V ERZ T T E D OFERES
WEEH L TMADT T A LIz &2 EIDDnhD., al AV RREEA D —
Z—Z T IUTHT DT 1V KRS D RBO X —7y M ENTeh S D Z2iERdT 5 T
EMTEET,
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STEP1|

A7 AYT7 7T T4 AV r—2—%lER L. B DT 1Y FDEEDT 7T 4 ¥
T4 ZEHALET,

1 74794 —)VH 3 WIiEPanoramad&E Bt — /N\—DWeb1 VX —T A Alca A >
e

2. U4V RYDETICERISNTVAEKROT A VIEREPHEL., A LAZR Y TH5GIHE
HaharZ Ay LR EEHL TR L 2R LET,

C’ PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE \.ﬁ q

Layout [3Columns  ~ | B Widgetsv  Lastupdated 11:26:18 5 mins v S @

General Information G X Logged In Admins G X Config Logs
PA-3260-1 e No data available.
Panorama- Panorama 09/08  30¢ | ocks
yoav 14:04:06
Panorama- Panorama 09/18  71:  Nolocksfound

11:42:10
08 paloalto

3 RO A VRIEROGIICH 2EET A2 2HE L, 0l A VRBIREBUZER L £
ER

HIET 7 A IS LT HARITE O T A VICKRBRL TWAIEEIE. ay 1 V9cin
BA I r—R2—NNERENET,

1 BE7 A aAVHERENTVBIES, 74 AV EEbENIT Y1 VRBIEE %
RENKT,

c’ PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE &5 g

Layout [3Columns  + B Widgetsv  Last updated 11:26:18 | 5 mins v

General Information G X Logged In Admins G X Config Logs

PA-3260-1 No data available.

norama  09/08  30¢  |ocks

2. WLy 4RIy IE B, KIRLIEO S A VATIC T 39 ) — AR
NET, TS, BHETHY Y F OB, B5 A VRO, Y —ZIPY R
LA, HEL VS G EhE T,

0o rBiUn 7Y ML LA75 Ln A 2 RIRIEEI0IC R
D, REO T A I BERCKIHTIICay A ViIT R > 72 E S
MRS B EMTEET,
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STEP2| Ty 47 5 —)Ld %\ E Panorama B Y — /N—Ih U CkiIca 7 oA v ATV B
RANZERELET,
L gl v RkBOEBET7 A avE7 ) w33, RLEard A Vidfricdd sy~
—hWERENET,
2. alAvERATEERARDY —RXIPY RLUAZKE « il LET, HlZIE. XOXIZ,
wEmoOZ A VERIFICRR LIz EERLTVET,

Failed Login Attempts Summary @

DESCRIPTION ‘TIME ‘

failed authentication for user 'yoav' Reason: 2020/09/21 11:23:58
Invalid usemame/password From:

failed authentication for user 'yoav' Reason: 2020/09/21 11:23:51
Invalid username/password. From:

[There have be [\dtempl(ﬂg s from yo name which c H omeone is trying to brute-force
fyou \; uu not expected, you yomdc acting you yt d u

Close

3 Xy NT—IEMELHGIL, BELRIPY RLAZMHLTWARA FBLXUT1—
Y—ZREL X9,

U D BBZIT>TVB VAT LZNETERWEE, 7Y Y MZ2ZEH L TH1%
DEBZ ST EEMALTIEE W,
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STEP3| 7oy MIHT 2EMERM UGG, ROEEEITTOET,
L HaPHSEneATT AT Y RSN, ZEMMASNTVEWLDNE S
/. Monitor (E4H) > Logs (2 %) > Configuration (/i) % 5eil U CRELE &R L.
Btz FLET,
2. Device(7/3A A) > Config Audit GRTER) ZEIRL. BEORE L. B OEAE
WEMHEH LU CRENEE S NTZRWDD AR OERORE L ZHEBE L X, £/, C
NI PanoramaZz il L CHITIT S & TEE T,

HOOBEMHET D Y MU THLOLY A Y FIMERE N5 A,
MERDZNWHED 27 710 > M 2282 A9 % DI b RER AN
(CAVASY: S

3 HPOT AUV FEERLTRIBERENZ. HEIVEREICEEES NI E S

LW EE. TEDIELWEREICR LT EW,

DIRTOFREICTI Y FT BRI, FLLREDNZTEFN TR R LD,
DERLET, HlZIE, REZRT EFEINA 2 HA KM E NV ATRE
Whdzizd, NI 7w TRERZIAIY FLIEEBTEOLHEEHEHAL X
C

MEfRISF & DT 7177 > BT 25872 DB Z [ < ETHRALD, LIFON
ANTS0T 40 AP TLIEE W,

* FREET BT 7 A )L DFailed Attempts [ Flf 7RI %] 35 K UFLockout Time
(min) (B 779 bR () ). HEVREHA Y X—T 1AM
M Authentication Settings (F2al-a%E) (Device (77734 &) > Setup (2 k
7w 7) > Management (5 1) > Authentication Settings (FERERRAE)) 1
T IT7 AT T4 —)VIERRSEDT ho v v ety 79 2 L TIKEFE
NI TR ZHIRE U £ 95

* A UR—T s AREHTaT7 7 AN EFHLTY 7 AZFHIRELET,
* MEBRSE DT A7 MITEHEHEZ N AT — RO Z RO E T,

BHAATOEH - Bl

RAY IFx—TxIllE, BORMOEHENMToE (FEFoa3Iy e ) . miRlOD
T7 AT I+ —)VOFERICT 74 7 7+ — IV U T8 GEIAL R— D4R )
WICOWTOFMIERNAERENE T, XAV vx—V vy ZHHTHSE, K LUTEEICONT
RSNy a—T 4 7% T-5120, 527 LEa3y MCBTAEHBICOWTHRERIT->720.
Fa—IATVWS Iy FOFIEREHERELIZD, POy v edy o)L LEDT
BT ENTEET,

(} Xie, VAT LT EMERLTT 7 AT I+ —IVDY AT LAY b EH LU
D, WERT 2R LTI 7 AT 74— )IVORELEBEZHH LD TEET,
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STEP1|

STEP 2|

STEP 3|

Web 1 > X =T 2 A AD FERICH B Takd X A7 =27V w7 LET,

BIERunning[S17H1] GEfTH) DX AT DH, HEHWVIZAN[TXRTIDZAY (F74)V 1k
RE) ZShow[FR]LET, [LET, XAV ZMHECLICERT ST ENTEET,

Jobg[¥ g J|—EHENMELIZaI vy b, T7AT7 U —)UDKB LIy b, BX
UV 7 ko 7earysroyoRryya—ReEA VA R—)b,

Reportg L R— F—@EH L K— k.

Log Requests (17 UJ 7 LA ) —H%3h'Dashboard (% v ¥ 2. R— F) & % W idMonitor (%
Y R=DWT IR RT B ETRELIzOT 71V,

LURDHH» S #IRU TEEZITVEX T,

Display or hidetask details (% X7 DFEiZZREFERR) — T 74V FEGETIE, X A
U RA—TVXICERZATD Type (ZAT) | Status (A7 —%X) | Start Time (BHRARE
) . Messages (X v t&—) DEREINET, X A7 DEnd Time [#& 7] B X TID%E
EF2d 21CiE. ThHEDIEERIRT 2 XS FHTREZITOLEND D X9, JDOXKRIE
FoREITOIIE, FIORBLICH S Fay TR ) XA M &FE, Columng4l]7% R

U, B U Y2 B IR NEIRARBR L £ 97

Investigate warnings or failures (Z&5H 2 WIZKRMEHE) — XX 73HIERICH S
Messages (X v t—3) JIDHHZZH LT, §]icToo many messages[X v t—IH
LT EET)ERREINTWVBIGEA, Type[ 24 TPHITHROEHEZ Vv 7 L, #HilaE
WeXRLET,

Display a commit description[ X X v b DFiHZZR]—2 X v M Z28E T 2 BRICEHEDI
BHZ A1 L TWVWABEEA. Messages[ X v 2— 15 TCommit Description[ 2 2 v ~ DRiH] 7z
Vv ITEHT L THAZRRTEET,

Check the position of acommitin thequeue (I3 v FOF 2 —NOIEFEEF v 7)) —
Messages (X v t—) Flic, EITHOIAI Y FDF 2 —HNOJEFENERENE T,

Cancel pending commitg[fREFHDI Iy b 2F v VIV —FEHOaI Y b 2dXTFy
>vILd BIciEClear Commit Queue Iy b Fa—% V7BV Y I LET (EEF
HOEH O —)VTCOHMERTHE) « I v F2ERICF Y LT 5Icid. WHROaIy
FDAction[7 7> a Nichbxz7 )y I LET (I7 A7 IF— )OIy b2
Fa—EHROERCET, I3y MEF 2o FXICKEDET) , #EITHOIIY
MEIFrv IV TEEEA,

T7 AT T x—)VORRELEZIAIw b, MGk, 7L Ea—
T3 b B T7AT Y A VORI PR DA R KR E 4 B T O ADT T

T, BHEPHICHDIWT TV R Y VT UTREPOE 2T L 2 —, #BGE. I3v T

TXT, FEDIET AT L, HARV D —BXUOAT V2V b, FREEATNNAABXT
Fw b= @GE% Yt (Location) I TE &I,
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T7AT7 T4+ —=)VEaIy MEEEF 2 —TUHTZ5DT, AiRlOI Iy O THICHT L
WAy M EIATTRIENTEET, 7747 U4+ —)VEEMIEICII Y b 2dTLET
M. FODNBEHEE, 77 A7 U+ —)NIC K> THRENEA—ra3y 2B L XS, 272
L. EHENFBE LI FOBICF 2 —D ERETBIMENTWARIEA, 7714774 —)V
WMERETOI Iy FOUMZERZZETHELTHS, HiLLaIy MR dT 2088 H 0 X
I, AP0y FeFr oIV B, HAVRTEOAT—ZAD Iy MBET % EE01E
WEFRT B IR, EHZ 27 OEMH - A ESIRBUTL EEWD,

I3y bRERT S L. ZEZEINCT BENCT 7 A4 70+ —)VINEEOFR 2 WEE U 9,
MEERSROZRBIEICIZ, IIv 27y 795K (TF7—) « H2WIEMDAREIRN
(BEE) HERENEKT, BFIAIETOMGEEORR, REZ)V— hOSISENHEDOMND, a3y b2
BT B IeDICIBIENREIC 258050 X9, MRt 70w Az 2 L. T —2/it,
BELTHS5IIY FTEET (FEITHORERIEHINELA) . FEDIIV T VR
UNHO, TT—HLTAI Y MEEFICET LIV RICHER T,

EHNRT 747 7+ —)Vid. Panorama& iy —/ N\—THMC L TCEMT S &, u—h)LTca
S hENEREEIE Pancrama b Ty Y a ENRERT—HIVTT AR LT, HLL
ZZHEIC K o T Panorama L EENS T 7 A4 7 U 4+ — )V OO YR S NaW T L 2R L E
o a3y FENTERED Panorama L EHNG T 7 A 7 4 — )V DR 2 Yl L 728555
T7AT7 I+ —)IVIFHBEIIIC O X v MTERL, REGLETOFITHOREICRED 9, &5
IZ, Panorama &Y —/N\—IC KXo TEMINTWE T 747 U+ —)lid, Panorama D¢
F607TT LICT AR L, EHNSRT 7 A7 7 4 —)UH Panorama lC IETEICH#ERi TE R /xo 7T
M UGG, REZLFIOFIATHOREICHE LI,

a3y b, BGEE T Ea— RE ETEMER, miE03aXy MRICIA 7ATE
ICOABEHENE T, HiEDII Y b XD ELHTOIREICEREZR I TeHIcid. LU
SN Ty T U TeiE 2 iR A S B INH D 9

HEROEEEDFIL Y & 3 V TRELEZ1T S DZHIET 27ROV T, %
EAHE 2RI B7zdony 7 OEME BRI TEEN,

STEPL| a3xw k., #EF. L a—2{ToRELHOHMERELET,
1. WebfVEZ—T A RADLERICH S Commit (A3Iv k) ZZU w7 LET,
2. PIROWITNHDOA TV g VEEIRLET,

* Commit All Changes (§XTODEEZIIv b)) (F74)V ) —EHENERND S
TARCOEHEZIIY FLET, COA T arz#ERNdTsE, a3y Xa—7
ZFETKOALZ LIFTEELAEDE T, Kb, A VIEHLTWS T
Y MCED Y TOENEEREO—IVICEK->T, a3y k Ra—7h¥EESNE
ER

* Commit ChangesMadeBy ((REMRICKAEHEDII v b)) —EHEXII5G
IKEXH>TaAIy b RO—TEROALTENTEET, /A VIHHLTWST
F Y MCED Y THENEERO—LICE> T, EOEERKRDIADDZHINRED
I
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MOEHEDE T Iy b T BIE, BV A MEHLET TV b
WCA—R—2—H— a—)LAHED Y TENTWVASH, Commit For Other
Admins (fhDEHEIACb>TaI vy b) HERIENFEHEO—)L
077 A)VHED YU TENTVERENRDH D ET,
3. (I3 B Tazy b Ra—T77Z=K0IATICIE, Commit ChangesMadeBy (157
WRICKBEHEOII Y ) ZERL T, ZOMDOY 77270 w7 L, BEHEHEZER
LTOKEZY YT LET,

4. (1) BT TR ALICIZ. Commit ChangesMade By (FEERRIC K B ZEHD
Sy ) BERL, a3y b A= 5RNT ZEEEF TICLET,

O BDTREZHE, BRI U TBEA HOMRIFRIRIC X D MGEET 5 — A FE S
6. INTOLEEZZHTAIY F2ITVWET, IR, RKES AT
LANDOZEHZ Iy M 55A, ZORMY AT LORFR CIL—)IbX—AD
JU—)VDIENN. HIBR. (IEZEZTT> 23 N TOEMEDLEEZEZH %2
BWHO £,

STEPZ2 a3xvw MckORMENZEEHZ T L 2a— L%,

BIZXEHNRZ TN THATEDLT, BHEITNTKMEIETROON D S50 &K
COX T arhirbEd,
Commit Scope (2 X v MipH) TEINUTZRRER. T 7 A7 U+ —)IVIFRITHORE & i L
¥9, FLCa— Uq Y RUIKERENMRICHRTEREN, B3I E> T, EOLED
BIMTHZM (k) . EHETHSH () | HIRTH2H GR) ARENET,
Preview Changes (8 7% 7L € 2—) L. Linesof Context (I 7 7 A h DI %R L %
T, THUE, N TA FRRENTEREBROFIRZRT, BHSEORET 7 1 IVHDOTTEL
T9, TOBMDITICED, T a—tERZWeb 1 VX —T 2 A4 ADFENFITKIRLE &
RILAEDET, BHEOT L= LESL, PLEa—vr Y RUZHUET,
@ TLE a—EREHLNT IOV I Y RYTERREINEDT, 7I53UYT
Ry T 7w T LTHELIRENRHDET, TLEa— vy Yy RUubihik
WA, Ry T 7w TRFTZFIECOWVT T SO Ry 2 XV M SR
LTLEEEL,

STEP3| ZFEZaIy I AAFOREE S L 2a—LET,
BEDRA TREFELZRE . BEOEEMICOVWTHET 25E1E. TR DT EhHD
£9,
1. ChangeSummary (ZHEH<U—) Z7Uv 7 LET,

2. (1) GroupBy (ZIL—F(bEHE) 1Ick 0., % GRED Type (BAT7) 728) I
XoTHN—FLLE T,

3 ZHOTLEa—M5E [ Lich, Close (L) I2dk - T Change Summary (Z54 <
V=) AT RIEHUET,
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T7A47 7+ —)VOEM

STEPA| fFcaIy bA5ETT 5 KS. I3y MANICEENAZRGEEL £ 95
1. validate Changes (DGR Z1TWVE 95
KTy b2 RER T T —PEENT R THERICERENE T,
2. BEHERTHO MRS T —B IR THRLE T,

STEPS| ZEOZH%E Commit (I3Iw k) LET,
ZEgH % Commit (I3 b)) L. ZNEMKGEE - AL E 3,

@ R Grv )bAlge) | T, ETHERA, BV LIZaI Y D
WT DGR MRS 2 T EEIC DN TR, B2 27 OFEH - Bl 2SR LT
IZE W,

BHRI AR DT X b

MERLDZZ BB ATD N, @HIE, IS ED K S BRERZEEMTO NI 2 L TRV
BOBMEICL->TIroNE T, EOMKRA T2/ b 2a3y 502 L. Neaah
RIS T 7 A7 4=V IcaAIy FENZDE T EMMH THERETY, RAPORELEZ
IARTCIAIY FFTEDTIEEL, bDICaAIv bIEIREAFT V2 F2BEIRTEHTENTE
X9, BRIy bS5 E. VAT LI ERENEKT,

FPEDAT V27 F2ERLTaAIy 92T ENTEED, I3y FIAERNTE TV
WA B 7217 5 OEPHE 2 Tl 5 C x| HEOEEDMRAEEZRNICIT5 T &
MWTEET, MIREHEZERNICTI Y I SAEZTEIT 5 C & T, @RS NIEMTIAZHE
FFLAD D, EMHFEEANTER SN TRV DR EEZIER IS5 e TEET,

STEPLl| 797 A4 74—V Web AV EZ—TxARICaZ ALY LET,
STEP2| T 747+ —)VOMKRZEEZ{T,. Commit (I3 b)) ZHEITLET,

STEP3| 23w MiPH% Commit ChangesMadeBy ICZBH LT, I3 I SN HEEINL &
ED

Ty a AaA—=TiF. BEO T A Y LTV AEHEOARINERENE T, EHELR Y
Vwrdne, A3y FENTWRWVEREEZITOIEHED ) A MDWERRENE T,

STEPAL (A7 v a ) RRPORKEEZ T LY o — LTt L, EIRUZMRA 7Yz 7 b2 a
v hTBTLEMERELET,
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STEP5| [a3vw b LET,

Commit Status (I X b AT —R RA) R—=VIclF, a3y b INFWREFEZTT- I EHE
&, a3y FENTREREHEDGFRIMERENK T,

Commit [O]=]
Doing a commit will overwrite the running configuration with the commit scope.
Commit All Changes o Commit Changes Made By:(1) admin
INCLUDE
LOCATION | OBJECT IN
COMMIT SCOPE TYPE TYPE ENTITIES ADMINS COMMIT
- policy-and-objects  Policy and
Objects
newlocal-obj address
newlocal-policy security- O
rule
~  shared-object Shared
newlocal-syslog log-settings
newlocal-snmp log-settings O

E‘g Preview Changes E] Change Summary EE Validate Commit

WRIENY RV T—2DI 7 AR—F

Panorama™ BX U7 7 A 7 U+ — )V 5RY — )b—)b, REA TV 7 b, IPSV T XF ¥
L7 AR—bFUT, WEEEEIEANDHTESFZIHAE L, 7747 7+ —)IViEDEN L
Ca—7Zi7\0, 7747 74—V R —IcBT 2L R—b2ERLET, ChckD, B
BENDNT 7 AT I+ —IRT TI5AT VAICEET VA LD, AZV—2y gy e
o720, XMLAPIHZTY V2 AU TRELAR—F2ERK LD T 2082 ED XTI, Web
AVER=T 2 AANE, RUY— AT VT b, xY b NIT—=T, T7A4T7T4+—)b, BXU
Panorama X EDFXET — T IV T —RIIA T, TYVFIAINWA, TUVFRAT2T, BXU
fegs DY F 2 ) 7 TaT7 7 AIIVDY T2 F ¥ sV, PDF £721d CSV 7 7 A )LD\
NHTITIAR—FTEET,

PDF 7 7 A VADIY ZAR— b T, HFHEDT 1 A7) T a VORI R— b &
nE9,

BRIEINY FIVD LT AR— MIHIRIBERED X S ICHREL £ 97, BT N7z7 7 A )L 7% Panorama
X T7AT I+ —)VNCA VY R—F T B LETEELA, T—XZPDF 77 A4)VELT
IIAR—FL, 7—7)ID T—2ZMN 50000 17ZHZ 5 &, T—X3EHD PDF 7 7 1)V
(<report-name>_partl.pdf = <report-name>_part2.pdf 7% E) I EI S NE T, 7—X7%ZCSV 77 A
WELTIZIAR—=bT 3L, ZOT—RF1DDT77A)INVELTIZIRAR—rENET, Ch
O AR—MEAZMEHT 5L, LR—FRIIC—HTZ T2 )2 Z#EH L. PDF LAR—F
NTHRLTHEDT—ZZFTIERL /ADFBZ T eNTEET, EHIC. RET—TINVDT—X
BLIAR—FT 2L, ANV MRS A AT LM ERENE T,

STEPL] web A > 2 —T = A ZE LT, 7 XK= T 208D Z0ET— 2 Zik0 U E
ER
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T7A47 7+ —)VOEM

STEPZ| g )G U T T4 )V A ZHEHA LT, 7 AR— T 20 EDH 53%ET — 2 ZVEK
L. PDF/ICSV 27 Vw7 L&,

® Add Move v (B PDF/CSV [ ] Highlight Unused Rules |

STEP3| MY RIVDIZ AR—t LR— 2R ELET :
1. FileName (7 7 1)V%) ZASILET,
2. FileType (7 74V ZAT) IHBEIRLE T,
3. (1) LER—=bMIHHZANLED,
4 WET—TIVOT—EN, MHLIET VR KT BT L EMERLET,

Show All Columns (3 XTDFIZER) ZFRL T, HHEINZITXXTD
T4 )RR LK,

STEPA| F@/\Y RV F—%&% Export (Z7 AKR—F) LET,

EINY FIVDOIT T AR— MIHIRFEGBED XS ICHEBEL 9, RSNz T7 7 AV
Panorama E 7213 7 7 A7 T4+ —IVICA VR—1F T2 LT TEET A,

Export @

File Name | export_policies_security_rulebase_09212020_! Description
File Type A CSV

Page Size

17items )= X

NAME TAGS TYPE ZONE | ADDRESS USER | DEVICE

1  Access to web servers  none universal | any any any any any
2 Accessto FTPservers none universal | any any any any any

3  Data Center Applica... ~none universal | 2 Users any any any (=]

STEPS| = ZR—= b LTeT 7 A ) 2{iM7S 25072 3R L £ 9,

Ja—IN)URRZFEH LT T 747 9 +—)VdH %W iEPanoramad)
EHY— N\—Z R

Ta—NURZBRERGHT S L. 77 A7 74 —)VEIE Panorama DIEMREICEET NS EED
XFHAPT RLA, A7V 7 "4, KU Y—)b—)V&, B ID, UUID, 7SV r—r 3
HIx L) BRERTEE T, REAF TV 7 FEBXUREEMRRKT ZDIA, EHENFIT L
FH#HaIv bk, HE2VET 7 AT T +—IVHE 0 Panorama N ETLIZHEIZIY DY g
TIDHBNNETaT ZATICHEDONVTHRETEET, Jua—IURRZHEH LT, SNE A
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FIvITIUANADIPY RLAZMEET 2 L8 TEET, MRERITHT IV =Rl

N, Web A > Z—T 24 ZADFREHTANDY VI NERENZ DT, U LFHHHET 5T
NTOGHZHHEICEDIT 2 T EMNTEX T, MBHRIE, MBFER72ESCFHNHAF LD,
FNS 2B HMOAT I FOBANCERIBET, AR, FaVT Tury

ANWZEBEIET 25513, Globa Find[ZE2—UIRRIC a7 7 A )IVvEEALTTa7 7 A4)b
DITXRTCDA VARV AZERDTTHSE, A VARV AT v 7 LTRER=JICBEE L.
DB EFRITONET, IXRTOZBEBEIFRENEZS, a7 7 AV 2HIBRTE £, KE-%
DH3ITXRTOREEHIH LT OBEEFITTEET,

‘, Bz CE < TEEW,

Ta— N URRER TR, $iar s>y (ay, 7 KL REF, #lo4Tonhiz
DHCP 77 RL A7 &) 3R E N FE A, DHCP D&, DHCP U —/\—J@M: (DNS
IVRVEE) EHMRTEEITH, 2—P—IcEHOYTENTMADT FL AIEH
RTCEFEVA, 2=V INN—=THPR) V—=TEEINTVEWVEGESE, I—F—
ID Ti#AENB L DI—F—F 3TN —TaERRINETA, RIS, 77
AT A= IVREICHEZABNEDHRETEE T,

T a—)NUIRERZRET B1E,. Web 1 VX —T 2 A AD4 FIic$H B Search [MER] 7 A 3
BV LET,

O PA-3260
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T7AT7 T +—)LOEMH

RELY T7HNTT/a—YURRICT 78 X3 5I1cE, YZEEHOMO Ry X J Xk
27V w7 LT, Global Find[Z 2—/ 3 )UikiR] ZER L F 9,

c. PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

E5 Security

3> NAT

2 Qos

E3p Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER
Decryption

1 | Access to web servers none universal any any any
() Tunnel Inspection

B Application Override 2 Access to FTP servers none universal any any any
Sy Authentication :
4 3 | Data Center Application{ [ gy universal g Users any any
(GF Dos Protection
@ sp-waN [ Log Viewer

T Move

[y copy UUID

), Global Find

=& 21X, Users(—%—) &5 4D — 2 T Global Find(Z @ —/N)UiER) =7 ) v 73
L. ZDOV—UNBHEINTWV A RGFOREDEMMIMKEEINE T, LLFOEEF+ 7
Fxid, V— TUsers(—HY—) | OMZKRERTT

(' PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

@ sp-waN

B Export CSV

Click and select
Global Find to
perform a search on
the Users zone

MZOr v

s BEONKES AT LAIENCIZ>TWE T 7 AT 74 —)V FTHRREZFBT 256, i
BHARZRLEO—)L 2 A4 THEBERENTVWBESIZ. BHEICT 7R AHFNEZ 56N
TWBT77A 774 —)IVDOITY T DMRZBIEROADERENET, [F LT &3 Panorama T
INAA TN —TICE U TIFFED FT,

* BREFBICTENS AXR—RAE, AND B & LTSI NE T, 7z 2. [corp
policy| ZMEKT % &, MEFHBITIIFIEIC corp & policy DliiHH 5 A >~ AR AH
FREINET,

* BRI HITBTIL—AEHRETHIE. 7L—XZ5 N TCHAET,

* 5O TFDF—T—REANTZH, 5[HFTHRBIC—HTZEMAZHHLTIEI N,

* HIOMBEFHIITITSICE. MK Web A U EX—T A ADH M) Z27U w7 L%ET,
BROOFITUIEMRED Y A MDD 20 TERENET, VAMDIEHHZZ Vv T 5L,
ZTORBNBEFITEINET, COMKRERIT, EHET ATV R EIHEEDEDTT,

* UUID ZMZT 5I1CiE. TOUUID ZA¥—&X—ZA M T 5ENH O F I,
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REEZBZHIET B 7=dDay 7 DOEH

REDH Y 7T UL, BONFEITO Y VZERT 2. HB0ET 7 AT U+ — )V EE)
icry 7 Z2 kR d % X TORIC, MOEEMeMiMRZZH L, RELEZIIY L
20T 20%STENTEET, 2Oy ZIckD, HERT Ay g VBN THAI
A7 9 B ARE R —DREICH LT, EHEDMERT ZLEENAZRETCEHIEDET,

T7AT7T+—=)VEaIy hDYIITAMeF a—IWiX, EHENTI Y M2
BUIEETII Y 2T LTV E LT, Gl ODVWTIE T 71477 74— )LDk
EAHZ Sy b MGE, VL2 —ZBRLUTLEE VY, Fa—IliiATWVSO
2w FDRT— R AEMIRS % JTIEICDNTIE, G2 A7 OEH -« EiHESIRL
TLEEW,

HEOO Y 7 OFFIERZ R R LUE T,
BIZIE, MOEHENO Y VERELIZENE SR, By Z7OFHE L TANEINZa XY
MRS AT LN TEET,

Web A V2 =Tz A ADFERICH By 7 7A@z )y 7 LET, BiIcH 580HE
. ooy 7BERLE T,

wiEZET Y 7 LET,
1L Web AV EZ—=TxAADEFCHZ a7 74 a2 ) w7 LET,

BFEFEET 20y 70D 52 WIEEE Yy SN T0imnhEsMic k-
T, Bix-olay 77 A4 aAVhERENET,
2. Takealock (mwZ77%BHR) L. 5y IType (ZA47) ZFEINLET,
* Config GXE) — OEHENMEREZZFHTEZHEVEIICTay 7 LET,
* Commit (IXIv ) —MMOEMEMEMBRTOLEHEII Y v 5T &%&FHIEL
ERC N
3 (AT LWERSH AT 7 AT =)L DH) BFOREY AT LTHRERT Y 7
9 55 Location[ 72, &5 WIdShared[HAGATZEIRL £,
4. (1) vy 2z UEHHMIOBEEZEICE DS LS Comment[2 XY FZEANLT
BLOBEWTL X I,
5. OK, Close (BIL%) DIEICZ Vw7 LET,

PAN-OS® 45 /71 K Version 11.1 & later 115 ©2024 Palo Alto Networks, Inc.



T7AT7 T+ —)IVOEH

BEDOT Y 7 iR L E T,
A—\—2—Y—Fidav 7zt y F LIZEMEOANFTEITCO Y JV Z2FHRT 5 &
TEET, LML, T3y MMEDFRE TR, 7747 U+ —)IUBHENICO Y 7 2@ L %
9,

1L Web AV EZ—=—TxAADEHRICHZaYy 7 TAaAyxE7) w7 LET,

2. YA by 7Oy ) EERLES,

3. RemovelLock (1w Zf#BR) . OK. Close (BIL%) DIEICZ Vv 7 L%,

RAREZZM T 2 L EICaIy b oy ZHAHBNISEHENS KIS, T7A47 U+ —)b
ZRELET, COREFIRNTOEHEICEHEINE T,
1. Device (7731 X) > Setup (v k7 v 7) > Management (B H) 7&K L T General
Settings (—fEE) ZHmE L £ 95
2. Automatically Acquire Commit Lock(HEIfIC I Iy Ty 7)&E R L, OKI X
UCommit(a Iy MZ7 w7 LEY,
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WREINY 7T T T 7 A )IVOEHR

TP AT I+ —)V EOBRIET 75 4 THBEFAI Y FLETRTORENDKD. ZDIHT
JT7 4 TIRIREICE>TVET, ChucliEry NIT—=THNDE T T4 v I 24T 270y 7 H
BZVIEFTFA[T BR) ==Lz ENH D £, RRE. BHET VT4 TRREDIE—,

BXUHIBIOII Y NMEICINA 2T 77 4 T THRWEENSRO 9, BET 774 TRRED
BWVIIMERHRRE DFZIN—=2a YOIy I 7w TEREET ST LT, B THENN—Va U aHItT 5
TEMARRICAD £9, Tz 21, a3 MRREDFER, BELEL XL X3EFELL{DITT—
DHEEDRMREICEENT NS T EWNgh > TGE. LEIOBRMREZETT S LN TE

X9, mONS/NY I 7y TRFEETIC, BIET V74 T RREICRS T LETEET, WL
U a—F 3 ERDDICREDRE DN 2 T AR— T 20ERH 550, e —7
WTF—RELT 7 AR—FTEET,

O3 MEEOFEHICOWTIE. 77 A 7 T4 —)VDREAH 2y b Mk,
TV a—EZBRLTIEEI,

* REEABDET

* I 7AT7 I —IVOREDREFBLITLY AKR—hK

* T AT I F—)VOHREEEEITCICRT

R E B A DI T

RERBOWERTML TCXE L, VAT LMBEIEFRHICEEE N L—ZNy 7 L, &
BEEMLTCEF 2T AT I 7 VAFMEREFTEHENTEET, 77740708y
YTHAGRTAMEHARET 7470+ —IV TR 7774 7 HAETITH L TOARER A%
ETTEET, EHUX) HAE T TOREEBEDOFETIVR—FENTVEE A,

REHEBEZEMEL, RAKBMBORTEEEET R—F LTI, XMLEDX, BHRLUZRENN—
VaYOREEFY A AMBMBE D KEWIGHICHHTEEd, BHEOMEELRT S L, #
RUTZEREN—3 YOWTNNMC2MBZ R B REEEND - I EICE S XA v b—UhE
IRENE T,

STEPL| 774794 =)V Web AV Z—TxARIKBTA Y ULET,

STEP 2| [Device (7734 A) ]>[Config Audit GREE#) (DONEICHERL F 9,
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STEP3| a—mVEB X UEITHOREN—Y 3 >, UEIORENN—V 3 V., RFEINRENN—
Va Y OMEEENLERENETD,
C N—=VaV IREDIAIY DIAIY MN—=V3a Y, NN—T g VIidT 74V T [config
commit GEEII Y MICED Y TEN, IHRETENET,

(Panorama’i5 1nf5: 7 7 1 777 +—)L)  [Previous Merged Running Conig (L4
AR —Y ENTEITHORE)] 47> 3 vid. Panoramar b 7y ¥ adh
FIERICR =Y SNERE KM U=V S NIRE O 2 R—H L
%7,

* Iy hLEHE  RELHEZII Y b ULIEHH,
* O3y hLEH BRENII Y FENTZHN LR,
* ATV a3y M=V VTRELERELEOME, RRINZRELHOM

ZE, I3 MREOFITORREICKT BRI IATT,

* @OV hO—HELTHLOREL TV bERIERY O—HAIDTERENE L

726
* ©:aIv hO—HELTEHFEOREA TV 27 FEIER) O—HAIDEIFRENE L
2o
2 IBHFOREA TV MERIERY —HANaIy bO—EE LTEEINEL
2o
© @i a3y O CEBmMENTLED) .

c’ PA-VM DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

B8 setup Y 16items | 5 X (F
= High Availability VERSION COMMITTED BY COMMIT DATE OBJECT CHANGES DESCRIPTION

[} Local Candidate

(7] Merged Runnin g config Merged Running config
[0 Previous Merged Running config Previous Merged Running config
[ 11 (Running) admin Sep-07-2023 14:13:21 ®1 ©0 @0 changes to ion by admi dmin,Changes to ion in device and network,
Committed Versions
[ 10 admin Sep-07-2023 14:02:21 D2 ©0 Z0 changes to configuration by administrators: admin.Changes to shared configuration Changes to
configuration in device and network,
¥ DHCP Server Log Ingestf | [7] ¢ admin Aug-23-2023 13:40:07 D0 ©0 Z3
0s admin Aug-23-2023 13:32:51 D4 ©0 29 Testing feature for AE LACP for VM-Series
2 admin Jul-17-2023 11:38:25 ®1 ©0 20
s admin Jul-12-2023 15:35:16 D2 ©0 @2
=] 5 admin Jul-12-2023 12:20:06 ®0 ©0 71
0« admin Jul-12-2023 11:32:48 D0 ©0 @1
Ols admin Jul-12-2023 11:30:49 D0 ©0 @1
0 2 admin Jul-12-2023 11:27:54 D0 ©0 @2
g (=] admin Sep-07-2023 14:13:21 ®0 ©0 Z3 changes to ion by admi dmin,Changes to ion in device and network,
g scep
: Save
[0 autosave-10.2-20230712.xml Jul-12-2023 12:59:42 9.5K
Jul-17-2023 11:25:45 104K

STEP A JeR2DDFEN—T 3 VRFERL, N—V 3 VIR LET,

RICHEEBOaI Y FXN— 3 UDMEET 320D NN—V g VR T 5 ¢ REEE TR
EHON=T g VERHION—V g VEIOEEOGFH ZFRRLE T, LA, N—T3
kTR T B, REERICIZIZI Y N NN—=V g 2066 TITONIEIT N TOEEE K
RENET,
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STEPS| XMLZEME. BIRL 12200 E/N—2 3 VEIOXMLT 7 A IVOENRATRTER L F
ER

FERIDOXMLEVIN—= 3 VT, HHIOXMLAET LWWSN— 3 VT, mfaTiligiREn
TWBA TV 7 ME, HiLBIMENEREA T Y27 T, RaTiEgAZREIN Ty
524777 ME HIRENIZREAT V27 b T, BOTHHAERINTVEA TV
7 ME, BHINBFEOREA TV 27 b T,

Config Audit > Compare Versions 1and 6
XMLDiff = Change Summary

22 }
23 scp_admin {
24 permissions {
25 role-based {
26 superuser yes;
27 1
28 }
29 phash OEc2/eFfTcU PPD8qdG3wmocNXYZM95;
11 } 30 }
12 } 31 }
13 password-complexity { 32 password-complexity {
14 enabled yes; 33 enabled yes;
15 minimum-length 8; 34 minimum-length 8;
212 } 231 )
213 ] 232 }
214 deviceconfig { 233 deviceconfig {
215 system [ 234 system
216 type [ 235 type{
217 dhep-client { 236 static;
218 send-hostname yes;
219 send-client-id no;
220 accept-dhcp-hostname no;
221 accept-dhcp-domain no;
222 } 237 )
223 } 238 update-server pansupport.paloaltonetworks.com;
224 pd updat m;
225 update-schedule { 239 update-schedule {
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STEPG| [ZHEOMEICIE, FIRUTEN—Y a3 VICBEM T 5N TWREEL T Y 7 b ORI
BV ARBERENEKT,

ZHEDOMEOFMZME LT, ECTEDX S GRELEMTbNIhZ{REL I, BE
P&, [HEITNCIE, WBZRZIBZRELF TV 27 MW LU TEERNICEDX S &T 7
T a VHFITENTEMDERENKT,

FEEDA TV 27 " oz2BEIRT 5 &, BIRLIcREN—D 3 YRIOREF TV 27 FOXT
VU b NIVEEDNFRRENKT, ZEENETZNA T4 F LIEXMLAZAR Y h 727K
LTWEd,

© RE HLOVEREA TV MBI NE Lz,

© Mt BHEOREA TV MIEEINE Lz,

© HWGIOEH  BHFOREL TV 27 FOLHIHEEEINE L,
* BHE) L L—ILRN—=ZANTDORY >—)L—)VDJEFEE F 121388,
© HiBR:RREA TV EEIBRENE Lz,

DURD#IER, 2DDRIRDEIELE LTERRENSGH L, Eole{XREINK
WEBDHD T,

* BFOREA TV 7 FOYEIZEET S L. 2DDERIOLETE L UTERRE
NFEI, 1DHE., HWHETIOF TV 2V F OXUFIZEDOHIREET I, 2D
HZ, FrLLWARTORICA T V27 MY REDIER T,

* [BENEREZ. [BEOMEICOAZREINE T, BEIENZRY >—HH|
EXMLAEDICE RENEE A,

* [REEBR]ITIE. [PAAR]BIODTICRT | EZF Y TF vy TEXH A,

* (HADR) T T4 703w 7 @l HEMHARED T 7147 7 +— )LD
B WEEBIZTSARVHAEL Y TOARYR—FENET, IV X VUHAY
7 DWeb1 VA —T 2 A ADNOREGEEZFITTH EIETEEEA,
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Config Audit > Compare Versions 1 and 6
XMLDIff | Change Summary

Zitems | 5 W (5

OBJECT NAME OBJECT TYPE MODIFIED TIME LOCATION | LOCATI ON TYPE MODIFIED BY OPERATI! oN
(null) Sep-22-2023 08:53:16 devi (null) admi (null)
setting Sep-22-2023 09:51:33 devi Device Config admi t
device-telemetry Sep-22-2023 09:52:08 device-network Device Config admin edit

dmin Sep-26-2023 15:13:18 device-network Mgt Config admin set
scp_admi Sep-26-2023 15:23:11 device-network Mgt Config admin set

Test Sep-26-2023 15:23:12 test admin

scp_admin Others Sep-26-2023 15:24:23 device-network Mgt Config admin set

Group By None

Object Level Changes for scp_admin
le-based {

T7AT7 I+ —)VOFREDIRFEL XTI AR—F

R DINY T T T 7 AT I+ —)IVDKHGA R L—IRET ST & T, BHhHZD
INY T TRIEILT BT ENTEET (V7 A7 U —IVDREAH IR T BB . C
N, YATLARY IREHEDT 7 a N> TT 747 74+ —)UHEELE LIz gk
NEBZNDHEELHZRFE LI WGERICRIE X T, FiE#Eik. 7 717 7 4+ —)UH running-
configxml &5 7 7 A JVITAFEL TV B, BUET 77 1 TREGEDRM/N—3 3 > % PAN-OS
INHEIMICIEITCLE T, Ny 77y TORIFER, BIEEITHOREXD BRIOT 7 A7 U+ —
IWOREICR LIEWGRICE BRI B E T, 7 747 7+ — )V HEINRE AR E Z ki s A -
L=l 55 LiEboERA, 774V ZFw T gy ks 774)0 (snapshot.xml)
ELT, BAVRIEEDOHLHIOAT Yy Tay b T7A)vE LT, FEITHRMREEZRET S
WEWNHDET, T77AT7 T +—)VIEAFy Tav b T7A)lza—)VRIELETH,
FTNZENBERAMCIZ I AR—FT BT ENTEET,
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HIEID I MEICHNZAT2EBICR T 72, iREDINY 77w TR Z LT
HEF L2093 208IH D XA, Config (FRE) > Revert Changes (Z 5 % 7Tl
R9) IR T B2 TR TS (77 A7 U4 —IVDREAE 2 LI i d 25
D S

REZEHLUTOKZIZ VY I BE, T7AT7 T+ —)VIIEHHREZEFLET
M, ATy Toay ORI 7w TRET R LEH0 F A,

THIC, RELIEEDTREENKMENE A, ZEEAEIET S, T3y
FeFITLET (V7 A7 U4 —IVDOREELTH D=y b, Wk, VL E 2—%H
) .

Palo Alto Networksld. BHEGREZTRT, 7747 I+ —)IVONHICH B KA K
TN I Ty TEND ERHRELET,

STEPL] 77474 —)UHVEEE) U B HERF LI WEHNEDNZ EN TV B IRMREICDONT
Z. NI 7w T AFyTay hEa—h)IVIKFELE D,
CNHDEHEIZFERII Y FIAHERATETTCVETA BZIE, Bffour Aty g
VTCRERFEHRZT T TEXEA) o

TIHIVEDRAFy T ay s T7A4)V (snapshotxml) %, TXTOEHENMTo /29X
TOAEFTEEET BRI, LTFOWITNHODAT Y TEIATLET,

* Device (7731 A) > Setup (v 77w 7) > Operations ($/F) Z#ER L, & 5IC Save
candidate configuration (fEfiFE KD LR1F) 2 IR L £ 9
* ZA—8—a—H—ou—)l, H35VIIMOEHREDTDITIHERDEN TH 5 H
=)L 707 7 AIVHED B TENTWRERET ho Y b eflioTTI 7 AT It —
mica 74 LET, R, Web 1 >V Z—T A4 AD EETConfig (BRE) > Save
Changes (ZHDIRE) OJIEICHEHR L. SaveAll Changes (3 X TOZEHZ{R{E) BX U
Save (fRf7) ZEIRL X9,
TIHIVEDAF YT ay b T7 ) LHEZETIC, IXNTOBEHEMT>/ZTXRTD
BHEZZLAT v T ay MERT 5IciE. LFOAT Y TZ2FATLE T,
1. Device (7731 X) > Setup (v k7 v 7) > Operations (fF) Zi#ER L, & 5IC Save
named configuration snapshot (L2 TREART Y I 3w MefflF) ZE IR L E
ER
2. HHEREEHFEORT T 74 )LD Name (%) ZHIEELET,

3. OK. Close (AU %) DliEIcZ Vw7 LET,

TIHIVRDAF Y Tayv b 77D EDHTE FEEET I, BEEEICHT B5E
DIEHD R ARMET I, LLRDAT Y THFEITLET,
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T7AT7 T+ —)IVOEH

L WBROREZFTE 20— )UERZROEHET HY Y " effioTT 7 A7 I+ —)b

a7 SN =
2. Web A VR —TxAAD LT Config (FRE) > SaveChanges (ZHDHRIE) DIEIC
BEIRLE T,

Save ChangesMade By ({R/EMSRIC X ZEEOMRE) ZEIRL £,

4. Save Scope ZEHEMHIC T 1 )V X —T BICiF. <administrator-name> %27V v 7 L, &
HEZERLTOK Z7 Vv 7 LET,

S. Save Scope (IRTFHIFH) ZIGFRITCTT 4V RV V73 3Iid. BT 25E 7D 7 LE
T FFEDIREY AT Ly ARV —BXUAT VT b, T3 HEETNNA AL
Uy b —U&E%x % (Location) ICTEET,

6. Save URf7) &7V w o L, HEERHZORET 74 I)VD Name (%) ZfEL
TOKZEZZVw I LET,

STEP 2| ffhiikiE. BUET 774 TiikiE. HH2WVET 7 AT 7+ —)VOIREEG A, T 7 AT
T —IVONICH B HRARCZ T AR—FLET,

Device (7731 A) > Setup (v k77 v ) > Operations (#1F) ZFIR L TV AR—F 47
a7y I LET,

* Export named configuration snapshot[% #1751 TERAF U Te s ED ATy T a v
N2 L AR—F—BUET 7T 1 TI5aE. Hnizf) THRAF LI ED A F v 7
aw b, GRS R—F UIRE R R 72EFATHRORE) Z2 7 AR—FL
£9, 77 A7 F—)UiE, $5ELINameHaiDXMLY 7 1)L & UTRER T AR—
FLEY,

* Export configuration version[ixED/N\— gq VE LY AR— N—BUHET 7T 1 T 753%
OVersion/N— 3 V] ZFEIRL, XMLT7 7 A )IVELTZ IV AR—FLET, RELZEE
a3y FTBE T AT A —=IVERTH LVAN—T 3 YRR L E T,

* Export device state] 7 /31 RIRREZ L7 AR— N—T 7 A7 U + — )VOIRED R Z /N>
RIVELTZ I AR=bMLET, BIET 77« 775308 A, JRAEDHHRIC 1 Panorama
ME T adNETNARTIN—TRERT VT L — I REVZTENET, 7747
77 % — ) U Global Protect:R— Z )L D&, T OMERICIX, FEHEEHR, Y751 FD—
., BLUOYTI4 BRI ZENTVWET, 7747 I+ —)IVE I R—Z)IV7ZERL
L0, REOEDIIREEDNY R)VeA VR—b 352 LT, TIVAR—FLTE
WEREETT ST LN TEET,

T7AT T+ —)VOREELEZ LIRS
TCICR ST #2979 % &, BTEDBEMREN DR EICE S A DNE T, BHEHZITICR T
VEDMERZZ DX, EEOREICH T 2ELHZFH TELICHODIETOTIE R L, 1 BOEETH
DIHLIzWE ETY,
HIEIDOII Y FMRICT 7 A 7 7+ —IVOREICIAZ SNTARETFOEEE TR T T ENTE
F9, 77 A7 74—V TIE, BHERPO— g VICEDWTIHREFRDOLEEE T o )V ERY) VY
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T7AT7 T+ —)IVOEH

T5LF Ty arvEMATEEY, FFEDORMY AT L, HARV Y —BXUA TV 7 b, Fiz
BHAETNAZABLC Ry NT— T &EZEA (Location) ICTEEXT, BIET VT4 T RBE
XD EHOBEGREKHDZAF Yy T ay b T7AINEFFELTWRGE (774774 —)LD
BOE R E « T AR—=FZBH) | FOAFvTyay MRTIEETEES, RFv S
Vavy eI AL, REOII Y PR OFNCHERE L TW BRI EZE T TEEd, BHx
O3 bTBE T AT+ —IVIBHET 7T« TIZEGEDHT LWN—3 3 7z HEIICR T
T2, BTINEDN—TV gV ZEITTHTENTEEXT,

BEFITHORE (7 74 )V4 & running-configxml) IR L E T,

COEETIE, wiEOa Iy bEBRITEHERE SN U TIMATZZEDNR O IHENE T,

TARTCOEHEMT TR TOEELEITICRTIE, UFOAT Y T2 EZTLET,

* Device (7731 ) > Setup (v k77 7)) > Operations (1F), Revert to running
configuration ((R1ET 7 7« T75eEICRT) R L, Yes(iZW) 227V v 7 L THEE%Z
MEELXT,

* A—R—a—H¥—ou—)l, HEZVIMMOEREDT=HICTI Y MERDERITH 2 E 1
Ho—)L 7T 7 A )NVHEO B TENTWAERET A b 2o TT 7 A7 I+ —
mica 74 LET, R, Web 1 X2—T x4 AD HTConfig (X&) > Revert
Changes (ZHZTICRT) ZHE4R L. Revert All Changes (§XTOLEHEEILICKT) 5
KU Revert OUricRY) ZEIRL X9,

FEEDEHE DR R EICRTICIE, UFDAT Yy TZIITLET,

1 WHOBREETCICRT T EMNTE L0 — IUIENEROBEHET H Y s 2fioTT 7 A
TYyr—iica AL LES,

I3 MREZGIET ARG, TS ERIESHIE L K9,

2. Web A >R —TxAADEERT Config (&) > Revert Changes (£ H ZJTId R
9) OEICHEIRLE T,
Revert ChangesMade By ({8 @ WSICHE DWW TEEZITICRT) ZERLE T,

Revert Scope Z EHIE T 7 1 )L 2 —Hd %1, <administrator-name> 27V v 7
L. BEEZERLTCOK Z7Uy 7 LET,

5. Revert Scope GTICRTHIH) ZHATTT V2 73 BIcid. BRIV 2850%Z 7V
7LET,
6. ZSHITH L C Revert GLICRd) ZHEITLET,
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T7AT7 T+ —)IVOEH

BEHIREDT 7+ IV ATy T gy baETELET,
ThUE, Web 1 > Z—T A A0 EEICSH B Config (7XE) > Save Changes (ZHE DIR1F) 7= 7
Uy 7 LIRS L EEENE ATy T ay FTT,
1. Device (7731 R) > Setup (v k7 v 7) > Operations (f£F) IR L., & 51T Revert
to last saved configuration (Hif[EIfR17 L 72@EICRS) 23R L £ 9,
2. Yes (I3 Z7 Vw7 UTHIEZEELET,
3. (1) Commit(a Xy RNEZVY I UTBIET VT4 TR&ERAF Yy Tay k
TLEHEXLZET,

T7 AT T4 —IVREENT WS, BIET 77 ¢ TIEREDLFION—Y 3 Vit LE
ER
WREEAFZIAIY FTBE, 77470+ — )V THLWDN—T 9 VZ2ER LT,
1. Device (7734 R) > Setup (v k7 v 7) > Operations (#F) 723&R L. & 51 Load
configuration version (FRED/N— 3 V7 miH2ATs) 2R L £ 9,
. BRUED Verson ON—VaY) ZERLTOK 27Uy 7 LK,
3 (I Commit[a Xy MZEZVw I L, FFEETLIEN—Va >y THET 77+«
TisiER FEELET,

TrowsnhzEcl 9,
* KRN TRIELRBEY 77« 7aiE LA Y R—FLizED) .
* AN TR ELIBEHRED ATy T ay b (FI7HIVEDRFy T gy TR
7m0
1. Device (7731 R) > Setup (v k7 v 7) > Operations () %% L T Load named
configuration snapshot (%4721} THRIE LTZiREAT Yy T ay b EdidiAds) =7
Vw7 L%ET,
2. ZFwvT¥aw hdName (%17 ZEIRLTOK 227V v 7 LT,
3 (T35 Commit[ZIw NEZVw I UTEIET VT4 TIiRER AT v T3 vk
TLEEHEZLETD,

DIEHCHMB R A Mo 7 ASR— b Uiz, BUET V74 TRFED D VIR REARE 218t L E
ER
1. Device (7731 X) > Setup (v k7 v 7) > Operations () Z3#R L. Import named
configuration snapshot (a2 TR LTIeiREA Ty T ay beA Vv R—M Z
Vw7 L, SR A NMCHZRET 7 A )% Browse (BHE) L. OK 7V w7 L&
ER
2. | oad named configuration snapshot (#a17Z {1 THRIFLTZiE AT v T ay M
FHIAL) 7V w7 L, BEFEASVR—FLUIERET 7 A )VD Name (44HG) 7ZERL
TOKZZV w7 LET,
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3. (=) Commit[2 3w R EZUw I L, BUET VT 4 TIERERTIFEAL VR—1F
LicAFw T oay b TEEELET,

T7AT7 I x—=)IVIE6L T AR— b LIREFRZETLXT,

BT 77 4 7Nz, IREEDTEHICIE Panorama b 7w ¥ a ENTe T /8NA AT )L —
TRERT VT L —FRENVGENE T, 7747 74+ —)UHGloba Protect:R— Z )L DG
COEHRICIE, FEAFEER. Y7514 FO—E, BXUOY T4 FEEHERMAZTENTVE
o T7AT T A—IVERIIR=ZIELZHMLUIGEE, RKEDOEDIIRREED/NY KLz A
R—F 95 L THRZEITTHENTEEXT,

IREEMEHZ A > R— b LE T,
1. Device (77341 A) > Setup (v k77 7) > Operations ($&F) 23R L. Import device

state (7731 AIREEZ A Vi R—R) 27U w7 L, JREE/NY R)L7ZBrowse (ZH8) LT
OKZZVUw o L%,

2. (ITE) Commit{AXy MEZU v &L, A V¥~ LIREMRESIEY 7 1 7
ARGEICHE L E T
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T7A47 7+ —)VOEM

T7AT7 I+ —)IVEMHEDEH

BT A1 M X > T, PaoAlto Networks 7 7 A 77 4 —)LOEHZ OO —)L I K URREE ST
AMEEEINE T, IXTD PadoAltoNetworks 7 7 4 77 +—)JUICT 7 4 )V S OEMT H1v7
L (admin) DEATRESNTVET, TOTHT Y MIE, T7A 79U+ —)IUIHT 2 aiHrEL

DEEZABDTIVT VXA (A== —YP =T 7R ZAML L TEHOENDS) BMIE5Eh
TVET,

B) AL TIIFAALLT, T7AT A — VO FiE L F— MEREAD

7&%@%%£&¢%i~ﬁ—dkw%ﬂ®%@/b@yb%ﬁﬁbiﬁoCm

£ BCORE 57 7 175 1 LGS BRI i, (4 O

%@/7/3/%U7bEﬁ?%uk#f%iﬁoB@%TﬁﬂX®NXP757

T AN T WROBINVEWERNET 7 AT Y 4 =) RTOMOLF 2. )
FA TR ANDEIT 0 ARHRL TS T EEHRLTL T,

s HHOo—)L A4S
s HHEO—)L T v AIVOHRE

* BN

s BHMET YV MBI UREIEDORE
s HEHHEODOSCPY v a— REFMICT %
s HHEDOT 7T 4 YT 4 OBWEREKT S

BHO—) XA

O—)Uick b, BEHEDT 7 AT I+ —)VICHT BT 7 AMED XA TR ERLE T, HEHED

24T

s O—)UR—ZA —Web AV Z—TxA A, CLI. £7I& XML APl D& F X F 75 HERETEEAD
TR XD EDMHOLHIHTESEHAZLO—)L, 222, Web AV Z—T A4 AD
T7ATI4—)Vexy NT—7 OFGEBEENDT 7 X250 § 3 EHE0—)L Ta7y
AINWZEREEAZ Y THIC, £letF a7 R IV—ER, 0d, BIXCLAR—=r D77
Y RAEFATBHMEDO T T 7 A )NVietFa) T EHEERTEE T, HEEORHEY
AT LT 7 A7 I+ —)V T, ZOa— )T XX TOREY X7 L F 72I3RE DIAE
VATLCNT BT IR EET B E I EBEINTEE T, BMICH LOBEEMBINE
NIZGEAR. Sa—)VENET 57 7 AMETEH T 20EB8HOET, 7747 U+—)
T, HLOHREZ H A2 L 0—)VERICHBINGEINT 22 813D A, NAXLE
FE O — )V ERE PTREAMEBR OFE X, XD 7 7 LV ARSI LT EL T Web 1
Z—T A AEHEDT 7 AHERR,

* FN—T 7 AT A —IANDT I AN 5T B, TV NTHRETES0—)b, #Hil
WESRENEINE NS L. T7 AT IV EK>TEAFT I v 7 a—)VOEZRDHEINICH
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T7AT7 T+ —)IVOEH

HENEd, I—VP—DFEFTEHRITILEEIDHD A, RDXKIC, XAFIv o o—)b
KB I SN2y 7 B AMERO—E 2R L 9,

2AFIwr a—)b

A== —H—

MERR

HLWEHEY AT Y MRV AT LERETE 57

E. TI7AT7 I+ =N TBEeT 7 AR ET,
A== —HP—ERE > TR, ZoMmo Z—
IS—A—P MR R OB L —Y—Z2EK T 5 T &N T
TEHA.

A== —H— (HHID
L))

T7 AT+ —)bN\DFHIRO HEHT 72 A (FHID FHH
IREED XML APl ZEZIC L E ),

TSN AE

LT 710 2 bR AT LOERZFRE, R
LT 7 AT 94 —)VICHT 527 7 AMEZRiHBE I,

TN ZEHE (FiHHLD &

NRAT—KRTa 774 (772 ARA) BIOEHET

AD ATV (BTAHRDT T Y S DAEKRATRE) 2 kR
. T 7 AT U F—)VEREDRIEICH Uit D HHO
7R AN ENKT,

AR AT LNEHH BIRENTZT 7 AT I3 =)V AT LICT 72 A

L. B A7 LOFFEDERZERR - EMLUE I, kA8
VAT LEHZ IRy NI A2 —T A4 A, VLAN,
IN—F %)L TAY, AE)L—H%— IPSec k%)L, GRE
k> %JU, DHCP, DNS 713, QoS. LLDP® % k
J—2 7Iad AT IR ATEEE A,

AR A7 LWEPEE (FiAH
D ED

BIRENTZT 7 AT I+ — )V X7 LI X OAE
VAT LOKHE DEFENDGHA O FEHT 72 A, Hid
O FHHOMRZ RO A7 LEME I Ry VT —7
A2 —T A A, VLAN, N—F %)L T A Y, {i8)L—
Z—_ IPSec b %)V, GRE k> x)l, DHCP, DNS 7t
V. QoS, LLDP>%y NT—2 a7 7 A )T 7 AT
A,

EHEO—)L a7 7 A IVD#

EHEO—)L 707 7 VTR, BT 7 AMERZFEIOER L. SO Hme T F
A—HP—DTITANY—2RH#ETEET,
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@ B/INRHET 7 2 ADJFANCHES T, BEHEMEEZITO T2DICT 72 AT H 08N
HELEMA VR —T 2 A ADEBOKCT VL2 ATEL2EHE0— )L a7 7 A1)V
EER U, EHET VBV ZOXRA ST 757 4 A S LET,

EMEO—ILTOT 7 AVEER L, O—)VDMEEY AT LIEA TN XS IHRELTH
5, 72 21 dWeb U172 IR L, A A7 LN TEEENIEI T Z 2O 23R TE X
9, [OK]ZZ7 Uy 7 LTEEa—)ILTa T 7 AV ERIELE T, R, [T/31 X > EHHE] %
FEIRL, B—)VIcAaiZzZr, [B—IR—=X 28R LK, EHEa—IL a7 7 1 IV D]
EANL, EHEDTHTESZNE AT LZERUET, MGTA VX —T 2 A A TR I 74
TIx—=IVN\DIT)VT T2 AITEEFEA, 77 RAIEHET T K> THIEIENE T,

EHFEO—ILTOT 7 AOIOVMREEY 2T LTHEHDOWTWAIES. FOEHE IRV — & &l
TEFEEA, RV AT LORATHHTZZDIE., [y NT—=D1F T a o7y b
FHTT, RN —RIEEFNTVEFT T3 DIDTRHDFRA, BEHEO—ILTO T 7 A
WTIREN— R 2 HTES X ICTBI5E,. a—)IVEERES AT LTRSS TN XA TH B0
BEWHOET, (UREVATLERBILV—ZDOWEFIIT VT ATES L SICA—/—2—EH
HEERTEEXD)

2OHOEMEO—IL IO T 7 AIVEIER L. O—)L2 T8N ZSEHAT A XS ICiEELTH
5., [RwhU—=2] OFO ML —%] KEDEZEINTEET, BEHEo— L a7y
AINCHRTZ T, BIOEBFICEHA L X9,

HPNC K > THAENEZ 508 H D 9, BEHEIIR A VICHDWT, EHEn—)L 70
Ty AIVTHIMEEN ATV 27 P2l ZHERZEEE L X T,

BT B L, =T ¢ VTR — ) GO AT LEBEa—)IL a7 7 A )V e KT
BTLIETEEBA, 2207 7Y hEER LT, TNSEORLDEE ZF-E, 2DDHE%%
I—P—ICHOY TR ENTEET, EMET AUV NI, EHE0—)LTa T 7 A)V7%z1D
RHEOT N TEET,

MGTA VU Z—T A AFT—)VR—ZXDT 72 AWA[BET T, BRIIZ T INA ANDTIVT 7
Y ARIMET Z2DTTRBHOERA, BT A T ATV b EHEO—) &, MGTA VX —
TrAATREL, AT V27 bADI—Y—HEREZEHIENET 7 A 252 5EDTT,

STEP 1| Device (7734 A) > Admin Roles (EHi#Z T —)l) OIEISER L. Add GBI Z 27V w7 L%
ED

STEP 2| bo—)VORNC M % Name[#4#(i]7Z2 AT L9,

STEP 3| Role[m—/)L]D#ifH & LT, Device[ T/ A A]F /=13 Virtual System [fRAES X7 L] %2 3R
LEXY,

STEP4] web Ul (77 Ul) BXU REST APl X 7T, JHEREMEIKDO 7 A a7 ) v 7 LT,
WEIREREICYID B Z £9 ¢ (Enable[5%1{k]. Read Only [#iAHY O E ], Disable 4]
LDV NA) XML APl 2 7RO AL, Enable [G2){k] X 7z1d Disable [fE&h{k]iC L
3, Web Ul 7> 3 VORI, Web A 2 —T 24 AD7T 74 ZMEZSIBLTL
YN
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T7AT7 T+ —)IVOEH

STEPS| CommandLine[aA~X Y RTIA VR TEFRL, CLI 77V A ATV a v EERLE
F, Role[m— L]#iHIE, LUFOMHMEERA 7> g 2L X9,

* TINA A DA

NoneCLI 7 7 AIEFF A ENEKEA(T 7V )

A== —W T T LA, FTLWEHEZET Y Y R AT LR EETEXE
T A== —HPDIAMN, A—/S—2—THEREHEOEHE LYK TEE T,
superreader -5t 27X AN O HHT 7 A,

deviceadmin —# LW 7 1w > b X TI3MRAES A7 LOEZEZBR S TN TDREITHT
57)V7 78R,

devicereader -’ NA YU — R 7’07 7 A )W(T7 J R AMEIZ L) EEE T 1D 2 R RS T
NTCOREICHNT ZHmAMOERT 7 2@ A LT /7Y hOIRDBERENE
T)o

s RMT AT 1—)b:

None: 7 7t AFFFr| ENEHA (T 74V 1K),

* vsysadmin—FFE DAY X7 LT 78 A LT, REY X7 LOFHE DM ZFK I

KUEHLET, #NBXOCENL—T 2T, AV Z—Tx2AXIP7 RL A, IPSec
k> FJ)V. VLAN, AT 1Y, AL —%Z, GRE k> %/, DCHP, DNS 71
Y. Q0S. LLDP, F/idxy hU—7 Jard 7 ANV EEGL, T7AT77+—)L L)V
FEZ Ry FT—27 LN)VOBEREND T 72 A 2G5 LE R A

* vsysreader : RAES AT LOKRFE DRI G 2 RFE DRI S AT LANDFHHHL D

HH7 7V A, BNBXOCENL—T 2 T, AV EZ =Tz AXIP7 RL A, IPSec
k> %)V, VLAN, AT 1Y, AL —%, GRE k> %/, DCHP, DNS 71
¥, Q0S. LLDP, ¥7/idxy b= Ja g7 A )NV EEL, T7AT77+—)L L)V
FEZ Ry FT—27 LN)VOEREND T 72 A2 G LE R A

STEPG6] oK ZZ7Vw o LTTuT7 7 AV Z2RFL X7,

STEP7| m—)L2EHEICEI DY TES, 7747 U4+ —)VEIRET 17 FOFERBRUTL
F2EW,

EMEO—)L a7 7 A VORI

CORITIE., BIENEREZAET 272017 7 AT 208NH5F 1) 710 AXL—
vaytrRZ—(SOC) ¥ x—Y vy —DEMEO—)L a7 7 A )VERLET, SOC Manager i
T7AT I+ —=)IVDEZ L DFEBANDFHID 7 7 Az UETH, —RNICEZIART 7
Y RARBEDHDEFEA, TOHITIR, EHEO—IL IO T 7AINVD4DDR T I XTI L
. BFIET, 707 7 A4)VH SOC X x—I ¥ \OREED T 7 & AT Z G F T2 13 d
ZMHZHHL I,
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THUT, RZED OC Y 2=V vy —D T T 7 A IVOHITT, EHENEIT S HEE
L. FOBBICRER T 78 AMEICHE DN T, EHZEOEHEO—)L Ja 77 L)V
ERELET, NELRT 7V AREMCLEVWTLEEY, UGB E2HET2E
)=, BXURES OIS 2R OEHZIR LT, flcko7a7 7 1)
EUERLUE T, JHEMHIX. B 2279 5 DI BRIEH R LN)VDT 7+ R
M Fib, TN EDT 7 AR R 0N R 0 8 A,

STEP1| WebUl 77t ZFFn] R L E T, Web Ul B DORY]DELD Tld. Web Ul HEFED %%
AR RENET, 77 BRI, WebUl DR T MO T 7> 3 >DT7 77X XD
EIC, 77 A7 94 —)V BT LICERENET,

77479+ —)LD [Dashboard]. [ACC]. XU [Monitor > Logs] fEIICIE, FXEERIEIF

ENELAo IRTOAT V27 MEIHEREBHATT (TTICHAMSN TN 272D, HX)
LHENEYIDBEABTEMTEBRRITY) o DH)o SOC X F— v FIETEMN R M E 2 7
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BITH2HENDH B0, SOCIYIA—IVIZTNEDRTDERICT 7L AT H0ENHD X
ED

TaT7 7 AIVBEFHICEKD, Ta 7 7 A )VOHWERBICHETEE T, TOYDED T
X, Logs D7 7 AFFAIMITANTERENZEZ DI TRHOEFHEAN, cOTOT 7 AV T
T XTOMERMNEINTHZ> THVET,

Admin Role Profile @

RDYIOED TiE, =X XTI, fHlEROA TV 27 MTHd 27 72 AFFA VAR
ENFET, SOCYA—Ivid, TNHEDOY—ILZ2MH LU CETENZEZ ST 572D, 7
TR AMRET T,

':\:':'Aul-.uu:r.l.-;.: Correlation Engine
':\:':'CI.I' relation Objects
':\:’:'CI.I' refated Events
':\:':'Pdi.l':l_". Capture
':\:':'A'_l'_l Scope
'\\:':'E:J:bi:_"l 1 Browser
':\:’:'EIU'_L P List

o
[+ )Botnet

RO 2DOOYOEDIZ, PDF L R—b, B AZLLR—b, BIUOERTEREFALR—FOD
FERR 72 [H5fH] X I FR L E 9, SOC ¥ — IV v I 3EHHEINEET % 128IC PDF LAR— R
7Y AT BRENDH O EFTH, OHITIE SOC Y2 —I v LR— 2R T 5729,
7O XA ERHICRESNET L R— MIEKTEZEEA), 2721, SOC
Manager (35FE DI EMN BB T 2 72DICh AR L LiR— N2 EHT 083D 5 7
B, INRTOHARZL LR—K (A= FICERENTOENWLR—=FZ2EE) I LTIV
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772 AMERRMMIT G ENF T, BLIC, SOC Y R—T v id, BHENGREZFHET 2 7HIC
FHTER SN L R—MIT 7 AT H30EDH O X7,

() PDF Reports
() Manage PDF Summary
() PDF Summary Reports
(&) User Activity Report
Saas Application Usage
(&) Report Groups
(&) Email Scheduler
@Manage Custom Reports
() Application Statistics
(+)Data Filtering Log
() Threat Log
() Threat Summary
() Traffic Log

() Traffic Summary
AR | o

(~)View Scheduled Custom Reports
@‘w‘iuw Predefined Application Reports
@‘v‘iuw Predefined Threat Reports
@‘w‘iuw Predefined URL Filtering Reports
@‘w‘i ew Predefined Traffic Reports

SOC XX —V Y IFRBIHYETHD., 77 A7 U+ —)IVERMKT 2EHE TIIRWVWzd, R
V— RTOT7 7 AFIEHAWOERICZDETH, b=y s horrDY) kY
MIBN T, I—ibey hAT DU Y ME SOC Y3 —T ¥ DEHD 1 D TIEEWV

(7. by N ATV NREET S L, MOEMSICELER 52 1-0IREL LD T B RN
MHODET) b, 77 RAFENTIZD XS, HAHRO T 7EAICKD, SOCYHR—T ¥

X, SOC Y3 —Y ¥y W ZE | ER T LMD H SR O —DWRZFHETEET,

() Palicies
Security
@ MAT
(E00s
(&) Policy Based Forwarding
(&) Decryplion
(&) Network Packet Broker
(& Tunnel Inspection
(&) Application Override
(& Authentication
(&) DoS Protection
@ SD-WAaN
i) Rule Hit Count Reset

Objects Z 7 D7 7 2 AFF] L HAND HHTH 572, SOC Y H—V v DY 3 TIIMkZ
WEE LEVDT, W7 7 2 AFF[I3ED 4 THNEE A, SOC I 2— v DRFFICE
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FNTVERNTY 7DV, 778 REFEMNCED ET, TORITIE, SOCIx—T ¥
lZ. URL 7L ZV V75, SD-WAN YV > 7 EH, SchedulesZ[ I XRXTDA T FD
F TV MERERET B T200HROEHERHT 7 AMZ > THVET,

()Objects

() Addresses
(&) Address Groups
(&) Regions
(@) Dynamic User Groups
(&) Applications
(@) Application Groups
(@ Application Filters
(@) Services
(@) Service Groups
() Tags
(@) Devices
(+)GlobalProtect

(& HIP Objects

(&) HIP Profiles

() Security Profiles
(E Antivirus
(&) Anti-Spyware
(& Vulnerability Protection
&) URL Filtering
(@ File Blocking
(E WildFire Analysis
() Data Filtering
() Dos Protection

(&) Security Profile Groups
() Log Forwarding
(& Authentication
() Decryption
(@) Decryption Profile
(E) Packet Broker Profile
() SD-WAN Link Management
(¥ Schedules

Network 2 7' 0D7 7 2 AFFA[DEH, SOC Y A—V ¥ 34TV 27 b2 2 4623H D
XEAD, MEZHET 2 DI RDBELLEND 5728, SOC 32— v Wi d
BN D B IR A D G 72 AHED B TENE T, TOFITIE. QoS. LLDP,
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v b= a7 7 A, FESD-WAN AV EZ—T A X a7 7 A)VICHT BT 2
TN T > TOET,

@ht‘L'ﬁ'ﬂlk
(@) Interfaces
(&) Zones
(® VLANs
(&) Virtual Wires
(&) Virtual Routers
(&) IPSec Tunnels
(&) GRE Tunnels

DHCP
DS Prosy

(“)GlobalProtect
Portals
Galeways
MDM
Clientless Apps
Clientless App Groups
F1 Qo5
& LLDP
() Metwork Profiles
(= SD-WAN Interface Profile

COHITIE, SOC Y HF—I v —IIFHEHMN T Device X THEREIC T 7 & 2§ B REN RN
¥, Device X 7DT7 7 AFa[IZITRTTay 7EnEd, i, #AETE, a3V~ 77
TAVREODT I NDT T AR EIZNDT, TNSD7 7R AFFRE T oy o
TNET,

() Device

(&) Operations

() Privacy
() Show Full IP Addresses
@Shﬁw Username In Logs And Reports
(+/) View PCAP Files

& Validate

() Save

() Commit

() Tasks

& Global
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STEPZ| XML APl 7 7 AgFa[ ik LU 9,

ROYIOEIDIZ., SOCHX—I ¥ —MWXMLAPI XY REFHLTI 7 A7 I+ —IVICT
A LEWESD, SOCRA—I % —DTRXTOD XML APl 7 7 A A DN I > TV
5 R TVWET,

Admin Role Profile

Mame | SOC Manager Profile

Description | 50C Manager Admin Access

Web UI XML API Command Line REST AFI

(¥ Report

) Log

(¥ Configuration

(¥ Operational Requests
(& Commit

(& User-1D Agent

() 1T Agent

() Export

() Import

STEP3| ax Y R SA4 YV (CL) DT 7 AFFnZRELET,

SOC Manager 131 70 F DD EAY —)UIC T 72 A3 2 08EHH D . IBE 7R E %
BT BDIHFEDOREZHRTZZEND 578, SOCIX—I Y DT 7 AFFA[I&
FAHDEHTT, 72720, SOCY A=V YT 7 A7 7+ —)VEHELEODT, K
7O AFFRIFED B TENFER A, SOCYR—Y ¥ —I3/SAT— R 707 7 A )Lfthd
BT Y MCT 7B AT BREN IR NTD, 7782 A LAN)UIE superreader Tld7x <

devicereader ICRREETNTNE T,

Admin Role Profile @

Web Ul | XMLAPI ine REST API
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STEP 4| REST APl 7 7t ZEFr] etk L E 9
SOC ¥ x—V+¥—id, RESTAPI XV RZHHLTTI 7 A7 I+ —)VICT7 72 ALIEVD
T. TXTD REST APl 7 7t AWEGNC IR0 £,

Admin Role Profile

Mame | S0C Manager Profile
Description | 50C Manager Admin Access

Weh Ul XML API Command Line REST API

(%) Objects
(¥ Policies
(%) Metwork
(%) Device
(%) System

)JI:}% [E7T) FI

T7A7 T+ —)IVEHHEICIZ, 4{@7(7@1&;1 a7 (E‘_}I/gi/ T A RAALEDY
T) ZRETEET,

AR JT aaA] 5z

a—7)b a—h)L BHET T ]\nunﬁlﬁﬁl—lj&nunﬁxﬁ AT 7 AT T+ —

KL Ta—Hh)V TS, 7747+ —)lica—H)LDI1—

Ye F=BZRX=2AZFHTENE S DIHhhbBET, ThoY

MeERTEET, B—HIVDT—EZX—=AEHiHT BH| k&R
RlZOWTE,  To—2)bidil] Z2BLU T 7EEwn, 774

TIF—=)VEMH L TE—)VOEO Y TEEBLETH, 77

YA RAAL VY R—FENTOEEA, FllllZ. 7747

7 — )VEBIEHICO— IV H 2 WIZHNBERRE 2R E ] SR

LTL7ZEW,

SSH ## a—7)b BHET WO NET7A 7 I+ —)Vic L Ta—A)L T
. CLI NDFRGFIE SSH #ICH DX FEF T, 77 A7 I+ —)L%
AL Ta—)LOEOYTEEHLETH, 778X RALV
BYR—FENTOEEA, fFflllE, [SSH#EAN—AT CLI
DEMGEEAZRET 5] ZBRUTL I,

AEAAEE a—7)l BWET AT NI T AT A=)l LTa—4)VTY
M. Web 1 >V Z—T A ANDRINE 7 547 > Ml EICHE
DEET, 7747 U +—)VEMHHLTa—)VOE O Y TrEM
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AoRIET TN

AR 520

LEIH, 778X FASVEYR—FENTOEREA, ¥l
&, TRERHEAR—ZGRGEZ Web o > 2 —T = A AT 5 RIE
ZBIRUTLIEE W,

S —E

a—h)l

T7 AT I+ =)V TCa—NICERT HEHET I

v M, ZHEEEEE. SAML, Kerberos, TACACS

+. RADIUS, LDAP DWW NHDINEY —/N\—TEREIN TV
57702 OSRE UTENEL 9, HWEPT—\—D a7z
ITWEd, 7747 74— )V2EHLTa—)LOED Y TZEH
LETH, 7I718A RALVIETR—FENTOEEA, il
. 1774774 —)VEMERICO—/IVH B WVIZHEREER
it B LUTL TN,

SR —E

MR —E

EHHET D2 ME, SAML, TACACSH, mmmswwfh@
OB —IN—TERINE T, T — \—DERL LB il f5 &
%?ﬂAiﬁkTACAC&“ﬁ—J*—iﬁJiRAMUSﬂ;ﬂv—TUV\
VEA—[EHGEYE (VSA) . SAML ¥ —/N—"TI% SAML @M% :R
AJAIICEFRLET, PAN-OSIE, 7747 U+ —)VTCEELIZE
HEFO—)L, 778X RALY, 2—Y— F)—T BIUK
MO ZTF Lz~ y 7UET, &k, UFESRL T
W,

* SAML FZFEDRE
* TACACS+ ZFiFD&%
* RADIUSERAFDE

%}%%7773 17 : ]\ j:o c]: UFDLAFIE@FIR

nunm7m7} /])}l/%‘g‘fb

ERH GLE7a 7 7 AIVEBXUOYy—rr Y ADRERBR) | H5

WIEBEHE DGR BW T ZENDAELRIGEE. 77 A7 U4 —)VEHET /17 2 b DOE T
WM TETVET, ZITEVER. RV ART v TENTOBMOWTNHODIEXEETT
V. FEEORE OO DICEMET Y R ELET,

T7AT T4 —)VEHET 1T SO

T 7 AT T4 —=)IVEHERICO—)VH 5 WOIINEERRE R
Web A 22— = A ANDFEHFER— X DEHEFRREDRE
CLI D SSH F—\— XA DE MG FRAE DR E

APl F—0DO A% 7Z 3% T
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TP AT —)VEHET Y FDIE

EHET IV ME, T7AT7 I+ —)IVEMEO D — VB X O EREELET, O—)LD
O YT LI RITODICMHTE2Y—CRICES>T, THUY BT 7 A7 74— )VICEINT
Z0h, BT —IN—IGEMNT 50D, HBWVIXZDMTEOMMRED £9 S ES
%)om—hw7747@1—»?;&&—x%%m@ﬂ%ﬁ—Ex%@%ﬁ%mﬁﬁ&®%
& BHET YV M RBENT AENCHRM T T 7 AV ERELTEBLRERHD T4 (0F
AT P BRUOEMORIEZSIR) o BUCERAET a7 7 A )7 iE R %%m@7;4

T F—) F— 2 R— 2RSS T IC<18> 10— A )V EREF</18> 21T 9 B it . ROVEERITV,

7;41Wﬁ—wif MET7 Y MBILET,

T7AT T+ —)VOEMBEREL T2 X L AR— MEREICT 78 R T 508 T 50—
P IR OE T 1 b 2ERRLET, ChUCKD, 774794+ —)L D
TR REINS T L LEYNCREL, HADEHEDY 7 arzuJIici
I BTEMTEET, 77 AT T +—IRZDOMOEF 2V T ¢ T3 ANDE
Y 7 AZWEII/RE L, BENKNLIEZNKDICT B0,

EMET O ADORA N T T T 4 Z IS TWB T MR LTLIEEN,

STEPL| R —FENTVAREHETHY Y FNOBEEHELET,

W OEWEE— FXIE FIPSCCE—F T, 774794 —I)VTHR—F NS HEEFERT

ATUE ey avOGFHEBEMKLE T, RK4DORKFEMRT AV vy gz

AT B, FRIFERFEET AT vy g YOBEERIRICY R— 35X 7

AT I A—)VERERTEET,

1. Device (7731 X) > Setup (t' w k77w ") > Management (&) % 38R L T
Authentication Settings (FRAERYE) ZHE L £ 95

2. [DEREKREYYa VB ERELT, IXRNTOEMETHY Y eI —P—THhHY Vb

T ENBFE Y > a VO #HPHZ 0 ~4 ) ZfELXT,

0 ZANILT, HHIEOBOER T h Y MY R—br32X2ICT 7 AT T4+ —)V %
RELETD,

3. HHT AU Y FORKE Y > a VR (AN ERELET, TV MK 720 7
T9%

4 oKz Vv I LETD,
[2Xv P LET,

PAN-OS® & /1 K Version 11.1 & later 139 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices.html

T7AT7 T+ —)IVOEH

Flz. 77474 —)VCLIIC b A LT, Y R=FrENBHEKEEY 3V
DERHERET ST EETEET,

admin> configure

admin# set deviceconfig setting management admin-session
max-session-count <0-4>

admin# set deviceconfig setting management admin-session
max-session-time <0, 60-1499>

admin# commit

STEP 2| Device (7734 X) >Administrators (%) ZERLT7 AU > bZzAdd GBI L
ED

STEP3| Z—¥'—DName[#H1)1ZATTLET,

ThHoY I EFHT LIRS T 7 AT o+ —)Ibhha—)laA—Y—F—ZX—X 2 HT %15
By T—EN—=ATERELETHU Y FO&HZANLET (0—7)b 7—ZAN— Al 1—
Y= =T BN RS

STEP 4| Authentication Profile GERE7"1 7 7 A)V) ZEIRT Zh . EHEEORGZELGHE LT
58—V AZERL T,

FOTHIYCONWT, T7AT7 I+ —)ILhia—H)A—P—F—ZX—ZAZ2{fibT
I —7)Vadib 2179 A1, None(ZAL) (77 4)V b)) %3 L T Password (73 A 7 — R)
EANILET,

STEP 5| <g0>Administrator Type</60> [EHI#E % 1 % # N L F 9,

IA—P—IT A% L 10— )V E LTV A 5EE. RoeBased (H—)L X—X)

ZIER L, BHEEO—ILO Profile (T07 7 4)0) Z#ERLEXT, ZhLUNOES

&, <67>Dynamic</67>[EI] (7 74V L) ZHEIRLTHAAF Iy 7 o—)LE#ERLE T,
ZAF w7 a—)bhvirtual system administrator[{KAH S 27 LWEFE DG G, Y X T
LEHENERTE Y AT LB (EER) LET,

STEPG| (I 7747 U+ —)Lhia—ad—P—F—Z_RX— 22 HiHETIca— )L Cili
179 BEHEH D Password Profile VSAT— R 7’07 7 A)b) Z#EIR LK 9, sHllcOW
TWEISAT— R T a7 7 A IVOEFERZSBBLUTLIEE N,

STEP7] oK, Commit (IXv F) DIEICZ Vw7 LET,
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T7A7 7+ —)VOEH

T 7 AT+ — )VERGE IO — R )V B B OISR A 25T

H— ﬁ}bnunﬂ:&y*iﬁtwnﬂl'}j_‘_tx%{ﬁﬁﬁL/ T7ATITA—)VICT T AT 5 fﬁ%%nun
XEXT, INODOREARTIE, 22—V —%E/AXT— ]\%7\73'@%7’;&5@1374/’\'—‘/72
E. 1DLLEORRET v LV VICIE T 5 T L2 BEHHICERL £,

STEP1|

WY —EAZEH U CGRAEE &R (B—IIVB KT 72 A RXAVOEID 4 T)
O fj 28T 55 81F. UTFZBIRLTIREW,

* SAML FEFOR
® TACACS"‘E{JHEO)HXE
* RADIUSFEAFDOHKE

Web o > Z—T7 £ A ANDZFFIHEN— Z OB MHEZRAFOHRTIFH L TCLI N SSH
T A_N—=ZDEHE DR EREITHI T ET. FY LYY L AR A2 b3
ICEMERFINTH N TEET,

(WEEEAED TR) T 7 AT+ —)UHWWNERY— B AR U CEME =8l 3 e A

MELET,

Y—NN— a7 7 A IVERELET,

RADIUSY—/N\— a7 7 A )LEEBEIMLET,

T7AT T+ —=IUBRADIUS ZE LT YILTF 77 72—kl (MFA) Y —UY AEHE
T B551E. RADIUSY—\—7"07 7 A )V BINT 508 NHDET, TOTr—AT
3. MFA Y —E AR I XRTOREIESR (FyL oY) BREELES, 7747 U4 —ILH
NV A—D APl Z# U T MFA Y —EXZET 255 TE, m#]DEZET RADIUS Y —
NN=T07 7 A)VEFHTEETH, BIMOBERITOWNWTIE MFA Y—1—707 7 1)U
MBS D F9,

MFA Y—\—7"1a 7 7 A )L7BMmL £39,
TACACS+Y—/3— a7 7 L)V EIML £95,

SAML [dP T —/N— 7' 7 7 A )L EhN L £9, Kerberos > 7))V YA A (SSO) &
SAML SSO ZHlAGHE BT LIZTEEFEA, EE5DH D SSO U —E ZADIHZ{Hi
TEE9I,

Kerberostr—/N— 77 7 A )VEEIMLE T,
LDAP Y —/)N— a7 7 A )L7zBmL 9,
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STEP2|  (H—71)b 7= A A= AHADH) T7 AT 74— VDA H % 1—P—F— &
N—AERELET

L a—W%—7hH v rEa—m) F—2X—2IBMLET,
2. ({15 a—Y—2)—TEa—hl F—EZR—2BMLET,

STEP3|  (m—71)LilifDdr) IRAT— ROEME B X UCANARZRELET,
COREIC K> THBEBENISAT— REHEE TR MM L RBD, 7747 T +—)b
NORIERT 72 A%B1ET 2D B E T,
L S2T— ROEMNZ 70— UNTEFE L, X TOa—)VEME DGR Z R E
LET, RRAT—RORDODIISAT— RNy vazigELa—h) F—ZX—
AT HhT Y MIEREMEHEINEREA (O—N)Liilz2R)
1. Device (7731 A) > Setup (£ k77 7) > Management (i) 7 3R L C Minimum
Password Complexity (2 SA Y — REHMEM) RAEZRE L £ 95
2. Enabled (F%h) Z#EIRL £ 9
B NMATY—RREZEEL, OKEZZ U I LET,
2. RI—R a7 7 A eEHE LET,
I a— VIS AT — REFHARREE A —/N\—5 4 R Z3EME T o> M
T AIVEEDYTET, a7 7 Alid, a—H)b T—EZX—=HEFIF 5N T
WEWTHT Y R TORHFIHTEET (D—)LiltzsR) .
1. Device (7734 &) > Password Profiles(VSAT7— K a7 7 A)V) ZEIRL T 1
77 A V7% Add GBI LE T,
2. a7 7 AV E#HNT % Name (%nT1) ZASHLET,
3. NINRAT— ROEIHRREZTITV., OK 27V v 7 LET,

STEP4| (Kerberos SSO M #) Kerberos F+— X 7 #/ER U E 3,

F—RTE, T7 AT T4+—ILD Kerberos 7 17 > MEBRNEENDE T 7 AIVT
9, KerberosSSO Z#HR— k93 3icid. v N T—TIC Kerberos A > 7 5 A T 7 F v s
FT9,
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STEP5| nunﬁ7m7/ /f]l/% ibig‘

{) EHET D Y SHEBOZA TOY—N—=I1IHh T TRIESN TV ASI5EE, &%
A TOFEFETaT 7 AI)VEVER L. IXRXTOTaT 7 A )Vailaly—7 >~ AliB
INTEXT,

m_nﬂ:7[17/ /(}I/%POJ:O/‘—/T./XOD ﬂj%?—}l{\ij‘o m.nE7D7/ /f'}l/’C m_,nE“j“_E.X
D Type (XA 7)) BLUHET 2HREZIEELE T,

* AP —E A — ST —E XD Type (XA ) Z3E R L. ZOINEY—E ZHIC/ER L
7z Server Profile (U —/N"— a7 7 A4)V) ZEIRLET,

* O—H)b T—EZX—ZiRi—Type (%1 7) 7 Local Database (77— X \— ) ICRE L X
EE

© F—RR—ZEfibRVE— L EH—Type (X A 7) % None (7% L) IC#E LE 9%

* Kerberos SSO—Kerberos Realm (Kerberos L'V L) Z2f57E L. KerberosKeytab (Kerberos
F—27) 7% Import (f VAR—1F) LET,

STEPG| ZREET T 7 A IVH 2 WIERREE Y — Y A EHE T 1o v MIcEID Y TE T,
1L I7A47 94 —=)VEBET DY OFRERITVET,
* Authentication Profile GERE7' 7 7 A)V) ETERE LIy —Tr Y AZED U TE
ER
(B T AN AGEEDO ) B T=E2RX=AlBM U e —Y =74
7 > ;@ Name ($4i1) Z48E L X 95
ZHza3Iv hLET,

30 (1) P — =i DT A R ZITWV, T 7 AT I+ —)VAREE T O T 7 A Ve
ﬂﬂb“(mf@%%nm VC%%)(_CE%EE bij

Web /f.\/9“—714Z’\@ﬁﬂiﬁﬂ%f\‘“—}(@ﬁim%wm //j:_'

T7AT T+ —=)VDWeb A > Z—T A AT Z/SAT— K X— Xm£®$bﬁ%&ﬁ&a
LT, 77474+ —)VicLTa—A)VEEME T AT NOIFIHER— 2D A HRET
XF9, AFHER—ADOFITIE. SR T— b@ﬁbbkr/&w%%@xﬁkﬁﬁﬁﬁbhi
ED

Q WINDODOEHEDOFEHEN— ARG ZRET S L. 77 A7 T4+ —)IVDFXT
DEHEHEDI—YP—HPIRAT—F 1 iAo /b‘ﬁxbh_iib ZOREMEN T A
2§ BHITIIREIHEDRLENC IR D K9,
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STEPLL Ty 4794 —)VOF8ER (CA) FEFEZERL %9,
COCAFHEZMEM LT, KEHEDT 47 » MEHZICEHL LT,
HAE¥/V— b CAREIHEDIERZITVE T,

c; HHE3NNE, TR —TS5A X CAHZHVIEY— R)S—F ¢ CALRIET 0] =
BIUOWEHEHDA >V R— b BITVET,

STEPZ| Web AV A—T 2 A A DT 7 A%t F ) 714 R#ET ZD0OFHET QT 7 A )V 7%

RELXT,

AEHE T T T 7 A IVDOREERITVE T,

* UsernameField [Z—Y ' —% ]z Subject [V 722 7 R ICRELE T,

* CA Cetificates[CA GFAE | 7 > 3 T, LI EFERE &1 > R— b L7z CA Certificate
[CA FEHHE] % Add BN L E T

STEP3| EHHEOZIICRIAZET O 7 7 ANV EERAT R KT 7 A T 4+ — IV ERELET,

1. Device (7731 X) > Setup (v k7 v 7) > Management (BHf) Z IR L T
Authentication Settings (RRAFRYE) Z Mtk L X 9%

2. EMZOFGEICHER L 7z Certificate ProfileflBIE 71 7 7 A )V ZEI L. OK%Z 7~
w7 LEd,

STEPAL 5147V NilHEDRRAZ T 2 K ICEHET Y v b e LE T,
T7ATI+—=)IVDWeb A VA =T A AT IR AT BEEREIH LT T 7 A7 74—
JVOFERE T J17 B2 RE L, Useonly client certificate authentication (27 5 1 77 > M alEBH
FIC K BRRREDAMER) Z 3R L K 9
IUR—=TFAXCAWER LI SA47 2 FatHEZBICT 7 LT0wa 58, TX
T 7 JICHEATLIEE VS, ZNLNDEHEIE. ATy T 5ICHERAET,

STEPS| SEMBED I IA T » MEHEERER L ET,

AFHE O R ZITWE T, Signed By[EHE]D Ry FX Y VU X T, HEBHDV—
FCARERHE 2 IR L £ 95
STEPG| 7547V MilHEEZLZ 7 AR—FLET,
1 GFAEBXUOMEHOT 7 AR— N 2ITVETD,
2. ZBHEIAIVNLET, J7AT7 U A—IVBHEEHL, alArkyra &L
£9, TO%, EHERIEN S NI IAT Y NEHEOH S 7547V N Y AT I
MEDHWeb AV R—T 2 ART VA TEET,

STEP7| Web A > B2 =T 2 A RCT VAT BEEHMEDITAT Y b VAT LT T4 T > Mk
HEZA Y R—FLET,

Web 7S DRF 2 AV M ERBIBLTLIEIL,
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STEPS| HHENWeh A >R —T 2 A AT VEATEL L EMHERLET,
L 9547V FaHENH B AV 2 —ZDTSIYTCT 7 AT T4 —)VDIPT KL A
ZHE X,
2. ANEmEDERENTES, A VR—bFUKHAZERERLTCOK ZZ7 Yy 7 LES, 7
T UPIGEHEESE MR REINE T,

. TSI ORINY X MCEEHZZEIML £,
4 Login (M7 A4>Y) Z7V) vy I LET, A—YP—ZXNAT—FDOT0r T MIFRE
NI Web 1 >V Z—T A4 ANEREINE T,

CLI O SSH _:\:»_/\_Z@’F.‘:fﬂj%”}u”ﬂ:@*}'*m

Palo Alto Networks 7 7 A 77 4 —)L®D CLI \ND7 7 AlctF a7 ¥ x)V (SSH) Z{HHd %
EMEDEE., SSHF—ICX > T/SRAY— FK D & 2L 53it At NE 9, SSH F+—
TlE, TI—F T+ —RAWBOI X7 MRIFEL A0, 2BERE E/SATL—X) O T
varvMRtEN, 2y FT—T ETRRAT—=RPEEINE T EIEH D EFEA, THIT, CLI
W7 7RG BIOOHEAT Y T MEEMTED T,

STEP L] ssH F—iy — IV 2HH LT, BEEDIIAT 2 VAT LTIEMHOF— X7 21
kU &9,

YPR—FEINTWVBF— T+—<v bl&, IETFSECSH & OpenSSH T3, R—hrEnTw
57)V3V XL, DSA (1,024 ) & RSA (768 ~4096 v ) TY,

F—RTZEKTHAVFIE SSHIZ AT YD RFa XY M 2ZRLUTIEE N,

NGRS L BRRFIIEAR DT 7 AT, TT7AT T A—)VINT 7 A TESLGANCHTD
T7ANVERGELES, 32V T8k, ISATL—X7% AN LT, WEHEZRES
ELEST, gl A vHic, 77477 4—IUNCE>TTONRATL—XDTay S sHEH
HICERENE T,

STEPZ| B OZRZEHNTEESICEHET H TV b eiRELET,
1 I 4705 —)VEBET Ty hOFRERITVETD,

* SSH F—fiEWVEM LG EIC T+ =Ny 7 & U T T 2885 N2 5@ L
£9, mfﬁﬁ%@ Authentication Profile [#2aE 701 7 7 A )V 2 i E L TV B 551,
Raw 7RIV ZARNTEDOTOT 7 A )V EERLET, None[Zx L]7ZER LT
&, Password [7$ A7 — R]& Confirm Password [/ S A7 — R DR % A9 % i
MHHET,

* UsePublic Key Authentication (SSH) (NFASEESAE (SSH) D) 2R L. Import
Key (F—DA 2 HR— 1) Zi1\0, FeiE EER LT NF#%Z Browse (BHd) LT OK 7z
7 U Y 7 Lija
2. Z5¥Z Commit (23w MLET,
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STEP3| T7 A7 T4 —)U\OFAICHERZFEHT R EIICSSH I ATV M ERELET,

EWEDIIAT VN VAT LTZDRA ZFITLET, TOFEIZ, SSHZV A7k
DRF2 AV ZBRLUTLIET,

STEPA| BHHEN SSH F—ZaFZEHL T I 7 A7 74—V CLIICT VB ATER L RMEEL
CR
1L EHEDODISAT VN VAT LOT SOV ERFHLT, 77477 4+—)VDOIPT KL
AICBHIL X,

2. BMBELLTCI AT I+—)VCLIIcut A LES, 2—F—%{E2ANTBE. L
TOHIIMWERENZET (F—HIEHITT) ,

Authenticating with public key “dsa-key-20130415"
3 TuryTENERRENLD, F—OIERIFCER LIRAT L—X%Z AN LE T,
API F— DA 72 7 E

T 7 A7 T+ —)IVEXT Panorama ® APl F—7Z2fEH3 UL, XML APl 38X T REST APl IZxf
95 AP U LZFRECE X T, INEDOF—REEF 2V TAICE>TRMEERN T 74T
7 4 —)VEBEX T Panorama D7 7 L AMEB7Z 5.2 % 7-8. APl F—0OaxHHEZTRE L e
NCF—BEZ LT EDRANT ST 0 AEDET, F—0FMWRZEEC L5, AP
F—ZHERT BERICEF—D—EDEDICED £,

F—OHEFNARZFRE L TH LW —2 @M HERT 5 T L 2RO BT TR, F—DF
FaUT 4 DESNTGEICEITOTXTOERNE APl F—Z28885 28 TEEY, F—
RN B L, HITOTXRTOEN RF—HNENC IR0 £9,

STEP1| Device (7/3 R) >Setup (v +7 v 7) >Management () ZBEINLE T,

STEP 2| ZRIFREZHHEE LT APl Key Lifetime (min) (APl S=—O AR (7)) ZfELE 9,
Authentication Settings @
Authentication Profile | None
uthentication [ o use f -local
SAML methods are supported
Certificate Profile | None
Idle Timeout (min) | 60 (default)
API Key Lifetime (min) ' O (default)
API Keys Last Expired Expire All API Keys
Failed Attempts | O
Lockout Time (min) | O
Max Session Count (number) | O
Max Session Time (min) | O

APl F—OHEZHAR Z#RE L TRBZE, BEXUAWIRROBEDO R XA—I %5 UE
T, APl F—OAEFHMIZT 74V T OICREENTED ., ThUIF—MIELEN
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TEERLET, F—DPRITHBICEFIN, —EOF—DPEERINSEELSICTBIC
&, 1~525600 7 OHiFH CHMEIAMZETCT 2 0ENH D £9, BEOEBRBICaV T
FAT VAR =2 L., API F—OEMMHMZ EDO X S ICETXENAM L TL 72
U,

STEP3| Zgi% Commit (I3Iv k) LET,

STEPA| (4T APl F—72 ) &2 212 13)Expireall APl Keys (3XT D APl F—7&2J5)) %8R
LCHEERZ APl F—Z2 )y FLE T,

F—DOHEIAMZRE LTED D O RTL Bt LS 2729 72T XTD AP F—7%
Uty FLIEWGEE, IXNTORFOF—2RNELLT ENTEET,
Authentication Settings @

Authentication Profile | None

S e
Certificate Profile | None
Idle Timeout (min) = 60 (default)
API Key Lifetime (min) | O (default)
API Keys Last Expired Expire All API Keys
Failed Attempts | O

Lockout Time (min) | O

Max Session Count (number) | O Please Confirm X
Max Session Time (min) | O
e Are you sure you want to expire all existing APl keys ?

Yes No

BT % & F—hDIEhEN, APl KeysLast ExpiredD XA LAR Y T HERZ T ENTEE
ER

EHHEDOSCPY v Jua— REBMICT 5
KM T 7 AT 74— )LD A== —F—EHEN, PAN-OSV T - T xT7 7w T TF—hk,
a7y T — R, O—h)L T3 Ah 5 Pado Alto Networks KA 7 7 4 7 7 + —
IWADRET 7 AINA VIR—REE, Y R—FENTWET7 A0V "7 v I a—RT 57D
IZ. Secure Copy Protocol (SCP) Zfifil TZ 5 XHICLET, THUCLD, IF7 A7 T 4+—)
DWebA Y RZ—T s A AZ[HHLTT vy 7ua—R325DTIERL. CLIZHEHLTYR—FEh
TWAB T 7AIVOT7y Ta— REHEETE T,
VAT Lt IR T 7 AT+ — )UADSCPHRI LI E. 230 S hOMH
TSCPT v 7 a— R LUTZGEIERENE T,
a7 )V kxwy hJ—27 A&, PAN-OSY 7 b7 /)8— 3, PAN-OSY 7 b x 725,
a7V EP. PAN-OSTS A N—V gy, J/ET 7 A, T4V AF—T 7 A)V
DSCP7 v Jua— REYR—FLTWVET,
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STEPLl (fL50) SCPIXHED A—/\—I1—THERRZRDT 7 47 4 — )V E 2L LE T,
COBITIE. scp_admin& WS ZRETD ZA—/S—T1—Y'—T 7 1 77 4 — )VEE R ER L &
L7z,

STEP2| T7A47 Y4 —)VCLINBT A Y LET,

STEP3| Z—/_—a—YEHHEDSCPiREZ AN LE T,
SCPZz Bl d 2 BHIHE I IE A — /S — L — Y REBR DA EE T T,

CTOBITIE, BIDOAT Y TTIER LU TEEHDA—S—2—3 scp_admin I<xf LT SCP#&HE
WENTIZ>TVET,

1 H/EE—RICYOEZFET,
admin>iX &9 %
2. Z—)\—a—YEMHZEOSCPIERER G L E T,

admin#set mgt-config users <admin_name> preferences enable-
scp-server yes

3. A—/S—a—PEHFICH U TSCPEREN ERICEMMEEI N/ L ZHEEL X9,
admin#show mgt-config users <admin_name>

FERRT. enable-scp-servericyes&FRENTWVWB T ERMERLFT,

adm show mgt-config users scp admin

OEc2/eFfTcUbPVWvJIgM2At . PPD8qdG3wmocNXYZM95;

4' :E‘y}\bi—é‘o
admin# commit

STEPA| T 4774 —)L\DSCPY v 70— REZFEITLET,

SCPESH LTI 7 AT I+ —IVCT 7 A7 v 7Ta— KR35, 7y 7a— Rt
O—HIVTNNA AL T 7 AT I+ —)IVAEICY T 2w b FICHZ20ENH D EIT, TOFHE
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T7AT7 T +—)LOEMH

T, 774794V Ta— R 2T 7 A)VBa—1)V T8 AT TICfEHRHE
THhaHT LZHitte LTWVET,
COBITIE, 7TV —2ar b BROAYT Y EHET 7 AT I F—)UICT v Ta—R
9% /7ikZRLE T, SCPYy T u— FOEFRFH X =7 b T4 LT FVERDEBH T
ER
* PAN-OSY 7 b7/ 3—Y 3 /scp/software/
* PAN-OSY 7 +ox7/\3vF . /scp/patch/
C TV —=varvEBEOaYT VY EH:/scp/content/
* WildFirea > 7 >V %t : /scp/wildfire/
* TUFIAINARAYT VY /scp/anti-virus/
* PAN-OST'5 %54 )\— 3> /scp/plugin/
* XML &EZ7A)V: /scp/config/
FANTD PAN-OSFET 7 A)VIE, SCP 7w T u— RERINEE57oIc
77 ANV xml HRE T2 N B 08D D £
* IV AF—T 7 A ):/scp/license/

L CLI Z—IFNVZEHE, cdIXVREMHLT, SCPT377ANNHE T+ IVEE ]
7« L7 RVICBEILET,

FELWIHIWEERET o L7 PVIKBELIZS, [ls] EANLTT4HIVEE I
T4 L7 M)DONBZERRLET,
COWBITIE. 774774+ —)UIcT v 70— K3 %panupv2-all-
contents-8765-83427 7 A )V R TEE T,

2. SCPAIGDA—IS—A—PEHERMGHL T, 77477+ —)Vc T 7 AIN=ET v T
H— Pbij‘o

WINSCP*FileZillaD & 9 7% SCP7 V) r— g3 i3 L T E s
oo SCPARY RETNAADARY RIA VUL FITTBHENHD F
ED

* OpenSSH 8LLHTDA XL —T ¢ VTV AT I

scp <file name> <scp superuser>@<firewall IP>: /scp/
<file type>/<file name>

scp adminzZfffLC7 S r—ya v b BEOaAY T Y ERET v Ta— KT
%SCPa~ >~ R,

scp panupv2-all-contents-8765-8342 scp admin@<firewall IP>:/
scp/content/panupv2-all-contents-8765-8342
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* OpenSSH QLUEEFEITL TS ARL—FT 1 VIV AT L

scp -0 <file name> <scp superuser>@<firewall IP>: /scp/
<file type>/<file name>
scp adminZzZffLC7 ) r—ya v b BEOaAY T Y EHET vy Ta— R
%SCPa< RO,

scp -0 panupv2-all-contents-8765-8342

scp_admin@<firewall IP>:/scp/content/panupv2-all-
contents-8765-8342

3. T AT IF—IVOEENEERT B A vb—UNERRENTS, yesE AN LET,
CDTNAAWNSSSHEHH LTI 74 7 7+ —)UICT TICHEHR L TWAE A, BIiE
MWEHERT B Ay b—VR3EREINT, COFIEEERTEET,

4. Tar T IBNEREINIES, SCPEME/IAT—REZAN L, [Ente]Zz 7V v 7 LTk
ITLED,

5. SCPY w 7'a— ROMEFIRRAE RENE T,

HEHIRIAA100%E ZRnE N, CLIZ~Y RS a7 FAVdifalgEic nud. scPy v
H— }f Lj:S%SiI’vZ§7j—o

C:\Users\ \Downloads>scp panupv2-all-contents-8765-8342 scp_admin@ :/scp/content/panupv2-all-contents—¢
(scp_admin@ ) Password:

panupv2-all-contents-8765-8342 100% 79MB  1.6MB/s

C:\Users\ \Downloads>

STEPS| v 27 LnuJ %R LT, SCP7 v 7u— FWRII Lz L 2R L E T,

ERENTD AT LR T 2R T 2T & T SCPDY w THu— R Lic T & Z2iEiR L.
7w T a—RENT 7 AI)VDMERRETH S C L 2R LE T, TOHITIE. Application
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& Threatsa > 7>V 7 v 75— bk )X—3 3 2/8765-83420DSCPY v 70— KDY AT a7 7%
MR L E 9,

L 74794 —)bWeb A2 =Tz A ATV LET,

2. [Monitor ()] >[Logs (2 %)] > [System (¥ AT L) ZEICEIR L, SCPT v Ja— KR
DT IR VT RITNET,

ToV AT LB WEREN, SCPT v Fu— RZMERTEET,
( description contains 'SCP' )

() ( ( description contains 'SCP' )

RECEIVE TIME TYPE SEVERITY EVENT OBJECT DESCRIPTION

10/16 15:07:46  general general File successfully uploaded after SCP transfer

10/16 15:07:44  general general SCP import of panupv2-all-contents-8765-8342
type content by scp_admin user sucessfully
completed

30 [TIAR]>[ZAF v TEFNZIACERL, 7y Ta—RLikcary 7y DN—
Va v AT ra— RAECR> TWB T L ER LT,

Applications and Threats Last checked: 2023/10/16 14:51:45 PDT  Schedule: Every Wednesday at 01:02 (Download only)
8756-8299 panupv2-all-contents-8756-8299.eap  Apps, Threats Full 78MB 1a317de34.. 2023/09/19 11:19:45 PDT Download Release Notes
8763-8329 panupv2-all-contents-8763-8329 Apps, Threats Full 78MB 53c35bad9... 2023/10/05 23:41:22 PDT Download Release Notes
8763-8330 panupv2-all-contents-8763-8330 Apps, Threats Full 78MB 1ad100fifa.. 2023/10/06 15:02:41 PDT Download Release Notes
8763-8331 panupv2-all-contents-8763-8331.eap  Apps, Threats Full 79MB 2a64e53cl.. 2023/10/06 16:10:58 PDT Download Release Notes
8763-8332 panupv2-all-contents-8763-8332 Apps, Threats Full 78 MB  a3f4385c59... 2023/10/06 20:44:58 PDT Download Release Notes
8763-8333 panupv2-all-contents-8763-8333 Apps, Threats Full 78MB f374b9126... 2023/10/09 19:16:46 PDT Download Release Notes
8763-8334 panupv2-all-contents-8763-8334.eap  Apps, Threats Full 79 MB 901d16c05... 2023/10/09 20:12:57 PDT v ostall Release Notes

Review Apps
8764-8335 panupv2-all-contents-8764-8335 Apps, Threats Full 78MB 1bSb7cad7.. 2023/10/11 17:12:22 PDT Download Release Notes
8764-8336 panupv2-all-contents-8764-8336.eap  Apps, Threats Full 79MB 8ad97ff175.. 2023/10/11 17:39:31 PDT Download Release Notes
8765-8338 panupv2-all-contents-8765-8338 Apps, Threats Full 78MB 8718ecbdl.. 2023/10/13 09:54:19 PDT Download Release Notes
8765-8339 panupv2-all-contents-8765-8339 Apps, Threats Full 78MB aecf670clc... 2023/10/13 17:36:39 PDT Download Release Notes
8765-8340 panupv2-all-contents-8765-8340.eap  Apps, Threats Full 79MB f916e0f452... 2023/10/13 21:11:46 PDT Download Release Notes
8765-8341 panupv2-all-contents-8765-8341 Apps, Threats Full 79 MB 6740f7c0f5... 2023/10/13 21:26:49 PDT Download Release Notes
8765-8342 panupv2-all-contents-8765-8342 Apps, Threats Full 78MB 4ebd81c89... 2023/10/16 12:07:56 PDT Download Release Notes

Review Policies

Review Apps
8765-8343 panupv2-all-contents-8765-8343.cap  Apps, Threats Full 79 MB 21562c493... 2023/10/16 12:17:48 PDT Download Release Notes

EMEDT 7T 40 T 4 OBHZMNEKT 5

T7AT7 T+ —IVWeb A VX —TxA AL CLI TEHEDT VT4 T4 REWHL, 7747
A —IVRIKDT 7T A T4 B T IVEA LTIELE T, BHETAY Y MMREI ML
EONZMANH 255, COEMET I DI Web A VX —T 2 A A@ U THREIL
LR, EHENIATUEa< Y ROERENIT R TH B 728, FEllaoiziTo, EFIN
TEEHEDMT S T2 TR TOBREICHIETEE T,

ARV IDFRETZ L, BEHEN Web AV Z—T 2 A A% F S — LD, CLI T#HFa~
Y REMNFETENB LTI, BEOTDVERS N, f5E SNz sydog P —/\—ICHEEENE T,

FITENZFETr—ya vERiEERE LI, AT EREINE T, & XX, HLWER
F T NEERT B5E%EZE T, Objectsz 7 V) v 795 -HEOQTHPERIN, X
[ LA "7V Y 755 2FHOEET IHVERINET,

B a 7% sydog — NICHRA ENTz syslog E LTDREREN, T7 A7 U+ —)L Web 1
RA—T 1A ATRERTETETA, BTV, sydog P —/N\—ICDHHEE T E, Cortex Data

Lake (CDL) ICHRIECTES, 77 A7 U4+ —)b Eicua—AVcRIEENEE A
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T7AT7 T+ —)IVOEH

STEPL| 7 A7 04—V FEOEMET 7574 ET 4 OEED YV ZHXT %5 X 51T syslog B—N
077 A)NVEFRELET,

COFIEE. T7 AT T4+ —)V LOBEMEDT VT4 ©T 1 ZBd 27D EN /2 IE
WIIRME S B 1o DICHET T,

L 747 94—V Web A 2T A2cazA4rLET,
2. syslogr—/N— T 7 7 A )L BRERLET,

STEPZ2| BHHEDT U714 €T 1 OBHZHK L £9,

1. Device (7731 X) > Setup (v k7 v 7) > Management (B ) 73R L T Logging and
Reporting Settings (B> 7 B XU LR— M %E) g L £ 9,

2. LogExport & Reporting Z#RL £ 9,
3 mUEHTY VT AT« ay T, BT AEEET VT ET 0 KL E
ER

s o~y R-EHED CLI THMEaSY Y RERIET NNy Jaxy Rz379 %
M. Web £ UV EZ—=T 2 A ADSEFHENIEaAS Y REeFRITIT 2 e EIEBEa T
EERLUET, PAN-OSOEEIS Y RET/NY T AV ROEREY A MDD
Tl CLIFa~ > FlEE Z2IRLU T I,

* Ul Actions- EHFIED Web 1 > Z—T 2 A ABE)T 5 L AR V24K L &
T, X, B2 IO esr—rarvbk, 2TNOMRDOAT V27 SOF
Cr—va vhhaEngd,

T & 21X, EHHED ACC H 5 Policies X 7ICBEIT 5 &, A 7 WVEKINE
T, IHIC, EMEDN >F T Y7 b >Addresses i 5 Objects< > Z 7 ICKHIT 5
E> BEEOIMEREINET,
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* Sydog Server- Bi T Uik d B X —7w b sydog Yr—/N— 0T 7 A )V7iER L

ESE)
4,

S O3Ivw FEERLET,

Logging and Reporting Settings

[OK] 1) ‘77[/&@—0

Log Storage

Log Export and Reporting

Pre-Defined Reports Log Collector Status

Number of Versions for Config Audit
Max Rows in CSV Export

Max Rows in User Activity Report
Average Browse Time (sec)

Page Load Threshold (sec)

Syslog HOSTNAME Format

Report Runtime

Report Expiration Period (days)

100 D Stop Traffic when LogDb Full
65535 Enable Threat Vault Access
5000 D Enable Log on High DP Load
) [:’ Support UTF-8 For Log Output
Log Admin Activity

20

Debug and Operational Commands
FQDN v X

Ul Actions
02:00 v

Syslog Server | corp-syslog v

[1 - 2000]

Warning: Deletion of logs based on time
period may take a long time and during
this time the max sustainable log rate will
be degraded
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V770UV A  Webh A U/ E2—T A AEMEDT 71
AMER

T7 AT I+ —=IVERERE RO AT LEYR—=32 Iy v T7+—LED) 1D
D EOARIEY R T LOMERZRETEE T, ZD Device[ 7731 A E 721X Virtual System [ A8
VAT LIDFFENT, BIfVESE o —)L LB SN EEMER K D LEEAR A A 2 LEH
B —)VOMERZRETE LT,

AR LAV THEBRZRRET A T 212 & 0. FALLNIVOERENREEDIERIC T 78 A TER
c]:“)k’é“%uc‘:b‘f%i’d‘ T7AT7 I+ —IVERE (77 A7 04— )VOEMET 12

WREESBIR) | Panorama B, %7213 Device Group and Template (773514 X Z)V—T 5>
1/ M) BHEEE (Panorama FH5HIE /T A FZ2BH) O AZL O—)VZZ{EKTEX T, BHE0—
WG HAZ LB —)V X—=ZADEMEZET D > MDY TET, £, HkD 5 WDIFHEBDK
M ATLZHODYBTEHTEEARETT, UTFD My I Tk, A RAZLEME T —)IVCEREN]
e MERRIC DWW TCEHIFH L £ 9,

* Web AR =T AADT 7+t AHKER
* PanoramaWeb 1 > Z—"T = A4 AD7 7 X AR

Web 1 > Z—T A AD7 7t AHER

O—)VR—ZEHEN Web 1 > X —T 2 A ADFFED R TICT VX ATERNKIICT 585
Bl TOXRT 2L, BHEDADICEEMI SN THE O —IUR—XDEHT 17
FefHLTO A LIt BICZEDRTNERENIZNKIICTEHTENTEXT, KX
X, BEAZ 7 HIC Deviee 77314 X] XU Network[ Ry 8T —27] BT \DT 7+ ZADH
RS AEHEO—)L Ta T 7 AOVEEKRL, ¥ a2V 7o EHHEHIC Object[4 7Yz ¥
R, Policy[’RU > —], BXU Monitor[EitH] X T \D7 7 A %[ 2 ROEHEET—)L 7
077 A)VEIEKT 5T &N TEEXT,

EMHZETO—)VIZ. Device (7734 A) Fizid Virtual System (KT AT L) FIUF KRRV TE
FLIEDIZ, Device (773 ) L))L& 21 Virtual System (AR X7 L) L)V Tl
TEE 9, Virtual System (RIS AT L) Z#ET BEH, COT0T 7 A4)UCEID Y TENT
EHHZIEHOLYTONTOVAREI AT LICHIBEENE I, 5, BHEEDNMEHTRER X 71X
Device (7731 A) >Setup (v F7 v 7) >Services (—E R) > Virtual Systems ({KAH
AT L) DHT, Global (Fra—\L) ZTIEHTEEE A

RO Cw 7Tl EHET—UHERZ Web £ > 2 —7 24 ADE & F RN RET 2/
HBICDOWTHHLE I,

* Web AV A—T 2 A ADRT\DT 7 A% EH

* [Monitor] Z 7S ZRHM7R Y 7 2 AMERR DA 5

* [Policies] Z 7S 27T 7 2 AMERR DA 5

* [Objects] Z 7IHd 2l 7R 7 7 2 AMERR DA 5
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AR AT I Virtual Systemg KA A7 L] /— KA\ »Ho, Ho Ho,
D7 I AZHHLET, T OMNERRZHE
T B e, FOEHEIIIRIE AT
LWERRENT, WY AT LZRET
BT ENTEER A,
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Enable

(A1

A L
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MERRIRRE 2 Se AN D FEIHICRRET % &
BEHHIBUERE SN TS IIES AT
L7ZFRTEXITH, REZEBMETZE
S 5 EIFTEE A

HHET7—bUx

Shared Gateway 57— bV = 1] /—
RAD7 7 A zH#H L £, R
TLE, TS YA 2T ST
Ll ko THEDONEGEE A > 2 —T =
A R HETEEXT,

C OMERZ N % &, TOEHHEIC
BHEETY— s ANERENT, HEH
T—F T2 AZRETHIENTEEY
Foo

MEFRIRRE 2 B A H D FHICERET 5 &
BHAIBUERESN TS HET— T
VA ZFRTERIN, REZBINE
Jol3MitE g5 LldTEXRE A,

HY,

HY HY,

User
Identification (L—
¥'— D)

User Identification (Z—%—ID) /—
RANDT 72 A% HIH L £F, T DOHERR
N T B &, ZTOEMHZITIE User

| dentification (L—%"— ID) /— FHER
EN9. User Mapping (L—H'— <% w ¥
> %7). Connection Security (fzfctzF 2V
7 4). User-ID Agents (User-IDZ— 1 &/
F). Terminal Server Agents (X — X 7))V
Y—/)\— T —Tx ), Group Mappings
Settings (7 )V—"7" < w ¥V TERE). £
l& Authentication Portal Settings (F2q1E R —
ZIVDRE) IR EDT 747 9+ —)VEk
DI—YP— ID REMFMICT VLA TEX
Ao

C DR ZHi A HHICKET 5 &
EMEIT 7 AT U+ —IVOFREERE
FRTEXITH, REFIEZFZTT 5
CRFFTENE A

Hb,

Hb Hb,
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VM TEHRY — A

VM A >R~ 2 HEIICINEET
7 7 A7 7 % —)UIWindows User-ID T—
ViV ERETBHIENTES, VM
Information SourcelVM {&#H Y — ] / —
RAND7 72 A ZHIHLET, TDOMH
[RZfshicd 5 &, ZOEMHHFICIE VM
Information Source (VM [&#>/ — R)
J—FDWERENEE A,

C DMEMRZ 5 A HHICERET % &
BHEIRES NI VM HIRY — A&
IRCEXRIH, V—AZEM. Mk, X
IZ3HIBR T A5 2 L3 TEE A

C OMEFRIZ. Device Group
and Template [ 7731 R 7
=TTV T L—F B
HEIANIE5TETLIETE
FH Ao

(A1

Hb,

by Hb,

LS OE R

T 74 )V MIRREZEGE LT, LURN Tt
T BEFHEORE TN CEENE 121355
M LUET,

HY,

xL HY,

AIEHH

Certificates GEIHE) /— F\D7 7+
AEHMELE T, T OWERZEICT S
&, FTOEMBZITIT Certificates (RIFFA
£) J—RNFREINT, 77351 AGEH
FHNT 7 4 )V b DEEE NTAEBHES I
B LBz E LD, N0
HICT VAL D T2 LIETERE
Ao

T OMERZFHAHI D HRICRET 5 &
EMZTT 7 AT U+ — VORI ERE
EIREFRTEETH, RETIEEET
TAHEEFENEREA,

HY,

HY HY,

AFRHE a7 7
AV

Certificate Profile GERHE 07 74
W) S —=BRA\DT 7 AL % T,
C DMERZ RN T % L. TOEHHE

HY,

HoY HY,
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IC1Z Certificate Profile (GFHHE 17 7
A)) J—RBPEREINT, GFHET O
T 7 AIWZIERTE Ao

C OMERZ 7 HAEL O ISR ET 5 &
BHEZIZDOT 7 AT+ —)VCHIER
EENTWBAIHET O T 7 1)V R
TEEITH, iHETT T 7 AV EVEK
FREBHETAC LRI ENET A,

OCSP L AKX | OCSP Responder (OCSP L AR &) Ho,
J—=R\O7 v A%HELEST, TD
FEBRZHEEC 9 % & ZOEMHFICIE
OCSP Responder (OCSP L ARV &) /—
ROFRENT, 77477+ —)VIC

X o THITE NS EFHEDIANIREEDOM
AEICEA SN —N—EEETH L
X TEEE A,

C OMERRZ 3t A E D EHICEET 5 &
EHEZIZDT 7 AT I+ —)LTD
OCSP Responder (OCSP L AR &R &
TFRINTEETH, OCSP L ARV B iR
ERVERE T IIMET 5 2 LIRS N
Ao

HY Hb,

SSL/TLS Service | SSL/TLS ServiceProfile (SSL/ITLSY—E | &b,
Profile A TaAT7AIN) ) —RA\DT 7 A%
HEL X9

T OMERRZIESNC S % &, ZDEHHIC
XZF0D/— KW FERENT, SSLITLS Z
FHTZT 7477 4—)L P —E XD
HEBXOCTa bl N—Va rEkiE
IN—T g VOHIHZfRET A7 T 7 A
WERETHTENTEEEA,

C DR ZHi A D HHICRET 5 &
EHEZMAFED SSLITLSY—Y X 7’1
T7AINEFRTEEITN, TuardrA
W BMEIIRET A LI TEER
Foo

HY Hb,
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SCEP

SCEP /— RA\D7 7t A ZHilff#I L £
9, TOMERZIESICTES L, B
BT/ —RIIT7 IV ATET,
TNA A& OFEHEZFTT 572
$HDSCEP (simple certificate enrollment
protocol) Z{RET ST 0T 7 A )V EER
FTBHRIENTEERLIEDET,

C DMERZHi A D HHICERET 5 &

EHE I FEDOSCEPT T 7 7 A )V e FoR
TEEIM, a7 7AWV EERE I
MET BT LIETEEEA,

(A1

Hb,

by Hb,

SsL & =5{kHI

SSL Decryption Exclusion (SSL 18 51{t4il
9y /= FADT 7 A2 HIE L F5,

T OMBRZIMCT % &, T OEHHFX
J— R SSL @B bR RTES, HA
2 LBV BINTE R R £9,

C DHEMR7Z i IO HHICRET 5 &
ERE IR FD ssL 5Ll e KoRT
TERID, MERXTCIRETZLIET
TEEA

HY,

by HY,

SSHY—P X711
T7A)

SSL/TLS Service Profile (SSL/TLS Y —t
A TaTr7AI)N) ) — R \DT 7t A%
L X9, CTORMEZINICT S L,

EBMHIT/—F2F&RLIZD . PdoAlto
NetworksiE B KU A M (HA) 77
FAT Y ANDSSHEERE DI ST A — 2 —
EIET B0 T T 7 A IV ERK L
72D TEELLEDET,

C DMERZHi A D HHICRET 5 &
EHEZEAFED SSLITLSY—Y X 7’1
T7AINEFRTEEITN, TuadrA
W BNEIIRET A LI TEER
Foo

HY,

HY HY,

JEER—Y

Response Pages (JGEX—Y) /— FA
D7 7Y AHE L E T, T O

HY,

HY HY,
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T B &, ZOEHEZICIE Response
Page (JOEHEX—) /—RHERIN
9, EREN Wb R—VFEREZ T 7 A
WORDLDICE T va— REBXUERRE
NBZHAZRLHIML A v —V%ZERT
LT ENTEERA,

C OMERZE A I D HEHICERET 5 &\
EMEIEDT 7 AT I+ —IVTD
Response Page (JiER—) REZ Z/RT
FEITH, WERX—IUREZTERE 2
T 5 LTI ENET A

17 E%

T 74 )V NIREEZRGE LT, LUN TR
T 2057 DFETNTCEENE 23R
W LET,

HY,

xL

Hb,

VAT Ih<iso>Y
AT I

L og Settings (1 7'#%E) > System (2 A7
L) /J—=R\O7 7 AEHIWLUET, C
DOMER 2 3hicd % &, EEHICIZLog
Settings (2 7 #¢5E) > System (2 A7 Ls)
J—RWERENT, T7 A7 T4 —
JUHY Panorama & % WM IR —E R

(Syslog U—/"—=7 &) ICEDT AT L
07 %A T 20OMEETE XAV E
ER

C OMEBRZ A IO EHICRET 5 &
EMHIZDT 7 AT I+ —)LTD Log
Settings (1 7 #5E) > System (¥ A7 L) D
RERFIRTEX TN, REZBI -
£ HIBRT A2 EIETEEE AL

HY,

HoY

HY,

ARE

L og Settings (1 7/'#¢7E) > Configuration
(RE) /— R\DT 7+ 27l L%

T, TOMRZINCT 5L, BHEHFIC
l¥L og Settings (1 7/'#¢7E) > Configuration
(WEHK) / — RDERENT, 7747

¥ %+ —)UHY Panorama & % WM AN —
R (Sydog h—/3—7% &) I EDRIE

HY,

HH

HY,
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Enable

(A1

A L
|

0772 kS 5 DMMEETEES A0 X
ER

C DMERRZ 7t AHL D EHICRIET 5 &
EHHEIZDT 747U+ —)LTD Log
Settings (1 7 5% E) > Configuration (#5/X)
DREZRFRTEXITH, REZEM -
Tt - HIBRT 2T LIFTEE A

User-ID

Log Settings (1 7'&7E) > User-ID ./ — F
NDT 7 Az HH L ET, TOWHEREZ
mEhicd % L, EHHICIIL og Settings
(B 7 3%GE) > User-ID ./ — RHAEREN
9. T 7 AT 74—V Panorama H %
WA —E X (Sydog Y—73—75 &)
ICED User-ID 1 7 7z 51k S % DMEE
TEHLAEDVET,

T OMERRZFHAE D HHICRET S &
EHHEIZDT 7 A7 U+ —)LTD Log
Settings (1 7 7% 7E) > User-1D DFRE# £
IRCTEXTH, FREZBI - e - HIBR
ITHTEIETEEEA,

Hb,

Hb Hb,

HIP< v 7

L og Settings (1 7/ #%E) > HIP Match (HIP
XwF) S —RADT T A EFHIEL F
T, COMERZEMNCT S L, HHHEIC
I Log Settings (1 7 &¢5E) > HIP Match
HIPYF) /—RWERENT, 77
A 777+ — )L Panorama & % WIE LR
P—E X (Sydog P—"—7x &) ICED
RAMERTOT 74V (HIP) v F
0772k 5DMEETEELED X
9, HIPYwvF 1713, GlobaProtect T
YRRA Y MCHEATN A EF 2 T o
RY =)= DNV T DIERZFREE L
ECc

C DR ZHi A HHICERET 5 L\

EHEIZFDT 7 AT T4 —)VTD Log
Settings (2 7 #E) > HIP OFE xR FRT

Hb,

Hb Hb,
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EXIH, REZIBI - Rk - HIFRT %
CLR>TEEEA,

7 a—N)VisfR

i

L og Settings (1 7/'#¢7E) > Global Protect
J—=R\OT7 v AzHELET, C
DOMERZshicd % &, EHHICIZLog
Settings (X 7 7% E) > Global Protect / —
RIMERENT, T 7 A7 T+ =)L
Panorama & % WM AN —1 A (Sydog
P—N—75x &) I & D GlobaProtect 1 %
AT BOMEETEELEDET,

C OWERZHIAI D HHICERET % L
EMHIZDT 7 A7 T+ —)LTD Log
Settings (1 77X 7E) > Global Protect Dk
ZRRTI R, REZEN - Hk -
HIRS 22 LI TEEE A,

HY,

HY

HY,

L og Settings (1 7/'#¢ &) > Correlation (FH
) /—R\DO7 7 ZAEHIWLET, C
DOWER 2 E5hIC T % &, EMEEICIE Log
Settings (1 75 E) > Correlation (FHEH)
J— RWERENT, HHE O JigxEz8
. HIkR, HEZVEEELED TET,
THICY—ABHBNISEEIPT RLAD
ZINF T 275270 £ T,

C OMEBRZ A EHICERET 5 &
EMHIZDT 7 AT I+ —)LTD Log
Settings (2 7 7% E) > Correlation (FHEE) @
RERFIRTEX TN, REZBI -
£ HIBRT A2 EIETEEEAL

HY,

HoY

HY,

— L%

N

7

L og Settings (1 7/'#%E) > Alarm Settings
(7T —LiE) S — R\D7T 7 & X 7% il
WLET, COMRZRNCTIE, &
FEEIC1E Log Settings (1 7 3% &) > Alarm
Settings (77 7 — LaXiE) / — FHERREN
T, EFaV TR — =)L (BB
WEIV—IVD 7 )L—T") hiiEIRINIC
gy FLEBRICT 747 74+ —)b

HY,

HH

HY,
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Enable
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A L

|

WERKT 2@HDRREZITAELIZD X
ERS

C DR ZHi AT HHICERET 5 L\
EHHEIZDT 747U+ —)LTD Log
Settings (2 7 7% E) > Alarm Settings (77

T — LE) OREZRRTEETH, &
EZMMET S EITTEEEA,

(myApY =i

L og Settings (1 7 3% 4E) > Manage L ogs (1
TDEM) /) — RR\D7 7 A2 L&
T, COMERZEMICTEE, ZTOEMH
FITIFLog Settings (1 77%7E) > Manage
Logs (17 DEM) /— RHAKRENT,
TRENIO T Z IV T THIENTE
FH Ao

T DR ZHiHEL D HEHICERET %

. B Log Settings (1 7 7%7E) >
Manage L ogs (11 77/ DE ) iz £R T
XEITH, WIThoarsE 71U 735
EIETEXEA.

Hb,

Hb

Hb,

H—— 1
T 7 A

T 7 4 )V MIRBERFE LT, LUR CaifA
T5Y—NN— 7077 LIVDOFRETT
AENEITENCLUET,

Hb,

EL

Hb,

SNMP k5w

Server Profiles(V—/N\—710 7 7 1)) >
SNMP Trap (SNMP k5 7)) /J— KD
7R A HIE L £, T OMERZEER)
IC9 5 &, TOEHHICIT Server Profiles
(P—3=7"1a 7 7 1)) >SNMP Trap
(SNMP ~F v ) /— RHERENT,
VATLBg M) THEENS XD
IZ 1 DL ED SNMP kZ v D57z 5
ETBHTENTEEEA,

C OBz Fi A HL D HHICRRES 5 &
EPHEIL. Server Profiles (—/3—7
7 7 A )V)>SNMP Trap Logs (SNMP
Fow T Oy EmRERRTERT

Hb,

Hb

Hb,
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Enable
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M. SNMP kv F D5 EigET % C
LlIITEERA,

Syslog

Server Profiles (Y —/N—7"10 7 7 1))
> Sydog /— RA\DT 7+ 27l L %
T, COMRZINCT 5L, BHHIC
I Server Profiles(Y—/\—70 7 7 A
JV)>Sydog / — RMWEIRENT, Sydog
Y—NN—ZIEETHTENTETET A,

C OWERRZHIAI O HHICRET % L.
EMHZIL. Server Profiles (—/N—7'1
77 A)V)>Sydog EMZ R RTEXT
M. Sysog b —N\—Zf5ET ST LIET
E =TI

HY,

HY [

B A=)V

Server Profiles (Y —/N—7"10 7 7 1))

>Email /— R\D7 7 X2 Hilfl L%

T, TOMERZEINCT 2L, BHEIC
l& Server Profiles (Y —/\—7"0 7 7 1 )l)
>Email /— FDERRENT, JATLE
XUREDT TV M) OFE T A— LAl
AT BIDIEHTESETFA—
W IO T 7 ANWERETHTENTEE
o

C DR ZHi A D HHICRET 5 &\
EIHT Server Profiles (—/N—7"1
7 7 A)V)>Email [§iR7ZE&RRTEET
W, TaT 7 ANERELTA—)L J—
N—=Ta T 7 AN ERETEEE A,

HY,

HoY HY,

HTTP

Server Profiles (U —/3—7"101 7 7 A )L)
SHTTP /— RA\D7 7t A% HlH L F
I, TOMERZREINCT 2L, BHEIC
lX Server Profiles (—/N\—7117 7 1)l)
>HTTP /— FAERENT, (FEOT
JIHHZ%Z HTTP O%EEICHRIE T 5 T2 8IC
EHTES HTTPY— =707 7 1)l
ERETBHENTEEE A,

HY,

HY HY,
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C DR ZHi A D HHICERET 5 &
EIHZL Server Profiles (—/N—71
T7AI)>HTTP[EMRZFRRTEEXT
W, TaT7 7 A)NERELTHTTP Y —
N—Ta T 7 AV ERETETET A,

Netflow

Server Profiles (Y —/N—7"10 7 7 1))
> Netflow ./ — RA\D 7T 7 & A& Hilfill L
X9, TOMRZINCT S L, TOE
HFZITIX Server Profiles (Y—/3—7"1
7 74 )V) > Netflow / — RHBE RN
3. NetFlow Y—/\— 707 7 1 )V = E
RKITDHTENTEEEA, TOTHT 7
AIWVTIE, TIVAR— b ENTzT—R7%
2159 % NetFlow V' —N\—BXTL T X
R— M DOHEZIRELE T,

C OWERZHIAI D HHICERET % L.
EIHZT Server Profiles (V—/N—7"1
7 7 A4 )V) > Netflow [EHRZZRTEXT
M. Netflow 7’07 7 M)V @RI 5T L
X TEEEA

HY,

HoY

HY,

RADIUS

Server Profiles (—/\—7"007 7 1 )L) >
RADIUS /— RA\D7 7 X 7ZHilfHl L &
9, TOMREZEMCT S L, ZTOEM
HIZIE Server Profiles (—/ =717 7
4 JV)>RADIUS / — RDBPERENT,
AL T 7 A )V TR E 1% RADIUS
Y—N—DFEZITOI LN TEEE
Ao

C OWERZHIAI D HHICERET % L
EIHZL Server Profiles (—/N—7"1
7 7A4)V)>RADIUS [EZ &K R TEET
M. RADIUS Y —/N\—DREEITHI T &
ETEEEA.

HY,

HoY

HY,

Server Profiles(f—/N\—7 07 7 1)) >
SCP /— RA\D7 7 A7zl L £,

HY,

HY

HY,
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COWERRZHESNCT % &, BHEIT/ —
REFRLIZD. SCPY—/NDORER
115720 TEELIEDET,

C DMERR 72 i A H O SEHNCEOE LT
&, BHBZEHGFED SCPY—NN a7y
AIEFRTEETH, BNEIIHE
THLIWETEERA,

TACACS+

Server Profiles(V—/Nx—7117 7 1)) >
TACACS+ / — RAD T 71 A% HIH L
EQCIN

C ONERRZENCT % &, HHHFICIZZ
D/ — RKHPERENT, L7077 A
JVTHBIRE NS TACACSH Y—/\—DF%
EZITOTENTEEEA,

C OMERRZ 3t A EL D HHICERET 5 &
EIZIZEHFED TACACS Y—/N— 71
T7ANEFRTZETN, o774
WWZZBINETZIEME T A LIETE XY
Fuo

Hb,

Hb Hb,

LDAP

Server Profiles (Y —/\—7"0 7 7 1))
>LDAP /— RA\DT 7t 27zl L %
T, TOMRZRENCT 5L, ZTOEM
FHlZlZ Server Profiles (Y—/N\—7"07 7
A )V)>LDAP /— FHERENT,
AETa T 7 AIIC K BERAE T %
LDAP Y —/N\—DREZITH T LMW TE
FHi,

C OMERRZ A D HHICEET % &
EIHZL Server Profiles (—/N—7"1
77 A)V)>LDAP [EHRZFERTEEXT
M. LDAP Y —NN—0DREZITH T &
TEEEAo

HY,

HoY HY,

Kerberos

Server Profiles (Y —/3—7"11 7 7 A )L) >
Kerberos /— RA\D7 7t A% HilfH L &
9, TOMERZNCT B L, FTOEM

HY,

HoY HY,

PAN-OS® 45 /71 K Version 11.1 & later 206

©2024 Palo Alto Networks, Inc.



T7AT7 T+ —)IVOEH

7R LNV

Enable

(A1
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FHIZIX Server Profiles (P —/N\—7"11 7 7
1 )V)>Kerberos / — RHERENT,
A—HP—DNRAA 2 a2V ba—JIH
LTHRAT 4TI TCED XS k’é“%
Kerberos Y —/N\—DEZITS T EMWT
TERA,

C OWERZHEAR D HHICRET % L
EHHEX Server Profiles (U —/3—7"10
77 A)V)>Kerberos [EH7zZ £ R TEXT
M. Kerberos Y —/\—DREZITH T &
WX TEEE A

SAML 7147
T4 T« TEN
A%

Server Profiles(V—/3—7"01 7 7 1))
> SAML Identity Provider (SAML 77 A
TFUTA4T 4 TaNRAR) S —RADT
Y 2AEHIELET, T ONERR % %)
K9 5E, BHEI/ —REeXRTE
I, SAML 7 ATV T 4T« TaNAER
(dP) Y—N—T a7 7 AV ERETE
FH A,

C OBz Fi A HL D FHHICRRES 5 &
EHHEIT Server Profiles (Y —/N\—7
177 74 )l)>SAML |dentity Provider
(SAML 7 ATV T4 74 THNAZ)
WeTRTERIN, Turd 7y ALz
E LT SAMLIdP Y —/3—=T 17 7 1)L
ZRETEEE Ao

HY,

Hb Hb,

2 HISRRRAL

Server Profiles (U —/"\—7 117 7 A )L) >
Multi Factor Authentication (¥)VF 7 7

7 Z—3RGE) /— R\D7 7 & X Z il

LEd, COWERZRINCT S L, HHE
%Li/ REFRTES, “IVF T7 7
Z—iliE (MFA) Y—"—7 1771l
ZRETERE Ao

C OB Z2 Gt A HL D FHHICRRES 5 &
EHHEIT Server Profiles (Y —/N\—7
17 7 1 )V)>SAML |dentity Provider
(SAML 7 A T2 T4 74 THNAR)
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(At | E

WMEZRTEEZIN, a7 74V ER
ELTMFA Y —N—T7107 7 A )V EHRE

TEEEA
a—7) d— T 74V MIREEZRE LT, LRI | Ho, wL Ho,
P F=2AN— | §20—)) 2= — T—EZX—ZADK
A EITNTZENEZITENC LT,
I—Y— Local User Database (H— /1)L ZL—4— b, Ho HY,

F—RX—R)>Users (L—H'—) /—
RADT 7 AZHI L 9, T DOHERR
NS T B &, FOEHHFITIE Local
User Database (@ —7)V 1 —H'— F—X&
N—2R) > Users (L——) /— FHER
TNT, UE—bF 7R 2—H—,
T7AT A —)VEHE, BXUEE
R—2)V A—YP—DFEAERZ T S
O—H) T—=BZRX—=A2 T 7 A7 T F—
Wty 87w T ITBHTENTEER
oo

C OMERRZHi A D HHICERET % L.\
EH#E X Local User Database (1 —7

U —P— F—HZX—R) > Users (L —
Y—) HiZ R TE XM, kG HzE
T 20— T—2X—X 2T 7 A
7=ty 87w TTBHTELIET

TEHA,
J—¥'— Z)l— | Local User Database (04— /1) Z—4'— HY, Ho HY,
7 T—HAR—2R)>Users(L—H—) /—F

NDT IR AR L £d, TOMERE
N T % &, ZOEHHFITIILocal User
Database (@ — /1)L 2 —H'— F— R X—
A)>Users (—%'—) /— RHFERETN
9. B—H) F—EZXR—A 2 —H—
TIW—T BT 52 ENTEER
Ao

C OMERRZ 3t A E D EHICEET 5 &
EIIH13 Local User Database (01— 7
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7 A LA = Enable | FiAELD |fERH L

(At | E

U A—H'— F—ZX—R) > Users (L—
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