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o Zonelnternet (V—2 4/ Z—FXY N)-BEENTVEVWS/ 2 Z—ZXY NEDOBTEZEECNE NS
74 o[,

e ZonetoHub (N7 ADY—=)-TSUF TJ7ATIA—=INSNT T7ATIAF—=IANDKNTT 1Y
I, BLONT 77ATI4=)ILBTORNT 714 v I@EIT,

e ZonetoBranch (7S FADY—=2)N\NT 77 AT IF3=INDETS0F T7AT ITA=IADKNT
74V, BRETSOF 77ATI3—=)LEBORNT 7 1Y V@A,

e ZoneInternal[EY —2)- BEDBFMOAIBNZ 7 1 v U@,

EHEEFAV—EERLEBEVES, SD-WAN 7STA4 VB TSOFBLRONTOT 7
ATIA—)ICEBHERFAYV—EZBHABNICERLETT, Chik., Panorama ClFHRRE
nE¥ktA,

BRERBZRV—D 200 A—AT—2A,

e Existing Zones (BE1Z MY —>)- User-ID™ S KRV ZHERRI S — (EF21UF 14 RIS — )L—
I, QSRUZ =)=, V="RE . SLRUONTY MNNY 77 —RE) N RKAThTVWBIEBRENDY —
ONBHBGE. TFATIA—INOBENERNT T4V VEEDZHIC, BEFOY —2 ZSD-WAN A
AT2ERERZRADY—VICIYVTIRHENHYET, HILLVBHERF &Y —IF SD-WAN
HEACOKFAEND D, 2RV —THREOV—2#HELTERATIHEN HYET, CSV
774N %EERL T, Panorama AN® SD-WAN F/NA4 ADEMICY—>2ZIY T ULET, (CSVTI7
AL ZEFEALAKWVES. Panorama @ > SD-WAN > Devices(7/V 1 R) DEEEDOKE. %L T Zone
Internet (V—> 41 > X —% Y N). Zoneto Hub (/\7A®Y —>/), ZonetoBranch(7S>FADY —
>). ZoneInternal (RZBY —2) ICBEEDY —2 ZBMTDERICIYTLET, )

IvEDTRITD E, T50F 77ATIFA=NEEGINT 77AT7 I A= EBEEREEEZTL

T, HASD-WANA > Z—TI—R, DFEVHBAV—2FZRETDENTEET, BFEOYV—2

EERERZFAOY—VICXYEVILEVGER, FUEhiEYyS a3 N SD-WAN AL F

HA, BEFEAPOEE, SERTEFBY—VBENMNRESCNATVET, 77A4T7I0F—ILREIDLD%
V=2 BBEINTERUERZEAOYV—VICRY)IADBEN HB 0, NYEVITHNFBEBEERYET,

BFLERY—VEBUNERBFAV—VICIYEVITITRIRHEGHYEEBAN, BEOV—2EF, &
< &% Zone to Hub (/\7ADY—>) & Zone to Branch (7T FADY—2) IIXvTS
LET,

e No Existing Zones (BX1Z 0 YV —> 7 L )-S5 E#] & T Palo Alto Networks® 7 7 4 7 #—JLE &K T SD-
WAN ZF T 7O143 %88, COBE. XY TIBV—UABFEELEVES, F7O/XN
ZERNTBLEHIC. PAN-OSKRUS—TEHERBZAV—VBLEI—H— D OFERANEREhE
EP

SD-WAN F7O4 X NOBREZRBITDEIC, MANDI—AT—AT, zone-internet(V—2 A
RX—2%Y N). zone-internal (HZBY —>). zone-to-hub(/\TADY—2) ., B zone-to-
branch (75 FADY—2) LEBNTRDHBEOEEREZFHY —> % Panorama TERLET., 75
DFBLCNT DT FATIF=INENT F7ATIA4=)LOFR—ROE, Panorama AN ® SD-WAN
FINAADEN ZRITLET, RICRBEZFERADBE, SD-WAN 75T 4 1F, SD-WAN RS —
L=, QSAKRUZ—I)L—=), V—2RE . 1—H—ID, BRENTYNNY T 7—REEZETITS
B, SD-WANZ7'ZSTAVRBFEOYV—2 2 LROEFERZAYV —VICABRICIYE T L, EFER
BERYV—2FMFEAL T, Panorama TY—VOOJRBBRERTETVET, HEICEATIHEES, BFE
BEIOY—ICKYEYEEY NT7YTHARHEATVET,

ERERFAY— Ik, BRE%Z Panorama A SEERRO SD-WAN F/NA RICT Y 1 FBBICHEL
DSD-WAN NT ETSUFEICVPN MR ZBEBHNICEY NTYTITBLETEMLETT,

V—VBTRANZFENFNRBEND =S, COFETRHEIDEHMBIAFENIF
DEVICEEIZIBENHVET, V—VENCOFIETRETSAEAE —HLEVEE,
77AT77#—)LLOOZY FFXRELET,

Dk, zone-internet (V— AR —FXYK) EVWSBEOY—2EERLTVET,
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STEP 1| PanoramaWeb 1 > 2 —7 T4 A NOOT 1 2>,

STEP 2 | Network (XY R —%). >Zones(V—>) %&IR L. Template (7L —KN)IAVFI AR
ROY 7’H D2 TUBIZHER U Iz network template (Y KD —2 T 7 L—h) B&RLE
ED

STEP3[FHL WY —2% Add (lBM) LET,

STEP 4| Y —>® Name (B 8I) |, #lZIE. zone-internet (V—> A% —%vYhKN) EAHDLE
9,

STEP5| Y —>Type (24 7) 2k, Layer3(L 14 v—3) &#iZIRL £,
STEP6|OKZO VY OLETY,

Name  zone-internet User Identification ACL
Location vsys1 - [ ] Enable User Identification

Type Layer3 b Select an address or address group or type in your own

address. Ex: 192.168.1.20 or 192.168.1.0/24
W | Interfaces

Add @
Users from these addresses/subnets will ba identified.

M| Exclude List

Select an address or address group or type in WOur own

@ B address. Ex: 192.168.1.20 or 192.168.1.0/24

Zone Protection

Zone Protection Profile | Mone i

&3 Add
(] vl Pace e rtce

Users from thess addresses/subnets will not be identified.

STEP7 |3V DYV—=ICD2WTE, COFIEZZEYVELET, B TUTOY - 2ERTEIHEN
HYET,
e zone-to-branch(75FADY—)

e zone-to-hub (/\7ADY—2)

zone-internal (H&FY —2)
zone-internal (V—> 4 32 —%Y N)

STEP8 | RRENZEE % Commit (XY N) B & TFCommitand Push (XY RL T Y2 21)LET,
STEP9 | Z&E % Commit (XY N) LET,

SD-WAN Z/NA A TIL—T DER

SD-WANNT ETSUFOIXRTORID = L= BLOBRE XTI IVRNEEBECTFNARTIN—T
ENTEETIVFAGICERLET, NTETSFVFOFNARITN—T0hRE. NTETFUF
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V—BORNS74v02FATDIETFNAR TN ICEF1VF 14 RIS— )L—IIZERTIHE
AHYVET, COEF1IVT A RUS—EERLTHELK E, SD-WAN 7554 > B create a VPN cluster
(VPN VS ARZDER) 2T DK, SD-WAN FNAARAYV—BEORZ 74 Y IONFTENET,

NT 77AT7 0=V 2EOREGR—IC. 750F 77A4AT 74— 2EOREERE—

g CBRLET. ChiCkY, BHO SDWAN NTBLT TSV FOREEBOERA—
N=AY RAKBICHBEh, REOBBEONS TN 1-—FT427, 5. EFMELYAR
RICRTIRDEHNTERT,

STEP 1| PanoramaWeb £ > X —J7 T4 ANOOT 1 >,
STEP 2 | Panorama MEHIEEY — > OD/EMK.

STEP3|SD-WAN N7 FNA RTIIN—T=#ERLFT,
1. Panorama > Device Groups (7*/N\14 A JIL—7\&BIRL, FINA A TI—T7"% Add(BM) LET,
2. FINAAJIN—7"0 Name (£8l) £L T, SD-WAN Hub ZA DL ET,
3. ( ) 7> 7 L— N ®Description ( 88 ) AALE T,
4. Devices (TINNA1R) 29> 3a>T, FIVIRYIRAEFIZCLTSD-WAN NT & T I)IL—TIZEV)
LHTET,
5. Parent Device Group (7 /N1 A J)L—7") [&Shared (EB) DEFIZLE T,
6. OKZOVDUYOILET,

STEP4|SD-WAN 750 F FNA AT IN—T=ERLET,
1. Panorama > Device Groups (/X4 A JIL—7"V&&RL., FNA A TI—7"% Add (Ein) LE T,
2. FINA A J)IN—7"0 Name(& #l) (&, SD-WAN Branch EAHLET,
3. ) 7> 7L — N ®Description ( 88 ) AL ET,
4. Devices(TNA A) 20> 3aVTFIVIRYIAZEAIZLT, SD-WAN 7S F&2TIL—TI1E|
WETEY,
5. Parent Device Group (7 /N1 A J)L—7) [&Shared (X B) DEFIZLE T,
6. OKZEVDVYILET,

STEPS | TSUF AT AANSNTORFBY—>, TELTNTORABY—ASTSF A7 1 AN

ODRZ74v 0 70—-%28HITd2EFa1U71 RU—I)IL—ILZERLET,

1. Policies (R —), > Security (E¥ 2117 1) %3&IRL . Device Group (F/NA A JIN—7)A>F
OAKN ROY 7H > TSD-WAN_Hub /N1 AT I —T%#ERLE T,

2. FLWARUS—)L—)L&ZAddGEM) LET,

3. RUZT—=)L—J)L®DName (B 7)) %, HlZ(E. SD-WAN access--hub DG AALFET,

4. Source (JA{EJT) > Source Zone (AfETY —) BIiBIRL . zone-internal (AEY —2) & & T zone-
to-branch (75> FANOY—2) & Add (Bf) LET,

5. Destination (385t) > Destination Zone(385£Y —2/) £iBIR L. zone-internal (AZBY —2) H &
Uzone-to-branch(7 5> FADY —>) #Add (&) LE T,

6. AT B Application (77U —<3>) #iBIRL T A (BM) LET,

O BGP L—F 4 > J&FEALTVSBAE,. BGP 2F AT 24BN Y ET,

7. Actions (72> 3 ) &BRLT, BIRLET 77U —>3> % Allow (FFAI) LE T
8. Target (WR) Zi#IRL T, Panorama™ HAI—I 7Y 1F2HWRTF/NA AEZBELET,

STEP6 | TSUF AT A AN SNTORFY—>, TLTNTORABY —DASTS0F A7 14 AN
DR T714YORERFHAIZDEF21I)T1 RII—I)IL—IEBERLET,
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7.
8.

Policies (R'J > —), > Security (¥ 211)F 1) %Zi#IRL . Device Group (F/NA A JI)I—7")dA>F
AN ROY 77X D> TSD-WAN _Branch FNNA A FI—7#ZBIRLE T,
HFLWARUS—)IL—=)LZAdd(EM) LET,

R —)L—)L®OName (ZHiI) . #HlZE. SD-WAN access--branch DG E ANLET,
Source(3:{S7T) > Source Zone (XSt Y —>/) ZiBIR L. zone-internal (AEBY —>)& &k Uzone-to-
hub (\7ADY—>) % Add(BiN) LET,

Destination (32 5t) > Destination Zone (385£Y —2) £iBIR L. zone-internal(NEY —2)H &
Uzone-to-hub(/\7 ANV —>) % Add (&) LE T,

FFAI 9 % Application (77— 3>) %8R T Add (Bin) LE T,

t\‘ BGP )IL—FT 1T ZFEALTVRERE, BCP Z2HATIHENHYET,

Actions (72 3>2) &BIRL T, BIRLET7UT—>3> % Allow (FF7) LE T,
Target (IR) ZiBIRL T, Panocrama HFI—INZ 7Y 192 HKTF/NA AZEELET,

STEP7 | R ULBREZIIYMNB LT TYZILET,

1.
2.
3.

4.

BRENZEE% Commit (XY M) &KCommitand Push (XY RLT7' Y1) LET,

[Push Scope] (7Y < 1 M& @) £ 3> T, EditSelections (BIRANBNImE) 2V VY I LET,
Include Device and Network Templates (/N1 AB L VPRY RD—UDFT 7L —KN2EH3)%2H
MFITvIoEFNICLTOKEIVYOLET,

HREZLE%Z Commitand Push(dX Y RBKXRT TV 1) LET,

Y FNARITN=TETUTL—RORBREZIIYRLTTYZ19%HBE,. 2007
SYMNRENFEBNICRITEAET, 2D2BO0IIY MERBICKRTLEZ L ZHR
TR, Tasks (BARY) ZRALET, CcO2EOIIY MMEETR. 1EA DR
FEREICKRBLET,
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V2037 DERK

D>ORT = ERL T, SD-WAN RS 74 Y VBB RETIAINA—N—REDIZT S Vr—>3 e
H—EANBENIEFTEATS 1 DX LEEHROYRB) UV ERBILET, EHOYEI > U%ET I —
TTd e, B IORENENLEBEICL, P7UT—>3>eEH—ERAOREZEALLTE &
NFTEXT,

U0 TIN—TILT2HEEFTETIERE. U>O0FEREEEANEEZEEBL T, BYCIIL—Ts
TOWET, flxE, BOARBZIVWREESZFAIIVTAAINBAORNRST T4V O RRETED ) IV%K
ELTWREE, VIR TE2ERLTAE—TI—A%ZJIN—7L, NSTA4YINEDRAILER
ARBTTIT—230H3VEH—EFACEEEZEEZDMEEI B2 IAMNOU D ITEEL, EIZ
COBEIOARNI >V ZBBEEDENTEET,

STEP 1| PanoramaWeb £ X —7 T A AANOOT 1 >,

STEP 2 | Objects(Z# 7 TV N). >Tags(ZY) £i&IRL . Device Group(F/NA A JI—)A> T
AN ROYTREIVTTFNARTIN—T%BIRLET,

STEP3|#FLWAR T % Add (&) LE T,

STEP4[ BT IZIE, HAVYPF LName (BHI) ZADL KT, HlIAE, OAKMNA, BOAKRNA,
— BT OEAR, T7ZA4R=—NHQ., £EBNYITYTENfrEZSNET,

STEP 5| Shared (RB) Z#EBM (FT v o9& A>)ICL T, Panorama™ BB H—/N\OITXNTHOF/N1 A
IIN—T&, 792 1%0DEFEEOINFvsys \TEERETSOFOITRTORES AT A
(VsysS) TU ORI NERATEDLDICRELE T,
HEV ORI DOFREICKY), Panorama @ 7 7 AT 04— )L OREKRIET) V2T 2SBL T,
EBEEEILIOIYRNL, 75U0FENTICTYS1TBENTEET, Pancrama AU 92T %5
BTEhWe, OSY NIEEICETLEE A,

STEP 6 | (11 =) &% MColor() #iBIRL £,

STEP7 | BT CBATBKICILD Comments (X RN)ZADLET, HIXIEFE, — MBS 2—FY K~
TOEAAD® 2 DOEIAN FO—RNVR DOENYOTYT Vo000 —7H ELE
95

=n
ax

Name Low Cost Paths
/| shared
Color - Red

Comments |[Groups two low cost broadband links and a backup lir

STEP8|OKZOZ Y OLT, BENDEEZRIFLET,
STEPY | FRENZEE%Z Commit (XY N) X TFCommitand Push (XY ML TF Y2 2) LET,

SR

STEP10|SD-WAN 4 > 2 —7 I—A 7O7 714 )L DRE.

SD-WAN &EEH 1 K | SD-WAN OBE 25
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SD-WAN A > Z2—7 I —A 70774 D&
E

SD-WAN A > 2—7I—ZA7O7 71 ZEHL TISP EHEORUEEZERL., VIDRESITT7
AT7A=LOVYIERBEZEEL, VIOV IR ZEELERT, BHROVVITELIUZ Y
ROREBETDE, MBIV IONFIVIONRLHDWET 7Y RNATIZT L= (N> RILE) Eh
T, I —YRIYNAVE—TI-RAZRETRHIC. SD-WANA U E—TI—RAJTO77MINERE
L. SD-WAN 54 —HRY N AR —TI—ATSD-WANA U E—TI—RAZEETIHBENHVE
3-0

D2O0T7N—71ik. REOBEECETVTERLET, fla, BEERICEEEN &
g EBVWNAASEREAREEBVINREVWSIRTU Y VZ2TL=7HLIEEY, V27 %20R
RBICTIL—=THL ) TR ENTEERT,

STEP 1| PanoramaWeb £ > X —7 T4 AANOOT 1 >,

STEP 2 | Network (%Y RJ—7%). > Network Profiles (XY N —% 7’077 4 JL). > Interface
Profle (A > 2—7 I—A7O774)) &E&EIRL., Template(T>7’L—KN) TP AKN R
Oy 7& O TENET7L—REBRLET,

STEP3|SD-WAN A &2 —7I—A7O774)L%&Add (&) LET,

STEP4|SD-WAN A B —TJ7 I—A7AO77A4)NICE, LR—bN, RSTIN>a1—F125, %Kit
WICRRENEBEICHAYXP TV Name (BHI) EAHLET,

STEP 5| ¥ JLFvsys Panorama™ BB H—/NEEHAL TW3HEEE. vsys O Location(3F57T) &iEIRL
F£9, F7FIBNTR, vsysl FMBIRENTWVWET,

STEPS | ZO7 A7 F7ANN AR —T7 T —AICE|IV)H TS LinkTag (V>0 327) 2i8RLE T,
STEP 7| 7’07 7 4 )L ® Description (%BA) Z AL & T

STEP8 | BRIERZFH ) ARNN SYE Link Type (U I DRAT) ZBIRLET, (VU0 ZA4T7IC
l&. ADSL/DSL. Cable modem (7 —7 JLEF ). Ethernet(4f —% %Y K). Fiber (7 7
4 /\). LTE/3G/4G/5G. MPLS. Microwave/Radio (Y4 VO / 5 7#iK). Satellite (&
£). WiFi, Other (Z0fh) " RBEHEhTVET) 774 TV F =)L, KiKEL, 1—H XY
NERELTTTZPATIF—)LICEIZEETINTD CPEFNA RAEYR—NTD AN TR
T3, BIRE,. WiIFi7O9EARA> N, LTEEF A, L—Y— /XA PVOKCPE IFTNT,
A1A—BZXY NN RFTTHRIFABET T,

S FSAR—ROFEAY RNY—RA Y RDULY BT (MPLS . &2, T4 200
L 5 cromE. ACUSY ST 0RTRY SN ARRL ST, cneE. iz
. MPLSEMPLS & & R BEMTT. HIZE. MPLS Uv o b A— 29 k1)
SOOI N R ERE REL A

STEP 9| ( ) VPN Data Tunnel Support(VPN *—&X N2 X)L DY
R—=RKN) ', TSUoFDAESNTAODRZT4v0&, VDR—=2VRTT 49 IHFVPN KX
ZBEBBLTEFXFIVT 1 Z2RILTRINESH (TF7FILRDEE), DV, BESILOF—
N—AY RZEELTVPN RRIAICBBEEI I ZRELET,
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o BEESMVA—ZYRNERFELET—TIEFTL, ADSL, TOMO A 2—F Y NERZEDA >
B—XYNTLAOTINMEEZRBAINT VY V129 X247 Tk, VPN Data Tunnel Support
(VPN F—R RZILOHR—RN) ZBMOERICLET,

o AVB—FXYNTL—UTF7INMEEDKEVWMPLS, HE. NAVAKENTTAR—KNIVU R
14 7’0541k, VPN Data Tunnel Support (VPN F—& KRR DOHR—KN) ZEMICTDENT
EFET, L, COFE, RFTAYINVPN RURIANCEEFEE DD, ST 06
ZEBSBENFHYET,

o TSUFIR. NTILEBHEIZDTSAR—NMPLS U OIC7TA4ILA=N—-L, NTH514>
A=Y NCT I LARATEIUEN BB DIARNS 74V IONFBHBHEN B ET, VPN Data Tunnel
Support (VPN F—& R RIDOHR—RK) ORERK., T7TARXR—KFF—2H VPN N X)L ZEiB
FT23H, B2V N RILACHEN, 7TAINA—N—KZF T4V IR (TTFAR— TF—E7T
O—AFEALAV) TOMOBEEZFERAITINERELET, 774703 —)IEYV—%2FAL
T, 75A4R—=KMPLS RS 7149 9LS8DODIATIANA—N—RKZT14v 0T A NE
LEY,

STEP 10| ISP A* 5 @ Maximum Download (Mbps) (&R XKZ 7> 00— R (Mbps)) BEZ X HE Y NE® (
XHEY N -Mb)BEMATEEL £T (0—100,000 DEME, F7FIK&EL), ISP DX
EZzEVEHLES D, speedtestnet ENY—I)ILEZFERALTIVIVOEBREERZY 7)Y
L., T2 ICEEZEL TTRREOFEEHEZRY XY,

STEP 11| ISP A ® Maximum Upload (Mbps) (&K 7 ¥ 7’0— K (Mbps)) BEZ X HEY NB¥ (XH
EYRN-Mb)BMNTEELET (0—100,000 DEFE, 74 K&L), ISPICUIOEER
BWEDHhESH. speedtestnet ENY—I)LZFEALTI VDR REEZY TV TL,
THICRKEZD) T TERREOFEEIZIY £,

STEP 12 ( JSD-WAN A R—T7I—A A7 74N 2 BRATDA > E2—TI—R&2T7AT
#— )L EE4R 9 B Path Monitoring (/NA EZX V> J)E—RZBIRLET,

T7A4T A=)k, LinkType (U9 ZA47) ICEDE, GBEBEZRUVIFEE

1-;-%th%EWEﬁﬁbﬁio(;®7D774%E@ﬁ?%)4/9 TJI—RAIC, &
WF7ILYSTHBDVRERE)ERHBNATZRIINFROSNBDEEN T VE
W, U0 BALTOFT7 AN RNRERCOEELEELEEA,

o Aggressive (7 LY 7)(TEBLRVOVFEERSINTOV Y BATOFTAINNT747F
A=Y, —EOEETITO—T NTY h%ESD-WAN U OORFAIICEELET, COTE—
Rik, EERTBRTTSYITINBEOEERES R 7 I AN A—N—DNBEZBEICERAL
=

e Relaxed (UZ Y VARMIITEB RVOYTZA NV BATOTFTAIN)T7ATOF=ILDOT
O—7NTYy hty NERXRETHIERBHIBIEL =8, (Probe ldle Time (ZO—7 74 RILER))
/\7\f R OEENMETLET, 707 7 'fl\)lzﬁl’ﬁﬁ‘ﬁ'é]ﬂ@'%t T7AT 07—k

SXTEE D Probe Frequency (Z’O—74E) T7PE7O—-7 2R ELET, COET— R, KFE
B>, FRHELCIKSLUTREEhZ )Y (TEE) 2FAL TV EHE. HDVEIANB LT
FIEHEOHGEEUEXNTERRHAEETCEBVEESICERALED,

STEP 13| Probe Frequency (per second) (7’O— 748K (¥) 28R EL£¥, <hnlk, SD-WAN U >
DORBBOWICTIZFATIA=IATA-TNTY NE 1 BHLEVICEETIERTT
(1~50&H, F7FIRES5) F7AIIRETRK., EEBETEIPEERICIPKRET
DREFREHEIhET,

v~ Panorama 77 L—hO7O—7HEZZEET D54, Panorama /N1 A J)L—
~ 7°®M Path Quality profile JNAREZ'O7 7 14 JL) @ Packet Loss(/NT v NEXK) DEIS

7’ N

= OLEVMELREIDILENHYNET,
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STEP 14 | Relaxed (VT Y VA RYNA BZZ VT & BIRUEEE, 774 TF70x=)Lp77O0—7 N
Tv RNty NETEHHT SR TH S Probe Idle Time (seconds)(7’O—7 74 RILER (B))
BERETDCENTEEXT 1~60 DEH, 77 7 ) ME 60)o

STEP 15 | Failback Hold Time (seconds) (7 T—JL/\NY JF#ER () ZA DL ET, 774 T 0 *—
ME, 7TA4NF=N—RICVVZBXRIVELTERTDHIC, BEEENEEED.
BELEVINREENLEETETEHELET (20~120 0EHE, F7 7 )L NE 120),

STEP16|OKZZ Uy oLT7O7 74N ERFLET,

SD-WAN Interface Profile ®
MName Profile3

Location vsys1
Link Tag TAG_SDWAN_3 hd
Description
Link Type  MPLS Link v
@ VPN Data Tunnel Support
Maximum Download (Mbps)
Maximum Upload (Mbps)
Path Monitoring (®) Aggressive () Relaxed
Probe Frequency (per second) 5
Probe Idle Time (seconds) &0

Failback Hold Time (seconds) 120

] )

STEP 17 | BRENMZEE & Commit (I Y N) B kTCommitand Push(JXY NLTFY 2 2) LET,

STEP18| TPV =23V B LV UZVINADANILA X NI Y JZEBRL, P7UTr—>3>6&
CUZITIDANNANTA—IZAOLR—REERLET, #FliE. "E-2UT6&
ULR—h1 ZBRLTLSEZ,
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SD-WAN [CRET2YES —FRY N 12
2—T7 I—ADKE
Panorama ™ T, ¥EBHBZLAY—3 A —HRXYN AR —TI—RAZREL T. SD-WAN #EZEN

CLET. WEBAVE—TI—RERETBIE, PVA T RLRAERIARNKY T F— R TA %5
HT,. SDWAN AV B—=JI—ATO77AI)EYBA 2 R—TI—RAICEVHTET,

Panorama ZEFAL TVPN VS AR EERL. NTHBLVFTSOFREHRECSVICIVAR—RNTS

&, SD-WAN 7’504 O B8 VPN RERF TR HmEEAL T, BFHEREZAD SD-WAN V-2 %
20, BEIZTSUFBRONTOREEZERLET, £, SD-WAN TS UFENTOBICIE,
TFI1T7B VPN RORIHFERENET, SDWAN 7SO FFEFNTZEMTHE. CSVHD VI
Panorama T BGP gz AN T, BE VPN RREE BGP REZER L F T,

STEP 1| PanoramaWeb £ > X —7 T A ANOOT 1 >,

STEP 2 | Network(% Y R —%). > Interfaces (4 >32—7 I —R), >Ethernet(4—H %Y ) &i#
RUET, Template (T 7L —KNIFI2AN ROV FEI O TCEBYIBT 7 L—NE
BRLUT, AOY MBEFEZBIRLSlot1BE), ThASA82—T7I1—AZEBRLET (Blx
(&, ethernetl/1 %),

STEP 3| Interface Type (1 > 2 —7 I —A X4 7)) I& Layer3 EBIRL F T,

STEP 4 | Virtual Router ({R48)L—& —) ZiBIRT S A, F L L\Virtual Router (1R8I —2X— - VR)ZERK
LET,

STEPS | BEF DA X —T7 I —RAIZHEL = Security Zone (¥ 1T 4 V—2) &2EWUHTET,

BIZE, ISPADTY TV EERTDEE, BRULA—TIRYN A E—TI—ANEHEEILT
WBEWY—VICHETACEZEBBLTEKBENHYET,

STEP 6 | IPv4 27 T, Enable SD-WAN(SD-WAN ZB#IZ93) 21 BRL £7,

STEP7 [ AT DT RLAD Type(R 4 7) ZBRLE T,

o AZTAVYIIPTA—=IRT, AVR—TI—ADIPVATRLALETL 714V IAODRE %
Add(EBM) LET, ZRLADEHHEICE., $uplink ENDERZHAEHNFATEET, Next Hop
Gateway (RTV AN KRY TS —RIDIA)DIPvda T RLA(ADLEIPVA T RLADASDODRI AR
RYT)VBAALET, RVAMNKY T S—RNIDIA K, IPVATRLALERALUYTZY NEIZHD
PBENFBYVET, KVANKY T F—RDOI ARG, Y—EABARKIC ISP ASEMENEZISPOTF
T7AZILNINL—ZF—DIPFRLATT, CcOIPFRLAK, ISPOZRY ND—2, FLTHREWIC
A=Y RNBRENTICTIOECATBDEDICTPATIA—NNFNT T4V OB RIZEEFEITN
ZEIPFTRLATY,

o ( )
PPPoE- DSL ') > % @ PPPoE 523 ZEnable(B%)) I L T, Username(1—#'—%). Password(/VA
7 — R). Confirm Password (/NA7— ROWER) ICADLET,

e DHCP Client (DHCP U5 A 7> K)-DHCP ¥, ISP #HNDZX IV ARNKY TEFELERENDT T %
I F—RIVIAZE)ETBENEEERYET, BPIPTRLA, DNSH—N—, 7 #
INTF—=RIDIAE, BEBEETChDITRNTOERICETIERIE, ISPHLSEEFEEAET,

DHCP V547> h &2 BRIBHERF. F7AILRTHEMICEATVS
ipg Automatically create default route pointing to default gateway provided by server (H#—
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N=—DRETZTFT7FIINN T =TI IAZEITTF7AILN I Z2EBBHNICIERT
B)ATaviF, BFEMILTLIEETL,

Ethernet Interface ®

Interface Name sthernztl/1
Comment
Interface Type | Layer3

Netflow Profile  None

Config I1Pv4  IPv6  SDWAN  Advanced

s

[ Enable sD-wan

Type (@) static () PPPoE () DHCP Client

& Add B Delete O

IP address/netmask. Ex, 192,168.2.254/24

STEP 8| SD-WAN 27 T, YER;E & D SD-WAN Interface Profile (SD-WAN 4 > 2 —7 I —A 70
T74)) &IBIRL, (2 WVWIEHFBED SD-WAN Interface Profile (SD-WAN 4 > &2 —7 T — A
J7O774)) BERL, )24 RX—T7 I —AICHEBRALET, SDWANA U Z—TIALA
TO77A4INICREBEETZV 02T NFHY), COTO77A4IIFBREEhDA2—TI
1AL, COBBUIRINREENET, FAVEX—TIAANFEO LN TESD
ORTELIDODDOHTT,

STEP9|OKZ#2JY LT Ethernet (A —H XY N A2V EZ—TIA AZREFLET,

Ethernet Interface

|

Interface Name | stherneti/1

Comment
Interface Type | Layer3 -
Metflow Profile  Nonz -

Config | IPvd  IPv6 = SDWAN | Advanced

SD-WAN Interface Status: Enabled

SD-WaN Interface Profile | Cable modem broadband v

] |

STEP 10| BRENZEE % Commit (13X Y M) 8 & Commitand Push (XY AL TF Y2 1) LET,

]

STEP 11 ) {R#8 SD-WAN 4 2 —7 I —AMEE. BE VPN ZEAL
TVWBHE, COXRAVIEEE VPN BRENERITLET,
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{R*8 SD-WAN £ > RX—T7 I —ADETE

Panorama THE) VPN S2EZEAL TW3IBE. Panorama XSD-WAN 4 > Z—7 I —A%ZEKLET,
CDBE, RESD-WAN A A—T I —REERBLCRETIHEGFHY TR A,

Panorama THE VPN BREZMFEAL TV AWESEF, RESD-WAN 4 VX —T7 I —AZERB LUK
ELT, BEONTHDVEA22—%ZY NEORUREICERTS 1 DFELFEROYWE SD-WAN 5t
JSM ethernet interfaces (f —HZY N 4 A —T7 I —A) ZEELE T, EEE, REESD-WAN 1 > X —
TI—ADIRNTOVVIBERURATETRIRENHYET, IXTVPN A RIL VU TIZTBH,
IRTCEALINAVER—ZFYRNTIORADIA DV IELET,

UTORVORE, BEEXF YU T 2ERAITZ 280WEBA 33— I —A%/\> R)L9% SDWAN.1 &
WS EZRIDSD-WAN £ X —T7 I —ANOHERLTVWET, Ethernetl/1 (T —7ILEFL VD) &
Ethernetl/2 (7 7 ANEE) > D)o SO220ODVORHRIZ, TSOFASNTADOVPN KR T
S

t\‘ CORTR., SDWAN /> B—7 I —AOWADI Y IHFRALY I RT (KZ70— RN

VR)ZFEALTVERIAN, SDWAN A BZ—TI—ADQV 2V IRERD I IRTETS
CEETHETT,

SDWAN.1

Fiber Service VPN Tunne

M B Fiber Service VPN Tunndf
able Modem VPN Tunne

Hub

Cable Modem Fiber Service MPLS 5GLTE

Cheap Broadband HQ Backhaul Backup

$ $$$

UTORTER., 7S0FASA2—%FY NAD DIA > T#HS Ethernetl/1 & & T Ethernetl/2 1) >
A SDWAN2 N RILENTVWET,
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SDWAN.2

Fiber Service DIA

Branch Internet

Cable Modem DIA .

Cable Modem Fiber Service MPLS 5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

STEP 1| PanoramaWeb £ > X —J7 T4 ANOOT 1 >,

STEP 2 | Network (XY Kk —%7) > Interfaces (1 > Z—7 I —X), >SD-WAN &iZRL, Template
(T7L—RNIOFTO2AN ROYTEI O TENET 7L —RNEERLET,

STEP3 | BMARZ>ZTV)Y LT, sdwan. D7L 74 Y O AILEGTT, S (1 ~ 9,999 O&EH) &
ABL, RESD-WAN A RX—T7I—A% Add(BIN)LFE T,

» HE VPNRETE, 901, 902, FNHESOD SD-WAN 1 > Z—T7 T —AANERE hD
2O, SOV EBBSREALZVTSEZL,

STEP4 | H A V) ¥ T\ Comment (FiBE) ZAHNLET,

O 750F0TFU7TL—K0HBER, Branch to internet(7'5>9:?§‘5’f>9—?~‘y

A\ NA~) X Branch to western USA hub(7 ZVFNSEIBKE/NTN) £NZIZIDO
HEAZEBMUET, HAZEBMTR LK), BBERE N EZTEZOIRLA—K
THRITDIRVE, RTINS 1—FAVIHFBRBIBYET,

STEP 5| Config(:&E) X7 T, SD-WAN A > Z—7 I — A% Virtual Router ({R#8)L—2 —) IZEV) H T
£,

STEP 6| SD-WAN A > & —77 T — A% Security Zone (EF¥ 2174 V=) ICEIYEHTET,

RE SD-WAN 4 B —T7 I —ABELPIRE SD-WAN DFXRTDA R —T I —AAXA/)N—lk, @U
LXFIVFA4V—"RHNICHIBENHYET, DD, T75O0FHPSELBENDTXNTO/NAIK
ElEFa2UT«4 RII— L= EREIhET,
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STEP 7 | Advanced (3##ll) 27 T, 1 2F¥ R EHOL A Y—3 41 —HZXYKN A2 —T7IT—X (DA
Bi)HZ2VE 1 DFEFERD REB VPN RORIL 420 2—T7 =X (/\7 ) #&RL T,
BIUREICEEFETEIX/N—TH S Interfaces (1 > RX—T7 I —R) &= Add((Bil) LET, &
BOAB—TI—RZANTBEHEEEF. INXTRALUXA T (VPN M XILELE DIA) Zi&

RULZET,

> 774 TF2x—)Lo Virtual Router ({RZIL—5— - VR) &, Z DR SD-WAN 1 >/
R—T7I—RZEFEALT, SDWAN hST7 1Y 9% DIABHZVE/NTOBRICIL—T 1
DILET =T A2 TR, L—hT=TILH, N7y RDOEEIP T RLAICED
E.NTYRFEDRBSD-WAN A 2 2—TI—A (HMAA 22— I—R) ZFERY
BPAERELET. RIC, NTY RFEBET S SD-WANRDU > —)L—)L® SD-WAN /X
ANNVABRORNT 74V OBTOAT77AINICRY, ERTDINRA (BLTNAHN S
LIEBELCHULWNRAZRNTBIRF) MREEhET,

STEP8|OKZT VY IL T, RENEEZRFLET,

SD-WAN Interface ®

Interface Name | sdwan .1

Comment

Netflow Profile | None

Config | Advanced

Interface Group

D'ethemetl,‘l (Link Tag: Broadband, Zone: Untrust_L3)
r
[T ethernet1/2 {Link Tag: LTE, Zone: Untrust_L3)

STEP9 | BRENZEE%Z Commit (IZ Y KN) B &V Commitand Push (XY NLTF Y2 1) LET,
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SD-WAN 1 2 Z—=7 T —=ZAANOT7 # )L b
IL—~ DERK

H—EZAIL—REFEHAL T Panocrama IC 7 V7 EALTWBIFE, 77A4T7 04— )LOBREICIE, ERLE
SD-WAN A 2B —TJ I—RA%ZITTF7AILBNIL—NOERFBEERVY)ET,

Auto VPN I&. DIA Bz sdWAN.901 & Zf TS5 N /-{R48 SD-WAN 4 >R —7 T —A%4EKL. VPN

N ZILAIZIE sdWAN.902 EZF TS Nz {R*E SD-WAN 4 > 2 —T7 T —A%Z#EHKL £F, Auto VPN
(&, sdwan. 9014 > Z—J7 I —R&2HOA 2 FZ—T7I—RELTHERAL, BXNUYORFERTHED
FI7AILNIL=—REERTEIED, H5HAUDERENTVEFT7 AN IL—RN&KY) £sdwan.901 1 >
R—TI—ANBEENET,

STEP 1| PanoramaWeb £ > 2 —7 T4 A NOOT 1 >,
STEP 2 | ¥/ O Template (7> 7L —K) ZBIRL £,

STEP 3| Network (XY R2—7%7), > Virtual Routers ({R#8)L —Z—)&#IR L, sd-wan ZD{R*E)L—
X—%& 12 BIRLET,

STEP 4 | Static Routes (AR T 1 Y U JL—K) ZBIRL, AXT 1YY JLl—N% Name(&#l) T Add
(&m) L7,

STEP 5 | Destination (385¢) (ZI&. 0.0.00/0 E AHLLET,

STEP 6 | i OlInterface(4 X —T7 I —R)DFBE, 77AT I A=) DBETHERL =HE SD-WAN
AR —TI—AN 12 ZBRLET BIRIFE., sdWAN.1 &),

»» SAWAN.901 & % L\ & SAWAN.902 A DEZ D HE SD-WAN > Z—7 I —A%HNO
AVB—TI—AELTERIZZENTHETT,

STEP 7| Next Hop (R A KRR Y 7) IZI&, None (L) ZBIRLE T,

STEP 8| Metric (X RN Y 7)) IZIE, BEIVPNABRXRNUY ITHERTEDTF72INIIL—R&KWUED
DF7ANIIL—RHFBEEABEVEZD, 5S0LLDEZADLET,

STEP9|OKZO VY OLE T,

STEP 10 | Commit (XY N) Zi#IRL, FRENZEE% Commitand Push (dZY hBKT 7Yy 1)L
£9,

STEP 11| ZE%Z Commit(AZY M) LET,

STEP12 | H—E R —KZFEAL T Pancrama™ I 7 VAT B 7 7ATOF—)LLEOFOMOT>
TL—KICDOVTE, CORARIERYEBLULET,
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NAREZ7O7 7 A4I)LOIEK

ESRATVTAANTERBEOFEZZFRTVNT T Tr—>3>, F7UTr—23> 7408, 77V
T—=23ar II—7, Y—ER, $¥—ERAFTZIIN BLEY—ERTIL-T FTZT OOty
NEIZ, BE, DVvE—, BLENT Y NBARICES<KBEEOXRY NT—VRE ANLA) EHFZHON
AmBEZ7O77ALNEERLET, 77VTr—23>eH—EEAR. NARE7O774)\2H/EITH
ENTEERT, BNTA—RIERLEWMEZEELE T, COLEVMEZERADE, 774704 —)
., FUBNENAZBRINESHULENATHZIERBZLET,

NARBZ7O77ANEZERTZIZRDYIC, WTFhHAOBRERZA/NAREIOA7 74N 2ERT
BDLEETRETT, BRIERBZHX/NABEZTOT 7 14 )LICIE, general-business (274 %). voip-video
(VoIP Ebi#|), file-sharing (7 7 4 JL3#A). audio-streaming(FFE A K1 —=> %), photo-video(E{&E)
). remote-access (JE—K 7OV ERA)ENHYVET, BRHERZAZ7O77AI)IE. 7O77A4IILETH
ENBTTVT—23a0BREY—ERAORATICH/L T, BE, D2vE2—, BLRTE/NTY MNBXOLZE
WMEZRBEILTDERDICEREENTVET,

v~ Panorama FNA A FN—7T OBMERFZFH/NARETOT 7 A )Lk, Panorama 727

-Q- L—Kh® SD-WAN A 22 =7 I—RX 7O7 7 AI)LDOF 7 #)L kO Probe Frequency (7°
O—78#E) RECKRLTVET, F7AIINOTO-THEREECLETDHEE. 1~
BR—7I—AZ7A77AIN%EZEL K Pancrama 7> 7L — NOEEEZZ (12 FT/NAR T
VN=TRHADOT77AT 4= )ONAREZTOT 7 AL T, Packet Loss(/NT v NEXE) @
LEWMEZRAEITDHBENHYET,

T77ATI7#=)LTRE, BE, Z2vE— SLONTY MBEEOLEWMEZ ORFHELTHRVWET, D

EW, LEVMEOVT D 1 DABBLIEBE, 7747 04— LB LEEHRER (B%) NAZBRL

T, BE, D2VvE— BLUONTYREBE NI D2OLEVMECFEUATRZNARIXNTEKEE N,
T77AT7I#—)3BEETEINZ 71V IOBTOAT77TAINICEITVWTINAZEBRLET,

FI7AIRTRE, 774774 =)LIE200 SUBEBICBEEHBLTF oy ER—2REL, BEEN3IDNAE
BOFYERY), AZATFAT T4 RIVARTNAREEZRELE T, CORAEREZZZETSIC
&, SD-WAN 4 B2 —T7 I —A JO7 74 ) DORE OBIZ, aggressive(FI L Y 7) &%\ relaxed
(BRI BINAETZRI) T RBIRLET,

BREE N packetloss (/N Y RER)DLEWMEZBBL LD, NANTIAINA—N—LEBET
£, T7AT77 4= )LREEBLENALC7O-TNTYy hEZEEL. NAOBEICHEVWNT Y NELER
ZHELET, BELENAONT Y NEBERRN, NAREBZ7O77ANTEREENE/NTY NEXOL
EWVMEZTESET, 3P7RENMNBDBEEHYNET, fIAE, 77UT—2320 SD-WAN RS —
IL=IIC,. 1%DONTY NERLEWEZEETZ/NAREZO774)0NE, £FE@EET 1 (tunnel.1(CiE
), RICZY 2 (tunnel2 (CERA)ZVANCEETS NYTEIARORNS 74 v 09B7O0774)
FHBDELET, tunnel1T1 %DO/NT Y NBEAERNBIBITDE, F—2NTY ME tunnel2lC7 T 1)L
F—N—ULFET, tunnel 1A (ZTO—7/NT Y NCETE)0%DO/NT Y MEARICEEL =%, tunnel.1®
ERNTY RBEERN 1 BUTEBDIDICERRIDHIDBDCENHYET, COB, 774T70x—I)LI
BT tunnel1OREONAZRBIRLET,

BERETEK. Z7O77AIUNBHEENZ T IV5—23 0T, EONTXA—XR (BE, DVvE—, £
ENTY MERNKYEE (HREBEND) P EBELET, 77A4T774—=ILOV) > REFMORRIC
&, high(B)REONFAXA—ZHFRADICHBRETENET, 1’5']1(.1 TT7ATIF=IHE 2200 &R
TR, —FOVIODEEN 100 ZUHTIOYEZ—HNF20Z U, £€5—F0U2U0OEZEN 300 =)
B, OVR—N10ZTVRTHRELET, EL@EFb‘mc‘:"“*éhT\,\é%é T7ATI7x—=)LiF
BAOVOEBRLET, DVE—DORBENT Eéh‘(b‘%%’*\ J77A4T77#4—=)LIEF22BDN
VOBRBIRLET, NTX— Qmﬁlﬁb‘ﬂbﬁxiw B (F7AILRTE, NFA—2E medium (F) &
RESNATVETY), 7747 0A4=)LEEETNTY Mﬁﬁ’iﬁféuﬁﬂﬁb RICIBHE, REBICDY X—&FMb
LET,
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T7ATI#4—)LIk, SD-WAN policy rule(SD-WAN 7R >~ —)L—)L)#SBL T, ZILLENAZ T
BT7VT—=2a3 NTYROHLWNRICBEEBRZDLEVEZFIHLET,

STEP 1| PanoramaWeb 4/ > X —7 T4 ANOOT 1>,
STEP 2 | Device Group(T*/N14 A JIL—7") #&RL £ 9,

STEP 3| Objects (777> T2 K). > SD-WAN Link Management (SD-WAN 1) > 2 &), > Path
Quality Profile (/NARE7O774)) EBIRLET,

STEP4 | AR I XFETHOEBFEZFEAL T, Name(BENT/NAREZ7O7 7 4 )L % AddG&M) L &

E
Path Quality Profile ®

Name | path2

Shared

Metric Threshold SE10%1%

Latency (ms) 100 medium

Jitter (ms) 100 medium

Packet Loss (%) 1 medium
=D

STEP 5| Latency (IBZE) (C DWW T &, Threshold (L& WME) 22X 7oV Y LT, NTY RN T 74
T7o#—=)LZHTSD-WAN R ZILORBAIDOIKICEETSDET, £, LEWNMEZEAS
B 77AT7 03— )LICRBDRENTY NEZ UM TALLET (102,000 OEHEH, 77 %
LN 100)

STEP 6 | Latency (BZE) ([C DWW T, Sensitivity(BE) ZiBIRL £7 (low (f€). medium (F). high (&)).
F7 %)L FEREE medium () T,

[ﬁ LEWMEZRIEXRLIEBIETENEZ S (C(E, Threshold (L & LWME) 5 Diw D KENZ 2
DY OIL&ET,

STEP 7 | Jitter (¥ & —) |&. Threshold (L& \WME) Z#X 7oV Y LT, SUMTAILET
(101,000 MEEFE, 77 # )L M& 100),

STEP 8| Jitter(Z ¥ & —) IZ DWW T, Sensitivity (BE) ZiZIRL £ (low (IK). medium (F). high
(B)o 77 # )L MERE & medium () TY,

STEP 9 | Packet Loss (/N7 Y N#E%K) (&, Threshold (L& WME) #A IV v oL T, LEWMEEZREZ
BETOUIOONTY NEEXEREZEANDLET (1—100.0 O&EHE, 77 24 J)L ME 1),

v SD-WAN AU Z—J7I—RJ7O77A4INO7O—7HE2ZLET3HAlE. Panorama
O FNARAIN—TDNTY NEROEAOLE MELTABIDREN B ET,

STEP 10 | Packet Loss (/N7 ¥ R %) IC DLW\ T, Sensitivity (B E) #3ZIRL £ (low ({K). medium
(). high (&), 77 # )L NEE & medium () TT,

STEP11|OKZOUY O L&,
STEP 12 | BRENZEE % Commit (I Y N) Bk TCommitand Push(JXY NLT7YZ 1) LET,
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STEP 13| ZE % Commit (XY N) LET,
STEP 14| FXTOFNA R TIN—=TIC2\WT, ChzEigV)VIRLET,
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SD-WAN RS 74y oa870774)

SD-WAN O RAROAZ—Tld, 7747 04—)ik, EERESXAT7Vr—23>TRAEO/IN T #—X
DANBESNBDKSIZ, perapplication (F7U4r—>3>8) ICEERT. B8, BLUOP/NANHLER
HU, EBNAZBRLET, BEBOISPUVEFERTRE, NZT7T4YORENLREh, JRAN
ZHRT DN TEET, Path Monitoring and Probe Frequency (/NA EZZ U 9B LT O—T 48
E)ZF7AIRRENERICLTHLKE, HEBNADEBRF 1 BWRBETRITENET., TN DSE
Gl MEBENAOBRIZ1IBDULELHZZEENHYVET,

CDEOIBNABIROREIC, 774T774—)LIE SD-WANRUZ—)L—)LZEALET, SD-WAN 7R
U= =&k, P7V5—>a3a>BAONAREOERTEICEYSIVO—RGESLTELY BEV/VAA
DT7IANA—N—DEOONADBRAFEEZRBETDINT 74V IBDBTO7 74N ESRBLET,

(SD-WAN RV — L=IICEBTD) 77— 3 v F Y —EANERATIRNERNRST T4V 09

BHEERELET,

e Best Available Path (R4 /NA)-JQA RN BRTREAEL, F7UT—>3 7S5 0FHhSOEED
NAZFERALTRWVWEER, COFEEBRLET, 77477 —)ILRENAREX RNV Y JICED
WTKRS 719 9%538L, JANADIXNTOU T RTILBIRD U IOFRLSEEDI > VIC
TIAINA=—N—TBET, I—H—ICHREOT VT —23 > TOVARV IV AZRELET,

e Top-Down Priority (N Y 7R BE)BREBEOFREL T, HBBD2VENYITYTRHIVELTOA
FATZ2EIARNDIVKEBREND U IONHDHE. N TXOVVBEAEREZFEAL. Thsnl
DOBRECRIETOATTFAINDOU ORI ANOREICEELES. 7747 0F—)IFk. £
FUZARNDEBEOU LI 259 5EHALTEYSIYORS T4 v 9EO—RTBDUVIBLETIA
WA=N—TFBVIERELET, NYT U RTOEQDIOENARETOAT77AIILICED
WTEBSHchTWEVWEES, 774774 =)ILEVAND2FEEOI O 3TA5) 0 %BRLE
T, 2FBBOUVY ZTAQED)  VEBHENTVWEREWVEE, 77470 A=)LFKREDI D
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STEP 4 | General(£f%) 27T, DA WX FTWVWIL—)L® Name (BH) ZA DL ET,

STEP 5| Source((XEm) R 7 TRIUS— L—ILDREETONTA—2ERELET,
1. Source Zone (EEXY —>) ZEBIT DA, Any (FED)EETY—&BIRLET,
2. 1 DFEREBOEETT RLA%Z Add (BIN) 5 H ., external dynamic list (AAZE A+ v 1)
AN)EDL) &% Wik Any (EFE D) EERLT7 RLAZEBRLET,
3. IAFEREROREERI—Y—% Add(BIN) T2, any(IFED)EETI—H—%&8RLE
9,

STEP 6 | Destination (3858) 2 7 T, RUS— L= DBE/NTX—REZHRELET,
1. Destination Zone (38£Y —>) & Add(iEtN) 32 A. Any (FED)EBEV -2 ZBIRLET,

2. 1 DFERFEHRORET RLA%Z Add(BfN) $5h., EDLEZRETSH. Any(EED)BET RL
AZBRLET,

STEP 7 | Application/Service (7 7’V —> 3> / H—ER) X7 T, Path Quality (/NAmE) 7077
ANFELEE, NARET7O77A4)I0OER Z2BRULET,

STEP 8 | Add Applications(7 7’ )4 —> 3> %#EM) L, VAR S 1 2FEEREEHROT7 7 )5— 3
VEBRTDHD, Any(BEQ) T 7T —23 2 BRLUET, BIRULENAREZOT 7
ANTEBEENEAILALEWVEY, BRLAETZVTS—>3 0 3XTICEREAET, N
TYRNFZOFTVT—=2a3a>00WTFhhICEBL, TOT7 75— a>FNAREZO
T7A4LDOAILALEVMEOVTNAZBIBTSD (XECONTY R BRYDIIL—ILEELCE
HBIB)BEAI, 77A4T7 74— )LEFHLVEBENAZBIRLET,
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ESZRAOUTAALNTTIT—230B8&TI—HFEUT A OETNARRICKEFET
g RT7TVT—23aroiEEMULET,

STEP 9| Add Services (N —EAZEM) LT, VARNDS 1 DFRLBEROY—ERAZERTS
A, Any (EEO)H—ERZBRLET. BRUENAREZO7 7ML TEEENEAIL
ALEWMENBRL EY—ERAIXRTICEAEIAET, NTY R COT—ERAOLT LA
BEL., TOH—EZRANNAREZO77AIILOALALEVMEOVT hA ZBIBT S (F

ECONTY RABRYDIL—IIWNBECERTBR)BEIC. 77A4TF7 07— )LEFHLVEELE/NA
ZERLET,

O ESZAVVTFAAN H—EABLRCI—HFEUTAOETNARRICKETZDH—F
ipg ADHEEBMLET,

SD-WAN Rule

General | Source | Destination | Application/Service | PathSelection | Target

Path Quality Profile  file-sharing =

application-default v
Applications &

r

[ [ dropbox-sharing
r

[z confluence-sharing

Add @ Delete Add @ /Delete

DS

STEP 10| Path Selection (/Y RiEiR) 27 T, Traffic Distribution(h> 7 4 v U 4E) 7O7 7 A I £ 1=
& RS T74v 09T O77A4IOER BBRLET, (EY>avICEERITSATVE
WMBEGNTY RFIL—ILOITXKTO—HBEHICERTIES. 77A4T7I7F—)LEZDb
ST74VIO9BTO7 74N E2FERALT, HFLLWEEXNAZRBIRLET,

SD-WAN Rule

Destination | Application/Service | Path Selection

Path Selection Settings

Traffic Distribution Profile | least expensive link first

STEP 11| Target (R—%"Y N) 27T, UATOWVWFIADFHET, Panorama A SD-WAN R 2 —
N=—N2TVv219BFNARTN—"THAOE—TYNTFATIF—)LEEELET,
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o JL=IZEIXRTOFNAARILTYS 1331k, Any (target to all devices) (F= (TXTHTF/NA
AZER—TY NIFRE) ZBIRLUE T, F£iold. Devices(T/V1 R) £izld Tags(X V) &BIRL
T, Panorama A"SD-WAN RV — L= &7 Y212 F/NA AEEELET,

e Devices (FNNAAR) BT T, 1 2FXLRBFEHDLI ODULEDT7 1)L 2%ZEIRL T, Name (BHl) 74—
IRICRTRENDBERBZFRLET, RIC. AT OHIOEY), Panorama AMIL—ILZE7v> 17
D 1IDFLRFEHOTFT/NARAEEBIRLET,

SD-WAN Rule ®

General | Source | Destination | Application/Service | PathSelection | Target

D Any (target to all davices)

Devices || Tags
Filters
¥ |« Device State
[} Connected (10)
[] Disconnected (2) ¥ |/ [z=SD-WAN_Branch
¥ [_| Platforms [ m=rs11
] Pa-220(3) [ mRs12
] PA-220R(2) [/ ==5D-wanN-RS1
¥ [_| Device Groups [ ==5D-WAN_RS2
[] SD-WAN_Branch (10} [ ==sD-waN_Rs3
¥ [/ Templates [ =25D-WAN_RS4
[+ SDWAN-Branch-Stack (10) [ ==sD-waN_Rss
[] SDWAN-Hub-Stack (1) ] ==5D-WaN_RS6
¥ [] Taos ] ==sD-WAN_RSS
[ sDwAN_Branch (1) [V ==sD-wan_rss
[] HA status
g Nl SelectAll Deselect All Ml Group HA Peers M Fitter Selected (6)

D Target to all but these specified devices and tags

o UTOHIDEY) . Tags(RY) 27T, 1 DFRLFERO Tags (XY) % Add (B0) LT, BIRL =X
THO2F8NT/NA4 AIZ Panorama M) =7 Y2195 KSEELET,

SD-WAN Rule

D Any (target to all devices)

Devices | Tags

[ SOWAN_Eranch

3 Add @ Delete

D Target to all but these specified devices and tags
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o FNAARELLK AT ZIBEL B E. Target to all but these specified devices and tags (C T 5 D
BEENETFNAARBRTRT DR ER—TY NZRET D) 2iBIRT S &, Panorama IZ SD-WAN
RUS—= L= 2#EBELETFNARAEEREZINF DG NETFNARAERLSIXNTOT/NA ARIC
TV 1EEBRENTEERT,

STEP 12| <239>0K</239> &)Y UL ET,
STEP 13 | BRENZEE % Commit (I3 Y M) & V'Commitand Push (dZY NLT7 Y2 1) LET,

STEP 14 | ( )EHLEVEY 22008 ICRLTHF ¥ Y FH—)L0O SD-WAN RV
=)=l ZHEEL, EELEVEY S IVAERTZ VU ZHEL T, SD-WAN 7'
JA42007ELR—RNTEHLEVWEY S AV ERTEEDIENTEET,

BELEVEY IV ESEIZF Y Y TFA-ILDIIL—IILZERLBEVEERE, &L
BWEYZIVEFORNS 74V OZBT7O77AUNFBVED, 7747 74—
ERTREINTOV T ROEYTHELET. &8BLEVEYS IV ZES
V2 ROEYTHEITZEE,. JARFENIENL, T7UT—>3 2 OaEMS
KONDBNNHY)ET,

\, ! U4
|H©—
7/ N
[]

STEP 15| SD-WAN 7R > — JL—)L ME&XE#. Create a Security Policy Rule (ZF 21 1) 57 4 R —
I—=ILZER) LT, NZT714v 0% BIZE, bgp & Application (77U —>3a)&lL
QNISZUFAEAVE—Y KA, TSUFASNTA, TLTNTHABSTSOFAER
h3d&ezHFALET,

STEP 16| ((+ =) BEEBAR T 7 UT—2 3 IC® L T Configure QoS(QoS #3%E) LE T,

SD-WAN 77U r—2 a U i mliRRIZXEETRHE. H2VETOHOT T
g T—YAVHEBEBEIRATIVT—2 3 OTHBEEEDRVLSCTIEARE.
BYICHHEZH#E TS QoS IL—IL ZERLET,

STEP17 | VPN 9 AZ X N—RBOBGP IL—T 1 > 2 BBMNICERETSICIE. SD-WAN 7’545
A>T, 7ZFE/NTBD® Configure BGP routing (BGP IL—F 14 > J #5&%E) L T. SD-
WAN 7IANA—N—BLVERDTEONREBDI N T4V O RBNICIL—FT1>2T0L
£9,
H3WVWE, BGPI—F AT %K T77AT I A=) TEHTHRETHHE. B2V (BlHORILD
=®I2) @AM Panorama 7> 7L — R ZFERALTBGP IL—FT 1 VT 2RETRDERRE. 7571400
BGPIEFHIEFA D LERBA. KDVWIC, BGPIIL—FT 1T EKZRELET,

STEP 18 | /N7 DY U M{R*E SD-WAN 4 > & —7 T — A F(Z Configure NAT (NATZFZE) LE T,
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MPLS U OANDAALINAR—FY I
TIOVAOKNST4v o 7J71AI)NA—/\—%
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SD-WAN 7S5 F AT A AT, 77A4TIA=INATIYN NRUTEERTLEST, NTUY
DIPT7RLARAEE DTV —23 @ IXNTA U EZ—FRYMOEANLIN AV EZ—ZYNT 1
ADA A B—T7I1—A%&FEAL, \NTILBITBTSARK—KNIPTRLAZE DTS Vr—>3>
F. VPN A R2—7 1 —R%Z#FEALET., PAN-OS9.1.2 L&, REICHSUTTIFATFTI4—)LA DIA
F7V5—23a> 28 NTAOMPLS 7’SAR—RNERICEBNIC 7 IALA—N—FDLD, 12—
ZXYRBTORTTAYV IR, AVEF—FYMOTIELACNTRBATORBENAZFEALET, Ch
AHEETBICIE, UTZETIBIMENfHYVET,

STEP 1| T SUFENTOBICMPLS U VR ERLET, A E2—T7I—AJOA77 A EERT
EBOVD B4, \NTETSOFOMATMPLS 2IBETIHENHYET,

STEP 2| ( DEE)TTAR—N NTT14v 9% VPN NoZRINZRERE
B3I, SD-WAN Interface profile (f &2 —7 T—A 7’7 7 4 )L) ® VPN Data Tunnel
Support (VPN F—& KR X)L DOHR—K) ZBRICL E£F, VPN Data Tunnel Support (VPN
F—R RRILOYR—RN) ZENCTEDE, T7FTAR—=—KNF—ZH VPN N RILOAIZIE
FEEhTLEVET,

STEP3 | BEDT TV ITr—23a> 058 SD-WAN R > — )L—)L0EE, NAmE7O774)
DERR, TEULTRMY TRV BE FREEELEINT 7Y U TOT7 74 ILDOERK
RST74vO8B7O774IIE, 7IAINA—N—0 (FTTERBEIhD)F7>3a>n1
DELTMPLS UV VEEBETIHENHYET, SD-WANRDZ— )IL=ILOT77)7r—
AVHKANARBERNT 74V O9BTO77A4IIEELLKSRBLTVWAZE, BRFKNT
TAVORBTA7T7AUNNNY TEIBRIENZEELTVWA L E2BRLET,
NTBRETZUFORET VPN F—R RORILOBR—KIERERY, MPLS U2 N EET&E
iCBBE, 774T 74— )LIEEBHNIC MPLS EitzEAL. KEICIUTDARNS7/4v0%71
AINA—=N—LFT,

STEP4| NTDRRET, NTICAVEZ—Y MONANBEEL. NT KRS TAVIHFAVE—%Y
NETOEARIBIEDDIL—TFTAITNFELKBREENTVD L ZHBFELET,

T7A4T70#4—)Lik, DIAREA>VR—T7 I —AE VPNRBA > RX—T7 T —A%EFEALT, NTVY
DAVER—ZYNKRSTAVINBUNARNDTSAR—KN RS TAV O EREICOBESEET, D
TV, AVF—FXYNBSTAVOETSAR—N S T4 IOHFELU VPN R RILEBIBTSZC

EREBHYVERA, BBV —Z2TIC&dREEBEEIAT—2IUNRTENET,
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PN y S JAN
S¥LEVEYS I 0ODE
T7AT7J0F—=)Ll&,. SD-WANRE A > 2—TJ 1 —AICEWVWEEY> 3> & SD-WANRUS— )L—)LIC

BHEELDELET, EF21UFT a4 RUI— I)L—IOEEERE. 774 T7J#—)LI&k SD-WAN 7RV
=)= ELASIEICKRELET,

o BT BSD-WANIIL—INHBDBE., 77AT7A4A=)IETDSD-WANRUZ—=)IL—ILO/NAEZ
B)IBELORS TV I REREEITLET,

o UARNADED SD-WANRUZ— )L=)LIZEEBLEWVEE, Ev2ariE, VANOREBEDOERD
SD-WAN RS —=)L—ILEDEBERY, 2T ROEVARTIDONDSD-WAN AV Z—TI—A K
DIXTOVIOBTEHLBEWVWEY 3 E2RBLET, Chik, L—MRRIZEDEET,

TSI, BEODTFT7IVT—23 2 ICSD-WANRD S — L= BWVWEE., 774 T J0#4—)LiFk. SD-
WAN 7S94 TOOFXF > IR LR—NED SD-WAN BB OREWY —ILTOEOFT T I)r—3a>n
NT =X AEBHLEEA.

BERORD>— )L—I)LOFH:

e 3DMDSD-WANRUS— JL=IDTFPATIF=NI_HBDELET, 12BDIL—IiFE. 5°00FF
FT7Ur—>a>aEEL, 2 2B0L—IF 6 2OEFALBT S Uy—>a > #EEL, 3280
IL=IE 10D SaaS 77V —2 3 #BELTVWE T,

o BlXIE, EFATFTTIVT—232 v aiEowy a7 7ATIA—ILIZEE, SD-WAN 7R
D= IL=ILOVThICEEHLEWVWELET., cOEYZIUHFIL—INICEHLEVED, 774
FoA=)LICk, Y2 a IlBRAIAINARETO77AILNELEENZ 714y 02870774
FHYEEA,

o CDEYD, TJ77TATIA—IINRBETFATITVTr—2a>rzBROIL—IILICEEEE, FATKET
RXTOSD-WAN U HRTGE, JFATIA—I)ILED2207O0—R/)N>RDU>S, MPLS U
. ITEVOZOBED) I ICEETFA v arzsBLET. Ev3a>1E70—-RNAVR
AVBR—TI—AD1D2DXN—IC, Y2322 7O0—-RNRAE—TI—ADBDO X
N—IZ, EY>323EFEMPLSIC, EY23a2 4 LITEK, EYy23a> 5@ 7O—-RNVYR A5 —
TI—ADBRIADXN—IZ, Y232 6R@7O—RNRAVE—TI—AD2FBDOAV/N—
ICEEh, SOYROECDAROSEAHEET,

Yy a ooBRAHETERVED, ARLAVWEY S 3D EREEO SD-WAN L—JLICEEE 8D C

CEFERAENEFERZVBEREHYET, COBEEK, RDYIZ, F¥YYFA—I)LDO SD-WAN R —

L—LEERL., SD-WANRUS— L=LOUARNDREICEETDEAMBENET, FvvF

F—ISD-WANRU > — )L—=)L Tk, ATHA WEETT:

o BELAEVEYIIUNERTII IO MHE,

e SD-WAN 7S94 0OO5ELR—KRTD, 77A4T 74— LOIRTOT7Ur—>3> (BHL
BUOWTF7Ur—>3a>wy>a>szegd) nEkr .

STEP 1| PanoramaWeb 1 > Z—7 T4 ANOOT A >,

STEP2 | BEE, DOV B—, BLUTNTY MEEROLEWVMEZIFREICE<SHREL., RUTEAZLK
SR NARETOT7 7 4 IILOER, BlZE. 2,000 2 UBHOEE, 1,000 ZUBOD Y
B—., TLTI9%DNTY RBRELET,

STEP3| AT SD-WAN U U8 T %, TnsOUVIRTICEBERTFSNEVINEHLEL
YAV THEAThBREIEFTEEIADN T AV I5HTOT 74 )L OER.

S ABULBLVTTUS—S AV REDNA WEA S R—TI—2) £2< ERE LR
I BaG. L5719 RETIOT T ANOY S HETOUANS L. ZOU B
ROEBALET. Bz, BEAN—2 v TZDEHLAWT T Ur—2 22T
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AREOLTEY O #FERATERVERRE. NS74v09B7O07 740DV 0%
SOVARNASLTED QU 9T #BALET,

STEP4 | F ¥ Y FF—)L®O SD-WAN policy rule (SD-WAN 7R 1J < — JL—)L) & Add (& 1R)
L. Application/Service (7 7’V r—> 3> [/ H—ER) 27 T, KL & Path Quality
Profile ((NAREZ7O774)) Z#EELET,

STEP 5| Applications(7 7' —< 3 )8 K T Service (H—E RA) &, Any (TXT) ZBIRLET,

STEP 6 | Path Selection (/Y AM3i&IR) % 7 T, #EM L /= Traffic Distribution (N> 7 1 v U 98) 7’0
T77A4INEERLET,

STEP7|SD-WAN RS — )L=)ILDO VAN ZDEREDHMNEIC Move (BE) LE T,
STEP8 | BRENZEE % Commit (AZ Y N) B &TFCommitand Push (XY NLTF Y2 1) LET,
STEP9 | ZE%Z Commit (XY N) LET,
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Panorama N\ @ SD-WAN F/\ 14 A D& N

B_—OSD-WANNTELERTSOF 774TF7 04— )LZ2EBMTSA. CSV EZFEAL TEEHD SD-WAN
NTBROTSOF 77A4T 94— )L 28—FEAR—KNLET,

e SD-WAN 7/N1 ADE N
o EHD® SD-WAN FINA AD—FFA > R—b

SD-WAN 7*/N 4 ADIE

Panorama ™ BEBHY—/N—NEE TS SD-WAN/N\TEERTSOF 774704 —I)LZEBMLET, T
NAAZEBMTEIE, FNAAOEE (75 0FFEENT)ZEELT, BRILBRTEZLSICEFN
AACHA NBERTFET, TNARAEZEMTSHIC, SD-WAN SREDFTE Z#2FREL, BREZIPF7RL
ANIXRTHB L&, SD-WAN RRODPHBAICIEBEBEENTVWSR CEZBRELET, chickly, RET
S—HBERTBRIENTEET,

Palo Alto Networks" 77 A 74— LEOBEENY —> HF$BHES. SD-WAN THEAE W2 EHESR
HOY—UIZIVEYSLET,

2ANTSUF T7ATIA—=LHBDVWE2ED/\T 7 74T +—)LT Active/Passive
HAZBBE 2 BAR. COBATRENDIPATI4—)L% SD-WAN 7)Y A& LTE
mMLBEVWTL eV, SD-WAN XS HA 7N A4 ADEREQRIC, ERIIC HAEFELTE
mLxE9,

» BGP IL—FT 12T ZFEALTVWRHARK. ABY—HASNTVY—2A, ZLTNT V-
UHhSAHATBY—ADBGP 2FAITH2EXFIVT A RUS— IL—IZEBMTEIHEND
WET, 4byte (N1 N)D AS BEES#FERATZEHEEE. £ Virtual Router (R%8J)L— % — -
VR) It L T 4 byte (JN1 R)D ASN ZEMICTAURENF HYET,

STEP 1| PanoramaWeb £ > X —J7 T4 ANOOT 1 >,

STEP 2 | Panorama > SD-WAN > Devices (77/V1 R) Zi8RL., FITLWSD-WAN 7 7A4 T 04 —)L %
Addi&fn LE T,

STEP3|SD-WAN FNNA AELTEBMTHDEBT 74T J#4—)L® Name (BHl)ZEIRL ET, SD-
WAN FNA RAELTEMTDHIC, SD-WAN 77 AT 04— )LaEBHTRT/NA AELT
ENT2 BENAHVYET,

STEP 4| SD-WAN F*/N 14 ADType (Z 4 7)&BIRL £ T,

o NT-IXTODTZUFFINA AN VPN ERZEHAL TERTDTSAIVAT 1 AXLFRERIC
BREENEEFRTIFPATIF=)Ne 7S0FEORS T4V ORRNTZBBLTASHRT S
FIZER, TS0 FENTOBRICHZERD)Y —RICEHRLET,. NTFNA AR, NZT 14V
VEMEBL, RUD—I)L—I)L&2BAL, 75A4IVFAT7 1 RAELEREEBERTOVIOADYE T %
BEEBLET,

o JSUF-VPNEHKZFEAL TN Z2E#EL, 7S5OFILARLTEFIUT A ZREITIYENS
T O0FOGHRICREBE N7 7AT 04—, 750FFNARRK., NZT71vo%REBL, R
D= )L—I)L&2BAL., 75>0FO5—>3a>TOIVIARAIVE T 2BELET,

STEP5|SD-WAN N7 ET S FEBDI—F « > J\ZEB T 3 Virtual Router ({R*8)L—%— - VR) &
ZERLET, 74N BT, sdwan-default (sdwan-7 7 #JLKN) Virtual Router (1R
#)L—R—-VR) FERE N, Panorama IC kDI —X—BEOBEB Y 1A ageE ) E
ES

54 SD-WAN EEES A K | SD-WAN DOFEE

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface

STEP 6| SD-WAN Site(H 1 N)BZABDL T, FNA AOHEBBHNEBRELEENZRBTEDLSI(IC
LET,

» SD-WAN HA KNEBld, AXNFENMNFOIXNTOERFERKRXFNERATEET, Y
1 MNETRZEAXFREATER A, ZAXFZFEATRE.TOHANOEZXU
4 (Panorama > SD-WAN > Monitoring (EZ& ') > 9J)) F—ENFRREhEH A,

STEP 7| ( )\
TJICHUTNAT ZE2TIBTF/NAAOTERIC1E/N\TZEMTSEEE. BF VPN EES
TOTRLAENTOR ZRILIV RRANELTHERATESD LD, PTYTARNI—A
NAT Z2RTIT2TFNAARATNT VY IRIOA 2 Z—T I —AD IP 7 RLAE =& FQDN %
BELET, CcOIPFTRLAKRK, 750FFT71ADIKEB KT IPSec 7O—AEiZEAHE
THIVENHYET, (BEIC SD-WAN [CHIETBYEAS —H—FY A 2 BZ—T T —AH
BEENTVWBRHBENHYET, )

1. Upstream NAT (7 ¥ 7°A KU — /s NAT) 2 7 T, Upstream NAT (7Y 7A KU —LA NAT)ZEMIC
LEY,

2. SD-WAN interface (SD-WAN 4 > Z—7 I —R)%& Add(iBN) LE 9, BEIZEREL /= SD-WAN X &
A2 —T7I—AEBRLET,

3. IPAddress([IP 7 RL A) £/ (d FQDN Zi&RL, H7XY RYRAIVB LD IPv4A 7 RL A (Hlx
&, 192.16834) BV TYTARNIU—LFT/N4 AN FQDN 2ZhEhA DL ET,

4. OKZZUYHILET,

»  F/=. 1110 NAT R1) > —TDestination NAT (32% NAT -DNAT) 2ty N7 v
l TEIHENDYET, IKEEEREKIPSec RS 74v 70— "DR—NEHRFFREL
TRWHEEA,

BMELT, VPN IUSRAE AUN—ICT YD 1TBHEN HYET, TS50FENT
OEAE T, CLIOY KR clear ipsec(7')T ispec), clear ike-sa(7')7
ike-sa), #L T clear session all (¥NXTOtv>3a>zIUT)&FEAL
£9, £, IP 7 RLA®D NAT R —%F&EL £z Virtual Router ({R#8)L—X — -
VR) T4, clear session all(INTDEY>3a>%eVV)7) #ELTFLET,

t\‘ TYTANI=LTFNAADIP T RLAFEEEhIZBE, HiLWIP P RLAZEB

STEP 8| ( )BEFDOY —>% SD-WAN THEATI2EIEREH
9—7(:7‘7 t‘,\/ﬁ‘bij-o

Y BEOY—>2% SD-WAN Y —2 (2 v 7T 2EAE, security policy rules(tzF 1 1)
TARIT—=)—=)) #ZEL, SD-WAN Y —> %#IEL |\ Source(A1ETT) & & OF
Destination(5g %) ¥V — > IZ&ML £ 9,

1. ZonelInternet (V—> A > Z—% Y N) Zi#IRL., SD-WAN RS 71490724 2—ZY NCHD
TEIBREOY—>% Add(EBIN) LET,

2. Zoneto Hub (\7ADY—>) #BIRL, NTADSD-WAN RS 71 YO EENTIERENY—>
% Add (BIN)L £7,

3. ZonetoBranch (75 FADY—>) ZiBIRL, SD-WAN NS T714v 0 2TSOFICHITIEE
NDY—>% Add(EM) LE T,

4. Zone Internal(RZY —>) &KL, SD-WAN RS T7 1Y U RRNBY—VICHAHTIEREEOY—>
% Add(Emn) LE T,

STEP 9 | (1= 7) Border Gateway Protocol (R—& #*— KV T4 O3 -BGP) L—TFT 12T %
LET,

E

K5
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BGPIL—FT AT BEVPN VTAZ XN—BTEBHNICKRETDICE. ATOBGP BEHRZEADLE
Fo BGPIL—FT AT KT 7ATIA—IITFHTRETZDHS. 2V HBORIICHE G THE

Bl® Panorama 7> 7L — RN ZEALUTBGP IL—F 1 T %BRETRHEEIE. LLTO BGP E&HRIF AL
LEBA.

1.

2.

3.

BGP 27 %;&RL. BGP #H%ICL T, SD-WAN RS 74 Y UMD BGP IL—F 1 T E2RELE
9,

BGP @ Router ID (JL—X—ID)ZAZDLET, COIDE, 2I—F—T—ETHIHBENHYF
j-o

BGPETUTDART 1Y% IPv4 Loopback Address JL— 7 /XY 9 P RLRA) #EELET. H
B VPNRETWE., BELEIPVA T RLAEBUL=TNY VA4 Z—T7 I —ANBBNICERE
hEd, BEOIN—TNYIOT7RLAZEETSE, OSY NIEEICETLERA. BEICIL—7
NYIOTRLAICEAENTVWEWVWIPVY T RLAZEETDIHEN HV)ET,

AS BEE%Z ANLET, autonomous system number(BES AT ALBEB(AS BE)E, —RHWICESR
ENEAVER—FRYNADIL—TFTAVITRVI—ZBELET, ASESRK, \NTE&ETSFDBFR
BTC—ETHIHBENHYET,

Prefix(es) to Redistribute (BEE 7L 71 YV RA)2AHLET, NTFNA AT, BEEAILD
BLEEL1DDTLTAYVIREBANLET, 75V FFNAATR, COFT72a2@EH0ER
hoe 72U0FRACERTZDHTZY NE, TF7FILNTBEEENET,

STEP10|OKZ2 )Y OLZEY,

STEP 11| (
IL—71t) ZiBIRL T, HAETTHD 750 F (D WVWE/N\T) ZHICKRRLET,

STEP 12 (
Panorama |\, BGP A" 7S FENT OB TEITTED X1V T4 RUI— )= %%
e, 7747 0F=)ICTv21c8%T,
1.
2.

3.

) EIE O TEPIC&» S Group HA Peers (HAET7 0 Y

Name Type Virtual Router Name Site HA Status
SOWAN-Branch3 branch SDWAN-vrtr_WYM50 Branch3

SOWAN-Hub1-VM500 hub SDWAN-VR_Hub Hubl

SDWAN_Branchl_VM.. | branch SDWAN-VR_EBranch Branchi

r branch SDWAN-vrtr_VMS0 HA-Branch2 [ _ ) Active
S0 _Branch2_HA1

[ = branch SDWAN-vrtr_VMS0 HA-Branch2 Passive

)

EE® T IZ&% 2 BGP Policy (BGP /R < —) #i#IRL ., AddOEM) ZBIRL £ T,

Panorama N"BEIMICERTH X1 )T 1 R — )L—)L® Policy Name (R —&) ZA 0L
£,

Select Device Groups (7°/Y1 A J)L—7%3&R) L T, Panorama AF¥a1)F 1 RUZ— )=
BTV 19BTFNAARATIN—T%2EELET,

OKZVUYOLET,
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Add BGP Policy ®ER

Automatically create BGP Security Policy for Hub/Spoke

Policy Name

Select Device Groups

Select Al Deselect All  Expand All  Collapse All
] o ]

STEP 13 | Push to Devices (F*/N1 AIC7 Y2 1) ZiBIRL T, RENDEEZEBRNRI7ATI0F—)
7Y a1L%ET,

B D SD-WAN F)NA AD—$FA 2 R—b

BETFNAARAZ 1 AT OFEHTEMTZDOTEAL, EHO SD-WAN F/)N\1 RAZEML T, 75FEN
TOTF7ATIA=NEEICAR—FA2ILET, FNAARAZEMTIE, FNAAODEE (75
DFELEENT)EEELT, BREICEBIITEDISICETFNAARACY A RNEBERTET. FNAAREE
g 2HC, SD-WAN ZEDFTE ZFKEL, BEBZIPFT RLANIXNTHBS &, SD-WAN hROD
NENICIEBEBENATVWEREZERLET, . REIS—OERBICODBENYET,

2BDTSUF 77ATIF—=NLBDVRE2EONT 77ATIA=INT TIT14TII\NY
ST HAZBBEE2BEE. TOTF7ATO+—)L% CSV 77 1)L T SD-WAN F/N 1 R
ELTEMLAEVWTLS &, SD-WAN XI5 HA T/N1 ADEEQRIC. @RIIC HAET
ELTEMLET,

[2 BGP L—FT 1T &FERALTVRHER. ARY—ASNTVY—2A, TLTNTVY—
UHASHABY—ADOBGP ZFATAEFI VT A RUI— - ZEMTEIHLEND
V)ET, 4-byte (/N1 KD BESD AT LS (autonomous system numbers (ASN)) & FE A ¥
%35 EE. £ Virtual Router ({R38)L—&— - VR) (XL T 4-byte (/N1 ~)D ASN ZH3
ICTBDHBENBYNET,

Palo Alto Networks 77 A 77 #—)LAOBEEOY - FH3HEE. SD-WAN THEAE NI ERERFH
DY—2ICIVEVTILET,
STEP 1| PanoramaWeb £ > X —7 T4 ANOOT 1 >,

STEP 2| Panorama, > SD-WAN . > Devices(7/V1 A). > Device CSV (7/N1 A CSV) &iZIRL .
ZZMSD-WAN /N1 A CSV % Export(LV AR—K) LET, CSVZEFERTRE, ThEh
DTFNAAZFEHTENETIC, BEROTS0F FNAABLOCNT FNA AE—EICA>
71_\0_ I\-(“éij-o
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—— DEVICE GROUPS —————— TEMPLATES ———
M paloalto _ E e : i
NETWORK Dashboard ACC Monitor Policies Objects Network Device Panorama & mitv & @ Configv Q Searcl

STEP3|SD-WAN F*/NA ACSVICT S FENTDEREAADLT, CSVERBFELET, $FICHE
ENTVEVRY, IXTOT7A—=I)ILRADAINBETT, EFNTEETSOFICUTE
ABLET,

o device-serial (FNAAZVTFN): TSoFFEERINT DT 7ATIA=ILDOIITILES,

o type (R4 7)-FT/\NA AN branch (7T>F) TH3H., $3WVWE hub(/\7) THAHEEEL
x99,

o site SD-WAN -F/NA1 ADH A RBEADL T, FNA AOHEBEHNABZAXENZRBAITED LS
CLET,

» SD-WAN H A KRBld, AXFENMNLFOIXRNTOERFERKIFNFERATESE
T, Y41 NBTRZEAXFREATEEF LA, TAXFEFEATIE, TOHAMD
E=4&)>4 (Panorama > SD-WAN > Monitoring(E=& > 4)) E=ZK U Y F—
INRRENELA,
o )BEENDY —> % SD-WAN THEATIEHERZTAY —
IR EVILET,

Y BEENOY—>% SD-WAN VY —2(cX v 73584, security policy rules(tzF 1 1)
T4 RI—)L—=)) #LTEL. SD-WAN Y —> %F L\ Source(GEETT) & & ¥
Destination(%g5t) YV — >/ ICEEBIMLUE T,

e zone-internet (f X —FXY RADY—2)SD-WAN RS T4 Y IDAUEZ—ZY NITIOEA
TRLEHICHAOTEIREENOY—BEADLET,

e zone-to-branch(7 5> FADY—2)-SD-WAN RS T A Y IONTSUOFICTIOEATBEHIC
HBHI2BREOY—2BZADLET,

e zone-to-hub (/\7AD Y —2)-SD-WAN RS 74 Y ONFNTICTOERATDEHICHITREE
NDI—2BBEANLET,

e zone-internal (REEADY —2/)-SD-WAN RS 7 4 Y ONFABY - ICTIOERTBEHICHD
IEIRFEOV—2BZANLET,

o | ) loopback-address (JL—7°/N ¥ & 7 RL A)-Border Gateway Protocol ((R—& #— KT A 7
ORI -BGP)ETVVIDART AV I IL—TNY I IPv4T7 RLAZEBELET,

o ({=7) prefix-redistribute(7’'L 7 1 Y V AOBEE)- 75 FHATIORATEDZNTICTSOFH
BHTRIPTLT7AVIOARERBAALET, BEROTL 71V IORZEMTREERK. TLT714Y
DAZZANF, PYNY R (&), TELTEAXFTRYYERT, FlzEF, 192.2.10.0/24 &
192.168.40.0/24 EAALET, F7AILRNTR, 750F 77470 4a—)LEO—HILICERKE
NEFTRTOAUVER—ZFTYNTLTAVYIRENTICTFRNZRALAAXLET,

» Palo Alto Networks Tlk, ISP ASEEBLETSOF A7 1 ADF 74N IL—KiE
BEELEEA,
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2

(17 =) as-number-/\7 £ 1= l& 7 5 > F ® Virtual Router {R¥EJ)L—R— -VR) FBITBTSARK—hN
ASDASN ZANLET, SD-WAN 75T Ak, T7SAR—NOBRATLAD&EYR—KNL
£T. ASNIF. 2N\TBRVPTSOFT—ETHIDULENH)ET. 4-byte (/N1 N) D ASNDE
l&. 4,200,000,000 A5 4,294,967,294, &2 \\N&, 64512.64512 1S 65535.65534 ETTF, 2-
byte (/N1 K) D ASNOERH &, 64512 A5 65534 FTTT,

o 4-byte /N4 R) DT T4 RXR—K~ ASNEFERLET,
A

e (£=)router-id (JLl—X—ID)-BGP JLl—X— ID #FELEXT., JI—X—ID I&. TXTO Virtual
Router {R#¥E)—Z— -VR) £ T—ETHIMVENHVYET,

I—BZ2—IDELTIL—TNYY FRLAZAHILET,
n—\
e vr-name (VRRB)- SD-WAN N7 & 7SO FREDOIN—F 1« > JIZER T S Virtual Router ({R#38)L—
X—-VR) DB ZANLET, 74 NT, Panorama l&. sdwan-default (sdwan-T 7 #JL
N) Virtual Router ({R#8J)L—X— - VR) ZER L., I—F—REZBBNICT Y 1TDENTE

S
A B E D E F € H J K
device-serial type site zone-internet  zone-branch zone-hub zone-internal loopback-address prefixes redist  as-number router-id
12001000019 branch Site_Branch1 222232 65420 5555/32
12801072643 branch Site_Branch2 3333 65413 6666
15710000007 hub Site_Hub 1.1.1.1/32 10.0.0.0/8 65432 1.1.11

STEP 4| SD-WAN F/N4 A CSV %& Panorama i/ >/ R—KNLE T,

Panorama TREHROIZ Y RABWVWC EZBRELET, THTHRITIE, 1 VFR—KNIS—HFHREL
F9,

1. Panorama<. Panorama. > SD-WAN. > Devices (7/V4 ). > Device CSV(F/V1 A CSV) %i&
RU., BIOARATY T THREL 7= CSV % Import (1 7 R—KN) LET,

2. Browse (ZH) L T, SD-WAN F/V/4 A CSV #iBIRL £,

3. OK&Z2VJY-OULTSD-WAN N1 RA&EA>KR—KNLET,

STEP 5| SD-WAN /N4 AN EEICEMEhil & 2BRELET,

m paloalto —— DEVICE GROUPS —————— TEMPLATES
NETWORKS: e

Dashboard ACC Monitor Policies Objects Network Device Panorama & Commilv ¢ (& Confligv Q Search

\=]Log Settings [] Name * Type Viliel etiiae Site Zone Internet Zone Hub Zone Branch Zone Internal Router Id Loopback Address  AS Number biztihibriy

9 () server profiles Name Profile Name
[ sNMP Trap [ 015701000007 hub sdwian-default Site_Hub
) sysiog [ 012801072643 branch sdwian-default Site_Branch2 connected
[ Email [E] 012001000019 branch sdwan-default Site_Branch1 connected
@ HrTP
[ RADIUS
[ TAcacs
@ Loar
@ Kerbe

[ SAML Identity Provider
I} scheduled Config Export
@ software
@3 Dynamic Updates
# Plugins
v @, sD-WAN
Devices

STEP6 | FRENZEE % Commit (IXY N) LET,
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STEP 7 | Push to Devices (/N1 A7 Y2 1) #BIRL T, RENDEEZEEBR/RTI7A4TI4—)
-7v>alL%xd,
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SD-WAN X HA /N1 ANERTE

2NFRD DTSOFERGE 2 DFFONTEZTOT47 /INYS T HAE— RTHREL T, SD-WAN RiE
ND—HEFTBDIENTEEXET, COBEE. Pancrama ™M 2807 7AT7 04— )LE2ERNICTHONTEDDT
Fi<, BUREETITATETENYSTETIZT Y 1TIHBENHYET, hlllk, SD-WAN
AOFNARAZEBMITBDEICTIT47 /NNY> T HA ZREL T, Panorama A" O F/N1 AN HAE
TTHDExBHBL, ALREET Y ITERZELSILTIHENHYET,

v HAEF% SD-WAN /N RAELTEBMUABTIIY NLTLESZEFBLES, %
{}'%Eﬁ%?éﬁtﬂ?@?ﬁ%%?ﬁ%&<ﬁévo

STEP1|HAE 7 T SD-WAN ZEBMIZT2HIIC, SDWANZHR—KNTBD 20T 7AT 04—
EFI)LT. configure Active/Passive HA(Z 9747 / NV THADRE) Z1TVET,

STEP 2| HA E7 %& SD-WAN devices (SD-WAN /N1 A) ELTEMLET, L, XY RTD
BREDFIEFETLEEA.

STEP 3 | Panorama T, Panorama. > Managed Devices (BEEXRT/V4 A) > Summary(H4 <) —)&
BIRLET,

STEP4 | EIE® % <T. Group HA Peers HAET7 D )L—71t) i8R L £, Status (AT—XA)
KROTOHA Status ( HART—RRA) S, FOTATEBRONYZTD280T7A4T
DA—IHFEENRTVDR L ZERELET, Panorama " HA AT —2 A &ZRBHELTLVD D
T, XYy hTBE, AIUSD-WANREN 2 DO HAETIC7YS1&anET,

STEP 5| Commit (XY N) & & Commitand Push (O3 Y NLT7 v 1) %#BIRLET,
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VPN 25 A X DYERK

SD-WAN RRETIE, 1 2FERFERDO VPN VT AR EZRELT, EQOTSUFHNFEODNT LEETZH
BREL, 750FENTOFNA ABICEF 1TREGEERTIBEN BV ET, VPN ITARRGTF
NAADRBABIIN—TTHY), FINAAZREBNIZTI—T1tT2KEF. BHZIEFH D LIk H#EE
ExEZEBLET,

PAN-0S°9.1.0 Tlk. /N7 7> RAKR—SE SD-WANVPN RROSQAHFHR—REhEST, NTTF>
RAR—VEORNROD TR, T75AIVDAT A AETERERRSICHIERBRTFAT o4 \NTH,
TS5O0F FNAABOY—R DI A ELTHELET, \NTHS5TSFAOELERF VPN R RILT
To CORETR, 750FEORNT T4V IRNTZ2BBIDEILEYET,

T XY a1BOSD-WAN VPN RROZ &, PAN-OS9.1.0 TRHYR—KRENTLVELE
Ao

HOTHEALINAVE—FYNTIOELADIA VO ERBLTSD-WAN N\NTH2WETSF0
T77AT7#—=)LICRIESD-WAN 4 B2 —7 T —ADKE 2R{TIBMKIC. autogen hubs cluster
EVWS VPN VT AN BENICERE ., SD-WAN 774704 —)LABEIIC VPN 25 A ZIZEM
EThET, ChiZkV, Panorama™ EEH—/V&, SD-WAN 77 A 74— )LAFAREL. HAXRY b
D=8V —=RIZTIEARATEDTFNAARICRLTSD-WAN 77— >8R ONT #—
NADER BRITTDENTEET, 510, FRDAVIVZFEALTHRETZD2VIT IO SD-
WAN 774702 —)Lid. BEIMIC autogen hubs cluster VPN V9 ZARICEMENE T, DY
AR, DIAVY U RBALEIXRTONTBROCT S FHNFEENTSY, Panorama k77—
2aAEVIONT ARV AZERTDENTEET, autogen hubs cluster &, FRICTS
Dr—2a2e )20 0REEERTZEOTHY, DAV VEERLTINTET S FOMIC VPN
ROZRILEERTRIEDOTRESDYELBA, NTETSZFE VPN NORIILTERTZEHEEE. LYV
VPN 9T AR ZERL T, BEEBDIRNTONTBRETSFEETO VPN VZRARICENT B HE
FHWET,

VPN R ZIILREEWT, VPN IS ARADIRTONTETSOFICEBAN 2T A LK IKEEH#
BX—NERENE T, FEET7AT7IF—)LEEFHRHEF—ZEBESILTEIVAZ—F—ZH{REFLE
T ROATALTIRH, EEENSEEIHAEF—ZREBELET, PAN-OS9.12 ATk, IKEERHE
F—ZEHIDENTE, Panoramal V9T AZDITXRTOX Y N—IZIEELE T,

DA XUN—HED—REBUNOERICEIRLEF—ZEHLET,
ipg

STEP1| 7ZFENT O VPN RARODHEBEZEREL T, ThENO/NTEBEITZ TS FERE
LET, FMlE. TSD-WAN ZEFTHEH, Z25BL TS EEL,

STEP 2| PanoramaWeb /1 > Z—7 T A ZAANOOT A >,

STEP 3| ( ) B
B) VPN 5RENER TS IPSec VPN R XD IP 7 RL ADERHZIRELE T,

S HE VPNRER. \NTETSOFOBIC VPN N XL EERL. IPT7RLAERNYX
I IVRRANCE)HTET, AUOVPN A VPN R RJI PRLAELTHERT
B2HTXYNOERAZEADLET, BR20DIPTL 74V IRAEERFRRY NIAVE
BEEANTDCENTEET, Auo VPN &, CO7—IL0, FTHENIFRKOEDHS
VPN R ZILDOT RLAZEBLET (HFEICHUT, RICKEVEBHOT RLANS
BELED), COT—ILICEI B EL 1 DOEBAEBRETHISLEN HYET, BEE
NTELEGTSOFICTYDI1BHICCOFIRREZRTLEVE, DIV RBKTT Y
JIRERICETLEEA,
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AELVWCEZHBBIDIBENBYERT, EL<BVWHEEE, LLERZADLR

{?_uH®SDWNW7374>UU—Z#B?VTﬁL—H?%%@H\%E%@ﬁﬁ

= ¥, Commit (A Y K) Li#, IXTORYRLGHEE N, FrahrrEhe
NBIECRBOT, COEER, BERNST7 1Y IOBEECRTLET.,

Panorama. > SD-WAN > VPN Clusters (VPN 95 A%) £BIRL E T,
EE® TZ 0 VPN Address Pool (VPN 7 RL A 7—)L) Z#ZBIRL £ T,

B B Ei: POF/CSV I VPN Address Pol

1 DREFEH (&K 20) DMember(X 2 /N—) IP 7 RLAB LT R Y NN AV Q% Add ((&1N)
LET. fIRIE, 192.168.0.0/16 ZEBMLET,
OKZJUvYyJULZET,

VPN Address Pocl ®
.

192.168.0.0/16

B Add @ Dekets

STEP4|VPN V5 AZ OREZITVET., BEIIRWU T, COFIEZEVIRL., VPN I T AR ZHE
BRLET,

1.

2.

Panorama., > SD-WAN > VPN Clusters(VPN 25 A &) £iEIRL., VPN V5 A X% Add ((E) L
F£9,

Name ( B8l ) ICDHDALYRPTVWVPN VT AREBEZANLET,

» VPN USRARETRTUVA—AAT7HLVCZANFRIEATEEEA, FATS
E. TDUVSAZOEZAR) >4 (Panorama > SD-WAN > Monitoring (EZ%& ') >
I T—EHFRTENELRA, BTEENMBEICBSBVKRSIC, VPN ITAEAH
&, EEICEIRLET, SD-WAN monitoring (EZ2 U2 7) F—2@3HWISARE
CETVTEREN, FILWITARBIL—BEERI N TERLWLES, VPN Y
FABDEBRRIEFLAR-—NOERRIC, HEThDITAXOBOETHEN L
L&,
VPN 75 A5 0 Type (214 7) ZIBIRLE T,

» PAN-OS 9.1.0 Tlx, Hub-Spoke (\7 7> RAKR—VHE) D VPN VSAR ZALTD
HNYR—RENET,

MEBEOXEN $H2 1 DELEREROT S F F/IN/4 A% Add(EM) LET,

o JET7 & —#ICKRTTBICIE,. Group HA
PeersHAET7 O J)L—7'{t) &ZBIRLE T,

o UVSARIZEMTRDTZUF FINAAZBIRLET,

o <239>0K</239>%Z20 Yy ILET,

TS50F FNAREDBENIVETHDEHME NI 1 DERLERFERD/N\NT F/N«( A% Add (&)

LET. BRONT FNAAZEBMTZEERRK. I—N XKUY OERFERALT, EONTH T4

RUTEDNT N ARV THZID Z2HHTIHEN HYET,

» MPLSBLVEHEIVY ATk, ALV BATOKTR O RILEFERL
£9, ChiClk. flziE. MPLSEMPLS 8L U EFEEFHERAHYET., Hilx
&, MPLS U9/ —HBZXY RN UVIORBIZN U RIFERENETEA,
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o (SD-WAN VU A4 101 D10 ) —20E5) BT E—#ICRRTSIZE,. Group HA
PeersHAET7 DT I —71{t) Zi8IRL £,

e USARIZEBMIBNTEEBIRLET,

e OKZVVYOLZET,

Select Hubs ®

o I © O

B —SDWAN_HUB3_VM300_HA1 () Active
L_SDWAN_HUB3Z_VM300_HAZ () Passive

[ sowan-Hub1-vMs0D
[ spwaN_HUB2_vM500

I Group HA Peers

o ] o

6. SD-WAN 7204101 ED 10— 2058 HAET Z—#ICRRT S, Branches

(75> F) £l-lEkGateways (F'— RN T T A1) $815 T, Group HA Peers (HA E7 O U )L—7°'{k) &iEiR
LEY,

VPN Clusters ®

MName WPN-1
Type (®) Hub-Spoke

Branches Gateways

e T

[0 —sowaN_Branch2_Ha1 [E] sDwiaN-Hub1-vM500

L_SDWAN_Branch2_VM50_HAZ
[F] sDwAN_Branch7_vM100

Badd B i Group HA Peers BAdd B M Group HA Peers

7.0KZ2DVUYOLT, RENEEEZRELET,

STEP 5| (PAN-OS59.1.2 LABE®D 9.1 U —RAB &KV SD-WAN 7S5 1> 1.02 SED 1.0 VU —ZA0EE) N7
NDTZUFTEBMOTL 74V ORET RNZRAALET,

 PAN-OS9.10 Tk, 774 T I A=IUNTSoFNASNTANDITXNTOHLBENDE
BIL—NZBEBNICBERE (7P RNZA4X) LET, PAN-OS9.12 LTI, 75>
FASNTILEZEOEBMOTL 74V O AEBERETDEETEEXT, Prefix(es) to
Redistribute (BEE T2 7L 714V IR) 71— RTR, BE—OTLTAYIADKT
B, BEROTLTAVYIAD)ARNERET D ENTEET,
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2.

3.

Panorama. >SD-WAN . > Devices(F/NA/ RA) ZiBIRL, 750F 774T704—)L %2 BRL &
9,

BGP 8 & T Add(BfN) ZiBIRL T, XY MY ARV EHIZLI DFLERERD IP 7 RL A% Prefix(es)
to Redistribute (BE{E T2 7L 74 v OR)ICEMLEXT,

OKZOUYOLZET,

STEP 6| Commit (J=X ¥ ) & & TFCommit to Panorama (Panorama AN XY N) Zi&IRL £ T,

STEP7 | BEZNTICTYZ1LET,

1.
2.

»

 Panorama (&, /\7 ®{R* SD-WAN 4 > X —7 T —REXEIC, HFLEBFEL A
VBT I-RAEFEFERALTAVER—TI—AZERTBDDIFTRERHIEEA. i
Z &, sdwan.921, sdwan.922, sdwan.924, sdwan.925 @&V, 1 XA — T I —A&E
FBESVALILAF YT IREEEHYET, ERMICATIESHFHITH L
T%., Panorama &, SD-WAN /2 X —T7 I —ANKICHHETHHZEK L ETT, SD-
WAN /22— I —RZXRRTHICIE, FIATEES CLI OY > K show interface
sdwan? ZERALE T,

Commit (O3 ¥ ) & & T Push to Devices(F/N 1 AIC7 v 1) #BIRLET,
BEE O ZE T O Edit Selections (BIRABDIRE) ZiBIRLE T,

Doing 2 push will overwrite the running configuration on selected devices, The configuration shall Se pushed from the Pancrama running configuration.
Push scope Location Type:
Gl

Clusterd Tamplates.

i,

P Edit Salsctons @ Remave Seiectiors ™. Validte Dendos Groop Push %, Valkdeta Termpt: Pust:

N =R

Filter Selected (BIRL =7 1 )L Z) OBIREHBBRLE T,

Deselect AIl(T X TDRIREMER) 2V UV ILET,
FRATDZNTOFNAATIN—7%2BIRLET, BE®OD F® Include Device and Network
Templates (F/NA ABRERY RND—U FUTL—RE2EHB)ZBRLET, TS50 FAOTY
SAQBICNTANOT Y12 ETITIHENHYET,

BEAEDTZUFTRR, Y—ERZ7ONAZ—ZNLTEHWIPTRLAZEWBL, NTICRET
SUFDIPT RLADEEN BWED, 75 FH IKE/IPSec EHZFHBRITIMBEN HVET,

INTHIKE/IPSec G ZZETEDICRK., 75 U0FORENRIC/NTOREZIZIY RBLVOT Y
JAFTRIRBENBYET, ChilkY), TSUOFORENTYvaieh, T750FHFNTANDELE
ERBITDE., NTOEBHIBVNET,
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Device Groups | Templates | Collector Gioups | WcFire Appliances and Clusters | Prisimia Avoess ‘
434 itoms
¥ [ Commit State
[] tnsync (431)
aREreE D= re Oty
|| connected (385) _| em220P InSy Q) Active By
[ Discornectsd (39) ¥ [ [gsewan-branch-220-cluster11
v [] Platforms [ em2a08mensa In Sy B
] P20 (3 ¥ [ [astwan-branch-820-cluster11
[] PaB20 (1} [] cmB208ranch In sync [
| pa2220(2) ¥ [ [gastran-hub-3220-duster21
L eacssna) [ mmazzon In Sy Q) rative, Y
[ | PA-5260{1) [ 32200 InSyr Passive [+
(] P (426) ¥ [ [ggsawan-hub-1250-cluster1 1
¥ [] Device Groups ¥ [ m=3zs0ni
L Cluster2 (425) [ vast In Sync (=%
|| sdven-20HA-USERLMY o ] e hub 5260 dusterd 1
| savan-band2zi-cluster | O ampa.5260 nsyne '
[ stvan-branch-020-clustert] 9 [t 06
| stwen-hub-3220-duster21 2 v om0l Insync 5
|| sewen-hi-T2s0-custer 1] i ]
T T AN Select Al Desslect Al Fapend Al Gollapss I Groud HAPeers. =, Valdate I Fiter Sefected 01
[ Merge with Device Candidate Config ¥ Indlude Device and Network Templates [ Force Template Values.

6. Templates (T 7L —K) 27 %#5ZR L. Deselect All(T N T:ERMBEBR)EVDVY ULET,
7. PushScope (7Y 21MAA=T)FNA A ITIN—TTF, REZ/\7IZPush(7v> 1) LE
£

STEPS | IO FIRZBWBRLTTSVFOFNA R TIN—TZBRL,
x7.

STEP 9 | ( ) IKE
ENHBEF—ZEHLET,

EETSOFICTYIaL

kg

ZEEIIHBBENHD5ER,. COFIEZRTL, VIZAZDOHLLWF—DFUHLE
BERITLET,

> VPN OS5 22% F/)N/4 AB® IP Sec #GDREEN T, AT TVRRED IKE ¥—
'f_ COFERF, 95AX XN—IDED—RETHEVEBICETLET,

N
’O\

1. Panorama. > SD-WAN > VPN Clusters (VPN 72 A3R) £iBIRL, V95AZEEBIRLET,
2. BIEOTE T, Refresh IKE Key (IKE ¥—NDEH) #ZIRL £ T,

VPN Clusters ®

Name [veny ]

Type (®) Hub-spoke
Branches Gateways

I

[F] HA-PA-VM1_VM100 [ Hue-Pa-vM-300
[ Ha-PA-VM2-VM100

OAd @ I Group HA Peers DAl @ I Group HA Peers
=z e

3. [AXY R ] LET,
4. Push to Devices (T/N1 A7’y 1) LET,
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SD-WAN ODAZXT 4 Y9 )L—~DVERK

BGPIL—FT AT ICMA (FEERADYELT), ARZTAY T )L—hZEHEHLTSD-WAN RZT7 1YY
BIN—TA2TFTBENTEET,

AZTAY D )—KE, Panorama™ ZFERATIN., 774 T I3 NTEERET S FTEERE
FBENTEET, Panorama ZFEH T 3HE S, Configure a Template or Template Stack Variable (7>
TL—=hELEFT T L—F AZY VZHOFRE) FIBZIREL THEKBENHYET. ATOFIEORE
W, AZTA4Y I )L—hNOBEELTHEATEIEREZERLET. (NTICAND)AZTAY I IIL—KE
TSOFIZTY2ALET, (FIUFICALD) AEZTAVY I IIL—RENTIZTY2I1LET,

STEP 1| PanoramaWeb £ > X —J7 T A ANOOT 1 >,

STEP 2 | Configure a Template or Template Stack Variable (7> 7L —hEEGFET> 7
L—h A2y OZHZHE) L, UATOERXTERD Name(B81) ZADLE
9, $peerhostname_clustername.customname, flZ(F, $branchsanjose_clusterca.10 or
$DIA cluster2.location3 EIEELFET. RILES ($) UBOBEXRFELUTOEY T,

e peerhostname-ARXT A Y I L—NDBEEBRDBENTELETZVFORARNE, 12 Z—
Y RADARTFA4Y Y )L—RNDIFE. peerhostname &, DIA LIEETHIHENHYET, ET
DRAREBEORDYIZ, ETOUTIINESEZFEAIZECETAETT, EFPHF HARTO—ET
HDHE. 2BOHAT7ATIA—=I)LOVWTNADRANBELEFVTINESEFERITD L
N TEET,

e clustername- BENT EEE@GTSFHFETS VPN VT AZH,

e customname-FENDTFANNFH, DAZLABICEUAR () IFEATEXLEA,

BABULETZICAASAZTAY I II—NE, BREETRD_ENTEXRT, 2FY, EHEREL

peerhostname X clustername ZF D ENTRET T, BHIF. BBDHDAXLABEFEHALTXBILE

a-o

STEP 3| Interface (/ 2 —7 I —R) EBXBDEH Type (Z14 7)) #BIRLF T,
STEP4|OKZO VY O LTERZREFELET,
STEP 5| Network (X ¥ k7 —7%) > Virtual Routers (R —Z—) DJEIZERL, T SICHRBIL—2—

EBBIRLET,
STEP 6 | Static Routes (AZXT 1Y U JL—K), >IPv4 Zi#RL . JL— B D Name (& &) & Add (3&n)
LEY,

STEP 7 | Destination (385¢) =ik, ERL =ZHZBIRLET,

STEP 8| Interface (1 > X —7 T —RA) 2k, sd_wan Zi&IRL £,

STEP 9| Next Hop(R 2V A KK Y 7)Z(&. IPAddress(IP 7 RL A)ZBIRL, AXTAYUII—HFDOX
DARNKY T (RETFAVII—RFAIPSINTELEZETSOF)IDIPFTRLAZADLE
9,

STEP10|OKZ O VUY O ULET,

STEP 11| ZEAR %, Commit (dZ Y N)B LU Commitand Push (dXY RBKV TV 1) LET,

HE VPNEREICKY), AZFT 1Y 9 )L—KOD [Interface]l(f X —T7 T —RA) 7 14 —)L R® sd_wan
F—DO— R, BEZRICESTVTRAETZHAOREBSD-WAN 1 > X—TJ I—ARICBEBRASNE
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To TOESD, =T AT T=TILDAEZTA4Y I )L—KTlE, BREND VPN ITAZOET
RANCEAASD RS T74Y IONRESD-WAN A 2 —T7 I —A%HT, BEEHEUTORY 7ICE
EITBENTRENET,

STEP12| VR =2 RS TAYIDAZTAY I )L— R ERELERT,
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R TBRVOLAR— B

VPN 9SS RAEZOT7VT—23a BRTV D IDANA AT—RALR—NE2ERB KT
ERL, BEZEBEL, BRLUET, Panorama TSD-WAN 77U —>3a>B KUY
DA ABEBRERRELDICIE. SD-WAN 774704 —)LOBEEXNRT/INAREL
TOEM ORRIC, SD-WAN 774 F70x—=)LZF/xICL, FNAAETZRIVIF—2%
Panorama 7Y 221 L., configure log forwarding to Panorama (Panorama A\ @ [0 % #5i% % 5%
ETD)VENHYET, OO Panorama Ezix% SD-WAN 77 A FI#—)LTREL TV
ZEWE4E, SD-WAN Monitoring (EZZR VD), 77U —>2a>F @I IOOANILA
BHRERRLELE A

SD-WAN X A9 D EER

SD-WAN 77U Tr—>3a>rB8&EV U IONTA—I D ADER
T7Dr5—2asNT7A—XVAORNZ TN 1—FT1429
DONTA—=XAODRNZ TN 1—F120T
SD-WAN L7/R— N D%

V V V V V
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SD-WAN Z AU DER

Panorama™ BB Y —N—ASETENEIZIY N, 77V 1, TOMO SD-WAN XAV ZERL, BE
DEATIETHDONMBERD LCHEMAERERSEBLET,

RAVNBERNETERLCETRERFRBMLLESER., FHSBEEELUBAZRTEET. REZIAD
BRFEZERVRSBEBIZDENTEET, ES5IC. BFOT Y IREBOFHEEZRTEE, AU
BEERERIS—0RRICEIZFMBREZHRBID LN TERT,

STEP 1| PanoramaWeb 4/ > Z—7 T —RICOJA4 L &E T,

STEP 2| SD-WAN BRENHMmER. ZERNE%Z Commit (AZIYRN) LTI TOARAT—RAEZRTETE

x9,
3T AT—BA T4V RIICE, RITEhERE, BR, $LV0T3T AT-RAICHITZFHMES
FUPBEENRRENET,

Job Status - Commit All

Operation Commit All
Status Completed
Result Successful

Details Autogenertated SDWAN configuration
Performing panorama connectivity check (attempt 1 of 1)
Panorama connectivity check was successful for
Configuration committed successfully

‘Warnings Interface ethernetl/4 has no virtual-router configuration.
Interface ethernetl/8 has no zone configuration.
Sdwan license not found for device

STEP3 | BENETRTLAEDIATELARARRLAES I TOBHOT Y 1F MERREEET,
1L Web AR —T7I—ADTHICH S Tasks(Z A ) (EWEE) %4 ') v UL T, Task Manager (X A
IXRER—TD¥)ZHEET,
2. SD-WAN 2RO D37 Type(ZA4 ) &0V I LET,
3. RRAVDEHOT YD 1IREOFMERTRIDIZE, 237 Status (RT—RA) &2V VY ILE
E
4, BFOT YD IREOFMEEIEL CRENHAEEZREL, BRLET,
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Job Status - commit to template SDWAN-TS-1

Task Manager
<N
|| Status
[} commit Failed (1)
v |: Platforms SDWAN_PA_VM_1 _
[ pa-vM (1)
R ¥ [ | Device Groups Last Push State Details
o ] pG1 (1)
. v [_] Templates Dl
Commit All L Temp . Warning: sdwan-gateway 2.2.2.2 is not in subnet of outgoing interface ethernet1/1
|| SDWAN-TS-1 (1) . Warning: sdwan-gateway 4.4.4.4 is not in subnet of outgoing interface ethernet1/2
Commit ] Tags . Warning: sdwan-gateway 6.6.6.6 is not in subnet of outgoing interface ethernet1/3
— . Error: SD-WAN vif (sdwan.902 (1)) interface group memebers must be in the same VR
[ ] HA status s 3
. Error: virtual router configuration error
. (Module: device)
. Commit failed
C . Warnings:
Al . Interface tunnel.903 has no virtual-router configuration.
i . Interface tunnel.904 has no virtual-router configuration.
Commit All
Summary
A All Tasill  Progress 100%
Details
This operation may take several minutes to comple]
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SD-WAN 77U —>3a>s8L0U )N
7 *H#—X > ADER

VPN I ZREZAOTTVTr—2a> B8RV IONT =X AZEBRLT, IXTO VPN VT AR
2UEOHIY)—BRERRL, BIEHRERVUILADOLT, EEEZZ D YA N, 77UT5r—>3>, V)
DONDEEEBEL, BEONS TN 1—F 142002 T0VET, SOFAT XY 2R—RIZIEFB
THARRENET,

e App Performance (F 7" D/NT7 #—X > A)

o Impacted (RREHV))- 77 AT —)LFBRABEENADVANONARETOT77AITEESE
hi-LEWERRBEYT, DVvAR—, BE, EEENTY MNEXONT =X AHFNAIZHELV VPN
DSABZAD 1 2FEREHROT SV r—>3a,

o OK-ZovAa—, BE, FEENTYRNBRONTF—XAOBENIHBELTVWEVVPNITA
2, N7, BROETSZOFOH.

e Link Performance (V> MO/N7 #—X > RA)

o Error (L5 —)-VPN V5 AZHD 1 DRLEBREHROHF AN, FORILKLBREAE2—T1—
AWNVIF)OE I EQEBEOBEN HVET,
e Warning (B&)- XKUY O07 BEOBBFHEZBBIZDDY X—, BE, LENTY MEX
ONT#—I 2 AREBEFZF DV IOFHB VPN VT AR, N7, BT FOH,
o OK-Iv&—, BE, RLBNTY NBRONT#—IVAOEEIBELTVWEWVWVPN IF A
2, N7, BLROTZVFOH.
FUTFAVTHEYDAR-—RES, IT—KLBEBEAT—2ANHB, ¥EeZXWLT77Vr—>3>
KRBV INEELI-ZRVIAZE T, RIC, FEEZTLEY A M ZRRL, Y48 LRI OFRZR
RUET, YA hDS, P7VT—232 LRILEERIV I LRIILOFMERTLET,

STEP 1| PanoramaWeb £ > X —7 T4 ANOOT 1 >,

STEP 2 | Panorama ., > SD-WAN. > Monitoring(EZ=& 1> 7)) &E&IRL, VPN OIS AR, N7, &
KT SUFOANINAARAT—R2AOBEEZBIBLET,

m paloglto —— DEVICE GROUPS ————— TEMPLATES
—

Dashboard ACC Monitor Policies Objects Network Device Panorama

aaaaaaa

€ Impacted @ ok

VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 /7 Branches: 4 /7

€ Error

@ warning @ ok

VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: O /5
Hubs: 3 /6 Hubs: 3 /6 Hubs: 0 /6
Branches: 4 /7

Branches: 2 /17 Branches: 1 17
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STEP 3 | Impacted (22&'))., Error (LZ—), F/ Ik Warning (B%) %% R 9 App Performance (7
TUDINT #—< 2 A) £7=F Link Performance (U O DINT#—XA)DHI)—% 7D
Dy oLT, BE, DVE—, BXRCENTY MERICBETDI VI MNELRTTOAT—XAD
HMBE)ARNERRLET,

m palog!:tm? Dashboard ACC Monitor :i:i:lcs GRD;l:ji;mo::MPMTEI:eF Panorama 2 Commil ~ & G Config > Q Search

= ®teb

Panorama =

£3 55U/ 1LS Service Profiie

(i scep

[ Log Ingestion Profile

By SD-WAN

> VPN Clusters: | Link - Error v Siles: | Al sites v Last 7 Days [+

\E] Log Settings 2019/08/22 15:56:15 to 2019/08/29 15:56:15

v (@ server Profiles
[§) sNvP Trap
8 Syslog VPN Cluster Li Link Notifications. i Packet Loss
3 fx! cluster-1-site-4 cluster-1 branch 4 Qo QoK QoK QoK 13 oo
% rRADIUS cluster-1-site-5 cluster-1 branch 4 Qo QoK Q@ok QoK 13 Qo
@ TACACS+ cluster-3 hub 4 Qo QoK ) Warnin g QoK 13 Qo
% Lo cluster-1 branch 4 @338 QoK QoK QoK 13 Qo
B ke cluster-1 branch 4 Qo QoK QoK QoK 13 oo
E%hseﬂ:ﬂ:fz Z;Z‘gd:r cluster-1-site-1 cluster-1 hub 4 Qo ook QoK QoK 13 on
@ software cluster-3-site-4 cluster-3 branch 4 Qo QoK Qok QoK 13 Qo
@i Dynamic Updates cluster-3 branch 4 Qo QoK QoK QoK 13 Qo
B Plugins cluster-3 branch 4 @310 QoK Warning QoK 13 oo
v @ sD-waAN cluster-3-site-3 cluster-3 branch 4 Qo QoK oK QoK 13 Qo

Devices
<% VPN Clusters
= Monitoring
~ Reports
€ Licenses
€2 support
¥ @5 Device Deployment.
@ Software
& GlobalProtect Client
@1 Dynamic Updates
P Plugins
. Licenses

dmin | Logout | Last Login Time: 08/29/2019 15:35:0

STEP 4 | Warning (%) £/ Error (LT —) AFRREehikH4A &2 UYIL T, %D VPN Y
SARERRELET, YA MNTF—RIZE, BEBEZEZWLT7UT—>30%2E9, App
Performance (F 77U DIN7 #—< > A) & &K T Link Performance (U9 DN T #—<I 2 A)
FRRENET, c8IC, AN T E2EFERLT, VUBA, BERE, OV 2—F
E.NTY MNEARE, BB PVRIHEEZSTLETTUS—>3a ICEJE VPN ITARER
REBERT,

BARNDTTVT—23a0B8LC I IOFMBANIINAEHR%EZ PDFELEIF CSVRERTIVAR—RNT
BIClk, PDF/CSVEOUUYILZET,

STEPS | ZBABERT T VT—3 B3T3 0FFEENT 20UV ILET,

STEPG| 7T —232 LRLEERIZ I LRILOFRERTTRICEG, REE2ZITLETTY
T—32 V)Y ILET,
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77 U’T—/El INT A= VADKNZTI

77°')’7'—:/El“/’(9"5'—57\0)/\"774*—7‘/7\1&1_0)%(D?EHE(EL A—H—TIOARVIAICEE%R
BEZBVESHIZETARTT, VPN ISAZNEER®Z(T, F7U5—>3a>ORS 714y 000>
DT I=INA—-—N—T2EHEZEHLTHL L, SD—WAN BREOHWHAEBICKRILIEET,

STEP 1| PanoramaWeb 4 > Z—7 T4 ANOOT 1 2,

STEP 2 | Panorama, > SD-WAN. > Monitoring (EZ&') %) &i&#IRL . Impacted (FEZZ(T1)
VPN 95 AR ZEZRRLET,

—— DEVICE GROUPS ————— TEMPLATES ——
paloalto ¢
NETWORKS Dashboard ACC Monitor Policies Objects Network Device

& Commit~ & @ Configv Q Search

Panorama

Panorama

SD-WAN

All VPN Clusters Last 24 Hrs -

2020/02/18 11:21:41 to 2020/02/19 11:21:41
€3 password Profiles

App Performance
8 Administrators

2 min Rles € Impacted @ ok

& Access Domain
8 Authentication Profile
9 Authentication Sequence
[ user 1dentification
¥ B8 Managed Devices

3 setup
s High Availability

7 config Audit

5 Managed WildFire Clusters
5 Managed WildFire Appliances

iurr\‘;:ary VPN Clusters: 2 /5 VPN Clusters: 3 /5
Sremo Hubs: 2 /3 Hubs: 1 /3
a8 Device Groups Branches: 3 /7 Branches: 4 /7

(= Managed Collectors
(=3 Collector Groups
7 (g8 Certificate Management

& Certificates
8 SSL/TLS Service Profi
Tasce € Error © warning @ ok
[ Log Ingestion Profile
{3 Log Settings
v [ server Profiles
) sNmp Trap
Syslog
%Email VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: 0 /5
RHTTP
@ reors Hubs: 3 /6 Hubs: 3 /6 Hubs: O /6
@ TACACS+
@ Loae Branches: 2 /7 Branches: 1 /7 Branches: 4 /7
(@ Kerberos
[ SAML Identity Provider
[ scheduled Config Export
@ Software
@ Dynamic Updates

B Plugins
] >

dmin | Logout | Last Login T

STEP 3| Site( 4 K) ROYT7HIVOBEX NI Y JICETE VPN VT AR ERY)AH, B ZE
RUET, COBITR, BE 12 BB THEZZ T VPN VZAXZET All Sites (24 1
N ARRERTVERT,

ﬁ —— DEVICE GROUPS —————— TEMPLATES ———
Dashboard ACC Monitor Policies Objects Network Device Panorama & Commitv &8 (& Config v Q Search

Panorama =

W g2 Certificate Management Y| SD-WAN

D AILVPN Clusters > VPN Clusters: [ App -Impacted || > Sites: [AlSites v Last 12 Hrs |~
& certificate Profile
& SSL/TLS Service Profile 2019/11/20 01:39:35 to 2019/11/20 13:39:35
i scep

[ Log Ingestion Profile

[ Log settings i VPN Cluster i i Link Notifications

¥ L) Server Profiles Hub1 Cluster2 hub 3 @6 ) Warning © Warning © Warning 2 Q1

%SNTP Trap Hub1 Clustert hub 3 @5 O Warning © Warning O Warning 1 o1
B ?nj;‘g branch2 Cluster2 branch 6 @2 © Warning © Warning © Warning 4 o1
RHrTe Brancht Clustert branch 6 @6 ) Warning © Warning © Warning 249 @1%
% rRADIUS Hub1 autogen_hubs_cluster  hub 1 No Data O Warning © Warning © Warning 246 @246
i racarcs
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STEP 4| Sites (4 N BT, HEESFENTETERETSOF 77A4T7 04— )L &BRL, HEET
FET77VT5—232 eRETdIIOONTA—I U AERRLET,

Panorama
(a3 Device Groups
= Managed Collectors
(S collector Groups
@ (@ Certicate Management
& certicates
& centificate Profile
@ SSL/TLS Service Profile
(g scep
B3 Log Ingestion Profile
[BLog setings
v [ server profiles
B SNP Trap
B syslog
2 Email

(% Kerberos.
% SAML Identity Provider
(B scheduled Config Export
@ Software
@ pynamic Updates
& Plugins
v inaws
B setup
£gaMonitoring Definition
v A& saure
B setup
&g Monitoring Definition
v £ doud senvices
Rystatus
B configuration
v @ s0-wan
Devices
& VPN Clusters
S nonitoring
1=/ Reports
4 Licenses
€8 support
v @sDevice Deployment
@ Software

@ Clohalprotert Client
3

—— DEVICE GROUPS ————— TEMPLATES ———

Dashboard  ACC Monitor  Policies _ Objests & Commit = & [ Config ~ Q Search

Device Panorama

Network

terl > Branchl Last§ Hrs v

2018/11/20 04:32:05 to 2019/11/20 10:32:05

Profile: Branch - Devices: 1 - Links: 6 + Apps: 249

App Performance

249 items [l ]

Impacted Sessions / Total Sessions
16/ 157

Broadband-100M8

79341 KB

@ Impacted

lotusive-base branch-topdovin-modified

DSL-10MB
mail.com branch-topdovin-modified @ Impacted 4777 KB 114 Broadband-100M5
DSL-10MB.
mailu-base branch-topdovin-modified @ Impacted 392.03 KB /17 Broadband-100M5
DSL-10MB.
LTE-S0MB
mail.ru-moimir branch-topdovin-modifisd @ ok 57118 0/4 Broadband-100M8
DSL-10MB
mestup-base branch-topdovin-modifisd @ Impacted 106.72 KB 4/2 Broadband-100M8
DSL-10MB
megaproxy branch-topdovin-modifisd @ Impacted 11542 KB 2/14 Broadband-100M8 .

E POF/CSV << < | page 25 | > > Displayng 1-1001240

Link Performance

. T © ©

sdvian-branch LTE-50MB Fiber ethemet1/3 0103 0072990000056 0101 @2 @K © Warming Qo
sdwan-branch DSL-10MB ADSL/DSL cthemet1/4 ethemet1/4 No Data @ Warning © Warming @ok
sdvian-branch Broadband-100MB Ethemet ethernet1/1 ethemety/1 No Data @0k QoK Qo
sdwan-branch LTE-50MB Fiber ethemet1/3 ethemety/3 No Data QoK © Warming Qo
sdwan-branch Broadband-100M8 Ethemet ethemet1/1 0101 007299000005563 0101 @2 QoK QoK @0k
sdwian-branch DSL10MB ADSL/DSL ethemet1/+ 0104 007299000005565_ 0101 | @2 © Warning © Warming Qo

STEP 5| App Performance (77’ —>3a>ONT7#—X>A) o> a>Tcr7 70— azsa
2UYILT, AVEZ—FYNY—ERXFEREhD V0%, FFUT5—23>08>
TAVOICBITAFMENT 714y OB ERERRLET,

o AVE—XYKNY—ERLAKTOTTIT—232 RST74YVORARERETZICE. ATS7
ZHABLET,

o BAVER—ZY MY —EABHTEEENET—20Obyte (/N1 NEZRETDICE. FinRI >
TEWRELET,

o BRETNETTVT—2a2RZ74v 00 0% BEL, EBRULBEOEHNI N DS 5,
HEEZTENANOREEMBTSHICE, Links Used (BRE MU D) V232 #HAEBLE
3-0
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App: mail.com
Traffic Characteristics

VPN Cluster: Clusterl - Site: Branchl = Profile: branch - Devices: 1

Traffic
8k
) \_/’__
s
S
-]
Broadband- —— Ok
TOOMB: 45% ——  DsL-10MB: 55% 11/20 11/20 11/20 11/20 11/20
06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
—— DSL-10MB Broadband-100MB
Links Used
e 2 items )
Bytes Impacted /
Total Bytes
007299000005567 DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 branch-topdown- 4.59 KB / 26.08 KB
modified
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 brag%_h-éopdown- 0 Bytes / 21.06 KB
modirie

O} =

2019/11/20 04:32:05 - 2019/11/20 10:32:05

STEP 6| FTVT =230V VB BABDRREBIIEAILAXNIY VZHELET,
KRiRE. 7EEOALA A RNIY VOFHERLTVWERT,

1. Traffic Characteristics (NZ 7 4 ¥ 24514) 2 7 @ Links Used (fEFE h iz > 9) o> 3> T,
A—HZYRNUOBRIYYHILT, ATYVT 2 THEEEN-HBREAOFEMAT ) > 74 BLE,

Uy 8=, BEUNTY MEK) ERRL. EOANLAXNI Y SXBRTT 7 UTr—2 32Uy

VERELLELZHELET., o COFITR, 1 —HFRY M 1/1Z2RRLTHY, BRLUENTY
NOBIEAEBNICT 7V Tr—>320 7 BEROFHLEVMEZBBL TVWA ZEANBIETES -
O, ChH, P7VT5—2320ORS 74V IFREOIV DT IANFA—N—LVIEHTHS

tRBAFBRENTEET,
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App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl = Site: Branchl - Profile: branch = Link: ethernet1/1 2019/11/20 01:18:30 - 2019/11/20 13:18:30

Latency
400
>
[N
S v
g€ o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Latency Baseline - 300.00 ms.

Jitter

40

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20

11/20 11/20 11/20 11/20
11:00:00  12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00

Jitter Baseline — 40.00 ms.
Seven day average for
the health metric

Packet Loss

40
«
&
=}
=
FL
& 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
& 02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00 Traffic packet loss
Packet Loss Baseline - 5.00 %. exceeds the seven day
average

Close

2. Traffic Characteristics (N2 7 1 ¥ J4%) 27T, BOVU%BIRLT, U UVEBEERRESE
£9, COPITEH., 41— RXYN/MAHFRRENTVET, FT7V5—2320RS 714990
TIANA—=N—%, 1—HFXYNL4ATEEI OO Y Z—N7HEFEHLEVEZEBLTVWS
CENBRTEET, CcNHNRERET, P77V 5r—23a>0RNT714v 04—y N1/1IC7T
AINA=—N—TFTIUENH>=DITTT,

VPN VS AN EEZZITEDOE, MADUITAILNAXRND Y ONBBLEESD, 77V
=23 ORTT7AV IR TIANA—N—S%EBZIREBI IO B 2ELESTT,
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App: mail.com ®E
Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35
Latency
400
>
o
S v
28 o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00

Latency Baseline — 300.00 ms.

Jitter
80
-
)
EE o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00 05:00:00 06:00:00 07:00:00  08:00:00  09:00:00  10:00:00 11:00:00  12:00:00  13:00:00

Jitter Baseline - 40.00 ms.

Packet Loss

‘

Packet Loss
(%)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Packet Loss Baseline - 5.00 %.

]

BEHRLET,

Seven day average
for the health
metric

Jitter exceeds the
seven day average

STEP7| P7VT—232ORNZ 74V ONEEEZTI-BHEREL LR, UTORERFL TH

e Traffic Distribution Profile (k2 7 4 v U487 A7 7A4I)ANOV > IDEBMERFLET, 77U
=23 ORZT74VIO0TI=INF—N—"OUOZBMTZD_ET, F7UT5—>3a>on
RST74v 01— —TOARVIVAN, ANAFLILEV D OOEEEZZHRVLDIZT

BLENTERY,

e Path Quality Profile /NABETZ O 77 A4)) TAILALEWMEZBRELET. AJLALEVEN
BEBETCARERZIITIAN FA—N—IDRBELTVWREEEHYET, flxlE, 1I—F—T
DARVI VAN G EEZITDETICRAR18% O/NNT Y NEROREEHFRTDTF I Vr—>3>
FHBDHE, 10% DNTY RERXOLEZEWMENREShTVWDE, RENfNBVEETET VT —

2aAVHBIOV O TIANFA—N—EhET,

o AVR—XYNH—ERZTONAEZ—(SP) ICEVEDE., I—HV—AITEHHFEESZY ND—

DDEBERATHCENTEBNESHEUILET,
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D>V ONTA—RCAORNZTIN>21—FT4
vl

D2OONT7#—XABTOREORERL., 77V T7r—232 ¥y —EAZ2EAITIHEOI-—Y—I17
ARVIVACHEBEZEABRVEOICEFARTY, VPN ISARTOHEEZZT LU IONEBEREZER
IBE, SD-WANREZWRAREL T, P7UIT—2 30 —EAOFERAOBOI—H—TITIOARUT
AN, BUULIEALADD O OZEEZTRVELSICTREN TEERT,

STEP 1| PanoramaWeb £ X —J7 T A AANOOT 14>,

STEP 2 | Panorama . > SD-WAN . > Monitoring (EZ&')>7) £i&IRL . Impacted (FE%ZZ(T1)
VPN VT ARZERTRLET,

— DEVICE GROUPS ——————— TEMPLATES ———
#2 paloalto _ _ : DA
NETWORKS Dashboard ACC Monitor Policies Objects Network Device Panorama = Commitw & (@ Configw Q Search

aaaaaa

8 setup Py SDWAN

i tiigh Avalability AllVPN Clusters Last 24 Hrs <

T Config Audit
5 Managed WildFire Clusters 2020/02/18 11:21:41 to 2020/02/19 11:21:41

58 Managed WidFire Appliances
files

App Perlormance

o Impacted @ ok
VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 17 Branches: 4 17

Link Performance
B SSL/TLS Service Profi

ascep € Error @ warning @ ok
R Log Ingestion Profile
(& Log Settings
v () server rofiles
) sp Tap

B sysiog

2 email VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: O /5
QTP
3 rapIUS Hubs: 3 /6 Hubs: 3 /6 Hubs: 0 /6
@ Tacacs+
@ owe Branches: 2 /7 Branches: 1 /7 Branches: 4 /7

STEP 3| Site(H 4 K) ROYTHIUDBREXRNIUY VICETE VPN VAR ERY) A&k, HE %z
RUET, Sites(HA4 N 5IT, BEBEZWLENTETERTSF 774701 —)L%&ER
REBERGETTIT—23VERKBIRIVIONT A XV AERTLET,

0BT, BE24BETEEZZITE VPN VS AR ZET AllSites (£ 14 N) IFRRENTVE
S

—— DEVICE GROUPS ——————— TEMPLATES ———
Objects Network

& Commitv ¢& @ Configv Q Search

Panorama

Policies Device

Dashboard ACC Monitor

5 SNMP Trap
) syslog
3 Email
@ HTTe
(@ RADIUS
@ TAcacs+
@ Loap i VPN Cluster i Link Notifications
(@ Kerberos Hubl Cluster2
(@ SAML Identity Provider branch2 Cluster2
(B scheduled Config Export Branchl Cluster1 branch
@5 Software
@3 Dynamic Updates

sters > VPN Clusters: [Link Performance - Eor | w| > Sites: Al Sites [+ Last 24 Hrs v

2019/11/20 14:35:56 to 2019/11/21 14:35:56

Impacted Apps

© Warning 2 Warning © Warning
Q1 © Warning O Warning © Warning 248 Q212

o2 © Warning 2 Warning © Warning 1 Q1

Hub1 Clusterl hub
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STEP 4| Sites (4 N BT, HEESFENTETERETSOF 77A4T7 04— )L &BRL, HEET
FET77VT5—232 eRETdIIOONTA—I U AERRLET,

Panorama

[ SNMP Trap
) syslog
3 Email
R HTTP
(@ RADIUS
& TACACS+
& LoaP
(@ Kerberos
(@ SAML Identity Provider
[ scheduled Config Export
@5 Software
@3 Dynamic Updates.
& Plugins
v Wi AWS
B2 setup

£gaMonitoring Definition

£z Monitoring Definition
¥ £ Cloud Services
& status
8 Configuration
v @ SD-WAN
3 Devices
&% VPN Clusters
& Monitoring
1= Reports
€, Licenses
€2 support
¥ @ Device Deployment
@5 Software
& GlobalProtect Client
@ Dynamic Updates
# Plugins
€ Licenses
< »

| SD-WAN

Dashboard

App Performance

App

cox-webmail

daum-mail

filemail

hinet-webmail

mail.com

EL<PDF/CSV

Link Performance

sdwan-branch
sdwan-branch
sdwan-branch
sdwan-branch
sdwan-branch

sdwan-branch

All VPN Clusters > Cluster

> Branchl

Monitor

—— DEVICE GROUPS ————— TEMPLATES ——
Network

Policies

Profile: Branch - Devices: 1 - Links: 6 - Apps: 248

SD-WAN Policies
branch-topdown-modified

branch-topdown-modified

branch-topdown-modified

branch-topdown-modified

branch-topdown-modified

Link Type
LTE-50MB Fiber
DSL-10MB ADSL/DSL.
Broadband-100MB Ethernet
LTE-SOMB Fiber
Broadband-100MB Ethernet
DSL-10MB ADSL/DSL.

Objects

@ Impacted

@ Impacted

@ Impacted

@ Impacted

O ok

ethemet1/3
ethernet1/4
ethernet1/1
ethernet1/3
ethernet1/1
ethernet1/4

Device Panorama

30.84 KB

90.58 KB

145.11 KB

193.6 kB

66.76 KB

0103 007299000005568.0...
ethemet1/4
ethemet1/1
ethemet1/3
t_0101_007299000005568_0.
1_0104_007299000005568_0...

No Data
No Data
No Data
No Data
Q!

No Data

2/33

9/68

2/40

0ok
© Warning
QoK
QoK
QoK
© Warning

LY mail 10/248 (<]

Impacted Sessions / Total Sessions

& Commitv ¢& @ Configv Q Search

Last 24 Hrs -

2019/11/20 15:09:12 to 2019/11/21 15:09:12

) Warning
© Warning
© Warning
© Warning
© Warning
© Warning

Broadband-100MB -
DSL-10MB.

Broadband-100MB

DSL-10MB.

Broadband-100MB

DSL-10MB.

Broadband-100MB.

DSL-10MB

Broadband-100MB. -

y

Link Notifications

©) Warning
Q0K

© Warning
© Warning
© Warning

Q0K

ELsPDH/CSV

STEP 5| App Performance (7 7’V —23a>ONT7 #—X>2A) o2 a>rTcF77Ur—>3az%s
Y ILT, AVE—FYNY—EARFERAEhZ V0%, 77)5—23a>n0r>

TAVIICBIFMENT 71y VBMBERERRLET,

o AVE—XYKNY—ERLKTOTTIT—232 RST74YVORREEETZICE. ATS7

ZHALET,

o BAVER—ZY MY —EABHTEEENET—20Obyte (/N1 NBEZRETDICE. FnRI >
TEWAELET,
o BRENETTVT—2a2KZ74v 00 0%BEL, ERULBEOEHNINDS 5,
HEEZITLENANOBEEMRTSHIZE., Links Used (BERE MU D) V23> #HABLE

ED
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App: hinet-webmail

O) =

Traffic Characteristics

VPN Cluster: Clusterl - Site: Branchl - Profile: branch - Devices: 1 2019/11/20 15:09:12 - 2019/11/21 15:09:12

10k
w
2
s
)
— Broadband- Ok
DSL-10MB: 52% — 100MB: 48% 11/20 11/20 11/21 11/21 1/21
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00
— Broadband-100MB DSL-10MB

Links Used

- Bytes Impacted /
Lnkie Total Bytes
007299000005567 DSL-10MB ADSL/DSL ethemet1/4 ethemet1/4 brggltf:he-éopdown- 16.91 KB / 100.27 KB
modifi
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 brag%h—éopdown— 0 Bytes / 92.66 KB
modifie

STEP 6| TTVT—=230 NIV U BBABDRREBIIEALAXNIY VZRHELET,
R, NAmBEZ7O77AINOER OBICREITZLEWMEZRLTVET,

1. Traffic Characteristics (T 7 4 ¥ 2451%) 2 7 @ Links Used (ffEE h iU > U)o 3> T,
A—HZXY KNI ORIIYILT, ATYT 2 THRESN-HEOFMEE) > V454 (BIE,
DYBR—, BLONT Y MER)ERTL, EOALNARXRNUY OFRRATT 75— pn
VORBELENZRELET, cOfITR, 1 —HRYM1/12XRRLTHY., BERLENTY
NOEIGAENICTIVTr—2a> >0 NAREZ7O7 74 TRHRELELE VMEZEBBLTWS
CENERTEDLS, ', FTVT5—23 2 0ORNRS T4V INFREQOVOICTIANF—
N—UEBHRATHI I E/EREATDENTEET,

SD-WAN EEBEHA R | EZR&UIBLOLAR—K 81

© 2019 Palo Alto Networks, Inc.



App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl = Site: Branchl - Profile: branch = Link: ethernet1/1 2019/11/20 01:18:30 - 2019/11/20 13:18:30

Latency
400
>
[N
S v
g€ o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Latency Baseline - 300.00 ms.

Jitter

40

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00

Jitter Baseline — 40.00 ms.

Seven day average for

Pl lass the health metric
40
"
n
=}
=
& 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
& 02:00:00  03:00:00  04:00:00  05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00  12:00:00  13:00:00 Traffic packet loss
Packet Loss Baseline - 5.00 %, exceeds the seven day
average

Close

2. Traffic Characteristics (RZ 7 14 Vv V4) 27T, BV U &BIRLT, VD IOBMEERRSE
£F9, COBITR, 1 —HRYM/MANFRRENTVET, PT7UT—3200ORT 74990
TIANA—N—B, A—HZXYN14ATRT7TVT—23 20y Z2—NRELELEVEEZR
BLTWBZENBRETEET, chHNREET, PFUVT—23 0N 74Yv 04—y N
117 TANFA—N—TFBRENH2EHDFTT,

VPN O ABN B EZT O, MADUITAILNAAXRNIY INFBBLIEZS, 77V
T=232ORZ 74V I CRTIANFA—N—REBZRLEBVINBA212H5TT,
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App: mail.com ®E
Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35
Latency
400
>
o
S v
28 o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00

Latency Baseline — 300.00 ms.

Jitter
80
-
)
EE o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00 05:00:00 06:00:00 07:00:00  08:00:00  09:00:00  10:00:00 11:00:00  12:00:00  13:00:00

Jitter Baseline - 40.00 ms.

Packet Loss

‘

Packet Loss
(%)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00 03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Packet Loss Baseline - 5.00 %.

]

BEHRLET,

Seven day average
for the health
metric

Jitter exceeds the
seven day average

STEP7| P7VT—232ORNZ 74V ONEEEZTI-BHEREL LR, UTORERFL TH

e Traffic Distribution Profile (k2 7 4 v U487 A7 7A4I)ANOV > IDEBMERFLET, 77U
=23 ORZT74VIO0TI=INF—N—"OUOZBMTZD_ET, F7UT5—>3a>on
RST74v 01— —TOARVIVAN, ANAFLILEV D OOEEEZZHRVLDIZT

BLENTERY,

e Path Quality Profile /NABETZ O 77 A4)) TAILALEWMEZBRELET. AJLALEVEN
BEBETCARERZIITIAN FA—N—IDRBELTVWREEEHYET, flxlE, 1I—F—T
DARVI VAN G EEZITDETICRAR18% O/NNT Y NEROREEHFRTDTF I Vr—>3>
FHBDHE, 10% DNTY RERXOLEZEWMENREShTVWDE, RENfNBVEETET VT —

2aAVHBIOV O TIANFA—N—EhET,

o AVR—XYNH—ERZTONAEZ—(SP) ICEVEDE., I—HV—AITEHHFEESZY ND—

DDEBERATHCENTEBNESHEUILET,
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SD-WAN L7 R— N D&%

NARBETOEENREREVLENOTFT VS —23 F GV V05 MERRT S SD-WAN LR—
NEBESKOERLET, PTUT—Sav @S 9L R NCERE W3 BB, Thick
WEEEZHRZTF—ROEBRICEDVTVET, P7Ur—>a>FLRV2 0. $EEZT32T—4R
AZWVEICLAR—RNCRRENET, SD-WAN LAR—NEMBEBIZISUTEREN, AT 1—)LERIE
TEFEHA, SD-WANLAR—KEFEALT, P7VI5—23 F RV OOERBAINL—TY N&HE
B, F7)5—=23> F G 008EN I ——ICAVNIRNEEZBVWESICLET, Hlx
., ISPA—EBOAIL—TYRNZDUITRIALTVWBEE, TN YO Link Performance () > 9
NTA#—XA)LR—RNZERL T, RASTNEFHENABTFENATVWDEEERTDENTEE
j-o

Panorama™ BB H—/\HN Sk, SDWANRB I PA T 04— 2BBITD TS )r—>a> &Ek@FE U
IDLAR—RNOKERABETT, BLDT7ATIF—=ILTREEIhETTIVTr—>3a> 0 LGV 90
LAR—KNZERTZICE. 7747 0F—)LTcO—HAI LAR—REERKLET,

STEP 1| PanoramaWeb 4/ > &2 —7 T —RIZOJ4 > L %7,

STEP 2| Panorama ., >SD-WAN . > Reports(L7/R—K) &iBIRL, FHHELAR—bD Z Add E) L &
ER

STEP3|SD-WAN LIR—RDONFX—Z2EZZELET,
1. Name ( B8l ) 71— )LRICDHA YR TVLR—RNBEEANDLET,
2. Report Type(L R—KZ A 7)&BIRLE T,

o F7VT—=23 U ANANT A=V ADKDFMLR—NZEERT SIZIE. App Performance
(F7U5—2a3a> NT7—<XA) Z2BIRLET,
o UIOANINANT =R ADOKDEMLAR—NEERKT SIIE. Link Performance (J > /N
73— 2VA)ZBRLET,
3. LR—NZEERTEDHRD VPN Cluster (VFAR) ZBIRLET, F7FIBNTR, all(TXT)H
BIRENATVET,
4, LIR—RZERTEDRRDO VPN I ARXAD Site (H4 RN) ZIBIRLET, F7FIINBNTE, all(7
NT)FBIRENATVWET,

AM(TRTV)DIVTAREBIRLEBZE, COT7A4—I)LREIL—RRENTHEY, T4 MNEEIRT
EFEEA,

5. ( NHE)LAR—FEERTEDHRD
Application (77U —2a>) #BRLET,

Al(TRT)DITARBREY A NEBIRLEBE, COT71—I)LREITL—RRENTEY,
BenT7)Tr—>a v FBRTEELA

6. ( DIFE) LR—NEERT S Link Tag (V> I &
) EBRLET, U IRTEBRUEBR. 95AREERYANORITIIL—Tbehi=d
RXTOVIDLR—RMFERENET, T7FIILRTRE, all(TXT)FMBIRENTVET,

7. ( NDB/BEDHK) LR—NEERT S Link Type (U V241
TV EBRLET, U IRATEBRUEEBE, V5AZETERYA RNDEEENEZATDOU Y
IOLR—RFERENET, F72ILRTRE, all(TRT)MHEREhTVET,

8. TopN(LBN) 77U Tr—23a> & U IEBIRULET, COREICKY, ALADBETHRE
LTWBRTTUT—2a> & kU IOLR—NIEDBBARELET. T74IILRTR, L
AR—RNIZEALNAODEBETARELTWVWARENS DOT T )5—23> F BV IOFEENET,

9. LR—KNZ4KT S Time Period (Hif8) 23 8ELET. T7#IKNTIE, None(xL)NBIRENhT
BY, FTIUT—23 2 FERIVVIDALA AT —2ANOLBRICHLTIITUANETENE
9,
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STEP4|RunNow (ST <ET)Z I VY I LTLR—KREZEERLET,

Name | cluster-1_app-performance
Report Type (®) App Performance () Link Performance
Cluster all e
Site all e
Application al| v
TopN 5 v
Time Period | last-30-calendar-days hd

(Er] ] -

STEPS [ EFE L R— RN ERTE BT, Export AML(XMLZIL U A R—K) LT, O—A)L FN
AACLAR—=RZXMLEXTIIAR—NLET., EFEIFE>/25, Close (AL B) 7
DYy OL&EY,

App Performance Report by application - top 5 apps across all clusters and all sites

Time period 2019-12-07 00:00:00 to 2020-01-06 00:00:00

Link Info
Cluster ‘v Site ;?tfsﬁq:t:l Isr;::g:‘esdg:m:;p Link Type %—:y\tg'{easdp::rljnk
VPN3 VTB3-Branch ike 0 12.50MB/52.80MB  1/9 SD_WAN_Branch ~ DSL ADSL/DSL 0/140.51KB
SD_WAN_Branch ~ Broad Check Fiber 12.50MB/25...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/27.65MB
tftp 1 74.90KB/3.08GB 1/9144 SD_WAN_Branch  DSL ADSL/DSL 0/52.44MB
SD_WAN_Branch  Broad Check Fiber 74.90KB/3.0...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/3.78MB
VPN4 VTB4-Branch1 hulu-base 7 138.86KB/228.4... 6/5288 SD_WAN_Branch = DSL ADSL/DSL 0/3.75MB
SD_WAN_Branch = Broad Check Fiber 138.86KB/2...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/1.84MB
web-browsing 2 1.55MB/4.84GB 1/22298 SD_WAN_Branch = DSL ADSL/DSL 0/7.48MB
SD_WAN_Branch = Broad Check Fiber 1.55MB/4.8...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/13.68MB
VTB4-Branch2 http-video 26 542.85KB/7.90GB = 1/24663 SD_WAN_Branch = DSL ADSL/DSL 0/62.62MB
SD_WAN_Branch = Broad Check Fiber 542.85KB/7....
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/46.59MB

STEP6 | BRELELR—RNZREFETBICIE, Reports (LAR—RN)DRY ZFY TEET, OKEI Y
JLET,

STEP 7| Commit(J =¥ K). > Committo Panorama(Panorama ANDI13 Y N) Z#ETL, EERNE%
Commit (XY N)LET,
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NSNS aA—FT142T

Panorama™ Bt —/\®command line interface (AN R 4> 42X —7 T —X-CLI)
ZFERAL T, SD-WANEHRZRTRL., BEEZETLET,

> SD-WAN ZRAYT®O CLI OX> ROEA
> SD-WAN 7S94 DF A4 A=)

87



SD-WAN XA TOCLI OX > ROFEH

ATFOCLUORY REFEAL T, SD-WANBHROKRRB LVEE, SD-WAN JO—-NIL horE2—%%
RLUET. VPN R XILIER. BGP B, SD-WAN A V2 —TJ I —ABRERRIDEETEET,

KITLEVARR FAIAINUR

SD-WAN 58O R RE I HEE

o SD-WANAEZ—TI—ADONABEKRTID,
AT—RA. A—HILBLOCETIP 7 RL A, > show sdwan connection all | <sdwan-
KRZILAER—TI—ABEFTZRRLET, interface>

o RESD-WAN AR —TI—ADERYFRILX
UN—IIoEEnEEYS I OB LVES%EEK | > show sdwan session distribution
R~LUET, policy-name <sdwan-policy-name>

e BEULRESD-WAN A R—TI—RAILKT
TAYIBZEETD SD-WAN RUS— )L—)L > show sdwan rule vif sdwan.x
B, NZT74YO0BEE. REE NIEE,
DvR—, NTY NBEROLZEWE, IL—-IIT
BRlENIZ) ORI, XON— KRRV A2
R—TI—AZRRLET,

o NABRPXNAREREZ®D SD-WAN /X~
ERRLET, > show sdwan event

e SD-WAN /R hZHELET,

> clear sdwan event

o {FA8 SD-WAN A > 8 —7 T —ADELE, oV
R—, BRUENTY NBEXKZERTLET (1 > show sdwan path-monitor stats vif
8—7I—-AEBBFEEREHERELET). <sdwan.x>

BE, D2vE— SRTNTY NEXRORED
K h, SEREOHMBICOLY FHLEhE > show sdwan path-monitor stats vif
To BHBICREALAN=—IVARRENTE <sdwan-interface-name>

W, (LEWMEZBBYT D) AILANFA—REY
BEENBEEHLET, UTIILEALBECH
A UTLEALOERRUENRBENETT,
CTR, UV7ILEALBEOEHNLEVMEZRE
ICBALERONZX—RENRTENEKT,

o EHEEShIEEYSIVHNEHTSH SD-WAN K
S=)IL—IB., EEABLTBEONZIL A > show sdwan session path-select
VBR—=T7I—RA, L=IICEREEShEEE, 2V session-id <session-id>
22—, NTY NBEBRDEIE, BIFRZT71v 7Y
DRHTENRFENET,
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E2ITLEVAR

FAIAINVUR

o RAESD-WANUIODEZRYY T—R(TY
LY 7 EEFERH) BROCEFERARRE
h&Ed,

> show sdwan path-monitor parameter
path-name <sdwan-path-name>

o RESD-WANAVZ—TI—ANDE_ZRIY
F—R(TILYSTERRZERH). EHAERE.
BRETO-THIANRRENZET,

> show sdwan path-monitor parameter vif
<sdwan.x>

SD-WAN D RSN a—F4 2RO O-NIL AT 2—DOERR

o J7SUFHIT, #EEETNDSD-WAN JO—TE
RKINTY NBNFSETND7O0-TKBENTY K
N EBHTHD I EERLET,

TS5OF T774T702—)TRE, BEAED SD-
WAN R RUFA ZT—REBVET, OF
V. MR TR SD-WAN NAEZ&Z— 70—
THBEMLERTVET,

> show counter global filter delta yes

flow sdwan prob req tx

flow sdwan prob reply rx

o N7HIT, SEL = SD-WAN 7O—7ER/N
TYREN, RMELETO-TBENTY NE
EHTHB I LET,

NT T7A4TI4=)Tl, FEAEDSD-
WAN R RIA L AR R ERY)ET, OF
V), RZILTIESD-WAN NRAEZ&— 70—
THERNEBR>TVET,

> show counter global filter delta yes

flow sdwan prob req rx

flow sdwan prob reply tx

VPN k2 ZILIEBRO R

o J7ATIA—INTHERENLEZINTOR R
ZRRLET,

> show vpn flow

o BHITRHBIENDMEZDNRIOFMERRL
£

> show vpn flow name <name>

o IDTHAENBELONFLOFMERRL
7,

> show vpn flow tunnel-id <tunnel-id>

o ERVEILDAEZ—FY MF—H# (IKE)
TJTI—-RX1BLRCTI—X20FMERRLE
9,

> show vpn ike-sa

o BEDY—KJIA®DIKEV2 security
associations(E¥1 V5«1 7Y I—>3>
(SA) )B &K T IKEV2 IPSec DFSA Z#R L E T,

> show vpn ike-sa gateway <gateway>

RRINOFMBERTLET,

> show vpn tunnel
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KITLEVARR FAIAINVUR

BGP 5D KRR

e Virtual Router ({R#8)L—%— - VR)® BGP i E %
KXRLET, > show routing protocol bgp summary
virtual-router <virtual-router>

e BGPETHEZRRLET,
> show routing protocol bgp peer
peer-name <peer-name> virtual-router
<virtual-router>

e [—71)LRouting Information Base (JL—7 14 > %'
BEHARX—A-RB) DEEXRRLET, > show routing protocol bgp loc-rib

RIB & FIB B ® SD-WAN 4 > 2 —7 T —ABEHWO X

o #/=Z SD-WAN HOA > R—T7 I —AZRRL

£9, > show routing route

e forwarding information base ( EAITE AR — A -
FIB)TSD-WAN A 22 —7 I —AZRRL & > show routing fib
£
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0 = ¥ ~ -7 > ~
SD-WAN 750 A>2OF A2 ARN=I
Panorama BB Y% —/\A S SD-WAN 759 A& T AV AN =IT5ICIFE. SD-WAN 7'ST4>DF
JAVARN=I)ETTTBHIIC, Panorama A S SD-WAN 7S A DREXEHIBRTEIHEN HV)ET,
STEP 1| PanoramaWeb 4/ > Z—7 I —RICOJ A4 L&Y,
STEP 2| ( )SD-WAN N7 B RV TZFOBTBGP 2E1TT 5
CENTERDEF21VT A4 RU— )= ZINXNTHIBRLET,
1. Panorama., > SD-WAN, > Devices(7°/\1 X). > BGP Policy (BGP7R)>—) &BIRL T, &

F21UF4 R — )L—)L% Remove (HIBR)L £7 .
2.0KkEVUYOLT, RENDEEZRELET,

STEP 3| Panorama ., > Plugins ("2 4 >/) &i&IRL . SD-WAN 0 Remove Config (5% 7E O HER) % 1%
RUZET,

STEP 4| Commit (DX Y M) ZBIRL, NF—T R 774703 —)LANDRENDEE % Commit and
Push(OXY RLT7Y221)LET,

STEP 5| SD-WAN 7°S5%4 4 > % Uninstall (7 >4 > AR—=I)L) LE T,
SD-WAN 7’594 DT A VAR =)L Of{TERbS N5, OKEIVDUYILET,
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