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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/getting-started
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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https://docs.paloaltonetworks.com/cloud-management
https://apps.paloaltonetworks.com/hub
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https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/device-health.html
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/device-health.html
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https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/web-security
https://docs.paloaltonetworks.com/network-security/security-policy/administration/web-security
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/address-groups
https://docs.paloaltonetworks.com/network-security/security-policy/administration/objects/dynamic-user-groups
https://docs.paloaltonetworks.com/cloud-management/administration/manage-configuration-ngfw-and-prisma-access/identity-services/identity-redistribution
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/manage-configuration-ngfw-and-prisma-access/manage-operations
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https://docs.paloaltonetworks.com/cloud-management/administration/manage-configuration-ngfw-and-prisma-access/identity-services/cloud-identity-engine
https://docs.paloaltonetworks.com/network-security/security-policy/objects/addresses
https://docs.paloaltonetworks.com/network-security/security-policy/objects/addresses
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https://docs.paloaltonetworks.com/network-security/security-policy/objects/addresses
https://docs.paloaltonetworks.com/network-security/security-policy/objects/addresses
https://docs.paloaltonetworks.com/cloud-management/administration/manage-configuration-ngfw-and-prisma-access/identity-services/identity-redistribution
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Y& aVTFraFov 2Ty T ¢ T HEN

ECTCHTEEIM? A DAE T H?
e Software NGFW CreditsiC X > TESMt |0 Fizik
NEDEELS

TITOA A DYF 2T EKHIF oy VB ARZIA AL T, ROKEERFH LT, BhE#T
BHREFEIHZ R KIRICHD T T,
o YFXaT4Fvy
AlOps for NGFW WEEZ i 5 72 DI T ARNA N ST 774 AF v 7DVU X b,
7T 7 A 77 %+ — )L & Panorama®dt K % Palo Alto Networks DXZA N S 757 4 AF- w7 &
L. TNA ADF 2 ) 7 o BBEARFHME L., vF a2V 7 s BEZERLET, REXT
Mg 272DIEHTEZRANT TSI T 4 AF 2y 70O A MR TEE T,
CCTE. ko ehTExXT,
1. BHICERLEELRF v IV EFFET S, FovVOBRRKELNINVERELET,
2. F v —RENICEMNCLUE T,
F v 7 RENCT B5E0E. EIOX XICT S ZfEE U, #hicd 22 EHAd
BAAXAY N ZRITENTEET,
B F v I UL EDL ARV AERELET,
o V—tu—)loOxvw¥ry
HARIA R ENTHERFEZIET 5I1CiE. NGFW QY —rEn—)Uicey 7L E T,
e N—)LetFaVTsY—EADIVYEVT
ITXRTDONGFW OV = a— VDO T 7 0w ZicphBiigtdF a5 oS —EC A EEHL
9,
Panorama CloudConnector 75 7' 4 &, FfEDRA KN TS0 T 4 AF v ZICHE/K LIRNT
Sy hETAYITET LT, R CRWERICHLTTa 7 7T 4« TR EHE TS N T
x %9, AlOps for NGFW T3 v M RRBEEEF v 7 2igET % &. Panoramald HENWIC
ZOF vy ZICEKLENAY T4 Fal—raryoa3Iy haE7ay 7 LET, KRBLEN
ANTS T4 AF 2y VT 5T 57— b eZFWMBDEGFODTIE R, TI74 [
LT, WilDOMEREZ 8 Z B ARENSPRL X9,

STEP 1| IXRTCOFHESEMZilzLTW\WabZ &R L, T4 AV A—)LLET,
STEP2| RMHCOI Y 2TV I T ERA NS TF 4 AF 2w 7V RIGELET,
1. [Manage (&¥%)] > [Security Posture (23 2 U 7 ¢ {kifil)] > [Settings (F2/E)] 72N L £

2. Ay M ETJOYITEF v I ERDITET,
3. [Action on Fail (B D7 7 > 3 >)] Z[Fail Commit (23 v FREBONCHRELE T
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TF a2V T o Kz el

STEP3| FrxwZicgliawnary 7 sFal—yaryx2a3Iv bLUTHRRLE T,
1. PanoramalcuZ AL %9,
2. [Fail Commit (I3 FERBNCIEC LIERA NS0T 40 AF 2y ZITERK LET,

Security Policy Rule @

General | Source | Destination  Application | Service/URL Category | Actions | Target | Usage

3. [Commit (I = v )] > [Commit to Panorama (PanoramalC 2 < v )] > [Validate
Configuration (3% & DIEGE)] &38R L £ 97,
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WA N TS 7T 4 ADF 2w ZICER UG o Te e DICHERIC R L Ie T L 2T &

A7 THERENET,

Commit to Panorama

Daing a commit will ovel
10 Commit All Changed
COMMIT SCOPE

» shared-object

Details

Warnings

£ Preview Changes
|
|

Validate Status

Operation Validate
Status Completed

Result Failed

Plugin: aiops
name ; rube_security_ 001
location : shared
checkid : 3

checkMessage : Add meaningful description (o security policy rule

name ; rule_security 0012-1
location : shared
checkid : 3

(O]

ADMINS

checkMessage : Add meaningful description to security policy rule

Failed to initi. n Phase1 commit
Conhguration is invalid

EQOM )T TF = IR ET,

T OWTIE.

F x v 7 7Z[Fail Commit (2 X v FMENCRET % &, MEEE FHFED a3 v M

MEHLY 2 U7 A ORE ] 22U T T,
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ECTCHEHTEETHM? MDA T H?

e NGFW (Panorama’E ) o X7k

e (Panorama’s ) O PanoramaBE #7711+ X > k fIPanorama
. CloudConnector 75 7' 1

tF VT4 R —)Ib—)VOREHE, RRHIAHRYZ0ES T e < HBZESH RO 5N E
T, 1L, EF 2T RKY —D)—)bR—=ZIH UTITH BHE, BFICHESL, TI—
PREIA Ob—)IVOEEPFIEZHEL LI BEE) BREELBZVESICTE0EDNDH D X9,

Strata Cloud Manager®:RY > —7 S AP —Z2 T 5 &, ZHEREZFIET S & I e
)Y — A%t TE 9, Policy Analyzer (RV =7 F S5 A4 )&, FEDIL—)LESHL
T, BRI T ERHIBRO A REM 218 T 5 7213 Ta <, IV—IUR—AD ¥ ¥ RV, JIE
P, b, HHBE, e EDRFEEF v I LET,

R =T FITAY—ZMEHL T, ¥F2V) 70 RY I—)b—)bR—=AZBINE 3 mEt UE
ERS

o HLWIL—)VEBINT BRI © T LWIL—I)VEIBINT 208 NH 50 E ) iR LET,
R =7 F A4 —=F. A[EETHNIHOIL—)VEBINET IS, Bt Elz 9 7z DICBF
DYF a2V T 4R V=)= )VEEET BREDHEZHIELET,

o MHFDI—NAN—ZADEEL & il - X b2 R/NRICHIZ . HEZHRT 2701C, X
e b7 0w OEMEHELF2) TR —DI— I R—ADEXRE—HT S X,
W=V T TTF— N TELLEERTEET,

ZHEEZIAIY M AHEBOEFTEF 2 T 2R —)b— V0o LET,

o ZHHIRY V=M L HTLWIL—)VOEETHME L, BHEO)L—)VIT L TH LWIL—)L D
BEXZESH LT, TOENICRGEET 2 HEe#HETEET,

o ZHGRY —hr L EOBHRE EEICEBEI NV Y Ry, EMN. BXUZOfMmoR
WRKET B T, BHFEOIL—IVR—Z B ) —2 T v T TEET,

e Policy Analyzer (K1) > —7 F 5 A V=)= T ICiE. Panorama” 75 A 7
AlZCloudConnector 77 7' 4 » 1.1.0LIBENRETT, a2 RZfioTI DS
FTTA LV EMCT BRENH D ET,

> request plugins cloudconnector enable basic

e Policy Analyzer(:RV) > —7"FZ A ¥ —)i&. Panorama’z PAN-OS/N\—3 3
V102307 T T — T BRENRDH D ET,

Policy Analyzer (RV > —7"F A4 W —=)h ki 9 % FHH OFfE

Policy Analyzer (R =7+ 54 P =)L, ¥F 2V T 2R = )b—)VR—=ZARIKTRDZ A
TOREZMHLET,
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o V¥ R I —)bR—=ZAD N DOI)IV—)VEC NTT 4w 77 HN\—F %, v Lk
VWLb—)b,

tFxFaV) 70 RYT— )b—)UiE. Ib—)L R—ZAD ENilcH 3 I—)VhY, Rhilcdh 3 I—)b
M—HTBE T T v 77—, IV—ILDRDT 7> 3 YV THREENTVWBIEEIC
¥ RUMMEREND XS, IV—Ib « R=ANT LML Richh > CTaHMiiEnFzd, i
D)V—)IVEIBHFICHIFELTE, EF 2V T4 R —REEZEINE T A,

o NEM FHUFTI 7o v ZIc— L., R 72aVTREENTWBEBDIL—),

o UL I IV—IVR=ZAD T BH B IV—IVD, V=V RX—=ZAD LA BHZNV—)VDFT 1
7 =T BN, FOWTIIEWVIES, WV—IVRREZET 7 a > mETT 5, 2D0RY
—HAIDNERE W DGE. X2V T o RY —ICHELE T,

o FHRH : —HDIL—)LHMTDIL—ILD—FBDINr vy MT—ET B, FERE LU TCEKE T Y
g UHRAET BEEIC. BIOIL—)VEFBET ZI)L—)V, 2DOMRAIDNERE D DGE .
Fa)T0 RUI—ICHEBLET,

o MG 7Y aVIEFUT, 1207 MU a— TN EE D28, 1DDIL—)VICHKET
Z5)I—IVs WINHOIL—)IVDENEZZEH L., o)L —)ILEHIRT %2 & T, )IL—ILE1D
DIV—)VICR—ITEET,

ZHFTORY 2 —77H

ECTHEHTEEITN? A DAE TS H?

e NGFW (Panorama’g ) o 7=k

e (Panorama’s ) O PanoramaBE #7714 X > k fflPanorama
R CloudConnector /5 7’1

YF a7 4 R —)b—)VOZEFIH TR, i LOEKEEE NI TENE T,

o ILWA VTV MMEBES  iLntF 2T ¢ RY— )Ib—IVOEXNT TICEEFED
V=V TCHIN=ENTWVENEI I EF v I LET,

BHART B il -

1. [Manage (‘& #)] > [Security Posture (2 2 1 7 ¢ {&#l)] > [Policy Analyzer (R > —7"F 5 A
% —)] > [Pre-change Policy Analysis (Z#H DR > —NNEICEH L X,
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2. [Policy Analyzer (RY =7 F I A PNX—I D LT, 9 20680H 5 R 2 —HiH
ZRAUEIN IRRA VAR A #E R L £,

Policy Analyzer panorama-e2e

Pre-Change Policy Analysis Post-Change Policy Analysis

Security Policy Pre-Change Analysis

Start a Security Policy Analysis

. bF VTR —MEHBLET,
LW ZBIG S 5123, ROFIEEFITLET,
STEP 1| [Analysis Name (fi##r%1)] & TAnalysis Description (fi#tfr OFIHH)) 2 AJ1L 9,

eral Information

stion to make it easier to locate the report later

cify Existing Security Policy
nalysis

SELECT SECURITY POLICY SELECTION SUMMARY

Search Panorama Instance:

Security policy layer:

Security Policy Security Policies for Analysis

Shared

NGFW-Legacy-FWs >

Container-FWs >

Panorama” 7’54 7 YV A TlE. T3 AT )N —T ISR >TVWET, EKTE 5T
INAZRTIW—TIZZ4DDLN)UAH 0 | BEE DR FMLOTINA X7 )—TIINGFWZE] D
WMTET, FNLNIVTIER LTZRY —id. FDOTFNIDTXRTDTINA AT )b—TIHkE&
ENnET,

NGFWAEZE D YT ENTHEKI0EDTINA X TI)—T1IC U Tt EITTEEd, C
XD, EHEED L TENIENGFWD Yy M w2 ENETXTORY —HAZ5
WTcEEI,

STEP2| 9 3BEDEFa VTR —tw FEERLET,

IS IR KRI0EDTINA AT N—T 7 EIRTEE T,
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STEP 3| 1L LD 2 A TR LT, i Z A T=2igEELE T,
o HLWA VTV MR ESHT
IAHHICHLWESF 2 T o)=L T R EREMLET,

Submit Analysis Request

HlLwbF a7 o)b—)UCET 2 1EHmZiEE LE 9, AlOps for NGFWIZ., EHFEDIL—ILH
FOEXZHHN—=LTWAENE I ZHERTEET,

Basic Info

New Security Rule Name

De

Addresses (Any Address)

YFa VTR —HAlOayiR—3x2 FOEZATILET, o F VT ¢ HANC R
357 4—)VREDT 7 4+)U Milk [{EE] TI,

REZIELE T,
HLntEF 25 2 )—)VOEROBEZERLET,
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IntentDemo

Define the parameters of your new g v. The Analysis Repo if any existing policies alre ver the intent

+ Add New Security Rule Intent

SUMMARY OF NEW SPECIFIED SECURITY RULE INTENT (1)
Security Rule

v DemoRulel

Description: Applications:

Source Zones: Service Entities:

Source Addresses: URLs:

Source Users: Action:

Destination Zones:

Destination Addresses:

Submit Analysis Request

HlontF 27 0 )b—)UFI0HE TIERTEE T, £z, —Ilzat—LUTHET S
EETEZXT,

STEP 4| [Submit Analysis Request or Save As Draft (7;#7V 7 T A FEEFZIE RS 7 b & LTHE
FENEEIRL T, BTILV—IVEHRELET,

[Policy Analyzer (RV > —7 F 5 A ' —)|"X—D[Analysis Requests (77H7 V) 7 T A F)THHT
DAT—RAEFRLET,

Policy Analyzer panora

Pre-Change Policy Analysis  Post-Change Policy Analysis

Analysis Requests (17)

Q

Analysis Name Description Analysis Type Submission Time Operator Status. End Time

IntentDemo Intent Satisfaction Oct 10,202206:50 AM (e AT 0Oct10,202:
Intent Satisfaction Oct 06,2022 06:25 PM Completed Oct 06,202
Intent Satisfaction Oct 03,2022 04:10 PM Completed Oct 03,2027
Intent Satisfaction 0ct01,202201:27 AM Partially Completed 0ct 01,202
Intent Satisfaction Draft Oct 10, 2027
Intent Satisfaction Sep 28,2022.07:44PM Partially Completed Sep 28,202%
Intent Satisfaction Sep 28,2022 07:39 PM Partially Completed Sep 28, 2022

Intent Satisfaction Sep 28,2022 06:26 PM Partially Completed Sep 28,202

Intent Satisfaction Sep 28,2022 04:45PM Partially Completed Sep 28,2022

Intent Satisfaction Sep 28,2022 05:42 AM Partially Completed Sep 28,2022

10 Rows Page s of2

AT =R AMNFEITHTHZI—)EdFy V)V TEET, Ty U IVFEARERRENET,
TR L, LR — s 2&RLET,
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ECTCHEHTEEITM? MDA RE T H?

e NGFW (Panorama’E ) o X7z

e (Panorama ) O Panorama®B 7 711 X > s HPanorama
. CloudConnector 75 7 1 >

AT —=BZAWTE T LTIt LAR— b 289 % &, RY = HOMRNERENET T, TS
ReTRTEET,

A VT Y M e EORER

[Analysis Requests (73471 7 ZA MDD FICH 208V A RS, WiesV w7358, 96
FERDERENE T, TNEOFRIIRDELD TI,

1. FNA RN —=T I MBS %850 7% S8 O,

2. TNARTIN—=T DI Y 7T B L, BEKEEEINTOMENE RENET,

e [Intent Fully Met (EXKIZ 522’z 9)] @ BF 2V 7 HAIBNTINA A T )V—TORHE
DRAIOWIT NN EEH L TVET,

e [Intent Partially Met (EX7Z 7 NCi729)] - F 2V 7 HAID, TINA A T )b—
THDOEHEDHAID 1D DE K Z I 7z LT3,

¢ [Intent not met (EX &7z L TWiEW)] : F 2V F o HHANX., T35 X ZIV—T1C3F
TELEWEEOBRAITYT, TOIV—)VETINA AT )N —I1BINTEE T,

Intent Satisfaction Results  Security Policy Anomaly Results

Intent Satisfaction Analysis Results

ANALYSIS RESULTS SUMMARY

Security Policy 1l

2 Security Policy Analysis found in DG1_1
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. HLntF VT I)—VOEKICEET 2 iR Z2ZR LK,

> new-demo-intent-5

alysis Reports

Intent Satisfaction Results  Security Policy Anomaly Results
DG11
2Security Policy Analysis found in DG1_1
1 Intent Fully Met
1 Intent Partially Met

0 Intent Not Met

DG1_1
Analysis Summary

IntentType X Y Add Filter

Security Rule Intent Result
There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

A\ There are existing rules that partially meet your new rule intent but there are higher order rules that fully contradict it

2 Results 10 Rows ™ Page 1 v ofl

Please select a rule from the table above to view the details.

COHITIE. 2DDN—IVH D FT, wmHIDIL—ILOEXIIEFEDIL—)U & 52—
L. 2BHDOI—I)VOEKIIEHZED IL—)L LN — L £ 9,

4. Lt F a7 )b—IVOaHl R R L, BXIGEOR R 2R L E I,

1 i ul There are existing rules that fully meet your new rule intent, (and no higher order rules that contradict it)

2 - A\ There are existing rules that partially meet your new rule intent but there are higher order rules that fully contradict it

2 Results 10Rows v  Page 1 of1
1. intentrule 1 There are existing rules that fully meet your new ruleintent, (and no higher order rules that contradictit) | A

SPECIFIED NEW SECURITY RULE

Search Action X YA

Rule Name Action Source Zone Source Address Source User Destination Zone Destination Address URL Category Application

Intent Rule 1 Allow Trusted Ipv6, Address, 169.254....  Any Any 169.25/ Any Application-Group1

INTENT SATISFACTION RESULTS

Q h Y Add Filter

Rule Name Satisfaction Status Policy Layer Source Zone Source Address Source User Destination Zone Destination /

Shared Rule 1 Meets New Security Rule Intent Shared Any Any Any 1 Any

1 Results

Suggested Next Steps ~

Note: Changes te security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

ZOHITIE. FTLWIL—ILAL T2 BIb—IL1DTXRTOEEMN. BfFDO )L — LG )L —
WD e —H L Ed, FrLWIL—ILOEXKIIE., BFEOIL—IVOEXK 7RI —BLET,
Lo T, TOHLWIL—)VEFREIENT 3240813 H D £ A,
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ECTCHEHTEEITM? MDA RE T H?

e NGFW (Panorama’E ) o X7z

e (Panorama ) O Panorama®B 7 711 X > s HPanorama
. CloudConnector 75 7 1 >

Panorama b CHipk 2 I3 v b9 5% &, 7551 2738 U CStrata Cloud Manageric 0# T & % &
172D £9, Policy Analyzerld, TOREZY Y Fv, J7IEMN., ZOMOEREITOVTHNL
F9, TOFRIE. [Manage ()] > [Security Posture (Z 3 = V 7 ¢ {&ifil)] > [Policy Analyzer
(RY 2 —7F 519 —)] > [Post-change Policy Analysis (ZHEHDRY > — M) TR TE F
T

RDNGEHRERRTEET,

L IRTORY ¥— v b (NGFWDEZEHID HTENTETNTDTINA R T)—T) b
12O ZZR LT, BEMEZCIEEEORMECH IV TREEZZRTE
9, TOLR-FOfEIE, TRTOTNA AT IV=TTROD > BB DORERZRL X
To Fr—FNOME, TEITELLATORMERLET,

Policy Analyzer panorama-e2e

Pre-Change Policy Analysis Post-Change Policy Analysis

Policy Analysis Summary

Sep 30,2022 09:51 PM

0 Shadows olicy St
2 8 7 N nal ] Sep 30,202209:51 PM
C

TOTAL i
ANOMALIES Comp Sep 30,202210:21PM
FOUND

30 minutes 20 seconds.

2. LR 2B DRALAR T
o WIFOLFa VTR I—XF T gy M-HEH T v MMEICPanorama THE{THI &
LTRY—U N EDRALAR YT,
o HHBARA E NI
o [REfITMT L T U TR
o DHIMTE T % E TIThh o Fz R
3 FaVT AR V—DAT—RALER) V—DEEBELRLET,
4. FRLUTzbF 2V 70 R U —DEFEOWNREZLRLET,
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Policy Analyzer ama

Pre-Change Policy Analysis Post-Change Policy Analysis
Policy Analysis

Status Security Policy 11 Anomaly Count 1 Anomalies in BND LAN

115 Security Policy Anomalies found in BND LAN
0 Shadows.

© 1 Redundancies

A\ 0 Generalizations
107 Correlations

7 Consolidations

omaly Details in BND LAN

Security Policy Rule Security Policy Anomaly
© Redundancy: Allow security rule is covered by a higher order allo urity rule
Correlation: Block security rule iscorrelated with higher order allow security rule
Correlation: Block security rule is correlated with higher order allow security rule

Correlation: Block security rule is correlated with higher order allow security rule

Policy Analyzer

Pre-Change Policy Analysis  Post-Change Policy Analysis

9 Correlation: Block security rule is correlated with higher order allow security rule

10 Correlation: Block security rule is correlated with higher order allow security rule

115 Results

~

Q search

Rule Type Rule Name Source Zone Source Address Source User Destination Zone Destination Address
Covering Rule BND BND-Lan, Untrust Any Untrust 10

Covered Rule BND Users BND-Lan Untrust 10.

Suggested Next Steps ~

Option 1: If you wanted traffic matching covered rule to be allowed with same security inspection as covering rule then the covered rule is redundant. Consider following changes:
- Remove the covered rule to reduce policy sprawl

Option 2: If you wanted traffic matching covered rule to have a different security inspection versus traffic matching the covering rule then consider following changes:
- Change the security profile field in the covered rule to reflect the inspections of interest
- Move the covered rule to a higher order than the covering rule

Note: Changes to security policy should be carefully evaluated for overall security posture impact. Especially consider the impact if the policy layers of the two rules are different

COERITTTENLETO—FHITT, TDOFITIE. BNDIL—LIZT TIZHIDBND Users)L—)U
DIMRITZS>TVET, ZDIs, BNDIV—ILEHIBRTEET,

7. BERBETEDDORDAT v TORHEZFRLUET,
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NGFWODIEHEE Y 7 b = 7ER

TINA ZADIEF M 2R

ECTHATEETH? [RNEET T ?

e Software NGFW Creditsic X » TEEM | kowndnh

o X7k

[Device Health (7734 ZDIEHEM)] X vy aR—Ricid, 42 R—RENTENGFWO IEH A
ATICH DT, EROBRBNRIEEHEAT—RZ AN T = VANLRENE T, T3
ADIEFEME., EWEEATT7OEKE (0~100) &, FRUCHILT B IEHEET L —R (Bif.
EiE, AR, HR) ICK> TIREESNE T, BEPREER 713, KgRO 75—~ DB, £
B, B, AT —ZRACHEDDWTEIEENE T,

TRy aR—=RiF, RO I HBET,

o BEHKEEX a7 DIRIET — 272 1% LT, HAHWMICAT> 7B ADNE R 2R TEX
EE

o JEIHTHEENRBEIZ TINA A 240 AR, B2 RS % 7 I RO B SEIAN 2 (1)
ERS

Device Health @ Top 10 Device Health Scoreboard @

Unhealthy Devices Improving Scores Regressing Scores

Health Score ost Name Model
93 (Good) T D 1 PA-3220
106 Critical (0-65) ; 93 (Good) 0 Datacenter FW_10  PA-5220 2
Total Onboarded Devic 94 (Good T — p g . -
el Ve Poor (66-80) 5 (Good) D PA-3220 10.2.5-c253.ns...
o 94 (Good) Oneapp_C 20_3 PA-820 1014
102 B Fair(81-90)

Delayed Telemetry 95 (Good) L D PA-VM 1021

(el 95 (Good) Oneapp_Lond 1.  panorama 1006
96 (Good) Onea Boston_220_7 PA-220 10.14
96 (Good) Onea D FW_5250... PA-5250 10.14
96 (Good) Onea 2203 PA-220 10.14

97 (Good)

Overall Health Score Trend

FEICOWVWTIE, Xy v aR— RT3 20 1EE M ZHERLTLZE WD,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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NGFWODIEHEE Y T b o = 7 EM

7w 7 L— RICBT A HESE IR

ECTHEMTEEIN? [RNEET T ?

e Software NGFW CreditsiC X > TESMt |0 Fizik
NEDEELS

[(V—27a—=]>[VI b7 7y T L—NR]>[7 v 77— ROHEEIEZEINT S
&. Strata Cloud ManagerzZffFHL T 7 7 A4 7 7+ — )V THEMIIZ> T B EREZ T L. %
kT — 2 OERE IR 2 AR A RENT-HERHIEAERTEE T,

o TNARATHITTADICIHRERY T T2 T7N—T 3,

o RHEXEY T b 2T N—=T 3 OFEERE. BIEOZE, Migstk, VT U7 OREICEET
% 1Fo

7w 7T L— ROHESEEIEO M

o TINNARATLARM)T—=ZDSHEEEREINE AT LERLIARAYT— 3,

o REEDPAN-OS CVEDTINA AZHEIRT % LK END, 2—HP— LD N A 2 LSS
IH,

o I AT IF—=)NVDT I HIWYR—rT7A)V (TSF) Z7 v 7ra—RLTHEKT S, 1—
YA R DO HESEEIE,

NGFW - Software Upgrade Recommendations

Creation Date: Past 7 Days X Y Add Filter Reset

Upgrade Recommendations Generate On Demand Upgrade Recommendations

Creation Date y, Recommendations Name ¢ Numbero... g Must Fix Vulner... 1 Recommendatio... Status
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30.... N/A System & Ready
Dec 17, 2023, 3:30:... N/A System & Ready
Dec 17, 2023, 3:30:... N/A System & Ready

Dec 17, 2023, 3:30:...

N/A System & Ready

Dec 15, 2023, 1:44:... & Ready

Dec 15, 2023, 5:17.... & Ready
Dec 15, 2023, 5:17:... & Ready
Dec 14, 2023, 8:20.... & Ready
Dec 14, 2023, 7:34.... & Ready
Dec 14, 2023, 10:49... & Ready
Dec 14, 2023, 6:54.... & Ready

Dec 13, 2023, 3:30:... System & Ready

%% NN N N N Y N NN N NN,

Dec 13, 2023, 3:30.... System & Ready

IARTOLARAYT—=a VI UTUTDR R HEITTEET,
o 7T L—FORERTINA AL . LB figattz R L E T,
o NAZRLHERHEIEZRXAT B7-0IC. HERFEHOLHIZRELF I,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/security-posture/monitor-security-advisories.html

NGFWDIEHEEY T o = 7 EM

o [fERH]. HESERIEA] EREITHEFHE 7 V2 Y YT LET,
o KUz, FX@EY)TH L Ao TR IHZHIRRL 9

A VTRV RT T L= RHERRIEO LR
1L AU R7 Yy 7 L — RHERERIEO K,
2. T HIVYR—FT 7 AV (TSF) Z&ERL, 7v S u—RLET,

o —HICT W a—RTELTINAADTSFIZIDIET T, TSFiX.tgzlE R TH %
ENDHD T,

o VINI LT T v T L — ROWRHEIEEZ LR TESDIE, PAN-OS 9.10A%%
DPAN-OS/IN— g VU EFEITLTWE T 7 A7 7+ — IV UTHERKR L. 77
AT I F =)V T7 v Ia—RTATSFHSDHTT,

NGFW - Software Upgrade Recommendations

Upload Tech Support File (TSF)

Upload Tech Support File [ to generate an Upgrade

NGFW or Panorama TSF

File type: .tgz

Note: TSF uploads disabled Cance
for demo. B

3. A7 =2 AM(Ready (HEfii5e FIC/Z 76, VI MY 277w T T L— FOHSERIEZ XK
L&,

X7z, [Status (AT —HA)NZ2F v 7 LT, TSFO7 v 7ua—F, 77 A4)VEA. i3
HICRHET 27 —MH25MEI 2R TEE T,

VIS 277y T T L— FOHRREEL K— FDER

HWRFIEHZ )Y 7358, TNAADT v T T L—RA T2 q U EFUFHEMLR— FDHE
IRENET, 7y T TL— KA T a2 z#ERT % L. [New Features (HTH4HE)]. [Changes of
Behavior (&% £ D25 )], [Vulnerabilities Based on Enabled Features (G %7 #EEEICED L ifi
g91ME)]. 3 K U[PAN-OS Known Issues (PAN-OSEEAIDBRE)ICBE 9 2 5l RENE T, TD
LAR—=MICSVIEN TCZ IV RAR—1+T BT L& TEET,
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NGFWODIEHEE Y T b o = 7 EM

@ o HEBELR— MCIE., TNAATHMIE > TV EHEREICEADEINZTEN TV
9,

e PAN-OSEEHIDORIBEDHIE . Associated Case Count (BT % A — A1 5 RE 72 4
HLlBEROBEERELET,

NGFW - Software Upgrade Recommendations

-PAN-05 110

Upgrade Option 2 - PAN OS 11.0
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NGFWODIEHEE Y 7 b = 7ER

ARV I EREDHT

ECTTHEHTEETH? [RNEET T ?

. o X7k

Strata Cloud Manager’ 5 [Monitor (#545)] > [Capacity Analyzer (A&7 5 A4 F)NICBEH L. £
TIVEA TICHEDOTA MY T ORI ZBSF L T, T8 AD VY — AR ZIMBLT
BHLUET, UTFOHETAN) w720 TEET,

e XRUwH BTV, TINARIHEDNTA M) v IREBEINT S

o TNARAETIVCHDLS A M) w I REDIHT

o ARYwTILHDWTAMN) w IREZINTT

Capacity Analyzerid. FARABRRIEDWIEY Y —ADHEZTFHIL T 59— hEFREZIEZDIC
BANID7 I— bRV R—FTBEIHEREENTVET, [Manage Capacity Analyzer Alerts (7
=T IATT = FOEH) ] 2SR LTIV,

) VMU ) —=ZDT 7 A7 I4—=)VTIE,. BETF IV R—F SN T0E
A
AN wZ . EFIN. FNALRCHEDNTRA M) v ZREEHT S

1L ARTF IO — <y 7T, YD EICH=VIVEELS &, MIEd 2T/ AET )V
KBTI NTDTNAZADRA M)y VRBHEAKINERENE T,

CORITIE. Ry T 7y T T2 FUic, PA-220 €E7)VICET 5T XTDT /31 XD ARP
T—=TIWHTAZXDA Y v VRENERENET,

Capacity Analyzer @

Capacity Overview for All Metrics on All Models

Strata Cloud Manager AlOps 74 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/manage-capacity-analyzer-alerts
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NGFWOD IEEMEY T o 2 7EM

2. TNAAETIVEAX R ZICHINT B2V E 7w o LT, REOMHIRAZHERLE
T, TOWHITIEZ. PA-2207 /341 ZETIVDOARPT—TINNVH A X% 7w 7 L TVET,

Capacity Analyze

r Heat-map » Capacity Analyzer Trend

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric ARP table size on device Afin_Beijing_220_1 [PA-220]

1.5 K(98%)
—
100% _._—._'—_______';'_"_';'_'_‘:‘_"—'—“ L
75%
50%
25%
. 10/15 1(};'“'22 10!’29 11a|“CIb 11.!"12 11.!’19 ll!f'?f: 12,!"03 12.["10 12
Month/D:
ARP table size on all PA-220
Host Name | Amount Used |t Amou... |t Alert Name |3
. \fin_Beijing_220 1.5 K(99%) 19.0 (1%) Approaching M:
Afin_Munich_22( 1.4 K(93%) 111.0(7%) Approaching M:
on_220 1.4 K (92%) 126.0 (8%) Approaching M

Munich_22( 1.4 K(91%) 131.0 (9%)

ROEDERRTEET,
e PA-220 ETIICIBT BT XRTDTINAZAD ARP 7—T )V A4 X A Y w IRE,
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o VWINHDKRARNGEEIRT S E, AN w IREBOMEAMNERENE T,
e ARNYWIBIXUAMN) Y IHNRAKARBIGET D TFHIHICHLTRELIETY I9—1,
o XKUY wZDOFHI LR, Strata Cloud Managerid. X FV v 7R AKARICIET S H

eTLEd, /570 Eh—V )V zES &, EEORRDRX MY v 7 REZHERET
EEXE

Strata Cloud Manager AlOps 76 ©2025 Palo Alto Networks, Inc.



NGFWOD IEEMEY T o 2 7EM

TNA ZAETIVCED L XA MY w I BEBRODHT

1L ABBT T IATE— Y TDETNARAETIVZERT S L, BEHTHEIITNTDOA MY
IERENTT,

Capacity Analyzer @

Metric: All ~ Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter = 0%

Configuration Resource

Pﬂ-ﬁﬂ

2A-3260

PA-5220

ARPtab.. GlobalP.. GlobalP...
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eat-map » Capacity Analyzer Table

Capacity Analyzer @

Metric: All ~ Model Type: PA-220 ~

PA-220 (Each row displays a metric's utilized and unutilized capacity, indicating the number of resources used and unus

v Configuration Resource

Metric Name |t Amount Used | Alert Name |1

Address Objects 2.5 K (99%) Approaching Max
Address Groups 123.0 (98%) Approaching Max
ARP table size 1.5 K (99%) Approaching Max
FQDN Address 1.9 K (96%) Approaching Max
Global Protect Clientless Tunnels 19.0 (95%) Approaching Max
Global Protect Tunnels 242.0 (97%) Approaching Max
IKE Peers 984.0 (98%) Approaching Max
VPN Tunnels 973.0 (97%) Approaching Max
NAT policies 384.0 (96%) Approaching Max
Security Policies 493.0 (99%) Approaching Max
Service Objects 989.0 (99%) Approaching Max
Service Groups 247.0 (99%) Approaching Max

v System Resource

Metric Name |t Amount Used |3 Alert Name |3

FATITE A MYy TOERABRNEREN, TS ANDZDA M) ZTHEHLTWSY
V—=ADENRENET, THIC, ARV T EZORX M) v IHRKEEICET S THIH
WKRETETI— b eFRTEEXT,

2. [Capacity Analyzer (B®= 7 F 54 Y)] 7—TIVT, 71 ADMEMEFRRT B A M) v
HIRLUE 9,

Strata Cloud Manager AlOps ©2025 Palo Alto Networks, Inc.



NGFWOD IEEMEY T o 2 7EM

3. FNAAEBEING 2L, ZOTNRAADA R w7 DA ERENET,

[Prediction Time (T-HIRFE)] 28RS 5 &, 5O THI N L2 F2iER TE X9, Strata
Cloud Managerid, X MU v 7 HWERAKARICGETSHMNZTHIL LT,

7270 A=Y IV ZEL & ERORROX MY v I REZ2HERETE X,

it-map » Capacity Analyzer Table » Capacity Analyzer Trend

Capacity Analyzer He

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric Address Objects on device Afin_Boston_220_11 [PA-220]

2.3 K(90%)
2.3 K (90%) r=
Capacity Usage Nov 11, 2023, 5:30:00 AM
PREDICTION:
Dec 9, 2023 will hit the max capacity
0% T | | [ [ | | | [ |
10/15 10/22 10/29 11/05 11/12 11/19 11/26 12/03 12/10 1z
Month/Dz
Address Objects on all PA-220
Host Name |3 Amount Used |t Amou... |t Alert Name |t
2 Afin_Beijing 2.5 K(99%) 27.0(1%) Approaching Ma
& Afin_Munict 2.3 K (90%) . 241.0 (10%)
L] 2 Afin_Boston 2.3 K(90%) 248.0 (10%) Approaching M:

2 Afin_Boston

2.2 K (88%) 288.0 (12%)
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[Alert Name (77— F ) TlE, RAPKISHIETZT FLAF TV 27 A MUy ZITHL
THAELET 7— 2R TEET,
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AR TICHEDSWTA N I BEENT 3
1. RET7FI9ATFDOe— b v TITHhE AN v I EEIRTE L, IXRTOTNNA A TRERR
R TERLET, CTOHITIE. ARPT—TIL A XDA M) w ZHEIRENTVET,

Fie, ANV I RATEEIRLTA NI IRV ET VT B L, TXRTO
TINA ZADREZRIERXTERTEET, 7z& 21X, [Configuration Resource (7%
BV Y — )] [type metric (Z A 7 X k1) 7 X)]>[Objects (A 7' = 77 )] > [Address
Objects (77 RLAA T =7 NI ETT,
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Capacity Analyzer @

Metric: All Model Type: All ~
Capacity Overview for All Metrics on All Models

0%
Capacity Filter 0%

Configuration Resource
Ph=220
PA-3280
l::';\ :l:lJlI” - - - - - - - -
PA-5250
PA-820
ARPtab.. GlobalP... GlobalP.. IPSecVPN Objects
@ . "o & b 5 P & &
g ) & & £ & = & e )
s & = <t ~ & o & ox ol
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Capacity Analyzer Heat-map » Capacity Analyzer Table

Capacity Analyzer @

Metric: Configuration Resource / ARP t... ~ Model Type: All  ~

ARP table size

v PA-220
Host Name |t Amount Used |t Amount Unused |3 Alert
Afin_Beijing_220_1 1.5 K(99%) 19.0 (1%) Appr
Afin_Munich_220_6 1.4 K (93%) 111.0 (7%) Appr
Afin_Boston_220_11 1.4 K (92%) 126.0 (8%) Appr
Afin_Munich_220_3 1.4 K (91%) 131.0 (9%) Appr
Afin_Boston_220_6 1.3 K (89%) i . 171.0 (11%) Appr
Afin_Boston_220_9 1.3 K (88%) i 1 177.0 (12%) Appr
Afin_Beijing_220_2 1.3 K (84%) 247.0 (16%) Appr
Afin_Boston_220 4 1.2 K(83%) [ 1 259.0 (17%) Appr
Afin_Munich_220_4 1.2 K (81%) L 282.0 (19%)
Afin_Boston_220_0 1.2K(81%)  IE— 290.0 (19%)
Afin_Boston_220_5 1.2 K (80%) ] 301.0 (20%) Appr
Afin_Boston_220_2 1.2 K(79%) ] 311.0(21%) Appr
Afin_Boston_220_1 1.2 K (79%) | 316.0 (21%) Appr
1.1 K (73%) L 407.0 (27%)

BITICIE. TNAAAETIVD RICHZTRTDORARDARPT—TIVH A XA MY w7 Off
MARBEERMEARENEREINET, 51, BRAFDTDA R w ZIIHUTHELT
TIo—hre, AN IHRRKERERIGET S THIHZR R TEET,
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2. RAMAZERT % & BRUTABROMANN T 57 1 VIR RENE T,

[Prediction Time (T-HIRFE)] 28RS 5 &, 5O THI N L2 F2iER TE X9, Strata
Cloud Managerid, X MU v 7 HWERAKARICGETSHMNZTHIL LT,

Analyzer Table » Capacity Analyzer Trend

Capacity Analyzer @

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric ARP table size on device Afin_Boston_220_11 [PA-220]

1.4 K(91%)
MAX CAPACITY( 1.5 K) _
100% T e e e = ] —— ittt
I——
D
EY
50%
25%
0% T [ 1 T [ | I [ [
10/15 10/22 10/29 11/05 s W 11/19 11/26 12/03 12/10 |

Month/D

All Metrics on Afin_Boston_220_11, Unknown

Metric Name Amount Used Amou... |1 Alert Name |

IKE Peers 937.0 (94%) 63.0 (6%)
Security Policies 463.0 (93%) 37.0(7%)
. ARP table size 1.4 K(92%) 126.0 (8%)

FQDN Address 1.8 K (91%) ' 190.0 (10%)

7270 A=V IV ZEL & FREORROA M) v I REZ2HERTEET,
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ECTHEMTEEIN? [NEET I ?

e Software NGFW Creditsic X > TEEIME | Xowvwdnh
ENELORET 0 F7

o X7k

AlOps for NGFWIZ, "A NS5 7T 4 Acih> CTeF a5 o hkiilzG | Efkid 5 DI HB E

3, AlOps for NGFWZ TG L C. Panorama. NGFW. Panorama®Vi&E 9 % Prisma AccessDtz
Fa VT ARRERANT ST 0 ACEE LT L. KR UERZA N TS 75 0 ADF =
7 BIETEE T, AlOps for NGFWIZ, v b T —T A VTS5 ANT 7 F + EDInfoSeca >
FGAT VA EF v TR 7O A G ELET,

AlOps for NGFWIZHERL T, LI RDAIOpsNA k7T 77 ¢ A&l (BPA) BEHEMAIOps 'L 2
TILoA AR UTHHTEE T, HHGEERA RN T T 7T 0 ZAEREDEY A MTDWNWT
1. HAABARZ ST 577 0 ZARBLUTLIIZE 0

o RANT TG0 T 4 AR Y 2 R—RTHADRA NS5 4t ALR— 2R L., 1
R—=2y hDOtvF a2V Ty Z2—0FERtF 2V 7T 2EM (CSC) Fx v 7 DRt
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/cloud-management/administration/overview/built-in-best-practices
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards/best-practices.html

NGFWDNZA 7577 4 A

BERETEET, AN SF9U T 0 AL R—FEPDFELTHAL., ZE L AITERN
WCHEENBEIICAT Y a—ILLET,

Dashboards

# Threat Insights My Dashboard Compliance Summary Best Practices

Summary Security Identity Network Service Setup

Device Group: All V'

PA-3260

Serial Number

Summary of Failed Checks

Failed CSC checks
@ Failed non-CSC checks

Failed CSC and nor

Unique Failed Chec

Best Practice Checks Trending

Category:

On Demand BPA NGFW Feature Adoption CDSS Adoption

Checks: CSC Checks Only V'

Profiles

Failed hecks

@ Failed non-CSC check

Failed CSC and non-CSC checks

Unique Failed Checks

Percentage of Checks Passing

April 30th 2

WildFire

CLI Remediations: All Checks

Identity Network

Rulebases

Fale eck
@ Failed non-CSC check

Faile and non

Unique Failed Checks

6 Identity 22% Not Passed

Security

Service Setup

+ More Dashboa

(eg

=]

e [Feature Adoption (FEHEDE AR EZEMH L., T /a4 XY FTHEHLTWSEF 2 T ¢
BERESS, ANy VOF v v TORREM A FICHETE X T,

Dashboards

# Threat Insights My Dashboard Compliance Summary

Device Group: All v | Time Range Past 90 Days v

© Overall Adoption | © Best Practice

Credential Theft Preventio

URL Filtering Profiles

£0o,
99% configured

Data Filtering

ing Profiles

Vulnerability Profiles

Best Practices

On Demand BPA NGFW Feature Adoption

Log Forwarding Profiles

)70 Configured

Wildfire Analysis Profiles

58% contiured

CDSS Adoption

WildFire

ADOPTION DETAILS

Wildfire Analysis Profiles

¢ Configured

f your policy rules have ad

Not-Configured

4 of your policy rules have no

Strata Cloud Manager AlOps
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e AlOps for NGFWh 6t F 2 ) 7 2 &l 7 o — hEREUS L., vF 2V 7o REZFL NS
ENHLRZA IV T RIERTEET,

NGFW @ AlOps T3 [Alerts (77— F)] > [Security (23 21 7 )] > [Alert Details (77—
FOFEM)] TaxYRIA VAV E—T AR (CLD ICKBBEEMETT, 79— 7%
M) A—F BRIEDEBIEZ T A 2HNE LT ERFHEZZRLE T,

Rule Name

Rule2-dg-1
RECOMMENDATIONS

/ Follow these

r security rule Rule2-dg-

ecurity rules Rulez-dg-1 application
rity rules Rulez-dg-1 application

RECOMMENDATIONS

/ Follow these

& YLIF a2V T ZBELCLNCKSEBERIZ. TLA M) EZEETZ57 351 A TOMME
HTXFEd, TOREIZ. NN—T 3 V9.1 &% 51T L TWABPAN-OST /N1 A
DT 7= HINWVYR—kT 7 AV (TSF) F#H7 v S a—RKREYR—FLTWVWEY
Foo

o N—U g 91LIEEFEITL TS (LA MU TIEAEY) PAN-OST/NA ZDBPAL 7R—

FEER L. BEEDIAA U 2 B8 3E S0 E Lic, CNETBPAXZY KT

Strata Cloud Manager AlOps 87 ©2025 Palo Alto Networks, Inc.



NGFWDNZA 7577 4 A

0>y — )L &Effi> TBPALR— R RAK L TV hE .

[ HARZ—HR— b R—=2)L

HBPALR—FZEkTcEEdn?) Bbn2aht LnEEA, BN ANN—-LET,

On-Demand BPA & Adoption

ture for devices not sending telemetry against Palo Alto Nef

Best practices include checks for the Center for Internet Security's Critical Security Controls (

Reports | Completed (14) | In-Progress (2) | Failed (2)

v Completed (14)
Best Practices Adoption Summary  Reports Geng
15 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01
14 Aug 2022 at O
13 Aug 2022 at 014
13 Aug 2022 at O
. 13 Aug 2022 at 014
In-Progress (4)
Date Uploaded Name
16 Aug 2022 at 01:01:01 user_xyz
16 Aug 2022 at 01:01:01 user_xyz
16 Aug 2022 at 01:01:01 user_xyz
16 Aug 2022 at 01:01:01 user_xyz
Failed (2)
Uploaded ¥
15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01

User Name

user_xyz

user_xyz

user_xyz

user_xyz

Hostname It

AMS-FW-2187

TOK-FW-7365

ake action based on the findings here to optimize your security posture.

i

Model 1t

AMS-FW-2187 PA-5220

TOK-FW-7365 PA-5220

TOK-FW-7365 PA-5220

TOK-FW-7365 PA-5220

TOK-FW-7365 PA-5220

TOK-FW-7365 PA-5220

TOK-FW-7365 PA-5220

Model It PAN-OS Version

PA-5220 10.1.2

PA-5220 10.1.2

PAN-OS Version
10.1.2
10.1.2
10.1.2
1012
1012
10.1.2

1012

TSF Name
TSF_1658
TSF_1658
TSF_1658

TSF_1658

TSF Name
TSF_2187

TSF_7365

it TSFName It
TSF_2187
TSF_7365
TSF_7365
TSF_7365
TSF_7365
TSF_7365

TSF_7365

Uploading TSF file -

Processing TSF file -

Processing TSF file -

Processing TSF file -

TSF Generated Date 11
15 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

Generate New Reports

15 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01

75% uploaded
75% complete
55% complete

43% complete

TLUIT LA ATIE. AlOps for NGFWIEE Bt d 2V 7 s (AHIREEL It L E 9, 7
LIV LBERER, 7747 94 —IIVD 7 IWEHERKBEOYF 2 70 ORBICERZYTTY
F9, BE TSV AL T LITLIA VIV ADEHICEDE S A ) v "WHZ TR 172

AR
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+ 27> K BPA LA—

ECTTHEHTEETH? [RNEET T ?

e Software NGFW Creditsic X » TEEM | kowndnh
NEDEELS T

o X7k

RANTF 7T ¢ Z3HH (BPA) & HEHEE A DR EE 7% Strata Cloud Manager) 5 EfEFITTE %
K20 E LT, 7VZANWVYR—=FT7A4)V (TSF) 7w 7Ta—RIBZ7ETTT, 7L X
F) F—=R72EE L TOERWNTINA AR, AlOps for NGFWIC A V' R— R ENTWEWNTINA A
DA VT RBPALKR— M Z2EKTEET,

BPA!Z. Palo Alto NetworksORX A b 5757 ¢ RIS L THF 2V T BEEEFH L., T
A ZADUGEICELIEN 2T E T, EFaVT 0 RANS T 7 0 A, BB X CRIOE
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa
https://apps.paloaltonetworks.com/apps
https://docs.paloaltonetworks.com/ngfw/getting-started/activate-aiops-for-ngfw
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https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/get-started-with-aiops/enable-telemetry
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