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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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https://docs.paloaltonetworks.com/ai-access-security/activation-and-onboarding/ai-access-security-licenses
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Get visibility into Gen Al App adoption within your organization and recommadations to secure access to them.
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< .
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Ky aRh— RT3 ADdEeE

ECTCHEHTEETHM? IR E TS ?
e Software NGFW Creditsic & > TE®#Eft | 0 Strata Cloud Manager Essentials
NIz DZETNGFW O AlOps for NGFW Premium % 7z1Z Strata

Cloud Manager Pro
— Strata Cloud Manager CFHIF T & % #&AE
Z. HHT 277/ AKX > TEEDE
ER

e [Dashboards (% v 3 = ;R— K)] > [Device Health (7 /317 ZDIEH M) %E 27V v 7 U THB L F

Top 10 Device Health Scoreboard @

Critical (0-65)
Poor (66-80) PA-3220
PA-820
8 Fair (81-90)
PA-VM

Good (91-100)
PA-220
.. PA5250
PA-220
PA-220

Overall Health Score Trend

CDR YY1 R— FRITIIDFERENTE T H?

ZyyaR—FRiZid, 7FY McAYR—FEN, 7LAMY T=ZELEXELTH
53N TDT 7 A7+ — )VOKFT— A BRERENET,

[Device Health (7731 ADIEHM)] Xv ¥ aR—Ricid, Y R—RENIENGFWODIEHR TR
ATICHEDNT, T7aA AV FOBRBWEEEERAT—RZ AR T+ =<V ANEKREINE

o TN ADIEHEMZ, EFEEAa7DEKAE (0~100) &, ZRUKHIST SIEHEMES L—
R (Bif, @, AR, B ICKoTHEINE T, BEPREZ a7 1Z, KEEOT7 55—+ D
B, Bug, FfE, AT —Z2AICEDVTHEINE T,
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NI DZEBNGFW O AlOps for NGFW Premium % 7z{Z Strata

Cloud Manager Pro

— Strata Cloud Manager CHIH] T ¥ % #hE
. HHTZ I Ak ->THRED
ERS

e [Dashboards (%7 3 =. R— )] > [Device Health (7314 ADEHEE)] 227V v 7 L TR
VaR—RZHRRLET,

By aR—=R7 0 Vxy M, ROBHRNEREINE T,

o FVR—FEININGFWOHEHEL

o 2L ET LA MU TF =R ZIEE L TOWERNT IS ADE,

o T7UARYMADF VR—F TNAADIEHEEATY OEKE, H5OV 2 T=27Vw T
%L, TNAADFM. T3 ADER RGN BROTEEDBEETNA ADT T— b
R CEX T,

Device Health

10 1 @ Critical (0-65) 0
Total Onboarded Devices . Poor [66'80) 0
0 Fair (81-90) 1
X Delayed Telemetry
B Good (91-100) 100
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e Software NGFW CreditsiC & > TE®#Eft | 0 Strata Cloud Manager Essentials

SNIE D= FTNGFW O AlOps for NGFW Premium % 7213 Strata
Cloud Manager Pro

— Strata Cloud Manager CHIF T & % H&hE
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e [Dashboards (% v 3 = ;R— K)] > [Device Health (7 /317 ADIEHEMN)] #2710 v 7 LTHE Y
VaR—FRERRLET,

Top Unhealthy Top Improving Top Worsening

Health Score Host Name Model SW Version # Alerts 30 Day Score Change
@ 100 (Good) Eval60_Atlanta_220_10 PA-220 10.14 1 3
@ 100 (Good) Evalé0_Beijing_220_2 PA-220 10.1.4 0 0
@ 100 (Good) Evalé0_Beijing_220_1 PA-220 10.1.4 1 49
@ 100 (Good) Eval60_Boston_220_0 PA-220 10.14 0 o]
@ 100 (Good) Eval60_Boston_220_1 PA-220 10.1.4 0 0
@ 100 (Good) Evalé0_Boston_220_10 PA-220 10.14 0 a
@ 100 (Good) Evalé0_Boston_220_11 PA-220 10.14 0 a
@ 100 (Good) Eval60_Boston_220_2 PA-220 10.1.4 0 0
@ 100 (Good) Eval60_Boston_220_3 PA-220 10.14 0 o]
@ 100 (Good) Eval60_Boston_220 4 PA-220 10.1.4 0 0

[NAADY - ¥4
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kv T oekE

TINA ZADBUEDKEHRIERX 27 L LR LT BIEHREER a7 WdGE S Nz EAI106 0D 7731
AZ30HMICHTz> TERRLEX T,

NAVADL 4

30H DO REIPH T T /NA ADIRERMER L F T, cNbldk. T3 ZOFEDNIVAZX AT
EHIUTNIVAZa 7 ME R LTz 10D T 31 A T9,

A RIEHPEA & 2 R— ]2 7 R LY R

ECTHEHTEETH? [NEET T ?

e Software NGFW Creditsic & > TE®#HEft | 0 Strata Cloud Manager Essentials
TN E D FZTLNGFW
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e [Dashboards (% 3 = R— R)] > [Device Health (73514 ZOIEHE)] #27 Vv 7 LTE Y
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Overall Health Score Trend

o Date Range Past 30 Days Vv Host Name Eval60_Atlanta_220_10, Eval60_Beijing...+1 Vv Reset Filters
Good I
Fair
Poor
Critical
30 31 1 2 3 4 5 [ 7 8 9 10 11 12 13 14 15 16 17 18 19 20 1 22 23 24 25 26 27 28
JAN FEB

-8 Eval60_Atlanta_220_10  -¢- Eval60_Beijing_220_1 -#- Eval60_Beijing_220_2
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Your Security Subscriptions
FULL COVERAGE

2.6M THREATS BLOCKED
0 MALICIOUS URLS
2.1M FILES BLOCKED

669.1K MALICIOUS VERDICTS

Security Subscription

To show you how your Palo Alto Netw
TB of your traffic and menitored the 8

This report breaks down all the malici
detecting.

We also show you industry data to giv

how you stack up against your peers.
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URL Filtering

[Malicious URLs
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Files Inspected

2.1M

Files Blocked

79.7%

Of Inspected Files Were Blocked

Time (90 days)
-
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TNBEDET At AIZiE, Strata Cloud
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O Prisma Access

O AlOps for NGFW Premium license (use the
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O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
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o Advanced WildFire
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o BRI %ICid. Strata Cloud Manager > [Dashboards (% v 3 = ;R — K)] > [More Dashboards
(ZOfhD Ry > 2 R—R)] > [WildFire] 2 7V v 7 LE 3,
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@ Time Range: Past 24 Hours X TenantName: Cellular Italia SpA g200 -

Y Add Filter

Total Samples Submitted

View the total samples (files, email links, URLs) submitted to WildFire and the distribution of the verdicts
generated for them.

820

4 62 | 7.0% Decreaseseen

today
B Malware
B Grayware
B Benign
[ |
1200 PM ANN PM

Verdict Distribution

%Leam about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them.

Malware Grayware

820 0

Total Samples Submitted

820

PDF Files | 231

Portable Executable Files | 217 217
LinuxFiles | 115 115
Microsoft Office Files | 100
JARFiles | 68
Scripts |43

Adobe Flash Files | 22

Links Contained in Emails Files | 15

APKFiles | 9

Top Applications Delivering Malicious Samples

View the applications delivering the most malicious samples in your network based on the total samples

submitted to WildFire. submitted to WildFire.

BY MALICIOUS SAMPLES BY MALICIOUS SAMPLES

Source: Firewalls and Prisma Acc

Reset

Analysis Insights

SAMPLE SUBMISSION INSIGHTS

New Unknown Samples

Unique Unknown Samples

WILDFIRE SIGNATURE

New Signatures

Unique Signatures

Benign

0

Top Users Impacted By Malicious Samples

(ad

482

View the top users who are receiving the most malicious samples in your network based on the total samples

Session Trends For Samples Submitted

Examine the session trend for the total samples subm

300
200
820 3
B
MALWARE 100
0
0 £,
GRAYWARE -
0 .
30
BENIGN 8

Most Recent Samples Submitted

::] Review all the samples submitted from your network

submitted to WildFire.

i Timestamp File Name
1 09/27/2023,12:25 AM ﬂ 02fe12
2 09/27/2023,12:14 AM ﬂ perl-5.
Z 09/27/2023,12:02 AM ﬁ Google
4 09/27/2023,12:02 AM ﬁ 5550af
£ 09/27/2023,12:02 AM a 1be2ee
¢ 09/27/2023,12:02 AM a 02fe12
7 09/27/2023,12:02 AM ﬂ 158bd?
& 09/27/2023,12:02 AM o 158714
S 09/27/2023,12:02 AM ﬂ 1beZee
1 09/27/2023,12:02 AM ﬂ 196ed9

Top Malware Regions

The source regions where the malicious samples orig
are being targeted amongst the total samples observ

smtp-base  CEEIIEEEEEEEEEES /0 paloaltonetwork\test
web-browsing @B 4
flash e 2
virustotal-web-uploading 1

Top Firewalls

S S20 ° Source Regions Destination Regions

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name Device Serial Number Total Samples Malicious Samples
1 PAN-PA-3250 016401004839 649 905
2 PAN-PA-850 016401004839 & 98
3 PAN-PA-VM-100 016401004839 62 81
4 PAN-PA-VM-300 016401004839 35 52
5 PAN-PA-220-EMP 016401004839 1 1
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Examine the session trend for the total samples submitted to WildFire from your network and the verdict for those samples.
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Verdict Distribution

Learn about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them.

Total Samples Submitted Malware Grayware Benign
7.4K 74K 0 0
Portable Executable Files | 2.4K
PDF Files | 1.5K
Linux Files | 1.2K
Micresoft Office Files | 10K
JAR Files | 405
Seripts | 309 EA
APK Files | 194
Adobe Flash Files | 156
Links Contained in Emails Files | 67
Archive Files | 52
Mac OS X Files | 17
Others |5
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Top Applications Delivering Malicious Samples

View the applications delivering the most malicious samples in your network based on the total samples
submitted to WildFire.
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Top Users Impacted By Malicious Samples

View the top users who are receiving the most malicious samples in your network based on the total
pl submitte dt WildFire.

BY MALICIOUS SAMPLES
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Nz

o Advanced WildFire

— Strata Cloud Manager CHIF T ¥ % #&hE
E. T ATt ALK THED X
ERS

o XwiaR—RELXERT SICIE. [Dashboards (% 3 2 5 R— K)] > [More Dashboards (Z Dt
DR 2 R—R)] > [WildFire] 2 7 U v 7 LE T,

BEOHZYVTIVORETLEE Ry FT—ATRE SN Gzl LE T, &Emes
FeDV =23 DY TIVEET Y TERIZFIRIFPXNTERRTEET, WV o7 O &5 5 il
PV 2 7 BB ORI #E 0 IATERICHEH LXK 9,
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Top Malware Regions

The source regions where the malicious samples originated from and the destination regions that are being targeted amongst
the total samples observed in your network.

©w A

o Source Regions () Destination Regions

Show Top 10 Regions

9 Russian Federation

85

Malicious Submissions
y ]

(
2% of World Malicious Submissions 5,063

W)

WildFireX v > a2 R—KR . b T T 747 74 —)b

ECTHHTEEITH? fAINRHET T H?
e Software NGFW Creditsic &> TE®REM | o508 T 1> RIcid, Strata Cloud
N2 DEEZILNGFW Manager"\D7 7L ANEENTNET,

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro

ZFOMD T A R L a] M AR RTTESE

HERDEFBHTT,

O Zvw¥alR—RERRTSHERZROT—
JU

o Advanced WildFire

— Strata Cloud Manager CHIF T & % H&AE

. HHTZ 77 ACK->THRAED X
ER

o XwiaR—RELXERT SICIE. [Dashboards (%7 ¥ 2 5 R— K)] > [More Dashboards (Z DAt
DRy 2R —R)] > [WildFire]= 27V v 7 LE T,

WildFire 3 Hiht g & L TREBEEDOH YV I ERELE T 7 AT U+ —IVEFRLET, C

NI 7 A7 T+ —)VERELT, WEEZILLY RRAY MEEBHL, K — )b—)L

EHRELUTEBBZERL, BED0H5T7 7 AV EY—ATHULADET,
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Top Firewalls

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name

1 PAN-PA-3250

2 PAN-PA-5220-AC

3 PAN-PA-VM-300

4 PAN-PA-VM-100

5 PAN-PA-850

6 PAN-PA-VM-500-E60
7 PAN-PA-220-EMP

8 PAN-PA-5260-AC

Device Serial Number

016401004839

016401004839

016401004839

016401004839

016401004839

016401004839

016401004839

016401004839

Total Samples
4866

1168

619

673

39

Malicious Samples
6947

1715

1054

1017

56

6
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2wy aR—R:DNStF2) T ¢

ECTHHTEZEIH? AR ET I H?
e Prisma Access (Managed by Panorama or INHDET At Xk, Strata Cloud
Strata Cloud Manager) Manager"\®D7 7 ANEZENTVET,
o Software NGFW Creditsic X > TESIEM | 0 Prisma Access
N D FTENGFW

O AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

ZOMD T A A L AHMEIC A B TR

HHEIRDEFBH T,

O Zv¥ah— R2ERRT 2HRZRDD—
JV

O DNStF VT s X723 EEEDNStE
Falr~o

— Strata Cloud Manager CHIF] T ¥ % B&hE
. HHTZ I ACk->THRED
ERS

e Strata Cloud Manager > [Dashboards (% v 3 = 5R— K)] > [More Dashboards (Z DD & v
¥ 2 3R8— K)] > [DNS Security (DNStYF 2V 7 )27 Uy 7 LT, EXEZRBLET,

CDE Y 2 R— RITIFNERRENE T H?

@ By aR—RidiE7TF > k=LA 7)b—"7 (TSG) HOEHT—EZHNERE
NFEI, X aR—KRiZlE. Prisma Access. Palo Alto Networks®D 7 7 A 7 7 % —
V. TF 2 M HEAT S N TzPanorama” 75 A4 7V ADT— R NEREINE T,

H LW DNS Security X ¥ 28— R Tld. DNS Security ¥ 7 A7 1) 7’ 3 >/ DNS Z i[9
BEERBEOINT 2 THhEEDEIIREINTVENZHERTEE T, X vakh—NR
WICEORENSIEHRITZ. BRI, RITLET7 7 a>y. RAAL Y, UYVILANIP, DNSHT IV T
TANWRIV U TTEHCLETEET, BvyaR—RILT—EZBREREINEV—ALTF
. [TFYMRITANVRE[V—AT 4 IVRICERENFE T, ZRNADNSY 7 T A MfiEh&
fE ]

¢ [Total DNS Requests (DNS) 7 T A M &2%4)] - DNS SecurityliC & > T T NF=DNSY 7 T R
N DR RENT T, TR T 71E, T—DERE UFIRERIHEIFICE DUV T DNSER
DR RLUET, WARZLREHEFAZIEET % &, TR TITNRY 2 7 EH N E
ER
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[Malicious DNS Requests (=D H HDNSY 7 T A N)] - #HEH S DNS ERE L THEE
7z DNS BokZ2f8A EIFET 5 7 TRRLET, BEV VI E 7w I3 5L, DNSU T
A N DFEIA R RENE T,

PITRIV T ay-DNSEFa VTP TRAIVT Y a UDEMERYy NT—7HNDT N
A ADNFRENE T, DNSEF 27 4 BB I N TR, £REERNRHET 2T
INAZADEIGE ., ZR2HRVARANDY U7 BIcEREINET,

Total DNS Reguests Malicious DNS Requests Subscription

DN

11.4K 114K

22.9% more requests seen today

A

) AZDNSA T VA - DNSAH T IV A, FZIEDNSAHTI VI L Titbhizr
vaVRlc, &Y A DNSEROMEAZHRE T, FEDTa—Ich—VY )V eabEs &,
Ry TT7 v THHE., BT ENLEROBRT 7 3 YOENERENE T,

High-Risk DNS Category Trend

Malware

Examine the trends of high-risk DNS requests by DNS category or action enforce ® DNSCategory

Malware
c2

05/09/2023, 12:00 AM GMT+5:30 Phishing
® Malware 27.0K Dynamic DNS

@ Newly Registered
Grayware
Parked

@ Proxy
@ AdTrack

T a YRR hEBNA Y XTIDNSHT I DGE - T 7 AT T F —IVDRFEDINA Y
ZZDNSAHTIAVICH L TIT>TWaT7 7Y 3 VEfENET,

High-Risk DNS Category Distribution Across Actions

ed on high-risk DN5 categories.

MALWARE

Phishing

BLOCK

Dynamic DNS

|SINKHOLE Newty Registered

Grayware
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o RETITLADEBVWRAAL Y -DNSAT IV EFfrENkT7rvarvesdic, xv hJ—
I6iE XLBERINDE RAAL 2O FM100Y X M2t L F 3, KA A O 1l & B
TEUTEFRTEET, 7IVVAINIZRAAL VD7RERTY A N eXRT I, [View
All DNS Request (X TDODNSE R 7 F R 25N L F 9,

Most Accessed Domains

[Examine the DNS categories of the most frequently access: nains ake sure appre g enforced.

DNS Category Action Taken +

Mal 173652 | 39 @ 173613 ® O
116934 | & 129 ® 116805 & 0
67773 | » 8 @ 67765 ® O

51,962 | 2 @ 51960 & 0

View more details on this domain 40355 | 122 @ 34927 @ 5283

37383 | 30 @ 37353 8 0
35643 | 5

28,928 | 30 @ 28898 @ O
27,794 | 22 @ 27763 ® 9

19,713 | 0Oe 08 19692

e DNSYU VILN— -3y FT—JHNOHEEDH 55D LWDNSERIRY 77 4 ©F7 ¢ ZEH L
9, BEDHD R AL VICHRE NS EAIODNSY V)LR—E | R&RIE EBDO D
WDNSESREFER L TWB UV INWN—2EXRLET, MRT7AaVE27) v 358, 7—
T4 7778 (P RLR) OfinionEngsd, 2y hNI—IHNDOT7—7 14777 bD
JEIEE T — VRN R 2 R R TE X T,

IDNS Resolvers

[Examine the top DNS resolvers that ar

1111254
Requ eque: Tol
M:

o I—YHHEDH S FAAL V2T 5 - HEDHAHURLDIRA XX R AL V2R L
£ LTWVExy b IT—7 FRAREFHRNET,
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¢ (Advanced DNS Security 7 1 2 ADWNEN)INA T ¥ 0 FENT R ALY - G
72DNSSecurity IC &> TIRESNToNA Vv v ZENTE R AL VO—ERfELET, =
ryZeic, EETIPICEDWEHBE NS T v 7 by MWD O £9,

Hijacked Domains

Hijacked Hits
xyz.test-ipv4-wildcard.hijacking.testpanw.com 117
www.test-ipv4-wildcard.hijacking.testpanw.com 118
www.test-cname-rrname-sub-wc.hijacking.testpanw.com 353
test.test-ipv4-wildcard.hijacking.testpanw.com 118
test-ipvé.hijacking.testpanw.com 469
test-ipv4.hijacking.testpanw.com 472
test-cname-rrname.hijacking.testpanw.com 234
test-cname-rrname-wc.hijacking.testpanw.com 117
gpwec.test-ipv4-wildcard.hijacking.testpanw.com 118

e (Advanced DNS Security 7 4 2 2 ANWNE) REI AR AL Y - A—P—WMFE LT/ ST U v
T FXHE R X A BT SNTEATER A A D) XA M 2itLET, = hUTE
I, REIAOHFB L, EETIPICEDILS NI T4w T by MEDHOET,

Misconfigured Domains

Misconfigured Domains Misconfigured Reasons Hits.
demo.test-dnsmisconfig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4 is allocatable 117
adns-demo.test-dnsmisconfig-zone-dangling.testpanw... test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3 4 is allocatable 117
abc.test-dnsmisconfig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4 is allocatable 589
123demo.test-dnsmisconfig-zone-dangling.testpanw.c... test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3 4 is allocatable )

123 test-dnsmisconfig-zone-dangling.testpanw.com test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4 is allocatable 471

CORYyYaR—FELER—=FZYR—FLTVWET, XvPaR—FDhH LICH 57 A
aViE, TOXYYaR—FTCLR=—FPYR-—FENTVBEILEZRLET, TOXY T
RA—FICERENZDT— 222G L R— b2, X¥Uon—F, A7V 2 —VRETEXT,

Ry aR—ROT—REZEDLIITEHTEETH?
TDHE Y 2 R— RTCRELURPFITAIRETT,
e DNSVU 7T X OBk & k2 X%
® DNSR—ZXDFEBICHT 252155

o LEIZDNStF 2T 4 TR HLGNIZ R AA URBES THRESNZ R AL U 5DDNSY
JITANEMRET 3
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Xy 3 2. 58— R:Al Runtime Security (Al > X 1 Itz
FaVUT 1)

Strata Cloud Manager (SCM) ©Oax Y Rty Z— Xwv 2 aR—RTik, Ry R, 5, 77
U, VM, ZHiZEfEE, 75 AREVMICT TaAENir 57 RY— 70— REHREL 12—
THERETEXT,

ECTHMTEETH? [NEET I ?

e Al VEALEFaV Ty O AlVEALEFaVT 0948 ADH
ik

O AZYEALEFa VT 2y b7y TD
BIEESEE

0O AYR=KRESCMTDI ST KT TV
NDLER il

777 FD)Y—=RA%ZH%

SCMTO S RT ATV W EIEBICA Y R—T 27 L, Y—CATHhO V=T IT57 471t
95, SCME Y Y aR—RTlE, 797 RU—70— ROEEMED) 7IVEZA LTHE
nEd,

SCMD [A VYA K] = [AIGVEALEFaVT4] O [V RT7 SV r—gaxy
KRt Z—] Tld. AVR=—FT 4V TENT T TR T H TV FADTXRTD Y 57 REFEER
HI 2720 DERNEA VT A RDPERINET,

SCM& v ¥ 2 R— ROBFEMBIE, AXL—YarvPa—teFarsCa—icnEEnE
ER

T, Masttomt, URLtF 2V T, TOar T AP0y avikEOBBRORANE
VAT AT IAVIIHEDNT, BEONRDERENET,
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1. AXL—y3gV] Ca—id, ROEHZEWLIZE 2—T9,
1. 757 FEREECRAINIZE ORI L NER
2. FS T4 70— AT VAL LEF )T 4 A VAR AT K BIRE L IR
3. 7V r—yaryI—ru—K (aryyr, Y——LZAEHE. VM)
4. MEEINBAIETIV
5. A2 —%y N7 VAT BT TV r—av
6. W7 SV Ir—2a v b7 VR AEINE T TV r—ray « A—H—
7. AN Y RBRUOT7Y SNV RD T T 1w TG

Al RUNTIME SECURITY Operational

Welcome Back, Divya

DATASETS

I B %

COMING SOOM

Q

MODELS

11.7K

TOTAL ASSETS

Criti

{ras) 37K

B Med

PLUG-INS INTERNET

COMING SO0N

@ Protected Unprotected
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2 vF2 YT 4 Ea2—TD:

1. ( T+] 74 3>) AlRuntime Securityf > A%V AZEMLUT. BEY 2 —TilnEn 3
HEINTVEVWRY NT—T T T 4w IV RETEET

2. AT ZALEF VT 4 A VAR ADIREN T TIHHES 55 51&. FIHATEERAIZ
VEAALEF VT A A VAR AN LU TREESN TR T T 4w 72X LY
FLET,

Al RUNTIME SECURITY

Welcome Back, Divya

m Blocked Threats

I B

DATASETS

1 oy MODELS
.,+ \
INSTANCES b/ ]

Critical

B Medium
2. 3K Threat

PLUG-INS INTERMET
: -3

Vulnerability

B Blocked Threats Alerted Threats S
Prompt-Injection

Critical High = Medium

RS, A—=F=77V, AIETIV, AV Z—>v FEOGEKRE Y hT—27 70— S Az L
F9, V99U Ry NI 7 —F 77 F v EHBXOEITSICE. TAIRT 7 073w
FT7—2 1) X758 & TAlRuntime Securityf Y AZ 2V ZADTTaA A | ZHBLTLZ
T,
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Koy o R— R EE B

ECTTHEHTEETH?

e Prisma Access (Managed by Panorama or
Strata Cloud Manager)

e Software NGFW Creditsic & > TESHEit
INEDZEEZLNGFW

[RNEET T ?

TNBEDET At AIZiE, Strata Cloud
Manager"\®D7 7 ANEZENTVET,

O Prisma Access

O AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro

ZDOMDZ A 2 A LIRS BT ESE
HEXRD LB TY,

O Zvw¥adh— ReERRTBHERZROT—
U

I Y E Y R ) AN AL

— Strata Cloud Manager CHIF] T & % H&AE

. HHITZ 77 Ak ->THRED X
ER

¢ Strata Cloud Manager > [Dashboards (%7 3 =. ;3R— K)] > [More Dashboards (Z DD X
3 2 5R— R)] > [Advanced Threat Prevention (EJS7B Vi) 1227V w7 UCHKLE

EE
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& Time Range: Past 30 Days X Y

d Filter

Threat Overview

THREATS ALLOWED AND BLOCKED

Examine the delta between the number of threats allowed and blocked by your security policy.

101012162

CDR Y2 R— RIFMPNERENETH?

@ R ¥ 2 3R— RiZIdStrata Logging Service T+ > Mg DR T —EZMEREINE T,

Microsoft Windows NTLMSSP Detection Allowed

Advanced Threat Prevention (SERBEIGHED X ah—RiE, xv FI—7 THREEI N
BRI T AR L, vFa ) T oKl mb T 2E2RELET, B, 7171

Strata Cloud Manager~ 025 Palo Alto Networks, Inc

500
o~ 2 A
g8 ’ £\ \
S 250 3 \ b\ A
@ / \ i 1\ A
£ / / A 4
/ \ \ \
/ \ N
Y — / o > — S ——
06/03 06/05 06/07 06/09 06/11 06/13 06/15 06/17 06/19 06/21 06/23 06/25 06/27 06/29
Time
TOP RULES ALLOWING THREATS
These security rules the most threats; review these rules you can sirengthen your security posture.
® Policy Name Sessions Data Transfer (Bytes) Unique Threat Gount
1 smb 21,822 5,664,421 15
2 11,954 7,045,605 13
3 s 18,032 74,698,571 12
a 173,704 2,275,581,010 1
5 o 140 817,055,632 10
Hosts Generating Cloud Detected C2 Traffic
Examine the C2 traffic analyzed with Inline ML
Source IP Source Username Threat Name Threat ID Action Enforced
10133105 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection 59953 Allowed
10213511 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection 59953 Allowed
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection 59953 Allowed
10133105 paloaltonetwork\sve-it-apac-fw Microsoft Windows NTLMSSP Detection 59953 Allowed
1047036 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection 59953 Allowed
10.208100.5 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection 59953 Allowed
1047025 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection 59953 Allowed
1047025 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection 59953 Allowed
10.47.0.119 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection 59953 Allowed
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection 59956 Allowed
Displaying1- 10 0f 38,524 Rows 10 v Page
Hosts Targeted By Cloud Detected Exploits
Review the exploit attempts analyzed with Inline ML
Destination 1P ThreatName ThreatiD Action Enforced Exploit Session Count +
10.1012.10 Microsoft Windows NTLMSSP Detection 99951 Allowed 44743
10101211 Microsoft Windows NTLMSSP Detection 99951 Allowed 42168
10.1012.10 Microsoft Windows NTLMSSP Detection 99950 Allowed 14011
10101211 Microsoft Windows NTLMSSP Detection 99950 Allowed 13488
101012162 Microsoft Windows NTLMSSP Detection 99951 Allowed 5602
10130411 Microsoft Windows NTLMSSP Detection 99951 Allowed 3371
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HREATS ALLOWED AND BLOCKED

xamine the delta between the number of threats allowed and blocked by your security policy.
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TOP RULES ALLOWING THREATS

These security rules are allowing the most threats; review these rules to see where you can strengthen your

security posture.
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osts largeted By Cloud Detected Exploits
Cloud detected exploit attempts analyzed with In-line ML

Destination IP Threat Name Threat ID Action Enforced Exploit Session Count +
10.101.2.10 Microsoft Windows NTLMSSP Detection 99950 Allowed 38686

10.101.2.11 Microsoft Windows NTLMSSP Detection 99950 Allowed 36891

10.137.2.10 Microsoft Windows NTLMSSP Detection 99950 Allowed
dents & Alerts

Al Incidents All Alerts Incidents & Alerts Settings Notification Rules Log Viewer

Firewall/Threat (actionvalue ="allow' OR actionvalue = block-continue’ OR actionvalue = 'continue’ OR actionvalue = 'syncookie-sent’ OR ;(_‘) i Past 30 days
actionwvalue = 'wildfire-upload-success' OR actionvalu Idfire-upload-fail' OR actionvalue = "wildfire-upload-skip' OR actionvalue
= forward’ OR actionvalue = 'alert’) AND dest_ipvalue ='10.101.2.10" AND threat_id = 99950 AND threat_name = 'Microsoft

‘Windows NTLMSSP Detection’ A

Time Zone: Coordinated Unw’ download packet Advanced Threat 2023-04-12 04:34:58 - 2023-05-12 04:34:58 31,925results ¢  Page 1o0f 320

capture Protection report
Time Generated . Cloud ReportlD Severity Packet

2023-04-17 21:10:49 Il informational

2023-04-17 21:10:46 Il informational
2023-04-17 21:10:45 Il informational AQAAIQAAASAgWKLbZLZHOMQItdUAAAAAABIAJEC7AP!
2023-04-17 21:10:45 Il informationat AQAAFQAAASASWKLbZNTMRWQITIUAAAAAABIAJgCTAH

2023-04-17 21:10:45 Il informational AQAAPQAAASAQwKLbzKdiUGQItdUAAAAAABIAIEC7APU

il Aokl bzl 2HQWQItdUAAAAAABIA g
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Experience Score for Top Monitored Sites
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Network Performance Metrics
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> 44228, CVE-2021-45046, CVE-2021-45105, Published Date: 10 Dec 2021 Updated Date: 22 Jan 2022 Devices Impacted: 1/101
Severity: (1 9.8 - Critical and CVE-2021-44832
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CDSS Adoption

NGFWs: All ~

Total Known NGFWs: 140 | Total NGFWs Sending Telemetry: 27

@ | 1ACTIVATE 2. CONFIGURE 3. BEST PRACTICES

114 NGFWs: 89  NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules
98 Not Activated
16 Upgrade from TP to ATP needed

4

115 NGFws: 89 NGFWs Not Configured on all rules 118 NGFWSs Not Following Best Practices on all rules
98 Not Activated
17 Upgrade from URL Filtering to AURL needed

98 NGFWs: 94 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules
98 Not Activated

20 24

101 NGFWs: 89 NGFWs Not Configured on all rules 89 NGFWs Not Following Best Practices on all rules
101 Not Activated
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. 2. CONFIGURE 3. BEST PRACTICES
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= R 89 NGFWs Not Configured on all rules 118  NGFWs Not Following Best Practices on all rules
(] HostName (118) Best Practice Violatio... |1

(4 Datacent... 9
O X Datacent... 9

89 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules

tering to AURL needed

94 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules

89 NGFWs Not Configured on all rules 89  NGFWs Not Following Best Practices on all rules
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# Device Health # Threat Insights CDSS Adopt

Y

NGFWs on which Advanced URL Filtering activation is needed (1 - 10 of 43) 1l Back to Graph View O

Host Name Model It PAN-OS Version It Recommended Security Services Not Activated Security Services Activated Overrides License Expir...

PA-220 1014 ADV-URL

PA-220 10.14 ADV-URL

PA-220 10.14 ADV-URL

PA-220 1014 ADV-URL

PA-220 10.14 ADV-URL

PA-220 10.1.4 ADV-URL

PA-220 1014 ADV-URL

PA-220 10.14 ADV-URL

PA-220 10.1.4 ADV-URL

PA-220 10.14 ADV-URL

10 DevicesperPage v | Page 1 v | of5
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Not Configured on all rules
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Host Name: All X

NGFWs on which Advanced URL Filterin figuration is recommended (1 - 10 of 42) L Back to Graph View o]

Details Host Name Model it PAN-OS Version It Recommended Security Services Not Configured Security Services Configured Overrideg

ADV-URL X

ADV-URL
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Override the recommendation for
Advanced URL Filtering?

This action overrides the recommendation for
Advanced URL Filtering on all devices?

To help us improve AlOps for NGFW, please let us
know the reason for disabling Advanced URL
Filtering for traffic between these zones.

» Feature not needed

. Using a different vendor

. Others

Add a comment (optional)

Enter comment...

Override
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NGFW:s on which Advanced URL Filtering configuration is recommended (1 - 10 of 42)

Details

SourceRole it

Third Party Vendor

Unknown

Unknown

Third Party Vendot

Host Name

Destination Role it

Unknown

Third Party Vendor

Unknown

Third Party Vendor

|u  Back to Graph View F o

Model it PAN-OS Version it Recommended Security Services Not Configured Security Services Configured Overrideg

@ Classification It Actions Recommended Security Services Not Configured Security Services Configured Overrides

ADV-URL %

Advanced URL Filtering

ADV-URL X

ADV-URL X

ADV-URL X
Invalid

10 Devices per Page v Page
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| Third Party Vendor>Unknown (329/329 - 100

Not Configured Rule Name It

SourceZone I
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=
=
=
=
=
=
=
=
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Dashboards
# Threat Insights My Dashboard ‘Compliance Summary Best Practices On Demand BPA Feature Adoption CDSS Adoption WildFire

Device Group: All Vv Time Range Past 90 Days Vv

[ ® overall Adoption | © Best Pra

Credential Theft Preventio ADOPTION DETAILS

URL Filtering Profiles Log Forwarding Profiles Wildfire Analysis Profiles
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File Blocking Profiles
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2) 9 Antivirus Profiles
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Dashboards
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ADOPTION DETAILS
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RAAICDNSY ) 23455 5Dz U, fasbE NzilgettDH 5 KA M =2FiE LB
PFL. DNSF v 7 TOF v v T %[iEd % 725Ic. DNS Sinkhole (> 7 k—)V) ZFTNX
TOIV—IVNCHEH LE 9, DNS SinkholeZZ G531t g5 2 &ick D, v T —7 OFHICK
a5 25 Emxy NT—UMMREINTITDOT, TNIEBICEMETE., X6%)
LI RETT,
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O URL 74 )R Y VT BEXURGHEREEH (70w D) FiRITXTDOA VZ—Fv M
ST 0w ZIEHLET,

Adoption Summary CEAIRHDY < U —) DApplication & User Control (7 7V r— 3> &
I—Y—HilfE) T, LUFOBBEDEAREF v 7 LET, HERHIEZF v v THEEAEIC N
9, FHEOBWHARMEREICEHLEWESIE, Fyy 72D K 55HHUET -

O App-ID7%Z, TE3%7ZF100%IEW)V—)VICiEH LEJ, User-ID%Z, I—H—T LY A%
EORETLY — U BXUOT RLAHRHZET TN TONL—INCEHALEST (—Y—V—
ADENW—=2EHOET, FIZIE, T—R2EEZ— =i, Y—=N—THH EITH,
I—PF—TEHOEETA) . App-IDE X CUser-IDEIEH LT, @Y1 —Y =8 (ZL
THR) ENtT7 TV r—2 a3 o \O7 7R ARFa[ENE LS. RUV—RERLET,
HEOLZFERRBYEEF WV SV =y avERaLT7ay 7 LET,

O Y—UE X/R— FEHAREEA100% F 7213FIF100%ICRELE T, X% EZFNE0 OMEH
EOBRD ., JEEHER— N7 TV —ya U RIFAI LTI AR F8 A,

Adoption Summary CEAIRILOY <1 —) Dlogging (BF> 7)) T, LUNOBEEEDE A K%
Frv I UET, HERHEIERF vy PTHERMECEOE T, FEEOMHRSHER AR LR
BaE. Fryv 725 K55 UL !

O BFrrBXUn JiEOmEHREEZ100%E 72 131EIE100%ICRELE T,
O gXRTOY—VCDHE, V= dusrryay a7y )NV eERELET,
Y —:

HhE 3 FH E A

WildFire TF2V TR —DHEHFEIETE S721F100%IC

Antivirus (7> F 7 AV A) YF a7 2R —DmHARIETES7217100%IC

TIFANAAT LT TF a2V TR —OEHFEIETE %7217100%IC

s It Ay TF 2V T RY—O@EHFIETE 5721F100%IC

TN TayF T F a2V TR —DEHFEIETE %7217100%IC

URL 7 4 VRV VB ECHEEE | X TOAVZ—32 v AT ST 2w 7

App-ID TF 2V TR —DHEHFRIETE %721F100%IC

User-ID A—P =T LBV AZEDRETLY —YBXUCT FLAH
HEEHT ST XTDIL—)V

P— X/ HR—h TF a2V TR —DOFEHFEIETE %7217100%IC

mEUE TF a2V T RY—O@EHFIETE 5721F100%IC
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Zwy Y aR— A Y7 < Y K BPA

ECTHEMTEEIN? [RNEET T ?

e Software NGFW Creditsic & > TE®#Eft | 0 Strata Cloud Manager Essentials
NIz DZETNGFW O AlOps for NGFW Premium % 7z1Z Strata
Cloud Manager Pro

— Strata Cloud Manager CHIF T & % B&hE
Z. EHT A7/t AKX TEAEDE
ERS

e [Dashboards (% v 3/ = ;R— K)] > [On Demand BPA (#+ > 7~ > K BPA) IZ 7 7t X L CHitk
LET,

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse All Generate New Reports.

v Completed (14)

Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname It Model it PAN-OS Version It TSFName It TSF Generated Date
15 Aug 2022 at 01 il user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01 il user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 al 01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 al i user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

~ In-Progress (4)

Date Uploaded User Name TSF Name Progress

16 Aug 2022 at 01:01:01 user_xyz TSF_1658 Uploading TSF file - 75% uploaded

16 Aug 2022 at 1 S z TSF_1658 Processing TSF file - 75% complete
16 Aug 2022 at 01:01:01 TSF_1658 Processing TSF file - 55% complete
16 Aug 2022 at 1 S z TSF_1658 %.s Processing TSF file - 43% complete
~ Failed (2)
Date Uploaded User Name It Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It Actions
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported

&y 3 2 3R— R:a % - Strata Cloud Manager
DRy Y aR— RIEZHFERENETH?

B Ay aR—Ricid, 7y 7a—RENETINNAADTSFT 7 A JVICHDINT, N
ANTS5 0T 0 A3 (BPA) LR— M WREREINFE T,

NZANTF T ¢ ZAFHl (BPA) L BEREE A DA% 7% Strata Cloud Managerh 5 E#FITTE %
2 HZEDE L, T7ZANVYR=F T 740 (TSF) %27 v 77— R332 T, 7L A
FUF—=Z 2R ELTWERWNTINA AR, AlOps for NGFWICA YV R— R ENTWiEWNTINA A
DA VTV RBPALR— 2R TEET,

Ay aR—FOT—2EEDOXSICHHTEXIN?

BPA!Z. Palo Alto Networks O XA K 7577 ¢ RIS L TCF 2V 7 o RBEAZRFHME L. T/
A ZADUGEICELIEN 2T E T, EFaVT 10 XA T 7 0 A, BB X CRIOE
TR L. BEERRERIFAZ /N L. T T oy ZONENZRMT B 2ol BHHDO XY b
J—27 LIEDES> BT TV r—ray, a—YP—BXUCary 7 YNEET 20 ZHD,. Fhn
LEEMTLEEMTEET, SHIRAN ST IT 0 AKE, AV 2=y hbeFa)Tst
VRA—DEEGLF 2V T A EHH (CSC)DF 2y INFZTENET, ¥V T o hifilZigb L,
RERREST BT2DDNA ST T 05 ¢ AHARZ D A TELIZE WD,

7~ RBPALKR— DK
F 2 T7< Y RTBPALAR— b Z2AEKT 2 FIHIE. XDEBH TT,
STEP 1| [Dashboards (%7 3 =.;R— K)] > [On Demand BPA (4 > 7~ > K BPA)IcBEI L £ 9,
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https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
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STEP 2| #H LWBPAL R— bk &4k,

Reports | Completed (14) | In-Progress (2) | Failed (2) C Generate New Reports

v Completed (14)
Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname PAN-OS Version I TSF Name 1t TSF Generated Date T
15 Aug 2022 at 01: user_xyz AMS-FW-2 2 . TSF_2187 15 Aug 2022 at 01:01:01
14 Aug 2022 at 01: user_xyz TOK-FW-7365 2 . TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01: user_xyz TOK-FW-7365 2 . TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at O user_xyz -FW-7365 .2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at O user_xyz 365 .2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at O user_xyz 365 .2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at O user_xyz 365 .2 TSF_7365 13 Aug 2022 at 01:01:01
~ In-Progress (4)
Date Uploaded User Name TSF Name It Progress
16 Aug 2022 at 01: user_xyz TSF_1658 Uploading TSF file - 75% uploaded
16 Aug 2022 at 01: user_xyz TSF_1658 Processing TSF file - 75% complete
16 Aug 2022 at 01: user_xyz TSF_1658 Processing TSF file - 55% complete
16 Aug 2022 at 01: user_xyz TSF_1658 Processing TSF file - 43% complete
v Failed (2)
Date Uploaded User Name I Hostname It Model i1 PAN-OS Version It TSF Name It TSF Generated Date i1 Actions
15 Aug 2022 at 01: user_xyz AMS-FW-2187 PA- TSF_2187 15 Aug 2022 at 01

14 Aug 2022 at 01: user_xyz TOK-FW-7365 PA- TSF_7365 13 Aug 2022 at 01
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STEP3| TSF&EIRL. TSF7 7 A7 v 7Tua— KL% T,

7w 7a— R, tgz7 7ANDT A XA Z—Fy MEEICK>THRED T,
T7ANYTAZDIRKENGE, T7A4)D7 v Ta— RicEnhhr3ehdDET, [In-
Progress (217 ZEFA L. TSF7 7 A )VDAT—RZ AL RLET,

@ o I TV RBPAZ. tgz7 7 AIWVERDT 7V =NV R—ET 7 AL
(TSF) OIAZEYR—FLTWVET,
o } < RBPAIZ. PAN-OS/XN— 3 V9. 10l BRI LIz T 34 A DS
DTSFEYR—F L., LR—MERZEBLET,
e Palo Alto Networks D7 —2F&v IF v, W, L AMJ X FL—JIC

DWTI. [Trust Center (k= A k2% —)]|D[AIOps for NGFW Privacy
(NGFW 75 A )32 —HDAIOps) | Z B L TL 2 &L,

STEP 4| #5572 K51 iX[Completed (52 1) R d %[View Report (L R— F 2 X R))E LT X
AN

Reports | Completed (14) | In-Progress (2) | F;

v Completed (14)

Best Practices Adoption Summary

14 Aug 2022 at
14 Aug 2022
14 Aug 2022
13 Aug 2022 &
13 Aug 2022 at

13 Aug 2022 a;

~ In-Progress (4)
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https://www.paloaltonetworks.com/legal-notices/trust-center/privacy
https://www.paloaltonetworks.com/resources/datasheets/privacy-aiops-for-ngfw
https://www.paloaltonetworks.com/resources/datasheets/privacy-aiops-for-ngfw
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Strata Cloud M .
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o Strata Cloud Manager Pro
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ER

DRy Y ah— PP ERENE TN ?
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YA, BEKUT7 TV — 3 (Al-Powered ADEMZ A £ ZZEA L TWBEE) O
PRINIRIREDN R RENE T, ILNOEFIX, BfE. ZOY A FHERE 115 Prisma Access
Locationm® 58k L TV A I—P—HF 3V A OB ELLET, Ry Md, H—Da—H—
Fl3YV A b ERLET, HIK FTEEDNFOICR > TWAERTE. ZOHIKICEREN TV
BEDTMEZETHTHE LRl TVET,

TDRY Y aR—RICERENTVWDBT—2%Z, RDT A )VEATIDULET V2V T LET
o AR
® Prisma Access O —3/9
o JX{EICDGAT
AT aiR—RDOTFT—R=EES{FHEIMN?
A aR—RZH LT, PrismaAccessiCfZii SN TNBENA )N IA—P—L ) E—FP A
FOEE, v T EOMET EICHFELUT, MEESRNRIEEEZEZRETEET, TOXY
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SASEIEHMZ Y ¥ ah— REHEOENA )V I—YP—-< v T
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ECTTHEHTEETH? [RNEET I ?

e Prisma Access (Managed by Panorama or o LIFOWINMNTT,

Strata Cloud Manager .
ger) O Prisma Access & ADEM® a] &1HI1E
o Strata Cloud Manager Pro
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support

Xy 2 3h— R % - Strata Cloud Manager

ECTHHTEEITN? WS EET S H?

e XwiaR— REERT BHEREZHOOI—
1Y
— Strata Cloud Manager CHIF] T ¥ % #hE

. HHITZ 77 ACK->THRAEDE
EE

[SASE Health (SASEF# M) X v & 2. 5R— K D[Current Mobile Users (Bi{EDE/\1 )1 —
P=)]Z 7, TARTOLGADENA N I—P =T 7 ZAXR) TV ADNRPEREINE T,
ANOEFIL. Bi{FEGlobalProtect’f#iF] L CPrisma AccessiC i L T\ 5 ENA )L L—H—
DEIHHELTWVWET, Ry MIE—-DENAMNI—P—ERLE T, MEOOINFEZEIRY
B, 1= =TIV ANV LV A AAT7WRIFTHZ T 2L £9, FRIC, ROADEEF
IOANYIZV A AAT7MERFLTWASZ e ZRLET, HILLIEZ VANV VR X7
1. FairAa7 &Poor A7 &b =8 DIc/ D E3, [Current Mobile Users (Bi{EDE /A
WA= =)NDOEROIT RS T T7icid. #EIR L7z [Time Range (HI)NC BT 23 XTDEINA
WA= —DPHT 7 ARY TV AAAT DEADERENE T,
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https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
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https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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o Prisma SD-WAN

ZOMDZ A £ 2 A LA RIS B R wT TSR

FERDOEFB O T,

O ADEM Observability (ADEM D BLHIA] HETE)

o Autonomous DEM for Remote Networks
(VE—F 2y b7 —27HHH#EIDEM)

O Al-Powered ADEM (A5 #{ADEM)

O WAN Clarity Reporting (WANZ < 1) 7 ¢

LAE— )
0 By ak— REERT HHEREROT—
JU

— Strata Cloud Manager CHIF] T & % H&AE
. BT/ ACKk->THREDE
ERS

YFaVT 4 T—T4 777 "B LT, TOT7—T 4777 NIT 37— DHEEE
THTENTEET, MEFHERICEIRDOEDHH O ET,

o V—T 4777 NDEREXY NT—INTDT7 7T 4T 10 XY NT—TNTT7—TF~«
T7 7 DR EORBEN L TWE R L., [FZEME & gL ET,

e Palo Alto Networksid. Palo Alto Networks WULFEIS X U023 XTD ST T 1 v 7 D57
WHcHDOWT, 7—T7 47727 MBI 3BEA TV Y AR LET,

o 7—T 4777 MIBT AP — =T 1 OOHHERZ A
[Monitor (%:#)] > [IOC Search (IOCY—F )%= 27U v 7 L CHBLET,
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported

Bt 2 - Strata Cloud Manager

Monitor IOC Search

Search on a security artifact to interact with data just for that artifact. You'll get a record of t
Applications
Branch Sites Look up an artifact

Data Centers

NGFW Devices

Search On Security Artifacts

Enter a security artifact in the search above. Try something like:

# File Hashes (e
* URLS (e

* Diomains (e
s |PV4 Addr
s |PV6 Addr

F9., 774w a, URL., RAAL 2, IP7 RLA (IPvAZET21ZIPv6) DWW N DOFEEED
=T 4777 eMmRBRLET,

IP7 FL A

IP7 RLRAZBL T, v 8NT—=THNDIPT RLAT 77« ©T ¢ ICBE#ET 2B EIFHE 08 C

TET, MBEERICWEROT—=E2HREREINET,

o HMAEIOHMIC KR Y FT—ZNTIPY RLAH K X Niz&EHEEL

o P RLAICHLTHITENETY 7vay Graxizidyayy) =757 ¢ VIR RL
£,

¢ Palo Alto Networks D& A > TV VY A — RN—F 4 DEETICEDLLIPY RL A%
GLDNSY 7T A RDY A b,
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Summary

OVERVIEW

Verdict m

IP address 8.8.88

Firstseen 10/04/20, 6:08:07 PM
Lastseen 10/06/20, 10:54:43 PM

13.4K

Total Seen

2. 1K

Total Blocked

114K

Total Allowed

Daily Detections

# Request

11 *.24sboonline.net
12 “42.coffee

13

RAAL Y

2.0K

1000

500

)

04710

TAGS ASSOCIATED IN PAST

Malware Family

Malicious Behavior

04/12

Examine how pre@emtm‘s 1P address is in your PAST 30 DAYS
network, and theZttion you're taking when it's Review this IP address’s activity and enforcement in your network over the past 30 days.
detected.

04/14  04/16  04/18 04/20 04/22 04/24 04/26 04/28 04/30 05/02 05/04 05/06 05/08 05/10

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

Response Count Type First Seen Last Seen
8.8.8.8 4 A 5years ago 5years ago
8.8.8.8 2 A 5 years ago 5 years ago
8.8.8.8 3yearsago 3yearsago

(# Unit42.NJRat ) ( # Unit42.NanoCoreRAT ) ( # Unita2.Mirai ) ( # Gafgyt )

(4 Unit42.RenameOnReboot ) ( 4 Unit42.ModifyWindowsFire... ) ( 4 Unit42.Processinjection )

(4 Unit42.AutolT )

(4 Unit42.DisableFileOpenWar... ) ( 4 Unit42.CheckForSecuritySof... )

(4 Unit42.UsesDynamicDNS ) (4 Unita2.ModifyHostsFile )

Block Allow

Iy FT—=THNDFAAL NHEMNFENTNWET 77 4 €7 OBEZFRRUE T, BERER

KR ROEDNHD 9,

e WildFireDY > )V HTICHE D R F T =T HND KA A D5 HH,

o JBESOHMNC R AL VICEEMNIT SNT 7T 1 BT« DAEFHEL

o BT UT 4T AT NIEZ ST T TERLUETD,

e WildFireD i AL NZEM T, RAA VST Z5HAOE| D Y il cnizT7—&

ZYR—FLET,

o CORALYDA VAR Y AR EZELTRTOWIldFiref2 I HINEENIZDNST 75 4 ¥

T Ao
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Summary

OVERVIEW

Verdict
Domain
Firstseen

Last seen

gmgigoiogeosyawm.org
10/07/19. 3:46:07 PM
04/14/21, 1:34:02 PM

TAGS

Malware Family

Malicious Behavior

':: w Commodity.Ramdo:l

s = ™~ =~
\ 4 Unit42.HttpNoUserAgent AN 4 Unit42.ResolveSinkholedDo... JL 3 Unit42.DisableSystemProxy )

DNS SECURITY RESULTS PAN-DB CATEGORIZATION

FQDN gmgigoiogeosyawm.org URL gmgigoiogeosyawm.org
Verdict Category Command and Control
Global Threat ID 107555572 Risk Not Given

TTL 300

Domain History In Your Network

PAST 30 DAYS

Review this domain’s activity and enforcement in your network over the last 30 days.

———— e

Examine how prevalent this domain is in your
network, and the action you're taking when it's

i

Passive DNS History

e S

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
1 gmgigoiogeosyawm.org 178.62.193.125 1427 A 7 years ago 7 years ago
2 gmgigoiogeosyawm.org 52.4.209.250 4,969 A 5 years ago 5 years ago
3 gmgigoiogeosyawm.org 69.195.129.70 94,249 B yearsago 5years ago
e ‘——I—.._____-_-__ M T

URL

Palo Alto Networks D313 23 XTD T T 1w ZICEBITBURLD T 77 4 BT 2 IDWTH]
BTENTEET, MBHEITIEIRODEDLHD 9,

Summary () - URLO XY T —ZNTDT 77 4 ET 4 OENZHERLE T, T—XIIE
ROEDONEENE T, URLEPAN-DB/EEICHT ZDNSYE I 2V 7 ¢ 8RS S,
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Summary Analysis

Summary

OVERVIEW

Verdict

URL https://universal101.com

Firstseen Unknown

Last seen Unknown

DNS SECURITY RESULTS PAN-DB CATEGORIZATION

FQDN universal10L.com URL https://universal101.com
Verdict Category Command and Control
Global Threat ID 136993848 Risk Not Given
TTL 300
ANALYSIS DATES DETECTION REASON
Start Date 04/28/21,4:23:42 PM Previously identified as malicious
End Date 12/08/21,9:17:00 AM

URL History In Your Network

Examine how prevalent this URL is in your network, PAST 30 DAYS

and the action you're taking when it's detected. Review this URLs activity and enforcement over the last 30 days.

. 10.5K

Total Seen

o)

_

Relevant Domains And IPs

These are all of the domains and IP addresses found with this URL. The findings here are drawn from all the traffic that Palo Alto Networks analyzes and global threat intelligence.

# Domain Name IP Address
1 universal101.com 204.11.56.48
~ e
Passive DNS History

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
1 universal101.com 204.11.56.48 4384 A 3yearsago 2 yearsago
2 universal101.com 74.117.114.119 6 A 8yearsago 8yearsago

7 years ago,

Screenshot (X 7)) —2)2 3V F-URLY—T 4 777 P THMELEEZICTY 2 TY A FDX
FwTray b eRRLET,

Analysis (7747) - COURLICH LT a— ) UcfthbNizER, BXCTOURLTHRHE N
T7ANEGE T 7 AN T —R2EZIRLUTLTZE Y, T7ANNNy Y aflifizid 7 7 A
W a—ZHH U CHMIZNSZ ENTEXT,
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Summary Analysis

Network Traffic (Global)

These are the web requests made globally for this URL.

# Method Status Request 13

1 GET 200 http://universal101.com/ 204.11.56.48
2 GET 200 https://subscribe.wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2=universal 101.com&tp3=Ive&cust  66.81.207.66
3 GET 200 https://subscribe.wellnesszap.com/px.js?ch=1 66.81.207.66

66.81.207.66

https://subscribe.wellnesszap.col

Files (Global)

These are the files detected globally that include a link to this URL.

# SHA-256 URL Size v

1 8e0aba2b8f07e972d47d47cc011595674394000fcébfbefed426b35eee5e699 https://subscribe wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2= 106.19KB

2 c6b32a3ac818b621075f8d3eaed 1ee68b65887bc3b18c5cf42813a8fa3bfc499 https://wpwebpushonline.com/script/fsub_b780f44ff5e663aced4bc9d4935e5 7653KB
10.17KB

05b7ecbc22b73ac4e6bd809d4850dd3e5c768c605c5h4e6705a42594f80c2685 http://universal101.com/

Raw View

Analysis Raw File Evidence Raw File

[
{
"id": "package--395c1d70-2984-4fad-1f3b-2031bfdadf7c",
“maec_objects™: [
{
"analysis_metadata": [
i
“analysis_type": "combination”,

"conclusion™: “unknown”,

"description”: "Automated analysis inside a web browser™,
“end_time": "2021-@4-28T10:53:46.436289561Z",
"is_automated”: true,

"start_time": "2021-84-28T10:53:42.4769999987",

"tool_refs": [
-

T7A)VINy =

T7 ANy Y alRRE, T7ANVDT T4 T 4. T7AIVT 8T 2 DK, WildFiret
VIR ORI ER L E T, MERERE RV LRI UGB, ROT—REMHRETEET,

Summary (BfZ) - 7 7 ANy T afike 2y hT—TNTDT 7 AINVDT 7T 4 T 4 DE
EEERLUET, BT%UETV v ITBERTOFMIERENET, XTE. 77 AIUH
_‘/}—LALA

BT 7IVV—, FroR—=2, T3 TV EZ—D—FTH SN E S EHiET % DIRT
H5ET,
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Summary

Summary

OVERVIEW

Verdict
File Hash
Firstseen

Last seen

WildFire Analysis

File Hash History

Examine how prevalent this file is in your network, and the action you're

taking when it's detected.

0

Total Seen

$dddas5f224f405b8c05922ea32b712f8c371..
07/03/21,11:23:00 PM

06/24/22,6:51:21 AM

File Analysis Network Sessions

TAGS

Malicious Behavior

Malware Family

FILE HASH TREND - 30 DAY

Review this file's activity and enforcement over the last 30 days.

n.. ){ 4 Unit42.LocalNetworkRecon ) ( 4 Unit42.1PAddressLookup |

Source
Class
Group
Hits
LastHit

Votes

Description

Commodity.NetworkScanning

commodity

N/A

4 Malicious Behavior

N/A

1l N/A

1,11.50:23 AM

Samples exhibiting this behaviour connect toan entire

ates they are attempting to scana g
i | match on files

which perform wi canning against larze

numbers of non-sequential IPs.

WildFire Analysis (WildFire73#7) - WildFire73#tHICY > )V (T 7 A4)V) DED K 5 ICH)

VELTeh 2R L F 9, Y2 IVEER, U2 T IViic i N EEERE. HhEREE T
B IR OBIEICBE T B 1E 2 X R TE X9, WildFireDH > )V oathicF v 7
FY¥EINZIEFIELTACARAINAS—2DRA Y =2y gy b EFRTSHTLETE

ESCI
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Strata Cloud Manager

Search

Search on a network artifact to interact with data just for that artifact. You'll get a record of the artifact’s history in your network along with global analysis findings.
9dddab5f224f405b8c059a2ea32b72f8c3719954a6c59bafesfc6805b0b317b

Summary WildFire Analysis File Analysis Network Sessions Coverage Indicators

Select an Environment

One line description of what this selector does i.e pick the environment.

Environment Environment

o Windows 7 x64 SP1 Windows XP
verdict: (N0 verdict: [0

Why This Verdict?

Sample produced a combination of behaviors which have been associated with a verdict.
» Connected to a malicious domain
e The action of sending a DNS query.
* ackng.com

P —— A 1actions (17 observable objects) g

s sllbaastionabaqugcting to 2 URL.
) A J—

loCs

WildFire detected these loCs during sample analysis, and considers them to be threat indicators because they are predominantly found with malware.

x-wf-matched-ssdeep
[
"base_type",
"id*,
“family”,
"matched_ioc_hash”,
“ssdeep_value”,
“type”
1
Domain: info.amynx.com
Domain: ackng.com
Domain: info.zz3r@.com
Domain: zz3r@.com
URL: ip.42.pl/raw

Domain: info.ackng.com

Behaviors

These are the behaviors the file displayed when WildFire executed it in an analysis environment.

Behavior Actions & Observable Objects ¥
> Created or modified a file 3actions (130 abservable objects)

> Created or modified a file 2 actions (81 observable objects)

> Created anexecutable file in a user folder 2 actions (10 observable objects)

> Connected to a malicious domain 2actions (9 observable objects)

Causality Chain

@ Malware click node for more details  + | -
O Actions

5 Behaviors

{whice= @)

- {cmriueaz‘- { neteve ) lf/netlexeo‘l
. 4 Xus :muima:{ [ netare ( netLere @)
Strata Cloud Manager A Z— K /71 R : : © alo Alto Netwdrks, Inc.
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BifH:1 7 - Strata Cloud Manager

File Analysis (7 7 1 )L 53#7) - WildFire 3 #iEREE TH > 7V (T 7 A4I)V) DEITH] & FIT7H%D
Iz R U E 9,

Overview (f2%) - ¥ > 7IVOFERIE T T THEZREL T EE VWV, fHEO DL ME> TV 55
Gl FFROZLEZY) 7T A R LFET, Palo Alto Networks DB K F— Lld V> T IicDONT
EHICHBEL., BOMNEROD S RS HRZEHTELET,

Verdict
SHA256
SHA1
MD5
ssdeep

Imphash

File Analysis Overview

Request for Verdict Change Type Microsoft Word Document
f7d2a5bb%043a4e682d8%faceed7beF6e9532%c282406ea162085ba302e362e1 Created 01/13/22,12:58:50 PM GMT+5:3

6ef14c96a692412127fc3e2293c0b5181dc50acd VirusTotal Search on VirusTotal
7ad4628372a8c8472a690307a0415¢77 Size 503,2%6 bytes

N/A Finished 01/13/22, 1:00:00 PM GMT+5:30
N/A Region us

Compilation Time N/A

Static Analysis (SHIfRHT) - EHNREKTIZ. WildFirefBATBRES T 7 7 LIV EITE N BHHIC, FE
TEDT 7 AIVDODNREFARE T, MEBTIE. AZT v 70 THRHEENIZEED LW T 7
ANTORT 4 B EXRENE T, MBEERIE T 7 ANVOMBEICE>THEERDET, TORY
V—>vaw ME. 7—hAT 7 7 AI)VOENENT ZRLTVE T,

File Analysis Overview

Matvars e

SHAZS6. s Created

SHAL fecha23c100671c3795945260266a060CTHTS VinssTotat

MDS ba7elbe7229320530090998950 18238 size

ssdeep 98304r1ecDR 01/09/22. 24830 PMGMT+530
Imphash NA

us
NA

Static Analysis - Suspicious File Properties

rchive File Analysis

STEP 1: SELECT AFILE

Fie Hash e s
sarestan s ROOMSIIN . <0 iy 5soicions | @ 287 5wmic

T a TR 6. <1 s | @ 3 5uicios) T

5 a LGl & i iz cious [ @ 2picions

Observed Behavior (BIZ4 7)) - FiE DBEIC BT 29~ 7 ILOWildFirel TEID T 2 HEER L %
9,

Observed Behavior

Windows 7 xé4 SP1 | interium/Injector.exe

WildFire observed these behaviors for this sample. Behaviors are assigned a risk level, and example behaviors you might see include whether the sample created or modified files, started a process, modified the registry, or installed
browser help objects (BHOs).

# Behavior Description

Behaviors Risk ¥
6 Started a process from a user folder User folders are storage locations for music, pictures, downloads, and other user-specific files. Mal... o] low
7 Created or modified a file Legitimate software creates or modifies files to preserve data across system restarts. Malware ma... o] informational
8 Started a process A process running on the system may start additional processes to perform actions in the backgro... o] informational
g Scheduled a system task in Windows Task Scheduler Windows Task Scheduler is a service that automatically launches applications in response to event... o informational

The Windows Registry houses sysf informational
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Dynamic Analysis (BIIfENT) - 7 7 AV EFEIIICHRE L, RESN/zx Y MY —7 OBEINTER
RA I —E2EMBLET, BRTR3 70 RAT7 2T T 0. BXUOT 7 AIVETHIC
VAT LTHREL:—EHOANRNY MR TEET,

Advanced Dynamic Analysis (i 72 BIUfENT) - @EEICEE S N2V 2 7 OB Z R L
ThiIEd 2759 RR—=ADLY IV TH5. @lEEWildFirefidft (£ 27V Y x> MRFAT
RE XV RN, NAIS—=I\A P =D, RIFERTI 2L — 32k E) TRITEh
e TNV RELR L E T, BIRSNEEEL R L, T OEHREETEBRDOIIIC
ffHTE%d,

Advanced Dynamic Analysis

Behavior DNS Activity URL Activity TCP Activity Process List

Windows 7 x64 SP1
# Behavior Description Risk
1 Identify System domain DNS controller Identify System domain DNS controller on an endpoint using nslookup LDAP query. This c... 0
2 Checked system language settings Microsoft Windows has language locale settings stored in the registry. Malware often che... 0

Network Sessions (Y T —2+t v g ) -2 T)NVDxy b T—Ttw g NIDNTE
BLET, COTFT—ZEZHHLT, BROAYTFANO. B2 F5FANETS
A7V, BEOINWT 2T ORMEBIHEHEINZ T TV r—2a Vel ENTEET,

Coverage (1173w V) - BIBUCH T B IRH#E L NIV EFHES S 7zdlc, Y2 TIVDY T2 F v
TNLw P F v I LET, YU TNDOET 2 a— R RAAL 2T Enizy 7=
Fx &, YTV T 72 AT S URLEZERTEET,
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https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-whats-new/latest-wildfire-cloud-features/intelligent-run-time-memory-analysis

BifH:1 7 - Strata Cloud Manager

Domains

Palo Alto Networks currently provides these domain signatures that protect against this threat. Content Versions Daily +

# Category Signature Name First Version Last Version Current ? Create Date +
1 Malware generic:info.ackng.com Yes 03/19/2019, 2:40 AM
2 Malware generic:ackng.com 2994 3448 Yes 05/28/2019,9:59 AM
3 Malware generic:info.amynx.com 3378 33s1 Yes 06/12/2020, 3:41 AM
‘_ﬁ-—_7 ic:info.zz3r0.com 06/12/2020, 3:41 AM
URLs

This is the URL Filtering coverage that Palo Alto Networks currently provides to protect against this threat.

# URLs Category
1 jsonip.com (‘Computer and Internet Info ) ( Low Risk )
2 ns2.linode.com (Web Hosting ) ( Low Risk )

\ XD TOSTING /A oW RISk )

3 info.ackng.com (Malware)
4 42l (Personal Sites and Blogs ) (Low Risk )

(Personal Sites and Blogs ) (Low Risk )

\OW SR

Indicators (-1 > T — &) - RESNT=xy NI =V DIEEL KD T —T 4777 " &R L
X9, ATV —&lF FAALY IP7 LA, URL, 2—H—T—I Vv Z—
HEWNA T2 Vol DT7 =74 777 2 A TIEDNTHEENE T, GREOEN
7—7 4 777 k&, Suspicious (5t L) E 721 Highly Suspicious (JEH ICEED L) & 0 %8
ENEJ,
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Domain A 2Highly Suspicious

These domains - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence /! Indicator 1 Matching Indicators 1 Benign ! Grayware /! Malware |

1 VGO  info.ackng.com 0 0 234
2 A Highly Suspicious IS 97 5 499

;-m_ ns3.epik.com 555 43 28,611

IPv4 A 1Higniy suspicious ° VZSuspicinus

These IP addresses - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence /1 Indicator |© Matching Indicators /1 Benign 1 Grayware |1 Malware 1
1 N e 88.214207.96 30 1 277

127.00.1 273.674 891,030 7,528.431

——
8 o
URL A 1Highly Suspicious gy zausprcious
These URLs - seen when this sample was executed in the WildFire lysis environment - are pre i ly found with malware, and can indicate a compromised network.
# Confidence 1 Indicator 1 Matching Indicators ! Benign 1 Grayware |7 Malware |1

233

1 A Highly Suspicious [EECEITEGH 0 °

2z3r0.com/e.png?id=GVZ823834177364.GVZ823834177364 local&ma... - -

w

|l
User Agent

These user agent headers - seen for HTTP requests that were sent when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

# Confidence ! Indicator 1 Matching Indicators !/ Benign 11 Grayware !1 Malware 1

26246 54432

Python-urllib/2.7

1 D Sus)

|t ———— ——

Mutex

. and can indicate

A mutex (mutual exclusion object) allows programs to share the same resource, though the resource cannot be used by more than one program simultanecusly. These mutexes are predominantly found with malware,
acompromised network.

# Confidence /1 Indicator || Matching Indicators /1 Benign /1 Grayware |1 Malware /1
1 Q Interesting. testmutex_{DOEBSEDF-985E-4907-B7FB-2D732C3FC3B9} 1 0 0
2 _ Local\c:lusers!jgs9cbre: i icrosoft!wi . ies! = = =
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BifsEY A

ECTHHTEZEIH? AR ET I H?
e Prisma Access (Managed by Panorama or INHDET At Xk, Strata Cloud
Strata Cloud Manager) Manager"\®D7 7 ANEZENTVET,
o Software NGFW Creditsic X > TESIEM | 0 Prisma Access
N D FTENGFW

O AlOps for NGFW Premium license (use the
e Prisma SD-WAN Strata Cloud Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

o Prisma SD-WAN

ZOMDZ A £ 2 A LA RIS B R wT TSR

FERDOEFB O T,

O ADEM Observability (ADEM D BLHIA] HETE)

o Autonomous DEM for Remote Networks
(VE—F 2y b7 —27HHH#EIDEM)

O Al-Powered ADEM (A5 #{ADEM)

O WAN Clarity Reporting (WANZ < 1) 7 ¢

LAE— )
0 By ak— REERT HHEREROT—
JU

— Strata Cloud Manager CHIF] T & % H&AE
. BT/ ACKk->THREDE
ERS

ZIEY A b :Prisma Access

[Monitor (%:#)] > [Branch Sites (32511 )] > [Prisma Access] #{R3 5 &, UE—F%v I

T — 7 O & P, BEOE £ EE X Prisma AccessiTICEiiE S Nz T RTOY B— k
2w T =T ORI RENE T, VT IVEA LD AT —X A LIRS OZEH.
BXUOZOMDT a4 A FOFFINERRENE T, BNV 2—P— Stk /NeiEIEY
T—b Ry T—=2IEEHLET, VE—F XY R LENRA) =P —=IIHRESNTY
58IV DOEEEHEERRTEXT,

FZREND T 4Py MICHIZ T, PrismaAccessT A2 ADEE., TOX W 2R—R
WKWEY A P AR Y A AT & Prisma SD-WANSJEY A F OFIR—1Z. ADEM
Observability % 7z 3 Al-Powered ADEMZ 1 £ > X,

ZJEY A b :Prisma SD-WAN
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
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https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-subscription-usage
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-key-components
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/configure-the-ion-at-a-branch-site
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-devices/connect-the-ion
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/system-tab/view-system-tab
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Access Analyzer

Run a New Access Query

Access Queries empower IT to inferact and engage with enterprise networks using conversational Al

Start a New Query 3

Query Log (52)

Query Name |1 Qa Query 4t a 1 Sutus U
Completed
Completed
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https://docs.paloaltonetworks.com/autonomous-dem/administration/about-access-analyzer/create-a-natural-language-query
https://docs.paloaltonetworks.com/autonomous-dem/administration/about-access-analyzer/start-a-new-query
https://docs.paloaltonetworks.com/autonomous-dem/administration/about-access-analyzer/manage-queries-from-the-query-results-page
https://docs.paloaltonetworks.com/autonomous-dem/administration/about-access-analyzer/manage-queries-from-the-query-results-page
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@ Health Statistics
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97 (Good)
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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Serial Number: : PA-3220 | SW Version: Public IP Address: N/A | Management IP Address:

Health Security
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GRADE Fut ) 4 2 E—— 2

Total Critical ® Warning
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No Application Statistics Data Available
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https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/alerts-toc/view-alert-details.html
https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/alerts-toc/view-alert-details.html
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https://docs.paloaltonetworks.com/aiops/aiops-for-ngfw/security-posture/configure-best-practice-checks.html
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https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts/manage-capacity-analyzer-alerts
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts-reference/alerts-reference-health-premium
https://docs.paloaltonetworks.com/ngfw/incidents-and-alerts/alerts-reference/alerts-reference-health-premium
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https://docs.paloaltonetworks.com/ngfw/aiops/health-and-software-management/analyze-metric-capacity
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https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-prisma-access-locations
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-prisma-access-locations
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/iot/iot-security-admin
https://docs.paloaltonetworks.com/iot/iot-security-admin
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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Incidents & Alerts

All Incidents All Alerts Incidents & Alerts Settings Notification Rules

. Add Filter
Incidents & Alerts

NGFW
Prisma Access

Log Viewer

Incidents Raised and Cleared

Jun. 14, 2023 at 13:00:00
1 Critical Incidents

A 14 Warning Incidents

Cleared Incidents

Incidents by Status

1 Critical New

In Progress

15 \Warning
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ECTHHTEEIH? DA ELT G n?
O Strata Cloud Manager Pro
— Strata Cloud Manager CHIH T & % F&HE

. HHITZ 77 ACK>THRAED X
ER

A=y bR LUTRERZTIV—TCL, 7747 T4+ —)VEE T 704 A2 MTFiEe<
7 b /Jf%gﬁ@—o

ARy ME, TH)NVE—, TTaA AV b, FRETNA ACHEEMNIT 3 N TEDRES
TV RTHO, BRERPREA TV bOT I —TIEINED A, ARy h{dHT
., —HOT7AT7 I+ —=)LT T 0A A FOIHFDORAREFEAENTEET, Thick
D, OB ERETHLOWTNA AT IR AV R—=FT 4 VT TE, FILLTINAL AD
FUR—=T 4 VTR BERREZEETEE T, 2, VE—FDZSLHICH LN T 7147
TA—I)VEEATEET, HELEY FT—7 LR — )b—)VDREZ TR THFL A=Y
FrDty b, FiILWI7AT7 T4+ —IVDET S 7 A)IVRICHEEMIFE ENTEET, Thic
K0, VBRI TG UFAT A ARRET BT2DDT 7 AT I+ —)LDtYy k7 I E ks
DRI NE T,

FTV 7 MEDBET B5E. AZXy bOBEMFIE by TR RIS D £, LR
HE LIV —)VEEFaTEng, 1£ﬁ®7z‘}b§" TRICHZRIOAZRY M Z2{ERT 5 L&, £
A CARTD A=y MDBHCBEHEMT SN TV AIGEIZI A=Y b T 4 )LV Z—IBERT %
EEICHEED R L E T,

DED . W ERZRICBEMN T 5NTEAZRy FOEDNFRICA T Y 27 b TREZGE. RO

AZRY FOEDNTINA ARTZRT 7O A XY MCHERENE T, EHIC. ARy A Sk
ENFITRTORERF. FIFANE— TTAA AV, FRBTNAALN)VTH—N—=F A
RTEEXT,

T A IVABEEN TR, A=y R EEED T IV ABEEN TSR EEM) 5 e M TEE
T, DFED, A=ZRY M BT FIVE—EZD R AR ENTWDS T 4 )V E—O i 7 BEEAH T
BHTLIITEEVA, Iz72L, WCARAZRY b ZRIO T 4 )W E—=FT2IERDO T )V Z—IC A bk
ENTAHINVE=ICEEMN TR ENTEET, TAHINVE—ERBAND T + )L R —I B B
HNTVB ARy MIT L—FREIN, ZUT 5551 FEHREHTEEE A,
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East v | Overview

Welcome to Prisma Access Cloud Management. If you're just starting out, follow these steps to get your environment u

running.

Variable & Incomplete References

1 0
Variable Incomplete References
Config Snippet 3
D East
1 snippet-54386
2 snippet-common

3 snippet-policy

[ UsA(inherited)

D Firewalls(inherited)

ARy MBI 2710 A A T— TREER DS IR

COREREIC KD, 70—V RAO—TICT7 2y FENTWE—RINERERSA 7Y 2 7 F =5 IR
L C. Prisma Access"°NGFW 7 7 A 74—V v a T 5T ENTEET, Ya—/N)L A
I—THNOINSDHEFT V27 FERER, IXRXTDODAZRY FTHATEEY, Fa—N
WAD—=TICEHEMNIFENTZA =Ry ME, Fa— VA=Y hEeEREENET, Ja—3b
ARA=TIT7 2y FENTEINEDAZRY NNTEEINEAT V27 M, /ENDED A
=Ry FTEBRTEET,

7z & Z1X. Global Variable & W5 ZHTD A=~y M Z2{ER L TEEZHE L, 7a— V)b Ad—
TICTRYFTEET, THUCKD, REANDMDTRXTDAZARy hEFHHICSIB LU TCHIHT
XX ET, [k, T7RARY = )b—)b, BREME IO T 7 )V, V=2 T
RLA, BXUEHER Y NI =TT AV N 2RTFOMDAT I 27 bOHAZLURLA T3
V) ERIICERTEE T,

A=y F7Z2{ERK S 5

A=y b 2VER LT T ANV E—, T a4 X b, 237310 RICBEREAT T, H@oiEAw
REZTINA ZADT )N —TIHEA L E T, REEMIZGA=ZRY heT )V E— T, XY
b 2 TNA ACEHEST 2 N TEET,

2=y ME. MERBOVWDTELEE L THEED 7 A IV E—, T 7aA4 X b, F£E 731 Al
HEEMIF R ENTEET,

HHENZLS B STE A AR LAZANY FBHIBRTEX T,
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STEP 1| Strata Cloud Managerica 71 > L %9,

STEP 2| [Manage ()] > [Configuration (£¢iE)] > [NGFW & Prisma Access] > [Overview (%)) 7% 1%
WU, BEAT—TZIER L T[Snippets (A= MEERLET,

STEP3| Z=Rw +EEMLET,

Configuration Scope: All Firewalls v Over
Configuration Scope X

Folders Snippets

t. Search

Global-Default
Recommended-Best-Practice
0365-Best-Practice
Explicit-Proxy-Best-Practice
Enable-RBI
SaaS-Enterprise-Controls
Auto-VPN-Default-Snippet

ZTP-Default

Web-Security-Default

Snippet-PA_VM-200

Snippet_MU_RN

snippet-99-212-RN

test-snippet

global-1

pa-1 =

4 Add Snippet
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STEP 4| Z=Rvw FZfER L% T,
1. R=Rvw M ORTWHFZ TR T,
2. () A=~Xvw hDDescription GiiH) Z AT LET,
3. (I RELT T, 128 EDLabels (T )W) Z2EID 4 TET,
?ﬁ@%Nw%EW?%@\W&bkw?@»%ﬂﬁLT%LP%N»%W&T%?
4. Create ({FR) ZFRL X,

U SHERRENTE A=Ay ME, B—H)VAZRY MIpBHENTERREINET,
ARy bBRAEND & TREFAAZAY b EB#HENET,

[©) Global-Defautt

2] Rec Be

[£3) 0245-Best-Practice
Expl

STEP5| Z=XRv FREZIEKLET,

CNT, A=RY POREAI—TICHEDFELTze A=Ry hAO—THNTIER LTI XT
DREIF. A=y M UL TOHEHINET,

A=y hAIA—=7"Tld, A=y FOBEEREZR L TAZR Yy MCBT % a5 IR 72 R
TEFEI, chucld, Z2HOB. A=y FOERE BEETICHET M. A=y bR
BHMT SN TWAEITRTOT A )IVE—, TTaA4 AV b, TN ZADV X g & DIEHRN
GENET,
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STEP 6| A=~y hZEHEMNITFET,

1. [Manage (&#)] > [Configuration (7% )] > [INGFW & Prisma Access] > [Overview (K
F)) &R L, ST AT—7 7R L T[Config Tree ((RE YV —)1EERLET,

2. 2=y b EEEMNTIZ T3 IV E—, TTaAL AV, FTETNNAAERERLET,
REAZRY hEHELET,
BREHF T2 A=y R EBINL, AEICLETIHRNEZ E9,
A=y e a— N )V A aA—TICBEfT 2 &, ZORAZRy MIRENDMDT
NTDAZRYy N THEAMGEICAR D, FHTESX9ICEDET, TRTDOA=RY b
Z. Za— VT A )NV RICTANENTZAZRY "NOF TV 7 W 2B TEET,

5. ML %,

Associate Snippets
Objects with higher priority will override conflicting values

Snippets

SaaS-Enterprise-Controls v

Recommended-Best-Practice v

All Firewalls (inherited)

RN N -

Global (inherited)

STEP 7| Push Config (/&% 7 29 %) 2 L CROEOZ L 25y h T —71c7 v a2 LE
ER
A=Ay M AW
A=y FOBGE, s, BRUOBEMNIZZLHLE I,

THIWE—, TTaA A, FE TN RCBEMNTF 5N B0 e h AR LAZR Y FE
HIFRCE &9,

STEP 1| Strata Cloud Managericta 74 > L %9,

STEP 2| [Manage (&#f)] > [Configuration (X €)] > [INGFW & Prisma Access] > [Overview (#f3)] 7% j3&
WU, FEAT—T%ER L T[Snippets (A= M]ZEZFRLET,

STEP3| ZHITZHA=XRy hZBERLET,
AZRy bR T 58, ARy FOMEICY XA LY FENET,

STEP 4| ([[i0) A=y M iEL T, APEHHZZE LD, BINO TNV 2 EX12ITH D Y
T’ LFJ, Pause Update (FHHiE 7 > o) ZEMNE N LT, REDHESZ
B L., BEEZIIAND EERELET,
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STEP 5| Snippet Associations (R =X k 7V VT —y g V) eHEL T, A=y hZRHIDO T +
WE— TTaA R b, TTET A RCHBBEMNT 720, A=y MBI 7 %)V
R—, T4 AV, £ETNAAIBEEFF 72D LET,

A=y S EBEEMN T 2R T U TEBEZEH LE S,

Snippet Associations Search &

[ USA

STEP 6| MEICSUTAZRY FRELZLZHLETD,
STEP7| KE v aLEd,
A=y h7ZHIBRT 5

HAR DA FEHIRL T, WEEEHLTHNTL EEV, A=<y M. BT 33
T 7 AT F—)b. THNE—, FFETTOA AL L ORI Z R 2088 D &
T, FHEREADA=AY R OHBREY HE— R TR TV E LA,

STEP 1| Strata Cloud Managerlca %714 > L%,

STEP 2| [Manage (& #l)] > [Configuration (3% E)] > [INGFW & Prisma Access] > [Overview (K} £)] 7% 158
WL, BREAI—7%ER L C[Snippets (A=Xv MEZXRLET,

STEP3| HIBRT B2 HARXLAZRY SOHDIDDEEIZ ) w7 LET,

Configuration Scope: Global Overview  Security Services v Network Policies v Identity Services v Objects v Global Settings ~ ¥

Configuration Scope ¥

Folders Snippets

Prisma Access) O
€ ¥ b Lab
d /5000 Users @
2 038 1 si
L 1c
3
TE
3 2 Ger
3] 2
Prisn
< 2] Web
Clou
" Clou
[€2) Test Snipy @ Clou
Delete
Lice
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STEP4| ZX=Rw +ZHIBELET,

BHIET AINWE—, FTaA A b, ERETNA RICEEFF SN TVWE R
Ry MIHBRTEFE A, HIFRT BH1IC. %9 Snippet Associations (A =Xy k
TV I—a V) ek U CEHEOREN I 2 N THIBR L X 9,
A=y b T %
FHED A=y v ZHLWAZRY hOT VS L—h e LTHRAT 3581, fHICEIITE3
DT, HLWATI 2 b RETHHEITH O £ A,

HHIINTZAZRY MEITNA A, THIVE—, T84 A2 MCBEEFIT SN TRz,
TR BIET AENCEEMN T 2R LR T HBIICH AR A X TEET,

STEP 1| Strata Cloud Managerlca %714 > L%,

STEP 2| [Manage (& #l)] > [Configuration (3%/E)] > [INGFW & Prisma Access] > [Overview (H}£)] 7% 58
WL, BEAI—7%ER L T[Snippets (A= MEZERLET,

STEP3| Z7ua—2YLEWVWHARLAZRY KOKUCIDWAESEZ 7Y w7 LET,

STEP4| ZX=RXvw FZHHEL X,
1 () ERUZAZXRY M LWARTZ T 9,

A=y FREDOHEA
T OKEEIX. IVFTF Y MREBEZ BT IANTOTF >V METILEOREZ AT 372D
S TR TERRMEUE T, TEITEAEREZAZRY P LTREBXUERL, #E
THY Y DOTF Y METHEBICHAETEX T, CORKRRICKD, SXIFEATFHV MREEICD
1722 AR EOEHICHEW T, D Ot L KN ATREIC R D £,
I 5T, TOKEEIZ. TF Y FEO— RN T ) A DOFREEMO—ifb e, IV FEI XA
Zw by Ry TRHO T O—NVREDERETRE—FLET,
CDTL—LI—=TTiE. XTIy —FTF VNIV T AT ITAN=FF 2 h A=y b %
HHEL, YT RT7FGAN=FTF 2 MINNT )y vy —FTF Vb EAZRy b EZITRD T,
STEP 1| Strata Cloud Managerictd 714 > L %9,

STEP2| STV w v —FF > FT. [Manage (B )] > [Configuration (%/E)] > [FGFW & Prisma
Access] > [Overview (f%2)] Z53K L. [Global (¥ 12—/ VWK A I — 7 %8R L F 9,
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STEP 3| FF 2 FEDEBEDENT T T AT A N—FTF 2 N eXT Yy v —F7F > MO =
T LT, ARy " Z2HETE5EL9ICLET,

1. [Trusted Tenants for Snippet Sharing (X=X NHEFDHDEHTESTFV N DOF
@ [Subscriber Tenant (U 7 A7 A NN—=FTF 2 M &E 7V v 7 LET,

w  SecurityServices v Metwork Poliies v bdenbity Services v Objects v Device Settings ~  Global Settings v §

Overview 0

1

Configuration Snippets @ General Information

[3) Glebat-Detsult
3] Global-De

License
Priama Access
6
Trusted Tenants for Snippet Sharing @ Prisma Access Enterprise
Expiry Date
2 1 Firewalls
Publisher Tenants @ Subscriber Tenant @ g~

2. TR IAN—TF > MzBhnLExd,

Y TAISAN—TF e L CGEMTATSGIDE AL, TSGIDZEZRELE T, chic
K0, FURLIEREINIZTSGIED TV 7L E NTZTSGN— XA DB A iEFICB <
CENTEXT,

WEEDRINT % &, TSD IDAMGEE NI E B RTHER A v b — UL REINE T,

Add Subscriber Tenant x

2
Add Subscriber Tenant Generate Pre Shared Key

Step 1: Input the TSG ID to Add as a Subscriber
TSGID *

Cancel

4. [Next (INFRHEF—2EK L £,
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TR ENTZPSK Za¥—1L X9, TOPSKIEZ., AT T4T/)NT VT xTF 2 NmkE
ITHEEICANLET,

Add Subscriber Tenant x

Add Subscriber Tenant Generate Pre Shared Key

Step 2 : Generate Pre Shared Key
=w »
Enter this Pre Shared Key on the subscriber side of the tenant.
1. Go to the Global scope Overview

2. In the Shared Snippet widget, click on the publisher tenant
3. This tenant will be shown as in pending status, chick on it and enter the Pre Shared Key

STEP4| YT AU S5A4)3N— FTF > MEEI L. [Manage ()] > [Configuration (iX/E)] >
[NGFW & Prisma Access] > [Overview (#{Z)] 28R L, #E A 31— 7 % [Snippets (A =X
FMNCHRELE T,

1. [Trusted Tenants for Snippet Sharing (A =~ MEHEHOEETE 575> MD
[Publisher Tenants (/7Y w ¥ ¥ —7F 2 K] A7 —2XZ AH [Pending (IREEH)] £ FREN

ESC I
Configuration Scope: Global v Overview  Security Services v Network Policies ~  Identity Services »  Objects ~  Device Setting

Overview 0

Trusted Tenants for Snippet Sharing 0

2 1
Publisher Tenants @ Subscriber Tenant @

2. [Publisher Tenants (/N7 VU w ¥y —F7F 2 RN EZ 7V v 7L, BIDRAT Y T TEREINI
HaHEF—Z2ATILT, Y TR IA4NN—FTF 2 " it LT,
WEEDRIN T2 L. 7TV MMEHETELC L RMERTZ2 A v b—INEREN., T X
TIANN—TF 2 ReXT Yy v —F7F 2 NEOGEEIHLENE T,

Publisher Tenants @

Publisher Tenants (1)

noo Lt Upedated P Temant Fulirsherd gyt

Strata Cloud Manager A X — s /i1 R 286 ©2025 Palo Alto Networks, Inc.



BEH:NGFW & Prisma D7 7+ X

STEP S5 |

=Ry MY T AT TAN—TF 2 MCRBLUE T,
1. 2=y b Z2ER L T 7 A )V X BT £ 9
LU MERENTZAZRY M, A=V A=y MIERENE T,
e [Overview ()] % 71ciZ. $ni. B, TERRE (RA=Xy b T X7 5 18—

ISt ARATRNTHI) |« B ERTIR. T NIVOFIR EDO X=Xy b OREHINERE
N9,

[Subscriber Tenants (V7 A7 A )N\—F7F 2V N ZT7Wid. 7+ 4, 7FH 2R T
REAENTHEN—= 3 v, BRENHE. BRUORAAT—2ANERENK T,

o REDLEHZMEZLT SICIZ. [Published Version (NfIN—2 3 )27 0w 7 LE
ER

o Z=Rvw "eFF Y MRHT RIS, YT RTTAN=2BIML TRELE T,

IN=I gV AFwTay Mld, A=XRy MREDBERENZREINE T, TOMHHE

Tk, REATFT Yy TV ay MelEfiiE et Uiz, it LTNN—Va Y AFy

Vaw M EFE G LETIOREARAT Y Fay A —RTEET, N—V3g U HBE

TV wITBE, REDEVWHERENET,

BRI, BHEDMBLIZINRTOT 7Y 3 VOB EIERENE T, K

SNTN=T g B/, MADNIEEE, ZHOTAES. ZEOHKE, ZHEOFMZE

DFFIM R ENE T,

2. [Subscriber Tenant (V7 A7 5 A /)N—FF 2 K] X T T, 77 b&%ZERL. [Publish
(NBA)] 238 R L £ 9

Chuckd, WTY WY a)ITITARNPYTRAISAN—FTF Y MR EENET, A
T—RZZHNIE, TAZRY MBS T AT TAN—ICIERHICRNHENE LIz EFRRE
N, A=y M TRBEH A=y b IR RENET,

Overview @
Subscriber (&1] T = "
S Pushad Varsion Lt Pl Dota N Tomant St
(5] snigpert_sharing 004y T IS4 na Push 19 subacrivestsl pending
Overview 0
Overviem  SubocrbuTonants  Version Soaguhets
Subscriber Tenants (1) T &) o - || A
©  Tonsntbame Pubiuhad Versicn Lt Publshad Outa AP Tomant
" mall sppet_sharieg | 2034 May- 39 221752 8T N Publatrg  progress
Overview 0
Owrdew  SubncrberTents  Varden Snaphels
Subscriber Tenants )
% Teruant Nawat Pubdaberd Versam Lt Pubdabed st MR Tenand
(=] - wppet tharng | 20 : ] s e ) Sppet sacesuhubly publabsd 1o subciberls]
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STEP6| YT RIFAN—TF > N THERELET,
1. Overview (#f#) > Configuration Scope (X E A =Xy k) > Snippets (X =X "I H)
L. Y I7R7VTya VBERAZRY b TAZRy MeERLET,

INT Vv —T7F 2 FOAH . TSGID, A=y b OFERIR R, A& SRR,
TNV, BHO—FHZ I OFEMZE EOFlZ &R 5 A=y MEICU XA LT hEn
ESCRS

STEP7| FSAREHIRLETD,

TAIWERIZBET 7 A7 74— IVCBEN TSN TOWB Y TR IS4 TENTA
=X MIEHOAATRET, HIRT 2 LIFTEE A,

LY TATIGAN—FEINNT) o ry—TF 2 MIBHLET,

2. [Trusted Tenants for Snippet Sharing (X=X NEEDHDEHTESTF 2 N DR
@ [Subscriber Tenant (V7 A7 A4 N\—F7F > M &E 7w 7 LET,

3. [Tenant Name (77 > b %)= L. [Delete Trust (S§E%& HIBR)] ZE IR L 3,

FIAPZHAIRS B L. A=Y MET 7 A7 0+ —)VEIET AV ZIBEN T BN <
0. B—JVAZANy MR D X9,

A=y NS
o FHIERFTA TR TDStrata Cloud ManagerL—H'—i&, TNHEDA=XRY M T 7R AL
T RANT IV T A ARETH LT 7 A7 I+ — )T TuaA A Mgty b
Ty TEET,
o I—N)ILTNEDHREHERAZNRNY MITF 2 FANTERES N, MOYT AT 5 A4 )N—F
FUREHETEHLIETEEEA,

o NHAWABHTELY TATIAN—TF VM, TNEDOHFA=Ny M7 7 EATEX
I, EEEOMBIETE £ A
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o BEFANTV Yy —TF VMK THAEINEINEDAZRY ME, -V -
(I3 TEXIN, MEISHLETETEEA,

Configuration Scope: Global ~ | Overview
Configuration Scope ¥

Folders Snippets

~ Predefined (%)
ZTP-Default
Web-Security-Default
3 G t
Explicit-Proxy-Best-Practice
[3) HIP-Default

[£3) SaaS-Enterprise-Controls

[£3] Recommended-Best-Practice

[©3) Auto-vPN-Default-Snippet

= Local (8)

g
H
L

B2

ECTHMTEETH? fRINREET T 2

e Prisma Access (Managed by Panorama or INHDET A Ak, Strata Cloud

Strata Cloud Manager) Manager"D7 7 ANEZENTVET,
o Software NGFW Creditsic & > TELHM | o Prisma Access
TN EDEZLINGFW

o AlOps for NGFW Premium
O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— Strata Cloud Manager CHIH C % % K&hE
. T BT A K> THRED E
ERS

TINAZALETTOaA AV MEADREL TV 27 MIHIGT %72IC, sEICEBZHH L
ESCRS
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ZRUE. REZEET B LRI, T8 AT 70+ X 2 b EREEA OREA ORE EIC SRR
G TESMERY—IVTY, ZHZ2MHT L. BHIINEDOH D ANy FOBZHS
LS, REISCTT 7 A7 74—V T TuA X MEE OREMZHFRF TE X,

el 21X, BEOXX N ENT HIVAICEEFTTWREDAZRY HABHD, FXRA IR
1o 7 A VAN RGINCEE DT 7 A T I+ =)Dty hHAEFENTVEELET, TD
A=y T, FEDIPHIPHOARDE VXA 7V T 4 )V AT LANDT 7t A% HIRT %
RV = V= ERELE L, TOVFIATIE, FAFEINZET 4 IVE—ICEHEDIPT
R L RHIPHC BB L, T OEEMREREI NIz ARy MRETHHATZET, Th
KK, TINARAE I T a4 A2 MEHEOREMISHIST 27DD A=y F 25 L)
5, RELEEEMBIOC S v 2 TEET,

ZEE, THNVE—, TTaA A, T3 7747 94— IV NIV THERTEE T, 74
R—DLEREVERT B L. ZTOEIE T AN E—DFRICHRAREN TS TXRTDT F)VE—IC
WERENET, THINE—DFRERAD—T TERDHRET D56, 77479 4+—IVEREZTS
OA AV ME, XAREINEZT A NVE—REL T IV E—OLEFEEZ MR L E T, =720, K
ENEZBE, RARENTHNE—, TTaA XAV, T3 774794 —)VLNILT
F—IN—F A RTEET,

RDEA T O R—FENTVET,

BRERAT

AS F5 BGPERE CMHT 5 HHMI Y A7 LF 5,

P Ty a vk NI =T BIDICHETEZRNEND B AN NDRL,

T I3A AID TIT 4717 7T ¢ T Ea] M (HA) BRE TT 31 A EEZE] D 24T
B 1zDIERT 27731 X 1D,

TINA AR | TONA RABREX. 77T 47/ 7 Eal M (HA) BB WTED
TT7ATTA—=IVDT 7T 4 TIEKEN e RIzT RXNENZRTEDTY,

YN EHIR2L P—UCAE (QoS) a7 7 A )VikE€ THEMT % I H A,

HA T

FQDN STRBHE R A A V%,

Group-ID Al 7 V— 71D,

IPxv bR | H#YIPY RLAEZZE%xYy FI—2 7 KL A,

PP IP7 R L A#ipH, f]:192.168.1.10-192.168.1.20,

IPUAIVEFA— | BLDIPY RLUAZIHA XT3 ETBIPUYAIVRH— R AT,

N 4 :10.0.0.5/255.255.0.255,
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BREAT

Link Tag(V >7 | SD-WANRETHHAT Y V7 %27,

27)

IN—t 2k 0N 599D D/IR\—t T —,

R—F EETCE T2l sES e R — ko

%OS7°D77’4 QOSEE T %728 DQoST 1T 7 1 )b,

)

L—Fk TovarkEM)H—FBHLEVEEEETSL— bk, & A, DoST
nr7yary7ulyANV07TI—LL—h,

JL—2Z—ID Y % )V)U— & —ICBorder Gateway Protocol (R—% 77—+ =1 71 b
)V -BGP) ZRES Y DIL—2— ID,

2A— 7023 )A—95 LEWVHZRES BTHDOMEMNDE A< —,

VAP tFaVTa0 V=,

RIS %

ZRDTR—FENTOBHEGEIE. Z-EA T4V TERT ST LETEET,

STEP 1| Strata Cloud Managericta 74 > L %9,

STEP 2| [Manage ()] > [Configuration (7%/E)] > [NGFW & Prisma Access] > [Overview (§%2)] %
HIRU, B ERT 2R EAI—T 2 ERL £ T,

THIVRE—T, ZERZIFRT 5T IV E—FTETNA AR L X9,
A=y BT ZRERT BRED A=y 2R LT,

STEP 3| [Variables (28]t 7 3 > T, ERENTVREBAV Y M eIV v 7 LET,
STEP 4| Z#ZzBhL £,
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STEP S5 |

Variables

* Type
* Name
Description

* Value

* Required Field

STEP 6 |

Addresses

* Name
Description

Type

* IP Netmask

Tag

* Required Field

R B L E 9

BRAA T EIRUE T,

ZRU D ORT WA RN E T,

TRTOEHHIE $ THELZRENHD X,
() ZROFHZ AL E T,

28 Value (fE) 2 AL &9,

Save (fRfF) ZERL XTI,

IP Netmask v

$internal-lab-storage

Variables need to begin with '$'

IP of HQ lab storage

192.168.100.10 v

R FREIBEMLUE T,
COBITIX, BIDRAT Y S TEK L7 $internal-lab-storage Z#HH7 KL AL TV x

72

REICIBINENT T,

lab-storage

lab storage IP

IP Netmask v

$internal-lab-storage v

Enter an IP address or a network using the slash notation (Ex. 192.168.80.150 or
192.168.80.0/24). You can also enter an IPvé address or an IPv6 address with its prefix (Ex.
2001:db8:123:1::1 or 2001:db8:123:1::/64)

+

STEP 7| Push Config (fiik7z 7" > 2)LE T,

COBITIE, BEGNHBY Y —ADT FLAF TV 27 FELUTHHTS IP v FYA
DERIMERENE T
1.
2.
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LA VK= T 5

ECTHEMTEEIN? fRIRNET I ?

e Strata Cloud Manager O AlOps for NGFW Premium= 1t >/ &
O Prisma Access7 12> A

CSVT 7 A )V U TZ %% Strata Cloud Managerlc 1 >~ R—h LE T, Z8DA >V R—F
d. T7 A7 T =)V K> TT IV E—FEED SR ENTEBOZE. X237 747

T A —VDFEAD—T TT TICHRESN TV REMOER ., LT 7 A7 U+ —)LEFD
ETEHEZITZEICKIFETNTOET,

2R, T ANV A —EENSBUCREN TV S D, Z2HOA Y R—F2HLT EHFEZITS K
NCT 7 AT I F—)VDRGEATA—T TRIEENTVBRENH D £, Zfe( 2V KR—FLT
Kol HLWERZIERT 5 LB Y R—FENTHEE A,

STEP 1| Strata Cloud Managericta 74 > L %9,

STEP 2| [Manage ()] > [Configuration (7%7E)] > [INGFW and Prisma Access (NGFW & Prisma
Access)] > [Overview (BFE)]7#8 R L £ 97,

STEP 3| [Variables (Z¥)]t 27> 3 > T, TRENTWBEH AT 22 ) vy 7 LET,

STEP4| [CSV IV AR—F/AVR=F]> [TV AR—=F ZEIRL T, FEEITIZEHET I X
AR—FLZET,

Palo Alto Networks Tld. BANIC FEELIZWERETL I AR— T3 R HERLTOVE
9, THICK D, Strata Cloud Manageric 7 7’B— K3 BCSVT 7 A IVHBHYNC T +—<
FENTWVBTEMRIEENE T, UKD, Z2—T Y b THINEET7 AT T4+ —)LD
ZRMELLEIOD LB TOENS D, 1 FR— MU EAHEICED £,
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STEPS5| T AR—bENCSVT 7 A VO EEEHLET,
A VIR—=FHICCSVT 7 AV ZEFET S L EF. ROSEEERELTLTEE W,

o TUAR—FENECSVT 7 AI)VDZEHIZ, AERGEEDY VTIVIETFA LT 2 ZD
AT R—FENTHET,

o #iE. ZBHMNT AINWE—BERETIERE N, 77 A7 U+ —)VICHERENS L ZRLE

ER
# ZHIBRT 5 & RSN ZBIETZT 7 A7 D 4+ —IVEEDIHTAH—/N—F 1 R TEX
EE

T7AT I+ —=IVREADA—TTOEEED FEEDANTR—FEINTNE T8, #
nE NI=Z8EIE A > R— R IFIC Strata Cloud Managerlc X > THEH I N E T,

o -NA- &, BB T 7 AT I+ — VR EIAHEL W 2R LET, Thid. Z2ED
T7AT7 I+ —IVNET 2T AHIVAFEREONETIERE NI L 2EH®R L £,
ZRUEZ -NA- ICEHT S L3V R—FENTWE A, Strata Cloud Manager I3 -
NA- ICEBEINABEZERLE T,

-NA- DIEZREDERICT 7 A7 I+ —IVEEDEZE O Y TBH T Lid. TOEHNT 7
AT T A= IVDOFREAI—TIHFEL RV IEDY R— I TV E A, ZHA Y R—F
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AU TCERZ FEHET3ICB. ZBZT 7 A7 75—V T 4 )V RBERED SikE T %
M T7AT T+ —IIVDBREAD—TTHRET 2 0EHH D X,

o ZHUEMSNone#%E /z1ZNoneDGEIE. 28 Value’r Nonek UL TEMMDMERR S NizC L&
=AU NUEICE

(EEDZEEZ [None  ICZH T 2 &, fHIFHIFRTE X IH. ZEUIHIFRTE XA,
o T7AT U+ —IVOREAD—TTIERENTIEBDOGE. ZEEZHIBRL THADE X
I %L, ZEDHIFRENEX T,

T HIVE—FEETIEREN., 77479+ — VI K> TR S NI ZROL . Z8iEz
HIBRL CZEHDXRICT B &0 ZRUEIZ T 4 )V —BEEDN DA S NIEICR D X9

1. T AR—=FPLECSVI 7 ANZRDIFTCHEET, TV AR—EEIN/ZCSVT 7 1)L
DIERIEKRD EFBH TT,

<cloud-management-tenant-name> - Prisma Access <export-
date> variables

2. BEISUTERZZEHLET,

Palo Alto Networks TlZ. 7 AWV X%, TINA A%, £ T3 AD )
TIVFUN=EZEHT L EEFHERL TV ETA, ThUCKD, 4V R—
N VT B ATHEMEDY D D 97,

IFOHITIE., Firewall-ABIRAI—TOEBEERDOXSICEH LE L, Th
&, ZEOA Y R—FZMH LT 1 BOBETHEBOERZZEETS % /5152 R LTV
9,

e $examplel — KT N7zNone#fiz 7 7 A 7 U+ —)VEEDET LEHZTLE T,

e $example2 —7 7 A 77 4 —)VIEHE DNoneflli’z 7 7 A4 7V + —)VEAGDMET EE
XLET,

o $example3 — ZEMN T 7 A T I+ —IVOREAI—T TIERENTGE. Hh2E
ICH2% EBEDEIBRENE T,
BRI T A IVEBEREN SMAEAIN, T7 AT T4 —I)VOREAI—TTEEEIN
e, ENEOLS. 7 IV ABEEN DR S NSl T E N X T,

e $exampled — fkKI N7 192.168.1.101 DfE%E T 74 77 4+ —)VEAHDET L

EELET,
e $example5 — ZHDZ F | Strata Cloud ManagerlZ#DMHNE N7z & F i D CTHEMH
LET,
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= variable-import-example-old o 4

File Edit View

Folder, ,Folder-A,Folder-B

Device Name,,Firewall-A,Firewall-B

Device Serial,,

$example5, ip-netmask,None#, -NA-

$exampled, ip-netmask,None, -NA-
$example3,ip-netmask,192.168.1.202,192.168.1.102#
$example2,ip-netmask,192.168.1.101#,192.168.1.101#
$examplel, ip-netmask,192.168.1.100#,192.168.1.100#

= variable-import-example-new . aF

File Edit View

Folder,,Folder-A,Folder-B

Device Name,,Firewall-A,Firewall-B

Device Serial,,
$example5,ip-netmask,192.168.1.104, -NA-
$exampled,ip-netmask,192.168.1.103, -NA-

$example3, ip-netmask,,192.168.1.102#
$example2,ip-netmask,192.168.1.201,192.168.1.101#
$examplel,ip-netmask,192.168.1.300#,192.168.1.100#

Ln9, Col1 100% Ln 9, Col1 100%

STEP 6| ZHZRIFLE T,

[File (7 7 1 )V)] > [Save (FR1A)]ZE4R L T, CSVT 7 A IV A TR FE L X9,

F7z1%. [File (7 71 )V)] > [Save As(ZHiZAH ) THAE)] &I LC. ZEEZHLWLCSVT 7
AIWIEIFELE T, HFTLWCSV 7 7 AIVEIERRT B, 77 AINVHEETFE LT.ecsve
DBEZRENHD FT,

File name: ‘ new-csv-example.csv

Save as type: All files

STEP 7| CSV 7 7 A )L7 Strata Cloud Managericf > R— kL %9,
1. [Manage ()] > [Configuration (3&7E)] > [Overview (#FE)] &R L £,
2. [Variables (#1227 a v T, RENTWABER AV 27 ) v I LET,

3. [CSV Export/Import (CSV .27 A R— K /A 2 HR— )] > [Import (-7 >/ R— F)]7ZEER L
£9,
T7 AN EFEIR L, 2H LUEERZGICSV 77 AV EBEIR L X T,

5 A VER—T,

EZHe T AKR— b
TAIWEET 7 AT T4 —)VOREEZCSVIER TR —HIVTINA AT AR—FLET,
TRDIT I AR— M. HEBOT 7 AT I+ —)IVCE W3O HE FHEX T DA
T,
TAIWEZE—=LN)IVTCA UV E—T 21— ARZRET S EZINERENIA vV E—T 2 —AEBDOLTY
AR—=MEIYR=—FTNTVEETA,

STEP 1| Strata Cloud Managerlca %714 > L%,

[Manage (‘E#H)] > [NGFW and Prisma Access (NGFW & Prisma Access)] > [Configuration (5%
7E)] > [Overview (BEE)] 23R L £ 9,

STEP 2|
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STEP 3| [Variables (¥t 27 a3 T, RENTWAEERAY 20w 7 LET,
STEP 4| [CSV Export/Import (CSV .7 A:R— K/ >:3R— )] > [Import (-7 >R — R))7Z3E R LU X

EE
STEPS5| I AR—LI2EHZ2ELTANELT 7 AT 75—V L. [Next (XN\)] Z 7
w7 L&Y,

Strata Cloud Manager TEIXE NIz T R TOEEE T A R— 3 5551F. [All
Firewalls (T XTDT 7 A7 I+ —)V)7ZER L £ 9,

STEP6| T AR—bFBEEZ1DL FEIRLET,

STEP7| () BHRUIZEZE T LY 2a— L CEINMOFEMAEZERRLET,
BT EC a—h5, B, ZEODMERENEREAT—T, ZEEE EOERELRT
%9,
[Cance (v )WV ZZV) w 7 LTRDAT v FIESH, a—7)L 7734 Xl [Download
CSV(CSVEZ > ua—R) ZEMLE T,

STEP 8| BIRUILZHECSVIER TV AR—FLE T,
CSVAIZZ AR—hEN, TS RIca—H)VCE T a—RENET, TIVAR—FEh
72CSVT7 7 A IVDIERIIRD EFB D T,

<cloud-management-tenant-name> - Prisma Access <export-
date> variables
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(SSLiRiD

ECTTHEHTEETH? [RNEET T ?

e Prisma Access (Managed by Panorama or INHDET At Xk, Strata Cloud

Strata Cloud Manager) Manager"\®D7 7 ANEZENTVET,
o Software NGFW Creditsic X > TESIEM | 0 Prisma Access
TNZE DEEILNGFW

O AlOps for NGFW Premium
O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— Strata Cloud Manager CHIF] T & % #&AE
. HHTE I/ ACKk->THREDFE
ER

BEEAR—1E, NGFW B X U Prisma Access DFJEIt k77w 7L HE ORBE R ((Manage (&
FH)] > [Configuration (% 7E)] > INGFW & Prisma Access] > [Overview (FZ2)]) Oli 5 OHFE S L L
TEZTLTIZE W,

o J1—/\)l
e Prisma Access

e Strata Cloud Manager

Za—I\)l

ECTHMTEETH? (TS EET T 0?2

e Prisma Access (Managed by Strata Cloud O AlOps for NGFW Premium license (use the
Manager) Strata Cloud Manager app)

e NGFW (Managed by Strata Cloud O Prisma Access7 1 2>/ A
Manager)

e NGFW (Managed by PAN-OS or
Panorama)

e VM-Series, funded with Software NGFW
Credits

THa—)VVEERAI—TZEINT 2 L, ROz RTEET,

o ER LTz a—INL T )V R & ZFDZE

o WEMNHBITZTI 7 AT U4 —)V

o I7ATIF—IVDEIHAT =R AT 7 AT I+ —)VOHRAT— 2 A
o —fiRIFER
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o REA=ZRw k

o J14EUA

o 2=y MEEFHOEHETES TV b
o REN—Ya v RAFvTavhk

i E DRIEEL(Prisma Access)

ECTHHTEEITN? [DNEET I ?

e Prisma Access (Managed by Strata Cloud O Prisma Access7 1 2>/ A
Manager)

Prisma AccessZ W IRD 1213 D DI H:

o HAF v 7Y AKRTIX. PrismaAccessDV.H FIF EEMATTEICDOWTHBLTVWET, C
CTCRAY L FIEZEFITUTEARAN Y 7Yy ITHhEHIBL, Z0%, BEEZTANLT
T aA R NERBEEMEELET,

o CNIRV =T FINEERET HIVZ DA TT,

® Prisma AccessICRYELE L T ¥ 235 kR TN LET,

Prisma AccessERIEDFEAHIIC DV T:

o T ALV ADFMZMFE LT, PrismaAccesst 7 A7 1) T g YONAEMHRLTL 2

A
e About (FEAH)/ S )UICiE. Prisma AccessERIEDY 7 "7 =7 &7 F 2 MERDERINE
ER

HEARREEHICDOWT:

o FERHM—HTHN%

o WEAZAw FEMH LT, PrismaAccessT S A XV bty b OHGEFARRE 2 HEEHE(L

o WEAFTwT gy FOMER I REN—Va YEIEEL, UEION=Ya yEVARNT (F
Fida—FR) LT, ho 7400 78—bFa VT ICBKIUEWEER 2 550E T
v ah b

e IAHLTVWERVWAT V27 bRL—NEZ) =T v T L, HLTOERN T TV r— 3
VEHATECETEF AV T A F v T BEEL LTWVEIL— IV EEKEST ST LT, ¥
& 7 i b

o b U T g RHIERIIC DAY B BREZ A Al RE /R fE s 72
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations.html
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EPENGFW & Prisma 7 7t X

e F 7z, PrismaAccessD T AV AL FDONFICODWTOFEME CE W20 %,

Configuration Scope: Prisma Access

Qverview @

Prisma Access Sync Status

Remote Networks

Last push successful at 2023-Jul-11 01:27:45

GlobalProtect

Last push N/A
Explicit Proxy
Last push N/A

Service Connections

Last push successful at 2023-Jul-20 02:19:16

Variables and Zones

Qverview  Security Services v Metwork Policies ~  ldentity Services v Objects v

el
L%

@ Out of Sync

@ Out of Sync

Use variables to manage configuration settings that are device
specific
Variable Inherited Zones

Basics

To set up and test your Prisma Access environment, the first
thing you need to do is configure the Prisma Access
infrastructure settings. Then follow these steps to onboard your
users, remote networks, and service connection sites (HQ and
data centers).

ONBOARDING
Onboard Mobile Users (GlobalPratect)
Onboard Mobile Users (Explicit Proxy)

Onboard a Remote Netwark

S

/) Onboard Your HQ or Data Centers

) Create Your Security Policy
Associating profile groups to policies

) Enable Decryption

Set Up SAML Authentication

x

Push Config ~

General Information

License
Edition

Quantity

Software Information
Prisma Access Version

Prisma Access 1D

Best Practices
Built-in best practice checks mean you can take immediate action
to strengthen your security posture.

Here's where your configuration is not aligned with best
practices.

BARNGE Y P 7y TR T LS, REOTA T a4 XY FMERBOMRZIETE X

ER
JEAR

Prisma Access DX E A A R Tld. Prisma AccessDirH FIF EEHICDOWTCEIALE T, C
CCTOE¥EZRTE T LT, BEARWNZEy b7 TR LET, TOEHEEE. BREOT X F0EA
REBOMRICHEHTEET,

BEAAZIF, BT EREZRET 5 N—VICY I LT,

WEMNTTTHE, TOURXD

BRAIMGET EFRENE T, ZDT, EHIRUA—H TR TE, HAVHEDERE TH L

RHCERI TS,

Strata Cloud Manager A X — s /i1 R
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the first thing you need to do is
settings. Then follow these steps to onboand your

Q) and data centersh
ik

ONBOARDING
() Onboard Mobile Users (GlobalProtect)

() Onboard Mobile Users (Explicit Proxy)

() Onboard a Remate Network
7 mins | Launch Walkthrough

(O Onboard Your HQ or Data Centers

7 mins | Launch Walkthrough

=7 A)—
WL DD To-Do ICid. BRIEAF#E) X B % - DI Bl EAN G FIEZ G2 E > CHHd %5 F
EE EZENTNVETD,

FVR—F 4 DY F—4 A)L—IZ[Overview (BE) XY > 2 R— R TCHERTX £, &7
Vw7 L TIVTICBEI L, BIEERRL TWAER—=Y THIHREER T +— 7 Z)V—hB 5 E S
R L, X"—Y FCHEBEIHTES 74— 7 Z)V—ICHZEEL BT EE L,
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Saa5 Application Management

Manage ¥ Saas Application Management

SaaS Application Management | Shared

S5 3 t

Microsoft 365

. Subscribe to Microsoft 345 destination endpoints

4 enable Microsoft 365 for enterprise accounts

an
+

.- % Follow the walkthrough to safely enable M35

Tenant Restrictions

Subscribed EndPoint Lists

YouTube

Knowledge Center

Safely Enable M365

Mot Configured

=) Configured

Strata Cloud Manager A Z— ~ /j 1 R
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Prisma Access D[AH A 7— &% &

RFER—TCld. Prisma Accessi¥ ED AT —RZ A ZFTIERLHERTEET, FHLEZVLEON

FRENEAZ., FUILRY Y L TCHERZFARERFTELET, ZRENZAREEDH S

AT —RAFRO LD T,

o WEN T aEINTWiEW —NETDET A, Prisma Access I /v ¥ 2 ENT-REIT
HDEEA,

CORTEIZZETT — 22— —MPrisma AccessiCZEDHRTER T v 2 LE L, TOBRE, &

FIXTTICHESNTOID T, Prisma Access\D T > 1 IZRERHIRT B L >T=m
L LNFEHA, [Push Config (RiE% 7 v )] > Jobs (Va3 IMHENL T, Rt DZH 2 it
mLE9,

Strata Cloud Manager A X — s /j 1 F ©2025 Palo Alto Networks, Inc.




EPENGFW & Prisma 7 7t X

e FIHEINTVAEVY — =YW TV AT Vv RICKEZ Ty LE LD, Tviaic
HT 3T —F73BENHDET, THUIRTOMED. Prisma Access\D 7w 3 2 1B
HT SN LNEE A,

o [AlHH — Prisma Access NDEFTDORE T v ¥ 2 X IFEICETEN, TI9—3H0 A,

FHLEZWEDONEREINZGER. AT—XA 7V v 73 5L, ENAILI—P—

(GlobalProtect £ 7z idH/RM A T F ki) . UE—bFRy hU—7, 3V —E A8k

DI NHODH BRIy T a—DHEET, 753U, HEEDRELRESRHHH

NI E R E TEE T,

-ope: Prisma Access Overview Security Services ~»  Network Policies v Identity Services v Objects v X

o

me Status ey Basics General Information
5 @ Out of Sync ) )
ul at 2023-Jul-11 01-27-45 Tﬂ_st‘t up and test ‘r"ﬁ!._lr Prisma Access t‘r_wlrcrnmcnt. the first License
thing you need to do is configure the Prisma Access

- » infrastructure settings. Then follow these steps to onboard your Edition

LONNELration . .

, ) users, remote networks, and service connection sites (HQ and

" data centers). Quantity

PL

ONBOARDING

Onboard Mobile Users (GlobalProtect)

Software Information
Onboard Mobile Users (Explicit Proxy)

Prisma Access Version
ons @ Out of Sync ) Onboard a Remote Network
ful at 2023-Jul-20 02:19:14

Prisma Access ID

1 Onboard Your HQ or Data Centers

Create Your Security Policy Best Practices
d Zones

manage configuration settings that are device Associating profile groups to policies
Built-in best practice checks mean you cai

~) Enable Decryption to strengthen your security posture.

0 . . Here's where your configuration is not alig
Set Up SAML Authentication practices.

Inherited Zones

REMR R L/ 0— VR

Config SearchTld. IP7 RL A, A7V 7 4, BA TV b, EEAT V27 b, RV
V=%, KU VAL FPEDCVEDXR L5 %KY >—, HAIUUID, EFFHA A=Y b,
TV —2a iRl FEOXTINCHT BRFCEOREA TV 27 b EREEREZ L, AT
V7 b MEHENTVWEIRTOSIBOY A N ERETEET,
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1. REMREELET SICE. Webr1 >V Z—T x4 AD4 FIC3H % [Push Config (FED 7
¥ a)|ORICH B

Q
7A a7y 7 LET, [ConfigSearch (FXEMEK)Z. [Manage (BE)] DT X TDHX—Y
MORHTEET,

o -
O;
2. [Config Search (R EMR)]E 7 TlZ. [Config String (F2E X 74)]. [Location (5/)]. [Object

Type (7Y =7 s %A 7)]. [Edited By (fif:#)]. = 7zi3[Edited At (FREERET)]D% T « —)V
RZHFHLUTHRETEXT,

Config Search X

[ EDN AV
o HRIC—HIT BT L—AZ2MKT BT, TL—XZ5[HFFCHHAET,

o MEZERICHEENS AR—RIE, ANDIHFE & LTUHENE T, &z, Tcorp
policy] Z#Z&Kd % & . MRMERICIZFREIC corp & policy Dl fTMH B A 2 ARV ANE
RENET,

o LINIDOMRZEEFIITT SIIE. MRORET|T7 AV E 7w 7 LET, mHO501EDM
BHWFERENET, VANDHEEZ 7Y v YT 3L, TORKENEIRITINET, BRE
JEY Z M, EHET AV RS LICEAEDEDTY,

¢ [Config Search (RREMR)IMBATRER T + — IV R LICFIHATZE T, &2, XD
FTIV2 T M ERATTEFa) T4 R)—FREBEIT L ENTEET, BT, V=,
7 RLA, a—Y— HIP7a77 )b, 77U —3, UUID, BXUY—E X,

o WE T A NEEA=ZRY hTHIV—TbENTET, EHOEHZERL TR TE
F9, BEERLEZWES. T 74V TIXRTOEFRMEREINE T,

o F TV FEATMEIRENTVEWVES, IRNTHEIRENET,
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STEP 2| [Authentication Method (F27E/514)] D /5147 3R L % 97:Cloud Identity Engine,

VVV

Add Authentication Profile

STEP3| —EoO7u77 AN EANILET,
STEP 4| Cloud Identity Engine Ta%iE L 7zCloud Identity Enginesfill 7’17 7 A )L L E 3,
STEPS| ZHZIRFLE T,

Kerberos

ETTHEMTEEIN? fRINRET I ?

e Prisma Access (Managed by Strata Cloud O Prisma Access—7 1 2/ A
Manager)

Kerberosbi Fhry hEREHLT, fESNTOWEWRY hT—2 2N L TCEET S /—R
Bt HWICERIGIATES X919 52 Ea—&3xy NI—=UFiE7a )L c9d,

IJALM:IE7EI7 J /f}l/Ci T g}l/i fuéib. ]\‘71/(?\)\:—1—& %munﬂf@ﬂ%)pnt_{ﬁﬁa?%ﬁ—/\‘_
a7 7 AIVEEE LET, Explicit ProxyT/NA )L L—3—HhPrisma AccesslC#545i 3 % 728
DKerberosilil 71 7 7 A IV ERGET 5 FlEIZ, RO LB T,

STEP 1| [Manage ()] > [Configuration (7%E)] > [Identity Services (IDH— Y X)] > [Authentication
(F25E)] > [Authentication Profiles (F2:E 71 7 7 1 )L)]45 & U'[Add Profile (7’12 7 7 1 )L 7B
NCHEENL £,

Authentication | Sharec

0
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STEP 2|

STEP 3 |

STEP 4 |

STEP 5|

[Authentication Method (FZRE/515)] D /514 7% 38R U % 9" :Kerberos,

Manage » Authentication Profile >  Authentication Profile - Explicit Prosy

Add Authentication Profile

Kerberos L

Match all ~

Y—\—T 17 7 A I)VEET B [Profile Name (77 A4)V4%) 12 A LEST, ZaFS
077 A)0E. R—Z)VEREZTS— b 2 AN I—Y—ZFEF T BRI T 53— —
Ta 7 rAIVERRELET,

Kerberos Realm (Kerberos L)L) AL T Rk 127 XF) . A—Y—oua s A1 %
DIRA NG ZBELE T, il 2—H— 7T b 4D user@EXAMPLE.LOCAL D
&. LIV EXAMPLE.LOCAL IC7: D %9,

=~

Kerberos7 717 > b &R 72 & T5Kerberos Keytab™” 7 7 )V 72 A4V R— bk LET, AJIEREE
NesH, F—27 77 A4 )VDBrowse (B 217\, [Save ((R{A))Z 7V Y 7 LET, @
AEHE, T RRA Y MEBRINCF—Z 772/ LT SSO O ZikA E T,

STEP 6| [Kerberos Key] X7 73R L 9,
STEP 7| [Save(fRfilZz2 Uy 7 LE T,

‘B M:Cloud Identity Engine

ECTHHTEZITN?

[NEET I ?

e Prisma Access (Managed by Panorama or

Strata Cloud Manager)

e Software NGFW Creditsic & > TE& it
INTZE DZFZLNGFW

CTNBEDRT At AlZiE, Strata Cloud
Manager"\®D7 7 ANEENTVET,

O Prisma Access
o AlOps for NGFW Premium
o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— Strata Cloud Manager CHIF T & % #&AE
. FHTE 97/ K-> THRED E
ERS
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Cloud Identity Engineld. A > LI AD7 75747747 M) EAzure7 77477417 b
U DO TENEL X9,

Prisma Access CCloud Identity Engine’ztz v k77 73 %1cid. F3/\71f7> TCloud Identity
EngineZz7 7 7 ¢ 71 L. Prisma AccessICIBIML X9, XIC. Prisma Accessic 77 72 AL
T+ PrismaAccessh T« L7 N FT—=RICT VBV ATESLC xR LET,

STEP 1| Cloud Identity Engine® 7 7 7 ¢ X— k

Cloud Identity Engineld, \7 FOYR—FENTWAREEDT TV LT IVT57 4774 L
7 MU EREEETEE T, T, FIHBERICEERED— FIEnEH D £ A, Cloud
Identity Enginetz v 77w 1Zid. /N7 TDCloud Identity Engine” 7" OH%HL. Active
Directory~ v ¥ > 7 % INEET % 128 DCloud Identity EngineT—3 = > b O, Cloud
Identity & T—3 =~ MO HFRREDORN T ENE T,

Cloud Identity Engine-f > A % >/ A&, Prisma Access & Strata Logging Service’z 7 71 L 7z
DEFRUCV =Yg T 7aA4 L TLIEEW,

STEP 2| Prisma Access?®Cloud Identity EngineZZ H%C 3 %,

Prisma Access’ Cloud Identlty Enginell BEE#) % 12id. Prisma AccessD A [ElA xR & 72
WEZNLRICDDTEITOI T EMNTEET,

¢ Prisma AccessZ#CH] L T\ 5 [ti]:Cloud Managed Prisma AccessANC 7 7 7 1 71k
9% & EIZ, Prisma Access Tl 9" % Cloud Identity Engine{ > A X > A BN TE %
9, PrismaAccessE[HIL)—T g T/ AaAENTVWEA VAR AT EIRLTL
ZEW,
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LE9, HH9 BPrisma Access{ > A X 2 A% HDUF, Prisma Access Tf# 9 % Cloud
Identity Engine{ > A X >V A%E RN L F 9,

STEP 3| Prisma Access/h'Cloud Identity Enginell ki TV 5% Z &, Cloud Identity
Engineh'Prisma Access& 7« L7 FUEHZIAE L TWA T L 2R L X T,
e HHDT 4 L7 bV HPrisma Access THERTE % T L& MERRLF T,

[Manage (‘&##)] > [Configuration (7% )] > [Identity Services (ID—E X)] > [Cloud
Identity Engine]lc B8 L %9,

o RYY—)IL—)NCA—FBLUTIN—TZBINTE2 LR LET,
[Manage (B )] > [Security Services (L F 2.V 7 ¢ P —E X)] > [Security (ZF 2V
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O Strata Cloud Manager Pro
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e Prisma Access
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RELETZCLETEET,
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TATYTATARERY Y aR=F6, 7ATVT 4747 —2OHELEZHERAL. T—
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o I—Y—RXTDIVYEVT
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ENA ) I—T =, I—P—XR—ZADRY —BFHFDOTNNA Rl K> THR#EI NI E—F
Iy hI—ralr—y g rEREAt/ T2 Z—D) Y —RICT 7R XTSIk, TUX
RT7ITVADENAINI—YF =L VE— b2y hT—TDL—YF—DIDT—X %, TDOA VT
S ATINNA RICHEMET 320 ENHD ET,

2 —Y'—M Prisma AccessIC#5i 9 % &, Prisma Accessld 1—H —DIDTF— 2 ZUVE L THRIEL
9,

DR, Prisma Access TEEFEDIPY R L AW I—P - v ¥ T 2FE>TWVW5S, 2ADEN
AN A—YP—RELIEEDTT, RICPrisma Accessid P — VY Ak flio> T, At/ T7—Xt
R—Ie RS oA VT UVIATNA ARy EV T EHEMELET,

Prisma Access Cloud Managementid, t—VY 2k IDEEM{fEZ—Y 2~ b (User-IDZ—Y =
YhEEMEING) & LTHIIMNICKEES Y3,

J)O

User 2

User-ID Agent
User 1: x.x.y.x
User 2: x.x.y.z

User 1: X.X.y.x
User 2: x.x.y.z

Headquarters /
Data Center
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IDOFHEMEZKTET %
Y— U R DORE H MR

A FEREZT =2 Z—ICY—C A2 TERE L TWRWEEIE, £90— 8 2k
ZwidiE UE 9, Prisma Access TID7T — X ZEEREIR THA T 5 7201Cid, U —E A EHiH
FITY, PrismaAccessTld, T—EREHMNHIBNICHEFEL -2 e LTENEFT 5 &
NCULET, FHER LY —CRaX Ty a YA Mea——IDT—Yz 2k 7 RL
AMEIDETHENTVE T EWHETEREDL, TOYA MeHiEEL—Y 2 e LTHH
T&X 9, PrismaAccess Tl Z OB HENICITTDN, B D £9, Manage (EFH)
> Configuration (7% /E) > ldentity Services (IDY— Y X) > Identity Redistribution (IFF i {Z)IC
BE)L, CHipl 20— AERICREL T, Y—ECAEHOI—Y—IDT—Y =~ FDFF
Mzl L EJ,

Prisma Accessh B4 > L I XT3 ANDIDT — X Dik(E

Y— U AFiDUser-IDTZ— = ¥ MMEMHIEZ. A2 T LI ZXATNNAL RARIDT—XZEMET %72
S DPrisma AccessDEEICHNE IR TNT T,

Manage (‘) > Configuration (XE) > Identity Services (IDY— Y X) > Identity
Redistribution (IFEFEENCEEN L. SOCHiP 29— B AERHICRE L T, Y —E XD
I—P—IDT—Y =V FOFIZEIS L X9,

Prisma Access’zPanorama® XKtH{X 7 7 4 7 7+ —)V LOTF—ZHEET—2 2 b & ULTHE
KT BICiE. TNEOFMEMHLE I,

Identity Redistribution | Service Connections ~

User-1D Agent Address List

Service Connection Name User-1D Agent Address = Port

Dallas DC 192.168.255.27 5007

Lisbon DC 192.168.255.26 5007

FUTVLIATNAANSTYRIT VEANDT AT VT 4T 4 T—ZDEE

FUTLUIADTINA A B EL—Y 2> b & U TPrisma AccessiZBI LU FE T, BhnL 7z
TINA RN, AT VT 4T 4T —2%Prisma AccessiCEMETE A K10 F9,

e UE—F2Y FI—=IHA DT INAANDS

Identity Redistribution (IDFEHE) X v ¥ 2 R— RERE, EdHpHE) BE—hxy b U —
TJICREL, T—Y VM EBEMLUET, KA NOFMZRET 5720 Tkl, 731X

Strata Cloud Manager A X — s /i1 R 341 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-connections.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-connections.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/organizing-your-prisma-access-configurations.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/organizing-your-prisma-access-configurations.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/organizing-your-prisma-access-configurations.html

EPENGFW & Prisma 7 7t X

MPrisma AccessE G T 27— X DR A TRERLEX T, ATV 3 VEEIKIE, BmieT
NAADRFHEF—DNEFENK T,

Identity Redistribution| Remote Networks -

Configure how to redistribute the identity info§mation in the Prisma Access infrastructure.

Redistribution Agents Sending to Remote Networks Nodes m Add Agent
Host
Source Destination Enabled Hostname Port Collector Name 1P to User
APanorama Remote Networks © 10111 3700

m
o Y—ERAEKY A FDTNAANEDHE !

Identity Redistribution (IDFFAL(S) X v & 28— FZ2BIE | SEHiPZz Y — B A EICERE
L. T—Vx VM ZEBMLUET, RAMOFMZIEET 5721 TR 7731 AHPrisma
Accessb T BT —2DRAATEFRLE T, A7V a VREIKIX, #RiET /N AD
A EF—DEFTENE T,

Identity Redistribution|| Service Connections -
Configure how to redistribute the identity infofmation in the Prisma Access infrastructure.
Redistribution Agents Sending to Service Connections Nodes m Add Agent
Host Data Type Mapping
Source Destination Enabled Hostname Port Collector Name IP to User HIP IPto Tag User to Tag
DC User Id Agent Service Connections O] 192.168.1.1 5700

—IFAH ATV 1Y FDI—F =Ty ¥V T DRE

Windows\— XD X — I F)U Y —/\— FORFEDI—Y—ZiA T 5=, X—IF)U
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o TST—VxVIWAVAR=)VENTWVSWindows kA FDIPY RLAZATILET,

o I—Vx VWAV =T EVTERZY YV AVTER— FS52 AN LET, R—F

&7 7 4 )V T50091

o BHEMRFLET,

IREESNTVEXT,

Manage > Identity Redistribution

Source Destination

Name

Identity Redistribution | Remote Networks -

Configure how to redistribute the identity information in the Prisma Access infrastructure.

Remote Networks Identity Redistribution Diagram

Service Connections list is empty
Please create new Service Connection

Redistribution Agents Sending to Remote Networks Nodes

Host

Enabled Hostname Port Collector Name

No Redistribution Agents

Terminal Server Sending to Remote Networks Nodes

Enabled Host

Terminal Server Agent | Remote Networks -

Add Terminal Server Agent

IP to User

Alternative Hosts

‘Add Host List

|
|

Push Config ~ |

o oo CHED |

Data Type Mapping \

HIP IPto Tag User to Tag ]

m Add Terminal Server Agent

Strata Cloud Manager A X — s /i1 R

Enabled

* Nam

* Host

* Port 5009

Alte ttive Host: "

Host Lists
Host
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L. Prisma Access2IA THET BIDT—R2EIEELE T,

Manage 2» Identity Redistribution Push Config ¥

Identity Redistribution | Shared -

Configure how to redistribute the identity information in the Prisma Access infrastructure.

Prisma Access Identity Redistribution Diagram

O

. ' HIP IP to Users Quarantined Device List
Mobile Users
Learns from mobile user gateways: Quarantined Device List
HIP  IPtoTag  IPtoUsers & ﬁ_:]
Not Configured Edit : :
Quarantined Device List User to Tag s Service Connections
Learns from mobile users, remote
= networks, or external redistribution
E: agents:
HIP IP to Users
Remote Networks HIP  IPtoUsers  Quarantined Device List

Learns from remote network firewalls

HIP IPtoTag IPto Users

Not Configured Edit
Quarantined Device List User to Tag &

Edit

Data Type Mapping

HIP (Host Information Profile)
IP to Users

* Required Field Cancel “
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RET % [Configuration Scope (FEHIPH)] ZERNL X9

[Folders (7 )V R)] WET A )NWEEFIZEZT 7 A7 74+ —)VEERT SH,.  [Snippets (A=
Ry R BERLUC, A=2RY P TTATYT 4T+ OFEMGERETEET,

STEP 4| T—Y x> kDB,

STEPS5| T—Yz ¥ MThhORTWHETZATILET,

STEP6| RAFDIPT FLAZATILE T,

STEP7| R—br2zANLET (HifHIZ1~65535) .

STEP 8| Data Type Mapping (7—2% 247 <w ¥V 7 )VE@ R L £ T,
e PHSI—Y —Z—HFIDDIPT RLALI—PFHDI Y EL T,
o RAMERTOT 7 AV (HIP) —ZAFIvIT7 RLATI—TDIPT RLALZT
DRV,
. I;to Tag (IP5 %2 7)) — XA F v 7 a—H— F)—TDa—YP -2 TDT vV

e UsertoTag(L—Y'—hW 56X V) —HIPA 77 b7 a7 71 )L7% &L GlobalProtect
DOHIPT—X,

e Quarantined Device List (fggfi7 /31 AU A k) — GlobalProtect D @RS & L Tk
T BTN X,

STEP 9| Save (fRfF) ZBHRLET,
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https://docs.paloaltonetworks.com/cloud-identity/cloud-identity-engine-getting-started/get-started-with-the-cloud-identity-engine/set-up-the-cloud-identity-engine
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STEP 10| (NGFW®D 7 57 RiEHDOI) T 7 AT 7+ —)VOIDHEER Z G5 LET,

1. [Manage (&#)] > [Configuration (7% )] > [INGFW & Prisma Access] > [Device Settings
(77341 Zi&7E)] > [Device Setup (7731 A+t k7 v /)] > [Management (¥ % X
)] 7Z3#ER L. [Customize (11 A Z <A X)) #EIR L T uid-agent F—E ADH—E X
W— b ZRELET,
Y= 2)V— b ZERT BREAI—TZEIRLE T, [Folders(7 +I/LX)] 5
TAIWREET 7 A7 I+ —)IV723HRT BH,  [Snippets (X=X )] ZEEIRL
T ARy FCH—E X — b+ EBRETCEET,

2. WMDT 7 AT I A=V EHEEMETET =227 T ENTBICT 747 7 4 —IVHS
BETEBXIICLET,

1. [Manage (‘)] > [Configuration (7% E)] > [NGFW & Prisma Access] > [Device
Settings (7731 AR E)] > [Device Setup (7731 A+t v k77 7] > [Management
(RRIAY M EEIRL, 22— —ID*y bT—I Y —CAEGEMLE T,

2. [Manage (& #)] > [Configuration (F%7E)] > [NGFW & Prisma Access] > [Device
Settings (7731 Ak E)] > [Interfaces (- > X — 7 = —RA)&=EIRL T, LA V=31
VE—T A AERETITEIR L X T,

FHNREZEM L 9, Other (FOMMh) T, BT T 7 A IVEVEREZIZREL
Ta—Y—IDZEMLET,

o JEIR

STEP 11 | §EkZ2 7Ty > a LE T,

EW-O— ) a—Y— ) —

ECTHHTEEIH? DTS H?
e Prisma Access (Managed by Panorama or TNBEDOET At A, Strata Cloud
Strata Cloud Manager) Manager"\D7 7 ANEGEEFNTNET,
o Software NGFW CreditsiC & > TE®RME | o Prisma Access
TN EDEZLINGFW

o AlOps for NGFW Premium
O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— Strata Cloud Manager CHIF] T & % #hE
. HHTZ I A k->THRED
ERS

BHELZ Y Fa—Y—0FiHERE2 O — VIR FE L E 3, GlobalProtectF 72 13 FREE R — X
JWERGH LU CEREFT 2 EMEB IO Y RA——hh 5 0FEREIRFETEE T,

O—H)V T—ZX—=ZAGRA R RET BT, T7A7 I +—=)bOa—h)VTERITEN, I—

P—=THho vk (A—P—HBXUNAT—FR, BV AT—=RONy v a) BXUTI—
Y= N =TG50 T —EZRX—=ARVER LET, 77 AT T 4+—)LD WebA > X—T 2 —RIC
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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TﬁﬂXj% IE%%HL\HE@%)?L@ %ckUnLn ﬂ‘f—?}lxﬂé%ﬂﬂbiGIobaIProtect%’:iEb“(Tj
Vr—2a k778 ATEHLY RA—P =28t 57, 7747 7+—)bOra—7)lic
HBL—Y—FT—EZXR—ALERETETET,

H— 71371/ 7‘“"&/\ Xnmnmcinunﬂ‘:7m7 ] /fJI/kE@@HU% (% &73\{%%7‘;&) 5:.%273:%1“—
Y—0D 7 )—ThKerberos> > 7 )V B4 A (SSO) R<IIVF T 7 7 Z—38ik (MFA) 7%
E. BARDFGREREZNEETEHE I BT TuAIREZFHET A ENTEET, it 77
AIWERMFEHATZEHRET T2 Tk, NAT—ROEMT L ANIHBEOREITEHAINE S
Fuo (..@nmnﬁﬁﬁci T7AT7 I+ —=)UICT 7“&Xj%%f$% j:OJ:‘O“nun R—Z)VH BT
GlobalProtect 23 L C, Y—UECRABXCT7 TV r—2a V7 78 AT 2Ly Ra—H—nt
T BRRAEDT=DICHIHTEE T,

[Manage ()] > [Configuration (3%5E)] > [NGFW & Prisma Access] > [Identlty Services (IDY—
Y Z)] > [Local Users & Groups (2 — /1)L L—4'— & 7 )b— TN, FRAlFT— X O Z BHah
LEd,

O— )V 2—F—2{Ekd %
STEP 1| Strata Cloud Managericta 714 > L %9,

STEP 2| [Manage (B )] > [Configuration (3¢/E)] > [NGFW & Prisma Access] > [Identity Services
(IDY—¥ X)] > [Local Users & Groups (2 — 77 )L L —4H'— & 5 )L— )] > Local Users (1 — 7
WA—P=)2ER L, =)V —P—2FRd 5 HNAT—7] Z#RL X9,

[(TAINWVE] DT HINEERZT 7 AT I+ —IVEFRIRT S, [A=Xy k] ZERL
TA=ZRy b Ca—ANVA—YP—HHETZFET,

STEP 3| m—Ah)ba—H—diEh,
STEP4| a—vy—ZZ2AHLET,
STEPS| m—pba—H—n TG%] IKE>TWVWB T EZMERLX T,

PEEDIzhIica—V « T 7 AT I —)b « T—EZXRX—=AMh5a—H)l « 1—
P—ZHIFRT 2D TR, Fov 2L EHL) . ZO1—%—NFREEH
WKEMCEEHRNESICTERENTEET,

STEP 6| Password [7S A7 — K& Confirm Password [/S A7 — RO %2 A1 LE T,

STEP7| save (fRff) ZERL &I,

STEP 8| Push Config (Fifl7z 7 v > 2)LE T,

O—)b2—P =7 )V—T O
BHOU—I)A—FEE—0u—)V I N—T1CIN—TI LT, =T 7 AT T +—)b

F— R R— 2N )—TERZBINUE S, a—H)La—Y ) —T2ER L. A Ui &t
EROEROO— I I—YREHTEET,
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STEP 2| [Manage (B ¥H)] > [Configuration (% E)] > [NGFW & Prisma Access] > [Identity Services
(IDY—E R)] > [Local Users & Groups (12— 77 )L 1—H— & %' )L)— /)] > Local Users
Groups (O — )V A—H—F)—T)Ve# R L, a—h)Va—Y—7 ) —T2/ElRT
% [Configuration Scope (X CH#iH)] 23R L £ 97,

[Folders (7 + )V X)] o T HIVEEZT 7 A7 4 —)V7&EIRT 5H.  [Snippets (A=
Ry k)] ZERLTAZRY FHOO—H)IVI—F— )N —T2HETEET,

STEP3 | m—ba—¥—7)L—TZBMLE7,

STEP4| T—#)La—H— 2 —TF D&% A )] LE T,
STEPS5 | FIOFIETER L Icn—ba—Y—ZBmL X9,
STEP 6| Save (fRff) ZiERNLEJ,

STEP 7| Push Config (k7% 7"y > 2)LE T,
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MESTHL S Q =
= EE WAVA /f X X
ECTHHTERITN? AR TS H?
e Software NGFW Creditsic & > TE®#Eft | 0 Strata Cloud Manager Essentials
ENTLDZFTNGFW O AIOps for NGFW Premium % 7z Strata

Cloud Manager Pro

— Strata Cloud Manager CFHIF T & % #&AE
. HHTE 9/ A K-> THRED
T

TINAAREMND, VITIRIR—I RT 7479+ —)VOLLFORRERITI T EMNTEET,

AR —=T AR T7AT T+ =)V —EICEROEMTEINETES LS
WAV RZ—T 2 AAERELET,

[Ethernet (f —Y % )] 27D [B—)VT N1 X
MR ODZER] ZEALT, A=V I 7 A7 7 4+—)b
& Strata Cloud ManagerlCf7(E 9 % & X X R akiliz £
LET,

routing T7AT I —=)VD)V—F ¢ 7707 7 A )b, il
J—%2, BXOCAZT v 7 )b—FERELET,

IPSec > )L Py R )V EEIRT % L ZIGRAEB XK Ul S1E
ENBESICIPSeck IV ERELET,

DHCP DHCPZ & LT, TCP/IPEBE XU V7 BOHREINT
RAR—Z L, TCP/IP%y T —77 FICEIICERE S
NBRARNCHRY NT—=27 7 RLAZEMHLE T,

= v BT — 7 ke — 2 LR — ik T AV M
TBEIICY —riniE LT, BNz U X
ERS

DNS 712 DNS7' 12 Z5E LT, DNSTZ A7 Y k&g —nN—
DM LR KT 7 AT U4 —)VZRELX
ER

TINA ZADXy k7w T7AT7 I+ —=)VOEHA 2 Z—T 2 — A LA~ >
R—T 1 —ADY—VY Z)L— b, #EFiRE. fFnd—
X, BEY 7 AREZITI XDICT/NA Aetzy |
77‘7 701/323—0
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-interfaces#idc01630bf-7ca4-4d4e-9900-0b6b6f061dca
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-routing-profiles
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-a-logical-router
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-a-logical-router
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-a-static-route
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/configure-an-ipsec-tunnel
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/dhcp
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/zone-protection-and-dos-protection
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/dns-proxy
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/device-setup
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/device-setup
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proxy TaF T 7 AT T A —)VORER 1 DD T INA A
WA T AWeb V03272 % LEF, Strata Cloud
ManagerfH D

Web7 T F12id, LAY —IL—R A%y
IRETT, TNZAMICLIZWGE
. 7AU Y FF—LIZBRWEDELTE
AN

IN—F % )V AV — T7AT I +—=)IV EOERENTZ2DD AV 2—T 2 A
AMAA Y F VTR —T 4 VT 72T DB IR NE D
W&y T7AT I —)vAVEZ—T A A% hRa Ik
BFTBEINIT AV ERTELET,

Ja—\)vryar s kb 757 REME NT-NGFW”GlobalProtect” — b7 = A
BEOR—=2)VELTHMCT AT T, HEDSE
DIA—YW—ICFIR LRI E— "7 7 AT 3
TENTEEXT,
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-networking-admin/dns/configure-a-web-proxy
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/virtual-wires
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/cheat-sheet-global-protect-for-cloud-management-of-ngfws
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/cheat-sheet-global-protect-for-cloud-management-of-ngfws
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ETR- AT — Nk

ECTTHEHTEETH?

e Prisma Access (Managed by Panorama or
Strata Cloud Manager)

[RNEET T ?

LLFOWINMNTY,
O Prisma AccessT 1t/ X
o Strata Cloud Manager Pro

— Strata Cloud Manager CHIF T & % #&AE
. AT/ K-> THRED
ERS

Strata Cloud Manager ¢ %7 10—/ \)LERE &R L

TiRET S ([Manage (B )] > [Configuration

(7=72)] > [INGFW & Prisma Access] > [Global Settings (7' & —/N)Li%iE)])

F7VxV b

SaaS 7 ) OEH

SaaS7 V) T kicSaaST S r—v g vk —

TUEE, SaaS App Management Tld., TV
B—T 54 ZXMO7 V) @ RGMET %
TeDITHEH T X 2 HEEZ MR TE X,

A—Y—a—F @M 7L —F

N

BT — 2B T T v T HRE
BLUT7avraInizexic, 2—%—

M Enterprise Data Loss Prevention (E-DLP)-
YIUT YR RERLUIEGHIC, TV Ra—
Y—@HT v 7 L— he— & L TAI-
Powered ADEMZ i U CA—H—IcEE L X
@—O

HEIVPN

2w BT =27 FNA ZADFRERVPN k> )b
DN FENTITS DIHEIREXTH D,
BEIANET DTV, HEIVPNIX., %
kT —2 FINA ZBDOVPN b > )V 7% HE)
PNCHER L E S, HEIVPNZEHT % &

B oa—nh)xTY 7y h7—2 (LAN)
T BVPNY S AR BERTEE T, H
FVPNZ i 2 72SD-WANIZ X O . SD-WAND
FTaA AV N EEENRZITH ET,
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/auto-vpn/configure-auto-vpn
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dA—Y—a—F 7T 7 L—h

ECTCHEHTEEITM? MDA RE T H?
e Prisma Access (Managed by Strata Cloud O GlobalProtect app/N\—37 3 > 6.3 L%
Manager) O Enterprise Data Loss Prevention (E-DLP)=~
AR
O Prisma AccessENA )V I—H— F 17t
A

O Prisma Access7 1 2>/ A

% 7zlXEnterprise DLPZ A & A G LA T
DODNITNHDT A A

O Prisma AccessCASBZ 1 2>/ X

O Next-Generation CASB for Prisma Access
and NGFW (CASB-X)7 17t > A

IV Ra—Y—a—F7d@i7>7L— b2l d %L, 22— —DEnterprise Data Loss
Prevention (E-DLP)7 >/ 7 > s &4k U7z & &I Access Experience L—4'— A4 2 —7 1+ —

2 (UD) ICERENZ B ZEFRETEE T, Enterprise DLP1 V¥ F7 v M. BT —2 25T
T7 AR va— RERIET Yy Ta— RENGE, £REEET—2E2587 7 A )R —
ALND T T 4w 7 HhWeb7 + — LIS NG EITERESNE T,

W T — 2 L ARENZE0OZPET B, 1D EDA VT4 VDLPLV— )L BNl T,
WET—RERBRENZEDRERT DT T 1 v 7 —BGAM 25T DLPIL—)L, DLPIL—)V
&, [ C&HiOEnterprise DLP7— X2 71017 7 A )V BIRELTWVWET, 51, 77 AR —
AFT2IIET 7 A4 )VN— A DEnterprise DLPA > 7~ FWVEREINB EZDH AR LA Y —
VikRETEET, Enterprise DLPA VT "AVEREI NI, A>T M eARLiza—
P&, 7y ITu—R, Xuyro— R, FREREINHEST— 2T 255 0ERz 7T — %
YF 2T 7 WA CHERETEE I,

A—YP—DNRUCA 2T bR UREICBEFRZ <. 30MMIC1DD A>T MDD
F1DODBEHDOADERENE T, T2, I—P—D&ET— 2257 71 )L7%EBox
Web7 U r— g c7 vy 7a—R L&D & LT, Enterprise Data Loss Prevention (E-DLP)AS
ZFO7yIua—REITav LG ERETT, Tk, I——RBICKKELTI 7N EE5
WZ5[7y Ta—RLES ELETH, ZokTICTayr7EnNFEFd, COHE. I—F—h
BEHOENANZEZL T 7 A )V7Z2Box Web7 TV r—> g Ic 7y 7u— KR35 2 Lz Ei160R
Tav 7 ENICEIh b5, Access Experience” 7 — MIAFEILAVER SN E L A,

STEP1| T2 Ty FaA—Y—O—F T ZHENTT BITIE. Palo Alto NetworkstH 4 #1151
WEDHEL I,

STEP 2| WindowsZ 7zl&macOSIC GlobalProtect app/N—33 »6 6.3LUE" A VA —)IL L% T,

STEP 3| Strata Cloud Manageric 17 1 > L &9,
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/application-experience-user-interface
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/application-experience-user-interface
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/modify-a-dlp-rule-on-prisma-access-cloud-managed
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/user-notifications/data-security-notifications
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/user-notifications/data-security-notifications
https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-windows/download-and-install-the-globalprotect-app-for-windows
https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-mac/download-and-install-the-globalprotect-app-for-mac
https://stratacloudmanager.paloaltonetworks.com/
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STEP 4| Autonomous DEM7 4k L &9,

Strata Cloud ManagerT. [Workflows (77— % 7 t1—)] > [Prisma AccessDt v k77 7] >
[GlobalProtect] > [GlobalProtect7” 7'V 7r —3 3 V7% L. [Add App Settings (77 7"V & —
Va VRERBMNEBIRLE T, DLP1 7~ AR LTz & &2, Access Experience
UITZ—Y—ITBHZERT ZICE. TNEDONVEREEHKT 208N H D 9,

¢ [Autonomous DEM and GlobalProtect Log Collection for Troubleshooting (F = 7 /LY 2. —
T4 VT DO HEAIDEM & GlobalProtectd 11 7 V) #H5CT %

e DEM for Prisma Access (Windows 35 & U Mac @ #)—[Install and User Cannot enable or
DisableDEM (- >~ A b —)l, I—P—IDEMZEHNEIZITENCTERV)] ZER L X
ER

e DEM for Prisma Access/\—3 5 >6.3L1f% (Windowsi3 X U'Mac®D#) — [Install the
Agent (T—Y 2V FOA VA R—)IVIEBEINLE T,

STEP5|  (macOSDJr) [ Access Experience (7 72 AL AXRY LV A)] UIT, [Settings
(FE)] > [Notifications (i#%1)] %R L . [Allow notifications GEAIZFFr])1ZHC L X
ERS

COREE. B —Y—DAccess Experience UITENCT 20ENH D, I—PF—DFT A7

ky FIEAZEERIRT S 72DICE T, HEIIG T T, 58D DAccess Experienceili AR E
TR LUE T,

STEP 6| Enterprise DLPZZ&EL 9,

1. EE5 a7 70V ERY > — )b—ILEER L F 9,
ZTHUX. Enterprise DLPN T 7 ¢ v 7 2185 L L THE T — X 2T 2 55 I E
T3,

2. NAZLT =282 —ERR U T—BEMZERE LE T,
Fizld, WAZRLT—ZINZ—V2ERT 2RI, FidElhr— 2\ 2— 2%
g5 TEET,

3. F—=a2T7a T A)EEN L, T—=2RZ—=2BEMmLE T,
HNARLT =277 7 A )VOBPTR—rENET, 774V ETE. FHiT
FIRADTRXTODLPIL—ILD T 7 g Vh TAlert (77— R)) ICREINTVE
T, DLPIL—ILT7 7Y 3 V7 RET 370, BHERBAT—X Ta 77 A4)IVDY
O— >V EVERT B 08BN D 555,

4. DLPLV—)LZZEHELET,

o DLPIL—)V&ZH T 38551F. [Action (77 Y 3 V)]%[Block (7 1 v Z7)IC &%
T BENDHD 9, Access Experience UITT T — b 24 KT % T2 DICWHET
9, [Action (777 2 3 V)M [Alert (77 T — FICREESN TV ARG, 77— MdX
IRENEH A,

e DLPIL—)LETTuT7 7 A)V Z)b—FBML, 70770 F)—T=tF a2V
T4 R — )b—)UcT7ZyFLET, Thid. Enterprise DLPAHDLPA > T
r AR L. D% Access Experience UNTTEHIZ LK T 5 T2 DICHETT,
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https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/get-started-with-adem/enable-adem-for-mobile-users/enable-adem-in-cloud-managed-pa-mu
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/enterprise-dlp/administration/set-up-enterprise-data-loss-prevention/enable-enterprise-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-pattern
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
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BEH:NGFW & Prisma D7 7+ X

STEP 7| [Manage (B ¥#H)] > [Configuration (% E)] > [NGFW & Prisma Access] > [Global Settings
(Globali%E)] > [User Coaching Notification Template (L—%'—a—F > 7@ 7> 7L —
)] 8 & U [Add Notification Template GEX17 > 7 L— b OBIZEIR L £,

STEP 8| —fRiEHMZREL £,

1. BIEENA T4 VDLPTH ST MR LET,
CHETTIAHIVERETEETELEEA

2. RFRICT VT L— b EAMICT ICiZ. [Enable Notification Template GEH1T > 7
L— AT )2 #IRL £,
COREFT T HIVFTHEMMIEZ>TVET,

3. OhoRTVEMT S L— b A LET,

(1) @7 7T L—hOFiHEA T LET,

5 (1) BEHEDOEWENT T 12w I BN—RLIEEICTZ T Access Experience”” & — b
AT %Icid.  [High Confidence Detections Only (& WMEFEE DM DOR)] 7 B2
LEd,

EWVEHEEO—BE. =L T T 1 v 72K d % & & DEnterprise DLPOEHHE
ZIUE T, EHRERE (ERER) N\Z2—r08a, chid&esn/aoEyr—7—
RADAREHICE D E X9, BAE (MDD SZ—2 088, TORBEZEMLET
WCE > TRHRENE T,

Step 1: General Information ~

Enable Notification Template

Example-Template

Description

This is a description for the example template.

High Confidence Detections Only

Only sends notifications for high confidence detections, improving the end user experience.

STEP 9| s@HI7 > 7 L— MC1DL LAV — V2Bl X9,

DLP)L—)VIE, IV—=IVDT7 7 g2z T7ay ZICREL, tFa VT KU — )b—)Uicy
Ry FENT2TaT 7 VT I—TIBI L T, Access Experiencei 7z K3 % 3N H
DET, LFaVUT 1 RUT— )V—)VICEEIF SNTzT 0T 7 1)L 7)b—TIBINEN
72DLPIL—ILDHZEMLE T, Tk, Enterprise DLPHDLPA > o7 b AR L. 7
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EPENGFW & Prisma 7 7t X

D% Access Experience UNS@HE KT % T2 DICHAETT, 1DDDLP)LV—)L A D 1—
Y—a—F 7 @HNT T L—MOBMTEET,

WEHIT > T L— MGBINE N2 XTODLP)L—)ViZ. Enterprise DLPADLP)L—)LIC BE 3
I enfzcr—27a 7 7 AVC—BT 28T —2Z2 70y 7 Uiz &I, FUTCHEMA Y

ﬂ—y%i’ﬁbij‘o

Step 2: Applied Rules ~

Inline DLP Rules (3)

E] Name

(J DLPRule1

() DLPRule2

(J DLPRule3
+

IBINL 728 DLP)V— VDRI 7Z 2R U T FEE DRE D REM 72 it

Detail

View Details

View Details

View Details

Q_ Search

TEE9, chucik, b

=7 4 v 7K D[Direction ({5/R)]. #EWHATREIR T 7 A IV ZA T, WM, B XODLPIL—)L
WNT 7 ANAR—Z—F U JET 7 A )VR— A —8 &M, FRIEFZFOMTICOVTHRES
ToTVEMNESHhPEENET,

DLP Rule 1

Name

Mode
Description
Last modified
Data profile

Direction

File Type

Action
Log Severity
File Based Match Criteria

Non-File Based Match Criteria

DLPRule 1

Advanced

April 3rd 2024, 10:34:02 am
DLP Rule 1

Download

asm,c_cpp-hdr,c_cpp-src,cpp-hdr,cpp-
src,csharp,csv,doc,docx,gzip,java-src,jpeg-

upload,js,matlab/obj-c,pdf,pl,powershell,png-

upload,ppt,pptx,py,r,rtf,ruby,tif,txt-

upload,vbs,verilog,vhdl,vsd,vsdx,vsdm,xls,xlsx,7z

Block
Low
& Enabled

& Enabled

Cancel
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STEP 10 | DLPIL—)VICBHEf I SNt T —R2 T a7 7 A )UIC—3T B 45— X 7 Enterprise DLPA
Ty Lz ICA—Y—DPNZETHEAA Y=V ERLET,
Awt—T 57 L— k&, Enterprise DLPO&R T — R 7270w 7 Lz L Bl A—P =%
\FHY % Access Experience b — R MEBHI TS, Avt—I 7T L—FTld, ROZEZHH
TEXT, BREROE N EZD20ENHD 9,
o [77A4)V#%] —Enterprise DLPIC X > T 70w 7 ENi-fmT— 22 &7 7 A )V L
kT
o (77 AI"—2DH) [direction (f§/R)] — Enterprise DLPIYT7 7 A IVDT v
O—REREXyva—FREer7ay 7 LizhEshEisELET,
o [TV =TTV T—a A== T 7 A INAR=ZND AT IANDT S
O—R, aVvFyyhroDRyvya—R, £l3arys oy oikkEzilsE Uiz,
o [T av] —HmT—APRHI NIz TICFTITENDT 7 3 VEnterprise DLP, T
DEIFFEICTay 7ENET,
1. 77 ANMVR=AKRHEDOA v —VF T L —hRERELET,
DLPIL—)VINT 7 A IR —ZA DM IR E N T EWGESEIE. COFIEZEIKL X
ERS
2. ET7ANVR=ZABHEDO A v —IF T L — EERLET,
DLP)L—)VIN T 7 A IR — AL ORISR E N TOARWEESIE. T OFIEZERE
LEd,
3. Y R—=FUVIEEBIMLET,

Access Experience® b — X MEANCIE, BT — 2 DR Y v o— RICET 52
HORY) —%FATZY) R EEBINTEE T,

Step 3: Notification Message v

Message Template for File o

[file name] [direction] to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Message Template for Non-File o

Your post to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Support Link

https:/internalcompanyresource.com/data-sharing-guidelines

STEP 11| Save (f&Rf7) ZEIRL X9,

STEP 12 | Enterprise DLP > 7> " EER Uiz a—Y =ik, 77— 2t F 2V 7 1 iil=ZER R LT,
7w 7u—R, Zyrua—FR, FRERREENTEET—XDA=ZRy M2l TE X
ERS
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Azan e
= PSS
ECTCHEHTEETHM? AR TS H?
e NGFW (Managed by Panorama or Strata O AlOps for NGFW Premium license (use the
Cloud Manager) Strata Cloud Manager app)
¢ VM-Series &5 — Strata Cloud Manager CTFH|f] T & % #&hE
. TSIt ALK TEHED X
ER

oINS a—T 4T
Strata Cloud Managerm 5NGFWD k5 )V a—F 4 VU RETTE, SEIERT 7 AT
T A=A VR =T 2 —AMZBET 2 0EIIH D T8 A,

NN a—TF 4 VTDFMICOVWTIE., THELEZY w7 LTLFEEW,

NIy a—T 4 TRy aR— RTld, Strata Cloud Managed NGFWD %y k7 —
7. ID. RV V=T BMEZ T TNy a—T 4 VI TEET, "I TINa—T02T
Ry aR—REHHTS L., ROBEKCONTEERMEDH 3 REXFETEET,
o DNST o

NAT

aA—YI)N—7

XAFIw T 7 RLAR T)—"T

BAF Iy A—PF)N—F

a—HID

wraryIouy

BHIA %1CiZ. [Manage (‘B #H)] > [Configuration (% E)] > [NGFW & Prisma Access] >

[Operations ("X L —3/ 3 /)] > > [Troubleshooting (F = 7 )V 2 —F ¢ >/ 77)] > [Session
Browser (L > g V7 I UPNEAE T,

O O O o o O
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/troubleshooting

BEH:NGFW & Prisma 7 7t A

Troubleshooting
Trpe * Session Browser v
Al Firewalls * Select. "
Fiters Set Filters (0)
The maximum supported number of sessions fetched for troubleshooting is 100. We
recommend setting a filter in the query.
Show Jobs (133) Q, search m <
Status. Action Search Targets Timestamp
Complete (2/2) Session Browser - Filtered By: App ID=ping 2024-10-08 10:30:01 =
Complete (2/2) Session Browser - Filtered By: App ID=ping. 2024-10-08 10:30:00
Complete (2/2) Session Browser 2024-10-08 09:52:18
Complete (1/1) Session Browser 2024-10-08 09:29:00
Complete (1/1) Session Browser 2024-10-08 09:28:55
Complete (1/1) Session Browser 2024-10-08 09:28:50
Complete (1/1) Session Browser 2024-10-08 09:28:45
Complete (1/1) Session Browser 2024-10-08 09:28:38
Complete (1/1) Session Browser 2024-10-08 09:28:30
Complete (1/1) Session Browser 2024-10-08 09:28:25
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TECHDOCS

EHloT RV ¥ —DOHELEFHIH

ECTHHTEEIH? AN RAEET T H?
e Prisma Access O Strata Cloud Manager CaX/E & ST %
(Strata Cloud Manager % 7= & Panorama® Li' 3 9‘&(\ LEIN5DT AL T/ZOD
L ) 95 1 DB ETT, NGFW & Prisma
Access B BT A1, Wi FHARAET
« NGFW ¥
(Strata Cloud Manager % 723 Panorama® O Prisma AccessT A £ %
ROEE BT &)

0 AlOps for NGFW Premium license (use
the Strata Cloud Manager app)

o Strata Cloud Manager Essentials
O Strata Cloud Manager Pro

O &E&ZloTF 2V 7 ¢ 85 (Enterprise
loT Security Plus. Industrial loT

Security. Medical loT Security)
DloT SecuritydF 7 A7V T g v

loT Securityld, T/XAATaT7 7 )V LI EINzF 2V T4 RY —)L—)VOH#EREH
I HEAERK U CStrata Cloud Managerlcf2 it L £ 9, Tur 7 AL kic, 77V r—v g
CTEIIDDOHBHRIEND D E T, BT 7 A)VEEIRL., HHT 2 ) — UHERRIEZ SR L X
9o RIC, HWHTBXM T 7477 4 —)VE 7zi&Prisma AccessT ST A A 2 b XA T 7% 5EHR
Ligﬁo

361


https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/iot/iot-security-admin

EM:oT R ¥ —OHESEFIH

BROEL &9

(LF V70 RY—)V—)VOHRREIH 2L, KK T 71477 +—)VE JzIEPrisma
AccessiCiEH L 9,

STEP 1| RMAT 7 A7 I+ —IVHD T A IV EETF A=y F2ER L £ T,

EFHEHDT FIVEETZLENHER L2 T A IV ERA =Ry 2T 555
F. COFEEAFY T LUET, PrismaAccess7 + )V RIZERTERFTHTI,

T AR, AEMICREFIELRMEOL—IV, ¥F 2T R/E BXOATV 7 b

BREFST 2 a7 F T3, loT SecurityloT Security M ERK L7z R Y ¥ — )L— )L OHEFEHRIE & 1
YR—=FTBGE. THIVRZIEXMIRT 7 1477 +—)VE 7z Prisma AccessD T 7 A A
Y EIMREEENE T,

2=y b aVTFO—T, HEEOT A )VRICEHEMNFZENTEET, T4V EE
=Ry b REHT S L. 77 A7 04— IVERIFEADERED T )IV—TIRY —)b—)b
A VR—FTEET,

il Z X, California& WS ZEiD T + )V EZERR L. ZFDOHIC60ED T 7 A 7 7+ — )L 7R
& L7zf%,. Hawaii& W HiiDRID T 4 )V R ZER L. ZOHICISED T 7 A4 7 7+ —)V7%
BLET ST ENTEXT, RIT, CA-HIEWS A=y REIERR L., AV T HIL=7 &N\T
ADTFINVRICHEHALET, AU THIVZT DT 7 AT+ —)IUCDIH)L—)LOHEERIE A
AYVR=FFTBEEEF. AO—=—T%BTHIVRICKEL, BV THIV=T TV A EERNL
o JV—IVOHERRIEE ) T HIV=T ENT A D GICA VR— 3 555F. Aa—7
% [Snippet (A =Xy MICRE L. CA-HIZA=ZRw F7Z2ER L £,

T AIVEREEDEBIC K > T, AV 7 HIVZTRNT A D FICUS-WestD K 5 757 +

WENHZME LNERA, K, #HFAD [US-West CKEPE)] ZBHR U727 4L XIS
EENTVD EEIV—)IVOHERRIEEY A VR—1F 5L, H)TH)IV=T &N\T A Djlj

DT THIVEDA Y R— B ENT—)IVEMEK LU ET, 72720, AU THIVZToNT A
WKIV—=)IV7e AV R— T 255, [US-West CKEPEER)] 74 )IVEXDRNcA LIy, 7T A
. TV, TIUVFEREDRHE T HIVERDB5E. COHERKELEEA, TO
5. CA-HIAZRyw M5 RENDH D £7,

STEP2| tFaVUT 4 KU I— )b—)ILfER L E T,

1. [Manage (& #!)] > [Configuration (3% Z)] > [loT Policy Recommendation (loT:R 1 & — D
TR ZFEIN L X9,
2. a7 7 AIVHEFRLUET,

loT Securityld. BFZEZMEHL T, BIUT/NA A8 T 7 A I)IVADIoTT /N4 ADEH
DFFETREIR oy T —ZEEICHEDWT, Fa V71 R P — )b—)VOHEEFIEZ
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EHH:NoT RV ¥ —DHESEFHIH

EEIICAER L E 3, Strata Cloud Managerld. NS OHERFIEEZY SV r—y 302
CICEBHLUIZ) A M RRLET, ZTNZFNOIEIIDONT, RO WD ET,

RAMNI Y R—2

VTV —=va IRy

V7TV —a VICNET Y AT DLV

2, IS5 TOY AZEMORETE £E
FHERC K> THELZEDTY,

YF 2V T R —DMERENK LT

el vl I VE- &= el = 97 Qe SV NIVO B 1
WMDY EFRRENZIEEIE, ZOHEEIH
LTEF a7 R T— b—)ULLHEIIC
ERENIzC LR LET, TDHHBDID
FBOVwIIBE, TuzrA)b, 7TV
r—yay, 7HIVEERZZA=ZRY FDOK
Hi. BERORY =)=V 7 7 3 VHVER
ENTeY A RSRIVHDHEES, I 'No
(DWW ZR) BERIRE NG, V—IVINE
ERENTWERWC &2 RLET,

FERE NI

Internal (NEP)i&. #Echia—A)bxy FJ—
7 Ficdh s /R LUE T, External (9455)
. sEdehia—A)L 2y U= OINERICH
5T kR LET,

JRATEEE

Yes (X)), loTtFaVU T 177 MEEE
TEWENER S NI 2R LET, No(»
WZNE, EEDloTEF 2V T 075 MR
FETHHE N, BEHOERE TIIEZRE
NixhotzceZRrLET,

7 7)) ORI

Common (H58)i&. 1DDO7 SV r— 3>
MERDIoTEF 2V T 1 7+ MREETH
HEnizc L& /RL%ET, Unique (L=—
TN, BT 7TaT 7 AT INA ADND Bt
D7+ NORETIREEI N TWiENT L
ERLUET,

2857 R LA L FQDN

chu. HERI NS RY —)L—ILDsEse T
9. Any. IP7 RL A, FQDNOWF NI
D %I,

yase a7 v AL

a7 7 A, FEEHAHNETH O, sEkD
FINA AT T 7 A )VHERE N B EEICHE
IRENE T,
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EM:oT R ¥ —OHESEFIH

ITAE 1N IV ey SV

BARICHBI L 7o HIR b—)VTHIE N8 EDGS . RizIcBl
WMENTZLZ2DRALARYT T, O—Hh
VBRSO —RINEEIFIC DV T,
Zw Y alMFRENET,
3. 1DOL LOFEEZERLTHh S, ¥Fa )70 RUT—ZERKLET,
4 EEN2F U7 R —)b—)LZfER L. Strata Cloud Managerh’ )L — )L 7% i
I B REHIP 2N L X9,

T IWVERNDOLIDLL EORMART 7 A 7 4 —)VF =zl Prisma AccessT 711 X > hIC
=)V 21Cid. [T AIVR VRN L., [HFHOZEIRID S T 4 IV R 72EIRL T,

A=y FHNDIDLL EDOTMART 7 4 7 7+ —)UF Fz1dPrisma AccessT 7 H A X > i
V=)V 9 %1, [Snippets (A= MEFEIRL TH S, [Aa—TDOFERNS A
=Ry hEFERLET,

5 FaV7 1 RUT—2EkLE T,

STEP 3| XIHfRT 7 A 77 4 —)U & Prisma AccessDE A ICHRER T v 2 LET,

1. [Manage (& #)] > [Operations (A X L —3 3 )] > [Push Config (FXE % 7 v 3 2. )7 SR
LET,

2. WERLEE LT 4V RN L, [Push Config ((RiE&% 7 v 2)]. [Push (7w 2.
Z LU TCHE[Push (7 v a)LET,

Strata Cloud Manager Cl&. ER L7z 7 4L XD [JobID (¥ 3 7ID)] HNCIDFESHER
T, [PushStatus (v ¥ 2 AT —&R)] FNCKETS Y ¥ 1 DRAT—RANERENE
CR

Push Status (7" 3 2. A7 — & ZX)H[Pending (R H1)]H 5 [Success (KINICEDH > T2 5.
T a ENFREDFITHFBEEI NI ENDH D £T,

3. T ala T DAT—RARFERT %ICiE[Manage (EHH)] > [Operations (A XL —3 3
)] > [Push Status (7" & 2 AT —Z AN ZEIRLX T, T HYaTOAT—EA
EL T T7AT A =INERRTIaA AT EIR1IDTDOHE VI TDAT—E AL

RMTEEY,
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5 F:Enterprise DLP

ECTCHEHTEEITM? AN RAEET T H?
e Prisma Access e Enterprise Data Loss Prevention (E-DLP)=
(Strata Cloud Manager % 7= & Panorama® TR
IWEET ) ¢ NGFW (Managed by Panorama) — 7
U'Panorama

(Strata Cloud Manager % 7= & Panorama®

Sy ) e Prisma Access (Managed by Strata Cloud
AX ;

Manager)—Prisma Access 7 1 2 >/ A
¢ SaaS Security—SaaS Security7 1 2>/ A

e NGFW (Managed by Strata Cloud
Manager)—1 R— bk 35 KX T*AIOps for
NGFW Premium= 1t >/ A

¥ /zlXEnterprise DLPZ A2V A G LA
DODVITNHDT A2 A

® Prisma AccessCASBZ 1t > A

e Next-Generation CASB for Prisma Access
and NGFW (CASB-X)7 17t > A

e Data SecurityZ7 1 2> A

Enterprise Data Loss Prevention (E-DLP)iZ. RIE7 7t A, 8. #itt. HEH 5 HEREHRZ R
#EL X9, Strata Cloud Manager®Enterprise DLPIC & D, NGFW. Prisma Access®E/3NA )L 1—
P— VE—bXY NI 2R THEDO T —2F 2V 7 ¢ HAEZBEH L, #6887 — X 0OHEK
RS T ENTEXT,
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> 1 L
BEAY L {EE
O LR =754 X7 =2k (E-DLP) X 2 h—F

Enterprise DLPORE & B &17 91X, [Manage ()] > [Configuration (%7&)] > [Data
Loss Prevention ( 7— Z {851k - DLP )ICB#I L £9

Enterprise DLPEREZ. Enterprise DLPZffiH L TV A ELBTHA I NE T, MDA TR
ESNTEREN T IKERINE T EAHDET, TTTRETETSHDOFRTIE, ol
mCEIEHTEX T,

O EFHF M+ AR LEnterprise DLPERE

Enterprise DLPICIX. &R MEDOE VT VT 2 OIR#E 2 TGEICERT 2 T-DICEHTZ %
CIVRA VREDNGENTNET,

o EFPregex EMLN—ADT— 2 )82 —NF, AFv v UTIR#ET B[REE D H 5 —i%
R ORERIEH(Z LYy b l1— Rt 2 RER SR 86 ET 5

o WERIFHT 2T T 7 AIVE, —RINICFEICZA TO5EGI 2 EE T 5T — 2% —
IV —TIELET

Strata Cloud Manager [ CHEHEN A X LT — 22— 707 7 A )V E{ERT 5T L& TE
e

O DLPA Y>> T Y FOi#E

DLP7 > 7 ¥ M&. bF 7 1w 7 MStrata Cloud Manager®t 3 2.1 7 ¢ KU ¥ —)Lb—)lic
TRy FENDLPT =2 70T 7 A ) —H T B EHERENET, DIPA TV A
VaR—=RTE, M LleT7—21R%2—>2, I T 40w IOk EILESE. T7ANVEBXU
T7ANEALTRE, AT e NI A—=LI T 0y 7OFMERRTEET,

O Y R=FINTWVET7 7 ANWVEXDEGZ ZFv T 5

OCR Ot 7z vidih) &k, T—2OEM., Mk, B2 RRCH SEF ) 7« & 7Z2
5t LE Y, OCRZMEFT % &, DLPYZ 5 RY—UE Xid. Enterprise DLP7 1)L &V
77T 7 AT BHEEERE FUEIR T, Y R—FENTWVBE T 7 MV EA TR
AF ¥ U TEET,

O Ee2T7T—2XvF 7 (EDM)

EDMiIE., #%T7— 2O ESH L, €T 2EmE Ry —IL T3, EDMEMHL T,
T—RZR—=Z, T4 L7 b)Y —N— #Eb7T—27 714V (CSVBXUTSV) & & D
b7 =2V —R T, #H2REES. EEdEES. 7RSS, 7Yy M—REER
EDREEMEDEOPI (EAGRRITER) ZEWHEETHRHLE S,

O BARIL RFa Xk Z2A4T

IR PE MBI 2 & T 71 A Z I RS 2 X > b+ ZEnterprise Data Loss Prevention (E-DLP)IC
7w I a—RULUT, WAZLRF 2 AV 2ATEERTEET, HARLRFa AV AR
A7NE, SEGT—2707 7 A )T UTHHE N, mHz#sE LU THIELE

ERS
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/enterprise-dlp/administration/set-up-enterprise-data-loss-prevention/enable-ocr
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/configure-exact-data-matching
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/custom-document-types-for-enterprise-dlp

E:Enterprise DLP

o & A—)LDLP

B A—)UDLPIE, AUMLZTER L7e T —2HIC K 0. BN HZ2 STEX—)L Oy 2 i
IEUET, 2, =2 —T5 4 ADLPIE., HRENDEZES > SIHANDEA—IVICIEE
ENBTTINT Y REFA—IVENLUTERT—2DRHT 202 LN TEEXT,

O Enterprise DLPOH— )L RX—Z D7 7+t X
Strata Cloud ManagerN ®DEnterprise DLP > b @— )LD — )L X— A D7 7t 272 5

TEFEJ, THUTEKD., Enterprise DLPOE F X F i mc i 250 BXUEEIART
U AN RO A—Y—ZHIHTE X9,

Strata Cloud Manager A X — s /i1 R 367 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/email-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/set-up-enterprise-data-loss-prevention/enable-role-based-access

E:Enterprise DLP

BHEL & 9

STEP 1| Strata Cloud Manager CEnterprise DLPZAXMIC L X 3,
Enterprise DLPZRXET A&, DLPY 57 RY—EC AN T T4 v I ZMETES L DIC
BElk 7T 7 AI)VEVERT 20080 % D £9°, [Manage (B )] > [Configuration (/)] >
[Security Services (ZF 2.V 7 ¢ ¥ —E R)] > [Decryption (8 5{b)] 23R L £,

1. [Manage (E#)] > [Configuration (7% E)] > [NGFW & Prisma Access] > [Security Services
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Y F—LICTHAE S TEEW,

W—IVINILTEZ &, 2y b T—=7 TN TOAEWT T r—y g VAR SN iz6H, &
FaVToF vy THRELE T, Policy Optimizer ZffifHd % &. NS DBEEICERTI—
Wi, REHEHLTWE 7 S r—2 3 Y OREFT S, X BN TELSER S L—)V
I TEEX T,

R —OmE(bicid, BERIOHLL R E NIV —IVDANEFEENK T,

I EDIEAH A

Strata Cloud Managerld. 7 57 —X%ZMi L, (TEOT7 TV r—ra> o7 0wy 772 L
TV EZIOV—)VEBREHFAL LTHELET, IW—ILIZ0H EFEL TV 208N H D
£9, TOXITIV—IV, BRETHHATEZLEDRNVNT T 2w 7EFIILTVWEEE. &
Fa V)T DRTNEE 5T AREENH O 9,

Strata Cloud Managerid. FF&AEAEE & WS Niz)b—WicH LT, V=)V Zz&RiEkd 5728
OHEFFHIER HEER LU E T, HLOHERL—ILIZ, j7TOV—IL X D & BRI TRHRERK S 1=
EDTY, WMEOHMNIC Y NT—=T THMHENET T r— g VG ZIHRIICH L E
ER

ERTEDI—)IVEEIR L, @t OHERFIEEZHR L, L TR ANTLZETY, Thb
DIV—)V7z K0 BEANTHER I NS )V—INCEESHZ 2 L. 32 7o KililhsgRibEInE 9,
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Optimize Security Policy Rule
Optimize overly pe ules by replacing them with pecify

Recommendations to Optimize This Rule View by Overall Traffic v

OPTIMIZED RULE BREAKDOWN HOW IT WORKS

timized Security Rules

DestinationZone Aopicaon
-
1 »18
Destinaion Zon}
Original Security Rules
This original rule remains in your security policy after you accept the optimized rules. Monitor the original rule to decide if
you still o -
Name Location % Overall Traffic % Sessions Source Address Source User Destination Zone
Remote Networks 100 % - 64.06 MB 100%-591K

(o] ecurity Rules - e
Ad Jles to your configuration. You can accept all the recommendations, or choose only the recommendation:
that .
Name Location % Overall Traffic Source Address Source User Destination Zone
Remote Networks 0%-95.62K 4% - 266 Bytes any trust

=)V ST % - O DOHERREIEEZF ANTE, JTOIL—IVIFHIRENET A, 7tDIL—)V
. EF 2V 70 RUS—DHLWIL—ILDO Y AR ENEEX T, T, V—I)VZzE:
AU, REDVTWEHEETESLAEHBRTES LT ST,

TEDIV—)V b ENTIV—IV Dl I Z TN TNBE DT, Fa) 74 R —Tff
HICERRITE X9,

Security Policy Rules (22

Name BPA Verdict Days Sin. Zone Tag

v Remote Networks (5)

13 optrule_test-rm-rule_2 @ Pass ' trust test-rn-rule_derived
14 testm rule Fail 12 trust test-m-rule_original
15 demo-m-rul Fail 1 t

v Prisma Access - Post Rules (5)

16 Allow New Apps & ©pPass

rus
Microsoft Product Activation o Microsoft 365
Microsoft 365 a Microsoft 365

J— IV DAL
STEP 1| [Config Cleanup (7 V—>7 v TORENCT 7 AL T, bt TE5)V—IVDRH25ME
IMEMREL T IZE W,
[Manage (5 #1)] > [Security Posture (3 = Y 7 ¢ {&ilill)] > [Policy Optimizer (R > —+# 7"
T4 A )]
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STEP 2| BEICHFRENZ )V —)b 2R U, IL—)L7z2 3R U ChRad{b ORI Z MR L £ 7,

ARLTEBN—IVDEBS 5561 mE FT7 1w 7108 L TV 5)V—)LDRGE{ I
Rz TEd, EFa V7o Efilombicmid T, mREREEA) Y FAELNET,

Policy Rules to Optimize

3 90% V¥

This number has decreased 90% in the past 7 days

© o

Policy Rules to Optimize (3)@
Select a rule to review and approve recommeny

Name Location % Overall Tra... +
ep-rule Mobile Users Ex..  0%-74.61K
m-rule Remote Networks 1% - 64.06 MB
gp-nule Mobile Users 9% - 388.88 MB

09%- 22 Bytes
0%-605K

4%-2633K

Unique Usi

0
0
1195

STEP 3| I hZmEbE NV —)IV 2R L X9,

ZTNFNOFH LWIL—)VIHNN—F D) —)IVD ST T 4w IZINEDL H WISl
RTEET, ZHLUWIL—IVAEHAT ZFREDT 7V r— 3 NCER L TL7ZE W,

Optimize Security Policy Rule

Recommendations to Optimize This Rule

OPTIMIZED RULE BREAKDOWN

Original Security Rules
This origi mains in your security pol
ou still

Name Location
Remote Networks

Optimized Security Rules
Ad to your configurati

Location

Remote Networks

 replacing them with more specific rules to improve network securit

% Overall Traffic

100 % - 64.06 MB

% Overall Traffic

0%-95.62K

pt the optimized rules. Monitor the original rule to decide

100% - 591K

% Sessions

4% - 266 Bytes

HOW IT WORKS

OPTIMIZED ON
2021-Aug-27 00

View by Overall Traffic

uuuuuu
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STEP 4| JV—)VOHREEIHDO X IEITNT2RF AN T,

RE(EE N LIV —ILEZIFANDS & IL—VH)L—)LR—=ITBMENET, ZN5
BEET 7740 71KEDEEA, THUE. RDAT Y 7 TPrisma Access’ [Push Config (77
VaarvIa Oz 2ICHELET,

[Accept All (TRTZIFAND ). HEIL— NV EZOFEZTANE T, T, mElbEh
TIV—IV 2 ANAFNCEEZINZA ST EETEEXT

o (b5 —IVEHIFRLE T, mEth SR 20—V D YU A KT, TOIL—)L7ziE
MmLEd (GEESE) o

o (LI NIIL—ILEEINCLET, Thid. TOIL—ILEZIFANTWVWIERWNT &EEK
L. b= R—XicBEmENEEA,

o (To/EHZITICRLET, THUCKD, MHRELENEDPIDOHE I N, IV— )V HERERIH
IKRD £9,

o =) EI—YLET, #HEL—ILOWTNHDMUTNS b > GEIR. TN a7
TEHZEHRRETBHLEDRHOET,

EE{bE NV —)VEZIF A% L. Update Rulebase (JL— L R—ZADHEH)D X v t2—Ih

FRENFET, AETS L. LI NIIL—ILAEF )70 RY—IBMENE T,

LU, T T 0w J7%20f L TOEE A,

STEP 5| Push Config (fXE% 7 v > =.)% %} L CPrisma AccessiCi%(E L. il — L i 7 B
BLET,

Firewalls Overview

Variable & Incomplete References

0
Variable

aaaaaaaaa

S S e N ’:\.

Config Snippet

STEP 6| JeDIV—)UE, RHEIZNEEET 2 TRHALEL X S,

TTD, WEICHTFEINTL—IVidtF )70 R =IO T, IV—)bX— Rz
EENTIV—=)VD RICU AR EN, ZTDMFONTWEDT, IR TEEd, X T4
JV—IVZIC _original ZfHiIL %3 (7z& 21X, security-rule-name_original) o

Security Policy Rules

xxxxx
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st 5IV—IV 2[R9 %

JL— )L % Excluded from Optimization (i@ LD SRV D A MNCHEEIT % &, Prisma Accesslc
Ko TRl ENET A, W—IVREIZFOEEFHRDET,

Policy Rules to Optimize @

Select a rule to review and approve recommendations to optimize the rule 5 mins | Launch Walkthrough

Remove Rules from Optimization

Ready for Optimization (5) L Removed from Optimization (0) Optimization Failed (3)

W Try out Policy Optimizer while it's available for early access. If you're interested in continuing to use this feature beyond the early access period, check in with your account team.

R 2 M)V —IL 2B LT-1%1d. £3 [Push Config (&R T v a)] LTI, &
Ex Ty a Lkth, )=V ) A MCEREND F TICR K24 DB B D E T,
W=V % THRE(ILY A MIBMUET C LIV DTLEINTEET,

NTARZADI 3 L& oL

Policy Optimizer (R > —% 77 4 A=), @b LicF o) 7 1 I)V—)IVOJERZF R L
F9, @BEOTF—RIIFERELEREDNEENE T, AV ITIVIV—IVD T T 4w TNy Y
EpElb I N =)Lz L9,

[Policy Optimizer History (KU > —3 77 ¢ X A P — DR REINE T —XIF, H@E30H
MDEDTY, JtDIV—)V Gk Lizb—Ib) Heh ARy kLo iiga, RY o —F
T4 AV OEREMSHIREN, Rbolctoby b R o— )b—)Le LTHoEENET,

Optimization History
Review rules you've already optimized; the traffic coverage data for a rule can help you decide ifit's okayko remove the rule.

Name Location % Overall Tra % Sessions

test-n-1116029.  RemoteNetworks  19%-2.98T8 19%-55K OPTIMIZED RULE BREAKDOWN

test-n-1116029:  RemoteNetworks  1%-159.96GB 1%-342

\
ORIGINAL SECURITY RULES OPTMIZATION RESULT
Overall Traffic Sessions Unique Users
1%-159.96G8 1%-342
Before Optmization After Optmization Before Optmization After Optmization Before Optmization After Optmization
Optimized Security Rules
Name Location % Overall Taffic % Sessions Unique Users Source Zone Source Address
Remote Networks 19%-31.65GB 22%-78 78 trust any

Strata Cloud Manager A X — s /i1 R 411 ©2025 Palo Alto Networks, Inc.

B Name Location % Overall Tra... & % Sessions Unique Users Source Zone Source Address Source User Destination Zone  URL Category Service Modified Date
Deny-Corp-  Prisma Access <1%-79.44MB <1%-1621K 95 trust any any any adult any 20215ep 23
extremism
cryptocurrenc y
dating
hacking
AllowPANV  Prisma Access <1%-7.28GB 6%-2005M 8618 trust any any any PANW Websites % application-default 2021 Sep22
RBI-Web-C.  Prisma Access <1%-599GB <1%-11402K 3007 trust any any any any 2021 Dec 10
Policyfor Pr  Remote Networks 2% -249.38 GB 37%-1114M o any any any any any 20215ep 20
Catch-All-A  Prisma Access <1%-11254GB <1%-273M 23334 trust any any any any % application-default 2021 Nov24

Creatiol

2021M

2021 Se|

2021 M

2021 Se|

2021M



https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/administer-prisma-access/configuration/config-cleanup.html

BV T o RESS

BHRR OV —2T T

ECTTHEHTEETH? (W DREET T 0?2

e Prisma Access O Strata Cloud Manager Tk € = &5

L. NGFW & Prisma AccessZ#i B HEd 31

(Strata Cloud Manager % 7= & Panorama Dk F. RO A ZDH SIS

EEMHNZ)
e Software NGFW Creditsic X > TESRHE O Prisma Access[Z -t 2/ X]
N=EDZEZFLNGFW o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro
> EDT A ARMFEHL TSN K>

T. Strata Cloud Manager CHJH T & % ¥aE>
REEEEZD T,

Config Cleanup GREZ U —>27 v NEMH LT, KMEHOFREA T 27 b ER) — )b—

)L 7% Strata Cloud Managerad € X DAl L. HIBRLE T, REHORTEA T =7 b ZHIFRT %
L HIRE LTEREA TV 27 b0, vF a7 0 OEFEIWHBIZREL T 27 Mz
UM ENS 12D, 7747 T4+ —IVOEHMNEZITIZD XTI,

STEP 1| Strata Cloud Managerica 71 > L %9,

STEP 2| [Manage (‘&'FH)] > [Security Posture (Z 3 = V) 7 ¢ {Ai])] > [Config Cleanup (R:ED 7 V) —
7w N ERUE S

STEP 3| 267 ARdDStrata Cloud Managersd E&RIC Oz > TREFHDA TV 27 &R o —
W=V 2R L £,

[Policy Rules to Optimize (LD 78 DKR) ¥—)Lb—)V)] — BRENFREINEKRY

V==V RBE LT, EBICHERLTWE 7 ) r—y 3 v ORHEHnT 5, LBk
I CEHPIRANCEZ L £,

e [Unused Objects (RfFHA 77+ GEE67 A7) ) — a6 AR DORE
FE R = V=)V TCRFRHIC > T2 T RTOFBREL TV 27 b,

o YubwhrA7Vzr b GE67rH) — R T— )= )VADREA T =7 bhto
vy "EZIFEHRELXT VT W EELRY — )b—)b,
CTIWIKWVARENTVBREA TV 27 M, BEMITENTWVWSERY >—)b—)L TDH
Yobw hEZELTHWET, HEOMWHIE, oMM THSDRY >— )L—)b
Tty FEZITHZHhE L EE A,

e [ZeroHitRules (tutw hMl—)b) GEE67H] —@EerARIC T T2 v N

—H LD XTDRY ¥— )b—)b,
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STEP4| KpEDARMHA T 27 b ERY — )b—)b2itG &9 5BMDT 1)V 22w L £ 9,

Add New Filter (T LW 7 ¢ )L 2 OB, KEHA T Y27~ GBZé6rH) E¥mew b
R — )b—)V GEE6r H) THR—FENTVET,

* Unused Objects CRfEfA 7Y =7 1) GaZé6r H) — ROEHICEDWT, KEHAT
VT eT o R) T BRI UHIBRTEET,

e [Name (%A1)] —REDREA TV 7 MM B LU TEINLE T,
e [Location ()] — REA TV = 7 FEADMERRE N -3k e,
o [ObjectType (4 7=V b RAAT] —FREA T2V FDRAT,
e [DaysUnused (R H%) : iEA 7Y =7 MAMEH I NIz HEL

o <50 — KA IR A 50 H Adifio

e >=50, <=100 — 50~100H fIAfL

* <50 — 100H A EARAEH,

o Yot w rFRYI—)L—)L GE&E67H) —4ni. Eaby FEHE. Xk ETes
HOFEEDOT—RICHDINT, Euaby bRUYS— )L—)ET 0 )VE) T LU TER.
. FEHIBRTEET,

Unused Objects (Past 6 Months) Zero Hit Objects (Past 6 Months) Zero Hit Policy Rules (Past 6

1 O O Months)

This number has not changed in the past 7 days
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B 2 7 o RHIDER

ECTCHEHTEETHM? AR TS H?

e Software NGFW CreditsiC X > TE®HME | TNHDHET A A, Strata Cloud
INEDZFZTLNGFW Manager"\®D7 7 ANEZENTVET,

e Prisma Access (Managed by Panorama or O Prisma Access

Strata Cloud Manager) O AlOps for NGFW Premium license (use the

e Prisma SD-WAN Strata Cloud Manager app)
O Prisma SD-WAN
o Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— Strata Cloud Manager CHIH T & % F&HE
Z. T 277 AKX TEAEDE
ERS

Strata Cloud Manager (. CIS (Center for Internet Security) *® NIST (National Institute of
Standards and Technology) 7% & DR E A OREHEY 1 )N—t F 2 U 7 ¢ HlfENC HEHL U 7= FaiieE
BEPDANALT 7074 A F v 7 Oty &, HBEORED=—XIHEDINTER LTz H
AZLF oy 7 EEHLET, TNEDOF v I TR, V9T RAVTITANTIZF ¥ NOK
REBERTML., RARNTSFIITF 4 ARAVTITA T 2 ABEN S DA RFE L ET,

Strata Cloud Manager®tzF+ 2 7«1 RAF ¥ FoyZidd, xv bI—=7 Fa1VUT 1.
T2, IDBXUT7 7V AEHRE, TEIEELFaV T AL UNEGENE T, C
NEDF v Tk, T7A47 74—V )b—)b, BiE{b, PBEA = AL, BXUOREDEEK
FpAe T i = A =S IS

SRR TR X% & Strata Cloud Managerld 32 YRSt L E1E OHER S IE 2 2L L,
R TR IEHEML DR E R EIET 5 T AD0—EZHEb LT, FENC X 3T AR R/INRIC
MAGNOLZETHENLZ 57 FIREZEMTESX5ICLET,

Y2 U T ¢ (KHIOFE Tl&. AlOps & Strata Cloud Manager®Ot 2V 5 ¢ F v 7 RER—
DO ORERENRE ENE T,

[Manage (& #)] > [Security Posture (23 = ) 7 ¢ {&ii])] > [Settings (7% /E)] ZFEIR LT, 770
ARV DY F 2T o EKHIF oy T RFIR, B, HAZIA XL, BHET ZHEEHIE R
FRICTER LE 9,
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e YFaVUTa Fxvl - BKEFHET B7DICHHENINANTSIT 4 A F 2y 7DY
A ko
WG I NEDF oy 7 LHREN, TS ADEF 2V T IREENFHEE N, £F 2D
T4 7 I—bEMERENT T, BEICIGCTINSDF 2y 7 2EMT B, ROT 7
va Y ERITTERT,

1.

HAZINF 2w ZDERELNVZREL T, T7AA AV MCES> TRGEELT = v
i@ LE T,

HAZRINF v 7 DEKELN)VIETETEE I D, Palo Alto Networks ™\
AT T 4 AF 2y TOERELNVEEEENTEY, ZHTEEY
Foo

CMEDOARZL F oy 7FLBXTHIRL . BHEOF v 7% Wi BXUHREL T

HLWF oy 7 Z2ER L. 7784 A2 FO—FBICHEH LT <ZWF o v 7T LT Rl
IV ZER L& T o

INSDF v 7OPa—L7 I FO—EE LT, AAXLF v T T
L—LU—=DIlHBF v 772G HTEET,

F IR LTI EDIEZRELE T,

o 7I—hM(TTANWVK)-KBLIeF v ZIicHLTTYI— 2R LET,

o Ty - IIEINRER S TEREY T 7 A XV MREICABENICZENZHIELE T, 7
oy Zid, BEAEIECTROWVWT N ZEKR L X,

e Strata Cloud Manager D1 > 54 F w7 -#EUL TWERWVEREDII Y b9
T azbiEUETH, REROT—HIVIRFET B EEFIELER A

¢ Strata Cloud Manager COV 7IVRZ A L* £ VT4 Y F v 7-HERL TOIRVERE
FRET B ERMHIELET,

e Panorama EHI**- JFHEHLO R EZPanoramalc 23w 352 LIXTEEHA
M. Panoramaf#Zfiis EICR{Fd AT LI TEE T,

¢ PAN-OSWeb{ ¥ %—7 x—2A. AP, %7l CLIEH - 70w 213, 75 KR8
F 7zlFPanoramaBEHIE N TV ARV EREICITEH T N E A,

o THEHMAEME DD, DA VIA Y Fov T UTIVEA L
TR, BERT Y =)V IR ITTENE T, EDY 77V
AL TF vy ZIKRT AL, 0=V TH > TEZDOHREDRIEIIH
EEnEJ,

o **PanoramaT7 w7 A3 w k7 g vaEifld 5Icid. Panorama
CloudConnector 75 7' A > h AETT,

Strata Cloud Manager A Z— ~ /j 1 R 415 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/ngfw/aiops/about/aiops-plugin-for-panorama
https://docs.paloaltonetworks.com/ngfw/aiops/about/aiops-plugin-for-panorama

B F 2 7 ¢ HEEL

Posture Settings

ize security posture checks for your deployment to maximize relevant recommendations,

Security Checks ~ Security Check Exceptions Zone to Role Mapping

Overview ~

Configured Severity

O citical 2
A Warning 57
@ informational 237
Security Checks (315
Name Manager

~ Custom Checks (4)
inager (NGFW)

g
inager (NGFW)
g
g

inager (NGFW)
inager (NGFW)

~ Limitation and Control of Network Ports, Protocols, and Services (9)

The ‘Service' is not configured in a rule with the ‘Allow’ action  NGFW, Panorama
SSH Proxy / SSH Tunnel NGFW, Panorama
Dos Rule Protection NGFW, Panorama
Included Networks NGFW, Panorama

e tFaVUT T v ORI

Role to Security Service Mapping

By Feature (Top 5)

curity R 3
G 15 3 1 5
I 15

Userld  (HIIID 1
Device Setup Wildfire (D 13

O critical

© Informational
© Informational
© Informational

Updated: 2023-Oct-25 15:25:32 PDT

Check Types

Custom Checks 4

W Palo Alto Networks BP Checks 311
Total Checks

Group by Security Framework:  Critical Security Controls v Collapse Al () Search R @l Create Custom Check

Feature Check Type Exceptions Action on Fail Actions
S Custom Check Alert v :

Sect Custom Check Alert M :

S Custom Check Alert v :

Decryption Custom Check Alert v :

Security Policy Palo Alto Networks BP Check No exceptions Alert v

Decryption Rulebase Palo Alto Networks BP Check No exceptions Alert v

Dos Protection Rule Palo Alto Networks BP Check No exceptions Alert v

User Id Palo Alto Networks BP Check No exceptions Alert v

B LIETINA AET2E T INA ZAD T I —1T B DOF v 77 4TI LET,

o J—lu— Lo v¥EVT

HNARZIA RENTHERFIE ARSI %1k, NGFW DYV —rZEa—)uicxy FLET,
e N—)LbbFars—EADODIYEVY
FARTDONGFW DYV =2 a—)ILBO S 7 0w ZIcpiBiistd a2 ) 74— XZEML

ESCRS

HARLF v 7 7Z21EKT %

BGEOF 2y VDEMEDHARZL F oy 7ZERLE T, Xld, FIHAER, BN 57

AR F v 7ZERLET,

STEP 1| [Manage (5FH)] > [Security Posture (Z 3 = V) 7 ¢ {Kifil)] > [Settings (i /)72 BN L F£ 3
STEP2| #HHIITZF v I EHAIL, HEULET,
STEP3| HHLIF v I EHEL . FIESIEATEEZIMZAE T,

STEP 4| [Manage (‘&¥%)] > [Security Posture (32 V) 7 ¢ {&ifill)] > [Settings (F2E))ZEIN L., X
IZ[Create Custom Check (11 A X LF = v 7 DFER) Z R L 97,

STEP 5| F xw 7 ® [General Information (—fi% &) ZIHEL £ I, BAXL F v 7T %ni &
SEANRE T, WAZL F v TDEXKERNZ ST T 7T ¢ A7t L—H— 3 FfiE
TEAHEIIC, Fov 7o #HERFEIE & B £BINT 208 NHD £,
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STEP6 | (L AT V2V b ZAT - F = I 2{FKT %

BIRNTED —HT2)—)L Ta)8F 1 ZRELET,
STEP 7| H AR FxvZ7IiciX Logic Builder (B> 7 U)LA—) BEHLET,

1. Ko - RED—BEMZidihd B 1Tou Y v 7,

REDY T3 VT, F v DIERRIC

—T B =)V a7 4 —BEE T BRI 75 H e
o % - %Ani. FiHH. 1R, e T [7F AT 4 —IVFR]
o V—X-VY—=r TRl o 72p
A Y ZEF T3 RN
N X o ZEFITIIRW
" - ET FLA Starts with (X T % 3)
° R
« TTVI—vay, Y- AT Wi
VR, 5XGURL « Ends with (X THD2)
o« THYAVELUEER | * B0

R

Greater than

In
FLohEhnll k
HELWLDZENLLT
At

HFLw
ROMEEFEL RV
R EZEED
ERANE

W DOhD
Eng

2. ZMEoBhn - FRPRE{E - (AND, OR. IF, THEN. ELSE. ELSEIF %% &) ZfHiH L C.

XL BN, BRIV —T 2R3 ELE T,
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3. =T -, & FEZFOmADLy F2ERLET, TOTNV—T%
FLdHd e, True (H)FE 721X False (A)DEEIDEKRENE T,

o +HLWLWRFERLIFELMRZEMLUET
o B XFLFFKMEEIULET
o x NFEZBEMZHIRLET
CORFORIE. BT DIPT RLAELDBDOkta kT 7 ¢ V7 7iFa] 3 %KY ¥—

=)Vt d % L EEZRLEX T, Coflid, ndy 7 E)LE—=NED X S Ik
FENZHICHIAL TOB T THY, #HEZHNELIZEDTRED Y A,

General Info v

Description *

ccccccccccccccc

+ Add Expression QAdd Group

]

+ B X

+ & X

AND
i Application + B X
3 Action b X
* Required Field
cccccc =

STEP8| F v 7Z2RFLET,

F w7 OEMH
bE2UTF 4 Frv I TR ROVTNAD 77y ay RIFTTEET,
« HO—t - FrwIDAC—RERLET,
o MRE> -BIEFEONAZL F Ly ZICEBEENMAET,
o HIER** - 1ERRLIcHARL F v 77ZHIRLE T,
T aryERIFITTHF oy 7 EFIRL, WYk 7 a vEIRLE T,

o *—FICHEITEEF v 7IF1DREIFTY,
o MNARILF v I DRRHETIFHIBRTEET,

o NARLF v l2HkHkd3ICiE, BEHED SR Z2RL0END 5580 D
DEI,
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B F 2 7 ¢ HEEL

F v 7 OFINEERRT %
REIIEUT, FT0A AL FHTF = v Z W5 S MBI HIRT = £ 7,

STEP 1| [Manage (E#)] > [Security Posture (23 =V 7 ¢ {&il)] > [Settings (% E)] > [Security
Check Exceptions (23 2V 7 ¢ F v 7 O] Z23E IR L. [Create Security Check
Exception (L 2V 7 ¢ F v ZHINNDIERR)] 2R L E T,

F 7213, [Manage (&F#)] > [Security Posture (23 = U 7 ¢ f&fHl])] > [Settings (F%7E)] 7% B
L. B9 2F v 77288 U GERLUE S (154 F1),

STEP2| F v 7D HHIV—IVEIEKT % DI EIR Mz iRE L £, FINvofai. Bl 5
FfsE LEd,

o) EFaUT o Fxy VI BIBEERIE. 75— h RALTSIF ARt
o) T A HHA A ROy Y 2 R— RIZOBEHENE T,

STEP 3| (T2 INOEX L JEREZMD NIRRT E S X 51, HIND F4 v v &S 723 5l %
BmLEd,

STEP 4| BISNZIRFLE T 6

BRI CcOF v 7
T4 —)VE LN)VDF 2w 7 TlE. BKIWRANT S5 40 AETZEIHARL Fov 7 e—
L TWAERWEIIAERENE T, F2 v IV TCRERA NI T 4 A HARANA Y SFA VT
ftENz/zd, 9ISl TEET,
Fle, VX2V T2 Fov I BEICVWTEERRBIXUOEHTSZCLETEET,

o RU— )=V EEI -vFa VT 0 R — )V—)VEMHTBE L, )L—)LZiE
ALTT7 7y armERITTEET, —E. RBEISC T RbEI3FEtTteE s
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B F 2 7 ¢ HEEL

9, ([Manage (& )] > [Configuration (5XE)] > [NGFW & Prisma Access] > [Security Services
(321 7 ¢ Y —E A)] > [Security Policy (ZF 2V 7 ¢ KV =)

Security Policy [Globall > Security Policy

Add Security Policy Rule to Pre Rules

General
Name *
Enabled
Tag +
Match Criteria
%) SOURCE
Zones * O Any O Select
Addresses ¥ O Any O Select
Users @Ay O Select O Prelogon O KnownUser (O Unknown
Devices @Ay O Select O Nohip (O Quarantined Devices

[E APPLICATION / SERVICE

Application * O Any O Select
Service @ Application Default O Any (O Select
e —

. S -

Description A

Schedule None

%) DESTINATION
Zones * OAny O Select
Addresses * OAny O Select

Devices

(@ URL CATEGORY / TENANT RESTRICTION

URL Category @Ay O Select

Tenant Restriction

@Ay O Select

mm— e ———

oD
© [} Configuration Analysis x

6 out of 10

Security Checks Passed

Resolving all checks keeps your policy
rules precise and effective.

Required
@ The ‘Source’ and ‘Destination’ address and zone are

set to ‘Any’

@ The ‘Service' is not configured in a rule with the ‘Allow’

action

@ Server Response Inspection in the allow rule is

disabled

@Any O Select (O Quarantined Devices

@ AsSecurity policy rule with the Action set to Allow

does not specify applications (App-IDs)

Recommended

© final_check-1

e [Setup Devices (7314 ADty 57w - T 7AT I+ —)VOEH AV Z—T A4 A L)

AU BR—T 1A ADY—VE 2 )b— b, EhiRE.

AR ENTY—E A, BIUBEHY 7€ X

REFMER L E T, (Manage (B FH) > Configuration (&) > NGFW & Prisma Access > Device
Settings (7731 A% E) > Device Setup (7731 AD+t v k7w 7))

Overview  Security Services v Network Policies v Identity Services v Objects v Device Settings v Global Settings v

Device Setup @

Management Session
Services - Customized o\l s
Update Server: 1111 © [ Configuration Analysis x

Verify Update Server Identity:

DNs: 3 outof 4

Minimum FQDN Refresh Time 30
(sec):

Security Checks Passed

1440
FQDN stale Entry Timeout Resolving all checks keeps your policy
(min): °
rules precise and effective.
Port 1111
Primary NTP Server Address: S$test
Primary NTP Server None

Authentication Type: Recommended
Secondary NTP Server Address: ~ $test A\ NTP Server Authentication Not Configured

Secondary NTP Server None

Authentication Type: @ The Minimum FQDN Refresh Time is not set or is st to

too high a value

Dynamic Updates Scheduler - Inherited from 1 @ NTP Server Addresses Not Configured v

Verifying th f th I
Schedule:Every he @ Verifying the identity of the update server is disabled
Schedule:Every 3¢
Schedule:Real Tim

Antivirus;
Applications and Threats:
WildFire:

RIEFELES ELTWVEKR
N—=F A F*UTEEZRFT B2 FRTEEXT,

WEREEZ T L TORWEESRIER., MEZEIET 50, Szt —
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o *F—)N\—F 4 REERIZT—)LRX—=ZD 7 7t ZHilfl RBAC) IC & > TEHIN
TEL., TOX TV a vEFRTZIET—IVICH LU TENCT 2RERH O F
Fo A—R—TA R HRAEL F v b, GUNCET BT 733 i, Betin
IR ENE T, Incidents and Alerts (- > 7 > b 3B X U7 < — )Log Viewer
(127 € 2—7)Audit (log type) )i #s (1 7 2 A7),

o NAZLF v T, F—N—=FA4 R, BINTITo7cI NTOEMEE, BEEICE

XN F 9, [Incidents and Alerts (1 > 7 > X U7 5 — k)] > [Log Viewer
(0% Y 2—7)] > [Audit (log type) (25 (12 %7 % A 7)),
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4 paloalte’

TECHDOCS
AZ AN

= 77 7 b Al

ECTCHEHTEEITM? MDA T I ?

e Prisma Access O Strata Cloud Manager CaX /& & & B

_ =n, L. NGFW & Prisma Access S EIT 51

E(S%tricg%%co)ud Manager % 7z 3 Panorama D Z. RDS At RO RECE

e Software NGFW Creditsic & > TESIRIL O Prisma Access[Z - >/ X]
N=&DZEFLNGFW o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro
O Software NGFW Credits (V7 b7 =
7NGFWZ LY 1)
(VM-Series software NGFWH)

—> EDOT AV AZEHLTHWEMNITE-S
T. Strata Cloud Manager CHIfH T & % ¥&aE-1M:
HBizbEd,

O—)LX—=ZXD7 7 2 AHilffll (RBAC) Tlk. EHa—Y— (BHE) OMREBIUTo—ILZE
ETEXT, IRNTOEHEE, n— Ve RZRET 22— =T hHU Y Mo T3
NENH D £, Prisma Access Cloud Managementld., 51 A X LRBACZHEEL THH, m—)b
FE3 R EOMEZER L, EHI—Y -7 7V AMEZAO B TH T ENTEET, RBACE
i3 % &. Cloud ManagementN CL—HY' =L T X XE KDYV —ANDT VL AR EHTEE
ERS

Saas Security Inline and Behavior Threats Tl&. RBACIZ T R—Fr XN TV EH
/uo [Discovered Apps (fiiH & 7= 7 7V )] & [Behavior Threats (3% £V OB ER)] DT
NTOXTE, FoEToNca—)IVCEFREELS, IRNTOI—P—IcEREINZE
ER

Z DOAtdORBACY YV — A

e Common ServicesZlifH TE 21—V —ID&T 7 A:7 57 REHNES
Prisma Access

e Common Services D— 7z 72— & XTI hH, ID&T 7+ A
e Common ServiceslC & % T — )L EHERRIC DWW T

423
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BT 7 2 Al {H

EHFEO—)U

Prisma AccessD 1 —H'— & &, BEHMERZE O LB TENTANLDZETHD, a—)LidH—
CATEMEMEAE LTS T VB AMD R A THEEHZLTVET, B—ILEEHD YL TBY
G TR ATA TN =T L ERENEHTEL T Y NIV —TRiEELET, NTIC
&, Prisma AccessZH|H T 2 EFE NI ICLL ROMR 7 )V—ThHHEIENTVET,

o TTVEME JEEISNET TVICTIVT VRATE, 5B 7 TVICEBINENETXRTOA
VARVALERET, TTUS—T g VEHZE. TSI S— g A VAR AT L
Ta—)VEHD YT, ZOT7 TV r—a VICEGOT7 TIVr— g VA VARV AR
TOT 4 TLIZ0T B ENTEET,

o AUARVAEME  coa— )BT ENET SV =2 a VA VAR RIS TIVT
TYXALET, A VAZXVABEMERX. tho12—F—%, 7TV 5= a VA VAR AD
A VARV AEMZICT B L TEET, 7V —2 a3 VICHNEBBAE I AR
La—)VhH 556, A VAZVAEHEIFNOu— Vit —F—IcHD Y TS
EMTEET,

¢ Z—)\—1)—H— I IXRTOMKER, 17, BLUOREEZZRTEET, A—/—1—
R —1IMMOREELEBTEEL A,

o HWENEMIE ntulREDHEFRBIOCEHIT A LNTEET, LHEHEZ IIMO
REZEET B EIEITEER A,

o IEEEMYE  n/ DER. IKE. IPSec, Y AX—F—EHM, AFIHERER EDIESRTEDE
HA[RETT, WS EMEIL, MMOREEFRLIEDEBELZDT ST LI TEEEA,

o bx LT EHYE  nVEFERL, EESEHEEO—)VTHHTE AERELNDOTRT
DFEREMTEET,

© Webt2 )7 ¢ EIH : WebtF ) 7 ¢ 1Bl 2 MRERORZLRTEXT,

o [HEHINA VHEEHE : 22— 54 ADLPREICIZ T VL ATEETH, HELH
ZPrisma AccessiC v 2B EIZTEERA,

o F—RYF VT 4EHE T2 -S54 ADLPE X USaaStF VT rr—ilic
T ATEFETH, MERKODZHE ZPrisma AccessiC 7w 233 LI TEEH/ .

o SaaSEHHE:SaaSOYF 2V T 4 REIWCIE T VA TEE TN, RELHEZPrisma Accessic
TwadB LI TEEEA,
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AR ILA—)VRX—=AD7 7 AFl#l .ty 87w

C TR, HREEINca— V2T 251N A A2 La—)V2{ERd % 15, a—)L7z
I—P—=IZED YT B F1E, Prisma Access7” SV r— 3 T VR AT BBOI—HY—Z
O—TZEMT 2ROV TEHIHL T,

STEP 1| Common Servicesic & % 7 A% La—)LO3ENN

HAPERF AT —IL XD BN T 72 AGEIDN B R GEE, AAX La—)VZzBnL

T A=Y —IEHTHHBEERTEET, HAZXLO—)UE, FRiEEINza—LE
FREIC, 7O BAMEE T VALY FOXw F T, HiERINa—ILEIF R ED,
BAHAZL O—)ViE, EEESNTWVATSG(T Tk —E 2L 7)L—"7)D FOMEEDI1—

P—DRCEDYTETENTEET, ChickD., BARIFERICE> TEHRI N, L
L7eZE1D 7 AR LA — )V CO4RTIDmE Z ETEE T,

B AT L~V LAIVIC A R R W — L RIBINT % &, ZOH— VA FRIC A b &
N7+ Y MCEIDUTHNG 0, BITF Y MOFTT Y FEEMTEET,

STEP 2| Common ServiceslC &% 1—H—7 7t ZD3EHN

Common Services : Access and IdentityZffifi 3 % &, EK L7277+ > hET TR, TV
N7+ —LANDI—Y =7 J L AZBIMTEXT,

STEP 3| Common Services ICX 5T F > b A—HEXEY—EC A 7 HT Y MADEEFHADOE—)b
DHEND YT
FTTCICA—TZBMLTWT, I5Ica—)Va2BNd 5851, Spiessn/i-a—Lzr
N FTEHODYTAHRTEETEFEFT, O— IV EMEOBIERZERLET,

STEP4| #HLWAI—T7%/ET % : Prisma Access 7 o7 REMID

Prisma Access Cloud ManagementZffifl9° % &, (EHEL L) BHEXa—-7%759 R
BHI—Y— (EFHEDAD ITHD YT, 74NV E—RA=RYy Mg EDOAa—TITHE DN
THERZ BT 2 2 e TEEX T,

NR=ZIwyalii, YATLTHENTWE 7723V Td, 778X, VAT LN
DAT V7 FDFHID, BEXIAH, BIXUHIRICHERT 27 TV r—raryyars 2
VIAVE—=T A A (APD) FEOCHLOKFEDE Y hEERELET, IXRTOMERIEE—VIC
TI—TENET,
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BT 7 Al

B2 aO—EH

ECTTHEHTEETH? (W DREET T 0?2

e Prisma Access O Strata Cloud Manager Ca% & & & H
L. NGFW & Prisma Access A& T 31
X, XOT At ADOWTHRETT,

(Strata Cloud Manager % 7= & Panorama Dk

EEMHNZ)
e Software NGFW CreditsiC & > TE®IRtE B Prisma Access[ license (7 A 2>/ A)]
N=EDZEZFLNGFW o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro
> EDOTA L AZEHLTWAMNICK S

T. Strata Cloud Manager CHJH T & % ¥aE>
REEEEZD T,

AdA—TEHERELT, WAZLA—)IUR—=XD7 7w AfilflEEHLET, chuck b,
EDTHIVE, T 7 AT 74—, PrismaAccessDT T A X b, A=y MERICT 7+
AB XU H T X %Strata Cloud ManagerS IS R IFETEET, 7 o7 REHEICRa—TE
HZERTAH LT, @EE7Taeya =y IhMMrbhianksicl, BRLET 4V E—,
T 7 A7 7% —)U, PrismaAccessT SHA A b, A=y MEROFHAID BLUOTEEIA
BT 7 AMERZEEZ L FE T, Common Services Multiple Platform Roles and Enterprise Roles
FHEY—CZEBDO TSy v T+ — L A=) TR —T75 14 X a—)L)i&. Strata Cloud
Manager&EHZ DA D B OB EIART 70 ZAMEREZEET 2 T=DIHHEINE T,

A a—EPRERRIE. Strata Cloud Manager7 7> M &kic@&INE T, Aa—7EHMIX.
TEDT +IVZ Prisma Access. 7 7 A 7 7 4 —)LD[Configuration Scope (FZE A I — IR L
TEETHTLIITZEEA,

AA=TAT V27 F2FTE2DIE. 7I7 FEMEREXIEA—/\—1—
P—DAHATT, Aa—TEMY TV zv MI, hou—)L2FFDO1—9—3FIHT
XA,

STEP 1| Strata Cloud Managerlca %714 > L%,

STEP 2| [Manage (E##)] > [Access Control (7 77t A ilf#l)] > [Scope Management (A I — &) 7%
FEIRLE T,

STEP3| HLWAO—TZER L £,
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STEP4| ZXa—7EMOKREERLET,
AdA—TEHOFREF. RAA—TF TV 7 e LTINIVHITFENET,

1. h o9V Name (BHi) ZASILET,

2. [Folders (7 # )VR)NZHEINL, Aa—FICEDBTHIVE, T7A4T7 7+, B&
U'Prisma Access7T 70 A XY McF v 7(@G ML) LET,

T7AT7 04 —)V2EIRT B &, FIRUIET 7477 4 — )V B
BNTVE T AN A EXA—TEMREICTENET, BT HIVE T
<L TRICHEHEMI SNTZT A IV EOBRDPMRETDET,

3. [Snippets (A=~ })] Z#EIRL, ZHZA=XRy McF vy (BY) ZANZE

ERS

4. scopedA 7Vl hEEMLET,

Create New Scope

Name*

Folders Snippets

~  Global (AD. Neocom - 6 - Prisma Access)
v Prisma Access

~  Mobile Users Container

aa

GlobalProtect

[<]

Explicit Proxy
Remote Networks.

Service Connections

*RequiredField  Ccacal m

STEP 5| X a— /& MR E % Strata Cloud ManagerEHEZICEH L ¥ 9,
1. FIOFIECTIER LI AT—T ATV 27 Mica—Y—%H0 Y TEd,

Scope Management @

Scape Objects [ roseriscon |
N aspeaes  raen s

A s

2. Strata Cloud Manager&§#EZEO O — )V 2R L £ T, &AW, IXTDOTF 2 DT
NTOBREICT 72 AT B0ENH % T—P = LT, MSPA—/8— I —H—7rjk
RTEET,

T 7 4V FEEIX None (72 L) TY, MHMREARS T —ILDFHHAID I X UEZIAH
7 7 ZMERROZEIIC DWW TIX.  TCommon Services Multiple Platform and Enterprise
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Roles (LY —VC X DT v v I+ —L T 2—TF5 14 XDua—)l)] #SEL
TLEEW,

BEEI D 4T 5N TV 5 Common Services 11— )L Z2HIRRT BI1CiE. HED
Strata Cloud ManageriE¥1# ¥5 X U Clear Role(l—)L7% 7 V) 77 )7 &R L &
I, CHUCEKD., TT7HIVED[None (7L )]a—)LhVEREICHET X
nEd,
3. BIFORA—TZZH L THANZREL., 7+ IR ZBINEIZHIRT 5I1id, Aa—
TATV 7 FEERL, REIGCTAI—TELEH LT, Aa—TEZHFHLET,
4. BoUTCoHNTzA—YEEHIT BIE, I—FEBMEZRZI—YZLEETBIC
&, [Assigned Users (E|D 4 Ca—P=)z7 ) v 7 L TRHREISUTEEL, Vr v
FOZACE T,
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BEHLIP Ol

ECTHHTEZEIH? MDA T H?
e Prisma Access O Strata Cloud Manager Tk € = &5
S L. NGFW & Prisma AccessZ#i B HEd 31
(Strata Cloud Manager & 7= 13 Panorama D&% o - o i
i%fiﬁj%) . 4(@7/('12 /Z@ﬁﬁﬁ%\%fﬁo
e Software NGFW Creditsic X > TESRHE O Prisma Access[Z -t 2/ X]
N=EDZEZFLNGFW o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro
> EDT A ARMFEHL TSN K>

T. Strata Cloud Manager CHJH T & % ¥aE>
REEEEZD T,

Prisma Access”7 77 REMEMEDEHTESIPT RLAZIEE LE I, Prisma Access” T

REHICT VR ATELDIE. TNHDRETIPT RLAhbuar A4 v LizEHE (BXUE

IR LIS HE) ORATT,

IP7 RLRAWEIST YW 7T RLATHZ2ENRHDET, T 74)IVETIE. BEINZT RLA
FaghlEnEFrA (JDAMIMERICREENTVET )

%9, [Manage (&5FH)] > [Access Control (77 77t A ilf#)] > [IP Restrictions (IPHR)] % Z & < 72
TV,

IPHIEDGE. 7%y b7 RLRAZGYR—FENEEA, IPY RLALIPT R L ADHiHH D H
MDY R—FENTHET, XOIPT7 RLABXUCY T2y hEHEETIY T2y MIEE LK
WTL7ZE W, PrismaAccessiZTNEDIP 7 RLABIUY 7 3w b ZWNEEH D=1 TH)
LET,

o 169.254.169.253F% KX 1169.254.169.254

e 100.64.0.0/10

e 169.254.201.0/24

e 169.254.202.0/24
RFC 1918 #EHl35 X U RFC 6598 #ELD IP 7 KL A S—)VR{FiHT 5 C &%

#EEREL £9, RFC 1918JEH#EHLIS K U'RFC 6598¥EHLD (V7 ) w 7)) IPY RL ADFHIEY R—
FENTOWETH, A1 Z—%v bO)RT Y v 7IPT RLAZER &G T 2 [REMEN D 5 120,
BE#IHTEELA,
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IP Restrictions

Control Access to Prisma Access Cloud Management

Trusted IPs (1)

Restrict access to your Prisma Access. If you select any, you can access it from any address.
1P

any
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TECHDOCS

77—/ 7 Ha—:11 7% - Strata Cloud
Manager

ECTHEMTEEIN? [NEET I ?

e Prisma Access (Managed by Strata Cloud J—770—saCT, ThoDIA 8

Manager) D1 L
* NGFW (Managed by Strata Cloud 0 AlOps for NGFW Premium= 1 £ > X
Manager)

O Strata Logging Service
T ADRETT
O Prisma Access7 1 >/ A
o Prisma SD-WAN
o VE—Fr7 IS A2V A

e Prisma SD-WAN

RONCT =7 T7a—IBHT 5 L. BFa )T 1 EHlOUEELRECEHORE{IEDTZDICFHITT
XHEBLGHELET 7> g U H, [Discovery ()] X v ¥ 2 R— RIcERENXT, TNhHDT Y
VavhHAAREICERS &, T ICERREINET, 51 EFHE. NGFW & Prisma AccessDE/ A
VA=Y=V E—hIy hT=0Dty F 7y T A VR=FZ{TWV, NGFWDOY T hU <
TTw T L —REFELET,

o FUR—FT T ZAT DK

e 2w k7w 7 Prisma Access

NGFWD+t v k7w

v k7 7 Prisma SD-WAN

VIR T DT v T L— K(NGFW)

VI b7 D7 v TS L— R(Prisma Access)
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https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/activate-a-license-for-remote-browser-isolation
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/discovery
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-infrastructure
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-infrastructure
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/workflows-prisma-sd-wan-setup
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/workflows-prisma-sd-wan-setup
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/workflows/software-upgrades#software-upgrades-prisma-access

7 —7% 71 —:17% - Strata Cloud Manager

77— 77 7 1a—:Discovery (Fift)

ECTCHTEEIM? A DTG H?

e Prisma Access (Managed by Strata Cloud 0 AlOps for NGFW Premium~> 1At > A X /=
Manager) lZPrisma Access7 172> A

e NGFW (Managed by Strata Cloud
Manager)

e Prisma SD-WAN

RHTIE, HERZ AT OMREZ AT MM AREC A D IR, L E T, A4 FMyEDT—2
TJa—x, AN TR T CEBRZAINGZNE LNELEA, TOFEY I TR, A4 FIET—
70 —72H LT AV EREZIER L. 7731 A RIS EEAICEI D 28T 2 /5iE 27 L
ESCS

Discovery

© Guided workiov

Create Folders for Cloud Management

Get Started

T7A7 I+ —IVHDT )V E 2l d 5 FIRE. ROEEHD TI,

STEP 1| [Workflows (7 —7% 7 1t1—)] > [Discovery (fiHH)Ic#28) L. [Get Started (Fi45)] 7z 38K L %
ER
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STEP2| RV I— )b—)VeREZAET 2 5L ERLE T,

o I 7 AT I —IVOKRER - T—RE L R—, TIUFA T4 A, AV X —%v bTr—Fk
T LA DNTC, MRS EICE R R —DHOETHICOII HBINEEH LM T
LNEEA.

o iR - FHEEANEL R 2 AN A RO F 72 13 A B A ST AR IC E oA > TV E
TICDF T arEBRF LTI,

o MHE L HUIDIRTE - iUl &2 £/ 58Tk, T—2 &2 —, L, A v&Z—%v b
F—hI 2 A LR =T B0ERHDEITHI? DL T g vERLTHTL
7ZE U,

o JHODJE - FEOFIOWINE I — A — AT E RWEEEIE. RIS CTTNNA A
T—=FT I F v EMRTELETEEXT,

COFEITIE. Tlhave my ownway (JHE D)) A7 a3 VEERLET,

[«] Create Folders for Cloud Management

STEP1of 3
How do you plan to share your configurations and policies?

9 Tips
By Functions of Firewall

Did you know?

Mix of Functions & Regiol

LY R EEREFTICT S E, [HRICH DWW EEEBREICEII DNV T Y MY
FRENET,

STEP 3| [RANVEEIRLU TT AV EREER MR LT,
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IRO7 7y avaEHALT. FEITGERLUZT Y T L— M DWT 7 3 )V Z S 7% 1
RKLET, ROEEZITAET,

o LW HIVEDBHI - 7 NVRICH—V )NV EEDED L, HILWT HIVEEEMT %4
TrarvhERENEd, mEIZV v I L, HLLT HIVRICARTIZETET,

o THIVEDHIEE - T AINRICH—=V )VEEbE2 L, THIVEEHIRT 24T 3 ik
RENFET, wEBERLTTHIVAZHIBRLE T,

o THIVEHDEE - TV EERZRTIVIV Y I§TEE, THIVZOHLWEGHIZ AT LE
9, Enterd—%HThHh, TFART 2o —IVROAMAIZEZ U w T UTH LWARTZEGZNC
LET,

o PHRFFODT XK — REEHFE 721370 7272385 (Expand or Collapse)Z & i L % 37,

[«] Create Folders for Cloud Management

STEP20f3
Review and Edit Folder Structure

THIVEV)—F. BRADD L)V EHEHDODZENTEET,
My T LNV DT 3 VR IZHIREBEIDOEEE TEEE A,

HRED T ANV ET 7Y a T ALY MCOWTIE. Ter b ZHEEL
TLIEEW,

TERNAZRFELET, WOTERTLT, TR TETLIEW,

[RNEEIRL, 77 A7 04—V T H)IVXICEID Y TET,
COVAMDSIDUEDT 7 A7 I+ —)V72 IR L E T,
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STEP 7| [AssignTo (B0 Y THNZZEIRL., 77 A7 T4 —)VEEDYTE T+ )V X 7ZEIRL
T. [Apply CEA)ZEIRLET, 757 REMIE., 799 REHT 3 LR —ICHD YTk
T7A7 T+ —INCH U TEMIED £,

«| Create Folders for Cloud Management

STEP 3 of

Assign Firewalls to Cloud Managed Folders

Firewalls (1 to © Tips

@ Serial Number Assign to a firewall folder

Assign firewall to folders
7 CANARYDEVICE1

* Select the fire

older 2N

menu, select the folder and

Apply.

2ot

000l

Strata Cloud ManagerA X — k5714 R 435 ©2025 Palo Alto Networks, Inc.



BN TR L, ¢V Z2BIRL K9,

«] Create Folders for Cloud Management

STEP3of 3
Assign Firewalls to Cloud Managed Folders

Firewalls (1
] Serial Number Model
© 1 Firewalls have been assigned to Folder-1 and will be cloud managed.

7 CANARYDEVICEL PA-7080

Selected: 1

© Tips

Cloud Managed )
Assign all to folders

To.

« From the menu, select the folder and

then click Apply.

Click on checkbox to select Fi

ERR LTz 7 )V Z LB M THT 747 7 4+—)ViL, [Discovery (fiH)]D A A > R—
£ [NGFW Setup (NGFW+z v k7 v )] > [Folder Management (7 4 )V X&) Z TICXR &

N9,

Discovery

You can start critical and recommended tasks

Create Folders for Cloud Management

Go to Folder Management to make further updates to your folders

Workflows

Folder Management @

Discover

NGFW Setup o Add New Filter
Folder Management
Folders
Name
Global
Al Firewalls (1)
Folder-1 (1
W
CPA-7080
Folder-2

Folder-3

Benefits:

you'll set up

Reset Filters

Add Folder

Web Security
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J—27 70— NGFW Oty 7w 7

ECTTHEHTEETH? [DNEET T ?

e NGFW (Managed by Strata Cloud Manager) | & NGFW® 7 57 REHI|C
lZAIOps for NGFW Premium= 1 & >/ AW

A2

o \3F 73 Strata Logging ServiceZ 1 &
Y AMNRETY

O Prisma AccessT 1 2 > A= HBHrE DY
A&, [Folder Management (7 # )V X
)2 U CHATEEE AT A IR ek
R~L. 7+ IVEDWeb Security (7 = 7'
Fa )T ) AT R ENTEET

759 REMHONGFWD Yy v 7w TO—EE LT, X7 7 A 77 4+ — )L 7% Strata Cloud
Managerlct Vi R— RSB0 ENH D X T, AV R—FT 1 U JIiE. FARROREDLERT 7 A
TIA =) T I—=TNT BlcbDT IV EDYE Y Ty THEENET, VT~V T a—T
JWAEHICOWTEBICHLULHID IWIGER. [T AEHIR—=VZEHL T, 74V ER
JENDTRTDTINA ZADEMZERLET,

STEP 1| Strata Logging Service & AlOps for NGFW Premium®D S AV A% 7 75 4 X— k3§ B,
0 > I I3 Strata Logging ServiceZ 12> A, NGFW®D 7 57 REHICIZAIOps for NGFW
Premium= 1 & > ADHETT

STEP2| 74 )V Z%Z1DLL FERRL X,
THIVRE, T7ATI+—=)IVERZETTOA A 2 A T RGN IV—TL L, &
BRI B2 DIHHEINET,

STEP 3| Strata Cloud ManageriC 7 7 1 777 4 —)L7=iE A L & 9,

7 7 A 7% % —)U7% Strata Cloud ManageriC A >~ R— R 3I1E. 7747 74+ —)bDOa—7%
JUPanoramas &M L. 7 7 A 77 4 —)V7% B DStrata Cloud Manager7 7> MM
B B2 R0ERH O ET, AV R—REIE, 774704+ —IIVD EEE Y~ a ViRE
ERilF BT EMNTEET,

STEP 4| (HA DAH) REIIGTCT, BENRT 74794 =)V il (HA) FUSEE L X
EE

STEP5| ZA=Rvw rZ2{EKL %I,

AZRy M, THIVE, 7T AV, FREEADT 7 A7 I+ —)V#EH I NS
REA TV 27 W N—TT2DIEHLET, chuckyh, fURICEfHBIT T Y
VaTEBHBOHEARE AN TES 2D, A VR—T 27 7ot AMERILB LT
Mg b nE T,
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/web-security
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/web-security
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices/onboard-a-firewall
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/activate-cortex-data-lake-toc/activate-cortex-data-lake-easy
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/aiops-for-ngfw/activate-aiops-for-ngfw
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/onboard-devices-and-deployments/configure-the-firewall-general-settings.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/onboard-devices-and-deployments/configure-the-firewall-session-settings.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/ngfw/administration/high-availability.html
https://docs.paloaltonetworks.com/cloud-management/administration/manage-configuration-ngfw-and-prisma-access/configuration-scope/snippets

J—7% 7 1—:17% - Strata Cloud Manager

STEP 6| REA TV = bIELE T,
WREX TV 27 ME. 2y PI—=IBRUTRY V— )b—)VREDFRET Y 7 TI,
STEP7| v FY—VBXUCRY > — b= )VOREZEFRBLTRELE T,

STEP 8| Strata Cloud Managerh» 5~ *—3 R 7 7 A4 777 #+ —)U\D[Push configuration changes
(7" & 2 BREZTH)]

JU—2 70 —7 31 AEH

ECTHHTEEITN? I DRET n?
¢ NGFW (Managed by Strata Cloud o AlOps for NGFW Premium
Manager)

Strata Cloud ManagerDE 9™ % Palo Alto Networks O NGFW 7 Cloud Managed Device (7 7 R
EHRRTINA Z)EMEUE J, Strata Cloud Managerid, PAN-OS 10.2.3LU&D (S % 7 7 A
T F =)V B TEXT,

Strata Cloud ManagerDHIFES-OFHHIC DOV TIE, CHELE TV w7 LTLEE W,

[Device Management (7731 A )] X v & 2. 5R— K ([Workflows (7 —7 7 1 —)] > [NGFW
Setup (NGFW+t v k7 )] > [Device Management (7 /31 ZEH)) ZfHT 5 L. IXRTOE
PSR T INA I T 2 EERTNA A NN—2 3 VOFMZEEZR L, 7597 REHICBITT %
TINA AT FHRTEE T,

IARTDT7 57 R 32— RNGFWOH & H %

[Cloud Managed Devices (7 &7 REHNRTINA R)] 27 (Workflows (7 —727 7 1—) >
NGFW Setup (NGFW-+t v 77 v /) > Device Management (7731 A &) > Cloud Managed
Devices (7 77 REHMNRTINA R) IZiZ, §XTDSCMA Y HR—RK T7A47T4+—)b, Zh
SICEODYTENTWVE T AN E—, BRUZNHICHET S EEGZFHMDAELREINET,

TINA AEHR

K4 NGFWDO 4R E . ZD RICHRENTVWS 7 4V A,

S~N)l NGFWIZIRFEN TV B TN,
BRI AT —& X NGFWODI[EIHI A 7 — &% Ald. ROIRRETT -

o [AHAENTWVS
o FHHATNTVLAERL

HA JRAE * YR — KENGFWOHARX T—% X .
o Active[7 7T« 7] -1IEHEZ T T 1w 7 UERIRAE
e Passive [/3 7] - [EH &Ny 77w TIREE
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https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls
https://docs.paloaltonetworks.com/compatibility-matrix/feature-parity

J—7% 7 1—:17% - Strata Cloud Manager

TN AT

e Initiating [JAENT] - 7 7 A 70 4 — VORISR AR60F

X DIRREICBHINE T

¢ Non-functional [f%5E{51EH1] - =5 —JKHE

e Suspended [(REIH] - EHED T 7 A4 T U 4 — )Lz A
RXRYRLTWAZ EERLET

e Tentative [~WFNRIREE] - 77T« T/ 7 7T « TEiE
WICBITE) VI FERIZIINADE= XY VT4V N

U IVFIN—

F AR —FNGFWD Y 7 )L F 23—,

model F 2R — KENGFWDETFILEH S,

2AT WH5iF. A R—ENGFWZE XA L ET,
e VM
e PA

7 RLA F 2 R— KENGFW®DIPY RL &,

T4V A F 2 R—RKNGFW®D Z A+ > A&

. 8
.« Fg

VIRT2TDOIN—=T3 |7
TV —va BB T VF
A JVA|URLT 4 VRV 5

T7AT7 I+ —)VICHEA VA R—=ILENTVWEY T b

LT ATV ON—Y g YA ERENE T,

. 7747 94—=)VDV T v I 7 a7 VDH
Bl 2L T T,

FIAA T4 73 2F)—

T7AT T4 —=IVA Y R—=bT2DDT 7))V T+
ovar) 77OV, RIS EF VT RYT—
V=)V A ViR— R T BGEINT 572D 754 A @
MDY A k% Strata Cloud Manageri8 X U7 7 4 7 W o —)VE
HEFICHRMEL X9,

~
Y
w
\

FUVR=F IT7AT7IF—)VDT 73
o T Aty RIEMDES

o FEEN

o V=T VTE—FDLEHE

o TI—)LRREEM

o | 7—hART v
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https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/panorama-managed-devices-summary/firewall-software-and-content-updates.html#id9e0eaba1-82f0-437a-ad83-a0e5627690d0
https://docs.paloaltonetworks.com/content/techdocs/en_US/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/panorama-managed-devices-summary/firewall-software-and-content-updates.html#id9e0eaba1-82f0-437a-ad83-a0e5627690d0

J—7% 7 1—:17% - Strata Cloud Manager

NGFW7Z 7 57 REBNRTINA A HHIRYT %
[Available Devices (FIIFHATHET /N1 )] X 71Ci&. 9 TIcStrata Cloud Manager CiEHE N T
WASCMEB X UNGFWIC A >R — RA[REIANGFWIN T N TERREN X T,

Strata Cloud Manager® % > iR—F ¢ > 7 70t ADFMICOVWTIX, CHHEY
w7 LTLEEL,
UEFRIRE/R T /84 AR T % EH LT, 7731 A% Strata Cloud Manageric HUANTEE T,
STEP 1| Strata Cloud Managericta 714 > L %9,

STEP 2| [Workflows(7— 7 7 1 —)] > [NGFW Setup(NGFW-tv k7 )] > [Device Management
(7731 Z4EHH) > Available Devices (FIIFH A EE/R 7 /31 A)72BIR L £ 9,

1. 7747 4—)L7% Strata Cloud Manager/ #8195 1CiX. [Back to Available
Devices (FIFAJRE/R T /31 RICR ) 2R L £ T,

T7AT7 T4 —=)VTCOA—IVEREN—Ta VDAF Y T ay SOET
TEON—=TY g V2L, XMUER TREDFMZ AT v a— R33N TEET,
STEP 1| Strata Cloud Managerlca %714 > L%,

STEP 2| [Workflows (7 —7% 7 1t1—)] > [NGFW Setup (NGFW+t v k 77 v )] > [Device Management
(7731 ZEH)) 23R L. [Actions (77 7 3 = »)]/ 5[Local Configuration Management
(O—H)VEREEH)) 2N L 9,

STEP3| N—=YzavZzu—RLUT, a—hVkEZETLET,

STEPA| T77 A7 T4 —)bDOa—VikEZRE/N— 3 EE 2 51, BV Z227) vy >
LEJ, FiLha3ly hya ITIMERENE T,

Dobs (¥ a NNE a—ZHT UL, K UBIEICDODWT NI Iy a—T 0 VT % {To7%
D, T LIy MCETAEHICOVWTHERIT-D., POy b eFy ot
WLIEDT BT ENTEEXT,

STEP S| R UTeN—Y 3 VORGEFMOZRZ XY Y a—FLET,

J—27Ju— 7 %)V X EH

ECTHMTEETH? (TS LEET I 0?2

e Prisma Access (Managed by Strata Cloud ManageilOps for NGFW Premium= 1 2 >/ &
e NGFW (Managed by Strata Cloud Manager) | o Prisma Access> 1 >/ A

THIVEE, T7AT7I4—)IVERIET T aA A2 b ZA 7 (Prisma AccessE/NA )L L—H—,
VE—F2xw bY—7, TREY—E X8R Z@mMnc /)L —71e LT, ReEHZ RIS
BIeDIMHENE T, HEOARRANENT 2NV A Z2BZE T 2V ZZ2FR LT, [ARORER
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https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/onboard-your-devices
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LT ETT7ATIA—=)VeTTaA A e )N—TbTEXT, I TICKRAREINTNVS
THIVRIE, EEHOXA RN T ANV EZEDBZTEETEET,

Prisma Access ¥ NGFW®D 7 #+ )L X354 TJ ', Prisma Access7T 7 OA AV +DH BT +IVE
IENGFWZ 7)V—T1bd 52 L3 TEEEA, LA L, HEREZITNTOT + LA LT
Ja—NVICFHBICEF Lz 0 . S A=y R R U CERERE SR Y o —E 2 D
T ANV UCRHICHEH L7z TEE T,

Folder Management @
o Add New Filter
Folders
Name Labels Web Security
Global
v Prisma Access
¥  Mobile Users Container
GlobalProtect »
Explicit Proxy »
Remote Networks »
Service Connections
v  AllFirewalls
v Department
v Engineering
PA common »
v Finance

common

e NGFW

e Prisma Access
7 % VR EF(NGFW)
THAINEET 7 AT T+ —=)VOBERIENTDE DI, TNV EEBHLUTRED T 747 74+ —)b

DITN—=TTT )V EZY T, REEZHOWRICT B ENTEET, THIK. T HIVERIC
. HEA VAR —IVENTWAY T NI 73—V gy, Biiya>y 52 Yoy 1) —Z)N—T g
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Y. BXUTHINWVRICBEHEMNITISENTWS T 74 7 7 % —)VDGlobalProtect” 7'V /)N\— g
MERENET,

T7AT T+ —=)VT +)VEDEGE, LED T + )V XBEE N T i K4Strata Cloud Manager> D
IARENZT AN EZYR—FLET, 774D [ALL Firewall (£2CDT7 747

T A —)V)] THIVRIEEICT A IV EEREOR FALLN)VTT, 2l 2. 7+ )V EBEEZ e
TBHELEE, ROFZERLTLIEIW, LIFOFITIE, Folderl, Folder2, Folder3.
BELUFolderdh’ [ALl Firewalls (3 XRTOT7A 74+ —)V)] T+ )IVE—D FIZE Ak
SNTEH., CORKEDT AIVE—FEBEIMMO T A IV E—2BINT 5 L3 TEETA, &5
IC. Folder2.1Folder2.2iZFolder2® RICRX A FENTEH, HOT )V E—%FX AT
5 EETEEHA,

~ All Firewalls
» APAC
Example Folder
« Folderl
v Folder2
« Folder2.1
Folder2.2
« Folder3

Folder4

T+ IV E—DIVERK,

REEHRHELT B0, T7 AT I+ —)VEHHINC T IV—TILT 2 7 3 IV R EER L F
9o 774V ED Firewall (77 A7 74 —)V) T4 IVEFEIERDOEAZED T 4 )V Z D RIC
TAIWRZERTEET,

STEP 1| Strata Cloud Managericta 714 > L %9,

STEP 2| [Workflows (7 —7 7 1t1—)] > [NGFW Setup (NGFW v 7 7)] > [Folder
Management (7 4 )L X & #f)] & [Add Folder (7 + )L X DENN)] ZEE4R L £ 9,

STEP3| 74 )LRICOhDRTWHHITZEFITET,
STEP4|  (ff5) 74V XDDescription GiA) Z A1 LE T,

STEP5|  (fF=) KHEITIGU T, 128 EdDLabels (T N)W)ZE[ D YT 9,
BHED S NIVEEIRT B0, fERR LTSIV Z AT L TH LIV EERTE X9,

STEP 6| T I AZ(EKT 25 ZfRELE T,

[All Firewalls(3XTD T 7 A 779 4 — )W ZERT 20, BHFOT )V 2 72ER LT, TDF
KT AW E XA LET,
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STEP7| T+ )IVEEIERLET,

Create Folder

Name 3k

HQ
Description

HQ firewalls
Labels ha X o
In California v
* Required Field Cancel

T A IVEDEE:

BHED T 4 VR ZZEHE LT, LuiEHAEREL, SNV EBMERIIEZEHLEST, 51, &
BECT T AN R EZRBIHEZIEHIRTEET,

STEP 1| Strata Cloud Managerictd 714 > L %9,
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STEP 2| [Workflows (7 —7 7 11—)] > [NGFW Setup (NGFW+t v 77 )] > [Folder Management
(7 )V RZEM)] Z3EIR L., [Actions (77 a N A= a—ZERLET,

Manage Folders

Name
Remote Networks
Service Connections

v Firewalls

() folder-58438

v [JusA
v [[)East
> [[JNew Jersey
> [[JNew York
9 DUMMYFWSERIAL1

v [[West

v [[)California

[

Labels

hg
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STEP3| REUSUTT AN A EZEHLET,
o THIVAEHET S
1 T3V EUZ/HELXT,
2. (155 7AWV E—DiAEHEL LT,
3. INVEEIRE IR L £ 9
THIWVRCE ST RGBTV EED YT, IN)VZBEMLIED TEEXT,
4. Save (fRff) ZERL XTI,
o TR ZBEIL., 5ifkzERLET,
THIVAIROFGETBHTEET,
o THIWEEBELTHDT AIVED FICHANTEEXT,
o I AT IA—NTANE—DRICHKARNENET HIVE—ZBIHTEET,
o XARINZTHINAIZ, HBEZTAHIVEDSRDT ANV RICBETEET,
THIVEOGERERIRUTEE, T+ EEBHLET,
o THIVRZEHIRL, OKZZ Vw7 LTHELET,
HIERCE2DE. 7747 U+ —IVHBEMfITENTELT, 2D FICT ANV A—MHRA T
ENTVEWVWT HIVE—DHTT,

7 # )V Z—E P (Prisma Access)

Prisma Access 7 4 )V A —I3HFTERINTED., ZNS2MiH U CEREHEFEZIEE L. Prisma
Access DT A XY N EZA T (BNNA) I—HW— VE—F v hT—7, J—E Xk H
IRTDTO—INVRERZEL., RCEZA TSI B R EE T EEEOREEZIETSH LD
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FIEAFRLUET, TSF7 7 AND7 v Ta—R, 77 AI)VER, F-TU0HICEET 5T
FT—HBNEIDEMERT HT-DIC, [Status (AT —ZX A EF v 7T HELETEE
ER

VIR 7D7 T % L— K(Prisma Access)

[Workflows (77— % 7 11—)] > [Software Upgrades (V7 t 7 = 7 7w 7% L— R)] > [Prisma
Access] #3504 % & . Prisma AccessT— 2 S L—>20D7 w77 L — R 7ot AT 2GR
FREINET,

ROVEHERITAET,
e Prisma AccessT— X S L—>2D7 w7 L—R7ab A 2MET 5,
o 7w L— ROERERTEEERLET,
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Prisma Access Upgrade Dashboard

Upgrade Process Upgrade Preferences Upgrade Status by Tenants

Upgrade Preferences

Edit Preferences
Tenant Name. Upirade Start Location Upgrace Start Date Upgrade Time Window Submitted By Upgrade Status Prisma Access Versicn
ontexinternationalbvha7090-... USWest 2023-06-17 Saturday, 00:00 i Scheduled Preferred-10.2.4

T MHEFIRLT, 7y 77— FREZFERNLE T, FHlIcDL T, Choosea
Preferred Window for Certain Prisma Access Upgrades (F#i& DPrisma”” 7 2 X7 v 77 L — RIC
LTIy « > RUDER)) ZBIRL TSV,
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vJ— /7 77 1d—:Prisma Access Browser

ECTCHEHTEETHM? AR TS H?
e Prisma Access (Managed by Strata Cloud O Prisma Access with Prisma Access
Manager) Browser’N BV A2 A

O A—/8—2—H—%F 7213 Prisma Access
Browser T — )l

Prisma Access BrowserD#4 > R—F ¢ > 7 ZFAMRT %1CiE. [Workflows (V—7 7 1a—)] >
Prisma Access [Setup (tzv + 77 )] > Prisma Access Browser

Prisma Access Secure Enterprise Browser (Prisma Access Browser)id. EH N TWERWNTINA
I F CIRERIET B 2 A T « TIHE E NizEnterprise BrowserZl U T, BHHIN TS
TINARALEHENTOERWTNA ADW 2 R#ET 5M—DV Y 2—2 3 2 ThHb, [Prisma
Access Browser & 4| ZZMRLE T

FUR=T 473, ROBEHZRET 25 —#HDAT v T TI,

o I—Y—FHEEE TI—T

® Prisma Accesstier

e routing

o SSO7 SV r— 3 DK

o Xvyru— R EEAh

o JIUYRYI—

Strata” 57 R % —3 v —ICPrisma Access Browser’z 4 > R—F 1 79 %,
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(Strata Cloud Manager & 7= 13 Panorama D&% Strata Cloud Manager app)
ERETAL ) O Strata Cloud Manager Essentials
e Prisma SD-WAN o Strata Cloud Manager Pro
O Prisma SD-WAN

O Software NGFW Credits
(VM-Series’) 7 b = 7 NGFWDIG &
O WANZZUT 4 LR—FIA4E A

ﬂ“\ roOXva—R, HE, ATV a—
RE DR ZFFD 1 — )L,
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HITHEHATE 23y NT—7ICBT2EHANRASEZIRMELET, LER— NI, FEDPrisma
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NTVWET, Prisma AccessT—H'—ENGFWIL—H—&, X v ¥aR—KREJTIVEHTES
Eh, XYY aR—RFDTF—X2%ZPDFE LTAYYa—RLED, LR—FZHBNTHAE L
720, LR—=FDEHIICE T A—ILDZER LAICEEINDXIICAT YV a—IVREL
72D TEEYT, LAR—FEPrisma SD-WAND T A Y A& T A7) T g P —EXT
§5 Prisma SD-WANH DO Y Fa—F, Jlsil. BN S LAR— 24y u—RFLULTERRT
=%,
Strata Cloud ManagerCC N5 DL R— 2R RLET,
® Prisma Access & NGFW - L R— R D ERKIZ. Prisma AccessENGFWD Xy & 2 h— R &7
TTF AT AT A DBITAET, FyvaR—FREEochso7ra /B3, C
DRy 2 R—RTCLR=FDPYR—=—FENTWVWBET EZRLET, Reports (L — k)X
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* Prisma SD-WAN - XKOWAN Clarity L R— FZ2ERRLE T,
e WAN Clarity Branch L'"R— k
e WAN Clarity Data Center L' ’R—
o FRFEIEMAIRI L R— T

® Prisma Access$ X U'NGFW

e Prisma SD-WAN
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L :R— F(Prisma Access5 X U'NGFW)

Ry 3 2 R — R & Activity InsightsORFEIIPDFL A R— k& U CTHERNTHEETE, L R—FEX
FIVa—IVRET B LT, EFA—INVDOZEN A (BXURBEOZE LA IC—E”ME
(HX, Xk, A TEETAZLETEET,

HRENDO N LRI L R— b2 G TES K51, D7 7V HICCloud Identity

Engine (Directory Sync(7« L7 FUIEA) Zt» +7 v 7L %9, Cloud Identity

Engineld. ActiveDirectory (777« 77 « L7 b UMERAN\DHAH O FHT 7t A 7%= et

L %9 Cloud Identity EngineZzt v k77 v 731U, X}T?\/“:L‘—‘}I/ LR— M2 E5E 288
McEFEY, LAR—FDZEHIFZCloud Identity Engine 2 @G TN, —HT 2L DONEDM 5%
Mo lzmaEl. YR— 7 hHo k- blﬁﬁ‘@iﬁh‘Bh’Cb\ééﬁ¥X~—}b/ RLARAL VLIRS
T, BMOZYMHERTIEZFIATLET, TNEDF oy 7k, LiR— hDHEROMRIC A
BENHnXoicLEd,

LR— R, [Reports (LR—MAZ a—hbEHERY v a— R, HE, £REBATYa—)U
TEET, iz, HLD[X v 2R— R X— &[nsights (- > Y1 F)]> > [Activity Insights (77
774 T 2ICBT 54 YA )] > [Overview () R—IUh b E Xy va— R, G, A7
Va—)VTEEYT, LR—KMIPDFELTHE - Xy va—REhFEd,

LR—=bZEXyvo— R, G, £REAT7Y2—)03 %I

STEP1| zhso7Aaryonsghhzr ) w7 LET, [Dashboard (X Y 28— R)R—U%
7zlZ[Insights (-7 >/ 1 F)]> > [Activity Insights (7 7 7« €7 2 ICBHT 514 P A1 K)] >
[Overview (BfZE)X—Y DS pea LET,

Dashboards More Dashboards s~ + ¥
# Device Health # SASE Health Executive Summary WildFire DNS Security Advanced Threat Prevention
i TimeRange :Past30Days X Y Add Filter Reset L 1, @ @

Security Subscriptions Overview

We've processed over 26.7 GB of your traffic and monitored the 308 applications that you've used over the past 30
days. Below you can see a breaks down all the malicious activity that the active Palo Alto Networks subscriptions are
detecting. In addition, we also show industry data to give you a perspective on the threat landscape you're facing and
how you stack up against your peers.

Advanced Threat Prevention Enabled

Threat Prevention Enabled NGFW Devices
i  6hctive ) 0Expired @ 13without license 86.5K
NGFW Devices " o TTTTTTTTTTTTTT
 10Active @ 1Expired @ Bwithout license .
risma Acc
 Active i

Advanced URL Filtering ~Enabled

EJfele

Strata Cloud Manager > [Reports (L ;R— I)] > [Generate Reports/Overview (L :;R—  OfE
W/ENZ 7 )y 7 L, LAR—MERDUAMDNEINEDT A eea DN N 7Z2EER
LEd, 774NV ETlE. LR—=FOERSERS XY ¥ 2R — ROFBEICHEDWNT, @
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F24 DT — R £ 121F30HBI DT — X TLR—
JUBRIC LR —

FAVERRENEK T,
FADT =R Z2INET B2 AR A X TEET,

LIR—FDAT T 12—

Reports
Generate Reports / Overview Scheduled Reports History
Reports (10)
Report Name Category Description Actions
Activity Insights - Summary Network Activity Monitor traffic usage, and view ... &
Advanced Threat Prevention Security Examine the threats detected o... &

STEP2| LR—F+ZAT Y 2a—I)VS 3555

hHHET,
o T — XIS % Time Period (1fH])
e [Recurrence (Ef)i&. L KR—

&

LIN 2 BB LR— b3 T RA— R DER 2 il 5 0%

~ORESE (HX R, A2 TY,

Schedule Report

REPORT DETAILS
Type:
Time Period:
REPORT SCHEDU
Start Date:
Recurrence:

At

Add people toshare:

@® Past24hrs O

Application Usage

Past7days () Past30days

LE
03/03/2021 [m]
Daily ~
5:00pm

ATV a—=)VENTVBITXRTDLR—
[Scheduled Reports (X7 ¥ 2 —)L L iR—

Reports

Generate Reports / Overview Scheduled Reports History

My Scheduled Reports (15)

Name Report Type Created By
Executive Summary

WildFire

DNS Security

Best Practices

Activity Insi

[History (JEE)[IC 1.

ights - Summary

WEIOHMNC AT Y a— FENT2ITRTDLR—

k&, Strata Cloud Manager > [Reports (L "R—
MEZTHEEIR, M. RIFHIRTEEI,

R~ >

Status Actions
Sent per Schedule K4
Planin Next Schedule e
Planin Next Schedule Y
Sent per Schedule u e
Sent per Schedule K4

FERENT T,
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L 7R— bk (Prisma SD-WAN)

Prisma SD-WAN WAN Clarity L R— k&, %Y NT—=THND ~ T 7 ¢ v 7 OEME & wriskigfd
KOEFHC 2 —2HELET, LR—FS0Fr—I 227 0— K352 &%, Prisma SD-
WANZ Y b= 5 LR— 2R RTZCEETEET, UKD, LERBT & OfdEm kb
X, YA MRERRR O A REIC R D £ T,

LR=KE., A4 RAEINTEZY TR T g —ERe LTI QIfEHTEET, Y7 X
7V T a UEAYNCT SICiE. Prisma SD-WAN+Y — )V A F— LIZBWEHDE LTI,

Prisma SD-WANWAN Clarity L R— MZlid, ROBEHMZENE T,
e WAN Clarity Branch L'"K— k
¢ WAN Clarity Data Center L'"K— b
o HRTHIEIRME AR L R—F
LR— b 2RRT I
STEP 1| [Reports (L "K— })] > [Prisma SD-WAN] %5 L £ 9,

STEP 2| [WAN Clarity Reports]®D[View Reports (L R— FDER)NZ 7V v T LE T,

STEP 3| [Time Range (F;f5#HiPH)] %32 L. [Report for (L R— M HIER)] 7 « — )V R TROWT Nz
FEIRLET,
o TSUF
o T—RYEUR—
o kRO IR DEET
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(Strata Cloud Manager % 7= & Panorama D7k g}ug_Manager/\@ 7 TRANEENT
EEBE) °
e NGEW O Prisma Access
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O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
o fEOTF >V ERIETF VY=
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0K U 20808 % Strata Cloud Managerlc X = 2 —IHH®R—IUMNH D, TN H5DIHE
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