%7 paloaltor

TECHDOCS

GlobalProtect ¢ A2 Xt 70| E

Version 6.0




Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

« For the most recent version of this guide or for access to related documentation, visit the Technical
Documentation portal docs.paloaltonetworks.com.

« To search for a specific topic, go to our search page docs.paloaltonetworks.com/search.html.

« Have feedback or guestions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2021-2022 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo Alto Networks.
A list of our trademarks can be found at www.paloaltonetworks.com/company/trademarks.html. All other
marks mentioned herein may be trademarks of their respective companies.

Last Revised
August 19, 2022

rotect :_1 ’i*” /‘}’L’"“i Version 6.0 2 ©;‘\‘:~, ’alo Alto Network 1C.


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

WindowsE GIoDaIProtect ... ccrcereeeeeseneneresesseeesesesesesessssenes 5
Windows& GlobalProtect ¥ CHREE S0 AXISEI ] 6

L e B B BN = X OO 10
ADLE ZtE QIES AFESH 202 ™ HES |, 10

SAML QIEE AF8SIH 202 ™ AZBSE | 15

AHEXF Ol /2= 7IBH IS E AMFESIH 202 ™ HESH |, 19

AOME FHE RIB0] Single Sign-On AFS B[ 24
WindowsS GlobalProtect R AFESE1 e 26
Windows2 GlobalProtect QM X B oo, 39
WindowsE GlobalProtect @ B SHRI ... 43
Windows& GlobalProtect & R e, 46
Microsoft AKX ZE2IXE B & SHZ e 47
THOSE GIODAIPIOLECE Ul....oeeeeeeeererencreneresesensesssssesesessesssssssesssssssessssans 49
macOSE GlobalProtect ¥ CHRZ2E S1 AR e 50
MacOSE GlobalProteCt R AFEEET | ..o 58
mMacOSE GlobalProtect YHOIA R B S 7] oo 73
MacOSE GlobalProtect 2 P2 SHAI . ... 77
MacOSE GlobalProteCt @ FI7H ... 79
GlobalProtect QIIEA HE ZHA T2 28 AR| e, 84
CIEE It 22f0|HE AUBSNE AFESHEZE macOSE GlobalProtect & 2ot ... 85
IOSS GIODAIPIOtECt Y.....ueeeerieeecercrerrnsssesesesesesessssssssesssesesssssasanes 87
I0SE GlobalProtect ¥ CFH2EE S0 AXISE 88
I0SE GlobalProtect R AFEBET] ..o 89
I0S& GlobalProtect | 2RI EBIIGET| oo, 102
I0SE GlobalProteCt R R ... 109
AndroidE GIobalProtect Q... ececeeecreeeeserenesesessesesesssessssssssens 111
Android& GlobalProtect ¥ CHRZE S ARSI e, 112
ChromebookOll Android& GlobalProtect & CHRZ2E S AXISH7| . 113
Android& GlobalProtect R ARG 1 ..o, 114
Android& GlobalProtect HOIA 2R EI0GET] e 123
Android& GlobalProtect & & SHAI oo 130
Android& GlobalProtect R K7 oo 132
ChromebookdIA Android& GlobalProtect & K7 ..o, 133
LINUXE GIODAIPIOtECt Yl..uueeeeeeeeeeeerereeenereresesesssessesesesesssesesssssssesesesenes 135

balProtect 9 AFZXF 70| = ion 3 ©202 [to Networks, Inc



lable of Contents

Linux8 GlobalProtect Y CHREEE S0 AX[SEI ] 136
Linux& GlobalProtecte] GUI T TH2EE B AXISEI |, 136
Linux& GlobalProtect?| CLI HHEE CH2E2 28t XL 139

Linux& GlobalProtect @ AFEBE1 .o 143
Linux& GlobalProtect 2] GUI T ARSI 143
Linux& GlobalProtect 2| CLI T AFS S| e 152

Linux& GlobalProtect OIA ER| B0 e, 156

Linux& GlobalProtect @ B SHRI ... 161
GUI HEE AFESHY Linux® GlobalProtect & HZ B, 161
CLI HE AFSSHH Linux& GlobalProtect & H1Z SHA.....ooovvoieee 163

LINUXE GloDAIPIOteCt R 7Aoo 165

10T C|HFO[AE GIODAIPIOLECL.......eeeeererecrrecrrncrernerensesesesessesessssesessesesaesens 167

GlobalProtect & AF& At 7FO|= Version 6.0 4 ©2023 Palo Alto Networks, Inc.



“ paloalte’
TECHDOCS

Windows = GlobalProtect ¢"

GlobalProtect™E AIEXQIEHAIE HEH, EL EiE
£ OE2|A|0| MO Z JAHER T R0 Z|AAE HS

U
o]
[l

o
rr
N
o
O
o
o

T
O

=
E 3l QIEUl ESfE S Bdtil T MIA| K{C|0f ML SIAF 2| A0 Hh A
Ct.
Ct

2 FH|0l M= Windows& GlobalProtect & AX[6t1

Y

WindowsZ GlobalProtect & CHRZ2E 2! MX|S5tH7|

> 202 ™ AHE ALESH|
> ADE FtE QIE0| Single Sign-On AHE38H |

> Windows& GlobalProtect & AF235}7]
2 G

> Windowss

lobalProtect 0lAl 22X E105t7|
> Windows& GlobalProtect & HZ Sl K|

> Windows& GlobalProtect & XA

%

Microsoft A X| 2t2|Xt &= &2




WindowsZ GlobalProtect

Windows& GlobalProtect ¥ CH2Z2E B! M X|SH|

GlobalProtect HHIE® 30| HZE5H7| Hof| I =2 A=ZERIEN GlobalProtect Y2 CHREESHC A
X[SHOF ©fL|CE ZZ&I9| GlobalProtect B Prisma Access BHIZO| Mgl 42 2lote{™ & L
GlobalProtect ZEHO|A 2T A E CH2 E‘:OHOF SfL|C} 0]243f O] R 2 Palo Alto Networks AFO|E0f|=
X GP YS TIREEY 4 = 237 gIELIC

GP HE CIRZLSH0 MAX|stedH HAY GP 2| X2 EH ClobalProtect ZEHO| P 4 E= HAStE

ol O|E(FODN)E Y O{OF LIt Eot #re[At= IE B AHO[E) o]0 ﬁéﬁfé O AFE S == e

AHEXL O Bl = HEE 2fels{of E |Ef CHREEC| B2 AFSAL 0|54 Y= QA HER Z0| HE
St= O AFESH= AFSAHO|S 1t Yot sYLICH Heot HESE 2ot = CHE THAO| wef 42 Cf

2RE0M EXgL e

GlobalProtect 2| 5.0 0| &S A5t H Windows @l = L1 E0f Visual Studio 20132
Visual C++ T{H{ I 7t THZ|X] 12.0.30| L gfL|Ch A= ILQIEO| MBI VHs 7 (X[ S
OtZ] MX[SHX| 2 A2 GlobalProtect Y2 Visual C++ XHHHE Jts THZ7IX] 12.0.32 A=
O = AX|efL|CE Visual C++ MBHZE 7ts TH7[X] 12.0.2 £= 0| 22|AE 0|0 X0t &
< GlobalProtect 1= SX[ot7| H0f AEZRIEO|N 7|E IHHHEE 7ts 7| XIS X 7HSHA
Lt Visual C++ HHHIE 7t THZ|X| 12.0.32 2 12| 0] ={OF gfL|CF,




Windows2 GlobalProtect ¢

STEP 1| ClobalProtect ZE0| 2 3Q18fL|Ct.
1. @ BE2IRXE AEfSt S URLE Ols¢L Ct.

https://<portal IP address or FQDN>
of: http://gp.acme.com

2. X 2721 HO|X|0| A O|S(AMEXS 0| F)2t = £ Yot 2015 SHY LI tHEZC
B¢ QA HE/ZO| HEY ©f AFZot= At STt AL 0|5 = E AEY + USL

Ct.

%/» paloaltor

NETWORKS

GlobalProtect Portal

tnter 1 Username

Enter 1 Password

LOG IN

GlobalProtect @ AFXF 70| = Version 6.0 7 2023 Palo Alto Networks, Inc.



Windows& C

SlobalProtect ¢

STEP2| ¢4 CI2=2CE HO|X|Z 0|5 LC.

REe 49 ¥ b22E HO[X= 2Ho| 22010 220 HA[F LT Of HO[X[0|A XA 4 A
EQ 7 |XE L2 =Y 4= ASLHC

A .~

%» paloalto

NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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Host Information Profile
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monitoring and sec enforcement. If you make an update to your system, such as patching
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% paloalto | GlobalProtect

Report an Issue

Click Continue to enable GlobalProtect to collect. report, and submit
diagnostic logs and/or troubleshooting logs to your Cortex Data Lake
instance for troubleshooting, diagnostic, and debugging purposes.

Select "Run Diagnostic Tests and Include Diagnostic Logs" to enable
GlobalProtect to run diagnostic tests to identify any connection issues and to
generate areport. These diagnostic tests might take a few minutes. If you do
notselect "Run Diagnostic Tests and Include Diagnostic Logs”, only
troubleshooting logs are collected and submitted to Cortex Data lake.

For more information, please refer to the privacy datachest

[] Run Diagnostic Tests and Include Dizgnostic Logs

ClobalProtect & AFEX} 740 =
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GlobalProtect

% paloalto = GlobalProtect

Report an Issue

Running Diagnostic Tests...

This may take a few minutes...
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(3% paloalto | GlobalProtect

Report an Issue

Report Sent!

‘Today at' 12:57 PM Pacific Daylight Time
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Enter reason to disconnect

Disconnect

Cancel
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#%s paloalto  GlobalProtect

Select the reason to disconnect

O testing

O routing

O internet

O latency

O Other reason

Cancel
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STEP 1| A%t > WO > Z202H > T2 24 8] 7|58 MEHgfL|CH

STEP 2| Z2Z20{AMGlobalProtect=S AE{st Ct2 K| HE S2letL|Ct

Uninstall or change a program

To uninstall a program, select it frem the list and then click Uninstall, Change, or Repair.

Organize ~  Uninstall  Change  Repair - o
MName . Publisher Installed On  Size Version o)
G)AstrUGrep AstroComma, Inc, 12/12/2017 1.85MB 446
: CrashPlan PROe Code 42 Software 6/22/2017 308 MB  4.6.0.403
& Dell Touchpad ALPSELECTRIC CO,, LTD. 6/26/2017 241MB  10.1207.101.103
(=) Dell WLAN Radio Switch Driver Dell Inc 6/22/2017 1.0.09
[ & GlobalProtect Palo Alto Networks 6/18/2017 149MB  3.03
[®] Google Chrome Google, Inc. 11372017 98.3MB  63.0.3239.84
la Helix Visual Components Perforce Software 672772017 212MB 172.151.8788
A4 Intel ® Graphics Driver Intel Corporation 6/26/2017 372MB  21.20.16.4627
| £/ Java 8 Update 144 Oracle Corporation 8/8/2017 190 MB  £.0.1440.1
2 Local Administrator Password Solution Microsoft Corporation 9/14/2016 258KB 6.0..0
1) Microsoft Office 365 ProPlus - en-us Microsoft Corporation 12/13/2017 1.78GB  16.0.8625.2127
/@ Microsoft OneDrive Microsoft Corporation 127872017 100MB 17.3.7131.1115
I‘j Microsoft SOL Server Compact 3.5 5P2 ENU Microsoft Corporation 6/26/2017 201MEB  3.5.8020.0
I_ﬁ Microsoft 50U Server Compact 3.5 SP2 x64 ENU Microsoft Corporation 6/26/2017 8.02MB  3.5.8080.0
I:‘-j Microsoft SOL Server Compact 4.0 SP1 x64 ENU Microsoft Corporation 6/26/2017 275MB  4.0.8876.1
[ Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 71402017 6.87 MB  8.0.61001
[ Microsoft Visual C++ 2008 Redistributable - x64 9. Microsoft Corporation 6/18/2017 265MB  9.0.30729
[85] Microsoft Visual C++ 2008 Redistributable - x869....  Microsoft Corporation 71472017 444MEB  8.0.30729.6161
[85] Microsoft Visual C++ 2010 xB6 Redistributable - 1... Microsoft Corporation 7142017 186MB 10040218 v
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STEP 1| ClobalProtect ZE0| 2 3Q18fL|Ct.
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o HefRXME ARSI CFE URLE Ol LCE
https://<portal IP address or FQDN>
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NETWORKS

GlobalProtect Portal
Username

Password

LOGIN
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STEP2| ¢4 CI2=2CE HO|X|Z 0|5 LC.
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EQ 7 |XE L2 =Y 4= ASLHC
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%» paloalto

NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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STEP 4| GlobalProtect 8| Z2 12 AFE5I04 ClobalProtect ¥ 48 & 2tELICE

[ ] & Install GlobalProtect a
Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this

® |Introduction
software.

Continue

GlobalProtect &X| T2 0| AL g ST
2. CHY (4B SHHOAM GlobalProtect e HA| Z2HE MEiot OIS AlSS S=/YLICH
1) 4 Install GlobalProtect o

Select a Destination

Select the disk where you want to install the GlobalProtect

¢ Introduction
software.

« Destination Select
nstallation Type
nstallation
Summary
Macintosh HD

481.19 GB available
499.07 GB total

Installing this software requires 30.9 MB of space.

You have chosen to install this software on the disk "Macintosh
HD".

Go Back Continue

3. MX| 2 2tHO| A GlobalProtect A X {7 | X| 2fol2ts MEHSHL|CE
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)

[ & Install GlobalProtect 8

Custom Install on "Macintosh HD"

Package Name Action Size
I i
RUOSUCES GlobalProtect Upgrade 87.1MB
Destination Select Uninstall GlobalProtect
® Installation Type GlobalProtect System extensions

Space Required: 87.1MB Remaining: 47.91GB

Go Back Continue
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OF Autonomous DEM (ADEM) AIEIXOIE O
Bl TIAIXIO A 2Ol S MEFSHH SHE offoH

"GlobalProtect” would like to administer
x your computer. Administration can include
m modifying passwords, networking, and
system settings.
2

Don't Allow OK

8. GlobalProtect A|AH| 2f 2 T2 7124
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System Extension Blocked

The program “GlobalProtect” tried to
load new system extension(s). If you
want to enable these extensions, open
Security & Privacy System Preferences.

Open Security Preferences

22| X7 Workspace ONERF 22 K| E[= 2HIY CIHO|A 22[(MDM) AlA
Ol YElS HAISHA] Qi2 B3R O] LES &X| e A|AG oty T2
& UELIt
Q. Hotaly
g

of S
0l A App Store 5! A Z = TS HEIRIL

HRISE 2% tat XM K24 Ot0|2= 2=/0t0] HE 2 Lhs U Tf
C

[ < | > | uE Security & Privacy [Q

BEZEEN Filevault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password immediately after sleep or screen saver begins

Show a message when the screen is

Allow your Apple Watch to unlock your Mac

Allow apps downloaded from:

System software from application “GlobalProtect” was blocked
from loading.

~
[&5] Click the lock to make changes.
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MOSE GlobalProtect ™

ol Efd s Sofl T HAES HZ5t dASH7| HOf| ClobalProtect 2291 X4 SE2 ¢
=g 4 ALt
® C GlobalProtect
“#paloalto  GlobalProtect
Report an Issue
Click Continue to enable GlobalProtect to collect, report, and submit diagnostic logs and/or
troubleshooting logs to your Cortex Data Lake instance for troubleshooting, diagnostic, and
debugging purposes.
Select "Run Diagnostic Tests and Include Diagnostic Logs" to enable GlobalProtect to run diagnostic
tests to identify any connection issues and to generate a report. These diagnostic tests might take a
few minutes. If you do not select "Run Diagnostic Tests and Include Diagnostic Logs®, only
troubleshooting logs are collected and submitted to Cortex Data lake.
For more information, please refer to the privacy datasheet.
Run Diagnostics and Include Diagnostics Logs
TICHHAE Al Sl TIEh 27 Zob olets MENSH 08 40| REHHIAES Adorn Q
22 =elot= HAIXIZE HY ElLIct

GlobalProtect

X

% paloalto | GlobalProtect

Report an Issue

- v,
u‘ .....'

Running Diagnostic Tests...

This may take a few minutes...
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= BN ME|E 0 MEE G B A[ZEO] HEA|E LT
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“»paloalto  GlobalProtect

Report an Issue

Report Successfully Sent!
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STEP 1| ClobalProtect o] H2E Z&L LT
1. GlobalProtect A|AE E2{0] 0
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HHH HwE 26t M K72 FLICH
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STEP2| TRt &% oLt 0|49 HeIX|of tHSELIC
HIAIXIZF BAISH O HEE MSYLC

o HAZA K| A2l —ClobalProtect ¥ $1ZE di{x|SH= O] R LILCE.

paloalto GlobalProtect

Tell us the issue to disconnect

o HAZ K Ol MEi 250 StLt O| M9 O|R 2 SETIALE L2 0|RE YO 5= 4R HE
SHKIZ MEHSH= = A| GlobalProtect @401 0|2 7F EAIE L|CH

#» paloalto = GlobalProtect

Select the reason to disconnect
O testing
O routing
O internet

O latency
O Other reason
Disconnect

Cancel
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£ A0 macOS AEXQIEN M GlobalProtect HE MAHEIL|CH YS HMAHSHH [ 0|4 7|
30| VPN 2 BN AG 4 QIOMH A= OIE T} D] AFQ| EOF HAO|| S BT E|X| A=l

2re| X Hot0| Q= AFS AR macOS ¢l = E QI E0f| X GlobalProtect 2 HAHY 4= Q&L
Ct.

macOS AEELRIEN A macOS AKX Z=H(0] B GlobalProtect BX| ZE2|XhHS AHESHH =
OHE MAHY 2 ASLICH AI=EEIE| M GlobalProtect S M8t H GlobalProtect 2T E

A IHZ|XE HX|St CHE GlobalProtect A X[ 22|XHES A|ZFLICH GlobalProtect AX| 22| Xt=
GlobalProtect M| I{7|X| £ ME{SI2t= WIAX[E A LT 22[AH7F GlobalProtect Y& HX|St=
S macOS AELRIEE GlobalProtect HOIA AAR] =& T2 23 2 gotol A GlobalProtect
M2 GlobalProtect HA S0l A|AE 2FY T2 OIS AX[Stet= UIAIX| = HA|2LICE GlobalProtect
A 7| X 7F DX 2| H GlobalProtect 0] A= QIE O A AFK|EIL|CH.
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macOS A =L QI E0f I 0|4 GlobalProtect £ x| =240 g}
=S At GlobalProtectS MAHZ 4= U SLICH
sudo /Applications/GlobalProtect.app/Contents/Resources/
uninstall_gp.sh

STEP 1| GlobalProtect ZE0| 2 2QIgfL|C},

1. Y B2fXME &6t OHs URLE O|sEfLCt.
https://<portal address or name>

Of: http://gp.acme.com

2. Y 2391 H0|XIo) A OIZ(MEX} OIS)T S S Y2ietn 20918 BB, Clp 2o
A2 BlA LEY 0| HBY Of ALBots T SUSH ALBT OIS T FSE AEE 4 UL
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©

tect 9 AFEX} 10| 79 ©2023 Palo Al rks, Inc.



BHOSE GlobalProtect

%» paloalto

NETWORKS

GlobalProtect Portal

Username

Password

LOG IN

STEP 2| ¢ CHRZ= HO[X|Z2 0|SEL L,

e

4% Y L2225 HOo[X[= 2Eo| 2000t X220 HA[FH L

Al A 22| Xt GlobalProtect Clientless VPN UM A S 2 otol A LEO| 2216}
T Y Ch2 22 T[O[X] ChAl of S 2[00 1O X| 7t SEL|C}. GlobalProtect 00| EE
MENSIH CHR 2 & H|O|X| & E LT
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STEP 3| US CIRZ=TLCH
1. Mac 32/645| E GlobalProtect 00|~ E Ct

EE% %EIé

Mo

2. HAIX[ZF FAE S

NI E

-

Ao

/» paloalto

NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

= AI‘6H6FL|[|-.

= =od

3. HIAIXIZF ERA] HAIZ[P GlobalProtect 44| Z=#HE A
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STEP 4 |

GlobalProtectE ®MAHELICE.

1. ClobalProtect X Z2 0| A LS ST

® Introduction

Introduction
Destination Select

« Installation Type

& Install GlobalProtect &)

Welcome to the GlobalProtect Installer

You will be guided through the steps necessary to install this
software.

Continue

2. Uiy ME otHO| M A& s S=IgLo
3

7 ©fH0] M GlobalProtect |7 =fQl2fs ME{SILD A& 2 2 2[R

‘@ Install GlobalProtect =]

Custom Install on “Macintosh HD"

Package Name Action Size
) GlobalProtect
¥ Uninstall GlobalProtect Install Zero KB

| GlobalProtect System extensions

4, AX|E 226t GlobalProtect

Space Required: Zero KB Remaining: 168.98 GB
Go Back Continue
o - o = o
A2 AR AL SHOIFLITH

= .
5. BIAIXIZE BAIE[H AEX OB A2 E Yt OZ 2T EL0 BX| S 22/610]

GlobalProtectES M AHELIC.
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OSE GlobalProtect ¥
ws Install GlobalProtect a8
~ Installer is trying to install new software.
I ;,l* Ent d to allow thi
nter your password 1o allow tnis.
Introduction
Destination Se User Name: gp-auto
Installation Ty) Password: I I
® [nstallation
Cancel
=
macOS Catalina 10.15.4 0|48 MaliSh= GlobalProtect ¥ 5.1.4 AX| S0i| A|AE] 22| X7}
macOS A|AE X TET2Ms SMotol 29 A|AR 2HE T2 s XA L =Rl (PN
X7t HAIELICE BIAXIZF HASH ALEX 0| S0 = E U0 L3 2ols 226t AlA
o) S1% T2 O2S ARBtLic
~ systemextensionsctl is trying to modify a
. System Extension.
L. Enter your password to allow this.
User Name:
Password: Iooooooooo I
Cancel m
STEP 5| GlobalProtect 20| & 04 X=X AU=A| I LICE
GlobalProtect #i|71 THZ [ X|7F X[ S-S =fQI0k= HIAIXIZF FAIELICE O] 2ol AI=EERIE0
A GlobalProtect 20| A XM= s= LIEFHLICE
L =

The installation was completed successfully.

& Introduction

« Destination Select
» Installation Type
© Installation

o Summary The installation was successful.

The software was installed,

Close
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GlobalProtect Q1A HE =FAF I 2 712l AFK

macOSE GlobalProtect @2 MAHDE CHS 2| M QIAEAS MX|e Y GlobalProtect Q1A HE
SfZ 2 0| SHI2A YHIO|EEX] O™ HE 2H[VF Mg 4~ QI&LICH HE =& T2
H(kext)2 OHE2|AH|0|MHE 2H2|St= macOS 2F MAHE S IQIULICH 49| M QIAEHAS MX|t
= GlobalProtectofl HZ2E &~ Qle= AR CHS HALE AFESHH GlobalProtect Q1A HYE 2HE T2 24
S Aot ALK A2,

STEP 1| Mac& GlobalProtect g Mg LICE

STEP 2| ClobalProtect Q1A AHE =& T2 1240| A=ZIE0| EXHTI=X| 2 ASHYAQ
x|
=

macOS A=RERIE0| A oS 2|H0]E > REE|E| Z2H0IM HO|E o2 2[AH 0[S
YL

aCte B

fjo

kextstat | grep gplock
STEP 3| =z T2240| EXHSHH QXL ME HEESHAL,

=
=
E{0'd OiZ2[7[0] 0l M Otz HE S LSSt QIEME AZERLIC

sudo kextunload -b com.paloaltonetworks.GlobalProtect.gplock
STEP 4| T=2Y = QM7 CHA| EEEX] SESE L|CH

E{0['d OHZ2|AH[0[MO|M CH2 BE S AT macOS otE CIAITOM Q1M S AK[ef LI

sudo rm -r "/System/Library/Extensions/gplock*.kext"

STEP 5| Mac& GlobalProtect ¥ 8 CHRZ =60 AX[gfL|Ct
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IS E 2o E20|UHE QIS MHE AFESHEE macOSE
GlobalProtect 4 A}

GlobalProtect 0| S22 macOS AM=ZQIEN MX|E| 0 S20|HE QS M Q150 TE = A|Of
EQO0 M 2 otE™ FIHQ1 HY TIAIX|IZF LIELLE AFE X0 AH| GlobalProtectZt 2121 7| M|Q12] S2t
O|HE QIBS A0 BN AT 22I0[HE QISME AIEBY = S Lo E YHSIeH= HAIXIE EAIY
LICE ZIMIQ! B HIAIX]= O™ QIS M BtZ =[] M CIBNE AX|S T LIEHE &= JUSLICH
RISE 28l 22t0|HE QUBSANE AT LS EAE et macOSE GlobalProtect 2 24 atsh
Of gfL|Ct

STEP 1| T3 7IK9l TR BIAIXIOIA macOS ASEQIER 201 F|H 2l HNAS 5183124P YeZ 2
EE RN

~ PanGPS wants to sign using key “Configuration
| Profiles” in your keychain.

To aliow this, enter the "login® keychain password.

Password:

Always Allow Deny Allow
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TECHDOCS

i0OS= GlobalProtect &

GlobalProtect™E= HEZXQIE(HAIE HEH, ELE EiES8 E= A
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= OfE2|A|0|MOZ At HIER TS EQP2|AAE HoSt= Aot
AE3BIH AF2AIE 25 BLICEH GlobalProtect™ = QIEE A}
9l oIl Eolm S st X MA HC|o|ALE SJAF 2| A A0 A

A
CHE FHOME 0SS S EYUIZHE A2 AX|stn At=2ct= HHE
> OSE GlobalProtect ¥ CHRZ2E & MX|5}7|
> i0S2 GlobalProtect & AF25}7
> OS2 GlobalProtect Y0 22X 2103817
> jOSE GlobalProtect & | A




i0SE GlobalProtect

0SE ClobalProtect ¥ Ct2 2 & 81 A X[}

i0S HE=ILRIEE ClobalProtect HHESR ZA
ANE=ZQIET} DHIY C|HIO|A Z2[(MDM) A|AE
HS AELQIEN FAISHD VPN AEE FHME o= ASLICH I0S AEELLIEO| GlobalProtect O]

Ot%] gl= AR App Stored| M CHR 2= 4= QISLICE

HE CHRR =S| Mo 22| K22 E GlobalProtect EEHO| [P A &= FQDNES 2F0F0F BfL|CH EBH
e[At= 2 8 AHO|EQ0|0 HESH= Ul AASY 4 = AHEX} 0|51 YT E =olsof gfLict. oA
2 YEtH O 2 I|AL HIEX A0 HESH= 0| AFRSH= A0t S0t ALEXL 0|2 8l S LT 2| Xpot
MA| QIANX| R EE= macOS X CIHIO| A9 AL Face ID) HEE AT 2012 5|2%t 22 HA A2
At O|E1 LS E AHESIe F B 2 QISHO0F L CHAESH | 9/l of H, IS SHY| @[ of | ). 1 Cf
S A QA HES AFESIH 20019 4= /&Lt

Lot HEE 20t 2 g1 20| YE CHRE2 =0t MXg 4 Q&L Tt

=]
STEP 1| App StoreS AAHTL|CH

STEP 2| GlobalProtect= AMgfLICt

STEP 3| ZAf Z10{ A GlobalProtect™S MEHTIL|CE,
STEP 4| ClobalProtect & H|&E HO|X|0f M GETS F+ELICH.
STEPS5| g MX|gLCh

STEP 6| HAIX|Z} EAIZ|SH Apple ID2 23Q18fL|CH
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i0SE CGlobalProtect Y AF2351H7|

Ol =22 MHO|M AERXQIEO| 20QI8F = ClobalProtect 2 191 XA ZHES 280t Sh= Z20
ob M2 & L|CHSingle Sign-One H|2HA8SHED.

e

B O 2 XX A= GlobalProtect AFSAL Y MA| & EFSHA 2001 4= I = 5{&5H= 20|
Z5LICH EFoE GlobalProtect 22102 AELIEN 2001HH GlobalProtect 0| XAFS 22 AIEf
Tl FOFAREXL 0 QI0| 7| UIER =0 HAZELICE

HHE0l| GlobalProtect At SFS YN 0F 5h= H2 Of2HO M SHiE EHAHIS HEMAL.
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i0SE GlobalProtect &

STEP 1| GlobalProtect £& SE= A|O|ES|0]0f HZBfLICE.

LS } I EE & SILIE A5 GlobalProtect XH = AO|EQ0[0] AZESHUA| 2.
- A AE FY

1. ClobalProtect 2 At grLICH

2. (HE] Afeh) A= QIE | M GlobalProtect L2 S 2SN Qf2 B 2] Aok thsh AXbot
HAIELICE GlobalProtect7t AFSAIOAH YIS HUE= S{E¢L|Ct

“GlobalProtect” Would Like
to Send You Notifications
Notifications may include alerts,

sounds, and icon badges. These can

be configured in Settings.

Don't Allow Allow

GlobalProtect Al SIS LT E SIESHK| AOH LH20| S Ade o 0|2 Y20 HA|
=L|C} AH -> GlobalProtect 2/ = £ Eio(0] 422 & f
SSLICH T e 2Els HHottA| poadH O] 3tHE AU ELICEH
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For your security, please
enable notifications!

Enabling notification ensures that you are notified
if your secure GlobalProtect connection fails in
the background.

1. Goto I
2. Tap Notifications

3. Turn on "Allow Notifications"

3. GlobalProtect L =AE ZHBfLCH
What's your
portal address?
Address
|
g w e r t y u i op

4. (U= A AE BEof et HE

5. ‘GlobalProtect’ 7} VPN +
SHo] AIEZQIEN| VPN 8 S 3=

1. GlobalProtectZt MEZEQIEO| VPN 78S =II16IE2 &|2¢tL|C}
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i0OSE GlobalProtect

“GlobalProtect” Would Like
to Add VPN Configurations
All network activity on this iPhone may

be filtered or monitored when using

Allow Don't Allow

2. iPhone == iPad Y2 E YUEHSIH AEEIE VPN FHE =

Enter iPhone passcode

Add VPN Configurations

o O O O

ABC DEF

GHI JKL MNO

PQRS TUV

0
Cancel
6. (L AN AEZQIET IEH MH| QIS AME AFESHH GlobalProtect ZEHO| IDE &oldh o
2le 42 A IDE 13t 5 Gl HAIXI 7 EAIELICE BN E MEld == 82
&S Bt HE S ASSHIAIL.
7. (S1Ef AR Dﬂ*lﬂﬂ HAIEH AFSALO| St A= E Y0t Cig =1L Tt

GlobalProtect ¢ AFEX} 7

tOI= Version 6.0 92
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@ U AFEXL 0| Y22 AESHH T & 2 0IS0F R LITHM S| flof o &1, 21E0}
7| TI5H of B ). 2 Tf5 A 1A 2 E A8t 2000Y + UGt

Change Portal Address

Sign in
Portal: gp.paloaltonetworks.com
Enter login credentials

Username

user

Password

oooooooo| Show

8. It = AEHXQIELZ MA L= GlobalProtect Q!
9. HAIXIE EAISIEE T8 4R HZSHH 2ty

f o=z O|Eo|-|_||:|-
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= GlobalProtect

Welcome to GlobalProtect

SEE MORE

CONNECTED
TAP TO DISCONNECT

EXT162

Hoh &Xt7F A LICH L2 thot &

Notifications
EXT_161

Firewall is not enabled

11.5 S} FHO| LIEILITH AZHO| BHE|U=X] =elefL| T AZ20l| S0t & ofHHo| HZ2E S
7t FAIE L,
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GlobalProtect

O

CONNECTED
TAP. TO DISCONNECT

m Best Available
Santa Clara
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Connect

Set As Preferred

712 Z0IEL0] S FotAH 7|2 A0 Eolof tiet =7t 5 M() 0fo|
S 712 HOIEH O] 4 HE F=EULCE == AO|EYO0IE 27 =22 (ZA §) 7|2 28 2

HE & =+ AsUCH

Connect

Remove Preferred
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GlobalProtect Zt2| A7t 2C|HE HA IH O 2 GlobalProtectE 7#480tE AR =502 648

AIZFSHA™ GlobalProtect Y& AHSHOF SfL|CH HHO| A|EEl = EHSt

HZES HEY = USLICEH 2Kt GlobalProtectO| X AFSXF XHE & 2

AEX A 2E Q0] HAO0| AHELICE 22XVt GlobalProtectO| A AFEXF XHE SY MEHS

SHMOSHR| A2 FR 201510 AZE S AHSHOF fLCt.
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GlobalProtect

Connect to GlobalProtect to
secure your hetwork
connection

TAP-TO CONNECT
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Report an Issue

Click Continue to enable GlobalProtect to collect,
report, and submit diagnostic logs and/or
troubleshooting logs to your Cortex Data Lake instance
for troubleshooting, diagnostic, and debugging
purposes.

Select "Run Diagnostic Tests and Include Diagnostic
Logs” to enable GlobalProtect to run diagnostic tests to
identify any connection issues and to generate a
report. These diagnostic tests might take a few
minutes. If you do not select "Run Diagnostic Tests and
Include Diagnostic Logs", only troubleshooting logs are
collected and submitted to Cortex Data lake.

For more information, please refer to the privacy
datasheet.

Run Diagnostic tests and Include
Diagnostics Logs
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Diagnostic tests are in progress.
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Connection request

GlobalProtect wants to set up a VPN
connection that allows it to monitor
network traffic. Only accept if you trust
the source.

O appears at the top of your screen
when VPN is active.
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NOTICE TO USERS

YOU ARE ENTERING THE ABC COMPANY
COMPUTER NETWORK. IT IS FOR AUTHORIZED
USE ONLY IN ACCORDANCE WITH APPLICABLE
POLICIES. USERS (AUTHORIZED OR
UNAUTHORIZED) HAVE NO EXPLICIT OR
IMPLICIT EXPECTATION OF PRIVACY.

Welcome to
GlobalProtect

GlobalProtect is a set of components that
ensure that you stay protected by a Palo Alto
Networks firewall close to you. It also provides
you secure access to corporate resources at
headquarters.

GlobalProtect should be completely transparent
for you and automatically detect when a secure
connection needs to be established.

Enjoy!
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Report an Issue

Click Continue to enable GlobalProtect to collect,
report, and submit diagnostic logs and/or
troubleshooting logs to your Cortex Data Lake
instance for troubleshooting, diagnostic, and

debugging purposes.

Select "Run Diagnostic Tests and Include Diagnostic
Logs" to enable GlobalProtect to run diagnostic tests
to identify any connection issues and to generate a
report. These diagnostic tests might take a few
minutes. If you do not select "Run Diagnostic Tests
and Include Diagnostic Logs", only troubleshaoting
logs are collected and submitted to Cortex Data
lake.

For more information, please refer to the privacy
datasheet.

Run Diagnostic tests and Include
Diagnostics Logs
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Back Help

Report an Issue

Diagnostic tests are in progress.
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I E AFESHH 0 IP 4 = THQl 0|58 2 LICE GlobalProtect
51.62H P 34 = TR 0|0 AL ETIE 2XH)E AR == U LICHO:
NO PROXY="*.domain.com")

A 7K S DRI

GlobalProtectofl At2E &~ Q= F 72 & THZ[X] 7+ Q& LICH.

CLI HZH(0]: GlobalProtect_deb-6.0.0.0-12.deb)—sudo dpkg -i <gp-app-pkg> L=
sudo apt-get install <gp-app-pkg> TS AEL(Ch

Ul HE(Ofl: GlobalProtect Ul deb-6.0.0.0-12.deb)—sudo apt-get install <gp-app-
pkg> TS AMESIH XL

H7|M  <gp-app-pkg> =(=) Linux B0 CHet CLI == Ul BHZE THZ [ X[ Z=2RILCEH apt-
get ¥ F m7|X| O|F 20l ./E =70k gfL|Cf

0 Linux Ubuntu 20.04 LTSO{| CLI HH S SX|St= H 2

7|2 22 MH 22X = 2t sudo
apt-get install <gp-app-pkg> TES S 2 QIELICH A sudo
dpkg -i <gp-app-pkg> EEE AESHO| CLI BT 2| GlobalProtect S AX[ef
L|Ch AEAI2E LHE-2 ClobalProtect 5.2.x 0[& 0] Ubuntu 20.040 A apt-get RE2IEIE

/
ARSI Ti7 X 2 HASHR 22 HESHAIR.

O =

user@linuxhost:~$ sudo dpkg -i GlobalProtect deb-6.0.0.0-12.deb ©]
Z o *WJO}X] %k GlobalProtect #H714S Aegct, (do 1 1Hﬂ ]

289 F ... 677767H-‘4 g g ﬂa*]EFJﬂ & 7 ”X]ﬂoi =
GlobalProtect_deb-6.0.0.0-12 deb A7 FwHl T ... AR AE. L
GlobalProtect(6.0.0-12) A3 <. .. GlobalProtect(6 0 0-12) A

A Z... gp AHlA &3, gp /‘W]i A2 Z... gp cliol dist HEY &
= BE .

user@linuxhost:~$ sudo apt-get install ./

GlobalProtect deb-6.0.0.0-12.deb gpga®l [sudo] ¢Z: H7IA =

25 de 5., €5 &Y EY 75 HH AR 7] ... €5 '/
home/gpqa/Downloads/GlobalProtect_deb-6.0.0.0-12.deb' Al
'globalprotect'& A8 dyn. v& H7A7} Agor AAHJoH 1 o]

4 HaskA ¢gHFyth. linux-headers-5.10.0-28 linux-headers-5.10.0-28-



https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000004NoDCAU
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u0000004NoDCAU

Linux& ( Protect &

generic linux-image-5.10.0-28-generic linux-image-extra-5.10.0-28-
generic 'sudo apt autoremove'E AFg3ste] AMAISHHAI L. TS Al 7
A7} A A" 4Yrt. globalprotect ‘?jli'ﬂO]E 0d, MEZ AAH 14, A4

d 0d 9 dadel=dA ok 7370l AsFUT. o] #A] Fole 6B F

7 g2~3 3ol gy, 7k 27]: 1 /home/gpga/Downloads/
GlobalProtect deb-6.0.0.0-12.deb globalprotect all 6.0.0-12 [1,334
kBl E: 8171, o3l ¢l= 59707F AR &2 Zo] glssyth., E @ opFfo]

B 98 Y E ¢ sol ew7F EAPSUY. E: old @7+ /home/gpga/
Downloads/GlobalProtect deb-6.0.0.0-24.debel AgH 1t} debconf:
apt-extracttemplates A=#: a3 = = HIE7F sy, oA

of deetA &2 #7714 globalprotectE *d‘é’i%“%ﬁr. (dlelEjHo] A~ ¢

% ... 247210709 S 9 fEE L dA AXEH UAFUTH) JH

rlr

7 v & .../GlobalProtect deb-6.0.0.0-12.deb... gp HX] -
globalprotect(6.0.0-12) =% ... globalprotect(6.0.0-12) 24 Z...
gp AHlA &43k... gp AlBlA A1E F... gp cliel st AEE Ha vEs
7. ..

LinuxZ GlobalProtect ¢ /opt/paloaltonetworks/globalprotect CI2IE2|0f AX[EL
Ct. GlobalProtect7t Mg M= = X2 ALSA 2K AER| 74 8! 7|Et CLI 2 ™S K EH|
QI8 GlobalProtect AHEAF 24 $HOME/ . globalprotect® CHELICH

STEP 4| (MEH AL2h) CLI E=8 HEF BT
FEE L= ZEDE JEOM FE S A &= JELICEH BEE ZE0|M= TA| GlobalProtect E
FE X HoHjoF gLICH TSZE ZEoMs BY(Y 0|5 M e)Pt X HotH & FE¥E ZELCH
XtMlet £ EAIZLICE
1. IEZE DEZ Hekote{™ 2l 210] globalprotectsE Y=Lt

user@linuxhost:~$ globalprotect >>
2. IEODE RES Z=0t2H quits Y=L

>> quit user@linuxhost:~$

STEP 5| Linux2 GlobalProtect 240 CHol =22 S A XS AL,

OISIE JC.

>> help AH&H: ot WEw A48 4t collect-log -- collect log
information connect -- connect to server disconnect -- disconnect
disable -- disable connection import-certificate -- import client
certificate file quit -- quit from prompt mode rediscover-network
-- network rediscovery remove-user -- clear credential resubmit-

hip -- resubmit hip information set-log -- set debug level show --
show information

{ AF2 AL 710l = 141
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LINUXE Ll rote

HH=E R

user@linuxhost:~$ globalprotect help A&%: ths Wi xLdg ),

collect-log -- collect log information connect -- connect to
server disconnect -- disconnect disable -- disable connection
import-certificate -- import client certificate file quit -- quit
from prompt mode rediscover-network -- network rediscovery remove-
user -- clear credential resubmit-hip -- resubmit hip information
set-log -- set debug level show -- show information

STEP 6| LinuxZ ClobalProtect 42| CLI HHH S AF2ELICE




Linux2 GlobalProtect

Linux2 GlobalProtect & AFZSH7

GlobalProtect= Linux& GlobalProtect 12| & 74X HH S X|&IgLICt Linux CIBIO|AZE GUIE X[
StE B2 One A, Linux CIBIO| AT GUIS XIISHA] b= AR CLI HE S X[ Bt

« LinuxE GlobalProtect 2] GUI HH At25t7|
o LinuxE GlobalProtect Y2| CLI HA At23SH|

LinuxZ GlobalProtect 42| GUI HHE AF23H7]

Linux& GlobalProtect Y9 GUI HE 2 AIS5tedH LS HHAE 225 AL,

ajo

GlobalProtect ¥ AFEX} 70| = Version 6.0 143 ©2023 Palo Alto Networks, Inc.



Linux& GlobalProtect
STEP 1| (RHEL/CentOS /.7 0|40 2 8Z) GlobalProtect OF0| 20| 7| 2X o2 A|AR E&||0]0] A|Z X

HOH =Y T2 lS U010 2ESfotaAlL.

1. CE HHS At Topicons Gnome Tweak Tool & T2 TS M X|BfL|CT,
sudo apt-get install gnome-shell-extension-top-icons-plus
sudo apt-get install gnome-tweak-tool
ANA—RS TR,

OfZ 2|0 0|70l A Tweaks > =& =025 MEHSIL|CY
GlobalProtect OFO[Z0| A|AH] E2{[0|0f] EA|Z| == Topicons Plus 2% T2 12HS E25fL |
Ct.
Topicons Plus &% T2 1200 TA|E[X| LOH oA T2 128 MX|ot S T
SOIA| U2 = UG LICL
Ofo|& 27|, 82 3 SR 22 00|12 282 MEX XEY =k UsHIC
General
Desktop icons
Appearance
onte Topicons plus : st . : ) D
Keyboard &Mouse Ubuntu appindicators
Startup Applications ; :
e Bt Ubuntu dock
window Titlebars i
Windows
o Toplcons Plus = o %
Opacity (min: 0, max: 255) 220f
Desaturation (min: 0.0, max: 1.0) 0.4 -
Brightness (min: -1.0, max: 1.0) 0.0 - +
Contrast (min: -1.0, max: 1.0) 0.0 - =+
Icon size (min: 0, max: 96)
Spacing between icons (min: 0, max: 20)
Tray horizontal alignment
Tray offset
5. OfX| A[AE] E2{[0]0f| A GlobalProtect & M&e & USLICE

©
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GlobalProtect

Welcome to
GlobalProtect
Please enter your portal address

©
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Linux2 GlobalProtect

STEP 2| GlobalProtect H0I|AM GlobalProtect ZES| FQDN = P A E &0 18 AZS 2 YLICH
|

GlobalProtect

Welcome to
GlobalProtect

Please enter your portal address

Linux GlobalProtect YO GUI HHAE LR 2 =6t A X|3t CH2 GlobalProtect 0| Az o2 AlHY

gLICk
1o (C1E] ATS) ol o2 LEO| TR0 e 22 XE EE0R0M X2 s MEgiL Tt 7| =2
MOE VMY X 20| HEE TE2 XY SELHR0)| A 02 MEE LT
GlobalProtect
Sign In
Enter login credentials
Portal: u
Jsername |
Password
Cancel
2. IEHO ALEXI 0| & Y= E et g =0l Tt
146 ©2023 Palo Alto Networks, Inc.



Linux& GlobalProtect ¢

SBEO 2 9lAHERX I HZEY I AFSSHE 0t SYTHALEX O|E1 S E AIRY
QUELICH 20I6HH GlobalProtect EEO| HZEZ! AMEFTF FA| S L|CF

4 0

GlobalProtect —

Connected
Your network connection has been
secured
Disconnect
Gateway gw_167 -
3. (ME At Z[2He =z de X Zolot 1t AFS THS T AIOIER0]2] SE AIZHO| 2k At
5 7tsoh 249 AOIELO|0f Ats2e 2 HZEELICH CHE AHO|EL0]0f HZESHH HO|ES
O| EELI22 22/t Lts 84 & otLIE AFsSELICH
« HO|EQIOIE =522 MEAGLICHRIE A OIERO|2E SHY).

GlobalProtect

Connected
Your network connection has been
secured
Disconnect
Gateway gw_167 v

| BESE Available
w_162

GlobalProtect & AF2 X} 7+0| = Version 6.0 147 ©2023 Palo Alto Networks, Inc.



Linux2 GlobalProtect

- V2 A0IEL0l L B AE

re

.
=.
1. 2 MeEf ool @22 MEH| Qe TR0 7|2 A OIERO|E HEISHH

GlobalProtectE GULILE 712 A 0| E9[0] tHat AT LICE

GlobalProtect —

Settings

Refresh Connection
Preferred Gateway
About

Disconnect

Connected

Network connection secured

Gateway | GP-GW4 v |
2. AE 7tsT AOIEQ0] ==0lM 7|2 AO|ER0|Z - H0|ERI0|S EdDt Ot
712 4yo= SFsiiAle.

3. Olish 4AE "&Uoh

O o4 AIO|EQO[0l Xtz o= HBSHX| P 7|2 AH0|EQ0] dE2 AT == U

gLIC.

1. o HeEf ISl RLEZ HEH0f| U= Olw0ilA 7[2 AHIO|E2|0|E MENSIHH
GlobalProtect2 EL|C} 7|2 HO|EQ|O| CHSF AXFRIL|CH

2. AE 7tsT A0 EQI0] S=0i|M 7|2 AO|ERI0|E MBS T3 7|2 2 ATHIE ME
SHL|C}

3. Tt MXHE EELCE
STEP 3| GlobalProtect 1€ EL|LC}.
E

GlobalProtect A| A&l E2]|0] O10|2S S=I6t0] & QIHH|0[A S A|ZRfEIL[CH

[ -
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Linux& GlobalProtect ¥

STEP4| HESRIZ AZ0l et HEE SLCh

« A& H—GClobalProtect 01| TS T4 El AHIO|ER0|E HEA[ISILL 2} A|O| ER|0[0)| Ciet O S FE
£ M3
« HOIE0| 0|
- B MH
. QB M
. AHZEtY
. AOIEYO] IP 4 = FQDN(QIE ZE0|MBHARE JtHs)

P
Do 4o ofZ el

=
Alo|E20] 1P 52,

el

2 "ol A8 7hs et AI0|EQ|0]S] TAH| S=0] HA[ELICE 2
Ol= HZE A0 ES0]2t A0 ELOfof Bigh =7t M T ZE(:
X S 7ks A7 EAIGLIC

GlobalProtect & AFE At 7HO| = Version 6.0 149 ©2023 Palo Alto Networks, Inc.
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Settings - X

Gateway Authenticated Type

no External

External

GlobalProtect & AFZ X} 7H0]= Version 6.0 150 ©2023 Palo Alto Networks, Inc.



Linux& GlobalProtect ¥

L

STEP5| (M

STEP 6| (Me A

‘

=H AR

GlobalProtect 22| Xt7t GlobalProtect == VO[T E T} AFEXL XA SHS MESHE S

T 5tH XtH SYO| GlobalProtect Y101 X5 S = M & & LICE 2 Af L E R T 0] A
57| 9 L

GlobalProtect 10| F=7} & % O 22X 2 2, Met 20 F= £
Cortex Data LakeZ EUAH 2X| SHZS ?{0H GlobalProtect ¥ E

==

S5t = GlobalProtect THE ?L“*HOFELIH Eot TR Y5 E ﬁtH/El*i

of IpZ4 £ HR3tE £l 0|52 6*% QL HTTPS 718t EHM URLE T

Ot A B AMER AEZEAEANM [ A EE HIE/Z st 22 2HE=
|_

E i L

Settings

o) M Y= E AHEB0] 2 01t

1o O

ot L vp HHETH A =S AHESH0 GlobalProtectOf = 1215HOF gf LT,

S| o% MEHSIO] GlobalProtect &7 mE2S & L|CH

=]

22I5}0] GlobalProtect Y& %@E*Llﬁf AEf IiH0| L
A

GIobaIProtect*E* N ool st oA 2 20260 GlobalProtect YO A ME =l A2 Xt X}

=

22| X7t 2
GlobalProtectOl Al HZEE2 22 = JUSLICE

2 39 TSt

o

|
AMEXF XA EZE X2 = M AIEX} 0|5 = E ArE0H0] GlobalProtectOff ERA| &

OlA |
PON=]

(]

=05 A

T o

=

LICE

2f) GlobalProtect2te| HEE BE&LICE

== Lw4g

Bs= T M-

ASE A
=

= T

H O Z GlobalProtectE 7ot 22 e TF0l|M HE SHHE 2215t

ClobalProtect & A2 X

t

to]

E Version 6.0 151
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Linux2 GlobalProtect

LinuxZ GlobalProtect 12| CLI HHE AtE5}H|
LinuxZ GlobalProtect™ 42| HEZE QIEHO|A(CLNE AFESIH ClobalProtect Y0l BEXQ1 &
Aot = USLICEH CHE 04|7H|E Dci' = DCOM =2 FAIPLICHE ZIEXTE 20N 520 Y

Alslistz{™ globalprotect 0| YABHN A XIMBE LHE 2 LinuxE ClobalProtec
= D\ /HX‘ X%K)

=
=
2
(@]

,_r
O
-

® GlobalProtect ZTEHO| A&

ro
Jal
<
o

<gp-portal>0|(”}) GlobalProtect LEHC| P =4 E= FQDNQ! 2[X[0{ A globalprotect

connect --portal<gp-portal> EHS AL
ofl:

user@linuxhost:~$ globalprotect connect --portal
myportal.example.com 74 A4 F... A4 A¥ myportal.example.c
- portal:local: 2%l AA T oY AR o] F:AHEAN ¢5: 4 A
A F.. HESNZ A F... 944 F... 92%

.

1SN 7|8 2IE S AHEdt

GlobalProtect LE0| 215
QZE HAILICE CHSof A

GlobalProtect 2t
Ct. GlobalProtect 2 @1&5H7| ™| =RI8H0f St= QI
SLCt.

AL Z2E CACIZA Q0| HE HZEBHH
HE DSt °
o QIS A QT HAIX|IZF EAIEX] @

8
=
=
A Of
= LS

user@linuxhost:~$ globalprotect connect --portal
myportal.example.com T4 7
P =

2 3
A B JASA e EA47F 3

o] 10.3.188.612 IDE &<Q1E A
Utk ZAE ddstdd =24 A4 *ﬂEMl TJOVJHE 743l
10.3.188.61# 2 Falo] EAHAS & UFUTE. o] AAS ALS
A e Aol FEUGY. o7 AR 791?1 74]*0}/‘17}4%5‘47% (y/n)?y 74 A
A F, A4 A=
10 3.188.61 - portal:local: =%l =4 T 48 A=} o]F:userl ¢
:rL/d 74/\14 =

1

o
= AN %...Oﬂﬁ .o 4=

--username <username> M2 AFESH HHO| AL 0|52 XES
L|C}. GlobalProtect 22 Q1E5te= HIAI X E HEAISH D AFSALO|E SME K]
AHSALO|ES oIt T,

== Ly

@
ro

rO oM O

R
i
_\'J_
N
0
r
o

im 2
~
K
ro
Ol
= o
jg
2
I
H
ro
m
2
i
o
°

o re

b ro
<2
I
>
_0¢
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O
@
U
g |
D
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:(2
2
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>
0o
ot
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|_ﬂ
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Z .. HES
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Protect &4

import-certificate --location<location> ETS ArECIH A= QIEC|A QIBAE
JIMSLICE HIAX 7 EAIEH QIS M Y2 E MBSOk SLIC

user@linuxhost:~$ globalprotect import-certificate --location /
home/mydir/Downloads/cert_client cert.pl2 435 JH3HA 2. AF5A

& 7p g,

® Z|0|E4ofol HZ:

1. (5] At2h globalprotect show --manual-gateway ZES AHE0I0] HEY 4= 9

£ & AlO|ESQIO|E TA|ZfLICY,

2. <gp-gateway>O|(“I) GlobalProtect #|0|EQ0|2] P 4 = FQDNQ! X[ 0f A
globalprotect connect --gateway<gp-gateway> =S AL25H0] 20| E20[0f

3. globalprotect show --details TS AFE6H0] HZA0| CHot M[E YEE HLCH
user@linuxhost:~$ globalprotect show --manual-gateway ©]

R gwl 192.168.1.180 gw2 192.168.1.181
user@linuxhost:~$globalprotect connect --gateway 192.168.1.180
A AN T HMEHT HA T dE T dEE

® ClobalProtect & MEIE =I5t M2 FE &7
globalprotect show --status FTS ALE0H0] S AEf

= S
HE N2 HEE 224 globalprotect show --details HF S ALESHYAIL,

user@linuxhost:~$ globalprotect show --status GlobalProtect A H|: <
A% user@linuxhost:~$ globalprotect show --details &d % IP F4:
192.168.1.132 Al°]ES°o] IP F2: 192.168.1.180 TZEX: IPSec 7M5 Al
H(x): 231

® HE/AI MLASH|:

globalprotect rediscover-network Z&= AFE5t0] GlobalProtectOllA HES EAUCHT
CHA| SIZSIL|CE

L =-

user@linuxhost:~$ globalprotect rediscover-network <172 3}
A AN Z... 78 2 5., HEYdT AN F... 94 ... 94
2% GlobalProtect A ef: 4%

| 2 XF 7H0| = 153
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Linux& ( Protect

® oM ArEXte| XA 5 X7

globalprotect remove-user FZ = AFE0t0 ZE B! A 0[EQ 0] QIB0| AFEE= X4 %%‘
= XISLIC}. GlobalProtect O AtA S & X|9{0F oHCt1 2fQlot = GlobalProtect Y2 B8
2 B0 OIS0 HEY U XA 32 YIS 7 LICh

user@linuxhost:~$ globalprotect remove-user A7 Swo] XA &
A Eldel FEHEYUY. ASFdAASUZH(y/n)?y AF717F dRHdFH.
user@linuxhost:~$ globalprotect connect --portal 192.168.1.179

AR ... A4 #37 192.168.1.179 - portal:local: =719l =7 =
o Ay AR o] Fiuserl ¥35: T AN F... UEHZ AY F... 4

© Z|O|ERO|0 2 AE HEE CHA MZotHAIL.

globalprotect show --host-state HE S AFESI0 AIEERIEQ AT S AE HEE &

LIC. globalprotect resubmit-hip EE= ArE0I0] AERQIE HEE AHO|E20[0f CiA|

HIESHIA 2. Ol= AFEAZE AEHRIENM 1 &4 ZHE =T LS HIPE LAl HEY = )
T = 5{80t7| WI20] HIP 7[8F Eot HAMO| AFSXIIf 2 A A0 HMNASHK] ZotA oH= B0 RE
2LIC,

user@linuxhost:~$ globalprotect show --host-state A4 A]7+: 20174
0¥ 28¢ 11:24:07 7HHl1E] 3 AE AH Zo|dE HA: 4.1.0 0S:
Linux Ubuntu 16.04.3 LTS 0S &a9Al: Linux EHIQl: TAE o]&:
linuxhost ©AE ID: 4C4C4544-0034-4D10-804C-***kkkkttkkx JEQ
= AEHo] A enpOs31f6 A2 : enpOs31f6 mac 54~: D4:81:D7:D4:5A:A5
wlp2s0 A% : wlp2s0 mac 54: 14:AB:C5:DE:D1:0E user@linuxhost:~
$ globalprotect resubmit-hip thA| A= 5,

® GlobalProtect 22/ SL|C}
22le H2{H globalprotect show --notification FES AFESLICEH
® ClobalProtect A|AEI E2{0] O10|2& SL|LCT.
globalprotect launch-ui TE S ALESHH HIE © =
A AH] E|0] 010|288 22/6td GlobalProtect S AMatiet 4= Q& L|CT

® =F HOX|E S,

[

globalprotect show --welcome-page &&= AERLICE GlobalProtect Y& 2t HO|X|
7t Ao HetX{of &8 HO|X|E EAIStD et HO|X| 7t glo ™ YRS HAISILICE

| ‘ }»‘L 154 ©



Linux& GlobalProtect

1E 22 E E2{H globalprotect show --error &2 ALSELICE

user@linuxhost:~$ globalprotect show --error @-+: GlobalProtect *
dof| A4 F gy,

® 205 FHTLCL

M2 PanGPA B! PanGPI 21 It 2 /home/<user>/.Globalprotect C|2E2|0f] HE2fL|
%globalprotect collect-logs EFE AESHH Linux& GlobalProtect 0| Oj2fet 21
| V|Et RE0 HEE I7|AY 4 UES gLICEH O L 208 AFESIH ZH|IE s ZotHL &
FEAME RIS X[ AXILICIO A HES 5= USLICH

\J>+D(_|

user@llnuxhost ~$ globalprotect collect-log =3 AlZ... MESA 4
AL WA AR AL S Bab. A% A9 % 44, A9 Be
/home/user/.GlobalProtect/Collect.tgz°ﬂ AxE Y,

® Linux2 GlobalProtect 9] HHES HA|BL|CE

user@linuxhost:~$ globalprotect show --version GlobalProtect:
6.0.0-23 Copyright(c) 2009-2021 Palo Alto Networks, Inc.




Linux2 GlobalProtect ¥

LinuxZ GlobalProtect 0| 2/ 2100}17|

=913 ¥50| Mets]ALt 8 51 A0l =Rolte] etelo] HEEIX et S9| BlEae

Ste 2 B X7 M AT 4= Ql= Cortex Data LakeOl] Z1E 2ME 2108 2= QU&L|CEH T 0|4 O]
U2 Sl GlobalProtect ¥ 2105 522 8] 2l &AL S22t E Z2t0[E0| MEY BRIt of
SLICH
. LinuxE& GlobalProtect 12| GUI HH S AHESHC] 22| Xtof A2t 22X E B 0g 5= /S LT
B GlobalProtect 10| &X| 210 5ME HA|SHHAH 22| X7} GlobalProtect == 0f| A & 4| o
ZE /ol GlobalProtect ¥ 23 &S = 3tsljof BfL|Ct
STEP 1| GlobalProtect & E£&= 20| EQ|0[0f HZETHL|CY.
1. GlobalProtect 20{|M GlobalProtect ZE2| FQDN &= P TAE Qo [ HZ2 8 221
LICF.
Linux& GlobalProtect Y2 GUI HH 2 LR 2 =610 A X[5HH GlobalProtect 0| AL 2
S@EHH
2. (MEL AR Mol O EEO| MAEE N Qe HR TEH SELIROM TES MEfgrLICt 7|2
MO Z JHE X 20| HZE XEHS IH CE0R0|AM 02 MEfEILICE
3. EEHOIALSAO|S 8l YT E 0t g 218t
CHEEC| AR DA HEY] IO HEY W AHESH= A1 Yot AFEX} 0| S0t S E ALEY
2= QI&LICH 20I8MH GlobalProtect LEHO| HZAE AMENTF FA|EL|CH
4. (MEPARh 712X oz el Holot T AFE Vst AO|EQI0|e] SE AIZHOf Tk Ab
8 Jtstot 249 AHO|EL 0|0 AMtso =2 AL ELICH CHE HO|ER|O[0] H AT HO|EY
0| ESCt2s Z=LC

STEP 2| ClobalProtect 42 & LILC}

GlobalProtect A| A" E&f|0] 00|22 226t & QIHM|O|A S AJRFEL|CE
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Click Continue to enable GlobalProtect to collect, report, and submit diagnostic
logs and/or troubleshooting logs to your Cortex Data Lake instance for
troubleshooting, diagnostic, and debugging purposes.

Select "Run Diagnostic Tests and Include Diagnostic Logs" to enable GlobalProtect
to run diagnostic tests to identify any connection issues and to generate a report.
These diagnostic tests might take a few minutes. If you do not select "Run
Diagnostic Tests and Include Diagnostic Logs", only troubleshooting logs are
collected and submitted to Cortex Data lake.

For more information, please refer to the privacy datasheet.
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