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Actions (XEIEEHE(F) Flalert (CZ4R) .

]

Bk, Al DAL MEE A oy, TR R ERERCE Y

URL Filtering Profile @
Name | default-1
Description
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML
Q 77items | — X
USER
CREDENTIAL

CATEGORY SITE ACCESS ~ | SUBMISSION

auctions A T4 Sort Ascending
usiness-and-ecol allow I-’; Sort Descending

O e 3 Columns >

ll

alow Set All Actions >
content-delivery-networks allow Set Selected Actions >
copyright-infringement allow Adjust Columns
cryptocurrency alert v

dating allow allow

indicates a custom URL category, + indicates external dynamic list

Check URL Category

< -

3. Block (PH1l) vl Wy iE i URL 2851,

BEL 17 ) S g . Wity shAs DNS. edmn, drss bl Mo s X
BB AR (AL ER AN 44 % . FToe b, Ik o LA A s URL 3,
4, i OK (HiE) (A iE STk,

STEP 4| % URL 1 JEMACIE SRR TR vr IS (R X g 20 7 i 51 Internet M5 1142 42 R FLN o

iy A v on URL S5 1) A 390 i 158 S 42 119 22 2 Smis N ey SoUrce Zone i oy
(AP P SRR 25
1. %% Policies (M%) > Security (%%) . G, MEBCEIEHIYL 4 Hmg N .
¢ Actions (FEfF) &Ik b, 4l “HeiE c-diE”,

3. XF7T Profile Type (fil{&E sCf:287Y) | &+ Profiles (A& of) , FEETE B RACE SO0k
F4,

. X1 URL Filtering (URL 298> AL ST, S FENI 4 BRI AL IE SO,
5. Hii OK () fRAFF k.

STEP5| Commit (f£55) Ml

2 URL i e 4% Bt 39 ©2025 Palo Alto Networks, Inc.



ML URL it

STEP 6| AF URL i JE H G LLE A U5 M BT AT aiZednl . b it il s CLBOu L IR S5 .
HREF HEMAEBIRENE R, ESHEE Web 1520,

1% $% Monitor (l5#E) > Logs (H;%) > URLFiltering (URL id3§) . #4xJy URL i JE %R
FEAF AR T A O B 2k H, R EE T3 E N TEE GF allow (¥ ) 2%
Ao LBt URL i g5 A 24 /NiF Y Web {53, [Monitor (51%) > Reports (#i

CINE
STEP 7| Jog2b ik

* PAN-DB ¢ % m B A4S URL 20 RWPUANZE5],  HAEAS URL B AEAE — N RBERB (5.
) o ERER DRGSR e JRUR 3ak ol AR W IE S e T 5,  (HARAT] S % sk i s U)o bt . i, i
f1nS B 5ol S A T —dk b, BT RRIE SR Y L AR BN R, X T IHEA R
BE - Al e, mT LA TR 00, AR e P sl 2 2 55 A T B 1) SR R U

TR LRI it B P 61 e DAURGE 9 1 P s il o, A OB AR AR 7 P 0 IR0 A A 22 22 Fa A
sl R BRI R ety il | (B, Rl s AL T R N 53 T R BEA TR S, (HOE,
LN P A 2 PO S A 2. )

« URL 85 User-ID Boxffi, nr xS H 2050119 Web U5 I BEAT#E0,  FFBH 1K 28 W) 58
Yade 22 & R A HEAERY i AT

o URL 3y AR 5 i 25 R ARG 28 ) FE 8 B2 sz 20 b s g o, NIRRT 11 S0 s 0% % BHL 1k P
B G 22 B AN SZ A5 R0k . 5 F P AN AR Rk f i A T e B 45 H P
ANFEALEIE N )k S A AR IR VR A A Tk s e se SR,

o (H A3 URL i JEACIE SO VR Nl 50048 2 SR N, DAGE K FL 8 281 i3 475350 ol A5
EXTTH P H, S AE N Policies (GRkI) > Security (Z24) > User (FHF) . WAL
RIS, RGO TR B S, M 8T ] LAE LA /] A i) Web B,

o EHREFTA M URL D80 ki NBedi i, i, AR T B4 (i F URL i st 224 nit
ATk e, B3, IR — AN IiEE v, WA BEAN B U 0 BT 6 1 )
FLBE,  DAE AT TRIT 72 58 21 A5 5 A5 7 e 1 3l o,

o EENE URL o JE i e s,

2% URL ot s/ 40 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id.html

ML URL it

i

fidiEs URL 23

IR L AT LA 2
 Prisma Access (Managed by Strata Cloud O 520 URL pbyEVF ol (8 IHRM URL i ¥

Manager) CIRT)
« Prisma Access (Managed by Panorama) T
T o (IManaged by Strata Cloud © IRk URL SV TECUS I, (09 A
& SR LV T
» NGFW (Managed by PAN-OS or « Prisma Access v 4 4. Advanced URL
Panorama) Filtering rj#c

FERLR URL SEgE L5 I, S RIS P IEAED R Rk SR AT 7 3R 1 i, 5 (0TS 5 8
URL s BEACIE S, 52 SCBG KBS I AR BEAR A5 URL ZEIR9 I &, #53d iy DABR R T 7 ] $g 22 21
UER I WA PR T R 2 R, BN IR A Y, 1ER URL S BEACIE ST T e ¥F
Web ¥ ] (12 %= S L

» Strata Cloud Manager
* PAN-OS HI Panorama

fili URL i€ (Strata Cloud Manager)

fn -4z (i ji) Panorama 751 Prisma Access

S

ES VF
T 4 1 A 6 ) Strata Cloud Manager 32 (1 b 4k 455
URL i JE 1t Strata Cloud Manager " URL y i
STEP 1| HZE14(% Prisma Access 1T FilJt 549 & 2% URL i )& .
o FRECEITSUIRSGRET> CBELT> “YRRTUE” , DRI A 1 B e,
STEP 2| % URL 5 1) 4 PE4E - A,

%] Manage (‘&'J1) > Configuration (fil{%) > Security Services (Z%:/Ilk%) > URL
Access Management (URL U5 A% #)

% Access Control (Uil #Efil) . Settings (&) HI Best Practices (ifl:Siigk) #HEIiF,
VESZ AT I URL i€ HE,

2% URL i g7 B 41 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/policy/security-policy
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/whats-included-in-prisma-access.html

URL Access Management | Shared -

Control users' access to web content, and how they interact with it (for example, to prevent phishing, block users from submitting
corporate credentials to non-corporate sites). Also enforce safe search for search engines like Google and Bing.

k:(ess Contre Settings Best Practices

Best Practice Assessment ~

Last checked: 2021-Dec-17 19:11:16 GMT
PROFILE CHECKS

- . " Security Rules Not Using Best Practice
Profiles Failing Checks Profiles Not in Use Failed Checks Profiles
View > View > View > )
View >

o Add New Filter Reset Filters.

URL Access Management Profiles (&)
Q. s o

The profiles here are active only when you add them to a profile greup, and add the profile group to a security rule.

Site Access Categories

Name Location Security Rule... Profile Groups Allow Alert Continue Block Override Days Unused BPA Verdict
best-practice @  predefined 7/7 best-practice 52 20 @ Pass -
Explicit Proxy.. @ predefined 0/7 best-practice © Pass
Explicit Proxy - Unk
test-block URL Prisma Access 0/7 Web Security Mani 45 25 7 @ Pass
Web Security - Glo -
100.0%of your security policy rules are using a URL Access Management profile (7 of 7 rules)
Custom URL Categories (1)
Override URL category enforcement with your own custom URL categories. m
Used In
Name Location Type Match Decryption Security Policy Days Unused
Block News Prisma Access URL List “cnn.com 0 4 -

=g URL i s o 42 ©2025 Palo Alto Networks, Inc.
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STEP 3| EHREMAL L “HM URL i JEWE",
fEfRR b, B Settings (i) , A AWM T Prisma Access 52N URL i€ 15
[, 4
«  URL i JE I FI A H i
o HLECAETE G URL I UE R
*  URL i gifma 3 72 i

o AR KSR (RBI) B

O asvmrE CURL S i sha s iy URL by st e s i

(PAN-O5 10.1 g i iz 4) - efaske URL sz URL ey ¢y s ¢ URL 3¢
s ahas s (BDL), - g ot e mnastir (), 0l o] AEBH il s 7o V8 1 50000
FORIF LB, i, i A example. com i example. com/ | g
pefic g URL 24z 51 example.com.website.info i example.com.br_ Prisma Access
aT LA B 1 X URL 50k EDL vy o ik 5 in oK R po b, SR, I R8s A
example.com y Prisma Access 2wy i3y example. com/ s 7 4ben gkt
P, B RRZI ML T 1 Sepilc, o) Settings (i) > General Settings (5 gy
%) | JJ3)1 Append End Token to Entries (g5 do 55y n®14¢ H) 135

(PAN-OS 10.2 jy iz 4o) Prisma Access 2 1 g ¢ & H b 5 i oA R R

AT O R A B R (a7 . @ P2t sl IR 5 42)  FOE SO LRI,

=2 URL i g4 e 43 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/url-access-management/url-access-management-rbi

Al URL 3y

STEP 4| @ URL v 1) 4 FRACIE L1,
£ URL V5 WA BEFE sBe -, Add Profile (ZRINACIE SCIF) FF4REEFETE Web U7 [0 B

» Access Control (Ui #Eil) B G n] DUoANTE X Web 5 [0 AU A A 5m& 179 URL
KUFFNZE, BIAEM T, Prfakuln Site Access (V531 F1 User Credential
Submission (F] P E#EEEs) BUR#E AN Allow (TT¥F)

o X TA URL 2551, FidiE User Credential Detection (/7SS4 |, M (8 F /2 BE )
FEIE URL 2509 M b B2 22 iE 15

« JA M Safe Search Enforcement (Gifl# [T 4=185%) |, DAHESRGIFIT AS V) 2 248 220t

« JaH Log Container Page Only ({ic 723 Ui , LMEAE RS F0E A AR PLdy
URL,

« Ja ] HTTP Header Logging (HTTP #r3k H &id%) , MwTLIE R HTTP &k kR 220k %
2SI B,

+ {#if Advanced URL Inline Categorization (2% URL WWEE/-28) | LU 3 FH RN 1 S At %)
T HTRIASEE URL 154,

+ Enable local Inline Categorization (5 AL NI/ 2K) — (i FHHLZE 2 S BT URL i
A TEEE M, ARSI 1 3 9 25 B 1 AR (R R JavaScript i i3E A X 45

+ Enable cloud inline categorization (G M S/ — (3 T-HLES 22 ST Ran 28 X
AU ML I 7085 1531 TR e, K W] 5 X 0N 53 R B b AT AN e 2, AT

URL #E17SERF 70 #T,
o RETLIONEEE ML E X URL Exceptions (7141) |, R HBEBRAE N ER ML #:7E 2 0%,
IR

o BCESCOR AR [ SEEAG B LIAE, T ASEI PR AL AT AL E

o R MECE SRR, ST DA AR E SOOI I B, AR S AT o] 22 2 SRR 5 | 71 1%
B LA

=52% URL iy 4 B 44 ©2025 Palo Alto Networks, Inc.



Al URL 9

Add URL Access Management Profile #2 Best practice Checks &
Configuration Profile Usage
Access Control User Credential Detection
PAN-DB classifies websites based on site content, features, and safety. Detect when users attempt to submit corporate credentials to a website.
. User Credential Detection Disabled v
Q, search
Category Site Access User Credential Sub... Hits
~  Custom URL Categories (1) - . - .
& Inline Machine Learning
Block News *allow + allow Decide how you want to enforce malicious web content as it's detected in real-time
~  External Dynamic Lists (1) Model Action Setting Description
second-urls o allow « allow Phishing Detection allow Machine Learning engine to dynamic...
™ Pre-Defined Categorles (73) Javascript Exploit Detection allow Machine Learning engine to dynamic...
medium-risk block block
high-risk block block
Exclude custom URL categories or external dynamic lists from inline machine learning.
abortion *allow * allow -
abused-drugs o allow « allow Exceptions (0) Add Exceptions
adult » allow * allow .
y ‘ Custom URL Categories/EDL
alcohol-and-tobacco = allow = allow
No custom URL categories/EDLs.
auctions. * allow + allow
business-and-economy *allow * allow
‘command-and-control *allow « allow
computer-and-internet- e allow « allow Setﬁngs
fi
Lo Log Container Page Only
content-delivery- o allow o allow Safe Search Enforcement
networks
copyright-infringement  »allow «allow HTTP Header Logging
L il o o o e o I

STEP 5| ¥ URL V5 [a) 4% BREACIE SCF R 2128 2 R JE ] o

A 40 A 2 A SR BRI 5 TR AP 2 SR e ieE, URL 7 e A% BRI (2 SO F A IS BIR S
PEBSLBRULT URL Uy o) 57 BEEC 5 S (Rl 48 il Seek) . i ffif Push Config (3R id
1)

Al URL i 7% (PAN-OS Fi1 Panorama)

STEP 1| @& URL i B AL E 1,

@) mmi A TR, e R URLELERCE O g URL oz ey
B TP SR P 21

1% Objects (X} 5:)
Add () URL &

> Security Profiles (7 2fic i& 0 #4)

> URL Filtering (URL 1t
b E AL S

o, I

=2 URL i g4 Bt 45 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-groups#create-a-security-profile-group-cloud-management
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles

ML URL it

STEP 2| %Ay URL JE5C a7 1)
1 F¥¥ Categories (7)) , FFNREAS URL FEALIE b 27 ) «
« allow (¥ KfEiZ URL KBNNE 5 RV A%,
I alert (54RO LIAE Uil Wh, VFS ERBI VALt i, (AR AE B URL 1398
H & DAAe 536 H P U 0] (200 il AU B 1]
%#E block (BHLIE) LIE4avs il 5 bR PERC i i, F6)E OB Ry ) H g%,

1EH continue (Zk4k) nf DLy A7 4500 P BoR—ANTa i, FRER AT Ry
Continue (4¥%2) DIgkZik A Ak S,

AT VRAE ] P A SR BRI A R B M EE T U, 15168 override (R0 . A TRAH(S

S|

Iy

THZ R OV S 7 ] Ho e

STEP 3| Aci& URL i i il Sk DRI B2 0145 e VR URL ZRANH WAk 23 ) FE 4.

3.

BV R JA R B A 2, B KBS (7 2% 11 BB A 25 55 A HEBLFC A T A
T I P 251 sk R S T o] APPID ™ AT p i i, LA £ fo H M AR R (IS 47
o 7 A T R (1 sk 1 7 5 I PR R B P 4 ST 11 B ST

1% User Credential Detection (1 P FE5EAM)D

M User Credential Detection (H /7 FEHEAEID N F7 71221079 WX 0T pasg B — MG 24 ) fE s
Pk

Use IP User Mapping (i1 IP Fl k) — KB AR A vl P fadesg, FHIE

P AE R 5 ERE SRR IP Hubk vy 1 P AT VEEC, B KSR B L 1P sk 21 P A4 1 ek

S FEVUE AR T P 45 SR AT I 1P Sty il i 2 230 FH 7 el Sl g 40 (] P e g 7

Use Domain Credential Filter (i i Bt yERs) — KA A WA v H 2 4 FE s
P8, FRESAUE T P A4 e S M B PSSy 1P Mk, A5 SR ] i User-1D LLE ik
TR, ES T LT Windows 1 User-ID S fC i FEHR A

Use Group Mapping ({1 HZHBES)) — B4 KRGACE 9l HI w2 2 i, AR -
B 21 e B S AG 2T  RL P A 4 2E,

(s F 2 e, 488 0T LUK FEFEAGIN N - H ST (] 58 20 el 5 e 2l a0 mT LA 1) fie fi
SN R IT 4.

@ FEH P A BRI A EME 13RS b, XA OTEA S AR AR, I, R

SRR S O E A K

B 5 K B% FH e s 28 b) PR FE 22K Y Valid Username Detected Log Severity (£%%
MR B S EYE)  CRACATEE)

STEP 4| P& URL R JEACIE SCAE,  DAGE T Ak A I 70 25 SRS U /) 2 % # A1 JavaScript,

= URL i JE4%

46 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/allow-password-access-to-certain-sites
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-users-to-groups

ML URL it

STEP 5| Ju¥FelBH 1k I/ A4 URL SR04 28 Rl SEflade se Bt o, ACERH 1k P04 k25 7 £

B 2 FH R 2R B R R S, 7 KRS 1752 £1 Bkt 1 25 5 M BT 0 R 1
T AR P 251 i s Sy APPID AT g it L 5 doe ek RE AR AR, B
I 8 HRAG 7 11 3k 51 54 3 3o 7 R P AR IR B 2% 35T 11 30 5 T

1. X T/ Site Access (b 551D HUREAS URL 285, &AL User Credential
Submissions (JH P EEfEss) 19k .
o Alert (ZH) — AV P b s dese FE PR, (A P AEZ URL 285 i ag b 2 fg 28
FEHRI AR B URL o 34 H &,
o Allow (¥ (BN — RV 1 b 22 %
o Block (PHIE) — o=l eg sy tat - vim,  LABH b PO 65 HR Ee 50 21 Y ik

Continue (4k4:) — IR P28 Efadk 2z vin, 2R P ¥ Continue (4%%4E) Ll
I o ks,

2. PCiE URL I JERCIE S DU 0] S VRRY URL 2R i) I sk £2 52 1) 23 ) FE 40,

STEP 6| 7 L URL J&ll G/ LAFRTEANE URL SEAIAN{RS,  BLAG 2B 11 2 AR VEY /3,

Biltn, @A “URL g HAE, &l ie g 2 dlMsiin A2 e vEsIZerh, KR, IXEEsG A~
SAEPHEM A B, DURHAN S TAEERHY Wk (A AES, 1 n] LIOKE sl S s i 1 BH
1R,

N H 2 SCURL SR A () SR FAR e T o sh & 51 2 g VERL URL.,
LRI RIERN R ERE, ARG A BLIEPLIE S 2P g it i, & e VR TSPy URL

Tt
A A% AR B AT IE A 08 e gi s &, 152 URL 25904471122,
STEP 7| J2H Safe Search Enforcement (SffIFHfT22 22483%) o

STEP 8| 1 URLy&Sefl, (e oy i) v,

1. %% URL Filtering Settings (URL i3 JE1%i&) )4 1] Log container page only (¥ ic3g%¥
FRULIAD  CGEGD  DAERS ks FUE s 5 2 VU ALY 5 U, i 2F AR 2 28 DL ingg,

() EEoNTIE T
2. FENFTAH T AR A H HEIEs, 1525 Log container page only ({{id %528 T
[A) LI,

STEP 9| N ANz L H: HTTP Frk 7B 8 0 HTTP bk HLid st
%% URL Filtering Settings (URL it JE 15 i4) |, R/FIEFF DAL M7 Bk frid 3¢
« User-Agent (/7 {\H)

+ Referer (H#AN)
« X-Forwarded-For

STEP 10 | 17 URL i JE AL 21k,
B OK (ff57E)

2% URL i g7 B 47 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/log-only-the-page-a-user-visits

il e URL g€

STEP 11 | K¢ URL iy AC i SR B - e VS (R X B b 2 7 i Internet 158 15 119 22 22 SR ) o

i 1 A SR N g o URL St 8 Sy SOUTCe ZON€ i iy s it
CIEHEES
1. #&#% Policies (3kl%) > Security (‘Z7%42) . RJF, EELEESNY L 2N .
2. Ak Actions (iffF) MEIUF I, Sl “PLIECrFgE,

3. X7 Profile Type (Ml SCF3AY) |, d% Profiles (FACiE SCF) o Bl /<A S
FEN

4. X+T URLFiltering (URL idi€) BCiE SCfF, GEEENI Y G R ELIE 1T,
5. B OK () fRAr H .

STEP 12 | Commit ($Z52) Al
STEP 13 | i #Er) URL i e,
STEP 14| (foflhszi%) {EBh k51T URL 285 & i), 21 Hold client request for category
lookup (fRFEFE P UEGZRA A HIER) DABH & viid ok,
1. %% Device (¥#%) > Setup (i%i&) > Content-ID (NZID) .
2. #%F% Hold client request for category lookup (f:457% w2 il & Hid k)
3. Commit (#£%5) "k,

STEP 15 | #i& URL 250 & H I 2 g iy [l i, AR .
1. %% Device (¥ %) > Setup (%) > Content-ID > gearicon (i5#EFR)
2. i A Category lookup timeout (sec) CERIZH R (F) ) 9%,
3. Hd OK (f17T) .
4. Commit (f£z5) Wdk,

=52% URL iy 4 B 48 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/test-url-filtering-configuration

il e URL g€

ENNAES

MR HL ] LAGE A 2

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering ¥F#J4F  (Z¢1H i

Manager) URL i€ v HIE)

« Prisma Access (Managed by Panorama) VA

* NGFW (Managed by Strata Cloud * EE URL kv TREC Y, (08 A
M;”age(” , o S VUV T -

+ NGFW (Managed by PAN-OS or « Prisma Access Advanced URL
Panorama) VR ATIE LT

Filtering mjjte

R ANER S, R E A B 2R E N “URL i3 B i SRR D22 2 Smg N (20 14
A2 A TR )

VM-50 5 VMSOL gy 35 44 24 i < < URL 3oy o b py B 452

» Strata Cloud Manager
» PAN-OS FI Panorama

fic i Y EE 72 (Strata Cloud Manager)

n -4 (i i) Panorama 7% 1 Prisma Access

/\\\

FRAE,
TS 1 4 (4 ) Strata Cloud Manager | i i 1 b 4k 455,

STEP 1| ool URL Vi a4 51 i S2 1,
1. %) Manage (&) > Configuration (fili%) > Security Services (ZZ4:/lz%5) > URL
Access Management (URL 15 2)
2. fF URL V5 A5 BRFR i |, 14 URL v i) 48 BEACIE S £F 2 Add Profile (7 Mid & ¢
T .

I F BB TR AL 1 S, i%f@ﬂfé'jdﬁlﬁrhﬁﬂié'&ﬁ AN URL 25 W ik 1y i) A3 P
[Access Control (iJjal#E ) 1o Ml URL ibys (245D A4 7wl e,

3. 7¢ Advanced URL Inline Categorlzatlon (B2 URL WEC28) N, B —MnEes2k
X AN 16 AT =2 FE S I 0T 20 7 L URL {3 4148 B

* Enable cloud inline categorization (JiH =PWE28) — (L THLES 2 STk I 5
XPACHE N IE ML (3 I 20 B0 1B AT RNTE, g ] %8 R T PN 253 R 38 b A T4 7 20 #T,
MR URL #E1TSERS 7547
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/url-access-management/url-access-management-get-started

- URL i€

o=
[l
T

« Enable local Inline Categorization (5 AL NEC/>2) — (I PLES 2% ST 7% URL

PRt REA TSR 73 BT, DI IR 1EE

%o

WX 28 #4045 (A F1 JavaScript I 1l i3 AR )

« J&IE AT LAE L URL Exceptions  (141) ,  HRHFE Wb HERR /L N BE ML #8025,

Add URL Access Management Profile
Access Control
PAN-DB classifies websites based on site content, features, and safety.
Q search
Category Site Access User Credential Sub... Hits
*~ Custom URL Categories (1)
Block News «allow s allow
*  External Dynamic Lists (1)
second-urls + allow * allow
“  Pre-Defined Categories(73)
medium-risk block block
high-risk block block
abortion * allow * allow
abused-drugs - allow « allow
adult « allow « allow
alcohol-and-tobacco * allow s allow
auctions « allowr * allow
business-and-economy « allow + allow
command-and-control * allow ¢ allow
computer-and-internet- « allow * allow
info
content-delivery- s allow s allow
networks
copyright-infringement * allow * allow
=
—_ B—

4. Save (ffr) W& L,
STEP 2|

T ————

¥= Best Practice Checks

User Credential Detection

Detect when users attempt to submit corporate credentials to a website.

User Credential Detection Disabled v

Inline Machine Learning

Decide how you want to enforce malicious web content as it's detected in real-time.

Model Action Setting Description
Phishing Detection allow Machine Learning engine to dynamic...
Javascript Exploit Detection allow Machine Learning engine to dynamic...

Exclude custom URL categories or external dynamic lists from inline machine learning.
Exceptions (0) Add Exceptions

Custom URL Categories/EDL

No custom URL categories/EDLs.

Settings
Log Container Page Only

Safe Search Enforcement

HTTP Header Logging

K URL 1 i A7 BRSO B 2822 2 SR A

S URL g s PG o (AR 22 il SerR) i 3t in®) profile group,

A 2 2 SRS U] o5 | P 1S4

Al E N EES2K (PAN-OS FI Panorama)

£ PAN-O5 10.2 fx - URL sty py e ML oy iz oy o dp 4 Ry s /2. Mk, PAN-OS

10.1 frse i «URL it pgpympe ML,

iiii PAN-OS 10.2 o i b AT 458 “

BT . AXER, iEa g PAN-0S 10.2 THI/BEZTE 4 i g URL sy py

ML,
« PAN-OS 10.1
* PAN-OS 10.2 & % g hleA
MLiE N> (PAN-OS 10.1)
STEP 1| &% PAN-OS Web 4,

4% URL o ji 7 o 50
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ML URL it

STEP 2| i \&s 4 AT 43 2 IH B URL 3 8 0k =5 2% URL S 33T 14
1%+ Device (¥ #%) > Licenses (VFiJiE) , FHAfiA URL i €V v UE v] FH HL AL 10,

PAN-DB URL Filtering

Date lssued July 25,2019

Date Expires July 25, 2020

Description Palo Alto Networks URL Filtering License
Active Yes

STEP 3| fF URL i JEACIE SCAvP AL IE URL i € N B ML Wi,

1. %+ Objects (Xf%) > Security Profiles (% %fici& ) > URL Filtering (URL iT
18, Ao Add (Fsin) sk e URL I 98 ACE S0

2. #%#F Inline ML (WEEML) |, FHE AP EE ML B Action (F:1F)

X TR RIS TN S, B0 2K5 %07 H © Phishing (28856 i
JavaScript Exploit (JavaScript &1l £ /)

« BHIE— I@?K%ﬁiﬂﬂmﬁiﬁ’ﬂﬂ%%ﬁl W2, 24 URL iy HOG%%H .
o B — BE KRRV R R, (AR R URL i i H SR H
o« OV B KBRSV IR M, (0 Tihﬂi URL i H &5 H

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML

Available Models

2items | — X

MODEL DESCRIPTION ACTION ~
Phishing Detection Machine Learning engine to dynamically identify | allow
credential phishing pages
Javascript Exploit Detection Machine Learning engine to dynamically detect el
Javascript based exploitation attacks allow
block

3. il OK (ffiC) FPRA7 9Lk,
4. Commit (#£%5) Wk,
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t URL iy

STEP 4| (i) MABEIR, 154 URL B nE] URL i JEACIE Sk,
R v LAAE URL S BB ACIE SR bR E /Al 7142, sl AN URL I 3 H & rb i g 5T 5% H
B C L URL 25900, Al st,

1. %&%F Objects (X}%:) > Security Profiles (“Z4=/ii&i 5 #4+) > URL Filtering (URL iZ
) .

2. GEFEPPRFEE URL 1 URL 3 S8 AL E SCF, A0 iL+ Inline ML (X ML)

3. Add (I FEA-AE URL AT 714, iR AT v 202, BRI — AN
P ANSIFSIES | P

4. i OK (f7E) fRAT L,

5. Commit (&%) Wk,

M URL 33 H G4 H T SCEEBI4t

1. %% Monitor (I54%) >Logs (M) > URL Filtering (URL i 38) | Il N EE ML
#\Uﬁ malicious-javascript (% javascript) o phishing (288 40) 138 H &A1 URL
% H. NG URL Jiﬁ:*/\ URL i 3€ H &,

2. 7% Detailed Log View (V40 H GRED | AR5 FRSNAE Details (FE4I{5 ) &,
J£i%#% Inline ML Verdict (Inline ML #)%¢) 2571411 Create Exception (EIEEGI4F)

3. EFEHE L URL BiIsR S, AJm g OK (fiffiE)
HrY URL #7444 75 in %l Objects (Xf4:) > Custom Objects (17 X %f%) > URL
Category (URL 25D sk,
STEPS|  (n[ik) 5GBS KBS 5 WEE ML 2RSS MEEIRE
LER ks FE DL F CLI fr S & B IEPEIRE

show mlav cloud-status
i -

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

R EEEE R N BE ML = iRSS, 15 IF ML 3% ml.service.paloaltonetworks.com J& 7+ A 4%
BHL 1k,

STEP 6| ik URL i385,

A URL IS 3E NI ML APt T AT OG5 S, 151248 Inline ML Verdict (Inline ML
PE) IPEAE, SHEEN Monitor (Ji#E) > Logs (HE) > URL Filtering (URL iT38) .
PIE N G a0 14 phishing (4880 ) 2 malicious-javascript C% & javascript) 21
AT Bl

=52% URL iy 4 B 52 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html

- URL i€
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T

Details

Severity medium
Repeat Count 1
URL 30.30.30.2/js/1fd7a5358f59 le2ceddee2¥bfc14b5cc0dbf4328ee551c0fd3a07 68cc...
Request Categorization Change
HTTP Method get

Inline Categorization malicious-javascript
Verdict Create Exception

Dynamic User
Group

Metwaork Slice 1D 5D
Metwork Slice ID

Bl A28 (PAN-OS 10.2 J2 T &l R)
STEP 1| %% PAN-OS Web i,

STEP 2| ZRIM AR, BTN AR g URL i JETT B

© A Ak URL BT B, AT DUR A PR 2K

WAL A “ =2 URL iy ” TR . 45 R A e A 4B R e v T b, i ks
Device (¥ %%) > Licenses (VFnJiE) |, TN 5 AT AH B F v UE DA n] IR & 15 O 11,

Advanced URL Filtering

Date Issued May 27, 2021
Date Expires June 26, 2021
Description  Palo Alto Networks Advanced URL License
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il e URL g€

STEP 3| S13§7k @UALHTI) URL L AL SCHF LU JH 2 B A 2.
ACHLRI 2 PYIBR/3 S 0 b M - Categories (R S i iy g
i,

1. %FIA47 URL Filtering Profile (URL i yEACIE SCA) o Add () — AN AL E Sy,
S %45 N Objects (X}5:) > Security Profiles (22 4xfiti&i 32 {f) > URL Filtering (URL it

)
2. ¥ URL i JEACE 1R, AR5 E Inline Categorization (PIEZ»2K) 38 B S 219
B KIT1,

Enable cloud inline categorization ()& a2 — —FEE T R NERIR 2 2] 5|
B n[SER M e BEMI DTN A, DAGRIF P 0 A H A ey, T A S PR X 4% 4 £
T At v 2 R AR 1 X 24 ks o

Enable local inline categorization (J5 M A NIEE/>2) — J5T-Bh K REROR I 5 152, {11
PLES 2= ST HEEARSKBHH JavaScript s 19 38 i A8 (R Rk AR TT - ) £ 44 £ 140

URL Filtering Profile @
MName | Default
Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization

D Enable local inline categorization
Enable cloud inline categorization

3. Hid OK (1) Jf Commit (#2%5) &,
STEP 4| (wfie) mMSSEENR, K URL B4R INE] URL i A E b, w] DLAE 7 URL i

Wi SCpE R e AR Eh A 15 8l A 7E SC URL S IESR IS GIS, FRIERIBISF T = MA
AR

IR A L 1 i S URL 3 (Objects (xt4:) > Custom Objects (5
#i4) > URL Category (URL <) ) fystqtplL i gl gy URL 154

oy DUHAE A I 2RI B4t

1. %% Objects (X}%) > Security Profiles (Z%:fili& ) > URL Filtering (URL id3%)

2. RS MEPERE URL /Y URL €A S tF, KI5 %FE Inline Categorization (P Hk7)
e DN

3. gl Add (i), DUEFE DA ErI S T URL 943N A 2125 11 7 X URL 251
WAL FIR BRI T, 15 20 AN — N T S s s 21 B 1 e S URL 2891,

4. 5 OK (fffiE) LAPRAF URL I EACIE S0, I Commit (F222) Hdi,

=52% URL iy 4 B 54 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html

il e URL g€

STEP 5| (4P ks 00 s U R 25 i At Bl F T i R &5 28 QBRI 45 28, LA AL EE AT
AL IE R NI M B BE AR BiE sk . T DUFRE AR IR &5 s, FEK LR T AT 4 Palo
Alto Networks T R5s, ARG AT A i v N BE = F H S0 R RS -

1. (PAN-OS 11.2.3 )2 Uikl A0 @ik PAN-OS Bl iE AR AR 45 28,

1. %£#% Device (¥%%) > Setup (&) > Services (IR%%) , RJ54mtH Services (i
%) VEYHS A,

2. f57E Proxy Server (fUPER4575) & I Enable proxy for Inline Cloud Services (4
WEE RS 8 ACEE) | BT LIAE Server (IRZ588) 7B vhE(t 1P Hbhl = FQDN,

. IRPEAR 5% B B A28 A 10 8 RAN R,

Praxy Server

Server | proxyserver.example.com

Port | BOBO

Enable proxy for cloud services. This setting is for cloud logging, loT, ApplD Cloud Engine, User Context,
an s

Enable praxy for Infine Cloud Services

3. i OK (fif7E) o
2. (PGS LU RRCAR @ PAN-OS 10.2.11 Je B fioA M PAN-OS 11.1.5 KO mlilcA) @il
B g CLI e i AR 55 2

1. Vil kdE CLI,
2. {FFHLLF CLI a5 i & A E AR 55 28 Wi

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>

set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

(I 45 9 BT A 2
3. MHLL R CLI gy, MR S5 18 77 LA PO IBC 2 R 45 R 5 R R T K

debug dataplane mica set inline-cloud-proxy enable

4. (GFHILLE CLI a5 A K 2 45 19 (RO S FR U s 1 IR
debug dataplane mica show inline-cloud-proxy
B -

debug dataplane mica show inline-cloud-proxy Proxy for
Advanced Services is Disabled

=52% URL iy 4 B 55 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli

Al URL 3y

STEP 6| (nfife) BEiERh 3 R AL FE NI 70 KRR 5518 k9 = N 458 2 IR k4 (FQDN), BA
FQDN ¥ i%#: %] hawkeye.services-edge.paloaltonetworks.com, & J& fi# b7 21 i T 19 2= IR 55 IR
e RERT LI F5AE f e A IO T R R SRR B S SR I X Ik = N A e 55 s R 7 s 11 Bl ik
PRI S5 25

Zpyzs FQDN i el (6 FHR B, & M AL J 1 3 M 55 0 0
Uik ADWTE-
USEBS KRS 2 5 15 R e X ) (E i N 45 % FQDN (Device (#4%) > Setup (ki) >
Content-ID (4% ID) > Content Cloud Setting (N7 W) ) , FEAELLZERS B2 FQDN
+ %[H — us.hawkeye.services-edge.paloaltonetworks.com
« Kkl — eu.hawkeye.services-edge.paloaltonetworks.com
« 9 — uk.hawkeye.services-edge.paloaltonetworks.com
S8 25 FQDIN Sy e e 20 o 00k R 4 e il 5 Sk e s . URL ety py g
KRS 7 (eu.hawkeye.services-edge.paloaltonetworks.com)
« L KH#:[X — apac.hawkeye.services-edge.paloaltonetworks.com
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Al URL 3 )€

STEP 7| (i) Kbl Kims AR ) FeAR 55 s IEBOIRES o

1. ml.service.paloaltonetworks.com Il 5528 N5 SR ERIUARHL P70 S8 AH ey 36 1Bl K B
H - FEp T I T,

ERG KBS LT CLI iy 5 & G RS
show mlav cloud-status
il :

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

IR EREREZZINEE ML ZIRST, TR E DL oS b

1k : ml.service.paloaltonetworks.com,
2. SRR hawkeye.services—edge.paIoaltonetworks.com 5% v AL PR R 250 2R

LG KBS LU R CLI iy B B A ESOIRES .
show ctd-agent status security-client
B -

show ctd-agent status security-client ...Security Client
AceMlc2(1l) Current cloud server: hawkeye.services-
edge.paloaltonetworks.com Cloud connection: connected ...

MR, Fulk CL sk s 7 ik,

MR EIEES S URL 98 2RSS, 1 A DL E0e & %P 1E @ hawkeye.services-
edge.paloaltonetworks.com,

STEP 8| “Z3: ] F1n) =2k URL L{fbl\mijj AT S O B Rl TG kRS GuE . SN SN IR )E
T A B K 855 o L I

STEP 9| ik URL I 38505,
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il e URL g€

URL & 715141

WO EL Ry LAGE Y 2 TR A2

« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334

Manager) AIE)
« Prisma Access (Managed by Panorama) T
°:ﬁ2x$hm@dwsmmcmm ©EE URL Sty e e o T, 0 0 A
. i I UV i
« NGFW (Managed by PAN-OS or + Prisma Access ¢ mr3 Advanced URL
Panorama) VAR R4S

Filtering tjjts .

AT AR R W PR A URL 2R sk Jii 2 4%, DAt LR 8 5 6 URL 2R3 SIBRAY SR B A an ], 4

K PH I 2R VR EEM s, BN, ST aE s BH ilit 524 URL 2851, (1725 LinkedIn, 4 URL

) TR 119 S D B 5 M L

o CRPEBH RS R EFRY PG 1P Hzhb o URL #%hn#) URL List (URL #112¢) 2RI F1 7 L URL 25
e S35, A URL S P8 ACIE SO ool SGZSRBIME ST A o fefr, R RC 1B SRR n 12 22 5
USSP

SB35 2 M AN (4610 1158 SC URL S5 DU 2, s (U410
i TR ATBL ik v URL gt g 2 i s 2 .
o KBRSV URL 5 inE) URL List (URL #1152) 28700 S A& vl derp, 94
5, {5 URL SR SO b (1 A 50825 91 2 2 A SR AN i VE R e, 5445030
A SR AL, S TAERS I 14001 el e ) S 5122,

gy URL List (URL 3ij52) somyy s s sh 2 4 32 b5 WA PR LS 21 0 o 1P i

somms, ma URL postanshas a0 o drlomn 1P sk, (52 2 RS, &85
% HERL,

- URL 51615145 1
o QU F % X URL 25
o {0511 URL 380 8 Scf ity s i sh A 71 2

URL &5 517+ 415 7

WOR L mT LAGE Y 2

« Prisma Access (Managed by Strata Cloud O &2 URL byEdFnfiuF (B¢IHR URL &
Manager) CIRND)
« Prisma Access (Managed by Panorama) R
Ny enaged by strata Cloud * I URL et v T RE L I, (L0
RV T RO AT AIE
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il e URL g€

AR L W DA 2 wERMTA?
+ NGFW (Managed by PAN-OS or « Prisma Access yurijf 4y £ Advanced URL
Panorama) Filtering v

LUMRR M 7 nfrEse URL R 61045128 — H7E C URL 259058 URL 24 ishs o113« FfiTie
(% 7 A7 R AN e AL AT RVRRE 2% H 7 B,
URL &5 I 4 51 L9 AR 5 7

{ER 2% HEINEN URL SRAIGISM IR 2 i, W55 8%k H T EA I VERCIT. BL M e/ dd 1 anf] g1
St L 1 2 7 VR A AR 7 T 1 IO sl A B ifn ) 2% H
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Al URL 3y

7 K ER A B 2 AL ) i s R DU UL () i 5 O) ssremo ik B e A
FT 4 5 BB B A R S i et 3L sz it skems g URL, e JRsmio /i 4% H v, R AT £ I
IS L T Ve, i, example.com (g5 example. com/) i
(1 &y 71 example.com/search ypup

FESBRCAT ISR B PR S Bl AT SI95 H) b, RRFLIRGI 51T &

ek URL jipcme, (i, sEpufiiZ 0 *.example.com URL

A G AT 4 IR LU s example. com gi 2 B ghfsis,
4. <subdomain>.example.com ; news.example.com i pup 15, (1

example. oM iz, 4 ye b 54,
Bl TR RHL, LUK 851265 F i A B0 WT% 2 H O TUUIPC A T,
FEAHT AL B JC R, R AT T I

® ™
iz 17 PAN-OS " 10.2 1y Panorama ™ 7 gii fip, 4% 22 LURE SR ) — B MOAS T )7 385 e FH I 2
%o%?EHWWOSwJﬁ%?%AW%k%Em%m%,%&ﬁ&%k%me
LLF CLE g2y

admin@PA-850> debug device-server append-end-token on
admin@PA-850> configure

admin@PA-850# commit

sEAS ] o be, {5 eix Device (yy4 ) > Setup (i) > Content-ID > URL
Filtering (URL ¢ye) | #%)5, Wik 4% Append Ending Token (iff izt ey i), (1
S WURAR L IORE, T AE 2B 1 5 A U i bR O URL kPR L/ ek
TEERMIRAE, B O R R RN S, fi, A example. com
vl vrr s URL gigerh 5 kol 2% 4% 1 e &y example. com.™ -y
e, B R A Vv i i ) example. com. domain . xXyz sy o URL IS5

7t (PAN-OS 10.1 Jg yisipiik ) Fhk 7 4% Fi b S BE I 5 A 50917 A9 o
o FIEEARRD KNG,
« Z% URL 25 HHhiy http M1 https,
o A URL 4 H i1l KK JiE 9 255 D777,
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Al URL 3y

o A ERHAESARVER 1P HhEE URL o= 2 pupa M ZY, 50 (M AT B - o po g o

D) BRI H S RECRRMSE R ISR, W A E R ] (example. com/
contact) ) URL il by i 2 IR IAR 154 0 B DU AE, 5 4 DG I i 24 L i R 1
WA M Hx.

o MRBRIA 2 H AT LG 2N URL Uiial, 18 5 R e T 1705 ) 993k 2 T3 URL s b 20 (51 4+
514 (#4n blog.paloaltonetworks. com £l paloaltonetworks.com/blog) .

« % example.com 5 www.example.com <[], EAR KA MHR, LN EHEE
www Ik,

Palo Alto Networks 1< ¢ 11 5 S URL SK5 sk o1 50 8 25 51245 B ebofii JH 17 01 3%
kA, f}ﬁ:dz?@j\&%ﬂié%% URL o 04 Z1 (5 S B 2 R0 AR 7 o g s st p i g URL s
;T:E L ) = ; +o

URL 285 51 7+ 51 A1) i B 75 1 e

I LAE URL KA BIAAFIZR h (T A5 (%) MHEART S (A) SRACE AL H, AT PEAC 2 A 5k,
tk. TZ s (TLD) s, AT i AR URL,

ARl L5 (%) R A SF S (M) SEAL

UN TR RG . /7 & = ;5 4+ H—NEDNEF T/ o R A T15F

Hgb e — N, ARECSE NSRS AR, RERE ST A ST e . fE
docs.paloaltonetworks.com %% 0+, 5N “docs”. “paloaltonetworks” #1“com”,

AL RS I AT S LRI O 1R,

PR AT IR, B, TLD 21 H FOR—ADAARR G BB TLD,

e R AT MG A 2. DU F 4 H L
LA ERRHT IS RS, Bl %% : example.com/”,

%
example.com/*, @ - ~.domain.com 5

#ln - *.domain.com 5 docs.domain.com £l blog.domain.com
docs.domain.com I VEAL,
abc.xyz.domain.com tfi,

DRSS AR ARF S VEACHY URL VBRI R, 5 X0 AT R ISR T 0, e AR5 10 I ) B
— AN

FLT xyz.*.com 1Y% H I xyz. ™.~ com PERLH M GE % 5 xyz. * . com A] LAVERL T £ 5 2
B F AT O S b i, 1 xyz .~ . com DU DS fc AT AN 5 R sl 1

o CHECRFLAUE TR ME—F %, BN, example*.com jt—AN L%k H, KA example Fil
* (PR AT, B, AN H A DAE AT b 5 R RO RT
o ADAER 2 Hrh @ R S5 M A RT S (a0, *.example.”),
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(A e A g R S () AL EEgm A (Y 12 H, ORIX S H T tE S

S B K P RE.

B, TR I MALLL* KL COM iy 4 1 11 JRAZ AL 4 AT 42 ) 19
G, A mail.*.com g mail.”.”.com

URL S5 4115 — /-
DEIEN @IV IESS SR

HER 2% HSE 6 FRAML, LIS b

VERC 3t A LK S 1By it E B n FE RHLIN VEACA T 9y i W,

(EIE BRI MBS T2 H, sest, 61

SFIE T EE & e BB AT s E | 2 iy & B, URL FEEI9E — 501 (PAN-OS
10.1) G R EA I ER A BN K R BT I I VSR AT o
AT FRIVRI AL,  DUAR A 1% 4 H i A 5 W1 3% % H BN i /7.
SR AT B A BTN, TR AT R AT

URL 5451565 H

VA R 3t

ANCIES

paloaltonetworks.com

paloaltonetworks.com

paloaltonetworks.com/
network-security/security-
subscriptions

Bh K 42 ok HE n—AN R4t
AL, g VLA T PR Tl D fify B Bk
LT H

paloaltonetworks.com/
example

paloaltonetworks.com/
example

Blj K 32 ik 2k H B hn et
AL, PR TR A - H 3%

example. i A%F7E R TLIT

URL B, B ks ¥ Gl h e
L TR E R T

%2 —EYS

*.example.com

www.example.com
docs.example.com

support.tools.example.com

BSR4 VLRI e 2 i A
example.com 1,

85 K3 a5k B in—A>
FERHT, SRR
example.com £ PEfd
T

mail.example.*

A I 1
BHLIIME, UL
207 Al
{VLRLS.

mail.example.com
mail.example.co.uk

mail.example.com/#inbox

SR VEALIY R F
mail.example .2 )51y {T-{1f
URL, <TLD> f#35{,

gk URL A 3
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Al URL 3y

URL 5451565 H

VL R vl

example.*.com

example.yoursite.com
example.es.domain.com

example.abc.xyz.com

SR VERCY ™ e 25 /ol T Ik

%7 example. TR AN
com [*J URL, LB R RHLHE
i1 TLD A0 VEfAC I

example.com/*

example.com/photos
example.com/blog/latest

f£{n] example.com 1 H 3%

BUG R —A S AN, &
R FHF. BS5 L]
{E{L{7] example.com |- [ 3%
(1975 B 2 17

B K AN N LU 5 5 R 5%
H BR b0 FERHAL

RO 3 —mART S

google.®

W
example.co.®
2 R EAGH
W T VU AL
i 5 X
k4, i
example.co.jp.
HE,
ThiZk ik (§TLD)
S
example.co.”

PR
example.co.info
example.co.amzn
ZRIEA, X
LR T RE 8 T
ENEEEEAR

google.com
google.info

google.com/search?
g=paloaltonetworks

AL SR VUBC I 2 L
google Jf3LJf-LLHAS TLD
g5y URL, LB 19 R RHTEE
B 1 g e AN A S
Tl

A google.com
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445 Advanced URL Filtering 1T B, 15X FF461E #2245 Advanced URL Filtering 19 URL 3
7 WA
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https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClaDCAS
https://urlfiltering.paloaltonetworks.com/
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClaDCAS

Palo Alto Networks s iy i it Sci il (R WIBE 26 ERfF &, Lhrhisizhiy URL it
VERCIE SO Alert (e | o Tsea 7o pin URL gt
Web i 1ty K BRI (B0AVF, I THEM SR

B o dis e ity iz URL aii iy URL S50 BE I8 (0 B 0F b de P SO BRI, (00, B
i example.com jyt 75 g s Rl . 5 R IR — S BT TR, BRI
VRER(RRO o 55 AP 1k12 URL B 1b Sl 50 28 5 e P 1 B
STEP 1| jjim LA FA MR URL Sk563F Advanced URL Filtering R 4% URL 72K 1E 1 :
o EE{E — http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-malware
o WKL — http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-phishing

*  C2 — http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-command-and-
control

o KB — http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-grayware

IR E N N>R, IEH L URL M2 eia 1T

o EEIME — http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-malware

o M4 — http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-phishing

o JREIR{E — http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-grayware
o Z¥H — http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-parked

s B A — http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-adult

STEP 2| i Web 155), LA3&iF Advanced URL Filtering /& % 1 fifi 70 255 URL :

1. LU N4 sy URL € H & ¢ (url category list contains real-
time-detection).

JAls R4 TR PE AL 2 o ok, FFRE R § PAN-DB 7E IR .

c:z\ [ url_category_list contains real-time-detection |

FROM
RECEIVE TIME CATEGORY URL CATEGORY LIST URL ZONE TO ZONE SOURCE DESTINATION APPLICATION ACTION
4/19 13:00:08  phishing real-time-detectionphishing | fuzzing me/fakeverdict/junophishing... | trust-9

untrust-19 | 9.0.0.10 192.00.10 web-browsing block-url

trust-9 untrust-19  9.0.0.10 19.00.10

B B BBEBH

2. VAR WL, DUSUEe A IR BT R 38 1 R SR Web EH .

fE FAREI, URL #0330 DBk TS 20, HoAR L SO fir 75 APET (C2) rskr
Mo WON SR RIIANLE, C2 IRt F im™ B CR B M A B0, NIk, %
URL U RSy 5 A dl, IR PRI,
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http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-command-and-control
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-command-and-control
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-grayware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-malware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-phishing
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-grayware
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http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-adult

Detailed Log View @B
General Source Destination
Session ID 7870 Source User Destination User
Action  block-url Source 9.0.0.10 Destination  19.0.0.10
Application web-browsing Source DAG Destination DAG
Rule CLI-SRV-9-19 Country United States Country  United States
fab292cb-039d-4e5¢-9354- Port 16487 Port 80
Rule UUID - 001 99béc2d
Zone  trust-9 Zone untrust-19
Device SN
Interface  ethernet1/1 Interface  ethernet1/2
IP Protocol  tcp
NATIP 19.00.1 NATIP 19.00.10
Log Action  fwd-panorama
NAT Port 11090 NAT Port 8O
Category command-and-cantral
real-time-
URL Category List detection,command-and-
control
Generated Time  2021/04/19 12:59:56
Receive Time  2021/04/19 12:59:56
Tunnel Type  N/A
-
URL
RULE CATEG... FILE
PCAP | RECEIVE TIME ~ | TYPE APPLICATI.. | ACTION |RULE uuID BYT.. | SEVERITY |CATEG.. |LIST WVERDICT | URL NAME
2021/04/19 url web- block-url | CLI-SRV-  fab292c informati. | comman... real-time- fuzzing.... -
12:59:56 browsing 9-19 and- detectio...
control and-
control
2021/04/19 end web- allow CLI-SRV-  fab292c.. 1099 comman...
13:00-11 browsing 9-19 and-
control v

Close
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o
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/credential-phishing-prevention
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
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K7 SSL/TLS #2 T

MR HL ] LAGE A 2

 Prisma Access (Managed by Strata Cloud O 520 URL pbyEVF ol (8 IHRM URL i ¥

Manager) CIRT)
« Prisma Access (Managed by Panorama) T
« NGFW (Managed by Strata Cloud

* 1Bk URL Sy Ve aTiiE U, By Hif

M N N .
;”age(” i o S 1A WA «
+ NGFW (Managed by PAN-OS or « Prisma Access rgr3 Advanced URL
Panorama) VF T E 4

Filtering mjjte

A SSL/TLS 12 T i fit i 2 2e 4x, FFUALAMRGEANE 2 URL 1L y8T Bl . /&5 M SSL/TLS 2 T4
AR, 54 URL IR AT R T b0 SRR 5 5, RIS 5 S Bl 19 2 2 SR R o

N E R TSR

Ho, EaPE T b Hello T gp 4 9 4 e 12 (SNI) 7B, 02— MU G PHFR M
PLAAT TLS PRl g, IR, MRS LML i iRy URL R0 RIIRSS & Hiits, B2 Tk, M4
URL s R A e, AR TN, B0 SNI F-BE i) 8 Web IR 5525, 2038 22 25
AUUBH IE 7 pRli, 48 A2k, Web il Z BNGE s, A SR AHS U2 I HAEA SR 7o vt
i, SERC SSL/TLS 48 T i i 22 4238 e 246 B A 1 28t

AT SSLTLS B8 TAYEII SIS, URL MBS GU 12 5, P96k
BT T HTTPS e, i 2ok SL/TLS JRop. J6HLUCSG300 5 8 0
HIZ, B8 2 S rhRAEN M HE R A

0] DUAE U R 5 1 G b B s SSL/TLS Jig TR & iE v anis A, e ﬁr‘lﬁ
PEgiS T e URL w@a e  SSL/TLS g 0y a] B 11 W T 23 /R 2 24 1 25
HL,

» Strata Cloud Manager
* PAN-OS HI Panorama

&2 SSL/TLS #& T (Strata Cloud Manager)

v g iy Panorama 7z g Prisma Access -

S

fi f*ﬁ
in SF-445 1 5 (1 /i Strata Cloud Manager i 75 [ b 4k 5.
2 SSL 4R Ty ko2, i SSL A% BBl SSL AR 75 i %5 SSL/TLS ¥t b,

STEP 1| i &Y Prisma Access ¥ nJ it HG =4% URL 31T 1) o

1. %% Manage (5PE) > Service Setup (R%-¥% %) > Overview (Juilk) , Af5 iy
RN Quantity fH. HRPEB R RS LRSS E R,
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license

URL iZ e

2. 2RSS R, A URL s A4 =ik bnid.
STEP 2| B&AIFMA & 753t SSL 4 4 (U gl SSL Ak ier I i %5 SSL/TLS ¥t Hs

STEP 3| J5H CTD ¥ 7 SSL/TLS 48 T, BLAMHL T, ik miih T2 HDIRES .

1. #%# Manage (@#) > Configuration (fili%) > Security Services (ZZ%4=f[R%5) >
Decryption (fi#%#) |

2. @it “fREmERET, EFWREERR. Ao, EFF Inspect TLS Handshake Messages (fi 2%
TLS#ETFIHE)

ol &, fsn LI}l set deviceconfig setting ssl-decrypt scan-handshake
<yes|no> CLI @43,

3. Save (f&fr) Wk, fE“MHEKE” N, “RETLSEFHE” WENMERCHH.
STEP 4| Push Config (JE=ACE) LARAFFFRPESC LKL,

¥ SSL/TLS #2 T (PAN-OS F1 Panorama)

STEP 1| i%#% Device (%) > Licenses (¥FiliF) , LUfIAGEINA A0 2% URL i g ek IH il URL
TEPEVFATIE

STEP 2| ESAFMEE A SSL 4% 4 (U B SSL A kK il i %% SSL/TLS i o
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-forward-proxy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-forward-proxy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html
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STEP 3| J5 CTD ¥ #r SSL/TLS 2T, ERANGIL T, 1zt T2 DR .
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SSL Decryption Settings

Send handshake messages to CTD for inspection
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1. %&%f Device (% %) > Setup (i%[%) > Session (£i%) > Decryption Settings (fi7 %
&) > SSL Decryption Settings (SSL fi# %% &) .

2. %% Send handshake messages to CTD for inspection CEE T-15 &K =% CTD #E1 746
o,
i, L set deviceconfig setting ssl-decrypt scan-handshake
<yes|no> CLI w43,

3. i OK () .

STEP 4| Commit (3}2£25) A& ¥ ok,
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T VFE R U7 7] 260k

MR HL ] LAGE A 2

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering ¥F#J4F  (Z¢1H i

Manager) URL i JE¥F vTIE)
« Prisma Access (Managed by Panorama) T
T o (IManaged by Strata Cloud © IRk URL SV TECUS I, (09 A
. 8 ( i o S 1 VT3
+ NGFW (Managed by PAN-OS or  Prisma Access ¥:7T3 Advanced URL
Panorama) VF T E 4

Filtering tjjts .

FEHEERTOL T, T SRS REVT IR L eSO s, BN, 5E 2% ) aT RE S BH AR B 3 T4 2
Mk URL 85500 e, Hest 3 Dl gEmR EONRET r it se sl b 5k H R X 2e25) . D 1 7R {lir
LARPENNYSEE R, S2h URL A8 BE 53 B8 o vl e T — Rl A A i e i %

WA URL AR B, TR R (E By Override (B835) o ARJn, QUEE—AMEE, i
W25 A RS BETT IR LSRNt il 24 P Gl I U7 1) 458 e 9 SR e (g Rk I, g R K 2 A
TG DT I T i e Y A A B I, RS Al AT T A R SR 4R S 1) R

« Strata Cloud Manager
» PAN-OS FI Panorama

VRS B 17 i) B ek 5 (Strata Cloud Manager)

1 -4 (5 )] Panorama #2411 Prisma Access
17)# 5] PAN-OS & Panorama (PAN-OS 7 Panorama) i i B SRIGHEILhp s S
HRAE,
1 SR48s 1T 15 {1 1) Strata Cloud Manager i i 1 b 4k 453
STEP 1| %31 URL 5 [0 i FE45 7~ B,
i%£# Manage (57) > Configuration (filiZ) > Security Services (Z4:fllt%5) > URL
Access Management (URL 5 1A% 2)
STEP 2| i%&#% Settings (&) .
STEP 3| @I URL 4581 51 78 o5 550
1. #%) URLEHL GG, A5 Add URL Admin Overrides (701 URL 52 A7 %)
2. (nR) EBFEERIT A EER Mode (B150)

» Transparent GEW) — WHEER IR 15 4A H bR URL, B KRR R B E AN
B w9 URL 2500 A sl g 3l Sa 2 i &, & T HTTP 302 RIS A Y, %5
JHT vsys 25

E 2% URL i g4 83 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
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» Redirect (M) — HM LR MEFRCH) Address (Hitk)  (IP #ihku, DNS FHL
%) WM. Bh KRS R R B E N S5 URL -5 HTTP 2 HTTPS i, Ff(l
JH HTTP 302 fC AP il ok =B ki L 3 2810,
3. HiA Password (%51%) |, X515 X% A LL Confirm Password (ffiil #%i%)
4,  (wlik) 1%E#$E SSL/TLS Service Profile (SSL/TLS IRl E S0 )

&l DLl 70 7 #ds Create New (i) A1 Manage (F57HE) SREIEFIE HE SSL/TLS Ik
I iE S,
5. Save (f&fr) Wik,

URL Access Management | Shared
izl Users*access to web content, and horw they Interact with It for example, o prevert .u | Add URL Admin Overrides

URL Admin Override Settings

URL Admin Overrides m

Properties

STEPA| (i) 51 a5 vy 1) RN 35 AL B s 17 Fr st (1]
IRUEOUT, X TR A 5 S8 b g W, P AT EAUE A 15 208, AEERAE A E
MRbRIE S, F P A2 R AR .
TN R, P A DAl A S =K, SRS, P S #EBI IR 30 78, AEBRIAEL
H e SCBUE R TRk fe, P ] DASE K 0 1) 99 3a
1. A& SCHIRE,
2. %}7F URL Admin Override Timeout (URL & B! A A | i A — DT 15
86,400 Z[alME (LAyet yEfr)
3. X7 URL Admin Lockout Timeout (URL A58 G480 | M AN T 1 £ 86,400
ZIWAE (PAopmsfirn)
4. Save (f&fr) Wik,
STEP 5| 77 552l A %805 a1 URL 2851

1. /E"URL 518 B 457~ _L119 Access Control (7 ] #4i)) Tl 1, #%%0“URL V5l %
PACE S IR Add Profile (R DNACIE SCHF)

2. TE “URimPERIT N, R A SR U A 2 .

3. EFEIHEFENG, Hi Set Access CRIEVIMALE) |, AR5k Override (i) .
7 BRI Rk AU IR AR BLAE M %42 7”8 Override (i)

4. Save (f&fr) T,
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STEP 6| K¢ URL 7 il & BREAC [ S N 21 22 2 R R0 o
AR G A1 4 AR R 7 | OO S b, URL U7 el B & SO b TR BIpIRES .

P I BRIIAN URL U7 ) BEACIE 0 CRIMEA] & il SO o 5ei)a, 5 ffifR Push
Config (HERMALIE) .

TRV F A U7 ] FLLevh 0 (PAN-OS A1 Panorama)
STEP 1| #tiE URL & B 53 78 o5 %0
1. %% Device (%% ) > Setup (X&) > Content-ID (K% ID) .
/£ URL Admin Override (URL & HIF:AR) #h, #dr Add (Fsn)
11 Location (fZif) “FBtrh, 2R HNZ S B R 5.
f A Password (#f5) , )5 K% A LL Confirm Password (fifiiA % 69) .
1% SSL/TLS Service Profile (SSL/TLS iz &5 lc i S0 f4)
2 B AT B T AR ik 2 HTTPS Sk siist,  SSL/TLS JI2 45 Bd i 2 F-FHe 72 b k& 1) il 7
FEHEAIE TS
6. IEFFHERH AR Mode  (F50)
« Transparent (W) — HAGEEREUTI6 O 5 4A H bR URL, B KSR RSN
B 1) URL 285 Fh b e es it i, IR & HTTP 302 SRELR 5 A S, %05
FHT vsys 2051

ok

IS P U W e NS RS, e BoRIE AR,
e Redirect (FET) — Hiie R MNIEIE TN Address (Mihk)  (IP itz DNS 341
%) B Bh KESFERUR R EIBEIE N 5 URL 28501 HTTP & HTTPS v, FF(l
I HTTP 302 H0E ki =k A= 2B ki EEE 3 ZHe 1,
7. B OK (ffE) .
STEP 2| (i) IE 78 W Uy i) FVA AL B o 1V Fr 2 is) [
BNNOLT, X TS A S E A R g G, P el AT iR 15 8. AEERIAE T E
SCIE bR S, TP A2 A
PN R, P A D2l A SRS Sk, S REVARIUE, P2l Ll 30 0 Bh . AEERIAEL
A oE XCBUER Rl e, P AT DASE B 0 1l sk,
1. Z%% URL 38070,
2. %}T- URL Admin Override Timeout (URL %P 5178 5588 , WA T 1 5 86,400 .~
BIE (DL ehAmssr) o -—-BOANF, P CT AR B a] o5 a2 280 b iy
vl 515 2.
3. X7 URL Admin Lockout Timeout (URL 4B 8B | 5 AN T 1 £ 86,400
ZIEE (DA snr)
4. ¥ OK (7€) .
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STEP 3| (W dii g i) B R Bt ik B AL 2 ) i 7 Web iR EE R 3 280,
1. GUERERACE SO, LU I 0 B R “URL i 4k 4k AU T~ mi B UL
1. %+ Network (/%%) > Interface Mgmt (B2 45 EE) | K58 Add (i) .
2. ARG SCFR) Name (475D |, 1%#F Response Pages (N T1) |, KJ5 8
OK (ffiE) .
2. QUEESS 3 ZEE ., R iSRG BEACE SCFE (78 “Ethernet #2117 XHEHER
Advanced (i5%%) > OtherInfo (JLfiif5E) &I F L) .

STEP 4| (VL diud i) 35 885 8 ) H P AN EosiE PR, 15 42 51 20K A A e
URL 251 ik 51 Web 185 ok #5572 [0 Z 082 L 1P jo kil PUleiyiiE 5. 0] DLA I B 2844 30F
P, e LS AT CA A MIED.

R ASAUE, DA EIE - CAER, AJE % CA B4 6% T URL & L EF
RIIES, LBINE -
1. AEAIER CAUEPR, 5%k Device (i%+%) > Certificate Management GiE4%4 )
> Certificates (iE-f3) > Device Certificates (¥ £-UFE1) , Ao Hdi Generate (4
) . i A Certificate Name GIE#F%) , (141 RootCA, 1~ZEi%+¥ Signed By (254,
) TEhE (WEETRAZS) o iERED Certificate Authority CGIE FZEUHL
¥ AL, K5 HE Generate (X)) EP.
2. FHEQUEH T URL A EE IR TS, &% Generate (ZE1K) . %A Certificate
Name GEPAF) |, 4 A#E 019 DNS ZFRE IP #hk N Common Name (il ]
%) . fF Signed By (Z45%) T-Brb, B B0 Ay CA, I IP Hiklk)E
VE, FFFe7E SR A XA AR RS URL 2501 Web ik 72 10 U483 EH: 1
IP #B ik,
3. Generate (/[:H0) iEH.
4. BEEER PG EZIET, 5/ Device Certificates (B4IF) & ik CA F
B, Wit Export () . R)g, MWAGHT TahfdEwl e, s BB IE By in
# Active Directory 217Xt 5 (GPO) iy nl {5 R vh, BZiE FfE A TSR CA T AZ| AT
EEE- RN N (N

STEP 5| g7 2 65 T U7 ALy URL 28531

1. %+ Objects (X% ) > URLFiltering (URL idJ§) , AJGikFIA URL i JEACE Sk
o Add (Fshn) HrficiE Soek,

2. {t Categories (K5 &I & b, A5 T E8IHY &N 290 “HAE” &b N
override (FFfY) .

3. SEIC URL I P ACIE SCAF b T AR 4x i 7, ARG iy OK (i) PRAFIZABCIE ST

STEP 6| #4 URL i JEACE SCIF ML 22 2 A RN, LLoe VR el w5 SE2E 1 1 i Ay BE U7 ) (s el
1. i%&F Policies (ki) > Security (%) |, RJGIEFAINAY L 2250 LA T &k,

2. %$% Actions (FifF) &$F 1, RJ571E Profile Setting (Bl CF&% &) o, Hds
URL Filtering (URL id38) FRizIZ, IFEFRiZncE ik,

3. By OK (%) DABRAT,

STEP 7| Commit (32%5) A&,
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AEART b W] LEE A 2
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« Prisma Access (Managed by Strata Cloud
Manager)

« Prisma Access (Managed by Panorama)

O 52 URL L EVF nTaE (HGIH ik URL i JEVF

FTUED

* NGFW (Managed by Strata Cloud © IFH URL S TECUS I, (09 A

M N N .
gmgf i o S 1A B HT A «
+ NGFW (Managed by PAN-OS or « Prisma Access rgrs Advanced URL
Panorama) VE T E 4

Filtering mjjts .

0 2 44y 3l o Bk D B AR Rkl e, RS G RO (S 8L, B nT 7 I S R 48 119 58

fie. MR E T IROEEE AR, U - S B R A ST, Bahst ek k. TR
AP P ARG 4 ) URL SRUEE 22 22w SEHm vt e, SRAS I FNBH, (F 37 el 1) I 2% 44 £ el

MR SEHE A S o AR T VR R BHLA PR SR S 52 45 AN mT (S b, [A) B S P 4R 17 23 W)
PRAP NSt o it

B SR S g W P A MRS, R EE S x WA 5 AR A A SRR T IR, AR ST
PRt n] DU R0 URL S0 £ 220 VF sliBH 11 22 n) SRR fe se iy st 24 71 7 2l img 4 B
T b il e s STHEI,  BEL I M N2 BT 1 S BELLE ] P 42 s SRR, ulos 4R I i 23 % o5 1 R 2
0] K28 URL 25 rhipysal fide 22 Sedls, (05 VR A4k b 22, nr DU SO B2 it &3 i
S A R R RS, AMEAE G kny IR Mg A ol nd I, AT N IR I R 45 S HR 1

PUN BRI 7 8] DL R ) ST AN 72, R0k 1 B FEas W28 4 s B T B ).
I o /AN 25 1 e DR S

« {EJHHT Windows 19 User-1D A AC i 58 H6 45 )

o JE T STYE R 2% B

ANV s IO R=S

e A ?

TR ERL AT LA 2

« Prisma Access (Managed by Strata Cloud O @52% URL g€ nfF (B IH ik URL &
Manager) CIRT)
» Prisma Access (Managed by Panorama) W
T oy Managed by Strata Cloud * IRl URL ek LA, (09
& S8 1Y T -
« NGFW (Managed by PAN-OS or « Prisma Access v i fu 4t Advanced URL
Panorama) Filtering v
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B Credential Detected R FEHE) 51388 Bh KCRSAIN 2 4 & A5 SO IR0y HTTP KA S

KIS
CREDENTIAL
CATEGORY APFLICATION ACTION = | DETECTED
[£) | streaming-media block-url YES
streaming-media block-url YES
(£, | streaming-media block-url yes
£,  streaming-media black-url YES
[, | streaming-media black-url YES

PR, B BUbRE M AR L, RS Rk DO R R R R A,
H 5% HVRAR(S RIE R SEda e =2

Flags

Captive Portal  |//
Proxy Transaction
Decrypted
Packet Capture
Client to Server ./
Server to Client
Tunnel Inspected
Credential Detected [o/]
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STEP 9 | Bk phe 5 98 B2 s Kor il 7] 2
o (EHLLT CLI v &G TN S THE R -

> show user credential-filter statistics

Zr s TR A BTN IA], IR TR B KRS I A ARSI A B s ik, pilin, an
AEATA] URL S JEACE SO b Al Tl gE 2, 4 Bk bloom i JiE B854 & 21 Bl K B 17y
User-ID fREEZ1Z:, DA AL FE bloom i i 28 i 4 .

o CfBRZALEEG L) (LAY CLI fr 3 B A A S 5, QHG S T e 5 ST 4 A URL 1
PEMCIE SCAFH, DAL CLs iR PRI St 22 8 52 BR b s o L BRI P 44

> show user group-mapping statistics

o (UBRBLSTIEEUEES ) EHLLE CLI fy 58 G IEAE [ B ks & R &5 S T & 3L T
Windows 119 User-1D G :

> show user user-id-agent state all

e 3 % RS bloom € 2SN I, RGBS KBS M AEAREE B2 IR 1Y bloom i & 28
BT K, DL E B bloom i RS B Lok LR A S (OB (Bide /e (T
bloom i €28 FHT MO

o (UBRECSTHEREZS L) JE T Windows 1) User-ID fCEEE <5 H BF (bloom i jE88) #E
RS K EE) HGIEE, (6 User-ID fREEFAR i, i%£FF Monitoring (¥i#%) > Logs (H
&) .
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id4474fc8d-c151-4131-a473-30bac025e322
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id1ca5b582-5bd9-4b73-b32e-fbcbbd35cd4f
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id1ca5b582-5bd9-4b73-b32e-fbcbbd35cd4f

URL iZ e

URL i J& M) 37 03 8]

LA b w] DL(E 2 P S

« Prisma Access (Managed by Strata Cloud O 5%% URL BbyEir vl (8IHRK URL 3384
Manager) CIRT®)

« Prisma Access (Managed by Panorama) T

L Noaaanaged by strata Cloud © IFH URL S TECUS I, (09 A

GFW i os B TH R AT AIE .

+ NGFW (Managed by PAN-OS or  Prisma Access 73 Advanced URL

Panorama) VE T E 4

Filtering mjjts .

ZOHE R URL (197 ) 2 2B, URL S 580 B G 2l A o AR A b ni g T ARG i BH
tey GRS E IR FRYII], B R A%l 5 SR ) FE R e 52 PR, s A T RE 2 S B PR

TR B AR R 5 TR AL I d M R 1 2 B SR i, O L2 e SR R bt R A 7 2 ek, 35
W oS BB, TR BB BN, AT AN TIOL S S D AT, — 6 o] 7 g 1 42 P Dy ], iy A
(o] 7 B 16 ) A VAT S AR ) o AN, A SR B € URL S B4k S AV A TR 20 52 10X 286 4y 1 44k 458 T

7, WP e DL kgl gE AR (BRIJEE T 7 URL ARG ) o

Web Page Blocked

Access to the web page you were trying to visit has been blocked in
accordance with company policy. Please contact your system administrator if
you believe this is in error.

User:
URL:

Category:

ML T, WL 22 B LI IR, RSP, URL B0 URL 2650, (2, e

A5 SRS DU P A R I, T S AT R e 58 T 0 T R i o el

bl

fes e 2 RIS IR PAN-OS e A g0 B2 S 50 A BT AN, (L BLS AR AR
R, AT b S T A L R E K

@ gy SSL/TLS IR TR puy i e o s o it 2 5
« W S URL 3o i 57 i

URL o g mig 32 5 16 % 5
«  HE X URL I JEm Y 0T A
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/predefined-url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/customize-url-filtering-response-pages

URL id 32 6E

FE X URL 3 € 5. 5T [

R L W] A6 A 2 FERMA?

« Prisma Access (Managed by Strata Cloud O 52 URL ibyvr ok (8¢IHRM URL i 3EVF
Manager) ATED

« Prisma Access (Managed by Panorama) VA

T NP (TManaged by Strata Cloud * Ik URL g aECU I, L0y Ay

anager) 0T IF G T A

* NGFW (Managed by PAN-OS or « Prisma Access vy fu 47 Advanced URL

Panorama) Filtering w4z

L0 KD URL B9 97 1] Sz BRI, Web 05825 F 2 BsURL 2L JEm N T 11, 4> Wi 82 5 11 Ef 4
RN AT A BB RZ I, FF H RS BIm e S A R 7R URL DA A & BHL 1k £ 1
URL 231915 &L

fa e s R A PAN-OS s pi i A w187 5T 1 A4 AT AT, HCSD RE (R AR
e, gy T 7 i DA R ok
o URL BRI 5 P B 1k 5T 1
URL i VG I BR3P 22 2 SRems MLNIBEL 1= URL 250 B 1137 1 o

Web Page Blocked

Access to the web page you were trying to visit has been blocked in
accordance with company policy. Please contact your system administrator if
you believe this is in error.

User:

URL:

Category:
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
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URL iZ e

* URL ig g 4k 2 A AT i

WE i m i Continue (4848 LIS BH IR #)AARH IR M () Ui, A3 A URL 4%
P (Vs U ] St uh ) Bl Continue (46%2) J&, P AAUEE UL RS GEFCRH
1L URL 19 5%,

Web Page Blocked

Access to the web page you were trying to visit has been blocked in accordance
with company policy. Please contact your system administrator if you believe this
is in error.

User: 192.168.2.10
URL: http://homegrown.com/
Category: adult

If you feel this page has been incorrectly blocked, you may click Continue to proceed to the page. However, this action will be logged.

Continue

Return to previous page

o URL i J8 2 2 8 SR H it

LA R IR S BE AV ), Z s R ) URL i g AC i S5 H Safe Search Enforcement (5
HIAT R A R) I (SR T2 = 02%) . {9 Google. Bing. Yahoo
Yandex T T4 2%, H 0 N 28 b5 2% 5 R I P 1) 22 2 38 23 AR 18 AR W T, U P G B ik
LI,

Search Blocked
User:

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your
search settings so that Safe Search is set to the strictest setting. If you are
currently logged into your account, please also lock Safe Search and try your
search again.

For more information, please refer to:

Please contact your system administrator if you believe this message is in
error.

 BhAy AP Ik v

2 P E AR L R B se SR X DT B A S AR SE O P S B RS ) BF, 1 H  EOR
UL, A DAGR G )ik f,  (ELATD R E s 100 T (] SR BRI IR &8 26 BB 52 A5 2009 24 i) 540
SR P T LA 38 28 T SRR T, SEEDAZIL I User-1D J1 )3 FH 25 URL SR FT 105 0 25 47
LG,

Suspected Credential Phishing Detected

Username and/or password submission to the page you are frying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User:70.70.70.21
URL: 80.80.80.21/upload.php

Category: custom URL category
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URL id 32 6E

o BhR ARSI

JHE T A 4 P AN yfﬁﬁ% (R 2R $Esc B Mk, 2 P AN SR 2 608 v AFS WBH
IEfATTE R 28 T, R A AT A A D nT BRI Y 25 4 £ A XU o AU AT ] 06 200 36 44k
FREAE U A B AR, SEREGIH 0] DA se 28 AR IR, IS AR User-1D 35 G
T URL 285009 T T W 2 44t 4,

Suspected Credential Phishing Detected

Username and/or password submission io the page you are irying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User: 70.70.70.21
URL: http://80.80.80.21/upload.php

Category: custom URL category

If you feel this page has been incorrectly blocked, you may click Continue to proceed to the page. However, this action will be logged.
Continue

Return to previous page

URL 3 I A B2 D2 0 5

R L2 W] LAfSE Y 2 mERA T A?

« Prisma Access (Managed by Strata Cloud O 52 URL ibyEvr vl uE (8¢IHM URL i 3EF

Manager) CIRT®)

+ Prisma Access (Managed by Panorama) W

T oy anaged by Strata Cloud © 1B URL S vp O, [0y R
iy Manased by PAN.OS R 1P P T«

’ anaged by > or + Prisma Access 773 -+ Advanced URL
Panorama) VAT UE T 45

Filtering ;45

S A 70 A R A S ARG | ISR 1712 30 URL S Jrme 2 DT, W) 2 1148 3 75 A5 5% URL 37 2K
WARS B, BIan, X TR URL (19 URL 2850, Bh KRR 1 iR BT i) HTML (A i)
<category/> Ak, WM GG | EBEE AN/ G, . RIS,

M) 7 T 7 A5

NZEFN T B UE AR DL R G AE Bk S e e N AR A5 R O S, BES URL i €
N T B DA N AR B ouser. url. category, fHOE, WA N TS e mIn ., gilan, el s dk
AR B IR 2 9 A2 B9 URL R B A [l (1 7 S

s I A

<user/> FE SR N T, B kBSR4 (i nr LLs T User-
ID IELE D) 2 1P skl SR A % AS

<url/> AE ST B G, B KRG £ (A oK URL SRAUERIZ A 5
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license

URL iZ e

B {5 A 450

<category/> Bl 4k 2 1l F g BEL L33 >R 119 URL i S8 51 kA iz A 1,

<pan_form/> JHTAE“URL i ek 2 FiA” miim |2 7R Continue (Z4k%E) 24011
HTML 1445,

g vy DA RS, DA A B K SRR S AP 227 19 URL SEBIR B R AR R, Bidn, i
GUIAT AN AURS B v 4R 7E A URL 2851108 games BB RIEEL 1, 723851008 travel B2 0RiH 2
2, AR kids IR EL 3

var cat = "<category/>"; switch(cat) { case 'games':
document.getElementById("warningText").innerHTML = "Message 1";
break; case 'travel':
document.getElementById("warningText").innerHTML = "Message 2";
break; case 'kids': document.getElementById("warningText").innerHTML
= "Message 3"; break; }

M L T 5 |
i TAEANLIE TUAZRAY, Uyt Al R g ok — A HTML i, o, 0

98 op S RIS TN, 7T A L AR 55 S R L g, ARG, A R RE N
(CSS rpk) . Ao T b2t 2 5 4= o URL,

5 HRAY 7~ HTML (RS

<img src="http://virginiadot.org/images/Stop-Sign

-gif.gif">

I
<embed src="http://simplythebest.net/sounds/WAV/W
AV files/ movie WAV files/ do _not go.wav" volume=
"100" hidden="true" autostart="true">

B ,
<link href="http://example.com/style.css" rel="st
ylesheet" type="text/css" />

b

<a href="http://en.wikipedia.org/wiki/Acceptable
use policy">&FEA HJEUk</a>
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17 S URL 2 g€ mig N, T 1

WA E w] DA A 2 R A?

« Prisma Access (Managed by Strata Cloud O 52 URL pbyEir vl il (8¢IHW URL i €

Manager) ATED
« Prisma Access (Managed by Panorama) VA
« NGFW (Managed by Strata Cloud

* 1Bk URL Sy veaTiiE s i, MOy A

M - . .
Ngr:/ie(':/l . S BV T

: anaged by -Usor « Prisma Access %3 Advanced URL
Panorama) VF I 45

Filtering tjyps .

BOANAL &, URL REEM S 0T R AC 05 I3 k19 URL RO BIAL, IR Ry 1P Mk, 355k
(%) URL F1 URL &3]0 sy DA F 2 SO G i DA At Alb 555k Bilan, - ST DU i) B s i i
S URIN 2 it OB B2 B T B2 S2 () (T IEOR

SEHE XU, RN S IR SO s R e, S nT DAGE T B G min oz it 42
MG [T BEAT ST, 0 7 11 A e R BEL L e 72 TP URL A5 o w2 B i 5 [ Ao V£ 11 1)
G A, PR,

Panorama  Web w77 ¢ 5 o 1 72 i

KT S R /N 5 SUR B T A 2 i e i P 2, i PAN-OS 8.1.2 g
sy PAN-OS 8.1 yyoferetr, gl Ly 1 SRR Bt A ki 8191 3, 4
PAN-05 8.1.3 Jy i gifiihrh, Ik hivny 17999 245,

» Strata Cloud Manager

* PAN-OS HI Panorama
H % . URL 3 i€ 3 7L [ (Strata Cloud Manager)

v 1 iy Panorama #z: g Prisma Access -

G451 PAN-OS 35 157 138 96 4 i1 H 5
LA 11 A ) Strata Cloud Manager i3 /- 1 b 44k 45

STEP 1| S ZE e S BRAA IR Y UL 17T
1. %% Manage (&'#1) > Configuration (/idi%) > NGFW 7 Prisma Access > Security
Services (Z%4/k%) > URL Access Management (URL 75in]/52) > Settings (1%
) .
2. AR NGRS, B S B TN B DT AT Export HTML Template (5t
HTML #8)
3. B SHFRAEENIE R RS

STEP 2| %5 Hiy i N2 0T ifil
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/url-filtering-response-page-objects
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/url-filtering-response-page-objects

URL id 32 6E

1 [HPTIE HTML SO G 28 1% DL I
o SRRSO IERRE . URL sEEAIAISRI) FUE U, TEAIN—> 202 AN Wi 1Y

I

AR,
o SR HTECEG. A RS, B MRS AN T [
20 (T SO A R AT G B T () T

p=i

izt e pi L UTF-8 gufig, g, 46 “30 A9 S A7 R RHEAE,
M “Encoding (gfn) ¥y 5 ig g UTF-8,
STEP 3| 3 A\ & X B LTl
1. %% Manage (&'#1) > Configuration (/idi%) > NGFW 7 Prisma Access > Security
Services (Z%2Jllk%5) > URL Access Management (URL Vja]45H) > Settings (%
)
2. AE WA NEDTIA EAS R, B L SO N T R, B D I SR IR A AE

Blhn, AR E 5E X7 URL V7 A PEBH IR v, 4> #5 URL Access Management
Block Page (URL vjj jn) & #EEH 1R T )

3. Hiil; Choose File GEFECHf) |, ATk A E WSt
4. Hil Save (f1f) .
STEP 4| i} Push Config (MEZHCE)

STEP 5| BEAIEJE A5 /3% F1 2 S B2 Il

M Web 0 5 2 5 TR fid 5 Wi 2 DT ) L ik, o1, SBEBGIE 12 L9 URL 5 e 47 BREBH 11 5 e,
TH VT A B 22 R U BHL L ) URL,

85 K LA s 11 2738 URL 7 [ A 2R 2 5 A7

« HTTP—6080

« Default TLS with firewall certificate (7[5 K EHIE I ELA TLS) —6081
+ Custom SSL/TLS profile ([ SSL/TLS Ml S F) —6082
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H & X URL i yEm N 7L (PAN-OS 1 Panorama)

STEP 1|

STEP 2|

STEP 3 |

STEP 4|

S SO S N T I

Panorama Web J i f< 47 £ G WA BUIT, 45T LA 45 MK Bl )<ty Web 37

SR, s f 1) Panorama Web sp g g 1 10 IR B g peig
55 ok sitry Web g,
%% Device (i%#%) > Response Pages (Wi Jiffi) .
PRG0N DT IH Type CGRAY) o EBRE S 7= 405 o e . T TR X 1 AE
%% Predefined (T ) , AKJGiE#E Export (FH) .
Close (JCH1) XFiEHE,
(nf3E) 3L fdema N T AL, W E R 2 BRI 4 405,
5. WS RAFRIEN RS

158 S ) HTMIL I 3 T 16

1 ek SRS th T S0k,
SRR ATREFE M 3R URL B IR URL S0 F I SRS JE, T8 (2 v T
138 5
SRR H E G . RE IR, 1E N D |

2. (T A BRCRAT G B S A

Hp bR

iy 0 P e UTF-8 gy o, 5 3o e kg “ 534707 R HE
} Encoding (4t iy erhigg UTF-8,

= VNEN = TN

1. %+ Device (%%%) > Response Pages (FiN Jiifi) .

2. EPIEGENM BT Type (GRAY) | LI IR 7S 45 o M . O [ 179 X6 5 ATE

3. %&#% Predefined (Wi X)) , KJGik+E Import (S A) . LK ER “S A7 WHE
i
X" Import File (‘5 ASCf) |, 7% Browse (JIME) 2 4B M B 1T 1,

4. (n[ik) XJ 7T Destination (H#r) , iHIESRNE (B Ul el 54, si&IE#F
Shared (35£=2) DIUILXSAr 45 KEFUL R4 v .

5. By OK (ffixE) , )i Close (SCHD XFiHHE,

Commit ($£%5) #dk,
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URL iZ e

STEP 5| 3 B & S S T3 11

M Web 31 % i U i) fid 5 405 2 i 2 U URL. G40, 2288k URL ieb 38 RS VL i B T,
VYT )22 42 i BN B IR Y URL,  BRAESH) BSOS & 2o,

7 5 (5 1 LA 3 171 $2 0% URL 3k YR8 i) I 0L 17

« HTTP—6080

« Default TLS with firewall certificate (7[5 K ESHIE I ELA TLS) —6081
+ Custom SSL/TLS profile ([ SSL/TLS fli& S F) —6082
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SR AT T R

FEART Ab 7T LA H 2

« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334

Manager) CIRT)
« Prisma Access (Managed by Panorama) T
« NGFW (Managed by Strata Cloud .

1Bk URL Sy Ve il o2, B Fi

M N N .
;”age(r) i o S 1A WA «
+ NGFW (Managed by PAN-OS or « Prisma Access rgr3 Advanced URL
Panorama) VF T E 4

Filtering tjjts .

o BN AE R T2 Prisma Access A IF
(R RiBfrhliA 4.1)

VPSR R B, 12 AR E,  (ERT DU R G Rorbad JEFai e N2 T i 2 s i
ff Moderate. Strict fl OFf, &y LUGEH] b 35 Bl R DG RE S N BRI, - 2545 i 1 ™
BOE RIS, B LIEPT. JLE MG W52 4 P 2RI Re. (g,
TR IR 2% ) T B 14 A SR R AN S BB SR B T SR PR 4P

TR I 2% G622 1 N P B 2, ST DA BT AT #5251 0 ot ) 52 Dt fe 7™ K 11 4 2 48 2R L0
IMTANE AT B AN A AT, e R ) 2 R SR I T B i & A ARG . 198,
URL i i S ik £ Safe Search Enforcement (GRilIi 722 288 48) kI, K5, Bizhidis
SRR T AR MG AT DX 3 H i) 2 7 S 210 156 X 0 9 e ) £ ] 2 2 SR U

AR i, i Palo Alto Networks, i ik (i 7 5y i Rt
R | A S g A G BN R B DAL, A S I T A 4 W
%, Palo Alto Networks {3 i i 18 s | 1o i L BB I3 T I 0

2~ Bing. Yahoo. Yandex 5 YouTube #7455, I H AKX L85 [ 82104 4 R E BN
I PR AIT B R T USRI T B R I T

o PR RO PN BH AL R A 0L CIUA) — B KBS P A M P BRI R AR, E R
K2 A SR BLIE O ™ A ] LT AERXAM L T, W es 2 s URL 1) 8 aw Ik
LI, IR I L A 2% P R Al ATI ) $ SR 45 R B (I BRIN, - I A0 T T PR SR 4 58 5 [
(P SR IE B2

B iy T- Google 2 e S A T AL, Palo Alto Networks -y w51 Google
Safesearch ju gty i, INIL, BILIE ik ASIE I - G008l i, A, ey AL
M SR TR L I 2 e SR R TN T Google i
o oS L R (I 24 Yahoo I Bing #8525 [95) — B k3% 1 3l H. 32 W b g 30 T fne ™ 4
122 2RI ARSI, Bl KSR 48 2% 2 ) F 0 1) 2 [m ] ™ ke B #8228 45 Ry URL,  9F
T SR 5 | BE 0 2 A R . 22 )8 L EDBE, 15 URL I8 22 4= 18 5% B 1k T 1] SO R
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AR R
L KSR G I R AW URL,

/

e

LTI e

o EWAE M (YUPE Prisma Access i} %

ERRAVT M B paNE) |, HLAE AR 1k ( FH IR A
Ml AR, & 0T LIAE Prisma Access HH i 3%

SR R 20 T P (g R o | A

(PSS S TIRE NS IRl
o PSR BLRENY L SR
EEH CPERE L AR INEH

g PHA T PR A A R
 f£ Prisma Access 1 {ii H] 3% ]

S

IR TES

L]
LR

===}

PSR R RE Y 22 e i SR I

WA B mT DA A 2

FISCAR, B SUAR L& JavaScript fURY, 2 CRE 6T T SR8 5 5 | 5%

5) — AE LRI

AT 5 5
B B A RS SR R 5 [ A e R i

oA

Iiol & (Fm, AefE i L
et (SRR WP RS2, R
Wl ok, eolidigT FQDN # 1P
22 2R

, JTFERE A TR 2R, RIE, RIEIRRR AT T

R A?

« Prisma Access (Managed by Strata Cloud
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud
Manager)

« NGFW (Managed by PAN-OS or
Panorama)

O 527 URL &byEirvTiE (8IH MK URL 3384
k)
* Ak URL sy vrnriE O m, R 554

SV TH RRCEF AT IE o
o Prisma Access YETTIE (0 4E Advanced URL
Filtering ;e

TR SRR 2 2 SR E A,

HAEALL PRE TN

Google/YouTube

it Google 7 2= % i 4L IP Mo 7E 455

PR e

A2 R L2 42 5
RN AT B L EY) Google 45 551122 45 R kA T
1t Google {#2% %% vh,  Filter explicit results (i€ &

KR wEn B L eMEDE, BHE, ZREs
LL FF= W R Ar it £ 0 %28 Cookie th, FE&fERF A
JUHIT Google 8 SR A3 2R 45 25

¥ safe=active [l %] Google 5% & URL i< )3
JH e A% 4 e R
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URL id 32 6E

i E i

LR PR Ui )

B EE L IP M4k Google Fi YouTube 18 23119 %

SRR T

{ERF K Google 11 YouTube #4541, Google £2{(7

M 45 28 440 4 =127 (forcesafesearch.google.com)
weitt, @id A www.google. com Fil

www . youtube.com (L)X H fli#=< Google Fi
YouTube [HZ/H#iX 1-15%) ¥ DNS 4 H LK 451
forcesafesearch.google. com ) CNAME ic 3t
G ACAE) DNS RS s Bl b, 8] LS PRI 25 1 FT
H H FAERF AT Google 5 TouTube 8 4215 £ i
PRSIV R 3R, (e, hfif v )i 2565 KB
R T A R GR A, N, R IEAE
IR TTE Google T4 48R, it mid
gt 12 S URL 251 H4 7 In 21 URL 3k Y8 A i S v
(IR 1E 51 2 SRBH 137 7] By Ok 3 1 JUARAS 25 5 |4

§ ° PAN-OS i HTTP bistgii A5 hi
YouTube 7%y, HTTP/2 iRy
35 HTTP i3l A, wixd YouTube gy
%ﬂ}}kﬁﬁi\?ﬁ??ﬁ?, App-ID 1 HTTP/2
BEEE i 4 i S 4
Strip ALPN ( 355 ALPN) e, ¥
HTTP/2 s 109 HTTP/1.1

* gt Google Lock
Safesearch fig oy se, i pEid i
DNS feap,  Bfikiz Jg Network: (jy
#%) > DNSProxy (DNS ftpp)
Ik R IR R A 3 R,

B ke fEizE 0 it DHCP
IR 25t i A e e DNS 35
B R www.google.com
Fi1 www.youtube.com yy; Static

Entries (#ss% 1) fiirt DNS fo,
L) (ifi )y forcesafesearch.google.com p

g6 (i Fp A 1P sl

Yahoo

INAER BB B L 2 9R, Yahoo 827 (T4
G ANV R YEE  Strict (R . Moderate (h

gk URL A 3
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URL id 32 6E

i E i LR PR Ui )

A B Off MDD . BHG, ZRE L. vm= IER
A AEN Y 2s Cookie Hh, FF&AER XM P HUT Yahoo

BRI AR IR RS ES .,

B vim=r I hnE) Yahoo 25 &1 URL b2 o H i ™ H

B PR,

I Rfr &5 3 Yahoo e pi 5 - Yahoo
Japan (yahoo.co. jp) y s, %
S 1 P 7 06U 1 SafeSearch (4 2x g
%) Lock (g5i) 1,

Bing EN AT FHL B e e 3R, Bing WS & =AM
IR - Strict O™H%) . Moderate (H15%) i
Off (i) . |G, Z&iE &Ll adtl= ALk
YRS Cookie th, FH&AERE M P HUT Bing £ 2%t
LB RS2,

# adlt=strict [ in%] Bing ##3£ &) URL i&<x )5 1
Ine T 2 e SRR

Bing SSL 2R 5 ME N ST R 2485 URL S5, NIk
1N 1% FEFH 135 T SSL 1y Bing,  LAfHE 2= if s #4017
WA,

BEH TR R IR AR A R

R L. W] DAfSE Y 2 wER T A?

« Prisma Access (Managed by Strata Cloud O 552 URL pbyEvrnTiE (8¢ IHR URL 3 38R

Manager) CIRT)

+ Prisma Access (Managed by Panorama) W

T oy anaged by Strata Cloud © 1B URL g vp O, [0y R
iy Manased by PAN.OS R 1FE P T«

’ anaged by > or + Prisma Access 773 -+ Advanced URL
Panorama) VAT UE T 46

Filtering tjyts .

ISR HI BRI T 2 2R, MBS K Ean BIA e IR e 2% 7 /5 Bing. Yahoo. Yandex

2 Youtube 2555 % LR LA, EBIMATTRE 2 2 SR B iE e ™ 519 ] 0T, BRIAT 0

N, URL i 382 2 SR 2 BH LR O s A S e b, T SR R DT S (45 ) B AR R 5 [ 12
SKUCERVBERZ,  DACEHI 7 n] DU A 22 R0, 8 mT DA FT O S22 8 SR B oy DA /e S AL 4R
P @ oK.
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URL iZ e

TSRS T ) B T 5 R R PR T SR, 3 A S AR L T AR e . RIS S H
BNR e 20 P ROHE SR A ) URL JROE [ B 7 0 22 SR OAS, V8 R DL W]y i o™ i 22 =4

/7;(’1 o

T Google S 5 AR, Palo Alto Networks TV AR Google 2 A I A S A
TIHEIRES . W, B KBS Iyl I 5 s ni b S it 2 4= H8 5%, 188Kk nT LA T b 52
Wiz A ds, (R, Bl 1 ar Google 25k b g 1y I i A 45

» Strata Cloud Manager

* PAN-OS #1 Panorama

BHIE R R P 2 e R RO 55 45 2R (Strata Cloud Manager)

fn 5445 (i} Panorama 7z g Prisma Access

U455 PAN-OS 6 15| 58 06 A S 1045 5
A48 1 7 (3 ) Strata Cloud Manager i 11 1 b 4k 45

STEP 1| fr URL b i BRI SCf et 2 248 35

1. %% Manage (&#) > Configuration (/idi&) > Security Services (Z%:/lz%5) > URL
Access Management (URL Va4 8)

2. f€ URL Vi@ R fC e Sk F, BB A Bl - Add Profile (Vs hnic i Soef)  DAGNEE
PrlfceE S, BERNS BoR A E IR T,

3. {F Settings (i) |, i%F% Safe Search Enforcement (iffl$i1T7% 2482%) .

4. Save (fAr) W& L,

STEP 2| (i) PRAELH nl LAY i) 48 225 152,
1. ¥ Manage (45E!) > Configuration (fidi&) > Security Services (Z4=k%5) > URL
Access Management (URL 1577 2)

2. {f Access Control (ijlaj#&fH) F, Search (1#78) ( ) search-engines 2%
Ao

3. ¥ search-engines 5l vk 27 0 3¢ &~ Block (BH.IE)
(Efa g U i, R I A AR VR 58 5 B2 e 111 3 URL 255 (URL #1I12628AY)

4. Save (f&fr) BdiE CF,
STEP 3| ¥4 URL 1y in) 4 PR C 1 SO 2T 2022 2 SRIME RN, 33X SE R 0] Ao 140 M A A X Jk g 8 S £
Internet M3l 15,
PEOT URL U7 ) A B S (PARAE 2 2Bl S0, WL ng) profile group,
FRAE 22 2RI FR I o 5 | Az A& SR
STEP 4| N7 EeyfR 5 1561 i 1192 X URL 2551,
5N —Fvh, EKEACIE RS K 5K MR 5 201% 78 CRAINAE,

1. %% Manage (&#) > Configuration (/idi&) > Security Services (‘Z%:llz%5) > URL
Access Management (URL Va7 #)
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URL id 32 6E

2. 1t Access Control Cijlal#Edl) F, X1 HE X URL 245, % Add Category (Finzs
LIDI

3. AN Name (#4#%) , il SearchEngineDecryption,

. KT AZE X URL K500 Type (3871Y) | i§i&# URL List (URLZ1) .

5. frltems (WiH) F, KLLFWH Add () £ URL 711k
+ www.bing.*
+ search.yahoo.*
+ yandex.com.*

6. Save (f&fr) H7EXHl.

7. W E S URL 2B E s 207 1] o
1. 7E°URL U7 M4 BACIE SO, e 2 B ic i vy il i S0,
2. 76 “ypimpedl” R, R A E L URL 285 B BRESNT IS URL FIERITE

ST BT B E SCURL R 7

3. F Site Access (ufiitila) iGN Allow (RVF)
4. Save (f&ff) WL,

STEP 5| [ili# SSL % (CH g%,

KB G |BE R 0 SR G R B s, NI Z5UR T SSL e A ANER i, LA(ER)
KBS RE SR A I SRR A 42 SRR

1 fiR %5 Mg LN Services and URLs  (IR45F1 URL) 07> F, #iid; Add URL Categories (¥
I URL 2850 . )5, EBE i) dn B8 3 URL 285 Frity 78 SCRABIA T 71 2 T05

Save (PRAr) Mt i LI o

STEP 6| 1L#% Push Config (HEMRMACE) LIS k.,
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URL iZ e

STEP 7| SSubsm g g 8 Kl iE,

4.

5.

AR IE (B LR DU A T 22 AR, IR IR AT, IR LGB i
JR 2R, WA AE S — IS 3R

B K S TE TR RAL, 95257 FR SR B AR pa ZE T Ak R i . N, 7
bing.com 1, H.i; Bing SZ ¥4~ Preferences (P55 Khr.

U [EEE rvELwLIR auG ||

¥ SafeSearch (“Z%4={45%) Ik iE N Moderate (715%) = Off (CH) |, ARG
Save (f&ff) .
YT Bing 95k (S I ILIRUEREHE TR0 | BEFJE A58 URL U IR B A2 49 SR
IETTUE, e R 4G

Search Blocked

User: 192.168.2.10

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your search
settings so that Safe Search is set to the strictest setting, and try your search again.

For more information, please refer to: hitp://www.bing.com/account/general

Please contact your system administrator if you believe this message is in
arror.

(97 B 15 0T 1L e 2 2 P SR 1 T N e e K 1 % i [T Bing, &N
Strict (J%#%) 1, )55 Save (fRA7) .
PR M Bing PUATIEZR, FFIGIF SR e Al ik 48 a2 g5 3L, IR 1L i ,

BHL 1l 2R J5 I P A 2 A 5 2R g 48 2Rk 25 5 (PAN-OS Al Panorama)
STEP 1| URL IR S0Pk I 1 2405,

1.

STEP2| (wJ

1.

1%+ Objects (X1%) > Security Profiles (% Z[li% ) > URL Filtering (URL i
?7)3':%) o

WP I A BCE SO, soa P RN BC IE S PF LB T AC & S,

{t URL Filtering Settings (URL idjEi% ) 1EIi-F I, 1E#¢ Safe Search
Enforcement (4 %4=50i) .

) BRI & P A ) — URL ik i€ 1 SR ] DAV Rl i 8 58 5 1 2%,

fF Categories (Fjl) #ELifr, ¥ search-engines Z&5| % &}y Search (J#5%)

( )

¥ search-engines 511y uk 5 U7 M % 5~ Block (BILIE)

FEfGE D vh, R A R VP S8 5 1B a0 A 11 L URL 5% (URL Z1Z287)
i OK () PRATRLE SCIE,

2% URL oy 4 B
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STEP 3| ¥ URL i J8MCIE S4B 2122 4= SR U b, DAACVR R TR A A X Ik P 78 P Sl 19 9 2
1. %% Policies (5fkM%) > Security (4¢4:) . AJ5, By 2R URL S g AL E SO
e
2. f£ Actions (FfF) #mIi-F E, BB SCOERE”, X T Profile Type (i SCF2%
M), k% Profiles (A& CfF) . BRSO RALE LIRS,

3. %}J URL Filtering (URL i Ji) ACE S, k.2 mi Gt r B iE s ik,
4. i OK (ff5)  LAPRAF 2 2 SR AL o

STEP 4| RSZHerv 2R 5 B0 1t 117 L URL 251,
15 N B, SR FR T AN SR A SO R Sk I
1. %% Objects (X}%4:) > Custom Objects (H & X X%) > URL Category (URL 2%
) I Add (i) B 0E RS,
. KA Name (#4%%) , 41 SearchEngineDecryption,
3. HLLUTFWZ Add (Fhn) # Sites (1) #1Fd
« www.bing.*
+ search.yahoo.*
« yandex.com.*
4. i OK (fif1iE)  LARAE A e L
5. AT E € SCURL 853 e i i A0 ]
1. #%] Objects (X}4:) > Security Profiles (“ZZ4xfici& < {f:) > URL Filtering (URL it
), AREEEEZATECE) URL I EACE S,
2. {r Category CRAD EIiF F, EFEHMYH AL L URL KA. B ERENTLIIZE URL
FIRFNHUE SR E 709 B 7E L URL A1 7
3. ¥4 Site Access (ufifiviin) &iE N Allow (LVF)
4. il OK (fifE) PRAF T,

STEP 5| [iliE SSL 4 K ACHL g%,

R B R G BRI SR G R B b, IR Z5UR T SSL e R ANBE MR, LAGEL)
KBS RE R A SRR A I 4 SRR

e M s NI ) Service/URL Category (55 /URL K51) &3t Frfr, Add (Zsn) Wiy i
(9 H 72 CURL 2651, )58 OK (i7E) .

STEP 6| Commit (3225) #Hik,
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URL iZ e

STEP 7| BSubsim I A 1 & 8 SR BC i

AR IE (B LR DU A T 22 AR, IR IR AT, IR LGB i
JR 2R, WA AE S — IS 3R

1. BGOSR IR TR RLA, sz SRR R B A T e R SRk, (N, AE
bing.com 1, H.i; Bing SZ ¥4~ Preferences (P55 Khr.

g R S ||
o - o -

2. ¥ SafeSearch (Z%4:#8%%) kI E N Moderate (145) = Off (SCH]) |, ARGt
Save (fRA7) .

3. U7 Bing f3% (Bif AR ALRE P E4R) |, UAEFE G E8 URL iy 4 4 45 BH 1 171
I, MRS

Search Blocked

User: 192.168.2.10

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your search
settings so that Safe Search is set to the strictest setting, and try your search again.

For more information, please refer to: hitp://www.bing.com/account/general

Please contact your system administrator if you believe this message is in
arror.

4. (FFHBH - T Bk 2 A i AR T N I SRS [T Bing, WIEAN
Strict (J%#%) 1, )55 Save (fRA7) .
5. XM Bing $T48 3%, FFERIFL I I PEAOE R T i IR EBH (1 T,

SR TRPRA T A 2 A K

R 5 W] DAfE A 2
« Prisma Access (Managed by Strata Cloud O 52 URL sbyEvr vl b (8¢ IHM URL i 3E¥F

Manager) RN
« Prisma Access (Managed by Panorama) VA
T NP (TManaged by Strata Cloud * Ik URL Sy L, (L 0y Ay
anager) 0T IF G T A
* NGFW (Managed by PAN-OS or « Prisma Access vy fu 4% Advanced URL
Panorama) Filtering w4z

L W BT R 2 2 3%, 80T LA Bing Fl Yahoo e 21 P 0620 2 B8R 3RS . i
LM PAEEAT A PR sk i Ol N TSR, B OSSR S5 0L, e A BT
PRSI BACR PR gE SR g A, i, R EBE aT Lz 4 T A 3T, LA
PR — 22 SR

FEPOE LA I 7 S A T2 A R, ST SEAE URL Sk B AC i ST b g &8 A i 2R s e, I

{7 FH DA N Sk Rt A R AR SO R e URL S 98 22 4= 45 SR B 1k DU TAT SRy SOk, B ffe SO
JavaScript, MIMAH TSR 09 58 5 | B2 R i H AT Pk 28 2 8 58 2 3000 25 2 if) URL,
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URL iZ e

W 2 o 2 ops URL Sxfypk 2 2 48 2211 T

TERGXR B YRS, B KR AT 2 M) P A T SR IS B T JavaScript, BIAN, (R A AERSE T
REFEAE NG 2445 T nME &, B+ Bing SafeSearch i it E Ny OF Ff (5% B K BSAG I 21 4
R TIEIS, 2% Sadlt=strict EHE KW URL, K)o, 555 E R 44,
., SafeSearch FiEI AN Strict (%) .

» Strata Cloud Manager

« PAN-OS FI Panorama
BT PRT T A% 4L 4 $8 3% (Strata Cloud Manager)

1 -4 (5 )] Panorama 74 1q Prisma Access
4.5 PAN-OS & Panorama (PAN-OS 5y Panorama) st £ skJ5 8 L by fs &
RAE,
I 4 1 A5 (1) Strata Cloud Manager i 1 b ik 45

STEP 1| & URL ¥y W FF BRAL I SO o 2 A 3R S Bt

1. ¥ Manage (&Fl) > Configuration (fidiZ) > Security Services (Z4=/[k%) > URL
Access Management (URL Vjjr & #)

2. /F URL U5 M BRACIE SO0 N, BRI BCIE S F S Add Profile (RINACIE SC4F) DAGgE
BRI SCrF, BRI BN AL I

3. fr Settings (¥i&) F, i%k#¢ Safe Search Enforcement (BT 2 5R) .

4. Save (f&A7) BCiE CfF,

STEP 2| (n[ik) PRI P nl LAY i 48 285 | 25,
1. %&# Manage (%5F) > Configuration (fili%) > Security Services (ZZ4:/lz%5) > URL
Access Management (URL a5 21)

2. 4 Access Control (U5 Zl]) T, Search (##3%) ( ) search-engines 2%
Ao

3. ¥ search-engines &1 5 Vs 7] ¥ & 4 Block (BHLIE)
FEfG S vk, B RS A RV 285 |32 B 17 L URL 2551 (URL #115E367Y)

4. Save (f&Afr) MCIESCLE,
STEP 3| ¥ URL j [l 7 B e 1 S22 2 TR BRI 5 33 G R 0] A 1 WA AT X3k 1) 2 P i
Internet 13015,
ST URL U7 ) A FEAC S (AR 22 2Bl Sof) , k2L sl profile group,
FEAE L2 2 R TN v 5 | FHAZE B 1 ST 41
STEP 4| #u%E URL vy in) i FE % 248 SR BHLIE DU, {451] JavaScript 48l 43 fAhS,  DUE 85 18 S8 &)
URL.,

1. 1%&# Manage (457) > Configuration (fili%) > Security Services (ZZ4:flz%5) > URL
Access Management (URL 5174 #!) > Response Pages (i i) .

2. 74 URL Vj A BRI IE BT 1T Export HTML Template (5 HTML £ifi) .
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URL i & LI 1E

3. (T HTML g 2o B A3 BAT O BH AL D SOR o LN SOR, KI5, PRAFZ U,

<html> <head> <title>Search Blocked</title> <meta http-
equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta
name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
font-size:1lem; } hl { font-size:1.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }
</style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<hl>Search Blocked</hl> <p> <b>User:</b><user/> </p> <p>ii
THBRRENTFELABOR, MBRGROHPHIE, meegksl, 5 MRxE, L
/HSﬁeSwnm(ﬁ%@*)uﬁﬁﬁﬁﬁﬁuﬁoW%“émﬁ TRMKF, E
[ BIE 2 R, RIS EI R, </p><p> G RELEL, ESH: <a
href="<ssurl/>“> <ssurl/> </a> </p> <p 1d—"Java_off"> THAEN
w5 JavaScript. <br></p><p><b> BN R A 1R, R ARG
M. </b></p></div></body><script>//#MHuNEes hyMik, var s_u =
location.href; //bing //VEfiTfskit ERHL, (L%, )52 .bing.”
FOEEM AN, &G 2eIEFFREL, Hopefully the first forward slash.
var b_a = /~.*\/\/(.+\.bing\..+?)\//.exec(s_u); if (b_a)
{ s u=su+ "&dlt=strict"; window.location.replace(s_u);
document.getElementById("java_off").innerHTML = 'You
are being redirected to a safer search!'; } //yahoo //
Matches the forward slashes in the beginning, anything,
then " yahoo "" then anything followed by a non greedy
slash. &9 2E —~/NERHML, var y_a = /~.*\/\/(.+\.yahoo\..
+?)\//. exec(s u); if (y_a) { s u = s_u.replace(/&vm= p/
ig,""); s_u = s_u + "&m=r"; window.location.replace(s u);
document.getElementById("java off").innerHTML =
'You are being redirected to a safer search!'; }
document.getElementById("java off").innerHTML = ' '; </
script> </html>

STEP 5| Hggeid gty URL s i A B2 248 SR B 1L T 3 ARG kB

1. %% Manage (§#) > Configuration (filiZ) > Security Services (“Z%f[z%5) > URL
Access Management (URL 7545 2l) > Response Pages (a5 Tiifi) .

2. g URL V58 B2 8RB T, PR R — AN iEHE, b5 Choose
File GEFCF) &0

3. PRI L R L TR S, AR Bl Save (TR A7)
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STEP 6 | J9scHpiI# 3R 5 1 G H 7 L URL 2931,
FE v, SR ECIE Bh K B R AR 5 21% 1Al 158 15

1.

i%Ff Manage (“&'31) > Configuration (fil{%) > Security Services (‘Z%:JIlk%) > URL
Access Management (URL 15 1H%7)

7t Access Control (ijjn|#Zeil) F, X+ H 7 X URL 285, 1 Add Category (Vs

D .

i A7) Name (£#%%) , fi1 SearchEngineDecryption,

X1 7E L URL 285019 Type (2871Y) | i5i%#$E URL List (URL%1) .

ff Items (TiH) F, KLU FEBIH Add (i) £ URL #1124

« www.bing.*

« search.yahoo.*

+ yandex.com.*

Save (PRAr) F17E KA,

DT 1 7E SCURL 5L 8 Gk A0 1) .

1. {E“URL i [ BRACEE SO 1, 382 i Al iE B iE 2.

2. /F “CURIMIPERITR, ST A E L URL 5. B BRSNS URL FI AN TE
NG BT E SCURL 205

3. ¥4 Site Access (i xivila) &iE N Allow (FLVF)

4. Save (f&f7) TdL,

STEP 7| [il& SSL K ACHI R,

HI T R B SRS [ f o AR s R A nes, IR aaZiUR I SSL e R ARER iR i, DAL
K BEAG A4 SR B A I 4 A SR

L M7 5 S FR N ) Services and URLs  (JIR45F11 URL) 7 F, #.idi Add URL Categories (¥

JEURL 2850 . &G, B2 HiE) M B @ X URL 285 i B 78 BT 51 L TR,
Save (fRA7) Mg ks L .

STEP 8| i%&+#% Push Config (M) LLBGE Tk,

STEP 9| BGuEs I HA T 2 SR BL

ML TG KBS I AL, FTIFR YRS IR Bing. Yahoo ¢ Yandex #1845, X7,

LN k2 IR ECE

o KA URL MW 727 8 DISRIUZ M SR S8 TR B (g 428 = sx i id A1 1 B o)
FEAME AT URL 22 213 58

o BB FR SRS BRI L R B, JFIGUERTIE) SafeSearch B MR 4 A i R 2R

7l

K2 %t F oA Strict. GH%) 2031

=2 URL i g4 e
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ORI T RS 2 2% (PAN-OS FI Panorama)

STEP 1| ff5f4Bh k3% IF{Ei5 1T Content Release V475 & 5 &l A,
1. %# Device (%) > Dynamic Updates (& W HT) .
2. {57 Applications and Threats (R 5 FUSH ) 50570 LA 24 i (FAE 81700 98T,
3. WP KEEFHAIBITHTE HHECHE SR, 16 Check Now (GZAMEEY) LIS SR AT
BRI,
4. $F S B I Download (F#D)
5. FESEHT, Bl Install (%)

STEP 2| i URL 1 JEALIE SR b A T 2 2 2R,

1. i%%F Objects (X}%:) > Security Profiles (“ZZ4xfici& < {f) > URL Filtering (URL it
)

2. EFEEIIWBATBCE SO, B PR ER AL I SCAR LB T AL I ST

3. {f URL Filtering Settings (URL idJE &) &I I, ##+F Safe Search
Enforcement (4 %425Zjii) .

STEP3| (i) PRI P AR — URL 2 8 i S ] DAVS R 038 5455 155,
1. ¥ Categories (354)) #ETiFrr, % search-engines 255 ¥ & A Search (4%%)
( )
2. ¥ search-engines &5l 25 U7 ) % & A Block (BHIE)
(e 8 v, (A A VR 8 58 5 B 118 L URL 255 (URL #11228)
3. i OK (ffid) PRAFECIE ST,

STEP 4| Rt URL a2 i fic i ST BT E 2 2 SR oy, DR YRR 1 IR S A DX 3 250 7 SO 3 6

1. ik#% Policies (5RH%) > Security (‘&%) . A5, iy 2N URL LA E SR
I

2. 1 Actions (FfF) I+ [, HEB“BE CERE”, 5T Profile Type (fitiE (2%
), % Profiles (Bl SfF) . FERDERERACE SCHE7112E,

3. %F7J URL Filtering (URL i J8) Al S, 3.2 g QIR s it
4. i OK (ff72)  LAPRAF 2 2 SR AL o

STEP 5| %48 URL 1382 2 Mk BH - 0T f, 304 FCRS B3y JavaScript DL 5 ] 24: #A if) URL,

1. %% Device (154 ) > Response Pages (i jiffi) > URL Filtering Safe Search Block
Page (URL i 8% 48R FH IR TTIA)

2. jf#% Predefined (TS | AT #iilt Export (S LUK SCRF(AF 16 A S,
3. WU HTML S8R 24 A5 B AT AR DT 16 S A O FSeA, IR, AT % SCh

<html> <head> <title>Search Blocked</title> <meta http-
equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta
name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
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font-size:1lem; } hl { font-size:1.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }
</style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<hl>Search Blocked</hl> <p> <b>User:</b><user/> </p> <p>ih
THRRENFEAABOR, MR ROHSNIE, meEgkss, 15 TRKE, L
>%Sﬁe$%nm(ﬁﬁﬁ*)uﬁﬁﬁﬁﬁmﬁﬁ m%“éwE”%%F,m
I AE 2 2R, Re 2R, </p><p> ARXELIEE, HZH: <a
href-"<ssur1/> > <ssurl/> </a> </p> <p 1d—"Java off"> T R

g E i JavaScript, <br></p><p><b>UREN NI EA R, R AL
M. </b></p></div></body><script>//IMHuEes bk, var s _u =
location.href; //bing //VERCHSKMYIERML, (ERIA%Z, AJ52E“.bing.”,
FEAT N, fefaedEs REHL, Hopefully the first forward slash.
var b_a = /~.*\/\/(.+\.bing\..+?)\//.exec(s_u); if (b_a)

{ s u=su+ "&dlt= str1ct"; window.location.replace(s_u);
document.getElementById("java off").innerHTML = 'You

are being redirected to a safer search!'; } //yahoo //
Matches the forward slashes in the beginning, anything,

then ".yahoo."" then anything followed by a non greedy
slash. 728 /N ERHML, var y_a = /~.*%\/\/(.+\.yahoo\..
+?)\//.exec(s_u); if (y_a) { s_u = s_u.replace(/&m= p/
ig,""); s u = s_u + "&m=r"; window.location.replace(s u);
document. getElementById("Java off").innerHTML =

'You are being redirected to a safer search!'; }
document.getElementById("java_off").innerHTML = ' '; </
script> </html>

STEP 6 | “Rr2eid 410 URL i i 2 8 Sk BHL 1L 0T i 5 A 21 Bh K3

1. i%#¢ Device (%% ) > Response Pages (Mi7iifi) > URL Filtering Safe Search Block
Page (URL 8% 48R 1L VT

2. Hiilmport (£ A) . &5, Browse (J'%) FH T 2k Import File (5 AL
F) FBErhim A B SRS,

3. (k) X7 Destination (H#Fr) , GEEREMH SRl mm R4k Shared (3L
) B, DAEH AT B RLR G,

4. i OK (ff7E) LI AT,

STEP 7| SRZFRIE 5180 1172 X URL 251,
(6 R, GO B B KOS SR i 5 201% 1 XCRMRH 1S .

1. %% Objects (X%) > Custom Objects (17 X X}%:) > URL Category (URL 2%
) I Add () FE SRS

2. #HAZEH Name (£4F5) , i1 SearchEngineDecryption,
LU T A2 Add (Fsin) # Sites (Ul s0) Fll5krh ¢
+ www.bing.*
+ search.yahoo.*
- yandex.com.*
4. i OK (fifi7E) LAERAF H & X URL 265
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STEP 8| [l SSL & ACHL R,

R B R G BRI SR G R B b, NILEE L Z5UE 1 SSL e R AREE MR, LAGEL)
KBS RE R A A SRR B AL I A e SRR

1 fif 5 SR KN 1Y) Service/URL Category (1245/URL 2851)) &Ik, Add (Fsin) WISy GG
i H & X URL 2551, A5 ¥d OK (#57E)
STEP 9| Commit (32%5) #Hik,

STEP 10 | 38 s HI 31 1 & 2 8 SR Bl i
FEB; KBTS b, FTIFRNE RS IR H Bing 5 Yahoo #H{T#%%, X5, (EHILLT ik
—SRIGUE BRI I S e NS AT
« FE URL AW 15 A DRI 2 SRS 8 MU oR B URpay 2 i is s 1 B2
TSR A W) URL (194 =858 240

o FEBIMSR G B L AR R, RTINSk T IR TS A N BT R A [Bing N
Strict (J%H%) 1.

££ Prisma Access (i F 355 B 48 4 3 5%

{EAn] Ab AT LA H 2

+ Prisma Access (Managed by Strata Cloud O TSR 4.1 19 Prisma Access 5%

Manager) O Prisma Access ¥FrJiF
« Prisma Access (Managed by Panorama)

IS A84E Prisma Access A5z i i it 25
A8, WEE S HIBNBERLL T R 5 215 5,

Prisma Access JCVFREGHIL AT T FQDN £ 1P BREDREES Bl 11 (198 515 |5 ik g A 20 5 [ 1 2 4
KUV Bk fpsEyss (B, RO E LR UT R pE)E) | JF LS (e IR A
Bt (RHEE R B SRSZBE . i 2 ol A SRR ARHES (T W) e e SR Dy sk
B A 2 A R AT

» Strata Cloud Manager

e« Panorama

{r Prisma Access "' /3% B4 2= 4% (Strata Cloud Manager)

7 Strata Cloud Manager 1, %}y Prisma Access At % W 28 248 32 7y, &5 A N3, ]
LA F 2% 55 GlobalProtect 3 [T 7 fic i 7 W 22 248 54K
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STEP 1| el Z2ACIE 2 8 SR 2RI (R P g fE M 2% o

« XA — GlobalProtect %%, 1% Manage (%) > Service Setup (/2551
&) > Mobile Users (s /) ; &XJn, 1%+ GlobalProtect Setup (GlobalProtect 1%
&) > Infrastructure Settings (FLREZUMIWE)

{4 71 Strata Cloud Manager, %% % Workflows (L{Eiif?) > Prisma Access
Setup (Prisma Access i%%) > Mobile Users (B2 /) ; R, %+% GlobalProtect

[ERst

Setup (GlobalProtect #i&) > Infrastructure Settings (GEREZLAIIE) .

o X1 Remote Network Citfi2%) %, 15%%] Manage (45El) > Service Setup (k%%
% &) > Remote Networks (IGFLN4%)

L ] Strata Cloud Manager, i&#%4% Workflows (L{Fifi) > Prisma Access
Setup (Prisma Access iXi:) > Remote Networks GZEFERIZE) |

STEP 2| #%#% Advanced Settings (=28 1E) .

STEP 3| ({Ii}f] Static Entries (F&4H) LUK FQDN AT AFEEN IP bk,

STEP 4| #y A#RA 2 HENMHE— Name (£FR) . 5555 FQDN LA &% 8 7 1] FQDN 1 sk 48 2%
DB 4 418 %% IP Address (Hihik)

£t Prisma Access i [ 1% 1] 42 =48 2% (Panorama)

& Panorama 1, %4 Prisma Access Ml iE 7 W 4= 5% S FF, iESCECEL NV IR 18T DU e FE
2% 5§, GlobalProtect %3 JH J7 i i 35 W 22 4= 1 55,

STEP 1| i&F% N ILALIE SafeSearch Myl IAY TSN .

o XFTRANT T — GlobalProtectii %%, 1%% %] Panorama > Cloud Services (=flli%5) >
Configuration (fili%) > & 2z)/H )" — GlobalProtect, 7t Onboarding (#JAhCE) [X k%
#¢ Configure (FiliE) ; #AJ7, %% Network Services (MZ5/IE55) .

o NPT RS, 154 Panorama > Cloud Services (£ fli%5) > Configuration (fic

i) > Remote Networks CIZZFEMZ%) | 15T IGF EIAR LIS 4R Settings (IiE) ; AXJA ik
# DNS Proxy (DNS fUEE)

STEP 2| @i ABAH AT MIIIHE— Name (585 . 225121 FQDN FIH 25 5 [HE(1y
SafeSearch IP Address (ihihi:) >K#ii A Static IP Entries (G5 IP %5 H) .

]
£

Googe Wwew GO COm 16239 38,1

ey e L Ore nsamein

aoe
4
§

Bing wowrws bing com WATYANTI20
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5500 = e R ] b = b 125 B2 pl AR B

WO EL Ry LAGE Y 2 TR A2

« Prisma Access (Managed by Strata Cloud O =2 URL i€ vk

Manager) V7%« Prisma Access v i fu 4% Advanced

URL Filtering rje

ERIRIR T e 2 A RAE,  (RLBEL IR R R AT RSz X 346 1] BE 2 e A P (R AR BG RN TP A3, s At B
Ak 2 (RBI) 3 1 KN AT fa i sl SEOE [0 21 iy RBI B2 (ke FEA IR B A . 2 Msal g T P
LI, AT AR TR BEIR, 0 E T AT 2% S 164 U I R A KU 1

Prisma Access #4415 RBI $EEpg ke, DUEsSEH R es e, S —Md, kel DLk
BAER RBI 20t 7g, RIS EPEEC %) RBI P& HERa LA 3 521 URL 2851,

G b o= )5 RBL g o Palo Alto Networks it 7 il W, o8 b 5 (RBI) T L5
Prisma Access gz 53 b s fig vk )5 A7), RBI G i — (B B bR, i il
VG PR T RAE ARTS:,  [R)E) SASSZ I 28 e
LA & Prisma Access #J4E1EGH) RBI $2 (L g — JELCPE L pg vl aE SR IE VRN RBI A EE FE40(5 5 (31
mn, A SEA R URL 2 fiLf ID) % Strata Cloud Manager, DA #iE 21K

O Palo Alto Networks 1) RBI

1A 1

i 15 Palo Alto Networks fyy RBI 4z gz g el 17100 Pt 2
O Authentic8
i 5 Authentic8 ¢z % v 4% Iy Authentic8 RBI gxss i 45 sz 4 s ik vy URL
O Proofpoint
i 15 Proofpoint sy i 4% tip s P (411135 1 - RBI gy Proofpoint /e g PoC 37355
O Ericom
gk Bricom sy i 45ty Ericom RBI g i1 = 1D,
O Menlo Security
s A3 )y Menlo Security RBI gy iy (T 815 5 445 T SR AR,
LU R 4B 25 = J7 RBI £2 685057 %1 Strata Cloud Manager, LK A faf 45 565 1 7 o 1) 5|
RBI #1551 URL 251 .
STEP 1| Azuaze F i Wi e b 59 (RBI)
« #:%] Manage (“&FL) > Configuration (/iliZZ) > NGFW and Prisma Access (NGFW #II

Prisma Access) > Security Services (“Z%:Jllz%5) > URL Access Management (URL ;i
HIL) > Settings (&) , 477 Third Party Remote Browser Isolation Settings (2 —

\\\\\
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o INYLEN) Web 2 /LT - B4 Manage (B'PE) > Configuration (idiE) > Web
Security (Web %:%>) > Threat Management (&4 EE) | F£477F Third Party Remote
Browser Isolation Settings (58 — J7 i f2 i Yo Bs b B % 1)

URL Access Management @ Push Confiz ~ @ [

Settings

Third Party Remote Browser Isolation Settings 8

3rd party RBI Disabled

STEP 2| K& RBI J& M SRR E AT RBI ST § a0UE, AR BRI IE,

=ndor. Then select the vendor you want to enable for RBI.

Ericom ey Authentic8§ @& Menlo Security Proofpoint
Enter the Ericom ® Enter the on Nof'ddiﬁ{’”al = Specify to use
tenant ID to use Authentic setfings are the ProofPoint
Ericom for RBI. vanity URL to required to use production or

use Authentic8 Menlo Security PolC
Mot Configured for RBI. for RBI. environments for
REI.
Mot Configured Configuration is not
required ) Configured

Proofpoint x

oofpoint

Environment

(@ Production () PoC
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STEP 3| )5, M MW =) RBI 2t Save (fRA7) . BE/&XFE#21E T K Push
Config (HEZZRAE) I, %81 RBI HLUE 5K 5 Prisma Access )i,

G QR4 28 i S 34 PG Palo Alto Networks 119 RBEVERTUE sy o fic i 528 #2300
VigsbRES, (R, eI (i Palo Alto Networks py RBI n 5 — 5 RBI g1t i g
HETThEES. ke Palo Alto Networks 1y RBI, - i ¢ None (or) iy,
i# M, Selected Third Party Vendor for Remote Browser Isolation ( >3z 7 ) i 22 i 55

AR =T HERIRE) ok rap = 5 RBI pripsg,

Third Party Remote Browser Isolation Settings

Configure the required settings for each Remote Browser Isolation (RBI) vendor. Then select the vendor you want to enable for RBI.

Vendor Settings
RBI by Palo Alto Networks Ericom 83 Authentic8 3 Menlo Security Proofpoint &
, Remote Browser |solation (RBI) by Pala Enter the [0} Enter the w Moadditional = Specify to use
", Alto Metworks is available to integrate Ericom tenant Authenticd settings are the ProofPoint
with Prisma Access natively. RBI uses ID to use vanity URL to required to use production or
next-generation isolation technologies to Ericom for RBIL. use Authenticg Menlo Security PoC
deliver near-native experiences for users for RBI for RBI. environments
accessing websites without compromising Mot Configured for RBI
on security. Not Configured Configuration is not
required (+) Configured

Configure Remote Browser Isolation

Selected Third Party Vendor for Remote Browser [solation

(©) Mone Ericom Authentic8  (0) Menlo Security (@ Proofpaint

Cancel Save
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STEP 4| i,

4% URL Access Management Profile (URL 1 i) & £ it i S F)

B P e ) E RBIERELZ URL 2651,
%] URL Access Management (URL 5144 FE) > Access Control (545 | FEihnaids

1t Access Control (iJj [ #:H)) &, ¥ Site Access (3hi5iJ710) % Hr A Redirect (7

II,:!J) o

BTy Redirect (FL[n)) FR(ERET ) HE A3 RBI IS, i AN A BA T2 /=B 1k 5T A,

Access Control

PAN-DB classifies websites based on site content, features, and safety.

2 Search

Category Site Access User Creden... Hits
streaming-media » allowns * allow
swimsuits-and- Block * allow
intimate-apparel

Continue
training-and-tools e allow

Override
translation pllow

Redirect
travel s hllow
unknown [ |Allow * allow
weapons * allow e allow
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» Prisma Access (Managed by Panorama) VR
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W FEM 2% L1 Web #3300 TP HZURI i £ URL 3 38 SR 9 A 225 %2, Palo Alto
Networks x4 BVELHRY H &, X L8 S ERR SRR S ORI, BT LLEE LH &L 4578
P, DA SRR E I PE AR T ok Ay s, ST LU URL 33 H 51 ok URL ) 11
o A BATTI e LB B L A R TR Web 7 [ SR RN, 70 BT A ] W] B8 35 30 AR HOURH R 5
Jzo

HTTP bk HOS T P s 75 s U S e S oxd H G TRAR (5 SRR T, HTTP Ak H&E
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« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334

Manager) AIE)
« Prisma Access (Managed by Panorama) T
BV e(,l\)/' anaged by Strata Cloud ©EE URL Sty e e o T, 0 0 A
. & ( I UV i
« NGFW (Managed by PAN-OS or + Prisma Access ¢ mr3 Advanced URL
Panorama) VAR R4S

Filtering tjjts .

BT DB B SRR R~ AR H L, DA BTN EM%aEsh. tian, 45 PAN-OS
BB ks -, RRELF fr 4 0 (ACC). URL 1€ H GRS 2 SR E g Alert (%

#) . Block (FH1E) . Continue (4%%:) 1\ override (%) 19 URL ZKHHHTA TP Web 7%
o BT LN TR PG5, 30T LU 1 g T2 B0 o 284 305 ) 5 i 7 3 24 1 WX 4% 1 1)
SRR o

#FE N Web 1531 512
I P i 75l (ACC)
o BIRIL BN IE

« URLdEH &

« URL iy

PAN-OS FiI Panorama

Prisma Access T
I

» Strata Cloud Manager
* PAN-OS fI Panorama

Wi Web 153} (Strata Cloud Manager)

o R (i ] Fh A 45 B Prisma Access (Panorama Y, Strata Cloud Manager) , Strata Cloud
Manager 1“T53” G Al TR0 b T R AR L K . “TE3h” B b & SRR
Wi, ZE kAT Strata Cloud Manager F11 Device Insights B H 2R b, 838 0] DL 4 23y Hifih
P S iE sh A

LUN 52 AR s abon] 35 B MR 22 A0 70 Hr X 2% F i) Web 15 3):
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L UL — £54% URL 3 3EA1 L Palo Alto Networks % 27 45 76 46 1 e b U0 BiL 1k 1)
A B e (AL 5T DARE A SZ B SR P A VP B Ik R
25 MR
SR — H A EROR G OB E B TR, MRS RS 1, AR
VAR RV
R (IS 5L — SR P4 LRI R PR, TR, SLetRAs . TRERYH 98 L R ix
SRR TR P
BT (URL BHE) — ZER(ERRI 4% T I % Web 551y URL 2650 i 10 /675
URL F1H; 10 A4~ E KU URL,
1P ) — ZEAR A PR R, - AL U I S a1 2 AR, L%
Uy ] R 6192, URL b 1 Cloud Identity 7/ £ B0 ¥R 17 S 9L o] T
. Sy T R A M ) T P SRR I Sy, B U g i Cloud

Identity 5|%.

FCAb T WP R A T

RS TR T R AR B I BRI R o DA S R A (IR T

Rk T DM R kgt (IP kb, 34, URL 2SCfRwa ), DACE S AUEE Z A e n B k1 7
SEIT, X BEHR R F AR I 28 A BRI R A G 2R

FIIT “UEB)” a7

o P Activity (153D > BB IR | SRR (N 0 | T 3630 | A T2
P URL bS8 THEZE, 18T A S 4R s i) By URL g8k I,

. E;ﬂil‘tﬂ HGE AR, EE$ Activity (353D > Logs (H &%) > Log Viewer (H GEF
7).

R S RS

=31 Web 5z (PAN-OS 1 Panorama)

SEMOR A B AL i ISR P, kR ACC /N, Network Activity (2575
) IR R ST o N RIS URL 178, Ban, 78 “ TR (87N eh b, £
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] DU S R ) e i i a2 5, B fS e In&s B Al SSL,  #8i8 n] LAY B #:8 URL B 11y
Threat Activity (& 1551 #1 Blocked Activity (FILIERYTESN) #1135,

Network Activity ¢ | Threat Activity | Blocked Activity | Tunnel Activity | GlobalProtect Activity | SSLActivity | 4 _lf_
Application Usage A YV B[ UserActivity BYEDR
O bytes () sessions () threats () content @) URLs () users () profiles = L (O bytes (Dsessions () threats () content € URLs () apps = E
= " 0 ;i
generalintamet URL-SSD-block 122
CCAT_6 81
CCAT.3 s 37
CCAT.1 s 35
abortion  EEEEEE——— 32
CCAT S mommmm 24
EDL-URL] s 22
EDL-URL? o 21
news E—— 21
dating —umm 17
0 20 40 50 20 100 120 140
APPLICATION RISK BYTES SESSIO.. THREATS CONTE.. URLS USERS SOURC SOURCE USER DESTINATION USER COUNT
web-browsing 8.6k 11l o 1 o 1 1~ None None 475 I
cisco-nac 1] 424kl 1651 0 0 0 2l 1H
ntp a 1238k] 9181 © 0 0 21 1l
rtp-base 182.4k | w0l o 0 0 3l 10
snmp-base a 6.9k 34l 0 o 0 9l 1l
mssql-mon a 4.6kl 191 0 0 0 21 10
msrpe-base a 5.6k ul o 0 0 il 1m
aruba-papi 1] 6.3k sl o 0 0 2| 1M
unknown-udp a 12M1 351 0 0 0 &l 10
dhep B s2asME 36ekl 0 0 0 socEEE 1M

BAE HEIFECE H SR

o] AN ACC B3 1 & (B]) 2% £ Monitor (M5#%) > Logs (H &) > URL
Filtering (URL id %) .

TEAN & B H SR E e T8 A L) 0 S sl i 1 1) 1 1

« Alertlog (iR H &) — /R, computer-and-internet-info 2% 7 ¥ i 4]

FROM
RECEIVE TIME | CATEGORY URL ZONE TO ZONE | SOURCE SOURCE USER DESTINATION APPLICATION ACTION
E) 2020/04/16 computer-and- outlook.office36... pm wifi UNTRUST outlook-web- alert
+ 14:10:53 internet-info online

« Blocklog (PHIEF &) — fEIH R, insufficient-content 2R A AAkLE . #Ibe, A%
FABERIE B R, T H SRR S block-url,

FROM
RECEIVE TIME | CATEGORY URL ZONE TO ZONE | SOURCE SOURCE USER DESTINATION APPLICATION ACTION
@. 2020/04/08 insufficient- munchkin. mark__ | pm wifi UNTRUST ssl block-
- 18:47:49 content continue

 Alert log on encrypted website (1% Wl E) & 0 &) — fEHRGId, 2855 private-
ip-addresses, N HFEF /& web-browsing, 1% H &k =B K b C0fiF 25 LI

FROM
RECEIVE TIME | CATEGORY URL DECRYPTED | ZONE TO ZONE | SOURCE SOURCE USER DESTINATION APPLICATION ACTION
@ 2020/04/09 private-ip- I/Updates/Updat...  yes TRUST UNTRUST | 192.168.58.3 web- alert
- 14:11:29 addresses browsing
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[AHB] ER ML PIE (PAN-OS 10.0/10.1) BLK [AMAI =] WER7> S P%E (PAN-OS 10.2 )7 1

JRAS) Fi /R BT B ML IR 2 # 2 1 2 1 P17

« B ML 2IEEH 776 PAN-OS 10.0/10.1 s JHAHIF:(FI URL i € N IE ML 317752810

URL,

INLINE ML
RECEIVE TIME CATEGORY URL CATEGORY LIST VERDICT ACTION URL

DI HELL R A

o PRZRAN AR — ACHI PYIER ML AN I () X 24 54 1 Tty Y 2

« %3 javascript — Ay I ML ES I 2112 5 javascript P75,
© KA — URL #0238, ARG A L.

o IR FEAEEN IR FRY URL i S8 N K ML (/1 PAN-OS 10.2 rh iy 44 g Al

WERZT2R) MmN (e gk URL L IE = i) #E117038m
£ HAEZRAS T,

INLINE
CATEGORIZATI
RECEIVE TIME | CATEGORY URL CATEGORY LIST VERDICT ACTION URL
B o 1 L b k t
B o 1 I L L b k 1
B 1 b b I-ti ! I K
B o 1 t t -t d I k

BLEEHELL AL -
o RHE — (A IR 20 SAS I S ) TR N A

URL, FrCi Bl il

o v — AT g URL 298 i 2 i Y 3K 70 285 | AR I 8158 o A 2

© BEM — URL AR BeA I = 5 I 0 285 152 5 HT

] Lo A AR SIAINE] URL 3 FSREIE, g XCBOM A X IR, AR, DAROE @ AT

Hystfiigk. EELE R, BdThl—FIbryr Pk, WnikR

B3 Decrypted

RECEIVE TIME | CATEGORY URL From Zone SOURCE
B 29209409 financiak-servict F Columns >| M ToZone 192.168.58.3
N Source
E) 2020/04/09 fnancishservig  Aiust Columns 192.168.58.3
= 07:28:41 B3 Source User
E) 2020/04/09 financial-services  static1.st8fm.com/ Source: Dynamic Address Graup 192.168.58.3
07:28:41 I3 Destination
E 2020/04/09 financial-services | static1.st8fm.com, Destination Dynamic Address Group | 192.168.58.3
o User-Agent
E' 2020/04/09 vices  staticl.stBfm.com B 192.168.58.3
= 07:28:41 Dynamic User Group
E) 2020/04/09 rvices | staticl.stBfm.com Application 192.168.58.3
07:28:41 ction
E) 2020/04/09 ncial-services  staticl st8fm.com eaders Inserted 192.168.58.3
07:28:41

HTTP/2 Connection Session ID

LRI

SOURCE USER

2% URL oy 4 B 131
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P

SR SC R S TRAS SR/ B R T R FR A URL 928000 Sk, By 1R 28— ey 1
VRS B AR

Detailed Log View

General Source Destination

Session ID 481 Source User Destination User
Action  black-url Source Destination
Application  ssl Source DAG Destination DAG

Rule rule-3250 Country Country United States

Rule UUID Port 443
Port
Device SN Zone UNTRUST
Zone TRUST
IP Protocol  tep Interface ethernetl/1
Interface ethernet1/3
Log Action log-fwd-3250
Category financial-services
LRI Catesnn |ist
URL

RECEIVE TIME CATEG...
A APPLICAT..  ACTION | RULE .. | SEVERIL.. | CATEG... | LIST VERDI. URL

2020/04/16 ss| block-url | rule- informa... = financi. widget..
14:10:53 3250 services
2020/04/16 ssl allow rule- financi...
14:12:13 3250 services

2020/04/16 sl allow rule- any
14:10:53 3250

AR T URL 285910, URL JH/ . ilalg sk, OB =28 50500 Fie X URL i g4 75,

1% F% Monitor (1) > Reports ($i7) F£7& URL Filtering Reports (URL i34 75) 4
T, RPN, SR A H D IR RN B0 24 /NI By R DU AR S S
4 PDF. CSV 5 XML #% 2.,

Virtual System [ shared ~ | N0
5 P
@ Correlation Objects CATECORY COUNT Custom Reports
@ Correlated Events 1 | social-networking 20 Application Reports +

“ Packet Capture 2 busine:
economy

1M [ — Traffic Reports +

(&8 App Scope Threat Reports

7 765.1k
[E8) Summary URL Filtering Reports -
[ Change Monitor P’ —
online-storage- 560.7k i
({3 Threat Monitor and-backup : L CE G
. [@ URLUsers
@ Threat Map 7.5k 1 [ URL User Behavi
ser Behavior
Network Monit
g etwork Monitor 103k 1 [ Web Sites
Traffic Map
~ 85k 1 Blocked Categories
&9 session Browser : :g ———
- ocked Users
[x] Block IP List 39k | =
& Botnet ol PDF Summary Reports -
« [ PDF Reports . ¢  September2020 . >
[y Manage PDF Summary 957 1 s M T W T F s
S User Activity Report 12 3 4 5
(@ Saas Application Usage 831 1 6 7 8 9% 10
[ Report Groups L
o 829 1 T3
& Email Scheduler
[ Manage Custom Reports
- Export to PDF Export to CSV Export to XML

[{] Reports =

fEwEpi DRIk S

WA 5 mT DA A 2

« Prisma Access (Managed by Strata Cloud O 2% URL o yEvF ik (B0IH M URL i 3E
Manager) CIRT)

« Prisma Access (Managed by Panorama) NI

&
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i 472

AR L W DA 2 wERMTA?

» NGFW (Managed by Strata Cloud * IR URL Sty vpupiil CUe i, (L 5 A
Manager) K9 1H VP AT IE o

« NGFW (Managed by PAN-OS or + Prisma Access ypwrii u 4% Advanced URL
Panorama) Filtering v

A ey e o =B A E e A AN LR S U s R 2 ol = N1t i S R e &7 =B U/ LE] PP [ v
» Strata Cloud Manager
« PAN-OS #il Panorama

5 P55 (Strata Cloud Manager)

& FH Panorama it & Strata Cloud Manager K45 1 Prisma Access, &l 7] LA % Strata
Cloud Manager W HI SR B P iGshik . AN Hvh, #3) Activity (153)) LU E] User Activity
Report (H P iEah#kss) $57~4. V7 1A H P IS SR 5 288 5009 = 5 4 g [ BERL - o

STEP 1| MG ZH M54,

STEP 2| W& &5 hslH,

STEP 3| AdiE M G 8k,
1. &F#% Activity (i53)) > User Activity (H 630
2. Enter Username it AJHF44) |, A AE AR,
3. PR Type (S7Y)
HHE User () Sdlrh—4 0 P A il 15,
KN i $E Group (41)

fgansg)ii 1 UserID -y ey 2o sledi 40 A UserID i
geom User (P | oyt AJH Pk abLe 1P sk,
4. A PR Username/IP Address (44 /1P sbilk) | s AT P 4R A5 24044

5. IEFERFRE, W LIRS B, oL $E Custom (F7E30)

6. % Include Detailed Browsing (tJ G40 %) EEHE, IXFE T AEH & i i 55330 Ya (5
=

STEP 4| =17,
1. #d Run Now O7ZRPIETT) o
2. B KEETERCAE BRI, R o —ANEEEE N RS
.1 Download User Activity Report (N#H P ihishii ) w3 PDF WA 70 Hrik
e

« i Download URL Logs (F#% URL H &) ] FEAMIMN H &4 H i CSV S0,

3. MRk E, i Cancel (FUf) .

4. WERBEGRATH PR ARG BEIE, DM G A T RS, 1B R OK () 5 A
i &y Cancel (Gf)
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P

STEP S| Sl 101 MR S A A M i3k . PDF RORI R & R @3 R G g 1T ol et
I TR)HEZR I H 3% -

STEP 6| i Hhiml H DA GRS FRAI5 2. #ln, Hds Traffic Summary by URL Category (4%
URL AW i 2E) v & G 1 P S SEiH s .

&E M P sk (PAN-OS £ Panorama)

STEP 1| Ml M sk 5

1. %% Monitor (I#¢) > PDF Reports (PDF 1) > User Activity Report (J1] /7153
ESEP

2. Add (Fhn) #ieds, RIEHARET Name (455
3. B Type (3871)

o JEPE User (/) NHh—% M A i o

o N—HMPIEF Group (4) .

fgansgi)ii V1 UserID “ppeit ey o v s 44, s iie User-ID, i
gy User (P | gt AR P Skl IP bk,
. A PGS Username/IP Address (117 44 /IP Huhib) |, sl A PRSI 4L 4,
5. EFEETE, TLOESFEILA N B, 20k #E Custom (11730 .
1% Include Detailed Browsing (TUfGE AN W) SEHE, XFE aT ek 5 b GG o A5

User Activity Report @

Name | Doc Team
Type | Group
Group Name = \techpubs

Additional Filters Filter Builder

Time Period | Last 30 Days

Include Detailed Browsing

Run Now “ Cancel
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P

STEP 2| 1Z17Hk15.
1. Hd Run Now (OZHIIETT) o
2. BRI R AN, B AR PR
« #.i7 Download User Activity Report (FN#H P iEsh#k:) v N# PDF R AT 20 H7 4k
/1

o
« Hii; Download URL Logs (% URL H &) # FEMN H LG4 H i CSV St
r User Activity Report b4

Download User Activity Report
Download URL logs

Cancel

3. T#EARS G, il Cancel (Huf) .
4. R PSSR BEE, DM S W AAs T MRS, s OK (E) 5 Ay
M) #.75 Cancel (Huify) .
STEP 3| mid¥rJF P&y b BB M S iGEhiR s, PDF WO S SR G TR S Frelidl . 45
B 1) HE 2 H 55

Group Activity Report for sl s mea\techpubs
Tuesday, November 15, 2016 11:58:18 - Thursday, December 15, 2016 11:58:17

Application Usage 2
Traffic Summary by URL Catego 4

Browsing Summary by Website

Blocked Browsing Summary by Website 18

STEP 4| i HhIH UEFRS G S, #la, 54 Traffic Summary by URL Category (44
URL AW ) w] &G k0 P S gt 5 .

paloalto
Traffic Summary by URL Category
compuier-and-internet-info 7.7% 775.3M
business-an d-economy 13K 19.7M
private-ip-addresses 919 2786M
google 347 1.5M
web-based-email 279 15.6M
MS_wildeard 270 26M
search-engines 260 951 2k
web-advertisements 210 2.0M
internet-communications-and-telephony 179 15M
content-delivery-networks 147 55M
online-storage-and-backup 7 26M
intemnet-portals 47 251 0k
soclal-networking 40 560 7k
personal-sites-and-blogs 2 12968k
shopping 8 63.3k
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THRIFN AL =2 URL i 98Kk

W L m] DA 2 TR A7

« Prisma Access (Managed by Strata Cloud O 52 URL eV nfuE (B IH i URL i€ F
Manager) CIRND)

« Prisma Access (Managed by Panorama) T

« NGFW (Managed by Strata Cloud .

IF e URL Sty v i £, (RS2 45

M - . .
N;r:/ie(':/l . S BV T

: anaged by -Usor « Prisma Access %3 Advanced URL
Panorama) VF I 45

Filtering ;e

T DUZE R, AR BURIIE 2 5 URL I 3E R Web 15 EIAH IS 10 £ R 5
» Strata Cloud Manager
* PAN-OS FiI Panorama

THRIA1 H: = URL i €4k 75 (Strata Cloud Manager)

TR E ] Panorama i& & Strata Cloud Manager K% B! Prisma Access, #&&F AT DLy URL i €
A58 Strata CIoud Manager, i Strata Cloud Manager /1, #=“1hsh” Pl 1 fifsc 550 URL i
JEEIE AR . AT DA AN G i, FR L HEE B8, LA & Prisma Access #111 URL
J‘i‘iﬁ‘éﬂ—'ﬁﬁﬂ%*ﬁ?@ﬂﬁ%f*ﬁ%ﬂiﬁ

o AT HAE — BRI LS T S A R TGS URL 285, PE44 AT 10 (%5 URL, LU HE
417 10 A XU URL,

o A — BwHN AR - AT VR GG, IE AR s, DL R
7 1] i XU Rk, URL 33 1 25 R0 Cloud Identity 5 1B 42 (v B vy S Bl ik ] Ok,

o WA TR (P Mok, 34, URL SCfe A7), DMESAERHZ TR gt irsc i, 1X
LR HE SR F A8 17 X 48 A1 2 BR A B R A 5 I

<kACCESS

@ Insights

SR AT P A, A T Cloud Identity

4
J

Q

STEP 1| F#. =ML PGSR,
STEP 2| il URL iyl f T 4,
EFE Activity (353)) > Executive Summary (BfrH§%8) | ARfgd “URL dJE” #0iF,
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https://docs.paloaltonetworks.com/cloud-identity/cloud-identity-engine-getting-started/get-started-with-the-cloud-identity-engine/set-up-the-cloud-identity-engine
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P

STEP 3| k24 T.1F,

THRIATE 5L URL i €5 (PAN-OS #1 Panorama)

STEP 1| UsIngivy B 7€ LR H5,
1%# Monitor (Il5§2)

1.

> Manage Custom Reports & H [15€ X3Rk15) |, A5 Add (7

Custom Report

Report Setting

BT E M) Name (&%) Fil Description (i)  (wfik) .

W T E AR 511 Database (flafE) o /R BCHEAAR) URL )b ISR &, 15 A “TR4H 1
70 ife% URL :

o) Load Template  —» Run Now

Name | Weekly URL Filtering Report

Description

Database l JURL Log]

Summary Databases

Application Statistics
Traffic

Threat

URL

DecryptionLog
Tunnel

Detailed Logs (Slower)

Traffic

Threat

URL
W\'IdF@bmissx’ons
Data Filtering

HIP Malch
GlobalProtect

Iptag

User-ID

2 URL 1o s 1
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i

STEP 2| il i 4R 7535 10
1. BT XY Time Frame (IFRIAEZY) oli% % Custom (H T )

2. RIS AN F B B A AR R H A, R () AinE] “aEiE sl v, Bl
fn, X URL i ygdkdy, f&nLlig#:

.« B(F

o MR
<

« HAREZR/ X
« P

« Mk

Auvailable Columns Selected Columns

CIHELIL WU OEl Vel N

Category
Container ID

| Action
Content Type é%
Count

Day

Nacm mtacd

F Top T Up | Down [ Bottom

3. R KR A B R SE s s 10, TEEEEEYE Flags (hn&) , #(F 5 has (41H) A
& Credential Detected CREIZNMEHE) |, RS 1)k i BE 20 43 5008 v S e i A
i S ds SR TAb D E G

Add Log Filter (O]=]

{flags has credential-detected)

Connector Attribute Operator Value

and Dynamic User Group « has Container Page
Flags Mirrored
HTTP Methad Decrypt Forwarded
HTTP2 Connection MPTCP Options
Headers Inserted .| Credential Detected

[ Negate 10 - v Tunnel Inspected
Add Appl cl

4. (vik) k¥ Sort By (Pifr i) kI, DA M TSRS S S e, iR
RIEFH PR, b 2sklalgimm N SR, A LA G, %85 Group By (7
M) @, DHIE o HE R . LN RBIE R 7% Group By (41540 #%
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STEP 3|

STEP 4 |

STEP S5 |

& 1, App Category (N HIF2fF2%
1) Count (IHH0D M—1M#kih,

Custom Report @F

B, K Sort By (BE)y i) WiE K Top 5 (i 5

Report Setting Weekly URL Filtering Summary (100%)

DESTINATION

APP CATEGORY CATEGORY ACTION SOURCE USER COUNTRY URL COUNT

1| generakintemet | computer-and-intemet-info alert M curopean Union detectportal firefox.com/succe. 10k C—
ipw

2 | generak-internet computer-and-intemet-info alert M European Union detectportal firefox.com/succe. 10k

3| busine ems | computer-and-intel info alert S8 United States us. arfhwe ubumu com/ubuntu, 11
commaon, 13-
Bubuntud. 2 _amdé4 deb

4 ems | computer-and-i info alert ] United States us.archive.ubuntu.com/ubuntu. 11
Oubuntu0.16.04.30_amdéd.deb

ems | computer-and-intei info alert S United States us archive.ubuntu.com/ubuntu. 11

lubuntu0-16.04.12_amdé4.deb

6 e ms | computer-and-int nfo  alert ] United States security.ubuntu.com/ubuntu/d... 11
security/main/binary-i386/by-
hash/SHA256/e0d929265 7c:| 5

7 ms | computer-and-inte info alert 8 United States us.archive.ubuntu com/ fubuntu. 11
common-bin_4.3.11+dfsg:
Oubuntud. 16.04.30_amdé4.deb

8 ms | computer-and-i info alert 88 United States us.archive.ubuntu.com/ ubunlu 11

headers-4.4.0-190 4.4.0-
1%0.220_all deb

Export to PDF Export to CSV Export to XML

“ ceoneel

BTk
1.
2.

Hii Run Now (VZRE1T) Blbm a3z AAE ers,
SERGHR T H A T, (] Report Setting (R
o, BgkE N R R

% Schedule (B (1] %) ’Elﬁﬁuﬁi‘”*
73 2% 24 /Y Web 153

AR R AT R T
BCIE) JRIUR,  ARJE R RE I A KB TR
V€5

o RORAERCR Hiledy, JLrhPEgeic

Commit ($&%5) M

A SR
1.
2.

P AT > .

I 45 41f%) Custom Reports (& AR 1) %#,
EFNZ

S DAAT H AR 25,
#a,

IR IEFEEANRE ., ikt &

EMH Dk H I, o] DO S S 8 PDF. CSV 2 XML
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A s 7 Vg 1) DL

MR HL ] LAGE A 2

« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334

Manager) AIE)
« Prisma Access (Managed by Panorama) T
BV e(rl\)/' anaged by Strata Cloud ©EE URL Sty e e o T, 0 0 A
. & ( I UV i
« NGFW (Managed by PAN-OS or + Prisma Access ¢ mr3 Advanced URL
Panorama) VAR R4S

Filtering tjjts .

X ES T e FH P A6 7 e XS 15 1 19 2 08, (BRI = BON nf DO L it i, an R Efr URL it g€
AliE 2 (Prisma Access 119 URL 15 45 BEACE SC2F) w15 H Log Container page only (i k%
ESULIAD GEIT, M PUES EARS T, MRl A28 Wb T se gk o 220t ., N2k URL i
RS RN HESRH, BB G -tk ml, Nk A &% B S 515 R T S 44
L€ MIME 8T PSRRI URL, BOAWE Q4G LL N MIME 287

» application/pdf

» application/soap+xml
« application/xhtml+xml
« text/html

o text/plain

o text/xml

L 1) Log container page only ({yif gt as GUIAT) HEI, 0 15 w47 T
eI A BE ST I 2 5 A o6 URL B,

» Strata Cloud Manager

» PAN-OS 1 Panorama

A0 P U5 [H ) T (Strata Cloud Manager)

[ 4% fdi fi] Panorama 7z s Prisma Access

Gy E| PAN-OS & Panorama (PAN-OS 7, Panorama) I, RS HIR I &
U
A 1F A (8 ji] Strata Cloud Manager i35 1 iy kb 4k 45

STEP 1| £ URL ViRl 45 BRAC & S b, #%F% Log Container Page Only (fidsR4528 TLifI)

STEP 2| ¢ URL V7 r 2 B L ST 2 21022 2 S R o
ARG A2 AR RE I 7 | F O BC i SR by, URL U5 e B 1 SO b TG SIS .

=52% URL iy 4 B 140 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license

M P

F WO BRI URL U7 [ BEALIE 0 ORI 2 2 BCiE ) . 1Pk Push Config (ME2=(iL
) o

Al P Uimrg i (PAN-OS A1 Panorama)
STEP 1| fsli i Edury URL I JE AL IE L4,
1% ¥ Objects (%) > Security Profiles (“Z%:fidi& () > URL Filtering (URL i338) .
STEP 2| 2] Log container page only ({idsE45es miif) .
STEP 3| i OK (ffi7) RAFBLIE SCF,

STEP 4| Commit ($£%5) "ok,
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H 72

HTTP #r=k H il

WO EL Ry LAGE Y 2 TR A2

« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334
Manager) CIRT)

« Prisma Access (Managed by Panorama) T

°:ﬁ2g$hm@dwsmmcmm © I URL SRR R, kA

R TH RV T E o
+ Prisma Access yruriif fu 4% Advanced URL
Filtering tjjts .

« NGFW (Managed by PAN-OS or
Panorama)

URL i & 52 BE WA A PZe I i % L1 Web SBASHIZIRE, A 1 2% Web WY AT ILME, B 07 LUK
URL 3 JE A ST RC I e s Web iR BT &1 HTTP bRk @M. 4% P inid ok Web T

N, HTTP Frskaxtu & 1 P ACEE, HETF AT x-forwarded-for 7B N @ A X I JLHE & 45 Web
MR%528, JEIH HTTP Ak HGidst)m, B kBE4/E URL 338 0 Grbic st LA R @ YEE *t .

O Beok, faiday LA I HTTP pRsler pxt SAAS [ ARSI I] o BB TIER 0, i3k
iie URL sy vp il RLaaifsi i URL Sk i e o4 TR I oh i

User-Agent (J1 7 fUEE) P 19518 URL 1) Web JIYEES, A1 BXM Explorer, 15
JOAE HTTP i R b R R EIIR 25 25

HTTP brk At P ARBRR TER 7RF . A B b Sk iy 4L
P 2 BT B A DS S K1 O 36 AT .

Referer (¥fE47 A) HI P B2 HAR N G R 0T URL 5 e P e (511)
F FIE KR T

X-Forwarded-For (XFF) P TR B3 R IR T P 1P ik HTTP 3 sk bk By rh
kI DRI A PR S5 28, XFF BEik iR R ok
A 0 TP NP Mk, /S A ASUH AR R 45 25119 1P M ki
SN R IFE R TR IR 1P Hhk,

Clffi Ak 5 K a3l AR S SRR Sk STA
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W

15 ok 1 2 URL #2871

MR HL ] LAGE A 2

« Prisma Access (Managed by Strata Cloud O 52 URL BbyEirvTiE (8IHRK URL 334

Manager) AIE)
« Prisma Access (Managed by Panorama) T
BV e(rl\)/' anaged by Strata Cloud ©EE URL Sty e e o T, 0 0 A
. & ( I UV i
« NGFW (Managed by PAN-OS or + Prisma Access ¢ mr3 Advanced URL
Panorama) VAR R4S

Filtering tjjts .

TSRS HAN IR URL 170 RANIE Ay, 4 n] Ui Bl Kt el AT 19 URL 2R A H T A
SRS HOFT R R B T DUBREI A Sl R ss B B HORT SRR X AR R
ST R HE W A — N .

fe kit ok o e URL ey MR OO i opy URL gy Insufficient
content y; new-registered domains_

FERG KBS, T DI URL i€ H 2% H A0 VEGE H GBI rhd R 07 URL 2851 AEMIR A b
b, A Z A ST 0 2RI Rl BEEE G L PAN-DB 7525, R A5 IS IRAE ok KRR, W)
Ff, {£ Strata Cloud Manager 1, R A vl P FE 2 2 o fEgnfE URL U5 (W45 BEACIE SCOERT
AT IR A sl il B R, 80y e O kR, TS BN A sl
Gxn, WIS B RSt R LRz,

EHE T EaF R T, AL URL, 40 58 B8 F 81925 ) ek, Palo Alto
NetworksZ=fLHEE ISR, Iz BB 5] 58 PAN-DB, 11%:9% 47, Palo Alto Networks & /i
e R B B N T 9w 2 SR RIS 2R . (AT T ] DAV PR FOR R, [ R AR EE I 2
A, B SRR (A RABATTAS A ESR A R R A)D

Pz HAOE R G, BBUE]— BB IR, AE SRS, BRSBTS e B
HE 4,

* PAN-OS #1 Panorama

o DA T

iR B gt URL 2871 (PAN-OS Fi1 Panorama)

STEP 1| 1i}jin] URL ZJEH &, SHil%4% 9 Monitor (%) > Logs (Hi%) > URL Filtering (URL i

?i)‘:g) o
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Wit

STEP 2| 77Fvrdn N AEMLE], AAME W Wk URL 702619 URL g MG Ho
1l HOGAR IR S B AR ( & ), BRI R SR PR HOGHLE

Detailed Log View (O]
DevicelD
Source Device Details
Catego —
N Flags
Source Device Severity informational
Repeat Count 1 Captive Portal

Source Device

URL e R R, | Proxy Transaction
Source Device Request Categorization Decrypted
Vendor Change
Packet Capture
Source Device 05 HTTP Method
Family Client to Server
Inline ML Verdict unknown
Source Device OS Server to Client
Version Dynamic User
Group Tunnel Inspected

Source Device Host
Network Slice ID SD Credential Detected

Source Device MAC

Network Slice ID

Destination Device SST
Category
Destination Device
Profile

Destination Device

Destination Device
Vendor

Destination Device -

STEP 3| 7eifgufZ ) F, i Request Categorization Change (ifsk k) .

STEP 4| G cihif &,

Request Categorization Change @

URL

Log Category

Suggested Category ] get descriptions
[] abortion -

Confirm Email | [ sbused-drugs

Comments cauli
ohol-and-tobacco
auctions

|:| business-and-economy

Email

[] command-and-control Cancel

[] computer-and-internet-info

[] content-delivery-networks
[[] copyright-infringement
[[] eryptocurrency

[[] dating

[ dynamic-dns e
Ll

K I URL 925 G A il i)

STEP 1| ®ijfE Test A Site (IIRGE ) &

¢y Losin (s Dl dusen CAPTCHA ISR, Jf fr STeger ity 2 Ly A it T o
Mubib, WETERE, TS HEVE R R SR X,
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STEP 2|

WP LI G HAOPIE K,

TR URL i >R — g A B 702509 URL, 25 H#iidi Search (J#%%) . 7 URL 2%
WSS N, #idi Request Change (ifisk )

Test A Site

Or if you want to request a eategory change for multiple web sites, you can submit a Bulk Change Request

For alist of available categories, please click H

/_\_/\/

Category: Home and Garden

Description: Information, products, and services regarding home repair and maintenance, architecture, design, construction, decor, and
gardening.

Example Sites: wiww.bhg.com, www.homedepot.com

Category: Shopping

Description: Sites that facilitate the purchase of goods and services. Includes online merchants, websites for department stores, retail stores,
catalogs, as well as sites that aggregate and monitor prices.

Example Sites: www.amazon.com, www.pricegrabber.com, www.lightningdrops.com

Category: Low Risk

Description: Sites that are not medium o high risk are considered low risk. This includes sites that were previously feund to be malicious, but
have displayed benign activity for at least 90 days.

Example Sites: wiww.go0gle.com, www.schwab.com, vww.amazon.com

PLE T OH R — Log-in (53%) M4k A b, AR5 6 AL PR o 3 s P e gl ok,
Test A Site

Or if you want to request a category change for multiple web sites, you car submit a Bulk Change Request

For alist of available categories, please click HERE.

2 URL it

V

e B
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STEP 3| HHE W ALK,

o FIEAS URL 1935 R — HHUR % URL WsInmiANar28 5. #di Select category
(from a list) GEFIEN [MFILEHRD |, —ZigHF D2, (Tik) fefhe FiERm
Comment (#%7E) ., G40, 0] DARBE RN A0 dE 5.,

Search

Sites that were previously confirmed to be malicious but have displayed
benign activity for at least 30 days. Bulletproof ISP-hosted sites and
sites with an IP address from an ASN that is known to allow malicious
content. Sites that are associated with confirmed malicious activity (for
example, they share the same domain). Unknown sites are considered
high risk until PAN-DB completes a site analysis and categorization of
the site

Home and Garden

Information, products, and services regarding home repair and
maintenance, architecture, design, construction, decor, and gardening.

Hunting and Fishing
Hunting and fishing tips, instructions, sale of related equipment and
paraphernalia

8 Insufficient Content
Websites and services that present test pages, no content, provide API
access not intended for end-user display or require authentication

o fEiE W AOE K — iL4E File Format CCURRE) o An SR B SOE Sk S AN 22426
s IR I BN, R S 2P URL #8770 2508 business-and-
economy, #5—’F/r2~ personal-sites-and-blogs.

RJa, Hiahi Choose File GEFESCIF) |, ARGk LI CSV SUk, R STk
RHTRA — A H iR : <URL>. <first suggested category>. <second
suggested category>. <(optional) comment>, % X IAEM &R 1000 4%
Heik T IMB, (i) #205¢ T1E k1) Comment (£1F) .

Change Muiltiple Sites

Fileformat  ® Multiple Category © Single Category

Description  The multiple categories submission should be used if your change requests are for two or more categories. For example, if your request is
to have three sites changed to the "Games" category and two sites changes to the "Hacking” category, then you'll need to use this upload
method.

* The uploaded file must be in CSV format

* It must not exceed 1000 entries

= Itcannot be larger than 1IMB in size

= ltshould have one change request per line. with format: <URL>, <suggested category>,<optional comment>
= Ifthere are commas inyour URL or optional comment,please quote them with double quotation marks.

CSV File Example:

i, paloaltonetuorks .com,business-and-economy, "this is my comment”

Here's a downloadable list of possible suggested categories.

URL List upload Choose File | No file chosen

Comment

Your Email alice@acme.com

¥ Receive Email Notifications?

Cancel VLI

STEP 4| Submit ($£25) Z#.
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e e PR

P = 2 URL L i€ S RE H 3 ) 2

MR HL ] LAGE A 2

« NGFW (Managed by PAN-OS or O 52 URL BbyEirvTiE (8IHRK URL 334
Panorama) " E)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

(LU CAFURE SR ff e s 4 URL 338 B BEIr 30h% v) R
STEP 1| 4jjin] PAN-OS CLI,
STEP 2| SHdigfrLh I an 55k =4k URL I JEEhRE S & LI ¢
show system setting url-database

fnim B¢ paloaltonetworks, M PAN-DB (Hl Palo Alto Networks URL i JE #5252 ) &
AT PEN P,

STEP 3| IGUER; ka2 & HAH R S URL IS8V ATk
iz17 request license info CLI i+,

MNAZEEW BRI TUES H Feature @ 2% URL yE. AR RZEAELFATUE, B P53k IOf 2048
YFafiE. 2N URL e,

STEP4| % PAN-DB AR,
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RIS

PAN-DB % 4 [ il

R B W] LA A 2 FERMET A
« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€
Panorama) GIRN®)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

37 it 5 PAN-DB ppysgegs, i QUL IOV =N 1y oy 4 Palo Alto sz
BRI 25 B, T LASHE S A B 9 2ok not-resolved et ok g b e st
$ Y7 T T B rh B 11

TGP k%5 PAN-DB = 2[Rl #E -
show url-cloud status
Q/(E K2l I 11 I R 1 = P (U

show url-cloud status PAN-DB URL Filtering License : valid Current
cloud server : serverlist.urlcloud.paloaltonetworks.com Cloud
connection : connected Cloud mode : public URL database version -
device :20200624.20296 URL database version - cloud :20200624.20296
( last update time 2020/06/24 12:39:19 ) URL database status : good
URL protocol version - device : pan/2.0.0 URL protocol version -
cloud : pan/2.0.0 Protocol compatibility status : compatible

AR ZASTT Y A), DU e N 2R A0 0

show url-cloud status PAN-DB URL Filtering License : valid
Cloud connection : not connected URL database version -
device :0000.00.00.000 URL protocol version - device : pan/0.0.2

{5 FH DL 175 B R YR 1) R A e 2 45 1) it .
O PAN-DB URL it Ji§ ¥ 7T HIE 7 B 2 15 s A R AL 2 3REO 20445 25179 PAN-DB ¥ 1T
O URL PRRATE & BR AN GRES 2 % PAN-OS TH 31 B hhioAS,
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RIS

>

O Rt n] LABS k3% ping PAN-DB =il 552 2 3817 LA N fir 45 DAk 7 -

ping source <ip-address> host
serverlist.urlcloud.paloaltonetworks.com <

G, WA D P Mk 10.1.1.5, WEisfTU M

e

ping source 10.1.1.5 host serverlist.urlcloud.paloaltonetworks.com
O BhksEE A HA Bl b 2 300ERS kB8 HA RS ISR T3 13- T 2R a)- ks,

Pl KB T ASFPIRES, K5 P (X PAN-DB =i 1a] . fEX rh RSBl kB Fag 17 BL R fir 53 B
BAHIRE:

show high-availability state

I RLB kB5F1 PAN-DB = 2 [A] ) {7 AE ZEF£ 10, 15 6% Palo Alto Networks 3515 57 F7,

2% URL 1o pEagr s 150 ©2025 Palo Alto Networks, Inc.



e b BRI

B URL 70 FE N AT

R B W] LA A 2 FERMET A
« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€
Panorama) GIRN®)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

IRAE 1 5 KBS % 28] PAN-DB URL i€ 2R &5k 178 4k, % PAN-DB i URL 75 i)
I Ta K, ) URL 8% 9258 not - resolved., Zi&EBARA I URL 22K 56 T I iT 17
YFATIES R LA . 455 URL 20 253 ROV E4E UL I, 152 URL RbyEny T 7E L8,

S LA N LAE AL skt T i b BB © PAN-DB FIFiR B0 0 2 200 45 URL #7028 9 KR AT IR A
STEP 1| ;mitiZ/T show url-cloud status CLI @542 PAN-DB & i,

Cloud connection: FE< & K .connected, WI'E&EEHA connected 241 1{n]
Ko, WA PR MG AT TP AAFAEIT ] URL BB VAN KT, B — i, 1550
PAN-DB iz o] /i,

STEP 2| Mm% %P RE& SR connected, 5K Bh A% 4 i I 2K

ARG KEEMIFI 2R 288 BT, URL IR BES# LT (W LEBAE B |, ek
N not-resolved,

WG RG R, 151517 show system resources CLI 53, AJn, #FE %CPU Fi SMEM
71,
&3 ] LIAE Web 51y Dashboard (F57534) iy “SRg 5"/ N L& F RSB,

STEP 3| % & inCategory lookup timeout (sec) [25 7 & He ket (F) 114,
g 2 He AR INHE wT B2 = URL RSB AT mT R, IRk H &+ not-resolved URL
1. %% Device (%#%) > Setup (i%[%) > Content-ID, FH4u#H URL i JEWIE,
2. i OK (%) I Commit ($&32) ok,
s set deviceconfig setting ctd url-wait-timeout CLI 5%
BrizE

STEP 4| a8k 47Ar, 15BL% Palo Alto Networks £ AR 7 FEHE1T .
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RIS

77 RANIE A

W HLw T DAqsE 2 R A?
« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€
Panorama) AfHE)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

A AT RE LB BN BANIE AR R bE, DL TAFRAE SR A6 A URL 702K, JRA(ES 2
I3 SR SR

STEP 1| SEidagfr LA T i 43 B ik o v b b iy 2]
show running url <URL>
Fhn, 57 Palo Alto Networks P25, Eisfrbl Farsy
show running url paloaltonetworks.com

SR A7l (SO BB A7) URL Z728TE T (e AR By U SEpUR RIS ), %
RIET AR T3 — B, AR T, W ARST F— 4,

STEP 2| SEdagfr LA T i3 Bk 4 B Ir b v i 2R 2 15 1 iy
test url-info-host <URL>
B
test url-info-host paloaltonetworks.com

ARSI AT At AR A B T 22 A7 vhiy URL 7036 1EA, 158 iz 1T DA I a3 MBI i pe 2247 v 8 i
URL :

clear url-cache url <URL>

I RGBSR URL IR, ARG SR R BV BN, SRR n] AR Sl AL, HLOE
TATHE I, IR L B R, TR N — Rt s ARG URL 285

STEP 3| Smidiz{rLL M an TRk = by 2851

test url-info-cloud <URL>
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e e PR

STEP 4| XAt /r =iy URL 73 2R 11, 15 AW e b A BE e e 22 A7 b B iz URL,
B4 LA iy DA b 22 £ il b URL

clear url-cache url <URL>
BATLLF iy 5 DUOMAE BE B A5 B URL
delete url-database url <URL>

kB K TE K 4a 7 URL RIS, & SO kB B, ARG i KB &, XN X
A LA A ) R A SR AT IRAFAE, IS ST — R se o R dah ok,
STEP5| %M Web Hifife s Hdki ok, E#E] URL H &, RGBS & 0¥ URL I H &4 H .,
STEP 6| #.if; Request Categorization (i&>R7035) WokBEps, ARIGHIELL R HRE TEAAE, 8%

URL, )5 5.4 Request Change (iR ) KElbx, thrrLIM Palo Alto Networks il A Jif
SURSEE SR TR . B E AR, TE S5 0 L1 URL 2550,

AR BT R IR AL, Bl i R A, ARG, T DUm RS A £ URL SRAIE RS K
d A3 ST

o CEHZAh) URL D, R ) FFs A% URL I, 370 R ITH sl 3 A2 17
o IBTT DR A g b ST AR AS

request url-filtering update url <URL>
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e b BRI

fige R WX 3l 1 ] ] 7

AR ERL W] LA 2 i R
« NGFW (Managed by PAN-OS or O 52 URL by v Tl (8¢IHM URL i 3EVF
Panorama) TE)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

A A RN, e AT REAE T 1) IR sl 58 21 [ R, KR4 URL S VR nTAIE S SRS R0 U A
frix. PAN-DB 3% 52 i B o 3l 70 R o« HIRA LI D BRAZ I I 2 o o0 3l i ) 7L

iz ey URL S s, SEess b BIT I BB it 47 #9I 1 E%
Eﬁ%&%ﬁ@&hﬁ%ﬁﬁ

STEP 1| BEf e @ 145 45 2y s 2 URL s i€ sl IH i URL G JEHF nT ik

(Bl g 2 Aty URLSIBVE WIE BT RL L B  .
g ORL g v, 0t o s URL g 2%,

% $F Device (14) > Licenses (VFn[iE) , JFAH =4 URL i€ (¢ PAN-DB URL i j§)
VFOIE . A RCVF nT Ik s 2 0] H Eﬂﬁﬁa?i—ﬁﬁﬁ EEIIR

%, (/M request license info CLI a5, WIRVFWIEARL, ZA MK R HES
B, HHEEEPIRA: Expired?: no.

Iy

STEP 2| 7£ CLI EZ&iF PAN-DB ZiZERAIRE
Cloud connection: FE< & 5Kk connected, &M, (F% B HE (MP) - P ASNEAERY
URL #f2V425 8 not-resolved, J H ] fE4 4% 42 2 5RIE N b i) URL i €A iE ok B

1k,
STEP 3| ¥5FR4F/E URL Y MP FI%dls 4 i1 (DP) Z2 47

Q TEIREAETTHE SR R RIS, 18 % BB 4e 5 WIS PR 247

1. 295 MP 22177, %511 delete url-database url <affected url> CLI iy

>

o

2. 5 DP 2211, (i clear url-cache url <affected url>CLI 55,
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e e PR

STEP 4| #7F URL dE H &, UEi% M LT RN URL ZRH1E & S PH 11,
1. %% Monitor (Y1) > URL Filtering (URL id3€) .
R Z 5 ma) URL, AREERERn H B H,
AN,
URL 19728 0& A5 4 2 sk it A Uk (Palo Alto Networks URL 51 &£ T H) BGE
Hm. RO R IE, 3 1 daE ok,
WERFERAESIE R block-url, Eid N5 H 5% H OGR4 4= SRS KLU 1 44 75

STEP 5| A&/ Ams i, JHAR i 75 228k 17 500,
1. i%#% Policies (k%) > Security (‘&%) , ARJFLFEEAE il FARRI AR

2.
3.

e
2. IR A S RS A5 e VRV R R Y URL sl URL 34510
B P FRCE 2 —

« URL ZE5I1E VLAl %4k © /¢ Service/URL Category (IR%5/URL 285 F, #5Emy
.2 —H &G RN URL, 1E Actions (EEfF) F, ¥ “HIEXE” &iEN Allow (7
YF) .
« URL i JEACE SO © 45 Actions (B(F) F, “HBCiE SCEESCE " il N Ry i) ik ok
15 URL (19 URL 3l & ST 1
STEP 6| i3t 22 4= SR A,
TR DA A5 B8 R B R I Bl A2 e fa) L, U ] RE S B T AR V) M e B DATE — A X Oy e .
it Es
o LK IP HBHFE B
o FEHIALE
* DNS fi##T
o fRHf
o BUEURRAR Y LIRS KBS R B 15 A
St T Ta) B 5 A g ia) B, 5B Palo Alto Networks 7 F:[IBA, LA3RESdE-—0-#E 1),
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e e PR

PEFR URL Iy i N, T 177 32 /) i) 7

R B T DA 2
« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€
Panorama) TE)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

URL s 3 M )92 A AT GE b T4 RS IR C L BoR, 4

« SSL/TLS & A& s M.

o EZMULERT AL SSL/TLS $8 FRF A8 . (e PPl &, URL i y€ma S j AN EoR, KB K
SxHE HTTPS &4,

o ZMUEMT I HTTPS B st &l HTTPS $2(kiypass (Bhn5) |, (Huhsi URL 285 A fig

PR
o

VS VU NS & S ) SNV NAR

(LRI LA M BRIk, ORI Ry URL Sl i B UL T e A i b DERR . R R DI A (e, 15

==

£ % Palo Alto Networks £ AR 55517

STEP 1| fify 7 1) Y YT o
2 i LA A X Sl e e R D)1 4 2 A A J U T IR st HL A D I A i ot < [ 2 0

Ifil o

STEP 2| RBIMu ML (HTTP 8 HTTPS) .
TXF X 75 A7 B T3k — 20 B S A2 I 1]

STEP 3| (HTTPS uhfisetu o HTTPS P75 HTTP Ui Bk SSL/TLS i %5 SRS KI5 % 7 I 1%
W3 el URL SR B e kA T M 4

S, BRI T AR s, A B s ke HTTPS st |- B ik i )3 77 i
— ek T st HTTP e st e g, (st HTTPS poper—ma Jofih iy 25, &
O ST 30 B R St TR, LA i S S M 8 TR

ok El Web FUfi,
1%#¢ Policies (5kI%) > Decryption (fE5%) |, SR BGUEAH CHUME 43 i 5% 1 e I vkl
URL A,
WURANIE, 18 BT 07 55 e B D) L fige 5 o sl 2 URL 2501 o
WUREJE T SSL/TLS figss,  (HAT) K SR N2 G ifr, U J 168 SSL/TLS 2 Tk 7,
{EAJE T SSL/TLS fi il ~, 225t HTTPS 223l 4208 URL i e B 0T i, 154 1 L)

MU BRERAE,
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STEP 4| i\ Ml i@y URL S50 CLpbH Ik,

TR SRAZ A CUAE N T2 22 s B Y) URL L ERC & SO bR AR, sl T LURFIE URL 28
BIFEVE L2 A0 2 22 AR I BH 1L, 255 2% F B98P ES T fERE 2o block-url,

1.
2.
3.

4.

1% Monitor (¥i#%2) > URL Filtering (URL iZ3§) .

2 R g Rk, R TR BT B H

AR “2R)7 A “HRIE 1,

S B2 W sl ) S8 A e A HE A 2 Sl It A G (Palo Alto Networks URL 851 £ £k 1
H) SR A R RN Z I 7 RANTE A, 3 D s T Ok,

ERrFEE 7t block-url i 2 QuiRRde, i YO0 URL AL I L PRl 4= s Jl

10 N5 H A& BRI, L&kks%,

STEP 5| iy H %€ 11 B T i e 77 7 3 B il AL B AT

1.
2.

%% Device (i%%%) > Response Pages (Wi Fiffi) .

iM% F¢ Predefined (FiE 30

b4 Predefined (il ) 4, MnAELL FT—(Z&EFIH T Shared (JE52) | U F o

T4 TG BIIRAS :

« Device (%) > Response Pages (M UT[f) © ££525 7 M N LA R “ (i 71

T,

* Device (iX#%) > ResponsePages (WM i) > Type () AE“ALE” P,
(Lo 1 Shared (1) ) ¥ 18 BT P S BN SLER VGRS, DARIA B8 SO R T
A2 5] R YT AE

1. Delete (JIPFR) F1E 0L,

2. Commit (&%) Wk,

3. ViS22 Wk, A AT S s B R T

R ) BT IRAFAE, TS SRR T T — .

AR S BRI ), 5 IGR Palo Alto Networks =7 £ A 51 o o] BT 2Lk £ 7 Il fie s
= = =i i) ST 7 /(L (R R ) VAR v d B =t A o e B (5 e s U VT U BB U -V € R TEE N
(pcap) T H 3 it i AN S vl e IR A 5 1)),

gk URL A 3
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Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

% PAN-DB FA AT 2B, ALK M-600 5 M-700 15 £ Be & 9] LLIE £ 17 1) 5 R i (4 7 55 48
RS WA LB F IR E RN A REIT URL B, A0 B8 I% A A3 2y TEE 442, )L
FH T N EEIN L RS s, IR ] SCP ¥ ¥ 85 A %] PAN-DB F. 45 2 i 4 M-600
o M-700 Bt A, ZR & DL AENS N IR 55 1Y Bh KBS SRR 1~ B0 28 R0 L At AT fr] 13 2ok
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oA mRAA 25 % kb kds ) URL B RS RN, (g, ARA BT E D, Bkt
1) PAN-DB A5 &~k 4528, B8 2 C AT T LI WY RS M-600 = M-700 k45 2511 IP Hi
2 FQDN, LAz 7B K505 R A4 20 55 28 P BB

M-600 Hll M-700 15 4 {di I T T B 1P IR 45 B8 UE 5 0 251 PAN-DB FA4T =985 K K6k 1T 5 3 56
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PAN-DB A H =% %

R B W] LA A 2 FERMET A
« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€
Panorama) GIRN®)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

SEERSE PAN-DB A AT 2z, BEE A4 M-600 5 M-700 %%, P21 Panorama
B, % PAN-DB B A2, AU E AT A 7 PAN-URL-DB KL Figf7. # PAN-
URL-DB B, ¥ & AR ] PAN-DB 23 3£ Z ik 245 URL 202K 0R % .

M-600 5% 9 PAN-DB FA47 =i, T (I >im 11 — MGT (EthO) Al Eth1, SREf i
Eth2, A9RGBT EL DT AL, A PAN-DB 23 3t 5 sl 2% F (9 IR 55 s SRR 0T N 45
BT, %) PAN-DB FAH mAIMZE B9l ks 2 AR, s DL MGT s 112 Eth,

M-200 w4 et PANDB 1t =,

PAN-URL-DB ¥, 19 M-600 F1 M-700 1% £

o WA Web #2111, R Frar 11820 (CLI),

* NfEh Panorama & HE,

o NEESDSEAE ] F N A

o AN URL I JEVFITHIE. B KBS 04 2004 A %% PAN-DB URL Filtering ¥F 1T iIF ¥ BRI £ 5]
PAN-DB FA4 = I AE it T Ay if1

o BEHEGAIRSS BIEP kAL, X AUE T EE RS PAN-DB FAAT =155 KRS HET T S Ay
IE . TEANBE S A Bl H LAl IR 45 B8 E F 06 B K RS HET T S A 36 AIE o« A0 488 T 2t M-600 4% 111y
FWLA, B E S TR B R IR S5 10 By KBS 31 T S A BRI

o HAEHE A Panorama B, AR EHR L& S AT H H GIEERS, 76 U#%] Panorama
B, ARG AE H G e b LR 1 T I

2% URL 1o pEagr s 162 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/hardware/m-200-m-600-appliances-hardware-reference/m-200_m-600-overview
https://docs.paloaltonetworks.com/hardware/m-300-m-700-appliances-hardware-reference/m-300_m-700-overview

PAN-DB . H =

Wi PAN-DB fAH &

MR HL ] LAGE A 2

« NGFW (Managed by PAN-OS or O 52 URL b vr v iE (BCIHM URL 3 J€

Panorama) GIRN®)

Ve 1AM URL Sy e riiE e i, B0
FEAT S50 | F YR T IE

SEAE NG BB O N — B B % B M-600 5 M-700 #4565 )y PAN-DB fAH z, A58 L
N5

o [l PAN-DB A A
o Nl Rh kB AT ] PAN-DB FA4T &
o /¢ PAN-DB 445 = [ 1] E %€ SCUF 3 c 1 5 4 B IF

filiE PAN-DB A =

R B W] LA A 2 FERMEF A
« NGFW (Managed by PAN-OS or O 52% URL L& vr vl iE (BIHM URL 3 J€
Panorama) GIRN®)

vEig 1AM URL S e TiiE s i, B0
FEAT S50 | F R TTAIE

STEP 1| {EpLALrh4dE M-600 B M-700 % % .
BRI 25 15 1 Th LR 22 25 00
STEP 2| /4% .
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PAN-DB #. 17

AN

STEP 3| AT R BCE

PAN-DB jii 5 r 1ty M-600 F1 M-700 5 % (5 1 5 /3 11 —MGT (EthO)

Eth1 ; PAN-DB jei ot Rl f Eth2 s r T 4 0 A B PRI AL LA 2 M

PAN-DB /3t 23k Hus i g 25 i, ot T (PAN-DB g 00y s 1Bl k

B2 fs g, T Dhfd i MGT g oy Eth

ST DL R

o (E T ERAT AT SRS A ORI A T, R R BRI (9600-8-
N-1) #E1 7 B2,

o fIiF RJ-45 DI HRAS AT WL B FI % B MGT S 11, Ml i 22 e ]
https://192.168.1.1., Vjla) itk URL #J6E TS 2261 SPLAY 1P Mkt 97 gk 192.168.1.0 ¥
bbbl (40 192.168.1.2)

W R BEoRI, SR BN (T EGA T P & F#ES (admin/admin) S5k . WS IG 06
1k,

MLiE MGT #2 LI 287 Al 5 ((045 1P sl
LT CLl iv55 - set deviceconfig system ip-address <server-IP>

netmask <netmask> default-gateway <gateway-IP> dns-setting
servers primary <DNS-IP>,

AL

« <server-IP> JE4E 7 I 45 IR 55 s 8 BLEZ ) 1P Mz

» <netmask> & T f#EhG

 <gateway-IP> JE LGV IP Hihl:, <DNS-IP> &= DNS AR5 2817 1P Hihl:
 <DNS-IP> j& DNS IR 45 28119 IP Mk

BCIE P28 U7 i) i, 44 Ethl £2 1 1P ik,

L M - set deviceconfig system ethl ip-address <server-
IP> netmask <netmask> default-gateway <gateway-IP> dns-setting
servers primary <DNS-IP>.

PR S R A7 2 PAN-DB Jlle 45 85 .

1] commit @y,

= URL i JE4%
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STEP 4| YJ#%] PAN-DB L 45 =463k,

] DA Panorama A PAN-DB ;f}g:igzl‘au&Panorama s w1 NS e =
Ay skl b, 4337 Fr PAN-DB gt 1 1 it 5 ok 2 (I 16 42 e, Ui
ECE R 2ol R MO T DR ER I W AL, TS S B A LA T

1B H G,

1. Zyi#es) PAN-DB f<X, %/l request system system-mode pan-url-db 7y
o
2. ZEGUEEA U, 15T show system info 4.

W RAE L ) U5 PAN-DB #4475 =X, M| system-mode /- 27~k PAN-URL-
DB,

admin@M-600> show system info hostname:M-600 ip-
address:1.2.3.4 public-ip-address: netmask:255.255.255.0
default-gateway:1.2.3.1 ipv6-address: unknown ipv6-
link-local-address: fe80:00/64 ipv6-default-gateway:
mac-address:00:56:90:e7:f6:8e time:Mon Apr 27 13:43:59
2015 uptime:10 days, 1:51:28 family: m model:M-600
serial:0073010000xxx sw-version:7.0.0 app-version:492-2638
app-release-date:2015/03/19 20:05:33 av-version:0 av-release-
date: unknown wf-private-version:0 wf-private-release-date:
unknown wildfire-version:0 wildfire-release-date: logdb-
version:7.0.9 platform-family: m pan-url-db:20150417-220
system-mode:Pan-URL-DB operational-mode: normal licensed-
device-capacity:0 device-certificate-status:None

3. EAWE LM SEUIRENCA, 156 show pan-url-cloud-status i,

system-info vy pan-url-db =gy to & IO L.
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PAN-DB . H =

STEP 5| s Py A R e TUHT.
B AL 2 BT LEAEIB 1T YA AR AN IR AR

L M ik —

« R PAN-DB 2 55 a4 A5 642 M 15 AR, 5 DL R gy
s BMBEGORAMIA © request pan-url-db upgrade check
o KBRS FALECR - request pan-url-db upgrade info.
o FESHA - request pan-url-db upgrade download latest.

AR HTINA - request pan-url-db upgrade install <version latest |
file>.

o LPREEEFE A T - set deviceconfig system update-schedule pan-
url-db recurring weekly action download-and-install day-of-week
<day of week> at <hr:min>,

« 3 PAN-DB IR 2540 T B ZIRAS, WM Palo Alto Networks & )7 7 FF 3, K 2 S0
B MBI RAT BN IE N ZE 1) SCP %5 ds Lo RJa, ] DA LA T o 55 3 A2 28X BE i
Uk
« scp import pan-url-db remote-port <port-number> from

username@host:path

+ request pan-url-db upgrade install file <filename>
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PAN-DB . H =

STEP 6| %%} PAN-DB FAA5 I FE 7 A

B MERIA AOMIN e BRI SO (E (T S P ol UGN P (A
SERVIRBD sl A B A B .
PAN-DB 7y 47 754 #5 i ji) RADIUS VSA gy .5 o $it oy Panorama - i iy VSA
I sz PANDB g 2, 5 1308 G IRAE AR
2t PAN-DB filR 55 i L A B &, AR EHLEL M
1. configure

2. set mgt-config users <username> permissions role-based
<superreader | superuser> yes

set mgt-config users <username> password
Enter password:xxxxx

Confirm password:XXxxx

commit

i1 RADIUS G 3 38 e B G HEH P, B L vy

B RADIUS iz %% s hidiés S : set shared server-profile radius
<server_profile_name> server <server_name> ip-address
<ip_address> port <port _no> secret <shared_password>,

2. BRI HIGIERCE 1 - set shared authentication-profile
<auth _profile_name> user-domain <domain _name for authentication>
allow-list <all> method radius server-profile
<server_profile_name>,

3. K B I EC SR inEI T . set mgt-config users <username>
authentication-profile <auth profile name>,

4. £z g commit.
o WHFEH Y, & show mgt-config users @y,

AN L ol

=

STEP 7 | ¥Bh KKEECIE N1 1R PAN-DB FAH =,

A i B K e LA i) PAN-DB A4 ==

WA EL AT LAGE Y 2

« NGFW (Managed by PAN-OS or O 52 URL b vFnfiE (B¢IHM URL 3T J€ 4
Panorama) TiE)

vE 1AM URL Shye e nTiE e i, B0
FEAT S50 | F R TTAEE

{E{8 /1] PAN-DB A 2L AR}, #B5 kBEiin AWS i) PAN-DB fili 55 285K T 2G5 I 55 28 515K,
B JH T RE IR SR 55 s E 1T URL &) /1 PAN-DB B 45 5, B Z0fdi JR HI T URL A1
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PAN-DB . H =

(FFA) PAN-DB FAH R S5 2e kMl b kbl . oK 2 il 16 20 N6 H, 25 IPv4 1
HE. IPv6 Huzib Rl FQDN, #IZiggA2H (P Mk s FQDN) #4415 il 2y PAN-DB I 4% 2317y
A REE ORI/ 5 ethl,

STEP 1| {1 PAN-OS CLI |1, #hn/Tl T URL B H# 4 PAN-DB FL 45 =R % pa 41144,
LT CLI fr 55 U in ka4 PAN-DB IR 45 2317 IP il -

> configure

# set deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

&, (ERANBE KEER Web vk, %% Device (%4%) > Setup (%) > Content-
ID, “w%H URL €S, 254 A PAN-DB ik 55251 IP Hutik okl FQDN, Z 41 LA Ll s 5
7 b

SR FL A PAN-DB RS esi 46 H, 5L N CLI @ 55

# delete deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

M5 FA 4 PAN-DB RRSS28 41 2= fih K By kB o dri B #, B kBB < %o 7 PAN-DB
AT SRS s, MREARIZ A, B kB &5 AWS 21 PAN-DB it 4528 K F#n]
FERE GRS 28 51 44

STEP 2| %A # commit DAfA7 Hak,

STEP 3| IR W UE A4 2%, AT Kd B BAF CLl iy 55

> show url-cloud status Cloud status:Up URL database
version:20150417-220

/£ PAN-DB A1 = B4 B & SGIE Bl E B 4 56 1F

AR LR ] DA 2 TR A7
« NGFW (Managed by PAN-OS or O 52 URL REgEvFnl il (8¢IHM URL i 84
Panorama) k)

Ve 1AM URL Sy ve e Uz i, By,
FE A 20 1A R AT AR

AN AL B, PAN-DB IR 55 &8 (50 PE SCUE Pk AT A 2L 3 30l DUHENT A8 B 1) R % 1A)

A SSLIERE, (Hog, BT LA FUE SGIEFSACIE B Btk 1 SGUE S SR VPR AT ME — 1915

58, LU A& PAN-DB IR 55 a5 F1BG K 5& 2 T8l AT IS 3 30 E . %FJ- PAN-DB £ A =, Bh k4%
7o 4% i, PAN-DB IR 55 25 78 ik 55745
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STEP 1| FHu BN FNE A & MUK (CA) A& i H T PAN-DB i 4% 23 FlBh K BEIIE 1 .
STEP 2| 5 A CA E LABSUERS K BEIEF
1. %3] PAN-DB IRk%525 vy CLI,  Ff3k A E A,
admin@M-600> configure

2. {{iJil TFTP = SCP & A CAilEf5.

admin@M-600# {tftp | scp} import certificate from <value>
file <value> remote-port <1-65535> source-ip <ip/netmask>
certificate-name <value> passphrase <value> format {pkcsl2 |
pem}

STEP 3| (1] TFTP &l SCP S AWHIXS, PN W& N TIAA BB HIIRSS S5 e T AL o

admin@M-600# {tftp | scp} import keypair from <value> file <value>
remote-port <1-65535> source-ip <ip/netmask> certificate-
name <value> passphrase <value> format {pkcsl2 | pem}

STEP 4| MR ariit CA Filrbifi] CA MU TCHE SCrE. HAEf5d X PAN-DB [R5 28 FBh J i 2 it
% S IR
1. M PAN-DB Iii% % Lty CLI HE AR i Bk,

admin@M-600> configure
2. wAUETECE SR,
admin@M-600# set shared certificate-profile <name>

3. (L) Wi K,

admin@M-600# set shared certificate-profile <name>
domain <value>

4. flE CA.
@ Default-ocsp-url and ocsp-verify-cert are optional parameters.
admin@M-600# set shared certificate-profile <name> CA <name>

admin@M-600# set shared certificate-profile <name> CA <name>
[default-ocsp-url <value>]

admin@M-600# set shared certificate-profile <name> CA <name>
[ocsp-verify-cert <value>]
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STEP 5| N lliE SSL/TLS ARSI E SC1f, ZBCiE SCF 7 X PAN-DB £ F14& F s ik 25 T SSL/
TLS IR &9 45 R 7

1. ff%E SSL/TLS MR 45 Ml iE ST ik,

admin@M-600# set shared ssl-tls-service-profile <name>

2. EFES.

admin@M-600# set shared ssl-tls-service-profile <name>
certificate <value>

3. JEX SSL/TLS il

PAN-OS 8.0 o i jig A AR 7 45 TEST.2 Fr g b Ay TLS . 4 A 250k fus v I
Ay TLS 1.2 g max (9 =hiik)

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings min-version {tls1-0 | tlsl-1 | tlsl-2

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings max-version {tls1-0 | tlsl-1 | tlsl-2 | max

STEP 6| i PAN-DB Efil i 4 4 Il 55 el .
1. Wi SSL/TLS a5l o b, EALiE SCfF34 1T PAN-DB Bl K 4 2 18]I BT 47 SSL %

Ti:éo

admin@M-600# set deviceconfig setting management secure-conn-
server ssl-tls-service-profile <ssltls-profile>

2. WEUEFECE SO,

admin@M-600# set deviceconfig setting management secure-conn-
server certificate-profile <certificate-profile>
3. WA W AFAENA] . 3X 0 PAN-DB {5 rb WA T d 7 5 FL K B e 2 S ) 20
¥ (GUEH 0 £ 44,640)

admin@M-600# set deviceconfig setting management secure-conn-
server disconnect-wait-time <0-44640

STEP 7| S A CAIETABIE R & MUESS .
1. BRI KB Web FLi,
2. FA CAIEH,
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STEP 8| FCiE 1) K Iy A ol SCEP AIE5
1 WREIEAERCEARETS, 35 AL KBS S0,
2. IR IEACALE SCEP AR+, 1HALIE SCEP il iE LI,

STEP 9| WCIERS KGR FAC & SO, 18 0] DA RN B kR B I e A, o8& 88 ] UK e I
M Panorama #t 3= 285 KB B — 570,

1. EFEBS k% Device (i%4%) > Certificate Management GiFH47#) > Certificate
Profile (iE3fil (& F) 5 Panorama [y Panorama > Certificate Management GiE%%
#f) > Certificate Profile GiFdifil i o)

2. PECEE AL SR,

STEP 10 | fE /AN kB E30E U SGIEFS o & T LA Panorama $ i BAEAS, ] LAZEREAN By k8l

ETFFRCIE

1. BFFIBGKEE Web Ffi,

2. NP kEEi%$E Device (¥4%) > Setup (X&) > Management (F5E!) , “J Panorama

% Panorama > Setup (#%1%) > Management (&53) |, Jf Edit (Jufi) 2 2MfE %K
%o
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