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« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series
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Palo Alto Networks #2422 Fh 1T 5] 1% 77 -

«  WildFire — WildFire 1T 5238 i3 B b A5 7 3] Advanced WildFire z L0 & B ffRdr, 78
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Advanced WildFire & 3 6 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api

Advanced WildFire #it it

Ya, EME N EELEIE . XS TEELEYR MBI K w2, BB, 5EE
AR, WRFT R e 4  da . HEA7 3 HI S Advanced WildFire B8R — fie S B I L

1% Device (&#%) >Dynamic Update (ZhAFE#) I8 BT K38 LLSE I 3 HLa2 6 (1) Advanced
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o TAYEPERT — (JI47 PAN-OS 2 45) Advanced WildFire A z 0] LL& k35 5 I & ik 1k
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WildFire %54 . fR4EE) Advanced WildFire %, & n] LA B LT 25 44 H0dl A0 56 5 (1) — A ey
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« WildFire — M WildFire A3t = 3REUR HI4 4
* WF-Private — M8 A A sli25 4 A1 URL 2851 1) WildFire B4 3REUR T4 44 .
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Manager)

_ % F Prisma Access, 4% Prisma Access
« PrismaAccess (Managed by Panorama) VERME, X3 25 7E

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

R VN

o B kEmEER

c RUWEREILE

o TR

« Advanced WildFire Inline Cloud Analysis
* Advanced WildFire A AL 3 2% >)
o HELR

o XA

o HLTHRAREERE AT

* URL 43#7

o IRHEANGRAL SR A

* Advanced WildFire 24

* Advanced Wildfire 7~
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« PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ ] 3iF

Manager) . .

_ *%F Prisma Access, 4%t Prisma Access
- Prisma Access (Managed by Panorama) VEFTIE, SCEE A TEN .

« NGFW (Managed by Strata Cloud Manager)

- NGFW (Managed by PAN-OS or Panorama)
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. VM-SERIES
« CN-Series

FEA S FE B KA AL AP EE22 8 Advanced WildFire 2347 (1 BT SCH-ZR BRI fe ISR B2 . 7
IR Kt w] $RAC#EAT Advanced WildFire 20 # (1 SCHFRBAAMBERRITEANME 2, 1§ S0 LU0 i

THREEERE T o
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« Prisma Access (Managed by Strata Cloud O Advanced WildFire i 7] iiF
Manager)

_ % F Prisma Access, 4% Prisma Access
« Prisma Access (Managed by Panorama) VERTIE, S 470N .

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

By K B4R CECE ) Advanced WildFire 73 #TECE Ui B (Objects (X)) > Security

Profiles (%4t B ) > WildFire Analysis (WildFire 73#71) ) R RAIFEARFI TS B R 225

APPSO . B 7RSI IR RS B R T IR R B PR SO DA B S T AR R
B, B kIR TR App-1D RTINS FHFR P I SRS X T B KRR REAS, 7 KB 2
WIREARZEANE, HFBEEHEZLNT . WRFEARFGZS, B KR R HZ S 44 ST
B (RVF. ZBMEEHPD « WRZHEATTEPIREES S, SR IFFEARIES Advanced WildFire 25

R AR AR AT, WU B K A 5% R AR AN IEAT Advanced WildFire 73047 .

BAANEOUT, B KA 2t AR B AR, IS8 R ZSTEIIMAE S . B BB KB R &iE
{5 8., 1 Device (K 4) >Setup (XHE) > WildFire J-4nf 2 ih{5 S HE

SRR

FEAT AL AT DA 2 RS S N
« Prisma Access (Managed by Strata Cloud O Advanced WildFire ¥ n]iiF
Manager)

. %t F- Prisma Access, 4% Prisma Access
 PrismaAccess (Managed by Panorama) VEATIE, I A AR

- NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
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(EFTACAT LA 2 FERGHT 42
« VM-SERIES
o CN-Series

B TR RIS I FEAS AT AT 4b B KERIE R R TREAR I 48 215 2 . Palo Alto
Networks {8 F] 21545 B L 1] A HAFR AR, 5 ERAFHCHBIRTR 7R . SR L
A g, PR FAR 3RS A I N R T o

BB N a2 E B R AR, Bl LORBSIARE, HFEFEESEE B KB L —A4
WildFire z & i[5,

. Strata Cloud Manager
* PAN-OS # Panorama

£:1%1% K452 (Cloud Management)

T S { B Panorama sk 45 71 Prisma Access,
D15 PAN-OS i 15K J 8 AH R 4R 5 -
USRS Prisma Access 58, i 1EIX B4k,

STEP 1| ffH 5 Palo Alto Networks SCRFIK P ORERI LS, 233 10 L1 Strata Cloud Manager [ 2
Fro

STEP 2| i## Manage (3 ) > Configuration (B.&) >NGFW Fl Prisma Access > Security
Services (% 4fk%5) > WildFireand Antivirus (WildFire f1 Antivirus) , A5 & Session
Information Settings (& 1%(5 2% E) HI.

Session Information Sharing

Select the information to be included with each session forwarded to WildFire Cloud.

Source IP User

Source Port URL

Destination IP File name

Destination Port Email Sender

Wirtual System Email Recipient

Application Email Subject

* Required Field Cancel m

* SourcelP G IP) — Bk RIERF AT R 1P Mt

* SourcePort (¥ 1) — % R Rk AR ASCAF b

* Destination IP (HF5 IP) — #RRENSCAFI B bR 1P bk

* Destination Port ( HAxdi ) — #& R ARFN AR H brvi H .

* Virtual System (REILRSD) — H RN AR AR B RS
* Application (NHFEF) — B RALSA RIS - BT .
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e User (AP —#KRBEWH.
* URL — &k 5AR R RECH URL.
* Filename (SCHF4) — B R AR TSSO 44

* Email sender CHEFHRIERMEND — BORARR T HRFBERZL A AN GZ TR AF A AR
LZF AR IRTE WildFire H BEAHREHD

* Email sender (R IBARICIE N — SRR RTHLT MSAREER A N G2 7 B ER WA N HS)
LA R TE WildFire HERHRE HD .

« Email subject CHLT-HEAE TR — 85k AR AT HL T HR AR BERE ) 80 GZ 7 IS 3 i, B R 7
WildFire H &Rk 45 1)

STEP 3| Save (#1F) .
o BiE = (PAN-OS Al Panorama)

STEP 1| %3 PAN-OSWeb i,
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STEP 2| ##t Device (i%4%) >Setup (&) >WildFire kb akiE 4L Session Information

Settings (215 B X E) &L,

Session Information Settings )

Source IP
Source port
Destination IP
Destination port
Virtual System
Application
User

URL

File name
Email sender
Email recipient
Email subject

* SourcelP (U IP) — ¥R RIEARKNSCAF IR 1P Hodk

* SourcePort (i) — R R IEAR KN SCAF R .

* Destination IP (HAR IP) — #RAFISCA H bR 1P Hubk o

* Destination Port ( H s 1) — & AR SO H bR .

* Virtual System RS — RN A SCAFREL R 5.
* Application (N HFERF) — B RAL YA RS FH - BT .
© User (P — B KRHFH

* URL — ¥R 5 RFISCHF SRR URL

* Filename CUfF4) — #RARFISCHFRI S 4

« Email sender CH-FHREERMAN) — 5 R AR FE FURESERERI RN GZHE IR &N
A PR B R AE WildFire H EAR A )

« Email sender CH-FHBLFUF N ) — 3R AR A1 -FHREEBERE IR N GiZ B BB 2E A )
A PR B R AE WildFire H EARE )
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» Email subject CHEL-FREAE TR — R 50 i A aERE A0 /0 GZ TRk 32 8 B oR 7
WildFire H EFREH) o

STEP3| radh OK (W) fRAEHE K.

Sy TR
(EFTAE AT LA 2 FERGU A2
« PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥4 7] iiF
Manager)

_ %} Prisma Access, 4% Prisma Access
« PrismaAccess (Managed by Panorama) VERTE, K A AR

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+« VM-SERIES

o CN-Series

Advanced WildFire L& A Hrdfdis, WiE#RAIE RS, CLRBIREARANFERET . RIEHEAR N R

AEANThEE, AT AEAE ] 2 R b A8 LApR € SO - Advanced WildFire S8 IS AL &5 >1 58 70 138 H

M, hE A SRR AR AR B NEE . BT XA A A I HE, Advanced WildFire

FOERFMEARZ DAL, B NS IR BUSNE BAR R, VR & 30fF . ARl

F B 58 B IE 520 SCAF AT BORI AL 3, 1] Advanced Wildfire = 23 7EZNZS 73 T BR8N A7 11

SCPFREAT IR, IR RS T AT 20 A . AEShAS T IEREH, Advanced WildFire WL%%

SRR P RGP PATI IAT N, BHCERENESIS IS, P e gt e s E . R

P NSRS . B CRAE RG0S e B SO B A Sl Uy )8 & 5% . B4k, #£ Advanced
WildFire z= "t ATEh & 70 i 2E R PCAP K2 IR AR &, JF T O B TEShBC B 0. 2%
Uit B B SO LA 0 22 e B SO UG I RASHIN LR 8 R R AR AT B AR 0 PR e A

Advanced WildFire 7] URRHEFEARFAL AL LA T 753570 301«

* Static Analysis (Ffa7r#r) — FEHAT AT, 380 70 B e AR AR A I O %0 B o

* MachineLearning (FL#5%%2]) — @R SRR SEE TR R ARG, HalE
FN AR

* Dynamic Unpacking (WildFire Cloud analysisonly) (ZZ&f#f, (fX Advanced Wildfire 4=k
=) — W B E UTFEITNERRR IR N2 SR, FEARS A s e

* Dynamic Analysis (Zh&70H1) — HE XA ERIBTRUEE R IIAEE, 2 AR RN RS IE BLAE st
ATMRK, AR E SEBREEM AT .

« FREIEITR WA (Advanced WildFire ¥ AJE | {{Advanced WildFire ¥k = — F5Z7E
NGFW LffH PAN-OS10.0 & ¥ R4 — FET R M, @ 7 makigs, MR H
2 MLEER AR 73 A AU

Advanced WildFire 217 r] LLE il N SI#RAE R ST 0 3A 85 -
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* Microsoft Windows XP 32 £ ({XAF A WildFire FAH = B3%E S R
* Microsoft Windows 7 64 fif
* Microsoft Windows 7 32 £ ({XA/E A WildFire #AH = AT T2 At 32 FF)

* Microsoft Windows 10 64 {7 (/£ ~iz47 PAN-OS 10.0 85 &= R A< [#) Advanced WildFire A3tz
A1 WildFire #Af = HE RS2 £

* MacOSX ({XFR Advanced WildFire A3tz)

« Android ({¢fR Advanced WildFire A3tz)

* Linux ({X[R Advanced WildFire A3t z)

Advanced WildFire A3t zids il i 22 AN A A 0 B SO, RATER VR ) DUARE 78 25 7 S N FH AR 3 Wi

AN APRHEERERAT . WildFire B4 = ASCRFZ AN R, HA RS 2 A 7348 1 N AR 1) 5L
G

Advanced WildFire Inline Cloud Analysis

FEA AL R DA 2 A ?

« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ 7] iiF
« VM-SERIES

« CN-Series

Advanced WildFire 51847 — & 53T ML BN BE A 51 88, 408 77 25 1) PE ([ 485 20T A7
A REAS,  DASZIS RS I AN TG A 0 B k. X8 Advanced WildFire = AR 55 BE W5 A8 I RiT T AR
LS RE B GRE DA WildFire 2544 8 nl i i A Hh Advanced WildFire PG 2 HL &2 2RI 25D
R I B L LG Pty o PR HE Rl 2 B AN AZ FHAS IS AT (P R R R, IR e R AR A A
rh s s, A B Advanced WildFire Inline ML 288 35 1% 2 a5t 3 2 PR N SO R4 44 1ot i
B2 B B AR R, X T B SO A i DA LA A AR R kB b BT e SRRSO
1 Ja BB BB B K BEBH AL, DOAHA L SR E 4 ars s Ed, Hi2, XME R AR WildFire
OB RS2 G .

Advanced WildFire Inline Cloud 7] LARAERH 1 N80 (G nT REAE R E8 AL HE) , FFDAsE
B A e (1) 5 oM 25 P I RS AT B S R B AR R KA. 5 WildFire 23 B i At B 25—
¥, Advanced WildFire Inline Cloud & 21 (4T AT B #0228 BB 25 44, 122544 1 Palo Alto
Networks il i 25 44 B AL R 255 7, MITEAR KR AFTA Palo Alto Networks % 7 $2 4L F 46

Advanced WildFire Inline Cloud 7£ 5 k55 I A# F 2 &2 Fe R HLHIIEAT, DA KRR B Hugs/b X A< sl 14
REIsZm s N T ER b USRI BT A8k, 2 N BEATL AR 22 SR AR T 7 = i oS8 N IS E 3, 6
A SEHT B T RE R A SCRR .

Advanced WildFire Inline Cloud Analysis ifiit WildFire Analysis it & S8 FHAIIC B, FEAEAEX
[t Advanced WildFire VF AT Ef{) PAN-OS 11.1 BUH il A .
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TE A4 AT LA 2 TR 42
« PrismaAccess (Managed by Strata Cloud O Advanced WildFire 7 i
Manager)
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% 5l DEX dex A
AL A bat v
bzip2 1744 bz A
2573 PR e csv 5
DLL. DLL64 dil H
ELF of B
Gzip 1714 9z 7
HTML MR hta A
SO IS0 7
JAVA % class 2

Advanced WildFire & 3 35 ©2025 Palo Alto Networks, Inc.



Advanced WildFire #it it

SR AR ¥R R SR
AVABR e 2
JavaScript/JScript js« jse. wsf 2 (IR IS
Joint Photographic Experts ipg 75
Group
HERE elink &
Mach-O macho 2
macOS ¥ FH 2 3¢ 15 17 pkg v
ZIP 7744 () macOS RiFHH | Zbundle 5
25N
macOS i F — ki1 SC 1 fat 7
macOS i 4t 1% dmg &
Microsoft Excel 97 - 2003 3¢ | XIs s
=
Microsoft Excel 34 Xlsx iz
Microsoft One Note A% one &
Microsoft PowerPoint 97 - ppt =2
2003 (A%
Microsoft PowerPoint Sk PPtX &
Microsoft £+ 5 8 4% S04 sk &
Microsoft Web % i) 3 {1 iqy &
Microsoft Word 97 - 2003 3¢ | doc i
(=
Microsoft Word (1% docx &
OpenDocument LT A% kY | ods %

Advanced WildFire & #

36

©2025 Palo Alto Networks, Inc.



Advanced WildFire f it

SRR N A N i R FF
OpenDocument C A< 324 odt %
PDF pf =
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PowerShell psl I
Python JIA< py &
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Shell il 4 sh &
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T2 IR 5% 2% DU asp %
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PL R 7R 22451 s 45 7 Advanced WildFire™ i 52 38 4 a3 . fER I, Palo Alto Networks Ff44
ERE T E A EIKE L4 2 Dropbox IS TR, HESIEKIEERIE N T L& 17—
ARG A T B 23U, BiJE R 3T SR S

R 7~ Palo Alto Networks B k3564l 5 Advanced WildFire —ifg R B 2 1 7 R #0102 K%
A, BTG RET SSL na FfE L N A 4h . 7E Advanced WildFire 1551 H & & 34 5
ARG oW HERIERNG KRS, B ko w8 B ok B8R, M Ak G SR P ARBRER K
. #RJ5, Advanced WildFire 2 A& R AL T N4, 2 JaBh kB4 H 3 R34 LRI IE R
K Reils . BIRFELL SR Web ¥ fU7E AR U B R A SO IR B D RE,  HAR X L Ty R
HRERTE O F % = A

val

SR GIREA RE T S5 s WeD ks et T, proackcs A RE, @
L 2 5 A AT S BT

STEP LI &tk AR A B A ¥4 salestool.exe 1458 T H U4 EAE 213 Dropbox Mk /. A5
I Palo Alto Networks & A 53 3% A 5 SCPFRER 1 LT B 1F

STEP 2| PaloAlto #§8 A B2k B E A EIKERI BT IR, SR)5 o FEBERE, 1850 5 St
7 i1] Dropbox 4 £, 1B )5 8 di Download (F#0) , B SCHARTESE O .

STEP 3| {#3" Palo Alto 448 AR KT K 85 B AT Bl in 21 22 4 SR s A0 0 1) WildFire 2 #rfic B4R, %
TR T 48 T N 3k AT A 52 SR SO 2R AT AT S R AR e R R SCfE . b4, 38 mT PR
b7 KBS T B 9 R W B B SO 2R A, MR B AT kB ok BEER A SMTP AT POP3 HL 1l 4
HEHFEER HTTPHTTPS #4: . HEHEMRKRE “FH” , Bk sdestooleexe
A % 3 Advanced WildFire, Advanced WildFire 2373 87 SCAE & 54 % K% & it . B S8y
B F LA Dropbox (ffi i} SSL &) , ALK KBS H B oM &, DUER I BT I
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o NHAIGEREE R T WildFire 70 B O B SCEFREN . P B4 BN WildFire 734 B3¢
PRI ) 22 xS U, DA SC VRIS R A 2 (R 346 000

‘WildFire Analysis Profile @
Name [Wildfire analysis forwarding rule]
Description
Q titem 1> X
O [Nave APPLICATIONS. FILE TYPES DIRECTION | ANALYSIS I
O | wiidfire any any both public-cloud
|
® Add
Security Policy Rule Q@
General | Source | Destination Application | Service/URL Category | Actions
Action Setting Log Setting
Action | Allow ~ [ Log at Session Start
Log at Session End
Log Forwarding | WildFire-Forwarding -
Brofile Setting
Prafile Type | Profiles o || - Other Settings
Antivirus | None - Schedule | None ~
Vulnerability | None ~ QoS Marking | None e
Protection [[] Disable Server Respanse Inspection
Anti-Spyware | Nene -
URL Filtering | Nene -
File Blocking | None -
Data Filtering | None -
WildFire Analysis. | WWildfire analysis forwarding rule -
Cancel
78 sewe Management | Operations | Services | Interfaces | Telemelry | ContentID | WildFire | Session
@ High Avaabity e
B3 Config Avdt URL Filtering © {& Content-ID Settings &
B password Profles = 3
©, Admin URL Continue Timeout (nin) 15 Allow forwarding of decrypted content
& Admin Role URL Admin Override Timeout (min) 15 HERGEd PRV CapiTE (gt ) 50
8, Authenication Profe URL Admin Lockout Timeout (min) 30 Forward segments exceeding TCP App-ID inspection queue
& Authentcat Holdchent request forcategory lookup
3 vse Category lookup se) 2
) PAN-DB Server
3 o Allow HTTP partial response
VM Information Sources ORLAdmin Override.
8 Troubleshootin
© B ottt asement Ofcocarion [ ssu/ms seavice prorie oD PRoPERTIES Realtime Signature Lookup @

STEP 4] gkmf, Advanced WildFire LW E S0, I B Shiid 200 M ARG AT N

STEP 5| Advanced WildFire 5¢ U0 T 5, B2k 8 70 4h B Advanced WildFire H 25 & 11 57 k.
. EoREIH, HE RN R B .

SOURCE DESTINATION
SOURCE | DESTINA.. DYNAMIC DESTINATION DYNAMIC DYNAMIC USER | DEST...
RECEIVETIME | FILE NAME URL ZONE ZONE SOURCE ADDRESS | SOURCE USER | ADDRESS GROUP | ADDRESS ADDRESS GROUP | GROUP PORT | APPLICATION RULE VERDICT
08/27 1 <ales-{oolexe dropbax Wildfire Rule mallclons
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gmpm/ﬁ%u?ﬁuﬁkﬁﬁlﬁmﬁﬁkﬁ FE R D A IR ) 22 478 B O3 R8T

Ofname  [Locamion Tion LOGTYPE  |FITER | PANORAMA NP

O WwildFire- threat (severity eq critical) WildFire-
onwarding Forwal

STEP 7| 24 R ZFARM A" (W CHE User-ID) 5 BRE WIE AR S H User-1D, 3% 1P Hidik
. N, P G AT TR AR R AT P I g B VPN R, SRS RSOV, DU
H5HP— A FEHE RS

JHt$ F Advanced WildFire I VELN 7l , S SCFF N R AT A& Advanced WildFire 73 ATk
LRI SR AR EANEM RE R, IR F P& 15 52 2R S A s . an S
P BB, W N AT 2R FahiE B R g ol Ei# KRGS .

FILE INFORMATION

File Type PE

File Signer

SHA-256 721b79505757ec 7831844795afc 4e88c 23ceb7cd4590118895c bib86bcd34a77
SHA-1 2eBabdd285f8fa829918aae60cb1b6172d918437

MD5 c67fdb7887368e41469a1a2556ac 30df

File Size 55296 bytes

First Seen Timestamp 2016-12-13 18:39:45 UTC

Sample File Download File

Verdict [ Malware |

SESSION INFORMATION

File Source

File Destination

User-ID
Timestamp 2016-12-13 18:39:45 UTC
Serial Number Manual

Firewall Hostname/IP

Virtual System

Application
URL

File Name wildfire-test-pe-file (3).exe

Status

COVERAGE STATUS

For endpoint antivirus coverage information for this sample, visit Virus Tota

STEP 8| BEARE T LR B OB B HIEAER T 2%, BAUTRiE UG s R? &%
ORI g, B RN kB ERE T —ANME 15 2B R 3R 223 Advanced WildFire 2544 (1
TR, RN R N B 2 — R R R . AR PSR S s, RS
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AN NIRRT Y, Advanced WildFire 5t 2 iR 51 H R OB R AF A R4, Hk L m
F 1 Palo Alto Networks $2 £ Advanced WildFire B #7125 42 B B b, By K % Bl 5 B ] T %5
22 B85 (12544 . M kS D B 3 Advanced WildFire 15599 #2544 (1) HoAth AR 4] Palo
Alto Networks [7 <k 3 3L 7 35 T B Y0 6 8 R IR )% s itk . DUF Bk B 7R T Advanced

WildFire 5 #711%1 -

[ Tacacs+
% Loap
[ Kerberos
[ SAML identity Provider
[ Multi Factor Authenticat
Local User Database
O Users
9, User Groups
[& Scheduled Log Export
@y Software
@, GlobalProtect Client
[, Dynamic Updates
Licenses
&p support

(3] Master Key and Diagnostics

VERSION

Antivirus

3961-4425

3962-4426

3963-4427

3964-4428

3965-4429

Applications and Threats

8323-6320

MONITOR

FILE NAME

Last checked: 2020/09/30 11:03:09 PDT

panup-all-antivirus-3961-

4425.candidate

panup-all-antivirus-3962-

4426.candidate

panup-all-antivirus-3963-

4427 candidate

panup-all-antivirus-3964-

4428 candidate

panup-all-antivirus-3965-

4429 candidate

panupv2-all-contents-

FEATURES

Apps, Threats

POLICIES NETWORK DEVICE
S @
28items ) > X
CURRENTLY
TYPE SIZE | SHA256 RELEASE DATE | DOWNLOADED |  INSTALLED | ACTION DOCUMENTAT...
Schedule: Every hour (Download and Install)
Full 101 MB 860eetec9892... 2020/09/25 Download Release Notes
11:27:18 PDT
Full 102 MB faOdeabe07a8... 2020/09/26 Download Release Notes
11:27:23 PDT
Full 102 MB  116fa5e5c7b5... 2020/09/27 Download
11:26:25 POT
Full 102 MB a%c10272b4fd... 2020/09/28 v Revert
11:27:06 PDT previously
Full 102 MB  710a823c484..  2020/09/29 v v Release Notes
11:28:38 POT
Last checked: 2020/09/30 11:05:09 PDT  Schedule: Every hour at 5 minutes past the hour (Downlead and Install
Full 57MB 7b4ff370débd... 2020/09/18 Download Release Notes

KRB GO S BB K F GBI, X—UIseakE T . £ARGT, ER
FERIE N, S EEAA RPN T IEE YA, B0 Palo Alto Networks £ 28 1R I8 UK
i, JEHCZm % RAE e R B A DUS MR IR
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4418 A Advanced WildFire

FEAT AL AT LA 2 et 42
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] iiF
Manager)

_ T PrismaAccws %48 Prisma Access
« PrismaAccess (Managed by Panorama) VER[IE, I A TEN .

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

DLF S BR3R A T LB k% I 4414 Advanced WildFire™ [RbsE TAEGRE . a0 S is 75 AR FF 4G
Z 0T T R 2% Advanced WildFire [ 215 8., 15 &/ Advanced WildFire ffiA 325 4 Advanced
WildFire 5 52 .

HxRAEH WildFire A6 = BUR A& = HIME B, 1SR WildFire W& B,

I RAELE Prisma Access ¥ | Advanced WildFire, #5563 Ri% 0, SR )5 S E & WildFire
Analysis % 41t B SO PLU RS LLsEAT Advanced WildFire 7317 .
STEP 1| 3kH Advanced WildFire 5 WildFire 17 1. 0 ARMSEIT B ARSS, B4R 0] DL % PE #E47
WildFire 2} #7 -
STEP 2| #as LL WA Advanced WildFire &% 1& &1
« Advanced WildFire A3t — # K FEAE Palo Alto Networks 55 [ Advanced WildFire A 3t
g‘o
«  WildFire < [E Government =~ — # kK4 % Palo Alto Networks &% 1] WildFire
U.S.Government = .

R s E WildFire B ZaiR & =, 55 WildFire i &4 3,

STEP 3| Wil & B VF AT IELE B K% AL TR 4
Lo B3P kB,
2. i%&¥% Device (##%) >Licenses (VFAE) , JFHE I WildFire ¥ il iiE 2 154 24
WK R WildFire Y ATIE, 15 E#¢ License Management CEF AT TEEF ) k)3 T SHe B i
LARCIRTI

Advanced WildFire & 3 42 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/get-started-with-prisma-access
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/security-profiles
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/security-profiles
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/enable-basic-wildfire-forwarding.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/enable-basic-wildfire-forwarding.html

Advanced WildFire f it

STEP 4| ¥Rz k%2 WildFire H-t & WildFire % & .

1
2.

4.

%+ Device (¥ #%) >Setup (W HE) >WildFire, a4 L E.
{# F§ WildFire Public Cloud (WildFire A3tz FBoE % & 3| Advanced WildFire 2
Hx,

5E ST K B R AN B WildFire H 5T ORI 35 & B ST R /NR ) o

Advanced WildFire 5 (555 gy PE py File Size (o kM) 158 g5 10
MB, i Hopth i SC k2R g File Size (SZFR/N) (R BEERIME
i OK (i) LLIRAF WildFire General Settings (M E) .

STEPS| (#Bh kB R] #4 f it 2% J5 i) SSL il 45 k347 Advanced WildFire 22 #7 .

[T

ix 8 B Advanced WildFire St

STEP G| FFURsRACREAR BT AT

1

AR R T WildFire BT i (GEFF Objects (M%) > Security Profiles (%24
Fi &) > WildFire Analysis (WildFire 204 , #AJE &k Add (4D WildFire
SIHTRCE S

TE RS, fdi ] WilFire oy b BROVEC B SCfF, i 0R42 110 78 55 By K 8 Fo vF
IR . IR ke B d B 5 X WildFire oy §ric & o, ¥ B id & ok
PUEL e ANY ((EAAT) SCAR 28 B ——X B T B kB 1 ST AR 6 R 3T SRR S
R BEAT 0 HT

ST RN E SN, #4 public-cloud ¥y Destination (HA7) , LUK AR Kk 3

Advanced WildFire =47 434 -

W WildFire 2 BT B SCPE BN 20 22 4 S N o 55 SR M0 DU RH 755 1R 38 M 7 LA IEAT

WildFire 734 (Policies (31%) > Security (Z4:1E) IF Add GRIND BEM 24P

&R .

Advanced WildFire & #f! 43 ©2025 Palo Alto Networks, Inc.
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STEP 7] 5 F B k53K A3 (¥ Advanced WildFire 2544 .

iﬂﬁ"%%ﬁ Advanced WildFire 244 DIRG I AR 51 5% & 4k SR 181217102 PAN-OS 9.1 53
B, 8] IEE 5 iUl — G &4 .

* PAN-OS9.1 J ¥ FLARA
1. &#Device (##) >Dynamic Updates (ZIAH ) -
« KA WildFire 25 WoR.
* #F% Check Now (BITERGEY) VMG REHT IS L EH M.
2. W T3 i Advanced WildFire 2544 1) Schedule GiH-&1D .

3. {fif Recurrence (FER) FBUK B KA 23T B 1WA R % B N Every Minute (£4)
B o

@ H T 2 00 oy B B At — AN WALDFire 247, otk i 8 T i (R Bl KRS AE — 43
T R TR A R I R A

A J3 R kBG4 2 X B B Download and Install (R AIZ3) B4,
5 i OK (HE) -
* PAN-0S10.0 J% 5 & iR A
1. %&+F#Device (##) >Dynamic Updates (ZIAFH ) -
2. Ky # WildFire EHT2T5 2R .

3. %4 Schedule (X)) LAFRCE S #4%, SR)5M#H Recurrence (ER) FEICEG kb
L Real-time (SZHf) #:2 WildFire 2544 .

4. i OK (FARE)

STEP 8| Jrahdsiim s e, 4% Advanced WildFire R 51 )% & A

¥ default (BRIN) B B lC B SO & 22 P SRmS N, BA3E T WildFire B9 8525 44 1
FE SN FRVFAIESE GEFE Policies (368D > Security (Z24E) IR INEUE SO 2 LY
Actions (Z:17E) ) .

Advanced WildFire & 3 44 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy.html

Advanced WildFire f it

STEP 9| il sixt 4 Advanced WildFire 55 2y -5 35 55 50 45 4 £ 75 B4 0 3 (19 1 17 o

Pk s 2 PAN-DB URL fik v aliE, 7 URL Gk s 21615, DL Wifa 3
T URL J3 2 42 1l I 3 7 i) A Aol AR S R RS RS . CLAB IE P28 40 £ 254D
LR E URL ik
1. %%t Objects (X% ) > Security Profiles (%4t & ) > URL Filtering (URL #fi
), FFAdd (A BB URL Gk ic & S
1% Categories (A1) M 28441 F1% = URL 25)5€ X Site Access (FRuE 7)) o
3. Block CBHF%) R/l ix e 28 5 b (g — vk, BARVFVT i), (EAE R U e i 2625 5 v
FIRIs AR R Alert CE4R) , BRIRIGINBE R FE .
4. BHETEMGR A, FIEF PR AS R SRS AR, (EAS B RS IR H S 3k

Vil
S N R BE HT Y URL iR L B SCE, FRR LN 2 22 A SR ms U, DK I B S0 %
BN E s

1. #%#% Policies (5M%) > Security (%42 , £ Add (RN BfE Bz 4 FengHu

2. ¥t Actions (BE1E) , SRAJSTERCE U E RS, K Profile Type (FRE U2
B B N E S

3. K e URL Filtering (URL #5i%) 0 B SR B N3 22 4 S mg H 0 o

4. i OK (i) DAPRAE 22 4 SR R

STEP 10| BikBi k3 O Th e KA A .

 WREEARM R HELS, 1HiIER Monitor (Mi#%) > WildFire
Submissions (WildFire #2215 0) , IR A id sk 0 SR HEAT AT 0 R SCE46 H . (i
RAEA BN KBS TR WildFire = 528 RYESCHRI H Ed 3%, 15 %+ Device (1%
%) >Setup (XE) >WildFire, #A)57%H% Report Benign Files (# RIS

o AR I fo VE RSB IART S QR EREAR, BRI KIRARIE SRR R A, DL
B K A e R RS

o AREACE S A A AR 5 2 ) WildFire it & .
STEP 11| M543 #r 4
o BTG
o [ B KRS WS R B R AR WildFire 8T 2 .
o XT3 2 Advanced WildFire AL = FIFT A FEA, 27 Advanced WildFire 1/ _E Rk
A AFEIRTEEEAT A WildFire AL ZREA
« fdi ] Advanced WildFire APl M WildFire i £ 46 & FE A ) 5 45 SR AR GG .
STEP 12| F—45.

T E HPIT Advanced WildFire 5 £ 52 .

Advanced WildFire & 3 45 ©2025 Palo Alto Networks, Inc.
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% paloalter

TECHDOCS

Advanced WildFire #$3& 3 52 B

FEAT AL m LA 2 i R AT A2
« Prisma Access (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager) . .
_ T Prisma Access, 4% {# Prisma Access
- Prisma Access (Managed by Panorama) VEITIE, SCEE A TEN .

« NGFW (Managed by Strata Cloud Manager)
- NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

+ CN-Series

LR FEBAA T EHERAECE , B HAE A8 W3 28 g W 0 A1 55 47 fd vk 75 R — 843 o
» Advanced WildFire ffE52 B

47



Advanced WildFire &2 & {3 52 5

Advanced WildFire &2 1352 2

FEAAbm] DA 2 2 LR (I [/ 2
Prisma Access (Managed by Strata Cloud 3 Advanced WildFire ¥ i
Manager)

_ %} F Prisma Access, 4%t Prisma Access
Prisma Access (Managed by Panorama) VEATE, K3 A A e

NGFW (Managed by Strata Cloud Manager)
NGFW (Managed by PAN-OS or Panorama)
VM-SERIES

CN-Series

Prisma ACCESS f 1 — 47 il JRHT 7™ i i (5 ., i 2 PrismaAccess S,

]

TEAE e A 1 CLERFP RS R X 2 T G 565 4 JZANEE 7 JRRa8E, i OR P 52 B0 N 25 IR A 73 A

R, TERTR N TCP XX E (Device () >Setup (E) >Session (£1f) >TCP
Settings (% &) ) 1 Content-ID™ # & (Device (i445) >Setup (¥ &) > Content-ID >
Content-1D Settings (Content-ID % &) ) SZififi Sk,

B B A T L R S 4T B . Advanced WildFire” AT 475 [R]85 4 T F) A
B

FEH N AT, PAREIR Palo Alto Networks Az B e i BEH AU I R . BF %
BN R, TR REN AT S N AR TEAE R .

i R AE FH K2 PAN-OS 10.0 B5E A, U5 70 B 1 1 177 k335 DA SN 4G 2% Advanced WildFire
4. 1XRE, HEE Advanced WildFire 2 3t 2 Re e A4 el R FAE 44, T DASE R 1] 53X 2455 &
PRAIRE A, DT T i R 4 R 1 e 8 A8 30 2l PR I T >R B b Bt ey o

SR A o Kk BER B O RE SSL IR E, WD WildFire 20 #T i B K 54 i 55 J ) SSL 15 .
RAEBHH P A fe a3 A

S FHER N WildFire 73 o B SO LLE BT K5 AT 7 A % K I E (Objects (X4 >
Security Profiles (‘%4 & /F) > WildFire Analysis (WildFire 7304 ) . ZRik WildFire 2y

Advanced WildFire & 3 48 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/get-started-with-prisma-access
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/best-practices-for-securing-your-network-from-layer-4-and-layer-7-evasions.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/software-and-content-updates
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/decryption.html
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BT E B SCPFIR DR 7RG I 22 s SRV IT A i R 52 2 WildFire 7 o —— HAR € # k LLEEAT
Advanced WildFire 734 (1 FT A7 B AIAR PP B FTAT SCRFSCIFSRAY, HIEWRiZ S0 B AR BT 3801

R ERANE B e X WildFire 7T EC & SCHF, B E SRR BN kany (FEED USRS
R . YRR SRR T, XA BT KRS B BT AR Rz A,

N WildFire 43T EC & SR H F B KBS m B FVEAE R, 15 B F W % 5 Sk LUtk r
Advanced WildFire 4 #7

i Gyt A iy Advanced WAldFire &4 2 S i s 2 0, B A BRI Bt
i B SO P g WALDIFire S5 /e 1 8 W] RS S AR . 16T LU HERR 55 8 2 43 2 I Fi
TSN I, i B e O g epsrp, Ry Advanced
MIAFITe BT i o A R IR 08 2 B I L RS 4. Ko Monitor (420
>Logs (HZE) > Wildrire Submissions (WildFire 3255 150) DAE B & 754 47-1q]
oA B ) R Al 4 Advanced WildFire % 47,

O 4B KRR B A % 5 LT Advanced WildFire 45 Wil , 252 B 52 3 B3 1 S0 1 26 50
PER/INIR . A SO KT Size Limit CR/NBRAD 2B BRI, (1%$% Device (¥
%) >Setup (BE) > WildFire J:4m %8 5 4 14 B LIHRR SC PR R PR R T IR 1 AT DL
BRBMER, LAARALRISC IR BN KN RED

KT WildFire # & B BRI SCAE R ST BR 1]

35 K it (RO BRI SCAF RO BR 1 5 A2 R 5 B FRABE T IR B 0 S A (SRR /T BOAR
SPRRHD 5 FFHEBRARAN AT BE A B A AR SO, RSCF AT WildFire 3%k 5 Bl i . i
FBi kAR ) TR Advanced WildFire 2 HT F SCHF TR 25 &, 5 R KRR SCPE AT BE
S E K AR A SO A AN SO S AR DUBC B 1 5 R SO RS PR A1 AE Bl s L v e
IR, UL XAEOLT, AR I SO AT RER s A LA Advanced WildFire

Advanced WildFire & 3 49 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/best-practices/11-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-wildfire-profiles-safely-to-best-practices

Advanced WildFire &2 & {3 52 5

SYHT. S ARSI PE SCPFLASRAIIL i SO ARt SUBRU R SRR, 75 2 8 B T B
P,

T ERBE RS RS A RER B, Palo Alto Networks 8B 7t 1 BA LA B Kl 43 S R
o SR LUK BT KBS BRSO RO BEE N 2 o RS R B, PR SRR AL R S A
FARR T T ARAF AR BN 3R TT

Distribution of Malicious File Sizes

Prevalence

File Size

e Default File Size Limits
e Maximum File Size Limits

B 1 Fl SR AR OGRS A O RS Rl
ARG AR R WCEE SCAAFAEIUE , A4 48] g AEE R RS RS PR 1) Sk i BB
FEXFAEOL T, VORI 5B E AR I BRSOt

Pt Device (W 4) >Setup (EE)D > WildFire gm0 B DR HE % S04 28R % Size
Limit USFRRHEDD -

AR PAN-OS 9.0 & B @i iR A SCHF % i | PAN-OS 8.1 SUHH % e e KR
KRR ~HEEW

pe 16MB 10MB
apk 10MB 10MB
pdf 3,072KB 1,000KB
ms-office 16,384KB 2,000KB
jar 5MB 5MB
flash 5MB 5MB
MacOSX 10MB 1IMB
archive 50MB 10MB
linux 50MB 10MB
script 20KB 20KB

Advanced WildFire & # 50 ©2025 Palo Alto Networks, Inc.



% paloalter

TECHDOCS

fid & Advanced WildFire 731

FEAT AL m LA 2 R
« Prisma Access (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} F Prisma Access, 4% f# Prisma Access
- Prisma Access (Managed by Panorama) VEITIE, SCEE A TEN .

« NGFW (Managed by Strata Cloud Manager)
- NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

+ CN-Series

DL 35 58040 28 anfar 78 X 2% 322 b s B Advanced WildFire™ 4347, #8738 & Palo Alto Networks [ 4k
W R RSO E 3 K 2 Advanced WildFire A4tz sk WildFire £ =, [FII st m] {§ ] Advanced
WildFire ['] ' R F BN STHBAT 08T N HT IR A HIREACK IR B — 1 Hl e s R, Hle HON R
REHA . BRI, BB 2 AR R B — 0 AN A BTk ss

o HER A LLIEAT Advanced WildFire 23 #1

o EER R G SSL & LA 4T Advanced WildFire 4347

* J5H Advanced WildFire P EXHL #8253

* )& H Advanced WildFire Inline Cloud Analysis

o o PR AR 2 LR AT S 25 42 A R

o ISF WildFire #2321 0

o FH) AL CHE WildFire |77

o LTRSS IRE KRG AR R R

51



fic & Advanced WildFire 7 #T

w5 A LA 4T Advanced WildFire 23 #t

FEART AL BT DA 2 R A?
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ % Prisma Access, 1% Prisma Access
« PrismaAccess (Managed by Panorama) AT, R A A e Y

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

Fic & Palo Alto Networks By k3t U oA S SO B3 T ISP 422, RS DT EA 7 s 25 %5 44 1) 3C
- LLBEAT 08T 48 WildFire Analysis (WildFire 204 BoE i, & SCK SO % % Advanced
WildFire AL IR 2 —, S5 FRAERC B ST N A 22 A0, DU fid 0 58 H S B30T 1)
A

MRS T BRI . AR SRR, IR B S R, B AL R T (k

foo PREITHEN)  FEFREAT N IRE. B, )i E Bk e DU R R AR AT T
A (PE), BRI AE Web 0 2 1 1R 2550 N BINART SO F . BR 7 RFIFEASE, B Kesid e R UL
FCELA B 4 AT 1) PSS SR . ARPERE A L, B 2Z AR W (B s B2, 1X 08 Palo
Alto Networks St 1 A UM EL (1 B TRV -

W A ELE A B WildFire %45 R85 WildFire 54 =, M ATE WildFire 0 & 5 B &2
WildFire Vi &5z, BRERIE . & By kohs LAk S U 3% R Z 8010 WildFire B8 kT A
AT, TR BB AF G LA 1) SCPF BN 52 SRR I SR 8% ) 28 WildFire A3tz . 5 S I &
WildFire &% 215 8, 538 WildFire ¥4 58 1,

e TAE:
* Advanced WildFire z X382 18] (1 3CAF 0 i SCRFRTRERS T ARl AT RIS ., RS I o
S

o UNSRAEREIERC B K SO R BT K S Advanced WildFire = 2 [BIAETERE KB, 5 R T
()2 B PR 7 < it ) Fe VR RAR S 1 -

it 1 fi FH 1 ot
443 VEM. PCAP F#. FEARTHE. MERE. Xt

$22¢. PDF e T4k

10443 BN A T
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-deployments/wildfire-hybrid-cloud.html
https://docs.paloaltonetworks.com/advanced-wildfire/wildfire-appliance

fic & Advanced WildFire 43 #ft

. Strata Cloud Manager

* PAN-OS fl Panorama

I CAE LLHEAT Advanced WildFire 23 #1 (Cloud Management)

R4

fifi ] Panorama k4% 7 Prisma Access,

P14 %) PAN-OS 3 1 I8 A6 AR B4R 5«
I SRARAL ] Prisma Access 2457, 7EIX FLA4kLE.

STEP 1| 45z B As: % 3 Advanced WildFire = .

%P Manage (%5#) > Configuration (ACE) > NGFW Fl Prisma Access > Security
Services (%4=flk%s) > WildFireand Antivirus (WildFire #1 Antivirus) > General
Settings CHRLEED , HMRIEER WildFire = 3#E (A3, BUF. RABURS) i ik

H.

WildFire U.SGovernment 2 (g a3 43 Hr 0858, A (5% [ B EURF AL A A -

IR WildFire CloudURL LS B REA SR HEAT 4047 o
Advanced WildFire At =% i :

1. # X\ WildFire Public Cloud (WildFire A3t7) URL:

%[H: wildfire.paloaltonetworks.com

Kiil: eu.wildfire.paloaltonetworks.com
HA: jp.wildfire.paloaltonetworks.com
Biny: sg.wildfire.paloaltonetworks.com
J[E: uk.wildfire.paloaltonetworks.com
n&=K: ca.wildfire.paloaltonetworks.com
WAHT: au.wildfire.paloaltonetworks.com
/4 E. de.wildfire.paloaltonetworks.com
EffZ: in.wildfire.paloaltonetworks.com
Hit: ch.wildfire.paloaltonetworks.com
#=%: pl.wildfire.paloaltonetworks.com
EifEJeriilr: id.wildfire.paloaltonetworks.com
HEG: tw.wildfire.paloaltonetworks. com
:E: fr.wildfire.paloaltonetworks.com

R¥/K: gatar.wildfire.paloaltonetworks.com

Advanced WildFire & #
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+ Hi[E: kr.wildfire.paloaltonetworks.com
+ Pita%): il.wildfire.paloaltonetworks.com
o VoHEBHi{H: sa.wildfire.paloaltonetworks.com
« PB4 : es.wildfire.paloaltonetworks.com

2. #fyff wildFire Private Cloud (WildFire 59 z) FBCES .

WildFire Fe)dRAMP = i1 :

1. %\ WildFire FedRAMP Cloud (WildFire FedRAMP =) URL:
* U.S.Government : wildfire.gov.paloaltonetworks.com
* Advanced WildFire Government z: gov-cloud.wildfire.pal oaltonetworks.com

* Advanced WildFire Public Sector z=: pubsec-cloud.wildfire.pal oaltonetworks.com
2. 7% WildFirePrivate Cloud (WildFire 56 %) FERAES.
STEP 2| @itk Allow Forwarding of Decrypted Content ( fo 44 KRN %) , J& ] PrismaAccess
R KRR SSL i, LUMEHEST Advanced WildFire 7). HRE 22 4= S s 00 0 PPk il 255 (03
&y R e SR 2 RN WildFire 23 BB B SCEFULHES, D00 1R SR A2 BB I35 2
i 5 LAtk AT o0 #r

I 42 A ) SSL 313 AT 4B & Advanced WAlFire 5z
STEP 3| 52 X Prisma Access # & BLIEAT 437 (R A 1) AN
A SRR (8 B o BRiA % e Advanced WildFire fefEsci

STEP4| WBRZHERE.
1. if Report Benign Files CIRLE ELPESCEE) |, LUXHISCE] B 3 5 46 B 05O PEHEAT 03
2. 4% Report Grayware Files (iS5 IREBFESCHE) o BIRMCHI AR (i o 34052 46 S 050 1
T iT R
STEPS| %5, Save (fR4F) MM,

Advanced WildFire & 3 54 ©2025 Palo Alto Networks, Inc.
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STEP 6| s B R LLEAT T I &
1 %% Manage (%5#) > Configuration (FtE) >NGFW Al Prisma Access > Security
Services (“%4:fIk%:) > WildFireand Antivirus (WildFire 1 Antivirus) , &5 Add
Profile GASIIFCE SO o 3RAEECE SCHFH) Name (&4F5) Hil Description ()

2. Add Rule GRINFIND Ll SUREEE RIAT AT I i, SR 5 B A R0 fan N\ Ffiidk 1
Name (%#%) , #loca-PDF-anaysis.
3o CHCE SN, DAVCEC A K B AR I DUR LA 7 T T REA K
* Direction of Traffic (GREJT M) — WAL 7 (Upload ( 1
f£) . Download ( F#;) Bk Upload and Download ( FAEFIR#E) O # &k SC1F LT

S8T. BN, %4 Upload and Download ( EAEFIR#) , Biwl#% k& fi A A 51 PDF ik
17500, A HAER 7 1 e .

+ Applications (B FHFEF) — MR IELEAE FH IR FHFRT, 2 ST o d

* FileTypes (CF2RAY)  — #RHE USRI RSO T 20T, BLFEAE s HR - B
RS R, Blhn, &8 PDF , B ] #E &k B KBS RG00 21 1 A %0 PDF #E47 9047

o RBEEE R E AT AT B b
« #%&#F PublicCloud (A3tz) , DA SR LHED /Y v A It &= 4% & ) Advanced
WildFire A3t 2475041 o
« #%&FF PrivateCloud (A=) , LMESHUNUCHES 1A i &% & 2 WildFire 15 7% 3t
1750 ¥
o G Save (IRFF) WildFire 20 Hr 5 & FN
4. Save (ff1%) WildFire 1P 2522 4l B S04k
STEP 7| J5F WildFire FBim 5 22 4 e B S0k .
B4 SRS o V4 R R BN ) WilldFire 23 TG B SC53 4T 3745 PrismaAccess # k5
WildFire 43 #7 A Bc B S UL AL I & .
STEP 8| HeiXf & H k.
STEP9| (wnJit) J3H Advanced WildFire N EENL 2%~ )

STEP 10| k8 F—5...
o IGUE WildFire S22 1500, BIADT KEE 21 © I K OUHE AT AT .
o % WildFire 35 20 LPEAZ4R,  FFEIR G SRR RITEE B .

& e LLEAT Advanced WildFire 4381 (PAN-OS #1 Panorama)

STEP L] ({if 11 PA-7000 24115k 55 s A F PA-7000 2514 k3, DB R AEA R HEAT 2
Mr, A NPC E 8 i L E Dy HE R IR 1K) PA-7000 &5 &l 4% T
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-wildfire
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/administer-prisma-access/commit-push-and-revert-prisma-access-configuration-changes.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/PA-7000-series-firewall-installation/install-the-mandatory-pa-7000-series-firewall-front-slot-cards/install-a-pa-7000-series-firewall-network-processing-card-npc/configure-a-log-card-port-on-a-pa-7000-series-firewall.html
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LFC (H R , WA E LFC i . FEE G, EFRFEARR, HEFRimD
LFC B i T # g 1 .
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https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc/pa-7000-lfc-a-component-descriptions.html

fid & Advanced WildFire 43 #7

STEP 2| fre B REASE K B Advanced WildFire %%
%P Device (% 4%) >Setup (KE) >WildFire BRI WildFire = 2 4 e & I % B

(AL,

B BEHEGRE) o

@ WildFire 3z [ Government 24y m] it 4 T #0558, (X S8 [ B IRBURFHLIA (3 .

Advanced WildFire A3t =

1. % A\ WildFirePublic Cloud (WildFire A3t %) URL:

2. Waf% WildFirePrivate Cloud (WildFire 4 =) FEOES.

%[E: wildfire.paloaltonetworks.com

Kil: eu.wildfire.paloaltonetworks.com

HA: jp.wildfire.paloaltonetworks.com
Hrndi: sg.wildfire.paloaltonetworks.com
#[H: uk.wildfire.paloaltonetworks.com
hn#k: ca.wildfire.paloaltonetworks.com

W AFT: au.wildfire.paloaltonetworks.com
. de.wildfire.paloaltonetworks.com

ENJ%. in.wildfire.paloaltonetworks.com

Hit: ch.wildfire.paloaltonetworks.com

#>%. pl.wildfire.paloaltonetworks.com
EiEEJEPE: id.wildfire.paloaltonetworks.com
HE 4. tw.wildfire.paloaltonetworks.com
1£E: fr.wildfire.paloaltonetworks.com
/K. qatar.wildfire.paloaltonetworks.com
wi[E: kr.wildfire.paloaltonetworks.com
PLee%l: il.wildfire.paloaltonetworks.com
YA 1M : sa.wildfire.paloaltonetworks.com

7EE%: es.wildfire.paloaltonetworks.com

WildFire FeldRAMP Z % 17 :

1 % A\ WildFire FedRAMP Cloud (WildFire FedRAMP =) URL:

+ %E[EGovernment z: wildfire.gov.paloaltonetworks.com

 Advanced WildFire Government z: gov-cloud.wildfire.pal oaltonetworks.com

* Advanced WildFire Public Sector z: pubsec-cloud.wildfire.pal oaltonetworks.com

Advanced WildFire & #
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2. ffif5 WildFire Private Cloud (WildFire 54 =) FEROES .

STEP 3| 5 SCB KA (SO B /NP, A B H Bl AR W .
G N E (Device (%) >Setup (X&) >WildFire) .
o BE B KRR U File Size Limits (U R/NRSD o

Advanced WildFire s {52 # sy PE gy FileSize (30K 8 5 4 10
MB, At i Sc ki File Size (o R/ (BT EBRIAE .

* 1% Report Benign Files (i RYESCH) , DI R R 4440 5E 45 R 00 SO AT id 5% .

* 1&F% Report Grayware Files (& KA SCME) DO ICEIR (k40 5E 45 IR SR kAT
03K

o W ESTEEERE, E X WildFire i S AR S 1EE B ARG T, A
115 B B s e WildFire 73 #rl & i o BUHIE R SEHE, LA WildFire 73 #r i & o HBR AH
M, ARJEHT OK (HiN) fRIFRE .

STEPA| 5 SUEHE R LIRAT /0T i i &

1. %%t Objects (3% ) > Security Profiles (2241l E ) > WildFire

Analysis (WildFire 43#1) , Add (ZshnD) #ri) WildFire 7 &S0, FONH SR
T Name (&4F5)

2. Add GRID FCESCHRUN, DL SR R IEAT /BT RO R, AR5 T O SR U 4 N A
EName (%% , Ul loca-PDF-analysis.

3. CE SCRN,  DAVCHC A KN & AR DL R J LA 7 AT AR A
+ Applications (N FHFET) — MR IELEAE IS FHFRT, B2 ST o dT
* FileTypes (LA — MRIE SO R BRI KOS EAT i, BB BT IR AR 2
SR, BN, JE$E PDF , RIATHE B K RS AG I 2 1)K %1 PDF 3247 2047

+ Direction (7)) — RIECHAEH TR (EAE, FEERCHESA) , R CEHTS
Mro Blan, #E#E both (BF) , BRI &KFTA ARK PDF 347 08, A HALH 77 7 W
i

4. thth OK (HasE) LIEAF WildFire 2 #riic & S
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STEP S| ¥ WildFire 43 Hr e B SO0 B in 8 22 4= SR A
22 A LU S0V B VR Bl LA RN £ Wil dFire 20 70 B SCA: T DAVRAG, b7 kB R 5%
B SCAEAR VT EE (30 R 4T WildFire 234
1. %% Policies (5EHg) > Security (‘Z4xtk) , SRJGAdd GRID SRS MERBS A
2. i sEmE R Y Actions (BR1E) JETHE.

3. 1 Profile Settings (FCE SCIFWE) #4r, #EF1EN Profile Type (BE CIEEHD)
Profiles (FCE SCfF) , SRJ5 18 WildFire Analysis (WildFire 204r) it & S LA in &
SR H )

STEP 6| a5 B k5% LL R 5 % fif 5 J5 1 SSL il {5 k384T Advanced WildFire 7347 .

s R ERUL I R

STEP7| (w]ik) JaH Advanced WildFire P BAAL %52 >
STEP8|  (nlik) Jo FIARFFAE S UEAT e 25 42 A 4R
STEP 9| #EH#4T Advanced WildFire 5L
STEP 10| s Commit ($228) LARFHEHi & & .

STEPLLL (nfif) 222 v s U1 LR HT 2B J i Al T 15 Palo Alto Networks 2 IR 4538 17 (¥ 558 AR (RIIE
5o

STEP 12| (wufik) M Content Cloud FQDN X & .

STEP 13| i F—b...
« UGUE WildFire $272 15 0L, RN KBGO R R SCHEAT 40 4T .
o WA WildFire i ) AP EAR,  FFR S B E RS B
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fic & Advanced WildFire 43 #ft

T3 EAR S 2 WildFire 1)

FEAAbm] DA 2 2 LR (I [/ 2
» Prisma Access (Managed by Strata Cloud 3 Advanced WildFire ¥ i
Manager)

_ %} F Prisma Access, 4%t Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, K3 A A e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

FIT A A SZFrIK 7 #Y Palo Alto Networks P ) A] fi ] Palo Alto Networks WildFire | ] )7 SR Fah 38
FEARBEAT /08T, HAEFREZ AR HAFEA . WREIT R T Advanced WildFire, 7] LRSI FEA
BRI, FRHE 0 B 1000 A, Hi2, iHicfES K 1000 73 FEAS i PR #1845 WildFire
APl $221E L.
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STEPL| Fzh EALfFsl URL £ WildFire |17 #HT 0 H7
1. &3 WildFire )7,
2. HREEEAR B Upload Sample (_EAGREAS) .
o BRI CAHBHT T, 15 $E FileUpload (SCfE FA%) 3F Open (3771 #AHEE |
& CLEAT AT St By Start (FFUR) DUFLR AN SCHEI 00T, BT Start
Upload GFs BA%) DLERASKRER N B 24T 43 B B S04
o ERZT URL #H4T40#H7, i URL Upload (URL bA4%) , #i A\ URL, #R)5
Submit ($&%2) BT 4T,

mpa\ﬂ?,ggr

UPLOAD SAMPLE

File Upload

Upload Sample

To upload files for analysis by WildFire, click the "Add files” button below, or simply drag-and-drop to the region below.

« Your WildFire AP key has 1386765 sample uploads remaining for today.

« The maximum supperted file size is 10 MB.
» The following file formats are supported at this time: Windows Exec . Links ¢ i in emails, Android APK files, Adobe Flash files, Java Archive (JAR) files,

Microsoft Office files, Portable executable (PE) files, Portable document format (PDF) files, Mac OS X files, Linux (ELF) files, Archive (RAR and 7-Zip) files, and Script
(JS, VBS, and P§1) files.

© Start upload | |N@Caneelupioad

6.1-cloud-repori-Beta- 209 KB “dobe PDF document
b057cad2 1157a466680b5622eeb9410bbeded36a8d698 117 13ccir s

7e823d.pdf

PA-3000-Hardware_Guide pdf 961.5 KB dobe FPDF document
3. X Uploaded File Information (% FALSCHHEE) B E .,

STEP 2| £ F SUAF) W R 43 #7465
HERAE /D 5080, LU Advanced WildFire 73 B FEA

H T2 bR SRE MR kTR, PrAFal B SRS R s ilmE S

1 R[E WildFire [ AR 4.
2. fE Previous1 Hour (2 1/N) X3, 7ERIERE T 7 Manual (F3)) UUIEE &L

FEIFLZ AR BT E
3. RENME FALHISCFEL URL, FHif Received Time (REWSCE IR 720 1 AR5 B AR
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MR R )G SSL i LAIEAT Advanced WildFire 73 #i

FEART AL BT DA 2 =ERM A
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} F Prisma Access, 4%t Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, K3 A A e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

1577 8 T A g IS 1) SSL RS SKFEAT Advanced WildFire 34T . 7 < 35 Af 55 e 45 AR 22 4 1k
SIS BEAT VAl A R ELAT & 2 RN IR WildFire 2 A BCE SCAE,  TUILE RS K i 53T N
AT, AR AR P R AT b R A e e T

s s g SSL Bt 47 4 s Advanced WildFire St (528

ERA R ZA BRI K5 L
L iR R)a . 15 )8 FH B KRS DA T i 2 R e So A LLidk 47 Advanced WildFire 2347
2. %&F% Device (#4) >Setup (i%E) >Content-1D (N ID) .

3. AN IDEE, SRJ5 Allow Forwarding of Decrypted Content (i & i N
=) .

4. Hih OK (HfisE) TRAT 5 L

TE )3 FH L R G B K L
Lo iR E AR, 558 R AN S Sk Lt T Advanced WildFire 73 H7.
2. #%¥% Device (#4) > Virtual Systems EIIRS) , BEEBNMEINARS, KRG
Allow Forwarding of Decrypted Content ( fLiF#; KEHHNZ) -

T PrismaAccess, X &fEN WildFireand Antivirus (WildFire 1 Antivirus) 24t & S
BT E 1. ARG R, WS A 5% PrismaAccess 1) K C /4 LIk T
Advanced WildFire 7317 .
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J& F Advanced WildFire Inline Cloud Analysis

CET AR T LU 2 HER M A

- NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire 14 7] iiF
. VM-SERIES
« CN-Series

Palo Alto Networks Advanced WildFire iz 17— R 513 T = 0 ML Al 5] 2, 1% 46 5| B4 A X5 8 )7 [
251 PE (I RSAE nJ AT SO ST N0, LSS RN 7 1k i 0% =2 3. 5 WildFire £
I3 HoA S = 25 —FE,  Advanced WildFire Inline Cloud Analysis il 51| g it 23 45 i — M5 44,
SRR BB R &P, MITEAR K NFTA Palo Alto Networks &/~ $2 BT 1 .

BT W51 e AR S LS B E 8 (1, Palo Alto Networks % H % B #A4 - LLRTTE
AMERIREE TR AR LI, 8% Palo Alto Networks M AAS I B3k (B2 ) IR Bk Hadk N & 138

5%, Advanced WildFire Inline Cloud Analysis £ 7 K 3 A% 3 5 g% AL, DAAR K PR B sl 2D o
PERERISE o BT =1 ML AZY AT ATCEE T8, DA AW AR I B T2 35, T TG 75 N 25 BB el T
RE KA S FF

Advanced WildFire Inline Cloud Analysis ifi it WildFire Analysis it & SC B AL, B EAH N
(¥ Advanced WildFire ¥f- AJIE 1) PAN-OS 11.1 8} 58 & flU A .

STEP 1| 2225 (B ks st &AE15, LAHF 1 Advanced WildFire = 23 AT AR &5 3EAT S SAE . XA
WRzs M o R BT AT s K s SR A

A RS AR Kt B 222 AT AR ) BEEAIE TS, MR/ AT 2P IR

STEP 2| %3 PAN-OSWeb 5L .

STEP 3| )5 Advanced WildFire Inline Cloud Analysis, #2414 4 %1 Advanced WildFire 11 % .
HRUMEE, ESW: VTl MRS,

B A S IA MR A SRRV B, 1 EE Device (K4%) > Licenses (A A[IE) ,
N TS5 AN R AT IE LA S A 2 15 8

Advanced WildFire License

Date lssued  June 27, 2023
Date Expires October 27, 2031

Description  Access Lo Advanced WildFire signatures, logs, AP1

4 g WALIFire Y miE EList 39, Jf FL 0F 76 %28 Advanced WildFire v ]
UE, A% I NGFW e WHIdFire yr T, % J5 i 224 Advanced WildFire i
m“ic[Eo
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https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/certificate-management/obtain-certificates/device-certificate.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/firewall-administration/use-the-web-interface/launch-the-web-interface.html
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Bt ® Advanced WildFire 4 #1

STEP 4| il #H i WildFire Analysis ¢ 41t B S04 LLE ] Advanced WildFire Inline Cloud
Analysis.

1 %&$EIA WildFire Analysis Profile (WildFire Analysis it & ) 2t Add (RN il E
4 (Objects (X% ) > Security Profiles (‘%4 E ) > WildFire Analysis) .

2. RPN WildFire Analysis it B S0, SR 5% %] Inline Cloud Analysis (NEEZ 48T I
Enable cloud inline analysis (i il = BT o

WildFire Analysis Profile @

MName | Best Practice
Description

Rules Inline Cloud Analysis

Enable cloud infine analysis

3. ¥EE—4&HMN, = X Advanced WildFire Inline Cloud Analysis £l 3] 2 25 5 2% % i ZE SR B

E] 7s
A
O | mame APPLICATION FILE TYPE DIRECTION | ACTION
v v ¥
Rule1 any any both block
-E: Add 'E.D:':le

© RINESIN BB E ST T N I REA A AR (% BLANTAT) o

o NARERF — @S INEILECHI N IR PR, MU AT iz CEAE R Inline Cloud ML
2 (8

o SCPFSRA — SEFREAE AN SE S 3 A H AR Ak 3 A R SCA SR AR
HAT SR PE I AT A7 304

o 7 1A — ARAEAE T R RS TR AT AR TR R T i

o FRME — BB 4 H Advanced WildFire Inline Cloud Analysis £ il 3] i il i 22 5% BRI 1 .
AT LAV E AR R A B H AR N AR P, B THIERE YR B CUR-HAR T 1R

=

Ho
Palo Alto Networks g 00K (1 B 9 “BHLIE” LSKAS I i 22 421k

4. i LUR 1 WildFire Analysis Profile it & 5 15 HE
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STEP 5| 1§ fi§ Advanced WildFire Inline Cloud Analysis £ % A %% & LAHEAT 20 M7 BB K S0 K.

=
B

Inline Cloud Analysis Settings

File Size Limits | FILE TYPE

pe

SIZE LIMIT

“ Cancel

Advanced WildFire Inline Cloud Analysis 2 fit a3 ) WildFire )5z, (HE, RETE
A2 e BB WG 4 RERAT B B A I e R, X PTRE R Kk 30 43

1 %% Device (##%) >Setup (#E) >WildFire> Inline Cloud Analysis Settings (Inline
Cloud Analysis X &) Ff 8 1% U R /N FR il
2. ik OK (HisE) UMK L.

Advanced WildFire & #
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STEP G| 45 5E B KB R KA RAREREA I 2% 221 (5 5 - Palo Alto Networks fif i 2 1% {5 & BL T fif v
AR g AN, 5% AR SCBIR ITE 7S SR LA P am, AR AL HEE
BYPIFRIN AR . BRIAEOUT, X EETAET 8 IR .

Inline Session Information Settings @

1. %% Device (%4%) >Setup (% &) >WildFire> Inline Session Information Settings (
aTEE B HD , SRE R T Bk g Bk Tl
* SourcelP G IP) — ¥ ik AR FSCAF IR 1P Hihk:
* SourcePort (¥ 1) — R Rk AR HSCHF I
* Destination IP (HAR IP) — #&RAFISCA H bR 1P Hibk
* Destination Port ( HAxdm 1) — F R ARFN SO H bR H .
* Virtual System (EILRSD) — H RN SCAFRER RS
* Application (BHFEF) — e RALSA RIS FH - BT .
« User (P — B KEHEFH
* URL — # R 5 ARESCIFRHE A URL .
* Filename CC{F4) — #R RIS SCES

 Email sender (AL FERIFAAEN) — BERRAA T BRAFEES R AN G2 T HRPER A
(¥4 Pt R 7E WildFire H EFIR S HD .

* Email sender CRLFHBAFUCIEN) — FACRFN R T BB AFRERE IOULIE N iz T BB PRI N
(144 Pt R 7E WildFire H EFIHR S HD .

* Email subject CHL-FHEEEF ) — H R R AT IEAFEER 0 38 GZ BT B4 32 8 B
JNFE WildFire HEAR A )

2. i OK (WhsE) AT FE A 3 04
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STEP 7| e B 3R A SR i B RS IR I R IR 1

WildFire Inline Cloud Analysis @
Max Latency (ms | 30000 |
Allow on Max Latency

[ Log Traffic Not Scanned

“ cancel

1. 355 4353 Advanced WildFire Inline Cloud Analysis 1 3K ) 4E 12 [ 1) i 22 1 B fr 4 1 -
o RKIER (ZF) — $85% Advanced WildFire Inline Cloud Analysis % [H] 45 5 1) 5 K ] #2527
AbFRI[R] (CAZFPNHAL .
© GRFRKIEIR N RVF — SR KRS EIE B R IE R N ST SR Vr iR . B R Bk T &
KBy kB E BN “BHIE” .

o AR ERE — P KRR L R RN AR S O B K AHE M R Advanced
WildFire z At #E1) Advanced WildFire Inline Cloud Analysis iR

2. ik OK (BisE) WARAEIIE K.
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STEP 8| (fdi FJ ki AU CHR I % 255 35 By J ) 5 20D BCE A T U5 0 IR & A R IR %28, DMERTA
e BRI 70 A O RE A iR . mT R E SRR G5 48, KRR Ty Palo Allto
Networks BRIk 55, CEATA Sl E M NIRRT H TR AR

1L (PAN-OS11.2.3 J7 il A @it PAN-OS fit B /L H R 55 2%

1. %$ Device (#%%) >Setup (XE) > Services (IR , ARG 4% Services (i
%) ISR

2. J55E Proxy Server (fREEAR%S#%) 14 Jf Enable proxy for Inline Cloud Services (N
Inline Cloud Services Jjg FIARHE) . W LAFE Server (IR454) Bt 1P idikak
FQDN.

RIS AR B RD A5 6 A F 4T

Proxy Server

.

wable proxy for cloud services. This setting is for cloud logging, IaT, ApplD Cloud Engine, User Context
and 5aas

Enable praxy for Infine Cloud Services

3. #id; OK (HfisE) .

2. (PAN-OS11.1.5 J # gl A @i Bk h% CLI fic B AV IR 55 5%
1. Jyi By ki CLI.
2. {FHLLR CLI fiv A RC B A A CH IR 45 #8  H :

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>
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https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli
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set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

PR 2% B A b 6 A7
3. IRTIR 5558 UG FT AR CLI &5 W5 B B 96 25 T 25 T 25 55

debug dataplane mica set inline-cloud-proxy enable

4. MALLT CLI i & B E WK IS5 1 S BT AR SRR g TR

debug dataplane mica show inline-cloud-proxy

Bl

debug dataplane mica show inline-cloud-proxy Proxy for
Advanced Services is Disabled

STEPO|  (HEE) H4B) K S5 B AL B K% RS 215 2 i B i 4 1 SRR 218 )5, 281 P i 3R B
PRI —8 53 B 5 8 BT 21l RO AR5 . 24 Web I 528553 HTTP Range ik
TR, SRR . 5 H Allow HTTP partial response (R3¥F HTTP #5408 ) PAAE
P R nT P, R AR AT 2 1 0 I 28 B0t D) () XU .- Palo Alto Networks 22125 H Allow
HTTP partial response (RRVF HTTP #i3MN) , LASkAR R & 4k,

Allow HTTP partial response ( fpiF HTTP #4508 ) 2 — T4 R s, 2ff
F RANGE Fgsk (3 1 HTTP (8t 4, X0l g2 S 8L b R IR %5 7+
W o 22 Allow HTTP Partial Response (g HTTP 43 m N J5, A5 %
A N AR P A

1 #%%% Device (##%) >Setup (# &) > Content-ID > Content-ID Settings (Content-ID %
B .

2. HUiH#EFE Allow HTTP Partial Response (R0¥F HTTP #4rmiM) , 4SR5 8 OK (FfiE) -

STEP 10| commit ($238) k.

STEP11| (wnfi%) Ml# Content Cloud FQDN ¥ & .
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5 A Advanced WildFire PN BRHL 2822 5]

T 47T DA 2 i B AT 4?7
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ % Prisma Access, 1% Prisma Access
« PrismaAccess (Managed by Panorama) AT, R A A e Y

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

fas ] ATE B K 85 B0 i A HLBS 2% >0 (ML), AT i By 1E m] RS 4 Rl 4047 SC2E A1 PowerShell i1
AR AR NGNS . (EBIE 2247 & B WildFire® =88R, Advanced
WildFire P BENLAS 22 > A 3@ PP AR R SCHE RS B (RS MRS 28w BOREE ), SR <
KA ESCE, T SEBLSCH A B R AR . X ARIT T 2 24 /0 20 DA R R ] e 2 R AR AR
1k« 5 Palo Alto Networks iR 71 3% & FI4FAE A T BE 7 )80 . Advanced WildFire inline B35 2% 21K
PATEIE BB R E A B SR E . IRA,  IE T DAFE E SCAERE A 1 A0 LHERR A8 B B AR AR S
B, X AR AE O SE MRS A R, AT SR ISR E R A TR R

%5 H Advanced WildFire Inline ML, & 2AZ044A A #%) Advanced WildFire 5% WildFire 17 2, 4%
(&) Antivirus (B¢ T PrismaAccess [F] WildFire 1 Antivirus) 24t B 4 UARC B S H
ZRS, ARG Antivirus Bt B SO0 2] 22 4 SRS UL o

VM-50 5 VMSO0L ) ¥ 4% 24 57 A~ 37 £ Advanced WildFire pygepse22>],

. Strata Cloud Manager
* PAN-OS #l Panorama

J5 FH Advanced WildFire Inline ML (PAN-OS #1 Panorama)

FE H WildFire WIBHLES 7 S BC B, 15RES R Y IBEAL 8 2 =) 150 B8 10 5 P 917 i 0 8 SO B m 8] 22
A IR ALI o

L5t Advanced WildFire Inline ML, #b iR AR 5 ME ALK Action Setting (BEIXED Wl
Disable (for all protocols) (ZEH CEFXTATAEINO D, B34 H 6006 A e WildFire Inline ML
B AME DL . TE 2RSS WildFire Inline ML JE# 1D it B 5 25 44 51 AME L0 b7 99 SR EC B SO, IX
2 FEUY; KR FH 1 A IR 28 A5 i 2112 | P Huhk (¥ Fr g i i

VM-50 5 VMSOL ) ¥ 4% 24 57 A~ 37 £ WildFireinline ML,

Advanced WildFire & 3 70 ©2025 Palo Alto Networks, Inc.



B & Advanced WildFire 73 #

STEPL| ZZFEHH WildFireinlineML, A2 EA —ANa] F T3 Windows ] #4047 ST 14 145 2L WildFire
T
MBS BA WildFire 111 . 25 ZHHI IS 80 A 1V al UE 2 AT 1, 151%&% Device (1%
) >Licenses (¥FHJiE) , #HAES B RN RIE, Frlike & et .
WildFire License

Date Issued July 25, 2019
Date Expires July 25, 2020
Description WildFire signature feed, integrated WildFire logs, WildFire API
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STEP 2| GI#H /5595 5 22 e B S, B0 B8 BT B9 2 22 4 B SO pF A A s2 i WildFireinline
ML &,

L E&BIA AntivirusProfile (B8R0 E SO 80—/~ (£ Objects (%) >
Security Profiles (4B & C4E) > Antivirus (7% 3 IF Add GRIND Hrfic &) .

2. [CE BRI E S

3. & WildFireInlineMLIEII &, FH A% WildFire Inline ML #5304 ] Action Setting (4
ERE) o X R O P A PG B WildFire Inline ML #8(E R E . PLR7r2E
CIE-TIN:EF

* Windows A $447 31

 PowerShell Scripts 1

- PowerShell Scripts 2

o ATPATEERERG N — (2B PAN-OS WA RA 8367 J H ki AR i Al D

* MSOffice (‘%%:H PAN-OS P ZEhAs 8434 & 5 i ki A i 7T D

* Shell JiIA (22547 PAN-OS N M A 8543 B¢ T e i AR I R A

« OOXML (%% PAN-OS11.1.3 J i B A LA K PAN-OS A 285 A< 8825 K W i b A 5 1]

D
« Mach-O (‘%3 PAN-OS 11.1.3 J2 5 & i A Al PAN-OS N & A 8885-8930 J% FF & il A Ji
Al HD
Antivirus Profile @
. : items | X
Al DL R E

* enable (inherit per-protocol actions) (JaH (4kA&MAHEE) O — WildFire IR¥E & 1E
Action (F1E) EITUR “MARLE” #4> “WildFire Inline ML #1E 7 51 Fb % B4 2 i & o

- alert-only (override morestrict actionsto alert) (fEHR (B ACH 4% I EAREEE) ) —
WildFire IR4E 4 7E Action (AE) IEIN-R “fRAGEE” #5845 “WildFire Inline ML #:1E” %1
R AR E, U TSR (£, E8% ) um. EERSS. EEHE) M™E
PR G ERAE, EMAVrREET, FiaeE ot A7 2 H b

» disable (for all protocols) (ZEH G FRrA WML ) — WildFire avFim &Eidid, TR
FWEERAE

4. i OK (W) MBI EERCE ARG E & TR, JF Commit (#2538 HikE.
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STEP 3| Carit) anFUBRRR, VRIS SCAR B 1 B 93 3 22 420 B OO 1008 3 B0 AR e A S
PHe s WildRire BEAT 20 Ar RO o 60T DUELBK B AN ST VR AIME BN BI Bl 4h ) 3, Bl
I i 5 B H S R SR AN SO RS

i b 1ty WALIFire 434 22 4 B SC P LT Jt % 1] WildFre inline ML St
PRI, U2 BRI 13 BLTE IE. SR 5 WALGFire 447 5 3
9 ELPER SCHFfG MI-Virus S5, 15 2 Palo Alto Networks 57 f,

© BN SCHRARINEI S BIR
1. 3%$% Objects (X}%) > Security Profiles (2410 E ) > Antivirus (JiREE) -
2. EPEAE B E SO BB FERC B SO, AR5 1EHE WildFire Inline ML .
3. RISt P HERR A ST NG A SO AR

File Ex

Q " X
Ole ~  |eename  [pescirrion

f:

®@add O

4. #id; OK (i) LUMRAFBIREEAC B S, 2R)5 Commit (3R22) T,
o MU HE S B s im g s s

1. % Monitor (#54%) >Logs (HE) >Threat (&) , SRJE4E HEHIHIE ml-virus &
SRR, SRR AN ) SRR B H

2. Hif: Detailed Log View (FEZHH EMED , SRJ5 1A RSN E Details (FE4HE R B,
1% F Create Exception (G&HI4h) .

s TS
3. ¥%in Description (BiH) , #RIFHH OK (i) LA~ SCF

4. W[{f Objects (X% ) > Security Profiles (ZZ4FE X/F) > Antivirus (FifiEE) >
WildFirelInline ML T~ File Exceptions (l4h ) %1138 Hh 3k 213 A9 70 SC A8
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STEP 4] Cuit) t#p; k5 InlineML = IR % U EEHRIRAS .
FER; K3 FAEH LT CLI dr & BHEERIRE

show mlav cloud-status
41

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

WERTEIER S InlineML = ik5s, TGS LN 0 B4 H
1k: ml.service.pa oaltonetworks.com.

STEPS5| (ufik) Ml Content Cloud FQDN X &

A2 AE WildFire Inline ML E U E) 1) SCAHE S, iR AR HE (Monitor (M%) >Logs (H
£) >Threat (gl , REMNFIFRFEFEHERAD o {#H WildFireinline ML 2 #7id i SCHE R
B bric B 258 ml-virus:

Details

Threat Type ml-virus
Threat ID/Mame Machine Learning found virus
IO 599800 (View in Threat Vault)

Category pe
Content Version AppThreat-8284-613%9
Severity medium
Repeat Count 1
File Mame 00785815be21e0272790a3145accbe3206052cb3c7alf3635b8534d
URL

2012354721170297008
Create Exception

Partial Hash
PcapID» O
Source UUID
Destination UUID

Dynamic User
Group

Metwork Slice 1D
S5T

Metwork Slice 1D S0
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JjA H Advanced WildFire Inline ML (Cloud Management)

L S a4 A Panorama Sk 7 Prisma Access,
D143 PAN-OS 35 151 I 1808 HH B8-S o
SRk Prisma Access 3, 15 TEIX FL4k4E.
STEP L] ZFIH WildFire Inline ML 2% 3], %204 — NS BRI WildFire 1T B /E A Prisma Access 11
] ) — & 7o
IR A A A BRI IR WildFire 1115 -

STEP 2| g sl B Hi A WildFire 1B 5 42 40 B SO DA I SRS WildFire pyBRILAS 5 ST

1. %P WildFireand Antivirus (WildFire A1 Antivirus) Z24:fic & 4, 2685 nd &
At (%$E Manage (& #) > Configuration (B2E) >NGFW Al Prisma Access > Security
Services (“%Z4:Ik%5) > WildFireand Antivirus (WildFire £l Antivirus) ) , &5 Add
Profile CAINRECE SCAF)

2. Wit B WildFire and Antivirus profile (WildFire P75 ) Fo B SCHE LA RABEABEAT 2047 .

3. ¥ WildFire Inline Machine Learning Models (WildFire WEHL 88 R) , I 884
WildFire P ICHLAS 22 > #5308 Fi] Action Setting (EREWE) .« X2 5mifil el 5t ik SN BT g
Prilc & WildFire Inline ML ERAE X E

WildFire Inline Machine Learning Models

u can set the action for each model
Model Description Action Setting
Windows Executables Mschine Learning engine to dynamically identify malicious PE files Jdisable
PouwerShell Script 1 Machine Learning engine to dynamically detect malicious PowerShell scripts with known length B
nable
Powershell Script 2 Machine Learning engine to dynamically detect malicious PowerShell scripts without known length
nablealert-only
Executable Linked Format Mschine Learning engine to dynamically detect malicious ELF files
disabl
MsOffice Machine Learning engine to dynamically detect malicious MSOffice (97-03) files
Shell Machine Learning engine to dynamically detect malicious Shell files
N
DLR 482K 2 42 0] A
7] =+ :

*  Windows R 47 3 F
« PowerShell Scripts 1
« PowerShell Scripts2
o AIPATEERES

. MSOffice

* Shell JiiA

* A — WildFire iy 7E Action (fE) IR “AER%es” ¥4 “WildFire EERHLES 2 2]
AR FUh B PG AL

« A (UEHD — WildFire IR &L Action (HAE) IR “MRrL 3" #4 “WildFire
WIBHL & AR Fh e e i e, e T (B5F. EEF . EERS
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e HEWNE) K EEGON B AUETERAE, B vriEEE, RN J5REE R E R IR
17 2 E H &

* disable — WildFire 7o ¥t & 38 i 1 AN P AT AL 0] S5 i 1A
STEP3| (k) dnS@ Bk, WG 4h k2 wildFire FSTR 8 22 4Bt B SO . X0 H £t

TREEACRE A K 2 WildFire BEAT AT O 7 o S8 AT AELHRRE ) A0 SO R0 5 J2 s n 21451 4
PR, BRI IR B H & P SRR A SO VAR R S

g () WAlFire gy ir 2z 4 B SPGB i kA ) WAlFire inline ML 237 <
PR, NS AEC BRI B3 T AE IE. R ETRE By WildFire /34193
N R SR mi-virus 24, T & Palo Alto Networks 7§,
o BERKEISNSCIEERINENE SRR
1. 7 File Exceptions (CfFf14M) F#sHiEF Advanced Settings (Fm X E) Jf Add
Exception GZRIIFIZN) .
2. UL S R HERR (Y SR A . SRR AN .

File Exceptions

Description

3. %R, Save (IRAE) UL,
STEP 4| save ({#17) WildFire AR5 25 AC B SCAF A RS B FF e il & 07 .
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Jet PR AR BAREAT S 2544 B 4K

TEf AL PT PAAEFT 2 S LR (I [/ 2

« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ 7] iiF
« VM-SERIES
o CN-Series

10T LI Bl KBS B TR SEN 224 B AT L BRI R R AL . AR TERUE, AR 4 25X
FEE WildFire )€ 1% 4= SR SO R RIE R & i (BEBHIED) , AR b RS = A 4]
a1 0] DL TR B 2R e B SO EC B AR R X, I 028 44 2 8 S FAR DB E B 4 /) 1%
B
I REE H T84T PAN-OS 11.0.2 & ¥ E kA, I+ H B4 2 WildFire 5% Advanced WildFire ¥ 7]
WERIETE R P
STEP 1| 54 WildFire SZIRFAFRD AT 3% o AR B R, S04 WildFire 5% Advanced WildFire 1T 5
ARG VFATIE B0 S AR b KBS FROVE T iE, TR AREOE . B AT A LA S
AJETT R, 5k $E Device (% %) >Licenses (FOfiF) , FAZ TS Bk AT E, LA
VFAIE RS . PLRRBIER T i WildFire VFATIE R 3588
WildFire License

Date Issued July 25, 2019
Date Expires July 25, 2020
Description  WildFire signature feed., integrated WildFire logs, WildFire API

STEP 2| %P kRS sertf R WildFire 244 ()26 .

BEER By e Pl BN Sei 2640, i e 2 Ah e A . B BNERL U, 10K 52
BB IS4 RIS, T AL AT I, S RE T R AL

1. 3%# Device (#%4%) > Dynamic Updates (ZIASHH) -
2. % WildFire S8 #7H) Schedule GiH&1D

3. ¥ E Real-time (SZI) B Hi# Recurrence (FEEHIHE) (P k%K 7 Pao Alto Networks
HEHIRSS R EH L IE)

4. At OK (WisE) LMEAE WildFire B3, 85 Commit (3R%8) H L.
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STEP 3| 1 B i 5 B ANE SR 5 (3R 1

WA 4 R R PV RFFAR R, SRS A ek T 1AM Biii 2 L B S0y WAldFire sz 26
P EHE R

Realtime Signature Lookup @

DNS Signature Lookup Timeout (ms) [ 100
B3 Hold for WildFire Real Time Signature Look Up
(ms) | 1000

cout @ Allov Reset Bott

iidFire Real

1. ##% Device Setup (##%1H) > ContentlD > Realtime Signature Lookup (SZif254 2
#
& FiHold for WildFire Real Time Signature Look Up (Z54% WildFire Szl 248 4k) .
3. DI N HAIAR E WildFire SERMRFEIS A FREB T (ms) (BRIME A 1000) .

Palo Alto Networks g i {81 il £k A 5 1000ms, k=l fa 75 0 000 v 8 ) o 5
i

4. 3&5E Action On Real Time WildFire Signature Timeout (%%} 52i WildFire 2544 #8151
BB o BRAMEN Allow (RRYF) , {HJ2, Palo Alto Networks 2t 7E i AR 2 34
WHE N Reset-Both (FEE - i) . EIEHE:

o RV — MIARICREFHER BRER, NGFW s st .
o HEEWE - JIAFURFEHEIN BB, NGPW ¥ 5 B 57 i FIR 55 2% 0 1% % o

S, SEMJRIEEE OK (HiE) -

STEP A s sl Gl BB 2 A E SO, LUS ) WildFire SR 25 42 B O fREFI.

Antivirus Profile @

Name | WildFire RT Sig Hold Mode
Description

Action Signature Exceptions WildFire Inline ML

[] Enable Packet Capture {eld for WildFire Real Time Signature Look Up

1 RBIUA GRS Add GRIND BB 5 22 4l B S F (Objects (ot
%) > Security Profiles (%4t & ) > Antivirus (BHEE) D

PR TR L AR E S, AR Action (BEE)

% 4% Hold for WildFire Real Time Signature Look Up (%54} WildFire SZi 254 84k)
X Ty H A F WildFire SEIN 25 4 B R OREFIEE W B A& sh D d il B o0, IS EE
% 4.1-4.3,

STEPS5| Commit (32%) Fik.
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STEP6| (m/#k)
XEH -

a

Q

O | name LOCATION

O defaut Predefined
VildFine:

O v

T AFE R 25 4 2L IR T B A B i RO B B E AR B, S IR R

HOLD | PRCKET
MODE | CAPTURE | PROTOCOL

-]
RN RN ERARURE L

SIGNATURE ACTION

defauit ireset-both
default ireset-botk)
defady abert)
cetau akert)
detait fakert)
defait freset-both)
defauit reset-botk)
Gefaut lresetrboth]
defauit freset-both
default fakert)
et akert)
defaut akert)

Decoders

WILDFIRE SIGNATURE ACTION

e ault [reset-both)
default reset-both)
Sefaul Lalert])
At Lalery)
ol abert)
dcfault reset-both)
defult [reset-both)
default reset-both)
default reset-both)
default (alert)
et (bert)
ool (abert]
defoult fresct-both)

detat jreset-both)

defult [reset-both)

WILDFIRE INLINE ML ACTION

defuit Ireset-both)
defaut Ireset-both)
Sl (adert)
et (ar)
et falcrt]
defanit freset-both)
defmit freset-both)
et lreset-both)
defant lreset-both}
defauit (slert)
detaut (ert)
ot (alcrt)
et fresct-both)

defnit freset-both)

MODEL

Windows Executables.

PuowerShel Script 1
PowerShell Script 2
Exetutabie Linked Fedmal
MSOffice

Shell

Windows Executables.
PowerShell Script 1
PowerShell Script 2
Exccutatie Linked Format
MSOMce

Shell

WWdFire Inline ML

SIGNATURE
ACTION SETTING. EXCEPTIONS

enable (inherit per-peotocsd actions) o
enable {inherit per-protocol action)
enabie (inherit per-protoccd actions)
enatie (INGTR perproLocs ACtions)
enabic {inherit perprotoced actions)

enable (inherit per-protocad actions)

disabile (lor all peotocols) o
disable (lor all peotocols)

disable (for all protocol)

disatide (fof al protocol)

isabic (lor all protocols)

disabic

Advanced WildFire &3
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it & Content Cloud FQDN ¥ &

CET AR T LU 2 HER M A

- NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire 14 7] iiF
. VM-SERIES
« CN-Series

] LLAE % NGFW Hi T-4b 3 Advanced WildFire Il 5515 R 1 = N 25 58 A IR 21844 (FQDN). Rk
FQDN *##i4#% 3 hawkeye.services-edge.pal oaltonetworks.com, #R J flhT B 5 i = IR 55 IR 55 2 . 15
A DU i i S e AT A A O B R A R R I X3z P 2 R 5% 25 R 7 o5 B Bl BRI IR S5 2% . 15
R, ZNZ FQDN & —Fh A R I B, &2 5 A0 i bt ode 2 1 FL A i 45 ik It i A 3
e

TSRS R, 9%y FQDN mr e AR 58 4 S R AL L X 4 52 Palo Alto Networks 7=
MIIThEE. TEH s ) FODN Z i, i550F™ M2 75 76 4 3 FF

IR, = N7 FODN NG IEHEA R EAE N B 70 I AR 5518 sRAR BEE R, TR 2
PR IE B Pk XA I 55 & . A RIESR E KN A = FQDN AL TSP X Iz Ah (i, aniRfgfe
R X3, (E 5 T AHEX. FQDND  JUJAT R 238 S f5 P 8 1R /3 [X B 4L 3 1 R RA AR A2
17 RIE ) Palo Alto Networks 7 dh W 1 ] 5 A 2 FQDN IS 2., 152 B RF € 17 dh SCRS o

A RSB B RS 0 R, A T IAIC B K 2 2 FQDIN R4 BT i o

STEP 1| %3 PAN-OSWeb 5iifi .
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STEPZ| #%# (Device (%% ) >Setup (#%#®) > Content-ID > Content Cloud Settings (% =¥
B ) IR R 2 e FODN:

+ XRiNL — hawkeye.services-edge.paloaltonetworks.com

o EEPE (EEZREMN) — us.hawkeye.services-edge.paloaltonetworks.com
o BRI (fEE:7AE) — eu.hawkeye.services-edge.paloaltonetworks.com

« ARMIX CGHrnd) — apac.hawkeye.services-edge.paloaltonetworks.com

« HIE (#3%) — in.hawkeye.services-edge.paloaltonetworks.com

o 3[E (FEW®F) — uk.hawkeye.services-edge.paloaltonetworks.com

« ¥E (EEEZ) — fr.hawkeye.services-edge.paloaltonetworks.com

« HA (HA%ZHE) — jp.hawkeye.services-edge.paloaltonetworks.com

o AR (RAFTEE) — au.hawkeye.services-edge.paloaltonetworks.com
o nEXR UnEARFHAFIR) — ca.hawkeye.services-edge.paloaltonetworks.com
* %1t — ch.hawkeye.services-edge.paloaltonetworks.com

« fii~% — nl.hawkeye.services-edge.paloaltonetworks.com

« HIEJEril — id.hawkeye.services-edge.paloaltonetworks.com

« K¥/K —qa.hawkeye.services-edge.paloaltonetworks.com

+ 75 — tw.hawkeye.services-edge.paloaltonetworks.com

« %> — pl.hawkeye.services-edge.paloaltonetworks.com

- m[E (EHEE/K) — kr.hawkeye.services-edge.paloaltonetworks.com

- VHBTHI {1 — sa.hawkeye.services-edge.paloaltonetworks.com

« B KF]— it.hawkeye.services-edge.paloaltonetworks.com

STEP3| i OK (HfisE) -

Advanced WildFire & #i 81 ©2025 Palo Alto Networks, Inc.



fic & Advanced WildFire 7 #T

SrEFEARAZ

CET AR T LU 2 Bt A ?

« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ 7] iiF
« VM-SERIES

+ CN-Series

5 FH S R A DU AR B 2, R At B8R By K2 15 IR e & SO 32t AT WildFire 7y
e

o IR ARG R S
o WESCAFER

IR A T A A

e 4bmT DA 2 TR 42

« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire % WildFire ¥ 7] il
. VM-SERIES

« CN-Series

Palo Alto Networks $ T —MREACE BB SCfF, 7T T4l Advanced WildFire FEE . LT 25
T F BB PR A S, B 75 DB RS PREAT Advanced WildFire 4, A5 4t
7,
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STEP L] F#HHEAp—/NEEHRMAME M. B LN PE. APK. MacOSX fil ELF fFiff 47k .

T e WildFire pe A & o o2 7, i Device (#54%) > Certificate
Management (i 1457 ) > SSL Decryption Excluson (SSL fp e T

472 541 2 1 57wl paloaltonetworks.com 22 F, 751172

TRIER P REOZAEA . PATIAEIE, ST IR ﬁmfﬂkﬁ%ﬁﬁi%ﬁ}ﬁﬁﬁ
*.wildfire.pal oaltonetworks.com 4 H |,

o WIRELERT K FJEAH T SSL fiRE, ETH T4 URL Z—:
* PE — https://wildfire.pal oaltonetworks.com/publicapi/test/pe
* APK — https://wildfire.pal oaltonetworks.com/publicapi/test/apk
* MacOSX — https://wildfire.pal oaltonetworks.com/publicapi/test/macos
* ELF — wildfire.pal oaltonetworks.com/publicapi/test/el f
o SR R TERE K85 R SSL s, E A R URL 2 —E
* PE — http://wildfire.pal oaltonetworks.com/publicapi/test/pe
* APK — http://wildfire.pal oaltonetworks.com/publicapi/test/apk
* MacOSX — http://wildfire.pal oaltonetworks.com/publicapi/test/macos
* ELF — wildfire.pal oaltonetworks.com/publicapi/test/el f

BSR4 0y wildfire-test-file_type-file.exe, HA&R AN S5 B 25 ME— ) SHA-256 a7y 8 -

2 Tt m] DU ] WildFire APL G 2000 & R S fh . AR EAE R, 53
lfﬂ (WildFire APl Z7%)

STEP 2| fEB; kit Web F1f Fik$ Monitor (545 > WildFire Submissions (WildFire #2532 150)
A e 1 B K SO T 00T .

WEREAD S, ZJE, BOSCIFR Hral Fok Eon{E WildFire Submissions (WildFire 42
22> U b o PSR IR e 45 RoR IR 46 s B R AT

B UE ST S &

E AT Ak TIT LA 2 i B AT 42

+ NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire 5% WildFire i 0] iiF
. VM-SERIES

« CN-Series

LoV K B L ke F LLIEAT Advanced WildFire T2 J&, A3 LA T 3 ISR 36 IE b K 4 5
Advanced WildFire A 3ta¢ WildFire T4 =2 (A 3%48:, FE ISR EE RS .
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BT 98B K et e 5 R A A AT
iy CLI,

SIMTEIE Ty CL 4, il T Al
iz (PAN-OSCLI PHEATTIEF) |

BUER K5 EHE % Advanced WildFire A3tz /sl WildFire B = [FPIRAS, A48y K a5 & ot
TOHTHISCE A

{#F] show wildfire status @74LL:

o BF BT K 4 1) Advanced WildFire A3t 7 f1/88 WildFire &4 = RAS

o WIARZE N

Idle, N W] Advanced WildFire = (A mEEH =) E/&%ﬁﬂ%q&mﬂaﬁn T
TN KBS R SO OB B K/ NIR# (Device (#4%) > Setup (X&) > WildFire) .
RSO R AG DL, LG DT KB AT 73 B B SO e B . B K 7E WildFire TR & =

mE e, Witse

admin@VM-FW> show wildfire statms

Connection info:
Signature werification:
Server selection:
File cache:
WildFire Public Cloud:
Server address:
Status:
Best server:
Device registered:
Through a proxy:
Valid wildfire license:
Service route IP address:
WildFire Private Cloud:
Server address:
Status:
Best server:
Device registered:
Through a prozxy:
Valid wildfire license:
Service route IP address:
File size limit info:
pe
apk
pdf
ms-office
jar
flash
MacO5K

Forwarding info:
file idle time out (3second):
total concurrent files:
Public Cloud:
total file forwarded:

file forwarded in last minute:

concurrent files:
Private Cloud:
total file forwarded:

file forwarded in last minute:

concurrent files:

SR A WildFire A3 =1 WildFire T4 = 30443

LR B R T 1E WildFire £ =&, BikEir show wildfire status w4
H.

it 4

enable
enable
enable

wildfire.paloaltonetworks. com
Disabled due to configuration

no

no

yes
X.X.X.X

X.X.X.X

Idle

O O €D 4
ves

no

ves

X.X.X.X

9 MB
49 MB
1000 KB
9500 KB
9 MB
10 MB
1 MB

20

1]
1]
1]

1]
1]
1]

WMFEBENE T Advanced WildFire A3 =8k WildFire 54 = K58, LTy

show wildfire status channel public

show wildfire status channel private

Advanced WildFire 51 84
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MRYE SRR (s i T IR R R B KBS R IR .

@ (PG A T HSPEREAE R AT 00T, DR UACBIE B
114 52 4 B o T WS 2 7 i Yy WildFire Submissions (WildFire
BLASHE B L BDAECL FHC M RUR G PERE AR, RIS, R T
WWHIIFire $2 1 52 4% H 040 B i 20 boxt B b TS PE R T LLE L

{fiH] show wildfire statistics v%, il IE## K E Advanced WildFire A3t = 8%

WildFire £ 2 ) SCAFESE T,

o Mk BoR TAER KBS 45 R, R BB KBS 5 R AT 400 BB R SO )15
L. MR FBER A 0, NIRRT KB AR R ISR,

o TR RS ARSI N 0, BN RGBSR HEAT A0 b

« FWD_CNT_APPENDED BATCH — fE/R¥sINEI% 45 L 4% 2] Advanced WildFire A =Bl
WildFire FAT 2z [ LA 35 1 1 IR AR B R 50

* FWD_CNT LOCAL FILE — #5 4%%] Advanced WildFire /A% z ik WildFire % 45 2 [ H1 T
HIB A1 B S
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BUERF € FEAS 15 B K e A, RIS B IR AEAS BRPIRAS
o) U3 TUR] REAT By Ak DL [ i

o HIARE KRR DR R AR R E 45 R FEA . BT WildFire Submissions (WildFire
PASHE L) ANAE MW e I S B ks b, BAHSCREA ORI A e 45 5, s i 1
ST IE B K B 24 R 15 O R R AT T .

o ARIEEM AR, BB AV, 5 WildFire 44T T B SR A VTG B SRS SR BT IR
RERZS, R JeRE e R BLEEAT 70 A

o REETENE G 2 HBE T RIBE K8 7 1E 5 IR R 1 SO 2R R A e - IR R B 42 2 Advanced
WildFire 2 3t = 8% WildFire €6 = .

TEB KK _EPAT LR CLI fiy 4 LLE R B K % ik LA AT R AR
« i “debug wildfire upload-log” CLI @4, &FH 7 KEEHERKTEREA.

- /] debug wildfire upload-log channel public CLI %4, (UEHHKE
Advanced WildFire A 3L = FIREA .

- f#if] “debug wildfire upload-log channel private” CLI| #%, (NEEHEH#HKE
WildFire LA = FEA

PLR 7~ 27~ T 78 Advanced WildFire A 3L =305 d ok B 3 AN ar & Hdin i 45 1

user@firewall> debug wildfire upload-log
+ channel WildFire channel (Public/Private)
Pipe through a command
<Enter> Finish input

user@firewall> debuy wildfire upload-log channel private

Private Cloud upload logs:

user@firewall> debug wildfire upload-log channel public
Public Cloud upload logs:

log: 0, filename: support-login.swi

processed 353580 seconds ago, action: skipped - remote benign dup
vsys_id: 1, session id: 169651, transaction id: 261

file lem: 91536, flag: 0x3lc, file type: flash

threat id: 52145, user id: 1238, app id: 872

from XX.XX.KHLXN/00M To 300,000 XN 3000/ XK

SHRZ256: 6b2f1a223407ab2db%alTccdfé8ébaccédadTd248%cE5ba%0dbdf02508b3d4efd

log: 1, filename: G2M D because_12.03.2014_ 300x250.swl

processed 611505 seconds ago, action: ski pped — remote benign dup
wveys_id: 1, session id: 255048, t,Ia')sact_on id: Ze0

fi;e:;e') 39206, Tl ag 0x81lc, file type: f1 ash

threat id: 52145, user_id: 20583, app id: 872

from XX.XH.XX.XX/00XK to XXX, XX. X0 . 30N/XX

SHAZ56: cd52dlb7a7521a14237cl531edbl09627fec084806a300d%07b57322blefdbeT
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WA 7 DRI AR AT 70 #

B k5% Web FL1H, E#EMonitor (M%) >Logs (H&) >WildFire
Submissions (WildFire #£5215#%) - B &M kI k& Advanced WildFire A3 7 8%
WildFire T4 =347 3 1 XA 2 A WildFire 3852 1500 7L .

o KA FEARAE SR

FEBRINAE LT, AR A TE Dy 3 3 A B 0 2% 44 8 e AR 25 B O WildFire

Submissions (WildFire #2325 % H . Eﬁﬁ@%ﬂlif@ﬁ#ﬁﬁi)ﬂﬁﬁﬂ 0K, I
%% Device (%) >Setup (¥ E) >WildFire> Report Benign Files (3% R C1F) /
Report Grayware Files (R 5 KA SCHE)

o) JA A RAESCA D s N PRIE SR HEER (KD BR 2 —, DASSIE B K2 15 AR 5 K S
. ¥#x WildFire Submissions (WildFire 325450 HE, PLRIE RS IERA
AT A HAEFERCHE S5 R (BT, EE RIEHES D) .

RN NI R VAR

WildFireCloud (WildFire ) FIH5 Bos B K (0 SO X AT 0 (A B . X AE D
Fitt e AEEE .
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FEARRZ BRI 3K

TEA] AL AT DA 2

SR A A

. PrismaAccess (Managed by Strata Cloud

Manager)

« PrismaAccess (Managed by Panorama)
« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)

« VM-SERIES
« CN-Series

O Advanced WildFire ¥ 7] iiF

%t T Prisma Access, 4% Prisma Access
VERIUE, X8 SN .

ik ZE Advanced WildFire = #EAT 70 M AUME—AEASR] Bl AL oo 2 MRS . vk, B2 ot fR 37 o
WS (R ZUE S GDPR [IHI) w] LIRS FLAL S Or B SR 4 AT 7k A AR B S pe A Al
RIBCA o FEAS KR B4 2 1 AR R AR A S A

STEP L] @g— A& R BR AR A SHA256 5 MD5 W75 51138 (1 SCAR S o AN A 6 ZIUE T SCARF
AT, WRZEE 100 MEA.

HAEM BRI TR AT (K30 o A RAE A AL AT T IR A A IR F S, AU
B TR =1 AR A

STEP 2| 1§ i} Palo Alto Networks 37 £ 95 5k WildFire K /" & 5 31 WildFire [ 177,

j hashes-to-be-deleted - Notepad EE

File Edit Format View Help

d8b2c1d81b94f2ed4d26d131e562e300fc0d1lc570ade5hbell15162f92b5f50a7e2
28a90c482d25e1aaf119b71277333c227f69af5255e72ad41c729692Tb4493b7
fheoca7ef31d8c3ccfbdl9d1ifc50ccl2ea58b8c050967033dded7 5e7c0d2706T
9263cchfdadf6c511c9759b441b29c7175dbaddced 6ac8166b2e600b83b6c5TC
1595d45be38d86646d8T271321ca27130dfafd8f0fc15e8f6ade851Fd65cc8cl
2f7485ce791e7cdedceala25Tcaf4b2f320adbb84cb7c48a8026091F4245Tebb
bae52780fcaz4c425dbbb69d7b56e8dd28a26T437e0421df445¢c9548Fb69f843
ed311307a811cdfbab73af22cf71baldef8366c6c2daas79316d1d835553adcc
aB88b7ecf355e205el5T72bcdffbcha6d927adabf4132473dda332124932cT4ce
b9e481df7249eed6988bco7eabdcdobf3fdee252fc0334437588dal23dd49a52
2ae9d6azdfefddaf2fd3f376dca3se40ead7187delees76abef cabadad3c8bfe
4122d35e132f015Teab6f8a2d28d893799725a8c467308430Tba67c207decf0a3
6af4d037acad35708e440c10472a6e36e755d3b0c03952662b79a76d4d8080f
7d93ad91b703dfa717ef138d12a34f5chbb194d2c740d54db26d53T7b9d60811a

671709a335abajacad9f7obeffo5c9fe33cldoSedf 5d9T363bT341b7788abd 9ee
1c52b645bd20e76a060b7d7690613912ce0a22738940d307e4T062749Fb59249
842bcl800da442ece9c3c5e496bd32T019a657eadbdch112d7717951859b06TC
5943c9a26d90896cele3d7c76e5T8864e88cfechdar6c8bf890c973cc3echbeb
f909a6d0cb81b553b0228eba33e3366a000T783b9bd3b27794b9d4cebe38a05¢
9ce7fT36856bbale79bbd62478e44350048d60b7 3aec631d332ba3clad4f0f96
6b0ff9edff096279aa5e3fc2b6596614123c273f774635f00b0a8a%68chebdad
dc53a3a06f2fee53a57a3b5eale8365337b229Tdfad5a57532e1bbeb3ad9ed9s
41f78fea73a6d7b551eaa06bf90a0153b87814d75d2742b87d232c9333671483
286340f00497821¢c8e81c03583¢c30d41f02d8bd092ed8dc4800fe28efd82df 82
65bac2ch939c8ed76dd7Tobe5d56d58488b406383T469b62094e402878cTadbe

STEP 3| 7ESEHFLIEPE Settings (HE) .

-
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STEP 4| #iif Choose File GIEFESCH) JRUEFEAEDS IR 1 P QIR 5K CA S, S5 Remove
Samples (MIERFEAS) o Zh EAESCIRIE, Rl — 2l 2

SETTINGS

Remove samples, update the default timezone, clear logs, and change notification settings.

Remove Samples | Choose File)| NO Tile chosen Remove Samples
R —

STEPS| M\ WildFire s PIBRFEA S, SR I8 — 6 B & SR VA0S B A T IEAR . X AL
RIMBRHIFEASIZR LA RIMIERES . R RE IR 2 T 5 7 RA BE 2L

Dear wildFire customer,
your reguest for removal of samples from wildrFire cloud has been comEl'\eted In total 1 samples were removed from wildrire,
the following table shows removal status for each individual sample

| Hash | status | Information 1

|6d2ef9f79b5bB81429ch1ffeebdbb2919a9a84ec0cc0e5023chbf45a68967c6elc | Deleted || 1

ATEAE B R SR SR I RE AR 43 513 [ Not found (R 3) it Rejected (2
L) RE
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B KB SR A (8715

FEAAbm] DA 2 2 LR (I [/ 2
« NGFW (Managed by PAN-OS or Panorama) 0 Advanced WildFire ¥ AT 3iE
« VM-SERIES

AL K 7 e B Palo Alto Network [ k5% 7454543 4] 13] Advanced WildFire® = 4258 S0k
AT AT B O R o SRk B AR 2 B R R BR A, B KBS 24 BT TR A BIREA I N S5 7 BA
Ho

R OR B B AKEh A 2 (R B 1B Kt O FHRRA SO O B (OB A s R . G SR A B BBl 4 ] R
il Bl kA 2 U A WildFire B 508 S, BN oA BE 2 m] 2 R E

By <k 33k ) Advanced WAldFire 72 i SO () 3 RESE R T Bl L AR B 14735 58

R iR O i P B ) 3 B 2 1)
VM-50 5 100MB
VM-100 10 100MB
VM-200 15 200MB
VM-300 25 200MB
VM-500 30 250MB
VM-700 40 250MB
PA-220 20 100MB
PA-400 20 100MB
PA-820 75 300MB
PA-850 75 300MB
PA-1400 %41 20 100MB
PA-3220 100 200MB
PA-3250/3260 100 500MB
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P N R B B 3R 5 % 2 ]
eas0zs 10 | souB
PA-5200 %4 250 1500MB
PA-5400 %4 250 1500MB
PA-7000 %41 300 1GB
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% paloalter

TECHDOCS

W& Bl

FEAT AL m LA 2 R A2
« Prisma Access (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager) . .
_ T Prisma Access, 4% {# Prisma Access
- Prisma Access (Managed by Panorama) VEITIE, SCEE A TEN .

« NGFW (Managed by Strata Cloud Manager)
- NGFW (Managed by PAN-OS or Panorama)
+ VM-SERIES

+ CN-Series

AL FHWildFire [ REF$EAC 2 Wildfire FIFEA DL DM REAR K 0T 45 2R, BARBGR T 1510
WildFire™ HiZE 2B T A, TARERRE . WFHFMALLITF, SRNEE V) R SR 1B
K (AR E B2 A KRBT, A Panorama) sl (4 /1] WildFire API .

£ WildFire 5E sRFEAR BT A B . L. KA E B T e I, S5
KA VELRI 3 ATy o AESRASHEACHIBIT K B 1) WildFire 73 B4 2 Hh -t A0 F0 A A
AHRE BT AT 215 VRIS B XN TR AR R A RE AR, WildFire /0 ik & 2 0 FEELA
WildFire %24 HTVEA(E B, IR ATREC R BH N KPS R BT, DUAIBRFEARR TR R AR
S EME S AT IESN T T EIE B

Wit Strata Cloud Manager 174 0, 1&IE A LAEE Advanced WildFire i) 5 H At Palo Alto
Networks B HFE 7 2 RS EER, MR ISR 24, BibEZ N2, HIRAA
B RAKIBATIRIL R B . a2t 14511 NetSec £, 8 HA 2 ANEdE U5 1w 138 BT
MALFE RO SEBE I 28 i FER L e VR AT, DMET—H T 2R Hg A7 PEA

R4 =i &, AT LLG R EE At Advanced Wil dFire 35 & FR A U St T4 R0 FH 34 ) s 48
B AR A ML S LA X 23 B 5t 45

Palo Alto Networks it 1 2 #7725k i #% Advanced WildFire i3]
* Strata Cloud Manager 772 >
* Advanced WildFire #57~1x
« T WildFire H &Rk 55
& WildFire 2521600 H B K E
* fEH WildFire '] i #2821
« S EE WildFire TS
BB R A S R

93


https://wildfire.paloaltonetworks.com
https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/command-center
https://docs.paloaltonetworks.com/cloud-management/administration/dashboards/wildfire

i 12 )

T WildFire H EFHR 4

FEART AL BT DA 2 R4 2
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} F Prisma Access, 4%t Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, K3 A A e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

Wit WildFire [ 7/ Strata Cloud Manager, 2| H WildFire AP, & 0] DLTE R K b 505 40

Xt WildFire M B —/MEEA, WildFire 225 FEAR 43 BRI, M. KERHE R
PESCHE, [FIRT 2 7E WildFire ATl 2 sh 2 (Rl FIREAE B AT N . Wi 3REL WildFire 43 #13i
&, WU ERASIZAE ARG ks, LR HBHA T WildFire = (AL REEB =) , aiE T
i F§ WildFire APl 5%

o LEF S B — B BT KRS RRAS I T T WildFire 20 M (IREA B £330 5% A WildFire $258 4
H. WildFire 3222 i H & A 8 E 51 BoR ST RS 7 K 8% e v el B e » 6 45— 2% WildFire #&
TG H, YT VRN HEME, LA MR K WildFire 201l &5 80k L N A
PDF 1%

« f& WildFire |'])7 |- — W5#% WildFire &3, B35S FEAN WildFire 7 drfik 2555 (AP T 2
J PDF 3CHF) . 7F WildFire 54 =32, WildFire [T/ il Mt S REA IV EAE R, BIEFD)
AL WildFire [T IFEAR, DLERZEH T =8 6800 WildFire & BT 22 IFEAR .

fer ) B WIDFIre gy pieap ot (0t i 2 T g iy WAIDRiTe g4

* 1 Strata Cloud Manager &= — Fr4 1 Prisma Access $252 ff) FH T-334T WildFire 20 8 FIREA oy x4k
i3~ WildFire Hi&, IF HA@ T Strata Cloud Manager H & H s TiHE . B UEERE
FEAIME B bR SCRMEABMI CTELNE B, BFA A W) 1225 @ 1 28 115

o fii ] WildFire APl — M WildFire % £55 )\ WildFire A3t =452 WildFire 73 Hr ik 45 .

Advanced WildFire 70 #r#k & — IR E IR &

TEAT AL T LA 2 i e A4 ?
« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ 7] iiF
« VM-SERIES
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FEAT AL AT LA A 2 T R A7

LEF kK%, WildFire |11 WildFire AP 517 Advanced WildFire 43 #1445 .

Advanced WildFire 73l ok o VEAHIOREAE 2. HARF T BOARSCE 2. H T BB A LA 2
N m D « SN IR, DAL 5 30 i & A HE S A OG ) URL . IRAE(EEE K
SCAFIA B K b B 2 1045 S DU BT XTHZ S M2 21479, Advanced WildFire #i R 625 F
RPN AR LA HRE R .

& Fohaifd i Advanced WildFire AP | 4% 1) WildFire 7] f g se £k it WildFire $i 45
i, EASERSWEERE, FREAS I K. fla, ki AsBRBEh

HHEAZEEH b,
i a=y Wi
PELEEDS * FileType (CCfFA) —

Flash. PE. PDF. APK. JAR/Class. JE4f3C
. linuxs JEIA<E; MS Office. X} T- HTTP/HTTPS i
FHREEERR Y, LB N URL, 4 EBoRairn

URL.
* FileSigner (U4 N)  — B0 DL RN B S2E
2NN

* Hash Value (Wi {H) — SCAFMG A (ARG ME— R 51 3¢
HEIFREL, R ERAS AT 5 0 etk r g o,
A0 T WildFire 7 T REAN SO A B W A FiAS <
* SHA-1— EIR3CHH SHA-1{H.

* SHA-256 — {W/R CHF ) SHA-256 1 .
* MD5— E/R3CHR MD5 {5 ..
* FileSize (- k/N)  — WildFire 234 0 S48 K/
LA N AL

* First Seen Timestamp CE RIS (B 8Kid) — Witk
WildFire &4t 8 8T 7z 30/, WX 2 B A%
SR H R TE

« Verdict (455 — Soratrss i,

« SampleFile (F#A ) — #idiDownload File ( F#
) BEEEREA SO T BB A R R FE,
HEe N e 45 OB B A, e R
4,
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i 12 )

e bt

Ui

HiVirusTotal CREEETH) FEHz DA E FHAh AL R pE iR
AIREA i R BT B 225 B o WA B H IR P A L B R
HMA WL RS, W2 BRSO AR E

A, H3RE BRTERT KBS ER, Palo Alto Networks 2471

PR PRI YU S P (1) 2544 F URL 5 156 78 26 175 W AR SR B (5

B2 BIRTERE 7. HT G B2 SR RENER,

A2 BIRTE PDF .

DU 5205 SR TR S B 2 SR -

* CoverageType (FE#KAY) — Palo Alto Networks fit
PRI A (8. DNS. WildFire 8% & 314
URL) .

* SignaturelD (%4 ID) — 434 Pao Alto Networks
PERL RN E L IME— ID 5.

« Detail (FE4IEED — AT AR LK.

* DateReleased (x#iHI) — Palo Alto Networks A i
77 90 20 i A %) 78 i 3 R 7 1 O

* Latest Content Version (FHiHAERA) — Pk
BAF BN B RRA A S

WE R

ETREAS S EE, FIE R ET 5 R AR
KHh. EE X WildFire BEIRE PR ERSEFELR, ik
FtDevice (¥ #%) >Setup (K H) >WildFire> Session
Information Settings (£ i55 2K HE) .

FRAL 7 LU BT
« JIP
Hix Ip
H i
o MRS (WIRCHER KIE FEE multi-vsys)
« ST
< P AnRCEAER ki ERCEM T IDD
« M4k
« 4
HL TR AT N
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i 12 )

e bt B
SR SCEUCE N
HLT I R
SUESBNEE T BURE, Rl ki SevE BB
Ao
AT U SR FEAS SO AR XS 9 B WildFire m] DA FA B E 12301

KA, WO WS ATEE S b, TR &2

PATSE M, A BRFEA IEE ARz 171
BRI TEE R B,  “mBIPL 47 EmiFn]
fie 4> i /RIZ4T Windows 7. Adobe Reader 11. Flash 11 F1
Office 2010 H) /#1340 15% .

£ WildFire i 25 |-, (XA — SR ULIET
o, JF BT 5 A S e — B ot
B R VEAREFE AL B, WR
i F1 Windows 7 32 fi7, | 9 i #1% Kz 41

Hle
1T NS A RSN LIE IR AR 45 1 R B P REAS SR AT

APIEFEREA R SRR BB SO R ARt
P2 BB B 22 e ) 2% B RE PP X B o

“TEEAE” IR EEAAT O E A P E AR SCGR A X
™ EAE IR — AN, WSRO o T 2 5%
o MG BB RIZh M S

This sample was found to be malware on this virtual machine. Behavior
Description Severity |
Behavior - Indlicator ; Severity
4 Created a file in the Windows folder /
The Windows folder contains the core components of the Windows operating system. Mahware often modifies the contents of this folder to manipulate the systsm 10

establish persistence, and avoid detection

4 Deleted itsalf jotooim

Malware often deletes itself after installation to avoid detection. Legitimate applications do not delete themselves directly.

N AT H S AT

* Network Activity (FZ8753))  — SRS AT IR 2%
WS, WY g BRIl DNS iR Rk TS
3o Kbt —AHT T E iR e .

* Host Activity (by process) (FEHLIHF) (FE#EFE) ) —
FIRAE FENL EPATHES), W E . 2SR B it
LI
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e bt

Ui

* ProcessActivity CGHFEEZN) — I B3 X HdEFE
AR FR UL S AR AT (PR E (R S0

« File (U — B EBNFERE . R TR LSRR
TR B SO

* Mutex (HJF#) — WERFEAR SO A 7 HARRE 7 26
&, M7 B 2l s B R R A RSO RE

* Activity Timeline GEZIIEIZ) — f2ft T HEAR T T
CUdSRIESN TSR . XMGH BT T AL 7 B )
A A BT o

% 2 B () 25 R TE WALIFire Ji 45
PDF G i sUrh gt

i FH IR TR FE AR T332 52 ) Palo Alto

Networks. WildFire = [ifi J5 2 B #T o T dbFEA, SR 1ET#
SEMEREAOR BRI A R — AN 4 . IR TR TR A
R 2% 44 5 = 2 BE () WildFire ¥ 4%, Bl T B &
1 M\ 152 28 7 B WilldFire .

A IR B ) 46

WISV HIWOA AR R R, 15 B BB DU R AR 3
X% Palo Alto Networks JZ 1 TN o 88 [ BAKE X AT
HE— 2573 B DUHf e e 15 MoK L EE BT 20 2% R EAS R R K
PEREA B 1 5 & 22 A, WNZ SO 42 200 R IR AR D
JREF A A AR, B SR A RSO e
RN, WEER—E4 . AEEmE, B
— 0 B R R 9 FE TR A
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A E WildFire 328 B M H EIRE

fEAr] Abm] DAfSE 2 2 LR (I [/ 2
- NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ i
. VM-SERIES
« CN-Series

24 Palo Alto Networks 2% % 4> G4 7wl ORI FIBAREE) 7k B WildFire = kit A7 & T
WildFire 7t L B U IR E (AR > 24T E S > WildFire 734D BI40HTi, WildFire #2852 H &

FE—N H A AT I BRI S . R R B B 5 BRREAS B S B3 5 9T WildFire = &4
FEAE B WildFire #2532 H 25 H . WildFire 3252 H &5 H B FERFEACSR UM #E CRVFEFHIED |
I WildFire 43T 5 [ C 42 S8 FEAS Y WildFire Sy, A% A (1) 712 55 1t 2% 1) LA % HoAth VR 45 2

BRIMNEO TR, 28BS EEAAE WildFire 3252 HiE; MR G BHEREAANE R HE.
10T DLRE 2 WildFire 3222 H &% & DLERE K 4 F1 R rﬂizk DA H T R A e Eﬁ%ﬁ#\
IS

N WildFire Submissions (WildFire #2532 1&#) H &S B LA R 210
Ja R A AR e A REA ) H e %
« 7F WildFire H BRI Fh g N HR A5 ELE 2

Je I RAERAT AR COAEREAC T H Al sk

FEAAbm] DA 2 2 LR (I [ 2
« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ AT 3iE
« VM-SERIES
+ CN-Series

RAEEAF AR GO AR A I H S0 QBN BEE SR . 3R R OB G P A W 2 SR ) P B 42
ARtk T HEF .

STEP 1| 1%#% Device (¥#4%) >Setup (&) >WildFire, /5 %% General Settings (¥
B .

STEP 2| %+ Report Benign Files (375 R ESCF) F1/8k Report Grayware Files (5 7K (5 {4 ¢
), RIGHE OK (fiE) IAFRE.
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7E WildFire H HA0# & A gy AR AR S S

FEART b ] LA 2 EERA A2

« NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ ] iiF
. VM-SERIES

o CN-Series

UL TP BRERAE, RITAE WildFire HASAHR S ROy NBRAFAREUE S, BAREHELEI AR A defh A
AL,

ST SRR A — R Kk 2 WildFire =, 285 F T A2 WildRire 7-Hrfle s o B K& AN
WildFire z ¥ ANAT T4, A7fifk s A B 1 D) AR P9 2%

@ & BTSSR TS  KRSIE, TR
AR I 25 A RO A

STEP 1| 1%+% Device (¥4%) >Setup (&) >WildFire.

STEPZ2| gy “&iEERWE” #, HHA—AEEZAET (Email sender (B THEEALEN). Email
recipient (FEL MU £ N ) FIEmail subject (FELF M4 &) .

STEP3| i OK (HiE) LLRAT .
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BB R AT B E ik

FEAT AL AT LA 2 R A 42

- NGFW (Managed by PAN-OS or Panorama) O Advanced WildFire ¥ 7] 1iE
« VM-SERIES

o CN-Series

f&mr %t Palo Alto Networks B K5I THECE ,  PATE WildFire 1R 71 H 5% 2 50 R B2 £ R AR I g 06 2
o BEATERGT R AEAUR R SCHE AT IR B, (EAS AT R AR 300 B - S A
Fic B 24 . ATRBPEE A R A0 B R, Bt E A E S Aok B E LA Syslog
E . SNMP [#BEaE Panorama 4% 46 7% 3K R 16 244

STEP 1| it & 7 i AR 25 25 1 B S0

1

5.
6.

1% +% Device (¥ %) > Server Profiles (RS 23HCE /) > Email (TR

2. g Add GRIDD , RIEMAEE SRR Name (&85 . 11 WildFire-Email-Profile.
3,
4

() MLocation (f7E) 812 ik £ BN FH e B SCIF I R UL AR 48

Ly Add GRIND PAASINHT T IR AR R 55 28 2% H IR N 2 31 fa] SR s 1A% i pip X
(SMTP) ik 55 & ARG HE THEPEIT A& A0ME E (2 W] LUK DY £ B S0 e 55 25 TR I 21 i &
SCAEFD

* Server (548 — PRIREBAFIRSS S HILAR (181 MEFRF) o HEFBAUE —DMRsE,
A HAEDA SMTP IRS 45 EHL4

+ Display Name ClR/R#HK) — SBoRTERFHER “ RN FBA TR,
o RN — I AT B AR A b
o WSO N — fR5 3 IR A 3k B L A b

* Additional Recipient(s) (LA ND  — H A KF8 R R IEZE 75— BrWseit N rE - A
ok,

« Gateway (M%) — AT RIZEHTFHBLER SMTP ML IP Huht sk FEHL4 .
Hifi OK (i) (RAFIRSS S5 B S F
i Commit ($238) DA TE R A7 B IETEZ AT INECE o

STEP 2| Uk Fi WIS e 55 45 (0 iC B S A

1
2.

i%F Monitor (51%) > PDF Reports (PDF # %) > Email Scheduler (F3F-HB{F B FET).
By Add (AN FEA Email Profile CHLF-HBAFECE SO F 447138 Hh ik £ 1) HL 1R
PEHC B A

Hi Send test email CRIZMAR FEFHB) ¥4, Bl 52 & I%E— B 7 B9 2F 42 fE 115
A C B SO R SRR
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/configure-log-forwarding.html

i 25 7% 51)

STEP 3| MEH T EREE M, LIS K% WildFire H &% Panorama.  HLT-HE/4MK /' . SNMP .
Syslog k5545, FEAEN HTTPIERIL K .

FESLR B, SRR FE A s B IR DUOR BB A TR H . AR LS I #E Kk R1E
AR EERAE H &S, AR Bl 7 4 3 2% 30 .

‘ By K AN SR BEL Lk SC A £y WATDFire | 26 380 v -7 S £ K

1. #%#% Objects (X%) >LogForwarding (H&E#K) .

2. Add (Fhm B I 4, W WildFire-Log-Forwarding. #57] DLE SN H S8 KL E
AR N Description (i)

3. Add (b DARCE # k5.

Log Forwarding Profile Match List @
Na WildFire-Log-Forwarding|
ype | wildfire
Filter | (verdict ¢q gravwarg)
Forward Method Built-in Actions
[ Pancrama O | name TYPE
O | snmp A O | ema ~

] wildFire-Email-Profile

(*) Ad

O | syso6 ~ O | urre ~

1. %4y Log Fowarding ProfileMatch List ( H &8 & i E CAFILEC SR ) 4.
2. E# WildFire H &K%,
3. HiE Filter (Fik) %4, 1@id (verdict eq malicious) 2 i) g H &

4. 1f Forward Method (8% 7J5:0) IR, W®EFLE 1 HEARIH Ny WildFire-H 71l
H-Fe B SO PN BT RRARC B SO, AR A OK (HfE ) DAARAFULEC AR &
Hro

4. Hpd OK (WE) LMRAE H E# R E S8
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>

AR

Log Forwarding Profile @
Name |My-Lug-Fo:1f;a!dmg |
Description
Q sitem > X
O | name LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS
(]  WildFire-Log-Forwarding wildfire {verdict eq grayware) Ernail

*  WildFire-Email-Profile

@ Add

STEPA| winHER KB SCIEZE T WildFire # & 22 425508 CO B WildFire 4> HTiE B ¢
%
WildFire 73 #fic & SC/HKs 2 Xy k Bk %% & BT #47T Advanced WildFire 7T . B E
WildFire 73 #1lC B SO 45 i 21 22 S ms F , 35S [ 4% 5 0L T Advanced WildFire
3T o
1 %% Policies (5M%) > Security (Z24x1E) , SRJ5 8 FIT WildFire 5 & [ 5

2. fE Actions (1) ETH-R¥ Log Setting (HE®WE) #i4r4, ®BHCHEMN Log
Forwarding (H &Rk HLE X

3. i OK (fsE) (RAFE, #RAJ5 Commit (3238) MCHE.
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i 12 )

& WildFire H &Mk &5

FEAAT b AT DA 2 R A2
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} F Prisma Access, 4%t Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, K3 A A e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

WildFire H &R & A K _EA4L 2] WildFire =3t 7 oA FIFEA OB FIRAFEER) BIfEE. Hid
T, X TS 5IC R SE A B B . W shaldT A, Bl Xt # 0 R AR P 28 Rk 1P
bk, DK WildFire K€ i &, BlUmd i R, SFBFEARS FBREIIE. W8,

IREIRAEER B YE, FEVEAREA(E R . BE WildFire 3258 H &R AT LAFE < 18 WX 28 1 FH P2 2 75
NET ATEECE . WildFire ATl A Bon VEAHIREARGE B BARH P ARG B BT IR EbR
R G EAD A SRR TR, AR 5 S A R N SAH DS URL . B A
XM REAIEER. REBSUEMRIL B/5 X @R X M IEERE. SN
FREF I PR . N R I AR = AT N

WildFire H &7 NGFW 7 k85 E &R WildFire 185 H&, MESEHE TS L, BUIHERE
H &8k LA 52 H & 4% 3 Strata Logging Service, B & & 226 WildFire H & SR g H &
(WildFire %1

« Strata Cloud Manager
* PAN-OS #1 Panorama

A WildFire H EA 70 Hr# s (PAN-OS A1 Panorama)

Bl K 33248 T WildFire 73 H IRFE AR 2 7B K 5% Web $2 0 E 27~ 4 WildFire Submissions
(WildFire #2555 H & 4 H . X454 WildFire 26 H, &Y B HEME, LEEH
LM VEAN{E B WildFire 3R AL IREA > BT R 25

Morilla Firefox fij p1. WAIAFire 5y 45 25 (3 i 7 Firefox vB4 I i i A it IE R 5 5%
A AE A AR B R, % FE T B Al Web W% 53, fsiltn Google Chrome,
si#, LA T 44T IF PDF Akl WdFire | B45 75
STEP 1| 43 fkLLifk47 Advanced WildFire 547

STEP 2| piE WildFire 322 iEm HEM%E .
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STEP 3| & &ER ki WildFire A3L. L HBURE = IACHIFEAR, 1EiE#E Monitor (M) >
Logs (Hi&E) >WildFire Submissions (WildFire #2325 0L) - WildFire FEA 3 #T5E G, 3

GEIR DO PIFRATREAR I KB, HAT7E WildFire 852155 H Eh T & F . IRXHEAY
GEREARIRAE R, OFUTE R
* Verdict CHE) FIRERFEARR T RYE. B MR RIEZ KO
* Action (#fF) FIliRaRBi ki O fovr kB T HEA.
o PREESEoRPEAXTH L R E, B TN RS, R m. P RS
LA 7 E PR AR AR A e AR R (AL A 0
© AR —BRAFBE N RVFRIR R AEREA
* o\ RERE N RTFRERE AR
* 3%
© BRAFRCEDN RV RIS
RV E VB AR E FREAR
- (3 Logs Q SXOED D
B Traffic | | i
B Threat SOURCE | DESTINATION DESTINATION DEST...
E URL Filtering | RECEIVE TIME FILE NAME ZONE ZONE SOURCE ADDRESS | ADDRESS PORT | APPLICATION VERDICT ACTION |
m‘ &) | 08/2711:53:35 | Lpng \tfuv;{a\ 13-untrust 192.168.2.11 22214691 80 web-browsing benign allow
. E.‘z;al\:ﬂ!c:ng V E 08/19 14:10:00  zero-trust-best-practices.pdf \t}vla\" |3-untrust 192.168.2.11 10.101.6.66 4502 web-browsing benign allow
= atcl rus
\’.é GlobalProtect &) | 08/16 15:19:08 | zero-trust-best-practices.pdf | |3-vlan- 13-untrust 192.168.2.11 10.101.4.54 4502 | web-browsing benign allow
@ 1PTsg trust
User-ID E 08/16 15:13:07  zero-trust-best-practices.pdf \tfu\éla\ |3-untrust 192.168.2.11 10.101.4.54 4502 web-browsing benign allow
Decryption B 08/161507:08 | zero-trust-best-prcticespdf  [3lan- | [3-untrust 192.168.2.11 10.101.4.54 4502  web-browsing | benign allow
Tunnel Inspection Tus|
@ Configuration 4@ 08/16 13:23:08  zero-trust-best-practices.pdf \tfi‘\fla\" |3-untrust 192.168.2.11 10.101.4.54 4502 web-browsing benign allow
? :’:::: &) | 08/16 13:23:08 | zero-trust-best-practices.pdf \tfuv;{a\ 13-untrust 192.168.2.11 10.101.4.54 4502 | web-browsing benign allow
Authentication b
[& Unified
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A% 5)

STEPA| TR %H, #%4% Log Details (HEVEAEE) s, BIRTTHX R % H 140 H E0
Al

o5 »

e H S BN B R Log Info CHE R R4 H 1 WildFire 43 #rifess . S BG k5 2 s
s 143k (PCAP), WU#Z!KE’J%E@%%% (PCAP) 45 B 14T LB R,

Detailed Log View (O]
Log Info WildFire Analysis Report
S—
General Source Destination
Session ID 24660 Source User Destination User
Action  allow Source 192.168.2.11 Destination 10.101.6.66
Application web-browsing Source DAG Destination DAG
Rule allow-apps Port 58846 Port 4502
Rule uuip  £f0406e3-626e-4219- Zone |3-vlan-trust Zone I3-untrust

8856-719c060c4fcd
Interface  vlan.1 Interface ethernetl/1

Verdict benign

Device SN 012801064407 —
Details

IP Protocol  tcp

XTI REAS, WildFire 73T i #8 2 B UM G TS B . 0 T8 AE A
A%, WildFire 734k ok ik — “Félil)\_fic 7 A S SR TR AT NS

Detailed Log View (O]

Log Info WildFire Analysis Report
—_—

WildFire Analysis Summary & Download POF

File Type PDF

File Signer

SHA-256 d1315e5b9087d890a48491fcd3dff8a60d2930989db88I834e42840f542ca9c8
SHAL e73d8efa432a9b4e547153c524169a3af88776c6

MD5 5c20acd23bd4133fbeb44adaaz77769a

File Size 299645 bytes

First Seen Timestamp 2019-08-16 22:18:47 UTC

Verdict benign

STEPS|  (nf#) Download PDF ( F#; PDF) JER K WildFire 43 Hrik &

A WildFire H E A3 #r4ik 75 (Cloud Management)

L G4 | Panorama 45 7 Prisma Access, I a DA R DL R i F2 15 1a) Prisma Access it
M ZE, Bl U3 3) PAN-OS 5 35 3 12 HE R S 1048 ST

STEP 1| {fif]5 Palo Alto Networks 32 Kfik J7 S BEHIFEYE, Bk 3 b0 L) Strata Cloud Manager 3 12
¥ o

Exm Ty E s, el SR,
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i 25 7% 51)

STEP 2| stugiih H & LLTE Prisma Access H i /R #3255 1) Wil dFire FEAS
1 #%#% Incidentsand Alerts (Z{F %K) > Log Viewer (HEEEZ) .
2. KEHRINHERBESCN Threat (B «

3. fi#iF WildFire 7RG R ERE, %7 2K8 T/ F & A2 s 33 10 WildFire F¢
KIEAE. B, AT LME A sub type.value = 'wildfire' kK& F WildFire H&.
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= "wildfire!

ity
Informational
Informational
Informational
Informational
Informational
Informational
Informational
Informational

Informational

Subtype
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire
wildfire

wildfire

RIS R T B ROk, Wi AW S A (Bl ™E GO AR LK H

o

T WildFire sy o5

YRR S A RTEE

Threat Name Firewall
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE
Microsoft MSOFFICE

Microsoft MSOFFICE

B S IS E B T M

Threat 1D

52033

52033

52033

52033

32033

52033

52033

52033

52033

Source Port

603581

60581

603581

40335

40333

40535

Vo)
&

]

Threat Category Application

unknown sharepoint-online
unknown sharepoint-online
unknown sharepaint-online
unknown sharepaint-online
unknown sharepaint-online
unknown sharepaint-online
unknown sharepaint-online
unknown sharepaint-online
unknown sharepaint-online

MER PR HE% H BLEH HEEHE S
U H & Subtype (72RAD 543 0FEA R HAR(E B2 i fE General (

e B IRE B LARAR OGTEGI

L
S TA

ANAEAH L) B A

Direction Of Attack
server to client
server to client
server to client
server to client
server toclient
server to client
server to client
server to client

server to client

U s 1) WAldRire 17 p 5k FH w735 B e 1
B, &gt WildFire 17 EAFRY

2022-09-03 16:42°06 - 2022-12-02 16:42:08

File Name

file_example_P...

file-sample_1M..
file-sample_1M..
file-sample_1M..
file-sample_1M...

file-sample_1h__

file_example_P

file-sample_1m...

file-sample_1m...
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File Hash

b70%debb365a5+
£560136e2a2b71
560136222271
£560136e2a2b71
360136e2a2b71
£560136e232b70
b709debb365a5+
€3601362232b7C

£5401362232b7C



LOG DETAILS 2022-12-02 02:46:41 10 2022-12-03 02:46:41

2022-12-02 Traffic Details Context

General Details Source Destination  Flags

Threat 14:46:41
General
@ [Threat14:a6:41
Time Generated Severity Subtype
File 14:46:46 2022-12-02 14:46:41 Informational wildfire
Threat Name Firewal Threat Category Application
File 14:46:46 Microsoft MSOFFICE unknown sharepoint-online
ile 14:46:
Direction Of Attack File Mame File Type
server to client file_example_PPT_1MB.ppt ms-office
File 14:46:46 URL Domain Verdict Action
benign . allow
File 14:46:46
Log Details »
File 14:46:46
Details
File 14:46:46
Threat D File Hash Log Exported
§ 52033 b709debb345a543772472f350745¢e false
File 14:46:46 4275326890d7cb3dE1e675072d5dd4
46257
Log Setting Repeat Count Sequence No
File 14:46:46 Cortex Data Lake 1 7104797783675543356
Payload Protocol ID HTTP Method Prisma Access Location
-1 unknown US Central
File URL
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i 12 )

gl
=
_F.

% B WildFire |77 5 42005

FEAAT b AT DA 2 TERMAA?
. PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} F Prisma Access, 4%t Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, K3 A A e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

i ] Palo Alto Networks >z 7 #8588 WildFire Bk 7 & 5% 2 Palo Alto Networks 1) WildFire [1/7. [7]
P IF a6 B s, Hod ) H 545 WildFire 1T 5 Bl S 350k 5 TR 10 B A B K 55 30 24k 5
R, XNTAHMEEERE, WIS EROENR SRR FEALE. Coatri RIEFEAL
Fe AT A BB IS HE S . 1% WildFire |1k o SR & 2 WildFire A 3L =11
WX 2% b s I Bl KBRS I T A AR S, DARTFER S BT FIREA RIS . HeAh, RIS
F WildFire 4 %%, BB % 72 22 WildFire A 3t 2 PLSE S 2 I AE R 43 e, A8 4 ] J e
I REER Fd BB B FEA RS

WL EY, TG 8 A WildFire 1777 145 WildFire i& S ITEAI1E 2. .

s MiE WildFire 1) X HE

o Wshn WildFire 1 FH /-

« 7 WildFire |1/ E&EEMRE

A E WildFire ']/ X E

FEAAT b ] DA 2 TR A2
« PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] 1iE
Manager)

_ %} Prisma Access, 4% {# Prisma Access
« PrismaAccess (Managed by Panorama) VEATE, X% A AR

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/submit-files-for-wildfire-analysis/submit-malware-or-reports-from-the-wildfire-appliance.html

i 12 )

AN ER T WildFire K 3T R H e IR E,  HhanshdE s 2k . 1925 B K a7 i X
WE AT T IR AL, b, I8 nT B B A7 A 7E 2= P B kBs H &
STEPL] w1 #E.
1 B3 wildrire [ 1/,
2. (ESEHARLIEFE Settings (KE) .

STEP 2| P& WildFire =1k /2 (I IX

M Set TimeZone C&ERIX) THFIFRFIEIER X, SRJ51%k+E Update TimeZone (it
XD PARAE L.

o gE WildFire 53k ot b RIS T £k WAldFire 2k P i & e 1X

STEP 3| (nfik) MHEREs & B KBS+ T = B/ WildFire H &

1. £ Delete WildFire Reports (i[5 WildFire$k2) TFhiglErh, #5755 st ki,
Fi%#¢ Delete Reports (MR 2 BRI M WildFire [/ MR iZ B KRS H & . IRERVEAR
MR A7 T 05 kB B H

2. i OK (HsE) AARSERATINBSR .
STEPAL  Cnik) Mc# T WildFire 43T 5 1 HL 7 R AR

WildFire 7] PO gl BHES A SOA AR5 e, RS ST fE CL Bl Kk s e &tk 4T WAldFire
KT
1. 7f Configure Alerts (it B24%) o, EF Malware CEEH ) . Phishing (454
i) . Grayware (KEGHA:) F/Ek Benign (R EIEHE, DL T 2852 1 T
HAIS A1 368 547 =

© {EAI ) ATrhike e KEHE, Lt EA% = WildFire z FIFTAT FEA I A€
R o

© fE Manual (F3) ATHIEHHE I, AEM WildFire 17 #2000 P8 EE =
WildFire 22 3%z (R BT AT AR 1) ) e 3 0 o

o EFABE AP KT SR IEHE,  ACR LR R I PR S AS 1 E S A o

2. J:4% Update Notification (TEMTAT) LA s i P S H TR 12 28 1 44 5 o 7
HSKIEE 0 P 7
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i 12 )

R0 WildFire 112 H A

FEAT AT LA 2 HERYU 47
« PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] iiF
Manager)

. ST PrismaAcceﬁ 4= {& Prisma Access
« Prisma Access (Managed by Panorama) YEAE o /\?«— M.

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

o CN-Series

WildFire [ 7/ /7 28 H 7 (85 Palo Alto Networks ¥ 4% FIvEM BT &) BIgE, DU A 7 A
g Gk 2 WildFire ==, JF&H S8R Rl B8 HH SR8 . WildFire FH P AT LU 5347
Palo Alto Networks ik JFAH BRI 7, B2 A5 Palo Alto Networks SCFRIK FARCERIH F, - &)
i F LR P B K 1) WildFire A3z, PARCRESE HIB KBS EiE 4k
STEP 1| kB a5 S i vl 15 i WildFire 77 (0 F Pk
WildFire '] F P o] 257 -5 SCHFK 7 A DG IR (4 BT 977 K 358 () 040 -

1. %33 Palo Alto Networks 32457/,

2. {f Manage Account CEFEEIK ) R Usersand Accounts CFH P ATIK ) o

3. RPNk S BRI

STEP 2| in WildFire F .
1. i Add WildFireUser (350 WildFire F/7)
2. B NIETSBEIR NG R R s
‘ W — (14 PR 1) B I PR P £ B HIS Ak b bk S B 2 e 1 e T WD [ 4 2 H - S
PRk P (i Gmail ;. Hotmail | Yahoo &) 4 55 g /S S 45 IR sy N FL 7 i 28
Hidik, WUA§$EH~/\§$¢
STEP 3| Japgr ik P 4> B B k8%, I35 1) WildFire = o
P9 5 e B A A S A AR W (R B ks, RIS mT ik P RS
P4 B SRR P 0 ok 2 i 3 — S BULEE W] A WildFire 145 A B S8 4126 e Fi 7 s

o QUERRIP A SR W] 2 A — Jh Ul W AT 177 18] 170 AR G o] i 80 S A ) P
AT o

WH P BER & 2 WildFire 2, JFER P CHRA7 19 1B K35 WildFire . B ]
Loy e 2 Be B B S T EEA AR, DRI ST SO SR I Bl . IX e AT BRI
AN B RAE SR R AR
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i R A7

« PrismaAccess (Managed by Strata Cloud O Advanced WildFire ¥ 7] iiF
Manager) . .
_ %} - Prisma Access, %4 Prisma Access
« Prisma Access (Managed by Panorama) VERME, XIS A7
« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-SERIES

« CN-Series

Wildfire []) Rt i@ i B K $2 50 . F23h A%, siflif] WildFire APL AR IIFEA IR T . G2 4%
Reports (fix) LARIRE WildFire z 70 AT IREAR I SROR i S o X T2 0 I AOREAS, 5 2% HOR
NG BN REAS 1) H AT [] L 3R A SRR K 1P 415 SCPF44 Bk URL, - BLK WildFire &
BERHESS R (RYE. KO SRS

il FHAS ZR G I DR SCF 4% BURE A IS A (E A Ry . BT MY R G B REIR, N AEERL
F¢7E Source CRYED RAZMFEARIIRE ((NEF LT3 77 e E By KR T MEE R, sl
AU H| WildFireVerdict (HIESER)  (EE. RYE. BIEEAE. KO, WM HIRE) 1
FEA IR -

BERETT RIS, EREIRE 2PN T Reports (fke) Bibtr. ZERAHEAMHRE, 16
Mt U A _E A Download asPDF (R #h PDF)  #%41l. 5 2% WildFire 3 B3l &5 FIVEI1E
B, BSREHEE WildFire 28R E .

DA IR 1 R E BT KBS SRS IR A SCA 1 51 36
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#/» paloalto’

NETWORKS

REPORTS

Source | Any v Verdict | Any M Reset Search
20 v

Received Time Source File | URL Verdict
2020-09-30 19:54:26 Manual Benign

2020-08-30 19:54:26 Manual Friday,February20,2015FreePassReportGroupedByCashier1.pdf Pending
2020-09-30 19:54:26 Manual Benign
2020-09-30 19:54:26 Manual Benign
2020-09-30 19:54:26 Manual Benign
2020-09-30 19:54:26 Manual Benign
2020-09-30 19:54:26 Manual Benign
2020-09-30 19:54:28 Manual Benign
2020-09-30 195426 Manual Eenign
= 207NN 10-R4-IR Manual Reninn
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