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o PEHIGIT — XA QEFERATIEER . RGN HBEF LT % E: 9600-8-
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5 B S WildFire 4%

STEP 3| yEM WildFire 4
L B LI SIN ARZESREUT 51 S, BE1T A4 )F 2 serial 7B

admin@WF-500> show system info

U\/XJ"*%“%EP‘%EI‘IQ Palo Alto Networks 32 #1717 H B 7.
3. FNIRB BREM

o SRR IEEM I —4 Pao Alto Networks % 45, FEHE M AIKEERER, HHd
T K Register GEM)
ERHTEM, ERAE T IR & T AT . IEIFRRE, BE TR Palo
Alto Networks 2 £7 4 X 1 F 7 42 126G

o WRCAHMKS, EHLER, %Fﬂ‘inﬁMyDe\nc&(&E’Ju%) ] VR B 2 55 R
] Register Device (GEM &) &84, HANBATITH T W FHBERAY, 28 )5 5
i Register Device (GEM ) .
4. A WildFire 4% LB WildFire M, 540 SSH %5 i alad ok 1 2 1 45 0 11 2
KRG WA LA A% adminfadmin, FA LU a4

admin@WF-500> test wildfire registration

T T A 2 ] g e T 2 He b — & Palo Alto Networks WildFire = il 55 #%

Test wildfire wildfire registration: successful download
server list: successful select the best server: cs-
sl.wildfire.paloaltonetworks.com

STEP 4| HEEHMEM.
1 s AT DUT i & 5 BT E D

admin@WF-500> set password

2. BENIHERD, % Enter 8, SAEMAIFHIAHIED . SRACHCE LU HROF 5 RS 7E S IS OR
7o

M PAN-OS9.04 JFfy, 15 5 VB FeBIEA& I, MU e B LA BRIN A 32 5
#3fn (admin/admin), s % /04 8 Mg, bz LAVNE REf 1
ARG F RO L AR BRI R 57
8 46 o ) I SR S g g ety

3. G\ exdt LAFERY, SAJE T DUR A U B 5 D
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STEPS| WEEMEOWE.
ARG T AT IPvA A, (R4 RIS SRR 1PV Mk
* IPv4 Hilik - 10.10.0.5/22
« TMHERY - 255.255.252.0
« EAMK - 10.10.0.1
«  EHL4-wildfire-corpl
* DNSJik%5#= - 10.0.0.246

1

il SSH %/ v BGE I A A 42 ) 65 3 1 B B BE A%, AR Rt AN B AR A

admin@WF-500> configure
wEIPELR:
admin@WF-500# set deviceconfig system ip-address 10.10.0.5

netmask 255.255.252.0 default-gateway 10.10.0.1 dns-setting
servers primary 10.0.0.246

I 7E b AR i A o A FE Al B R 55 2 4 S IR 55 2 keI B ik B DINS iR %5 %%
AEAE AN 1P 24, -

admin@WF-500# set deviceconfig system dns-setting servers
secondary 10.0.0.247

wWEENA HEARGIF A wildfire-corpl) -

admin@WF-500# set deviceconfig system hostname wildfire-corpl

FRAC I B LA B 1) B (MGT) I - C &

admin@WF-500# commit

R B 11 S 1 42 38 WY 2% 2 b L
E 3 T I 2% B SR ) B R 4 g A AR AR 0 4 o S B U S L

MEBIFENLA, (HH SSH & 7 i B8 23 i 1P Huhb 804 Bl s v &8 Bl 1 =LA
EAREIF, 1P ikl 10.10.0.5.
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STEP G| i )\ Palo Alto Networks 1t 1) WildFire £ SR TS HIE B4 .

B WAldFire 5 & T 7 Bty S EA QRS RV AT AR, AR 0 2801 & SOAE AR A U AR
e 2R B ST

1 ORI

admin@WF-500# exit

2. FREGHZ3E WildFire 0 4E :

admin@WF-500> request license fetch auth-code <auth-code>

3. BGAUEVFAIAE:
admin@WF-500> request support check

R WA SR SRR R RS B 18I B i H 2 54 2

STEP 7| %% WildFire i% £ W&,

BFFEAT TR E . BT ULT B H I R X, s T DARC B WildFire 4 LA
5 Network Time Protocol (NTP) AR 5% 2% [ 25 H A< i 4 .

o BEFANEENE, ERALLT A

admin@WF-500> set clock date <YYYY/MM/DD> time <hh:mm:ss>
admin@WF-500> configure admin@WF-500# set deviceconfig system
timezone <timezone>

(@) t ILE WALAFire PR 5 v i 1) ot 13 P 76 804 BB B IR [X . 4% X 4
B AR, 1E B X B E Ry UTC,

- ERLE WildFire 45 NTP R4 #[F, BRI T4

admin@WF-500> configure admin@WF-500# set deviceconfig system
ntp-servers primary-ntp-server ntp-server-address <NTP primary
server IP address> admin@WF-500# set deviceconfig system ntp-
servers secondary-ntp-server ntp-server-address <NTP secondary
server IP address>

WildFire & A 2x il 5 3= NTP fiR % 25 sl h NTP 5 3%, i 5 H 2 —[H]
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STEPS8| (NTPHLE n[i) #E NTP K.
o AR NTP G063

admin@WF-500# set deviceconfig system ntp-servers primary-ntp-
server authentication-type none

o AEARRAE IS GEEEPD X NTP ARSS 8% (I 18] B Hr3E4T 5 4 9 ik -

admin@WF-500# set deviceconfig system ntp-servers primary-ntp-
server authentication-type symmetric-key

k8N key-1D (1 - 65534), EFELE NTP 3 361IE (MD5 8t SHAL F S L, 48
a4 AN FEIN B SniE 5% authentication-key

« HBENEH (AHIMED X NTP RS 28 1 8 ST 54 300 -

admin@WF-500# set deviceconfig system ntp-servers primary-ntp-
server authentication-type autokey

STEP O ed3 ¥ 4307 SCAHE F o R AR LI

DERRAE N 3E T e e AR R B & F P i L BT R B . AN B RS AR B & AN TR AR
AMERVE RS AE, 0 Windows XP 8 Windows 7 32 i (8% 64 £7) . H#E A Adobe
Reader fil Flash, RE A& &ECENEH — N ERNVIBGECE, (H% %268 FHBE 2 A 524
KIE R .

o« BA A HL AL Z1 2 ORI E B BEA AR T A 1A R AU LIAR -

admin@wWF-500> show wildfire vm-images
o BITLL N EE ST EMNLE, 20 Selected VM ik VM) FE:
admin@WF-500> show wildfire status

o IEFBE TR

admin@WF-500# set deviceconfig setting wildfire active-vm <vm-
image-number>

B, A vm-5:
admin@WF-500# set deviceconfig setting wildfire active-vm vm-5

STEP 10| 53 /i WildFire ¥ 4% Sk M %2 it 43 M7 SCAE 2238 07 1) /0 2% B B B0 S R AT A o
% E WildFire &4 ML,
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P E T WildFire %545

STEP 11 | #unique_16

STEP 12| (i) JiH WildFire B4 S 47 bRk 1 e A3k 655 40 € 5 WildFire A 3Lz A5
%1 CLI 44 Ja H WildFire ¥ & #U4T A € B4 304 A e 5 WildFire A3t = [A20 . HEIhEEERIA
RNEEH W E LA N yes LU L DhRE .

admin@WF-500# set deviceconfig setting wildfire cloud-intelligence
cloud-query yes | no

STEP 13| (nf#) Ja R WildFire 4% LA3K1E Palo Alto Networks &5 H P25 58 51, DA i3k R o 36 0% 25
AT
J& F WildFire i% £ ¥ Thfig
STEP 14| (ulit) J8 A WildFire %% LAA= s DNS FIP5IR 402544 80 URL 2851, 34 B 24 A
URL 2B 51 &3 B2 55 K i
Ja AR AR #2544 R URL 2 531)
STEPIS| (nlik) EFE WildFire &4 = K ILHIEE A2 & WildFire A =, LB E
AR
PR T B2 WildFire A3k =
STEPIS| (k) i, tnREAR BB RRREAR R E WildFire B8 =246, WAl kekk

WildFire 73 B 5 #2522 2 WildFire A3t =,

A R AS AN B A R I K SR Bt s 2 WALDFire N3k og, Ul SR R () et
7 B e B R R T A B AE The, U sR ek WLAFire gl 5 iR 45«

PR Tk 2 WildFire AL =
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STEP L7 Cuyit) suvrHAh A & 22 WildFire 54

AT RLABR A K R R R P TR, B L
LR

TEARBIH, ¥4 9 ' bsimpson G — /M s ik S -
1 BEANEE AR,

admin@wWF-500> configure
2. QAR

admin@WF-500# set mgt-config users bsimpson <password>

3. HNFFEHINH T .
4. YECH R A

admin@WF-500# set mgt-config users bsimpson permissions role-
based superreader yes

STEP 18 | &} x4 51 5 il fic & RADIUS S5 KL
1 ffi I BA R 3T RADIUS it & SC -

admin@WF-500# set shared server-profile radius <profile-name>

(Iid & RADIUS IR 45 23 Al H A @ 4. D
2. BEE G USE R B SO

admin@WF-500# set shared authentication-profile <profile-name>
method radius server-profile <server-profile-name>

3. R E SCAF A EC A A H A BRI

admin@WF-500# set mgt-config users username authentication-
profile <authentication-profile-name>
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Bl AR AT WildFire #4520t

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

P & Palo Alto Networks 7 & AR e AR RSO B 1 ISR, I BHAS UL RCBLA B 93 75: 25 44 19 ST
PELLEAT S 8T . {3 WildFire Analysis (WildFire 738t BCESCH, & K4 Rk 2 WildFire A1
= (B, WALGRREZEENAIT)  RRRE BSOSl 43 % H
BERIIAT R

MRYE A R R . AR SRR AL I B A R, BREAAL S T 1A (L
fe. T —HER) , BEFE RTINS B, e E R KBS DU R AT B vl $uAT
A (PE), B 7 AE Web P U 218 BATA) 2250 R 8RR AT SO B T RENFEAR L, B KSR Kk L
BC A5 95 978 25 7 T ) CLFHS S0 8. XA Palo Alto Networks #2618 G i A B ks, HIET
T T BT L Lk S B AR &, (B WildFire 0057 k5% 22 i 32 o8 I3t 1 % 2 34

T B ks, gk SR RO R R BN K WildFire FAH = AT A 0T, IS KUK R
AL SCRFR SO R B WildFire A 3Lz, &AL WildFire 2 HT SR & 21 wWildFire Ji &
VAN

Ak, T L WildFire 15 25 R & H T AR g SO mT DU SO (Microsoft Office X
1 PDF) B AR AE rl AT SCF . Bltn, #B2 WildFire V& 2 Koy A b Sk PA R 3 — WildFire 24
R BRI A ] PAT SO, AT DT M B T T TH T30 i e IXFEE AT LB &R i A
R AT T PAT SO, AR AT DAY T WildFire 138 58 53 e F T Ab BRABUBSCRY .

& TAE:

O 4 AR E IR B AT SO % (B k% 5 WildFire 8% WildFire i% 4% 2 [8) (228 FoAh By k3%, i
Fff PR AL T v TB) A2 2 FRT B K B8 R Fe R DA ity 1 R4 AR B4 -

e fE
443 o VM
s PCAP F#;
o FEARTE

o ERR
o SO
* PDF & F#;

10443 BT
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STEP L] ({1 PA-7000 24117 k55 s JE FH PA-7000 R ARG k%, LLEE K FEABELT WildFire
ST, MR S NPC 5 o i o SR R2 0. SR PA-7000 %41 £ Bt
#% T LFC CHERE ), WAl E LFC M rm . &5, 7EF K WildFire FEAHT,
H &R 0 ek LFC 8 A2t T8 #um 1 .
STEP 2| 45 B n 5 & 3 WildFire FAE =EUES = .
%P Device (% 4) >Setup (KE) >WildFire JHE4E WildFire =% (FAAEIRE) Sl
W E .
WildFire €6 &

1. 7 WildFirePrivate Cloud (WildFire &4 =) BN WildFire % £ 1] |P Hulil 5§
FODN.

WildFire iR &=

1. %\ WildFirePublic Cloud (WildFire A3£z) URL:
« %[E: wildfire.paloaltonetworks.com
* MKJ: eu.wildfire.paloaltonetworks.com
* HA: jp.wildfire.paloaltonetworks.com
« #n¥: sg.wildfire.paloaltonetworks.com
* Ji[F: uk.wildfire.paloaltonetworks.com
s JnEX: ca.wildfire.paloaltonetworks.com
« W AF|T: au.wildfire.paloaltonetworks.com
« fiF. de.wildfire.paloaltonetworks.com
* HIfE: in.wildfire.paloaltonetworks.com
* %it: ch.wildfire.paloaltonetworks.com
+ J*%: pl.wildfire.paloaltonetworks.com
« HIEJEVET: id.wildfire.paloaltonetworks.com
« HEAET: tw.wildfire.paloaltonetworks.com
« 7£[E: fr.wildfire.paloaltonetworks.com
« K#/K: gatar.wildfire.paloaltonetworks.com
- #[H. kr.wildfire.paloaltonetworks.com
« Pi%l: il.wildfire.paloaltonetworks.com
o VHBTHI{H: sa.wildfire.paloaltonetworks.com
« JiPEF: es.wildfire.paloaltonetworks.com

2. 7 WildFirePrivate Cloud (WildFire 5 =) B\ WildFire ¥ £ ) 1P Hidik Bk
FODN.
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https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/PA-7000-series-firewall-installation/install-the-mandatory-pa-7000-series-firewall-front-slot-cards/install-a-pa-7000-series-firewall-network-processing-card-npc/configure-a-log-card-port-on-a-pa-7000-series-firewall.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc.html
https://docs.paloaltonetworks.com/hardware/pa-7000-hardware-reference/pa-7000-series-module-and-interface-card-information/pa-7000-series-firewall-log-cards/pa-7000-series-firewall-log-forwarding-card-lfc/pa-7000-lfc-a-component-descriptions.html

wEAE B WildFire % %

STEP 3| & Bk hs % & AL B WildFire H B30 AR 25 ¥ B I ST R/ INR 1
Yk 24 4E WildFire # ¥ B (Device (%#%) >Setup (% E) >WildFire) .
o BFH M KBS R R SO File Size Limits (U R/NRED

i WildFire # 3 dﬁﬁ@%;@ PE (4 FileSize (kM) B 26 4 B g B 10
MB, ¥ HiAth il oA File Size (ST R/N) BRI BY ERAH
* 1% Report Benign Files (i RYESCH) , DIeE] WildFire R 450 25 R SCARdE T il
o

* 1%&% Report Grayware Files (& KA , DS ] WildFire 2K G800 20 € 45 R 1)
TR

s B EERE, € X Wildrire Tk A Hid KSR E R ERIAEL T, rAe
5 B BoRTE WildFire 23 BTl B IE R RIEAE, DL WildFire 73 #1415 oH I B AH
M 7B, SRJE R OK (HiA) RAFE

STEPA|  ({UIf Panorama) Ht & Panorama LAIEE M5 k5% B SRIIEEAAS B, %55 kS AEI54T PAN-
OS 7.0 Z iz T & PAN-OS it A .

X I8 AT AR 1 B KB SR AZ HIFEA, PAN-OS 7.0 H#E 1 55 £E WildFire
Submissions (WildFire 252 1500) HEFBAETE. WERE LM Panorama & FIZ 4T 4K
PR AR 5T PAN-OS 7.0 [ <k 4%, Il Panorama 1f 5 WildFire i@ 15, LUMEIXEER 5 52 L)
WildFire Server (WildFire fle%548) MIP5 KEE$e AR TT RS ITE R, DSB8 HEFE

EE

WA LB BRI E, VT Panorama A& E 1) WildFire z 8035 A WildFire & 25 S 8E 741
fZ 8., igiEfPanorama> Setup (K HE) > WildFire 34 N —& WildFire Server (WildFire fiIk
ZE) .
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-deployment-best-practices/wildfire-best-practices.html

P H AT WildFire %45

STEPS| g A R 4T WildFire 2T I = -

O

s O WildFire S 3 i, I ER A m BT E A MA A,
FEASIAA 2 Lot UK SCAFEAT At 53, [ A i oA e S i 22 WildFire
NI, LT A o M I RV 32 [ ) 5 45 2R

%+ Objects (Xf%) > Security Profiles (2 4VERCE ) > WildFire

Analysis (WildFire 43#1) , Add (ZsHD)  #ri) WildFire 7L E SCHE, FONH AR

£ Name (45

Add GAIND BCE TR, PAE SR RBEAT 70 M IR L, AR5 PR R0 A A\ ik

PEName (%#%) , Ul loca-PDF-analysis.

SE SCRCE SCHFRUN, - DAVC TS AR Fint & AR LR LA 7 AT REAR R

+ Applications (N FHFEF) — MR IELEREFH IR R, B RST80T

* FileTypes (CIFEAY)  — MR SCIF SR AOREL R SCAFEAT 40 AT, AL FELE FLF-HIB A3 2.
WAL B R . BN, kR PDF,  RIRTEL B KA I 2 ()oK &0 PDF AT 2047 .

* Direction (J5) — RIECHEHTTH (EAE. FTHECEHSH) , HBEXHETS
fro BN, i&4% both (B4 , BIRIHEKFTA AR PDF #4704, A HAL 477 m)dn
il

VB 97 K R 5 R0 U AH DT C R SO A i) H IAnalysis () A E

« JEFpublic-cloud (ALz) , DLBULECHIFE AT & 2 WildFire AL =T 047

+ EFFprivate-cloud (EHZ=) , PUEILACHIFE AR K2 WildFire H #7047,
B, AT RE S A BURE LA (S PDF, AR P28 SORY KI5 E IS 2% 2
b, ¥ local-PDF-analysis B I ANalysis (447 {8 % & Jyprivate-cloud (%4
=) o

O name
local-PDF-analysis  any

€ TEMNAHILR AR REREANE, AR TEIOER. Lib
FEAR SR, SRRSO 2R 2 25 WHOFire 45 2 UEAT Ak i 53
BF. (AT LLGUEE S —FRBI, R AR SR (Hotn PE) B
WildFire j sz, gt Ry WildFIre IR 5 2 s e

EIRE =3 %, & private-cloud (%457 ) #1 public-cloud (/A 3E7) #H
FHULEC ) SR I e R BB =, DMEEIR,

CHfe) W, ARERAIFN 2 WildFire 73 Al B SCE. o, ST [m) b B SO
INEE IO, PLKE Android PR (APK). AT AE AT AT S (PE) Al Flash SCf4-§%
KA WildFire AL =T 247

Hili OK (gD LARAE WildFire 3 HTic & ST

CHlie) DA, 4RSS InF 2 WildFire 7 A e & SCfF . Bilan, ST [m) th e B S
IS IO, LOKF Android RS (APK). AT RS AR AT 3047 S (PE) AT Flash SO §%
KA WildFire A3 =347 047

WildFire % #5 %& #!
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/wildfire-deployments/wildfire-hybrid-cloud.html

5 B S WildFire 4%

8. Hii OK (HE) PMRAT WildFire 2 #c B S 1.
STEPG6| (i) 43Fd WildFire B85 %55 23 b SO Bl AT S AT S0 18

O R EE R B IRG = UL i A Al WAldRire /0 3t 25 v (g s SO 288, s mT LA
R HrAssi L AR BE— RO SR A . SRR AT DA SE f AR A8 465 1 20 Hr A B T B
PEBEUR . W R IEAN T ZR IR A T2 M e i B, S B B E o BE B

{FF LR CLI #iy 4

admin@WF-500# set deviceconfig setting wildfire preferred-analysis-
environment documents | executables | default

F LR I T A ik 4«

o M — ¥ BRIE L F T R S0 AT 25 AN SCR . 1 AN AT RS AE AT AT SO 2 A R
Pz

o ATHAT SO — BT R IEL T RIS AT 25 AR AE AT BAT SO0 1A SCRYRT 2 AN EL TR
PHEERE .

o BRIN — WA FEI AT 16 AN SO 10 AN AT A HE il AT SO R 2 AN BT IR A BE 4

WINPT WildFire W& 18 il T 51 fir 1847

admin@WF-500> show system software status

STEP 7| ¥4 WildFire 23 H7 Bt B SCAF Y i 2 22 4= SR U o
7 A S FN) 70 (A B AR BRIN ) Wil dFire 2 AT HC B SO T ASTAS . B K i % 5%
B OSCAEARVT L i &R 04T WildFire 2347
1 %% Policies (3El%) > Security (Z4Mk) , SAJFAdAd GRS SERIEEL
2. BRI U R Y Actions (BRAE) ST

3. 7F Profile Settings (HCE SCIFBE) 4, EBF/EN Profile Type (BB SCHEAD )
Profiles (BB 0 ff) , #RJ51EF% WildFire Analysis (WildFire 73 #7) fic & SC: LU hn 2
GRS
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B AEH WildFire &

STEP 8| HafR o FI B K4l LA I fif % i 1) SSL A 3047 WildFire 43 H7 o

s R HEULT WildFire B pE it

STEP9| #FE 4T WildFire 4 i .
STEP 10| tath Commit (3252) RifHKE.
STEP 11| (wfik) :iF WildFire $252,

STEP 12| skt F— ...
o BOUE WildFire S22 15 00, BN K AE TS C DS e SC k4T WildFire 434 .
« M\ WildFire 1 3 20 m ork ol i 75 Ja F b D a8 LK WildFire &5 2 Hh iUl 3% = A e

£ WildFire 23tz . BiJm, WildFire A3t B M bbfEAR, SRR R0 E BREA DB S
PR A S — 24 . 2B Wildfire 254 S5 70 K = AERIA 7 .

o Wi WildFire B85 20 PG BT E AR S R ER AT E B
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https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/submit-files-for-wildfire-analysis/submit-malware-or-reports-from-the-wildfire-appliance.html

5 B S WildFire 4%

M WildFire ¥4 $2 2328 % = A sl

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

J24 P WildFire 424 B9 2558 R, BT WildFire B8 25 b RIL B R A 1 A 28
WildFire 24347 o BEED, WildFire 2436 2K b T RERPEIEAT HE — 25507 2k Bl P BB RE ARy 2
o ZJR. 0 EHORINE WildFire 5 4 T8, AR AR SIRIOA P, Lhs H R TEZILHIG
WL B, RGN A R R R SR 2 A, st TR 2 WildFire %t
(I R TE B PR I, DLBEA) WildFire et 4 B A0 MR Ot £

AT M B A 2 WildFire A3 =

M WildFire #4047 AR CLI 74, BIA[fiZ 5% H 3R 30 B WA 2 WildFire 4L

\

admin@WF-500admin@WF-500# set deviceconfig setting wildfire cloud-
intelligence submit-sample yes

(&) R ARG R A AT WIAFiTe L4 25 o3 BT i s 3 205 FH s G 3% (PCAP),
TP B R AR A1) PCAP i ) 25 WildFire A3t 2

PRGBS 2 WildFire A4tz

g ) WWALFire gy s s E AR 2 WildFire 20525 s o0 22 1 1 Al
i U A3 R R AR T zé%?%?iﬁﬂ#ﬁ%?a”\ﬁiVWldFWe/\itz;Hj N

BERTAHSRAEA L B 3 IR B AR

Zik WildFire 1% % 68 H 2117 WildFire AL 238 B RS GARBEHRAREAD , 151E
WildFire %% F#AT LR CLI fir 4

admin@WF-500# set deviceconfig setting wildfire cloud-intelligence
submit-report yes

BIER B R E

INFHHVGR T A = 8 GRS BT BER B R 5 3220 2 WildFire A4t =, HIsfT L T Ay

admin@WF-500> show wildfire status

BB RN ML SR 7 B
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P H AT WildFire %45

FEMST. WildFire Bees EAEH] H € SGIEH W E B 3 ik

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

BOANTEDL T, WildFire B4 H e SGIE i T 40 B B A 56k, DASE ST FH 87 $ 1y n) AN 15g 2% (R 1@
{51 SSL i#EHE. (B2, &alblEH B & GFE PR E S IIF. B E GE R g s mE—rK{EF
B, DU R WildFire 1% £ 195 K 1% 5% Panorama 2 |8 [FAH B & 4 BeiiE . 48 7] LLZE Panorama &,
By kil A A: X S E S, MAZASAERIZE = T IE B AU AL (CA) 3R, B2 AV ALEH LAl %
it (PK1) 3REL

PLR 3 82 H e it B A4S 52 Panorama & B ST, WildFire 4% . 224 Panorama & ¥ i) WildFire
B4 A1 WildFire S£REC & H € IEH, 520 (Panorama & FL 01151 )

* WildFire 37 #H H. SSL & 4 Ik

* 1E WildFire ¥ & _EAd H H & SGIE RS E S 4 501

WildFire 4540 H. SSL £ 473 56 1F

FEAT AL R DA 2 i E e A4 ?

* WildFire % & O WildFire 1] iF

2415 k#5855 Panorama 7] WildFire 1 & KIEFEARBAT /BT, b5 K85 78 4% 7 oy, 1 WildFire U 78

YRS A . ESLUUAHE S IRIE, B e AN IR —AMED, SRR E 2.

B E B H T A S I i B e SRS, 1B

* SSL/TLS R E SCfF — SSL/TLS R 450 & @it 51 S B & SGEF a7 R 55 28 W&
T 5% P 48 845 BT AT B 1 SSLITLS Wl i As 3k 5 SO () 22 4 1k

o ARG EER A B SO —WildFire 4% 75 SEUE B AE B B SO 1A HAth i S hriR E 2. BAT A
AN ABHZEREZE R (PKI) 3505 B0 iE 10, MWRASAERIEE =7 CA W IEEH TR AL A il 5 28 4400E
P ARSS ARUE TS WA ZNAEUE T5iE F 44 (CN) B E 8% FH A Ak P AL WildFire 132487 3 82 ) 1P Hb
hE5% FODN. By k8 5 i 55 7 £1%) WildFire 1544 (17 |P Hulik 5% FQDN #2& (5 f3IE 15 747 1) CN Bl 3 it
% H A FRAHUCES, LL WildFire #4510 54y

Fi4h, A PR ASBC B SO RE SR A EARES (OCSPICRL),  FFARYE B IR IR -
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https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/manage-wildfire-appliances/set-up-authentication-using-custom-certs-wildfire-appliance.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/configure-an-ssltls-service-profile
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/certificate-deployment
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/certificate-revocation

5 B S WildFire 4%

o B RS A B — BRI KA B S P AR B R B A IR
51 AR 55 SR B AR IR B o LRI BUAE A ) IR 3 E A P (SCEP), M AZABAERIEE =T7 CA 3K
IEFS BAE A A B B 22 A4 EFS, Ak PKI S IR

H R SCIEFS XS TR0 i i ] LU ME— (1, BREERT A B LB . ME— [ s i P A
BB CN T4 5 B . IS5t 2x 8 CON B @& F 44 PR 5 2 7 i 0o 1 G B 5 4
SIREATULAC. XF T2 CN R AR il P 0E, 20K 2 i E oy s 4 .

£ WildFire ¥+ EAEH B € SCUESAC & 5 4 48 Uk

FE AT b Ty LA 2 i AR A4 2

* WildFire % & O WildFire ¥4 A iiE

il FH LR AR GRE R S 1 WildFire #5828 (0 TUE SGIEFS 5 40y B € SGIEFS . 2Bk ds 8l Panorama
5] WildFire & AOEFEASEAT oM, B Kha 78 2% 7 o, 10 WildFire 78 24 iR 55 4 -

STEP 1| SR s g%t AREBAM AR LR (CA) MK T WildFire 4. A5k 555k Panorama FE P .

STEP 2| 5\ CA iEH LABGIEBH K BEIESS
1 B33 WildFire %45 Ef) CLI, FFHE AL B

admin@WF-500> configure
2. f§iH TFTP & SCP S AIEH.

admin@WF-500#{tftp | scp} import certificate from <value>
file <value> remote-port <1-65535> source-ip <ip/netmask>
certificate-name <value> passphrase <value> format {pkcsl2 |
pem}

STEP 3| f#if] TFTP 5k SCP S A A& HT WildFire 15 # [ I 55 85 15 AR (1 2 B %

admin@WF-500# {tftp | scp} import keypair from <value> file <value>
remote-port <1-65535> source-ip <ip/netmask> certificate-
name <value> passphrase <value> format {pkcsl2 | pem}
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/configure-a-certificate-profile
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/certificate-deployment
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5 B S WildFire 4%

STEP 4| it B4R CA FIrf[E] CA ML B SC/F . ZAE B S5 X WildFire %4 AR K 55K
AHH AT B 4 B AIE 1R 7 20
1. &3] wildFire %45 E/ CLI, FFiE A it B

admin@wWF-500> configure
2. A IE A E S

admin@WF-500# set shared certificate-profile <name>

3. [LHE CA.
£ir 4 default-ocsp-url F1 ocsp-verify-cert a1 .
admin@WF-500# set shared certificate-profile <name> CA <name>

admin@WF-500# set shared certificate-profile <name> CA <name>
[default-ocsp-url <value>]

admin@WF-500# set shared certificate-profile <name> CA <name>
[ocsp-verify-cert <value>]
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STEPS| Fl&E T WildFire ¥4 11 SSL/TLS B B . 1%L B 45 X WildFire ¥4 Al k5% T
SSL/TLS AR5 BIUEF AT SSLITLS W iE

1. FRif SSL/TLS e & st

admin@WF-500# set shared ssl-tls-service-profile <name>

2. IRPHIES.

admin@WF-500# set shared ssl-tls-service-profile <name>
certificate <value>

3. X SSL/TLS{EH.

@ PAN-OS8.0 5 L) |- il AN S Rf TLSL2 AU s A 1) TLSpiuAs . S 40K fix
w AR B TLSL.2 B b A

admin@WF-500# set shared ssl-tls-service-profile <name>
protocol-settings min-version {tls1-0 | tlsl-1 | tlsl-2}

admin@WF-500# set shared ssl-tls-service-profile <name>
protocol-settings max-version {tls1l-0 | tlsl-1 | tlsl-2 |
max}

STEPG6| 7£ WildFire &% Lt B 24 R 55 231l 1E .

1 %'E SSL/TLSHIE UM, % SSLITLS 45t & SC4F3E H T WildFire F125 7 it 13 % 2 8] f)
Fif5 SSL i+,

admin@WF-500# set deviceconfig setting management secure-conn-
server ssl-tls-service-profile <ssltls-profile>

2. WEIFBECE .

admin@WF-500# set deviceconfig setting management secure-conn-
server certificate-profile <certificate-profile>
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P H AT WildFire %45

W EH WildFire % 45 e L3 1

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

REAUWLEE I Cvm 3210 F 5455 B WildFire B4 H b @ REWLHIAMB I 4818 5E, DAL T 73
B PE 2 A el TR BB AT e LR &4 VM 0 R B E P e 2D B fm] DL

VM B IERE I H Tor ThAg, SORHERE VM 8210 M WildFire & KIE TG R R E, D

IR T REA A I 2 A R R A s R TGRS O A T 1P ik

AN, AR VM 32 113%3: 3] Palo Alto Networks [55 3% F 11 B i 11 CLS FH Internet 3433
iR,

o ML DR
* 1E WildFire ¥ & L. E VM 10
o ERERT KEEZE WildFire % £ VM 82100

RESDAIL#2% Ttk

FEATAL T AfEE H 2 i Z e A4 ?

+ WildFire % O WildFire ¥ Al ik

VM #0 (ERSE R IRACN D 46 WildFire T 2GS SRR ZhEE . st D RliEAE WildFire
RS EIZAT I SCHEREAR S Internet FEATIEAS, A WildFire B eSS 47t 0 A B A SCIEHIAT 9,
DU E & A 5 JE I L S R P B RFAE

Q © RERATEDUS A VM B0, (B 3 SRS fo Vr U AT A IR 55 33/ L LI N 25
AR, [ 7E WildFire & Uil sz 17 (S vl B o T e 1 AT Ak 4%

* BEEAT LR LRI DS 2hpg, s R AR VM B2 B i) Internet il ik
R A1 7 el AT PA) 35 5 55 2 2 = i S AT Do 2% T 2 .

* s WdFire g4 bl FIPSCC stz /7, 4457 vimvinterface,

TEEIR T TR VM 2 FE R 3 R 25 1R P AN 1850
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W B MEH WildFire (%

Option-2 o
vm-interface Ethernet port 1 with

a public IP address connected
directly to the Internet and is

1solated from all of your nternal
servers/hosts.

Option-1 -h-

vm-interface Ethernet port 1

10.16.0.20/22

Interface connects to a WildFire Zone on your
firewall with a policy to the Internet and

has no access to anv of vour internal
servers,/hosts.

Internet

Untrust Zone

R Corp-Firewall

WildFire Zone :rust Zone

=

Qﬂ

b
-— MGT Interface Port
10.10.0.5/22
Recerves files forwarded from
Corp-Firewall and forwards malware to
the WildFire cloud if cloud intelligence
1s enabled.

MGT interface

WildFire Appliance

B 10 AL R

WildFire 1 % & 35
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P H AT WildFire %45

o IETT L (AU — ¥ VM B ERE S| H SRERAL oV A Internet 1B k5 B H X EID . I
BOAEW EE, FATE WildFire BHINL_Ei2 /7 BB B vl e 28 e ok HATAARE . %002
HEFRIT, R ONBE KRS H K R AL VM 22 01 T A= B T A 3 B ] DL 1k

o I 2 — AL H Internet IR SSHRUER R (W1 DSL #4) # VM £ MR F] Internet. ik
ToVE ST 17 AR AR 55 8% L. SRE X — MR AIE R T &, EAZIERET VM %1
PR SR BT AR i B, BRARAE WildFire e 5 DSL 42 2 18] 5B By K S B e 4% 1

>~No

7E WildFire %45 FCE VM #:0

FEAT AL TT LA 2 LES IR

* WildFire %% 0 WildFire V7 ]k

ARATAHALE WildFire B8 EAEH AL TR B A RE T 1 B ESRACE VM B0 i 120
. R HIETRE VM #0)G, AR E N VM $2 0 # d i & B H 5 Palo Alto Networks
B kBG4 O, 25 ok hs & WildFire %245 VM 22 LT RTIR .

BAOAE T, VM EOEREGI N EE:

e IPHbHE: 192.168.2.1

o &AL . 255.255.255.0

o BRiIAMIL: 192.168.2.254

+ DNS: 192.168.2.254

ARARE R FZAR O, TR S RN i EOR AT E . WRANVEE i O, T RN
Ho ER, MEOLAECEMSE, 5 NFRAH R
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5 B S WildFire 4%

STEP L] %8 wildFire B# b VM LIPS ARG 7 LR IPVA(E, (HR& RS
IPv6 i

 |Paddress- 10.16.0.20/22

o TR - 255.255.252.0
o ERIAM% - 10.16.0.1
* DNS Al %5#% - 10.0.0.246

VM 3 11 5 11 (MGT) REELEM AR5 o

1o BEANECERR.

admin@WF-500> configure

2. HE VM EONIPER:

admin@WF-500# set deviceconfig system vm-interface ip-address
10.16.0.20 netmask 255.255.252.0 default-gateway 10.16.0.1
dns-server 10.0.0.246

R Aex it VM £ O E — A~ DNSRS 88 . ML, 1S9 i
DNS fiR 4% 2 57T 7t DNS fiR %5

STEPZ| B VM #1011,
1 BEAVMEO:

admin@WF-500# set deviceconfig setting wildfire vm-network-
enable yes

2. RHCHE:
admin@WF-500# commit

STEP 3| it VM $103E 8,

Ping 41, AJE1E VM #OERIEE D . Fln, i vM 0 1P Hitik A 10.16.0.20, NigfT
DL R4, HH ip-or-hostname 72 j3 H Ping f IR 2545/ 265 1 1P B3 M4 -

admin@WF-500> ping source 10.16.0.20 host ip-or-hostname
#ian.

admin@wWF-500> ping source 10.16.0.20 host 10.16.0.1

WildFire i £ 45 # 37 ©2025 Palo Alto Networks, Inc.



5 B S WildFire 4%

STEPA| (i) BB A AR S =R BRI A Internet. Tor 2848 36 15 IR THI 1R) A J5 1) 1P 3t
Hb,  DAMEE S T 3 TCE A T R
1 J5H Tor M.

admin@WF-500# set deviceconfig setting wildfire vm-network-
use-tor

2. BRAHHE:
admin@WF-500# commit

STEPS[  (n[ik) B Tor W& 275 g F HIE# 1817 .

1 BHULF CLI 54 UATE & HE P2 Tor F4F 1D, IEHATC B AERVER WildFire %4 B
NG AT AT A 1D

+ admin@WF-500(active-controller)>showlog system direction equal

backward | match anonymous-network-unhealthy—Tor fili 45 Lo B IEi%
24T, HIBHEFREN Tor 55, FFIGIEHZ RIZ4T IR .

+ admin@WF-500(active-controller)>show log systemdirection equal
backward | match anonymous-network-unavailable—Tor i} %217 IE#,
{HICHE SR WildFire 1 VM £ 100, B MM B, HE .

STEP 6| efils A % WildFire ¥4 VM #:11.

ERER k%A WildFire %4 VM 1

EAT AT B 2 TR 42

* WildFire % % O WildFire ¥l iF

PR TAER RGN T il VM 42 1% 4 3] Palo Alto Networks [7 3% b (35 1. 7834 VM #21
RN KRS 2B, KB KR AT X R Internet. TEAREIF, DRCE %N wi-
vm-zone fETIX 3k, HoA a8 TR &R VM #22 DER 2B KBS 0 . 5 wi-vm-zone FH 25K
FmE R R A N VM 22 BIAME AR X B 815 .
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STEP L] FCE VM #2008 SRR )il B 1, RSB R LR h 2% -

1

7.

wi-vmrzone ) g 0,5 H TR % 1 VM B2 DR B kB B2 L (FEAOR B bRy
ethernetl/3) , $huA7 it (i B 78k G L S 0 A AT AR I B e N A 9 245

MBS KBS Web LT, %5 Network (4%) > Interfaces (Fii) , SRk BEEN
(41 Ethernet/3 (BLKM 1/3) ) &
7t Interface Type (FEIZEAD FNHplESp, & Layer3 (E 32D

7£ Config (FlE) &Ik L, M Security Zone (%4 [XiH) FHiHEF%ESFE New Zone (B
XD .

1E X387 XHGHER) Name (ZFR) FBH, i\ wf-vm-zone, 285 i OK (FiE) .
7f Virtual Router C(FEfLESEHZS) THAHEH, &% default (BRIAD .

HEONB G 1P Hhl, 1EIERE 1Pv4 B IPVE LR, i IPE I Add (i
D SRIE RN BB LA T T 1P Mok AN 25460, 4 10.16.0.0/22 (IPv4) 5%
2001:db8:123:1::1/64 (IPv6)

BRAAEORCE, HHE OK (HE) -

STEP 2| ZERh K8 6178 22 45K mg LAS M VM B2 5 19 Internet, FFFEIEFT A B AT R . EARG]
i, REE RN WildFire VM Interface. RUAIEA &0 MAMEAT X 35 2 wi-vm-interface [X 15
M2z a5, RIUERAS 0L SRHIEFTA A&

1

2
3.
4

1% 4% Policies ($El%) > Security (%4x) , F#di Add G&RID .
7f General CHHD EWiKH, %A\ Name (#F5) .
FEJREDR R, YR X k5 B 9 wf-vm-zone.

{F Destination ( H#x) &EIi-~H, ¥ Destination Zone ( BFrXik) % & A Untrust (R
EE) .

7EApplication (N FHFERE) MiServiceURL Category (IRZ-/URL 251 kWi, {48
BRINE NANY (IR

7t Actions (#1E) #&T-K, ¥ Action Setting (BREE) ¥ E N Allow (RYF) .
7f Log Setting (H&EWE) F, # Logat Session End (£ifg5 i HE) kAR,

I LA N TR 7 TR r g S L1 ) wh-vimezone, 1) s
WildFire VM Interface 2z 4 55, S8 £237 22 B ACtioN. Ciff) 75
ik FEDeny (%) . {7 WildRire VM Interface sigig (g T 7 31 i
[y 22 A o SR IE T ok B DX P F0 VR A0 VP ) — DX dk e A
D2 BB , JFEHE 4 LT X B (S

STEP 3| &g,

i B8 RI45 405 WildFire % & 111 VM £ DY) BEE 32 BI7E b7 k8% RCE i 1 (FEAUR
#1741 A Ethernet 1/3) « VM 2 OE RS HFRCHN 1.

WildFire 455 #i
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P H AT WildFire %45

& H WildFire ¥ &8 Th gt

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

o WE WildFire ¥4 N 25 35t
o a4 AT URL 285
o PRASACHN R I R B Bk S 2 WildFire At

% E WildFire %2 N & T

CET AR T DL 2 R A A

+  WildFire %% O WildFire ¥4 7] 3iF

Mo B WildFire 4 (1 H #2858 WildFire 2 BB D RE AT iz i s SR LB s i, DUE T kR 3t
RS A, RTPBER X  REREA A AR REA I RE ST, WA O 10 26 AT 25 B EE 44 i 75 1) A
HEE.

o HIEMNE RS 48 %% WildFire N 25 58T
* MJAH SCP KR %5 %% 22 %% WildFire N 25 58 5T

L2 M T AR 55 45 22 2% WildFire 9 24 58T

LE AL TT DL 2 i R A A

+  WildFire %% O WildFire ¥4 7] 3iF
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5 B S WildFire 4%

STEP L] BOAE M1 & B SR IR S5 2R N3 4E, IR 22 e A A 0T
1 &3 wildFire 14, JFEAT AT fir 4 DL R 1T A RAS -

admin@WF-500> show system info | match wf-content-version
2. HN &5 Palo Alto Networks 55T il 55 28l {5, 2 & Al A 8T :
admin@WF-500> request wf-content upgrade check

iy &2 A if) Palo Alto Networks BRI 95 &%, SR BUA R AT HTEER IS S, JFafeE e

HI C 22 2R P ACAS

Version Size Released on Downloaded Installed
2-253 57MB 2014/09/20 20:00:08 PDT no no 2-39
44MB 2014/02/12 14:04:27 PST yes current

R B O B E RS54, 75 2 fu1r A 4% 3] Palo Alto Networks
(updates.pal oaltonetworks.com) B i 55 #% (&L, BUfE A SCP R i Zde EHr, M
i SCP IR 5% 2% 42235 WildFire A 28 535 rid .

STEP 2| "FHOt e WA o
Lo B N A TR

admin@WF-500> request wf-content upgrade download latest
2. #E FRIRE:

admin@WF-500> show jobs all

A LL@d 21T show jobs pending A FHEMEN. L RHIHER T N8 (fEk 1D
5) C5ERK (Status FIN):

Enqueued ID Type Status Result Completed

2014/04/22 03:42:20 5 Downld FIN OK 03:42:23
3. NEGEMUG, wRTH:

admin@WF-500> request wf-content upgrade install version
latest

F%iz4T show jobs all @ LUAHE 23R
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STEP 3| BOiEMNZ S .

BATLAL T4, 20 wf-content-version F:
admin@WF-500> show system info
LN WA IR T BT 28 N BB AR A 2-253 (1) Hi 7 71 -

admin@WF-500> show system info hostname:WildFire ip-
address:10.5.164.245 netmask:255.255.255.0 default-
gateway:10.5.164.1 mac-address:00:25:90:c3:ed:56 vm-interface-
ip-address:192.168.2.2 vm-interface-netmask:255.255.255.0
vm-interface-default-gateway:192.168.2.1 vm-interface-dns-
server:192.168.2.1 time:Mon Apr 21 09:59:07 2014 uptime:17

days, 23:19:16 family: m model:WildFire serial: abcd3333 sw-
version:6.1.0 wf-content-version:2-253 wfm-release-date:2014/08/20
20:00:08 logdb-version:6.1.2 platform-family: m

STEPAL (W) BB REEAIIT XA EH 7%,
L A& P M WA

admin@WF-500# set deviceconfig system update-schedule wf-
content recurring [daily | weekly] action [download-and-
install | download-only]

B, 4R 2 8:00 T HUR 20 5 T

admin@WF-500# set deviceconfig system update-schedule wf-
content recurring daily action download-and-install at 08:00

2. RAHE
admin@WF-500# commit

MJE F SCP 1R S5 % 22 %% WildFire N 2 58 5T

1 (4 AT BASEF 2 FERMAT 42

+  WildFire %% O WildFire ¥4 7] iiF

DR 25 SR A 4R i 75 oK B 30%EHE 22 Palo Alto Networks 537 I 55 #5% (19 WildFire &4 b 2226 g i i
AR T B R 224 B (SCP) 1) I 55 %5 R i I A4 P 25 50T
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5 B S WildFire 4%

STEP 1| M AR 25 2% T 2% 4 25 S 3T SC
1 B33 Pao Alto Networks 32551/, #RJ5 HiidiDynamic Updates (BT H) -
2. 1F “WildFire ¥ 457 &84y, $RBEGH WildFire B4 W2 HT, AR5 FEULEH .
3. KA EEH R HE S SCP RG2S, ARJG1E P U4 H SR,

STEP 2| f£ WildFire %4 2238 N 2 50 ¥ .
1 %53 WildFire 5845, SR)5 M SCP R4S 8% b Nk o 28 58 0k

admin@WF-500> scp import wf-content from username@host:path

il

admin@WF-500> scp import wf-content from bart@l0.10.10.5:c:/
updates/panup-all-wfmeta-2-253.tgz

R SCP iR 5% R e AR btk 11 ig AT, B 2R e IR 1P, R wT L
£ SCPIMpOrt iy 4 v SCIXLE I

2. AEHH

admin@WF-500> request wf-content upgrade install file panup-
all-wfmeta-2-253.tgz

3. EERHENIRE:
admin@WF-500> show jobs all

STEP 3| IG1E N 25 5 .
IR N B -
admin@WF-500> show system info | match wf-content-version

PR i H BUAE R FRAS 2-253:

wf-content-version:2-253

Jet AR AR #2544 F1 URL 251

CET AL TT DL 2 R A7

+  WildFire %% O WildFire ¥4 7] 3iF
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P H AT WildFire %45

WildFire 15 & n] #R ¥ MAHIZERG K B4 A1 WildFire AP W B FOFEAR, FEARMA NS, AR EER
PERIEB AL VRS . SRR L R4, DR K5 m A I BE b % = e A
FAE AR AH DG B Ay 2, b T 4 il 9 2

o RS — KRB S0 . WildFire £44 0L 44 V) WildFire 11977378 P 725 o8 7
.

* DNSZ:4 — ALl AR ik A 4 B I, 320 5 S S A SR R . WildFire 20 IXEERE 4 TR
HE] Wil dFire A 9% 5 P 25 58

* URL 285 — ¥ IR ASOAB B8, FH7E PAN-DB H 8 URL 2251
Be B B ks, I VE“W‘%'? X WildFire B4 £ 4 . BTk BB R FEA KIS R
WildFire A3t 7, U\@ii i Palo Alto Networks P 75 R AT IE A ERE N 70 K254 o

fy SR A ] VILIFIVe g ok S e, Sgsimr ), BRI RR
e WildFire A3t = RKATHIRFTEHS

STEP 1| i%® WildFire i% & N2 ¥
IXFE WildFire 1345 1] M\ Palo Alto Networks B2 &5 351 i B 5 4 -

STEP 2| Ja R4 k24 F1 URL 255,
1 B335, RGN configure DLk N E A,
2. 3 T B PE L % T

admin@WF-500# set deviceconfig setting wildfire signature-
generation av yes dns yes url yes

3. JRARLE:

admin@WF-500# commit

ErLGEL L A4, 2os WildFire 8.0.1 al DL b BRI b fir A= s 44 1 2 421K
&

admin@WF-500# show wildfire global signature-status sha256
equal <sha-256
value>

WildFire B #7632 s FH 44 %8 WildFire 8.0.1 2 Fi BT 2E 7= 28 IR ES
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P H AT WildFire %45

STEP 3| ¥ BB B KRG B2 WildFire 34542 25 44 F1 URL 28510 19 1H%1 -

T 36 14 g A it 2 T 5 B 3 ) WALIFire 24 3t 25 i WilIFire 57 2546 2% P 25 97
TR OR 7 K85 T AR 4 BRI Bl A A B0 1 BB R s 4, AN R R ISR Hh i 4%
R4
*  XFFtH Panorama & HEL ¥ £ 4B K B
J& 5 Panorama 1% Panorama > Device Deployment (#4{4%#5%) > Dynamic Updates (3]
AFEHD , B Schedules GiHRD , AREAFEE B Add GRITD TR AT H .

VEAN T @ anfrr £ F Panorama Sk ¥ B 55 B ki M WildFire % & #2025 4 1 URL 285, 152
% (f$ ] Panorama X% & it RN T HT) o

o T ERANT K
L &3 E5 -k k% Web 5, 4RJ51%E#% Device (i%4:) > Dynamic Updates (FhA&TE 1) .

X EUC B 5 & U A WildFire 1545 HIBE KBS NS R TE WildFire 56 =i 2R & =i
Ed) , SERH WF-Private #5745

2. W EMkEEN Schedule (iR , LA WildFire B85 Rk, 2258 N 25 087

PEACA I B e A F kR 75 2 WildFire 23k =

CET AR T LU 2 R A 4

+ WildFire %% 0 WildFire ¥ A ik

J& F WildFire ¥4 LU S = 3 REAS H 3458 2 WildFire A3t = . FEEI, WildFire 24 3% =¥ %1 3%
RPARATHE— 25 M I BT T IRAREAR 4 . 25, B4 S HNINE WildFire 2544 5
B RESRGEERGAF, U HEHE2EM NN, 803, WRENS BRI
KRB 2 Ah, AR ERAE WildFire S 7848 2% R IS B ik k2 AR o, DA
N WildFire Gt it 43 #r Ag i Fi SR AR 515 B

FRAT I B At & WildFire A3
1.

M WildFire % &HAT AT CLI 74, BI[{i% % & B sh 32 8 % A FEA 2 WildFire 2
Hx.

admin@WF-500# set deviceconfig setting wildfire cloud-
intelligence submit-sample yes

R 5 A AR (7 WALIFiTe 7 25 4B 157 X L PRS00 6 3
(PCAP), Jil6F % 2 Hofh ) PCAP %%k % WildFire A3t 2%,
2. §igE WildFire |1/, 755 H 201747 WildFire AJ5 7 M B F I SRS . 48 ik
FRHEARSE % WildFire ASEZI, ALK EE R REA L B 07 M0 HF AR 25 <
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P H AT WildFire %45

$EAL o Hrdl s 2 WildFire A3t =

AR (AR BAEREA) |, W7 WildFire % LT

FHZ A WildFire AL SR A% =
DL CLI 54

admin@WF-500# set deviceconfig setting wildfire cloud-intelligence
submit-report yes

R T H WildFire 54 DUKCE R 30 A shit e 22 WildFire ALz, 0
JE % 151 — WATAFire 20k 20 5 AR SR A A e — 10 T (1 o0 BTt s

A[7E WildFire | 1) EEFRRZ S WildFire AF =S . WildFire ] 578 WildFire A8 =
o

BB A AR T 3R T W B

WFHIAES OJEH ek S sk 182 2 Wildrire A3t =, H181TA T a4
admin@WF-500> show wildfire status

THZS AR BIAR A R  7 BLo
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WEAE T WildFire 54

FF2% WildFire % £

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

5 TAER A2 WildFire & 45 A E 258 . RSB EAL 8T WildFire 28— 1%
%, WWSREMETEN T WildFire o W& — IR R BB — N IRET W REAS, R BbAE e 4%
Ji, BEHVM BUEHIER, REIEFERESERARERME . T Windows 7, W E 5L
15 FHVR & 1) Windows 7 32 £i7.F1 Windows 7 64 117 &2 4t, I @i 4% £ Windows 7 64 1%, LLfE
WildFire fgf% 53 #1 32 7 F11 64 fi7 PE SO RGBS BCE N H — M ERVIBVE I E, A&
ST AR 1) 2 AN SR AT SR HT

R WildFire i 70 i A A AR B, THI s TP I TB) AT BT AN R 32 TR 22
IR A AR 14 KA RAEREAS . Az P3R5 T A A WildFire 24 B Hi 30 22 60 794
TH I TA] o

PLUF it #2458 A PAN-OS 10.2.2 FiA H B 7~ B S0 44 . 7E WildFire W& b 22 25 B RRAS 1) SR SO 44 m]
A DAL HLAAR R AT 57

STEP 1| #nBR &R ki%E WildFire %4, ML E WildFire % & 44 .

STEP 2| s # S FEA ST .

Lo {2 1By kR RATATH A 22 WildFire 1% %
L B3I KRS Web FHi
2. %4 Device (##%) >Setup (W E) >WildFire, #RJ5%% General Settings (7 #i

wE) .

3. j&%% WildFire Private Cloud (WildFire 56 %) FE.
4. s OK (HsE) 1 Commit ($252)

2. ﬁﬁwﬁktﬁ%ﬁ/Ew&%aﬁffizls/%ﬁamﬁiz

admin@WF-500> show wildfire latest samples

Q ﬁﬂ%‘“x* R WP 1 4 s sont B SLAS RO 5047, 16507 B et
L, Fms ] WAlRire 5 & uf SE IR A M BA S R R A
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5 B S WildFire 4%

STEP 3| zde gt WildFire & WA M. S HT AR & SR AR B 0 BUME B DA RS JIT6 2 K
e

FEIRR A b, R R 2 AT AT 2L 6 /Ny B K 1] 4 Ak 52 A

1 B6F R 5 1ELE WildFire W4 Fig 47 S N 2 58 5 .

admin@WF-500> request wf-content upgrade check
2. FHEBEH WildFire P 258 8T .

admin@WF-500> request wf-content upgrade download latest

R K % Palo Alto Networks BT AR S5 2%, &7 LA S H SCP AR 55 2% T #2224
WildFire PN 28 5587 .
3. BWE NI,

admin@WF-500> show jobs all
A4 THEERUE, RIEH.

admin@WF-500> request wf-content upgrade install version latest
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5 B S WildFire 4%

STEPA[  (J12¢4] PAN-OS 10.2.2 It 7545 FF4% WildFire % 4% A LI .

L B3It Palo Alto Networks 2 ) S FF 1 B aitiin. @il ¥ %) Updates G >
Software Updates CRR{FBEHT) , RIE T PLMSZRE £ T F-3) SAT R T 800 .

2. fEHAFTEHUE T, P WF-500 Guest VM Images St FELLT VM BAGSCH
Palo Alto Networks 5z #1577 s LG SCAF s BRIIL, RFE SCIF 4 AR mT A

HIRRATTBE . 155 9540 R 8EHTCAS ,  SCPF A48 ) MEXXX R 55 1k
G, 3BT AAZ G| A AT H LS B E B iAo

«  WFWinXpAddon3_m-1.0.1.xpaddon3
« WFWinXpGf_m-1.0.1.xpgf
« WFWin7_64Addonl m-1.0.1.7 64addonl
« WFWinlOBase m-1.0.1.10base
3 ¥ VM BE AL F) WildFire B4 .
1. I\ SCP %% %% 3 N REUN LA R «

admin@WF-500>scp import wildfire-vm-image from
<username@ip_address>/<folder_name>/<vm_image_filename>

Bl

admin@WF-500>scp import wildfire-vm-image from
userl@l0.0.3.4:/tmp/WFWin7 _64Addonl m-1.0.1.7_ 64addonl

2. FRE FEORE, WA T &4

admin@WF-500>show jobs all
3. WA VM g A R

4. 223 VM B4

L admin@WF-500>request system wildfire-vm-image upgrade

install file <vm_image filename>

2. Xt H A VM WG S R .
S Ml CIE WildFire 54 FIERGZ A E H VM B

L (arig) &FE W ERNIE 5]
admin@WF-500> show wildfire vm-images

i HH s AT B RSO LRAR
2. $RAILE
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admin@WF-500# commit
3. JEITIEAT L R ir S R BB VE B VM W%

admin@WF-500> show wildfire status

STEP S| ¥4 PAN-OS10.2.2 ¥4 N 4 5] WildFire %%

2% WildFire W&, AT BRI ATAT F ERA . Flin, nRIEAEE N PAN-OS6.1 F+ 2
PAN-OS 7.1, &2 o N2 7.0,

SRR R B s A s e T2 3] PAN-OS 10.2.2. % 10.2.2 5% B bR 2R A .
T 10.2.2 TRARBRA :
o ELPEHBRMERE

L admin@WF-500> request system software download version 10.2.2

2. IFEAE NEORES, BEHEHMU N4

admin@WF-500> show jobs all

© EHIBRMER:

1 53| Palo Alto Networks <2 £73 i, 76 T H¥#4)y, il Software Updates (#4458
O .

2. W B35 WildFire B8 S UE S R EIZ 1T SCP R4S 28 5 1 TS

3. M\ SCP k% #% F NI A wf% -

admin@WF-500> scp import software from <username@ip_address>/
<folder_name>/<imagefile name>

Bl

admin@WF-500> scp import software from userl@l0.0.3.4:/tmp/
WildFire_m-10.2.2

4 TR E NERE, WAL NS
admin@WF-500> show jobs all
STEP 6| Hilfirfs IS5 IEfEiB 4T

admin@WF-500> show system software status
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STEP 7| 4235 10.2.2 TAFIRA .
admin@WF-500> request system software install version 10.2.2

STEP 8| SEmB T4 .
L AR BCREBI g, BT TFame, REERELEA Install FRE FIN:

admin@WF-500> show jobs all Enqueued

Dequeued ID Type Status Result Completed
--------------------------------------------------- 02:42:36
02:42:36 5 Install FIN OK 02:43:02

2. HEHEB A
admin@WF-500> request restart system

TR LT AT RE T 2 10 A3 & — AN B B, BRI WildFire 1545 A7
fil A KL

STEP 9| % WildFire W42 S 4ksl, ml4ksert A,
1 583F sw-version FEER ERA 10.2.2:

admin@WF-500> show system info | match sw-version

2. N AR T IETEIEAT .

admin@WF-500> show system software status

3. Wl EBhIRAE (AutoCom) TAEC 52 HL:

admin@WF-500> show jobs all
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STEPI0[ Crrit) Jo F WildFire 5 #4585 F i) REFANLIRAR LABAAT 2387 o B4 B FH (R S LR AR — A
B—WEE RS, IR TR ERE R G T AR 5.
I SRS M 2 PR A8 RV A 1) Windows 7 32 iy 1 Windows 7 64 fi = 48, 2 1%
i Windows 7 64 fizpef%, LI WildFire gefig oy i 32 i i1 64 fi7 PE S04,
« vm-3 (Windows XP), vm-5 (Windows 7 64 £i7) 1 vm-7 (Windows 1064 £7) 2 H
AT 2 T s

© IBfTLUR A OREE MEEANLIE, JFS SelectedVM (B VM) ¥ Ek:
admin@WF-500> show wildfire status

o BE A HEMBUR 5
admin@wWF-500> show wildfire vm-images
P % 7k vm-5 & Windows 7 64-f7 {5 «

vm-5 Windows 7 64bit, Adobe Reader 11, Flash 11, Office
2010.Support PE, PDF, Office 2010 and earlier

« WEMTAIHIBRAE:

admin@WF-500# set deviceconfig setting wildfire active-vm <vm-
image-number>

filan, ZAHEH vm-5, HiE T N4

admin@WF-500# set deviceconfig setting wildfire active-vm vm-5
AL E

admin@WF-500# commit

STEP 11| j5451%:
o G KPi ki E] PAN-OS 10.2.2. 22 il PAN-OS 10.2 8 Dhfig 48 re H 1 97 i T+ 2 vt
o 384T PAN-OS 10.2.2 2Z HiT AR A KEG TS T LALRELFE R FEA 223247 10.2.2 1) WildFire
£ o
o G AR SRR TG RIS i A %, SRR 3 WildFire ek LA S TR
FE P ——HE38 2 3 WildFire B & A2 5l 4dE £

WildFire i £ 45 # 52 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html

P H AT WildFire %45

B Internet 34222358 WildFire %45 15 251k 15

TEAT AL BT DA 2 R A2
« WildFire 4% O WildFire ¥ A iiE
O HETHPAGZ RPN
(CSP) Ik -

R AnER . ARA . B
Wt NG AutoFocus i f o, 4ABZ%
R, bR P AARAP . 48
JEIE FEN R ARG (ASC) H P
FTASC &7 MRS P -

O WildFire i # R 2 7 U5 R BUR

BLAE Internet IEFz AT FH I HREN WF-500 % £ I IE 1S, 1B A20°8 % Palo Alto Networks 2 £5[ ]
SV R T A RE R MR . BEE, I OTP A R4 e w4 LI iEP.

WF-500B % # Be A {57 Gk (TPM), F T2 4l B 5 9 A SRR & E1,
To % F P TR A4 WIR-500B 5 5 4E .

R IEAEIZAT WildFire FA47 2o HARERZNEAT WildFire k%5, MITE R ¥ WildFire %45 1iE
1. WildFire ¥ &5 F 7l SCUE B3t AT A0 B S0y 56AE, DA S 5 2R U5 R B PR AN 15 2% (8] 3845 11
SSL i#E#E, (B2, &ALLEMST WildFire %8 FAEH B 5E SGIEB % E 54 5iE

A iy WIE-500B 5 & A 2] Internet, U1y g B H T 504 B 2 S R I &HIE
A1 B E LRI

N T AE B K RS 2 B AR IE S, S Z% 2 Fe VR AT BLR FQDN At

FQDN

« http://ocsp.pal ocaltonetworks.com TCP 80
« http://crl.paloatonetworks.com
- http://ocsp.godaddy.com

« https://api.paloaltonetworks.com TCP 443
- http://apitrusted.pal oaltonetworks.com
. certificatetrusted.pal oaltonetworks.com

. certificate.paloaltonetworks.com
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5 B S WildFire 4%

FQDN w0

« *.gpcloudservice.com TCP 444 F1 TCP 443

STEP 1| BS5IF# 2 75 IEAE WildFire 4% 1247 LA PAN-OS fRASZ —:
« PAN-0S11.0.1 } ¥ sl A
« PAN-0S10.2.4 ¥ &l A
* PAN-0S10.1.10 & # @A (WF-500B £ A SCHF)
* PAN-0S10.0.12 X # @A (WF-500B 58 A SCHF)
* PAN-0S9.1.17 K HmhitA (WF-500B %4 AN HF)

STEP 2| AR pli— IR IE %S (OTP).
1 MAARAER OTP I e g B % ) 2R 1)

2. %&$% Products (%) > Device Certificates (i%451FF) F1 Generate OTP (4%
oTP) .

3. XIT Device Type (i%4#25%) , 1 Generate OTP for WF-500 (C& WF-500 4= ki
oTP) .

4. 1%+ WF-500 Device (WF-500 %4 5515 .
Generate OTP (A% OTP) JH&E % OTP,

STEP 3| {fi FHABZ H /427 FEAL 7 i) WF-500 ¥ 4% CLI .

STEP 4| W& WildFire &4, LMES NTP R&#[FL:

admin@WF-500> configure admin@WF-500# set deviceconfig system ntp-
servers primary-ntp-server ntp-server-address <NTP primary server
IP address> admin@WF-500# set deviceconfig system ntp-servers
secondary-ntp-server ntp-server-address <NTP secondary server IP
address>

STEPS| fHEH LR CLI 74 N EIF 2% WF-500 W4 4 iE 1 G, EHTER T SCRET R
(MU IERf— IR PEEARD)

admin@WF-500> request certificate fetch otp <otp_value>

STEP 6| #f#) WF-500 ¥ £ B Ih k6 & I 2238 7% 4% E .
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5 B S WildFire 4%

STEP 7 (arie) MEAELR CLI fr A 50iF i & E 2 75 T Tl T 80R 2%
admin@WF-500> show device-certificate status
WA UE ) 22 2% L DI 2 S s DL o 1
WRIERER: HRTR&IEBRE: A3, iR 2022/11/30 15:17:47 PST £

DLRE A G428 2023/02/28 15:17:47 PST _EY/RFFHUR [A/#%: 2022/11/30
15:29:42 PST LUGRBUIRAS: ), LUGREUER.: CSIsREUR&AIED

STEP S| LT CLI fir & MlH WildFire %4 B &,  LUEH BT B A&IE-F @257 5 Advanced WildFire
=

= 1:

fE WildFire %&£ Fig4TH#)

PAN-OS Jfii4<

* PAN-OS11.0.1 KX ¥ 5 i e . .
BN admin@WF-500> test wildfire registration

* PAN-0OS10.2.5 X ¥

fAS

* PAN-0S10.1.10 %
A

« PAN-OS10.24

admin@WF-500> request restart system
* PAN-0S10.0.12 & 5

A
* PAN-0S9.1.17 K H# %
ES

e P f £ T fig T 2 20 43 B A BE SE

fic B N WildFire £27ES dnin@WF-500 (acti troller) t clust
i admin@WF - active-controller)> request cluste
AR r reboot-local-node
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5 B S WildFire 4%

7E WildFire %4 FizfTH) [CLI fi7 4

PAN-OS Jfii 4«

e DAL CLI fir 4 WiLdRire fosh 445 -
F 25 35 3 Z AT 55 AR

admin@WF-500(active-controller)> show
cluster task pending

BARARPHERESE, ST CL fr & 5iE 75
JRI) BT IR B0

admin@WF-500(active-controller)> show
cluster task history

SEMUG, 1ESFEH| DL kA Finished: success
at YYYY-MM-DD HH:MM:SS UTC, 7= 2)

IR

WildFire i £ 45 # 56 ©2025 Palo Alto Networks, Inc.



4 paloalte’

TECHDOCS

3% WildFire #4475 3]

FEAT AL R LA 2 i e At 4 ?

s WildFire % % O WildFire ¥l iiF

L U7 ) SR AL B A B Kt (ARG S g B 2 A7 K, T R) Panoramad BRG] WildFire
AP, &0] LA E A F WildFire B & 1751 (1 43 AT 45 S o

7E WildFire 58 UFEA P T 08B MZR R, IR R R AT HIE 5, S0 B
AR PR 0 Aty o AESRASREAS (B kb B & 1 WildFire 73 Ari i ot A S Al
AR AT 2R VRIS 2 o X T HAR BB AR REAS, WildFire 234 i = S 94T
WildFire 244 M TEAN(E ., BESRZEA nIBER R BVH IR BRI, DURIE AR TR EFA R
AR AT N RAE ST E R .

HZRLLT ER, LT a0 % WildFire HISE521E 00 . BB FEAH) WildFire 70 #rflk &, JF
BEE B AR LU I T IR A DU 7 45 R K8 RN -

o XTF WildFire H B4
« i WildFire CLI ¥5$% WildFire 1% %
o [HERIT KRS W R WildFire % 242238

57
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W5+ WildFire %4535 30

T WildFire H EFHR 4

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

AT LLE T WildFire [ 77 8¢ WildFire APl 7817 k3% | a4 WildFire 320

XFT WildFire 73 T B — /N FEAS, WildFire 2 FEARRI 0 RSB BB . ey, IR (R R %

A, RIS TE WildFire 23 Hrdi 2 HRSE IV E LT FIREAAS BT N TEFEASFEA BB K I8 B0 H

AT AT WildFire = (AR EEG =) Hhaf LA E] WildFire 704, A LA WildFire

APl %

o AEPEE F— B BT kRS ERAS F T HEAT WildFire 20 # UREAS Y 2 30 55 9 WildFire 3228150
% H (Monitor (5#%) > WildFire Submissions (WildFire #2852 15%) ) - WildFire 238150,
H & P VR 2 B s SO B kB e r B BE Y . % T45— 4% WildFire 3258150 B, I TAT4T
FFVEARE) HEME, LA B EEAR WildFire 70k & 50K R 408 PDF SOt

« {&£ WildFire '] E — $i4% WildFire iG3l, BAESFEAR WildFire 72 il 555 (PR T4
N PDF 3CfE) o 1 WildFire £H =& F, WildFire [T/ il &AM ELHE L, BIET3)
EAE2 WildFire 17 fUREAS, DLEZ R R T =B HER WildFire B FTRACIFEA

tEr1 g WIdFIre g oo gy s e g 2 1 gy WildFire gy

« [ A WildFire APl — M WildFire %4 8 WildFire A3t =& WildFire 73T 5
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W5+ WildFire %4535 30

ffi Fl WildFire B IS FEAS I HTIRES

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

] WildFire CLI (fx&17#:0) M WildFire % & L 5TV ELNE B . &0 LA B i
SFARGE . ARG ARG B ENE B .

HS LR ES, T HA R WildFire %4 a4 WildFire 3E 20 3£ 4015 B
« & WildFire 7> 55 R FH &
« U WildFire FEA SN HHALFL AN L

A5 WildFire 7 Hr3f sl FH %

E{EjﬁﬂLj\TEﬂ%? ﬁ%’% /%f/ﬂ\:’”/A?

+ WildFire % 0 WildFire ¥ A]iE

WildFire B & 70 TR SRR RE A o B8 AT O . 8] LA IEAE M TR 0 AT 3Rt .
2 /DA B AT 2 0 SCPFAEHEBRSEAS 0 AT AR 52 73 T A BE R Y SR AR 2840+ (B3I ek
AR, 575 RS U BUR M SCF ) 73 M 1 3 % Palo Alto Networks FLE 1) WildFire 22 3k
0, SRR e s BT E SO K BRI (Palo Alto Networks JE iSO T SO 28 L4 BR
WSCPHRERARD -

STEP 1| R¥EZEEE KA ARG G B HRsE, Uil CLI ML F &4z —.
o AR AT HAT TR EE R F—show wildfire wf-vm-pe-utilization
o XRIHTIEEF I F —show wildfire wf-vm-doc-utilization
o B FEREERE MR A —show wildfire wf-vm-elinkda-utilization
o RO EEF I —show wildfire wf-vm-elinkda-utilization
T ERSEE, W&ESEREZ D IEEMSEH A Z D0 H

{ available:2, in use:1, }
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532 WildFire 1% 25 5

STEP 2| HEHZER T WildFire B & FEABURAEANE R . TSR RS, X REAREAT Ab 2

show wildfire wf-sample-queue-status

{ DW-ARCHIVE:4, DW-DOC:2, DW-ELINK:0, DW-PE:21, DW-
URL _UPLOAD FILE:2, }

A WildFire FEA 73 T A £ 411ME B

LEAAT b AT LA 2 ERP A2

* WildFire X% 0 WildFire ¥ A ik

WildFire % & 2R B34 H B MG EIC . ] DU B A O R0 2% i el i 42 16 IR 4% B 4%
SRT T REEREAR I VEANE B, LRSS e VRN 8T T 2 /D /NFEAS . ST DL A I 845 B ok
WS Bl I i1 B S G S BOR AT 3. S TR RIS sh T e A2 T B8 8l . 18 m] 5 e ff
AutoFocus £5 2 75 i T LSk 18 7 R0 A e B 5

STEP 1| 45 16 e 0 4 B TR A RE AR 0 AL TR A8 B

show wildfire local sample-processed {time [last-12-hrs| last-15-
minutes | last-1-hr | last-24-hrs | last-30-days | last-7-days| last-
calender-day | last-calender-month] \ count <number_of samples>}

Latest samples information:

dboococooooooocooo0000C0C00D00 0000000000000 0C0O0 00O DO OO0 OO00O00000000 000 0o
T L R L S L
EEEE R T + | SHA256 | Create Time
| File Name | File Type | File Size | Malicious | Status |
e = e = ==
LT o - R
R oo - o e a - + |
ce752b7b76ac2012bdff2b76b6c6af18e132ae8113172028b9e02c6647ee19bb |
2018-12-09 16:55:53 | | Email Link | 31,522 | | download complete
| |
349e57e51e7407abcdbeccda81c8015298ff5d5badcedf09c7353cl33ceaa74b |
2018-12-09 16:53:40 | | Email Link | 39,679 | | download complete
|
e e
oo e Fommm e e e o R
L T T +

STEP 2| FRiR 4@ a2 i e £ A AL WildFire 73T 845
show wildfire global sample-device-lookup sha256equal <SHA_256>.

Sample

1024609813c57fel74722c53b3167dc3cf5583d5c7abaf4a95f561c686a2116e
last seen on following devices:
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R e R e R +
SHA256 | Device ID | Device IP | Submitted Time |
e S e S e
R R LR R +

1024609813c57fel74722c53b3167dc3cf5583d5¢c7abat4a95f561c686a2116e
| Manual | Manual | 2019-08-05 19:24:39 |
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W5+ WildFire %4535 30

14 F WildFire CLI W53 WildFire ¥ £

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

i WildFire™ CLI (ar&1T4:0) AENH ARG HE. B blaEE HEekFH e, s
WildFire 044 CHnEERETT 5. A2 ORI 28 RS HIESATIRIAVIRAS, DL AT Wb HE RS A 36 AIF 2
GCE. TA%HAD PAN-OS ir &S, 2 (PAN-OSCLI H%%)\H» .

o AE WildFire & 24 HE

ﬁ% W|IdF| re 1X%’/\/EE El oN

LET AL TT DL 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

fif &5 Bgs (W PUTTY) , JEid 22 4588 (SSH) BN E B HSHL LAY B 472 D B8 4% 1Y)
Bl G O R E R AT, SR WildFire % & .
STEP 1| J5sh&&usih B e BBk M (AT R SSHD
o HHEES SSH ERE, EMINEERA N WildFire EHLAEL IP Hulk, FH¥im i E N 22,

o BUESTERATHESR, TEREBEUHENL L AT IR DB R e A B S . A A
AT IE R R E R E T

© HEEA: 9600
© BEfr: 8
© WER: Tk
© fEilfr: 1
« WESEH: L
STEP 2| M3RBAT, lMNGIHE LY.
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s 35 WildFire 4515 51

STEP 3| 7 WildFire &% b, #INLLFAr4:
admin@WF-500>show log system subtype direction equal backward
2 R IH 25T HIIFP B2 BT A VAR 95 K B 1 #7284 i) WildFire HE A
s EERING4A S8 direction equal backward, ALK AR M EEEIEIDHRHE.

* WildFire %4 CLI iR [\ F) H ETH S VRS2 788 (8 nT DURRIE & I oG v i g H &
fEH LT i 2 S HORIR R 2 F A7 8 47 J8: match queue < keyword>

LAR WildFire 4 H S & Rom 8 S a1 R gl dn et ie

Time Severity Subtype Object EventID ID Description

2017/03/29 12:04:33 medium general general 0 Hostname changed to
WF-500 2017/03/29 12:04:40 info general general O VPN Disable mode
= off 2017/03/29 12:04:41 info hw ps-inse 0 Power Supply #1 (top)
inserted 2017/03/29 12:04:41 high general system- 1 The system

is starting up.2017/03/29 12:04:41 info raid pair-de 0 New Disk
Pair A detected.2017/03/29 12:04:41 info raid pair-de 0 New Disk
Pair A detected.2017/03/29 12:04:41 info raid pair-de 0 New Disk
Pair B detected.2017/03/29 12:04:41 info raid pair-de 0 New Disk
Pair B detected.2017/03/29 12:04:41 info cluster cluster 0 Cluster
daemon is initializing.2017/03/29 12:04:41 info port ethl link-
ch 0 Port ethl:Up 1Gb/s Full duplex 2017/03/29 12:04:41 info port
MGT link-ch 0 Port MGT:Up 1Gb/s Full duplex 2017/03/29 12:04:41
info port eth3 link-ch 0 Port eth3:Up 1Gb/s Full duplex 2017/03/29
12:04:41 info port eth2 link-ch 0 Port eth2:Up 1Gb/s Full duplex
2017/03/29 12:04:41 info general general O Power Supply #1 (top)
is not present on startup 2017/03/29 12:04:41 info general general
0 Power Supply #2 (bottom) is not present on startup
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W5+ WildFire %4535 30

A5 B B 2k 35 W A0 Wil dFire 1% £5 3248

CET AR T LU 2 i R A A

O WildFire ¥4 7] iF

* WildFire % %%

By K B R REAS (31 WildFire B8 2 MIIEA A =) BE A% Bl E] WildFire #2258 H&EH .
A WiIdFi re Submissions (WiIdFire RN & H Y R E T #E S BoR g E WildFire ﬁﬁ}ﬁ&
o A A B KIS MEALE R RS S, TES I WildFire {ﬁijjo
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W5+ WildFire %4535 30

&E WildFire ¥4 HERM 4 Hrfie s

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

WildFire H &AL & 4755 WildFire 734 (IR LR 7 BRPFEESS) ISR E . KA e T,
R TR SIC R SRR B L TS BhEAT N, Bl e i N AR e 28 R B 1P sk, DA
L WildFire #5 € IR, BlInm B tra R, WIEAEA S IOB M. M. K
R, JFEMBIIREAE S . BF WildFire 1258 H LT LR /R G th R P2 5 N8k 1]
S . WildFire 73 Ml 5 R BoR VIR AE S HARHI P IHRE R . it ir s 2 (i
CRMD « AN, PR 550 E A AP RE SIS M URL. I8 M 2
BAAEERE. REBETEMEI. $/53CF. QI T MAEEIRE . S8R B
By AR RO BRI HAE EAT N

STEP 1| #&4% {43E4T WildFire ¥4 50 #T.

STEP 2| p# WildFire #2221 H E X E .

STEP 3| B&EEP; KIERH WildFire At EHIURE ZRACHIFEA, ik Monitor (1i#2) >
Logs (H&) > WildFire Submissions (WildFire $235) . WildFire FEAR > Hr e s, L4k

SRIE PR FEARRIPI K 4, H Al 7E WildFire S22 500 HE T &S . RCHEBE4E
FEAMHEAERE, BRUTER:

* Verdict CHE) FIR BoRtEARE T RIE. BIE. MR HEZ KO,
* Action (31F) FIlRoRsBis K O fe vreBLes 1 EA.
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W42 WildFire %4435 50

o JUEMSBoRHEAN AL R, BT R IEER: KR . L RS

LA 7™ EE PR R B AR A ) AR (R AL A 1
© AR —RAEBE N VIR RS
© BRI BCE N SV AR
* %
© BRARBCE NV RYEBAFREA
ARV E R LE AR 58 A REAR

v [ Logs = Q SXOEEo
E‘_—, Traffic
[% Threat SOURCE | DESTINATION DESTINATION DEST...
RECEIVETIME | FILE NAME ZONE ZONE SOURCE ADDRESS | ADDRESS PORT | APPLICATION | VERDICT ACTION
E) | 08/2711:53:35 | 1png 13-vlan-  [3-untrust 192.168.2.11 22214691 80 web-browsing benign allow

trust

S Data Fitenng E) 08/1914:10:00 | zero-trust-best-practicespdf | [3-vlan-  [3-untrust 192.168.2.11 10.101.6.66 4502 webrbrowsing benign allow

E2 HIP Match trust

@, GlobalProtect E) | 08/1615:19:08 | zero-trust-best-practicespdf  [3-vlan-  [3-untrust 192.168.2.11 10.101.4.54 4502 web-browsing benign allow
trust

2 PTag

Cell®) B 0816151307 | zero-trust-bestpracticespdf  [Svlan-  |3untrust 192.168.2.11 10.101.4.54 4502 web-browsing benign allow

Decryption E) | 08/1615:07:08 | zero-trust-best-practicespdf  [3-vlan-  [3-untrust 192.168.2.11 10.101.4.54 4502 | web-browsing benign allow

) Tunnel Inspection trust

[ Configuration E) 0816132308 | zero-trust-best-practicespdf  [3-vlan-  [3-untrust 192.168.2.11 10.101.4.54 4502 web-browsing benign allow
trust

2 system

= ) ;23 zero-trust-best-practices.p -vlan- -untrust .2, .101.4. web-browsing enign allow

08/16 13:23:08 b ices.pdf | 13-vl 13 192.168.2.11 10.101.4.54 4502 b-bi beni Il

trust

Authentication

(& unified
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STEPA| TR %H, #%4% Log Details (HEVEAEE) s, BIRTTHX R % H 140 H E0
Al

B 081615190

YN H S BN B Log Info (HE(F R Xt N 2% H B WildFire i a0 SR pi ka5 2 s
MR 3R (PCAP), NIFEA M HHE (L3R (PCAP) 45 R 2T LR IR .

Detailed Log View (O]
— B
Log Info WildFire Analysis Report
S—
General Source Destination
Session ID 24660 Source User Destination User
Action  allow Source 192.168.2.11 Destination 10.101.6.66
Application web-browsing Source DAG Destination DAG
Rule allow-apps Port 58846 Port 4502
ef0406e3-626e-4219- Zone |3-vlan-trust Zone I3-untrust
Rule UID gg56.719¢060cdfcd
Interface  vlan.1 Interface ethernetl/1
Verdict benign
Device SN 012801064407 D
Details
IP Protocol  tcp A

T HrEREA, WildFire 70 Hr i i # & Bon SCE M 2RI PRARE B . X TR iR R
A%, WildFire 734 iR 3k — 2B G N TR 23 S 9l B SR R AT Ja s

Detailed Log View (O]

Log Info WildFire Analysis Report
—_—

WildFire Analysis Summary & Download POF

File Type PDF

File Signer

SHA-256 d1315e5b9087d890a48491fcd3dff8a60d2930989db88I834e42840f542ca9c8
SHAL e73d8efa432a9b4e547153c524169a3af88776c6

MD5 5c20acd23bd4133fbeb44adaaz77769a

File Size 299645 bytes

First Seen Timestamp 2019-08-16 22:18:47 UTC

Verdict benign

STEPS|  (n#) Download PDF ( F# PDF) JER M WildFire 7 Hrik & -
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STEP 2| 553E WildFire B RAHTREAS, JRETMIORE QREHAERERID .
1 fERRS L, BoRB&RE EEDITFEA:

admin@WF-500> show wildfire global sample-analysis

REERAR TN, FERARNA T ik, AR, SRy
Bio AR REAST T SR A B, SEa S b 52 R A )
2. fEmaEE L, BT R AT

admin@WF-500> show system software status

3. ER®R& L, KMERBRESGTHIRES, AR TEAER.

admin@WF-500> show cluster membership Service Summary:
wfpc signature Cluster name:address:10.10.10.100 Host
name:WF-500 Node name: wfpc-000000000000-internal Serial
number:000000000000 Node mode: stand alone Server role:True
HA priority:Last changed:Mon, 06 Mar 2017 16:34:25 -0800
Services: wfcore signature wfpc infra Monitor status:Serf
Health Status: passing Agent alive and reachable Application
status: global-db-service:ReadyStandalone wildfire-
apps-service:Ready global-queue-service:ReadyStandalone
wildfire-management-service:Done siggen-db:ReadyMaster Diag
report:10.10.10.100: reported leader '10.10.10.100', age 0.
10.10.10.100: local node passed sanity check.

G R HIAT RS T AL TR S, F v MRST e e N SR s

x| hi 12 £ /751 5 (000000000000) £ 74, i 4F 2 9210551
5. M A WildFire i 4 B ME— IS5 5
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STEP 3| meE i 3895 .

FLAETCE T SR HA R B 28 . B HA FISE SR H T HA B e s tman., &
FRIEE .

1 o] P R B A B e D B A 8 % 1 AL, B, 7EEE eth3 b
admin@WF-500# set deviceconfig high-availability enabled yes

interface hal port eth3 peer-ip-address <secondary-node-eth3-
ip-address>

2. LB AR R A A
admin@WF-500# set deviceconfig high-availability election-
option priority primary

3. CHIIED JC B PR AR R R 88 40 R I & s TR MR O, o, AR R
F:

admin@WF-500# set deviceconfig high-availability interface
hal-backup port management peer-ip-address <secondary-node-
management-ip-address>

4. CE SRR B EANE B L R O, ELAR R E SRR AL RNV B P A A A

admin@WF-500# set deviceconfig cluster cluster-name <name>
interface eth2 mode controller

SRR B eth2 108 & & SR Il 1 1

AR IR KK SENY 63 N TR IA T I8A  NSVFE NS RS, 143
RER 35 NG HH DUAE SR RE AR T SR AR R Ak
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STEP 4| L Fil 48 4 611 11
EUATBL T A HA 104 i 88 P HA ROE S FI T HA Bl BRI BE
EH B

1 5 H el IR A F i 21 s A B AE R 1, TG B4 1 B e T e 2 s 21
m (Rl 2 eth3)

admin@WF-500# set deviceconfig high-availability enabled yes
interface hal port eth3 peer-ip-address <primary-node-eth3-
ip-address>

2. L VA A AR R A

admin@WF-500# set deviceconfig high-availability election-
option priority secondary

3. (AR BCE R R AT ORI B R A& e R O, i, AR R
F:

admin@WF-500# set deviceconfig high-availability interface
hal-backup port management peer-ip-address <primary-node-
management-ip-address>

4. CE SRR B EAE B L R O, GRS AL RN U B P A A R

admin@WF-500# set deviceconfig cluster cluster-name <name>
interface eth2 mode controller

STEPS| FERANEH 28 s LRI E
FER IS R

admin@WF-500# commit

FE A2 113519 iR BRACC B DU OO0 B

STEP G| BoiE F #2285 s _EIIMCE
FE LI R L

admin@WF-500(active-controller)> show cluster membership
Service Summary: wfpc signature Cluster name: mycluster
Address:10.10.10.100 Host name:WF-500 Node name:
wfpc-000000000000-internal Serial number:000000000000 Node mode:
controller Server role:True HA priority: primary Last changed:Sat,
04 Mar 2017 12:52:38 -0800 Services: wfcore signature wfpc
infra Monitor status:Serf Health Status: passing Agent alive and
reachable Application status: global-db-service:JoinedCluster
wildfire-apps-service:Ready global-queue-service:JoinedCluster
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wildfire-management-service:Done siggen-db:ReadyMaster Diag
report:10.10.10.110: reported leader '10.10.10.100', age 0.
10.10.10.100: local node passed sanity check.

&/~ (active-controller) AR Bos MR IRSAT Bon iy s Tl g0, g, JF
H2 P48 o

STEP 7| BOAE vzl 285 s BImCE
PR A5 L

admin@WF-500(passive-controller)> show cluster membership
Service Summary: wfpc signature Cluster name: mycluster
Address:10.10.10.110 Host name:WF-500 Node name:
wfpc-000000000000-internal Serial number:000000000000 Node
mode: controller Server role:True HA priority: secondary
Last changed:Fri, 02 Dec 2016 16:25:57 -0800 Services: wfcore
signature wfpc infra Monitor status:Serf Health Status: passing
Agent alive and reachable Application status: global-db-
service:JoinedCluster wildfire-apps-service:Ready global-

queue-service:JoinedCluster wildfire-management-service:Done
siggen-db:ReadySlave Diag report:10.10.10.110: reported leader

'10.10.10.100', age 0. 10.10.10.110: local node passed sanity
check.

$&7r (passive-controller) MIZEH R R N FHFE FPRASAT o 7 mi b THEm a5, e,
I H AR A 45 38 750

STEP S| PRy ilcE

WESE % 7 Rl AP E T MERALE B

admin@WF-500(passive-controller)> show wildfire global api-keys
allService Summary: wfpc signatureCluster name: mycluster

R R] LB S 6 e (1 APL
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STEP 9| PR R LT3 5 ] VR E .

[P 88 S OREC B ULRS, BN ZSEmM—K. mal FIVERC B FP e sa, F2ii 4811 sk
FECERD, HELH R .

Lo FEEgsilas 1 b, R0 ey ml ARG B 28 AR o ) 25 49 45

admin@WF-500(active-controller)> request high-availability
sync-to-remote running-config

PSR AR A5 7 RUE B AR A 25 20 1 R B AL HE, SRR 8% B A TG R 7 A A
A R LRI E .
2. PRRMCHE:

admin@WF-500# commit
STEP 10| 364F 3 1E #1847 .
FGUERT KBS B R, b AusE i ik % Device (i%#%) > Setup (& H) >
WildFirefngy 5 General Settings (H AL E) 4811 A, LAIRsEEE b —ANPik
BB ERETT A
1 SRR i LARA AR T 5 ] 25 28 A SRR A«

admin@WF-500(active-controller)> show cluster all-peers
2. WORREFAT AN AP B NREQIET AP EYD ok BT R 3T A

admin@WF-500(active-controller)> show wildfire global api-keys
all

3 AR R mUT REAR

admin@WF-500(active-controller)> show wildfire global sample-
status sha256 equal <value>

4 B BT DL B A SO AN R WA KR T R AR
PSS s T BLR 8 3 H S
SRRV G I 2 B S BRI MR AL S, BT R A

WildFire i% £ & 1 84 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-api/get-started-with-the-wildfire-api/get-your-api-key.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/wildfire-overview/get-started-with-wildfire.html

WildFire 45 SE 1

STEPIL] (nrit) Mo TAETT RUUEIIN AR

AR R P 80 R i B, IR B IR R — 2. T LU IR 2 18 D LA i 2 4R
e, B NEERERZE 20 k.

Lo FEEfml s r s b, I TR s A i 2810 50 AR S8 3R
admin@WF-500(active-controller)> configure

admin@WF-500(active-controller)# set deviceconfig cluster
mode controller worker-list <ip>

<ip> BB EASINBIEREN AR RS B 1 1P k. (S8 SR 1 i & AN I 2%
B (EREPSEECE N
2. FEREHIRET R LIRS E

admin@WF-500(active-controller)# commit
3. RSB B YR TR S H) WildFire W4 F, BCESERLUINAN, WESEREBEIED,
Fbg e 2% e N TAERE A

admin@WF-500> configure admin@WF-500# set deviceconfig cluster
cluster-name <name> interface eth2 mode worker

LR T LU AR R Y, ) 885l E MVERIE IR R e 8 . Rfil, eth2 2
B 88 R B Rl IR O

4 TETAET M BRI E

admin@WF-500# commit

S, EEfFTAE A _EMATE RS E . 1817 show cluster membership Jfi6
Applicationstatus, MRS L&n, HERFTE RS siggen-dbk
Ready k4.

6. FEAT—HERHEHIE N AL, AR TR SR
admin@WF-500> show cluster all-peers

TEAS I AR RSB SRR R FIER h. IRIERANAS I T 48R K WildFire & 248
A, AT DANEEREA B KR 5

STEP 12| #8 T A% A FEIFRC B .
L TS, BEFET S B R 2 S T TR,

admin@WF-500> show cluster membership

2. BOUERS KB AT ATE LRSS R L, B AT RUnT BLR A BT S
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A PC B NS BCE

7 (i 4 T LAY 2 FERM 42

+  WildFire &% 0 WildFire ¥4 7] iiF

R B N, TR G R BN E E A . BN E DX E T A, DA
RERRETAENTRE, ¥k E .
o EREZE WildFire AL & MRS FEAE NI &
o MBI REBUR.
s MEHE.
o WESWHE (RASERER VM S MEE NS, LLEH TR kISR &
WildFire A,
+ JJDNSR% 2. NTP RS ses5i 8 1P Hull.
L CLI BCE WildFire &, HALTAERE TGRS0 Lo IR IEERE S LRSS LA
BRI HE.
STEPL| EE WildFire EREHH I E . Bt S50 E WildFire ¥4 8 B 250
1 (@D EEEHZN,
2. JREASERREAE . BEE WildFire BEASERET A IP HURERIER A OG, & WildFire B %4
P S IEMFE T NAE — s IP k. 187515 E DNS RS 25 1P Hudik .

3. WE WildFire & I o, FE)EE R BB HE NTP RS2 E, JFRE NTP RS %
Bk

4 IRV M SOAE A F ) R AP LA
(R o vF A A FE WildFire 34 . IS BE BUK P - i M (0 DU BREE B .
6. X R ACE RADIUS S KIE.
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STEP2| (i) MERAEREE WildFire A3tz IF AL EERRHAL = R % .
A SR SR R R BHE S3%E B2 WildFire B4 2438 WildFire =, R ERIEER E 2 AT 5L
=8
» WA Z B, WA FJHAE 2 A T AT HEAR
© EPUTAH AT, ABIE S HAE DU BRI TR (BRIAEEAL. O
* \AzER WildFire H:IX AR AR, FFEIF AR H TR

SR AT e R R R, T LhrE oz WildFire g 1 e B X e Th Bt

1 NBVE EE WildFire B SR AT HR R 26 «

admin@WF-500(active-controller)# set deviceconfig setting
wildfire cloud-server <hostname-value>

WildFire 2 3tz 55 8% ENL B ARAIBRIAME 2 wildfire-public-cloud. f&n7 LA A
WildFire 73 fft FH 1S4 AR A 3 WildFire = o

2. REERERSE WildFire At w, WERGAEPITAIANRT, HIEHAILSH
E o SeER AL AT DLk At WildFire £ERF 1 713K

admin@WF-500(active-controller)# set deviceconfig setting
wildfire cloud-intelligence cloud-query (no | yes)

3. WREGEAERE WildFire A3k, BCE(EERA, IHOWZBANE I A R IDE

BT el = WildFire 23k G2EEdE . RTHBRERMEOHTH XML 5 BRI
A o IR RIEG R BAFEA, B BIERE

admin@WF-500(active-controller)# set deviceconfig setting
wildfire cloud-intelligence submit-diagnostics (no | yes)
submit-report (no | yes) submit-sample (no | yes)

STEP 3| (nyik) BB fhl #8795 s bhilid DNS H SR A IR %R 45

admin@WF-500(active-controller)# set deviceconfig cluster mode
controller service-advertisement dns-service enabled yes
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STEP 4] Cayih) il A R BOK € 31 R AR T B 500 R P SIS
1o SRR B AN R B 25 R I (]

admin@WF-500(active-controller)# set deviceconfig setting

wildfire file-retention malicious <indefinite | 1-2000> non-
malicious <1-90>

REEEREARBINEERTLIR ORI « REIREE (BREMRGEL) FEARIERIA
WER 14 K,
STEPS|  (nfik) BB Ik HIEE.
L iR MR B 3 A B 2 FTPAT REA B SCRYREAS, 48] A3 BE AR 0 R AE B 8 U
T3 B R R A Y

admin@WF-500(active-controller)# set deviceconfig setting
wildfire preferred-analysis-environment (Documents |
Executables | default)

X FAEHE N K% WildFire 15 4%«
o BRIN ETRRIS 34T 16 NSRS 10 AT RSAE Al BAT SCAEAN 2 A LT B AR .
o SORSIETUFT 34T 25 AN SR 1 AN TR AR AT HRAT SCERAN 2 /S AR 4
o ATHATSCAFIE TR 44T 25 AT RS AR AT BT SO 1A SORY R 2 AN P R R
T DUNAERE I &5 s B AR R e TR EE . (AR A& M Panorama &7 B4R
#, Panorama 1] DA B BEANERE /T )
STEPG| W&y st E.
Lo CuTik) VEE P28 T AR B A4 HT
2. BE VM AR FAERER L BT o AT AR A 4 U 10 I 24 B R I AT
3. W[k o FHASHL G AT URL JS5)2E i BAAE i DNS B 8% 44, LA URL 2851
STEPT7| FEHE.
1. FlE WildFire JE5C 5L H &M% E .

MAETEAS S R 71 i

FEAT AL AT DA 2 =g A1) 9

+ WildFire %% O WildFire ¥ A ik

ERTLOEE A CLI MEERERSBRTY /o XU RSB R B = A s = L R AR
SBEAE
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WA =A== LR R R R AR AL

1

MIEAET 5 CLI X AR Y s AR BRARAL -

admin@WF-500> request cluster decommission start

D) Decommission gy A{yidE T4 =4S =AU B A SR E )RR
decommission ks 5 e REAS IR 1

TN T R IR A2 15 O :
admin@WF-500> show cluster membership

ETAET SMNERY BTG, 4k decommission: success. WIE A4 K E
TN INIAIZ R, S AE JU Bl DL R IR BR AR LSS R, ARG R s AT b a2 o
AR & CLI M S R B

admin@WF-500># delete deviceconfig cluster
RAHLE

admin@WF-500># commit
RETE T &5 IEEIsTT:

admin@WF-500> show system software status

M85 15 TAR SRR B A

admin@WF-500(active-controller)# delete deviceconfig cluster
mode controller worker-list <worker-node-ip>

e AL HC -

admin@WF-500(active-controller)# commit

FEFERIAR T Al b, B AR TAEST s OB
admin@WF-500(active-controller)> show cluster all-peers

TEREBRI AR R B RS R R .
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MU o BEAE RS R 1l 4 17

IEHAROLT, AR FVERC E b SRR AU P MR 23719 mle (EA2, 4R B 455
R HE T EOEIT CLI AR B 2 ] 45 19 A

1 SR BRI 4 17

admin@WF-500(passive-controller)> debug cluster suspend on

2. FERSARERRREEHI T AL, MERE AT AR E . ORI R TR SRR AT AU
B

admin@WF-500(passive-controller)> configure
admin@WF-500(passive-controller)# delete deviceconfig high-
availability

3. BRI

admin@WF-500(passive-controller)# delete deviceconfig cluster

4 IRAIE:

admin@WF-500(passive-controller)# commit

S LZEfFRSKE . 1547 show cluster membership 7 Application status,
M RS B2y, HEIRFTA RS A siggen-db 4 Ready k4. Node mode M
4 stand alone.

6. FERRER S L, BAERRT S O
admin@WF-500(active-controller)> show cluster all-peers

TR BR RS A B R E R M AR T .
T IR 5 A WildFire B, RPN AR LR E S T A ORI E
FEREABR I £ o

USRI VA HoAR A28 (0 FE R BR AR 1T ] WilldFire 048, (8N TR AR SR AL Bk ey T
PEFIERRENC B, PUOMAEUCRE T 5 S8,  HIXREER sl fE. # 5 & wildFire
BEAEAE A ST Va6 BT A BT R SRR B AR A

TN R SRS B ] PRSI B (o B b g BB HI a1 50D -

admin@WF-500(active-controller)> configure
admin@WF-500 (active-controller)# delete deviceconfig
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high-availability admin@WF-500(active-controller)# delete
deviceconfig cluster admin@WF-500(active-controller)# commit

RS KE . 1217 show cluster membership Jf#: % Application status,
YA RS LR, H B RFTA RS A siggen-db #4°4 Ready k& . Node mode
v stand_alone.
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Al B WildFire ¥ 2% 2115 25 N2

CET AR T LU 2 i R A A

O WildFire ¥4 7] iF

* WildFire % %%

fas ] DATESEBE N T8 1% & 2 [N WildFire 3815 . 24 WildFire % % 58 B & Al WildFire £
FEXT W % 2 [T @GR, BONE B SORZEEEE . & n] LUE IKE/Psec HM3Uf# F FiE SIE
B H 8 SCIET RS WildFire X851 4 2 (B WERT B 3k . Bl SCUE R4 2417 FIPS/ICC/
UCAPL HUHERE B ME M ER . M, wREBMEHEE UET, W2k FIPSICC/UCAPL
BHGET, BNEELESNED.

f&nr LA# A WildFire CLI AHWACR B WildFire 1544 21 245 0%, tn] LLd IS Panorama £E H1 1 &
WildFire & 2% & N . &0, S eERENMATA WildFire % & % AUE 1T SRR @B E 1
PAN-OS Jit 4

A SR A SR ch g WildFire g i FIPSICC RIS, 0z 195 SCIE-F 1 305 F

AR S AR B I A& BB & (1 7 20, AT RABAT DA AR 2 —
o fEHTE XAEFLE Panorama 4 FR I B 545 31 845 I

o ] EE XGEBLE Panorama 4 FR I B B4 B B4 N

* JEIE CLI A il sE SCUEFS R e # B B N AT B

o JEIE CLI A H 5 U0 15 4 B £ a5 AT i &

Hid CLI 3 1 SCUEF55% v 6 B i s s HEAT B &

STEP1

FEAT AL R LA 2 i Z e AT

e WildFire iX 4% O WildFire 7] 1E

t ArL ‘ DS 7a) /4\?
. . N . . VTS

L CLI X B BB & I REATRCEL RS, ST E v E B2 45 1K) WildFire 8245 5% H B f
2o BB E S B kv Ehlds . ARG IEAARERA 3D SRA LA R ERE, Mk w2t
HA EahiEthl as i R E, Hye 55 4879 5 1 WildFire Z28E T E

| B2 Wildfire %4 712¢ 3] PAN-OS 9.0,

STEP 2| KI5 WildFire & £ H R B OIEMIE, Hr Lwks Figfr.
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STEP 3| )5 H458 e N Eshiz 241 WildFire ¥ & L2 &4 5HRE .
set deviceconfig cluster encryption enabled yes

STEPA| (M) A HA REMNES ., iZ%E (Al Ar%F HA XTZ 8 HA REHTIne, W2
Palo Alto Networks #E77 it e 3: flfi

O v FIPSCC j: Figfrity, A2 HARE .
set deviceconfig high availability encryption enabled yes

STEPS|  (XIREA 3AELL AT AR SR MR EM A =4 WildFire 4RSS 2317
SR 2-4.,

f CLI# H B & SGUE X 15 88 2 8 hn & dk AT &

AT b T LA 2 FERMA 47

+  WildFire %% O WildFire ¥4 7] iF

R CLI X545 B W A I8 HEATEC B I, 18020 FE 52 N - sh % Hi 23 10 WildFire 545 & H AT A i
Ao B B ECK B0 KA SRR IR IEEEMEBA 3L T AAERE, R L2t
B Eshfh s E, HaMmRes 287 5 n WildFire SERETHLE

STEP 1| ¥4 2% Wildfire %4 147 %] PAN-OS9.0.
STEP 2| K& WildFire WA RS CIEMELE, HALTIRE Nizatr.

STEP 3| f#FHFAEIL CA IFPBSEN (BUERD FF. 30, RGO A 2 XGIF B
WildFire ¥ & F1 5 KBS HC B N3 T 22 405, WE AT AV HZ B 2 SGIEF R S28 WildFire %
% 2 8] ) 22 A aE.

1 S AAZER, M WildFire %4 CLI #IALL F#r4: scp import
certificate from <value> file <value> remote-port <1-65535>
source-ip <ip/netmask> certificate-name <value> passphrase
<value> format <value>

2. BAEREESGET, iEM WildFire %% CLI AL FN%: request certificate
generate certificate-name name digest country-code state
locality organization email filename ca signed-by | ocsp-
responder-url days-till-expiry hostname [ ... ] request
certificate generate certificate-name name digest country-code
state locality organization email filename ca signed-by | ocsp-
responder-url days-till-expiry ip [ ... ] request certificate
generate certificate-name name
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STEP 4] JONELS RS HAE T AR WildFire B4 B 9% .

scp import keypair from <value> file <value> remote-port <1-65535>
source-ip <ip/netmask> certificate-name <value> passphrase <value>
format <pkcsl2|pem>

STEPS| it 46 ¢ SSLITLSELE U, LAE X WildFire 14 FH T SSLITLS 45 FIUE HRI ML
set deviceconfig setting management secure-conn-server ssl-tls-
service-profile <profile name>

1 @ SSL/TLS At & (1t
set shared ssl-tls-service-profile <name>
2. fgseEESGER.
set shared ssl-tls-service-profile <name> certificate <value>

3. X SSL/TLSIEMH.

set shared ssl-tls-service-profile <name> protocol-settings
min-version <tlsl-0|tlsl-1|tlsl-2>

set shared ssl-tls-service-profile <name> protocol-settings
max-version <tlsl-0|tlsl-1|tlsl-2|max>
4. 487 SSLITLSHCE . b SSLITLS g5 Fic & & A T WildFire B 2 18], LAK
WildFire %4515 £ 2 8] i 4z .

set deviceconfig setting management secure-conn-server ssl-
tls-service-profile <ssltls-profile>
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STEP G| W& IHae iE R E Sk, BLE X WildFire 84 FH T SSLITLS %5 IEH AL
1 QIguEHBRcE .

set shared certificate-profile <name>

2. (k) WEEEAR GEHA) s AR

set shared certificate-profile <name> username-field subject
<common -name>

set shared certificate-profile <name> username-field subject-
alt <email|principal-name>

3 (i) WEM .

set shared certificate-profile <name> domain <value>

4. BE CA.

set shared certificate-profile <name> CA <name>

set shared certificate-profile <name> CA <name> default-ocsp-
url <value>

set shared certificate-profile <name> CA <name> ocsp-verify-
cert <value>

S fREEHRCE .

set deviceconfig setting management secure-conn-server
certificate-profile <certificate-profile>

STEP7| S AIEHMALHXT.
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STEP 8| £ Panorama F-AC B By k& 22 44T BB, F WildFire S8 85 B il 1F € SGIEF AR %

ko

XAE BT KBS WildFire e g SR A2 W) B — 2% 2 4B R0l . QR O RTh o B BT K

WA WildFire & SRR [ 2 4815,  HIEAEME I BUA 19 B € SGEFS, BTt IR 9.

1

S.
6.

1%EF¢ Device (% #%) > Certificate Management GIETIE#) > Certificate Profile (iE1Y
[LH='E D

WC B UE G B S

1% Ff Device (¥4 ) >Setup (I%E) >Management (&) > Secure Communication
Settings (%4 lfEWE) , il Secure Communication Settings (%4 iBERE) HIH
Edit (4af) Eix, DMERCEP; KBS E & SGEHiEE.

M S R Fi 51 2 rhik % Certificate Type GEF528%) | Certificate GEF:) #
Certificate Profile GIEBECE M) , AJEHATRCE, DMEMAELER 2 haldra e X
EF.

£ H € GBS T, %&$% WildFire Communication (WildFireiEfE) .

il OK (HfisE) -

STEP 9| 28 1A FH i SIEFS
set deviceconfig setting management secure-conn-server disable-pre-
defined-cert yes

STEP 10| $552 FF A & SGET R4k 2 B0 30AE 1) DNS 488 CEF /& 384 ARk E & H 45 o i
1, BRilig4  wfpc.service.mycluster.paloaltonetworks.com.

set deviceconfig setting wildfire custom-dns-name <custom_dns_name>.

STEP 11| (XIREA 3B T AR &R MR EM A E =4 WildFire 4IRS 2417 i E
21 2-10.
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WA 42 WildFire &£ 14

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

f&nr LU CLI 8% Panorama #6245 1 WildFire SEBEREIR S . X RUVFIBIRAESS & 75 55 _LIg T i v
FHRE P AR 55 2 5 IE R 1847 . N T ik WildFire SEREIERIEAT, W Z0FE 1T i B 30S AH B 0 AR 45 A
MR, HOMAFUNIEFERS . fEXESHPIIMNEIT IR RERIE R AN Tislr, SRR
F LA [ URT B B ] R

D) CHBIRTCIAM Panorama SR i & 2. =t SEREAR G ) AT W ReHE A, Sl
W% WildFire CLI,

AT L@ M WildFire CLI AT B & &7 WildFire 42 i) &3 9 '5[3’]%1 HPRAS . dr & EoRBiC BT
‘fﬁ\ RGBT e LRI R AR SS . BLACIRS R RG] BLREX éﬁf*ﬁﬁ?ﬁﬁ;ﬁ@ﬁ’]
EREORE . BEWRSEAFWER WildFire 55 JFEEI 7] LUsAT

A K WildFire & TR B, 1520 LT 5
* @ CLI &F WildFire £RHIRAS

* JEid Panorama A WildFire S FHIRAS

« WildFire N HFEF R4S

* WildFire iIRZ5- R4

L CLI BF WildFire S2ERIR A

FEAT AL R LA 2 i e A4 ?

s WildFire % % O WildFire ¥l iiF

LA WildFire SEREHE IEF RS BN IZAT, BLIHAT FHIRoR

+ show cluster controller— & x3:s/#i5) WildFire SEHET SUIRE .

+ show cluster all-peers—&/xKT 45 E WildFire S8 1 FTA A BIME B .
* show cluster membership— HEEHEFIMLTT fi R WildFire &5 5

- show cluster data-mlgratlon-status—wméﬁ%ﬁ%tﬁ%%ﬁﬁﬁ%}o
« show log system—E/x WildFire H/FH&E, WS RGUIRSIEHAER.
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STEP 1| 7F WildFire % &4l 2% 15 s I, 1817

admin@WF-500(active-controller)>show clustercontroller

1B ) WildFire 223 2o R AITELHME B

o WHRMARIERLIR, KHEEA D,

o CYPNEERERE OINALIER T, K/V API online status f/x True. False IR&FE R
SRUE AN 2 B H I X 4% ]

« Task processing fEEahEHI%s () F&Eox True i HEEMSEHI2 (%) EER
False.

« EFENFTA WildFire %5 510 IP 51T App Service Avail F.

« &%=/ Good Core Servers. Good Core Servers ¥k TR FIZ1THIN 5

o WEREEREN A = RUIEERAT, KA E MRS SRR, DR KSR e
P

* Jt Suspended Nodes.
* Current Task IRELRTHEMERBRIENET RELR, WHEE. MEREN LI EE5.
NARBIRE R 77X A WildFire ZERF A BCE Y, IEHOIRES S T ah i &85 -

Cluster name:WildFire Cluster K/V API online:True Task

processing: on Active Controller:True DNS Advertisement:App
Service DNS Name:App Service Avail:2.2.2.14, 2.2.2.15 Core
Servers:009701000026:2.2.2.15 009701000043:2.2.2.14 Good Core
Servers:2 Suspended Nodes:Current Task: * Showing latest completed
task Request: startup from gald (009701000043/80025) at 2017-09-18
21:43:34 UTC null Response: permit by gal5 at 2017-09-18 21:45:15
UTC 1/2 core servers available.Finished: success at 2017-09-18
21:43:47 UTC
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STEP 2| 7£ WildFire Bt & #3847 5 1, 1817

admin@WF-500>show cluster all-peers

IEH I WildFire SR R T84S B -

K TEEREN WildFire 5 S )% #1452 %1 T Address. Mode. Server. Node 1 Name .
fiifA WildFire ££ 87 SIEEIZ AT wipc IRSS, X2 — P 38 SO REA 23 BT AR 55 .
YERES) . B S BRS SR EITH T SRS F S BER N HRS S M. WREET S

BB MRS 4R, HARIEAMS BT, REFSEROH RS &M .

TE 3T E B, B ARG AT s O TR A5

BTG S AT REAEAE, (BE RN Disconnected. Wi TFERE )y s NEEREY Sy %
bR R EHOR.

Fahixdl a4 SR siggen-db:ReadyMaster.

Wesh¥EH 28 i Eor siggen-db:ReadySlave.

ST WIFITe e e i i R AS VRS B 245 1, i g WiTdFiTe R
PR &gy WildFire A 351K

Diag report wﬁ%ﬁ%%%ﬁﬂl%ﬁﬁe?ﬁﬁ%:

FiRH R

‘Unreachable g AR

Unexpected member BT RN R E W — 5. I R AT Rl
MARTERC B bR, sRRCEA Y.

Left cluster VBT R TGRSk S AR ) 2 U7 1)

Incorrect cluster name PR R AL AR LA R

Connectivity unstable T R S AR ) 4 AR E

Connectivity lost BT s SRR RS s E R

Unexpected server serial number | il 2= 4IRS 2571 M.

PRGN T IEHIRE T84T R 3 719 53 WildFire 524

Address Mode Server Node Name ------- ---- ------ ---------

2.2.2.15 controller Self True gal5 Service: infra signature
wfcore wfpc Status:Connected, Server role applied Changed:Mon, 18
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Sep 2017 15:37:40 -0700 WF App: global-db-service:JoinedCluster
wildfire-apps-service:Stopped global-queue-service:JoinedCluster
wildfire-management-service:Done siggen-db:ReadySlave 2.2.2.14
controller Peer True gal4 Service: infra signature wfcore wfpc
Status:Connected, Server role applied Changed:Mon, 18 Sep 2017
15:37:40 -0700 WF App: global-db-service: commit-lock wildfire-
apps-service:Stopped global-queue-service:ReadyStandalone wildfire-
management-service:Done siggen-db:ReadyMaster 2.2.2.16 worker True
wf6240 Service: infra wfcore wfpc Status:Connected, Server role
applied Changed:Wed, 22 Feb 2017 11:11:15 -0800 WF App: wildfire-
apps-service:Ready global-db-service:JoinedCluster global-queue-
service:JoinedCluster local-db-service:DataMigrationFailed Diag
report:2.2.2.14: reported leader '2.2.2.15', age 0. 2.2.2.15:
local node passed sanity check.

STEP 3| 7£ WildFire ¥ & #3517 i L, 184

il

admin@WF-500>show cluster membership

TEH 1 WildFire S7E R T AIVEAR(S 1.
o WHL WildFire WA T B VERS, WERARR. B& IPHbE. 755,

* Server role &/ WildFire % & & S ENEREIRS #1817 . SEFEIRSS 2RI 1THI/ 2L Al 40
MR AR S . BANMERERZ T UE =6 RS54

* Node mode ##ii& T WildFire & & M th. IR WildFire 545 7T L& controller
o worker i, EARE P T EC BRGS0 E A i . ARERE A A B
stand alone.

o RTER S AOEIETY Services:

W R _EBAT RS

AR A (EBIEWED .« 4Ky
« wfpc

- wfcore

R 55 2% 715 R .« 4Ky
+ wfpc

- wfcore

TAES M )
+ wfpc

* HA priority iR¥EHAC & AR TeRE, (HIbBoe 5 s Hre ] RSk,

WildFire i £ 45 # 100 ©2025 Palo Alto Networks, Inc.



WildFire 52527

* Work queue status Wix JFEARZHTARE TAE L ERE AT IREAR . XM LERRES
WildFire B #2Si) F1 380

T WHIdFire s v F R 45 R AS DRI RO TE 2 43, itz WildRIre BRI
5 7y WildFire 55 4R 2

PRGN T IEEIRES T 24T B WildFire £ 4%

Service Summary: wfpc signature Cluster name: ga-auto-0Outl
Address:2.2.2.15 Host name: qal5 Node name: wfpc-009701000026-
internal Serial number:009701000026 Node mode: controller Server
role:True HA priority: secondary Last changed:Fri, 22 Sep 2017

11:30:47 -0700 Services: wfcore signature wfpc infra Monitor
status:Serf Health Status: passing Agent alive and reachable
Service 'infra' check: passing Application status: global-db-
service:ReadylLeader wildfire-apps-service:Ready global-queue-
service:ReadylLeader wildfire-management-service:Done siggen-
db:Ready Work queue status: sample anaysis queued:0 sample

anaysis running:0 sample copy queued:0 sample copy running:0 Diag
report:2.2.2.14: reported leader '2.2.2.15', age 0. 2.2.2.15:
local node passed sanity check.

STEP 4| #E WildFire B3 3517 5 L, 1817
admin@WF-500(active-controller)>show clusterdata-migration-status
WildFire ¥ 7 LN Bl 7% i (5 B -
o KRR, E2)E R SCIEE) WildFire WA R . BRIT RS SE RN, £ R 5 BN TA) K

« IANESON WildFire S8 (B0, ARINBUINER S SOAESCT A 0D e, R SR ISR H
G

© JHEFTIR WildFire i, ATABHTHEIEIE S . THEUR, 165 LKA WildFire SERFRIIZATIR
&, UBETRER A IR .

PAUR 7 BilE 7 1 WildFire a6 SRR o U B 12 A2 1 5

admin@WF-500(active-controller)>: show data-migration-status 100%
completed on Mon Sep 9 21:44:48 PDT 2019
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STEPS| 7E wildFire B4 £3 . #ahFRS 3175 L, &17:

admin@WF-500(active-controller)>show log systemsubtype direction
equal backward

AT 2 TN ECHT BB IH I 75 AT A SO0 Bs K i v 46 1-JR K WildFire H S 34+

OV E S s

IR A T R iz . BN, R IEAERAE 39 nUBRAE, A 206 IE

TS PEhIEa AR 55 4 S B RIRES .
* WildFire i CLI IR Rl H & S AT LSV 2 728, fm] DIARYEH 0L 728 R 5o it i g

Hi&. AR

5 S BRI R s A FREAT I I :

* global-queue—matchqueue, for example show log system directionequal
backward | match queue

* global-database—match global, for example show log system direction equal
backward | matchglobal

 signature-generation—match signature, for example show log system direction
equal backward| match signature

o« IEHIZATH WildFire B 2R A1 58 2 A RUERE PR R LU NIRES . IEHIE4T )

WildFire ZE 77T

il DA R i

O Ezhizlas

REET R A ORA AR RELE.

FRIGUE WildFire B8 ARk 55 7 S AESRRE RS & b I 3847

ERZIEN 2 INAS

global-queue

O infowildfire cluster 0 Global queue (rabbitmq)
cluster formation succeeded withstatus
ReadyLeader

0 info general general 0 Setup policy for global-
gueue service

global-database

0o infogeneral general 0 I'm cluster leader,
bootstrap for global-db service

0 info general general 0 Setup policy for global-
gueue service

signature-
generation

0 infowildfir cluster 0 Signature generation
service status set to ReadyMaster

0 info wildfir cluster 0 Signature
generationservice status set to ReadyMaster
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o) WildFiIre 43 [m ) F 5 A5 4% A B IH RIS Sors . SRR L 2B Bt
i fr 424 direction equal backward i WildFire gz CLI 233 p

B [H B8 (3R 8] H S

O eahiil ot

IR Er 2 NN ]

global-queue

0 infogeneral general 0 Setup policy for global-

gueue service

info wildfire cluster 0 Global queue
(rabbitmq)cluster formation succeeded with
status JoinedCluster

info general general 0 Join cluster for global-
queueservice - succeeded

info general general 0 Setup policy for global-
queue service

global-database

infogeneral general 0 Setup policy for global-
queue service

info general general O Restore
applications:done, For global-db bootstrap and
join cluster

info general general 0 Start vm mgr, For global-
dbbootstrap and join cluster

info general general 0 Start uwsgi, For global-
dbbootstrap and join cluster

info general general 0 Start wf services,
Forglobal-db bootstrap and join cluster

info general general 0 Suspend
applications:done, For global-db bootstrap and
join cluster

info general general 0@ Stop vm mgr, For global-
dbbootstrap and join cluster

info general general 0 Stop uwsgi, For global-
dbbootstrap and join cluster

info general general 0 Stop wf services,
Forglobal-db bootstrap and join cluster
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HeBh il SR 7

0 info general general 0 Bootstrap and join
clusterfor global-db service

signature- 0 infowildfir cluster 0 Signature generation
generation service status set to ReadySlave

0 info wildfir cluster 0 Signature
generationservice status set to ReadySlave

2 WMWeﬁ%ﬁﬁﬁﬂﬁﬁﬁﬁM%ﬂE%W?E%oW%@ﬁﬁﬁuii%¢
424 direction equal backward i WildFire g CLI 235 ph

mmﬁm%mmr B HEHEE .

 IEFIZATHY WildFire g 2 IR A1 2% 31 R TP R R LU VRS . IEHIZAT I
WildFire SEHE11 mi 2k e & A1 (R AT A R BPIRS B4

il I LA A A SR WildRire 4% Ik 95 & T AE AR T B 28 o IR W IS AT
« EshEa

LA AR

global-queue 0 infowildfire cluster 0 Global queue (rabbitmq)
cluster formation succeeded withstatus
JoinedCluster

0 info general general 0 Join cluster for global-
queueservice - succeeded

0 info general general 0 Setup policy for global-
gueue service

global-database 0 infogeneral general 0 Restore applications:
done, For global-db bootstrap andjoin cluster

0o info general general 0 Start vm mgr, For global-
dbbootstrap and join cluster

0 info general general 0 Start uwsgi, For global-
dbbootstrap and join cluster

0o info general general 0 Start wf services,
Forglobal-db bootstrap and join cluster

0 info general general 0 Suspend
applications:done, For global-db bootstrap and
join cluster

o info general general 0@ Stop vm mgr, For global-
dbbootstrap and join cluster
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E AR AR

0 info general general 0 Stop uwsgi, For global-
dbbootstrap and join cluster

0o info general general 0 Stop wf services,
Forglobal-db bootstrap and join cluster

0 2019/07/19 14:40:19 info general general
OBootstrap and join cluster for global-db

service
signature- 0 infowildfire cluster 0 Signature generation
generation service status set to ReadyMaster

o) WAldFire 465 [ 2 (3 5 DRI BT s ISR R ] B b e
Firiidr 42y direction equal backward, yy WildFire i % CLI 245 )

f | H B B AR el H S R

Wb A

RGN

global-queue 0 infogeneral general 0 Setup policy for global-
gueue service

0 info general general 0 Setup policy for global-
gueue service

0 info wildfire cluster 0 Global queue
(rabbitmq)cluster formation succeeded with
status ReadylLeader

0 info general general 0 Setup policy for global-
queue service

global-database 0 infogeneral general 0 I'm cluster leader,
bootstrap for global-db service

0 info general general 0 Setup policy for global-
queue service

signature- O infowildfire cluster 0 Signature generation
generation service status set to ReadySlave

0 info wildfire cluster 0 Signature
generationservice status set to ReadySlave
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e A IR

WildFire i 43R a1 H 45 B 3% A BCHT Bl I H BT SR . i SR LB
Wk TR fr A 24 direction equal backward ) WildFire gz CLI 2

=

LN IR El @ i) TS S EYE N R PRE PSS

AR 55 45 9 RUIRAS

global-queue 0 infowildfire cluster 0 Global queue (rabbitmq)
cluster formation succeeded withstatus
JoinedCluster

0 info general general 0 Join cluster for global-
queueservice - succeeded

0 info general general 0 Setup policy for global-
queue service

0 info wildfire cluster 0 Global queue
(rabbitmqg)cluster formation succeeded with
status StandbyAsWorker

global-database O infogeneral general 0 Restore applications:
done, For global-db bootstrap andjoin cluster

o info general general 0 Start vm mgr, For global-
dbbootstrap and join cluster

o info general general O Start uwsgi, For global-
dbbootstrap and join cluster

o info general general 0 Start wf services,
Forglobal-db bootstrap and join cluster

0o info general general 0 Suspend
applications:done, For global-db bootstrap and
join cluster

0o info general general 0 Stop vm mgr, For global-
dbbootstrap and join cluster

0o info general general 0 Stop uwsgi, For global-
dbbootstrap and join cluster

0o info general general 0 Stop wf services,
Forglobal-db bootstrap and join cluster

0O 2019/07/19 14:32:50 info general general
OPromote worker node and join cluster for
global-db service
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AR 55 455 RUIRS

signature- 0 infowildfire cluster O Signature generation
generation service status set to Stopped

O critical wildfire cluster 0 Signature
DataMigrationDone

WildFire 5 4 i [l 1 H 45 B 4% MR R IH BT SR o i AT DL 2D 3
424 direction equal backward, p WildFire & CLI 24 b

B [H B8 IR 8] H S

WildFire N FHFE PR

FEA AL R DA 2 i Z G AT 42

* WildFire % & O WildFire 0] iF

WildFire % & 1247 — RN SN AR, CUEBERPMAREAR SR A EE . fEEF WildFire %4
FORASR, EoRXEeR HFEF L% I0R A

PEREIR TERRAM . HBORRE KA

Al AR S A
global-db- | g% | AcquiringSessionSpinLock SERF TR, BRI
service 6 6 PR T 174 DG o
WildFire %3414
o 5 5 FEA B i N AR B Ak
T 5 RS
BootstrappingNoM eet A HUFEA B B R 55 R 5
H AR5 HAh WildFire % &
FailedToBecomeWorker DL TAENT B NEERE S,
FailedToBootstrap 5| F R I
FailedToJoinCluster TONEERE RN
FailedToStartServices N 3 B P IR 5% B 2h R T o
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Al AR A
MaintenanceDecommission TEUR IR 25 IR AL
R

MaintenanceDecommissionDone | %4 i AR 45 AR B 24 o

M aintenanceFail over JE B33 AR DL B 2R A Hb R 4% A
PR % £ Ay I AR

MaintenanceFailed IR 45 W 5 e A A UL o

MaintenanceFailoverDone RS-t P 75 52 i

MaintenanceRecoverFromSplitbrain 418 WildFire ¥ 4% 24 5 4b T
i, HlE E RS IRES
ARSI AR 5 E

MaintenanceRecoverFromSplitbrain.

MaintenanceSuspend PR T Aa 42
. BORERS W
RT3 B RSB R

B
MaintenanceSuspendDone B IR 5% O 58 i 2T 1553k
o
DataMigration AR R NS IS E R
Fedrt. 24 WildFire 34500
NEERERS R A s O
DataMigrationDone BT R R 52
DataMigrationFailed EAE/pa  StiY N
JoinedCluster A H R B R S5 DR
o
Ready B PERR S5 A T 45 R3S o
ReadyL eader O PE R S5 A T e 4R

H IS &8N 5] T B
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A REHPIRAS R

Ready Standal one A C ) O R R R T
=R A S-SR (YNE I RATE S
i

Splitbrain Cik Il R R A, H
B P R 55 L N 2R
B RSS2
ReadyStandalone.

StandbyAsWorker AR s B R 55 Ak T A5
LR .

Waitingforl eaderReady AT RS RN 5] 27

o

A REHPIRA 2% AF

global-
gueue-
service

AR B
WildFire #4749
M REAS 1) 22
.

51

A A 55 ML AR 1y H RiTAL T
FIFIRE .

FailedToBecomeWorker

PATART s BRAE R

FailedToBootstrap

5l SRR

FailedToJoinCluster

I SRS

FailedToStartServices

PR BA S AR 55 3 3l R Ko

M ai ntenanceDecommission

JF e BAB IR 55 (R e B35 AL ik

S

M ai ntenanceDecommissionDone

BAB IR 55 C AR BRI AL o

M aintenanceFailover

JR BlERE AR 2 A 1l 55 A

PR 4 % £ I AS
MaintenanceFailed IR 55 e s e A A I o
MaintenanceFailoverDone AR5 Wk [ 44 52 il o
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A REHPIRZAS %A

MaintenanceRecoverFromSplitbrain 18 WildFire ¥ 4% 24 5 4b T
MR, AFIIRSSIRZS
A

ianienencesuspend R T4 2
. BB B T
SR 5 SRR

o
MaintenanceSuspendDone AR 25 2 58 12 15 3 AR .
JoinedCluster FAFIHR 55 EINNEERE
Ready AR 25 Ak Tt 45 IRAS o
ReadyL eader AR5 4b TRz, H
& BN G S
ReadyStandalone PR 55 4b TR s, B
M & IEVE AT B %8
1T
Splitbrain CURE I B RS, H
A IR 55 C 3 N 2L i
Ko RS EDE L 5
ReadyStandalone.
StandbyAsWorker TAE A BAF AR 55 AT F5 L
A REAIR S 2614
siggen-db 4 1% WildFire DatabaseFailover 2R A AT I R e A
LB B, B ahia 4828 o F 5h i
FEA HlEs . Wiahisdl s &4

W5 NES, HAIREH
N DatabaseFailover .

DatabaseFailoverFaild 5 A2 B T LR R R L
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A RERIIRES 2% AF

DataMigration ARSI o A RS &
HAEEEE I, 4 WildFire i%
FMNSEHEIS A MO0 -

DataMigrationDone o TR R T2 Ak

DataMigrationFailed e TR R S,

Ve 840 B P IR 95 R A

MaintenanceDecommission TFAt 58 42 B0 e 5 FO AR e
FAHERE -

M ai ntenanceDecommissionDone BB IR 5 C RIS RL

M ai ntenanceFailover 2 B3 FE DA B 25 A Hbs il 5% A
e e A 2% A IS

MaintenanceFailoverDone ARG W= 52 K.

MaintenanceSuspend HTHP K T4
—, BAHRE RS
5 AR B BUE R &
R BRI

MaintenanceSuspendDone B O R PR 45 58 B 15
B .

MigrateM alwareDatabase 24 PAN-OS Ml A 7.1 F+4

_ _ % 8.0/, FEAREIRYE N
MigrateSiggenDatabaseStagel KRB, KEIRAFERT

MigrateSiggenDatabaseStage? HORITB R I -

MigrateSiggenDatabaseStage3

Ready 4 MR IR 25 TR

ReadyM aster 840 Bl P I 55 A T AR
X, HAEEIEH & Lig
{7
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A REHPIRZAS %A

ReadySlave

8640 Bl P R 55 A T R s

R, HAEREIE L
i

ReadyStandalone

8640 Bl P W 55 Ak Tt 45 IR
A, HBEBE& I oL
#HistT.

Splitbrain

CA I B RAS, HAR
P AR R R S5 NN
L W R R I PR )
ReadyStandal one.

A En

R4 e P I g5 AR e b
fa ik,

A RERPIRAS % AF

wildfire-

management-

service

WildFire T {E#:
REFRS .

IEAT WildFire & # i 55 b T #4E
R
FEIK WildFire & i & .52 S

7o

A REAPIRZS 2 AF

wildfire-
apps-service

WildFire LAt 42
¥ B FHFEFF

EEA WildFire B 27 Ik 55 CiE
iR

Ready WildFire i F2 7 ik 45 4k T
MR

R WildFire B H 27 e %% 5%
A FET o

EAEH%I WildFire B FH RS il 95 4k T
THRIPRES .

W B AL 2% WildFire M 7.1 5T+ R &

8.0 i, It WildFire i H#2
P 551847
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WildFire & 27 ik 45 CL7E
W FiEik,

A REHPIRZAS %A
WA
ik

WildFire M 2 Ak %5 8
1S LU T 4R

WildFire i &5 IR &S

(T AL AT AT ?

R A?

+ WildFire %% 0 WildFire ¥ ] ik

WildFire 1 %

— g

iBir—

S, EoRIKEE RS R TR .

AR PR RS 1 WildFire BRSSAEME. BEHE . RESFAF MM S TELE B -

YA RS, VS BB AE R I Ab 2. fE &7 WildFire &4 RER

For WildFire £ERESREARZE M4 IR 55 1E

GEH Fr 15
TELR SE B S Lis AT .
wfpc TR CAFEAR MRS (WildFire
LB ) Al LA T SO Ak
Ao
%4 A i WildFire 45 2544 F oy B it T (EE) M
Ao g (%)
o
wfcore FoRI SIEVE N WildFire SR 3L RG22 4

Tt 2R iR 55 R AR 55 438 4T

k451247, 78 CLIAR

SRR ER. WX
B AR 5% A Im) 25 5 A A
AL, TEIGUE A P BL
=
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EEEREN T2 WildFire 4%

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

SO LS CLI B A2 in N BE 1 WildFire 155 4%, 8587 A Panorama 3% 4 F+ i 4 8¢

HR3E WildFire W& 7 B AIE G IAE AR S, TR AR MBE AR XEHETHAHRFE
IEREATA SRR FEAT 14 KPR MREA . AR EEA S N EH A WildFire % & & H 30 2
60 4341

o ERENRIETE T SIS AT A [F R A A E R S

+ Panorama ] 1 # iz /7 PAN-OS i (i A 8.0.1 a1 |- 1y WiIdFire i % iist 4 4
.

¢ BIRBCESEE R T AR YR . T W LR e R BB TR A .
R, AT FIMES 2 —, DIFRER WildFire S5
© JEI E B E TR Panorama 4R R TR A B
o Adnt B EEEAE Panorama b8 T AR B
oI I T A M T AR B
o NI LR R AR H T AR R

E L BT E A T 2R SRR

LET AL TT DL 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

BRI, ARSI IO LR R % WildFire . & HHoelins, HEZER
TN Z AT IR KSR -
STEP 1| il #15RE A 30T o
Lo {51k K RAEATHRE A ZE WildFire 54
1. G FB; kb Web FH o

2. % fDevice (K4 >Setup (E) >WildFire, R/5%m%HGeneral Settings (& #1 1%
).

3. J&2 WildFirePrivate Cloud (WildFire 56 =) FE.
4. B OK (HsE) 1 Commit (32X .
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2. TN KRR A 2 B A R AR 3BT 2 58 1k

admin@WF-500(passive-controller)> show wildfire latest samples

‘ ﬁD%‘“T*ﬁg 15 WAldFire 1§ o 58 slond Bl 3RS REA I 30, 457 LA B ek
o H2, FHEHEH) WildFire 4 m] el 53 A A RS RE A

STEP 2| 2236 5507 1 WildFire 4 WA BT BT N B SR BB it U B, DAIRERAS DI =
(G

FEINBA b, LI FR R 2 T RE 5 22 6 /DN B KT [] 4 A 56 ik

1 BF 215 1ELE WildFire 14 EIEAT ol A S5

admin@WF-500> request wf-content upgrade check
2. FEEGH) WildFire P 7S B

admin@WF-500> request wf-content upgrade download latest

W RIS AR B #2532 Palo Alto Networks BB AR S 2%, & RT LA G H SCP IR 45 2% T #9224
WildFire P9 25 5 87 .

3. BmE FHIRE.

admin@WF-500> show jobs all
4 FEGERG, WEEER.

admin@WF-500> request wf-content upgrade install version latest
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STEP 3|  (J12¢4] PAN-OS 10.2.2 It 7545 FH4% WildFire % 4% A R LI .

L B3It Palo Alto Networks 2 ) S FF 1 B aitiin. @il ¥ %) Updates G >
Software Updates CRR{FBEHT) , RIE T PLMSZRE £ T F-3) SAT R T 800 .

2. fEHAFTEHUE T, P WF-500 Guest VM Images St FELLT VM BAGSCH
Palo Alto Networks 5z #1577 s LG SCAF s BRIIL, RFE SCIF 4 AR mT A

HIRRATTBE . 155 9540 R 8EHTCAS ,  SCPF A48 ) MEXXX R 55 1k
G, 3BT AAZ G| A AT H LS B E B iAo

«  WFWinXpAddon3_m-1.0.1.xpaddon3
« WFWinXpGf_m-1.0.1.xpgf
« WFWin7_64Addonl m-1.0.1.7 64addonl
« WFWinlOBase m-1.0.1.10base
3 ¥ VM BE AL F) WildFire B4 .
1. I\ SCP %% %% 3 N REUN LA R «

admin@WF-500>scp import wildfire-vm-image from
<username@ip_address>/<folder_name>/<vm_image_filename>

Bl

admin@WF-500>scp import wildfire-vm-image from
userl@l0.0.3.4:/tmp/WFWin7 _64Addonl m-1.0.1.7_ 64addonl

2. FRE FEORE, WA T &4

admin@WF-500>show jobs all
3. WA VM g A R

4. 223 VM B4

L admin@WF-500>request system wildfire-vm-image upgrade

install file <vm_image filename>

2. Xt H A VM WG S R .
S Ml CIE WildFire 54 FIERGZ A E H VM B

L (arig) &FE W ERNIE 5]
admin@WF-500> show wildfire vm-images

i HH s AT B RSO LRAR
2. $RAILE
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admin@WF-500# commit
3. EITIZITUL NS EEIGE VM Wt

admin@WF-500> show wildfire status
STEP 4| 06 f A8 22285 1) WildFire & SRR AS & 75 7T H
admin@WF-500(passive-controller)> request system software check

STEP S| ¥ PAN-OS 10.2.2 Bt A T 45 WildFire % 4% .

T2 WildFire B4, AT ARAT EERRA . Flan, A8 Z )\ PAN-OS 6.1 F+ 4%
% PAN-OS 7.1, BWAE S FEIF 235 A 7.00 e 72 v )7 9] s 0 4a] 7+ 2% 31) PAN-OS
10.2.2. ¥ 10.2.2 & ¥k H bR T+ A

T3 10.2.2 BAFRRA

admin@WF-500(passive-controller)> request system software download
version 10.2.2

NFER A FERE, HEHU a4

admin@WF-500(passive-controller)> show jobs all
STEPG| #i\ A ks IETEIEAT .

admin@WF-500(passive-controller)> show system software status
STEP 7| 2235 10.2.2 BHAFHRAS

admin@WF-500(passive-controller)> request system software install
version 10.2

STEP 8| SEmB T4 .
L AR BCREBI . BT Famd, REERELEA Install FRE FIN:

admin@WF-500(passive-controller)> show jobs all
Enqueued Dequeued ID Type Status Result Completed
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---------------------------------------------------- 14:53:15
14:53:15 5 Install FIN OK 14:53:19

2. HJFBRA

admin@WF-500(passive-controller)> request cluster reboot-
local-node

FHREF ITRET E 10 e AN LLE, AR T WildFire % 4 |17
fif R EL
STEP 9| shiesE b A WildFire TR ME R SR 1-8
STEPI10| (ATik) &% WildFire #1834 5 LI E BAE S IRE
7E WildFire SEREFE R4 L, BT T4, A&k /EL M Install AR FIN:

admin@WF-500(active-controller)> show cluster task pending

STEP 11| ¥4 WildFire i% % j& 13 4k 4, SEREAR T
L 363F sw RRAR 7 BE 5 B ﬁﬂéﬁﬁ‘]ﬁﬁﬁﬁﬁi:

admin@WF-500(passive-controller)> show system info | match sw-
version

2. WRINFTA Y IETEIBAT

admin@WF-500(passive-controller)> show system software status

3. il HBIRE (AutoCom) TAF £ 58 ik

admin@WF-500 (passive-controller)> show jobs all

4. Wr\BIET R s k. 21T show cluster data-migration-statusAi&EEHL
YaPEG IR . BARE I B, 50 R B 2 R

100% completed on Mon Sep 9 21:44:48 PDT 2019

. &Rt WildFire 3 b AFak 80 i . i 0R 20 B T LAS /N
MFRE, BOVEEE S I AT fe — M g R
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AN I BRI R A b T 2 S

7 {7 b LA 2 FERM 47

+  WildFire &% 0 WildFire ¥4 7] iiF

BRI T REERE, WO IOMNEREN S WildFire 8% . M &AHoekn, HAZhEH
TN Z R FE IR AT
STEP 1| It & 15REA 4T
Lo b By K S AT AIHTREAS 22 WildFire 545 .
1 &3 3B5 kKs Web Fiti .
2. % fDevice (K4 >Setup (E) >WildFire, R/5%m%HGeneral Settings (i #1#%
#H)o
3. #&4%* WildFirePrivate Cloud (WildFire 56 =) 7.
4. i OK (W) A Commit ($£25) .
2. HINB KR IRAE B A TR AR S BT B 5

admin@WF-500 (passive-controller)> show wildfire latest samples

R A AR B Ay _V_\MdFirei&%%ﬁ}?ﬁ%iﬁﬁfcﬁi%%*ﬁ, Sy L BBk
BN, B, HEHED WIdFire & a7 sl A R AR .
STEP 21| AT R 525 A 22 9 25 S 38 S0 1
1. %33 Palo Alto Networks <2551 1), 4R J5 #iifiDynamic Updates (ZhZSTH) .
2. fF “WildFire B4 &4y, RFBEH WildFire & WA H, SR FEHULEH .
3. WA F A HIEE ] SCP IS #5, AR5 10 N SRR H R B2
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STEP 3| 7¢ WildFire 4% 223 N2 5 T .
1 %53 WildFire %4, 2R)5 M SCP IR SS a% of R 4k 28 5 8 S0k

admin@WF-500> scp import wf-content from username@host:path
(ZLUE

admin@WF-500> scp import wf-content from bart@l0.10.10.5:c:/
updates/panup-all-wfmeta-2-253.tgz

oy R SCP RS AR AR A btk 1 RigAT, BiEEFTRER N P, WHER
E 1 NS
£ SCPIMpOrt iy 4 v SCIXLE I
2. AR

admin@WF-500> request wf-content upgrade install file panup-
all-wfmeta-2-253.tgz

3. WHREIIRE:
admin@WF-500> show jobs all

STEP 4| B83F P9 25 5 31 -
IR N BB -
admin@WF-500> show system info | match wf-content-version

DL iy U BAE B ORRAS 2-253:

wf-content-version:2-253
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STEPS|  (J12¢4] PAN-OS 10.2.2 It 7545 FF4% WildFire %45 A R LI .

L B3It Palo Alto Networks 2 ) S FF 1 B aitiin. @il ¥ %) Updates G >
Software Updates CRR{FBEHT) , RIE T PLMSZRE £ T F-3) SAT R T 800 .

2. fEHAFTEHUE T, P WF-500 Guest VM Images St FELLT VM BAGSCH
Palo Alto Networks 5z #1577 s LG SCAF s BRIIL, RFE SCIF 4 AR mT A

HIRRATTBE . 155 9540 R 8EHTCAS ,  SCPF A48 ) MEXXX R 55 1k
G, 3BT AAZ G| A AT H LS B E B iAo

«  WFWinXpAddon3_m-1.0.1.xpaddon3
« WFWinXpGf_m-1.0.1.xpgf
« WFWin7_64Addonl m-1.0.1.7 64addonl
« WFWinlOBase m-1.0.1.10base
3 ¥ VM BE AL F) WildFire B4 .
1. I\ SCP %% %% 3 N REUN LA R «

admin@WF-500>scp import wildfire-vm-image from
<username@ip_address>/<folder_name>/<vm_image_filename>

Bl

admin@WF-500>scp import wildfire-vm-image from
userl@l0.0.3.4:/tmp/WFWin7 _64Addonl m-1.0.1.7_ 64addonl

2. FRE FEORE, WA T &4

admin@WF-500>show jobs all
3. WA VM g A R

4. 223 VM B4

L admin@WF-500>request system wildfire-vm-image upgrade

install file <vm_image filename>

2. Xt H A VM WG S R .
S Ml CIE WildFire 54 FIERGZ A E H VM B

L (arig) &FE W ERNIE 5]
admin@WF-500> show wildfire vm-images

i HH s AT B RSO LRAR
2. $RAILE
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admin@WF-500# commit
3. EITIZIT L N in S REBIES) VM B

admin@WF-500> show wildfire status
STEP 6| 06 #4822 285 1) WildFire & SRR AS & 75 7T H
admin@WF-500(passive-controller)> request system software check

STEP 7| ¥ PAN-OS 10.2.2 # At A T 45 WildFire #% 4% .

T2 WildFire B4, AT ARAT EERRA . Flan, A8 Z )\ PAN-OS 6.1 F+ 4%
% PAN-OS 7.1, BWAE S FEIF 235 A 7.00 e 72 v )7 9] s 0 4a] 7+ 2% 31) PAN-OS
10.2.2. ¥ 10.2.2 & ¥k H bR T+ A

THR 10.2.2 B RRAS :
1 S| Palo Alto Networks =7 f73fi i, £ T HE4y, sl Software Updates (R H
B .
2. B Eae 5 ) WildFire B4 B MUG SO R EIZ 1T SCP RS 2% 5 1T S
3. M\ SCPJiR% %% 5 NI A mif% :

admin@WF-500> scp import software from <username@ip_address>/
<folder_name>/<imagefile_name>

Blhn.

admin@wWF-500> scp import software from userl@l0.0.3.4:/tmp/
WildFire m-10.2.2

4 T FERE, EHEHL T4
admin@WF-500> show jobs all
STEP 8| #i\frh ks IETEIEAT .
admin@WF-500(passive-controller)> show system software status
STEPO| 2235 10.2.2 BHAFHRAS

admin@WF-500(passive-controller)> request system software install
version 10.2.2
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STEP 10| 5 fhFH 42
L BB ORI R BT Fard, U5 SRR Install Ak FIN:

admin@WF-500 (passive-controller)> show jobs all
Enqueued Dequeued ID Type Status Result Completed

14:53:15 5 Install FIN OK 14:53:19
2. HJFBRA

admin@WF-500(passive-controller)> request cluster reboot-
local-node

THRREF AT 2 10 oreh AN DLE, BRI WildFire % 4 17
fil R AR
STEP 11| x4 rh 434> WildFire T 45 2871 s 2 P18 1-10,
STEP 12| (wrgk) #5F WildFire #2885 5B BT S5 R 4
7 WildFire SR 85 b, BATRL T ard, A EHRIEES Install ALRA FIN:

admin@WF-500 (active-controller)> show cluster task pending

STEP 13| 5% WildFire i% &% & 13 4k 45, SEREAR T
L 363F sw iRAR 7 BE 5 B ﬁﬂ%ﬁﬁﬁﬁiﬁﬁﬁzz&

admin@WF-500(passive-controller)> show system info | match sw-
version

2. WRINFTA T IETEIBAT

admin@WF-500(passive-controller)> show system software status

3. ik HFIRE (AutoCom) TAF CL 58 ik

admin@WF-500 (passive-controller)> show jobs all

4. WR\BIET R O 5E k. 81T show cluster data-migration-statusPA&E#L
YaPEE IR . BRI B, T0 R B 2 R

100% completed on Mon Sep 9 21:44:48 PDT 2019

. g4t i Ee T WildFire 4 B AE Rk &, #R0RE /D B LA
MFRE, BOVEEE & IF T e — Mk iid 2
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XF WildFire 28 i i e HE A

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

I LA B4R LS W 0 WildFire S22 in) 4T i fEHE LS «
* WildFire 2R i i s HE A

WildFire i R it W B HE A

FEAT AL AT LA A 2 i B A4

+  WildFire %% 0 WildFire ¥4 7] iiF

AN (B R AT X EENLD AE AN RIEITE, WildFire XU 55 HA Crml IR ) 423

LRI . 2 T P E oL B ), S8 HA FEEREIEFE OO & LIRS, (EHAT) o i

PR IRBEAFEREA . IR, W6 WildFire &3 £8h (803 BHlgeifma, 1k

T, S HA S AR, TR s . thah, XERHIE T WildFire ¥ & & 3508

SHTRVE. 2 WildFire £ EEER/NYTHERT, H ARG PR E . 82 HEF

EFG T

YRR, S HBLLL R

* WildFire X i 15 2% BEAS F1E 55—/ 0o e #5 EPIRAS , AN IE s n] F A e

o A WildFire % 34 o E ARG 8%, IRk SRRk BB KBS HIREAS, (BAE NS &% i
1o

o M HA RATHE, SR TS EE.

IEFATCE ) 3717 WildFire i s SRR 2B RIRCIR L, TR S8 = AN RSS2 795 44t
THSNATUAR

1R BRI S P 2

ZE AT b BT DS R 2 ER A2

* WildFire % & O WildFire ¥ A iE

LIRS XU RO AT R R ] A e B, it B Wil dFire v T RIR JE 32 £ LA
W, B IR IR ZhRE . ] YRR SR D s A AT, 8T AR bR 2
WildFire 34T 70 . A ZE IR A SR PRI 40 -
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o BEAF A R
ISR, WAL A, PSR SRR 2 O X
* WildFire 5 % ic & AT A

Palo Alto Networks g5 & HAL g i des [ 5800 P B4 42 54
o SHE WildFire 5 .

ffiE WildFire 82 15 Ab T iR it

E T R DL 2 W42

* WildFire % & O WildFire ¥ A iiE

24 WildFire XUT5 s 8 HE 1 15 25 20 N MR, R 55 2Kk W 53 WildFire CLI A 3R
Panorama (WH&ER) A A AR .

STEP L] ({XBR WildFire 4 CLI) 7£ WildFire B 4285 L, 1817

admin@WF-500>show cluster membership

SRS ) WildFire £ 8E75 5 278 Cluster:splitbrain, 5 Service Summary AH4E.

THIRGI IR T 2RINARGL T FXCT 5 Wil dFire SEAE A 9 A1

Service Summary:Cluster:splitbrain Cluster name:WF Cluster 1
Address:2.2.2.114 Host name: wfl Node name: wfpc-009707000380-
internal Serial number:009707000380 Node mode: controller Server
role:True HA priority: secondary Last changed:Tue, 24 Oct 2017

15:13:18 -0700 Services: wfcore signature wfpc infra Monitor
status:Serf Health Status: passing Agent alive and reachable
Service 'infra' check: passing Application status: global-db-
service:ReadylLeader wildfire-apps-service:Ready global-queue-
service:ReadylLeader wildfire-management-service:Done siggen-
db:ReadyMaster Work queue status: sample anaysis queued:0 sample
anaysis running:0 sample copy queued:0 sample copy running:0 Diag
report:2.2.2.114: reported leader '2.2.2.114', age 0. 2.2.2.114:
local node passed sanity check.
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STEP 2| ({{PR Panorama) 7E% F WildFire ££ ) Panorama ¥ %% |-
1. ##% Panorama> Managed WildFire Clusters (5%2&H ] WildFire ££8#£) .
2. {F Cluster Status (CHEREIRZE) FIh, K& BAAAE cluster [splitbrain] CAERE[ZM] -
KRR BT R

LAST
SOFTWARE CLUSTER ANALYSIS CLUSTER coMMIT FIREWALLS
APPLIANCE VERSION IP ADDRESS  CONNECTED NAME ENVIRONM CONTENT  ROLE CONFIG STATUS STATUS STATE UTILIZATION | CONNECTED

R wicluster1 (2/3 Nodes
Connected)
c 10.02-c12 . WF_Cluster1  vm-5 £, 4033-4496 Controller cluster
Connected [splitbrain]
[ vm-5 Controller
Connected Backup
1002-c12 [ ) vm-5 & 40334496 Worker

Connected

MBZER UK R

CET AL AT AT ? i 2 pe At 4 ?

+ WildFire % 0 WildFire ¥ ]k

TERRRINELIRGL, R4 8, IS WildFire iy il FI PR 2 ] #E Rz . WildFire 1426 1
SN FARMEBCIRBLIK ST, H 28I, S 20 F 3 A sh i it A
STEP L] AR MIMLIZATIER, H WildFire B IEAEIUR R
1. EH ping WildFire ¥ 45422 LTI EE 11

o fEHFEERAREI EB ] Ping— setdeviceconfig system
<interface number> service disable-icmp no

o fEFTA K& EJE R Ping— setdeviceconfig system service disable-
icmp no

2.\ WildFire #5112k e ping It BEFS SMHE LA o S IEICR (P BB

ping source <wildfire-interface-ip> host<destination-ip-address>

STEP 2| #se 5% WildFire %% . Z[im L CLI &5 A WildFire G2 BEIR A8 E oF Panorama 5 &
WildFire 2 FRIR S AR B B AIRES .

STEP 3| JBid FAilfr 4 5 o 17 2
request cluster reboot-local-node

H A 1) WildFire e 5 H 0N SLECE 1) WildFire ££3
AR 2T AR S 1) 4 T R TN IR IR
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STEPA| 2505 /2 5%¢ M. 1847 show cluster data-migration-statusUAEEHEE & IFik
& BAEE I R)E, T8RN K 2 R

100% completed on Mon Sep 9 21:44:48 PDT 2019

Bt i T WildFire i 48 b A i 8 & . iR 22 /0 B LA/t T
WAL, DO & F al e e — MK I 2 .

STEP S| £ Panorama | Biifiit WildFire #£4% CLI i EEREIR A
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% paloalter

TECHDOCS

1% F WildFire % 4% CLI

FEAT AL R LA 2 i e At 4 ?

s WildFire % % O WildFire ¥l iiF

DLUR AR 7 T WildFire™ &8 8 E 0 CLI fv . Frf Hiethdn S Cnfc B, IRCEE
M E RZGEE) 5 PAN-OS 54 AE, JHHWLUZIRGEM ER. T ##H % PAN-OS iy & 115
B, &5 (PAN-OSCLI HHEANTT) &

* WildFire & &84 CLI &
* WildFire CLI fir &%

7 i) WildFire % 4% CLI
 WildFire %4 CLI #AF
* WildFire &L EBH A 4 S%
+ WildFire &R i & 2%

129
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féi F WildFire %£4% CLI

WildFire #4584 CLI ME>

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

A A AN B T 48 B Wil dFire 48 80 fir 47 S (CLI):
* WildFire &5 1F CLI 4544

* WildFire &4 51 CLI s 221 5E

* WildFire %% CLI g 24 5

* WildFire 44 iy 2 1L TR 5

o WildFire %454 A 2% 5

WildFire & £ %4F CLI 2544

LT AL AT A ? i e At 4 ?

+ WildFire %% 0 WildFire ¥ Al ik

WildFire % &5 CLI H T8 P 4. CLI 2 &M, ZAHHTEERSIRESAES
B, PLEABS R &WIECE . id SSH sl fi# F #4 & i 1 B B a3 6 & U7 i 7T U7 i1 WildFire % %K
{4 CLI.

WildFire ¥ £ 5044 CLI LR T P Rk 28 TAF -
o HERIR — BERSENVRSE, ST WildFire W& 84k CLI, FH ARL B,
« REREK — BEIMEMACEZ RGN

WildFire %4 84 CLI 2 2 5E

FEAT AL AT LA A 2 i B A4

+ WildFire % & O WildFire ¥ A iE

BEIEA iy SRR T i I B A EN LA

username@hostname>

ZN iR
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admin@WF-500>
N “BLEMT B, FRRFF > THECH #:

username@hostname> (Operational mode) username@hostname> configure
Entering configuration mode [edit] username@hostname# (Configuration
mode)

£ “EEM T, Kl n, TS TERK [edit. .. ] BUEE R SETEREH LT .

WildFire % %% CLI i 2 7H B

7 AL AT BMSE A 2 THER P42

* WildFire % & O WildFire ¥ A iiE

KA e BonH S . XEHE R LT UER, WA IR 4. £ TR
B, TR DU AR R R .

il RAETL

username@hostname# application-group Unknown command: application-
group [edit network] username@hostname#

il B

username@hostname# exit Exiting configuration mode
username@hostname>

s TR

username@hostname> debug 17 Unrecognized command Invalid syntax.
username@hostname>

CLI e &K 2 iHE. WMRERLS, WahdTe <, FRHCRAHERRE TS, Wi
EAIER, W2 BRiii R BE e, N s ps:

username@hostname# set deviceconfig setting wildfire cloud-
intelligence submit-sample yes Unrecognized command Invalid syntax.
[edit] username@hostname#
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7 {7 b LA 2 FERAAT4 2

+  WildFire &% 0 WildFire ¥4 7] iiF

IR T (AT AT SR A TEEAR SR I BUME B

55 Wi A

* X2 BRI

> s iy A oA R B LT

+ Uiy A TEIZ R A FoAth iy &1 10

SERIYE MR AT =2 e B WU | A M EE "except value" B "match value” LT, TR i i
Z) 400 LTI [ FENERE | 4L
FEH

“ BIRXG| G A A BT, (HARAE CLI fir 4 Him A2 A
MR TR U FH AT 5 B0, ZEIEX Y “llA” it
HEAL, IR PR userl TRINEIZAL, WA ZEE AN Frid X 4440
W55

set address-group "Test Group" userl.

IMREEA AL LRG]S, W CLI 244 Test —iafif ¥y 4H
4, A Group NI 44, JFEAREUREHR: test AN
EERUNEY i

SR s Y B 515 TE R

LR 73 51 S s G e A5 X 22755

B ETNEM AT, REE from 20T

username@hostname> scp import configuration ? + remote-port SSH
port number on remote host * from Source (username@host:path)
username@hostname> scp import configuration /rfl: xS ERT
PL o+ F1 > $BERIED. username@hostname# set rulebase security rules
rulel ? + action action + application application + destination
destination + disabled disabled + from from + log-end log-end +
log-setting log-setting + log-start log-start + negate-destination
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negate-destination + negate-source negate-source + schedule schedule
+ service service + source source + to to > profiles profiles
<Enter> Finish input [edit] username@hostname# set rulebase security
rules rulel

FI A + BRI R I RIS B 6y 2
FC B PR A (A >) A7 Hofhide it .

username@hostname# set rulebase security rules rulel profiles ? +
virus Help string for virus + spyware Help string for spyware +
vulnerability Help string for vulnerability + group Help string for
group <Enter> Finish input [edit] username@hostname# set rulebase
security rules rulel profiles

WildFire 15 245 AL 2% 7]

FEATAL T AfSEH 2 i e AT 4 ?

+ WildFire X% 0 WildFire ¥ Al ik

R TR € SR vF P AT (R & BLR SR VP P B S 2

2059 i
Superreader XL A SE B A B AR RR
S X8 A e BRI G U AR .
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WildFire CLI fiy &4 =

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

PLREBAEH TS WildFire % £ 8tk CLI A2 B kK
«  WildFire %% CLI fic & A
* WildFire 4% CLI B

WildFire %45 CLI Pt B A =

(4 T LA 2 FERGEH 47

* WildFire % & O WildFire 0] iF

TERCE A P AT S PSR IERCE . W& IETEIBATHE, B0US M RRIE NS & ORATTE R % A7 I
BEATYES

FAECE S MR, TR E KRBT IUIE.

ENSTPAT W W RSNy et

« BB AL H

« BLEEREEM

o BIRGEREE

SR IREH

i A i 2 O3

FEAT AL m] LA 2 i e A4 ?

s WildFire % % O WildFire ¥l iiF

5 FH RA S iy A ORA7 AR TS L B 24

* save — KL B IRAAE R ARG R T REIRAIIBCE, ERJSTH ) save i & B o
ZECE. HER, WS AR E L TESIRE.

o commit — WEAFIEMC BN RIS . PRSI E RN B E .
+ set — W KFFIERE FIIME.
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* load — R LR ORAF (e B Bl dE E A C B 45 5 Nk o &

ﬁu%ﬁﬁ@ﬂ%ﬁ%ﬁﬁﬁﬁﬁﬂj save g commit 54 4L 4 i N, 0 B T
fEx Ak

545 CLI ZERIAH LG,  ZEd Ao i e B A R AT 0 IR AN S22 00 B0 I ml s K B R IAR 4
[X 43 save Fl commit & AT RV R AT 2 0 25, kb R TRTR .

o XTRBITIEE, Xy AT AR RN A, fildn, ECE A LUK (RN AR
IPIE) I, R UAGREE — MR OMECE . Eflar<e. ROk O 1Pk, 2858 8o
PRI =AM .

o R AR —E

T AR BC B AR A2 ME— (1, PR AR 0 C B 1A T A SR B e e — 2
e B = IR 4

FEAT AL m] LA 2 i E G AT 4 ?

* WildFire % % O WildFire ¥l iiF

W& RIECE LAE IR AT S BEIR M FT 2 IRE R34y, B show ird. HiA
show AJ EoRSEREHZIREE R, TN show K BET v BoR JZ IR EEMI B 7o B, ML B AR
R ESiciTm4 show i, SR RBEANEME. i8i7m4 edit mgt-config PLA%A show
i, oiifidiztT show mgt-config, HIEIRJZE UREE I FEC B H4)

JRAREE R B AR

TEAT L AT A 2 i B e At 4 ?

+ WildFire %% 0 WildFire ¥ ] ik

BN, JEM R IREREBERHAR, RPN
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Blan, LA A2 N & Bt E DNS iR 45 2% 10.0.0.246:

[edit] username@hostname# set deviceconfig system dns-setting servers
primary 10.0.0.246

i & AR IREEHRILLR show i [ o AR B — TR 2L R

[edit] username@hostname# show deviceconfig system dns-settings dns-
setting { servers { primary 10.0.0.246 } } [edit] username@hostname#

deviceconfig
setting system
default-gateway = ¢ ¢ O] dns-setting oo
servers
primary secondary
10.0.0.246

PE AL T LA 2 ERRAEA 42

+ WildFire % & O WildFire 1] iE

P B AR A A P2 RAT N T R [edit...] B AT SR 2411 002 IR S5 B S
[edit]
MR LT SO R IR G R o, e

[edit deviceconfig]
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FORM KM T 34T deviceconfig 2 -
8 FH 41 1 oy A JE ok B B 2 IR G5 R AT S AL

23 B

G 4 A2 JRIR G B E R E N T3

up FEJRIRGRIFORE LR SCE SO T — MR I 40
T FEJZIRGRFORE LR SCE SO iR i I 0 o

ffi i UP 1 TOP iy 4 J5 % Hi (1) S€T iy &2 M i L F SO

WildFire %4 CLI #ERE R

FEA AL R LA 2 i B AT 4 ?

s WildFire % % O WildFire ¥l iiF

E% g SR B, WildFire B i CLI DLRAERE T I . BARisalan &30 KO RIPAT 4
B IXEIRIEA RS ECE N, R A R B AR B AL

URAERLC” A G DUT LR A
o Wi — TH A — A FHIIE . SR SSH.
o MREERIMEHERR — $ATIS IR @ EE debug R ping 4.
o B A — BoRBUERMATIE S . A% clear Al show 4.
« WildFire &5 F CLI S 4 — #t “Fl B0 8UR H WildFire B & 8k CLI. A4

configure. exit Al quit w4

© RGAmA — RERFARNINERSE G . B set fil request @4
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i Ia] WildFire %% CLI

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

AT A B a5 7] WildFire ¥4 844 CLI
o N HEH GEE

. Z

#E37 SSH i

AL H AR 618 %

(4 T LA 2 FERGEH 47

* WildFire % & O WildFire 0] iF

T EEER G R, WU TR E.:
© HdEEA: 9600

« HdEfi: 8

© AR o

© fFibfr. 1

* JiEHl: None

4 5T. SSH &4

CET AL T LU 2 i R A A

+  WildFire %% O WildFire 4 7] iiF

450 WildFire B BfF CLIL, 54T LAT R 1E:
STEP 1| i £ s AU K A 2 75 WildFire ¥4 2 IR1ff) SSH 5l & 14 8%

STEP 2| ) NEHH P 4. BRAH admin.
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STEP 3| sy N, BN admin.
E “ERERES” N WildFire W858 CLI B, £ 7R CLI #2775 -

username@hostname>

WildFire 1% %4 #1 139 ©2025 Palo Alto Networks, Inc.



féi F WildFire %£4% CLI

WildFire % %% CLI #:/E

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

V7 i) WildFire 15 % # /E FIRC B S X
7~ WildFire B &84 CLI Ay & 1E T
PRI WildFire i 4 CLI #iy 21 S5 H

o WHE WildFire ¥ % Ho & iy 2 140 H A% =

V7 i) WildFire i 25 4 E FIHC B A5 =

LET AL T LA 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

B, WildFire B B0F CLI DL “4R BRI FT0F . S0nT DLRE I 7E SR AR AR e B AU 8] 5
it

o BN “HERAERLT HEAN “BCEMRT . EMH configure v

username@hostname> configure Entering configuration mode [edit]
username@hostname#

« ZHRW “PCEMC” JFIRME “CEAERL, EMH quit B exit 4y

username@hostname# quit Exiting configuration mode
username@hostname>

TAEALT “TR B BN “ERERR” &4, HMH run &4 #lin, ZAR B B8
RA VR, 1518 run show system resources.

7~ WildFire & & 8 CLI iy 2 18 T

(RIS AER T BERLAT 47

+  WildFire &% O WildFire ¥4 7] iiF

R R, T ? (B MetarH) BoRdr 2181151 % :
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o HEEIRBEGSIIR, BEMSIRLmA 7.

username@hostname> ? clear JERRIEITHI 2% configure #H{ERMELEEE
create /&4 debug PHRXMZH delete MAE#H % disable ZEH]drd
edit ZiEm4 exit EBHMENWE find ERWHRET M CLI M4 grep #EL
P SR ILEC AT Less KB CENEG ping Ping FEHLAIMZE quit Bt
216 request KHERZLHIMIEER scp ffH scp A/ FHIXH set WEEESH
show B/REREZ% ssh JHE1%4 shell &% &Ml submit $#2%Mm4 tail 7
RS RE 10 1T telnet JE3h telnet &EEH—& ML test HH MR %%
IERFGWE tftp FH tftp SA/SFH XM traceroute F7TEIEE HHHHE 2] WX 2% E AL
username@hostname>

o BEIRIRE AT IR IR EE ? FRA L T2

ZN iR

username@hostname> ping ? + bypass-routing Bt %R, fHHEEHZD +
count ZURZEMERSE (1..2000000000 M) + do-not-fragment AN
B m BAEREIE B (IPv4) + interval #ERZAIMIER (M) + no-resolve A

A RAEME T EN Mt + pattern HABHIEAMR + size 1HREIEAMKIA N
(0..65468 +7i) + source [FIEIFRMPEHEE + tos IP MR&KAUE (0..255) +
ttl IP AfFHEME (IPv6e BR&ARRMIME) (0..255 ANELKA) + verbose EoniE4iiit
* host EREFEHLMENLAEL IP Hullk

BRI WildFire 4% CLI i< VH 2501 HS

FELE A iy A3 IR 1) B 04t R IE T, EEPR IS, 15 7E exceptEl match Ll EHERRAE A1
B S AE N IELRT AN 23 B A«

ZN R

PLR 7~ % & T show system info A4

username@hostname> show system info hostname:WildFire
ip-address:192.168.2.20 netmask:255.255.255.0 default-
gateway:192.168.2.1 mac-address:00:25:90:95:84:76 vm-interface-ip-
address:10.16.0.20 vm-interface-netmask:255.255.252.0 vm-interface-
default-gateway:10.16.0.1 vm-interface-dns-server:10.0.0.247 time:Mon
Apr 15 13:31:39 2013 uptime:0 days, 0:02:35 family: m model:WF-500
serial:009707000118 sw-version:8.0.1 wf-content-version:702-283 wf-
content-release-date: unknown logdb-version:8.0.15 platform-family:
m operational-mode: normal username@hostname> The following sample
displays only the system model information: username@hostname> show
system info | match model model:WF-500 username@hostname>
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B WildFire 46 i B d 4 [0 i 1 2

7E AL AT BMSE A 2 FHELRA 47

+  WildFire &% 0 WildFire ¥4 7] iiF

IS EERER R T set cli config-output-format 4 F] 5 kit & i 4 i ks =K.
IR ER UM . json (JavaScript i 5@ A1)  set k& A XML A& BRI N E R Rk
X, HAPEESS 24, HHBEERE SRR,
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WildFire (& Bl B 25 %

CET AR T LU 2 i R A A

+  WildFire %% O WildFire ¥4 7] iF

AFAE LR T WildFire W& B IIIE B & i &2 %5 8. WildFire B8R
FI T HAfr 45 PAN-OS HHAH[E, Bkin (PAN-OS11.0 CLI P AT 1) HATR,

« set deviceconfig cluster

« set deviceconfig high-availability

« set deviceconfig setting management

« set deviceconfig setting wildfire

« set deviceconfig system eth2

« set deviceconfig system eth3

« set deviceconfig system panorama local-panorama panorama-server

« set deviceconfig system panorama local-panorama panorama-server-2
« set deviceconfig system update-schedule

« set deviceconfig system vm-interface

set deviceconfig cluster

Tt

7E WildFire ¥4 B Wildfire &SRR E . o] ARG BB RR. SRR O DL ERN
IR, (i) —— 5 ge el TAE A . 70 B N AE R H 25 1) WildFire 4% |, #&HAT LA
N WildFire B8 BRERE IR B IS 28 & B LA B D R34t DNS kR4 .

JEIREE R
set deviceconfig
HiE

cluster { cluster-name <name>; interface {eth2 | eth3}; mode
{ controller { service-advertisement dns-service enabled {no | yes};
worker-list {ip-address} } worker; } }
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T
+ cluster-name — NEB MY . AFRULAZEE AR A X EL .
+ interface — ECEZ DD TAERE N, £HE R OO0 S rg E£8 R R Fi—3.

> mode — IC & WildFire B2 A ¥ il 48 17 B TAE T fle R Tl 287 5, Bl E 525 DA

W & AR PR 1 Bt DNS RS (service-advertisement) FI N TAEY B HE#E
(worker-list). & WildFire ¥+ 8RN A AN 0 2815 sl AP s vl P o ST DAV I 4%
Hlas M %2 18 N TAET i B4R, HIm% 20 45 5.

7ol

admin@wf-500(active-controller)# show deviceconfig cluster cluster
{ cluster-name sid-6; interface eth2; mode { controller { worker-
list { 2.2.2.115; } } } }

FIv i B AL 531

superuser. deviceadmin
set deviceconfig high-availability

P
fCE Wildfire W& R AT M (HA) B E .

R IR G R
set deviceconfig
EiE

high-availability { enabled {no | yes}; election-option { preemptive
{no | yes}; priority {primary | secondary}; timers { advanced
{heartbeat interval <value> | hello-interval <value> | preemption-
hold-time <value> | promotion-hold-time <value>} aggressive;
recommended; } } interface { hal { peer-ip-address <ip-address>;
port {eth2 | eth3 | management}; encryption enabled {no | yes}; }
hal-backup { peer-ip-address <ip-address>; port {eth2 | eth3 |
management}; } } }

I

+ enabled — JA PN EHI 28 A B0 HA DAIRBEEERER 45 . 2% WildFire B2 53 N A S5
BN HA X3 6 8% 1

> election-option —MEMSE. HRAER 3 HA ETHE.
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+ preemptive — Election i£Ti LIS A 3N HA X (I8 &0 5 , T HA R E
o5 E3) HA Sl (EFEmI88 20 o flln, WRERsslas iy sk, W) (gl sl s
SEREPEH] . ME RIS S EIREN, WIREAR B H, KISt A m R,
M PEAE PRI S0 A R, WERELEWNA HA Xt ERCER e, A 4 3950188 H ik
ST, I8 T SRR I 7 2N IR R I AR . kA g ST I AR ) A A T A
. (EOAAERAS HA st DR E e E, LUE LI,

+ priority — Election T LARCE HA X b &3 85 4R e et BB HA #5088 6 A i
HE O

> timers — it & HA election LT[ 2B 28, WildFire ¥ & 32 AL B Fh Tile B e i 28k 10 (3
FHAEEWGRE ) , B n] DL B & e I 28 . e I B8k R AT DA e B A

* Heartbeat-interval # & ki% heartbeat ping = A BAA7 I A] . 1%48 )58 Bl J& 1000-60,000
ms, ERIAE N 2000 ms.

* hello-interval #&& &Ik &l S ZFD BALNA] . 1 4A 175 H 2 8000-60,000 ms, ERIME
A 8000 ms.

* Preemption-hold-time WEFIEEFD) (F) HHIS T A, Rz dEHI25&0)
AR A (D) o B IIVE R 2 1-60 0%, BRIMEN 1405,

* Promtion-hold-time WE Mz (FFHlZs&0) HMEES) (F) IREWNE (ZF) .
ZAH 16 & 0-60,000 ms, ERIAE N 2000 ms.

> interface — & ¥ (hal) M4 (hal-backup) #hlaEiaE M) HA 2 0 E . ke
FEOLE HA 00T DLORFERI D, FRLE 42 i) 38 7 s W R i vfe £ d g AT e 4% % . I hal
1A hal-backup £ 1A 7EFEEE BRI SR b4 hil 2% 2 RIU R SR, WE

* peer-ip-address. NfMEO, FCE HA Xm0 IPHubk. Hal 42 0%t 2 HA X i —A4
e 289 A A0 hal #20 IP Huhk. Hal-backup #2056 HA X 5 — AN il 28 5 B
hal-backup #1 IP ik,

« port. fERIEHIEET AL, BE hal #0M ha-backup # L8 FH A3 L. AT LN HA #%
ke ] eth2. eth3 B management i [ (eth0). #EAAERE /0 HT IR M 48 42 11 (ethl)
YE% hal 8 hal-backup =l EEEH: {EH . fERAS HA i B4 AR 948 C/E N hal #
C, FEAEMAS HA X AR 80 ((H3E hal #200) B4 hal-backup #:10. filn,
BLE eth3 fE AWM EHIZR T & L0 hal 8200, HACE management £ CE AN 28 15 5
# hal-backup #H.

7ol

admin@wf-500(active-controller)# show deviceconfig high-availability
high-availability { election-option { priority primary; } enabled
no; interface { hal { peer-ip-address 10.10.10.150; port eth2 } hal-
backup { peer-ip-address 10.10.10.160; port management } } }

JIT a5 IR L2531

superuser. deviceadmin
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set deviceconfig setting management
1]
1€ WildFire ¥ # FACE /TEOE E G R E . T LA BRI DAGS SHATBOR T, DARDR 21 4% bR
IR, SR TT DAV B R N TR R RIS TSR 30
UGB
set deviceconfig setting
ik

management { idle-timeout {0 | <value>} admin-lockout { failed-
attempts <value> lockout-time <value> } }

S

+ idle-timeout — BROAVEHRINEN (80D o BCE 1-1440 70 Bh 05 REIRS, Bl &
RHE N 0 () ELUKARN .

> admin-lockout — Ft B M i R B AR S H 8k R Bi e 2 1 (0-10) Bk 4%, FHEIC & Bt
SERFTE] (438 0-60) DATE R HE 38 H AR W23 RS 15 Bl e i .

7 ol

management { idle-timeout 0; admin-lockout { failed-attempts 3;
lockout-time 5; } }

set deviceconfig setting wildfire
YL
7E WildFire ¥4 FACE Wildfire & . 7] DIC B # AR =0 @ SCRVCE R BAHR G U = R
%, LLRE FEEER vm-interface.
SRR G E
set deviceconfig setting
ik

wildfire { active-vm {vm-1 | vm-2 | vm-3 | vm-4 | vm-5 | <value>};
cloud-server <value>; custom-dns-name <value>; preferred-analysis-
environment {Documents | Executables | default}; vm-network-
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enable {no | yes}; vm-network-use-tor {enable | disable}; cloud-
intelligence { cloud-query {no | yes};submit-diagnostics {no |

yes}; submit-report {no | yes}; submit-sample {no | yes}; } file-
retention { malicious {indefinite | <1-2000>}; non-malicious <1-90> }
signature-generation { av {no | yes}; dns {no | yes}; url {no |

yes}; } }

I

+ active-vm— i&#t WildFire /3 S iE A A8 I R NLIA S . B> v A AN A ECE,
Windows XP. $5E A Flash. Adobereader 5. BEAFEFEN VM, Ei817 L Find: show
wildfire status, RAEAFEFEN VM FE. EEHEE VM HRELE, WHigiTU Fmsd
show wildfire vm-images.

+ cloud-server — W NEHT IR BRI S KB = IRG S ENA . BRAE K
%5 #& 9 wildfire-public-cloud. ERACE¥ &, LI M : set deviceconfig setting
wildfire cloud-intelligence.

+ custom-dns-name — fit & —4>H & X DNS 44 Fr LAZE i 55 281E B A WildFire i 45 28 41 2% v ff
. AN A% BRI DNS 4% wfpc.sevice.<clustername>.<domain>.

+ preferred-analysis-environment — ZrHc K07 B IR 2 SCHY 73 B BT $AT SCHE 4T
BRI TS B R i K TR AR R A . BRIA B 43 BCAE SCRY AN T $AT AR A 2[RI Tl . 48],
FLOHERER M R IR 2 Y. set deviceconfig setting wildfire preferred-
analysis-environment Documents.

+ vm-network-enable — B 22 vm-network. )G, fEEIINLY &P IS TIIREAR ST
ATY7 i) Internet. IXAEA BT WildFire 20415 & 8404749

+ vm-network-use-tor — X} vm-interface Ja F 825 A Tor %% . o LTS, TEFEARSHT
HAME] K 5 WildFireX 470 8 R AT A SR E AR 8 Tor M5 E(T Ki%. Tor M4 55 18 1)
T ) A L0 1P Sdil,  DAEE &k 5 e 3 To i e T = ) SRR

> cloud-intelligence — AL E W & LAFEAC WildFire 2. k75 5iAf A % Palo Alto Networks
WildFire z, BRAEHAT A BT LLERBE WildFire S 4 SR 2 BT, H 3 A A 3% WildFire z. #2858
G IR E BRI G KIER =, HTGIINE. ISR S EENEARIER . W
B8 ] submit-sample, AT 2 5 A submit-report, PUNTE = HvE BRI TREAR, IF HAUURREA
MR, A Bk A4

> file-retention — BLEMRFEBEMNA CERMAFMMEH ) MEIEBERMEAR ORER
PR RESAE) B E] . WEFEAR BN ERTIR AAHER) o JEEEREARRBIARE R
14 K. Hiltn, BAREASEEFEA 30 K: set deviceconfig setting wildfire file-
retention non-malicious 30.

> signature-generation — WiLEAAEAME S, MTTHE T 75 20k AT g B R EEA
HAAREIHIEBEN AN . WildFire %2514 73 #7 A Palo Alto Networks i ‘K 55 8% WildFire API
BERREISCAE, FH¥GE B R FE2E 4 F DNS 2544, AT BH IR SO DL R AR S i & A% il &
MR AR I EER URL B, 2Kt URL &% %) PAN-DB, 1 PAN-DB 24 H 7 B 310 = 128
il
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AN TR
NN T WildFire 13 & i s 6l

admin@WF-500# show deviceconfig setting wildfire wildfire

{ signature-generation { av yes; dns yes; url yes; } cloud-
intelligence { submit-report no; submit-sample yes; submit-
diagnostics yes; cloud-query yes; } file-retention { non-malicious

30; malicious 1000; { active-vm vm-5; cloud-server wildfire-public-
cloud; vm-network-enable yes; }

set deviceconfig system eth2

B
BCE eth2 #2101,

JEIRGE R
set deviceconfig system
=RFA

eth2 { default-gateway <ip-address>; ip-address <ip-address>; mtu
<value>; netmask <ip-netmask>; speed-duplex {100Mbps-full-duplex
| 100Mbps-half-duplex | 10Mbps-full-duplex | 10Mbps-half-duplex |
1Gbps-full-duplex | 1Gbps-half-duplex | auto-negotiate}; permitted-
ip <ip-address/netmask>; service disable-icmp {no | yes}; }

priU

+ default-gateway — eth2 $22 I ERIAISCH 1P bl

+ ip-address — eth2 11 [P Huhk,

+ mtu — eth2 3 L RAE R BAL (MTU).

+ netmask — eth2 £ 1 17 M 4D

+ speed-duplex — eth2 BRI E (10Mbps. 100Mbps. 1Gbps 28 E i) A T AR
(XL .

> permitted-ip — RVFViA) eth2 452 D) 1P Hudik. a0 A HE & AN WE P bk 7 D,
T WD AR AT R 7Rk Bln, g C Zdtbhl, %iA: 10.10.10.100/24 (ifidE
10.10.10.100 255.255.255.0) .

> service-disable — %M eht2 #:1 ICMP.
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{5 Y

admin@wf-500(active-controller)# show deviceconfig system eth2 eth2
{ ip-address 10.10.10.120; netmask 255.255.255.0; service { disable-
icmp no; } speed-duplex auto-negotiate; mtu 1500; }

JT it B AL )

superuser. deviceadmin

set deviceconfig system eth3

LW
B eth3 #2170,

JEIREE R
set deviceconfig system
Hi%

eth3 { default-gateway <ip-address>; ip-address <ip-address>; mtu
<value>; netmask <ip-netmask>; speed-duplex {100Mbps-full-duplex

| 100Mbps-half-duplex | 10Mbps-full-duplex | 10Mbps-half-duplex |
1Gbps-full-duplex | 1Gbps-half-duplex | auto-negotiate}; permitted-
ip <ip-address/netmask>; service disable-icmp {no | yes}; }

M0
+ default-gateway — eth3 #22 LI ERIARISCH 1P Hhuhl.
+ ip-address — eth3 £ 01Y IP Huhil.

+ mtu — eth3 4% 0 KA AL (MTU).
+ netmask — eth3 2 171/ F W 25 50 .
+ speed-duplex — eth3 # I 13 E (10Mbps. 100Mbps. 1Gbps 58 [H 8 Hh ) A AR

(EXMTEEETD .

> permitted-ip — ¥V eth3 B2 0 IP bk, R ETe € AW H 1P bk 7 MR,
ZF NS L AUCE F R LR R . Bltn, g C Zthhl, %iA: 10.10.10.100/24 (ifijdE
10.10.10.100 255.255.255.0) .

> service-disable — %/ eht3 £ 1 ICMP.
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o

admin@wf-500(active-controller)# show deviceconfig system eth3 eth3
{ ip-address 10.10.20.120; netmask 255.255.255.0; service { disable-
icmp no; } speed-duplex auto-negotiate; mtu 1500; }

JIT 75 PR AL 231

superuser. deviceadmin

set deviceconfig system panorama local-panorama panorama-server
B
Mt B = Pnorama il 55 45 3E1T WildFire £ sk 5 - SE T 3.
R IR B
set deviceconfig system panorama local-panorama
ik
panorama-server {IP address | FQDN};

eI

+ panorama-server — it & %ok H T H WildFire &% 8% % 42 BEAY 32 Panorama JIR 55 25 1P 3
5% 58 4 fRE 1384 (FQDN).

ik
te v 4 DAY 2 7 Panorama JIR 25 28 15 5 [ 3 4

admin@wf-500(active-controller)# show deviceconfig system

system { panorama-server 10.10.10.100; panorama-server-2
10.10.10.110 hostname myhost; ip-address 10.10.20.120; netmask
255.255.255.0; default-gateway 10.10.10.1; update-server
updates.paloaltonetworks.com; service { disable-icmp no; disable-ssh
no; disable-snmp yes; } ...

JIT e B B3

superuser. deviceadmin
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set deviceconfig system panorama local-panorama panorama-server-2
B
lic & &y Pnorama il 95 #1317 WildFire T8 BRI & EAFE B . L B 41 Panorama ik 55 #5 A] LAS2 it
AT B B 2% B B e v R A
ERgERNLE
set deviceconfig system panorama local-panorama
VA

panorama-server-2 {IP address | FQDN};

priyl

+ panorama-server-2 — [t & 8 T F WildFire 4% BUA & SEREA 4543 Panorama IR %5 2

|P ik =558 42 FR E 13844 (FQDN).

AN

b 4 0k 4 L LAYE 7 Panorama IR 55 45 15 58 1 H B84
admin@wf-500(active-controller)# show deviceconfig system
system { panorama-server 10.10.10.100; panorama-server-2
10.10.10.110 hostname myhost; ip-address 10.10.20.120; netmask
255.255.255.0; default-gateway 10.10.10.1; update-server

updates.paloaltonetworks.com; service { disable-icmp no; disable-ssh
no; disable-snmp yes; } ...

JIT G B B3

superuser. deviceadmin

set deviceconfig system update-schedule

B

£ WildFire B EiFRIN A B . XA ROV B HE S 1 ol Bl E B, DUEAERRINNE
BRI 5 A X A R RE D) .

|V AIAL

set deviceconfig system update-schedule
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ik

wf-content recurring { daily at <value> action {download-and-install

| download-only}; weekly { action {download-and-install | download-
only}; at <value>; day-of-week {friday | monday | saturday | sunday |
thursday | tuesday | wednesday}; } }

I

> wf-content — WildFire 4 25 % 3.

> daily — iRIFREH.

+ action — fEEEPATIERAE. PTLCON B TR M 2388, SN, ARETahwesk.
+ at — FAEE hhomm (40 20:10)

> hourly — THXI&E/NTBE 3T

+ action — fEEEPATIERAE . FTLON BT T MR8, iU~ E, RETahwesk.
+ at — E N B

> weekly — TH&I— B — XK.

+ action — fEEEPATIERAE . FTLON B TR TR S8, s, ARETahedk.
+ at — W AEGE hhemm (B0 20:10) .

+ day-of-week — 2HJL (BHIF. BEH—. BEW/S. EWH. B8N, E¥—. EH=) .

7ol

admin@WF-500# show update-schedule { wf-content { recurring
{ weekly { at 19:00; action download-and-install; day-of-week
friday; } } } }

Jiv i B3

superuser. deviceadmin

set deviceconfig system vm-interface

B

£ WildFire & #& WL & EI2 AT % E H A vm-interface U7 7] Internet.  FATTHETR IO Mo
H, RSB R UIH) Internet $AAT ARG BB AR S SN, XA BT WildFire 547 R )% 05
. HEEMRZ, DA AREEN Internet #E4:. WIRRE WildFire 4% U FIPSICC #Xig17, M
KA vmeinterface. WFE L E R, HS W E WildFire B4 VM 12101

fic & vm-interface &, @iz 7L a4 E .
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set deviceconfig setting wildfire vm-network-enable yes
JEIRGE R

set deviceconfig system

EE

set vm-interface { default-gateway <ip address>; dns-server
<ip address>; ip-address <ip address>; link-state; mtu; netmask
<ip address>; speed-duplex; {

5

+ default-gateway — VM # I ERIARISE,

+ dns-server — VM #1111 dns 25545 -

+ ip-address — VM #Z 01 IP ik,

+ link-state — KRS E VR EUNIT .

+ mtu — VM 80 R AL s

+ netmask — VM #H[1] IP P25 RS

+ speed-duplex — VM 5 95 BRI T

71 % H
N H A& BB B ) vim-interface:

vm-interface { ip-address 10.16.0.20; netmask 255.255.252.0; default-
gateway 10.16.0.1; dns-server 10.0.0.246; }

Jv 5 B AL 231

superuser. deviceadmin
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WildFire W& ER K in &S5

TEA] AL AT DA 2 R A

+  WildFire %% O WildFire ¥4 7] iF

AT DU E T WildFire i% £ B4 e a2 1 i 2 % =B, WildFire #4544
EHATE HAhdr 25 PAN-OS F1 /A . AKX i 4 H1E %, £ (PAN-OS11.0 CLI BLEA
1) .

« clear high-availability

\\

«+ create wildfire api-key

« delete high-availability-key

« delete wildfire api-key

« delete wildfire-metadata

. disablewildfire

« edit wildfire api-key

« load wildfire api-key

« reguest cluster decommission

» request cluster reboot-local-node
+ request high-availability state

« request high-availability sync-to-remote
. request systemraid

« request wildfire sample redistribution
« reguest system wildfire-vm-image
« reguest wf-content

« savewildfire api-key

« set wildfire portal-admin

« show cluster all-peers

« show cluster controller

+ show cluster membership

« show cluster task

o RRERFEUEIT R

« show high-availability all
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« show high-availability control-link

«+ show high-availability state

« show high-availability transitions

« show systemraid

« show wildfire

« show wildfire global

+ show wildfirelocal

« submit wildfire local-verdict-change

« test wildfire registration
clear high-availability

B
HER WildFire s SRR B4 1 R E AR AT IR (HA) R BERR G THE B MR St E .

ERFA

create { high-availability { control-link { statistics; }
transitions; } }

IR
> control-link>— &k HA ZEHIFEZSHE R
> transitions> — &k HA B 4HEE (HA Pt f2 b & 2B )

Tl
FE R BRI B B G HE B S, WildFire SERFE E A AZ (0).

admin@wf-500(active-controller)> show high-availability control-link
statistics High-Availability:Control Link Statistics:HAl: Messages-

TX :0 Messages-RX :0 Capability-Msg-TX :0 Capability-Msg-RX :0
Error-Msg-TX :0 Error-Msg-RX :0 Preempt-Msg-TX :0 Preempt-Msg-

RX :0 Preempt-Ack-Msg-TX :0 Preempt-Ack-Msg-RX :0 Primary-Msg-

TX :0 Primary-Msg-RX :0 Primary-Ack-Msg-TX :0 Primary-Ack-Msg-

RX :0 Hello-Msg-TX :0 Hello-Msg-RX :0 Hello-Timeouts :0 Hello-
Failures :0 MasterKey-Msg-TX :0 MasterKey-Msg-RX :0 MasterKey-Ack-

Msg-TX :0 MasterKey-Ack-Msg-RX :0 Connection-Failures :0 Connection-

Tries-Failures :0 Connection-Listener-Tries :0 Connection-Active-

Tries :0 Ping-TX :0 Ping-Fail-TX :0 Ping-RX :0 Ping-Timeouts :0 Ping-
Failures :0 Ping-Error-Msgs :0 Ping-Other-Msgs :0 Ping-Last-Rsp :0
admin@wf-500(active-controller)> show high-availability transitions
High-Availability:Transition Statistics:Unknown :0 Suspended :0
Initial :0 Non-Functional :0 Passive :0 Active :0
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JT 5 B AL 2531

superuser. deviceadmin
create wildfire api-key

B

£ WildFire 8% A& AP 8], SRS PR SMB R gt Bl Fl TRFEAR SR A B e f . EHR T BN
B R R AR AN (3R (PCAP).

iHVE

create { wildfire { api-key { key <value>; name <value>; { { {

I

+ key — R T AR LA AP EH . ZELAUE 64 DTRIEFHF (arz) BT (0-9). N
REATHRE R LI, W et 2 B34

+ name — WIEFHIN APl BHM TR AP AR THRC%4H, DUE 2R i e £
e I OB A, R S D Re I A AR AR 52

B

PUF i BoR T IR&A =4 AP EHH, — N384 8 my-api-key.

admin@WF-500> show wildfire global api-keys all

B e i I +
| Apikey | Name |

e e = N = R=R=
I + | <API KEY> | my-api-key | | <API
KEY> | my-api-key | | <API KEY> | my-api-key |
_____________________________________________________ e e e e - -
+ - - o e oo + | Status
| Create Time | Last Used Time | #---------d-cccoooooaonnnoanaon
R T + | Enabled | 2017-03- 02 19:14:36 | 2017-03-02
19:14:36 | | Enabled | 2016-02-06 12:13:22 | 2017-03-01 12:10:20 |
| Enabled | 2014-08- 04 17:00:42 | 2017-03- 01 11:12:52 | +---------
JIT s FI R AL 31

superuser. deviceadmin
delete high-availability-key

B
T B Wil dFire 5 26 S 42 il 1 o O SR AR FRIIBE 222 _E vy T R (HAA) B P 0% S o
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THI
delete { high-availability-key; }

e
ToH AT

T
it R R ORAT RO HA FE R B oK A H

admin@wf-500(active-controller)> show high-availability state High-

Availability:Local Information:fx4: 1 State: active-controller (last
1 days) Device Information:Management IPv4 Address:10.10.10.14/24
Management IPv6 Address:HAl Control Links Joint Configuration:
Encryption Enabled: no Election Option Information:Priority:
primary Preemptive: no Version Compatibility:Software
Version:Match Application Content Compatibility:Match Anti-

Virus Compatibility:Match Peer Information:Connection status:

up Version:1 State: passive-controller (last 1 days) Device
Information:Management IPv4 Address:10.10.20.112/24 Management
IPv6 Address:Connection up; Primary HA1l link Election Option
Information:Priority: secondary Preemptive: no Configuration
Synchronization:Enabled: yes Running Configuration: synchronized

Fiv i B R 531

superuser. deviceadmin
delete wildfire api-key
Wi B
M WildFire #eas H iR AP %80, MBRZH S, BCEVEH AP EBCR EHAT AP ThRER REEA
RE-FFUT 1) L e 4
HIE

delete { wildfire { api-key { key <value>; { { {

SR

+ key <value>— ZMERHIHHRZEIE. EEF AP HYISIR, HEiTL Tt

admin@WF-500> show wildfire global api-keys all
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o

admin@WF-500> delete wildfire api-key key <API KEY> APIKey <API Key>
deleted

Jiv i B AL 531

superuser. deviceadmin

delete wildfire-metadata

B

£ WildFire B¢ EMER N BB AR A B AT T 228 eI RS S, 1§21 request wi-
content.

ik

delete { wildfire-metadata update <value>; {
I
+ update <value> — & SCEH BRI A 25 58 8T

i
I8 i A9 RS T IR SR 44 0 -

panup-all-wfmeta-2-181.candidate.tgz. admin@WF-500> delete wildfire-
metadata update panup-all-wfmeta-2-181.candidate.tgz successfully
removed panup-all-wfmeta-2-181.candidate.tgz

JIT G B B3

superuser. deviceadmin

disable wildfire
B
RIS 4B RE AR 4, DM R — A WildFire Py 25 B A il .
i

disable wildfire { domain-signature { domain <value>; } OR... sample-
signature { sha256 { equal <value>; } }
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priy]
> domain-signature— BB IRE RNEEH, HHMNT—A WildFire N &A1 HERR -
> sample-signature— WEFAZLIRE N, WHMNTF—A WildFire N ERAFHERR.

ZxUERE
JRTHAE Y BOREAS B A 2 s AR T

admin@WF-500> disable wildfire sample-signature sha256 equal
d1378bda0672de58d95f3bff3ch42385f2d806a4al5b89cdecfedbdblec08228

Fiv i B R AL 531

superuser. deviceadmin
edit wildfire api-key
]
7E WildFire 4% 122 AP S A FREE PR (2R HIEZERD .
Ik
edit { wildfire { api-key [name | status] key <value>; { {

priy|

+ name— T AP HHI AR

+ status— FHEEEH AP,
* key— FRE BN H.

T
BHUATEM SR THN . Bl, BHAN stuEBFIAHELN stu-keyl, HALUT @
ze

FELUN e, AHERMAINEHZIR (UmAB =24

admin@WF-500> edit wildfire api-key name stu-keyl key <API

KEY> To change the status of stu-keyl to disabled, enter the
following command: admin@WF-500> edit wildfire api-key status
disable key <API KEY> Example output that shows that stu-keyl
is disabled: admin@WF-500> show wildfire global api-keys all

| Apikey | Name |
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e e +
| <API KEY> | stu-keyl |
I e e

I R R + | Status
| Create Time | Last Used Time | +---------- R

R + | Disabled | 2017-03- 02 19:14:36 | 2017-03-02
19:14:36 | +---------- R e +

JIT 5 IR AL 531

superuser. deviceadmin
load wildfire api-key
it B
4 AP ZEH S WildFire ¥4 5, WL dFH load fiv 24 BEAS 2550 m) FH . 81 FH I i & AT 8 3 T A 0
A AP, 18] LA SN SO )3 S AN 3 0 P
A
load { wildfire { from <value> mode [merge | replacel; { {

I

* from— 8B ZE TN AP ZHIISU4 . Y SCHHEH keys XY R4 . BN, my-api-
keyskeys. EEETH T SAMEHAMIIR, EHWALL @4

admin@WF-500> load wildfire api-key from ?

+ mode — HIEFHI N F AR (mergelreplace). F1l1, BRI £ i35 S B e B o i 25 41 3
RN ZE, EEIA LR a4

admin@WF-500> load wildfire api-key mode replace from my-api-
keys.keys

IR AEE mode LI, BRIAFRAEZ & IF %8

JIT A5 B AL 2531

superuser. deviceadmin
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request cluster decommission

i

MAT EANBLEAPA BT A AR R RS R WildFire LA SR RETT o 12010 1 i & MOXUT 5 S
FEBRTT M. M, MEETEAMRZER T S delete deviceconfig high-availability
#1 delete deviceconfig cluster &

JRIRGERIALE

request cluster

A
request { cluster { decommission { show; start; stop; } } }

priyl

Show—— SR R BRI AL TAERIRES .
Start—— JHIaT FUBRIAL AR
Stop—— Z b7 RARBR AL TAE

7~ ol

Node mode FBfiASERETT RAERR A AR, IRy stand_alone 1M3E controller &
worker,

admin@wf-500> show cluster membership Service Summary: wfpc signature
Cluster name:address:10.10.10.86 Host name: wf-500 Node name:
wfpc-009707000xxx-internal Serial number:009707000xxx Node mode:
stand_alone Server role:True HA priority:Last changed:Wed, 15
Feb 2017 00:05:11 -0800 Services: wfcore signature wfpc infra
Monitor status:Serf Health Status: passing Agent alive and
reachable Application status: wildfire-apps-service:Ready global-db-
service:ReadyStandalone global-queue-service:ReadyStandalone local-
db-service:ReadyMaster

JIT a5 B AL 2531

superuser. deviceadmin

request cluster reboot-local-node

1A
A HL WildFire S 5,
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JRIRERIBLE
request cluster
Hk
request { cluster { reboot-local-node; } }

1 5
ToH AT

71 B H
fErrpLE LR I A R S EE S, SIEEE)S:
« show cluster task local— EpAHY S FiERFIES

« show cluster task current— E/mAHT &S FH AT IEEZTHMES L E— RS REIM TS
A PR H 2T 5D

* show cluster task pending— Wo/RBAFIHT, (HEAREARRT S FIEATHES (DR

AR o
« show cluster task history— E/RCFEART &S FIZAT LS CILIRIEHEE 10 0D .
filtn, NHlar4A R T ORI e B AR R B AR S

admin@gal5(passive-controller)> show cluster task history

Request: reboot from galée (009701000044/35533) at
2017-02-17 19:21:53 UTC Reboot requested

by admin Response: permit by gal5 at 2017-02-17
22:11:31 UTC request not affecting

healthy core server.Progress: Wait for kv store

ready for query... KV store is ready, wait
for cluster leader available... Cluster
leader is 2.2.2.16... Checking is sysd and
clusterd are alive... Checking if cluster-
mgr 1is ready... Checking global-db-cluster
readiness... Stopping global-queue server and
leaving cluster... Stopping global-db servers
and doing failover... rebooting...Finished:

success at 2017-02-17 22:17:56 UTC Request: reboot

from galé (009701000044/35535) at 2017-02-17 22:45:50 UTC
Reboot requested by admin Response:
permit by gal5 at 2017-02-17 23:06:44 UTC

request not affecting healthy core server.Progress: Wait

for kv store ready for query... KV store 1is

ready, wait for cluster leader available...

Cluster leader is 2.2.2.15... Checking is sysd

and clusterd are alive... Checking if cluster-
mgr is ready... Checking global-db-cluster
readiness... Stopping global-queue server and leaving
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cluster... Stopping global-db servers and doing
failover... rebooting...Finished: success at
2017-02-17 23:12:53 UTC

Fiv i B R AL 531

superuser. deviceadmin
request high-availability state

L]
1E WildFire W& 460 b, A3 A Hi b2 il 28 15 ri BIOGT S 428 1) 4 19 s i = m 1 (HA) RS IEH 1217 .

R IR G R
request high-availability
Bk

request { high-availability { state { functional; } peer
{ functional; } } }

eI
> functional— fEAHME MR T S HA RS T IEH BT,
> peer— P s s il 48 1 A HA RS I IE 1817 .

{5 Y

Bt b R B AT R R A 7 1 ﬁ5MHA%*TE£m(I)h%%EE¢ 217, Hamfz
il 1 HACIRES RIS (B tn) $2 1811 i IEH g

admin@wf-500(active-controller)> show high-availability state
High-Availability:Local Information:fii4: 1 State: active-
controller (last 1 days) Device Information:Management IPv4
Address:10.10.10.14/24 Management IPv6 Address:HAl Control

Links Joint Configuration:Encryption Enabled: no Election

Option Information:Priority: primary Preemptive: no Version
Compatibility:Software Version:Match Application Content
Compatibility:Match Anti-Virus Compatibility:Match Peer
Information:Connection status: up Version:1 State: passive-
controller (last 1 days) Device Information:Management IPv4
Address:10.10.20.112/24 Management IPv6 Address:Connection up;
Primary HAl1 link Election Option Information:Priority: secondary
Preemptive: no Configuration Synchronization:Enabled: yes Running
Configuration: synchronized
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JT 5 B AL 2531

superuser. deviceadmin
request high-availability sync-to-remote

B
£ WildFire N A FEFPSERE A, [0 AR 32 ) 35 19 s (RO G B OB AT IO B, BAR I 2 1) 45 4 s it
B CIFTR)ATE DD 20 RE e m] F (HA) X s 2 1) 45 19 o

JRIREE R B
request high-availability

JIERFA

request { high-availability { sync-to-remote { candidate-config;
clock; running-config; } } }

I

> candidate-config— FEAH G v 2 ) &% 15 m b (A g e e B 28 e RS HA S0 s 428 1l 28 19 R
> clock— FEAHS vz il 2% 1 S LRSI B CRFRIRTE D Zm e HA X ot 3l 28775 1

> running-config— FEAHIX b % il 28 15 Al B RPPE AT BIBCE S FE HA X o da i) 85 15 s o

L b
i th R R SR AT RN HA BCEDIRESAE HA X 2 8l 4% 7 sl E[RID

admin@wf-500(active-controller)> show high-availability state
High-Availability:Local Information:fx4: 1 State: active-
controller (last 1 days) Device Information:Management IPv4
Address:10.10.10.14/24 Management IPv6 Address:HAl Control

Links Joint Configuration:Encryption Enabled: no Election

Option Information:Priority: primary Preemptive: no Version
Compatibility:Software Version:Match Application Content
Compatibility:Match Anti-Virus Compatibility:Match Peer
Information:Connection status: up Version:1 State: passive-
controller (last 1 days) Device Information:Management IPv4
Address:10.10.20.112/24 Management IPv6 Address:Connection up;
Primary HA1l link Election Option Information:Priority: secondary
Preemptive: no Configuration Synchronization:Enabled: yes Running
Configuration: synchronized

JIT a5 B L3

superuser. deviceadmin
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request system raid

1A
15 FH Db 36 3 ] 3 22 BE E WildFire W4T RAID XF. WF-500 ¥ £ 76 i U AN 9K 5 2% 4E 22
(Al. A2. Bl. B2) HBEMPUANIKSN 2. GXEhas AL A1 A2 &2 —2H RAID 1 %}, IKzh#s B1 fll B2
EH—4 RAID 1Xf.
JEIRGERINLE
request system

Hi%

raid { remove <value>; OR... copy { from <value>; to <value>; } OR...
add {

priy

> add— AINSREN A 205 B ) RAID BEALNS

> copy— fEKFEAEEE Y, M—AIRBhER 1A 55— AN IR Eh &8 SR AT
> remove— M RAID Bi#S A #5BROKE) 28

N LR
TR A S Bor TS B E RAID i) WE-500 % £

admin@WF-500> show system raid Disk Pair A Available Disk id Al
Present Disk id A2 Present Disk Pair B Available Disk id Bl Present
Disk id B2 Present

JIT G B L3

superuser. deviceadmin

request wildfire sample redistribution
B
WA WildFire 5 4 BT 55 47 4 M R AR 25 SL ARSI 40, (RN B0 CE A M 4 5 AR BT RE AR
JE e

request system
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ik

request { wildfire { sample { redistribution {
| yes}; serial-number <value>; } } } }

keep-local-copy {no

TR
* keep-local-copy— fEAM WildFire N FHFE 9 5 b Ok B BAS DR BE 308 70 TG O REAS L AS
* serial-number— & E i FCIEEART ST .

7 o

Storage Nodes /x4 i BT 7 BOREAS I AR sl T SRARH Y RUR B 0 BOAEA, IR
AR SR E . WA T S EBT MR A, Storage Nodes SRMAMERET SR E .
BRI BIR T AAEREAR B AAAAE ST 85 RO S AAH T S EH O BOREA IS 2D, FRIRIE
ST IETE BT B4

admin@WF-500> show wildfire global sample-
analysis Last Created 100 Malicious Samples

e e PR
+ | SHA256 | Finish Date | Create Date | Malicious |
g
+ | <HASH VALUE> | 2017-03-24 17:27:40 | 2017-03-24 15:41:47 | Yes |

<HASH VALUE> 2017-03-24 17:26:46 2017-03-24 15:41:45 Yes

<HASH VALUE> | 2017-03-24 17:26:54 | 2017-03-24 15:41:45 | Yes

<HASH VALUE> 2017-03-24 17:25:12 2017-03-24 15:41:44 Yes

<HASH VALUE> | 2017-03-24 17:24:28 | 2017-03-24 15:41:44 | Yes

<HASH VALUE> 2017-03-24 17:23:58 2017-03-24 15:41:44 Yes

<HASH VALUE> | 2017-03-24 17:26:52 | 2017-03-24 14:55:23 | Yes

<HASH VALUE> | 2017-03-24 17:23:32 | 2017-03-24 14:55:23 | Yes

<HASH VALUE> 2017-03-24 17:24:58 2017-03-24 14:55:23 Yes

<HASH VALUE> | 2017-03-24 17:22:02 | 2017-03-24 14:55:23 | Yes
e e S S P g,
+
e S S e
+ | Storage Nodes | Analysis Nodes | Status | File Type |
e e e

+ | 0907:1d2 2,065:1d2 2 | galle | Notify Finish | Java JAR |

| 0097:1d2 2,004:1d2 2 |
| | 0524:1d2 2,006:1d2 2
| 0656:1d2 2,524:1d2 2 |

Class |
Java Class |
| DLL |
Java JAR |
Java JAR |
DLL |

qall7 | Notify Finish | Java Class
| gall7 | Notify Finish | Java
qall7 | Notify Finish |
| 0024: 1d2 2,056:1d2 2 | gall7 | Notify Finish
| 0324:1d2 2,006: 1d2 2 | gall7 | Notify Finish |

| 0682: Td2 2,006:1d2 2 |
| 0092:1d2 2,016:1d2 2 | galle | Notify Finish |
| 0682:1d2 2,002: 1d2 2 | gqalle | Notify Finish | DLL

galle | Notify Finish |

| | ©056:1d2 2,824:1d2 2 | qall7 | Notify Finish | DLL |

* 1lines 1-10
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JT 5 B AL 2531

superuser. deviceadmin

request system wildfire-vm-image

X T 43 B SCHE ) WilldFire & BRI (VM) Y& AR AT FH 2. 22\ Palo Alto Networks 5858 iz
Z A FOH VM IR, 2 TE) T EHE, fES H SCP IR & HITE E, RE{EH SCP&
Ui MBS TR RIS . VR N B S, T RME I A & 23 .

JEIREE R

request system

ik

request { system { wildfire-vm-image { upgrade install file
<value>; } } }

eI

> wildfire-vm-image— 25BN (VM) ML

+ upgrade install file— X} VM BARIAT HZL. EUCHHEDSEEAN ? ATEETTH VM Bt
Bz, it 24700 a8 T YA

admin@WF-500> request system wildfire-vm-image upgrade install file ?

ENGE

LA ATH VM R, 15847 L T a4

admin@WF-500> request system wildfire-vm-image upgrade install
file ?Z BN CAFIHF N Windows 7 64 1) , iHE{TUL Ny

4: admin@WF-500> request system wildfire-vm-image upgrade install
file WFWin7_64Base_m-1.0.0_64base

Jv G B AL 31

superuser. deviceadmin

request wf-content

£ WildFire 5% EHAT AT B XL AR TR & HES T B BME B, DMEAERR
TR A A SR B 4 X B B YRR . T N BRIV B3 %%, ESH st
deviceconfig system update-schedule, TN 7E WildFire % _EMHR N A EH, #EZ0 deete
wildfire-metadata .
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JEIREE A E
request
B

request wf-content { downgrade install {previous | <value>}; upgrade
{ check download latest info install { file <filename> version
latest; } } }

eI

> downgrade — %42 BTN ZEIA . (1 previous 1 2256 2 B 223 M N A8 0, BN
B B E A RO B R S

upgrade — AT WA FHT IR

> check — M Palo Alto Networks 57 JIz 45 & 1 3R HURT F P 285 508 115 8
> download — FNHA ARG

> info — WA H A BSOS B

> install — ZRARHIEC

> file — fRE B & A AR G SO 2 7K

> version — T NEHEEQMMA S T T

\"

g
LA AT A BB, AT R a2

admin@WF-500> request wf-content upgrade check
Version Size Released on Downloaded Installed

2-217 58MB 2014/07/29 13:04:55 PDT yes current 2-188 58MB 2014/07/01
13:04:48 PDT yes previous 2-221 59MB 2014/08/02 13:04:55 PDT no no

Jiv i B R AL 531

superuser. deviceadmin
save wildfire api-key

Wi

1 ] save fir 2K WildFire 54 LT AP SRR A . SR 5 ] DLS: M 35 0 S ik
T84y, WAL EE M. A J51E WildFire % & L8 F WildFire AP [AVE4HE B, 55
B (WildFire APl &%) .
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JEIRGE R

save

Hk

save { wildfire { api-key to <value>; { {

SR

* to — WA T REEHR 4. B, Z4% WildFire B8 LRIFTA APLE S H 24409 my-
wi-keys fISCHEF, AEHIALL T 74

admin@WF-500> save wildfire api-key to my-wf-keys

JIT a5 B AL 531

superuser. deviceadmin

set wildfire portal-admin

1t A

B G HTAE WildFire %45 A i WildFire 20 BT 171 P 3k 35, £EB ks |

B AE Panorama H i@ T i M onitor (M4 > WildFire Submissions (WildFire#&48) > View
WildFire Report (&7%& WildFiredltd) EHEMEHS, K/ HHK (admin) MES LK. ERIAK
H P 44 /05559 A admin/admin.

[ ERR T RAE B EECE R, T AR kg i Panorama b e 24 4 i ik — ik
Fro BEABERIFTIR T, BUE K T AR XA T I A A — A LK

JRIREE L B

set wildfire

B

set { wildfire { portal-admin { password <value>; } }

N
LR 7 i B B HY P9 2

WildFire ¥ %% & ¥ 169 ©2025 Palo Alto Networks, Inc.



fii FH WildFire 4% CLI

admin@WF-500> set wildfire portal-admin password Enter
password:Confirm password:

JIT 5 B AL 3

superuser. deviceadmin

show cluster all-peers

|
7E WildFire & &Rl as Y A b, BoRPrE WildFire 8B TUIRA, 4% WildFire ¥ &1
W IEHSSE TR %) « EEIRSFRN AR F RS IR

JEIR G R
show cluster
B
all-peers;

LT
ToHAt R T

ol

admin@thingl(active-controller)> show cluster all-peers Address Mode
Server Node Name ------- e 10.10.10.14
controller Self True thingl Service: infra signature wfcore wfpc
Status:Connected, Server role applied Changed:Wed, 15 Feb 2017
09:12:01 -0800 WF App: wildfire-apps-service:Ready global-db-

service:JoinedCluster global-queue-service:JoinedCluster siggen-

db:ReadyMaster 10.10.10.112 controller Peer True thing2
Service: infra signature wfcore wfpc Status:Connected, Server role
applied Changed:Wed, 15 Feb 2017 09:13:00 -0800 WF App: wildfire-

apps-service:Ready global-db-service:ReadylLeader global-queue-
service:ReadylLeader siggen-db:ReadySlave Diag report:10.10.10.112:
reported leader '10.10.10.112', age 0. 10.10.10.14: local node
passed sanity check.

JIT 5 B AL 231

superuser. deviceadmin
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show cluster controller

Wi

7€ WildFire ¥ B HI 2 A F,  Sor WildFire W& SRS HISOIRAS, BIREREA R Az
H g A e (R Active Controller FELE /R True, Azl syl ismsy, Wi
Active Controller B~ False, AxHuizifilss &miafles) o

JRIRGERIALE
show cluster
Hi%
controller;

T
T H AT

g

admin@thingl(active-controller)> show cluster controller

Cluster name: satrianil K/V API online:True Task processing:

on Active Controller:True DNS Advertisement:App Service

DNS Name:App Service Avail:10.10.10.112, 10.10.10.14 Core
Servers:009707000742:10.10.10.112 009701000043:10.10.10.14 Good Core
Servers:2 Suspended Nodes:Current Task: no tasks found

FIt i B AL 2531

superuser. deviceadmin

WSROI IE A IS

B
U\W|IdF|reﬁ%%ﬁﬂlﬁ%J%§w sV Z A 2 R HRTEEE IR . % &2 SR TN R 3 5L

YT #e s . BORT B e s, %A SR e N TR . WA TR, RS BN
0% 5.

JRIREE N B

show cluster
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THI

data-migration-status;

eI

o H AR

i i

adminWF-500(active-controller)> show cluster data-migration-status

100% completed on Mon Sep 9 21:44:48 PDT 2019

Jiv i AR 531

superuser. deviceadmin

show cluster membership
L]
SRR A B ST WildFire ¥ £ 119 WildFire W& FEBER B B, B35 IPHlE. EHLA
R WildFire & o5 W& M Crami=) sl RN AR FRE
EIRGMILE
show cluster
EECR

membership;

T
T H AT

7~ il

&I LA s WildFire B FH AR PP AR AE T sl b (Rl 38 A0 AR 20D A7 WildFire 4% AR AL
FEE, Ui HEFIRES. 20 TENER, DUAHAMA ENEE . FH RS wildFire
W& A ERARRTS EAE. XAH:

o PRTEARED) (3 PSS A (Rt FHIERT AR, EATRIR TAETT s EM AL A

o BT IR WildFire B N EHI ST . TAEYT ek stand _alone WildFire 34
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o HA fRZeZ s Eahsml s S FERAS . #sh (B ) 28T SR ENRAS, LA TAE
W5 SRR ST WildFire BE& BN A

* Application status FEERELEFEERAFRME. XT global-db-service #
global-queue-service, ¥ 7 E78 ReadyLeader 5t JoinedCluster, Hh ¥4
{7~ ReadyStandalone.

X siggen-db, WildFire B 88 3= 4% 5 19 M 27 ReadyMaster, WildFire B84 X
4815 KU s ReadySlave, WildFire B8 TAET M%7~ Ready, HJSZ WildFire %
7~ ReadyMaster.

© i WICFIre i 50915 ) DY G 52 S 000" LG s KUK 591

o
WildFire ¥ & A8 N FE 3 25 15 s B A%

admin@thingl(active-controller)> show cluster membership Service
Summary: wfpc signature Cluster name: satrianil Address:10.10.10.14
Host name: thingl Node name: wfpc-00970100xxxx-internal Serial
number:00970100xxxx Node mode: controller Server role:True HA
priority: primary Last changed:Wed, 15 Feb 2017 09:12:01 -0800
Services: wfcore signature wfpc infra Monitor status:Serf Health
Status: passing Agent alive and reachable Application status:
wildfire-apps-service:Ready global-db-service:JoinedCluster global-
queue-service:JoinedCluster siggen-db:ReadyMaster

WildFire ¥ £ 5T P9 42 1l 2 4540 0 A B i -

admin@thing2(passive-controller)> show cluster membership Service
Summary: wfpc signature Cluster name: satrianil Address:10.10.10.112
Host name: thing2 Node name: wfpc-00970700xxxx-internal Serial
number:009707000xxxx Node mode: controller Server role:True HA
priority: secondary Last changed:Wed, 15 Feb 2017 09:13:10 -0800
Services: wfcore signature wfpc infra Monitor status:Serf Health
Status: passing Agent alive and reachable Application status:
wildfire-apps-service:Ready global-db-service:ReadylLeader global-
queue-service:ReadylLeader siggen-db:ReadySlave

WildFire & &4 TAE T s i %

admin@grinch> show cluster membership Service Summary: wfpc Cluster
name: satrianil Address:10.10.10.19 Host name: grinch Node name:
wfpc-00970100xxxx-internal Serial number:00970100xxxx Node mode:
worker Server role:True HA priority:Last changed:Thu, 09 Feb 2017
15:55:55 -0800 Services: wfcore wfpc infra Monitor status:Serf
Health Status: passing Agent alive and reachable Application status:
wildfire-apps-service:Ready global-db-service:JoinedCluster global-
queue-service:JoinedCluster siggen-db:Ready

Jhs7 WildFire 45 E% s (AF WildFire W& SERERL D -
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admin@max> show cluster membership Service Summary: wfpc signature
Cluster name:address:10.10.10.90 Host name: max Node name:
wfpc-00970700xxxx-internal Serial number:00970700xxxx Node mode:
stand alone Server role:True HA priority:Last changed:Mon, 13
Feb 2017 02:54:52 -0800 Services: wfcore signature wfpc infra
Monitor status:Serf Health Status: passing Agent alive and
reachable Application status: wildfire-apps-service:Ready global-db-
service:ReadyStandalone global-queue-service:ReadyStandalone siggen-
db:ReadyMaster

JIT A5 B B3

superuser. deviceadmin

show cluster task

B
TR A HISERE T ST SRR AU WildFire K SEIHMESS B, BUR R BB RIS D
R RS

JRIREE N B

show cluster

ERFA

task { current; history; local; pending; }

5 I3

> current— &or WildFire BE 820 L2 RT SRVFIAESS . RSB 4 LT
> history— R/REHIERMES . RS H] 8875 m BT

> local— WoRAH WildFire S &R 17 s RS .

> pending— &oR#EA WildFire I SRR S5 . ANAESRREIE B8 i B W
7 B

admin@wWF-500(active-controller)> show cluster task local

Request: reboot from WF-500 (009701000034/74702) at
2017-02-21 03:06:45 UTC Reboot requested by
admin Queued: by WF-500 2/3 core servers

available. reboot not allowed to maintain quorum Request:

reboot from WF-500 (009701000034/74704) at 2017-02-21 03:10:27 UTC
Reboot requested by admin Queued: by WF-500
2/3 core servers available. reboot not allowed to

WildFire
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maintain quorum admin@WF-500(active-controller)> show cluster task
current no tasks found admin@WF-500(active-controller)> show cluster

task pending Request: reboot from WF-500 (009701000034/74702)
at 2017-02-21 03:06:45 UTC Reboot requested by
admin Queued: by WF-500 2/3 core servers

available. reboot not allowed to maintain quorum Request:
reboot from WF-500 (009701000034/74704) at 2017-02-21 03:10:27

uTC Reboot requested by admin Queued:
by WF-500 2/3 core servers available.
reboot not allowed to maintain quorum admin@WF-500B(passive-
controller)> show cluster task history Request: reboot

from WF-500 (009701000044/35533) at 2017-02-17 19:21:53 UTC
Reboot requested by admin Response:
permit by WF-500B at 2017-02-17 22:11:31 UTC
request not affecting healthy core server.Progress:

Wait for kv store ready for query... KV store

is ready, wait for cluster leader available...

Cluster leader is 10.10.10.100... Checking

is sysd and clusterd are alive... Checking if
cluster-mgr is ready... Checking global-db-cluster
readiness... Stopping global-queue server and leaving
cluster... Stopping global-db servers and doing
failover... rebooting...Finished: success at

2017-02-17 22:17:56 UTC

Jv e B AL 31

superuser. deviceadmin
show high-availability all
Wi B
BIRETA WildFire &£ B S AT FME (HA) B2, 4 HA 6. HA RS HA BHifE R XY
A N BRI R R AR A S R, LSO s A A S R
SRR R E
show high-availability
Bk

all;

1 T
T H AL
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{5 Y

admin@thingl(active-controller)> show high-availability all High-

Availability:Local Information:fx4: 1 State: active-controller (last
1 days) Device Information:Management IPv4 Address:10.10.10.14/24
Management IPv6 Address:HAl Control Links Joint Configuration:Link
Monitor Interval:3000 ms Encryption Enabled: no HA1l Control Link
Information:IP Huht: 10.10.10.140/24 MAC Address:00:00:5e:00:53:ff
Interface: eth3 Link State:Up; Setting:1Gb/s-full Key
Imported : no Election Option Information:Priority: primary
Preemptive: no Promotion Hold Interval:2000 ms Hello Message
Interval:8000 ms Heartbeat Ping Interval:2000 ms Preemption
Hold Interval:1 min Monitor Fail Hold Up Interval:0 ms Addon
Master Hold Up Interval:500 ms Version Information:Build
Release:8.0.1-c31 URL Database:Not Installed Application
Content:497-2688 Anti-Virus:0 Version Compatibility:Software
Version:Match Application Content Compatibility:Match Anti-

Virus Compatibility:Match Peer Information:Connection status:
up Version:1 State: passive-controller (last 1 days) Device
Information:Management IPv4 Address:10.10.10.30/24 Management
IPv6 Address:HA1l Control Link Information:IP hiht: 10.10.10.130 MAC
Address:00:00:5e:00:53:00 Connection up; Primary HA1l link Election
Option Information:Priority: secondary Preemptive: no Version
Information:Build Release:8.0.1-c31 URL Database:Not Installed
Application Content:497-2688 Anti-Virus:0 Initial Monitor Hold
inactive; Allow Network/Links to Settle:Link and path monitoring
failures honored Configuration Synchronization:Enabled: yes Running
Configuration: synchronized

JT s (R AL 531

superuser. deviceadmin
show high-availability control-link
Wi 1
BoR FERI AR 2819 M 18], HA 251 8ER ) WildFire BC& SR & AT % (HA) Siit, B46
HA i B2 E PSR /R R0 RO e BEd R LA ping 3.
JEIREE KA
show high-availability
ERFS

control-link { statistics; }
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I

> statistics— E/x WildFire % & EREEE B4 19 05 HA 0 8EE S0
AN Gk nfas]

admin@thingl(active-controller)> show high-availability control-link
statistics High-Availability:Control Link Statistics:HAl: Messages-
TX :13408 Messages-RX :13408 Capability-Msg-TX :2 Capability-Msg-
RX :2 Error-Msg-TX :0 Error-Msg-RX :0 Preempt-Msg-TX :0 Preempt-Msg-
RX :0 Preempt-Ack-Msg-TX :0 Preempt-Ack-Msg-RX :0 Primary-Msg-TX :1
Primary-Msg-RX :1 Primary-Ack-Msg-TX :1 Primary-Ack-Msg-RX :1 Hello-
Msg-TX :13402 Hello-Msg-RX :13402 Hello-Timeouts :0 Hello-Failures :0
MasterKey-Msg-TX :1 MasterKey-Msg-RX :1 MasterKey-Ack-Msg-TX :1
MasterKey-Ack-Msg-RX :1 Connection-Failures :0 Connection-Tries-
Failures :12 Connection-Listener-Tries :1 Connection-Active-Tries :12
Ping-TX :53614 Ping-Fail-TX :0 Ping-RX :53613 Ping-Timeouts :0 Ping-
Failures :0 Ping-Error-Msgs :0 Ping-Other-Msgs :0 Ping-Last-Rsp :1

Jv i AR AL 31

superuser. deviceadmin
show high-availability state
i
SR A UMD S SRR ) 25 71 AU WildRire W SRS AT T (HA) REE R, QAR IEH| 5 fig
3 (FD) BE#E) ), EHIERTT R TR Z AT TR], A IR s 2 i 25 1 T B 75 [
A, DLRCRAE L P92 BEHRIA2 1) 2 15 RO0d S 15025 2 ) FR) 7 05 3 W AR Sife s 4
JEIRGE R
show high-availability
HE

state;

1L T
ToH AT

{5 Y

admin@thingl(active-controller)> show high-availability state
High-Availability:Local Information:fix4: 1 State: active-
controller (last 1 days) Device Information:Management IPv4
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Address:10.10.10.14/24 Management IPv6 Address:HAl Control

Links Joint Configuration:Encryption Enabled: no Election

Option Information:Priority: primary Preemptive: no Version
Compatibility:Software Version:Match Application Content
Compatibility:Match Anti-Virus Compatibility:Match Peer
Information:Connection status: up Version:1l State: passive-
controller (last 1 days) Device Information:Management IPv4
Address:10.10.10.30/24 Management IPv6 Address:Connection up;
Primary HA1l link Election Option Information:Priority: secondary
Preemptive: no Configuration Synchronization:Enabled: yes Running
Configuration: synchronized

JIT A5 B AL 2531

superuser. deviceadmin
show high-availability transitions
L
BRRT HA DB R 45 19 sl I R A 44 () Wil dFire e s S =y ol I PE (HA) B2 5 12
RGN E
show high-availability
Tk
transitions;

I
To H AT

o

admin@thingl(active-controller)> show high-availability transitions
High-Availability:Transition Statistics:Unknown :1 Suspended :0
Initial :0 Non-Functional :0 Passive :0 Active :3

Jit i B R AL 531

superuser. deviceadmin
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show system raid
1t A
s WildFire 3451 RAID it & . WF-500 B4 TERTIUANIRE) 28628 (A1, A2, B1l. B2) Hffi[ff
VONERZh 25 . OKEhes AL A A2 /2 —4 RAID 1%}, IKzh#s BLAI B2 /2% —4 RAID 1%},
JEIRGERINLE
show system
B

raid { detail; {

HE T
ToHAt R T

4
T 7R T IEAEIEAT I WF-500 % 45 1) RAID it & .

admin@WF-500> show system raid detail Disk Pair A Available Status
clean Disk id Al Present model :ST91000640ONS size :953869 MB
partition 1 : active sync partition 2 : active sync Disk id A2
Present model :ST91000640NS size :953869 MB partition 1 : active
sync partition 2 : active sync Disk Pair B Available Status
clean Disk id Bl Present model :ST91000640NS size :953869 MB
partition_1 : active sync partition 2 : active sync Disk id B2
Present model :ST91000640NS size :953869 MB partition 1 : active
sync partition 2 : active sync

Jiv i B R AL 31

superuser, superreader
submit wildfire local-verdict-change

1t B3

BRI AR B, Bl KRR SE BIREAS WildFire H5E o ﬂ%%&ﬁL%?F“ﬁWMHmu%mﬁ
A, HAHFEFEAR A ELE WildFire A= WARKFEAA . e LUdL ok wildfire & Bk S E R WA
B OCHIE REAS

WildFire L47 zc N 25 G HEHT DA BRI (FERT k8% 1) BTt Tl 0 5 58 2 (% 4% Device (% #%) >
Dynamic Updates (Zh#&8E#H) >WF-Private (WF-%5%) LU WildFire 55 = WEEH) - 4
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188 o PORE A ) 5 A N, WildFire B4 25 BUHT 2 4 DG IS = A H R 8 INiZ%25 42 & WildFire B4
AL, YR MOREAS ) E A B YRR, WildFire 345 M WildFire 58 = WA BB G%4 .

A AT T E SRR A E B AP . A OCTEIE R, 12 WildFire APL 225 AT,
RGN A

submit wildfire

ERFS

submit { wildfire { local-verdict-change { hash <value>; verdict
<value>; comment <value>; } }

1 I
* hash — 5 € B T SUAE I SHA-256 SUIF G 7 o

* verdict — BN SCHAIE: 0 RN RMEFEAR; 1R ERRM; 2 R KERMT.
* comment — ELIEHEIA A T SURERE .
N L

PR s g i 4 R Bl A P 2

admin@WF-500> submit wildfire local-verdict-change comment test hash
¢c323891a87a8c43780b0f2377de2efc8bf856T02dd6b9e46e9714a9652814b5¢
verdict 2 Please enter 'Y' to commit: (y or n) verdict is changed
(old verdict:1, new verdict:2)

Fiv i AR AL 531

superuser. deviceadmin

show wildfire

B

BIRKT WildFire B& & FME R, R BRANIA LB DLFEARFRCTENG . BARIRAS LSk %
PAT 7T AL o

JEIREE R B

show wildfire
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ik

status | vm-images | wf-vm-pe-utilization | wf-vm-doc-utilization
| wf-vm-email-link-utilization | wf-vm-archive-utilization | wf-
sample-queue-status }

I

> status — ERWARELABERSE, WHTERSIHEMIL (VM) HEARMREZECK
R . vm PRI E R

> vm-images — W THEAS T A HLUR IR L. 5 E & LaEg, WIS
L s

admin@WF-500> show wildfire status

, REER WM FEBL
> wf-sample-queue-status — BIRFERFHT I WildFire W& FEA KR AITELNE B .
> wf-vm-doc-utilization — WxA 20 H T-ACH SR SO 0 AT BR8] FHBRGEAE A

> wf-vm-elinkda-utilization — B/rf £ /b F T Ab B o - MBAR4E 52 1 20 i M 858 o] FH B IE TR
i

> wf-vm-pe-utilization — By 2 /M T AL RERS Al PAT SCIF A 20 M 348 58 T BRAEAE 1
.

7 P
N A R L A

admin@WF-500> show wildfire status Connection info:Wildfire

cloud: sl.wildfire.paloaltonetworks.com Status:Idle Submit

sample: disabled Submit report: disabled Selected VM: vm-5 VM
internet connection: disabled VM network using Tor: disabled Best
server: sl.wildfire.paloaltonetworks.com Device
registered: yes Service route IP address:10.3.4.99 Signature
verification: enable Server selection: enable Through a proxy: no
admin@WF-500> show wildfire vm-images Supported VM images: vm-1
Windows XP, Adobe Reader 9.3.3, Flash 9, 0ffice 2003.Support PE,
PDF, Office 2003 and earlier vm-2 Windows XP, Adobe Reader 9.4.0,
Flash 10n, Office 2007.Support PE, PDF, Office 2007 and earlier
vm-3 Windows XP, Adobe Reader 11, Flash 11, Office 2010.Support PE,
PDF, Office 2010 and earlier vm-4 Windows 7 32bit, Adobe Reader 11,
Flash 11, Office 2010.Support PE, PDF, Office 2010 and earlier vm-5
Windows 7 64bit, Adobe Reader 11, Flash 11, Office 2010.Support

PE, PDF, Office 2010 and earlier vm-6 Windows XP, Internet Explorer
8, Flash 11.Support E-MAIL Links admin@WF-500> show wildfire wf-
sample-queue-status DW-ARCHIVE:4, DW-DOC:2, DW-ELINK:0, DW-PE:21, DW-
URL UPLOAD FILE:2, admin@WF-500> show wildfire wf-vm-pe-utilization
{ available:2, in use:1, }
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JT s (R R AL 531

superuser, superreader
show wildfire global
Wi B
ERRTEREZAAEARERSMEE, G, FTHE AP ZH, EIME R FEARKE H k.
BN FEARB A IR AR5 B AN % sl o A R A S
JEIREE R
show wildfire global
HiE

api-keys { all { details; } key <value>; } devices-reporting-data;
last-device-registration { all; } local-verdict-change { all; sha256
<value>; } } sample-analysis { number; type; } } sample-device-
lookup { sha256 { equal <value>; } sample-status { sha256 { equal
<value>; } } signature-status { sha256 { equal <value>; } }

eI

> api-keys — W/nfE WildFire & EA R AP ZHIAHCTEAE B 7T LER BIREEH %3
I e AR RS (ERASCEEEM) PR A B PR H 3/ E

> devices-reporting-data — SREITVEMIGEIIIFIE.

> last-device-registration — SR MVEMEENKFIZE.

> local-verdict-change — &7 5 SCH) & IREAS .

> sample-analysis — R g% 1000 MEAH] WildFire 73 #r 4k

> sample-status — E/x WildFire AR . SN SCHEI SHA256 18, PLEE M HT iR
> sample-device-lookup — WRKiETE E SHA256 FEA B, K.

> signature-status — &R WildFire 32 420IR3 . fai A ST SHA256 1, LAEE HHTHriR
7

BN o

AN
I I R A
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+ | Apikey | Name | Status | Create T1me | Last Used Time |
R s T R s
R T + | <API KEY> | happykeyl | Enabled |
2017-03-01 23 21:02 | 2017-03-01 23:21:02 | +------------

| Device ID | Last Reglstered | Device IP | SW
Version | HW Model | Status | +--------mmem i
L T R T +--cc-o---- +-------- + | 000000000000
| 2017-03-01 22 28:25 | 160.1.1.1 | 8. 1 4 | PA-220 | OK |

focoooocaos +-------- + admin@WF-500> show wildfire global last-
device-registration all +-------------- R TP
R L Fo-m-- - +o------- + | Device
ID | Last Registered | Device IP | SW Version | HW Model |
SiFQiEUISHN IR R EE L s s coosoioocosoooooogiooosoooooe So
e SRR + | 000000000000 | 2017-07-31
12:35:53 | 10 1.1.1 | 8.1.4 | PA- 220 | OK | +--------------

-> 1 | Yes |

Fo-mm- - Fo---m--- + admin@WF-500> show wildfire global sample-

analysis Last Created 100 Malicious Samples +--------------

P L R + |
SHA256 | Finish Date | Create Date | Malicious | +--------------

R R + | Storage Nodes | Analysis Nodes
| Status | File Type | #------emmieeee s LR R TR LR
s SRR P T + | 009261d1 2,0094:d1 2 |
galé | Notify FlnlSh | Elink Flle | 4+

TR foo i + | <HASH VALUE> | 2017-03-01
23:31:15 | 20170301232429 | NO | #--eccmmmmmn-

R + | Storage Nodes | Analysis Nodes |
Status | File Type | #------cmmee e L
R et T T + | 0712:smp 27,94:smp 7 |
galé | Notify FlnlSh | MS Office document | +-----------mmmmmnoonn
B e A L e +
admin@WF-500> show wildfire global sample-device-lookup sha256 equal

WildFire ¥ &% 183 ©2025 Palo Alto Networks, Inc.



fdi F WildFire i% %% CLI

d75f2f71829153775fa33cf2fa95fd377f153551aadf0a642704595100efd460
Sample
1024609813c57fel74722c53b3167dc3cf5583d5c7abat4a95f561c686a2116e
last seen on following devices:

e g
R R R R +

SHA256 | Device ID | Device IP | Submitted Time |
e e g
R R R R R R +

1024609813c57fel74722c53b3167dc3cf5583d5¢c7abaf4a95f561c686a2116e
| Manual | Manual | 2019-08-05 19:24:39 |

admin@WF-500> show w11df1re global sample-status sha256 equal
dc9f3a2a053c825e76195811f3b31d53296fe41658b924381b60ace3eecealdc088
R R R
e T + | Finish Date | Create

Date | Malicious | Storage Nodes | R

+ | 2017-03-01 22:34: 17 | 2017-03- 01 22:28:23 | No |
009026:smp 27, 0970105mp 27 | 4--eemmmmmieeee e

T L +
R LT R et R R + | Analysis
Nodes | Status | File Type | +---------------- Fo-ccoooomooooos

R + | gqal5 | Notify FlnlSh | Adobe Flash
File | +---------------- R s SRR P

+ admin@WF-500> show wildfire global 51gnature -status sha256
equalc883b5d2e16d22b09b176ca0786128f8064d47edf26186b95845aa3678868496
Signature Name:Virus/Win32.WPCGeneric.cr Current Status: released

Release History: +--------------- I R T T LR
R R + | Build Version | Timestamp | UTID |
Internal ID | Status | +--------------odmmm -
SRR TR L L LR TR + | 155392 | 2017-02-03 10:11:06 |
5000259 | 10411 | released | +--------------- L
R L (e e +
JIT i IR AL 531

superuser, superreader
show wildfire local
B
BORRTAMBAATREA . W53 B B I IR AR LA WildFire 48 it (%705 5 .
JR IR L E

show wildfire local
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ik

latest { analysis { filter malicious|benign; sort-by SHA256|Submit
Time|Start Time|Finish Time|Malicious|Status; sort-direction asc|
desc; limit 1-20000; days 1-7; } OR... samples { filter malicious|
benign; sort-by SHA256|Create Time|File Name|File Type|File Size|
Malicious|Status; sort-direction asc|desc; limit 1-20000; days
1-7; } sample-processed { count 1-1000; time {last-1-hr|last-12-
hrs|last-15-minutes|last-24-hrs|last-30-days|last-7-days|last-
calender-day|last-calender-month; } sample-status { sha256 { equal
<value>; } } statistics days <1-31> | hours <0-24> | minutes
<0-60>; }

I

> latest — BT A 30 WiEsh, WHEHITH 30 WHTiEsl. FILH) 30 NadT SCiE. T
RN AL B A FE = AR S5 3% 00 S 2% 218 (E B

> sample-processed — W fE g I [H] G B P () A b A BEAE A Y B Bl i KFE A&
> sample-status — /s WildFire FEACIRES o ST SRR SHA256 E, LARE 4T HTIRES .
> statistics — E/RHEEA WildFire &5 ..

AN

T A2 Sy A R A

admin@WF-500> show wildfire latest analysis Latest
analysis information: +------------- e

e e + | SHA256 | Submit Time
| Start Time | Finish Time | +------------- i

R I e + | <HASH VALUE>|

2017-03-01 14:28:26 | 2017-03-01 14:28:26 | 2017-03-01 14:34:24 | |
<HASH VALUE>| 2017-03-01 14:28:25 | 2017-03-01 14:28:25 | 2017-03-01

14:28:41 | | <HASH VALUE>| 2017-03-01 14 28:25 | 2017-03-01 14:28:25
| 2017-03-01 14:28:26 | +-------------F----meia oo
R R T I
e
Fo-meeo - + | Malicious | VM Image | Status | +------------
S S s
+o-ccoo----- + | Yes | Windows 7 x64 SP1, Adobe Reader

11, Flash 11, Office 2010 | completed | | No | Java/
Jar Static Analyzer | completed | | Suspicious |

Java/Jar Static Analyzer | completed | +------------
e e e
ommmma - + admin@WF-500> show wildfire local latest samples
Latest samples information: +-------------- R
S R R + | SHA256 | Create Time |

File Name | File Type I e
Che e omommcoeoeocodtocmooo—cosoooen + | <HASH VALUE> | 2017-03-01
14:28:25 | | JAVA Class | | <HASH VALUE> | 2017-03-01

14:28:25 | | JAVA Class | | <HASH VALUE> | 2017-03-01

14:28:25 | | PE | +-------------- L R
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R + | File Size | Malicious | Status |

EEEEE LR oo R R + | 20,407 |

No | analysis complete | | 1,584 | Yes | analysis complete | |
259,024 | No | analysis complete | +-------------- R
R + admin@WF-500> show wildfire local sample-
processed count 2 Time Window: last-15-minutes Display Count:2:

e T R T + | SHA256 | Create Time
| File Name | File Type | File Size | Malicious | Status |

I
ce752b7b76ac2012bdff2b76b6c6af1l8e132ae8113172028b9e02c6647eel9bb |
2018-12-09 16:55:53 | | Email Link | 31,522 | | download complete |
| 349e57e51e7407abcdbeccda81c8015298ff5d5badcedf09c7353c133ceaa74b |
2018-12-09 16:53:40 | | Email Link | 39,679 | | download complete |

admin@WF-500> show wildfire local sample-status sha256 equal
0f2114010d00d7fa453177de93abca96431f4660457536114898¢c561491f819a9%b

Sample information: +--------------------- e
R R T T + | Create Time | File

Name | File Type | +--------------------- Fo-m-eo- -
R L T + | 2017-03-01 22:28:24 |
rmr.doc | Microsoft Word 97 - 2003 Document | +---------------------
oo R e T i R
R Fo - + | File Size | Malicious

| Status | +----------- +------o---- R R R + |

133120 | Yes | analysis complete | +----------- Foiiiao -
R + Analysis information: +---------------------
L I I + | Submit
Time | Start Time | Finish Time | Malicious | +---------------------
B B Fommm e +

| 2017-03-01 22:28:24 | 2017-03-01 22:28:24 | 2017-03-01

22:28:24 | Suspicious | | 2017-03-01 22:28:24 | 2017-03-01
22:28:24 | 2017-03-01 22:34:07 | Yes | +---------------------
o I R +
g g g S S
LR + | VM Image | Status |

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e — -
LR + | DOC/CDF Static Analyzer | completed | | Windows

7 x64 SP1, Adobe Reader 11, Flash 11, Office 2010 | completed

| - -
e + admin@WF-500> show wildfire local

statistics Current Time:2017-03-01 17:44:31 Received
After:2017-02-28 17:44:31 Received Before:2017-03-01 17:44:31
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+| || FileType | Submitted | Analyzed | Pending

| Malware | Grayware | Benign | Error || |
g g g S SN SN NPRRPINPIPIP. | _ - — — = = =
+ [ exe | 2]2]0]06]6]2]6]]]

+| Environment Analysis Summary for Executable:VM Utilization :0/10
Files Analyzed :2

£ 11 Nom-Executable || | T
+1 1] FileType | Submitted | Analyzed | Pemding T
| Malware | Grayware | Benign | Error || |

E!_!!_?‘_’T_!_‘;’_!_‘L’_!_‘;’_!_‘;’_!_‘;’_!_‘;’_!_‘1’_!!_! _____________________________________
e L e
IIIIdOCI1I1I0I1I0I0I0III

dllmtieioeleieleieiont
U N o R N ) N,
e e e e e T
e e e T
e e A B T N L AR
+H [l rtf oo o]O]0]06]06]]]

H 1 etass 2 2 e 1 e ey T
E!_!!_?“_“T_!_?_!_?_!_‘?_!-‘?-!-‘?-!-?-!-?-H_! _____________________________________

+| Environment Analysis Summary for Non-
Executable:VM Utilization :0/16 Files Analyzed :4

+ || Links || |
R — - - - - = = =
+| || FileType | Submitted | Analyzed | Pending
| Malware | Grayware | Benign | Error || |
e R - = = = = = = =
+] || elink | 2 ] 1] 0] 1]0606]0606]0]]||
R — - - - - = = =
+| Environment Analysis Summary for Links:Files Analyzed :1
---------------------------------------------------------- | General
Stats | +-------cmmmm i - -
+ Total Disk Usage:67/1283(GB) (5%) ||+--------------------------
L L e +|| ||| Sample Queue ||| ||
Grocenoscenoonens: Gecconcoooocnsocenas Gecoosensoee0ss +1 111
SUBMITTED | ANALYZED | PENDING ||| ||+----------"-"-"-"“"“"“"--=-------
Gessoazse0: Gagecoasozans IR RARARRIN
e L Fommmmme e S +| ] |
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PRI T T L EEETERL LR TERTPLEPETEPITSEPERTPRRTE + |11
Verdicts ||| [[|+---------------ccccmoou-" e SR ELELELLEEEEEE
+|| ||| Malware | Grayware | Benign | Error ||| ||
LT R R LT EEPE PP DT PR LT TS 1 I3]0
| 4 | O ||| [[+----------------------om- R etmeessssaas
I e IGAACRCCILCEEEEE +]
||| Session and Upload Count ||| [[+-------------"----"--""o"0"-"-
R PP TP +|| ||| Sessions | Uploads ||| ||
D R TALERECI S EERLPLPPETE A TELE TR LR 1111715
11 [[s=ees=se0s20e0s20002200002 S EEREEEEEEEEEEEEE +|
JIT it B AL ]

superuser, superreader
test wildfire registration

B

PAT I LUK A WildFire 1% 4% 5 Palo Alto Networks [7 K 55 7£ WildFire il 55 2% th PR o dn i
My, W4 Bor WildFire ik 55 a1 1P bk ERRSS 25 4 8K W ZUSRIEN, WildFire 4% BL
KA BERE A% J 21 Wil dFire iR 5545 o

Bk
test { wildfire { registration; } }

1 I
TEF AT

ol

NSRS T TS WildFire B4 1845 1B kB B sl Thfan . anRix & F6 17 Palo Alto Networks
WildFire = 1] WildFire % &, TIH A — D= RS2 1R S % 2 PR 1E select the best
server: FZERPEIR,

Testing wildfire Public Cloud wildfire registration: successful
download server list: successful select the best server: ca-
sl.wildfire.paloaltonetworks.com

JIT a5 B AL 2531

superuser, superreader
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