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I F & B GenAl App Sk ) XU
BAE G, T GenAl app & K FTA R 2R (1 ¢ #E Fiik
STEP 1| %5 Strata Cloud Manager
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STEP 2| i%4% Insights > Al Access PL& % Al Access Security Insights 1R .

Al Access Security Insights 1R BRI 3% H 1 B~ GenAl app 751 M4 _E i R -, LA BA
A K GenAl EZRGI = Z 905 B
o« IR IR IERE T

i€ GenAl 405y, EFPRIEARELR A I A B & 0T LLiE$E Past 1 Hour (G4 1 /)
i) . Past 3 Hours (it 2 3 /pif) . Past 24 Hour (if3: 24 /i) . Past 7 Days (it 7
&) B Past 30 Days (if2: 30 K) .

Al Access Security

; Past 7 Days A ¥

Past 1 Hour

(
/ Past 3 Hours
P
(

Precise control, complete visibility, and robust protection for your GenAl apps—all in one place

Past 24 Hours

Plugins o s Past 7 Days
Past 30 Days

7 3 142 0 Alerted

Installed Plugins > Plugin Users » Datain Motion 3 142 Blocked >

ol

JE EH B N3 Web 22 4= SRS U PR J i 0 0 B 01 Al o MR TC B ST R RS N S8 = R Y
R L S O =S B . Threats Detected (RSB A ) VLB THTE
Gmmamﬂ&ﬁﬁ¢m%ﬁ@%

« Alerted (CVEHR) — KM B A& HEHR 00 B 5L
* Blocked (TFHIE) — &M%, %R NGFW B Prisma Access /ML 42

o
Plugins o Threats Sensitive Data Assets
7 3 581 474 Alerted » 54 744 17 Alerted »
Installed Plugins » Plugin Users » Threats Detected » 107 Blocked > Data at Rest Data in Motion 729 Blocked »

© RURHEE B

HUBREAE % 7 B YR B & 15 1Y Enterprise Data Loss Prevention (E-DLP) %4 it & 7 44
NG (Data Security) F1z/ 4473 (SaaS Security Inline) [ DT g 2% {2 it A6 i 2] 1) ke 8k
PR

« Dataat Rest (F+&%4E) — i#id SaaS API (Data Security) 38l 4T 42 38 A B4R 5wk BH
1B/ DLP SiF 4.

 Datain Motion (hZ:%#E) — il idSaaS Security Inlines:s fill B 47 3818 fish & 24K 5545 FH 11
) DLP F/F =%,

* Alerted (CUEHR) — [RIN X Ef AL M S LA il & B3R DLP Si/HE 2.

+ Blocked (ZBHIE) - %) NGFW 5 Prisma Access #l/7FHIER DLP S/ sk, figs
AEE AN ) A B .
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Plugins @ Threats Sensitive Data Assets
7 3 58 1 474 Alerted > 54 744 17 Alerted »
Installed Plugins » Plugin Users » Threats Detected » 107 Blocked > Data at Rest Data in Motion 729 Blocked »

< INTTHIB

Al Access Security Insights 1 ZRARARIE & 2% 1 135 sh s 25 B s YA GenAl app A, LA
N A 36 5 I 8] BE A U7 18] 3 ATA7T GenAl ) GenAl qpp AT i . X kE—k, 0] LR
5 i I GenAl app FHIC 22 A F, Sty a2 il SRS B .

« GenAl Apps — J& T FIBI K GenAl app 525, GenAl app 55 =35 — Bk
Al A B AAIN T GenAl app.

* Unique GenAl Users (Mt— GenAl F /") — Vil J& T-¢ € FGIAE T GenAl app 1IH 7
M3, #id5 Unique GenAl Users (ME— GenAl /7)) i3, &&EF AT GenAl
app HIME— 513

Al Access Security 2~7¢ i 52 1 i 7] 7] I P S Unique GenAl Users (i
— GenAl Py pagy, e fids Unique GenAl Users (i — GenAl [
PO LR SRR R P B2 KT fig 4 G5 Unique GenAl Users: (i —
GenAl f o) ¥ S 3IEH Hws 1 A

Sanctioned (14/620) @® Tolerated (11/620) @® Unsanctioned (595/620)

Most Popular Use Case 2nd
2. Writing Assistant €37 Conversational Agent

288 applications
| ] —

217 applications
— | | ]

620

26 allowed - 594 blocked
GenAl Apps

90129 users

— 76917 users
notion-bas.. CETT—E—SE—

S NOtiON-bas...
Review use case Review use case
3rd 4th

A Audio Generator

135 applications
——

40586 users
—— character-...

198k

187k allowed - 11.7k blocked

3% Developer Platform

124 applications
| |

o 43116 users
openai-bas... EE——

Unique GenAl Users

Review use case Review use case

© P HAR S

* Applications (NHEF) — J& TAEfHAL GenAl app F5I1) GenAl app &4(. GenAl
app HIEE D A=K — SAAT. A EZ R AN GenAl app.

« Users (JH/) — Vil id AR 75 & HoAh GenAl app H %1 GenAl app B H =45,
B R Ar BRG] L, 5SS HEICB GenAl app 1 FE L 245 .

Al Access Security i # 6 ©2026 Palo Alto Networks, Inc.



K GenAl App 5 K [ K%

) Image Editor & Generator

Most Used Application
©®) openai-base

| 138 applications

513130
36.0k users

387816331947

v
375 applications @ @ 121k users
———— ——

STEP 3| Review use case (&FE AW , DAEEREILEHAGIHETE Sln] . ol B 2R AN
GenAl app ITE4N 532K,
STEP 4| AEFERFIVEANE ETUMH, T GenAl app fif H B M.
FHGIVEARAE 2 DT A ¢ GenAl app 8 F K &0 R B2« 18mT LUR) B X 2845 Bk T
GenAl app FERI-L, MIHS BhIE T fif 2 4 2 O3 75 B G 55 WA A1 S5 s 00 T K i 22 A 25 34
XFET] DL AR B B H R 22 4 1R H GenAl app, B IR BUSEE Ahtt
o FHBIREE
B E B T IEAE TR E MBI ATE =2 GenAl app ffHE R .

o B N FHRR R — Btz B R P B GenAl app. X IR HLFE 24T 20 Bi gy GenAl app
W8 FRZ (Sanctioned (IAA]) . Tolerated (AJ%52Z) ={ Unsanctioned (A
CIDIDEE

« Application Breakdown (N R4y ) — 5 HH1CEH GenAl app BRI, PLE
FTE 1 2 GenAl app BN FH AR 2 OTE B

* User Breakdown (F 415D — vjin] -5 H B SRIAE(] GenAl app I H P %k
s, HeAh, 34t T 71 Sanctioned (Z2IAT]) . Tolerated (FJ4Z) B
Unsanctioned (A7) GenAl app 1 H P& IC M55 .

© NARERP

FH P95 18] ) 5 1Z A BIA S B T GenAl app #11 . %77 LLX GenAl app A5 B
Sort By (FEFMkHE) idJE8%, % User Count (1)/"%%) . Threats Count (Jgii})
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%0 . Transferred Count (#8%0 XJHIEATHERF . Al Access Security ¥ GenAl app %%

=M EMRHER

App F13R 2 BRI B R GenAl app LA FE B

* Application Name (N FREFHF) — B2 GenAl app % FR. H.ii app HRE
B VEAE TS B Bk 5 5 [\ ) Activity Insights Applications (N FHFEF)

« Tag (Fp%%) — 417 GenAl app ©r%s. &R LUEN A5t A E RN BRI IHT AR 2

Palo Alto Networks & app 166 1ty ApP-ID 4345 37532 App-ID th | (H2, R
SHERRC APPID 23 . E L BUARIC AN ST ARITT BT A 2L
f5z 7 App-ID,
* Allowed Users (FLVFIIH ) — MR Y5222 SE0&H U A f5C B 1) U7 A ALBR U7 7] GenAl app [
ME—H P g #ili Allowed Users (LA ) tHE, &&E LIV R GenAl app )%
ANE—F P ISR

* Blocked Users (#BH1EF ) — R 22 4 S ms A0 U R C B 0 7 i) SRR, 49t BHL 1k 17 1)
GenAl app [IME—F P k%, B Blocked Users CBFHIEFH ) 1%, BB BEFH LA
GenAl app [IEANME—H P IIFIER .

* Threats (&) — RIS ja 5 20 850
* Transferred (C&#H) — FAEZEBIM GenAl app FEEHE S8 (L TIRFT (GB) N

K1) s
* Sensitive Asset (HUE% ") — HT Enterprise DLP #5:l 1) - B 1 &R 1 7 2E )
DLP H1%E

* Enterprise Available ({M/ATH) — F57~ GenAl app & & it fiMbiH R s ml 7 % .

« Data Used in ML (W18 > R IR — #8785 GenAl app & 548 I 7 B A& B8R
HEAT ISR

* Risk Score (JA[1F45r) — GenAl app) AU P77 o

< HBIE S

* Applications (NHFEF) — J& TAEHAL GenAl app F%I) GenAl app &%(. GenAl
app HLa U M=K — CAAl . AT EEZRAK N GenAl app.

e Users (JH/) — Vil id AR 75 & HoAh GenAl app H %1 GenAl app B H F* =%,
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% Developer Platform

Developer Platforms streamline and orchestrate the process of building a GenAl application.

MOST USED APPLICATION TOTAL APPLICATIONS APP USERS INSTALLED PLUGINS PLUGIN USERS
HR ® Sanctioned 1 ® Sanctioned 202
Openal Base 123 @ Tolerated 2 20'3 K @ Tolerated 303 O O
@ Unsanctioned 120 ® Unsanctioned 19.8k
Some plugins might not be listed below. Some plugins might not be listec

Risk: All v Data Used in ML: All v Classification: All v Plugins: All v
Name Classification Allowed Users  Blocked Users  Risk Data Transferred Sensitive Data In Motion Plugins Plugin Users DataUsed In ML Enterprise Available  Threats

Vv Sanctioned (1)

Z Neuroflash 202 0 B 180.3 KB 0 0 No @ ves 0

v Tolerated (2)

“a Chai 202 0 B 177.5KB 0 0 No o 0
& Salesforce-Service-C 101 O @ 93.1KB 0 0 No @ ves 0

v Unsanctioned (120)

Amazon-Sagemaker-Base QEEERD 720 118 ® 193.3MB 0 0 L 0
@ Retune-Base 31 60 @ 350MB 0 0 No o 0
B® Ms-Powerapps 360 48 2 21.3MB 0 0 o @ ves 0

STEP S| Qg [ 224 ms FN Sz %) GenAl app 7 1A .
7E LR+, Openai-Base s RS BITF A4 plias F ) & FH I GenAl app. Btah, iX
& —> Unsanctioned (KiAT]) app, F/niZ app KEHHEANSFLEE ) A F M2 EAER
FEIXFREDLT, 10T DB SER AR GenAl app Vi i) Sl M0, CLBAARBH 1% OpenAT W ETH Vi
), AR R H RN 1 app.
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A E XS App &I GenAl App 7y 3# i XU
STEP 1| %% Strata Cloud Manager

STEP 2| %+ Insights (Lfi##) > Activity Insights > Applications (N FHFEF)

STEP 3| BiE app #IFRISIESR, i/ MEABZRE R GenAl app i .
1. fii# Time Range (I[AJEHE) F11 Scope Selection (VGEIESR) , LAk i 2 45 & )
V) Y [ R AAT 5 o

2. Add Filter GAINduES) FFam LA L uEds .

* Source Type - Users (J§2RAY - H ) — i€ app 532, (NS R GEH AR F P i
GenAl app. Xs&—PhiE L iEss .

* GenAl Application - TRUE (GenAlR 27 - TRUE) — i3 app %1%, U&7~
GenAl app. Xs&—MATEIIEIERS.

* App Risk Score (App XU%:iF4r) — *FT App Risk Score (App KUK E5r) i €8s,
BB A W AP R R EFEZR D — ARV, WATH GenAl app
RN R

AEBAM T, BRATEREHAERITA ) 4 A1 5 10 app, BRSIKEER KUK R FG ) app
RS
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STEP 4| #AF LM GenAl app 1% .
LT R — e A S
* Application Name (N HFEF#FK) — GenAl app 1] App-ID.

« DataUsage (KR E) — LRI GenAl app FEMEIEE. XA LAFEIE T
GenAl app FIfE R 0L HodE A6 &K1 GenAl app T RERIKE 1% app 2 EH, 5™
% A9 ) it oA 77 L SRR SR itk 2 R AT N N7

« Tags (4#25) — GenAl app HI24H7 app 1% G5 H ) GenAl app F {448 app 371
WEAE R, 180 DS ARZSE A Tolerated (T4 21) B{ Sanctioned (ZAT]) .

Palo Alto Networks ;& app thgg 1ty APP-ID 4348 37552 App-ID th . SR, A%
Fut APP-ID Zx B8 AT hRiC . S A AURABRICAZUN TN TT . AR TT BT 25 2010
5 1 App-ID

Overview  Applications ~ Threats  Users  URLs  Rules  Regions
i Time Range: Past 30 Days v Scope Selection: Prisma Access v Subtenant: Al-Access-CASB-Tenant-071¢ v SourceType X GenAlApplication: TRUE X AppRiskScore:4 41 X Y Add Filter Show Less Reset
Total Apps Application by~ RiskScore v Application Data Transfer by Destination v
6 |4 @RNDC BMUDC B MU Internet RN Internet
6 Apps OByte  OByte 287 MB OByte

All Applications (6) g O
Application Name Category AppRisk . DataUsage Port Tags Threats User: URLs Subcategory Rule Name
openai-chatgpt [ ] 136 MB. 443 Sanctioned 0 4 0 artificial-intelligence Tolerated GenAl Apps.
google-gemini-models [ ] 62.7MB 443 Unsanctioned o 1 0 Allow GenAl Image Vic
claude-base [ ] 47.9MB 443 Tolerated o 2 0 Allow GenAl Image Vic
google-gemini [ ] 37.6MB 443 Sanctioned 0 3 0 interzone-default+ 4
perplexity-ai [ ] 2,66 MB 443 Unsanci tioned o 1 0 Allow tolerated genai
bing-ai-base [ ] 389KB 443 Unsanctioned 0 2 0 artificial-intelligence DLP Security Policy 1

10Rows v Page 1 Vv ofl
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STEP S| B [iE a2 A vims UL, AP H 7 X GenAl app 7 I ALFR o

filtn, WIEEREE LI, FAEZDRINTTH GenAl app, HHEIEMGHEE K. Xk
AR, BONAE H P IEAE M By i R EHEHERT app, TS HIE IETE T #8Ek b A=A4 5
R RENS HEAT I 4 I R BA AT DL T i GenAl app 1 H B9 LL L R Fo V-8 GenAl app Z /i, #&
Al LA Block (BH1E) FrdE H i) GenAl app.

M, BEEZRFH T —%% Unsanctioned (CRILT]) GenAl app, 1H'EAf]&Z GenAl ittt
e E P AE RS R 25 b A B B A F AR ORI R o AEIX RIS OL R, ST LR B S B0
Sanctioned (CAT]) , 445 SR HLN Allow (R fHiFHZ% app, {HAXPR T-45 52 i 4 a
ITRIH . fESEmS R e, 445 0] BLSGIE—AN Enterprise Data Loss Prevention (E-DLP) /i fic &
SCAF RS R A Attt I ORIBE— MR I PC B ST SR BELLE R 2R G B R 2 A7 ) R G

PR
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T App FI ) &I GenAl App 1 28 1 XU
STEP 1| %% Strata Cloud Manager

STEP 2| i%&4% Insights > Al Access L& F Al Access Security Insights 14 .
X R T RS U5 I B % 1) GenAl app,  BATE B & 46 /N i VE
STEP 3| #.if; Review use case (&HMHI , &F &I E X P IELET ] H GenAl app LI
{Z/‘IJ o

Al Access Security Insights 1 AR BRI 12 B B2~ 2% 5 17 1 GenAl app, 278 H 5%
GenAl app M TH P UL FEERER . SdiH 8L EE User Name (JH/42) 5 IP
Address (IP Huitik) LLAZiZF )7 a1 GenAl N AL T 5 & .

- HF41H

HERMIC R T 5k GenAl FIHI52EBL T GenAl app HIFH 7 5% Al Access Security 11,
$&vj ] Sanctioned (ZAT]) | Tolerated (F]%%.) #l Unsanctioned (ZRIAT]) app HIH

Ik e EE
i App Users (App H /) S8, &F BT Vi ol alowl BE L0 5 18] 5 Fride F 1 G BE 1) GenAll
app HIH %1%,

2 Writing Assistant

MOST USED APPLICATION TOTAL APPLICATIONS APP USERS INSTALLED PLUGINS PLUGIN USERS
( P Sanctioned 3 ® Sanctioned 330k
@) Notion-Base 283 che 0 423K w1 0

® Unsanctioned 270 ® Unsanctioned  38.4k

Some plugins might not be listed below. Some plugins might not be listed below.

« J% GenAl FHIH

XL T 5% GenAl I SEEEAED GenAl app FI7 A P a3k fiC s fE5 5. sl T
Sanctioned (Z.iAT]) . Tolerated (7% %.) Fl Unsanctioned (KiAT]) GenAl app, LA
L&A app (FIH P S K.

7% Allowed Users (LRI ) F1 Blocked Users (FHIEF ) it%k, CATEEL
GenAl app 224 A1V 1] SRS K8 A8 R0

+ Allowed Users (LRI ) — Vil GenAl app B F 8. FHIx Bz B sk iy &
ARSI A R, BRAIE FU VRO P AR R SR A T, B A AL ST SO
GenAl app KR #.

* Blocked Users (CLFHIEF ) — #EFH 15 7] GenAl app I S 4. 8 H AS B R IGIE
BB IEMEE TR E GenAl app V7 M AR 22 4 SRS RN, 80 T AR i 1)
F P 72 15 IEAE VT I RN AT 1) GenAl app.

BN, & NEEZGenAl app. EHIZHZUE L GenAl app 4254 Sanctioned (&
WD, HEHA N R R H P . EXFER T, B R SSE T Allowed
Users (FUYFIIH D 118, FHRIGIE T BT Ui il GenAl app 19 #0545 7o X FEAL

I, BHZ e E R RIA T 1,600 £ H 1A T Character-Ai-base app. &)
24 K I GenAl app 125 MUnsanctioned CGRIAT]) |, FEFT 8RR i 6k 18 24H 27 1 i
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AT FEXAEOLR, R4 B 1 NS B ) 2 A s LU e A4z ) X Character-
Ai-base app Vil {2 A SRS RN, DABAIA B AE 22 A SRS U 2 b i o7 B /8 75 IR 6, JF
BN IC B2 75 IR R, PARHLAE T U Al

) a::ncﬁonEd ) wscation | Allowed Users ocked Users | Risk  DataTransteres ensitve Dt InMotion ugins  PluginUsers  DataUsedinML  Enterrise Avaiable | Threats | Actons
@ Notion-Base 2.14k 0O 2 23.0MB 0 0 No @ ves 0
@ Grammarly 139 0 L 5.9MB 17 0 0 Yes @ ves 37
™ Notion-Download 306 O 2 387.1KB 0 0 No @ ves 0
% Neuroflash Sanctioned 202 0 L) 180.3KB 0 0 No @ ves 0
@ Magicschool Sanctioned 201 0 2 178.8 KB 0 0 No @ ves 0
=3 Describely 101 0 @ 89.6 KB 0 0 No @ ves 0
@ ome Sorcioned 01 0 @ 895KB 0 0 o o o
EJ Hotpotai Sarcioes 101 0 8 89.2KB 0 o e 0 0

> Tolerated (5)

v Unsanctioned (270)

B Character-Ai-Base == 161k 212 |@ 4872MB 0 0 ves o 0
Deepl-Write Ursseiene] 90 12 B 455MB 0 0 ves e o_

Al Access Security i # 14 ©2026 Palo Alto Networks, Inc.



KI GenAl App i K 1 XU

STEP 4| B [E a2 A=l UL, DA H 7 X GenAl app 7 A ALFR o

B, ARIEERIALE, SR KEH S IEAEVR bing-ai-uploading GenAl app. BRI
& Sanctioned (A7) GenAl, {HEANXTHLUAN I E P EG R BT LR E 90 S g M
N, BRI AS R U5 19 0 GenAl app BIH P EAT U i), CARF IR, JF9R’S 22 A SR ai, B
W RUVFE: app HEHERIF P U7 ) GenAl app. 33, &0 LAgR S SEms LN, o vrFTA H P Ui,
B St e 2 R A e P A i, DA IR BB A, 7 1R R A 45 E L URL, %S
B B RS B
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RIL GenAl App 7 K 1 AU

RIS =7 i 2 35 1) GenAl app iy >R B XU

STEP 1| %% Strata Cloud Manager

STEP 2| i%&4% Insights > Al Access L& F Al Access Security Insights 14 .

AR AL RN P 22 B 00 50 = 7 A EE DL R e 8 58 = 7 i P BUE . Al Access Security R
P& Al Access Security 77 1) AT A Bl 115 H X Se 57 . X SR 7 AN IR T B 8] i € 28 AT 7 ) i
T) B

STEP 3| #.5f Installed Plugins (&% 254dif4) X Plugin Users (J&ifFH ) LM A SaaS Security
Posture Management (SSPM) {34115 B .

5} Installed Plugins ( 2 2235464) $THF 58 = 74 i, Eor GenAl 28 = 7 46 I VEANS
Bo WXE, BaERHRMER, CAfC il E B A7 )

Hi7 Plugin Users (R D) R 3T IF 58 =I5l AF 00, Herb o 1 22258 = I 4l AR g FH P 19
PRAE S . WA, BATUER AT T 200, DURARTT Rl 22 3 2R e
FITG MG app e TR EEAF B A A A AT AU o

STEP 4| ZUzRBI&E R Mift, 1E7e bl N2 5R:
1. #%&%¢ Insights > Al Access L7 & Al Access Security Insights {X &A% .

POERBL 2RI IE M2 LRSS, RES GenAl app FIWUAN AR B CRERGE
oA B

2. SRRERABIKEAER . X TTUZME], 1551 Review use case (BHHEHIF) o X
T A, 3 R B AR

FBI VR4S ST sz I GenAl SRR . AT

‘ RS B AL Installed Plugins (CV22 3400 s Plugin Users G
FAPD B, X sesiy A Al Access Security gz i i 45 BUHa it 5 14,
FEANPR T} [a] i JE AR 4R U (A B o PRI, IR ST A] B AN 2 e R AE FH 4911
IS
3. ERBIEAE ER Y, FRBUE N 23— D Z > Market App 524 1) GenAl app
DLEAGAEF P 8. IS B R ERKE I Plugins Gifif) A1 Plugin Users (IR 7)) 7l
W

4. X TAE NG %2 GenAl app, i #.d7 Plugins (#fif4) 5% Plugin Users (ffif4
F BT

M.idi Plugins CifE) 2R %y, RIAT{E SSPM FRFTHF 58 = 7 idifh vUim, SBon 2%
(1] GenAl app 58 = 5 fFsefl. WX, AT ULEFEAE R, DLfcihf 2 5770
A o

miihi Plugin Users GidifhR ) ZIrR s, BEaTT 028 = 5 fdifh vl i, Bonf i
app ZZHE N = 5 A I P B VELIAE B . X S E SR U A R R R R X

/N
M o
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KIL GenAl App i SR R XU

K I GenAl App 7 Prisma Access Browser |7 3 1] X

IKL\

VA
Prisma Access Browser 5 Al Access Security ££1%, N Prisma Access Browser 1537 fiit 2% FF #2 it
ATHIH GenAl app R WL D il 42t Edim ARy XM EE R A T A 4TI ) GenAl app H
S, I B AR 7 AN SN BB 7 18 SR FE e fE — o LA I D RE . AN Prisma Access Browser
PhSTRR 224 R Y, AT LU Insights S 817 19] Al Access Security, it Prisma Access
Browser 1558 =5 Al MR SO, SRECEFE N R fatn B &30 Rl 20 @b
FHEHR AL T (E A I VE4E 2B

Al Access Security

@ Past30Days v

Other Use Cases

STEP 1| % Strata Cloud Manager

STEP 2| %+ Insights (WLfi#) > Al Access (Al jla]) LAESE A7 i Prisma Access Browser i Al
Access Security Insights 1 &4

STEP 3| #.if GenAl Apps L& H A5 Is GenAl:Yes f1 Category: (5. ) [N TR TFakr. N
H Access i JE2% LT E DL T $EA5:
* GenAl N HEFHET B3
* Y GenAl App
« [HIEA) GenAl App

14

13 allowed - 1 blocked
GenAl Apps

5

4 allowed - 1 blocked

Unique GenAl Users
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KI GenAl App i K 1 XU

STEP 4| i Unique GenAl Users (ME— GenAl /") LB #% T 5 8l 5 BH 15 7] GenAl app )
GenAl app H P 548, E£H 7 (M Total Unique GenAl App Users (":— GenAl App H
FEED i LLSMiE| Events (Fi4) il (N User: (HF': ) <user name>id 3§
&), MM T fE R VEFIRE 2 7 1) GenAl app. BT FH B AR (04 :

« GenAl i/ B3
« RV GenAl F /7
« PHIEM) GenAl

14

13 allowed - 1 blocked
GenAl Apps

5

4 allowed - 1 blocked

Unique GenAl Users

Total Unique GenAl App Users X

This list shows all users granted access to or blocked from accessing
GenAl apps. Learn more about how we detect user access data for

GenAl apps.
Search

User Name / IP Address Applications
test 10

sashank 6

homer 5

john 5

jane 2

STEP 5| #i; Threats Detected ALl UK Ul ) /1Nl LA o I 1 AT RH L 1) B A 2
A5 BT AR S 2 ULk 3] (7 Is GenAl:Yes, 20l: R HGEHM SUEL « v MR
ANERCE

» Total GenAl Threats (GenAl B %) , eI 20 A0 BH 1 1) 28 i 2 5
o JEE URL (ENHLHESS: 29 BEHMA A 288 EEMuE)
o XM (N BERS: 2R SRR A KM, CARBEE S

Threats

10 7 Alerted 4 URLS
Threats Detected 3 Blocked 6 Files
Al Access Security & 18
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KB GenAl App 7t KK XU

STEP 6| #.d; Data Transfers (Efiafedan) ANbfF, BF BRER G ENMARE EKi$ (E-DLP)
Hdha e T R UL 2% AR I eI 2 R S AL dm A Ko, DUA T4 Prisma Access

Browser.

AE B RTTESS ) UL 4R 3 (5 Is GenAl:Yes, Z%%l: N A DLP i JE852%) -

o RIS BRI E . ML 1s GenAl:Yes, 28j)): DLP.

o BRI O R HEW . MHMTEIES: Is GenAl:Yes, 28J]: DLP, #:{F: VI,
o HEfLE IR, RIFHPIRIESS: Is GenAl:Yes, 2Jjl: DLP, #{E: BHIEM.

o ZLRPEEREAL: ARVHE R BB AR PATIERIE. B, VR CFRT app Z A& A
FEMEBOE , S BEL LA D0 U 2% B A by 5 v S A e v o Hoth, app 32047 &2 1 FIRG G - S FH ) 97 ik
#%. Is GenAl:Yes, 2%%: DLP, #fE: SUVFZRY.

o BuREEECINE . —ROINEEE, RN IS E R e F RN B R . X
FERRTT DL R0, MR fo vk Scf B R ) BIERC app, B7E B 2 R AE ) b
BRI, B HAh app FTLAT IR IZ S0, DRI RS & A AN AR TR ity vy il 19 SC A, 5l
WEIEFEA A E RIS, BRI %8S Is GenAl:Yes, 25%: DLP, #fE: foiFhnss.

o BRI SER RG] BREERE: ERSHREZ RSP BERA S SRE AR
PRV S B R, B R LR . X LR SR R SVE DL A R I B U 1) B PR B
U, B3 A R T AT B R U B R . B IR IE RS : 1s GenAl:Yes, 2%
5l: DLP, #fE: 1ERAFR.

o HURAEWIC B4R, NG SE: Is GenAl:Yes, 255: DLP, KA. <t FA%.

o BUISBUES TR RO BEE T ORI o N ATRILSS: Is GenAl:Yes, 38|: DLP, KA. 8]
IEABCRE I o

o CURTEENIBOEG . N RTLSS: |Is GenAl:Yes, 25%: DLP, KA. JEHNA.

o HURALHIC T EL. MAMIFILSE: Is GenAl:Yes, 2£5: DLP, KA. SO R#k.

o HIEAEEICE N, NATEIES: Is GenAl:Yes, 255: DLP, 2581 UM E .

o [EH AL ER IR L. M HKITEIESE: 1s GenAl:Yes, 2£%): DLP, 2874, Sisiit
L=

o HUREALHICFTE. NHIF LS. Is GenAl:Yes, 25%: DLP, 287, #TE0,

59 31 Alerted 3 & i) S 26 Uploads » 12 Downloads 5 0 Screer
ist-in-time yping

Just-in-t ping
Events > 21 Blocked 3 2 Protectec 16 Pasting > 4 Copying > 1 Print >
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fric GenAl App

/

W5 GenAl app MGV AHABHE ERIE, ERTLOVM IR ININERSE, DURBIZN R 2
FERSHIH AN AL E . AT FHARZE 40T

prid Ui

=N N R O S SR, JFIEAE b5t
AL -

NN MR P RIS Dt LA Rk E . B, 15
JS2FHRE AR OG0 22 4 AR, 128 FRE 1 AT fig
SN

W 5 AR AT N R,
TG NI B W FE L 2 N AR P O . 4
LA FH SIS A U BELLE B PR o

I
o
£s

N R P ARG A AT R T P R 52 45
. BE, SRHRRVHEHZNHRER, HE
DA 2| Il ee o ) AR Y 35 /R | W E A AR E N
Ferg a2 20, DA ST AL 2GR

SEAFAEIBE N A AR, (H %N H AR P4
WIRVFIZAT, DR A T DRI it PR A 2 45
PEo N, & mT DAGN 2 — 2% SR RISk BHL 1k
FRE PP 1) A% BT 3R AT

%)  Palo Alto Networks .5 app g g7 App-ID 43411 51 25 8 ApP-ID . fRfE, 3 frbsic
App-ID e s FRC AL COATT . AT S AT 25 2 4 7 App-ID,
iy, g4 L App-ID gy claude 3w app-ID, claude-base claude-
upload claude-edit claude-post 5 claude-delete,

sy 7 DUHRRTILIEES |y gy Sanctioned (£ nT) g F A R A A7 A R
%ﬁ%%%ﬁﬂoﬁﬁﬁ%%T,@Wﬁﬁﬁcwmmﬂwmﬁﬁﬁﬁﬁ¥AW'
ID, U\@%%ﬁm%%mmﬂ}ﬁ“&{’ﬁ&ﬁﬁ$ Sanctioned (=) 1p) claude GenAl app TS T3k

o
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Fric. GenAl App

2024 4= 9 |, Palo Alto Networks s 7 app PRSI . 2024 4 9
A, BRASIE S AR — MR BilE X Application-Tagging (uf gy, i
SRR AT BN IRLPR WSS UOPRE PP AR FRAE S A Snippet fy Al
Access Security | g Activity Insightsyi i, Strata Cloud Manager Command Center 1.

B LT A B PR A5 o I A2 VR0 2 AiTbRic T LA, 0 R i
Al Access Security ;1 Activity Insights 1 ] rh 7 513 S5 4730 56 2 Application-
Tagging fifm )i B BRI LL OPP Feigkyic Ay Sanctioned () ) gy Tolerated (wy
R . K WAHkRIC Ny Sanctioned (Zi\wy) gy Tolerated (myzszl) (g aPP it
Jg Unsanctioned (Jki\uf) . [Hith, RAG7EHER 2 G TR A 4 o e Strata
Cloud Manager o1 | 5 HoAth apP 15 5.1 5 Unsanctioned (i) AT 4L,

TEAS VS 0 2 i bR 25475 9k 2> s NGFW i Prisma Access b B T AR A
(SR SR IHAT, N B A Application-Tagging i 2 5 [ VVQH% Application-
Tagging U B¢ w7 A7 A B AT

» NGFW A Prisma Access ¥ &7 &

* Activity Insights ¥ &5
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Fric. GenAl App

7E N R IC & A id GenAl App

STEP 1| %% Strata Cloud Manager
STEP 2| “K¥isg 1) Application-Tagging fUA%E 5id 2 L B DGR,  PASCRREE TA54E
b AR
STEP 3| ZREUEFRICHIT App-ID.
WA A AR 322 — 3R GenAl app 15 App-ID.

« f§iF] Al Access Security Insights {X &k % 5l GenAl app i 41 UK . Al Access Security
Insights [A] 4 5 7 78 B AN 2H 27 AR 45 FH RSO 31 147 App-ID .

o BESCH GenAl app 73R,

* i/ Applipedia # Zilid 27 A 2 T H AT 32 3L FFF) GenAl app 1) App-ID.
Applipedia R &7t 2074 R A 5L R K App-ID, i A&~ iEid App-ID Cloud Engine
(ACE) $2 L1 S AR 7 -

STEP 4| %+ Manage (‘’5#) > Configuration (At®) > NGFW and Prisma Access (NGFW Al
Prisma Access) > Objects (%%) > Applications (M HFEF) > Applications (&
F)

STEP 5| £ Configuration Scope (BLE i) ™, &+ Application-Tagging (M HFEF IR
i) ARIEE

R ERRcE App-1D Cloud Engine (ACE) #24L1#) App-ID, |5 itk SC 32 S BE R T AT
NGFW &%, Prisma Access f. /7 #06 Zific & N M ACE #20 App-ID B35 .

24 NGFW &%, Prisma Access il ' #1545 %11 SaaS Security Inline B, Al Access Security ¥R iE
i, ACE BUNEH . &ibmT Ly NGFW 7)) 1] ACE.

WHRAFIEM ACE 4L 1 App-1D, F H5 Bride SO I R B 1 2 2D — A~ NGFW 8}, Prisma Access
FHLP R E MM ACE #2210 App-ID,  TIIHC B HEI6K7 2 .

A, Palo Alto Networks A~& 133 #¢ Global (4:/5) [d & VulH .

STEP 6| 1F Category Filters (CGEH|fiikas) MRFEH, HANEFRCH App-ID FHHEHFE.
— K R Eebric— App-1D.
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Fric. GenAl App

STEP 7| Add/Edit Tag CAIN/9REEARZE) .

Applications ®
Category Filters laude-ba: Clear Filters
Category Subcategory Technology Risk Tags Characteristic
4 saas 4 artificial-intelligence 4 browser- based <0 4 Vulnerability

0 4 saas
4 3 New App-ID
4 4 No Certifications
0 DLP App Exclusion 1 Transfers Files
1 Deleting
[ (Developer Platform]

Matching Applications (5) RemoveTag | Add/Edit Tag Add Application

= Tite Location Category Subcategory Risk Tags Technology Standard Ports Days Unused
claude (4 out of 5 shown) predefined
claude-base predefined saas artificial-intelligence enerator browser-based tcp/80,443

STEP 8| #Hiii + N FHTE X /) Sanctioned (CLAT]) 1l Tolerated (R[Z8Z0) R FHFRZ.
FEXAMIT, claude-base App-ID #i#7ic I Sanctioned (AT #r%%.

s\ Applications (7 2T ) siH47H5ic, WIFER A Sanctioned (| wr) o
Tolerated (viy7:70) FRZsfytEm T, app yip )y Unsanctioned (i) vy |

B FY apP KR M Sanctioneday\m) A Tolerated (AT Hikk
Unsanctioned (Ski\wy) , M EEMIRIA bR, fTEi Applications (g pife
J5) shEFN app fri ky Unsanctioned (i) wp)
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Fric. GenAl App

STEP 9| Save ({#f%) .

Application Tag

Name *

claude-base

Tags
[Code Assistant & Generator] --- [Conversational Agent]
[Image Editor & Generator] --- [Meeting Assistant] ---

+

* Required Field

[Web App] ---

[Enterprise Search] ---

[Generative Al] ---

[Writing Assistant] «--

Sanctioned -+

Cancel

Save

STEP 10 | &% Tag (A3%5) FIHIME, LARHINE 7 O RDh N B HTAR PR35

Matching Applications (5)

B Title Location
claude (4 out of 5 shown) el predefined
claude-base &  predefined

STEP 11| #a55 Overview (#f%) .

Category

saas

STEP 12 | Push Config (#EiXECE ) Jf Push (i)

Subcategory

artificial-intelligence

Risk

TS Te & B 2

Tags

Code Assistant & Generator
Conversational Agent
Enterprise Search
Generative Al

Image Editor & Generator
Meeting Assistant

Web App

Writing Assistant

Al Access Security &
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Fric. GenAl App

£ Insights XM H H51c GenAl App

STEP 1| %% Strata Cloud Manager

STEP 2| ¥4 X ) Application-Tagging A% E S5 id U EL E Y B OCIGEER, DASCREIETHR%E
) SR DR A PHAT o
STEP 3| ZRECEFRICHI+F App-ID.
T DUE DL 572 — 3R EL GenAl app 1)1 App-ID.
« f§iF] Al Access Security Insights {X &k % 5l GenAl app i 41 UK . Al Access Security
Insights [A] 4 5 7 78 B AN 2H 27 AR 45 FH RSO 31 147 App-ID .
o BEHFF GenAl app 1.
« {FH Applipedia %8 i B3 P 25 5 5 28 A 52 SCRE) GenAl app B+ App-ID.
Applipedia R B/ri@ it sh4s N B R AR H K App-ID, 1A B ~i#id App-ID Cloud Engine
(ACE) $2AL1 B HFE 7 -
STEP 4| i%+#% Insights (JLfi#) > Activity Insights > Applications (% FHFEF) .

STEP 5| REBNEEAFILH GenAl ¥ App-ID. B, ] UARERK, (LE7R GenAl MHET
1. Add Filter (ZsinidyEsS) 7N GenAl Application (GenAl i FHFEfF) g,
2. ¥ GenAl Application (GenAl ) itk %% & N TRUE.

STEP 6| HAENHT GenAl App-ID 25, 16t e Tag (he%s) 4 E.

STEP 7| N7 GenAl App-ID N A [E b4

1. 7 Actions (#:1F) Firh, EFEREES, 2R)51%$F Sanctioned (A
) . Tolerated (A& Z) =% Unsanctioned (CRiAF]) PR,

2. Apply (B Hibr%s.
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E S HEZ GenAl App 111 X6 1743

N T B R ) % 1 ) 4 2R R B K B ) GenAl app, Al Access Security 23 854> GenAl
app AL AR5y KRS I 53 45 AE RS S 4 UK ) GenAl app, LA T DRI
MEART SIS . BN, A TR IEIRAEE, ] LA EE— AN SREE A R B 1% app. &t 7] PLik
P 1Z app PRI AR FA] .

App KRB IE T 1 IR A5 Gl 208, #:T SaaS app J&t. ALmEit2ia
SaaS app AT, 1B R IENE GenAl app HiUA .

GenAl g pp A1 WA P 4 A2 app MIEEESRAL . app A2 s e B SRR UL K app #2& 54 A
PEATHEAR KNI GenAl A5 EVE. AR GenAl JEIHEAE, RIS TF/ tHE T GenAl KUK

BT GenAl JBIEZ AL, KB4 3 iR F LR 2878 (4 B MR W app [— % SaaS XU .
bR FITUUN app ARG Rl A R AR .
* g E R FTARR app ISR SR UEAITT R4 H] DI fe -

© s aRs R HTIRRRIEEER MR . OB MRS app & S EES B AR g
B AT N 5 e

GenAl app HIg & KT 2 SaaS — MR (MR SaaS JBIHETHED 1 GenAl KU (HFE GenAl
JEHETHED G . RS VPor TR E S 2R VF 43 I 45T GenAl KU &AM E

STEP 1| %% Strata Cloud Manager

STEP 2| ZSf3| Activity Insights Xk, 15iEFE Insights (JLfi#) > Activity Insights >
Applications (M)

STEP 3| fERM&H4RE] GenAl app. WA LB, #&ATLAFFERK, E7R GenAl app.
1. Add Filter (Z%nid3E4%) J-¥ N GenAl Application (GenAl BiHIFEF) 184 .
2. ¥ GenAl Application (GenAl M HfEF) g% & N TRUE.

STEP 4| UM B KB ¥ GenAl app, 1 HEAE Risk (XU %1l Hh (1 URS D143 18

PR 5

4-5 e A, — AR AT BEARAE UK o
3 Hh UG, — AR A5 XU

1-2 RS, — ASKAT BEAFAE XU -

STEP 5| SF XUk fx =111 app SR i -
Wlhn, ST LLG) 2 g B SR P R IX 2 app, B E S app Frid A Unsanctioned CRIANAT) &
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7~ GenAl App 15 F N 2 i JE 28

I RS o i AR 145 5 SR N P S 7 S MR Sh A Hunt B R 3E AT 20 20 . 8 0] DLYE 22 4 S s J i e
N IR e 2%, ARYE N I FL e )@ P45 1 % GenAl app [R5 1], T AN RS 7E 224 S mg 30 ) vp 5
AE X GenAl app B3 FHFEF4H

Al Access Security 5 LA 2 LA GenAl NI FEFP LSS o TUE AR AR 7 I 8 & 3 T 3245

il Al Access Security %HWJ
B AR

o TEARE

o AR BLTANA e

© JFRANRFE

« kiR

o PEIG G A AN A

« SWEhF

© EPEIIT

o LB 4 A
SIEBF

ERE PRSIV R SRR . EATTASRELE 2 4 SIS A

« Strata Cloud Manager

 Panorama
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N GenAl App 1 F W R i g 2%

£ Strata Cloud Manager =25 GenAl App 18 I N 2+
STEP 1| % Strata Cloud Manager

STEP 2| &% Manage (i&#!) > Configuration (it ®) > Objects (XJ%) > Application (A
F¥) > Application Filters (3 27t 3E45) A1 Add Application Filter i FHFE it 3E
) .

STEP 3| # ANfilii& L) Name (£ 5K) .

STEP 4| XfF Tag (#p%) , #%F¢ Generative Al (ZE%AD .

NGFW & Prisma Access ¥ & i1 #5 GenAl app 7ER ZE I %774 genail #rid. 7£4 GenAl
app AN H & XN IS JE RSN, Palo Alto Networks 2% #¢ Generative Al (ZERs0 AD #5
2%, DABALREN NN AR 7 I P8 28 1 22 4 SRS R & H T GenAl app i

STEP 5| BLEHAMA Kk ygds, LL4s/NZ 52 GenAl app (VG A% GenAl B AP i Ik &%
I, B RE LIRSS
o R — € Risk (XU 70, DU 224 SEmE R HRA AR - HAT Fivade KU 73 5
GenAl app.

W, BWABEE — %A EIEEN, TCie GenAl app 45 S AL AT,  FFBH 1L HFTA K
% app M7 . EXMIEMT, & LLNY GenAl app 4 #1 5 G M AP IdjEss, Hitha4
RSN IE H F A X e XU 43 201 GenAl app.

* Tag (FpZ%) — faE ZA&RIEHNEAE RS EH T frid  Sanctioned (A
A]) . Tolerated (W% 7Z) B Unsanctioned (AKiAH]) ] GenAl app. It4k, %AH] IR
P& GenAl app ) FH 1 B FH 72
Blhn, ERBgwE —4 LRI, LLaRvrEys il oA R] AR B A4 a4 GenAl app.
EXFEL R, el LAl — N ES, HA 5 Sanctioned (A1) F1 Code
Assistant & Generator (fUCHSB)FFIZE AT ) FR2E, DUE 224 3w A0 40&E A T BA LR A
TP FR 2 HAF 6 F B GenAl app.

STEP 6| #% Matching Applications (JLHECLRN FHFEF) M7,
STEP 7| Save ({#fF) .
STEP 8| Push Config (#AECE ) Ff Push (%) .

STEP 9| Gl [ & L2 s M LA GenAl Tj1.
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N GenAl App {5 F N TR L g 2%

7£ Panorama &4 GenAl App 1% FH v FH R i i 7

STEP 1| *#:%%| Panorama'™ management server Web #t1fi

2

STEP 2| 4% Object (X% ) > Application Filters (N R Fifigss) 3+ Add CARInD H i N FHFE 7
[Pt

STEP 3| HAE MR Name (ZF5) .

STEP 4| XfF Tag (#p%5) , %+ Generative Al (ZE%= AD .

NGFW & Prisma Access ¥ & i1 #5 GenAl app 7ER I %774 genail #rid. 7£4 GenAl
app AN H & XN T JE RSN, Palo Alto Networks 21X i%#¢ Generative Al (ZERE0 AD #5
2%, DUBARN 0 P e 90 2% 1) 22 4 SRS U UE FH T GenAl app it i

STEP S| ECEAINY Fiugds, LAE/NZRMIH GenAl app HIVE . 8 GenAl ML L iEa%
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Executive Summary

Our analysis indicates that your organization utilized 67 GenAl apps across 62643 users during this time frame. Here's a snapshot of the
GenAl app usage, as well as the data loss prevention incidents and security threats detected or prevented by Al Access Security on your
network.
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Feb 7Feb 9Fen 11Feb 13Feb
.

47



£ % Al Access Security ik 15

* GenAl N HIRE M 1
GenAl App fi -5 G/ B AL T 412NN GenAl app 1 F A5 LI A T 40 0 Bt . P A s

« GenAl App &%, SR RrA SRR GenAl app, PLE AR, AT Z A AN AT K
GenAl app KI5 A Tt o

* GenAl fi1407), 1% app 723K (CIAAT. AIEZEGARD ML ER S O AR VFe C LT
Ko

© RNAMEC VR app £ B B RS HIFG ORI 2L
© RNAMEC PR GenAl app I3 I EdE, B45 AP B A ik (1 s 2

© HI S ANARINAMECD VR GenAl app MITEANE S, W46 app 45K, HI B, S EAAH R

AR 53 T 5 B s 1) 2 e B A DREER B AL X 22 s KUK, T iR GenAl app £ RIS 3757 T 1Y
EFHTG DL, A0 L FH 5 FH SRS KD A 22 e 25 35 IR FR R 5

GenAl Application Usage

Key Insights
Overview of GenAl application usage discovered in your network.
GenAl app usage in your
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GenAl Apps for Conversational Agent .
Key Insights
Usage overview of the top 10 Conversational Agent GenAl apps discovered on your network.
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Data Protection
Overview of the Enterprise DLP incidents generated for sensitive data in motion and at rest. The Data
e data detected.

Key Insights
Profile indicates the type of sensitive

@ Dataat Rest scanning
. . might not have been
Data Protection Overview configured for ChatGPT.

Data in Motion
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Top 5 Data Profiles by Assets

Data Profile DatainMotion DataatRest
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