BPA A ]

10.0 (Eol)

docs.paloaltonetworks.com te C h DOCS m‘)a\oi\w‘ogv



Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

* To ensure you are viewing the most current version of this document, or to access related
documentation, visit the Technical Documentation portal: docs.paloaltonetworks.com.

» To search for a specific topic, go to our search page: docs.paloaltonetworks.com/search.html.

» Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2020-2020 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
July 15, 2020

2 BPA Al |


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

T R R TR BE T BE I oottt e s ess e es e aseaes 5
BT B TR I ettt ettt et et ettt ettt e e se s e e e e naneneseaeens 6
TR B B F BT ZE R oot e s se s e e s s e s sesssasssasesasesesasesase s neeean 8
FETE D BITI ...oooeoeeee ettt sas s s s s ssssasssasssassans 16
T B E TR R B T B . ... eeeeeeeeeeeeeeee ettt eee e e e eeeaee e e e eeteeeeeneaseaeneaneeneens 19
Rl e s 1 20
B R E ST BRI R ... se st s s e s ss et e st nasenane 22
BEBRIESSERITIREDB . .......oooeoeeeee sttt sss s sssss s s sasssasssassassssesans 24
B R E ST BB MULB T B ...t sese e ses et e s e s eessasesaeenesasesasesse e sasenene 26
BEEREFTERIZZET Panorama BIBHLE .......ccoccoeeeeeeeeeeeeeeeeeeeseeeeseseessessesessessssssssssesesssensessssnns 27
B E TR B A T A T et 29
B R by OO 30
B TR B T LI oot s s ess s e se e s s e s esaesaesasesase e aesasenene 31
BRI TR ERAE SR BRI A ..ottt 32
B R BB R AE SEERIZE A oot sase st st e e se s saee s e se e e sanenn 33

TABLE OF CONTENTS ii



iv. TABLE OF CONTENTS



HE R 2 RGN EER

RIESRERITL (BPA) TEAIF AT HUBINRERMIERARS , AFBET LTSRN
HRKBENB R, KA WildFire, IWEFR. SSL BZEFIhRERBITRAMMMH KT, RA
THRAERERR R AR E ML ERENIIRE , XN T 7RO ARF R NEREER/E
FEXREE,

REXBANA T MAHRMEZIT BPA. B BPA REN URERAREHD , BANEE
RERBEANFERXLEHENRAER. WEREE WG 7HRAE , FA BPA UIE 7 7
BXTZIENESZER.

BEH DM Heatmap ( AE ) BT+ ENER  MAELL2YARANEE | HATEIGHN
M :

> BEEXRARE
> RBIRAPHERE
> T E Ut R AN



https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://www.youtube.com/watch?v=2mrUcLkuidQ&list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh&index=2&t=0s
https://www.youtube.com/playlist?list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh

EREXARE

#ESHIEH Palo Alto Networks fS3RiZ1T BPA 2fa , &R HTML IREFERARE TEHN RABE $T

o “RABEARBLT RENZL RN EARAERL. ZREERSMEFNITRARES L (B
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RKAXRFIHEN (MRZESELIXZETT BPA RHEME , WK No change ( EZEL ) ) o

pa'oalto (STRATA  ADOPTION HEATMAP v

SUMMARY . .
Adoption Summary @ Learn More

Security Profile Adoption Summary DETAILED VIEW COMPARISON VIEW

Tres g
Adoption Definitions Overall Adoption @

B Overall Adoption B Best Practice Mode Industry Adoption Average

Protection

Application & User Control Adoption Summary @

BEXAE - R2RXBATYANFNRZLEEXHRAR, BOLETERT MRS MEEXHH AW
MW E, BPA FitEFERABA NP LM,

TlFHE — 2FTLEAFAN D RALREEEXHHFIRAE,

REXKER — EATANFERUNBRESRAIAEEZSREEXHNRAR, BPARITEEEET T
BREXBRRLENEE XN,

Application & User Control Adoption Summary ©

USER-ID ADOPTION APP-1D ADOPTION SERVICE / PORT ADOPTION

0% o change) 25% o chanza) 87.5% o changel

~ AN [ o

App-ID X — BRZ2RBANEA App-ID. ZESLEETEE—MHSIEEXNAEFH A TN
MER (BARFTRRZ any (£1T) ). BPA RITEZAMNHN,

User-ID Xl — BR L REEHMNEKA User-ID. ZEZHEETEERAF, (81 known-user ( EXFA
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Logging & Zone Protection Adoption Summary @

LOGGING ADOPTION LOG FORWARDING ADOPTION ZONE PROTECTION ADOPTION
100% o change) 92.3% w1m 0% o change)
Om— o )

BEIERRH — B2 RBMNE Log at Session End ( 2 FLRITIZE ) RAR, ZASHEETEEH
Log at Session End ( iFL£RETIEF ) AN B, BPA RitEZANHAN,

ASEEARA —BEEXBEANN B SHEAREXHRAR, ZATHLEETERERSKRAEEXHH
BN E%. BPA FitEZEAAIMM,

KR KA — BRERBEATFANNXBERFRAR, ZE7LEETRXECEEX SR &EEXH4
By RV A S8, BPA RitEZARAN,

NFXEERFHE -, FATEENESHTNERE DA RFEREXH LIE1T BPA URHRARE
ZHEAE ( MRZESELRETT BPA RKEMERE |, M4 No change ( TZ&1L ) ) o

Decryption Summary ©

5L FORWARD PROXY S5L INBOUND INSPECTION SSH PROXY. DECRYPTION PROFILE USED

V) o %) ©

BERE — MREESE SSL HRNRE, SSL AMKREN SSH RENBBRRBEAN , WLE R, ZHEE
ETRERASERBREXM , HRGREZNIRE URL 23,
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& SRR, AR EREN RS,

T—F RARAFNEZENTHEBESHIUARSZEM,
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XARBEDTRAITUARSRERBEIAERARNES, XENGE., BUUREREH, FISUK
Vsys, XiF, ERiZEMXE, #Rid, HNFAEEFNXIGMGETRAE S Local Filters ( A iFiEss ) X4
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paloalto’ ¢ strata s 6 DEVICEINFO  LEARN MORE

Area of Architecture®

¥ Local Filters @ Learn More  Search 15 records.

Threat Prevention (IPS) URL-Filtering
Total Anti- DNS URL- Credential | File- Data- Service / Lo &
DestArea | SourceArea | (% | Allow Deny WildFire S ol Anti-Virus | Valnerability | s e o User ID App 1D ot Logging - Pre
8| of of P | Rule s | Rule & | Adoption s | SPY™E 4 9 & | Adoption & | Protection & | crne g | MET g | BIOCE o PHEernE Adoption & | Adoption & | ;o . & | Adoption & | jorvaroEs | prc
rchitecto. | meehitectare | Rl P o oy Adoption Adoption Anption s | Adoption Adoption Adoption Adoption & oy Adoption oy Adoption 5
Count % % % % % % % % %
omz et s s o .
Internet oMz 2 2 0
Datcerter owz 2 2 o .
] Remote 1 1 0
Office/MPLS
- - 5 s . ||
Datacenter Datacenter 2 2 0
Intemet  Remote 8 6 2
Users/VeN,
Internal Core
pMz Remote 1 1 0
Users/VeN,
Internal Core
Internet Intemal Core 1 0 1
App-tier Web-tier 1 1 0
Grand Total 350 341 9
‘ »
Showing 1 - 10 of 15 entries Page 1 of2 < >
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Security Profile Adoption Summary DETAILED VIEW COMPARISON VIEW

‘Overall Capability Adoption @

B Qverall Adoption M Best Practice Mode Industry Adoption Average

80%

50%

30%

0% L L]
WildFire Anti-Virus Anti-Spyware

DNS Vulnerability URL-Filtering Credential File-Blocking Data-Filtering
Sinkhole Protection Phishing

o

-

O F WildFire, BSmEBRM4. BREIRRMA, RARFPNXHBEEZSEEXHFNATATRENAEN
W, BFRRIAE 100% HJLFEE 100% BRAR, MRERFEEXHFNATAFAN , BFEARER
2N A B E AR LSS R E
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O RS ARE A % DNS Sinkhole S FFFASN | SUBS LI A 40 8B4 SO A A
BN DNS 1 , MR B TAS R RHEN N HBE DNS RERERE. A DNS
Sinkhole I R BT A IV TR TR I ML | B & B MBS AT,

O SIFFE K Internet FBRIA URL it IEERES ( ME40E ) R0,

EXRARFENNARFPNAFREHRARES  REUATHERENRAR, FRABRENZERIZRSE —
MRKEGRALRSZWAN , WitRHE/NEE

Application & User Control Adoption Summary ©

USER-ID ADOPTION APP-ID ADOPTION SERVICE / PORT ADOPTION

30.5% o change 15.2% vopa 94.1% o chinge)

N ~ O

O £ App-ID A E|IR AT 8EHERIE 100% KYMN, & User-ID N A EIEFAFHRXES b ISEENFTEN
N (REXFAREERAFR ; Sl , BREPOLXBNRMNZERSSE  MARAF ). FIA App-ID M
User-ID BIE2KRE , AVFELNAFEAZRG (MEAR ) WEARRF. PREALLEENTEENNAR
Fo

O B#RK 100% A 100% BARS /M ARAE — FAFFMEROD EWNAERF  RIFBERTHNILS

EXARENBSAXERPRABES  REUTHENXAR, EABRMMENZERIZRE — MR
BRRARERWAN , MitRIE/NEE
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Logging & Zone Protection Adoption Summary @

LOGGING ADOPTION LOG FORWARDING ADOPTION ZONE PROTECTION ADOPTION

100% o change 6.6% (o change) 94.9% (o changel

w_ - [ & w_—

O BHEXARER 100% ¥ BEM A EEERAE,
O HEAXEEEXERFEENXH

ERES
Thie KXAXBR
WildFire RATREREIR 100% 9L £ KA
RimE RUTBEHEE 100% By L £ REEH M
B R iR R RAJEEEE 100% MR 2 HEREAN
PR RAJREZIR 100% KR £ REEH N
XA AREBE L RUTBEHEE 100% By L £ REEH M
URL 751 M EE B 53 FRE H ¥ Internet &
App-ID RATREIEIR 100% 9L £ KA
User-ID SERAFIRXEE T E N AT A AN
BR %5 /4w 0 RUATBEHEEE 100% By L £ KEEM M
2% RAJREZIR 100% B R £ REEH N
SR RUTBEEEE 100% By L £ REEM M
XA R4 rE X
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EERAAEN , M Local Filters ( A6 75i%8R ) S/NEE. FAEREEKRBER LRGN E
BB REZENIFERTEHSE  ARHIBIFTNEZERIFEUMHR - S RE, fla, BOE-IER
25 Internet HLAYER 4 X107 B A AN R A RAYTHERR

STEP 1| 1%#% Adoption Heatmap ( R A& ) > Areas of Architecture ( EMZEHX1F ) ,
STEP 2 | 8 Local Filters ( ARt ifikss ) , BRI ML ED,
STEP 3| 4 Destination Area of Architecture ( Efi 221 B R X1F ) iR E R Internet,

STEP 4| BN A,
BPA FEIE4E R
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paloalto’ ¢ strata AT PRACTICE ASSESSMENT v @38)  DEVICE INFO Local Filters

Enable Best Practice Mode.

== -

Nothing selected

Area of Architecture®

Bxact M;

Device Group

Threat Prevention (IPS)

Destares | Source Area | 1o Alow | Deny | wiigkie | AT o Anti-Virus | Vulnerab o e | e o User 1D
Enabled Spyware sinkhole Filtering Theft Blocking Filtering ° Source Area of Architecture
of 4| of + s | Rue | Rue & | Adoption ¢ + "' 4| Adoption & | Protection s s s ¢ | Adoption ¢
Architectu... | Architecture | o Count | Count | % " Adostion | « Adoption % | AdoPtion | Adoption | Adoption | Adoption %
- " Count v % o % % % Nothing selected
Internet oMz

Intemet | Remote B 6 2 1000 1000 1000 1000 1000
Users/VN,
Internal Core

e 77 77 77 77 sas sas sas - sas

Internet

Target

Nothing selected

Grand Total 20 1 9 Source Zone
‘ Nothing selected

Showing 1- 4 of 4 entries
Destination Zone

Nothing selected

Tags

Nothing selected
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BREREBIRNERRE R, Hlm , MREN B FRRR WildFire AT 100% B R FRN , M6k H
KRWXARBERRE 50% #9 DMZ R FHANEE WildFire BEX# , IFEERE T EESUHBN BIR
=B,

STEP5| T—2 : BEZEIUEMA NI,
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EHERSRMKINGERANEZIER | A Adoption Heatmap ( RAARE ) > Rule Detail ( MN¥AE
B ) NENEEEHR —SHEREEMNMN, BEE Local Filters ( A FFiEET ) LATCE I E X H 5 HE =
PR HER ZRINBI RS, XSERANFIER , BALGHESHARA AR A IELERENZERR.

Blan , EoIEMNFAE B MIEROAR A RE B AR ERRRY BEX AN

STEP 1| N*RARE"FE £ H | %1% Rule Detail ( MNFHAEFE ) LEF AN FAER NHE,

paloalto {STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT ~ (87 DEVICE INFO LEARN MORE

Rule Details®

Y Local Filters (D LearnMare  Search 24 records..
Source Area Of Dest Area Of Rule Hit url Source
Target s N 3 N % | Rulename & « | RuleLlastHit $ | Tags % | Service s . % | Source Zone $ | Source User # | DestZone &
Architecture Architecture Count Categories Addresses
012801064407-...  Users Lab/Test. DMZ email-applications 236901 Oct 23, 2020 NO_TAG application- any 13-vlan-trust any 13-untrust
default Sinkhale
012801064407:... Users Lab/Test. DMZ allow-apps 183938 Oct 23. 2020 NO_TAG any any 13-vlan-trust any 13-untrust,
Sinkhole
012801064407....  Users Lab/Test. DMZ Social Networking 101659 Oct 23, 2020 NO_TAC application- any 13-vlan-trust any I3-untrust,
Apps default Sinkhole
012801064407:... Users Lab/Test. DMZ Traffic to internet 30465 Oct 23. 2020 NO_TAG service-http, any 13-vlan-trust any 13-untrust,
ice-http: Sinkhole
012801064407....  Users Lab/Test. DMZ smb 6322 Oct 23, 2020 NO_TAC smb-1 any 13-vlan-trust any I3-untrust,
Sinkhaole

STEP 2| B Local Filters ( A0t 3R ) AERHERIET , AEEFLT LR

« JREXH =any (E1T)

- BHEXIH = any (F1T)

- RituEEE=No (&)

- BHUERE=No (&)
« #BfE=allow ( £¥F)

- MUMEBHA=Yes (&)

. RRFFRE =No (%)

16 BPA AT | IHMER2EMIIEERA
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BEST PRACTICE ASSESSMENT ~ (451

Rule Details Filters®

Rule Attribute Filters -

Target Traffic Hit Rule Rule Enabled Source Addresses Configured Destination Addresses Configured
Nathin v V|| Yes V| Ne V' No ~ v
Action Source Area of Architecture Destination Area of Architecture Source Zone Destination Zone
allow ~ || Nothin v any NV any v v
Log Session End Service Port Configured Tags URL Categ
v ] v v | Nothing v v
Capability Adoption Filters —
Wildfire On File Blocking On Anti-Virus On Anti-Spyware On DNS Sinkhole On Vulnerability On
Nothin v /| Nothiny v /' Nothing | Ne ~
Data Filtering On URL Filtering On Credential Theft On UserlD On Type tofilter
M v v M| | Nothi e Select All Deselect All
Yes
No 4
Profile Filters —
Log Forwarding Profile Group Wildfire File Blocking Anti-Virus
v || Nothin v || Nothing s ~ ~
Data Filtering URL Filtering Vulnerability Security Profile Verdict
(PR ot . . . it N

STEP 3| #.i5 Apply Filter ( BZFATF%ES ) o
BPA 5l T EifiEss FEECAY AN -

paloalto O sTRATA ADOPTION HEATMAP ~ BEST PRACTICE ASSESSMENT v (151 DEVICE INFO LEARN MORE

Rule Details®

Learn More

Source Area Of | Dest Area Of Rule Hit url Source
Target . : + A ¢ | Rulename ¢ ¢ | RulelastHit$ | Tags s | service  # ¢ | SourceZone + | Source User # | DestZone &

Architecture Architecture Count Categories Addresses

5 . application-
007251000087 | any any Test-1-push 0 never NO_TAG P any any any any no
efaul

00725100003" 0 TAC application-
007251000037... any any rule-for-pct-test 0 never NO_TAG default any any any any no

Showing 1 - 2 of 2 policies ting 1 firewall Page 1of1

STEP 4 | BRI MN FIR S HE .csv X , EE o Export Data ( SHEIE ) .

STEPS5| F—%& : AR ERKEE,

BPA Ai7 | iMameFmIeexA 17
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T4k B N B

REEKER (L (BPA) TEUHPETHEZLREDANNRERKREERS , UEETEES
RRHIRFAE, ME BPA T MSAA T ## BPA , FA BPAUSAER THXTZITANESE
B.

BPA R EBREXAABMME LITH. K Best Practice Assessment ( {ESREIT(G ) &
FIREWN BPA RS |, ZHPER/NABRAT — KBy A #EH Panorama MY EL B & EXE.

2
pa|oalt0 Q' STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (98)  DEVICEINFO  LEARN MORE ‘

BRAM AN |, R AEE BPA B RN — N R TUMAEIT BPAWES , THAEXMEM BPA R
EZER.

BPA i 5 R¥E 200 ZMJRAERERE LT — B X Panorama ELE X 4. BPAIRKREE,

MR, MEEMIREZ/Panorama E NI EER#ITHE , 5 PAN-OS AP RERE. BREH S

FER , REIFEREMBGH I

EEREXSREE
EEREXREREE
EEREIERINREE
EEREIRMNEEE
EERESXKIREZ M Panorama BEEE

V V. V V V

paloalto’ OsTrata ADOPTION HEATMAP ™ BEST PRACTICE ASSESSMENT v @B)  DEVICEINFO  LEARN MORE ‘2

SUMMARY

19
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EEXERERBEER

M Best Practice Assessment ( BxfESEER1T{E ) KEDERE Summary (HE ) TEEREREE,

Best Practice Assessment Summary @ Learn More

Capability Summary @ NIST Security Controls @
These CISSP security controls are put in place to reduce the hese control NIS d privacy cc organizations and
" U t Practi h pr I ts ar

i

Summary

Class Summary @

TECHNICAL OPERATIONAL MANAGEMENT

56% (o change) 58% w1p4 60% o change)

ZRENETRFTTUARERFRIINWRETREELELSR |, I Internet B2 (CIS) XBR SR
M E RATESHRARTZB (NIST) X T REBHIMITERFHRY . ZESNENRREE T # BPA
REMASTUFRERXEK (MARENFT ) WEFH*.

HMERARE  KRESKRBESER LRAEREERE LA BPA RN LI RARNRARE (EES
B ) NEERE,

# 7 Mapping Definitions ( BREFEX ) (£l ) EEFFERFREREZ B2 BN TEI|IR, Show
Filters ( & /RIEIERS ) LUREFF%ES , Apply Filters ( B ATFiEES ) Bl , AKX Export Mappings ( § H#R
&) MRS S HE csv X,

20 BPA AIT | HfEEB{EREREE
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paloalto’ (@ sTrRATA  apopTioN HEATMAP v DEVICE INFO LEARN MORE

Mapping Definition

SUMMARY

Y Local Filters  Search 245 records.
Best Practice Summary

Trending ip s | BestPracticeCheck | TR o | onay o | capabitity ¢ | SECUMY o | Capability o Class ¢ | NIST Security Controts ¢ | €5 o | Passine @ ¢ | PreviousPasing g o Passing % (
Name Nav Outcome Summary Controls Occurrence %
Mapping Definitions
3 Z Ppolicies Security Auditing Operational Corrective Operational | Configuration Management 4outof24 166 166
Fundamentals
4 2 Ppolicies Security | Complance Operational | Preventative, Technical  Access Control 111,123 2 out of 24 1000 1000
Fundamentals | Corrective
Service I~ any 2 Ppolicies Security Comliance Operational Preventative, Technical Access Control 95,133 20 out of 24 833 833
Fundamentals | Corrective
6 Log at Start 2 Ppolicies Security System Operational Performance Technical Audit and Accountability N/A 23 out of 24 958 958
Hardening Fundamentals
7 Log Forwarding @ Ppolicies Security | Log Improve Recovery, Operational.  Contingeney Planning Audit | 6.3,66,10.1 16 outof 24 66 66
Management  Visibility Detective Technical and Accountability
8 Z policies Security Auditing Operational Preventative Operational  Configuration Management 24 outof 24 1000 1000
Fundamentals
9 2 Ppolicies Security. System Operational Preventative. Operational  System and Information 81,111 24 outof 24 1000 1000
Hardening Fundamentals Integity
1 2 Ppolicies Security Policy Operational Preventative Operational | Configuration Management 0 out of 1
Maintenance | Fundamentals
12 one Deny Rul 2 Ppolicies Security Log Improve Preventative, Technical Audit and Accountability, 62,67.68 Oautof1
Logeing Management  Visiility Detective System and Information
Integrity
13 azone Allow Rules vith & Policies Secuity | Log Improve Preventative Technical  Audit and Accountabiley, 62,67.68 Oautof1
Logging Management  Visibility Detective System and Information
Integity
593 593
“ »
Showing 1 - 10 of 245 entries Page | 1 | of25 >
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EEREXEBRIEEE

Best Practice Assessment ( Sx{E£3LEiT{t ) > Policies ( KB ) &

ERETEREN A XIEREEXNIER

# | 3 B 7E Security Rulebase checks ( ZeHNELE ) RELFF . Security Rulebase checks ( Z£# I

ERE ) BASETRESKRRELR (Z28T/AWRE )
HHEY (O) LEESNEROHEANEH
QO sTRATA

ADOPTION HEATMAP v BEST PRACTICE ASSESSM

DEVICE INFO

LEARN MORE

, FERE T AL EAMEENEN, £
, AR SERAR NN EE,

POLICIES

Security Security Rulebase Location: vsys1
Security Rule Checks
Security Rulebase Checks @) BEST PRACTICECHECK @ N

Policy Based Forwarding

X Disabled Rules (Fail)

Tunnel Insg

Decryption Rulebase @)
Decryption €

15 IP Address Feed (Fail)

X Outbound Malicious IP Address Feed (Fail)

ST

+ Interzone Deny Rul

with Logging (Pass)

9 Qutbound High Ri

End en: nd a Log Forwarding Profile configured OR an allow ru

ith the same configurations along

V Local Filters @ Learn v
« Intrazone Allow Rules with Logging (Pass)
« HIP P
+ User ID Rules without User ID enabled on Zone (Pass)
ion
ng with Antivirus, \ nerabli
e 'Palo Alto Networks - High risk IP addresses' EDL in the destination address, Log at Session

h Antivirus, Vulnerablility Protection, Anti-Spy and URL Filtering profiles configured

MEMKEREFERERNREREBERENAN S, HIA0, Security Rule Checks ( 22 M N1

) ETETHANNKRESL R, ¥ Local Filters ( §
ZNMNFERBRENHAN, &AL Export Data (5 HEiE )
o

BoRIFRSR ) NEEHER , FE
, NTTRFSIR S HE csv X

SEEZENE -
, TR D

22 BPAAIT | TER
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paloalto () STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (51 DEVICE INFO LEARN MORE

POLICIES

Security Rule Checks

Aule Nam Rule Enapled & | APPIDwith . | Application | Description server . - | e . :‘:’;t::f:" 5.l s « 4 | Source/Destinat
Service 1= any Populated Response Recurrin g Forware ding S any 1= any/any
Inspection Schedules
Test-1-push True x x v v x v v x
Block-App: F x v v x v v v
Slock-region x v v x v v v
ore-OFt x x v v x v v v
Network v v x v v X v v x
Block-Qk x v v x v v v
£-comm v v x v v x v v v
Guest-traffic x x v v x v v v
5t v v x v v x v v x
Il-defaull x x v v x v v x
P g % 100% 30% 0% 100% 100% 0% 100% 100% 66.6%
Showing 1 - 10 of 20 entries Page 1 of2 >

HIEEE Policy (KB ) EEN , BELEFLUTIE , NMHE B THERBEAKAEE ( HRAE ) -

0 Z4 — i35l Source/Destination !'=any/any ( J&/ B #5 '=F0/4F7 ) KEXWHHN,

0O &% — i35 App-ID with Service ( E8 RS # App-ID ) K2 K KA H N,

O &% — 2% User-ID Rules without User ID enabled on Zone ( X5 £ &3 FlUser-ID #9 User-ID #
N ) KELME User-1D #M,

O BEHMNE —SSH REMZERE,

0 fR% — B/ REREAN R EE KRR BRI X

MR IBBRE NAIRE , NEFETHEN TLSVL3 RER —MISN. FTHEZE
B XM BRI | ZEENARREIEREEHELEERBRIIPNERSE, B
=, BT TLSVI3 SMBEHEER , BABEEERLETIEREENABERRE , HiELR
B EEE M N E SR A £
O NARFES —HRAMEAENNARFEITERENS 7 ERENNARFESAN . BRI HEK
EAMEEENNARFNNARFESAN , UEXERE A I EH R EX AN ER I 5 AR

T—%  EEREXIRNREE.
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EEREIERIREE

Best Practice Assessment ( R{EXERiT{L ) > Objects ( WK ) ERETFERBE M KB REXNFAER
& |, } B7E Application Filters ( RIAEF ISR ) RE LK. EREESENNRUTHNEGEE , HHE
EENRARFMIESR. RL. GlobalProtect, REMEN M. AFXEXNBEREXHHEXNRESKREE
WEBEZE, UTROIETERMRERLHEEXHNRINHVLE R,
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V Local Filters (D Learn More

OBJECTS
Application Filt
default Location: predefined
Togs @
Global Protect PACKET CAPTURE ENABLED THREAT EXCEPTIONS APPLICATION EXCEPTIONS DYNAMIC CLASSIFICATION
False None None None
; rofile:
FILE EXCEPTION RULES USING PROFILE RULES USING PROFILE PCT
Security Profil Nene N 100w
Antivirus ©) s ) J—
Anti-Sy [+ © N: Act Wildfire Action Dynamic Classification Action
allow reset:
on @ ©
reset
alert
alert
reset

Decryption Profile @)
BEST PRACTICE CHECK @ M

The follo

X Antivi

F reset-server: smtp

X Antivirus Profile Decoder WildFire Actions (Fail)

The follo
http, smb, smtp

iecoder WildFire actions should be set to either drop, reset-bath, reset-client,

NTEI REREXH , BEERYNEEUREAEEXANANKE. REETHNEETERE
B/ ABRBSHNREERRELERURAMOSESRRENRN, 2HHY (O) TRNSFREMNFELL
R R ESRER AR 8,

IS IMRERUE  BEXHHRESTNLE, REERBIHREANEEXS , BRBENEE,

R AN FELRE X4 T EEES QS IRAEER RIEAN RS ET., B BEITTRIFNITH X
B AKI B R |, QuickStart Service ( IRIEAITIRS ) TS ERERLIIEEMIR T, Self-guided
Documents ( B5| S X1 ) AT AR ER. QIRFMIBNR.

QuickStart Service

Q5SS link for NGFW Threat Prevention Deployment £

Self-guided Documents

Deploy Best Practice Security Profiles £

HEEE Objects (XK ) RUFEY , BELERUTIME , NTAB) T BRI EETHE -

O BiRERH — BRERMHN WildFire BB ERIRE,
O FARNRERM — M HEECESXHF. DNS Sinkholes
O RERF — FEREEX .
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O URL ik — REEEIEEHXEES,
O WildFire 24 — BLEB SR ( RN AR AR E K% E] WildFire BT947 ) -
0O BEERX — REEAFERERERE (HAFEREER),

T—%  EEREIEMNERE,
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Best Practice Assessment ( S{ESEEEFfL ) > Network ( N ) EREMEHRXNEBNFTERE |, H
f£ Zones ( Xif ) ME LFFth, EEMSMES , EREEFNINEREUTRIEEE , HBESX
#H. GRE F2&. GlobalProtect, IPsec Crypto, #EOEBEMXERFEEXHHEXNRESRSKREBENEEE

B, UATREERT XKBHWER.
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NETWORK V Local Filters
Zones €2
I3-untrust Location: vsys1
GRE Tunnels
GlobalProtect USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED
False False None False

Portals
Network Profiles BEST PRACTICE CHECK @ @M

Psec Cryoto @) X Enable Packet Buffer Protection (Fail)

Interface Mgmt @)

nded to enable Packet Buffer Protection.

X Zone Protection Profile Applied to Zone (Fail)

Zone should have a zone protection profile applied

I12-trust Location: vsys1

USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED

False False Nene False

BEST PRACTICE CHECK @ N 1

X Enabl

acket Buffer Protection (Fail)

nded to enable Packet Buffer Protection.

ZHREETENTENLNERE, SMNENREXRLESRETEASIEEN T, BUUEE—

Device Group ( i&&4 ) #/= Template ( #Hx ) LR E RNESTE.

BRREHE BT/ KBRS AR T AMNSERBRENEY., LT (O) TRRERREN REN

REESRRMENEE, S— 1RSI IMRELXUE , TEWIFESTRLE,
LIBEE Network ( M ) TR, BELEBFUTIE , ANMHEY T B4RV EEEE -

0 X — RES/MXEHEEREESEFA XA AEARKERFEEXH.
O KR — REERAAZFF NETHRESNREIHT .

T—% : EFHREXRREIREZHM Panorama EEEE,
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BEEERETEIRE M Panorama EERE

EREEREHEZBENEBHXNFTEKRER Best Practice Assessment ( fESLE 1T ) > Device (&

% ) # Best Practice Assessment ( Exf£3X#1¥ft ) > Panorama T1H. 1EFRAHPI A3 L | Best Practice
Assessment ( R{EXKIT(E ) > Device (8% ) EPHAERZFNEERE TEHLNENRE LK, &
Panorama £ , Best Practice Assessment ( &{EXE T ) > Device ( 1IR% ) EETREMERHERNER R
ERTIE EFF#,. Best Practice Assessment ( S{ESLETfL ) > Panorama EiREFN“EERE" TNEHNFEMN
RE LFFH, EREESENRENTHRIEERE , HEESH NEM Panorama X & BEMEX N RESNKER
BRNEEERE, TEMNRHIE R Panorama &% LW EMIRE LR,
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PANORAMA

Setup - Management Device Generall

General Settings ()

Authentication Settings @) LOGIN BANNER

COMMIT LOCK ENABLED $5LTLS SERVICE PROFILE HOSTNAME
None 0!

CERT EXPIRATION CHEC

BEST PRACTICECHECK @ M

Setup - Content-ID

Setup - WildFire

v Hostname (Pass)
Authentication Sequence

ZREERBINNENYIEE. SMNIENSRESERRELRETEHYTEEN TS, EF Device (18
%) WEER | BULUEE—/ Template ( #4R ) LIRFIE RHESBE,

BUREBEET/ AMREARA T AMHRETBLENEN, 25 (9) TROESTRENRE N

RBREXBRXENEE, SIS IRELXKN , MENRESTALE,

LHIREF Device (8% ) = Panorama I +8Y , BEDEFLUTHE , NAB T R BEBE -

O Dynamic Updates ( Z185E#H ) — BhimE. NARERF. REHH WildFire B,

O Management Interface Settings ( BEEEMRE ) — MEEERS. AT IP ik,

O Administrators ( §2 R ) —A#EER, EERAEBEEXH. KE Device (1RE ) >
Administrators ( B2 & ) & Panorama > Administrators ( 2R ) , LMAREEANZBEEFSRE
SRMER,

O Minimum Password Complexity ( /N EBEHRMY ) BERESXMHERRE,

T—%  ZREXREERLER,
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R{EREZE L TR

BPAREFHHERBWREFEE R, AERMT —LEY , THPHERENERENMLER , KU
BRI EEEE  EAXERESNENER , AEXRAKERNRZSRSTEDNEHRE.

LT EBERNBIARBEBEX I BENIRNF RS RZ SRR , BERITER , REXE
AR, BENRT. AEREESI NERAT -ENZEEE,

iR & EERR
RERE AN
KB 4R B 1 Sk Bk 422

> DRUA A8 58 AR £ SRER 2R

vV V V



o L AZ &S TH RS

MBI EERRR
BRI TRER KRB N IEM R BN TER , B BEASHNZE R REX B NIEE
M 1858 1% 2 B AR S DRI By A 8o

0 BERZEEEVHRNSERE , BLERERRAT R L RRENEERE,
O FAERSAEEHESHAE Panorama ME=FHEEHERGE , N\MBERERGHAXNEHNEEE
&Ko

O BEREZDITY , MEEREEEESEHERXNRENRE P,
BEREEWRG , 21T BPAURIEEN , BHEHEABET —RELXNRER.
T—%  ABRET N1,

I

MERAME , N
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/getting-started/best-practices-for-securing-administrative-access.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/use-external-services-for-monitoring.html
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/administer-panorama/manage-panorama-and-firewall-configuration-backups/schedule-export-of-configuration-files.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

X

EREANIE

NTEEBINEY , ERERFEC , Qiit , EXNBLHREEDTHEMEAFNNARFNRE, 8
UM% EWRARE, NERAS ERISNEREHNE 5

0 AL LBEEXHXAR, EEXAREM RIRATHEER , RBLZ2TESRIBEEE , N
MEBRSEFELLEEXHEI,

0O EZ2XKBANEFERCBERAR (B/ESTHER ) , \MRERERE,

0 BENSHEEFNNSESE , MBRHEXEEFSEFVNARFNEBEE , NTTRFPEHME |, ¥}
BIEME RS AT A ERBEE.

O BEHESEMAX SSL BEHIE,

O gﬁﬁF Xig ( AR RERENABAERXIE ) 5 A User-1D , 5 AR FRE RS2 AP ik

» FTEEABFZEEXEE A User-ID, MRENBFAEXEEA User-ID (5 WMI 2
KNEFFLHEN ) |, WA EZRFBIME A ZEHN |, 7#5H User-ID FE0HE | 10
User-ID REIRS IS, MEMMBRBEE  KUELREERALHMNE,
O BAOBHBREARFESAN , AELEXEANZHNONARFNAR (NABFESZANZF T
BB ERENE 4 EAN ) . BRIBNEFNAEFEZANEE

BIIRBMEFEEAZANNER. BE 6 EBENAEFEEANRA T RS, MURBEESER
RANARFHAXWIEERZ, BENENHERE  PAN-OS B, ABREFREEAHRTEELHERRT
RUENHAREFESANMNESR, MRERHAE LIET PAN-OS 9.0 ( RESRA ) , EEEZT PAN-
0S 8.1 B Panorama B IEAYFH A% EiE1T PAN-OS 9.0 ( SRESMRA ) |, M a7 LAfE A S s 4E 1L 25 M
NEERRE 7 BRI,
BAMARFEZANNEE  FENEHRAUEINRE. EXTTFRZHOANTELBEEEH
PEFTHNELSRE, EENNABRFESANSPESCRMERXE, tutf/=Hw0 , AR T
HE 3 PR HIH N ST
NN ACRE 7 EEEYNAREF,
BIBEEHE VB ENRSXN R,

o ﬁﬂ%%D@ﬂEﬁﬁF#LGEEC%ME,uﬁ&ﬁéﬁm%ﬁﬁmﬁo

SEREIX KR4 App-ID. Content-ID, User-ID 1 SSL f# 22 IhAERT | Fﬁkii—Il«,lééﬂ*‘*ﬁ,\\E'JFﬁﬁums ( Bz
AREF. BBANARE) , HEE4ERAFPKREXR K MABMNE, ®RBFXE, KO, MBRKEEOIEE
R 04,

» RS SSL@HR, ARER, ZERERY . R2EEXHFHRNRAERATESSBUEFREN
SAEY B K38 B R o Tﬁﬁl‘)&%%ﬂ’ﬂ@%#ﬁﬁﬁ?ﬁ]E’ijJ\:EA&tiE&ﬂ%Jﬁ%E’Jﬁﬁko Palo Alto
Networks SE & CE I LAF BN IR AR IMBMNE ., BEAEFEHIGN A EFMEEME,

BEEREERGE , Z7 BPALURKIER , HEHEFBET —REXRBMLER.
T—% | RiedlARESERES,
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https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices/10-0/decryption-best-practices/decryption-best-practices/plan-ssl-decryption-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/user-id/enable-user-id.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/app-id/service-based-session-timeouts.html
https://docs.paloaltonetworks.com/best-practices/10-0/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/zone-protection-and-dos-protection/zone-defense/take-baseline-cps-measurements-for-setting-flood-thresholds
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

3K HtE ) 48 B 1 Sk B A2

REME LRE (MARF. IE. BBMAAFS ) IR MEM ETXE , KEFEESNE D REEE
IEBHMARRBR , 525K [ & ERKRE BRI K.

]

(]

Ooo

EEXRRAREANRAFNEER , BREZETESRIBI G EFERLEREH , SH IR H
HOREEE , BEEHESOREFREFRERP D LREROE,
NEFEROMNEHKERETNRARFNRZEREAN ; N AEBSEH O E AR XEEASNE R
RIERERKREW ., WREM A LEZETT PAN-OS 9.0 (BEGRAE ) , EFE Panorama EEHIBH X ik
tjiéﬁ PAN-OS 8.1 ( REBMRA ) , WA AEARBRLILERETRONANZRNETNRAEFHN
e

BIBRE T AR R,

HERERERX SR BE X4 BIREXE.

H0E SSL R | @B NIB T LR B NEREN AIRM (@R ) HHTRE,

KHERRITIRESS |, BB HEM A AHRE , ARNNBELENENNARFRRA, ZpXiE
H. DoS Wi, iwAHPMEUKR EANMKRAMNBEERGERM, BHABEFNARFNAFHRNR , FEBELE
EENTEENNARERF,

BEEREEYE , Z7 BPALURITIEYR , HEHEABET —REXRNMLER.
T—% : ENBEREREZG,
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https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/data-center-best-practices/data-center-best-practice-security-policy/order-the-data-center-security-policy-rulebase.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-user-groups-for-access-to-whitelist-applications.html
https://docs.paloaltonetworks.com/best-practices/10-0/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/deploy-dos-and-zone-protection-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/decryption-best-practices/decryption-best-practices/deploy-ssl-decryption-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

R0 A 18 58 B 2 SRR AR

ﬁlﬂ%b‘ﬁi (RAERF. AR, BBANAF ) =izl , FREAEREVEHSEEAmINEE  UXELS
LY 7
MBEBEKRFARBNARFERNEBENNARFUREREN TR EMNZFEN , BERATNARFE
BRABEENRAERF.
EFERZe I ESBRUFREBRISEREREHE , FE2REXH AR AFERESRE,
1BHE Palo Alto Networks FI{EE R IR 58 = 5 100 M9 BBME R PE 1L B AHHERE 1P ik,
EZBZE GlobalProtect B GlobalProtect =S , T —RZ£F BV BEAFMEE (TR TA4L ) .
BREE D,
BEEETMENZESHRIT,
T—W:ZTBPAURITIENR , HEHEHBET —REINRESR , TRXTSESENESER , H
T #XTF Panorama Ml PAN-OS T — R N EN TS REENEZE R,
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy/step-1-create-rules-based-on-trusted-threat-intelligence-sources.html
https://docs.paloaltonetworks.com/globalprotect/10-0/globalprotect-admin.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/prevent-credential-phishing.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/authentication/authentication-types/multi-factor-authentication.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/best-practices.html
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin.html
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