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RERRETNFERERARFTH LN TR ZE | HEMNRAERF R,

HIREEEARPIZENENR , RAERRAUMERPXLER=FHITERNES. BINFHRE X
ARERERFPHBESRAER. BINFHESPIRINFEERPOETHLER. WEFHITAR , FRPN
RELSEEENR>, TRERT —LEWEY , BEF2HE, A, ENELEERPOE~BERTIF
B, BEBERERENAMER , WMEFEDL, MAGERANSEESFHIE.

& 1. BERRH

HiBNENE™
T o BREBEMPFAIBBBOSEREIT . iﬁ RI6 R
BB HAt 3 EERE
Fmigit. AYEAIAFEK S HRIERS Eﬂﬂ’ﬁ?
BEVFEHRIE, email

THEE
RBZRIEHHM PKI (XEBZ 0

VPN , RHERATSESEH
|1

#ZEIENZH ) XEUFNARRF
AD #EifRS 8 (BEXKAD , NHHAERS R
WHEEAAGIRESE , KU iR

M EAY TR &5 A )
Hter gl 5 E Al X5
FROSNER™

XF/MEUHE , BELERBRI—T M. ¥TRSLFRKE , }ﬂFW%EEﬁ"TE"TZIEﬂE’J—

MNERER , Bk,

RENMENAE=TERBRKEASERNES. NTHE

NEPRY , BREMERNE

TEEEETTARE R, EREELRPBLELS | Heh— AJF&:e%f%?&ﬁF‘E’JJ‘%O
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M RRTERORE

X FRERAIRNBEL , ERTENCHNRMERAE, EEREURBESRMHIFEXR AN, &
BNEN AR REBLLNE , MARBETKHEA, BREMEAR. REGTNEHEERMG , URE
RAMmZRMERENEEREEINE D LR,

EREMZNRAEFNEY , BREVEOSELR —AHAE  XH , BAERAIUEFEREFONRE
RE. BEMBUTURENRE , AHESKRNARERNNRAXBRSFNRENLSBETE. #
ERETLOARXLERE  EHAEELNAMKE. KERT. WildFire IEMEIBEH

ENRERTHRE , NOREREEXMF , UEEMMAIE TSL M SSH RE , ARIEEFEH N T EERE
HRE, BZLEXHANRBREATHNN, & EXNKERE. TUONBRREENHNAR#EEZE
BEALON , M ERS KRR Z BB X MR ERRE.

B K3 T PSR By SSL/TLS f#ZE M SSH %

SSLEEZMRE (HURE )
SSL AUAKE ( AWTRE )
SSH {2 (BEATEEMZRENEREANRZETHMA )

EBEFEFPFORE , RUERSHBERERE. MRATEBHHXIERNSHERME , NELLEER
FIERE , NBERXBRSEHE. KREXKRNRERZ. URFTAAEHDEM IP FRMBNHLLER , HiE
REVEZIURNENRTRESHHEZRE, FERINXBABESE  "WRERSFEIRE , ZEAL
B2, BHRERRSANRE ?”, UARNTRFEHEFORINWERESR , RESAZZINK ?”

X F MBI ORM Internet BRE | BEBRELTBHPIANREZANFMARE. BRREN T
EEE  ANETEBEHONRFSFERIBRER , BRBEXH , AEZ THEERY

EMYBEZ RSN |, NERLANZEESMAMANMVE, ¥ TMNAFREABEFOHRE , REMITTH
MRZRE RSV E LRI, BXERIFATLEESIERALENAZHRIFZIOHRE , BX ,
XEMELERBFE L, IREBERET. FRFENEFHBTHEMNE LRENTE,

BeS , EMBEREREE AT WRERAV , WICKEMA RN SSLIBF. MAMAHZRZEMEE
HEER T AR EEPE ML/ R M AR BB XX

» BERESHEMABERR. BENECENSMNEFLME. EEERIEDBH RN
TGS ESHMEE  BRNXEHRZN  FEREFEMBZNEGE (—ENARFX
TMHITHRE K MBE—LENABRFNRNE , TEHRTHRE ), BERFE (FR, FEEXNET
BERFERNWHZBALELESD ). BHAKD (BHEX , BEENREZERES ). ZHHKRER
(#lan , RSA AL PFS I EREZSHNAERR ) . AR AXIEWNAE, 5 Palo Alto
Networks S5 EH AR K —EEHE , RIEBEMEZEL FEH MIEBBHOKRD , X, F0
LMZRE K SEBWD.

NTERERNELARARBLZENRTUSFUSHRF , TUAERASE=FWEFZEEIR (HSM) KRR
PHEBRNRANLE , MIPFEFEERXE L,

BIEHIE P O REREREREE X

MNBREFOEZ PRI ESENRE

eFE 2 il sUPS SRENE 3 R e o

EAOE X HIBEMRIBNARERZREUAR BT BRI T IERRZNRE. BHABEREML.
REERIEH., SFEFHAENEBE (BARKRELZ NBEENSFORIESEE ) . BUUNBEREXH

( Objects ( 3% ) > Decryption Profile ( SZEE M ) ) MAT#EZFEAN ( Policies ( KB ) >
Decryption ( f#% ) ) . MEREAMNXAR. BFR. BRSERIM URL EHERNTEFA , AELGFRE
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-profile
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-policy-rule
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-policy-rule
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-concepts/ssl-forward-proxy
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-concepts/ssl-inbound-inspection
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-concepts/ssh-proxy
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-logs/configure-decryption-logging.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/troubleshoot-and-monitor-decryption.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/troubleshoot-and-monitor-decryption.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/certificate-management/secure-keys-with-a-hardware-security-module.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-profile
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-policy-rule

HURE | X#F , B LN MA@ RE B XHRRERTRA RS, BE ] E RN R E#HZ B SN E
B K.

EMBHULRE  BAERRIARELRANDPRS /AN ELRE, BREAWRE |, BHIAIERXIE
ALERERTES , ANEFHRTHEENRE,

STEP 1| FLE Ry AIELAHAT CRL/OCSP BE |, Btk MZE R E RAVIEH R ERIES,

STEP 2 | Biti& SSL Decryption ( SSL fi#% ) > SSL Protocol Settings ( SSL % &E ) LAPRLE
TLSv1.0, TLSv1.1 # SSLv3 &5 Z WY SSL/TLS iR , Hi##4%e RC4 M 3DES EHMHE*
# MD5 M SHA1 E55 5 HRIEEEEL L,

SSLIMSRENATARAEEHERE.
Decryption Profile @

Mame | best-practice-de-decryption

SSL Decryption Mo Decryption SSH Proxy

S5L Forward Proxy S5L Inbound Inspection SSL Protocol Settings
Protocol Versions
Min Version | TLSw1.2 W

Max Version | Max R

Key Exchange Algorithms
B Rsa [ DHE B ECDHE

Encryption Algorithms

AE5128-CBC AES128-GCM CHACHAZ0-POLY1305
B A4E52546-CBC B AES256-GCM
Authentication Algorithms
SHA1 4 sHAZSs MG sHAzgL

n C‘”-LL"

MY Min Version ( RIEARA ) i&E R TLSv1.2 , 7#fF Max Version ( &RERA ) iREH Max ( &

B ) , MPELESEL. RATAEFERRBEMN TLS . SIEEMNBERENEE XY , FARERS
Z&M, flm, MREREFUFEN , EEENE G WS/ HFRBOHI, NI RIbH R
FZEREXHUATRBENHIN , AENHENATAXERE TLSVL.2 REANER. XtERTFXE
BEENMEER , ANTEK URL XML RS MEEMEE,

WRUBRTIEEENLSZNARSF , WTFBHIBENZLRERIFRER — BHPUNEBEERE
ETUNANEARE. IRERBABLTLSENTEECANERRE | WERA URL R X
BARBNEE, BREFEMAXFREATHREEZENESGUR , BT ZEBHURENE/ FHRIESE
o
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https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-logs/configure-decryption-logging.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-logs/configure-decryption-logging.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-concepts/ssl-forward-proxy
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-concepts/ssl-inbound-inspection
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/certificate-management/set-up-verification-for-certificate-revocation-status.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/url-filtering.html

® & Max Version ( X KIRZA ) 1 Max ( &K ) , MARBERAE , XEHAESEDUHIZEDX
BEFNNRENL TieERETRZEBEXHMMBEIEEALL (SSL AERE ) Slh (SSLHEER
B ) RENSBRBREAN , S TFHEEL,

» TWEBHNARFEABEILER, BN TLSVI.3 SMFEBFELR , BAELT LB FXL
BHRARFFNE SSL MBERIERT, NTXENARE , ARRGREER BN
MwVawm(%%ﬁﬁ)&EﬁTBﬂz,ﬁ%ﬂ%ﬁ@%%mmﬂﬁéo

STEP 3| k2R E SSL Decryption ( SSL ##% ) > SSL Forward Proxy ( SSL # & X&) iRE& , [

1k TLS ths 'J‘&':F' HNRE , AREEBENRE.

ARLEBERT , RENREMEBRTARANRZELEMMMN, F SSL HRRBERZREXFNA T
I HIERE N RS RN

Decryption Profile @

Mame | best-practice-dc-decryption

S5L Decryption Mo Decryption 55H Proxy
SSL Forward Proxy S50 Inbound Inspection SSL Protocol Setting
Server Certificate Verification Unsupported Mode Checks
Block sessions with expired certificates Block sessions with unsupported versions
Block sessions with untrusted issuers Block sessions with unsupported cipher suites
Block sessions with unknown certificate status Block sessions with client authentication
D Block sessions on certificate status check timeout )
Failure Checks

Restrict certificate extensions Dietails
D Block sessions if resources not available

P Append certificate’s CM value to SAN extension
pRed fHeate valHe B oAl prens D Block sessions if HSM not available
D Block downgrade on no resource

Client Extension

[ strip ALPN

“ CdI-LL-l

FELE TLS IR BN REUR T EZBBN LT,

« BREB[IPREIT — REEERSE Block sessions on certificate status check timeout ( B LEIEFIR
SREBERN EHLE ) ERRTELATANRZEEAMILIYE , EAXREFENLRENESFHN A&
B2 RNE, EPRSBIEATURE RHRSEE LMIES RESI&K (CRL) , SIEAELIERRE
MY (OCSP) EFMAMN CA REERH , BiEBFEFE. B2 , HEBRSSNRERE , $¥a
EER, ERIEREN, Fﬁkiiﬂléﬁﬂlt%ﬁo #N &R Block sessions on certificate status check
timeout ( A EBRSREBN LA ) B BHBSBMARERS | 1T LM Device (18
% ) >Setup (®E ) > Session ( &£1& ) > Decryption Settings ( fAZZ&E ) , AFE o Certificate
Revocation Checking (If P RERE ) FERINERE 5 WEI N EME.
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Certificate Revocation Checking @

CRL

Enabsle

Receive Timeout (sec) | 5

QCsP

Enabsle

Receive Timeout (sec) | 5

Certificate Status Timeout (sec) | 5

“ C‘-:I.LL.'

AHNRER[EPAIERLE CRL 2 X2 (CDP) B+ A CRL URL ARMENAERFE (AIA) EBT R
) OCSP URL , MI/Z A CRL 1 OCSP iff B4 &,

BRBEMEIRERAEINIED  ERELTERARLETEZAB (SAN) FEREZE |, AHE
SHEFAIFIELIXLIEH, MR SAN ZERZE |, MK E Append certificate’s CN value to SAN
extension ( M INIEHH CNEZ| SAN ¥ & ) UBZFERESEFE SAN FE , X , IRXAH
IERH SAN FERAREZNERFRLS , WA ESHIER, &N, WRFESHEKHEILS , U5
BSEBNMHME , HIER SAN FE,

FEIEFrE R RS SR BRIERE .

TEXFHEARE — MEFHEFFAZIFRANTIXSFEBEANRE , WAFSZE —RBEH
B, SARFAINEREHHRAXKRIME, BE™HK SSL MUREBNRERNA T ML FH /P £
RXEs (ARRE ) PIURAME AR RS R, Wi EAFEEARERELKFIRFERE
EBERNMEMER B E LM ERZLURBEH BN R

ERAEFES ORI EATIEEEERBEATIBLEAZTFHEARIENSE. BRRSHS
HRIETURATLAFRINK-SHORIE , B - LR 2ERAMESHRIE (BRSHNEFiKS
HWIUE ) MBI 21, €A X509 A EPNEF RS ORIERCUTRS R[S ORI, RAFRG*
HEAAENERPRENEIEZNRFIERRN S EFRITEHRIE. FLBLEBEIFFROBFR
R, BEEFFRRE L, TRBEIAEMRE, B , RABNEEER T iRMARS /IS MU
TREEE | B REXAERSERES , Bt , FrRSHRIEATEIERXERRERE, X2WA
TEFRSHRIESENBERRITRE,

MRAEBTEREREF RS HRIEAILESE , YHAERENBBRERAE R DRIENSERN | X
Bl , FEHISRSER URL/IP ibik, RNAREFMEREE R A it 27 P RE 7+
AM—1%EB. FEREZFRRE 12 /061, AEFREN. WREA-AFITENAFZHE 12
PRIAERAEF RS OBRIELRRSSE , WA EREEREHREFEREARTIEE , TRt
BIRE , AR NBERE,

MRHBREFCH , M KBELEFREIRNERRIANKE. IREXERREHEEH , N
BERIERIFHERET BN ESA R IR EXHRERRENDRER,

MRREEARTFHSHRIFAIESE , NppAXEELEFERAEF RS ORIENSE  BERaE
SSL R HEBRD R L Ih RHI£1F ( Device ( i%% ) > Certificate Management ( iF$EHE ) > SSL
Decryption Exclusion ( SSL 222 HERR ) ) o

BRT SSL BERRYIR EMTIE R , BAREFEZTRECEAET, S ORI il Q LR
MERE. IE-IMEEFHIORIIATSENBEREXH. FHAMBRATIENARF
MRSFRNBRERRK, NTH-TREREMY  LURFEZERZFORIERERAFEZIE,
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NFrBEEAMRE , WA GERAEF RS AR LE 260 # 5 EE X4

KM E — MR KT Block sessions if resources not available ( R ARALESE ) |, MXKRR
HTFROLERR , TRESATERERKRMNERE, NRERRFATANELRIE , NAELEWA

FHRE, RERTAMRENATELRANLLEMMEILHUREN LIS AR ERAKEYE X5

EERNTE MR,

MREABHREER (HSM) REEFLA | NEERE Block sessions if HSM not available ( HSM
T AR A LE21E ) MEBURF SFAASTR B4 AR tfa/28 7 HSM o] A BtAL BB fR 2 i AH R 1Y
ERMEAN, Hlan, MREHATDEREAATRALEN HSM , WE HSM TR AR LESE, B
=, MREN TN HARBATE , WEFTLERE HSM TR ANFELESRE, ( 20R HSM XH
M5 X IE AT AL BB EFERE HSM MBI S AR |, BERAABEHMESNBRE, ) EXER
T, REMCERBEELTANEEITE, IR HSMNWEZHLESEXEE | NESTHAM (HA) X diz
1T HSM ( PAN-OS 8.0 X HSM HA SRR R ) o

Block downgrade on no resource ( fE o & RATREIEFER ) — MR XIEEEEA T TLSV1.3 B4
BIR , JUPE LB A SEM TLSVL.3 BER R TLSv1.2, MRMEIEFESE , ABA , — BB NIEM TLSVI3 &
BAR , MaEREA TLSVIIWRE , MARRRE TLSv1.2, MR LEREE , L, —BFX
M TLSVI3 RIFAT , MARKEI TLSV12, B2 , ERBRFTTANMBELRELILEAFEECLRAN
WRERTEAR , NTTATELEMAFfR, EERTABRERRTELTNZEEMMEIZIN
ERAFARHGEMYE  XEEEENRZSMEX, ZUAEFEE—NRMNARRENER B XY,
DEBETERE TLS MANBRRENHEE,

STEP 4 | Eigi& SSL Decryption ( SSL fi#% ) > SSL Inbound Inspection ( SSL AWK E ) i&RE , KEMI
HEFREIN RS SENRE | HELETERXE,

R’ SSL AMBRERZEREXHNATRHAASERENZ 2 RN,

Decryption Profile [6)]

Name | best-practice-de-decryption

55L Decryption Mo Decryption 55H Proxy

SSL Forward Proxy SSL Inbound Inspection S5L Protocol Settings
Unsupported Mode Checks
Block sessions w
Block sessions wi
Failure Checks
D Block sessions if resource:
[ Block s va
D Block d owngrade on no resource

TEXEFNEARE —BHABTLBEREITEFN B RENZD, EFLRGHEERTZIIEFNR
AABLEIRAMEE , WEE L XIEA RGN RERANED, W EAFFERNRERIEXTET
RIP LR ZRVEIE TN HE ARG B E A FEPR AR 28 AR 5 5T 2D B9 B

ERSSEL  NEABMAEXIEHENER, BRERBIUETEEF KRS SR Z B E NG HE.
KM E — MR KIE Block sessions if resources not available ( ‘#RA T ARFEIESTE ) |, MXE R
ATROLGEBER , QAT EEERRNERE, NRERFEATANELASE , WAk EEA
FHE, REHITABRENATENTNLZLEAMLZUAREN LI AP ERHOKHYE X5
BN REMMER,

MREABHREER (HSM) REMEFLA | WEERE Block sessions if HSM not available ( HSM
TR AR LESE ) REBUR T SFAALTR B A4 SR /287 HSM o] it BB #2257 2 AE < 1Y
ERMEAN, Hlan, MREHABEREAATRALEN HSM , WE HSM FATARELERE, B
=, NREN QBN RIBATRE , WEAUEEE HSM FTATANTHELESE. (R HSM XA |
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My KA B EFERE HSM MR RNRE |, EF2L4BEMERNRE, ) EXHER
T, BREHERREBEZATANBRTE, R HSM WZHLSEXREE , WESATAMY (HA) XFiE
1T HSM ( PAN-OS 8.0 X #F HSM HA JI I BN A ) o

*  Block downgrade on no resource ( FEFCRIRATFE LS ) — MR XIEBER T TLSv1.3 4L
BIR , WUPELEAFRA KM TLSV1.3 B EI TLSv1.2, FNRPEALERERE , BA , — BB AN TLSVL.3 &/
RAT , MEEFMEMA TLSVISHRE , MARBERE TLSVv1.2, MRFMHEIERER , L , —BBHAR
B TLSVI3 BIRAT , MaBRE TLSV12, BR , ERRTAANMELEERRELIEAFBEERAN
WRENEERE , NTTATRESEEAS KR, RERTAMRERRTERATANREEMMEILZ N
RAFPHBRMEBY  XEEFENTEMEX, SUREFENE—NRMNBRZERENEE XY ,
DEEAETERERR TLS MANBRRENE,

STEP 5| ¥F SSH K& , BE SSH RN EMZEEXHIRE.,

SSH @& AL IEE IR/ SSH RE |, 34 SSHPRE (SSH im A% % ) RE , EF AT SSH RE LT
ANEB R E, SSH BRESIER LAIZHE X11 Windows #IEEM TCP #HiEE. —/  SSH EEAREEE
ZNBEE, ¥ SSHBEZERENMHNATREN , R TFEZEPNENEEMS , BHAESRERE App-
ID, FRiREERE, BEXREAUR

21

X11

¥R B tepip

B tepip
HBERBELEN , BHABEREFRIRN AV SSH JRE |, Hl20 SFTP =% SCP, HBEXAZ
X11. forwarded-tcpip = direct-tcpip B , B A EEREREIRR N SSH BR&ERE |, HNLAPRLE,
WFRSHBAFE , TETLATFRTFEF O SSH KE, SSHBERATIHHBRSES , IHTREFTLEK
SHAFRAENINEE  EAXSFERNBERORSI[EMGERBOXE |, 5A Linux RSEE , HFEEX
. BTEEMRZ SSH RE , At , A SSHIFRIBEF LR RNEMALMBAEN — BMEML |, FF
B R BB XS R IR S SSH T RIBEMAN |, UEHEEERY. FE. BERSE,

SSH K Rl A G R EEMAEF BIEH ORS R |, HEM SSH RTZRUHRM IT AR,

Decryption Profile 6]
Name | best-practice-de-decryption
55L Decryption Mo Decryption S5H Proxy
Unsupported Mode Checks
Block sessions with unsupported versions

Block sessions wi

th unsupported algorithms

Failure Checks

D Block sessions on 55H errors

[ Block sessions if resources not av

ailable

TEXRNEIRE — HARTLBREBEETIBNLERENED , EFRZXIBNIRENBBAES
S2ERE, ERLREEERATZIIFWRAMNZBIMAMLE , WFE L BH X IET XN S EMRAH
B, A, FRAFXEEALERILAEFTRFEREZRERMEMER B E R IR RS L
BEHEDH R

« KWK E — ME KR Block sessions if resources not available ( #FEA T AR EILESTE ) |, MXKE
HTFROLGERR , THEAATERERKRNERE., NRERRFATANELRIE , NAE2EmA
PR, RERTAMRENATELRANRLEMMIHUAREN LS AFERAKERYE X5
BN LT EX,
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STEP 6 | X Fik BT B E , B E No Decryption ( AR ) RE , LI B IHRKITERHKE
ER IR S E T E 3 =

RABEBEEXHRATET EARSAMANSEREEETBEZNRE , A HEHEATHTYUEILES
ERARERATERZHRE (FZBEFMB SSL BBRIRIRT ) . REMERRATRES ERHIE

PORRE,

» EDRTBBREEXAHMNEATETEEN TLSVL.3 RENMEZERE ., E2alRETR
@, TLSVI3 F{MFERFER , X, BABRTEZEFTEPHE , WA 2B HIES
LBEHAAFRARNME , Bt , BREXHRMETR. (B AEATX TLSvL.2 BURER
BRERATIERRE , RN RXEHUFRLNBFIEREE , BRANXEREN A THE EEX
fro ) BR , MAKRBEN TLSVI3 RECIEB KR |, K ERIEIL AR 2R EE 7] LUEHI1Z
TR, BN, AR FRICERBENRE.

Decryption Profile @
Mame | best-practice-dc-decryption
SS5L Decryption No Decryption SSH Proxy
Server Certificate Verification
Block sessions wilh expired certificates
Block sessions with untrusted Issuers

MEBHTEROBREZEPHRTEENRE
ARRERGHETE SRS |

s RAFEALEBRIE. BEIEPHIFITRIEBHRSFRRERLBBEERNRE.
¢ BEBTEBENRE.

By N 3 2 9 BRI B R SR K] 1 5 8 A 2 9 8 P O AR I T E LAY SSL BB 3R BERR B &R ( Device > Certificate
Management > SSL Decryption Exclusion ( 8% > iERERE > SSL @ HERR ) ) » BANBI R HHREN
EEBMNERE , HREHZEAMIIRPBHRTE SR , BASUFHERURMEIL SR, UFRBHRIIRA
FREERERSBEHBRBEZNEL , THFHEHATEAERTHREZENER, IRBRBEBREENNARE , I
HRmzl@Ezgbrslsk , RMEANSNARFHEXWIERRNSE IP ik, S ARBIESIN, MR#T
R NELXRNBEENNARFTREXTH,

R A RE B S Unsupported Modes ( A2 XEFNER ) (EEEFHEMRIE, TZXEFNR
A, ITFEZIHFNEFEEANRE)  HAELENFERAATHAZIXHEANRSENNARER
DB A 3 i 22 HE B2 175 ( Device ( %% ) > Certificate Management ( iEF & ) > SSL Decryption
Exclusion ( SSL f2Z:3EBRX ) > Show Local Exclusion Cache ( & RA#HRERF ) ). HLEFTSZHHER
i/, BAARERS M , EthaHItSEAXEERNNNARFHITES,

MU RIHREBRBZANERREARIERERTE , WAUEARBALSPHERRIEE
TERENIEDE | UESTUANT. BENRERE.

LU REANERENUERREFTHZRE, flw , KA (EV) (—REFERFZHA]) (GDPR) ERXY
FIENME 2B MABERTRBENNRT . GDPRNFMAEAREBER R , IFFERESILE EU BRY
ABRBHNAE LT TECERAMSH TN T8 B RE EX FE E R itk XA EHIE R AT E LR
Eo RUBEANEELTABFEPOEENIAGE , EARLNXEEEERRAEN. KEMERRTHE
W@RBRE X BTREREANHEIITRERE,
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/decryption/troubleshoot-and-monitor-decryption/decryption-logs.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-exclusions/exclude-a-server-from-decryption
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-exclusions/exclude-a-server-from-decryption
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption-exclusions/local-ssl-decryption-exclusion-cache.html
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BIED B , NEEPORREHEMANENES K MMEFHEERE. RNREBERE D RELIUR
ZpREE (DBRMX ) , Bt BRERBHEEAR RSN RETILMERBES, A 2REESAKNEN
MEUEBENES , BREAUBLENNMAGENFAELERE , NTTRFPHE , BLFIHEE,

BEHODEREBURT BRGNS BER , Bt , TESKIW—J1407, BR , LA BZZ BRAER
WRITH KRS BRREE , MR EBIE P DI,

AT RS R RO REAT 20 BR
WS SR RO N AR FRIT OB

GNRT IS BRAiE /DR 1T 0 BR

AT 3T BRAE RO IT 0 BRI S ERFBIEP OMERANE , BETEELIRE D BRF LR SDN iR

FR. B, vwire OS] NSX =N LB A EERE, EH vwire FEOTEEE BT NSX EH LW

HE, Akt , XABTFR—DXT , X, FEHF (B, BERFINARFE ) WA R RS T E 3
—ANXiE , BRFRIE R A A A A B KIAW N ARFRER TSR, SMNMFHBRE—NFED
vwire EOM B XE, 3 FHM SDN BRAR |, BIRMELIEF X IERFI R BELITRER 1T D o
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X — BEXESNREFTEBEIHAEHITRMN. BIEFPOMBEATNBEOLMEINIE , HFH#{TE
HHNEBRE (BmE. BERRE. RRARE. XHEBEE, WildFire 247, UEREATMAERHE
BREAFOREAREFHEFEENNARFN URLIEE ) o BRINERT , BHARELXE ZRNAER
B (KEHRE ) . ELNRERENZTERBAN , UAFREEDTXEHE , X , NERBERTFHN
REABMN—NXERG S — MK, AERKENEEPOHRTTERRRTEEERFBLER~5H
bR =0T, Sl , ERREEER T RBRSEFNE RS R RINXE, SRR XL X X2
EXMAFER (PC) HZMAFGBER PI) FRMBBELNBRSHFHITIR , XEH., IRMAIREEFL
AITNENRIMETHITOR , URNEFRRNEFRENNARFRT IR,

ZRERAXSRFEEXARERP XESEZE. MEES (ROEBENENEE ). ETE=RRE
BHKRE, UARETEIPHN (FZE ) BBEEHKRE

7S — B A R KIS AH ELRLRBEPERN IP a5k |, AT (MERS ) E
MR, ARINMIBRF S AL AFEY IP it T BB BT KM, TREH XS ERTRIEAE, EXE
N, EARERBEATANPHISBIA XSFRENARFNRSHRSH[IRSHERE. Him, %
NSX / , ERzhA A A N MAEFE TR RS RRRT DR,

User-ID — /3 A User-ID RERAFAGBNARF ATAN , NEARFMRSRAPAFHITS R,

EHERFER O ERITRIE |, HEEAT — AN

UHATHE SR B SRR D , BMER D M RN BEROHRTOR , AARFRENMENRBRBNE
o

EBTER LA SDN #BRB R (NSX, ACI, OpenStack & ) REAT EBH. BEN. BEESYLHWE
iiZR¥, SDN REAHBFEHOMEEHEE, FEAMAATERR, FERHEHCLME, BRNRPE
PME ERERENRERE. ERETUGE-PMER LTSS SDN RG89 3E SDN £ | Hix#F
HREME, #r, ARZHIASBPMOHER , TRANREME, SON BRARTEFZLWREEHIH]
RTHRACFAHEEROVERITERR,

EAT—RWER KB RN IARNRSHFR TR, HRIFEZS , REER VM RIB K EX
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« WER-HEPODBEANTELINE  BERZMEAZRERFNNETHITOE, Hl0, FEEF Internet
B BRSS AR E TR — 7 B

RESTARARED RITR , UHERERP S SHEBITR,

MEANEHERONAERRITOR

NHEFEPONAERFIR , ABLEBRRGENARFCABY , ANAFREBIXENAREF. NAR
FEANGERONARFRHEFENEFENNE. MARFEIESMBEIENERSSEE  AEKES
ENAERFHEAXNERNGS. 8% , NARFRAE2 =M RSHE ¢

+ Web [§EE8E — AFNMARFED,
« BARFRSHE — M Web REJ|[RIREFER , LAEENMERNARERFIHEE,
© BREERSSHRE — CSETNRABRFREHRE,

BIRSBEHISHEMECEDETENRSSR  ZF , NABRFRITNAAFRENARR.

Typical Application Tier

Web Server Tier Application Server Tier Database Server Tier

WS1  WS2  WS3  Wsn AS1 AS2  AS3  ASp DS1 DS2  DS3 DSn

BIMNRARFEANBESREHTE - VM B4, RSESISREEIHREFPLELIRE , MERN
REFRS. ENARFES  Web REHFTSTENARFABHNNARFRSSHITEE  BZNARE
FREBITEESATNBEERSHRTERE. BEENABRFETTRRSHRETNX=TRSH[2H
HBERERS &,

HEFLESWSATATHERN], FF. REEREMEANNARFE. XBEHONAREFEREY
HOTDR , TMHLENARFRRZBAAREENATLENERE , ARNNARFRE,

BRARFDE WA LR RE B B
MRAEFE BEASIMRSEERELIRNHNEXSE , WEMNARFEANRSSHEZHITOR ,

X, SR SARSIRONER , HESN RS SR BR800 R B8 By A et
TR, B, F Web fRS52R. NARFRSFENBEERSFHEEFRNHXSE , X
¥, REBRECHBNREBRLED T —RPNEHRTEELN,

BELFER , EURETENEINNARFRURZSANXE , UoRHEF. SEHE. F
MARFEATAENEN, RETARINNEZS, AREZITEANEKSRA. BT
NE-XHEAEEXUEESFREZRESXUNARFENRSH/ETOA , HEEHO
BIT2ER, NUBD B NARFENKEH.

Web 5538 /= REQFHEENITH IREERZLLABBEBFORSEALTEERNRHRER , BR

EEBEF 2B Web RSSFHABFEH L. SHMRSHRRE -, BED Web RS HE
PIERMAXE , NENENANEZ 2R,

EH Web RERBEEHRFEHONBRREHTERE , At , EEXNHFEEEWN, N
Web RS EEEBELMML L | Flin | £H VLAN, M VLAN T HOFRER
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NMARF DR AT R 0 R

B IHASBEAREFONMERE , S4BT T —RFAE, EXIX—5, AT
FT—REREEENBRIAMK |, HEFEH NSX % SDN R A RREISHRE,

Xt Web BRZE88EFIRSERH TR , IIEHMEZA#TERS, W, BI3FEH
NSX 2B A3 (DFW) EESEHAN AT F B —Nim0 |, KALEERHRE,

NARFRSSEN | FAYTREM DNS, DHCP f1 NTP Hx2EMABRMERS , EMMERE YN NARFEXIAR
Hit MRS %7 IP it ARSSEF 1T 0 B

NMARERF fER App-ID RIBETRARFHNATIIRZERBAN , B TGRS NNLAE
FRAR , RR AT AMERZ) S it H R WLRSERA , NI NARFHRTIR. &7
LU App-ID R ELZLRBANNATFAINAREER - TERREFTEFIRILL
P AR B N ARER.

BIEEEVNAEFAE—IRRETANARSF , HNBERNRETIHR. NREFAA
MNARFEAERE  RXIAENROSENEELSEENMEMOEZN , NFAE
HNARFERRBERNETNAEFONE , 520  RETRSNHEENEEN
ST NANBEENEN  AFIBETNARFHANERNAN, NARFERER
BETHO, FANARFERRREFIROESNBEENRFTENN , BRTEBELN
AREFTHXERENER , MURENSHRZFMENARFERAXERO, TR
SHFBERHAE B ESGERN Y, BNEF AR R,

ENETIHA, EARAENNARFENNENRERBIBIETNARFRR
THREANARFESREREF AENEN , RRETERAEZNARFH IR, 8
Rk, NEXETRSHSEEN , REFSINARFNBESGER , FEBLANTE
TRARFHAN,

BEAERAT KRB AEN B ERSHFEANRSR[HITOR. HERERLERSBEARS R/ ZENEER
S8t , FEMA NSX DFW EEEHANFH— MmO , AREILEZNNRE, BR , REFEANRSHERE
FEMERE, flU , ZEERSHFEETERRE M EEEHMEEEBENRSHHE.
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B A& R EBIME URLRE , MEREUR A URL FFIEITHR , HiRBEENXHAXTE URL KR A HER ,
MARIRMEM URL FRE. &N , URL FEENEMEHABAE (AP RENXEH AMBFME ) Pt
17, MEBTFEHOINE. BEHENL URL #F ( Objects ( I &K ) > Custom Objects ( HEXIR ) > URL
Category (UURL 235l ) ) , BURIRH 2 FIXI BIEH O ME Web RS EIEA

SIEHEF O RERERREL &N

REAREBRANGFSEE L. ERRULSXBENAEFOTRYE , BREBLSTESHEHNEUMN
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MMBEAFRENFTERESERK, HREREXHTEMURREES |, ZHRERSRNHA ML RENTRER
@S AT ES  FTP., HTTP. HTTP2. IMAP, POP3. SMB # SMTP, & LUK ik E
WildFire #4€ , BB RE L E Xt 2R HTE WildFire L& A BKYLESZ I HITRE,

EECEFNREEEXHFNRERR , LEEATHE L MHUEB RN WildFire RENE F iR MRS
27, RUERFULEC B T4 HE AN E So VR AR IR AN R DR BT B O R

BREFOBEIRL LR | BEFOBEIRLLKE 39

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/policy/security-profiles.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/policy/security-profiles/create-a-security-profile-group.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/url-filtering.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/set-up-antivirus-anti-spyware-and-vulnerability-protection
https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-antivirus-profiles-safely-to-best-practices.html

Antivirus Profile @

ptions | WildFire Inline ML

\\\\\

BERARELANTIE=AFRTEFECER (MRAERTESR ) , AEBRNWEEXHR N Strict_ AV,

HHREREXHFNRESKMNIAFRENFERLRBAN , EBRERN. BRRHENBANBEE
BEXHZ IR AP GRS . Fl20

 BEPOATRRE —BREEEXHSRERTFEEXH —E , BB THERGENRFE , A ERSE
POMERIRN RS SR AEAEEEERENRELS,

o MBEEHOE Internet FRE — BHRBEEXAHMBREEREEXMF—E , BB TIRRHHEL G SRS
REURBERHMEE TENSBE T

BB R /O B KB B 8] iR B & M AF

R RNR I E S A BN E R F B AR R AR B RV PR B R KB MBS B R BB XA MM R SS Br sl R £ =&
HERRGERENSSHREC)RE , B &R, B, JNERHE., BEGHMNRRIERERH
FBALE R RGN IRH P 423 3 H UhE

SEHRETE X EHRRRGEEXH, EBRUSKXBENAEFHARAYE  #REZ2TED
BRNBUMYGIPRESHRBIREIREEXH, MREF-—MRENTUREREH#TINNIOR , WER
IR IR AR DNS JUR N B REZ R RE R REN R R . RESKERP EIREE X4 REMR
NAction ( #1E ) , WEEHAERNEP, SHXBEEMRBNEEERE , HEAXLRABHE -
&2 3R (PCAP),

Anti-Spyware Profile @8

BEARERESNER PCAP , RAXFFEMNRANRE , X TEERMHS  SENERER,
BHY PCAP ( 58— PCAP #8XY ) A EIR Malert ( B ) RIENSNERE. E£ASEATHECEHN
REMNHEREZBENA PCAP , SREVEIZEHRERN PCAP, & — PCAP R A A LA RE, #H PCAP
ERERZIEETHANRNBESHEN 51, RURKEEE. XBIERT , #3R 5 MR TR
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RBEERATOWBH. MRFASZ PCAP REREZEETYH , BANKESHEEY 5 16t , FSK
PCAP & F

Action on DNS Queries ( DNS &if) EWi1R4F ) WREXER M L 0E 2 HE R DNS i, HEEL
FTEEE DNS Eifjet , 5 A PCAP,

Anti-Spyware Profile [O]=]

/5 P DNS [EMFRBIZAEN ZEMO TN , XEFVNBILBIREN , AHIEXEEIHNHRTENSSE =i

HRIXLEEE, BHAETEEN DNS EWHNREAR (BERER BT A4 DNS lRSEFEe ) | B
FA DNS PR , SAEIRBI MM EN, FHAXEAENL DNS BEHNREA (BEREH XML T A DNS

ARSERmaEReY ) U T AP EHRE Eat |, E20/5 A DNS BE#F,

BRT £/ DNS JUEMRS EAH |, RBFEIREEN AN RESKRMMBFAERERBAN G , AEREEH
EFMEANFAZBANEN , ABELFHLEZERREEEE C2 NENEFHLREE. WRRELES
C2 MEBE , M C2 MEFT AR B RE, Bl

« MAPRBEFRLHRE. BIEFLONIBRE. SARM Internet BIBIEHOHRE — BHRIREE X HHE
IENERX C2 RE.

« MEEHOEF Internet B9RE — PHRNREEXHNREEREXH—E , BB THRFEL C2REMN
MEBRHMBETENE TR,

Bl ZZE O &3 SRR ISR R B & XX

B PR OR R B E XA B AVPRBIFI A RS RN, REFRFEENXH AL XER, FEERBR
7. URHEMZEF AR RNRSSUFRRTHE , A EBEPOMEPEQBS,

REMENNEEREBFEREESX . ERFALSXBENABRFNTAY , BEBRLZS I ESHHNERIUM
LIRS EBIRERREE X 4. N TRESREEXH , BR simple-client-informational ( & £ & F iw{E
B ) # simple-server-informational ( B8 REE[ER ) 4 , WEEHMNHNE Rule Name ( M B ) FHH
Packet Capture ( 233K ) M disable ( 2H ) E&A single-packet ( £ENMNKIESZ ) , UBHASEANK
WIEDHIR (PCAP) , MEREEERTNRE. BVEREMRE, B THEHRRZENEETHN , LER
BFEXEERAL THEIRES.
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Vulnerability Protection Profile (©O]=!

MName | best-practice-vuln-profile-pap

Description

Rules Exceptions

O | rRuLE NAME THREAT NAME CVE HOST TYPE SEVERITY ACTION PACKET CAPTURE

(]  simple-client-critical | any any client critical reset-both single-packet

] simple-client-high any any client high reset-both single-packet

] simple-client-medium | any any client medium reset-both single-packet

] simple-client- any any client informational default disable
informational

] simple-client-low any any client low default single-packet

]  simple-server-critical | any any SEFVET critical reset-both single-packet

]  simple-server-high any any SEFVET high reset-both single-packet

] simple-server- any any Server medium reset-both single-packet
medium

] simple-server- any any SEPVET informational default disable
informational

] simple-server-low any any SEFVET low default single-packet

@a’-.c'.,

“ CdI.LLl

BORELEEDEA PCAP, EAXF=EHFNRANARE , N TEEEMME , eAAENEREGR, N
BH PCAP ( 58— PCAP #ix} ) A ZIM Aalert ( Bk ) BIEENSNERE. FRASEATHEIEEHEN
REMNERZBHEMNA PCAP , SREUAIZEZMNRER PCAP, ¥ — PCAP M AZIEME LW RE, B PCAP
BRAXZINEETEANRIANBESHEN S, XtURHEE., XESBERT , HIR 5 MARESTRM
EREERTIWRM. MRNAZ PCAP REAXAZXEEETYH , HRNEESHERY 5 Mt , FSH
PCAP #E%,

ANREIKRRRARFPEEXHIATRENTAEREEBRANNERR , MRREFHENFRARY , XE
EUUNAFFRANERS BNV RRAERGBIEF O Hlan :

s BEAPLATRE — FEHREIRFPEEXGSHFEEEEXH—E , BBTHLEREERNRRRE , HF
EBREFPOMEANIBNRS R EABEAEBEEERGENEEIE,

o MBIEHOE Internet WRE — RARFP BB T L ZRBENBEP ORSFZIF|H D Internet RS2

+ M Internet B|BIEH OHRE — MHERE AT B E U4 AT FE 12213 R A IR SS 250 I%0R B 30 0 R
£25, MEBRES[/EIRTG , WREARFEDTHLEZRENRSSEAEFIFREERE, BERE, #
FHIESENHENFFR RZARBE, I, BRERFETSAEIEFEAME L IPRENRE DTS, YRHIW
TXAMEIRER  BHABAEREN —RFERNELEREEN P itit, MERKSRGERSBERIE
ME  NEAFERAEAEIERE, IRRIRGELUFEBELERE , WSEFEXARMEIERE,
WRHABRGARESME | BREZFEKID.

B2 237 /0 B3 SRR 344 PR LE B B S04

FEAFPENMEN CHFHEEREEHRELEBRERGERTEITBESEN XY , URTET L&/ TH
MESSABIN X, BELEXEXHARE/NREEE, FENXH™EEES LR, DLL, Java 3%
X4, BBBH . Windows HREEA R (Ink), BitTorrent XX#F, EZEIHE. tar X, BB ESR 4.
LSRRI ( MERELR LR EREXH ) . hta 3X4H Windows Portable Executable (PE) X4 ( 2
¥E.exe, cpl, dll. ocx. sys, scr, drv, efi, fon Hl.pif X, &5 , FUE XM HEE X HERFATEEME
B e, LR THRAMXHEEREXEFA , MELBERD T ES IR,

» REBRT , XEXBENAEFNERTRMEBEEEMARENREEXH. &
RBLZEDESRNEY , #PRERDTEEEMENTEXK R REFN, EEBRERILEE
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( Monitor ( %% ) >Logs ( H& ) > Data Filtering ( #(#E5i& ) ) LAMREIEH O ERHN X
HERB  HEWLSRZHEXARLCEXRENARFAENXHERE, ETHER , IBXE
NEEFEEEEXHHAETEE R , MATFR— SR EERTXERRENAREFNE
fgiﬁ:%ﬂo A 5[ (Direction) i% & KPR #I X AR BN @730 , SPELE—NAEEX
1 o

NNNNNNNNNNNNN

O | name LOCATION RULENAME | APPLICATIONS
any

[] bas nlocking Predefined Block high risk file types

Continue prompt encrypted file:

Log all other file types

B strict file blocking Predefined Block all risky file types

Block encrypted files

Log all other file types

AMXAELEREXANREXIRIATRENAAERERBNERET  EAPTHLEREEEL X HH
ENARFANRRAREE , AIRELRRFRHEHOHR USB B LHA P FEERHEEIBES O,

MR P EBIREFONRE — BRI R E XM B 2 REAN , UEFFEXHLAZRH
eI B AR PR AL AT RE S AR IRE B B R4 R R SR AL,

HBEPORERE — RO SCHFRIEEE AR REREAN |, BRI BENBESH[EHZRE
POEMBSHEAZTEEX M, XTUARERR , BiEBIREH MEBEERMT,

MBHEHOE Internet BRE — FXHERRHE EEERNNARFENXHRE,

WMRAPEIEFRA Windows PE X4, MARIEFTE RFXAE] WildFire #1704 XXTAFKF |, RE
Action ( #1F ) 7 continue ( #4% ) , XEBTFHHLEBERXTER , B, BE Web ¥R, BFERH4RBHE
ASHAFRLTERTEHEBEXH. SHAF , 2HA—MEMBEEEREN XHEARNSAZRET , XEKE

AREZFBE TR

BIEBIEP O REXE WildFire 20 B & 44

Htt 22 BMEXHATRNUFELEEHEM . WildFireRFBBEFOLEZRARBMBITIE, BEHNE , N
B T E CRRIARL B S 55 K P A R A S0 E) WidlFire #4794, RAERD A SARRRIE F 2 R EIRY SO E
B, RN RETARSEEERREGEIAR—RBRNBLFENE, S, WildFire ATLEREER
FBIREARA R B A RS EBR LOBERM |, A ERTGEIIH B Are ik HiRiRE R F MR 0 B3 HBh
TR, eeBALEESR/LFRRENZBABMUKERESSH. JUEFER. B8, RTURAX/4HEH
ENRENEMREREAN DN EE —NE A WildFire 2T EE X4,

 RE WildFire RENEEN UGS A TRNRE | LEKRARERFOZE. 6
a , WildFire iR 2 N B EH PR TS Linux XHHM SMB X4 HF,
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WildFire Analysis Profile @
MName | best-practice-wildfire
:"."_'L"J'.IJ"
':'\ 1item % b4
D NAME APPLICATIONS FILE TYPES DIRECTION AMNALYSIS
[] | send all any any both public-cloud
(-:I—):-_L::

FERIA WildFire 5 #7 e B 4K 10 E R VPR BRIFTA T2 REEH N B9 R 2R WildFire TR AL IS R AR
F S RIS R (APT) RO SESFBL 4, filzn

o MNAFIBEDLHRE — WildFire SRRBIEDR ORI ENRIBELRM , Hl0 Confluence =
SharePoint,

o BIEHPOLAIBRE — WildFire FRRBIEP O RSH/ 2 BAEZBORDBERG , MEEEHFEREZIA
IBERMY , NTBIEEIEME,

o MBIEHOE Internet BRE — RALRETH T ATHRHENREEFTREAN TR XM , Bk , &
TEFE R ARF LZ1T WildFire BAURIREEZITH,

BB FER , SNMP RGBS RS|/REBERMFER , SMEHAXBEEREER BN EBHNE, B
EXRAENNERELER , LATRAWBERFEBEINHEABED O RBOTERERE )  BHEEREH
BERS.

HRE, JARERES @ REIKIERT 548 B AR P M AR E,

» WRREBEKHN WildFire SR LSHEEREFENE , BRAMBERAEEXHFAH
WildFire B FREF SR 2P MIZRE, ETUFREBENRGEIXNARFENDRE , HHLt
BEEHRFU 22 Bk ERMERK , BF WildFire AIEEREHIRFIRBIABEREH A
HAERZE, K& Monitor ( 1532 ) >Logs ( B ) > WildFire Submissions ( WildFire 123
B ) REFREBREARBEHZEFAMA WildFire &,
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£ Cortex XDR BFF imfr{IF BIEH Oim 2

Cortex XDR & /7 i A[{RIP RSS2 M VM ERFEH LR K[ EER KL LBERGNFBHRE |, M —KB
RN SFE BN PR R RSB (FHit , XMEI AT ) . SRERGFTDFAEEFETHR
£, REREHARK , WRHSIATICERD (B0, B .exe I .dIl XX ) |, MBPHFXB/FAIRAR T ZE
HAtEErEERR L, BXEREBIB A , Bt , BFAEXBAUEENAR, BR , EFMER
L, Cortex XDR HEF s AT AEF AIPATXHFRIEE . XHETHWE, URIDEREXHS. SAXLEEH
HEZETH , BHRSERR LEFHRTE , RFE

Cortex XDR & i M# — B KA N BFEH O [URHRNERY , X, FABRIPIHRILISEEM S LR
Y |, M Cortex XDR B ip N M ZFEERRANNEN , NTIRPRR. EHhRETEEER (ESM) L
Nim[QEENR SR , AR Panorama S A B ERENZERBHA TR REFR | RRZMEMNEETR
B ENTEEH. Cortex XDR B IHEZEHZMEIMIRKIANEZ S, PHAXERHZELH X ENREL S,

HEHMNEIEFOIRR LR Cortex XDR &F i, #IEH/OH Cortex XDR B in RESRBREFE MK K L

9 Cortex XDR B P im S ERE—# , BF Cortex XDR BEFIHH L T XA ERK[AE , TR EREF
o, BRERPA”, BEEFXE — Cortex XDR B imARHFN ARRFFABE RS, Hit , BEHOH
BERENEE U4 R RESREFSMENEBXEMERE.
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S ZHHE O ERE LA

NBFEHOEMBERGENARF ATFAN ], QIEEIEMBTIEFHAN , UELEEF2EREPOE
RHONARERF , BIEEANARNARR  #ARUATREREME EANNNARERF. HEERERNREIC
FAUREEERTHEXINER BB TERTRE,

HERARANAEFN , FHUANRERATNNARSF  SIRXENABRFRAREEERD. NRXLEN
MEAXENARFERETAVNNARS , WA NARRF A FANRTERE, WRXERANEZAT
BENNAREF  WEREREERMES , MEXRISERHRTEE, MRXEMANRZIXLNHRE
FHREFENAER , WHTRAKREEERY , SUUEALLXEENERTRE,

» WRRARANARFRABETENARFIEMXBENSENARE , WM RAMARE
FORZEENNARER | X8, BIATUNERTRR |, ANEERREEKE,

B AR D 22 2 SRS AL B B 1) 48 R R AT S B A T B D AN E AR R Y PR E A HLIN XX LA
THRF |, X8, TR EIA - MHANRRSE —MUNIAR.

N BESAMEERORA-—BRNRERE , WA EEEAERAERER | X% | BaLUEE
NA BENRBNATFEMNBEPFOEREATENAREZSERE , WP ik, FODN £ | Eat4
= FPERRLRMIAALSCEEEENERMERLBE.

STEP 1 | BH LE1R3E UDP Internet i3 (QUIC) i,

Chrome FE ftb— e % B3 QUIC M3E TLS B £3F , {8 QUIC AN R XIETT EMBENETAM
Z, AHBERRAETREUNBRENERNFEAMSE, FHIE QUIC 255X KEFREE TLS , R A&
BB L2 REEH N LA IEE UDP BRSO ( 80 M 443 ) £ QUIC , H I %3 A9 # N LARE 1E QUIC

RIRRERF. XT AT UDP w0 80 M 443 (AN , 5 6IE —24E UDP im0 80 M 443 #YARSS
( Objects ( X¥% ) > Services ( RS ) )

Service @
]
I ()Tce @ UD
out @ Inhe
“ Cancel
FERIERSEERTHEL QUICKH UDP O, EEZFMNF | EIE QUIC RFARRF , MELLHN EH
B B SRR IE QUIC -
e e s v
ol = t [S]oe BE

STEP2 | HIENARFRINGO EXRBRAFXENFAERARR , RAITHMANRAERF.

HAMNTEMAFEEZRERA , BETNBEEEENBEEPOETHNARRF. KR5S HAN TEY
RE  NMBEARERBER  AREREFEZERATANNE AN ZNARFHNTHR. ST
LANIMEEATRENANN ZE , BN, AR LAIEEEERFNRE,

» ERELANFHANSHANEL , FRZAETHERTEARNRE , MIFNKE
RAPXENRE, ZRMANNRRET , SRAFXEANTERTR , BEERILE
RERPRTEBIWEINAENSENARERF , it , BARFEN A FRANRTES ,
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AR ERFANAFERENARF. FRAFPXENEATRERIEABRFRETE
¥, ARHIABER T, BULBINRRRECZEMANKRERTHFREUARZ A
ABEHONFAEREMARENEMBS  NMEETRAERERZ , HHRE,

WHANERTRERE , UMET TN L3F , X, BUUEERERARXE

BARGFRERALRRAEANAREFRINGO LNFTHUANEARR  MITIeERIM
4o

Destination

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

EoZE AN

- BEXESEMEAFKENAR (LN BETRLERITETNEEESALXE ).

- BAREKESRHEEPOABEHBEDR O Web IRF52E ( Web-Server-Tier-DC ( Web fR 5 2=
DC) ),

. RENBEFN any (£ ) , IREIRSEH application-default ( RIAMBRERF ) |, X# , ANERT
Him#R O EFrE EEBTHRARF.
REBIREN Drop (EF ) , UBRBHEFRE , THRAEESEHEFHRESER.

STEP 3| HIEFTAR A EREAFXBNAMAENARR , LR RRENSITHNARRF.

AN A THRIRA S RAEFF AR DETHENSENARE , UARTHRFECZAELNARERF
MARHNARZRF. BESKANTCENEMRER BRI ATRA tep. KA udp FAREZ tep F
B, ZJURLANBEERTRENANN 25, BN , KA F2EEEBEATHRE.

» BRINEFEATEEBD IZ— N EHANRLCEEIEMN ( Unexpected-App-from-Any-
L Zone ( REFMAXENTHAANNARERF ) ) , TRZAETHERTEARNRE
MIEMCREAFXBEHRE, IZEMANNFRET  ERAFXEANTERERT , £
ERPRTELENRFIRNSENARFTRRITAER , Jit , BURFSENNAR
FHATER, BUUBYARRREC R LIMANRERA - REUARZ A ABEHO
MAEHMRENRIRAE  MNMERTREBERR , ML RN,

Destination

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

EoIZEEAN

- RESSEMEAFPXKENARS (ZNBBAELRAITPERNEEESHAFXE ),
- BREXERBEPONENBIER O Web IRF5ERZ ( Web-Server-Tier-DC ( Web fR$58R/=

DC) ).
- RENARFRNany (EM) , RERSH any (F@) , X8, ANERTEMRO LFAEEES
THNRAERF.

RERERN Drop (EF ) , UBRHERFRE , TAREES AT KBRS =

STEP4 | HIEATAMBREI ZLFNNAEF. REELFNAXENARSF  IEBFEFOLITE
XENRAERF.
AN AR BFEPOEZECAERBEFOTIRENNARFHZE, ERREKBNRETENE
HREANAREFAFANRTRLEE , BRBELEAICREREERRNNARFIES ( RE4H
ENNHHRENARERF, ZRTRNARFIMEZERBES ) RN EERDITREURBRER.
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EEEFR-—BASENNARFAWIIRZE , B EEANEPRBLENARFELEAN , RANERE
ERRHEMAN BSHEHTHEERENRE.,

z£ E AN AL ENF FEHAEREP ONNARERF.

sssssssssssssssssssssssssssssssssssssssssssssssss

113331133

EoIEEHN

RN ERIEFEFASTREREDOERANNARR , Bt , FRXE, i, AFMRZFREN
Any ( 'EE'fﬁ.[ ) o

- BEEBHRREPRAEREFOLXE , MRFAMERERORSHESTREARFHEE,

- NBEEEHEMER (X ) WNARFUENAREFRILSE , HEEETREENARRF. FRH6)
BEATMERE, ZRBRMXHRZNNARFFER. B ERTXENNARFRELESE
BRERPLPFAEANNARR  NMIBRLKREE , Bt tEERKR, FRNARFRER (MENA
BFA) ISHEMNARFNABETHERTENESR , Bt , TEEHNHFNARFHITE
o

o RERSH any (20 ) UHERFEFAROMR NGO LFAFENNARRF.

- REBZERNDrop (EF ) , URBHERRE , TRAREES B RAKRSER.

RPN R E RN ARSI R—NEENSIR XRBUAITEEHIEH O MO ZINARE
Rt AT IAG , RSN AN R FHINAREF, FEEANKEE R FIIRN THRLERARFNMR
MKKEHIS. S, ITEEEATELRNARFERRERORE , Qit , FREMEEMGAFOIEZ
BRUBFANARFZE , XAARFRZERIEERNARRF. 5—NREZEFSEL T I IEAN 2 /T8 72
TFAMNAIE - N IRNHERZNAERF , Rle , IR 69 R 2 7 5% RS R RE L PR A IR AV 3E
RARRF. IREEENTHFEHNEENE ENWNARFARENNARE , BREHFISN , MATLe
BEENRIEANRRBIEXENARES , FREETANENTE , BNARFAFANN LS, B
=, MRXHRE  WAFTHRRBENNARFRESENLSRAR , BHAFFTERRXENAE
Fo

STEPS | FHIERARFRING A ERBEAXBNAMENARR , RN ARERF.

AN T ZIEFAECERBEPOSTHREEMXENNARSF. SREANSKENARFELR
AFEY , ARHIVEERD. NTREANARERITEER  UBEEARBANBERN , AIREFEE
RENNAREF AN, HFFUANET RFRENAFANN 25 , BN P IEEEE
ARWHRE ; MRS 1PNANZE , ZH , RTFSBRREAFXBHRE.

‘‘‘‘‘‘‘‘‘‘‘‘

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

EQlZ2 MmN

o RREFN any (A1) , UBEAMEEHRHEARBEBPONRRRE (LR 1 PHANATERERRL
ANz 7T pA Lk HARRTE AN AP RARF ) -
B ¥R X3 BT R OB IR RO Web BR$38/E ( Web-Server-Tier-DC ( Web fR$53E
DC) ),

« RENARFERN any (£1T) , iIREIRSEF application-default ( RIANARRF ) , X  ANERAT
Hizw O LB EEETHRARRF.
REREN Drop (EF ) , UHRBREFRE , THEAEES T IRBRSEE.
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STEP 6 | HIEFRTAR A EREBAMXBNAMBENARR , LR NRERSITHNARRF,

AN A A TFARRE R A IR AR ST EMSENARRF AR TREZCE A E X NARFHR
HANARERF. BESEANTEENEMRER , BRI AVWARA tcp. KA udp KRB top RE. &
FRUANBEEAFRENAFANN T RCE , SN, KANRLKEESRERTNRE ; AR E
EANBNTHAUE , X& , RT2BERREAFXENRE.

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

3 Web-Server-TierDC | ! d any [S)o BE

EIZB AN |, TEH Unexpected-App-from-User-Zone ( 5k B AP XEIWFUHAUAN R ARF ) #N
FHEBMNIRE  BRTTERPIEEAFXES , BIEE any (£ ) KEABEMEZH#ABBEH LN
FRHRE , FRERSH any (A ) LBEEFERO,

STEP7 | RIIZHAEE MR O LETERANARFHNRAAF.

EEANES B ARFAFARR User-ID BRSBEAMNEE, i, @0 UFRAR X P iE R HES
DR ZZMIRARNREZ. (RAXNRELTASRE, TN, RFERNREIE , EREETURE
XERE  AEREH TFUAEM,

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

WHRNLFERTHELEXESEBENXERERAANEE ( BRIES -FANAFLRE ) , RAIER
LEFREAMBAFHRE  MEREARERAASNRE, X5 , BRI SIRIRICFANTEBR
ERETREZHBRBEFOHRAAF
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EXEHPRRFEHORERE R

EFRPTARBERONARFARIER , WEANRAKEFRONAFREE LNHENREXKRRZER

B, RABNRBEBYIUATHARXNEARMNRZEXERT EFZEERUNBEHD

AR A 422 481 T LA 17 ) Bk

FORNAR, XEARARGRNBEEDONARERF. R TRERERORASHRNER, &EXK
ZERMEETER , FARMAFGFEELRREEDL , HARMEARFRE RO T2EEEHREH

Ao

AP 2 BaEFR O

MEREE

SIEA P BHERONRARER AN
I A 7 B8R ORI R RGN
IR A 7 BI8HE O AR 2 R RGN

AP EIBFEROREREHE

RTREPBRABEPONALRENER B EEERNRSHIBKLE , MREXRG EZNERP ENER

S
WA

RER &

BESSKRE

B B RO T A
EMERE , Bt
ETim QAN T 2
HEBHZ M,

EENARFES RO SRR,
HmORBERA. REEABRL
M 893 O B ER SR 175 7] P £%

NMRARFAANNARFR. AP MRSk
RE—E , SFRRAAERACHENARFNSG
ERF A Rl R BAE O R AR ARS 2R A .

ME T i OB AN RN & T N A
BFOANE , EHEEFT , &
TN ARFANE T ERFERE
ETwONRANE Lk, EBRA
HUI B SR AL AR T 2R, R
REFEET RO , MEK
AN K whEaEm, ARET
BARFHMN , EE—ERefE RN
ZEREBFEETIHRANMAN , AR5
T BRE T i O AI A

\, ! 7
|||l<>—
7/’ A Y
[]

EENEAFS , HR
YRR N AR
F, NTIREZEL
K AIEERY IP 33k
WHERE WU AW
AV

BHEEHRBER LR , RE
EEBHIBEPOLHMREI
BARI PR 4 2 B9 S HR S AR 55 2R MU e
o ARHENF PRI BA R B s

L
U Mo

B User-ID , BRIEXRHAF , UEATFEHHER
FHERE, RAT, SERENEIEGIEEI
e M. NEENRE. RIEmANBRRSERH
BEAZEREZSHRIE (MFA),

B 9 S04 O T

TEMSHHL | E
B, R R
HAT 4o

AP TRETEPNXHHLEN
HitbZMRARRFH THRBERK
o

FEFTBE AR E WildFire T4, FRIR%T
HAMRIBERGE , NTRITRT

F B S MEN R
R VBB S5
PAN

Ho

EMIENESANREEET
Z2WE , TRET AR BINE
T,

Palo Alto Networks Bid %4+ T EHN—XRFIthEE
EXRPREZLRE , BHIEEZ R,
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SIZA P EIBFERONARER VAN

TEBER O |, AJREMEXER , B X i ERL A BN B LA RS 88 Lz TR BRL R ARE
F,oMNMEE—ENARFEATAN, SIENARFREERATFMN ( Policies ( 5KEE ) > Security ( &
£)) , NARRIAELEHBATHAFRTEEMNNLARSSELEASETIFEHEXHNNARR, TH4E
MiFE. RAAPMKRDNARFEHETEAT.

N R Y BRI AR N R, £ BE AR A A T R R 0 K
& B RRHENRRES.

HAE D 2 2 R EEALN B B [ R R B 02 A T H b = NBUE OB E R B PR A ARSI R X L5
MAELEARMNRTHRF , X, RFHA-MIUFEKRS — M HANBAR,

N BESAMEERORA-BNRERE , WA EEEAERAERER | X8 | BALUE4E
N ENRBENATENEROEREAZENARZZEME , WP it, FODN £ | Eat4
= PERRZEREARSERETENERMERKBE.

LT ERN
EMMRERKZ2EEHH  HPE8REIEZ2REF. FARLEENHEA , BANU-R
MEFARERKREEXANATAN K AFREMEESMEN . MAZLEEXHATUER
EREAMEEERERYG. ®E. C2 REURE AN KRR EHE.
ELELRMNERRE , MERSNSTERANBER , HESEATKE. FEEKREBERS
2, MRER , TANBEBRFHHRRAEINEER,

STEP 1| BB ARl DNS BRSSRMEL A/ IEE (E2/8 AL ER DNS BRSS2RHTEF ) o
LEAR PR &3S b DNS BRS52REV AR , MARAD KEE , BB TR AEBENMARSSHEXE DNS 5
Ho NBRBEYLNHE DNS RI , NERA IR F IR DNS B FEELHL TAR DNS BRSeaH , X
¥ WEEALIREUX LR B K R ERERE R DNS BRS5ER , Lt |, &H) DNS IRST 3R FF B
i B #R.

L£ ERZMx (MESNE ) &, BEIEFIZ 3t DNS JRS28/9F7H DNS 8. #F2 /oiF DNS

FEFRHEF Internet,

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

B IT Infractructus [} any & application-default | @ Al =) [S =N

RF AR EEEZFE07E DNS RS , Bt , b2 T AT RKeEA N T AP RERERN —1
Bilsh. LM AR X DNS RS AR, ERIZEMN
PR #1175 (8] R 4E b0 IT infrastructure (1T EREZ2E4 ) hENH B IR,
& DNS Servers ( DNS iRS585 ) B9tthub4l | HANR BT ZA KA,
P LB BR dns Z SMEM R AR FHIIG1E,
FREXRTLBENHENAT ONS REFEEE , RNMRKEEFHRF T EH DNS RS, N
WHENNREEEMEEERSAFLZHBT NS EMMGALIH &ML,

STEP2 | AYAEM IT ARBYREM A NN ABEHORSEE , URITEEMLER,

HANREROARFABERNKFNAFHRXBRSE, BRUKSRESRIINEE , HAWEERRRH
BENRNRENMERENXRRERS , Bt , K0 RI2H FERSRIKF . A App-ID UEE IT BF
ERHBEPORSHAEFNNARRSF , B, HAETELENEGCERAEFNTER. EARS , —4
ITRAFFENEEANSORTIER , NMEBRIEHORSHE.

BREFOBEIRLLRE | BEFOBEIRLLKE 51

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/monitoring/view-and-manage-reports/generate-the-saas-application-usage-report
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/manage-firewalls/manage-templates-and-template-stacks/configure-template-or-template-stack-variables.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/policy/security-profiles/create-a-security-profile-group.html

»  EHXBIEPORSFHTEEN 1T BRBRLNRRTEREQD , NMUTEHEVLAN A | X
¥ BRSEEERETSHMGES K, EREONNTE—FN. B2ATRERZDL
3RGE, MR IT AR SSH 5 RDP #ITER LM , MEDE 7 EAMRE 2 1F SSH 5
RDP 58],

IT MEEARMALRRE RV IT HRBRHAR . X TEMRBEHERGR , BIEEER
ERWBRSFMEMRZHTOE, RAWLENIT AFRBIEAREEEMENNA
BFILRSERSSR.

ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss

EoZEEAN

- BRARE—NFENIT AR AUEEREPORSEE , Bt , FFA Use-ID ZITHFEHRAIFR
B IT AR BIRA ( EAXRRHIF R it-superusers ) o
BRI EEHE it-superusers HITEEMN RS [EEZE O bt RS tbuk4A (IT-Server-
Management) , 3£ IT-server-access-DC X35 F 5 B #RBE &I itk s 21k 48 .
RAFERAROD LER ITBEAFRTHILSIEAMENNARF. EARRGF , ARG
ssl, ssh #1 ms-rdpR. A2 F o

» RERAFHNRARRF. AV IT B ATERRERORSENNAERF. ERER
zi AT, BY SSLMNARFIRFRZEMIBENARF , MERSE App-ID #1TEHIRA
o

BESh IT ARG T UAEERFED OGN, BHFRNEMRE, WRE—EAN T AFERERNNA
BFEEXERE , NALUFERNE BARXEM b , SMELARN W IT BRAFHEXERENE
B0, RTEN IT AFAEETRNBEF LR RAIRERATRNNARSF , WASIAFAN
BANRAEFEZEMN, FROZEREAN,

RAHEERIUKFHAFARIGRXERS , Qi , £ /AP 2 2EEH ORIERBEAN | R
MFA FRIETS A, MR HEREEESE |, W RN €12 48 5149 5 10 50 0 5K RS 47 %2 K g
m,

STEP3 | AR TAFAHTRENES BENRITHR , AEEHEHORSRIITER.

HANERMARGNSMNAFE (REXLEHERT , B4R ) RBRLENNARFNRSR. H
m, ITRMEEHFRBEPONTFRESSR. BORZ2RBAN , MBI ZAMERSBRET
DFTRIRSSER IP At F St utd  BEIRMREEXERSFE LEANNARE , HETXEAY
ZR,

TYPE ZONE ADDRESS | USER DEVICE | ZONE ADDRESS DEVICE | APPLICATION | SERVICE ACTION | PROFILE | OPTIONS
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ZSABAENAE , NTIEEEMNOMEEE ( BHAE NS RAH BEMRE |, MARKBHMPHAE
WAEHIRE ), BEASHKAN , NEEXZBMNURITIREN BEEMREE EEBRE X &R E
BEFOASIEFNEENRESREE

s RBRHAUEBHNBEDORE

o WA IEREARE pUO\RE LE R U R B U B

« BEREXSHEHMNFTENBFEHORE

o EREXFE AFERNEENBIEROAIRE

IERAEENHRERORE
Palo Alto Networks F— KBy AR £ B3~ A% , MANBEN LR BEE B HiIT, BEWwLE
BRMEFONERE , HURAT CRTMZ ANARRE. Ar. RRATHN A,

MNERT , BABLREREAREBEN RS RBEAN CENRE , F2ICRESHANERIHAE XA
AN (ATFEFR-RNBEFNAEER-XERERE ) MXERRIN (AUWEPNKE—NAN , FL£5
ZEANFTRNRE ) AN TR RE,

PEZERBANE , ERABRT , BABERXIERLKEFERANRE

Security Policy Rule @

Action Setting

BRANERT , BABALELEE SR 2NAREEEX . AENTRFRTTRESHKRIELEE
BSBENEER , URNARERKRESEE X RESKEK,

HNFRSBRE , ZIEMCER Log at Session End ( ELELERINIER ) , REETHNABRFEESEEN
2EHRIAET, FlW , KIENYLE App-ID ATEER Web XK |, BERIIBLBNANEESZE |, BHAE
KA T ZRBARFNEEMLH App-ID , NTTEX App-ID. BN ELEFBIFIERRENAH , 23E DNS
JUR, KEIRRESE  ARYEBERFEFRAREEERHTHERNER.
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» RELERDEFEERXTANAFURANELRESR (EN ) WRERFE , RELTIREFL
££ ERE A BAEBLREMENENER. BNEIREREERERNRTERT AR (URTE
ERLSNAREF ) B ARFRN,

EREASHFHNERIEREN , HRHAXBEEEMREER NG <8N KEART MEEARE (S, ik
AAWWNAERF ) SHABAEREEELNRE (4, EFETHREFOLRSH LHESRFZ KR
AERS=R  UTRESEERGIHBERE ) KoK,

PAXERETRERATHREEERNERTE, AEMBASRE :

* Monitor (¥ ) >Llogs ( BE ) B TRE. R, User-ID MiFZHMAZEE  IEAER—MNF
BLERZSANABERLEY Unified (5i— ) BE , Bt , BEFEMEFTERBENALT. SHEBS H
NBAREERRE , BULUKIECUEEFANBAESRE,

+ Monitor ( ¥5#2 ) > PDF Reports ( PDF #f% ) R AUEENTNE L IREARATORETMEXMEE
MIREFFEARIREARIHEE, flan , BAUEEREETIREH#TELNE , URXESRED T HHE
RSN BRNTREABRNRE,

+  Monitor ( ¥#%2 ) > Manage Custom Reports ( EEBEENIRE ) BT OIEEE LIRS I8 , B
BN WIEEESEIERN, AFANSRSEMEMEREENER,

» Monitor ( #5312 ) > Packet Capture ( ZIESHIK ) T ULEENRAH A IHEEBEEONMNEEONRES
HEEIE IR,

« NMAEFGSHO (ACC) BEMNNMMA4TERNARE. AF. URL, BN IRZMENABTHRE
NBAFERE, sl , BALEFHTEME LW ARRS ( ACC > Network Activity ( F&ES ) >
Application Usage ( NFARRFFERAER ) > Threats (B ) ) , URENARFREEEMAEL , 2
MARFREFERMITN. MREFRABITMHUANNARRF , WX AL 2 ix L& N AR F#H1T
Woh,

ACCEENES —1MNAZRSBIRIZTHENAFKFMENRSE., F£HACC > Network Activity ( R4
SEZ ) > User Activity ( AFSESN ) > Threats ( Blh ) NG BB SEBEXO AP BHITON
RIEERAERBEFEENRERE,

+ {Y34x ( Dashboard ( {%&4x ) ) RHMNPNAKTERHRIBHN—RERURRH. BBENREZAEPH
% 10 M &#%HE,

« {Ef Panorama MIZFF MIERERLHNFNRZHTELNE |, LLERMREER , HERR, BHFFEH. K
BEH. ANEXRMFRARFANMES4EREHAIENMEE, NEMERERZEL , WAILF5
BEEHHERBE , AR F HEIELLHTIRE,

+ 7£ Panorama BN A L | FEAFBEAN AL ITHEDIWANENZ, Fl0, RinFEAREFN ,
SFEAGFRNFMEANE L BAGTMARFNNERE, IRREMERAN , B HEHEE , XX
R, MESHMABELENARESF  SHANCENRECMEEETNE L  SIREEERZREAN, 5 —
AREIRERAETRARFNANZERETHRONMAN , AX0T . FETHARFHOANETETIH
OMHN LR, HIEREREEEMREMA THETHRONANL, NRE  WEEFARETNARFN
N, AHEIRILHRE,

LEFEHAN AL ITEES | ®E ACC > Threat Activity ( BiE3) ) > Applications Using Non Standard
Ports ( f5£FAIEFR A im OB B FAFEF ) # ACC > Threat Activity ( Bi#E3D ) > Rules Allowing Apps On
Non Standard Ports ( A IEFR RO LR ARFAMA ) MY  DEFFFAKO LN RERTSH
TIETREAR A N At K

N ERARBEANTHRNRBETHIITEXNEEITRR , W5 AFHAAREFRE XN
',Q- EX. BEEUHSBENARECEINENENER  ERTOEEXN BN ERNRENE
R

W PR B0 PO BEL LE A T 3 R A 1
HERERRE 2 R — NARIR, — BOIRNET O REE LA, RIFAKRS S RIERE

A, I THNBEERGTVELEANTRNRE. BRNAEFAFAN , BIHA S RN TE/E N
WAVHIRE , AN TRRAFERENREH#TEE,
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EHEIERENBEFLS T TRATRAEEERENANERESE . REANEFOELEAN , SRFERHEK
OB AERETEMELEAN A RERER,

» RBAZENSERER | EENBIIRRPRERH. 7 REFOLSERENNFIEHRE

OB KBRS E R ERKEK.

STEP 1| IZAEXIRE , LS E 5 HEMIARERONEEREAE LA TRNRE.

1.
2

3

1%$% Monitor ( %% ) > Manage Custom Reports ( BEEEHEXIRE ) -

Add (A ) ®E , HAREE - THRLIREG AIEMN Name ( 8% ) o EARABIF , 3 DC
Best Practice Policy Tuning ( B#EH OB ESSKRRKRE ) .

¥ Database ( ##&EFF ) i’ Traffic Summary ( REL 1 ) o XEXE X Available Columns ( 7] F
5 ) %I,

M Available Columns ( AT %l ) F , ¥ Source Zone ( JR[X13 ) . Destination Zone ( B#: X

15 ) . Sessions ( £1% ) . Bytes ( F1 ¥ ) . Application ( RifAf2/F ) . Risk of App ( RiFAX.

& ). Rule (MM ) % Threat ( Bip ) A 1NZ Selected Columns ( FTiE% ) Bk, MREEISIH A
REMNER , NEMEPXLEFR,

1% Scheduled ( BAE ) 1,

REFTER Time Frame ( BHEHEZE ) . Sort By ( #EF A= ) Ml Group By ( 74 A ) B, EAH
B, FAVHF Time Frame ( BFESERE ) RIEF Last 7Days (3% 7 KX ) , M Sort By (#HEF AR ) RiE
7 Apps ( AR ) , 74 Group By ( 74 A ) ®RE N App Sub Category ( MAF3E5 ) -
ENER , UEEALTATERRBRROMNBERETOANNRE, EAUAER or (N ) ZE/FR
EREMANHRECZENMRE AR CUEBEMREUNEZES NN, £ Query Builder ( EH £
)P, EEREERETIENBNINANER. RNREFEAASNELERN , HEAOr (2 ) ZER
TDESEMANCENRENEXESR

(rule eq ‘Discover-Unknown-Users’)

* (rule eq ‘Block-Bad-Apps’)

* (rule eq ‘Unexpected-App-from-User-Zone’')
(rule eq ‘Unexpected-App-from-Any-Zone’)
(rule eq ‘Unexpected-User-App-Any-Port’)
(rule eq ‘Unexpected-App-Any-Port’)

Custom Report @8

Report Setting

@ Load Template  —» Run Now

Available Columns

STEP2 | EHEIBIRE , WRERERTHREN TS TESMELEAN , HEARKE , HEENNAR
FHRAFESER , REAREPHE ST TR TEHNREL,
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1C 35 X E So VFHL N PUEg Y 20 4E RO A ER B

BRABRT , AFEXERRE (A-—XBEANFEMBER ) . BHABEBNEZL2RBHTIHEE , BELA2RT
fﬁﬁﬁfjbl?ﬁﬂi‘%ﬂb"ﬂ?’“%ﬂﬂﬁums ELFEIEAMNIRFARE , N2 , MRXBERESHANFE |, WE;
XIBEBRIAARFFIERE. (Bﬁkiiﬁlkﬁﬂlttijmuwg ) o lﬂﬁ?&jﬁqﬂ'b‘ﬁﬁi RV, .Jttﬁiﬁ::m/it\iE
BEBRERORSR[ZENAEHREHR ORNERE , SEXER RN AR R TFRE,

EREXNEFREN TG  WERXSERAANNLBZHEDOXBHANREN , FE EEHAAXRER,
BUESHREN B E 1&%1%@*%6&»#&0175@ LR SR e B @SS R A U HL N T BR 8 Ao iF Sk R A PR
LIEB9IAE]

HEENDGBFEHOASREZEREN , RNSKEHEHORAEER =N ROIXE : Web fRS 2R/ DC.
F‘FH&F’HE“%EJ: DC. L% DB MRS &R DC. EARHIH , RITOR T — A E = LIRS RIKES B
X=AREMEEPHBEFOXENREAXHN BEEE.

STEP 1| FEM N E LR XIFHABRING] , ARG KT Override ( B4R ) LS AMNIELE.
STEP 2 | 4% intrazone-default ( XiF A ERIA ) MUBFR , SAREBLANI,

STEP 3| £ Actions ( #24E ) %I+ , 1% Log at Session End ( &RETiER ) , RERT OK (#
E)o

STEP4 | RIZBAENRE , NEHEFEHOLABX G EZRAILZANNRE,

1. #%4% Monitor ( %42 ) > Manage Custom Reports ( BEE B E XIRE ) o

2. Add (b0 ) —NRE , FRNEEEHIRY Name ( B ) o EARHIF |, 7 Log Intrazone-Default
Rule-DC ( igZRETEH OLXFHAZIAADN ) o

3. ¥ Database ( BB ) & H Traffic Summary ( RESIT ) o

4. M Available Columns ( %l ) # , 4§ Source Zone ( JRX1H ) . Destination Zone ( B#:X
15 ) . Sessions ( £i& ) . Bytes ( %k ) . Application ( RS ). Risk of App ( AKX
& ). Rule ( N ) % Threat ( EiH ) 102 Selected Columns ( FFit%l ) 3K, MREEISIRH A
RENEE , NEREPXLEFE,

5. i% Scheduled ( ERE ) &,

6. REFTEM Time Frame ( B EI4ES ) . Sort By ( #FF A ) # Group By ( 2 HAR ) H. ARG
o, EHPEES B Threats ( B ) 1 App Category ( MAREFESR ) o

7. EXNEW , EESRATHES OXEHXEARARUTENRE

(rule eq intrazone-default) and ((zone eq Web-Server-Tier-DC) or (zone eq
App-Server-Tier-DC) or (zone eq DB-Server-Tier-DC))

HER RS XKIEREBRIAANCRARE , H5E XN =NRIBEHEE SO X E T — T,

& BN Selected Columns ( iEH 51 ) @.EEIXH it , kRETE RSN FENXE, EXFRH
BEPOF , TREFESHXE , FA LSRR MBI EER, RANEEIRERBNTAH
N
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Custom Report @B

Available Columns Selected Columns

8. Commit ( X ) EX,

WERESXEEMN A TENBTEFORE

SEEN R RKEEHN EB T ITE KRB/ 5 8IEF RSN FUE X5 E FBIAE LR # TR , #E&
W%, ERENELHBEENANTTENRENTRY | FEXSHERARAY LSABFTERK, 8%
HRETRILERERBBHAFNEEZE , MR REZAREREE LA TFANNTE,

STEP 1| AN EFEZRXIFEBRIAG , RfE KT Override ( R ) LS AMNIEE.
STEP 2 | #%4#% interzone-default ( XiZBIERIA ) MU BFR , AURBUEAN,

STEP 3| 7£ Actions ( #&4E ) %&IFH , i%#F Log at Session End ( £ RATIEF ) |, Ri OK (
E)o

STEP4 | BB E VIRE , MEMIBZANERE,

1. %3 Monitor ( 3% ) > Manage Custom Reports ( BB BEEXIRE ) -

2. Add (&tn) — MRS , HREIBEHERMY Name ( B ) « FEARRBIF , 7 Log Interzone-Default
Rule ( i2FHEHOXFABRIAAN ) .

3. ¥4 Database ( BEFE ) &7 Traffic Summary ( RESIT) -

4. M Available Columns ( AT % ) # , ¥ Source Zone ( JRX13 ) . Destination Zone ( B#:[X
1 ) . Sessions ( 2% ). Bytes ( FT# ) . Application ( BZA % ) . Risk of App ( BZAX.
B ). Rule (M0 ) # Threat ( BB ) A 1NZ Selected Columns ( FTik% ) |3k, MRAEENSEH b
RAMEE , NEMNERIXLEEFER,

5. % Scheduled ( BAE ) &,

6. REFTER Time Frame ( BY[E4EZR ) . SortBy ( #FF 5 ) M Group By ( 74HA R ) H. EERRHI
o EFE D BIR Last 7 Days (3% 7 X ) . Threats ( Bfh ) 1 App Category ( RAER ) o

7. EXEWR , SEESXiEREKIAANCTEARE

(rule eqg interzone-default)

BRANBENIRERENTAR :
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8. Commit ( 2% ) B,

Custom Report

Report Setting

P Load Template  —> Run Now

Name | Log Interzone-Default Rule
Description
Database | Traffic Summary
[ Scheduled
Time Frame | Last 7 Days

Sort By | Threats v | [Ter10
Group By | App Category | [10Groups
Query Builder

(rule gg interzone-default)

Available Columns
Action
~ || Ap Category
App Container
|| App Sub Category
App Technology

Selected Columns
~ | source Zone
(@) Destination Zone
(© | Asplication
Risk of App
v |Rie -

T Top T Up ) Down 4 Bottom

Filter Builder
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NARFETHAR , Bt , NABRFATFIROUEER S R, ATRESEANFARENIRKECLE
B O AFONARFEANZE  IBMNATFIIRTBIBRNARR , BEEWREE I NN AREFHASNA
BFHIER,
Palo Alto Networks XX BN 1ZB3I THHARMEH NG L ZHLZENRNBREFH. ABITNBEFITREITE
BN BRZENEFH (RS, B, REEHHSE)  ETEE2 1D BIEENWNARERF. 8MNANE=
NEH-HABREFLEEH App-ID. BB IMNEELERZEENANREHNEA —XNEHF ,
RESRETHERHEHRANH App-ID, EREZRAILBLZERTIEH App-ID HABEF , AMERHRIK
BEFNEWEE , BNEEMEEZSHBELREIRER App-1D.
BNMNABE=AEH-NABEFETEFH App-ID B, M AIBESBELZ L BERRE T EZAEUE, REFNWRE
W App-ID B , EREXNRKBEHEN  MEEFNNEHOER  AMNEEECXMENLT SR, BEHE
KIEBLTHEMEENBRETRERNAER , ( MEEME A Panorama ) , 7 Panorama ME A A E # H#H3K
AR EFAIHEIE,
BRE-—MBOABTEFHESE , BFLE, HEPFPONTAMBEERXRE , A ETRERSERRGERER
Internet BB K& E—# |, EHTEHMREHEHARER -

ERNEZENZEXEHPNABEFMHETHRENR , AEFELZEIBEF O,

FNFAREBEH App-ID WARBEH , NEBS THERELZERENFTBI /It , HEZEERRFT

it o
XTEEH App-ID WAREH , WEBFH TREREZEHAENFTELNAX , HEZHEEN#HITU
o

B EPMEABREMMN B S,
STEP 1| ZEMMWABRERM A , REFHFELH App-ID , BERBERK LNFIE,

STEP2 | IAKE , ERMEMZEFEHMN , BUERN App-ID BWE R,
WMRELE App-ID ERWMITE LN A HZRER THIFT App-ID , BAIBAZEFIEEZEN App-IDe ETF—MNATW

# App-ID MABREHEH 28 (BNANE=A1EHZ ) , BREHEALER RIS KA |, DU
REB,

» FEEMEINEE  BEPOEANNARFIREESRETR , Bit , X9 App-ID
L SHERHAD, ( KZ¥E App-ID 5 [G Internet B R AR F M ) 5k X AT BARRKET App-
ID EHFEDOEEEZTORE | HiL BB ERLETH App-ID WAREH.

STEP3 | EZRMEN , NERBAREFTFITEM App-ID B, HHNELIENNARFIMEARN
BIRAMN | HEMARFFIRAMNBEREAERF

S RETEANEFENEMEETE

f#H Palo Alto Networks IFfE M E T ERBIZLBEHHERO,

APFRBEBHLTERENARE  XEAANEFERD , KIBERRRPTHELEEAXERNARFEZ
B, IELERATEEXKNNARR.

FXRHERFEH OGN BN E=EFRIREEFARGHITLHR , BRIXEE=BEEBRT,

R R ARFRSF O (ACC) % Palo Alto Networks i Z S TEERHBETRERTEBE RN
NBRKNTAHAUANSE EHIZTIREG  RERBSENALEENANTZEER

v~ WRAEA Panorama EEBEANE , WA SN AR RE | SUEX I Z M B HEE
() MRBRE L RRESE AT H N2,
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