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of 3 Rul % | Rule 3 | Rule
Architectu... Architecture uie Count Count
bMZ. Internet 3 3 o
Internet DMZ. 2 2 o
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PRI U . o
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Local Filters

Enable et Practice iode
Area of Architecture®

Device Group

Destites EEmEniD Enabled oy o iIdElee Spyware Sinkhole (AU alpenbey Filtering Theft Blocking Filtering S I,D Source Area of Architecture
of 3 3 5 ule ¢ | Rule ¢ | Adoption & N s 5 ¢ | Adoption $ | Protection $ * " s * - $ | Adoption %
- Count % % % % % % Nothing selected
Internet. Remote 8 6 2 1000 1000 1000 1000 1000

Nothing selected

Grand Total 2 1 9 Source Zone

e 77 77 77 77 sas sas sas - sas

. Nothing selected
Showing 1 - 4 of 4 entries
Destination Zone

Nothing selected

Togs

Nothing selected
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Rule Details®

V Local Filters ~ ( Learn More  Search 24 recerds
Source Area Of, | Dest Area Of Rule Hit url s
Target o | Sourcefrealt, | BestArea Oty | Ruiename & | JUCM - | RulelastHit $ | Tags 4 | Service s | 2" & sourcezone # | Source User & | DestZone & | oot
Architecture Architecture Count Categories Addresses
012801064407-..  Users Lab/Test DMZ | email-applications | 236901 0ct 23,2020 NO_TAG application any 13-vian-trust any 13-untrust.
default Sinkhol
012801064407:.. | Users Lab/Test DMZ  allow-apps 182938 Oct 23,2020 NO_TAG any any 3-vian-trust any 13-untrust.
Sinkhol
012601064407-..  Users Lab/Test DMZ  Social Networking | 101659 Oct 23,2020 NO_TAG application- any 3evlan-trust any 13-untrust.
Apps default Sinkhole
012801064407:.. | Users Lab/Test DMZ | Traffictointermet | 30465 ©ct 23,2020 NO_TAG service-http, any 3-vian-trust any 13-untrust.
service-https Sinkhole
012601064407-..  Users Lab/Test DMZ smb 6322 Oct 23,2020 NO_TAG smb-1 any 3evlan-trust any 13-untrust.
Sinkhol
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STEP 2| i Local Filters (AMbfiiikeds) A& Ak K

PRI = any (fE)

- HIYXIEL = any (fFf)

- JEHbHEEBCE - No (77)

- HirbhERCE - No (75)

- #E = allow (71F)

- MIEEH = Yes ()

- IWIRGAPFFE = No (8)
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Rule Details Filters®

Rule Attribute Filters -

Target Traffic Hit Rule Rule Enabled Source Addresses Configured Destination Addresses Configured Application
Nathin v N Yes W No | No || Nothing v
Action Source Area of Architecture Destination Area of Architecture Source Zone Destination Zone
allow | Nothing selected || Nothings N any N any ~ v
Log Session End Service Port Configured Tags Service URL Categories Source Zone Using ZPP
Nothing s V| Nothing selected || Nothing s ' Nothing selected || Nothing s N | Nothing selected v
Capability Adoption Filters —
Wildfire On File Blocking On Anti-Virus On Anti-Spyware On DN Sinkhole On Vulnerability On
Nathing s W | Nething selected /| Nothings ~ g selected || Nathings | No ~
Data Filtering On URL Filtering On Credential Theft On ApplD On UserlD On Type tofilter
Nothin V| Nothing selected || Nothings /| Nothing selected || Nothing s v Select Al Deselect All

Yes

No &3
Profile Filters —
Log Forwarding Profile Group Wildfire File Blocking Anti-Virus Anti-Spyware
Nothing s || Nothing selected || Nothing s ~ g selected || Nothing s ~ hin v
Data Filtering URL Filtering Vulnerability Security Profile Verdict
Meshine ol [PROR— it N Mieshine oo [P - ()

STEP 3| *:f; Apply Filter (3 kRS -
BPA FH 1 5 i et DT O AR -

O STRATA . BEST PRACTICE ASSESSMENT v (152 DEVICE INFO LEARN MORE

Rule Details®

earn More  Se:

Source Area Of | | Dest Area Of Rule Hit url Source
Target - ¢ 0 : + | Rulename ¢ + | RulelastHits | Tags ¢ | service B + | SourceZone % | SourceUser & | DestZone ¢
Architecture Architecture Count Categories Addresses
applcation
007251000037 any any 0 — NO_TAG Pe any any any any e
default
P . 5 . application
007251000037. any any rule-for-pct-test o never NO_TAG default any any any any no
ctaud
,
Showing 1 - 2 of 2 palicies targeting 1 firewall Page 1of1

STEP 4 | ZDGEATRLNIZ R S 2] csv S0, 1555k Export Data (‘%) -

N 18
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SUMMARY

Best Practice Assessment Summary ® Learn More
Best Practice Summary
Trending Capability Summary @ NIST Security Controls @
Mapping Definitions
SSP security e put in place to trols for organizations and

to reduce the overall risk. These controls NIS

Class Summary @

TECHNICAL OPERATIONAL MANAGEMENT

56% o change) 58% wism 60% o change)

'y . @&

P

ARE AR T WS BT AR ERE IS A R SE B BC B AR B A5 R BN Internet Ul (CIS) R

S A HAE AR S BORDEFE e (NIST) R T L2 HAIT AR A R . ZE R H A2

fe 0 ¢ BPA R EANAT ST AVARERSCHC (A # ) A% T

AR 22, R SR B A B B IRAE B B AR BPA LUK B4 AR IR AIR R AL
(RS ) BB ARIfE

Hiil: Mapping Definitions (U 5E )  (ZEBES) &6 A Wbt i A H & B0 50 5 4471
. Show Filters (\E/niiikay) AN EGiIERS, Apply Filters (N FfiEas) 25, AL
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Mapping Definition

SUMMARY

'V Local Filters  Search 245 records.
Best Practice Summary

Best Practice Check Top . Security Capability csc Passing Previous Passing
=TI ® s # + + + + + + + + s
1D e v Left Nav Capability e —, Summary Class NIST Security Controls s . o o Passing % {
Mapping Definitions
3 2 policies Security Auditing Operational Corrective Operational | Configuration Management 4outof24 166 166
Fundamentals
4 2 Policies Security Compliance Operational Preventative. Technical Access Control 111,123 24 out of 24 1000 1000
Fundamentals | Corrective
Service 1= any 2 policies Secuity | Complance  Operational  Preventative, Technical  Access Control 95133 20 out of 24 &3 833
Fundamentals  Corrective
6 Log at Start 2 Ppolicies Security | System Operational | Performance Technical | Audit and Accountability /A 23 out of 24 958 958
Hardening Fundamentals
7 Log Forwarding 2 Ppolicies Security Log Improve Recovery, Operational, Contingency Planning, Audit 63,66,101 16 out of 24 66 666
Management  Visibilty Detective Technical and Accountability
8 2 Ppolicies Security Auditing Operational Preventative Operational | Configuration Management 24 out of 24 1000 1000
Fundamentals
9 | Ppolicies Security System Operational Preventative Operational | System and Information 81111 24 out of 24 1000 1000
Hardening Fundamentals Integity
1 Disabled Rul Z policies Security Policy. Operational Preventative Operational  Configuration Management Ooutof 1
Maintenance | Fundamentals
12 one Deny 2 Ppolicies Security Log Improve Preventative, Technical Audit and Accountability, 62,6768 0 out of 1
Logging Management  Visibilty Detective System and Information
Integity
13 Rules with | Policies Security Log Improve Preventative, Technical Audit and Accountability, 62,67.68 Oautof1
Logging Management  Visibilty Detective System and Information
Integity
5903 93
« ,
Showing 1 - 10 of 245 entries Page | 1 | of25 >

Tt BRI AR
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¥ Local Filters @ Learn v

Security Security Rulebase Location: vsys1

BEST PRACTICE CHECK @ ®M

X Disabled Rules (Fail) + Intrazone Allow Rules wif

with Application Filter (Fail)

and URL Filteri
ed |
gz Profile configured OR an allow rule with t

A S B R e 4 A A 1Y) SRS 2R DA S v AR ek 140, Security Rule Checks (404>
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