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STEP 2| & SSL Decryption (SSL fi#%) > SSL Protocol Settings (SSL W% &) LPABH 1L
TLSv1.0. TLSv1.1 A1 SSLv3 &5 552 Bk [\ SSLITLS hAs, 4 RCA #1 3DES 555 hn %5 &
1EA0 MD5 F SHAL %5 55 & 4 B FvRIE 48 21 .

SSL P B E N T T s i

Decryption Profile @

Mame | best-practice-de-decryption
55L Decryption Mo Decryption S5H Proxy
S5L Forward Proxy S5L Inbound Inspection S5L Protocol Settings
Protocol Versions

Min Version | TLSv1.2

Max Version | Max

Key Exchange Algorithms

M rsa M oHE ¥4 ECOHE
Encryption Algorithms
[ AES128-CBC [ AES128-GCM CHACHAZ0-POLY1305
B AES256-CBC B AES256-GCM
Authentication Algorithms
SHAL SHAZS4 SHA3B4

H Y Min Version CRAKIA) B N TLSVL.2, ¥ Max Version (lEiiiA) #E N
Max (i) > MIBHIESF M. ST REAE A A1) TLS Pl 782 B i figt 2 S I L B
A, BORREERE M. B, R TS B, 5B R s U SRR
BRI, B — > Bk i A 5 i B SR LR VPR I s, I LA L 1R 3 Fr e A1
TLSV1.2 FRAS I, o 3%t F P AN SC R Sy i b i o, O NPR AN URL 290 fb 22 4k
g,

AR AN S AL 5 SRR, AN I 55 45 10 2 A PRAS R SCHF Il i — 59 P USCRI S BY
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FERLEAEDL T, WE KR AEMIEIR T A F B 22 2 E IR o # SSL e A AR AR e B A
TS FH 92 1) st gt 2 P 22 4 SR RN
Decryption Profile @ |

Mame | best-practice-dc-decryption

SSL Decryption Mo Decryption SSH Proxy

S5L Forward Proxy 55L Inbound Inspection 55L Protocol Settings

Server Certificate Verification Unsupported Mode Checks
Block sessions with expired certificates Block sessions with unsupported versions
Black sessions with untrusted issuers Block sessions with unsupported cipher suites
Block sessions with unknown certificate status Block sessions with client authentication

[] Black sessions on certificate status check timeout .
Failure Chechs
Restrict certificate extensions Details
[] Block sessions if resources not available
Y Append certificate’s CN value to SAN extension
e [] Block sessions if HSM not available

[] Block dewngrade an no resource

Client Extension

[] Strip ALPN

BHLIE TLS irps IR 1 57 4 DL TCIR s i 2

o RS BIEFIRE — 275 T B T Block sessions on certificate status check timeout (FH 1FiiF
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YR ASAa e RO EEAR NS, SRS IEER, BERIER ARG Pkt et aiE. mRE
Block sessions on certificate status check timeout (BH 1EF RS A8 Er<is) , JE A
A IR 5% 28w b FE AR 12, DU AT LAf# Y Device (%4%) > Setup (% E) > Session (£:1f)
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Certificate Revocation Checking @
CRL
Enable
Receive Timeout (sec) | 5
ocsP
Enable
Receive Timeout (sec) | 5
Certificate Status Timeout (sec) | 5
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U5 SSL R HERR 7% bk B 4x1E (Device (%4%) > Certificate Management (iF 5%
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1, NPT RES oM B P RS o A2 75 BT R MORS: 2 Bk T 18 A\ I 22 4 B M A2 3 DA R A& ()l
B %ok F P RIS PR RS M S IR 5 B PR ARS PR 2 A PR AR O

0 A A 22 R (HSM) RAZfEFAEH, T2 7546 2 Block sessionsif HSM not

available (HSM AR K FHIESE) s+ 5 FAEH L A0 B AT 4k UL K e A2 7E HSM A
AT FH S Ak PR AR O B A D B A R RO o 5, SR AE A w SR A TR 4 1
HSM, JI7E HSM ANAT A I BRI 2516 . (HAE, RS I A T A4 724, AT LA e
£ HSM Ar] B A RS 1E . CUns HSM SEH1, IR K Bg ] DLACPRZE A7 5k H HSM i
(3G f R, (HANS RO ER AR G R . ) AEIXAEILR, B MIE AR A 71
FATH . W HSM XI5 2o 2, WFE S T M (HA) X427 HSM (PAN-OS 8.0
SCRF HSM HA XA AR .

* Block downgrade on no resource (/&G %IEM FHIERFZD — WitRp kEE#AEEH T TLSv1.3
(OACERBEIR, DUBH K 7k B8 M TLSVA.3 R4 B TLSvL.2. WP IEFRSL, 4, —HPK
W TLSVL3 BRI 58, wi e EFEH TLSVA3 s, 1AM E] TLSVL.2., WA
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STEP 4|

fic & SSL Decryption (SSL fi#%) > SSL Inbound Inspection (SSL AuifGer) wWHE, KM
AR b B N IR S5 A LR, R IR AT B ik .

B SSL N i g T B S I P T N S ) 22 e SR U

Decryption Profile @
Mame | best-practice-dc-decryption
S5L Decryption Mo Decryption S5H Proxy
55L Forward Proxy 55L Inbound Inspection 55L Protocol Settings

Unsupported Mode Checks

Block sessions with unsupported versions

Block sessions with unsupported cipher suites
Failure Checks

[ Block se

D Block se

[ Block downg

AR SHFHIE AR — B K A S A SRR B AR AR R o ZERJ5 1B St 3 f A
5 SRR I RRA RV R RN P 2%, U BELLE 7 K AN SRR AR RRAS R i o B4, AN SR
A A A B 2 1 ] Ry 5 G 32 i T T RIHLA S Y 15 R SORA R AR 25 DA ot L35 230 £
o

FEMRSS ds b, R FIBG KA SRR RS o B RIS T 25 7 i MR 55 % 2 18] S B0 56 g
FRIB T -

o R — WS A TE Block sessionsif resources not available C&JEA T I FHIE21E)
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(s VR R DNS s a2, m DNS 202005 g 11 DNS s snsder.
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Name | best-practice

Description

Signature Policies | Signature Exceptions | DNS Policies | DNS Exceptions

DNS Policies
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~ :DNs

] Command and Control Domains 7 critical Teinkhole 7 extended-capture
[0 Oyna

high khol disable
mediur inkholk disable:
DNS Sinkhole Settings
Sinkhole IPv4 | Pale Alto Networks Sinkhole IP (sinkhole.paloaltonetworks.com) 2
Sinkhole IPv6
< -

J5 ] DNS FHWHRAITEAE 3252 m i AL, X SR ENE BB AL, FERy LK L L5 i 7T 5 3K
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e L), A1) DNSFHWT, DMERBIZEM ENL. B K WL DNS Eili A N GEH
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MName | best-practice-vuln-profile-pcap
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Rules Exceptions

D RULE NAME THREAT NAME CVE HOST TYPE SEVERITY ACTION PACKET CAPTURE

(]  simple-client-critical | any any client critical reset-both single-packet

] simple-client-high any any client high reset-both single-packet

] simple-client-medium | any any client medium reset-both single-packet

] simple-client- any any client informational default disable
informational

] simple-client-low any any client low default single-packet

]  simple-server-critical | any any SEFVET critical reset-both single-packet

]  simple-server-high any any SEFVET high reset-both single-packet

] simple-server- any any Server medium reset-both single-packet
medium

] simple-server- any any SEFVEr informational default disable
informational

] simple-server-low any any SEFVEr low default single-packet
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SO R RIRAR A 2RSSO OB R4 2k PR S0 hta SCEEAT Windows
Portable Executable (PE) 1 (fiffi.exe. cpl. dil. ocx. sys. scr. drv. efi. fon Alpif . &
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O | name LOCATION RULENAME | APPLICATIONS
[] | basic file blocking Predefined Block high risk file types a

Continue prompt encrypted files

Log all other file types

strict file blocking Predefined Block all risky file types

Block encrypted files

Log all other file types any any both alert
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Description
Q litem |—»
O | name APPLICATIONS FILE TYPES DIRECTION | ANALYSIS
] | send all any any both public-cloud
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Characteristics Options
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Classification

Category:  business-systems

Subcategory:  soft
Riskc Customize
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