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R ERERZEHEANARERF

EFRONLZ2FTHRNBRRSXFEAAN : TEEIBENARFERA RO , Bt , FAEENAREFET
LAE# O 80 (HTTP) =ki% A 53 (DNS) EF MmO LHRIEBHNE, XEREEERZITESESRH  £X
@B | HEHRENTIANE BRI ENNE NN BARF—TH , BB EELEERERRENR
Fo

etk , ZikiwO, thil, p0ZE ( SSLE SSH ) MABKRMEMNM , ETNARFNREREER App-ID™
HULRMNNARFNALYE , it , BB THERNEHEBLENRAESF , BAUREARERER
TR, BETNARFHNRBEXEZETR , AANETURERSREAN , N R AV EBAEFER
EWVENEBMARR , 3B TLCHREM B EXARATXERAN, £/ App-ID Xt NARFHTS
RAUENRETEE , RAME ERAFXFUISHLENARR A 8FHELETEENNARRF, HEE
IHEFRENFFEENNARFR —TUKEILRNES , 2T , ATEENNARFMELEt—{E
mEZMEE,

2 M BIERE App-ID :
Moving From Legacy Rules To App-ID Based Rules

1. Migrate your rules from legacy FW to our 2. Continuous process of best practice
NGFW using Expedition Migration Tool assessments and using Policy Optimizer

........................ o Policy
Optimizer
AAAE SAEAA |.... é
0D wrewweww .
Legacy Firewall '
Expediticn Palo Alto Networks 4 = Bast Practi
Migration Tool Next-Generation L PR | |:||:| Gl CTa
Firewall 0| | Assessment

1. {£/ Expedition S AIBMRFNE , #1TEE , SSIF Palo Alto Networks T — X5 X 3% Panorama 1%
ZWELUTE, Expedition ERERA (VM) 5 %,

2. EMEEFHREFIZIT PAN-OS IR IBRIER , AMETHHBZINTRE LHNARRFE D K.

3. BERREEL AR, TITRESSRIT(E BPA) LLRBE S , RAGEAERMALETRESENETKAO
PANERAETNARFOANHRPEONE, (BAUEXRY—BAREE-LEAFENNARER
HEEAN R TFEALZINFSNARFOAN | Flan—ix8 HE Internet THRIFN |, FELEF 30X
FTEHRKENARFER. ) REZHULSZSERNELER , RASTHBRAEZLZE RGEHN,

4. AR IN EERER R App-ID /5 , FEEEH S A Expedition HEAMN Y FETh s
— SRR I E,

5 MMEFSIAFMARFN , BEYF App-ID BB, EE—RERBIETHONMNGEZETT BPA , RE
EHNEHEHANEMXEURESEE M,

»  REEL{LESM PAN-OS 9.0 FrigiR M, MREFEA Panorama BIBH — RN |, W4
SERAIFEHHRE PAN-OS 9.0 , ENAIEAKBELILER. BRFEN Panorama #4¢ %l PAN-OS
9.0 , NEZEBHAEN BEXIEEFZTT PAN-OS 9.0 #y Panorama = HEWERS , H RN
Panorama #EiX BIBh A&, FHEMKIEFEIZIT PAN-OS 8.1 RESHA , MR EIEZEF A
FEUrEESE | M| AEUNESE NFIEST PAN-OS 9.0, XFEKINFREME T HRERR , @itk , &7
LA SRR LB RIER A E T App-ID HYKRE,

PA-7000 R5IBH K i 25 M A BRIDF R , PA-7000 R 5Py A % B A4 E+ (LPC) ME#EaE
PA-7000 R5If5 A& AE# %K F (LFC), 5 LPC F@E , LFC & F#1T B S thiE FH RS =

6 IRIETHNARFNEBNSESE | EIBIETHNARFHRBNRESE
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B, MM ZHRE , LFC HAmEREERAZE—IHZNMAEILRKRS , W1 Panorama R4
BERSEE. MREMHEH LFC , KRBAILBNNARFERAEETL2EREHAEL  ER
HKRERAEHIERMEE, MREFEH LPC , REHETFARFF BT L | Bt | KREH®E
tBWNAEFERAGEEASREMAE L, EFHERT , REHEWESSF Panorama
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£ A Expedition FE T im O KRBT E
PAN-OS

A Expedition S AIBMRANE , #1TEFE , HENIBIETNARFNLZSRBNE—MER , XHE
Palo Alto Networks T — s K12k Panorama i& & HIE LT, Expedition R2ER E X SN RINITHE
ERENLETIE  HIBMNASHEIEHANBEHNES A IBREE.

 AFEELT Expedition TR, Ii7EX J Expedition ZH#t%F | @EMARMITER
> F oAl B T BRI 0N,

Palo Alto Networks 7Rk 3% (TAC) 243 Expedition By %5,
B X Expedition TR IERENIFMAEE |, BHS I Expedition AFER , HPEEEEFRMMAMER CSV X
HRFREG ABRBARINAS A Day 1 Iron-Skillet BEEHE B0

HXEE Expedition ISR |, i3 M “Expedition BBIER” , HP X SiF—CAFRAEEERE , 2TUS

¥ “Expedition 52{LIERE” , ZIERIRM T AR WMAARY Expedition VM BI L,

EFREIBH , BEEAFRZUT EREH

+ ¥ Expedition TEHEZFEZ1T VM WEBIRE,

« SEFBEIM Palo Alto Networks Panorama FIBs K &2 31 SSH #/3% SSL i#E#%, SSH HRI AT CLI &
$# | SSLiFR AT Web FEEZMAEIE APl S5,

« EFBEIM Palo Alto Networks Panorama FBh A 3ERVIRIETSE] |, LME RO E#HEIEF PAN-OS KA
EFo

» TURSHAEEFENTIBRR, ST LERE % RS H K E B AT B M BRI & T
%l Palo Alto Networks T —fCPB5 A& H Panorama %% .
STEP 1| &EF BIRBF MIEEE,

THRIERRANER B iR, IERIBEFETHATE , HI20 Juniper SRX k% EEXAMNED , RWIER
AHEZERFNZEOZARETATER , BiE IPSec BEHVIRTS HIKE Cisco ASA RE ENTAHER
il

STEP 2 | 3 |HMRELE S A Expedition , X f B ¥ TEM L EMNE R,
STEP 3| #£ Expedition 812 —/ME#Y Project ( TH ) .

STEP 4 | FERHR ( 1IBAR ) BLES A Zl Project (B ) HHITRE,
REXHES K REEEMELEH |, AR Expedition BENEH , BREBMBITIBOEE X4,
MELE , BEIUIBNREFMEERNE , AEBEARE, EELSR , BEIFHRFEHE.,

STEP 5| ¥ PAN-OS Bt & 5 A F| Project ( N E ) , FATBHNEAREE,
RSN AEH , RAEMIE PAN-OS 8% (NBEEEXHH T BIAPAN-OSEEXH ) SAE
ABE,

» BEENHRESEMFRAK PAN-OS [RATE, i, Eiz{T PAN-OS 9.0, 5§ A PAN-OS
9.0 BLEM#F.

STEP 6 | FEIBMEE , UERRES PAN-OS EXBRESH.

8 IRINETHARFNERNSESIER | IBIETHNARFNRBNRERR
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. BIBRREBHRERWRS X R, PAN-OS REEIRS] TCP #1 UDP BRSO , Expedition £ B31F TCP
UDP BENKRIBIINARERF, BRIFET IPHNARFEMES |, H20 Ping # ICMP | EL|HRIE
FRERANBRSMIENAERF. FENIBIRRF App-ID , AEFHAXIBNARFHRENIREREMN
REIR AT,

EftEEHBDAD  BHRRELEMERINRAREANTR , HAHEENTR,

. BERABKRCEZANAN  BReiSEEEREL.

- EmABFOLCE PAN-OS &% RO, MIBRIEZESANZEOZHREES PAN-OS (i BN ERET
[

S AIBREERT |, Expedition 2BZ P EXEEH. EGBXE , FHEHTUERSEETEE
PAN-OS & &M EELIMWEN , H AKX EBEMRSEEEAQ,

B RERLEHBEEEHAKH, NREETFSHAKH , i5F A Expedition FHEHIHE
PAN-OS LB, MRRAELVERSKE , BidTell, AREIBEERFHHE,

STEP7 | B FIBHNREEFHFNRIEXTEAEREEF , FEBHEES PAN-OS EXEES H,

STEP 8 | REEAHEEUERESH TR ENEENR , ABMBBRIEH T,

STEP 9 [ A& HEES HE PAN-OS &% 28l , HBERIEREET] PAN-OS i% % F PAN-OS 1% % K LA
BRHEF LA ARP &1fF , LLE#T ARP &K,
£ PAN-OS i#% Lt , £/ clear arp allCLIH%, (WEXE , BLFA clear arp
<interface> CLI i R REMNENOERR ARP E1F, )

STEP 10 | FHEHWEES HE| PAN-OS ZEHMBEHNEE.
EFEANSERARTEHZENMATIBEHEE :

«  3F PAN-OS &% EHI#H %% , Generate XML & Set Output ( 5K XML Hi&E#HH ) , A XML
X (BE ) , AEFEMEKET PAN-OS && L.
NFHE PAN-OS B , REMR—XRIBEEN —MB2 M T =225 , N Generate XML & Set
Output ( £ XML HiZBHHE ) , SAXML X (BE ) , RAEFEH load config partial
CLI S TEREMBNEENIIER D . BFEE SSH HRINR T BE7E PAN-OS &% LA CLl.
R PAN-OS &% EiE# % Expedition , ME T AEA APl AAEHI RENMNEBREENRE,

STEP 11| HEHAMEES HE PAN-OS REHMBEESR , FARKMLLFHET R ONERERNE
TR ARFH KK,

EBINETRUARFHRBNRMESE | IBIETHARFNRBOHRESK 9
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J

EA R ER RN E T N AR FR R

£ Expedition FfELCIMNE BT HE PAN-OS &% 5 , T—MEREARREIEFEFCEDET App-ID R

SERBEANMNTEE, REALB[EETIRONIBRANNEREESENERS , RACHTUBEHERENIAN

HWNARFEE  HARUTEBESEFMEN LT, ANEE M MEHAEZETNARFHNEEAN, K

HTALes -

o FIHRBEBIMMNEREFEILXINNFMENAER , XERTEENMI2WMAEEEHENETE, A
FAERY , RRALBHARENARFEE , AEALUBEER TANTFHmENARR.

o ALEZEMTIBINET App-ID AN , MALENARFA AEHNXE,

« RPAN-OSEZEWNEREATEARASTE , At , TEERZNERETEZETBEEMHBIE.

o RHUMEMBEMNMPIFMTGELT  BHEBEXRBLEANZESNRETS , HBEMR LERELEN
n,

+ 1£ Panorama ixZFMENT —RH K& LZE1T, MREFERA Panorama BEEZ1T PAN-OS 8.1 B T —F5A
#% , W RFR Panorama ( AREZTFEE P A BT B EUEERR ) A5 E PAN-OS 9.0 BN A &2 A F13k
BERBERILENTES , Bt , SATIREMERH IR AL | BAIFE R IRE AR H KA RKEAL
[4=-N

XENRERNCRET —REESANIE , AHETEtE , ABEESETRONANERAET

App-ID BIFL R tH4E . REEIE(LEFIRM 7 LR AN 53% -

Applications & Usage - Traffic to internet ®

Timeframe | Anytime v
Apps on Rule
% Any 76 items
| Applications icati Subcategory Traffic (30 days)
[] boxnet-base file-sharing 2018-12-18 | 2019-04-05 12,16 [ -+
[7] crashplan Etorgge- H 2018-12-18  2019-04-03 766 [l
ackup
[ sl encrypted- n 2019-01-11 | 2019-04-05  19c [
tunne
] outiock-web-cnline | email 2019-01-11  2019-04-05  284.9M Il
] google-base internet-utility n 2018-12-03  2019-04-05  209.5M Il
[7] slack-base social-business 2019-01-11 | 2019-04-05  205.8M Il
[7] traps-management-  management 2018-12-18  2019-04-05  148.3M
service
[7] vimeo-base photo-video n 2019-01-14 | 2019-03-21  51.9M |
\

] web-browsing internet-utility n 2019-01-11  2019-04-05  45.7M | -
B Browse @ Add @ e @ * . Match Usage

The last new app was discovered 2 days ago.

] o ]

+ Create Cloned Rule ( 8127 EMN ) — REMNSAFREETiwOMNREBAN , FHRFFHET App-ID #9
MUEFREANz Lo BTN NETFiRONANRESNET App-ID AN, Flt0 , SR
EH Web J AN RNAREFFEBIREZS App-ID AN, X FERLUF R ML RN AR
F#ITOE  MARZHAE—NEANEZ AN R HFREVLERNFTERFHNAAE Web 15R,

X NARFTRAMRERERE , RAREANTENETHONANRE - L22N, NIRETR
& (App-ID) WANMEZTEAVNFAENARFALE  S2BFIXENARFTREANTENET
HmOMAN , Bt , BUURTREE, NRE-RSENHER , REEFEATNRESETHON
ANPCES | AT SAM BR %2 T im O BALI |, M7 SEACREALI B3R 3 BT App-ID K9S,

+ Add to Rule ( AMMEMN ) — FRARFHMEIN SRFE T i OO BRI ET App-1D AN
X2SBMNANEFRRETRONALN , HEF2RURZEANMEEN RSN, RELSEHENE

10 IBFNETHARFHERNRETER | IBIETHNARFHNRKNRESR
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html

BEBMN WA E NS , 4 H Add toRule ( FINEMM ) . WFREIATLENAREFH
AN, #EZHEBRCS THRENLSAENNARRE , T80 HE%ESR Add to Rule ( RINFIFMN ) BYRiE
WM, nEERLUTHZNABRFNANRRRZSH , XEHANANHONARFIRLEESEATNE
%, MRESBRRMARERMEAN , WEERZMARFOTAMY , BRIES—MANAYT , MEE
ANSRBETIHRONAN , HERZLEM,

+ Match Usage ( EEFEAER ) — CREFIRONANNEABEISFETFIRONANERIET App-
ID AN , Eh I EZANENNMENARF. NERANRIAPDBEESEELBNNELNARERF
Bt /8 Match Usage ( EEEAER ) o —MNMREFHHIFR TCPIHO 22 , ERN A SSH RE. W
RSSHRERO 22 METIROMNMAN EXINE—NARRE , WA LR £t Match Usage ( EE A
18R ) FHEMA RS App-1D FM,

33 F Create Cloned Rule ( SIZ 5 E#MMN ) 5% Add to Rule ( FRMEFN ) , BATMAE Apps Seen ( ZILHY
BARRE ) PEREL—IMNAERF.

» WRALLERFEUFBRNABRFNENES , WRATEESFESHNNARFTESS
HAENARFEES. RRANNEIZXERBENNARERF,

FEFHONAMNZREABETRNARFOAN |, KEEELEEBR T MRS HIER App-ID 24, , F&3
ANFTEAEMER. EAZHBERT , BBRANMG , BFEEN Service ( RS ) EXA application-
default ( NARRFEIN) , it , REAEEAZKONNARFETEFRT , FELEENBREFESME
FA IEAR AU O 3R B 48 17 (B A FR o

» MBASFEREREREFFRMBRS R/ BAAIEIRERDO ERTFNARSF (NREEE XN
RERF) , BROARFARSESMENNAERF., FEMBER. EREEAELNARFUE
RMAREFRIARD,

EERA R E T im0 AN RN ET App-1D BN Z AT :

1. TR IAARELEM Expedition Z Palo Alto Networks T —fXBh A 55 Panorama & &M LT,

2. FFEIGH NI E] App-ID Z 81 , EEFMEFIZIT PAN-OS 9.0 8& KA —ErtE , UEREFHFES
MAME LR ARF DR, BALUMREFKIR —LERHAAN (Fla0 , wO 22 MU RZR G SSH 7
EASTHKR) A MITEHMEAN  EEZAFHAEREENNENREFRENARFHE , W
&1 Internet 5(A] (4w E 80/433 ) MM,

3. EBTRESET{Ehttps:/docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/
get-started-with-best-practices/access-and-run-the-bpa.html (BPA) LAi& B A F Lb Bt B B,

4, RENXEER. B—EEEEEENRALER, SUERE , BIRZETT BPA BIAEERE BN , AR
EfTERESUTNAEH#H —STHERNERLM., FARKRKLSE  EFEERNTZESHEMAEHTHAYE , &
RaRegRet,

DETERFERAN . £ PAN-OS RERAF—FAMN AT 2E ( REMLLRBET IR B SR IAN EIEY N AHRE
F)  SBAlR-—SEATEANARFNETRONEEANERANET App-ID BIRAN . X THEMFZ R
REFHEMAN (FIMER Web HRMN ) , FEDER 0 RRBENARFEE.

» TURESHARNEBEFENIBLR., BAUBETLRSEAKREDEFREMBRREIE
L Zl| Palo Alto Networks T~ —{XBh A& F1 Panorama i% &

- BgpEE-BARELNREFLEEAL
+ 30 RIgTFiakiay AN

RGP —EARENAEFEERN

HEUBEFRE—AR , BulZe A RNETIRONEEMRNERAET App-ID BHN], —EREHN
RIETMERIBERAF—NRLVEELNARFASEFERAZIEONAN K RAXHREAZBELCEELEFEN
e AFH R RREF, REAEHRD 21 (FTP), #0O 22 (SSH) MO 53 (DNS).

ERIETRARFNRBOREXR | IBRIETUARFNRBOSESE 11
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EFFRBERAN Z B A RERFTNAETEN , BR PAN-OS RELEEEHNNARFEE. ARANEN
ANETHONANRTHF , UERZ SRRV RETUAR LR T iR ONANERERNET App-
1D H9HL I B 3 BT

STEP 1| £ Policies ( ZR#& ) > Security ( 2% ) > Policy Optimizer ( KE&{E{L85 ) > No App
Specified ( RIEENMFAERF ) # , %$F Apps Seen ( KB R AR ) # Sort Ascending ( F+
J'hJ’JFf" T ), MRIIAARINARFHEFIRONMAN,

wwwwwwwww Dashboard ACC Monitor Policies Objects Network Device & Commit & U@ Config~ Q Searct

&8 Securi N

b No App Specified
B NaT These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service
& QoS only security policies to application based policies.

@-Po\lcy Based Forwarding
& Decryption

& Tunnel Inspection
Application Override

£ authentication L e “Traffic (Bytes, 30 days)
[ pos protection

1 ssh-access & service-ssh any 94.5k | any 1 Al Sort Ascending ompare  2019-03-21 16:37:00  2018-11-14 16:59:25
3 | smb 9 smb-1 any 53.0M | any 3 %] Sort Descending  fompare  2019-03-28 13:58:05 | 2018-12-18 17:50:33
Columns »
6 | allow-apps any any 8.8 [l any 40 ompare | 2019-03-26 11:40:29 | 2018-12-10 11:54:59
5 Traffic tointernet | 3@ service-http  any 2296 [ any 76 Adjust Columns ompare  2019-01-11 18:44:34  2018-11-16 11:52:30
Policy Optimizer - | 3 service-hitps
("3 No App Specified 5 N

ZOBLMARFNETHOMNHNE RE No App Specified ( RIEEN AR ) FIRMTAZE, &7 LA
TS ERS (HIWSSH ) WANBEEZHBRABETRARFOAN , FETUARELNDERARE
FEAN , LT HRREUAREEER,

B 1£ o Server Message Block ( [RS8 H B - SMB ) REME T ik O A AN 75 & E T & 2 PAN-OS
BRERNRIAT=EANARRE , Kt R HRORIED,

STEP 2 | &5 Apps Seen ( KIMIR ARERF ) LF K Compare ( LbR ) R EZAN LXK ARERF.
Applications & Usage ( NARFHMEAER ) EREREFRFAIANEAN CENNARERF,

Applications & Usage - smb ®
ricine e |-

Apps on Rule AppsSeen 3

% iy « T © ©
| Applications i Subcategory | Risk | First Seen Last Seen Traffic (30 days)

[ ms-ds-smbv2 storage- 2018-12-18  2019-04-08  53.0M [l

backup

[ ms-ds-smb-base storage- 2019-01-29 | 2019-03-29 7.4k |
backup

[ msrpe-base infrastructure 2018-12-21  2018-12-21 0 |

B8 Browse Add B (@] * . Match Usage

The last new app was discovered 69 days ago.

(&2

STEP 3 | WFHREZANAMWBARRF , TEREATHTNEE. By , EREHFF AV , HERE
ARUNNAERF.

BB R INA RN ARFREEANNEIERGE , ERRTANHTIESR , RERZERMEIN
ey RN AT

- MREFEANAFEANTEEENFRENRARER

12 IBINETHABRFORBRNRERXRE | IBINETNARFI KKK RERER
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£ Apps Seen ( KIMW R ARF ) PiEEFE Applications ( RARERF ) -

# 7 Match Usage ( EERERAER ) o

REOK (HE ) , NETFHRAOMNMANERZRAET App-ID BIHN,

. ¥ Service ( RS ) iR E R application-default , AT ILFFEHBNEENAREFEALED,

s MBBAFEANENNFAENARE , FEIFEFNESNARRF , SMEERRKIERZAN ( M
MAFEBNARTNAFENARER , HEBIATUERMEIBBNNARERF ) -

1. REHEEFERARERFH Add to Rule ( FMEIFN ) .

Applications & Usage - smb

Hoobdpe

Timeframe  Anytime v

X
Apps on Rule Apps Seen .

% Ay Addto Rule coxEEE = o
v

-
[— |

ms-ds-smb ¥ o

|
ms-ds-smb-base

ms-ds-smbvi I

ms-ds-smbv2
ms-ds-smbv3
msIpcy

ms-event-log

ms-local-security-management -

ol ===

The last new app was discovered 69 days ago.

“ Cancel

WIRERENNAEFREARNARER. TS4BMENNAEFREANGEINNARERF. THRE
WRARFE TR —BABNARE , B%BEANPRIN,

2. B OK(HE ) . NABNARFETRE AppsonRule ( MNFHNARFS , BheillaEs
(Al ) EPEBENmMERNARR :

Applications & Usage - smb

Timeframe [ -

Apps on Rule AppsSeen 3
T . ®0
M| Applications Applications Subcategory | Risk | Frst Seen Last Seen Traffic (30 days)
= ms-ds-smb [ ms-ds-smbv2 Islgurfge- 2018-12-18 | 2019-04-08  53.1M [
ckup
O Mm=iee [] ms-ds-smb-base storage- 2019-01-29 | 2018-03-29 7.4k |
backup
[] msrpc-base infrastructure 2018-12-21 | 2018-12-21 0 |

B8 Browse @Add B @ . Match Usage

The last new app was discovered 69 days ago.

C_JEZR

3. By OK (HE ) HRBRMN,
4. ¥ Service ( BR% ) & E N application-default , NI Z ILFAE M BT ZENARFFEALREA,

ERIETRARFORMNSESE | IBIETUARFORBOSESE 13
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s MRBABAGTRENARSF , IENREERERBNARFPATHRARR , FERX LN A
BF , A5 ¥ 5 Add to Rule ( RINEIFMN ) o Hlan | MRERER LB msrpe-base , TAIERE ms-
ds-smbv2 Fl ms-ds-smb-base 3 Add to Rule ( FINEIMA ) |, KERLBLERBINABEFPET

MXBARRF ( ms-ds-smb , T EFRE

, ABERINX LN ARFRERKIEAANNNE

1. ERBEAWNNARR , AE5% 5 Add to Rule (ARINEIFA ) .

Bl | MRERER A msrpe-base , MIERER ms-ds-smbv2 1 ms-ds-smb-base 3 Add to
Rule ( AINEIFN ) |, KEAEILBBAERBNABRFHRIEREXMARERS ( ms-ds-smb , & L&A
), ABEIRNXENAEFRERKIEARANHIS

-

[+

The last new app was discovered 69 days ago.

Timeframe | Anytime r

ms-ds-smb ¥

ms-ds-smh-base
] ms-ds-smbvi
ms-ds-smbv2
¥

ms-gs-smbv3

v

|
|
|

KB

“ cancel

HEERENNARFEANSRLZINNARERF. TEENNAERFETR—ARNARERF | B%
BEAMNF LRI, FEAGS | EBATLUEE AL ms-ds-smbv3 |, BUEIERFSRIERRZMAN , BRI
ms-ds-smbvl , AR E 2B

2. BUBAYENRARFREREATNNARERF,

BEAUFMENARERF , H25H OK(HE ). AppsonRule (BN G NARERF ) S RFHENNA
BF. 25 OK (AE ) LM,
ERATFMENNARR , BECEERTEENNARF. NMRBEERRSPHNARE | Nt
LEHIERRENAER  AET2B8IATEFRAER.

Add to Rule

Applications

Application
[ ms-ds-smbw
ms-ds-smb-base

ms-ds-smbvi

= O

ms-ds-smbv2

ms-ds-smbv3

=

®EH

R

3. BFH OK(HE ). AppsonRule ( MMUFHWRARRF ) ERFIENNARRF.
4. B OK (HE ) AEEM,
5. ¥ Service ( BR% ) & B application-default , NZILFAEMBMEENARFFERALIKO,

14 IRINETHNARFHERORETER | TBIETNARFNRMKIRESE
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30 K/a g ¥R Ay AN

HREZEEFRE 30 X , BRI THFE TR O EMBRNFERANET App-ID AN |, FrEE
MNE, —MFHERRBEREANANAGE P REEE . RE , FFRESNE LM Internet 517 ( I
A 80/443 ) MNFFMN R AET App-1D BIMAN , EHZAN TRES LEMEMRN A NES HMARFH
EZHE , SUBERECTERRAHKE,

EFFRHERAN 2B R RN EERN , BR PAN-OS RZE LEARFNNARFESR,

REAILEBRREETRSEMN A ERN BN B TR, kM ERRE LR BIERRGERHHN
HIF Web BRI LR A ET App-ID BANGE , BERHEEFGHVANBRTULEZSMELER, A THD
R4 T 65 M BB ThAERR KM HE S M IR IR L TUSRIRBIFE BT 30 K2 /5 BRI AT E ML X RAOFN K BEEF 5
%

BERAREABA

HRERERNHN

B Internet T4 @ FMN
HRGEESZRENAN

BIRE — R BRI DR AREFRAN

BERAGE R EIHN

IBHANEEESEFEANAN , RRENARFRESXEMNTE, F6EHANMANSERNEER
ALANBEERHBERE, BRERXLAN , LEBFEANENSE NKEEE , AXTERTER , UEF
HNATRNARFREAEANEFRESERR,

HTEMER , TReFEREANAN, fim , dlLEL2AREERSMNARFHANEREMNRAERF
B, WRAMLTAMESR, NTREANANZTOANTELEHNARERF , ENZEAEF T
REAVANITE, EREERT  REANANRHCNLAAERNEZRENERAN , MAYNEER
HRTHEANHZE,

BERFBIEENEM Timeframe ( BESTE ) WAYAN ( Policies ( %KM ) > Security ( €€ ) > Policy
Optimizer ( ZRE&{E{LES ) > Rule Usage ( MMIBEAER ) ) o I Usage ( EAER ) iR EN Unused ( KfE
B UMEERI T RARFRENAN,

STEP 1| #TERGEA RN

£ Policies ( %KB& ) > Security ( Z% ) > Policy Optimizer ( ZKE&{E{LESF ) > Rule Usage ( #LMIfE
B1ER ) &, Timeframe ( BFESEE ) iIREF Alltime ( £2F ) , I Usage (FA A% ) RER
Unused ( REEA ) (NERBPIUTEAIZTHMN ) , H Exclude rules reset during the last 30 days ( HF
MR 30 XKHNEENAN ) (HLERKEEENAN , XERMTREEIENLRAEELXNRE , B
ARLAERKNNERANRIRE ) . EREAREMIE Timeframe ( NESEE ) AAREANNARFRE
HIAL I 5l &

ERIETRARFNRBOREXR | IBRIETUARFNRBOSESE 15
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#2 paloalto )
p METWORKS Dashboard ACC Monitor Policies Network Device & Commit ¢ (@ Configw Q Search

Objects

; ‘z:m Rule Usage 7
& o Monitoring rule usage can help ensure rules are performing as expected, and can help identify rules that should be removed to reduce your attack surface.
@-Po\icy Based Forwarding Timeframe  All time v Usage  Unused v ¥ Exclude rules reset during the last 30  days
& Decryption
& Tunnel Inspection 5 @0
Application Override
S, Authentication T odificd ented
[ bos Protection = = —
3 | smip traffic 0 2019-01-11 18:44:3¢  2018-12-18 17:50:33
5 | Tsunami-file-transfer 0 2019-03-26 11:09:40 | 2019-03-21 16:14:56

Policy Optimizer -]

[C3No App Specified
[l unused Apps
= A Rule Usage
=] unused in 30 days 11
=] Unused in 90 days 10
= unused 5

STEP2 | IMERBRIRENMN , HBERESFEXLEAN , RERBAUREEARA,

EARGIH | DS EFEA Tsunami FRIXHE |, BEEEE RELFBER Tsunami FFEBER T Hib
HEHmBMRER , At REEAATME LW Tsunami EARERE.,

N @

STEP 3| Disable ( 2/ ) ( =k Delete ( fiiB& ) ) #Nl.

#£ Policies ( %Nﬁ ) > Security ( Z£ ) # , %% Tsunami XHHEHMN . i Disable ( 2 /A ) &
Delete ( kR ) iZ#N,

BRZANEMRE  IEEARLRIAEARE , BXHETUB LT - SERRAECHELETEZNARE
Fo (ZZEI%EEIFJEAL;EEE%%Afﬁﬁﬁrﬁ}ﬁﬁ%)ﬁ§r:‘2$r$1¢ 3 A0 SRS E B 5 1) P 4%
NEAIHRSERFNRETEZNARSF , U TR2REXTPRER. ) 23 -REENNHEE , &7
LU BR 2 B SR B R ERMN

iR ERHM

RRESENNARAIBRAUFNARFNETHONMAN , XIEREANERE , HEF K TR
MRARERF. REXLEAN , fﬁﬁﬁ)ﬁﬁ%%rﬁﬂiﬁf?ﬁﬂﬂ‘]@ﬁﬂﬁ BT HOMANELEREN R 2R
PEREERANEF,

YEBITHERBUNNFNARFHSANN , BERRNATEE, FENHMAEHRE4NNARE
FFo

\J

STEP 1| £ Policies ( 5K# ) > Security ( Z% ) > Policy Optimizer ( SRE&{E{LEF ) > No App
Specfied ( RIBEMARER ) B, AN ITHEF (BEF ) , & Days with No New Apps ( &
N AN RE ) WBERKHANBEESI RO T,

paloalto

Dashboard ACC Monitor Policies Network Device & Commit & U@ Config~ Q Search

Objects

B8 Securi .
v il No App Specified
S NAT These are: secuntv policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Netwaorks recommends that you convert these service
A Qos only security policies to application based policies.
Ei—Pohcy Based Forwarding -
¢ Decryption | Sitems - lx
@& Tunnel Inspection Destinatio App Usage
Application Override - r—
Authentication ame ervice Address affic (Bytes, 30 da Apps Allowed Apps See A ompare odified eated
[ Dos protection
1  ssh-access 3 service-ssh any 945k 1 any 1 119 Compare 2019-03-21 16:37:00  2018-11-14 16:59:25
& | allow-apps any any 8.8 [ any 40 80 Compare 2019-03-26 11:40:29  2018-12-10 11:54:59
7] 3 smb ¥ smb-1 any 59.4M | any 3 65 Compare 2019-03-28 13:58:05  2018-12-18 17:50:33
Policy Optimizer [- | R ¥ » o |
"3 No App specified 5
[l unused Apps 7 | 5 Traffictointemet 3@ service-http  any 228c o any 76 1 Compare  2019-01-11 18:44:34  2018-11-16 11:52:30 |
= A/ Rule Usage R service-hitps
£ Unused in 30 days 11

16 IBINETHNARFHRBH K FRIETNAREFNRENR
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B =N BZ 1E‘<{€ETIEH/§E7E£EJL¥EE’JFH§&F FERFEHA App-ID BMRET, (HRLE—FEARE
W AEFHEEANNEREDE Apps Seen ( RIHBLARF ) BYHHRAN , 20 SMB AR Iltt :
/TﬁJIEﬁ#ﬁﬂ;m‘F}*FHFF%'MUO )

S #3 Modified (153 ) B | EHKEEAEROAN b TEERE, BRI
A R e okt g

HTERNFRASINAESF , EHEREAN , IARFEEREERANET App-1ID AN,

STEP 2| B85 Apps Seen ( KIMI R AR ) BWEF , $TH Applications & Usage ( N AR FMEAE
) FHEE,

Applications & Usage - allow-apps

Timeframe  Anytime

Apps on Rule Apps Seen | 40

&% oo
M Applications | Applications i Traffic (30 days)

[T active-directory-base  auth-service E 2018-12-18  2019-04-10  58M | -
[7] crashplan stocrlg?g 2018-12-10  2019-04-10  580.9M [l

[£] dns infrastructure 2018-12-18  2019-04-10  13.6M |

7] google-base internet-utility 2018-12-10 | 2019-04-10 12M |

[ kerberos auth-service E 2018-12-10  2019-04-10  10.7M |

7] Idap auth-service E 2018-12-18  2019-04-10  49.3M |

] ms-local-security- infrastructure n 2018-12-18  2019-04-10 1.3M |

management

[] ms-netlogon auth-service E 2018-12-10  2019-04-10  330.5k | -
4 3

B8 Browse @AM B @ ‘. Match Usage

The last new app was discovered 86 days ago.

&

STEP 3 | HEF H TG EM NS Apps Seen ( KW NARERF ) , LBENMLENARERF,

E%%%JEFF:M%J&EEH:Tﬁﬁﬁﬁifﬂﬁ/\ﬁ'ﬁ&rﬂ’]ﬂﬂﬂ""?"“E’Jumgo Blan | 8] URERN SR K T3¢
BIBATIE  UEBAMAEMBENARERFHREET App-ID BIFNSRZH T,

Applications & Usage - allow-apps

Tmeframe Any‘t\me hd

Apps [0 Apps Seen 40

% Any infrastructure 2740
| Applications | Applications Subcategory Risk | First Seen Last Seen Traffic (30 days)

[£] dns infrastructure 2018-12-18  2019-04-10  13.6M |
[] ms-local-security- infrastructure n 2018-12-18  2019-04-10 1.3M |
management
[] msrpe-base infrastructure E 2018-12-18  2019-04-10  349M |
[F] netbios-ns infrastructure E 2018-12-18  2019-04-10 | 741.6k |
[] ntp infrastructure E 2018-12-18  2019-04-10  99.5k |
[F] stun infrastructure E 2018-12-21 | 2019-04-10 174.5k |
[] dhep infrastructure E 2018-12-19  2019-01-02 [
[F] netbios-ss infrastructure E 2018-12-12  2018-12-12 o |

B8 Browse @AM B @ ‘. Match Usage

The last new app was discovered 86 days ago.

&
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STEP 4 | #RBR#:H Internet THAIAN RS 4-7 BIBRTEMAN | LUIRHEIELUEC S RL BN ARRF
HENTFES ( HMEXFEH) .

¥ Internet 15 [R)H N

Internet 15 [FIM N2 O 80 (HTTP) Miw O 443 (HTTPS) KRB, ZMNBELRNZABREBNNARERF
DRBARHRE (AFTiT) . ETHOAH Internet FRIMNAEAFEFTFLEENKX LERNNAREFH
FMHERSWE , Qi , LFERFIAZ2BAERLERO EATHNARR.

¥ Internet T RAMNE T s OWANZRANETRABEFOANE , BFETHLQT NS RARHE LD
W ARFUAR N HME A DHLENARF.

F Internet TTRIANBN —FFHEZRREFRZER AN PRTROULEBENNARF A , IAEREN
BRI 22 MAMN | XHAB TR IEMNER SRR, £/ARBA(CRBMARRF FRIIXHAN SR
HNNMARFRTHF  AEETUAEEREFRIINANPNRAENARERF , BRENLSERANNEARE
F, REREANNZERXENRARRF. REMLC[RMT S HF N ILETRARN D HERANFRI
M N AR

REMAN (MAREZRER ) TBREARFTAM. REANSREETHRONFEAN , FRENE
TRNARFHANEZAER2ANEFETRONAN 2 £, X, ETDMNETiROVRBEANNFE
BAREARLENRAREFAIZRERL Internet TGRIAN , MASBENARFAIAMHAXE, SERTUER
EEMLENARFESREMNTE , SR BLENAREFFERETiRONREAN , A REFZHERAL,

MENERBK , CRECLERTLSHMENFTENARERF , BEFEANNARFFRE—1EET
i AN TR |, M ATEAZER ( SRMIBR ) ZETIHOMMN , XHEATUTHER , Bt ENARFTA

B ERAEEN A EZERANESENLNARFHEMMAN, EHR Internet RN E , FH

Policies ( % # ) > Security ( % ) > Policy Optimizer ( RK#&{£1t.85 ) > No App Specified ( KIiEER A
BF) GEENEREERRNANMMKER. Flan , BB % 30 XA Apps Seen ( X ILHI R FATE

F ) RZMARERAK ( Traffic (Bytes, 30 days) [RE ( F17 , 30K )] ) WASRMEAKRKREANAN |, t
A[LAF — T Days with No New Apps ( TTHT BRI K%K ) # Modified (82t ) B , UEREZN TREZN
ARF , BhERENMRI,

BORBIA B MET 508 Internet V5 LRI T 464551 AR F OO T R AR SN, 27
DEAR—ZEIEANEAETHONANEZIANAEFEZNENARFRZSHOBETRARFNMN
e
STEP 1| &M ZE Policies ( KB ) > Security ( Z2 ) > Policy Optimizer ( ZRE&{E{L.EF ) > No App
Specfied ( RIEERARF ) HIKENEH Internet 5 R PRAYE T im O RIFN

ERATFI%EES (service/member eq ‘service-http’) and (service/member eq ‘service-

https’) HEIEMA service-http F service-httpsEl BRI E T im OMAN |, BN Internet 75 R FRA A
paloalto

Dashboard ACC Monitor Policies Objects Network Device & Commit ¢& (@ Configv Q Search

;ﬁmw No App Specified )
These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only security policies to

& qos application based policies.
[ Policy Based Forwarding
€5 Decryption
& Tunnel Inspection
[E Application Override
£ Authentication

DoS Protection

(service/member eq ‘senvice-fttp') and (servicelmember eq 'service-https’) B © 5

R service-https

Policy Optimizer - -
5

["3No App Specified

STEP 2 | 8 Compare ( Lt# ) 5 Apps Seen ( KMV ATEF ) BWEE , T Applications &
Usage ( RARFMERER ) XiEE,

18 EBRIETRNABRFNERNSRESE | IBINETNARFORBINRESE
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STEP 3| N AR FEAIXT Apps Seen ( RUIMNARRF ) #FF , WEFTREESER —L2KKMN
WA R BN AR F#RIT D Ho

¥ Subcategory ( 35 ) #iF , UEXNHANLZIHNNARF DA -

Applications & Usage - Traffic to internet

Timeframe Anytime v

I
Apps on Rule Apps Seen | 76
& - I © O

M| Applications [ | Applications Subcategory | pisk | FirstSeen | LastSeen | Traffic (30 days)

[ itunes-base audio- 2019-04-01  2019-04-01  75.1k | -
streaming

[ soundcloud-base audio- 2019-03-20 | 2019-03-20 112k |
streaming

[ okta auth-service 2018-12-18  2019-04-09 am |

[ pingone auth-service 2019-01-22 | 2019-01-22 o |

[ outlook-web-online  email 2019-01-11  2019-04-09  333.3M Il

[ yahoo-mail-base email 2018-12-18 | 2019-04-08 s6Mm |

[ gmx-mail email n 2019-04-03  2019-04-03 22m |

[F] hotmail email B 20190225 | 20190225 o | -

B8 Browse @A B @ * . Match Usage

The last new app was discovered 6 days ago.

] o

R LRBE TR ITIRE , MENEERTZTFRINNARERF. EFXRET , BECIZET App-
ID B9 SRR G B FER AR |, BIFEANEFTZANRINEFERANARERF

Applications & Usage - Traffic to internet

Tmeﬁ'ame

% Any

M| Applications

[ gmail-base email n 2019-04-09  2019-04-09 3zm |
[ gmx-mail email n 2019-04-03 | 2019-04-03 22m |
[F] hotmail email B 20190225 20190225 o |
[] outiook-web-online  email 2019-01-11 | 2019-04-09  336.4M Il
[ yahoo-mail-base email 2018-12-18  2019-04-08 s6M |

B8 Browse @ Add B ® ‘. Match Usage

The last new app was discovered 0 days ago.

STEP 4 | B EA VMR ARF , RFi%F Create Cloned Rule ( BIEZ=EHMN ) , MENETIHOMN
N EFNET N ARFHAN,

Blgn | dnSRREY LTI ZE 1 Gmail 1 Outlook 3 /2N ABEA Yahoo B FHR5E |, BId R A
GMX EHB%ZE Hotmail :
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Applications & Usage - Traffic to internet

Timeframe Anytime

A
Apps on Rule Apps Seen | 77

% oy o T © O

| Applications Subcategory " Traffic (30 days)
gmail-base email n 2019-04-09  2019-04-09  32mM |
[ gmx-mail email n 2019-04-03 | 2019-04-03 22m |
[F] hotmail email n 2019-02-25  2019-02-25 o |
outlook-web-online  email 2019-01-11  2019-04-09  336.4M Il
yahoo-mail-base email 2018-12-18  2019-04-08  8.6M |

B8 Browse Add 2 AddtoRule @ Create Cloned Rule . Match Usage

The last new app was discovered 0 days ago.

STEP5| #£ Clone ( :2f#& ) WiEEH , BEEEATNESIMNNABRFXBRNEARERF

Applications & Usage - Traffic to internet

Timeframe  Anytime
Apps on Rule - o)
&% Any
N Name ‘ email-apps-allowed
gmail v o
gmail-base
gmail-call-phone
gmail-chat
gmail-downloading
gmail-enterprise
[#___amail-nndting h
D
D B [+] @ &
The last new app was discovered 0 days ago.

“ cancel

HAFANEEHRE BN Name ( B ) o BERBRAWSEFHMENARFNEENRE  RERE

BEAYRBNARERF. NRATBTHRNAREF , WATRRTNMANARRF. MRFHNRAERF RN
NRBNARFHEYERNARF AN , WALUEE 83 AN ARFEARREAZAM. FRIA
BRATRERMANARF. SMNARFNASENABFTEREHRY  ANRANNARFHTRE
ER%  RENARFPANREAIANNARFAREER ORBHRR) .

» MRBEBRFAURHFNABRFTINELENARR  WH2BUEERARNARRF , #E
ZANRBEFELEENBENAREF.

20 IBFETHNARFHRBNRERR | IBINETNARFN RN RETER
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Name  email-apps-allowed-1

Applications | " | Jr—

[C] gmailw
V] gmail-base

[ gmail-cali-phone

v gmail-chat

™ gmail-downloading
v gmail-enterprise

| amail-nosting.

)
BUH %R gmail-call-phone #1 gmail-posting N T2 5 th BUE IR Gmail RSN AREF.

STEP 6| B OK (H8E ) RIBAN, ZANNTLZLEHANEFEFIHOMNMNZ L ( Policies ( X
B ) > Security (22 ) )o
MREFRABNARRF , WRBECBRNFRBNARFERAMEANS  BAENSERENARER.

#2 paloal
pa 0?«!9 Dashboard ACC Monitor Policies Objects Network Device = Commit & U@ Config~ Q Search
8 Security L} 21 items
2% NAT
#: QoS - . .
@-Pohcy Based Forwarding Name Tags Type Zone Address User Zone Address Application Service Action Profile ¢
8 Decryption 6 | email-apps-allowed none  universal g |3-vian-trust any any  f#j |3-untrust  any gmail ¥ service-hitp @ Alow @ -
& Tunnel Inspection o Sinkh[=] ms-office365 & service-https
Application Override e
s, Authentication .
W proteston 7 | Traffic to internet none  universal g 13-vian-trust any any {8 13-untrust | any any % service-http & alow @
B Sinkhole #& service-htips

WMREM Clone ( =& ) WEEFEFLENNARRF (MARBB[MAERF ) |, WRBMLCIRIORATIERL
RERFRMEFHET App-ID AN H,

B paloalto
p NETWORKS Dashboard ACC Monitor Policies Objects Network Device

= Commit & @@ Configv & Search

5 Security
3+ NAT

8, qos
55 Policy Based Forwarding Name Tags
¢ Decryption

& Tunnel Inspection 5 emailapps-aliowed-1  none universal g 3-vian-trust | any any
Application Override i Sinkhole
S, Authentication {U
[ bos Protection

Type Zone Address User HIP Profile Zone Address Application Service

R 13-untrust any @ omaibase 3R service-http
. B service-https

gmail-chat
gmail-enterp...
gmail-downl...
more...

STEP 7 | B2 #5#M Name ( B# ) 2 Service ( RS ) ¥ Service ( BR% ) B A application-
default ( RFATRFERIA ) , LABH IEHLE R A2 72 3645 iR O _E3RERE B AR o

BRGEERZRENAN
Fd % 30 KA BHHREZRZHMN ( Traffic (Bytes, 30 days) [RE ( % , 30K ) ]) #THF , LER
LA SOERHAN, (WNEEEREKAHKFERS , EACNEERANERRLY , IFESEEHREER
ZRE  ENE2HEINRANE. ) HFXLERUERIET App-ID AN ATURFEFAENRARE,
MREZMANEZKRERE , 1EFEA Policies ( KB ) > Security ( £ ) > Policy Optimizer ( REELL
2% ) > No App Specified ( RIEENARERF ) EEMEFAEMR AR LN, Hlan , B LML EBES Apps

ERIETRARFNRBORESR | IBRIETUARFNRBOSESE 21
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Seen ( KIAMBARRF ) RZSHMAN ( TRERREHZRAHMN ) = Days with No New Apps ( TH B AR

) BSHMN , LK Modified ( 82k ) BRSENAN (ZBRENSREAN ) .

STEP 1| 7£ Policies ( ZRB& ) > Security ( 2% ) > Policy Optimizer ( KEE{E1L2% ) > No App
Specified ( RIEENFATEF ) & , & Traffic (Bytes, 30 days) ( RE ( FF , 30K ) ) HEEFHE

BIMN | 4553 B9 5 B I B 1E 51 = TR 2B
paloalto

Dashboard ACC Monitor Policies Network Device

Objects

< Commit & U@ Config~ Q Search

B9 Securit g
r Z No App Specified
BAT These are security plicies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only
&, Qos security policies to application based policies.
[5: Policy Based Forwarding
& Decryption a o o

4 Tunnel Inspection
Application Override
S, Authentication

[ Dos Protection

5  Traffic to internet

SR service-http any 2 Compare

3% service-htips A
6 | allow-apps any any 196 o Gl b 87 Compare
3 smb #® smb-1 any s2.7M | 72 Compare
Adjust Columns
Policy Optimizer =
¥ 0 1 ssh-access & service-ssh any 94.5k 1 any 1 126 Compare

"4 No App Specified 5 [

STEP 2 [ It R ETT AR MRAI M B & Apps Seen ( RN AEF ) W#F,

2019-01-11 18:44:34

2019-03-26 11:40:29
2019-03-28 13:58:05

2019-03-21 16:37:00

2018-11-16 11:52:30

2018-12-10 11:54:59
2018-12-18 17:50:33

2018-11-14 16:59:25

STEP 3| 7£ Applications & Usage ( NAREFMFEAER ) NiFER , EF HHEBES ZH N Apps

Seen ( KW ARERF ) , MEENMILENARERF.

BNRARRF FRIEFRME  UNARERERULERETE - METNARFHMN PEF AR
FFi#tiTo 4. $% Traffic (30 days) ( Fi& (30K ) ) #iF , EEZ T NABRFNRFN AR , MAEHRR

SRR N AR R B R

STEP 4 | #Z BB Internet TH AL ARAVE IR 4-7 QIR TEAN |, SEHERC S BHRAERF

BB THE (X TES ) .
I — B RN R I DI AR F R AL

Apps Seen ( RIWNARF ) NROURERB KN EARRAFTHARFHANATEREZ HR

HEXRERS TEAMIERIRG.

STEP 1| £ Policies ( 28§ ) > Security ( % ) > Policy Optimizer ( S KE&{L{L25 ) > No App
Specfied ( RIEENMARF ) B, HIEMN LN E R Apps Seen ( KM B AR ) HERD

£ 10 01 A R 7 4 T Bt ] B PO 3R 8 & BUME A L AR B 0 M
# paloalto

Dashboard ACC Monitor Policies Objects Network Device

< Commit & (@ Config~ Q Search

S ®tep

B8 Securi 0
Y No App Specified

2 NAT These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Netwerks recommends that you convert these service only

A, QoS security policies to application based policies.

@-Pohcy Based Forwarding = p—

& Decrypion (apps-seen-count leq '3') and (days-no-new-app-count geq '30') it o

4 Tunnel Inspection Destinatio

Application Override >

£ authentication e s RS TR, IDiE Ap e

[ Dos Protection
3 smb % smb-1 any 53.4M [ any 3 72 Compare 2019-03-28 13:58:05  2018-12-18 17:50:33
1 | ssh-access R service-ssh any 945k |l any 1 126 Compare 2019-03-21 16:37:00  2018-11-14 16:59:25

Policy Optimizer -]
"4 No App Specified 5[

UTROIFGEIERINT EARELRARFHMN : apps seen count leq ‘3 ; ELED 30 RAKRLN

FARARFHMN : days no new app count geq ‘30%

22 IRIETHNARFNEBNSESE | IBINETHNARFHRBERETR

© 2019 Palo Alto Networks, Inc.
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MREBBEANRENARFAELEHMBEARERF

NEEREVNARFRE—ARS AN |, HENE TR REBAN | S RIETIERE KN A
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T ORAN EE , WA SO HZEARMER, 5% Internet THFFLNFRHEER 4-7 R R T AR R
EM,

MREHEACHEEZEATHENARFUAREEIEWENAERF
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MEARNPNNARFOETNARFIANRERETiHONMAN . BRIFEHMANFRE , B
JU R 78 02 st A U B9 RS2 P A2 4R BEL AL
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RKAZEHKEXRKRNEEDR
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AN EERFET App-ID BIFNJE |, T URAU LA/ T 58 B R ) LM

£ Service ( BRS ) IRE N application-default ( ZARFERIA ) LN ARFEAFEFRERD, Xt
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BEHEHZAUEDRRBZ PAN-OS EEZHNEE , N THEER , ¥ EEERRNA RKIEB FHb4
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REREBRM. REERG. RERP. SXHELER WildFire 2 il B RESERLZ LB E X |, HF
EAINAT App-ID KL KEEH N,
ZEMER Iron-Skillet 4R ( M GitHub E T8 ) tERFT 1A |, HE|IS RN KESREE,
"E?F' App-ID B, AFRARRE (SEAPEENNARRE ) AmMANEt , FHLIZET App-ID M
N, LEBRENEZS, TEREFAETHRONAN  XEHANFTLXIUBTHRNARFRE , 85
& AUERENREITH, £ PAN-OS BE A 5kt T BETF App-ID HEZER.
Egﬁté%ﬁﬁﬂwﬁﬁ BERNMERNAEMERTFER , flafEZREUKR DoS M X E R N &E
y&é o
MBHEEELTHIBRIRZEEITHE Palo Alto Networks & & B F5B) , & Bt & Palo Alto Networks %l Y
fR5NMA , NERFENTIBARK | IR BESIRINTER H K IR App-ID.
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https://live.paloaltonetworks.com/t5/Expedition-Migration-Tool/ct-p/migration_tool
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/url-filtering.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://iron-skillet.readthedocs.io/en/panos_v9.0/
https://github.com/PaloAltoNetworks/iron-skillet/tree/panos_v9.0
https://live.paloaltonetworks.com/t5/Community-Blog/Getting-Started-with-IronSkillet-Best-Practices-Templates/ba-p/233175
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices.html
https://www.paloaltonetworks.com/services/consulting
https://www.paloaltonetworks.com/services/consulting
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