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A ERERBRHABEEML LR

Palo Alto Networks #y & fE3RER ¥4 (BPA) AR ZEF XK 5 #1 Panorama M~ — R K IBE B IRE ,
H BB E Palo Alto Networks R{ELEMITHE, BPAERTREZIRZEXABERN LIRS , HEIL
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STEP 1 | M ARZEFEXH LEREFZZFITFHBETHAFZIT BPA |, HEB R Palo Alto Networks SE
BERKRREEMME , LUMETE Panorama /23 — X85 X 3% £i54T BPA,.

WRBBHITIEIT BPA , BRI IUIBELR Palo Alto Networks SE SR&EMAE , UHBBBBRLE R ML G4
S,

STEP2 | RS — M REXAHBERER , UEF RS RERE,

T E R ZH Palo Alto Networks SE & EKZ1T BPA , ERIEEH1TIZIT BPA |, 1B/ SE REMEXALED
AR BRI ERITR] , LELZ DM ERERERESR. (THEMNEZS  &EE | FMEANE
WA, Bl RE. RIAERY. RERP M WildFire 2 fTE B SXE N AR LKA FAN,

STEP 3| £/ BPA VAR XA 8 12 T G B L S & BV SR fE SRk o

T8 BPA REARE - zip XM , HEFIEFHAN HMTL RS, RITHENIIHAMNREXERLSE
B9 Excel BF &, B E N A AEEERIR AR A

MEEFFRIE —“Documentation ( X% ) "M FRMH TEMNAKMOENERE. LI, “Policies ( %
B )", “Objects ( & )", “Network ( F£& ) "M“Device ( &% ) "EWFH“Check ID ( &

ID ) "FIF I FRR S th B 8EE F“Documentation ( 324 ) &I+ YA <1T,

MHTML & — 77 HTML iR &8t , BB —NMNEEREKRIXARBRHNAE, GotoBPA ( #
F| BPA ) SLinMIRE

Adoption Summary

Security Profile Adoption Summary e

Device Info

Adoption Definitions Overall Adoption High Technology Average Best Practice Mode

WildFire | 88.9% (No change) WildFire | 36.6% WildFire 88.9%
Anti-Virus | 88.9% (No change) Anti-Virus 67%

Anti-Spyware | 88.9% (No change) Anti-Spyware

DNS Sinkhole  0.0% (No change) DNS Sinkhole

Vulnerability Protection | 88:9% (No change) Vulnerability Protection 68% Vulnerability Protection  0.0%

EBPARERNMEL , EEEFNEE B 1T(4H Policies ( KB ) . Objects ( 3R ) . Network ( ¥
& ) = Device (8% ) EABE.

Best Practice Summary

Dyl Capability Summary @ Control Category Summary @
Configuration Management ~ 46% (No change)
Corrective 59% (No ch: )

Mapping Definitions

% (No change)

Access Control 55% (No change)

Preventative 51% (No change)
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EFAREHFETTREBNER?, THEXTEERLENHANERFE , HRERESNKREENRK

R EEE
o
Security @) Security Rule Checks
Policy Based Forwarding -
Show Filters
DEERTEiET Ru\ebaseo Best Practice Check Results @
Decryption @) Search:
Application Override Not
Logging Expired
Captive Portal APP- atStart Non-
Rule Description  Source, /Destinati Service ID with of Log Recurril
DoS$ Protection Rule Name Enabled  Populated 1=any/any l=any  l=any Service  Session  Forwarding  Schedul
business-a pplications true * v x v x v x v
database-applications true x v v v v v x v
dmz-allow false x v v - v x v
dmz-block-updates false v v v x - x x v
email-applications true x v v v v v v v
file-sharing-applications true x v v v v v v v

NTREEEXH (KRR, RS, REERMG, URLTEE , XHHELE )  EEBESETER
SEENHE, BRI S 0 RS X R N AR T .
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STEP 5| /] BPA VR AR X EKREBMLEEEN T —ARERK.

STEP6 | ERACH T E , EEMITIZT BPANSEANEREABERELSRNR LR , AREAR
RICASE B &R fE KBk

STEP 7 | MIERRFT 88 — 1/ 18] 5= 1T BPA ZHEXZ Palo Alto Networks SE Si&¥EE , M ENFFRE(LEE
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B PR AR BAIE 1T BPA. #3E AT AE B R MSAL{AZ 1T BPALAR A iR 45 R o

BeAh , IREFRIT Premium ARAS (2019 £ 11 B 1 BRZ/E ) & Platinum XHARE , WENSAHAEZ R
FEL SR, BEFRIEALEEIRS Palo Alto Networks 2 ERIZIFURMMNITE | \NMHBBEH TS
EHFAE, RITBZIBUEEZETBPARBEXRAN I XBLZ L8 , HBRRARAXRELER BT FE
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STEP 1| EEFXEFIIFHNEMARIEEREEL |, %1F Members ( K& ) > Manage Users ( 2

F)o

CUSTOMER SUPPORT v

Current Account: TechPubsTest ~  Setas Default

= |Quick Actions v

A Support Home

Quick Actions

I Need Help

= Support Cases

B Company Account

&+ Members ~

Create New User

Manzge Users ALERTS RECENT ACTIVITY
) No Recent Activity Found
Wildfire Users > NOW AVAILABLE: Self-service Best Practice Assessment
(BPA) for next-generation firewall and Panorama
i Groups
£ Assets v > New Customer Satisfaction Survey!

STEP2 | B ERRAIRBENHE 5 E BPA RIRNARAEM S

CUSTOMER SUPPORT v

Current Account: TechPubs Test ~  Setas Default

Manage Users

# Support Home Add Member 1) Filter By: First Name -
= Support Cases
Export To CSV

Name Email Activation Date = Expiration Date | Roles

B Company Account

&+ Members ~ @paloaltonetworks.com 11/28/2018 Super User
Create New User @paloaltonetworks.com 7/30/2017 Super User
Manage Users @paloaltonetworks.com 11/26/2018 Standard User
Wildfire Users

@paloaltonetworks.com  7/30/2017 Super User

et s

STEP 3| 1%£3F BPAUser (BPA AIF ) AR , RARR L EMERRICLURIMITAE,

8 BPA MIRLRIEHEREAI] | HEFXRERALT
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= SupportCases

&+ Members

Manage Users
Wildfire Users

4 Groups

= Assets

4~ Tools

|~

WildFire

AutoFocus

&£ Updates

22 Apps Best Practices TechDocs Dept Stuff

Current Account: Tech Pubs Test

= |Quick Actions v

4 SupportHome

B Company Account

Create New User

CUSTOMER SUPPORT v

~  SetasDefault

Manage Users

o
Export To CSV

¥ Jira System Dashbo

& https://support.paloaltonetworks.com/SupportAccount/

@paloaltonetworks.com

@paloaltonetworks.com

(@paloaltonetworks.com

Technical Documen

X, Intemal Core Conce

X, Customer Success -

Filter By: First Name

11/28/2018

7/30/2017

11/26/2018 3]

@paloaltonetworks.com  7/30/2017

10« items per page

Super User

Super User

Standard User

Traps

Logging
Service
Directory Sync
Service
Magnifier
BPA User

XDR

;@

Other bookmarks

Search
S| x
s x |
v o
s x

Current Account: Tech Pubs Test

~  Setas Default

STEP 4| IUFE , ¥R F 23RS BPA AR ABHRIR.

CUSTOMER SUPPORT v

= |Quick Actions v

A Support Home

= Support Cases

B Company Account

& Members
Create New User
Manage Users
Wildfire Users

& Groups

Manage Users

Add Member -]
Export To CSV

@paloaltonetworks.com

@paloaltonetworks.com

@paloaltonetworks.com

Filter By: First Name

11/28/2018

7/30/2017

11/26/2018

@paloaltonetworks.com  7/30/2017

Super User

Super User

Standard User
BPA User

Super User

STEP5| EF BPA AFACHNERAFNGAERFANBRRIERZEIF, , LiFRIMNET
BPA ( Tools ( ZT£ ) > Run Best Practice Assessment ( iZ{TR&{EXEIFME) ).

Search
£ ox
S x
S %
S ox
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CUSTOMER SUPPORT v

Current Account: TechPubsTest »  Setas Default

= | Quick Actions v

#A Support Home

Quick Actions

= Register a Device &+ Add a Member

| Need Help

&= Support Cases

B Company Account

&+ Members v

& Groups

— . ALERTS RECENT ACTIVITY
No Recent Activity Found

& Tools ~ > NOW AVAILABLE: Self-service Best Practice Assessment

(BPA) for next-generation firewall and Panorama

PAN-DB URL Categorization

Run Best Practice Assessment > New Customer Satisfaction Survey!

>View Assessment History
> UPDATE: Cloud Services Status Updates

£ A T8 BPA R&
$R18 BPA TR BRfE , BATLAH Panorama R & ST — B K& 4 B BPA R
O WMRAHEE , FHH Panorama R & ( MARENH — KRBy KIE ) £R BPA HE , UEE -7
g SPRENEFREHIENEEATRE, EMERBEAERRAREDENLLEHRER
iz 3:0pridi-a
STEP 1| EEFXFFE OB — MR Z/HF (tgz file) , MBI ARZ XK.

BRAFAUBIERAR XY ( Device (%% ) > Support ( X3 ) > Tech Support File ( HRZ#FX
# ) =% Panorama > Support ( ¥ ) > Tech Support File ( H#RZEXH) ),

BEST PRACTICE ASSESSMENT

)
UPLOAD CLASSIFY REVIEW

Run a Best Practice Assessment (BPA) to measure what, whe i your Palo Alto

AN

Drag.tgz Tech Support File here or browse to upload.

‘The upload time is dependent on the size of your TGZ file and your internet speed.

Uploading the file could take afew minutes for larger files.

STEP 2| ( Wik ) ME/N XS B X , sKEF Skip this step ( BEEEE] ) , ANIIER BB X
HH1ER 21T BPA,

NI DEHERERME |, £/ Classification ( 23 ) TR IIKRFPEFR—NME , REEPSNEEELIL
BEMNXE , AR — XM FENAR£IPEEXSE,

10 BPA MZLRIEZESREAI] | HESSEA]
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/device/device-support

[ L
UPLOAD CLASSIFY REVIEW

Architecture Classification

Area of Architecture Mapping: Please map each zone listed below to the Area of Architecture: Perimeter, Internal Core, Mobility, or Datacenter. If you are not
ready to map each zone to Area of Architecture, the default values will be set to Undefined and you can just click the *Skip this step’ button at the bottom of the

page.

ZONE DEVICE GROUP CLASSIFICATION
ARCHITECTURE CLASSIFICATION
L3-Trust vsysl Mobility Pleased our selection from here to the
correct and Device classification
L3-Untrust vsysl Mobility ¥ Enterprise
¥ Perimeter
Internet
DMZ
3rd Party/Vendor
¥ Internal Core
Users

IT Infrastructure
Out-of-Band Management
Remote Office/MPLS

STEP 3 | FAE E8MIMK XY RIA 4Tl , ARG H T8 BPA # %5 ( Generate & Download Report ( £ 5
MTEBE) ) o

BAEATHSIRERTIL , NTTBEY BPA EEXNLLENE R, MREEERIRE 2B EREMR
B, BUREHHITER

B3I Generate & Download Report ( £ M T &R S ) AT THIFMAR BPA IRE. MITHERSE , UK
—NERRENAMBKELEREN S FRIE, MNZRETLLFRIFIZEIT BPA,

BEST PRACTICE ASSESSMENT

UPLOAD CLASSIFY REVIEW

If you need to review or edit your Architecture Classifications, please go BACK now.
Otherwise, you are now ready to generate your Best Practice Assessment Report.

Click on "Generate & Download Report” button to view your summary and download the detailed report.

Your current industry is selected by default. To compare your BPA results against a

particular industry, please make a selection from the drop down below.

"Default industry is based on the Dun & Bradstreet database.

High Technology

Generate & Download Report

STEP 4| £ BPA R RITRE , ASASFHEAN HTML & THEEHITE,

BPA HIZ&RIEZEXEAIT | HEXERAMN 11
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= BEST PRACTICE ASSESSMENT (BPA) SUMMARY

A Support Home Device:
Prepared by 19-09-17 12:12 (UTC-07:00)
=
= Support Cases I View History Download Summary
H Company Account
&+ Members v Best Practice Summary Security Profile Adoption Application & User Control Adoption Logging & Zone Prow >
= Assets v
F Tools R Capability & Control Category Capability Summary Control Category Summary
PAN-DB URL Categorization Class Summary Access Control 6%
Recovery 1%
Best Practice Assessroent Risk Assessment 505
urity Controls
@ Your detailed HTML report has been Detective = Contingency Planring | 39%
automatically downloaded to your
Audit and Accountability 65%
o computer.
Correct %
Configuration Management 52%
Lu - AutoFocus
............ onar System and Information Integrity 65%

STEPS | BUE , BELR TH T WMNE1T BPA , R EIF 7 517 F A= ( SEBkR Palo Alto
Networks SE &R HLZ1T BPA ) , NI FHRERIIELRLHIME,

IRITHE Premium R (2019 £ 11 A 1 A2 f5 ) = Platinum X#H&[ , & A BPA
L HZEHESRR , WENAZERIE , NTRBEH#TISEHEE,

12 BPA MIZERIEBESREAI] | HESRERA
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= >
ZE{RiE
WREMEHRNETLNES , EERKREER , TERIELET Palo Alto Networks IREFIAANIEER . T4
fRIEIRE -
*  3R18 Palo Alto NetworksZ2 E RIWFA B R H % L BB IR T E M R B ERSEE,
« BRAZXEMARIERR (10C) 2,
- BEEENTRRSEWNEEITME,
o ESEZEEHAWAL (R) EAEREHEEENFEREFNT —SEI.
ATRARSRIE , BHITH Premium XHER (2019 F 11 A 1 BRZ/F ) = Platinum XIFER.
ZRERIENE—SERITHRETEIT (BPA) RUEXR EPXBLREINEENRA : WildFire, B57EEH. BHIE
4. DNS Sinkhole, URL ffik, JRERIP M AETIER,. BUEHRRXEZLNENXKAEREDERTILL
FKF,
HIT BPAHRAESRIINXBLLYETUNECHREREETENRY , MEEBTEBRE4H, BPA

EoBEFSHMZT2INERMRAKFE , 20 App-ID M User-ID, REERE , AREMEZLBEEXH , 1X
PR LER DoS R BELE X , AT , BPA SR MK Tl 2 RS ELL,

EHE(T BPA (FIN , SANSEE ) REBXRELDENRAE , TRMARSRE ,
SR HBERLUEOLER

T Premium X#&F&E (2019 £ 11 B 1 BH2ZE ) & Platinum XHEREHZ1T BPA , MREEREN L
MRBRLDENIXARERITLFEEKE , NLBFEARESRIE. N THEETLFGKE , MREE
RAXEFEIEEREEE , EBXR Palo Alto Networks &R %K , NTIHBBEE L ER | £EIEMNIRAE
%, IRATULHERER , SBENXBLLYDRENRARTEZREKTE , i§5 Palo Alto Network #ER/
REE  BENAMRBREFRIENILS,

s EXANENKBRETEE

s REENMKRBRESDEHIAER

s BWEENKRBREDEHIAER

o WMEAFRELLRIUE

EXANENRBLEINEE
BNAARWRAUT LA XREL DM, REMT :

+  WildFire — J¥ WildFire £ BB X4 MBI A FRENZ L EHBAN , NTERPEHME | BEFTHN R
HEM. WildFire 2 — KA HERIF AR (ATPs) W APHITE,

- BRBRE — N ESEARLEBXHMMBIATFRENZSREAN , NTELERDNBEXH , &
EBESMH., BRBHE, BERAFES.

o BARIEEH — SIPhEEHRGEE XA MBI AT RENZSREAN , NMENERSSFRIFHR LIET
WEERBEBNGSNIES (C2) KE , HFELEIACHRRELNMERET HILER,

+ DNS Sinkhole — B i& Fff N | o i & 49 22 2 5K BEH0 I 49 B (8] i 544 2 2 Bl B XY DNS Sinkhole 3B
ﬁ&gﬁﬁmmmEﬁﬁﬁiﬂ%ﬁ%%ﬁﬁﬂﬂﬁﬁ%m%&&%mim,Mﬁ%tﬁ&iﬂﬁﬁﬂ
SiEAE.

« URL 38 — ff URL TIEE B XM MBI A FREN LTS EMAN | MTFELEFE SR Web AE (B
B EsEENANER ) . B URL TIEEE XA URL K5 , Ba]LASTIRE i 7 R AR sk
o

o REMY —REBPLLEEXHMMEATFRENZSREAN , NMEIERTEFAEFHNR
giﬁﬁéﬁﬂ%ﬂﬁﬁﬁﬁ%ﬁﬂ@mM%ﬂmP,ﬁﬁ@iﬂﬁ%ﬂmﬁéﬁﬂﬁﬂmm%¢ﬁﬁ
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- BERERK —XMEREEABRETRR (AWMIEL )  MUARSEBSHNNERESFRETHEBN
FREER, AEAUNEHRERHXBES . ASHAWLEHAAR K&K B ERIEE Panorama 5
AE, AECEEHITDM,

RAXERBLREPEAUAABZENZ SRS , BORTEE , REXNNERENTAE | FHIEESH
MIFNHE , BRPXNEHNE EEERNHE, &~ RABFNRS.

SEELNMRELZENBENRA R

EERMTE BPA S RITINEIRIFM BPA RS (HTMLER ) b, BEIXAEFENT , REANRE
BB XX ( WildFire, PAIREBEM. BhEIEE#. DNS Sinkhole, ®EFF*# URL Filtering ) ThEEHRE R
AR  UREHTLXENENFERAR (AFEXREELNRE ), XAXFERNRLSETENLZ S
WEEXAXRSTULIEHEAERNILES , BBEBEEXHAXRERE, fi , MREBRTFESRHITL ;

m Trending Serial Number /s ags Rule Detail Z Goto BP/

Adoption Summary

Security Profile Adoption Summary e

Device Info

Adoption Definitions

Overall Adoption High Technology Average

Learn More
WildFire 100.0% (+11 pts) WildFire ~ 45.4%
Anti-Virus 100.0% (+11 pts) Anti-Virus 67 6%
Anti-Spyware 100.0% (+11 pts) Anti-Spyware 67.7%
DNS Sinkhole 12.5% (+12 pts) DNS Sinkhole = 36%
Vulnerability Protection 100.0% (+11 pts) Vulnerability Protection 67.3%
URL-Filtering 12.5% (+1 pt) URL-Filtering 251%

ZRRAWNYENEERF ST FEHRARKF : WildFire, BAREBRE. BrEERR4FIRERFEEX
o GRERAMNDIEENEEARIEITI FIIRAIRKF : DNS Sinkhole Ml URL TiE. XHEAERET
— %175 : EREERAEE XA P EE DNS Sinkhole 4% URL TIERI A E Internet &

EFEAN HTML BPA &5 |, 5% % Trending (% ) WH , AERLEEHN BEILRIELRERARNE
AY1TAL Ky B BB K FHRAR,

14 BPA MZ2RIEFESNEAIT | HESKEAI]
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Trending

Metric 2018-11-2918:10:14 2019-09-17 11:54:21 High Technology Average

Total Rule Count ? 12

Allow Rule Count g g

Deny Rule Count 0 4

WildFire Adoption % 88.9 100.0 454
Anti-Spyware Adoption % 88.9 100.0 67.7

DNS Sinkhole Adoption % 0.0 12,5 36.0
Anti-Virus Adoption % 88.9 100.0 67.6
Vulnerability Protection Adoption % 38.9 100.0 67.3
URL-Filtering Adoption % 11.1 125 251
Credential Theft Adoption % 0.0 0.0 _
File-Blocking Adoption % 778 100.0 30.9
Data-Filtering Adoption % 0.0 0.0 78

User ID Adoption % 0.0 0.0 6.6

App ID Adoption % 66.7 250 26.3

Service / Port Adoption % 66.7 87.5 59.7

Logging Adoption % 100.0 100.0 98.7

ZREFALERENEARKEETULFHKENILLE | ELERENEARKFES ERIEIT BPA BHY
KEHXSEE, X2 —TEENENERMIHNEZLER  NRERRBENZ SRS H B LB EM IR
TE , LR —TaI58,.
MEREXHNBERERERRALFHTE LN IENRBARFETULFEEKE  NLBHEALERIE. B
TEBTWFEAFE  MBELSERAXEFERNEENE , iEEKR Palo Alto Networks $5 &/ %K , A\
HBIERENER Ef?ﬁﬁﬁ?ﬁ?)ﬁ%o MERATFUESER , SBHENKRBLZEYRENRARTEREAKE
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