] Palo Alto Networks 5=
EENES

docs.paloaltonetworks.com

i

1l

=

{

(=

CRY &%

te C h DOCS m‘)a\oé}}o%



Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

* To ensure you are viewing the most current version of this document, or to access related
documentation, visit the Technical Documentation portal: docs.paloaltonetworks.com.
» To search for a specific topic, go to our search page: docs.paloaltonetworks.com/search.html.

» Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2019-2019 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
December 18, 2019

2 FIA PALO ALTO NETWORKS EEEEEMNKESER |


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

B E BRI ESERR oottt s e et ee e e eeeen 5
A R B T, T A E B B E 2 oo e eeee e se st e s s e s e s se e se s see s se e es s senen 6
B S AR MM R e e se s eesesese s s sase s et ase s e e s aee s se s se e saseseseaeesasesasesaesasesasenssnsesasenaees 7

B S R IBRIESERR .ottt ettt st 7
AT TF BRTEHEEE S AT 2 oo eeeeeeesesese s esee s e sssesseesesesesesesseeasesase s easesasesssesssasessessessesane 8
T2 SR B oottt ettt s st ssase st eseren 9
B L 2D 1 T R T oottt e e st seesesaeee e e et se s se e ne s 9
% 2 Z/F . HR%‘H%?FE%%ML ....................................................................................................... 10
IR A A= o R 10
B A D B B B B E IR ettt nane 12
= L 1 OO 14
IR oot eeeee e e et e ettt st et s sttt e e s e e eeneseeeennesesesnnens 15

TABLE OF CONTENTS ii



iv. TABLE OF CONTENTS



FREXE

AN BHARBEERE , ARNAEENMERERA RSB LRI BIZEE, %5 *
ALESEHERBRITE , MEXBRESR , IBEGEENSE  CQIRTEEEBNEF B
M B fESLEE, B{kE9 8% Palo Alto Networks IR IFMAE B4k | Hbh S NAEBH—
RBAA LS (WIEMELL ) LR Palo Alto Networks 5 IE iR BRI Z 2 BED .

FTAREGERE NMAFTEFFEE?
EEEUR
RS RHEE
EEEHR

V V V V



TAREEE , MAFESFEE?

EEAR—MULSEHNEBEE  BENBELSREEEZENAR , TUERPETFRPRXBHKSE.
BIRRERF. B=MIRS (DAAS) UKAF ., BEEERKEEMIRELRN , Bt , BALLGENRATHREY
BAEMNE — ME, A= RESARA. SEENENESANE  SERE—RE, EXTH
g, —9) (BEE. 5. RIFIEKS ) TUE , —IFRERIE. BFHERTFELNYEE.

BRI TRE—BTE , RASIMRENRFEHTETE ; MA , BEELSHEL , BIRN DAAS
REHLRER. RERBETLSH A MEZEXBBRETRIPNENBIELSEENE>,

FREERBNERRMNEFHEEREE. BREEATHEHRERE |, B 83BN ETR{LR
&, R LRELERENEN TR , RNBEEHRRENEMNEN S TFEMIRITH

6 FA PALO ALTO NETWORKS XEEEFEENRZERE | EEERESE

© 2019 Palo Alto Networks, Inc.



FEEUAR

HBEEEE  CRLBINEAENAR — —HRSRREENANRE. REETUGEREILE , KRKE
BEHPNEEEESEENAIREHENME. Edward Snowden R —{EBEHNAF, , B REHRYE
MU ENFITRABASER, EERATSESHRIE, BR , REAXVMEENE LNV EREM
ERNBES , RAR—MESEENA, , TSR SUREM S | REPHEBRRBKE. RINEINK
YR, BFEENERRBFER , FTEFEEMNSHN. NARFRHE. ARXATEEAL, W

RELMSLSHERET -3, RNLSHERREZBZRFHES.

LM pR RN  REHIERE 7 BHNARBERES.

Rzl BAABRMABREER , TeEVE N,

EFFEENA - R 2K,

KEPEERENMDERRE,

ER SR R EHNEL,

FEERBYRUBFEERBERERH — KU,
EEESRREXEK
WAFIEREEEE?

EEESHZERK
T B2 SR AR BT B 8 ) BB (284D -

EHESEESEZH , AENERENILSER, SEEEREIEHEHEIUZ 2SI,
MREIA (MARMABIR ) it , ERPR/EN UL RENENET, ERENMENE=EEMNT
ENBTFEROLA , MARELENILR,

FAETFEENERTFAXRBREERAERE K MAREATEE-ERFIMENES~RES. Palo
Alto Networks BT A TEZBHEZER , HBEIFEH Panorama. GlobalProtect 1 Prisma Access 32
EREEMECRE , NMEMBNERM —BHERE., FHARF,

fH Palo Alto Networks $T—fRBF XIEERDERK , E— N FALEESZLER , HEH App-

ID. User-ID # Content-ID £58 7 EWFIENER A — BN R LXK, »BNXBENARER. AFHA
BIERNMEZH T EMES , HANRERHBANHRES , RFMENRE , RACLFELHL R HIRK
BB MR HANER,

» BAFRBREREMBORCIBMLR , BANES 7 ERBHRIBRMOANGERRAATE
TR AFERABIE TS B MEELRBNRFE.

REXNEHLSENENE=2BEME |, BHLERERNVE@ B,
B ARENRGRRFERLN. BEEFEHRATLATR , @5 RAR AR, RAFSMIAFH
REMENABBRES  FHRR (SFEHNRN ) , REFE 7 BRBRIFFRR,
@E, RENCRBEYE 7 ENSMNES , EA. EMNENENLSREATERENRES, &
MAREMIIFEE 7 ENRE, BiLE , S—UREEBNENFTLEIE 3EMNE 4 BHRLZH,
AFFC TR GRS AN RORRH D EMIRE , NHEBE B K REZLRMK,
EHERBMRITMEN  FRZE, EPNTHENMHEFNRE. LRRE , HEABIAR ,
REEL , HREELEHEHR.
BRI EIFEEHRE , —RALE-NBD , \—ARSMEXBEDITTH , ANPZINRREZL
K. BEEEIRERDEBHAT At , EUNERARZENERSGE , MARBRINEIERTT %,

» SNAEFNEREREN , SUNBRD R ER. S0, EFEENPRNAXERHL K
I, EFENBLXENAXE. BLSATAMFE TRESRFERFHONAERF.

FIFA PALO ALTO NETWORKS LHEBEENREXE | BEEHESE 7

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-tags-to-group-and-visually-distinguish-objects.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/register-ip-addresses-and-tags-dynamically.html

WA IR EREE ?

BEHBENGETBECERE 2R, EURAEMERE G AX B L SHENEUR AR ©HFEHE X
ETEERTEENE. RUMER.

1. BUEEFEEEP LR —PMHLFZIS (LFMERRKE )., IT. EE2ZE. EiigE. SARFEF
BEARUAREARIZE A< H H R AR FEREERRA . 1ZHBAE X TR B MR EUARARENMRIPE
WEIE, MARF. BF-FRS (DAAS T ) . I ARHNILSKEEZERZENENRFTE , iTXIH
LHEBETRE. HSUFERETN , ZHARSESERENET ., LFATATARBEHENILSFE
R, ENBMEERIL S E>=HNE,

2. ZEEEWITE , UBMAMGHESR | UFFEWER - L, MFEFAEENZHERITE , BHKR
Palo Alto Networks S &%,

3. BRBRAS K EMET EREMN 2 ERMLE,

4. N—NMEBZANSTFEEHEXR (FLFEERTIEXBHBD ) Mo BRFBRIE , NMERHET, ©
BEMNKBREFEFSR. BTXR, B IMEZANEITENEZIER. MRERHBELEZRE  BF
REEMNLSRPE ( ARARFHEN DAAS T ) ETSEEHLE , IS MPE— MR, A
B, BT-458ENMENRIPEIEZESEME , UILRH#,

Zero Trust Learning Curve
Crown Jewels

a

Learning

Sensitivity/Criticality of Protect Surface

L4

Time on Zero Trust Journey

8 FM PALO ALTO NETWORKS EEEFEENREREK | EEEHMERR

© 2019 Palo Alto Networks, Inc.



S HE S
B 25Ny )5~
XHEEEAERENIESHEBLILRUENNEEREBREPERFNE, NARRE. &&=, RENAF. N
AUFENARBRTERFHEFURLFZTER (NENLZSEXEENRE™ ) , EREEINEREN
Eil: 5
BB , BRLLE@ED,
RPULFSREBENRERZREENNNAREFNAFNIAEFNE,
RPLSREBENARFEZARELENNHRMER,
TREML, ZMEQINITRES , SIECEE X EE A ENA — R0 R,
TRERERT, WEMNBLERERRALXEEEMERM , ZESEHEN , MEEMRELX.
1L EXR¥FE
EB25 MERFPESSER
3L HETEENS
F4T IETEERRE
E5%  WMAM4ER ML

F1F: ENFRPE

RFEENENLSEMENE=LR N THRULSEEZEMEERHRFOBIE. NARF. BRFH
BRS5 (DAAS), BEENRIE , BAMTETHHENMULSEEEENE> , MAFTEZ DRI NRPEAN
WHEHAXEDLR, RPAULREERLRAPNES , IAERZFRF.

BENLFSHEEN DAAS T& , ELENRFE :

BE (D)o BERFMALBE ? B —BENMERFEFANR~N , fINEERBIRE. MARAEE
(PI), XFFEE (PCl) NMARREEE (PHI) , 10 (BERRRAEMFMETTER) (HIPAA),

NMARF (A). BEENARFEABRER ? BENARFEN WL SIRETXEE ?

B (A), WRLER = RBUR ? ATREEIE SCADA 24, POS K, BEFiRE. HIERBNXEBRSSHA ,
B HEBURTEML S,

BRSS (S)o i E AT BAKI A BPLE AR S SRBIR IT EEH XN SERAE M , 520 DNS, DHCP 1 Active
Directory ?

BNKE DAAS TEZHRRFEN -2 (REERLBERATHRERYE ) . A, MRENLFZREE
THRERS , INMNARREEER PH)RNEHLSEXREE, HIERREEE. NARESATIHE PHI BE
WRIFATERF — Bl | EPIC, R=RFHBENRSSENER PHI HiZE , IEZABENRELETEL. R
S=RATIHEHENERS , e B FARS M Active Directory,

BRRASHEBLREN  BERSMPEREEMIL RS (£ Palo Alto Networks 78 5 ER R X #y ¥ 5
B — R AEDR ) , UESEREITAGRZTENAR, BRAXMBEEE. SUESRPEBN S
AERPENMRYPE. SEEEETRBAZROASERTHRN DAAS TRNZLRAEL  HLREST
EEMBH. Bt , EALHRPERBEERIIXBHRENNVE.

BRECLEENXRREER K BEFERPOESHLER. RENENA~EEEREP LSz, £
HENEXRBRPELNAEFEEURRZRE  BUUTFERPEXBORIE, FEet , BN TH
HEPOANFFERNARERF , BRTHESEXBHINAERF. ARG , #ENRPAERIR LN T —AFRFE
SKHE , BABESEHE  BERITIR |, ERARFRE BN,

FRAUTIETRENMEREN T RME | HBEHEIRBI K RR] BRI HEA DAAS T :
ARBNEY ML S HIR . Hlgn |, A S9S AT LOKIC N AR F B B R B
BL Virtual Wire (vwire) BVERA M — NS — R RIEFBALHMNES | X2 —HBEELESX , T

FEFRHRIED (ER vwire BORE IP 5 MAC #tbiit ) EITTRBIT N4, RERERSUEENS
MNERE, MREHNELEZSERH AL | 56 A Panorama BE.

FIFA PALO ALTO NETWORKS SHEBEENREXE | BEEHEXE 9

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/networking/configure-interfaces/virtual-wire-interfaces.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/traffic-logs.html

£ Cortex Data Lake FEBRE , HEAE=H A~ LU T E, %I EE Palo Alto Networks ER &

VE{k Pz — 1219 Cortex BLE A

5/ Prisma SaaS KA, &= SaaS MARFIA | HIREWIX LN AREFH a4,

MBEFH — R K EEREEP X IEEH Panorama £iE1T PAN-OS 9.0 , A FK L RBBBEINE

LZERBANPHNRENARRF., (KA CBEZTLAERETHRONANFNFAENARF. ) R

TR EAREEILES | B ER Expedition JREU B AR T 1%,

?;:F ﬁEégﬁﬁﬁﬁﬁ{ﬁﬁﬁﬁgﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬂﬂﬁilﬂ (NARFERANER , MBEE. AHHEE
. RS ) o

F25 BERFEESM

EXE DAAS TEMAFRZEMHAESR (XE ) , TRENWHEEKHRXR —EFLSRERBEET
®, M AFAUAREM AN E TR REFESHRATENUEMNLE ., RETHEPETHOTCIRIAARFR
RAFEREENARFLRBERRENA~NZEKE (ZERRBEEN ) .

REBFRNTENS , —EEXRPENEARBERTRFESZESR

MREEVNEWRER , WILEEINA (EMNEFTFRENERDLAERER ) .
ggﬁfiﬁ MEFMSAULRETARWSREREE , TREAEFNEN , UREQHFLSZSRRIZE
=5 )
EMEHLL virtual wire (vwire) XN BRBAA — NS N — R AE , LRENREN TR E, €
EREHTUERENOIRE,
5/ Palo Alto Networks £ EENH#HE=FTE,
A Cortex Data Lake fY& FE EREBTMPFABS R TN, Cortex Data Lake &L ERBHF — KB
X1, VM-Series Py A, Prisma Access 1 Traps B9 B &o
NFNARERF , RETER , SEEMNEHNARFEER , SIMNNAEFFENITENRURERS
N ARFHAR,
MNFHE , RHEEAKE , £EALKE. F&. EANERKE  URBEECAFNAFME. N
=, FHEHE%.
FWFE™ , RERTWNE , EERET , AERET , URBRTESEMLRAIER,
o XNTFRS , RFBNRERHRS TER.
BT BREEMNAHERTHENARFZN , MEESHRERMBANO TR | UFEBFHTREREN
RFEZDEM M, SRUEBTMECTER , URRERESZNILSERFRSARF EFE DAAS TE,

THBEMENESRE , BRABNFANMEDBAREMEEAZE  RAERTHECHASFNE ,
MAER , L TAL  ARBSEBETEREREAXBNARRF.

E3L WEFEENS

FRENRPENSSRNER  FRETHENLSENENR = REGEESEEME. MNNEMIRES 1
& EVRPERIRAINLSRBERPE, EFRENN , EXSRENEFHAEE  ARENRFE
MU SEEHRFEM, BITHEFERITETENREREIKREREL  AGESEEEMNIINHE.

BRMNET B9 BM% — EEENRGES BHATE 7 EFBE Palo Alto Networks Y152 382 1l R £ 37
— B A, B — D BREBTAENRE 0 BREHEES RPN A BR TELNAE | 359
HSE Palo Alto Networks MBS @A , MR TEERILE N bo B — (R85 A -

BE7RRED  ASNMRPECR-IMULR. IHETRIEEDBS , BAML RN E (User-ID) I
F 4753 (Content-ID) AR FE M BHER 5 BRFX 5 R T A R AR (App-ID) M IRIBAL T 4R K g 12
Ho MIBES AL L PRE) LA R 7 H B R 7 204 15 B BAE AR SS #1720 R
FHRAMBHRFENFFERENZ SRR —MERIR . DBRMXMIZNTHRE , BEMNER
B, ANARYER , Sl

DNS £% ( £/ DNS Z2 k355 , NTRHE SRR EIRRIR , TRY Ry DNS 5 RKEF 7547 54
R EHEI DNS 5 ) .

10 R PALO ALTO NETWORKS SKEBEEMNHERXR | SEEHRESRE

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/view-logs.html
https://apps.paloaltonetworks.com/apps
https://www.paloaltonetworks.com/partners/alliance
https://www.paloaltonetworks.com/partners/alliance
https://docs.paloaltonetworks.com/aperture/aperture-admin/secure-cloud-apps/add-cloud-apps-to-the-aperture-service.html
https://docs.paloaltonetworks.com/aperture/aperture-admin/secure-cloud-apps/saas-application-visibility-on-aperture.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html
https://live.paloaltonetworks.com/t5/Expedition-Migration-Tool/ct-p/migration_tool
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/networking/configure-interfaces/virtual-wire-interfaces.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/traffic-logs.html
https://www.paloaltonetworks.com/partners/alliance
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/view-logs.html
https://docs.paloaltonetworks.com/best-practices/9-1/bpa-getting-started.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/dns-security/enable-dns-security.html

o AR (REBFP. BREERGNBREREEEXH ) .
- PHIEBERFRSIHERE,

FRIEARENFD 1 BB/ (WildFire)o
« URL 33,
o BIEEKXRBHF (DLP),
EREZNKESE 7 ZHNRE,
BRME 2 ERE 7 ENSMNEEST. NZERNIER Panorama, N APBLAE ( I Panorama B/
BE K& ) . Prisma Access ( BABIFR A GlobalProtect™ =PRSS ) AR Traps ¥ HE KX Z| Cortex Data
Lake , N\ I ¥IZ2F VM-Series B X IBE P AR SR M IBFUAREN (BN LHE ) BEEMH,
FH APl EMEEENHNE=ZFPHH T EERER.
KB H B30 1E RN B b RIRER,

PR TEABHERRICENTREZERBEL S TP IS HUANRR . XHETLIRTE HTTP(S)
RS Es B A AEM BaTERE. BERASHEL IR ERZ £ R PR ERANZISH
WA MR R RA K ZIRE. REREMRERAFERIELZSHUANR R TR , FHELPHRTRIT
B, B0, R R R R BB S FIRIT DNS Sinkhole , MWl B 3 FRBE 238 15 @1% Sinkhole
WATBE A RN RS, FEAMICH B S RXMNEIA A S AR BRX LR, ZBA #h ik 48
B —ANREEAN |, MiZREEAMN < PE IE RS FRATEEEER Sinkhole BWRE. BEE , HKWEI A EER
BAHE , BULVAETREZIARHRE,
£ Cortex XDR B2 MEHME , KUK\ TEFEARHNFETH , AN ZTHARAHER ,
LM{EREMYIERB, Cortex XDR RENMEREM AWM | BEXEKALERLEHIAE , Hit&Eae
BN P ERERFERMZEMEEAL, /A Cortext XDR APl 3R 5 Demisto 5%, , R NGRS
FRIZE S Desmisto MBI ARSI B ME , MRS ast BMILREEE LD 4,

« {Ef WildFire B ZMITBERME. X WildFire ELIREMUBLMBERGR  KFZRAERY
& , WildFire B EH BN L2 EEXH , NTTRRRERY | BEHMEERG,

£/ Panorama I EMR MEAR MRS B 21 FEEHE,

£ Ansible, Terraform Fl Python 2K TE B, HBEFMFERYF Prisma Cloud ZBE,

Palo Alto Networks EfREEB B ZEEMNE , HEFMENENA —BHNEZERY -

S5 mERPAEMEL |, Panroma RSN — R IIEEFEERRRES , =28 TRENE,
NEREMBIER O - R — R AIFFMER 2 HRIPEO LR,

NHE  ERIRERFEH Prisma Access ( FIA AR EBEB S VM-Series Fr— R BHAKIE ) F Prisma

Cloud (BT APIHN=EMBENZLMRAER ) XREEEERK. BEUFRER (VPC) EXFRIGR , AT
PEIERR,

IEE= : FH VM-Series Bh A K HE SIS E KL,

DB A, - £ Prisma Access BHETZNZ2RY , BREREF RN TINEZEER, BEE
AT RF#H Prisma AccessH5&E T M 4EHY Prisma Access AR 2 4144,

RNE , MAMIBEHR— K AXIES GlobalProtect iTRRFEEER , NMTFLZL KRBT BEIZRE
RAPUR DM,

WR AP BERAFT—RBAE , URE—BRY , HAEZERFEM Traps. £ GlobalProtect ( #
M EFE L ) = Prisma Access ( £ Panorama Z% , HEZHH#HITERE ) VPN T —BHIKREE |
MR REZERR , FLREERAFP—EB3, EBIAFHK L | Prisma Access FE
GlobalProtect N, ZEFFERBRT , BEZE iR A L% % GlobalProtect N , HEFZEina LFEH
GlobalProtect Clientless VPN, FRIBIEZEIRR , MEREZBLERTHFELREF R ( WEERERETIAN
ARE ) N, IREERFPENER” , URAZESHRIL,

SaaS BIFATERF : B/ Prisma SaaS 8. £, DEMBBIRY SaaS NARF. BEH— K ERE
ZERBHEK SaaS NARFRE ( TERBNMEEREET Prisma Access. GlobalProtect 2 — B
NiE)

FIFA PALO ALTO NETWORKS LHEBEENREXE | EEE5ExE 11

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/set-up-antivirus-anti-spyware-and-vulnerability-protection.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/set-up-file-blocking.html
https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-deployment-best-practices/wildfire-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/url-filtering.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/set-up-data-filtering.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/decryption.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/security-profiles.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/panorama-and-cortex-data-lake/forward-logs-from-panorama-managed-firewalls.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/forward-logs-to-cortex-data-lake.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/traps/tms/traps-management-service-admin/get-started-with-tms/manage-logging-storage-traps.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started.html
https://www.paloaltonetworks.com/partners/alliance
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-tags-to-group-and-visually-distinguish-objects/create-and-apply-tags.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/monitor-changes-in-the-virtual-environment/use-dynamic-address-groups-in-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/forward-logs-to-an-https-destination.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/use-dns-queries-to-identify-infected-hosts-on-the-network.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-analytics-admin.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-api/cortex-xdr-api-overview/get-started-with-cortex-xdr-apis.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-investigation-and-response-admin/administration/integrate-demisto.html
https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-deployment-best-practices/wildfire-best-practices.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/manage-templates-and-template-stacks.html
https://live.paloaltonetworks.com/t5/Ansible/ct-p/Ansible
https://live.paloaltonetworks.com/t5/Terraform/ct-p/Terraform
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin.html
https://docs.paloaltonetworks.com/vm-series/9-1/vm-series-deployment/about-the-vm-series-firewall.html
https://docs.paloaltonetworks.com/redlock/redlock-admin.html
https://docs.paloaltonetworks.com/redlock/redlock-admin.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-remote-networks.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-overview.html
https://docs.paloaltonetworks.com/traps.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-apps.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-clientless-vpn/configure-clientless-vpn
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-types/multi-factor-authentication.html
https://docs.paloaltonetworks.com/aperture/aperture-admin/get-started-with-aperture.html

Vaaxy

5

4 % : QIBEEERE

FEARKHAREAMNAR — XLEHRAN R A FRNAFEEBNNENCEEREENNARF TR
ENRF. MRREFFEAN , FRFELAEIERE. X-—R/REE, BN :

s THEFEATBENARFRIFENLS , LRFFMELEFRFZEATNENARFHNERLESS
L ED

s FMAAGNBEEIMREEATANL, FRL2EAREATHREL , HERATLSHAENR
£,

EEERBET Kipling 5%, B2 Rudyard Kipling B9/ MNE B #, T4, A8f, s, HEMUAKLN

", NFRATERMELFRE , ARNANBRRERERREFBNIRE , ERLHELNARE, Palo Alto

Networks 12t 7 E L £ FEE P SEHE Kipling 75558V THEE -

« WNIHAEIR ?

o TEREEH | BX User-ID ATBURBIAF | HiL@BREIE TR R, FASK/DMXRGEERE (EFE
EME? ) , RATEERLSEHFTHENNIA, AMEEHERR,

LYAPRZRIERERN , BRSO RITRERQITIAFNER. BORIIRBEIREREEEZES
12 5IE (MFA)o

ERXIEA TR EBRRS. NARFNRRZE , BRTEEEFINE T R@MAZER , ELEER
BAERA—NEHRIERR (HIW , REFFHNRBFIRBEN R EERNRB ) HITFHRIE (B

MFA) , NTIRFBRBEBEFSNNARER. X FZEAF | BE GlobalProtect iR MFA B ( B4
MIERH K 3E EBLE MFA )

4 F A GlobalProtect Hi%% , BEBEEVE S & E X (HIP) REX EVMHEFE , EiXxEE
P ERITRE , HELEFRFEREMEFENERHRIRR, fl , BLER HIP RBREEH
nBRIHS , EVHBHREELEREEN , F5. UREVNFFEHPER , Z2FB M LEHFL

FERAANARRHREIR?

o A App-IDRIEETRNARFNE 7 ZXKE. Z App-ID AT RINARRE (5WmO. HXSHE
KEELXR ) , NTTEZHMNE LRXATEBRNRARRFE. ETE I ENE 4 ZHRBEKRE IP i
it , MIEE AT SUEN IP il SR EIR1Z KRS |, Lhim O X3 #L8 B A2 5 7 i

- NMARFRIANERS  MNMESRIARD 24 EANARR , FEEESE N HBREFES RO
&) SR P 2%

MR RIZ1T PAN-OS 9.0 LESIRAKMBH A IE , HEWMREER XIEHRIZ1T PAN-OS 9.0 RE SR
K Panorama 8% , BEAXHIMLLERENERM (S RETHNABRFNANNETASERHOMN
M) RBIREANANF RN EGREANNARFOAN, NFEZTIHARZA PAN-OS HB5 X

1% | B Expedition REREMAN,. MRAZEFIAMREEITEE PAN-OS &% , BRRBRIBIET
R FATE B9 SR B 9 SR SRR IR AR

B P e e i e R 2

NFRAFRESERBBRRNGRNNAER , HFiHK (£ Panorama &M AE L |, 5

[E]Objects ( X5 ) > Schedules ( itXl ) ) RAZIRMEMA , M\MPE L TR EANTEIFGE. 7T H

DWEINS , WFLEEEEITENBZARE B GIEE.

RN T4k ?

FERBRNALERMEKEES, BN , EERFFREMNRR ( XM IP btk ) .

AAHEHE — MREXL , BEEANE (AEEMm) ?

NBEHTHEUTHEAEENE — HABBEESRY ? MRREHEMETHIE , SL4AWER X

E? @ ERESEAB LBREEEFANE , AHEABEI XTI EREXTHRENTKRE. THEEN

AE 0 A AR B R E AR BE , EEASENKERIBLERRE , LR {A7E K R IR1DE

2o

WM IR R IR ?

BiF Content-ID MR EKERBHERARFREF R

12 R PALO ALTO NETWORKS SKEBEEMNHERXR | BEEHRESRE

© 2019 Palo Alto Networks, Inc.


https://blog.paloaltonetworks.com/2019/05/network-layers-not-created-equal/
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/security-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/configure-multi-factor-authentication.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/configure-multi-factor-authentication.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/map-ip-addresses-to-users/map-ip-addresses-to-usernames-using-captive-portal/configure-captive-portal.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/authentication/configure-globalprotect-to-facilitate-multi-factor-authentication-notifications.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/host-information/configure-hip-based-policy-enforcement.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/application-default.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-policy-rule-usage.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/identify-security-policy-rules-with-unused-applications.html
https://live.paloaltonetworks.com/t5/Expedition-Migration-Tool/ct-p/migration_tool
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-for-migrating-to-application-based-policy.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-for-migrating-to-application-based-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/set-up-data-filtering.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-tags-to-group-and-visually-distinguish-objects.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/use-tags-to-group-and-visually-distinguish-objects.html

NeLRBERXAZ/MIHRERLN, RATEEEZLSEHNAFEE SN ELUELEHN B KGR
RS B mEEH R NARR.

EFBIE 7 BHMENSBMABRE, PHAXERBAUVMASER, FBEELKE Cortex Data
Lake ( 2% Panorama X AE WSS ) UEHBE , NTIER Wb #HITHE D 7o
WNArEAMZEAST , BRFENVE (ME. =, WL ) — RN ARBAMETE , X85, X TAr
BENARFNMERR , TIeAPEML , KB ATUREAF, T—HNRBXIEMRE , B
DESANEYF |, RN EMNEERNTERFEAEENE, FRVEH —KBHABEFNEL VM-Series
BAREER DMK ERZN=PNA—BNEEE. %8 7 EM Kipling 57EKMK, A Prisma
Access ( = ) M GlobalProtect ( AR #thEFBE R EF A Prisma Access ) FF—BHNEEERET BE
MR, NTHZERR (BTERTHREHLLZERFHNRKLR ) , BFEA GlobalProtect £&F i
VPN SR — BRI RE, BIEH EFHEM Panorama EARFIMEL AL E N A — R ERE | W
AR P OSB R,

BEZ2BRENXH (IPSHRREBFEEXH. FEaEfE 1 BESRANHHEEN WildFire BLEX
# , BE LA SRR SRR A RO B R R BB SO |, PR AL SR IRXUBS SO S BV ST PR L BB S04 A
REEIMisipE , BSEEEMZNEARE  ARABRSIBRITZLERN URLITIE ) |, FRHENA
FFMERTFNARE. NTFHREFLHAENLAG P EREBEXY , BEFEKEXR,

£/ WildFire SERERNRBEE B BRERHE,
BIEEAFNLSFER , FRAEZSESKBEBERTRE
ERFPENNERZEEREN R

£/ DNS Z£ fz55 7 DNS SR IRMLR AT BHSKATE |, K547 DNS BRARERANEEST
MW 2 AT E KB Z R DNS £E,

‘WA EBFEREEEAGNMALERREE — FANE. SHERASRBIHEBITRR , NBEIEY
HATAE | FEHMER. AIARE (EAZHREL , XY 80% WBBEEREIREULEERH
B ) o

£ Cortex XDR 5E3& M kit SR R o

HRE

, NTIRERTRSHNRE. BF

BE Kipling 5% , BANRELYRFBNMRPEANRLER , RN ZFERSISB T BERZT K
&, RMiZafaipm , fAIRtiaE , ARENARRE . SR SUREE Kipling B GBS FR , MM RER

M, Hlm
-3 fr4 fa A4k A wn{a
B User-ID App-ID B 5] PR %1 RENR P M& ID
i ERE Epic_Users | Epic £ Epic_Srvr A B® BE (%:
(BENE | EEXH) , BE
=) TE
= HE Salesforce | T/EZEH# xE A @z, KE (%2
(BENE | EBEXH) , BE
=) TE

ERMIEAT , BEAEEBRAAVRR Kipling 5EPHNAABERGEBIRENRE, HAXESEHELHRA
TREAFANRE,

BRTZ2, SHRIEMBREREKI  EEFEA Dos X FRY SERERRFPEERSHFEE DoS Kifi.

L2
,O\

Xt FRBERIFE A , A IronSkillet 1 BRERRREH 1 B HERKKR , ARHRIZE
B R SE S BN R E,

FIFA PALO ALTO NETWORKS LHEBEENREXE | EEE5ExE 13

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-overview.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-clientless-vpn/configure-clientless-vpn
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-clientless-vpn/configure-clientless-vpn
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/manage-templates-and-template-stacks/configure-template-or-template-stack-variables.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/url-filtering.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-deployment-best-practices/wildfire-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/dns-security/enable-dns-security.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-admin
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices.html
https://iron-skillet.readthedocs.io/en/docs_master/

B 5% lMOM4EF ML

ZEMR—NEAERE , BN ARERMBATUBEREERHNGE , AL S M %S EENER
EBMEL, EHREEDEMETTRARERERLES Mo R AR,

=, REFICFBEIE 7 EHUMERE ( AEBFIANIE )

MZERH AR Panorama, M ABEALE ( 3E Panorama EERMIBH A ) . Prisma Access LA Traps ¥¥ B
EH R E| Cortex Data Lake , NTIEEFR MR EXRMEMNEL (BN HER ) HEEMH. XANERE
MERFEREET TR,

HTFXE Cortex XDR 1Bk , EFRBEH WJRERMFTAIRIE. Cortex XDR £ Cortex Data Lake #{
FEANEREY  REREHNEETIEIOTNEH RN TERAEEAGREMRBHZTET . U
FETRIFEN DAAS TE RN BN REES TEFEERAE LAF EEEZERINRARE.

£ Cortex XDRIRBIMEFREN TN , BIXEKBAEFECED AL , HEEEBRIIERNBARE
B 0 37 BN 4E HS i 7

£/ Cortext XDR AP| 3k 5 Demisto £ , A RNEN L EHRE SR Desmisto e BB <32 I B 3 g
Bi , N ia Riast BM LR G B EI L5

£ Prisma Cloud REHRMEBHIE. AP EIEREURMEREFE RN TR, Prisma Cloud 247
BiE  EEHERN IO,

BB AREFANREDABERNHRESE , BRBHHFE IS App-ID , HREEBHE AL T &R
=

FEASEXRERMETEGERERKREENHRE  HAEPBDERSERELZSRE,

HMMEES , ERTE LIREMEREE LIRS , NTREXN SRR TR,
ERENL S ERNDRES , LEREARMEENME , BEEPFTEEIHE | IZHFNZYITY |
R B BA B 3T P R 22 A% SR B M SR 75 0%

ERLEEINIES  SEXT AN LRIENRIERL,

14 FIA PALO ALTO NETWORKS B EENRESRE | SEERESE

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/panorama-and-cortex-data-lake/forward-logs-from-panorama-managed-firewalls.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/forward-logs-to-cortex-data-lake.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin/global-protect-cloud-service-for-mobile-users/configure-the-gp-cloud-service-for-mobile-users.html
https://docs.paloaltonetworks.com/traps/tms/traps-management-service-admin/get-started-with-tms/manage-logging-storage-traps.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-admin
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-api/cortex-xdr-api-overview/get-started-with-cortex-xdr-apis.html
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-investigation-and-response-admin/administration/integrate-demisto.html
https://docs.paloaltonetworks.com/redlock/redlock-admin.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-reports/view-reports.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-reports/generate-custom-reports.html

FEERIR

LTFHRARXHE, ARH, ME %, ARNEtRENENEEARBRERTESFEEMLETX. RTAEAX
AP RHENEERSIHARIRA | BIEALLLLE Palo Alto Networks % 1l fR 55 & Bl BA B9 & SRR B BY B 1R 1T H

KRS EERE,

o WMMHEZEFEMNE (REME#E)

s TEEZRMEE (QIBMETHE)

- EEEHSR

« ZE{E{E ( Palo Alto Networks BEEMR )
s EEMEMITERESRR (IERELHE )

s FtEBEEXRNESIIEBE (ARH)
s R BEE=RSE

o EEFE=ZEE (WM)

- EEMAMEME(FERHE)

Palo Alto Networks £ 7R 3£

BB {ESKE -

« BPA Al

o WMAZAT BPA ( #4R )

o IEfif BPA LR (M)

e Live t XHEXRITATRE
BRIERERHETF,

o BEXEAD

o BEEMMXHEXRREZ SR

s BEPOREIRZERE

- IBIETFRNABRFNRIBHNRESR

- BMREERPRNEZEWERIERE

s NABRFNEBABSEMPRESE

. BEERERE

+ DoS MXIZ R BR{ENEk

*  WildFire ¥ B & {E3RE

Expedition

IronSkillet ( 1 BHELE&E4R )

BEPRXE

FRBFIRAS TS ( I REITRPBS BE 1 B9 b FE B ITAE )
Palo Alto Networks NextWave £ R & Ve (k£

FIFA PALO ALTO NETWORKS LHEBEENREXE | EEEHEXE 15

© 2019 Palo Alto Networks, Inc.


https://www.paloaltonetworks.com/services/consulting
https://start.paloaltonetworks.com/how-to-build-a-zero-trust-network
https://start.paloaltonetworks.com/debunk-the-myth-around-implementing-zero-trust
https://www.paloaltonetworks.com/resources/guides/zero-trust-overview
https://www.paloaltonetworks.com/security-for/zero-trust
https://www.paloaltonetworks.com/resources/whitepapers/best-practices-for-executing-on-zero-trust.html
https://www.paloaltonetworks.com/resources/whitepapers/simplify-zero-trust-implementation-with-a-five-step-methodology
https://www.paloaltonetworks.com/resources/whitepapers/secure-the-cloud-zero-trust-cloud-security
https://www.paloaltonetworks.com/resources/videos/zero-trust-cloud-security
https://www.paloaltonetworks.com/resources/infographics/the-truth-about-zero-trust
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/bpa-getting-started.html
https://www.paloaltonetworks.com/resources/videos/how-to-run-a-bpa
https://www.paloaltonetworks.com/resources/videos/bpa-demo
https://live.paloaltonetworks.com/t5/Best-Practice-Assessment/ct-p/Best_Practice_Assessment
https://docs.paloaltonetworks.com/best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-for-migrating-to-application-based-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/getting-started/best-practices-for-securing-administrative-access.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices.html
https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-deployment-best-practices.html
https://live.paloaltonetworks.com/t5/Expedition-Migration-Tool/ct-p/migration_tool
https://iron-skillet.readthedocs.io/en/docs_master/
https://support.paloaltonetworks.com
https://start.paloaltonetworks.com/prevention-posture-assessment
https://www.paloaltonetworks.com/partners/alliance

16 FIA PALO ALTO NETWORKS REEFEENHKESXE | EEEHEIR



	Table of Contents
	零信任最佳实践
	什么是零信任，为何需要零信任？
	零信任观点
	零信任高级最佳实践
	如何开始实施零信任？

	五步实施法
	第 1 步：定义保护面
	第 2 步：映射保护面事务流
	第 3 步：构建零信任网络
	第 4 步：创建零信任策略
	第 5 步：监视和维护网络

	零信任资源


