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STEP 1| %% Kubernetes £ 1.
BLIE GKE HOIEERE, THHAT LT HAE:
1 d SSER, #3] Kubernetes Engine, $RJ5 A FR8ERE.

= Google Cloud Platform 3= gcppavmga v Q  Search products

A  Home >
PINNED

& Biling

© 1AM & Admin >
APL  APIs & Services >
Y Marketplace

{&}  Compute Engine >
= Cloud Storage >
i1 vecnework >
)»  Cloud Run

€ saL

@  Kubemetes Engine >
@ BigQuery >

ALLPRODUCTS v

2. 5} Create (4% .
3. e GKE FrkfE N E Al F £ R, ARG i E

«c>cqo e * »
i Appe © Fao Ao Networks.. @ Google CoudSexrch 3¢ Style & Virtng Gui. % Frewallse s Pitor. & For Remote Wieco.. @8 G % s X 32 20210721 Mestin.. 3% Dashoosrd- Corfo.. [B AEM STAGING w11

Create cluster

‘Select the cluster mode that you want to use.

GKE Standard

Leam more

GKE Autopilot

configuration required. Lear more

CANCEL

4 NEREAGR, GEAKR. A, 8. WA TM, RERLEIE.
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= Google Cloud Platform  2e geppavmga Q  Search products and
€ Create a Kubernetes cluster ADDNODEPOOL | REMOVE NODE POOL
®  Cluster basics I Cluster basics
NODE POOLS The new cluster will be created with the name, version, and in the location you specify
here. After the cluster is created, name and location can't be changed
®  default-pool v
CLUSTER

To experiment with an affordable cluster, try My first cluster in the Cluster

t- id
®  Automation set-up guides

Name
o Netwaorking

cluster-1 (2]

Some form fields are incorrect
®  Security Location type
@® Zonal

* Metadata O Regional
®  Features Zone

us-centrall-c - @

[] specify default node locations @

Current default us-centrall-c

Control plane version

Choose a release channel for automatic management of your cluster's version and upgrade
cadence. Choose a static version for more direct management of your cluster’s version. Learn
more.

() static version

@® Release channel

Release channel

Regular channel (default) -
Version
1.20.10-gke.301 (default) -

AR REAE GKE I, i {12 1) Kubernetes o2 stimis AP LI o Vi S BE4S 3 57 B
AR VPA T (R Pod. [ilF, CN-NGFW g1 CN-MGMT Pod it 73 i th 75 32 4
APl

& Create a Kubernetes cluster

CPU platform and GPU

Auto-upgrade: On & Create & Kubemetes cluster

Mare cptions

Networcng
o rame
Sl P iy s IP)

+ Add node pool

Enable Cloud Run for Anthes

¥ Availability, nefworking, sacurity, and additional features

1 BESERER BA LW R, BA GKE 1 A MIVEARIEH T CN RAIBs K. (&2
REERERA CN 2050 Tk FF SRR, DA SRR K-

kubectl get nodes

kubectl describe node <node-name>
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BE MNP AEEAE FIEE, DT REEST A LA R CPU R4 .
CPU. WAFMBEAF I BCR BGR T M TR . S5 CN R AIVERERT ]I ek

WiRA LR R
o YRl oS 1P HutiE, DAETE Panorama L% B APl 4535
Cluster Definition @

Type | Native-Kubernetes

Credentials -
Label Selector Label Filter Custom Certificate

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

Panorama fi i itk 1P #bdik %422 1] Kubernetes #£5 .

M Panorama USSR MERR 4 FR . B AL A FR. Panorama | P Mk Rl ] 3% (1) H B 2%
HAAFK.
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General Monitoring Device Log Forwarding Collector Log Forwarding Log Ingestion

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communication
€ t F T I t

“ Concel

BRFEMER, BES W OIEACB & H MBI
o WCERIRBURHS LA K H 33 PIN 1D AME.
o KBRS BB A S WAR AR AL E
STEP2| (ijit) fnffste Kubernetes fift 1y Panorama L T 15 SUIES, 44 A0 L $U4T BAF iy
A RANEUE T . AN cacrt F IS4 . pan-cn-mgmt.yaml F1 pan-cn-ngfw.yaml # [
5E SCUEFS () HCR A2 AT IR Y o
kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

{E 2 i AUAHL S CN R A1 K 3 10 ©2024 Palo Alto Networks, Inc.
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STEP 3| %t YAML SCAF LR HEEEE CN R AR5 JCHE BT 7 PR B o

apiVersion: vl

kind: ConfigMap

metadata:
name: pan-mgmt-config
namespace: kube-system

data:
PAN OPERATION MODE: "daemonset"
PAN SERVICE NAME: "pan-mgmt"
# Panorama settings
PAN PANORAMA IP: "BERI06NI8154"
PAN PANORAMA AUTH KEY:
PAN DEVICE GROUP: "dev-dg"
PAN TEMPLATE: "k8s-stack"

arameters

TR B YAML SO PAN._PANORAMA TP 44 (1){d 5 5£FR PanoramalP HuhikITEE, W1 R
B

<« C' A Not Securef 35.196.181.54/#jjancrama::dev-dg::panoramajtemplates Q % 0 @ €&

FD vm-paNoRAMA JASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE | PANORAMA

) Access Domain Q 2 itemns

=¥, Authentication Profile
E Althertication Sequenice [ NAME DESCRIPTION TYPE STACK DEVICES VARIABLES DEVICE KEY-VALUE TA
5] User identification template
% Data Redistribution [ kBs-stack template-stack K8S-Network-Setup Manage... No Devices in the stack
3 Device Quarantine
Managed Devices
Templates
s Device Groups
1 Managed Collectors
= Collector Groups
&) Certificate Management
5 certificates
S8 Certificate Profile
SSL/TLS Service Profile
A SCEP
I8 s5H service Profile
= Log Ingestion Profile
(3 Log Settings
9 server Profiles
:1"; SNMP Trap
&) sysiog
(R, Email
[ HrTe

[ RADIUS

[y scp

o T SRR E—— I

TR Y AML S04 _Ef PAN. DEVICE GROUP #il PAN TEMPLATE {2 %{#i 5 £ Panorama
A ) A AR HEAR R 2 FRUTHC, T T BT

(F Zim A AS HE 528 CN &R A1 B ok b 11 ©2024 Palo Alto Networks, Inc.
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<« C A NotSecure | 35.196.181.54/#panorama::dev-dg::pancramaj/device-groups aQa &% Q ¢

PANORAMA

) Access Domain Q 2 ftems
= Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE SYSTEM TEMPLAT
User Identification
, Data Redistribution I gy
Device Quarantine [ dev-dg kBs-stack

Managed Devices
Templates {:}
Device Groups
] Managed Collectors
k=) Collector Groups
& Certificate Management
A Certificates
B Certificate Profile
1 SSL/TLS Service Profile
Ug Scep
4 s5H service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:L';‘ Server Profiles
&) SNMP Trap
&) syslog
Email
B HrTP
[# RraDIUS

EDSCP

T s i PAN_PANORAMA _CG_NAME i Z %18 5 82 I H B AR 2% 4 FRAH ] .

#D vm-panorAMA ASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE || PANORAMA

) Access Domain Q 1it
& Authentication Profile

l NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
%] Authentication Sequence

User Identification [ & demo-panorama hong
+% Data Redistribution
& Device Quarantine
Managed Devices
Templates
; Device Groups
} Managed Collectors
k= Collector Groups
& Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
[ scep

R 5SH Service Profile
& Log Ingestion Profile
__] Log Settings
:1_;' Server Profiles

&) sNmPTrap

) systog

[E, emait

B Hrre

(& RADIUS

J_hscp
BRHEHAER, ESHR CN RAEE YAML A iR S50

STEP 4| iR 7E Kubernetes 3835 48 Fi] EH 046780 162 )0 T/ Pod 2046 i

517 K Ik 12 ©2024 Palo Alto Networks, Inc.
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STEPS| ¥ CN-NGFW fiR45. $ATLLFbI%:

PN K8s

Plugin

Shared k8s Cluster

A& N Kubernetes fik 551, CN-NGFW S a] DARBEAE 2 41 i b, 1N I RE /7 Pod it &
¥ 49 25 ) 1) AT ) CN-NGRW 3245 DLIEAT A 75 FH 52 it o

Shared k8s Cluster

1. {§ifH pan-cni-serviceaccount.yaml SCAFIGHIE 4 2 75 LA 2 AR S5 K

2 [ A 8 FH T AR B S SRR IR IR S5 K P
2. f¢i ] Kubectl 247 pan-cni-configmap.yaml .44,

FE I ANAHE TS CN RS K i 13 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series
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kubectl apply -f pan-cni-configmap.yaml
3. f# [ kubectl 3£4T pan-cn-ngfw-svc.yaml.

kubectl apply -f pan-cn-ngfw-svc.yaml

iz yaml .yt pan-cni.yaml 2 i .

4. f§iFf] Kubectl 3217 pan-cni.yaml SCF.
kubectl apply -f pan-cni.yaml
I6AIE 2 75 B8 2L pan-cni-configmap A1 pan-cni YAML (14
1847 LR a2 R Uk 2 15 5 BL R R AR L
dclodaberl: tofliferias-nktplace) $ Kubsactl get pods -n kube-ayster | grep pan-oni

-nmgkf Running 0 2mlls
~wjrkqg Running O 2mlls

-xrc2z Running 0 2ml2s
Bcloudshell: {w arias-mktplace) 5

STEPG6| #% CN-MGMT Stateful Set.

BRAIANB S, #EE - FEIE AR ES DN StatefulSet. % 7] LUK 30 /N7 KBS CN-
NGFW Pod i #:%] CN-MGMT Stateful Set.

Lo (e PRSI E T PV LT S CN-MGMT Stateful Set #2575 A5 (PV).
1. G H X LULES pan-cn-pv-local.yaml S 5E SCHIAS LS 44 55

FEZED 2ATAEN A EFEN (6) MHF. BB AELFHE CN-MGMT Stateful Set 1
A TAEY AL, DB H S #iltn, ZAJE 44 Imnt/pan-local 1 £ /mnt/pan-local6 1) H
3, M T4

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. &4 pan-cn-pv-local .yaml .

7 nodeaffinity FULE EHL4, FEIER T CAEEHE spec. local. path Frfiz
() _E3R Hsk, SRJEHE SO LB T A2 %28 pan-local-storage LA PV,
2. Wil C s pan-cn-mgmt-configmap A1 pan-cn-mgmt YAML SCAF

EKS H[) pan-cn-mgmt-configmap 7~ .

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-
config namespace: kube-system data:PAN SERVICE NAME:
pan-mgmt-svc PAN MGMT SECRET: pan-mgmt-secret # Panorama
settings PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE GROUP:
"<panorama-device-group>" PAN TEMPLATE STACK: "<panorama-
template-stack>" PAN CGNAME: "<panorama-collector-
group>" # ctnr mode: "k8s-service", "k8s-ilbservice"
PAN CTNR MODE TYPE: "k8s-service" #Non-mandatory parameters #

(F Zim A AS HE 528 CN &R A1 B ok b 14 ©2024 Palo Alto Networks, Inc.
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Recommended to have same name as the cluster name provided in
Panorama Kubernetes plugin - helps with easier identification
of pods if managing multiple clusters with same Panorama
#CLUSTER NAME: "<Cluster name>" #PAN PANORAMA IP2: "" #
Comment out to use CERTs otherwise PSK for IPSec between
pan-mgmt and pan-ngfw #IPSEC CERT BYPASS: "" # No values
needed # Override auto-detect of jumbo-frame mode and

force enable system-wide #PAN JUMBO FRAME ENABLED: "true" #
Start MGMT pod with GTP enabled.For complete functionality,
need GTP # enable at Panorama as well. #PAN GTP_ENABLED:
"true" # Enable high feature capacities.These need high
memory for MGMT pod and # higher/matching memory than
specified below for NGFW pod. #PAN NGFW MEMORY="6Gi"

#PAN NGFW MEMORY="40Gi" # For enabling faster datapath -

AF XDP, default is AF PACKETV2.This requires kernel support.
#PAN DATA MODE: "next- -gen" #HPA params #PAN CLOUD:"EKS"

#PAN_ NAMESPACE EKS:"EKSNamespace" #PUSH INTERVAL:"15" #time
interval to publish metrics to AWS cloudwatch

pan-cn-mgmt.yaml {475 451

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. f§if] Kubectl 3£ yaml 31
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml
B2 4T pan-mgmt-serviceaccount.yaml, FiHE e & 2 1/ AR 58 A ST S 0 B0k Gl e 11l 5%
ik
4. ETIEAT LA N AU IE CN-MGMT Pod 275 L 30
kubectl get pods -1 app=pan-mgmt -n kube-system

KEITHE 5 2 6 738 I A

7E i A2 CN R 1 [ -k di 15 ©2024 Palo Alto Networks, Inc.
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STEP 7| #%8 CN-NGFW Pod.

L B5F 275 3% PAN-CN-NGFW-CONFIGMAP i1 PAN-CN-NGFW H (140 15 B & 24
YAML A4

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f§i[f] Kubectl apply iz4T pan-cn-ngfw-configmap.yaml (14
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. {if] Kubectl apply iz pan-cn-ngfw.yaml 1.
kubectl apply -f pan-cn-ngfw.yaml
4. WA CHE CN-NGFW Pod.
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

E i AA HL 308 CN &R A1) 15 2k di 16 ©2024 Palo Alto Networks, Inc.



£ GKE % CN & 41Bj k%

STEP 8| jiid 447 L N 23R8 Fl7K T Pod [ Zh45 7K :

1

£ CN RV P IR PR HERR XA R P IS e 25 o SRREAA R AL AIE . K8s Bl §iE
k.

M Palo Alto Networks GitHub {74if = T % GKE 4#5E i) HPA yaml SCf4.

W CN-MGMT #BE1E B & Lan & Z A, 3G H B @ r 4 258 38 pan-cn-
adapater.yaml . BRiA 44 75 [ kube-system.

R E T GKE K pan-cn-mgmt-configmap.yaml H1 () HPA 2.

#PAN_CLOUD: "GKE"

#HPA_NAME: "<name>" #unique name to identify hpa resource per
namespace or per tenant

#PUSH_INTERVAL:"15" #time interval to publish metrics to
stackdriver

{5 F I TiH pan-cn-mgmt-configmap.yaml SCAHEE B HPA_NAME (B #2455 158k
pan-cn-hpa-dp.yaml £l pan-cn-hpa-mp.yam\l, JFAR¥EZfb % i) HPA 55545

O PNZIE NI O

2 (Hie) SR NFBORAERAG A IE S S IR . RN iR e, {8
FRIME

3. (i) HEEEMTY RMENEARERE . RAE SOXEE, N2 ERME.
4. fRAFEE L.
2 HPA yaml SCAF . 2542 B8 T I A It 0 2 X e S0k
1. f# ] Kubectl 217 pan-cn-adapter.yaml
kubectl apply -f pan-cn-adapter.yaml
2. {fi /]l Kubectl 3217 pan-cn-croleyaml
kubectl apply -f pan-cn-crole.yaml
3. fiiH Kubectl 3217 pan-cn-hpa-dp.yaml
kubectl apply -f pan-cn-hpa-dp.yaml
4. fii Ffl Kubectl i21T pan-cn-hpa-mp.yaml
kubectl apply -f pan-cn-hpa-mp.yaml
B
¥ kubectl 3510k H 5 AR bR A 44 75 (8] H € XARPRIERCAS Pod A2 1 427 -
kubectl get pods -n custom-metrics
* A kubect! K7 HPA %5
kubectl get hpa -n kube-system

{E 2 ity A Hh 58

B CN 251155 K 17 ©2024 Palo Alto Networks, Inc.
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kubectl describe hpa <hpa-name> -n kube-system
BREZER, WBWSRE CN 251 FJEHKF Pod H 3146

STEP 9| BG1E%R 75 7T LAYE Kubernetes 47 1% %] CN-MGMT. CN-NGFW #1 PAN-CNI.
kubectl -n kube-system get pods
STEP 10| R FHFRFY yaml SCAF sl 4 25 R I RE,  DMERKE SR 1 8T Pod (1378 & 28 [7) 3 B K 4
TR EASIMOL T M, LUK IR R E 71 2] CN-NGFW K474 7
annotations: paloaltonetworks.com/firewall: pan-fw
B, X “default” 44 7 [A) A B Pod:

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

‘ FEREAEF & 1, 247 CONI IR (66 h s pan-oni ik, wf LS 23 H FEr Pod.
EG LA, (b2 R AE R IR Pod YAML i e 45

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:Directory

STEP 11| FeAE 338 N R T«

(5 7= FIAS HE 5558 CN & 415 ki 18 ©2024 Palo Alto Networks, Inc.
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7 GKE ¥ CN #41[ k58 E A DaemonSet

LEAT AL AT DA 2 IR A 42
CN-Seriesz 2 « CN-Series 10.1.x or above Container Images
* iZ4T PAN-OS 10.1.x B 5 & i A 11
Panorama

il Helm %% CN %741 Helm 3.6 or
above version client

Jo

SE UL T AR AE GKE 1 & K CN R 51IB5 kb #4528y Daemonset:

{E 2 i AUAHL S CN R A1 K 3 19 ©2024 Palo Alto Networks, Inc.
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STEP 1| %% Kubernetes £ 1.
BLIE GKE HOIEERE, THHAT LT HAE:
1 d SSER, #3] Kubernetes Engine, $RJ5 A FR8ERE.

= Google Cloud Platform 3= gcppavmga v Q  Search products

A  Home >
PINNED

& Biling

© 1AM & Admin >
APL  APIs & Services >
Y Marketplace

{&}  Compute Engine >
= Cloud Storage >
i1 vecnework >
)»  Cloud Run

€ saL

@  Kubemetes Engine >
@ BigQuery >

ALLPRODUCTS v

2. 5} Create (4% .
3. e GKE FrkfE N E Al F £ R, ARG i E

«c>cqo e * »
i Appe © Fao Ao Networks.. @ Google CoudSexrch 3¢ Style & Virtng Gui. % Frewallse s Pitor. & For Remote Wieco.. @8 G % s X 32 20210721 Mestin.. 3% Dashoosrd- Corfo.. [B AEM STAGING w11

Create cluster

‘Select the cluster mode that you want to use.

GKE Standard

Leam more

GKE Autopilot

configuration required. Lear more

CANCEL

4 NEREAGR, GEAKR. A, 8. WA TM, RERLEIE.

15 TR FIASHE B 2 CN B 77 5 K b 20 ©2024 Palo Alto Networks, Inc.
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= Google Cloud Platform & geppavmga « Q_  Search products and

& Create a Kubernetes cluster [ ADD NODE POOL @ REMOVE NODE POOL
® Cluster basics I Cluster basics
NODEPOOLS The new cluster will be created with the name, version, and in the location you specify
here. After the cluster is created, name and location can't be changed
®  default-pool v
CLUSTER

To experiment with an affordable cluster, try My first cluster in the Cluster

i t-up guid
®  Automation set-up guides

Name
Networkin
o 9 cluster-1 ]
Some form fields are incorrect
®  Security Locatien type
@ zonal
® Metadata O Regional
® Features Zone
us-centrall-¢ - @

[[] specify default node locations @

Current default: us-centrall-c

Control plane version

Choose a release channel for automatic management of your cluster's Version and upgrade
cadence. Choose a static version for more direct management of your cluster's version. Learn
more.

O static version

@® Release channel

Release channel

Regular channel (default) -
Version
1.20.10-gke.301 (default) -

an REERETE CKE L, iR it f Kubernetes o) 46 5mg APl DL VFAERET HE 51 4
SE SV HIBAE ) Pod, kg, CN-NGFW 1 CN-MGMT Pod 34738 % ) 75 2
API

< Create a Kubernetes cluster

CPU platiorm and GPU

Autoupgrade: On & Create & Kuberetes cluster

More options

+ Add node pool

Enable Cloud Run for Anthos

¥ Availability, nafworking, security, and additional features
working, sacurity, patures

BAESEREE A R BT WIRIZIEREERA CN 20 R0 20K, DUME ORI kb
kubectl get nodes

kubectl describe node <node-name>

A M P A EA R FHIER, PL T AR E T R AT CPU AT AE

CPU. WAFFIREEAF i 70 PR B T8 oK o W52 CN R SR PERE AT ek

1E 2 i A A HL 3 2B CN R A1 5 ok 555 21 ©2024 Palo Alto Networks, Inc.
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WtRAE LR E
o WdEim S IPHiE, FFFE Panorama LB APl RS 5.

Cluster Definition

APl server address | 10.2.
Type | Native-Kubernetes

Credentials
Label Selector Label Filter Custom Certificate

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER

Validate

Panorama i JH it 1P k%42 5] Kubernetes ££5,
HRELZER, &S K E Kubernetes ffiff LI R

Oitems 9 w

APPLY ON

“ Cancel

* M Panorama IS SERAR MERR A FR . W A FR. Panorama P Ml fTa] i i) H B U SE AR 2H 44

PR

fERImAIAI IR E CN A 51 K b5k 22
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£ GKE % CN & 41Bj k%

STEP 2|

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

COLLECTORS &

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors

n Coneel

BHREAMER, BSOS A& ALFIET HEAL o

WS BARIS LA K B 3 PIN 1D A .

BrarAg  BEB) R A UG A AL E .

(n[7E) B E Kubernetes 394 Panorama it B 1 H & XAE+S, 2258 it 04T LA F fiy

A RBIEIE . AEE N cacrt FICHF 4. pan-cn-mgmt.yaml F1 pan-cn-ngfw.yaml 1 5
SE SCUE 380 & AT 1Y)

kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

STEP 3| %t YAML SCAF LR B8 CN R AR5 JCHEFT 76 PR (5 B o

EHREE M YAML XA giste, DS Google &4+t MR AR IF IR BT R IS
. AREMER, WwSH CN 2517 B% yaml SCIFH )R] G4 24

fE 2l

S A H B CN &R A B ks 23 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/editable-parameters-in-cn-series-deployment-yaml-files

£ GKE % CN & 41Bj k%

STEP 4| #:%8 CNI DaemonSet.

CNI & %24E K DaemonSet 32 (AT f—A Pod) , 3 HAE CN-NGFW Pod | Ry i b8
FIREAN B R P QI AN . kubect! iy 23217 pan-cni YAML SCEERT, 1282806 o &
AT B AR SS R —5B 4

1 CN RFI; KBS T E =A B BARBUR RS, 1 ek P 42885 k1% 5 Kubernetes £
HERPEHATIAE . B2 CN R 5EERE S S0 UE B2 A 550K ), FFE6AIE A2 75 C % pan-cni-
serviceaccount.yaml €1 Z AR 551K 7 .

2. f# ] Kubectl iz47 pan-cni-configmap.yaml SC 14
kubectl apply -f pan-cni-configmap.yaml
3. f§i ] Kubectl 34T pan-cni.yaml SC1F.

kubectl apply -f pan-cni.yaml
4. BHF R 7S C &2 pan-cni-configmap 1 pan-cni YAML S04
1847 LR a2 IRk 2 15 5 BL R R AR L

fcloudshell: {w arias- mktplacu) kubectl get pods =-n kube-system | grep pan-cni
-n 2 s

Running 0

Running a

z Running o
Bcloudshell: (wm arias-mktplace) 5

(E i AUA H 5B 28 CN R A1 B kbl 24 ©2024 Palo Alto Networks, Inc.
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£ GKE L#58 CN & 5B kb

STEPS| #5%& CN-MGMT Stateful Set.

BAANB S, #EE P AR EHE DR StatefulSet. % 7] LUK 30 /N7 kB CN-
NGFW Pod % #2281 CN-MGMT Stateful Set.

1 B3R B2 8L pan-cn-mgmt-configmap 1 pan-cn-mgmt YAML SCA4:

1E i FUAH 352 CN 41 By K % 25 ©2024 Palo Alto Networks, Inc.
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79 pan-cn-mgmt-configmap

name: pan-mgmt-config

metadata:

namespace: kube-system

data:

PAN SERVICE NAME: pan-mgmt-svc
PAN MGMT_ SECRET: pan-mgmt-secret
# Panorama settings

PAN PANORAMA IP: "x.y.z.a"

PAN DEVICE GROUP: "dg-1"

PAN TEMPLATE STACK: "temp-stack-1"
PAN_CGNAME: "CG-GKE"
Non-mandatory parameters

#Recommended to have same name as the cluster name provided in
Panorama Kubernetes plugin - helps with easier identification
of pods if managing multiple clusters with same Panorama

#CLUSTER NAME: "<Cluster name>"
#PAN_ PANORAMA IP2: ""

#Comment out to use CERTs otherwise PSK for IPSec between pan-
mgmt and pan-ngfw

#IPSEC CERT BYPASS: "*
#No values needed

#0verride auto-detect of jumbo-frame mode and force enable
system-wide#PAN JUMBO FRAME ENABLED: "true"

#Start MGMT pod with GTP enabled.For complete functionality,
need GTP enable at Panorama as well.

FE 7 U LA Hln 35 8 Cy\#PANi}GTpiENABLED « "true" 26 ©2024 Palo Alto Networks, Inc.

#Enable high feature capacities.These need high memory for
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pan-cn-mgmt.yam| SCA4 7R

initContainers:
- name: pan-mgmt-init
image: <your-private-registry-image-path>
containers: - name: pan-mgmt
image: <your-private-registry-image-path>

terminationMessagePolicy:FallbackToLogsOnError

2. {§ ] Kubectl iZ4T yaml 31
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml

SRR 22 R A SE BN S SO IR G 2R AR S50k ), DA ZiiE 4T pan-mgmt-
serviceaccount.yaml .

3. Z8iiE CN-MGMT Pod /& % i 51«
KATES 2 6 74Py E .
{f ] kubectl get pods -1 app=pan-mgmt -n kube-system
NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1
Running 0 27hpan-mgmt-sts-1 1/1 Running 0 27h

(F Zim A AS HE 528 CN &R A1 B ok b 27 ©2024 Palo Alto Networks, Inc.
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STEP6| #5& CN-NGFW Pod.
BRAATE LT, BB K B %8s~ i CN-NGFW Pod 1E 5 DaemonSet % . CN-NFGW Pod [t 5245
AR A B E 30 AN AR Pod &

1 884F R TS 2 3% PAN-CN-NGFW-CONFIGMAP Fi1 PAN-CN-NGFW 5 {3 4 33 B A& 2%
YAML A

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f# ] Kubectl apply iz 47 pan-cn-ngfw-configmap.yaml 314
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. fdi ] Kubectl apply iz47 pan-cn-ngfw.yaml SC1F.
kubectl apply -f pan-cn-ngfw.yaml
4. IOUEFTH CN-NGFW Pod J& 75 IETEIZ AT (AEREREATT AR —A)
PUR A 4 AN s At S 3 00 i 7 191
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>

(F Zim A AS HE 528 CN &R A1 B ok b 28 ©2024 Palo Alto Networks, Inc.
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STEP 7|

kubectl -n kube-system

© © O O O O O 0o o o o

RIS 275 7] PAYE Kubernetes Z£3f & 2] CN-MGMT. CN-NGFW #i1 PAN-CNI .

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571lm
27hpan-cni-h571m
27hpan-cni-j62rk
27hpan-cni-1lmxdz

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running

27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

27hpan-ngfw-ds-qsrmé 1/1 Running

0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

STEP 8| SRR HFRF yaml LA 44

Biln, X “default” iy

STEP |

annotations:

] R A 8T Pod:

paloaltonetworks.com/firewall: pan-fw

FIRTRINERE,  LAEHS R B H3Hr Pod & H5E A 217 k55
T EIINCLTIEME,  PLRHR R € 7 21 CN-NGFW Rt T i & -

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

. R 5 b, ém% CNI i - A o pan-cni iy, w7 LA A2 Pod. Dy
et G LR L

WAZBHE BN R AE R I FE 7 Pod YAML rhifs

T

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:Directory

FESERE A N R o

{E 7 Uit FAS b 8

# CN R 71IB5 Jhli

29
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TECHDOCS

£ OKE 3% CN &5 K3

|

FEAT AL R LA 2 i E e A ?
* CN-Seriesiii & « CN-Series 10.1.x or above Container Images
* 1247 PAN-OS 10.1.x 55 i R A (1]
Panorama

« {§iFH Helm 38 CN %7411 Helm 3.6 or
above version client

Oracle Kubernetes Engine (OKE) /& —#f OCI lR%5, 7] ###li# Kubernetes S84, I7E, &0 LAAE
OKE 48 ¥ CN %4115 k85 1F v DaemonSet #%, 4 Kubernetes £ 4 IR %5345

FEAIH CN #51{9" Kubernetes 15[ % 4t &% CN AR BUAZ TARREE R s B e, &

UG OKE T & E#EE CN R5UB5 khi, DR A — SRR PR gt 2 8], DARR A Al TAR
TR (I B RBRIERNLIR S5 45 Z R & .

== g e v Kubernetes T- H. ()41 kubect! g Helm) 3522 Fi/gr 1 Kubernetes &2, i
ﬁﬁ%xﬁ%‘%ﬂﬁﬁki IR 55 .

HrFE e, Emem i Helm BB S CN A 2IP7 ki Panorama 34 &
TE A Kubernet% ;%ﬁm%ﬁn 38 fr) Orchestrator, 145 Kubernetes 3215 L 42 41L F
T A B AR - U\ﬁiﬁﬁﬁ‘ﬂ:?{ﬁﬁ’ﬁ%iﬁiﬁiﬁﬁ Helm i Terraform (¢ CN
EY I8

* 7E OKE B CN &% 15 k53 2% A Kubernetes i 5%
* 1E OKE ¥ CN &% -k 553552 - DaemonSet
MECN z %R DaemonSet i EiT£2 31 CN RFIENAR S 2 /1 (R ZIR8R) , 148 Al g

ﬁg%ﬂhﬂg plugin-serviceaccount.yaml isewigizp s VS0
GrIE B ik 55

* & OKE [y CN z 732 )y DaemonSet v}, fgefpfe pan-plugin-cluster-
mode-secret

* 1£ OKE Ly CN g71j3 % )y Kubernetes i s pf, 0 4ify ¢ pan-plugin-
cluster-mode-secret,

31
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https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/deploy-cn-series-firewalls-with-and-without-the-helm-repository
https://github.com/PaloAltoNetworks/cn-series-helm
https://github.com/PaloAltoNetworks/cn-series-deploy
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series
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£ OKE ¥ CN ZR51[)5 k153 N Kubernetes iR 55

CET AR T LU 2 i ER A A2
+ CN-Seriesi® « CN-Series 10.1.x or above Container Images
* iZ4T PAN-OS 10.1.x B 5 & i A 11
Panorama

il Helm %% CN %741 Helm 3.6 or
above version client

SERLA I FE ATE OKE “F & 4% CN &1 B k353 Kubernetes i %5 .

Oracle Linux 85 #ff: % 72 OKE |38 CN 25115 s 1o — 2K F7 85

{E 2 i AUAHL S CN R A1 K 3 32 ©2024 Palo Alto Networks, Inc.
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STEP 1| %% Kubernetes &5
BLE OKE O EERE, THHAT L N RAE:
1 %33 “Oracle =3ERl2EM7

\CLE" Cloud Infrastructure

&

Signing in to cloud tenant:

Change tenant

Sign in with your Oracle Cloud Infrastructure credentials

USER MAME

PASSWORD

Forgot password?

2. i SRR, BREMIR T EMTETF, R RN RIRS .
3. #5f Kubernetes £
4 A XEBIF R A AR

1z A HL B CN R 1 5 K 5% 33 ©2024 Palo Alto Networks, Inc.
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ACLE Cloud O\ US West (Phoenix) &

rs Clusters in Tutorial2 Compartment

rs Clusters Requirements: Preparing for Container Engine for Kubernetes
: Show more information
Create Cluster

pe

Name Status Node Pools VCN Version Cre
ENT
2 o Mo clusters exist. Create one to get started.
ootj Tutorials
e and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or if

S fE “QIEERE” XHEMES, Pk, K5 R 3 TR,
6. TEQUEER T L, i NER AR TE(E S .

[R5 i s AVY R WSk 2 PN IR ES A [ED S

8. ff “Mvdr” TUm b, HhGI@ER.

1z AUAS HE B 28 CN &R 417 k% 34 ©2024 Palo Alto Networks, Inc.
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RACL € Cloud ' US West (Phoenix) v l::

r Creation

= Cluster
- Resources to be created
W

Basic Information

Cluster Name: clusteri
Compartment: Tutorial2

Version: v1.18.10

Network

Compartment: Tutorial2 MNetwork Security Groups: Mot Enabled

VCN oke-ven-guick- Kubernetes API Private Auto

Name: cluster1-4baf5720a Endpoint: Assigned
Kubernetes APl Public Auto
Endpoint: Assigned

Kubernetes CIDR Block: 10.95.0.0/16

Create Cluster Cancel

and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or its

L R CN R0 k26 HEUR,  DUME SRR Kb
kubectl get nodes
kubectl describe node <node-name>
BEmAHH A ERE NEE, LT MR A BT P CPU MR AF .
CPU. WA AR Al 7 BoR BOR TR TR . 00 CN R VIPEREAT A e Pk
WA LA E R
o egEN A IP Mk, DUETE Panorama i B APl RS %5

fE ZURFIAHLEEE CON 51 Bl K 35 ©2024 Palo Alto Networks, Inc.
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Cluster Definition

Ty Native-Kubernetes

Label Selector Label Filter Custom Certifica
TAG PREFIX MAMESPACE

() Add

Panorama fi F It 1P Hiuht %45 3] Kubernetes 227,

Cancel

* M Panorama W EEREAR MERR 4 FR . W& ZH AR, Panorama P Huhit Al ATk (1) H R & 2

HAAFR .

General Monitoring Device Log Forwarding Collector Log For

rpgcpnew{RPGOOGGKEPRA1)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communication
t r ] ¥

1item

“ cancel

(E = AAS T B CN R 41 B ki 36
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BHREME R, BES RO B& A FIBRR R
o WERIRBURIS LA K H 33 PIN 1D HHE
o HERIF NIV RSB A A A
STEPZ[ (i) R4 7E Kubernetes #fi{F+ A Panorama it & 1 H & XGEF, WA Zulid $aT LT
A ROV . AEHE K cacrt HISCHE4 . pan-cn-mgmt-dynamic-pv.yaml 1 pan-cn-
ngfw.yaml 71 5 5 SCIE S 8 & Tk i .

kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

1z AUAS HE B 28 CN &R 417 k% 37 ©2024 Palo Alto Networks, Inc.
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated
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STEP 3| %t YAML SCAF LR HEEEE CN R AR5 JCHE BT 7 PR B o

apiVersion: vl

kind: ConfigMap

metadata:
name: pan-mgmt-config
namespace: kube-system

data:
PAN OPERATION MODE: "daemonset"
PAN SERVICE NAME: "pan-mgmt"
# Panorama settings
PAN PANORAMA IP: "BERI06NI8154"
PAN PANORAMA AUTH KEY:
PAN DEVICE GROUP: "dev-dg"
PAN TEMPLATE: "k8s-stack"

arameters

TR B YAML SO PAN._PANORAMA TP 44 (1){d 5 5£FR PanoramalP HuhikITEE, W1 R
B

<« C' A Not Securef 35.196.181.54/#jjancrama::dev-dg::panoramajtemplates Q % 0 @ €&

FD vm-paNoRAMA JASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE | PANORAMA

) Access Domain Q 2 itemns

=¥, Authentication Profile
E Althertication Sequenice [ NAME DESCRIPTION TYPE STACK DEVICES VARIABLES DEVICE KEY-VALUE TA
5] User identification template
% Data Redistribution [ kBs-stack template-stack K8S-Network-Setup Manage... No Devices in the stack
3 Device Quarantine
Managed Devices
Templates
s Device Groups
1 Managed Collectors
= Collector Groups
&) Certificate Management
5 certificates
S8 Certificate Profile
SSL/TLS Service Profile
A SCEP
I8 s5H service Profile
= Log Ingestion Profile
(3 Log Settings
9 server Profiles
:1"; SNMP Trap
&) sysiog
(R, Email
[ HrTe

[ RADIUS

[y scp

o T SRR E—— I

TR Y AML S04 _Ef PAN. DEVICE GROUP #il PAN TEMPLATE {2 %{#i 5 £ Panorama
A ) A AR HEAR R 2 FRUTHC, T T BT

(F Zim A AS HE 528 CN &R A1 B ok b 38 ©2024 Palo Alto Networks, Inc.
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<« C A NotSecure | 35.196.181.64/#panorama::dev-dg::panoramaj/device-groups aQa &% Q ¢

PANORAMA

VM-PANORAMA

) Access Domain Q

2items
Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE SYSTEM TEMPLAT
User Identification
, Data Redistribution I gy
Device Quarantine [ dev-dg kBs-stack

Managed Devices
Templates {:}
Device Groups
] Managed Collectors
3 Collector Groups
& Certificate Management
A Certificates
B Certificate Profile
1 SSL/TLS Service Profile
Ug Scep
4 s5H service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:L';‘ Server Profiles
&) SNMP Trap
&) syslog
Email
B HrTP
[# RraDIUS

EDSCP

T s i PAN_PANORAMA _CG_NAME i Z %18 5 82 I H B AR 2% 4 FRAH ] .

#D vm-panorAMA ASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE || PANORAMA

) Access Domain Q
Authentication Profile
E susthentication Sequence l NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
User Identification [ e demo-panorama hong
+% Data Redistribution
& Device Quarantine
Managed Devices
Templates
; Device Groups
} Managed Collectors
k= Collector Groups
& Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
[ scep

& SSH Service Profile
& Log Ingestion Profile
__] Log Settings
:1_;' Server Profiles

&) sNmPTrap

) systog

[E, emait

B Hrre

(& RADIUS

J_hscp

AREMER, ESH CN RIEE YAML ST T 9B 24
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STEP 4| 38 CN-NGFW fiR45. $ATLL R L I%.

PN K8s

Plugin

Shared k8s Cluster

A& N Kubernetes fik 551, CN-NGFW S a] DARBEAE 2 41 i b, 1N I RE /7 Pod it &
¥ 49 25 ) 1) AT ) CN-NGRW 3245 DLIEAT A 75 FH 52 it o

7 OKE -5 CN 251 Jc i 38y Kubernetes i 450, ] L) pan-cn-k8s-
service AHL 3 ey yaml S p,

Shared k8s Cluster

FE I ANAHE TS CN RS K i 40 ©2024 Palo Alto Networks, Inc.
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1 g [ pan-cni-serviceaccount.yaml SCAFEGAIE S 75 CL B AR 551K 7
2[R A1 8 FH T AR S O SR IR AR S5 K P o

2. f#iF] Kubectl iz47 pan-cni-configmap.yaml 314
kubectl apply -f pan-cni-configmap.yaml

3. f# [ kubectl iz47 pan-cn-ngfw-sve.yaml .
kubectl apply -f pan-cn-ngfw-svc.yaml

O iz yaml .yt pan-cni.yaml 2 i .

4. ¢ Kubectl iz47 pan-cni.yaml (44,
kubectl apply -f pan-cni.yaml
IHIE A2 75 EVB 2 pan-cni-configmap 1 pan-cni YAML (A4,
BATLL R A4 J‘JFQJIJE?FHJ hrss U\_F/TWH‘HU\

ce/gke (w eries-mktplace)$ kubectl ; et pods -n kube-system | grep pan-cni
Running mlls
Running 2mlls

Running 2ml2s
llﬂ‘_loud hell: ubernatas-master/pan-cn-kfs-service/gka (w1 arias-mktplaca)$

STEP5| % CN-MGMT Stateful Set.

ERIEOL , & B W IR T REN StatefulSet. 2 7T LLKS 30 M7 ki CN-
NGFW Pod i£#% %] CN-MGMT Stateful Set.

1 B4F R A 288 pan-cn-mgmt-configmap A1 pan-cn-mgmt YAML SCA4-.
OKE # ) pan-cn-mgmt-configmap 7~ .

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-

config namespace: kube-system data:PAN SERVICE NAME:
pan-mgmt-svc PAN MGMT SECRET: pan-mgmt-secret # Panorama
settlngs PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE ~GROUP:
"<panorama-device-group>" PAN  TEMPLATE_STACK: <panorama-

template-stack>" PAN CGNAME: "<panorama-collector-group>"
PAN_CTNR_MODE TYPE: "k8s-service" #Non-mandatory parameters #
Recommended to have same name as the cluster name provided in
Panorama Kubernetes plugin - helps with easier identification
of pods if managing multiple clusters with same Panorama
#CLUSTER NAME: "<Cluster name>" #PAN PANORAMA IP2: "" #
Comment out to use CERTs otherwise PSK for IPSec between pan-

mgmt and pan-ngfw #IPSEC CERT BYPASS: "" # No values needed

# Override auto-detect of jumbo-frame mode and force enable
system-wide #PAN JUMBO FRAME ENABLED: "true" # Start MGMT

pod with GTP enabled.For complete functionality, need GTP #
enable at Panorama as well. #PAN GTP_ENABLED: "true" # Enable
high feature capacities.These need high memory for MGMT pod
and # higher/matching memory than specified below for NGFW
pod. # Refer to the system requirements documentation to see

7E i A A H BB CN &R 41 b5 Kk kil 41 ©2024 Palo Alto Networks, Inc.
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the max supported NGFW CPU size # supported for each memory
profile. #PAN NGFW MEMORY:"6.5Gi" #PAN NGFW MEMORY:"48Gi"
#PAN NGFW MEMORY:"56Gi"

7~ pan-cn-mgmt-dynamic-pv.yaml

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path> command: ["/usr/bin/pan start.sh"]
imagePullPolicy:#h%

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

2. {§1F Kubect! 24T yaml 31,
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt-dynamic-pv.yaml
1B ZIIZ4T pan-mgmt-serviceaccount.yaml, FiHE2 & 2 A7 A 5E BN S HE S 00 B0k 1) 22 1 55
[

3. J@MIEfT LR Ay 4 5HE CN-MGMT Pod /2 75 £ 5 3
kubectl get pods -1 app=pan-mgmt -n kube-system
KL TEE 5 2 6 7B I TE .

STEP6| % CN-NGFW Pod.

1 584F RS £ 3% PAN-CN-NGFW-CONFIGMAP F11 PAN-CN-NGFW 5 ({3 48 3t B & %
YAML A%

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f§i i Kubectl apply iz1T pan-cn-ngfw-configmap.yaml C{4:.
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. {#i ] Kubectl apply i£1T pan-cn-ngfw.yaml 3044 .
kubectl apply -f pan-cn-ngfw.yaml
4. TN CHBE CN-NGFW Pod.
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

1 7 AL H 3 2 CN & 51 kb 42 ©2024 Palo Alto Networks, Inc.
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STEP 7| BG1E% & 75 ) LATE Kubernetes S8 & %] CN-MGMT. CN-NGFW il PAN-CNI.
kubectl -n kube-system get pods
STEP 8| R R yaml SCIEEr 44 23 R I RE, DA K 5 33T Pod f97 & 255 ) 1By Kk 4% o
TR EN ML R AR, DR & E 2 W) 31 CN-NGFW RiEAT A A
annotations: paloaltonetworks.com/firewall: pan-fw
B, X “default” 44 7S [A) T A8 Pod:

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

© TEHECEA B, g ONER s panoni i, ol LS his L Pod. Jy
G RO, A 7E IR LR Pod YAML i 2 %

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:Directory

STEPO| ZEAERE 8 N LT«

(F Zim A AS HE 528 CN &R A1 B ok b 43 ©2024 Palo Alto Networks, Inc.
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7 OKE ¥ CN #41[) k58 E A DaemonSet

CET AR T LU 2 i ER A A2
+ CN-Seriesi® « CN-Series 10.2.x or above Container Images
* iZ4T PAN-OS 10.2.x B 5 & i A 1)
Panorama

il Helm %% CN %741 Helm 3.6 or
above version client

SERM LA IR LIAE OKE 7 5 45 CN #4115 Kb &3 9 Daemonset:

Oracle Linux 85 #ff: % 72 OKE |38 CN 25115 s 1o — 2K F7 85

1 2 m AU H 358 CN &A1 B kb 44 ©2024 Palo Alto Networks, Inc.
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STEP 1| # % Kubernetes £ £f.
BIE OKE H QI SERE, IHHAT LA N HRAE:
1 %333 Oracle = F: Al it -

\CLE" Cloud Infrastructure

&

Signing in to cloud tenant:

Change tenant

Sign in with your Oracle Cloud Infrastructure credentials

USER MAME

PASSWORD

Forgot password?

2. i SRR, BREMIR T EMTETF, R RN RIRS .
3. #5f Kubernetes £
4 A XEBIF R A AR

1z A HL B CN R 1 5 K 5% 45 ©2024 Palo Alto Networks, Inc.
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ACLE Cloud O\ US West (Phoenix) &

rs Clusters in Tutorial2 Compartment

rs Clusters Requirements: Preparing for Container Engine for Kubernetes
: Show more information
Create Cluster

pe

Name Status Node Pools VCN Version Cre
ENT
2 o Mo clusters exist. Create one to get started.
ootj Tutorials
e and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or if

S fE “QIEERE” XHEMES, Pk, K5 R 3 TR,
6. TEQUEER T L, i NER AR TE(E S .

[R5 i s AVY R WSk 2 PN IR ES A [ED S

8. ff “Mvdr” TUm b, HhGI@ER.
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RACL € Cloud (Ll US West (Phoenix) v l::

r Creation

= Cluster
- Resources to be created
W

Basic Information

Cluster Name: clusteri
Compartment: Tutorial2

Version: v1.18.10

Network

Compartment: Tutorial2 MNetwork Security Groups: Mot Enabled

VCN oke-ven-guick- Kubernetes API Private Auto

Name: cluster1-4baf5720a Endpoint: Assigned
Kubernetes APl Public Auto
Endpoint: Assigned

Kubernetes CIDR Block: 10.95.0.0/16

Create Cluster Cancel

and Privacy  Cookie Preferences Copyright © 2019, Oracle and/or its
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A RE(E OKE I, i {2 i) Kubernetes o2 izms AP bl o Vi S04 3 57 9
SEALVFHI LB (5 Pod, [FEE, CN-NGFW I CN-MGMT Pod i £33 {5 th 75 32t
API

< Create a Kubernetes cluster

CPU plattorm and GPU

Auto-upgrade: On & Create s Kubemetes cluster

More options

+ Add nade pool

Enable Cloud Run for Anthos

¥ Availability, networking, security, and additional features

WA A SRR IR, WIIREERERA CN RO AT B, DM S B Kdis .
kubectl get nodes

kubectl describe node <node-name>

HE M AR E FTRER, LT MRE S R T8 CPU M AT

CPU. WAAMBELAF 7 BCR BUR TR K . 1S5 CN R AIIVERERT T 5 ek
B LA E R

W AU IP ik, FT7E Panorama b E API iR %52

1 2 FIACHO 2B ON BBl K 48 ©2024 Palo Alto Networks, Inc.
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Cluster Definition

Name
Description
APl server address | 10.2.

Type | Native-Kubernetes

Credentials
Label Selector Label Filter Custom Certificate
LABEL SELECTOR
TAG PREFIX MNAMESPACE FILTER
(® Add
Validate

Panorama i FH it 1P k%52 5] Kubernetes S,
BHRELER, &S0 K E Kubernetes ffi 1 L R
M Panorama IS SERAR MERR A FR . WA FR. Panorama P Hihi FTa] i i) H B U SE A 20 4

o

Oitems 9 b4

APPLY ON

“ Cdl el

fERImAIAI IR E CN A 51 K b5k

49
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STEP 2|

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

COLLECTORS &

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors

n Coneel

BHREAMER, BSOS A& ALFIET HEAL o

WS BARIS LA K B 3 PIN 1D A .

BrarAg  BEB) R A UG A AL E .

(nl i) tnHRAELE Kubernetes #if4: 4 2y Panorama it & 7 A 5& XAF 5, M AZ05@ i HAT AT

A R P . AEFE K cacrt F 4. pan-cn-mgmt-dynamic-pv.yaml 1 pan-cn-
ngfw.yaml ' B & SGIE S 40 2 ik .

kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

STEP 3| %t YAML SCAF LR B8 CN R AR5 JCHEFT 76 PR (5 B o

BHREBH YAML X rmg sz, UEIEFAE Google B st MR A IFRILT TR NS
. ArRE4{EE, 52 CN- SerlesﬁF% yaml S ] Ym iR S5

fE 2l

Ui A ASHE AR B CN £ 41 5 -k b 50 ©2024 Palo Alto Networks, Inc.
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STEP 4| #:%8 CNI DaemonSet.

CNI 25224 DaemonSet #128 (AT S —A Pod) , JFHAE CN-NGFW Pod | g% s |30 &
FIEEAS N AR 7 B s AN 1. d T kubectl #iv4- 1217 pan-cni YAML SCHERE, 228 286 BN &
AT B AR SS R —5B 4

£ OKE 3% CN %1 ks 2 4y Daemonset i}, 4 LA Fi pan-cn-k8s-
daemonset A H1 e A4 e g yaml s

1 CN R kb 5 B = A B RACBUR RS, xSk P 2R S7 k3% 5 Kubernetes £
IR TIAG . B CN-Series 04 FH T4 SO0 S0 UE IR IK 7, FFIRIEIS R A
T4 F pan-cni-serviceaccount.yaml 1) il 251K 7

2. f#iJf] Kubectl i&4T pan-cni-configmap.yaml (14
kubectl apply -f pan-cni-configmap.yaml

3. {# ] Kubectl iZ1T pan-cni.yaml 314

kubectl apply -f pan-cni.yaml
4. IR TS BB pan-cni- conflgmap F1 pan-cni YAML (1.
AT LN a2 IR R 2 5 5 BL R R B AE L

[i‘_loud hell: (v erias-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
Running 2mlls
Running
Running

@Llnud_.hell 3 {w eries-mktplace)$

STEPS| #B# CN-MGMT Stateful Set.

BOEHLS, SEE P ARMEE NN StatefulSet. 5% % 1] LUK 30 /MBi k3 CN-
NGFW Pod %4 %] CN-MGMT Stateful Set.

1 B4FRE B8k pan-cn-mgmt-configmap I pan-cn-mgmt YAML (A%

715 pan-cn-mgmt-configmap

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-
config namespace: kube-system data:PAN SERVICE NAME:
pan-mgmt-svc PAN MGMT SECRET: pan-mgmt-secret # Panorama
settlngs PAN PANORAMA IP: "<panorama-IP>" PAN_DEVICE_GROUP:
"<panorama-device-group>" PAN TEMPLATE STACK: "<panorama-
template-stack>" PAN CGNAME: "<panorama-collector-group>"#Non-
mandatory parameters # Recommended to have same name as
the cluster name provided in Panorama Kubernetes plugin
- helps with easier identification of pods if managing
multiple clusters with same Panorama #CLUSTER NAME: "<Cluster
name>" #PAN_ PANORAMA IP2: "" # Comment out to use CERTs
otherwise PSK for IPSec between pan-mgmt and pan-ngfw
#IPSEC CERT BYPASS: "" # No values needed # Override auto-
detect of jumbo-frame mode and force enable system-wide
#PAN JUMBO FRAME ENABLED: "true" # Start MGMT pod with GTP
enabled.For complete functionality, need GTP # enable at
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https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0/pan-cn-k8s-daemonset/native
https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0/pan-cn-k8s-daemonset/native
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series

£ OKE F#58 CN & 41Bh kG

Panorama as well. #PAN GTP_ENABLED: "true" # Enable high
feature capacities.These need high memory for MGMT pod and
# higher/matching memory than specified below for NGFW pod.
# Refer to the system requirements documentation to see
the max supported NGFW CPU size # supported for each memory
profile. #PAN NGFW MEMORY:"6.5Gi" #PAN NGFW MEMORY:"48Gi"
#PAN NGFW_ MEMORY: "56Gi"

s pan-cn-mgmt-dynamic-pv.yaml

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

2. {fi [ Kubectl i£47 yaml 1.
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt-dynamic-pv.yaml

U B 2 TR TE RO S A SR B 2 I 55k, WL ZTiE AT pan-mgmt-
serviceaccount.yaml .

3. I%iF CN-MGMT Pod & 55 3.
KRE)TE 5 &2 6 5B I [a]
{#H kubectl get pods -1 app=pan-mgmt -n kube-system
NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1
Running 0 27hpan-mgmt-sts-1 1/1 Running 0 27h
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STEP 6| #28 CN-NGFW Pod.
BRSBTS, Bk EEEdE 71 CN-NGFW Pod #5% ;) DaemonSet. CN-NFGW Pod ) 52451 7] {547
i L% 30 M AT Pod IR .

1 884F R TS 2 3% PAN-CN-NGFW-CONFIGMAP Fi1 PAN-CN-NGFW 5 {3 4 33 B A& 2%
YAML A

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f# ] Kubectl apply iz 47 pan-cn-ngfw-configmap.yaml 314
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. fdi ] Kubectl apply iz47 pan-cn-ngfw.yaml SC1F.
kubectl apply -f pan-cn-ngfw.yaml
4. IOUEFTH CN-NGFW Pod J& 75 IETEIZ AT (AEREREATT AR —A)
PUR A 4 AN s At S 3 00 i 7 191
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>
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STEP 7|

kubectl -n kube-system

© © O O O O O 0o o o o

27hpan-ngfw-ds-qsrmé 1/1 Running
0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

RIS 275 7] PAYE Kubernetes Z£3f & 2] CN-MGMT. CN-NGFW #i1 PAN-CNI .

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571lm
27hpan-cni-h571m
27hpan-cni-j62rk
27hpan-cni-1lmxdz

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running

27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

STEP 8| SRR HFRF yaml LA 44

Biln, X “default” iy

STEP |

annotations:

] R A 8T Pod:

paloaltonetworks.com/firewall: pan-fw

FIRTRINERE,  LAEHS R B H3Hr Pod & H5E A 217 k55
T EIINCLTIEME,  PLRHR R € 7 21 CN-NGFW Rt T i & -

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

. R 5 b, ém% CNI i - A o pan-cni iy, w7 LA A2 Pod. Dy
et G LR L

WAZBHE BN R AE R I FE 7 Pod YAML rhifs

T

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:Directory

FESERE A N R o

{E 7 Uit FAS b 8

# CN R 71IB5 Jhli
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* CN-Seriesii & o CN-Series 10.1.x or above Container Images
* 84T PAN-OS 10.1.x 5 5 = R AS )
Panorama

« {§iFH Helm 38 CN %7411 Helm 3.6 or
above version client

FEAH] CN #5174 Kubernetes #1512 4= &% CN R 5IH E ANZ TR RN S PMd 5, &
ATUUTAGE AWS EKS - & EEIE CN R 4P K, LRI R — e P A e 2 0], DAR 2 s AN oAl
TAREEEA (BB BRI ST 8% ) Z IRl & .

{657 T b Kubernetes T FL ({1 i1 kubect] s Helm) #3217 5. Kubernetes £z, [
R FF RN R %

HRELEE, Hap I Helm EERABIGEE CN R4 K5 | Panorama g4 &
1N Kubernetes A 3 2 0 4% 7 ) Orchestrator , 4144 Kubernetes 32 {1t 75 & $21t FH
TR H RN . LT uﬁﬂﬁi@i%ﬁ@*ﬁm 8 B A Helm Ay Terraform g CN
25,
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« # CN R51Pj kil &y AWS EKS | ) Daemonset

« M AWS Marketplace #% CN # 4]

MEN %1 Hj) DaemonSet 3BT 4% 51 CN RAIRIAR S 2 57 (RZIFMR) , Bb U Bk

sp@m gy plugin-serviceaccount.yaml & 4w, lﬁ;ﬁlﬂh#ﬁﬁam
BerIE B 2 i 25 ke

* & EKS |34 CN z 752 )y DaemonSet v}, Rierige pan-plugin-cluster-
mode-secret,

* 76 EKS L CN #5355 4y Kubernetes j st w47 2 pan-plugin-
cluster-mode-secret,
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+ CN-Seriesi® « CN-Series 10.1.x or above Container Images
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Panorama

il Helm %% CN %741 Helm 3.6 or
above version client

SERCCA R AR LK CN 2 51 B K 3% 1% 9 Kubernetes fiR 55
IR, EWE CN &5 YAML CIERCA S PAN OS RS 2 -
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STEP 1| ## Kubernetes #%f.
BE AWSEKS a2 ERE, TEHAT L EAE:

1. i Services (JiIR%) SfizEH, #3 Containers (%% ->Elastic Kubernetes
Service (Elastic Kubernetes fili%%) -

aaaaaaaa

2. #5f CreateCluster (fIEEEERE) .

3 HEHRNIEER, A58 Create (618 .

aws

151 Services

Configure cluster

step Cluster configuration infs
Nan
Stey
gy Ente
Clustereks1
Step

Kubernetes version Info
Select the Kubemetes versian for this dluster.

121 v

Clusi
Select
To o

A Recired

Secrets encryption info
Pi—

L SOUFEERER S H R BIR. MR EE R CN RVL AR, DUE SRR k4 o
kubectl get nodes

kubectl describe node <node-name>

HE AR AEERRE NRER, TR EN A BT CPU AT AE
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£ EKS E#BE CN R 4115 kI

CPU. WAEMBEELAF il 7 BOR R T8I K . S5 CN RS PERERT A ek
HtRA LU E B

o WedEum S IP HihE, AT/ Panorama B APl iR%5 4% . Panorama i FH It 1P Mkt i 4%
FI| Kubernetes £ .

« M Panorama WEE IR MERF A AR B4R Panorama | P ik AT eT % ) H B U 82 2%
HAFR

o RIS LA K H 3hvEM PIN ID A
o BB R BB AR A WS A AL E

STEP 2] (/i) R A&7E Kubernetes 4 {24 Panorama it & 1 [ 7€ SCUE TS, W Ui $4T BA R iy
LKA H . AEE K cacrt H IS4 . pan-cn-mgmt.yaml F1 pan-cn-ngfw.yaml H' H
7€ SCUE ) HCR /2 ATk i .
kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

STEP 3| il YAML SCAF LR BEHEE CN R 4B JCE BT 75 I PR (5 B

BHEE S YAML SR BB AR, RS A TENR KR I R RS 8. AR e
58, EZM CN R5EE yaml X R W] 4R S 4

STEP 4| Wafifsa. BB (e AWS Outpost |- ff) CN 271, i A7 X505 5 aws-ebs-
csi-driver, LA#fif& Outpost fEZIAHF AN (PV) Q% H7] )\ Outpost $i1 5L »

1 WAL yaml.

kubectl apply -k "github.com/kubernetes-sigs/aws-ebs-csi-driver/
deploy/kubernetes/overlays/stable/?ref=release-0.10"

2. IOUF ebs-sc ¥ Il A2 1T EAEISAT .
kubectl -n kube-system get pods
3. ¥ pan-cn-storage-class.yaml LAVLHED PL R 7R .

apiVersion: v1 kind:StorageClass apiVersion: storage.k8s.io/
vl metadata: name: ebs-sc provisioner: ebs.csi.aws.com
volumeBindingMode:WaitForFirstConsumer parameters: type: gp2

4. ¥ storageClassName: ebs-sc #s1%E] pan-cn-mgmt.yaml fU0 R s S .

volumeClaimTemplates: - metadata: name: panlogs spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for logging accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc // resources: requests: storage:20Gi
# change this to 200Gi while using storageClassName

for better disk iops - metadata: name: varlogpan spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for dp logs accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:20Gi #
change this to 200Gi while using storageClassName for better
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disk iops - metadata: name: varcores spec: accessModes:

[ "ReadWriteOnce" ] storageClassName: ebs-sc resources:
requests: storage:2Gi - metadata: name: panplugincfg spec:
accessModes: [ "ReadWriteOnce" ] storageClassName: ebs-sc
resources: requests: storage:1Gi - metadata: name: panconfig
spec: accessModes: [ "ReadWriteOnce" ] storageClassName:
ebs-sc resources: requests: storage:8Gi - metadata:

name: panplugins spec: accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:200Mi

STEPS| #nif & 7E Kubernetes IR FR 4l il E Bh4E 0 5 AT DL #1E

1 7F CN R¥YIBIAR SR 15 H T Kubernetes [ Amazon CloudWatch FE 5 1E il 28 o 4%
WA YF CloudWatch 5241 17 5 Kubernetes Pod FIAERE CELIHAN 1AM e, B
€ X EHR R AT E] CloudWatch, Worker 5 & (I (b A1 A AWS 548 %% CloudWatch
AgentServerPolicy, HPA /4 REf R iX L4545 .

2.\ Palo Alto Networks GitHub {7 72 F % EKS &[] HPA yaml SCF.

3. 41 CN-MGMT #EF1E A @ Lan & = (1, 5 H H e 4 25 8 5§ pan-cn-
adapater.yaml . BRiA 44 75 [ kube-system.

7 7 S AACHE 08 N 2R 51 K 1% 59 ©2024 Palo Alto Networks, Inc.
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4. {524 pan-cn-hpa-dp.yaml £l pan-cn-hpa-mp.yaml.

1
2.

NGNS HIVIES SN
CHIE) SEE A/ N ATBORRAE U G S M AE . IR A ok e, 2 A
fH.

NE T AT T AR = LT #823

- type:Pods pods: metric: name: pansessionactive target:
type:AverageValue averageValue:30

A MR R 48K, SR )54 AveragValue & N FRPFTIRMRME. WRAH
POX AR, U P BRI E

TRA7 L
AREZIEL, HSHKT Pod B A6 -

S. #E HPA yaml SCIF. 25T BT TH gk IR # 28 1X 28 S0 A

1

fif il Kubectl 217 pan-cn-adapter.yam
kubectl apply -f pan-cn-adapter.yaml

- fif Fi Kubectl 31T pan-cn-externalmetrics.yaml

kubectl apply -f pan-cn-externalmetrics.yaml
1 i Kubectl 3217 pan-cn-hpa-dp.yaml

kubectl apply -f pan-cn-hpa-dp.yaml

{1 Kubectl 1217 pan-cn-hpa-mp.yaml

kubectl apply -f pan-cn-hpa-mp.yaml

6. IOIUFELE .
fiE ] kubectl 3611 H 7 SCHR bR i 44 25 ) ) H 8 UHRPRE L & Pod J2& 5 77 1E .
kubectl get pods -n custom-metrics
fili /il kubect! 45 # HPA B34
kubectl get hpa -n kube-system

kubectl describe hpa <hpa-name> -n kube-system
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STEPG| 3K CN-NGFW fiR%5
1. f¢H pan-cni-serviceaccount.yaml SCAFEIF 1R 7 O A A IR S5 K 7
Z A QI TR BE S AR IR 55K )
2. f#i ] Kubectl iz47 pan-cni-configmap.yaml 314
kubectl apply -f pan-cni-configmap.yaml
3. f#i ] kubectl iZ47 pan-cn-ngfw-sve.yaml .
kubectl apply -f pan-cn-ngfw-svc.yaml

iz yaml 4 25i¢E pan-cni.yaml 2 i 62,

4. ffiH Kubectl 1247 pan-cni.yaml 31,
kubectl apply -f pan-cni.yaml
S, IHYER TS BB EL pan-cni-configmap A1 pan-cni YAML SCAF.
6. 1247 LA Ry & IEIE A2 TS LA R R BIAR AL .
kubectl get pods -n kube-system | grep pan-cni

@fcloudshell: (v arias-mktplace)$ kubectl ge ods -n kube-system | grep pan-cni
3 a p

(w arias-mktp.

STEP 7| % CN-MGMT Stateful Set.

BANBW T, 35S T IIE AR FHE e StatefulSet. H: % 7T LUK 30 /4NFj KBS CN-
NGFW Pod &£ 2] CN-MGMT Stateful Set.

L (sl Sl E ) PY oA Ts) A CN-MGMT Stateful Set #52 #: A % (PV).
1. @iz H 5% LLULE pan-cn-pv-local.yaml SO s SRS 35 44 %

2D 2 A TAEY JUEFHREN (6) MHFK. FRHAAEH T HE CN-MGMT Stateful Set 1)
FEAS TAETT A U\ﬁ'JL H. Hlhn, a4 A /mnt/pan-locall #| /mnt/pan-local6 (1) H
X, WAL T4

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. {524 pan-cn-pv-local.yaml..

7t nodeaffinity FULEENSK, FHHIIEE RS CMEHAE spec. local. path iz
B H 3%, ARG S SO LA B 147525 pan-local-storage R A HE PV,

2. BAFR T BB 2k pan-cn-mgmt-configmap A pan-cn-mgmt YAML 1.
EKS ) pan-cn-mgmt-configmap 7~ 1] .
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apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-
config namespace: kube-system data:PAN SERVICE NAME:
pan-mgmt-svc PAN MGMT SECRET: pan-mgmt-secret # Panorama
ettlngs PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE _GROUP:
"<panorama-device-group>" PAN  TEMPLATE_STACK: "<panorama-
template-stack>" PAN CGNAME: "<panorama-collector-
group>" # ctnr mode: "k8s-service", "k8s-ilbservice"
PAN CTNR MODE TYPE: "k8s-service" #Non-mandatory parameters #
Recommended to have same name as the cluster name provided in
Panorama Kubernetes plugin - helps with easier identification
of pods if managing multiple clusters with same Panorama
#CLUSTER NAME: "<Cluster name>" #PAN PANORAMA IP2: "" #
Comment out to use CERTs otherwise PSK for IPSec between
pan-mgmt and pan-ngfw #IPSEC CERT BYPASS: "" # No values
needed # Override auto-detect of jumbo-frame mode and
force enable system-wide #PAN JUMBO FRAME ENABLED: "true" #
Start MGMT pod with GTP enabled.For complete functionality,
need GTP # enable at Panorama as well. #PAN GTP_ENABLED:
“true" # Enable high feature capacities.These need high
memory for MGMT pod and # higher/matching memory than
specified below for NGFW pod. #PAN NGFW MEMORY="6Gi"
#PAN_NGFW MEMORY="40Gi" # For enabling faster datapath -
AF XDP, default is AF PACKETV2.This requires kernel support.
#PAN DATA MODE: "next- -gen" #HPA params #PAN CLOUD:"EKS"
#PAN NAMESPACE EKS:"EKSNamespace" #PUSH INTERVAL:"15" #time
interval to publish metrics to AWS cloudwatch

pan-cn-mgmt.yaml 3CA4: 7451
initContainers: - name: pan-mgmt-init image: <your-private-

registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. i Kubectl i&47 yaml 1.
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml

/—r

& ZIE 4T pan-mgmt-serviceaccount.yaml, B HE42 & 2 5 A& 58 BN SEE S O 0 E 01 22 IR 55
|[JK)‘l o

4. I83F CN-MGMT Pod &5 8 3.
KLAFE 5 £ 6 0 8h I .

{# 4] kubectl get pods -1 app=pan-mgmt -n kube-system

i FIAS 3052 CN £ 91 By K % 62 ©2024 Palo Alto Networks, Inc.
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STEP 8| #%8 CN-NGFW Pod.

L B5F 275 3% PAN-CN-NGFW-CONFIGMAP i1 PAN-CN-NGFW H (140 15 B & 24
YAML A4

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f# ] Kubectl apply iz1T pan-cn-ngfw-configmap.yaml 14
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. {#i[f] Kubectl apply iz47 pan-cn-ngfw.yaml 314
kubectl apply -f pan-cn-ngfw.yaml
4. Hyil C#BE CN-NGFW Pod.
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide
STEP9| 7 CN &% IJg F/KF Pod H 3h4E78
STEP 10 | 56 F 452 75 1] AYE Kubernetes #£5f & %] CN-MGMT. CN-NGFW ! PAN-CNI.
kubectl -n kube-system get pods

STEP 11| g LR yaml SCHF a4 25 R InTE RS, DAMEE Sk B HHr Pod 7 & 5 52 7] BB kb
EHEENMLLU MR, DU R E € R 2 CN-NGFW Rt 16 & -

annotations: paloaltonetworks.com/firewall: pan-fw

Billn, ¥ “default” #4423 8 H T BT Pod:

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

‘ R 5 L, élﬁ“t CNI S (45 h AT pan-eni i), wf L )3 H ARy Pod, Dy
BEGL LRSS, b2 R AE R H Ry Pod YAML i e 45

volumes: - name: pan-cni-ready hostPath: path: /var/log/
pan-appinfo/pan-cni-ready type:Directory

STEP 12 | fEAERE ¥ 5 N LT
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¥ CN R 517 kRS2 8 AWS EKS F ] Daemonset

CET AR T LU 2 WA A2
+ CN-Series &% « CN-Series 10.1.x or above Container Images
* iZ4T PAN-OS 10.1.x B 5 & i A 11
Panorama

« JEATEA Helm #2# CN &7%11) Helm 3.6
or above version client

SERLA AP IRANE CN R 5155 N AWS EKS 1) Dameonset:
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STEP 1| ## Kubernetes #%f.
BE AWSEKS a2 ERE, TEHAT L EAE:

1. i Services (JiIR%) SfizEH, #3 Containers (%% ->Elastic Kubernetes
Service (Elastic Kubernetes fili%%) -

aaaaaaaa

2. #5f CreateCluster (fIEEEERE) .

3 HEHRNIEER, A58 Create (618 .

aws

151 Services

Configure cluster

step Cluster configuration infs
Nan
Stey
gy Ente
Clustereks1
Step

Kubernetes version Info
Select the Kubemetes versian for this dluster.

121 v

Clusi
Select
To o

A Recired

Secrets encryption info
Pi—

WAEERRE R A LRI W ORISR B SCRFB K& 1) CN R 4106 D 2k B
kubectl get nodes

kubectl describe node <node-name>

EA - AR T RERE, PAT R E N S LR CPU AT AE
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7 EKS E#B2E CN R[5 kb

CPU. WA HAAE D OB IR T BT R 200 CN 25 PERE I3 ek,
A LR E R
o WHEd A IP bk, T Panorama i B APl RS %%

Cluster Definition @

Mame
Description
APl server address | 10.2.
Type | Native-Kubernetes

Credentials

Label Selector Label Filter Custom Certificate
Oitems 9 w

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER APPLY ON

Validate “ Cancel

Panorama 1 F it 1P Hiuhiki% 42 5] Kubernetes 821,
HXELZER, ES0 XE Kubernetes #fi {4 UL 5 £ 7 .

* M Panorama AR HRMERR PR &4l AR Panorama | P kil A AT ik (1 H B SR a4 44
Ko

16 Z B HUACH B CN & 4195 K dik 66 ©2024 Palo Alto Networks, Inc.
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STEP 2|

General Monitoring Device Log Forwarding Collector Log Forwardir Log Ingestion

COLLECTORS &

rpgcpnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors

n Coneel

BHREAMER, BSOS A& ALFIET HEAL o

WS BARIS LA K B 3 PIN 1D A .

BrarAg  BEB) R A UG A AL E .

(n[7E) B E Kubernetes 394 Panorama it B 1 H & XAE+S, 2258 it 04T LA F fiy

A RBIEIE . AEE N cacrt FICHF 4. pan-cn-mgmt.yaml F1 pan-cn-ngfw.yaml 1 5
SE SCUE 380 & AT 1Y)

kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

STEP 3| %t YAML SCAF LR B8 CN R AR5 JCHEFT 76 PR (5 B o

EHREE M YAML XA giste, DS Google &4+t MR AR IF IR BT R IS
. AXREMER, HSH CN RHIEE YAML SO g n] g4 240

fE 2l
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STEP 4| #:%8 CNI DaemonSet.

CNI 25224 DaemonSet #128 (AT S —A Pod) , JFHAE CN-NGFW Pod | g% s |30 &
FIEEAS N AR 7 B s AN 1. d T kubectl #iv4- 1217 pan-cni YAML SCHERE, 228 286 BN &
AN AR S T — 584

1 CN RFI; KBS T B =A B B ARBUR RSk -, X ik P 28085 k1% 5 Kubernetes
PR RIATIRE . R S I E O R 25K S, FEERAIE 7S 8 F pan-cni-
serviceaccount.yaml €1 Z AR 551K 7 .

2. f# ] Kubectl iz47 pan-cni-configmap.yaml SC 14
kubectl apply -f pan-cni-configmap.yaml

3. f§i ] Kubectl 34T pan-cni.yaml SC1F.
kubectl apply -f pan-cni.yaml

4. BHF R 7S C &2 pan-cni-configmap 1 pan-cni YAML S04
1247 AT i 4 IRk e th 2 15 5 BLR 2R B AR

Bcloudshell: (v eries-mktplace)$ kubectl get pods -n kube-system | grep pan-cni
—nmgkf Running 0 Zmlls
—wirkg Running 0O 2mlls
-xrc2z Running 0 2ml2s

Bcloudshell: {w arias-mktplace) 5

STEPS| Wfifkal. BB (E AWS Outpost I ff) CN R, 4 A% X505 5 aws-ebs-
csi-driver, LA#fif& Outpost 73R AN (PV) A% #H] M\ Outpost $i1 5L »

1 NALLE yaml.

kubectl apply -k "github.com/kubernetes-sigs/aws-ebs-csi-driver/
deploy/kubernetes/ove rlays/stable/?ref=re1ease-0 .10"

2. IHAIT ebs-sc 15 HI g2 15 IE AR
kubectl -n kube-system get pods
3. 3§ pan-cn-storage-class.yaml LAVLHED PL R 7R

apiVersion: v1 kind:StorageClass apiVersion: storage.k8s.io/
vl metadata: name: ebs-sc provisioner: ebs.csi.aws.com
volumeBindingMode:WaitForFirstConsumer parameters: type: gp2

4. ¥ storageClassName: ebs-sc #s1%E] pan-cn-mgmt.yaml {0 R s E .

volumeClaimTemplates: - metadata: name: panlogs spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for logging accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc // resources: requests: storage:20Gi
# change this to 200Gi while using storageClassName
for better disk iops - metadata: name: varlogpan spec:
#storageClassName: pan-cn-storage-class //For better disk
iops performance for dp logs accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:20Gi #
change this to 200Gi while using storageClassName for better
disk iops - metadata: name: varcores spec: accessModes:
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[ "ReadWriteOnce" ] storageClassName: ebs-sc resources:
requests: storage:2Gi - metadata: name: panplugincfg spec:
accessModes: [ "ReadWriteOnce" ] storageClassName: ebs-sc
resources: requests: storage:1Gi - metadata: name: panconfig
spec: accessModes: [ "ReadWriteOnce" ] storageClassName:
ebs-sc resources: requests: storage:8Gi - metadata:

name: panplugins spec: accessModes: [ "ReadWriteOnce" ]
storageClassName: ebs-sc resources: requests: storage:200Mi

STEP6| #% CN-MGMT Stateful Set.

BN, S5 EH P ARMEFE IR StatefulSet. 52 7] LUK 30 /MBJ7 k% CN-
NGFW Pod %4 %] CN-MGMT Stateful Set.

Lo (ol PSR E 1 PY s T) A CN-MGMT Stateful Set #5287 A% (PV).
1. 6% H % LIS pan-cn-pv-local.yaml SCA 5 R AS #3542 7

FEED 2ANTAEN A EFEN (6) MHF. BB HEE CN-MGMT Stateful Set (1)
ﬁAiﬁﬁﬁ M@LE%OMW,E@@%ﬁhm%m%wﬂﬁhm%m%ﬂG%ﬁ
x, WA T4

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. &84 pan-cn-pv-local.yaml.

7t nodeaffinity FULECENLS, FHIGUERAT CAEKAE spec. local.path F Az
IR H S, SR 2 SO LA HT /7525 pan-local-storage FlIAH PV

2. ISFR T BB ek pan-cn-mgmt-configmap A pan-cn-mgmt YAML 214
EKS ] pan-cn-mgmt-configmap 7~ 191 .

Session Contents Restored apiVersion: v1 kind:ConfigMap
metadata: name: pan-mgmt-config namespace: kube-system
data:PAN SERVICE NAME: pan-mgmt-svc PAN MGMT SECRET pan-
mgmt-secret # Panorama settings PAN PANORAMA IP: "x.y.z.a"

PAN DEVICE GROUP: "dg-1" PAN TEMPLATE STACK: "temp-stack-1"
PAN CGNAME: "CG-EKS" # Intended License Bundle type - "CN-
X-BASIC", "CN-X-BND1", "CN-X-BND2" # based on the authcode
applied on the Panorama K85 plugin" PAN BUNDLE TYPE:"CN-X-
BND2" #Non-mandatory parameters # Recommended to have same
name as the cluster name provided in Panorama Kubernetes
plugin - helps with easier identification of pods if managing
multiple clusters with same Panorama #CLUSTER NAME:"Cluster-
name" #PAN PANORAMA IP2: "passive-secondary-ip" # Comment

out to use CERTs otherwise bypass encrypted connection to
etcd in pan-mgmt. # Not using CERTs for etcd due to EKS bug
ETCD_CERT_BYPASS: "" # No value needed # Comment out to use
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CERTs otherwise PSK for IPSec between pan-mgmt and pan-ngfw #
IPSEC CERT BYPASS: "" # No values needed

pan-cn-mgmt.yaml 3CA4: 745
initContainers: - name: pan-mgmt-init image: <your-private-

registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. ffiH Kubectl 347 yaml 31t
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml
NI Z BT AR SERAE ] CN AR A7 KA 9 B AE S i B e B iR 250k ™, A ZRIZAT pan-
mgmt-serviceaccount.yaml .
4. B4F CN-MGMT Pod /2 75 A 3.
KRLTEE 5 2 6 B I TE .
{# 4] kubectl get pods -1 app=pan-mgmt -n kube-system

NAME READY STATUS RESTARTS AGEpan-mgmt-sts-0 1/1 Running 0
27hpan-mgmt-sts-1 1/1 Running 0 27h
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https://docs.paloaltonetworks.com/content/techdocs/en_US/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html

£ EKS E#BE CN R 4115 kI

STEP 7| #5% CN-NGFW Pod.
BRAATE LT, BB K B %8s~ i CN-NGFW Pod 1E 5 DaemonSet % . CN-NFGW Pod [t 5245
AR A B E 30 AN AR Pod &

1 884F R TS 2 3% PAN-CN-NGFW-CONFIGMAP Fi1 PAN-CN-NGFW 5 {3 4 33 B A& 2%
YAML A

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f# ] Kubectl apply iz 47 pan-cn-ngfw-configmap.yaml 314
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. fdi ] Kubectl apply iz47 pan-cn-ngfw.yaml SC1F.
kubectl apply -f pan-cn-ngfw.yaml
4. IOUEFTH CN-NGFW Pod J& 75 IETEIZ AT (AEREREATT AR —A)
PUR A 4 AN s At S 3 00 i 7 191
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS
GATES

pan-ngfw-ds-8g5xb 1/1 Running 0 27h 10.233.71.113 rk-k8-node-1
<none> <none>

pan-ngfw-ds-qsrm6 1/1 Running 0 27h 10.233.115.189 rk-k8-vm-
worker-1 <none> <none>

pan-ngfw-ds-vgk7z 1/1 Running 0 27h 10.233.118.208 rk-k8-vm-
worker-3 <none> <none>

pan-ngfw-ds-zncqg 1/1 Running 0 27h 10.233.91.210 rk-k8-vm-
worker-2 <none> <none>
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STEP 8|

kubectl -n kube-system

© © O O O O O 0o o o o

RIS 275 7] PAYE Kubernetes Z£3f & 2] CN-MGMT. CN-NGFW #i1 PAN-CNI .

27hpan-cni-5fhbg
27hpan-cni-9j4rs
27hpan-cni-ddwb4
27hpan-cni-fwfrk
27hpan-cni-h571lm
27hpan-cni-h571m
27hpan-cni-j62rk
27hpan-cni-1lmxdz

1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1

get pods
Running
Running
Running
Running
Running
Running
Running

Running

27hpan-mgmt-sts-0 1/1 Running

27hpan-mgmt-sts-1 1/1 Running

27hpan-ngfw-ds-8g5xb 1/1 Running

27hpan-ngfw-ds-qsrmé 1/1 Running

0 27hpan-ngfw-ds-vgk7z 1/1 Running
0 27hpan-ngfw-ds-zncqg 1/1 Running

STEPO| SRR HFRF yaml LA fr 44

Biln, X “default” iy

STEP 10|

annotations:

] R A 8T Pod:

paloaltonetworks.com/firewall: pan-fw

FIRTRINERE,  LAEHS R B H3Hr Pod & H5E A 217 k55
T EIINCLTIEME,  PLRHR R € 7 21 CN-NGFW Rt T i & -

kubectl annotate namespace default paloaltonetworks.com/

firewall=pan-fw

. R 5 b, ém% CNI i - A o pan-cni iy, w7 LA A2 Pod. Dy
et G LR L

WAZBHE BN R AE R I FE 7 Pod YAML rhifs

T

volumes: - name: pan-cni-ready hostPath: path: /var/log/

pan-appinfo/pan-cni-ready type:Directory

FESERE A N R o

{E 7 Uit FAS b 8

# CN R 71IB5 Jhli
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M AWS Marketplace #58 CN &4

CET AR T LU 2 i ER A A2
+ CN-Seriesi® « CN-Series 10.1.x or above Container Images
* iZ4T PAN-OS 10.1.x B 5 & i A 11
Panorama

il Helm %% CN %741 Helm 3.6 or
above version client

fanT Ll AWS Marketplace % TR, # CN &35 K 3EE A Kubernetes Iz 5535 /£ AWS
EKS L. CN RFIMVFATHAR Ty —H . —8. WEB=S, FEE7E EKS 1.19 K& S iRAE
Redhat Openshift 4.7 2 ¥ A L.

B AR T AR

AT MLV ATIE, BT R N F) Kubernetes TAEHEFE TS £U) IAM 3B .

Q TR E i AWS Marketplace i S () PAYG YRafiiE it 47 CNR A E, AR
Kubernetes (1) Panorama j {47 in #Z AUA0hY »
STEP 1| 52 bh R 2e v tt.
1 f# EKS 5 Redhat OpenShift £ 7.
2. %R Panorama %35 Kubernetes fdiff: .

AR CAE AWS |35 T YRRTY Panorama sfil, Bk ix e IR

1. 7 Amazon EC2 52 - 22 %% Panorama.
2. %55 T CN & 411 Kubernetes ffif:

3. 273 Panorama J&, i iET cn-series-aws-mar ketplace@pal oaltonetwor ks.com 7] CN %
FIFIPA K IE A, LA SR Panorama V1 ililE. 1EGIEERI24 . A EF MR
by AFARR. SRIWIT R 5. AWSIK T ZHRF AWSTIK P 1D,

fE ZURFIAHLEEE CON 51 Bl K 73 ©2024 Palo Alto Networks, Inc.


https://aws.amazon.com/marketplace/pp/prodview-yi3ariffn55ys
https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/install-the-panorama-virtual-appliance/install-panorama-in-aws.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series

7E EKS F#B2# CN £&51P5 ks

STEP 2| ¥4 ¢35 FYF AT iE B 2 Panorama.
1. %% PanoramaWeb FLifi
2. i%&$% Panorama> Setup (i%®) >Management (EF) JEHdigniE o K.
3. i\ Panorama Serial Number (JF51%5)  GTHBATHFIRHFEE) , AR5 HE OK (i
D
1%&F¢ Panorama > Licenses (¥FAJiE) o
#; Activate feature using authorization code ({8 F #2 AL I8 T g
BB K E PRV AT IR AU, SRS OK (BfE ) BLIUE VR AT
BB K VR ATHIE CL0 -
UERS 2 B “ R & B HVFRE” 8y, Hh Bon AR EFEVEATIERCH . Y HER I H
B DAROR B K8 BV AT IR AR IR

N o g &

Device Management License

Date Issued  January 22, 2020
Date Expires Newer

Description  Device management license to manage up to 1000 devices

License Management

Retrieve license keys from license server
Activate feature using authorization code

Manually upload license key

STEP 3| F3Hr IAM SRBE 5% 50 I %) Kubernetes TAEHERETY 15 .
1 sk AWSEHEH G HFTIF IAM 5614
1 %% Policies (3E0%)

2. EEmEH|FF, 1#EF AWSLicenseM anager ConsumptionPolicy £l
AWSM arketplaceM eteringRegister Usage.

RN Actions (¥4E) , SRJEIERE Attach (P

A IEPRED SRS M B TAERERR T s B . S35, i Attach policy (FRNSE
& .

STEP 4| #8 Hem KE 21, 15 4 plugin-serviceaccount.yaml J 5 ] yaml.

kubectl apply -f plugin-serviceaccount.yaml
STEPS| 9jjla] AWS Marketplace }-#£33& i T AWS Marketplace ] CN &% 715
STEP 6| i Continueto Subscribe (4k£E1T 1)

STEP 7| iy N BRSOV A IE R . A VR AERBUR 2 T CN R 41350868 H (¥ — 4> vCPU.
A K L E R R A vCPU BR IR T, 12 CN RV ARG ER M CN R AITEREATY .
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https://github.com/PaloAltoNetworks/Kubernetes/blob/v2.0/pan-cn-k8s-service/eks/plugin-serviceaccount.yaml
https://aws.amazon.com/marketplace
https://aws.amazon.com/marketplace/pp/prodview-yi3ariffn55ys
https://docs.paloaltonetworks.com/cn-series/10-2/cn-series-deployment/cn-series-firewall-for-kubernetes/cn-series-system-requirements.html
https://docs.paloaltonetworks.com/cn-series/10-2/cn-series-deployment/cn-series-firewall-for-kubernetes/cn-series-performance-and-scalability.html

7 EKS E#B2E CN R[5 kb

STEP 8| il Continueto Configuration (4k4ERCE) . X2 VFAIEA DRI AWS K
1 %% Helm Chart (Helm &%) 1£ Fulfillment ($i47) &I,
2. EPEEETMASE A Software Version CEREERRAS)

= Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option and software version to launch this software.

Fulfillment option

Supported services
Helm Chart * Amazon EKS
* Amazon EKS Anywhere

» Self-managed Kubernetes

Software version

. Fulfillment option description
Version1.2.2 (Nov 22, 2021) ¥ Deploy CN-Series on EKS and RedHat Openshift using Helm Chart
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STEP 9| #if Continueto Launch (4k4:KA5)

1. %% Launch Target (&Aii H¥r) — Amazon-managed K ubernetes (Amazon &%
Kubernetes) % Self-managed Kubernetes ( H Bi#t% Kubernetes) . Redhat OpenShift -
HE T HEFE B

2.

¥ AWS Marketplace %13 71 7R [1) Launch Instruction (3038 #HT#4E. REE
FHFRIARE, WA A,

* Amazon £% Kubernetes
1. M Launch Instructions (KA ) Step 1 CEIR 1) & Hlar 4
2. T iy A DA ISR B 44 K o
--cluster <ENTER_YOUR_CLUSTER_NAME_HERE>
3. 1E EKSHRE FHATE R4 .

Step 1: Create an AWS IAM role and Kubernetes service account

Use the following command to create an AWS IAM role and Kubernetes service account.

kubectl create namespace kube-system

[C1 Copy

eksctl create iamserviceaccount
--name my-service-account

--namespace kube-system \

4. ]\ Launch Instructions CRATUHA) [ Step 2 GEIR 2) ] Helm K& @4 .

5. H# Helm 223515 B LA 7 PanoramalP. Panorama S 3 iE %540, W& H ARk 1
W HERR Z PR EEH A FR . ¥ cluster.deployTo ¥ & & eks.

helm install cn-series-helm \ --namespace kube-system ./
awsmp-chart/* \ --set serviceAccount.create=false

\ --set serviceAccount.name=my-service-

account \ --set cluster.deployTo=eks \ --set
panorama.ip=Panorama-IP \ --set panorama.ip2=Panorama-
IP2 \ --set panorama.authKey=000XXXXXXXX

\ --set panorama.deviceGroup=Panorama-DG

\ --set panorama.template=Panorama-TS \

(E I AASH 568 CN R A1)k bk 76 ©2024 Palo Alto Networks, Inc.
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--set panorama.cgName=Panorama-CG \ --set
imagePullSecrets=awsmp-image-pull-secret

Step 2: Launch the software

Use the following commands to launch this software by installing a Helm chart on your Amazon EKS cluster.

export HELM_EXPERIMENTAL_OCI=1 [T Copy

aws ecr get-login-password %\

.
--region us-east-1 elm registry login \

--username AWS 1\ A

6. Fr iy eSS, £ EKS & E3HUT hdminstal 154 .
s HBEE Kubernetes

- SERRBAT UL PR 1, DA VERTHE 2 AT 1AM £ .

Step 1: Create a license token and IAM role

Choose Create token to generate a license token and AWS IAM role. These will be used to access the AWS License

Manager APIs for billing and metering. You can use an existing token if you have one.

Create token

>

2. M)\ Launch Ingtructions CRABEH] 1) Step 2 CGBIR 2) & Hlam4 .
3. TR iy A LAYN I 4 RRE
AWSMP_TOKEN=<CREATE_TOKEN_ABOVE>
4. 1£ OpenShift £/ AT EHI 4.
Step 2: Save the token and IAM role as a Kubernetes secret

Use the following commands to save the license token and IAM role as a secret in the cluster. The secret will be used in a

following step when launching the software.

kubectl create namespace kube-system @CQp}r
kubectl create serviceaccount my-service-account --namespace kube-system

AWSMP_TOKEN=<CREATE_TOKEN_ABOVE:
AWSMP_ROLE_ARN=arn:aws:iam::818147215560:role/service-role/AlSMarketplacelicenseT -

5. M Launch Instructions CAATUAE) K Step 3 GBI 3) & #I| Hem E&R M4 .

6. H i Helm 223542 H I8 PanoramalP. Panorama &y I iF 2540 . W2 4 &2 FR. A
WRHER PRI EH 4 FR . ¥ cluster.deployTo % & & openshift.

helm install cn-series-helm \ --namespace kube-system ./
awsmp-chart/* \ --set serviceAccount.create=false

\ --set serviceAccount.name=my-service-account

\ --set cluster.deployTo=eks|openshift \ --set
panorama.ip=Panorama-IP \ --set panorama.ip2=Panorama-

fE 2 3m A HL B CN R 41 By K Ik 7 ©2024 Palo Alto Networks, Inc.
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IP2 \ --set panorama.authKey=000XxxXXXXXX
\ --set panorama.deviceGroup=Panorama-DG
\ --set panorama.template=Panorama-TS \
--set panorama.cgName=Panorama-CG \ --set
imagePullSecrets=awsmp-image-pull-secret

Step 3: Launch the software

Use the following commands to launch the software by installing a Helm chart from Amazon Elastic Container Registry

(ECR).
export HELM_EXPERIMENTAL 0CI=1 [0 Copy
aws ecr get-login-passw \

swor
--region us-east-1 | helm registry login

--uzername AWS hd

7. S RS, 7E OpensShift ££8F 4T helminstall 4.

STEP 10 | 561F 2 75 S VR FTIE S Ih A I 2 fbk
1 5% AWS VA FE& i se,
2. %% Granted Licenses ($2 FHIVFAIE) F4%k3E H T AWS Marketplace ] CN %4141
*.
3. 7£ Entitlements (BCFD F, & 0] LLE B o] HE L HOR O A (70 m]E £

Entitlements

An entitlement is a right to use, access, or consume an application or resource

Q 1 @
Name v Value v Max count v Usage v Units v Overages v Allow check in v
vCPU - 1000 Izl Count Not Allowed Allowed
AWS::Marketplace::Usage Enabled - - None - Not Allowed
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STEP 11| 564F CN R H1IBk k% & 75 {E /< 7F Panorama .
1. %33 Panorama.
2. FEHE CN-MGMT Pod, i1E+¥ Panorama > Managed Devices (FE& %) >
Summary (%) .

DASHBOARD ACC MONITOR POLI ‘éJECTS NETWORK " DEVICE PANORAMA

IP Address
DEVICE
DEVICE NAME VIRTUAL SYSTEM | MODEL TAGS SERIAL NUMBER | IPV4 IPVé VARIABLES TEMPLATE STATE
[ ] vrp-gke5-dg (1/2 Devices Connected): Shared > vrp-gke5-dg
[ jmp1 PA-CTNR 805( 10.12.0.17 Create vrp-gke5-ts Connected
pan-mgmt-sts-0
mp2 866l 10.12.2.20 Create vrp-gke5-ts Connected

pan-mgmt-sts-1

3. FIGE CN-NGFW Pod f& 75 3R 4L, 1534 Panorama > Plugins (Jfiff) >
Kubernetes> License Usage (¥Fa[iEfi /1) , FHIGIE 2 A4 Pod 43t —ANVFATHIES
28

DASHBOARD ACC MONITOR O S " DEVICE PANORAMA

-

NODE ID FIREWALL POD NAME LICENSE STATUS NODE STATUS

« rr-cluster-1 (3 Nodes, 3/3 Licensed)

~rrcluster-1-default-pool-e2d3de37-1jfz pan-ngfw-ds-4aflb Successfully licensed,

Createdat:|  -06-11 22:30:37 UTC
-rr-cluster-1-default-pool-2d3de37-xhq5 pan-ngfw-ds-2528k Successfully licensed.

Created at: [1-06-11 22:30:37 UTC
-rr-cluster-1-default-pool-e2d3de37-)n6z pan-ngf-ds-vrBhx Successfully licensed.

Created at:/ " -06-11 22:30:36 UTC
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% paloalter

TECHDOCS

¥ CN £51B)5 kB #EE 9T R = |k
[t) Kubernetes ik 55 (ACK)

CET AR T DL 2 wER M A

+ CN-Seriesii® « CN-Series 10.1.x or above Container Images

+ 1547 PAN-OS 10.1.x 8} PAN-OS 10.2.x Jk A
(] Panorama

EFH CN R5RY" Kubernetes TAE 73 1) % 4 EH CN R 5% 000 AN Z TAEIRAR I = A
5, T IFFRTE AliCloud ACK “F- & L8 CN RAIBE KBS, DMRP R —EREh s as 2 8], L
Je R BN A TAE B (Bl B RHLAENLIR S5 2%) 2 (Al & .

TR N plugin-serviceaccount.yaml XCfF. AR VEAER, ESROET] TFHER
S B e R 55 K S

©4faps CN =555 kb i 2y ACK |y Kubernetes i s i, i Z5if7 75 Pan-
plugin-cluster-mode-secret,

R, EHR CN 2% YAML XA S PAN OSHRA % . ARELZELR, 5SS CN
%% YAML.

SEALL N FE BAE ACK -6 E¥ CN R 1B -k i5% 34 & v Kubernetes Al %5 .

81


https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/secure-kubernetes-workloads-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-firewall-for-kubernetes/cn-series-core-building-blocks.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html
https://docs.paloaltonetworks.com/compatibility-matrix/cn-series-firewalls/cn-series-supported-environments
https://docs.paloaltonetworks.com/compatibility-matrix/cn-series-firewalls/cn-series-supported-environments

¥ CN R F1BH K BEHE BT B 2 ) Kubernetes iz %% (ACK)

STEP 1] %% Kubernetes ¥ .
TAE ACK Al ERE, AT BT R4k
L AER RAM B AR E 5 RAM Gk

16 Z B HUACH B CN & 4195 K dik 82 ©2024 Palo Alto Networks, Inc.


https://signin.alibabacloud.com/login.htm?spm=5176.3047821.0.0.79684255Yg2Hw0&callback=https%3A%2F%2Fhome-intl.console.aliyun.com%2F#/main

s CN R 51IP5 KBS EE 9k B 2 i) Kubernetes Ik 95 (ACK)

RAM User Logon

* Username

<user>@<domain®> or <user>@ <alias> X

Example: username@company.onaliyun.com or usemame@company-alias.

Logon with Alibaba Cloud Account

fERImAIAI IR E CN A 51 K b5k
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¥ CN R FI KK E BT B 2 1) Kubernetes iz %% (ACK)

2 ETHAR AU, PR VR A X, AR 25 7 SR P U AL

o QUERERRE)S oV SUR AR X
« ERAEOLT, RS NI RIRA AN S SR .
3. R RFEE R FHR Kubernetes [ A 3% -

E (-] Alibaba Cloud & Workbench Q container

{7 Overview Resource Manager Operation & Monitor tainer Registry

My Navigation
Recent - Cloud Service
Dacumentation (1027) >

Home Console Container Service fo... Elastic IP Address Elasti

Resource Access M. Cloud Enterprise Ne.. Container Registry File §

Custom Shortcuts &8 (cor

@ Add Shorteut

Cloud Architecture APl (249) »

vecContainerCommar
Generate My Architecture © Click the bution an the lefi 1o generate the architecture of A
relete :
escribe

Recommended Architectare Templates

4. A7 Kubernetes ££7F .

8 = 4w

fERImAIAI IR E CN A 51 K b5k 84
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1 CN F51 By K 802 AR 5L = 1) Kubernetes Ik %5 (ACK)

E[—] AlibabaCloud =~ & werkbesch  AllResources v £ Gioa Bxpensss P Esternrse Supsot Tickes B B 0 W
Acx WAACKMEE, SIS C

Container Service ACK

Cuerview ClUStErS View Cluster and Node Quotas = | Relresh
Ciusters .
Authorizations
arketolac: Ch L sbals Type R dho Usag Created Actior
Allbaba G )
For-PM shades 2

Orchst e . o s
warketpiac
Multi-cluste . .
Multi-cluster
Appicatior
Backup Cent

ce Mo

S EAUEAERE, BLAULI A SRR BRI SH. WS AS . AR E XA
TR E LR, WS ACK LalEElt. N PERER 74 ACK & L a2l
FEERRE R«

By B 22 ACK i) CN R B ST Terway o 2 4 .

o EFEVPC. MIZIE1EF vSwitch,

{5 g A B CN R BB K45 85 ©2024 Palo Alto Networks, Inc.


https://www.alibabacloud.com/help/en/container-service-for-kubernetes/latest/create-an-ack-managed-cluster?spm=a2c63.p38356.0.0.6e7a4d68DgPeWo

¥ CN R51 By K 5308 ] B 2 1 Kubernetes fli%5 (ACK)

lvpc vpc-xiaofang (vpc-2zewkdrmhjezfemzibotn, 10.1... ¥ l
& Create VPC & Plan Kubernetes CIDR blocks in VPC networks
Network Plug-in Flannel Terway & How to select a network plug-i
cluster
IPVLAN

Support for NetworkPolicy

vSwitch Select 1~5 vSwitches. We recommend that you select wSwitches in different zones to ensure high availability for the cluster
inside vew-2ze[8ngtuypBregy el Beijing Zone C 10.101.2.0/24 252
outside vsw-2zerc7sn6emhkamgdlzy? Beijing Zone C 10.101.1.0/24 252
mgmt wsw-2zepoqlk3a7zx1pk2iafs Beijing Zone C 10.101.0.0/24 252
cn-ped2 vsw-2ze5vazny1)58rzzdd 19t Beijing Zone A 10.101.102.0/24 243

« %% POD v Switch.

1 2 i A A H 2 CN R 1) 5 ok s 86 ©2024 Palo Alto Networks, Inc.
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Pod vSwitch All ZoneA (21

inside
outside
mgmt
cn-pod2
en-pod1
cn-node-ip

& Create vSwitch

Service CIDR 192.168.0.0/16

vsw-2zej8ngtuypbrégy 1ecil

vsw-2zerc7snbemhk9madizy7?

vsw-2zepoq1k3aZzx1pk2iafs

vsw-2zeSvdzny1j68rzzdd 19t

vsw-2zex1z33iu6ffu? 2koSry

vsw-2ze5nzjrkziodsbf5d2n8

«  Recommended Value:192.168.0.0/16

Valid values: 10.0.0.0/16-24. 172.16-31.0.0/16-24. and 192.168.0.0/16

Beijing Zone C

Beijing Zone C

Beijing Zone C

Beijing Zone A

Beljing Zone A

Beijing Zone A

o EFEE SNAT. 50 APl RG2S, 224 H A& EA,

10.101.2.0/24

10.101.1.0/24

10.101.0.0/24

10.101.102.0/24

10.101.101.0/24

10.101.10.0/24

{E

1L

T AIAHEESE CN R 41K Kk bk
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Configure SNAT

Access to APl Server

RDS Whitelist

Security Group

Deletion Protection

Resource Group

Configure SNAT for VPC

bhlad alicall sbaclistad have Internet access, If the VPC that you select has a NAT gateway, ACK uses this NAT gateway to enable Intert

VPC does not have a NAT gateway, ACK automatically creates a NAT gateway and configures SNAT rules. For more information, see NAT Gateway bill

slb.s1.small ¥ & SLB Instance Specifications

Y OCIaUIL AT e A acT g oLE metance ¢ created for the API server. You can modify the specification of the SLB instance. If you delete the SLB in

accessthe AP cerver

Expose AP| Server with EIP

ver of the cluster over the

If you select this check box, the internal-fpcing SLB instance is associated with an EIP. This allows you to access the APl se

Select RDS Instance
We recommend that you go to the RDS console to add the CIOR blocks of the specified nodes and specified pods to a whitelist of the RDS instance. ¢

ROSinss bitha tate, the nade pool cannot be scaled out

Create Basic Security Group Create Advanced Security Group

Security group overview

Enable

Cluster Cannot Be Deleted in Console or by Calling API

[ default resource group I - o
k '}

To create a resource aroup. click here.
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Quantity

System Disk

Mount Data Disk
& Disk Parameters and

performance

instance type is used. The actual nsta

ypes used

es are subject to

tory availability

R ec)s,snznec xlarge (4 vCPU 16 GiB, General purpose type family with enhanced network performance
nec

TGS WIT DS SVETTY SSSIONSa 0 70

SSD Disk -

You have selected O disks and can select 10 more.

n Add Data Disk 17 Recommended

Operating System

Alibaba Cloud Linux 3.2104

Security

Reinforcement
Logon Type

Key Pair

Disable Reinforcement based on classified protection CIS Reinforcement
Key Pair Password

Later

key-par-Alibaba

~
v o

& ACK Billing SLB Pric

v 0.100 Hours  epprice:y 0.800/68 ecsprice: ¥ 4.9 7 Hours [REGEISCIETEIELE

FeRIAFEM AR TR, BUMIEF RS AL B B R A .

oz

Sl

i

FUAHEESE CN R F B ki
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< Create Cluster Managed Kubernetes Dedicated Kubernetes

° Cluster Configurations

Ingress Do Not Install Nginx Ingress

SLB Network Type Public Network Internal Network

Serverless Kubernetes

° Node Pool Configurations

ALB Ingress

Managed Edge Kubernetes Register Cluster

e Component Configurations

MSE Ingress

I SLB Specifications slb.s1.small

Service Discovery Install NodeLocal DNSCache

Runs a DNS caching agent on
DNSConfig injection. View Details

node to improve DNS resolution perfo

Volume Plug-in csl

How to select the volume plug-in

Dynamically Provision Volumes by Using the Default NAS File Systems

5 GiB of
Details

Capacity NAS space or 1 GB of Performance NAS space is offere

Manitoring Agents Install CloudMenitor Agent on ECS Instance 1% Recommended

Enable Prometheus Monitoring 1> Recommended &' Pricing Details

shac) dealacts foc ik tacclictare f fck

rjnance and stability. After you install NodeLocal DNSCache, you must enable automatic

unselection all

nd CNFS View Details.

d free of charge to each ACK cluster for 12 months. Far more information, see & Pricin

Details

0.220 pows
& ACK Billing SLB Price:

EIP Pr
+0.800 x»

6. i IS5 A A AE -

ice: ¥ 0.800 jc8

ecs price: ¥ 4.9 1 Hours

Ui FIAR LS8 CN AR BB K 3 90
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AM Role Authorization Checl Passed
Dependent Service Activation Status Passed
Auto Scaling Status Check Passed
Service Quata Check Passed
System Disk Size Check Passed
Data Disk Size Check Passed
Account Balance Check Passed

« Torms of Service During the cluster creation process, the following operations may b

T T T TSI CT ST oS, YT T e T e TE SO oS VT e T AT ot TV To T O Ty T Yo TeTeTe TS B TE SO ITe e 3T e SaTesT SPportunity

| have read and understand the preceding statement. | also have read and accept the Terms of Service and Disclaimer.

& ACK Billing SLB Price:

epprice:¥ 0.800 /68 £csprice:v 4.9 7 jriours [EEHLLEEI I UETTETEIE

7. %5 CreateCluster (fIEE&ERE)

8. K7y ek ACK SERFI AP IS5 28 2580, JRMe LR A 25 S 1) B A T S B 1
$HOME/ . kube/config .
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< ACK-For-PM ~ All Clus

Cluster Information CK-For-PM
¥ Nodes
Overview Basic Infermation Connection Information uster Resources Cluster Logs Cluster Tasks
Node Pools
Connect to a Kubernetes cluster using kubectl
Nodes

1. Install and configure kubectl. For more information, see Inst;

cenfigure kubectl.

Namespaces and Quota... 2. Configure cluster credentials:

A a1 Ac Generate Temporary kubs Iievw«e KubeCon
¥ Workloads Public Access nternal Access

Deployments thatoll

ntent to SHOME] kubefcontig on your lacal computer

Credentials Expire At Jan 5 2026 13:32:61 UTC:
StatefulSets

DaemonSets

Jobs

CronJobs

Pods

Custom Resources

» Network

» Configurations.

43aFNKY jMrR31FUZ

9. FRIL ACK SETF API IR 5% 75 A g 5 Hb ik

VAR
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E -] Alibaba Cloud Y Workbench Al Resources v

< ACK-For-PM -

Cluster Information

¥ Nodes

Node Pools

Nodes

Namespaces and Quota...

¥ Workloads

Deployments

StatefulSets

DaemonSets

Jobs

CronJobs

Pods

Custom Resources

b Network

} Configurations

All Clusters

ACK-For-PM

Qverview Basic Information

I Basic Information

Cluster ID: cdbc7ca2f4Ba84bf898f5ac303022718e

| Cluster Information

£ Global

Connection Information

Q Expenses ICP  Enterprise  Support Tickets g}
Cluster Resources Cluster Logs Cluster Tasks
@ Running Region: China (Beijing) Time Zone: AsiafShanghai De

AP Server Public Endpoint

Change EIP. Unbind EIP l

hitps:/i47.93.191.197.644!

AP| Server Internal Endpoint

Service CIDR

RRSAQIDC

Kube-proxy Mode

Network Plug-in

Custom Certificate SANs

Testing Domain

https://10.101.10.169:6443 Set access control & Troubleshoot connection issues

192.168.0.0/16

Enable RRSA | & Configure RAM permissions for service accounts to isolate permissions among pods
ipvs
terway-eniip
Update
“cdbcTca 0227 18e.cn-beijing com Rebind Domain Name

oz

Sl

i

FUAHEESE CN R 5B k4

93
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E (D AlibabaCloud = & workbenct All Resources v £ cioval 3 Eipenses ICP  Enterprise  Support Tickels 2} 4w @ o el
Container Service ACK o
ST Clusters View Cluster and Node Quotes = | Refresh
Clusters
H Q Label
Authorizations
= Marketplace Cluster Name/iD Labels  Type Region Cluster States o, Usage Createant 2SO0 et
Albaba .
EM 62023, .
¥ ACK Managed China (3eling) @rumning 2 " gy, 133251 e
Oren % mere  olwn

Marketplace
- Mubi-cluster
Multi-cluster Manage
Application Genter
Backup Center
Service Mesh C

Quick Start

KRR S R BHE. BN GKE 11 sl VEAIE ] - CN R AP Ko b Ziifh PR A
HA CN R E R AAF SR, DMESCRREBE kb

kubectl get nodes

kubectl describe node <node-name>

AE MR A EETRER, PR S BRI B CPU M AT .

CPU. WAFMBEELAF 7 IO BGR T TR K . TS5 CN R A VERERT AT 5 ek
B tR AA LT E R

1z AUAS HE B 28 CN &R 417 k% 94 ©2024 Palo Alto Networks, Inc.
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¥ CN R F1BH K BEHE BT B 2 ) Kubernetes iz %% (ACK)

o Ui A IP ik, DUMEFE Panorama % & APl %545 -
Cluster Definition

Name
Description
APl server address | 10.2.
Type | Native-Kubernetes

Credentials

Label Selector Label Filter Custom Certificate

LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER

(® Add

Validate

Panorama 1 F it 1P Hhhiki% 2 5] Kubernetes ££5 .

Oitems 9 b4

APPLY ON

“ Cancel

* M\ Panorama S AR BERUHERR A4 FR . I 4144 K. Panorama | P Hiuhil AT ATk 1) H AR #4144

o

fERImAIAI IR E CN A 51 K b5k 95
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General Monitoring Device Log Forwarding C tor Log Forwardir Log Ingestic

LLECTORS &

rpecpnew(RPGOOGGKEPRAL

@ Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communicatior

BHREMER, ES IO AW & AN HEF .
o WE VM G450 IE AKX E 3hF M PIN ID FlE .
o RS R B R A SRS AT B E AL E .

STEPZ2| (k) tnR#47E Kubernetes #ifF+ A Panorama it & 1 H & XAEH, WA ZUl i $ AT AR dr
AR BIEIE . AEE N cacrt HIICAF 4. pan-cn-mgmt.yaml F1 pan-cn-ngfw.yaml 1 5
5E SCUEFS () HCR A2 AT IR Y o
kubectl -n kube-system create secret generic custom-ca --from-
file=ca.crt

STEP 3| %t YAML SCAF LR L8 CN R A1 B JCHE BT 76 1 PR (5 B

apiVersion: vl kind:ConfigMap metadata: name: pan-mgmt-config
namespace: kube-system data:PAN SERVICE NAME: pan-mgmt-

svc PAN MGMT SECRET: pan-mgmt-secret # Panorama settlngs

PAN PANORAMA IP: "<panorama-IP>" PAN DEVICE GROUP: "<panorama-
device-group>" PAN TEMPLATE STACK: "<panorama-template-stack>"

PAN CGNAME: "<panorama-collector-group>" PAN CTNR MODE TYPE: "k8s-
service"

apiVersion: vl kind:Secret metadata: name: pan-mgmt-secret
namespace: kube-system type:0Opaque stringData: # Panorama Auth
Key PAN PANORAMA AUTH KEY: "<panorama-auth-key>" # Thermite

{E i FIAR K CN R A7 K % 96 ©2024 Palo Alto Networks, Inc,
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B CN R B K B 5825 B Bz ) Kubernetes I 55 (ACK)

Certificate retrieval CN-SERIES-AUTO-REGISTRATION-PIN-ID: "<PIN
Id>" CN-SERIES-AUTO-REGISTRATION-PIN-VALUE: "<PIN-Value>"

VLR YAML SCf4EH PAN. PANORAMA IP 2%/t 55 5255 Panorama P bk UTRT, 11 F

I

35.196.181.54/#jancrama::dev-dg::panoramaftemplates

PANORAMA

) Access Domain
1, Authentication Profile
%) Authen

12 User Identification
% Data Redistribution
) Device Quarantine
Managed Devices
1 Templates
5 Device Groups

=7 Managed Collectors

R certificates

. Certificate Profile
SSL/TLS Service Profile

[z scep

[ 55H Service Profile
R Log Ingestion Profile
T|_] Log Settings
ﬁ}‘ Server Profiles

&) shMP Trap

&) systog

[® Email

[B HrTP

% rRADIUS

) sce

_

DESCRIPTION TYPE

template

template-stack

-

2items
STACK DEVICES VARIABLES DEVICE KEY-VALUE TA
KB8S-Network-Setup Man: No Devices in the stack

B A g YAML - emr 7 Palo Alto Networks Kubernetes Security - CN £ 41 )47
P gt ) WA TR0 SETRRAE 3 2 o o 8 S5 7 1 9 S 25

VA2 IE YAML SO s PAN DEVICE GROUP I PAN TEMPLATE ({124t 57F Panorama
B g ) AR AR AR B A4 FRUL RS, 40 T B s

fE i AL ES E CN AR 41 B K h
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% CN R P57 KEEiE N

y
y

] H 75 _E ) Kubernetes I %5 (ACK)

C A NotSecure | 35.196.181.54/#panorama::dev-dg::pancramaj/device-groups aQa &% Q ¢

PANORAMA

VM-PANORAMA

) Access Domain Q

2items
Authentication Profile
. AUTHORIZATION DEVICES/VIRTUAL REFEREN(
) Authentication Sequence [ NAME & DESCRIPTION CODE SW VERSION MASTER DEVICE SYSTEM TEMPLAT
User Identification
, Data Redistribution I gy
Device Quarantine [ dev-dg kBs-stack

Managed Devices
Templates {:}
Device Groups
] Managed Collectors
3 Collector Groups
& Certificate Management
A Certificates
B Certificate Profile
1 SSL/TLS Service Profile
Ug Scep
4 s5H service Profile
R Log Ingestion Profile
7—_‘] Log Settings
:L';‘ Server Profiles
&) SNMP Trap
&) syslog
Email
B HrTP
[# RraDIUS

EDSCP

T s i PAN_PANORAMA _CG_NAME i Z %18 5 82 I H B AR 2% 4 FRAH ] .

#D vm-panorAMA ASHBOARD  ACC  MONITOR  POLICIES  OBJECTS  NETWORK  DEVICE || PANORAMA

) Access Domain Q
Authentication Profile
E susthentication Sequence l NAME REDUNDANCY ENABLED FORWARD TO ALL COLLECTORS COLLECTORS LOG REDISTRIBUTIOI
User Identification [ e demo-panorama hong
+% Data Redistribution
& Device Quarantine
Managed Devices
Templates
; Device Groups
} Managed Collectors
k= Collector Groups
& Certificate Management
B3 certificates
& Certificate Profile
S5L/TLS Service Profile
[ scep

& SSH Service Profile
& Log Ingestion Profile
__] Log Settings
:1_;' Server Profiles

&) sNmPTrap

) systog

[E, emait

B Hrre

(& RADIUS

J_hscp

BRMER, ESM CN K51 yaml ST T 924
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¥ CN R 1B K32 AT 5 2 1 Kubernetes ik %5 (ACK)

STEP 4| #%8 CN-NGFW JIR%5. HUTLL T,

2B N Kubernetes iR 457, CN-NGFW #5245 o] DR 7 22 471 i b, 1 S FHFE P Pod L&
B4 B 5 [\ 2 7] B A CN-NGFW S5 DL3E4 746 2 A 52 i

1. f#H pan-cni-serviceaccount.yaml SCAFI0AIERE /2 75 AN AR 51K P o
TES N S I 0 A AR 25 K P

2. {§i[f] Kubectl iZ4T pan-cni-configmap.yaml 314
kubectl apply -f pan-cni-configmap.yaml

3. f# [ kubectl 3£4T pan-cn-ngfw-svc.yaml.
kubectl apply -f pan-cn-ngfw-svc.yaml

% yaml .y Zgie pan-cni.yaml 7 i 28

4. ¢ Kubectl iz47 pan-cni.yaml (44,

kubectl apply -f pan-cni.yaml
S, BRiFR TS BBk pan-cni-configmap AT pan-cni YAML S04
6. ZATLL N A IR E R TS DL R .

fcloudshell: {w eries-mktplace) 5 kubectl get pods =-n kube-system | grep pan-cni

-nmgkf Running a
-wirkg Running 0
=XIrc2z Running o]
Bcloudshell: (wm arias-mktplace) 5

By B 2 ACK A SCREIE T FR kR IR 10 L Bl 4 -

(E i AUA H 5B 28 CN R A1 B kbl 99 ©2024 Palo Alto Networks, Inc.
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B CN R B K B 5825 B Bz ) Kubernetes I 55 (ACK)

STEPS| #52& CN-MGMT Stateful Set.

BRONTEOLT, &3 B PIE VIR E IR N StatefulSet. % 7] LK 30 /M7 k45 CN-
NGFW Pod i3] CN-MGMT Stateful Set.

Lo (O TS ElE M PV AL T N CN-MGMT Stateful Set & FF A S (PV).
1. 6% H % LLULES pan-cn-pv-local.yaml SO e SR A L3 44 B

ER/D 2N TAEN 8 EFREN (6) MHF. BERKEHFEE CN-MGMT Stateful Set
AR TAET AT, u@uz@a% B, #AE /mnt/pan-localée FEIE4 N /mnt/
pan-locall M H%, iHigiTLL Fand

mkdir -p /mnt/pan-locall /mnt/pan-local2 /mnt/pan-local3 /
mnt/pan-local4 /mnt/pan-local5 /mnt/pan-local6

2. &% pan-cn-pv-local.yaml .
7t nodeaffinity FUCECENH, FIEE S SIBMAE spec. local. path Falz#
) Bk H sk, SRJE 2 SO LB @ 3T A7 %28 pan-local-storage A1 I PV
7e pan-cn-mgmt.yaml 4 rh )78 volumeClaimTemplates | #0445
wpnalicloud-disk-available gifxk 4%k
(LUE
storageClassName: alicloud-disk-available
Bt PV s KN 20 Rk 206G,
2. IHFR TS CB ek pan-cn-mgmt-configmap A pan-cn-mgmt YAML 3214
pan-cn-mgmt.yaml 3CA4: 7545

initContainers: - name: pan-mgmt-init image: <your-private-
registry-image-path>

containers: - name: pan-mgmt image: <your-private-registry-
image-path> terminationMessagePolicy:FallbackToLogsOnError

3. ffiH Kubectl 347 yaml 31t
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt.yaml

RS 2 BT AR SE RN AL S O B UE B R 25k, A ZRE AT pan-mgmit-
serviceaccount.yaml .
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¥ CN R 1B K32 AT 5 2 1 Kubernetes ik %5 (ACK)

4. JE TN A58 IE CN-MGMT Pod 2 75 L8 3
kubectl get pods -1 app=pan-mgmt -n kube-system
KATE S & 6 /8P,
STEP6| % CN-NGFW Pod.

L B5F 27 2.4% PAN-CN-NGFW-CONFIGMAP 1 PAN-CN-NGFW H (13 41 15t Bl A& 4
YAML A

containers: - name: pan-ngfw-container image: <your-private-
registry-image-path>

2. f# 1] Kubectl apply iZ47 pan-cn-ngfw-configmap.yaml 14
kubectl apply -f pan-cn-ngfw-configmap.yaml
3. {#f] Kubectl apply i&1T pan-cn-ngfw.yaml SCf4.
kubectl apply -f pan-cn-ngfw.yaml
4. N CHE CN-NGFW Pod.
kubectl get pods -n kube-system -1 app=pan-ngfw -o wide
STEP 7| BUE 2 75 7l LAZE Kubernetes 44 - %5 %] CN-MGMT. CN-NGFW #1 PAN-CNI.
kubectl -n kube-system get pods

STEP S| NN HFRFT yaml SCIFsy 4 28 R I RE,  DMERKE R B 8T Pod (10370 & 55 [ 3 B Kk 4
TR TR EAN UL R AR, DK & 0 ) 1) CN-NGFW RiEAT A 7
annotations: paloaltonetworks.com/firewall: pan-fw
fltm, 3F “default” #4231 b (BT %7 Pod:

kubectl annotate namespace default paloaltonetworks.com/
firewall=pan-fw

STEP S| FESERE & M LT .«

7E = FAS HL 358 CN &R 41 15 2k 33t 101 ©2024 Palo Alto Networks, Inc.
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4 paloalte’

TECHDOCS

£ OpenShift I3 CN %71

|

FEAT Ak W] DA 2 R A2
* OpenShift 2145 I ) CN-Seriesili & o CN-Series 10.1.x or above Container Images
* 1547 PAN-OS 10.1.x B 5 =il A ()
Panorama

pan-cni 7EN HIFEFF Pod FIERIN “eth0” #% M BRI LR . WIREIHE £ 16 L Pod, W LAFCE CN-
NGFW Pod {37 il F & AR RE SRR B A Hofh e 1, DU Hofth Pod Bl I BEATIEAS . RSN AR
FP YAML SO IRTERE, fEn] DIBCE CN 241 B Kk b DU oK B B A 42 1 el BR in 2 431> Pod )i
& B I T IR .

pan-cni ANOEAT(TINLS, ILATEE 1P Hibik, WAl CNI 4dfF.

=35 PAN-OS 10.1.3 5 i &1 A A el CN %135 2 4 OpenShift |- 1) Kubernetes fi
%. WAk, fEJy Opendhift |y Kubernetes fii 4 fry CN & 51U {4742 11 ethO,

STEP 1| #B4ens.

WS =T B ORI 1SR, JFIRIE CN AR 4152 75 3CFF Openshift flRAAT CNIL. &7 CN #4115
KA AR ST AT CN 22471 yaml SO Af 7 G4 240

STEP 2| {84 CN R8I Kubernetes TAF 51351 2 4= P& 1 TAERARHEAE
AL e 55 54, IR AR KA YAML.

VERE: WIS SEAR R 1OKB, LAGUK SCfF GAP, R4 Ak 4T base6d 4
i, SRS P 2% AL SOk I ) Panorama CLI g API,
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£ OpenShift |3 CN R4

STEP 3| [t & PAN-CNI i LA{#E ] Multus CNI i .

Openshift | %) Multus CNI 7] FH/E 1 FH oA CNI G AF 1 “Totdift” o TR NHRER, B
Zit:

1. 7e44 Pod i 44 7 (] 19 2& PAN-CNI 2% B E 3L
kubectl apply -f pan-cni-net-attach-def.yaml -n <target-namespace>
2. MR YAML U
& pan-cni-net-attach-def.yaml X5, 7ER8 2T Pod yaml HHifs i
paloaltonetworks.com/firewall: pan-fw

k8s.vl.cni.cncf.io/networks: pan-cni

W R ER IR H AR LS, TSR EREN M EHAIN pan-cni. RFKEASEE
) AIEG 7 5 B pan-cnd /4% .

sk Pod HAF AN, lsZife pan-cni-configmap.yaml < {1
[ty “interfaces” "R CN-NGFW Pod %2y M 25 ji & 14 1 44 75

il
template: metadata: annotations: paloaltonetworks.com/

firewall: pan-fw k8s.vl.cni.cncf.io/networks: bridge-conf,
macvlan-conf, sriov-conf, pan-cni

BLATE, 1E Kubernetes Jif 55 2 X fi DaemonSet i, CN R 41 HL7E 37 4
RedHat OpenShift 4.13 J 1), I fi A 1) OVN-Kubernetes 25 5% i 2542 11 (CNI) 384k,
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TECHDOCS

|

#£ OpenShift Operator Hub F#%

CN &%

FEART AL AT DA 2 TERMH A2
* CN-Seriesii % o CN-Series 10.1.x or above Container Images
147 PAN-OS 10.2.x & PL_ERRAS ()
Panorama
CN Z 5175 45177 K B 2L 7F RedHat Openshift *1- £5 Operator Hub _F#et. 47T DL E # M RedHat

Operator Hub #5& . Bl & FHEEA{E CN R A2 2355 kb5
CN %%17f Openshift Operator Hub _F)fd & :
PL R /2 7E Openshift Operator Hub _E3#38 CN 41 Bl K 855 1 5t 2544 -

s FZF CN &4 kE%1 a]iiF Panorama | 1] Kubernetes {27 H CN R 210 KBSV AT o A IS
S IGUEARED, FRTEMEA IR CN KA KBS e Fih . AREAER, 1SR CN &
A KB

e {f Panorama FA % VM S5 363F 24 .
o 1EVM ZRAIPTKkIE F 2% &uF .
o QU NERE SR A RS K S o

o ¥bE Panorama— %S00 B Panorama KL E . SEEAIE T CN 2455 kG EE . A uE A
B Panorama % & I HE 215 5., 152 1% & Panorama.

* N CN R51Ij k322 %% Kubernetes i ff

* OpenShift SEHF L AISFA CN S 4156 1241

o HERIEETLAVG 1A Palo Alto Networks % ) ili 4511} (CSP), # HA Flex #1457

* I ERIERANA Openshift ¥ AIHER] RedHat % /', Jf HAf47 1E Openshift 18178 B3 Y IR .
* Hifk OpenShift S2HEFT & CN R 4156 k1.

EXRELER, ES BT/ RedHat Openshift Operator Hub A %558 CN %41,

7£ OpenShift Operator Hub F#3% CN £7%1:

pan-cni £E N HIAE P Pod BRI ethO £ 1 RSt . WIERIEHA 216 I Pod, WWT LARCE CN-
NGFW Pod fr37 it FH & TR SRR B A i 1, DUS oAl Pod Bl I HEAT A5 . ARE N A2
Fe YAML SO RGERE, S mT LABCE CN AR 1 B K i ARG 2R B T 4% 1 B in 248> Pod )ik
EHCE R IR .

pan-cni NEIEERILE, A AMER Al CNI PR ARAE 75 22 1P 3tk
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https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall.html
https://docs.paloaltonetworks.com/vm-series/10-2/vm-series-deployment/bootstrap-the-vm-series-firewall/generate-the-vm-auth-key-on-panorama
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/create-service-accounts-for-cluster-authentication-with-cn-series.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panoramahttps://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama
https://docs.paloaltonetworks.com//cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-system-requirements-for-onprem-kubernetes-deployment.html
http://support.paloaltonetworks.com/
https://docs.paloaltonetworks.com/cn-series/10-1/cn-series-deployment/license-the-cn-series-firewall.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-system-requirements-for-the-kubernetes-cluster/cn-system-requirements-for-onprem-kubernetes-deployment.html
https://www.youtube.com/watch?v=DBFS8xsuMeM
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# Administrator You are logged in as a temporary administrative user. Update the duster OMuth configuration to allow others to log in.
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STEP 4| #f pan-cn-series-operator .
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Project: openshift-operators

Home

OperatorHub
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Search
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Application Runtime
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Operators
Cloud Provider
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STEPS| rathi2ed, DIMEFE OpenShift #2743 pan-cn-series Operator .

RedHat
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H Az © @
02 Administrator You are logged in as a temperary administrative user. Update the to allow others to log in.

Install Operator

Home
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Overview
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Search 8 provided by orks
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Provided APls
AP Explorer
Installation mods *
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® Al namespaces on the cluster (default)
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Operators
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Installed Operatars Installed Namespace *
@ openshift-operators (Operator recommended) -

Workloads

ready exists

Networking enshift-operators siready exists and wil be used. Cither users can already have access to this
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82 Administrator You are logged in as a temporary administrative user. Update the 1o allow others to log in.
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STEP 7| i Createlnstance (f7sz))
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OpenShift

o Administrator You are logged in as a temporary administrative user. Update the duster Osuth configuration to allow others to log in.
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2 You are logged in as a tempaerary administrative user. Update the cluster OAuth configuration to allow others to
% Administrator it = =
Project: openshift-operators =
Home
Overview |
Create Project
Projects = o
Search AllProjects,
AP| Explorer default Ready Restarts Owmer Memary cPU Created
kube-node-lease 72 o B0.3MIB 0.001 cores
Events
kube-public
kube-system

Operators

openshift
OperatorHub

openshift-apiserver

Sl openshift-apiserver-operator

openshift-authentication

Workl
rdosc: openshift-authentication-operator

Pods openshift-cloud-credential-operator
Deployments openshift-cluster-csi-drivers
openshift-cluster-machine-approver

DeploymentC

StatefulSets

ConfigM

CronJe

& LIAE Panorama - &5 B KRR EARAS . AR ISEME R 5 B WO “ CIERR” .

Manual V]S ®
J1em
wassen
o I e PR — n @ cworom
[rp—— sncnn I oo fr—" Disconectes
mons I U P

040252 ST

Device Geougs

d Collectars

5H Service P
[ Lo Ingestion Profie
= Log 5

) Server pr

SHMP Tiag

& s

A HZBE CN R HI [ k3% 111

2024 Palo Alto Networks, Inc.

{E 2 i



£ OpenShift Operator Hub % CN %74

STEP 21| % PALO ALTO NETWORKS-CNI {4 & v 5 Multus CNI $fifE— &8

OpenShift _F- ¥ Multus CNI A F {3 F HAth CNI 48 4F 1) meta-plugin. S+ F&NNHREFE, Ei
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