GlobalProtect EIE G 15

Version 9.1

\to
docs.paloaltonetworks.com te C h DOCS mpa\021w0““5"



Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

* To ensure you are viewing the most current version of this document, or to access related
documentation, visit the Technical Documentation portal: docs.paloaltonetworks.com.

» To search for a specific topic, go to our search page: docs.paloaltonetworks.com/search.html.

» Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2019-2020 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
June 4, 2020

2 GLOBALPROTECT EERIERM |


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

GlODAIPIOLECE BBEIZ ...ttt ettt et ee ettt e e eeee s esaeesaees 7
R T GlODAIPIOLECE ZH ..ot eseese s eeseseasesssssessessaseasesssseseaseastasensesnsseseaseasensensenee 8
GlODAIPIOLECE PREE T I oot eese s sessssasesessssessseassssesesssaseassassssesssaseasenssaes 8
GlODAIPIOLECE FHIR c..ooeieeee ettt a st s s s a s sassas s sassnssases 8
GlODAIPIOLECE APP..covirieiictieeeereeeeteeeteteeeeree et et b bbb s ebesensesesessesesessasesessasesesensane 8
GlobalProtect STIFMBLEIRAETRBERRTS 2 oo e eeeeese e seeessesessesessssssase s sesessasenanes 10
KT GIODAIPIrOtECt FATIE. ..o sessssss e sasesessasssasssasessssasssasssassasssasssasees 11
A ettt ettt ettt ettt ettt et s en ettt e se ettt eaeneneaeas 13
H GlobalProtect B3 TR IKIT ...t eeeeeeseeseese e eseaseaseasense s eeesseasesnessssaseasemseene 14
TE GlobalProtect ZBAETEI T P SSLuuuimmieeeeeeeeeeeeeeeeeseeeseseseeessesessssessesessessessssasessessssasesasssassssesasenens 16
RTF GIobaIProtect TEFEEBR........oveeeeeiee ettt sss s s s sessassassasssaes 16
GlODAIPIOtECE TE A BRAE I e oo eeeeeeeesesesesesease e seeeeseraseseseesesasesseseseasenenens 16
TFIREZFEPBIBBE GlobalProtect LM ...t eeeeses s ssssssesssssanes 18

B T .o e e e e e ee e e e e e e s eses e s e asaeasesae e e e eee e eeeneeeeeeeeeeens 23
KT GlobalProtect FAFT BABIEIE ... seesssesesess s sess s sessssesssasesssssasssessssssens 24
TIEHT GlobalProtect BB IEIE JT3E ..o eeeeeeeeseeseeeseeeseseseseesesessssseasessessensesasennes 24

S BN B IR BEMBLE TR 2 oo s sase s see st sesees 26

B AT EIEIRBEIBLEETE T 2 oottt sse st ssses s ssassssss s sasssssesssans 26
TRIBIREB B ADIRAE ... oo se s e et ss s sase s s e sesssase e ssesesassssesesasesesssasesen 28
TRIE LDAP BB IRIE ...t eeeeeeeessesesstseseesesessasessaseseasesesesesasessesassasestasaseasane 28

IREB SAML BABIRIE ..ot sssssessssessssssssssssesssssssssssasessssssessssesssssessssanes 30

IREB Kerberos BABIEIE ... sesssss s sssssesssssasssassssssssssassssssssssssssans 32

ZIE RADIUS B TACACSH B BTG ..ot eeeeseeeseeeeeeeseeeseeesessesesseseesasesens 34

R P HRIE T B ADTEIE ....oeoeeeeeeeeeee e eeee s sasesesesess et sssasesesssasesassssssesasesssssesesaees 36
TR R P R I BT B D IEAE oo ee e ee s seese s s 36

BB B AL B E B R T B ADIRE oo s ee e s e e s e s e sasee s se e s 36
BB ER PN EFIRIE BT B ADIEIUE ... eeeeeeese s sssssasesaesens 40
TRBINE B ABIRAL ..o eesssessssesssssesesssessssssesssss s sssssssssssssssessssasessssaesssssssssssssnees 43
FERUEPNESBRIEREEXHEARE DI ..o 43

EH— IR MR (OTP) BAREBDIAL ... sssesesesssss 45

(A BE R B AT EE B D IEIE ..o seese s seeessesse st sssesesessssesesaseseasens 48
FERARESRENAREBRAMNEZEF DI ... sssassseone 49

ZIE strongSwan Ubuntu Fl CentOS i B B AR ........oooeveeeeeeeeeeevee et seessees 54
= RN T T I =0 B i T SO 54

e g R = == = 1 OO 56
BRERANEE G DRI T ADIRAE ...t saese s ssesesesssenasens 58

ElE GlobalProtect AR Z R ZE BB IAE B E.....ooovveeeeeeereeeeeee ettt see s s s e 60
JBFATE] RADIUS BRZEBIITAT VSA ..ot ssnssssssss s sssses s sssssssasssssssssnsessans 64
JEFHLEBIET ...ttt sttt st s s sesssasesesesansees 65
GlODAIPTOLECE THTKR ettt e e eeeeete s esesesess s esseneeeesnessanenens 67
GlobalProtect PIIRBEIR ..ot sss s s s s s s sss s asssasesnes 68
GIODAIPIOtECt FRIRIBEIZ .. ..eo ettt ss s s sse s as st sasssns s assae s sassans 69
PRI BIZE T oot s et e s e et et s st se s e e e e st eenenenen 69

R SR B T A PR IS A TE LR oo ss s seseseseseese s sasesssesasesesesasessssnesees 69

TABLE OF CONTENTS ii



GlODAIPIOLECE MIB STFE .ot e e see s ees s st s e sess st seseseeeses s eesassasesessanes 70

ELE GlobalProtect MBI BT IR ESS oot 71

BILIE GlODAIPIOTECE PRTR ...t eeee e seeee e ssseeaseasssssssesaseassassssssassassassssaseasssnsssensens 72

TE GlobalProtect Mot L3R BRI ITRER ... oo e e eeeeesesssssssesnseassse s sssseeesenns 81

AR B ) B B B AR D BEIE . .....oeooeeeeeeeeeeee et s s 81

AR I A R P AR B BT D BBIE. ..o oo sesee s se s et sese s esese s se s sesesesesesnesenen 83

M GlobalProtect VPN BEIEHEBRIIITUTER ..o eesessesssssssssssesssasssssassens 85
GlODAIPIOLECE [T ettt ettt teeeee e eeaseeeeseaeasasesaseeasanaees 87
GIODAIPIOLECE [TTFFAEIZ ...ttt see e e s ss s se e sas s sstassassas s seassasssssenseassasnns 88

BB GloDalPrOtECt | B BT R S oo e seseseseseseesesese s se s eesssass s ss s sesesasesseasesse s 89

RE GlobalProtect [T THRIABR. ..ottt sss st s s sss s sssassassaseans 90

TE X GlobalProtect B i B D IEUETRIE ... seeeeesesseeeseeseseseeseseesaseseseseseasesasenes 92

TE X GlobalProtect fEIBELE .........ooooeeeeeeeeeeeeeeeeeeeeees e s sessssasssessssssessasssssssssssassassassnes 93

B TE X GlODalProOteCt BRI A RE B e eeeeeeeeeeeeeeeeeseeseeseeeseeseesensesseessesseeseaseassseseasensensessssessseasensenes 98

HE X GlobalProtect &S, MIBFNBEBD T ..o eeeseeesessessesens 109

(@] 00] o= | 2 0] K=ot A AY o] o 13 117
BB L PP EBE GlODalProteCt BRI AR oot eeeeeseeeessevesseessesssse s sesssasssesssessasesasesasenn 118

TER GIODAIPIOtECt B ....oooveeeeceeeeeeee s st sss s sasssssssas s sasssaseen 119

Z o Dl k= 00N == = I TSSO 120

TE Web RS BE B A R B B T oot e e eseeees s esaeeesasasesaseesas s s esaseasasananen 120

TUTT BRI ZZZE ..ot ee e e s e s e s se e st se e s ss e s eessesasessseseneseesssasesaeeensees 121

TEHANZZE GlobalProtect BRI ..ottt eevessessesses s sssessasnasens 125
BUEBA B IEBBRIFBIRIE . ... sssessssssssssesssssssssssssssssssssssssssssssssssssssssssssssssessssssses 127
ATETESLHIBIF IR ... sses s sssssssssssssssssses s s sses s sses s 127

SFRI IR B EPBE] WINAOWS B .o ceseeseeeesessssssssssssssssssssssssssssssssssasssssssasses 133
FFRI IR B EPB R MACOS THEL . .oorreeeeveeeereeessseesseesssesssssssssssssssssssssssssssssessssssssssssssssssanns 141
GlobalProtect ToZEFFUT VPN . oo eeeeeee e seseseseess s sesaees 143
TEBEFPUR VPN BBEIZ ...t ee st e see s sae s ts et s s st s st s etaesenassssssnessensssensssensasessases 144

B3 O, NSO 146
BRIETTZE T U VPN oottt e esee et seeesseeesessesassseasssesssessssessasessassssasesensasessassssassssasnesssesssnsssen 147
TEBEFTUR VPN BEEEBEBR ... st sssase st ssssases s s ss s sasssasssasesasees 153
BT IR BB IR ... 159
BFIRBEIEIEIR.....oooeeeeeeeee sttt sss st ss s ss st sa st sae s saenes 160

IRE MDM 5 GlODAIPIOtECt BUBEFR....oe.eeeeeeeeeeeeeeeeeeeeeeeeeeee s eeeeeeeesesseassesssssssssessessassssssasessaseens 163
FRAZXIENE=S MDM B GlobalProtect BI ... eeseeese s 163
FERAHAME=T MDM B GlobalProtect BIF.....ccooooevveereeeeeereereeeesesesesessssessssesssenns 310

FAT 10T R HY GlODAIPIOLECT .. 317
TR 10T EESRHY GlODAIPIOTECL ... eeeeeeeeeeeeeeeee et ess s sessessass s ass s saseass s esssssassassasses 318
10T RBBECLE GloDaIPrOteCt [T FIMIR oo oo eeeeeeeeeeeeseseeeeesseesesessessessssasesensessensesssssessennes 319

£ Android ERZEFT 10T B GlODAIPIOECt ....eu oo eeseeeeeeeeeee e seeessesesesesseseseasesesenene 322

1E Raspbian L ZZRZEFAT 10T BY GlODAIPIOTECt ... e seeeeeeeseeseeseeseeesesseesesseessesessenns 325

12 Ubuntu EZRZEFT 10T B GlODAIPIOtEC . .eueeeeeeeeeeeeeeeeeeeeeeeeseeeseeeeeseeseeeseesesesesesessseasesseneees 327

£ Windows EZRZEF T 10T BY GlODAIPIOLECL........ceeeeeeeeeeeeeeeeeeeeses s sesssas s 329

TE 10T RBE ETEHZRLE MSIEXEC S ..o sesssssssssssssssssssssssssnnns 329

iv TABLE OF CONTENTS



1528 IoT %% EHEMERIA ( On-Demand ( 3RE ) = Always On ( AL 4T

TF ) ) oot eeeeee s eseme s eseee st e s s e s sereneeeseesee 329

1528 IoT &% EREMERIA ( Always On with Pre-logon ( & A 1444 4T
T ) ) oot eeeaeees s esene s s e e s et e s sesssserenseeseesee 330
=2 1K == USROS 333
R T A L S B ettt e ettt et et et et e s et st eas et et esseeaseaseaseenns 334
GlobalProtect BRI U EE T L IE 2 oot eeee e eeseeesestes st esesessesassssessessssssernans 334
P2 BRI AE F A LAS ELSEHEIRIE 2 oot eeesesseestsssesssessseesensssenessesnsenees 336
B A A B L R S R T A 7 oot eesessesssssessessessesesssssessesessessesssesssnesseee 336
A T B U L T IRZS 2 oot eas e se e s ese s se s e et se e ses e se s se s easesasesenenn 337
FRBET HIP B BEBESTHE. .ooooooooooeeeeeeeeeeeeeeeeseeeeesessesesseesseeseesessesssssessesssesasseessssssessssesssesssssasssessssens 338
I R B R R o A T R BT oot e s se e sasesse e s sesasesse e easesne e 345
BRI R HIP 3B oot see e see s eese e eses e s e e sesseneseesessessesseennssssens 351
BELLE B35 BT TB] oo e eeese e e e s sese e eesesasesse s ease e sase e sasesesesessasesasesasessesasemanenesaseeen 353
BB WINdows User-1D I LU EE T L S B oo eeessesses s ssesses s esesasss s s s sasens 356
MDM EE BRI ... oeoeoooeeeeeeeeeeeeeeeeeeseeessesesseesseeesssessssssssaesesssseeseesesseassessssmesseesessessesssemssessenes 356
B EE IS B oot eese e s e e e e s se et e e s e e sasesese s eaeesasesseneeeaneranen 356
FRIEIESR oo eee e ettt ettt 358
BB GloDalProtect SABE B AL S B oot e e e s s s se s s e s sesenn 358
FRIR MDM EE B BB ZE IR ..o e oo sssseesessssseeseessessseesssssesseessessesnsssessseesee 361
TATIE ottt e et ee e et eeeeseeseseeseseseesesesessensesaseseasansesessenseneaseneesaaseneeseseneseenes 363
FBFIFEIBUE FIPS-CC AT oo eeeeee e esseseesessessesesesessesssemessessssessessssmessessssssssessenesseses 364
BiE Windows SEMZRE B FHIUE FIPS-CC AR .o eseeesesesseesesessens 364
B macOS BHFIRBAHIUE FIPS-CC BTN ... 366
FIPS-CC TR T B oo eeeeeeeee e eee e e e e e seese e s e e s s eeseseessessssseseeseeseseess e 370
FIPS-CC BHBEHEBREE TR ..ot sesesesesssasesasesese e sasesass s sesesasesassasssasesasssessasenanes 371
B E FEUREE GlODAIPIOtECt Bl R e eeeeeeeeeeeeeeeeeseesesesseseessesesssssessesssssssassssssseseasssens 371
FBIFR FIPS-CC BETUIBIEEL ..o eesesesesese s ensesase s sessesessssassasesasesasesseesenan 372
GlobalProtect TRIBIETIE ......o.eeeeeeeeeee oo ee e e e ee e eaeas s s s s s s ssananas 375
TEFRTFE VPN ( BBIEEIREISUHE ) oo ssess s ssses st sssesssssssssessssssssaeses 376
TERRIAE] VPN (IEBERBITHE ) oo sessessssssssssssesssssssssssssssssssssssssesssssssssssassssssns 379
HINE B D IREHTIEFRTTIA] VPN .ot eeeseeeeeesesseses e ssesseasesasssssssssasesassssessesasesanes 382
BRLEFTTF VPN BB ..ot eesseassessesseseessssesesssesee s esssesesssssassesssemesssssessassesssnm 386
FEFATREETRITTRTTIA] VPN oot eeee e seseeseasesesesse s sesesasesesesessasesasesssasesaseseseneesasesene 387
GlODAIPIOtECt B I EIE B ... .eeeeeeeeeeeeeeeeeeeeeeeeseseesseesesesseseseesesessassssassssassssasesssassassssssassssasssesssesssenees 393
FERTRE HIP BUFRE T B PRI IE AT GIODAIPIOTECE e eeeeeeeeeeeeee e eeeeeeeeseveseeeseesens 396
R B R TR B R e TR B IR ... ev et eeeeee et seeeeaeeeeeseeseaseneesesseeseas s eeeaseaseasenseeessenseassseesensessneeseaseneens 400
B & P L& 1T P RO LR 1 [F] BB 31T GlODAIPIOLECE oo eeeseeeeeeses e seesseseeseess s eseeseens 405
GlODAIPIOLECE ZRAD oo ereveese e s esesese e s esesese e e s esaseseseseaens 409
GloDaIPrOteCt BB ZEFIFTRFID oo ee e eeees e s e v s ses e s e s e sasss s e s s s s s s seesessas s seseesassaneas 410
GlODAIPTOLECE PG I T oo eeeeeeeeeseesessessesessessesessasessssessassassssesassasssssssseassasssssseseasssseees 410
GlODAIPIOLECE PRIt eeeeeeeeeesesesesesesesesesesesesssessssssssnsasassssassasssssssssssssesssesesssssens 410
(€]10) 01| a2Ro R o e 7 B - OO OO 412
BRIRFATTAIIR oottt es e s e ses st aseas s e e seas s as st s eases e nsenseaeseens 412
B T A H T T T et e e s e s s e se s sase s se s eseesase e s easesaseseseseesesesasesessasesanes 412
e R TR T P M ettt st e et s s aes s s semsssenesseasaseasasessassstasaseasnstasno 412

TABLE OF CONTENTS Vv



PRI IR ......oveoeeeeeee e seaseseses e sesesesesesesasesssse e ssesesase e sssasesaessasesasessesesassssesssasesessnaseses 413
TTFRBR B ..o.eeeeeeeeeeeve s ssssessss s ssas s ss s ssessas st ssssss s ssssessasnsons 413
BRI IR ..ot e e s s e e et e et se e st sesasesnsereseran 413
GlODAIPIOTECE TR et eee s e eeeesses s eseenaeaes 415
KT GIODAIPrOteCt ZRABIEIE ...ttt s st sss st ssssssassases 416
GlobalProtect RIS M0 a2 [ BT BR R BTHR....eeeeeeeeeeeeeeeseeeeeeeeseeseessseseeseseesensesaeseseseasensesssssssasenses 417
GIODAIPIOtECE MERBEZE ...t sse s se s sssssasssasssasssssasesasssssasees 419
SEZRZF : GlobalProtect BRI DMIZR BB ... ssssssssssssesssaes 419
GlobalProtect BIFISTIFHT TLS ZERBEA M ....oooeeeeeeeeeeeeeeeeeees s ssse s ssasnsens 419

FAT L IPSEC BEIEHIZRRD ... ..o sas s ssass st st sssasssssasssasssassasssens 425
T I = 428

vi TABLE OF CONTENTS



GlobalProtect #%i

ERERERTERBFHARENZERLFAY , HSSHATHTEBIHBELT 25 .

BEE R THMHRERE , EF DNREREERGURA , BEANEHERT EANRZEHRE. B
HRAFETEEENITENRERFIET LR , EEREMAISET T 2R XEAR IR
TR AFARMEAXKEE, B RFYENEMERBHRTHT —RETH KB RERE
HNATHRERF (LeHBEM[L ) |, GlobalProtect™ AJ A M #R R & A F 5| KWL £[H

o

THIEF R T H>x Palo Alto Networks I T GlobalProtect &= mMBL=EE |, R #EA
GlobalProtect & RAH R B XK IBBIZ= !

> X TF GlobalProtect A4

> GlobalProtect Z #FHRLEIRIER S RA ?
> GlobalProtect X & WRLEIhEE ?

> X TF GlobalProtect i qJiE


https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/what-features-does-globalprotect-support

% F GlobalProtect 48 14

GlobalProtect Rt TR TEEBI AL , \MULMBEAFRTREIE R MTICEER AR RSS EALEH
TEEMEN, ZEMERTETIEHL

+ GlobalProtect PJ£&[7] /=
« GlobalProtect M3
¢ GlobalProtect App

GlobalProtect M 4[]

GlobalProtect [JFP 1214t 7 £t 3F GlobalProtect iR EEIIEE, £ 5 GlobalProtect MEH BN ik 2L ED
2NTFREBEEREE , EPEETAMKXIERE B URIEREE GlobalProtect Fx< Y AIRE EEM T F
PEIEBMNEXER, A, 1% 4] GlobalProtect BIBARFHAMITH , LUK E macOS F Windows
RN X (EBIIHK L , GlobalProtect R AR FEIE Apple App Store [ i0S it R & , B Google
Play @ Android %% =l Chromebooks %3 & , #&id Microsoft Store [ Windows 10 UWP i R & ) » W1R
BEEERAENESBRESXH HIP) ThEE , NP ELEXHNENREBLEEE , HFSERENEMFE
EXEER. BRI LAEEM Palo Alto Networks N —fXBF X3RO LELE GlobalProtect |17 B 17 A1 R o

GlobalProtect M3

GlobalProtect M3 73 M GlobalProtect B & HHBEREZ M, A, WRBAT HIP Thee |, ZMX
ERBRENARFREINVEBENBFEER HPIRE , HNZEEATRBEE, S EEBERRMN N3
HONMREHEREAFRELESBEEN/RELETAMNE (VPN) hE |, AR RIET R R ER.

BT LATE Palo Alto Networks T —{XBF X iR {E 32 0 EBELE GlobalProtect M3, EAIAER —FFAE L
BRHZETRXMIIF , RRESLANITES N0 BN,

GlobalProtect App

GlobalProtect MARFHHAETTFRAR L. SATFAFEREEEMN GlobalProtect 7] R M < 17 [7] B £& %
Ro

AT Windows # mac OS i = GlobalProtect N A2 F&EXd GlobalProtect [P #1TE&, B[P LT
EYNEFREE  SAUEBENARENTR ; 6l , AFAFPEEWMLERT+, BXi1FE , HSEE YL
GlobalProtect (RIBELE. HE N GlobalProtect R LK EFZ GlobalProtect B T2 F i

AT #Baim= (i0S, Android 1 Windows UWP ) B GlobalProtect R AR FE T in S B S RIJE3RE , B,
M Apple App Store 3REX iOS KR , M Google Play 3REX Android K , LA M Microsoft Store 3REX Windows
UWP R, E& , BATEAER AirWatch #0F GlobalProtect B# A , XR— 1M E=ZABF KA BB RE.

BXiFENE , 558 GlobalProtect ZIFMLERER GRS 2

THEERT GlobalProtect (17, MXxMMAMMAHEITIE , NmitFrEAP#ITZ SR , MECHEHFER
{Fhis R =R EMAL,

8 GLOBALPROTECT B 5 $5r | GlobalProtect Bk

© 2019 Palo Alto Networks, Inc.



Oﬂ Config
¥ D e e ]
Portal

App

{

LOCATION DISCOVERY

Internal External
CHOOSE
BEST GATEWAY
SUBMIT USER & . |
HOST INFORMATION : X
ESTABLISH VPN
| . ———
Y : SUBMIT USER & [ A —

HOST INFORMATION

| i

Internal Gateways ¢
: Cmswar—

External Gateway

Y

REPORT & ENFORCE POLICY

GLOBALPROTECT BH R 5% | GlobalProtect #i& 9
© 2019 Palo Alto Networks, Inc.



GlobalProtect X #F LR ER SRR A ?

ERNERY., EioRBiN, FREMAEEFVITZEF GlobalProtect NAREF. BINBIETEIZIT PAN-
0S 6.1 RE EMRAHIBH X3 L ELE GlobalProtect , BiIHRA AP iR AL ENF XM GlobalProtect K A
A, B1K GlobalProtect NARARBREREMR ; EREEA TR ERIERSZNRKIE GlobalProtect B A
WA , 27 Palo Alto Networks® A MR TR ED :

o FRAMEM4LZ % GlobalProtect R ?
o WL X-Auth IPSec BEFHZ X #?

|[HRRZASEY GlobalProtect B Z MR H & M EVIRMERSF PAN-OS A X, X FHIK PAN-OS A X
¥ BSREHEHMR L5 ERAEXMA GlobalProtect MARRF AT,

10 GLOBALPROTECT E¥#H$ER | GlobalProtect #iR

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/compatibility-matrix
https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/where-can-i-install-the-globalprotect-app
https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/what-x-auth-ipsec-clients-are-supported
https://support.paloaltonetworks.com/Updates/SoftwareUpdates/245

>*F GlobalProtect i aJiiE

WMRIEHAFER GlobalProtect LUBE £ANHZANAER/ IR R ELZ L MTRTH R VPN RGE , N

FoEEFA1E{T GlobalProtect FAJiE, B2 , EEMFA—LEESRHINEE ,

Bl HIP KEMXEBHWNAE

#T , GlobalProtect BEI M A , 2 IPv6 ¥ , NEEWREFEE GlobalProtect i1, B{THITUTESH

M < B9 AN B K 15 BB A 22 25 1Z A AT AL

« HITHPRE

- XERATEBImaM GlobalProtect N

« XEERAT Linux IR HY GlobalProtect M A
o B IPv6 ERE

BIEENE. NAREHES. K HTTP/HTTPS AR AREFIF O RBRERE,

¥t F GlobalProtect T& it VPN , i FEZEEM GlobalProtect TR EETLE ik VPN B X iE LR
GlobalProtect iT ¥, #&&ZEE GlobalProtect Clientless VPN ( GlobalProtect T% 7% VPN ) B A E 1 = &E

AL T RE.

Thre

BANEM X ( Windows Fl MacOS )

FEITRG ?

LS SOAEHEES

E2OIN-IEES

YIEX M (1oT) IR %

HIP €& v
EFRR[UENIER, RAFHSURGENNARFIEENR v
BEE

(NEE5HPRE—BFEAR , FEK GlobalProtect T )

HE T URAK HIP RRESSHE v
&R TIiE1T Windows # macOS Bk =/ S AR F —

EATZE4Ti0S. Android. Chrome OS 1 Windows 10 UWP By v
mRNNRRERF

ERTIZEST Linux Wi N BRF

ERTHAERKE IPVv6 v
ERTAEBMKE IPv6 —

(ZEEABRINTH — M 4.1.3 iR A GlobalProtect AT |

A BT BEEEITH GlobalProtect )

&% VPN v

GLOBALPROTECT BB R/ | GlobalProtect #i& 11

© 2019 Palo Alto Networks, Inc.



L2 FEITRL ?

RIEEWE, FFimdENNSURNRAREFR2BE

BREMAE EZRFAIINEER |, ES RS T AL,

12 GLOBALPROTECT E¥# A/ | GlobalProtect ik


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/subscriptions/activate-subscription-licenses.html

A

A Y

.

ZE{F M GlobalProtect™ , BN R FFTEHAGHRTEENEMEHRITRE, MEME
HMmE , BM&E GlobalProtect REAF RIFRITAMMAXMIEZZNEOMXE, BT
GlobalProtect A BN Z£BEH THEE , AR EZKAH LRI IBEAMELN SSLIUEPH,
LT & HESE T GlobalProtect ERLZRHIIRE :

>  GlobalProtect 235 O 1 X 5
> 7f GlobalProtect 4 #-8/5 A SSL

13



A GlobalProtect &l 24 0O M X 15

A GlobalProtect Bt & E & T 513 A F Xig :
GlobalProtect [1/° — ZE 77 GlobalProtect N AR FiEE#RMEZREORERED, METF MM XA
FE—FAE  NAEAR—ZEO, MARTAIMNREASRFRGXERA ; 60 DMZ,
GlobalProtect M — MXxMIZEOMXBERFATFERER T A ZEEENBMHAZBM X

A
’Q\
-

AEMx —FNNARFRAEZF=EEOREREOUREEREZD , MEEILEE, E=F/H
HEOSMNFASXIEA |, §la0 DMZ, RBEZOTSEREZEABERNEOMTRE—Xi (4l
WMtrust ) N, A TEBLZEUMTAYE , AR —NEMXI , HlU0 corp-vpn, MR AFREE
ARl MXE , NHEERZSRESUERE VPN KENEEXEEEHBEER.

AHMKX — FEEEXBHNREE=ZEEOREIRED, A, EEFEECIEATIHRIAIMRH
PeE#EO,

A5 a0{A 5 A [E ER 2 O LB B s O b 31k 5 (8] GlobalProtect fY125R | S ER N
GlobalProtect [TF N HEEE N ATBIEZRKARTIHE ?

BRIMTFMMRBEMAEL |, BFSE<T GlobalProtect A4,
STEP 1| RitKIBBOFMEIIFN/IMXEEE =ZF#HEDO,

zﬁ MEMXMIILALTR-PAE , W —EfERAEMED,

P

1.

N

REMCERN A MMKXERAEHS IP ik,

&)1 2L GlobalProtect [P S M < /Y20 LK/ iF HTTP, HTTPS, Telnet 5
SSH N EBEREXH , BRXHETLUM Internet (BB RE, HBRELZEEZHEHN
= SRR R LR LE B Zh BT B 75 AR X By X 45 Y B B U ) A RR

132 Network ( FI4% ) > Interfaces ( 30 ) > Ethernet ( AKX ) = Network ( W% ) >
Interfaces ( #0 ) > Loopback ( EI3f ) , REERENHEE GlobalProtect 0., EARRBIF ,
A ethernetl/1 MENITFEO,

( ) ¥ Interface Type ( #EOXKE )iEERN Layer3 (E3RF ),

£ Config (BLE ) &+ L , BTIFZERTFPEMXFEOFMERN Security Zone ( R£XiH )

FIPMARBRRXEFAAEXEA (HIE0 , 13-untrust ) , SEREAN ENFHTIHR,
FRBMKRETAEBXIHA ; Flf0, 13-trust,
MR RKREEXSE , A0 New Zone ( FXH ) o EXEXHEFEEF , FFXFHE L Name ( &
M), REEEOK(HE).

%2 BRIA Virtual Router ( EERBEEHES ) ©

REODE P bl
X F IPv4 #hdik , %5 IPv4 , Add (700 IP sk M7 ML H o B4 %A , flm
203.0.11.100/24
3 F IPvé tbit | %32 IPv6 , Enable IPv6 on the interface ( fE# 0 E/E A IPv6 ) , Add (R
) IP sbutFF BB H o ECAEED |, Hla0 2001:1890:122:11::10.1.8.160/80,

BHOK (HE ) MRFELOEE.

14 GLOBALPROTECT BHEAIERM | Al
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https://live.paloaltonetworks.com/docs/DOC-3457
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STEP 2 | fE &% GlobalProtect MxHIBH A% L | BLEF T4 1k GlobalProtect N A FFTE I VPN FZi&E
KB EERREE O,

S BEREDAHS  ANEBNREEORE P ik, A HBREROSE P i
() BFatemt mmt i ams s,

[ﬁ HWRE VPN RBREL LN XEAEAAF ID,

=

. %32 Network ( FI4% ) > Interfaces ( #20 ) > Tunnel ( B33& ) 7 Add ( 770 ) BgE#O,
. TE Interface Name ( OB ) FEBRHP , ARFRER , flw .2,
. 7 Config (BLE ) W+ L , I TINHEEN VPN RRIEL LEiE#F Security Zone ( 22X )

ENEEXKFEAERENL LR , BMTRIIRPIERZXE,

. ) EX VPN BREL 1L a2 85 X1E | E# 35 New Zone ( #HTXHE ) . EXEXNEES , E
N#FXEH Name ( B ) ( Wcorp-vpn ) , Enable User Identification ( BAAFHRIR ) , R
BEELHOK(HBE).,

. ¥ Virtual Router ( E#IEEH2E ) REF None (E) .

. REOZSE—IP #bil
X3 TF IPv4 el | 3E$% IPv4 , Add (R0 ) IP et M FREBBHF o EEED , HiL
203.0.11.100/24.

« XF IPvé tbdik | 32 IPv6 , Enable IPv6 on the interface ( 7320 L/E A IPv6 ) , Add ( F
) 1P et RN F ML H o BELLLEED |, 470 2001:1890:1212:11::10.1.8.160/80,
6. BHOK(HBE ) UREEORE,

STEP 3| SR B VPN EENBEEL 2 M EXE , NFCEZ2RKIUEE VPN XEMEEXE
B/ REE R

flan | FHIKEEHN AIE corp-vpn HH 13-trust HEEABEE.

W N

S N

Hame Tags  Zone Address  User  HIPProfile  Zone Address  Application Service Action
1 VPN Access one i corp- a a a iR 13-trust a [ adobe-cq

STEP 4 | Commit ( 2% ) Bi&.

GLOBALPROTECT BERi#E” | Al1 15
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£ GlobalProtect A48 /B A SSL

GlobalProtect A RIMFTE R BB SSL/TLS E#XM, Rt , FHRESNEGIMNERH/REZRESLE
FAEH |, MEEBEESSI AHENMNIER, THETHRT X F3E GlobalProtect iIE P IEHIEREEB S
., HRFIRESREKREN  BEETERMNBBLEIERLNERES

« %7 GlobalProtect if P 2=

« GlobalProtect if P REME
o JHIRE LB EFEZE GlobalProtect A4

% F GlobalProtect if HZf 2

EH GlobalProtect A4 FBRSEFUES , BE=REXSE :

< ) BE=ZAUEBNELRIERESES — BT GlobalProtect S 2 FIF1E GlobalProtect B & #1157
P, Rt ARFEREEERAEEY HTTPS &R,

o DALFEPEMENE — MREEMEMNARN DI CA , NAEHZ CA AFTE GlobalProtect A4 AIES |
AREFESAZRZTF MM AE L, ERERT , EABERELETHA T AEXTEZEEN
GlobalProtect RS MM A UEPHHYIR CA EH,

c BXRIIEP —TENFLYUEBZRUS , HEFHEHA T A GlobalProtect HHMAIEH, BEEHTIZ
BRERNZEMTIREAMIETN , ANTHESEH. MR\BIFEERRIZET , WKARAFEERERE
ZMAMFHIERER, ERELAE , TOMERRFHIHEEZIAEAR CAULP , REAERESFRK
B2 ; 7 , Active Directory AT R (GPO),

GlobalProtect if P S&{E#E
BEREANTIEE | FRNFFE SSL/TLS I RMTT B4 -

FERER ME R/ RAEME
CAE$H ATFZE M GlobalProtect A | MMRITXIEABZIRIES , BEEAZTH CA BRSEHER Palo
B EBES, Alto Networks B A IEE R CAES , REMAH CAH

A8 CA &M GlobalProtect TP MM <iEH,

P RS EFEH A GlobalProtect MRS | » ZIEBIE SSL/TLS BRFEE XM+ FUFIR, BIE
S8 HTTPS iE#, NMPREPEFRESEEXKNRSEE XX D]
F RS ERIEH,

FRARBAFMAYNNE=H CARIER, ZIEMTE
Z2MERES , ETBRAFRIESIFRIGEX
RMEFEHBR CAIUEH,
MRREAXFTAMA LN CA, RSHATEKITF
RS EFE B HYIR CA UEF Ei=1T GlobalProtect S Y
FIEmR. SHIZIEP AR IERERFPEIREZR]
FHREIERES,

iEFH Common Name (CN) ( 2F%& (CN) )
Subject Alternative Name (SAN) ( £&& B &
(SAN) ) FERAMERETFWEDKN IP itz e
FREHE (FQDN) #HtEL,

— KR, MNP HEAEESBNRSESFIES, W
REEARXMIFHBBELG —EO , WRAAXHE
ﬁfﬁ |E.|_:LIE:F;O
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EARR

MAER RIS/ B AEMOE

MRER—FBOLBEEMXAIIF, , BITEENER
P 5 0117 7= 46 FA 4B [2 9 iE $5 B¢ & ST F0 SSL/TLS AR

SHEXH. MEMAITEAMERAIERE B HM
SSL/TLS BRSBECE X4 , MITE SSL IEFHAE |, FIKHEL
BEXETIIFEE,

R 5< AR S5 2R AE 5

o GlobalProtect S I
EmMxy HTTPS E#,

ZAEBTE SSL/TLS RSB B X 4 F LAFRR, BNE
P < B B APk R 5 H AR R BR A0 AR S5 B i U4 R 9 B
KRS EREH,

ERXESR CABRSHE AR CAES |, HEAZCA
IEBERFIBERXIES,

EHBHY CN 1 SAN ZERM4AEITRIEE ERBMKH
EO/ FQDN = IP #iik#8 TEL,

TP HLARIZELE ( Portal configuration Agent ( |17
EBERE ) EMFHNZEER CANR ) FRXIR
CA iEP 9 k45 GlobalProtect BIFATEF., HEE , Mx
R CABRSAAREERAFNZIELIUEREREK
B R—ERLH CAMEMXIES,

— R, BAAMXEAEE S BENRS SIS, B
2, NREAEKRVPN HEHFEXAR—EONENH
KPR, WA ANMAGFERAENRS SIS, £
NERERR , EEALH CAZBWIES,
MREER—FOLBEMXMITF , RITEEER
P < #0117 7 45 FA 4B [2) 9 4E $5 Bg & ST F0 SSL/TLS AR
SEEXH. R4 6E B AP B E X4
SSL/TLS RS BELE X4 , MAE SSL EF HiiE , MK
BERETFIIFRE.

) BT

B F £ GlobalProtect A&
W</ 2 B3 HTTPS
2FENEAEES BRI,
XERNEZEREFIRIE
B IR R T AIAEHEREE
W 4

EXUNEFIRIEPWELISE  BEEBITFUEEK
WEREIEERATIEEZ —HEFRKIEIRTEE
NMA :

o XEWE—BE/MFTE GlobalProtect N &
—EFIRIER. BINEBLEEZETFRFHEITFR
Bl E it RS E Local ( A ) B RIEHR,

o fERAMERIEREMRIPIN (SCEP) KA
GlobalProtect [TF B —F FIRIERE
GlobalProtect BifH, BEE SCEP BLE X4 HE
PR EBE B Ak iz E B SR,

7 GlobalProtect i R AEKE FIRiEBAT , FEHUATHE

EE% 22— :shal, sha256 . sha384 = sha512,

A, EATEXN RE R P T BRI E B H A

HILUF M — & P IR E B HEEFIE RS

REESEEFRIEIBFE AN REE , RAEEBRRKR

FrEHMEEIRBYEREIRERNEFIFER,

(

) HLERIEPH

TTEHIESRMRLAE
BERGITENF#EEX
FREZAEPHNIRR
HNEFImIES. S04
BREPETEFER (B

A GlobalProtect Ui &K E FIwIEHAT , FFAUTH
EEE2— :shal, sha256 . sha384 = sha512,
WMRITRIEATREFINEE , NAME/S A GlobalProtect
HEBERNA PKI EME SIS IERHBBEME
WRe ZAFENTRRLZEMERNEE,

GLOBALPROTECT &E Rl | A1 17
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ERBER B RIE/ BAEMOE

i , CN=laptopl.example.com ) HAXEFMER K BSRFEATEFZETE VPN,
FRERMIERAF . ZIEH
PR IERITLUEES
EESE R

BEERZRAEELZNA
PR EIHLERIE S

% : GlobalProtect if B ER

B XK GlobalProtect i R S TF MMRZ B EIZLBEENZANLENEAEE |, BSRSE]
#} : GlobalProtect N A INZ &,

FFIRF 2 B EEE GlobalProtect A4
TRIEIR TR SSL/TLS iE B EPE E GlobalProtect AN HETIRELS R -
EARBARFTEAANE=S CA RS SR[IES,

% GlobalProtect 1~ £ AR B AR AANES 5 CA WRSBEER. LEBREBLAST
SR BIHTTPS &8, MALBHEXTTEEDNEE.,

W
N

» EBHNAE CNYHMEBEEAEHR (SAN)FR (WER ) SASUHUER LEEFH
BOFFE=FBIR[LEERELNREBRLABEONT2RE S (FQDN) 5 IP ith ik 48T
Bl XIFERAEERATED,

ESALEBZE , FRRTNEBRRZHEZIEBNZAXFERERATRLABZNETS,

1. %32 Device (%% ) > Certificate Management ( iEHE®E ) > Certificates ( if$ ) > Device
Certificates ( RZUEPH ) , AE Import (S A ) —/NHFIEH,

2. £/ Local ( A#tp ) IEPHEAE (BN ),

% A Certificate Name ( iEBE) o

4. HAM CA &P HY Certificate File ( EH 304 ) BERBR MBS , = Browse ( XK ) AEKIZX
#®.

5. #%$%File Format ( X4 #= ) JEncrypted Private Key and Certificate (PKCS12) ( 12 FA%H FE$
(PKCS12) ) ,

6. HA Key File ( B3 ) FEH PKCS#12 R EFMAT , = Browse ( X% ) AEKIZIMH.

7. WMAFHEREARTMELEAN Passphrase ( 18 ) o

8. B OK ( HE ) LS ANIERB M,

w

#1722 F F 16 GlobalProtect A& BERIULBHIR CAEH,

o EITF LOIBR CAERHREATAMKMES IR ( AIE ) MRRSI|/IED,
A

ENBEZXRIERZE , BEDMOIERN GlobalProtect A4 ZBILBHIIR CAMEP :

1. 1%4% Device ( %% ) > Certificate Management ( iE BE®E ) > Certificates ( if$ ) > Device
Certificates ( IR&FIUE$ ) , AASE Generate ( 47 ) —NHTIEH,

2. 5 Local (7#t ) EH2R (BRIA ) o

3. #i A Certificate Name (iE#&%: ) , 5110 GlobalProtect_CA, iIEHBEMFT BB =,

18 GLOBALPROTECT B HAErm | Al
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4. FEEER SignedBy (XE¥E ) FERPHE. ETIEE SignedBy (ZEE ) HWERT , EBPHEZLE
iEH,

5. B Certificate Authority ( IEPME M ) %I,

6. B OK (E ) LERKIEB,

AP HHR CAERBZEE RS F|/IEH

() HUNBEOMEMINAEL=LPHRIEERAERED (MRZEOENXAT
gy BERHIP & ) £RRSERER.

» ERXBSI|/IERF , ‘2B CNYMEBEZ AR (SAN)FERHANELTA—H. W
REAE , M GlobalProtect {XEA N A TEH , B R EEZIER, XZHMT Host
Name ( £Hl%E ) B, BXEFEBFT I TERAEN (SAN)"ZRR,

th AT 468 A 12 B3 5 5E MY (SCEP) M2l CA R ARSS BRI

1. %% Device ( %% ) > Certificate Management ( iEBE ) > Certificates ( iE$ ) > Device

Certificates ( RZUEPH ) , RS Generate ( 47 ) —MNETIEB,

#/8 Local ( A<ith ) iEHEE ( ZRiN ) o

A Certificate Name (iEBEH ) « ZEMTBEEER,

£ Common Name ( 2 A% ) FEFRAITNERE LEERXHWZEOM FQDN ( ) = IP bk,

£ Signed By ( £8 & ) FB™H , I£F £ 51 0I2EH GlobalProtect_CA,

FEUEPEMXE , Add (F0 ) AEXATHE—IRMRARXHEMYE. E2iC , MR Host

Name ( EHEH ) B (FHEFXRIES SAN FE ) , MZEEMESEE X Common Name ( 22 F

% ) NEMRE.

7. AREH[IEPEBIMFIZE , BIEME Algorithm ( Eix ) . Z4KE ( Number of Bits ( {
%) ). Digest (HE ) B£ARIEP Expiration ( THIHR ) (X% ).

8. #FH OK (BT ) MAERIES.,

oA Wb

15 A 18] SR AE P E ML (SCEP) Ml CA B3R ARSSBRIEF o

0 NITREBBHFAEIT A MMXE B2 SCEP BEX#. REHERISER SCEP BEXX#
Apgh  NI% GlobalProtect 44 F AR % BRUE F5.0

S EIFAREBSSIESS , AfE CnyTRNEARSSIHIEE LRENARMX
& w0 FODN (£5 ) % 1P i EARLTEE BEH (SAN) REHE—5,

Q RTHE (EBRBEELERE) (FIPS) , b9 SCEP fR%88 5 GlobalProtect [7]
FZiEBRME SSL HHRIE, (FIPS-CCREBEM XNIEBFNE R N ERSREHAF
LR, )

EERRBER , NFAZIRFER SCEP BEXHHMIREE R CAEH. MRRIN , AR AEF
#1717 CAIEH , FHIFH E R Device Certificates ( IR ZIiEH ) FI&KH,

1. A% GlobalProtect 1P MK ELE SCEP L& X -

1. MARTHRIRL SCEP BEE X4 MEH LMERSFF[IEBHNEHR Name ( B ) o MREEEX
HRATEEZEENREINEENBIAE , ER—NERIRS |, 5% Shared ( £ ) HEREEX
489 Location (& )

2. ( ) REEPIEREE PKI 5717 2@ # SCEP Challenge ( SCEP FTif] ) g M#L&l, EAM
SCEP fR%52883R 81 Fixed ( EE ) AEBH[1/-FF k06 SCEP RS ATEA &M OTP
BT FA Y Dynamic ( 2173 ) 283, X Fzh7 SCEP [if] , AT AR PKI BB R NWERE.

GLOBALPROTECT BE AR | A1 19
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3. BEITFATiHE PKI # SCEP fR%538#H) Server URL ( AR%588 URL ) ( 4l
W, http://10.200.101.1/certsrv/mscep/ ) o

4. 7£ CA-IDENT Name ( CA-IDENT &% ) FERHPHMAFZHE ( ZRETEY 255 MNFEA ) HUFRIR
SCEP fR& 88,

5. 3 ATE SCEP BRSS B8 RRAVIEH R E A M Subject ( 8 ) Eff. ZEBEHLATERAN
CN=<value> W 2AFH (CN) 48 , HA <value> RITFPEHMKA FQDN = IP ik,

6. %32 Subject Alternative Name Type ( TEEZRHBMEKE ), ERMALERETIRTIZHABNY
BN B FERFEF , HikE RFC 822 Name ( RFC 822 B ) . A% A TR 4IEH#Y DNS
Name ( DNS &% ) , A THRREF im AEIREUE 89 % /R#Y Uniform Resource Identifier ( 4%
—BRFRAR ) o

7. BEMMMMFZEE , BIFEZAKE ( Number of Bits ( {12k ) ) MIEHEHRERK Digest ( i
E)E%,

8. MEBIEHMAVFAIE : £H ( Use as digital signature ( AERFELESR ) ) 0% ( Use for key
encipherment ( A F&ZHAME ) ).

9. AR IEZRIEFA SCEP R85 , B A CA Certificate Fingerprint ( CAIEBIER ) . Z
BRI M SCEP BRS 23| A EM B F B P IREL

10./5 Fl SCEP BR%5855 GlobalProtect I/ Z Bl B SSL B AR,

11.28H OK (BE ) , A5 Commit (X ) BE&.

2. #%$% Device ( %% ) > Certificate Management ( iEBEE ) > Certificates ( iE$ ) > Device

Certificates ( RZUEPH ) , AEE T Generate ( £ ) -

3. #A Certificate Name ( iE BB ) » ZEHRTFTBETEER,
4. MERATAZRTENFAHMEMELE0 CAZB RS [IEHH SCEP Profile ( SCEP Bl & X

) R8T OK (BE ) LEKIEF, GlobalProtect (1P A SCEP Bl B X #HHHIRE Bl

PKI 23 CSR,

TS A E R RS EBFIE P 2 B4 SSL/TLS BRSS Bl & 34

1. %32 Device ( B8 ) > Certificate Management ( iE & ) > SSL/TLS Service Profile ( SSL/TLS
FRSEEH ) , ARG Add (R0 ) — N SSL/TLS BRSSEL & XX #F.

2. B Name ( B8 ) DARIREE X |, ERES ARERKM RS R Certificate (IEP ) o

3. EX A5 GlobalProtect tA#FB1S#Y SSL/TLS MRASEE ( Min Version ( &1KMAS ) E Max
Version ( REMRA ) ).

ERURBENREM | RE Min Version ( &/PhRAS ) 7y TLSV1.2,
i
4. B OK (HE ) BMRTE SSL/TLS FRSEE X #.
5. Commit ( X ) EX,

HEEALR RS/,

c SHAMNF LR CAFMANBZEERSFHFILS  RAERESAERX,
g - BEBEEASINIRBE RS FRIES.
© EEBZRIERHN , X908 CAIEFSS RENFEFREETHRLET R,

M S HIES :

1. %% Device ( %% ) > Certificate Management ( iE P& ) > Certificates ( iE$ ) > Device
Certificates ( RZFIEH ) o

2. EBREIBHMKIUEPS , A5 H T Export Certificate ( S HIE$ )

3. #%&$%File Format ( 3483\ ) NEncrypted Private Key and Certificate (PKCS12) ( tnZ2FA4A FIE
(PKCS12) )

4. B|AFHFEINMEFAAR Passphrase ( B8 ) .
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5.

B OK (E ) LAT# PKCS12 X EFTEME,

S AMXx EHIES -
1%£$% Device (%% ) > Certificate Management ( IEHE ¥ ) > Certificates ( if$ ) > Device

1.

2.
3.

o

Certificates ( RZUEP ) , RS Import (A ) kB,
#i A Certificate Name (iIEBEFF ) o

Browse ( X% ) AEHRFIEFE RS TRF T Certificate File (EFHXH ) .
1% #2File Format ( X#F# = ) N Encrypted Private Key and Certificate (PKCS12) ( i1ZZFA%8 FiE

(PKCS12) ) »

WMAHBIAENTF S AT INZEFLPE Passphrase ( FiB ) o

BEHOK(H/E ) LS ALEPHEA,
Commit ( 2% ) EHREMX,
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&

56 E

GlobalProtect™ |71/ F M X AMIE L F &L A F 1517 GlobalProtect %R Bt Hi# 17 & 133 1F
BARETFHMPXZEZAERESHBRIENF . THETFFEARRIFN G BRI
HEERZ :

> X TF GlobalProtect i F° &3 11E

> REBENIF BRI

> REEFIRIED S HRIIE

> RENEFHRIE

> 1®E strongSwan Ubuntu #1 CentOS % =B B 1418 1E
> BLE GlobalProtect ASEH 2 A & B4 IIEEA

> Ja [ RADIUS BRS 283313 VSA

> BRHEBRE

23



% F GlobalProtect A~ &4 1iE

GlobalProtect RARFEXREZZEIIFR , RERAFPRIEETF, MRRINELRIE , M GlobalProtect
TP £ K% GlobalProtect itiE , EF BENARF TIEZNMXIIRUARATEZEZERNXNE P IRIER,
BRI THEHEFZEERS , NARFUZREZEREFEENE —MX, HTXEARREHTRERR
FREBMIFRMNE , At eIt ERFLBFRFHRITEHRIE,

7P RN O< FT B 3R B9 48 B1 22 2 4% 5l B R < (R B9 &R RV BURMME M AR, GlobalProtect 121t RIEH 5 B RIEE
2, DMERIERER T S A MK 50 500 B & S FIE B EE XA

+ X #H GlobalProtect H AW IEH =
o NAMAAEIRELEEE 2

%158 GlobalProtect & #%1E /3%

LT EBNLET GlobalProtect XM BHRIESE , HRETEM S ENFERIESR,

« A HHWIE

« AEREHWIE

« BFIRIEH S HRIE

- NEARFHKIE

- FETHNRRNNARFNZSESHRIE
- EREQER

Z< 3t 5 47 38 I

AP ERNSORIENEIFBAETMSHEE T4, BT ZSHRIENEIERSH GlobalProtect A
FR—NMkF R eEETBEERTAHREG S,

SNBSS I IE

BF BRRIE AL ER LDAP, Kerberos, TACACS+, SAML 5 RADIUS fRSE ( EhBFEXHETSHEN
REHBRIENS , fl0— RS (OTP) FHBRIE ) HhiT. ERAASHBRIE :

« BIEIREN WIHRSNER S RIEARSS 89 AR SS BR B B XX o
« BIEE| BIRS ERE B AR B I IE R B X # o
s ENPAMXEETEEES KRS ORI, FEFtibEERERAXERENREVIRERS,

A} 8 GlobalProtect A EATEN HF BRI EN . AXEHA , ESREENTF ORI, BXE
ERGl , ESREZESE VPN ( SHORIEREXH )

» WREEETFHMKLET SAML SHRIERBIEAF , YE2RAE 0FH (SLO) /Y,
L 1217 GlobalProtect R1f 4.1.8 =2 BIARAHI A P 1% Sign Out (38 ) MA. BT
GlobalProtect Riff 4.1.9 S EFIMAK A , WikF Sign Out (3344 ) KA , Tie SLO R
At 2E2R,
MBEEE B HMRLES Kerberos FHBUERBUEAF , BAYAF B BERIESERK
HIGIERT |, HTT &R Sign Out ( 3344 ) GlobalProtect R f.

MR BT 7 iF GlobalProtect 1 fi#2F Save User Credentials ( RIZHFE

#& ) (Network ( B£& ) > GlobalProtect > Portals ( [Jf ) > <portal-config> > Agent ( 1%
B ) > <agent-config> > Authentication ( &if ) ) , AP MR &S LDAP, TACACS+ =
RADIUS B 33iE K Ih5E R & A 5E , M1 %1%E#F Sign Out (4 ) NARERF.
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&P IimiE$ &R RiE
HEBREM , BRI PRRNXRENERA S B RGEZ B E AR WES KBS & HRIE %A
o

ERHZAF , E—IIBFR (SO ETBEHRFR ) BIRZAF B,
ERITGRR , EPNETZRLPAFRZFREMIEASL R, (BIMBREESZE , PR AHE
RPERZIBIERR )

» MREERETFIMXUBEEFIERSHRIENARNBIERF , BAHAFP BT E P IRIE
FRINEIE HMEt , HFKi%R Sign Out (544 ) GlobalProtect R,

NFEEFFHIEPHREBREENH , SUAPRERE —0FFRIES. RELEBHIGRESIEDX S
RAFRE—N, ERENZREEETHNMERFE—#,

ENBUAFRNKE ]SS —NWEFIRIES , £/ SCEP, HAFEXERN , TFERKBRI PKI#
E, MPREEIES , HREREERR
ENBERARBREENAMEAFEEMRBNEFHIER , NEEE T XE Local ( i ) BIEH,

£ A AAE BB B XA RBIEH RIBHERERNEFFIRIES, TBEEXHEERSESNAFSEFTRR
& ; I8 CAER ML L FNIRE ; ARMEE CAUEPRERENE % HTIERPRHERIAFNHTL
ENFORIEN -8 , Bt , BUFEAFANRERTFZE , EPEEXFHERANIERTEHES
I R

EPEREXHRHEEBMEPFRISAFE, IRIEPEEXHEET AFSFR PN IR, KRR
HONEPLREE LA F TRITEE, MREPREXHHFTEFHRARETFENNEIBRABHEE
NRAFPEFR, Nk QURENIEBXAEEMBFER , SAMEFH GlobalProtect N AREFRIEE(T~HM KA
RERFA,

GlobalProtect 2 X #FE FEA G+ (CAC) MIEREFNEMRIL , ZRIESERB FIEPEESXH., EiE
RT  EPREXHATEEHEELEFH CAC FAMIEBHIR CA IR,

MREBEEFFHRIEPFORIE , WANETFEEPRESTFIHIED , RARKERFEEN 2SRRI
PBo BXRUNAEEEFFIRIES HBRIER /RG] , FSRTEH R VPN (IEREEXHF ).

PYCSES -Gk AN

NFXREF MR , PR ERARPFIGRITAF#TEHRIE , Hla— X 2B A Active Directory
(AD) BZEE. ERANESHRIE , XNEEIEPEESXHN S HRIIEE X4 HERERNE]F
M/ RELE

BRRIFAMXEENEAEESTRERN S BRIESE, TR , B S5 5B A 4 P & B 5 i
HERTEHRIE , RAEFREHRNERR.

MRUEBEENXHIEE T GlobalProtect I MNHIRB A &/ Username Field ( AR B F 8 ) , AHBHHR
ERSFHEHIERZAFENAPRIEZESHRIEREXHPIEENATFHRIERS. 0, MREFEPR
Bl & XX Y Username Field ( A& FER ) iR Subject ( £ ) , ¥ EMRIIRS [ ZREUEA AT,
ZER LA AEFBRPNESHAERAFRE, NRTERGFAFBIIERTFHAFRBHTH ORI , X
EBEE X Username Field ( AR BFE ) ®RESN None () » BXEERS , BSHREANESH
UFERZ G| VPN,

FETHRBNNABRFNZESHRIE

( ) X TFHER AR TR RBR[AIMLRIR ( FlW SR AREFRURETFRNUAR
F) , ATREREFNSHRIE |, GlobalProtect S AR AT LB H 12 RA P R HITHRIX LR FRATENZ
R &5 RiE,
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EHEREZR

( ) BR#E & F (SSO) /7 , GlobalProtect N AR A F# Windows B X ERE BT
SMRIE , HiE#EZD GlobalProtect TR MMk, BEAURBENARFUEZEEZE=1EE , BR Windows
AR #TEARIEIE  EEREE=FEREMREREE,

» NREBEAELSER , YAFBEN SSO IR , 51T GlobalProtect R 4.1.9 SEHThR
A A PRITTEE SR Sign Out (3346 ) RA.

Rz AR 0 e] FE £2 (B LL X 3 2

BINMBER T | GlobalProtect NARFAZHFATIIFERNERFIEEATMRER, REHENGFM
5, HRXMN A ERAR —SORIERENHN/RIEBEEXHN , RARFREREEENX,

BESNAERE , £&E 7 BEXMLE GlobalProtect TR MMX ( WEF, AINF3) ) FREFRFKIE ( H
WkE— OTP ) o LAE GlobalProtect TS MXx 2 RME— OTP , MIFE AR TEF DRI EFIEENE
ik,

ARMER AN RIANARFRIETARITESR , UESHRIEER, ER:

TP MG £ B Cookie B2 3&1IF
R BE DR M ESRE

TP MG _ERY Cookie B 3381

Cookie H A RIFAI AL RLAFNEHRIDRE  RNAFEABEERREFMMXI@AZA OTP
DERIEE—E, XERBERD T AFE AKIENRY , NTikERF &K, o, Cookie £FAFE
ZRIHEEA RN BRDERSA VPN R,

BT T FIR I X BB Cookie B RIFIRE (Fli0 , TXRPBEBEMERERENMKIEEEREN
Cookie £ A ) o« FEITFRMXFHMBRIE Cookie BBEiHAG , N MM X =EHKH T E— Cookie
SAF#HTERRIE, HNARFHR Cookie i, NFHMAXEFAFEEHR Cookie 4w AT Z
Cookie RBEE M. MRiZ Cookie B3 , GlobalProtect BFIIRRAFKRIEEITFHM*x, HIUFKINET ,
PR % B i R M A B R 5 RIE Cookie , Cookie BRI EFHF1AITE,

TBIF |, FEATFRIPBBAFEHMAKH Cookie EamBAMEREN 15 X , BENERFEATRIBBEER
HI XK Cookie £ @ AMEE N 24 /Nit, HAFPERRIEZRIFE , TPMRFHRIE Cookie, MR
FEEXREZHEEEF , ZBHRIE Cookie HPARBN. ER , MRAFEEREZIHEREMX ,
T P %X R/ i £k Cookie £ @ EHIHHITE Cookie EXXH (5K >24 i) . RfF , REFAFIRTAFKIE
EMx , mEAERDEIEGRFREIERES BRI Cookie, Z#HHBKIE Cookie WERBEFNTHITE ,
XIIFMmMER 15X, WMKXME R 24 et

BRMAERX LR R | ESHEENESHRIE,

HREHBDRAAERNKNER

NTRESHRIE  BUEERTEAREEFZERNIFM/HMKKE (NS, INFHRFF) ) . Zik
WAEFARXFZEFTEBRILEN ( T2TEH OTP HBFEIUL ) MESHRIDRE, X TFMEENE]
FEMX , RARFTEREIL , N AFENTE GlobalProtect A EHEN RS, Hlt , BAIE]-
MAEMX EXAE 2R3, ANEREAE=E OTP T REHLAE T R FEBBFIRE A RN
BREY ABLE X

BRUMAERAX LRI R BSRRENES DRI,

Rz A 40 4e] FE £2 4 R LEUE 5 2

f¥ GlobalProtect Eti& H 7E macOS 3 Windows ¥ & £ & P imiE #3317 5 4 RIERT , GlobalProtect 247
BREARNEF R FEEES M/ M8 5B RIE,
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EEFFIEPEN  XTHEATER :

o EPHEENFFMKREBAIEBEE XM P ELWIERBMENE (CA) MK,

s HIIPEBERVNBIIERN , EPATEEEFREHARIIEN,

+ EB{ITFE GlobalProtect TP REBEEFEENIERFHXHP, BRRIABERT , GlobalProtect NAE £4
EAFPEHPERERIR. NRRKRIERES , WNARNENSEEPER. RAAPE#HMLL,
FrLAENR GlobalProtect I AERAFFMEFRENED , WFXEVSFMEPERK. EE% GlobalProtect
NARE—NMEBEFRERILS | BHEETYM GlobalProtect TR E P ELE Client Certificate
Store Lookup ( EFRIEBEFERK ) ET,

+ IE$5 GlobalProtect A REEEFIEENEMEMENMELTE, EREHMBN , BUATHFMRIEBH
FTRFRIRAF (OID) , HTEEHH GlobalProtect TR EEE &l B Extended Key Usage OID ( # B %4A
A%OID ) B, OID R— M= E , AT IREFRIPHNARFRRS , HEIEHMEIE (CA) €l
BB BZMMENER. BXEEEARBEN OID WFHAFEE , BSH OID iEHitE,

HAENMNEFRIEIPHEELRERS , NABFERAZERRIEPETEARIE, B2, YZ2AMNEFK
EBHRXLEERE |, GlobalProtect 2R RAFMNFR LN ERFFIRIERIRPEREFIHKIEIR, B8R
GlobalProtect B3R A PN §/OEEMIEREF RIS , EAF TETANEZTERBMER, EXHER
T, BMNBWEESIEREN (W OID AR ) MEREFEHEENTAEFRIERPHIIR, BXAUURENEE
NMNMARXLEMEMIEENFEMAEE , ESREEN GlobalProtect £,
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®IEINER B 1730 Uk

BAUF THEREAR T 20{FiRE GlobalProtect 1 MM EAER AN & B RIERS . XN EBRIERS &
LDAP, Kerberos, RADIUS. SAML g TACACS+,

» GlobalProtect i: X #&74 it B RIE, EfERAALGHIIE  HEIE—NE2ERTFIHE
L GlobalProtect #y F 7= F4H Y2 ith i = 538 & ( Device ( 1% % ) > Local User Database ( Zsith
AFBEE) ) , ABESORITEESX 45| A ZBEE,

EXEMEER | HSEZEH GlobalProtect B4 KI5 5%,
REHNE S HRIFHIEINEIE

+ iRE LDAP B RRIE

« iRE SAML HHRIE

« iRE Kerberos §H i

+ iRE& RADIUS 5 TACACS+ B33 iF

®E LDAP B WiE
{1 RE %5 LDAP FfE B BRERS M- ERHRFHE, ThINAREREARFASNAGES.

STEP 1| B2 ARSS AR ELE XX HFo

RSB X HRASN S HRIERS , HESHIENMEEENBEHRIERSNIAERAFNS
BRIEERE.
» HRAEA LDAP iE#F Active Directory (AD) , MIZRR & AD 155 5 62 LDAP fRS5ER

L mExk,

1. i%#% Device ( i8% ) > Server Profiles ( [RF2REEXH ) > LDAP , 3 Add ( 710 ) LDAP BRS5 2R EL
B X

2. %A Profile Name ( BEEMXH&#5 ) , fli0 GP-User-Auth,

3. PD%EEEE§I1¢}%TE7E%EEEM%4L IhEERIB A 3E | IR —NELLRS , ¥ Shared (HE ) NE
LB B X HFHY Location (Y& ) »

4. 7£ Server List ( [RFER5IFK ) A EEH Add (FMN) , RERMAEZZESHRIIRSZSF[AENES
H‘BERRSE 28 Name ( B%5 ) . LDAP Server ( LDAP fR%85 ) &9 IP b3t 5 FQDN X Port ( i
H)o

5. 3%4% LDAP fR5585 Type ( £H ),

# A Bind DN ( 437 DN ) 1 Password ( %3 ) LAE A B 4 310 IR S5 3 By A & 31T 5 2 10 .

7. ( ) MREFLIHAEA SSL R TLS EARMSB[EILELRLMIERE , B A Require SSL/TLS

secured connection ( FEE SSL/TLS Z£3E$Z ) &1 ( RIABA ) . ImAXEANIPNEURT RS 2%
A

389 ( BRIA ) —TLS ( BM4RYE , IRFMEA StartTLS 21E | X ATLUHHBBASGEEARE TLS. )
636 — SSL
FRAHEMEOD —REFHESEHER TLS, MR B ZRSH[FRLZF TLS , MHERZFERE SSL,

8. ( ) MEFMI L2 |, B Verify Server Certificate for SSL sessions ( JiF SSL & &M RS 85
E ) I, iR RIS B RERSEE N SSL/TLS EFH RNIEH. BEEARIE , X493 A Require
SSL/TLS secured connection ( FE SSL/TLS Z&iE# ) £, N TRIERY , IEPSAFEUTE
Hz—:

o
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https://tools.ietf.org/html/rfc2830

N FIRZIEFRSIFRF : Device (8% ) > Certificate Management ( iEREE ) >
Certificates ( if# ) > Device Certificates ( R FiE$ ) o HER |, FIEPFAERR,
EBZEZVNENVT IEERRNNMETIERF : Device (%% ) > Certificate Management ( iE$
& ) > Certificates (iE$ ) > Default Trusted Certificate Authorities ( BRI\ A[{SEF BANAL
).

9. ¥ OK (AE ) RERSFEE XK

STEP2| ( ) Bl S5 RIEEE X 4.

BENRIIREXHEETIIFEMARIIAF SRRERANRSSEEXH. EITFPHEMXLE | AlF
—ARENGFHRIERENHTHRE IR ANEFHIORIEREEX ST, BXEFHS DRI
EXHHNEHRIIEEXNAXEANENRF SHRIE , HSREE GlobalProtect MXFIEE
GlobalProtect [T 5 A X PR,

S EiAFESEEETHNEATEEAERECHEHERG , AZREREATEFT
E1AE VPN,
MRAFZESE , Ao E G LDAP 258 LA f /- 8Ef% & % %l GlobalProtect, 7£iX
FERT , TR ZEBXNTFHITSORIE , BRMXERTELLIK , BT
ESFAR— IR ZEE, AT EREREE , BENFEE ( Network ( g ) >
GlobalProtect > Portal ( [1F ) ) FEESHRIEEE , £ GlobalProtect 5 F 8% £
Cookie Xt/ 3 1T & 19 Wik 7 65 F 5 5Y 258 X MR # 1T & 2 WA

1. %% Device ( %% ) > Authentication Profile ( S RIFEE X4 ) , AFBAdd (7Fi0) FBEX
.

W AEEXHH Name (B ) o

fF Authentication ( B3 RIE ) Type ( £H ) i®E N LDAP,

EREESE 1 REI2H LDAP B3R iEServer Profile ( RS EBEE XM ) -

# A sAMAccountName 1E3 Login Attribute ( B&EM ) o

& Password Expiry Warning ( BB EHEL ) , XIEEUUANEEIH ol XBENAF, &R
INERT , BoaEZBIH (BERN 1-255 X ) it XREHAF. B TRAPSAESHHREREE
WERG |, BAGUR AP EHR R AR LR A GlobalProtect FIBAHEAR, B ZINEE , BY4H
£ LDAP [RFESELE X IEELLT LDAP RS5853K 82 — | active-directory, e-directory=isun,

BRIEE /S TR B , SNAF T AE BB Het 7 GlobalProtect,
7. $87E User Domain ( A1 ) # Username Modifier ( A B S ) . wM A4S User Domain ( A
P15 ) 1 Username Modifier ( AP &M% ) EREXAFEZBZNBANT/ AR EFRHB, K
FERHERENZFEH/TEHRRIE , HEH User Domain ( A1 ) EB{T User-ID AIRET, Y 5#H
RIEIBRSFERERANE/ AR EBFTHEMETERBPAF EBRASEN , SXAFBA+TSE
Ao FAILUEFRETFIEDR
ERREREBIBAFMA , ™ User Domain ( A/ ) Bz ( BIA ) ¥ Username
Modifier ( AP BEMAF ) iRBNEE %BUSERINPUTS ( ERIA )

- EFNFWMEBIAFHA , #A User Domain ( AF1E ) H#4¥ Username Modifier ( A B85 )
RiE N %USERDOMAIN%\%USERINPUT %,

EREMMEASEA  MARPEFFAPEEMAFREN %USERINPUT%@%USERDOMAIN
%o

A

LR Username Modifier ( A~ B &M ) 2EEE WUSERDOMAIN% , M| User
& Domain (FFHL ) HaBRAR S AN ERERHE, MR User Domain
) Az WEZFBRAFBANETMRFESR,
8. 7£ Advanced ( &4 ) W= , Add (%80 ) Allow List ( R ¥FFIR ) LUEER L6 B L BB ST
RIESHHAFFA, all (FFE ) EMAFENAFERALEEXHHTEHARIE. BAT , 3%
BREZREB , ERTEERAFTRIES 45,
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9. BEH OK (HE ) .

STEP 3 | RRRELE.,
# & Commit (18X ),

RIE SAML F 435 iF

REFARICIES (SAML) B —FET XML W BArEBEERR , ATESS (B3RS 0RHERS (1dP) M
RS IRAE ) 2R S BRIEFMBEREHIE, SAML Z OASIS T2 BRFRREZLH™ M.

STEP 1| B2 BRSS 3R BB XX 4o

BRS5EREE XA R PHAN S S O RIERS |, HESH A BIIERESORIERS NG R AFN S 6%
IR,

DTHB|NE T WAM 1dP S A SAML TEIEXH |, LMER X IERE® B QI 2RSS BREE X4 HIERE
B, EMHA AP IERFEE. MR IdP RIBETHIE M |, i51%1F Device (8% ) > Server Profiles ( B
£ SEEEH ) > SAML Identity Provider ( SAML FRiRIE(47 ) |, RISF3 Add (35N ) RS EEMEX
.

1. R SAML FTEHE M 1dP 5 Hi 2B A 3% AT BATS (B B9 i o
BRESHXAHUHE , BSFEH IdP XX,

2. 1%$% Device ( i%% ) > Server Profiles ( [R5 2FBELE X ) > SAML Identity Provider ( SAML #5312
#eE) .

3. FRBIEXH Import (S A ) B,

4. A Profile Name ( BB X#HB ) SURRIRSESEE X , 630 GP-User-Auth,

5. Browse ( X35 ) JTEIE X

6. ( ) %£4% Validate Identity Provider Certificate ( RiIFARIZIRMEEIES ) ( BIA ) |, AR

iE IdP iE$,

REEERSSEREXH P ES S BRI E X4 H Commit (12X ) Bl , TRHITRIE. X
1% 468 F B 10 B0 I B 1B SO R A IE P BB SR

7. % A Maximum Clock Skew ( X AR RZE ) |, X2 HBHAIFRIE IdP SHERT , 1P MPHAIEZ A
THRENEZE (UWRIEML ). RIAER 6OR , SBEHR 151900 ¥. MREEBIUE , MBI
KMo

8. Bfi OK (BE ) REFRFSHBEENH.

STEP 2] ( ) IR B 1030 1 FL B 34

SHRIIREXHEETIIFIMXBIEAF SO ERNERSFEEX G, EIIPEMXLE , AF—
PMNEENERRIIBEEXEIEE—NESNEFHRERRITIEEXHF. BEXEFHEHORIIEE
XHEFHNEHRIEE XA EANENRAF BHRIENESZEER |, ESHEE GlobalProtect M
X HMi&E GlobalProtect |1/ 5 B[R

f SAML i % #8532 GlobalProtect &7 5.0 158 5 px A 52 A 7l & Fm 2 15 18] VPN,

1. %% Device ( %% ) > Authentication Profile ( S RIFEE N # ) , AE Add (R0 ) 5B RIE
Bl & X,

BWAFPRIEEREXHH Name ( B ) o

% & SAML #y Authentication ( 3 RIE ) Type (K& ),

ERIBESE 1 FEIER SAML IdP Server Profile ( IdP RSB EXH ) -
EEE;{XJ&ET%EFEFEK%*D SAML A RMHEZENIERSFHRIE. ELHMEER , HSH SAML
2.0 I®iF,

LA A
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o PEXIERATEEBLRES AP #IHEH Certificate for Signing Requests ( £ZERIE$ )
o BAXEEA FRIAE IdP IEH#Y Certificate Profile (i BEEXH ) -
6. EERFENEERABKN,

+ 8% Username Attribute ( i &E 1% ) M User Group Attribute ( AFAHRBEM ) .

O SHMWNREHRIERETRE , SAML HHRIEEE X #%HF User Domain ( i
-I \- iﬁ ) E’l‘io

L ) MREITRERALEREXHNE P SR FHPEENEEKHTESHRIE  BEE
Admin Role Attribute ( EXE A AE&EM ) # Access Domain Attribute ( FRIEEMY ) o
7. 1€ Advanced ( &4 ) &I+ , Add ( F180) Allow List ( 2 ¥FFIKR ) SUERR 6 LB U
RIESMHWAFRNE, all (I ) RMATSIMNAFERALEEXHHTHEHRIE. MIAT , ik
BEERE  XRRTEBAFPTRIES B,

#{RAllow List ( AFFIEK ) PFHAFEES SAMLIAP fREE5IRE M A & ITE.
8. BHOK(HE).,
STEP 3 | Commit ( 3% ) BLi&,

STEP 4| ( ) 78 Chromebook /& i SAML SSO,
X LS ATLE B IE Chromebook £ Android i GlobalProtect B A2 Fi&E SAML SSO,
1. B%EF Google BEEEHIA , AFIER Security (Z£2 ) o

= Google Admin Q,  Search for users, groups, and settings (e.g. add domain alias)

Security

pantestqa.com

Basic settings

Enforce 25V, manage less secure apps.

Activity Rules

Configure rules to monitor and take action to resolve security issues

Password management

Configure password policies.

Password monitoring
Monitor the password strength by user.

Login challenges

Manage the information used during login to protect users,

API reference

Enable APIs to programmatically manage provisioning, reporting, or migration via custom-built or third-
lic

party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar)

2. %32 Set up single sign-on (SSO) ( RE % =& (SSO) ) -

3. ( ) MREEL SRR Google ZAMNEMEMIBHRE —#2i&E SSO , E1ERE Setup SSO with third
party identity provider ( A = FFRRIEMEIRE SSO ) , HIEEZFIT URL FIEEHTT URL , ¥
ERBEROBIFIER,

GLOBALPROTECT BERiEm | SHKIE 31

© 2019 Palo Alto Networks, Inc.



= Google Admin Q_ Search for users, groups, and settings (e.g. add domain alias)

~ Set up single sign-on (SSO)

With S50,
For d
P i le. @
Setup S50 with Google identiy provider
Please add forthe servi
SSOURL
Entity D https://accounts.google.com/o/sami2idpid=CO3vgfcuv
Certificate 1 Google.! Lsam20
Expires Sep 28, 2024
3 S
Certiicate 2 GENERATE CERTIFICATE
Setup S0 with third partyidentity provider
e
Signin page URL hitps://. >kta.com/app/google/
Sign-out page URL
Change password URL
o

4. 7£ GlobalProtect FELE SAML FRIRIEHHE,

1. 7£ GlobalProtect ###|&F , & Device ( i%% ) > Server Profiles > SAML Identity Provider
( SAML #RiRZ 4 ) o

2. 5% Google EE#EHIA SN IdP M AKELTE.

com/sami/mef ia-2b58-4ea7-bedf-
Profile Name | SAML-Portal 2/hitp-redirect
[ Administrator Use Only 2/hitp-redirect/sso/27c7
Identity Provider Configuration
Identity Provider ID | http://www.okta.com/exkinbpmikrGY4aSz3s7
Tdentity Provider Certificate | crt.SAML-Portal.shared

-
Select the cestificate that IDP uses to sign SAML messages

Identity Provider SSO URL | https:// okta.com/app,

Tdentity Provider SLO URL | https:/y okta.com/appfy

SAML HTTP Binding for S50 Requests to IDP (®) Post () Redirect
SAML HTTP Binding for SLO Requests to IDP (®) Post () Redirect
[ validate Identity Provider Certificate

[_] sign SAML Message to IDP
Maximum Clock Skew (seconds) | 60

C =D

% & Kerberos & 15 iF

Kerberos  —MET tickets ( ZfF ) W ENMEFHRIEDN , BT AFELFLZENERTEENTR
Rz2fh AN FI AN F 45,

 Windows ( 7, 8 # 10 ) LAK macOS ( 10.10 MEFIRAK ) s R X #F Kerberos HHKIE, &
AT macOS % s iy Kerberos 531 iF & A EE GlobalProtect B kx4 4.1.0,

STEP 1| B2 BRSS 3R BB XX 4o

AR S5 AR B B XA RPHAAN IR S B IIEARSS | Hi8 S B KIS MEREE 5 HIIERS MR A8 5 6%
IR,
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5.

STEP 2] (

1%4% Device ( i8% ) > Server Profiles ( fRS52RECE X #F ) > Kerberos , 3 Add ( 74 ) Kerberos AR
SEREEX M.

# A Profile Name ( BEEX &% ) , #li0 GP-User-Auth,
NRNBREXHATEESERMUREIAEMNB A | ERE—NEMRE , ¥ Shared ( £E ) HE
BEER & SHHY Location ( & ) o

B #HServers ( RS2 ) XEAHAMWALD (M) , RAEMAUTEREET SHRIERSE

+ PR%E% Name ( BFF)

 Kerberos Server ( Kerberos fR$58% ) IP #isit =% FQDN
w0

BE OK (BE ) RIFERSHFEEX M.

) DI S IR E X

BHRIEBNHEETIIFENARIIAFSHRRERANBRSS{EE X4, ENAIMxLE |, aF
—ARENEFHRIERENHTHEE IR EFHIHRIIEEX ST, BXEFKS G
BEXHTPHNEHRIIEEX 4 NAXSANENAF FHRIE , FSREE GlobalProtect WM< FEE
GlobalProtect |1 5 [ X BR

£ ELAFEREEETHNEATEEXERECHEHER  IEBEAEATESRZ

w

2iFE VPN,

1%$% Device ( %% ) > Authentication Profile ( S RIEEREXH ) , R/SAdd (&0 ) FHEEX
%,

WABREXHH Name ( BF ) , RE1EE Kerberos fE7 1081 Type ( RE ),

EREEDSR 1 PEIBH Kerberos &3 KIE Server Profile ( fRSE[EEXH ) -

$87E User Domain ( A/18 ) # Username Modifier ( I BIEMHF ) . iR EXEEHSUE
WAFERRNEANE/AFREFHE, BRERASIENZREHTHHRIE , HEA User
Domain ( AF18 ) E#1T User-ID A G, HSHBRIEBRSEERFERINE/ AFREFHREMETR
REBAFERBAESEN , BRAFRBATIER. BUSLERTHER

BRERERNVAFPBA |, [ User Domain ( A ) 82 ( BAIA ) , ¥ Username
Modifier ( I B8R ) IRENZEE BUSERINPUTY% ( BRIA )

- ENMEBIAFEA , #A User Domain ( FAF1g ) 34§ Username Modifier ( Fi P B84 %AF )
BE N %YUSERDOMAIN%\%USERINPUT%,
ZFEMMEAFRA  AAAPEEARBEBIRFIREN %USERINPUT%@%USERDOMAIN
%o

LR Username Modifier ( A B &R ) BEEE WUSERDOMAIN% , M| User
& Domain ( BiFHE ) EAERARSHARAELEHE, MR User Domain ( i/
/)T, MERERFBRAFMANTAEFZ/RFE,

. BE2E Kerberos % m & (SSO) ( 1ML X IFLIhEE ) ©

# A Kerberos Realm ( Kerberos i ) ( &% 127 NF&F ) AEEAFEZBENENE D, 6
W, AP & user@eEXAMPLE.LOCAL F4138 8 EXAMPLE.LOCAL,

Import ( § A ) Kerberos Keytab ( Kerberos Z4A% ) X#., HIIRRAE , Browse ( X/ ) &
HRNHE , RAERTOK (HBE ), HITHEHRIIN , mag AR iERARHAREN SSO, MR
BIhBAFZRAEAMAT Allow List ( AiF5I%k ) F , M SHRIEIZEIKT. & , SHKIES
BERZEES ORI Type (K& ) WF3 (AFPR/FB ) BHRIE, Type (XKE ) EER
Kerberos, EE it 1T A P O] {UE Kerberos #1T &3 RIE , % GlobalProtect [T K EE
& ¥ Use Default Authentication on Kerberos Authentication Failure ( Kerberos & % % %
RHEABRINS BRI ) REANo (B ) o
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6. 1£ Advanced ( &4 ) ®ETBIF& , Add (710 ) Allow List ( 2 ¥FFIR ) SUESR L6 B LB U
RIESMMWAFRNE, all (I ) RMATSIMNAFERALEEXHHTEHRIE. MIAT , ix
EERE  XRRTEBAFPTRIES B,

7. BHOK(HE ),

STEP 3 | RRRELE,
# & Commit (18X ),

%2 RADIUS 5 TACACS+ H 1058 iF

RADIUS B — & if/ RS BHUMBY , ©EERILERSHFEG EFRBSFR/ETERS , UHBRARF
BITH ORI , ARBIBRAAEROREZRS . TACACS 2 UNIX MEERINENIL , R¥PRRER
RS/ FAFNEREBERAFORIERSSH  LBERTATHRALENRS.

STEP 1| B2 ARSS AR ECE XX HFo

RS B E B A RIHANSB S ARIERS | S S R N AEEE NS S ARSI R AS S
BRITFER,

£ WEREE A RADIUS fRS5ER31T VSA | 4islzE RADIUS R4 22H B 04

1. #%#% Device (8% ) > Server Profiles ( (RSB ENH ) , AEEREEXHERE ( RADIUS =
TACACS+ ) .

2. Add ( %10 ) #7#9 RADIUS 5 TACACS+ BRSS 85 B i ST #F,

#i A Profile Name ( BEEX &% ) , #lf0 GP-User-Auth,

4. MRGEENHRATEASERURSIIENHAE , EE—NELRS , & Shared (HE ) IE
BL L& LAY Location (LB )

5. ERBLLT Server Settings ( IRZEFRE ) :

Timeout (sec) ( BT (¥) ) —BATHRAIRE FHRIFRS[MNMAL , RSF[EFBERBERIZAHR

w

« Authentication Protocol ( HARIENY ) — BT EZI S HRIERS I/ ENETE
CHAP, PAP, PEAP-MSCHAPv2, PEAP with GTC={ EAP-TTLS with PAP,

MR FF PEAP-MSCHAPV2 ( ZRF AT B & 3R Microsoft JUAEF &
L BRI ARZA 2 ) BE N F AR , MIZREA P I RESBE #sk RADIUS/
AD E T RBZREEFHRFEA , BT GlobalProtect § i E tH RADIUS g Active
Directory(AD) %5,
( Retries ( Eid ) — EFBERBIBH A IF S HEZEIW RS SFHRE,
( Use single connection for all authentication ( £/ % —EEH TAIEIAL ) A
P TACACS NIEERESEAN TCP 2iF LRE , MARNBMEREM D B REH L,
6. BEiServers (RS ) KFHMWAA () , REHANTEREET SHRIIRSSE
®E
RADIUS = TACACS+ Server ( BRZ82 ) ( FRS528 IP #4t sk FQDN )
Secret ( M%) (HERFLUS A S HRIERSKRBU XN ) -
i O
7. B# OK (BE ) RERS[EE X M.

STEP 2| ( ) B2 & R IR & X,

BORIIREXHEETIIFIMXBRIEIAFSHNERANRSHREENH. EITFZIMX L, TF
—ANHENEHRUEBEXH ST BEE-NHSINEFRIORIEREXHH. AXEFHEHRIEE
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BEXHFN SRR E NN ENRFSHRIE , BSEEE GlobalProtect M Fi%E
GlobalProtect |1 i [ X BR o

 BLAFESEEETHANEATEEARNECHEHER , IEREREATE ST
2iHE VPN,

1. %% Device ( %% ) > Authentication Profile ( S RIFEE X4 ) , REAdd (7Fi0) FBEX
%,

2. WABENXHH Name (B ) o

3. i%&# Authentication ( BRI ) Type ( 2% ) ( RADIUS = TACACS+ ) o

4. NTHIFIRFPIEFREL R 1 FEIEM RADIUS 5 TACACS+ B3R Server Profile ( IRSS 25 ELE X
%)

5 ( ) MREREFHRIIEEX 4P IEXLEL |, 55 A Retrieve user group from
RADIUS ( M\ RADIUS K Z=FF4H ) ,

6. 8% User Domain ( /18 ) # Username Modifier ( B BIEMAF ) . w5 XEEAE LS
WAFERRNGANE/AFREFHE, BRERESIENZRHRHTHHRIE , HFEA User
Domain ( FIF1g ) E#1T User-ID A4, HHHRRIIBSEERERANE/ AP BZHFEMET
REKBAFERBASEN , BRAFPBATIER. BUSLEERTHER

EREREAPVAFHA |, F User Domain ( AF1E ) B2 ( BIA ) H¥F Username Modifier ( A
FEBMEF ) RENEE %USERINPUTS ( BRIA ) o

EFNEMERAFBA , #A User Domain ( AFHE ) 0¥ Username Modifier ( AP BIEMHEF )
RiE N %YUSERDOMAIN%\%USERINPUT%,

2REMMBAFEA , WARFENAF B EMAFIREN %USERINPUT%@%USERDOMAIN
%o

1R Username Modifier ( AP B4R ) @EEE WUSERDOMAIN% , M| User
o Domain (BFHH ) EAER A8 ANAEEZHE, MR User Domain ( -
) RZE, MEEBRAFEANEAEFZRER,

7. £ Advanced ( &4 ) ®EBIFF , Add (780 ) Allow List ( 2 ¥FFIKR ) SUESR A6 LB X
RIESMHAFE, all (FfE ) RATSMNAFPEAREEXH#HTEHRIE. BIAT , thiX
BREFRAB , BRTXEAFIRIES 5,

8. BFEOK(HWE).

STEP 3 | Commit ( X ) Bi&.
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S e ETITRS N A
BEEZEFIRIED S PRI
KA TEE P IRIEP FHRIER |, A/RE GlobalProtect |17 M/S M X B MR FIRIE B REREFER, 1/
MK AFEARENRE—NEFIRIEBRRIEAFRIFERREEE TENALE,

BEEFIHIEBN A EBRRTERALANZLER,
- MEAEZEFIRIEPHTIHRIE

« MEHF[EBHTH ORI

- HEREAFNEFWIERRITSHRIE

HEBLEREFIRIERHITHHRIE
BREHAAFRERTASR  THAERAEARBES WIS , RERENELNESHERBRES
FEE. BELTERTE AESE RIS BE,

STEP 1| £ R 1FEHBZE L GlobalProtect i = HIIEH,

1. I AT @ GlobalProtect A#ii kK B LR IUEPHHIR CAIEF.

2. %% Device ( %% ) > Certificate Management ( IEBE I ) > Certificates ( iE$ ) > Device
Certificates ( IR RFIUE$ ) , AASE Generate ( 7= ) —NHTIEH,

3. ¥¥ Certificate Type (EFKE ) ®EHN Local ( A#b ) ( BRIk ),

4. %A Certificate Name (IEBEH ) . ZBHFBETEEE,

5. # A Common Name ( 2% ) BURHZIEFHRIRANAUS ( fl2 GP_Windows App ) o HATIXIE
PEFGHEBEXRAR —REEENMENA , Rt ZEBLTEE—FMRRER P RIH R,

6. 1£ Signed By ( £8 % ) FBY , %&#&ER CA,

7. %3 OSCP Responder ( OCSP MR & ) RIUFIE P B HRD,

8. B OK ( E ) AVERIES,

STEP2 | RENXE S B RIL.

# GlobalProtect (TP REEREEFERESFHRILRE , AW I UERASXNINBAEMSET
Local ( it ) WEFIRIEPHMEZRREENNA,

_\-IJ: - SN V Al .

ERE AL A IE P 1T B D RIE
ERARRREETAR , FAMALHAEMSH (PK) @ MNE[QRARMD RYZIES (#EF) , REK
BEENRFIBUAES L. EEAMBERERGZE , WEZRYERIES BLE GlobalProtect A 4R 17 A
ZHREREERI L,
ERARRIERTAR , EL4AEE & D EIEEE XA AFRTEBRIE (BSENESHRIL ) .

BRRTIITERCBEFRIEPAFIFEBERR[]. ARXEFHMAES , HSHXT GlobalProtect A &
BRI, AXEERG , FSRZETR VPN (IEBEEXH ) .

STEP 1| [8] GlobalProtect i FA Mk R M & & FiwiE P,
X GlobalProtect TP MM XEEB BRI IK AR E TERMNHLEL,

1. BIZ A F @ GlobalProtect A#M A& B LB IEHIIR CAIEH,

2. %32 Device (%% ) > Certificate Management ( iE & ) > Certificates ( if$ ) > Device
Certificates ( R&ZUEP ) , AEH T Generate ( £5 ) o

3. #i A Certificate Name (iEBE ) . IEPEMTBITEEHK,

4. % A Common Name ( A€ ) FERPFHERFIES LM IP bt =k FQDN,

5. M Signed By ( £&%& ) THSIZRFIERFER CA.
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6. #%$E OSCP Responder ( OCSP I 5 & ) RIIFIEH K B RS,

7. NIEPBEE Cryptographic Settings ( IIZRE ) , BIEME Algorithm ( EL ) . BAKE
( Number of Bits ( % ) ). Digest ( #E ) B ( £/ shal, sha256 . sha384 g sha512 ) A
K AEP Expiration ( STEIHABR ) ( X% )
RPN AL TF FIPS-CC X BB ERE LR RSA , M| RSA ZEAMINR 2,048 = 3072 i,

8. 7£ Certificate Attributes (iEBEM ) XiE , Add ( 541 ) HENE MU ERIKESHE—IMRAAETAH
A, FEIC , WRRM Host Name ( EHEH ) B (FERIEFH SAN FB ) , WiZEEREEE
X Common Name ( 2% ) WEMEE.

9. B OK ( HE ) ERIEH,

STEP 2 | I RV DM NIE B R EEPRERILES,

MREAME—APIERRAEFES , MATEEOEZETFRERR AL P RET RSN AL
FEHES, FHRRIEPEET Windows B “Zith i+ B HIEH F 6 E M macOS W RERPEE, MAFIE
FLRETF Windows BV 51 F ik P E4EEFR macOS H“Z4A4EE",

Blin | BAEAE A Microsoft B4 A Windows R4 LR %IEH -
1. EHSETREL , A nmc LB 3“Microsoft EIRIREI A7,

2. %% File ( 324 ) > Add/Remove Snap-in ( FI/BREEET ).

3. M Available snap-ins ( AT T ) FIFRIER Certificates (iEH ) , ARG Add (1) HIRFEES A

HPEPRBEERUTIERRETZ—

« Computer account ( itEHIKF ) — WMRIEFES AVSEBNIEFRIZED,
« My useraccount ( BRNAFKF ) — WREES AR IEBUERZED.

w2 HE

@ File Action View Favorites Window Help

"| Console Root

Available snap-ins:

ES

W

Snap-n Vendar
-] ActiveX Control Microsoft Cor. ..
Authorizatinn Manager Microsoft Cor...
_nﬂ Certificates Microsoft Cor...
N Component Services Microsoft Cor...
A computer Managem... Microsoft Cor...
H'“Dewce Manager Microsoft Cor...
= Disk Management Microsoft and. ..
E Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
__f Group Policy Object ... Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
=] Link to Web Address  Microsoft Cor...
- . . - .
Description:

Mame

Add >

There are no items to show in this view,

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Selected snap-ins:

Remove

_| Console Root Edit Extensions...

Actions
Console Root

More Actions

Certificates snap-in

This snap-in will always manage certificates for:
(®) My user account
() Service account

(C) Computer accourt

The Certificates snap-in allows you to browse the contents of the certificate]

< Back Cancel

4. M Console Root ( ##| & 1B 2R ) RETFF Certificates ( IEPH ) , AFIERR Personal (M A ) -
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5. 7£ Actions ( #1E ) B %R Personal (™A ) > More Actions ( EZ#®1E ) > All Tasks ( FFE1E
%) >Import (A ), #EE , BEUBSAODS HHSRS ASM CA LIREH PKCS 3.

Censclel - [Conscle Root\Certificates - Current User\Personal] - O *x
E File Action \View Favorites Window Help - a8 x
s 15 8lc=z HE

~| Console Root Object Type Actions
w 5l Certificates - Current User I Certificates Personal .
~ | Personal B
| Certificates Mare Ac Find Certificates...
| Trusted Root Certification Authorities Find Certificates. All Tasks 3
| Enterprise Trust
| Intermediate Certification Authorities Request New Certificate... View >
~| Active Directory User Object Import... Mew Window from Here

| Trusted Publishers
| Untrusted Certificates Advanced Operations ¥ Mew Taskpad View...
~| Third-Party Root Certification Authorities
~| Trusted People
| Client Authentication Issuers Export List...
| Other People
| Local NonRemovable Certificates
~| MSIEHistory)ournal
~| Certificate Enrollment Requests
| Smart Card Trusted Roots

_EJJ Certificates (Local Computer)

Refresh

Help

Add a certificate to a store

6. Browse ( X ) E p12 iIEBXHLES A ( i&#FPersonal Information Exchange ( N AR
Rk ) ERXHREHTHE ) , AW AR T NEFL AR Password ( B ) . FF Certificate
store ( UEBEMEE ) IRE N Personal (™A )

STEP 3 | WIEEH ERMENMNEBFMHE,

M Console Root ( ZHI BRI ) SMEN AIEBFMEE ( Certificates (iE$ ) > Personal ( ™NA ) >
Certificates (iE$ )
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]
@ File Action View Faverites Window Help - & %
e |nmBlc= HE
“| Console Root Issued To Issued By Actions
v & C_E"tF"f'“tESI' Current User ElmyCert.acme.com gp.acme.comons Server Certificates -
v [ Persona
| Certificates More Actions
| Trusted Root Certification Authorities |
| Enterprise Trust |

| Intermediate Certification Authorities !
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
| Other People
| Local MonRemaovable Certificates
| MSIEHistorylournal
| Certificate Enrollment Requests
| Smart Card Trusted Roots
,RH Certificates (Local Computer)

Personal store contains 2 certificates,

STEP 4 | A TFMAZFIRIEBHR CAERLS AER N,
NEZFFIRIEBEHINEE CA (a0, 2% CA=Stl PKICA ) MEARTEHITALSE, MREEFEAR
ZRIU$H |, NI FMxEESER CA.
1. TEATHAREFHRIEBHER CAIEP (Basebtd B ) .
2. NERBZEFIRIEBH CA PR CA IEB S ASIBH A3 -

1. 1%3% Device (%% ) > Certificate Management ( iEHE®E ) > Certificates ( if$ ) > Device
Certificates ( RZIUEPH ) , REEE Import (S A ),

¥ Certificate Type ( WEBRE ) REN Local ( A#h ) ( FiL)o

A Certificate Name ( IEBEM ) , ZEMHTFHEBRRAN BN ZF 5 CA EH,

Browse ( X% ) B HiEEM CA TEHH Certificate File (IEH3XH ) o

¥ File Format ( X4 #& =X ) 18 & 7 Base64 Encoded Certificate (PEM) ( Base64 4Bl
(PEM)) , Rig¥ & OK (HE ) »

£ Device Certificates ( R ZiIEH ) M F L |, ERERNNSALLAFHFUEREEWIES,

7. 1%3% Trusted Root CA ( AIfE4R CA ) , AFRETH OK (HAE )

DA

o

STEP 5 | 63 % P iim iE 5 e i 304+

1.

2.
3.

1%3% Device (8% ) > Certificates ( i ) > Certificate Management ( IEBEX ) > Certificate
Profile ( iEBEEXH ) , Add ( A0 ) FAYIEP B E X4

W A BB X Name ( B ) o

1%4% Username Field ( AP B F R ) EUEEALEHRHHNBENFREIEAFHFIRER.
MREURFIFASEMRBEENRERLEBNAFHITHEHRIE , WLIIEE Username Field ( AP &
FE ). IXfES GlobalProtect 888 Al 7 & 5L BMEXEK,
MREURFIAEMRRENRESHRIUE , NAPFERIAEIRF None (£ ) , EF , BERMHHN
2R, WEEAFRE. NMREEAFSE , UABSHRIERSHRIZEFRIEIRPHAFEREE
BEREHVRIUENAF BHECE. EXABERAFBEIERHEEMRX R,

GLOBALPROTECT BB AR | HHRKIE 39

© 2019 Palo Alto Networks, Inc.



4,

[z AP EEERAEETEBPHNANE,

£ CA Certificates ( CAE+ ) Xigi#h , 85 Add ( R ) - M CA Certificate ( CAE$ ) FHIFIE
PIERESHRISANTERCA LS , AGEFTOK(HBE ),

STEP ¢ | RFELE -
Commit ( 2% ) &,

HEBEEAFPNEFPIRIERHITEHRIU
ERIEHENAF , B AETA GlobalProtect A F M A ME—&F FImiEH , H1E/3 A GlobalProtect BIFHZE

EimR. EEFERMNBERERAFNEF KIS , AEE GlobalProtect (1P #ER I PKI RHY B RIS
SEMBIL (SCEP) BRE B8 & i o

SCEPIBERZIAH , EAYIFEHIER , &l PKIERBEERFNIERHFFEREETF. RF, 1]
FPLOER AN ZIERREBEENA. YAFPERBREN , NATHRZEFPIRIERUARIEETFHMX,
GlobalProtect TP SHMxFERig R MAFNHEXFREERIFEREAWAFHE, WREMN ID Fi&EHE
IEHRAHAFSIEPE B IS ENEMPELEETATE , N GlobalProtect FH1ETA ], R & A KIE

RET SCEP WEFIRIEBTTHM ALY , M GlobalProtect M A= IBE S HRIIREHHPHNRERIEE
MNFEARRIES, MRMAFTEMNTFRRIES , Nk RITEELE,

STEP 1| ¢l SCEP & &34,

1.

2.
3.

STEP 2| (

%48 Device ( %% ) > Certificate Management ( iEHEHE ) > SCEP , /5 Add ( /0 ) ##Y SCEP
(=9

A Name ( B ) LAFRIR SCEP Bt B 304,

MRGEBEXHATEESERENRETRENHAE  EF—NELRE , & Shared (HE ) HE
I BB XHFHY Location (& )

) BUEET SCEP MIEPAERERE , AIELNHEMEN (PKI) 5P ZA N FIEBFR

fi & SCEP JFuif)-Ma R4 &,
EBHSE , BIRERTR | TEEH#TEAH ARKE,

RNTHE (ERFEELLESRAE) (FIPS) , &M Dynamic ( 3175 ) SCEP Challenge ( SCEP iiifl ) 7
EEMF HTTPS #9 Server URL ( lRSS8§ URL ) (BESHALSE 7)o

EFELT SCEP Friflis iz — :

None ( 5 ) — ( BRI\ ) SCEP RBBAFARXEITFR KA UEB AN H#ITRiA,

Fixed ( BEE ) — #WAM PKI BRI EY SCEP ARSS 23R EXAY EM T i) Password ( 8 )
Dynamic ( 2173 ) — S AEHRTIK Username ( A& ) F Password ( 5 ) ( AlRER PKIEE R
MERE ) URITF-FFIHIERIX LEIER SCEP Server URL ( fRS588 URL ) » ZHA F Xt SCEP fRS
BB ITH MWL , SCEP RFB[MEZKBIBMEBERN , 2UUEANERNATFER OTP 13 (8
RERBIERERE , BT The enrollment challengepassword is (EMRIAFEBR ) F&
FIERSRFERIL OTP EX ) . PKI2ERALSXFZHBEEARIF, , RN/ N EBA
FHIEBER,

STEP 3| $87%E SCEP RS 2BR 5P ZARERKIRE , LMEFERMERE P IRIES,
MBI EEIUES Subject ( £8 ) BEMPHNTEAAGRE LA HEMESR.

1€ SCEP fR$583#9 CSR B Subject ( £ ) FE&F , TP ML ZE S HEE CNF Host-1D 5
SerialNumber, E£#l ID Rig S X MWMR : GUID (Windows)., O (macOS) #9 MAC #biit, Android
ID ( Android ¥% ) . UDID (iOS %= ) . B GlobalProtect % &t #9 1t — & 5 (Chrome).
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1. 7 Configuration ( B & ) XEHF , AT AT iHE PKI # SCEP AR5 88H) Server URL ( fRS5 28
URL) (#l%0 , http://10.200.101.1/certsrv/mscep/ ) o
2. # A CA-IDENT Name ( CA-IDENT &% ) ( &RETF&ET 255 NFHF ) LAFRIR SCEP RS 85,
3. i ATE SCEP RS2 ERMIE B R EFK Subject ( £/ ) B, ZEBAMEERNR
<attribute>=<value> WA #HEH , EXMBELABEM (CN=<variable>), CN X#&EUT
HATHE
SUSERNAME — AN SRUTTFARBEAFBERIER,. EFEAXNEE , K95 HERS, AF
WMANAFREXASAFARFRPOEHFTE,
SEMAILADDRESS — AU SEE RS EE FH At FXBRNIEH, EFALTE , X003
FERET | HERSESE B XA Mail Domains ( BB ) ¥ 2 B & Mail Attributes ( B} 4R
£ ) . R GlobalProtect o3& 1R 5 F 7 #Y BB FHB A thit |, M S4EFKME— ID HEMIZEER CN,
SHOSTID — BN NMAFERIES , BIEETH ID S, YAPERBFEIFN , BaFRE
TEHZN ID BENHRREE.

¥ GlobalProtect [1/7 5 SCEP REME BN AR , FEERAILERMEE (HlW

O=acme,CN=johndoe ) FY3EFR{E ( AFA. M ID B FHR U ) BREBEHRHLASE (CN)

i

4. %#% Subject Alternative Name Type ( TEZHABHER ),

« RFC822Name ( RFC 822 &% ) —HRIAUMPBEBRTAZEBIT BPE FIHBE .

« DNS Name ( DNS &# ) — % A A TG IEFHEY DNS B#5.
Uniform Resource Identifier ( £t — & RIFMARF ) — %A RN EIREUE /Y &R E .
None ( £ ) — FTEEIUEBEM.

STEP 4] ( ) RIUEPBEE Cryptographic Settings ( IZIRE ) -
EZRIEBH Number of Bits ( 4% ) ( BHKE ).

WMRBEXIER FIPS-CC EHX HZEAEME LN RSA |, I RSA ZEA ST 2,048 URE K,
« 1%£3$% Digest for CSR ( CSR i E ) MHRIRIEBHEHER (CSR) WHEE % : shal, sha256 . sha384
= sha512,

STEP 5 ( ) BREIERWATARE : £FEIMNE,
EFUEPATER |, &7 Use as digital signature ( ERFE R ) SikE, ZIET A FEis LB FEH
ERPFHBARBIEBFES.
- EFTEFEATMNE , & Use for key encipherment ( T 113 ) EIRAE, X8I0 A1 B F AL i F
ERFHRARMEZEEN SCEP BRESEMA MU BRI HTTPS EFFT IR TR,

STEP 6| ( ) AR FIERZZEERA SCEP BR$S85 , % A CA Certificate Fingerprint ( CA iE$
540 ) o M SCEP IRZ25 52 EH Thumbprint ( $§4 ) ZERFIREFE L

1. %A SCEP R85 E 2 UI Y URL ( f5l#0 , http://<hostname or IP>/CertSrv/
mscep_admin/ ),

2. EHIEELH N EH A CA Certificate Fingerprint ( CAIEBIELR ) FE& .,

STEP 7 | Gl SCEP BR%585 5 GlobalProtect [TF Z BRI E SSL B KIE, XAMAFE (KEKIPELS
REBFRAEY (FIPS),

~  FIPS-CC REB Ry K 155 F I K By KRS A F LR B

\, ! U4
|n<>
7/ N

]

1%4% SCEP fR% 8= HI1R CA Certificate ( CAIEH ) » H¥E , Bt A LUBT LR Client Certificate ( & iR
iE$ ) #£ SCEP BRZ25#0 GlobalProtect I 1 2 [A/8 F# H SSL & 311,
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STEP 8 | REHREREE.
1. BH OK (X ) MREIRE,
2. Commit ( X ) BLi&,

PR ER SCEP BEEXHFMIREIER CAILEDS , HFHRKAEEARIIFNMEAE, WRAD , N
CA iE# & R1E Device ( %% ) > Certificate Management ( ifBEE ) > Certificates (iE$ ) #F,

STEP 9| ( ) MRIFERTT SCEP BLE X4 EREEREUES , BRAFHMIPERIERERER
(CSR),
1. 1%3% Device ( %% ) > Certificate Management ( iEHE®E ) > Certificates ( if$ ) > Device

Certificates ( R&IEH ) , AT Generate ( £7 ) —MNTIEH,

i%£3% SCEP 47 Certificate Type ( iEHEHR ),

# A Certificate Name ( IE BB ) » ZEHTLBEEER,

R TIR3 CSR E4 b PKI #9 SCEP Profile ( SCEP BL&E X4 )

B OK (E ) MR ERMERIES,

STEP 10 | i BN E 59K,

79 SCEP EEE X #+ 4 B GlobalProtect TP REEE , LAV TFLERARBEREFRIESHRERE
EREBLEENNA,

DA
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RENEFHRIE

MRFERGHRIUELARFBUREFREBMNEHER (70 PCl, SOX = HIPAA ) , #BfF GlobalProtect &t
BENFEANESHRIERS. RESHRIEISREEZFAARER . FELAF KRN ( HI20 PIN 18 ) MF
LAFEEN (B4R ESHE/OTP, B FRIER ) . BB AXRBABEHRIIRS. FFRHMIEP
BB HAEHNE S BRI,

LU B4 7 tnfa7E GlobalProtect LR ERE H 4 WM R H

o FALEHNBHRIIEEXHEANEZHRIE
o FEA—RMURB (OTP) BANESHRIE

- FEHERFBANESHRIE

. FARGSHNARFRERANEEZSHRIE

£ LM & I UEE & X A5 ANE & 710 iU

T IERER T a0 E B E R A P E et I0IE FiE B B & X & 10 1B & LAY GlobalProtect, F R 4%
FER ERF P E ER TS ERZEZTA /M, BEXEEENFEASE SR EANESHAR
iEZf2 15| VPN,
STEP 1| 812 5 19 10 1F AR 55 25 Bt i& S04
BHORIIRSSHEEXHREH NIEEREATEHRIIBSHARINHARRAFN S HARIEER.

» MRfEM LDAP E#E Active Directory (AD) , MIZR & AD 7 5l 62 LDAP g5 35
BoE XX fFo

1. %32 Device ( 18% ) > Server Profiles ( BRSESEE 4 ) ME B X HFE R
( LDAP. Kerberos, RADIUS =% TACACS+ )
2. Add (7N ) # AR S5 SR EC & 34
3. %A Profile Name ( BEEX &%) , ffl20 gp-user-auth,
4. ( ) 1% LDAP BRS585H Type ( 288 ) ( active-directory, e-directory, sun =
other ( Hftt) ).
5. ¥ Servers ( [R%585 ) = Servers List ( [R5 EF5IFK ) KEHMALD (AN ) ( BURTRSEBF|EEX
HHRE )  ARRANTERUNEEZESHRIERS !
+ PBR%5E% Name ( B )
- Server ( [R5 S ) IP 4= FQDN
- WA
6. ( ) BEATRE LB NERIEE S HRIERS :
RADIUS 1 TACACS+ — ARS8 5 B Bt A £ = Secret ( 115 ) o
« LDAP—#i A Bind DN ( 487 DN ) #l Password ( %3 ) .
7. ( ) MREHLIRR/ER SSL R TLS SR RKBSB[EILELLMWERE , 5 A Require SSL/
TLS secured connection ( EE SSL/TLS & ) &I ( RIABA ) » WREANDIERT
Server list ( IRS5ER5IR ) PAVBRSSES Port (1%0O )

« 389 (BRIN) —TLS ( &K , SwREMA StartTLS ##4E | XA LUNHIBBASGERARE TLS, )

636—SSL,
FAEMKOD —mR BB HERA TLS. MR B FRSEFTZEF TLS , MixEA SSL.
8. ( ) MMEF NN L2 | B Verify Server Certificate for SSL sessions ( }iF SSL £ i&FH

R EREP ) LI |, iR S B FRSESH SSL/TLS EEH RNIER., BEFARIE , E45EH
Require SSL/TLS secured connection ( EZE SSL/TLS Z4iEH ) %M, N TRIIRIE , FHZRHEZ
—RMRE :
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ERMFRZUERFIRF : Device (%% ) > Certificate Management ( IEHEE ) >
Certificates ( iE# ) > Device Certificates (RFiE+H ) . WEEE , HiEPFARHS,
EBZEZVNENVT IEERRNNMETIERF : Device (%% ) > Certificate Management ( iE$
& ) > Certificates (iE$ ) > Default Trusted Certificate Authorities ( BRIAA{SIEFME L
).

9. ¥ OK (AE ) RERSFEE XK

STEP2 | RIZ BB RIIERE X4 UFRRN AR #HITEMRIENES. 85 , BEENZEEXHIE
Tl 11 S i
1. 1%4% Device ( %% ) > Authentication Profile ( SR RIEEEXH ) , ABAdd (70 ) FEEX

#®.

. WABE X Name ( B ) o

. %&$# Authentication ( S35 UE ) Type (£ZE ),

L IEREBELSTR 1 FRIEM Server Profile ( (RFESELEXH ) -

. ( ) # A sAMAccountName £ Login Attribute ( B2XEM ) .

. BHEOK(HE ) RESOHRIEEE X4,

STEP 3| ( Wik ) EFIFATXREAF KR[N E S IRIEBHTS BRI E S mIEHEEX M.

» HEEEXNESHRIEEAT/RIESS , RS ORIERSEAZTIRIES (WEE )
THAFBERIEAS. KETHERINEZIHAFBNEBNEERLT R,

NN

1. i%# Device (8% ) > Certificate Management ( iEHE®E ) > Certificate Profile ( iEF & & X
%) , ARG Add (A0 ) FEOIEBEE S

2. HWABEXHH Name ( B ) o

3. i%&$F LT Username Field ( IF & ZK ) Bz — :

MEURARFHRUEBHTNARFRHTEORIE , BFEFATHRRAFPNILERFER,
o MEMNTFPIBEZEFUKIES , iH%EF None (T ) o
- MBERFEAFTEFEZESFEIMEEIEBEESXMH |, HBiEE None (E£) o
4. Add (50 ) EDEAE B XHHICA Certificates (CAEF ) , AFHEBEUTRE :
1. #%$% CA certificate ( CAIE$ ) : AJ{S4R CAMEBRK B SCEP FRFEFM CAEH, BER , A
iEF,
( ) #i A Default OCSP URL ( BRiA OCSP URL ) .
( ) i%3% OCSP Verify Certificate ( OCSP IAFiE+ ) IEPB,
( ) AR T ERIEPHEIRA Template Name ( #BREH ) .
) %R T HE TS E M AT PELE A P iE SRV AIE

L EFRAS R A

. T Certificate Status Timeout ( IEIRZHEE ) WA |, GlobalProtect A#HH TR FRIEFIRZS.
. BPIWIEREBHHFHSEETRTE GlobalProtect R AR &5 H =41 1D,

P2 H,

6. BHOK (HE ),

AONP AN

STEP 4| ( ) I8 GlobalProtect & Fim Mis KM A E P iwiE P,
BELERAARFBESRIID  BHIPFEENORSSARZZFRIEP , S EERNFEH SCEP
NATERAFERH DB —FFIRIER,
1. FERAD PKI 522 $ CA BEFFE GlobalProtect A FF A& & FimiE P,
2. NFMEBEFEESZE , B IPREERSRNPNANILEBEEES,
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/globalprotect/objects-globalprotect-hip-objects/hip-objects-general-tab.html

STEP 5 | 4R 1% GlobalProtect Bl & .
# & Commit (% ).

EH—IXHERBE (OTP) BANESHRIE

BRI TERER —RMEED (OTP) ZIMNFMMX LEERESHRIE. SAFERFRN , NFRHMXE
RAF@WA OTP, HORIERS[Z OTP N THARIEEMF RSA RE.

REFHRIESRNRESHMXENSHRIFRERL, NEFHRIEFREREBRE !

DEEFHRITEEXHFNRSFEEXF (BENETRESHRIEN RADIUS BB ) o

ERRSORIEIREXH , RSB TAMMERRSH S HRIEREX 4.
MINERT , NARREATERENFAMXNEREIE. £X OTP SHKIE , ZREFSHESHRKIE
RNEMKX EAW , ANETEEMXSBRSRRIAFHTESR , EMASHN OTP WaEST M. ML
BEEE |, BRI MMKRT OTP M3FE T N A & £ AMEE K.
BETESEESHRIIESMDEASRR OTP AR, XEFIFMMKXESERMEZ RS IR
Cookie , AFEIEERN X AF#THDRIE, 7 Cookie Al , A M/HMAXFLERH OTP , MR
2T RPFRE OTP IR,

STEP 1| EEE G RADIUS BRSSH OTP A THHABRAFHEMESERE (SINEHASE ) 2
fa , REEXERZER RADIUS RS E5.

BXREMREES , HSH RADIUS RSB, EASHIBRT , FH RADIUS RS LIRES
RIFREMEFREE , WMEEHXES RADIUS RSHFEEAER. ik, EEEXRATEHAES
RADIUS BRS5 38 H I # 2 E R X EMWE

STEP 2 | TEAEMXHM/HITFHPXE L |, 812 RADIUS RF B EX M. (XN TFPIEHEE, —IBHK
ERAARETFFMNK, )
1. %32 Device ( 8% ) > Server Profiles ( R 25E B X4 ) > RADIUS,
2. Add (&0 ) FBLES .
3. i A RADIUS EtE X #4# Name ( B )
4. 7 Servers ( fRS585 ) XA , Add ( 740 ) RADIUS EHIHBAUTAR :

AT #rR1Z% RADIUS BRS5 B2 RV R 1% Name ( BH5 ) o

RADIUS Server ( RADIUS fR$25 ) 89 IP bt

AT ERXES RADIUS BRSEFE MBZESFENHE Secret ( WE )

RADIUS R85 £ A Fid7 H 4 KUEE R Port (w0 ) 5 ( BIAN 1812),
5 B OK (BE ) REEREXH.

STEP 3 | Bl & 31 I FL & 3 4
1. #%3% Device ( 8% ) > Authentication Profile ( S RIFEE 4 ) , Add (&0 ) FEEH,
MABEXHN Name ( B ) » ZEHTBEEERK.
1% RADIUS 1E7 & R IERRS Type ( 2£E ),
%02 A T ihE RADIUS ARS58:HY Server Profile ( RS EBREENH ) »

% A User Domain ( AP ) . MHAEERAZERBATIRFECESOGRIEA, , AT
User-ID 42 B 57,

%3 — Username Modifier ( i P B FMEMHAF ) L&k RADIUS RSB BRI AP & /3% X.
7. 5 OK (HAE ) RES ORI E X4

STEP 4 | N B3 1 i B & S 2 BL 48 GlobalProtect [P #l/3 M >x,

BARANFHNRAXRESEFHEORIRE, X TEEFREOVILRE , KUTEERTHERER
Siim [ F DR IEE B XX

LANE I

o
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/device/device-authentication-profile/configure-an-authentication-profile#id52c690a9-3c67-4a75-a613-d3b820d135c5_allowlist
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/map-users-to-groups.html

WS BNE RN SRR ESXHFRNETFRMREE, BRREXLAHNEMIFMAES | iF
Z# GlobalProtect ] # GlobalProtect M><,

1.
2.

3.

5.

STEP 5| (

%32 Network ( P4% ) > GlobalProtect > Portals ( |17 ) 2 Gateways ( M%) .
ERABTFEMKEE , HAdd (7RI ) FHEE. MRFNFHMXKTF , BREEEHEHR, LEN
RRESH,

£ Authentication ( S RIF ) K L , 32 SSL/TLS service Profile ( SSL/TLS RS ELE XH ) =
Add ( 70 ) FELE S

Add ( 0 ) ##9 Client Authentication ( E /i FHRIE ) BE , HEBEUATRE :

BEPHSMRIEAEER Name ( BT ) .

- ENANEBNRS OS (BRERSE).

o SBIECIE B R UFEE 24 812 H Authentication Profile ( &3 RFERE X4 ) -
( ) BE X Username Label ( AP &#H5Z ) 6
( ) BITE X Password Label ( ZBHFZ ) .

« ) BE X Authentication Message ( RIS ) .

BHOK (HE ) REEE.

) REMNFEMXEAFSRAEZMNRERAFSBNBBRNEB. E£/H OTP WRESH

RiIITXEHREEZR , RNAPBXREBEXNEBLIT M ADITEHL,
WS BERNMAETFREEEFEEZEIRE. EXEFAEER , FSREEN GlobalProtect B,

1
2
3

4.

9]

1%£3% Network ( P45 ) > GlobalProtect > Portal ( [/ ) , REEBRNEFEE.,

£ GlobalProtect TP EEX EE LR Agent (RE )

ERNEREEER Add (RN ) FEE.

£ Authentication ( & 31 ) %W+ L , iX{& Save User Credentials ( RZAFEHE ) 71 Save
Username Only ( XRFAFE ) i No ( & ) o WIRESE GlobalProtect 86 IR RAFE TS HiERF
WENEH LN BB,

N OK ( E ) URIFEE.

STEP 6 | &R IR RIS FE ( HI20 OTP ) B9 GlobalProtect A# — TR RM R KR,

1

2
3
4

5.

%32 Network ( P45 ) > GlobalProtect > Portal ( (177 ) , REEBRNEFEE.,

£ GlobalProtect TP ELEX EE LR Agent (RE ) ,

ERMEREEES Add (70 ) FEE.

£ Authentication ( H#HRIE ) T+ L , 1%£4F Components that Require Dynamic Passwords (Two-
Factor Authentication) ( ERZISHBE ( NEFHRIE ) WEH ) . —B&EE , NPEN/HMxERRE
7~ OTP,

TEREAEH SAML B4 101F A H 4i%3F Components that Require Dynamic
Passwords (Two-Factor Authentication) ( ERz1AHB ( NAEEHRIE ) WA
) ;I

RiE OK (HBE ) MRFEE.

STEP7 | MRBATHESBR (SSO) , BEZEH, ARAREBE EIEE RADIUS ERN BHRIERS , AT
% # Kerberos SSO.

LS BRIERMMEA SSO, BREFEMEER , FSHE N GlobalProtect KL E,

1

A ODN

1% Network ( M%&) > GlobalProtect > Portal ( (177 ) , REEBRIAIIFEE.,

£ GlobalProtect [T Bl EX iEE ik Agent (RE )

ERNEREEER Add (7N ) FEE.

£ App ( BIAATER ) I £ , 18 & Use Single Sign-on (Windows Only) ( 8 S &% (X
Windows ) ) A No (&) o
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5. M OK (AE ) MRIFEE.

STEP 8| ( ) EEAFARMEENRIBRY  FRESHRIES.

RIANERT , NMPRRXERSRRIEEXHMEEIPEEXHEXNARRITEARIE, B35 H%K
EE , NPIMAEAEESHBZTHAMME Cookie WAFHITHEHRIUL, RE Cookie BN , AF
MAER, MAEEHMAERER OTP, BXEZEE , HSH 1 H Mk £# Cookie F1351IE,

N RSB IEXY Cookie 16 R HAYUR KAV G ( HlEN , Zim QB KSR ) | 7@
_,O\_ RS R INE A L FI R LR 2,

BXiFMEER |, 55 GlobalProtect |1/ GlobalProtect M 3%,

1. %3 Network ( M4% ) > GlobalProtect > Portals ( [J/° ) 2 Gateways ( M%) .
2. BRIABIFIMKEE , A (Fn) FEE.
3. RELERBHMEIFHMK , HEFEUTEIZ— :

GlobalProtect Portal Configuration ( GlobalProtect | JF &t & ) — £ GlobalProtect Portal
Configuration ( GlobalProtect [T ELE ) XEHEF , i%£4F Agent ( {£# ) > <agent-config> >
Authentication ( B RIE ) o
GlobalProtect Gateway Configuration ( GlobalProtect M>< & & ) — 7£ GlobalProtect Gateway
Configuration ( GlobalProtect MxXEL & ) XtiEAEH , 1%$#F Agent ( fXE ) > Client Settings ( &/
WIRE ) > <client-setting> > Authentication Override ( SR RIEEE ) -

4. BLELLT Authentication Override ( B RIEEE ) ®E.

BHRIEEEMN Name ( BFF) ©
Generate cookie for authentication override ( £ & 3R IEZ&E % Cookie ) — AFITFRMXx4E
RN 4S E ik R Cookie. AP RINWIESE , A RMX @K KME FHEIE Cookieo

« Accept cookie for authentication override ( % 5 K& %X Cookie ) — 1R HMKXE L
BME Cookie XA #HITHMBRIE. R HTEM Cookie /7 , TP RMFKFEKIELL Cookie 2
BRELTNPFPHEMXNE , BXNEBTHRE , AEXNAF#TE ORI,

) GlobalProtect EAMMAEEEEENAFNAFE , TEMNAF IR RQCE MK E
X H BRI Cookie, ERAKZE Cookie f5 , 2¥F Cookie KIAZE[]FHMXx#IT
AP S /8B,

( ) MBI REBE B Use Single Sign-On ( EAERE
) EBIREHR Yes (£) (/BHA SSO) ( Network ( W& ) > GlobalProtect >
Portals ( [JF ) > <portal-config> > Agent ( {X¥ ) > <agent-config>. > App ( M
fF ) ) , GlobalProtect &I Fif2 /7 Windows fiF= & N A PR A it & A0 IE
cookie, HNEREFF Use Single Sign-On ( EAE SEF ) BEIIZHA No (&) (SSO
WERB ) , MAF AP GlobalProtect RIRRFAFERE | NMERARTUNA
FREFHRIE Cookie, FF Save User Credentials ( REEAFERE ) ETEH

Yes (2) , MREFEAFBFMEB , = Save Username Only ( RIRFRAF A ) BAMR
REAFA,

( ) BF macOS iR FXiFHE Q&% , B3 A GlobalProtect

R AL Save User Credentials (fREAFERE ) , NMLNARFITUNA

FREFHRIE Cookie, FF Save User Credentials ( REEAFERE ) ETEH

Yes (2) , MREFEAFBFMEB , = Save Username Only ( RIRFRAF A ) BAMR

REAFA,
Cookie Lifetime ( Cookie £ @A ) — 8% Cookie BRH/NIE, REH AR, —MmsS , R
FRRESHMAR Cookie £arEHIN 24 /et , [T B Cookie £ AEN 15 Ko, NECEE
N 1-72 ; AFSEER 1-52 ; RECEE N 1-365. [TFHMK Cookie SHE ( LLERIENA) |
MPEMXFRTIAF#HITEHRIE , BEMNZEH CookieH ZIEERR .
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« Certificate to Encrypt/Decrypt Cookie ( IN%:/#%% Cookie FYiE$ ) — 1EFXT Cookie #1TMNER
AR FrEAK RSA IEH, BHEITF MK EFEAHERES,

o REMEREE RSAILES , UEANKXZHNRERER L,
ipgh

T RM < A RSA IN#FE % 5 R PKCS#1 V1.5 R4 Cookie ( AL ) MAR
Cookie ( EAEPFAER ) -
5. Wi OK (|/E ) MREFEE.

STEP 9 | Commit ( 1% ) BLi&.

STEP 10 | BB i& o
FEiZ1T GlobalProtect MK A L , iXiEHEETECEELEA OTP FARIENMARKIT,A, et T

BEIWTRR:
& Sign In
Error admin password
! |
Cancel
1: OTP BHER
GlobalProtect *
Sign In

Error admin passwaord

Cance

2: GlobalProtect JRZSHEIR LM OTP 7R

ERERFERANXES BRI

MRBAWRLA-ERAERFREREFEF (CAC) #THHRWIE , WIFEMA CAC HEREF LFFEIE
PR CAIEBRSAETAMMK, AF , BAEESEZR CANEPREEXHHFENAZEF M/
KXEE , AEESORIEHR AT ER SRR,

STEP 1| REEREFEMLEN,
ZERBRRENEEFNERFEFRHBEKRLA,
BXREGREES  BSHEORITRARRAN T,

EASZHERT , BREFEMENRESRINZGLRAFURNARSENIRSESS (EXAGF | BN
GlobalProtect [TF MM X ) £ RIUEH.
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STEP2 | SAEBMARLRAF B FLAEEFIRIERHR CAIEH,
BRASUMNEBERZFRNES , HER TSR .
1. %32 Device (%% ) > Certificate Management ( iEHE®E ) > Certificates ( iE$ ) > Device
Certificates ( R&IEH ) , AT Import ( A ) iEF,
2. A Certificate Name (iEBEF) -
3. HAM CA IKEIH Certificate File ( IEH3XH ) WEERFAF , = Browse ( X ) AEHRZ XM,

4. M File Format ( X##3 ) THL5IER A %£$F Base64 Encoded Certificate (PEM) ( Base64 4RIZiE
(PEM)) , Ri5% & OK ( E ) LS AIEB,

STEP 3| FEFR BT RIGER CAC HEREFHFMRIERT /MK L IZIEBEE X f.

» BREMIEBEENHFR (Hl, 26EH CRLER OCSP ) WIFMER , BSHBKNAE
Bh,

1. %% Device ( %% ) > Certificate Management ( ifBEE ) > Certificate Profile ( IEPEEX
).

2. ERIBUEHHR Add (500 ) F3XH.

3. MAUEH M Name ( B )

4. % PAN-OS AT IEE A ID B IP it B9 iEFUsername Field ( i &£ ) —Subject ( £
B ) LMERAHXAA |, = Subject Alt:Email ( £ Alt : 78B4 ) REH B Fof4Fibit | 5 Subject
Alt:Principal Name ( £ Alt : £4&EH ) REAFEB K,

5. £ CA Certificates ( CAIE$ ) X , Add (50 ) ELR 2 S AFEREERBHTER CA
P, REIRRAT , 1% CA Certificate (CAIEH ) , RAFETHOK (HBE ),

6. BEBEURFIEHEE XM,

STEP4 [ FEPEEXHSEAITFEIMR, HTRBERINAFEPEEXHRMEITFAEIMKEE.,
BEXREEXLHGNEMER , SR GlobalProtect |17 # GlobalProtect <,
1. #%$% Network ( M4& ) > GlobalProtect > Portals ( I ]/ ) 2 Gateways ( WX ) .
BEERABIFHEMKEE , 5 Add (A0 ) HEE.
£ GlobalProtect < B E XY if4E 1% 4F Authentication ( HHRKIEIA ) o
RN Certificate Profile (iIEBEEBEXH ) -
B4 OK (HE ) RERE.

LA

STEP 5| Commit ( 2% ) L&,

STEP 6 | RUFALE.

11217 GlobalProtect NAMIK A £, B EEECEH LRERAEREFNEHRIINMARITI,, H
IRRAE | HABREFHRIUE 0] IHEIEZE GlobalProtect,

ERRGTHENAREREANEES AR

MBHHWELFERAREDE (5 ) RARKE (M RSA SecurlD ) REHEREAEZFHRIE, WAFAEEY
EHFAHBRUSERMAREHH A PIN UREUETTHE , AREEH GlobalProtect N FATEF#Y Password ( %
B) FERPEMALLBITHE, KASIREZRIREZR,

R T ELBEFZFIBEHRIERF AR | GlobalProtect 2t TS EFHRIUE. A 7E GlobalProtect
Password ( %3 ) FEH %A RSAPIN , GlobalProtect M RSA # RBTIB HHLERE , MAZTERAFIT
$TFF RSA R AR FHEANL TR,

2E=Fp RSA BERXEFZ UL INEE : PinPad # 3 ( PIN SESIEARBER ). Fob HRX ( PIN FRTHEMRRE ) M
Pinless #3x, X F PinPad #l Fob #= , A 7£ Password ( %1 ) FEH A PIN , B/5 GlobalProtect #&
KRBT, 7 Pinless #XT , Password ( %13 ) ZRETX , AFwAEBF A,
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£ M GlobalProtect™ R AR 5.1 FFEY Windows 1% & it ThRE,

STEP 1| BEE ik Windows R%& LRVEM RIS ATERTE S BRI,

KRMEERE i Windows 8% LB Windows Itk , AT HEBEALTABRSEE MK
if, GlobalProtect 1{R¥E GlobalProtect R A2 F#) AL A4S R ILSE M R I — X

1. #TFF Windows ST &R 4m %885 H %32 HKEY\'U LOCAL_MACHINE > SOFTWARE ( % ) > PALO
Also Networks > GlobalProtect > Settings ( IZ& ) -

2. ¥ auth-api EEX N yes (=) o

S % auth api EESBITEN FEIREN ves (2 ) | FIANEAET RSA WS A%
S ERBEOFAME. TRBEMSHRIEEE T ClobalProtect 2 it %
BT,

BHTFIFPAMMXER RSA SHRKRIE , HtBWEERNX LB HAET Cookie 4 &A%
if, % GlobalProtect =iHIREXMKXBEITBAE , AITFRRN SR IEENL FE3NIR
A, HEEHRIITRESAN , RABTBREHER, At , RNBWUEETF LER
—NE R EIUEEE Cookie |, HEMx L#EF It Cookie,

oA Registry Editor (= R ==
File Edit View Favontes Help

2 {8 Computer * || Name Type Diata
HEEY_CLASSES_ROOT

gy ab (Defauwk) REG_5Z (value not set)
. . HKE\'-lD(N- M;-CH'INE ab nl||D'A.|--lrﬂffll.'-h|ﬂckmq.-nﬂlflc&hﬂﬂ-Elsmlslﬂ REG_SZ yES . .
EII:_ - ab ¢ aptive-portal-detection-mag REG_ST « iy style="font-family: Hehoetica Meu
: HARDWARE b captive-portal-exception-timeout REG_ST a
| SAM ab ¢ sptive-portsl-lagin-url REG_SZ
| SECURITY ab captive-portal-notification-delay REG_ST 5
4 SOFTWARE ab’ cerificate-store-lookup REG_SZ user-and-machine
7-Zip ab change-password-message REG_SZ
ATI Technologies B connect-timeout REG_DWORD Ds0000005 (5)
CBSTEST B¢ disable-globalpratect REG_DWWORD D0D000000 (0}
Classes ab display-captive-portal-detection-mag REG_57 ne
Clients = | | ‘2t display-traffic- blocking-notification-msg REG_SZ yes
FileZilla 3 | | At enforce-globalpratect REG_ST no
Intel b enforcer-exception-list REG_SZ
Martin Prikryl ab’ ot -loey -usage-oid-for-client-cert REG_SZ
Picrosoft bt pets-preferred REG_5Z =
Mozilla 3 oy austh-fail-Fallback REG_SZ s
munilla.arg Al sl REG_SZ 152.168.175.1
::.:;;clluplugms ab Iugm..ll:-r:mm':-ssa REG_SZ =]
ab’ gvervide- co-username REG_SZ ]
A Faki.;‘ll:)oguwurks & portal-timeout REG_DWORD 00000005 (5)
i - pworm B raceive timeout REG_DWORD 00000001 (30)
PanGPs b regioncode REG_ST 182.168.0.0-152 168.255.253
Panlislale: ab retain-connection-smartcard-removal REG_SZ yES
| PanMSSenvice b gave-gateway-password REG_SZ
| PanSetup ab raffic-blocking- notification- delay REG_SZ 15
a- | Settings ab’ raffic-blockng-notification-msg REG_5Z <dirv styles "font-family: Helvetica Neue
| 18216381751 ab’ uge-promy REG_SZ yEs
. TEMmove-gpa-cp "_.l'm REG_SZ yes
Pirifarm
Palicies ||« m

Computer\HKEY_LOCAL_MACHINE\SOFTWARE'\Palo Alto Networks\GlobalProtect! Settings

STEP2 | fEFHEF RSA I B K RIFEE (T F MK,
STEP 3| £ GlobalProtect i1 L8 & T Cookie ¥ B 1LE,
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}8E GlobalProtect B A 5 4% IS 21 GlobalProtect A#FBIEN BT EE=MEETHE,

1% Network ( M4 ) > GlobalProtect > Portals ( 17 ) > <portal-config> , A5 Agent ( £
B ) %W+,
Add (A ) REEEREFE -1 IERE.

. #%$* Generate cookie for authentication override ( £ X T &3 RIEBEEH Cookie ) -

Configs

HIP Data Collection

Config Selection Criteria

Mame  gp-client-config-any-user

Client Certificate  Mone -
The selacted client certificats indhuding it private key will be instzlled on dient machines
Save User Credentials Yes -

Authentication Override
@ Generate cookie for authentication override

[ Accept cookie for authentication override

Certificate to Encrypt/Decrypt Cookie  Root-Globalprotect i

Components that Require Dynamic Passwords (Two-Factor Authentication)
D Portal D External gateways-manual only

D Internal gateways-all D External gateways-auto discovery

Sedact the options o sowords like one-time password [OTP) to authenticare users s opposed to wsing saved credentiaks, As a result, the user will abways be prompted to

enter new credantials

STEP 4 | J3 A GlobalProtect W< 1% Cookie #1TH M RKIIEE.

1.

2.
3.

1%3% Network ( M£% ) > GlobalProtect > Gateways ( M>< ) > <gateway> , fR/F1E#R Agent ( £
B ) Em-F,

1%$% Client Settings ( B IHIRE ) , A/FIEE GlobalProtect & i Bl E A N — MNTEE.
1%£#% Authentication Override ( S RIEER ) , AF%EF Accept cookie for authentication
override ( #3% Cookie #ITHHRIIEE ) .
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GlobalProtect Gateway Configuration

Tunnel Settings ~ Client Settings Client IPPool ~ Network Services  Connection Settings  Video Traffic  HIP Notification

Indude Access

®

D Generate cookie for authentication override

@ Accept cookie for authentication override

Cookie Lifetime | Hours w 24
Certificate to Encrypt/Decrypt Cookie | ca-cerl

STEP 5| #%#% Network ( W% ) > GlobalProtect > Portals ( [J7 ) > <portal-config> , /5 , %%
Authentication ( &R ) I,

STEP 6| Add ( 7 hN ) HEFHEARIIEEXNHRER— I NEEEXH , RE , %£F Automatically
retrieve passcode from SoftToken application ( BEIN K TENARFRRBITH) .
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Client Authentication

Name
0S Any
Authentication Profile test

[+ Automatically retrieve passcode from SoftToken application
GlobalProtect App Login Screen

Username Label Username

Password Label Password

Authentication Message Enter login credentials

Authentication message can be up to 256 characters.

Allow Authentication with User No (User Credentials AND Client Certificate Required)

Credentials OR Client Certificate 1, enforce client certificate authentication, you must also select the certificate profile In the Client Authentication

configuration.
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18 & strongSwan Ubuntu 1 CentOS i 2 H &
1356 1UF

EJ¥ GlobalProtect iFRlI¥ B ZE strongSwan Ubuntu 1 CentOS iR , 40N iX L =ik B HH K.

»  E&HFE Ubuntu Linux ] CentOS %3 strongSwan Ry g {K GlobalProtect X R4 |, {55
3% GlobalProtect X#FWBLEIRMERSNRA ?

EE# 7 GlobalProtect WX , AP AR IIBIE S B, UTIERERT WMAA strongSwan w23 A &7
WiE, BX strongSwan HEEER , 52 H strongSwan wiki,

- FERIEPEREXHERSHRIE

- FERSHWRIEEEXHHE RS HRIE
- BREARERSGRIERTSHRIE

FRIEIPEEXHESRASHREIE
LT IERERT MR strongSwan & Fiw/3 AR IEBEE X H#1THHRIE,

STEP 1| A GlobalProtect W<l & 5 strongSwan & P imBE R IPsec B2E,

1. #%$F Network ( M4& ) > GlobalProtect > Gateways ( F3< ) .

2. ERIEMRER Add ([0 ) FMX,

3. fE“GlobalProtect M%< fl B"XfiEHEH) Authentication ( A RIE ) W+ £ | BEEA TS HRIE
9 Certificate Profile ( iEBEEBEXH ) -

4. 1%¥#% Agent ( fX¥2 ) > Tunnel Settings ( B#81RE& ) LS ATunnel Mode ( RREERE ) , HEENT
REREIPRE
« AP EIRAE T Enable X-Auth Support ( BT EEHARIEXEF) .
« IR Group Name ( 4% ) # Group Password ( A% ) EEE , BEHEREAT.

B OK (E ) MRFRE.

STEP 2 | 1 IPsec BRIBELE X (ipsec.conf) Hlconn $default P AWEINEZZERENRN
strongSwan & ik IE#EE o

ipsec.conf XHBEM T /etc XX,

t\‘ LR PRV EDE 2 9 ST AR AR 1T FI IR AE -
+ 3&% strongSwan 5.1.2 §§ Ubuntu 14.0.4 f#&&E A F PAN-OS 6.1 By strongSwan
5.1.3 #§ CentOS 6.5,
+ BHSEAT PAN-OS 7.0 #y strongSwan 5.2.1 f§ Ubuntu 14.0.4,

MR AHMRAER strongSwan |, KEFHHEEFTAESE. EXRARFE , FSL

strongSwan wiki,

¥ ipsec.conf X#HH conn $default TPHHAHUTEBERAXLEHERE,

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
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rekeyfuzz=0%
keyingtries=1
type=tunnel

STEP 3| f&2k strongSwan & ik IPsec Bl &4 (ipsec. conf) # IPsec 2834
(ipsec.secrets) AMEAHEFRE,

ipsec.secrets XHFBEMNT /etc XX,
fF strongSwan B iR AR B AEILEPN L AA,
& ipsec.conf XHHWUTIEEHAXLEHEFEE,

conn <connection name>

keyexchange=ikevl

authby=rsasig

ike=aes-shal-modpl024,aes256
left=<strongSwan/Linux-client-IP-address>
leftcert=<client certificate with the strongSwan client username used as the
certificate’s common name>

leftsourceip=%config

leftauth2=xauth
right=<GlobalProtect-Gateway-IP-address>
rightid=“CN=<Subject-name-of-gateway-certificate>”
rightsubnet=0.0.0.0/0

auto=add

5 ipsec.conf XHHA T B SR AXEHERE,

:RSA
<private key file> “<passphrase if used>”

STEP 4 | J33) strongSwan IPsec IR , E R EFH L strongSwan & F i B KXY GlobalProtect Pk i# 1T
SMRIEH IPsec BEiE,

FH config <name> TENRBREREGA.
» Ubuntu :

ipsec start

ipsec up <name>
+ CentOS:

strongSwan start
strongswan up <name>

STEPS | WIFFRERBIERIRE , REEN 7 5 strongSwan & w1 GlobalProtect W< # VPN £,
1. RiFBEERE (BIEEEE ) WiFMRESERREIE strongSwan BEF IR ERZNRDEES -
 Ubuntu :

ipsec statusall [<connection name>]

+ CentOS:
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strongswan statusall [<connection name>]

2. #%$F Network ( M4& ) > GlobalProtect > Gateways ( < ) . EInfo ({58 ) 54 , hBESES
strongSwan & 7 isE 2 1 M < %42 Remote Users ( 2 ) o strongSwan & ik R 5I7E Current
Users ( H8TAF ) TH.

ERASORIEREXHERAS KR

UTFIERERT WA strongSwan B Fin /S AEA S HRIEEENX4#HTHHARIE, 50K S 34
B T RIE strongSwan & F i & 17 5 55 A RN BR 55 B9 L & 3L 44

STEP 1| 7 GlobalProtect W< BfF 5 strongSwan & FimiBEH |Psec BiE,
1. #%$% Network ( M4& ) > GlobalProtect > Gateways ( F3< ) .
2. EBRIBMRER Add ([N ) FMX,
3. fE“GlobalProtect W% fit ¥ i&4EHY Authentication ( A RIE ) M+ E | EBREEFHN
Authentication Profile ( &3 RIFEESXH ) .
4. %% Agent ({3 ) > Tunnel Settings ( B2i8iR & ) LA/S A Tunnel Mode ( FREHE ) , HIEEUT
REREIRRE
« &Ik S i%4E T Enable X-Auth Support ( B AT BEMRRIIXE) .
MR ¥ KEE Group Name ( 4B ) F Group Password ( A% ) , EH# A
B OK (BE ) MRFXERREIRE.,

STEP 2 | B&3F IPsec PR B ELE M ¥ (ipsec.conf) Mconn %default SO FWERINEFZZEREN
strongSwan & P iR IEHE o

ipsec.conf XHBEM T /etc XK,

f WREFPHEE S AT RS 70 FRAIE
« 3&%; strongSwan 5.1.2 §y Ubuntu 14.0.4 f#&£E A F PAN-OS 6.1 By strongSwan
5.1.3 gy CentOS 6.5,
+ BHEAT PAN-OS 7.0 #y strongSwan 5.2.1 #§ Ubuntu 14.0.4,

MREEREMRAR strongSwan , EEFHNEETRAESE, BEXHARFES  ESL

strongSwan wiki,

1 ipsec.conf XM conn %default SoHF , BEEUTHERE :

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
rekeyfuzz=0%
keyingtries=1
type=tunnel

STEP 3| {82k strongSwan & F ik IPsec BLE M 4 (ipsec. conf) M IPsec 83 #
(ipsec.secrets) AER#EFRE,

ipsec.secrets XHBENT /etc XHXF,
fF strongSwan BFmA P B REIERHN AR
£ ipsec.conf XHHEEUTHEFRE :
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conn <connection name>

keyexchange=ikevl

ikelifetime=1440m

keylife=60m

aggressive=yes
ike=aes-shal-modpl024,aes256

esp=aes-shal

xauth=client
left=<strongSwan/Linux-client-IP-address>
leftid=@#<hex of Group Name configured in the GlobalProtect gateway>
leftsourceip=%modeconfig

leftauth=psk

rightauth=psk

leftauth2=xauth
right=<gateway-IP-address>
rightsubnet=0.0.0.0/0

xauth identity=<LDAP username>

auto=add

f£ ipsec.secrets XHHEBUTHERE :

PSK <Group Password configured in the gateway>
<username> : XAUTH “<user password>”

STEP 4 | |53 strongSwan IPsec BRE |, EERE % E strongSwan F % A k%t GlobalProtect < 31T
S IIEH IPsec BEiE,

e Ubuntu :

ipsec start
ipsec up <name>

+ CentOS:

strongSwan start
strongswan up <name>

STEPS | RiFPSERBERIRE , EBEIN T 5 strongSwan & iwH GlobalProtect M<#) VPN E#,
1. WIFSEERE (BIEEERE ) WiFEMRDSEERKIE strongSwan BEF WA EEZENRBER -

« Ubuntu :

ipsec statusall [<connection name>]

* CentOS:

strongswan statusall [<connection name>]

2. %$F Network ( M4 ) > GlobalProtect > Gateways ( < ) . #Info ({58 ) 54 , FEES
strongSwan & 7 im £ 2 19 W < %42 Remote Users (M ) o strongSwan MBI Current
Users ( HETAF ) TAH.
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BREANREEZSHRIERTS ORI

FEANEH BRI , FERNERIERRENHNSBRIERE XM strongSwan & ik h# 1T & 1056
i, X# T 8EEREE GlobalProtect Mk, LI I/ERERT WA strongSwan B im/E AERANER S %
W F 1T & 0 R0,
STEP 1| A GlobalProtect M><1®& B 5 strongSwan & P imiBEH IPsec BEiE,
1. %3 Network ( 4% ) > GlobalProtect > Gateways ( M%) .
2. EBRIMEMRE Add (F0) FHRx,
3. fE“GlobalProtect M X B B"¥f iE1EHY Authentication ( BRI ) W+ £ | EBREEFHN
Certificate Profile ( iE HE & X # ) # Authentication Profile ( SR RITE B XH ) -
4. %3 Agent (X ) > Tunnel Settings ( B3iE1% & ) LA/G ATunnel Mode ( F2EH#ERX ) , HEEUT
REBREIRRE
% btk & 3% AE 7] Enable X-Auth Support ( BT BEEHARIEXEF ) .
+ 202 Group Name ( ‘A& ) 1 Group Password ( A% ) EEE , EHREA].
- BHOK(HE ) UMRTFXLRBERE.

STEP 2 | B&3F IPsec PR B ELE M F (ipsec.conf) Mconn %default O HFMWERINEZZEREN
strongSwan & P ik EFE Yo
ipsec.conf XHBEREE /etc XHKH,

t\‘ LR ARV ELE B9 LA MR A 47 0 F1 38 E -
» J8# strongSwan 5.1.2 §§ Ubuntu 14.0.4 f#&£E A T PAN-OS 6.1 By strongSwan
5.1.3 §§ CentOS 6.5,
o JBEHSEMAT PAN-OS 7.0 #y strongSwan 5.2.1 #§ Ubuntu 14.0.4,
MREFERAEMMAR strongSwan , KEFFNEERTAESE, EXFAEE , BHSL

strongSwan wiki,

N

f£ ipsec.conf XHHEBUTHERE :

ikelifetime=20m
reauth=yes
rekey=yes
keylife=10m
rekeymargin=3m
rekeyfuzz=0%
keyingtries=1
type=tunnel

STEP 3 | {82 strongSwan & Fim Y IPsec BLiE X4+ (ipsec. conf) # IPsec B8 304
(ipsec.secrets) AER#EFRE,

ipsec.secrets XHFBEMNT /etc XX,
¥ strongSwan B i A P& BELEBH L RAE,
Zes ipsec.conf XHHEEBUTHERE :

conn <connection name>
keyexchange=ikevl
authby=xauthrsasig
ike=aes-shal-modpl1024
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esp=aes-shal

xauth=client
left=<strongSwan/Linux-client-IP-address>
leftcert=<client-certificate-without-password>
leftsourceip=%config
right=<GlobalProtect-gateway-IP-address>
rightid=%anyCN=<Subject-name-of-gateway-cert>"
rightsubnet=0.0.0.0/0

leftauth2=xauth

xauth identity=<LDAP username>

auto=add

£ ipsec.secrets XHFHFEEUTHEFRE :

<username> :XAUTH “<user password>"
: :RSA <private key file> “<passphrase if used>”

STEP 4 | g3 strongSwan IPsec ARS |, EZ B HE strongSwan & i AKXt GlobalProtect B <t 1T
S MHRIER IPsec BB,

» Ubuntu :
ipsec start
ipsec up <name>
+ CentOS:

strongSwan start
strongswan up <name>

STEPS | RiFPSERBERIRE , EBEIN T 5 strongSwan & iw# GlobalProtect W< #) VPN #E#,
1. RiFBEERE (BEEEEE ) WiFMRAERRKIE strongSwan FFIRFTEEZANRDEES
e Ubuntu :

ipsec statusall [<connection name>]

* CentOS:

strongswan statusall [<connection name>]

2. #%$% Network ( M4& ) > GlobalProtect > Gateways ( i< ) , fEInfo (58 ) %+ , ABES
strongSwan & P imiE £ 9 M % %£$E Remote Users ( =2 ) o strongSwan & F %R 57 Current
Users ( H81AF ) TH.
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Fti& GlobalProtect LASEIN % K & B 1456 UF 18 &l

NTHRPRBUARFFALERGEEERARENNIIBERINNEPEARS) , EUUREETRENSE
HEHDRIE (MFA), XATUBREMNAFETRSEHRBRNBRSMNNARF A , XFEXE (RE) B
S5 UEBT ) iR B R
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1. Authentication Policy

» User = Developers Group
* Destination = Data Center
* Action = Authenticate

External GlobalProtect Gateway

Mg

VPN Tunnel

o
' Q

Remote Users

MFA Gateway

2

Internal Users

2. Security Policy
* User = Developers Group
* Destination = Data Center
* App = Perforce
* Action = Allow

V)

Perforce
Application

Data Center

To access an application that requires
multi-factor authentication,
Authentication Policy is applied first,
then Security Policy.
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MRAFPSEESHRIERKITE , WNARFRRFSHEREFHERXFHRIETANEZN AR
( ) IEEF RN ARERF— 7 77 Windows 2 macOS iR LR IE
HTTP IR/ ( fl4n Perforce ) 12 MFABAH , FE GlobalProtect N ARF, HESIAERBEHRN
FHITELEY |, By A& £ [ GlobalProtect AR KE—1 UDP EA , HES#AM URL 5@ & 4 5K1E]
FF I, GlobalProtect NARFARAEASUBEHBAFXEAFERIEES,

ETXNEBENNARF— ETHREANARETER GlobalProtect AIAF ERBAES . ZHPy X IES
21FIRBIHN Web X ERE (ETF App-ID ) it , SR ELESOAF SIS HRIREAN PIEEN F
BRIETFE ( ABIFR Captive [TFTH ) . BXEZER , BSHEREZERZFHRIL,

T GlobalProtect EE N E RIFR TR EH/AMARERFN MFA BH |, EEAUT IERRE :
STEP 1| £ &L i& GlobalProtect 28l , BEHAIE LEREZERKR G HRIL,

R EHA GlobalProtect W E KRR MRRI T HTHHRILE , WEEFEH
RADIUS BR$SE8E0E X4, MR GlobalProtect @1 7 & 31 iE 5K BE ITHL ( UDP ¥
B)  NZERERIERSS[EEHECEE,

EFEAZERZSOHRIIRRPBBRAR K SEENBERAZZFHHAXEESEEMEFEIHN MFA $A
B, 3 MFA SHEZRERN , EUUFEEESHRIIRBHNAN. AXESFELE , FEALES
ERZSHRIL.

J5 PRI 48171 7 SRAC 3 5 4D RO AIE B 81 B A0 SE T A = R &Y o

B TE B A8 ANAE 2 3] S R I P RS Y AR SS 2R EC B X4
HRSHFEEXH I RAEERIESHAN IR EX .
BEERERBAN , RATFRAPHREES HRIEN TR,

STEP 2| ( ) E{# GlobalProtect X#FAHMXNZERKFHRIE , BAT R REEH A O
P&3E #52 O e (& 1) R 71 [
1. #%3% Device ( 8% ) > Response Pages ( TR J1[H ) > MFA Login Page ( MFA &3 ) o
%32 H Export ( §H ) Predefined ( #iE X ) AR B FTIEE
EENHSL , FAHTMLEEREEL THNENAE , HEAKE - XHERE.
iR B Fff K 3% LB MFA Login Page ( MFA &3XTH ) X1iE4E , Import ( S A ) BHBEENR
M , Browse ( JI% ) LA%E$E Import File ( $ A ) |, 3% Destination ( B ) ( REIRERIHE
NE) ,BEHEOK(HE ) , REET Close (XH ),

STEP 3| ( ) /& F Response Pages ( MR TNE ) fE8 TAIHRS (EOERE ) BEXH4HiF
AR RS -
1. 1%£$F Network ( M%&) > Network Profiles ( W& B E S ) > Interface Mgmt (EZOEE ) , R
R EE XX
2. 1£ Permitted Services ( A FHIARS ) X1 , 1%£4F Response Pages ( IR E ) H ¥ o5 OK ( ¥
E) o

STEP 4| ( ) ¥ Interface Mgmt ( EOEE ) BEXHKMBIBZEZD

1. %4% Network ( 4% ) > Interfaces ( #20 ) > Interfaces ( B&iE ) LA B g B A [ A9 @8 12
O,

2. %% Advanced ( B4 ) , REEEZEL—SPHEER Interface Mgmt ( EOEE ) BLEXHEN
Management Profile ( B2 EEXH ) .

STEP 5| ( ) £ 5B&iE 2 O A< Bk A9 X 15 Lk Enable User Identification ( /5 B B FP#x
i1 ) ( Network ( M4 ) > Zones ( Xi% ) > <tunnel-zone )

STEP 6 | ECi& GlobalProtect FF iR AR IFHE T RBENNABRFNZERZSHRIEEA,

Howbn
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1. #%$% Network ( M4& ) > GlobalProtect > Portals ( I 17 ) , F&ZB[IFEE ( SAdd ( 770 ) FHE
B ),

2. %% Agent (R ) , AFEZRNEREEER Add () FHEE.

3. FE App (A ) K7 , IBEUTmMA :

¥ Enable Inbound Authentication Prompts from MFA Gateways ( M MFA R /3 F At 5 5%
ERR)IREAN Yes () o EXHFZREFHRIL (MFA) , GlobalProtect B FATEFF A4 FUE I H 18
IANMPX AR UDP 7R, %4F Yes ( 2 ) I £ GlobalProtect AR FEKHBIARER. BINE
MTE , ZEIRERN No (F ) , XZEBKE GlobalProtect fFFH 1IER B WX H UDP 127~

£ F & Network Port for Inbound Authentication Prompts (UDP) ( A %4 & {3 381 12 7R B9 R 48 % O
(UDP) ) # , $87E GlobalProtect &1 T2 A T Wk B MFA WXt A UDP SR IE R RHY iR
O8, BiAwORN 4501, BEERHO , HEEM 1 E 65535 ZAINEE,

£ Trusted MFA Gateways ( {S1E#) MFA < ) FEH |, IEEEH M URL B M 5% i ik M %

A8 (ERIAROFEE , 10 6082 ) , Hif GlobalProtect RAEEHATZESHRIL.

4 GlobalProtect AW EI#HAEFH S M URL ( LUIEEMLHON B4R ) B9 UDP B HRIFIRR

B} , GlobalProtect (XEEE#T S @ URL HEENE RS HRIEER,

Eii& Default Message for Inbound Authentication Prompts ( £ A BB BRIFR RIERINEE ) o
LYAPZRFREEHINE DRI ERN |, GlobalProtect 2IKE — N E A B HRITIRRE
UDPH#EE , AETRIERE. UDP BIEEXE IR EREZERZFHRIIRIEEMN S BRI
FIIEH URL, GlobalProtect B314¥ URL F{INEIE S H, fltn , EE RAEBI KA REBA ,
BERAUTHEER :

B R B EM NS HRIEHN ZERFPFIR. BT LT Wk gka it 17 5 HRIE
4. REAREEE (2L OK(HE ) MR ) , A Commit (X ) E.
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/2 i\ RADIUS BRES28 3T VSA

TP HMKXEER , GlobalProtect it R aXiE—HEL |, SiFiHS IP ik, BERSK (0S). EHE.

F P11 GlobalProtect BIFIRAR, &AL ABE S HRIELRPIFHERENMNUBBIERM (VSA) K

3%% RADIUS BRE88 ( BIAMERT , Bi AR K3% VSA ) o RS , RADIUS B R BIE XL VSA ITEE
£%., Hln , RADIUS BEE A A OS B M E X5 FIXT Microsoft Windows F F £ i 288 & 3 BAE R XY
Google Android A — X123 (OTP) & 17 3 1iE /Y SR BE o

LT RIERFIEREZY :

+ §F Palo Alto Networks RADIUS A E2§ A\ % E’J RADIUS fR%585.

+ BLE RADIUS RFEBEEXH , HerBEe— 1N SORIEENXH. BXEZELE , BSREENTE
‘fﬁq_Ll.l—.Eo

- FHHRIEEXH D4 GlobalProtect [TFEHMX. BXEZELR |, 55 1%E GlobalProtect |17
I A PR SR B B GlobalProtect M><,

STEP 1| ZFKEBH AL CLI,
STEP 2 | RIEREEENEN VSARAGTS :

username@hostname> set authentication radius-vsa-on client-source-ip
username@hostname> set authentication radius-vsa-on client-os
username@hostname> set authentication radius-vsa-on client-hostname
username@hostname> set authentication radius-vsa-on user-domain
username@hostname> set authentication radius-vsa-on client-gp-version

O MRBERELEPRIBELEEISE VSA |, FizTHE®S , BFA radius-vsa-off ik
pgp U, MR radius-vsa-on,
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3 FA 48 R 5

HTETTRALRFRE LNRESINAERA PRI 1T S BRI S AT R GlobalProtect , E it &4
GlobalProtect i F SRR N B AR, BER , MR ERETE U GlobalProtect BREM/SHETAK A EIEHZ
2, M AIETMNE RRSHBRRATIRUARMBENAOK R TR SRR AMRE

MREFALLIEE , NMBIZE LDAP ARSS 258 B X4 BAIE RBH A B MANEZ MR E B RS, AR
MEERHERAFMAGE. HPHAXIBRINEREE LDAP RSHBHRRARSE , WTEENREEE
MEZLREIHERA, PHFAEXIFET LDAP B FIRS 85 , B Microsoft Active Directory (AD), Novell
eDirectory 1 Sun ONE Directory Server,

ERANTESRGERES] LDAP B , E X ERRAFBANRSHER

STEP 1| 832 LDAP RFB|BEENH , ZXHFEENMEEZ NEEL SHEREUREAMRSFER

# B ZARSS 2.

1. %32 Device ( 8% ) > Server Profiles ( RS ESELE S ) > LDAP , & Add (%10 ) .

2. %A Profile Name ( BEE X & ) MR IR RS & X4

3 MRMEENHATEEZERLRATIENL NIE |, EE—NERSE | NE Shared (H=E ) HE
It B B ST Location (& ) o

4. WFE/ LDAP RF 8 (HZZMA ) , Add (&0 ) H#A Name ( BF ) ( BUHRIRESER ) . RS
2% IP #tb 31t ( LDAP Server ( LDAP fRS58% ) FER ) MBRSSE% Port (I H ) ( BRIAEN 389 ),

5. NTHIFIRAPERRS S Type ( KA ) : active-directory, e-directory, sun =} other ( Hfth )

6. MRBFHLEPAIGRMER SSL H TLS EERZRBSH[RBRIFERLMIER | %2 Require SSL/TLS secured
connection ( FEE SSL/TLS R4 iE# ) E%E ( RINEF ) . RFZEANPNEURFIRS S Port ( I

A):
+ 389 (FIN) —TLS ( iR |, REMA StartTLS #BF | XAIBUFAIIGAEREARE TLS, )
« 636 —SSL

FAHEMROD — REFEZHER TLS. MREAFZBSBFAXFF TLS , WIREERE SSLo
7. WMEFMAHNZ M | %32 Verify Server Certificate for SSL sessions ( }lf SSL £iENRSEFIESH ) &
HRE (BRIARBRRES ) |, FIRFRIUERN SSL/TLS EFEH RN B FRSHBNIEH. EFARIE , B0
JMi%EH Require SSL/TLS secured connection ( FE SSL/TLS £ i%E# ) E&E. N TRIERY , iE
PURAFENTREZ—
« BUFRZBIUERIIERF : Device (8% ) > Certificate Management (I HEE ) >
Certificates ( iE4 ) > Device Certificates (RZIEH ) . WEFE , FEBSARE.
EPLENEAT AEIEPRRNABEFTIERSF : Device (%% ) > Certificate Management ( iE$
& ) > Certificates (iEF ) > Default Trusted Certificate Authorities ( BRI\ A[{SEF BANAL
).
8. BHOK(HE),

STEP 2| ¥ LDAP BRS5 2R L & X /A MNE| User-ID AMSELEF,
1. i%#% Device ( i8% ) > User Identification ( i #5811 ) > Group Mapping Settings ( £ABR§¥1%
B ) , AAERET Add (7RI ) BURIFEEMRSEE,
%% Server Profile ( RSS2 EENH ) -
NIZABREEEH A Name ( B ) o
%3N 628 Server Profile ( BREESE B4 ) -
EEEAXIEZZ S LDAP B RRFJ|HIERE , SURBUEME XN B X REEFTERAN AN ERTZ /G0
Update Interval ( EFEFE ) B (SBEH 60 £ 86,400 # )
6. HRIRSBSELE S Enabled ( BB H ) AMET,

STEP 3| ( ) J& A GlobalProtect AM B RS BREF 515,

RANE I
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GlobalProtect BEBARIRIE R RAVIRES , ARBHINHE L FISHITET HIP WLR2XKE, MRIKR
ZE BN RAFISHEZEZRFZB/PINIRSITENK, . 25, BAETUEMNE FRSES
KERAMGFEEN , AIXEZIERIIBIRIVFIS,

1. NAEMRGELE %R Server Profile ( BRZESELE XXM ) -

2. J3 A Fetch list of managed devices ( 2EERZ B8 ZHIRK ) &M,

STEP 4| ( ) EERMLGRBIAFMAFA,
1. MBRRETES B iR User and Group Attributes ( A FIAEH ) -
2. EFAFBHEREYH , EEA TR £IHAFH Primary Username ( EAF %A ) . E-Mail ( B2 FHB
£ ) # Alternate Username 1-3 ( #AF& 1-3) ,
3. HEAEHXEF , BEA TR A A Group Name ( AEF5 ) . Group Member ( AR 5 ) # E-
Mail ( &BFHERH ) o

STEPS| ( ) BRI AT 72 SR EE AL kR RLE 4R,
RIANBRT , MRFIEELR , MAFTEANEREAN P A,
1. MNEZBRSFMAEA :
1. MBS E F%£$E Group Include List ( AEEHXK ) .
2. 1£ Available Groups ( AIAAFIR ) | AR EEFEEANHEROA | BEHFMER (H) SUSH

B3 E Included Groups ( 2EH4AE ) BIK,
2. MRENERANETACERAEAFANAFEMY , BORET LDAP LSRN AENA -

1. MEBREELE A i%$E Custom Group ( HENA ) o

2. Add (%0 ) $TEYBEE LA,

3. WAL Name ( B ) (ZBMELFPHAESIEURENEAMFEEPIH—H ), MR
Name ( B% ) WESIE AD AN #5125 (DN) HE , M AEEFmESIARERAEE
NHENZER (M EXRBEMESF ),

4. IEEHRZ 2,048 4 UTF-8 45K LDAP Filter ( LDAP fEiti2F ) , REHE T OK (BE ) . %
NIETRAWIF LDAP Fiki2F.

O Zi1t LDAP R H H APRE #h PEEXT LDAP B RERFRMERER T , FEARE
g BHEFRNMEFCEE , LSERBEXTRMEMFENASNANR, RE , EIUE
T LDAP k2R 6 B E LA,
STEP 6 | RRE K,

Bi# OK (E ) M Commit (X ),
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GlobalProtect M ><

GlobalProtect M X =

B GlobalProtect P 3% #Y B IR1ES
fii B GlobalProtect M

£ GlobalProtect W< LifF # RRERE

V V V V
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GlobalProtect M ><#iAR

R R &% ZERAK GlobalProtect TP B EE2ERm A THEENMKRTIER , ARENERETFAEREMNX,
AIELE GlobalProtect M o<i2 4L K Ih8E :

o REEEMXE GlobalProtect NABFIMITR LK, XAIEMXLEA HIP RELURIIEENEZ LR
BNE. BXBAHPRENFMAEE , FSREIEE,

o RHEHANAIBELMEHELE AR (VPN) BRIRR, VPN 5 RNFEE T ik 2 5 M o< by K i EBEiE
OE Y IPsec 2 SSL BRERI

Fh AR BEHEE AWS TR VM RBIFS X3 LY GlobalProtect M, B AWS

TR IR VM RIIUR K | 4R ALK 8 BRIE R 44 10 38 GlobalProtect RISk |,
FREEEREBHEMAWBERABORAR T WK, HXE , HRA0 VM 25
B K 3E4ER AWS HH) GlobalProtect M,

\, ! 4
l||<>‘
4 A Y
]
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GlobalProtect P 3<#f4:

XEFR D RHBRZSANMKEE KR EEM LR GlobalProtect WX Ay MIB X #EFHIE R,

o< fy S 8L

% WX il & A A9 R <R 5o

GlobalProtect MIB X #%
PNt

GlobalProtect M3< 3 M GlobalProtect M &% HHBERMHZ £ XM, i , WRERA TV EEHEXH
(HIP) ZhaE , ZMXEFBFER[LIIRXWER EVBEER HIP kS | A ZEEATERIEEE,

1£ Palo Alto Networks {E{A T —{LB5 K 3% L LB GlobalProtect M%<, BRAILAER—B5 A FRHEITRM%
P, FIRESUABEZ N2 BEHEOMX,

GlobalProtect x#& T HIM XL -

M — NEBM X ZBE S GlobalProtect XM ATME LN —NMED |, ATRAHRINIBRIRNE
2%, SR/ D #F/H HIP RIEHREEARN , B EARBRETRME —FZA P F/RRZRS
RWRMBEBENLZLEMEBN T E, EEEHTEHRIEUHEXBERNBBINET , AHN
XtoER. BALEREEXSIERBEEN TEBERNIBMx, WITRIPENRN AT ERINLE

J& , GlobalProtect Bi FYHEZRI N IR %,

AEBRX ( BRI ) — AR TFRARANE 2 , AENEEAFRHEZLHBITH/RELUT AL
(VPN) 51, BRIATEIRT , GlobalProtect BifA B 31 # %! Best Available ( &£ R ) AASMx , E4AE
RFEBHEAMx, REGAEREEAEER (BSRZMXEEFHIMAELER ) o

AEBRK ( F3h ) — FHABRXBATLARANEZA , AEHEREAFREZLHITHN/R VPN 15
B, Bt AMAIBRREFeHNTMKZ BB XEITETF , GlobalProtect B f R1E A K iSiEEAERE
BIFHABMX, BEAUARNFHANBHXBEEFRRNSFHRIEER, EREFHMX , EXREE L
GlobalProtect {2 L B I F M XARIR A Manual ( F3h )

% P R BiL BRI R R AL o 4%

EEBIDLARALRE L ALMEHR TG , BRI BHI Palo Alto Networks T —RB5 X
% , FRHEBEENRN GlobalProtect Mx, EWENAEZMNMLENX , BRMXFMENFRERE , A5
NEBIMXDEERLER. BHSHE XL GlobalProtect LI E,

R GlobalProtect TP REEEITEZINK , INAFZREEREBEESRFYIINSBNRES. NA
S R 0 S 4 AN e B7 B (B SR R EESEEMI M 55, X T GlobalProtect B 4.0.2 REERA , N YEESMLER
W 5% 9 e B2 Bt 1)+ T PR < B9 15 W RE e ia) B, R IR E BRR AL e R/ M %,

Blan |, ZERTH gwl M gw2 K9G KA :

HA xR M) /82 At [
gwil &= 80 ms
gw2 =) 25 ms

NABEEERESMLAR (BHEE K ) #IM <TG K6 8+ FH AW < FE | RaTE (52.5 ms) , EtbiERE
Egw2, BEAHIG  NMAMEEEZEILARESHN gwl , FR 80 ms #IE K6 [E & FH AWK FH R
N Bt El,

GLOBALPROTECT BE R/ | GlobalProtect W% 69

© 2019 Palo Alto Networks, Inc.



NEZERTH gwl, gw2 ARE=AM% gw3 K E K76 [E

e LR 0 j3z B [
gwl 54 30 ms
gw?2 = 25 ms
gw3 F 50 ms

EARGIG | FrEMKEFENERATER 35 ms. ARG , KA1k 6L R < 49 19 B2 A 8] R F SE 19 e Rz A i) |
HED gwl M gw2 BRI AFHRT FHRBNRE, BEE , NAFEEZEEERSRERNMX, EXH
B, NAEEE gwl , BB gwl EENAEE T EEmARENRENxhESREHE LR,

BRRAE LR | G LU — NS NREXERMBI AT KB EF ., GlobalProtect 21RBIRXE , BERA
FRPEZEINZXKEBREENMx, WFIEEMX , BEEZRERXE , RAEZEEMXELER,
£ GlobalProtect R/ 4.0.3 ME S RAF , GlobalProtect RAAR P B IEES. o MPZRLERDN

RIS% , T B 5k B I R B ) R AR AL e RE RIEE £ R GlobalProtect R ABE/E 2 2 B 7R ERFHRIE
RERBAAMKRRMEMKRFIRSD, XTUBRUAE LS AERINCRENMX , ERESHMLER.

GlobalProtect MIB X #

Palo Alto Networks i 2 X R M BEEBESE (MIB) , LBl AL 2 S MBIRES. ARSI, B
MUREMERAERE. KZH MIB FEAX KA KR KA EEMNEEEINI (SNMP) LRI K S FE. &
PBVFIX LE MIB tNEH BEY SNMP BEESH |, MEBREXE MIBARAEXHRR (wREITHEM ) (BX
FHEER , 55 PAN-OS 8.1 EE R IERHPIFER SNMP B ¥ MIB FxT Ko

PAN-COMMON-MIB — @& 7l MIB & , £/ panGlobalProtect S R4A. THRERT K
panGlobalProtect X RAKIFT R,

object L

panGPGWUHtilizationPct GlobalProtect MXxFIAZE ( LBZ HIT)

panGPGW UtilizationMaxTunnels REFZAPBEHRE

panGPGWUHtilizationActiveTunnels | SEZIBREHE

5 IX L SNMP XY &R %12 GlobalProtect MXxMRIAR | HELERHITER, Hlwn , MEEHFREKRE
BE 80% HEFRAFRARBRERE , BNEERNNFAAMRK,
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Bt & GlobalProtect M>x Y AT R1ESS

TR THLSBEFAEE GlobalProtect B :

O RN EEEEEMEMXHNBAELIREZED (FMXE ) . XN TFERBREEZENMKS , NNEEWEED
MEL\BZEREO, BSBIH GlobalProtect €22 0 A X 13,

O 1i%E GlobalProtect B AR BN EMKH SSL EZFTEHNMKRIRSEFUEB M SSL/TLS RFEEX 4. ES
B 7 GlobalProtect 4H 48 /3 A SSLo

0 EXATFTRIE GlobalProtect A F Y 54 RUEEL B XXMM/ RIEPEE 4. ESR S 58I,
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Bti& GlobalProtect M%

STREIRESE |, BiEGlobalProtect P :

STEP 1| ARHIM Ko
1. Add () —NERE ( Network ( M%&) > GlobalProtect > Gateways ( MX ) ) .
2. Name ( @& ) WX,

MAXBHTETEER , BN TEINERREMARKE -, BEXRREENHSEERAFNE
fEE AR ESR R EE R,
3. ) IR MK FTE B E L RS Location (L& ) .
STEP 2 | EEMEE B U AT IR [UEZEEM XK,
WMBHFFE , WHEZMXOIEMLED,

BENEBEENED LM MAE HTTP, HTTPS, Telnet =} SSH My O BB E & X4 |
H R XEET LM Internet i RSB AE, RBL S EEAIH S E KRR SRS 1L R 3
WEHH AR X B AR E R E AR,

1. ERmSATEMNXEER Interface (80O ) .
2. IEEMX Web i5RIHY IP Address Type ( IP 34t R ) 1 IP address ( IP #bik ) -

5 IP Address Type ( IP k258 ) €& : IPv4 Only ( {X IPv4 ) . IPv6 Only ( {X IPvé )
IPv4 and IPv6 ( IPv4 1 IPvé6 ) , INREHMEZIFNIREE ( IPv4 M IPVv6 BRZETT ) |, BEA
IPv4 and IPv6 ( IPv4 %1 IPv6 ) .

IP st AR IP bt RAFHAS, Hl, 172.16.1.0 ( NF IPv4 tbtik ) =
21DA:D3:0::2F3b ( XF IPv6 thtik ) o N TFIURELE , B A IPv4 F IPv6 thiik,

STEP 3 | 8 EM X WAIEUE A F o
MR MXH SSL/TLS RSB EXHAREE , MEF RS EFIUEF E GlobalProtect 4 4,
MESHRIREXHRIEIPEEXMHFEE , WERSHEIFEETS , AMXEBIXLLH & X,

i B LA RE{T M % Authentication ( B RIE ) i% & ( Network ( M4 ) > GlobalProtect >
Gateways ( M>< ) > <gateway-config> > Authentication ( B3I ) ) :

EEMXAH GlobalProtect EARRFZ BRI ZEERE , AMXKIEEF SSL/TLS Service Profile ( SSL/
TLS RRFZEMEXH ) o

ERMUEENZEM | fF SSUTLS BRSEELE X Min Version ( &/MRA ) B
pgh  ATLSVL2,

EFEALN AP BEERNE S DRIERS (£ LDAP, Kerberos, TACACS+, SAML &
RADIUS ( BfE OTP) ) WiIEAF , EA T 5/i&E Add ( %10 ) Client Authentication ( &F if & 1718
i) BE :
« IBXE Name ( B ) IRREFHEHRITERE,
o MRLEEEAMOS (BRERS ) KB, MIABRT , BBENAEAny (FE ) BIERSK,
IR Authentication Profile ( & RIEEE X4 ) LAXS T RiFEIM X ik L# 1T & 60K
ik,
WARTMXEFZNEENY Username Label ( BFBHRZ ) ( Hlin , BB FHR5 4t
(username@domain ) .
WA T MXEFH Password Label ( ZBHFE ) (fln, ATETSEANRNESHRIEN Ti@
TBAE ).
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# A Authentication Message ( B RIEE ) , BEBKRLKAF THERMER 7T HLEIE, 1t
HENRARKENRN 256 NFH ( BIAHNEnter login credentials)o
ERUTEDZ— , EXAFRESTUNESEREN/REF KR EMXKIESH

MEERAFPFBIAFERNEFHIEREMRXEIES % , NfF Allow Authentication with
User Credentials OR Client Certificate ( A FBEAFEREIIFZFHBIEPRIESH ) EIiE

B A No (User Credentials AND Client Certificate Required) ( & ( EERA P ERMNEFFIKIE
F)) (K)o

MEAFRAFPFBSAFRERIFFLIHIERRMXEIE S , & Allow Authentication with User
Credentials OR Client Certificate ( AFBERAFERBIEFFAHIEPRIES M ) ETIRENR Yes
(User Credentials OR Client Certificate Required) (  ( EERFERIBLIRIID ) ).

LIBFIETIREN Yes (£ ) i, RXAREBHIARBTEREFWHIEIP. MRFELEEREF K
g?;; , BERERNEFHREORITREIEREEXY , WA TEDHE A EREE X
- BETEPRIEPHEREFR/CAC LKA, |, BIEFEMHNM Certificate Profile ( IEBEEXH ) .

& 0] LAfSE A 187 B B S MM (SCEP)FRAZRBEFIRIES , RAEREAFNEFIRIERHTENT

ik,

s MEBEZRAFBSHAFREENZEFIRIEREMXEIESH , NAMIEE Certificate Profile(iE
PEE )N F B R R E
NMREREAFAFBESEAFERIEFRIIPARNXKIESH , BENAFSEARIEEET
Authentication Profile ( S RIEEE X4 ) , M Certificate Profile ( IEBEE X H ) F TET,
NREREATAFBIEAFERIZARIEBAMNXKRIES D , BERENAFRSHRIEERE
Authentication Profile ( 2 RIFEE X4 ) , N Certificate Profile ( IEBE B H ) H4ET,

. MRELKEHREBEMESEE OS LA A Authentication Profile ( B3 RIFE B4 ) , W
Certificate Profile ( iEBEEXH ) HLED,

MREATFAFPBIAFERIEFEFIREBAMXRIESH , F2%#F Username

Field ( P& 5B ) BEN None ( % ) # Certificate Profile (iEHEE X4 ) -
EFERANESMRIE , iHi%$#F Authentication Profile ( & 1IFE & X4 )  Certificate Profile ( if
PEEXH ) . XFERAFBIFAMSGER RIS 4 8RS THENR,

( ) MREEEMRUFEAEFFIRIER N LDAP BTN E F M RIE , =17

~ Chrome OS 47 S, E#RZAH Chromebook &I EIRREREFIRIEH, JBhHLEHIR
iR, REBRBLIEE Google BEBZHANNEFIRKILE , AEHERBEELN
=& Chromebook :

\, ! 4
X
4 AY

1. &F Google B2 A +  #%4% Device management ( i8ZEHE ) > Chrome
management ( Chrome & ) > User settings ( AFIRE ) .

2. BEEPRIEPREHLA , @A T URL = L Automatically Select Client Certificate
for These Sites ( BahEFX LM EFFIHIES ) -

{"pattern": "https://[*.]","filter":{}}
3. ¥ Save (R1F ) . Google BEE#EH AT/ L0 HANRKIBEMERE.

STEP 4| B RRSE , RAEEERESH.
ABMXFERESH ; ¥ THEHMX , BESHE T TiET.

> EEBIEMA SSL-VPN BERN |, BFEA ( BUKER ) Enable IPSec ( 5/ IPSec ) i&
O, BRINBRT , NEWRTEE IPSec pg@rtF A SSL-VPN,

[ﬁ RS HWIE (X-Auth) X% IPSec RRiE X #F,
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> MR R Enable X-Auth Support ( /B A X-Auth %#% ) |, M| F~4 4 f GlobalProtect IPSec
Crypto Bp & #,

“ BXBXEMBEAMNFEMES , BB ClobalProtect MAMEMEE,

. TE“GlobalProtect RXEL & "X EEH , 1% Agent ( {32 ) > Tunnel Settings ( B3 BIRE )

. /3 A Tunnel Mode ( B2EHER ) , AR AFDPRE,

L OERFRIEIE O B2 M 454 O B E XY Tunnel Interface ( B2E#O )

4. ( ) i AMax User ( R KA ) |, IEETERHEMX AT S BRI, HIP EFHM
GlobalProtect NARFEFHNHRAAF Y, FRAZNERETE , ZCEREFEME.

Enable IPSec ( /& A IPSec ) , A/51%4#%F GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1% ) &
B 3 3R % GlobalProtect BIFA MM 2 BI#Y VPN B2, default ( BRiA ) BB XA AES-128-
CBC & &£ SHA1 55181,

W N -

v

!\‘ Windows 10 UWP i 2 R~ % IPSec,

I&E 7] LA 812 New GlobalProtect IPSec Crypto ( #7#J GlobalProtect IPSec 1% ) &l B X #
( GlobalProtect IPSec Crypto ( GlobalProtect IPSec f1% ) TH %X ) , RAEEREUTIRE :

1. #87E Name ( B ) MUARIREL B X4,
2. Add ( 0 ) VPN X418 % a5 A9 Authentication ( & %iE ) # Encryption ( 1% ) &% |
DA TEREN RS ARBIENER

 Encryption ( I1% ) — MRFHE VPN Mg IFH A , BARBUTHERMSAIMBEE |
BERENEEMRITETR ; aes-256-gcm. aes-128-gcm, aes-128-chbc, FEHRZFIHAZEE
EREIRRE,

« Authentication ( S RIE ) — ERSHRIEEE (shal) AHRBEZEMNEX M, RER
BEXHREESHRILE L , B IREMEA T AES-CBC #75 (aes-128-cbc), MREFEA AES-
GCM tnZR &% ( aes-256-gcm = aes-128-gem ) |, M IFBHZHE |, BAXERB ARG HIE
fit ESP TEMRY,

3. BH OK (BE ) RFEEXH.

6. ( ) MREFEMEREEAE=S VPN (B0, B1TF Linux 8 VPNC B ) EEEMX
Mi51%4# Enable X-Auth Support ( /5 X-Auth X35 ) . WRE A X-Auth , M HiH K FEEEMR
21 Group ( 4 ) B# M Group Password ( A% ) . BRIANERT , YA TEI IPSec BRIER H4A
HHE , ARPFTEEENHTEARIE. EERAFEHRHTSORIE , 2 A Skip Auth on IKE
Rekey ( £ IKE Rekey Bk BB RIE ) %I,

 EJj strongSwan i & Enable X-Auth Support ( G X-Auth X% ) |, BIEXIEE %
I LA Skip Auth on IKE Rekey ( 7£ IKE Rekey EBbE BT ) , BRTE IKE SA i
B\, XERSREEEHRITSH. I, BUFRIN closeaction=restart &
Z strongSwan IPSec BlE X4 #Y conn $default F5, (B3 StrongSwan IPSec
BEHEMES | S HRE strongSwan Ubuntu # CentOS i R B A KIE, )

GlobalProtect Th&E, F itk , A GlobalProtect 5 f LAt iOS 1 Android i & 243t
K ATH GlobalProtect 24 Thig# 1TE{LiAE, GlobalProtect iOS [z ] M Apple App
Store 3kHY, GlobalProtect Android i F °] M Google Play 3RHY,

STEP 5| ( ) EEFFiRIRERBEMNERZRM.

PR S 65 FH 0 430 2R 1 DA B T I TR B B AR iR 44 1T IE 3289 GlobalProtect B, MR BEZANEE , NAH
RN E#ITEBIEF, —BMXKRIBITHE I ( #RIE Source User (JRAF ). OS (BERS ) M Source

_\'O_ R 10S H Android im K32 §#F X-Auth i5[E] , BEEEX LR £ REHBRE
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Address (iRitzat ) ) , RFEREEECRMERAT. Bt , RAECHEELALETRAFANEE, F
ZHLSR 13 THAXNEFIRRERENRETHFHUA,

1. f£“GlobalProtect F<ELE I iEHES , iR Agent ( {XI2 ) > Client Settings ( EFIHIRE ) -
2. EBNAEEFIHEEXHRAID (R0 ) FAVE ST,
3. EELLT Config Selection Criteria ( Bt M4 &R &4 ) -
ENKEENEEREAFRAFA , Add (7750 ) Source User (JRAF ) (RAFA )., BN

WE BB EZERFIE GlobalProtect NFAREFHAF , iEM Source User (JRAF ) T
PIHR P I%ESR pre-logon ( FiER ) ; EMBUHEEEFRERF, , BiEF any (FET) .

£ ENESHEIBTE  BA4FEEREART N |, AR EFHAPREEA,

BEETHRKBRERGIBUERE , & Add (RN ) —F OS (BRERS ) (W Android
Chrome ) ., ENUEEDBEEMERERS |, HEE Any (FT) .
ERFEAFPNEIDELERE , Add (710 ) JR Region ( X3 ) = IP Address ( IP i3k ) ( IPv4
FMIPv6) . EFUEEFBEIFFER bl , FFEIEE Region ( X1 ) # IP Address ( IP it

i.lt ) o
4. BH OK (BE ) AMREFEEEFERM.
STEP 6| ( ) BESORIIBRRE , UATMXERNMEZZLMEH Cookie X A F7#1T

SHRIE. WHEAVRAFEEENBEER (HM, 824 et ) AXFER-RERER.

RIANERT , RXFEASARIIEEXHMAEIRRENHENAFLP#TEMRIE. YZHASHRKIEE
=81 , GlobalProtect BIFRINEFER , HEH Cookie RIFAF, , MIFRRAFPHRER, BXEZE
B, BSR 'FEiMx £ Cookie 5951, MRBFEREFIKIEP , MK RIE XA H RAE REB LUIRE
T E] AR o

. MRFBRIANE LR Cookie i RT MR IRFHITE (HIM , HiRFBRFWER ) , AE
Q} I RFR & R N PR L Bl 2R 37 B FELLE VR R L

1. fE“GlobalProtect P<EL B "X iFHES , iR Agent ( {XI2 ) > Client Settings ( & IHIRE )
2. BRI AEFIRE B SRAAD () FEE .
3. BLELLT Authentication Override ( B RIIEE ) ®RiE.

Name ( &% ) —EEHRiR,
Generate cookie for authentication override ( £ A T & A RIEEER Cookie ) — AFMX4E
R INZ B 45 E i R Cookie F4F & B HAE Cookie MK Eif Ko

+ Accept cookie for authentication override ( #Z AT S HRIEBEM Cookie ) — RIFMXEH
BN Cookie WA FHITHMRIE. MARFEHREM Cookie f§ , MFRIELL Cookie 2
BEALTFPEMANE , BRNE#THRE , AEXAP#ITS ORI,

) GlobalProtect I AMMAEEEEENAFNAFE , TEMNAF IR QTR MK E
X F BRI Cookie, ERAKZE Cookie f5 , 2¥F Cookie KIAZE[TFHMKx#IT
AP SRR,

( ) MNRIEIE TR E B g Use Single Sign-On (A% Q%

¥ ) RIRER Yes (R ) (B SSO) ( Network ( B4 ) > GlobalProtect >
Portals ( [JF ) > <portal-config> > Agent ( {X¥ ) > <agent-config>. > App ( XA
fF ) ) , GlobalProtect &I Fif2 /7 A Windows fif~ & N A PR A it & A0 IE
cookie, HNREFF Use Single Sign-On ( FRESE R ) &Ik HA No (&) (SSO
WERB ) , MAF AP GlobalProtect R RFAFERE | NMERARURNA
FREFHIIE Cookie, F Save User Credentials ( REEAFERE ) ETEH

Yes (2) , MREFEAFBFEB , = Save Username Only ( RIRFRAF A ) BAR
REAFA,
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Cookie Lifetime ( Cookie @A ) — 87 Cookie BMV/NAtER, REHRAE ( BIAA 24 /D
) o IRBEER1ZE72; BAEEEN 1 E 52 ; RECEEN 1 E 365, Cookie BHifE , AF
PFBERMABRTRER , MXBEAMMEH Cookie LK EEINARF. ZETSHAIIFEEN
Cookie Lifetime ( Cookie £ @A ) HEH T E,

Certificate to Encrypt/Decrypt Cookie ( IN%:/f#% Cookie FYiE+ ) — IE£#EXT Cookie # 1T 1%
MARZAFTEFA K RSA IEH, SAMEITF MM X LEAEBES,

REMEREE RSAILEH , UMEAMEZFNRBBHERE L,
g

TP A% A RSA 238 7 5 % PKCS#1 V1.5 R4E K Cookie ( FERAIEH L ) MR
Cookie ( EAMEHFAA ) -

STEP 7| ( — ) BLEFF IPv4 S IPV6 ik 73 B4R 8 WX Y i R BB HA P 4% SE AL 2R /Y
B img Al 1P i,

» BRgEEEFIHLS ( Network ( 4% ) > GlobalProtect > Gateways ( Mx ) >
L <gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect MxH & ) >
Agent ( {R¥ ) > Client Settings ( B FIHIRE ) > <client-setting> > Configs ( Bt & ) > IP
Pools (IP5th ) ) M%< 3 ( Network ( %& ) > GlobalProtect > Gateways ( Fx ) >
<gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect MxH & ) >
Agent ( {£32 ) > Client IP Pool ( & /i% IP5th ) ) B&E IP b,

S EERBEERT  EENASAXEELE P 0ARESE  RANARFGERCSE
I enmRaERRERERE.

N AR EBEMK IP ik et A a3 R

1. f£“GlobalProtect F< BB I iEHE S , iR Agent ( {XI2 ) > Client Settings ( EFIHIRE )
2. ERUEEFHEEXHRAdD (R0 ) FHHOEE X,
3. BBELUTEE IPPools (IPth ) RE :

EREENFTERD IP UMK AIEESHRIIARSES IP thitith , 5 HIEIZE Retrieve Framed-
IP-Address attribute from authentication server ( \ S RIFBRSESR R IP st B ) , RF
Add ( 710 ) Authentication Server IP Pool ( 3% IERRSSES IP th ) PEYF M= IP #utSuE, 2
IJpRER , FAESHARIERS AN IPEME CEN TN IPBEHN—Mbit , EZRAFH
TTEN LB —NMEO,

» BRRIERSES IP it AN BEB KU FFENH L ER, P it 2 i 28D
W, BEEERAPWTEEE T URE,
EIEEN IPv4 = IPv6 itk 75 BLLAEZE MK SH IP Pool (IP ) , Add ( &0 ) IP #hukF
W/3BE. AL IPv4 = IPvé6 FRFRBE , RFELSE.
ERFREERHARMX , XTEATEH IP HutSEE  SEEIEARKIE P (EA ) A
RESBEAEYWEEEE LAN Wik Sfix i, RNBUEERETH IPFiHEHE,
4. B Ok (HE ) RE IP HELE.

STEP 8] ( — ) ZERFSRBELNBERMERE (BFELEFRNRE ) £33 VPN BBE ,
LU TR E M SN R
STEP 9| ( — ) BTG REMEEROBEIRE.
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STEP 10| ( — ) BIEB M EEER S RBERE.
STEP 11| ( — ) RENARFEEFRIBEIRE.
STEP 12| ( — ) AEFIRIREEE DNS R,

» MREFFWREEEPEEED— DNS fRSER3 DNS F4 ( Network ( R4 )

L > GlobalProtect > Gateways ( M3< ) > <gateway-config> > Agent ( {X# ) > Client
Settings ( FFIHIRE ) > <client-settings-config> > Network Services ( MERSE ) )
Mx£1F DNS fR5257 DNS BN BB R IEZEiHR. BIFEELEELE (MX4% ) DNS
BR%585F1 DNS F&AT , b Ki%,

MRRBHEFEFIRIRELRE P E EET DNS RS8R DNS F& , WX &£ /m DNS

BRE85 71 DNS B A EER S ( WAEHEE ) ( Network ( B4 ) > GlobalProtect >
Gateways ( M>x ) > <gateway-config> > Agent ( {GZ ) > Network Services ( & iR

%) )o

1. 7£“GlobalProtect MXEE "X EEF |, %£4% Agent ( £ ) > Client Settings ( EFIHIRE ) o
2. RBNEEFIHEEXMHRAND (R0 ) BB
3. BEE LA T1E = Network Services ( RS ) iIRE -
$E7E DNS Server ( DNS fR5588 ) B9 IP #hit , AMEHB LT A imiREBER GlobalProtect B A2
FrHE K% DNS £ifl, BUUXRES2REAN IP it A XA M&ES 10 4 DNS 2R,
o YHBREREENE T EWRE[LMBNE |, IBER iR NEA M AR DNS Suffix (DNS G4 ) »

STEP 13 ( ) PEMNXKEERE , SMENEBRNEESEZEZESE GlobalProtect NAERF,
MARFHTIEREN  NXANKESTHWREESCENNAREBEEEHRITHLER (Agent (RE) >
Client Settings ( BEFIRIRE ) ) o STEMANTEEE , MRXSMNFIRNTTBFRER TR, EHEK
FEERIE , 2NN EERREANARER.
- BERBIRDPEBRXEE , HRBFZEBH 2% MoveUp ( LB ),
EERENRFPTIBRXEE , FEFZEEH ¥ E Move Down ( T8 ),

STEP 14| ( — 1) BB IPv4 B IPV6 ik o3 B 45 T4 W S RO AR i X B R 0L P 45 SE
BRER IP bt

ERLIET , BULBIEMKRAEL P, MAREMXREEFEXENESIWIRER P HRET
BE,

» BREEEMKRLF ( Network ( M4 ) > GlobalProtect > Gateways ( f3< ) > <gateway-
L config> > Agent ( fX# ) > Client IP Pool ( &F IP it ) ) & Fiw% 5] ( Network ( ™
£ ) > GlobalProtect > Gateways ( M3 ) > <gateway-config> > Agent ( {{¥ ) > Client
Settings ( HFI®IZRE ) > <client-setting> > IP Pools ( IP jth ) ) REE IP b,

'O TXHEERBEM IP ik thad 68 it 5T K.

1. 7£“GlobalProtect MXELE "X FES |, 1£$F Agent ( XE ) > Client IP Pool ( &/ IP 5t )
2. Add (%0 ) BT IPv4 =R IPv6 tbsit D ELAREEZEMX AT B IRAM IP bt FRSEE. ERILR
bn1Pv4 = IPv6 FRZSEE , AFAELAE.

EWREBRADMX , XACERARER IPibEE , SFEEIWAEMXIE 1Pt ( MER ) ARk
ESERASYEERED LAN WisRRX i, RNBUEERATA IP TR,

STEP 15[ ( ) N REEMEEERE.
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> HEIFBEEAT , TENRBMREBREMLRE , B% GlobalProtect fi 2 FfF £
EoERAMENZBERFOMERE.

f£“GlobalProtect Bl &E X iEAER , %% Agent ( {XE ) > Network Services ( MERS ) , REEE
UTEAMEEEIRE :

o MEPFAEHE—ZOHKEE RN DHCP FF 4% , W AT Inheritance Source ( &R ) R BH 1%
0 , R DHCP &ZFiniE WM ER E 2 L4 GlobalProtect B AR, & W] NEAIR /S LT |
L& Inherit DNS Suffixes ( 4% DNS 4% )

« FZI2E Primary DNS ( & DNS ) AR%585 , Secondary DNS ( 48 DNS ) AR$58% , Primary
WINS ( = WINS ) fR%588 , Secondary WINS ( 5B WINS ) iR5525 , LUK DNS Suffix ( DNS f&
B)o. ALMASANDNS BR (LEEDRE , &2 10041 ) .

g DNS Suffix (DNS B4 ) Faea&E [k ASCIl 25,

STEP 16| (7% ) B3k S BIABE G B,

f£“GlobalProtect < EL & "X EEH , %% Agent ( {3 ) > Connection Settings ( EZIRE ) , ARHE
BREREXEEEUTRE :

ERBENM KB FZLENRKEK Login Lifetime ( BFREGAR ) (BMIAR 30K ), ELLHE , R
M 1E Inactivity Logout ( 3E5EZNES ) BEMNRAWE HIPRE , WAPRBFEZRS. ZHHER
B, BRRERTE R,

828 Inactivity Logout ( IEEBNES ) il , EEFFIXELI S KNREEEEH (BRIAN 3
PR ) o WMRMKER BT EARMNEKIUWE HIP #ZE , WA FSM GlobalProtect 48,

+ {&%k Disconnect on Idle ( A ERMTFFIER ) RE , WIEELKN S KNEEFRERSMM
GlobalProtect ¥ %4 ( BRiAJ 180 244 ) » W1 GlobalProtect i f £ B iE A A /B) A AR B3 VPN F2iE
BERE , WAFEM GlobalProtect 4. WiIREBE{ER THERAREERES LM GlobalProtect B
mo

STEP 17 ( ) BLi& SSL VPN B2 @MW AR E ..

WMEHTHNETREDR LIRS TL S GlobalProtect iFEEEK |, M AT LUBREE SSL VPN B2ER B3
k& , AR LE GlobalProtect A B EFHEIML VPN BRE A THEM X,

1. f£“GlobalProtect F<ELE I iEHEH , iR Agent ( {XI2 ) > Client Settings ( EFIHIRE ) -
2. BE BRI Cookie FARBIMNU TRz — :

E A 1E GlobalProtect I Bah AL MXEFHE L VPN B2 , iEDisable Automatic Restoration of
SSLVPN ( 2/ SSLVPN BzifxE ) .

E AF GlobalProtect NFAEZI AWM REFHFEIL VPN BRiE , HEA ( BUBIEDP ) ZETA
Disable Automatic Restoration of SSL VPN ( 2/ SSLVPN Bz &E ) ( BiL) .

STEP 18| ( ) A B BRI Cookie &R IP #1155,

A LABLE GlobalProtect [TFEHMx , AMXFEiRm S IP it 5% % Cookie BYJR IP ok PEELRT |, =ik
R IP bt EEERI ML IP b SEE PCEAY |, #2k B iR S/ Cookie, AILUEE CIDR FM#EHE , m
/24 2 /32 EX ML IP kSR, Flin , (R 5 HRIUE Cookie B2 HIF IP #hik 201.109.11.10 #
BUMEAZRS , BN IP it STE N FREBHIZN /24 , N FHRIE Cookie ELHIR IP it 7£
201.109.11.0/24 M4 IP s i SEE N iR EHRE R,

1. 7£“GlobalProtect MXEE "X EEF |, %£4F Agent ( X ) > Client Settings ( EFIHIRE ) o

2. E“HHIF Cookie AR &I"EF 4 # , Restrict Authentication Cookie Usage (for Automatic

Restoration of VPN tunnel or Authentication Override) ( PR %l & {338 1F Cookie I ( AEHFIIR
EVPNRBESBESHRIL) ) , AEEEUATZHZ— :
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R &%+ The original Source IP for which the authentication cookie was issued ( 5775 3 ilF
Cookie B9EIR IP ) , MRFEZ X E A Cookie BYIH RN HIR IP bt N2 FT & Cookie B =Y
MEAHIR IP #biket | BIE Cookie F B Mo

R #&1%4F The original Source IP network range ( IR IP M&SERE ) |, REZ A Cookie B9
A NRIR P i FIEEMLE IP it SEE N , H3RWIUE Cookie FH M. i A Source IPv4
Netmask ( iR IPv4 4575 ) = Source IPv6 Netmask ( /R IPvé MG ) LUE LT B BRI
Cookie MBI M LL IP i1t SEE M F MRS ( Hltn , 32 5 128 ) ,

STEP 19| ( ) M VPN BEIEHERR HTTP/HTTPS #LR TR &

STEP 20| ( ) EXERBHEHRTHEENEEEEXH (HIP) WLLANE , RAAFFEINBAE

/BN O

NECRBTEVNEEREXHHEFERAME TZERHBN , WPBRFEM. BXBE HIP ThEMA
BHPBMEENFAEGE , BSREIEE,

1. f£“GlobalProtect P<ELE X IEME S , 1% Agent ( {XIE ) > HIP Notification ( HIP &%l )

2. ERIMAE HIP BAEE SXHHAdD (0 ) FOE BT,

3. BEEUTIRE :

o EFREESEAM Host Information ( EHLEER ) W RIBE B X H-

- BELCRESFEERBEPEEMEMNN HIP BEXHAR , IREREXHTERENERESR | &
#Match Message ( ILELH E ) 5 Not Match Message ( NIEEUHE ) , AAS Enable (B ) B
H, BUREENCHEMACEGEXRFELE | XEURTFEENX RAKEEH BFR. X FMatch
Message ( IEELHE ) , #3% 7 /3 A Include Mobile App List ( @B NARFHIR ) &5 |, B
ERAAAR HIP BN NARF.

o EBRFEEE RN System Tray Balloon ( R4 &S EK ) = Pop Up Message ( #HEE )

. EZEHEE (Template (1R ) ) FRAEHEXEAHERL , RAELETHOK(BE )

- NEEEUNBFREEEENTLERIR,

STEP 21 | REMXELE .
1. B OK ( BE ) MREFRE.
2. Commit ( 2% ) EX,

( ) ZBLE GlobalProtect AR RIFE ( ZMEE A E KL A FEZR R B b Ry 1z
B ) , BiEERELMXE BN ENE,
HRAAPFERIFETIN , MRAEMHEEE | TR XERIREFETLARRELVERS

B, KhBh# T EIER, AL TR ERFEBEMANEMXMNEEE, BERZILY , 1]
ARFEREFENREFILAMR.

STEP 22|

f MREZBEREEMXKME , GlobalProtect B 4 & RZEMNEFER,

FECLIF —ERALT CLI G SHEERE T XK N ENWEME

<username@hostname> set deviceconfig setting global-protect
location <location>

£ XMLAPI 1 — fEFLAT XMLAPI fEEEE T WX A ImAV YR E -

« RE—EET MK KENER
LB —EE T MXHBKE M E
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curl -k -F file=Q@filename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=configsaction=seté&xpath=/config/devices/
entry[@name="'<device-name>"']/deviceconfig/setting/global-
protect&element=<location>location-string</location>'
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1£ GlobalProtect Mx FiFr B R E

FAISMRE A EEE, B, NAREN HTTP/HTTPS MR AR FEREFR PRBRERE,

f J&id GlobalProtect 1T , 7] Xt Windows Fl macOS i 2 K sk B A #7 2 B2 @ #L I

FORBREINEAIL AT ETRHAGTREKHT

o BREDN SaaS AR SR ARRFLEI S EM SaaS M ARF AT ARG | NE Rt T EBRELPT
BHRENHEFE Shadow IT ( EF 1T ) HRBIKE,

o FNIERBUBRMRE (0 VolP ) XXF VPN BREZ S , MATE i REEET VPN |, BUE
GlobalProtect RXx#H TR EFMEHEFREE,

« M VPN BREHERR HTTP/HTTPS flFFE. MPBUANAER , W YouTube M Netflix , HEXEBH .
M VPN REIE HE R X B FL550 7 5 8 =T BURL D R SX A9 75 BE R 42

F o BEEH N 3% LA TR B A F WindowsHl macOS s :
|

4

Applications are included based on the application process name

Domains are excluded

Domains are included

Network traffic is excluded or included based on the specific access route

BXRMAEMX LEEFZBERE , HSHANATEHS

. *E?Eiﬁlﬂ%ﬁﬁﬂ%?ﬁﬁﬂ%L
- BESNNBAEFEERS
« M GlobalProtect VPN rs%ﬁi#r!?—u RE

BIEGRIBAEERD

MR BERHERRI A , WEMNMERBLBEY VPN RRE#TIE ( THEIBE ) . BTN BERBREL
VPN BRE XXMM E B IP FRFARE. BT VPN BB RS 56 T LUE X R b a2 0 5% i MR 3E o
BEEREVERER , MEA S, HlW, TR —MFORBEREN AVFZRAFFELH VPN BREE W iR BB
W, BEMEE  LEREE.

LR FIRIRBEREEN N BRBIHEBHN , XERARRNAHEERTREAFPRINES , UHEEAFRS
ALAEE VPN BB A EMRE, BRI RBEREE N ARG EEHN | XERENEBELES EHNY
HEES AR  MIELHELSEESS (B3E ) BiT GlobalProtect VPN BB X%, @R RIEBAIERFS
RRERE , 1§EIL14§XTI§LEE@,@EE%%ﬁiﬁﬁiﬁ%ﬁﬁﬂ VPN B&EZ 4\ , MATE EMREERET VPN B
LA#t GlobalProtect X &M EHEKEE

AR HEE TR EMNERE, YEEAFIBER , AR TUEREBRAEMARHER ( ZZIJZMHHTEIJ
¥l) , MAES VPN BBEAEE AR FRRE, BLIZABESE , ¥AFEREZE GlobalProtect B |
TR?i%ﬂFﬁﬁums@ﬁ VPN BB LU TR EFNSERE, RIEL %Fﬁﬁﬂ%%ﬂ—fﬁﬁﬂﬂiﬂﬁlﬂfﬁﬂﬁﬁﬁlﬁlﬂ
B L E R LT IPv4 1 IPV6 REITH,
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“TREEREG AL EmE R A “NEEE R B A1t P 4% 01 2 22 A

By RRE BYRBER By RRE A BYRBER
WEARE BEYEERESRA  REED VPNRBE  BIYEEERRAL  BIYEEESRA
VA TR E, Riko VA FRRE, A FRRE,
M HRE BEYEERSRA  REED VPNRE  BIYEEERAL 2 BIYEEERA
VA TR E, RiEo VA TR E WA FRRE,
NAERE BYYEERSKFA | REBLL, BYYEERSFA | BEIYEEESRA
AR FRRE, AR FRRE, VA £ MR E

“TREEIRG AL ETE R A “NEEE BT R A it P £ 735 T B 22 A
BVRRER BuRBER BYRRER BYRBER
WEARE BYYEERSKFA | EXVEERSRA | BIYEERSA | BIWEEERA

VA F MR E VA 1 PR E LIS A 28 VA 1 PR E

M HRE BYYEERRL  BYYEEERAL | BYYEEESRAL | BIYEEESRA
VAR TR E, A FRRE, VAR FRRE, A FRRE,

NERE BYYEERSKFA | EXWEEESL | BIYEERSA | BIWEEERA
VA TR E WA FRRE, VA TR E, WA FRRE,

ERAUTSRET 5 R BEBE B2 RE,

STEP 1| ER T1E :
1. B& GlobalProtect M%<,

2. %$# Network ( M4& ) > GlobalProtect > Gateways ( < ) > <gateway-config> &I B M KR
IEHZ N

STEP2 | B Rir»BEE,
1. 7£ GlobalProtect Gateway Configuration ( GlobalProtect MXELE ) X iFIEH , %% Agent (KE )
> Tunnel Settings ( F2&1Z & ) LA/ A Tunnel Mode ( R2EE ) .
2. A GlobalProtect N ARFELERES L,

STEP 3| ( ) ZERFSRBELNBRFERE (SEALFRRE ) £ VPN BRE |, 1T
KWEMEHERE,
1. 7E GlobalProtect Gateway Configuration ( GlobalProtect <& & ) X iFHEH |, i%#F Agent ( 1RE )
> Client Settings ( B IRIRIE ) > <client-setting-config> SRR AR IR RER B FMFEE,
2. % Split Tunnel ( BXE 25 # ) > Access Route ( T7EEH ) , AJ/E/3 A No direct access to local
network ( FREEETL R A b R 4% ) 3£,
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zﬁ MEFAWED , FOBERENEER , HiEEZ GlobalProtect i} , AP FTEEEAR

STEP 4| (

BERAMRREZERIERE,
) BT RRARER T BERE.

2 GlobalProtect NFARRFEMxBIUBSER |, ko PRREE B 2 i Ein = £ E M & EE 25

z£ BREEMRNFBRBENSSMIERTREH ; X2SHREBEHIR.

A LVEE R E B AR FME IR (IP Netmask ( IP MEHEE ) X8 ) RERAELESEREPHMNF

RN ERE,

1. 7£ GlobalProtect Gateway Configuration ( GlobalProtect MXHEL & ) X iFIEH , %% Agent (KE )
> Client Settings ( /7 I%IRE ) > <client-setting-config> RKEFRM AR IKiRBEER BRRMNFEE.

2. BBUTEM—NETFIHRIEBM Split Tunnel ( 372 B2E ) i%E ( Split Tunnel ( 377 B3E ) >
Access Route ( iFRIBEH ) )

( ) ¥ Include (‘B& ) XiF# , Add ( %0 ) B FRSREITR ( IP Netmask ( IP RE#E
) RE) | EMFIEES LAN N EFRERBEZ GlobalProtect, EAILAEE IPv6 5 IPv4 F
™,

£ PAN-OS 8.02 RESRA L , ZRZALUEA 100 R R EBHFGRESEEFRIBEMXEE
. BRIES GlobalProtect NARF 4.1 x RESHMAESMER , BNHKZ A A 1000 55 8
Ho

( ) 1 Exclude ( 3EBR ) X | Add (770 ) 8 H LB BREFHERREN BAR F RS IT &
(1P Netmask ( IP F4E#3 ) K ) , HERMWBHANLEIENBRBAEESL | LR HEBRTEERN
B BRILAHEBR IPV6 = IPv4 T, EFRIPBEMXEES , PhAERZXIF 100 ZHEBRIGR
B M. BRIEE GlobalProtect AR 4.1 EBRAESHER , BNHZAEA 200 KHERRIAE
i g:: 18

N FEEHEBR7E Chromebook 3=4T Android Bk S5 R B B, Chromebook R % iF
IPv4 38 H,

3. BHOK (HE ) MREFFIRBERE.

STEP5 | RIFMKRELE.
1. B2 OK (AE ) UMREFIRE.
2. Commit ( £ ) EX,

BIEFN N AEFEEFR D BEE

FiRoBERENSEETERENRO ( Wik ) INARFNFTERE (IPv4 M IPv6 ) B, REZEBE
HRNABRFNFERESNET VPN BBELIELUH TR ENEREKRE, i , B LA *Salesforce.com
B ¥ri3 L P Salesforce FREEIY VPN BRiE, @3 1E VPN BB EEFTA Salesforce RE |, B AR M
FHEEA Salesforce HM FIHMWZ £ iH R, BULUEKREEBHR IP it FTRANER TREBIFR2BE , NTE
FORBEEET REEEHALNE IP st WIS ARES | Hli SaaS MA RN AREF,
FiRoBERENETEREMFED (k) ANARFHEBRFRE (IPv4 M IPVO)RT |, ZEBENAREF
REBOFEREBEZEL LIS ENYEERSS , MAHTRE, Hli , B LUEA C:\Program Files
(x86)\Skype\Phone\Skype N T2 F# 2 Z M VPN B&iE A HERRFIE Skype HE.

!\\ {X4E Windows 7 Service Pack 2 1 E & RASLARE macOS 10.10 M E S RAM IS F 2Tk,
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FRANATSRERSBERENBEE AR NARFHEENI SRR RE,
STEP1| &I :

1.
2.

B & GlobalProtect M3,
1%£3F Network ( M4 ) > GlobalProtect > Gateways ( 3% ) > <gateway-config> &I B MR HH
pIEHZ N

STEP2 | BRFZBRE,

1.

2.

STEP 3|

w

4.

STEP 4] (

£ GlobalProtect Gateway Configuration ( GlobalProtect MXE & ) 3 iEEH , £ Agent ( RIE )
> Tunnel Settings ( F2i&1% & ) LS A Tunnel Mode ( BREE )
7 GlobalProtect B R FEL EPZES ¥,

) BIEEEEERDPEREIRE. % GlobalProtect N AREFSMXEIFEER |

(
XEREFIEERRNEUMZERS.

» TEETEREREHRSREE , BHitiFoREEIRES macOS in R _£#Y Sophos 3
Bo ATBRZTHREEA ,

£ GlobalProtect Gateway Configuration ( GlobalProtect MXEL & ) I iEMES , i Agent (RIE )

> Client Settings ( & IRIRE ) > <client-setting-config> RIABRIMEE IR IRER B FMFEE,

( ) Add ( 77N ) BB EEY VPN EEAEA B FRiE A% O 8 HZE GlobalProtect B SaaS &2
H=RARF ( Split Tunnel ( 372 B%& ) > Domain and Application ( HHMNFAREF ) > Include
Domain ( 2&18 ) ) . BE&RZWESIER LR 200 MN&E, i, A0 *.gmail.com RFME
Gmail 2@ VPN Bgi&,

( ) Add (RN ) FREEFEHBFREEOM VPN BREBEBREY SaaS AR =N ARF ( Split
Tunnel ( #7%7F2& ) > Domain and Application ( HF R AEF ) > Exclude Domain ( BEBRE ) )
BHRZATESIR LA 200 N B, Bl , A0 *. target.com AIHEERK B VPN B2 EMFIE Target
e,

B OK (BE ) UREFHFSBERE,
) RENARFEERSBERE.

f Fo3£ 4% Safari FRERME| macOS iR LR TR ARFIIFDREENN,
»

!\ & LAfE AR EARHE Windows H] macOS i K L # N A2 FE B i 0 FSE

1.

2.

w

4.

£ GlobalProtect Gateway Configuration ( GlobalProtect MXBEL & ) I iEMES , iR Agent (RIE )
> Client Settings ( & IRIRE ) > <client-setting-config> RIEBRIMN AR IR R ER B FMFEE,
( ) Add (#hn ) BREBESY VPN EEERANARFHEREHZE GlobalProtect #Y SaaS =
NHZERARRF (Split Tunnel ( #77F2%& ) > Domain and Application ( BB AREF ) > Include
Client Application Process Name ( 22 &FIGRARFHES ) ) . BRZAESIRLFM 200
MNgB., I , %N /Applications/RingCentral for Mac.app/Contents/MacOS/
Softphone A R FFFEE T RingCentral R EEN macOS %= £AY VPN BRiE,

( ) Add (7Fn) SREFANAEFRHESRM VPN BRIE BEBRMY SaaS RN AE

R ( Split Tunnel ( #7%'B2i& ) > Domain and Application ( FHF M AEF ) > Exclude Client
Application Process Name ( HfBREF RN ARFEHESR ) ) . BHZAESIFR LR 200 M&E.
flgn |, AhN /Aapplications/Microsoft Lync.app/Contents/MacOS/Microsoft Lync A]
HERR VPN BZE AT A Microsoft Lync N AR FRE.

B OK(HE ) MREHFRIRBERE.

STEP 5 [ fRIFMIXECIE
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1. BH OK (HAE ) REMXEE.,
2. Commit ( X ) EX,

M GlobalProtect VPN B&3& HEBR M 5757 &

B LB B IR0 R3E |, LAHEBREN VPN B8 & A B4 E M HTTP/HTTPS MR ARE. X AFEEMNGES
J:E’J%E#%l:lka_wﬁmu;o B k1% EBY App-ID TheE AT ERERITIR 2 FRREBIR B M. M VPN BRiEHE
MK XU B B ST7 R ( YouTube F Netflix % ) &, B LUR D R T0H 5

AN REXEBNEERZUTHIRNARER

*  YouTube
* Dailymotion
* Netflix

ERM VPN BERMEMA MR NARE , ATRNERATXENARFEEQNNFRER

- MP4
.« WebM
- MPEG

FERAUTSREEF2BEELM VPN BREBERM TR AR,

STEP 1| & T4 :
1. BREUTRRSRMS

+ {XE Windows 7 Service Pack 2 M ESHRASEA K macOS 10.10 M ESRANH R L2 XK,
o BERATEIPthi D EAX LIRS EEUNEEEIFN IP bR I EEM IPv6 bk, R
Windows B macOS iR EHYIBEE 2SN X3 IPv4 Hetit | ZHIBE B IPv6 bt P EAEZEEN
XH iR = E BN K EB 858 GlobalProtect FI%AT | ﬁﬁ“ﬁ)ﬁfﬁF‘%iﬁiﬁl‘ﬂ!@M VPN B&3& HEBR B 91550
/)Ib}-\_m thﬁ
MR M VPN IS%JEEFF?%WJAB’EETIE EAREE VPN BREFEE Web X SBESN AR , W Firefox
= Chrome, X Tlﬁﬁi?ﬁﬁﬁ%ﬁmﬁqﬂ'éﬁ’& BHhzR | WA F TR SN web X2 4E R
J’ﬁi/}".ro
EM VPN RREHHEER Sling TV MARFRE , BRENAEFEER2FRRE,
2. EE% GlobalProtect M%<,
3. i%# Network ( M4 ) > GlobalProtect > Gateways ( ®>% ) > <gateway-config> &I A M X R
INE M%<,

STEP2 | B RAFZRRE,

1. 7£ GlobalProtect Gateway Configuration ( GlobalProtect MXEl & ) X iFIEH , %% Agent (KE )
> Tunnel Settings ( B3i& 1R & ) LA /S A Tunnel Mode ( B2BHER ) .
2. 7 GlobalProtect Bi 2 FEL EPZIES ¥,

STEP 3| ( ) M VPN B&@HEBR HTTP/HTTPS MR &

1. 7£ GlobalProtect Gateway Configuration ( GlobalProtect MXEl & ) X iFIEH , %% Agent (KE )
> Video Traffic ( fISRE ) o

2. BAMEIR , Exclude video applications from the tunnel ( MBXEHEBRMSAR AR ) -

MREBALIED , BKRM VPN BREHBRSEMSREARERF , NG MR R 2T
WHERR
3. ( ) Browse ( X% ) Applications ( I f“ﬁﬁ&f‘_ T ) Blk , SEETTLUM VPN BREHEBRH FT A SR

R AR, ?iﬂigﬂwﬁﬂ’]f'ﬁﬁ&rﬂ'ﬁ?ﬁbﬂ( ) E#R. B0, EifdirectviI R INEFRAIM VPN BRIE
HEBR DIRECTV SRR E
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4. {1 Applications ( AR ) THSIZ&K ( Applications ( ZFARERF ) SIRMNAERMA ) , Add ( F
in) ZEM VPN BREBERRN MR N ARRF. RZALAEFIRAP RN 200 MUANARFERE. 6l
i, i%#F youtube-streaming , AT M VPN BREHEBRFIEE T YouTube WA R E

STEP 4 | REMKEE.

1. BH OK (HE ) REMXEE.
2. Commit ( 2% ) EX,
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GlobalProtect | ] F

V V V V V V V

GlobalProtect 7]~ #i&

EiiE GlobalProtect |]FP I BIIRES

% & GlobalProtect 7]/ 5 [ X BR

& X GlobalProtect X fl B

B E X GlobalProtect N A2 F

B E X GlobalProtect [T/ &%, XIBHMAE B EH
GlobalProtect 7o%& F i VPN
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GlobalProtect |71 #iA&

GlobalProtect [T #2147 £+ X GlobalProtect BRI EEINEE, S5 GlobalProtect MEMNEMNm AL
MNIPRIIEEEE , EhAaiEaAMANERE B U RIEEIX LM AR A aeE ENEAE A RIEHAAE
XEE. A, P& E GlobalProtect MARFEHMARTH , AR E macOS Fl Windows iR 2 K o

N ZIFTas X EBTES EEA GlobalProtect R A, EREVEA TRBIIHRMN
L GlobalProtect RIf , R AP FMIEEZEIETHIZMA, 10S g% App Store, Android i%
%M Google Play, Chromebook i) Chrome Web Store 5 Windows 10 UWP g &/
Microsoft Store, R , BBEBZBHNAAFNREBREEHATEFBH B LT HEHNMX, B
F S L ERAWIEMES , B2 GlobalProtect TIEFMLIRIERGRA 7

BT % GlobalProtect B FE 4 , #&E A LAEL B GlobalProtect |71/ , BUR M #EA HTML, HTML5 H
Javascript AR E R Web NARFHZELZLE. AP TERE GlobalProtect B A , BIETM
B SSL B9 Web X BEE#HTEZLWA, MREEFEESENFERAETEEBHRANARESF , BZ2BHER
EE>= (BEMNAER) , WXFEER, B2 GlobalProtect L& F i VPN,
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BlE GlobalProtect [ B BIIR{ES

SR THES B FHABE GlobalProtect 77 :

O BAYNEELEENTFAOAECERED (MXE ) . BSH 7 GlobalProtect 6l 2 % O F X 15,

0 REFHEERAAPNIIFRSSHFILES. WARSFH[IEH. SSU/TLS BFEENX4NEER P iwmIEH
(ATiE ) , BAMER GlobalProtect™ BRSS /B SSL/TLS iE3E, SR 1E GlobalProtect A48 /F A SSLo

0 EXITFAATRIE GlobalProtect B A% & 3 U EL B X4 MIEBEE 4. TSRS HKIE,

O FELiE GlobalProtect 5% H 2 #F 25 I > Bt iE H Y W o< L S Ko
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% & GlobalProtect |71/ 15 [B) R

SERELE GlobalProtect TP W EIRESE , BIRU T S EREE GlobalProtect [T :

STEP 1| #pNITIF

1. %4% Network ( M%) > GlobalProtect > Portal ( I1F7 ) , A& Add ( &0 ) T,
2. WATF# Name ( B )

MXEMTRERIEER , BN TEMNEURELARHE -1,
3. ( ) M Location ( & ) FERPEFEZI T FIBHNELIRS,

STEP 2 | 38 E M K% B UL Ao 1F GlobalProtect A ST #1TEE,

MBERATFRIEMEED | 5387 GlobalProtect 6|2 O F X, MR AR~ 0IE SSL/TLS
RSB ES M , HSRFRSEFIEPEIEZE GlobalProtect 4H 44,

A B S BLE GlobalProtect [T EMXAI 20O LKA HTTP, HTTPS, Telnet &
SSH Wi N EEH B X4 , RNXHEFLUM Internet FEEERE, BHREZSEEHED
B SR ER TR AR LARS Lk AR Sh B 9 75 AR X B A 3 B9 B B 1 (R AR o

1. #%$% General ( E#M ) -
2. E'MBIRE"X , &EF Interface (#H ) .
3. EEEITF Web IREH IP Address Type ( IP i3t ) #1 IP address ( IP #biik ) -

o IP b3k RTTLLR IPv4 Only (X IPv4 ). Ipvé, IPv6 Only ( X IPvé6 ) & IPv4 and IPvé6 ( IPv4
MIPv6 ) » MMBBHIMELIEXNALERE (IPv4 # IPv6 RRTIETT ) , EEMA IPv4 and IPV6 ( IPv4
*ﬂ IPV6 ) o
o P ATE IP KB RA, B0, 172.16.1.0 ( FF IPv4 sthik ) =
21DA:D3:0::2F3b ( XF IPv6 ik ) o N TFIURELE , B A IPv4 F IPv6 ik,
4. %#% SSL/TLS Service Profile ( SSL/TLS FREEEXH ) -

STEP3 | REBENEBEFNAENNHESLZLZEABRINAEDNH, BXUEEENEZNENBHNE
NEZEFEMER , BSH EE L GlobalProtect [ &S, MDA BT H,
1. %$¥ General ( E#; ) -
2. EHANXE , BETHREFHE—] :

- EREBERAFIERITFH Portal Login Page (P ERIE ) , FikZEfactory-default ( H ERiA
) BXRHE , Import (S A ) BENEFRIES Disable ( 2/ ) X & ITHE B XBR.
E&i& App Help Page ( M A#BITUE ) LUEE GlobalProtect NAMAFRREHE , &

1% 4% factory-default ( i/ BRIAE ) BBV M , Import ( § A ) BEEMEERE , kR
None ( 7 ) BAM GlobalProtect JRZS TR #Y Settings ( 1RE ) K& Ml Bk Help ( #Bh ) £,

STEP4 | SBETF MMRIEA S,
1. #%#F Authentication ( }1i ) .
2. BREATEENFBORIERE :

» MEMAATFCERSFJIEPHREMKIED , FSANESHFIPHEE
GlobalProtect 444,

EE[1F M GlobalProtect N Z BIEMN Z2@EE , BEEHITTFEEHR SSL/TLS Service
Profile ( SSL/TLS FRF B &4 )
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« BEARKASBEFERINIBSDBIERS (2 LDAP. Kerberos, TACACS+. SAML =
RADIUS ( ‘@1 OTP ) ) RWUEAF , iEE X GlobalProtect & 7 i F 4 M FEL B o
EETEPIRIEPHEREFR/CAC UKRIEAF |, EIEFEMRH Certificate Profile ( L BELE X
%) o BELERARRIEREMPN (SCEP)RERBBEFFIRIEH , HHBREATHNE - iHIEH
H1TH A RIL,

- MREBRERAFBIAFEENZEAIKIER@ARIESH , N Certificate Profile ( iEFE
B3 ) MEIFEE BB E,
MBREREAFAFEIHAFERREFRIPEANFAINARITIES , BENAFEHR
IEE$R T Authentication Profile ( S RIFELE X # ) , M Certificate Profile ( if & X
) RAED,

MBREREAYAFEIHAFERREFRIPEANFAINARITES , BEEENAFE
BWAUL%EE Authentication Profile ( S IEELE S ) , M Certificate Profile ( iEHEL & X
) R RIET,

MBLEEERBEEMEIE OS A A Authentication Profile ( S WIFEE X4 ) |, N
Certificate Profile ( iE BEE X ) FAET,

NREAVAFBIAFERITFARILERSAEIFRIES P | HiEF Username
Field ( B4 56 ) BB % Subject ( 8 ) = Subject Alt ( EHIE% ) &
Certificate Profile (iF HEEXH ) .

STEPS | EXAFRIEIIFRIES %S , GlobalProtect B A MIEiEim S I ENBUIE.

GlobalProtect RAXEUHFEZRITF , UEBEENZTFREEEE N EE2EM4, BTFXEREG 1]
PRERIEENRIEE B EE M GlobalProtect B,

1. i%3#% Portal Data Collection ( TP EIEWE ) .
2. MEATEERBERERE :

MR IEAEE GlobalProtect BN EXR BEER AN ITTEVIEDR , BEBREE T HEEZRENITE
HIEBH Certificate Profile ( IEBEENH ) -
o WMREIE GlobalProtect RANEZFKAWEBELENELR , BEEBENREXFBRELAT
AR plist BIE -
EM Windows i U EESF M R BT | iE%£4F Windows , A5 Add ( 710 ) Registry Key ( 5
R I ) 33 RIEY Registry Value ( SEMRME ) o
EM macOS i RUEE plist B3 |, iH1%#R Mac , A5 Add ( 70 ) Plist TURIXT B7
Key ( ]ﬁ ) {Eo

STEP 6 | REFEITFEE,
1. BHOK (HAE ) MRERE,
2. Commit ( X ) EX,
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E M GlobalProtect & i & 10 16 F B i&

1 GlobalProtect & ik F 0 RIFE BEFEE 7 A FAFRIUEE GlobalProtect [TFHIRE. B HEE
ERGEHEUXERE K REGEBEATHAERANIRE, flln , £uEEZSAF#H RADIUS 4%
iE , Windows A £ LDAP B4R, ZET A M Web 3 EEFIHRIITF ( AT EK GlobalProtect B2
F ) BAFSE=7 IPsec VPN (X-Auth) 18] GlobalProtect W% B E X & F if & 14 11 .

STEP 1| i%{& GlobalProtect |1/ 1A R AR,

STEP 2 [ {8 A iE A 6

Al A A i A PR BUR E S AN B A IE AR SS ( 6130 LDAP, Kerberos, TACACS+, SAML 5 RADIUS ( &
#& OTP ) ) BLi& GlobalProtect TP X AP #THHKIE. MRERIRE S QR UEE X4F/HIERE
B , S H Authentication ( S KIE ) ST fEMEXBRAEFRA,

£ GlobalProtect Portal Configuration ( GlobalProtect [T E&E ) X FEHEH ( Network ( R4 ) >
GlobalProtect > Portals ( [J/7 ) > <portal-config> ) , #%#% Authentication ( F3KiF ) LA Add ( &
in) HEWMTIRERF Client Authentication ( BEF IR RIE ) :

WA Name ( B ) BWRREF R HORIEERE.

EERENBHEENRS. ENLEENAZEMERS , FEZIMIAOS (BERSL ) K Any (F
), EUHEBENAZEETEERERENHS | &% OS (BRERSK ) , W Android. & , &1
LUR BB N F E 383 Web Browser ( X Y28 ) EEELE S im VPN 717 By iR S
Eﬁ}:ﬁﬁ?ﬁﬁﬁﬁﬁ?ﬁﬁﬁI‘j)ﬁ'iilﬂéﬂﬁift%ﬁ , HIEZR A0 Authentication Profile ( &3 1 iEE
BEXH) .

MRERERAFBIAFEENEARIER@ARMNARIES 4, U Authentication
Profile ( B HRIIAEXH ) Mt HEREEHHEE.

s MREBREAFAFBEIEAFERIZFIKIEREIFRIMXRIESH , BERIAF SFHRIEE
B TIUEPEE S/ , W Authentication Profile ( 53 IEE & X 4 ) F TEI,
NMRGREAYAFESEAFERSEFRIBAIITFAFIMNXRIISH , BEXENHEFS
B IIE IR B EE 4 ( RIEHT Certificate Profile (IEPHEEXH ) %5 None () ) , M
Authentication Profile ( &3 EELE 4 ) J A%,

( ) 5 AT GlobalProtect |1/ & FH BHE X Username Label ( AP &% ) ( Hl#0 , Email

Address ( B F#B4Fitit ) (username@domain) ) o

( ) 5 AT GlobalProtect |71/ & FH BHE X Password Label ( #8345 ) (flon , ATFET

TN E S B RIER Passcode ( BT ) ).

< ) % A Authentication Message ( SR RILEE ) | BBKRKAAF THERMMER 7 HHLE
iF. LWEBHMRAKEN 256 NFHRF ( BMIANEnter login credentials)o

ERUTEDz— , EXAPRESAUNETEREN/REFIKIEREIFRIES S

- NEEBERAPBIAFEBNEFHIEBEITFRIES A , £ Allow Authentication with User
Credentials OR Client Certificate ( A& A ERBRE A IHIEH FHRIE ) EIIZRE N No
(User Credentials AND Client Certificate Required) ( & ( EERAFEREMEFIRIES ) ) (3
i}\ ) o
MEATAPBEIAFPERIFARIEROFRIES 4 |, ¥ Allow Authentication with User
Credentials OR Client Certificate ( AF B AFERBREF A WHIEBRIE ) EBIRE N Yes (User
Credentials OR Client Certificate Required) ( 2 ( EERAFERIREFIRIEH ) ).

HIBFUETIRE N Yes ( & ) B , GlobalProtect [P 2B RIGER/REERT /A WIES. MRIKSK
RAFEFWILES , FBRENFFRSORIERETFEEXH  WKLRAFSANBTHEAFERE
CINIak N2, 8
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STEP 3| MIASRIMBHBERERZEENEA TIRESH Any (F17 ) BEREHREESREF
% B P RIEE B ( Network ( M4& ) > GlobalProtect > Portals ( ]/ ) > <portal-config> >
Authentication ( SHRIE ) ) o SREMAMNITMEER , NAMIIRBTABFARER TR, £
HEFCEDE , NN EERRANARRE.

EERBNRPLEBEFHSORIIEE , BERZEEH ST MoveUp ( LB ),
EEREBYNRFTEBEFREMRIIERE , FEBRZEEH %0 Move Down ( T8 ),

STEP 4] ( ) EERASHRIEEEXHMEFREXHEANESHRIE , FEIFEETEEX
&,

177 A R P 3R 16 15 B AR PR 2 BT 68 AR X A i 75 SE 3 i R AT B 2 1.

N ) MREEEFLAEAE P IWRIEH A LDAP # TN E S HBRIE |, 21T

O Chrome OS 47 s E#HRZAHY Chromebook &R RIEREFFIRIER, APHIEHIINE
1R, TRERKLUIEE Google EEEFHANMNEFIKILS  AEHBRBRELNZSE
Chromebook :

1. & Google EE#2H|5 £ | %38 Device management ( i & & ) > Chrome
management ( Chrome & ) > User settings ( AFIRE ) o

2. EEFIRIEPEDA , W AT URL 3 L Automatically Select Client Certificate for
These Sites ( BE1ERXLER LR T IHIES ) -
{"pattern": "https://[*.]","filter":{}}

3. ¥ Save (R1F ) » Google EEZHARXE/LTHANRBIBZEEMEIRE.

£ GlobalProtect Portal Configuration ( GlobalProtect TP EE ) X iFHEAH ( Network ( M4 ) >
GlobalProtect > Portals ( [1f® ) > <portal-config> ) , ¥ Authentication ( &1 ) LAi%E
Certificate Profile (iEPEEXH ) , NIREZFFIRIEPREEFNAFRITEHRIL,

S EREARE CNVREEEAEH SANZE (MER ) SASEL FRETS0ED
& wP i RE BERE (FODN) TSR - B0 5/ # HTTPS T A,

STEPS5 | REFEIFPEE.
1. BH OK (HE ) UMRELNEE.
2. Commit ( 12X ) EX,

E M GlobalProtect X H &

Y4 GlobalProtect i FiEEH K IHKIEE GlobalProtect 1R, (TP 2ETFEENMNEREFREREELEE
N, NREEEEEREHRENTEAFLPREAR , BAAEI NAFXESAFACERIMRERE, |7
FPRERSBERGNAFEIEBRAEESSANERE. SHMEZEHNTEER , NTPSMNFIRN
TEFHRERCRET, FEKRICERE , NMPaNNNEERXEZENA,

ZEEARSETIAE

i R ANEER M X5k,

APRANABRXFRASFFHEROEMMR,

AFMAE GlobalProtect <37 SSL EZEFIERR CAEH,

SSL AR EMERR CA S,

I RUEENERMUAMXNEFRIIER. RENASIFPERNXXZEBEEENEN I EEREE.

mRIEENERAAITFRMANZ S INE Cookie, NYAWFITFEMRNFBE L Cookieo

WA A THEHLEEN RN M EEZABRMEHERIEE.

Eifﬁ}iﬁ ,PINRAAFRIEENAE. RELAFREAREH GlobalProtect ZEBURRERTA
R

GLOBALPROTECT B R/ | GlobalProtect (177 93

© 2019 Palo Alto Networks, Inc.


https://admin.google.com

» MRIFXRARFTEHR , WEAFERAR DARDRERENFEENRBEREZFR
X, BRENATEENMX, ARERNXBIZLBRENR CAIEPURERNERSE,

BRTISROUBREERE,

STEP 1| F—ANHZANZEFEMIR CAEPRRMEITF NG REEE , LA GlobalProtect N AR
BIEFPMRXN S5,

i1 PS5 I E B 2 B 21X B GlobalProtect EERAYIEH SL44H,

1. %% Network ( 4% ) > GlobalProtect > Portals ( (17 ) o

2. EREOESNMREEENIFAERE , R/FIERE Agent ( R ) &I+,

3. 7£ Trusted Root CA ( AIfS4R CA ) FEH , £ Add (7N ) , REERFEEATM AT/ Mx
BR S5 BRIEFRY CA IEF,
Web FH & 1 A E GlobalProtect [TFHIBA K% LS AH CAIEBFIR, Web FEIEMNETTLUERE
AERFI R P PEBRF A LMD ( BNHFRIHIUES ) o BEATL Import ( S A ) —MNHTHY CAUER,

o £ B2 AR I0E B o R LA T B SR ER
P . EERRNEBRRENCOFEMEARIE S,
o NEMNEBEE (TSR CAMAE CAES ) FMBIAMEREERE,

4. ( ) BB EAM CAIEF , AT GlobalProtect A E A& ( Hltn , SSL A EMHE ) o
BYWER , £AERNFFERBEERS , ABFELZREERRIEIPEEX P, WREEE
Hithp A XLERSF[ERBN A E , REFLEFEAIFARNERTIERD % , XTEERER,

FF SSL #EREHER |, WU R AIEERNEEIES (NFE Windows Fl macOS iRt ) , A

LIE HTTPS &, REREBNREENYE | UREFEY HTTPS EEIUEAMEBERE.

1. BB LE—SBRATRFINES,

2. B FI%&IEL Install in Local Root Certificate Store ( REF A MABIEREFHEX ) o
HAPERFIFN , NMPEIRELIERPHTERREERIAMEIER , NILEEFHLRIEL
H,

STEP2 | MR EBEE,
RERBIEETHATHEEEEMAMN GlobalProtect i B iR B, EVMSTMENL —MEEE,

1. MNEHITTFELE ( Network ( M4& ) > GlobalProtect > Portals ( [J° ) > <portal-config> ) Add ( &
n) FHRERE.

2. #iA Name ( &% ) BWRIREE. IRITNQESNEE  NNARNBIMEEENNENTERY
iR MER , MEXHEHH#ITXS,

STEP 3] ( ) BEERENEERLEENAFNAKIEEITF,
MR MG T w3 i /U 1T S A RIE |, WATUERIES D KR,
i B LL £ Authentication ( HARIE ) iRE :

EATRAFPERAZFFIRIEIPRIERTF , R0 X EHREMLAZIR S Client Certificate ( BF
UHIES ) IR ( SCEP. Local ( A<ith ) 5 None (&) ). MRFEANI CAFER D REHR , FiEE
None (&) (HiN) . BEATITFERHLENFERENBUEEERMITERESR , AN AFER
WAEBFHITITFR MM HHRIE |, iHi%#E SCEP RAE<BkH SCEP LB N, XEIFHMWIRZME ,
RUAEZEAXZENRA L. EXNFERAERERIES , EERXTFMSE T Local ( At ) MIiE
F, WMRIEE None () , WIIFFSFERHEEZTRS , BETEYH A XNk SIREUER,.
EE =D Save User Credentials ( RFAFER ). & Yes (2 ) REAFBNEB (BRIN) , &
## Save Username Only ( RRTFAFE ) REAF A , 1% Only with User Fingerprint ( {XR 77 A
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FEYX) REAFPEYSBE (ER) , IMMNEIOSX WA LIERAR ID & , HiEENo (&) AT
REERE.

MREEFRMRBRASED , Hla0—REZD (OTP) , MA -~ AREF RS FEMATED,
EWERT , GlobalProtect MAZMFEFRAFAMBER —ERNET , REE , WMREFRAF&. &
XEMEER , BSRER LR (OTP) EANES BRI,

MR i%$F GlobalProtect 7 Only with User Fingerprint ( {URZ A4S ) BWHER T Save User
Credentials ( R FEYE ) , N GlobalProtect ] LARI A B AR F M RER S THREIE A F
GlobalProtect SR RIE 2 BIRIEAF . RLBAF SR HEERE S EOEESUERCENEL , XES
REME AR TFHYZEI#E 1T GlobalProtect TP MMX F4KIE, 7£i0S X £ , GlobalProtect ¥ % #{# F
AR ID #4TEEPIRB, GlobalProtect 7 AT & B RIEMNIESHEIBER , M ABRERSH
HIREREEREITE B M,

STEP 4 | IR GlobalProtect i RIERNF ML LA T HEREEIERE , NEEAIENLN,

1. i%&#8 Internal ( B3R )

2. J3 A Internal Host Detection ( EBEHLEM ) ( IPv4 = IPv6 ) o

3. WARTMAZBMEHITIF R EHLEY IP Address ( IP tit ) o FEEM IP bt MRS % IP a3
ICR (IPv4 5% IPv6 ) o BN , 172.16.1.0 ( 54 F IPv4 ) % 21DA:D3:0:2F3b ( B F IPv6 ) &

4. W AEZ IP #ut X R #) DNS Hostname ( EHE ) . HEEEEZE GlobalProtect Hik R E XI5 E it
AT E DNS Eifl, MREFREAM , RIRBEEEABREL , REEMLTABRXIIRLEHN
KKREBRREESE,

STEPS | REBE=A B IR[AEERSEN T FRINR,

MRRAZEBNBIRA/ARE=ZABIRREERGEE , WXTRITHIR, MARKRDERE
7, MREEMNIFREREFREE=ZFBIR[EERS , ISFZRBEEQEE=17B
IR EERGUERITIEM.

1. MAEBHRAEEREHEKXBENIRSQAZOMN IP it s FQDN, A H ANESLREMNZiER
KAZEOMEXBRNRSF[/IEBPOLETLSE., S HIE IPv6 5 IPv4 ik,

2. EEBYIHAEERSEE LMEMERS Enroliment Port (EMIRO ) o ZEXASERITHES
EERGLIEBENETE (ZRIAME=443),

STEP 6 | RIEWITFPREBE B ERB K.

VPRHE R TE 89 A P/ P 4R R B R T TR B B A% B 4R 1 1T I Y GlobalProtect A, Hit , 40
RAEZAMERE , WABARNERTEREF, —BRIITER , NFERHAEE. Bt , BVEAN
BEXALETRAEANERE. AXNARBRESIRHTHFNRSA , BSALRK 12,

1%£3#% Config Selection Criteria ( BiBiERE &M ) , AREREN TERE :

EREHEENANAF,. ARARN/RIRERS , %1F User/User Group ( AF/AF4A ) |, RIEHE
BUTEEIED :

EUHEREERAEEREREREPEITHRA , ¥ Add (7F0) HERRALLEE OS (B
%% ) (Android, Chrome, iOS, Linux, Mac, Windowszi WindowsUWP ) . f§ OS ( #&/E
RE ) /A Any (120 ) UHEEBBEFIERERS.

EFREERETHENHFAM/SHA , Add () HitFEEZWLE B/ User/User

Group ( AF/RAF4HE ) . AEERNMWFIEAF/AEERTIEIR,. EFRERETHABERE
HIgR WA , M User/User Group ( AF/FAFP4A ) THISIRHPESE pre-logon ( FLER )
ENHEENATRRLEFTRSOANEMAS (SEMBEZNEEFAFT ) , M User/User
Group ( AF/AF4H ) THFIRFIER any (F1T) -

£ EFRBRETFIHEA , BESTIKEALARS PR A ZSAFRRSEA,
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EFHEEAEAETEERZEMNNA , 1§1%3% Device Checks (1 REZFRE ) RAREEUTEM
LI
«  E1R$E Active Directory 3 Azure AD AR B FERRFFISREEILEE , M Machine
account exists with device serial number ( #1281k PR BREF5S ) THRYIRIER — ML, G0
REFIIETZEN Yes (2 ) , REEENNATHFEEFERIISHER (ZERR ) . WIRE
FUIETIZ A No (&) , RERENNATAEEFISNIHR (EZERR ) . WRET %
&5 None (&) , MREEF2EEZENA ( RERAFISEEES ).
. ERFBRSNITENEREZRLEES , 5% Certificate Profile (IEPEEXH ) UEEFS LR
KW iTENIUES,
EREBENNENEEEXRUEEZNA , Hi%#E Custom Checks ( BEXKE ) . /A Custom
Checks ( BEMRE ) REE LA TEMEMERM plist EiE :
ERIUF Windows i R 2B EEEREMRKRM , EAUTSER :
1. Add (0 ) —/NETRYEMRIN ( Custom Checks ( BEE XK E ) > Registry Key ( ST &
W) )o
2. RIEE R A Registry Key ( SEMRI ) LATHE,
3. ( ) BERERLIEEREEIMEBMREER LR LEE |, i§1%#F Key does not exist or
match the specified value data ( BEFREFERFEEIEENERE ) .
4. ( ) ERBREEIMERIEIEIEE , Add (550 ) Registry Value ( JEMERIT ) FIXT R
Value Data ( BHIE ) . BE{XEiR X EIEEMN Registry Value ( JEf&RI ) 5 Value Data ( &
BIE ) R LA E |, Hi%E Negate (KRR )
o ERIF macOS IR EE plist PERENE , BERAUTSE :

1. Add ( 50 ) #f plist ( Custom Checks ( BEXEZE ) > Plist) .

2. IREBIETRE A Plist 198 #,

3. ( ) BRERIEBIBER plist AR{EZIEILELE , 51%32 Plist does not exist ( Plist 7%
).

4. ( ) EARHE plist FRSERENEIBEE , BEE Add (FN) , AEMAZTE
B Key (88 ) MIXT A Value (B ) » ENEEREEERIAENIRKS , 1H1EER Negate ( R
&)

STEP 7 | {5 E R A W ECE /Y A 7~ A EE MY SN R

0 EEMXA , AJZE BT REMRE :
P . mBEA, ABREFNER—EE , WiEBRE A Internal Host Detection ( R
MR ) (FE]WS) .
* A GlobalProtect i AR 5 M A EHRGEZMN MM FMER , HSEZMKREE
R AR TR,

1. %3 External ( #AZ0) o

2. Add ( 0 ) B R BAE B External Gateways ( A EBM% ) o

3. ARMXEARERY Name ( BF ) o WAFIMANBHRNSEEMXHAIE LW EFRTE |, [BETER
TDEEBHERMEE , WMEAF TRAFMEZEZENMRBNLE,

4. 7£ Address ( thit ) FEBH , MAEH FEREMXHEORN FQDN = IP thsit, EAILAEE IPv4
IPv6 ik, 35TE R it AB S M X ARSFBUEB PRI AAE (CN) T£TE,

5. AMK Add ( 71 ) — PN Source Regions ( JRX 1 ) , BikR Any (£ ) AEMX AT HATE
XiEFER, HBEPH#ITEER | GlobalProtect £1R5IX1E , BR AV B A EREDRZXEE BN
Ko MFEBEMx , BFEEAERRXE , REEZEMXRE LR,

6. BREFBRPEEHERUATHP - MELIZEMKE Priority ({£%ER )

MBERE-ANEBRX , WARIBRFZERNSES (BRINME) -
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7.

MRESMAEMK , WITHERREERE (MNESIRE )  MENZEEFEATHRERFA
EAERT, flm , MRFLEASAERSNEEMK , NEHREREN S T EEERIZAIMX
MLER. RE , ZRAEREFATUNEREBENRXIEREEZNNE,
MRFENARFENX B3R REEEE , NiFiEFEManual only (RF3Z) ) o ZREEN IR
BT t2EM.

MEAVRAFEFHVRENX , WFED Manual ( F35 ) x4,

STEP 8 | {5 E R EL B /Y A 7 ANE R E YA B MR,

O MRBEESEATMK , WEDFRE REERS %,
h—

wn e

i%4% Internal ( NEB ) o

Add (70 ) AP AT LGE R Internal Gateways ( REBFIX )

AR AR Name ( B ) o AP AN BN SEEMXRATENX BT |, B6ER
TERBNERMER , MEAF THREMMEEZENMXNULE.

1£ Address ( #it ) FEBF , MAEH EEEMXEON FQDN = IP #hit, B SEE IPv4 5
IPv6 Hbtit, $ETERY it ARG M RIRSI|/EHHILAA (CN) T2 TE.

( ) Add ( B0 ) — 2 Source Addresses ( Rttt ) BIMXEE., ikt TR IP T,
SEIRTAE L htt, GlobalProtect X33 IPvé # IPv4 thik, 24 P #4T%EEAT |, GlobalProtect £18
Blim AR, BER AR EER R Zit BB X,

BHOK(HE ) REER.

( ) Add ( 70 ) —/ DHCP Option 43 Code ( DHCP £ 43 X713 ) ZIMXEE, BT EE
—NESNEHNERERFE (EW 43 ) XEKHFIEMARE , HP DHCP RFBEERE N EEF iR
RBit, filtn , EAEEE NS P it 192.168.3.1 KEXH FIETAREE 100,

LA FEER |, GlobalProtect [T/ 71 Bl & A AV LT H8 5 & & £ 2 GlobalProtect M , B FAE
FHETEROMX,

BB ER 3 M DHCP & e , EMAWKNTAMNXIIRETHAHEENES (KE ).

 DHCP JEI{X & Windows 1 macOS iR X #F, TEEMEA DHCP EIRIEZEFEA IPv6
FUBIR <,
( ) 1%£3% Internal Host Detection ( WEFE#4 M ) AJik GlobalProtect AR FHREHRSHE
PARER, AFRZIRERN , NARFNMAE Hostname ( 418 ) FHEER IP Address ( IP itb
ik ) 4T E DNS Eif.

MRHER/FLWMNER , WEYFEATHRNSE QL NRNARFERIEN , RARKENER
B, BNARFSEZIRIMX ; MRNARFLERINBEN , KRRBEQUEMENE , BNA
BEFa2EHP - MR XMEERK,

&R LA Internal Host Detection ( IEBEHLAMN ) BLE IPv4 = IPv6 T ik, IEER IP thit A%
IP st SR PTHEL, g0 , 172.16.1.0 ( 3F IPv4 ) = 21DA:D3:0:2F3b ( 3 F IPvé ) »

STEP9 | R EBEEM A F BE X GlobalProtect BIATT .
REZEEBR App (NA ) RE. BXSMNEIMNFAFE , BSHEE N GlobalProtect K,

STEP 10| (
o

) EXEARENRAREFBEN/REWENTERN B E X EHESEEX M (HIP) £

» YRR HIP gE, FREBKRENFEEEXTEFERIRE HIP XRHITRE , 2R
Eﬁ&i&fa@ HIP EERFFHITELSR, AXRENER HIP IENFAEE , FS
EEHEE,
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» BXREAEN HP BROHEMES , B5R Nin RN AR FARESRE,

1. i%4% HIP Data Collection ( HIP iU EE )

2. /3 F GlobalProtect R F LA Collect HIP Data ( Y8%E HIP %3E ) -

3. &7 Max Wait Time (sec) ( REZF/HFNE (¥) ) , NVARFNERITABEIER HIP BEANY
W (BERN 10608 , BRIAR 208 )

4. #%## GlobalProtect |1/ F| F L& GlobalProtect B AR FFr & X T EHIE B Certificate Profile (i
PEEXH ).

5. #%3#% Exclude Categories ( HERRE R ) LAHEBRASER B M/ HE — KB PRI, MARFERRA,
BXREFAEER , BSHOEET HIP 1Y R K,

6. %% Custom Checks ( BEMRE ) LENLENEZTHAEE BN EVNEN B ELBIE.

STEP 11 | RIFREEE.
BHOK(HBE ) UMrFREEE.

STEP 12| S BREERE , UMEREBNEEREESNNA,
BA#TEEN , TP 2REEIFHNREEEEENNRERER TR, SEREMANITEHAER , 1
FMFIROTBFAERTERT, EHEITEIE , SFNENEERRSENAEF.
- BEERENRPLEBAREEE  HAEZEEN 23 MoveUp ( £ )
- BEEREBEIRFTIBRERE , HERZEEH £ E Move Down ( T8 ),

STEP 13| RIFITFEE,

1. BHBEUREITFERE.
2. Commit ( 12X ) EH,

B E Y GlobalProtect R FATEF

MAFREEBEATBEENRAAFPNMNELZETHiE S EH GlobalProtect RBAREFHITRE, BRI LLAE
VNARENETRNTH , HRNEENTE GlobalProtect KEEREBE Y FAREIMNMNAIRE., fli0 , B
EL T :

 APTAHRMAEENIE,

- AFPRAUHERBZAMARE (NRAFPERFEESZE)

s BREERWEBERFNETRRORE. A, EUREAFRETEUEXRIBEIE , 5E X GlobalProtect [ ]/
B, WOFAAEEAE , MES AP NAEZREREA GlobalProtect,

« B3I HK GlobalProtect NARFRERRAF F3FH 4 GlobalProtect,

s RARTAFRAEESERZSHRIET T RBURMNMERIR.

AL | BE T LAFE Windows SEFER. Windows Installer (Msiexec) #14 & macOS plist B E X M AR Fi%

B, £ Web REAENWRE (NMAREERE ) L% TE Windows EMF&R. Msiexec, F macOS plist F7E

YHiRE, ESEE , BSRLLEALZXHENAEE,

1 i@3E Windows SEMF#&R R Windows Installer (Msiexec) 2t HE & B AIER :

« EBENMABARFE Windows SSO A M 2B R RELAF HRER,

o BEBIAIS IP i (REHSE ) -

+ 1k GlobalProtect £ f P & i R A & 2 —NE#E,

+ EBT|IE GlobalProtect B E# 2 I = 2 fEHTE GlobalProtect WiFFiE#E 2 FiZ1THI I A,

+ 7£ Windows i R LB E GlobalProtect NARFEBEFE=ZFERE , AT EFAE=FEREMERFRE
A SSO,
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EZEE , BHREENNARE,
STEP 1| BEEAENNREEE

AN IBE A BAFE Windows JEAFER. Windows Installer (Msiexec) 1 macOS plist
BEEASZBNARFRE. B2 , £ Web REE XWRER K FE Windows jE#f}
#*. Msiexec, l macOS plist FEXWIRE. EZEL , BSHUER ST AHENA R
B,

1%£3% Network ( M%&) > GlobalProtect > Portals ( (1F7 ) o

EREEHERMAEEREEMNITF , HAdd (&0 ) — NP,

£ Agent (RE ) WL , EREBSINWAREEES Add (7FN ) HEE.

EE App ( KA ) &I,

‘NARBEXBERAIANEMEEEEENRAENNARFRE. HEERRIATHI , XX
BEMNRETHRINAE,

STEP 2 | ¥8%E B B F GlobalProtect %E3###) Connect Method ( E3Z 5% )

RSN

£ Pre-logon (Always On) ( fi& sk ( 1848477 ) ). Pre-logon then On-demand ( %
o F, REEE ) 3 User-log on (Always On) ( PR EF (JRARITH ) ) EEFEEARE
ZESUILIZE-R

ENABRE X , &E&E T 5Connect Method ( i % ) ETAHAMNE—IN :

User-logon (Always On) ( AP &R (R4 ER ) ) —AF—B&BFZFiER (23 ) , GlobalProtect
NMARFELBHEEETF, 5SSO ({XBR Windows ii = ) —REEAR , GlobalProtect B3 &
KRAPEH,

FIOSimR L , IREAIPHLE—IRMEET (OTP) NARFEZ1T , X GlobalProtect &
BEIFT A |L§1§ﬂ|§3iﬁo
Pre-logon (Always On) ( Fi &% ( 848 ) ) — GlobalProtect N AREFERAFERIKR/Z BN AP
BITEHRIL ;:FE_L:I: GlobalProtect M3k VPN B&i&E, ZikIZEREANEE PKI RS R A ER
WEENMBRSMESBBIEIER. BXMBRNIER , FSREHMEZIZETHE VPN,
On-demand (Manual user initiated connection) ( X% (AR FHAEEE ) ) — AFPAFIBIN
FAREFLMEEEZE GlobalProtect, XA AAEBM & E A ZERE S %o
Pre-logon then On-demand ( & X5 %E ) — 5 Pre-logon (Always On) ( &% ( 4B
B) ) EEREEMY, ZEEFZE (ERNBRMRAN 590-3397 RES ) £ GlobalProtect B A
EFEBERAFERRBERZANAF#TSHRIEHEILZE GlobalProtect M%H VPN BiE, 5%
FEZEAEZTRANR , EAFRRRERAZE , WREZRKRL L , AR XRF3E3RARFUEE
}#ZE GlobalProtect, BLIETH iF4LTETF "‘T}ul‘FFﬁF‘E&ﬁﬂEﬂjﬁﬁF D HBRB N IEENEB ,
BNERAFERXEFHREERE.

STEP 3 | 3§ E R B8 #I31T GlobalProtect #E# LL 1/ 7] I 4& .

o Er& #HH 1T GlobalProtect LAif 8] 4% | ?izﬂ]i%u‘"&m‘u User-logon ( A& ) =
ipgr  Pre-logon ( &% ) BRI A P 2 AL A, BL On-demand (®RE ) EEENA
Falge T EE AT R RN E LR,

ENRARE XS, BETSSAPWE—T

ERFIFFE M &R EES GlobalProtect B&i& , ~f Enforce GlobalProtect Connection for Network
Access ( BEHIHIT GIobaIProtect e AT 9] P 4 )IREN Yes (B ). RMINBERT , £F
GlobalProtect #1TM &7 R , IXZEBKE , 2R GlobalProtect #{3X A sl i FFiE#2 | FﬁF‘%?’S—IJ«)\WI'ﬂ
Internete BEEREMHAIEZFIE F'JFEF'lﬁ‘,HH fiiiE GlobalProtect Display Traffic Blocking Notification
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Message ( ERREMAIEBAVER ) H EREEMNERIZEE ( Traffic Blocking Notification
Delay ( REPIEBEHIEER ) ) o

o /& A Enforce GlobalProtect Connection for Network Access ( J B £& 15 [R] 58 Hl R 1T

ipgh ClobalProtect &£ ) Bt , MAIREREZE B AR EAEBEA GlobalProtect K /4
&/, Enforce GlobalProtect Connection for Network Access ( J3 B 4& i [R]58 Hlh 1T
GlobalProtect jE$% ) Th&EEI E R GlobalProtect i ## 1T M &G R RN KX L £
M, EMDBERT , WAL EZEREE VPN, EEZEEEE RS EEHITHESE
. B3Iz A GlobalProtect 2R ( X3 F Windows & macOS ) FREE R EHE
R FHEREMNER  SUUATERERAZREZERZNIRS,

o AMBZFRIEBISERM IP it MR HERR | HERE AIXL Pty , SUEE S ASKHE
GlobalProtect & #3# 1T & 15 A T o3 2 31 GlobalProtect &8t , AFREEEN/MEMNHRE, X
&S0 HE GlobalProtect &3 T B B M T2 3 GlobalProtect iE1E , B ERZ TNEEAR W
WIE A IP bk s E .

» XERTMERNBRMRAS 8196-5685 HEH,

B EEPERR |, A LATE GlobalProtect B E#ER AR B RIARIER , NTTRERAFEHR, 5

0, Y KiEEE GlobalProtect B |, GlobalProtect B LA/t i i [l 45224 #b i 3k, X F2 ¥4 B P2 5 (8] 2 4 )

Bl 11,

R IEH P g0 s HI R &1 PP LATF A Internet |, 3§ E Captive Portal Exception Timeout

(sec) ( BFEIMLEITFFISNER ) () UERAFPAERZBEMEIFHEE (AR REN) (BE

ﬁﬁf;éoot’é BRIAAOR ), MEAFPKRELRMNRAESR , BEMEIFEZIEEN , AFS
3= 1 |\D—.| mf o

Z 5 A GlobalProtect R Fi ATER BB HIM 4 i & REB4IE S , ¥ Display Captive Portal
Detection Message ( £ R5BEIMEITFRMBEE ) REN Yes (£ ) - 1E Captive Portal Notification
Delay (sec) ( BBHIMEITFBALR ) (¥ ) FERF , HiA GlobalProtect B A& 7RIk E B R IR B ]
(UBREN) (BERL1EL120¥; BIAASH ) . ERMEEBIMEITFE , GlobalProtect ¥
FEAIAF Internet Z BB BN ITETER, E AT LUBIELE Captive Portal Detection Message ( 58 M
FIPRMEE ) RN,

EEEFIMNEIFRNE B3 E 3 BIA Web X528 , UERAFPAIULEBZFRIEBIINEIIS | B

£ Automatically Launch Webpage in Default Browser Upon Captive Portal Detection ( 5& il ¥ £&
MRRNN B ERIANERFEHMNT ) FEPEHAZATINREEZHONENTLRETSE
(FQDN) = IP #hait , ZE=iRTEBRIA Web X B ERB BB /B30 Web RE ( ZAKERN 256 NFERF ) . A
B, BRI FEEZMEEESE , FEERIA Web M EREEREEFINETFERTE, W
REFEBRNZ (BRIN) , N GlobalProtect T 7E5& FIM L&~ 4N A B 35 /5 3 BRIA Web 3 528,

N IXEEIMBRNB XM MRAS 607-3486 = FE 5, Captive Portal Notification Delay ( 58
HMEIIFBHER ) ERNBRAIRA S 8118-5277 HFE S, Automatically Launch
Webpage in Default Browser Upon Captive Portal Detection ( 58 &I 4% (7] 7 #0 6f B 3h 7
BIANEERPEHMRT ) EMEBRNERMRAE2019F 7 A8 ARZFELEM,

STEP 4 | 3§ E KN GlobalProtect R E .,
> BAHAES (SSO) /g ( BiA) |, GlobalProtect R T2 R A A/ # Windows & FIEHE
Bz 1T SR WIE |, 3HiE#EE GlobalProtect [ TP MMx, 4L , &2 GlobalProtect &
ARFEEE=FEE A AiF Windows AFEBHTEARIE  BEERSE=HERERE
BREE,

ENARE XE  BEETHEMHE—I] :
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( ) % Use Single
Sign-On (Windows) ( {8 =2 & 5% (Windows) ) 2 Use Single Sign-On (macOS) ( f# i # S &%
(macOS) ) REHN No (& ) UAEHESEF,

g MR #EE GlobalProtect f 3% LUE i SAML SO RIFITHAP XN EBRBRIIBESE
RIS Cookie | 24 f= Windows i % 55 SAML £ R ( il , Windows

AP &R user'mi SAML P& R userl23” )  HYAFEAETLREFHSE (6

#n , Windows B & F“user’ | 1 SAML B 7 & R “user@example.com” ) B} | &AM

fF Use Single Sign-On ( EAE QEF ) EWMIEAINo (T ).
B EEME GlobalProtect MR Automatically Use SSL When IPSec Is Unreliable ( 7£ IPSec 7~ ]
St B30EA SSL ) et ( BUhEtit ) (SEER 0-168 /DY) o MREEE ML , GlobalProtect
ﬂﬁﬁ?zﬁ’fﬂﬁfiﬁﬂlﬁl AR I IPSec BRiE, =X IPSec FRlEH TFREE “RIFEZE B MR |, 1t
AR:NE )=k

MBEEZEINE 0, BN AU INE IPSec B3E |, MIFLERLAE SSL B8, (NYTEE
I IPSec BRiERT , E&EIREAE Y SSL &,

:ﬁ WIETRR RB R ARAFE 2019 F7 A 8 BRZEAM,

H GlobalProtect B FATEF kR SSL iE T, BA LUAR I 1h 3B (v B N W 48 M RE 1k 32X SEHE SSL &
B, BiE SSLIEES AT %R SSLE IPSec ( BRIA ) , UEHRBRERF &R,

1E App Configuration ( RARFEE ) XiEH , EFEEE R R Connect with SSL Only ( XA
SSL i ) &I,

» XERTERABTRMBIRAN 8207-5750 HEF.

Yes ( & ) — E3RFTA GlobalProtect & Fiw{X £ A SSL #E#,
No (& ) — EAMX LR VPN EZRBENIPHITERE, MREMXEEDSHA IPSec , NE[HE
A IPSec #1T VPN iE$#%, MRMKXEBE T SSL, WERHEM SSL #1T VPN EH,

* User can Change ( AP AT X ) — A ¥ AP E®IE GlobalProtect M ARFH A SSL &R
IPSec,

ENARRFEYP , AP AL Settings (1RE ) > General ( &M ) 33 A Connect with SSL
Only ( {XfE/ SSL#%# ) , LUK Settings ( iRE ) > Connection ( 3% ) KKIE Protocol (
W) &% % SSL.
# A Maximum Internal Gateway Connection Attempts ( & K RZ MK IEREZ= IR XS ) LUIEE
GlobalProtect NARRFHEE —REREBEIABRXAMEHTEHXNZAATRIYE (BER
0-100 ; il 4 = 5 ; BRiIAF 0, “0"X R GlobalProtect MR FFAAERERE ) ., BIEMNZE , &
REENARFEREIIRNXANNBMX , EZIFTHREEEEERABARAMREEENR
TR, I8 INZEEREF R SRR X W B S A R M EHE .
i A GlobalProtect App Config Refresh Interval ( GlobalProtect 5 T2 B & RIFT S [E B R ) SAEE
GlobalProtect [TFHEKE T —REFIREER I EFFN /N (SEER 1-168 , BiAN 24) .
( ) BELHEZLER |, #I8ERS Retain Connection on Smart Card
Removal ( EHFREREFRINAREERE ) ., MABRT , ZETHIREN Yes (2 ) , XEWKE , HH
FIFBREEEFIHIEPHEEE RN , GlobalProtect HRIFPEEEE, BELIERRE , WZETIRE R
No(&)o

t\‘ HEIhEEE R N A KM M4 H 590-3397 HES,
i i — /> Automatic Restoration of VPN Connection Timeout ( B3It &E VPN EEBR ) RIEEE

B&3E W FF % 3287 GlobalProtect RERHVIRVE, FFUETIRE N Yes (2 ) , BARTF GlobalProtect &1
ERBEMTEEEENEILIERE, FIETHIZRE NN (&) , SAFIE GlobalProtect 1£B&IE Wi FF i 12
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BEHEMNIER, BE Wait Time Between VPN Connection Restore Attempts ( VPN &34k 5 2 i
ZEESatE ) , BUBZ GlobalProtect EE IR MEEZ 2 BHEFNREE (AW RN ) |, EE
N 1-608 , RIAK 58,

» ERKRABREESLE NRAFEBRREITHZMASREDIREIRIBMLE , N
GlobalProtect R fTME AT, Hit , GlobalProtect 2 FEEME FHKE—INEH
AR, EfEARITENRN , AP %M GlobalProtect IRASE R RE R E L
%1% Refresh Connection ( RI#TiES ) .

STEPS | EEHAUAREREENAF TANXEN UIIE,
ENAEE XS , BETIRMFHE— :

NRERAFPNEEENARFPHNELRRSESR , & Enable Advanced View ( BAERUE ) REHN
No (& ). ZALGETSE , BRFATUMATERFEERER

General ( M ) — &R 5 GlobalProtect tk A <BXB A BRI,
Notification ( Bl ) — £ /RFFE GlobalProtect B4,

BINETUN Yes (2 ) o BALGETE , AP TUERULTFHINEDF

Connection ( i£§# ) — 557 GlobalProtect RARFEEBHNNRURFTMNRXHE L.
Host Profile ( EHLEE X # ) — £/~ GlobalProtect £ HIP Y4 M35 HE % 2 5 BE B ik s BdE
Troubleshooting ( #FEHERR ) — EREXMERE. BHIRE., FHEENATNELR. BEH
LA £E GlobalProtect £ HY H&EH & B B EIEFR Ao
EE&H KR LERE GlobalProtect RETHE &£ B FR , I GlobalProtect Icon ( GlobalProtect B4R ) RiE&E
ANo (B). HERREN , APTERTEMES , fINERCRESZE., ERRKIANEL. EF
?EB'_?EE*MEE\ EEWELHEERIMITREERE, BHIPBAEE, EFERMIPNEFESEYS
EE Ro
ERILAFHITRME LI |, ¥ Enable Rediscover Network Option ( B EH AT ML IEI ) RiE
ANo(B). ZREBES , GlobalProtect RASHERHIIRE K & L HIRefresh Connection ( RIFTiE
B)TRHReE.
ERILAFPE HIPBIEFHEMRERZEMX , T Enable Resubmit Host Profile Option ( /8 A E#T
RRXENNEBEHED ) ZERN No (T ) - RINBERTHERZER , kAEET HIP HREF
g%tﬁﬁ?iﬁl‘ﬁl’ﬁiﬁﬁﬂﬂ‘l'ﬁﬁﬁﬁ  BAEATHAFRETENLEEENERE , AREFHRI HIP K
( ) ZAF GlobalProtect ERARE L RBA , BfF Show System Tray
Notifications ( ERREIXZBEH )IREN Yes (B ) o
ENEIEAFPFEREISNNEAFRERNBESCES |, B A Custom Password Expiration
Message (LDAP Authentication Only) ( BEX ZBEIEEE. ( {XIR LDAP HHRKIE) ). HEKE
FBEE 200 MNFH
EEAPERHED B R (AD) ZEBRRUEBEEEUIEEZ B EBRER |, 5% AChange
Password Message ( EXZREHEE ) . HEKELRSBSEBT 255 MNEH/F,

STEP 6 | EX KRR ZEEN &L A T EHNARRFAMITERAE,

fFAllow User to Change Portal Access ( AFAFEHRITFtbit ) iIREHF No (B ) , AR

A GlobalProtect B T2 F HIRASEIR LAY Portal ( 17 ) F&, ATAFPRNELEEEEER
B9/, PREAAAUR B Windows JEMTER ( JEMRIN Portal BY (HKEY LOCAL MACHINE
\SOFTWARE\PaloAlto Networks\GlobalProtect\PanSetup ) B macOS

plist (R PanSetup FHEMRIN Portal B /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist) RN, EZEER
BSELERLFNBENARE,

ERFIEAFBCEYCETTHE |, &3 Allow User to Dismiss Welcome Page ( /i A P BUERIL T E )
REHNNo (B). BN, BZETREN Yes (=2 ) , WAFRTEERENAAEREEZFMEL
GlobalProtect & Rt TTH
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STEP7 | I8 EAF R B WZ A GlobalProtect AR,

Allow User to Disable GlobalProtect ( 21 i 2 ] GlobalProtect ) i&f T¥ Connect Method ( E#
%% ) IRIEN User-Logon (Always On) ( AF &R (R4 EBA ) ) WRERE. EAFPEZEXT , —
BRAFERRZERR , NAFSEMERE, ZEXEREHIBREZR” , KitAF22A GlobalProtect
NARFNSNBRIZITN.

BRIMBERT |, ZIETAFIZE R Allow ( 21F ) , NI AT AFZEH GlobalProtect M HF AT, BT
BRERES,

) & GlobalProtect RGEEZR AN , MAF T8 GlobalProtect N ARRF. BXFHE
L B, BSASE S,

- ERILERRAFEZEESENEFEZH GlobalProtect , #¥F Allow User to Disable GlobalProtect
App ( AT A FZH GlobalProtect R fif2F ) iR E A Disallow ( FAWF ) o
EAFRAFPNEREBTENER T2ZH GlobalProtect , i54F Allow User to Disable GlobalProtect
App ( SL1FF FZ A GlobalProtect T2 ) iIRE N Allow with Passcode ( FBTHB AW ) . &
& , ‘2 GlobalProtect BA"X1H , A ( AN ) ZREAF LIIRMH Passcode ( BITHE ) o
ERVAPNEREERNER TZMA GlobalProtect , & Allow User to Disable GlobalProtect ( 7t
¥F A "2 f GlobalProtect ) i& &} Allow with Passcode ( HZiE A1 ) . FALEI , ZHR
EMANARFERBERRS”, Wt RARAFPSIEEBR#ITARE, e, EBERAAE
Network ( M%&) > GlobalProtect > Portals ( [1/7 ) TTE £ & & Generate Ticket ( £FHEHE ) 3
MAMAPLGIREWBERFESUERER, EEASTZERRRARARF , BETEREH
GlobalProtect’ S IFE i A ZEZRAZ A ZNAREF.

Generate GlobalProtect Portal - Agent User Override Ticket @

Portal Name
Request |CC72 - G2AT

Duration (minutes) | 10

TE: CC72-7EF5

ERHIFA - T2 A GlobalProtect I FRAEFEIRER , B1E“E A GlobalProtect B "X K18 E Max
Times User Can Disable ( AP AIZAMNGZEAXE ) H. ‘0B ( MIAME ) R-INAFPIEANARER
BT PR # o

IRESCER TR ARE Allow ( f2iF ) . Allow with Comment ( #iFi fAiF )
Allow with Passcode ( # @178 ) o

WRAFEMAT GlobalProtect NARFNHZE ALY R , BREMieBHEZRiZNARRE , N

« &TWLAE GlobalProtect |71/ 32 EL & H 18 10 Max Times User Can Disable ( AP AIZ AR AR
¥ ) & ( Network ( 4§ ) > GlobalProtect > Portals ( [ 1/ ) > <portal-config> > Agent ( X2 )
> <agent-config> > App ( NFARERF ) ). BEfE , AP XM GlobalProtect RASHEHRMIREFRH £
1% Refresh Connection ( RIFTiE#E ) , WEME— GlobalProtect E#E , LS A#{E,
APRAUBIERNARFEREE T ES.

ERFNAEFITUZANRBEE , BEZH GlobalProtect B T2 X134 A Disable Timeout

(min) ( Z£AER (28 ) ). ‘OME (RIAME ) RINAFPTRENAEFERANNKTRSE,

WIREBESUEA TERAERME Alow ( 23 ) . Allow with Comment ( #iFig A iF ) A
Allow with Passcode ( #@1TR ¥ ) -

STEP 8 | IEE A F R & H'E GlobalProtect M AR
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£ F Allow User to Uninstall GlobalProtect App ( JtifF f /- E% GlobalProtect M RF ) ETR /2 iF A
F## GlobalProtect SIFTE/F , BAIEM41EIE GlobalProtect ARRF , A TFMAIIEIREECIENER
Bt EE.

BREERNAN , HiRESEHEERRRREMEK , HREFICEZNENIF,
[ﬁ XM ITME R R A KA RAR 8207-5750 RES.

« BEARTBFP TR GlobalProtect NAREF , Hik#F Allow ( 1 ) -
« Epit AP EE GlobalProtect RIATRERF |, FiE#E Disallow ( RARF ) o

LI Windows EM R P FHEIRE A Disallow ( FAWF ) B, &I HERAE computer\
\HKEY LOCAL MACHINE\\SOFTWARE\\Palo Alto Networks\\GlobalProtect\\Settings
\\ 'Uninstall = 1' F&EN 1,

- BRAVAFPERZBHZ GlobalProtect RARRF |, Bk Allow with Password ( AR FER®
3 ) ; RS , 1 Uninstall GlobalProtect App ( EIJ?JZ GlobalProtect A2/ ) % , A Uninstall
Password ( £ 2% ) A Confirm Uninstall Password ( I\ EI& %5 )

Configs
Authentication | Config Selection Criteria | Internal | External | App | HIP Data Collection
Welcome Page None
Disable GlobalProtect App
Passcode
Confirm Passcode
Max Times User Can Disable 0

" Allow with Password
Disable Timeout (min) 0

Uninstall GlobalProtect App

Mobile Security Manager Settings
Mobile Security Manager

Enroliment Port 443

STEP 9 | 8 EAF RE AR H GlobalProtect N A,

£ App Configurations ( AR FEE ) X5 , & Allow user to Sign Out from GlobalProtect App ( ftiF
FF iR GlobalProtect RIFTEFF ) IREN No ( & ) AIBALL A4 GlobalProtect R AATEF ; I Allow
user to Sign Out from GlobalProtect App ( /21T IRH GlobalProtect NFAREF ) IREHN Yes (= ) A

RFRAFEHE.

[ﬁ XEETER ABT R IRAN 8196-5685 HEF.

STEP 10| NERUEENAFBEEILERREMITA.
ENARE XS , BE TR E—D :

+ Client Certificate Store Lookup ( EFIRIEBEFREER ) — EFNARFNATEREFIRIES
WFMEE, User ( AR ) iIEHFM# T Windows “H 81 A FIEPRFHEER macOS BIERS M AR
#f, Machine ( #128 ) iEB1EM T Windows “Z#tb i+ EH|"iE B 174 E M macOS BER L R LR
g, MABRT , NARFEXMAZER User and machine ( AP FIHLEE ) iEH.

+ SCEP Certificate Renewal Period (days) ( SCEP iE$£EiTHAPR ( X% ) ) — @ SCEP, 1P Al fEiE
PR ZAERMEFIRILER. IEHEEZ 8RR R AE SCEP iF BLITHIR. & WIEH
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o AIREXRKEA , [P AMe PKI R EGEH SCEP fRSS 2718 RFTES (SEE N 0-30 , BAIAN
7). ‘CERRIIFF2EHRFREEEN BT FFRIES,

XN FELITHIR N EREEIERH GlobalProtect B , AR M4 MEZRENBER. W, MREF
SWIEPAESEAEN O KX, NIKIEPWEITHRN 7 X ; EAFELRIEIPEGAENER 7 XEX
MPSREFNES , AFHSERFNREREE—RHB, BXEHAEE , BSRANEEEAFRNE
FIRIE BT EHRIE,
Extended Key Usage OID for Client Certificate(ZFiE BT B4 A% OID) (

) —NEEEAEF RS HRIEN T FERED , HELA R LFEESANEF iR
P, ACBETUNIEEFIRIERRREEN, £/ LIED R SLE A B IX RARIREF (OID)
REFIRIEPEEREZEEN, i, ENERtEERSH[ENRIIENNEFIRIES , B
A OID 1.3.6.1.5.5.7.3.1, % GlobalProtect NAREF RKE — M REREMETENZF - Wik
Bt , GlobalProtect & Bahi& R HE R ZIEPIHTHHRIUE. BN , GlobalProtect 1271 F Mk
NREXRHNEFHBIEPRIRPEREFIRIER. BEXELEIBRENMOD IRNEZEFER , HSH
PAN-OS 7.1 $Ih#EiE R,
NRFERENARFEITFPIEBEREEFRBIER |, 5% Allow User to Continue with Invalid
Portal Server Certificate ( A F AP HREFEATRITFRSI[IED ) REAI No (&) . BFIE, [1F
NEHREBEREM T REMKZHENRE, Bt , NTPFELHXBERERXZS, BE , MREHR]
FPEHEBUGERSFIUED , EAZIEMEETHELESEA (MITM) K,

STEP 11| RS BEEAZ ERES HRIERBABBNERRN , Ar2TRIBRER.

NTREBMKERE  BHRMEER (HIOMSNARFRRGTRMRAERF ) TREEANN S HE
iE, EABAELE GlobalProtect BASRHLZ R E S M HIEEA , R HRIXLERIR,

ENARE XS , BEETEBHE—I :

STEP 12| (

¥F Enable Inbound Authentication Prompts from MFA Gateways ( M MFA ®5% 3 B A U & 11T IR
R)IREAN Yes () o EXEHZHEFHRIL (MFA) , GlobalProtect 51 T2 FF 273 W H T8 IA MK
RAEEY UDP 2R, %8 Yes ( £ ) A/{F GlobalProtect M ARFZWHBINETR. BIAMBRT |, Z
HEiREHN No (&) , iIXEBKE GlobalProtect J¥FH 1E R B WX HY UDP 18 Ro

&€ GlobalProtect MR F FA F1E WK B MFA MxiV1& A BB RIEIRRH Network Port for
Inbound Authentication Prompts (UDP) ( At & B RIFRRHMEHO (UDP) ) » BRIAIROR
4501, EEZURD , HEEM 1 ZE 65535 ZRINEF.

&% GlobalProtect R T2 FF 5 EH Trusted MFA Gateways ( SEEMFARX ) ATZEREX S
BIUE, 24 GlobalProtect N TR FF1EE E /Y M &% O _E1ZU UDP 5E B8 , GlobalProtect X £ UDP
RIARBZEENRARNTSERFHRIEER.

ELi&E Inbound Authentication Message ( A S ARIUEEE ) ; B0, you have attempted to
access a protectedresource that requires additional authentication ( &iZ A
BEEEMMEORINZIRFER) . BEUATRURERTERRIE : . YAFRZRBEEER
NEHRIEHE IR , GlobalProtect 2 ZEIH & RAM S MRIUEE S, GlobalProtect £ B3 & HL
BEZESMHRIEMNEENRIENTF TTEA URL M NEIA ShIEUEE S

) REWEER Windows ik RELEIRE.

Resolve All FQDNs Using DNS Servers Assigned by the Tunnel (Windows Only) ( f# FB%i& 2 Bl 1Y
DNS fR$585## 47 P8 FQDN ( {XBR Windows ) ) — 77 GlobalProtect FREHELiE DNS fE4T & £,
EENo (&) , MRXNMx LB E/ DNS RSBV HBERREN , N 2 Windows i 2F DNS
BHEEIREEYEEERES LM DNS BRSSE8. TR B A4 Windows TR LR I3 A XN EWFTE
BELES EAYFTE DNS fRSS 85 , (BEURES B AR L DNS BEHAR KN ESHE, EFE Yes () (B
N ) , A Windows in R fEATEM K LELE R DNS BRSS23#E4TFTE DNS Eif) , T =2 Ao 1 im 5
HL DNS EH A XD EYEEE S LiEE M DNS fR%5.

f HINEERRE®E IS TCP %1% DNS,
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> LIMBEEFEEANBRRMIRAE 731 KESMRAE , H AT AT GlobalProtect R AR 4.0.3
BEERA,

» Send HIP Report Immediately if Windows Security Center (WSC) State Changes ( Windows &%
F (WSC)RAZEFEFILEAEHIPIRE ) —%EZE No (&F ) | —.TF)'J'.IJ: GlobalProtect B T2 F1E
Windows &£ H 0 (WSC) IRBEEFKIE HIP BlE, %82 Yes (=) ( BRIA ) A7E Windows Z£&H
M (WSC) RAEEEFUBIAZE HIP 37,

+ Clear Single Sign-On Credentials on Logout ( J‘Eﬂj’_é‘iﬁ‘fﬁg‘i,\ﬁ“’éiﬁﬁ ) —%&E No (&) A&
APFBRHEZMREESBR (SSO) EF. %R Yes (£) (BN ) NLERAER , #EEHAFAE
T—REFEEAZERE.

+ Use Default Authentication on Kerberos Authentication Failure ( Kerberos & 43I 5 W B+ {5 FA BR 1A
SHRIE ) — 1% No ( & ) A{XEMA Kerberos A KIE, %3F Yes (2 ) ( BAIA ) AFEX Kerberos
BT B ORI KK G EARIAN S ORIES EZ#HTER,

STEP 13| ( ) B2iE A F Windows % =89 GlobalProtect S fi#2% , Detect Proxy for Each
Connection ( RUBMEENRE ),

£ BEXETREFANNEREBTANESHMAER  BSRNE LNREEE,

« EE No (&) TEHRUFEZNAEHERAUABERITEREE,
« EEYes (&) (AN) TEIRNSMNERNHRE,

STEP 14 ( ) $&7E GlobalProtect &S fE AR EHSS K E,
BEMIRE , EW LR GlobalProtect REMERABRAEEMEREBTN. BXESFMARFE , S5
10 £ HYBREE R

+ WEEZ GlobalProtect fEAXE , #&fF Set Up Tunnel Over Proxy (Windows & Mac only) ( EXE Lt
R EPSE ({NPFR Windows 1 Mac ) ) ETIEHR Yes (R ) »

Config Selection Criteria HIP Data Collection

App Configurations Welcome Page Mone -
(WINTUUWS T (DEpTecdied)

N - Disable GlobalProtect App
Detect Proxy for Each Connection

(windows only Passcode

Set Up Tunnel Over Proxy

(Windows & Mac Only) Confirm Passcode
send HIP Report Immediately if - i

Windows Security Center (I SC] Max Times User Can Disable | ¢

State Changes (Windows Orly) Disable Timeout {min} 0

Enable Inbound Authentication
Prompts from MFA Gateways

Network Port for Inbound
Authentication Prompts (UDP)

Trusted MFA Gateways
Inbound Authentication Message

Mobile Security Manager Settings
Mobile Security Manager

Enrollment Port | 443 v

IPv6 Preferred
Change Password Message

+ MIZEE GlobalProtect &3 RIE |, #&fF Set Up Tunnel Over Proxy (Windows & Mac only) ( £V
R ERSE (XPR Windows 1 Mac ) ) EIEHA No (& ) »
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Config Selection Criteria HIP Data Collection

App Configurations Welcome Page  Mone -

WUUWS OniNy) | DepTecaied) +| - Disable GlobalProtect App
Detect Proxy for Each Connection

(Windows only L Passcode
Set UJ.: Tunnel Over Proxy No

(Windows & Mac Only) Confirm Passcode
Send HIP Report Immediately if Max Times User Can Disable | 0

Windows Security Center (W5SC)
State Changes (Windows Only) e measta=l o
Enable Inbound Authentication

Prompts from MFA Gateways

Network Port for Inbound
Authentication Prompts (UDP)

Trusted MFA Gateways
Inbound Authentication Message

Mobile Security Manager Settings
Mobile Security Manager

Enrollment Port | 443 -

IPv6 Preferred
Change Password Message

STEP 15 | t1Rim KM HIMIEE K EE R , HIEIEZE GlobalProtect TP EMKkAT |, AIZERIFET,
N TCP HErE,

BEATIRABESHEEZEZE ARSI MR BREE  FREEAERE. BFEID, IR
GlobalProtect NARRFTLEZRBRYER | MAZETESHERNESHE, HR , ¥IFIFXERR
A2 A& B M RIET | B /NZ{E T AERE L GlobalProtect B T2 FF 2 S E 2,

ENARE XE  BEETHERERPHE—D :

+ Portal Connection Timeout (sec) ( [TFEZER (¥ ) ) —TFEREFERRE - FomE R e 2 5
B (EEN 1 E600) . MRHABETHINARFMEMRNBREET 777-4484 , NEINER
30, MABKRA 777-4484 Fr 1R , BUIAE R 5.

+ TCP Connection Timeout (sec) ( TCP &R (¥ ) ) — TCP E#EE R EEEL KT M B it 2
AR (SBEN 1-600 ) » MEBAIBEZITHWRARFNEABRAET 777-4484 , NEKIAE
7 60. MRBRRA 777-4484 Fr iR , BUIAE R 5.

+ TCP Receive Timeout (sec) ( TCP YR (¥ ) ) — TCP E#ERE TCP &R B4 M 1 E 2k 8 A
ZEINME (SEER 1-600 , BRIAH 30) .

STEP 16 | @3 $#87E User Switch Tunnel Rename Timeout ( AF {1 EER B B ) EERBATE
SIE VPN BREERVZREREEE. SHAFLEAZESEMIY (RDP) EZZE Windows #l
A, MXEHNZHAFLSE VPN RRE. AE , MXAXZHAFBRFRITZEEKRE,
AFED VPN BERVZEKSEERE TEEATECAZEREMNY (RDP) HRIZEHLAFRE
Nt2E8A.
ZRIAER T , User Switch Tunnel Rename Timeout ( AF{#BEEER BB ) BIRH 0, XK, W0
RHFAFEE VPN BRERIE S , GlobalProtect M4 LR, ESSULTH , BEN T 1 2 600

Pz RANEBRE, MEFAFXEEBETERZFEMX |, GlobalProtect X &K It DL E—A
FH VPN R3i&,

X User Switch Tunnel Rename Timeout ( A F IR EEMm B BT ) R ¥ RDP B&
B K ERENToEnEMERMEE,

STEP 17 | & GlobalProtect FAF X Em A EREBIME VPN BRiE& , i1 E Preserve Tunnel on User
Logoff Timeout ( AP B ITRERZE ) HNE (SBER 0-600% ; RN OR ), NR#EE
T EIAE 0 , N GlobalProtect F2EAF R ERE,
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[ﬁ HEMERRNBRBIRAE 2019 F7 A 8 BHRZERH

Bt & GlobalProtect BAMRE VPN B&ER , i5ZELLT GlobalProtect E#ITR :

MRE—-AFEEERNBEALNBEITH R EE EXNFEHEFRERIEN R , U
GlobalProtect fHRFiEE K MAZEEMAFRE (BREINTFAMXEHRIE ), WRAFRERER
EHENMNBRNERSR , BRENNTERE , AR SNEFHEL GlobalProtect EZ,
MB—NMNHPNENRSSEH , RARS - MNAF U BEAT AR REERNERIE KR, IR
EHAPEREEERTERAKIIET GlobalProtect HRRIER , FERNFAFERRIERE, W
RFAFEEEENNBEAREIBRMNELSHRIE , WIEREFMHTIEE , HEAXTELHH
GlobalProtect %, MRFHAFL T RAITFFE |, GlobalProtect &% i BB B FiERE. WRH
APLTREERN , NAMFHEIFH GlobalProtect E#,

STEP 18 | #§%E GlobalProtect R F A RMITI R,

MRAZZRFHASLMSAAAR , WAARESINEEEEXMAAR. flm, mMELEN—NABFN

HETHR , RAEFERFHNENASET , WITNGIER-MERTEN T MANAFNEE , A
WREIARMNIL , HEIEFFEREMGAF/AREA R, SFRAMENRTES , WANERAFER
RIBE B SAERTH R

ERIAER T , Allow User to Upgrade GlobalProtect App ( /i i FF 74k GlobalProtect M T2 ) £
® & Allow with Prompt ( TRRATF ) , XEREERAIE LREFRNARFN SR RRELAF#H
THER. BERLRE , BERETIE—EI :

+ Allow Transparently ( AEBR AR AT ) —BIAR , TESAFRE, SAFPERIESINLTN
FRNEEN , JEESEEAR.
Internal ( AP ) — BZIAR , EESAFXRE , REAPNAGINENERERT, BUEAREE
DL ERFRERTAREE. MRAFEATMEAIPIERE , ARSESR ; MEAFPNLTRE
REE , WEHFBE, SXTEE PI5H M SR P EBE AN = 886 F i1,
Disallow ( R/ ) —Li&Ti Al By Lk N AR F AR
Allow Manually ( Fa3h A iF ) —REAAFXKERAREAR. ELBERT , AP SBIE GlobalProtect
RSERAY IR B F E FikFECheck Version ( REMZA ) , MERERSEENNARE , ABKFH
THER, HEE , MEEAFBRE GlobalProtect M , MIiZEWM TR, HX Display GlobalProtect
Icon ( &R GlobalProtect B#r ) iR BMiFMAELR , BSRSE 5,

»» Allow Transparently ( 3EB3 f2iF ) # Internal ( NEB ) B FA LRI MG EHY
GlobalProtect i #fix A< L% = £ #Y GlobalProtect B iR AEFET F &£, Hlm |, EE
Z| GlobalProtect 3.1.1 |1/ /Y GlobalProtect 3.1.3 R E X HH,

STEP 19 | 71N Change Password Message ( EXZEHEE ) UEEA R ERXZ BN AIETHHEIBER
BREER (HlW0, ZBXATEEDL—IMFN—IMKREFH ),

STEP20 | EERBEM N B RAERRID M,

XD E AT BRI S AF AR E{X HEEZE GlobalProtect f5 75 A5 BRI B RER R IR , a0 &M= E Ab
RS ER o

RABRT , NARFERNERERSRE/RREPERHNSKER,

BEERIEZFEERYOOTAME , 57 Welcome Page ( XL E ) FHHIRD LR factory-default ( 5]
2RIAME ) . GlobalProtect 7 GlobalProtect NARRFHPERKBNHEH, LA ERREBETHAFRRE—4
AR (ETEHBOINAERE ) WEENBENRENH.,. AXCEAENTHENFEMAEE , BEHE
7E X GlobalProtect (1P &%, XIBMAFBITTH,

108 GLOBALPROTECT E¥ H$R® | GlobalProtect [F

© 2019 Palo Alto Networks, Inc.



STEP 21| ( ) I8 EL R BB E GlobalProtect S Display Status Panel at Startup ( 7£/3
N ERRSER ) -
- EREAFEIXEI GlobalProtect EZERZEIFE RIRSER , BB No (T ).

- EHREAFEXEI GlobalProtect EZERM B & RIRSER , FiEE No (&) . FHLEDS , AF
DR RXERSERIAMU S E F 3,

STEP 22 | REREBE,
1. MREEREEXNRERE , NFLTE OK (BE ) MRAEREEE., &N , HREE L
GlobalProtect AL E LR KIEBE.,
2. BHOK (HE ) MREIMNFEE.,
3. Commit ( 2% ) EX,

HE X GlobalProtect [T &%, OB FBSBI M ME

GlobalProtect 2RIV E T, YEMN/HFABYRE. ER , BULERAL AR, TEIHERRENE
EAERRAEENRGEECHBENLTHE,

» EALUERZAXNKERBRINFAEZINE , U LERELFTRMZH GlobalProtect [/ & 454
L i ( M Network ( M4 ) > GlobalProtect > Portals ( [JF ) > <portal_config > General ( &
#M ) BLE Portal Login Page ( [T & &ME ) > Disable ( 2 ) %W ) ., ZAIFAER
MHEfE , B AR 2 % T E (10 Microsoft System Center Configuration Manager
(SCCM) ) A& H A F T#H H K% GlobalProtect j T2 fF.

STEP 1| SHEIAMIFAZR, £, RPHABITE,
1. %% Device ( i%% ) > Response Pages ( MR T MH ) »
2. %R RIHY GlobalProtect [/ T HEI$%#% , {5140 GlobalProtect Portal Login Page ( GlobalProtect [ 1/
BRIME) .
3. EFETE LK Default ( BAIA ) TWHEH £ & Export ( FH ) o

STEP 2| w5 HIRY U

1. AL HTML XA ERR T I H RB1Z N H,
2. BRBERNEIER , FREATERERE :

GlobalProtect [ JF & FX T H :
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GlobalProtect Portal x  +

« > Cc0 B

2
paloalto
NETWORKS*®
4/5
GlobalProtect Portal
Username [ ]
Password [ ]
6

« Authentication failed: Invalid username or password
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nES | XE i8R Bl

1 favicon Web X a5t ut = & RHE
¥& URL, var favicon = 'http://

cdn.slidesharecdn.
com/logo-24x24.
jpg?3975762018"';

2 logo 23 BIHRHY URL,
var logo = 'http://
cdn.slidesharecdn.
com/1logo-96x96.
jpg?1382722588"';

3 bg color ERNENETRE,
var bg color =
'#D3D3D3"';

4 gp_portal name NAHIFRTETHXF,
var gp_portal name
= 'GlobalProtect
Portal';

5 gp_portal name color RABHRTERHNXFHE,
var gp_portal name
color = "#000000';

6 error text color EFBEREENXFHE,
var error text
color = "#196390';

+ GlobalProtect M| TP £ R :
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1 3/4 6 8 2/10

B GlobalProtect Portal X 4

< cOom 0 :

——— @ Application URL ¥ & GlobalProtect

' <&
9.:
Drophox

Box Office 365 OneDrive Google Dropbox
& SharePoint

B Yz

Salesforce GitHub Yammer No App lcon
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GlobalProtect Portal x  +

¢« > Ccn m 0o

paloalto

NETWORKS*®

11/12
GlobalProtect Portal
13/14

You have successfully logged out of GlobalProtect portal.

1 favicon Web X e E RHE
#5 URL, var favicon = 'http://
cdn.slidesharecdn.
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RE TE 5 B8 Bl
com/logo-24x24.
jpg?3975762018";

2 logo N BIHAREY URL.
var logo = 'http://
cdn.slidesharecdn.
com/1logo-96x96.
jpg?1382722588"';

3 navbar text SMEXF,
var navbar text =
'GlobalProtect';

4 navbar text color SMEXFHE,
var navbar text
color = '#D3D3D3';

5 navbar bg color SEMEEREE,
var navbar bg color
= "#A9A9A9';

6 dropdown bg color THXETREE,
var dropdown bg
color = '#FFFFFF';

7 bg color FNERE,
var bg color =
'#D3D3D3"';

8 label custom app url BEN/NERMA URL #7%,
var label custom
app_url =
'Application URL';

9 display LRI RHE GlobalProtect R F

lobalprotect ‘ TEIRMMIED, WA 1MUE | var display
globalprotect_agen TTER4E. BA o UEET globalprotect agent
Hizd. -
10 label globalprotect GlobalProtect Bi F T IR R
%, var label
agent globalprotect agent

= 'GlobalProtect
Agent';

11 gp_portal name MPEHETE L ARBIETE

THXF,

var gp_portal name
= 'GlobalProtect
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nES | XE i8R

12 gp_portal name color MFFEETELEATEIRTE
THXEEE, var gp_portal name
color = '"#000000"';
13 logout text array BAREMNIFEHE , NS
THLESTREEE, var logout text
array = ["You have
SR O successfully
£ oANE - R logged out of
o e GlobalProtect
Ebﬁbu%ﬁ/ﬁ/%\ portal oW ,
HHIBREME "GlobalProtect
BHEE. Gateway is

not licensed.
Contact system
administrator.",
"User not
authenticated

to GlobalProtect
portal.",
"System error,
contact system
administrator.",
"System error,
failed to delete
user session.
Contact system
administrator.",
"Can not create
user session.
Max-capacity
reached. Contact

system
administrator."];
14 logout text color RPEMIFESEE , NPEHE
AELE RN EXTHE, | var logout text

color = '#000000"';

3. AMXHERFHREENTE. BRIZAERGH UTF-8 &b,

STEP 3| S AT THE.,

1. %% Device ( i%% ) > Response Pages ( MIRITIMH ) »

2. EZEMRIMY GlobalProtect [/ 71 E 45,

3. Import ( S A ) HFIWIIFE. £ Import File ( SAXH ) ZFBRPMARBNXHESE | &
Browse ( X ) LB XM , A& K,

4. ( ) M Destination ( B4 ) THIIXRFERFEE LFEAZBERNENENRS , SEE
shared (HE ) (BN ) AEETHABEELREER.

5. B OK (HAE ) LS ANHK.

STEP4 | R EE N ER M ERITME.
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Portal Login Page ( 71/ & %R M ) . Portal Landing Page ( IJF &[G ) 1 App Help Page ( N F
FBhTUE ) :

1. #%4% Network ( M4% ) > GlobalProtect > Portals ( [1F ).

2. EBRBERMEBR, B (XN ) INARFEBTENTF,

3. 7£ General ( &M ) EIM-FH AN X145 , MHEX THRIF|RPERF M,
BENIBTE :

1. %3 Network ( 4% ) > GlobalProtect > Portals ( {17 ) o

L EBRAERMAOOTTEAIF.

. £ Agent (REE ) TR L |, BEFIOTEANKERE.

. %8 App ( A ) T+ , M Welcome Page ( B ) THIIRFIERFTRE,
. BHEOK(B/E ) UMREREERE.

STEP5 [ RIFITFECE.
BHOK (HBE ) MREFITFEE , AECommit (X ) Bk,

STEP 6 | R RAREBRE R

MR B FRE — FTHARERS , BEITFH URL ( FERN4443" I OS5/ IMZE URL KRR |
BNHGEEEMZERHABERN Web 0 ) . fl20 , %A https://myportal , MIE https://
myportal:4443, FEEIE R BERIAME,
MHET — TR , FHETFH URL ( FBF4443" i 05/ ME URLKRE , BNNEED
ZEBF KR Web 30 ) . 0, #i A https://myportal , M3F https://myportal:4443, %
A&y Username ( A% ) M Password ( £ ) , AF LOGIN ( B ) 17, BEEIE RIS
E"Jiﬁio

o MXFBYTUE — ¥ GlobalProtect REFEZBIRELZ 3 GlobalProtect NARF. ZPRSERITF

o, maig® (Oh EmAT  TFRERE, B Help ( 8 ) LB EHHBIHTE.
MR T H — ¥ 5 GlobalProtect REFEE B RIS 30 GlobalProtect MR, HRAEMRITH

B, BEHIRE ('u') Br , T REFKE, &+ Welcome Page ( MERH ) AEFHHIIL R E,

aua b ON
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T & GlobalProtect K7

£ GlobalProtect N T2 FF 54
E X GlobalProtect X fit &

B £ X GlobalProtect K T2
DUEBRA X BBRERE

V V V V V
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o] X 4% i 7 &2 GlobalProtect N AR

EEEZ GlobalProtect™ |, # A AUZ1T GlobalProtect RARRF. BHAPES EZBURT TR SR -

F4

macOS 1 Windows i 5

EPFIET
B LAERAJLAETUR 2 R B, HREZETE macOS M Windows iR L :

o BEEMNIF —FNARGTHREARRITFOBEHFGFEBE , UERL
APEEZINPFNREEN. ZET+9RE, RACTRBASIAF.
PR/ RIRERSETENWRIBE B EREFHRE P ERERN SR M
B, B2 A MREXENHATZHRTEN , WA IP=EBMAAR, BXiH
BESE ) LA N AER,

« M Web R%ESH —NREAEBRSERANARNA , BERGNAEHREA
3| Web IRESB[LUR BRI X IERN A E . BXIHBIESHE Web fRZ5EE LEA
R FAE#Ho

o MBS ITERRNIT — X TF Windows i 4 , ATET Windows Installer
(Msiexec) BFEBRARE, B2 , MREH Msiexec AREREH N AR
AR, MMSRFEHNENERNA. I, Msiexec & L FEIIE Windows ST
KPP REEREZEERS LBBENARE. FHF , EATSUEETE macOS plist
Pl EBIRERGNARFIREITES macOS Ha, HSALUERSXIER
AiRE,

o {ERAAKBEMN — 7 Active Directory BR3E T |, & a]f# A Active Directory
A R BE T GlobalProtect N XEHRLRAF . AD AR A TFBEIEH
Windows i RIS EM 4. BXRNMAEHA AR ABINEFDXAERI
HAFNEMAEE |, BHSHENT http:/support.microsoft.com/kb/816102 By
IEO

s MNBHRREERE —NRFERA MDM 5 EMM S8 BB REETEB IR
=, e ERZERLSEE GlobalProtect M, ESHBHiEAEHE,

Windows 10 F#150
Windows 10 UWP i =

- MNBHEREERERSE —NRFEA MDM 5 EMM £B8HEBRETH
Windows 10 iR , M A EAZK RS E GlobalProtect B, ESRZ3)
mREHE,

+ M Microft Store — &R& A FIE AT EEM Microsoft Store BIETHMZR
GlobalProtect B, BXMA FEHFMIE GlobalProtect M REHIHEA |
BSH T H AL L GlobalProtect ¥z 5 A,

iOS F1 Android i 5.

s MNBHRREERSE — WREHA MDM =5 EMM EBHEE RS , NAFEA
ZERZKBE GlobalProtect N, EHSEE IR AEE,

+ M app store — LR FIEAIEZEM Apple App Store (iOS iwR ) =
Google Play ( Android it = ) T F &% GlobalProtect M. BXUAT
FH MM GlobalProtect M AZZEMN I |, SR T & %% GlobalProtect
BN A,

Chromebooks

+ From the Google Admin console ( M Google BEE#2#|A ) — Google
ERRE A FREBNET Web R EEE Chromebook % &
MR ARERF. EfA Google BB H|BEZE Chromebook LEZE
Android hX GlobalProtect AR , S HE A Google EEEHAEZE
Chromebook £ Android 2% GlobalProtect 5 .

» Android jy GlobalProtect 7 fj{X sz 7L Chromebook
HEH, F%1F Android R FAFEFEH Chromebook #4%R
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps

1L —priddi

&= 17 A TF Chrome §9 GlobalProtect i TR , M

GlobalProtect app 5.0 R E SR AF B2 i,
From AirWatch ( M AirWatch ) — A’ Android bk GlobalProtect B T2 %
EBB1E B 5EM AirWatch B9 Z & Chromebook £, EIPENAE |, B &EHEP
ZF VPN BiBX 4 , MEB NHRLHFIZE GlobalProtect M. EfFHA
AirWatch £ 2 & Chromebook E£E2 Android ik GlobalProtect BI AR |
&S EH AirWatch £ 2% Chromebook £ Android #82 GlobalProtect
mmo

Linux

MEEFIE S TEHERT Linux B GlobalProtect RARRFE , BA Ao K H &%
MA -

A Linux NASDKXITE — Linux NAZZXBIFEAE=FTE (Chef Ml
Puppet & ) , A Linux RERZWARMBEFME ( HlI0 , Ubuntu F4E
FERI RHEL 75 ) #1TE B, BXEZER |, 25 Linux BIERS.
FHRE —EFRGAIMHELARAFPER , AT apt = dpkg &
Linux TEFZHREHM4, BXMAA Linux Z%E GlobalProtect NI
B8 , 28 GlobalProtect M A HF 18R

£

{E) EBE GlobalProtect N A4 EIESZ , BIATLAEE GlobalProtect [T/~ , LAiR{H
HEA HTML, HTML5 #] Javascript # R % W&l Web jBRRFEHZRESHR, AP
FoFE R % GlobalProtect R , BIATME A SSL 9 Web 3K BRH#H TR LER, BFSE
GlobalProtect IT& i VPN,

Tt GlobalProtect M F
[ﬁ MBEBRERLAF , BHRREN IT B8 AREBHEH TIFM GlobalProtect 4,

T4 B4 F B GlobalProtect IFI2 81 , HALEF W ARFAEARI TS WA , ARBEE
REUETRBEEN S OEAL, KBESEEATAERBHLAREIRE, BT GlobalProtect
RANBHIRA  FEEBYREOIARE (ESEL , WBH FRAZEE GlobalProtect BH A ) -

ENGEFNNBAEZETEEH AL , BhAEMEZ AL HiF R “Palo Alto Networks B 37 RS 28 WY IR S5 2 H
(FZH M SL AP EE GlobalProtect RIARERF ) o MR XIEZE LN Internet WIR , N EAEE
#ZE Internet BYITE LM Palo Alto Networks B EFZFUR THRNAZHE , ARBEFH LEEH KX

&,

EFPTHNRARAFS

STEP 1| 3% %/ Palo Alto Networks & X #7177 (https:/support.paloaltonetworks.com/)o

KB HY Palo Alto Networks K/~ 75 A] B F R4 EHM WEH TR MREEER
METAED |, FH 3 https:/www.paloaltonetworks.com/support/tabs/overview.html,

STEP 2 | i%&#2Updates ( %7 ) > Software Updates ( ZXE#1 ) -
STEP 3 | #R2EFR S $F GlobalProtect B RS
STEP 4 | BEBENAMANMRAGE  REERTHREZURETH,

STEP 5 | B & 4& i F° ZB& GlobalProtect R A 2 /Fo
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EZ I Palo Alto Networks FRAMIERE | TR AE H H 2% GlobalProtect B AT S RAMIRIER

g

ENF LR ANHENR

£#B2 GlobalProtect N AN REAFRNERFHUNARFETRERRITF WM XIE | REBUEZEKHN
BETHEEZITFOMNA L. EENITIIRE , BHFAEREZ AL E G E“Palo Alto Networks E#T R
SEH RS HEE. MR AEEEHME Internet PXPR , N A A SIEEZ Internet B iTENLM Palo Alto
Networks 24 E# X #i5 M T & GlobalProtect N NABRAE , RS FHFI LESEH A,

HBAEMNMMAENFREEETBENARHEN  RENAEEZEZENFRBINT , ERETAFH
FRA , FRATKRLAAPFHIERNTEFNARE, BEXCIEREBEENFAER , BSHEENL
GlobalProtect X B &,

STEP 1| 7£7& % GlobalProtect [T BIBS XL £ | R EFE SN ARHRE,
1% Device ( 1%% ) > GlobalProtect Client ( GlobalProtect & /i ) =& o] A I B A B4R & B K,

MR AIBER B EFRS IR EAIR , MiEE L Check Now ( LEIKRE ) UERRHEH. WR
Action ( 321E ) 3| KB Download ( T ) , NERTEW AR
MERBH AT R E#HIRSSES” , MATM Palo Alto Networks 144+ 5 #7 k #36 S F 5 T 8 i 4b R
B, MPE] 2 Ak,

STEP 2 | &N AR 1R,

MR XA LA A EH RS AR, WIRBIMENRARE , A5 %5 Download ( T# ) . FTETHK
Bt , Action ( #4F ) SIHRMEREN Activate ( BUE ) »

MR IETTEB R EHIRS RS , T2 GlobalProtect N, TEEEBRGST |, IREFS A LERY

Device ( %% ) > GlobalProtect Client ( GlobalProtect & /i ) TWE LA# 1T Upload ( L% )

STEP 3 | BUERLAI AR B A E B & A = AT TP 47 T e

—IRRBERUE —MRAN BARARG, 0RBUERRAH B e A 50 AT E L RIBUE
BVRRAS | A RE PR BARAS BAE E AT T 8k

MEENEFHRSZEI B TEHBREG , NiEL T Activate ( BIE ) -
MBEENERERGF o) LEZPHAEE | NiE# T Activate From File ( WXTHEUE ) |, RENTHIFIER

%R E L& GlobalProtect Client File ( GlobalProtect & Fim3 4 ) . 2 OK ( E ) LUBCEFR
MRS, FIREFRRIET N E S A EARAE TR Currently Activated ( HaIE2BUE ) o

£ Web BRSSa8 EEIA N EH

MREKRERIFEZERN/REH GlobalProtect B , BEEZRIEINEE Web BRSS 85 EEH A GlobalProtect
NMARHREG, YHAPEZEEHABUTRNAR |, EEEBEB X IEN AR,

STEP 1| FEHBUEEITRIE Web BRSS 85 LT B ZIBH A 1EHY GlobalProtect i Fi AR,
EREETF LS AN A EFPPIRNTER A& ETHMBEN ARG LER,

STEP 2| TEREE Web IRE35 L3 A B GlobalProtect 57 f 3 4R &
[z THEEETF LPEUE RS AE E 5 IR 15

M Web X% 88 T & GlobalProtect N o
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/where-can-i-install-the-globalprotect-app.html
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STEP 3 | FERHHBRB R E Web RS8R,

STEP4 | RZRLAFEEME Web BRS8R.
EARIFHBAELE  ERERITRALT CL&S

> set global-protect redirect on
> set global-protect redirect location <path>

HA | <path> A MRGAI SUHR URL 3842 |, Hl90 https://acme/GP,

STEPS [ MIXEEM

1.

2.

BT Web 352852 T 5 URL :

https://<portal address or name>

f5l#0 , https://gp.acme.com,
ENFEZTEL , WA Name ( B#5 ) # Password ( %18 ) , RS2 T LOGIN ( BF ). K
hWERE, PSR EERZETHIAMH,

iz B &2 2%
A T 553N GlobalProtect R A& %,
STEP 1| MR N AL ZREERE,

Z\‘ im R E#HE R IR GlobalProtect SIRAEAFEY , &RE& M P AUER EREENRAIKS &R

ERG. BENNARHERTEEEZEENR.

BA

_\O'_ REMERSIBZBNRT OB AFNRERE , SN ASTEER AEN T HIPNE

7.

1%£3% Network ( M%&) > GlobalProtect > Portals ( (177 ) o

ERBEERNIAEIFEE , 5 Add (50 ) FHEE.

£ Agent (RE ) T F L , RBRYEEEBR Add (7Fi0) HEE , NHEBENEAF/4A,

£ User/User Group ( /R4 ) ®IFLE , Add (7R0) FHhTRANX A User/User

Group ( AF/RAFH ),

£ App ( RIARRF ) &I+ L , & Allow User to Upgrade GlobalProtect App ( St i B FF 4
GlobalProtect I FATRF ) iR EH Allow with Prompt ( #2RAY ) . 21 OK ( BE ) REEE.

( ) £ Agent ( R ) &I+ L , EENINICIE/ISHHOREEE , RAE¥E MoveUp ( £
B)UEGHETIRPECRNRBEABRE ZH .

GlobalProtect NA#MTIEEN , TP FBESTFHREESEENNRERERTLHR, 5EXL2M
%ﬂi}%{ﬁﬁlﬁ , TP NFIRNTEFRERTED, EEKIERIE , SN NHEERRTSNA
¥

Commit ( 2% ) X,

STEP 2 | %% GlobalProtect |1/,

1.

B3 Web XI5 E5H#F T 5 URL :

https://<portal address or name>
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f5l#0 , https://gp.acme.com,
2. ENPEFZFIEL , WARAF Name ( &% ) Ml Password ( % ) , AEHEEH LOGIN (&%),

p a lo NETWORKS

GlobalProtect Portal

Name [ |
Password| |

STEP3 | EMEIMA FE T H.
ERZHEBERT , BRMNPERMNERNATHRAME. ERALTETREHOEAREZ.

Palo Alto Networks - GlobalProtect Portal

Downlead Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent

Downlead Mac 32/ 64 bit GlobalProtect agent
Windows 32 bit 05 needs to download and
install Windows 32 bit GlobalProtect agent.

Windows 64 bit 05 needs to download and
install Windows 64 bit GlobalProtect agent.

Mac 0S needs to download and install Mac
32/64 bit GlobalProtect agent.

WREFZAT GlobalProtect Z&E ik VPN 15Rl , NN ARFRELERIN G (MFARRET
M ) . 1% GlobalProtect Agent ( GlobalProtect X3 ) 3T T &AM,
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M2 paloalto GLOBALPROTECT

@ Application URL %

Atlassian

¥JIRA

Jira

FR-DB

%

Yahoo Finance

STEP 4| THERAERF

X

Confluence

Confluence

CNN

@

Google

F

. -

Intranet

MSN

Facebook

Bugzilla

)

PBS
PBS

Linked [}

LinkedIn

1. EFETHR , FREEUTEN LETHRERSHEN MY EEE,

Engweb

FOX

Fox

Yelp
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paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. IFARHBERE M,
3. BRERTEITHIREFRMN , £ Run (21T ) o
4. HIRRE , 2 Run (1217 ) BUS3h“GlobalProtect R B[S

»  EimR E¥R =R % GlobalProtect B A AT , RE R P AR EEEBENREA K-
BERERE, BENNARGEHREEEZEENR,

STEP 5| 525X GlobalProtect M FHIRE

1. #£“GlobalProtect iIRE[S"H , B Next ( F—F ),

2. B Next ( T—F ) #IZBMINLEXHR (C: \Program Files\Palo Alto Networks
\GlobalProtect) 2% Browse ( ¥ ) LUERFE , RAEXNdE Next ( T—F )

3. REZMIG , Close (%M ) @5,

STEP 6 | 5% Z GlobalProtect,
1. BERREFEERE , B3 GlobalProtect K ARRF ., MRAERIT .
2. WAITF# FQDN = IP ik , SR/5 % & Connect (33 ) .
3. ( ) BINBERT |, LN RIEEE R E A EE F 1 A W% A e R 8] B 37iE 32 2 Best
Available ( RIETA ) X, EEFFEMMK , M Gateway ( W% ) THFIFRFEREMK ({GE
BT HAIBMX) .

z£ REBRAFHMRERN | WETF TR,

4. ( ) IRIFEFZES |, 25 Connect (EE ) LUBSBhER,

5. ( ) MMRBR , B ALK Username ( AFH ) M Password ( 8 ) , RFH & Signin (&
x)o

MRSHRIERD , LAPEZBIRW ML , RSERFE R Connected ( 2i%#E ) X Connected -

Internal ( BiE#E - NEP ) A, WRIZE T GlobalProtect ¥BTME , MAEKIIEFEEE o
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T & %% GlobalProtect ¥3h b A

GlobalProtect MARE TR WEZL KT BEBNIHRRNE S HE. $#XE1T GlobalProtect N AR E fth
ZRRIR S |, ZBHNAASEIMEN IPsec 5 SSL VPN BREZ L HRIATIMNE, ZNANESEZETEE&L
AP YR ENERIEAMNK, A #HBEANRECSEHSINATLARMNE L HAENNER LS
KEHITHEZES, ZBINANREZNEENHEXER , HHLEEATRNET HIP WIEEZ S KK
1To

Z2 3 GlobalProtect N A EXEERmA : INE=H MDM FERA , HUERAAFRGNAREESE

e HE, TEENGREABERENA :

« OSImR — NHAEE

+ Android % 2 Chromebook — Google Play

M GlobalProtect R HEF 5.0 715 , AT Chrome OS B GlobalProtect N AR FTABES X#  TXH
Android X GlobalProtect FI AR

«  Windows 10 F#1F Windows 10 UWP # 5 — Microsoft Store

W ITERERT MU EEERS KA 2% GlobalProtect A . BXH{AM AirWatch #82 GlobalProtect
NMANREE , ESEE A AirWatch 282 GlobalProtect #3515 A,

STEP 1| AMHN AR R ERERIE,
REMERCIZNXRTOHAANREERE , SN ARERRNEN T HIHNEER

%32 Network ( P45 ) > GlobalProtect > Portals ( (177 ) o

EFRABFEERITEE , 5 Add (FN) FEE.

£ Agent (RE ) T F L , EBRUEEEBR Add (7FIN) HEE , NBEBENEAF/4,

£ User/User Group ( /A4 ) I+ L , Add (%0 ) 4T R ANR A User/User

Group ( AF/AF4A ),

EFR LA AR AR OS (8RS ) (i0S. Android 5 WindowsUWP ) ,

( ) ERNIN G2 /ISR REBERE , REE T MoveUp ( LB ) UEREBTIRHPECIEN
RBAGREZH,

7. Commit ( X ) EX,

STEP2 | EImKR L , BRTFERTHHARENA.

1£ Android i = L |, &3 Google Play #&iZMN A,
- FiOSHRL , BENAEEERZNA,
+ 1£ Windows 10 UWP % 5+ | &3 Microsoft Store #&RiZN A,

STEP 3| B3R A,

RERING , GlobalProtect NARCNERERAN TN REL. EEFNA , HFAERF. HIE
Fi GlobalProtect VPN ZhREMIIRREY , R OK (#8E ) »

=

Hown

oo
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GlobalProtect

GlobalProte:

STEP 4 | EEZE[TF,
1. HIETRES , #A Portal (17 ) EF=bit, A/ Name ( %5 ) M Password ( %8 ) . TP &M
MATLREHA (FQDN) BF L FEBEE https:/"o

paloalto

METWORKS.

Palo Alto Networks - GlobalProtect Portal

Name

Password

2. Rk Connect ( iE#E ) HRIEZN A 25 GlobalProtect BT 3 iE #,
MREBRBTE=ZSFBIRAEERSE , ZMNANRREHTEM.
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LUZEBR B A B E N A RIE

EAMNIFPEEDENARENEZ AT E , AT Windows &R, £/ macOS plist 3 Windows Installer
(Msiexec) ( fGEATF Windows iR ) MEBATE L. HIFAET , THERSEXEEZE GlobalProtect |77
BIfF GlobalProtect i % BZPE E ik o

ENFEEBDENNIRENARLENRE Windows SEM R macOS plist FEN KRB, MREEMRR
plist FEX TIRE , BIMFEERE T FEKRE , WNARFNTFZERNRENFERBRPATE KR
B, WBEELEATEEFRHEXRNZE , fINERREHTERE. REEFHESER (SSO) UEREBEITF
EBLREAGFNARFRITERE, T, MBRIEEFR, i, NMPEENEETRAL. EENEE
fF7E GlobalProtect B A E B i S MBS E# 5| S At RERT £ A

LUTFEFNAET TR BE NS FARE R X L% B #E 8 #th Z8 8 B Windows Fl macOS B F i :

- TAEMHNAEE
« HRNAREHEE Windows it R
.« FRAEBHEE macOS R

S BT A Windows 3EAFFRF macOS plist Z§2 GlobalProtect 3 FAfEFIREBE U |, BET L
/B A GlobalProtect 5 A2 F Mg S W E4FE R Windows TR macOS plist £ 8., @fF
BRERLLZERNVNMARFHNHE,. FRLESTHHEBRURXENARFNHEZNBENE
%, R, BULEEREEFNERINBZEANERCERZG, BULIREZESMNE G
TEENHGEMRZERCERENRESRE, A, BETIRE R E LR E M im S W SR
EFANRERE,

ATEEXHNNARE

BRI/ R EXNARFRE, BEFNAREFEELSEE Windows fms , ATEATE Windows
EMRAPENFES (HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect ).
B HRNAREFEEHEE macOS i , A macOS plist PanSetuplAlBBAENSEKHE ( /Library/
Preferences/com.paloaltonetworks.GlobalProtect.settings.plist ). {XFF Windows if
R, BT A Windows Installer )\ Msiexec SfE N AREFIZE,

UTEBNEREAENNARFIRE., 7 GlobalProtect [P KRB B+ E X IR E L %L FE Windows 3
R macOS plist PEXKIRE,

» —LREE Web RELRBEMNNIIFEERE , XA Windows ARk Msiexec
HITERE., XEMMIRESFE : can-prompt-user-credential, wrap-cp-guid AR
filter-non-gpcpe

o NAERIEI
« RAP{TRGEM
« NATHGEE
o HAERE G

N & TRI%IN
TRIIE T HEAE Windows SEMERF macOS plist &L E L H E X GlobalProtect B A TEF A,
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®3 K TAEMHNARE

NARERE Windows SEfft#&/macOS Plist | Msiexec 2%k

BRSE&N enable-advanced-view ENABLEADVANCEDVIEW="yes =
yes | no | no”

& 7~ GlobalProtect B#% show-agent-icon yes | SHOWAGENTICON="yes | no” =
no

/3 Fi Rediscover rediscover-network yes | REDISCOVERNETWORK="yes | =

Network ( EFZIMLE ) | no no”

I

/3 F Resubmit Host resubmit-host-info yes | RESUBMITHOSTINFO="yes | =

Profile ( EffiE X EHEE | no no”

X ) &I

ERREREBRA show-system-tray- SHOWSYSTEMTRAYNOTIFIC =

notifications yes | no

ATIONS="yes | no’

P AT REm

TRIIE T EAHE Windows SEMFFRF macOS plist FELE S B E XA F 5 GlobalProtect AR E A R Hi%

Wio

£ 4 FK: BEMBAFTRIEMR

MPREEE Windows JEf 2% /macOS Plist Msiexec Sk

ARFAFREHITA can-change-portal yes | no | CANCHANGEPORTAL="yes | no’ =

31k

RFAF#EBRIE | enable-hide-welcome-page ENABLEHIDEWELCOMEPAGE= =

H yes | no "yes | no”

RITFRAPSEER can-continue-if-portal- CANCONTINUEIFPORTALCERT =

T R S5 88k cert-invalid yes | no INVALID= "yes | no’

+

£ 3 *k . —n n S

ARTRAFPER disable-allowed yes | no DISABLEALLOWED="yes | no &

GlobalProtect R F

BRF

RERFERE save-user-credentials 0 | SAVEUSERCREDENTIALS 0 | 1 TEHA
1 2 2

SR O B 1k ' !

GlobalProtect 1# 1%
EiE EBE1RE
AFEN®EB , X
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NFEREERE

Windows jEf} % /macOS Plist

Msiexec Sk

Default ( A

A)

BE 2 MERFAF
Bo

R

THEE PAN-OS
7.1 NESRAH
Web REHIRE
Allow user to save
password ( /i
FPREZDE) , B
7] M\ Windows 3£
it R F1 macOS plist
&, Save User
Credentials ( #%F
AFR&ER) FBRS
EENTRERSR
LA EEERNE.

can-save-password yes | no

CANSAVEPASSWORD="yes | no’

i

1X PR Windows/7F
ZEIFH

HigELL
GlobalProtect £ 17
RERFITUER
Start GlobalProtect
Connection ( FF

¥4 GlobalProtect
EE)RE, A
TAFFSED
GlobalProtect 1%
RIEE,

ShowPrelogonButton yes |
no

TEA

|

N AT 79 1ED
TRHE T ETTHE Windows SEMERF macOS plist F &L E LA HE X GlobalProtect B 1T K%M,
x5 % BENRMATRIER

NTRRERE Windows JEfft #&/macOS Plist Msiexec S8

EERE connect-method on-demand CONNECTMETHOD="on-demand | user-
| pre-logon | user-logon pre-logon | user-logon’ logon

GlobalProtect BiIfl | refresh-config-interval REFRESHCONFIGINTERVAL= 24

2 Fr BC B R 37 Bt [|)
BB (At )

<hours>

"<hours>"
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NMRRERE Windows 3Eff#k/macOS Plist Msiexec 23k Default ( 2
iA)
HEZEREH DNS 1% | flushdns yes | no FLUSHDNS="yes | no’ =
& ({X Windows )
Windows Z£ /s | wscautodetect yes | no WSCAUTODETECT="yes | no” &
(WSC) REZEESF
M BIRIE HIP 1R
( X Windows )
N EE ProxyMultipleAuto ProxyMultipleAuto =
HARE (PR Detection yes | no Detection="yes | no’
Windows )
1B &R LogoutRemoveSSO yes | no LogoutRemoveSSO="yes | no” =
REBERER (R
Windows )
Kerberos & 1436 krb-auth-fail-fallback KRBAUTHFAILFALLBACK= "yes | &
IERMAEIEARRIA | yes | no no”
SHRBIE (R
Windows )
BEMNEBEHE | passwordExpiryMessage PasswordExpiryMessage
B ({XFRLDAP & | <message> “message>”
I )
1P PortalTimeout PORTALTIMEOUT= 5
(®) <portaltimeout> "<portaltimeout>"
TCP E# Bt ConnectTimeout CONNECTTIMEOUT= 5
(%) <connecttimeout> "<connecttimeout>”
TCP #EUGERY ReceiveTimeout RECEIVETIMEOUT= 30
(®) <receivetimeout> "<receivetimeout>”
BERWIEPHEEE certificate-store-lookup CERTIFICATESTORELOOKUP= user
® user | machine | user and | "user | machine | user and and
machine | invalid machine | invalid" machine
SCEP iEBLEITHABR | scep-certificate-renewal- | Fi&H 7
(R#) period <renewalPeriod>
BRAAIMXREE | max-internal-gateway- MIGCA="<maxValue>" 0
IR B connection-attempts
<maxValue>
BEPIRIEPT B | ext-key-usage-oid-for- EXTCERTOID="<oidValue>" TEH
FAFEAFNRIRAAFF | client-cert <oidvalue>
(OID)
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NFEREERE

Windows jEff % /macOS Plist

Msiexec S

Default ( &

k)

AP RXRARSEER

mEEN (B)

user-switch-tunnel-
rename-timeout
<renameTimeout>

TER

FRERESR
( X PR Windows )

use-sso yes | no

USESSO="yes | no"

o

FEFH

MR B IR ERRIAI]
F=IP gk ( SER
£)o

portal <IPaddress>

PORTAL="<IPaddress>"

TER

FEFH

MigE AL

GlobalProtect £ A
PR FIRE HERE
GlobalProtect |7/
Bl & VPN BgiE.

prelogon 1

PRELOGON="1"

1X BR Windows/F
EIIPHF

ZRENESER
% (SSO) —[R1fE
B, #8R3HSS0 %
M RERTAF
RHEEIT,

can-prompt-user-
credential yes | no

CANPROMPTUSERCREDENTIAL=
"yes | no”

o

1X R Windows/F
EiFH

1% E M Windows
BEFRNHFEE=
FERRHER
B, NIMRER
ZH1 Windows
FI\EO *

wrap-cp-guid {third party
credential provider guid}

WRAPCPGUID="{guid value]”
FILTERNONGPCP="yes | no’

1X PR Windows/7F
ZEIFH

HiRERRE
wrap-cp-guid By

B DNIETR | BRASAHL
Windows & FHi
MELAS | & RFFE
Windows &3 W H
EERE=FEE
REREFE,

filter-non-gpcp no

TEA

TiEA
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Windows s R L= H ERIBHEFH SSO B

RN E gV

NMRRERE Windows 3Eff#k/macOS Plist Msiexec 23k Default ( 2
A)
X BR Windows/F reserved-ipv4 <reserved- RESERVEDIPV4="<reserved- FERA
EIF A ipv4> ipv4>”
Etiﬁl_JullFﬁ“\Hi? reserved-ipv6 <reserved- RESERVEDIPV6="<reserved-
AP it o El A ipv6> ipv6>"
Wlndows % R o
X FEA Windows Stk sk Windows Installer (Msiexec) 5 X &£ REMNEMAL R , F5H

T&RER T 1k GlobalProtect 2 M #Z 51 jg MU FF iEE 2 BB I AMIE T, A XLEERETFFRT

A, 23

pre-vpn-disconnect, BXEPBM AN FHALSER |, iF

HIASER {6 F macOS Plist SREMIZA,

& 1 BEMMALFILT

M Windows E M #RE macOS plist & A< MY {E — pre-vpn-connect, post-vpn-connect %
ZHEEA Windows EMRIBMA, A Msiexec TpE

NTRRERE Windows 3£t #&/macOS Plist | Msiexec 3 Default (
A)
PITEGSIREFRIEENM | command <parameterl> PREVPNCONNECTCOMMAND= TiEA
7 ( @ﬁ'ﬁzzﬁ ylid N RS <parameter2> [...] "<parameterl>
WS ) . Windows 41 - <parameter2> [...]
»  TREINET command %$userprofile fSSaT:aTec::er >CTCO D=
L =, $\vpn script.bat c: P »
test Eser <parameter2> [...]
O EBEESDT ma CO_S T4l - PREVPNDISCONNECTCOMMAND=
gy THTEER ' "<parameterl>
=, command $HOME/ <parameter2> [...]”
vpn_script.sh /Users/
test _user test_user
( ) EEW T ARE context admin | user PREVPNCONNECTCONTEXT= user
fTARBREZTT ( BRIAER "admin | user”
 MBIBTIE
gi‘(l'?;)ﬁ Jl)itn y ij}l?ﬁ POSTVPNCONNECTCONTEXT=
SERR AP ST )p "admin | user”
PREVPNDISCONNECTCONTEXT=
"admin | user”
( ) &7 GlobalProtect | timeout <value> PREVPNCONNECTTIMEOUT= 0
NASEHSHITHRE Rl - "<value>”
(3BER0-120), RS ' _
SREEBNAER , A | timeout 60 o NNECTTIMEOTT=

SPEETHUMTTERE, O
B (RN ) RRNATSE
FHHWIT.

PREVPNDISCONNECTTIMEOUT=
“<value>"
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NEREERE Windows 5Efft#/macOS Plist | Msiexec 23k Default ( &
k)
N TXEF
post-vpn-
connect,
( ) EEEWS file <path file> PREVPNCONNECTFILE= FERA
FR {5 P A9 ST Y STE R B "<path file>”
&, GlobalProtect B ffF1R
POSTVPNCONNECTFILE=
‘,é z2R Ra A §
ﬁﬁ%ggﬁéﬁmﬂﬁﬁﬁ_ *<path_file>’
PREVPNDISCONNECTFILE=
Y XEIIRE "<path_file>”
=
( ) BEXHZHRF checksum <value> PREVPNCONNECTCHECKSUM= TiEA
51 F E’giﬁ:ﬂg sha256 & "<yvalue>"
B, MREBETRE
H , GlobalProtect I R1E ff:anPel\SONNECTCHECKSUM:
GlobalProtect R F 4 BRI e
BMEELEENRENE PREVPNDISCONNECTCHECKSUM
AR AT o ="<value>”
( ) EEH ST AR | error-msg <message> PREVPNCONNECTERRORMSG= TiEA

FReSUEEEEGEY
RS RN,

S OHERER
& awms 102
AN ANSI Z
ﬁo

I -

error-msg pre-vpn-

connect BRIEWMITEM#

"<message>"

POSTVPNCONNECTERRORMSG=
"<message>"

PREVPNDISCONNECTERRORMSG
="<message>"

A% E ZPE E Windows i &
£ Windows 3t &R 3 Windows Installer (Msiexec) ¥ GlobalProtect 5 T2 F 1% B iFE A b X = 3

Windows i .o

+ 1£ Windows ;¥ kB RIEBIRE
* M Msiexec SPERIEBIRE
o £ Windows I RZFEBHIZA

o fE Msiexec EFEBHIZ<

* Windows iR L E=FERBHERF SSO 8%
- fEH Windows EMRiEAE=HEER SSO T3
« {#F Windows Installer B A% =HF&E#ER SSO 22

1£ Windows ¥t R EEBEN AR E

E A Windows JE Mt TR B IXE#EZ GlobalProtect (17 2 81 , AIEAFF GlobalProtect N AR F R EZEE
Windows iR MERATRFMRAEINFFLE , A Windows jEM&R B E X Windows if S Y R ARE .
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BT E A Windows R E8E GlobalProtect B AT FiRE LS |, B A LLE A GlobalProtect
L R AR M Windows i SR AFE R Windows SEMFRAE B %Jﬁ , BRI G EREANE
rﬁbﬂﬂﬁéﬂﬂwﬂzﬂy i &Y, BARER SN EGHITSIE LA EMRIREHETER
RARE, WA, BETIRE B EXRERMN G LW ENAREFARELNTE,
STEP 1| £ Windows ¥t R # # 2| GlobalProtect L FAREF BE LiRE
#TFF Windows EM &R ( EMTRAFHHA regedit ) , HEF .
HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\

STEP 2 [ REITF & o

MBEFEHAAFEEEOEENEEEFHRAIT it , U TEE Windows I ETERET~ #
it
1. 7£ Windows it &R |, 3 :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. /i Portal (11177 ) , AAFIEE Modify (8 )
3. 7£ Value data ( EFIE ) FEABMAIFEN , AFREHOK (HBE ).

2
File Edit View Favorites Help
Khronos || Name Type Data
:“m m;d'a ab] (Default) REG_SZ (value not set]
M‘U_TISU ‘_"1Purta| REG_SZ gp.paloaltonetworks.com
DZ!”E '-’-'qure\ngnn
mozilla.or it Stri
R g. ab| ProductCo: Edit String X 5}
MozillaPlugins "1 R
al
Nico Mak Computing 2] Version Value name:
MNuance |poﬂa\ |
QDBC
. OEM Value data
v | Pale Alte Networks |
GlobalProtect
; 0K Cancel
DreCtrl | ok || Gane
PanGPSs
Panlinstaller
PanM55ervice
PanSetup
Settings
Traps
Partner
Policies
| Realtek
i | RegisteredApplications ¥
< > < >

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup

STEP 3 | &g EZPEZE| Windows s K , BIEHELE GlobalProtect N ARRFHIERE A EME QE
(SSO).

BEEEVNAEE , FKRIALEA Windows SEMRZEN G SNEN TEIIXK,

STEP 4 | £ Windows ¥ = /8 F GlobalProtect KRR FE@EE=ZFERE , ATEFRAE=FEREREH
BERFEE A SSO.
f£ A Windows &R A% =5 EEM SSO 8%,

M Msiexec ZE iR E

£ Windows s £ |, AEH T HHEEM Windows Installer (Msiexec) B z1#82 GlobalProtect 5 T2 /F 1 5
ARRFIRE
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msiexec.exe /1 GlobalProtect.msi <SETTING>="<value>"

 Msiexec RN\ ITREREET™ MW AT MITEF. 71217 Microsoft Windows XP =& 52
ERENIHRR L TESTRRIEFFEANRAEFEKER 8,191 NEH,

Msiexec 745l 1%, BB

DZz#ERX (EAFRE ) £% GlobalProtect , 3
msiexec.exe /i GlobalProtect.msi BBk,
/quiet PORTAL="portal.acme.com’

% GlobalProtect , R EIEP LA ELIE A FE

msiexec.exe /i GlobalProtect.msi EZP,
CANCONTINUEIFPORTALCERTINVALID="no”

BRRERMANRAENTRIR  ESHEELNARE,

» 4 SERBUEA Windows Installer I8 A= A& E# SSO @3,

£/ Windows JEfft R 208 A
Al £ A Windows s it &% B & I A< ZBE E Windows it R o

A B & GlobalProtect N ARFRAEMARAMEUTEHBHEITHIA  BIURSER G , MEFFRREERE
Bl EEBKEHAREMSTHEIA , M command MR B4 S| BHtABMIA,

BIFEBEIZE |, GlobalProtect NAMAENAEILEMKIIEZERGE , URNAMTFEECIZTHAR, MNE
ATRBPPIRAETFFLE |, 8 Windows 3R B E X Windows = N HIRE .

\ =17 GlobalProtect S 2.3 RESRANIKERAZETHTHBHMANEMRIZE.

STEP 1| TF Windows ¥tk , # %l GlobalProtect B A B E XX &,

#TFF Windows EM &R ( ER TR TIFHAA regedit ) , BREFBEHRITHA A ( EZF/ GSMTE
BA ) HRIEP-AEMRIALE -

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\post-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-disconnect

»  MRMIFMRIAE Settings (RE ) FMRTMA |, BlE— (A Settings (RE )
% New (& ) >Key (KM ) )o

STEP 2| 8|2 & AN command BT FAFER{E , ik GlobalProtect M AE{THIZA,
EUEENHLBEXGNIELELERE LETHEEMAR (BEABALMANEMSE)
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1. R command FREFRFE , WEIB—1 , 5ERERE T pre-vpn-connect, post-vpn-
connect | pre-vpn-disconnect , &3 New ( #T12 ) > String Value ( Z&FEE ) , AFHED S
A command,

2. A command , RF%EEF Modify (8K ) .

3. # A GlobalProtect BRI Rz 1T ds S MIA<, Hin

$userprofile%\pre vpn connect.bat c:
test_user

ﬂ Registry Editor == P
File Edit View

Favorites Help

. DrvCtrl “ || Name Type Data

J. PanGPS ab|(Default)  REG.SZ (value not set)
| Panlnstaller 3Blcommand  REG SZ

| PanMSService
| post-vpn-connect command

J. PanSetup Edit String -
-} Settings
| . pre-vpn-connect Value name
| pre-vpn-disconnect
| [ Cancel l

Value data
>- b, Traps

| TrapsDumpAnalyzer
-4 Policies ‘
-l Realtek

------ | RegisteredApplications -~ ||

%userprofile®\pre_vpn_connectbat c: test_user

0K

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-vpn-connect

STEP 3| ( ) REFE , A8/ SR MEAERRI

BB RS SUEMRIMMABRAE , B context, timeout, file, checksum B error-msdgo E%E
B, BEHBEENLRNARE,

£ A Msiexec EfEHIZAN

7 Windows s & £ |, AI{#E A Windows Installer (Msiexec) 282 GlobalProtect . RAREBNRMASES)
BITHBAR (SREEYNAEE ). Ak, EEAUTIEE

msiexec.exe /i GlobalProtect.msi <SETTING>="<value>"

 Msiexec RN HITEZEREE” m AT ITEEF,. 1217 Microsoft Windows XP & 5 iR
F RHRGL ThhARSHH BRGNS SHEKER 8,11 A5,

WRREER Tt 1T. HttHBHRENNBIHELE (a0 USERPROFILE & ) FFFEH
BTEY R, MENGSSITETHAESY |, ERSIEER FHAAE X4 E,

fltn | ERBESEEERMTEES4HREMSTHHA  TERAEU T REIZELCEEE
Bl : EH Msiexec BBEEREHTIZTHRIA
_@_ BXREAEHREEHBIA | BT,

msiexec.exe /i GlobalProtect.msi
PREVPNCONNECTCOMMAND="%userprofile%\pre vpn connect.bat c: test user"
PREVPNCONNECTCONTEXT="user"

PREVPNCONNECTTIMEOUT="60"
PREVPNCONNECTFILE="C:\Users\test user\pre vpn connect.bat"
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PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2£3174£fd8fb01a46al9e3ec9078b011
8647ccf599"
PREVPNCONNECTERRORMSG="Failed executing pre-vpn-connect action."

AXRERANRAENETENE , BSHEE LT AIRE,
T 5 Msiexec BEEERN . ERE DM EREA T THOME
{?_ﬁ%ﬁﬂﬁﬂ%MmW$,ﬁ BULAL,

msiexec.exe /i GlobalProtect.msi
PREVPNCONNECTCOMMAND="%userprofile%\pre vpn connect.bat c: test user"
PREVPNCONNECTCONTEXT="user"

PREVPNCONNECTTIMEQUT="60"
PREVPNCONNECTFILE="C:\Users\test user\pre vpn connect.bat"
PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2f3174£d8fb01a46al%3ec9078b011
8647ccf599"

PREVPNCONNECTERRORMSG="Failed executing pre-vpn-connect action."
POSTVPNCONNECTCOMMAND="c:\users\test user\post vpn connect.bat c: test user"
POSTVPNCONNECTCONTEXT="admin"
POSTVPNCONNECTFILE="%userprofile%\post vpn connect.bat"
POSTVPNCONNECTCHECKSUM="b48ad33695a44de887bba8f2£f3174£d8fb01a46a19e3ec9078b011
8647ccf598"

POSTVPNCONNECTERRORMSG="Failed executing post-vpn-connect action."
PREVPNDISCONNECTCOMMAND="%userprofile%$\pre vpn disconnect.bat c: test user"
PREVPNDISCONNECTCONTEXT="admin"

PREVPNDISCONNECTTIMEOUT="0"
PREVPNDISCONNECTFILE="C:\Users\test user\pre vpn disconnect.bat"
PREVPNDISCONNECTCHECKSUM="c48ad33695a44de887bba8f2f3174fd8fb01ad46al9e3ec9078b0
118647ccf597"

PREVPNDISCONNECTERRORMSG="Failed executing pre-vpn-disconnect action."

BRRERMENRNENTRIE , FSREE LN ARE,

Windows i ] £ =5 RRERMHEEFRY SSO A&

#£ Windows 7 i = L , GlobalProtect S R Microsoft EIFIRMEBFERRK I #FH S & F (SS0), B
& SSO , GlobalProtect Z#ER 2 F 2% Windows A ERREIESF , iX 18 GlobalProtect BEH% {5
Windows & FEIE B33 T 5 ORI HERES GlobalProtect [ TP MM, 4k , SSO BEFE Windows
10 AP EZBIHREBERERE TREBERNEXZER , £ GlobalProtect EREIBHEFENE
Active Directory (AD) %%,

Vg FHFEHMSE = FH EREMHEFE |, GlobalProtect EFIEMUBEF T EWER M Windows & xKE
#&. HIk , GlobalProtect 7% B 3hE#EE] GlobalProtect [T RIMx, MR SSO kM |, BAIPHAE=HE
FERMERF , A5 GlobalProtect NABR BN BHEXLEE=FER , XEBHFEBIUEN Windows &%
EAF KN UEZE Windows, GlobalProtect LA K £ = FERIRHEF.

AR Windows BB N E REMMBFZHN . —MNETRE=ZHFEREMHER , E— M ETAN
Windows &F, HE=HERRERFRIMTERT GlobalProtect B EHMIhEER |, X+ 2B,

N MREEEMNEH Windows i L ER GlobalProtect RN |, BTED TR RFPIT
GlobalProtectPanGPS.exe -ufps,

£ Windows 33t &R K Windows Installer (msiexec)ftiF GlobalProtect @R E=HEHR :
- fEH Windows EMtRiE AE=AEER SSO T3
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« {#F Windows Installer B AZ%E=HFE#ER SSO 22

Q HYE=FEEREER (CP) B9 GlobalProtect SSO @X AT E =4 CP iRE., #E
BERT , MRE =74 CP LT A GlobalProtect i 3h4a%E CP , | GlobalProtect
SSO BEAJREFLIEIEE T,

A Windows JEfitk/5 HE = HEER SSO 8%
£ Windows ¥R FIRB LT HBIE Windows 7 iwm LB B SSO B8EFE=FHEE,

STEP 1| #TFF Windows jifitk , H R I EBENE=Z S ERRUEFN LB —FRRAF (GUID),
1. EWTRIED , MASD S regedit BUITH Windows jE &R FmiERS.
2. BELIT Windows AMRMUEBEUEE LA TENERRHEEFIIK .
HKEY_LOCAL_MACHINE\SOFTWARE\MicrOSOft\Windows\ CurrentVersion
\Authentication\Credential Providers,

3. EHESENERIEHERN GUID I (81 GUID B AES — () )

a- |, CurrentVersion “ || Name Type Data
J App Management ab| (Default) REG_SZ GenericProvider
. App Paths
»- 1. Applets
b Audio
4. || Authentication

Credential Provider Filters
4|, Credential Providers
i | {25CABS579-1BDB-469c-BIFC-6ACSALE1CIR)
{25CBB996-92ED-457e-B2BC-4774084BD562}
. {3ddbbec0-8193-4ffe-ael5-e08e30ead063}
. {503739d0-4c5e-4cfd-b3ba-dB81334f0df2}
. {6f45dcle-5384-457a-bcl3-2cdf1b0d28ed}
{8bf9a910-a8ff-457f-099f-a5cal0b4aBE5}
. {94596c7e-3744-41 ce-893e-bbf00122f76a}
e Lo {AC3AC249-E820-4343-A65B-37T7ACE34DC09}
L 1) {€74€57h0-6chd-44d5-Ocda-Fh2df5ed7435)

STEP 2 | IR B wrap-cp-guid R IN%E| GlobalProtect I HRF A E=FEREREEHBS A SSO &
Ax
Zx<o

1. # LT Windows SEMRE :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\ GlobalProtect:

Q’ Registry Editor

File Edit View Favorites Help

4- | Palo Alto Networks
» 1 L. GlobalProtect
» L. Traps

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect

2. & ih GlobalProtect X3k , AAfGiE#E New ( 7 ) > String Value ( FRFEE ) SURNMFHN FRIHE -

Q’ Registry Editor

File Edit View Favorites Help
A | Palo Alto Networks
. !l GlghalPratert
> - Trd Expand
I Trg New 4 Key
> :Ohlctlé Find... String Value
> - ea- N Delete Binary Value
= Regist] )
s | SHAR Rename DWORD (32—bft) Value
b- ). Sonic Export QWORD (64-bit) Value
b-J SRSLd  Permissions. Multi-String Value
b | Syma Expandable String Value
L. ThinPrl Copy Key Name T
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
=
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3. BLELLF String Value ( & &E ) FE :

Name ( £ ) : wrap-cp-guid
Value data ( E¥#& ) : {<third-party credential provider GUID>}

# Value data ( E#IE ) FB&H , A GUID EXFERKESHFEK : {and
Jo

BAR R Value data ( EEIE ) FERHPNE=FEFERMLEZERF GUID WA :

{A1DA9BCC-9720-4921-8373-A8EC5D48450F}

3 FHH String Value ( Z&F & ) , wrap-cp-guid ERRNIZZRFEEN Name ( B ) , GUID
£ ~A Value Data ( EFIE ) -

STEP 3| &L :

FRALRE , INEEREZRELEHFERAY Windows 2 FENy, X4 /A /P8R0 HE R MM
Windows EEE MR LA |, £ LB F I Windows, GlobalProtect M5 = A ERREEFNAF 3
TERRIE,
( ) MREBEEEFZRELOAFPERZ NN |, BIZARY Windows BIE M 5 = 7 ERIEHERR
N, ATASERITER 4,

. ) MREBAHAFDERIANEERERERS , TUSERTER 5,

. ) MREBEEZXRRELRBE=ZSEREEHER , IUSERTER 6.

STEP 4| ( ) AFERRNBAFERE=FEREREEFELY.

£/ Name ( £# ) filter-non-gpcp NN =4 String Value ( /& ) H , HHA no R FHH
9 Value data ( BEZ#E ) :

b wrap-cp-guid REG_SZ {1A1DADBCC-9720-4921-8373-ABEC5DA8450F)
ab|filter-non-gpecp  REG_SZ no

Ttk 2 EERIME GlobalProtect IR &G , Windows 2 EZRELFMWAFPEEIRABRTIEM : &
Windows B8 = F ERIREREFRI,

STEP5 | AP EFRIERINERRERHER.
1. TFF Windows itk , HEREESBEA AN RAERRHEEFNE=FEREHEFN B —HRR
& (GUID)
1. EHSRREHR , A D regedit KITFF Windows SEAt R 4mEEES,
2. %ELLT Windows I RMNUEBUEE YHRENERZHEFIE -

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providerso,

3. EHERFRHEFNTE GUID I (245 GUID MK RES — (M) ).
2. A A R gmiERR AR A o EMIARIERHAREF.

1. EHSRIRED , MADT gpedit.msc SAITHF AR KK REERT

2. %$% Computer Configuration ( it E#LEE ) > Administrative Templates ( B4y ) >
System ( 4t ) > Logon ( &% ),

3. £ Setting ( i%i& ) T , X i Assign a default credential provider ( 2B ERIAEIRIRERRF ) LT
FoERBRAEREREERFED,

Name Type Data
ab)wrap-cp-guid REG_SZ {A1DASBCC-9720-4921-8373-ABECSD48450F}
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4. fFRBEIZRE N Enabled (BB ) -

5. 7£ Assign the following credential provider as the default credential provider ( FUA T EFEREHE
FABEARANZERMER ) T , AAZERERZFR GUID ( M\ Windows EMERES ) -

6. B Apply (KA ) , RARE T OK(HAE ) REER.

STEP 6| ( ) M\ Windows B2XREREREE=FEREMEFEM.
1. #TFF Windows ¥tk , R I ERBHE=HF ERREMEFN B —HFIREF (GUID).
1. EHSERREH , MASD D regedit KITFF Windows EMt R 44558,
2. %ELLT Windows I RMNUEBEUEE Y RENERZHEFIE -

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providerso,

3. EHERENERREEFNTEGUID I ( B GUID IR AES — (M 1),
2. AR F R RIE S LA BRI BN ST IR R F

1. EHPRREHR , WMADT gpedit.msc BUTHF Kb A R REET o

2. i%&$# Computer Configuration ( it E#LELE ) > Administrative Templates ( B4R ) >
System ( R4t ) > Logon ( &% ) o

3. £ Setting ( i%i& ) T , Xk Exclude credential providers ( HEBRERRETRRF ) LAITHF Exclude
credential providers ( BERRERRMEER ) B0,

4. FFERBEIZREN Enabled (2B ) -

5. 7£ Exclude the following credential providers ( HEBRA T EFERHERF ) T , WAERBENEREIR
HIEFH GUID ( M Windows SR EH ) o

» ERREZNERREUER  BERESFEEA GUID 2R,
6. B Apply (KA ) , RRRETZ OK(HAE ) REER.

STEP 7 | mﬁklu\EIJEE&O
ERERE , EFMEHIRGEUFEEREN,

& Windows Installer 5 S = HE#ER SSO At

1£ Windows Installer (Msiexec) 1 LA N IEI#E Windows 7 im R LG F SSO 8% % = A ERREERF.

BERFE=ZFER A6 HEE %ETI"’JFEFJLH_'\ZMME')"E AP B G , HERAE AN
Windows EREEFFHKR. EREFZFERAFX Windows, GlobalProtect R EE=15ERER
HEFHTE ORI,

1£ Windows Installer (MSIEXEC) B LA TiB3% :

msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}”’ FILTERNONGPCP="yes”

£ EHEMEEP , FILTERNONGPCP S BB A S = A RERMIEA T HRB RS IETUA L A
P#ATH BRI,

MREBFLEAFPERFERAE=FEREH#ITER , ATLE Windows Installer (Msiexec) A £ F LA
Tll:l /f .

msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}”
FILTERNONGPCP="no”
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£ LRiEES |, FILTERNONGPCP S 8i& N ‘no” , ME TE=ZF EREHBEFNERHMNY , LERER
AN, EXFERLT , YAFPEZET Windows i A B [ BB SR ASHL Windows B M E =5 E1F
REREFR,

A REZPEE macOS iR

£ 8 macOS £ /5 plist ( BHEFIR ) XHIZE GlobalProtect AR B E IR E S AT E 2] macOS i
=1

PAY

e 7£ macOS Plist PR ARE
o f# macOS Plist ZFZ A<

1£ macOS Plist :HE3E N HIZE

BALATE macOS £ /7 plist ( BHEFIER ) XHFEE GlobalProtect ARFBHENIRE, AT TE macOS
U S B REEE GlobalProtect 1 HI#F GlobalProtect N A2 Fi& B ZPE ZE macOS i 2o

£ macOS iR L, plist XL F /Library/Preferences % ~/Library/Preferences H, &
B(~)BFERTMIBMNTHAFNEXHERP, macOS w2 LH GlobalProtect NARFE ESK
& GlobalProtect plist % &, MRZ{LEFRFE plist , N GlobalProtect EAEF S ~/Library/
Preferences RE R plist IRE,

E& T 58 macOS plist Zf= GlobalProtect §i TR Fi%E L4 , & LUE A GlobalProtect 57
RREFM Windows ik SULEAFER macOS plist 8. RJg , R AGEBIEFFERME
22 MNMER TR, 50 SURIEZ S MR ST ST 805 A 2518 8 AR PL B B 5 257
B, A, SBETRE B E X E RN G LU ERNAEFNRESRE,

STEP 1| TFF GlobalProtect plist X4 , # % GlobalProtect AR BEIRE.,

f# F Xcode E0& ik plist 4mHBES AT FF plist S04 -

/Library/Preferences/com.paloaltonetworks.GlobalProtect.settings.plist

REHED

/Palo Alto Networks/GlobalProtect/Settings

MR settings AHEFREE , SIE—. HE8ENEMRIENFRFRRME settings 178,

STEP 2 | RE[TF B,
MRFLEFLAFPNEEEXNEENEITEFHRMAI At , WAES plist EEF]~#hut, £
PanSetup 1H B | N portalBitE— N,

STEP 3 | &R EZPEE macOS iR , ‘BIE GlobalProtect R AR FRIERE S £,
BEEEENNAEE , REUETLUERA macOS plist #TE B M RIMAEN TEYIR,

&£ F§ macOS Plist Zp2 )<

M AP B ER R GlobalProtect M%ET |, GlobalProtect N4 THEE K |, FNARBRER
GlobalProtect macOS B34 (Plist) Fo BRT ERNARELN |, BRI SAERA plist AEMRAAE U TEH

EHEMA  BURERE  MMTRREEER . NERNTIERITE , £ plist FEIAEEE ] macOS i
&

Al

) 1217 GlobalProtect N 2.3 R B & MAH % R X #7571 A FEEMAH macOS plist iRE,
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STEP 1] ( ) FRIREET. XA LERERSE plist REZXE
BREAEFHEIET,

EBERBRINEETEF , M macOS LiHiz1T killall cfprefsd Mo
STEP 2 | TFF GlobalProtect plist 3X4F |, % B2 6122 SEZ L W IEEE M4 KB GlobalProtect 17 B8,
#4216 BB/NE R INR B R E T GlobalProtect B FIE 1T b B A< B9 B 8] o

5 Xcode & ik plist fREEEFF I plist X#F ( /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist ) , BEUTHP —/ M B FTTE
E :

/PaloAlto Networks/GlobalProtect/Settings/pre-vpn-connect
/Palo Alto Networks/GlobalProtect/Settings/post-vpn-connect
/Palo Alto Networks/GlobalProtect/Settings/pre-vpn-disconnect

MR Settings HAERELE , BIB—1, RF, £ Settings B |, RIBHFEETHIAMNE
& somwan,

STEP 3| 8| & N command BIFT String , it GlobalProtect 5 iz TR AN,
EUEENERSIALFZEEECHNHALEITHATHA (MEBEAZALBANSEH ) .
MR command FRBRFEFE , FREFRFM— , £ Value (B ) FERPEEHANSE, Hlu

$HOME\pre_vpn_connect.sh
/Users/username username

£ XERETLE,

o FIEEETERER,
A
STEP 4| ( ) RINERGEEXRNHEMZE , SFEELNR, HWAERE, #EEXHFHRER
BENEBFSHRITAMNE RHNEIRES,
£ plist PRIBERIEREMFRE (context ( ETFX ). timeout (HAE ), file (X
). checksum ( REM ) M/H error-msg (FHIRHEE ) ) , MAMNNE, ESZEE , FSHEE
NRRARE,
STEP 5 | P58 BURE 2 plist 3244
ﬁﬁ plisto
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GlobalProtect 7-%& P uw VPN

GlobalProtect TT& F i VPN 24X — &l Web MEAREFHZELE. ARFEERE
GlobalProtect ¥4 , BN A M /S A SSL B9 Web X M 25# TZ 2 ih R, MREZEZ S MENHEHE
SEEBHRNAREF , BRLBRERERST (BEMERR ) , IXFEEH, B
& GlobalProtect (TP B RINHE , AMEETHPMAFLAHRE Web NARER , HATFREREZER
FEASAMLHNARF. UTEHREEXNMAEEMBERTEF K VPN RIEHNE L,

> FTEFiR VPN Bk

> XEFMER

> BEXLEF R VPN

> FTLEPUE VPN HEERR
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& P ium VPN Biin

EEXLEFim VPN Bt |, iR AT LAE A Web XI5 85 & % GlobalProtect 17 , B3I RAF X MHE Web
NARF, REAFKAFE , BUUATARBRGREHAMMINN—EANARER , A FMIESTHAS
EXMARRF URL RigREti ol MARRF.

EFFE, APRNEI 1A NARFIE , HPE3ETUE3H Web RARF IR, B LE
F GlobalProtect ITF EHWEBIANARFERNE , FIANENCLEEENEZTAME.

paloalto GLOBALPROTECT @ Application URLv & GlobalProtect Agent & Username

box O & ¥

Box Office 365 OneDrive Google Dropbox
& SharePoint

G @Y

Salesforce GitHub Yammer No App lcon

3: BTEFIR VPN WA ARFEERE
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BATFHTEERTRIANITFAMEERZFAE , At e8E1EM GlobalProtect NARF TH R @A SEE, M

REE , AP WA L% Application URL ( BZAEF URL ) H 4 A URL LAS 3 HAth R K BV & Web B

AR,

MRNEE— Web NARERF ( HEIEBRIXEMHONARER ) , IF2FRAPTREAAHNRMAREFR

H, REAFERX, NABRFHR2B3I B3, WRTEE GlobalProtect TEFiw VPN , AP REEFE]
FPREINARFHETRITE,

£ BLE GlobalProtect T& i VPN B} , EEZ 2 EKIEK 1K B GlobalProtect R REEA BT SRE

BERMNARFEZRAEME SRR GlobalProtect [T MXEBKAI L2 X1 , LA M GlobalProtect 7177
XBEETHAFPFOREARZICATNARFRSSHAMENXE, BEUNZSRIBIRHHLER - SNER
BINERAHRARER.

Security policy for accessing Security policy for accessing
the GlobalProtect portal published web applications
(usually user-id based)

GlobalProtect Users GlobalProtect Portal Application Servers
Clientless VPN processing

I (rewriting)

Untrust Zone SSLVPN Zone Trust Zone

4: TTEPiw VPN B X% & R
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SZIFRYEOR

WMIE |, BT LAELE GlobalProtect [TFR LR E L4l Web N ARFHZEZEHENR. N TREH
FHR , FRAEHBTINHEREMRAXRERFZH , EZEKREFLENRENTEF K VPN AR

Fo

R

Web N AEFHEAR .

XA AR A

HTML

¢« HTML5

*  HTML5-Web-Sockets

Javascript

mRESE B (RDP), VNC = SSH

- ERIREEMZEN (VDI) MELAL (VM) IR | 6l Citrix XenApp #
XenDesktop 8 VMWare Horizon # Vcenter , X #@d HTML5 &b 15
B, AEUBRETEZ i VPN IF RDP, VNC 5 SSH R¥EZEXLEHEE , £TF
HibsE =5 HE 4,

EFBEN HTMLS A HRHAMZTLEF 5 VPN 0 W% RN A ZE
RIEEF | ATLUER TF Fii VPN F HOBLink 5 Thinfinity S8 =5 # N
AT RDP,

Adobe Flash — @3 &&= i VPN |, 3 % 28 a2 A Adobe

Flash, Microsoft Word X # 3 Adobe PDF AR, B2 , T= ik VPN FE

J£7E Adobe Flash, Microsoft Word 33 Adobe PDF JEE HTML URL =%

B NMERNBERER,

HaE R (4 Microsoft Sliverlight 8, XML/XSLT ) A % #,

BRERS

Windows
macOS
iOS
Android

e Chrome

* Linux

EFRH

Chrome

Edge

Internet Explorer
» Safari
* Firefox
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RELEFim VPN

EfiE GlobalProtect T&E % VPN :

STEP 1| HZTIT/E :

TEM GlobalProtect [ TP B TLEF ik VPN BIBH X i £ %% GlobalProtect 1T, & &30 Al UEF
T,

REFRF GlobalProtect THE Fifi VPN IAEH ( BSRLENBHHHER ) , HAREFITH
REFIRER AR, ENRESSE | i GlobalProtect TE i VPN BRA R ESHANBEH.

¥ GlobalProtect Clientless VPN Last checked: 2016/11/09 17:03:03 PST  Schedule: Every hour (Download and Install)
58-11 panup-all-gp-58-11.candidate GlobalProtectCli... Full 75KB 2016/11/07 18:57:21 PST v
58-10 panup-all-gp-58-10.candidate GlobalProtectCli... Full 74 KB 2016/10/25 17:51:17 PDT ¥ previously

BIEMCER NIEELEFiw VPN B GlobalProtect I ELE#IhH FQDN, FEFH S PAN-OS Web

SEAMRER FQDN,
EFREE SSL RO ( TCP ¥% 0O 443 ) E3EE GlobalProtect [17. JEFRAERORZ X E,

STEP 2 | £/ GlobalProtect 7% F i VPN BLE A BRI AFEF. GlobalProtect 1P A~ BRI EFE
WEZXIHLERXENARR (NABRFERTH ).
1. i%#% Network ( 4% ) > GlobalProtect > Clientless Apps ( T&Fiw M ARERF ) 3 Add ( F) —4

REINNARF. NTEMNNARR , BE

« Name ( 8% ) —HABRRARFNESR (RS 31 NFRH) . BMXSKXNE , B4R H—
W, NAIEAFE., BF. 2K, EFFNTIL.

Location (L& ) (NTFATFZEUMREEXNTHBIAIE ) — TE P VPN RARER AT ANEL
RE (vsys)o MWTFFARUETZELRGENX THBF A , Location ( L& ) FEETFSHI,

« Application Home URL ( RIFf2F £ URL ) — MARFAEN URL ( &% 4095 NERF)
Application Description ( RFARFIHA ) ( ) — MARFHNRE (& 255 MNFR ) .
Application Icon ( NAEFBE#HR) ( ) —HRRERTNARFRNE LW ARFHNER, &
AT LA B8 B £ 4% B FR

2. BHOK(HE ),

STEP 3| ( ) BIEARERE Web N ARFE,

NMREBBRERSIMNABRFESHRH{ETHFANTR , TEFHRMABRFA+T28R. 6
W, G&A ERNW M SN ARFRTREARNTRARNARERF.

1. #%$% Network ( M4& ) > GlobalProtect > Clientless App Groups ( & F IR AREFA ) . Add (K
) — N FEEF G VPN RARFAHIEE
Name ( 8% ) — W ABRNABRFENER (ZZ ILNFH) . EHRXDKNE | BXTRMH
—. RAIEAFE., BF. =8, EFFATL,
Location (L& ) (NTATZEMREEXNTHPHAE ) — TR im VPN NARFATANE
BALRE (vsys)o WFFARATFZEMURSEEN THBH A | Location (LB ) FERTFAHI,
2. 7£ Applications ( R AATEF ) XiF , Add (%N ) RARFEA, BUUMRELEF I VPN RARE
FFHIRFEZEHE L — New Clientless App ( HFIEEFIHENARF ) o
3. BHOK(HE),
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STEP 4 | EZi& GlobalProtect |1/ LR T & Fiw VPN BRS .

1. %3#* Network ( M%&) > GlobalProtect > Portals ( [1/ ) , AEERZFMEEESR Add (5
) FEB. 2% E GlobalProtect [ 1[0 LR,
2. 1E Authentication ( 3 RIE ) W< , EAIL .

- | ) BITALEF VPN BlEFHEF RS BRI, EXMPERT , %32 Browser (X%
82 ) B Client Authentication ( /i &2 101F ) 9 OS.
FERAREEF RS BRI,
3. 7£ Clientless ( T& s ) > General ( M ) #F , i&#% Clientless VPN ( T& % VPN ) UG A
REHEEUTHE :

NIEERARFZEFRIEM GlobalProtect ['TF#EE — /> Hostname ( #1175 ) ( IP #hik=g
FQDN) ., ZEHNBATEERAESF URL, (BX URLEENEAESR , BSRSES ).

IR IEE AR bk F ik (NAT) 1244 GlobalProtect [T R F RIMXPR , M4 AR IP b
L 1t 5 FQDN %415 GlobalProtect [T/ ( /A4t IP #haik ) B9 NAT IP shit ¥ PTH ( SRFRAT
7 NATIP st ) . HFRAP TR BE SO LR GlobalProtect [/~ |, E itk NAT
BliR A4 2 TCP i% 0O 443,

EE — Security Zone ( £2X ) . LWXEHAERAERNARFZEBEEFENRXE. MXE
E X F R AR XY 222 #0058 E 0] LA 8] BRLE R 2T o

« 1%£3F—/> DNS Proxy ( DNS {32 ) [R5 85 B i — 1 New DNS Proxy ( #7 DNS X
1 ) , GlobalProtect AL AKERENNARFEF. & DNS KEXN R,
Login Lifetime ( 2X4£WAH ) — EELEF I VPN 2B REKERERK ( DEtEEh o &
B). BENSENER 3D, NBEER 1 E 24 ; 28EER 60 £ 1440, ELENLHG ,
AFXRMEFHFHETEHRIE , HEHIFWELEF K VPN £iF,
Inactivity Timeout ( RN/EBIEE ) — IBEELE iR VPN RFERFZEZRAMNEE (/DT 8
). BETEDENNENR 30 284, MEER 1-24 ; 2HBER 5-1440, WREEER
B R AFRERTEMRE , ARPSAAERRITEORIE , HEHFHEZFF K VPN &iF,
Max Users ( R AP ) — EETURIGRIMXWERAF K. R EEREEE , IBERK
RE, MRFK[/AERA , WBREBFEN S0 MNAF. MRRBKEKAFRYH , HEEEF % VPN
BAPRTEEFEIF,

STEPS | RAFMAFARFEINAERF.

1t B B 42 4| VAR L R FR A2 7 AR PR = A R A AT BAM GlobalProtect & F i VPN £iEE 30,

GlobalProtect [T E ISR A 7/ A P A% B KT E 5 AN EL B % 1% 44 3 1T IE3E /Y GlobalProtect o
EFi% VPN, MREBEZANEE , THACICEREF AR IFFESENNARER , BATF R
PFMNFRMBFREREBCE,. RENFMEKREICER , ©RATFHERE B1EX4% GlobalProtect &
=i VPN B,
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GlobalProtect Portal Configuration

General
General  Applications  Crypto Settings  Proxy  Advanced Settings

N N I

Engineering-Apps acme\engineering Internal
Clientless VPN MDM-Integration-Server
Corp-Apps
Dev-Ofs-Apps acme\devops Devops-Apps
Corp-Apps
Others any Corp-Apps

Authentication

A B Delete EMoveUp 3 Move Down

RUARFAAIAF/AFASATEBH KRR BN NARFHFTERSMEN TG RXENARF,
BULERARERBEFNMARERF (ERHIKRES ) HE,

™ IELE LRSS ( Device (&% ) > User Identification ( Fi #8112 ) > Group Mapping
Settings ( HMRFHRIE ) ) 25T REIEFH,

1. 7£ Applications ( NATERF ) W+ , Add ( 70 ) —4 Applications to User Mapping ( N A&
BAFME ) | SURARERAHNARFH#ITTRE,

« Name ( 8% ) —WABMPNEN (RZILNFHR) . BRI KNE , BEXATEHE—W, XA
FAFE., BF. 2K, EFXFNTIX.

- Display application URL address bar ( & /RN AT URL thibf2 ) — EFHETIE RN AREF
URL it , AF AN B R ENARFERTHA LA ANNARERF. BAR , ARTNE
£ Application URL ( SZFi#2F URL )

2. 187 Source Users (JRAF ) . &7 Add (75N ) ENANENARFEBEMNIGIAFSAFRH, X
LR BEH GlobalProtect T&E it VPN BB BN N ARFWANR, BRAFPFMAZS , &iE
EEMAXEEENAZAFRA
« any () —FNARFRENAERMEAS (XFEAA (F5N) AFRAFR4E ).

+ select (& ) — NN ARFEENAZ Add (&) BZIIERNAFPFTAF4A,

3. NENNARFRNARFE Add (7F0 ) BIRS. BEFEEM Source Users (JRAF ) AT LAfEMA
GlobalProtect To& i VPN LASEIZZIR M B B RRF o

STEP 6 | EEXE ik VPN 2ENRERE,
1. # Crypto Settings ( MNZRE ) ETFF , FEATHAXBHNRFHNARF B SSL 2EFNF 0K
IEAM N &%,

* Protocol Versions ( tMXMRA ) — EFENSEMZES TLS/SSL A, TLS rA#EE | EiZE#l
®4, %BEIE SSLv3, TLSv1.0, TLSv1.1 & TLSv1.2,
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Key Exchange Algorithms ( BARRE L ) — BRI FNBHATRELELR, ®EFESD
¥& : RSA , Diffie-Hellman (DHE) =} IS i # & # £ Diffie-Hellman (ECDHE),
Encryption Algorithms ( INBE L ) — R FHOMBE L, BIBVUEE AES128 HES,

+ Authentication Algorithms ( SRRIFE L ) — EBIHNFHRIFE L, EEE
$& : MD5, SHA1, SHA2565SHA384, EiIUfEMA SHA256 SHE SR A,

2. BB ARFRMNRSSIED R EUT RBAERITHIRE

+ Block sessions with expired certificate ( FRILIE B ESHN ST ) — MRBRS[EBESIH , W
PRLETAE R AR,
Block sessions with untrusted issuers ( FALLA R EFRAIEHNRIE ) — IRBFRIUELRHTZE
EREB MR NI A , WA L E R ARF

+ Block sessions with unknown certificate status ( FRIEIEPIRS R AN SE ) — 2R OCSP 5
CRL BRSSIR B R FAVIEPH B HIRAS , MPALHE R ARE
Block sessions on certificate status check timeout ( FEIEIFFRBSREBIHSTE ) — MR
RS EEWEEAHERRSIRS B R 2 BT8e , MIPE LR NARF.

STEP 7| ( ) BE—NSHEMEBRSFEERTRNARER.
zﬁ AXFENRENERSBRIE (AFENED ).

MRAFZEEBIRERSFIFENARRF , iEEE—1 Proxy Server ( KBRS R ) . BALFMBZA
RERFFREE , SEFEE .
Name ( £#% ) — ARFAREBRSZB|NRE (ZZ 31N FR) . BRI KNE , BXARKE—
M, NAFEAFE. BF. =&, EFFNTIL.
Domains ( i ) — AR ERS[RUNE. BANEREFLERABER () RRTSMN,
Use Proxy ( R ) — B9 BERERS S REANENIHE.
Server ( lR55 88 ) — BERERSEMN IP tutREN B,
« Port (%A ) —EESRERSF[EFHHO,
« User ( A7 ) Ml Password ( 3 ) — IEEBEFENREIRSB[/ATEEM User ( A/ ) M
Password ( %18 ) £1E. BXIEEZBUMITRIE.

STEPS| (7114 ) 3 MR S AT A BRAL .,

TEFim VPN Y REARE | AMERKFWNARFREN Web TH. E2EEFTA URL , HEIZiE
APREREENTE , XAYIHEIXLE URL B, FREFET GlobalProtect |17,

ERELEBRT , NABRFURERZEEIIFHRINIE (5w, RARFIREISE
yahoo.finance.com LI ZENRE ) . B LABEBRIXLTIH,

£ Advanced Settings ( BRIRE ) T+ , Add (1) HA. EHABH IP #1tF) Rewrite Exclude
Domain List ( EEHREIIER ) . XETHHENEEANFHBRAETEEE,

FHIMFETRZHRR, VBN BNEERR () ReeHIMEBHHFFL (10 *.etrade.com )
STEP 9 | REFEITFPEE.

1. WFOK (H/E)

2. Commit ( 12X ) EX,
STEP10 | EE—ANLZ XN , FAFEBHREXMHNNARER.

BEEUTLZEERE

FERELEF i VPN B GlobalProtect I RIS AT M Internet 58], X ZM Untrust = Internet X i3
FEIEELEFE VPN NP XENFRE.
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« AFELEFU VPN AFFE Internet, XRMTEEF K VPN XigZ| Untrust = Internet X H 7R
=

BEHo

GlobalProtect Portal Configuration

General

General  Applications  Cryplo Seftings  Prowy  Advanced Settings
Authentication

Agent
Chientless VPN

Clientless VPN

Hostname | dientlesevpn. example.com

Security Zones  ClientlessWPN s
DNS Proxy  DNS-Praxy v
Login Lifetime  Hours:

Satellite

Inactivity Timeout Minutes

Max User

« AYEEFE VPN AFRERESWLERR, XRMEEFH VPN KFEEERLAXENRE. BENL
MEERBEEHBEAFENERASIERFNNAER. XTREMAGRNABRFRSENZEX
18 , %% Enable User Identification ( AR FIRE ) o

ZRIAER T |, Security Policy Rule ( £ KEEHMN ) F#Y Service/URL ( fRS5/URL ) iRE R
application-default ( RARFEIA ) . FHLERIANRE , TEFIRE VPN FRERT HTTPS ¥ &,
¥ Service/URL ( fR%5/URL ) LA“@3E service-http H service-https F &,

Security Policy Rule

M | service
=

Service
sarvice-hitp ~

service-hitps

New ¥ Service B Service Group

Add (@ Delete

- BERERSHFUBRLESR VPN RARFN  FRAREZL2RBEXFIERE IP i Mik
A, HYBEIRERSRBENARFE , XEANRE P ihuk Mg O E LN RS KK,

STEP 11| (7% ) EREELESH VPN TP BRTEME REES 1 VPN A EEn 15 18 | #i
ERERE T RIS K ELE,

HEEP IR VPN AP GRIIFETHE , MNEMEE , MU EXERIRHES BT LARREHR
B EREER , AHBHATHREDR, MIE T ERLMEFEBEMNE T/ HEEYN, RERET
AR EREERNREELNII,,

zﬁ WREEBREIIFNE , BEF R VPN TRERTHESE RENNEFE,

« ECUHR —FERUT CLISSEERE TP XENIEME
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<usernamelhostname> set deviceconfig setting global-protect
location <location>

o EXMLAPI R —FEHALT XMLAPI EEEEE TITFHBF KSR YENLE :

« RE—BEETIIFHBAENER
c LB —-BETIFHBAENNE

curl -k -F file=Q@filename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=configsaction=seté&xpath=/config/devices/
entry[@name="'<device-name>"'] /deviceconfig/setting/global-
protect&element=<location>location-string</location>"

Y TEFE VPN REMNR IP bt ( BENARFES ) §UsERTFPFESIHBRIMANA O
O IP thik , B ATRE 2R NAT [EFE{E AR AR IP ik,
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=& P ik VPN = HER

MTHYESR HTML RABRFNFSEE , RLREENARFHN HTML AR AT T A EREE i N
REF. MRRERE , BEATRTNSTHBEBETRNRR

%k 6. %k EESIZRZITER

R W

CLl &%

I EEERANEE i

VPN AR BRI RRAS show system setting ssl-decrypt memory

&7 BAM Device (18
% ) > Dynamic
Updates ( ZI5E# ) >
GlobalProtect Clientless
VPN ( GlobalProtect 7©
EFIR VPN ) REE
BERA

proxy uses shared allocator

SSL certificate cache:
Current Entries: 1
Allocated 1, Freed O

Current CRE (61-62)

Last CRE (60-47)

ERBIF , SRIMNIBEMZBRAE 61-62 ,
60-47,

3456
3328

KB
KB

(Actual 3343
(Actual 3283

KB)
KB)

R —RBENHSEHZRA

5 FTE Fim VPN B5E
3 (Ya1) AR

show global-protect-portal current-user portal
GPClientlessPortal filter-user all-users

GlobalProtect Portal
Vsys—-Id

User

\johndoe

Session-id

GPClientlessPortal
1
paloaltonetworks.com

1SU2vrPIDfdopGEf-7gahMTCiX8PuL0SO

Client-IP
Inactivity Timeout

Seconds before inactivity timeout

Login Lifetime
Seconds before login lifetime

Total number of user sessions:

5:9:95:5
1800
1750
10800
10748

1

£~ DNS B4R

XX EEREFE DNS
BBEREA, MRLHM
DNS B |, #4&FE3
£ CLI f B R T & B AT Y
FQDN,

show system setting ssl-decrypt

Total DNS cache entries: 89

Site IP
Interface

bugzilla.panw.local 10.0.2.

www.google.com 216.58.

stats.g.doubleclick.net 74.125.

dns-cache

Expire (secs)

15 querying 0
216.4 Expired 0
199.154 Expired 0

EREENMELTEF iR
VPN A P £1iE# Cookie

show
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1

B A
AE)

Ap

User:

Client-ip:

johndoe,

system setting ssl-decrypt gp-cookie-cache

Session-id:
199.167.55.50

1SU2vrPIDfdopGf-7gahMTCiX8PuL0SO,

EREBSIMER

XXIR BT E Fim VPN
EESZBHETRRIEE

show system setting ssl-decrypt rewrite-stats

Rewrite Statistics

BA. initiate connection 11938
— = setup connection 11909

BEX E‘:}E‘,I%éﬁ}ﬂ% session notify mismatch 1

B, THAEXEBSIE reuse connection 37

BERESUHENNGE file end 4719

8, packet 174257
packet mismatch session 1
peer queue update rcvd 167305
peer queue update sent : 167305
peer queue update rcvd failure: 66
setup connection r 11910
packet mismatch session r 22
pkt no dest 23
cookie suspend 2826
cookie resume 2826
decompress 26
decompress freed 26
dns_resolve timeout 27
stop openend response 43
received fin for pending req 26

Destination Statistics
To mp 4015
To site 12018
To dp 17276
Return Codes Statistics

ABORT 18
RESET 30
PROTOCOL UNSUPPORTED 7
DEST UNKNOWN 10
CODE_DONE 52656
DATA GONE 120359
SWITCH PARSER 48
INSERT PARSER 591
SUSPEND 2826
Total Rewrite Bytes 611111955
Total Rewrite Useconds 6902825
Total Rewrite Calls 176545

Hidan s

EEBTEEFE VPN ]
FPHRIBE AR LB AR B
==

o

debug dataplane packet-diag set log feature ssl all
debug dataplane packet-diag set log feature misc all

debug dataplane packet-diag set log feature proxy all
debug dataplane packet-diag set log feature flow basic
debug dataplane packet-diag set log on
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1

HIZ{TEEF 4 VPN 7]
P K& £ R ABIES
BN

AA
Ap T3

debug dataplane packet-diag set capture username <portal-
username>

debug dataplane packet-diag set capture stage clientless-

vpn-client file <clientless-vpn-client-file>

debug dataplane packet-diag set capture stage clientless-

vpn-server file <clientless-vpn-server-file>

debug dataplane packet-diag set capture stage firewall
file <firewall-file>

debug dataplane packet-diag set capture stage receive
file <receive-file>

debug dataplane packet-diag set capture stage transmit
file <transmit-file>

debug dataplane packet-diag set capture on

» HERTHESHRH SN , ERLAAFERETE R VPN~
ERER—IEERE , SHAAFEEAF 2EIRTHROBE
BRLERMNE (BX ) HE. RAFEERESHER2E A
ERRENARFERRE , FNZRETHEESHR. NRA
FARBHBEEHRAE , RRNEES I VPN [FEHE |, 45
RREERATRAEENRF2F (EBEBEEHR ) -
MREBABITHNAF XFRTHRESHRG S , WHXAFFA
HMNTEFim VPN 1028 |, BESMBIRE FUER SRS BiE
SHIRKTE,

BRBIRE SRR A

debug dataplane packet-diag show setting

Packet filter

Enabled: no

Match pre-parsed packet: no

Logging

Enabled: no

Log-throttle: no

Sync-log-by-ticks: yes

Features:

Counters:

Packet capture

Enabled: yes

Snaplen: O

Username: testl

Stage clientless-vpn-client: file client.pcap
Captured: packets - 3558 bytes - 11366322
Maximum: packets - 0 bytes - 0

Stage clientless-vpn-server: file server.pcap
Captured: packets - 1779 bytes - 5651923
Maximum: packets - 0 bytes - 0
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R W

SHBEIBRAMHER
28 % (SCP) fRS5 8=

PR

scp export filter-pcap
+ remote-port SSH port number on remote host
+ source-ip Set source address to specified interface

address
* from from
* to Destination (username@host:path)

scp export filter-pcap from <source-file> E£ <scp-server> B
(username@host:path)

®7: % EESELIHER

SIEE

initiate_connection_failure JRiR ENEREB AW
setup_connection_failure EFIEE LN
setup_connection_duplicate FEEENFIHRSE
session_notify_mismatch BELTHHSE

packet_mismatch_session

ARG ABEENEBLE

peer_queue_update_rcvd_failure

MNimi Bl 5 HERES , RIETLHK

peer_queue_update_sent_failure

To R BUE B B R0 B X 0 S AR B R 2R B A B B S 0 B X

exceed_pkt_queue_limit BERABIR B A Z
proxy_connection_failure REEZELK

setup_connection_r

FX R ELEINARFRS R, ZEME initiate_connection
# setup_connection H{EICEL,

setup_connection_duplicate_r REGDEEEENSE
setup_connection_failure_r T AR XN ImEE
session_notify_mismatch_r AEEXFESTE

packet_mismatch_session_r

ZHREB IR R R KB w2 E

exceed_pkt_queue_limit_r

FEBEIAS

unknown_dest

TR B BAREMN

pkt_no_dest

RELBESN BN
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SZiITER

cookie_suspend

EE 415 LIRE Cookie

cookie_resume

M MP B3 FE## Cookie IR, ZEEE S cookie_suspend HI{E
PLEe,

decompress_failure

To B R =48

memory_alloc_failure

TEDEBERAF

wait_for_dns_resolve

EELTFE AN DNS iE3KR

dns_resolve_reschedule

HFLWAE , EEHLZH DNS & ( EENZHIER )

dns_resolve_timeout

DNS Zif iR et

setup_site_conn_failure

TER WubiERE (K3, DNS)

site_dns_invalid

DNS f##T 5k

multiple_multipart

BAESEHSRBTRE

site_from_referer

ENEI A RKREIEREN. XARKRAMNAIFEEREZEAVITE, K

VPN REEHMRH A,

received_fin_for_pending_req

MARSS 25 L2 % P i B9 RORE SR B9 FIN

unmatched_http_state

B HTTP IR, XA RERAMMT http FRA = EXFHE R,
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— \}-L ,I:q sads

BIRFEERR
MEBDIRRER/EMREA , FEAFEREAB T EMNNITELES, ER , BREMCRBNZL2FR
IR T , RN ER R QEE A EERE BB,

WildFire @ .‘

Mobile devices

& N

GlobalProtect gateway(s) Third-party EMM or
endpoint management system
Internet

Z

-
W

\\\\\\\\9>

Corporate network

BEig& EE (MDM) RER W BHEE (EMM) RECET LB FLARAKSEEN VPN RENLEES
MR, ML T BRR SN ER, ZETEABHRBEEERASEFNRARERIRRLENSE
o XFTRNERPELEFEANDMARLAF KR, Sl , IRBGLAFERTHR] , BUNBHREEE
REZENERIEZERIFER ( TEIERMER ) .

BHREFEERSGR T ARAKS BEMZRREEEIIEZN , H5EMNIA GlobalProtect™ VPN Eifit
SHEMRET | & A EREES R Fin R E N EHE BB GlobalProtect WX HIMITH XN AL RN E S
Kb, BWETAEARET Palo Alto T—RB AR KR TEREZEBHIHIRE,

GlobalProtect 5 MDM & EMM &R E R
BALER TE A ZE2— , TRH GlobalProtect 825 MDM 5 EMM RETER -

A LA Bl & Windows User-1D XIELUME S AirWatch MDM BRE28&E i , WEREEEESNENE
B, User-ID RIEBFF I EHLE B K*EE GlobalProtect M%< |, RN HIP IREMN —3f2 A TET HIP AUSKBESE
o

[ﬁ PAN-OS 8.0 MERThR A5 Fh KB EE Ao

[ﬁ 1X VMware AirWatch sz #Bh K IEERK .
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= Mobile Endpoint Attributes
== : HIP Reports for Mobile Endpoints

— | Security Policy Enforcement

— | using HIP

GlobalProtect Gateway

User-ID Agent

Data Center

=1 GlobalProtect connection

Managed iOS/Android Endpoints

M 5.0 lRAFF# , i0OS F1 Android # 28 GlobalProtect R AT MDM & £i3k 544 R 5 #hdE B M 4R
ido XF iOS #a , MDM RS X LEEMAER VPN B B ST4H — B9 K% E GlobalProtect A, 3T
Android = , MDM RESNIXLEEMHENRAREIE BN —EB2 K%, GlobalProtect B f 2 /& 7] BUFiX
LB M MPRIC L IEE GlobalProtect WX |, #ER HIP IREMN —Bo A FET HIP BURBESSHE,

X
‘ VPN Profile /
ﬂ:_ T

App Configuration
= [—r
==

HIP Report (Managed = Yes,

Tags = Corporate, Compliant) —
MDM Server j — | Security Policy Enforcement
— v — | using HIP
Managed iOS/Android Endpoints

GlobalProtect Portal/Gateway

= HIP Report (Managed = No)
BYOD iOS/Android Endpoints

\ GlobalProtect p HE K TS VMware AirWatch, Mobilelron F] Microsoft Intune WER, {8
L = , A% #F VPN BB X HAHEREHIEREEH MDM 5 EMM RSt X FHERF Z.
TRERATXENHNEHBERM
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MDM &t HIP & B % HIP R &35! 1, B

mobile id EHID EH Ui R B ME — IR ZARIARF (UDID),

2E ZE B RTIGRAEEZENE. MRLER
Yes (B) , URTHAZE, MRLEN
No (&) , IRTHKRIIEZE,

S Frid BogE EHRBERTRHRREHFEEBELN
MDM &M KRE ( Hlz , Compliant ( &F
a) ). LLEMMTF HIP RESPH

Tag ( *ZTT‘LE, ) Eﬁo

FrE ¥rid BHigg wR B2 (a0 , Employee
Owned (HRIFFE ) ). WWEMMT
HIP k& H Y Tag ( #718 ) B .

RE FRic Bairg HFEAMET MDM #Y 8 M3 1T LB A FR
ido
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% E MDM E GlobalProtect BY & X

EiRi& MDM 5 GlobalProtect WER , BEAUTIER :

STEP 1| i&{& GlobalProtect &%

A GlobalProtect #1122 # O M X1,

£ GlobalProtect A #i81/3 A SSL,

% & GlobalProtect A %I, HZH<T GlobalProtect A~ &4 %1,

B REmE,

fit & GlobalProtect Mk,

RNENMETE IS ERIR S £ GlobalProtect 1 B M < B B A 5 5805E VF Al1E o
% & GlobalProtect 7]/ iF R PR

=

No s wd

STEP2 | REBFRBEERS , HRERMIFFE I R AR RE R ZF el R Him RSN AR

ESHBEXBIHREEE (MDM) REH A B3 4 EE (EMM) RSB,

STEP 3 | 3RER A F % 3h i = #Y GlobalProtect M,

o NABEIE — TEHMZEZ GlobalProtect ¥zh N A

s FIENBIRBEEERSE — IE GlobalProtect B35 H

s HME=1SBHEREERE — ESHHNBEXNMASENAZTZERANEHE,
STEP 4 | Biti& MDM £,

FERUTHE 2 —BE MDM £ :

o BpXIES MDM 2 EMM REHIER :

+ & Windows User-ID R EE LAREEHE L
+  GlobalProtect A5 MDM & EMM RS ERK :

. FAZSXIENE=H MDM B GlobalProtect R
FREME=H MDM & GlobalProtect i

STEP 5 | £ A EHE B BB IS [0 % 3 i KUY K BE
BEET HIP RN THERR.

FRAZLIENE=A MDM & GlobalProtect B

BEXUNENZZFENE=5 MDM REHEB, BIEMNEEZL 3K LK GlobalProtect NAMWEER |

UTED -

+ A%HI MDM # R

+  ZBE GlobalProtect #3h N

o MRAITF VPN EE

« APXAEZELR VPN EE

- SNAVPNEE

« J3 M App Scan 5 WildFire /&

+ TEFT macOS i S GlobalProtect B F T2 H &)@ &1

MBEREHZIIENE=H MDM R% , NI LAERAEME =7 MDM & GlobalProtect B o

ESH
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/subscriptions/activate-subscription-licenses

B1&H MDM {5275

TRIE TETHTFES OS 3 GlobalProtect #H1TEE, SPEMEEMZ N MDM #HEH, A — XRR
X 0S,

MBEBEFHTESHEN MDM #NE | FHEME =7 MDM B GlobalProtect 57

Z K MDM Android i Chrome Windows | Windows

Y] 10 UWP

AirWatch 1/ \/ — — \/ — —

Microsoft Intune 1'/

(IXPR%A
LATTF
bt el
IESIRE
VPN )

(X PBR%A
LATTF
VPN
BNH
VPN )

Mobilelron

v

(IXPREA
KITF
VPN )

v - v o - - = -

(XF ( PR RL
Chromebook AEHE)
E®
Android
NMAX
M
PR R A &P
)

Google BB #|
L

[m=)

» Z{NAIfEA Google BE % #| & EF GlobalProtect N A ; M eEEHA
Google BB A E VPN BE, £/ Google EERHIABERAH ,
@S GlobalProtect 17 @& VPN BE,

322 GlobalProtect #%zh M

GlobalProtect R A TNt I Z£ KRBT REBIHWANE R L, £X1121T GlobalProtect N A H Atk
ZERWR , ZBRATEIET IPsec X SSL VPN BRBER £ HE A RME ., ZNANEEZEERLAR
YAFMENERENMR, i BB EANFRECNEIZINATLAINE LEMIESNERZ S
REEMITH RS, ZNANREZVNEENHERER , FTLEERATIINET HIP IR LT RBEINIT,
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https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-portals/define-the-globalprotect-client-authentication-configurations/customize-the-globalprotect-app.html

%% GlobalProtect NAM A ZEEERM . TEENHRANABIEMELZRENA (BSR T %%
GlobalProtect BEIR A ) ; HE , NBIRZEERS ( Hl0 AirWatch ) HENA |, HLUEBEAFXFR A
HIEAEZEIRS,

» f#H AirWatch 28 GlobalProtect #3h N

+ £ AirWatch 2 & Chromebook £} Android 22 GlobalProtect 51

« f#H Microsoft Intune #§& GlobalProtect # 3} ki F

« {#H Mobilelron £B& GlobalProtect #3h 5 A

« £ Google B 4| AEZE Chromebook £} Android & GlobalProtect 5 F

£ Airwatch #F2 GlobalProtect B3N

¥ GlobalProtect B A Z B E B 1F AirWatch JEMIIZT EIR 2. 1217 i0OS 5 Android B S A T £
AirWatch RIBLUEM AirWatch MDM, Windows 10 w2 & E AirWatch R , BERE B 255 M. EP
BRARE , BEHEE VPN BEEXH , MEBI WKL A FIZE GlobalProtect N A,

Y WMEMAELEZ % Chromebook =4 Android jz GlobalProtect | af L £/ AirWatch £ &

Z0N 70N

Chromebook £ Android £8%& GlobalProtect M,

STEP 1| EFFA 2B , HFRRELH EEFE GlobalProtect R F R % = 25 M AirWatch :

+ Android 1 iOS — T & AirWatch RIZH RIER ~EA
+  Windows Phone #1 Windows 10 UWP — Egi& Windows 10 UWP 3% R UM AirWatch ( M= £
1%£3% Settings (i%& ) > Accounts ( 'k ) > Work access ( T{EifB ) > Connect (E#E ) ).

STEP 2 | M AirWatch #11%#% APPS & BOOKS ( M A #4558 ) > Public ( 2% ) > Add Application ( 77
IMNARERF ) o

STEP 3 | iR MMNALNAREEB LN,
STEP 4 | #%#% Platform ( £& ) ( AppleiOS. Android =% Windows Phone ) ,

STEP 5 | £ % R B A [E 18 2& GlobalProtect R =% A GlobalProtect M REEF —4 URL :

» Apple iOS—https:/itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo0=4
* Android—https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
*  Windows Phone—https:/www.microsoft.com/en-us/p/globalprotect/9nblgghébzI3

STEP 6| Bt Next ( T—% ) . MRNBRNABEFERNA , BLFANBRERTIKRF Select ( ik
) MH.

» WREEE GlobalProtect Z E N ABEEIRPARKEZNA , BEHRER Android for
Work B 5 LUF GlobalProtect i3 iNZEFHR#At N TR ASIERS |, S H Google Play Store
IR A URL,

STEP 7| 7£ Assignment ( 7B ) &I+ L |, RFFEE N FRNPRA Assigned Smart Groups ( 7
BlEREH ) o

STEP 8| 1%£$F App Delivery Method ( MRt 5% ) 79 Auto ( B3 ) ( BN AHEEIRE )
On Demand ( &% ) -

STEP 9| ( ) Enable ( 5A ) RARFEE ) , AEA UDID FRiRiH S,
WA TEMRBUER :
+ EBXRM —mobile id
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
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- {E%XE —String
« EiE{E — {DeviceUid}

Application Configuration Enabled Disabled

o Enter Key-Value pairs to configure applications for users

Application Configuration

String v {Devicelid} *® @ Insert Lookup Value

© Add

STEP 10| #%£$% Save & Publish ( REH KM ) , R A B X "#IEZETE Assignment ( 2B ) 5 2 EH
BHH PR R

fEA Airwatch £Z % Chromebook £ Android 82 GlobalProtect M

M 5.0 lRZA<HY GlobalProtect B FAFF ¥ , AR Android A GlobalProtect BRI FAZF B ZE B 1F AirWatch SEMHIZ
& Chromebook, EZPBN ARG , BEHZE VPN BENXH , MEBZI AHKL A FRE GlobalProtect B
Ao

) Android jz GlobalProtect fj fi{R 3 #7 L8 Chromebook 1, F3%1% Android gj 2
FH Chromebook 245 #k4E=1T A F Chrome # GlobalProtect 5 A2 , M GlobalProtect

app 5.0 R ESRATT T X X HF,

v EEHEER Chromebook 282 Android fix GlobalProtect i fF1 Chrome ki
_,O\' GlobalProtect R,

FEAUTESE | @id AirWatch 22 Chromebook %82 Android i GlobalProtect R :

STEP 1| % & Google BEEZHI &,

Google BEZF| A LLET AR AT ANK AP EE Google RS, AirWatch £ Google B4 & 5
Chromebook .

1. BB R BMERE Google EEIEHA,

2. Mi#lE | %4%F Security ( Z2 ) > Advanced Settings ( ®4Xi%& ) > Manage API client
access ( B API B IRAR ) .

3. & Client Name ( EFIREH ) FERH , FA AirWatch KN E iR IDo

4. 7£ One or More API Scopes ( — N5 Z M APISEE ) FEF , MAUTEEERSNAEFIHEHN
Google API SEH :
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https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
https://admin.google.com/

5.

t\‘ 81 API SERESFAESRIT.

* https:/www.googleapis.com/auth/chromedevicemanagementapi

* https:/www.googleapis.com/auth/admin.directory.user

* https:/www.googleapis.com/auth/admin.directory.device.chromeos
=i Authorize ( 1 ) o

6. NZZ KR ( Device Management ( X Z & ) > Device Settings ( i%%i&& ) > Chrome

Management ( Chrome E % ) > Device Settings ( iR %Zi&E& ) ) MAF K ( Device

Management ( iIRZE® ) > Device Settings ( IR&E1IRE ) > Chrome Management ( Chrome & )
> User Settings ( A i&& ) ) JB A Chrome Management - Partner Access ( Chrome B - S
HiAE ) o

STEP 2 | 5/t AirWatch 4E 2/ Google D BFHEE (EMM) H R,
E@ES AirWatch B Chromebook , 4B Google B2 #| & XM AirWatch,

1.
2.

3.

BFEEH AirWatch 2% &,

1%£4% Devices ( %% ) > Devices Settings ( R % 1iR& ) > Devices & Users ( iRZHMAF ) > Chrome
OS > Chrome OS EMM Registration ( Chrome OS EMM E 1t ) o

W AEH T8 Google B4 A K Google Admin Email address ( Google B 8 FHf 4t ) o
K if REGISTER WITH GOOGLE ( &Y GOOGLE ji#t ) o BFHEE [ ZE Google XM AT LAIRE
Google X,
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Settings Palo Alto Networks Inc.

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Appl
ppie To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
Y Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

v Chrome 0S

Chrome OS EMM Registration ST S L

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button.
> Windows

Google Authorization Code *
> Peripherals

> Advanced
> Apps REGISTER WITH GOOGLE
> Content
> Email M

5. B AIEM Google R HEIXZH Google Authorization Code ( Google X )
6. ¥ AUTHORIZE ( #1X ) LASEREM -
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Settings Palo Alto Networks Inc. X

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Appl
pple To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
o Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

~ Chrome 0S

Chrome OS EMM Registration g ol zstien Coce

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button
> Windows
Google Authorization Code * example-code

> Peripherals

> Advanced
> Apps AUTHORIZE
> Content
> Email M

STEP 3 | @3¢ AirWatch £t Chromebook,
A AirWatch FFZAE# Chromebook Z B , EA4FEM HE S Chromebook £ AirWatch,
1. £ Chromebook E , ¥ CTRL+ALT+E T M RE.
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HAZH Google EERIMEFAFBNEB , RWMALBEEH G Suite AFER.

% &5 Enroll Device ( JEf11%% ) o Chromebook SEMAEIIGE , B EITEIAHE R
BEFIEH AirWatch ###1&,

1% Devices ( %% ) > Devices Settings & Users ( I8 ZiXEBHMAF ) > Chrome OS > ,
6. ¥ i Device Sync ( RZRZ ) LES A EEMB Chromebook E AirWatch,

AL DN

STEP 4 | /0 Android X GlobalProtect R i & AirWatch E#) Chrome OS &t & 3044,

Application Control ( BRI FAEFEH ) BlE X4 LEE R BAM Google Play 1 Chrome Web Store 7l B2
A,

1. BFINEM AirWatch #2518,

2. i%# Devices ( 8% ) > Profiles & Resources ( & X FEIR ) > Profiles ( Bt & # ) LA
ADD ( 710 ) 1 Chrome OS B & #,
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ONE UEM

Dashboard

List View
o Lifecycle
HUs

Profiles & Resources

Resources
DEvIcEs
Batch Status
n Profiles Settings
ACCOUNTS
Compliance Policies
Certificates
APPS & BOOKS Staging & Provisioning
Peripherals
[ Devices Settings
conTenT
=
EMAIL

GROUPS &
SETTINGS.

https://techp.awmdm.com/Airatch/Profiles/DeviceProfileAdd

Palo Alto Networks Inc

Devices » Profiles & Resources
Profiles

Fiers  » [0 v ]

Profile Details | Add Profile

aged By

Assignment Type

Add v

Assigned Groups

Q a % @

arch List

nstalled Status ~ Status

afisch Upload Profile o1

* Apple| Alto Networks Inc. ~ Auto afischba o 9
- passc| BatchImport e
AFWPTrofile (>3

® Android Palo Alto Networks Inc. ~ Auto All Devices Andrey o ]
-~ Restrictions 12
android-GlobalProt... o1

* Android Palo Alto Networks Inc. ~ Auto android-test Q0 °
e Application Control, a1
VPNTest o1

n Apple i0S Palo Alto Networks Inc.  Auto Andrey Q0 ]
4 VPN a1
.1, GlobalProtect @0

'~ Windows Deskrop - . Palo Alto Networks Inc. — Auto Limin VPN Test o 9
£l Custom Settings 10
GP app 5.0 test1 @0

ﬂ Apple i0S Palo Alto Networks Inc.  Auto yyin-test o0 (]
L4 VPN 20
gpga-android-5.0 &0

ﬂ Android (Legacy) Palo Alto Networks Inc. ~ Auto gpqa-android oo ]
- VPN 20
i0S-Profile-Basic o1

® Apple i0S Palo Alto Networks Inc. ~ Auto Siva's USers Group o0 ]
- Restrictions 21

Items 1- 14 0f 14

PageSize:| 50 v

support v
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3. M\FAF|ERFEE Chrome OS (Legacy) ( Chrome OS ( IHAR ) ) o
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Add Profile X

Select a platform to start:

<

i iOS macOS tvOS

[
Android Apple 10S Apple macOS Apple tvOS

¥ T T i)
N N ve
BlackBerry 10 Tizen Windows Rugged ‘Windows Android (Legacy)

o

Chrome OS (Legacy)

Restrictions Website Restrictions
Bookmarks Global Proxy

CANCEL
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4. BliEGeneral ( M ) i&E :
5. Eii& Application Control ( BIAREFEH ) i&E,

1. %A Google Play URL H.E RK GlobalProtect App ID ( Bi
ID ) (com.paloaltonetworks.globalprotect).
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e - o x
B GlobalProtect - Appson X W\

& > C (] @ secure | httpsy om/store/apps/detail om k - *| O G ®
= App: Categories v Home Top Charts New Releases [~] o]
My apps
shop GlobalProtect -
Palo Alto Networks ~ Business *k Ky LS8R
Games ® Everyone ) FortiClient VP
< Fartinet
iy AN vou ot have any devices 1 et Vo A
Editors’ Choice | 2lows youto create s
[ Add to wishlist m o /PN connect
ok kok
GlobalProtect™
_ AnyConnect
Account Headquarters a Cisco Systems, Inc
Road User
My subscriptions B
Warrior
Redeem
Buy gift card
> * ko k
My wishlist
4 = I L
My Play activity BTt Seeurly. F5 Access
F5 Networks |
Parent Guide e
Mobile
Professional
Executive
TR KK
GlobalProtect for Android connects to a GlobalProtect gateway on & Palo Alto Networks next- +
o B otect gateway OpenConnect
generation firewall allowing mobile users to benefit from the pi on of enterprise security. The app srnckes
automatically adapts to the end-user's location and connects the user to the optima inorder 70 S

10 deliver the hest nerfarmance for all users and their trafic B o et forcieen

2. W ANFA Name ( &%)
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3. IEEHERSEE Pin App to Shelf ( FNASIEEFHE ) . WA Y SUFRABIEZE Chromebook K
BE#E,
4. SAVE & PUBLISH ( REH %% ) B,

{8 Microsoft Intune %2 GlobalProtect #3h K&

AT LURF GlobalProtect B BB ZE 21 Microsoft Intune SIS Eiwm , RNEH KR AR Microsoft
Intune (XFRiOS ) EMMAF. EHBNALS , REHFE VPN EEXHEZERS , AMEBFNRLH
Fi%E GlobalProtect BRI

STEP 1| &3 Microsoft Intune £k =,
E¥ GlobalProtect M AAZB R BH IR R |, XL ik R ATMIE Microsoft Intune FiER
STEP 2 | 750 GlobalProtect 5 A Z| Microsoft Intune,
TE¥ GlobalProtect M D B A M A P Riw 28] , SIS FRIIZE Microsoft Intune,

STEP 3| i% & GlobalProtect IR R AP B A,

¢ GlobalProtect NP EEAFHRIFERE , RULBEHFAFLNBANHRNE, 2EBENEAZH , S4;0
AENAREDERE, 2ERBEFEMNAEXENTA , A TFHERA.

STEP 4 | 2Bt GlobalProtect B FA E|43 & F P sl i o
GlobalProtect NA D ERBERERIIE , TR NASRAISEERFHBER.

) AIFF GlobalProtect 5 f 4 Bi 48 H i R R 7£ Microsoft Intune JEMEIAF

\, ! U4
||||<>—
/7 N
[]
—_~

{8 Mobilelron ZB& GlobalProtect %31 5 A

TfF GlobalProtect B %88 Z B 7 Mobilelron EFMNZERS. EHBNAE , BEEHZE VPN BEX
# , LEBEZIRNBL A FIRE GlobalProtect R,

STEP 1| 70 F ZE Mobilelron,
B 7 Mobilelron ST EiF R 28 , XFANEBNAFHIER—MNHF R,

STEP 2| ( ) PERAFERF S,
EETAMA (MIFMIUAF ) 5F GlobalProtect N , AILRAF S BATRNAF A,

STEP 3| i A 7 7 Mobilelron JEMt H ik =,
FFA P INZE Mobilelron f§ , ATABEMAITEME IR S,

STEP 4 | 70 GlobalProtect B F 2 Mobilelron N F B %o

NMABRIET AR ERNBIINA, BEATLAM Apple App Store SN H M IEE R H RN
GlobalProtect Bi f , th AJ USRI FYE 8 BB AL A B #2 £ 1 E Mobilelron, RJE , XIEENA 9 %1%
B , 58 GlobalProtect M A MMEEMiIm R EHITZEMEE,

{8 Google BE#4H|AESZE Chromebook £ Android #82 GlobalProtect N

Google BEEZFI & EEEBMNET Web PR EEIE Chromebook iIREFRA. A¥F Android Ax
GlobalProtect BRI AR FEEEZE Chromebook , M4 & E B VPN &RE.

ENAFEFRENARER , £L%ERF A Google Chromebook BEI2{2 4] A RE EMEEEZE Chrome
OS ZERMIEE, BOULAER Google BEEIEH| &K EE Chromebook HiZEM N AR
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https://docs.microsoft.com/en-us/intune/device-enrollment
https://docs.microsoft.com/en-us/intune/apps-add
https://docs.microsoft.com/en-us/intune/apps-inc-exl-assignments
https://docs.microsoft.com/en-us/intune/apps-deploy
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/User_Groups.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Inviting_Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Device_Registration.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/App_Catalog.htm

£

ERIUTEIWEZE Chromebook E#i2 Android hix GlobalProtect & A2 :

* FHEfEA Google EEZEFIANATHHRIEAM —EPHAT R,

+ 7£ Chromebook &1 | % CTRL+ALT+T I F LK@ 51T, HA route (BHA ) HHERR
ZFLRENRBH, BUURERSBIEA TR RBENHRIEKHE,

s RANAEFEEFERTRMNXHER , FTLARLAEA OpenSSL SFEH M PKCS #12 &
A FE# ) Baseb4 ¥, £ openssl base64 -A -in <certificate-in-pl2-format> -
out <cert.ixt> 5%,

FRAUTSRE , @i Google EEIZH AESZE Chromebooks £ &2 Android kX GlobalProtect R :
STEP 1| MR ITE :

it i® GlobalProtect WX LA X2 & Chromebook L#J Android iR GlobalProtect MR F. &S FEL
& GlobalProtect P>,
EZE Chromebook EE &[]/ # BE X Android iX GlobalProtect N T2 F, EMMELE
GlobalProtect R T2 FF AiEREHN — PN RZ MM X, BHSEE GlobalProtect [TF RN R, ESH
Palo Alto Networks 38 B 4EBE , T Chrome OS £ Android M IhEEFIR,

1£ Chromebook £ Android kR GlobalProtect R A 2 /3 Al SAML SSO , LASRI 4%
FHEIE. BMNBWERE SAMLSSO , LAFAFEE R Chromebook G HBNERE , MERE
GlobalProtect RARFHEHMMAZRE., XBRAFANBREEZ SN, BSRIZE SAML 54K
:LIEO
LA ESZE Chromebook L B XiE#ZZ] Android ik GlobalProtect Bt |, A4MFE IR BFEE 2 BIFIALLT
#1041 VPN BAEE. -

Google IssueTracker Terms of Service

| acknowledge and agree to the Google Terms of Service and the Google
IssueTracker Conduct Policy.

STEP 2 | 5 Chromebook A F#/# GlobalProtect BiFi,

1.
2.

3.

UEE R SGHERE Google EEZFIE,

MNEE 2 H A 1%R Device (i%% ) > Chrome management ( Chrome B ) LA&EE M{EH Chrome
BEEIZE,

1%$% Apps & extensions ( NARFNT R ) o

£ Apps and extensions ( BEARFHY B ) Xi , K application settings page ( AR FIZER
| ) g5,

B () R4 LR GlobalProtect M Google Play B ERINE L #t# R Android B ARRF &K,
X Google Play B[E/Z 318 , # 3 GlobalProtect , A5 ¥ & GlobalProtect N 25 B4R,
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/what-features-does-globalprotect-support.html#id2204f747-e372-4a2b-ab22-5ba6557b91a7
https://admin.google.com/

Add apps from Google Play

. Google Play GlobalProtect “ P

GlobalProtect Pulse Secure Microsoft Remote AnyConnect Check Point Cap FortiClient VPN
Palo Alto Networks Pulse Secure Microsoft Corporat Cisco Systems, Inc Check Paint Softv Fortinet
* ok ook LA 8 & ] ook ok ok ok ok ok ok

7\
2 VPN ¢
FREE %6P

Microsoft Authen WORLD VPN - F VPN by Private |1 F5 Access Free VPN Microsoft Remote
Microsoft Corporat Free Vpn Private Internet Ac: F5 Networks Inc. marks duan Microsoft Corporat

LA B 8 LB B B 8 LA B8 ] LA BB 8 LA B B}

7. B Select (312 ) LU GlobalProtect R AR,
MR K IHR N GlobalProtect B ARF , MSE R—FKHEE.
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Add apps from Google Play x

<« Search n (2]

B
-] GlobalProtect
Slmllar See more
Palo Alto Networks * kK 927 =
®
€ Everyone

&, This app offers managed configuration
@ This app is only available in certain countries

Select

Pulse Secure
Pulse Secure

* ko

L]

Check Point Cay
Check Point Softv

ok kok
GlobalProtect for Android connects fo a GlobalProtect gateway on a Palo Alto Networks next-

generation firewall to allow mobile users to benefit from enterprise security protection. Enierprise

administrator can configure the same app to connect in either Always-On VPN, Remote Access

VPN or Per App VPN mode. The app automatically adapts to the end user’s location and connects

the user to the best available gateway in order to deliver optimal performance for all users and their

trafie withelt FeniFna Any eFed fram tha ear This allows Laars to werk safal and afactivaly 2t AnyConnect

Cisco Systems, In

*

STEP 3 | #XE GlobalProtect R i1 Z %% = Chromebook L.,

TEI& L GlobalProtect N ARG , BANIEE NN ARFZ%EE| Chromebook £, ABAIEAFE
T EEE R 4533 GlobalProtect , 24 P & X EMA1# Chromebook B , 38#IFFH Chromebook B3 %%
GlobalProtect B Ao

1. ENARFT BB EIRE ( Device Management ( 2% &2 ) > Chrome > App & extensions ( K F
BEMTE) ) T, NRARFSIKRHPIERE GlobalProtect.

2. NTTHZEZD G HIRPIEFHQLN,

3. ERATERRD :

. Force install + pin ( 38 %% %+ i B A58 4 L %M GlobalProtect M ARFHIFH
BEFESE, MPBEFTHED , WAFRNLEERRENAER,

+ Forceinstall ( BEHlRE ) — WREEHER Y AP EFE Chromebook B , &4 Chromebook £
B 31 R % GlobalProtect NFARER , BFEALIED, J 7T LA EE GlobalProtect N AR} 4¢
HREMMEAER , ,@%E*ﬁﬁ Force install ( 38 HI% % ) &, WMRIEFE T IHIEDT , MAFF
TR L MR,

+ Allow install ( 2% % ) — M Google Play B/EF I ZE N AERF. WETZEATFRAFMN
Chromebook # #1# GlobalProtect I A EF .

+ Block (FHIE ) —FHIEAFPZRENAREF,

GLOBALPROTECT BB Risr | BahiggeE 179

© 2019 Palo Alto Networks, Inc.



= Google Admin Q_  Search for users, groups or settings

Apps & extensions | ~ WHAT'S NEW
USERS & BROWSERS KIOSKS MANAGED GUEST SESSIONS
Search for organizational units
< —_
~  pantestga.com . ID: "com.paloattonetworks.globalprotect” + Search or add a filter CLEARFILTERS  GlobalProtect i m X
Ao S Managed configuration
q Enter a JSON value
Forceinstall+pin oo +
Allow users to install other apps & extensions. {:’A el
Force ins)

Inherited from Google default
GlobalProtect Allow install

@ # com paloaltonetworks globalprotect
Block

MANAGE ORGANIZATIONAL UNITS

4. Save ( ﬁﬁ ) Bk,

STEP 4 | B FAZEBLEZE GlobalProtect M f.

WMREE R A GlobalProtect MAMNBEHIZE , BUNNZERENHNAZTZNA, ZTEREXHEE
AR ENARENE,

1. ENAEFEEIRE ( Device Management ( iR B ) > Chrome management ( Chrome B#& ) >
App & Extensions ( NARFMT R ) ) T, ANARFIIKRFIEF GlobalProtect,

2. NTTHZEBLGH IR IEFHL{LN,

3. BHETNEAMBLH Upload from file ( N 4% ) B , EBRH LERZERBE X, &L JSON #%
NMAZAENER , W TENREIEER T,

{
"portal": "acme.portal.com",
"username": "userl23"

}

TRERTZEREXHPNRERG . AXERLFAEXNRE , BEEN ITEERKR.

A EEi =l

i TP IP it RELRE FRS acme.portal.com
% (FQDN),
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BE 1%, B BExH 5l
AF& NREH/RBIERAFE. FrrE userl23
=g P S B RIEZEB, FRB password123
client_certificate P EHRIEREF RIS, F 155 (Baseb4) DAFDSaweEWQ23wDSAFD...
client_certificate NTRERRIEEFRIERE | RS PA$SWORD$123
_passphrase B
app_list FRIESIRFATFIRATER | FRH allow list|
ESNA VPN B &l block list:
MENAERRETELT com.google.calendar;
VPN B&iE, com.android.email;
com.android.chrome
connect_method VPN E# . FRH user-logon | on-
demand
mobile_id AT RABomaME—Fr | RS 5188a8193bed43£42d332
A, WE=FH MDM R4 dde5cb2c941e
PRl E .
remove_vpn_config FRICLATERR VPN BB, Boolean true | false
_via_restriction
allow_vpn_bypass ARFNARFREST Boolean true | false
VPN B&ER#RE.
cert_alias ENFPIRXGHBRIEERE | F&FSH NEAFPEF R
BAFHRIREFIRIERAI M —
B o
28 BERREZREREEMRE Boolean true | false
MDM AR5 B2 HIFR &
AN BEMENES (Hl FRH byod
4 , Employee Owned ( /3
RIFFE) )o
g BREZEREFELENN | F/HH =
EARBEHENRE
¥ FREBIFICIRRNRE, FRS GuestAccount,SatelliteOffice

BIREMARIESRIT.

4. Save (R%E ) Eo

STEP 5| £ 2% Chromebook X} Android k& GlobalProtect R FF2 F SEfE KBS o

« EXE Chromebook LM Android 481 Host Info ( E#L{E L ) Create HIP objects ( &2 HIIP X
). RREEAENEEEENH (HIP) B EX - FHE AT R,
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o fER HIP BEXAHEN RBEMN P ey B R REEHEN Z 2 EE, MAMBERT , NABRFUEER
iR, LEBRBENNZT2RES.

IR FTFF VPN ECiE

KAHBLITH VPN BB , SR GlobalProtect IR &AL T T, GlobalProtect N FA7E i F & A
HEREZ GlobalProtect TP UEXAFMENESEHRZRERE, ENAMNIFERIIREEREERS ,
BHaEEHE N FNRER E P FFISE GlobalProtect M><#Y VPN B&iE,

BRIMIERZXFHNBHREEEREREERLITIT VPN BENFELR , BSHUTEHY -

- f#H AirWatch BELEIRALTH VPN BLE

» £/ Microsoft Intune BLERL T FF VPN B &

+ {£F Mobilelron BLEHLITFF VPN B E

« f#H Google EEIEHI AL ERLIT I VPN RE

5 Airwatch ELEHRLITH VPN BELE

AirWatch 2 -l B EEBE Y & , FEATUNPRZHEEEBIN KR, GlobalProtect S 1ERs X 1
M AirWatch SEBHHR 2 BARHIEZRBANARZLIERE, FH GlobalProtect EA R £IERE |, TJUlEE
KRERE , £8 3K LB FISSHETRL B H % 22K,

BXRIMMEE AirWatch BEE R ITIT VPN BEEMEE , BSHENTES -

« {#F AirWatch 7 i0S ix R EL B HLITFF VPN BLE
o {#H AirWatch 3 Windows 10 UWP i S Bt BA443TFF VPN B &

£/ AirWatch 3 i0S ix QBB IRLL T VPN BLE

K ARAITIF VPN BLER , M#{R GlobalProtect W& £ EBRAITH . MHBLES VPN BERBES
GlobalProtect Mk LRt B4 EFESRM (WO IP bt ) FHEEANRE.

EF A AirWatch 71 i0S I S ELE AL ITH VPN BLE |, BT SIRIRE -

STEP 1| 8k GlobalProtect iOS R .

+ {#F AirWatch #F2 GlobalProtect Bz R .
o FAPEAEEM App Store & GlobalProtect 7.

STEP 2| M AirWatch $#&1& |, E2kINE Apple iOS BLE 4 , SORNINETAIES & X .
1. #%3% Devices ( 8% ) > Profiles & Resources ( BEEXH-FIRIR ) > Profiles ( BEEXH ) , R
ADD ( 7N ) #li & X
2. NFEATIRIERIOS .
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4

Add Profile

Select a platform to start:

10S

Android Apple i0s Apple macO5 Apple vOS

BlackBerry 10

single sign-on AlrPlay Mirroring
AlrPrint Cellular

Chrome O5 (Legacy] Home screen Layout  Lock Screen Message
Google Account Custom Settings

STEP 3| Bit BGeneral ( &# ) &RiE& :
1. MABREXHE Name ( B ) o

2.
3.

) % AIEEBE X4 AR & 58 Description (%8 ) .

Windows Rugged Windows

BlackBerry

Android (Legacy)

CANCEL

) £ Deployment ( FBE ) FiE , ZHZETIEREERUEEMET B 3l BRE.E X4 —

Managed ( 2% ) (MBEREEXH ) HManual ( F3) ) (BRENHNRFERZERS , EEHEL
RPHER) .

) 1£3F Assignment Type ( B E ) BURE NAFE B XM HBERIR S, & Auto ( B

) LESSEEXERBIMELRL , %% Optional ( Ait ) FHLAFEEBMNEBERSEIF
(SSP) ZREEXNHRFINMENH BB ENMHR , REILE Compliance ( &M ) LERLRAF
B RER T iZm S KSR R A SR BB X
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v

( ) R RERERLAF Allow Removal ( SRiFMIER ) BB XK. i%#F Always ( B2 ) fE

RALF PR ERT F oI MIBRES B X4 | %38 Never (RT ) FHIERALAFBIBRE B X4 , &%

# With Authorization ( &1 ) MERAAFESEEE ANRN T BREEXH. EF With

Authorization ( &1 ) RIMERNHE,

6. ( ) 7 Managed By ( B3 % ) FB+ , MAEBREXHEENRWARA,

7. ( ) 1 Assigned Groups ( Z B4 ) FEBHP , AMBEREFNEEXHNEEd, kFREE
— NI EEERNEI , BREA T FEARIE OS AR, &EFHE, FIENER., ALASHRNEH
TEE.

8. ( ) I TRRBREL ME & XHH o B 2 EEM Exclusions ( HEBR ) o MREFE Yes (2 )
N & 7R Excluded Groups ( HEBR4A ) FE , LB LUE R H EM BB X4 2 B P HEBRAY E BEA .

9. ( ) 78S A Install only on devices inside selected areas ( XfEEE XZ L8 % ) ET , N
BB R TR EREHEERS iBeacon KEAKHSA L. HIIR KA , £ Assigned Geofence
Areas ( D EH B E =X ) FERARMNLEE =5 iBeacon Xif.

10. ( ) 208 Enable Scheduling and install only during selected time periods ( X 1£1% % B 6]
BRBIITRIMEZE ) |, WaLAEE B S 423t B ARTEIXR ( Devices ( 1%% ) > Profiles &
Resources ( BB X FRIR ) > Profiles Settings ( BLE X #Fi&& ) > Time Schedules ( B} d]
xR)) , XERFREXGTRA LHITRENNBEE, HIIRRE , 7 Assigned Schedules ( 7Bt
itk ) FERREMATRIER,

11. ( ) IEFRREMFTE iR <M BRES & X #F#Y Removal Date ( IBRBH )
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4| ( ) MREEFFIRILEP 5B RIE S AEZRE GlobalProtect , NELE Credentials ( £ ) 1%
B :

» MIOS 12 18 , MR EFE FiwmiE$ A F GlobalProtect Z& i § 4 13E , N AFUFEF
lL IRIE B ERE M MDM FRSSE5HEIERY VPN Bl E XA E 9. MRERATMEMTEM
MDM RE5E5E B E FimiE$ , M GlobalProtect B 4§ 7o &6 A L iE$,

o« EM AirWatch AR EREFIHIEPD :

1. 1R{& Credential Source ( E#EXKIR ) F User Certificate ( AFIESH ) o
2. i%&# S/MIME Signing Certificate ( S/MIME E&iE$ ) ( BRiL) .

iOS Add a New Apple iOS Profile X

General
seamml Credentials

S Restrictions Credential Source User Certificate
= Wi-Fi
VPN S/MIME # SIMIME Signing Certificate
% Email
£3 Exchange ActiveSync
Notifications
LDAP
[ calpav
(4] Subscribed Calendars
CardDAV

2% Web Clips

¢-> SCEP - @0

SAVE & PUBLISH CANCEL

- EFHLEEFPIRIESD

1. i®{& Credential Source ( £#EXJE ) 7 Upload ( L&),
#i A Credential Name ( £EEH ) o
%7 UPLOAD ( £f5) , REFEEEE LEMIEH,
EHEESRS , 5 SAVE (RE)

Howbn
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iOS Add a New Apple iOS Profile

General
@, Passcode Credentials
© Restrictions ol S
= Wi-F
0 VPN () Credential Name *
&% Email

Certificate *
£3 Exchange ActiveSync

Notifications Type
|l LDAP Ve Erom
§| CalDAV
- lid To
[#] Subscribed Calendars
Thum nt

[=] CardDAV

2% Web Clips

<5 SCEP

Upload

cert_client_cert 5050 (2).p12

Certificate Uploaded

Py

21772017

2/15/2027

ADE712D11CD&%3ECBFFF5AS3B0CF7D23F3D5EC54

@ 0

EFERATUE SGEHFR N MER

SAVE & PUBLISH CANCEL

1. 1®{& Credential Source ( E#EKJR ) 7 Defined Certificate Authority ( & X KIEBMENM ) -

2. ERBEMNHIREGERH Certificate Authority ( IEBMENE )

3. EBRATIUEBMAENIE Certificate Template ( IEBEIR ) -
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP5 | EtiE VPN iR E :

1.
2.

3.

9

1 A% = E REY Connection Name (JEEEHT ) o

%M L& Connection Type ( EREEH )
W F 4.1.x REARIRAH GlobalProtect M , i#&i%#F Palo Alto Networks GlobalProtect.
FF 5.0 RESIRAH GlobalProtect B f , % Custom ( BEN ) o

( ) IR E Connection Type ( E#EKE ) 1 Custom ( BENX ) ,

£ Identifier ( #7RAF ) FERMNH AL THIE ID LAFRIR GlobalProtect N &

¥ : com.paloaltonetworks.globalprotect.vpn,

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotect.vpn

£ Server ( RS8R ) FERH , W AR EEEN GlobalProtect ITFHEHN B IP bk,

( ) #iA VPN Account (K™ ) WAFHE , 2T + REAEELTBEANIHERE.

( ) % Disconnect onidle ( RERMiFFERE ) FEBRYF , FEETE GlobalProtect N A& L@
VPN RRERRHRESRE |, i MIL N A TR TR ETE (B ).

ESMRIEXY |, £#EFAF Authentication ( HWiE ) /5% : Password ( %% ) . Certificate ( iE
$ ). Password + Certificate ( 253 + iE$ ) ,

IR RAET , B A Password ( 15 ) H/3i%E#R GlobalProtect A TRIEAF &8 Identity
Certificate ( HFE+ ) . Identity Certificate ( FIE+ ) 547 Credentials ( £ ) REANTEHN
EF— 3,

REE R VPN H ERAFNIZREENA.

1060 RERBZREAN : £,
10, ( 3% ) I Proxy (RE ) %8 | HEBMXEE.

STEP 6| (

) (M 5.0 lRAEY GlobalProtect AT ) 21R GlobalProtect BEEZE HIP 5 MDM

SRk, NEEM — iR ZFRIRAF (UDID) & i,

GlobalProtect X#&5 MDM £ , AM MDM BREZEFREVATE T HIP B REESSHEMN B ZHIZR
B, 7 7Tit GlobalProtect £ #2¥ER , GlobalProtect B #7 [6) GlobalProtect M3 & 7R i &
UDID. GlobalProtect A A& UDID B ZEHEAET MDM BEEFH UDID 8. BEEMN
BB XX IER UDID B , WATAREBER MDM 8. GlobalProtect R4 RE#I UDID , Bt
UDID e F &Ko

MR A Palo Alto Networks GlobalProtect M 4% Connection Type ( ZE#EH ) | MFIE
VPN RE , # B AHNEEE XA Vendor Keys ( ERERI ) . RE Key (R ) K
mobile_id, Value ({ ) REN {DeviceUid}.,

Vendor Configurations

Vendor Keys

mobile_id {Devicelid}

MR Custom ( BENX ) M4 Connection Type ( A ) | MIFIE VPNIRE ,
HIEERZEEXEA ADD ( 7710 ) Custom Data ( BEEXEIE ) . IRE Key (R ) A
mobile id, Value (fE ) REN {DeviceUid},
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Custom Data

mabile_id {DeviceUid} x

| [+] ADD |

STEP 7 | SAVE & PUBLISH ( REH X% ) B,

£/ AirWatch 3 Windows 10 UWP i Sl B 1448 $TFF VPN Fi @
KABLITH VPN BLERT , SR GlobalProtect IR £ EERAITH, MNBLES VPN BERHBES
GlobalProtect Mx EFrft B4SEM LM (RO IP it % ) HEENRE, S TESRNZLER , T
BA VPN 8{E , BHZLERRABANRNENAREZERTZEAMKILR, HEEXUTE—KRE
GlobalProtect I JFP Bt B ELEH Enforce GlobalProtect for Network Access ( 58 #/#11T GlobalProtect # 1T
MEIEE ) o

BT Airwatch 7% GlobalProtect %Iy Windows % S B HIiE IR MERF |, FTUE UM
#EFEE A VPN 2It2F |, 4518 GlobalProtect N ARE , HEB T I TERMMIRHEES
VPN Bt &3 4,

EF A AirWatch 1 Windows 10 UWP i S ELE R4 4TH VPN BLE |, BRI T S RIBE -

STEP 1 | %k GlobalProtect Windows 10 UWP R :

« fEMA AirWatch 282 GlobalProtect s M A,
. APZEEEM Microsoft Store & GlobalProtect R 8,

STEP 2 | )\ AirWatch 2%l & , £ IME Windows 10 UWP BLE X4 |, SR NFETEYEL & XX 44
1. 1%3% Devices ( 8% ) > Profiles & Resources ( BLEXHFEIR ) > Profiles (BMENXH ) , AfF
ADD ( 7N ) #li & X H.
2. i%&# Windows ¥ER & , Windows Phone E 8 &3 H,
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Add Profile X

Select a platform to start:

s

- iOS macOS  tvOS ===

e
Android Apple 05 Apple macOS Apple vOS BlackBerry
P -%
: 3 N
- ol | ul ve
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

windows Phone Windows Desktop

: Windows 7

Chrome OS5 (Legacy)

CAMCEL
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Select Device Type

Windows Phone Windows Desktop Windows 7

Passcode Restrictions
WI-FI VPN
Emall

Application Contrel

Credentials SCE
windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| Bit BGeneral ( &# ) &i& :

1. WABEXHH Name (B ) o

2. ( ) i AJEE B & X4 &Y &l 58 Description (%8 ) .

3. 151: ) % & Deployment ( £8% ) &7 Managed ( ZE®E ) , EEEUEEME B il BREE 3
4. ( ) 1£3% Assignment Type ( D EiRE ) LURE NAFE E X HHBE R KR, &8 Auto ( B

0 ) LB HERE X G SHBRFTELN , %2 Optional ( ATt ) FHRKLAFEEBEMNEBRSIF
(SSP) ZREBEXHRF I HRHEXH BRI ENMER , HEEER Compliance (B ) MERLAF
B RIEA T iZis S AR SRR BB ZE & X

( ) £ Managed By ( X% ) FEBY , M AEBREXHEENRWHALA,

v

192 GLOBALPROTECT EERiEM | BHREEE

© 2019 Palo Alto Networks, Inc.



6.

( ) ¥ Assigned Groups ( Z B4 ) FEBHF , FMEERERMEEXHNERE, KFEREE
—NOIEFE AR, BEEA T FEARIE OS AR, &&HE, FENER., ALASHRERH
TEE,

( ) ERREREEREEXHN S B P T EEM Exclusions ( BEBR ) . MRIEFE Yes (&)
M| & 7R Excluded Groups ( BERR4A ) FE |, iILB T LUEERF EMILEE X4 2 B P HEBRAY S BEH

( ) 218 Enable Scheduling and install only during selected time periods ( {X1E % % B 8]
BABZITHNRE ) , MW AR & X 4Rt RN AR A& ( Devices ( 8% ) > Profiles &
Resources ( BLE XHFMEIR ) > Profiles Settings ( BCE X#Fi%E ) > Time Schedules ( B/

£)) , XEREHREXMHERA LHITRZENNBEEE, HIIRRE , 7 Assigned Schedules ( 7Bt
itk ) FERAEALTRIE R,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4| ( ) MREEFFIRILEP 5B RIE S AEZRE GlobalProtect , NELE Credentials ( £ ) 1%
=z

« EM AirWatch BF HiEBEFIRIES :

1. iR{& Credential Source ( £#EXKIR ) F User Certificate ( AFIESH ) o
2. i%&# S/MIME Signing Certificate ( S/MIME E&iE$H ) ( BRiL) .
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22 Add a New Windows Phone Profile

© General
O\t Credentials

© RS Credential Source ‘ User Certificate

= Wi-Fi

ﬂ VPN SIMIME * ‘ S/MIME Signing Certificate
& Email

£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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s EFHLEEFIRIES

% & Credential Source ( Z#EXRIR ) 5 Upload ( L& ),

# A Credential Name ( & ) .

#d UPLOAD ( £f& ) , REIHEERE LEMIIES,

EHEESR , £ SAVE (RE )

HREERFIEPFAH Key Location ( RIULE ) :
TPM Required ( FE TPM ) —HEAEFSERPREFLH,. WRELJSTTAREFAER, WFE
EREA.
TPM If Present ( IR FHE TPM ) — IR B A AN AIEEAER |, IFRARTFERENA,
MRF[ALAEFLEER | NFLARFERRLRER,

+ Software ( 8#f ) —FRAREFERIKEA.

« Passport ( BITIE ) —RFAARIEAE Microsoft BITIEF, E/SAILIET , BT ERR ERE
AirWatch Protection Agent .

6. f# Certificate Store ( WEH 1 E ) IRIE N Personal (™A )

uhwbhpe
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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EFERATUE SGEH TR VA HMER

1.

% & Credential Source ( ‘£#EXJR ) 7 Defined Certificate Authority ( & XEIERM AN ) o

2. EREBEMNHIREGE B Certificate Authority ( IEBMEN )
3.
4, EREERFUEHFEAM Key Location ( RIULE )

EERATIEBMENEE Certificate Template ( IEHER ) o

TPM Required ( EETPM ) —EAIEFEERPRENH. MRFEILEAFEFEAER , NFE
ELERA.

« TPMIf Present ( MR FE TPM ) —NRIESEATANAEFLAER , WEAAREEERN,
MREILAEFLEER , WFAAREERSKEH.

- Software ( #iff ) —FRARTFERSTH4R,

+ Passport ( BITIE ) —FFA4ARZTE Microsoft BITIEH, BF BT , S#HfEixe L &%
AirWatch Protection Agent .

fF Certificate Store ( IEBEME ) RE N Personal (™A ),
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

8.1 +1 more

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP5 | EtiE VPN iR E :

1. B AR E R Connection Name (EZEEM ) o
2. EEREARMERF Connection Type(iE#KR) ( 7i%&FIKEV2, L2TP, PPTP = Automatic ( B
31 ) , AR E%EE GlobalProtect VPN Bt & XA FTEMI MR HNEIRE ) -

N AFUERE AR , BB AirWatch i 5kJ$ GlobalProtect 5|3y Windows % S B 5
EEREER.
£ Server ( [R5 ) FEBT , A AP EEER GlobalProtect TP EHN A IP bk,
4, EEHRIIXE  EBRATEERLAHAF SHRIENFE AN Authentication Type ( A KIEE

),

w
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Add a New Windows Phone Profile X

© General Bk
only
o, passcoce VPN
© Restrictions Connection Info
U Connection Name * ‘ VPN Configuration ‘
A VPN
& Email Connection Type * ‘ Junos Pulse .
5 i
EelExcharestaesiig Server * ‘ gp.paloaltonetworks.com ‘
© Application Control
B Advanced Connection Settings (] 10
@ Credentials Authentication
<> SCEP Authentication Type ‘ AP -
% Windows Hello
/> Windons Licensing Protacols ‘ EAP-TLS (Smart Card or Certificate) -
Data Protecti
QETRFEEIED Credential Type ‘ Use Certificate -
¢ Custom Settings
Simple Certificate Selection @ 10

Custom Configuration
Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) ERF GlobalProtect fRFF I F&E4E , i§1E“KrE" X135 ENABLE ( /5 ) Remember
Credentials ( iZfE&#E ) &I,

6. ( ) VPN REMN"X 15 , ADD NEW DEVICE WIDE VPN RULE ( A 0#i& & 3 VPN M
), Bi@Es VPN BRI 4% SR M I AR, XN Z R R , (B EEAN SHAT
W, MBERESEETERAEAR PTE , M@ VPN BEE i TEE B,

ERMCE SRS | 525 ADD NEW FILTER ( /NINFFEESRME ) , AREH A Filter Type ( TRk sM3E
A ) MAHRIHY Filter Value ( THi%4E ) -

VPN Traffic Rules
Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. BIRLK 4 GlobalProtect 3% | B AR XIGE E T F1E—IEI :

ENABLE ( 5 ) Always On ( B8R 3TFF ) , BHIZ S EEBRLKTH,

ENABLE ( /5A ) VPN Lockdown ( VPN $iE ) , BBHIRSEERARA  HENAREEREZH
M &8, AirWatch 1 #) VPN Lockdown ( VPN &l ) BT 287 GlobalProtect [~ F &
F i E#Y Enforce GlobalProtect for Network Access ( 9 B 4& 1/ 7158 #3477 GlobalProtect ) .
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Add a New Windows Phone Profile X

© General Policies

@, Passcode

. Remember Credentials ENABLE DISABLE
Restrictions

= Wi-F Always On ENABLE o
A VPN

& Email VPN Lockdown DISABLE 10
£2 Exchange ActiveSync

Trusted Network 10
© Application Control
5] Assigned Access Split Tunnel ENABLE DISABLE 8 fonly
W Credentials
o TTD Bypass For Local DISABLE 8 1only
% Windows Hello

Trusted Network Detection DISABLE 8.1only
/>Windows Licensing
D=ERCed0s Connection Type Triggering v 81only
= Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2.

VPN On Demand
Allowed Apps
Allowed Networks

SAVE & PUBLISH [IRSAUTSN
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8. ( ) 2R E GlobalProtect X4 B AT 45 M 4% E 20t T 3% |, WIS TE Trusted Network ( AI{EM
&) Musit,

STEP 6 | SAVE & PUBLISH ( REH A ) Ed,
STEP 7 | iR EEERRIZEHIERF N GlobalProtect , IHLL XML # R 4%E VPN B & 34,

N BERABRERDERSE XML RRFNRERS , FESEEEZAKE VPN BREX 4+
_Q_ HiRE. MRESH VPN EEXHEETEERRE , TERSE XML pRTER ; HE ,
=  HE#H VPN BEEXHTIHNREFEENTHIR.

1. 7£ Devices ( %% ) > Profiles ( BREX#F ) > List View ( 3IRMA ) & , B E 2GS B A RN
EENHEMEERZEE , REERBRENEH </>XML . AirWatch [T F BB XHH XML LB,

2. Export (S ) BMEXH , AREFMEN N ARERESRPIT .

3. 7 GlobalProtect {REBATIZE :

£ PluginPackageFamilyName BY LoclURI JLEF , FIXUEERNR :

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

HERE/EH Data TEF , FHEEZN :
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. REXNFSHEEXHFHNER,

2. JR[E AirWatch , #%#* Devices ( %% ) > Profiles ( B2&X# ) > List View ( ZIXR#UA )

3. BIEHGBFEE XM (%R ADD (A0 ) > Add Profile ( /FINEEX# ) > Windows > Windows
Phone ) .

4. #%$# Custom Settings ( HENIZE ) > Configure (BB ) , AEEHMIFIREBNEE.,
5. SAVE & PUBLISH ( R&FH 51 ) EX,

STEP 8 | EiEBRIRAEL & XU |, %£4% Devices (%% ) > Profiles ( Bt &4 ) > List View ( 5IF&RM
) , RIEi%# More Actions ( E%121E ) > Deactivate ( £ ) o AirWatch fFiZE & X4 #
EESErIRIECH

STEP 9 [ KBl &,

f£F Microsoft Intune BLEHLKFTF VPN ELE

Microsoft Intune 2 —ME TN ULBHIMEERTS , #ETUMNPMIBEEB WK, GlobalProtect
N AR A& F Microsoft Intune FER S IRR 2 AREBIRERBUAR L ERE, £ GlobalProtect fEH
ReEE  TURBERERE B8RS LBESSEMP B MER S K,

B X WMIES Microsoft Intune BLBIRLKITH VPN BEBWEER , BSHUT D -

« {#H Microsoft Intune 5 i0S xS B RLITIF VPN BiLi&E
« fEA Microsoft Intune 3 Windows 10 UWP i R Bl BB 4L FTFF VPN B &

f# A Microsoft Intune 7y iOS iR RLEBRAXRFTH VPN & &

EKABRLITHF VPN BLERT , MFE{R GlobalProtect R £IEIZERLKITH . NMBAKAEN VPN BERBS
GlobalProtect M>x PRt B45EMiESMH (WwWOM IP it % ) HEENRE.

E#F A Microsoft Intune 7 i0S I RELBRLITH VPN BLE |, BIRUT T RIEE -
STEP 1| T8k GlobalProtect iOS R .

f£ A Microsoft Intune %2 GlobalProtect 1 R
o BAPETEREM App Store Tk GlobalProtect R F.
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STEP 2] ( ) MRBEFZETIERNS ORI, WEEIERERE .

STEP 3| Bl #HY iOS VPN ELi& X4,
+ &8 Platform ( £& ) 7 i0S.

STEP 4| 79 iOS i RELE R LTI VPN RE,
+ iRi& Connection type ( E#2& ) 73 Palo Alto Networks GlobalProtect,

{5 F Microsoft Intune 3 Windows 10 UWP i s it E R 4L T VPN B &

RXABLITF VPN BLERS , SR GlobalProtect IR £ IEEBR AT, MNIBLES VPN BRERBES
GlobalProtect Mk LB BAFEFIESRM (WO IP bt ) HEERANRE.

E# A Microsoft Intune 3 Windows 10 UWP i S ELE AL ITH VPN BB |, BIRUT S RIEE :

STEP 1| %k GlobalProtect Windows 10 UWP R A :
« A Microsoft Intune Zf& GlobalProtect Bz K o
. APFPZEAEEM Microsoft Store 2 GlobalProtect 5.
STEP 2| ( ) MRHBBEEEETIEBN S MIAUE |, WEEIEHEE S,

STEP 3| BIZ Y Windows 10 UWP VPN Bt & X 4,
ZE Platform ( ¥ A ) 3 Windows 10 and later ( Windows 10 REERA ) o

STEP 4| § Windows 10 UWP i R EL B B 4L 3T FF VPN &R iE,
1% & Connection type ( E##3£E! ) 7 Palo Alto Networks GlobalProtect,
B F Always On ( 384377 ) VPN,
£ Mobilelron BLE#HRL&ITH VPN ELE

Mobilelron 22— BHUEEBEE , FERAUMNFREHFHAEEBIIHSR. GlobalProtect N 1EPH A&
1 Mobilelron FEB I mR/AZBIRMIEZRIANAREZLEE, £ GlobalProtect (EAZ£ERE , AT
ERERE , BB IHS LBFISSHET B EZ 2K,

BXMMET Mobilelron BEERL T VPN BEENER | SR THS -

+ {#F Mobilelron 7 iOS i M E B IHLITFH VPN BB
o f#F Mobilelron W ZERixRBEBIHRALITH VPN B E

£/ Mobilelron Jy i0S s RECERL T VPN BB

KBHBAITF VPN BLERS , RIA{R GlobalProtect R £ EZERAIT ., MHBLES VPN BRERBES
GlobalProtect Mx EFRELE S EMIESRY (Im O IP #3ut%E ) HITEHRE.

E{E /A Mobilelron 7 i0S I RELERL T VPN BLE |, FRUTSREE

STEP 1| T8k GlobalProtect iOS R f,

« £/ Mobilelron %82& GlobalProtect ¥35 f,
AFEREREM App Store T# GlobalProtect B,

STEP 2 ( ) MRBEFZETIEPNESORIE , BAMNEBEE , R BEILEHRE,

STEP 3 | /IR $TFF VPN BLE,
+ REEEXEAEN Always On VPN ( AL ITFF VPN ) ,
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https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
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http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm

STEP 4| 73 iOS ELE LTI VPN RE,

£/ Mobilelron 3 & Him [ELE LTI VPN B E

KABAKITH VPN BLER , RI#ER GlobalProtect W& £IEEBAITH. NHBAES VPN RBRERHE
GlobalProtect M>x LRl B4 E MLt (WOM IP it % ) HITENRE.

E{F A Mobilelron 3 Android I RECEBLITHF VPN BLE |, BIRUA TS RIRE -
STEP 1 | "%k GlobalProtect Z =R .,
« {#F Mobilelron #B& GlobalProtect 31 M H
. BAPEAEREM Google Play 7% GlobalProtect R F .
STEP 2| ( ) MRPBEZET BN SRR , FFAMEPEE , R BREITERHEE,

STEP 3| " INtE45#T7F VPN BELiE,
REEEIRTSN Always On VPN ( HHLITFF VPN ) ,

STEP 4| AR EBLEHRLITIT VPN RE,

£/ Google EEEFH SBBRLITH VPN RE

Google EEEHIAR—METENRULBHIMEERETRE , FEUTUMNFREFHAER

Chromebook. GlobalProtect B FTERA At F1 S Google B 4| A EIEH Chromebook 2 AR &R & HRH
BARZEERE, £ GlobalProtect (FAZ 2R , THUBERERE , EBIWS L@ HISKETR R
1 4% 2 4 SR RE

f#F Google B H| & J Chromebook EERLITH VPN i&E

Chromebook &3 Android kR GlobalProtect Y B X% , TFWBREHTFF VPN, KRAKBLITH VPN B
B , B#{R GlobalProtect IR £ EERAITFF, ML ES VPN B2ER B S GlobalProtect W% EFFED
BREERESRME (WOMIP#hitF ) HERAFRE. BYLHLAFEHR Chromebook £iE1T Android iR
GlobalProtect Bif , ATABRM 1L IEREZE GlobalProtect H AT ABRIFE LT M4,

£ * Android jz GlobalProtect g F{X % & 7E = £ Chromebook +{§H,
+ A% ¥ Android R FF2FH Chromebook H##k4EfE A Chrome # GlobalProtect §1f,
{BE , X% Chromebook AL ITH VPN,
« tnE Android & GlobalProtect §i f %% F Chromebook A F“®44&TF VPN ThEE | N
B EHEH Chromebook %% Chrome jx GlobalProtect 5,
EfE A Google BB H|A R Chromebook ELERLITH VPN BLE |, FIRUA TS RIEE,

UTSBROGER T #FE A Google BEE#2&|AEZE Chromebook £ #82 Android it GlobalProtect 5 72
Fo AirWatch BRI X2 E Chromebook £ Android X GlobalProtect Bz FHY“#4 & $TFF VPN EL B .

STEP 1| MIZH Palo Alto Networks BaX & , 1% E GlobalProtect [ 17 15 [RIF R,
STEP 2 | & X GlobalProtect REBE &,

STEP 3| BEE X GlobalProtect R FATEF,

Efi & GlobalProtect TN BLITIF |, ¥ Connect Method ( iEE S % ) %7 User-logon (Always
On) ( AFRER (RETF) ).
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http://mi.extendedhelp.mobileiron.com/47/all/en/desktop/Always_On_VPN.htm
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Configs

HIP Data Collection

Authentication | Config Selection Criteria

App Configurations Welcome Page  Mone hd
Connect Method User-logon (Always On) - Disable GlobalProtect App
GlobalProtect App Config Refresh | 24 [1 - 163] Passcode

Interval (hours)
Allow User to Disable Allow Confirm Passcode

GlobalProtect App
Allow User to Upgrade Allow with Prompt Max Times User Can Disable | ¢

GlobalProtect App

Use Single Sign-on (Windows
Only)

Disable Timeout (min) 0

Clear Single Sign-On Credentials Mobile Security Manager Settings

on Logout (Windows Only) Mobile Security Manager

Use Default Authentication on es
Kerberos Authentication Failure Enrollment Port | 443 hd
(Windows Only)

Automatic Restoration of VPN
Connection Timeout {min)

Wait Time Between VPN
Connection Restore Attempts
(sec) -

« EfIEAFEA GlobalProtect BIf |, ¥F Allow User to Disable GlobalProtect App ( 72 iF A
GlobalProtect Rif ) %1% &7 Disallow ( AR ) »

Configs

Authentication | Config Selection Criteria HIP Data Collection

App Configurations Welcome Page  None hd

Connect Method userdogon

GlobalProtect App Config Refresh 24
Interval (hours)

Allow User to Disable Disallow Confirm Passcode

GlobalProtect App
Allow User to Upgrade Allow with Prompt Max Times User Can Disable |0

GlobalProtect App

Use Single Sign-on (Windows
Only)

Clear Single Sign-On Credentials
on Logout (Windows Only)

Always On) - Disable GlobalProtect App

Passcode

Disable Timeout {min) 0

Mobile Security Manager Settings

Mobile Security Manager

Use Default Authentication on &s

Kerberos Authentication Failure Enrollment Port | 443 -
(Windows Only)

Automatic Restoration of VPN
Connection Timeout {min}

Wait Time Between VPN
Connection Restore Attempts
(sec) -

STEP 4 | J3 A GlobalProtect KJ3%EBH & 311,
E/H 1IE AP B3 GlobalProtect & 4 RIF1R R HEWIFF GlobalProtect Bt483d GlobalProtect #E#2 , NI J9i%
PAEHRIFEREUN TRz — :
o UAFBEEFIRIES 5 HKIE# T GlobalProtect B3%E B HKIE,
+ 7 GlobalProtect NFARFEREZHAFMEE,
1. NEWITFPREEE ( Network ( 4% ) > GlobalProtect > Portals ( |1/ ) > <portal-config> >
Agent ( X3 ) > <agent-config> ) Fi%$F Authentication ( F31KIE ) .
2. ¥ Save User Credentials ( REEAFEHE ) ETER Yes () o
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Configs

Config Selection Criteria HIP Data Collection

Name | test

Client Certificate | None -
The salacted client certificate induding its private key will be installed on dient machines.
Save User Credentials ves e

Authentication Override
[ Generate cookie for authentication override

B Accept cookie for authentication override

Certificate to Encrypt/Decrypt Cookiz | None v

Components that Require Dynamic Passwords (Two-Factor Authentication)

[ portal [ External gateways-manual only
D Internal gateways-all D External gateways-auto discovery
Select the options that will use dynamic passwords ke one-time password (OTP) m authenticate users as opposed to using saved credentials, As a result, the user will akways be prompead o

anter new credentials for each selectad option.

3. BHOK(HWE ) AR, MREMNFREEE.
STEP 5| FEBA K 1% £ Commit ( 12X ) Bk,

STEP 6 | @3¢ Chrome OS VPN i&& , B 1E Chromebook A 7483 GlobalProtect.
1. BB R BMHERE Google EEIEH A,
2. {1 Google BB 4IAEZ % Chromebook £ 7 Android 282 GlobalProtect N AEFMASE
Chromebook £,
3. ¥f Chrome 1% & (chrome://settings) MIA B & £ LAPH IE A FESREM VPN ZE :

1. %#% Device Management ( IR ZE¥ ) > Chrome management ( Chrome E# ) > User
Settings ( AFIRE ) o

2. £ Content ( W& ) > URL Blocking ( URL PR 1k ) X1Zi#9 URL Blacklist ( URL & # ) XAEFH
A chrome://settings,
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https://admin.google.com/

= Google Admin Q, Search for users, groups, and settings (e.g. turn on 2-step verification

Device management » Chrome » User Settings

URL Blocking URL Blacklist

Locally applied Any URL in the URL blacklist will be blocked, unless it also appears in the URL blacklist exception list. Put each
URL on its own line. For example:
example.org

http:/fexample com
[Google Chrome Build 15.0.874.12+]

chrome://settings

URL Blacklist Exception

Any URL in the blacklist exception list will be allowed, even if it appears in the URL blacklist. Wildcards (™) are
allowed when appended to a URL, but cannot be entered alone. Put each URL on its own line. For example,
sites.example.org

http://mail.example.com

file:/y*

[Google Chrome Build 15.0.874.12+]

DISCARD SAVE

4. Save (R%F ) X,

AP xEzEER VPN EBE

BN (KRE)VPNEED , AP S F31E3) GlobalProtect M A , LLE I &2 GlobalProtect iE
$#, GlobalProtect N1 A1 i F° & XA IFIEEZ GlobalProtect TR UEXRAFMENEEHARRKEEE,
ENANMNTFERIIRERES , SEEHEIIREREFRFTIEE GlobalProtect W<k VPN &,

AXNABSZXFNBHREEEREREAS RKEZRILE VPN BEENEE , BSANTHS

« fFH AirWatch BEE A F &£z 1519 VPN B &
+ {#F Microsoft Intune B E I FF & #2258 VPN B &
+ £ Mobilelron BLiE B F X #2117 17 VPN ELE
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5 Airwatch BEE A F &£z 151 VPN &

AirWatch 2—f{ I BZIHEBETEE , FERTUMNPREZEH AEEES KSR, GlobalProtect B F1E
AirWatch SEB ) ig S M A& 2 BIRERZERBNARLZELERE, FH GlobalProtect (ERZ£EE |, A
LUEERERE  E83 KA LB FISSHETRL B A %R 2K,

BxIAET AirWatch BEB A P X RIZ215E VPN BENER , HSHAUTID -
« f#H AirWatch 7 iOS in R ELE A F X2z 15E VPN B &

« {#H AirWatch 3 Windows 10 UWP i S Bt & B 7~ & #2215 [ VPN B &

£/ Airwatch Jy i0S i S B & AP & 2ixfEihE VPN B &

FEZRBIGR (RE)VPNEEDR , AFRSAFHBEIRA , LEILLLH GlobalProtect &%, NMXEAF
KEHEINIEZFES VPN B2E B 5 GlobalProtect Mx EEEBH S EMESH (wOFM IP #it% ) 48
CEARE.,

EfE AirWatch 7 iOS s REEAF £ EZEREHR VPN BE |, FRUTSRIRE
STEP 1| R & GlobalProtect iOS Rif.
fE A AirWatch B2 GlobalProtect %31 N H .
FAPZETEREM App Store 5 GlobalProtect S,

STEP 2| )\ AirWatch #2#l4& |, {£XINA Apple i0S BB X , ANV E B X4
1. #%3% Devices ( 8% ) > Profiles & Resources ( BEE X FIRIR ) > Profiles ( BEEXH ) , RE
ADD (10 ) &S,
2. NFEATIRIERIOS .
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4

Add Profile X

Select a platform to start:

10S

Android Apple i0s Apple macO5 Apple vOS BlackBerry

BlackBerry 10 Windows Rugged Windows Android (Legacy)

Global HTTP Proxy
Content Filter
Network Usage Rule:
single sign-on
Alrrint
Chrome OS (Legacy, Home Screen Layout  Lock

Google Account Custom Settings

CANCEL

STEP 3| Bit BGeneral ( &# ) &RiE& :

1. MABREXHE Name ( B ) o

2. ( ) % AIEEBE X4 AR & 58 Description (%8 ) .

3. ) £ Deployment ( FBE ) FiE , ZHZETIEREERUEEMET B 3l BRE.E X4 —
Managed ( 2% ) (MBREESXH ) HManual ( F31 ) ( REXHPREBCRZERDS , EEHRL
AP ) .

4. ( ) 1£3F Assignment Type ( B E ) BURE NAFE B XM HBERIR S, & Auto ( B
) LB PR EXHHBIFTELN , % Optional ( Ak ) FRLKLAFEEBMNEBREIF
(SSP) ZREEXNHRFINMENH BB ENMHR , REILE Compliance ( &M ) LERLRAF
BRER T Zm S0 R BRI Z A & S
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v

(k) BRERREZLAF Allow Removal ( 72 FHIBR ) BB . %# Always ( B2 )

BALR AP BB FEMIBRELE XM , % Never ( RT ) FEIERLAFMBREESXH , REL

# With Authorization ( &1 ) MERAAFESEEE ANRN T BREEXH. EF With

Authorization ( &1 ) RIMERNHE,

6. ( ) 7 Managed By ( B3 % ) FB+ , MAEBREXHEENRWARA,

7. ( ) £ Assigned Groups ( PB4 ) ZE&H , RINEERNEFNEEXHNEREA, KFEREE
— NI EEERNEI , BREA T FEARIE OS AR, &EFHE, FIENER., ALASHRNEH
TEE.

8. ( ) I TRRBREL ME & XHH o B 2 EEM Exclusions ( HEBR ) o MREFE Yes (2 )
N & 7R Excluded Groups ( HEBR4A ) FE , LB LUE R H EM BB X4 2 B P HEBRAY E BEA .

9. ( ) 78S A Install only on devices inside selected areas ( XfEEE XZ L8 % ) ET , N
BB R TR EREHEERS iBeacon KEAKHSA L. HIIR KA , £ Assigned Geofence
Areas ( D EH B E =X ) FERARMNLEE =5 iBeacon Xif.

10. ( ) 208 Enable Scheduling and install only during selected time periods ( X 1£1% % B 6]
BABHITRIFZE ) , M SR & X4 22 rT B A BT E & ( Devices (%% ) > Profiles &
Resources ( BB X FRIR ) > Profiles Settings ( BLE X #Fi&& ) > Time Schedules ( B} d]
xR)) , XERFREXGTRA LHITRENNBEE, HIIRRE , 7 Assigned Schedules ( 7Bt
itk ) FERREMATRIER,

11. ( ) IEFRREMFTE iR <M BRES & X #F#Y Removal Date ( IBRBH )
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | B2 & Credentials ( 37 ) % & :

£ iOS im R EFRFEZEETR VPN BEEEEETIEHHN BRI,

» MIOS 12 R , tIREFEFFIIEH AT GlobalProtect & F ik & 31 UE |, N AHURZE F
L AP ERE M MDM BRSSSHEER VPN BLB XA R0 . TREREAEMS EMN
MDM fRr&5E 3B & FumiE$ , N GlobalProtect 5 7 & A BLIE+

+ EM AirWatch AFHEREZEFRIES :

1. i®{& Credential Source ( E3EXKIF ) 7 User Certificate ( AFIEH ) o
2. 1% S/MIME Signing Certificate ( S/MIME £&iE+H ) ( ik ) o

iOS Add a New Apple iOS Profile X
General
R— Credentials
© Restrictions _ -
Credential Source User Certificate
= WIi-H
VPN S/MIME * SIMIME Signing Certificate

Email

£3 Exchange ActiveSync
Notifications
LDAP

[ calpav

[#] Subscribed Calendars

CardDAV
26 Web Clips
¢ SCEP - (-D @

SAVE & PUBLISH CANCEL

s EFHLEFFRIES :

1. i&& Credential Source ( E#EXJR ) 79 Upload ( £1&) .
# A Credential Name ( &% ) -
¥ UPLOAD ( £ ) |, REIFEERE LEMIEH,
EPIEESRE , B SAVE (R7TF) -

Sl N
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iOS Add a New Apple iOS Profile X

General
a, Passcode Credentials
Restrictions
® Credential Source Upload
= Wi-F
0 VPN () Credential Name * cert_client_cert_5050 (2).p12
& Email Certificate * Certificate Uploaded
£3 Exchange ActiveSync
Type Pfx
Notifications s
I LDAP Valid From 20
& CalDAY Valid To 21512027
(%] Subscribed Calendars
Thumborint ADET12D11CD893ECBFFFSAI3BOCF7D23F3D5ECSA

[=] CardDAV

26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

« BERAMESGEBHRRANEFER :

1. 1®{& Credential Source ( E#EKJR ) 7 Defined Certificate Authority ( & X KIEBMENM ) -
2. ERBEMNHIREGERH Certificate Authority ( IEBMENE )
3. EBRATIUEBMAENIE Certificate Template ( IEBEIR ) -
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP5 | EtiE VPN iR E :

1.
2.

3.

v

1 A ¥% =UE REY Connection Name (EZEB ) o

M L& Connection Type ( KA )

o« XNF 4.1x REKMAH GlobalProtect M F , i&1%£$F Palo Alto Networks GlobalProtect.
3 F 5.0 RESIRAH GlobalProtect BIA , #i%$® Custom ( HEX )

( ) 2R 1% E Connection Type ( #E#3KE ) 7 Custom ( BENX ) , M7E Identifier ( #71R
%) FERABMALTEE ID , LAFRIR GlobalProtect BIF :

com.paloaltonetworks.globalprotect.vpn

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotectvpn

£ Server ( RS5E5 ) FEH , AR P EIE#EN GlobalProtect TP EN AR IP ik,

( ) 8 A VPN Account (KPP ) WRFE | 8 + REEFLTBANIBERE,

( ) % Disconnect on idle ( BRI M ERE ) FEBRF , IEETE GlobalProtect R A F L@
VPN BRERHERER |, ma MR FASEHATE A atE (B ).

EEMRIEXE |, ®EMF Authentication ( H311E ) A% Certificate (iE$ )

£ iOS iR EFrEZETA R VPN BB EEE TIEBH 5 HRIE,

HIIRRET |, B A GlobalProtect Fi FRIEA 7 S 39 Identity Certificate ( H31E$ ) » Identity
Certificate ( HE$ ) 54E7E Credentials ( £1E ) REANEBHLP —Ho
2475 JZ Fi Enable VPN On Demand ( 32EZH VPN ) ( RIARE ) .

Authentication
User Authentication Certificate
Identity Certificate Certificate #1

Enable VPN On Demand Ld

10. ( ) EZiZIHAR VPN On-Demand ( 3£3E VPN ) EZEMAN :

Match Domain or Host ( IEECIHER =L ) — M AZERAF A AR GlobalProtect B 3 iE Y
HRENAE,

+  On Demand Action ( #2ERE ) — 188 On Demand Action ( 3ZE#21E ) FEstablish if
Needed ( X EBTE Y ) = Always Establish ( #8423 ) , UEREAFLTEEZETHRIEEEH
FHLBBTE I GlobalProtect i, i%E On Demand Action ( I2E24E ) JNever Establish ( M
TEMN ) |, BHIEERAF RS EESRENBEIL GlobalProtect E#, MREFCLRE , WA
DSk,
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Authentication

User Authentication Certificate
dentity Certificate Certificate #1
Enable VPN On Demand L4

Use new on-demand keys
VPN On Demand

www.example.com Always Establish

11. ( ) /& F GlobalProtect i i Use new on-demand keys ( SEAHHIRERI ) , LIREERH
R IR EEEMN, TTLUEE % &5 ADD RULE (RAIFN ) SNl

Authentication

User Authentication Certificate
dentity Certificate Certificate #1
Enable VPN On Demand L

Use new on-demand keys L

On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore

Action Paramerter

Domain Action ®) Connect If Needed Never Connect
Domains domain_local
URL Probe www.example.com

DNS Servers

« ERFEANXE , BIBE XM EMIEFEERT GlobalProtect 3/ Action (81E)

+ Evaluate Connection ( TF{HiE$#E ) — REMEMIEREIZE BZHE L GlobalProtect E#, 8
BAREdEETEN |, BT,

+ Connect (i&E## ) — B31E I GlobalProtect 3,

+ Disconnect ( iFFiE# ) — B312f GlobalProtect , 3P It GlobalProtect E#72 3iE#,

+ lgnore ( Z#% ) — {REBILE GlobalProtect iE# , H1EWTFF/SBELE GlobalProtect EFE I iE
.

On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore

< ) MRAFFEFIZFE AN Action ( #4E ) IRE N Evaluate Connection ( {HiERE ) |, J"“J
EXNEBRESEH , UEEEZITMAN , MRHEBT KK , #EE GlobalProtect R B BEHB =
HEMEIER (Hla, 2R DNS AR 25 88 TR Y I Ao E M AL R ) o ATLAEE %3 ADD ACTION
PARAMETERS ( FINRESE ) RMZNSH.
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i%i& Domain Action ( 134 ) 5 Connect if Needed ( 4 ZE /& ) , LUS A GlobalProtect
BREIER , 3= Never Connect ( WFiERE ) , BAPHLE GlobalProtect E#T M iE#,
1 A fEF Lt Action Parameter ( #/EZ%1 ) #% Domains (1# ) .

< | ) IR % & Domain Action ( 3F#24F ) 7 Connect if Needed ( A Er1IE# ) , MM ARE
£ URL Probe ( URL &Ml ) FEXAFHME HTTP 5 HTTPS URL, MR TEMEMN URL EHE |
MFEHE RS S , RRMRBRSEFFLEMABL 200 HTTP RS , ME I GlobalProtect &
%
( ) ¥R 1% & Domain Action ( iH#&4E ) I Connect if Needed ( 4 ERTIER ) , MA AR
F B #rH5 EEDomains ( 3 ) #9 DNS Servers ( DNS ARS585 ) IP etk ( AEPRATEHER ) o TR
FoiE1A A DNS ARS8 , MIE L GlobalProtect i#E#.

Action Parameter

Domain Action ®) Connect If Needed Mever Connect
Domains domain.local

URL Probe www.example.com

DNS Servers

BETLEZFEZANO TSRS, NRBRCEMEEESRNS , WRFEZANZER T IR
&

Ayl

+ Interface Match ( O ITHE ) — ISE A EE K QMK EEEFAEZEEE : Any (F
i ) . Ethernet, Wi-Fi, Cellular,
URL Probe ( URL#F& ) — i AZEPTHEAY HTTP 5t HTTPS URL, fNRITE AL , MIRE 200
HTTP ISR,
SSID Match ( SSID tf ) — M AZEEEMML SSID, A SUEE 8 &R (+) IREARMZ M
4 SSID, ELERI , MRMSAEDE—NMEEML SSID HH I
DNS Domain Match ( DNS $# It ) — A ECER DNS #2215, A, EATUTERI SRR
BEFBHNBERE/AFICR (M *.example.com )
DNS Address Match ( DNS #thiit P2 ) — % A ZTEIAY DNS fRS52s IP thit, AT LUBE$ &
WD (+) LER MBS DNS BRSSE8 IP bk, AL, BAIAEEBEFRE T IP #hut# DNS AR
SR ENBERMAILE (FlW17.% ), ECEKY , mREIHAPTE DNS RS ER IP a4
MBS ER DNS BRSSES IP Hodk,

nterface Match Any

URL Probe www.example.com
551D Match corp-wifi

DNS Domain Match * example.com

DNS Address Match

12. ( ) £3E Proxy (R ) KB |, HEEHEXRE,

STEP 6| (A& ) ( M 5.0 lRAE GlobalProtect BRI FF 18 ) 21 GlobalProtect EEEEE HIP 5 MDM
£/, NIEE M —ZZ PR FF (UDID) B .
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GlobalProtect X#&5 MDM £5 , AM MDM BRFZEHREATE T HIP B REESS N BIIRR
B, 7 7Tit GlobalProtect £ #2¥ER , GlobalProtect B #7[6) GlobalProtect M & 7R i &
UDID. GlobalProtect A A& UDID B ZEHEAET MDM BEEFH UDID 8. BEEM
BB Bk UDID B , WATAREB#ER MDM 8. GlobalProtect R4 RE#I UDID , Bt
UDID FeeEAF &Ko

MR A Palo Alto Networks GlobalProtect M 4% Connection Type ( ZE#EH ) | M FIE
VPN RE , # B AHNEEE XA Vendor Keys ( ERERI ) . RE Key (RI) K
mobile_id, Value ({f ) REN {DeviceUid}.,

Vendor Configurations

Vendor Keys

mobile_id {Devicelid}

MERAEH Custom ( BENX ) M4& Connection Type ( HE#EZEA! ) | MIBIE VPN RE |
HIEERZEEXEA ADD ( 7710 ) Custom Data ( BEEXEIE ) . iIRE Key (RI) A
mobile_id, Value (fH ) RE} {DeviceUid},

Custom Data
maobile_id {Devicelid} x

[0

STEP 7 | SAVE & PUBLISH ( RTFH & ) Eko

f£F AirWatch J Windows 10 UWP % s Bl B A - X 2zf2 1517 VPN & &

ExBiHR (RE)VPNEEY , ARSAFHEIRA , MEILLZ LM GlobalProtect %, R{XERF
KERHEINIEZFET VPN BEE B 5 GlobalProtect Mx EEBM S EMESH (RO IP itk ) 48
TEHRE,

BF AirWatch ¥4 GlobalProtect 5% Windows 3% S0 B A IEEIRHERE | FTSURNUA
EFEZ R VPN RIERERF |, 4% GlobalProtect NARE , A RB T ITERMRNEESE
VPN B & X 4.

E£ A AirWatch 3 Windows 10 UWP i RELE AP K1 E VPN BLE , BRUT S RIEHE -
STEP 1| 8k GlobalProtect Windows 10 UWP R F :
fE£ A AirWatch B2 GlobalProtect %31 N H .
AP A A EEM Microsoft Store & GlobalProtect 58,

STEP 2| M AirWatch #2&14& |, {623E Windows 10 UWP BL& X4 , SR INETREE S,

1. #%3% Devices ( 8% ) > Profiles & Resources ( BEE X FIRIR ) > Profiles ( BEEXH ) , RE
ADD ( &0 ) $ELE X4,

2. %32 Windows £ & , Windows Phone fER & & 3EH,
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Add Profile

Select a platform to start:

£

[ 1
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

Windows Phone

Windows Desktop

BlackBerry

AW
T
L L]
Android (Legacy)

CAMCEL
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Select Device Type

Windows Phone Windows Desktop

Passcode Restrictions
WI-FI VPN
Emall

Application Contrel

Credentials SCE
windows Hello Windows Licensing

Custom Settings

STEP 3| Bit BGeneral ( &# ) &i& :

1

2.
3.

4.

v

. AR E SR Name ( B ) o

o

Windows 7

( ) i AJEE B & X4 &Y &l 58 Description (%8 ) .
( ) %8 Deployment ( Z$%& ) 77527 Managed ( ZBE ) , MEEBUH M B 3 M BREL & 3C

CANCEL

( ) 1%3% Assignment Type ( 2 EIEE ) BUREIAFE B XM BB IR S, £ Auto ( B

) LB REEXHEHERMAEL Y , &% Optional ( Ak ) EHLAFEBMNE RS,
(SSP) ZEBMEXHRFHFNHEXH BRI E MR , HFEEE Compliance (&M ) WERKLAF
& RE A T Zim QB S A R e S B R BB XX A

( ) 7 Managed By ( B % ) FBR® , I AEEREXHEENRWALRA,
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6. ( ) ¥ Assigned Groups ( Z B4 ) FEBHF , FMEERERMEEXHNERE, KFEREE
—NOIEFE AR, BEEA T FEARIE OS AR, &&HE, FENER., ALASHRERH
TEE,

7. ( ) ERREREEREEXHN S B P T EEM Exclusions ( BEBR ) . MRIEFE Yes (&)
M| & 7R Excluded Groups ( BERR4A ) FE |, iILB T LUEERF EMILEE X4 2 B P HEBRAY S BEH

8. ( ) 218 Enable Scheduling and install only during selected time periods ( {X1E % % B 8]
BRBITRIFZE ) , N BAfEE & XX 4 2R at B ARt E & ( Devices (8% ) > Profiles &
Resources ( LB X HF'EIR ) > Profiles Settings ( BELE X% & ) > Time Schedules ( A&
£)) , XEREHREXMHERA LHITRZENNBEEE, HIIRRE , 7 Assigned Schedules ( 7Bt
itk ) FERAEALTRIE R,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4| ( ) MREEFFIRILEP 5B RIE S AEZRE GlobalProtect , NELE Credentials ( £ ) 1%
=z

« EM AirWatch BF HiEBEFIRIES :

1. iR{& Credential Source ( £#EXKIR ) F User Certificate ( AFIESH ) o
2. i%&# S/MIME Signing Certificate ( S/MIME E&iE$H ) ( BRiL) .
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22 Add a New Windows Phone Profile X

© General
a, passcode Credentials

Restrictions
e Credential Source ‘ User Certificate v ‘

= Wi-Fi

a veN SIMIME * ‘ S/MIME Signing Certificate v

& Email
£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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s EFHLEEFIRIES

% & Credential Source ( Z#EXRIR ) 5 Upload ( L& ),

# A Credential Name ( & ) .

#d UPLOAD ( £f& ) , REIHEERE LEMIIES,

EHEESR , £ SAVE (RE )

HREERFIEPFAH Key Location ( RIULE ) :
TPM Required ( FE TPM ) —HEAEFSERPREFLH,. WRELJSTTAREFAER, WFE
EREA.
TPM If Present ( IR FHE TPM ) — IR B A AN AIEEAER |, IFRARTFERENA,
MRF[ALAEFLEER | NFLARFERRLRER,

+ Software ( 8#f ) —FRAREFERIKEA.

« Passport ( BITIE ) —RFAARIEAE Microsoft BITIEF, E/SAILIET , BT ERR ERE
AirWatch Protection Agent .

6. f# Certificate Store ( WEH 1 E ) IRIE N Personal (™A )

uhwbhpe
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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- BEATESGEBMR AL NER

1.

% & Credential Source ( ‘£#EXJR ) 7 Defined Certificate Authority ( & XEIERM AN ) o

2. EREBEMNHIREGE B Certificate Authority ( IEBMEN )
3.
4, EREERFUEHFEAM Key Location ( RIULE )

EERATIEBMENEE Certificate Template ( IEHER ) o

TPM Required ( EETPM ) —EAIEFEERPRENH. MRFEILEAFEFEAER , NFE
ELERA.

« TPMIf Present ( MR FE TPM ) —NRIESEATANAEFLAER , WEAAREEERN,
MREILAEFLEER , WFAAREERSKEH.

- Software ( #iff ) —FRARTFERSTH4R,

+ Passport ( BITIE ) —FFA4ARZTE Microsoft BITIEH, BF BT , S#HfEixe L &%
AirWatch Protection Agent .

fF Certificate Store ( IEBEME ) RE N Personal (™A ),
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

N ‘ 8.1 +1 more

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP5 | EtiE VPN iR E :

1. B AR E R Connection Name (EZEEM ) o
2. EEREARMERF Connection Type(iE#KR) ( 7i%&FIKEV2, L2TP, PPTP = Automatic ( B
31 ) , AR E%EE GlobalProtect VPN Bt & XA FTEMI MR HNEIRE ) -

N AFUERE AR , BB AirWatch i 5kJ$ GlobalProtect 5|3y Windows % S B 5
EEREER.
£ Server ( [R5 ) FEBT , A AP EEER GlobalProtect TP EHN A IP bk,
4, EEHRIIXE  EBRATEERLAHAF SHRIENFE AN Authentication Type ( A KIEE

),

w
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Add a New Windows Phone Profile X

© General Bk
only
o, passcoce VPN
© Restrictions Connection Info
U Connection Name * ‘ VPN Configuration ‘
A VPN
& Email Connection Type * ‘ Junos Pulse .
5 i
EelExcharestaesiig Server * ‘ gp.paloaltonetworks.com ‘
© Application Control
B Advanced Connection Settings (] 10
@ Credentials Authentication
<> SCEP Authentication Type ‘ AP -
% Windows Hello
/> Windons Licensing Protacols ‘ EAP-TLS (Smart Card or Certificate) -
Data Protecti
QETRFEEIED Credential Type ‘ Use Certificate -
¢ Custom Settings
Simple Certificate Selection @ 10

Custom Configuration
Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) ERF GlobalProtect fRFF I F&E4E , i§1E“KrE" X135 ENABLE ( /5 ) Remember
Credentials ( iZfE&#E ) &I,

6. ( ) VPN REMN"X 15 , ADD NEW DEVICE WIDE VPN RULE ( A 0#i& & 3 VPN M
), BUBE VPN BBEARE SRS ERHTENRE, XEAMNFTZINARS , BRI EEN [T
Wi, WRBRESHECERIFMMETE , &Y VPN BRE#HTHE,

% ADD NEW FILTER ( /R TEESRMY ) |, AMEEEZYE. HIRRE , #A Filter Type ( 7%
SF2R R ) AR Filter Value ( TRERAE ) -

VPN Traffic Rules

Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. EMREREXHERRFTERESE  WERBXEEEUTRE :
DISABLE ( 22/ ) Always On ( #A%4T7F ) . BULFER ENABLED (EEA ) , MHKLTF L 2E

« DISABLE ( 2/ ) VPN Lockdown ( VPN 8i%E ) . 1R ItFEN ENABLED ( EBH ) , MIHL
HRFHELLREERE , AENARERNZAMEIER. AirWatch F# VPN Lockdown ( VPN
BIE ) I T &I GlobalProtect [TFELEH ELEHR Enforce GlobalProtect for Network
Access ( 7 M £&17 [E]58 Hl#14T GlobalProtect ) o
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Add a New Windows Phone Profile X

© General Policies
@, Passcode

Remember Credentials ENABLE DISABLE
© Restrictions

= WiFi Always On ENABLE DISABLE 10

A VPN

& Email VPN Lockdown ENABLE DISABLE p

54 Exchange ActiveSync
Trusted Network

10
© Application Control
(%] Assigned Access Split Tunnel ENABLE DISABLE 8.1only
W Credentials [1]
PN Bypass For Local ENABLE DISABLE 8.Tonly
4% Windows Hello

Trusted Network Detection ENABLE DISABLE 8.only
£ Windows Licensing
(@ Data Protection Connection Type Triggering v 8.1only
¢ Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2

VPN On Demand
Allowed Apps
Allowed Networks

CANCEL
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STEP 6| SAVE & PUBLISH ( REH X ) Ed,
STEP 7 | iR EEERRIZHIERF N GlobalProtect , IHLL XML # R 4%E VPN B & 34,

N BERABRERDERE XML pRENMRERR  EESEEEZHIKE VPN BREX#F
Q HiRE. MRESH VPN EEXHEETEERRE , TERSE XML pRTER ; HE ,
=  HEH VPN BEEXHTIHNREFEENTHIR.

1. 7£ Devices ( &% ) > Profiles ( BREX#F ) > List View ( 3IRMA ) & , B E 2GS R H RN
Bl XS R R |, RFEFRREINIE </>XML . AirWatch FTFFELE XHH XML LB,

2. Export ( i ) BENMH , AREFTEN XA REIRPITIH.

3. 7 GlobalProtect {REBLATiZE :
£ PluginPackageFamilyName BY LoclURI JLEF , FIXEERNR :

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

HERERW Data TEAP , FHEEHRW :
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. RENSHEEXHNER,

2. IR[E AirWatch , i%$% Devices ( %% ) > Profiles ( BLE 34 ) > List View ( JIXRHMHE ) -

3. BIE (1%# Add ( 7F0) > Add Profile ( RINELE S ) > Windows > Windows Phone ) 35 & #
(=g

4. #%$# Custom Settings ( HENIZE ) > Configure (BB ) , AR EHMIFIREBNEE.,

5. Save & Publish ( REHEM ) EX.

STEP 8 | EERRAEE X H , %1% Devices ( 1% ) > Profiles ( ELE# ) > List View ( FI&kM
) , SRIEi%# More Actions ( E%12/E ) > Deactivate ( £ ) o AirWatch fHiZE & X4 #
Z3EER HI&R,

STEP 9 [ iKBL &

£/ Microsoft Intune BLE A F & iz f2 177 VPN EE

Microsoft Intune 2 —fE TN ULBHIMEERTS , #ETUMNPMIBEEB WK, GlobalProtect
N TR A& F Microsoft Intune FER S IRR 2 AREBIRERBU AR L ERE, £ GlobalProtect fEH
ReEE  TURBERERE B8RS LBESSEMP B E RS K,

BRUWMMAEE Microsoft Intune BLi& P £ #2215 VPN BEEEWEER |, BSEUTED ;
+ {#F Microsoft Intune 7 i0S ix RELE A F &£ 2= ih R VPN B &
A Microsoft Intune 9 i0S Im KRB EAF XK EixfE1HE VPN B &

FEiEBiAA (KRFE ) VPNEBEF , AR SAFHEHIRA , LEIR£EM GlobalProtect &, NNERF
KBRHBENEZEFEY VPN BRERHS GlobalProtect WX FEEBHISERIESM (WO IP it 2 ) 48
TEHRE,

E A Microsoft Intune 71 i0S In R ELER F A EZEiGR VPN BLE |, FESFUTEER :
STEP 1| &k GlobalProtect iOS R F,

« fEM Microsoft Intune #B& GlobalProtect #3515 F .
. BAPEAERM App Store T8k GlobalProtect R F.

STEP 2| ( ) MRBEFTEETIEBHF ORI , WG E U5 E X,
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STEP 3| BIZ#T#Y iOS VPN Bl &E X .
% Platform ( & ) HiOS.

STEP4| R iOS mREEIRE (mfEiHM ) VPN ZE,
1% & Connection type ( E#3£8! ) 7 Palo Alto Networks GlobalProtect,
£ VPN B3 EX1E , B On-demand VPN ( 2% VPN ) |, SIEE A FiEFAe &£ VPN EEMH
ZEAN,
£/ Mobilelron BEAF XiE2zEiHE VPN BE

Mobilelron 2—f I BHUEEFE S , FERAUNPREHAEER TR GlobalProtect N ERH A&
F1 Mobilelron FEBZmRAZBIRMIEZRINAREZLIEE, £/ GlobalProtect (ERhZ £iER |, AT
SRERE , EBIIHS LBRFISSHETR R E L 2K,

AR QA& Mobilelron BLER F X RIZRET A VPN BEENFEE , BZRUTHS
+ £ Mobilelron 7 i0S in [ B & A F~ & Rz 15 VPN B &
f£ A Mobilelron Jy i0S i [ & A~ &K RiZ=Z 5 VPN & &

FEiEfBiAA (KRFE ) VPNEBEF , AR SAFHEHIRA , LEILRLM GlobalProtect E#., NNERF
KBRHBENEZFEY VPN BRERH S GlobalProtect Mk FEEH S EMRIESM (WO IP it 2 ) 48
TEHRE,

E{F A Mobilelron 7 iOS I REERAF ARG R VPN EBRE , TEFUTIR :
STEP 1| &k GlobalProtect iOS R F,
+ {#F Mobilelron #B& GlobalProtect 31 K H
o FAPEAEREM App Store T8k GlobalProtect R F,
STEP2 | RMNEBEENH , RAEEREIERIRE,

£ FRERE VNP BEERREETIEBH F BRI,

STEP 3| JRiNIZFE (=G ) VPN ELiE,
RERERTS VPN On Demand ( #FE VPN ) ,

STEP 4| J3 iOS Bl E& % VPN R &,
1% {& Connection Type ( E#2# ) 7 Palo Alto Networks GlobalProtect , AEEEMHKIKE,

#HM A VPN B &
EESNA VPN BEF |, AT EWLE < & R A @S GlobalProtect VPN BRB XX RE, FEZE N AL
BEEEZFIBEERRMN , mIE GlobalProtect VPN B&i&.,
BXRIMTBESSIRNBHRBREERAEESNA VPN BEENER , BSRUTEHY

+ M AirWatch BiES A VPN Bl &
+ f#£H Microsoft Intune BLE& A VPN &L &
« fE£F Mobilelron ELE& N VPN E&

£ Airwatch BtES R A VPN BL&

AirWatch 2 —ft I BZIHEBEFE , FRTUMNPRZH A EEE3 KSR, GlobalProtect B F1E
AirWatch SEBZIH QM A IEZ BIRBHIEZRBBMARZLERE, FH GlobalProtect FEAREERE , 1]
URERERE , B IHR LBFISSHETMN BB ELRZ SR,
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https://docs.microsoft.com/en-us/intune/vpn-settings-configure
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
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BRWAET AirWatch BEEES N A VPN BBEEWER , TS FUTED :
o fEF AirWatch 7 iOS is R EBELES M VPN Bl &

o fEfH AirWatch hZEiw B ESMNA VPN B &

« {#H AirWatch ¥ Windows 10 UWP i R BtiE& M A VPN B &

fEH AirWatch 7 iOS i i ES M H VPN Bt &

fE AirWatch BLi& GlobalProtect VPN 58] , IS ER T IH S LB AXN NP EFER TR ER,
EENAVPNEES , aiEEWMESIENATET VPN BERBRE. ESENANHEERERED
Internet , M3E VPN F3&,

EFEA AirWatch B iOS IR B ESNA VPN BB , BIRUTSRIEE -
STEP 1| T8k GlobalProtect iOS R :
« {#F AirWatch Zf%2 GlobalProtect Bz R,
o FAPEAEREM App Store T8k GlobalProtect R F.

STEP 2| )\ AirWatch #2#I& , 18X IAE Apple iOS BLEXH , SR INFTRYES & XX 4.

1. 1%3% Devices (%% ) > Profiles & Resources ( BEEXFEIR ) > Profiles (BN ) , AR
ADD ( 7N ) #ilit & X
2. NFEEFIFREREIOS .
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Add Profile

Select a platform to start:

10S

Android Apple i0s Apple macO5 Apple vOS

BlackBerry 10

single sign-on AlrPlay Mirroring
AlrPrint Cellular

Chrome O5 (Legacy] Home screen Layout  Lock Screen Message
Google Account Custom Settings

STEP 3| Bit BGeneral ( &# ) &RiE& :
1. MABREXHE Name ( B ) o

2.
3.

) % AIEEBE X4 AR & 58 Description (%8 ) .

Windows Rugged Windows

BlackBerry

Android (Legacy)

CANCEL

) £ Deployment ( FBE ) FiE , ZHZETIEREERUEEMET B 3l BRE.E X4 —

Managed ( 2% ) (MBEREEXH ) HManual ( F3) ) (BRENHNRFERZERS , EEHEL
RPHER) .

) 1£3F Assignment Type ( B E ) BURE NAFE B XM HBERIR S, & Auto ( B

) LESSEEXERBIMELRL , %% Optional ( Ait ) FHLAFEEBMNEBERSEIF
(SSP) ZREEXNHRFINMENH BB ENMHR , REILE Compliance ( &M ) LERLRAF
B RER T iZm S KSR R A SR BB X
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5. ( Wik ) EBEESEERLMAF Allow Removal ( MR ) BB #H. %R Always ( B2 ) &
BALR AP BB FEMIBRELE XM , % Never ( RT ) FEIERLAFMBREESXH , REL
# With Authorization ( &1 ) MERAAFESEEE ANRN T BREEXH. EF With
Authorization ( &1 ) RIMERNHE,

6. ( ) £ Managed By ( B & ) FEBYF , MAEEBREXHEENRIWHALAA,

7. ( ) 1 Assigned Groups ( Z B4 ) FEBHP , AMBEREFNEEXHNEEd, kFREE
— NI EEERNEI , BREA T FEARIE OS AR, &EFHE, FIENER., ALASHRNEH
TlE,

8. ( ) I TRRBREL ME & XHH o B 2 EEM Exclusions ( HEBR ) o MREFE Yes (2 )
M| & 7R Excluded Groups ( HEBR4A ) FE , BRI LUEEHEM BB X4 2 B P HEBRAVE REA
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | B2 & Credentials ( 37 ) % & :
FrESNA VNP BESZEEETIEBMN S RRIE,
MIOS 12 4 |, IR EFZ 7 I#%iE+ AT GlobalProtect & i HHWIE , N AFFEF

AP ERE M MDM BRSSSHEER VPN BLB XA R0 . TREREAEMS EMN
MDM fRr&5E 3B & FumiE$ , N GlobalProtect 5 7 & A BLIE+

N N

+ EM AirWatch AFHEREZEFRIES :

1. i®{& Credential Source ( E3EXKIF ) 7 User Certificate ( AFIEH ) o
2. 1% S/MIME Signing Certificate ( S/MIME £&iE+H ) ( ik ) o

iOS Add a New Apple iOS Profile X
General
R— Credentials
© Restrictions _ -
Credential Source User Certificate
= WIi-H
VPN S/MIME * SIMIME Signing Certificate

Email

£3 Exchange ActiveSync
Notifications
LDAP

[ calpav

[#] Subscribed Calendars

CardDAV
26 Web Clips
¢ SCEP - (-D @

SAVE & PUBLISH CANCEL

s EFHLEFFRIES :

1. i&& Credential Source ( E#EXJR ) 79 Upload ( £1&) .
# A Credential Name ( &% ) -
¥ UPLOAD ( £ ) |, REIFEERE LEMIEH,
EPIEESRE , B SAVE (R7TF) -

Sl N
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iOS Add a New Apple iOS Profile

General
@, Passcode Credentials
© Restrictions ol S
= Wi-F
0 VPN () Credential Name *
&% Email

Certificate *
£3 Exchange ActiveSync

Notifications Type
|l LDAP Ve Erom
§| CalDAV
- lid To
[#] Subscribed Calendars
Thum nt

[=] CardDAV

2% Web Clips

<5 SCEP

Upload

cert_client_cert 5050 (2).p12

Certificate Uploaded

Py

21772017

2/15/2027

ADE712D11CD&%3ECBFFF5AS3B0CF7D23F3D5EC54

@ 0

EFERATUE SGEHFR N MER

SAVE & PUBLISH CANCEL

1. 1®{& Credential Source ( E#EKJR ) 7 Defined Certificate Authority ( & X KIEBMENM ) -

2. ERBEMNHIREGERH Certificate Authority ( IEBMENE )

3. EBRATIUEBMAENIE Certificate Template ( IEBEIR ) -
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP5 | EtiE VPN iR E :

1. %A R E RH Connection Name ( JEEE ) o
2. %EFE ML Connection Type ( FEIZEER )

o« XNF 4.1x REKMAH GlobalProtect M F , i&1%£$F Palo Alto Networks GlobalProtect.
« XTF 5.0 RESRAH GlobalProtect M A , iH%#® Custom ( HEX ) -

3. ) IR ZE Connection Type ( iE##3E A )  Custom ( BEX ) , NAE Identifier ( $r1R
%) FERABMALTEE ID , LAFRIR GlobalProtect BIF :

com.paloaltonetworks.globalprotect.vpn
Connection Info
Connection Name * VPN Configuration

Connection Type * Custom

dentifier com.paloaltonetworks.globalprotectvpn

4. 7 Server ( fRS528 ) FBP , AP EIE#ER GlobalProtect [P EN B IP thit,

( ) 8 A VPN Account (KPP ) WRFE | 8 + REEFLTBANIBERE,

6. ( ) % Disconnect on idle ( BRI M ERE ) FEBRF , IEETE GlobalProtect R A F L@
VPN RSB BRESS , WRMIL R A EHEATE R AatE (%)

7. B F Per App VPN ( R A VPN ) HZENANFIERERHBET GlobalProtect VPN B&i&E,

« f GlobalProtect Connect Automatically ( B zhi&E#: ) E|#EEH Safari Domains ( Safari i3 ) . A
LUBIS B &5 00 (+) AR N2 Safari Domains ( Safari 3 ) o
« 1%&# Provider Type ( Rt FXE ) K UETRENATZEINRE —ENAEDS IP B,

v

Per-App VPN Rules £/
Connect Automatically L
Provider Type PacketTunnel
axample.com o

8. EHMRIEX1E , i%E A F Authentication ( I ) 5% Certificate ( i+ ) o
[ﬁ FIEERA VNP BEENZEEETIEBH S HRIL.

9. HIETRET , ¥ A GlobalProtect A TR UE A F & 48 Identity Certificate ( H4E$ ) o Identity
Certificate ( HFHE+ ) 5 7E Credentials ( £ ) REAEBEAED —Ho

Authentication

User Authentication Certificate
dentity Certificate Certificate #1

Enable VPN On Demand

10. ( ) &#E Proxy (X3 ) RE , AEREMEXRE.

GLOBALPROTECT BB Rigr | Bzirgg®E 245

© 2019 Palo Alto Networks, Inc.



STEP 6| (A& ) ( M 5.0 lRAEY GlobalProtect BRI FF#8 ) 21 GlobalProtect EEEE HIP 5 MDM
SR, NEE K —IZZIRAF (UDID) B 1o

GlobalProtect X5 MDM £/ , AM MDM RSB[R EATE T HIP ERIESEMBINRE
B, 7 7Tit GlobalProtect £ 2¥EM , GlobalProtect B £ [8) GlobalProtect M3 & /R i &
UDID, GlobalProtect M AI&3d UDID Bk ZHEAETFT MDM WEEFH UDID 8. BEEM
BB XX IR UDID B , WAIAREB#E A MDM 58, GlobalProtect R4 RE#I UDID , Bt
UDID REER &M,

- IEFEA Palo Alto Networks GlobalProtect M 4& Connection Type ( ZE#Z3X A ) | N&TE
VPN iZE , HEAHNEEEXEMN Vendor Keys ( R ERIT ) . RE Key (RI1) H
mobile_id, Value ({f ) REN {DeviceUid}.

Vendor Configurations

Vendor Keys

mobile_id {Devicellid}

MEFEF Custom ( BEENX ) M4 Connection Type ( HE#:KH ) | MIFIE VPNRE ,
HEERZEEXEA ADD ( 7710 ) Custom Data ( BEENEIE ) . IRE Key (RI) A
mobile_id, Value ({f ) REN {DeviceUid}.,

Custom Data
mobile_id {Devicellid} x

[o=]

STEP 7 | SAVE & PUBLISH ( Rz} %% ) B,

STEP8 | AT ZENAGRESNA VPN IRE , IEREEZTENANIRE.,
AERARBEREXEASMA VPN G, THENARAE—ARAF , ittt NABEE GlobalProtect VPN
PEERIETRE,

1. #%4% APPS & BOOKS ( R #+%E ) > Applications ( B ) > Native ( &4l ) > Public ( 2% ),
2. BERMFRA , 1% ADD APPLICATION ( RINNARF ) . EBREENANKRE , ELHRNAS
K (FIERAE ) FRINA , ARERUITEDNRERLETNFEERT( 4 ).
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support v

Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

Assign o

o
Vie o
°
View o

Items 1-50f 5
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3. £ Managed By ( EE# ) FBRY , EERFEBEHNANEHELNA,
4. i% & Platform ( ¥& ) 7 AppleiOS.
5. EBERATEMNMRAKEIE Source ( KR ) :

« SEARCH APP STORE ( #%NAMEE ) —# AR A Name ( 75 ) o

« ENTERURL ( %A URL ) —5 ALt RIFA#Y App Store URL ( f5l4n , ZH0 Box RIA , I A https:/
itunes.apple.com/us/app/box-for-iphone-and-ipad/id290853822?mt=8&uo=4),
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Add Application

Managed By
Platform *

Source

Name *

| Palo Alto Metworks Inc.

| Apple i0S

SEARCH APP STORE

| GlobalProtect
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6. BENEXT (TF—5 ).
RIEFE R App Store , BIELTMIBRLE RS FRP SELECT ( 1E£1F ) MA.

Search

GlobalProtect

Free
Category: Business
Current Version: 4.1.1

GlobalProtect Country  United States

GlobalProtect for i0S connects to a GlobalProtect gateway on a Palo Alto Networks | @ SELECT
next-generation firewall allowing mobile users t benefit from the protection of

enterprise security. The app automatically adapts to the end-user’s location and

connects the user to the optimal gateway in order to deliver the best performance

for all users and their traffic, without requiring any effort from the user. This allows

users to work safely and effectively at locations outside of the traditional office

7. ERMBMARFNEES , SA Name ( B ) HAEH, BT EIE AirWatch BIA B A,
8. ( ) R % BB FUE LBk B E X Categories ( 2531 ) A, LAEET AirWatch BLA B B WA

LT

9. SAVE & ASSIGN ( REH 5 E ) HRiA.
10N AHRBASIER (FIRUE ) PEFRFTAMARNA,
11.M Applications ( Rifi ) > Details View ( F4UE ) F , BHREALH LAK ASSIGN ( HE ) .
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upport v

Applications v A > A0 S 5/5
e n GlobalProtect
Hus Web >

Access Policies Details Devices Assignment More v
Logaing N
Application Settings >

Books N

Orders >

GlobalProtect
All Apps & Books Settings @ i

* Created On 3/7/2018 at 6:46 PM by

Modified On 7/6/2018 at 3:09 PM by gpce

Categories
= Is Paid? No
e
Supported Models iPad, Phone , iPod Touch
A size 0860 KB
Managed By
Rating, 0

© asour <
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12.3%4% Assignments ( 2Bt ) , RG22 ADD ASSIGNMENT (R4 8 ) , SAURIMAER R A

BHEA,

1. 7£ Select Assignment Groups ( EZF S BA ) FEH , ERVERBUHNAHBRNPEEA,

2. #%4$® App Delivery Method ( IR 3% ) « MR%EE AUTO ( B30 ) , MEANEHERE
EEREA, WRIEE ONDEMAND ( RE ) , NIXAAFFHBLUNA,

3. i%& Managed Access ( ZE 15 ) &N ENABLED ( BB ) » &R IIETE , AP LRE
B EE R ARL N A

4. BESEREHMRE.

5. Add (&) ¥,
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GlobalProtect - Add Assignment

Select Assignment Groups #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Start typing to add a group

App Delivery Method * ON DEMAND @

Policies

Adaptive Management Level: Managed Access

0 ‘ Apply policies that give users access to apps based on administrative management of devices

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
Managed Access ENABLED pisasLep | (D
Remave On Unenroll DISABLED @

o Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device

r
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13. ( ) EHERRF LB BE4H 17 8] b R A I AXBR |, 1Hi%$F Exclusions ( HEBR ) , AFEFREMN
Exclusion ( #EBR ) FERBEBRAVEBEA.
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GlobalProtect - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded.

Exclusion #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

14.SAVE & PUBLISH ( RTF3#H &% ) ZEE R 25 EH & REL
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£/ AirWatch AR SR QAEESNA VPN B E

8 AirWatch EZi& GlobalProtect VPN 178 , I\ ZEB I ImR LBAN A ERNIGENE. 5
MA VPN BB |, ATHEE WL 2 & M A A8 GlobalProtect VPN BRE R EFRE. FSENANFHEERE
EETBEM |, M3IE GlobalProtect VPN B&E.

E# A AirWatch 71 Android im RECES N A VPN B E |, BEIUTSREE .
STEP 1| %k GlobalProtect Android BZF :

« fEMA AirWatch 282 GlobalProtect s 8,
« BAPETAEREM Google Play T& GlobalProtect R F

STEP 2| M AirWatch 2% & , BRI B LR EEEXH , M AVE B X,

1. i%4% Devices ( i%% ) > Profiles & Resources ( BLEXHHMEIR ) > Profiles ( BEXH ) , R
ADD ( 7N ) #li & X
2. M\F A %IXKiE#EAndroid (Legacy) o
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Add Profile X

Select a platform to start:

Apple i05 Apple macOS Apple vO5 BlackBerry
i
LA
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

Chrome OS (Legacy)

CAMCEL

STEP 3| Bt EGeneral ( F# ) RE :

1. WABREXHE Name ( B ) o

2. ( ) i A 3B E B & X4 &Y &l %8 Description (%8 ) .

3. ) i%$% Profile Scope ( BLE X #35EE ) , Production ( 47 ). Staging ( 24 ) = Both (
E)o

4. ( ) 1%3% Assignment Type ( DB E ) BUREIAEFE B X H BB RHS. 1%EF Auto ( B
) LB SR EXHSBIFTAL Y , &R Optional ( Ak ) FHLKLAFEEBMNEBRSIF
(SSP) EEREYHRTNIRE BB LA , WF I Compliance (&M ) LERLAF
B RGER T iZin RSN SRS I B BB XX,
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5. ( Wik ) EBEESEERLMAF Allow Removal ( MR ) BB #H. %R Always ( B2 ) &
BALR AP BB FEMIBRELE XM , % Never ( RT ) FEIERLAFMBREESXH , REL
# With Authorization ( &1 ) MERAAFESEEE ANRN T BREEXH. EF With
Authorization ( &1 ) RIMERNHE,

6. ( ) £ Managed By ( B & ) FEBYF , MAEEBREXHEENRIWHALAA,

7. ( ) 1 Assigned Groups ( Z B4 ) FEBHP , AMBEREFNEEXHNEEd, kFREE
— NI EEERNEI , BREA T FEARIE OS AR, &EFHE, FIENER., ALASHRNEH
TlE,

8. ( ) I TRRBREL ME & XHH o B 2 EEM Exclusions ( HEBR ) o MREFE Yes (2 )
M| & 7R Excluded Groups ( HEBR4A ) FE , BRI LUEEHEM BB X4 2 B P HEBRAVE REA
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@ Add a New Android Profile

© General

@, Passcode General
© Restrictions Name *
= Wi-Fi

aweN Version

& Email Settings
Description

54 Exchange ActiveSync

© Application Control Profile Scope

2% Bookmarks

Assignment Type
W Credentials
[J Launcher Allow Removal
© Global Proxy

Managed By
[# Date/Time
) Sound

Assigned Groups
= Firewall
[ Display
# Advanced Exclusions

#¢ Custom Settings

Additional Assignment Criteria

‘ android-profile

‘ new profile for Android devices

‘ Production

‘ Auto

‘ Always

‘ Palo Alro Networks Inc.

#* Ml Employee Owned Devices (Palo Alto Networks Inc.)

Start typing to add a group

NO YES

VIEW DEVICE ASSIGNMENT

[ Install only on devices inside selected areas.

[ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | B2 & Credentials ( 37 ) % & :

[ﬁ PIESNA VNP BEESREETIEHHF 0 RIE,

EM AirWatch AFHEREFIRIED :

1. i®{& Credential Source ( E3EXKIF ) 7 User Certificate ( AFIEH ) o
2. 1% S/MIME Signing Certificate ( S/MIME £&iEH ) ( ik ) o
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@ Add a New Android Profile x

© General
O\t Credentials

© RS Credential Source ‘User Certificate v ‘
= Wi-Fi

ﬂ VPN a SIMIME * ‘ S/MIME Signing Certificate N

& Email Settings
£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

® 0
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s EFHLEFRFRIESD :
1. i&& Credential Source ( Z£#EXJR ) 79 Upload ( £1&)
2. %A Credential Name ( & ) -
3. B§H UPLOAD ( k&) |, HREFEERE FEWIES,
4. iEPIEESR , £5 SAVE (RFF) .
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Add a New Android Profile X

© General
O\t Credentials
SlE=wcues Credential Source Upload v
= WiF
ﬂ VPN a Credential Name * cert_client_cert_5050 (2).p12
& Emall Settings Cerificate * Certificate Uploaded
£ Exchange ActiveSync
Pfx
© Application Control Type
3% Bookmarks Valid From 21712017
W Credentials - [

[ Launcher
Thumbprint ADE712D11CD893ECBFFF5A93B0CF7D23F3D5EC54
© Global Proxy

% Date/Time
) Sound

irewall

DDisplay
2 Advanced

/< Custom Settings

® 0
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- BEATESGEBMR AL NER

1. & Credential Source ( Z#ERKJR ) 7 Defined Certificate Authority ( & X EIEPMEN ) o
2. EREBEMNHIREGE B Certificate Authority ( IEBMEN )
3. EEATIEPMAEYEH Certificate Template ( IEFHER ) o
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@ Add a New Android Profile x

© General
O\t Credentials
Restrictions

S Credential Source ‘ Defined Cerrificate Authority v ‘
= Wi-Fi
ﬂ VPN a Certificate Authority * ‘ SE_LAB_CA N
& Email settings

Certificate Template * ‘ AW_User_Template v

£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

® 0
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STEP5 | EtiE VPN iR E :

1. REM L Connection Type ( E#EKE ) J GlobalProtect,

i A% =2 REY Connection Name ( JEEEHR ) o

£ Server ( RS2 ) FEBH |, A AP EEEM GlobalProtect TP EN AL IP bk,

/B F Per App VPN ( R VPN ) B ZERANFIERER BB GlobalProtect VPN B2i&,
EEHRIEXE , i & User Authentication ( FiFF B 311 ) 55345 Certificate (iE$ ) o

RANE I

zﬁ FAESNA VNP BEESREETIEHHF 0 RIE,

6. A VPN K H) Username ( AFE ) 8T + REASE LB ANZIFERE.
7. HIRRET , 8 A GlobalProtect A FRIEA F & # Identity Certificate ( F4EP ) . Identity
Certificate ( PP ) 547 Credentials ( 37 ) RERNE BRVILH — B,
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@ Add a New Android Profile X

© General AllVPN Options Below Are Supported By: | All Android Devices

o, passcoce VPN

© Restrictions
Connection Info

= Wi-A

+ v
Connection Type | GlobalProtect

% Email Settings

Connection Name * | VPN Configuration ‘

£2 Exchange Activesync

© Application Control Server = | gp-paloaltenemworks.com ‘

> Bookmarks

Per-App VPN Rules Android 44+
W Credentials (1)
Authentication
[ Launcher
© Global Proxy User Authentication |(emﬁ(a(e v
[f Date/Time User name | support *
«)) Sound
=& Firewall Identity Certificate | Certificate #1 v
[ Display
£ Advanced
¢ Custom Settings

CANCEL
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STEP 6 | SAVE & PUBLISH ( R7FH & ) EXo

STEP7 | N ZENAGRESNA VPN IRE , IR EEZTENANIRE.,
ARAERBREHSHESMA VPN G, TFENARXAE—HAF , itk ABEE GlobalProtect VPN
PRBRIETRE.

1. #%$% APPS & BOOKS ( R # %8 ) > Applications ( B ) > Native ( &4l ) > Public (2% ),
2. BERMFAA |, 1% ADD APPLICATION ( RN ARRF ) . EBREENAMNRE , ELHNAS
K (FIRAE ) FRINA , ARERUITEDINREZRLETNREERT (7).
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support v

Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

Assign o

o
Vie o
°
View o

Items 1-50f 5
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3. £ Managed By ( EE# ) FBRY , EERFEBEHNANEHELNA,
4. i%& Platform ( ¥#& ) 7 Android,
5. EBERATEMNMRAKEIE Source ( KR ) :

« SEARCH APP STORE ( #%NAMEE ) —# AR A Name ( 75 ) o

« ENTERURL ( %A URL ) —5 ALt RIFA#Y Google Play Store URL ( #5130 , E#% URL # 3% Box &I
A , % Ahttps:/play.google.com/store/apps/details?id=com.box.android).

« IMPORT FROM PLAY ( M Play § A ) —M Google Play § A~ RI#ERI R A .
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https://play.google.com/store/apps/details?id=com.box.android

Add Application X

Managed By Palo Alto Networks Inc.

Platform * Android A

Source ENTER URL IMPORT FROM PLAY
Name * Box

NEXT CANCEL

6. BEHENEXT(T—% ),
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WMRIEFEER Google Play , IFRHRRERIRTFHNABIR, MRLBEARBMEWNA , W HBHR
APPROVE ( #&/f ) WA, BEMMARE , SELECT (&# ) WNA,
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Add Application X

B GooglePlay  searn [ a |

A O @

Apps

Box Debug(Do Not Us= BoxSync - Autasy Dropbax BOX Evolution - \ Move the Box
Box Box MetaCtrl Dropbox, Inc. PIXELCUBE STUDIOS Ir Exponenta
arde i e L2222 drd iy * i i

ARD® e
4 M-BOX

Box BOX
ARD-ZDF-Box XXL Box Secure C M-BOX Heart Box - Phys MechBox: The Ult Online Radio Box -
ARDBOX XXL Cloud, Inc. adp Gauselmann Gmbk RAD BROTHERS OGUREC APPS Final Level
ok L2 2 3 L2 2 2] o e e 12 2.2 3 1222 8

CANCEL
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Add Application

&« Search

Stay pradustive with
Bon far Android

wher

Box
Box - July 31,2018 - L 3 Everyone
Business

SELECT UNAPPROVE

figuration.

APPROVAL PREFERENCES

lable in certain countries.

Shars and collaborate.
with others

Work with your files whils
online or offine

o oll your work
comes together

poOQOO

CANCEL
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WRIEZEM Google Play S AR A , BN ZELNTIRATIRPERILBA , REEDE IMPORT (&

A)o MBEFRFPEFINA , BeREM Android for Work B IE & #it#1th 51 F .
Import from Play X
i
L Box com.box.android
GlobalProtect-Android com.paloaltonetworks.globalprotect

7. NMARRI AR (FIRME ) PIEREFORMBORA
8. M Applications ( R ) > Details View ( ¥4{lE ) # , EHRBEHA LA ASSIGN ( DE ) -
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!ﬂ;ﬂ Workspace ONE UEM Q A & ® support v

Applications ~ < 2/5
Native
Web >
Access Policies Detalls  Devices  Assignment  More v
Logging >
Application Settings >
Books >
Orders >
Box
All Apps & Books Settings @ -
* Created On 6/19/2018 at 410 PM by support
B Modified On 6/19/2018 at 4:10 PM by support
Is Paid? No
= Supported Models An deokc
e
Managed By Palo Alto Netw

[N Rating o

© asour <
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9. % Assignments ( 2B ) , RS #E ADD ASSIGNMENT ( /I E ) , BORIIAER A it 52 1Y

BHEA,

1. 7£ Select Assignment Groups ( EZF S BA ) FEH , ERVERBUHNAHBRNPEEA,

2. #%4$® App Delivery Method ( IR 3% ) « MR%EE AUTO ( B30 ) , MEANEHERE
EEREA, WRIEE ONDEMAND ( RE ) , NIXAAFFHBLUNA,

3. i%& Managed Access ( ZE 15 ) &N ENABLED ( BB ) » &R IIETE , AP LRE
B EE R ARL N A

4. BESEREHMRE.

5. Add (&) ¥,
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Box - Add Assignment

Select Assignment Groups #% All Devices (Palo Alto Networks Inc.)
Q

Start typing to add a group

App Delivery Method * ON DEMAND ®

Policies

Adaptive Management Level: Managed Access

0 * Apply policies that give users access to apps based on administrative management of devices

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
Managed Access ENABLED @
App Tunneling DisaBLED L) il S

Rl Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device.
o

ADD CANCEL

278 GLOBALPROTECT BEERiEE | BHREEE

© 2019 Palo Alto Networks, Inc.



10. ( ) EHERRF LB BE4H 17 8] b R A I AXBR |, 1Hi%$F Exclusions ( HEBR ) , AFEFREMN
Exclusion ( #EBR ) FERBEBRAVEBEA.
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Box - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #* All Employee Owned Devices (Palo Alto Networks Inc) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

11.SAVE & PUBLISH ( RFEH &M ) ZEER 52BN EEEH,
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f# A AirWatch 3 Windows 10 UWP i Sl @& N A VPN B &

8 AirWatch EZi& GlobalProtect VPN 178 , I\ ZEB I ImR LBAN A ERNIGENE. 5
MA VPN BB |, ATHEE WL 2 & M A A8 GlobalProtect VPN BRE R EFRE. FSENANFHEERE
EETBEM |, M3IE GlobalProtect VPN B&E.

BT AirWatch #74F GlobalProtect %5 Windows % RV E HIERIRMEEF |, FrLUE MM
#EFEE A VPN 22 % , 4518 GlobalProtect N ARE , HEBR T I TERMMIRFEES
VPN B &34,

E A AirWatch 73 Windows 10 UWP in SRELES M A VPN BLE |, BHIRUT S HRRE -
STEP 1| %k GlobalProtect Windows 10 UWP R A :
« fEMA AirWatch 282 GlobalProtect s 8 .,
. APZEEEM Microsoft Store & GlobalProtect R,

STEP 2 | )\ AirWatch #2#|& , 15X E Windows 10 UWP BLE X4 , SR nFETEY Bl & XX 44
1. 1%3% Devices ( 8% ) > Profiles & Resources ( BLEX4FER ) > Profiles (BMENXH ) , AfF
ADD ( 7N ) #li & XHF.
2. i%&# Windows ¥ER A& , Windows Phone E 8 & H,
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile

Select a platform to start:

£

[ 1
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

Windows Phone

Windows Desktop

BlackBerry

AW
T
L L]
Android (Legacy)

CAMCEL
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Select Device Type

Windows Phone Windows Desktop Windows 7

Passcode Restrictions
WI-FI VPN
Emall

Application Contrel
Credentlals
windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| Bit BGeneral ( &# ) &i& :

W ABE R Name (B ) o

N ) i AJEE B & X4 &Y &l 58 Description (%8 ) .

. 151: ) % & Deployment ( £8% ) &7 Managed ( ZE®E ) , EEEUEEME B il BREE 3
( ) 1£3% Assignment Type ( D EiRE ) LURE NAFE E X HHBE R KR, &8 Auto ( B
0 ) LB HERE X G SHBRFTELN , %2 Optional ( ATt ) FHRKLAFEEBEMNEBRSIF
(SSP) ZREBEXHRF I HRHEXH BRI ENMER , HEEER Compliance (B ) MERLAF
B RIEA T iZis S AR SRR BB ZE & X

. ) £ Managed By ( X% ) FEBY , M AEBREXHEENRWHALA,
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< | ) ¥ Assigned Groups ( Z B4 ) FEBHF , FMEERERMEEXHNERE, KFEREE
— MBI ERARNRN , A TFEARE OS A, RS, FANRES. ALAZHAEH
TEE.

N ) ERRAREE I E XM 2 B P2 EET Exclusions ( HEBR ) » IR%EFE Yes (R )
M| & 7R Excluded Groups ( BERR4A ) FE |, iILB T LUEERF EMILEE X4 2 B P HEBRAY S BEH
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | B2 & Credentials ( 37 ) % & :

[ﬁ PIESNA VNP BEESREETIEHHF 0 RIE,

EM AirWatch AFHEREFIRIED :

1. i®{& Credential Source ( E3EXKIF ) 7 User Certificate ( AFIEH ) o
2. 1% S/MIME Signing Certificate ( S/MIME £&iEH ) ( ik ) o
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22 Add a New Windows Phone Profile X

© General
a, passcode Credentials

Restrictions
e Credential Source ‘ User Certificate v ‘

= Wi-Fi

a veN SIMIME * ‘ S/MIME Signing Certificate v

& Email
£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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s EFHLEEFIRIES

% & Credential Source ( Z#EXRIR ) 5 Upload ( L& ),

# A Credential Name ( & ) .

#d UPLOAD ( £f& ) , REIHEERE LEMIIES,

EHEESR , £ SAVE (RE )

HREERFIEPFAH Key Location ( RIULE ) :
TPM Required ( FE TPM ) —HEAEFSERPREFLH,. WRELJSTTAREFAER, WFE
EREA.
TPM If Present ( IR FHE TPM ) — IR B A AN AIEEAER |, IFRARTFERENA,
MRF[ALAEFLEER | NFLARFERRLRER,

+ Software ( 8#f ) —FRAREFERIKEA.

« Passport ( BITIE ) —RFAARIEAE Microsoft BITIEF, E/SAILIET , BT ERR ERE
AirWatch Protection Agent .

6. f# Certificate Store ( WEH 1 E ) IRIE N Personal (™A )

uhwbhpe
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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- BEATESGEBMR AL NER

1.

% & Credential Source ( ‘£#EXJR ) 7 Defined Certificate Authority ( & XEIERM AN ) o

2. EREBEMNHIREGE B Certificate Authority ( IEBMEN )
3.
4, EREERFUEHFEAM Key Location ( RIULE )

EERATIEBMENEE Certificate Template ( IEHER ) o

TPM Required ( EETPM ) —EAIEFEERPRENH. MRFEILEAFEFEAER , NFE
ELERA.

« TPMIf Present ( MR FE TPM ) —NRIESEATANAEFLAER , WEAAREEERN,
MREILAEFLEER , WFAAREERSKEH.

- Software ( #iff ) —FRARTFERSTH4R,

+ Passport ( BITIE ) —FFA4ARZTE Microsoft BITIEH, BF BT , S#HfEixe L &%
AirWatch Protection Agent .

fF Certificate Store ( IEBEME ) RE N Personal (™A ),
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

N ‘ 8.1 +1 more

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP5 | EtiE VPN iR E :

1. B AR E R Connection Name (EZEEM ) o
2. EEREARMERF Connection Type(iE#KR) ( 7i%&FIKEV2, L2TP, PPTP = Automatic ( B
31 ) , AR E%EE GlobalProtect VPN Bt & XA FTEMI MR HNEIRE ) -

»  ATUERZ AMRR , BN AirWatch {4 k4§ GlobalProtect 5%y Windows % S8 B 75
EERHER,
£ Server ( [R5 ) FEBT , A AP EEER GlobalProtect TP EHN A IP bk,
4. EEORIEXE  2FATEESAAFSHRIENFERN S ZNETIERM Authentication
Type ( SHRIEFEE ) ,

w

£ FIEERA VNP BEESFEETIEHHN & HRIE,
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Add a New Windows Phone Profile X

© General Bk
only
o, passcoce VPN
© Restrictions Connection Info
U Connection Name * ‘ VPN Configuration ‘
A VPN
& Email Connection Type * ‘ Junos Pulse .
5 i
EelExcharestaesiig Server * ‘ gp.paloaltonetworks.com ‘
© Application Control
B Advanced Connection Settings (] 10
@ Credentials Authentication
<> SCEP Authentication Type ‘ AP -
% Windows Hello
/> Windons Licensing Protacols ‘ EAP-TLS (Smart Card or Certificate) -
Data Protecti
QETRFEEIED Credential Type ‘ Use Certificate -
¢ Custom Settings
Simple Certificate Selection @ 10

Custom Configuration
Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) ERF GlobalProtect fRFF I F&E4E , i§1E“KrE" X135 ENABLE ( /5 ) Remember
Credentials ( iZfE&#E ) &I,

6. 1€ VPN RE# NI X1 , ADD NEW PER-APP VPN RULE ( AN ER A VPN N ) | LUEEER
THREIBRNA (BER exe XH ) HFMRBLA (BEM Microsoft Store T ) BIH N,

1. ( ) VPN On Demand ( #ZE/BH VPN ) , 71 GlobalProtect £ 5 A & R if B Zh B 3 iE#E

2. %3 Routing Policy ( BEHIREL ) , UIEERBEEET VPN BRELXENARE.

3. ( ) BLE4FE VPN Traffic Filters ( VPN SREFFERM ) | LERIE L FIE LAY EE &4
(1P #hutMi% A% ) BHEE VPN BRER BN ARE.
% ADD NEW FILTER ( /R ESRM ) |, AMEEEYE. HIRRE , %A Filter
Name ( FEiEKMHE R ) FAHRIH Filter Value ( TRIEZRMHE ) -

VPN Traffic Rules

Per-App VPN Rules

App Identifie: Enter App Name Q App PFN x
VPN On Demand i
Routing Policy Allow Direct Access to External Resources
VPN Traffic Filters td
I t x
© ADD FILT ‘
© ADD NEW PER-APP VPN RULE ‘

Device Wide VPN Rules

© ADD NEW DEVICE WIDE VPN RULE

STEP 6 | SAVE & PUBLISH ( REH %1 ) B

STEP7 | AR ENABRESNA VPN RE , ISR EAZENANRE.

NANAREREHSASNA VPN &, LN ARBE —AAF , itk AES GlobalProtect VPN
BRIERIERE.

1. %4% APPS & BOOKS ( R #+%& ) > Applications ( B ) > Native ( &4l ) > Public ( 2% ),
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2. ERMFAA , %$F ADD APPLICATION ( RN ARERF ) . EERCENANIRE , ELOHXNAS
RPRINA , RAERRITEINREXLEPNEREBRR (£).
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support v

Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

Assign

View

Items 1-50f 5
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3. £ Managed By ( EE# ) FBRY , EERFEBEHNANEHELNA,
4. & & Platform ( ¥#& ) 7 Windows Phone,
5. EBERATEMNMRAKEIE Source ( KR ) :

« SEARCH APP STORE ( #%NAMEE ) —# AR A Name ( 75 ) o
« ENTERURL ( %A URL ) —%i ALt R FA#Y Microsoft Store URL ( 54N , E#2 URL # % Dropbox
BN , WA https:/www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfiOpk ) o
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https://www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfj0pk

Add Application

Managed By

Platform *

Source

Name*

‘ Palo Alto Metworks Inc.

‘ Windows Phone

SEARCH APP STORE ENTER URL

‘Drupbox

NEXT CANCEL
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6. BENEXT (TF—5 ).
MR iEFE E Microsoft Store , BATMIERLE R 5K SELECT (E#F ) B Ao
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Search

>
S

Dropbox

47653400 3457 4342 01 1307612126857
Free

Category: tools + productiv
Current Version: 1.2.0.0

FileBox
Sober256-coet
Free

Category: tools + productiv
Current Version: 2.3.3.1

3000571 26228673

Survivalcraft
a2
Free

Caregory: games
Current Version: 1.26.6.0

203.6076-4240-2873-T&T3T9325671

HD Scanner

a7iot691

304710 8c4210350002971
Category: tools + productiv

Current Version: 1.6.0.0

Metro File Manager
5239268624 4725.517-21 0080 s
Free

Dropbox lets you bring your photos, docs, and videos anywhere and share them easily. Access any
file you save to your Dropbox from all of your computers, phones, tablets, and on the web. With
Dropbox you'll always have your important memories and work with you. Features: « Access your
photos, docs, and videos from any device - 2 GB of free space when you sign up - Share even your
biggest files with a simple link — no more attachments! « Add files 1o your “Faverites” for fast,
offiine viewing U

An unoffical Dropbox client for Windows Phone. Features: 1. View, move, copy, delete files in user's
Dropbox. 2. Upload images form your phone to Dropbox. 3. Open & Download images in user's
Dropbox. 4. Download documents in user’s Dropbox. 5. View account information and get referral
link. 6. Upload images by sharing from picture hub. 7. Get share link of a file. 8. View file
information. 9. Pin favorite file to Start Screen. 10.Search files in Dropbox. 11.Security Passcode.
Live Tile: Number

You are marooned on the shores of an infinite blocky world. Explore, mine resources, craft tools
and weapons, make traps and grow plants. Tailor clothes and hunt animals for food and resources.
Build a shelter to survive cold nights and share your worlds online. Ride horses or camels and herd
cattle. Blast your way through the rock with explosives. Build complex electric devices. Possibilities
are infinite in this long-running sandbox survival and construction game series. This is the twenty
se

Turn you phone into portable seanner for documents, receipts, business cards, etc. Email scanned
PDFs or upload them to SkyDrive, Dropbox or Google Docs.HD scanner is designed with strong
belief that image quality and processing speed are essential for excellent document scanning
experience. ftis the only scanner app on the marketplace that can take high resolution scans. Stil,
itis optimized to get maximum from the hardware and is faster than other apps although they
work in lower resolution

#1 File Manager in the Windows Phone Store trusted by millions of users. Manage files on your
Phone, SD Card, Network Share, FTP, OneDrive, GDrive, DropBox, Bex and WebDAV with the most
professional, fas, fluid and elegant File Manager. The original Metro style File Manager that

dropbox

Country

United States

CANCEL

300 GLOBALPROTECT BEERiEE | BHREEE

© 2019 Palo Alto Networks, Inc.



7. ERAMMARFENEES , A Name ( B ) XA EH, BZFFEIE AirWatch B B FH,

8. ( ) R A2 EEITE X B E X Categories ( K3 ) &, LUMEBEN AirWatch B B BN
1S

9. SAVE & ASSIGN ( RTFH S EL ) FTA Ao

10. EEH D EIEEDR , EZ Assignments ( 78 ) , A5 % &5 ADD ASSIGNMENT ( Ao E ) , XA
A NAE A 8] R R B B BE AL
1. 7£ Select Assignment Groups ( ER S BA ) FEF , ERREREBUHNAHBRNPEEA,
2. i1%&$% App Delivery Method ( IR E ) » WMREF AUTO ( B3 ) , AN BB EE

EEREE, MRERE ONDEMAND (RE ) , MIXAFFHHBEMNA,

3. Add (%N ) #o B
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Dropbox - Add Assignment

% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Select Assignment Groups

Start typing to add a group

App Delivery Method * | AUTO ON DEMAND @

Adaptive Management Level: OpEl‘I Access

Apply policies that give users open access to apps with minimal administrative management.

(%

A Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device
To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired device

ypes
CONFIGURE
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11. ( ) EHERRF LB BE4H 17 8] b R A I AXBR |, 1Hi%$F Exclusions ( HEBR ) , AFEFREMN
Exclusion ( #EBR ) FERBEBRAVEBEA.
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Dropbox - Update Assighment X

Assignments Exclusions

The assignment groups excluded from an assignmentwill not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #% All Corporate Shared Devices [Palo Alto Networks Inc.) 4

Start typing to add a group a

SAVE & PUBLISH CANCEL

12.SAVE & PUBLISH ( RFEH &1 ) ZEER 2B N EEEH.,
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STEP 8 | BiREEERAIZMIEF N GlobalProtect , L XML #& R 448 VPN B & 3245,

N BRABRERDERE XML FRENREERY , BESHEEZHKE VPN BEEXf++
-Q' HiRE, MRESH VPN REEXHERERZERNRE , IHERSE XML A#TER ; HE ,
= AEH VPN REXHFHNREFEENTHIR,

1. 7£ Devices ( i%% ) > Profiles ( BEEX# ) > List View ( FIRME ) & , EBE 281 S TP RINEIF
EENHSHEEZRE , RREBRRENEH </>XML . AirWatch FHTF B EXHH XML LB,

2. Export (i ) BMEXH , AREMEN XK RERPIT .

3. 79 GlobalProtect ‘R A TIZE :

B E PluginPackageFamilyName BY LoclURI &P , FHERELNR :

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

R Data TRAP , FHEESN
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. REXNASHE B XHHNER,

2. JRE AirWatch , #%$# Devices ( i&% ) > Profiles ( B8& X ) > List View ( ZIRUA )

3. BIE (1%#F Add (&0 ) > Add Profile ( RINELE 4 ) > Windows > Windows Phone ) 5 & 3
(=R

4. %#® Custom Settings ( BEEXIRE ) > Configure (B E ) , RAEEFIMEFTRENEE.,

5. Save & Publish ( REH 5/ ) B

STEP 9 | EiEBRIRIAEL B XX , 1%4F Devices (%% ) > Profiles ( BLE3X# ) > List View ( 5% M
) , RIE1%#E More Actions ( E%#®1E ) > Deactivate ( £/ ) o AirWatch fFiZE & X4 #
ZEIEEFH*R,

STEP 10 | MiAEL &

{8 Microsoft Intune BLE &M A VPN B &

Microsoft Intune 2E—MEF=MWLULBHEEELE , FRUTUNFIMIEEEBZIH S, GlobalProtect
N TR A& F Microsoft Intune ZEB IR R Z AREBIZFZRBUAREZEER, £ GlobalProtect ¥ER
ZEERE | TURERERE , £85Ik @ISR, B N2 £ KK,

BXRUMAESE Microsoft Intune ELEENA VPN BEBEWER |, HS LTI -

« {#H Microsoft Intune 7 i0OS ix RELESE N A VPN B &
o fEH Microsoft Intune § Windows 10 UWP ik Rt @& N A VPN B &

fi£ F Microsoft Intune 3y iI0S ig mEEESNA VPN B &

& Microsoft Intune Bt & GlobalProtect VPN 58] , (f \NEHI Z EB 3 ix = LB AX NIRRT R4
R, EENA VPN EES , fiEEMEZIENATIET VPN BBERBFRE. FEZEN A NSEEEEES
Internet , M3E VPN F2i&,

ZE & A Microsoft Intune 7 i0S in RECES R A VPN B & |, ERUTSRIEHE -
STEP 1| TF#k GlobalProtect iOS i,
£ A Microsoft Intune &8 GlobalProtect #3h M Ao
A& E#EM App Store T# GlobalProtect I
STEP 2 | 78 1N Rz A & Microsoft Intune,
PE. MR, BERRFNAZE , XFCFERE Microsoft Intune,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/apps-add

« %iE App type ( MAEE ) 5 iOS,
7N B0 i0S ™ /& B A 2 Microsoft Intune,
STEP3| N iOSZREENA VPN B &,

BIE= N A VPN BLE 48T, 5 Platform ( & ) RN iOS , Connection type ( E#ZER ) RiE
A Palo Alto Networks GlobalProtect.
o XEXRIAZE VPN BLESI AT , M VPNS THIFIRFBIEERSNA VPN BE X4,
& F§ Microsoft Intune 33 Windows 10 UWP i SftE &M A VPN B &

5 Microsoft Intune Bt & GlobalProtect VPN 58] , AT MR ZE B 3hin = £ /3 X NS E R 17 [ 4X
R, EENA VPN EBRED , JiEEWESENAAESY VPN BERBGRE. FESENANSEEREERES
Internet , M3E VPN F2&,

E A Microsoft Intune 3 Windows 10 UWP i S Bt ES N A VPN BLE , BIRUT S HRIRE -
STEP 1| &k GlobalProtect Windows 10 UWP R :
» {5/ Microsoft Intune %% GlobalProtect 31K
AP ZE A E M Microsoft Store &L GlobalProtect R/,
STEP 2 | B & i P B & 44

£ FAEERA VNP BEESFEETIEHHN & HRIE,

STEP 3| BIE#T# Windows 10 UWP VPN B & 3.
% & Platform ( ¥ A ) 3 Windows 10 and later ( Windows 10 REERA ) .

STEP 4| 33 Windows 10 UWP i st E SN A VPN i&E,

1% & Connection type ( E#3E! ) 7 Palo Alto Networks GlobalProtect,
ERAFRENN X1 , i®E Associate WIP or apps with this VPN ( <Bt WIP S E itk VPN ) i
LA Associate apps with this connection ( XEXR A ZE ILi%E#% ) . Enable ( /A ) Restrict VPN
connection to these apps ( BREIX LR AR VPN E3E ) £ , AE Add (7FH0 ) BEFEH VPN E#
A RBX R Ao

£ Mobilelron BtE& N A VPN EE

Mobilelron 2— I BHHEEBE S , FERAUNPRIEHAEERB WK GlobalProtect N ERH A 1%
F1 Mobilelron SEBFmAZBRVEZRBINAREZLEE, F£H GlobalProtect IEAZREER |, ATE
SERERE , EEHIHA LREISKET RN ERERE,

Bxn{a@Ed Mobilelron BB A VPN BBEWNEE , BZHNUTHS -
+ {#H Mobilelron 7 iOS ix RELE&HMA VPN B &
{5 F Mobilelron 3y i0S iz SEiESKMA VPN B &

{# A Mobilelron Bt & GlobalProtect VPN 58] , A \RM ZFE B 3mSR L8 X REBEIREY 17 8] PR
EENAVPNEES , AIEEMESENATET VPN BRERBRE. EZTENANHEEREERED
Internet , M3E VPN F2i&,

E{F A Mobilelron 7 iOS i REESNA VPN BE , BIRUTSRIZE -
STEP 1| &k GlobalProtect iOS R F,
« £ Mobilelron &2 GlobalProtect Bz K .
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https://docs.microsoft.com/en-us/intune/store-apps-ios
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app#create-a-per-app-vpn-profile
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app#associate-an-app-with-the-vpn-profile
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10#apps-and-traffic-rules

. FBAPEAEREM App Store Tk GlobalProtect R F.
STEP 2 | RINEPEENXH , AFEREBIERHIRE,
[ﬁ FIEEBNA VNP BB EZE TR FHRIE,

STEP 3| #mENA VPN BE,
REBFEERA N Per-app VPN ( R VPN ) ,

STEP 4| 7 iOS BELES R A VPN RiE,
% & Connection Type ( E#3 8! ) 7§ Palo Alto Networks GlobalProtect , AEHBHXIRE,

/2 A App Scan 5 WildFire &

B AirWatch /2 A App Scan , £ R AB XN AH WildFire BEIMERRN ZEim [ ENBERN. B
R, AirWatch REFRZERAERZR QNN ASIRZIEE AirWatch, XA BEE R E SR [ A R
HELKE, RE , ArWatch EHIEH WildFire MIEER , A TETHESE RN K RLKIERERE,

STEP 1| EFFtR 28l , EIREX WildFire APl 248, WIRERE API Z4 , BB R XE"

STEP 2| M AirWatch #%£#2 Groups & Settings ( HF1i%E ) > All Settings ( FTEIXRE ) > Apps ( MF )
> App Scan > Third Party Integration ( £E=5 &K ) -

STEP 3| 3%£#% Current Setting : Override ( H4&&E : B& ) -

STEP 4 | 1%£4#% Enable Third Party App Scan Analysis ( /5 A58 =75 App Scan 247 ) LAG A AirWatch &
WildFire Z [BI&1E.

STEP 5| M Choose App Scan Vendor ( i£1F App Scan 57 ) T %15k A i%£$F Palo Alto Networks
WildFire,

STEP 6 | % A $&#9 WildFire API 234,

STEP 7 | B MiEHE"LAFR AirWatch A& WildFire BfE. MRMHAKK , RIERTEREEERN ,
EfA API 24 , RRE#HZH,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Per-App_VPN_Configuration.htm

Apps / App Scan / Third Party Integration

Current Setting Inherit @ Override

Enable Third Party App Scan |
Analysis

Choose App Scan Vendor* Palo Alto Networks WildFire
WildFire APl Key*
Test Connection |Test is successful
Last Sync Timestamp 5/19/2016 04:20:00 PM @ Last sync completed successfully.

Next Sync Scheduled 5/26/2016 04:20:23 PM

child Permission* Inherit only Override only Inherit or Override

STEP 8| Save ( R ) E, AirWatch fFFEE WildFire #1TEBENELZES , URENARFRFE

WEFHEER , BN EREITEES. £ SyncNow ( EIEY ) B35 WildFire B F 3
CEZ

1£ FiF macOS # 5§ GlobalProtect 37 FAFE F A #4138 &

macOS L #Y GlobalProtect I AR X FHELENYT B : W8 (1217 macOS Catalina 10.15.3 HREF
IRZEY macOS &% ) MFELE (IE1T macOS Catalina 10.15.4 HE m A GlobalProtect app 5.1.4 5
EEMRAH macOS 8% ) » MREEIE GlobalProtect W< LEE T HDFRE , REFERNMEZIHRZET
GlobalProtect i3 ( {52 GlobalProtect NAREFEBEN ) , MKTE GlobalProtect B ARFHER
—RBEAER, ZHERERRAFBA macOS FAKYT BRRET R , HAFHEBA 7T XEIhEEN
GlobalProtect R AREFET , XLy BA4RE I N

E R 1F GlobalProtect NARFAFERKEIBANER TEIMBEARYT BRRAET R , TUEAZIE
WBZRZEERS (MDM) RiZ¥ B ( &0 Airwatch ) B2 KR,

BSEUTE S T A% macOS i & K GlobalProtect R FARRFEA :

o TEFT macOS %A GlobalProtect N FARRFTREARNZT B
o AT macOS i s GlobalProtect N ARFTERARST R

EAT macOS iwaH GlobalProtect N AREFFTEAANZT R
M macOS 10.13 FF18 , Apple SIA T —EHHEE , EXRAFPEFERANKYT B2 4 EREBH A,

B P A LAE macOS EF /R AR B ( System Preferences ( RZE LT ) > Security&Privacy ( &2 5
RRFA ) , HikdFE Allow ( £ ) IET B ) , EEEERTMEEN MDM HEE A BRI H B #UERNRY
B Apple Technical Note TN2450 ( EREARIEEA TN2450 ) #iR 7 2,

LT IEREEA Airwatch 317 70l

STEP 1| B2 B KRS,

1. NEE R F B EF AirWatch,

2. 1%4% Devices ( %% ) > Profiles & Resources ( BLE X #4HMEJR ) > Profiles (BLEXH ) , RAEMNT
HH|FRAPER Add (A0 ) > Add Profile ( ARINBELEXH )

3. 7£ Add Profile ( RINEE 4 ) X5 , 25 Apple macOS , /5% &7 Device Profile ( iR & B & X
% ) E#5,

4. £ General ( EM ) Xigi# |, EEREXHHE .
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https://docs.paloaltonetworks.com/globalprotect/5-1/globalprotect-app-user-guide/globalprotect-app-for-mac/download-and-install-the-globalprotect-app-for-mac.html
https://developer.apple.com/library/archive/technotes/tn2459/_index.html
https://techp.awmdm.com/AirWatch/Login

B AE R R P IERIA WY BEE X4 ( Devices (%% ) > Profiles & Resources ( Bl & X4
FMBR ) > Profiles (BEXH) ) o

STEP 2 | R INARY B IH R EE D & F macOS ®& .
1. %3 Kernel Extension Policy ( A#&¥ BEKHE ) -

2. %A GlobalProtect N FIT2 /5 £ & Team Identifier ( HBAFRIZFAF ) (PXPZ95SK77).
3. %A Bundle ID ( 2 ID ) (com.paloaltonetworks.kext.pangpd).

macQS Kernel_Extension_Mac

Kernel Extension Policy

Allowed Team Identifiers
Login Items Allow all validly signed kemel extensions of the specified team identifiers to load

Timeachine o]

Allowed Kernel Extensions
Accessibility Allow a specific set of kernel extensions to always load. For unsigned legacy kernel extensions, leave the team identifier empty

Proxies

ADD VERSION | SAVE AND PuBLISH [N[<:N

4. ¥ Save and Publish ( REFEH A ) REER.

EHAT macOS iwa M GlobalProtect N ARFTERARET R

M macOS 10.15.4 Frig , ERREHI TN AZT B XE, GlobalProtect RARFFNERARET BMIEN#
VFB. AFRSAAMERST B , REFEFERE.

FRUTSRGEEXHERERFEA AirWatch BEI#LERST B, EFA AirWatch MK ILEESS , BRI
FEREMEEE MDM {5775 K 8 2 F 3= e b B & X4
STEP 1| BB RS BHL & .
1. LEER 5P ER AirWatch,

2. 1%3% Devices ( 8% ) > Profiles & Resources ( BLE X4 FEIR ) > Profiles (BEXH ) , AENT
FIFIRAPIEE Add (0 ) > Add Profile ( RINELESTH ) »

3. 7£ Add Profile ( RINEE 4 ) X5 , 25 Apple macOS , /5% &5 Device Profile ( i# & &
%) B#rRo

4. £ General ( ¥M ) XEH , EEEBEXHHE o

AR AESRFERNEREY BEE X4 ( Devices (%% ) > Profiles & Resources ( Bl & X4
FMER ) > Profiles (BREXH ) ) -

STEP2 | RINRET B,
1. %3 System Extensions ( R&T & ) -

2. $i A GlobalProtect N %2 & A Team Identifier ( HRAFRIRAF ) (PXPZ95SK77).
3. #i A Bundle Identifier ( @#5RAF ) (com.paloaltonetworks.GlobalProtect.client.extension)
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https://techp.awmdm.com/AirWatch/Login

macQS SystemExtension-Mac_syam

DYSLEIIT LALSIIDIUIDS

Allowed System Extension Types

Allow all or some system extensior

[[© 400 svstem extension rvee |

Content Filter

Allowed System Extensions
AirPlay Mirroring Allow a specific set of extensions to always load. Either ID is optional, but

AirPrint

ind Payload
‘ontrols restrictions and settings for System Extensions loading on macOS 10.15 and later.
inder
Accessibility User Override
o If enabled, users can approve additional system extensions that are not explicitly allowed by this policy.
s Allow User Overrides
ar
i

on types to load. Team Identifier rule takes precedence over global setings

X
SAVE AND PUBLISH CANCEL

4. ¥ Save and Publish ( REFEH & ) REER.

FEREME=75 MDM EE GlobalProtect B
MBREASZ T FNE= MDM #H55E , MABEAEME =75 MDM REHBMEE GlobalProtect N

A
+ ME& GlobalProtect iOS B A

o =4 : GlobalProtect iOS R & EZ %5 VPN Bt &

« R : GlobalProtect iOS R R A4 % VPN B &
+ MELE GlobalProtect &5 N

« | iRE VPN B E

- =B HiBR VPN EE

Bl & GlobalProtect iOS A

REE =7 MDM R A LB B iR E TR 2 FRMREHE iR SREWE | EELERP B

MRERFS < HNER, EENARFEBRIZ2ERE , &

TRERTIFEHAE=F MDM REHENHBIGE,

MAEIRR LR A VPN X,

RE L &
EERA RHE S R IEERE, HEMX ssL
FRRSF BE M SSL VPN #RR%F ( @ DNS com.paloaltonetworks.globalprotect.vpn
B ).
RS2 GlobalProtect TP EHBFE IP # | <hostname or IP address>
it f5l#0 : gp.paloaltonetworks.com
k7= WIEEZENAPKS, <username>
AP 53Rt EESOBRIIER, iEH | =Y
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RE 88 =1

= ( ) BiEEERN <credential>

EHEo : :
530 : clientcredial.pl2

RERH VPN ( ) R MEZENIZEREN | <domain and hostname and the
BAMENSE : on-demand action>
. WMERBUEE filgn -

© MNFEIMERE
- BEFERERILER

gp.acme.com; Never establish

7~ : GlobalProtect iOS R A& & &K 3 VPN B &
LUTRAIERTEE VPN A XML EBE |, &0 B EHRKIE GlobalProtect iOS M ARRE %5 VPN ELE,

<?xml version="1.0"

encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>PayloadDescription</key>
<string>Configures VPN settings, including authentication.</string>
<key>PayloadDisplayName</key>

<string>VPN (Sample Device Level VPN)</string>
<key>PayloadIdentifier</key>

<string>Sample Device Level VPN.vpn</string>
<key>PayloadOrganization</key>

<string>Palo Alto Networks</string>
<key>PayloadType</key>
<string>com.apple.vpn.managed</string>
<key>PayloadVersion</key>

<integer>1</integer>

<key>PayloadUUID</key>
<string>5436£fc94-205£f-7c59-0000-011d</string>
<key>UserDefinedName</key>

<string>Sample Device Level VPN</string>
<key>Proxies</key>

<dict/>

<key>VPNType</key>

<string>VPN</string>

<key>VPNSubType</key>
<string>com.paloaltonetworks.GlobalProtect.vpnplugin</string>
<key>IPvi</key>

<dict>

<key>OverridePrimary</key>
<integer>0</integer>

</dict>

<key>VPN</key>

<dict>

<key>RemoteAddress</key>
<string>cademogp.paloaltonetworks.com</string>
<key>AuthName</key>

<string></string>
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<key>DisconnectOnIdle</key>
<integer>0</integer>
<key>OnDemandEnabled</key>
<integer>1</integer>
<key>OnDemandRules</key>

<array>

<dict>

<key>Action</key>
<string>Connect</string>

</dict>

</array>
<key>AuthenticationMethod</key>
<string>Password</string>

</dict>

<key>VendorConfig</key>

<dict>
<key>AllowPortalProfile</key>
<integer>0</integer>
<key>FromAspen</key>
<integer>1</integer>

</dict>

</dict>

</array>
<key>PayloadDisplayName</key>
<string>Sample Device Level VPN</string>
<key>PayloadOrganization</key>
<string>Palo Alto Networks</string>
<key>PayloadDescription</key>
<string>Profile Description</string>
<key>PayloadIdentifier</key>
<string>Sample Device Level VPN</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011c</string>
<key>PayloadRemovalDisallowed</key>
<false/>

</dict>

</plist>

7~ - GlobalProtect iOS R AR A% 3 VPN B &
LUTREIERTEE VPN EHEMW XML EE |, &7 AERIE GlobalProtect iOS MK M ALK S VPN ELiE,

<?xml version="1.0"

encoding="UTF-8"?2>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/
DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>

<key>PayloadContent</key>

<array>

<dict>

<key>PayloadDescription</key>

<string>Configures VPN settings, including authentication.</string>
<key>PayloadDisplayName</key>

<string>VPN (Sample App Level VPN)</string>
<key>PayloadIdentifier</key>

<string>Sample App Level VPN.vpn</string>
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<key>PayloadOrganization</key>
<string>Palo Alto Networks</string>
<key>PayloadType</key>
<string>com.apple.vpn.managed.applayer</string>
<key>PayloadVersion</key>
<integer>1</integer>
<key>VPNUUID</key>
<string>cGFuU2FtcGx1IEFwcCBMZXZ1bCBWUES2cG5TYW1IwbGUgQXBWIEX1dmVSIFZQTg==</
string>

<key>SafariDomains</key>

<array>
<string>*.paloaltonetworks.com</string>
</array>

<key>PayloadUUID</key>
<string>54370008-205f-7¢59-0000-01al</string>
<key>UserDefinedName</key>
<string>Sample App Level VPN</string>
<key>Proxies</key>

<dict/>

<key>VPNType</key>
<string>VPN</string>
<key>VPNSubType</key>
<string>com.paloaltonetworks.GlobalProtect.vpnplugin</string>
<key>IPvid</key>

<dict>

<key>OverridePrimary</key>
<integer>0</integer>

</dict>

<key>VPN</key>

<dict>

<key>RemoteAddress</key>
<string>cademogp.paloaltonetworks.com</string>
<key>AuthName</key>

<string></string>
<key>OnDemandMatchAppEnabled</key>
<integer>1</integer>
<key>OnDemandEnabled</key>
<integer>1</integer>
<key>DisconnectOnIdle</key>
<integer>0</integer>
<key>AuthenticationMethod</key>
<string>Password</string>

</dict>

<key>VendorConfig</key>

<dict>

<key>OnlyAppLevel</key>
<integer>1</integer>
<key>AllowPortalProfile</key>
<integer>0</integer>
<key>FromAspen</key>
<integer>1</integer>

</dict>

</dict>

</array>
<key>PayloadDisplayName</key>
<string>Sample App Level VPN</string>
<key>PayloadOrganization</key>
<string>Palo Alto Networks</string>
<key>PayloadDescription</key>
<string>Profile Description</string>
<key>PayloadIdentifier</key>
<string>Sample App Level VPN</string>
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<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadVersion</key>
<integer>1</integer>

<key>PayloadUUID</key>
<string>5436£fc94-205£-7c59-0000-011c</string>
<key>PayloadRemovalDisallowed</key>

<false/>

</dict>

</plist>

Bl & GlobalProtect Z 8 N

A Mz Android For Work B A SUE R IV E 5 = A B 3118 & (MDM) R4 Android For Work #4a £
A ZE GlobalProtect i,

EZEmR L, BIETE GlobalProtect Mx FELEM G FEH , MARERBET VPN BEE. MEE Android
for Work is BV 5E =75 MDM |, W[t — S & LR HEN VPN BREMRE.

MRIFAEBTEUWMRE , RAMMEATEENMNGS , BFERIES LRENMENA. BRNERT , RIEE
Mx EENHIHREE , RENFAENATEY VPN BEXIERE,

MRIEFTIRE (BYOD) 4 , WRAEFUFE , FRAIEREXHX D ILSHNAFTMNANA., BRiAE
RT , BREEMX EENWIHEESR , REIEREXHFFNZIENAFTEET VPN BELXERE, ik
RNADBDRENNATEEES THEEEXHFRENZE GlobalProtect B ARER VPN BB X ERE,

ERHEEELNANRE |, IS AENA VPN, iX#¥ GlobalProtect RAEHRBAREZENANRE, Xt
TH#EA VPN, BULNRBEZENARFRERSILRERT VPN BREHHY R VFHIRIE ISR,

ER VPN BLEH —EB% , B EH5E P MR VPN, §F VPN E#5EE B R user-logon ( %
% ) B} , GlobalProtect AN BB iERE, F VPN EBEFEBEE N on-demand ( RFE ) i, AFMMF
o 3 BiE .

[ﬁ £ MDM FE X 89 VPN ZE#Z 5 AR L LR S T GlobalProtect [/ E & E U HYERE T
o

HiBR VPN BB £ B zh4F GlobalProtect M A E R RBEEIRE.
Ef & GlobalProtect ZE2 A , BB TR ERARE,

=4 Exm Vi R
= FRR | TP IP it ELREEE 10.1.8.190
(FQDN),
RAFA& FRE | AFNARS. john
=i FHE | APHNEE, Passwd!234
mobile_id FRHE | B=H MDM RFEEMATH—#5R | 5188a8193bed3£42d332dde5cb2c94le

Bk Z W3 ID ., GlobalProtect
FERAKE ID RRIZEEE.

iE$H FRH ATFHKREMIFP#HITENRIENE | DAFDSaweEWQ23wDSAFD...
(Baseb4d) | PiiEP,
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3247 mxm |RH ]

client_certificate. | F{&F & & P imil B < B 40, PA$SWORDS$123
passphrase
app_list FRE SRAVPNEBE, FHERUAATFS ARVHIFR | BELELS

R LESIKRIFL , EERUS SR | & : com.google.calendar;
FH—ANARFEN. A1FHIKIE | com.android.email;
EFFAEEA VPN BREH TR EEEN com.android.chrome
NEARF. FEAFIIRPHRKAH
S| PR 1E B TR A E T E A R A2 R B9
MEREF LB VPN BRE,

connect_method FrrE AFEFETHE Windows Zif B3 user-logon | on-demand
5 A FE# % GlobalProtect [T
REREFHEAFEMXEEE,

remove_vpn_ Boolean | KAMIERFFA GlobalProtect VPN B2 | true | false
config_via_ BEE.
restriction

Bl iZE VPN BLiE

private static String RESTRICTION PORTAL

= "portal";

private static String RESTRICTION USERNAME = "username";

private static String RESTRICTION PASSWORD = "password";

private static String RESTRICTION CONNECT METHOD = "connect method";

private static String RESTRICTION CLIENT CERTIFICATE
= "client certificate";
private static String RESTRICTION CLIENT CERTIFICATE PASSPHRASE
= "client certificate passphrase";
private static String RESTRICTION APP LIST = "app list";
private static String RESTRICTION REMOVE CONFIG =

"remove vpn config via restriction";

Bundle config = new Bundle() ;

config.putString (RESTRICTION PORTAL, "192.168.1.1");

config.putString (RESTRICTION USERNAME, "john");

config.putString (RESTRICTION PASSWORD, "Passwd!234");

config.putString (RESTRICTION CONNECT METHOD, "user-logon");
config.putString (RESTRICTION CLIENT CERTIFICATE, "DAFDSaweEWQ23wDSAFD....");
config.putString (RESTRICTION CLIENT CERTIFICATE PASSPHRASE,
"PASSWORDS$123") ;

config.putString (RESTRICTION APP LIST, "allow
list:com.android.chrome;com.android.calendar") ;

DevicePolicyManager dpm = (DevicePolicyManager)
getSystemService (Context .DEVICE POLICY SERVICE) ;

dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.getComponentName (this),
"com.paloaltonetworks.globalprotect", configqg);

R~ MiBR VPN BB

Bundle config = new Bundle() ;

GLOBALPROTECT EE Rigr | Bziggeg® 315

© 2019 Palo Alto Networks, Inc.



config.putBoolean (RESTRICTION REMOVE CONFIG, true );
DevicePolicyManager dpm = (DevicePolicyManager)
getSystemService (Context.DEVICE POLICY SERVICE) ;
dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.
getComponentName (this), "com.paloaltonetworks.globalprotect",
confiqg) ;
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= JoT 12 % 1Y GlobalProtect

B AT loT B9 GlobalProtect , BAILUMRIFRE loT IR ZFHNREH FLZERENEY B EZH
loT %%, £ loT %{& GlobalProtect f§ , GlobalProtect M AEFEREFIHIERH ( Wik )
AF&E5%B#1T GlobalProtect TR HMKXFHRKIE, FHRIEKINE , GlobalProtect N
BERFNEBI— IPSec BRiE, MEFEH IPSec WEZLM , &7 LA GlobalProtect B AR FEL
B RN EIEZ SSL BEiE, 2 Palo Alto Networks 3B M ERE , LUIREL loT RBIBERSE X
M IhaEES] &K,

# 2 loT E3RKY GlobalProtect

A loT R Z BB GlobalProtect 7]/ FM %

£ Android L %% T loT ¥ GlobalProtect
£ Raspbian EZ %A T loT B GlobalProtect
£ Ubuntu £ &% AT loT B GlobalProtect
1 Windows £ &% AT loT B GlobalProtect

V V V V V V
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#E loT E3RHK GlobalProtect

AT loT B GlobalProtect EAUTER :

+ Prisma 575 GlobalProtect iT 5
o PBEXIEIETEIZST PAN-OS 9.1 ( SZEIFHL )
. TIREREZ—:
* Android
* Raspbian
*  Ubuntu
+  Windows loT il iR
+ 128MB RAM
- 4GB W F
+ x86 #l ARMv7 5 ARMV5 4 E 85
« f£A CLI 5t WebDM Y RIBRI AR F IR ITREE
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H loT % Z B & GlobalProtect |71/~ MM <

STEP 1| &F # Z loT E3RM GlobalProtect,

STEP 2 | B¢iE GlobalProtect %A T loT B9 GlobalProtect M A Fo

1.
2.

3.

52L& B GlobalProtect B <M B2 1E55

AEANXZHIEAT loT B GlobalProtect R TR FHI M X &% GlobalProtect 1T, MR AEA Prisma i
@ , MFZEE GlobalProtect 1T ¥,

NIE loT REBENLMXEE :

EEMXE , AREEETNAT loT WEFHRSHRIERE, Hl0 , B L0F Windows Ml macOS
WARBANERANERSARIE , HER loT REFFERAETIERHN S HRIE,

RN URES X BHNNENEFIRIZE |, FIA4SE P, HREBMAT ol RENFDPEE,

1. %3# Network ( %4 ) > GlobalProtect > Gateways ( W% ) , SREEZFH Add (Fi0) —PFx
BE.

2. A loT BRERMEF RS HRIEERE -

1. %3 Authentication ( ERIE ) H Add ( 5i0 ) — NN EF RS HRIIEE.

2. WIA—" Name ( B ) LAMREFIHBORIEEE , & OS (BIERSL )REN loT, EEH
FxiseMx AP #1T S ORIEN S HRIFEE X, ERERAEF RIS S HRIEMEE
.

Client Authentication ®

Name

os

client-auth

m

| v

Authentication Profile
GlobalProtect App Login Screen
Username Labe

Password Labe

Authentication Messagy

Any
Android
Chrome
i0s

IoT
Linux

Mac

Satellite
Windows
WindowsUWP
X-Auth

Allow Authentication with User | No {User Credentials AND Client Certificate Required) -

Credentials OR. Client Certificate 1, _.c . Jient cortificate authentication, you must 2lso sslect the certificete profile in the Client Authentication
configuration

3. BHOK(HWE ).

3. EEREMEAT T mRNBERFIRRE , FERENEFFRRELE !

1. 1%$% Agent (R ) 3 Add (A0 ) —MHEFIRRERE.
2. REREREF M HENRIIRE,

3. 4% User/User Group ( BFF/AF4A ) |, ARE Add ( 770 ) BERS , Bk loT,
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Config Selection Criteria | Authentication Override | IPPools | Split Tunnel

Name  gp-client-config-iot

Config Selection Criteria

any = |
| Source User M| os
v

|

Android
Chrome
i0s
ToT
Linux
Mac
Source Address Windows

B e ™ o ™ T

4. BHOK(HE) .
4. BHOK (HAE) .
5. Commit ( 2% ) Bl&.

STEP 3 | BEBI TP U X EEA T IoT 8 & #Y GlobalProtect R ARF,

EXH loT &% , XJBE GlobalProtect NARF A LLUEEN —IMRZBNMNMX , REHREBITFFMARE
FigB. NPNEEEEMEXTAMXNEELXATNAREF. M GlobalProtect TP EWEIERESE ,
NARFASRIEFREEPIHHONX , HERREMX. FRAUT IHERERE GlobalProtect [1F
LA #5ER T 1oT 8% 1 GlobalProtect B RS,

1. WMRERTRIERE , TR IZE GlobalProtect [1F B EIRES

2. EXGERAT loT RENEFHIRENHITIIF SFHRIE,
1. %3# Network ( M%&) > GlobalProtect > Portal ( [/ ) , REEZFITFEE.
2. BREAFPHEINFANEAT ol RENEF K S HRIEIRE

1. #%$% Authentication ( HRIE ) , ARFE Add (RN ) — NN EF RS HRIEERE.
2. A— Name ( 8% ) BRIRE P S ORIEEE | fF OS (IRERZK )IREN loT , EEH
ZWMHFLHFHﬁ%ﬁ%EW%@%EMEK#Qﬁ%ﬁﬁ@Fﬁﬁ%%ﬁﬁﬁmmEK
3. HloT REBENKREEE,
BUANERELRCNEFEBEERRTENKE, fln , EERABETRERGHMXBFERERE
FloT RZFWENER , BERAUBRFTNWREEE.
ﬁ?ﬁ%i‘i%%ﬁ‘éﬂ’ﬂ%% , 1I§Z ] Palo Alto Networks 3B MR |, SURER loT RZERIEREZIHNT
E2IES
TE X GlobalProtect RIEZE & :
%% Agent (RE ) , RABRER—NABMHHAID (7FN ) —MNFRIFRREEE.,
A loT REFBEFHRIEIRE,
1%£3% User/User Group ( FIFF/RFA ) , RERMNOS (BRERS ) |, BikE loT,
EEXALEENAF EEENABHX,
( ) %3 App ( MR ) FBEESGERAT loT B9 GlobalProtect B ARRFITF %
B, GlobalProtect NARFAEZEFEMTEAT loT WiRE. BXBREREXISNINEIE , BS
%] Palo Alto Networks 3R&EM4ERE , BURER loT & & BIERSG M ThEESI R,
7. W OK (HE )
8. Commit ( X ) BLi&,
4. £ loT %% EXHEREE ( Objects (MK ) > GlobalProtect > HIP Objects ( HIP X% ) )

S
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E , BULNERAKBET lof RENEVER R HIP WR , FFEATEM HIP BEXHHHTE
&tt. RfE , TAERBEANFER HIP BEXAEN CEFRM4 , ARBHANR2RK,

. %3 General ( M ) > HostInfo ( EHEL ) >0S (BERS).

=

2
3
4
5

. %3 Contains (28 ) > loT,
. BHOK(HW/E)

. REFZEHM HIP NR.
. MEET HIP BISRRESSHE

STEP 4| R loT Z%#& H1i% & GlobalProtect B AR,

ERAN loT REBERSREMNHA,

£ Android E 2% AT loT B9 GlobalProtect
£ Raspbian &% T loT 89 GlobalProtect
£ Ubuntu E&R% AT loT B9 GlobalProtect
£ Windows £ &% AT IoT B GlobalProtect
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1£ Android EZZ AT loT BY GlobalProtect

E1£ Android &% EER BT loT B GlobalProtect , AJUVfF N FF2F M GlobalProtect Bt BN R &% M T2
FrIZE R Android BIER KM G H ., EF GlobalProtect ETLAER TIE1T , HAEH GlobalProtect N T2
FaiBE b & .

STEP 1 | 510 GlobalProtect.apk ¥E4 Android 2R SMGEFNTHERENHARERF.

1. M Support Site ( Z#Fi5 2 ) #%#F Updates ( E¥7 ) > Software Updates ( iEE#7 ) , AR TH
GlobalProtect APK,

2. f#% android src tree root/packages/app/ BFEHH APK Xff.

fRIBERIS N A2 7 #2 £ 2 GlobalProtect X #43< 1,

3. 7 GlobalProtect XX e , B Android.mk Xff. EXHERBHFFATHERSHNRIAE
FEo

REBXHUEEUTAR

LOCAL PATH := $(call my-dir)

include $(CLEAR VARS)

LOCAL MODULE TAGS := optional

LOCAL MODULE := GlobalProtect

LOCAL SRC FILES := $(LOCAL MODULE) .apk

LOCAL MODULE CLASS := APPS

LOCAL MODULE SUFFIX := $(COMMON ANDROID PACKAGE SUFFIX)
LOCAL CERTIFICATE := PRESIGNED

include $(BUILD PREBUILT)

4. 3F android src_tree root/vendor/ FRMEMEM MK X4 , ERMELTIT :

PRODUCT PACKAGES += GlobalProtect

5. ¥ libgpjni.so B™iNZE| /system/1ib B /system/1ib64 F , BEREURTF loT B XM CPU £
¥, F apktool ##%3 GlobalProtect.apk ZJ& , AT EAM lib B FH# 3K libgpjni.so X,

STEP 2| {82k Android EZRJF(CHE LATRRN VPN EZEMNRERBHED.

Y4%% android src tree root/frameworks/base/services/core/java/com/android/
server/connectivity/Vpn.java XA BEUTRIBE :

private boolean isVpnUserPreConsented (String packageName) {

if (“com.paloaltonetworks.globalprotect”’.equals (packageName)) {
Log.v(TAG, "IoT, isVpnUserPreConsented always true");

return true;

}

AppOpsManager appOps =
(AppOpsManager) mContext.getSystemService (Context.APP OPS SERVICE) ;

// Verify that the caller matches the given package and has permission
to activate VPNs.

return
appOps .noteOpNoThrow (AppOpsManager.OP ACTIVATE VPN, Binder.getCallingUid(),
packageName) == AppOpsManager.MODE ALLOWED;

}
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STEP 3 | 3¥F Android 8.0 RESARAS , BE X Android 1779 LA &8 H# A #Y GlobalProtect B4R,

Y4"% android src tree root/frameworks/base/services/core/java/com/android/
server/am/ActiveServices.java XU BTEUTRBE,

if ( r.packageName.equals("com.paloaltonetworks.globalprotect") ) {
Slog.d(TAG, "not to show the foreground service running notification for
IoT") ;
} else {
r.postNotification () ;

}

STEP 4| EEEE A Android loT R&E T EEEN VPN RE,

1. LI 82 E B X (globalprotect.conf) #4mEE GlobalProtect IT]F Y IP bk F & 1538 3F
RE : AFPENERE |, F P RIEPBBE (client-cert-path) MZR 3518 X4 (client-cert-passphrase)o

ETAFENZEN S HRIE

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>
<PanSetup>
<Portal>192.168.1.23</Portal>
</PanSetup>
<Settings>
<head-less>yes</head-less>
<os-type>IoT</os-type>
<username>userl</username>
<password>mypasswlOrd</password>
<log-path-service>/home/gptest/Desktop/data/gps</log-path-
service>
<log-path-agent>/home/gptest/Desktop/data/gpadata</log-
path-agent>
</Settings>
</GlobalProtect>

ETEFIRIEBH S HRIE

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>
<PanSetup>
<Portal>192.168.1.23</Portal>
</PanSetup>
<Settings>
<head-less>yes</head-less>
<os-type>IoT</os-type>
<client-cert-path>/home/gptest/Desktop/data/
pan_client cert.pfx</client-cert-path>
<client-cert-passphrase>/home/gptest/Desktop/data/
pan client cert passcode.dat</client-cert-passphrase>
<username>userl</username>
<password>paloalto</password>
<log-path-service>/home/gptest/Desktop/data/gps</log-path-
service>
<log-path-agent>/home/gptest/Desktop/data/gpadata</log-
path-agent>
</Settings>
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</GlobalProtect>

2. Ll Base64 X4 globalprotect.conf X , HHHMRFE android src_tree root/
system/config/ B,

WMREFE , I XM RIFEIHMVE, BR , ¥PTE android src tree root/assets/
gp_conf location.txt XHHiEELEENNVE,

STEP 5 | #3% GlobalProtect APK X .
STEP 6 | £ 2 GlobalProtect APK 34,

STEP 7 | I BRERGEN REMEH —Z o #IXE| Android B L , AR NHBRERSHIEZ
Android &% t.
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£ Raspbian EZ % H T loT &Y GlobalProtect

E1£ Raspbian 8% L& AT loT 89 GlobalProtect , KA TS E.

!\\ FF Raspbian ] Ubuntu Lt 10T #J GlobalProtect (X x#&FE F Arm KIZR#3,

STEP 1| M Support Site ( Z#F52 ) %32 Updates ( B#7 ) > Software Updates ( SAFE#1 ) , REMN
BIERZK TR GlobalProtect ‘&,

STEP 2 | £ZE AT IoT B GlobalProtect R R
£ loT 8% EfEM sudo dpkg -i GlobalProtect deb arm<version>.deb W H REHNM,

sudo dpkg -i GlobalProtect deb arm-5.1.0.0-84.deb

Z\‘ BEZFEHHR UMY , BEM sudo dpkg -P globalprotect &1

STEP 3| EZiEE R Raspbian loT R EZFFAZEBH VPN ®E,
1. £ client-cert BB |, Ll pcks12 A F AUEH , HUL pix T BB REFEXHF ( Hl

i , pan_client_cert.pfx ) o
2. £ client-cert-passphrase B&A , REV RAB RN dat WBITBEXXH (4

4, pan_client_cert_passcode.dat )

3. £ log-path-service BEEH , MRZKEFEH PanGPS HWERIAREE (il , /opt/
paloaltonetworks/globalprotect ) , R log-setting BBEBEXHXE opt/
paloaltonetworks FHY globalprotect X #X E G M E4FN.

4, LIITHABE /opt/paloaltonetworks/globalprotect/pangps.xml MEBH EXHF ,

H %% GlobalProtect 1Y IP it M1 BB RIUFIRE : AR BMERE , EZFFIHIEBERE (client-
cert-path) MIFWBEIE N (client-cert-passphrase) BRI IBE—NEXHX , £
1 176# GlobalProtect BR%5 (Log-path-service) flI{AE (log-path-agent) B,

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>

<PanSetup>
<Portal>192.168.1.160</Portal> //pre-deployed portal address

</PanSetup>

<PanGPS>

</PanGPS>

<Settings>
<portal-timeout>5</portal-timeout>
<connect-timeout>5</connect-timeout>
<receive-timeout>30</receive-timeout>

<os-type>IoT</os-type> //pre-deployed OS type for IoT.
If this tag does not present, GP will automatic detect the 0S type.
<head-less>yes</head-less> //pre-deployed head-less mode
<username>abc</username> //optional pre-deployed username
<password>xyz</password> //optional pre-deployed password
<client-cert-path>cli cert path</client-cert-path> //optional

pre-deployed client certificate file(pl2) path
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<client-cert-passphrase>cli cert passphrase path< /client-cert-
passphrase> //optional pre-deployed client certificate passphrase file
path

<log-path-service>/tmp/gps</log-path-service> //optional pre-
deployed log folder for PanGPS

<log-path-agent>/tmp/gpa</log-path-agent> //optional pre-
deployed log folder for PanGPA and globalprotect CLI
</Settings>
</GlobalProtect>

STEP 4 | EJ3 GlobalProtect # 2 LAE T 2B B EL & 4 o

STEPS5 | ZpE loT REE , AT LAIRIEEEMEH globalprotect collect-log i UIE HE,

user@raspbianhost:~/Desktop/data$ globalprotect collect-log
The support file is saved to /home/gptest/.GlobalProtect/
GlobalProtectlLogs.tgz

STEP 6| ( ) MREHRRIEFZEZRAFR/BRHNEFKIPEMHRIIAS , TRREFRKIPHN
CommonName 5 F & L&,
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£ Ubuntu EZE AT loT B GlobalProtect

E7 Ubuntu 8% L 2% AT loT B9 GlobalProtect , 5K TS &K,

!\\ FF Raspbian ] Ubuntu Lt 10T #J GlobalProtect (X x#&FE F Arm KIZR#3,

STEP 1| M Support Site ( Z#F52 ) %32 Updates ( B#7 ) > Software Updates ( SAFE#1 ) , REMN

BERL T # GlobalProtect A,

STEP 2 | £ZE AT IoT B GlobalProtect R R
£ loT 8% £ sudo dpkg -i GlobalProtect deb <version>.deb Wi HREHH.

user@linuxhost:~$ sudo dpkg -i GlobalProtect deb-4.1.0.0-19.deb

t\‘ BEEZEHEZEMY , iB#H sudo dpkg -P globalprotect Wit

STEP 3| BEBZE R Ubuntu loT i% % £ ZBEM VPN iRE,

1. £ client-cert B§BA | Bl pcks12 XS AR , HU pix T RBBREFEXH ( i
0, pan_client_cert.pfx ) o

2. T client-cert-passphrase BBH , REFV BB N .dat BT (Bl
i, pan_client_cert_passcode.dat )

3. £ log-path-service BEEBH , MIRZKEFEA PanGPS WERIARERE (0 , /opt/
paloaltonetworks/globalprotect ) , ERR log-setting BEXHXE opt/
paloaltonetworks RHY globalprotect X4 E G R4,

4, LINTHERXBIE /opt/paloaltonetworks/globalprotect/pangps.xml TREpEBHL & X4 |
HY%%E GlobalProtect [T BV IP st M B3 UFIRE : AR BAMNEB , AFFIHIEPER (client-
cert-path) BB E1E X (client-cert-passphrase), BRI IBE—MNEXHR , £H

i fZf# GlobalProtect BR%5 (Log-path-service) Mf{E (log-path-agent) H&,

<?xml version="1.0" encoding="UTF-8"?>

<GlobalProtect>
<PanSetup>

<Portal>192.168.1.160</Portal> //pre-deployed portal address

</PanSetup>
<PanGPS>
</PanGPS>
<Settings>
<portal-timeout>5</portal-timeout>
<connect-timeout>5</connect-timeout>
<receive-timeout>30</receive-timeout>

<os-type>IoT</os-type> //pre-deployed OS type for IoT.
If this tag does not present, GP will automatic detect the 0S type.
<head-less>yes</head-less> //pre-deployed head-less mode
<username>abc</username> //optional pre-deployed username
<password>xyz</password> //optional pre-deployed password
<client-cert-path>cli cert path</client-cert-path> //optional

pre-deployed client certificate file(pl2) path
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<client-cert-passphrase>cli cert passphrase path< /client-cert-
passphrase> //optional pre-deployed client certificate passphrase file
path

<log-path-service>/tmp/gps</log-path-service> //optional pre-
deployed log folder for PanGPS

<log-path-agent>/tmp/gpa</log-path-agent> //optional pre-
deployed log folder for PanGPA and globalprotect CLI
</Settings>
</GlobalProtect>

STEP 4 | EJ3 GlobalProtect # 2 LAE T 2B B EL & 4 o

STEPS5 | ZpE loT REE , AT LAIRIEEEMEH globalprotect collect-log i UIE HE,

user@linuxhost:~$ globalprotect collect-log

The support file is saved to /home/gptest/.GlobalProtect/
GlobalProtectLogs.tgz

STEP 6| ( ) MREMRRIESEZRAFR/ZBMEFRKIEIBEMRIIAS , FHRAFFHKIERH
CommonName 5 F & L&,
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£ Windows EZ % A T loT B GlobalProtect

11T Windows 10 loT #91% % A LA A GlobalProtect B AR F. FRAALRN D X% (10 Microsoft REH
LHEEBEEEES (SCCM) ) 21T Windows 10 loT L kR#Y loT %% L ZPB ML % GlobalProtect NFATEF o

GlobalProtect Windows loT B X FETIUE P FHRIE, BAAEEARBITENFEHEXFHES ol &%
FZRRATEMRRIENIER, ME—A& loT RZEEZMERR CA BIE$ |, GlobalProtect A loT &%
AT EYFEXFPHNE—MEPBRTEHORIE ; FHRRIEBPERZPHINFER,

AT &80 N B AEIEIZE 1T Windows loT BJi8 % £ %% GlobalProtect R ARRF :

o TE loT 18R L FEHZE MSIEXEC ¥
o B3 10T %% LHEMERIN ( On-Demand ( 32FE ) = Always On ( BREITHF ) )
o & loT %% LAYEMRIN ( Always On with Pre-logon ( FRE ZETRLITF ) )

£ loT 8% L TEHH %% MSIEXEC X

BRI LT R HARZE nsiexec.exe HEEM loT 8% , LLZEEMA T On-Demand ( RE ) EEHES
Always On ( #R43TFF ) E#E 5 LM GlobalProtect AEF. EAMEFEIE msiexecexe X4 | R
3F'|OT iﬁ%t_#o

&R loT %% LRV EMIRT ( On-Demand ( #&23FE ) = Always
On ( IB&FTFF) )

DIFHRERZEBIETERN loT , FFEZEBIETEN headless ( Tk ) |, HEEIIF Hbit, Al UEERAF,
ZMNHZE, WRTEEAFZMBRE |, GlobalProtect HEAETIERMN F MWL,

3 F On-Demand ( #£FE ) EEHER Always On ( FBLITFF ) EEHZE , TUERAUTLRERZ :
. BEBRERSRRR ( )

Registry subkey ( JXMt&R F31 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings

Name ( B ) : os-type (BRERZKEKRH )
Type (K& ) : REG_SZ

Data ( 4 ) : loT
o FBEFLXK loT &E& ( ) :

Registry subkey ( JEfftZ&R F3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings

Name ( B#: ) : head-less ( k)
Type ( £# ) : REG_SZ

Data (E3E ) :yes (&)
o EEF ek ( ) :

Registry subkey ( X3k F3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\PanSetup

=y
Type ( £# ) : REG_SZ
Data ( 23 ) : #i A GlobalProtect [ 1/ #9 IP #1311k 5% FQDN,
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- BERFA ( )

Registry subkey ( JEM}Z&RF3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings

Name ( &%: ) : username ( AR )
Type ( £ ) : REG_SZ

Data (338 ) : WMAAT loT RBEWAFE,
. BEZBH ( )

Registry subkey ( JEf}Z&kF3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings

Name ( B#5 ) : password ( #3 )
Type ( £# ) : REG_SZ
Data (338 ) : AR T loT R HE,

&2 loT 1R & LRYEMERIN ( Always On with Pre-logon ( 7l & A
REITT ) )
DRUEE P, FRRBRHERURSE. SFMB GlobalProtect {8 , BABLE 0T WEERLERE &
NEHNAREFED, MEBEXVPNRBEFLXEAFE , BAAFEEARESR,
31F Pre-logon (Always On) ( B F (AT ) ) EESZE , IUEAUTRESZE .
o FEEF ik ( ) :

Registry subkey ( Efft&kFW ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\PanSetup

%P
Type ( £# ) : REG_SZ

Data ( ###& ) : #i A GlobalProtect ["JF# IP b3t 5] FQDN,
- EBEMEZRME ( ) :

Registry subkey ( JEM}Z&RF3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\PanSetup

& : Prelogon
Type ( X&) : REG_SZ

Data (¥3E ) : 1
. EBEMERSE ( )

Registry subkey ( A&k F3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings

Name ( %) : service-only ( XBRSS )
Type ( £# ) : REG_SZ

Data (B3E ) :yes (=)
+ iB& GlobalProtect {& ( ) :

Registry subkey ( x5k F3 ) : \HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows
\CurrentVersion\Run

Z % : GlobalProtect

330 GLOBALPROTECT B R 1R | AT lol iRE&M GlobalProtect

© 2019 Palo Alto Networks, Inc.



Type ( & ) : REG_SZ
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EHER

REZURESILMEIRBECENZEIE , ERENNENZ 2 MRFR LR ECHR
RTFHLT., BEHESHFTHHESHERBEERIME , SBREZTENTER ( W7,
MEETFEIE ) MBS SRR ( BEAARZFNDARE ) HRSLER , BLAESHE L
FRELZL2T RESENGS , MBRELEN —BM L LM, GlobalProtect™ EHEBEEX
# (HIP) BAEAIL BIREA XA LS RANER | fINRAREECRESETNELBIERN
BREEN. RECEAMEMZENE, HA2A DHEMIMIRE Root NRHEBREEETHRL
AFFENBSERY , HIRFERE LN EVRERERE A FREL 7R SEEN.

DB RMTEXRERBEEPEAEINEENER,

> XFEHEL

EEET HIP B EREESSHE

M RS B 2 = AR A2 B
E#5 & HIP &

PH 1E 1% 2% 1/ [R]

fii @ Windows User-ID REBLUKREFHER

V V V Vv V

KKX



*TFENEE

GlobalProtect NAREFHNEF - I HERBEEXEERLETHENNER. NABRFERNEYERRT
2R EHHE SRR GlobalProtect WX, MXARFTEEXLAIFFE HIP XY RM HIP BENHEENAERF
RROERHBEENEE, MRMIKBICTE , WFLEHP EEBERER-MFREB. I MRMRER
BEMI A E HIP BC B XA IREL |, MR S SSREAA RIAY 22 5K HE
EARKIENEVEEREXHTEANERZ2YE  BRIEINEB LRSI EFHXBER
FAREBEZLFAZET ATHEANERR, fim, EAFHEOSBRBOBERSH  SURERRE
M REREZRF R LEEANBDENEE. NRERRGEEAMENE , NETUESEZ2M
MK R R AV HRIRLARERF. A, X TAFEEANNRK , S eIREAE S & A FEE M
MR REAFEEEIXAREME I TAERCERR S RZENBRGNRERERF (SR, 2
FAFHRATGIBENZEANNXHERE | FTEATHRFAERE HIP B E X B TR
- ) o

GlobalProtect 57 Y SE MR LE #h iz 2

W < an ] 68 A EALAE B SR HE SR G 2

RPMAMERERERBEM ?

WAEE I REVIRES 2

GlobalProtect i FA Uk &E BRLEE4E 2

FIABER T |, GlobalProtect NAWEEXREREHRRA LETHRAAFZLEINENER/RERE (W0
OPSWAT 2R MHITRIG&S ) , FHFBIEIRE 4 GlobalProtect M LAt KRB SK R

BT RERGELATHTE T THEREFRLAT , Bt GlobalProtect 5% ¥ AJE 1 A ik B3R EGE A T
GlobalProtect BEXHHFBEH , UARER T HNBEIH KM IEIEFMERARA,

MABRT , NARBEERUTEERINESE , AEPBEEZNNRTE2RE
&8 & BFEWERS

K3 W R Y B

BH BXRENASNEE , SFENE. BFE, BERS. NARES , mMAX
T Windows %4t , &N SEAYIFTE R,

3¢ F Windows 3% =18 , GlobalProtect & FUE R
ComputerNameDnsDomain TE X B8 , BN ERLE At it
BN SHAXBKWESERN DNS 5, WHIIERE HIP T
ft B R 4E S (Monitor ( %542 ) >Logs ( H& ) >HIP
Match ( HIP Pt ) ) f3 Windows % Domain ( 15 ) &
THYBIE,

BEigg BEXBHERNER , SR/IFZEN. BRI, BERSE, NABRFRALL
RIEREEINMBEEE., LI, GlobalProtect B4 RERZRE DL
RS EMNER.

» EWEBIHREZEBEMUHE HIP RITRBPERAXLRE
# , GlobalProtect ZE£ZE{&8) MDM fRs585, GlobalProtect

B g/ # HIP 5 Airwatch MDM BR$ 25V EE Mo
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RN

S FH AirWatch EER1&% |, GlobalProtect N AREFWENEHNEE AL
B AirWatch RS WER B IS Bt T4 . AR M AirWatch & 3RH
BHHIER , HSREE Windows User-ID X E LUK EEHE S,

HTERFER

BEXEETNLBEAN/RLZEZNEIEFEERGURBZERMEMABINE
FHER.

MBEBERRREIMEFH Severity (B ) EEEN
HIP X3 & A iy PTEL %44 ( Objects ( & ) > GlobalProtect
> HIP Objects ( HIP X&) > <hip-object> > Patch

Management ( {&¥MEF & ) > Criteria ( &4 ) ) , HFE
F GlobalProtect = E M {5 OPSWAT mEMZH 2 B
DTHER T MEBMENEN
+ 0—1K
- 1t
s 2—E

3I—¥EFE

]
\, 4
|||©—
7/’ A Y
[]

B X i

BREEN EREMN/ZE AR XIENER.

DIESERTeEs

BXRERKALBAN/IZENEABRERRBEREME. BRERAKEEF
. BEBEEXRAE. EXEERE, #NENERETNER.

GlobalProtect £ OPSWAT AR MM FEimS ENE=HZENARE
5. B 5 OPSWAT OESIS #EZRE , GlobalProtect fE& 8% 1T 1t s =Y
EMRE. Bl , BAUENATRIFRSERFFERTEEMHNENIESE
FREBHRARAN HP NKRMHIPBREXH , tTBRREERFHFEEEN
X,

>  OPSWAT F3E#0 A F macOS i & + Gatekeeper 24 I
& T pEEHEES
5| Z R
TE SRR
- HH
o LBXRH

WEZH

BEXREBEREMBZ DR, KEZ 0 EURRANENEN™mE R

HfE R,

i

BRRBCREWEMBRME. NNBE B3N/ EUR R4
HRIPE A B A E B

BREERRT

BXREENBLEEURNZERAREBRENFZLREZ LEHEBRLUFEER
EAN/RERABFEE KRB (DLP) RHENER. WEEREEM Windows iR
W,

iE$

AT K ERZENITEANIEBER.
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K3l RN

RFIEEEMRIN (XFR Windows ) . BHEFIE (plist), ( 1XBR macOS )
RREREHEBENAFB4NARFHERREENER.

BRI FE R LA E BRI R LR FIWE R ( L4 CPU BEARIMNIRIGRIBT 8] ) o ik , BT LA
BERERE K RARHKRETBNBIIES ( Network ( 4 ) > GlobalProtect > Portals ( [ 17 ) > <portal-
config> > Agent ( /X 2 ) > <agent-config> > Data Collection ( ZiIEWE ) ). Fla , MEETRITEBRER
RREETHAZORERCIERR , WA BERRIZERI P LN ARFRETMEXBERANER.

o BETUIERENMABRKL]ILKRENEL , RERMASRL. flm, IASEHBRETRAE=FH
HRFEEREENKRA~LRENNAT R,

5% a0 £ A E WS B SR HE R BE 2

RENATREAXIMNIFTENEFHEERENER , BETUENX BT 622 HIP RN HIP EE
NHENFBRLEN/IA TR EHEMN

HIP R — RETEFAUFEHEEREEANENEE  NBIRERENRBBIRXERE, F
W, REFARENBEARSEARGEIALEZRNETHRERGENES  ERETRMNNRARF
FENENMNESENARFBNE, EXHERLT , £FEIE HIP X RIATE S8 X BE N E R AR
FFo

BELEZEN HIP YR &EH N 2 E LN AE AR EN EVE B REEER, FicE , HP X
RESNNERHER , FETLRRELRERERFEAN HIP BEEXH. EHit , ZAgEFEREFNRE
It, E—PREE , flin, EEEERERENLERY. BEEFHNRASABEREEFERER
RBRERSG, Mt , BFEERFNEFEERA (BIEERK ) W HIP T TR,

HIP BBEXH — £EaREMN HIP WREAATUERL L RMEEHE, A1 HIP BB 4R , TAMERS
RIBEREHEFTUEN HPHR (UAREMHIPEEXXH ) |, fln, HIRBERW HIP BB XHXE
ERFTIPMEE , TEECE , AR TE., WRFECET , BAFHITHRAREAN, MREE
CEIN , FHRBT —AMRNKRSBERETITEME ( SEMEMRBEEERRE—F ),

ERERAETE — REXBEENFLMIBAERE —HP CE ASESYNARINERBARESENN
HIP I/ HIP Bl B X BN SER%ZB. EF HIP BEXHMMEIZLKER , XS HIP TE
BERAATFEMSE LSEZE-BNERRRASHERER , BHEBEERANNETESRNEERKE. X
MBI HIP NRM HIP BB HNEIAERECREXMHNFAEE , BSROEET HIP fUFRBEESE
Fﬁo

RPMAAEEREREEMN ?

MABERT , RRAP T LRHBEXAMMRBERENEFER , FAXESA HP Z2ANNER. BR
UL BYEE HIP BEEEE AL REE R E HIP B E N CE M/ A T E YR

EFRELTHEMNN (DEAFERSERN HP REXHCRNERETERNET )  ARARE
ERUATEREMAAS W HIP R (RFNE ) 5k, BHRBY  TRERERESELBRALNREE
B2 BRI AR IR A 4 R R 2
pim , BEERUTEER
MR R REF RO R LHHEBNRERAKAD | TR HP REFE TR, EXRERT , &
THLEH L HIP BESAF0F P 61 HIP JBAM B &5 AN BERERAE (7R | TIBGIEEISH
SEUBORE , NEZT BTN AERRENEERS ) .
MREEREARNNEARS , THURLEN HP REX#. EXHERT  £TRENTLREE
XHHASURHE  FRENEIS EREANLE.
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BXRUMMAEIE HP RHRA HIP BEENXHHFeIBAEEL HIP BAHENFMAER  ESREEET HIP
K R BESEHE,

WA ER I KHRES ?

529K S EEE R GlobalProtect B , NA#ANH HIP BIERELANK, AR5, MXxFALEKERESE

VICEM HIP FHRA/H HIPBEX 4. XTENCEE , eHMLER HIP CE BAELXE. SREBEFRR —
AERBELERENTSMEZAERE —HIP CREAEESINARINWREERESE LK HIP KM/ HIP
EEXHIE S 2EMEKE, EF HIPREXHKMNEZSREER , XES HP CEAEXNATFERNE
LB —-BEARRRSHERER , BB ERANNETESENEERE,

AARBESENRESEFRCIEN HIP IREEMFSERHIP EEAE , At T2EEFHIRS , X
TEHERERS (N TREEBXEEN ) NIFEA (N TITRY ) HiH[TES HIP BE , AReRE
BZNHPXR, flin , RIREEER IR ARMHES R ERRENIEQOEZTINE, EXPRELT ,
BURRENESERRBENHRELN ERRAENCEDN HIP XNR, BIE HIP BEX A4 IFEUIT
KA FFEME M VPN KBIF RN R 2 RBEAN |, B0 LR R REERE ARSI E R R
B EH,

HEHROIF  BFEEEHP EEASHEEBLRRFAFELER, NMREFEERRATEBRER

Bh B R ER A AV i R B S SAE AT AR ERIX LA P, T ] A 32 508 8 R R Bh R B SUBh R IR BR A S Ah M IR BT
B HIP X R, ATHNRRXATEFTIERKEN , RMETTEZHERME HIP BE XM INE R £ RN
e

GLOBALPROTECT EE Rigr | =#HEE 337

© 2019 Palo Alto Networks, Inc.



Yarax =
BLEE T HIP Y SR BE Lt
EERBEIRPERAENES  BUATRTIHLSE, BX HIP HEEWFAEE , BEH<TENEE,
STEP 1| BIEAT HIP RENFAIEREER,
GlobalProtect Gateway

Date Issued March 19, 2012
Date Expires  March 19, 2015
Description  GlobalProtect Gateway License

EER HIP 2haE |, BAMMEH IR/ BHAT HIP RENBANMKX LR E GlobalProtect T ANE, E1E
BANTFFMx ERIFF AHEARS |, i§%EDevice (%% ) > Licenses ( WHIE ) o

MBEEEFRENFAIE |, BB REH Palo Alto Networks 5 TRIMRAL475, B TiEWiEHE
B | &5 /% T GlobalProtect i A ik,

STEP 2| ( ) EXEHFENARFBENFTEEELENER. Sl , MIREFEALENRERF
AEEEATEE HP X ROVENEN/H=mIERT , METUGEBEE LR E R LLEEE
REERENARR (EANNAEMERDS plist W ) , ERBEEEIT (EENNNEITH
E)o.

» PR 2 3 PRREESLEMK GlobalProtect [TFELE, MREHKREEIT, , HXHHA
z! &% 1% & GlobalProtect |1/ 3[R 4R,

]

Registry Key
Reqistry Key HKEY_LOCAL _MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Pe
{Default) Value Data

] Key does not exist or match specified value data

L} ey © 8
Registry Value Value Data Negate
" Domain " Acmenetwork.local VIZ

Add (D Delete

D

1. #£¥E%E GlobalProtect [T HIBS X £ | 1% Network ( M4 ) > GlobalProtect > Portals ( 177 )

2. BBREBRNIIFERE,
3. £ Agent (R ) &I+ L , EBELERAMEBENL HP RENREERE , ¥ d Add (&0 ) S8l
BHNEE.

4. %% Data Collection ( ZiiEWE ) , AFE AL Collect HIP Data ( £ HIP 33& )
£ Custom Checks ( BEEXRE ) T , EXEENEETHREEEN ENKRENTIE , TR :

BEREFRBEIMRIMNEL : 7 Windows LI £ , Add ( 710 ) EfERegistry Key ( 7
£ ) XBWEREN Registry Key (JEMRI ) BT, ERFFUESSE Registry Value ( F
MRE ) OBIE , Add (RN ) AELZBEIMRE. £E OK(BE ) MRFRE.
EREFXREEETHENEE | EEFRMERAETF ( Windows =X Mac ) , AJ5 Add ( /&0 ) #
T2 E Process List ( #25I&K ) . MALFLENARFREGXEEENHENER,

v
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EREEXRBEBMIKRNEER : E MackTl+ L , Add (&N ) EWREELKIER Plist, ERHI
FINERSERTENEIE , Add (7FI0) Key (RN ) B, & OK (BE ) URFIEE,

6. MEFEHAFNREBEEE , BFRIEE L GlobalProtect (LEEE,

BHOK(HE ) RFEE.

Commit ( 2% ) EX,

STEP 3| ( ) BERRUREEZE 31,

£ E GlobalProtect [T HIBF A 3E £ |, 1%£4E Network ( FI4& ) > GlobalProtect > Portals ( |17 )

EREERNIFEE.

£ Agent (RE ) TR L , EFRENPHBREINRERE , X Add (7R ) HIRERE,

i%4% Data Collection ( #t#EULEE ) , ARIFWIE Collect HIP Data ( W& HIP #1F ) EEE .

£ Exclude Categories ( BERR3ERI ) T , Add ( &0 ) — NEIBERRSE B,

MTHLHIFR AP EFZHERRA Category (2£5 ) o

( ) MMBRBEEEERD FHEBRISEMRNMER/H™ MM ( MIEBEBREANES ) |, BT Add (F

). ERBEMEXIEESR , EREEHRHN Vendor (B ) , AiFEE Add (F00) Nzl

ggzﬁfil}%ﬁfﬁ?ﬁ:o EENHNETERE , 24 OK (BE ) . BAIEHRIIRPFMS MR
AR o

8. HNEHRNENES , BEESRK 5-7,

9. MEFAMKEERE , FRIEE L GlobalProtect KEEE,

10.8 % OK (AE ) RIFEE.

11.Commit ( % ) B,

STEP 4 | B2 HIP X% R LA B 12 7 FT WL SR B9 R 48 E LB E

BWELTEN HIP X RE R AET R E LR 007 68 F P SR Y EHLIE BREMERRE . BICHE , HIP XY
KRESNNZHER , {E"‘—Ik{ﬁﬂﬁﬁté%lﬂ%qﬂﬁﬁﬁﬂﬁ HIP BEEX . Ft , B RERERIFTRMA
ft, 5 AERE  fi, RECESEXRYLAERE, BESTHRR S ORELAFEBER
SBRERG, M, EIE ﬁBAEﬁUEQF%*ﬁﬁE ( BIEFEEK ) 89 HIP § KM

© N

Nouprowbde

zﬁ BXRBE HIP KBRNFEROFMES |, BSHEBKHEB,

1. 7E#E GlobalProtect MXKIBF X £ ( HE , WREITEESINKZBHEE HIP WK , NE
Panorama £ ) , 1%3% Objects ( X¥& ) > GlobalProtect > HIP Objects ( HIP {5 ) , A5 Add ( &
o) =N HIP IR,

2. MAXRE Name ( B ) o

3. EBREEBNBIEMN ENEERIENNNET+ , REEPZEEERARERS TERAN R,
filgn Eﬁﬂﬁﬂﬂ%ﬁ?ﬁﬁ?ﬁFﬁrﬂhﬁjﬁﬁlﬂﬁhﬁﬂ’ﬂ_E‘ A LUESR Antivirus ( BERE ) EIF
RIFIES Antivirus ( BriRE ) EEES AHERNNFE, S 35 A T B B A P Y PR S o
flgn, TEMNEGKERT MBI EESFMREN AVAST & RhHESHRGRNARFEE., 248H
Real Time Protection ( SEEHRY ) MPEESIE 5 RAEFHWHESE XN HIP W R,
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HIP Object

General |#| Anti-Malware
—P—

Mobile D [ Is Installed Real Time Protection | yes
Virus Definition Version | Within
Patch Management
— Days ||
Firewall
Product Version None
Anti-Malware Last Scan Time | None -
e
Disk Backup L} 1 item [+ M %]
[ —

Disk Encryption M| vendor Product
@ -
|:| AVAST Software a.s. avast! Free Antivirus
Data Loss Prevention
-

Certificate

—_—
Custom Checks

[ Exclude vendor

FNFEERBEZNREENENES , FEELSR, EXFMAEER | HSREE - BIEREZES,
4. ( ) BLEFR IS A B P A R B 2 im B & R Ao
Flan | WA BRI —MRIEREE A TMNAFENIRS , MESREERR LA PR EAN AR £/ EUR
MR IR
BT Windows B User-ID RE A &) MDM R$ 25 , LFREUATER :
. BHIEREWRS.
- BHSEFMENEA (FTENER ).
User-ID REBFILEEHB AT EHE HIP IEMIRIC, BUUETFXLEIRIZECE HIP YR , UE
AMERIRAREET HP NEELXKE, EZEE | BHSHREEE Windows User-1D I LA E EH
£8,
1. %32 Mobile Device ( #z7i&%& ) Ei%4E /3 AELE Mobile Device ( #zhi&%& ) & E.
2. 7£ Device (8% ) &I+ L , M\ Tag ( #5i2 ) THRIFIRHPEFTEZERF ( 620 Contains ( 2
€)HIsNot (FR) )o
3. ) BIE RN, AR TEP - FAENKE :

zﬁ AAERRINERRIAAEE,

. RIFA
. BFEA
ACES

4. ( ) HHRETRE , AN TEP-PSHTRSE :
zﬁ EARSETHRRRREELE LN L E REMEF,

. B
. A
. FeskfE
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HIP Object

General +| Mobile Device
Mobile Device
Patch Management
Firewall Tag |Is
P—! tiMalware Pheone Number | Mone
W IMEI | None

Disk Encryption

S
Data Loss Prevention
[

Certificate
e

Custom Checks

Device = Seftings ~ Apps

Model | None

orate-Shared -

4/4] €|«
g
o

5. B# OK (HARE ) &RF HIP XK,
6. EEXESRANBAMENE NI HIP IR,
7. Commit ( 2% ) X,

STEP S5 | B2 EEE R EAMN HIP BLE XX,

Bl HIP BB XX AT , AIERAARIBERESHLHOIEN HIP WK ( UARHEM HIP BREXXH ) , F
W, HIRBERN HIP BB XHNBERETIEME , TaECE , BAIET TR, MRFECED , 3
ANFSRHEX M RBEAN ; RSB EET |, FHERRT — MRS R T ( SE A HE R T
KH—#),
1. 7E#E GlobalProtect WX A& L ( RE , MREITHESINMKRZAHE HIP BEXH , W
£ Panorama L ) , #%3#¥ Objects ( Y& ) > GlobalProtect > HIP Profiles ( HIP R34 ) , RS
Add (A0 ) — N HIP BB XX 4,
2. %A Name ( &% ) M Description ( %87 ) AARRE B X,
3. ¥ Add Match Criteria ( JNINCEARA ) AIITFF HIP XN R/BLE X E KR
4 ERERAETERKMEN HP RRSEEXH , AB2FTFRMER () USHBHEHIP BE 44X

EAE LB Match ( TR ) XARE, WIREFER LN RPOFEXN TRAKILE , HIP BEXHF 1
AEBIUHEN R , BEMOX R a1EF NOT ( 3k ) E&EiE.

HIP Objects/Profiles Builder
@® a0 (O OR [ | noT

HIP Profile

Name

Description

Match

is_mac_obj
is_ios_obj
is_android_obj

is_chrome_obj

Add Match Criteria
is_linux_obj

is_win_obj

"rryryYyy-
PPIEE®R

5. #FERNEEERNEEXHRMEEREZS , BRESMEZRIEPHEMNARZERFLEIRE
(AND (E )% OR (=) ) (WMREA , FEXEANOT (k) EkE ),

6. MREVEEFNARKER , XMFHECEXAEFHELENEPFIMEES , LWARERAEE
A9BSR HIP BLE X TRE, Hl0, TEN HIPBEEXHTEIULTHRE : REEA FileVault
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BEME ( XTF macOS RS ) = TrueCrypt BE MNE ( X F Windows R4 ) WEN ; BT XFHE ;
HEZ%HE Symantec BHREBEF I :

HIP Profile

HIP Objects/Profiles Builder
O aD ® or [ nor

Name | VPN-FullyCompliant

Description

Location Match | ("avast mac security” and "is_mac_obj") or ("is_win_obj" or "Avast-anti-
virus")

Opswat Avira Mac F
Security g

Avast-anti-virus g

avast mac security g

Opswat-diskbackup- F F e
crashplan g Add Match Criteria
Opswatva-firewall-mac- F

builtin 4

7. EAMERELEEHE , £ OK (BE ) MRFEE 4.
8. EEXLISRACBEMENSNIANAN HIP B EXH,
9. Commit ( X ) B,

STEP 6 | F R BIZ M HIP YR HIP Bt E X R EBE GlobalProtect FREZTRUHITE,

» CFEE HIP YRNEEXAANAREZENH[INZERSTEIN -—HFR. BLE
E-REEANENEE  SHESEFE THREAZSNSAMRBNLE , NTsIF
EOIEEANEKR, BXEAEE , BSRUAEERHRA ?

£ GlobalProtect A FIE#EERMx L | 1% Monitor ( 133 ) > Logs ( B ) > HIP Match ( HIP [t
)., EiFENARFREENN HIP XRMA HIP BEXHIRENRE HIP HERN , K BEFLE RN
KEENAMBELREDN, SHMBETRE , HIP CEFAEZICRRE RETE,

Dashboard ACC Paolicies Objects Network Device

Receive Time Source IPv4 Source IPVE Source User Machine Name Operating System  HIP HIP Type
E:) 11/27 17:09:10 . hle CHROME- Chrome is_chrome_obj ohject
ARWPTNAVL
E:) 11/27 17:08:30 | hle CHROME- Chrome is_chrome_obj object
I;_;:) - | hle Chrome is_chrome_obj ohject
E:) 11/27 16:57:51 hle CHROME- Chrome is_chrome_ohj object
CEUVKLGU1
B | 11/27 16:56:23 - | hle CHROME- Chrome is_chrome_obj object
CDESSTZOI
E:) 11/27 16:53:03 | hle CHROME- Chrome is_chrome_obj object
YC22GUKB4
I;_;:) 11/27 16:48:30 . hle CHROME- Chrome is_chrome_obj ohject
SBIQQLIVG
E:) 11/27 16:42:55 hle CHROM Chrome is_chrome_ohj object
HPSAXNLWI
B | 11/27 16:28:58 - | hle CHROME- Chrome is_chrome_obj object
FUKSTPIRY
E:) 11/27 15:55:29 | hle CHROME- Chrome is_chrome_obj object
NYITLHYPO
I;_;:) 1127 11:57:28 - | bhu PANWADZVIW: Windows is_win_or_mac profile
I;_;:) 11/27 11:57:28 _. | bhu is_win_obj object
1 B 11/27 11:57:28 .. | bhu object
E:) 11/27 10:57:13 bhu Windows is_win_or_mac profile
E:) 11/27 10:57:13 bhu Windows is_win_obj object
E:) 11/27 10:57:13 bhu Windows opswat-windows- | object
defender
B | 11/27 09:57:11 .. | bhu PANW4DZV3W1...  Windows is_win_or_mac profile
B | 11/27 09:57:11 .. | bhu PANW4DZ) . | Windows is_win_obj object
B> | 11/27 09:57:10 .. | bhu PANW4DZV3W1...  Windows opswat-windows- | object
defender
E:) 11/22 17:06:14 | hle SICMACH4ACG3... | Mac is_win_or_mac profile
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STEP 7 | f£2& GlobalProtect AFHIREXE LS A User-ID XA BEREEE T HIP WimREH, B4R
B A User-ID , BMEERTERAFARIRTIEER B XIEF S ERKEA HIP TR A ER B,
1. &E#ENetwork ( M4 ) > Zones ( X ) .
2. BHERBELEEARFH User-ID I X1 Name ( B ) »
3. Enable User Identification ( EAAFHRIR ) , AFEHOK (HAE ) .

Interfaces / Virtual Zone Protection
Mame Type Systems Profile

.

Log Setting Enabled

STEP 8| ZEMX LAIEER HIP = 2N,

ERBREME , BRAEREHAN , HERM HIP BEX4IRERNEGZENRENREERET

fl., BERITIHIRE  SFEB EFBERSA HIP WA NERENHEBME,

1. %% Policies ( KB ) > Security ( £% ) , REEREERM HIP B & STHHIHN,

2. ¥£ Source (R ) &M KL , EHSF SR Source Zone (X1 ) REHAF ID X,

3. fE User ( AP ) ®&I+L , Add (7500 ) AFFRRAFK HIP Profiles (HIP BB X # ) ( B&ZH
AN 63 4 HIP BEX A ) o

4. BF OK (HE ) REMAM,

5. Commit ( X ) Bk,

MName Tags Zone Address User HIP Profile Zone Address

QOSApps none [ corp-vpn any O known-user @) s 05 [ frust any

=]

STEP 9 | EXEXREER HIP BEEXHHN R AN RL A/ LB FERAE S

ETREDEE REAEENE (NEAFRES KN HIP BE X4k ERERTENE
), BERABELERTENRMAFE HIP TE ( HIETE ) Bk, BRRH , EEEKRERE
BREVREHMERIR ? XEF , BKER HIAE B R S 5 R EH W& 7R 2

Blan |, MR ARZERFH DU FHREENRE R, WERIRETUGE HIP BEX o TR, %
XMIERT , BREENTE HIP BEXHNAFGE HP BAESEAMNETELERNG. & , W
RENHPBEEXHEEE (MRELZFARNNARERF )  NWETERENTEEREXHNRAFEZ

HE.

1. 7EE GlobalProtect M<HIBF X iE £ | 4% Network ( M4 ) > GlobalProtect > Gateways ( M
X))o

2. EBRREAERFMHP BAEENMXEE,

3. i%&$® Agent ( {2 ) > HIP Notification ( HIP @41 ) , A/5# & Add (Fm0) .

4. M Host Information ( EHUEE ) THRIIRFEFIEERAZN HIP BLEX 4.

5. REAREHFLECERMAMMN HIP BEEX AT , RREFTTEEREE |, % Match Message ( T

JHE ) = Not Match Message ( TEEDEE ) o ERYEERT , BUEENCREMNTTECIEES
BUR T ITEe 49 X AN K BEHY B 47,

6. Enable ( A ) Match Message ( Bt E S ) = Not Match Message ( FIEEUEE ) , RREERR
HENEE SR Pop Up Message ( 8 HE S ) 5 System Tray Balloon ( REHEESE )

7. £ Template ( #R ) XAEFHMAEEXER , RAEET OK (BE ) o XAERMET XXM
WYSIWYG SEF HTML ERE |, &8 LU Source Edit ( R4 ) 5 BHREXFEAANE ZHTH,
e, TERERHET ATFHRICXARMEIRIE @A LN BEEE & WERER |, flngArE
BEEIATHAERGEFN URL 8,
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HIP Notification ®

Host Information | firewall test -
Match Message | Not Match Message
|#| Enable

[J tnclude Mobile App List

Show Notification As (®) System Tray Balloon () Pop Up Message

Template

You are connected to the ACME Gateway.
Your computer does not seem to have the required antivirus software.
Flease go to \\serverl.acme.netlav to install the software.

8. NEEEUMBNEERESERTHER,
9. Commit ( £ ) EX,

STEP 10 | WiF &K HIP BLE X R BERMHE1T,
ff\‘i—.”*;{ﬁﬁﬁ REH Mﬂ’i?'“ ':F' HIP F‘Fﬁ%ﬂlﬁﬁﬁumg

1. EREMXMBF AL L | %2 Monitor ( 1532 ) > Logs ( BE ) > Traffic (FHE ) -

2. XEEHTHILE  UERERSEELRBNBSIEN HP REXHANTENFRE, flm , EERES
ZR0S Apps”El’\J;zéﬁ'.')'l'JlEEEE’Jb"ﬁi , BT LAIE TR B SUARAE R 5 A (rule eq 'iOS Apps' ) , BTN PR

g
nt rule eq i0S Apps” )

Receive Time Type FromZone To Zone Source Source User Destination To Port
02/08 17:47:25 end 13-trust |3-untrust 10.31.32.4 paloaltonetwork),.. | 17.154.66.16 443
02/08 17:47:25 end 13-+4rust |3untrust | 10.31.32.4 paloaltonetwork),... | 17.158.356.34 443
02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)...  10.0.0.246 53
02/08 17:47:22 | end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)... | 10.0.0.246 53
02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)...  10.0.0.246 53
02/08 17:47:22 | end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)... | 10.0.0.246 53

P PEPOPEPOEEEEY

02/08 17:47:21 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)...  10.0.0.246 53
02/08 17:47:21 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork)... | 10.0.0.246 53
02/08 17:47:08 end 13-trust |3-untrust 10.31.32.34 paloaltonetwork...  107.20.172.241 443
02/08 17:47:08 end 13-trust [3untrust | 10.31.32.34 paloaltonetwork),.. | 74.125.129.104 80
0208 17:47:07  end 13-trust |3-untrust 10.31.32.34 paloaltonetwork)...  17.167.193.105 443
0208 17:47:07 | end 13-trust |3untrust | 10.31.32.34 paloaltonetwork)... | 17.167.193.105 443
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Mim [RUNER B 2 MU AE 204

Windows &R A macOS plist 2 3 &B8 7] A F &l B M 7F# Windows #l macOS RERFIRE, BRI LARIE
BEMREUEFRERBRLTETNARR (AEMHNAEMERS plist T ) , RENARFRETE Windows
=% macOS R LT ( HAEHEMNNETHRE ) . BABEXKET GlobalProtect B AR FNEREE
MERE L ( Windows i RU~EVEMRIMAEMRIE ) MEEIFHIEK (plist) 55 ( macOS Ww <Y plist F plist
M), EMNEF GlobalProtect NARRFWRENRB T EERFEERENEENREFRENRE  REHE
N AR EERERZE GlobalProtect %,

ENREARENRERENTE  TUUSIR HP X R, AE , TN HIP NRFME HIP BEE X4 , R
EEAFRENBERCERUREMNTEZEMAN . MXTUER HIPWR ( SEAEXRERATE L
R ) FENMARFARINFHRENES . FMXFRIIBES HIP XRETHTERN , FoNBE
£ HIP EE ASSRE. HIPBEEXHHAFFXHMBENBESZ AN #HITHETE, MRF HPEE
XHREZERBEAMNNTRERZS  NXFLELERE ERTZEMN,

FRAUATHSRABEAEENRELEM Windows 1 macOS i a W EHIE, K IERSENEELREOE
HIP HRAMHIP REXHN RS R , A SRR BERELTSRTESE  LUEKE, 13 HITH
EXEERE,

AXREEMN Windows Et&RE £/ macOS plist EXNARFRENFMAER , BSHLE
l A XEENARE,

STEP 1| J3 A GlobalProtect R FAT2 M Windows i s U EE Windows SEM RS B M macOS ik S &
Plist S8, FTNEEENRAAUSRERACERALZENARRF , NiZNAEFNIEES
HERE M,
M Windows i S IR EE 34 -

1. #%$% Network ( M4& ) > GlobalProtect > Portals ( |17 ) o

EEAETFEES Add (RN ) HEE,

£ Agent (RE ) T+ L , EREEIWAREERES Add (FN ) FEE.

%32 HIP Data Collection ( HIP B INEE )

/8 A GlobalProtect B f A Collect HIP Data ( Y& HIP & )

1% Custom Checks ( BEX#ZE ) > Windows , A5 Add ( &N ) BEWEEF < HEEH Registry
Keaégi)ﬂﬂﬁlﬁ ) » MREERBINETMERIMATSEWENEIE , ROFMIERA Registry Value (
Viij o

oA
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows || Mac

1 itern - %]
Registry Key ‘V Registry Value

[F] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectX Version

M macOS ix S EIE :

1. %4% Network ( M4& ) > GlobalProtect > Portals ( 1/ )

2. RBEABFEER Add (7)) FEE,

3. 7£ Agent (R ) £+ L , EBEEBRNWREBRES Add (RN ) HEE,

4. %3 HIP Data Collection ( HIP g E ) .

5. J3 F GlobalProtect 5 LA Collect HIP Data ( Y £E HIP £ )

6. #%$E Custom Checks ( BEXKE ) >Mac , A5 Add (70 ) BEREFREEE Plist MMERH

Key (RU ) UBERBRENAERF
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows ~ Mac
[ § 1 itern - X]
| Plist Key

[F] com.apple.loginwindaw autoLoginUser

f5lgn , Add ( 740 ) Plist com. apple.screensaver fl Key ( &1l ) askForPassword , AKREH
KERBRIPEBFFHERE macOS RRARBEEXBHNEER

Plist  com.apple.screensaver

E 1 item IiIiI

" askForPassword

0 Add @ Delete

STEP2| (7% ) REHBR LRBEEETRERE,

%42 Network ( 4% ) > GlobalProtect > Portals ( 177 ) o
EERAETFEES Add (RN ) FEE.

£ Agent ( RE ) BT+ L , EBREBHNWREEES Add (7R ) FEE.
%% HIP Data Collection ( HIP BiEINEE )

/8 A GlobalProtect 1 f A Collect HIP Data ( Y¢& HIP & )

1%3% Custom Checks ( BEX®ZE ) > Windows 5 Mac,
FREBWESXEEENHENZT Add (750) Zl Process List ( #EFIXK ) .

STEP3 | REBEXRKE,
BF OK (HE ) # Commit (12X ) B,

oAb

N

GLOBALPROTECT EERiER | IHER 347

© 2019 Palo Alto Networks, Inc.



STEP 4 | 38iF GlobalProtect R ARF A EEMNRAWELEBENREHEXHEIEE,

3t F Windows % & :

1.

2.

w

BHEREFEES , BB T Windows i 28 GlobalProtect S FAT2F . GlobalProtect JRZSEARIT
o
BHIRE (
O
JE#R , TFRERE,
1% Settings (iRE ) , 3TFF GlobalProtect Settings ( GlobalProtect i% & ) E4Xo
1%£4% Host Profile ( EHLEE X4 ) I+ , &F GlobalProtect EENIHRBRENER ., K
custom-checks ( BEEXRE ) THIREZRBERBEZTEE LHEHIE.

=leEs

Bt Yes
Defauk Ve

3t F macOS . :

1.
2.

w

STEP 5] (

BHERAREBERE , B3I AT macOS ik S # GlobalProtect BIFF2F. GlobalProtect JRZEARIT F o
BHIRE (

O
JBHR, T RERSR,
1% Settings ( ®E ) , 3T GlobalProtect Settings ( GlobalProtect 1% & ) E4Xo.
1%£3% Host Profile ( EHEEXH ) I+ , EF GlobalProtect EEMIHmRBENEFEE. BE
custom-checks ( BEMRE ) THIIXRRBE TREZTEE LHHE.

) BIE HIP X REAEEM RN (Windows) 5 plist (macOS) HITE , RFETHEM

GlobalProtect EFARRFWENRAENELR , NEZEEEXRENEIE,

FEANEBENREREENH HP IR , MXAUNNARFRINRAEBES HIP NRFTTEHR
ZHIBER HIP PE B %% B ( Monitor ( %54 ) > HIP Match ( HIP IT& ) ),

3t F Windows 1 macOS ¥ :

1.
2.
3.

%32 Objects ( X¥%R ) > GlobalProtect > HIP Objects ( HIP & ) o
ERIA HIP IR Add (0 ) FTHE B X4,
£ Custom Checks ( BEXKE ) %W+ L , EFREEME LS A Custom Checks ( BEXRKRE )

3 F Windows iR :
1. EREA T EEMRIM Windows it , % Custom Checks ( BEEEX K ZE ) > Registry Key ( 7

MR ) , AE Add (R0 ) EMETEAEMRI. HIMRERE , #A Registry Key ( JEMRD ) |,
REMENA TR Z — :
EEEM R BRIAESRIE |, #i A (Default) Value Data ( ( ERiA ) BEHIE ) -

ERAEEREIMRIA RS |, £1F Key does not exist or match the specified value data ( %
ATFERSEENEHRETCR ) .

TSR B E (Default) Value Data ( ( BRiA ) E%IE ) M Key does not exist or match
the specified value data ( BT FERSEENBRIETTE ) &I,
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2. BEESEMRIMAIEER , %2 Custom Checks ( BEEENHZE ) > Registry Key (SEftRI ) , RS
Add (700 ) EECEAEMRI. BIEIRTE A Registry Key (SEMRD ) . 2F Add (7Fm) , A
BERENUTEZ— :

EEEMRMACE S EE , B#H A Registry Value ( SEMRE ) M RM Value Data ( EEK

=)o

EREREREIMRENTS , B AS Registry Value ( SEMRE ) , AFEH Negate (R
&) EkHE,

EFEALED , 187 Registry Key ( SEM R ) i AET Value Data ( {3

;E)o

RN EMRIURNIN— A LB EARME , GlobalProtect X R BERIAREBREE
B EAM R E.

HIP Object

General
Mobile Device
Patch Management
Firewall
Anti-Malware
Disk Backup

Disk Encryption

R —
Data Loss Prevention
—

Certificate
O —
Custom Checks

#| Custom Checks

ProcessList | RegistryKey | Plist

(Default) Value Data
] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft|Directx O

3. BHOK(HE ) RIFHIPXWR, EALL Commit (12X ) BEX , MEET —KIZERAREE HIP
Match ( HIP It ) BEFAWRIBRBAERITIR 6,

X F macOS ifm s :
ERE macOS in A2 B EHE plist , HILER Plist , RS Add (7FI0 ) BREREM plist, HREA
Plist &, MBHEEEEEEE Plist B macOS %5 |, B A Plist FEEED,

ELH plist AN EREX |, iH%R Plist , RS Add (/1) BRERER pliste HIIRRE , &

A Plist 9B FR , A Add (780 ) — N Key (8 ) MIXIRIAY Value (B ) AEEL, HE , MRELE
MR ERERMENRS , TETERM Key ( &3 ) M Value ( B ) 5i%$F Negate (KK ) »

1.

2.
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HIP Object

General [#] Custom Checks

—
Maobile Device

—_—
Patch Management

S L} 1 item = ]
Firewall

[ — | plist Megate Key

Anti-Malware [F] com.apple.loginwindow O autoLoginUser: username: no

Disk Backup

ProcessList  RegistryKey  Plist

Certificate
Custom Checks

3. BHOK(HE ) RTFEHIPXWR, FALL Commit (X ) EX , MEET —RIZFERARZEF HIP
Match ( HIP EE ) BEFHBBIUEHRITER 6,

STEP 6| ( ) 812 HIP BEX U A FREREITMA HIP W R,

AR HIP BEEX A AMEZERBENSZRBELENRTENFTHARE., IHRES HIP BEX#it
TR | HeERE LRITZ2RBEAN

BXROZEHPEEXHNEAREE  FSALEET HIP R,

1. %% Objects ( X% ) > GlobalProtect > HIP Profile ( HIP B2 & 3( 4 )
2. ERIMAE HIP BB XXHE Add (50 ) FHEVEE T4,
3. ¥ Add Match Criteria ( NINCEFRA ) AT HIP XN R/BLE X HF LR
4, EBREAELTESHH HIP object (HIP IR ) , REHEEHRM (
) BAR U E B E“HIP BB XX #Y Match ( TE ) X1,
5. FXNSORMEF HIP BBEEXH/E , £ OK (AE ) , AJF Commit (12X ) .

HIP Profile

HIP Objects/Profiles Builder

Name | mac-profile

Description

Type | Location Match  "is_mac_ob]”

is_mac_obj
is_ios_obj
is_android_ohj

is_chrome_obj
Add Match Criteria

is_linux_obj

O O O G
HEE® B

is_win_obj

STEP7 | HIP EEXHAMEIZ £ KR , SUE R AME BN B E 8 E W E M BIE R 1T B M X R
ERNITER,
1%£3% Policies ( RB& ) > Security ( Z2 ) , AREBRINENRZLRER Add ( AN ) FHEZEEKK, &

User ( AP ) 8T L , ¥ HIP Profiles ( HIP EZEXX# ) Add ( 7&tn ) EIKEE, BXLERIEHMFNE
ARERBBHTEEANRERITEENFAGE , BSHLTEFE,
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e \ ~
B0 A HIP IRE
EER—FNEZHNEEBEXH (HIP) KEESSHEHARLEBERE | &9 L5 &M GlobalProtect R A EEUAY

HIP ke , HRHELEZERNZBHRIEB GlobalProtect MR LA K EMMK, PhAE, &E B EUWESS (DLC) #
) A EBEY Panorama i %, HIP IREBIDAEUTERFIEEER :

o BHEEN KRB HZERNIBAIAZ GlobalProtect M,
o BELENEATZ/NBHAENSERFPRENA —BMH HIP KB,

EEFDRHIPHE , TREBAT E# 29K User-ID EENEHERUMBIEMERE
ERATHIZREE HIP REBD K.
STEP 1| BLEE T HIP BYKESSKfE BT AR MBL K .

STEP2 | BLiE HIP IREB %D K.
1. i%#% Device (%% ) > User Identification ( FF#71R ) > User-ID Agents ( User-ID {32 ) ,
2. EERIA User-ID REEL Add (70 ) FT#Y User-ID R EE,

S [RIEMGR Palo Alto Networks T —{XBh A&, GlobalProtect W<, DLC =
Panorama %%,

3. 1%&#F HIP Report ( HIP & ) »

w p NETWORKS Dashboard ACGC Monitor Policies Objects Network Device

|y Setup vsys1 v
= High Availability

B Config Audit User Mapping | Connection Security | UserID Agents | Terminal Services Agents | Group Mapping Settings | Captive Portal Settings
& Password Profiles

8 Administrators

: Name Enabled HIP Report Serial Mumber Host

i‘: -J u €l

gﬁi.lhe Sequence

User Identification User-ID Agent

-2l VM Information Sources

# Troubleshooting Name | User-ID Agent

IIZ Virtual Systems Add an Agent Using (®) Serial Number () Host and Port

5 »

Serial Number None

[V Enabled

[ KIP Report

4. BHOK(BE )
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STEP 3| HIIRE(EF GlobalProtect By K G M X2 & HIP e , BTHREERA TER 2K HIP REWE
KIS MRAMGIRESHEE T User-1D KBy KM < AY BT R 148 ITE .

[2 WREME A Panorama iR & = DLC 4k HIP R&E , NIk S8,

EHPHREBDRBAEIMKX LRERFEME , LAEE User-1D B KM X LR A B .

flan , WMRATF HIP REE D KHBHAIER MK AE Primary attribute ( EEM ) #
sAMAccountName F Alternate Username 1 ( A& 1) AR EHE% (UPN) , FHRAEERE T
User-ID KIBA K 3E =R M < LB EME R R B

» BUMETEXAMEEMNIGE ; Gl , R HIP REB S KB XEHE Primary attribute ( &
L B ) B sAMAccountName #1 Alternate Username 1 ( 2 A~ & 1) # UPN |
N &7 LUEE Alternate Username ( & A A F A ) #9 sAMAccountName F] Primary
attribute 1 ( /&1 1 ) #9 UPN B¢ & User-ID By A 3%,

- MREBHMEELARFHPEAFLEEE , WEHIPREBIABAXERNX LEEAFEEM , AT
BE User-ID P X 3ES WX LA EEM. AFEEEEFER AER M X EXTRE—H,
EHPHREB, A AESIMNAXL  EEZEAFE (EENMESHRIERSSHRRERAFEHEN
B RiEFMM < LR RAFE ) |, LAEE User-ID BRI M < LR RAF A,

STEP4 | HBEBATEH & User-ID EEEZZEMNIENIT/ERRE , EFP A HPHREZTZNZE
Panorama %%, Mx, PFREMELRSE,
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Lol SN
FH 1F vm =15 [|]
MR AP B % TR M GlobalProtect W B FEN KA., ZimaBESSAAER BTN ZESET
PR 1E %1 3R A SR BE LE % S 3R B 45 15 [l A PR o

FHIEF| R FIBEMEMEARM (vsys , HlE01) , BMIBARZEYH 1,000 N, Ht , B RAEK
GlobalProtect S8 M E 2 230 AYFH IE B3R,

STEP 1 | AEZEME LMK S EWL ID.
F 41 ID 2 GlobalProtect B A FARIREHAIME— ID, EH ID ERHEREEMR :

+  Windows — TFf& 7 Windows £t & P #Y#185 GUID (HKEY_Local_Machine\Software\Microsoft
\Cryptography\MachineGuid)

« macOS — F—NMHNEWEMEZEOH MAC Hut

* Android — Android ID
iOS — UDID
Chrome — GlobalProtect Z BLHI Mt —F BBFF/RFHE , KERN 2 MNFH

MBETHEEN ID , WATLURF User-ID & HIP It BEFHEN ID #%Ex
1. %32 Monitor ( %32 ) > Logs ( H&E ) > HIP Match ( HIP TR ) ,
2. BEEHAKEKRARAFH HIP TE A,

3. T HIP EE BEHTE OS > Host ID ( EHLID ) THEM ID , H A %ZFHE Host
Information ( E#{52 ) > Machine Name ( #lE§&# ) TR EN B,
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® E=EE

Log Defails
Report Generated 09/07/2017 14:38:33 =
User Information User: e 1P Address: &3 42 52 1. OO0 MW LS 11 L0
Host Information Machine Name: SICMACG943G3QC Domain:
0s Apple Mac 05 X 10.12.6 Host ID: 98:5a:eb:8b:d6:bc
Client Version 4.8.11-54
Interface MAC Address IP Address
Ca-ahe 7T IRy N ]
end 98:5a:eb:c7:2d:f9 P S 243 T1I0B%e
Network Information en0 98:5a:eb:8b:d6:bc
en3 98:5a:eb:8b:dé:bd
enl 72:00:08:91:ab:d0
en2 72:00:08:91:ab:d1
bridge0 72:00:08:91:ab:d0
Anti-Malware
Software Vendor Version Engine Version Definition Version Date Real Time Protection Last scanned
Gatekeeper Apple Inc. 10.12.6 0/0/0 v 4 n/a
Symantec Endpoint Protection Symantec Corporation  12.1.5337.5000 170817001 8/17/2017 X 04/06/2017 18:28:07
Traps Palo Alto Networks, Inc.4.0.2 4.0.2.241 2017.09.07 9/7/2017 n/a
Software Vendor Version Last Backup
CrashPlan Code42 Software 434 nfa

Apple Inc. 1.3 n/a

Time Machine
-

STEP 2 | B8R PHIEFIFK,
z A Panorama A #EiX 1% % FH 1L 5 R EBH AL,

1. #%4% Network ( M4& ) > GlobalProtect > Device Block List ( 2 & FH1EFIEK ) , Add ( 70 ) &% FE
5K,

2. RHIRBEAHERMYE Name ( B ) o

3. WTFEESNELRE (vsys) WX IE | HIEF ATRME B X4/ Location (L& ) (vsys =
Shared (£E) ).

STEP 3| AINRZ EFHIEFIR,
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Device Block List ®

Name  block-list-example

[} Bo © 8
Host ID Hostname

E2N6KGIFIGFwHV0qivT4zYSknsQcQQor CHROME-E2N6KG3FT

cdba68dd8d93eBe Nexus3-HT4AGIT09920_workl
ba12d59774f 1e14e0e1491d02dee7984a5. PAN-TPAD
04:0c:ce:da:d8:0e PANMBOEYDTKOHQ. paloalto.local

742431da-1874-476b-9229-7643e8240631  Q2-2014-IMGDEV.GP.QA.LOCAL

1. Add (&M ) WK NEEM AR AEN ID ( ) MENE (
2. BIFEFEZE Add (70 ) HAbik R,
3. BEH OK (X ) MRFHHMEHELFIR,

zﬁ ZIREFHEIEFIRETFRR |, BIETHE,

)o
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BCiE Windows User-ID REBUIKEFHIER

EF Windows B User-ID RE B B 1 Z#FFHH AirWatch MDM R RS . B MRS , GlobalProtect
AT LAE A BRS WENENEEER AirWatch BEMRE EXHEE T HIP BUREE, ERNET Windows B9
User-ID REH —EB45 , AirWatch MDM ER RS A AirWatch API M VMware AirWatch BB zhim
WEER , HEXERBEHFRAENES,

X FH AirWatch E3E#) Android ixg R |, HEIhAESZ$F Android for Work #ig ., (B RS HMthss
A9 Android g s,

+ MDM &R ELR

- WENEER

o REER

« B E GlobalProtect A EEHIER
o fRR MDM £ R RS A1 7R

AirWatch MDM Server
AirWatch API User-ID Agent

- AirWatch MDM integration service
- Converts device data to HIP report

Event notification service

Mobile devices TCP Port 5011
+ Managed by AirWatch TCP Port 5008

+ With GlobalProtect apps installed
GlobalProtect Gateway
- Enforces host information policies
on mobile devices managed by
AirWatch
~ NS
MDM £& B ik

ETF Windows B User-ID REZEH MDM £ RFZ 2@ AirWatch MDM BRFZEFH1TZEN HIP &if
URERBHRENTEINER., B3i&E LM GlobalProtect R ARFH AT HIP EERETIMXx , WX
fF& H3K B GlobalProtect S A2 FF 1 MDM £ ARSI HIP 58, Hi=1T GlobalProtect B FHBIIE
Z &7 GlobalProtect M<Et , GlobalProtect AT LURF &2 2 S BE B A B = H1E BB 34,

A LABLE MDM SR RS LAE HiZREX AirWatch i ZE 8 , HFHEH#X 2| GlobalProtect M><, Ltk , ZR
EE T LAY AirWatch BHEH , HELXE AirWatch B4 (fl0 , M ER ) RBEHFNIREEE.

IWERNER

TRERMAFMN Airwatch EEHIHQJIRENEERHRRN HIP REEME. REBHTK.

AirWatch E HIP IR &EE %

BEER
Ry5 serial-number
Mac b3t wifimac
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AirWatch B HIP R & B %

Imei IMEI
BRERS version
gl model
RERFEWN devname
IsSupervised supervised
Udid ( ME—REFRIRAF ) udid
RAFR& user
ERGEMESE enroll-time
FAa os
EAPRES managed-by-mdm
ERERETE last-checkin-time
BRERE =yl
( TEM
TEEA
B RIFRAE
( YNGR
RAHE
Z2ER
DataProtectionEnabled disk-encrypted
IsPasscodePresent passcode-set

IsPasscodeCompliant

passcode-compliant

R &fE S

DataRoamingEnabled

data-roaming

GPS ##x

GE latitude

gE longitude

SEEERT A last-location-time
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AirWatch B HIP R & B %

NMARFEFHEER

NAEWR appname
R version
N ARFIRRR package

AirWatch MDM £ IRSEELUL T -

Bt B K X IFhR A
User-ID {32 8.0.1
PAN-OS 7.1.0
EHATF Android #9 4.0.0

GlobalProtect BRI T2

$EAT i0S B9 GlobalProtect &2 | 4.0.1

A
AirWatch R%5 85 8.4.7.0
Windows Server 2008 # 2012

2016 ( &R F ID K 8.0.4 M PAN-OS 8.04 )

B & GlobalProtect A ZFHEER
RBLLT i BAEL & GlobalProtect LAM AirWatch BEHEZE PR EENEE,
STEP 1| %% User-ID X3, User-ID RE AT T HEB R £1EHEE] VMware AirWatch B3R & 58
(MDM) REMfLE.
AirWatch MDM &£ lRFBEEE T Windows B User-ID K2,

STEP 2 | £EF Windows B User-ID X3 GlobalProtect M%< Z [BIEL & SSL & 5% iE,
LIRELE SSL S RIER , HHER

« TEET Windows 9 User-ID RE B ENRSBFIELERS User-ID KRBV ENAR/IP tbut 48 =
2B (CN),
FRSEEP B NIEEE ( LEEMXIEN MDM BEEHR R AIE CA SRS )
TGRS N 38 FF B MDM & P 8iiE B I ARIE B M AZ N (CA) iF B A Windows BRSSEHY
Windows EEF# X,

1. FREVRSSFER AL , UEEET Windows B User-ID R M GlobalProtect M >< 2 [A3# 1T & {018
i, EPIMARETE PEMIEH , TEIUEPEMAAN PEM KX,
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TFET Windows B User-ID X3 }1%4%F Server Certificate ( RS ERILEF ) -

Add (70 ) BRSFEREF.

Browse ( X% ) EUEB X4 H Open ( 77 ) & XHFLUFER LR EIE T Windows B User-ID 1
H,

A B Private Key Password ( FA4A33%3 )

BHOK(HWE).

RERIFEBREER , HEAANMEZEZD 76 EEVE Windows IEFEH,
MR LREHKIN , M LXFE Server Certificate ( [RFEH[LED ) MERERKTIEPHWEFEAEFE (SEEASB

.
1.

BHA A HH*[UJ‘TZVZ% ) o
EHBHET Windows B User-ID 1X3E,

STEP 3 | & F Windows B User-ID K32 L i MDM &£ KRS

1.
2.

3.

EEF Windows B User-ID {2 £ i%3% MDM Integration ( MDM £/ ) RS

NTCP BfE1EE — 1 Gateway Connection TCP Port ( MXIEE TCP %M ) » ETF Windows £
User-ID REBTE L% O UWTFTE S MDM #E<HIH S, BiAWO R 5008, EEHHO , EEEM 1 E
65535 Z R F,

£ Setup (RE ) EWF L , B2 Edit (HE) -

4. 73 MDM Vendor ( MDM R ) i&£$F AirWatch,

STEP 4 | 8 MDM Event Notification ( MDM E4E A ) M= MUK EE AirWatch EHHIRE ( fl0 ,
REEM, RBREBERVNEAMER ) . KEEH , MDM EFRRS M AirWatch APl SREUE #i
NigZER , HHUERHEZIMESEEMN GlobalProtect MX,

» XIF MDM Event Notification ( MDM E4EAH ) , FHARSIELLA M AN EBE ArWatch
#“%IJ’-‘E’J Groups & Settings ( A MIRE ) > All Settings ( FTARE ) > System ( &
25 ) > Advanced ( &% ) > APl > Event Notifications ( E4-&% ) T#4T 7T EE.

Edit Event Notification

Target Name * QATesting
Target Url * http://198.51.100.6:5011

Username qgatest1

Password

rormat? JSO“‘ “

Test Connection | Testis successful

RE TCP Port ( TCP i A ) MESSEHBARSHITEE, ALK : http: //
<external _hostname>/<ip_address>: <port> Hr <ip-address> & MDM £ REH IP
#hit, BRINHOR 5011, BEFERIHO , BIEEM 1 E 65535 ZEIKNEKF,
FNFEHBA , W ARIEE AERFAEN Username ( FHF'% ) # Password ( B8 ) &1z,
A Permitted IP ( A IP ) 158 MDM B4 Mitbit, X244 MDM B4/ IP ik #9525 2k
Sk, Hltn , AirWatch BRS5E88Y IP ik, EBXREH AlrWatch SZHEHERA , SREVEXIEEMRL IP iﬂ_v,
HHES.

STEP 5| 31 MDM API Authentication ( MDM APl & 3381 ) i&& , LUES AirWatch API 3£,
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« HWAET Windows 89 User-ID RIZFFEEEH AirWatch MDM JRSS-858Y Server Address ( BRSS85 3

Ht ). flE , api.awmdm. com.

+  HAT5R AirWatch MDM API FRE#Y Username ( A& ) Al Username ( 18 ) £z,
+ A Tenant Code ( AR ) . X1 AirWatch MDM API Fr B 1 — + /<33t KB E,
£ AirWatch #2#1& £ , A LAfE System ( R4t ) > Advanced ( @4 ) > APl > REST API > API

Key ( API 47 ) 3R EIFRF~K5,

Settings @ Tech Support

System System / Advanced / APl / REST API

Authentication Advanced

Getting Started
Branding

Enterprise Integration
Security

v v

Help
> Localization .
» Peripherals Current Setting
Report Subscriptions
Terms of Use Enable API Access
S/MIME
v Advanced
Agent URLs ©Add
v API
Event Notifications Service Account Type

REST API
SOAP API
. . AirWatchAPI
Device Root Certificate

Secure Channel

Description v

i A Mobile Device State Retrieval Interval ( B RZRSKERFE ) . LIREZEHIM AirWatch B

HENRZRRENEENMER, RINEREH 30 2. EERZNERRE

M+,

STEP 6 | Commit ( % ) EiK,

, BIEEM 1 E 600 ZE#Y
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STEP 7 | Ri Test Connection ( Mi#iE$#E ) IARE T Windows B User-1D {3 7] BUE#EEZE] AirWatch
API,

STEP 8 | ¥ GlobalProtect W< El &5 MDM £ IRFEE , A FRHE AirWatch EIEIIZZ I HIP 1R
= =

£ PAN-OS Web REF , #%$Z Network ( %% ) > GlobalProtect > MDM,
Add (%0 ) BLFEX MDM £RBRSHIE R,

Name ( &% ) — A MDM £ERBRESHWER (RZ 1N EF ) . BEMESKNE , BXAT2H—
M, NAFEAFE. BF. =K, EFFNTIL.

( ) MR PR W E RS,

Server ( fRS525 ) — MIARSCH TIERE UK R HIP REH Airwatch MDM £ ARSI OK IP bk
FQDN, HREEREONRSEH,

Connection Port ( E#i% O ) — %A MDM SRS MU HIP IR&EFERMWEEKD. RIAHOR
5008, EEXIH O , BIEEM 1 E 65535 ZHIHEKF,

Client Certificate ( FFIRIEH ) — EBIEEN HTTPS EERNMXEZEHA MDM ERBSHES
WIEP. BULUMNTHIRPERFFIFIER , U ULSAFEFIHIER, Certificate Purpose ( iE
FEW ) XTMKRACREFLHFHRILES,

N =g

N EFIRITEPWRIEPMEN (CA) IEPSAF AR LT User-ID K2R Windows RS
£5HY Windows EEF#XH,

1. Add ( 7At0 ) 5&&E MDM SERRS TV LRSS BREBREKAR CA LS, BFEER CAILEBM
BRSSBRUE B RE LMK M MDM SERIRF 2 BN R 2 EE, EAIBMMTHFIRPERE—MRE CAIL
F , AL Import ( & A ) —NETES.

2. BHOK(HE ).

3. Commit ( 2% ) X,

STEP 9 | B HBIERE | BRI AirWatch 8 & #IE & % 2 GlobalProtect,

1. ITFFETF Windows B User-1D A2 1% MDM Integration ( MDM %5 ) > Mobile Devices ( #
;MEF ) . BRZEEIH AirWatch EEMNAIBEREHNE—IZ%Z ID MAFEHNIIR,

2. ( ) &7 A Filter ( 328 ) %51k AKX EI E 4K Mobile Device ( B311RE ) o

3. ) o TEIRF ID FIRABIEERE—MER , AR5 2 T Retrieve Device State ( B ZRIZZIRA ) LURE
BREBRNEFELE , AEF T WAMSE GlobalProtect M<K EHE BB E X4,

%R MDM £ p% Bl 55 [B] &
WMRBIEHBEANEFESR AirWatch REST API BE [RIE |, & 32 BRIX L6 15 BE 3t 1T R4
MDM £ AR S5 AR W AirWatch MDM BRFes V=4 E A,
1. i%E& Debug ( i ) I ( 7£ File ( XM ) % ) LA Debug ( #1ix ) = Verbose ( #4051 ) -

2. # %] Windows RS 85 E#Y User-ID REBZEXH R |, REITH MaDebug X, BERELUFLUTAR
FEE -

The address x.xX.xX.X
is not in the permitted ip list for event notifications.

3. ANt IP #b ke — A Permitted IP ( SB1FRY IP ) #hsik ( MDM Integration (MDM £5X ) >
Setup (X&) > Permitted IP ( RFWIP) ),

3f Airwatch REST API #9 & 13 S E R B Zh o

R

GLOBALPROTECT BB AR | FHEE 361

© 2019 Palo Alto Networks, Inc.



AT MDM £ RS Xt AirWatch MDM R # 1T 5 Wi R A .

AT A Airwatch REST API B B P ik 2 Xt AirWatch BN BERENAFEH AP FRINE , &
L RENER,

#Z Tenant Code ( HF 55 ) (API %4\ ) APk EFXEK. BIRAAERERN API 24,
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TAUE

M2 E A FIPS-CC BBt , Windows F1 macOS ¥ s GlobalProtect™ i FA % & B {5 B4 3
¥R (FIPS 140-2) FIBRAMRA (CC) ER, XEZRLINEBR T —RINIREZSREFMINEE
BXEBMVANEMERNFNEREHTILEESAERIHENZSINILE. BXFRIEBHNE=
FRIENEZFMER , S Palo Alto Networks TAIET Heo

B XWMAITE FIPS-CC X T , X Windows F1 macOS i = #Y GlobalProtect 7 Fi 3 1T B & A #
EHRNER , BSAUTEY .

> BHEAAWIE FIPS-CC #=
> FIPS-CC £2Ih8E
> FIPS-CC #fEHERRIR

KIX


https://www.paloaltonetworks.com/company/certifications

B A H ¥ AIE FIPS-CC 7

LI

B OB AT AZE , BAXRIE GlobalProtect BRI FIPS-CC = :

« B3 Windows ¥t 53 B HEIE FIPS-CC =
« @B macOS BMFIRE AHRIE FIPS-CC R

!\‘ E{&x Windows ik sk macOS plist , &% 3848 Windows 5 macOS FHEE Rk,

B Windows Ef R /E A HEAE FIPS-CC &3
£ Windows #isa t , SRAUTSEERT Windows SEM 3B A HIRIE GlobalProtect™ B FIPS-CC # 3 :

STEP 1| 3 Windows R %S A FIPS =,

EH GlobalProtect /8 F FIPS-CC #3\, , &4 %A Windows /5 FIPS 3 | LUBAREM Windows ik
HFA FIPS 140-2,
BT ERRA.
A regedit M3TFF Windows it &.

1.
2.
3.

£ Windows SR , %2 : HKEY LOCAL MACHINE\System\CurrentControlSet

\Control\Lsa\FipsAlgorithmPolicy\.

%8 %% Enabled ( BB ) SIMXRE , RS Modify (18K ) o

EFA FIPS BX , fF Value Data ( BEIE ) 87 1. BiAE 0 R FIPS EXEEHA,
m’ Registry Editor T ) o o - ) o

File Edit

View Favorites Help

b

<

InitialMachineConfig
IntegrityServices

IPMI

Keyboard Layout
Keyboard Layouts

Lsa

AccessProviders
Audit
CachedMachineMames
CentralizedAccessPolicies
Credssp

Data
FipsAlgorithmPolicy
GBG

i

Kerberos

MSV1_0

05Canfig

Skewl

550

SspiCache

LsaExtensionCenfig

Lsalnformation
ManufacturingMode
MediaCategories
Medialnterfaces
MediaProperties
MediaResources
MediaSets

MName

ab| (Default)
34| Enabled
34 MDMEnabled

Type Data

REG_SZ (value not set)
REG_DWORD 000000000 (0)
REG_DWORD (x00000000 (0)

Edit DWORD (32-bit) Value

Value name:

[Enabled

Value data:

Base
(®) Hexadecimal
() Decimal

Cancel

Computer\HKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\Control\Lsa\FipsAlgerithmPolicy

6. BHEOK(HE ).
7. EFRIENRR.

STEP 2 | 5 F GlobalProtect 8 FIPS-CC #& =,
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w N

© NOo Uk

S H FIPS-CC BT EBER, E1E3E FIPS-CC #= Tiz1T GlobalProtect |, &
KA MRMEEHBEAEEFHZLE GlobalProtect N, XIFM Windows A& P IiEBRFIE
FIPS-CC #Xi& &,

B SRR,

A regedit BAITFF Windows Efft ko

£ Windows JEfft&k® , 1% 2 : HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings\o,

B Edit (45 ) , REIEF New ( ) > String Value ( ZFEE ) -

BRRIET , FHFEMRER Name ( BT ) IEE N enable-fips-cc-mode,
ARBETIEMRE , RS Modify (BK) .

EZH FIPS-CC #83 |, ¥ Value Data ( EE ) &N yes (R ) »

BEHOK(HE).

B
File Edit View Favorites Help
JavaSoft || Name Type Data
IreMetrics ab] (Default) REG_SZ (value not set)
Khronos 38 allow-traffic-bl.. REG_SZ yes
mia:r:;:;dm aﬂ captive-portal-.. REG_SZ <div style="font-family:'Helvetica Neue'"> <h1 st...
Mozilla a_bj captive-portal-e.. REG_SZ 0
mosilla.org 3_"} certificate-store.. REG_SZ user-and-machine
MezillaPlugins :_:Tchange-passwo... REG_SZ
:'::n':‘lak Computing ,;: Edit String x
0DBC g Value name:
SEMl :—3: |enable4ip5{:cmode |
racle =
~ . Palo Alto Networks a_bj of Value data:
- .| GlobalProtect B [yes |
D Cirl ab)j
PanGPs abq N o
Panlinstaller aﬂ logout-remove-... REG_SZ yes
PanMsService 4 portal-timeout  REG_DWORD 0x00000D1& (30)
? P“’”_SEt“p ¥ receive-timeout  REG_DWORD 00000001 (20)
"L Settings aﬂreginnmde REG_SZ us
remove-gpa-cp a_bj retain-connecti... REG_SZ yes
Part‘::rps ab) save-gateway-p.. REG_SZ
Policies ab traffic-blocking... REG_SZ 15
Realtek a_ﬂtraffi(-blocking... REG_SZ «div style="font-family:'Helvetica Meue'y"> <h1 st..,
RegisteredApplications aﬂenable-ﬁps-cc-.‘. REG_SZ
Secdo
SirmonTatham
SRS Labs
SynclntegrationClients
TechSmith
Waves Audio
WOWE432Mode
SYSTEM
HKEY_USERS
HEKEY_CURRENT_COMFIG
v

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings

STEP 3 | E#/23h GlobalProtect,
E 5 A GlobalProtect B LATE FIPS-CC #&RX A #lia1L , BATBE I U T HE2—EFH B3 :

BB B S

E #1330 GlobalProtect B Fif2F # GlobalProtect fR%5 (PanGPS) :
1. BImSRR.

2. i\ services.msc BA3TFF Windows FRFZEE SR,

3. \NBRF"FI&kH , i PanGPS,

4. Restart ( E¥B3 ) RS-
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G4 Services — [m| X
File Action View Help
e EDEC HE » o nwp
£ Services (Local) " Senvices (Local)
PanGPS Name Description Status Startup Type Log ™
. Palo Alto M... Running  Automatic
%sfaﬁihs:;t:ce +: Peer Name Resolution Prot...  Enables serv.. Manual Loc
‘5 Peer Networking Grouping Enables mul... Manual Loc
\‘;')_;PeerNetworking Identity M... Provides ide... Manual Loc
EEISC;?I\THUS: s GlobalP &), Performance Counter DLL ... Enables rem... Manual Loc
A:J:fo::‘o.'\"ine;:\covrss obalProtect ».'i)_;PerFormanceLogs&‘.Alerts Performanc... Manual Loc
Q;Performance Stabilizer Monitor an..  Running  Automatic Loc
£} Phone Service Manages th... Manual (Trig... Lec
% q 9
».';I);Plug and Play Enablesa c...  Running  Manual Loc
-S;:)_:PNRP Machine Name Publi... This service ... Manual Loc
£} Portable Device Enumerator... Enforces gr.. Manual (Trig... Lec
J 9 9
\‘;')_;Power Manages p...  Running  Automatic Loc
».‘.'-,:)_:Print Spooler This service ... Running  Automatic Loc
».'.:)_;Printer Extensions and Notif.. This service .. Manual Loc
~£;:)_;Pr0b|em Reports and Soluti.. This service .. Manual Loc
&} Program Compatibility Assi... This service .. Runnin Automatic Loc
srFrog P ty 9
& Quality Windows Audio Vid... Quality Win... Manual Loc
i ty ty
<} Radio Management Service  Radio Mana... Manual Loc
] el
-..‘i)_;ReaItekAudio Service For coopera.. Running  Automatic Loc
\‘;')_;RemoteAccessAuto Conne... Creates a co... Manual Loc
».‘.'-;?:RemoteAccess Connection... Manages di... Manual Loc v
£ >
\Extended }(Standard/(

STEP 4 | I\ B2 EEH GlobalProtect R 2 A FIPS-CC =,
1. {4 GlobalProtect R FAEF

2 WRSERS | TFREXEE ),

3. 1% About ( <F )

4. Wi FIPS-CCEXREERA. MR FIPS-CCEXEFA , About (xF ) WiFESLER FIPS-CC
Mode Enabled ( FIPs-cc BXBHA ) K&

W& About GlobalProtect X

“  GlobalProtect

GlobalProtect, Version 5.0.0
Copyright © 2009-2018, Palo Alto Networks, Inc,

FIPS-CC Mode Enabled

Bi¥ macOS B4 %R E A HREIUE FIPS-CC 3K

£ macOS v R E |, EANTHERIET macOS plist ( B4 ) SIS AHKIE GlobalProtect™ # FIPS-CC
B

»  Ef GlobalProtect E | FIPS-CC &= , 88 macOS i a4 FERA FIPS 140-2, BRIANRAS
T , macOS BERGH FIPS X 1E121T macOS 10.8 MESHANIFER LBE3E A,

STEP 1| 4TFF GlobalProtect plist 3X# , #Z| GlobalProtect Bi fE/F B E R E,
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1. Bz plist fmEEET , ¥ Xcode,

2. 1 plist fREB2g R , 3TFFLLT plist X4 : /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.pliste

3. #F GlobalProtect Settings 88 : /Palo Alto Networks/GlobalProtect/Settingse

MR Settings WHETRFE , SIZ -1, FEINNEMRIUENEZRFERRINEF Settings 17 88,
STEP 2| J& i GlobalProtect 9 FIPS-CC # =,
» S FIPS-CC BT EBER., EfJF FIPS-CC &= Ti&1T GlobalProtect ,

RS ENER SR 5 B R % GlobalProtect A, i
ERigE

KAF
X$FEM macOS plist BERATAE FIPS CcC

£ Settings 1R EEAF | RIS TREX LUS A FIPS-CC = :
<key>enable-fips-cc-mode</key>
<string>yes</string>

STEP 3| E#/a3h GlobalProtect,
E S H GlobalProtect R LATE FIPS-CC #3 #ta1L | &4

- EFRHENER.
«  E# B3 GlobalProtect B A2 5 GlobalProtect g5 (PanGPS) :

1. /%) Finder,
2. FIFNARE XMHX

« M Finder M3z # /Fi% 2 Applications ( AR ) o

MBI THEZ—EHBD :

o0 ® [#% Applications

4 = ool EEv fE v Q,
Favorites Silverlight

@) AirDrop

E) All My Files & e |

¢ iCloud Drive ;

¥ Applications Photos Preview QuickTime Player Reminders Safari

] Desktop

M Documents , A @

. - Taas
) Downloads * —— i
‘ i

Ll Self Service Siri Skype for Stickies System
Shared Business Preferences
Tags

«  WR7E Finder fliz# 7 3%HF EFZ Applications ( BLARERF )

| @ &

TextEdit Time Machine Utilities

Go ( #I{X ) > Applications ( NFARERF ) o

, MM Finder & ik

GLOBALPROTECT
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@ Finder File Edit View Beisl Window Help
Back
Forward
Select Startup Disk on Desktop

B All My Files

[ Documents N

= Desktop +32D pplications
© Downloads oL |

2t Home {%H &
Faverites | Computer a%c
@) Airdn @ AirDrop e
% All My @ Network GHK
Y iclow < iCloud Drive 458
5 Des #A; Applications £ 8A
N Uutilities fEy

@ Docu

QuickTime Player Reminders Safari

o Dowll Recent Folders > —
. Go to Folder... e
Devices P
Connect to Server... EK

Shared

Self Service Skype for Stickies System
Business Preferences

| @ m

TextEdit Time Machine Utilities

Tags

£ Finder flli1#2 e & ;R Applications ( SIFATER ) , #IM Finder 3E& 1 chik
#% Finder > Preferences ( Bi&M ) . M Finder &I eh | 4% Sidebar ( filiz
), REERETELE R Applications ( AT ) -

3. IR “ERARBRRXHXK,

4. B KR,

5 AT T@S

username>$ launchctl unload -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist

username>$ launchctl unload -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangps.plist

username>$ launchctl load -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist

username>$ launchctl load -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangps.plist

STEP 4 | i\ B2 & LM GlobalProtect R B A FIPS-CC =R,
1. {8 GlobalProtect Ri 2 F

2 wramERS | TR EEE (O,

3. #%&# About (XF ),

4. Wi FIPS-CCEXREERA. MR FIPS-CCEXEFA |, About (X F ) WiFESLER FIPS-CC
Mode Enabled (FIPs-cc BRBA ) RE
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. GlobalProtect
Version: 5.0.0

Copyright ® 2002-2018, Palo Alto Networks
FIPS-CC Mode Enabled
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- Ab
FIPS-CC Z£ IhEBE
W GlobalProtect /& B FIPS-CC # XAt |, ¥4 Windows 1 macOS i 5 L HFE GlobalProtect 51 FA38
HIEHELA T R INEE
o BB TLS = IPSec 1% GlobalProtect B A M%< Z B #IFTAE VPN BZiE,
o HEBLE IPSec VPN BRERT , BATUEIRTE IPSec % EHIA & RV R BEMHED,
. MREE IPSec VPN BRER , BAILUEEN T MBE LY — -

« AES-CBC-128 ( @X SHAL B RUEEE )
+ AES-GCM-128
+ AES-GCM-256
c BREB[NEFRIEDBLACAATERE L2 —
« RSA2048{u (ML)
+ ECDSA P-256
+ ECDSA P-384
+ ECDSA P-521

WA | BRIER SHA256, SHA384 = SHA512 WEERIIE .
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FIPS-CC #PEHERRIE

RIS A FIPS-CC M= EBI A | 1255 LT 555 LR RIX L A 5
o BEFHHUKE GlobalProtect A&
o fE)R FIPS-CC &R a1 &

& & H UREE GlobalProtect B &

& LL7E GlobalProtect™ BES , EFXTF FIPS-CC MEMNEZFMER,
FERUTHTREF R U E GlobalProtect A& :

STEP 1 | f£/ GlobalProtect R AR %

TEP2 ppsmane | BN EE (O,

STEP 3| 1%£#% Settings (1®RE ) o

STEP 4| M GlobalProtect % EE 4k H1%4F Troubleshooting ( #{FEHEER ) o
STEP 5| 4% Logging Level ( BEIZRZE 5 ) o

STEP 6| ( — ) EFEM GlobalProtect A :
1. & Logs ( BE) o
2. ¥ Log ( B ) KA,
3. Start ( FFtR ) WERZF.

& GlobalProtect Settings x

General Connection HostProfile Troubleshooting  Notification
If you're having trouble with GlobalProtect, please contact your system administrator, They
might need to see the GlobalProtect logs in order to troubleshoot the problem.

Collect Logs

(C)Network Configuration  (CJRouting Table () Sockets (@) Logs
Log: PanGP Service ~

(T2620) 09/07/18 10:00:51:425 Debug( 330): CheckHip over

(T2620) 09/07/18 10:00:51:425 Debug( 274): Hip checking is not initiated by dicking resubmit |
{T2620) 09/07/18 10:00:51:425 Debug( 216): HipChedkThread: wait for hip chedk event for 3¢
(T5620) 09/07/18 10:01:17:418 Debug( 439): HipMissingPatchThread: now is 1536339677, las
(T5620) 09/07f18 10:01:17:418 Debug( 444): HipMissingPatchThread: wait 3527000 ms

< >

Logging Level: Debug =

STEP 7 ( ) Collect Logs ( WE A ) LRIEL B GlobalProtect & & # 1T # EHERR
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[ ] GlobalProtect Settings

General  Connection  Host Profile Motification

If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalFrotect logs in order to troubleshoot the problem.

Collect Logs

Logging Level: | Debug H

GlobalProtect Settings
General  Connection  Host Profile  Troubleshooting  Motification

If you're or. They

might ne
1 Techsupport file saved |
| Logs
The support log files are saved in [Users/Loaner/

Collect.tgz

Logging I.-

fi# R FIPS-CC &3 7] &

T RS H T ATRERY FIPS-CC = M AR R E. MREBER T XHARRBEWRE | FHRREN
GlobalProtect™ &% 5 3R 5 BEHERR 1 BY o

BRI &

BT FIPS FFHLH BHRFIPS-CCERE , ERAVMRILNREINAE | EFFINALUEREIR
K SEEMEN R & BEY , GlobalProtect Bi Fi#h4T FIPS FFHLER FMTE FM, MREBYgEE | H
1§ , GlobalProtect 578 MR, INRE—MH KW |, GlobalProtect M ATE BHHAEHZERNA,

£ FIPS-CC EX T #1% 2 , B About (xF ) EOE R FIPS-CC
L# S8 Mode Failed ( FIPS-cC BREAN ) HiREER :

GlobalProtect o

@

Disabled
GlobalProtect App has been
disabled as it has falled to enter
FIPS-CC mode. Please contact your
IT Administrator.

Enable
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BRI E

GlobalProtect

w GlobalProtect, Version 5.0.0

Copyright & 2009-2018, Palo Alto Metworks, Inc.

FIPS-CC Mode Failed

BT FIPS ZHFER X
1 , GlobalProtect i F
T3ETE FIPS-CCHERT
BIER,

GlobalProtect I FH7E FIPS-CC #3X T #1#a1t/5 , ™ | EE I GlobalProtect
TFIPS &HBR, MRBR KM , GlobalProtect R BNAEHE

RRL LT, HREWTT,

GlobalProtect |1 ¥ iE
5%

LR GlobalProtect o3& FIPS-CC X T #1%{LsiE# , LA LKA GlobalProtect i& & E
i Troubleshooting ( BEHE ) BILE | B I £ 2 5L EHBAME. GlobalProtect
WiEEe , MIEEMEIFTA A,
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GlobalProtect 1R &

THEFRMEXREELSE N GlobalProtect™ FHEBHN 28 :

ZF2V R VPN ( FHRIERENH )

T2 iHE VPN (EBEESH )

HE H U IZ 21517 VPN

PREITTF VPN BB

ERAMBFIZRETHF VPN

GlobalProtect ZM X Bt &

ERTAI HIP RIEFMETAFHIAEA GlobalProtect
AEMABRXREEE

58 Il X £% 7] 7= A 3T R 4% 177 8] 58 H$1.4T GlobalProtect
SERt KB : Active Directory BB E X

V V. V V V V V V V V

375
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2 E A VPN ( S0 50Ukl 34 )

EEA TR 1A B GlobalProtect VPN #1 | GlobalProtect TP MM X E B T ethernet1/2 £ |, Eilt
Z3#E O R GlobalProtect FﬁF‘Jﬁ_EE’JWEED YAPEEHRNRIEZIFPMMXE , ‘"‘,"—'TEéJEL
HELEERSZIMBE , HEESMX tunnel.2 BLEBAEXHN IP P A E S E IP it ( EABIS | A%
10.31.32.3-10.31.32.118 ) . HF GlobalProtect VPN BiEfFE ¥ IHH corp-vpn KIBR LK IE | R
BEEREANZERAFBENLTE R,

Zone: corp-vpn

Interface tunnel.2
. e
i = LD Internet
= el el Zone: I3-untrust

Interface  ethernetl/1
Interface ethernet1/2

5. ERAF=EH R GlobalProtect VPN
STEP 1| ¥ GlobalProtect #2210 X5,

[ﬁ NAAEEOEBMER default ( BUIA ) ERASRHR AR OIZERKA.

+ i%$% Network ( 4% ) > Interfaces ( 30 ) > Ethernet ( AKM ) . ¥ ethernet1/2 BLE N IP it
7 203.0.113.1 WE=ZFEUAMED , AENHEDEL 13-untrust Security Zone ( Z£ X135 )
2RiA Virtual Router ( EEL\BE BT ) ©

- BIEATE Pt 203.0.113.1 B Egp.acme. com #J DNSA™iE %,

« 1% Network ( W% ) > Interfaces (#0 ) > Tunnel ( B&3& ) , RAJS Add ( 710 ) tunnel. 24
Ho Add (71N ) R2iEEOEH N corp-vpn KIFT Security Zone ( X2 X1 ) , ARFHHIBER
1A Virtual Router ( EH\BEHIZE ) -

« 1E corp-vpn XEFAEA“AFRIR"

STEP 2 | Bl Z £ RAELATE corp-vpn XIFH 13-trust KBz BBRARE , MEHRAIBER,

1. %38 Policies ( ZKB& ) > Security ( €€ ) , A5 Add (70 ) FAN,
2. EARAIH , BAERUTREE AN

Name ( &% ) ( General ( M ) ET+ ) — VPN 7 [H
Source Zone ( JRX13 ) ( Source (JR ) %I+ ) — corp-vpn
Destination Zone ( B#5[X15 ) ( Destination ( B#r ) #£MF ) —I3-trust

Name Tags  Zone Address  User  HIPProfile  Zone Address
1 VPN Access nene i corp-vpn any any any 2 13-trust any

Service Action

& application-default | @ Allow

STEP 3 | {E T B3 2 — A% GlobalProtect [T MM <Ay ORENRSBRE S -
o ) SAKBARFTERNE =7 CA WRSH[IER,
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o FAMNFHHE CAERBZRRESBIER,
%2 Device ( %% ) > Certificate Management ( IEHE ) > Certificates ( iE$ ) LR TH A EEE

U

o REURSERILEB. BFIFMMXUTE—#O , RLXHENMEA4 AR — RS |/IEB,
o EPWALARE (CN) 2915 FQDN gp.acme. com R
- EFAPEEZENFMARINERER , BEARELH CA RS S|IED,

STEP 4 | B2 AR5 2 B & X -

RSB H B e S B M IE IMEREE SO RIFRS ., XiFA#, RADIUS, SAML, Kerberos H
LDAP B WIF A £, ARHEITB4 X Active Directory X AP 31T 5 MR IEA LDAP B WIFA & X

.

BIE A TEREE LDAP BRSS9 RS 25 ELE XX ( Device ( %% ) > Server Profiles ( IR ESELE SXLHF )

> LDAP) .

LDAF Server Profile ®
Name | dc.acme. local

Servers | yame | LDAP Server | Port ‘ Domain  acme
389 Type  active-directory A d
L Base DC=acme,DC=local A

[ administrator Use Only

Bind DN adm\n@au‘nellocal

Bind Password  ssssesss
Hadd (-)oelete
: Confirm Bind  ssssssss
Enter the IP address or FQDN of the LDAP server Sz
[ss
Time Limit | 30

Bind Time Limit | 30

Retry Interval | [1 - 3500

STEPS5| ( A& ) RIS HRIFEE X 4.
IR 25 B0 B SCAFFT AN B & 49 36 UE B B X4 ( Device ( 184 ) > Authentication Profile ( &3 3% fi &

X))o

Authentication Profile ®

Name | Corp-LDAP

Authentication |~ Faclors ~ Advanced

Type |LDAP
Server Profile | dc.acme.local
Login Attribute | sAMAccountName

Password Expiry Warning | 18

Mumber of days prior to waming a usar about password expiry.
User Domain
Username Modifier | 3aUSERINPUT % x
Single Sign On
Kerberos Realm

Kerberos Keytab | Click “Import” to co = this field ¥ Import

STEP 6 | i & GlobalProtect W%,
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i%4% Network ( 4% ) > GlobalProtect > Gateways ( W< ) , R/EAdd ( 50 ) THIEE :
Interface ( #0 ) — ethernetl/2

IP#hsit —203.0.113.1

Server Certificate ( RS 85IE+H ) — GoDaddy M AH GP-server-cert.pem
Authentication Profile ( &3 ®IEEE X ¥ ) — Corp-LDAP

Tunnel Interface ( B%i&# 0 ) — tunnel.2

IPPool (IP3t ) —10.31.32.3 - 10.31.32.118

STEP 7 | Bi2& GlobalProtect [T,
%% Network ( P4% ) > GlobalProtect > Portals ( 17 ) , SA/GAdd ( & i0) THIEE :
1. & & GlobalProtect [/ i (8] £ bR :
Interface ( #0 ) — ethernetl/2
IP#isit —203.0.113.1
Server Certificate ( fRS5 881+ ) — GoDaddy MAKY GP-server-cert.pem

Authentication Profile ( &3 % iF & & 34 ) — Corp-LDAP
2. E X GlobalProtect & F i & 3 KL E :

Connect Method ( i#E#%3% ) — On-demand ( AF FFoIHER )
External Gateway Address ( #A &M< ithit ) — gp.acme.com

STEP 8 | %82 GlobalProtect N A2 &4,
%% Device (8% ) > GlobalProtect Client ( GlobalProtect &% ) » BEE 17 L AN AEHTNS
R

STEP 9| ( ) B Xt GlobalProtect #3) B K
WK H %% GlobalProtect 1T [ ( Device ( %% ) > Licenses ( ¥ AIiE ) ) A AZMNH.

STEP 10 | {#4% GlobalProtect Bt &,
# & Commit (2% ) .
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N\ m— D SN ~ -~ h

2R VPN (IEBEE Y )
KRR SHWIER , AP MHtaem iR HiEEE GlobalProtect [ TP EMAXNERZFHIEH. BRTIE
FEREZHN , NMPERXEAERAEIPREX G RAERXATIRNAFPFREEAIRAEZLIERHNAF,
MEPIRIEP A —FHRIESZEN , AFREANIEIPAEE-IPZERFIERFB. B , ZAFEX
NFEBEBFZERANLASE (CN),
B RIERKIN/E |, GlobalProtect R SMXEMFRE , HNRAZMAHWBREER BN IP P ESE IP

#eit, X corp-vpn HHNKEZAETAFMNERERES , JUFEBHRNAS BREEMKXDE P i
e MRZERBEREAFGRNA/E , WIAFHEPEEXHPEENSEMMIAF R,

—_— S,
) SN St
o oe, st Do *J}ed-
400’@‘;..'.....:!6.0,’19':!&:‘/(: (&)
70 57 en, oS0 s
9735 e, Tl O, s,
e User-ID
Subject: Tee.t Portal/Gateway
) ) cnzjjaso, cn=users, ‘*s,
dc=acme.dc=com L [ oo ) )
---------------------------------- > 10.31.32.23  acme\jreddick
e G iP'Address: 10.31.325 Certificate Profile Configuration 10.31.32.5 acmeljjaso
& 7  |Name: GP-Client-Auth o
N e 10.31.32.13 acmeljblevins
X & @t et UsernameField:  Subject common-name
GO 2GR et
g O e Domain: acme
< ,a".‘? “““
AT atany
ot
e ‘.;_\Q-
- N LA
o et @
.

6: GlobalProtect & IRiEH &M RIFE E

ZRERBEERAESATZRL A GlobalProtect VPN MR FHAINE ), MERMNME—BEZHETFHX
AEFHRIURS /X AFHTRIE , MNEARFIRIES S ORI,

STEP 1| 3 GlobalProtect #2230 X5,
£ AAEZENOEEFEA default ( BRIA ) EXIBEHEBFUARCIZIBIE KA,

+ i%$% Network ( 4% ) > Interfaces ( 30 ) > Ethernet ( AKM ) . ¥ ethernet1/2 BLE N IP it
79 203.0.113.1 WE=RUAMNED , ARFHDEL 13-untrust Security Zone ( R£ X1 )
FERIA Virtual Router ( BB HER ) -

- BIEATE Pt 203.0.113.1 B Egp.acme. com B DNSA™iE %,

+ i%$% Network ( 4% ) > Interfaces (%0 ) > Tunnel (B8 ) , A% Add ( R0 ) tunnel.2$0,
PIBEEZEOER RN corp-vpn BIF Security Zone ( Z2 X1 ) , RAENE S E L ERIA Virtual
Router ( EEE\BEHES ) -
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+ 7 corp-vpn KiF K EA“A PRI

STEP 2 | Bl Z £ KRAELATE corp-vpn XIFH 13-trust KBz A BARE , LMEHBAIBERR,
1. %38 Policies ( RB& ) > Security ( &2 ) , ARE Add (/&0 ) FHHMN,
2. ERflH , BALERUATEREE AN

Name ( &% ) ( General ( M ) EBF ) — VPN Access
Source Zone ( JRX1E ) ( Source (R ) W F ) — corp-vpn
Destination Zone ( B#5[X1H ) ( Destination ( B4% ) Wl ) — 13-trust

Name Tags  Zone Address  User  HIPProfile  Zone Address  Application Service Action

1 VPN Access none  fE corp-vpn any an an g 3-trust | an [ adobe-cq 3 application-default | & Alloy
g

E shar

STEP 3 | E A T 5 A% 2 — A &EE GlobalProtect [/ FM M < A9 O ZREVIR S 25 P -
o ) SAKBARFTEARNE=7 CA PWRSH[IER,
« FRAMNFHHE CAERBZERZH[IER.
i%£3#% Device (8% ) > Certificate Management ( iE & ) > Certificates ( iEPH ) RIE T 55 EEE
i
RERS|/IUEL. ATIIPAMXUTE—#EQD , XA NMEETHAR —RSH[IER.
BB FHR (CN) 415 FQDN gp. acme . com %,
EFAFEEENTPMARINEREIR , BEARE L H CAWRSSH[IESR,

epoint

STEP 4 | [0 GlobalProtect & F i Mim 2 MK F P iwiE o
1. A PKI S22 # CA [FTA GlobalProtect f Fo 9 & M — & P URiE .
2. HimR W MNANEPE#ERZEILED,

STEP 5| 822 % P umiE F & & XX .

1. 1%3% Device (%% ) > Certificate Management ( iEHE®E ) > Certificate Profile ( iE P EE X
) o Add (&I ) FENEBEEXH , AW ABREXH Name ( % ) , Hl2 GP-client-

2. (}:}Tflzrname Field ( AF&F 8 ) THF|FxRHIEEF Subject ( E/H ) ,

3. CACertificates ( CAE$ ) Xif , Add (&) EXTEFRIERHN CAUEB, NEF OK (HBE ) .
STEP 6 | it & GlobalProtect M,

BES A TR GlobalProtect VPN A E R HRINE,

i%4% Network ( 4% ) > GlobalProtect > Gateways ( W< ) , R/SAdd ( %0 ) THIEE :

Interface ( #0 ) — ethernetl/2

IP #iit —203.0.113.1

Server Certificate ( JRS85IEPH ) — GoDaddy MAH GP-server-cert.pem

Certificate Profile (il BEEX# ) — GP-client-cert

Tunnel Interface ( B#i&# 0 ) — tunnel.2

IP Pool (1Pt ) —10.31.32.3 - 10.31.32.118

STEP 7 | B2i@ GlobalProtect [/,
%% Network ( P4% ) > GlobalProtect > Portals ( 17 ) , SA/GAdd ( & i0 ) THIEE :
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1. & & GlobalProtect [/ i/ (8] {X R :
Interface ( #0 ) — ethernet1/2
IP 3yt —203.0.113.1
Server Certificate ( [RFEIEPH ) — GoDaddy MAM GP-server-cert.pem

Certificate Profile ( IEBEEX#H ) — GP-client-cert
2. M GlobalProtect {RIBE & :

Connect Method ( E3#£5 3% ) — on-demand ( AP FFIEFINER)
External Gateway Address ( ZA &M ><ithiit ) — gp.acme.com

STEP 8 | #§2 GlobalProtect N AR FE 4

i%$% Device ( i%% ) > GlobalProtect Client ( GlobalProtect &/l ) . &1/ L AN A EH NS
B

STEP 9| ( ) B X} GlobalProtect #3) B K £
W93 2% GlobalProtect i ( Device (% ) > Licenses (¥HiE ) ) AR AZAA.

STEP 10 | 4R 1F GlobalProtect Bt & .
# 4 Commit (2% ) .
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=1+

W E BRI IZFE 5 R VPN

BRA GlobalProtect (TP HMXEE T H R RIFRENHMEPREXH (—ELETRENESHE

iE ) , &P SHERES FARR 2 BI K IEE R AKX AMEE XN S BRI, XTIASHKIE,
BIRRAER KRB ARG EREICEMBIIES, I AFRENIEBASIEDEE XA FHE LA
¥o

o WMRIEPEEXHEARIEERAF B FE (Username Field ( AP B FE ) #1878 None (£ ) ) , NFEF i
EPEFESTEAFE. BERT , ARFREHN S HRIEERE X4 #HTRIENEREAF A,

s NMRIIEPREXHEETAFE  WAFRENIPRFAENNEZRDTEEAFE, fln , WRIIHES
XHIEEAFBFTEA Subject ( =8 ) , MAFRMMVIEPAENRABFTERPIEE , BN FHRIET
KM, A, SAFEFRAMLENN , EPAFEFETNEFHBIERNAFPZHEAZREAR
TZESNRIFEEXHFNNAFE. MRFEBFAFBIIEPPNAFPBHTEHRIE , NEDEIE
PREXHHPIEEAFEFER,

o, Sy,
"""""" Ch. fecp.
gt | NG
g ea e L
g wa, "ua c, Tk,
s.';o:?- ..... e, e, c’k\u
'''''' S Ys
19235l Eom s
e,

o v
.
'''''

I N Portal/Gateway

@ S i . *
[ p— [ flomeet s

7 [ Certificate Profile Configuration

Name: GP-Client-Auth
o o'.
........ Username Field:  Subject common-name
----- A
..... Domain: acme
.....
...... e Authentication Profile Configuration
BT
. %50
; et e \: 2° Name: Corp-LDAP
ot et
(N et R
==

ZREREBERAS A TR GlobalProtect VPN MR HINEH, EXRALEER , AP AEXES
REXHMEMRIIEREXHHTRIE. BXBERENVNESHRIINEZFMES , BSATIER -
o FERIEBF G HRIUEEE XS ANE S B RIE

o FRA—XMLE (OTP) BANESHRIE

- FEHERFBEANESHRIE

- FERRHATSENARREANERS ORI

REFATSREETNE S HRIEANIZE VPN HHE,
STEP 1| 3 GlobalProtect #2200 X 15,

[ﬁ NAREOEEER default ( FRIA ) EELLEE B R AR QIR ERER A

132 Network ( PI4% ) > Interfaces ( #0 ) > Ethernet ( LAKM ) , ¥ ethernetl/2 BLE N IP
#hk}9 203.0.113.1 @ Layer3 ( B=F ) LARNED , AN HEHDHEL 13-untrust Security
Zone ( Z£ X1 ) FBRIA Virtual Router ( ERIBRHER ) o

- BIZATHIP st 203.0.113.1 B Egp.acme. com A DNS“A"iE %,

«  i%$E Network ( FI4& ) > Interfaces ( #0 ) > Tunnel ( B3& ) , AF Add (710 ) tunnel.280,
ARINBREEOER N corp-vpn KT Security Zone ( Z£ X1 ) , RAEFE S ELA BRI Virtual
Router ( FEE\EEHIZE ) -

* 7E corp-vpn XHAEAAF#RIR"
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STEP 2 | BB Z £ KM IATE corp-vpn XIE M 13-trust XiZZ BB HAKRE , LMEH R NZBERIFR
1. %% Policies ( KB ) > Security ( Z£ ) , REHE T Add (R0 ) ABIEFHTAM,
2. EARAIH , BAIAERNTREE AN
Name ( E# ) ( General ( €# ) ETIF ) — VPN Access
Source Zone ( JRX1E ) ( Source (R ) &I+ ) — corp-vpn
+ Destination Zone ( E#x[X13 ) ( Destination ( B#x ) #&M+ ) — 13-trust

Name Tags  Zone Address  User  HIPProfile  Zone Address  Application Service Action

1 VPN Access nene i) corp-vpn am an an iR |3-trust an adobe-cq 38 application-default | & Allow

sharepoint

STEP 3 | A T 55 %2 — A &EE GlobalProtect ]/ MM < A9 32 O ZREVIRSS B8P -
( ) SAKBARFTERNE=7 CA WRSFH[IER,
FERITPFNIR CA ERBLERS[IER,
1% Device (%% ) > Certificate Management ( iEHEE ) > Certificates (iE+ ) LR TH A EEE
iE$
o REURFEIEH, BTN TR—#0 , AEXHENEGTRAR—RFSHF[IEP.
o EPHLNASE (CN) 4H5 FQDN gp. acme . com 1,
- EFEAPEEZIPAMAKENEREIR , EEAKREAH CAWRSERIES,

STEP 4 | [ GlobalProtect & F im Fim M A F P imiE o
1. AL PKI 23t CA [BFTE GlobalProtect i P i & M — & P imiE .,
2. ERANDNAERBEHEEPREILTR,

STEP 5 | B2 % F imiE BBELE L.

1. %% Device ( %% ) > Certificate Management ( iEBEE ) > Certificate Profile ( IEPEEX
). Add (7RIN) HEBEEXH , AWM ABEXH Name ( B ) , fI0 GP-client-

cert,
2. BEEEMAFBATRIEIRAAFHAFE
MAPF —MMREERRAFPERIZEENRIEEXHPIEENRSHEHAF,E |, NiEiL
BEENAFREFER,
MIEH —MREMERFRIAF,E , FEBREBENAFEFTR. IRXALED , I HRER

RPEFIIFIMXE , IEPPIEN CNREIEXRAFEFR. AFRERRAZAFRERE
Fo

3. CA Certificates ( CAEH ) XiF , Add (A ) EXRITEFHIUEBH CAUEB, NEOK (HBWE ) .

STEP 6 | B IRSS AR ELE XX fFo

RS ERE B S S AR NMAEEE B R RIERS . XA, RADIUS, SAML, Kerberos #l
LDAP B RIEF %, ARBINBE X Active Directory TR F 31T B HRILK LDAP & 175 1iF fi & 32
#,

Bl FEEE LDAP RS2 IRS 25EL B X ( Device ( i%% ) > Server Profiles ( RS 85 8L B X )
> LDAP ) ,
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LDAP Server Profile @
Name | dc.acme.local

D Administrator Use Only

Servers | yome | LDAP Server | Part ‘ Domain | acme
339 Type active-directory A4
il Base DC=acme,DC=local v

Bind DN adm\n@a:mel local

Bind Password  sessesss
(Hadd (SJoelete
= Confirm Bind  sssssess
Enter the IP address or FQDN of the LDAP server P
[Jsa
Time Limit | 30

Bind Time Limit | 30

Retry Interval | [1- 3500]

STEP7| ( AliE ) Bl &A%l FlE XX 4.
F AR 5525 B i S N R B 40 IR B B X4 ( Device ( %% ) Authentication Profile ( & 33 fl & XX

#))o

Name | Corp-LDAP

Authentication ~ Factors ~ Advanced

Type |LDAP b 4
Server Profile | dc.acme.local >
Login Attribute  sAMAccountName

Password Expiry Warning | 18
Mumber of days prior to waming & user about password esxpiry
User Domain
Username Modifier | 3.USERINPUT%: gt
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field X Import

STEP 8| Bt & GlobalProtect M,
BES R A TIZZ A GlobalProtect VPN HRE R HFNE
i%4% Network ( 4% ) > GlobalProtect > Gateways ( W< ) , R/EAdd ( %0 ) FHIEE :
Interface ( #0 ) — ethernetl/2
IP#isit —203.0.113.1
Server Certificate ( [R5 851+ ) — GoDaddy M AH GP-server-cert.pem
Certificate Profile ( iF BEEX# ) — GP-client-cert
Authentication Profile ( & 3% IEE & X ¥ ) — Corp-LDAP
Tunnel Interface ( P#i&E#% 0 ) — tunnel.2
IPPool (IP5t2 ) —10.31.32.3 - 10.31.32.118

STEP 9 | it GlobalProtect [/,
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i%4% Network ( 4% ) > GlobalProtect > Portals ( 177 ) , A/GAdd ( i1 ) THEE :
1. i&& GlobalProtect [T/ i B4R :
Interface ( #0 ) — ethernetl/2
IP st —203.0.113.1
Server Certificate ( IR 8FIE+ ) — GoDaddy #HMAM GP-server-cert.pem
Certificate Profile (il BEEX# ) — GP-client-cert

Authentication Profile ( & 33 iF & & 34 ) — Corp-LDAP
2. M GlobalProtect R EBHE & :

Connect Method ( #5574 ) — On-demand ( AP FaIEaIHERE )
External Gateway Address ( #A &M< ithit ) — gp.acme.com

STEP 10| #F2 GlobalProtect N 2,
%% Device ( 8% ) > GlobalProtect Client ( GlobalProtect &% ) » BEE 17 EHANHAEHTNS
R

STEP 11| ( ) LB AR EEBRARE,

ERANTFEESEBNARBNZ AL X , WEEM Windows SEMtERE 2B/ macOS plist EXIRE, 7
WMBHIRBDFIEE, IP #ik , FHEF ik GlobalProtect £ A /2 & i 2 3% 3 GlobalProtect [T/ Bl &
# VPN B&E, EA[EA MSIEXEC RERFEERE , XX Windows i 8, EZES , BSHETE
YR ARE,

STEP 12| ( ) B AXt GlobalProtect #3) B K £
14 3% 3 =4 GlobalProtect iT ¥ ( Device ( %% ) > Licenses ( WAL ) ) SAUBAZNA,

STEP 13 | 4R 1% GlobalProtect &,
# & Commit (1% ),
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A FTH VPN B iE

KAWL FTFF GlobalProtect BLER , M ARRFEHF B XZMFIEREE GlobalProtect TP EBXAFHME
NEEHBKREFREE. NAEFMEENENEEHETL 5K VPN BE , HEEITFRENEFIRE
BREEM>X , ITEAR :

Portal
el
n (L] ooon Internet
® Portal returns
0 client configuration.
Internal
@ userlogs Network
in to system.
GlobalProtect G
3g2|jrl:§2t1::15fo ateway O security policy on the
e
to portal, ] O oo gateway safely enablesaccess
) N to internal and external
App automatically applications and provides
connectsto gateway and visibility into useractivity.

establishesa VPN tunnel.

ERTIIZRETR VPN BB —IREWVEITTERE , BAUEIERT *

o mFETHE VPN ( BEHRIEEESXH )
o mFEVFE VPN (IEBEEXH )
o HWXWEFMHWILAIZEIHE VPN

R THERMZZEHE VPN BEEYIREBABRAEE.
STEP 1| #%%% Network ( M%&) > GlobalProtect > Portal ( 17 ) , REEERIFEE,
STEP2 | EBREMUNREREFH Agent ( R ) ELIF,

STEP 3| % App ( NFATER ) , AAFFIRE Connect Method ( 3£ 7% ) 8 User-logon (Always
On) ( AARBRF (HKERBA) ).

STEP4| B3 OK (AE ) MRFRERE.
STEPS | N EEANBIMMEEE , BEESRK 2-4,
STEP 6| BHOK ( E ) MREFFEE , AECommit (12X ) B
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£ A2 Fmiz 6 A VPN

Pre-logon ( %% ) REAFZRZEEIL VPN RBREN —MiEESZ, MEZNENEXNRSR (TER
) #TEHRRIE , #mESEANERNEMTESEBERSBIHRILEET. VS ERFERIEBE
I F GlobalProtect M<# VPN P&, IT BE RN —RECEREN 2 AP ik S Z R SER,

BATHAFERES , FIARBER VPN BEREEAFEXE., BEULRATHREEXEHER ,
MHRBIEETMEZFAF CRENRZSREE, WRRBNRXAFHRBHREFTENEMERS , Hi

DHCP, DNS. Active Directory ( MEE XTI HNER ). MBEERHRBREREEFERS. ERANAF
HITHMWIEZE |, GlobalProtect R Fff VPN BB EFH P ELAIZAF (A& LR IP thut ARET TR B F
WREHRAZINEAF ).

& AT Windows 7 H Windows 10 i S 8 GlobalProtect BRI FEZRELAEAFRBRRZIHER
ERUERERS , ATRKAFBEERT TUEERZNHRMERR. ME GlobalProtect B ¥R S4E
AABHTRE , NEZRBEFE R AREZANERIRS. MR Globalprotect B FfFik S 4E R S\ SR TR
B NEZRENIR CEESR REZEZINEERS.

Windows g R EEBMEFINEER macOS IR THATRE. XF macOS BERSE , HAF
BERE , AMEBEFANENRREMTIT , HMeIEFFRE,

YA/ ERBUMEES , P ERASORIEEENXAHXAFRTEORIE. /P& ERNEFiRIEHH
TRUENAMETREENY (MRERESERTFARILES ) . BRERT , ERMXFRBAF, HIT540

Wiffm , N/ BERK GlobalProtect RER B &M . MRIMNFHEERE , NIFFEHMNEEHIEER
5

Al

MRIFHEMXEEZEET Cookie WHHBRIE , MITFRMKERKRLZEME Cookie, 25, NFHN
KBEMAZ Cookie RIFAFFMRBIFRERE, MEAREBEEEXHBELES Cookie FRWITHNTEFEES
7% , GlobalProtect A "] £ Cookie 3 1Tl & .

WRAFPNREBFRER (FIMEARKR ) , REAFUAHAREZNREZEMEREE , ETUATRS
RE—AMBERBE , MEFLERINNFUATEAEREE. Nk, BAIIE Windows jEMFR T macOS
plist 632 — L RTURBE R LA INT R

RIS , GlobalProtect I RAHERZERMBFIEENIIF , HEAENFIEBNHERIBTHEHRIE (OMX L
FrE. B PEE XA HIEER ) FE I GlobalProtect %, MG , YRLAFEZENSNN , MEERE
BEPBATERER(SSO), WEAFEZMNEHRAFENER, IREARBREBHRZFA SSO , HE
MR X SSO (Hl30 , macOS &% ) , AP EEMSIARIFERAF ( Save User Credentials ( &1 F
FfE ) EMMARERN Yes (B ) ) o ENMXHTHFHRIERIIE , TAEBEREE (Windows) REE
(macOS) , URHITE T A A MK,
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— . "--f‘.’se
@ Initial Cligrreatritie *
. OS2y o038, s
connection Qi+ e Wory
to portal. & (-}.,_:: .....
Ookfe"c... .....

- ey N Portal/Gateway

© Predogon ©Siani sonfigwration 1 5, e EE =T
tonto et L . -
;grlxtr;(lec ionto &‘-\cate,.--“,'\ o T / Portal Configuration \
hachifee = .-."'a?('\"‘"e R I .
st e sett R Authentication Profile: GP-Client-Auth
[ IRRRL s et Jonsre RS ) )
- EEs __..-;‘;\esiﬂb\‘ « ‘?'1- A Client Configuration1:  Connectmethod: pre-logon
g Vi T \ﬂo‘g_'\f ........ 2 User: pre-logon
T S o o i
[3) Pre-logon e"g???‘ -"\E)Q"“\}s Authentication Modifier: cookie
i 02, 0% et .
connectionto g,e“‘?-' ey Y ) _
gateway. W e ClientConfiguration2:  Connectmethod: pre-logon
. et User: an
o Pt . y . . 3
** ot 3 Authentication Modifier: cockie
L Single sign-on: enabled

o — Gateway Configuration
_9 User logs PreLogonCert
in to system.

J

Certificate Profile:
\QuthenticationProﬁle: GP-Client-Auth

XA FEABEH T2 15 8 GlobalProtect VPN AR GlobalProtect ¥H¥MEHA,
STEP 1| 3§ GlobalProtect #2210 X5,

£ NAAEEOEBMER default ( BUIA ) ERASRHR AR OIZERKAH.

filgn | %% Network ( M4% ) > Interfaces ( #1 ) > Ethernet ( AAR ) T+ , REEEBEU T ]

Tt

%% ethernet1/2,

M Interface Type ( #0AKHE ) THFRHPEE Layer3 (E3IEF) o

£ Config ( BLE ) W F L , Assign interface to ( 2Bt 0= ) BIA Virtual Router ( EE L& H
8% ) M 13-untrust Security Zone ( Z2XiF )

£ IPv4 &I+ E | 25 Add (700 ) LUESER IP #bik 203.0.113.1 ( ARETE 203.0.113.1
IR ) =AM New Address ( Fritbiit ) SROIZEFHFX KM ut RS ( #bub KRR E R Static ( 52
A) ). Hlan, tIERATHE IP ik 203.0.113.1 B = gp.acme. com B DNS“A”iE K,

%32 Network ( W45 ) > Interfaces (#0 ) > Tunnel (B8 ) 3 Add ( /&40 ) Fbg&E#EO,

1. 3 F Interface Name ( #O &) , B A tunnel.2,

2. 7£ Config ( BB ) &M+ L , Assigninterfaceto ( 7Bt N ZE ) &/ corp-vpn I Security
Zone ( £ [X13 ) FERIA Virtual Router ( ERIEEHET ) -

£ corp-vpn XF A A“AFRIR

wn e
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STEP 2 | L& REEH N,
WEEFEELTRE (Policies ( KB ) > Security (&2 ) )

1. Add (&) TUEMEBERAFRHEBIRSFEREMRS (Sl 5 HBRIERS. DNS, DHCP
Microsoft £ ) KIAM,

2. Add (B0 ) — M RNISRIELTRE KA R FAEEME NN ARF.

3. Add (%) EMEMARNRERRNAFSAFPAEB RS ENBRNNARR, RBSESE
BB o 2 4 SRS B I B IX LML,

STEP 3 | AT 35 7% 2 — W AEE GlobalProtect |17 MM < By O IREVAR S5 B/ IEH

©

) SAKBAXFIBMNE=T CA RS |/IEF,

FEAMNFHNR CAERBZERSHFIEH,
i%£3#% Device (8% ) > Certificate Management ( iEHEE ) > Certificates ( iEPH ) UIE T IR EEE

IEH

FRERESR[IEHR, ATFIIFHMXMNTE—#Z0 , BXHENEE AR —RES|IES,
PR FAA (CN) 2415 FQDN gp . acme . com £,
s EfRREEEITFMAREERER , BEARKRBLH CANRSSH[IES,

STEP 4 | AFFBEHEE GlobalProtect WiR RAEKIZRILES , AERESAZESMIBH N NERF#EEF

F,

REAAFMAEBRERBZRISD , BEREMEREANMNANLHEMSEN (PKI) @ik A M5 &IIE
H,

1. [0 GlobalProtect & i Mk m M & Z il B,

2. FEim KN NERFREERLEIEFR, (Windows iR R Aty i E AL F M E K macOS iR LRI R
SiEAEE )

STEP 5| NEMAALEREBH CA R AER CAIEBSAETFMMX L -

£ RS ARLH,

1. T & Baseé4 ¥ K CAEH,
2. BTHERMEBSAZTRE TN EM AL

1.

2.
3.
4.

5.
6.
7.

1%£3% Device (%% ) > Certificate Management ( iE & ) > Certificates ( if$ ) > Device
Certificates ( R&IEH ) , AT Import ( & A ) iEH,

A Certificate Name (IEBEH ) , ZEHRAFEBIRRNENEFFiw CAEF,

Browse ( % ) ZIM CA TE ) Certificate File ( iEH X )

¥ File Format ( 3X##& = ) 1% & }1Base64 Encoded Certificate (PEM) ( Base64 4RiZiE
(PEM) ) o

B OK (BT ) MREFZEIESR,

£ Device Certificates ( R&ZIE$ ) W+ L , EEBFENS ANIES,

1%3% Trusted Root CA ( AIfE4R CA ) BikE , RAEEH OK (BE ) .

STEP 6 | 81N # GlobalProtect WXy AdE £ | BIEIEBEE X4 UARR A TRIEVERIEFRH CA

EFo

MREUVEAFBZRENEART T RIEDFHRIENAF#TEHRIE , BMATFIRIEHH CA L
FBEEWMRI[LELHN CAIEBFRE , FFSEIEBEEXHPREN 5| AT MEH.
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1. 1%3% Device (%% ) > Certificates ( iE$ ) > Certificate Management ( IEBEX ) > Certificate
Profile (iEHEEXH ) , 3 Add (&I ) FHEIEPEEXH.

2. A Name ( B ) BARREE X4 , f5l20 PreLogonCert.

3. ¥ Username Field ( AP &5 ) IREEHN None () -

4. ( ) MREERAFEFREBEAFEZANERTELHRIE , BMAFFHIEREH CAIERSM
AHNBEPH CAIUERTRE , ERR AT —FEH,

5. & CA Certificates ( CAIE$ ) FE& , Add (A0 ) CAiIEH,

6. BRELER 5 S AR TS CA Certificate (CAIEF ) , RAEETFOK(HE )

7. B& OK ( E ) REFEE N4,

STEP 7 | BEi& GlobalProtect M3,
BES R A TIZZE1EH GlobalProtect VPN A E REVFHFNE

BRANMBEZHRMRBBIEBEEXH , BAUNERFAFRERATFRIDSORISETS4
RIFREXHNRIE. EAREF , FTAKN LDAP BEEXH N ATRAFRIERFNE—EEX M.

1. #%4% Network ( M4 ) > GlobalProtect > Gateways ( Fi3x ) , A5 Add (710 ) FTHIMKEE :
Interface ( #0 ) — ethernetl/2
IP #iit —203.0.113.1
Server Certificate ( RS 85IEPH ) — GoDaddy MAH GP-server-cert.pem
Certificate Profile ( iE $EEX# ) — PreLogonCert
Authentication Profile ( &3 5%iFft & X1 ) — Corp-LDAP
Tunnel Interface ( f2i&#% 0 ) — tunnel.2
IPPool (IPf1 ) —10.31.32.3 - 10.31.32.118
2. Commit ( 12X ) MxBEL&E.
STEP 8| Bii& GlobalProtect [T/,
ELE Device (1IR% ) 1B (BMNSH. BORIERSEEXHARFHBRIERS[IESD ) .
%32 Network ( 4% ) > GlobalProtect > Portals ( (717 ) , fA/& Add ( &0 ) THIIFEE :
% & GlobalProtect 1/ 5 A4 PR :
Interface ( #0 ) — ethernetl/2
IP#isit —203.0.113.1
Server Certificate ( RS 8FIE+ ) — GoDaddy M AHK GP-server-cert.pem
Certificate Profile ( iE BEE X ) — None
Authentication Profile ( 3K UFALE X4 ) — Corp-LDAP

STEP 9 | AR FZAFMEEFZHAFE Y GlobalProtect {SEEEL &,
EEMRZALEEENEFRMEEMX , EEAE-—BE.

EEMEZAFERRIEHSATEMX , BRERMNEEX 4. EE—MEEN User/User

Group ( /AP ) # , %% pre-logon ( & F ) ffikss. NTFMBER , NP EEXNRLMmIER
TEHRWIE , UBIEE (FEREZSHRERFEXEK ), B8, SAFREEN , NPXAR#TS
BIAE,

ENPNAP#HTEARIEE , HEHBE -/ EE. ELIERT , User/User Group ( AP /A4 )
Rany (EFE),
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AN RERER  EE-NMREFER SSO LAY A BRER AN MEFEBNASER
_Q\ EEMX, WMRKREM SSO , MR Agent (K ) REERPRIFHAFE.

7’

%32 GlobalProtect [TFELEE O/ Agent ( X ) IR ( Network ( W% ) > GlobalProtect >

Portals ( [17 ) > <portal-config> ( [TFPEE ) ) , RS Add (&) FHHFP-NEE :
EMEFAFERIEERAHERMX

Use single sign-on ( fEA# S &3 ) —enabled

Connect Method ( EEF L ) — B

External Gateway Address ( #AEBM<itbit ) — gpl.acme.com

User/User Group ( FIF/AF4 ) — any

Authentication Override ( § 3 ¥IEE X ) — Cookie B3I LA A F#1T73% 80 & 12 10 I M Bl B R #
EMBERAFEFZAG D BIERRIMMX

F-NMMERE :

Connect Method ( EE#E S % ) —MER

External Gateway Address ( A& x<ithbiit ) — gpl.acme.com

User/User Group ( AF/AF4A ) — B =R

Authentication Override ( 3 RKIIE % ) — Cookie &3 LAXT A = 33 173588 & 10 10 1F A fd & Rl 57

FoARERE

Use single sign-on ( fEfA# S &3 ) — enabled

Connect Method ( EEF L ) — B

External Gateway Address ( ZAZM <tk ) — gp2.acme.com

User/User Group ( IF/AF4 ) — any

Authentication Override ( 3 ¥IEE % ) — Cookie B3I LA A F#173% 80 & 10 10 i M Bl B R #

BRMBXEENVTRESRNE T, URALTE-—U , BFEHEFHEE MoveUp ( £B ),

STEP 10 | {f%F GlobalProtect Et &,
# & Commit (X ),

STEP 111 ( ) MRAPMREBERER (HlEXRR ) , FEAFPUIRERNELFEMERE
¥, Fim R LAI2 Prelogon jEM &I,

!\‘ SR TR ERB RN P sk,

EXEMRCEBNEFEAEFE , BSHLLEA S NBENHIEE,
1. BB Windows JEF R E LLEF GlobalProtect i%E% % :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. i%&# Edit (%% ) > New ( 7 ) > String Value ( ZFHE ) , UEIBUT EMEREE :

82 &N Prelogon BEfEN 1 K String Value ( F&RFHE{H ) . ZIRE 1L GlobalProtect E A &
i KRB R — NMERE
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« BIEEHN Portal By String Value ( FRFEE ) , HHI5E GlobalProtect i RETIAITF /Y IP i
s EHE,
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GlobalProtect Z M < Bt i&E

FELLTF GlobalProtect ZMX i , EFE-NMABRRANERE, FLHIbT , BUHEEE ML K
& LAEE S = GlobalProtect M5k, HARMAIFHENEFFIREEN , ETUNTENEFREBEE
TRHMX , RAFHRIAEMX

..............................................................................................

et T

Il (R Zone: I3-untrust Zone: I3-untrust
Interface  ethernet1/1 Zone: 13-trust

Interface ethernet1/2 Interface ethernet1/5

Interface  ethernetl/3

7: GlobalProtect ZM<#Fb

MRAEFHREEESS MK, WA HEREEEPKEERAFINS I, NARERLERMN
e B B (] SRORTE EREREMI POk . HERE L Se F M < Y W BB (B < T PR A MK B9 P29 W RU A [R) B, A F i %
EREMEERNX, BXFARE , BSHZ WK E 1 WL LR,

STEP 1| ¥ GlobalProtect #2200 M X1,
KAKREER , MEAREMWFIER AE EIgEEO,

£ NAAEEOEBER default ( BUIA ) ERASRHBR AR IZEREKA.

AR /MK (gwl) BB Kt L

+ %3 Network ( M4 ) > Interfaces ( #0 ) > Ethernet ( LKW ) |, ARE %R ethernet1/2,

+ fF ethernetl/2 BLEX IP it 198.51.100.42 WE=RUARED , AEFHIESL 13-
untrust Security Zone ( £ X1 ) f default Virtual Router ( ERIEEHSE ) .

- BIEN IP st 198.51.100.42 RS F gpl.acme.com By DNS“A"iE R,

+  %&$F Network ( M4 ) > Interfaces ( 0 ) > Tunnel ( B&i& ) , RS Add ( /710 ) tunnel.2 &
H. AiNEOER N corp-vpn BT Security Zone ( Z£XiH ) . FHHEHDEL defaultVirtual
Router ( FEE\BEHIZR ) -

+ 1£ corp-vpn XA ZA“AFFRIR,

EARBEZNMR (gw2) BB XIE L
+ 1% Network ( W% ) > Interfaces (#0 ) > Ethernet ( LKW ) |, #AF%$F ethernet1/2,
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« f¥ ethernet1l/5 BLEN IP 3t H 192.0.2.4 WEE 3 BFED , AEFHEIELS 13-untrust
Security Zone ( ££ X135 ) #ERIA Virtual Router ( EE\EEHET ) o

- BIZATIP st 192.0.2.4 BSE gp2.acme. com i DNS‘A"i2 %,

«  %$F Network ( % ) > Interfaces ( #0 ) > Tunnel ( B33& ) , A5 Add ( 10 ) tunnel.1
O, AMNFEOESEN corp-vpn HIH Security Zone ( R X1 ) . FHOELIRIA Virtual
Router ( EH\BEHET ) o

+ £ corp-vpn XA ZH“AFFRIR,

STEP2 | INBRAAFPEMFHAEBIE S LM GlobalProtect NAREZiTXERAEAT HP RS K
B , EEEF/I MK EMEH ZZ GlobalProtect iT 5,

WJ3% GlobalProtect iJ FIFAWEIBIERBE , ET I A EEARTF K XE L LR EVF AL

1%#% Device ( %% ) > Licenses ( Wi ) o

1% Activate feature using authorization code ( i Z A BEIEIIAE ) o
REIRRAET , 8 A Authorization Code ( BB ) , RABETOK (HAE) .
BiFRE S HIBUE AL ¢

MO bdpR

Date Issued March 19, 2012
Date Expires March 19, 2015
Description  GlobalProtect Gateway License

STEP 3 | 7£3£E GlobalProtect WX BN X iEH | QIR LS KEE,
HWEREZFEREMANE corp-vpn XiFH 13-trust XIFZEBABER , MEHERNIBER
( Policies ( RB& ) > Security ( Z£ ) )o
STEP 4 | R T 5|#EH £ 2 — NAEE GlobalProtect |17 GlobalProtect M < Al A 2 O REVIR S 28
U
o (BEARNPHTP/MXBEAE L ) SAKBERFENE =7 CA RS EHFIEE,
(ENEFEMBIBFAEE L)) EHTTFFRIE CAERBEERRSEFLESR,

AP/ MR ENH A L | %$F Device (&% ) > Certificate Management ( ifBEE )
> Certificates ( iEF ) IR T I A EERIES !

RAEE portal/gwl BIZOREURSF|IESH. BFIIANMXTRE—#ZEOL , REkAERAR— RS
W, IEBEY CN 495 FQDN gpl.acme.com A, BEfHLEEETFPFMAKRIEREIR , B
FERAXBEAH CAPWRS|IEDR,

RAR gw2 PHEOREBRSRIER. BT ZFEONEZERNX , It EABSRIESR, IEBLRAB
(CN) 4715 FQDN gp2.acme.com fHEHL .

STEP 5 | E X PR A R IRAE R[] MM XK

BULBREERIIPEEXHN/ RS HRIEREXANASUBRIIFMMXNES, A REMXE
AEATENSHRIERR, BSRTHETUT HS LA

BENSS ORI ( FORIEEEXH )
- REEFFHIERSHRIE (EPREXH )
. REVNEEHRIE (EFSES OTP)

B/, |RANFMMXEE A EHIEHEE X4/ S DRIEEREX 4.

STEP 6 | it & GlobalProtect M3,
AT RBINE A E B GlobalProtect Z W< HFMRATRM gpl M gp2.
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EHE gpl B L | %38 Network ( M4 ) > GlobalProtect > Gateways ( X ) . BB TMx
RE :

Interface ( #0 ) — ethernetl/2

IP st —198.51.100.42

Server Certificate ( RS E5IEF ) — GP1l-server-cert.pem issued by GoDaddy
Tunnel Interface ( B%i&# 0 ) — tunnel.2

IPPool (IP3t ) —10.31.32.3 - 10.31.32.118

EHEE gp2 MBI XIE L | 3% Network ( M%&) > GlobalProtect > Gateways ( WX ) » BLEMULTMX
RE :

Interface ( #0 ) — ethernetl/2

IP iyt —192.0.2.4

Server Certificate ( RS EFIEP ) — BXRBIEPH GP2-server-cert.pem
Tunnel Interface ( B%i&# 0 ) — tunnel.1

IPj# —10.31.33.3 - 10.31.33.118

STEP 7 | Bii& GlobalProtect [T/,
%% Network ( M4% ) > GlobalProtect > Portals ( |1/ ) BB TIIFRE :
1. 1&& GlobalProtect [/ i/ (8] fX bR :
Interface ( #0 ) — ethernetl/2
IP st —198.51.100.42

Server Certificate ( R E5IEF ) — GP1l-server-cert.pem issued by GoDaddy
2. E X GlobalProtect RIZE & :

EHENEFFREERIRTEENHRER , A EEREEEETAF/ANEBAN/IEEA
HIP BI K RERE Hl o

STEP 8| 82 GlobalProtect X5 .
1% Device (%% ) > GlobalProtect Client ( GlobalProtect /1% ) o
FELLfls | BREET S EEANAEHNDSER,

STEP 9 | 4R 1% GlobalProtect B & .
AT M RBIBF K E Commit (12K ) BE .
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BATFAEE HIP RIUEMETF AP ERIAY
GlobalProtect

SR D M/ HIP BiEthEE AR , EBRK AR —ME AP/ RRZBRSRIHANZEBEEHZ
£, BEEE  MMEREAEREHRZES (NAC) RS, ERE#HITHDRIELT R X R IRI SRR
T, AEMXt2H M.

RAREARMINEEN , AFMARREENAFER (HLER ) BX K MAXFREEN, 1A,
BUCHAAEREFREERNEAE B (SSO). Z4 , BTRIBENEFTEMXELRBEERE , RILFE
Rim R VB EEE R 1P i,

RALREE B , ASMXRA TRHARTETANKRE, XLERED 3 2T TREENRAFHRRER

EEMRRBEE , AR ML ANAFIER CRM NARF, FRELRIEN AP 15 R A E Web %Ko

gesh  Mx EEEM HIP BREXERREMEENUBRFEAREFER , SINREERERHNRS
EIEF , RECEAMAND K AREERRLERM.

(3] Gateway enforces

@ apps 0 security policy based
authenticate to

portaland receive cndu::a;'grotul:lname
an match.
client configuration. —
eAppssubmit e
B
0] 0 oo=n { ’ userinformation

and host

Portal é t Internal Gateways
e1/2 information. california.acme.com
10.31.34.13 newyork.acme.com

gp.acme.com o

Internal Users Datacenter

8: GlobalProtect N X< &

FERA T 5L REE GlobalProtect REFRI %,

STEP 1| ¥ GlobalProtect #2200 X5,

RALBBER , RAEAR TSN/ FAERAE EREEO, BTHEEREARTMNI , FLm
ERIMENED LB S MMX,

£ NAEZOEBEMEA default ( BRIA ) ERBRHR AR OIZEHHEEKA.
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AR /MR ZNAE L

1. ERE—LUKRGG O AR /MK , AREE IP #ut Y F 13-trust Security Zone ( 22X
19 ) PSS 3 280 ( Network ( 4% ) > Interfaces (3 0 ) > Ethernet ( LAAM ) ),
2. 7£ 13-trust XA Enable User Identification ( B AR F#RIR ) o

STEP2 | MIREMNEM —BRLRAFFBIHEBZIRZ LA GlobalProtect RARF , RELITRIERZ
AT HIP R 2KE , HHEABAITMKX SN XIEWRH L GlobalProtect 1,

Date Issued March 19, 2012
Date Expires March 19, 2015
Description  GlobalProtect Gateway License

WI3K GlobalProtect 1T B H W EIBUERBE |, & T I A EEARM<HIBL X% £ &% GlobalProtect iT
7
1. 1%#% Device ( %% ) > Licenses ( AL ) o
2. i&# Activate feature using authorization code ( AN BEIEINEE ) -
3. RERRET , A Authorization Code ( #RRB ) , REEHOK (HBE ),
4. WIFRAESKINBUEF L,
MBEREFTENFANLE |, BB REH Palo Alto Networks $4& TRRITHALZ 4, AXIFAIEREAE
B, 2% T GlobalProtect ¥F Al i,
STEP 3| A GlobalProtect [ 17 #Ff& GlobalProtect F<IRELAR S5 BFE

NEREEENF , WRAGEAFPMRIIFRSFRIEBR CAEH, SEIRTUEEOERED TP IE
MPAEERABZERIERHFR CAIEREHERRR , LAMNZRE CA FTFRIRSJ|/IESR,

AEMX EEABERIES,
HEENRERZNOT
1. AR HEXE L
1. SAKRBXFEAMNE=7 CA RS IHFIEH,
2. 812 T GlobalProtect A#MA BERIEBEIR CAIEF,
3. EANFHHE CAERBEZERRSHFILEFR. AAERNXEENTHRIR.
2. ERHEABRXBFNNIE L BEEZB RS EHFILF,

STEP 4 | I X AR A FIRAEZE ] MM X

BULERERIPEEXHN/ RS HRIEREXANASUBRIIFAMXNRZE, A REMXE
AERATERNSHRIESR. ESHTIETUATHEI TR

EENDFHEIE ( HORIEERE XM )
EEEFIWIESFHRIE (EPEEXH )
HENESHRIE (EFHEE OTP)

e, FEAMNFMAMXEEFEXNIEBEEXHN/ RS HRIEREN .

STEP 5| SIEFEX MK 1R8I ITR £ REER HIP BLE XX H,
BX HIP EENEFHMAER  ESREIESR.

1. B HIP X S UATR IR AR F AT SR R I8 EALE0E, flan , RBAIEFNFEZSHMLEBIETFH
RPRTESE , NA6E HP NRUBRIEIRBEREBHEFEERGUREAREFEMNAAE
HEFRBNERR.
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HIP Object ®

General

Mobile Device
Patch Managamanl
Firewall

Antivirus

Anti-Spyware

|#| Patch Management

Criteria | Vendor
[ 1s nstalled
Missing Patches
Severity | Greater Equal
Check | has-any

Is Enabled | None bt

Disk Backup
Disk Encryption
Data Logs Prevention

Custom Checks

2. SIBBEEREPFERAN HIP B & X,

Bl , MRBFERNRE T HFHIEHEFH Windows AP IHRIASEARRF |
B XA RE TRBEMEFNEN

B | P Profile ®

) =T B A0 %1 HIP B

HIP Objects/Profiles Builder

® a0 Oor [@nor

—¢| 24 ':E'“'E| E'] @

Mame | Missing Patch on Windows

Description

MName | Type | Location | | Match |not “MissingPatch™ and fWwindows™

Mac -

Mot Managed g |

MissingPatch b |ﬂ

e not checkin g Add Match Criteria

Android L]

company-provisioned g i “

STEP 6 | BCERIEBMI >,

%32 Network ( P45 ) > GlobalProtect > Gateways ( X )
) #HMx, BELTHXIRE :
- #nN
o IP it
o RBI|IEH
o FBRIIRENXHRN/N BEXH
WIRE ( BRIFBIRE HIPBH ) , BX

EEE  BHTAEEREEE , AL ETEERXEEFRERF
BIEMKEEN DL , BSHREGEE GlobalProtect W%,

| REBERERHBRER Add (F

STEP 7 | &2 GlobalProtect |1/,
» A) )= On-

L )RR 8

PEF( &’ﬁ‘é‘;‘F

BRERFAAEESAER User-logon (Always On) ( FIFF &3 (1848 A
demand (Manual user initiated connection) ( &% ( AP FaI A RIERE )
ATABMXEEMKRELITH , RikFEMA User-logon (Always On) ( A
) ) EERE,

1%3% Network ( 4% ) > GlobalProtect > Portals ( [/ )
BEXATIIF
1. i%& GlobalProtect [T/ B4R :

Interface ( # 0 ) — ethernetl/2

, REEFRIAIF I AdD (F0) FHiTF
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IP Address ( IP #b3if ) —10.31.34.13

Server Certificate ( [RFEHEBRIE ) — GP-server-cert.pem issued by GoDaddy , @&
CN=gp.acme.com

2. E X GlobalProtect & i & M RIFEE :
Use single sign-on ( A # K& 3K ) —enabled
Connect Method ( iE#5 £ ) — User-logon (Always On)
Internal Gateway Address ( NE><ibiit ) — california.acme.com, newyork.acme.com
User/User Group ( IF/AF4 ) — any

3. Commit ( 2% ) NFPEE.

STEP 8| %82 GlobalProtect N A2 FF &,
%48 Device (%% ) > GlobalProtect Client ( GlobalProtect /1% ) o
Tl , ERETF ERANAEHNDSER,

STEP Y | EMXx ERIZERFA HIP M/RETAFR/EANREHAN,
EARTRBIH  FNTHREHRN

1. %38 Policies ( ZKB§ ) > Security ( Z€ ) , ##d5 Add (F0)

2. £ Source (/R ) W= , fF Source Zone ( JRX1F ) i&E R I3-trust,

3. EUser (AR ) &I+ , FMECEN HIP BENXHRAF/EH,
£ HIP Profiles ( HIP BLEX # ) KA E T Add (RN ) , RFIER HIP BLE X4
MissingPatch,

« Add (70 ) Source User (JRAF ) A ( RTBEZHFCIEZMNMN , EFUHF'RITE")
4. B OK (HE ) REFEMN,
5. Commit ( 232 ) MXEE,

Name Tags Zone Address  User HIF Profile Zone Address Application Service Action

1 CRM access none i) | 3-trust any 8: nance % Missing Patch ... | [ |3-trust any sap # applica L v]

2  Engaccess no i) |3-trust any 8 Engineering @ Missing Patch ... | p 13-trust any bugzilla o applica ()
perforce
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R EBF AT R B S BB

7 GlobalProtect WEBMATEMESEEF , LR LA VPN T RIAMG RSBRAIE RS BIEREMRX. XA
LB ERY , GlobalProtect M ARFHAITASENRN UBER R M T AEERABME, MRNABERLNT
AEBME MR EREHETFPRESFASINABMX , HEEERE L LR RKIE0 A E K MXE

MIERE,

N WRFAAEAISMKREENNF MK , B4 GlobalProtect & #7574 B & 53 User-Logon
(Always On) ( HF &3 ( 188 A ) = Pre-Logon (Always On) ( i&F (/L EBH ) ) ,
N GlobalProtect §j i < B EZZMEMABR K. EASAFLFHEIMKEZZ
8l , GlobalProtect J§{R#F REEIRD, BIBLITH , L ATLLERE GlobalProtect LA S H A &R
AP User-ID , BRI XEASAF M BEVPN 177,

HTZ2RBOIEZTMIR EEL , Rt AT AR EZESRN, ABAF D3 A HRNER, i BLEE
MIFLRER /AR BHARSE HP REXATEUSEFEANEFREE , EAANERGRSRE
TR EREY IR

EAXRREIF , NMPRFAE=ZAMX ( = MABAFENAEBRK ) IBBFREPAAE L, TF
gpvpn.acme.com FYFNER M < TJ 1R 4T 3T 2 Rl M LE VI FE VPN 5 RIABR | POERM o< I £ X9 BUR A BUE A OVR
FIRHETAR R BENANEL DR A, EERA HIP RIEBRHBRAZER LN ENEERTNE
SIEAMERF
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Internal Users

Source control,
bug tracking

® Gateway enforces
security policy based
on user/group name
and HIP match.

I
® internalhosts [ Tl T—m—=m—
r ’submituserandhos (1] 0 oo
information. Internal Gateways

california.acme.com \
newyork.acme.com

(1] Apps authenticate
to portaland receive
client configuration.

B
][] 0 coen
Portal
el/2
198.51.100.42
gp.acme.com

—
L] [ oosn

~YExternal Gateway
P gpvpn.acme.com

Datacenter

the best external gateway
and establish a VPN tunnel.
After tunnel establishment,
the app submits userand
host information.

9: WA HEEMXH GlobalProtect &
FERATHIRESEERNIBAMASE GlobalProtect X,

STEP 1| 4 GlobalProtect €2 # 0 F1 X 18,

RALEBR , AEAR TS NMXRAEHXELIREZQ,

A B BELE GlobalProtect [ s Mx 20 LM iF HTTP, HTTPS, Telnet =
SSH WO EBREEXH , RRXHETLUM Internet | EBRE, HRBREZEEZHEHN
SE SRR LR LE B Zh BT B 75 AR X By X 45 Y B B 1 ) AR BR

[ﬁ NFAEEOEEMEA default ( BIA ) ERBRHR AR IZEFEKA.

EAE TP FX (gp.acme.com) BIBH A& L -

+ i%3# Network ( M%&) > Interfaces ( ##0 ) > Ethernet ( LAKM ) |, fF ethernet1/2 B2 &} IP #uiit
71198.51.100.42 W58 3 RULAMED., FHED AL 13-untrust Security Zone ( Z£ X5 )
BRiA Virtual Router ( AR ST ) .

- BIZATF IP bt 198.51.100.42 BRFT ZE gp.acme.com K DNS“A™IE %,
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+ i%# Network ( M%&) > Interfaces (##0 ) > Tunnel ( B&i& ) , A5 Add ( 511 ) tunnel.2}E
Ao FEHPEL BN corp-vpn BIF Security Zone ( Z2 X1 ) MERIA Virtual Router ( B
2o

« 1E corp-vpn XA B A“AFHRR

EAFEINEBM > (gpvpn.acme.com) BB X 3% £ -

1% Network ( M4 ) > Interfaces ( ##0 ) > Ethernet ( JAKM ) , ¥ ethernet1/5 BLE R IP it
$7192.0.2.4 B 3IEUARED, FHEHS B4 13-untrust Security Zone ( T2 X3 ) FMEIA
Virtual Router ( BB HET ) .

o BIBRATFIP st 192.0.2.4 5 E gpvpn.acme.com B DNS“A"iE %,

« #%$Z Network ( %% ) > Interfaces ( ##0 ) > Tunnel ( B8 ) , RS Add ( "1l ) tunnel.3 &
Ao FEHPELA BN corp-vpn BIF Security Zone ( Z2 X1 ) MERIA Virtual Router ( B
B|)o

« 1E corp-vpn XA B A“AFHRR

R AR ( california.acme.com F1 newyork.acme.com ) BIBH A #& L -

« %42 Network ( M%&) > Interfaces ( ##0 ) > Ethernet ( BAAM ) |, ERNEBMLE LEET IP it #Y
F=ZBUAMED, FHSHEL 13-trust Security Zone ( Z£ X135 ) FERIA Virtual Router ( EE
).

. BIEATMERER IP Mt california.acme.com # newyork.acme.com B9 DNS“A”i2 .

«  fE I13-trust XA JE A A FARR,

STEP2 | MR RAAFPEMFAEBIIK S LM GlobalProtect NAREZiTRERAEAT HP RS XK
B, FEANERMK (AESMAE ) WS KEWRFH L% GlobalProtect 1T

Date Issued March 19, 2012
Date Expires March 19, 2015
Description  GlobalProtect Gateway License

JI3E GlobalProtect iTFEH W EIBUERBE , EAEKMKH PG X% £ R %K GlobalProtect 1T :
1. 1%#% Device ( i®% ) > Licenses ( AL ) .
2. i%&$% Activate feature using authorization code ( £ AR EEIZIEE ) -
3. RGRRE , %A Authorization Code ( #RXAMB ) , RFETHT OK (HBE ),
4. WIERE S RINEGE T ERIT H.
MRBEXEFFENYF AL |, HBREM Palo Alto Networks & TRRIMHZ4HE, AXFTIENEAE
B , {2 /% T GlobalProtect A1,
STEP 3| 3 GlobalProtect [ 1/ f1FT& GlobalProtect M < 3RERR &5 2R iEF5 o
RNEREEZEF , WRAGEAFPMKITF RS FJIELHIR CAIEH,

AEMX EEABLERIES , AEFFREET R CAILRHEENA, REMERERRTFHNBX
& FERFRRIES , RERESEEMR,

EENRERBOT :
1. FEARITFHEBXEL

1. SARBARFMAYNNE=H CA BRFEFIEP,

2. 8l A F [ GlobalProtect A4 Ak BXRIEPHIIR CAEH,

3. FAMNFHHIE CAERBELERRFHEILED. AFMERXESHITHESR,
2. ERRNIBPAXHB N AEL

HEESBRSR/ILED,
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STEP 4 | T X AR A R IRAEE ] MK

FAUEREBEREEXHN/RIFORIERENHFNASUBRITFMNXNRZE, TPREMXBAE
RAAENEHRIESR. BSHTHETATEDSHA

« RENSHHRIE (FORIERENXH )
- REFFHIEDSOGRIE (EPREXH )
- RENESGRIE (ETHEZEOTP)

BE , FEAMNFMMXEEFEXNIEBEEXHN/ RS HRIEREN .

STEP 5 | B FEXI MK 58 HIH TR L KMH HIP B & XX,
BX HIP EENEFMAER  FSRENESR.

1. B HIP X KGR IR AR F AT SR R I8 EHLEE, flan , RBM I RLZREHNLRIEIERF
AP, AR HP NRARIEREEZREIEFERRGUREARETELNEBINER

RENEH.

General ¥ Patch Management

Mobile Device

Patch Management
Firewall

Antivirus

Criteria | Vendor

[ 1s nstalled
Missing Patches

Severity | Greater Equal

Check | has-any

Is Enabled | None bt

Anti-Spyware

Disk Backup
Disk Encryption
Data Loss Prevention

Custom Checks

2. SIBBEEREPFERN HIP B & X

Bl , MRBHERNRE T HFIEIEFH Windows i /iR AERSARERF , W ATKENT 5 HIP &
BX AT RE TBEMEFNEN

E | voP Profile

HIP Objects/Profiles Builder

®amn Oor [@nor
—¢| 2—':6"'E|E']®

MName

MName | Missing Patch on Windows

Desaription

Match |not "MissingPatch” and ['Windows™
Mac

Mot Managed

MissingPatch

Did not checkin
Add Match Criteria

Android

company-provisioned

STEP 6 | BLEMBRM <,
1% Network ( M%&) > GlobalProtect > Gateways ( M ) 3 Add ( 70 ) & FHEBHMXEE :

. BN

- IP it

BR 5 BRI $

BB XXM/ B E XX
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BIE O HTAEEREEE  AELTEEMXEEPREEFREEIRE ( BRIFLIZKE HIPBEA )
BXBEMKEEN D LR , ESHEE GlobalProtect M3,

STEP 7 | Biti&@ GlobalProtect [/,

SRERENATNACRFREZMENANENTFREE  BUTATEAESACIZEE A
ERERF/AEN/FETNANKJIRERSENHAITHE,

i%4% Network ( 4% ) > GlobalProtect > Portals ( [/ ) 3 Add ( 740 ) THIIFEE :

1. iR & GlobalProtect |1/ i R BR :
Interface ( #0 ) — ethernetl/2
IP Address ( IP #tisit ) —10.31.34.13

Server Certificate ( [RFESIEBRIE ) — GP-server-cert.pem issued by GoDaddy , @&

CN=gp.acme.com

2. X GlobalProtect #F i B P RILH & :

Internal Host Detection ( AEBEH4 N ) — enabled

Use single sign-on ( A # K& 3% ) —enabled

Connect Method ( #E1#£%5 7% ) — User-logon (Always On)

External Gateway Address ( A\ ZBM < ibiit ) — gpvpn.acme.com

Internal Gateway Address ( AP ><itbiit ) — california.acme.com, newyork.acme.com

User/User Group ( IF/AF4H ) — X
3. Commit ( X ) P& E.

STEP 8 | f2 GlobalProtect N AREFH .

1% Device (%% ) > GlobalProtect Client ( GlobalProtect /1% ) o

FERpld AT LE AR ERHN SR,

STEP 9 | EBANMX LB R KM LEL VPN AFZ2 LR NAEF.

BB L 2K ( Policies ( KM ) > Security ( %€ ) ) LAEFE corp-vpn XiZH 13-trust XiE 2 83

BIER.

RIEEERA HIP MET A /4K SREEAL LUE R 17 7] A EREUE /0 B R
MNTFAHME , FEARNZSEEX AN , BLAFRRE R BEE Web 337558 13-untrust

B, AR &% E B HER.

Name Tags Zone Address  User HIP Profile

1 CRM access none 4 corp-vpn any 8 Finance %Missing Patch ...

8 Engineering %'-'ff"‘; Patch ...

STEP 10 | 4R %% GlobalProtect Et &,

Commit ( X ) BRI AMXEE.

Zone Address Application Service Action Profile

i) |3-trust any none

sap

¥ application-default v

) |3-trust

fH 13-untrust | any
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ni i PR 2% 7] 7 RIS ) 4817 (0] 5 il $0 4T
GlobalProtect

EREDEGIF , BAFABEEZERRA TRAIMNSETFH WIi-Fi Mg, mskHE, YU FEEERHN Wi-
Fi &, APEFBEMNEIFGE , AAAE Internet, AR ATBESE TR BEMNEENEIABRERE ,
RETF OS HWBFIMEITFBIF ( FRBHMME TR utERIRIRAF ) #HITER, BYLEE , BRI R
HRAFEZEEMETFNE. RAFKIIES , BTE# Internet , GlobalProtect FEREFFBZE
Vi, MRAPAEEENRBANZRSE , HELRERE.

RNTH—THRENZEZLZSRDIIREE | Bt o] LA P 4517 8] 52 #1317 GlobalProtect, 24/8 FBLIEIAT |
ERARRFIEEZ GlobalProtect W< 2 8 , GlobalProtect PR L FFEME TR E., FIEREHEELT VPN
PRELLH TR EHRNITER , A AT URENENAPRENSEIE AR,

BIEEFEMEITIFPREERE , LREBFEEIER GlobalProtect LRI , AP AIE RIS EMN T/ERE
LAIFRIMILE -

58 15 P £ ] 7 XM EIEREEIHR | TERE

1T GlobalProtect

WNEEE#E GlobalProtect AT MM 4 , B &L F P IE 40 % 558 # [ 4&
TP A5 Internet , ARAMATATREUAT SBRELH BRI L -
1. EEZE Wi-Fi M,
TEIEEE Wi-Fi MK JS |, GlobalProtect & B Zh4& M58 &I 4]

Fo. MREEREE TREMEIFRNMES , GlobalProtect Bi
B AE A MEFEHI M I 8 ir R M &,

il
o

» EERAALUEELE S KRG E R85 M 5%
MPRAES
2. EATIGEI . —BFBEIMEF

« 37T Web X85 , UBLBERME I BEFRUEE T,
« BEBRRIRERS (05 RENRERFIMNETFBFER,

WREE M EFRITY , FAIBLEE Internet , B
GlobalProtect SIF B1ZhiE#E, MBENAAVEERE K BEERR
B TR ERR LB AHEE LUE R MLIEREZ GlobalProtect F 8215
B EEIMEEZIFERIEER,

» EEAUANEBEEESKNEZEERREML
BH,

MRBHENE TP AEEFEAK , BREFNE P E2RNEE
Bf , =% GlobalProtect T3 B EE |, B EERUMNE, B
BB MG EZHERMRRGIME TP ERNR , B

3 GlobalProtect BiF , REMMARE ('u) X % %$F Refresh
Connection ( RIFTIER ) o

7|

MRBFLAFSHMBFBEIMNEITFFEETH M Internet , B KT A
FoZ GlobalProtect ¥E#2 , MM TAMEA T HIE BTG RIMNLE -

1. EEE Wi-Fi W&,

o
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58 15 P 4% 7] 7 XFE I EEBIR | TERRE

1T GlobalProtect

TiE
o

2. ERATIET — & FKBHIMEIT

« 37T Web 385 , UBYBEIME I~ BFRUEE T,
- BERJURERS (OS) NENRERHFHMEIFBHFER.

MR B F K I B AT LA E Internet , GlobalProtect A IS B hiE
#,

E#EZE Wi-Fi 4SS |, GlobalProtect 4 B 3048 58 &I/ 45 7]

iy

H%E GlobalProtect SEHE T REHRIME , MERLA P LTEEXKBHIME
TP BAIEIA Internet , BRAMBATABUEREE Wi-Fi W&, —BEE Wi-
Fi EA[i# 8 Internet , GlobalProtect Bi F{E 4 B 3hiEE,

MEMARMEERE  BEEARE T REMILEBAEELERE
WPUEREEZE GlobalProtect FaEHRIME , ERIUIEZEZ NI T
JHE., MR GlobalProtect ToiE M E#E |, BT EHRIME, B
FBES T REEIEEE Wi-Fi ME., EMEH LN SR
GlobalProtect M A , EFEHNE LI,

o

EATHISREELRBEMETFRE , HiETMEZERREEE GlobalProtect HE# :

v~ RETEN GlobalProtect BLiE T ML FTF EEF AT , B & Enforce GlobalProtect for
’Q’ Network Access ( X¥ ™ £&1f 8] 58 #l#h 1T GlobalProtect ) £,

STEP 1| i&{& GlobalProtect [/ 5B R o
STEP 2 | ' X GlobalProtect X EE &,

STEP 3| BE X GlobalProtect R FATEFo

« R GlobalProtect JE#EIBLITF , F Connect Method ( £ 77 3% ) i& 7 User-logon (Always

On) ( AFREZR (HRATH) ).

MBI P S FREIM LT FRETE Internet , M ATLUES & B TH B B E LRSI L]

FIgE :
£ Captive Portal Exception Timeout (sec) ( 52 HIMEI TP FINER ) (¥ ) FEF , mAAPT
BEBEMETFANR (AR REN ) (SEEROE3600H ; RIAROW ). MRAFKREL
RPR P B S, BB I ML BRI EER B PSS U 5 R R 2,
E /3 H GlobalProtect R LAER N BI5&HIM LT~ @A AP |, fF Display Captive Portal
Detection Message ( Z TRBHIMETFRMEEL ) REN Yes (=) o

£ Captive Portal Notification Delay (sec) ( S2FIM LT BHER ) (B ) FEHP , WA
GlobalProtect R & /<58 &I 4& 7] 4 5H B EER A ( AR BN ) (BEN 1 ZE 120
BoBRARSH ). ERMBEFIMEITFE |, GlobalProtect f¥7E AT 15 ] Internet Z BIE 31t
PN
B 7 X Captive Portal Detection Message ( 58 HIR 4% 1M 2 ) BATE GlobalProtect #
FRRHINE] P E R,

ER T E ML R EET GlobalProtect VPN B3i& |, iHELE LA Tk :

¥ Enforce GlobalProtect for Network Access ( I/ £% 147158 Fl#11T GlobalProtect ) & TTi% 7
Yes (&) o
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« ZE= A GlobalProtect B LB HI 7 EE GlobalProtect ZE #2825 RIM 4 , 5 Display Traffic
Blocking Notification Message ( £ "B LLBAEER ) 187 Yes (2 ) » HANEEEZE Internet
{B18 RE L GlobalProtect #E1£2 81 , GlobalProtect A& E RILEE,

« £ Traffic Blocking Notification Delay (sec) ( REILBHMIER ) (¥ ) ZE&F , WA
GlobalProtect A& RAEFIEBAE S IR E ( AR RENM ) (SERRSE 1208 ; B
AR 158 ), FEWEREE Internet /5 , GlobalProtect /3 31 bt it Y &5

« BENTEMEIF R EE GlobalProtect & #2842 /R Traffic Blocking Notification Message ( it
EBREIEEAHEE ) o HEEMMAE 512 NEHFEA,

STEP 4 | Commit ( X ) Bk,

GLOBALPROTECT B R 358 | GlobalProtect thiEfE 407

© 2019 Palo Alto Networks, Inc.



408 GLOBALPROTECT EE R $5®M | GlobalProtect HRIEELE



GlobalProtect 22 #3

AR T AT 2BE GlobalProtect™ LR Internet B EZ 256N SR RENSEZLAR
i,

AT HFPRANSZRRNERREMETERASEY S, EXAMERZH , FRINLATREM,
EMEWTEEMURBARAFARER , AFETXEEREEE GlobalProtect,

REXLERAERMIMMSF , BT R AA 4 ARy @A RN AR T E 8 R &EREK
BEEMEKRRENELZLER,

> GlobalProtect & 28 ¥g#h#b
> GlobalProtect & 42831 &k
> GlobalProtect &Z 22 f3fit &

409



GlobalProtect & Z8 #3931

YoulTH

NETELIX Spotify
Norcal Gateway

IPSec/SSL VPN

User-ID &
HIP

IPSec/SSL VPN

UserD &
HIP

GlobalProtect Portal
Santa Clara Gateway
LSVPN Hub

IT Firewall

User-ID &
HIP

LESS SENSITIVE

RESOURCE
(Ex. Knowledge DB)

RESOURCE

(Ex. Source Code) ) =
Active Directory
Internal Users SCEP Server

+ GlobalProtect FJ4&[7] /=
+ GlobalProtect M

GlobalProtect M 4&[1

EARFIF | EHNREZEFH PA-3020 4EH GlobalProtect [/,

B ITFMASIEAIEAH Active Directory (AD) Fl— X %3 (OTP) HE XN E & M K1IE (2FA) RIEZEITF,
MMPETRPAAER G RIERIEIERSEE GlobalProtect B FiRHLE .

BEREERATAS,»—ARAAFPNEMFEFIKREE , AIEOE ZHAPBEL M ZBIX e 1T
Wi, SEFIhEE (Hla0 PAN-OS 7.1 24H958 #I#1T GlobalProtect =% & 8 i B 5E ML (SCEP) ) BY4E(
ERREEREENNAREFEAERAREGRER , ABERHMAFR A2 HIEAAFPNH#TE
U,

GlobalProtect |1 [ GlobalProtect L E# AR E, ZEESRIELENEZEAB IR SPEEN
GlobalProtect M5,

GlobalProtect M >x

AR EHAE Z=E A PA-3020 & 7] A 4E GlobalProtect B3% ( Santa Clara Bi3% ) o £ Amazon Web RS
(AWS) # Microsoft Azure AH=H ZEFEE 10 MK, HEEXL AWS M Azure MK XIE D POP fi
BEETE2RA TN HIER.

+ SantaClara W% — R THIZASE A 2FA BIEZE Santa Clara F3x ( EHAEZAEFH PA-3020 ) .
ZMARERAFREHE Active Directory £#EHM OTP, HFZMXRIPBBERR , RMEEERXF3
WX, FTA , ARPTLEaNEEEZMX , MARFIhEFERE. Hlw, B P IR E
#9 AWS-Norcal BY , —SBRBAIER2FTHEN, MBHEIXLERR , AR ARAFHNRIIAEE
Santa Clara M3,
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Bt4\ , Santa Clara MX#E B N KRB AWS F Azure AM<KIFTAE T £ AR VPN (LSVPN) RRIEL
IEX, Santa Clara M EHEE RN IREZE LN AL IT B IBHNEBRMIMLEZ S (IPSec) FiE. Bt
B&IE 7 17 8] 2 F) B EB A B B R

Amazon Web B %5 1 Microsoft Azure FEIR R — LMK ER 2FA : B/ IHIEHH Active Directory
Z4, GlobalProtect |1/ &I GlobalProtect SCEP D KUt KM X EERITHNEFIRIEH,

NHFPH MK IE A E GlobalProtect 2, ©115 GlobalProtect [TFBE. THIEEREHEL
5 Santa Clara M3<#9 35 2 B35 = B%i8, GlobalProtect T 28X ERA RIS HITHHRIE , FEEERILED
BT B AR,

NREIAIBMR — ELTEIRE , =/NBhAEF{E GlobalProtect M3c, XLy A &R NEH

x , EERSRERBE, AP A#ERAH Active Directory EIRIIE T X LR K, X LRI X EH
GlobalProtect #iRF F ID FMim S Y& EHUE BB E XH (HIP).

N ERERARPRURRELEGR , RXENRMXEENEMA SCEP REMIERRE
,Q R Kerberos fR$5 RIEX A P~ # 17 5 R,

all
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GlobalProtect ZZ 2R ¥ Th RE

RER PR
- BEENMBEZEE
- BERANSTAM

RA R PR

BRARFIER ( REIMEHAEE ) EEZEE AWS B Azure AR Z—, HELE GlobalProtect [ 17 & kAT ,
NAREMX D EBFERER. Wit , AFEZENRXBREURATBANMXERRERB IR SSL et E |, %
e Rz B 8] 7 % R 1T B o

Plan , MAFLAF —RSEEE AWS BEMX, AFEEE AWS EBEMX/E , GlobalProtect Bz ¥ i
KBFFEREESREELHE AWS BEH X E#HITHRE. GlobalProtect BB AWS BEMXFRER
EEAHRBEBRMER , HEIL AWS BEM X5 Santa Clara Mx ZH i S E M [BERNREEHEARR
R, REBED IPsec R EIERBEAAMENRE S, WRERITATED RS ET R EBRME T 2EIERN
EMMER, MR AWS EBRMx ( BB EMMKX ) R K , M GlobalProtect M A & BB M7 &
ElEENRE AR AE , NS BEER R,

Active Directory RZ BRI BHELAIMERNI, YA HTERES BRI , GlobalProtect B f &
AWS/Azure R 5 2B 3 S BRIE YT & 0 BIEE R KA E Santa Clara W<, RfE , LLMXBE IPsec 1 = Z|
W RBBENERELAZELTEIBAM Active Directory BRE 85

SN MEREERAS §RRIEARERERTRNNE | TR E4 Actve Directory R2% 8%
() maEaws w7,

NAMFABHNRLAFTEEREEEAEE=/AEMX. GlobalProtect B HIP &R IEEXLEN
X, T RNAMEENDAERNNAFXIUEZAF ID M HIP B3R5 A5 REF TER R,

EEMAEFRIER
EXRILES | B AARBEENREZE M Panorama EEMBEEFTE R A&,

REHE—BNZEM , AWS Fl Azure FRIFTEM KIEFEAMBNZERBNEE., HECRXE
& , Panorama B FERA—MEZAHEM—MENR, ERILEF , fMEMFL2E A EEHE KX E Panorama, X FER
AASENERERBRAPOCVENRD , MEAEBEZHSNB X IE,

YEEHHEHT , BRI Panorama U EMIBBEFE A&, Panorama B AR — N BB
XiE | HEFEHFRRBXIBZARIEAREERIT.

WM S A%

BRI EPP K , TR Nagios, FRRSER. MEN B EEERERMF, & Nagios BLE N EHWIE
MPRMAXMEFAENELN , HEBNSHERFNRIZER, TS 2MNEERDIN (SNMP) EE
E 5 (MIB) REZEMX &,

EARIEBH | XE— GlobalProtect [1F3E4l, MRIIFATR , HAF ( ZBMNKREEZRITF ) NTE
HEIEZE GlobalProtect, B2 , EEAFPAFEREENIIFEFREEREZEZTEF —IMFX,

£ AWS FiFELE 7 GlobalProtect MY ZANELIAL (VM) Br K EIREM X TR, Hit , THFEMNXEE N
=T A (HA) XY,
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GlobalProtect Z R {IH &

EfEHNBESSERN -, BRETIIRERER.

ZES
MNARE
REEEE

PR B iE

]

(]

(]

i""fﬁﬁ?ﬁ YBEE R I , HHERTE Agent ({R¥E ) > Client Settings ( F /%1% & ) > Split Tunnel ( T2 BE
E) BB KSR BAEH. ESEEE GlobalProtect M3,

Bt Agent ( X3 ) > Client Settings ( & ImiXE ) > Split Tunnel ( #77°B2& ) /3 A No direct access

to local network ( FEEHE AL ) . HSHEE GlobalProtect 3%,

/< Accept cookie for authentication override ( ##3 Cookie A# THHRIIEE ) . HSREE

GlobalProtect M3,

TP E

]

(]

(]

Varax

]

a
O

¥F Connect Method ( E$£775% ) ELiE N Always-on (User logon) ( B4R BH ( BFER) ) BESREE
X GlobalProtect B o

% & Use Single Sign-On ( £ A% K& % (XBR Windows ) 8 Yes ( 2 ) » iHZH HE X GlobalProtect
Bif.

FIPBE N Save User Credentials ( RFAFERE ) (FERIYes (R) ). BSHAENL
GlobalProtect R L& o

{1717 Accept cookie for authentication override ( 3 Cookie A# TEHRIIEE ). BSHENL
GlobalProtect X EEELE o

#F Cookie Lifetime ( Cookie 4= EHA ) BLE N 20 /Nit, ESHE L GlobalProtect {CE R E,

F M £& 17 18] Enforce GlobalProtect ( 58 #1117 GlobalProtect ) » &2 % B /& . GlobalProtect N[,

B AREHEEFIHIT GlobalProtectf , oA A ZBEA GlobalProtect N, BSEEN
GlobalProtect R Fl,

ELi& Internal Host Detection ( AEREHRN ) o EHZSFE L GlobalProtect XEELE,
B RBIEWE"FH Collect HIP Data ( Y85 HIP $iE ) £, ESHE L GlobalProtect {CEELE
PEMZERAT SSL BHH SSL # &£ RIBE CAEH, HSFE L GlobalProtect REELE,

Bk Bic iE

FrREAERENFERARTSEMECEFNMXLZEXTHRNLERBNEE X, £EASEHE
F XAEETHAREZE P Santa Clara M%EF AWS/Azure A EFHIM %,

X AWS F Azure RIVFRBEMXE A SSL %

N AWS EIJE’JFEEITX]%@EEE:J:EEH%E’JE%&MEU U@ Santa Clara XN REBH A ZREMIE, X
& www.stubhub.com #1 www.lowes.com %ﬁﬁﬂ:ﬂ% B AWS IP it SE Bl BV R E M U RER FEEE AWS
AR A9 P 5% B 2 T 1 ] B9 o
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GlobalProtect l%*

V V V V V

X F GlobalProtect BB k%
GlobalProtect RE 5 M % 2 B HY 58 R
GlobalProtect tn#& %

AT IPSec BRE/ B

SSL API

415



X F GlobalProtect ZZ15 %1%

GlobalProtect %% IPSec # SSL B3i&1#8 =X, GlobalProtect & %1% /E A H E3R GlobalProtect N TR F A4 5%
2233 7 IPSec B3 , A/GEIBZI SSL B3E. BT IPsec B&i& , GlobalProtect N T2 SSL/TLS 33#en
ZUR B HRIEEEMBZ4, GlobalProtect Al F1&3# SSL/TLS B&EM R B EHMIEFRIURT -

o MIXIEFZHY SSL/TLS FRA GlobalProtect [T MM AT LAfE A SSL/TLS B & X445k BR &l A A2 7 AT A
NEZEBEHIIR, EHAELE  EXEEIEPNAFNIDNARASKEE SSL/TLS BEEXH , HEEE
GlobalProtect |71/ F M < 48 < Bk o

o MARMBS[|IIPEZ — HaNBRERSHE GlobalProtect B ARFHEEEZ K Hello SHEFZENEH
BEH, RE GlobalProtect NARBRFEZEMXFLEFANZEBEN , MXMaR SSL 2FRBZHIEE
#. EFiE Hello HEHRZBEHNINF AR BESIRER  MROERETF SSL/TLS RSEE S /4HM
MARS[IIPNEEZREERINRPTNBZEES, £ GlobalProtect P IF L B FIt RRSEE X

o
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/certificate-management/configure-an-ssltls-service-profile

GlobalProtect B A &5 Wk 2 [8] By 2358 X #R

TEETRT /2 VPN B2EAT GlobalProtect P 5% 1 GlobalProtect 578 2 (8] # 2288 33 #k o

AN

o

>

GlobalProtect app GlobalProtect gateway
T Client Hello >
IE < Server Hello
< Server certificate
Optional client certificate >
Client key exchange, change cipher spec, finished >
< Change cipher spec, finished

o] Jo] 2]

Authenticate

Get-Config (XML request)

H Get-Config (XML response)

IPSec tunnel setup (fallback to SSL)

< >

10: MAEMXZ BN HBR iR
TRIFMANE T IXEMER,
% 9 NASMXZEHNHRERGR

BEMR i8R

1 ERHTEHEELHHED
~l. &P Hello

BMARFRERQNRERSRE - MEBESIIR.

2.fk%5 %% Hello

MXIEFRENARFRENZBES, HEFREBEIRBEN , IX2ZBNARRF
BUNZBEGNBENIRF , MREHMNXRSSFIEBRETESIRN SSL/TLS
MRASFIE % (@25 T GlobalProtect ZHBIEZEFTIR ) o

3o ALEE FIRIES

MXALUERERNARFNEFRIEBAATEEAF R[N F 4D,
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BiEHR

%8R

4, SSL &1iF

RE SSL/TLS £1EfF , NARFFHRMX#H T HRIEHBERMKEE (Get-
Config-Request)e N THEREE , NARFEWIMNZEN G710 UF & AR g
B, flmpREE O EIE IP ik, MxMRIERHRIE GlobalProtect IPSec ZH5
fit i X (Get-Config-Response) BV Bt EiE 1R B A K N M 5 4 K EE,

TRERT macOS if

KRENNAEM K Z [ 5 E R

£ 10: =~ : macOS i AN BB R

BEMR

1 ERHTHEELHHED
R, &P Hello

R : macOS =

TLS 1.2
37 NBWEH (Z%E : macOS i = L GlobalProtect B ¥ TLS %13 )

2.BR%5 %% Hello

+ Z GlobalProtect £/ ECDSA iF 33 TLS 1.2 & , SSL £iE{# A ECDSA-
AES256-CBC-SHA,

+ ¥ GlobalProtect fEf RSA iFHH1EF TLS 1.2 if , SSL 1iFFE A RSA-
AES256-CBC-SHA256,

3o AIEFFIRIEH

f£ 8 ECDSA 2 RSA && H#H SHA1 , SHA256 5 SHA384 & isiEH

4, SSL &1iF

+ SSL &1 ECDSA-AES256-CBC-SHAZRSA-AES256-CBC-SHA256
* Get-Config-Request

+  BN&—AES-256-GCM, AES-128-GCM, AES-128-CBC

o BMWIE—SHAL F OSEH, Hik IP thutF
* Get-Config-Response

. BEPImEIRSE. RF[IEF IR SPI. MEZHAN S HRIEZES

- BRERE, WwAO. HFOREEEX, IPFMDNS F
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GlobalProtect J1Z2 5 #

« Bl : GlobalProtect R iNZ3 B %k
+ GlobalProtect I X#EH TLS BZBEEH
e GlobalProtect M3x7E PAN-OS 8.1 X ##) TLS R EH

2EZ8 ¥ : GlobalProtect BB hn 2R & %k

GlobalProtect B Fif# OpenSSL FE 1.0.1h 237 5 GlobalProtect i"]F #l GlobalProtect X Z 2 BEE. T
RIETEEMBREBHE GlobalProtect RLABEE , M4 T GlobalProtect BIAFEANINZEZL -

hnz2 B 5 ERAER
Winhttp (Windows) 1 1 GlobalProtect 57 F3R¥E GlobalProtect RIF#
NSURLConnection (macOS) GlobalProtect TP/ M*x 2 GlobalProtect []JF & GlobalProtect
BRI HTTPS EEMENZIA | MXZBIRI HTTPS EE#HTE LR
aes256-sha s N
#H, i,
OpenSSL 1£ SSL 2 F HAB £ GlobalProtect | Fi3R#E GlobalProtect S #1
265256-sha N A GlobalProtect M2 [Elffh | GlobalProtect M3 & A1 SSL E#2
EHHSEH. DAMERR HIP k&, thH7E SSL BEiE M
RIPLE,
IPsec N2 H & 151 3iF M GlobalProtect WX &AM £1E | FARTE GlobalProtect B
aes-128-shal. aes-128- 2, GlobalProtect M>x Z [B] 3L IPSec Bg
cbc, aes-128-gecm M aes-256- E. ERMSSSHRAIE (BN

XA AES-GCM ) ,

RARPBIBETEMEFNES

% , aes-128-cbc ZBEXR SHA1 &

MRIFEx, BT AES-GCM HE
3% (aes-128-gcm H aes-256-gecm) A<
B2 ESP TEMRY , W FXER
BmE , SHA1 B RIFEENER

B, EEREHBDFE,

gcm

GlobalProtect M A0y TLS ZEEH

AT 1R 7T REE S His RUIRMERSZ LM GlobalProtect N AREF XM TLS BRBHRH, XLEF|RHF
FRABEXEFENRERENEREER.

« B|A : macOS i = £ GlobalProtect X E X #F# TLS 215

+ 5| : Windows 7 i & £ GlobalProtect {32 X ##) TLS %3

» 5|F : Android 6.0.1 ¥ = £ H GlobalProtect {SIB T 89 TLS %3

« 5| :i0S 10.2.1¥% & L GlobalProtect X E X 1Y TLS %13

+ 5| : Chromebook £ H GlobalProtect {X 32X ## TLS %5
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https://docs.paloaltonetworks.com/compatibility-matrix/supported-cipher-suites/cipher-suites-supported-in-pan-os-8-1

278 %¥ - macOS # 5+ GlobalProtect f7 358 TLS %355

macOS i#% = £ GlobalProtect B A X #:/Y TLS 25

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(0Oxc009)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)

TLS_ECDHE_RSA _WITH_AES 256 _CBC_SHA384
(0Oxc028)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA
(Oxc004)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(0xc029)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcOOe)

TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(0x006b)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(Ox0016)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

SZ & . Windows 7 i = Lk GlobalProtect 37 X158y TLS 2785

Windows 7 % & £ GlobalProtect B A X3/ TLS 225

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(OxcO2f)
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Windows 7 #% s £ GlobalProtect B X ## TLS 258

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384
(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

£#%$ - Android 6.0.1 3 & B GlobalProtect 57 f iZHy TLS BRD
ERAT Android 6.0.1 #9 GlobalProtect R FAf2 X1 20 NEBEH.

Android 6.0.1 i#% & £ B GlobalProtect M X5/ TLS 215

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
(0x009%¢)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(0x009f)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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S Z&$F - i0S 10.2.1% 5+ GlobalProtect fi A #%# TLS 2R4L
EA T i0S 10.2.1 &9 GlobalProtect B A% 19 NEBEH

i0S 10.2.1#% & £ GlobalProtect BRI X8 TLS H15

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

ZE&%l - Chromebook _ F GlobalProtect p; i &/ TLS 2285
ERAT Chrome OS 55.0.2883 Y GlobalProtect B ARRF X 91 NERBES,

Chromebook £#Y GlobalProtect M A X #F#Y TLS Z#5 (Chrome OS 55.0.2883)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(0xc030)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
(Oxc028)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_DH_DSS_WITH_AES_256_GCM_SHA384
(Ox00a5)

TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA
(Ox0085)

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
(0xc032)

TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
(Oxc02e)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xcO0f)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
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Chromebook & GlobalProtect N f 3 #F#) TLS ##8 (Chrome OS 55.0.2883)

TLS_DHE_DSS WITH_AES 256 _GCM_SHA384
(0x00a3)

TLS_DH_RSA WITH_AES 256 _GCM _SHA384
(Ox00a1)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(Ox009f)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(Ox006b)

TLS_DHE_DSS WITH_AES 256 CBC_SHA256
(Ox006a)

TLS_DH_RSA_WITH_AES_256_CBC_SHA256
(0x0069)

TLS_DH_DSS_WITH_AES_256_CBC_SHA256
(0x0068)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DH_RSA_WITH_AES_256_CBC_SHA (0x0037)
TLS_DH_DSS_WITH_AES_256_CBC_SHA (0x0036)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0088)

TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
(0x0087)

TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0086)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
(Oxc02b)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_DH_DSS_WITH_AES_128_GCM_SHA256
(0x00a4)

TLS_DHE_DSS_WITH_AES_128 GCM_SHA256
(0x00a2)

TLS_DH_RSA_WITH_AES_128_GCM_SHA256
(0x00a0)

TLS_DHE_RSA _WITH_AES_ 128 GCM_SHA256
(0Ox009%¢)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
(0x0040)

TLS_DH_RSA_WITH_AES_128_CBC_SHA256
(0x003f)

TLS_DH_DSS_WITH_AES_128_CBC_SHA256
(Ox003e)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
TLS_DH_RSA_WITH_AES_128_CBC_SHA (0x0031)
TLS_DH_DSS_WITH_AES_128_CBC_SHA (0x0030)
TLS_DHE_RSA_WITH_SEED_CBC_SHA (0x009a)
TLS_DHE_DSS_WITH_SEED_CBC_SHA (0x0099)
TLS_DH_RSA_WITH_SEED_CBC_SHA (0x0098)
TLS_DH_DSS_WITH_SEED_CBC_SHA (0x0097)

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_SEED_CBC_SHA (0x0096)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0041)
TLS_RSA_WITH_IDEA_CBC_SHA (0x0007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)
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Chromebook & GlobalProtect N f 3 #F#) TLS ##8 (Chrome OS 55.0.2883)

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0045)

TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0044)

TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0043)

TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0042)

TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256
(Oxc031)

TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
(Oxc02d)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(Oxc029)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcO0Qe)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA
(Oxc004)

TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(0x0016)

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
(0x0013)

TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA (0x0010)
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA (0x000d)

TLS_ECDH_RSA _WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_DHE_RSA_WITH_DES_CBC_SHA (0x0015)
TLS_DHE_DSS_WITH_DES_CBC_SHA (0x0012)
TLS_DH_RSA_WITH_DES_CBC_SHA (0x000f)
TLS_DH_DSS_WITH_DES_CBC_SHA (0x000c)
TLS_RSA_WITH_DES_CBC_SHA (0x0009)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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BT 23 IPsec B&E W 215

GlobalProtect BJ LABR & F1/ZR 1% & GlobalProtect i A A A F IPsec P& N2 M & 10 W0 IE EE ML LI
&7 GlobalProtect MXik BRSERT , ATEELZH GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1l
B REXHFENEEZMEIEIN ( Network ( W4 ) > GlobalProtect > Gateways ( X ) > <gateway-
config> > GlobalProtect Gateway Configuration ( GlobalProtect F><Ei& ) > Agent ( X3 ) > Tunnel
Settings ( B3 EIRE ) ) o

GLOBALPROTECT B2 R | GlobalProtect % 425

© 2019 Palo Alto Networks, Inc.



GlobalProtect Gateway Configuration

General

Tunnel Settings ~~ Timeout Settings ~ Client Settings ~ Network Services ~ HIP Notification
Authentication

@ Tunnel Mode

Tunnel Interface tunnel.111

Satellite Max User | [1 - 1000]

[+ Enable IPSec

GlobalProtect IPSec Crypto | GlobalProtect-IPSec-Crypto-pref|
New & GlobalProtect IPSec Crypto
Group Name
Group Password

Confirm Group Password

/| Skip Auth on IKE Rekey
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Y4 GlobalProtect B FEE GlobalProtect %% & SSL &FR , AT SSLAENZBBEFAN<LEEN
SSL/TLS BL B S AR MXiEBFERANEEZLAEE, B SSL 2% 2J5 , GlobalProtect N i3 & Ri@id
SSL #{TE EXR/E3) VPN BREIRE,

FEAMREHR SSL &% , GlobalProtect WX &R N ARRFMEANMBZEN S HRITE R, R4 SPIKRE
IPsec B%iE,

O BWER AES-GCM LUAREREMER, NERFPBIEZTEMNMESM | aes-128-chc #l

pgv  EXSHAL HRKIEER, BT AES-GCM Mz 5 4 (aes-128-gcm #l aes-256-gcm) R & 12
Lt ESP TEMRY  WTXEZBMS , SHAL ORISR W 2R  BEERERRFT
=

#E1EM X LB #Y GlobalProtect IPSec Crypto ( GlobalProtect IPSec 113 ) B & X4 REFH Fi&E IPsec
PREHIINZER S B RIEE X, GlobalProtect MxEABE N M5 HE TR N ARWHE —NEERMEEE
HEATIE R,

SRIE , GlobalProtect B7 5 i 1R 35 W 5< #9 g 7 28 37 BRE .
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SSL API

GlobalProtect £/ OpenSSL FZ#th R 4% API SR$1T SSL #F . GlobalProtect MXIER I & ( GlobalProtect
AFEBHEMX ), MIEHARKE HIP REEENRELWERELBEER OpenSSL FEiREH

SSL £1EMIT, MARFAEFR, BHRM get-config 2L MWIRIERZEL FEAAR MRS AP ZEM SSL 2iETK
9,
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