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@ Date Range: Past 30 Days ~ Severity ~ Category ~ Operational Status: New (+1  ~ Priority

Alerts (2280)

Create Time It Severity € 1+ Alert Name Pri
> Oct 30, 2023, 5:55:42 PM Critical A rule to allow new App-1Ds does not exist in ruleb...
> Oct 30, 2023, 5:51:38 PM Critical No Security palicy rules block outbound traffic to k...
> Oct 30, 2023, 3:49:00 PM Critical Firewall Disconnected from Cortex Data Lake
» Oct 30, 2023, 5:44:57 PM Critical QUIC App-1D not explicitly denied in a security rule
> Oct 30, 2023, 6:18:28 PM Critical SSL Protocol Settings in a Decryption profile do not...
> Oct 30, 2023, 5:52:28 PM Critical SSL Protocol Settings in a Decryption profile do not...
» Oct 30, 2023, 5:51:38 PM Critical Application (App-1D) Not configured in security rule...
> Oct 30, 2023, 5:52:28 PM Critical No Security policy rules block outbound traffic to k
» Oct 30, 2023, 6:13:09 PM Critical A rule to allow new App-IDs does not exist in ruleb.
» Oct 31, 2023, 6:21:58 PM Critical Mo Security policy rules block outbound traffic to k...
> Oct 30, 2023, 5:52:39 PM Critical QUIC App-ID not explicitly denied in a security rule

Oct 30, 2023, 5:51:30 PM Critical The 'Source' and 'Destination’ address and zone are
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1. Summary 2. Review
The number of Site-to-Site VPN Tunnels, comprising of Check the evidence below to see he
both IPsec Tunnels and Proxy IDs, has been consistently was made, and view the correlated .
high and is approaching the maximum capacity the firewall
can support.
Alert Management Actions v Impact

A Warning ..n Overall Impa

The number of Site-to-Site VPN Tunnels, comprising of both IPsec You may be unable to add additional IPse

Tunnels and Proxy IDs, has been consistently high and is approaching nside a configured IPsec tunnel or perfor

the device.
the maximum capacity the firewall can support.

Domain NGFW
Category Health
Sub Category Capacity
Impacted Device x
Incident Priority o P2 w
Operational Status New

Assigned To Select an Assignee W
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MAX CAPACITY( 6.0K) |

USAGE FORECAST (NOV 4, 2023, 5:30:00 AM)

6.2 K 60K 58K

Maximum Average Minimum

PREDICTION:
Nov 5, 2023 will hit the max capacity

| |
10/10 10/17 10/24

[PA-3260]
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Approaching Max Capacity - Site-to-Site VPN Tunnels

TNTVY

Select an Assignee v

Oct 30, 2023, 1:09:17 PM

Oct 30, 2023, 1:09:17 PM

Assigned To

Linked Tickets N/A
Created

Last Updated

Cleared N/A

Prediction Time: Next 90 Days ~

A5 ] FI T Capacity Analyzer #4E RIS 5 725 B SR 0015 1,
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2. i%#E Next (F—4) .

STEP 5| SaveRule (fff7#im))

5 ServiceNow 5

FEfT A mT DA 2 R A?

o, QHERHR B NGFW B ERBERBIIIHE | O =

7£ AlOps for NGFW i ZIHE U R Ad i ServiceNow ZEBCT, BRI NS & -

o BCIE 7RISR ServiceNow S5

o HAT Web 15 AU AR C A (it ServiceNow HI 7 # RIS, T 61 Gl g5 4 ol 2 v 45 Foh 26
o LERLTRLTTEM TR G 1D ARG,  LLEZAL AlOps 1 [ #51) ServiceNow 52 {3
 ServiceNow L) URL

&1 ServiceNow SEfIE N HAT Incident (Zfi4:) &, LA# AlOps o kR, DLRAE
Assignees (7fitxt5:) 1) Assignment Groups (7fitZ) |, LUE PR E A RUR H IR BE2 4
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ik

STEP 1| AfI& ServiceNow Rest H] /7.

B — AN H AT R E 4 (79 ServiceNow T I P, USRS ARG &R 2 (k. ol
HRECRTS)

1. 954F ServiceNow @@ 7, & Si%l Security (Z4) > Users and Groups (JH /7 Hil
P4 R Users (/YD o

NOW Al Favorites History  Workspaces

» System Policy
> System Properties
> System Run Level
> System Scheduler
v System Security
Instance Security Center ~
Access Control (ACL) E n
Key Management Administration
IP Address Access Control
Objects it.
Operations ps quickly. Crea
Protocol Profiles Al
High Security Settings

» Users and Groups

Users

Groups

Roles

Access Role Detail View
Reports

Users

Groups Membership

e

2. % Web service access only ({{ [ 1j5 7] Web 2 55) S M H 2 A2 719 H 24,
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e

NOW Al Favorites  History ~ Workspaces User - New Record : Q Search
_ User =
~ Newrecord ¢ = I Submit
[ @ Toset up the User's password, save the record and then click Set Password. % w

UserID | restuser Email | alops@example.com =
Firstname | Rest Language | -None - ~
Lastname | User Calendar integration | Outlook ~
Title Q Time zone | System (America/Los Angeles) |
Department Q Dateformat | System (yyyy-MM-dd) ~]

Password needs reset Business phone

Locked out Mobile phone
Active Photo Click teadd.
Web service accessonly [

Internal Integraticn User

Related Links
View linked accounts
View Subscriptions

NGFW i ff
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ik

3. HWEWEM . T mEECE & ik Roles (fA(0) ®IiF, Ao Edit (4afE) .
TR P AL DL N =AM AR R ¢ itil. sn_incident_read F1 sn_incident_write, {4
1792,
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e

NOW Al Favorites  History  Workspaces

< | Edit Members

=

[Aﬂdﬂ'lter‘ Run filter | @

- choose field - ~ | ~oper— ~value -
Collection Roles List

Q ] Rest User
action_category_creator itil
action_designer sn_incident read

sn_incident_write

actsub_admin

actsub user

admin

agent_admin
agent_security_admin
agent_workspace_user

ais_admin

_high security_admin
aisa admin
analytics_admin
analytics_task_admin
analytics_viewer

Cancel
Name itil

NGFW i ff
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ik

4. {c“User (JHF) 7 Tal F#7 Set Password (&%) , et b, g
Generate (4:5) Fil Save Password (f&f7#%i%) , itk iZ&ig 5 H P ID —ik
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ik

IR, XS T THE S AlOps for NGFW Hi1t) ServiceNow User
Credentials (ServiceNow i F# £#%)
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NOW Al Favorites  History ~ Workspaces = User - Rest User 7 Q Search

Set Password

Password saved succesfully.

[=[D) cenre

RN seve Passwora |
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R

STEP 2| fJ% Web OAuth % /¥,
AlOps for NGFW 5 OAuth % /st BEXHE 1) ServiceNow S {51 3E 1 T 5 3 B -

1. S#i%) System OAuth (24: OAuth) > Application Registry (N FEM )

NOW | Al Favorites  History  Workspaces

2. GEE— NS H, RIS F—Ti%$E Create an OAuth API endpoint for external
clients CHAFTBE P G H OAuth API i 25)

< | OAuth application

What kind of OAuth application?

Create an OAuth AP| endpoint for external clients
Create an OAuth JWT API endpoint for external clients

Connect to a third party OAuth Provider
Configure an OIDC provider to verify ID tokens.
Connect to an OAuth Provider (simplified)

3. N OAuth Zshn# #3564 Client Secret (& ' Umbla) . WHT5 A RAIHLE,
"l LK Client Secret (‘& P umbLas) #4725, B Submit (3838) , AR5 Sl N H R
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ik

WM £E4%H, I Client ID (% 7% ID) Fi Client Secret (& Ui blL#) (RAFALZE 2211
H1)7. ¥AF AlOps for NGFW 117 Client credential (% /7 i FE48) 26 i Hix He45 L,

NGFW iRk 31 ©2025 Palo Alto Networks, Inc.



e

story  Workspaces Application Registries - New Record Q Search

OAuth client application details.
» Name: Aunique name.
+ Client ID: Client ID generated by
i i happl

th Leave it empty for auto-generation.
+ Refresh Token Lifespan Time in seconds the Refresh Token will be valid
+ Access Token Lifespan: Time in seconds the Access Token will be valid

+ Redirect URL:The rediect URLS edirect to. They JRLS and they are comma separated.
+ Enforce Token Restriction: Restricts the access token usage tothe APIs defined in the REST API Access Policies. L is opti I token usage across other REST API's. Learnmore.
More Info
* Name | AlOps OAuth Application ~ Global ["1
* ClientID  Jeadsf587f3121105a1621fcd081cbeb Accessible from | All application scopes ~
Client Secret Active
Leave Client Secret blank to automatically  Refresh Token Lifespan 6,640,000
generate a string
* Access Token Lifespan 1,600
Redirect URL a8 ]
LogoURL a8 ]
Public Client
Camments
AuthScapes @
AuthScope

Insert a new row.

NGFW i ff
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STEP 3| & AlOps for NGFW 1 ServiceNow K /1 5115 2.,
7t AlOps for NGFW thsinaij i B iy 5 s, LL5EE ServiceNow 5 AlOps for NGFW . [ii]
BHRELDTER
« &Y ServiceNow 5] URL
o IR 1 911y ServiceNow H F' A1 AL
o IR 2 IR i 1D NI P i PL A

1. {F AlOps for NGFW 1, S#ii#l Alert Notification Rules CZHFGm AN | K5k
Add Notification Rule (Vi &igg)) .

Add Notification Rule

@ Name and Description

MName

ServiceNow Notification Rule o

Descriiption

e Rule Conditions
Send notification if..

Severity b Equals o Critical v [ ]

<+  Add New Condition

o Notification Type and Recipients
Email

ServiceNow

ServiceMow Account Settings

2. 145 Rule Name (R4 F%) F1 Alert Condition (53R 4&1F) 7By, Ko i
Notification Type and Recipients GHAIZEAVFIFEZIE) T ServiceNow EIiEAE,

3. LA EC ) ServiceNow Account Settings (ServiceNow K 7 %) {81 ] 2 il
AEME BIES LI N L8, D38 1 1Y ServiceNow T )7 Fll ServiceNow %14, {E£i%
P T DL Rest 7. 53R 2 R & P i ID FIE P umbLEs, (10 BRvb & mr LAk
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g
=

R REF M (R RAAAS . Bsh Test G AR AFBL I FHH IR =5 2 & A S8R 1
ServiceNow SEf3, IEFE/FAIIRE) ¥ REAkS: . ik Next (F—4) .

e Notification Type and Recipients

Email

ServiceNow

ServiceNow URL

https://devB4710.service-now.com (]
Client ID

3ead5f587f3121105a16al1fcd081cbeb o

Client Password

SN SROORRNBNRRONRRNRRRERNBERRRORRRIERRERDRS @

ServiceNow User Name

rest.user ]

ServiceNow Password

sesssssssee @

ServiceNow API Version

1 o

Test o Connection successful! Cancel m

4. JEJT Please select a template GFiE#:—Mil) gk, X5 Create a new
ServiceNow Template ({711 ServiceNow f5ifl)

o Notification Type and Recipients
Email

ServiceNow

‘ -

Create a new ServiceNow template -
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R

fan A eServiceNow il 44 #%, #XJ5 M Assignment Group (77ACZH) M APk HE—4>

. M Assignee (7HLXTH) FRIZIEFIERFE —NAORN S, HE, XENRZIKE

il A ServiceNow SEBUH A LA R &R SRIA T

 System Security (G34i%4>) > Users and Groups (F /Al 40D > Users (J/7)

+ System Security (GR%4t%4 %) > Users and Groups (I S FIH 41D > Groups (JT] 7
D

MR E XH A 4H, WAL Fs Assignment Group (7 liddl) FH7AIEE, A0 G54 1)
EH P BCATT A, MASSEIE S Assignees (7 Fichf4) NRi4I2%, #sh Next (8
—4) |, SRJn i Save Rule (/70 .

e Notification Type and Recipients

Email

ServiceNow

ServiceNow URL

https://dev84710.service-now.com (]
ClientID

3ead5f587f3121105a16a1fcd081cbeb o

Client Password

SRR RRRRRNRRRRRRRRRRRRRRRORRRRERRRRRRY @

ServiceNow User Name

rest.user (<]

ServiceNow Password

sessssssns &

ServiceNow API Version

1 o

Test o Connection successful! Cancel m

NGFW 55 - FIER
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TECHDOCS

AlOps for NGFW &3 2%

WA E] AlOps for NGFW E4r 275 ia {7 RO i 2 SERF 3 b i #E T 5 19is R A PE B

TXFP A BT R IR TS A n) A S kR B, ORISR AR T A GE T, DA

—BESCHE T

o WEFEFRAR: FRERMEPE NGFW &R fRdR, G55 CPU FIISR. WA IR, fgadseim), MR
H: 5 DA HA AR SR ME BEFR b o I ol e 4852 M 47 v A (R PR S LR ) {25 1 5 M BE R IR 400 o

o SEERLIN:  An B AR FEARIT T S AB R A 0 R A B A R R R .l R P s EhE, R4t
AT AR I 38 25 W A7 AE VA ) @) S5, AT SIEEE = 34 B

o TR AT - siad o B D s B R, RN ] B R HH AR B B B R AR e e, XA
TAETAE 1) FBT 2 2 i O e

LU EiFRIN © AlOps for NGFW 1] LU HE 24

s PRI © #5F Strata Cloud Manager 1] LUK H) 54109 7FHia f PR UAH e S 4

.

o pARIaT PRI - &G AlOps for NGFW i LUK 1 51800 7 15 18 1 IR AH %1 96 37 2 4 .

o RS L B AlOps for NGFW 7T LUK H Y 538 32 IR 45 A1 S 5 4]

o FUTIPLES A 2] 2 124l - 2575 Strata Cloud Manager ] LUFI T HL 282 > /& H 44K

459% AlOps for NGFW w1 LUk iy Rk B AH G5 S, 15 S L% Manage (A5 21) >
Security Posture (‘“Z%JR#L) > Settings (&) > Security Checks (‘Zafifr) K REHR A .
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RIS TR E )
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Strata Cloud Manager 7% AlOps for NGFW 5 2% 147 W[ IE ¥ BE k. H X BEA 47

(NRONVWIEPSIDIEE/ & &/ 88

ACC #rif] Sl
(B30

IR AT 2 Ry i 5 hoD (ACC) e 17 .
5 ras TRl

BTN 8

NI N SZFRSEIE @ &

T e B P ) (97 AV 0

I GRS L
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NN R IE @ &
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B R - R P m | SR (DP) CPU (IR —E R SN T, Bl B T 2 Fr i
CPU NS
(= AR JE I TR
F - B
RS2 R SHIE &
PE e KA - fREAE R | Bm T 2 B 5 B, SSL Mg % il B0 AR bR ik 2 I8 B By K 1 S K
i 5 (S
(AR g5 T Is TR
Sl T
RN SR 5IE - &
Pt K758 - FQDN H#3 | FQDN Mok Gy — 1 AN F, BB KBS 7 Fi i
hk KA,
(= &AL g5 I TR
SRR s
N A SZHFSHIE @ A
Pl i K - L% P i GlobalProtect VPN [ 5 1) i i 2 1 5 K 3 T RE S R i
GlobalProtect &8 (L% | K%¢H,
JH) K L EIPRIL
(AR S| R
IR NS S R T e
el K5 - IKE XFSRR | IKE AR RRO i — s S A &, B KB BE SRy i K48
(2R 54RO e
U I TR
2 il CS s
IVAREI I S AT
POl KA - BRI | BRI (MP) CPU R — BB & AN, BELB& TRE 2 R i
CPU KA &=,
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ZIIINE oS s
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G e .

PO RS - R
NAF

(= ZCEARD

BHE (MP) WA R RS AT, B & TEe 2 Fix
KA,
5L IBITIR

HESE K 25 L - NAT 55205
(B4R

BEE RO i - g
(54D

L RN B — B s S A T, B2 BD KR BE S R e K
%

BT A - TR 4L
(E AR

I N SRR © R

P e KA 3 - RS

(S ZUERD

MR SR R — I = AN b, BT KBS RENS SRR e K%

NN SZ R EEE R

(S gUERD

SRR (%) — B S AN T, BT KBS VM VFTERTHE
BERIN PN S

NGFW Jif Ak
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SN NS

Ul RE A VPN BRER R (45 IPsec BREAMUEL ID) — 1)

il H)
A1 VPN (238 m NN, IR KRR TR S R e K
(B R ERD JE T IBATIR
Fhl : BE
A SZFFSAIE - &
POL R - EDL I | RS ks L siamg b (0 9 CACEE EDL w1y URL. 1P S0ty 2 i
URL 2 IP PEITB] KW IITHE SRR I KA 3
(B R EARD 05 IBITIRL
S5 B AR
I 22 SEE A
POl e KA - R4 | BTl 2o br W), Rl RGERC i AL gk 22 18 2 Bl KBS V5 nTIE =2
() FRI I KA 4
IS IR
Kol 1 B
IV RS ST
2 T doe R PR FRN L 22 A 1B SR A5 7 KB G I e % B o
(B R EAD 05 IB TR
S5 P R
RN SR8 SHIE A&
E 55 10 Blj K3 1 — AN B ANIE S i B B AR 1 401,
(B R ERD JE T IBATIRL
) R
BTN ZFESAE © &
BN ML HHE R U
(B R ERD g5 I TR

Bl

RN SRR SEIE - &)

(AR ES SR FN
B )

(B

b5 K RE R L I 42 T e K A CE TSR A g s 0T Te], - Bl ok
e 1) S I YA I TS PR AN B A 24000 AR (T A R i AT
(9 IRRE CE T oL . SR AN AL IE 7 B N A H 509, TR
KEFIRBN AR, A B e e R
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5] SR E AR I
NN S FREAE C R

DP ¥t ¢ il EI AR NEI SIS S G hE: S O]
(SR ERD BT
e MERE
BTN 2 F5 S5IE 0 &
HA 8 PR3 HEREEIL] KR REHEIS 1 TR o %J(i e B & R G LA
(B4 FFIRS o AR P AL L P2 IE T TR

D IBTIRI
L) T
N S RREEE © R

SRS 2 IES

AR B BT LSRR S K BRI,

(= E4D IR
S5 e
NN S R EEAE -
KEHEERES H 8 2e gz LB e el R 5 0 250,
(S &4 BATIRI
JE sl
IHWN Y FF2EHE - &
it B IR M hn - #0827 W FRBIE U X B RN,
i TR
=R
(FgR 54RO SR R
N A SRR SR SR
Uit e AEIR M i - Hdis 4 B BRI AT IR,
A 5 SETREE
e o e
NGRSk S R
N N SZ FREEIE - &
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Uit JCIR M i - A% TCP

o, UDP
(B

Blj KBS W I BT RL Y 79 J R A 1 TCP s A %1 UDP (1) A & i &,
BTG

S B IR O

R SRR SEIE @ &

5 HIEH K H By B2

FAPNS
(B

B R IE R EI L R B R,

VAR R T

A AR e PR R DB

AR A T S dn R IR H A

jun|

(S REARD 5 r s TR
T idsk
TN 32 5 SEE A
NAT 7 fic K e A 4% NAT JU G 70 Bl e B8 10 B P gk £ 7 i 4t
(SR EHD BITIRGL
JE5] 0 NAT & I3
NI A SZH SAIE
NAT it (s JH 175 750 —ANECEAS NAT HE ) B2 60 3R A S
(B EARO BITIRA

0 NAT % I
NN SRR -

NGFW SD-WAN R F2 )5

e R
(D

FORZFIAS R R VE BRI BT R e 23R,
J5 B TR

J551) + SD-WAN g

NN S HE IR L R

NGFW SD-WAN %% & 11 62

ZN PR ALy R 55 el BE B (I PERE P RER AL

= g
=t BATIRGL
SR E
(EHER) 45 : SD-WAN P g
RN SRR SEIE @ &)
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JERRIA H L

Al g
(4RO

5 H L ﬂifﬁﬁﬂxwvxé‘jj CROCNELIE RS, 2l bk
IR ] 1 P R 55 28 A LR VE ) HSIE SR
BTIRGL

9] B A
NN SRR EEE -

% PAN-OS 5 User-ID
IR S P2 IR 55 28 LI T
A

(En B

% PAN-OS 45 User-ID B CLAUVEE User-ID) WiEnik g8 5
Bl KBS Wr ey, SR R . % MR IR 55 28 2k P
B 3 S 2] 9 28 15 B ) e 2 1

BATIRM

N S RREEE © R

SRR PO ST | LA I S0 A 1708 S 75 L SR
S B -
(BAEH Hl R
IS Z R ST
ERLIGR - SR ALY | & ISR OERLY OF ) BERR,
Uik ENNS Y B RV
(R S ¢ 12 H5/DoS
L A 2 S
B % SR A A VPN RS
(B2 % BRI

)l S E VPN

I N SRR EEIE ¢

DX PR AP BC I S - T2
Lol

(SZERD

l\
:[D
2

E

FEAZ IR P NI IE BT 2 R, BB A A T dR

T
IS DI TR

7500 12 /DoS
LT S8 2EE © 52

DI ARG L SO - BRI
HEY

DX 3l e A X3 PR 37 I S 280 DX PR AP P ST o 9 IR 75 2

.
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CGERERD | E(oRiL
J59 2 23 /DoS
N S RREE © R
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T A IR E R

YT AlOps for NGFW ] BE & T 518145 18 T IR GUAH 9 90 97 B4 o
AIOps for NGFW JE & S gV il ik BT & HH X S22y

R L
(e BB

BB afehie, 220D LA BT i o A L
% ©BIPRL

<l A

IS 1 P 42 4 S 7

/ﬁ%

Ac e A/ NA B A 25 PR

VR A L Lk B HL 2 R,

L BT
(CRaeEARO el ¢ AR
NN SRR -
RGBS B ik W e LR VEAE R B R IR B B2
CikEzi) J5 s TR
B T G
NN L FREIE - &
I FUSIS MG BB AT SR 1 1 NGFW/Panorama 11397 38 M # d
Ciki¢ i) I BRI
L]
N SRR SE
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BT
B T G
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NI N SZFRS5IE @ &
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e BATRI
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JE) R IR

N A S SEIE -

HA X4 &SRR
(R PR
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L
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NGFW/Panorama & FiijF
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