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W B BT KEETE R IR 28 N AT IS AT 1 Action (BR4F)
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Hir OK (e ) DAMRATE “RLHFEF BN AATE R, FF Commit (355 .
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HMEIRSS . i, AT DA ORAR LN SR OB N 25 el I 0, DU 75 R AT 3h. K
PN RLERILTONE AT KA R “H” MRS HESKH: (subtype eq content) &
(eventid eq pal o-alto-networks-message) .

STEP 4| BAATHRIA A T — M E RAE RS, TR E TG, 0 f Bk i
AHELCILH) App-ID (BBEFEABRATT) , BOYIXLE App-ID A ATk 38 22 4 5 S (4 77
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#%) >Dynamic Updates (Zh&HEH) )

O FTIF R HRIE D
FTHF Bl kBl 3% 45 Palo Alto Networks 6 [ 175 45 0 00 o FRATIAE FH 228 00 B0 Kb URRT gt v Py 75 5
SHTAF 2 (1) e 3L
PR BT BRATTHRIE R 5 £E Palo Alto Networks %5 7 7 i DL 2 A AN 31 0 7 202 5 2k 5 4 e
B2 A SRS S P 25 SR 7. TR 1) R, FR ATt A b b 5 B A G e, B AR ) A R
2 9iip- AR
B 5 255 kRS FiT Palo Alto Networks — 2 US4 Fl 3t 22 3% i i «
1. #%#% Device (i%%%) >Setup (i&E) >Teemetry GEJ .
2. Y% Telemetry CED WE, I Sdect All GEFFTH)
3. Hid OK (HAsE) F1 Commit (32535) , {RAA1E I .

O AR 5 % Palo Alto Networ ks 14 25 58 574
J& Fl Palo Alto Networks J<8 Py 25245 1) H B 86 K, DB P 25 R AT 1] R 96 () 55 B0 BB e Rk
LN N B
PLTE, Palo Alto Networks 7] LICKF A 25 5 BT 1) REAH ¢ P 24 B3 R % 45 B kB Web 4211, 8l 2
A HH S RINRERT, KiESH TIREIANTIRS . S8 N A EH X ) @A THIE, N
I, 1Beee TR E RS, HIO AL D B N R A E D IR
FER K3 Web 42 11 1, S8 P28 ) PR 1) 27 07 LT 1S 2. 24 Palo Alto Networks
KA A B S TR G SR R I, B S A A B I T K B Web 3 I BRI R . SR E
R B B kB Web #: 10, 84K 8L, 1F Web 32 R 57 88 B B Bbs L&t —A
W5, o v R R DL N Y
S PN 25 B T AR AE T LD s MR RN B A HET, FHE N palo-alto-networ ks-message (1) R 4t

HEXH. AN ERS D AFXEHERKH: (subtype eq dynamic-updates) 1 ( eventid eq
pal o-alto-networks-message) .
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m‘) I
= e
iy Accounts
# Support Home
preternces
= Su
Receive Notifications Change Password
& Account Managem:
Sonout
& Membe
= Ass
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£ Tool:
4
¢ WildFire L]
|l AutoFoct
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(3T AYE Palo Alto Networks 743 177/ 2875 17 1A 7 AU 9 75 6 A VW S LRI K
I Web S : 4 Device (¥{4) >Dynamic Updates (ZATEHT) . FTIFRFE A K A
WAt Release Note (RATULHT)

(' PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

Antivirus Last checked: 2020/09/21 09:45:41 PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scep 8292-6181 panupv2-all-apps-8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
5 SSH Service Profile 8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB  84becd9ccectdiédeOae... 2020/09/1112:04:40 PDT
8320-6305 panupv2-all-contents-8320-6305 Apps, Threats Full 56 MB  8a562c6d8472febfa0356... 2020/09/1116:36:04 PDT
8320-6307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:13 PDT
8320-6308 panupv2-all-c Apps, Threats Full 57MB  2cadadelafc6292alcdlb...  2020/09/14 17:27:56 PDT
8320-6309 pa Apps, Threats Full 56MB 192cfd8c2ff0058c188d0...  2020/09/14 18:13:54 PDT
83206310 pa: Apps, Threats Full 57MB 2436(7928f02eef37b82... 2020/09/15 10:19:15 PDT
R321:6311 Anns Threats

Full | 56MB_ diac4aRsisansasaiaisaan.00/15.13,4429 POT

|
r
|

B RATIRIING VR 853 AL Palo Alto Networks Ak T g 2 A7 i
B T RO T BT B, B APP-ID SRR AL KT R KT BT, LA
TR AR 2 AR S S 0 T B2
O QU2 A MRHN, R4 0 Vi S0 B e App-ID, I, el % DA A RO 4
SREATF R SRR . AR, 24 2R 5 NS ek 3L 55 SO R FO B0, 7 K
A ARSI AV R RLFE , T T BT 324 S AR T SCHEA I o App-ID FAE AT 7 T
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AT 2 FE R

Pesom, AP =1 R GBrd App-ID NAEA RAT—) RE L4 5EE, LRV TS K
1Y App-ID.

ek, G H] T OGS b App-ID N IR L @ (Objects > Application Filters Ohf %>
NEFHRRTIRIERS) ), FRUS NN FH R P 07 18 2% 45 22 4 SR R

Application Filter @
NAME | | Apply to New App-IDs only < Clear Filters 57 matching applications
CATEGORY ~ SUBCATEGORY ~ RISK ~ TAGS ~ CHARACTERISTIC ~

52 business-systems 1 email 54 PY Enterprise VolP 37 Data Breaches
9 collaboration 1 encrypted-tunnel 1@ 635 Evasive
1 general-internet 1 gaming . o 659 Excessive Bandwidth
1 media 14 general-business [0 Palo Alto Networks 46 FEDRAMP
11 networking 15 ics-protocols 1a 1 FINRA
27
1 infrastructure ebacp 108 HIPAA
3 instant-messaging 0  Bandwidth-heavy 83 IP Based Restrictions
- v v
- . — CammeeT TTTeAL RISK e ) — | STanes— i EXCLUDE o

O O 7 AR 5 BT S 2 e R B 25 42 A 5% 1 22 4 SR S it (R AR ART 520, ] DAAZ 5 A5 FH BT Y
Ko RN ER B EEN SRS E (Pl EEENHERRIME) 28, ok
HIRBEA NS NS BRI E (PR EREDAZE) o EEKMNSTRHE 2, a0
(1) PN 25 TR0 8 B R 8 ok B, XA AT B R 5 B e tH B PR Ae] ) . A8 T DAAR 4 2 2R sl Ar
B8 Panorama 5 22 £85I AN 22 25 BB HEI% 21 B K AT 24 20 (f ] Panorama i 58 808 42
B KD o

O ZHNZEHH, LLESIdownload-and-install ( F#Jf23E) SR)5, B EThreshold (BE) ,
SE BT KBS AE 22 B B N R T T B I ) . (BRI g vh, 2 HE I RIE F K 48
NI

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

[\ Disable new apps in content update
Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule Cancel
LHGEIR, PRI KRR E N 1R B A 2 e P IR o] F HDJRE IEH A 2. 2201
25T, 1% Device (%4%) > Dynamic Updates (1755 #1) > Schedule (iH%D .

O FEZRHT, e H OIS [RARGEHTEE App-1D B a5k . ik, BECUEM T
W App-1D HIA A BEHT R AR BIE . 58T App-1D (A2 ST AR H BURAT— IR,
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A0 A 2 ST

RS RME LA PRI il & o 22 P 75 18T ATE . New App-1D Threshold (3 App-ID B8
(Device (#4£) > DynamicUpdates (FJ2&58 #) > Schedule (‘%HE) ) .

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install
E] Disable new apps in content update

Threshold (hours) | 24

A content update must be at least this many hours old for the
action to be taken

Allow Extra Time to Review New App-IDs
Set the amount of time the firewall waits before installing content updates that contain

new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours) | 48

Delete Schedule Cancel

O IHAEH WA KA NBEEAMESOL I App-1D,  BATEAl BE B50A] BE 23X 22 42 SEm 7= AR (1 5 1

PUR F@A 1 1 0] AAE 22558 i App-ID RilJE I S8 2 A SRS AR T . o BURT A A2 2L 1Y

App-1D.

- Applications and Threats Last checked: 2020/09/2109:45:33 PDT  Schedule: Every Wednesday at 01:02 (Download only)
82926181 panupv2-all-apps-8292-6181 Apps Ful 47 MB 2020/07/13 11:46:39 PDT
8317-6296 panupv2-all-apps-8317-6296 Apps Ful 48 MB 2020/09/08 17:55:10 POT
New and Modified Applications since last installed content - . Vabecad9ccectd164e0ae..  2020/09/11 12:04:40 PDT
Q 25items | = X T 25626d8472febfa0356...  2020/09/11 16:36:04 PDT
- Name:  apache-guacariiofe—..
< - 37eb5763730f6cd8cle...  2020/09/11 20:10:13 PDT
+ New Apps Standard Ports: ~tcp/8080 &
Dcadadelafc6292alcdlb..  2020/09/14 17:27:56 PDT
Content Version: 8320 Depends on:  web-browsing, websocket ——
192cfdBc2ff0058ET8840... 2020/09/14 18:13:54 PDT
apache-guacamole. Implictly Uses: =
2436179281023¢ef37b82...  2020709/15 10:19:15 POT
assa-abloy-r3 Previously Identified As:  web-browsing, websocket \ - -
13ac742854c08527869cf... 2020/09/15 13:44:29°PBT.__
comodoritsm Deny Action: _drop-reset
14275€€394b5d942c09%...  2020/09/15 14:26:20 PDT
conx-mesting Additional Information: - Apache Guacamole Google Yahoo!
/4dc1e2820bad5495553€...  2020/09/15 15:50:18 PDT
creo-model-manager Characteristics
ether-s-bus Evasive: no Tunnels Other ADDIIC 2.4,y
google-messages Excessive Bandwidth Use: no Prone to Mi
nihon-kohden-patient-monitoring Used by Malware: no Widely Ul
paloalto-device-telemetry Capable of File Transfer: no New Apy

smip-starttls Has Known Vulnerabilities: yes

stomp

streamyard Classification

vmware-carbon-black Category: networking

wargaming net Subcategory: remote-access \
Risk:

Content Version: 8321-6313 . /

Revert
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v ReviewPoicies

Review Apps
Download R
Download /
Download
Download )
Download |
Download ?
Download

R

Download

L Install
7 ~ Review Policies
~ 'Review Apps

L ———— e
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BELSWKICFK AT “K” M “HM4” WRGHEXKH: (subtype eq dynamic-
updates) X (eventid eq palo-alto-networks-message).

Log Settings - System

Filter | (subtype eq pdates) and (eventid eq palo-al
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(3T AYE Palo Alto Networks 743 177/ 2875 17 1A 7 AU 9 75 6 A VW S LRI K
I Web S : 4 Device (¥{4) >Dynamic Updates (ZATEHT) . FTIFRFE A K A
WAt Release Note (RATULHT)

(' PA-3260 DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

Antivirus Last checked: 2020/09/21 09:45:41 PDT  Schedule: None
SSL/TLS Service Profile Applications and Threats Last checked: 2020/09/2109:45:38 PDT  Schedule: Every Wednesday at 01:02 (Download only)
B scep 8292-6181 panupv2-all-apps 8292-6181 Apps Full 47 MB 2020/07/13 11:46:39 PDT v Revert Release Notes
551 Decryption Exclusi REizEy
5 SSH Service Profile 8317-6296 panupv2-all-apps-8317-6296 Apps Full 48MB 2020/09/08 17:55:10 PDT v
83206303 panupv2-all-contents-8320-6303 Apps, Threats Full 56MB  B4becidccectdiédeOae... 2020/09/1112:04:40 PDT
8320-6305 panupv2-all-contents-8320-6305 Apps, Threats Full 56 MB  8a562c6d8472febfa0356... 2020/09/1116:36:04 PDT
8320-6307 panupv2-all-contents-8320-6307 Apps, Threats Full 57MB 137eb5f763730f6cd8cle... 2020/09/11 20:10:13 PDT
8320-6308 panupv2-all-c Apps, Threats Full 57MB  2cadadelafc6292alcdlb...  2020/09/14 17:27:56 PDT
8320-6309 pa Apps, Threats Full 56MB 192cfd8c2ff0058c188d0...  2020/09/14 18:13:54 PDT
83206310 pa: Apps, Threats Full 57MB 2436(7928f02eef37b82... 2020/09/15 10:19:15 PDT
R321:6311 pa Anns Threats Full 56 MB_3ar7Aa8R4-An=Am At A8AR 10015 13:44:29 PDT
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AN 25 B BT

O ZHeNAEFH, LLASIdownload-and-install ( F#JF%%E) SR)5, W EThreshold (R1{E) ,
TE B KBS B B N B 0 7 BRI TR & . B, 22HE 6 3] 12 /N
8.

Applications and Threats Update Schedule @

Recurrence = Every 30 Minutes
Minutes Past Half-Hour | 5
Action | download-and-install

D Disable new apps in content update
Threshold (hours) | 6

A content update must be at least this many hours old for the
action to be taken.

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain
new App-IDs. You can use this wait period to assess and adjust your security policy
based on the new App-IDs.

New App-ID Threshold (hours)

Delete Schedule “ Cancel

LHEGEIR, TIHRIRIT KR TE T E B ] B AN 26 - s o] HIhRE IE W N 2R . B df
M2 EH, 1k Device (i%4%) > Dynamic Updates (WA E ¥#1) > Schedule CZ2HE)

%744+ New App-ID Threshold (% App-1D [8IE) . BRI T1E5 X4l
UGN IR RAR 5 B2 App-ID (822 g sl (EE, POMIZIMEIE 28R
BRI T4 SR HISEAS, IR AT 2 — AL

O BFNA KA NRGEEAESOS 1 App-1D,  LAVPAL BE SOnT R 2250 22 42 SR mE = AR IR s . DA

TEEANA TR AR R App-ID R JE T S S A SR AR T . HURT A L
App-1D.

Applications and Threats Last checked: 2020/09/21 09:45:33 PDT  Schedule: Every Wednesday at 01:02 (Download only)
82926181 panupv2-all-apps-8292-6181 Apps Ful 47 MB 2020/07/13 11:46:39 POT p—
8317-6296 panupv2-all-apps-8317-6296 Apps Ful 48 MB 2020/09/08 17:55:10 POT v
New and Modified Applications since last installed content . _ Vabecdd9ccecid164e0ae..  2020/09/11 12:04:40 PDT
% i 2562c6084721ebfa0356..  2020/09/1116:36:04 PDT
2items ) > X Name: apache-guacaindie -
< 37eb5(763730f6cd8cle... 2020/09/11 20:10:13 PDT
New Apps Standard Ports: - (cp/8080 a2
Dcatadelafc6292alcdlb.. 2020/09/14 17:27:56 PDT
Depends on: - web-browsing, websocket —
| 192cfdBc2(f0058¢188A0... _ 2020/09/14 18:13:54 PDT
Implicitly Uses:
2436(7928{023¢ef37b82... 2020709/15 10:19:15 PDT
Previously Identified As:  web-browsing, websocket \ e
13ac742854c08527869cf... 2020/09/15 13:44:29 PBT.
Deny Action: _drop-reset -
14275€e394b5d942c09%...  2020/09/15 14:26:20 PDT
Additional Information: - Apache Guacarole Google Yahoo! e
4dc162820pad549555ae...  2020/09/15 15:50:18 PDT v
Characteristics
Evasive: no Tunnels Other APPICE .., ppuommsmmemeemeee —

2 Excessive Bandwidth Use: no Prone to Mi
nihon-kohden-patient-monitoring Used by Malware: o Widely Ul
paloalto-device-telemetry Capable of File Transfer: no New Apy
smip-starttls Has Known Vulnerabilities: ~yes

stomp

Classification
streamyard

Category: networking
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N SCP JIj %5 # e B S AN iR YE Name (55D .

i\ SCP Server (JIR%54%) 1P Hilk.

N Port Gl

i N SCP JIk %5 %% User Name (I 4)

i\ SCP Ik % %% Password (1) Al Confirm Password (Hfiil%i%) .
Hii OK (i) RAFHE K.

SCP Server Profile

N o o &~ 0D

“ Concel

3. QUE A TR RICE B N A TR N EE] SCP RS 4
ELAUNFT B A 3 T HIF B 2 B k. H EIWEESS A WildFire % & RIS
DT TRelfz: a7 SR
1. %% Panorama > Device Deployment (444 ) > Dynamic Updates (& EH)

JFik+% Schedules (iH&ID , #AJ5 Add GARID N Fritkl.

2. NN ET R AR Y Name (458
3. X Download Source ( F#JE) , %% Update Server CEHIRS %) -
4 EPENEEH Type (A
5. ¥ Recurrence () LI H Panorama i 2 Palo Alto Networks 35T il 45 2% 25 & 5
P25 BE T I (A1 B
EE&EE%E@E‘JEE@E’J, RN T TR L 0 B R AT
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6. x}F Action (#:1E) , %4 Download And SCP ( F# Ml SCP) .
7. WP L —S i E ) SCP Profile (SCP L& () -
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10. 584 OK (HfisE ) fRATF SE P

Schedule

Name

Download Source
Type
Recurrence

Minutes Past Half-Hour

Action
SCP Profile
SCP Path

Threshold (hours)

Pano29-APT-Download-SCP
Disabled
° Update Server SCP
App and Threat
Every 30 Mins
2
Disable new applications after installation
Download And SCP
SCP21
~/APT
3

Content must be at least this many hours old for any action to be taken

Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait

period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours) | [1 - 336]

4. Commit ($238) FX.

“ Cancel
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N SCP Ik %5 # e B S N iR YE Name (55D .

i\ SCP Server (JI|R%54%) 1P Mk,

N Port Gild) .

g N SCP Ik %5 %% User Name (114D

i\ SCP Ik %5 #% Password (#1i5) A1 Confirm Password (Hfiil%i%) .
B OK (i) RAFHE K.

SCP Server Profile

N o o &~ 0D

“ Concel
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BT TRelfz: e SR
1. i%#% Panorama > Device Deployment (##i#i%) > Dynamic Updates (Zh#&FEH1) ,
Ji%#% Schedules (it&iD , ZRJ5 Add A AZEEHTTHE]
RN BRI A IR T Name (75D .
%+ Download Source ( N#IE) , 1EF SCP.
e BBl B Y SCP Profile (SCP BLE )
NN 2 B 25K SCP Path (SCP #%4%)
RPEN BT B Type (B
1%Ff Recurrence (R ) Lk E Panorama fi 2 Palo Alto Networks 5 it 55 #% 22 &
PN 25 BT FR) [R]

N o o M~ 0D

EREEREANES R, AL ER N G RE. R
R FHAR R i B AR R AR A A BT, 15 A4 ek UL 4 Panorama A1
CP iz 45 g8 ik #%
8. % Action (FE) , #%+% Download ( F#%) i Download And Install ( F#kif%
)
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2, Download Source ( F#JE) Jy SCP [, {7 Download (F#;) #
Download and Install ( F#kjf2238) .

i sk Download (R#k) , NAZILEZE B k% ETFEhEsh N A E
Bk,

O EFEEAEH b3 A TR Devices (%) -

10. Cnfik) NP EHH Threshold (RIMED  (BLNEARAL) o Panoramaf¥ R #iA
B HAFAE /N B (BE A KN FH

11548 OK (58 TRAFHE N

Schedule @

Name | SCP21-PRA-APT
Disabled
Download Source Update Server @ SCP
SCP Profile | SCP21 v
SCP Path | ~/APT

Type | App and Threat v

Recurrence | Hourly v
Minutes Past Hour | 25

Disable new applications after installation

Action | Download And Install v
PeVIces i TERS Q 7items ) <3 X
v Platforms [=IPA-850-8
PA-850 (1) [C=PA-3250-5
PA-3250 (1) CPAVM-6
PA-VM (5
v Device Grou(pi AT
DG-VM (5) = @pravm-92
DG2vsys (2) [=PA-VM-95
R = PAVM-96 v

Tags
Select All  Deselect All Group HA Peers

Threshold (hours)
Content must be at least this many hours old for any a n to be taker
Allow Extra Time to Review New App-IDs

Set the amount of time the firewall waits before installing content updates that contain new App-IDs. You can use this wait
period to assess and adjust your security policy based on the new App-IDs.

New App-ID Threshold (hours)

“ Cancel

4. Commit (3235 H.
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2. IuRAE A suspended (RIRTE Web A4 FH)D
P M= A B i % B 3 85 Secondary B i i ¥ 4 FE ol active RZ
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STEP7| (FIPS-CC i3 K ) Panorama f132 &% %) 7E FIPS-CC 3, F J+4¢ Panorama Fl152 8 % %% .
R AEIZAT PAN-OS 11.0 fRRAS 5 1% 45 s in 2 Panorama & B rh, NIZE FIPS-CC A=~ JH4%
Panorama Fl152 & W45 5 B B FIPS-CC Al P& M 2 & iERGES. BHEBU N ZE RS E
Hrhn\ Panorama & Hi
o ¥ AR AT S AR B IE A b T FIPS-CC AR R ) 328 ¥ 45 Vs il 1) Panorama.

o [ TEM B0 IR B R AL T IE T R R AR 2R 24 W 4 VN N 31 Panorama
M2 W 4412 4T PAN-OS 10.0 2050 LA, %8 J6 75 B E N0 i 3] Panorama & H i 52 &
%

STEP8|  (PAN-0S10.2 J2 T A B AR B E B T NFTAUE T LARF& OpenSSL 2242445 2.

WS4 M PAN-OS 10.1 B BLRASTF 2% ) PAN-OS 11.0, W 55 AT 8. S 4 M PAN-
0S 102 A%t He L \EH AR ER SN TIER, 1HEILEPE.

FIT A E A5 #0806 20035 12 LA B I LK

* RSA 2048 fiig L) I, B ECDSA 256 fii &L |-

* SHA256 Bl 5 i A 1) 4k 22

W52 PAN-OS 5 21 D1 4R F B Panorama 577 D4R 9, T #A RERFTVERGEET S NEBNE 2
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¥4 Panorama H EiE 2 23 H H#% 20
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AT B IRPATIER -

Panorama ] - 5¢ il H S i R I TR BOGR T 5\ Panorama R8T H S 80 AR ZEE R 1 H &
HHRER RN BT HETRR A4 CPU BRI RE, B H S IL s R BRI T 4R .
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FEAE 2% Panorama (11 P4 25 AP DR MTHH SIS 5, RIS N B IRER H &
BEBAHSILRER,
IR IRAERCR, A 0 SRR TG H &R . EREER, HMH SRS CLI

IBATLA N A4

admin@FC-M500-1> debug log-collector log-collection-stats show
incoming-logs

° Wik H &L e CPU FIH R m (Her 1008) | Rl 4k EwiaiT. EHM
BRGNS OLR, HEERRSZ BIBRH PSR A H S M A 3R

a4 H SRS B B ST 255 %
BIFIRIER, 55 B H SIS CLI By A LR 654

admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
start

#H HETRE CMGTH T Bl T B H B8 20Hks 28 7 i 8] o

admin@FC-M500-1> request logdb migrate lc serial-number <ser_num>
status Slot: all Migration State:#HT %M E EL: 0.04 TitHRl4Hf
[f]: 451 /NEf 47 5

fF1EH BT

BERHT IR RIS RE, EMHERES CLI AL R4

admin@FC-M500-1 request logdb migrate lc serial-number <ser_num>
stop
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STEP 6| #$ Panorama> Licenses G AIIE) , FHIGIE B4 5 FLVF A IE SN B0 -
Device Management License

Date Issued January 22, 2020
Date Expires Never

Description Device management license to manage up to 1000 devices
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i M-600 4t 4 4 78 £ £ 5,000 Ay J i 2 S ik Panorama e 1) 4 5 78 i
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AL SPERNTIE4T PAN OS 10.0 B F+ 2% 3 PAN OS 11.0 [ R AS 8 I (6 7 k4 1 i 2
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1. %53 Panorama fir 24T S
2. EHHGEERIRS.
admin> request sc3 reset
3. FEP A 5h Panorama b B AR S B8
admin> software restart process management-server
4. (LB HAY e R (HA) B & AT i s s B S D %
STEPS| 7F FIPS-CC #ia N B 2 % & L2 &80k E.
A A0 BB B WA PEROIRES, AT,
1 BREZEUH CL.
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2. EHGEERIRE.
admin> request sc3 reset

3. EFRENIRE & LIE RS &

admin> software restart process management-server
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STEP 1| %353 PanoramaWeb #iifi.

STEP 2| {47 Panorama FI 52 & 15 % (1L B %177 -

1. Export Panorama and device configuration snapshot (5t Panorama F1 £ it & 1R
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2. BSHM tgz XIFRAFS] Panorama.  H WA #S FIBE KA IOAL B . TSR H I S 8 E
BTG EI R, AT DL &I R E
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XA R I HL Panorama M. PAN OS 11.0 [%2) % PAN OS 10.2 FI 5 R R AT b f5 1. N E4E
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Pan0S_220-10.2.0 gy Pan0S_3000-10.2.0 pi%
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1. Check Now (SZEI##r) A HIBLE (Panorama > Device Deployment (4G#E) >
Software (M) ) .

2. IRPNEITEIER AT S 5 R 5055 kS PAN-OS 10.2 % . G5 A R amg, %
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A HA 5 k%

Install (Z2%%)  (EEVEF) FIMN PAN-OS 10.2 fiiAs, BB ITHBEE A kb, ik
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EBhE 5 HA Bl K
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STEPS| (VIR ZTP i) EHraeds ZTP .
1. %53 PanoramaWeb 5.
2. % 7ZTP itk
3. ¥t Panorama > Zero Touch Provisioning (E#:flfic E) Jfikd (B ZTP.
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@ WRAF LA HEWER, TEEFGE T RG22 ariEs i e 3 B A ST H &Ik
BB TR R R Ak %
1. 7F Panorama &% TR 5 S FH4E H £k 42 24 3] PAN-OS 8.1,
2. {E Panorama i%# & T LM (15 L T TH2% H B U4 25 3] PAN-OS 9.0,
PAN-OS9.0 5| A\ T —#g i) H Bk st H B ESS A3 PAN-OS9.0 5, HiES
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STEP 8|  (PAN-0S10.2 J2 A BHrAE el B 5 S\ BTG IE P LT & OpenSSL 22428 2.
R4 M PAN-OS 10.1 55 BLRASTF 2% 5] PAN-OS 11.0, W 55 BT B 8. W S48 M PAN-
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CRER 2 e M T BRI L, g Panorama, [LEHARAR B Al
WildFire f Rl A 36 2514

o

Panorama %2l 5 H S W E RS TR (EE D BB RATIRCAS, (B0 250 B A5 A8 [3) 558 = K Y
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i, RGEFMERREHE, EiEBIE, ACC BMEALED Kb A2 EnHEETE.
iR, HERE SRS RN I H EWES, HEEnRsBR—Liate
]

7t Panorama A% 82 21 BB 15 Ol T T2 H S EE 2% 2] PAN-0S 10.2,

PAN-OS F+Z¢ 4575 11.0 69 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html
https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-0/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html

T+ 2% Panorama

STEP G| ¥ H E W T4 3] PAN-OS 11.0,
1. %% Panorama > Device Deployment > Software (Panorama> ¥ & #B%& > B At)
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SW hieA: 11.0.0 app-version:8270-6076 app-release-date:2020/05/08
18:21:51
STEP8| ({Uf FIPS-CC#:) 7 FIPS-CC B T 14k Panorama Fl32 & # % o
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3. I84IF Virtual Machine Usage CREFINLE D AN B AT Ml HEA T HOREA 5347 o

A A ARG Ry WilFire 1 45 5¢ it Bl 3R A REAR (K93 #7, 67T DL B ek
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il OK (HfiE) LAIFIR 2%,

(Ali%) 7 Panorama b Wi {4 2 kT .
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2. #iidi Upload ( BA%E) , EFEHNZ Type (Z5%8) , Browse (M%) % WildFire N 25 5 51 3¢
F, JE 5 OK (HE) »

3. #iifi Ingtall From File (AASCHEZe%E) , i 0 Type (265D | FileName (U
4, ARG IEEE BT R EREN WildFire %%, fJa i OK (HIE) .

2. ¥ OK (M) UAIFHR 2%,

STEP S| F#; PAN-OS %/l & WildFire % 4% .

T+ WildFire B4, AT BRI ATAT A . B, WS4 E N PAN-OS 9.1 FH 2 &
PAN-OS 11.0, &40 56 N #0223 PAN-OS 10.0. PAN-OS 10.1 1 PAN-OS 10.2.

1 R wildFire A4 T+ 4%

1. i%$% Panorama > Device Deployment > Software (Panorama > &% > #W1F) .
2. it Check Now CITERGEY) DASREURAHEFi5IR .

3. IEFEE BN WildFire fiiA, $AJ5 #id Downdload (F#HD .

4. ¥ Close (3%[4]) iEH Download Software ( F##f:) &I

i Install (2238

TGP ETT I WildFire SR

%% Reboot device after install (7E%¢2% 2 J5 BB H 2 &) -

il OK (g PAFFIR 2%

(Ali%) 7 Panorama b Wi {5 23k .

STEPG|  (n[it) #& WildFire il 2815 s B E B E5IRA .
£ WildFire SEREFEHI4 £, BT T4, A Ek/FLRA Install ALK FIN:

o 0 A~ 0w D

admin@WF-500(active-controller)> show cluster task pending
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T+ 2% Panorama

STEP 7| % WildFire W42 5 4ksk, Al4ksert A M.
1. 563F sw-version F BT EoR 11.0.0:

admin@WF-500(passive-controller)> show system info | match sw-
version

2. WAFTE T IEAEBAT .
admin@WF-500(passive-controller)> show system software status
3. W\ EEIRAS (AutoCom) TAFE 58K

admin@WF-500(passive-controller)> show jobs all

24 Panorama iZ 42 I B BE RN IsF T+ 25 Bk B

BAEPAN-OS 11.0 AT U], SRR IEAE B RE T+ ZE ] Panorama i BLIRG Kt ERE P IE I+
AT BT KB ANHR B A R A (HA) e i B K

TEZAThAE PAN-OS A _E T2 HA Bl kBSES, DA 200K T+ #5428 B IAEAS HA S8 & T+ BIAH [H]
11 16E PAN-OS fiiAs, SRJE A Redkal. Flhn, 20K HA X525 )\ PAN-OS 10.0 7% %] PAN-OS
11.0. LAZEHPA HA X255 & #2983 PAN-OS 10.1, 4RJ5 4 fedk 47+ 4% 3 B #7 PAN-OS 11.0
FRAS . 24 HA 25545 AR B P AN B 2 THRERRACI, 2238 T8¢ IH AR OB KBS S N s RS, I
N B Ui R A AR AR TH o

fy 5 PANOTaIMA S o e g 1) 5 7 AR 45 88, it 1 Penorama A HLICRAIT I
s K Fe e L s i R R Panorama, e w08 b ik

%4\ PAN-OS 11.0 |[f] Panorama # % 7144 % PAN-OS 10.1 5k 5 miAR A 1 (11155 KRG, B kit 4
PFRRAS T 28 D Re S5 RE WS Bk e 2 = ANRUAR o

S ¥t Panorama (15 K BE R, 20

O #i{& Panorama iz {7 ) PAN-OS A5 8 B 2| RA AR [ 5, & T EHBIRRA . fERFTE R K
TR ) 1.0 fRAZ R, G0 Panorama fz HLog Collectors ( H B AR THRBRZRRA .
A, E¥ HBUESS TR 11.0 1, BT H &R IR 2 TR ARk, S 2R I T2 T e
HEUEDS .

O B iR khs CE e n SR IR . THZ 7 a] e S 8B KBS e iEAdi A .

O 4% Panorama &l B & 7E 122 21 PAN OS 11.0 I b T IHfR AR, T pesE & T AR kr b T IH AR
iR, &84T PAN OS9.1 8¢ 5 = A 139 Panorama Ji& 0L i 25 58 B AN S IR IR AR = . i SR 18500
Panorama Kz 81 15 % M. PAN-OS 9.0 55 58 it A 74K 3| PAN-OS 11.0, Palo Alto Networks % i3 7%
& Panorama fE N4 B 22 B e T A, FRARAE 8 ) 75 B HE BN Panorama i 2B S FE AR

R ELL Panorama FE LI & R FRAL T IHARAE G, 15640 lic 45 Panorama fE #0115 4% /) CPU Al P
{FHEmE| 2 /> 16 4~ CPU 1 32GB A7, ARSI E] PAN OS11.0. HXFEAER, ESMH
Panorama K& #0 1 £ 1 22 25 5l bk 264 o
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2% Panorama

STEP 1| *% 3% PanoramaWeb Fi1fi .
STEP 2| ¥ 245 e B S 1 & A (RATAE T RV T R i BN FE A B ks

RE B K55 B s B B &y, (HEAEMTE R T mi e &y FEd it AhH 7 3K
TR

1 #%# Panorama> Setup (i%®) > Operations (£1F) Ff#id;Export Panoramaand
devices config bundle (3} Panorama & RCE L) LLA B H Panorama Fll&E/N 52

B BT B &

Management Operations Services WildFire H5M

Interfaces | Telemetry

Conhguration Management

Revert Revert to last saved Panorama co

Import  Import na

Import device configuration to

2. N SIS RAZRIBT KR AMB IO E . W SR IR, ST DU A i SR
B
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F+2% Panorama

STEP 3| 2238 i ¥ 1 A ST

27 fif PAN-OS 11.0 fr 7 S R N B RATHRAS, TS B AT U] o B ORAEARS 3 25 SE T 02 2
Panorama A1 52 & By K I JEAE I R ATl A2 T 1) a5 (5 B

1. %% Panorama> Device Deployment (#%%#:%) > Dynamic Updates (Zh& 5
¥, #RJ5 Check Now (SZEUAGHY) s . WRAEHATH, “#BE” Jlaix
Download (F#) ##%.

{» PANORAMA DASHEOARD  ACC  MONITOR PO JECTS N TDEVICE  PANORAMA

Panorama v

VERSION ~ FILE NAME FEATURES TYPE SIZE | SHA256 RELEASE DATE DOWNLOADED | ACTION DOCUM
« Applications and Threats Last checked: 2020/07/07 17-48:29 POT
8287-6151 panupv2-all-contents-8287-6151 Contents Full 56 MB 2020/06/26 17:34:56 PDT Eeofen
8287-6151 panupy2-all-apps-8287-6151 Apps Full 28 MB 2020/06/26 17:35:11 PDT q j\
8287-6152 panupu2-all-contents-8287-6152 Contents Full 56 MB 2020/06/29 11:55:44 PDT Download
62687-6152 panupy2-all-apps-8287-6152 Apps Full 48 MB 2020/06/29 11:55:27 POT Y
£287-6153 panupv2-all-contents-8287-4153 Contents Full 56 MB 2020/06/29 17:15:33 PDT Do
8287-6153 panupy2-all-apps-8287-6153 Apps Full 47 MB 2020/06/29 17:15:51 PDT
8287-6154 panupv2-all-contents-8287-6154 Contents Full 56 MB 2020/06/30 16:14:19 PDT Do
& e 8287-6154 panupy2-all-apps-8287-6154 Apps Full 47 MB 2020/06/30 16:14:37 PDT
Y e §2687-6155 panupy2-all-contents-8287-6155 Contents Full 56 MB 2020/06/30 19:09:11 PDT Do
0 sce £267-6155 panupv2-all-apps-8287-6155 Apps Full 47 MB 2020/06/30 19:09:28 PDT
[ Tacacs+ B288-6157 panupy2-all-contents-8288-6157 Contents Full 56 MB 202 117:00:41 PDT Do
[ Losr B288-6157 panupv2-all-apps-8288-6157 Apps Full 47 MB 2020/07/01 17:00.30 PDT
[ Kerberos 8288 6158 panupv2-all-contents-8288-6158 Contents Ful 55 MB 2020/07/01 18:15:46 POT Do
[ SAML Identity Provider §288-6158 panupv2-all-apps-8288-6158 Apps Full 47 MB 2020/07/01 18:15:33 POT
Scheduled Config Export
8288-6159 panupv2-all-contents-8288-6159 Contents Full 56MB 2020/07/02 11:55:30 PDT Do

Gk Software -
£ Check Now é Upload [ Install From File Revert Content v Schedules

2. Hi Install (Z2%8) JFELEEEAEH P 2R BRI KB W EET HA B, 0 ZE
T XS R N

3. i OK (HhsE)

STEP 4| e 7+4¢ 3] PAN-OS 11.0 [ #51%.
% T T BR A R I A, T <17 U ey PAN-OS TR,
L R ER AT o, o g TR R

(o) AR TR Z A5 K, TEAEIT IR T B R 22 i 8 6 72 T B K A ) T R s A R B
(ATIUN

STEPS|  (ipthscit) 4 di F Cortex ORI (CDL), i 2225 15 51k 10,
TETH2¢ %) PAN OS 11.0 B, Bi K32 B sh )40 2048 H 15 24 E 1517 CDL 48 URN 2 1) oy x5 4547 & 43
IS

I RAERAETH %) PAN OS11.0 2 fif 22 R A TS, By KESKF 4RSI ILA 11 F &
R S5 UL AT B A BT

PAN-OS 7+ 24574 11.0 77 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/certificate-management/obtain-certificates/device-certificate.html

RS, B

J+4% Panorama
E'IEIz y R

COLPRE HA B ) 08 i SR B BRI AT 9 HA X2 RS 7 (I Bl7 K

STEP 6|
AR RS HA O BRI KIS i &
1 #%#% Device (#4%) >High Availability (=R 1) , #R)5%%E Election Settings (&%

WHE) .
2. WRCEH, WARH (UHES Preemptive (358 WHE, RJEHT OK (HiE) .
@

Election Settings

Device Priority | None e
[ Preemptive
[ Heartbeat Backup

ings | Recommended

n Cancel

3. Commit (4832) T, UALRC IV, KRG A REEAT T«

STEP 7] (0P HA B 710D HEA 2 HA X804 USRI HEAT MR e 7
CLEAN AP k) T X B8hsh HA BCE BT Kb, B8 = MIH 4 33 HA X &3
CEAN 2Tk W T 23S HA BCE PRI K&, 5585 T 33012 HA X455

B
1.
2

B 15 B Bk HA X5 1 B kbl Web L
4% Device (#%4) > High Availability (E5A[Ft%) > Operational Commands (3/E45

L) s IF FREA B % LS T I

HA Communications Link and Path Monitoring =~ Operational Commands

[ set
g Setup General

High Availability
Ee‘l Config Audit Suspend local device for high availability
S Password Profiles

3. fEA ML, BIPRSRGCERE.
H 7 A (R AR A% N 3 SO Bl HA X5 i s e o E3h KA

o) PE R SR RS AR I TR 2 BT SeIE HA S 78 2 75 IE W 24T

STEP8|  (Wit) HEMHTE; kT3] PAN-OS10.1.
B B A R A T 2 D RE S HFIZ AT PAN-OS 10.1 BYCH i fRAS FEE B K dk o dn SRS B 7 K

fi T PAN-OS 10.0 R R A |-, 1526744 5) PAN-OS 10.1 505 i s «

STEPO[  (n[ik) ¥30f Export () 3 CUHCE 1) SCP AR 2%
£ PAN OS11.0 o, fER TS SIFLE B K, SCP AR5 a5 vl FIE T8 £ 1P T

BRAEAN A 2R R A 2 T 3 L SO
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T+ 2% Panorama

STEP 10| B3E I 3 H AR AT 5 AR A A Y AR A o
TEMOP R, AT LLE B AR EH 23] PAN-OS 11.0 fT 75 1 Hh (B AR Y 28R
il P 22 AR T R T BRI B G R AT S8 DR T B — R 3 — R

1

H.5ff Panorama > Device Deployment (iX%##6% ) > Software (#f4) > Action (#:/f)
> Validate (4iF)

P 18 75 B AR AR TR 45 A PN 2R RROAS
IEBEF RIS K, SR )5 Hd Deploy GBS
T E I #d Download (F#)

STEP 11| E[ k|- 2235 11.0.0.

IS2 L

(PR SD-WANY S 7 ffF SD-WAN 8 52 (R IR &S, U AUE 0 0 SC s kB 22
AP RO Bl ks T2 3] PAN-OS11.0, Sl T2 43 S Bl K 8% 7 5 0 By K B W] g
FEEAR 1 s FcdE (Panorama > SD-WAN > Monitoring (5%%) ) , H SD-WAN

B SRR R down (D)

B 5 E BT KSR S UL R E P ) Install (236 o #ilan, SR8 T2
PA-220 [k 8%, % ¥ 5 PanOS_220-11.0.0 AN R AT HH 1) Install (223%8)
TEFRE A SCHEREAE, B AR I BT A Bl K B

COLPR HA B )T 200 Byl HLINE], TR HA b HOg B — 0w i & . 0T
EBhEENS, R EDS S T EBN BN, BB A .

IR HA Bk 55 508 571338 Group HA Peers (ZH & a] FHEXS 35 i% 45 ) o

i% ¥ Reboot device after install (E%%: 2 Ja EHT R NES) -

BIFIRER, E R OK (FfE) -

LRI ERGE, EEH T AL =B

o WERIEREFED), HRT Yes (B) .

o WIRRFERENE, 5L Device (%) >Setup (XE) >Operations (#fE) Al
Reboot Device (FJH¥ &) -

b7k 358 5, 1% E#¢ Panorama > Managed Devices (28 i%4) , AREWIEH T O H

BB KBS A AR A 2 75 2 11.0.0. BEAl, IR SE O 58 BT AT A0 B sh B KBS 1) HA RS

TS RSN .

PAN-OS 712451 11.0 79 ©2024 Palo Alto Networks, Inc.



T+ 2% Panorama

STEP 12| (VIR HA Bk TH20) K HA TREIRE 31 32 B HA X4

B BN ) F B KK HA X558 2% (1 7 k5% Web FH .

2. %+ Device (¥4%) >High Availability (A fi1%) > Operational Commands ({#:1E#
A, I A A E R I AT LRI AT

3 A TA, BIPRSEE N #ish. STAT E/ESNBE MG KEE, ERIFHRE LS
N EF.

4 LS HA XSRS ISITICE [
£ Dashboard (f(F&AR) m, Mds mn] FHAENB I s AT L B ARES .

STEP 13| (fUI HA B k5 TH20) BB HA K259 46 DU ) i P s 44 (0] 3 2 HA X455 4%
1 B3 FEEABIT KBS HA X455 % 117 k5% Web FL .
2. #%¥% Device (#4) > High Availability (&R ) > Operational Commands (#:1E$5
%), JF HEEA M B DASEI S A A
3 LT, BIPRERECEE.

H 7 A B R 2 N3 B B sl HA S i e o E3h IRE.

@ PR R e 7% AR R T R AT SeE HA b 7 02 15 IE B AT

STEP 14| C{V I HA P )BT 0 SRR HA XEH B8 = AN HA S s 4%

1. 7F PanoramaWeb 7L, i#%4% Panorama > Device Deployment (& &5%) >
Software (A4

FL 5 IEE SRR HA X B KBRS ILRC 3R ES I 1 Install (223

FEHRE YA SO XS TEAME, BT RN P K. B, SUEFENITHHRE HA B ks
X 45

15271 Group HA Peers (41w n] FIMEXTE)

% $EReboot device after install (TE%¥ 2 JEEHHNKE) -
TR, W HL OK (FfE) .

BRI TE UG, LT ik —EH R 30

« RN EF D, ERT Yes () .

o WIRKRPIREE, 15IES Device (%) >Setup (KE) > Operations (#/E) Al
Reboot Device (EJF¥K%&) -

w N

N oo o &
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J+4% Panorama

STEP LS| (fY I HA [ k55 TH20) # HA DhREWR S 25 B HA X551 4%

B SEEERT A BT KBS HA X584 B K B Web FHTH o

2. %+ Device (¥4%) >High Availability (A fi1%) > Operational Commands ({#:1E#
A, I A A E R I AT LRI AT

3 A TA, BIPRSEE N #ish. STAT E/ESNBE MG KEE, ERIFHRE LS
N EF.

4 SRR HA MRS E L.
£ Dashboard (f(F&AR) m, Mds mn] FHAENB I s AT L B ARES .

/

STEP 16| ({Y[E FIPS-CC #5) £ FIPS-CC ¥i=, T F} 4% Panorama F15% & 14 4% .
WERAEFEE B K IEI2 1T PAN OS 11.0 A& A H R WAL 28 A N2 Panorama B EEH, NI 7E
FIPS-CC #20F FH R FTE B kB 75 B B 2 i IR o
ML kE%iz 4T PAN OS 10.0 505 B fRA, %870 75 B33 I\ % £ Panorama & FH (1) FE. & [
K

STEP 17 | BGF RN Bk BS _F IS 4T A ) 8 RAT AR

1. 7 Panorama | i%#% Panorama > Managed Devices (FEE#%)
2. R BB KK A A F M P I A A RRAS
XFF HA Bl k3, 18] DLSAE RN X251 HA RS BB/ & 1.

IP Address Status
I

DEVICE M...| SOFTWARE APPS AND
DEVICE NAME MODEL | IPV4 TEMPLATE STATE HA STATUS CERTIFICATE D... | VERSION THREAT ANTIVIRUS

"] DG-VM (5/5 Devices Connected): Shared > DG-VM

[7] PA-VM-6 PA-VM Stack-VM Connected pre-defined 8.1.0 8320-6307 3881-4345
[} PA-VM-73 PA-VM Stack-Test73 Connected pre-defined Eﬂ 9.1.3 8320-6307 3873-4337
[} PA-VM-95 PA-VM Stack-VM Connected pre-defined E":v] 10.0.0 8320-6307 3881-4345
] PA-VM-96 PA-VM Stack-VM Connected ‘ Passive pre-defined Eél 10.0.0 8299-6216 3881-4345

PA-VM Stack-Test92 Connected . Active pre-defined E:ﬂ 10.0.0 8299-6216 3881-4345

STEP 18| (VIR HA i kB T2 R LETH 2 w25 rp—A HA Bl k5048 5, 1 %% Election
Settings GEFWE) (Device (¥ £) > High Availability (Era] ) ), FFEHTE %6
K3 Preemptive (38 /5) WE, 285 Commit (3£58) H .

PAN-OS F} %455 11.0 81 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/firewall-administration/use-the-web-interface/launch-the-web-interface

J+4% Panorama

STEP 19| 7£ Panorama Web 7t1fi] I, K%~ Panorama FE/E it & HE12% B 1 AOFEE B k4l .
WD R 5 P e P P AR S P12 0 4% AL RIS ME AR T B 52 L4 M Panorama 24 (RIFEE BT ik«

7 M PAN-OS 10.1 8% 5 FLRAS i Ih 712 21 PAN-OS 11.0 &, FIh 4 & 5 e i% 2 B Panorama
EHRZ veys B kSR DR . BREME R, ES Panorama 15 111 2 vsys 7 ks =
HC B0 S BRAAAT N K

1 %% Commit (3235) > PushtoDevices (HEIEFIHH&)

2. push (%) .

STEP 20 | 83 A= sl 87T 5N T A IE-F LU SF OpenSSL 22 444 2.

TEF+2¢ %) PAN OS 10.2 8B = ilA Y, SR BT A UE i 2 DL N (K2R . & M PAN OS
10.2 F+0F H e @ FE A ek EH S NERIET, 5Bt R,

* RSA 2048 i8¢ L I, 8% ECDSA 256 178k A I
* SHA256 B 5 i i A 1) 4 22
152 % PAN-OS & £ 01 45 14 8¢ Panorama &7 8 004519, 1 A SR B 3 AR R E 3T S NAE F I 58
ZEE.
STEP 21| 25  B K s i A T+ 2 0 5
1. %33 Panorama F1

2. #%| Panorama > Managed Devices (& ¥ %) >Summary (§E) F#.i; Device
History (&85

24 Panorama o< 3% 22 B IS T2 95 2k R
BB AT LLERT KRS b2 B AR N BT A 3R, S0 L .

24 M PAN-OS 11.0 | #) Panorama 1 %% 712 £l| PAN-OS 10.1 55 5 = iR AS b 15 KRS, 3B ik is %
PR AT 2 Bh e Af 1 Be e Bkt B 2 =N iAS
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T+ 2% Panorama

STEP L] fETHRFEE R K20, TEW fRIETE Panorama i FEL IR 5% 45 A1 H YR 2% 1I24T PAN-OS
11.0.

Palo AltoNetworks® o 2wy Panorama f H 42 4%z 47 41 [7] 1) Panorama 544 i
A%, - H Panorama, [ G 2% AT 528 B K% I8 17 A [R] D Y 2 RROAS

A P A P R TS B, g Panorama, FLECER B L 7
I WildFire (R FRZAE

Panorama 4 L 5 5 K ia AT AH IR (BRBE mhicAS) HIBERCAS, fEL 0o 25U AT AH [ B B B A F) A
FERRA
© BAFRATRRA — 404t Panorama Bl 55 4 i H A SR AR W R 12 4T 5 18T SRR B K A A i

A [F) BB i AR PR R A, DU S BT AT AT I975 K 8% 2 RiT A ZBE Panorama Fl H &l e 48
G R BE = AR 1) Panorama WA (T8 2 3] 2 25% Panorama [1] P 2 AT T 81D o

o WNEKRAA — ST NERAA, 16N %R T B KBS #2847 BRI N 25 KA
A, B #FH 2247 AR Panorama A H G IREE#8 s T AR BRI RRCAS s 7500, 75 5558
Panorama & i il 55 2% 110 PN 25 R AT A 2 15 BTS2 7Bl K8k, SR 5 °4 Panorama oA 1442 LI ]
I H SRS (S %25 Panorama [ N 25 AR B 3T

G 5 B4 AT PN B RS <

+ Panorama & H iR 55 #% — & 3% 3| Panorama Web i1 344 3] General Information (—f%{55.)
% E (Dashboard (XFEH) ) .

H &g — S35 HERESK CLI, 71817 show system info iy 4
STEP 2| ¥ 241 fic & S & AR A AE TR A 28 B KR

o) KA SRR A, (R R AE T L BB 4 B A R
A5 HARAT

1. Export Panorama and devices config bundle (5! Panorama Al i% £t &
f1)  (Panorama> Setup (% #) > Operations GEEE) ) H T4 A5 H Panorama fll
AR E RS BOHTELE &1

2. NS HSTRAERIBT K AME IO AL E . W R I, T LU A i SR

%0
STEP 3| e T oMW A TR o 1S A UL BL T R ATA PAN-OS® KA 7= i 22 52 1) A1k
W RATRRAS .

Palo Alto Networks 5 71 g3y Panorama,  H IS4 33 RIT G S2 8 B K B I8 47 41 [F] 1
PR R A A o

TR AT, BE 2T 7 2R ANE T — 2D & 2N B A A ST

Q fifi i Panorama iz 17 (R i A 5 52 4 By JCHE AN H B IR 2% 384T (1 A 2 R AT LA AR
[, (EANE B A o
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T+ 2% Panorama

STEP A X4 F4T 5 5 %72 Panorama 11.0 [R5 KBk, #ic T2 4%

& 3 F) Panorama, %4 Panorama > Managed Devices (&% %) , RJE10 FESTH I H BT
K I 24 A ROAS

TG TH RIS G S G AN A, A 1T I g T B
g PAN-OS TR gt A S BRIAAT N A
STEPS| (i) #4EiFEa ;%7445 PAN-OS 10.1.
Bliet B A TR DB S FRIZAT PAN-OS 10,1 BT B A (AT AW A i .t SR A PR FL P 97 o B
fiF PAN-0S 10.0 53 R A b, #5267+ 4] PAN-OS 10.1 505 i A«

STEP G| AT RA I 30 EAS
BB, AT A TR E] 11.0 i 1 Fp e R R A 25 .
1. %% Panorama > Device Deployment (4% ) > Software (#f4) > Action (#:1F)
> Validate (4iF)
2. AT BN R P IR R AR P 2R RRAR

STEP 7| ¥ Py A S5 R 408 AT L it SCP B HTTPS #3316 S 1 4% 3] Panorama Bt & 1)
SCP R 5548 1 £
BOMBOLR, 0] LK 2 P AR BB R 2 B 1 9 25 B8 b A% 31 Panorama 1 4%,  JF H i 2R 1
TN R B 5 = AN BT, Panorama K IR 2 R i i L ROR I SR . Gn SR R B AR A
DA B A B S sl A R AL I 2 B, 5 set max-num-images count <number>
CLI iy 418 i1 Panorama w] LAAFfif F) B K L% B .
1 {EAREN UG i BB ML, B33 Palo Alto Networks 75 7 52 £ 3
2. TFEHRHNETEH:
1. 7F Resources (i) #5471 #ifi Dynamic Updates (SIS H1)
2. Download (F#E) HHINBERAMA (HE /D> 5ELE Panorama & FELAR 55 5% b 2%
B AT I RRAS AR R B = AR A HERE SR IRAZ B ML W TR ZE AN A
KM, FEEPAT LRPIE.
3. FEKMHEH:
1. iR [A1%) Palo Alto Networks 2 7 S sl 200, 4R 5 7F Resources (BE) #43Hh H
7 Software Updates (¥ .
2. BE NI LI 6 T BB . EEr a2 A .
i, Z2K: PA-220 Fi PA-5260 [ k#5726 2 PAN-OS 11.0.0, 1§
#Pan0S 220-11.0.0. Pan0S 3000-11.0.0 1 Pan0S 5200-11.0.0W:{%.

¢ ETTLLEL A Filter By (Jiifiskft) s i PAN-OSfor the
PA (PA ; PAN-OS) -<seriesmodel> {juis +% 3|4 5 PAN-OS i f% .

4. BT AE R SO A A SO R A B ML
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T+ 2% Panorama

STEP S| R rp A) A RRA N 58 ¥ P 28 RRUAR
£ PAN 0S11.0 I, #&nI LM 2 Mg FERINAE N E 2 A (Al R A .
1 AP kB (Required Deployments (FFFE#E) > Deploy GHE) ) .
2. B FEIEIF T Download CF#D .

STEP O FE2H Wy kil b2 3 WA TR

Q FEZIAF R 20, b2 N A SRR

e 228 N R P BSOS PR e AR S8 8T, SR E AR 75— VR AT AR G 2 25 AT A L Ath B8
(B E B A . WildFire® 5 URL i)

1. #%$ Panorama > Device Deployment > Dynamic Updates (Panorama> %% #% > A H
.

2. ¥ Upload ( bA%) , ¥R H Type (35%) , Browse (W) 2 HH M P 28 58 3
%, SRJEHE OK (HfiE) -

3. il Install From File CASCAF23%) , BEFETH Type CGRAD |, ARJEUEFEENI LA
A H Y FileName (L4

4 PR TR I K
B OK (i) BUTIR %3
T RN, 1EEEXEPIR,

STEP IO | ({11 GlobalProtect™ |17 (111 k) 1EB kb _EAL 3805 Global Protect 1 F/ 3 i 2
Fe B A T

TEAERT Jhs B 7, ISR R T DB SR R 88 . (7 im R 50 .

1 Ae U i) LR EMLZ S B Palo Alto Networks 2 7 32 Rl

2. TR Global Protect £IH/ R FHFE R Hoft: 53 -

3. f£ Panorama I, ## Panorama > Device Deployment (%% #5%) > GlobalProtect
Client (GlobalProtect % F i) o

4. i Upload (14%) , Browse (%) FPKE SO FaEIR ML AR Global Protect 1t
PR FHAR P A S8, SR e R OK (HfiE) o

5. Hig: Activate From File (TS ) ARG %A NI AL 1) Global Protect 4 EH/ N FH F5
7 A B FileName (CCE4)

Q s — U BEBE— AR AR LR P S0 I SRR A, (ELE
SeACEE G ZE AR AORRCAS, T 6 5P BT s S RO AR S A R 35
HI Y ST -

6. Ve BT BT B kK .
7. i OK () LS.
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STEP 11| 42% PAN 0S 11.0.

Mol A (HA) [ k8% FERT by, 7 B AL, — RS R —
£ e AT S 1 %

X T E LB KB, TR SR AR B A A KR

ST EEEBIBT KB, S e BRI I B, HER E SR (W
PEEERS) , HOET LB e, RS FHE S i B KR OIS AR G
2.

(IR SD-WANY Sy 7 ffF SD-WAN 8 B2 (R IR &S, U AUE T 0 S kB 22
B AR Bl ka5 T2 3 PAN-OS11.0, Sl T2 43 S B K 8% T T+ 2 0 B K B o] g 5
FEER [ S FhE (Panorama > SD-WAN > Monitoring (5%%) ) , H SD-WAN

AR oy down (L)

Lo BATE T B KRG B 1 25 R DA 22 3 W _E A% (¥ PAN-OS 3R 5257 .

o JEEAT MR kRS — H Action (BRPE) I Install (23%%) , EFREIEETS
M B k3%, %3 Reboot device after install (2235 EHE a1 , RIgHT
OK (#fE) -
o EBNE B T R B K R
L\ O BT TR — 5o 13 % B2 #6018 (Device (%) >High
Availability (&A1) > Election Settings GEFREE) ) . WEREH, NgiE
Election Settings GE#F R E) , AEEEH (HBR) Preemptive ($85%) W EIF
Commit ($23%) Fgk. R FEAEEAN HA P i — 5 khs BAAm ik E, H
TE B 7 AR R IR AS T o

2. Hidy Install (2%%) , 22 (iEK) Group HA Peers (ZH 7w IR i 4%) , ik
PATE AN E ] Mm%, $¢ Reboot device after install (2223 Ji5 538 5 5%
%), EHRE OK (HiE) o SEFM7 K58 EHT B 82 Ja P4k S b AT #e A .

3. i Install (22%%) , 25H] (3K Group HA Peers (ZH & m] FIPEXTIR &) , ik
PAE L — DA v AR T s T P X i ik 4%, 16 4% Reboot device after install (%%
JEEHRshES) , ARG HRE OK (FisE) -

o EBNE HA B Kds— ARSI, ERhP kA fwl, $EhB K4y fw2:

L B AP — A & L 5% B 225 A (Device (%) >High
Availability (&A1) > Election Settings GEFREE) ) . WHREH, NgmiE
Election Settings GEF R E) , AEEEH (HBR) Preemptive (858 W EIF
Commit ($232) k. &N FHEARAD HA S —ANB khs B E, H
TEYR SR 2 BT IR ERAS T -

2. FH AN SE TR SR ) Install (223%) , 2EH GERR) Group HA Peers (i
AT R A . P fw2, 1P Reboot device after install (223 5 5 357 5 50k
%), SRIEHE OK (BiIE) o 4% fw2 58 L 3 8 3h 2 )5 T4k 8347 44
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3. 1 fw2 B E R HENE, 1 fwl (Dashboard (1X##%) > High Availability (& ]
D D EAZSE fw2 T Bk ool i i s CARHLPT KIIRAS Ny active, Xk &
(fw2) 4 passive) .

4. i fwl FI Suspend local device (g4t #) (Device (#4) >HHigh
Availability (F A HPE) > Operational Commands (GEERT4) ) .

5. jjiH] fw2 (Dashboard ({XFEH) > High Availability (EalHTE) O, FFi%seAy
B kBRIRA N active , Xfui## A suspended.

6. i Panorama, EFEHH N AR AR K14 /E 51 ) Panorama > Device Deployment (14
%W E) > Software (BAF) , Hadi Install (%% , 22 (G&EFR) Group HA
Peers (ZH 7] X o445 ) , ¢ fwl, 13 Reboot device after install (%23
JEEWBEERA) , RIFREME. F7 fwl 58 E T E 3h 2 5 Ak sR g AT 8k .

7. Jila fwl (Device (##%) > High Availability (A fHE) > Operational
Commands (#1Em4) ) , Hidi Makelocal device functional (ffi A% %% 1E % iz
17 RIEFRW R EIEAT T —2

8. 7t fwl (Dashboard ({XF#) > High Availability CGEir]FHE) ) b, EESeAHIE; K
mARA v passive, Xk (fw2) Jy active.

STEP 12| ({Xf FIPS-CC#:X) 7E FIPS-CC #:X T 712k Panorama fl %4 1 % o
WURAEFEE BT K117 PAN OS 11.0 fRAI 4 & A H B WAL 2345 N 21 Panorama & 2 A, TII7E
FIPS-CC # =X T FF T By K 1 e 2 H1 B 2 RS .

MFLE BT KAEIZEAT PAN OS 10.0 B FLRCACE, 480 7 8 I VR I 21 Panorama & 21 (L 1
K
STEP 13| BOUE 2 B AE A B B KA LA RN 2 AR
1. ## Panorama > Managed Devices (2 ¥ %) .

2. PG kRS, IFEFE Software Version (fERA) . Appsand Threat (327
AW + Antivirus (BiiEE4) « URL Filtering (URL f#ii%) #1 Global Protect
Client (GlobalProtect % F'5ifi) 41 [FI{H

STEP 14| in RIE T+ 2 w25 FH A —A HA Bl k%0465, 154048 Election Settings GE#%
WHE) (Device (&%) >HighAvailability GEral i) ), FFE S FZB KBS
Preemptive (#85) % &
STEP 15| 7 Panorama Web 7t1fi I, #%E> Panorama FE/E it B #E12% 21 AOFEE B k5l .
WP R T L I FH 326 38 1 4 5 R 18 15 A LRSI ME AR IC B 5 5 M. Panorama B R FEE By K3k

TER I F 203 PAN OS11.0 J5, X2 s Ih K e B 5 o4t 2] il Panorama & L 2 vsys Bl K
BT L FER . AREMER, {ESIH Panorama & 12 vsys 7 KBS 1 I S B 6 S K BRINAT
1. %% Commit (3£%%) > PushtoDevices (FEIXFNHR)
2. Push (%) .
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J+4% Panorama

STEP 16 | # ¥4 sl E 8 5 A\ BT UE 15 LIS SF OpenSSL %4244 2.
FETF4% %] PAN OS 11.0 I, SR FrA ik 53 2 LA N S fIR 2K
* RSA 2048 firg ) |, B ECDSA 256 firaibL |-
+ SHA256 B i ik A dik 2

B2 b1 PAN-OS 5 #0147 7 B Panorama & B 24 45 7, 1A R ELHTAE BB S IE P E £
==

[= Ry

STEP 17| #5755 KKl (R BT+ 3 52
1. %53 Panorama %iifi .

2. #:%| Panorama > Managed Devices (&% #%) > Summary (fi%) #i; Device
History (& D788

THR ZTP [ k45

TESE TN ZTP [y k55 %5 Panorama™ & FEAR 4548 )5, 1EECE ZTP [ k511 B b5 PAN-OS kit
Ao 2 ZTP B k858 R IhiEH: 2 Panorama J5, Panorama 246t ZTP [5 k45 |22 2% 1] PAN-OS
WA A& 75 KT 8035 T Fiic & 10 H bx PAN-OS flRA . 4R ZTP [y kb5 2% 1 PAN-OS fig A& T H
Fr PAN-OS hi A, T ZTP B kB dE N— T A, B & %225 H s PAN-OS fitAS

STEP1| LIEH 5 &% 5% Panorama Web FH1ii
STEP 2| ¥ zTP B kI3E#5 %] Panorama.

STEP 3| &4 Panorama> Device Deployment (¥####) >Updates () , #&J5 Check Now (or
BURE A ) el PAN-OS A .

STEP 4| i%# Panorama> Managed Devices ((%2E % %) >Summary (F§%) , REEFE LA
ZTP By k%5,

STEP 5| Reassociate (EEHCEE) Frikn ZTP B ki,
STEPG| #& (B B IIERN Ashfkik.

STEP7| #£ ToSW Version (& SW RiA) #d, k% ZTP B k8511 H A7 PAN-OS fiAS
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T+ 2% Panorama

STEP 8| #id OK (WisE) {RATIE D B ¥ 2.

Device Association (O]
B Download Sample CSV
Browse...
litem )=
COLLECTOR AUTO PUSH ON
D SERIAL DEVICE GROUP TEMPLATE STACK | GROUP LOG COLLECTOR 1ST CONNECT TO SW VERSION
(] [ ]
9.1.13-h1
10.0.4
8.0.8
8.0.12
9.1.8
9.1.3-h1
8.1.14
8.1.13
8.0.0
10.0.6
— ~ 10.2.0
(+)Add (=) Delete
9.0.10
G 8.1.19
mnn -

STEP 9| %% Commit (32%5) F1 Commit to Panorama (3242 %] Panorama) .

STEP 10| JFE ZTP [y kK.
2 ZTP B KBS B & 23] Panorama i, ‘B2 H sh 2 BB % £ PAN-OS FiUAS .
* Panorama iz{T PAN-OS 11.0.0— W5 5 PAN-OS 3= £ i A 8L 4E 3 kit A T+ 48 8 1 K
W, MITE 223 B bR PAN-OS WA 2 B B 5t 2 38 TH 2 %42 1 R 1] PAN-OS RRAS .

filhn, ERBFEE R KRR Hbr 2 SW A Bt B AN PAN-OS 11.0.0, F H i k#5 EfEiE
1T PAN-OS 10.1. fE5—RKiE% Panoramaltl, PAN OS 10.2.0 B 2% 2238 7E 55 By ki
. PAN-OS10.2.0 iiZh%3& S5, Bik4hE 342 HFr PAN-OS 11.0.0 kit A

* PanoramaizfT PAN-OS 11.0.1 & 5 SR A—n R K IEAEES PAN-OS 3= ZERRA B ZE S R A T
WACE T ks, WS 2T % 4% it ia) PAN-OS =2 A I T #i 3 4 PAN-OS 3= il
A, SR % H AR PAN OS 4B i A .
filan, EBFEE R KRR B Ar 3 SW A BLE N PAN-OS 11.0.1, Jf H i k85 IEEE 4T
PAN-OS 10.0. 7E%—KiE#: %] Panoramalif, PAN-OS 10.1.0 fl PAN-OS 10.2.0 % 4% 7R 4L
BB kRE L. SR KR ER GG, % N PAN 0S11.0.0, 28585 k35 H a3 2 H br
PAN OS 11.0.1 i 4.

STEP 11| 5631F ZTP B K & 75+

1. %33 Panorama Web Fiifi .

2. i%¥% Panorama > Managed Devices (& ¥ #) > Summary (HE) , RJ5FHE ZTP
By K 3k o
3. BB SoftwareVersion (BEARAS) Fil & 75 B R IEWH H A% PAN-OS Fit A

STEP 12| #fFHi KM PAN-OS 4%, %5 M Panorama 14417 1 7144 5] PAN-OS 11.0.
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2% Panorama

M Panorama &k & N 25 5 5T

Panorama™ RV B M Panorama 1k 5 — a2 N ki . H B AR 285k WildFire ¥4% E 118 F
FRFE. N Bk % . WildFire® DL WildFire N &4 . #i i Panorama 1% 5 5%
BRELPNERA, URHESRTIERE, XA TS P25 8 4 SR 7 808 B 25 4
IS SO R AR XS . Panorama 7E Tk & N BB R BN S AE R G H & . B IRIEN N AT
I B B A% R A S PR N R e A A 2 BT ) e A S R

STEP 1| %353l PanoramaWeb #iifi.

STEP 2| i&#¢ Panorama > Device Deployment > Dynamic Updates (&5 51) , I Revert

Content (IKEHNZE) .

STEP 3| R EME I NERAL,

Antivirus

Apps

Applications and Threats
WildFire
WildFire-Content

STEPA| TR E AR — DB EZ AP K8, RG8E OK (HiE) « ZRE BN A RUA B AU T

b s ol 1] T N
Revert Antivirus Content

Filters Devices

[] Device State
[] Connected (3)

[ Platforms [ | bEvice NAME
[] Log Collectors (1) [7] ™-200
[] Device Groups [] PA-3260-1

[1dgl(2) 0
[7] Templates
M1
[7] Tags
[7] HA Status
[7] Software Version
[7] 10.0.0 (1)
[7] Current Content Version

PA-3260-2

[] Group HA Peers

CURRENT PREVIOUS
VERSION VERSION
3949-4413 3873-4337
3946-4410 3881-4345

O]=
Zitems ) — X
SOFTWARE
VERSION HA STATUS
10.0.0
10.0.0
10.0.0

[] Filter Selected (0)

o D
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* PAN-OS 24 ¥

o FFRIBGEFERFI

« KB KT E] PAN-OS 11.0

* M Panorama " ¥4 K 4 712 ] PAN-OS 11.0
+ [&ZL PAN-OS

* PAN-OS F2 [l G i s HE B

91



T+2% PAN-OS

PAN-OS 4% .

K] PAN-OS T+ 2847 B T {& Panorama 55577 Jk 3 5 ~F-Fa bt ol I 21 58T AR 1) PAN-OS.

O R s SN SRR,

O BoAIF A] A B A 7 1)
JIT 75 (RG2S 1A] K] PAN-OS WA 5. i%4% Device (##%) > Software ((f) IE&F BHix
PAN-OS KAT A Size (RN DA E P 75 IR RE 4 425 8]
O jz17 show system disk-space

O IR AR N B KAT A

O i€ B kiR
ARIEME R, ES M Palo Alto Networks SCRFFU AT TR B A AE A J 28 B 22 kA, 1A

& H AR PAN-OS JEAS ) O 0 i AN ke o) R, T AN B e S T LA S PR, DAY i PAN-
OS T 2% AT e % 453 F A 5 T

O e TR AT
A PAN-OS Ty i 5 47 FUA T+ 5 B S e (R D BE R AT RUA IS, ARk 234 H ARAR
AR [ A5 FR AR AR Th B AT RRCAS IR 225
O EE TR A RRCA I T 9 B R R T

O (4} 1 GlobalProtect A4 ) Bk 2 fik GlobalProtect™ fCFEFE TR A<, LAB 1E Global Protect F
P E2 VPN 3%4%. Global Protect ] LA B33 74 2% 21 5 8 A

O T OB MARTdE, 30Uk B AR RAT O BB SRARHE  RAT IRAS
O BOAIF MR P 5 10 38 5 07 R 55 4 )34
O 3&+% Device (%) > Troubleshooting (#fEHERD Flli Update Server Connectivity (F
WSS 245 DIGEE DNS 27 m DUEHT iZ 3k .
WIRTCVEMNT, 15 DNS TN 8.8.8.8 (&7 EAHH AL DNS IR 2% i A2 H &)
DNSk%5#%) » )5 FHRIAT ping #4E .
W LR EASBE AR DL ), T4 BT IR 55 4 SE O

staticupdates.paloaltonetworks.com jf Commit ($2%2) .
O ({FI SD-WAND i€ Z T+ 5] PAN-OS 10.2 (i FH 73 31 ks
LORFF SD-WAN FER IHERIRAS , o ZIHE THR 43 W7 K8 Bk Hh 0o Bi7 K 3 T+ 2% 21 PAN-OS

11,00 OB KBS Z HT 253 3B KB 1T e S 8GR 1 MR (Panorama > SD-WAN >
Monitoring (ME81) ) , H SD-WAN $E#: 245 E A down (5G]

PAN-OS F} 243575 11.0 92 ©2024 Palo Alto Networks, Inc.


https://live.paloaltonetworks.com/t5/release-guidance-for-ascs/palo-alto-networks-support-software-release-guidance/ta-p/154892
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary

T+2% PAN-OS

O n 54 de VAR, BT 2T %3 Panorama (Panorama > Plugins (4
) ) B kiE (Device (i%#%) >Plugins CGififF) O ERIFTA TR N2 Pan-OS 11.0 SCHF4E
PERRAR .

A K Pan-0S 10.2 3 #§ 1] Panorama itk hic A, 12 [ Panorama i i 2 M

XS ks Panorama AR k5% M PAN-OS 11.0 F+2¢ %1 PAN-OS 10.2 il b 1. R KIFEE R
ALEF 2 3] PAN-OS 10.2 (8] H 8 2e s . WK FHCCR G A, B 1R 2% 3] PAN-OS
11.0.
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T+ PAN-OS

T B 2 = 55 T
TAFIH T £ E TR BN

FETF2 3] PAN-OS 11.0 it A< . PAN-OS 11.0 fii A< &

PZHT, EF T RETTREIEEF . Ak PAN-OS11.0 iRAKIEZ (5 R, 12 PAN-

0S11.0 KAT UL

TR B FH I

=R S5

ASTRHE R 508 K 2 i 554

R A F+25% %] PAN OS 11.0.
5 A2 3 2 AR S5 4 i
AT+ %) PAN-OS 11.0 1] fit <>
SECRFEE AN B, XL R
] fe 2= BN Prisma Access

A SRAR A Zh e -

Be 2 R S 0

Panorama & #8117 I s R &
GNATER

Palo Alto Networks T4 475 (1)
Panorama i #8115 7% P /7 5K
M 32GB #i2 =1 El) 5 Ik 64GB.
X450 Panorama A1 H &Ik
LR T 1Y Panorama iz 4
W, D SREAN LN
Panorama i 8L 15 2% AH < AT
il H ek & FEAERE I R
[EF

XT38 ) Panorama jz 40, % 7%
#5%8, Palo Alto Networks 21X
R %/ 64GB ML, X
T I ) Panroama FE L1545
HE, WBHZM B Panorama
R A CPU FINTE , LA
ERIN T 4% %) PAN 0S 11.0 J&
BN Panoramali 115 %%
PINAT

TLSv1.3 SZHFE P 1]

MIEFRB K BRI, B K5
2 HE % Management TLS
Mode (EHETLSH) %
B N exclutestlsvl.3 only 3
# Certificate GE+H) BN
none. AR EEAEF L HT{EH
SSL/TLS k45 Bie B AR R

245 M PAN-OS 11.0 [%
25 3| B ) PAN-OS i A
I, TLSvL.3 SCHr %,

RS A TLSVL.3 ek
Kobs SSLITLS AR 45 Bc & S
&, WG KBS S2 R

PAN-OS J+ 245 11.0

©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/compatibility-matrix/prisma-access/prisma-access-and-panorama-version-compatibility
https://docs.paloaltonetworks.com/compatibility-matrix/prisma-access/prisma-access-and-panorama-version-compatibility
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/setup-prerequisites-for-the-panorama-virtual-appliance
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/panorama-overview/panorama-models
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/panorama-overview/panorama-models
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/increase-cpus-and-memory-on-the-panorama-virtual-appliance
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/set-up-the-panorama-virtual-appliance/increase-cpus-and-memory-on-the-panorama-virtual-appliance

T+ PAN-OS

TR = I

TR, VAN E L A A
THE.

FONE VTR 5 TLSvL.3
XFF, TR

% E (Device (%

%) >Setup (KE) >
Management (#) >
General Settings (H %

B) ), ¥ Management TLS
Mode CEH TLSHX) #H
N tlsvl.3 only B VB & AR,
IR E B IRS A UE T

o) METLS13%
FFSAETE RIS
FAF T8 B4
fty SSLITLS il 4
e S

Be 2 = R I

F& TLSv1.3 (TLSv1.0-TLSv1.2)
MR BB Z AT
TLS A

{HiE, WAL mrfEH
7 SSL/TLS R4 & S,

57 <K Hik o 4k 25245 P A2 T S
Gn

H 7€ X Syslog #%

T2k B 5 X Syslog % =
(Device (&%) > Server

Profiles (IR%2RBCE ) >
Syslog #1 Panorama > Server
Profiles (IR%2RBCE ) >
Syslog) /bR % 2,346 4~
FREA BRI %2 2] PAN OS
10.2.

TSI R BT SC

Palo Alto Networks 5 21 & i fE
AR E R m RS2 At
ML RN bR 1 T 4 R SRR
FEAER . IR TR, &
1E B 20 J5 1 FH ZE A0 10 3% F 8T )
% B DL S TS A A AR
it.

M PANOS 11.0 %2 51| 53 i
AKJg, FP LR XRS5
ANHEATH. A, BREESTER
R 5% 45 TR A TP Mk 3 A

L B L 1P Mk R S

IR FEES AR 1P itk 3
FRic i i DL K shAs F P 2 A%
ico

EREg w7, WREBATH
P E T REEED, EED
<k HE % Panorama I g MLt

Fric AR 25 2102 B3R 5 F AT

PAN-OS F+Z¢ 4575 11.0

95

©2024 Palo Alto Networks, Inc.



7+ PAN-OS

THE R T Be 2 = R I

MIFCE, LDAEERS RIS LR
Mo H T RS

Palo Alto Networks ZE 131 [
2 WS RILE R K 8% A8 A DA
™ CLI g4 DA S i i 2
ok, MARTERER, XRvT
s thg B an Ja s, DAL
UEFT A DB B AR B S 1)
B kB AT

* {#if show user ip-
user-mapping all x4
SRECY R 1P bk B H - 4
ININEE =

« {#if] show user ip-
port-user-mapping
all an4 3RS HT 1P Mok
B - B R B

« {#H show object
registered-ip all
option count #r43kH
R 1P Huhk BHR i B )

« f#f show object
registered-user all
i 2R B A AR 10 3 H
EA 3 ik e

* f#ifH debug user-id
dump hip-profile-
database 43S
HIP P & SO SRR BT 15
TR

« KREERETIR
Export (FH) 5 PDF 8¢
Csv.

fEH CLI an %, LB FEZnT A
LR Y oAl €/ =W Ui
[, It Do 2 1 Kt £ A
515 KA HHAT SRS 2 HTAE B K i
EnTH.

PAN-OS JI 24675 11.0 96 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/globalprotect/10-1/globalprotect-admin/host-information/quarantine-devices-using-host-information/view-quarantined-device-information

T+ PAN-OS

THE R T Be 2 = R I

BT ERE XML
APLIR BT AT S DL T2l
TN B B B R AT e 4 o

T RAE R XML APl 5
SRR AC AN BT B i 2 R

BRI A # S AR
FELE PR e AT IRAIE, X AT RE
SR N, RN
B A A8 ] BE A A2 IR
T U5 IAMEAT T TC AL T 0] ) B2
ilan, wSEE e

B Bh A A DA T I B 1)

XML AP #4578 bnid o Bo g
P, WzHE P EAERE T8
W rIshaH P, BREE
B0 5 Fahisiniz i . Wi
TEAEBE T T R & i n 2
MaEs s, IR 5 0 a0 F
NI 1A% & S| A7 & S
YRR R, AL AR

1 ] NetBIOS 7 7 S 0 () R nEEA S ID % | TG
FH P o i A IR B R BE B R S 2
AT TR 22 i, 1R NER
TIARWI S I —35r, AR

AN S HE P S g i s

NetBIOS & F iRl 77 i
TR a0 A 7
BILERT, U DA 25T T 2 i e B 4
F 775 DA AR P R ) 4k 22 A4S
(W . A 8% FH LS ik r o
258, 1S PAN-OS

Mo F+45, NetBIOS % ) i
RN (Device (%4%) > User
Identification (FHF'FriH) >

User Mapping (/LS
> Palo Alto Networ ks User -

ID Agent Setup (Palo Alto
Networks F /' 1D fREE % &)
> Client Probing (% F' Ui i
W D AFEATH . NetBIOS

PAN-OS F+Z¢ 4575 11.0 97 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id/map-ip-addresses-to-users/send-user-mappings-to-user-id-using-the-xml-api
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id/map-ip-addresses-to-users/send-user-mappings-to-user-id-using-the-xml-api
https://docs.paloaltonetworks.com/globalprotect/10-1/globalprotect-admin/host-information/quarantine-devices-using-host-information/manually-add-and-delete-devices-from-the-quarantine-list
https://docs.paloaltonetworks.com/globalprotect/10-1/globalprotect-admin/host-information/quarantine-devices-using-host-information/manually-add-and-delete-devices-from-the-quarantine-list
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id/map-ip-addresses-to-users

T+ PAN-OS

T+ E B H IR B4 20 3 B S T
2 P AR M AE Windows H 7
ID feH(F) 11.0 i AN ]
.
Wit HTTPAREE ) OCSP T R B2 3 FF PAN-OS 11.0

[¥) PAN-OS f A, )5 2 A
FHAIEP 44513 (CRL) 792
FHNUET PR . OCSP it
=R E I BT PAN-OS 11.0
[¥) PAN-OS fiR A i) HTTP AX
H,

PAN-OS JI 24675 11.0 98 ©2024 Palo Alto Networks, Inc.



T+4% PAN-OS

R Bk B 25 3 PAN-OS 11.0

157120 5] PAN OS 11.0 17 B g T 168 2 4045 Jhor B kB8 &2 v vl M (HA) B & A B ok k%, BA
Pt FIX AL, 82 5 {# ] Panorama SR BERE kRS . B/ PAN-OS 11.0 22471 W, AR5 1%IR
R T IR B30 2 1 i R AT A

o TfiE Y 3] PAN-OS 11.0 #8817

* M Panorama H ¥ B kB 25 2] PAN-OS 11.0

o TFAMAT R kR

o TF4% HA 5 k3%t

Q T+ A ) Panorama & 3 (1) By < i sl T B Ak Py 25 Jk 1) WATdFire 14 42 iyl ok 1l

i, i T Panorama&gtl;%l%(fﬁ%%, AR WildFire %4 BT K
R,

UEAb, AREEBCEFELEAT . Panorama o g 45 R HUBT A, A AT A ST
GEJEREIE RO, Bk, # Panorama iz f7f) /2 PAN-OS10.1.0, NI R i 4 35a1T
PAN-OS 10.1.1 s i1 i 447 K A< (035 K S

T E FF 2% 3 PAN-OS 11.0 1% 4%

M4~ PAN-OS Zhfig K AT RRA T2 31 i I DR AAT IR, A BEBkid 23k B ARhRCA ) 42 AR

M IIRERATIRA ) 20 o WAk, TR AR BAE AL 2228 N — DN IhRERAT AR M EE AR 2 T

FERFAN RAT A L BB I AES AT RRAS o O 17 B R BR JBE -/ P A LIRS 8], 375 8 A AR I 1]
PATTH

HTF 714, Palo Alto Networks g it 76 71442 1 kA~ PAN OS fig A e A1 71 2%
SIS R . R BENTIAE R AR 22 PAN OSSERRIIUE, IR e B 7 3k H
FRkAS .

240 5 N TH AR
STEP LI Mg 24l e de IMUAS .

« M Panorama ', i%#% Panorama > Managed Devices (2 %) , ARIGLETHRITHHEHIBT K
B R A AR

o MBkEEH, i%$% Device (#4%) > Software (#ff) , SRIGHAEMEANRALE Currently
Installed C4HTC %38 FHA Fikbrid.

STEP 2| e okt

K TBIETH R e rh 225 A A, BE R TR T SO S i g g
L0 ) DL A BRANAT N 2

PAN-OS F} 23675 11.0 929 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/set-up-and-manage-a-wildfire-appliance/upgrade-a-wildfire-appliance.html

T+2% PAN-OS

L2 1) PAN-OS fi A

H45 %) PAN-OS 11.0 [lHEFF IR 1%

10.2.x

o MR CZAEIEIT PAN-OS10.2 iR, Tjw] LA
BT %) PAN-OS 11.0

10.1.x

M PAN-OS 10.1 B s hicA T+ e s i, S ILAE
A] LA A Skip Software Version Upgrade (Bkid %14
W AT DRkt AR A .

o IR DA ALEIZ4T PAN-OS 10.1 A<, JjTT L
HEZETH2: 5] PAN-OS 11.0.

10.0.x

o RO LR % PAN-OS 10.0 4E 5 i
A, RIGEHEB.

« TF# PAN-0S10.1.0

o FEIFF IR PAN-OS 10.1 4E 57 i
A, RIGEH BB,
T#; PAN-0S 10.2.0,

o FEIFLIEEFR T PAN-OS 10.2 4537 il
A, RIGEH .

o MR EE KT 203 PAN-OS 11.0.

9.1.x

o FEIF e RCH Y i PAN-OS 9.1 4E9 A,
USEE =R

« TF# PAN-OS10.0.0,

o FEIF LI EERI T PAN-OS 10.0 4E37 i
A, RIGEH .

« TF# PAN-0S10.1.0

o NEIF LB % PAN-OS 10.1 4E5 i
A, RIGEH R,

« TF# PAN-0OS10.2.0,

o NEIF IR % PAN-OS 10.2 4E5 i
A, RIGEH R,

o RS KBS T2 3] PAN-OS 11.0,

PAN-OS F+Z 45/ 11.0

100 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/management-features/skip-software-version-upgrade#idc21ee84a-7525-4f97-bec7-de92b3cf7eb2
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-new-features/management-features/skip-software-version-upgrade#idc21ee84a-7525-4f97-bec7-de92b3cf7eb2
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304

T+2% PAN-OS

L2 1) PAN-OS fi A

H45 %) PAN-OS 11.0 [lHEFF IR 1%

9.0.x o REIFLCHERFTI T PAN-OS 9.0 i il A,
SR JE B R 3
TENGAT o] H B AR 38 T+ B o
[ty PAN-OS9.0 447 i A 2 Hif, 1
a5 g TR R
« F# PAN-0S9.1.0.
o RERIFFLI B T PAN-OS 9.1 4E4 A,
SRIGEFTEE.
« F# PAN-0S10.0.0.
o FEIFLRIE RN E L PAN-OS 10.0 4E4hi
A, RIGEFE.
« TF# PAN-0S10.1.0
o FEIFLRIE R L PAN-OS 10.1 4547 hi
A, G EBE B
« T# PAN-0S10.2.0.
o REIFRBEHN T PAN-OS 10.2 45 it
A, RJEEBE B
« BB KT E] PAN-OS 11.0.
8.1.x o FEIFRIE RPN L PAN-OS 8.1 4E4 iUA,

SR TR BN

+ TF#; PAN-0S9.0.0
o NEIFLEEEGH % PAN-OS 9.0 4E3 R A,

XA BT R BN

FERGAE AT H S Wb as T 2 B
fr) PAN-OS9.0 i it A& 2 Ay, 1%
25 £ THRURR PRI

T#k PAN-OS9.1.0.

o NEIFLREHTH %t PAN-OS 9.1 4k 47 A,

SRR BT R B

+ T#; PAN-OS10.0.0,
o NEOIF LRGN % PAN-OS 10.0 4E 5 i

A, RIGEFEEN.

* T# PAN-0S10.1.0

PAN-OS F+Z 45/ 11.0

101

©2024 Palo Alto Networks, Inc.


https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgradedowngrade-considerations
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-new-features/upgrade-to-pan-os-91/upgrade-the-firewall-to-pan-os-91.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgrade-the-firewall-to-pan-os-90.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgradedowngrade-considerations
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-new-features/upgrade-to-pan-os-91/upgrade-the-firewall-to-pan-os-91.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html

T+2% PAN-OS

L2 1) PAN-OS fi A

H45 %) PAN-OS 11.0 [lHEFF IR 1%
o NEFF IR T PAN-OS 10.1 4E 5 il

A, IRJE RS .

* FN# PAN-0S10.2.0,
o NEOIFL IR % PAN-OS 10.2 4E 5 i

A, RIGEFEE.

o BRI FHEE] PAN-OS 110,

8.0.x

o N#EIF%d PAN-OS8.0.20, ARG HEFEE.
* T#; PAN-OS8.1.0,
o FEFFL IR T PAN-OS 8.1 4EH il AR,

SRR TR BN

+ T# PAN-0S9.0.0
o NEIFZRERHTI L PAN-OS 9.0 4E7 A,

XA TR BN

FEAGAE AT H S W e as T 2 2 B
fr) PAN-OS9.0 i it A& 2 7y, 1%
#HEITRIERIEZFI

T#; PAN-0S9.1.0,

o FEOFZRRHTIE L PAN-OS 9.1 4EH R AR,

SRR B R B

+ T#; PAN-OS10.0.0,
o NIRRT % PAN-OS 10.0 4E 5 i

A, IRJE RS,

* T#PAN-0S10.1.0
o NEOFL IR % PAN-OS 10.1 4E 5 i

A, RIGEFEE.

o HREEIS D FHEE] PAN-OS 110,

7.1.X

o FEHZHE PAN-OS 7.1.26 43 A, SR)5HE

Ha sl

« F# PAN-0S8.0.0.

« FEIF%% PAN-OS 8.0.20.

« F#; PAN-0S8.1.0.

o FEGFLIERHT L PAN-OS 8.1 43 iUAR,

XA EFT R BN

PAN-OS F+Z 45/ 11.0

102

©2024 Palo Alto Networks, Inc.


https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/upgrade-to-pan-os-81/upgrade-the-firewall-to-pan-os-81.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgrade-the-firewall-to-pan-os-90.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgradedowngrade-considerations
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-new-features/upgrade-to-pan-os-91/upgrade-the-firewall-to-pan-os-91.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/8-0/pan-os-new-features/upgrade-to-pan-os-80/upgrade-the-firewall-to-pan-os-80.html
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-new-features/upgrade-to-pan-os-81/upgrade-the-firewall-to-pan-os-81.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304

T+2% PAN-OS

L2235 1) PAN-OS it A 2 %3] PAN-OS 11.0 [HHEF K42
* F#; PAN-0S9.0.0

o NEIF LI EGH I % PAN-OS 9.0 4E3 il A,
SRIGEHT A

FERE A1 A R 52 T4 3
fy PAN-OS9.0 4t ik A2 i, i
a2 T IV T

s F# PAN-0S9.1.0,

o FEIFRIEER T PAN-OS 9.1 4E3 A,
SRIG B A B

s F#; PAN-OS10.0.0,

o NEIF IR 1% PAN-OS 10.0 4E5 i
A, RIGEH R,

+ F# PAN-0S10.1.0

o NEIF IR 1% PAN-OS 10.1 4E 5 i
A, RIGEBE.

o SRERIT KBS T2 3] PAN-OS 11.0,

T2 ST By K
& PAN-OS 11.0 A AT U, AR5 F LR I B R ANTE HA TE & i B7 K 3% T+ 4% 21 PAN-OS 11.0.
01 SRS KO 57 K G A A ) WAOIFIT g bt g sr, s s 24
WildFire V5 g i 5 -0 5 5 5 k%

Q DGR, T RIAE T T (A B Y EEAT TR B ORBIT s DGR 2 AT B (1 HL YR
TR W L AT B 3 BT KBS TR

PAN-OS I 26 11.0 103 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgrade-the-firewall-to-pan-os-90.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-new-features/upgrade-to-pan-os-90/upgradedowngrade-considerations
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-new-features/upgrade-to-pan-os-91/upgrade-the-firewall-to-pan-os-91.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-new-features/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os.html
https://live.paloaltonetworks.com/t5/Customer-Resources/Support-PAN-OS-Software-Release-Guidance/ta-p/258304
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-release-notes.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/set-up-and-manage-a-wildfire-appliance/upgrade-a-wildfire-appliance.html
https://docs.paloaltonetworks.com/wildfire/10-2/wildfire-admin/set-up-and-manage-a-wildfire-appliance/upgrade-a-wildfire-appliance.html
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STEP 1| fRA7 1A HC B S %40
R KEs B e QB E &0, (EREMEER AT AT G & 0 @ s 5 20
7B HRAT.

1. %%t Device (#%#%) >Setup (% &) >Operations (FfE) , #RJ5H#di Export named
configuration snapshot (‘5 Cir & AL E RIED

Configuration Management

2. PO EAIBTEE (40 running-config.xml) B XML X, F8dy OK (i
€D FHEE S

Export Named Configuration @

Mame | running-config.xml

m Cancel

3. B S H SRR KBRS E . G SR HEILIREE,  ST DA A i R
E.

STEP 2 (nfik) s o H User-ID, TITETH4E B K 0K B 24 w1 1P kil 31 FH P 42 A2 it
DA T LAASE ) User-1D 5 A 1) Ja8 1t S0 A8 70 1K SO Bt o Bk 1 2 5 7 e S ol 35 P B 1]
THER] K dk 21T LR CLI s
o ST 1P kR P A
- show user user-id-agent state all
- show user server-monitor state all

« XFT4mgt: show user group-mapping statistics
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STEP 3| {37 Kz A7 7 1 9 25 R AT RRAR
52 B AU T L T RIS ST PAN-OS 11.0 B A %235 i 6 P B0 A7 AR . 375 45 D038 18 1 11
TR R P 2 S A T R S

1. ##¢ Device (#%#%) >Dynamic Updates (Z1Z&SHH) , ARG EH 4T 231
Applications (3 &) B8 Applicationsand Threats (MRS WA KT
PN

CURRENTLY

VERSION FILE NAME FEATURES TYPE SIZE SHAZ56 RELEASE DATE DOWMNLOA. . INSTALLED ACTION DOCUMEMNTAT ...
w Applications and Threats Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only}
B28B7-5151 panupv2-all-contents-8287-6151 Apps, Threats Full 56 MB  35315eff.. g%%_u..-'os.e'ze 17:34:56 7 Release Notes
B2B7-4152 panupv2-all-contents-8287-6152 Apps. Threats Full S4MB  deedScé?..  2020/04/29 11:55:44 v Rele
POT previously
B28B7-56153 panupv2-all-contents-B287-56153 Apps. Threats Full 56 MB  14af053h. g[[ﬁ_ﬂ-"[}é-"?? 17-15:33
B2B7-4154 panupv2-all-contents-B287-6154 Apps, Threats Full 56 MB cB725521.. g%%_u.-'os.»'so 16:14:19
B2B7-6155 panupv2-all-contents-8287-6155 Apps. Threats Full 56 MB  3f0fcbh%aé... g[[}]i%ﬂ.-"[}brﬁ[} 19:0%:11
B8288-5157 panupv2-all-contents-B288-6157 Apps, Threats Full 56 MB  54[355al.. g%%_u..-'o?.e'm 17:00:41
B2B8-4158 panupv2-all-contents-8288-6158 Apps. Threats Full 54 MB  dbPe5aBl. gg;%_u.-'w.»'m 18:15:44
B2B8-615% panupv2-all-contents-8288-6159 Apps, Threals Full 56 MB  b&B63CR6... g[[)ﬁ_ﬂ.-"[}._.-"DZ 11:55:30

2. R WKIEARIZAT PAN-OS 11.0 Fir i AR A A R AT RSB il A, 1§ Check
Now (OZRIAGED PASRECRT IS B H51%% .

3. K ZFJF Download (R Fri MM A RATIRA .

I PN AT G, ZNERATHA Action (:E) FilHh B EERZ A
Download ( N#) FHCN Ingtall (%3%) .

4. Install (‘Z%E) FiHr.
STEP 4| #5748 %) PAN-OS 11.0 11 #%4%
X T IEETF R 2 E WA AR, BF R AT U AT 20/ 20 i I [ PAN-OS T4
T A i) R A R BRAAT T
STEPS|  (iifEsizil) st/ Cortex $dfEii (CDL), 1 24 ¥ & 1E 1.
i;ﬁéﬁu PAN OS11.0 i, Bk iisx B 345 B A B AR+ ) CDL SR 25 1) 3 i EAT 5 13
5k .

W R ARAE T2 3] PAN OS11.0 2 i 22 B & UEFS, By kARG 4k B 1 H 25
R S5 A HEAT B B IE
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T+ PAN-OS

STEP 6| F}4¢%] PAN-OS 11.0.

0157 K 3 AN TR L1 ) ELIBER, U T Ll WL Pelo Alto Networks 27 50
P Rz, SRS ot Upload Chfe) sy,

1. %% Device (% #%) > Software (fF) , #RJ5Hiidi Check Now (LRI #E) LUE /R
i PAN-OS 5 37 .

IR — N ] PAN-OS KATHUAS IR AS . B, SR ph ok h% b 2% 7 PAN-OS 11.0,
MY 7~ PAN-OS 11.0 it 4.

2. #¥% Panorama > Device Deployment (###% ) > Software (#fF) > Action ($1F)
> Validate (%GiF)

Panorama > Device Deployment (ix##(#) > Software (¥ff) >Action ($#ffF) >
Validate (36iiF) UL FE THE] 11.0.0 At i 00 BT H IR B4R A Py 28R

- NIRRT A R

4 ETFEBMGE (B, ST TR, £ EEREIE) i Install (2% BH&.
ZHRIGERE, WA AT iz — EH R 8-
o WURFEREFAD), WD Yes G .

o WERRPEREE, 15IEF Device (% 5%) >Setup (XE) >Operations (FfE) , &
Ji ¥t Reboot Device (E 5 %%%) .

BB, B K BERE T R User-ID i, 985 &S] User-1D g DL B H 78k

9,
6. LTI User-ID, 4 LA CLI iy 78 VPR & 2 BT ERT ks 2 75 O B it 7
| P il 21 FH P 44 A2 LR

+ show user ip-user-mapping all

- show user group list
STEP 7| = A pal # B 5 N BT UIE-T5 LA SF OpenSSL %4410 2.
FETH 3] PAN OS 11.0 i, ZER A UE i /2 LLF S IR E K
* RSA 2048 firgi A |, =i ECDSA 256 {7 =LA |
* SHA256 B 5 i il As 4 2
WS PAN-OS IO, THAREFAMEERFNIEBNEZEE.
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STEP 8| BGER; K3 & 15 IETEAL 2 I i

EFE Monitor (4%) > Session Browser (SiEWWEAY) , AREIRIEE S DaRHaih.

START TIME ;g?ﬂr: TO ZONE | SOURCE DESTINATL... :'RODR:‘ TO PORT | PROTOC.. | APPLICATI... | RULE INGRESS I/F | EGRESS I/F BYTES | VIRTUAL S5YSTEM
07/0B 11:29:02 =zl 6622 ftp-data -1 ethernetl/3 | ethernetl/4 558 veysl
07/0B 11:29:00 =zl 4823 | 42573 [t ( -1 ethernet1/3  ethernetl/4 | 277874  vsysl
07/0811:29:10 |zl 60162 47273 <] ftp-data &-1 t t ethermnet1/4 580 wsysl
07/08 11:29:10 =zl 6013 ftp-data 4-1 ethernetl/3 | ethernetl/4 560 vsysl
07/0B 11:29:00 =zl 2559 (¢ t &-1 ethernetl/3  ethernetl/4 | 111119 | veysl
07/0B 11:29:12 =zl 45772 4 [t t &~ ethernet1l/3 | ethernetl/4 785 vsysl
07/0B 11:29:10 | =zl z2 39742 61408 -] ftp-data ethernetl/3 | ethernetl/4 554 vsysl
07/0B 11:29:06  zl 72 53948 56594 -] ftp-data rulesé-1 ethernet1/3 | ethernetl/4 792 vsysl
07/08 11:28:11 zl z2 38185 42184 6 tp-data rulesé-1 ethernetl/3 | ethernetl/4 3243 | wvsysl

STEP 9| #x& B kB L s 20 3 s
L B35 KRS S
2. #:%| Device (#4) >Summary (%) > Software (fF) , )5 ¥l Device
History (1401 58id3%)

T2k HA 55 K 15 %}

BE PAN-OS 110 2247 Ui, RIS A LR T 2wl M (HA) BCE i — X5 ks . e
& T E B sh A s S E .

e YE (HA) B B A S8 ki, Oy 7t MBS AL, — Rk RS — & ] PR
S XT RSB K, BT i g AR Cyfa iR W, R T E s
TR EB-E B b ) o T EMEEhPI K, BASEEHE GRERER) JFTH g Es) (F
) Wi, TR EEX iAW IO T B i i R A R K B RITh RIS (i
2D o TR, DATEEHE) G X B8 DU B 00 i B AL T 13 IRES . AR B
AL T RS HAH B S e % 25 e, ST AGRSET . Oy 1 BT IEAETH HA XS5 TR) A A
PEEERS, (EAL IR DRAE DR ST O RIAR G S AT 9. S A 7 AR AR o — AN S (036 5 AT N

12N iHE PAN-OS WA ETH HA B KSR, 0K FHER R A% B I REAS HA X456 % T+ 22 2 AR R
1 D16E PAN-OS A, SRJE A Redksk. Flan, 20K HA X458 4% )\ PAN-OS 10.0 F+4% 3| PAN-OS
11.0. DS HA ST & H T3] PAN-OS 10.1, R )5 4 fedk4: 71 2% 3 H #r PAN-OS 11.0
FRAS . 2 HA X85 % & AR AN BUE 2 THRERRA S, 3% TR IHRRAR By ks S E N R, IF
BN B Ui B A AR AR TH o

Q OISR, T RIAE P TI [A) B Y EEAT TR B ORBIT R DO RE 2 AT e (1 HL YR
THER I W H AT e 5 B KA TR
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STEP 1| fRA7 1A HC B S %40

R KEs B e QB E &0, (EREMEER AT AT G & 0 @ s 5 20
B HARAF -
XX RIREAS BT KT B 2P 3R

1. %% Device (¥ %) >Setup (XE) >Operations (#1F) , #RJ5Hidi Export named
configuration snapshot (‘i Sy 4 MECE PR .

Configuration Management

Import device state

2. WAL IFIESTIIRE (4 running-configxml) [ XML SCHE, F#idi OK (if
D) TR E .

Export Named Configuration @

MName | running-configxmil W

m Cancel

3. T SCHRAZ BB KRNI E . A SR T IR, T DA A i SR
H.

STEP 2| %4 Device (i%4%) > Support (3#F) Jf Generate Tech Support File (2 AR S #EC
" .

PR RBOR SRS, Hiil Yes ()
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STEP 3| #afr HA X 54N KBS #2817 B8 BN B R AT A
WS A AT U LT RIS 50N PAN-OS 11.0 FRAS %2285 I Bl N 8 R AT AR o« 175 55 00 1841 1
FE 7 R0 B PN 25 0BT O e AR SE B
1 %4 Device (%4%) > Dynamic Updates (ZAEH) , SRJ5i1%E#E Applications (B HFE
J¥) B Applicationsand Threats (N FHFE 7 HZH ) DARA E =4 Hl 222 1 S5

w Applications and Threats

B2B7-6151

B287-6152

B2B7-6153

B2B7-6154

B287-6155

B2B8-6157

B288-6158

CURRENTLY

VERSION FILE NAME FEATURES TYPE SIZE SHAZ56 RELEASE DATE DOWMNLOA. . INSTALLED ACTION DOCUMEMNTAT ...
Last checked: 2020/07/08 01:02:02 PDT  Schedule: Every Wednesday at 01:02 (Download only}
panupv2-all-contents-B287-6151 Apps, Threats Full S&MB 34315eff.. g%%_u..-'os.e'ze 17:34:54 7 Release Notes
panupv2-all-contents-8287-6152 Apps, Threats Full 56 MB  dced5ce9.. | 2020/04/29 11:55:44 v Rele
POT previously

panupv2-all-contents-8287-6153 Apps. Threats Full 56 MB  14af053b.. g%%_ﬂ-"[}é-"?? 17:15:33 Rele !l
panupv2-all-contents-B287-6154 Apps, Threats Full 56 MB cB725521.. g%%_u.-'os.-'so 14:14:19 Rele
panupv2-all-contents-8287-6155 Apps. Threats Full 56 MB  3M0fcb9aé... g[[}ﬁ_ﬂ.-"[}br’SD 19:0%:11 Rele |
panupv2-all-contents-B288-6157 Apps, Threats Full 56 MB  54[355al.. g%%_u.-'o,‘-.-'m 17:00:41 Rele
panupv2-all-contents-8288-6158 Apps. Threats Full 56 MB dbReSabl. g[[}]ZTD.-"OF.-"Dl 18:15:46 Download Release Motes
panupv2-all-contents-8288-6159 Apps, Threats Full 56 MB  b&B63CR6... g%%_ﬂ.-"[}._'.-"02 11:55:30 Download Release Notes

B2B8-6159

2. IR KIERIEAT
Now (SZLEIHRE) LASREUAT A BE B R 413K
3. $FIJF Download CFHD BT MIA A RATHUA

I RN AT G, ZN R RATHAS I Action () FilHh I EERE A
Download ( N#) BN Ingtall (%4%) .

4.

STEP 4| #5EF14: %) PAN-OS 11.0 {1512

PAN-OS 11.0 it 7 f A% P 2 RAT B AS BICE i ilAS, 3 Check

Install (Z22%&) BFT. BLAUE AR5 22 R .

1E M S HTHZ AT PAN-OS Fii A FH2% 3] PAN-OS 11.0 (8842, 18 ToiEBk AT Th e R AT B AR )

xBTS T 2 AR, BB RAT UL P90 E S TR FIPAN-OS T2

T ER R A R ERIAT N

STEPS| - (pfhsii) R Cortex H#H (CDL), WEFEREA HA XA b2 e & i fi.
FET14¢ 3] PAN OS11.0 I, Bl KEG 2 B D) 2148 A B E45 7] COL BRIBCR & ) 3 1 32647 5 4

Bk

I RAEKRAETH %) PAN OS11.0 2 fif 22 & HS, By KESKF 4R S LA 11 H &
AR S5 UL HEAT B A BT
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T+ PAN-OS

STEP G| FERAM I — A FAEAH 178, 18 T EAE HA X — ANy kil 2R ik
B, HESRST R ATH RIS KT .
1. %% Device (%) > High Availability (Frl ™) , SRJ5 %% Election Settings (i%#%

WE) .
2. WMRCHEA, WEAH (BUNEE Preemptive (#i2k) W&, RFHH OK (HIE) -
| Election Settings (6]
| [ Preemptive
[ Heartbeat Backup

3. Commit (358 k.

STEP 7| e F 2 HA X1 % LABAT iR 52
CEAN L 27 ) 0T E 3042 HA FLE B K, 58 IEMA R D) HA X554
CEAN 2T A W 23030 HA FLE A RBG K5, 8 M 8- 1 B HA X4
W

1. %4 Device (#4%) > High Availability (& a[#) > Operational Commands ($:1E48
4D, IF FER AR & DL E s ]

2. AT, RIPRESEEDEE.
P L7 A P W B A 72 97 5 3505 B HA S 25 e 4 i 0 31 32 3R A

@ FETHRZ AT, AR R R e R 2 ganiiE HA SR 7 2 117 IE B AT
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STEP 8| FEE{EH) HA X254 % 2% PAN-OS 11.0.

1 fE T3 HA 084 &, 1%F% Device (%) > Software (#44) , #RJ5 Bty Check
Now (SZBIRGEE) DL A 58T o
(LR F—ANiT i PAN-OS RATRRA LA . 4, Hisps ki 2245 7 PAN-OS11.0,
MY &7~ PAN-OS 11.0 it 4.
2. %3 Download ( F#) PAN-OS11.0.0.
SR R I B 1) ) UL, gy ) g Pelo Alto Networks 22
R Ragmprmetz, SAGFag s Upload CEA) spy o,
R B KBRS R] DAy n) BB, If HIE R SO R 8%, E IR RS
Check Now (7RG #) LLIE PAN-OS mig 1) 3% .
3. FETFEMUGE (i, MNTFIHTE, FEEEE) , i Install (223 mig.
\:;ZS;ON e jl::s = Z;;ZA;:ZSA;iSéSz DOWNLOADED CURRENTLY INSTALLED %
A4 gAERN I s, BT i EH RS
o MBIREFEE), ERT Yes G&) .
o WIRKRPIREE, 1HIES Device (%) >Setup (KE) > Operations (#/E) Al
Reboot Device (HE G4
S WHKEWEE )G, && Dashboard (IXFEM) M Al I /INEBAE, FEI8AIE A KRN T-2% 1)

BT S B A

. Passive:
. Active

STEP 9| ¥ HA ThREWKE B =2 HA X584 .

1

1% FF Device (¥ %) > High Availability (& F1E) > Operational Commands (£:{F+5
2D, I ATAHE B A IR H B AT DASE I = v A A

B4 T, BIRIRESES A B3l X T4 T F 3 ENBECE MR K, 1ERIFHIRES S5
N EE,

SE0F HA XS & Is T B R .

7t Dashboard (fXF&MR) H, Wi mya] AN s T R EIRES .

STEP 10| 74 B) HA XT45 ¥ b, 1% HA XEXT5 B

1

%+ Device (##%) > High Availability (Frf %) > Operational Commands (¥:fEf&
4D, I HERT AR % LSBT A

AT, BIERELE LT,

FH L= 2B R e A B B B HA W SR & R 130 IRES.
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STEP 11| 7E4i8h HA X155 154 I %2 %% PAN-OS 11.0,

1 fEE—Auhimikss b, %% Device (%) > Software (#f4) , #RJ5#di Check
Now (S7EIAGEE) DLSRH A 5 56 5 o

##)9 Download (%) PAN-OS 11.0.0.
TG, i Install (23 .
LRI TE UG, B LR ik —EEE 3
s WMESREF B, WEHRT Yes ) .

o B KRRE)E, HIER Device (K &) >Setup (K HE) >Operations (EfE) Al
Reboot Device (HJH¥ %) -

STEP 12| % HA ThEEI & B4 HA ST % .
1. #%#% Device (#4) >High Availability (Ziaff#) > Operational Commands (¥:{E+
A, I A A IE R I AT LASE I R AT R
2. (B4R, WIPIRESREN $ish. W FTF 33/ EhFE P kB, ERIEHRESET
9 E3,
3. AR HA WS IBITRCE [F25
£ Dasbhoard (f(FEH0) o, WAL ATHC BARZS i vl I N BB A
STEP 13| 78 L —Dip 25 ) HA X451 4% L8358 At
1. %% Device (4 ) >High Availability (a4 . SRJ5%w%E Election Settings (E#%
WHE) .
2. J5H GEFD Preemptive (3t/) WHE, AEHE OK (HIE) .
3. Commit (J£%%) Hik.

STEP 14| & ¥4 sl E 3 5 A\ JTAT UE 5 LLESF OpenSSL %2444 2.
FETHF) PAN OS 11.0 I, ZESR P A UEFis 2 LA F B AIRE K
* RSA 2048 fiig( L) |, B ECDSA 256 fi =L |-
* SHA256 Bl i i A dik 22
WHZ 5 PAN-OS 51 D1 4R F B Panorama 577 D4R 9, T #RA REFEREERT S EBNHEZ

AN
,fﬁ A%\ o
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T+2% PAN-OS

STEP 15 | 56 E W AN % 55 /2 75 1 B AL 3 I =2
FEEBNREANELE T, N ESIRERAE ST E: IS NAE 330/ 3 3N E P s E
IBATLAR CLI i & LA T8 2 -
o OB A S ZBAIE TS5 T IEEAE IR, 1Hia1T show session all s .
o FIGUFSiE[A, 11247 show high-availability interface ha2 @4, JHifE
CPU & H (R A4-432 11 v s 4 a1 77 X3

© EXEBBENEE T, R ER R R EIE R, B S AL R B
Al

R 7 HAZ keep-alive, Tl sy of 45 (T (-4 DeréﬂI%%HHETmTF’%
SRR B . R A XA 0 A R Dy HAZ keep-alive J2xya) (), X Rk
H R 2 k1% HAZ keep-alive i

© EEXEBEMEET, EFHBIXPASGE RSt A A .
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M Panorama H 5 K 5% 72 1) PAN-OS 11.0

M Panorama™ & B il 55 % RS2 8 B KR B N 2 S HT AN PAN-OS.
* 4 Panorama JE £ I H I I TH2R B k455

* 24 Panorama A LI R IS T2 95 K S

o JI% ZTP B kI

24 Panorama i 4 b B 5E R Bsf T 2% 5 -k R

BHEPAN-OS 11.0 AT U], SRJEIEAE LN AP T+ 08 A Panorama & #E 10 B5 Kdi . AR 3E H T
AT 7 KEEAN AR B AE = m A (HA) Be B i B K 3

EZANThEE PAN-OS fiiA BT HA b5 kRS, a2 T+ 2t 1542 B IR HA 4545 4% T 28 B A R
[1ThAE PAN-OS FRAS, SRIG A RE4kLk. filln, BEH HA X584 M PAN-OS 10.0 7147 %] PAN-OS
11.0. AZEH A HA SRR #1283 PAN-OS 10.1, SRJG A4 fedk4:T+2% 3 H &7 PAN-OS 11.0
FAS . 24 HA S B MHRR AN BCE 2 DU RERRASH , 22285 T8 IHRRAS Bl KBS 23 N BT EIRES, IF
ST 2K ity B & RO K IH o

f 55 PANOFAMA i p e B 7 AR S 9, Mgy 1 Panorama AL LN T
DRI Fpe DA Sty T ) PANOrAR, 346 41735 44 ) i

24 M PAN-OS 11.0 | #) Panorama 1 %% 714 £l| PAN-OS 10.1 85 5 i iR AS 15 KRS, 3B ik i %
AT 20 Sh R A R R e ki Fe 2 —ANhROAS .

B HT Panorama 1) B K B i, A

O #ifr Panorama iz {7 1) PAN-OS A5 B ¥ B MMCAAR R, @& T R BRI MAS . R FEE B K
AR R 11.0 IRAZHT, E40% Panorama & FLog Collectors  HEN RS T ENZARA
eAh, 70K HEWERSEE) 1.0 8, BT HEICRIEMA AR, B ZE N T
HEKES.

O WROREG KBS R AT S YR . T+ W e ] B S 3095 KBS TV AE -

O 405 Panorama fEFL S 1E TF 22 %) PAN OS 11.0 4 T IR, vk e 2 755 He b T 1H i
iR, 1547 PAN OS 9.1 B{ 5 & R A 1137 Panorama & il & 3 B A LR IR i =, o SR 14000
Panorama & #1 1% 7 M. PAN-OS 9.0 8\ 5 FLh A F+ 2% £ PAN-OS 11.0, Palo Alto Networks 213 ¥
F Panorama iz 0L 1% 5 1 22 3 S e A, FEAR TR 165 1 75 B 58 2R Panorama A 20 B A FRAR 2K

IR EALE Panorama fE L & PR FF AL T IH I 3, 158 70 lic % Panorama i fil 1 7% 1) CPU 1A
(¥ hnE| 2> 16 /4~ CPU #l 32GB AT, LPARRIIFZ4 %] PAN OS11.0. AXHFEMEER, HESM
Panorama ;g 0L ¥ 2% 1) 22 35 S e 254 o

STEP 1| %37 PanoramaWeb F1fi
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STEP 2| g 24 5y i B S 4% DR AT E TR TH i R B Bl L

R KEs B e QB E &0, (EREMEER AT AT G & 0 @ s 5 20
7B HRAT.

1. #%$% Panorama> Setup (X&) > Operations (#1F) I #.iiExport Panorama and
devices config bundle (3} Panorama &AL E L) LLA IS H Panorama 4N 52

B T B &

Management Operations Services Interfaces Telemetry WildFire H5M

Configuration Management

Import  Import

Import device configuration to Panorama

2. N SIS RAZRIBT KR AME RO AL E . I SR I, T DU A i R
H.
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STEP 3| 2238 i ¥ 1 A ST

27 fif PAN-OS 11.0 fr 7 S R N B RATHRAS, TS B AT U] o B ORAEARS 3 25 SE T 02 2
Panorama A1 52 & By K I JEAE I R ATl A2 T 1) a5 (5 B

1. %% Panorama> Device Deployment (#%%#:%) > Dynamic Updates (Zh& 5
¥, #RJ5 Check Now (SZEUAGHY) s . WRAEHATH, “#BE” Jlaix
Download (F#) ##%.

{» PANORAMA DASHEOARD  ACC  MONITOR PO JECTS N TDEVICE  PANORAMA

Panorama v

VERSION ~ FILE NAME FEATURES TYPE SIZE | SHA256 RELEASE DATE DOWNLOADED | ACTION DOCUM
« Applications and Threats Last checked: 2020/07/07 17-48:29 POT
8287-6151 panupv2-all-contents-8287-6151 Contents Full 56 MB 2020/06/26 17:34:56 PDT Eeofen
8287-6151 panupy2-all-apps-8287-6151 Apps Full 28 MB 2020/06/26 17:35:11 PDT q j\
8287-6152 panupu2-all-contents-8287-6152 Contents Full 56 MB 2020/06/29 11:55:44 PDT Download
62687-6152 panupy2-all-apps-8287-6152 Apps Full 48 MB 2020/06/29 11:55:27 POT Y
£287-6153 panupv2-all-contents-8287-4153 Contents Full 56 MB 2020/06/29 17:15:33 PDT Do
8287-6153 panupy2-all-apps-8287-6153 Apps Full 47 MB 2020/06/29 17:15:51 PDT
8287-6154 panupv2-all-contents-8287-6154 Contents Full 56 MB 2020/06/30 16:14:19 PDT Do
& e 8287-6154 panupy2-all-apps-8287-6154 Apps Full 47 MB 2020/06/30 16:14:37 PDT
Y e §2687-6155 panupy2-all-contents-8287-6155 Contents Full 56 MB 2020/06/30 19:09:11 PDT Do
0 sce £267-6155 panupv2-all-apps-8287-6155 Apps Full 47 MB 2020/06/30 19:09:28 PDT
[ Tacacs+ B288-6157 panupy2-all-contents-8288-6157 Contents Full 56 MB 202 117:00:41 PDT Do
[ Losr B288-6157 panupv2-all-apps-8288-6157 Apps Full 47 MB 2020/07/01 17:00.30 PDT
[ Kerberos 8288 6158 panupv2-all-contents-8288-6158 Contents Ful 55 MB 2020/07/01 18:15:46 POT Do
[ SAML Identity Provider §288-6158 panupv2-all-apps-8288-6158 Apps Full 47 MB 2020/07/01 18:15:33 POT
Scheduled Config Export
8288-6159 panupv2-all-contents-8288-6159 Contents Full 56MB 2020/07/02 11:55:30 PDT Do

Gk Software -
£ Check Now é Upload [ Install From File Revert Content v Schedules

2. Hi Install (Z2%8) JFELEEEAEH P 2R BRI KB W EET HA B, 0 ZE
T XS R N

3. i OK (HhsE)

STEP 4| e 7+4¢ 3] PAN-OS 11.0 [ #51%.
% T T BR A R I A, T <17 U ey PAN-OS TR,
L R ER AT o, o g TR R

(o) AR TR Z A5 K, TEAEIT IR T B R 22 i 8 6 72 T B K A ) T R s A R B
(ATIUN

STEPS|  (ipthscit) 4 di F Cortex ORI (CDL), i 2225 15 51k 10,
TETH2¢ %) PAN OS 11.0 B, Bi K32 B sh )40 2048 H 15 24 E 1517 CDL 48 URN 2 1) oy x5 4547 & 43
IS

I RAERAETH %) PAN OS11.0 2 fif 22 R A TS, By KESKF 4RSI ILA 11 F &
R S5 UL AT B A BT
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STEPG[ (IUFR HA B KEE 0 ARk B HA XYL 23 (B ko, 1R S . AR

BUEFHAES HA XTL#/\WU(%E’JEBWEO
1 #%#% Device (#4%) >High Availability (=R 1) , #R)5%%E Election Settings (&%

WE) .
2. WARCAM, WA (RUHES Preemptive ($858) BE, ARFHT OK (HE) .
K Election Settings .
| [ Preemptive
7 [ Heartheat Backup

3. Commit (4832) T, UALRC IV, KRG A REEAT T«

COLBE HA 7 O THED HEE 32 B HA R A5 B LLSR R AT S i 5
CLEANE AT KD X T E 805 HA B & IR K, 1§58 s T 5 HA X35
CEAN 2Tk W T 23S HA BCE PRI K&, 5585 T 33012 HA X455
B

Lo &) 50 E B KB HA X258 % (1155 % Web L

2. #%¥% Device (#4) > High Availability (=" H1£) > Operational Commands (#:1E

2, JF HeE A A DL e ) A
ls-lei;pAvailahility General | HA Communications

B} Config Audit
S Password Profiles

STEP 7|
e

Link and Path Monitoring =~ Operational Commands

Suspend local device for high availability

3. AN, RIPRESEECEE.

BH b 7= A IR i 72 N S B Bh 8 8 HA XS5 & 3oy 80 IR

@ A IR i F 2 A B T 2 2 BT IRAIE HA #5458 2 75 1E W 1847
STEP8| (mfik) KL B kAT 5] PAN-OS 10.1.

B B4 R A T2 Th e S HRiE 4T PAN-OS 10.1 55 58 S A (3BT Kb . i SR T4 By ok i
£+ PAN-OS 10.0 B3 L h A I, 15 FH2% 2] PAN-OS 10.1 8¢ 5 i A .
Cnli) K0 Export (S F ST E 1 SCP A% %% -

£ PAN OS11.0 1, 7EWTF5RE R B KRS, SCPARSS 28 il HAE F#IE. £ F 2 Tk
A AN WG 2 BT H S

STEPO|
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STEP 10| 364F 3 N 4% H bR RRAS BT 75 A3 R N 28 FBLAS
EMAE R, AT LA H M T #7282 PAN-OS 11.0 Fr 5 i o e 804 A0 258 A4
5 FH 22 A% 30Kk 8- A N RS TR Y . AR AT PL— IR R 3 — AN

1

H.5ff Panorama > Device Deployment (iX%##6% ) > Software (#f4) > Action (#:/f)
> Validate (4iF)

P 18 75 B AR AR TR 45 A PN 2R RROAS
IEBEF RIS K, SR )5 Hd Deploy GBS
T E I #d Download (F#)

STEP 11| E[ k|- 2235 11.0.0.

IS2 L

(PR SD-WANY S 7 ffF SD-WAN 8 52 (R IR &S, U AUE 0 0 SC s kB 22
AP RO Bl ks T2 3] PAN-OS11.0, Sl T2 43 S Bl K 8% 7 5 0 By K B W] g
FEEAR 1 s FcdE (Panorama > SD-WAN > Monitoring (5%%) ) , H SD-WAN

B SRR R down (D)

B 5 E BT KSR S UL R E P ) Install (236 o #ilan, SR8 T2
PA-220 5 k1%, 1587 5 PanOS 220-11.0.0 XM 47 H (1) Install (Z235)
TEFRE A SCHEREAE, B AR I BT A Bl K B

COLPR HA B )T 200 Byl HLINE], TR HA b HOg B — 0w i & . 0T
EBhEENS, R EDS S T EBN BN, BB A .

IR HA Bk 55 508 571338 Group HA Peers (ZH & a] FHEXS 35 i% 45 ) o

i% ¥ Reboot device after install (E%%: 2 Ja EHT R NES) -

BIFIRER, E R OK (FfE) -

LRI ERGE, EEH T AL =B

o WERIEREFED), HRT Yes (B) .

o WIRRFERENE, 5L Device (%) >Setup (XE) >Operations (#fE) Al
Reboot Device (FJH¥ &) -

b7k 358 5, 1% E#¢ Panorama > Managed Devices (28 i%4) , AREWIEH T O H

BB KBS A AR A 2 75 2 11.0.0. BEAl, IR SE O 58 BT AT A0 B sh B KBS 1) HA RS

TS RSN .
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STEP 12| (VIR HA Bk TH20) K HA TREIRE 31 32 B HA X4

B BN ) F B KK HA X558 2% (1 7 k5% Web FH .

2. %+ Device (¥4%) >High Availability (A fi1%) > Operational Commands ({#:1E#
A, I A A E R I AT LRI AT

3 A TA, BIPRSEE N #ish. STAT E/ESNBE MG KEE, ERIFHRE LS
N EF.

4 LS HA XSRS ISITICE [
£ Dashboard (f(F&AR) m, Mds mn] FHAENB I s AT L B ARES .

STEP 13| (fUI HA B k5 TH20) BB HA K259 46 DU ) i P s 44 (0] 3 2 HA X455 4%
1 B3 FEEABIT KBS HA X455 % 117 k5% Web FL .
2. #%¥% Device (#4) > High Availability (&R ) > Operational Commands (#:1E$5
%), JF HEEA M B DASEI S A A
3 LT, BIPRERECEE.

H 7 A B R 2 N3 B B sl HA S i e o E3h IRE.

@ PR R e 7% AR R T R AT SeE HA b 7 02 15 IE B AT

STEP 14| C{V I HA P )BT 0 SRR HA XEH B8 = AN HA S s 4%

1. 7F PanoramaWeb 7L, i#%4% Panorama > Device Deployment (& &5%) >
Software (A4

FL 5 IEE SRR HA X B KBRS ILRC 3R ES I 1 Install (223

FEHRE YA SO XS TEAME, BT RN P K. B, SUEFENITHHRE HA B ks
X 45

15271 Group HA Peers (41w n] FIMEXTE)

% $EReboot device after install (TE%¥ 2 JEEHHNKE) -
TR, W HL OK (FfE) .

BRI TE UG, LT ik —EH R 30

« RN EF D, ERT Yes () .

o WIRKRPIREE, 15IES Device (%) >Setup (KE) > Operations (#/E) Al
Reboot Device (EJF¥K%&) -

w N

N oo o &
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STEP LS| (fY I HA [ k55 TH20) # HA DhREWR S 25 B HA X551 4%

B SEEERT A BT KBS HA X584 B K B Web FHTH o

2. %+ Device (¥4%) >High Availability (A fi1%) > Operational Commands ({#:1E#
A, I A A E R I AT LRI AT

3 A TA, BIPRSEE N #ish. STAT E/ESNBE MG KEE, ERIFHRE LS
N EF.

4 SRR HA MRS E L.
£ Dashboard (f(F&AR) m, Mds mn] FHAENB I s AT L B ARES .

/

STEP 16| ({Y[E FIPS-CC #5) £ FIPS-CC ¥i=, T F} 4% Panorama F15% & 14 4% .
WERAEFEE B K IEI2 1T PAN OS 11.0 A& A H R WAL 28 A N2 Panorama B EEH, NI 7E
FIPS-CC #20F FH R FTE B kB 75 B B 2 i IR o
ML kE%iz 4T PAN OS 10.0 505 B fRA, %870 75 B33 I\ % £ Panorama & FH (1) FE. & [
K

STEP 17 | BGF RN Bk BS _F IS 4T A ) 8 RAT AR

1. 7 Panorama | i%#% Panorama > Managed Devices (FEE#%)
2. R BB KK A A F M P I A A RRAS
XFF HA Bl k3, 18] DLSAE RN X251 HA RS BB/ & 1.

IP Address Status
I

DEVICE M...| SOFTWARE APPS AND
DEVICE NAME MODEL | IPV4 TEMPLATE STATE HA STATUS CERTIFICATE D... | VERSION THREAT ANTIVIRUS

"] DG-VM (5/5 Devices Connected): Shared > DG-VM

[7] PA-VM-6 PA-VM Stack-VM Connected pre-defined 8.1.0 8320-6307 3881-4345
[} PA-VM-73 PA-VM Stack-Test73 Connected pre-defined Eﬂ 9.1.3 8320-6307 3873-4337
[} PA-VM-95 PA-VM Stack-VM Connected pre-defined E":v] 10.0.0 8320-6307 3881-4345
] PA-VM-96 PA-VM Stack-VM Connected ‘ Passive pre-defined Eél 10.0.0 8299-6216 3881-4345

PA-VM Stack-Test92 Connected . Active pre-defined E"_ﬂ 10.0.0 8299-6216 3881-4345

STEP 18| (VIR HA i kB T2 R LETH 2 w25 rp—A HA Bl k5048 5, 1 %% Election
Settings GEFWE) (Device (¥ £) > High Availability (Era] ) ), FFEHTE %6
K3 Preemptive (38 /5) WE, 285 Commit (3£58) H .
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STEP 19| 7£ Panorama Web 7t1fi] I, K%~ Panorama FE/E it & HE12% B 1 AOFEE B k4l .
WD R 5 P e P P AR S P12 0 4% AL RIS ME AR T B 52 L4 M Panorama 24 (RIFEE BT ik«

7 M PAN-OS 10.1 8% 5 FLRAS i Ih 712 21 PAN-OS 11.0 &, FIh 4 & 5 e i% 2 B Panorama
EHRZ veys B kSR DR . BREME R, ES Panorama 15 111 2 vsys 7 ks =
HC B0 S BRAAAT N K

1 %% Commit (3235) > PushtoDevices (HEIEFIHH&)

2. push (%) .

STEP 20 | 83 A= sl 87T 5N T A IE-F LU SF OpenSSL 22 444 2.

TEF+2¢ %) PAN OS 10.2 8B = ilA Y, SR BT A UE i 2 DL N (K2R . & M PAN OS
10.2 F+0F H e @ FE A ek EH S NERIET, 5Bt R,

* RSA 2048 i8¢ L I, 8% ECDSA 256 178k A I
* SHA256 B 5 i i A 1) 4 22
152 % PAN-OS & £ 01 45 14 8¢ Panorama &7 8 004519, 1 A SR B 3 AR R E 3T S NAE F I 58
ZEE.
STEP 21| 25  B K s i A T+ 2 0 5
1. %33 Panorama F1

2. #%| Panorama > Managed Devices (& ¥ %) >Summary (§E) F#.i; Device
History (&85

24 Panorama o< 3% 22 B IS T2 95 2k R
BB AT LLERT KRS b2 B AR N BT A 3R, S0 L .

24 M PAN-OS 11.0 | #) Panorama 1 %% 712 £l| PAN-OS 10.1 55 5 = iR AS b 15 KRS, 3B ik is %
PR AT 2 Bh e Af 1 Be e Bkt B 2 =N iAS
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STEP L] fETHRFEE R K20, TEW fRIETE Panorama i FEL IR 5% 45 A1 H YR 2% 1I24T PAN-OS
11.0.

Palo AltoNetworks® o 2wy Panorama f H 42 4%z 47 41 [7] 1) Panorama 544 i
A%, - H Panorama, [ G 2% AT 528 B K% I8 17 A [R] D Y 2 RROAS

A P A P R TS B, g Panorama, FLECER B L 7
I WildFire (R FRZAE

Panorama 4 L 5 5 K ia AT AH IR (BRBE mhicAS) HIBERCAS, fEL 0o 25U AT AH [ B B B A F) A
FERRA
© BAFRATRRA — 404t Panorama Bl 55 4 i H A SR AR W R 12 4T 5 18T SRR B K A A i

A [F) BB i AR PR R A, DU S BT AT AT I975 K 8% 2 RiT A ZBE Panorama Fl H &l e 48
G R BE = AR 1) Panorama WA (T8 2 3] 2 25% Panorama [1] P 2 AT T 81D o

o WNEKRAA — ST NERAA, 16N %R T B KBS #2847 BRI N 25 KA
A, B #FH 2247 AR Panorama A H G IREE#8 s T AR BRI RRCAS s 7500, 75 5558
Panorama & i il 55 2% 110 PN 25 R AT A 2 15 BTS2 7Bl K8k, SR 5 °4 Panorama oA 1442 LI ]
I H SRS (S %25 Panorama [ N 25 AR B 3T

G 5 B4 AT PN B RS <

+ Panorama & H iR 55 #% — & 3% 3| Panorama Web i1 344 3] General Information (—f%{55.)
% E (Dashboard (XFEH) ) .

H &g — S35 HERESK CLI, 71817 show system info iy 4
STEP 2| ¥ 241 fic & S & AR A AE TR A 28 B KR

o) KA SRR A, (R R AE T L BB 4 B A R
A5 HARAT

1. Export Panorama and devices config bundle (5! Panorama Al i% £t &
f1)  (Panorama> Setup (% #) > Operations GEEE) ) H T4 A5 H Panorama fll
AR E RS BOHTELE &1

2. NS HSTRAERIBT K AME IO AL E . W R I, T LU A i SR

%o
STEP 3| Hig 8T Z 2 M N AW . 1S BT UL BLT AR 6 B0 PAN-OS® RAT 7™ il 2242 1) iR 1K
B RATRA o

Palo Alto Networks 5 71 g3y Panorama,  H IS4 33 RIT G S2 8 B K B I8 47 41 [F] 1
PR R A A o

TR AT, BE 2T 7 2R ANE T — 2D & 2N B A A ST

Q fifi i Panorama iz 17 (R i A 5 52 4 By JCHE AN H B IR 2% 384T (1 A 2 R AT LA AR
[, (EANE B A o
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STEP A X4 F4T 5 5 %72 Panorama 11.0 [R5 KBk, #ic T2 4%

& 3 F) Panorama, %4 Panorama > Managed Devices (&% %) , RJE10 FESTH I H BT
K I 24 A ROAS

TG TH RIS G S G AN A, A 1T I g T B
g PAN-OS TR gt A S BRIAAT N A
STEPS| (i) #4EiFEa ;%7445 PAN-OS 10.1.
Bliet B A TR DB S FRIZAT PAN-OS 10,1 BT B A (AT AW A i .t SR A PR FL P 97 o B
fiF PAN-0S 10.0 53 R A b, #5267+ 4] PAN-OS 10.1 505 i A«

STEP G| AT RA I 30 EAS
BB, AT A TR E] 11.0 i 1 Fp e R R A 25 .
1. %% Panorama > Device Deployment (4% ) > Software (#f4) > Action (#:1F)
> Validate (4iF)
2. AT BN R P IR R AR P 2R RRAR

STEP 7| ¥ Py A S5 R 408 AT L it SCP B HTTPS #3316 S 1 4% 3] Panorama Bt & 1)
SCP R 5548 1 £
BOMBOLR, 0] LK 2 P AR BB R 2 B 1 9 25 B8 b A% 31 Panorama 1 4%,  JF H i 2R 1
TN R B 5 = AN BT, Panorama K IR 2 R i i L ROR I SR . Gn SR R B AR A
DA B A B S sl A R AL I 2 B, 5 set max-num-images count <number>
CLI iy 418 i1 Panorama w] LAAFfif F) B K L% B .
1 {EAREN UG i BB ML, B33 Palo Alto Networks 75 7 52 £ 3
2. TFEHRHNETEH:
1. 7F Resources (i) #5471 #ifi Dynamic Updates (SIS H1)
2. Download (F#E) HHINBERAMA (HE /D> 5ELE Panorama & FELAR 55 5% b 2%
B AT I RRAS AR R B = AR A HERE SR IRAZ B ML W TR ZE AN A
KM, FEEPAT LRPIE.
3. FEKMHEH:
1. iR [A1%) Palo Alto Networks 2 7 S sl 200, 4R 5 7F Resources (BE) #43Hh H
7 Software Updates (¥ .
2. BE NI LI 6 T BB . EEr a2 A .
i, Z2K: PA-220 Fi PA-5260 [ k#5726 2 PAN-OS 11.0.0, 1§
#Pan0S 220-11.0.0. Pan0S 3000-11.0.0 1 Pan0S 5200-11.0.0W:{%.

¢ ETTLLEL A Filter By (Jiifiskft) s i PAN-OSfor the
PA (PA ; PAN-OS) -<seriesmodel> {juis +% 3|4 5 PAN-OS i f% .

4. BT AE R SO A A SO R A B ML
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STEP S| R rp A) A RRA N 58 ¥ P 28 RRUAR
£ PAN 0S11.0 I, #&nI LM 2 Mg FERINAE N E 2 A (Al R A .
1 AP kB (Required Deployments (FFFE#E) > Deploy GHE) ) .
2. B FEIEIF T Download CF#D .

STEP O FE2H Wy kil b2 3 WA TR

Q FEZIAF R 20, b2 N A SRR

e 228 N R P BSOS PR e AR S8 8T, SR E AR 75— VR AT AR G 2 25 AT A L Ath B8
(B E B A . WildFire® 5 URL i)

1. #%$ Panorama > Device Deployment > Dynamic Updates (Panorama> %% #% > A H
.

2. ¥ Upload ( bA%) , ¥R H Type (35%) , Browse (W) 2 HH M P 28 58 3
%, SRJEHE OK (HfiE) -

3. il Install From File CASCAF23%) , BEFETH Type CGRAD |, ARJEUEFEENI LA
A H Y FileName (L4

4 PR TR I K
B OK (i) BUTIR %3
T RN, 1EEEXEPIR,

STEP IO | ({11 GlobalProtect™ |17 (111 k) 1EB kb _EAL 3805 Global Protect 1 F/ 3 i 2
Fe B A T

TEAERT Jhs B 7, ISR R T DB SR R 88 . (7 im R 50 .

1 Ae U i) LR EMLZ S B Palo Alto Networks 2 7 32 Rl

2. TR Global Protect £IH/ R FHFE R Hoft: 53 -

3. f£ Panorama I, ## Panorama > Device Deployment (%% #5%) > GlobalProtect
Client (GlobalProtect % F i) o

4. i Upload (14%) , Browse (%) FPKE SO FaEIR ML AR Global Protect 1t
PR FHAR P A S8, SR e R OK (HfiE) o

5. Hig: Activate From File (TS ) ARG %A NI AL 1) Global Protect 4 EH/ N FH F5
7 A B FileName (CCE4)

Q s — U BEBE— AR AR LR P S0 I SRR A, (ELE
SeACEE G ZE AR AORRCAS, T 6 5P BT s S RO AR S A R 35
HI Y ST -

6. Ve BT BT B kK .
7. i OK () LS.
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STEP 11| 42% PAN 0S 11.0.

Mol A (HA) [ k8% FERT by, 7 B AL, — RS R —
£ e AT S 1 %

X T E LB KB, TR SR AR B A A KR

ST EEEBIBT KB, S e BRI I B, HER E SR (W
PEEERS) , HOET LB e, RS FHE S i B KR OIS AR G
2.

(IR SD-WANY Sy 7 ffF SD-WAN 8 B2 (R IR &S, U AUE T 0 S kB 22
B AR Bl ka5 T2 3 PAN-OS11.0, Sl T2 43 S B K 8% T T+ 2 0 B K B o] g 5
FEER [ S FhE (Panorama > SD-WAN > Monitoring (5%%) ) , H SD-WAN

AR oy down (L)

Lo BATE T B KRG B 1 25 R DA 22 3 W _E A% (¥ PAN-OS 3R 5257 .

o JEEAT MR kRS — H Action (BRPE) I Install (23%%) , EFREIEETS
M B k3%, %3 Reboot device after install (2235 EHE a1 , RIgHT
OK (#fE) -
o EBNE B T R B K R
L\ O BT TR — 5o 13 % B2 #6018 (Device (%) >High
Availability (&A1) > Election Settings GEFREE) ) . WEREH, NgiE
Election Settings GE#F R E) , AEEEH (HBR) Preemptive ($85%) W EIF
Commit ($23%) Fgk. R FEAEEAN HA P i — 5 khs BAAm ik E, H
TE B 7 AR R IR AS T o

2. Hidy Install (2%%) , 22 (iEK) Group HA Peers (ZH 7w IR i 4%) , ik
PATE AN E ] Mm%, $¢ Reboot device after install (2223 Ji5 538 5 5%
%), EHRE OK (HiE) o SEFM7 K58 EHT B 82 Ja P4k S b AT #e A .

3. i Install (22%%) , 25H] (3K Group HA Peers (ZH & m] FIPEXTIR &) , ik
PAE L — DA v AR T s T P X i ik 4%, 16 4% Reboot device after install (%%
JEEHRshES) , ARG HRE OK (FisE) -

o EBNE HA B Kds— ARSI, ERhP kA fwl, $EhB K4y fw2:

L B AP — A & L 5% B 225 A (Device (%) >High
Availability (&A1) > Election Settings GEFREE) ) . WHREH, NgmiE
Election Settings GEF R E) , AEEEH (HBR) Preemptive (858 W EIF
Commit ($232) k. &N FHEARAD HA S —ANB khs B E, H
TEYR SR 2 BT IR ERAS T -

2. FH AN SE TR SR ) Install (223%) , 2EH GERR) Group HA Peers (i
AT R A . P fw2, 1P Reboot device after install (223 5 5 357 5 50k
%), SRIEHE OK (BiIE) o 4% fw2 58 L 3 8 3h 2 )5 T4k 8347 44
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3. 1 fw2 B E R HENE, 1 fwl (Dashboard (1X##%) > High Availability (& ]
D D EAZSE fw2 T Bk ool i i s CARHLPT KIIRAS Ny active, Xk &
(fw2) 4 passive) .

4. i fwl FI Suspend local device (g4t #) (Device (#4) >HHigh
Availability (F A HPE) > Operational Commands (GEERT4) ) .

5. jjiH] fw2 (Dashboard ({XFEH) > High Availability (EalHTE) O, FFi%seAy
B kBRIRA N active , Xfui## A suspended.

6. i Panorama, EFEHH N AR AR K14 /E 51 ) Panorama > Device Deployment (14
%W E) > Software (BAF) , Hadi Install (%% , 22 (G&EFR) Group HA
Peers (ZH 7] X o445 ) , ¢ fwl, 13 Reboot device after install (%23
JEEWBEERA) , RIFREME. F7 fwl 58 E T E 3h 2 5 Ak sR g AT 8k .

7. Jila fwl (Device (##%) > High Availability (A fHE) > Operational
Commands (#1Em4) ) , Hidi Makelocal device functional (ffi A% %% 1E % iz
17 RIEFRW R EIEAT T —2

8. 7t fwl (Dashboard ({XF#) > High Availability CGEir]FHE) ) b, EESeAHIE; K
mARA v passive, Xk (fw2) Jy active.

STEP 12| ({Xf FIPS-CC#:X) 7E FIPS-CC #:X T 712k Panorama fl %4 1 % o
WURAEFEE BT K117 PAN OS 11.0 fRAI 4 & A H B WAL 2345 N 21 Panorama & 2 A, TII7E
FIPS-CC # =X T FF T By K 1 e 2 H1 B 2 RS .

MFLE BT KAEIZEAT PAN OS 10.0 B FLRCACE, 480 7 8 I VR I 21 Panorama & 21 (L 1
K
STEP 13| BOUE 2 B AE A B B KA LA RN 2 AR
1. ## Panorama > Managed Devices (2 ¥ %) .

2. PG kRS, IFEFE Software Version (fERA) . Appsand Threat (327
AW + Antivirus (BiiEE4) « URL Filtering (URL f#ii%) #1 Global Protect
Client (GlobalProtect % F'5ifi) 41 [FI{H

STEP 14| in RIE T+ 2 w25 FH A —A HA Bl k%0465, 154048 Election Settings GE#%
WHE) (Device (&%) >HighAvailability GEral i) ), FFE S FZB KBS
Preemptive (#85) % &
STEP 15| 7 Panorama Web 7t1fi I, #%E> Panorama FE/E it B #E12% 21 AOFEE B k5l .
WP R T L I FH 326 38 1 4 5 R 18 15 A LRSI ME AR IC B 5 5 M. Panorama B R FEE By K3k

TER I F 203 PAN OS11.0 J5, X2 s Ih K e B 5 o4t 2] il Panorama & L 2 vsys Bl K
BT L FER . AREMER, {ESIH Panorama & 12 vsys 7 KBS 1 I S B 6 S K BRINAT
1. %% Commit (3£%%) > PushtoDevices (FEIXFNHR)
2. Push (%) .
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STEP 16 | # ¥4 sl E 8 5 A\ BT UE 15 LIS SF OpenSSL %4244 2.
FETF4% %] PAN OS 11.0 I, SR FrA ik 53 2 LA N S fIR 2K
* RSA 2048 firg ) |, B ECDSA 256 firaibL |-
+ SHA256 B i ik A dik 2

B2 b1 PAN-OS 5 #0147 7 B Panorama & B 24 45 7, 1A R ELHTAE BB S IE P E £
==

[= Ry

STEP 17| #5755 KKl (R BT+ 3 52
1. %53 Panorama %iifi .

2. #:%| Panorama > Managed Devices (&% #%) > Summary (fi%) #i; Device
History (& D788

THR ZTP [ k45

TESE TN ZTP [y k55 %5 Panorama™ & FEAR 4548 )5, 1EECE ZTP [ k511 B b5 PAN-OS kit
Ao 2 ZTP B k858 R IhiEH: 2 Panorama J5, Panorama 246t ZTP [5 k45 |22 2% 1] PAN-OS
WA A& 75 KT 8035 T Fiic & 10 H bx PAN-OS flRA . 4R ZTP [y kb5 2% 1 PAN-OS fig A& T H
Fr PAN-OS hi A, T ZTP B kB dE N— T A, B & %225 H s PAN-OS fitAS

STEP1| LIEH 5 &% 5% Panorama Web FH1ii
STEP 2| ¥ zTP B kI3E#5 %] Panorama.

STEP 3| &4 Panorama> Device Deployment (¥####) >Updates () , #&J5 Check Now (or
BURE A ) el PAN-OS A .

STEP 4| i%# Panorama> Managed Devices ((%2E % %) >Summary (F§%) , REEFE LA
ZTP By k%5,

STEP 5| Reassociate (EEHCEE) Frikn ZTP B ki,
STEPG| #& (B B IIERN Ashfkik.

STEP7| #£ ToSW Version (& SW RiA) #d, k% ZTP B k8511 H A7 PAN-OS fiAS
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STEP 8| #id OK (WisE) {RATIE D B ¥ 2.

Device Association (O]
B Download Sample CSV
Browse...
litem )=
COLLECTOR AUTO PUSH ON
D SERIAL DEVICE GROUP TEMPLATE STACK | GROUP LOG COLLECTOR 1ST CONNECT TO SW VERSION
(] [ ]
9.1.13-h1
10.0.4
8.0.8
8.0.12
9.1.8
9.1.3-h1
8.1.14
8.1.13
8.0.0
10.0.6
— ~ 10.2.0
(+)Add (=) Delete
9.0.10
u 8.1.19
mnn -

STEP 9| %% Commit (32%5) F1 Commit to Panorama (3242 %] Panorama) .

STEP 10| JFE ZTP [y kK.
2 ZTP B KBS B & 23] Panorama i, ‘B2 H sh 2 BB % £ PAN-OS FiUAS .
* Panorama iz{T PAN-OS 11.0.0— W5 5 PAN-OS 3= £ i A 8L 4E 3 kit A T+ 48 8 1 K
W, MITE 223 B bR PAN-OS WA 2 B B 5t 2 38 TH 2 %42 1 R 1] PAN-OS RRAS .

filhn, ERBFEE R KRR Hbr 2 SW A Bt B AN PAN-OS 11.0.0, F H i k#5 EfEiE
1T PAN-OS 10.1. fE5—RKiE% Panoramaltl, PAN OS 10.2.0 B 2% 2238 7E 55 By ki
. PAN-OS10.2.0 iiZh%3& S5, Bik4hE 342 HFr PAN-OS 11.0.0 kit A

* PanoramaizfT PAN-OS 11.0.1 & 5 SR A—n R K IEAEES PAN-OS 3= ZERRA B ZE S R A T
WACE T ks, WS 2T % 4% it ia) PAN-OS =2 A I T #i 3 4 PAN-OS 3= il
A, SR % H AR PAN OS 4B i A .
filan, EBFEE R KRR B Ar 3 SW A BLE N PAN-OS 11.0.1, Jf H i k85 IEEE 4T
PAN-OS 10.0. 7E%—KiE#: %] Panoramalif, PAN-OS 10.1.0 fl PAN-OS 10.2.0 % 4% 7R 4L
BB kRE L. SR KR ER GG, % N PAN 0S11.0.0, 28585 k35 H a3 2 H br
PAN OS 11.0.1 i 4.

STEP 11| 5631F ZTP B K & 75+

1. %33 Panorama Web Fiifi .

2. i%¥% Panorama > Managed Devices (& ¥ #) > Summary (HE) , RJ5FHE ZTP
By K 3k o
3. BB SoftwareVersion (BEARAS) Fil & 75 B R IEWH H A% PAN-OS Fit A

STEP 12| #fFHi KM PAN-OS 4%, %5 M Panorama 14417 1 7144 5] PAN-OS 11.0.

PAN-OS F #5575 11.0 128 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html
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%28 PAN-OS

H 57 k1% M PAN-OS 11.0 P2 (1977 =REL He 185 22 R 2 LART I Bh RERRAS (PAN-OS FiAS H I 28— 147
B A BT L B 9.1.2 N 9.0.8 B 9.0.3 N 8.1.14) , B [E T [F—IhhE
A AET AR CRATRRA S = A28 58, i 8.1.2 ik 8.1.0) o M MN—1IhiE
A PR 2 BB T RERRAS S, A DLKEBE BN BE = AR A IR R LLE ROFT DR . Z0F PAN-OS 11.0 it &
BB PAN-OS A, 1550k E B F B INRERR AL E . 75 [F— IhREAR A M — /4
PRRA BB 7 — A ARy, EHRE R E .

o BB KBS R B DLRT IO 4EP R AS

o BBl kS R B CLET IO Sh RERRAS

o P2 Windows /L HE

@ ATBOYSHIATRICR IR E . T UL R AR LT e 5 S0 LK Wk
BRGNP B, KAGER T — NI AR AR 5 — N Th A (I
SO0 FBL3) , AEFIT FSRERATHAP AT AN (iln, 813 %
11y,

URARAEFR I B (), U n] e B A E AR R BV BN RE, R
Ja T4 22 i R SR a e B S R IR R I

R B3 I ik [ 2 21 LRI O ZE 977 RRUAS

HI T A AN BT T RE, AR AT LA [R]— DI RERRCAS P B 21 LART O 4E 57 A, T JE /3 R B
HTAIBCE . 4EdP FRA R AT RO 88 = AN R AEAAG RS, Biltn, A 8.1.6 2 %] 8.1.4 BN
UL RARREDL, IO RAT A o R A 55 =07 AN

i P LA RE e B 2[R — D RERRCAS F K TH iR R4 FRUAS o
STEP L {47 24 i e B SO 44

R KEaks BN B &y, (R MR R AE B 22 AT &0 TR A7
T TR

1. Export named configuration snapshot (‘5 Eir LA ERE) (Device (&%) >
Setup (¥ &) >Operations (FE1E) ) .

2. WAL IEEZTIIRE (U running-configxml) [ XML SCHE, FH8idi OK (if
) FHELE S

3. B S H SR BIBT KBRS E . SRS IR, ST LA A i SR
E.

STEP 2| 224G IR 49 A R

LA 7 K T R 1) ) LI, T L Bk Pl Alto Networks ST
PR E R . R, AL T s Upload (AR gy s,
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T+2% PAN-OS

Check Now (3ZE[#G#) (Device (%) > Software CHff) ) ATHIHIBLA.
FENEFFERBIMIRAS . R AR T WYL, 1 Download (FED .
TEGERUE, 15 Install (%) By,

LRI TG, LT 5k — B R E):

o MRIREFEZ), R Yes ) .

o WIRKRILRERE, 153 Device Operations (W #5#4/F) (Device (% £) >
Setup (% #) >Operations ($1E) ) , R/51%E+F Reboot Device (HJH X)) -

R 77 K i B 2 31 BART O D RERRCAS

i FH B AR URE BLIE R AE T R B A D RERRCAR 2 BT IEAEIZAT IBCE . B TR DR P A i) B 25
R EK. Bk, ES0AmAaiicE, AR DIEKR BIEOH D RERRAS N8 RIS 2. B4
75 Ktk P 2 2 LAHT I Dh RERRA 2 1T, TR T2/ B 20T 1 5500

A W DdPE

) M PAN-OSLLO 51t 1) PAN-OS KA, i T+ 4035 5% PAN-OS 1003 5
HEA ) PAN-OS1L.0 frAc, SRJ5 A4 fedk a4 4030 H b PAN-OSpAc . in s 2418
W2 %) PAN-OS 10.1.2 5 i 1 ) PAN-OS11.0 iz 4, j )\ PAN-OS 11.0 [#.2 2= Jik .

5 FH DA T S R R 21 AR A DD RERRAS o
STEP L A7 24 A e B SO &4 o

SR KR SR BCE ST, BRI AT R G LA et 2
B o

1. Export named configuration snapshot (‘FH O #MAECE ) (Device (% %) >
Setup (#'®) >Operations (EE) )

2. QS IEEZTIIRE (U running-configxml) [ XML SCHF, FE5idi OK (if
E) FHEE .

3. BT SCHHRAE BT KB AMBI AL E . R L R, A T DA A% i R
.
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STEP 2| 222 b —DhReMA L .

1
2.

THR VA, R QI B B R A .

Check Now (SZBIKsZE) (Device (¥%4%) > Software Cikff) ) wI R L%,

224 PAN-0S 10.1.

M PAN-OS 11.0 F#2% 2] LART ) T BERRAS 75 B2 48 15 S % 25 1) PAN-OS 10.1.3 B = iRAS T
PAN-OS 11.0 iR A . BIh %42 %1 PAN-OS 10.1.3 B¢ = fiiAs PAN-OS 11.0 fR A5, &0 LA
Ak 4 1% 2 3 H Ar PAN-OS FiUAS .

1. #5)3f Download ( F#;) PAN-OS11.0 {4,

2. Insgtall (%3%) PAN-OS11.0 {4,

R ERE R H br PAN-OS W% . IR Fam%, 1 Download (F#) .
THEFEHRE, i Install (223 mig,

Select a Config Filefor Downgrading CGEFFH TR % MBECE ST , B kB &7 E
W G INEGZ SO . TERZEEOLT, ERNGE AT WBLTE 1IETE PR 25 I RiAS T ) H B R
FEE . B, mSREIFAFIZEIT PAN-OS11.0 F-E RS 2] PAN-OS10.2.2, Mk £
autosave-10.2.2.

ARG, B AL ik —ERE 30

o WMRPIREFEE, ERT Yes () .

o MBRIRE, HH 3 Device Operations (X%#:4F) (Device (#4%%) >
Setup (¥ &) >Operations (#1E) ) , #RJ5 Reboot Device (/R iE#) -

%45 Windows 4L FE
1%, PAN-OS 11.0 % Windows ) User-ID ¥ 5, 5 7E 2238 5 BAC TR A 2 BT AT DA T 2 3%

STEP1|

STEP 2|

STEP 3|

STEP 4|

STEPS5|

FT 9T Windows JF453¢ 5 31164 Administrative Tools CEFE T H)

%% Computer Management GiH5HLE FE) > Servicesand Applications R 551N FHFEF)
> Services (R%%) , #RJE Al User-ID Agent (User-ID U .

P LogOn (E3%) , EFF Thisaccount (BEIKF) , #AJ548 72 User-1D AREEMK F ¥ F P

o

& N Password (Z515) 1 Confirm Password (il %) .

Bl OK (RfisE) fRAFHE L.
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PAN-OS Ft 2% [n] il i e FE fx

NS Panorama 1 {FTH AT R HERR , TR T AR T RE A0 i) LA K A T R R 2 ]

AR T %

BBV AR 2 B M CLI Al B ask B ARV AT E 25 A -
1. #i A delete license key
<software license key>.

2. i\ delete license key
Software_Warranty<expiredate>.key.

BT PAN OS A RAS A 0T - R RER BILL 2T 2R o — A DI RERRCAS 1)

BAFRRAS . i, R T 8.1 kA, N
HA 9.0 A i s . ZAF 9.1 A,
ATt 3) 9.0,

S

o A 50 25 BRI U ) AR I 28 B iR T A o 3 2 B R
SCE A LRI 1 ) Sh A TR R
%o

R R AL TS £ PAN-OS 9.1.3 K S A, R I i

#& Palo Alto Networks = IR 55, ) DA 201 22 255 %
b, BB AUET, WHAT LTI ERE:
1 BB SLRET

2. %4 Generate OTP (4%

OTP) (Assats (¥%7*) > Device
Certificates (& &iE+H) ) &

3. {f Device Type (#%KA) o, k%
Generate OTP for Next-Gen Firewalls (&
AR K EEAE R OTP) &

4. IR PAN OS W4 7515,

5. Generate OTP (£ OTP) FHEHl—ktE
ZAYLUR

6. DUEHL G B B s ki

7. %% Device Certificate (% #iF
1) (Device (% %) >Setup (KHE) >
Management (&) > Device (%4%)
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AEAR

iR T &
> Certificate GIEP) ), REiEFFE Get
Certificate GEEUEF)

8. kLM OTP Jf#id; OK (WisE) -

HI TR B ISR SRR, AR SO e
BTG AR T

T BRI, % Check Now (37
BARED) . Ol S T R 4 SR

VMware NSX $fi {1 i A 55T B RRA AN HEA o

VMware NSX it 2 75 TH2K 2] 8.0 i H 2l 2 3
o W ARG AE T ZAEE, e DK H 2 .

TH 2 PAN OS9.1 J5, I a] bE U1 2
Ko

T2 21 SRR 7 R0 gl ) 25 AT R A 8221 8%
FHERA . ARV N RR AT 2
{55, &S <xref to 11.0 Associated Software
and Content Versions>.

BIAEVE AR AL & BIRES, i & th o 3¢

FFo

fEDevice (¥ 4%) > Software (#fk) i, B
i Check Now (S7EIREETY) .

X R ARk 55 & B RE R TR B ks
ERPFRE S

WX AE Web i AREH, TE1EH
request system software check.

By k55 F DHCP il %5#8 70 it s ‘& 1Y DHCP Hh
ks

Mo B 2 AR U, DL Se VR AN ISP DHCP i 5%
ar B AR 2% R

B K RS 3h B e

7E CLI #, Accessthe Maintenance Recovery
Tool (MRT) (il 4Ed k& T H (MRT). 7£
MRT % 11, #%&$#% Continue (4£%4:) > Disk
Image (RAELMLE) . ¥4 Reinstall (FEHT
%% ) <current version> B Revert to (k&
) <previousversion>. K ol BT 2 1
YEE /G, 13 Reboot (FEHTEZ))

fEHA LB, THOon 50 K4,
NEHEIRES, BRI IH

g e i

B AW KT B BILRE AT 2 A 3 E AR
AN B L . FETHRE] T — A EERR
ARZH, P K R — AT R
N

R0 A5 917 it Bk 4 280 452 PR B KA L PR R
¥
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TECHDOCS

THE VM 25155 K85

* J+Z VM &% PAN-OS #4F (fhar)

* J+ VM ZR%| PAN-OS #4f (HA %)

* f#FH Panorama 7+4 VM %7%1 PAN-OS # {4

* F+2% PAN-OS B kA GER T NSX [ VM &%
s JHE VM RFHIFS

© FHA ST VM REIES

« B VM RFIGT KIS REH R A

135



THR VM R85 K5

A% VM %) PAN-OS #: (Bltsr)

BEAEIIRE AR R R R, AR5 AN AR PP T R ANE HA P E A BT s

Q NG, U RITE o WA TR B N AT T . AR KRS CEE R 2 T SR A R
T2 i Wi HL AT A S B0 K RS T EE A
STEP 1| 36F R4 RS F IR AT FI T VM R 5185 k.
BEEERD VM RINBISHREFR, S0 VM 200 25055k kSTt 7 2 w70 e 2
TREAE B AE RN R SN $5 R 1 b 0 Wi 2 4 MR A2 9 ) e P2 8% N A ) o
WHR VM 25155 K3 2T B R R, WERAAS VM-50 BRI & .
STEP 2| J\ Web FtifiH, SHi% Device (##%) > Licenses (VFHHE) , ARG ER VM R4
B KBS VFRTIE,  [R)B A R P IE B B
7E VM ZAB7 KBS A, SiF] Device (%#%) > Support (3Z4%) , IR C & BE
XHFVFATE
STEP 3| {77 L a1 & S HI &40

R BT KEE B0 E &, (HE MR R AT B 1 B 4t @i s 77 X
W HARAE

1. %% Device (%) >Setup (XE) >Operations (#1F) , #RJ5Hdi Export named
configuration snapshot (‘5 Tl & AL E R

2. EPBAE EAIBTEE (40 running-config.xml) i XML XX, 8 OK (s
€D FHEE S

3. KT H R SCHRAR RIS K AN IO AL E . W T B R, AE T DA R A 0 R D
B,

STEP A s a H User-1D, MITETH 5 9 K Bk B 24 a0 1P Mok B0 P 4 AZH s, DA AT LA
{8 User-1D Y5 (19 & M BT S e X SO B iy o A VPR BRI A L B AR SR [R], T TERT K
B FIZ4TLLF CLI 4.

o X IP HbhEF AL LR
- show user user-id-agent state all

« show user server-monitor state all

o XHF4Hmdt: show user group-mapping statistics
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STEPS | Iy {RBNK S35 17 AT N 2 R TR

1. %% Device (%4 ) >DynamicUpdates (ZhAHEH) , RIGEH LRI M
Applications (B L) 8L Applicationsand Threats (S HFEFAEM) HEKITH
PN

2. IR KEERISAT BT R AR A A R AT IR B PAN-OS BT 19 SE il A4S, 1 Check
Now (SZLEIHRE) LASREUAT HIBE B i 413
3. #FIJF Download CFHD FTsmIA A RATHUA

D NN AR SR, N RATHCAR R Action (BAED 21l i BE R I
Download ( N#) B HCN Ingtall (%2%%) .

4. Install (%% FHEH

STEP 6| FF4% VM R5HEE:.
L HFgzm, WEEEBEIRITIMH, PRI SH VM REELE R 5SmSR
FIVEANE B .

B, REHH VM RITE A S AWS DhRg . S| I B T Re, 10 07E
AWS LF T VM R 5185 K B85 L i ddf: .

ANEZHAE R TR T .

2. FFR VM RV KEE, KA R LR A

3. %4 Device (%#) >Plugins (Fiiff) AR HHFFRA . ] Check Now (LRI
) LA E .

A EPEEMCARIFAE Action (HfE) B S Install (Z2%e) DLzdeddift.
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STEP 7| J}4% PAN-OS.

401 S K WP 1 ) It gy g, Pelo Alto Networks 75 2 ff
P Rz, SRS ot Upload Chfe) sy,

1 %% Device (¥4%) > Software (ff) , #RJ5H.ii Check Now (OZEIRGHE) PLE Rk
W) PAN-OS 537 .
# #]3F Download ('~#0) H#r PAN-OS hitA
ETHBURE (868, MTFhFR, LGSR , iF Insall (23 Bz,
LRI TG, LR 5k —E R R 8-
s WMRPOREF B, EHRT Yes G .
o WIRKRPIREE, 15IER Device (%) >Setup (XE) >Operations (#fE) , R
J& ¥ Reboot Device (EEJH#45)
‘ JH:ET s K SR i e User-ID iy, SR e 3] User-1D Jls DL B 7

S, ﬁu%f&a)ﬁﬁﬁ User-ID, &M FHLAR CLI iy &7 fu Vit & 2 BTG UE B K Bl 5 L T 7
|P Mtk 21 77 44 FNZH RS
« show user ip-user-mapping all
- show user group list

6. RGOSR HE—IRIHHE] XFR A, &5 EG BRI R EAA R XFR AR

STEP 8| B&AERG kiS5 IEEAL S
EFE Monitor (W54%) > Session Browser (£iEMIWE2S) , SRGIIFZ S BoRH H£siE.
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2% VM %% PAN-OS &4F (HA %))

i DU AR R AL e A E (HA) o B A I 2 kst o SRR P& T E s/ AN L8/ E3h B E .

AR AT HIE (HA) BCE S8 Jhamt, Oy 7k UL, — O BN R — & e a] T
e X TEBEDPT K, BT RI IS AR Oy R, RS T E ST
PEDN-AHBINEE) o X BN K, A ST s 5, FEE AN A (iR
%), EHESXE, REEMEZ K ENSITIRES MERKED o 8T BRI HA X551
8] B RS, G AL IR DRAE AR ST R BT AR G AT v S8 7 AR TR b — X S5 (3 5 AT

(-] NEGSNAR,  TERICE RTINS A B AT T . BRI K CE R 2 T SE A LU
TH 2RI W7 P AT RE 5 B K A TEVE A
STEP L] BOERGAH U MR IE T T VM RAIPT K.
EHFEBN VM RAIBSHBET R, B0 VM 240 25050k . fE4STH g0 2 ar o ic
AR BE VR FEREA BRSO AR AR 5 L 4 IO AR ME A B2 U5 (i 78 4% A AH 7] o
IR VM RSB KB BCE SRR BT RR  BE0R, ERA 9 5 VM-50 AR SRR &
STEP 2| ]\ Web FtifiH, %l Device (#4%) > Licenses (VFHHE) , BRI ER VM R
B KB VERIIE, R IR B DR AZ VF AT HIE AR
fE VM BB KSR AT, S/i%] Device (¥46) > Support (R , IRl C& s
SCRFVFATIE
STEP 3| {47 2 Al AL B SO %40

B K3 E AR L E S, (H B R T g BT & Hm i 713 7 2(
B HARAE
X% AR BT K B BAT DL AP BR
1 %% Device (#%#%) >Setup (% E) >Operations (¥fF) , 4RJ5 Hidi Export named
configuration snapshot (‘& Ciiy 4 EC E PR ED .
2. EEAEIFEZTIIRE (U running-configxml) [ XML SCHE, Fid OK (if
D 3L E S
3. K H I SCHRAT BB KR AN B . WER T B, AT DU A 3 S
B,
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STEPA| 4 a H User-ID, WILEFH2 )5 B KBS RS R 2400 1P Ml 2 g A s, DUfEE T LA
] User-1D JJ?EPE’J)%@E%ﬁiE?EiX%E%% BN TE A5 E I e LS B R IS TR], I AERT K
B4 FiZ247BLR CLI fn %o
o ST IP HuhERIF P A WL
- show user user-id-agent state all
- show user server-monitor state all

o X[TZHmt: show user group-mapping statistics

STEP S| Bt HA St rf (I AREANBI K S5 H S AT 08T I P 28 RAT A -
TSR AT UL BL T RIS 250 PAN-OS 11.0 WA 35 IR B ik N 28 RATRRAS o 1B (s A0 1 H
T R B PR 45 S %) B A S R
1. #%#% Device (##%) > Dynamic Updates (ZhZ&SHEH) , #RJ51%4F Applications (2
J¥) B¢ Applicationsand Threats (527 ABUD DL E 2411 2 5 0 5 B o

2. SR KBS RIBAT T IR N 28 R AT RRAS B 22 38 B RRAS T 75 R B e AR, 1 Chieck
Now (SZBPAGEE) PASKEAT FHEE#413% .
3. #FIf Download (F#) FrfEMINAEKAITHA

BN NN B S, ZNE AT R Action (BE) F1H B BER: I
Download (F#) HXCH Install (%3%) .

4. Install (2% T, BLAHEPIAXEE b2 R

STEPG| F+g VM RFIHifT.
Lo TG, EERRHIRATUIN], DRI S8 VM R I 2 15 2 om0 50 555
Mg fE .

flan, RBOHTK VM RIVE A ELE AWS Thig. R FIX LR ThRe, s ife
AWS EFEH VM 251 B K sl b AT

ANELIATE ] TR B T+ 2

- BEFRVM R KRS, R AR BB R .

3. #%¥% Device (##%) >Plugins (#fiff) LA FEIEMAA . {4 Check Now (SZEPK:
) DA EH.

A4 EPEFORRASIAE Action (BRAE) F b i Install (Z223%) DLzt
£ HA XTI VM R BB K8 2 iR, 5 7E 8t 25 2 Bk %4 1 2 2 7 g sh ot
S SO 8 DS 7o o S . (B | S5 7 o e =0 D 1 e B W T e e e )|
SR A B D R R A
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STEP 7| TR I — A FAEAH 178, 18 T EAE HA X — ANl kil 28 ik
B, HESRST R ATH RIS KT .
1. %% Device (%) > High Availability (Frl ™) , SRJ5 %% Election Settings (i%#%
WE) .
IR, WA (%) Preemptive (355) W&, RJFH T OK (FiE) -
3. Commit ($£%8) Hi.

STEP 8| 7E5—Axt4 2235 PAN-OS RiUAS .
B K PR R U0 Eh I S B RN 8], B e TR & . T RS RS E, EE %k
T B & . ENBAEMGE, WREMEHESFACE, FATEVUELER —4EP i (8] By T+
AN
@ WU EAE T 2 2 Bt i% HA 15 IE BT, BT 3 i shid B rh i
FEBhnt, DARRLE R AR MO R I AN £ R AR AT AT A
1L fEE—A0% |, % Device (%) > Software (fF) , #RJ5H#id; Check Now (o7

BURGEE ) DASK B a8 5T o
2. #%|3f Download (F#%) H#%x PAN-OS A,

7 KT A 11 ] METeX, gy ) Pl Alfo Networks 2
PV R gtrbmutg, AR Fanke 3t Upload CEA sig; g,
ETHIMRIE (S, ATTHT, T AEWIRR) i Ingtall (523 Wil
MR TEMIR WA AT 7572 — TR 2
 WMBRREHEE, W Yes () .
o WMERREE, HIES Device (%) >Setup (% HE) >Operations (3E)
Reboot Device (FEJH##%)
5. W#&FSREHHEE, 7€ Dashboard ((CEAD LA B AN, HFRAERITIZI
e HA G 2 0 R B R B R
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STEP O FE5 A% b 224 PAN-OS fiiA .
Lo OB s peanic ) HER B3R5, LME HA W 2 NI TR x4

1 fFEXzhxt4 b, %4 Device (#4%) > High Availability (&aJ fitt) > Operational
Commands (#{Ef4) , X5 #idi Suspend local device (HEEEAMEF) -

2. ff Dashboard ({(F#L) L&EFEmaHME/NEE, HRIPREZ B4 N Passive (#
) .

3. fEHAbX S E, AFHOREG R BN EFEIEELIETE (Monitor (%) > Session
Browser (Z1EWIEES) ) .

2. AN |, %% Device (i%4) > Software (3kff) , 4RJ5 Bidi Check Now (7.
RURE ) DASKE a8 50T o

%3+ Download (' F#) H#x PAN-OS Jit A

4 FEBUE)E, W Ingtall (223 .
LRI TE UG, B LR 5k —EEE 3
s WMEPREF B, WEHRT Yes G .

o R KRILRER, 1E%5 Device (%) >Setup (EE) >Operations (EfE) 1
Reboot Device (FEJH##%)

6. OB TN/ B D ERITHR IR AFI CLI R, 384T BAT iy & BB K PRI AT -
request high-availability state functional
STEP 10| BG1IE AN K 252 15 4% U A 18 i
FEXBNMEENE T, N TSR ENAL R P XSERNAE T3/ Bl & P S E .
IBATLAR CLI i & LA AT B8R 2D -
o CILPREADRAS) BEIGIEF xR M IEfEAL IS &, 1iz1T show session all s,

o BIGUFSiE[E, 151817 show high-availability interface ha2 4, iR
CPU FE k42 ik a4t v 77 g -

© EEBENECE T, R E R R R P SRR A B R R B
il

R H 7 HAZ keep-alive, Ikl f &5 b BB B O VB A R i el 4%
AN B L. R AR KRG A Ry HAZ keep-alive J2 3 iy, iX Rk
EHFA R4 k1% HAZ keep-alive i,

© EEBEHEET, EFH DX RS AR s .

STEP 1L n RAEFF R 2 Wi AEFIAE 5 AT, W SLRIEH S H -

1. %t Device (#%#%) >High Availability (Er 1) , #RJ5%%8 Election Settings GE#%
wHE) .

2. % Preemptive (1 5) , SRJEHE OK (HE) -
3. Commit (&%) Fik.
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i Panorama F+2% VM % %) PAN-OS %

fs I LR R 3 T4k Panorama i B2 1B Ko IR 3 AL iy SN2 £ T R (HA) B
BB K .

f 5 PANOraMma Sy et e | g M S5 4, sl 1 Panorama A RS Internet A5
SR ST g g A, LB T AT SR k) Panorama, 4 g
el 5> 5 5195 o B

B3 Panorama (1) Bf7 KT, L2

O i fk Panorama iz T (1 PAN-OS it A< 5 B8 B AR AH [ B, TSR B ARCA . AERHEE Bk
BT B MR Z AT, 20K Panorama KL LSRG TR 2] 9.1, IbAh, R H SRS
THEE 9.0 I, W H S DRI AL, PRI AT T A H Sk ds .

O 754 Panorama F+2¢ 1 9.1 iF, T EIHRIHZ /NN YT R 4Ed i a1 B . MEARAEREE KK
FERE AR AL, XK Panorama T+ 0 i B b DLRT AAS B K B B TR]

O B ORET KEE DR B TSR R TR Wy AT B 97 K ek I
STEP 1| fE714 Panorama J&, H4MC B H2 52 ) HEk BT RIFHRIKIBT K8

STEP 2| B6AF =54 E W ek %5 a] FI T VM R 5B k3.
EREFN VM ZASHIRIETFR, B30 VM 20 2% 55K . EAS T 1R 2 5/ il
Ml BE A B YR s AERE D R AN LI IS R b 20 B MG 5 R ) i R S AN A ]
WH VM R85 KBS R A ZA T T 38, WERIAANS VM-50 AR BRI 25 & .

STEP3| M Web #ilH, S7% Device (i% %) >Licenses (TIE) , BI{REHHE IEHT VM &%)

By K BEVFATE, (R R AR 2 R AT IE EAE

1E VM RN G7 KBS A T, S Device (%) > Support (2 , IR C&BE
XFFFATHE

STEP 4| 5 45l e B ST (1) AR R AEAE T RV T 2] (R AN FE B ks B

JE P K B B B RC B A4, (B RAENGRREAETH S AT S &y IRl AT
B HARAT -

1. J\ PanoramaWeb %% #% Panorama > Setup (% &) > Operations (FEfE) , SRJ5Hd
Export Panorama and devices config bundle (5 Panorama fl# &AL E L) PAAE RS
tH Panorama FIEEN L B7 K38 1 e T e B 45 1 o

2. G ISR RIGT K ISR E . W R B R, AT DU F L A4 SR
B,
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STEP 5| 5 gl 58 17 OBl kS L 0 P 2 R AT R«

BT f# PAN-OS 11.0 P i WU IR N B RKATICAS, 162 B AT U] R A 25 BE 8 3] Panorama £
FLE B KIS, 2B [0 RS A B (1 i (s e o

1

i% 4% Panorama > Device Deployment (% ##% ) > Dynamic Updates (Z&FEH)
SR J5 Check Now (SZRIAGE) S . WRAEHATAH, Action GF) %4 iR
Download ( F#%) #E4%.

R AR 228, % Download (R38R i WA RATHUA .

Bl Install (%%%) JFUFF A H i 2 3R ORI B ki, ARJE By OK (BfE) - WAREE
BT HA Bkt U6 Z5SE B P R 55 R Y 2

STEPG[ (LI HA B 20 an K ZESEHT Dy HA XT3 B k8, 25 HH 1.
AR EZE AR HA X EREAP KES e i E

1

2.
3.

% Device (% %) > High Availability (ErfHE) , 859 % Election Settings £+
wWHE) .

WMRCS A, W (BUHERR) Preemptive (36%5) % &, RJEHd OK (i) -
Commit ($258) Wik AR CRIIIEAS, RJEA ReilbAT 5.

STEP 7| "F#iH#¥r PAN-OS A% .

1

2.

#+% Panorama > Device Deployment (1% %% ) > Software (¥f4) , #RJ5 Check
Now OSZRURSED) H RATHRA .

Download (R0 S IELETHIR I R AT AR R B KSR 38 S S 20 BRI HT ST+ )
RN KBRS (B KBS RS A 230

STEP 8| 1E; ki b3 PAN-OS #4837

1
2.

2L

il 5 AR ORI D KRS UL RO ERAE S T Y Install (Z2%%)

FERRE BAF A XL, IR FARE T AP D Kt o BN R, AF AR HA
D S S OIS DI I i ) T 2] R PR Vi = e S D e RS e e 1 S D R v £ e v 1)

XFaE

I IR HA Py 55 TH22) & 270i% 8¢ Group HA Peers (ZH HA 145 .
% $EReboot device after install (TEL# 2 JFEBHINKE) -
IR TR, EHd OK () .

LRI TG, LR 5k —E R )

o WERIEREFED), HRT Yes () .

o WRRIIRER, 1R Device (%) >Setup (K E) >Operations (FfE) Al
Reboot Device (HJFi%#%) -

By -k B G, i dkPanorama > Managed Devices (FE& %) » RJEIRIEH T C 8 ¥
I KA AR R A FE 5 72 9.1.0. BEAh, IS 058 B AT 9 sh 55 K5 1) HA IR =2
AT BB -
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STEPO|  ({UIE HA k55 508 BFEEAS HA X8 A HA S,
1. (R IA‘)JM)ZA)J TH) B IELE T A £ s sh % o i £ 354
L g F R CE Xy ks

2. 7f Dashboard (&4 K a] /N, AF Local (AL B KERIRAS
Active (F3))) , Peer (X&) &7 & Passive (#3))) ) .

3. %% Device (##%) > High Availability (A fi1t) > Operational Commands (3%
fEfr4) > Suspend local device (FEEEAMHIE )

4. jz[a % Dashboard (f(F#AL) ERE AT AME NS, ARG Local (M) 27 H
N Passive (#15h) , Peer (X1%5) B EHMCN Active (F3) .

2. jR[8] % Panorama b R 3, #RJFi%E$ Panorama > Device Deployment (%4 #E) >
Software CEf4)

il 5IEAE R HA X Bs KRS VLR AR 2 i Install (2238 .

FERRE BT AL, IR R AT R A B K. BEiS, SORFENITHE R HA Bk b
PO S

iE7)i% £ Group HA Peers (4L ml FMEXTE)

% $¢Reboot device after install (E%352 JGEH Bk E) »
IR TR, D OK () .

LRI e G, LU 5k —E R 8-

o WEARIEREFED), HRT Yes () .

o WURKPIREE, 1HIEF Device (4D >Setup (XE) > Operations (#E) Al
Reboot Device (E 5 %%%) .

O (PR EahE AT ERIFFHRXTEER CLI o, 1847 LA d 215 B K86 84T
request high-availability state functional

/

e

© N o O

STEP 10| ({V[f PAN-OSXFR J}40) @it EE LR 8 FULIE 9, ¥iE— MM ISR E
PAN-OS XFR.
STEP 11| BG3EREANTE B Kk 3% _E 3B AT B RN 25 RAT RRAS o
1. #f Panorama [ i%#% Panorama > Managed Devices (L& %)
2. FRFB KA I A A M A P B AR A AR AR
XFF HA Bk, 838 0T LABSTERE 026 1) HA IR 2 B 7 & Tl .
STEP 12| (VIR HA P ki T 290 R AETH R 2 mi AR b — A HA B kBI85, 754445 Election

Settings (¥ E) (Device (#4) > High Availability (Fal e ) , FFEFE HiZB
KIE ) Preemptive (38 5) E, 28)5 Commit (3&58) .
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TH4% PAN-OS B4 G&E T NSX HI VM £71))

B G A B A R T .

o CEYEYE TR TR 2 NSX [ VM 241 — {5 e I nT AR 4E S & DR VM R BB KR,
M 76 75 B Bk %5 7€ L ) OVF URL .

o AEAHRIBE E LR TR NSX [ VM 251 — i IR T VM R 1 BH K88 T AS HR B ok
T VM AR S5 B SR 45 € SCH ) OVF URL .

TEERT HESCFRER T VMware NSX ) Panorama A Panorama #2404, AR R h 714k 35

ESLETHIPIE/ T TN

o NP THERRAR — AN RS

* fE HA X I B T NSX 1) Panorama 4iff 2% Panorama it , 1% %6 7H2 4% %)) Panorama X 4%,
SRJE TR LB HA X5

FETHE T VMware NSX #ZZ (] VM R B2 1, EEF T IPREITHRERIECL T TSR, N
11 B 553l S AR B i A PAN-OS 211
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Panorama and PAN NSX Plugin Upgrade Paths for NSX-V, NSX-T N-S, NSX-T E-W
« IMPORTANT! PAN-OS 8.1.x and 9.0.x are EOL (they are illustrated for reference only)
s For Panorama HA and NSX Plugin deployments: upgrade HA Passive first, then HA Active

NSX Plugin 2.0.6

Pano 9.0.8+ min required

Panorama 10.0.x with PAN-OS 10.0.x last PAN-05 10.2.x requires _\

reguired for 3.2.x upgrade for NSX Plugin 3.2.0, 3.2.1 FW 9.1.x or less NSX-V base images NSX Plugin 5.0.0 downioad
Panorama | &.1. (# Panorama |9.0.8+ Panorama | 9.0.8+ M= Panorama | $.1.x Panorama | 9.1.x (= 10.0.5 10.0.5 (== 10.1.x [ Panorama | 10.2.x
NSX Plugin | 2.0.6 NSX Plugin | 2.0.6 [ NSX Plugin | 3.2.1 | 4 NSXPlugn| 3.2.1 [WNSXPlugin| 3.2.3 | g NSX Plugin | 3.2.3 [ NSX Plugin | 4.0.0 NSX Plugin [ 4.0.0 #NSX Plugin [ 5.0.0
Panorama 10.2.x reboot will
NSX-V Panorama | 9.0.x Pancrama | 2.1 Panorama | 10.0.x perform NSX Plugin 5.0.0 install
\ NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 /
Pano 9.0.8+ min required PAN-0S 10.2.x requires
for NSX Plugin 2.2.0 NSX Plugin 5.0.0 download
Panorama | 9.0.5+ (B Panorama | 5.0.8 Panorama | 9.0.8+ (B Panorama | 9.1.x 9.1 [l 10.0.5 10.0.5 = 10.1.¢ (9 10.2.x
NSX Plugin | 3.0.1 NSX Flugin | 3.0.1 |Ry NSX Plugin | 3.2.x | i NSX Plugin | 3.2.1 [#NSX Plugin | 3.2.3 | 4 NSX Flugin | 3.2.3 || NSX Plugin | 4.0.0 NSX Plugin | 4.0.0 B NSX Plugin [ 5.0.0
Panorama 10.2.x reboot will
Panorama | 5.0.5+ [ Panorama | 5.0.8 perform NSX Plugin 5.0.0 install
NSX Plugin | 3.1.0 \ NSX Plugin | 3.1.0
NSX-T N-S 3 9.1.0 Panorama | 10.0.x
NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 /
= PAN-0S 10.2.x requires Y
NSX Plugin 5.0.0 download
Panorama | 9.1.x [ Panorama | 10.0.x  Panorsms | 10.05 Panorama | 10.0.5 [ Panorama | 10.1.x = Panorama | 10.2.x
NSX Plugin | 3.1.0 NSX Plugin | 3.1.0 NSX Plugin [ 3.2.3 [ NSX Plugin | 4.0.0 NSX Plugin | 4.0.0 (=M= NSX Plugin | 5.0.0
Panorama 10.2.x reboot will
perform NSX Plugin 5.0.0 install
NSX-T E-W Panorama | 9.1.x Panorama | 8.1.x
NSX Plugin | 3.2.1 B NSX Plugin [ 3.2.3 /

(EYEET TSR TF 2% NSX I VM 251

X VM 251 NSX AR Kb, T LAER Kb E A% A Panorama 7+ 28R A lAS

STEP 1| #FH T VMware NSX ] VM 41 T2 417

STEP 2| s fRE IR LA VM R BB Kb

Bl B A S IBEESHE AT T VM R3IB5 K. ZEEERD VM R FIR5 1 BT K,
HZH VM 25 25 20K ECAUNORET B, ARG GRETH . BRSNS RE R L2 e
WML IR L REHAA A o
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THR VM R 515 K bk

STEP 3| g 24 5y i B SO %0 DRATE THRIZETH i SR B Bl b

ST KR B ah B B SR # r, (H R SEEGR AR T RN R Ah i 2
HI B & 17

1% F Device (%) >Setup (XE) >Operations (#1F) , Ff#di Export Panorama
and devices config bundle (5 Panorama fl% &ACE () - ZETH T Fah4E MG H
Panoram F1#&-FE 45 15 £ 1 TC B 2% 03 () BT R AR

W T H S RAE BB KR AMER A B . W TG I R, 18R] DS A I 47 S T
B

STEP 4| 45 2 [l AT 3 LA PAN-OS A FIT 5 [ 9 25 AT R AS o
THRITH I B K 3% L 24T PAN-OS RRCAFIT 5 1 P9 28 RAT RRAS o

1
2.

i%# Panorama > Device Deployment (i%#5#6%) > Dynamic Updates (a5 #7)
RERGH .. R EEAE (TEORA N USRI . SEFTh s
A mAEH A .. WRARATH, e is Download CF#ED .

H74 Download (R#) , FEIEFMIMA . KINF#HJE, Action (E1E) B ik
MDownload (F#) HECNInstall (%4 .

B Install (%238 FRRBEAH PR T . LR, KFE Currently
Installed CHETC%EE) Fid BoRZ iR,

STEP S | 53 T 740 8 5 52 W K S

1
2.

G SR U e T PR L kB, AR AR i Hh Group HA Peers: (o] A 44
PRI SIEHE, FE—IRFHH—A T PR &

% 4% Panorama > Device Deployment (4 #5%) > Software (Bff) -
KERHEH . i Check Now GZEPRA) (ML THEOHZA T M) LA SR
Hro Action (B1E) FId AR R 2 S A EH TH.

7 FileName (CCHEAFK) , SRJ5H.d Download (F#D o IRUFRE NE A
PR A 55 0 2 H 58 (1 B K A B S LR . BN RS, Action CBRAE) 21 I B
MDownload (F#) HEH AIngall (%) .

FL Install (223%) Ik FEAE H P 2R A RRCAS (1 1 46 o

5. i%&F% Reboot device after install (FEZ3E2 JGEHEEES) , R8T OK (FiE) .

AR A v e ARG B ey, IEH % Group HA Peers Cif il FIPEX S5 041D B
HE, FF— XTI EE

STEP G| GiEREANEE B LIg AT AR 28 R AT AR -

1
2.

1% £ Panorama > Managed Devices (FE& %)
FR BB FHAT A RAE TP B SRR RRCAS
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THR VM R85 K5

EAF W =TGR N F2¢ NSX 1 VM #751]

i PA R i A2 T2 VMware NSX #5371 PAN-OS JitAs ] VM & 51B7 k. i #4247 8 3mand
VM iEF FIARE I ESXi EALHAT PAN-OS JHZ), AN rif & .

STEP L] #%&HT VMware NSX [f] VM R TH 2% 1%,

STEP 2| 4 24 3L SCAF 0 6 G772 TRV BT OB A

SR KR E S B E ST, (BRSO AT R G A e 26 2
B o

% Device (##%) >Setup (&) >Operations (¥1F) , JH¥idi Export Panorama
and devices config bundle (5} Panorama % &ML E M) o ZEHH T Fah A S H
Panoram FH &858 % 2% (1 0 B 254 1R BB i A

T H SRR KGN AL B . WA LR B, R mT DL A 45 4 38 R S
Ho

STEP 3| 8.2 47 Uo BLF I\ PAN-OS R T 5 1 1 25 17 R«
VT R ST PAN-OS JA T 75 919 A RAT I

1
2.

1% Panorama > Device Deployment (ik##l% ) > Dynamic Updates (&5 H)
KB FH R . BRI E (N THEOMATH UKERHER. BIEF s
ARGHEWATH. MRARATH, ¥4 %R Download CFED HE#E.

H.i; Download (F#) , TFEIEFIRA. I FEJE, Action (BAE) b EEK
MDownload ( F#) ¥ dCNInstall (‘%3 .

i Install (Z23%) IR BEAILP 2B EH & . TR, #H7E Currently
Installed CHETE %% 5H BREiEbRC.
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TH VM 2515 K bk

STEP 4| ¥ PAN-OS WUE NEBIERE A VM 25155 k85

1
2.
3.

|:| Upload only to device ([do not install) |:| Reboot device after install

7.

& 5% % Panorama.
% 4% Panorama > Device Deployment (% #5#5%) > Software (3fF) .

i Refresh Oill#T) BFSHT A, R E Release Notes (RATUIH) UIEFE
FiA HR P B 50T B RN 22 28 SR T RS R AR

i Download (F#) PMEZZEM, A HTd Ingall (2235 .
Q GAREF AR )G, S E RS VM R AR kb .

WP ETT R T E B
K% 4#% Reboot device after install (FE%3 2 JGHHT RN Bes) Rtk

[] Group HA Peers [] Filter Selected (0)

o D

i OK (FiE) -

STEPS| FggEtd & —4 ESXi EHL LK VM R[5 k.

1
2.
3.

8.

%3 vCenter .
¥ Hostsand Clusters (EHLFIERE) .

e pE L, JFiL#E Maintenance Mode (4E#4%x0) > Enter Maintenance Mode (i
NG .
MENL CHBIEEF)) TR VM RIIBT KEEZ M FTH VM.
K VM RFIP5 Kbk X ROAE ENL BN ET B 3 3 k2.
(T3 (kST SRR Z AT, A VM R BB KBS S FL A4 ) CPU BN A7
R A R R IERT T VM RAUB KBS . EEFEFAD VM RIS 18 R
TR, ESH VM R24
Fgs i 1L, JFiESF Maintenance Mode (#4EF#5) > Exit Maintenance Mode (iE

B o B H4EP R RS S8 NSX ESX Agent Manager (EAM) S5 VM £ 1Bk
B, [ k5 A8 B T I PAN-OS WA 5397 f5 21

Keirfs VM CHZhE T3 iER2 Bl 5 G 0.

STEP G| A~ ESXi BN EEA VM RF1 5 KIS PR,
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STEP 7| BF RN W & _HIsAT IR AT 28 RAT A -
1. %% Panorama> Managed Devices (FLE &%)
2. FRBNB SIS B R P R
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THR VM R 515 K bk

—
2 VM &%) 15
VM 251 k3% 7 vl i FE <8 UUID 1 CPU ID A= A~ VM £51 B K85 e — 5415
e, FEARVFRTIERS, TR SR R VM R KBS R E S T, 3 BASREIE G
WIRALTF LRSI, 515 P ASEE 2 A e 5 1 -
o MR REID RS B AE PR VR ATAE
o AHAS DMEIRE K EE. B, AR VM-100 F+2% 3] VM-300 #l 5,
s THREN AL TR BT kRS e OB RE . U ] HA B B DU E D
Mrsehl, BT HA R Lo, izpg/ T2 HA XTI VM R5TES
* A A EEE YT, WRp kR O3S BYOL SR i v nT, ) a iirE 5

~ ~, N ‘_LLE ’ffJ_\'" . i
el el VM ey g1 TSI VM, 710 5 ety ey UUID g CPU
D, (Kb, ELA RO R, LAAZUS Y AT

STEP L Ko REq: B U5 /3 ML sy VM R 5185 K8 .

RSB RIT RN, ERIESIE R B AH L0 EEE ST AT T VM R85 K PSR
o B EANUEIEAE P B BOAYME (A BEIR A AR A AR R .

TR AR VM RAN RS ZR, 520 VM 2001715,
BIRE BT PA T E IR B VM R 5B K, (R EE5C P R AL LS SO i o

STEP 21 W& S R 1T P R R VF FTIE AP 258
L BRFNEFSCRFIN.

Tt o A A5k P 10 A2 J P 1 AT 4 1 R AIE (KR [T 0
FEIEMZE R, PR Assets (%7%) > API Key Management (APl 5418 H)

SH APl 2551,

Adwvanced Endpaoint Protection

| Key Management -«

STEP 3| fERi kB I, (M CLI 2% F—bh &l AP %47,

request license api-key set key <key>
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THR VM R85 K5

STEPA[ Clndfen Lyl Internet) 7F Device (#4%) > Setup (¥E) > Service (JIR%) L JaFBik
1% LA Verify Update Server identity CIESE 7RSS 85h5 1) o

STEPS| Commit ($222) Bk, BifRB ki b BAGARMECE WA a0 A E B Vel () PA-VM
ST ERE, AR S Panorama HEZ i FH A T BEANRT .
STEP6| FgnE.
1% F Device (¥ 4%) > Licenses (¥FA[iE) >UpgradeVM Capacity (712 VM &) , AR5
LT 77 Sz — s Ve AT )«
(Ui Internet) MVFRTIERR S5 28 K0 R VP AT UE 28 — RIS O % ) R T s vrnT
Wk, T kT

(U7 1) Internet) 8 FHEZAURAS — 1 B IS 0020 9 VF PEAE R ARSI VM RF1 %5 &=,
VPR BTPE SRR T LTS . RGNS, i\ Authorization Code (FZAURIE)
G OK (FfisE)

CJeizvrn) Internet) T3 ARV ATIER ] — Q2RI KA TCIEEIT Internet JEFZ S 7 )7 52
FEI1P, B AR AT LAY ) Internet (THENLE S CSP, R rES A0, ¥
HARR RN 5 57 KB T R — W T EAL, SRR B AR 2B K.

STEP 7| BOAERS k35 O s 3RAFF A
fE Device (¥#%) >Licenses (VFRIHE) T b, 0F/2 7 O SO0 VFATHE .
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THR VM R85 K5

2 HA XS VM 25185

TH VM R BB KT DA NG K S B 2 BLARAE VM R B B B 08 A B i .
W 24Xk, HhEXT 5. IPSec VPN FETERT SSL VPN FEIE IR E L. 1L VM R I Kk
ERIR A B VFATERY, RS S OC ) 7 Bof 1E B7 k E K

(ETL T, IR It By VM RIURIIDR pusg gy ) s £ 22 ) N T
5.5GB, T ki LA (&E. M. RADCH. MRS SRR IR
VM-50 Lite [ 25 & .
BT AT HA BB 1t SEF R K. (AT T R, AR T &16
25, S AREEEAT S8 R . U e T P (HA) TR b SR 7 KB, O T 38 S th B L,
I PR — 4 T PR X

FETHGERE S, ANEO B K HAT RO E E . TS RE T, A 2 A 2 A VLR
SHEEMRCERL, HEPA HA TSN A VLA A8 VP AT iE i 5375 F i E
Lo

1 HA o 9 B R R R B R A (i 91 701 9.0) RUR[EIfZe i, I
A% o4k Suspended HA (HA FE2) RS, B, e TH G i 2 it i
P A AR R A 1ty PAN-OS,
STEP 1| J}2igsh s i - 1 A BV A i
FEFR LU R RERR T2 VM S

FEMEA N &5 E B RS, fRe i B BT VM RAIRLS . T S s SE
HEAILE, JAE, THEURRX LT IR,

MR CEHASIERL, HAESE T — 52 fRIES1E & B HA 552 (A [FE . BIGIEA 1%
#, 151217 show high-availability interface ha2 4 JF#i{# CPU % L AHE{:4%
g as e an 77 =08 .

s FEFINMESIEES, RAEINERRERIEEEC, s R &R AR R R EE .

AR T HA2 keep-alive, U451 %f & _E AR A 42 11 TH Bl e e Sl s A% S AT S 8 o
o RAEXMGDLEF N HA2 (REFE SRS Z XA K, X EIRE XS 2 Kk HA2 R
R 1 .

« EEF/EFBRCET, BB BNX A EE_ BB B A g B .

STEP 2| FHeRERNH b b IR RVF AT
HEBRRR A T VM RS

REERAEEF R Zh)E, B VM RS0 BonEACRE B BB ka2 s siikas, JFH
s (LRSS BB k) MWBITERIRASHe AR HA Xt R I slont 45
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THR VM R85 K5

K VM 215195 K Bl e 2] F— A
T AR LIS e T S NS 2 A I (PR 1712 K B 0 FE T T
HH T TR, %50 O IR, R DL BT N TS T
B LA A BR8] R

STEP 1| (it SbiLELSCAH 6

ST KSR E B QR B E ST R, AR SIR AT R AR LA 2 2
i B -

1. Export named configuration snapshot (‘3 O & MACE ) (Device (%#%) >
Setup (X&) >Operations (FEAE) )

2. SEFREE IELEZATIIACE (40 running-configxml) ] XML X, 8 OK (T
D) T HEE S

3. SO RAZ BB K BRSO E . G SRS IR, T DA A i R
H.
STEP 2| 24 b —hRERRA UL .

THREHRCAR, R B B SR RRCA

Check Now (3ZEIFG#r)  (Device (#4%) > Software (C3fF) ) wl ML .

WEVE RIS . W R N Em%, 15 Download (RF#)

TG, i Install (Z23) g,

Select a Config Filefor Downgrading CGEFH T M ECE ST , B kBB STEE
Ja WA SR INEZ . fERZ BB, N EPEE MBAE IEAE B A T B
FMRAFECE . BN, SR IELEIE T PAN-OS 9.1 42 5] PAN-OS9.0.3, M ik
autosave-9.0.3.

S wAERINERG . VLA ik —E ¥ A 5

o WMRBREHIEG), HRT Yes ()

o WIRKILIREE, 15T Device Operations (W #5#:4E)  (Device (K £&) >
Setup (¥ &) >Operations (#1E) ) , #RJ5 Reboot Device (FEFiE#) -

A W DdE
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TECHDOCS

45 Panorama Fgiff:

*  Panorama Jfi {1: 7+ 4/ % 23 s S 1
« Tt Al DLP fifF

* J}%% Panorama Interconnect i {4

* J+4 SD-WAN #ift

157



F+ 4% Panorama fgif4:

Panorama feiftE - 25 /9% 2 3 7= 55 T

TR T 23T B SR I D fE -

FETF2 3] PAN-OS 11.0 it A< . PAN-OS 11.0 fii A< &

FKZHI, HED T RN ARIFIIEREFE . X PAN-OS11.0 iRARIE 25, 1EZ5 PAN-
0S11.0 KAT UL

% 1: Panorama i+ 2%/ 14 2 = 10

THRE BT

B 2 = S I

Panorama i1

AWS Fi

Azure

K ubernetes fi 1
A7 KBS VF AT

PAN-OS SD-WAN i
(55

|PS %5 4 e 4 A4 I
ZTP fitt

Al DLP #diff:
Openconfig it
GCP #if}

Cisco ACI it
Nutanix 3

V Centerfdi {1

T 2% %) PAN-OS 11.0 2 |, &

WAUR R PAN-OS 11.0 _E 3751
Panorama fii {4, AT <3 1E
Panorama I FT A #fitE. X2
HhTHE] PAN OS 11.0 i b
M. HREAEE, ESM
PEAE R

()l DLP) # Panorama F 4%
F| PAN-OS 10.2 J&, &AifEis
47 PAN-OS 11.0 2% 5 B Ji A 1 it
B B KR b2z 3 N R e A
B N A 8520, 1% 52 A
KTF4 5] PAN-OS 10.2 )4
DLP % K e B 5 i H it 28
7 K % B 75 114

(4 DLP) n#fu &3t 24
Ml DLP Bt & ) Panorama fic & 7%
eyl Rk E | L i
2T B FL = N A AR
o5,

(SD-WAN) PAN-OS 11.0 3¢
FE SD-WAN 2.2 FlI 5 FLAR A (1
Panorama i £f -

7E 2% SD-WAN 2.2 B 5 F.

WA ) Panorama fdi i, Hf
Panorama & FiLAR 25 28 Tt 2 31|
PAN-OS 11.0 2> 53 SD-WAN #i
{1 F 5k AE. Panorama Web i 1i
a5 53 SD-WAN it & 1% M54
TEXPAIE LT, EHTCIE %%

M\ PAN-OS 11.0 [&2%, #db
J5 N 4 PAN-OS 10.2 F1 L1 AR
A7 FE ) Panorama Ji 4 i AS
F T 223548 Panorama (T
. BREAELR, ESH
Panorama i {1 e 2 T HLFE o
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F 2% Panorama i {2

THE B Be R = S I

SHTHY SD-WAN i 14 R AS B E1 3
SD-WAN #ff.

PAN-OS SD-WAN 2% Panorama F+£% %] PAN- T
OS 11.0 4 H-T- SD-WAN ]
Panorama 1 {1 1 2 £ MR A
2.0.0 72 %) 3.0 J5, AL
B 1) SD-WAN #B 8 &R
Panorama _I- [ SD-WAN Z217,

15 SD-WAN ZEA7 A2l AE
IR ¥ SD-WAN Bl &, {He
JiH 436 FH T+ SD-WAN 3.0 Jil i)
Panorama Ji {1 51 A\ [P 37 4% =X 1)
[P Hidik . BEIE A S i 42 205

%t SD-WAN Hig&,
RT3 PAN-OS 11.0 J5 7
Panorama I % %% 1 i& -+ SD-
WAN 3.0 iz ) Panorama fdif4:,
I 75 75 K4 Panorama ) SD-
WAN Z21%.

1. %33 Panorama iy 21T 5t
g
2. %W Panorama L SD-WAN

admin> debug
plugins sd_wan
drop-config-cache
all
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F+4% Panorama 11

T4 Ak DLP $644:

TEREH Panorama™ & HE Il 45 2% I 2 3 EE B AV A % kB3 (DLP) #14-.
152 % Palo Alto Networks Panorama ffi {43 25 A, & & H br ik DLP #if4 A BT 75 ) A
PAN-OS i A o

STEP 1| % 33| PanoramaWeb F 1 .

STEP 2| F}4% Panorama [ {2k DLP Jfif A .
W5 Panorama A=l 4% (HA) BLE, WI7E PanoramaHA X4 i% 2% FHE & X AP IR,
1. 3%&$% Panorama> Plugin (ififf:) 3 Check Now (SZEIRTE) i) dlp Flfd A .
2. Download (F#) If Install (Z23) HHHI4l DLP .

3. RINEIEEEHI R A S, & %& PanoramaDashboard (fX M) FELE T #AE B /N AE T 56
ilE Plugin DLP (4 DLP) MRAZ T W nEF-& BN 4k DLP 8 HIAS

STEP3|  ({UT}2: 4] 4.0.0) it Al DLP 2l i ¥ &, K Max File Size (e KSR/ 2
20MB B /)N,

MANY. DLP 3.0.3 B 5 & i A ) Panorama £ 7+ ¢ 21| 4k DLP 4.0.0 i}, X251, KNk
FEAFRRASASSZ R JOC P R/
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Ft+4% Panorama fdif4:

T+4% Panorama | nterconnect #diff

{5 FH R 31 R 4E Panorama 751 %5 A1 Panorama ¥ /& _F 714% Panorama™ Interconnect ffiff. J14%
Panorama | nterconnect #1415, 256 4% Panorama 4% 4|25, 4R J5 FiF Panorama 7 s T+ 3] 5 %
il 28 A0 5] I A FRR A o 7E Panorama 17 s b N #0F 22 25 T AF hRAS 4 20 5 48 7E. Panorama % il 45
LREFRAE A — 5, Hi R Panorama 2 i 2 11T Panorama 15 s b 8RR A (R F5 [ 25

TS R IR — IR A, 1522 2e2E Panorama Interconnect it
STEP 1| %tF Panoramafziil#s, i & %l Panorama Web %Lifi.
STEP 2| £ Panorama #5:#il #% I 7} 4% Panorama Interconnect 3 .

1. %% Panorama> Plugins (#fiff) , #4)514% Interconnect.
2. Download (F#) Jf Install (%% Hi Interconnect FEFI A . 2R G, HHI—

ZBENIRR .
3. I%iF Dashboard (X 4#) &7 Hon i 235 1) Interconnect #HEAS .

General Information = x

Device Name  Yoav-Panorama
MGT IP Address
MGT Netmask
MGT Default Gateway
MGT IPv6 Address  unknown
MGT IPv6 Link Local Address  feB0::250:56ff:feda:e6ee/64
MGT IPv6 Default Gateway
MGT MAC Address
Model  Panorama
Serial #
System Mode  management-only
#CPUs [ RAM (GB) 8/16
CPU ID
uuID
VM Mode  VMWare ESXi
Software Version  8.1.2c15
Application Version ~ 7999-0000
Time Fri Sep 7 14:20:28 2018
Uptime 107 days, 0:03:15
Plugin interconnect  inkerconnect-1.0.1
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F- 2% Panorama {4

STEP 3| £F Panorama 7 & _ F+2% Panorama Interconnect 1 .

1. %%+ Panorama > Interconnect > Panorama Nodes (Panoramaifi) , FikfHF—/ ek
A Panorama i £, #RJ& Upgrade Plugin (JF2&3@ 1)
2. BSAFATIEY) Panorama i £, JRELE OK (RfiE) JFUBIEMETH% .

Do you want to upgrade following selected Panorama(s) plugin?

panorama-nodel

D

3. SAREM T TAESER (%% Completed) . #iii Panorama > I nterconnect >
Tasks (f1:%5) UIAE TAEHE.

Admin ID Job ID Type Start Time End Time Status

\ZI admin [ 05624D4E-A29E-432D-AE07-328806F50E6B

-
- PLUGIN-UPGRADE 6/19/2018, 10:57:09 AM 6/19/2018, 10:57:20 AM Completed
-

4. HRkIhiE, %+ Panorama > Interconnect > Panorama Nodes (Panoramaifi) LLI&
iE Plugin GEftE) WA & 75 4238 F 1 BTide Panorama ™15 5 R IE B iR AN o

Name IP Address : Plugin Software Apps and Threats

panorama-nodel interconnect-1.0.1- 8.1.2-c15 8021-4730

-
-
-~
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H2% SD-WAN Fd

T2 22 36 1E £5 Ff) Panorama™ & 2 il 45 25 AP KBS (fd A SD-WAND _EFJ SD-WAN Fdi il A .

15 2 Palo Alto Networks Panorama ffi /e 2 A0, FEEF H s SD-WAN F 4 i Bt 75 i s AIK
PAN-OS i A o

STEP 1| % 33| PanoramaWeb F 1 .

STEP 2| F+4 Panorama -] SD-WAN {4 il A
AR Panorama N T 1 (HA) BCE, WIAE Panorama HA X} &5k & FEE XA P IR,
1. 3%+ Panorama> Plugin (#ff}) J Check Now (GZLEI#?) it sd_wan #HfFRA
2. Download (F#) Jf Install (%% HHTH) SD-WAN FE{FRRAR .

STEP 3| mirhzedsiififh A )G, &FE PanoramaDashboard (X FHR) FHLEH HE S /NS4 I6AE
SD-WAN ¥fifh FAS 2 75 S B FH4 2 SD-WAN iR 4
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TECHDOCS

1T K] CLI ar%

o ffiH CLI iy AT T RAT 55
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FHFT+4 1) CLI v %

i CLI iy 2 AT THRAE S5

fEFHLAT CLI dr AT THUAE S

T 77 K A ) 24 i A

o AT KRR P A TR

show system info

i R A 32 BB R R A ) P R A

s HE¥EM Pao Alto Networks Il 55 2846 B 5 45

SEBT AT AR RRAS o
FRNET A
© ELRR B K A Bl 2 SR AT R A A AR
N
TERNETHHER

R AR RRCA L% T BB B K

~ WERAETIH T <content
version>

© RNHERRA.

RN B 2% <content
version>
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FHFT+4 1) CLI v %

U 150 AT FH (3R RRAS T 17 K i

I s I G N A DA ER 7 G 3T N

HRAGHMER

o AP KEE L EmER AT A .

HRAGHM A

o NEERIE RIS E A -

R RGBT ERA <vers

ion>
o KEERRE NEIEIPRE.
WonfEdgms <jobid>
o IR
o WRARFIM2ERA 10.1.

* EBT R EhBE K.

request restart system
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FHFT+4 1) CLI v %

Vi IR BI7 K S AT PR AR T
AT e H AT AU SR . IR ThREAN SR 58 42505

o o= T P = A ETAE G B T N

HRARGAN T A

o A AR A B KB RRAS B R AN T

HRAGHTIER

o FEEFEANT A

WHRAGH T FERA <vers

ion>

© BEARREAN TR E 2 TEE
_ HRAGHN T ERRA <vers
ion>

© CRPEIIMR.
_ HRARGUHN | LA <vers
ion>

¢ RN T

HRAGAN T M
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INRIGE..
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T2 CLI i 4
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« fHH APl U7 AT S

171



T FZ ) API

5 FH AP ST THRAE 55

fEFHLAT CLI dr AT THUAE S

T 77 K A ) 24 i A

o AT KRR P A TR

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system>

i R FH A3 25 BB R B K ) A R R A

o H¥EM Pao Alto Networks Il 55 2846 B 5 4
BT N SRR A

https://firewall/api/?
type=op&cmd=<request><content><upgrade><che
check></upgrade></content></

request>

© ELRR B K S A S 2 SR AT R A AR
A

https://firewall/api/?
type=op&cmd=<request><content><upgrade><inf
info></upgrade></content></

request>

o CREECHTH A B RROR BN BRI K

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
latest></download></upgrade></
content></request>

o CRHREE N A RRAS BLEE T BRI K

https://firewall/api/?
type=op&cmd=<request><content><upgrade><dowi
A BRI S Z<file></
download></upgrade></content></

request>

https://firewall/api/?
type=op&cmd=<request><content><upgrade><ins:
<content version></version></
install></upgrade></content></

request>

U 180 AT FH (3R RRAS I F T )7 K i

Y ok I e N = A DA ER 7 G B N

https://firewall/api/?
type=op&cmd=<request><system><software><inf
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T FZ ) API

IRRE..

info></software></system></
request>

R Rl K b CnE R T R ARCA .

https://firewall/api/?
type=op&cmd=<request><system><software><che
check></software></system></

request>

BRI RE A

https://firewall/api/?
type=op&cmd=request><system><software><down’
version></download></software></
system></request>

KAEREE N EIE AR

https://firewall/api/?
type=op&cmd=<show><jobs></jobs></
show>

o REETHIAE, https://firewall/api/?
type=op&cmd=<request><system><software><ins:
version></install></software></
system></request>

o EHHEBIBT kB, https://firewall/api/?

type=op&cmd=<request><restart><system></
system></restart></request>
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