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Prisma Access & 41T12 &,

FEAT AL m LA 2 R N
« Prisma Access (Managed by Strata Cloud O PrismaAccess {7 iF
Manager)

O Minimum Required Prisma Access Version 5.2 &%,

»  Prisma Access (Managed by Panorama) 5.2.1 Preferred 8%, Innovation

T Prisma Access & 4T 5T

Prisma Access /& 17 B BT 18 Be 6 LR IF i IR S IR R %2 45, 5643 587 i Palo Alto Networks
B, B Prisma Access ZEAli it BE T, KRR R &N, DUEE AT DL E B ATt . Bk
B HEE AR5, U LHER AT N 2 S A R8T . SR A& 8 A Panorama Sk
Prisma Access (ifif /& i1t Prisma Access Cloud Management) , %8 A] LAy g fa] s T 25 2] 5 5 (1) 4
RS, DR 2468 Panorama SEIL I HT DI fE

an R4 Ad A Panorama Managed Prisma Access, 1% 71 7 It Panorama Managed [l 4[] Panorama A14di
PRER,

¥ HF5 Prisma Access it £ 1# i 1] Global Protect fix A<

AFART A i F YT (Eol) AR 45 BRI Global Protect it A< 34) 57 #5 5 Prisma Access —itef#i [l ; {Hi& T
&, PrismaAccess5.2 %%} Global Protect f41E 7 111 i A b T R AS o

TR DATEIX LR % Prisma Access B & B AR RS 7 ol A1 55 (4 55T BE 8 -

HT ) Prisma Access & AT 58T | AT Y] Prisma Access & AT A | Prisma Access 32 5 11 Al 25 A Fft

IIEER GO
* PrismaAccess5.2 fl 5.2.1 » PrismaAccess it A 5.1 « PrismaAccess Insights
TP e « PrismaAccess il 5.0 . {43 DEM

« PrismaAccess Cloud

- * PrismaAccess it 4 4.2 « SaaS Security
Management 157 DI HE ek
* PrismaAccess A 4.1 « ™ DLP
* PrismaAccess it 4= 4.0 « GlobalProtect
* PrismaAccess it/ 3.2 * PrismaSASE £ =&
Preferred 11 Innovation Y&
* PrismaAccess it A 3.1 « PrismaSD-WAN

Preferred 1 Innovation

* PrismaAccess it 74 3.0
Preferred 1 Innovation



https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://www.paloaltonetworks.com/services/support/end-of-life-announcements/end-of-life-summary
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-release-notes/release-information/new-features
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-release-notes/release-information/new-features
https://docs.paloaltonetworks.com/prisma-access/release-notes/5-1/prisma-access-about/new-features
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https://docs.paloaltonetworks.com/saas-security/saas-security-release-notes
https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-notes/panorama-plugin-for-enterprise-data-loss-prevention/panorama-plugin-for-enterprise-data-loss-prevention-10
https://docs.paloaltonetworks.com/release-notes#sort=relevancy%26layout=card%26numberOfResults=25%26f:@panproductcategory=%5BGlobalProtect%5D%26f:@panosversion=%5B9.1,10.1,5.2,5.3,6.0,5.1,10.0%5D
https://stage.docs.paloaltonetworks.com/prisma-access/administration/prisma-access-releases-and-upgrades
https://stage.docs.paloaltonetworks.com/prisma-access/administration/prisma-access-releases-and-upgrades
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-release-notes
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* PrismaAccess i A< 2.2

Preferred
¢ PrismaAccess kAT KT
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Prisma Access 5.2 fll 5.2.1 T #HT ThfE

FEAT AL AT LA 2 R A2
. PrismaAccess (Managed by Strata Cloud O PrismaAccess ¥ 7] iF
Manager)

O Minimum Required Prisma Access Version 5.2 &,

»  PrismaAccess (Managed by Panorama) 5.2.1 Preferred 5% Innovation

AT NESAE T PrismaAccess 5.2 #1 5.2.1 Preferred 1 Innovation, UL &% %5 75 A FH (O HERE 44 A
F T3 A RRAS

AHOEHREREL, AN BESE MR Z . IARBALARIINAR, WK
AL

* PrismaAccess 5.2.1 Preferred 11 Innovation [ 47 A4 ik A
* PrismaAccess 5.2.1 Preferred 11 Innovation I B f LAl it - Fei e AN 5040 1 1 A i o< &
* PrismaAccess5.2.1 IjfE

Prisma Access 5.2.1 Preferred A1 Innovation (342 #5444

# W4 Prisma Access 5.2.1 FiiAs

« 52.1 Preferred iz47 PAN-OS 10.2.10 $t#5F 1 . a0 SR 8 30 B A7 1 2 B EdE i A, &=
BB FTH FH4% 3] PAN-OS 10.2.10 A fg 52T 5.2.1 Preferred Zhfg .

* 5.2.1Innovation 1217 PAN-OS 11.2.4 $(#5-F-1i . 752 T+2¢ 3] PAN-OS 11.2.4 7 Rg 5L, 5.2
Innovation I EE .

FAF ] Prisma Access 5.2.1 Innovation BT DhfAEdE &, PrismaAccess 2 3B 1) Prisma Access 2k
BIPLRRRA, SRIGH 2B

Prisma Access it | = Mk454d | 5.2.1 B e | HEEFER HEF£ 1Y) Panorama it
GITTEN &N GlobalProtect i |4
5.2.1 5.2.0 1% | PAN-OS 6.0.7+ 10.2.10+
e 10.2.10 (5.21 6.1.3+ 11.0.1+
Preferred T4 7 )
6.2.1+ 11.1.0
PAN-OS
11.2.4 (521 11.24
Innovation i 7)
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Prisma Access 5.2 Preferred F1 Innovation [ $E 7 8 44 i A

A PrismaAccess 5.2 ili A :

+ 5.2 Preferred 1217 PAN-OS 10.2.10 ##f5 V- 1fl . 40 SIS 505 1247 12 BUREHR iR A, W m]
Ae 7 20K R~ T A 20 21 PAN-OS 10.2.10 AR5 5.2 Preferred Zhig. tREEINEGE S, 1
2% Prisma Access 5.2.1 Preferred Al Innovation T gE 1 JEfit 15t 48 A EUE PRI o< & BA T
fif e T8 T BT BE T T Prisma Access 5.2 T

* 5.2 Innovation I21T 11.2.3 [] PAN-OS 48 “F1i . 75 25 2] PAN-OS 11.2.3 4 RESEH 5.2
Innovation L fig .

FAF I Prisma Access 5.2 Innovation T ThRERS &, Prisma Access & UK %5 [ Prisma Access JH4%
PICLUFARA, SR )G B 2256

Prisma Access it | =HRS5HE | 5.2 FT i B EdE T 1m il | FEF ) HEFF 1Y) Panorama Jit
HRA ZN GlobalProtect fR A |4
5.2 5.2 PAN-OS 6.0.7+ 10.2.10+
10.2.10 €52 6.1.3+ 11.0.1+
Preferred T 47D
6.2.1+ 11.1.0

PAN-OS11.2.3 (5.2

Innovation A4 3D 11.2.3

Prisma Access 5.2.1 Preferred Al Innovation I8 i LRl ¥t . F A0
HCHE - THI A ¢ 2

Prisma Access 5.2.1 Thfg i LU N — ANk AN HAFE A GEis AT

o SEARVERE TR FERNEEEEIRE RS Ei GRS AR AL 0 . Prisma Access £ 7E
Prisma Access g A 1) 1IE & AR (GA) H A2 A Fr 28 FE At v it
FEFERE TR, A SRR Th e T SR B T R AT A, X e T RE X T
Prisma Access & #BEAE 2L, LW hRA W .

o A (LI Prisma Access Panorama FLA 105D o 2238 3K oS Z oA T g
fas ] DAERS BE Prisma Access ) Panorama b 1 #f 22 35 46 14
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o BEV TS BRI AT DU G A R 2% AT I R AT I A A A S 2 4 TR

+ %FF PrismaAccess (Managed by Strata Cloud Manager), &% %] Manage (&5 #) >
Configuration (BCE ) > NGFW and Prisma Access (NGFW H1 Prisma Access) >
Overview (H#fid) .

General Information

Global

Tenant ID

Tenant Name

Region Americas

Prisma Access

Prisma Access Version 520
Release Type Innovation
PAN-OS Version 10.2.8
Applications and Threats content 8810

« X}F PrismaAccess (Managed by Panorama) %, & S T i A, fEay L 3|
Panorama > Cloud Services (=fk45) > Configuration (ECE) > Service Setup (k4%
H) H&F PrismaAccess fiid . PrismaAccess5.2.1 Preferred iz 17 PAN-OS 10.2.10, 1fij
Prisma Access Innovation iz17 PAN-OS 11.2.4.

Prisma Access Version

Current Version: 5.2.0-Preferred (PAN-OS 10.2.10)

D) FTRLEE R AP 5.2.1 Innovation, {3 > & A6 ) F 75 T 45040 7 0 - 1 T g
I 4 2T

RAE IR BT ] 5 7 RN Prisma Access #ih X S T R :

o PERE S Sk R AT L

*  PrismaAccess Agent 7] M &2t

* RFC6598 Prisma Access (Managed by Strata Cloud Manager) 15  (I# 50 FH /- Hiuhik it
o oSO RURAR S5 BRI B R AT Lk

o EREXTEE AU ZTNA &R 8% 1) 5 #

o JETF View Agent f) B AL HR

o DLEFIRIVD R RiAA Strata H G105 IR 55 X 3857 FF

« XA PrismaAccess H#E 1R A 1PV6 SCHE

XL T RE BRI A i AR T, (B EREE I 2 HIX B Th g EOR EGE P iR A 2 b
5 10.2.4:

* Colo-Connect )i AACEE 3 #F

Prisma Access & A7 1] 5.2.0-h14 and 5.2.1 9 ©2025 Palo Alto Networks, Inc.



Prisma Access & 1T/ B

+ DNSARHEf AR S RE

« 5 ZTNA &8 B A R

o [ FHIEMAT FODN ) ZTNA 4238 5 ic & 58 35
o RFUAREEEE =5 i lhopu] B 28 AR AR

PLF 5.2.1 ThREE R LR i AR 2, H AR 7R Z4E P A PAN-OS 10.2.10, N
Prisma Access 5.2.1 Preferred Ifjfg:

o XN HFER FZRH ZTNA &5 28 aR Th RE
- I

PLR 5.2 DR BERAG SE R Aot Fa A A P 1 2 3] PAN-OS 11.2.4, {1 N Prisma Access
5.2.1 Innovation Zhfg:

o IERERIS: mEERETE B IR R U ] SRR
o AR RIEES 1P ULk 55 T RE
© EEMIM T EE 1P Lt

Prisma Access 5.2 Preferred fll Innovation Zh g [F1 3Rl i« FFifE
HCHE T TH A o 22
PrismaAccess 5.2 g 75 2 LA — a2 MM A RE BT -
o EREEHE S AR RS G R AR B . Prisma Access £ 1E
Prisma Access iz A& 1 1E 20K AR (GA) H A2 71 T+ 25 S At v e
FEFERV I TR, dn R Th A R A T2 B R A, iX B Th RE N AT A
Prisma Access & #RELE AL, T hRA I .
o TG (LIE Prisma Access Panorama $E5 305 ) « 2238 i B s iR AR v F I ZhEE
145 0] LAZE S B Prisma Access [f) Panorama b T 3 3 22 3546 1
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o BEV TS BRI AT DU G A R 2% AT I R AT I A A A S 2 4 TR

+ %FF PrismaAccess (Managed by Strata Cloud Manager), &% %] Manage (&5 #) >
Configuration (BCE ) > NGFW and Prisma Access (NGFW H1 Prisma Access) >
Overview (H#fid) .

General Information

License

Edition Prisma Access Enterprise
Quantity 2000 Mobile Users & 2000 Net (Mbps)
1725 DAYS REMAINING UNTIL 05.03.2029

Software Information

Prisma Access Version

520
Release Type Preferred
PAN-0OS Version 10.2.10
Applications and Threat Content 8878-8899
Global Protect Recommended Versions 6.1.0/6.0.8/6.0.7/6.2.4 (activated) (EOS)

« X}F PrismaAccess (Managed by Panorama) %, & S T A, fn] L3
Panorama > Cloud Services (= Hl%5) > Configuration (FC#) > Service Setup (HR%%
WHE) A PrismaAccess iliA. PrismaAccess5.2 Preferred iz17 PAN-OS 10.2.10, i
Prisma Access Innovation iz17 PAN-OS 11.2.3.

Prisma Access Version

Prisma Access Version 5.2.0
PAN-OS Version 10.2.10
Release Type Preferred

Applications & Threat Content 8877-8887

A DAIE R HE P T2 21 5.2 Innovation, 4y 4 f4s A8 F 75 S0 1 Th TR 10 Th eI
A THET .

WA AR LRI T2 )5 7 fig A Prisma Access B0 X L T g -

* U5 DLP

o SXBEIA A, @G T PrismaAccess 5 IP ALK SaaSiEE, i T B R E
* TLS1.3 1 PubSub 37 f#ifit & & il

« BEHEAYE Colo-Connect

IX LTy e EE R BB AI T AT T2, AR AN B SR B~ 1 2

* 25,000 Mz FE M 44 A1 50,000 4 IKE 5% 3 £

Prisma Access & 171 5.2.0-h14 and 5.2.1 11 ©2025 Palo Alto Networks, Inc.
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o JETACEE AR & L A 1P Huhk ny WA S

o SR 1P bR - AQTE R

© RS RBAC S

- fAifk PrismaAccess % B FH % B

© BT AWS I SP B TEE SR

* 7t Strata Cloud Manager 11 % Prisma Access. HUE -1 LA K S R e ABUM PN 25 i A

PLR 5.2 Dyfg EE R LAt AN dE - 2, IF R 75 ZEHEE P il A PAN-OS 10.2.10, {HH A
Prisma Access 5.2 Preferred I f¢ :

© mREMZ — kR

PLF 5.2 Dhag BRI IEM it $f 1R AN Ec s ~F 1+ 2 21 Prisma Access 11.2.3, ¥l A Prisma

Access 5.2 Innovation I g :
o JEI CIAM, &5l S8BT 7] 52 FF SC-NAT
© ZTNA EHASCFRIC AW App L4k

Prisma Access 5.2.1 jgE
TERNET PrismaAccess 5.2.1 H 1E R & A [RHT DhEE
Colo-Connect )52 AR = FF

THLLURA:  PrismaAccess 5.2.1 Preferred 1 Innovation

ARG BAT S BT il BRSSOy, EHE ] DUE Prisma Access i AUACHERE
TR, AT SEBUNT - FH R F R PP I e v il o R SE R T Be, OIS AE RN X I83R 43 iRk 20 Gbps
HOEaSlin

¥4 Colo-Connect 5 i sUIRHIEE A S, RKSR1F LT AR 34

o AR B R PRGN PrismaAccess 5 B, i KPR PR IEIR .

o THBR T ZE AR HARASIE, Do B RR SR B B R 2 A R TE ORI EK B
*  Colo-Connect > 7E H & W25 ks R L R R T, R R AT ) 1 i) 4

DNS U FE ) 5 A FE S 5

THFLLRRA:  PrismaAccess (Managed by Strata Cloud Manager) 5.2.1 Preferred 1 Innovation

WAAHEY T HSCRREE, B DNSACHER] . B A SR DNSWE, X DNS. H
€ X DNS 2%, faid n] LU I 2 =77 DNS fififfr s BiAS I DNS it 85 R Mg b 2 30A0L F B TR 7
Jf HLAT A% FQDN /. H AT SCRFIEDhRE .
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55707 U YA 5 AR 1 22 & R

YHEFLARRRAS:  PrismaAccess 5.2.1 Preferred 1 Innovation

Prism Access BL7E AT LA ik 5 = 7 Aol i) Yo 48 SE B & F S AR P 10 22 47 i) ol Il X — 350 2
e, ATLATESE = J7 kvl Ya 28 A1 Prisma Access 2 (7] %2 4% B I AZ e F 5 B, T R AR 7E Prisma
Access ST 7 1D FISERS N . G A P O S R BI5 = 5 b W88, G 545 A
Prisma Access F #1175 43 30 AIE

5 ZTNA ZEE23 ) 8 SR E R R

THEFLUNRRAS:  PrismaAccess 5.2.1 Preferred 1 Innovation

I ZTNA A2 N AR (0 FH P B/ AT DL Prisma Access i AR EE L. 1%
R A B L 10 Gbps 11 ZTNA iE4:4%, FT PrismaAccess Il U 5 AR ER Il 5545 -

PR R A 3

o SAARBHE [ B R B B BT PrismaAccess THEALE, M TR IR A .

o THBRINZFIER BAKHOC R, W OR T FH AR T I B Bk 22 4 BE T8 4 BRI K H

« ZTNA & 2574 Cloud Identity Engine (CIE), J&# 7 LL AN &K ILE FH N TR .

© ZTNA GEHR LR R E S M R % FI SRR T, AR OR R 35 PR AN BT 1 2
S5

PERE 70 S i A] WA

el

YHELLRRA:  PrismaAccess 5.2.1 Preferred Al Innovation

S50 S, PrismaAccess HH T P RE 7 S (RN-HP) A RFDIRE, SXPIRR 7 SORFEZ P 34
Birh Ay . B ARGLAUE NIFT RN-HP 7» SCRAY, - DA B X 2% 47 B 63 AT PR R o

ST Prisma Access #2142 1Pv6 SCHF

TELURIRA:  PrismaAccess 5.2.1 Preferred 1 Innovation, Fi #5:E ( M PrismaAccess5.1.1 FF
&, HTERER I IPv6; PrismaAccess 5.2.1 Hri N T A H B 1 S0

Prisma Access K5 F it 1Pv6 52437 A R AL P R BT AS S 7Y o 20 A X 48 R IR 5% 348432 1 4 T
U E 1Pv6 SR, FENIIE 1 Prisma Access # B3 7 AHL IPv6 S H .

THREANLIPV6 B — M AR B W N Dhae: R PR 2R 1IPve Bt s, 220 H
JURT A3 Global Protect i i IPv6 5 PrismaAccess B 7% HE, 4L, X PP se Rt Bh Tl 1 Ek
WA U5 18] A 3% SaaS B HFEST, FEAlE XL H FIHFE 2 IPve IER RIS T
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5 IPva #HEL, 1Pv6 4 K H bk 2s 8], DRI a] AR 99 U TC R B e — 1P ik S8Rt AN
IPv6 S ¥, PrismaAccess Bil NHEA IPv6 FIXUERIER:, MIHIAL T M 1Pv4 2 IPv6 [T FE it 2
XM FEAPERRRE T 1A SN, A R I BT S NS08 1PV 4% .

Prisma Access 1t 7] W &2 14

YHEELLRAA:  PrismaAccess 5.2.1 Preferred Al Innovation

Prisma Access Agent & F—REE 815 MR EE, V{8 Prisma Access SRR K IR 2)) I

T.. PrismaAccess Agent LN YSRGS S 1M K, AIiER P 224, (BHEY5 A £k 3 F
FEFF AR, (RN r B SN 2% . 1T Fl /. 15 Strata Cloud Manager ', %43
Insights (JLfi#) > Activity Insights GEFZEIILAR) > Users (/') LAAEE A % Prisma Access Agent
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https://docs.paloaltonetworks.com/prisma-access-agent
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks/remote-networks-high-performance
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-service-connections
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-globalprotect/ip-address-pools-for-a-globalprotect-mobile-users-deployment/static-ip-address-allocation
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-globalprotect/ip-address-pools-for-a-globalprotect-mobile-users-deployment
https://docs.paloaltonetworks.com/strata-logging-service/administration/overview/supported-regions
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-globalprotect/ip-address-pools-for-a-globalprotect-mobile-users-deployment/static-ip-address-allocation
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https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/configure-a-ztna-connector
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/ztna-connector-requirements-and-guidelines
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/ztna-connector-requirements-and-guidelines
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/ztna-connector-requirements-and-guidelines
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/ztna-connector-requirements-and-guidelines
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https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/configure-a-ztna-connector
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-explicit-proxy/agent-proxy-private-ip-visibility-and-enforcement
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-explicit-proxy/agent-proxy-private-ip-visibility-and-enforcement
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/mobile-users-ip-address-allocation/example-public-ip-address-scaling-examples-mobile-users
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/retrieve-ip-addresses-for-prisma-access#tabs-idd09f3f52-2a6e-4ddc-bc82-c4bc879c2c50_idcb39a3fc-78c5-42e6-9a7c-7bb9f7e468de
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/enable-the-prisma-access-agent-dpa
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/endpoint-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/whats-supported-with-enterprise-data-loss-prevention
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/use-the-prisma-access-agent-to-access-your-projects/install-the-prisma-access-agent-dpa
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/end-user-coaching
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-china/prisma-access-in-china
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings
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https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/set-up-the-agent-infrastructure-for-dpa
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/set-up-the-agent-infrastructure-for-dpa
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-service-connections
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/retrieve-ip-addresses-for-prisma-access/ip-optimization
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-explicit-proxy/agent-based-proxy-globalprotect-proxy-mode
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-explicit-proxy/agent-based-proxy-globalprotect-tunnel-and-proxy-mode
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-advanced-deployments/mobile-user-globalprotect-advanced-deployments/traffic-mirroring
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https://docs.paloaltonetworks.com/prisma-access/administration/colo-connect-in-prisma-access
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-releases-and-upgrades/view-prisma-access-software-versions
https://docs.paloaltonetworks.com/prisma-access/release-notes/5-1/prisma-access-about
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-releases-and-upgrades/upgrade-types
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/software-and-content-updates/app-and-threat-content-updates
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/configure-a-ztna-connector
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ik /pyE: R Colo-Connect RSS2 K6 % VLAN 4k
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# Colo-Connect Il %5344 .

CYR-32661 21 GlobalProtect LA “ARHE” fRx(El “ PR AfCHL” i
RN, P gEFREAE “Bsh P - BAURE” T
BANSTEN ZETH P B 2 90 K B S .

CYR-32564 SRR BRIA URL 2650, ) ZTNA SEB:4S app Ui iy
PRG0Sy 8 i 1% Prisma Access Cloud Management
ERE

fERTT % ARIETESHATLURN e AP IR

1 g E e X URL 2851, SRJGH ZTNA ERSINE
NN FHFEF IR A2 FQDN .

2. QR 2 BN B SO, 1 B — AL
BN AE D 3R 1 I B X URL 3. I
T2 E o X E S, TSR 1 bl
I H E L URL K51,

3. B RN v e G B SR 2H B S B SRR (TR
B2 eI el m 2, BLRRYFLL ZTNA
RN ALY H bR IR .

CYR-32511 B2 1 IPv6, 15EERCE 1Pv6 DNS Hiil,
CYR-32431 i B B AACEER, SR AE “Authentication Settings (&

PYEUEVCE D 7 RN “Trusted Source Address (32
BAERJEMEE 7, AlEHMRE, BEEiRE

F| “Authentication Settings (BB IGUF R E ) 7 I
i, AIBETCIE IEM B 2 (AT YR M bE

fif R 77k Wl A & 2 Prisma Access ] Panorama,
SRJGIR [ 3] “Authentication Settings (543 51E

B 7 IELR LA A k.

CYR-32191 ZM P AL RE ZTNA AR

CYR-32004 T Prisma Access X4 71 S 711 1PSec it B A £ &1 A
PR, TEHE ZTNA RSN, Al LUNRENL S 2
N 100 N IEHAR ML

CYR-31603 JAH T AWS Bah R FnEE S A A SR AW %

FH ZTNA &2, X2l T AWS B3y A7
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NIRPRME: BRI DG BE—F M. 155 R A B
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RV KA AWS Hshd i 2 4 SRR A

BWAEIR) ZTNA RS . TRE RA A EOR
ZTNA SRS H AWS BEY B IIEESS

Hrh,

CYR-31187 AT 1E Global Protect #1114 i Prisma Access i 20 HE i
P2 DL AR A AE LR 1Y) Internet 224 ThRE, FRAEIEIE I

] “FzNH P - GlobaProtect” il “#zhH /- - B3 04%
7 AT “RZIHHEE” , SNIAS IERE R R AL
Rl PAC SCfF URL.

R TT vk EHTIRAZ AR, 40 AE Global Protect
AL E PrismaAccess i A HERE, 5% LIEHEIE TG
th [ kB “F30H S - GlobalProtect” 1 “# 30/ -
A .

CYR-30414 WREERAE NP2 HBEREH 724
F ARG TEIZ AN EER T 24P IR, (HIER]
PATE Ul BB ZBIXPEANTT

Btk ). {EE T PrismaAccess ) Panorama 37—
N CLI &g 4N L N4, #RJ51E Panorama 41T
ARHFEAT :

set plugins cloud services multi-tenant
tenants <tenant_name> mobile-users multi-
portal-multi-auth no

request plugins cloud services gpcs
multi-tenant tenant-name <tenant_name>
multi portal on off

CYR-30044 10357 5 AT 3 B (L A b, WisE X EDL I
7.

R AR RS, PUT IR IR
1, SR J5 IR 8 9 78 BEL11 15 B o S 57 EDL.

CY R-29964 AR FE B A1 R (CSR) SRAE BGE I 5 35k
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fE ik AEBERMEM CSR.
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J 6 TR C B 24 Global Protect 777, TR FH 7
LIRS O R, R R R HRR: "global-
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R TTIE: R R H T 24 GlobalProtect [/ I+ HA7
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FIPS X, I HI&EF: T Generate Certificate for
GlobalProtect App Log Collection and Autonomous

DEM () GlobalProtect App H EW&EFR HiG DEM 4=
BGE) , WAL T EIUET.

il vk 712 1E Prisma Access H4E -1 F+ 254 3 10.2.4 2
A, BEIhEEAE FIPS #50 R 1) Panorama 376 E AN H .

CYR-26112 R A Net Interconnect YFaHE, T KX S ) g i
FEM L AR IE SE PR, T R A8 W AR AE R IX AR
SR, WITCyk i i HAh R X Az R R 48 SR 1 1] ze 72 Y
%

fift ok 75 18 S Net Interconnect ¥4 AJ4iF BLAE K IX H#E
RS5ERE, DMEL AR & 5 Hoth KX 1S

BASBRR 17 17 fr 250 0] @

] &% 1D
PANG-4881 W5 FH 7 SR IGIE Prisma Access Agent (1) Web i 5 2547

FRTIRRAS, A Web 31 15 2% 21 Prisma Access Agent (1]
RS B A%, TR R G B SO e i
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1450 Prisma Access Agent 244 & B A% 78 4515

AR (Z AT T RER 52 2 AR 2 J5) » Prisma

Access Agent 4 RTEZEHBAT .

LI BT Y RV AR, D7k
. ¢ System Settings (RS E) > Privacy
& Security (Fafh54%¢42) > Full Disk Access (i
SR EVIRRRD , AR5 M app FIFH A A

securityExtension.

PANG-4825 Mic B R B ESCPFI , AFAE U [ iR AR
FARIEAT 1P HuhE (Bt o B KRR R RE 2 2
CPU i &1 =

IR WEZIRIR RIS H AR 1P ik T B
iof 100 AN A

NETVIS-1363 1t Strata Cloud Manager H1(#] “Insights (ILfi#) ~ H,
7 PrismaAccess Agent 1 P& G, P VR4S B 0T
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) MBI RITE SRR, A RREARTELEE . 4
P R ERR),  “Project Connectivity History (I H 7%
B es) 7 AT A

NETVIS-1293 £ “Insights (L) 7 1, *4 TimeRange (Ii[d]
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&) I, Project Connectivity History (I H &7 £id
) REIRIEHEIE .

NETVIS-1263 £ “Insights (ALME) 7 1, “Projects (JiH) 7 i%
AR A8 ) I FH 7 BT ReANERf . AF L
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P “Users (R 7 TR R P 84—
;. B, HE—HH P EERIAR &S LA
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5 “Users (HF) 7 ORI H 8O —21
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RERATHEER A IPIb. 025 R IELEAL 1
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EPM-1589 Bic & 4% K e & SO, RI{E Strata Cloud Manager 7o 1418
BT E |P Mk, WASCREELE H bR P Hubik A
EFGERCA (Blhn 10.% % %), FNIX S S8R
B AT AL

EPM-1399 H BB AN 7 7E Strata Cloud Manager #7111 “Dynamic
Privilege Access (ZhAM R V7 H] ) U ) Projects (I
HD I~ A 5 i H AR

R gpid: EEGADUE, W6 MERIAA DE H AT
Access Agent HEIXIC B, SR 5 10 H B &4 AR G T H 44
1T Access Agent HEI£ L H .

EPM-646 FEJE F T Zh AR 1) i Prisma Access fiL /7 F,  n i
FICARR B AT H w52 HE1% Prisma Access Agent
RRARAGTC I 0 SR

fERIT % AEPATHEARCE Z T, BAOBE - DH .

DRS-4691 7t Cloud Identity Engine 5% Strata Cloud Manager
i H Text Search (SCAHIZ) IR H I,
XG5 P H AR, Flin, AR
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S P HARIE R A

fRIpi: EHRA A, BRSNS HA .

DOCS-5681 Prisma Access 5.2 N HE7E A H T B2 BER Ui A (A
LR ZTNA &8s .

FEJA T ShARBR VG A AL LR ZTNA gl
Res Sk i B, RS TT RE 2 BIRLI, Ry Strata
Cloud Manager /NS EFEAIZ ZTNA 8% 5 4 HAM
o

DOCS-%611 1 75 Cloud |dentity Engine F 2 KL F 4L 5 LAEAT 5
ASKBPRVI A, ek 75 B PrismaAccess F T & 4 Bik 1)
SAML JEYERF, ERRTRESER Username Attribute (]
P& JEME) S fidentity/claims/names.
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i) I,
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PR 191 1¥) Prisma Access L7 FigqT, 1EHTR A 4R mE
SR B PR AER (1dP) 2 A SAML M HFET .

WIRZA app BB — AN P A, T RAME—Br
4F, Cloud Identity Engine JCiZ M i 7 & 4y B0k 1 [7] 2%
234 SAML app-

ADI-33262 7R )8 T shA ALY 9 () Prisma Access £ E, i
BARF A Strata Cloud Manager & — AN H ,
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Agent (i lRCHE) AL B HEIL K I

fRRTTE: AEPATHER B 20T, EORE —DIH .

ADI-31750 BEANIE SCHRFI 1P {8 )y 50, AR EENITH 1) 1P it
Yot 50, WPERERE 32 2T .

fERIri%: NREATH SRR 1P AN ESE T 50 4.

ADI-31601 1EJa T B ABR V5 IR AL~ |, Strata Cloud Manager
FVFIE ORI H e B T 100 4 1P, B4 55
I R WO B — MR

R TT V% 1E 20 8% E B B 100 N IP .

ADI-31538 FAELU R M. /5% BRI E SO, SR E
RAVE RN “ZTNA Agent (ZTNA ARLFED 7 A
#& “PrismaAccess Agent (Prisma {0 7 . it
Ak, AP Add Forwarding Profile (Esing: & Bic
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ADI-31523 USRI BT, 5 ZI7ERA P SR R T . AL
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ADI-31306 BB R UE SO, AEEE— AN BRIAT

N, “Forwarding Profile (3% RHECE M) 7 TUH
Traffic Enforcement (RE5RHIFAT) 5 H AT H ik
TUERAL T 5 FRAS o BRINIE O T o BT X 3 10 AT B
2 S EEIMTNEA RIT N,

fR IR B BSR4 A X LA 100

ADI-31305 B B R I B SO, “Forwarding Profile (3% % c
B 7 WA Traffic Enforcement (i ik il
PAT) 4> h4 Bor Enforce FQDN DNSresolution
using tunnel DNS servers (fii HF%iE DNS g 25 75 o il

47 FQDN DNS fi##r) #ll Resolve all FQDNs using
DNS serversthat are assigned by the tunnel (Windows

agentsonly) (fi FHF%1E 73 FC 1) DNS k55 28 gt BT A
FQDN (YR Windows fCF) )

AN 7R IX AT, - RIS e 33 1) FYI D e AT EA
5 FH e R i B SR BEAT L

ADI-30902 Strata Cloud Manager 7F £ /ML & A48 ik H Cloud
|dentity Engine H 3% H AT G S, FlInshasil
PR 5 ) 55 HBC & . PrismaAccess Agent W& . %4 5K
BEAN P EBHE I E . T XL E S, WA Cloud
|dentity Engine " I[% H 3%, (EAMHER 51 X L2/ P A
JH ) Strata Cloud Manager Bt B, U AT A 238 21 2 A Ml
%, 4N “500 Internal Server Error (500 P # il 55 24l
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fifg vk J5%: M Cloud Identity Engine RS FRHA H s,
2R 5| T % H SR P R P 4 ) Strata Cloud
Manager AL & -
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DHCP Server (A DHCP JIRS52%) kI, 1ER KR
Ak M Strata Cloud Manager 84, 0 B 430 %
OnPrem DHCP Server (Al DHCP 454 ) &0,
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.
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W ZIETH ARRH AT R TR, B 2R
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P R P 1P AL B4 H ) OnPrem DHCP
Server (M1 DHCP lR554%) LIl XEFHZ N,
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BB SR B AE
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CYR-46627 R 5 7 Accept Default Route over Service
Connection (52 RS IEFEMENESHD , WIASZRER
AAREE

CYR-46349 TR E, R AR A R P 2% 5 i s e 1) —

FIIS, 362048 1 URL 801 e 7 2 [ L)
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5.2.1 Preferred 5% Innovation

LR ERANYE T PrismaAccess 5.2 Fil Prisma Access 5.2.1 HT L2 A o 1) ) i

Prisma Access 5.2.1 L f# 1H [a] it

i) & 1D Wi B

CYR-45847 BE TR R SRS TR AE
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