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SD-WAN BRI ZSEHER.

FEZLL SD-WAN #0 F HIE Y 2 E B E,

s NELERBAEFTIISHREENSEHR L,

* mMREKLE Internet il | HEBSIRARBRN ECMP (nREEE ) Rabo

STEP 3| ¥ Panorama IP 31k 575 AN ZIBH X 3%
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lzﬂﬁ'lllﬁ_ﬁ MPLS ﬂ\ﬁ/}lbiﬂ’] DIA EH#BREFHITOER,
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STEP 10| 8 &R B ISP B9 Maximum Download (Mbps) ( & K T & (Mbps) ) EE , UKL/ N8
( SBEF 0-100,000 ; X BEERIAE ) o IR ISP LASRENEERRIRE | FEA speedtest.net ET
BEXHERNREREE K HRRK—RNENNEFHERKE,

STEP 11 | #§7E & X ISP #9 Maximum Upload (Mbps) ( &x K 4% (Mbps) ) 3ZRE |, BUKE4S/BREN (B
B 0-100,000 ; % EBRIAE ) . 1) ISP LAIRENEERRRE |, SfFE A speedtest.net ETEX
BERNRAEE , FRREK—BRAANFEERAE.

STEP 12 ( ) IRIRPE A SRR H AR ISR R Ak SD-WAN # 08B XHHE 0K Path
Monitoring ( B ) B,

O B K IEARYE Link Type ( 8EBRRE ) B HINANRERRE A, BRIEN A ME B X4 AY1%
gy AHIMABEZFERRNERRHERTLNBEEE , SUTEELRINRE,

« Aggressive ( FRRE ) — (BRINERA TR LTE MEEZ/AANFT AR ) By A% LB E N R FE

MBFEDEIEE SD-WAN NS —i, MREBFEHIHBEF EMNEEBRETE RN MK
xR, BEARER,
Relaxed ( MY ) — ( BMAEA T LTE M 2K ER ) R BEEFRNBFEBECASZHLY
B BXAT A ( Probe Idle Time ( #RMZEAATE ) ) , MNTIFRERRFREHAME, RN ZE R ELS R
&, B AXIEARIZELE /Y Probe Frequency ( RMSAE ) KE- LR HHOZEN, REEHHREH T
B, BHBERRERABERKE (FlW, LITE) , AIRERERNFNMFTERAMNTREEN , TEE
AuE=R,

STEP 13 | % & Probe Frequency (per second) ( i®MAE ( ¥ ) ) , BIPHFABE —BDRLZEIFRUNESE
B3| SD-WAN £538 2 —iwa0 sk (SBERN 1-5; BiIARN 5) « BRINREBAIRETHRAHE
REMEHEEFREN,

~  WMRFEHQ Panorama AR RN AR | L FHE Panorama ¥ ZF AR EREEE X4
"N /A K PacketlLoss ( BIEZEX ) B LLRE

IHO

STEP 14 | #NRi%$E Relaxed ( K ) BERISHE | BRI LUR B X IBE X ZFNBRESEC AFTESES
# Probe Idle Time (seconds) ( HRMZFAEtE (¥) ) (BER 1-60 ; BAIAN 60)

STEP 15 | FEERMITHEE B BT ERMEN BEERZH , AKX IBEEFERREUREERK
# Failback Hold Time (seconds) ( #ERXEREFNE () ) (BEW 20-120 ; BRIAER
120) .

STEP 16 | B OK ( AE ) RFEEX#.
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SD-WAN Interface Profile ®
Name Profile3

Location vsys1 v

Link Tag TAG_SDWAN_3 -
Description

Link Type MPLS Link hd

[+ vPN Data Tunnel Support

Maximum Download (Mbps)  [1- 100000 1

Maximum Upload (Mbps) [1 - 100000

Path Monitoring (®) Aggressive () Relaxed

Probe Frequency (per second) 5
Probe Idle Time (seconds) &0

Failback Hold Time {seconds) 120

STEP 17 | Commit ( 3% ) , &5 Commit and Push ( X H#iX ) £HEEE K.

STEP 18 | B HY M AR F MEER R E TR IR | FERNAREFNERSTIRAEERS. BX
FHER , BSRBEENES.
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A& SD-WAN #7328 LA K M O

£ Panorama™ # |, BLBLAAMEE 3 EYEED , HFH SD-WAN IThat, EREYWIEEN , KARNESE
—NIPv4 it RIS —NERR WX |, HF SD-WAN EOEE v HoBhitiEn,

£ Panorama B/2 VPN £8 |, H#7E CSV A& HHB LMD ZERE , SD-WAN FHHH I E3) VPN B &N
FAREEAEXNS ZMPLER—MEE , ZEESEWE XL SD-WAN XiF , HEE7E SD-WAN 2 X Hl
ROZEIBIEZEH VPN BEE, A, tIREEFR I SD-WAN 2 X5 #08FE CSV 3 Panorama ##i A
BGP {8 , B3I VPN ELEIRBEE K BGP BLiE.

STEP 1| & %% Panorama Web £ H,

STEP 2| %£$% Network ( M4 ) > Interfaces ( ##0 ) > Ethernet ( LAAXM ) , M Template ( #4x ) £
TXTHIRPERELSWENR , FEREERS (HIW, Slotl ) , AFEFED (HlW,
ethernetl/1) .

STEP 3| 1%£#% Interface Type ( £ OKA ) 7 Layer3,
STEP 4| 4% Virtual Router ( [EE\EE 8] ) N E —NERK AR,

STEP5 | HEL—NEA TEEENEOM Security Zone ( Z2XHH ) .
filgn , MREENRZ ISP LITEERE , BAAMAE LRI LAKR 3 O[3 AT AE X,

STEP 6 | #£ IPv4 M T -+ , Enable SD-WAN ( /& SD-WAN ) .

STEP 7 | &2 sit Type ( KH )

Static ( ##4 ) — £ IP FEH , Add (7F) LFEOH IPv4 bt MBI R KE, ZAINNENEE

( flgn , $uplink ) 5—FRFist—FEEM. A Next Hop Gateway ( T — MRS M < ) B IPv4 Hbit
( BRIRIGE AR IPv4 It T —NKRR ) o F—MNERRMXAAE IPv4 thitsb FRE—FMWFP, T—
MNRRMXZ ISP EEMWERS I R B S ERY ISP ERIABREBESHY IP iak, 2R AEEIEREH A
ISP M4 |, &&H# A Internet AL T —NERR IP thiik,

( ) PPPoE — Enable ( /2
) BT DSL 8538 PPPoE B33 |, % A Username ( A& ) # Password ( %3 ) , RE
Confirm Password ( FIAZHE ) .

DHCP Client ( DHCP &F % ) — EEMZ DHCP &4UR ISP E#HE DB —NEIARFX , R T —1
BRRMX, ISP IFRMZNZ IP #hat, DNS RSF|MRINMXEMEN L HEZER.

o WNR%F DHCP B/ | S A& Automatically create default route pointing to
ipgh  default gateway provided by server (B 3} 813245 [ Bk 55 85 Fir #2 L A9 RRIA I SX M9 BRIA R
B ). LEIERIARS A,
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Ethernet Interface ®

Interface Name | ethernet1/1

Comment
Interface Type | Layer3 -
Netflow Profile  None i

Config I1Pv4  IPv6  SDWAN  Advanced

s

[ Enable sD-wan

Type (@) static () PPPoE () DHCP Client

& Add B Delete O

IP address/netmask. Ex, 192,168.2.254/24

STEP 8 | £ SD-WAN &I+ £ | B &2 612 SD-WAN Interface Profile ( SD-WAN #2 O B & X
H) (FE—/ SD-WAN ZOEE/H ) ANAZEEOD, SD-WAN #OEEXHEEX
EREVEERRARIC , Rt , AL EE XA O R A — ME W8 ARId, —MEORBEE—
MNEEREFRIC,

STEP9 | B OK ( HARE ) MRIFLAAMED,

Ethernet Interface

Interface Name | sthernet1/1

Comment
Interface Type | Layer3 e
Netflow Profile | None -

Config IPv4 IPv6  SDWAN  Advanced
SD-WAN Interface Status: Enabled

SD-WAN Interface Profile | Cable modem broadband v

]

STEP 10 | Commit ( 3% ) , fR/E Commit and Push ( X H#iX ) BHEEE K.

STEP 11| ( ) ELE SD-WAN EflED, MREABZ VPN, ESFHBES
VPN BLEH AT,
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& SD-WAN E#lEO

R E Panorama REA BN VPN BE , M AT AR E6IE SD-WAN #0 |, EXHERT , BLE0I2ME
& SD-WAN E#lzn,

MR KAE Panorama HfEA B3I VPN BLE |, ECIEMEE — 4 SD-WAN EflED | LEE—IMHZ/NEE
EEHROE Internet ZE— B |, H X3 SD-WAN ZhEEf LA AWM Y20, B2 F , SD-WAN E#EN
PR E SRR LAAERE |, BFEFTA VPN BRESE RS TE EBNEEEA (DIA) 85,

EE-BED , AHHEE R SDWAN.1 1 SD-WAN O REl, ZEOEATRNMEETEZEEEHNYE
0 : Ethernetl/1 ( B AHIARREE4EEE ) M Ethernet1/2 ( RFRFEER ) » FANAERBEMND ZFH D
B VPN B3i&E,

S fEULES | SD-WAN O ek MR RS B E AR SRR (RATS) 8
& 5 SDWAN 0 e 2 T S B R M B AT IR,

SDWAN.1

Fiber Service VPN Tunne

Fiber Service VPN Tunnci RIS
able Modem VPN Tunne

Branch

Cable Modem Fiber Service MPLS

5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

ETE® , SDWAN.2 ¥ Ethernet1/1 # Ethernet1/2 £ EME—2 | XHNEBREMN D X F Internet Y
DIA 8555 -
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SDWAN.2

Fiber Service DIA

Branch Internet

Cable Modem DIA .

Cable Modem Fiber Service MPLS 5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

STEP 1| & %% Panorama Web £ H.,

STEP 2 | #%4% Network ( M%&) > Interfaces ( #0 ) > SD-WAN , A/5M Template ( ##x ) ETXTF

R 5 R APIER S ENER,
STEP 3| BT sdwan. BIZRE AW AM 1 8 9,999 H—/NF | add ( %hn ) —4 SD-WAN B4
A

 HB3) VPN BESIEH SD-WAN #A4%SH 901, 902 % , Filt , EFE/AXLHTF.

STEP 4 | # AR Comment ( JER )

o FNERKGER , Bl , 9 XER LR, BRMMDXE] Internet FMDXEIXER
g FRRL, BEANER  AEREERENESS  ERREEH AENRE P EHERD
Ao

STEP 5| #£ Config ( Bi& ) i&W+ L , ¥ SD-WAN 0O 2 B4 Virtual Router ( EELEEHEES ) -

STEP 6 | ¥ SD-WAN $ 0 2 fi 2| Security Zone ( ££ X1 )

SD-WAN ERIEOREMEZORAHISATL TR -2 X , BRMND X 2E— BN ER RS
FRERNZS KRN,
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STEP 7| £ Advanced ( &4 ) W+ L , BIEFE—NHEZANEIBEUANED (AT DIA) %
ANVPNRREEEEZED (AFTHD) , Add (FN) EXGEER— BB #E Interfaces ( 3
0)., MRWMAZMNED , XEEONXBLM—3 (VPN BZES DIA ) .

) B KRR 4003 FR 8508 T ik SD-WAN EE 132 0 Ff SD-WAN SR ESR i E DIA i vy B, 3%
HE, BMERBREEESTHER IP it BEXESRMEE LA SD-WAN EL#EED
(HOED ). AR, SHESTER SD-WAN KEMN 9 SD-WAN FEEZTHRIRHM
RED REEXHIFREERANEE ( ARBE LI R B ZRERNIBEEIRT ) o

STEP8| B OK (HAE ) MRTFENEEE K,

SD-WAN Interface )]

Interface Name =dwan .1
Comment

Netflow Profile | None -

Config | Advanced

Interface Group

[ | Interfaces

D'ethemetlfl (Link Tag: Broadband, Zone: Untrust_L3)
Drethemetlﬂ (Link Tag: LTE, Zone: Untrust_L3)

STEP 9 | Commit ( % ) , #A/5 Commit and Push ( X H#i% ) BN EBEE K.

30 SD-WAN EERism | BE SD-WAN

© 2019 Palo Alto Networks, Inc.



#1172 SD-WAN # O BRIAKH

WMRIEE L RS EREAT5F] Panorama , HEF B NIE | AR —MEEELIER SD-WAN ORI
Ho

B3 VPN 812 —18 7 sdwan.901 #9 SD-WAN E#l#E O R F DIA , H 81— R sdwan.902 B SD-
WAN E#I#E# O BT VPN BBE, B3 VPN 22N BB —MRIAEA , HEA sdwan901 #OxHHO
O, AEARKNIER, X8, sdwan.901 EOR N EIZNERIARH LM E®ED,

STEP 1| &3%%| Panorama Web SH,

STEP 2 | it R IREEERA K Template ( #4R ) o

STEP 3| i%£#% Network ( M4 ) > Virtual Routers ( E#LB B2 ) , #lisd-wan,

STEP 4 | 1%#% Static Routes ( #7358 H ) , A5 Name ( B#5 ) Add (7F N ) 8BS H,
STEP 5| X¢F Destination ( B#x ) , i§# A 0.0.0.0/0,

STEP 6 | 3¥FH O Interface (O ) , BFEFRZLEBHHEAP - SD-WAN BEEZOLZ B AE , W
sdwan.1,

!\\ %3RO 4 O AT LR BR sdwan.901 = sdwan.902 LASMEI{EE SD-WAN 3B iE# 0,

STEP7 | XF Next Hop ( F—/NBRR ) , iB1%#E None ( & ) -

STEP 8| Xt F Metric ( #6845 ) , TRWA—DNART 50 WE , X#& |, BRIARBHTELLET B3 VPN £
REER 2B RRIARH.

STEP9 | & OK (BRE )
STEP 10 | 4% Commit ( 3£3 ) , A5 Commit and Push ( X H#X ) BEF K.
STEP 11 | Commit ( % ) EH,

STEP 12 | JyBh K 3% E6E A ARSSBE FA 15 8] Panorama™ MY H MR E & S
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B2 B 2R & f &

RFER, HHNBFESEREOE , NEERENERE (ETRR ) ERXEIL S MR BRI N A
BFE. NARFRLSR, NARFA. KBS, BESXKIRSENRUZBREREREX . NAEFHN
BSAUAEREREREX ., BEESISBNEARE  FEILRE , BFABERIANBRECHIAR
B, FRRE-REHFNEE,

EREIERRREREXHNERSZE , B LA general-business, voip-video, file-sharing. audio-
streaming, photo-video  remote-access EEATIE LK B R EBE B XM, FTE X HE X4 o] LURELE XX
BEH  RMCBUNNAZRFNRSREER, B NBESEXHE.

v~ FTF Panorama i & HMWTNE XK EREE EXHE T Panorama 1#E4x# SD-WAN O EE
O M #ERIAProbe Frequency ( fRAUSAER ) RE, MRESMINRMUARRE , M AFTFEATF
= BFAPLEFIEOERB XA , Z 5 Panorama R4k 820 /Y Bh A 3% H BE R R B B & ST
Packet Loss ( iE@E % ) B LLHE,

B K SERPER ., B MBFESERRNEREORZN , BEMEY , — BEBYHP-NEHE , BFAEREE
BHHRE ( Bk ) KR, HER, HPABECEXPTETHE= I RENBREHRANEHEE , BHX
R RER BRIV AR B D R BB XA IR R AR,

RINBERT , BF KBS 200ms N E latency ( ZER ) M jitter ( #3h ) —k , EE=MNEENFHEE ,
MNHIEEBFEOFNERRE, BALERSEEE SD-WAN # 08 E 4R RIRN R TN KRS
BRIEBX—1T A,

MRBERFNBEIEEN packet loss ( BIESEL ) REMPITHERE MBS ERERR EAE
FENHREe  HERRNERITEERRBEEELAE . MERRINECRA I HLEEN =24 FETHEE
BEREREXHFEENESTHEUT, N, REMAREFH SD-WAN FEANE —MEREFESEX
REEEN 1% NEREREEEXH , UR—MEFRPHELM T2 RXBEEXHEEENRFIE 1 (ERAT
tunnel.1) , REEENRIE 2 (EAT tunnel.2 ) BRED KEEXH. —B tunnel.l BE3HEITEXR
B 1% , BIESTFHEEBE tunnel.2, tunnell WBIESTEXRBSZ LN 0% i (ETHEUBEZ ) |, TR
SEE=5MARTEILEIIEN tunnel.l WHEIESTERXETHRE 1% LT |, B A EBERER tunnel.1 R
BRIERE,

HRMEBE IV TNABREXHNNARFMS , BB, HSHESEAXLESH, B—IEEE (R
BHit ). BRI EERRER , NAZREW high (5 ) RENSHK. 60, EHXEXNHMERH#THR
B, RE—MERRMIEIR 7 100ms , #3179 20ms ; 5 —MNEBR IR N 300ms , #1315 10ms, MRIER
WERBMERNS |, NP AEEIERRE—NER, MRAFNBBERNS |, WS AEEIRRE DR, MRSEN
BBRMME ( SEEANRA medium () ) , BABLSETABEIEL , BERIER , &E=RHF,

5| SD-WAN FKEHAN hHBEREREXH , MEEHXEHATEENARFREESNBLBREER
NEEENRE

STEP 1| & %% Panorama Web £ H,
STEP 2 | 1%4% Device Group ( Z&4A ) .

STEP 3| 1% Objects ( Y& ) > SD-WAN Link Management ( SD-WAN £ &2 ) > Path Quality
Profile ( BBRREBREXH ) .

STEP4|#% Name ( E% ) ( BRZMEA L NMNFRUFFAHHK ) Add (Fn) BEREEREX A
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Path Quality Profile ®

Name | path2

Shared

Metric Threshold Sensitivity
Latency (ms) 100 medium
Jitter (ms) 100 medium

Packet Loss (%) 1 medium

D

STEP 5| X F Latency ( ZEiR ) , Wi Threshold ( BB ) B , RAEMAATFHRESETH AEHE
3X SD-WAN B8 % —if , ATMNBESEEEREZRERP X ENEVE (BER
10-2,000 ; ERikF 100) ,

STEP 6 | 33 F Latency ( ZER ) , iHi%$E Sensitivity ( #RM ) (low (1€ ). medium ( & ) =
high (&) ). BRIAN medium (# ),

z BHEEYRBOEL , MRBFHFREFNEER TR
STEP 7 | X4 F Jitter ( #13h ) , XX Threshold ( F{E ) B{E , ARRMAZEWH (SEE 7 10-1,000 ; Bk
% 100 )

STEP 8 | X4 F Jitter ( $l3h ) , iHik#F Sensitivity ( BUBME ) (low (1K ) . medium ( &) =
high (&) ). BRIAN medium (H ),

STEP 9 | 33F Packet Loss ( Zi#E@E% ) , M Threshold ( HE ) BE , AW ABE L REZ B4
FHBIFEIELRBD L (BEN 1-100.0 ; BRIAF 1) .

v~ WREZRATF Panorama iKY SD-WAN $## O & SR HRMRE | X F§E Panorama
() naawnpazsasLnE.,

STEP 10 | 3¥F Packet Loss ( BIEE@EX ) , 1HiEF Sensitivity ( BURM )
(low (1% ). medium ( # ) H high (&) ) o BRIAA medium ( #F ),

STEP 11| BH OK (HAE ) -
STEP 12 | Commit ( 23 ) , #A/5 Commit and Push ( 2R} #i% ) BHNEEE X,
STEP 13 | Commit ( 2% ) EK,

STEP 14 | EMRBAEE IS,
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SD-WAN R 2 7 & B & 4

£ SD-WAN #H#tERF | AR NZIMNNARFREFERBETE. MEMBEBRENR , AEER

—NEBRE  BREEANENHULSIBENARFREREME, BEESNISPHBUUTRRERE , B
RRRA, MRER BEREZRAFNNEZRINRE , MFBRBERATE-VATH ; B , MBFBEFRARK
5':_*9\0

EXMUREREIERE |, B AEERAR SD-WAN KM 5| A TREEMMAIERESERARD RBEE
ENRAREFRERE LY AN SRS EFNRENRED R EX 4.

HWES SD-WAN REEHMN TR N AR FRRSMERNRED KA E

Best Available Path ( &{ETARKE ) — EFRITAE , BATMARFFEA D TUNNE AR , EE
WhH*E, BAEEABREREERIARE  HEEBIE TIRPERFICHERZ— , NTIAAR
RUSENNARFER,

Top-Down Priority ( B LTI FE%R ) — MREBRAEN IR EBSEERAERENER N Z DK ,
BEABLMTRERS L, FEEXLEERNIRICE TEE XM P EBRICIIRNER — L. P&
BAFEAIRPHEE - NEBRICHEQEABRREFEANERURRNTHRELEBHNER, NWREE
BEREREXH , HFEE - NWEBRICPHNERBTERK , BhAETMNIIRPHESR L _WERRIEH
R, MEHBE_MERTIEFNEREBTEE , URESESERTHIRE K BEEBAX
BEZR—MNEBRICHREEHNER, MRMAEXKERTINR K BXEERFAZTREREER ,
MR IEEARETABRRAZERATEARENER, FHTHEZRRN , BhABXABLMT
MERSE , NEBRICIIRPRERFESHIS , UERNITHEEBHER,

Weighted Session Distribution ( X &iE 5 % ) — REEF iz SH N CE A FEE ISP F1 WAN
g, BALTHEMBBER THRITHEERN |, TLUERKAZE, BN ENARXQIERSE DT,
FHIEEERAT. L FERXAEMBRREHTOENEOFMRRNRIE, BIEERBERBEL
EEREEHBITICHNER Lo XAl  EESPESEBSLENERALLENE L. BE , B
RIBLUHERNAREARRERE. NTHERTFHR , BEEEAEHRTRAE (fin, KNS XEH
MRt ) WRIARE , BaBLERLE S E.

LUK an4ar

£ MR HIMRER |, BN TEREEE @S TR 6.

WMRBRZZTRRHISE | BT LURIEE SD-WAN REAN P AN ARFEENRES K57E , UREE
PR FRVEERRARICHEM NIBRE QAR —MRE (BUTHRRERYE ) |, URMMERE TR :

B £ T LER RETABEE MREFED K

BREEITIRR

NEBRELNSESRERE

REMH L EREERBE

ZEMHNEHERBE

ZEMERRITHER

RERETTE (HBeT | EFMERE (W08F) FHNRBEE (WR) ®

Z)

BEMTHRETAER | SEWRAELEEEIELE  SIEEXFEEAERE  SEMFEBRRTHER

BiRE : NERENEK | #iRE B, TERRE %

(R#)

BEMTHRETAEE | FALESHELTEEEIL  SEENAERERE:  SHEMLBFEBARRNTHER

BiRE : WARELER | #IRE Bl , FRASELEEREER B

TETRARE SRR

DAREEXA (L) MEXESRERBIS | MEXEOHEEBIT | AEXESREMMRE
KPPV T—NEE — N ERERE HEEHB I A MRS
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B FLER

KA B fE T AERE

XA

EARE

o

MR&ED K
KA ETARE

SN AR EERNMERRICHNEONRA LEFPITREARHRE, ERXERZOZXIRA Mbps /5 , R

XEEOBREHFNETRRER , SEFRE

BEBTIRR

B FLER

e~ — AN
MET]

REE T AR

R EREE T EEEIRCHED,

2R ERERM SD-

WAN #5ig

£ SD-WAN #Ri2HY 65 E8

EFPEHRELERE

1 SD-WAN #RicHhET

REBRERESERH

MREED K

ET2HE L4 SD-WAN #5

EHNETTHAZE
SD-WAN #712

ZMERAEB TR SD-
WAN #Rig

BEHESE—1 SD-WAN
PriC B E &
TR ERHAZRER

o

MFE SD-WAN #xi2
B ETRERERAES
ERR

E T 2B % SD-WAN #7
EHNERTHAZE
SD-WAN #712

TERTHEREAE LM TREERAEZNRED REEXH RO, SERRICIAF #1, #2 M #3 RELE
MBI REFNER , N\MTERNARFSELERBNIRF. ¥ THIANE
MNEMHBELRBENS  BASBRAE LM TRER , MNEBRIRICIIRTT .

B, BB ITRE ,

Internet
Hub sm[:.!l:N.z
VPN i
SDWAN.1
Cable Fiber
Modem Service

Cheap Broadband

#1

Hub

VPN
SDWAN.1

1 $$$

MPLS

HQ Backhaul
H#2

Internet

DIA
Hub sowan.

i i

SDWAN.1

5G LTE

Backup

1. BB EMTRERROIF , RKBEDXHN , HEAEEBEMARE (HlE0 , ofice365-enterprise-

access ) WEIE T L EIARR N &,

Br XS GEFIBR A R RIATE B IR AR HIZON T — PN RR, ZAHEOR
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£ 7 sdwan.1 9 SD-WAN E#UIZORRE, R2XBEAN A THES. BE , ZESEATEEDR LB
XiE# SD-WAN FEEHLN ( &7 Office365 to Hub1 ) BH{TPCEL, B AEAER SD-WAN SEREH I 49 B8 42
REREXH. REFAEENXMH. URIEE 4N ERRICRBAEEM sdwan.l PEANZEORKR
(BE8% ) . REDAMEXHRLIFFIE T ZNERIRE : #1 , EER® ; #2 , HQERE ; #3 , &7
(BLIRFF 2R XA TRERER , URBITRTHERB RN EERIRICHIRF ) o

2. BEFEREEHEE (SREREREXHEER ) , HABSEFHRESS RIRED LB EXHTIERF
W —NERINCH YRR — EBERW. B8 sdwan.l EFAMKAED (FNEEDR ) : B24F
IR AES VPN BB M KT RS VPN BBE, A E ABL BRI AER TR K REERCRIINE —
ANEREER , fltn |, B4EHIR AR,

3. MRFE—FERTHR (LA FAFRERN ) TREBMWEER  PHAENERE_EER R ( XTR
£)o

4. MRF_FEETHHER (KTRS ) LRTERHOEER |, BHAERERT #2 $EIR1CH HQ BIFREEEE,
X2ERE—FOHRER MPLS 858,

5. IR MPLS 88T RSB MNEERE | BHAETERT #3 NWERFICR R, XREQR—FOLERN
5G LTE $3%.

6. MRFIIERERTTURTHEERBNSEBER  SEASRETRAA EERE —MEE,

7. FFERITHOBERZN  BhABRAB LM FEERFE , NERRIEIRPEERFZSNTS , U
BERITHEE B,

t0id , SD-WAN RED XA RBEEREBNEES R — LBRINBAUEFANATEFTHEITR.

—

oo DIA Virtual Interface
oo Ethernet Interfaces

Branch Office

DU Egress interface is identified
from Layer 3 route table
lookup

Packet Flow Overview
1. Session lookup IPSec Interfaces ]
2. Session setup
Forwarding lookup -
NAT policy lookup
Security policy lookup
3. Content Inspection
4. = SD-WAN logic applied
5. Transmit Packet

BEEARAFHAFEEWTAR

1. —BRABFAFEIERAE  BAEARTSEER , MAERKSERIELE , ERFAE,
2. MIREFEAILERE :
1. BEEER —BAEESERE SERHRIE 2 EEABEESRREOXE, HOFEOMELR
. NTFEHE SD-WAN FrEANK M AR , BhAESER SD-WAN EREO RS HO#EO,
2. NAT FEBER — R ASFETE NATHN |, BIRBRITES —MNERER , LMAERL (KBREN ) &
AEOMXE,
3. RERMER — NRLZLEBANATRE , WEELFERPUENLRELTE, BE , BHAEER
App-ID™ F User-ID™ 4T EH b 53,

36 SD-WAN EER#ER | BE SD-WAN

© 2019 Palo Alto Networks, Inc.



5.

. Wﬁ*“ﬁ B RERBEEZNBRABNIRKRTRABER (IPS BrRREMF [RERT] . Bm

. URL f&%. WildFire' Z ) o
ERE/HONBRTRERE , HEABIES. EIKE , 24T SD-WAN BEEEE,

1. BREEEEATE —ABERAAOROBERRE ; FITIRA, RIEDLRER.

2. —BERNARFIE SD-WAN KEMN , B oiiT SD-WAN BEER ; RERNEREXHHERER
% RED REEXHEERRERES EURIERNERBEENINF,

3. RIFPFE , 97 IPSec/SSL-VPN BRE M.

4. BREEHONYE — NA QoS Y, DSCPEEM IP 7K (MFEE) .

REBEE — BB ERN H O EORRBIES,

W , BITUEBERAREFEAiLE SD-WAN BEEFEZE.

Secure SD-WAN'’s Path Selection Logic

Public Internet
| EE \ DIA Virtual Interface_/’—'
Ethernet Interfaces ---

) d Internet/SaaS
Branch Office X P
(]

—_—
Application - Private Network [Toool...
Thresholds i e > o|ooo|o:
: - O|ooo|0;
VPN Virtual Interface il o |

IPSec Interfaces
Headquarters
Path’s latencyl/jitter/packet loss

SD-WAN Traffic Steering
+ Session Load Distribution
« Path Quality Profile
 Traffic Distribution Profile

Top Down Priority

l ISP 1 - Broadband ——jm-
ISP 2 - ADSL

ISP 3 - MPLS

PBrRIEERATANSEREHRK ; BE , BFABRECES 3 Za180 B4R IP it , BE SD-WAN
HOE#LED, ?&E@TME?&J&)\’A*‘Z Internet , i ATLUEE 24K VPN $£381R [E] JEFIL,\

By K IE@EEAE VPN B8 EITETRARERKEZEENEE, 81 DA BEHE—MNATFYREZEZTRR
{EE8.H VPN B&33E,

. SD-WAN KEEMN PR N ARFSHREREBEEXHEXREK , HAESNBENEER, AHNBEIE

%m§ﬁ$ﬁﬁﬁlﬁﬁﬁ?fttﬁo
BRFER, HHFIBIBEEEREXTRENER,
I‘JF‘EJ= SD-WAN BRI ORI A SRR ERRED REEXHR A ENBEMLER (HF ) 2
#B, SD-WAN EE#RICH ISP RFAESE—E , AR , ERES KBEXHF , XEFRICHIRFERRE
R BRER TR T
Elﬁigtﬂ BEREREXHN AESAREXHHERBREREANT —M&ERE , A5, BHAEMILE
IJII:EO
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BlERE D R BB X

RIELR SD-WAN BB it , LA AR T HFE SD-WAN KRS & 4y 52 1R 7 a{a 30 17 &% ik g E
EBHWAR , QIBFEEMNSD-WAN E D X E X4,

STEP 1| & %%l Panorama Web & H.

STEP 2 | 4R B1E SD-WAN O E X HHERERRCHEE | HREIMHEIRXEIRIZ, SIUFEER

FRICHEIX BB P ORI S X, 8 Panorama™ BERE B Zh T LR B 20 K BC B 4 18 E RV SR BR A7
ic 5 SD-WAN # OB & X # < Bko

STEP 3| 142 Device Group ( &4 ) -

STEP 4| gIEBRE D RECE X .

1. #%$% Objects ( I & ) > SD-WAN Link Management ( SD-WAN #£3 & ) > Traffic Distribution
Profile ( REX KEEXH ) .

2. ¥#&Name ( B ) ( RZFEALANFREFTFHMK ) Add (5N ) RESD KEENX 4.

MName |=ast expensive link first

Traffic Distribution
() Best Available Path

(®) Top Down Priority

() Weighted Sessicn Distribution

[F] Broadband
[ LT

C =

3. MREBEMBRER (BRP UMD X ) FEALRED REEXH , 15 R1%EE Shared (HE ) .
4, EBR-TRED R E , ARSFMOEARLL 5 E A T BB AR R PRI

Best Available Path ( S{ETJAKE ) —Add (M0 ) —NHZA Link Tags ( #3&#R1C ) » WAL
EaXHHEE , 7£ App-ID NEBEHRMARF I ERZE , BHAEREFCINFEARCHFEER
FETRRIEBRNEE. BAERANARERE Y EEFEANKREETRR (BERE ) 55
—MNERIRICHME —NERE (D) NETRAHTHER, NRFEREENETRIES , BF
REBFMIERE , BN , FAIELBRFERER, BARESHERE K EEHBRICHFTERENIT
EER, BABRERREHAEERESEIMERY |, FECREZGNEE,

» —HERTEE  AXTHEERBIT —IMRERE , BHAETHES 1000 N2FE
MR ERERTEBE T — M RERRE, HW0 , BE tunnel.901 & 3000 M&iE ; &
§ 2000 N&1E5 SD-WAN KEEMN A TE , 55\ 1000 M &5 SD-WAN KHig
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AN B PLEe ( HANINEA R RE D KB E X EREE A Best Path Available ( &
EAHABR) ). MR tunnel.901 RE , MIFEE 3 £ #HYATENFIX 3000 N&iE
MTERERTIBET — M REBRR.

Top Down Priority ( B LM FE%HR ) —Add ( 70 ) — D= ZA Link Tags ( 88884712 ) o BAK
BARFEZRIA B L T8 Link Tags ( #E884512 ) INF R ECEKGNFLED REEERK, B
AEREREATHREXHNE—MFE , ARECALRICHEE , RARERHINNEEH
E—IRE(PMTETUHANNERERRAERNE ) . MRHIFARMNEEIFIZCRRIGHEERE , W4
REFERT —MERRICHER, MEMABERETMASERIETHNERENAKEESENE
& , 2 F Best Available Path ( RETAER ) HiE. ERNE-MNBERNBEREER , EERBE
HEENEP - MNEERERE , — BT , BHABSERINEBRRICIETS TRV EIER
Weighted Session Distribution ( fIfX &% & ) — Add ( &0 ) — N ZA Link Tags ( $55%
FRiE) , REMAE Link Tag ( 85384710 ) B9 Weight ( 10X ) B2 Lt , NN E D LEEAMSR
100%. B XIEEHBRIFCZENTREAR I K , EZRIESEABES L. NREBFICHPES
NER  BABLERABRRAE LTSS L%  EERERRETRRER , RE , BeEI RKEIX
IR FPRHIH ELABEL 5 o

» MRS MEEOXAMEMRE , W AEEXLEEOZEFITREEXE, R
L PIAREBRAEEITRR (BRERE ) BE , HABFEREARESTRREIHE
BHERE, MREEFELSBRETHE SD-WAN | By K i8R 85 ah A8 &%
e HdE 2.

» MRBIESHERAE SD-WAN ERlED |, BRF KiEREEMKIE SD-WAN KB RESD
L REEXHRIATRENERREE , WA ERAEARETABRESERER TR
BB, PAERERRBXNRANN S K5 SD-WAN REEMN T TE B EM N AREF
ﬁiﬁo RELEAN , 2EUBABEIRFERETRER B R , ERED KEEX
BT Ko

O MREHLRFPHNIFES X TCESFNSR , BRI LENRL T AT EES
g ESUREIETER IR IS R SRR .

5. ( ) BEREFRICA ML RE , £/ Move Up ( £# ) = Move Down ( T8 ) SikERIIRFH
FRICIARE | DA AR AR AB B A S 4 B8 ) T b B B SO BA K SD-WAN SR BE A1 I A ik o 7 F 72 P 9 Il
Fo

6. BEHOK(HBE) .

STEP 5| Commit ( 2% ) , #A/& Commit and Push ( R H#i% ) BB EE Ko

STEP 6 | Commit ( X ) Bl
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BLE SD-WAN R B&H0|

SD-WAN REEHNIEENARF N/ RBRFZURRED KEEXH , LBAERSXIENMAATE THELIE.
BRFEFrEEMIRA (Fl , BMERXE, BMERIP i, URFEAFE ) WEARBESIEREER
&, SD-WAN KEIANEIEEATIER, HINKBETELRENEREREREXH, —BEEIHP -4
RE , PR ANARERN/RBRSEN — FEE,

528K SD-WAN RER | FHRIBHET B OIREZH SD-WAN REE | ERBE R OIRE TN RN RERE
HARCIRZFREROR, W, AABLRMHBRIERE | 2’ TEERE SD-WAN FiE | TREBES D
FTRERAOKRLBFMEZRNEBTIME, Bk, FRE#HIZESI SRR (MIEPLIRE ) B9 SD-WAN R
B, iIMERE O XIRE T HENRNRERR. Panorama™ EERSH/RBET LMo XM EE , I THEH
HRE , 2ERFNLERE , EXKAATFIFEHREN SD-WAN %3 E SD-WAN #F4AEE.

1£ SD-WAN FKREF NI | A AT LAE EAE 1L Panorama #EA L FH MKV iR %

STEP 1| & %% Panorama Web £H,

STEP 2 | #%4% Policies ( 28 ) > SD-WAN , R/5 M Device Group ( iZ¥&4H ) L TXTHRIIRFPIERE
EHIREA,

STEP 3| Add ( 1N ) SD-WAN ZKEEHLN
STEP 4| 7£ General ( &# ) M+ L , W AN RS Name ( B ) -

STEP 5| 1 Source (R ) &I+ £ , BEREAN KRS,
1. %0 Source Zone ( JRX1H ) Sik$F Any ( F1 ) REXE
2. Add (&in) —ANRZSANR#HE |, BIL— external dynamic list ( #AEBz75%1% ) (EDL) , ik
Any ( E ) Rk,
3. Add (&I ) —ANRBNRAF , RIEF any (F7) RBRAF.

STEP 6 | £ Destination ( B#5 ) &I+ L , EEERBEANKN BHFRSH.
1. Add ( 7~f0 ) Destination Zone ( BFRX3E ) , SikF Any ( EA ) BFRXE,
2. Add (&tn) —NRZANBARuE , B2 EDL , %R Any (1T ) Birttbik,

STEP 7| ¥ Application/Service ( NAREF/IRS ) &+ L |, 1%#F Path Quality ( BERE ) BENXH
% IR R RER B X4,

STEP 8| Add Applications ( FIINAERF ) , REMIIRPERE-ANHSMNARSF , NiEE Any (£
) NAEF. CEENFIENARRFEZRTRIEPHREREE B4 PEENSITRR
RE. IRHEFESEEF-—INAEFTE , BZNARFEHREREREXHPEP -1
BITRRRE (HE , ZRIEEEEERANFATE ) |, WBHXEIERRNN EIERE.

O AR B2l 55 B R AN BR RS BBV A, SAMRIEE AT At
g

STEP 9 | Add Services ( AINARS ) , AEMNIIRAFIEEFE DRSS MRS |, FIEE Any (F1T) RS
BERNFIERSSBEIRTREFNERREEEXHFFEENZTRLIRE, NRKEES
Hp—PMREEE  BZRSBEHREREREXHHIHP—NMETRAEE (HE |, ZBE
BEHSHMNKHTE ) , NPHRBERFHOEERR,
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o AR B8l 55 AR 55 AN BR R S BUR AV AR SS |, SAMRIEE A At
ipg

SD-WAN Rule

General | Source | Destination

Application/Service | Path Selection

Target

Path Quality Profile | file-sharing

v

application-default v
Applications &

D' [% dropbox-sharing

'@ confluence-sharing

Add @ Delete

DS

STEP 10 | #£ Path Selection ( #§Ri%#¢ ) LI+ L , i%4F Traffic Distribution ( 22 X ) BE X4

BERED RELEN . MREXKELXNEABEZSAN FEFTE CE R4 TE , WK
HH6E AR B 0 RECIE IR AT B IR,

SD-WAN Rule

Destination | Application/Service | Path Selection
Path Selection Settings

Traffic Distribution Profile |Iem axpensive link first

STEP 11| 7£ Target ( B#r ) W+ L , EANTHEZ —EERZ AT BFREH ALK , Panorama &
SD-WAN SRBEHLI HEIA B 2R & 4

132 Any (target to all devices) ( FA ( X FTEIERE ) ) (BIN) UHEERNBFREIER, RFE , &
## Devices ( &% ) 2 Tags ( #7i2 ) BUERE Panorama #i%x SD-WAN FKEEH N HY R % o

£ Devices ( i8% ) M+ L | B —PRZANHESS | UIREBZHFZERDPHINIRER  REEE—
AN Z /N Panorama HEE AN ; WABIFTR :
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SD-WAN Rule

General | Source | Destination | Application/Service | PathSelection | Target

D Any (target to all devices)

Devices | Tags
Filters
¥ |« Device State
[ Connected (10)
[] Disconnected (2) ¥ [/ [=SD-WAN_Branch
7 [ | Platforms [ ==rs11
[] Pa-220(8) [ =rs12
[] Pa-220R (2) [ ==SD-WAN-RS1
¥ || Device Groups [ =a5D-WaN_RS2
[] SD-WaAN_Branch (10) [V ==s0-waN_Rs3
¥ || Templates [ ==5D-WAN_RS4
[ sDWaN-Branch-Stack (10) [ =aSD-WAN_RSS
[[] SDWAN-Hub-Stack (1) [] =asD-wan_rss
v [ ] Tags [] =asD-WaAN_RS8
[[] SDWAN_Branch (1) [} =asD-WAN_Rsg
[ HA Status
g M| SelectAll Deselect All Ml Group HA Peers M Fitter Selected (6)

] Target to all but these specified devices and tags

« TE Tags (#7i ) TR , Add (AN ) —NHZA Tags (#5128 ) , FHEFRIRIZLUEE Panorama #
ERN BT EPIRICHIRE , MABIFTR :
SDWAN Rule

e,

D Any (target to all devices)

Devices | Tags

[ SDWAN_Branch

3 Add @ Delete

] Target to all but these specified devices and tags

. MREBEEIZRFZHRIRIC , B LLILR Target to all but these specified devices and tags ( BRiIX 5 E
REZFMIRCUANFTEER ) , £ Panorama #i% SD-WAN SREEH N BIBRE E 1% B AR IC R Z ASH
FrBE&RE,
STEP12 | B OK (BXE ) -

STEP 13 | Commit ( 3% ) , RF Commit and Push ( X H#iX ) BHEEE K.
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STEP 14| ) B —/N2EH SD-WAN RN 758 AR 21E | &, Sr LR HHEM

(
TR IEERANER , 5 SD-WAN BH B EEFMREPHREE 2F,

ES
AN MRRGE-ANLEHOMNRS RARLCESE , WU RBRAESRX , ERE A
Q EReESAXERE , FRRREERATREESENRED REEXF. XRAXIAE

= ENARXNTERACRKFURSBNENRE , SBEUARFHTRETRE,

STEP 15| SD-WAN REEHNEBLERE , BLIELZ L EBANUARYERE (HI0 , bgp T
Application ( RARF ) ) N2 XM Internet , NDXHREF A , BUERMFOLFRE D X,

STEP 16| (7% ) NERMARFEE QoS

O WK SD-WAN N ARFREBRTARE  IRETEHMNARFEAXBLSNARE
gy FREI , EEIE QoS MMM EHEHITH .

STEP 17| B4 VPN £8 K A 2 R B31i%E BGP ¥ H , 71 SD-WAN B4R 2 X AL 2 B EE
BGP B , LA HEEH SD-WAN SE#BMNASEZNRE.

HE , MRBAEZNBAKE EFEE BGP BRH , REMEMA LINE Panorama BARELE BGP 3 IRE
BEZEd , HRESHPH BGP EREZE. Mk , BEE BGP B H,

STEP 18 | NE MR SD-WAN E#UEOEEE NAT,
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RWTEBRMNEZREARENERE S MPLS
iz

£ SD-WAN 2 X483 , BA AR ITIR ORRE , ANMitT AR IP it WFrE N AR FHEN EBRMEREEA
(DIA) O 5 Internet 3 , PORNWEAE IP it S AREFES VPN #O#EA, M PAN-OS9.1.2 &,

BFAESBIEZTEST DIA NARFHREEBR PO MPLS oG ERE , ANMiLER Internet R ERER
—REBREEMNFOENE Internete AZIIX— K, BARITULTIRE -

STEP 1| =D XML BB —> MPLS 8%, 7 €2 SD-WAN E O E AR, ROMD A8
B R B AT HMPLS,

STEP 2| ( ) MBRAELULFERELT VPN BRE , HFUSH SD-WAN #0
i & 244+ B9 VPN Data Tunnel Support ( VPN $iEPRE X #F ) . @R 2 VPN Data Tunnel
Support ( VPN #iERREXFF ) , WRABHIEM VPN BREALZL T,

STEP 3| L& SD-WAN KA AFHEMARR. CIERERERE XA , BARIEE Top Down
Priority ( BE LM TEXR ) FEN QIERESD KRB . RED ABEXHELTNIEE—
N MPLS £ , TEBEEBIETI 2 — (ZFIEFRIR ) o BiE SD-WAN REEF NP R ARF
EA5 AT ERNERRENRE, REREXH , BERESPAEEXHREBEER LM FLE
Ko
BRAFLMS X LR VPN BEREXR , B MPLS #8217 , BAABIRTEZEE I ER MPLS EEE
I DIA REBERE,

STEP4 | EHRLEES , BEDLEAER Internet WERE , BEEAPAORERELEHBYN , 8
Internet B H .

Br KSR DIA ERUEOM VPN ERUED |, LBRE —BEPLHE Internet RESHERBHEDE ;
B0, Internet REMAEREFTLLIMHEEN VPN BRE, EFELSPRXNTLSBTD KIEHERA.
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AN A
JJZV_\Z: E@EB]—E
By K22 i Bk SD-WAN BRI O NN AES SD-WAN KM N ##TICE ; By A RE LT 0IRFR
& SD-WAN FEAN | X5ZLEBEHNRANIRE—3.
MRE SD-WAN MU PTE | B A EEREXT I SD-WAN 22N THREBVREZENRED K.
MRFREHIRFHEMR SD-WAN KEFANTE  MSFLEFRRKEHBRI SD-WAN 3 BEHL I 3 17 T
B, ZEBRANFEABREEEE SD-WAN EORWAEER L9 X FEERAE,
WA REERTEENARERFH SD-WAN KEMAN | BFRIEFSRENARFESETF SD-WAN #1]
NMTEdpgpae | fln SD-WAN EHEFH BFIERNIRE .
R REAMNHBEINT
BREBFAEEHE 31 SD-WAN KEMAN : — MMUAFEEEMESTNARE , —MUATFEEAIMM
MeWNARRF , —MUATFEETA SaaS NAERF.
TR ARFRFELFIRFAE , 5FTE SD-WAN KEHNHBATHE ., RALEFESANTTE |
I, BREEERNATAENRERERE X HSHRED XB B X
Hit , R EFOSNARFSRAANB TR |, NS INNIMEEFRE AN SD-WAN 84818
LAR PSR S EERR (X TTRER TN EERE | B , MPLS 853870 LTE 8538 ) d#1TH %, 2F 1 #HA
Hf—AEHEORR , 2E2HAZ—IRHZEORRA , 2FE3HAMPLS ,, 2iF4#ALTE, &5
HAFE—IREHEORA , 2B OHAFATHFEZOKR , RN FAED KIFHE,
BA A F LU TR L F R TEERR SD-WAN M | RRETEN L& FD R EREIN, Bk,
RNBWEAE—NLHEA SD-WAN KEMAN |, HHHEE T SD-WAN RKBEANFIRNEEF. BI—1N£H
B9 SD-WAN ZRREHLI | S&AT LA -
72 85 A P B & 1 f6F FA RO 85 BR
£ SD-WAN FEHH BFEIERKMBEFEEHAXE LFMIENARR ( 8B TEENARFSE ) -

STEP 1| & %% Panorama Web £ H,

STEP2 [ GIZREREREMREFES, BXET2HEIHNIER, HNBBESERRE, B
#n , 2000ms ZER , 1000ms £z , F 99% BIEE K.

STEP 3| B2 E 0 KELE X HEELEE MK SD-WAN SRS , AUTERSEERA SXLHERR
IR BRAY B BE BV I

» WREELAFETCRENAEFEREERE (WEED ) , BNRED REBEXHH
BEERARIC SR P MR DS LR APRIC, Bl , MREFEBERET RN ARFER
BEH LTE 885% , FMRED REEXHHSEEIRICTIRPHIER LTE SRR ASEEEARIC,

STEP 4| Add ( &t ) —NE£MHEAE SD-WAN ZEEEHLN |, RSS7E Application/Service ( R AR/
%)WK L |, IBELLIER Path Quality Profile ( BEREEREXH ) .

STEP 5| i%&$% Any ( {£17 ) T Applications ( B FF2/F ) # Service ( RS ) »

STEP 6 | 7£ Path Selection ( B§RIE#F ) K L |, EFEBIER Traffic Distribution Profile ( RE2 X
BEXH)

STEP 7 | MM @ T Move ( #3h ) B SD-WAN ZKEEHL N 5| R & g — Lo
STEP 8 | Commit ( 3% ) , A5 Commit and Push ( X H#i% ) BB B E X,

STEP 9 | Commit ( 1% ) EK,
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Ain— SD-WAN L E o X ph A | SifER CSV #tE5 A 24 SD-WAN /0 F 4 2By A,

0 SD-WAN &%
HES AZA SD-WAN &Z

N SD-WAN 8%

AIN—ANE Panorama™ EERSEHITEEMN SD-WAN LR D A, FINEE |, BIEEREER
(DEHFL ) MEMEEWWEAEH , UWETFIRE, FMEE 28, HitHEH SD-WAN B E | BRE
WAL SFE P it , BZSEM T % SD-WAN HIEH, XEBTRMEARBEE.

R Palo Alto Networks' B X8 — N REFEXE , £ A SUTE S S SD-WAN fERHFHE L
X5,

Q WMRABIEFAN D T KEERFANF OB K Z B TESN/ s HA | BER RS LBy A iR E
¥ SD-WAN & &35k t0, SaE BLE SD-WAN HA B & S el 4ES HA ST & 3R
.

S HE(EF BGP B | AGURME L EHAN | A% BGP NABKEHEAHLKE , A
I X ANBRE, MRER 4 S ASN . S T e 8 4 3% ASN,

STEP 1| &%l Panorama Web 5 H,
STEP 2 | #%#% Panorama > SD-WAN > Devices ( %% ) , A/5 Add ( 70 ) 8 SD-WAN B K1,

STEP 3 | &2 Z &P X4 Name ( B#5) , FFEMEN SD-WAN RZ RN, HRF SD-WAN Bh K IE4EHR
SD-WAN && NI E , HFTHF SD-WAN Fh K EEET ZERZ R,

STEP 4 | £$% SD-WAN & & Type ( £H ),
Hub ( s ) — SBEFENMRVBNEFHAE IS XIRZEST VPN EEE5HAERE, 5
Y2 ANREZSHR OB FERS X , HEPIMUBR S X EEFRRFEE, FOEZFEEZTENY
FUEBELNERE, SHEREAN  HEBERE IR,
Branch ( 7% ) — HBEYME S IMEMNHAE , ©ET VPN EESHOMEEE , HE®S 45
NEZLRE, PTREEIINENIERE, XHEERE , HEBERIHR,

STEP 5 | &£ A T 7 SD-WAN A0l 5 2 2 [E3# T8 B Virtual Router Name ( EERIBEHBEEM ) o
RINMERT |, HelE— sdwan-default EHRIEKHES , {2F Panorama B3I HE MK HESHE
B,

STEP 6| W A SD-WAN Site ( 35 R ) B% , MAERZFNYEM BNV EN AR

» SD-WAN Bt QEMEZFMEARNEFRBFNRRER. THELABRFHFEAZE , &
N4 S Bz A M s#E ( Panorama > SD-WAN > Monitoring ( 412 ) ) BIELZEE T

STEP 7] ( ) MRERENROIT
NAT iR ZE B ARM—NARO , HIIEE LF NAT $H4T1RZ LEEAAXEOR IP ik
FQDN , iX# , B3) VPN BB AT E A bb it sk 78 4 PO IBRE IR R, 2 XHMIRY IKE F IPSec
AR LAERTZ IP ek, ( BMATELR 7 SD-WAN ELE —MEELLAMED, )
1. 7£ Upstream NAT ( L NAT ) &<+ , 8 FlUpstream NAT ( L} NAT )

46 SD-WAN EERiEm | & SD-WAN

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface

2. Add ( 710 ) SD-WAN interface ( SD-WAN ##0 ) ; %27 SD-WAN BLEM#EO,

3. %1% IP Address ( IP #:4t ) 5 FQDN , /5% B8 A T4 7 MBI IPv4 thst ( B
m, 192.168.34) , MR LHFREZH FQDN,

4. BHOK(HE),

»  IRIEAER —3F — NAT KRR E A E¥s NAT | BFRBEE IKE = IPSec BERE
l s O ¥,

» MR EFREZWN IP Mt REER , XAMEREEF IP that |, FIFHEHKEEE VPN
L ERRA, BURNEDZMP O LR CLI 5% clear ipsec, clear ike-safll
clear session all , WA\, BAMEGER T IP #tubfy NAT RESELBEHES £
5 clear session all (BRRFAIBERE ) 5.
STEP 8| ( ) R L F1E XSRS El SD-WAN g X X,

»  EFENIIE XSS SD-WAN Xigiat | KFEREN T2 EKBEAN | Hwm SD-
WAN X% EE##Y Source (R ) M Destination ( B4R ) »

1. %4% Zone Internet ( MXIBRIEEXX ) , 3 Add ( F5h0 ) TFF SD-WAN 724 HE Internet BT %

FEXE,

2. 1%#% Zone to Hub ( AXIEIF L ) | 3 Add (710 ) AT SD-WAN T @4 B DML FEX
.

3. 1%#% Zone to Branch ( NXIFEI X ) , 7 Add (%0 ) A4 SD-WAN RE2~& HEI9 XM EFE
X

4. %% Zone Internal ( M\EKEEINEB ) |, 3 Add (550 ) TIF SD-WAN FE 4 H B R KM T 517
X,

STEP 9| ( ) BLEin M < Y (BGP) B&HA.

E7E VPN EERRA 2R B3)RE BGP i M , WA THEHN BGP 8. MREEZ M AE EFHE
& BGP i , iR EA LMK Panorama #EARELE BGP BRI LAIRBE Z2H , HIF THERY BGP 558

o

1. %&#H¥E BGP &I+ , # 5 H BGP , LUBE R F SD-WAN FKEZH BGP H.

2. %A\ BGP Router ID ( 3825 ID ) , iZ ID EFTERHESFLAEM —1,

3. EEAT BGP W ZHi&ZHIEA IPv4 Loopback Address ( B3Rttt ) . BIEZ VPN EE , THE
BIZEIEE IPv4 et MRt EFREO, WREE— /N NAEERE |, MR FEK , Bt , B
BE—NETE TR U8 IPv4,

4. %A AS Number ( AS 75 ) . BARZRESIEEBEEENH Internet BEH KM, NP LMD XL
B AS RmESMEM—1,

5. %I Prefix(es) to Redistribute ( EEH P EHAFIK ) . HEHPORED , BUAELWMA—NEEF S
BHEIR, P XRBRIZEMNET ; SEIANERI P ZNEN TRETEFRSE.

STEP 10| 245 OK ( B8 )

STEP 11 ( ) EREREKEBAY Group HA Peers ( 4B HA 3 Zi&% ) I
EREHARERR —BETHDX (BFD) o

Het
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D MName Type

[F] sowaN-Branch3 branch
[F1| sowaAN-Hub1-vMS00 hub
[ sowaN_Branchl_VM..  branch
= - branch
SDWAN_Branch2_HA1
— branch

.....

STEP 12| (

Virtual Router Name

SDWAN-vrtr_VMS50
SDWAN-VR_Hub

SDWAN-VR_Branch
SDWAN-vrtr_VM50

SDWAN-vrir_VM50

Site

Branch3
Hub1

Branchl
Ha-Branch2

HA-Branch2

HA Status

O Active

() Passive

) #&3d Panorama #%

—ANAY BGP ED XM OLZEIETWE RN |, HFE XS NI,
1. &R REKEH BGP Policy ( BGP Xk ) , SA/S Add (7M1 ) o
2. %A Panorama fF Bz I Z 2 KEEM N Policy Name ( KEEEH ) o
3. Select Device Group ( EFR&E4A ) LUETE Panorama #E R £ REA MK B iR iRE4H,

4. BHOK(HE )

Add BGP Policy

Policy Name

Select Device Groups

Automatically create BGP

Security Policy for Hub/Spoke

(@) =]

Select Al Deselect Al Expand All  Collapse All

] o]

STEP 13| #%#% Push to Devices ( #XZig & ) UFENE B F X B2 ERH A,

HES AZ/ SD-WAN 8%

AIZA SD-WAN R& ( ME—RFHHM—MRE ) TREZFZE D XMPOHXE, FNig&et , F
BEERERE (2XEHHAL ) MFMRBFNWERBH , LETIRZ. FMgF e , FHif k& SD-WAN
BE , BREMELEE P it , BR5EHR T 1% SD-WAN HIHEH. XA TRMEMERES R,

Q MBRBERAN D X5 KIEHF AP0 K2 BEITES /RS HA | REHE CSV XHHFX
LERE A SEAE R SD-WAN ZZ RN, SALE BE SD-WAN HA BE= bR BN HA 3 &g

& BN,

» WREA BGP BH , XFUMNME S RKEEAMN , oiF BGP MREBXEH AR OXE , MF DO
L XE#HANBXE., MREEH 4 FTEERERS (ASN) , KAEKEAATEMEHRN

4 737 ASN,

IR EH Palo Alto Networks Bi AEFE — N AFEXE , BT LUFHERSE| SD-WAN H A FE L

X1,
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STEP 1| &% % Panorama Web & H,

STEP 2 | #%%% Panorama > SD-WAN > Devices ( ix% ) > Device CSV ( i8% CSV ) , &5 Export ( &
H ) ZEHY SD-WAN &% CSV, EBaILUEE I CSV —REGAZSAN DX MBRE , MARER
FiRmM—MNMEE.

m paloalto —— DEVICE GROUPS ——

TEMPLATES ——

Dashboard ACC Monitor Policies Objects Network Device Panorama & itv & (@ Configv Q Search

STEP 3| A D XMHPUERER SD-WAN 8% CSV , RAERHERE. BRIEZHHA , BN , IEFR
BABEFER, BYLANBIPONTIBMAUTRE

device-serial ( REFHS ) — 2 XL AEBEBNFSIS.
type (£H ) —EEREEDITRPORE,
site (¥R ) — %A SD-WAN RZUREH , UHBERERZNYEMEYE SR AR,

 SD-WAN Bt QBMZFAERNEFBBFIRRTH. TEEHRBEFHERAZ
¥, A4S BIZE /ISR ( Panorama > SD-WAN > Monitoring ( %48 ) ) HiEEX
EE R

( ) FHERTR L7 1E XERESTE| SD-WAN FiE L X o

EFENIIAE XSS SD-WAN Xigiat , BFERIEHN T2 RN | HRm SD-
WAN X% E##Y Source (& ) M Destination ( B4R ) »

zone-internet ( \X1ZF| Internet ) — AT EFEXFH BT , SD-WAN FREFMIZXiEE H
LUEmE) Internet,
+ zone-to-branch ( A\XEHEIZX ) —HRATMAEFEXENET , SD-WAN FERFMZ X% H 2L
BrAS X
zone-to-hub ( MKIFE 0 ) — WAL FEXBEHET , SD-WAN RERFMIZXEE H LB
zone-internal ( A\KIEINEB ) — WMATEFEXBN B , SD-WAN FRERFMNZ X% HEE
& R &R X 4
( ) loopback-address ( E¥Rtthiit ) — $5E A T RMAK NN (BGP) XN FiRZ K A EIR IPv4
#biit
( ) prefix-redistribute ( BIBEH 2K ) — WA D TBAFOHATEEN IP 5. EFMSAH
B , EAZEE. 5ENS (&) URZEHFIRDTT , HIA0, 192.2.10.0/24 & 192.168.40.0/24, FKiA
BRT , 2% p XIE A MIERED Internet BIRBELF O

£ Palo Alto Networks R E#50 &M ISP JRGH 2 STHERINERH.

( ) as-number ( AS /5 ) — S AB THRORD ZELEHIFNFAE AS B9 ASN, SD-WAN &
HREBIEEBRE. B8NP UMD ASN XTEM—1., 4 23 ASN SBE 7 4,200,000,000
3 4,294,967,294 , = 64512.64512 F| 65535.65534, 2 F¥ ASN SEEH 64512 % 65534,

SD-WAN B Ri5R | EiE SD-WAN 49

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule

Elw | M| =2

o £/ 4 FTHFAE ASN,
|
o ) router-id ( BXH2% ID ) — $57E BGP ¥ H2F ID. FAIERELEEHEEMN ID LA RHE—H,

O W A B PR k4R B ES 1D,
h—A

+ vr-name ( VR &% ) — WA A T7£ SD-WAN R UF 2 X2 BI#HTHRANE LS HBZNEH. RIS
BT, Panorama I — sdwan-default EREEHES , ATLLHZHEKRBSERE.

|
[

A E ¢ D E F G H J K
device-serial type site zone-internet  zone-branch zone-hub zone-internal loopback-address prefixes redist  as-number router-id
12001000019 branch Site_Branch1 2223232 65420 5.5.55/32
12801072643 branch Site_Branch2 3333 65413 6665
15710000007 hub Site_Hub 1.1.1.1/32 10.0.0.0/8 65432 1.1.1.1

STEP 4 | 3§ SD-WAN %% CSV & A | Panorama.
#a{R Panorama E A MEERR , BUS AT LMK,

1. £ Panorama Lt , #%#¥ Panorama > SD-WAN > Devices ( %% ) > Device CSV (&% CSV ) , RF
Import ( § A ) B1E £ —FHhiREMN CSV,

2. Browse ( ¥ ) Hi%&#F SD-WAN &% CSV,

3. BF OK (H#E ) LLE A SD-WAN &%,

STEP 5 | IR IRHY SD-WAN && 2B S K IR,

m paloalto I DEVICE GROUPS ——— TEMPLATES ——

Dashboard ACC Monitor Policies Objects Network Device Panorama & Commit~ & (@ Config~ Q Search

Context

Panorama =

8 SSU/TLS Service Profile = el 3 tems [ JRX]
[ scep
[ Log Ingestion Profile
& Log Settings [] Name ¥ Type VL) REEer Site Zone Internet Zone Hub Zone Branch Zone Internal Router Id Loopback Address  AS Number (G
9 (@) Server Profiles Name Profile Name
) SNMP Trap [ 015701000007 hub sdwan-default  Site_Hub
[ sysiog [ 012801072643 branch sdwan-default Site_Branch2

2 Email [ 012001000019 branch sdwian-default Site_Branch1 connected
Ry HTTe

connected

[ SAML Identity Provider
[ scheduled Config Export
@5 Software
@1 Dynamic Updates
¥ Plugins
v @, sD-wAN
Devices
x;x VPN Clusters
& Monitoring

Reports

STEP 6 | Commit ( 123X ) BEEE X

STEP 7 | #%4% Push to Devices ( #EZ[iZ%& ) SUSEMNE B ESUHEIE IS ERH N E,

50 SD-WAN EERigm | BE SD-WAN
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BLi& SD-WAN HA %

BRI LEE /B HABX TEER N XHHENF L, ERE SD-WAN IREHN —&2, FEXfHER

T, Panorama™ FEEFHERNEEHET XN ERMEIN SR , M2 LMGEFHR N KIE. At ,
MRS SD-WAN %% | ABBEEE3)/#3) HA , X% |, Panorama BEERHX LR Z M A HA N HiR%
HAEHEERNEE.

Q FEBEBRA TSR, ML HA T ZRE /N SD-WAN 8EF M2 EHTRR.

STEP 1| B HA 3<% E#Y SD-WAN 28l , EEM N SD-WAN HIBs A ER S/ Bl E = 30/453)
HA.

STEP 2 | 1 HA W ZFR&E N SD-WAN 2ZR I , EREHITHRE—F Commit (X )

STEP 3| £ Panorama Lt , i%£#¥ Panorama > Managed Devices ( 2 &i%% ) > Summary ( HE ),

STEP 4 | EREBIEED , £ Group HA Peers ( 4 HA X &% ) » BIAERBERT , HARSBIIEE
AR, —NRES , — DN RES. Panorama & HA RS , HELERE |, FHEBH
SD-WAN B EHEIXL T HA X Fifm,

STEP 5| Commit ( 3% ) , A& Commit and Push ( 23X H#X )
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BI%E VPN E£8

EEH SD-WAN BB |, XABE—MNHZ VPN £8 | UAEBLE S X SWEFLBE |, HEDXIHF
DREZEIBEBRLZSERE, VPN EHRIRZNZE A , At , B2 B HIRRN , FZE BN ESRINAE
=R

PAN-OS” 9.1.0 [\ #0485 B SD-WAN VPN fRINEH, EROESERINE R L TFEEHNER

NEBNEDPFANIER LY TIREZENMK, ROED X2 BNEZEFK VPN B8, ElEES , o

BN HREMNREZT R,

£ PAN-OS 9.1.0 7z #£ MR SD-WAN VPN b,

EEE-—RBIERMEZEA (DIA) 88 , 77 SD-WAN U020 2B AESEIEE SD-WAN FE L5
A, 2B838IE—1E R autogen hubs cluster B VPN £8 | B SD-WAN B AES EaR MBIt
VPN ££8 . X#¥ , Panorama™ EIERSSEF AT LA XS 3 SD-WAN B5 XIRRIP IR B I 1T 532 SD-WAN K5I
FARFMEREE , FHRIELMEZZANEIR. I, FRALRKEERN DIA S£RAVEM SD-WAN B
RIELWEAZAMEIERA DIA #RNAAEHR LMD X VPN 8 autogen hubs cluster H, BLAAW
Panorama 12N AR MEEREMEE, autogen hubs cluster NATHRENARFNERESTRR , T
2B DIA #REFROMD X Z R G2 VPN fEiE. MREET VPN BEEZER LMD X , BAHE -
VPN £8 |, MAEN IR O0MD BRI ZER.

£ VPN £8P NAMEF LMD OB — N E KRN IKE MAZEA |, LUMRY VPN B3E , BB/ XEE
E-TMATHNEMHAZZANEER. RETURFARERS  EZEHESEEAZMW, M PAN-OS
9.1.2 FFth , EALARIHT Panorama KX EISEFHFTE K AW IKE A ZEH.

EEFHR AT RIFH AR ZRH,
ipg

STEP 1| it XM A/ VPN HHINER |, AEWB N X 5MERLHRITERS. AXEHAEE , BS
it XIER SD-WAN B &,

STEP 2 | &% % Panorama Web & H,

STEP 3| ( ) 8 A F IPSec VPN
PRERY IP hutSEE |, ZB2EH B3) VPN BEBIE,

» B3z VPN BEBEH UMD X2 EIZE VPN BBE |, 745 IP tut B ARBERR. WA
L it B3y VPN ffE VPN BBE LY FRSE R BHRZALMmA 20 N IP g%/ FREBHEEE
B, B3y VPN \iZitii2E VPN BRiEth it , B AN RAEREEFHIER ( AREFTE
BT 1MBRAEEE). E4AEDNHEE-—MNEEE, WREEHERERFOH
XA AT SR | WER R RAEIE R AR R

N MBMERH SD-WAN EHIRAAR , MAFREEOTEERSNALHR, NETE
() % wAFHBEE. Commit (125 ) , FEREHSHESR , HEAFRE
S b, EEERENATIES.

1. i%$% Panorama > SD-WAN > VPN Clusters ( VPN §£5 ) ,
2. EEREIKE , % VPN Address Pool ( VPN it ) o

@rdd @0 EiPOF/CSV (B VPN Address Pool

3. Add (7R i0) —PNEZAD (&Z 204 ) Member ( B R ) IP it FlFREDEEE , 4
M, 192.168.0.0/16,

52 SD-WAN EER1ER | BE SD-WAN
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4. B OK (HE ).

g
@ Add O Delete

STEP 4 | BLE VPN &8, EE LS RUBRTFEZTECE VPN £,
1. #%$% Panorama > SD-WAN > VPN Clusters ( VPN 558 ) , R/SAdd ( &1t0 ) VPN £#,
2. A VPN BEEEM R M B R,

» 187 VPN £EEZFHRFEATHLNZER BN SBIZERHN S ( Panorama >
SD-WAN > Monitoring ( %32 ) ) BIELZEE R, BFAIEE VPN £EENER , UK
EREEZMMM, SD-WAN LEEHERFBONERBHNER , TESHNEREH
i, BAERE VPN EBRERRSE , FIREWEFBLI R,

3. %3#E VPN £8 Type (£H ),

‘gﬁFMM&W&O&ﬁﬁHwSmm(¢®E%ﬂ)WW$ﬁ§ﬂo

4. Add (FIN) — MRS NENNEBHEBEN D XRE

( ) 1% Group HA Peers ( 940 HA X3& % ) AE "X &
o
ERERMEEREND KIRE,
BHEOK(HE).
5. Add (&0 ) —PBENBINABESHZEZHTEEHR RS, WRFNSAPORE , W
IE R BB TS, BN ORE , BAPORE,

 MPLS f1T E&ERERERORRERES —FhEERKER ; Flin , MPLS 2| MPLS | T E
& BDEZ. G MPLS SEEA A IS S R A G RRSE.

( ) %% Group HA Peers ( %48 HA 3% ) BLE RXYF
o
EEREFMBER O,

BHOK(HE),
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Select Hubs ®

o I © ©

(& —SDWAN_HUB3_VM300_HA1 () Active
LSDWAN_HUB3_VM300_HAZ () Passive

[0 sowan-Hub1-vMs0D
[ sowaN_HUB2_vM500

I, Group HA Pesrs

6. ) 2 X R M < X3 A %£$F Group HA Peers ( 24 HA 31 &

(
i ) LB RN FiR.

VPN Clusters ®

MName WPN-1

Type (@) Hub-5poke

Branches Gateways
N [
[ r—SDWAN_BranChZ_Hﬁ\l [ sDwaAN-Hub1-vMSD0

L_SDWAN_Branch2_VM50_HAZ
[] SDWAN_Branch7_vM100

OAd B ™ Group HA Peers BAd B M Group HA Peers

7. B EOK (HBE ) MRELNEEE R,

STEP 5| ) FH X ENEMETRE

(
HEHR D

> £ PAN-OS9.10 & , B A E S AFARNERBEMI TEFHE (B ) P
& . WPAN-OS O.L3 FHHh . BATLURHEME BB % BH 5 & B, Profix(es)
to Redistribute ( S EH5 RMBIE ) FEEFHAIE | HAUR— 84

1. %3 Panorama > SD-WAN > Devices ( i®8% ) , REEE D X BH AL,
2. %&# BGP , RJg Add (7RI ) —NHBNEFMEER IP itk B Prefix(es) to Redistribute ( FE#T

PERMER) Fo
3. % OK (#E ).
STEP 6 | Commit ( 33X ) , A/ Commit to Panorama ( 23X %/ Panorama )

STEP 7 | RECEHEIEF Do

54 sSD-WAN B G | E& SD-WAN
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 Panorama |2 A FH 0K SD-WAN EEZOR , TEFERAELEORSCIZLED, ©
L ATLAREN B —NEO %S |, filan , sdwan.921, sdwan.922, sdwan.924, sdwan.925,
RERSTIEL , B2 Panorama A LAGI 2 E#H SD-WAN EORKS., A CLI REHR
4 show interface sdwan? ( & /R#0 sdwan? ) &F SD-WAN 0,

1. %32 Commit ( 323 ) # Push to Devices ( #X2i8% ) .
2. BB AT M Edit Selections ( 4REIEM ) -

Push 1o Devices

Doing & push wil overwrie the running configuration on selected devices, The canfiguration shall Be pusned from the Pancrama runing configuration.

Push Scope. Location Type Enies

Clusterd Device Groups PANVM 1047, PANVMLO69, PARVT 1232

Cluster3 Templates. PANVMEED, PANVIMESS, PANVVESS, PANVMESS,
PANVMBSE, PANVIHBSG, PANIVBOT, PANVMESS,
BANVNEES, PANVIMSO0, BANVVBOL, PANVMSOZ,
BANVNSDS, PANVIMS0S, PATIVIMB0S, PANUMSOS,
PANVNOD7, PATIVIIO08, PANVMO0D, PANVMOLY,
PANVNSL1, PANVI312) PANIVVBL3, PANVMS14,
PANVNELE, PANVIM315, BATIVIG 7, PARVMGLE,

320, Pl PANV!

w

HUHE R Filter Selected ( FRitEREiEF ) o

% T Deselect All ( BUE 2% ) o

5. EBREHNHPERAE, EFREBEIM Include Device and Network Templates ( ‘BIE iR %& MM & 1E
). BUMEHER DX , RAEBHIEIHO,

AER D ZHMEERSRBEERMEMNZA IP it | Bk , 29X HMZ3) IKE/IPSec iE# , RRE T
ODAREES XM IP ik, NERPOMIFER IKE/IPSec EEMN AR |, BAMERZMHEE P OE
B, AEBRERIMHEE D THEE, Fit , EoZEEHELER , B2XBHEFOMERERN |, Ao
B,

»

Push Scape Selection

LY (Bl @ 8
¥ [] Commit State
= mie .
In Sync (431) Hame ;’.‘Em HA Status. [y —
(] oot Syne (3) ~ =
¥ [ Devica Siate 720 :"sw D Prashie Lr‘
Connected (385) 2207 n Sync Q) Aative: =
e () ¥ [ [ggsevan-branch-220-clusterl 1
[ Plasiors S k=
[] paz20 (33
PACB20 (1} in Syme L=
[] pa3220(2) ¥ [ [gastwan-hub-3220-duster21
|| pa-32s0{1) | mm32204 InSyne Q) Active By
PA5260{1) ] cem3220p InSyne Fassive B
PACYM (425) ¥ [ [gascwan-hup-1250-cluster 11
¥ L] Device Groups ¥ ] 3250t
L Custer3 (425) [ veysa n Sync [
SonE-20HA-CUSEIINY o [ - 5260-custer31
|| stvan-branch-z20-luster| O] o250 1n Syne (S
L sevan-branch-820-cluster v [EVM700-hub-06
sewian-hub-3220-duster2 1 F
/) msvznem700-hus In Syne By
|| svan-huo-1250-cluster| 1 - -
WP Seiec Al Deselect Al Fapond Al Gollapse B Group HA Peers. =%, Valiate I Pt Setected (1)
[/ Merge with Device Candidate Config | Inclurle Device and Network Templates Force Template Values.

6. 1% Template ( iR ) &Ti+~ , A5 Deselect All ( BUE£IE )
7. Push Scope ( #i%X8E ) 2i&&F 4., FBE Push ( #ix ) BIpHAIE,

STEPS | BEE E—% , BRI XREE , UWFREHER S X,
STEP9 | ( ) RIFT IKE A =R,

» MRBVELYGEA TR VPN £FIRZ M IPSec M IKE B, ERTHTER , A
SRR ER — M ZH,

_\O'_ EEFHEATETRHTHRSR,
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1. %3 Panorama > SD-WAN > VPN Clusters ( VPN (£ ) | RISk £E,
2. ERBIKED , i%4F Refresh IKE Key ( BIFT IKE %47 )

Name |veni] |
Type ®) Hub-Spoke
Branch Gateways

[ HA-PA-VMI_VM100

O HuB-PA-VM-300
[C] HA-PA-VMZ-VM100

R s
3. Commit ( %),

4. Push to Devices ( #IXFiE® ) .

56 SD-WAN EEFRigm | BE SD-WAN
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Bl SD-WAN AR

BRT BGP B ( RER T XY BGP BAMENR ) , BAILOIEEHSEBARAEEMN SD-WAN FE.

BAREBAMMEES R | £/ Panorama™ BB , HEEEROHD P NIE LEBE. WRER
Panorama , MU A4 ZAZEEC B 12 4 2015 A A% 2 EE’Jﬂ&o EROZE— I ZEXRIBSHEHNER , LT
TRFIR. ERHEE (BEHPON ) BSBBEI DX, LRFHE (B0 X0 ) BSEBERF L.

STEP 1| & %% Panorama Web £ H,

STEP 2 | FiBER S ERHERTE |, AEWMAULTHEXHNEE Name ( B )
$peerhostname_clustername.customname, & , $branchsanjose_clusterca.10 =

$DIA_cluster2.location3, EXEEH , XS ($) 2EFHNTER :

peerhostname— BASEHINENERPORID XN ENE, X T Internet ERKHE | peerhostname
MR DIA, HRE  NFIRWENETUAEANFRAFIS, WRNFKE HA T — , e
SUERBA HA B A S ch E o — N EAE HFHIE

clustername— B OH D ZFIE M VPN EEH B,
customname— &R R XA Z/HFE ; THEME customname ( HENEH ) FEATR (o

FFHBHXNER , BAIUAERAZS N ESKEE , AR , TETLUHEHEBN peerhostname
clustername ; 2] LUB £ A R EHY customname 5EIX§J‘Z"{§°

STEP 3| &R E & Type ( K& ) H Interface ( O ),

STEP4| %5 OK (R ) LR EER,

STEP 5| 1%3#% Network ( 4% ) > Virtual Routers ( E#IiEH2T ) , RAEEERELKHS.

STEP 6 | i£4% Static Routes ( B758%H ) > IPv4 , H 7 iZ#SEHE Add (70 ) —4 Name ( B#5 ) o
STEP 7 | X F Destination ( B#5 ) , BEREHENEE,

STEP 8 | X¢F Interface ( #0 ) , iFi&#HF sd_wan,

STEP 9 | X F Next Hop ( T—MNERR ) , iHi%$F IP Address (IP it ) |, AW ABTFHRASBENT—
NERRHE IP byt ( BSEEHBEANBROLRS T ) .

STEP10| B2 HOK (HE ) -

STEP 11| Commit ( 23 ) , #A/5 Commit and Push ( 2R H #ix ) BN ER,

B3z VPN Bl EN#ASKBRZEOFZRIH sd_wan XBFEHi N A UREBRTEHTHEEMN SD-WAN
ERlEOEO, Fit, BAXRTHBAKHEKRA , SR8 VPN £ER2F AN S ENNREFELS SD-
WAN E#lHA#EN |, BEEEN T —NER o

STEP 12 | RE A TIREREMNESMKH,
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G MRS

¥ VPN EEFNARFNERETIROR | HERBEXRS , MRNBREZE, ATE
F Panorama &~ SD-WAN R ARRFMERESTIRRELR , 495 A SD-WAN Bh A |
REZ S EHIFEHIXE] Panorama , HERFER SD-WAN B5 R EERN S ERZ RN EE B &
% %) Panorama. MR REE SD-WAN B A& LUK B &% & E| Panorama , M SD-WAN
Monitoring ( ¥12 ) A2 E RNARFRERZTRRES.

Y42 SD-WAN £55

Y42 SD-WAN R A2 7 85 R% M AE
HEBR B1 12 1 A B PR
HERRGEBE M RE MR

4 % SD-WAN #H &

V V V V V

59
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¥ SD-WAN 1£55

Y32 M Panorama™ EERSIBRMITHRR, HEMEM SD-WAN 55 , BEIRBUSEES B XA I A
B8,

MRAESEREEREEHRY , IAEFFANEENUGRA , UEEF THROMEREBH R W,
BRETUEEREHERSHEAEE  LEFSHESHABEIE RN ERNFARER.

STEP 1| & %%l Panorama Web £H. »

STEP 2 | 4%%& SD-WAN BLE /5 , Commit ( X ) BN EHRUEFFILIRE.
FIRSE O ERTHRE, GR. UARSEIRSHEXNEAFASEENES,

Job Status - Commit All

Operation Commit All
Status Completed
Result Successful
Details Autogenertated SDWAN configuration
Performing panorama connectivity check (attempt 1 of 1)

Panorama connectivity check was successful for
Configuration committed successfully

‘Warnings Interface ethernetl/4 has no virtual-router configuration.

Interface ethernet1/8 has no zone configuration.
Sdwan license not found for device

STEP3 | BERGREHNEBERAMNELNEEHEFMAEE,

1. B & Web REKEIH Tasks (55 ) (EHEE ) LUITHFESEES,
B FHATF SD-WAN EFH4EL Type ( £KHE ),
B FH4EN Status (IRES ) UBBFELHWKREHEARDTEFAEE,
EEREHIXRASFAE B UFRR N RE B [,

Howbd
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Job Status - commit to template SDWAN-TS-1

Task Manager
<N
|| Status
[} commit Failed (1)
v |: Platforms SDWAN_PA_VM_1 _
[ pa-vM (1)
R ¥ [ | Device Groups Last Push State Details
o ] pG1 (1)
. v [_] Templates Dl
Commit All L Temp . Warning: sdwan-gateway 2.2.2.2 is not in subnet of outgoing interface ethernet1/1
|| SDWAN-TS-1 (1) . Warning: sdwan-gateway 4.4.4.4 is not in subnet of outgoing interface ethernet1/2
Commit ] Tags . Warning: sdwan-gateway 6.6.6.6 is not in subnet of outgoing interface ethernet1/3
— . Error: SD-WAN vif (sdwan.902 (1)) interface group memebers must be in the same VR
[ ] HA status s 3
. Error: virtual router configuration error
. (Module: device)
. Commit failed
C . Warnings:
Al . Interface tunnel.903 has no virtual-router configuration.
i . Interface tunnel.904 has no virtual-router configuration.
Commit All
Summary
A All Tasill  Progress 100%
Details
This operation may take several minutes to comple]
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W2 SD-WAN R 2 Fr M8 5% 14 e

BEEEME VPN EENHEES , ARKRRTRARR , BEZRMNER. NMARFMER SR
B, N\ VPN S8 PN AR FNERERE  BRAZ, BRURRFETR :
« DREFRE
+ Impacted ( I ) — VPN ERPH I HSINA , HBEEOBE, ERIBFESELMRE
RAERRREIRD , HABEEREREREHNEERE,
« OK(IE®E)—MARHEAHZ, EERRBEETERMEREFBLN VPN £5, PO ZHHE,
- HERRMERE
+ Error ( #5iR ) — VPN RE—MHS N QERESELIZD (VIF) T et HIE S AR,
+ Warning ( % ) — SEYERIBERFHENRS, LR, SHBESEREEEEMRXH VPN
S8, POoMD XHHE.
+ OK(IEE)—MAEAHZ, EERIBETERMEEFRBN VPN £5, PO ZHHE,
EEFARRP  FEECTER D IHAFRRBESRSHZIRONARFRER. R, REZHEA
RUBBURRFNEAEE. NUEKF , EENARFRANNERRIFERER,

STEP 1| & %% Panorama Web £ &,

STEP 2 | #%4% Panorama > SD-WAN > Monitoring ( ¥#2 ) LURIEZEE VPN £8., R O0M2 TR
MEE,

D paloalto . : i
NETWORKS Dashboard Monitor Objects Network Device
=

aaaaaaaa

€ Impacted @ ok
VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 /7 Branches: 4 /7

© Error @ warning @ ok
VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: 0 /5
Hubs: 3 /6 Hubs: 3 /6 Hubs: O /6

Branches: 2 /7 Branches: 1 /7 Branches: 4 /7

STEP 3| BHIERZELBN ., HIRFEESITHONAEFHERERMEEE  URFEER. HaANK
FEREREETFAN M RIMELRESTIR,
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paloalto —— DEVICE GROUPS —————— TEMPLATES ———
l )

Dashboard ACC Monitor Policies Objects Network Device

Panorama & Commitv ¢ @ Configw Q Search

Panorama =
ey ———

(i scep

R Log Ingestion Profile <> VPN Clusters: | Link Performance - Error w | Sies: AN Sites v Last 7 Days |+

S @iep

By SD-WAN

@ Log Settings 2019/08/22 15:56:15 to 2019/08/29 15:56:15
v [ server Profiles

() sNvp Trap
) syslog
(3, Email

FY cluster-1-site-4 cluster-1 branch

Link Notifications i Packet Loss

Qo QoK QoK QoK 13 oo
Qo QoK @ok QoK 13 oo
Qo QoK © Warning QoK 13 Qo
@338 QoK Qok QoK 13 oo
Qo QoK QoK QoK 13 oo

4
(@ rADIUS cluster-1-site-5 cluster-1 branch 4
4
4
4
cluster-1-site-1 cluster-1 hub 4 Qo QoK @ok QoK 13 Q13
4
4
4
4

@ TACACS+ cluster-3-site-1 cluster-3 hub
5 Loap cluster-1-site-2 cluster-1 branch
(@ Kerberos
(@ SAML Identity Provider
[ scheduled Config Export
@ Software
@i Dynamic Updates k cluster-3-site-5 cluster-3 branch
2 Plugins cluster-3-site-2 cluster-3 branch
v @ sD-waN cluster-3-site-3 cluster-3 branch
Devices
% VPN Clusters
= Monitoring
1= Reports
€, Licenses
€2 support
¥ @5 Device Deployment.
@ software
& GlobalProtect Client
@1 Dynamic Updates
B Plugins
€4 Licenses

cluster-1-site-3 cluster-1 branch
cluster-3-site-4 cluster-3 branch Qo QoK @ok QoK 13 oo
Qo QoK Qok QoK 13 oo
@310 QoK © Warning QoK 13 oo
Qo QoK @ok QoK 13 oo

admin | Logout | Last Login Time: 08/29/2019 15:35:0

STEP4 | B HE REEREIRNUR , UK VPN EHHPES, WERKRERNRAREFEREMEERIERE
EE%"I‘H]E’JF‘FE&FO AN, EAERER  REFEEREXN, EERE. HaRE. %HE’FE
EARERSHMHAARFEE VPN £7,

¥ & PDF/CSV LLS i PDF = CSV XXMy, bR NARFNERFANEZTRIER.
STEPS | R RBEFEEXRINNARFEN D ZHF 0o
STEP ¢ | B Z MY NAEFUEENAEF R SRR A NIEAER,
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HEBR B A T2 Fr M RE R

THSBNARFANRSHRETENREAEHRASERT2ZIFMPWSE—R, THSB VPN EHIY
WHRE , ARNARFRENERBITEERNRE , AABIEX SD-WAN B E#TH0E,

STEP 1| & %% Panorama Web £ H,

STEP 2| #%#% Panorama > SD-WAN > Monitoring ( ¥3% ) , A/EZE & Impacted ( FEITHY ) VPN £
B

—— DEVICE GROUPS ————— TEMPLATES ——
paloalto 6
NETWORKS Dashboard ACC Monitor Policies Objects Network Device

Panorama & Commitv & U@ Configv Q Search

Panorama

3 setup
s High Availability

5 config Audit

5 Managed WildFire Clusters
5 Managed WildFire Appliances
€@ password Profiles

& Administrators

£ Admin Roles o Impacted o OK
& Access Domain

8 Authentication Profile

9 Authentication Sequence
[ user 1dentification

¥ (3 Managed Devices

All VPN Clusters Last 24 Hrs v

2020/02/18 11:21:41 to 2020/02/19 11:21:41

App Performance

iurr\‘;:ary VPN Clusters: 2 /5 VPN Clusters: 3 /5
Sremo Hubs: 2 /3 Hubs: 1 /3

[z Device Groups
= Managed Collectors
(=3 collector Groups

v (g8 Certficate Management

& Certificates
8 SSL/TLS Service Profi
Tasce € Error © warning @ ok
[ Log Ingestion Profile
[ Log Settings
v [ server Profiles
&) sNMP Trap
) sysiog
2 Email VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: 0 /5
R+
@ RADIUS Hubs: 3 /6 Hubs: 3 /6 Hubs: 0 /6
(@ TAcACs+
@ Loap Branches: 2 17 Branches: 1 /7 Branches: 4 /7
@ Kerberos
(@ SAML Identity Provider
[ scheduled Config Export
@ Software
@ Dynamic Updates
¥ Plugins
4 »

Branches: 3 17 Branches: 4 17

dmin | Logout | Last Login Time: 02/19,

STEP 3| ETF M Site ( ¥6R ) THFIRDPIREGHFIRIEMRFE VPN £5 | A EENEER, FIRH
F, BINEERIE 12 /MRS EZ R0 VPN SR All Sites ( FIAWR ) o

ﬁ —— DEVICE GROUPS —————— TEMPLATES ———
ae Dashboard ACC Monitor Policies Objects Network Device Panorama & Commitv 8 (@ Configv Q Search

T s O

v [ Certificate Management | SD-WAN
& Certificates I

§ s> VPN Clusters. | App Performance - Impacted | w | > Siles: | All Sites v Last 12 Hrs |+
& Certificate Profile
£ SSL/TLS Service Profile 2019/11/20 01:39:35 to 2019/11/20 13:39:35
[ scep
o L} 5 it
& Log Ingestion Profile I8 © 6
[ Log settings it VPN Cluster Link Notifications
7 [ server profiles Hub1 Cluster2 hub 3 @6 ) Warning © Warning © Warning 2 o1
() SNMP Trap - .
B sysos Hub1 Clustert hub 3 @5 2 Warning © Warning © Warning 1 ot
B Email branch2 Cluster2 branch 6 [*}} 2 Warning © Warning 2 Warning 4 [+
R Branch1 Clustert branch 6 @6 2 Warning O Warning D Warning 249 @190
(& RADIUS Hub1 autogen_hubs_cluster  hub 1 No Data O Warning © Warning O Warning 246 @26
& Tacaces

STEP 4| FEWRIF , MEZIZMHF ORI AE , NERZPIH N AR FHE R ae.

64 SD-WAN BEERER | %EMRE

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface

ﬁ —— DEVIGE GROUPS —————— TEMPLATES ———
Dashboard ACC Monitor Policies Objects Network Device Panorama & Commit > & [ Config~ Q Search

Panorama

(o Device Groups
& Managed Collectors

{3 Collector Groups.

v (@ certificate Management
& certificates

& centicate Profile

8 SSL/TLS Service Profile

PN Clusters > > Branchl Last 6 Hrs -

Profile: Branch - Devices: 1 - Links: 6 - Apps: 243 2019/11/20 04:32:05 to 2019/11/20 10:32:05

App Performance

=TT © ©

g scep Impacted Sessions | Total Sessions
ER Log Ingestion Profile
B Log setmge lotusive base branch-topdovin-modified @ impacted 79341 K8 16/ 157 Broadband- 10015 .
¥ () Server Profiles DsL-L0MB
B ship Trap mailcom branch-topdovn-modified @ impacted 777K 1/14 Broadband-100MB
B syslog DSL-10MB.
& Email mail.ru-base branch-topdown-modified @ Impacted 392.03 KB 10/ 117 Broadband-100M8
B DsL-10M8
B reotUs LTE-50M8
(% TAcacs+ P T —] @ ok 571KB 0/4 Broadband-100ME
Los® DSL-10MB
By kerberos ) meetup-base branch-topdovin-modified @ Impacted 106.72 KB 1n Broadband-100M8
(% SAML Identity Provider
B8 scheduled Config Export OEHTLD
@ software megaproxy branch-topdovn-modified @ Impacted 150248 214 Broadband-100MB .

@ oynamic Updates

# Plugins E:: POF/CSV | Page [N of25 | > »» Dispiaying 1-1001249
v imAws Link Performance
B2 setup
GaMonitoring Defiition . B8 © o
v A dzure
%;ﬂ"t i sdwan-branch LTE-50m8 Fber themet1/3 1.0103_007299000005565_0101 | @2 Qo Varing ok
O o e sdwan-branch DSL10MB ADSL/DSL cthemet1/4 ethemet1/4 No Data @ Warning © Warning Qo
R status sdwan-branch Broadband-100MB Etheret ethernet/1 ethemet1/1 Mo Data @0k ook ook
& configuration sdwan-branch LTE-50MB Fiber ethemnet/3 ethemet1/3 No Data @ok © Warning @0k
v @ sD-wan sdwan-branch Broadband-100MB Ethernet cthemet1/1 +_0101_007299000005565_0101 | @2 Qo Qo @ox
5:;“:‘5 . stwan-branch DsL10MB ADSL/DSL ethemet1/4 0104 007299000005563 0101 | @2 © warning © Warning Qo
& monitoring
1= Reports
€ Licenses
€2 support
v @aDevice Deployment
@o5oftware

STEPS | EN ARFHESD , RSN ARFUESENARFREMANFMANREZEESE | §
i, Internet ARSI f6E A A BERE -

o BEHEUUTHEREAN Internet RSP AP NN ARFERE,

- BELZFEELTMBEEFBENHER 81 Internet REPEHOBEZT .

- EEMFANERISOUNTHBNARFRECHANER  H7THREFMEANBERR  EEZTHES
TEEEMm,

&

=

App: mail.com
Traffic Characteristics
VPN Cluster: Clusterl ~ Site: Branchl = Profile: branch = Devices: 1 2019/11/20 04:32:05 - 2019/11/20 10:32:05
Traffic
8k
” \_//’_
g
S
[--]
Broadband- —— ok
100MB: 45% —— DsL-10MB: 55% 11/20 11/20 11/20 11/20 11/20
06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
— DSL-10MB Broadband-100MB

Used

Bytes Impacted /
Total B
007299000005567 DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 brgg_cﬁl:dtopdown- 4.59 KB / 26.08 KB
modi
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 brag%_}gopdownf 0 Bytes / 21.06 KB
modifi
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STEP 6 | HES BN HREF XRERE NS TIRER.

E&RRETIRREREtXFEE,

1. EREBHEETFEMAERES , EEUANERUFAERESR2PIE T EERAA
BRASME (MEXR., PEFNBIEIERXR) , NAESHNAREFKRERNSTRRER. ELREF ,
BMNEEHRUAM 1/1, BIEY , MEEEXAIELELBEIMNAREFN -t X FIIHRE,

b, TRBHER

EHRRSBNARFRENEEEI T - M REERNER.

App: mail.com

Traffic Characteristics | Link Characteristics x
2019/11/20 01:18:30 - 2019/11/20 13:18:30

VPN Cluster: Clusterl = Site: Branchl = Profile: branch = Link: ethernet1/1

Latency
400

>

O~

S v

28 o

- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
08:00:00  09:00:00  10:00:00  11:00:00 12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00
Latency Baseline - 300.00 ms.

Jitter
40

11/20 11/20 11/20 11/20 11/20
10:00:00  11:00:00  12:00:00  13:00:00

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20
06:00:00 07:00:00 08:00:00 09:00:00

02:00:00  03:00:00  04:00:00  05:00:00
Jitter Baseline — 40.00 ms.

Seven day average for
the health metric

Packet Loss
40
n
2
=}
_‘A
Z
A
& 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
& 10:00:00  11:00:00  12:00:00  13:00:00 Traffic packet loss
exceeds the seven day

06:00:00  07:00:00 08:00:00  09:00:00

02:00:00  03:00:00  04:00:00  05:00:00
Packet Loss Baseline - 5.00 %,

average

Close

‘

2. 1t Traffic Characteristics ( 8¥BR4G1E ) I FH |, RS —MERUEFERSE. ERHROF &K
MNEBNRUAMN 1/4, BRMNEN , ERNABRFREBNTHERBE , UAN 1/4 £ LR EH RS
EEHT tXFORE. SREAENARFRELERBEIINAN 1/1,
ANERERANSTRRERSEIRE , At , NARFREZFITUHRTHEXBNEZTRALR
HHIBERE , NS 3 VPN SR ¥,
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@8

App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35

Latency
400
-
O
S v
£E o
— 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00  11:00:00  12:00:00  13:00:00

Latency Baseline - 300.00 ms.
Seven day average

metric

80
Jitter exceeds the
seven day average

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00
Jitter Baseline - 40.00 ms.

Packet Loss
8

o

11/20 11/20 11/20 11/20 11/20

11/20 11/20 11/20 11/20 11/20 11/20 11/20
09:00:00  10:00:00  11:00:00 12:00:00 13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00

Packet Loss
(%)

Packet Loss Baseline - 5.00 %.

STEP7 | EHESBNARFREZEWNERERE , BERBUTHRRFBN 5 E

ZRRFEAMERRINE R E D ZAWLE M, BN NARFRERNNATUNITHERB S |

BB THANARFREMNASGRF2ZIZTRN TREOERE,

c EBREREREXHPEREESTRARE. BURRETRARBEATR , SBTLENERY
BB, flm, MREVNARFREEET 18% BEIEANT2HXWAF KR , XA 10% B
FREAHAETELSBNARFHRERBITEEANH R,

« BFBEWEK Internet RSB (ISP) , BENEMZH LR EHE HEES |, BHNEIINERTE

ER.
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HERR 8% B% £ RE SN PE

THSHERMETRNRERBRAFCRECANAEFNIRSHT2ZZMYLBE—R, TH VPN
SRTHERIZMHNREAE T SD-WAN BEERTHE , BRAFECRECANABEFIRSET2E
BTN T B B R B OS2

STEP 1| &% Panorama Web S H,

STEP 2 | #%4% Panorama > SD-WAN > Monitoring ( %1% ) , A& Impacted ( FE I ) VPN &£
B

— DEVICE GROUPS ——————— TEMPLATES ———
#2 paloalto _ _ : Db A
NETWORKS Dashboard ACC Monitor Policies Objects Network Device Panorama = Commitw & (@ Configw Q Search

aaaaaa

Py SDWAN

All VPN Clusters Last 24 Hrs v
5 2020/02/18 11:21:41 to 2020/02/19 11:21:41
'
() Impacted @ ok
VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 /7 Branches: 4 /7

 Gcerticate Mar

&8 Certificates
8 certiicate profle Link Performance

& SSL/TLS Service Profi
€ Error @ warning @ ok

VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: 0 /5

3 raDIUS Hubs: 3 /6 Hubs: 3 /6 Hubs: 0 /6
@ TAcACS+

%lw Branches: 2 /7 Branches: 1 /7 Branches: 4 /7
Kerberos

B SAML dentity Provider
3 scheduled Config Export
@ Software

@ Dynamic Updates

P Plugins

STEP 3| BT M Site ( ¥R ) TRFIKRPIREBHNHIRIERIFLE VPN £5 | AR EENEER, EIHERT]
o ERZEEOPORD X ARE , UEE SR N AR AR KRR,

HIRHIF , BRITFEERE 12 MRS EZ M VPN SEEH All Sites ( FTAWR ) -

ﬁ —— DEVICE GROUPS —————— TEMPLATES ——
e Dashboard ACC Monitor Policies Objects Network Device Panorama & Commitv & @ Configv Q Search

Panorama S ®iep

[
) SNMP Trap
) syslog
) Email
R HTTP
(@ RADIUS
(@ TACACS+
(@ LDAP i VPN Cluster i Link Notifications
@ Kerberos Hub1 Cluster2 3
(@ SAML Identity Provider branch2 Cluster2 6

[ scheduled Config Export Branchi Clustert branch 6 Q! © Warning O Warning © Warning 248 Q12

3

@ - - N
@ Software Hubl Gl ) D) 'Y @ Warning ywaring © Warning 1 o1
@ Dynamic Updates

> VPN Clusters: | Link Performance - Error w > Siles: | All Sites v Last 24 Hrs v

2019/11/20 14:35:56 to 2019/11/21 14:35:56

O Warning 2 Warning © Warning

© Warning ) Warning © Warning

STEP4 | HIERFF , ILBEZHMHF ORD XA E , UEEZ RN AR AR RE,
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—— DEVICE GROUPS ————— TEMPLATES ———
Objects Network Device

& Commilv & (@ Confligv Q Search

Panorama

Dashboard ACC Monitor Policies

Panorama

D-WAN

Last 24 Hrs v

) syslog All VPN > Branch1
%Eﬁg Profile: Branch - Devices: 1 - Links: 6 - Apps: 248 2019/11/20 15:09:12 to 2019/11/21 15:09:12
@ raDIUS App Perfor
(@ TACACS+ .
P T ©
@ Kerberos ‘ App ‘ SD-WAN Policies ‘ App Health ‘ Bytes. ‘ Impacted Sessions / Total Sessions ‘ Link Tags
SAML Identity Provids
& e e cox-webmail branch-topdown-modified @ Impacted 3084 KB 2/33 Broadband-100MB -
[ scheduled Config Export
@ Software DSL-10MB
@ Dynarmic Updates daum-mail branch-topdown-modified @ Impacted 90.58 kB 9/68 Broadband-100MB
e Plugins DSL-10MB
v inAWS filemail branch-topdown-modified @ Impacted 145.11 KB 2/40 Broadband-100M8
B2 setup DSL-10MB.
£ Monitoring Definition hinet-webmail branch-topdown-modified @ Impacted 1936 KB 4746 Broadband-100MB8
v A haure DSL-10MB
E?"*““’ mail.com branch-topdown-modified O ok 66.76 KB. 0/18 Broadband-100MB v
£z Monitoring Defnition
¥ £ Cloud Services E,< PDH/CSV
CEED Link Performance
4 Configuration
s g
Devices Link Type i Link Notifications it Packet Loss
<% VPN Clusters
8 Monioring sdwan-branch LTE-50MB Fiber ethemet1/3 0103 007299000005568_0...  No Data 0ok ) Warning ) Warning
[ Reports sdwan-branch DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 No Data © Warning (© Warning QoK
< Licenses sdwan-branch Broadband-100MB Etheret ethemet1/1 ethemet1/1 No Data QoK © Warning © Warning
€2 support sdwan-branch LTE-50MB Fiber ethernet1/3 ethernet1/3 No Data QoK (© Warning (© Warning
¥ @ Device Deployment sdwan-branch Broadband-100MB Ethernet ethernett/1 t_0101_007299000005568_0... @ 1 QoK © Warning © Warning
QoSoftware sdwan-branch DSL-10M8 ADSL/DSL ethemet1/4 1_0104_007299000005568_0... | No Data © Warning © Warning Q0K
& GlobalProtect Client
@ Dynamic Updates
¥ Plugins

 Licenses <

STEPS | ER ARRFMEEDY  AFENARFUEENAREREMANFANRERTER , 6
| Internet AR A 6E A HIBERE -

o BEMHEUTHBEAN Internet BEHF AN NARFRE,

- BELZFEELTMBEENEINHER 81 Internet REPEEOBEZT .

- BEMAMNERSPUTHRNAEBRFREFHNER  HT7THREFMEREERAN , BFZFTHES
TEIFMm,

&

=

App: hinet-webmail

Traffic Characteristics
VPN Cluster: Clusterl ~ Site: Branchl ~ Profile: branch ~ Devices: 1 2019/11/20 15:09:12 - 2019/11/21 15:09:12
10k
"
o}
s
2]
— Broadband- Ok
DSL-10MB: 52% — 100MB: 48% 11/20 11/20 11/21 11/21 11/21
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00
— Broadband-100MB DSL-10MB

Links Used
L} 2 items (%}
o - - o Bytes Impacted /
‘ Device Link Tag Link Type ‘ Policy Total Bytes
007299000005567 DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 brgg%’;éopdown— 16.91 KB / 100.27 KB
modifi
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 bra(rj\g:rh-topdown» 0 Bytes / 92.66 KB
modifie

STEP 6 | HES BN AR F R ERANIZ TR IEIR.
ELERE QI ERERENREHNEENRE,
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1. EREBFEETFEANERES , FHUANERUFAERESR2PIEEN T EERAA
BRAFME (HER. HFNBIEEEX) , NAESHNARFRERNSTIRRER. ELHREIF
BNEENRUAM 1/1, BRIRY , MBEEEXAIELEFEIMNARFEREREEE X4 F
BEENEE. Hit, TABHER  SRERSBNARFRABRMERXBIT I REEENERER.

App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl = Site: Branchl = Profile: branch = Link: ethernet1/1

Latency
400
>
O~
S v
g€ o
- 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00  05:00:00  06:00:00

Jitter
40

Jitter
(ms)
o

11/20
06:00:00

11/20
05:00:00

11/20
04:00:00

11/20
03:00:00

11/20
02:00:00

Packet Loss
40

11/20
06:00:00

11/20
05:00:00

11/20
04:00:00

11/20
03:00:00

11/20
02:00:00

Packet Loss
%6)
o

11/20
07:00:00

11/20
07:00:00

11/20
07:00:00

11/20
08:00:00

11/20
08:00:00

11/20
08:00:00

11/20
09:00:00

11/20
09:00:00

11/20
09:00:00

2019/11/20 01:18:30 - 2019/11/20 13:18:30

11/20
13:00:00

11/20
12:00:00

11/20
11:00:00

Latency Baseline - 300.00 ms.

11/20
10:00:00

11/20
13:00:00

11/20
12:00:00

11/20
11:00:00

11/20
10:00:00

Jitter Baseline - 40.00 ms.

11/20
13:00:00

11/20
12:00:00

11/20
11:00:00

11/20
10:00:00

Packet Loss Baseline - 5.00 %.

Close

Seven day average for
the health metric

Traffic packet loss
exceeds the seven day
average

2. 7£ Traffic Characteristics ( $5B$451E ) TR |, RS —MERAEFHRSME. EHROHP , &K
MNEBNRUAN 1/4, BIMNKI , ENABRFRENTHERRRE , UAN 1/4 ZNARER LW

AEBEHTRERE. SRMEENARFRENEEBEEILIAN 1/1,
ANEREANSTRAERSESRE , Bt , NARFREXETURMTHEXBNZETRIR

FHBER , NS VPN E£8Z 30,
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@8

App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35

Latency
400
-
O
S v
£E o
— 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00  11:00:00  12:00:00  13:00:00

Latency Baseline - 300.00 ms.
Seven day average

metric

80
Jitter exceeds the
seven day average

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00 13:00:00
Jitter Baseline - 40.00 ms.

Packet Loss
8

o

11/20 11/20 11/20 11/20 11/20

11/20 11/20 11/20 11/20 11/20 11/20 11/20
09:00:00  10:00:00  11:00:00 12:00:00 13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00

Packet Loss
(%)

Packet Loss Baseline - 5.00 %.

STEP7 | EHESBNARFREZEWNERERE , BERBUTHRRFBN 5 E

ZRRFEAMERRINE R E D ZAWLE M, BN NARFRERNNATUNITHERB S |

BB THANARFREMNASGRF2ZIZTRN TREOERE,

c EBREREREXHPEREESTRARE. BURRETRARBEATR , SBTLENERY
BB, flm, MREVNARFREEET 18% BEIEANT2HXWAF KR , XA 10% B
FREAHAETELSBNARFHRERBITEEANH R,

« BFBEWEK Internet RSB (ISP) , BENEMZH LR EHE HEES |, BHNEIINERTE

ER.
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4+ K SD-WAN R &

BEFER —DHAFIRERETERNE, BHERNNNARFRERELN SD-WAN &, BEFN
REFRERNHINFRESIZMNBEEME ; SYWHRFLS , REFHIANNARFRERS
%, SD-WAN REBRFEER , TEBI U ER. £ SD-WAN RERIENARFREENELERS
Ef, IRBRAFTIEINARFRERNTE, FW , R ISP RIEER EE-—ENFLE 2K
BEEERE A AR —MERRMEREIR T | MR B R B ETFRIEMNH IR,

£ Panorama™ EERFEHRF , BRENFFERAT SD-WAN ZhaeRIB A& LHI B AR 7 8RR £ IR S .
BERENHNEL RN ARFRERE KRS , ELRER KE LA BN AERKIRS

STEP 1| &% Panorama Web H, o
STEP 2| i£$% Panorama > SD-WAN > Reports ( 8% ) , A5 Add ( 50 ) RS,

STEP 3| Biti& SD-WAN &S,
1. BWAREHHERY Name ( BFF ) -
2. EERE4 KK Report Type ( 3REHER )
1% App Performance ( RAREFMEE ) £ — BN MARFE TR TIEAERNIRS
1%£3% Link Performance ( #83&ME8E ) £ — X R ZETRR BT IFMBE RIS
3. BRERNHEERIREH VPN Cluster ( £8 ) . BiAk#Rall (£3) o
4. EBRERNHERIREHFTIE VPN S8 Site (R ) - BRIAERFall (£36)

mREFall (25 ) &8, MEkFREFARE , BXEARER.

5. ( ) IBRE R HAERIREH Application ( REREF ) -
WMREF Al (£ ) ERENUR , MEFRETARE , L EARENNARRF.

6. ( ) EBREAHERREM Link Tag ( 8884512 ) » AEERFICE , AN EEHRL
RPAEALREHTOENFTEERER — RS, BRiAERall (£3) .

7. ( ) EBRENHERIREN Link Type ( 85B83KE ) . AREERKAER , SHEHNL

RPEERBENAEERER —OHE. MNERall (£8) .
8. BEHMEFTEM TopN (FIN ) NARFHERK, BXUHRE , TUBERSHESH, HIE
TRRBANNARFRERNHE, RAERT , REPESH 5 MHIASTRRBCNNAEF

RAEERK
9. IBEEHDPERKREM Time Period ( BHEY ) o BRIARIEE None () , RS , EONAREFRER
BAMETRRAEIRF.
STEP 4 | #5 Run Now ( M BME1T ) AEKIRE

Reports ®

Name  cluster-1_app-performance
Report Type (®) App Performance Link Performance
Cluster all v
Site all v
Application  all

TopN 5 v

Time Period  last-30-calendar-days bl

STEPS | EFERMIRE , RS Export XML ( §H XML ) BUF XML #BXH RS S HBE A 118
%o, EBMERE , BEEE Close ( X ),
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App Performance Report by application - top 5 apps across all clusters and all sites

Time period 2019-12-07 00:00:00 to 21

Link Info
Avg flap/Session I;;;a:;?;l::;al Isrgjizdg :_)t::)p Link Type E;y‘;peasdpeefllzn-k
VPN3 VTB3-Branch ike 0 12.50MB/52.80MB  1/9 SD_WAN_Branch  DSL ADSL/DSL 0/140.51KB
SD_WAN_Branch  Broad Check Fiber 12.50MB/25...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/27.65MB
tftp 1 74.90KB/3.08GB 1/9144 SD_WAN_Branch ~ DSL ADSL/DSL 0/52.44MB
SD_WAN_Branch  Broad Check Fiber 74.90KB/3.0...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/3.78MB
VPN4 VTB4-Branchl hulu-base 7 138.86KB/228.4... 6/5288 SD_WAN_Branch = DSL ADSL/DSL 0/3.75MB
SD_WAN_Branch = Broad Check Fiber 138.86KB/2...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/1.84MB
web-browsing 2 1.55MB/4.84GB 1/22298 SD_WAN_Branch = DSL ADSL/DSL 0/7.48MB
SD_WAN_Branch = Broad Check Fiber 1.55MB/4.8...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/13.68MB
VTB4-Branch2 http-video 26 542.85KB/7.90GB = 1/24663 SD_WAN_Branch = DSL ADSL/DSL 0/62.62MB
SD_WAN_Branch = Broad Check Fiber 542.85KB/7....
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/46.59MB

STEP 6 | EHREMHEAP , BEH OK ( BE ) UMREFLERENKRE

STEP 7 | Commit ( $23% ) > Commit to Panorama ( #£3X %/ Panorama ) , 3 Commit ( X ) B
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R HEER

£ Panorama™ BERSERM B ITEED (CL) &F SD-WAN 8 , AERITERME,

> ¥ CLI &5 BT SD-WAN £%
> ## SD-WAN &4

75



F CLI a5 T SD-WAN £

AT CLI s S EE RS SD-WAN 58 , LUREF SD-WAN 231885, i, SELLESR VPN
FREEE. BGP{EE % SD-WAN #OEE,

WRIRE, EEA..

EEHEK SD-WAN 58

« &EE& SD-WAN EOMBEEZHM ID, IR

A, RMAIE P suut, ARRREEOARS, > show sdwan connection all | <sdwan-
interface>

« BEEZHKL SD-WAN EREORNMRERSHE
R E =T v e > show sdwan session distribution
policy-name <sdwan-policy-name>

- EENRERETIEE SD-WAN EfZEOK SD-
WAN EBAMEZH  URGKRESEEZ , BEWN > show sdwan rule vif sdwan.x
MR, B FMBEIEXRE , HRA TN A%
BRI, LR ARERO,

- EERRERNBERENES SD-WAN =4,

> show sdwan event

+ BER SD-WAN =4,
> clear sdwan event

+ &ESD-WAN EflED (EEEOESHEN)
FHIER, BahBEaEE%, > show sdwan path-monitor stats vif

<sdwan. x>
E=RMERANIER, B MBFEIE Kt
TNE , HREFEE. SNNRERHE -
i ( B HRER )J‘é?ﬂﬁ}ﬂ,@%{ﬁ%ﬂ&ﬁﬁﬁfgﬂ’gi > show sdwan path-monitor stats vif
TIRRMRAS, BRERDUESN |, E&XAZHF6ERAN <sdwan-interface-name>
2, NTERE LR 218 5 3UE H R E /Y
SHE,

- EEEEEXFECEN SD-WAN KEAN AR
RABRREED  REATAMMIR, HzhM | > show sdwan session path-select
BIESELXEIL , URRES X H . session-id <session-id>

« BF (RRAIWITHAEY ) SD-WAN E LR AT
EERUNRESHBRE, > show sdwan path-monitor parameter
path-name <sdwan-path-name>
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MRZRE.. EEA..

« BF (RRAIWITHAEY ) SD-WAN E LR AT
ZER., EFERUERENSITER, > show sdwan path-monitor parameter vif
<sdwan.x>

BE LR ITHES LLHERR SD-WAN #E

« EXXE, BIERIEH SD-WAN HRIUERBIES
MERGTEEKINENDEHESHE — . > show counter global filter delta yes
ERXF XML KASHSD-WAN BBESHZR | B o
% XBEY  BESEM SD-WAN BElapig | TTovsdwan_prob_req tx
P8 flow sdwan prob reply rx

o EROL, BIZWEIR SD-WAN HRAUE R
AHMEERERZEZNENEERIESHE —3. > show counter global filter delta yes
EROHIEL , ASHSD-WAN RIAmE , | b
XHRN , BB SR A SD-WAN BEEZRN, ow_scwan_prob_red_tx

flow sdwan prob reply tx

EE VPN BERR

- EEMAELGIBRNFAERE,
> show vpn flow

- BEREREWRANEMRRENFAFE.

> show vpn flow name <name>

- BEEZID RS IBENEMAESE.
> show vpn flow tunnel-id <tunnel-id>

- EEFERBENERMBEARER (IKE) BE 1 M
B2 WiFEAER, > show vpn ike-sa

. BEEREMXH IKEv2 4 XEX (SA) M IKEV2
IPSec F SA, > show vpn ike-sa gateway <gateway>

- EERBEFHAFEE.

> show vpn tunnel

BEEBGPER

- EFENIXAZRIMN BGP HE.
> show routing protocol bgp summary
virtual-router <virtual-router>
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MRZRE.. EEA..

- BEEBGPXNENHE.
> show routing protocol bgp peer
peer-name <peer-name> virtual-router
<virtual-router>

- BEFAMIRAFEE RIB) HEE,

> show routing protocol bgp loc-rib

& & RIB # FIB H1#) SD-WAN #0OE8

. ETEMK SD-WAN OO,

> show routing route

. BE®AELRE (FIB) 9 SD-WAN #0,

> show routing fib
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& SD-WAN 1H#E

E M Panorama BIE RS 25 EHE SD-WAN 4 , 05 SD-WAN $EHELE M Panorama MiBR , ARESRE
R IhEEL SD-WAN 4

STEP 1| & %% Panorama Web £H. »

STEP 2| ( ) HilBR fo¥F BGP 1 SD-WAN HUFI 9 X2 BE1THIE
A& 2 RN,
1. i%&#EPanorama > SD-WAN > Devices ( i%% ) > BGP Policy ( BGP X8 ) , #A/S Remove ( fflBx )
ZE RN,

2. BEOK (H\E ) MREFELNEEER.

STEP 3| 1%#% Panorama > Plugins ( #iff ) , A/5i%#E Remove Config ( MIBRELE ) AT SD-WAN ##
%,

STEP 4 | #%4% Commit ( €3 ) , A/5 Commit and Push ( X ##iX ) BBEREIZ EMH X,

STEP 5 | Uninstall ( #1#k ) SD-WAN ##,
EIRRESEHE SD-WAN FE#e , FE2FOK (HBE ).
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