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SAAS/Internet Access

DIA virtual interface

Internet

oo ]
Dnl:l VPN virtual interface HO - Data Center
VPN Tunnel Private Access
LTE Backu
Branch P Public Internet or Private Netwdrk (e.g., MPLS)
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Tag (e.g., Low Cost Paths, General Access, Private HQ, Backup)
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—_—

Interface Profile | max upload/down|oad + path monitor mode of tagged link

IPv4 tab: Enable SD-WAN
SD-WAN tab: Select SD-WAN Interfage Profile, which applies Tag to physical Interface

SD-WAN | eg. Eth11 TagA
Interface (VPN or DIA -- e.g., sdwan.1, ||groups interfaces) 1__ Eth1/3 TagB
Path Quality Profile -- latency, jitter, gnd packet loss thresholds and sensitivity

- Best Available Path

Traffic Distribullion Profile Starts w/ Tags listed. 1 method: - Top Down Priority

- Weighted Session Distribution

SD-WAN ]'_F'ath Quality Profile is assigned to Apps/Services.
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+ [E#l SD-WAN Interface ( SD-WAN #0 ) RH—1MRZSMIREATUBHARE. BEFHSH SD-WAN
ERZEOMEORAKN VPN BRES DIA A, BT SD-WAN EZOMKEL AR —BIR WAN , BfE
FMEAZEE (DIAS VPNBEE ) . (#5i2 A F4RiC B R RATIEETERICHEMEON YRR
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HRIATEAT SD-WAN B XA A/O KIBR SERBING I |, XA | BEATBAER CSV XX el
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STEP 1| it MpOMLE., SERESRM IP bk, M Panorama i , S H —/1Z# SD-WAN
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2. EMLE S X EWLEFRLEE  HEBEHNEND XA O KIEIHEEARE — VPN £5,
o, B R BB IhEEA R VPN £,

3. BESND XMPOZIER ISP 451838 A : ADSL/DSL, BRI IEEE. LAAM, XL,
LTE/3G/4G/5G, MPLS, #UK/FTs&®B, T EF WiFi.

4, BEHRKBZHHEATEN LA (Mbps) , SAR WX 6838 SEMEIX LR IR H] | t055R 2 Fr
R, 1B ISP #RABKRATHEM AT (Mbps)e MREBEERE QoS UEHNARFFR , F
HEEAESEHOREKRE,

5 IWEBASBIDDEM DI IELH IP i, BHAEE S TIE Internet LRI IP i
B REER AL IEEIRTF Internet BY IPSec BRE MR HENARERE,

[ﬁ ISP W& i iR & A B SR K i E R AR O EE,

»  WREMIRBED B KEM O Z BT NAT , Rtk NAT &% 7T BABE 1E B K185
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&
6. WD XM OB XIFNFABERNE R RNFFI S,
7. WESANB X IEE O AR,

o EDXAEER—UARNZEODEMEENERKE | UFEREENE S, 5
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8. WEIE A M SD-WAN EZ2HNHELYE,
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EREMEBETER.
9. MERXIFHEEEE SD-WAN ZHIFAL , NI E I 1FixX L X AR 51 B SD-WAN EHITRRBRE R 2
ARME Y X, SNIEXEMHEREANXFBRNIL, MNXFEEFL, MXKFEDEZ, UENAX
2 Internet BT E X X1,

» BRE CSV RRANEE (ETE—RANSZA SD-WAN 8% ) afF : Fil5, k&
RE (DXHEPD ). REIMEXXSE (FAFEES ) WXERF, DR, &
EMMDRHOER. AS KRS, BHER ID. AREMIRHIFE .

STEP 2| i+ I A TR B SRV SRR IW4R M VPN T2 14,

BT EERIEGE , TGS NEERASE 4 SD-WAN EEZOH | LRITRBEZENHEELBR
. BYEASMEER  TUEMESRLIRENRESNARFRE, BY SD-WAN #O0EEX
HES R EERMERNERIRIS , AR NGE, AR TAMRERAME LA RSB ML SD-
WAN KEAL R AN SER RS, Hlan , BTGB NENFIRAIMEREE | XS BEH R ERN X
HRFRSESEHP,

STEP 3 | #RiRfFE A SD-WAN F QoS LN AEF .
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1. PR ERME SD-WAN ZH MK SRBRAERHBENAREF. ENAEFEERKF
HAFGR , BRSZE#SERLT RIS HIHRE,

o MEXBRN IR SBRBNNARFEIG , &7 SE SD-WAN HhE8E 1T IE & ER N

R BER,
2. FFABE QoS EMLMBEH EMERN R AR, XERARFHRIFAN X RNIER BB K AR
o

() MNBXRMMERSBBOSARFITE , BFE SD-WAN 2 8IEAT E R ERMA
g BER.

STEP 4 | FEE REER- B LS I M ERT | 8L EE R R H B B R 45 B8 AV BRI A 5 =X
1. REFSBABELEEES | ELANREMEZRREERRBENKIARE -
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FEMEFRFEANTRELNNHEEE, RRNEXRUEVREUNLERE,

Relaxed ( BEHAHY ) — B KSR GEENRNAR A EZRNBESZEANRIN —NATEER 7
MiEfetE  XESHRERENFIRIERROEXTER, BRNEXERTH LR ENE
B, DEHLTE SETRASRAVER , RFLNF O ERANEREZFAFRL.

2. BFERAKEFRE - MERATHENIRFORER , SRS RN B iR IS EE SR 8%
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REREWIFNR ) , BL , BEEABLMTITRERFED £7E , T UTEER LNRICETRES X
BB X HHIFRIE TR &RE — 1L

3. WFNARFARS K BERERETRARE, EABREEZRE , AERERENEEE | UL
PR ERIE R — N (HEREE ) . RESTRER (SEER 10-2000ms ) . #3h (SEER
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XL EH KRBT ELTE SD-WAN REANF S| ANEEREREXH. —BEBIEN NHE (HEa
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B, BB —NER /B3 /BiRaEKREES B 1000/800/10 MR R EL B X H AAA EH
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ID ). IKE XtZix, BGP ME#SHKEHAR, BGP BEAXNZFRMW HANIEESEE | UK AERS
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STEP 8 | \FIE X 5 R i%FYIEE Link Type ( 452%355 ) ( ADSL/DSL, Cable modem ( Y4118
f#iE2% ) . Ethernet ( BAKXM™ ). Fiber ( 3££F ) . LTE/3G/4G/5G. MPLS. Microwave/
Radio ( #K /T4 ) . Satellite ( ZE ). WIFisk Other ( Hftt ) ), FFREZIFZHBHIX
BOAAKMEEMBIWEM CPERE , 0, WiFi AR, LTE %I IAEE. Bk/MK CPE
EMMBELUAMBRZEI,

» RNKEBRHREE (MPLS, DE, #URE ) KFEWRBENXES —FPEERKER ; 4
m, MPLS B| MPLS , TEZITIES, a1, MPLS #£RF LAA M $E8E 2 18] T 2 B2 RR
&,

STEP 9 | #8EJR B ISP 8 Maximum Download (Mbps) ( & K T % (Mbps) ) EE , LUK/ R 8
( SBE R 0-100,000 ; ZEEIAE ) . ZRSUUEA=M/DNEKREA— A SE , 5l 10.456,
B[R] ISP LUREREERKIRE |, S fEM speedtest.net %Iﬁ*ﬁﬁ_ﬂﬁﬂﬁmk ﬁfg #EBHEH& 245
8] B9 SE B R E.

STEP 10| $8E % 1E ISP B9 Maximum Upload (Mbps) ( &K L& (Mbps) ) LFF BAIKLES/ M R4 (B
BE7 0-100,000 ; X BE#RIAE ) - RZUUFERA=/DEKREMA—NEE |, #la0 10.456,
i8] ISP LX%HE%%LF‘"’ = AE A speedtest.net %IE%#&%E’JH&?( J""" HER K — B
B F & KE,
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STEP 11| 3%4% Eligible for Error Correction Profile interface selection ( £ 858t & S O WL B 5%
%) , REOBAKAUE FEC) BIETEE., BUTIEHRBMAERP X% &8 ALk
BE ; MO EYEREH , UNATHENARRFHN SD-WAN KEEHN,

STEP 12 | VPN Data Tunnel Support ( VPN #iER2E X 15 ) MEN D X EIF O RENARRERE 2B
N VPN BRERIEMZ M4 ( BRIANFZE ) , B2 VPN RBREA RS B R MBFH.

3T EE Internet BEEHEE D Internet R ETIIAERY N H 4538 25 8 5 A VPN Data Tunnel Support ( VPN
BIEPREXE ) | a0, B4EFIEERE. ADSL EHA Internet iE$E,

BRI LN T EEBEBRMAEIEEH MPLS, T ESHKEEAEHKLIZAVPN Data Tunnel
Support ( VPN B#ERREX ) . HER , BUTEBELRETSE M VPN BRE I\ &AM #HE B
ﬁﬁﬂﬁ%?ﬁﬁ%gﬁﬁﬁ%%ﬂ%FI:'/L\JE?%E’J?UE MPLS £538 69 DIA B2& , RE MNP OIEE

Interneto VPN Data Tunnel Support ( VPN #iER2E X ) REBELEHRIEREZ VPN RBRER
H, IRMEREARE , ARBEEBRRERESEANBRERTSEANEMER. PHAESER
lzﬂﬁ'lllﬁ_ﬁ MPLS ﬂ\ﬁ/}lbiﬂ’] DIA BFEE#BREMITD .

STEP 13| ( ) MREFEE DIA AnyPath , —MNEMKELEOATUEZA
ROERED , ARSI EZERNBEERBERBEPONINE, BN BHENALESE
XHHHOEREOSRH VPN BEEiRE VPN Failover Metric ( VPN BE# B ISR ) RISEL
AR, ENEE , MEXBHRAZARNEORESRES, RSP OEMZEORESR
ME/IERE , SD-WAN FUUBEHRARXNEENREFHRIERE.

SD-WAN Interface Profile @
ne | profiled)|
Link Tag | [l LTE v
Link Type | LTE/3G/4G/5G Link v

STEP 14 | ) IR ASE AR H SR R A Itk SD-WAN #Z OB & XHHEOM Path

(
Monitoring ( SRR ) EX,

o Bh KSR Link Type ( EB83KE ) BEH NN REKES %, FRIESAEE X%
g AHINAEFTEXRERRBNERLNEREE  SUTEEARINRE.

« Aggressive ( FARH ) — ( BRIANERATBR LTE M 22 /ANFTEHERER ) B A& LB ER SRR
MBIEELIEET SD-WAN 8K B — i, MREFEH X HE T B NEBIERE1TE RN AL
EHEE , AEARER.

Relaxed ( MK ) — ( BRINEAT LTE ME 28R ER ) BhIABREFNBESEZASZH/LY
Y[R BRETE ( Probe Idle Time ( BRMZEFETE ) ) , MTPRERBIEFIRME, TNZFTES
&, B ARIRIBELE M Probe Frequency ( #RMSAE ) RE LW HOFEN, MREEHNREH T

24 SD-WAN B RiEm | E& SD-WAN
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B, EHERRERTRLKE (S, ITE) , ARERBERLMFNTTERANNFRLERR , ATLUE
A&RN,

STEP 15 | % & Probe Frequency (per second) ( ®#MAE ( ¥ ) ) , BIPHFANBE - REZEIFUNESE
A3 SD-WAN £538 2 — a0 x 3k (SBERN 1-5; BiARN 5) » BRINREBAIRET W RAHE
REMEHEEREN,

~  WMRFEHR Panorama BRI FEN AR | L FIHE Panorama ¥ & AR EREEE X4
"N/ K PacketlLoss ( BIEEEX ) B LLRE

IHO

STEP 16 | 20R1%$R Relaxed ( LMY ) BRRKE | B LU B AIEE R EFRNBESEZAETESES
# Probe Idle Time (seconds) ( #FMZEFEtE (#) ) (SEERN 1-60 ; BRIAF 60) o

STEP 17 | RN ITHEE B ST ERMEN BEERZH , AKX IBEFERREURFER
# Failback Hold Time (seconds) ( #ERXEREFNE () ) (BEW 20-120 ; BRIAER
120) .

STEP 18| B OK ( BE ) R1FHE & X 4
STEP 19 | Commit ( 323 ) , #A/5 Commit and Push ( X H#i% ) BB EBEE X,

STEP 20 | 128V M A2 MEEBRBERE1TIORIERR | FA RN AR F NSRS TR MEERS. AX
WHAEE , FSREENRS,
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A& SD-WAN #7328 LA K M O

£ Panorama™ # |, BLBLAAMEE 3 EYEED , HFH SD-WAN IThat, EREYWIEEN , KARNESE
—NIPv4 it RIS —NERR WX |, HF SD-WAN EOEE v HoBhitiEn,

£ Panorama B/2 VPN £8 |, H#7E CSV A& HHB LMD ZERE , SD-WAN FHHH I E3) VPN B &N
FAREEAEXNS ZMPLER—MEE , ZEESEWE XL SD-WAN XiF , HEE7E SD-WAN 2 X Hl
ROZEIBIEZEH VPN BEE, A, tIREEFR I SD-WAN 2 X5 #08FE CSV 3 Panorama ##i A
BGP {8 , B3I VPN ELEIRBEE K BGP BLiE.

STEP 1| & %% Panorama Web £ H,

STEP 2| %£$% Network ( M4 ) > Interfaces ( ##0 ) > Ethernet ( LAAXM ) , M Template ( #4x ) £
TXTHIRPERELSWENR , FEREERS (HIW, Slotl ) , AFEFED (HlW,
ethernetl/1) .

STEP 3| 1%£#% Interface Type ( £ OKA ) 7 Layer3,
STEP 4| 4% Virtual Router ( [EE\EE 8] ) N E —NERK AR,

STEP5 | HEL—NEA TEEENEOM Security Zone ( Z2XHH ) .
filgn , MREENRZ ISP LITEERE , BAAMAE LRI LAKR 3 O[3 AT AE X,

STEP 6 | #£ IPv4 M T -+ , Enable SD-WAN ( /& SD-WAN ) .

STEP 7 | &2 sit Type ( KH )

Static ( 84 ) — £ IP FEH , Add (F00) LFOK IPv4 it MBI B KE, BN ENEE
( flgn , $uplink ) 5—FRFist—FEEM. A Next Hop Gateway ( T — MRS M < ) B IPv4 Hbit
( BRIRIGE AR IPv4 It T —NKRR ) o F—MNERRMXAAE IPv4 thitsb FRE—FMWFP, T—
MNRRMXZ ISP EEMWERS I R B S ERY ISP ERIABREBESHY IP iak, 2R AEEIEREH A
ISP M4 , &4t A Internet MUK T —MNERR IP thiik,
PPPoE — 3 DSL #%#% Enable ( /5 ) PPPoE S , i A Username ( FAF & ) M Password ( %
) , ¥ Confirm Password ( IAZ3 ) ,

« DHCP Client ( DHCP & if ) — EE/ 2 DHCP %K ISP EEL B —MBRIAMX , B AT—4
BRRM%, ISP FHRMBIZA IP ik, DNS RSBF[MBMINRNKEMEN S IEZE L,

o WRIEE DHCP B i , 412 A% Automatically create default route pointing to
ipgr  default gateway provided by server (B 3h 2245 [0 AR 55 28 P32 (L A0 AR IA P B0 BRIABR
). WIETERIAE A,
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Ethernet Interface @

Interface Name

C ent

e | Layerd

Netflow Profile  None

Config | IPv4 | IPv6 | SD-WAN | Advanced
Enable SD-WAN [[] Enable Bonjour Reflector
Type (@ Static PPPOE () DHCP Client
D P NEXT HOP GATEWAY
[ swant Swanl_gw
® Add

“ Goneet

STEP 8| £ SD-WAN £+ L | i&REE 82 #H SD-WAN Interface Profile ( SD-WAN # 0 Et & X
%) (REFE—NSD-WAN EOREXH ) MNAZEED, SD-WAN ZEO0BREXHEEX
BREVEEERARID , Bt , RIABLEL B A2 DR A — MEX ISR, —MNMEORBEE—

MNERRFRIC
STEP 9| B OK ( H7E ) ARFLAAMEED,
Ethernet Interface @
Interface Name
Comment
Interface Type | Layer3 ~
Netfiow Profile | None ~
Config | IPv4 | IPv6 | SD-WAN | Advanced
SD-WAN Interface Status: Enabled
SD-WAN Interface Profile | WAN1 -

STEP 10 | Commit ( 323 ) , #A/5 Commit and Push ( X H#i% ) BB EE X,

STEP 11| ( ) ELE SD-WAN EflED, MREABZ VPN, ESFHES)
VPN BLEH AT,
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& SD-WAN E#lEO

R E Panorama REA BN VPN BE , M AT AR E6IE SD-WAN #0 |, EXHERT , BLE0I2ME
& SD-WAN E#lzn,

WMERKFEZ VPN BB AT Panorama , i58IEMEE — 1 SD-WAN E#lED , UEE—1MHZMNERE
EFOREBMER— B /i H X35 SD-WAN THEER LA A MO, BEE |, SD-WAN ELUEO ML
BHRER NG , BIEFTE VPN BRE#RHAEBERMEREEA (DIA) 85,

EE-BED , AHHEE R SDWAN.1 1 SD-WAN O REl, ZEOEATRNMEETEZEEEHNYE
0 : Ethernetl/1 ( B AHIARREE4EEE ) M Ethernet1/2 ( RFRFEER ) » FANAERBEMND ZFH D
B VPN B3i&E,

S fEULES | SD-WAN O ek MR RS B E AR SRR (RATS) 8
& 5 SDWAN 0 e 2 T S B R M B AT IR,

SDWAN.1

Fiber Service VPN Tunne

Fiber Service VPN Tunnci RIS
able Modem VPN Tunne

Branch

Cable Modem Fiber Service MPLS

5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

ETE® , SDWAN.2 ¥ Ethernet1/1 # Ethernet1/2 £ EME—2 | XHNEBREMN D X F Internet Y
DIA 8555 -
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SDWAN.2

Fiber Service DIA

Branch Internet

Cable Modem DIA .

Cable Modem Fiber Service MPLS 5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

STEP 1| & %% Panorama Web £ H.,

STEP 2 | #%4% Network ( M%&) > Interfaces ( #0 ) > SD-WAN , A/5M Template ( ##x ) ETXTF

R 5 R APIER S ENER,
STEP 3| BT sdwan. BIZRE AW AM 1 8 9,999 H—/NF | add ( %hn ) —4 SD-WAN B4
A

 HB3) VPN BESIEH SD-WAN #A4%SH 901, 902 % , Filt , EFE/AXLHTF.

STEP 4 | # AR Comment ( JER )

o FNERKGER , Bl , 9 XER LR, BRMMDXE] Internet FMDXEIXER
g FRRL, BEANER  AEREERENESS  ERREEH AENRE P EHERD
Ao

STEP 5| #£ Config ( Bi& ) i&W+ L , ¥ SD-WAN 0O 2 B4 Virtual Router ( EELEEHEES ) -

STEP 6 | ¥ SD-WAN $ 0 2 fi 2| Security Zone ( ££ X1 )

SD-WAN ERIEOREMEZORAHISATL TR -2 X , BRMND X 2E— BN ER RS
FRERNZS KRN,
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STEP 7| 1£ Advanced ( B4 ) &M+ L , BREFE—IHENEIBEUARNED (AT DA) RS
ANVPNRREEEEZED (AFTHD) , Add (FN) EXGEER— BB #E Interfaces ( 3
0). MRMASMED , XEFEOMNKB XM —3 ( VPN RRES DIA ) ,

B XIREELLER AR E S e SD-WAN FE#I# O FF SD-WAN jiREEHF| DIA HLMUE. B
M, RARBEHIESTHE IP ik |, BEHFESHMNHEBHAN SD-WAN EflEO
(HOEO). AE , BHRFESCERN SD-WAN KEEH N ) SD-WAN &EZ TR
MREDREENHRIRECANBEE ( ARBREHIARENEREROFREIRTF ) .

STEP8| B OK (AR ) RELANEEE R,

SD-WAN Interface @

“ caneel

STEP 9 | Commit ( 3% ) , RS Commit and Push ( 2R H#i% ) BHEHEBE N,
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#1172 SD-WAN # O BRIAKH

WMRIEE L RS EREAT5F] Panorama , HEF B NIE | AR —MEEELIER SD-WAN ORI
Ho

B3 VPN 812 —18 7 sdwan.901 #9 SD-WAN E#l#E O R F DIA , H 81— R sdwan.902 B SD-
WAN E#I#E# O BT VPN BBE, B3 VPN 22N BB —MRIAEA , HEA sdwan901 #OxHHO
O, AEARKNIER, X8, sdwan.901 EOR N EIZNERIARH LM E®ED,

STEP 1| &3%%| Panorama Web SH,

STEP 2 | it R IREEERA K Template ( #4R ) o

STEP 3| i%£#% Network ( M4 ) > Virtual Routers ( E#LB B2 ) , #lisd-wan,

STEP 4 | 1%#% Static Routes ( #7358 H ) , A5 Name ( B#5 ) Add (7F N ) 8BS H,
STEP 5| X¢F Destination ( B#x ) , i§# A 0.0.0.0/0,

STEP 6 | 3¥FH O Interface (O ) , BFEFRZLEBHHEAP - SD-WAN BEEZOLZ B AE , W
sdwan.1,

!\\ %3RO 4 O AT LR BR sdwan.901 = sdwan.902 LASMEI{EE SD-WAN 3B iE# 0,

STEP7 | XF Next Hop ( F—/NBRR ) , iB1%#E None ( & ) -

STEP 8| Xt F Metric ( #6845 ) , TRWA—DNART 50 WE , X#& |, BRIARBHTELLET B3 VPN £
REER 2B RRIARH.

STEP9 | & OK (BRE )
STEP 10 | #%4% Commit ( 3% ) , A5 Commit and Push ( X H##iX ) B EEF K.
STEP 11 | Commit ( % ) EH,

STEP 12 | JyBh K 3% E6E A ARSSBE FA 15 8] Panorama™ MY H MR E & S
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B2 B 2R & f &

RFER, HHNBFESEREOE , NEERENERE (ETRR ) ERXEIL S MR BRI N A
BFE. NARFRLSR, NARFA. KBS, BESXKIRSENRUZBREREREX . NAEFHN
BSAUAEREREREX ., BEESISBNEARE  FEILRE , BFABERIANBRECHIAR
B, FRRE-REHFNEE,

EREIERRREREXHNERSZE , B LA general-business, voip-video, file-sharing. audio-
streaming, photo-video  remote-access EEATIE LK B R EBE B XM, FTE X HE X4 o] LURELE XX
BEH  RMCBUNNAZRFNRSREER, B NBESEXHE.

v~ FTF Panorama i & HMWTNE XK EREE EXHE T Panorama 1#E4x# SD-WAN O EE
O M #ERIAProbe Frequency ( fRAUSAER ) RE, MRESMINRMUARRE , M AFTFEATF
= BFAPLEFIEOERB XA , Z 5 Panorama R4k 820 /Y Bh A 3% H BE R R B B & ST
Packet Loss ( iE@E % ) B LLHE,

B K SERPER ., B MBFESERRNEREORZN , BEMEY , — BEBYHP-NEHE , BFAEREE
BHHRE ( Bk ) KR, HER, HPABECEXPTETHE= I RENBREHRANEHEE , BHX
R RER BRIV AR B D R BB XA IR R AR,

RINBERT , BF KBS 200ms N E latency ( ZER ) M jitter ( #3h ) —k , EE=MNEENFHEE ,
MNHIEEBFEOFNERRE, BALERSEEE SD-WAN # 08 E 4R RIRN R TN KRS
BRIEBX—1T A,

MRBERFNBEIEEN packet loss ( BIESEL ) REMPITHERE MBS ERERR EAE
FENHREe  HERRNERITEERRBEEELAE . MERRINECRA I HLEEN =24 FETHEE
BEREREXHFEENESTHEUT, N, REMAREFH SD-WAN FEANE —MEREFESEX
REEEN 1% NEREREEEXH , UR—MEFRPHELM T2 RXBEEXHEEENRFIE 1 (ERAT
tunnel.1) , REEENRIE 2 (EAT tunnel.2 ) BRED KEEXH. —B tunnel.l BE3HEITEXR
B 1% , BIESTFHEEBE tunnel.2, tunnell WBIESTEXRBSZ LN 0% i (ETHEUBEZ ) |, TR
SEE=5MARTEILEIIEN tunnel.l WHEIESTERXETHRE 1% LT |, B A EBERER tunnel.1 R
BRIERE,

HRMEBE IV TNABREXHNNARFMS , BB, HSHESEAXLESH, B—IEEE (R
BHit ). BRI EERRER , NAZREW high (5 ) RENSHK. 60, EHXEXNHMERH#THR
B, RE—MERRMIEIR 7 100ms , #3179 20ms ; 5 —MNEBR IR N 300ms , #1315 10ms, MRIER
WERBMERNS |, NP AEEIERRE—NER, MRAFNBBERNS |, WS AEEIRRE DR, MRSEN
BBRMME ( SEEANRA medium () ) , BABLSETABEIEL , BERIER , &E=RHF,

5| SD-WAN FKEHAN hHBEREREXH , MEEHXEHATEENARFREESNBLBREER
NEEENRE

STEP 1| & %% Panorama Web £ H,
STEP 2 | 1%4% Device Group ( Z&4A ) .

STEP 3| 1% Objects ( Y& ) > SD-WAN Link Management ( SD-WAN £ &2 ) > Path Quality
Profile ( BBRREBREXH ) .

STEP4|#% Name ( E% ) ( BRZMEA L NMNFRUFFAHHK ) Add (Fn) BEREEREX A
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Path Quality Profile @

STEP 5| X¥F Latency ( ZER ) , Wi Threshold ( H1E ) B , AEWMARFRIES BB AEHE
3X SD-WAN B8 % —i% , AFMNHESEESREZIRER P AENEDER (SEBER
10-2,000 ; BRiAF 100) o

STEP 6| 3¢ F Latency ( ZER ) , iR Sensitivity ( BB ) (low (1K ). medium ( ¥ ) =
high (&) ). BRIAN medium (# ),

[ﬁ BHEENRBOEL , MRBFHFREREFNEER TR
STEP 7 | X4 F Jitter ( #3h ) , XXk Threshold ( FI{E ) HE , ARRMAZEW L (SEE N 10-1,000 ; BRIk
% 100 ) »

STEP 8 | X F Jitter ( $3h ) , LR Sensitivity ( B ) (low (1K ). medium ( & ) =
high( &) ). BRIAR medium ( F ),

STEP 9 | 31 F Packet Loss ( ZiiEBEBE%k ) , Wik Threshold ( R{E ) BE , AW ABHRE 2 oI
FHBEIEXBDL (SBEF 1-1000 ; BRIAF 1) .

[L\* WIEGE & (Packet Loss ) f Sensitivity ( BB ) RESTRER , Bit , TUTER
IR

v~ WREHRATF Panorama #E4RE) SD-WAN # O E XA FERNME | A FHE Panorama
() peanneazas LnE,

STEP 10| 245 OK ( B8 )
STEP 11 | Commit ( 3% ) , A5 Commit and Push ( X H#i% ) BHEEE X
STEP 12 | Commit ( % ) B,

STEP 13 | MEMRBAES TS,
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AL & SaaS Y5

BLiE SaaS B E XKL SaaS NARF M X NIEZ A EEERMIGFE (DIA) 8858,

Bl — SaaS REEEXH

BBl R KIEELE SaaS MiE

A - AMD KB A ERIR — SaaS BIATER B#RMY SaaS MIRE B /OB K IEHEHEE
BBl - AMD LB A IEEIRRE SaaS BIAERF BFRM SaaS WMIRE B /OB K IBEHEHE

B —/ SaaS ER & X4+

MRIEH D 2B X im BERIEERAEIRS (DIA) NARFNEZEERMIGF (DIA) 888 |, 12— SaaS it
EBERENHUIEERNAEZE - MRZA SaaS NARRF. SaaS REEEXHE SD-WAN SEEHINIKEK |
BED X KM@ ELER, HNMBEIEANKRERERE , A& ERESEREERE,

SaaS MEREXHRZ I 4 NEES IP it |, EE SaaS REREBEX4XIF—ITLREEAE (FQDN)
= URL, HEE T ZMED IP kst |, 9 X XIESREE IP it 7F SaaS REHREXHFP RS , AR
IR — R —N 1P b, BlE0 , SR IP1, IP2, IP3 1 IP4 , M4 py KGR IP1 LIBERERE
HT7THRERERE , REHEEEE P2, ARLLEH,

 SD-WAN % #Z M5 #HIES R SaaS R ARFEM SaasS R AR IP, FQDN 5 URL , B HE
LHHI1E S SD-WAN KEEHNI XK SaaS MEREXHFEE , mM5EEF SD-WAN 2K
205 B A R B R A BR ok o

fflan , =X80 , BT SaaS MERE XM &Y SaaS NARFH IP it E R
192.168.10.50 , B RES SaaS ERE X4 <Bk#Y SD-WAN KM T, 5

X, BEHFHRETXNINEHW SaaS MEHE XM , HiF SaaS NARF IP it Fh
192.168.10.20, &E SD-WAN 51 5ERT , It SaaS N ARFNFIENELEBERS
SRIP Heyit 192.168.10.20,

STEP 1| & %% Panorama Web £ H.

STEP 2 | #%4% Object ( 3¥& ) > SD-WAN Link Management ( SD-WAN #£E & ) > SaaS Quality
Profile ( SaaS REEEX# ) , H#EESE SD-WAN EEH Device Group (i&Z4H ) -

STEP 3| Add ( /A0 ) —NHTHY SaaS BT & E & M,
STEP 4| 7§ SaaS R 2 Ht & 345 AR Name ( B ) -
STEP 5| ( ) B (A% ) Shared ( £Z ) AIFEMAIRRAHRE SaaS MEH B X .

STEP 6] ( ) B ( @i% ) Disable override ( £ % ) AIEAMPIXNIEEAE S SaaS RERE X
HEE.

!\‘ Disable override ( 2 &% ) REEEF — S HEA Shared ( £Z ) F A,

STEP 7 | BLi& SaaS W1EE,
B3 442 SaaS M ARFHBEZITRR.

ZRIAER T , Adaptive ( B3EN ) S AT D ZBH A IBHK 3 i W15 SaaS MARERF &K KA FER
ED LR EREES THREREHE, SaaS MARFEFZEZTRIRERBIHEN , TEX SD-
WAN # O# TEMFANEITRIRE,
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 HBEMN SaaS K#{X ¥ TCP SaaS M AREF-

A SaaS MARFOEEFEDS IP #bil,

o NENFEEENXE SaaS NAEF IR SaaS REREX ., MR SaaS NAERF
BZAIP it |, EN% SaaS NARFEEER SN IP #iut#) SaaS REKREX

A
.
SaaS KRR FRRERM | RIS KE SaaS NAER , ATREA MBS X IiEMaE,
BHFNMERRGENREEERFIAMMNILSIXRE SaaS NARERF.

1. %32 IP Address/Object ( IP #biit /X5 ) > Static IP Address ( 587 IP it ) 3 Add (%0 ) —

NP ik,
2. A SaaS MAREFH IP thit |, kB —PEEH U R,
3. H A Probe Interval ( FRUERR ) , 7 XBHAEIRR LB RFEN SaaS MAEFBE , T #HZET

PR B
4. BHOK(HE ) RELENEEE R,

Saa$S Quality Profile @

Name  outlook.Static

["] Disable override

Saa$ Monitoring Mode

Adaptive o Static IP Address HTTP/HTTPS
° IP Address/Object FQDN
D IP ADDRESS PROBE INTERVAL (SEC)
[ ] 19202130 5
[7] 19202131 3
[ 19202132 4
[] 19202133 3 <

“ Caneel

SaaS NARFERETEREEE (FQDN)

7 SaaS MIAEFECE FQDN it 3 Ko

1%4% IP Address/Object ( IP #thiit/Xt% ) > FQDN 3 Add ( 70 ) FQDN,

. 7 SaaS N AR FQDN it X R,

. $ A Probe Interval ( HRUMERE ) , 2 XBXIERBUERRN SaaS NARFEE , LT #E1T
RREE.

5 BEH OK (HAE ) RFENEEE N,

Saa$S Quality Profile (©)

o

AN

Name | googledrive

Saa$ Monitoring Mode
Adaptive o Static IP Address HTTP/HTTPS
IP Address/Object O FQDN
FQDN | drive.google.com

Probe Interval (sec) | 5

n Caneel
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« 7 SaaS MARFBEE URL,

Z\‘ {UBE O 80, 443, 8080, 8081 #1 143 M E X URL 12,

1. %#¥ HTTP/HTTPS.

2. %A SaaS B FAFEFH Monitored URL ( 1453 # URL )

3. HiA Probe Interval ( HMEIFE ) , 2 KB AIBIRBULEIFRIRN SaaS BIARFRE , LT HET
RRE R
SaaS B AREF HTTP/HTTPS XM s/ MM ERH 3 ¥,

4. BEHEOK (HE ) RELENEBEE X,

Saa$S Quality Profile @

Name  youtube

[T] Disable override
SaaS Monitoring Mode

Adaptive Static IP Address ° HTTP/HTTPS
Monitored URL | https:/www.youtube.com

Probe Interval (sec) | 5

“ Cancel
STEP 8| i£## Commit ( 323 ) , A/ Commit and Push ( R H#iX ) BB EE X,

B RD B AEEE SaaS 1T

WREWALEED R NBNUEFALFZRERE SaaS NARRF , BAILIEE SaaS MEBRENH |,
HE SD-WAN SKEEMMXER , SRR SaaS NARFHIEE, HNBEIERNETRRER , 7
F SD-WAN 2 X B K iR A9 6 B8 R B E = BB W 175 17] (DIA) 8838 LR SaaS MR , NARNARF A
=38

MBI S5 KRR SaaS MARFH DIA SRS TR EREE , NERRFRIT - MRES REE
XHHRRFAEFMRFBEER DIA 88, B4R DA &R EHNATL2ETLTRET —1 DIA &5,

STEP 1| R E&H SD-WAN EBE,
1. &% SD-WAN .
2. IXERATF SD-WAN B Panorama FlBfs X &,
3. 70 SD-WAN 1% % 2| Panoramao
4. ( ) BB SD-WAN HA &%,
5. B2 VPN £,

STEP 2 | B #5E84R 10 Xt SaaS MATEFF DIA S # 1T 54,

FIEW DIA SR OIE S MERIRIC | BURIEEEIRE RN T SaaS B AR DIA & ARE#/ SD-
WAN B#21RE,

Besk , BOETFT AR 24 DIA SRR 012 — MERIRID , UNERESH —MERS. IS DIA R0
—MEBRMICATEEHEER CARETR , ARFHANBESNMER BT RLE,

STEP 3| Fi (& SD-WAN #2 O e & 34 BAE UERY ISP M HE 18 7E DIA 8 RAVERE, 7P AiE
IR EERR AR | FOEREEIRARIC LB E SD-WAN 2 OB & X458 A R 858K
MREOIET SMNERIRIE |, BTN TN ERIRICEE SD-WAN O &K E X #,
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MRBIF S DIA $EB 0 B E —MERARCOIR TR |, EEZERIFICSF SD-WAN E#OBREX
g BN A B 6EER BRI AR DIA 88380,

STEP 4 | R SaaS RLAATEFF DIA 88 R HLE V)32 AR MO,
[ﬁ DIA 8588 09 PR A Y38 LUK M 3 O 4012 Layer3,

STEP 5| FE & SD-WAN FE #1320 ¥ SaaS R ATRF DIA 8RN EYMEBUAMBEOESK —MEOH,

By AR S @ I SD-WAN Bl NS SD-WAN 2R HZ DIA &, SD-WAN KRS N A &Y
SD-WAN BEZZETRAMARES ABEEXHARNREFANKBURBEZTRABLREZEFERAN
R RIRFF

STEP 6 | BIZHERERENHFARELER. M MBESERHEMBRMYE , SUSED B K& A
RI3#E| T~ — DIA 8835,

STEP 7| B SaaS Fi 2 E X/ AR E B SaaS NARFM DIA §55% 2 B E AR,

STEP 8 | SIEME D AL E XA A EBIZ TR BRI ER TR E D 2 Bh K& E DIA 8555 /9 IR
FFo

STEP 9| Bii& SD-WAN FEEHLN LAEE SaaS B AR FMERZITIRORIESR , HEERS XIE ) K@ SaasS
BMARFREEFEIAERNT N,

% Application ( RIFIRRF ) IR H , 2K SaaS N ARFHINE SD-WAN HE:H
g WA, BUAR SaaS W BN A A TR SaaS NARRF.

B - AN 2B KIEEIE — SaaS R ATREF B FRHY SaaS 1R EE
OB KGR %

MBIEHELRED T AEN BRI SaaS MARER | B A& E AT MM IERE DIA 8858 |, M a] LU
PR IERBANNERBRIR TR, LEHPE SaaS NARFHN EEERE,
MBS SaaS MARF DIA RN ERERRE , By X ABEETHANER DIA 855 | NZEEKRTR
BB T —ANROBAELARTAREFTAE. BEDAHER ENIELETASTHREF O ALE,
Bl | RIZREH D M B OB RIENFE—NMXE , HEHABRE/BEAR IP 58 SaaS MARF, Ea i@
EoXMBPOARE EERERBN SaaS REEE XM , FH OB AIEEEBNED X AIES SaasS MAR
FRERELEE DIAMBNERTRAYHRERE , MNMED XM AES SaaS MARF 2 BR B IEE DIA &
BET BB EEB IR OB AIE, XAREEN SaasS NARFAREENRE , Fam a1yt
SaaS NARFURENE  FRTERMERTERE,
STEP 1| & B &M SD-WAN =2,

1. &% SD-WAN .

2. iIRERT SD-WAN B Panorama FIf5 A3,

3. 7N SD-WAN 1% % %l Panoramas

4. ( ) BLi& SD-WAN HA &%,

5. 62 VPN £5,

STEP 2 | B 28558 4R 10 Xt SaaS MATEFF DIA $# 1T 54,

FIEW DIA SRR 0IZ S MERARIC | URIEEEIRE RN T SaaS M AR DIA &M AR E#/ SD-
WAN E#2iRE,
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Beoh | BET N 24 DIA SE38 0022 —NERIRIE |, SUSSERRES R —MER S,

STEP 3| EEiE SD-WAN $ O FL B XA BUE UIRHY ISP E MV FEH 185 DIA SERREVEEE, 2 XFh A%
EREER AR | FERERARIC UIEE SD-WAN 2 OE & S & A R 8B
MREBIET S MERFIE , BEXRH T MERITICEE SD-WAN BEOEEXH.

MRBELFZA DIA 885 B E —MERIRICOIR T RS |, IBEZERIFICST SD-WAN EOBEX
R B R A BISERE BRI PR DIA 8838,

STEP 4 | A8/ SaaS M AR DIA 88 ELE Y ELLAMED,
[ﬁ DIA 85I FT B YIB A KA MIZEO XM E Layer3,

STEP 5| ELi& SD-WAN EE #1320 F SaaS M ATRRF DIA 8B WM EYMEBUAMBEOESK —MEOA,

Bh AR S @ SD-WAN E#lE N5 SD-WAN FE2RHZ DIA &, SD-WAN FESH N & &Y
SD-WAN BEZETRAMARES A BEXHARNREFANKEBURBEZTRABLREZEERAN
R R T

STEP 6 | AL 2B X ECIR R A K SaaS ERE X4,
MIE RO D KB IE LB ERANEE M SaaS MEBEE XM , SUR IO A3 A ER AELE
B, TUX-BFNEHEFERERZRZET VR SaaS REEREX#. RE , BUNETRREN
REARCIRHNEEMN SaaS REBRE XM , HHEEEXEEN P OMD X E,
1. %3 Object ( X% ) > SD-WAN Link Management ( SD-WAN £ & ) > SaaS Quality
Profile ( SaaS REEEXH ) , RAEMNERA TR EFIER Shared (HE )
2. Add (&Rhn ) —/NETHY SaaS FTEE E X4
3. 9 SaaS FEE & X 44 AR MY Name ( B ) »
4. B (A% ) Shared ( £Z ) AIEAMERZERE SaaS REE B X #4.

RATIX— 25 |, FBEME SaaS MEBREXHXZHN D XM OB K IEFIBEN B REHTH,
5. BA ( @ik ) Disable override ( ZAZ& % ) JEAR P A IEEHABE X SaaS REREXHEE.
6. AT HEZ —BLE SaaS M2 ER,

7 SaaS NAEFEERAS IP ik,

o REA SaaS R ARFRE— SaaS REREX#H., MR SaaS NARFEZN
g Pl EANE SaaS NABRFEEER S S IP ity SaaS REGEX .

1. %32 IP Address/Object ( IP thit /35 ) > Static IP Address ( 87 IP tbait ) 3 Add (&
) —ANIP sk,

WA SaaS MATERFHY IP sk, SR — BB T Ko

i A Probe Interval ( #{RMEIRE ) , 2 XA IBZRLILERIRN SaaS NARFRE , U T#HE
TRREE.

BEHOK(HE ) REENEEE N,

SaaS N AEFEETLRESE (FQDN).

A SaaS RIATREFELE FQDN 33 5o

1%£$F IP Address/Object ( IP #itit/Xf 5 ) > FQDN 3 Add ( %0 ) FQDN,

7 SaaS Ri AR Fi%E FQDN ik X R,

i A Probe Interval ( #RMEIRG ) , 2Py X IBZRLLEIRIRN SaaS NAEFEE , LT #Hiz
TRRER.

5. B OK (HE ) RELANEEE R,

w N

PO oS
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A SaaS MAEFBIE URL.

t\‘ {UBE O 80, 443, 8080, 8081 #1 143 M E X URL 512,

1. % HTTP/HTTPS,

2. %A SaaS B2 FH) Monitored URL ( Z 412 URL )

3. X Probe Interval ( #FMEFE ) , 2 XBh K IFZBULEIFRZFRN SaaS RARFEE , T #iz
TRREE,

4. B#H OK (HE ) RELENEEE X,

STEP 7| GEME D R B E X/ AE SRS TR BTN TEESD X K 5EM DIA 8383 E VPN
BERR , BRI /OB KIERIIRFF o

STEP 8| ELiE SD-WAN ZEEHL BAETE SaaS M AR MEERZITIRRIENR | HHEERS K3 N KR Saas
BMARFREIEFEEIAERNT N,

o 1£ Application ( B ATRER ) I , FFEIEM SaaS NAREFHFINE SD-WAN KEEH
Apgh W, BABAR SaaS KRR BN TAIER SaaS RAEF.

B AN =B KIEEIT[E SaaS R ATEF B FrHY SaaS W51 E
RO KIS R R

MBEEHARES P AXIBNERA SaaS NARF , B9 X AIBEE RGN ES DIA §835% , AT LUF
PP BERENBEERBRZIEFR , UERIBETE SaaS RARERF BARH SaaS REFE X4 k4EH E
SaaS B AR IEREERE,
MR SaaS MARERF DIA #EBNEFISRRE , B2 AESETHNIES DIA 885 |, NiZ8ERNR
BB T —NROBRIELRATRETF ST, BR DA #K ENIELBERSIRE /OB A,
Blan |, RIZEN D IR APOB KIEN T ZER/#EXNMENN , HiFERHBBERME (W0 GCP ) B/ Saas
CRARRF., B LBEERO A , UED P AR SaaS NARF Z BB IEE DIA 858 AT 75 2 =
B, At , AAESXMPOBALE FEBEEMN SaaS REER B , LED XM AEEREBESE DIA 8
BT AR SREL B OB KRR B E R, TEROB AR EELEM SaaS RERE X 48R E RO RITHN
AOMNE , MAAECHKRENABERER, XAFRERTEEEENBELBER , B 4P £mAmET
i SaaS N AR EEEE R ERMSE T RFHE,

STEP 1| i&E&HY SD-WAN EE,

1. &% SD-WAN E#,

% iE AT SD-WAN # Panorama FlBs A 1%,

i SD-WAN &% Z| Panorama,

( ) Bt B SD-WAN HA &%,

B2 VPN £,

STEP 2 | B2 5 E4R 10 Xt SaaS MATEFF DIA SR # 1T 54,

NIGH DIA 853502 = MERKARIE , BURBEERXE NE SaaS MARF DIA #£3% S1 AT E# SD-
WAN ¥R B,

Besk , BOETT AR 24 DIA SR8 02 —MERRFRID | SUNERES B —MER S,

STEP 3| ELiE SD-WAN # O fLE A UE R ISP EZMASIEHIETE DIA S5RIEE., 2 XPhNIE
EREERR VMR | HIEBREERRARIC LB E SD-WAN 2 OB & X438 ARV 458 .

DA
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MRIEHIET SNEBARE | BTN B AR ICEE SD-WAN E#OEEX .

MRBIFZA DIA B85 B R —MERIRICOIR TR E | IBEZERIFICSF SD-WAN EOBREX
iz B R A B 5ERE BAYFT A DIA 8888,

STEP 4| B SaaS MATREFF DIA S8R E V=R UL AME O,

[z DIA 5B EYWEULAMEOMLMAE Layer3,

STEP5 | Fi 8

SD-WAN FE#L#E O FF SaaS MATERF DIA SN EYELUANEOESRK —NMEOYSH,

Bh AR A EEEN I SD-WAN E#lE N5 SD-WAN FE2RB A Z DIA V&, SD-WAN FKEEHN &Y
SD-WAN BEZBZTIRANARES REEXHARABNREFANKREBURBREEZTRNEBCREZEFERAN
BRI .

STEP 6 | AR ZBr K& B2 E B /Y SaaS MEE E X H,

RO XK E EEERANE R H SaaS FIEEE X4 , LU /OB K& R E& R il fE i
B. QBRFAIEEBISETERE AR Saas MARRF I Saas REREXH | HETMNER
ELBHN PO 2P Ko

1.

Ao bN

1% Object ( 3% ) > SD-WAN Link Management ( SD-WAN $£38&# ) > SaaS Quality
Profile (SaaS MEmMEXH ) , AGMNRFATHUREREFETED I AENBREEZH,
Add ( %0 ) —NETEY SaaS JFI;EEEXCFFO

N SaaS MEBEXHiH AERMY Name ( B ) -

B R ( A% ) Disable override ( £ % ) AIE A M K IEREAE S SaaS REREXHEE.
AT AHZZ—BE SaaS MEER,

+ HSaaS NARFEEESEDS IP #bil,

RE SaaS NARFEE—/ SaaS FEREXH. R SaaS NARFESZD
ipg P il ENiX SaaS NARFEESERZMEA IP #utf SaaS FEEEX .

1. %$% IP Address/Object ( IP #i1it /35 ) > Static IP Address ( 7S IP #uiit ) 3 Add ( &
o) —ANIP ik,

A SaaS MARRFH IP #hit | kT —PEEHN U R,

ﬁﬁ Pr{obée Interval ( FRMEIFE ) , 2 XBHAIBIRBLLEIFRIRN SaaS BIARFEE , LT iz
TRREE.

BHOK(HE ) RELENEEEN.

SaaS NARRFEREZT2MREFSE (FQDN),

A SaaS MARFBOLE FQDN ik X KR,
1%$% IP Address/Object ( IP #z3it/31% ) > FQDN 3 Add ( 740 ) FQDN,
A SaaS MATRREFIEEF FQDN bt X R,
ﬁﬁ Pr{obe Interval ( FRMEIRE ) , 2 XX IRBULEIEHN SaaS MARFEE , LTz
TRREER,
5 BH OK (HE ) RELANEEE N,
« F SaaS NAREFEE URL,

w N

.-'>.°°!\>!—‘ o P

Z\‘ VB3I O 80, 443, 8080, 8081 #1 143 W& X URL 512,

1. %#¥ HTTP/HTTPS.
2. # A SaaS M FAFEF#Y Monitored URL ( ¥ ## URL )
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3. %A Probe Interval ( FMEIR ) , 7P AEIZRBUEFETRN SaaS BARFERE , AT #HiE
TRRER.
4. BHOK (HE ) RFEENEEE X,
6. i%£$E Object ( XIH| ) > SD-WAN Link Management ( SD-WAN ££3£ &2 ) > SaaS Quality
Profile ( SaaS MEHREXH ) , RAEMERATHNEEPERTEFR O AIENBEIMEZ4E,
7. BEESR 628 65, AUTFEBEFH SaaS RARFOIER AW SaaS MERHE X4,

BPRATE—F , TRELHH O KEFTRNRZATDEZRB R SaaS REEBE X

STEP 7 | SIERE D AL E XA A ESERIE TR BLAVE R THEE D X K EM DIA $858 3R 2| VPN
BERR |, BEIAPOB KIEAV IR

STEP 8| Eii& SD-WAN FHESHLN BAEE SaaS M AR F MRS ITIRRESR , FHEER KB KX E SaasS
VN E SRR brid e = Prig-cF:d: N o

£ Application ( NFARRF ) &I , FiEEH SaaS B ARFRIMNE SD-WAN KEEM
g WA, B SaaS W BN A TR SaaS NARF.
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SD-WAN R 2 7 & B & 4

£ SD-WAN #H#tERF | AR NZIMNNARFREFERBETE. MEMBEBRENR , AEER

—NEBRE  BREEANENHULSIBENARFREREME, BEESNISPHBUUTRRERE , B
RRRA, MRER BEREZRAFNNEZRINRE , MFBRBERATE-VATH ; B , MBFBEFRARK
5':_*9\0

EXMUREREIERE |, B AEERAR SD-WAN KM 5| A TREEMMAIERESERARD RBEE
ENRAREFRERE LY AN SRS EFNRENRED R EX 4.

HWES SD-WAN REEHMN TR N AR FRRSMERNRED KA E

Best Available Path ( &{ETARKE ) — EFRITAE , BATMARFFEA D TUNNE AR , EE
WhH*E, BAEEABREREERIARE  HEEBIE TIRPERFICHERZ— , NTIAAR
RUSENNARFER,

Top-Down Priority ( B LTI FE%R ) — MREBRAEN IR EBSEERAERENER N Z DK ,
BEABLMTRERS L, FEEXLEERNIRICE TEE XM P EBRICIIRNER — L. P&
BAFEAIRPHEE - NEBRICHEQEABRREFEANERURRNTHRELEBHNER, NWREE
BEREREXH , HFEE - NWEBRICPHNERBTERK , BhAETMNIIRPHESR L _WERRIEH
R, MEHBE_MERTIEFNEREBTEE , URESESERTHIRE K BEEBAX
BEZR—MNEBRICHREEHNER, MRMAEXKERTINR K BXEERFAZTREREER ,
MR IEEARETABRRAZERATEARENER, FHTHEZRRN , BhABXABLMT
MERSE , NEBRICIIRPRERFESHIS , UERNITHEEBHER,

Weighted Session Distribution ( X &iE 5 % ) — REEF iz SH N CE A FEE ISP F1 WAN
g, BALTHEMBBER THRITHEERN |, TLUERKAZE, BN ENARXQIERSE DT,
FHIEEERAT. L FERXAEMBRREHTOENEOFMRRNRIE, BIEERBERBEL
EEREEHBITICHNER Lo XAl  EESPESEBSLENERALLENE L. BE , B
RIBLUHERNAREARRERE. NTHERTFHR , BEEEAEHRTRAE (fin, KNS XEH
MRt ) WRIARE , BaBLERLE S E.

LUK an4ar

£ MR HIMRER |, BN TEREEE @S TR 6.

WMRBRZZTRRHISE | BT LURIEE SD-WAN REAN P AN ARFEENRES K57E , UREE
PR FRVEERRARICHEM NIBRE QAR —MRE (BUTHRRERYE ) |, URMMERE TR :

B £ T LER RETABEE MREFED K

BREEITIRR

NEBRELNSESRERE

REMH L EREERBE

ZEMHNEHERBE

ZEMERRITHER

RERETTE (HBeT | EFMERE (W08F) FHNRBEE (WR) ®

Z)

BEMTHRETAER | SEWRAELEEEIELE  SIEEXFEEAERE  SEMFEBRRTHER

BiRE : NERENEK | #iRE B, TERRE %

(R#)

BEMTHRETAEE | FALESHELTEEEIL  SEENAERERE:  SHEMLBFEBARRNTHER

BiRE : WARELER | #IRE Bl , FRASELEEREER B

TETRARE SRR

DAREEXA (L) MEXESRERBIS | MEXEOHEEBIT | AEXESREMMRE
KPPV T—NEE — N ERERE HEEHB I A MRS
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B FLER

KA B fE T AERE

XA

EARE

o

MR&ED K
KA ETARE

SN AR EERNMERRICHNEONRA LEFPITREARHRE, ERXERZOZXIRA Mbps /5 , R

XEEOBREHFNETRRER , SEFRE

BEBTIRR

B FLER

e~ — AN
MET]

REE T AR

R EREE T EEEIRCHED,

2R ERERM SD-

WAN #5ig

£ SD-WAN #Ri2HY 65 E8

EFPEHRELERE

1 SD-WAN #RicHhET

REBRERESERH

MREED K

ET2HE L4 SD-WAN #5

EHNETTHAZE
SD-WAN #712

ZMERAEB TR SD-
WAN #Rig

BEHESE—1 SD-WAN
PriC B E &
TR ERHAZRER

o

MFE SD-WAN #xi2
B ETRERERAES
ERR

E T 2B % SD-WAN #7
EHNERTHAZE
SD-WAN #712

TERTHEREAE LM TREERAEZNRED REEXH RO, SERRICIAF #1, #2 M #3 RELE
MBI REFNER , N\MTERNARFSELERBNIRF. ¥ THIANE
MNEMHBELRBENS  BASBRAE LM TRER , MNEBRIRICIIRTT .

B, BB ITRE ,

Internet
Hub sm[:.!l:N.z
VPN i
SDWAN.1
Cable Fiber
Modem Service

Cheap Broadband

#1

Hub

VPN
SDWAN.1

1 $$$

MPLS

HQ Backhaul
H#2

Internet

DIA
Hub sowan.

i i

SDWAN.1

5G LTE

Backup

1. BB EMTRERROIF , RKBEDXHN , HEAEEBEMARE (HlE0 , ofice365-enterprise-

access ) WEIE T L EIARR N &,

Br XS GEFIBR A R RIATE B IR AR HIZON T — PN RR, ZAHEOR
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£ 7 sdwan.1 9 SD-WAN E#UIZORRE, R2XBEAN A THES. BE , ZESEATEEDR LB
XiE# SD-WAN FEEHLN ( &7 Office365 to Hub1 ) BH{TPCEL, B AEAER SD-WAN SEREH I 49 B8 42
REREXH. REFAEENXMH. URIEE 4N ERRICRBAEEM sdwan.l PEANZEORKR
(BE8% ) . REDAMEXHRLIFFIE T ZNERIRE : #1 , EER® ; #2 , HQERE ; #3 , &7
(BLIRFF 2R XA TRERER , URBITRTHERB RN EERIRICHIRF ) o

2. BEFEREEHEE (SREREREXHEER ) , HABSEFHRESS RIRED LB EXHTIERF
W —NERINCH YRR — EBERW. B8 sdwan.l EFAMKAED (FNEEDR ) : B24F
IR AES VPN BB M KT RS VPN BBE, A E ABL BRI AER TR K REERCRIINE —
ANEREER , fltn |, B4EHIR AR,

3. MRFE—FERTHR (LA FAFRERN ) TREBMWEER  PHAENERE_EER R ( XTR
£)o

4. MRF_FEETHHER (KTRS ) LRTERHOEER |, BHAERERT #2 $EIR1CH HQ BIFREEEE,
X2ERE—FOHRER MPLS 858,

5. IR MPLS 88T RSB MNEERE | BHAETERT #3 NWERFICR R, XREQR—FOLERN
5G LTE $3%.

6. MRFIIERERTTURTHEERBNSEBER  SEASRETRAA EERE —MEE,

7. FFERITHOBERZN  BhABRAB LM FEERFE , NERRIEIRPEERFZSNTS , U
BERITHEE B,

t0id , SD-WAN RED XA RBEEREBNEES R — LBRINBAUEFANATEFTHEITR.

—

oo DIA Virtual Interface
oo Ethernet Interfaces

Branch Office

DU Egress interface is identified
from Layer 3 route table
lookup

Packet Flow Overview
1. Session lookup IPSec Interfaces ]
2. Session setup
Forwarding lookup -
NAT policy lookup
Security policy lookup
3. Content Inspection
4. = SD-WAN logic applied
5. Transmit Packet

BEEARAFHAFEEWTAR

1. —BRABFAFEIERAE  BAEARTSEER , MAERKSERIELE , ERFAE,
2. MIREFEAILERE :
1. BEEER —BAEESERE SERHRIE 2 EEABEESRREOXE, HOFEOMELR
. NTFEHE SD-WAN FrEANK M AR , BhAESER SD-WAN EREO RS HO#EO,
2. NAT FEBER — R ASFETE NATHN |, BIRBRITES —MNERER , LMAERL (KBREN ) &
AEOMXE,
3. RERMER — NRLZLEBANATRE , WEELFERPUENLRELTE, BE , BHAEER
App-ID™ F User-ID™ 4T EH b 53,
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5.

. Wﬁ*“ﬁ B RERBEEZNBRABNIRKRTRABER (IPS BrRREMF [RERT] . Bm

. URL f&%. WildFire' Z ) o
ERE/HONBRTRERE , HEABIES. EIKE , 24T SD-WAN BEEEE,

1. BREEEEATE —ABERAAOROBERRE ; FITIRA, RIEDLRER.

2. —BERNARFIE SD-WAN KEMN , B oiiT SD-WAN BEER ; RERNEREXHHERER
% RED REEXHEERRERES EURIERNERBEENINF,

3. RIFPFE , 97 IPSec/SSL-VPN BRE M.

4. BREEHONYE — NA QoS Y, DSCPEEM IP 7K (MFEE) .

REBEE — BB ERN H O EORRBIES,

W , BITUEBERAREFEAiLE SD-WAN BEEFEZE.

Secure SD-WAN'’s Path Selection Logic

Public Internet
| EE \ DIA Virtual Interface_/’—'
Ethernet Interfaces ---

) d Internet/SaaS
Branch Office X P
(]

—_—
Application - Private Network [Toool...
Thresholds i e > o|ooo|o:
: - O|ooo|0;
VPN Virtual Interface il o |

IPSec Interfaces
Headquarters
Path’s latencyl/jitter/packet loss

SD-WAN Traffic Steering
+ Session Load Distribution
« Path Quality Profile
 Traffic Distribution Profile

Top Down Priority

l ISP 1 - Broadband ——jm-
ISP 2 - ADSL

ISP 3 - MPLS

PBrRIEERATANSEREHRK ; BE , BFABRECES 3 Za180 B4R IP it , BE SD-WAN
HOE#LED, ?&E@TME?&J&)\’A*‘Z Internet , i ATLUEE 24K VPN $£381R [E] JEFIL,\

By K IE@EEAE VPN B8 EITETRARERKEZEENEE, 81 DA BEHE—MNATFYREZEZTRR
{EE8.H VPN B&33E,

. SD-WAN KEEMN PR N ARFSHREREBEEXHEXREK , HAESNBENEER, AHNBEIE

%m§ﬁ$ﬁﬁﬁlﬁﬁﬁ?fttﬁo
BRFER, HHFIBIBEEEREXTRENER,
I‘JF‘EJ= SD-WAN BRI ORI A SRR ERRED REEXHR A ENBEMLER (HF ) 2
#B, SD-WAN EE#RICH ISP RFAESE—E , AR , ERES KBEXHF , XEFRICHIRFERRE
R BRER TR T
Elﬁigtﬂ BEREREXHN AESAREXHHERBREREANT —M&ERE , A5, BHAEMILE
IJII:EO
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-y~ — AN
’@'J EDILEET] ZV_\@E Ejl'ﬁ:
BIEEH SD-WAN BEit&l , B UE T EFE SD-WAN KA N 5 B B F A T2 E gk fkE
BEEBONAER , SIBFFEENSD-WAN RE D XL & L,
STEP 1| & 5%l Panorama Web M,
STEP 2 | BBREE SD-WAN OB E X HHPERERIRICHERE | HRESMHIZX LIRS, SR

FRICHEIX BB PO D X , 8 Panorama™ BEE A Th T LR B 20 K it B S 4 HR 45 E Y 85 R AR
ic& SD-WAN # O & B X < Bk,

STEP 3| 142 Device Group ( &4 ) -

STEP 4| gIEBRE D RECE X .

1. i%# Objects ( &K ) > SD-WAN Link Management ( SD-WAN £ & ) > Traffic Distribution
Profile ( REX KEEXH ) .
2. ¥#&Name ( B ) ( RZFEALANFREFTFHMK ) Add (5N ) RESD KEENX 4.

Traffic Distribution Profile @

Name | Primary-Secondary

[ BreadBand2

3. MRBBEMBRFA (BEPONDTX ) PEALRED REEX# , 15 R%EF Shared ( £EF ) .
4. ER-TRED R E , HREFMOEARL 5 E A T B E XA R PRI

Best Available Path ( &{ETTAKE ) —Add (10 ) —NHZ 4 Link Tags ( #4518 ) » B
EaxikiE , £ App-ID NBEEHPNARFIEZH , BHAEREFCIIFERRCHFESR
EBRITRRERNER, BAENMANAREFE , ANEEFRANBRRZTRL (BRRE ) 58
—MNERRIDFHE—NRR (ED) HETRRETHR, NRFERERNETRRER , ©F
REFMERERE ; BN , BAESBERERER. HABEENTE , BERERFICPIERENIT
AR, BRAREREHARERESRIEERN , FECEKENEER,

N —BHERTER , BEXAABEEBE T —MRERER , BAETEHRS 1000 MaiF
MTERERTIBET —MRERR, Hlwn, 87 tunnel.901 & 3000 MN&iE ; H
f 2000 N4 iEE SD-WAN SKEEHN A TE , 54 1000 N&iEE SD-WAN FEg
AN B TE ( MAARNEARRE D KB E X4 EEES Best Path Available ( &
FA AR ) ). MR tunnel.901 FEK , MFE 3 5 #HAYATEIFIX 3000 M&iE
MTFERERTIBET — M RERR.
Top Down Priority ( B LM F{E5%E4HK ) —Add ( Ft0 ) — N2 Link Tags ( 88884718 ) o BAK
EEARE SR NE B L T8 Link Tags ( 88884710 ) IRFHE LR ZHNF LTS K BEK, B
AERERBEATHREEXHNE—MFE , HREFAIRICHER  RAREREINIEGEN
F—MNER (PTETHANNWERRERE ) . MREHABRMNEBFIEFRIEGKER, &
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KREFEAT —MERRICHERER. NRBIEERESTMEERRCPHNREBENARKIEGENE
& , & F Best Available Path ( RETHER ) HiZ. EBRNE-MNERNBERRER , EEBE
HWEREFNHEP I RERERE , —BBY , hAEFERINERIFICTREIITS , ERHHNEERE
Weighted Session Distribution ( X &E 5 & ) — Add ( Fi0 ) — N2 Link Tags ( 4E8%
FRid ) , REW AL Link Tag ( 85884712 ) B9 Weight ( 10X ) B2tk , EMNE D LLEFHA
100%. PFAEEHEBEBIEZRRTEEARS KX , EEXFHEAE . NRERKZHES
MNER  BWAESFEABRKREAEEZLS K , EEXRFBRETRRIER , AR, §oEoXEXK
KREIPRBIRY AR A .

» MRSNYEEORAARORIE , M KBEXEREAZRAFETRERESE. 07
FIABRESRREIETRR (BBERE ) HE , BABEMEREARESTRASITE
EWREE. NMRAFESBCXE AN SD-WAN | By KA RS ReARHEE
B RIE .

MRHBIFESHEEHET SD-WAN ELED | BRI XiEARBEMKSE SD-WAN REERE D
L ABEEXHRIATENTIARE  WHAERNEARETRABREL ZREXREE
B, BABREEERXNZANAND XS SD-WAN KEEHL N T T E 89 £ S A=
RiF. RELAN , 2FEURKFERFEREIRER BT R, ERES REEX
HTRo

o MREHLEEFPHNED RFCELFNAR |, BRI 2EANRL D A TEES
g TESMREIETE M IR 18 TR SRR .

5. ( ) EEBRARICIR NS RJG , £/ Move Up ( £ ) = Move Down ( T8 ) ik ERIRPH
FRBIRE |, DA R SEA8 A K S 5 65 5% T UL e B ST #F BA K SD-WAN SRBEHL I AR ik &7 A 72 = B9 Il
Fo

6. BHOK(H/E) .

STEP 5| Commit ( 3% ) , A5 Commit and Push ( X H#i% ) BHNEEBE N,

STEP 6 | Commit ( 13X ) Bl
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Bl 22 4 5 Fc 1E S AF

HRRYE (FEC) R—MAEBANBELR LY ERERFEAMERNGZE , NMETETEEREMNERLT
REHETEME, FEC N TXRFESERAIMAHBNNAZFERE , MFH. VolP MUKW, B

FEC , #IBr KRBT BB R E FD[RRAZNARFRFHNFBREVRRE ERXRRRIFHHED, &
SERERT SD-WAN BIEHEEB TS —REER TCP EMRAEBEESNER. BT UDP FLEFHEH
#iEE , FEC R A UBYIRE E KRR HE KA B) UDP NAEF.

SD-WAN FEC X#ER R ML 2 X Mp OB K%, FEC Ml RBB|BEMTHRRMITRAE | ##
BRAEFERIVERELXZIENCH , BEZSEFRZELRREZRIINHRIE,

SD-WAN X B EQESFENUBENERTE. BEBESRNABRFREN-—ITBETLEFHIE -,
BE. HEEEEL FECEEESMNHR , MAATHEFNEEITDERENXBNAERF.

O SEECHRAXBRENFNIAKCNARFTERFIFTE FEC IBFETEE, UF FEC IR
g SEENATEER@TEMNIGNNAER ; &0 , 2SBABHFNNTREN CPU F4
MALHEREMEFL, MR SD-WAN yRIZEZHHE , N FEC MKFETEE MR B,

FEC MEIFEBEE IHAEESR Panorama 11T PAN-0S 10.0.2 E SRA. SD-WAN &4 2.0 S5 PAN-OS
RARANESRA, HBEMAIEEEAUIFIZIT PAN-OS 10.0.2 RESRA&, MNE -9 ZHHBISITH
HERA L ERORAIR , BBATE FEC IR EERAMNRENEIZS N IE LBER,

SD-WAN HME R OEHEAIERPEE. £ DIAER EFRNMER FECEBBEEEE e MUATS X
MOz EH VPN BRIE 858

EERERLERE FECHBBETEE (B3 FECRBETEEN—M ) , FHEA Panorama :

B2 — M8 Eligible for Error Correction Profile interface selection ( 4458 B X 32 O MY ER &

) B9 SD-WAN E#ORENH , A ZEEXHNAT -1 RS MEO,

Bl - N EEE XA REI FEC SIBEEES.

FYUEBEXHRAT SD-WAN REAN |, FEEZANEANNARRF.

TEEHEZRESE, (FAEHR BRI FEEFECRBETEENHBERE ; AERBREIUE
fREEE EMALHEIRIARE A, )

) FEC MIHEREEFF 1,340 FHH MTU, KTZRENBESHFI2ET FEC SIRFEZE

STEP 1| & %% Panorama Web £H,

STEP 2 | fiti& SD-WAN # OB E X4 |, TE kAL % #E Eligible for Error Correction Profile interface
selection ( U4EAELE XA OMIEZREZM ) , URRHAIBITLAEZFERAED ( A SD-WAN
BEOREXHths ) #1THUE. ETRERIAN EERBUR T HELE X HIEFER Link
Type ( #EB83EH ),

N i | A LAEEE L EUEE F Eligible for Error Correction Profile interface
L selection ( YEEEXHFZOMNEREZY ) , A ZEEXHRATHREH 5G LTE 4
B, UENFEZER LHITRRNUE.
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SD-WAN Interface Profile @

Failback Hold Time (seconds) | 120

STEP 3| ELiE SD-WAN #J32 LA A M O HF 61228 SD-WAN ZEOEEXHRAFAARNED,
STEP 4| 4 FEC IBIE T E & Sl B2 458 & U,

1.

2.

3.

1% Objects ( IR ) > SD-WAN Link Management ( SD-WAN ££3£ &% ) > Error Correction
Profile ( 8B EEXH ) -

Add (A0 ) UEBEXH , HEARS 3L NFEEFFHWHEARY Name ( BF5 ) ; 6l

m , EC_VOIP,

A)i% Shared ( HE ) I RFYUETREXHA T Panorama LWFTEIREA , UREHIELEENZEL
REFRLRD X LB MNEURS

) Panorama A 5| AP X IEEBRITPHRZENUERE N , ARIINEBRIFHIET
DXMHP L, MR Panorama FES| AU EEEXH , MR KK,

$ETE Activate when packet loss exceeds (%) ( ZIEZEXRBT (%) FEE ) RE — —BHFEIEX
Bt E S, Wai A A S5 ELE ST SD-WAN SRESH I A B B A9 S A2 5 80E FEC SR
TEE. TEHN1E99; RiAHh 2
1%$% Forward Error Correction ( # & 444 ) 5 Packet Duplication ( B2 EE ) HER Y SD-WAN
REEHLN S| Atk SD-WAN #EOEE 4P AEFERNUESE  RANERYUE., IREEHE
DEE , SD-WAN FiEFE—MEOXRREEENHES, ( SD-WAN EFEEE L —H 5 A Eligible
for Error Correction Profile interface selection ( 4|45 EE X HHEOMEREZM ) REMNEOZ— )
( ) 1%$% Packet Loss Correction Ratio ( BB EXRMIER ) : 10% (20:2), 20%
(20:4), 30% (20:6). 40% (20:8) = 50% (20:10) — FERB M EHTFEZTHLEER | BRIAN 10% (20:2).
RIEPXIE (REEE ) RENFERRAUSHESHLERES |, BB AE (#EF ) BERRESE
ANBIEHRES, B2, LIS  FEENARBRESZ , Qb , 2FEESNTRASE , XA
NUBENRNE L. FBRERERATRBB EEAHRE, flW , MER OB AIETERRENR
50% , DB KIEFTBREENR 20% , M OBH KB 20% , 9 X BH KT 50%.
$§E Recovery Duration (ms) ( REFLE&ERTE ( BXK ) ) — BRI AE ( BBEHR ) CABKINS
BREABESIXNEXNBEIHTERESMEFMERNHZKEDE (SEEHR 1 £ 5,000 ; BRIAR
1,000 ) . BEAEIENAEHZEWENBESSL B, EREHE , #RJHTNEAEINBEIRN
THREAME. YMEFLENEZEHN , SBEHAMEFEREREED. EUUEREBIENUEEEX
1¢¢EE§’UK’%?%§NI‘EH , ZEENMHMEFENEELEEFESE, RESINMEFENERE
SEBEAEE,
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O MEABRINREFETEREFE , HBREXNEEMBESMEEBET ZHNHFTHR
g ( MEMSE),

Error Correction Profile G%E—D @
Mame | |
Shared
Activation Threshold (Packet Loss) | 2
o Forward Error Correction Packet Duplication
Packet Loss Correction Ratio | 10% (20:2) w
Recovery Duration (ms) | 1000
Cancel

8. BHOK(HWE ),

STEP 5| BLE SD-WAN ZFEHN , 5| RAEEHN /2 HY Error Correction Profile ( 4B EXH ) |
HEEZANEANXBNARR.

STEP 6 | EHIEL B FE X Commit ( 323 ) F Commit and Push ( X H#iX ) BRBEHFAEE (2%
) o
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BLE SD-WAN R B&H0|

SD-WAN FEEHMNIEENARFN/BRSURRED ABEXH , LEER XIBNMARIFTE TREL1E.
BREmEREMinE (W, FAMERXE, FMERIP i, URFEAFSE ) WEARESIERE®RE
&, SD-WAN FHEANZETEERFER, HINBREEELANENEERERE X H, —BBIHHP—A
RE , BHFREFANARFN/ SRS — R,

WS RE) SD-WAN 2T |, FHREH XD FO0IRE /) SD-WAN FBE | TEREFORE T HNRNREE
HARORERPIRR. 1A, AN LR MEBRRER | 2RETEBIE SD-WAN X | T REET D
FTRERAOKRLBFMEZRNEBTIME, Bk, FRE#HIZESI SRR (MIEPLIRE ) B9 SD-WAN R
B iMERE S XRE THANRNHRER R, Panorama™ EERESBRED LMo ZNEE , X TFHARHN
HE , 2ERFEANRERE , BREIATFI#EHEN SD-WAN & 8BS SD-WAN F4HAE L,

£ SD-WAN AN R | S AUERE Y , MEANEFSIRANBIBELEEEBDENIBERX
BRARFNAEAY4E FEC) SIBEREES.

1£ SD-WAN REEHLN A | & AT LAE EARLE Panorama H#E3X b M 918 % o
STEP 1| & %% Panorama Web £ H,

STEP 2 | 1% Policies ( % H& ) > SD-WAN , A5 M Device Group ( ®&4H ) L FX TR INKRFERE
ERIREA,

STEP 3| Add ( 710 ) SD-WAN ZREEH N,
STEP 4| £ General ( E# ) W+ L |, W AH N A R M Name ( BFF ) -

STEP 5| 7£ Source (R ) &I+ L , BLEREMANKRSE.
1. %N Source Zone ( JRX1H ) HikF Any (F1 ) RXE
2. Add ( A t0 ) —DNEZANEREMsE | B3 —A external dynamic list ( \Ez175%55% ) (EDL) , sik#
Any ( F1T ) FRitbdt,
3. Add (&N ) —ANRSBNRAF | HikF any (EA ) BAF,

STEP 6 | £ Destination ( B#5 ) iU+ L , Bl EREEANE B x5,
1. Add ( 70 ) Destination Zone ( B¥rXiH ) , ik Any (£ ) BRI,
2. Add (&tn) —NRZANBARuE , B3 EDL , %R Any (F{T ) Birttbit,

STEP 7| 7£ Application/Service ( NAREF/IRS ) T+~ L , 0 SD-WAN B EBRRENX4HIEE
NARFMRS

& PAN-OS 10.0.2 R¥#53%HE SaaS FRBMBE AN , BFRNLBAE. MRFGHLH
o AREIHS SDWAN ERANXE | NTEEE —EE LA L2 X

Blan | R SaaS EREXHE5 SD-WAN REFMNKE , NI ERFUEREXHEE
— SD-WAN ZREEHL I < ER o

1. %32 Path Quality ( ERRE ) Rt 2R EREER B L.

2. MRDZPHAEEFE SaaS BARFHEEERMTE (DIA) $58 , 1§1%£1% SaaS Quality
Profile ( SaaS REBE X ) SHolE— SaaS REBE . BRIARA None (£ ) (BEH ).

3. 1%#% Error Correction Profile ( /8B E X ) oI E L E R E 4 AR AU E (FEC) IBFEIES
BT 5 SD-WAN KEEHN TEH S AREF. BIAJ None (L) (BEZEA),

4. Add Applications ( AIMBARRF ) , RENIRPEERE IR INNARERF , kR Any (F
) NARF. ERENFFENARFHSRETEEPHEREREE B X4 HEENZTRTRE,
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NRBBFEEEET - INARFLEER , BZNARFEHBREREREXHHEF - METRIZRE
(#B , ZBIECSESHANFATE ) |, NEHXIRIERRE EERE.

o A0SR Gl 55 B A MY B RS RV R, MARIEE A A

P ynmag Adaptive ( BB ) R TH S2aS FERE Y45 SD-WAN ZHXE &5
B ZHNSE SaaS NAERF. XIEH SD-WAN KEANMFMENAEFFERAEE
Ml RE S & 0m SD-WAN By K 59 RE,

MERNF SaaS MEEEXFE5EN SaaS RARFXE , i5fF SaaS MARFRME
SD-WAN # |, LABs{R SaaS KRR ENMAFFIEN SaaS NARERF.

5. Add Services ( AIRS ) , AEMNIIRPER —NHZ MRS , kR Any (F1T ) RS, BikF
MRS HBERTEETFNRERERBEXHHEENETRRRE, WRBESSHF—IMNRS
EEE , BEZRSBHBRERERBEXHTPEF—NETRRRE (HE , ZBEESEEHEANRHEET
B ) , MUBHAKSEIEZRHN EIEER,

O A0SR Gl 55 AR S5 XY B R S RV AR SS |, ARIERE AT A o

1\
SD-WAN Rule ®
Source Destination Application/Service Fath Selectior Target
Path Quality Profile | file-sharing s
SaaS Quality Profile | None (disabled) W
Error Correction Profile | None (disabled)
D Any application-default e
[ | APPLICATIONS ~ [ | servicE ~
r
r
| | E,‘ confluence-sharing
@ Add () Add

STEP 8| £ Path Selection ( B§#RIE#R ) I+ L , %4 Traffic Distribution ( RE% K ) EE&E X4 4
ERESAMEX. MRELXBELRNEABRBESERNPRIFRE TEFM4TE , NS
ERALRE D K EE R R B LR E,

SD-WAN Rule @

urce Destination Application/Service Path Selection Target

Path Selection Settings

STEP 9| 1 Target ( B#r ) Wi+~ L , AU THEZ —BERZHDH B R AL , Panorama & SD-
WAN SRBE LI #EE B iZ IR & A
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« %$% Any (target to all devices) ( £ ( HXFAEIRE ) ) ( BRIA ) HEEANBFRERE, HE , &
% Devices ( 1&% ) = Tags ( #8512 ) BUEZE Panorama #ix SD-WAN ZKEEH N #9158 % o

« 7£ Devices (1®R% ) W+ L , EF— MRS HES , URHEHEHRFERPHIANERE ; AREE—
AN ZA Panorama XN IR ; MABIFTR :

SD-WAN Rule @

General Source Destination Application/Service Path Selection Target

[] Any (target to all devices)

Devices Tags

Filters X Clear | Q 3/4)> %
Device State DA
Connected (3) Branch
[7] Platforms Branch20-2
[] PAVM(3) Branch25-2
[ Device Groups Branch50-2
[ Branch (3)

Templates
Branch-Stack (3)
[T] Hub-Stack (1)

[7] Tags

[] HA Status

Select All - Deselect All ["] Group HA Peers [] Filter Selected (3)

\:\ Target to all but these specified devices and tags

Cancel

o 1E Tags (%51 ) WK , Add (RN ) —NHZA Tags (F7i2 ) , FHikFEFRIZLUIEE Panorama #
A B H L P FRICHIR R, WABIFTR
SD-WAN Rule @

urce Destinatio Application/Service Path Selectio Target

[] Any (target to 3l devices)
Devices Tags

O | 1ass

[ | sDWAN Branc v

@®Add O Delete

[] Target to all but these specified devices and tags

Cancel

. WREBETEIRFZHRIFIC , B LLIER Target to all but these specified devices and tags ( BRiX 5 E
& MIRCUUAIFTE B4R ) |, £ Panorama 3% SD-WAN SR BEHL 0 2 BR$E B 18 % RARICIRE LI
FrER%.
STEP10| Bd OK (HAE )
STEP 11 | Commit ( 3% ) , A5 Commit and Push ( X ##i% ) B EEE X

STEP12] ( ) B2 —N2HEA SD-WAN REEMN L 75 & FIE 21E |, X, Er LR H1EM
RICB S EEANEERR | EF SD-WAN #l# B RICRMBE RN RTE 2 E.
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EECADEXERE  RERAREATREESENRES REBEXH. XARHRE
ENARD RACRSETRLKENENRE , SBEARFH TR TE,

STEP 13| SD-WAN KEEMNEBLERE , B EZ X BANUARFRE (HI10 |, bgp £
Application ( ZFERF ) ) NDXFME Internet , ADZRBHD , ARMNFLHE D X,

STEP 14| (i ) AXBRARFEE QoS,

MR SD-WAN R ARFEEBRRTARE  IRETEHMNARFEAXBULSNAR
gy FHTEI , H6IE QoS MM LR HIH .

_*@_ WMRRGE-NPLEHORNRD RREESE , N AEFUEREESR , EFrE A A

STEP 15| B4 VPN &KX A 2 B B31RE BGP B , 1 SD-WAN 4P iy 2 XM Oz B EE
BGP B H , U3 AR SD-WAN BEHRBIABRLZNRE.

HE  WREBEZNPNIE EFFHEE BGP iRH , R LM RILAY Panorama BARELE BGP B H LAIRE
BEZEE  BNE4TH BGP EREZE, Mk , BEE BGP BH.

STEP 16 | AE M AXHY SD-WAN E#UIZOEE NAT,
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RWTEBRMNEZREARENERE S MPLS
iz

£ SD-WAN 2 X483 , BA AR ITIR ORRE , ANMitT AR IP it WFrE N AR FHEN EBRMEREEA
(DIA) #EO 5 Internet E#E , FAORTAE IP it AREFES VPN EOEA., BHAELSREZEZESY
fF DIA R ARFHEXBE S ON MPLS AABERE , AMibER RN REILEE —FEREEMNPOEDR
BEW, AEIIX—R , BAMITUATERE -

STEP 1| =D XML BB —> MPLS 8%, 7 €2 SD-WAN E O E AR, ROMD A8
B R B AT HMPLS,

STEP2 | NREURERELT VPN REE , H4US A SD-WAN # O EE X {FF# VPN Data Tunnel
Support ( VPN BiEPSE X ) . 2R 2 VPN Data Tunnel Support ( VPN $iER3E X
) , WABEHEM VPN BBEAZT,

STEP 3| L& SD-WAN KA AFHEMARR. CIERERERE XA , BARIEE Top Down
Priority ( BE LM TEXR ) FEN QIERESD KRB . RED ABEXHELTNIEE—
N MPLS £ , TEBEEBIETI 2 — (ZFIEFRIR ) o BiE SD-WAN REEF NP R ARF
EA5 AT ERNERRENRE, REREXH , BERESPAEEXHREBEER LM FLE
Ko
BRAFLMS X LR VPN BEREXR , B MPLS #8217 , BAABIRTEZEE I ER MPLS EEE
I DIA REBERE,

STEP4 | EHRLEES , BEDLEAER Internet WERE , BEEAPAORERELEHBYN , 8
Internet B H .

Br KSR DIA ERUEOM VPN ERUED |, LBRE —BEPLHE Internet RESHERBHEDE ;
B0, Internet REMAEREFTLLIMHEEN VPN BRE, EFELSPRXNTLSBTD KIEHERA.
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Bl i& DIA AnyPath

%3k E ISP #9 SD-WAN E#EEBMiFE (DIA) £ BFMBEREEREN , BEENIX LHERBERBE
B—MNERLUBRISELS M, DIA SR LAHIERE R MPLS 555 |, {B W88 MPLS $58%, DIA SERg44
MEEBHEEBI S —NEEREKNMNEERERAEER (B3R OHD X ) WK ; DIARETLE
SR A ARRIEEERMN , T DIA. DIA AnyPath X3 DIA $&M M EH#BIFH AR OB AIBNE B
VPN B&iE , REFEEERN, i, IRENHRINEHREELRR (2XF DX ) BB, BBL DIAR
B UHERBE D X AN IEUEE RN,

DIA AnyPath 2 PAN-0S 10.0.3 5 10.0 W E SR AH SD-WAN #@# 2.0.1 = 2.0 WESRA,
#FE BB MR M EF B2 VPN B3& (DIA AnyPath) BB HIA JLHD :

- BHRLENBHEN MPLS BRI EINEERETRAHEEN —IPHSNM N HERMEE,

« VPN £EHHPEZNFO , ARNERLI -RIIZBHONBHABERE,

- GEFRIRBERRT  BRAFERENTRERENAEFEL D XK DIA R EEEZIERM , A
BB VPN BBEREFEHIER O, AT E WAN HIIEA, £ DIA i8R 2HIENRERT |, A A
BEFRABNEEERBIBEPOUIEERWN ; IRFE , TUBEHERBIE P ONREEE
MO

s EE-MHFIBELRY  BFEABIERMAEHET DIAEBHE  MARNAEDEIKES
DHITERMND B, B2 , BFERENNAERF (TREFEHMZSRFHTHANEHERICR ) &
B2 HFER L. BAILIE - SD-WAN KBAN |, FXEFARFEGERONERE  MARHEK
KEESR R PHIRMIAB HEENEE DIA 555, EHBEFEHMENTERT , SENARFHHERS
o %# DIA 0,

DIA AnyPath 5| A 7 E{EERIEOMNELS | ZEAENZOTLEIE DIA SENREN D OLERIEOUR Y
TELED (VPNBEE ) S NELEONTESECHER, TEELEORZTAUEAN DIA ( BLAR )
O, POEREOMY XEMEO, NP ORERIE Panorama B , AT LUNEEEFRIC O BA PO BRIR
&ER SD-WAN @ , Auto VPN &5 ZEEBMRIC 2 BAFOREED , NMAFEERES KB E X4+
EEZRE , AIRFIELEOCANHEEZBINF., TAELEOTUEEETAEREXENEORRA.

[ﬁ EAREMEOE CLI s B #5A DIA-VIF,

THEHNHRIEETROEREERA ISP EZM — MPLS 888 #) Branchl, Branchl &8 —/ Hubl
ERED (H9 34 VPN BREEEZE Hubl ) M— Hub2 ERUEN ( H+ 3 4 VPN RREEREE

Hub2 ) . Branchl &8 — Branch2 #1300 ( H# 3 4 VPN B&i&EiE#Z Branch2 ) #1— Branch3 E #L
#0O (2 34 VPN BBEEREE Branch3 ) » DIA AnyPath 9 B#R2ELE DIA BEEH B E VPN REE MR
F, MEEESEEEIIAERMN , NRELFIES M,

56 SD-WAN EEGiEm | EE SD-WAN

© 2019 Palo Alto Networks, Inc.



Hub1 Hub?2

MPLS
0_0
0,0
Hub1 .vif .
Hub2.vif
t11, 112, 113 (21, 122, 123
elf1 elf2 el
p— - R
Branch2 Br2.vif Branch1 Br3.vif Branch3
th21, th22, th23 tb31, tb32, th33

BEEXAELEON , eNEIRARIAESH , LENEKRNREEREAIZTAELZEONTARA

( DIA 8538581 VPN B3i& ) , BRBRIEFRET SD-WAN BREREREXHNRES REEXH , BRLUFHEZ
ERNERABE LM THRER S B EERBEHREEBIAT, ERERINEHES  RESABEENXGTUE L
I FAEEREOMNMRIE , AE5HE Hubl EBEEOMIRIE , 2EB%H Hub2 EiUZOMNFRIC,

RABERBROHEEEBRER , PORLMENDEG SN RBERR , A EEE—R75 A RK¥EE K R B
REBIRFLLR , HIGNFE LTE VPN BB ZBIEERA T VPN BBE, ERANATHUAMEDN SD-WAN
EOEEXHFH Vpn Failover Metric ( Vpn SE# B8R ) EEML LR, BIrEBE  HEEBNELEE
MBREMMEERRES., ERIMEEREID , £ Hubl EEUZEOH | t11 9 VPN BEERB ISR t12 1K ,
SHEBRMREBLT t12 MEXBT t11. MREMEOPNSAIRBESFHEEINIENR , SD-WAN JFELER
FREPEREFHERE

STEP 1| & %% Panorama Web £H,

STEP 2 | RHHE R OELIE O XELIE O Y VPN BBEREEREHBML TR

1. &FREE SD-WAN ZOE B XK,

2. @43 A VPN Data Tunnel Suppor ( VPN BiERRE X ) .

3. &7 VPN B2iE® VPN Failover Metric ( VPN #2545 ) ; SEE R 1-65,535 ; BRIAN 10, EHR
BEHK , MAE B VPN BRE (8558 ) RERBE,

Bl | FIEFRMERN —MRENE  ANAREEXH4IRTED  ABUE—NTENEEXH |, %
BEEXHARE—MERENER , WHENARSHREN TEED  BRREERTTRBEEBEEEET 2
EREN,
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SD-WAN Interface Profile @

Mame | profiled|

Link Tag - LTE R
Description
Link Type | LTE/3G/4G/5G Link R

Maximum Download (Mbps)
Maximum Upload (Mbps)

Eligible for Error Correction Profile

interface selection
VPN Data Tunnel Support
VPN Failover Metric | 100
Path Monitoring Aggressive ° Relaxed
Probe Frequency (per second) | 5
Probe |dle Time (seconds) | 60

Failback Hold Time (seconds) | 120

“ CdI.LLl

4. BHOK(BE )

STEP 3| FiR i SD-WAN #)3E LA W2 0 42 SD-WAN ETIF + | RAE L —SHhalEr SD-WAN 3=
M #ic & XX

STEP4 | EEH 2 M 3 LAMERAFER VPN BIBEHBIEFEEH M SD-WAN BEOBEX# , HFHXL
BREMHNATARNUAMED , LAEERREREEBHINT.

STEP 5| 28 inic B TR OEREER,

STEP 6 | 8RR IR NEIEZE S 5 DIA AnyPath By,

1. 7 Panorama > SD-WAN > Devices ( iR%& ) H , /70 SD-WAN % &R INEMH Panorama EEH H
o

2. BEEHD,

3. EBEEL—SHIEM Link Tag ( 48884512 ) , B3 VPN HNAFEAROLELED  MARH /N EE
B, Hit , BRAILUERESD REEXHH 5| ALEEEIRE , SUETRA T DIA AnyPath BEEBINFH
ROEBED, B XRE L, B3) VPN FEAKRZER L IEFHOIREN SD-WAN ELEDH
HERSTR,
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Devices @

Name [ HUB1-VM300 |
_"\';.'L ° Hub Branch
Virtual Router Name [ vrouter_hub I >
Site | HUB1
Link Tag HUB1_MASTER_TAG e
Zone Internet Zone to Hub Zone to Branch Zone Interna
Q Oitems )3 X

ZOMNE INTERNET

@a’-.f.;‘
4. BHOK(HE ),

STEP7 | EEHE]S M 6 , AEANHOELEEOQIREERINE , FFZARISHRINEFS5 DIA AnyPath
B RO. WATE D XELIZEORITHEERAE,

STEP 8 | BB RE D K ELE X4 LASEI DIA AnyPath,
1. BIERED AEE X,
2. %$% Top Down Priority ( B LM FEER )
3. RINEEERFRIE , EEMREFEHXRERATHEXEBNINF S R,

Fln  MREHAGIRULELENARFELXMER DIA , ME LS H DIARIE , REHHPOERED
R, 2 GBIHE= R OELIZEORIC,. NRENAFRILEENARFEEIFL , AGEE
FEBRMN , BEAMEHPOERED , ARRFIEE-NMPOELMED , &EFH DIA FRid. R
BHNEMREEEDRO , BIRAMEINFEA DIA FREM 2 R ORRIE,

STEP 9 | AR ZBr K& B E R /Y SaaS R EE E X,

RO XK G EERERANER K SaaS FEEEX M , SRS/ X iERAES R ER
B

BBHERBEERME Saas NAEFEROH OB NENRHEFTERERZREAPOIEZEA Saas
REEEXH. RE , BUUEFTENRZATUERNEEHN SaaS REREXH , A REHEEEEH
O 7 3T B K i

BEHEHRBEERTE SaaS NARERFBERNHOBAE , HUERIER BEOFRRZFAFHTE
SaaS M AR B R SaaS MEEE XM , R EMHEZEEN PO ZH XK,

N R MEIES|I Atk SaaS FTEE B XK SD-WAN REEMN , LEAFHLES XEE

N A SaaS MEREMANERAESITES. XEMFEIHLRERENR Saas Fi2, MR

= XA SD-WAN EHBHN , LFIABEND ZBIFOMNERENE , mITMHOEF SaaS B
BEFHERNE,

STEP 10 | A #3325 DIA AnyPath,
1. A2 VPN S8 HEFE— N,
2. RHLiEE Allow DIAVPN ( 2 DIAVPN ) . VPN £BHH&ZAUENEMNH LS5 DIA
AnyPath, ZIRE12 HA it , MEZH AR, MREX—FF P —D HA ik % Allow DIA
VPN ( 2iF DIAVPN ) |, M4 A S — HA N FER b3 A ZW.
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VPN Clusters @

Name | VPN2
Type @ Hub-Spoke Mesh
Branches Gateways
Q Jitems ) W | QL items ) %
D BRANCHES HA STATUS HUE FAILOVER
| | D HUBS HA STATUS PRIORITY ALLOW DIA VPN
BRANCH1-VM300 Active
@ Aciive [] Paszec-110 -
[[] BRANCHZ-VM300 Passive
asslve [] | HUB2-vM100 2
[] | PA220-113
[ Pa3zso-104 Passive 4
[ pa3260-103 @ Active 4
) Add [ Group HA Peers () Add ] Group HA Peers

Refresh IKE Key Remove DDNS Configuration “ Cancel

STEP 11| A4FEN AR F A SD-WAN KEEH N LA DIA AnyPath,
1. BliE SD-WAN ZREEHMI,
2. 7£ Application/Service ( RARR/RS ) kU~ L , IEEE N HXIH DIA AnyPath B9 5 A2 =Bk
=

JTo

3. KREEBIE E—F a2 K SaaS Quality Profile ( SaaS REEE X )

MREBREBEETR SaaS NAREF BIRW SaaS MEMEXH , WAFF SaaS REREX 458N
DX MBI ZE P SD-WAN REEH I < BX

4. 7t Path Selection ( B&RIERF ) &I+ L |, EFRE 7N ARERF IR Traffic Distribution Profile ( RE
DEBMEXH ) .

STEP 12 | B H R PCBLfE{A SD-WAN SR BEH NI 49 #T & 3E LA K 7 Panorama i Bh X HE B & & S H B 25E 1Y
&iF,
1. SIEEYUNEBEREREXHNRES KB EXHRLCEB L LT,
2. BLE SD-WAN FEEHNX X ELFEHN —NEEHN,
3. FHNHMEINRNEE,

STEP 13 | Commit ( #23 ) 3 Push to Devices ( #EEE#E ) .

STEP 14 | Bl L £ AN , LAY DIA RERA B M X E B B MMM X5 08 Destination
Zones ( BRI ) , HIEEZZANMARE Applications ( NAREF ) . IBRHHEES
¥

STEP 15| fEFALLT CLI R DIAEE :
1. show sdwan connection <dia-vif-name>
show sdwan path-monitor stats dia-vif all
show sdwan path-monitor dia-anypath
show sdwan path-monitor dia-anypath packet-buffer all

RANE I

show sdwan path-monitor stats conn-idx <IDX>
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AN A
JJZV_\Z: E@EB]—E
By K22 i Bk SD-WAN BRI O NN AES SD-WAN KM N ##TICE ; By A RE LT 0IRFR
& SD-WAN FEAN | X5ZLEBEHNRANIRE—3.
MRE SD-WAN MU PTE | B A EEREXT I SD-WAN 22N THREBVREZENRED K.
MRFREHIRFHEMR SD-WAN KEFANTE  MSFLEFRRKEHBRI SD-WAN 3 BEHL I 3 17 T
B, ZEBRANFEABREEEE SD-WAN EORWAEER L9 X FEERAE,
WA REERTEENARERFH SD-WAN KEMAN | BFRIEFSRENARFESETF SD-WAN #1]
NMTEdpgpae | fln SD-WAN EHEFH BFIERNIRE .
R REAMNHBEINT
BREBFAEEHE 31 SD-WAN KEMAN : — MMUAFEEEMESTNARE , —MUATFEEAIMM
MeWNARRF , —MUATFEETA SaaS NAERF.
TR ARFRFELFIRFAE , 5FTE SD-WAN KEHNHBATHE ., RALEFESANTTE |
I, BREEERNATAENRERERE X HSHRED XB B X
Hit , R EFOSNARFSRAANB TR |, NS INNIMEEFRE AN SD-WAN 84818
LAR PSR S EERR (X TTRER TN EERE | B , MPLS 853870 LTE 8538 ) d#1TH %, 2F 1 #HA
Hf—AEHEORR , 2E2HAZ—IRHZEORRA , 2FE3HAMPLS ,, 2iF4#ALTE, &5
HAFE—IREHEORA , 2B OHAFATHFEZOKR , RN FAED KIFHE,
BA A F LU TR L F R TEERR SD-WAN M | RRETEN L& FD R EREIN, Bk,
RNBWEAE—NLHEA SD-WAN KEMAN |, HHHEE T SD-WAN RKBEANFIRNEEF. BI—1N£H
B9 SD-WAN ZRREHLI | S&AT LA -
72 85 A P B & 1 f6F FA RO 85 BR
£ SD-WAN FEHH BFEIERKMBEFEEHAXE LFMIENARR ( 8B TEENARFSE ) -

STEP 1| & %% Panorama Web £ H,

STEP2 [ GIZREREREMREFES, BXET2HEIHNIER, HNBBESERRE, B
#n , 2000ms ZER , 1000ms £z , F 99% BIEE K.

STEP 3| B2 E 0 KELE X HEELEE MK SD-WAN SRS , AUTERSEERA SXLHERR
IR BRAY B BE BV I

» WREELAFETCRENAEFEREERE (WEED ) , BNRED REBEXHH
BEERARIC SR P MR DS LR APRIC, Bl , MREFEBERET RN ARFER
BEH LTE 885% , FMRED REEXHHSEEIRICTIRPHIER LTE SRR ASEEEARIC,

STEP 4| Add ( &t ) —NE£MHEAE SD-WAN ZEEEHLN |, RSS7E Application/Service ( R AR/
%)WK L |, IBELLIER Path Quality Profile ( BEREEREXH ) .

STEP 5| i%&$% Any ( {£17 ) T Applications ( B FF2/F ) # Service ( RS ) »

STEP 6 | 7£ Path Selection ( B§RIE#F ) K L |, EFEBIER Traffic Distribution Profile ( RE2 X
BEXH)

STEP 7 | MM @ T Move ( #3h ) B SD-WAN ZKEEHL N 5| R & g — Lo
STEP 8 | Commit ( 3% ) , A5 Commit and Push ( X H#i% ) BB B E X,

STEP 9 | Commit ( 1% ) EK,
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il SD-WAN 1& % 2l Panorama

Ain— SD-WAN L E o X ph A | SifER CSV #tE5 A 24 SD-WAN /0 F 4 2By A,

0 SD-WAN &%
HES AZA SD-WAN &Z

N SD-WAN 8%

AIN—ANE Panorama™ EERSEHITEEMN SD-WAN LR D A, FINEE |, BIEEREER
(DEHFL ) MEMEEWWEAEH , UWETFIRE, FMEE 28, HitHEH SD-WAN B E | BRE
WAL SFE P it , BZSEM T % SD-WAN HIEH, XEBTRMEARBEE.

R Palo Alto Networks' B X8 — N REFEXE , £ A SUTE S S SD-WAN fERHFHE L
X5,

Q MRBERAN D B KIEHAANPOBE K EZBEEITEB/ARB) HA | R AR L fh K iE 1
% SD-WAN 2 & tl, EA LA BE SD-WAN HA BEZ pbREMER HA &8 & 205
hne

S HE(EF BGP B | AGURME L EHAN | A% BGP NABKEHEAHLKE , A
I X ANBRE, MRER 4 S ASN . S T e 8 4 3% ASN,

STEP 1| &%l Panorama Web 5 H,
STEP 2 | #%#% Panorama > SD-WAN > Devices ( %% ) , A/5 Add ( 70 ) 8 SD-WAN B K1,

STEP 3 | &2 Z &P X4 Name ( B#5) , FFEMEN SD-WAN RZ RN, HRF SD-WAN Bh K IE4EHR
SD-WAN && NI E , HFTHF SD-WAN Fh K EEET ZERZ R,

STEP 4 | #%4% SD-WAN & & Type ( £H ),

Hub ( 0 ) — HBEEERNMNUBNEFEAE , IEDXIRFEY VPN EREEHMREE, 7
XZEANRELIPOBAERRI X , AEF LI EN S XEEPHRHEE, POREETENNY
RUELERE, KAEREAN , FERERIR,

Branch ( 7% ) — HEEMES MBI AE , BT VPN EEZEROREE , FRHD R
MZL2RE, PRRBFEDIIVELERE, KR, FERERRIR,

STEP 5 | &£ A T 7 SD-WAN A0l 5 2 2 [E3# T8 B Virtual Router Name ( EERIBEHBEEM ) o
RINMERT |, HelE— sdwan-default EHRIEKHES , {2F Panorama B3I HE MK HESHE
B,

STEP 6| W A SD-WAN Site ( 35 R ) B% , MAERZFNYEM BNV EN AR

» SD-WAN Bt QEMEZFMEARNEFRBFNRRER. THELABRFHFEAZE , &
N4 S Bz A M s#E ( Panorama > SD-WAN > Monitoring ( 412 ) ) BIELZEE T

STEP 7| ( ) ERERNFOELIED (R XEEIED ) QIR EERR
id , Auto-VPN 2 HSBEAELED., SRERES KEEX 4P EALERRIS , UAW
B (59X ) &5 DIA AnyPath,

STEP 8 | ZNR B H/OMAT NAT NiRBEARM— NP A |, HFIEEZ L NAT HUITIRE L EE A
AMEOWN IP #uksk FQDN |, iX# , Bz VPN Bt E A E Attt Y R OMRBRERS,. 29X
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HLAIEY IKE 0 IPSec A AT LUKIRIZ IP #itit, ( BHBMEL H SD-WAN FLiE — MR LLA
MEO, )
1. 7£ Upstream NAT ( L) NAT ) &I+ , 5 FUpstream NAT ( L} NAT )
2. Add ( 710 ) SD-WAN interface ( SD-WAN #0 ) ; #%&#F2 5 SD-WAN BLER#EEO,
3. 4% IP Address ( IP #ztit ) =% FQDN , ARG 2 5l ATR® FMEBH IPv4 bk (5
o, 192.168.34) , R LIFRZH FQDN,
4. BEHOK (HE ),

S BHL | TEHUT NAT 0 LSS b | B ST — % — NAT SHR B AL B4
& NAT BRSEE KE o IPSec BIET B QIR

N MR EFIERMN IP it A EFNR , HABEEF IP it | HRFEHET VPN £
[! B, BUANESZHNPLLER CLI 55 clear ipsec, clear ike-safll clear
session all , [b4\ , EXMERERA T IP thut#y NAT ReEEEHEHELER

clear session all (ERFIELE) BT,

STEP 9| ( ) MBEEERDZTHIT NATRREEAN— N2,
MPIBEZ LB NAT HTIRR LEEARNZEON IP it s FQDN , =&1%#® DDNS LUE R
NAT &% E3Z O/ IP it 2 MPalo Alto Networks DDNS BRE-H3RB#Y. Eit , B3 VPN B
BEAZAR IP it ERN D ZTHRBRERR . 2 XV IKE F IPSec FRA4A A LUK 1Z IP iy
e (BYBMEZ H SD-WAN BLE —MNPELLAMED, )

1. 7E Upstream NAT ( L3 NAT ) &I~ , /5 FlUpstream NAT ( LJ5 NAT ) ,

2. Add ( 31 ) SD-WAN interface ( SD-WAN #£00 ) ; %3225 SD-WAN B BHIEO,

3. fRi%E NAT IP Address Type ( NAT IP b1t 385 ) 9 Static IP ( 845 IP ) , i5i%#F IP Address ( IP
#it ) 5 FQDN |, AR5 B ATT FMEEH IPv4 tbit ( FlE0 | 192.168.3.4) , RE LHIREH
FQDN,

4. 5% , £ NAT IP Address Type ( NAT IP #1113 % ) 3 DDNS,

5. B HOK(HBE ).

A ERIT NAT W EBRIRE £, BIEXTER —X — NAT REERE AL B iR
NAT , BFEEE IKE 5 IPSec BE R 2 O,

» R EFIREN IP it REFR , DABEEFL IP sut |, HFHHEIET VPN £5,
L BAIREDZMPLLERA CLI 54 clear ipsec, clear ike-sa #ll clear
session all, M4 , EXAMIETRBRAT IP bty NAT REEE LA LA

clear session all ( ERFIELE ) 9.

E U FEEENMIEAAN S XEE LiF NAT , EXATUEFREIR , BTN
ZEXFWMLEN D XEE LiF NAT, BE L NAT WEZNFERMUEMT
Network ( M%&) > Interfaces ( #20 ) > Ethernet ( JAXM ) # Panorama L ,

# Template ( 84R ) FERFEE —MER , RIFEFE—PUARED , Fik#F SD-
WAN &I+, et , 8T LL Enable ( B A ) Litf NAT | ik NAT IP Address
Type ( NAT IP#3b R ) . E-FEiL L. MR EKBESEARHER S Panorama £
B AAMEOEE T £iff NAT , I SD-WAN AL ERRE , BIELERFREER
BRE L ERATENIRE, RAEE Panorama &5 B3 EIRMEKLE B £ NAT &Y
Lt NAT iEHEE S R4EMK.

STEP 10| ( ) FHERN T FE XSRS B SD-WAN FE XX,

]
N\, 4
-nlO—
7/’ \
[]

N FERFARMIIA KIS SD-WAN Xigind , KFUEHER == REHN | H%Hm SD-
WAN [X i3 2| IE##9 Source ( J& ) 1 Destination ( B#5 )

SD-WAN B Ri5R | EiE SD-WAN 63

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/security-policy/create-a-security-policy-rule

. &3 Zone Internet ( NXIFHEI BB ) , 3 Add ( 00 ) A% SD-WAN 24 HZ) Internet BT 56

FEXSE,

. 1%&3% Zone to Hub ( AXEEIF Ly ) , 3t Add ( 7140 ) A/ SD-WAN REEZ HEIPOMNTAEFEX

o

. #%$* Zone to Branch ( AXZEI9 3% ) |, 3 Add ( 750 ) " SD-WAN REZHE 2 XN EEE

X3
. 1%£3% Zone Internal ( AKEINE ) , 3 Add (3R40) AT SD-WAN RE /% LB ERX M 17
EXHH,
STEP 111 ( ) B iEa MK MY (BGP) B&H o

E1E VPN S8R A 2B B3)iRE BGP #H , R A THEHN BGP 58, MREERMHANE EF3hE

o

1. 4% BGP &M+ , #/5F BGP , LLEE AT SD-WAN FHE#/ BGP ¥ H.
2. %A BGP Router ID ( 3825 ID) , iZ ID EFAE AT HLAEM—1,
3. 8EH T BGP S EHRZHIES IPv4 Loopback Address ( ElER#bit ) . BEEZ VPN EE , TE3

& BGP iH , Si2FEH %I Panorama ERELE BGP BHALIRBEZ S , BF THH BGP 588

BEESIEE IPv4 it R U M ERED, MREE—NAEEHRbL , WRFEAK , it , &~
BEE—METRETEF LR IPv4,

. 8 ASNumber (AS &5 ) . BERGHFESHEEEFEELN Internet BEHEKM. FNFHOMD XU

B AS RS VTMRME—/,

. %A Prefix(es) to Redistribute ( EEH P EMNEIR ) o EHURESF , BUAELPBA—NEEH D

BRRIR. 2 XIRFRZBLIAT ; KRN EEE D XV ENFRRTERIE.

STEP12 | & OK (B ) -
STEP 13 | #%Z R B KZPH Group HA Peers ( A HA X1 &1 % ) LE RS HA WS REZE —RETHI X

(D) .

TYPE

VIRTUAL ROUTER NAME

SITE

HA 5TATUS

hub sdwanl-hub-router sdwanl-hubl . Active

A hub sdwanl-hub-router sdwanl-hubl Passive

A1 branch sdwan1-vm100-br sdwanl-branchl . Active

-HA2 branch sdwan1-vm100-br sdwanl-branchl Passive

] branch sdwan2-branch-router sdwan2-branch2 . Active

T branct dwanZ2-branch-router sdwanZ2-branch2 Passive

hub sdwan2-HUB-router sdwanZ2-hub2 @ Active

1A hub dwan2-HUB-router sdwan2-hub2 Passive

hub sdwan3-Hub-router sdwan3-Hub

HA1L branch dwan3-Branch-router sdwan3-branch . Active

HA branch dwan3-Branch-router sdwan3-branch Pass

STEP 14 | J3d Panorama SlZ— N F BGP T2 X MH L2 EE TN R RN |, FHHGEHEIEDIPS

Ko

1. EERREIEEFH BGP Policy ( BGP 1 ) , A5 Add (&0 ) .

2. i A Panorama fF Bz SN Z 2 KEEM N Policy Name ( KEEEH ) o
3. Select Device Group ( EFi&REH ) LUEE Panorama #ixZ £ K EEHNIAY B FRigZ A,

4. BEHOK (HE ),
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Add BGP Policy @B X

Automatically create BGP Security Policy for Hub/Spoke

STEP 15 | #%£3% Push to Devices ( #X2/ig & ) MGV B B i HEE B ZERH Xk,

HtES A%/ SD-WAN 8%

AINZA SD-WAN 8% ( MIE—RFHHIM—MEE ) TREZFZE 9B O AL, RINEEe | &
BEREZREY (2XFHPD ) MIEMEIEFNUSER , METIR. RMg&Ezal , HitX/&EH SD-WAN
fE , BREAESIME IP it , BXE P EM T1Z SD-WAN HINEH, XEBFRAEME B iR,

Q MRBIEFAN D TP KB PO K2 BIETEN/MB) HA | TEB1E CSV XHFRIX
LR A B4 SD-WAN R & 55, EA B ECE SD-WAN HA =& s eilES HA 31%i%
Ry I

» WREA BGP BH , AFUMMEERKEEAMN , oF BGP MNREBXEH AR OXE , MF DO
L Xt ARERXE, WMREEH 4 ZTEBREHES (ASN) , KIE LS AR TELIEHZRN
4 735 ASN,

IR EH Palo Alto Networks B A BB — N AFEXE , BTG HEMBRSTE| SD-WAN A FUE XL
Xig,

STEP 1| & %% Panorama Web £H,

STEP 2 | #%$% Panorama > SD-WAN > Devices ( i%% ) > Device CSV ( i8% CSV ) , A5 Export ( &
) ZH) SD-WAN &% CSV. ZBAILUBN I CSV —REASAM DI MHBNEE , MARBX
FaHRM—MER

{ PANORAMA s - PANORAMA

Panorama v [2) @
[ raDIUS Oitems ) >
@ysce -
[ Tacacs+
-~ .|\ 0 vmkwAa  |zoNe | |zoneTo  |zoNe | |woopBAck | |pRe (ES) T
B oap [J|NAME  |TYPE  |ROUTERNAME SITE | INTERNET ZONETOHUB |BRANCH | INTERNAL | ROUTERID  |ADDRESS  |ASNUMBER | REDISTRIBUTE |HASTATUS | UPSTREAM NAT
=

\\\\\\\

) Add Device CSV v [ Group HA Peers  BGP Policy v
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STEP 3| A D XMHPLERIER SD-WAN 8% CSV , RERHERE. BRIEZHHA , BN , IEFR

1
2
3
4
5

BRBEBEFER, BLARNBIPONTXBMAUTARR

« device-serial ( REF5IT ) — D2 XHP OB RENFHIS,
« type (KE ) —EEREZERIIXHPLER,
. site (35S ) — @A SD-WAN RZ2IE QB | WA EEERENYNEMENES AR,

> SD-WAN W ABHERFEANEFBRFARAEY. TEELASTRERZE
& B BNESHTEAWELR ( Panorama > SDWAN > Monitoring ( 452 ) ) HIETE
EE R,

( ) FHER T K FE X EBRE F SD-WAN FiE XX,

N FEREHEIE XERET R SD-WAN Xigiat | AFUEREH T2 RN | 375 SD-
[Q WAN X152 IE#8HY Source ( jR ) # Destination ( B4 )

zone-internet ( M\X1FZ| Internet ) — M AT EFEXFH B , SD-WAN FREFMiZ X% H

LUE M Internet.

zone-to-branch ( NXiHE|5 % ) — MATEFEXBHN B , SD-WAN FRERFMNIZ X E HEL

BRI %o

* zone-to-hub ( MXFEIFL ) — MATIEFEXEN B , SD-WAN RERFMZ XL HLE

B D

zone-internal ( AXIFHEINED ) — W ATIEFEXENEH , SD-WAN RERIFMNIZXEE H L@

6 R &R X 42

. ) loopback-address ( El¥ftthiit ) — IEERA TARMA I (BGP) X FREH &S EIE Pv4

ik,

( ) prefix-redistribute ( BIREFH P K ) —WADZXBHPOLHAEEW IP #IR. ERMSHN
B, AT, 585 (&) URZEHFIRD T , Hla0 , 192.2.10.0/24 & 192.168.40.0/24, BRiA

BRT , 2 ZBh KB A HE R Internet BIRBEE L F O
12 Palo Alto Networks F&E#H 2 &M ISP KB 2 ZHHE A A,

( ) as-number ( AS 5 ) — I ABTHORD XELIEHEZNFAE AS B9 ASN, SD-WAN &
B REZEFEREEEBRSE, 8NP OMD XK ASN RMEHE—K., 4 3 ASNEE R 4,200,000,000

B 4,294,967,294 | = 64512.64512 F| 65535.65534, 2 ¥ ASN SBE N 64512 F 65534,

0 £/ 4 FTFHE ASN,
A

< ) router-id ( BXH2% ID ) — $57E BGP B H2 1D, FIERLIEBEEN ID HLMRM—,

O A PR At E 9 BR A RS 1D,
A

vr-name ( VR &7 ) — @ A T SD-WAN F M5 Xz B3 TR RV E DR ReRN B, BINME

T, Panorama fHAIZ —/ sdwan-default EHIIRHEE , AT B HXKHEEE.,

A B c D E F G H | J K

device-serial type site zone-internet  zone-to-branch zone-to-hub zone-internal  loopback-addres prefix-redistribut¢ as-number router-id
branch Branch20 65520
hub Hub254 65501
branch Branch50 65502
branch Branch25 65525

STEP 4 | ¥ SD-WAN & & CSV § A E| Panorama.

#R Panorama F TEMEERR , BUS AFEK,

L

vr-name

SD-WAN
SD-WAN
SD-WAN
SD-WAN
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1. £ Panorama L , i%$% Panorama > SD-WAN > Devices ( i%% ) > Device CSV (&% CSV ) , RS
Import ( § A ) BE L —FHYREMN CSV,

2. Browse ( J%E ) FHi%&#F SD-WAN &% CSV,

3. BH OK (HE ) LS A SD-WAN &K,

STEP 5| I ZH SD-WAN R&Z R & ERI A,

Devi ps te
(' PANORAMA DASHBOARD ~ ACC MONITOR  POLICIES BJECTS NETWORK ~ DEVICE  PANORAMA
Panorama v S0
B SNMPTrap <q 4ditems | > X
B syslog
B, Email vz
3 HTTP VIRTUAL ZONE ZONE TO ZONE LOOPBACK PREFIX(ES) TO
E\ | RADIUS D NAME TYPE ROUTER NAME | SITE INTERNET ZONE TO HUB BRANCH INTERNAL ROUTER ID ADDRESS AS NUMBER REDISTRIBUTE HA STATUS UPSTREAM NAT
0y scp [ Hub254-2 hub SD-WAN Hub254 b 65501
[ Tacacs+ [J  Branchs0-2 branch SD-WAN Branch50 65502
B Loap [ | Branch25-2 branch SD-WAN Branch25 65525
B Kerberos [J Branch20-2 branch SD-WAN Branch20 65520
[ SAML Identity Provider

STEP 6 | Commit ( 2% ) BLEF X,

STEP 7 | #%4% Push to Devices ( #EF[iZ % ) SUREBMNE B E SUEIE IS ERH A&,
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BLi& SD-WAN HA %

BRI LEE /B HABX TEER N XHHENF L, ERE SD-WAN IREHN —&2, FEXfHER

T, Panorama™ FEEFHERNEEHET XN ERMEIN SR , M2 LMGEFHR N KIE. At ,
MRS SD-WAN %% | ABBEEE3)/#3) HA , X% |, Panorama BEERHX LR Z M A HA N HiR%
HAEHEERNEE.

Q FEBEBRA TSR, ML HA T ZRE /N SD-WAN 8EF M2 EHTRR.

STEP 1| B HA 3<% E#Y SD-WAN 28l , EEM N SD-WAN HIBs A ER S/ Bl E = 30/453)
HA.

STEP 2 | 1 HA W ZFR&E N SD-WAN 2ZR I , EREHITHRE—F Commit (X )

STEP 3| £ Panorama Lt , i%£#¥ Panorama > Managed Devices ( 2 &i%% ) > Summary ( HE ),

STEP 4 | EREBIEED , £ Group HA Peers ( 4 HA X &% ) » BIAERBERT , HARSBIIEE
AR, —NRES , — DN RES. Panorama & HA RS , HELERE |, FHEBH
SD-WAN B EHEIXL T HA X Fifm,

STEP 5| Commit ( 3% ) , A& Commit and Push ( 23X H#X )
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BI%E VPN E£8

EEH SD-WAN BB |, XABE—MNHZ VPN £8 | UAEBLE S X SWEFLBE |, HEDXIHF
DREZEIBEBRLZSERE, VPN EHRIRZNZE A , At , B2 B HIRRN , FZE BN ESRINAE
=R

PAN-OS° 10.0.2 B E{EAR AN L b 55T H SD-WAN VPN g1, OB REmINEh | fFE
ENNESNENEFFNERORY D TIREZEHWMNK, FOED X2 EREREFEK VPN BRE, Eit
BEd , X2 RNREXRAEEF D,

£ PAN-OS 10.0.3 ] 10.0 fy T S pRA< 3% SD-WAN 2 BR VPN FRFNEM

FEHRE—INBIERMEZEZA (DIA) 858 , 7 SD-WAN /U5 By X IESRHELE SD-WAN R #l5
A, 2B838IE—1E R autogen hubs cluster B VPN £8 | B SD-WAN B AES EaR MBIt
VPN 538, X#f , Panorama™ EIRARS5 3R AT LAET X = SD-WAN By K BRI IR B #1742 SD-WAN I
ARFMEERIERE , FHRELME 2 ANTIR, o, ERLRREERN DIA 8ERAYE(T SD-WAN B
RIELWEAZAMEIERA DIA #RNAAEHR LMD X VPN 8 autogen hubs cluster H, BLAAW
Panorama 12N AR MEEREMEE, autogen hubs cluster NATHRENARFNERESTRR , T
2B DIA REF LMD 2B VPN BRE, WREBT VPN BEEZEF LMD X , BAHE—D
VPN £33 | HArEN 20N EBAMEZER,

#£ VPN &P HFA R OMD X BI2 — M58 KAYBEHL IKE i
E-MATHEMAZZRANTEZR. RETUARPRAER
Panorama R IXE| BT A M A K IKE FHAZHRA,

HERHA , BURH VPN RRiE , BEANB K& ER
M EEARARZEER XMW, &R

EEFHR AT RIFH AR ZRH,
ipg

STEP 1| it XM A/ VPN HHINER |, AEWB N X 5MERLHRITERS. AXEHAEE , BS
it XIER SD-WAN B &,

STEP 2 | & %%l Panorama Web £ H.
STEP 3| B3 VPN B ESIZH IPSec VPN BRIEISE IP Hbiit,

» B3 VPN BEEEF UMD X MR VPN BBE |, 74 IP tut HELARBERR. AR
L EE3) VPN ffE VPN BBty 7 FSEE . SRS AT A 20 4 IP 51/ FMELEE
B, B3) VPN \iZtii2E VPN BRiEtt it , BEMNBRKAERETHIZR ( AREFE
BT —MRAEEE) . E4MEDHBRE-MEEE. WREEHEEEER P ORH
2 XA AT SR |, MR MAEIERERF KM

AN MRNERH SD-WAN EHRAAR , MAARERKEEERENARER, MRTE
,Q B, FRAREEME. Commit (1) /& , FTARBEERFNHESR , A EAMBE
= b, BEERERHKTIES.

1. i%4% Panorama > SD-WAN > VPN Clusters ( VPN £ ) ,
2. EREIKED , %3 VPN Address Pool ( VPN izt ) o

& (@ PDF/CSV (3) VPN Address Pool

3. Add (N ) —PNHZAD (FZ 204 ) Member ( KR ) IP ittt ¥ FREBEBEE , 6
o, 192.168.0.0/16.
4. BHOK (BE ),
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VPN Address Poal @

STEP 4| & VPN 8. EEITRIURFEZTECE VPN £5,
1. %$% Panorama > SD-WAN > VPN Clusters ( VPN £ ) , R/S5Add ( 1i0 ) VPN £&,
2. A VPN BN HERE B,

» FEHE VPN EBFEBFHEATIEMZER , BN S HIZERFNLR ( Panorama >
SD-WAN > Monitoring ( ¥51% ) ) BIEFLEE R, BEFMEERE VPN £ERNER , LR
EREERNMI, SD-WAN BEBFERFIANEFEHER , TESHNERER
il , BT VPN SRS ERRER , ERENEFRETAEE,

3. % VPN &8 Type (£H ),

> PAN-OS 10.0.2 fIE 24y 10.0 fRAX 3F Hub-Spoke ( LGESTE ) VPN S8R,
M PAN-OS 10.0.3 F#4 , a7 LA DDNS fRS5 612 < MR VPN &5,

4. Add (R ) —NMNRBNEHEFEHEBREN S X RE.
1% Group HA Peers ( 74 HAXI 1R % ) LER—BEHN HANEREZN D XI&E
VPN Clusters ©)

MName | clusterl

Branches Gatewavs
-:'\ Zitems | —» > ':'\ Zitems | —»
D BERANCHES HA 5TATUS HUB FAILOVER
D HUBS HA STATUS PRIORITY
[J ~sdwan-vm100-Branch-HAL | @ Active
[ sdwanl-vns00- @ Active 1
— sdwan-vm100-Branch-HAZ2 -. Passive Hub2-HAL
[] sdwan1-vm50-Branch U fﬂ_\&azl lll-;gu‘.)d- . Passive &
() Add Group HA Peers () Add [[] Group HA Peers

Refresh IKE Key “ Cancel

ERERMBEHEN D ZRE
BHEOK(HE),
5. Add (M) —PNRBENMBINAEES S T REHTEENHPORE,
RZAAMEA SD-WAN AR/OBh AR VPN 8, HABEHRH SD-WAN RO R 82— SD-
WAN A0 K 3,

S MPLS 71T 5 65282 B BB RS8N B8 — ROAEERE ) - Bi2n , MPLS ) MPLS | BE
& BTEEZ, B MPLS SEEA A P B R A Gl RRSE.

1% Group HA Peers ( 48 HA &R % ) LE R —EEHN HA WHFRZFHFER,
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ERERMEEFHNTO , AFREHOK(HE ).
Select Hubs @

D NAME HA STATUS
[ sdwan3-PA7050-Hub
[[] sdwan3-PAS250-HUB
L]~ sdwan2-vm300-Hub3-HAL @ Active

— sdwan2-vm300-Hub3-HAZ Passive

Group HA Peers

OK Close

NFE-NALEROHEMFERIE VPN £8 | LABEFROHEER , IAE o) REFKKE
FIEEHD ; b) EENFOBEEBINF. FOBEEBRLEIEER 15 4. WRBITHE
MERRINE LR RIREN 4. EHEERIBL P ORERBMALIRFEIRN BGP ANt BIETUHED , 40
TRAR. RERNEBE , WRELRMA G EEMEFEDES, —MERRZSRIFENHL
—ANEB /BN HA XA — N D SMROATUAEENLER ; HA XN XA B HERMLE
%o Panorama £ % 3 #Y BGP & HRFF /0B A st B TUHEIA B SR BE 90 32

RO ER 2R3t B 1T
1 250
2 200
3 150
4 100

N MREZAFOWLERMER , W Panorama F 8 AN 2 X X EFALH ECMP
L DE D I BREERN A E. NELEBEEZEA ECMP ( Network ( R4 ) >
Virtual Routers ( EE#1H58 ) > ECMP ) | Xt BGP j8 F§ ECMP Multiple AS
Support ( ECMP %4 AS 7# ) ( Network ( M%&) > Virtual Router ( R #A&H
85 ) >BGP >Advanced ( B4 ) ). MREHFNFEPOBEH—HNMELEK , N
EXX EEZH ECMP, mnRFLHMEEREN , Nl Panorama FEHFHITE 2B Ak
2#m| ECMP,

WMRIEET Group HA Peer ( 74H HA N Ei&%& ) , iHikEX H 2 o5 Hub Failover Priority ( #
DHEHEBRER ) FBR ; MARAT HA XFHHANF O — Priority ({£%ER ) (SEEXR
134) ARBEREHFOK(HE ).
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Hub Failover Priority for HA Peers

HA Peers sdwanl-vmS00-Hub2-HAL
sdwan1-vm300-Hub2-HAZ2

Priority | 1 |

n Ca nL.L\I

£ HA S EFRZN R OBEEBLEREANNEREN HANE R, MRHFMT

W HAXY , MATAFH MR ERBINE - P RMEEPOHREEBMR L
%o

N WMRBARDEN HANFRZN RO EFRMNMKL LR , ARFEER Group HA
L Peer ( 948 HA 3518 % ) # Submit ( $23% ) , MFKRIHEIRHE S,

HNFFR HA WAL, EFE -0, RFE S Hub Failover Priority ( RO FER B L
R)FER, WMA-IMER (BERN1E4).

VPN Clusters @
Mame | cluster3
Type O
Branches Gateways
Q. Fitems | X |[Q 2items | = X
O | BRANCHES | HA STATUS | HUB FAILOVER
D HUBS HA 5TATUS PRIORITY
[J  sdwan3-PA220-Branch-HA1 @ Active
B  sdwan3-PA5250-HUB
sdwan3-PAZ20-Branch-HAZ i
O ' @ Passive [J sdwan3-PA7050-Hub 1
[J sdwan3-Pa3260-Branch
(® Add L [[] Group HA Peers HAdd O Delete [[] Group HA Peers
Refresh IKE Key Cancel

6. B OK (HATE ) LARTE VPN £,
STEP 5 | £ X4t @ 0@ & i el 48
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» BIAEBIFERERAHNEZEEAMNIXERD K (BE ) FHi. BETLUHEME
LB RN D X ER 0 K E|F 0. Prefix(es) to Redistribute ( FEM 7 RKWAIR ) FERER
BIRFIER , MAXNE— IR

1. %32 Panorama > SD-WAN > Devices ( %% ) , REEZE D ZBH X,

2. 1%&#¥ BGP , A5 Add ( /A ) — N ZANH FMEBR IP bt FPrefix(es) to Redistribute ( FE#7
PEBBIR) P,

3. BHOK(H\E ),

STEP 6 | Commit ( 33X ) , &/ Commit to Panorama ( $#£3X %] Panorama )

STEP 7| ( ) MREBIEFOIESHE VPN £EEPN RO IES
DHCP =% PPPoE #0 , M4 A DDNS. #%$F Network ( M4 ) > Interfaces ( #0 ) >
Ethernet ( LA ) |, ARG TE Template ( 1R ) FEH PO BERMERK

STEP 8| ( ) £ IP #h3E KRR DHCP FH/iRDk PPPOE HY#
A, BERBEIH Override (BE ) , AFEET OK (BE ) UM,
STEP 9| ( ) ¥ Panorama ERIFR A EEE DDNS Ri&,

1. %3 Network ( M%&) > Interfaces (0 ) > Ethernet ( AAR ) , REBXEEHRNED,

2. 1% Advanced ( &4 ) > DDNS,

3. ¥{R 7 DDNS iZEEH3NEE T Hostname ( E#.% ) , B Vendor ( R ) i&ERN Palo Alto
Networks DDNSo

4. BEHOK(HE ),

STEP 10| ( ) Commit ( #£3% ) 3 Commit to Panorama ( 2R E
Panorama ) .

STEP 11 | fFEE X B Do

) Panorama g2 F .08 SD-WAN Efl#EOR , THEFEAELEZEORSOELED, ©
L AT LAREA BRI —NEO %S |, it , sdwan.921, sdwan.922, sdwan.924, sdwan.925,
RERSTIEL , {82 Panorama A AR IEFAY SD-WAN ENORKS. F/H CLI BEM

4 show interface sdwan? ( & R#0 sdwan? ) &F SD-WAN #0,

1. %32 Commit ( 3232 ) # Push to Devices ( #XZiZ®& ) .
2. BB AT M Edit Selections ( 4REEILM ) .

SD-WAN B Ri5R | EiE& SD-WAN 73

© 2019 Palo Alto Networks, Inc.



Push to Devices @B
Doing a push will overwrite the running configuration on selected devices. The configuration shall be pushed from the Panorama running configuration.
PUSH SCOPE LOCATION TYPE ENTITIES

sdwanl-vm100-branch

sdwanl-vm300-Hub

Drevice Groups

Device Groups

sdwan-vm100-Branch-HAL, sdwan-vm100-Branch-
HAZ

sdwanl-vm300-HubZ-HA1 W&I

sdwanl-vm50-branch-stack Templates sdwanl-vm50-Branch

sdwanl-vm100-branch-stack Templates sdwan-vm100-Branch-HA1L, sdwan-vm100-Branch-
HAZ

sdwanl-vm500-Hub-stack Templates sdwanl-vm500-Hub2-HA1L, sdwanl-vm500-Hub2-
HAZ

Edit Selections @ Remove Selections Validate Device Group Push Validate Template Push Group By Location Type

3. HUH%Z Filter Selected ( LB EIEER ) .

4. ¥ Deselect All (BUE£IE ) ©

m Cancel

5. EBREHHPOERAE, ERREBEIMN Include Device and Network Templates ( ‘B23Ei% & MM L&

) o BUMEHERD X , REBHEETF DO,
REBD X HAHRSRERAHRANS P truk , it

DR ABMBE IKE/IPSec & , EEE T+

DREBDXZH IP ik, RERPOMIFER IKE/IPSec EHEMN AR | BILRZ ML FOE
B, AEBRXAMEES XNERE, Rt , #HXREMEER , BOXBHEFONERER , PO

B,
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Push Scope Selection Q]
Device Groups Templates Collector Groups WildFire Appliances and Clusters
Filters Q 14items |—»
- |_| Commit State . NAME ‘ ;$2¥ECDMMIT HA STATUS Eﬁi"‘:?‘é‘;
[] InSync (11)
[ Out of Sync (3) e sdwan-3-PAT050-Hub
« [ Device State B sdwan3-PAT7050-Hub In Syne By
[ Connected (14) * [] sdwan1l-vm50-branch
v [7] Platforms # [] sdwan1-vm100-branch
[] PA-220(2) * M sdwanl-vm500-Hub
[] PA-3260(1) ¥ [7] sdwan2-vm100-Branch
[] PA-5250(1) ~ [ sdwan2-vm300-Hub
M PA-7050 (1) B sdwanZ-vm300-Hub3-HA1 In Sync @ Active Ey
7] PA-VM (9) M sdwanZ-vm300-Hub3-HA2 In Sync @ Passive Ey
~ [] Device Groups » [7] sdwan3-PA220-Branch
[ sdwan-3-PA7050-Hub » [7] sdwan3-PA3260-Branch
[ sdwanl-vm50-branch i “ B sdwan3-PA5250-Hub
e v B sdwan3-PA5250-HUB
[ sdwanl-vm500-Hub (2 M veyst In Sync %
[ sdwan2-vm100-Branct -
‘ - Select Al Deselect Al Expand All  Collapse All [] Group HA Peers E.:j Walidate [] Filter Selected
[ ] Merge with Device Candidate Config Include Device and Metwork Templates [ ] Force Template Values
OK Cancel

6. 1% Template ( iR ) &Ti+ , AJ5 Deselect All ( BUE£IE )
7. Push Scope ( #i%5EE ) 2i&& 4. FEE Push ( #ix ) BIpH A IE,

STEP12 | EE E—% BRI XREA , ANEREHET D X,
STEP 13 | % IKE MAZHHA.

> MBRBELHFA TR VPN EFIRZ 2B IPSec HEM IKE 24, EMITHEER , A
SRR — MR B,

_@_ EEFHA AT ENCRRNTIHS R,

1. i%4% Panorama > SD-WAN > VPN Clusters ( VPN $£8 ) , Rt REE,
2. EREBIKED , %32 Refresh IKE Key ( Fl#7 IKE %4 ) -
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VPN Clusters

@
Name | ClusterHub245. I
Type

Branches Gateways
Q siems ) > X [[Q Litem 1= X
O ‘ BRANCHES HA STATUS | O ‘ HuBS ‘ HA STATUS HUB FAILOVER PRIORITY
[J Branch2s-2 [0 Hub254-2
[J Branchso-2
O | Braneh20-2
@ Add [] Group HA Peers @ Add [[] Group HA Peers

Refresh IKE Key Cancel

3. Commit ( %),
4. Push to Devices ( #IXZFi&% ),
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F DDNS R €17 £ MR VPN £

M PAN-OS 10.0.3 77 #f , SD-WAN BR T X DS R RINE A |, B FEMRBIEE, FIREG
AUEBEEFOLRELTHOND R, EFXBEEEMEBENERAEMNREN, £MREHHAGIRHITE
BESINHONEEFNEEPONTHONER TEEN R,

EB B K iEEE O A DHCP SRB /1M ID thit, 2 XN EEERERERIINERMES , FEKRHA IP
Mhk | Z P e MRRULAEHRMN, Hit , B AEFEEZHZ DNS (DDNS) , BAE DDNS BREAEB R NZ1T
SD-WAN HIB5 K 3B O E @ A AEY IP tbit, EFTARLAIEH#IE DDNS iRER |, XSBHENBH A E
Palo Alto Nwtwork DDNS =R EME /A ERE D IP it , LAENT IP st FQDN,

DDNS th 2 X EH , EHKE ISP B CPE R F W REIEEITIRE NAT, ( 313 IP thit ARE R L A RE R 23
#JR NAT, ) DDNS BRSs fo i Bh A 3% @ DDNS fRSEFME M A REY IP ihht, FRZEZEESZF S EH
MR ERIRT | B3h VPN 2B RIX RS AR DDNS BRS , LAIREVIE DDNS =R EMEI N IP sttt | H6E
XL/ 3L |P st 62 IKE 3T VPN B&iE, 3R CPER& EERITIE NAT , HiA—4 SD-WAN 232
%% LAH Panorama B , &fF/3 A Upstream NAT ( L3 NAT ) , B NAT IP #1138 #¥ 5y DDNS.,

» NTF CPE RZEHMEMIR NAT B LB IRE |, BAREIZRE LR —X —B4r NAT SN
L ( P ORI ) SURFINED IP st #R B 5 BAB NIEEAMT A IP ik, XF KR AR
IKE ] IPSec thisUREIBS X%, ( Palo Alto Networks & 18 L CPE i E#H1TIR NAT
By L BRg R BRI AUR. )

B4 DDNS JREH SD-WAN PR EMEEL T &4 -

« PAN-OS 10.0.3 5 10.0 W E SR A

+ SD-WAN ## 2.0.1 5 2.0 WE S R4S

o ZTPHEH 101H10MNESHMAECTHR, ZEHEE , UEFAE ZTP <B# DDNS, Panorama #4
= ZTP M , 5 ZTP RFEE.

+ FiEZS5£MIR DDNS BIBh K HBRIER — B X (CSP) ik~ T 5EM .

+ FIES54£MIR DDNS W KB MM BZRERFTRZIEH, EREIUPH K&, Panorama IZRFZRE
ENLZLERF , EERZIEPLAK CSP M ZTP RS .

o WIRIEHBH KRR H bR EME B R BRI MEIRZ LT Palo Alto Networks B5 X iE8T | SBS4ME RIZIZE
EWEE , LLAYFMNE A DDNS OB LT FQDN R E :

https:/myip.ngfw-ztp.paloaltonetworks.com/  ( BAZIiX whatsmylIP &S5 )
+ https:/ngfw-ztp.paloaltonetworks.com/ ( BABI3E DDNS JEMBRSS )

STEP 1| 4 Panorama M EER R LR D XN ZERF NI ZESZHIEZ LR,

STEP 2 | 2% ZTP #f 1.0.1 LLUE BT EMEE.

%152 Panorama EIE RIEEFH ZTP Bk,

T 7TP

BEZTP ZERFEERRAKS,

1%£3% Panorama > Zero Touch Provisioning ( T1ZfALE ) > Setup (RE ) , R4 General ( &
# ) 1% B LLZ A Dynamic IP Registration ( 2175 IP JE#f ) -

5 B OK (#E ) . General (E#M ) RERTRHHES, ID 4= On ZTP B,

pPoObdE
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Setup ZTP Service Status Firewall Registration Registration Status

General oy

Panorama FQDM or IP Address
Peer FQDM or IP Address
ZTP
Dwnamic |P Registration
Sync Status @ In Sync
On ZTP Service

Tenant ID
Panorama Servers
Serial Mumbers

6. 1E$F ZTP Service Status ( ZTP [RFRE ) , RAEBHIAB X IBEFISESIEH,

Setup ZTP Service Status Firewall Registration Registration Status
|_|\
SERIAL NUMBER IP ADDRESS REGISTRATION TIME
468 15 Oct. 2020 23:07:54 PST
A5 15 Qet, 2020 23:07:54 PST

STEP 3 | MNREKFXBEM , %% SD-WAN i 2.0.1 3 2.0 WESKRA.
STEP 4 | £ Panorama £ Commit ( 3% ) o

STEP 5| &% Panorama Web S H,

STEP 6| #2 622 VPN 55 FR/R I VPN Hubit,

STEP 7| B2 £ MR VPN £#,
1. i%4% Panorama > SD-WAN > VPN Clusters ( VPN £ ) ,
2. 1%#% Type ( ZKE ) 7 Mesh ( MIREH ) .
3. Add (A tn ) FEEMEBEEM Branch ( 9 )
4. ( ) MBERREW P HEEHL , B Add (F0 ) —NFEZAD Hub ( FD ) o
5 BHOK(HE ).

STEP 8| Commit ( 3% ) , #A/F Commit to Panorama ( 323 %l Panorama ) . MREHBHKIBEHES
IP iyt , MEZFEK. WREH VPN FHRETHH 2 XS A0 X i%HE DHCP = PPPoE #0 ,
MEAMEER DDNS |, Bt , BRUATSREZILERF,

STEP 9 | #£ Template ( 14 ) FE&H%$F Network ( M4 ) > Interfaces ( #20 ) > Ethernet ( BA K
M), REED EFREREK.

STEP 10 | £$% IP #hut 3§ /RZHZS DHCP FFim=k PPPOE WO , B HERE/EZPH Override ( BE )
RIGET OK (BE ) AKH,

STEP 11| £ Panorama LRI 2 F S B E DDNS R E.
1. #%$% Network ( M4& ) > Interfaces ( #0 ) > Ethernet ( AAR ) , RAEBXEFHEBNEOD,
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2. 1% Advanced ( &4 ) > DDNS,
3. WRBFEEOZHN DDNS REESIEE T Hostname ( £#H1% ) , B Vendor (% ) RENR
Palo Alto Networks DDNS. #l#l , £ Ethernet1/2 0O L , £ EN AN 0102,
Ethernet Interface @

Interface Name

Comment € | dia2-vlan1102-dhecp

Interface Type 2 | Layer3 w
Netflow Profile | None R
Config IPv4 IPvé& SD-WAN Advanced
Link Settings
Link Speed | auto i Link Duplex | auto o Link State | auto R

Other Info ARP Entries ND Entries NDP Proxy LLDP DDNS

[ Settings

Enable Update Interval (days) | 1
Certificate Profile | None R Hostname 0102
1Pvd IPvé Vendor Palo Alto Networks DDMNS i
D P o~ NAME VALUE
[ oHcp TTL (sec)
() Add

n Cancel

4. BHOK(BE )

STEP 12| 205 VPN &£ SIEFEMESE DHCP = PPPoE #Z#0OM AL , BEEL R I E 11, BE
Template ( 1R ) FEH , IEFEROERERERK,

» BEENPOTFEEPRESHS  MREPOEH KR P , MRZFOER DHCP 5
PPPOE LU3RGH SD-WAD # 01 IP that , BB TEE SIS A DDNSS,

STEP 13 | Commit ( 323 ) Z Panorama # Push to Devices ( #ZFi&% ) o

STEP 14 | 9 X Ph A& FIUE 5 X 2B E B E DDNS,
1. BRI 9 ZBH A,
2. i%&$% Network ( 4% ) > Interface ( #20 ) > Ethernet ( LAAM ) , T HECEENUAMED | R

FIhEEFIRY ' DDNS EERIRUAEEMMNDE. B, IPtiutFME M DDNS L,

Ethernet | VLAN Loopback | Tunne SD-WAN
'y
SD-WAN
LINK INTERFACE

INTERFACE INTERFACE TYPE STATE | IP ADDRESS VIRTUAL ROUTER SECURITY ZONE PROFILE FEATURES COMMENT

&5 ethernet1/1 & Layer3 sdwan2-branch-router | untrust profilel H @ dial-vlan1101-static
(= ethernet1/2 & Layer3d Dynamic-DHCP Client sdwan2-branch-router | untrust profile2 L@ dia2-vian1102-dhcp
== ethernet1/3 & Layerd Dynamic-DHCP Client sdwan2-branch-router | untrust profile3 [ @ dia3-vlan1103-dhecp

STEP15 | ZEHNE 19X L, BREOVN St FRREEKE AT DDNS FHH FQDN,
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1. BFESE — N5 X H1EE Network ( 4 ) > Network Profile ( MRBLE X4 ) > IKE
Gateway ( IKEFX ) o

2. BRNEWUR - M T RBWEIAETERLTAEENRZEET ; W
0101.8ced8460fcc5177cd3665ce41b6345323a15a612b8e52ec1d9ec057a582cb4.t13855f6c9a92d62777b5793

STEP 16 | EF 2 X MUK FQDN # E# DDNS 5.
1. 4[A CLlo
2. EEHESZHMF LM FQDN ( H DDNS 45 ) : £%E 7~ dns-proxy fqdn
3. %7 DDNS bt : HRRE £qdn RIF
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Bl SD-WAN AR

BRT BGP B ( RER T XY BGP BAMENR ) , BAILOIEEHSEBARAEEMN SD-WAN FE.

BAREBAMMEES R | £/ Panorama™ BB , HEEEROHD P NIE LEBE. WRER
Panorama , MU A4 ZAZEEC B 12 4 2015 A A% 2 EE’Jﬂ&o EROZE— I ZEXRIBSHEHNER , LT
TRFIR. ERHEE (BEHPON ) BSBBEI DX, LRFHE (B0 X0 ) BSEBERF L.

STEP 1| &% %| Panorama Web S H,
STEP2 | BiEEMEERERTE | REMALUTHEIXHNZEE Name ( BFF )

$peerhostname_clustername.customname, & , $branchsanjose_clusterca.10 =

$DIA_cluster2.location3, EXEEH , XS ($) 2EFHNTER :

peerhostname— BASEHINENERPORID XN ENE, X T Internet ERKHE | peerhostname
MR DIA, HRE  NFIRWENETUAEANFRAFIS, WRNFKE HA T — , e
SUERBA HA B A S ch E o — N EAE HFHIE

clustername— B OH D ZFIE M VPN EEH B,
customname— &R R XA Z/HFE ; THEME customname ( HENEH ) FEATR (o

FFHBHXNER , BAIUAERAZS N ESKEE , AR , TETLUHEHEBN peerhostname
clustername ; 2] LUB £ A R EHY customname 5EIX§J‘Z"{§°

STEP 3| &R & Type ( KE ) 7 IP Netmask ( IP REHER ) , HmATRITNMEELDKEN B R
IP 3k |, 4540 192.168.2.1/24,

STEP4 | B# OK (HE ) MREFEZE,
STEP 5| 1% Network ( M%&) > Virtual Routers ( BB\ HI2S ) , RARERELIRKASE.
STEP 6 | #%4%¥ Static Routes ( B2 SEXH ) > IPv4 , HRIZEESEE Add (%101 ) — Name ( BF )

STEP 7 | 3} F Destination ( B¥r ) , HiEREOIENTE,

STEP 8| Xt F Interface (0 ) , ANTHRIIRFIER , THIRNBEERPEO ; 6
0 , Ethernet1/1. Tunnel.x  sdwan.xXo

STEP 9 | X¥F Next Hop ( T—MNERm ) , i5i%$F IP Address (IP 33t ) |, AR TFHRASKENT —
NERSH P thtt ( BASBEBIANPRLRSE ) -

STEP 10| #23 OK (B )

STEP 11| Commit ( 323 ) , #A/5 Commit and Push ( X HH#i% ) BN EH,

B3 VPN B BNBASBHAZEONFRDIH sdwan XRBFZEHHR N U LUREERTE#HTHEN SD-WAN E
PHOEO, Elt , BERTHNHEAKHERE , EFFR VPN EETRIEXNZ TN REFELT SD-WAN
ERlHOED | SEEENT —MNRR.

STEP 12 | EER TIREREBNFHASHHE,
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G MRS

¥ VPN EHFNABRFNERETRR , HERMBEXRRSE , LSRR MSBREOE, A TET
Panorama™ BB R EFE = SD-WAN N ARFMNERESTRRES , 493 A SD-WAN B
XiE | g R G RBIE#IE R Panorama , F1EFER SD-WAN Bh X IEER FEIZ R AT E
B Panorama I B &%, MR EKREE SD-WAN Bh A& LU B F % & 2| Panorama , M SD-
WAN Monitoring ( %512 ) A4S RN ARFRERETRRE R

7 7{ETF Panorama Ui SD-WAN K #=¥3E , A4J0%F Panorama #y SD-WAN
il B #IX B 8K SD-WAN B A tE, R KER SD-WAN Ki#%iE , FRIEER
ERINHEIE T SD-WAN BLE,

> 53 SD-WAN F%
> 53 SD-WAN R AR FMEER taE
> 4B SD-WAN &

83


https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-log-forwarding-to-panorama.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-log-collection/configure-log-forwarding-to-panorama.html

5= SD-WAN £%

Y32 M Panorama™ EERSIBRMITHRR, HEMEM SD-WAN 55 , BEIRBUSEES B XA I A
B8,

MRAESEREEREEHRY , IAEFFANEENUGRA , UEEF THROMEREBH R W,
BRETUEEREHERSHEAEE  LEFSHESHABEIE RN ERNFARER.

STEP 1| & %% Panorama Web £ H,

STEP 2| 4w%8 SD-WAN ELEJ5 , Commit ( 12X ) BN EXUAEFEARS.
FEARSE QS RIITHERE, SR, UARSELRSHEINEIATFAEENES.
Commit And Push Status @

Operation Commit and Push
Status Completed
Result Successful

Details sd_wan plugin validation: Config valid
Configuration committed successfully
Commit All job 648 scheduled

Warnings

Close

STEP3 | EBEREHNEBERAMNELNREHEFAER.,

1. # Web REKEPH Tasks (1% ) (EEHEE) LT FESEES,
BH AT SD-WAN F5894E Type ( KE ),
B e Status (RS ) LBBFELNEREHEZRDFAEE,
BE B EERASFME B LRI RE B RH,

Howbn
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Last Push State Details

Details:

. Autogenerated SDWAN configuration

. Performing panorama connectivity check (attempt 1 of 1)

. Panorama connectivity check was successful for 10.8.56.66

Warnings

. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. (Module: device)
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15 SD-WAN MR FF fl 8 iR 1 8e

BIEEFE VPN £EENFEEEE , ABMKRHITRARE , FZEMNLS, NARFNEERRER
B, MAmiEsE VPN EFFNAREF MRS |, SUBRAE, SD-WAN REN T REE REZVREN
SD-WAN BF A& £, Blan | 33 F MAOBh X IE T 2 2B KRR RE |, SD-WAN M2 83E~N R RE D XX
BE, BRURREER :
- NARERMEE
+ Impacted ( ¥ ) — VPN EFHFHN—NHZSAINA , EREFNRS, ERIBESTE LS
HERIBERIIEKD , PHAIBEEREREREXHNIEERE.
s OK(IEE)—MEKHMBlG, ERLHTFEITELMEERTH VPN £&, A OMIXHHKE,
o BERRMERE
« Error ( 1% ) — VPN AE — N2 RERERE DO (VIF) BT et HILEZEZE RE,
« Warning ( 8% ) — 5BI tXITERFEENR S, ER, REFESEXMEHEMERXH VPN
£&#, PO ZIHHRE,
« OK(IEE)—MNKHEREZ, EERKBETEKLMERBTMN VPN £, F LMD IWHE,
WMRALHD ZF5 AR SD-WAN KEMRNEE T L4 , WW&E R Error Correction
Initiated (U4EEBEZ ) HE , BHEF LR ZHRERNBIHFEIE T NARFERBEFRNEIR.

XL FREBM SD-WAN rhink 4E SD-WAN 4535 B S Hiin 7 4 4582 B 2 #FH9 SD-WAN FEsHl
M| pcEepd , SD-WAN itz F &8 R Error Correction Initiated (BRI ),

EEFARRP  FEECES DI HAFRRESRSN I NN AR FRER. RE , BEZ PR
RUBRURKEFNEAREE . NERH , EENARFRFINER R FAER.

STEP 1| & %% Panorama Web £ H.

STEP 2 | 4% Panorama > SD-WAN > Monitoring ( 1% ) LHRIEEE VPN £8. R OMDXETR
MEE,

Device ¢ s t
C' PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

Panorama v

4 SD-WAN
file
2020/07/24 03:06pm

2020/07/24 15:06:00

® SNWT“ App Performance
g rop
SIS €) Impacted @ oK
@ HTTP
[ raDIUS
ysce
E EZ’:CS’ VPN Clusters: 2 /5 VPN Clusters: 3 /5
[ Kerberos
[, SAML Identity Provider Hubs: O /3 Hubs: 3 /3
[ scheduled Config Export
Branches: 2 /4 Branches: 2 /4
(Error Correction Initiated)
Link Performance
€ Error Warning @oK
VPN Clusters: 4 /5 VPN Clusters: O /5 VPN Clusters: 1 /5
Hubs: 3 /3 Hubs: O /3 Hubs: O /3
Branches: 3 /4 Branches: U /4 Branches: 1 /4

paloalto
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STEP3 | BEHETRELMY, HRRNEETRONAEFHERERMREAEE  BUREIER,. HaiMK
FEEEXREFFAN K/ RRSTIR,

De t
C' PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

> VPN Clusters: | App Performance - Impacted > Sites: | All Sites 2020/07/24 03:06pm - 2020/07/31 03:06¢
7/24 15:06:00 to 2020/07/31 15:06:00

B SNMP Trap

Bsss | [ error correcTion
Boemm ST vencwsten  |pROFE  uNKs  |UNKNOTIFICATIONS | LATENCY  [UTTER  |PACKETLOSS  |APPS |IMPACTEDAPPS TYPE

2, Email

B TP TB2-VPN branch 12 @154 Warning Warning Warning o1 Packet Duplication
[ RADIUS TB2-VPN hub 6 @8 Warning Warning Warning 1 @0

@ysce TB4-VPN branct 12 @189 Warning Warning Warning 8 o3 Packet Duplication
[ TACACS+

i Huw-Hub-HA TBA-VPN hub 7 @145 Warning Warning Warning 1 ®o

[ Loap

[ Kerbe

F SAML Identity Provider

paloalto

STEP4 | BHE REEHEIRNIER , UK VPN EHIPES, KR RNRAREFEREMEERIERE
ﬂi’"ﬂﬂ’ﬂﬁ“ﬁﬁhfo s, R RERRR  RIEEEEX, EERE. HRE. %SHE@
%%FE:&“%W‘]E’JF’%&FEE VPN £,

N FMNEZEEBKRMIGR (DIA) §83% 15 FIRY SaaS MAREF , SaaS Monitoring ( SaaS ¥1% ) SRR ZMNH
BEFRERHE SeaS MERBENXHFRIE , REE—1HZ SD-WAN FEEHI KB,

« R _ZNABRFTR]E SaaS REREXHHE BN SaaS NAEF.

- BA —ZRARBRFRE SaaS MERBENHHEER SaaS MARRF , H5—1 SD-WAN KEEXEK,
« ZIN—ZNARFRE SaaS MERENHHEER SaaS MARRE , H5%1 SD-WAN KEEXEK,
MBEF—MUEREXHS —MNARFH SD-WAN F#EHNI5B |, N Error Correction Applied ( 4
HBENA)JNERRENAMUEMNE T MipL 48R, A, ,..\—JJ«)\EE Error Corrected Sessmns/

Impacted Sessions/Total Sessions ( él-l‘f’*éﬁ/m?fﬂﬂélﬁ/éﬁﬁﬁi ) , THRERSENEEAR , 2XZF
DB RBESFLEBRPIZLLEHITTHUE.

¥ 5 PDF/CSV LAS i PDF = CSV XK., hahNARFANEREFANETIRER,
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{» PANORAMA A “DEVICE  PANORAMA

Panorama v S RLE]
SCEP
- 4 SD-WAN
B3 s5H Service Profile
B Log Ingestion Profile * TB2-Branch-HA 24 03:06pm - 2020/07/31 03:06;
[ Log Settings Profile: Branch - Devices: 2 - Links: 12 - Apps: 5 15:06:00 to 2021 31 15:06:00
L{ server Profiles
B App Performance
B SNMP Trap A
By syslog
& emai ERROR CORRECTED SESSIONS /
) HTTP IMPACTED SESSIONS / TOTAL
ﬁ PP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS, LINK TAGS
o RADIUS CableMOdem =~
scp
- insufficient-data PD_Weighted Disabled ® ok PD 19.61KB 133/0/155 Braodband
[ TACACS+
B LoAP ntp Test_PD Disabled @ Impacted - 125.42 K8 0/3/12k G
[ Kerberos Braodband
[ SAML Identity Provider CableMOdem
cheduled Config Export s twitchhitps Multiple ® oK - 616 MB 0/0/34k 4G
Sctivare voutube Braodband
@ Dynamic Updates CableMOdem
5 Plugins
PDF/CSV/
2 SD-WAN
3 Devices Link Performance
&% VPN Clusters
(=] Monitoring
ERROR CORRECTION
] reports pEVICE LINK TAG LINK TYPE INTERFACE LINK APPLIED LINK NOTIFICATIONS | LATENCY ITTER PACKET LOSS
Licenses Branch-Vm100-HA2 No Data No Data No Data ethernet1/4 Warning Warning Warning
S Support
§ Branch-Vm100-HAL Braodband Fiber ethernet1/2 11.0102_01549900000069... PD @50 Warning Warning Warning
@x Device Deployment
Software Branch-Vm100-HAL No Data No Data No Data 49900000069... - Y Warning Warning Warning
@, GlobalProtect Client Branch-Vm100-HA2 No Data No Data No Data ®0 Warning Warning Warning
(@& Dynamic Updates Branch-Vm100-HA2 No Data No Data No Data 'Y Warning Warning Warning
& Plugi
¢ Plugins Branch-Vm100-HA2 No Data No Data No Data 49900000069... - o1 Warning Warning Warning
Licenses
Branch-Vm100-HAL 46 LTE/3G/4G/5G ethernet1/4 49900000069, o052 Warning Warning Warning
Master Key and Diagnostics
BB Policy Recommendation Branch-Vm100-HA2 No Data No Data No Data 11,0102 01549900000069... - el Warning Warning Warning M
E ) PDF/CSV.

paloalto

STEPS | B HEREFERENNARFN D ZHF Do

STEP 6 | B EZ MW N ARFUNEENARF R RNERRI N FAES

flan , EENRAEFNERESE , THRNARFERSEMEE LR, HMBREaEERER. W,
TR LAEE AR A EER N T 46

App: db2 O]

Traffic Characteristics

VPN Cluster: cluster2 - Site: sdwan2-branch2 « Profile: branch * Devices: 2 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Traffic
8M
LTE: 0%
ttDSL: 14
\ . / af % §
>
3 =]
08/02 08/02 08/02 08/03 08/03
00:00:00 08:00:00 16:00:00 00:00:00 08:00:00
comcast—cable: / — attDSL comcast-cable
86%
Links Used
Q 5items ) —»
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
007099000011543  LTE Ethernet ethernet1/3 t1.0103_00729900...  test-db2 FEC (Correction 177.17 KB / 300.01
Ratio 20:6) KB
007099000011543  comcast-cable Ethernet ethernet1/1 tl_0101_00729900... test-db2 FEC (Corre)ction 44.54 KB / 6.07 GB
Ratio 20:8
007099000011543  attDSL Ethernet ethernet1/2 t1.0102_00729900...  test-db2 FEC (Correction 33.65KB/977.74
Ratio 20:8) MB
007099000011544  attDSL Ethernet ethernet1/2 t1.0102_00729900... test-db2 FEC (Corre)ction 0 Bytes / 91.07 KB
Ratio 20:8
007099000011544  comcast-cable Ethernet ethernet1/1 t.0101_00729900... test-db2 FEC (Corre)ction 0 Bytes / 945.86 KB
Ratio 20:8

Close
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Traffic Characteristics | Link Characteristics %

VPN Cluster: cluster2 = Site: sdwan2-branch2 « Profile: branch « Link: t|_0101_007299000006017_0101

2020/07/27 13:24:00 - 2020/08/03 13:24:00

400

-0~ Link

(ms)

Latency

T
08/01
00:00:00

T
07/29
00:00:00

I I A~ T
07/28 4730 Y7EY)
00:00:00 Date: 07/30 '%\976@3%

Latency: 78 ms

o
S

T
08/03
00:00:00

T
08/02
00:00:00

Latency Baseline - 225.00 ms.

20
-0~ Link
; a Ty el ok an sy . i Rraanded pd et 5 5 Lall ke o Sannd
b . 7 =
EE © I T T I T T I
07/28 07/29 07/30 07/31 08/01 08/02 08/03
00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00

Jitter Baseline - 20.00 ms.

07/28
00:00:00

07/29
00:00:00

07/30
00:00:00

07/31
00:00:00

08/01
00:00:00

Packet Loss

-0~ Link
- FEC

08/02
00:00:00

08/03
00:00:00

Packet Loss Baseline - 8.00 %.
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4+ K SD-WAN R &

BEFER —DHAFIRERETERNE, BHERNNNARFRERELN SD-WAN &, BEFN
REFRERNHINFRESIZMNBEEME ; SYWHRFLS , REFHIANNARFRERS
%, SD-WAN REBRFEER , TEBI U ER. £ SD-WAN RERIENARFREENELERS
Ef, IRBRAFTIEINARFRERNTE, FW , R ISP RIEER EE-—ENFLE 2K
BEEERE A AR —MERRMEREIR T | MR B R B ETFRIEMNH IR,

£ Panorama™ EERFEHRF , BRENFFERAT SD-WAN ZhaeRIB A& LHI B AR 7 8RR £ IR S .
BERENHNEL RN ARFRERE KRS , ELRER KE LA BN AERKIRS

STEP 1| &%l Panorama Web $H,
STEP 2| i£$% Panorama > SD-WAN > Reports ( 8% ) , A5 Add ( 50 ) RS,

STEP 3| BEi& SD-WAN &S,
1. BWAREHHERY Name ( BFF ) -
2. EERE4 KK Report Type ( 3REHER )
1% App Performance ( RAREFMEE ) £ — BN MARFE TR TIEAERNIRS
1%£3% Link Performance ( #83&ME8E ) £ — X R ZETRR BT IFMBE RIS
3. BRERNHEERIREH VPN Cluster ( £8 ) . BiAk#Rall (£3) o
4. EBRERNHERIREHFTIE VPN S8 Site (R ) - BRIAERFall (£36)

mREFall (25 ) &8, MEkFREFARE , BXEARER.

5. ( ) IBRE R HAERIREH Application ( REREF ) -
WMREF Al (£ ) ERENUR , MEFRETARE , L EARENNARRF.

6. ( ) EBREAHERREM Link Tag ( 8884512 ) » AEERFICE , AN EEHRL
RPAEALREHTOENFTEERER — RS, BRiAERall (£3) .

7. ( ) EBRENHERIREN Link Type ( 85B83KE ) . AREERKAER , SHEHNL

RPEEXREWIMEHEER —MIRE. BRiAERall (£50) .

8. EEHREPITEN TopN (BIND ) MARFRER, BIEE , TUBERSFIEN. HIE
TRRABNCHNRARFRERNBE, RIABRT , REPITER 5 MNHASTRABCHRARERF
RAEERK

9. IBEEHDPERKREM Time Period ( BHEY ) o BRIARIEE None () , RS , EONAREFRER
BAMETRRAEIRF.

STEP 4| 85 Run Now ( M EME1T ) BAERKIRE
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Reports @

Name  App-test

Report Type o App Performance Link Performance
Cluster | all
Site  all
Application
Top N 10

Time Period | last-24-hrs

Run Now Cancel

STEP5 | BB A MMM , RS Export XML ( S H XML ) LU XML R IRE S HI BN AR
%, HERMER , B¥ T Close (<M )

App Performance Report by application - top 10 apps across all clusters and all sites (O]}

Time period 2020-09-15 14:14:24 to 2020-09-16 14:14:24

Link Info
ERROR
CORRECTED/IM... IMPACTED/ ...
SAAS AVG IMPACTED/TOT... | SESSIONS PER ERROR CORRECTED BYTES PER
CLUSTER SITE APP MONITORING FLAP/SESSION BYTES PER APP APP POLICIES LINK TAG LINK TYPE METRICS LINK TAG
ClusterHub245 Branch20 ssh Disabled 175 9.08GB/339.08... 0/4/12 Tunnel_SCP BroadBand2 ADSL/DSL 4.45GB/23....
Tunnel_SCP BroadBand1 Cablemodem 4.62GB/51....
ClusterHub245 Hub254 bgp Disabled 16 904.35KB/19.4... 0/1/1 BroadBand2 904.24KB/9...
BroadBand1 Ethernet 117.00b/11...
ClusterHub245 Branch50 ftp Disabled 0 900.00b/1.64KB  0/1/2 Tunnel_FTP BroadBand1 Cablemodem 900.00b/1.6...
ClusterHub245 Branch20 bgp Disabled 15 380.00b/18.68...  0/1/1 BroadBand2 ADSL/DSL 170.00b/17...
BroadBand1 Cablemodem 210.00b/21...
autogen_hubs_cl... Hub254 dropbox-base Disabled 0 0/38.41KB 0/0/33 DIA BroadBand1 Ethernet 0/27.47KB
DIA BroadBand2 Ethernet 0/10.94KB
ClusterHub245 Branch20 taobao Disabled 0 0/1.65MB 0/0/1.4k DIA BroadBand2 ADSL/DSL 0/729.81KB
DIA test-rule BroadBand1 Cablemodem 0/962.53KB
ClusterHub245 Branch25 netbios-dg Disabled 0 0/3.56KB 0/0/15 test-rule BroadBand1 Cablemodem 0/3.56KB
ClusterHub245 Branch25 youku-base Disabled 0 0/167.28KB 0/0/115 DIA BroadBand2 ADSL/DSL 0/20.36KB
DIA test-rule BroadBand1 Cablemodem 0/146.92KB
ClusterHub245 Hub254 insufficient-data Disabled 0 0/24.92KB 0/0/105 BranchToBranch...  BroadBand1 Ethernet 0/13.05KB
BranchToBranch... BroadBand2 Ethernet 0/11.87KB
autogen_hubs_cl... Hub254 apt-get Disabled 0 0/62.36KB 0/0/2 DIA BroadBand1 Ethernet 0/62.36KB

Export XML Close

STEP6 | EIREHHEOG , BHOK (AT ) MREFEEENIKRSE.

STEP 7 | Commit ( 323 ) > Commit to Panorama ( $#23%| Panorama ) , 3 Commit ( £ ) B,
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R HEER

£ Panorama™ BERSERM B ITEED (CL) &F SD-WAN 8 , AERITERME,

> ¥ CLI %85 FTF SD-WAN F5%
HEBR BI AR MR ML PR
HEBREERR M REBUE

FRIEH SD-WAN Bh A 1
F4 SD-WAN $&E#4

H& SD-WAN &4

V V V V V

93



F CLI a5 T SD-WAN £

AT CLI s S EE RS SD-WAN 58 , LUREF SD-WAN 231885, i, SELLESR VPN
FREEE. BGP{EE % SD-WAN #OEE,

WRIRE, EEA..

EEHEK SD-WAN 58

« &EE& SD-WAN EOMBEEZHM ID, IR

A, RMAIE P suut, ARRREEOARS, > show sdwan connection all | <sdwan-
interface>

« BEEZHKL SD-WAN EREORNMRERSHE
R E =T v e > show sdwan session distribution
policy-name <sdwan-policy-name>

- EENRERETIEE SD-WAN EfZEOK SD-
WAN EBAMEZH  URGKRESEEZ , BEWN > show sdwan rule vif sdwan.x
MR, B FMBEIEXRE , HRA TN A%
BRI, LR ARERO,

. BEERREENBREFRENESE SD-WAN E4,
> show sdwan event
®  tF PAN-0S 10.0.0 1 10.0.1 , 34
& EH SOWAN RE ( AMBE
REREXHEXR ) MSBERT
T EH SD-WAN &t |, REH
BRI ERIERUEREERER,

o 5B} SD-WAN B4,

> clear sdwan event

« ZEH SD-WAN E#EQ (EEEEARSMENR )
ERZER ., Bz MEdEaE %, > show sdwan path-monitor stats vif

<sdwan. x>
E=/RMERANIR, B MBFEIE K
TNE , ARRFEE. SINRERTEE -
i ( BHBER )E?ﬁﬂﬁ}ﬂ%}ﬁ&ﬁﬁﬂiﬁﬁiﬁi‘gﬂ’giﬁ > show sdwan path-monitor stats vif
TWRMRA . BRERFUES | ESXH La AN <sdwan-interface-name>
B, NMERTE LIXERN &8 E LG RERRY
SH1E,

- EEBEEXFETER SD-WAN KRBAM B,
FAEREED , REATANGIER, H5)M | > show sdwan session path-select
BIESELE L URFKRES RS E, session-id <session-id>

S 34F PAN-0S 10.0.0 1 10.0.1 ,
L @ SD-WAN EE ( Hlmes®
RERBXHEN ) MSHREET

94 SD-WAN BERER | HMEHR
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MRZRE..

T EH SD-WAN %426t , 7if B
AT 2TTER IR BER,

EER..

« BF (FRRAIWITHAEY ) SD-WAN E LR AT
BEEXUREHER,

> show sdwan path-monitor parameter
path-name <sdwan-path-name>

« BE (RRAIHITME ) SD-WAN REHLEERE A 15
N, ERERARENSEITHES,

> show sdwan path-monitor parameter vif

<sdwan. x>

EE £ RITEHE LR SD-WAN #fE

. EHXE, WIFKER SD-WAN BN ERKFEE
ERAEERINEFEN DS BESHE 3,
EDZPhAEEE | KZE SD-WAN BREE 2 B3
85, XF2U , BBECE A SD-WAN BRI 2EEF
.

> show counter global filter delta yes

flow sdwan prob req tx

flow sdwan prob reply rx

« EFOL, BIERK TR SD-WAN N FREHE
BHEREBSRENRNEEHFEIHE -3

EROHAELE | KE¥ SD-WAN BRINE |
XFRE , BB SR A SD-WAN BEEERERN,

> show counter global filter delta yes

flow sdwan prob req rx

flow sdwan prob reply tx

EE VPN RBRERFR

- BEREBAELCIBROFAERE,

> show vpn flow
- BEEREMRANSIRBRENEARES.
> show vpn flow name <name>
- BERID RS IBENEAEE.
> show vpn flow tunnel-id <tunnel-id>
- ERFMARENEBRMEBEHARR (IKE) M 1 M
B2 MiEAELS., > show vpn ike-sa
. EFEBHEMXH IKEv2 R2XEK (SA) # IKEv2
IPSec % SA. > show vpn ike-sa gateway <gateway>
- BEERBEFHAFEE.
> show vpn tunnel

EEBGPER
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MRZRE.. EEA..

- EFEMIKMERN BGP HE,
> show routing protocol bgp summary
virtual-router <virtual-router>

- BEEBGPXNENRHE.
> show routing protocol bgp peer
peer-name <peer-name> virtual-router
<virtual-router>

- BEFAMIRMAFEE RIB) HEE,

> show routing protocol bgp loc-rib

& & RIB # FIB 11 SD-WAN #OE LR

- EEHMH SD-WAN HO#EO,
> show routing route

. BERAREEE (FIB) 8 SD-WAN #0,

> show routing fib

96 SD-WAN BERER | HEHR
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BEBR R A A2 Fr (E RE TR

THSBNARFANRSHRETENREAEHRASERT2ZIFMPWSE—R, THSB VPN EHIY
WHRE , ARNARFRENERBITEERNRE , AABIEX SD-WAN B E#TH0E,

STEP 1| & %%l Panorama Web & H.

STEP 2| i£#% Panorama > SD-WAN > Monitoring ( %12 )

, RIGEE Impacted ( TEIIH ) VPN &£

{» PANORAMA DASHBOARD ~ ACC  MONITOR  POLICIES  OBJECTS ~ NETWORK  DEVICE

Panorama v

B3 certificates
B3 certificate Profile

SSL/TLS Service Profile
[ scep

B3 55H service Profile

App Performance

€ Impacted

PANORAMA

SO

Last 24 Hrs

2020/09/15 14:37:33 to 2020/09/16 14:37:33

@ oK

ofie
By SNMPTrap

By syslog

@, emai VPN Clusters: 1 /2
@ HTTP

[ rADIUS

yscp Hubs: 1 /1
[ TACACS

(2 Lone Branches: 2 /3
[ Kerberos (Error Correction Initiated)

[, SAML Identity Provicier

[ Scheduled Config Export
Link Performance

€ Error

@ SD-WAN

3 Devices VPN Clusters: 1 /2
% VPN Clusters

(= Monitoring

5] revorts Hubs: 1 /1

Branches: 3 /3

VPN Clusters: 1 /2
Hubs: O /1

Branches: 1 /3

Warning

@ oK

VPN Clusters: /2 VPN Clusters: 1 /2
Hubs: /1 Hubs: O /1
Branches: O /3 Branches: O /3

STEP 3| EF M Site (35 )
F RITNEERIE

{» PANORAMA

Device C s t
DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE

paloalto

TR RPIRENEERIBEFRFIE VPN £8 | R EZEEELRL, IR
12 /METRNBEZE M VPN £8 1 All Sites ( FTASR ) -

PANORAMA

> VPN Clusters: | App Performance - Impacted Sites: | Al Sites

SSL/TLS Service Profile

[ scep
&) 55H Service Prol
R Log Ingestion Profle SITES PROFILE LINKS. LINK NOTIFICATIONS. LATENCY
[ Log Settin
& Log hub 18 @ Warning
[ Server Profiles
- branch 8 4
B s\mpTap rancl ° Warning
B Syslog branch 8 o:s Warning
&, Email branch 8 o6 Warning
@ HTTP

STEP 4| EWERHH | ERZHME P OR D Xy Kk

ERROR CORRECTION
TYPE

NITTER PACKET LOSS APPS IMPACTED APPS VPN CLUSTER
Warning Warning 2 o! ClusterHub245
Warning Warning 25 o1
Warning Warning 26 ®o0
Warning Warning 30 Y] FEC

, AEE Z A 5 A2 AR R A SEBR A BE
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{ PANORAMA

DEVICE

PANORAMA

Panorama v

) Certificate Management < SD-WAN

Certificates Branch20

Certificate Profile

5 SSL/TLS Service Profde | Profile: Branch + Devices: 1+ Links:8 + Apps: 30

[ scep
B3 55H service Profile
ER Log Ingestion Profile

App Performance

& Log Settings

[ Server Profiles

ERROR CORRECTION
D

APPLIE

11.0101_00709900001237...  FEC

1237.. FEC

001237... | FEC

11.0102_00709900001237... | FEC

B) sNMPTrap App SD-WAN POLICIES SAAS MONITORING APP HEALTH
By syslog ssh Tunnel_SCP Disabled @ Impacted
bgp Disabled @ Impacted
e alipay DIA Disabled ® oK
B test-rule
B, Kerberos tumblr-base DIA Disabled ® oK
[ SAML Identity Provicer PDF/CSV
cheduled Config Export
Link Performance
> Software
@& Dynamic Updates !
S Plugins
) 1PS Signature Converter DEVICE LINK TAG LINK TYPE INTERFACE LINK
) Manage Branch20-2 BroadBand1 Cablemodem ethernet1/1 ethernet1/1
Branch20-2 BroadBand1 Cablemodem ethernet1/1
=3 Dey
evices Branch20-2 BroadBand1 Cablemodem ethernet1/1 1.0101_00709
& VPN Clusters
o Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 ethemet1/2
= Monitoring
5] Reports Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 1.0102 00709900
Licenses Branch20-2 MPLS MPLS ethernet1/4 ethernet1/4
o Support Branch20-2 BroadBand2 ADSL/DSL ethernet1/2
@s Device Deployment .
- | Branch20-2 No Data No Data No Data 1.0104_00709900001237.
S PDF/CSV

ERROR CORRECTION APPLIED.

LINK NOTIFICATIONS

@0

BYTES

339.08 GB

18.63 MB

179 MB

115MB

LATENCY
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

Last 24 Hrs

2020/09/15 14;

ERROR CORRECTED
SESSIONS / IMPACTED.
SESSIONS / TOTAL
SESSIONS.

0/4/12

0/1/1

0/0/ 1.4k

0/0/1.4k

Page | 1 of3

JITTER
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning;

N

37:33 to 2020/09

30items

LINK TAGS
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1 o

Displaying 1 - 10 of 30

Bitems | > X

PACKET LOSS
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

STEPS | ERAREF MRS  RENABRFUEENARFREMEXNFANRERLEES | F

 , Internet BRSS FN6E A B BERE -

. BEEHBILUTHREAN Internet REPAS NN ARFRE,
s BELZFEBLTHREENBENER 81 Internet REPEHRPBEFT T
- BEEFHANERDBOUTHENBEFREFRANER  HT7THEEFMERBERAN , BFZTHEZIFE

= || By r]
TREEIE,
App: ssh
Traffic Characteristics
VPN Cluster: ClusterHub245 - Site: Branch20 - Profile: branch - Devices: 1
Traffic
8G
., -
2
BroadBand2: 31% B 2
B B 169 %
0G
09/15
16:00:00
" BroadBand1: 69%
Links Used
DEVICE LINK TAG LINK TYPE
007099000012451 BroadBand1 Cablemodem
007099000012451 BroadBand2 ADSL/DSL
007099000012451 BroadBand2 ADSL/DSL
007099000012451 BroadBand1 Cablemodem

STEP 6 | HES BN ARF KM ERN S ITIRTIEIR
EL&RTETRLERERFHE,

@

2020/09/15 14:37:33 - 2020/09/16 14:37:33

09/15 09/16 09/16

20:00:00 00:00:00 04:00:00
BroadBand1 BroadBand2
ERROR CORRECTION

INTERFACE | LINK POLICY METRICS
ethernetl/1  t|_010.. Tunnel SCP  N/A
ethernetl/2  t1_010.. Tunnel SCP  N/A
ethernetl/2  t1_010.. Tunnel SCP  N/A
ethernetl/1  t1.010.. Tunnel SCP  N/A

09/16
08:00:00

4items | — X

BYTES
IMPACTED /
TOTAL BYTES

277GB/
17.67 GB

2.36GB/
11.88 GB

209 GB/
11.15GB

1.85GB/
21.34GB

Close
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1. FERBFIERTF 896 A AV EERR AR 2
BRAHME (R, H3NBBFEITEX)  LAESBNARFRERNETIRRER.

App: ssh
Traffic Characteristics

VPN Cluster: ClusterHub245

BHUAAMERAFAEEESR2PEEN R RER N A
ol=!

Link Characteristics
2020/09/15 14:37:33 - 2020/09/16 14:37:33

Link: tI_0101_007099000012371_0102

Site: Branch20 « Profile: branch

Latency
800
> Link
= == Link Down
gg O *
s 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Latency Baseline ~ 440.00 ms.
Jitter
40
Link

3w == Link Down
EE O L4

= 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16

15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Jitter Baseline - 20.00 ms.
Packet Loss
40
4 Link
; g o N == Link Down
] 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
£ 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Packet Loss Baseline - 20.00 %.

Close

2. 7£ Traffic Characteristics ( S58B4 1 ) T~ |, R HAVEER K EFEHBNARFERNERSS

i, LEFTHSH VPN RSN ER.,

App: ssh
Traffic Characteristics
VPN Cluster: VPN-Cluster

Latency
800

(ms)

0
09/15
15:00:00

Latency

Jitter
200

(ms)

0
09/15
15:00:00

Jitter

Packet Loss
80

(%)

o

09/15
15:00:00

Packet Loss

STEP7 | EHES BN AR

=R

Link Characteristics x
2020/09/15 15:01:32 - 2020/09/16 15:01:32

Link: t_0101_007051000118905_0102

Site: Branch50 « Profile: branch

== Link Down
- Date: 09/16 00:01:54
09/15 09/15 Latency: 500 ms )9/16 09/16 09/16 09/16 09/16
18:00:00 21:00:C 1:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
-+ Link Down
*
09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Jitter Baseline - 50.00 ms.
=+~ Link Down
*
09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Packet Loss Baseline - 15.00 %.

Close

<

i

EXYNNRRGE , BERUTERFABEN S E
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ZRFHMERANE RES AEREXH, BYNNARFRENMNARNTHRERBH LM%
BB THANARFRENASGCRT2ZIETRL TR SR,
HBEEREREXHFHEFRESTREIRE, FUTRRETRAREATE , SETLENEREY
BEB. S, MRENNARFRAEERET 18% BIESEANFLEZWAFEE , XA 10% B
FEREXAETRSSBNARFHEXBITHREAN KR,

FEHWEH Internet RS IRE (ISP) , BEXN EMENXIMRE B HEMNES  EHEMNNERTE
EWO
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HERR 8% B% £ RE SN PE

THSHERMETRNRERBRAFCRECANAEFNIRSHT2ZZMYLBE—R, TH VPN
ERPERZIZHNRRE TN SD-WAN BEERTHIE  BRAFGCRECANARFNRSETAR
BTN T B B R B OS2

STEP 1| & %% Panorama Web £H,

STEP 2 | #%4% Panorama > SD-WAN > Monitoring ( %1% ) , A& Impacted ( FE I ) VPN &£

{ PANORAMA

DASHBOARD ACC MONITOR POLICIES [za NETWORK DEVICE PANORAMA

) Certificate Profile

2020/09/15 14:37:33 to 2020/09/16 14:37:33
SSL/TLS Service Profile
[ scep App Performance
€) Impacted @ oK
VPN Clusters: 1 /2 VPN Clusters: 1 /2
® HTTP
[ rADIUS
D sce Hubs: 1 /1 Hubs: O /1
[ TACACS+
(5 Loap Branches: 2 /3 Branches: 1 /3
[ Kerberos (Error Correction Initiated)
[, SAML Identity Provicier
B g Link Performance
g € Error Warning @ oK
VPN Clusters: 1 /2 VPN Clusters: /2 VPN Clusters: 1 /2
Hubs: 1 /1 Hubs: O /1 Hubs: O /1
Li ;5
i Branches: 3 /3 Branches: /3 Branches: O /3

paloalto

STEP 3| &£ T M Site ( ¥R ) THIIRPREVEILERTIL VPN £5 , AREENEELR, EHRS
F,EESEENF ORI AE , UEEZ PR N AR F B SRR AL,

ELRBEIF , BRIPHEERIE 24 MR ESEZ M VPN EEH All Sites ( FIBR ) o

{ PANORAMA

Gro t
DASHBOARD ACC MONITOR POLICIES [za NETWORK DEVICE PANORAMA

SO
> VPN Clusters: | Link Performance - Error > Sites: | Al Sites Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33
4items | > X
ERROR CORRECTION
PROFILE LINKS LINK NOTIFICATIONS | LATENCY ITTER PACKET LOSS APPS IMPACTED APPS TYPE VPN CLUSTER
hub 18 e Warning Warning Warning 2 o1 - ClusterHub245
branch 8 ('Y Warning Warning Warning 25 [}
branch 8 o3 Warning Warning Warning 26 @0
E) branch 8 o6 Warning Warning Warning 30 02 FEC

STEP 4| FEWRIF , MEZZWHNF ORI AE , NERZ P N AT MRS ae.
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{ PANORAMA

DEVICE

PANORAMA

Panorama v

B Certificate Management 4

Certificates

&) Certificate Profile
SSL/TLS Service Profie

[ig scep

&) s5H service Profile

ER Log Ingestion Profile

[ Log Settings

L server Profiles
By SNMPTrap
B Syslog

[ SAML Identity Provider
[ Scheduled Config Export
@ Software
@ Dynamic Updates
&b Plugins
(@) IPS Signature Converter

3 Devices
&% VPN Clusters
(= Monitoring
2] Reports

Licenses

& support

evice Deployment

L Snftware.

SD-WAN

Profile: Branch - Devices: 1

App Performance

alipay

tumblr-base
PDF/CSV

Link Performance

DEVICE
Branch20-2
Branch20-2
Branch20-2
Branch20-2
Branch20-2
Branch20-2

Branch20-2

+ | Branch20-2

PDF/CSV

Branch20

Links: 8 * Apps: 30

SD-WAN POLICIES

Tunnel_SCP

DIA

test-rule

DIA
LINK TAG LINK TYPE
BroadBand1 Cablemodem
BroadBand1 Cablemodem
BroadBand1 Cablemodem
BroadBand2 ADSL/DSL
BroadBand2 ADSL/DSL
MPLS MPLS
BroadBand2 ADSL/DSL
No Data No Data

SAAS MONITORING

Disabled

Disabled

Disabled

Disabled

INTERFACE
ethernet1/1
ethernet1/1
ethernet1/1
ethernet1/2
ethernet1/2
ethernet1/4
ethernet1/2

No Data

APP HEALTH

® Impacted

@ Impacted

® oK

® oK

LINK
ethernet1/1
11.0101_00709900001237.

1.0101_00709

1237.
ethernet1/2
11.0102_00709900001237.
ethernet1/4
11.0102_00709900001237.

11.0104_00709900001237.

ERROR CORRECTION APPLIED.

ERROR CORRECTION
APPLIED.

FEC
FEC

FEC

FEC

LINK NOTIFICATIONS

@0

Last 24 Hrs

2020/09/15 14;

ERROR CORRECTED
SESSIONS / IMPACTED.
SESSIONS / TOTAL

BYTES SESSIONS.
339.08 GB 0/4/12
18.68 MB 0/1/1
179 MB 0/0/ 1.4k
115MB 0/0/14k
Page 1 of3
LATENCY JITTER
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning,

SO

37:33 to 2020/09/16 14:37:33

30items

LINK TAGS
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1 o

Displaying 1 - 10 of 30

8items

PACKET LOSS
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

STEP S | EN AR FHERERE D |

wn

- BELTELT RN S

BENARFUEENARERR
Internet Hﬁ%ﬂlﬁﬁﬁ Y 55 3%

o BEHETHEN Internet BEF AN ARFERE.,

TEBAXNFANRERERES | H

B Internet RFZ P E MO BTEFZ T

. ﬁﬁﬁﬂiﬂﬁﬁ%%“‘[ﬂ DUATHRNMARFREERANER , FT7TREMERRAERA , EFTHEZLF

=Z T r]
TR
App: ssh @=
Traffic Characteristics
VPN Cluster: ClusterHub245 - Site: Branch20 - Profile: branch « Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33
Traffic
8G
" — _ B —
2
BroadBand2: 31% >
@ -
0G
09/15 09/15 09/16 09/16 09/16
L 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
. BroadBandl: 69%
BroadBand1 BroadBand?2
Links Used
4items | = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernetl/1 | 010.. Tunnel SCP  N/A 27727GEB/
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t1_010.. Tunnel SCP  N/A GB/
007099000012451 BroadBand2 ADSL/DSL ethernetl/2  t1.010.. Tunnel SCP  N/A %095GGB/
1.1
007099000012451 BroadBand1 Cablemodem ethernet1/1  t1_.010.. Tunnel SCP  N/A 1.85GB/
21.34GB
Close

STEP 6 | HES N AREF X IRERNS TR ER.
ELERER S ERERERE X HIEENHEE.
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1. EREBFVEETFNEANERTS , BEUARERLNFAESELSR2FIEEN N EERRAE
BRASE (R, BB MHBFEIEKX ) , LAESBNARFRRERNSITRLER. EItROIH
BINEENRUAN 1/1, BRI , BREEEXBILELEEIHNARFERERERENXHH
BEERNRE. Fit, IUBHER , FRESBNARFRABHERBI T —MREHEENERERE,

App: ssh @8

Traffic Characteristics Link Characteristics %

VPN Cluster: ClusterHub245 « Site: Branch20 « Profile: branch « Link: t_0101_007099000012371_0102 2020/09/15 14:37:33 - 2020/09/16 14:37:33
Latency
800
N Link
2% == Link Down
gg O -
= 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Latency Baseline - 440.00 ms.
Jitter
40
Link
3w == Link Down
£Eg © >
=7 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00

Jitter Baseline - 20.00 ms.

Packet Loss
40
Link
= == Link Down
€ o -
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00

Packet Loss

Packet Loss Baseline - 20.00 %.

Close

2. 7£ Traffic Characteristics ( $5B$451E ) TR |, RS —MERAEFHRSME. EHROHP , &K
MNEBNRUAN 1/4, BIMNKI , ENABRFRENTHRERRRE , UAN 1/4 ZHNARER LW
BB TRERE. XREENARFREKERBEE AN 1/1,

ANEREANSTRAERSESRE , Bt , NARFREXETURMTHEXBNZETRRR
HEYEERS , NS 3L VPN SR Z 200,
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App: ssh O] =]
Traffic Characteristics Link Characteristics x

VPN Cluster: VPN-Cluster - Site: Branch50 « Profile: branch = Link: t|_0101_007051000118905_0102 2020/09/15 15:01:32 - 2020/09/16 15:01:32

Latency
800
-~ Link Down
>
[P
5 [
= § 0 * Date: 09/16 00:01:54
-~ 09/15 09/15 09/15 Latency: 500 ms )9/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:C 1:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
Jitter
200
-+~ Link Down
_-—
PR
EE o .
=
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Jitter Baseline - 50.00 ms.
Packet Loss
80
2 =+~ Link Down
o
- o
RS
L= o .
2 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
& 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Packet Loss Baseline - 15.00 %.

Close

STEP7 | EWESBNARFREZHENERERE , BEBUTHREBHN 5 E

o BRFFEAMERIME ORED ALEX /. BENNARFRENNTURTHRERBH LM
BB THANARFRENASGCRFT2ZIETRR TR SR IE,

- EBREREREXHPEREESTRARE. BURRETRARBEATR , SBTLENERY
BEB. S, MREHNNARFRAEEREY 18% BIESEANF LEWAFEE , XA 10% B
FREAHRETERLSHNARFRERBITEEMNELMER.

« BEBWEK Internet RSB (ISP) , BEN BN ZH KM EHE HEES , BHNEMBIINERTE

B R
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IR NIVE <
H &K I&HY SD-WAN Bh X 1
EEFEAT SD-WAN 2.0 #9 Panorama & 17178 , RERBLUTERAREM Panorama MZE SD-
WAN PBj A i
STEP 1| 2% Panorama BI N A MEHE .
STEP 2 | A RENZE A EWES,
o ¥ Panorama iE#E BB A B EURERS.
o 4 Panorama RiEZEBMAT 5 B EUESS,
STEP 3 | #RIZHY SD-WAN FR/0NBR X 1,

HEFRD LB K2 BT | RAFUG RS K 58 M PAN-OS 10.0.0 #4% F| PAN-OS 10.0.1
REBRTHA, £ O A2 BIF RS 205X 42 S B RM MR ( Panorama
> SD-WAN > Monitoring ( %#1 ) ) , B SD-WAN &L iR E RN down (A ),

o 24 Panorama EZ E BELR AT FHREF NS,
o 34 Panorama FREEE B BT F R B KL,
STEP 4 | A IERY SD-WAN 0 B A,

o 3 Panorama &3+ B B M BT F 42 BH X3,
» 24 Panorama FRiEE BB BT F e Bh K 1
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https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-notes/panorama-plugin-for-sd-wan.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/set-up-panorama/install-content-and-software-updates-for-panorama.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/upgrade-firewalls-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-firewalls-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/upgrade-firewalls-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-licenses-and-updates/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-firewalls-when-panorama-is-not-internet-connected.html

H 4 SD-WAN 344

HRLZHRHELEN Panorama™ BB RS HPH AL ( f£H SD-WAN ) £ SD-WAN FEHIRAS,
STEP 1| &% Z| Panorama Web R H,

STEP 2 | #4% Panorama L#) SD-WAN 3$&E#4RR 28,
W8 Panorama A& T At (HA) BL& , W4E Panorama HA R LEEXNE R,

1. #%#% Panorama > Plugin ( #&#F ) 3 Check Now ( M EIR & ) H&#H sd_wan FEHFIRA,
2. Download ( T#k ) ¥ Install ( ©% ) &#HY SD-WAN EHRRA,

STEP 3 | ARSI O D ZFh K 3% LB SD-WAN EH R,
1. i%#% Panorama > Device Deployment ( iR & ZBE ) > Plugin ( ## ) , 3 Check Now ( Bl
£ ) &FH sd_wan fEHRA
2. Download ( T ) &#THY SD-WAN HH R4
3. Install ( 2% ) SD-WAN @ , M Device ( i&% ) FIRFIEREH O D ZBH A,
4. B OK (HE ) AIERTIER UM 5 R Bh A3 £ REFH SD-WAN FEHhRA,
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https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html

& SD-WAN 1H#E

E M Panorama BIE RS 25 EHE SD-WAN 4 , 05 SD-WAN $EHELE M Panorama MiBR , ARESRE
R IhEEL SD-WAN 4

STEP 1| &%l Panorama Web $H,
STEP 2 | il BR /o F BGP 7£ SD-WAN H/O 9 X 2 BIE T AR LR £ KA.
1. 1%&#EPanorama > SD-WAN > Devices ( i%% ) > BGP Policy ( BGP K& ) , #A/5 Remove ( iR )

REREEHN
2. BEOK(ME ) RELENEEE R,

STEP 3| #%$% Panorama > Plugins ( #&#f ) , #A/51%#F Remove Config ( iiBRELE ) AT SD-WAN &
#.

STEP 4 | #%4% Commit ( €% ) , A/5 Commit and Push ( 2XH##i%X ) RBEREIZ E M X,

STEP 5 | Uninstall ( #1#k ) SD-WAN ##,
ERTEHEHE SD-WAN fE#4et , B8 EHOK (BE ).
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https://docs.paloaltonetworks.com/panorama/10-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface
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