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Q XIRAFRX RN, HAe U5 s R S A A4 ARV AC . A0 R X 4% AR 5 i R
AR BARAILHES, A2 B kb E3RAT R

FESORGI, RATGIET R4 ) zone-internet (IXHE] Internet) X,
STEP 1| %3t%| PanoramaWeb 5.

STEPZ| i#%#% Network (M%) >Zones (IX18) , #RJ5, MTemplate (Fit) EFCFHusFEH, ik
PEAG 2 T B 190 £ A5

STEP 3| Add GFEInD #IX 1.

STEP4| #i X\ zone-internet (M [Xi%ZF| Internet) Z75Y4Xik[¥ Name (&4#R) .
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il @ SD-WAN

STEPS| % X1 Type (KA , i&ik# Layer3 (5535 .

STEP6| #if OK (HiE) -

Zone @
Name | zane-intemel] User Identification ACL Device-ID ACL
Location [veye1 || [ Enable User Identification [[] Enable Device Identification
O ~ O | NcLupE usT ~
Log 5 Noi ~
Type | Layerd ~
O ~
®Ad @ Add
[ | excLupe ust A
Ole ~
(® Add
Zone Protection Profile | None ~ ® Add
[ Enable Packet @ Add
Buffer Protection .
«» -

STEPT7| @5 RSO ER AR X, G526 & ) X s R
o MDXIEEN 53
o ADXIHE] A0
o MADXIEN A
* MIXi#Z# Internet

STEP 8| Commit (3£%) , 4RJ5 Commit and Push (3232 FFHEI%) 14 (Il & 5 04

STEP 9| Commit (3237 H.

6178 SD-WAN % 7520

BRI S T SD-WAN 0 A2y S BT SRmS LRI E B0 sl (— AN T, —
MHFHZO o QAT OMS LGS AE, AR BEH T RIE N O

DX 35k 2 TR B P 2 A SRS AR o @) I Sl 22 A SRS FUOU),  DAFEAS 04 VPN 4215, Wik SD-
WAN FEEE G VPN BRIER, o SD-WAN # 4 X ek 2 18] (iR & .

TEAF B KIS B A E R &, 5 SR KIS B A [E R B . X A] KRR L I
P2 A~ SD-WAN s il oy 3 i & i BRI B 14, I fo Ve 14 58 pe b HE R e & b,
I 5 R B BT I L ] R
STEP 1| % 3% PanoramaWeb F1i .

STEP 2| 7 Panorama H 1 & 7 12 X [X 5%,
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il 'E SD-WAN

STEP3| @i SD-WAN H0 i3 %41
1. %% Panorama> Device Groups (##41) , #RJ5 Add (R #&4.
2. %\ SD-WAN_Hub {E4 %41 Name (%K) .
3. (nlik) BB ) Description (EH)
4. 1F Devices (¥4 #orHh, EFEIEMELLE SD-WAN HL /LS4 .
S. X} Parent Device Group (¥4 , iHikHF Shared (JEF) .
6. ik OK (WfisE) .

STEP 4| fi]# SD-WAN 7 % 4.
1. #%$% Panorama> Device Groups (&4 , #RJ5 Add (&I &4
2. %\ SD-WAN_Branch ¥ #%4 Name (%75 .
3. (k) B NBELR ) Description (EFH) .
4. 7 Devices (¥ #%) #4r, EFEELHELLK SD-WAN 4335 BL 2140
5. X} Parent Device Group (&4 , iHikHF Shared (JLF) .
6. d OK (i) .
STEPS| g —A F 4% fi 2 SEHUR A A0 PR IX 3, AR M HR O P58 DXk i A 43 S LA P £
T2 SR FN
1 %% Policies (3EMg) > Security (%4:) , #RJ5 M DeviceGroup (##41) ETF X N
HFd, % SD-WAN_Hub #4441,
2. Add G 3 Sems
BN SRES RN Name (£4F%) , {511 SD-WAN access--hub DG.

1% Source (JF) > SourceZone (JEIXIH) , #RJ5 Add (¥si) zone-internal (A X 5
N FD I zoneto-branch (A XIHF]7r3)

5. #%&#% Destination (H#Fr) > Destination Zone ( HAxXI®) , %5 Add (¥i) zone-
internal (M X F| A #E) F1 zoneto-branch (M IXIHF] /) .

6. %4 Application (BFHFEF) , AR5 Add (BRI evrfR T .
@ I RAE ) BGP pr ey, i suvr BGP,

7. 3%&F% Actions GE1E) 1 Allow (RVF) LAV EE 1N R T .
8. kfE Target (AH5R) , SRJ5H85E Panorama™ SRS L I 31 5 A 1) B AR 4%
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STEP G| Gz —A F T4 i 23 SCHUAA PR 3 DX Sl i A 0y, DA S A R BT 43 SR PR30 DX 3 A5
T2 A SR
1. ¥&#% Policies (36M%) > Security (%4) , #RJG M Device Group (#%#%4) LT T
HiF, i%E$ SD-WAN_Branch 441
Add AR 7 sRmg .
BN\ TERSHL Name (£8K%) , #1401 SD-WAN access--branch DG.

&+ Source (JF) > SourceZone (JEIXIH) , #RJ5 Add (i) zone-internal (A X1,
FWNE) F zoneto-hub CAXIEE|F0)

5. ¥ Destination ( HFr) > Destination Zone (HFrIXIK) , %R/ Add (%) zone
internal (M XIRF|NE) Rl zoneto-hub (A IXIHKE|HLY)

6. ¥ Application (NPT , 28N Add G SVFIIR R .

W EAE ) BGP #dy, W42 S v BGP,

~

eFE Actions (BfE) A1 Allow (Fo¥F) BARSVFRIE SRR N AR o
Hed% Target C(HFR) , #RJ548E Panorama RLHELE bR 21 (1) H R 1%

STEP 7| $EA8 - HER R L &
1. Commit (42%%) , #RJ5 Commit and Push (332 IFHER) B HIEC B 4.
2. {EHERVUREEIMSY, Hdr Edit Sdections (ZRfER) .
3. BEH (‘8% Include Device and Network Templates (GL3E & FIM LMD , SRJGH
# OK (HE) -
4. Commit and Push ($23ZFFHEIE) R AL B 5 2.
TERRIR A AL A L RSAR B B, A AN B S AT R E . & F

Tasks (f£5%) DAGAIESE YRR TG M. #X R CHAETT =, 58—
IR IR A 2RI
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O B bR

O —EEHR D, DAARIRAE SD-WAN it 70 A Ak e i Or 97 0110, Lk N PR e AR 55 LAY 3
NGy ASE FH ) — A B AN BRI . ARV B BE G AT RO BRI, I X 2 A B R ) o 4
T DASRE v L R e AR 55 £ o

FETHRIBERS 73 4057 5N, V525 RS R A T B ag, AR e FLdbAT A Nt AL i, G SR L A
BEE L ] AR BAR L 55 0 B R i B, TR QI B ARC, JFxbX S Ot T oA, BRI E
AR LL R EIRS, AR ] BE 2 R S H Y 55 N A RE e R 55 14 B S BB SN

STEP1| *%3t%| PanoramaWeb 7iifii.

STEP 2| %4 Object (%) >Tags (##id) , #RJ5 M Device Group (##41) LR FHglFEH ik
PFAER WA

STEP 3| Add (&I #Hiric.

STEP 4| Sgpric NFIR TR Name (&%) o fltn, AR, BStBE. HMUim. A HQ 5L
o

STEPS| B (i) Shared (JL%) , iXFkf, Panorama™ & FEARSS 28 A WA&AH . H— vsys
OB S ERIERIN vsys, DRI RHEE S R BT 2 veys H0 532 I vsysl #R RS A
FERARIC

T A E AR, Panorama BT DL 5| B KBS EC B I UEH I EE RS bR, DR B PR RS
HERE R A . S Panorama oI5| I BE R AR, TIFEAE 2.

STEPG[  (nit) #FEbRIEH Color (Fith) .

STEP 7| # NARCAHSEHA ] Comments (GERE) o Bilt, o MG B 56 5 B 1 A — AN #5400 e 1 oF
T4, ScIixt Internet (R FR7 ).

Tag @

Comments  Groups two low coast broadband links and backup link

“ coneel

STEP8| i OK (W) {RIFEIMNCE Hik.
STEP 9| Commit (#2%%) , #RJ5 Commit and Push (32755 FH-HEE) 14 ML B 5 k.

STEP 10| fit & SD-WAN #22 [ fic & S
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il 'E SD-WAN

At & SD-WAN 2 Ot B S0

G SD-WAN % B E S, BUoE ISP IERRFAE, 6 R BEHGE L DL Bl Jchis M 1 B B AR
JFfaE T IR (U REER RIS . — BON 2 MRS TR S AR IR I BEER AR IC e, AT DR X S W B s
HOGRYD) PIEEREABHE . BAULECE SD-WAN #: O E SCH:, JR¥ e /s M T Sb-
WAN ZEe M LR, AR5 A Re RAFE LUK L

WRYEIE AR HEXS BER HEAT 0 2. B0, $EAR IR OB R B AE ) X BERS /)
T, SRR AR B A 4

STEP 1| % 3%%| PanoramaWeb F1fi .

STEP 2| i%&#t Network (%%) > Network Profiles (WESHELE Cf) > SD-WAN Interface
Profile (SD-WAN #: L& 0 fE) , 285 M Template (BitR) bR 30 R 4416 ik £ 43 1)
TR o

STEP3| Add (#hn) SD-WAN 2 L& k.

STEP A % NFHT SD-WAN #2 HIC B SCAF I A2 Name (A4FK) o BOSAEIR S . imHkpR A4t
THE B A B AR

STEPS| 44 £/ vsys Panorama™ & B IR 55 %%, 1%51%E%% vsysLocation (7 H) . ERINERF
vsysl.

STEP G| iEPRubie 8 AR 45 H:01) Link Tag (BEFSARIC) .
STEP 7| N & SCAH 1) Description (BEHD) .

STEP 8| MTisE XA Rk FMPE Link Type (BERAL) (ADSL/DSL. Cable modem (45 i
R #%) . Ethernet (LKW | Fiber (J64F) . LTE/3G/4G/5G. MPLS. Microwave/
Radio (kI TEk) . Satelite (T/&E) . WIFiE Other (HAh) ) o Bl kK% Se BB
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KBS DLK W ERE AR A8 AT CPE W 4%, #ltn, WIiF N A LTE RHIfE RS Bob/ik
CPE 4RI JE i DA A% 28 S2 8

R TR (MPLS, TR fss) JBMRIIBEE A — e R,
fltn, MPLS3|MPLS, TRB| TR, filln, MPLSEEHCRILIR W R 2 WA 2
IR IE -

X FAERE T3 ke PAN-OS SD-WAN [y 11 F e Xy a4 PAN-OS i
%, Panorama mT g 7L LU 564 T B SR 1 X A4 PRI B A FiE S SD-
WAN XI5 > —:

1. SD-WAN 352 11 75 Hofe 1 AC B SCfF i C B A Aoxt i e B R SR A
(MPLS, Satellite ( L&) = Microwave () ) .
2. 248 SO-WAN 5 M1t & s 22 VPN Data Tunnel Support (VPN ¥4 %1 57
) SIHE CRikd) o X4RR PAN-OS7E SD-WAN VPN ki 2 4h LB SO
Fe R E -

EHO B KRS b, MR @ I, XIAFRELE N zone-to-branch. 784 3B ki L,
2 [F] I R 25 @) A& E b) B, XIRAFRECE N zone-to-hub. Panorama 4 H zh# AT 1k5
PRUATRIAL AL R, AT AR O F1 43 SR K88 2 T IE RIS o 4 SIS A7AE B 57 K 1% Sk m 51 I3
X IR AR, D020 B S S e LA S B (R T2 S SD-WAN XI844 75

STEP 9| F&UEH ISP ) Maximum Download (Mbps) (5 Kk R4 (Mbps)) i EE, LIk HLASFD Ry B
(V&[4 0-100,000; A ERIME) o %A A =0/ M ICk A —ANa ], #lhn 10.456.
W] 1SP LASKEUAE R, Bifd ] speedtest.net 25 T H R EEGE IR (B K B, FFBUR K — B
CIR RS oN -

STEP 10| 52 K 4% ISP ) Maximum Upload (Mbps) (kA& (Mbps)) 3#EE, LUK ELERAD Ny By
(JaFE 4 0-100,000; #ABIMED o &2 ] M =Mook — e, #ilan 10.456.
W] 1SP LASKEUAE R i, Bifdi ] speedtest.net 25 T HRFEGE IR (B K B, FFBUR K — B
V) PR P T 35 3 KA

STEP 11| ##% Eligiblefor Error Correction Profileinterface selection (ZU45HC & 4445 1 Ak 6 4%
), A R R R (FEC) iR B EE . B UE Ya i AR AL B K 3% 4R J5 A L Th
Aes A0 A B IE E S, AN T4 e B A FE T 1) SD-WAN SRESFLI .
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STEP 12| VPN Data Tunnel Support (VPN EEREE 2 F) B e 20 52 3 dhot B 7 8 LU IR [0 37 B2 3d
I VPN Bk ze e CBRIATIE) , 2 7E VPN B384 5h DLIEE G n 25 H-484
« X EA Internet HE:IEEL Internet H1 T ThRE 1A L EE R S )5 A VPN Data Tunnel
Support (VPN FfERsiE > kE) , filan, HA5UEGIfEUEas. ADSL % HAth Internet 45 .

o AU B BRI DIAE I MPLS, TR SO SR B 2R AR FH VPN Data
Tunnel Support (VPN R IESZ R o (HiE, EOBIUEHE R EA L F N VPN FiiE
AbRIE T

© Y CNTRENA T B R B 5 b OB MPLS HERK 1) DIA BRIE, R85 M HOEE:
Internet. VPN Data Tunnel Support (VPN #diEksiE 2 Ff) B e A EE L 54 VPN
BEAEA H, B IR RETE AL, DL A R 78 i 75 48 R AL A B A 2 45 1 Fe A i
o B KIS XS H MPLS FA T 1 DIA s B m i T 0 B .

STEP 13| i A& E DIA AnyPath, Tl—> 4 il 1] DU 2 AN O DB 11, DR a0 Z00f 52 i
B B RS L PR S L LS o 38 I DR R A O FH PG B S A ) A0 BE D3 R ) VPN [
BB E VPN Failover Metric (VPN B iz abn) Rk E AR S . TRIRIAR, SPmieiz il
(] B PR O e it . AR 2 rhel RS R HOA AR IR 3 A, SD-WAN H5 LA
fa3h 7 A e TEE B = TR .

SD-WAN Interface Profile @
Mame | profiled|
Link Tag | [l LTE ~
Description
Link Type | LTE/3G/4G/5G Link w

Maximum Download (Mbps)

M 1 Uplo Abp:
[ Eligible for Error C tioen Profil
interfac lect
[ VPN Data Tunnel Support
PN Fail Metric | 100
oring A e °F!|_-I 1
Prok ond) | 5
r &0
Failback Hold Time (seconds) | 120
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STEP 1A (nfik) HedBh kbl ml 78 Forb W35 N it SD-WAN 22 12 B S 42 1 Path
Monitoring (B4R iz,

B kARG Link Type CHEBREAL) IR H YN IR IZ 5. RARR A ItAcE
SCAF AR 10 R B i AL 5 R IS AR B B e (R B AR A, 75 AN B 5B 3
H.

* Aggressive (UMD — (ERYGEFH TR LTE F TR Z AMUFTAHERRAD By K DL 52 1
PR KGR M AHE (A 0% 2 SD-WAN BERG1 55— QRS T 2R X A A L DLt
AT SRR ARSI AT AR AL RS TR 18 AR

« Relaxed (FEARD — CBRINEMT LTE FITLEEERE AL By KOk A& SR B (0.4 2 [
AU B K TR &K 18] (Probe ldle Time CIRINZS RIS TA]) D, DT B AR R A28 42 1 PO A3
o BRI RN R Z5 RS, B KW ARAEEC B (1 Probe Frequency CGERIIIIER) Rik-LAb B
PRI An ARAEAE T AR AR DE B . S I BE L A RIS DI s (B, LTED , B fE PRI
AL AS B 48 RS AR ANy 5 L, T DU A

STEP 15| %% Probe Frequency (per second) CERIMIARAR CREFP) O, BIB KIS AE—FD U AR DI 4
£, 2] SD-WAN #5#% 5 — i 8 (EEA 1-5; BRI 5) o BRI E nl b Ab e it ik vy
AN i A AR LA .

@ 4n 5 5 g Panorama SR (BRI, 346 75 1 B Panorama 5 25 20 (¥ A% i R e
SCArr) Packet Loss (Bl B 2k) 1 43 Lh A -

STEP 16| in ik % Relaxed (BEAARD) BRARMETE, BT LB B K85 E A 6 BRI Hds 0 2 ) 75 B4
] Probe Idle Time (seconds) (FRMIZERES(A] (FP) ) (GuFEN 1-60; BRI 60) .

STEP 17 | 754t B P AT MU 35 7 Jo F L B o e i BB 2 AT, SN BT KRS S R B B K B DU RF A
f) Failback Hold Time (seconds) Ci#fE{k S ORFER ] (F) O (Ju[Jy 20-120; ERNEA
120 .

STEP 18| tath OK (WisE) 1RAEEE S fE.
STEP 19| Commit (3£%F) , #RJ5 Commit and Push (FE78 3F4EI%) 44 BT B 3 04

STEP 20 | W 4365 1) B0 FI AR 3 R B B B B AT IR LSRR 92 PR IR P R BE A R DL P AR .
SEVRANE R, SRR
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AidE SD-WAN P EE DK 422

£ Panorama™ 1, FCE LUK 3 EWHEEM, Jfi5H SD-WAN Thit. ZERLEMEE, %o
RNHAE—A 1Pv4 HEbEFI— N SR AR R — RSN OE, K SD-WAN Interface Profile (SD-
WAN F£TCE 20 g, (SD-WAN {USZRREE 3 Z R 288, BARSRRSE 2 BRI,
1 VPLS. )

i Panorama i VPN ££8, JF7E CSV H O > E B )5, SD-WAN it H 30 VPN
Fict B K 1 FH A5 EONAH S B4 SC R ARl — AR B, B A TE X SD-WAN Xk, FFEETE
SD-WAN 43> FflH0y 2 (A QI 22 45 /) VPN FBiE . BbAh, iR ISRV N SD-WAN 43 32 5l O i 7E
CSV &} Panorama i \ BGP {5 2., H3zl VPN AL EiLfeA4 % BGP L H -

STEP 1| %353 PanoramaWeb #iifi.
STEP 2| ##t Network (M%&) > Interfaces (#:1) > Ethernet (LLKM) , M Template (Biti) I

N RAIR IR RS SRR, RS (B, Slotl) , AAEEBED (Fi,
ethernetl/1) -

STEP 3| 1%+ Interface Type (%£H25%) N Layer3.

STEP 4| X TIHRSI %, 4% Virtual Router CREIUES RS lprd— MRl REl et X T 20K i 5|
9%, #FF—> Logical Router CIZHREFHIES) BURTE —MZEHHEE.

STEP S| Jpfic—ANidE Fl 8 Bl B 108 0 /1 Security Zone (‘%4:[X18) .
Bhn, R E KA ISP _EATRERS, s UTE Lk R LR I FDR HE NS AT E X 45
STEPG6| 7¢ IPv4 5K+, Enable SD-WAN (& SD-WAN) .

STEP 7| skttt Type (KED .

+ Static (#Z&) — £ IPFET, Add GRID M HF 1Pv4 UEEFTRTZEHC R . fmT LUK e
AR (N, $uplink) 5 —FR5HAE—EEH . A EEGK I Next Hop Gateway (T
— ARSI ) IPvA ik CEERINI R IPvA il R —ANERAD o F— MR
Z5 1Py H kAL TR — R . R AR R S | SP R S IR 45 I8 9 1843 R ¥ 1SP BRIA
B Eh AR 0 1P bk R KR IE IR AN ISP 4%, &t Internet AL R —A
BR AL 1P k.

* PPPOE — & DSL % Enable (5 ) PPPoE G #35iF, #i A\ Username (K 44) i
Password (Zf4) , 3 Confirm Password (Hfjil25d) .
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« DHCP Client (DHCP % i) — B E )& DHCP L4 ISP DL — DA S, R
AT =LA M, ISPIIRAEEIAS IP Hihlh. DNS IR 55 2 FER I X S5 25 il 55 (1 4 30 4 45

it o

O R L SR D250k DHCP 2, (g0 d b, EEdr 2 i
Static (FAy) HihkfiiA & DHCP % Fa . &3 Palo Alto Networks DDNS ji5 4%
A et B DHCP. 78 ol o £ g s ik v DL 3 SE RSS2 AR I35
A st DHCPIP dhi A (A % DDNS, i Hp it DDNS R 55484k, T840 1%
JR 5% P RE 75 22 ) Lo b (BRI RT 1P bk n SR 24N 53 3k s B o0
ol A AREENERS T ORRF 4 1L H 84T S0 2,

kg DHCP % Fu | 175 4804 2% H 1% 15 Automatically create default route
pointing to default gateway provided by server ( [zl 245 i IR 2 5 FF 4R O Bk
UNEESHENING DR S uarFet N V=t R

Ethernet Interface @

Interface Name

[] Enable Bonjour Refl

STEP 8| 7 SD-WAN &I I, EFm a2 n SD-WAN Interface Profile (SD-WAN #22 it & ¢
) (EGHTE—A~ SD-WAN £ L E ) PAN HZE D . SD-WAN £ A& S B A%
BRI BE AR IE, [(Rlk, N CECE SO DB — MR BB hnid . — MEDHEER

— MR AR IC .
STEPO| s OK (i) LARAE AR .
Ethernet Interface @
Interface Name
Comment
Interface Type | Layerd -
Netflow Profile | None e
Config | IPvd | IPv6 | SD-WAN | Advanced |
SD-WAN Interface Status: Enabled
SD-WAN Interface Profile | WAN1 ~

STEP 10| Commit (32£%) , 4RJ5 Commit and Push (3252 FFHEi%) 14l & 5 04

STEP 11| (fY[[ SD-WAN T2/l &) fil & SD-WAN JE 1. S Az VPN, RS S HES)
VPN Bt & $AT
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A SD-WAN it B 55 DLOK W 22 1 A1 1422 1

1217 PAN-OS 11.0 #11 SD-WAN #fifF 2.1.0 B BE 7 KB SCRFER A DLUK M (AE) #2171 1) SD-WAN,
DA H5 4 o0 ) SD-WAN 7 K855 0T DLUEAG S A 6 TU AR I B LUK N2 I S A 14 (AR
48) . SD-WAN SZHF AE B (ARG T o AT LLEEar FH 0 AE 820, H AT LLg
XIANE Y 1SP RS 5 F- 82 AT Anid, ARt B s e B, R, 8 ISP RS v LAEIA £
NI R BRI TN E R & X L. 32 AE BED A S B AE,
TEATR:

Fiber Service CPE, sdwan.1
VLAN107 ae1.107
wi profile
ae1.108
Cable Modem CPE, Layer 3
VLAN108 e AE Interface Group sdwan.2
108 > P
psLcPE, N\~ (aet)
VLAN109 ’
Hub or Branch
sdwan.3
ae1.109
w/ profile

WM R 5B kAR AE 0. B AE 2011 SD-WAN st a4y 2B KBS AN R
X'I\E/I Z51) SD-WAN ruty 552 S B k% T 17— VPN 238, Koy VM R 315 KBS AS S
O,

THO EA S PPPOE,

STEP 1| *% 3% PanoramaWeb Fi1i .

STEP 2| &% AE B2 ZH P IAEA ISP %R (T3 JiLHE SD-WAN 52 LI S0 FBLE SCH A% R
.
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il 'E SD-WAN

STEP3| fiz AE #1104,

1. #%$% Network (£%) > Interfaces (#11) >Ethernet (LLKM) , 2+ Panorama
Template (#itR) , %RJ5 Add Aggregate Group (FRINEA4L) .

X F Interface Name (1A FR) , IHMIAFRRESHN T WHEN 12 16.
XtF Interface Type (210257 , k¥ Layer3 (53 )2) .
Hidi OK () -

STEP 4| gy Ny RA R A4
1 %% Network (M#4%) >Interfaces ($£11) >Ethernet (PLKM) , SRJFiEFEH LS
REHMED,
B Interface Type ($2M035%) %+ Aggregate Ethernet CEALIRM)
RS GI N Aggregate Group (BR&4) ; #iltn, ael.

7£ Advanced (%) &Ik, #%$ Link Speed (BEF&#EE) . Link Duplex CHERg I
T.) 1 Link State CEEEIRZA)

B OK (FE)
SIS R A HN N RO EE D,
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STEPS| T REH, flg—MEAFE 1P FHA.

1 3%+ Network (MZ%) >Interfaces (311) >Ethernet (LLKM) , RS RBEE
1, #lin ael, 2858 i Add Subinterface (RINIFREED)

%FF Interface Name (B2 048K , A SEHWAN— DT, #ltn 107,

3. #IAVLANTag (bric) BAX/rFHH. N 7T, #i%bsid 5 780 1D fiFs—
o

4. 3k+% |Pv4 T E I Enable SD-WAN (i i SD-WAN)

S MeFRHiht Type (A . Static () .

6. Add GFID FHOK P bk CRIFR#RL) .

7. f\ Next Hop Gateway ( F—/NMEKsi /5% [ 1P Huhk.

8. i OK (HiE) -

Layer3 Aggregate Subinterface

Interface Mame | ael .| 107
Conr t
Tag | 107
Metflow Profile | None
Config I1Pv4 IPv& SD-WAN Advanced
Enable SD-WAN
'_I Enable Bonjour Rellector
Type @) Static DHCP Client
D 1P MEXT HOF GATEWAY
¥ ¥
10.1.1.100/24 10111
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STEPG| sz, WTREH, Qg —AMER DHCP IRICH L 58 1.

1

o &~ WD

© © N o

11.

12.
13.

1 Network (M4%) > Interfaces (#17) >Ethernet (LLKM) , SRJGTE
Template (FitR) T B H IR PERBNOERS .

RHEREEED, Hla0ael, 28555 hFRKE T Add Subinterface CARINTH:10) &
SRR Z T D R R RS ) Override (215D
RS THEED, 5T InterfaceName (AR , fEA) SN — N, Bl 1.

BN\ VLAN Tag (brid) PAXp7#EH. N T ETEM, Rizbnid 5 730 1D f/fF—
.

1L 1Pv4 TR I Enable SD-WAN (5 SD-WAN)
el Type (ZE8%AY) . DHCP %/ %t
%Pt Enable (JER) .

BUH /A% CRi%&#) Automatically create default route pointing to default gateway
provided by server (H#)8IEE 5 [n] k55 &5 Fr iR (LRI BR AR 0 R BRI BR D o

- %% Advanced (/E4%) %K A DDNS T

WPt Settings (X E) , SRJ51E$EE Enable (J5H) . Hostname (FH14) H Panorama
SD-WAN #if H 2h A= i

EF%f Vendor (fiERi7E) 4% Palo Alto Networks DDNS.
B OK (HisE) «
Layer3 Aggregate Subinterface @

Interface Name

Comment & | asl
Tag g5 |1
Netflow Profile | Mone v
Config IPvd IPvé SD-WAN Advanced

Other Info ARP Entries ND Entries NDP Proxy DDNS

[ Settings

Enable Update Interval (days) | 1
Certificate Profile | None e Hostname eza | aglé-1 v
1Pvd IPvé& Vendor Palo Alto Metwarks DDNS b
D o NAME VALUE
| | DHCP TTL [sec)
@ Adc

n CJIILLI
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STEP 7| ¥ SD-WAN % 1 fic & SCf N T4 .
1 e BoRE a0 T4 1 k% SD-WAN &I .
2. RN R A7 1Y SD-WAN Interface Profile (SD-WAN 2 LB SCfF) B E 9 i1

[W='Ei
Layer3 Aggregate Subinterface @
nterface Mame | ael 107
Comment
ag | 107
Metflow Profile | None
Confg IPvd (= SD-WAN Advanced
SD-WAN Interface Status; Enabled
D-WA I ]:

3. i OK (FE) »

STEPS| HEERmM AR, NREEDAEFIMNGEE 3 EFH 0, JiHs SD-WAN £ 1T & ST
THRATEO,

STEP9| Commit (38%) .
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A SD-WAN BR & %8 3 2 FH

iZ1T PAN-OS 11.0 F1 SD-WAN #if} 2.1.0 FIB5 K3 7E 28 3 2 7821 LSZ R SD-WAN, LU 7 kK%
ATLAE ] VLAN ARie X s 47 53 B e AN AT S BEoR T el G 28 4 #04S |1P HuhE (28 3 B 18
M, PLE G G2 DHCP skE bt i 182 0. HA A48 7 4nfils VLAN Fricd 2 Boss FH: 0
FHAEFH:10 5 A SD-WAN. filZ SD-WAN 2 O E & SO LLE LA™ ISP &R, FHK IS & U4
BZa AN A0 (L SD-WAN $211) &

I RAE VM R 51085 ik B RCE SD-WAN 25 3 =y, U] VMware ig & 04 2501 AH 1 1)
i VR R SevE T A VLAN B2 0

TN EASH; PPPOE,

STEP L £bxtA™ ISP 4 (FHI0) FLE SD-WAN 2 [ E S0k Ll SCHE R R .

STEP 2| @z —AMEH# S 1P HUILI S 3 )2 FH0.

1. %% Network (M%&) > Interfaces (#:11) > Ethernet (LKW , SRIGH
Template (it FBt IR — M

TR

XIF Interface Type (KA , 5L Layer3 (5 3)2) JFH#di OK (FiE)
R ERIZEN, S5 i bR KA1 Add Subinterface GRINFHEFD

£ Interface Name (45 MA M2 G, MATEOSRS.

BINTHEOM Tag (bric)  GEEIN 1% 4,094 . N THEFHH, KiZbsid5 780 1D
[ZSE

7. {F IPv4 LT, Enable SD-WAN (i SD-WAN) .
8. FHih Type (KAL) . Static (FA) .

9. Add (ZHID 1P Huhik A7 RHERD o

10. #5 N\ Next Hop Gateway ( F—/MKAMIE) 1) IP ik,
11 i OK (HisE) -

o a0 b WD

Layer3 Subinterface @
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STEP3| a2, @lg—AMEH DHCP SR kL 58 3 2 FHz 11

1

N o o &~ 0D

©

10.

11.
12.

13.
14.

1 Network (M4%) > Interfaces (#17) >Ethernet (LLKM) , SRJGTE
Template (FBitR) FB RPN IER GIERRD .

WA,

XFT Interface Type (4211284 , 15+ Layer3 (28 3J2) FHHidi OK (&) -
R ERZED, )5 Hd BRI Add Subinterfaces (A4

R RIRZTHE DI Override (i) -

R ERZTHL, HIE Interface Name (4R flf) Sz G\ T D% 5

BINTHOK Tag (brid)  (JEEIN 1 £ 4,094) . N TETEH, HiZbric5 780 1D
REF—2.

7E |Pv4 & T K, Enable SD-WAN (& ] SD-WAN)
i FHbE Type (28%) . DHCP Client (DHCP & /i) il Enable (5D

BUH /A% CR#%#) Automatically create default route pointing to default gateway
provided by server (H#)8IE 5 1] k55 a5 Fr iR 4L FI BRI 52 O BRI ER T o

YRR Advanced (B2 HET-K AT DDNS T .

P Settings (WE) , AJ51EH Enable (J5H) . Hostname (FHL4) H Panorama
SD-WAN #fifi B 34 i«

g% Vendor (LR RE) %+ Palo Alto Networ ks DDNS.
M OK (HAE) .

Layer3 Subinterface @
| face Narr
Comment
Tee 5 |1
Netflow Profile | None R
Config IPvd IPwé SD-WAN Advanced
Other Info ARP Entries ND Entries NDP Proxy DDNS

B Settings

Enable Update Interval (days) | 1
Certificate Profile | None e Hostname gz |1_1-1
1Pvd IPvé& Vendor Palo Alto Networks DDNS
D P o~ NAME VALUE
| | DHCP TTL (sec)
@ Add
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STEP 4| ¥ SD-WAN 4% B & SN T 780 .
1 ge BoR B a8 K78 1 % % SD-WAN &3 F .
2. RIRIE BRI 6) 2 (Y SD-WAN Interface Profile (SD-WAN 322 CIECE SO 86 85711
fic & S .

3. i OK (HHE) »
STEPS| HEAERIHIMLE, KBHELZ THEORNEEE,

STEP 6| Commit (38%2) .
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A E SD-WAN el

WRAE Panorama A H3h VPN BLE, NIATLOAEEIE SD-WAN #10, fEXMHN T, BEH
AR E SD-WAN ElE,

WRAKK EB) VPN ECE H T Panorama, 15 BIZERECE — 1~ SD-WAN EE L, PAEE—1 N8k
2/ Bk 8 A0 B B IR A5 ] — H 3t 2 RF SD-WAN IhRER DL 784 11, S5 |, SD-
WAN [EfLFE O I pr B SR SR A ATAR [F], ELFERTE VPN FEIE 8 B 5B LN B 52 A (DIA)
BEM

EF—IEES, A& %% SDWAN.L 1) SD-WAN # R, %8 g T AMEAFIZE
P EIYIEEE 1 Ethernetl/1 CREZGREIAR IR S35 ) F Ethernetl/2 OBLF IS EERE) o PIBERSHT
se N7 SCEIFL I VPN BEIE .

FESGIE H,  SD-WAN 5 [ e 3 7 AN B Bl 175 #0 £6 F RH IR O BE  Ai. (RN )
fHZ, SD-WAN 45 11 b i) B T LR AN R IR B B AR i o

SDWAN.901

Fiber Service VPN Tunne!
Branch Hub

Cable Modem Fiber Service MPLS. 5GLTE
Cheap Broadband HQ Backhaul Backup
$ $$$

£ R, SDWAN.2 ¥ Ethernetl/1 #il Ethernetl/2 55 FRIMARLE —H2, X PN M43 3] Internet
) DIA %% %«

SDWAN.902

Fiber Service DIA
Internet
Cable Modem DIA |

STEP 1| *% 3% PanoramaWeb %1 .

STEP 2| #%# Network (M%) > Interfaces (#11) >SD-WAN, %R/ M Template (Bitk) E T
NRLFIFR ARSI AR o

STEP 3| j@id#E sdwan. FIZ% )5 7 AM 1 3] 9,999 Hrh— AN+, add (R —4 SD-WAN & 432
l:] o

() VPN i B Gk ity SD-WAN 145 5o 901, 9024, K|, 5 ATkt
By
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il 'E SD-WAN

STEP 4| # A\HiiR ! Comment GERB) .

N FROTERE, B, 25 SORO BB, SEdinANgy B Internet s 5y
FLE PG W EAERE, SRR N S, o Sl H AR
RSk SRy i

STEPS| f£ Config (L) &I+ I, ¥ SD-WAN #1434 Virtual Router CREAUBHES)

STEP 6| ¥ SD-WAN #% 14 ic 1] Security Zone (24 [X1%) .

SD-WAN RESMI% I S H A 42 1R 3 #8504 T [F) — 22 A X8k, A DR A0 S [R]— H I3t i) e
A7 BR A A AR TR] 04 22 2 S A

STEP 7| # Advanced (7#k) Ik E, @i uZA%E 3 ZLLRMEL (1T DIA) 5%
AN VPN B R0 (PP, Add GasiD Ha G ar4E R — H ) Interfaces (%
) o WREAZA D, X ORI —2 (VPN fEiEDE DIA)

817 K Ak R AU e e i it SD-WAN Kl 00 114 SD-WAN i & it s 21 DIA B0z
B BRI, B RAREBAE A H AR P ik, e B R R i SD-
WAN (B (D o SR)E, SEEREILAL K SD-WAN Seug il o r) SD-
WAN 4232 AT PRI f 73 R BB SC A DR A P R AR (LA B B A L O 0 RN
75 JEAE I BB R AR o

STEP S| i OK (HfiE) fRAF I FMC B 5 k.

SD-WAN Interface @

Comment

hernet1/2 (Link Tag: BroadBand2, Zone: Untrust)

“ Fonet

STEP9| Commit (3£%) , 4RJ5 Commit and Push (3255 FFHEi%) 14 Il & 5 0k
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615 SD-WAN 2 1 ERA % H

T R e IR 45 % H 7 ) Panorama™ , 5 LR BB kb, LB — AN G B 2 SD-WAN 22
BRI ES .

E 2l VPN 1) — 4 4 sdwan.901 f) SD-WAN B 10T DIA, FHAIE—14% N sdwan.902 [
SD-WAN JE#E DT VPN fFiE. B3 VPN B2 8 E 6@ —ANERA H, HAE ) sdwan.901
PO Y 30, IR BRI R . 1XFE, sdwan.901 35 1 o ) 2 (I BR A BS B B e ds
1,

STEP1| #%3%| PanoramaWeb F -1 .

STEP 2| EFAIE/EM M Template BB .

STEP3| 34 Network (F4%) > Virtual Routers (ELEHI2S) , filinsd-wan.
STEP 4] 3#% Static Routes (F##sEEH) , #AJ54% Name (&F5) Add Gl EAsig .
STEPS| %7 Dedination (H#x) , i&fiA 0.0.0.0/0,

STEPG| X}FH O Interface (FEH) , iHEFECIEKHLH— SD-WAN @48 1 LRSI KBS,
sdwan.1.

SR PR I H B2 AT LU B sdwan. 901 = sdwan.902 4 i {1 £ SD-WAN 32 4%
Ho

STEP 7| %tF Next Hop ( F—/Mksi) , i#i%E$ None ()

STEPS| %t Metric (F8F5) , iEMIAN—AKTF 50 FIME, XFE, BCERINE kAL T B3 VPN
i R AR B R BR A% H o

STEPO| i OK (FsE) .
STEP 10| i&# Commit ($2%%) , #RJ5 Commit and Push (HE32FF4HE%) (10 B 5 24
STEP 11| commit (42%%) ik,

STEP 12| 56J 5 ko LA FH AR 55 % 01 5 1) Panorama () HoAt AR 6 55 LA 55
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i SD-WAN 4 i o 2 C B S
B IFEL BRI B . SaaS ik . B E A4 AL B O LU L SD-WAN BERK I PE 75
o« OIEEERAR R R E S
+ fiCHE SaaS if#
* SD-WAN Jit &7 K BC B S
o QIR K E S
O AHEC B SO

B B4 o G B P

RIGIER . FAMBIREER AL, NRAIEMERE GEITIRIL) BRI 55 A HER
BN IR PR MR F L s . MAREFH RS RG0S RAARST N R B E A2 5 B B
e BHIREFE A RSS AT LI S AR B L B . fRE BN SR KRG, S RE, B
KEENNBAR O LA, 7R B — 2 AR A

VE RN BI 3 15 i B B SO B AR v, 48] LLf#E A general-business.  voip-video. file-
sharing. audio-streaming. photo-video A1 remote-access Z5AT ] i & X 42 i S fic B . FilE
SCBC B ST RT DA HC B A RR, DA B R AR P AR 25 2R A AR . sl Ao (0 2 2R BIME .

@ F-T- Panorama 5 25 25 [ T 5E S A5 T B S0 ik T Panorama fgifiy (it SD-WAN £z
[11iE & SCfF£R A Probe Frequency CERIINIZR) W& . 4 B SR ARIRR B E, W
6 ZB A R P B 2 P S S SR G SR, 52 3 Panorama s S iR i 195 K 1k
() 8% 45 G 7 S f Packet Loss (il B k) H 4 LA -

B KA REREIS < $E S 0 E R BIERE OR 2 1F, BEMZN, —HEdH 1 BE, Bk
Wi B R (Fik) iR, HAEIR. P 0 RN TET g =4 BIE R R AR
MNEREI, B KR AR I S I I B 70 A e B SR R 4%

BOANELL T, Br ka4 200ms Il & latency (ZEIR) Al jitter (£}3)) —k, /s =MINEAEKF
P, TR EhE O R AR S . T DUERAENC B SD-WAN 2 1L & SO/ 1B BRI
B TR F B4R IR B 20X — AT

IR AR DS AL B packet loss (Bt Z58) BUE AT RS, WP K752 fE b 42
ERGERMEEE R, I ERAREN TR RGO R R G ot KRR ENEU A R EL =
TrBRARE T MR AR SR R E SO P ECE M B RRE LT . B0, BUE R IFER (1) SD-WAN S

A — /SRl E R BUE TR E N 1% Mg R E S fF, BLUR—MESIR TR E BT 2K
Mo B SR bRie 1 GEMT tunnel. 1), SRJEHR7EAFRIC 2 GERTT tunnel.2) 3R 72 KA

B — B tunnel . 18 B 6 2 R BIE 1%, Bl KR AL 2] tunnel 2. tunnel. 1 O E AL

FRE DN 0% I CRFIRMEBIRE) , AIAefk 2 f B =0 A AR I tunnel. 1 1O %8 &2
FRF TR 1% LUR, BB kB BRI # tunnel. 1 1FE DY B B% AR

URAE B B AR 0 B BC E SR N R PP 3, SEIR . #Hah s 0 BRI S, A
HEE (REIL o B KEir e maEn, N high (&) BENSH. i, #£FK
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0 PR HEAT LU, BE — MRS HOREIR Jy 100ms,  £E3)7y 20ms; MR HAEIE
300ms, #3179 10ms. UNRAEIR RURYE Ja e, B K a3 28— Mk . WSR3 U ey
s B KBRS AR RS ERIBUEIEMF (SHERA B8 medium (1) ), Bl kb
AV BIR R R, BERIER, fnilsl.

HISD-WAN 950 R T A FTE I3 FE B 1 s MR S B B, U B
AE RIS A, BB T . BT TR T R R, 18
DGV ERBURIE W E N high (), JFSAEIR BE B N A 250 268,

51 SD-WAN S AL U o fy i A o e G B SO, AR 52 15 s A T DL IC 2 TR P it A AL
AT B 0 AR ) R Ao

STEP 1| % 3t%| PanoramaWeb %iifi.
STEP 2| 1%+% DeviceGroup (&4 .

STEP 3| i##¢ Objects (%) >SD-WAN Link Management (SD-WAN 4% 8% ) > Path Quality
Profile (P12 SACE L) -

STEP 4] 3% Name (&F%) (RZMH 3SLAEREFEFRHM) Add GRIND #4257 i & S0t
Path Quality Profile @

Name | path2
[ shared
[] Disable override
METRIC THRESHOLD SENSITIVITY
Latency (ms) 100 medium
Jitter (ms) 100 medium

Packet Loss (%) 1 medium

“ Coneel

STEPS| X}¥ Latency (ZEIB) , Xiki Threshold (HIME) HfE, SRJEHIN fo i e € 2 1By K 3% 1 3
1% SD-WAN F&3E 53—,  Fo VR S 80 A g 8 2 Ak [0 2B ks i =2 A 8 (Vu Ry
10-2,000; HRiLJy 100D .

STEP6| T Latency (REiR) , iik#F Sensitivity (Bt  (ow (fiX) . medium (1) 5§
high (&) )« BUIASH medium (H1) .

R BRES KRRk, AT 7 80 75 RE S AT HET
STEP 7| x4F Jitter ($13h) , Xk Threshold (BME) ¥uE, REMANZR% GEEN 10-1,000; 2k
A 1000 .

STEP 8| xfT Jitter ($}5h) , 5k#k Sensitivity (BU&PE)  (ow (X) . medium (1) =
high (&) )« BUIASN medium (H1) .
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STEP 9] %}F Packet Loss (it £2k) , Miki Threshold (BIfE) #ff, SAJEHN HBIE 2 AiHE
e EREE O ER A GEREDY 1-:100.0; BRIAS D .

Hiat £ (Packet Loss) [f) Sensitivity (flusktk) W EARIEM, Wik, AL
AEEINE

@ SRS R T Panorama gy it SD-WAN Bz 110 B SR TINS5 75 1 8
Panorama i 24 25 i i B 2 2k 1 70 LI E

STEP 10| i OK (HsE)

STEP 11| Commit (32£%) , 4RJ5 Commit and Push (3252 FFHEi%) 14 Il & 5 04
STEP 12| Commit (32%7) Hpk,

STEP 13| g/ 1 £ H 8 5 AT 5% .

il B SaaS Wi
W SaaS IR Sk L s Saas IR 4 329 2 16 0 ELBE T 7 1] (DIA) BEE%
{5 i T SD-WAN fy PAN-OS [  1s % 4% SaaS [ FI T i 72 W . Prisma Access rf

DR SBaS i A AR WAL

. Gl SoaS R EE LI
o B KA KBS E SaaS Wi
o L KM KR SaaS AR B AT SaaS W E L K R R
o L R K FIR R SaaS AL BAR I SaaS W E b KO R R

B —> SaaS i & N B 3

AR A ) 73 3B KB BT 1R A RIAR S5 (DIA) RLFRE PP () B BRI Vs 1] (DIA) B2, 1 G
—™ SaaS AL E S AF LAE E N W iR — A e A~ SaaS M HIFES . SaaS i R B AT S SD-
WAN g SRR, BARRE 70 SR K dn i s S8 . B s B =R s & WE, N
e W B G 1 R AR

SaaS iR IC B B S RF 4 A 1P HubE, BUE A SaaS RN B S SR A e A R E
4 (FQDN) 5{ URL. MCE T2 MEA IPHbER, 703207 kG2 iE 1P Hihik#F SaaS Jii B B
A R, CLRIBEIR R — U A IP bk fildn, i dshn IPL. 1P2. IP3 ALIP4A, 4337 [y
KEER W IPL AR 2 SR T R AR R R B, RS Aka s 1P2, fKILRHE.
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SD-WAN %if?*ﬂf&ﬁ‘ﬁ%i% Saas@ﬁﬁﬁ?ﬂzﬂ Saasmﬂﬂﬁﬁ IP_ FQDN i URL
PRy M ai7E S5 SD-WAN Sgmg iU SC Ik i) SaaS Ji s fic B e s, mS5 g SD-
WAN 115 s B4 B I FH (1 B 8] 9712 4% 6 0K

fltnn, =ORH, e SaaS il B S R SaaS IR Y 1P ikl E Dy
192.168.10.50, p yqy 5 55 SaaS i f g B S0 eIk SD-WAN sz U UL .
SR, BEPIE TIXANDA R SaS i cE Cff, I SaaS A IP ks
Sy 192.168.10.20, # 7 SD-WAN Wy smolirdfnef, it SaaS iy il #2 5 i i A
EeRORE S 1P s 192.168.10.20

STEP 1| *%5%%| PanoramaWeb i

STEP2| %% Object (%) >SD-WAN Link Management (SD-WAN #5885 5) > SaaS Quality
Profile (SaaS i &ML E ) , FF4EE S SD-WAN BCE 1) Device Group (iZ#41)

STEP 3| Add (Bhn) —AN#Eri SaaS i &1 & .
STEP 4| )y SaaS Jfi & Hic B /-4 A ikt Name (475 .
STEPS| (ufik) A (A1) Shared (L= Al# G &4 413 = SaaS i B & 1.

STEPG[ (i) JHH (‘4)ik) Disableoverride (ZEHIZE R wITEA MBS K HE24E 7 6 SaaS L &
AFRCE

Disable override (257 35) WAS/ERT—2brh2eH] Shared (JE=) i 5 .
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STEP 7| T & SaaS Hifztizt.

H 3% SaaS MR 7 BT IR0t »

FRNEOL T, Adaptive (HIERND M SR VF SCBT KBS sl i 1% SaaS N ATRE 7P 2 1l K &
EAEGEZN, DA R A 1R R . SaaS N ATAR PP B ARIB AT IR UL R A2 H
SEM, A SD-WAN % AT AR AT AN E AT IR DU 2

i . SaasS Wi 50 Y FE TCP SaaS v 2 .
N SaaS N HFE PGB i 4 1P Huhk .

AT I b SaaS R FIAR 7 1) i SaaS i s le B 0. an it SeaS i
FEFFAT 2 A~ IP Hiudik, 1 1% SaaS R 7 I B A AT 2 A0S |P ik SaasS
Joi B B A

SaaS I 5 VRN, Rl KR SeaS R Y, W RE SR mIB ki
PERE . ST A2 R A e 5 T L g ] P R A 45 S B A SaaS R FH R T
1. j%&+% IP Address/Object (1P Hiib/%f %) > Static IP Address (s IP Hikih) 3F Add (7%
I —A~ 1P Hbdik,
2. i\ SaaS M TR IP bk, B0 —ANEE b S
3. %I\ Probelnterval CHREIMIFIRGD , 4332 K d i M I R R SaaS B FHRE P B 4%, BAT
fRIZATIRBLAE B
4. il OK (W) {RAFEHNC B Bk,

Saa$ Quality Profile @

Name | outlook.Static

[T] Disable override
SaaS Monitoring Mode

Adaptive @) Static IP Address HTTP/HTTPS
o IP Address/Object FQDN
[C] | 1p ADDRESS PROBE INTERVAL (SEC)
[ 19202130 5
[ 19202131 3
[[] 19202132 4
[ 19202133 3 =

9 SaaS MR P BLE e A R 84 (FQDN).

1. % SaaS N FIFEFFIELE FQDN bbbt 5.

2. %P IP Address/Object (1P Hihit/%f %) >FQDN Jf Add (/) FQDN.
3. 4 SaaS M HFEFF i F FQDN Mkt % .

4. %\ Probe Interval (PRMIIAIRG) , 43 SR K4 B L ] RR R I SeaS B AR FP 42, LT
IS AT IR B
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S. Ui MPLS HEM A e A M HIBERS, B KK IR BT #3 MRS PRIC A I BES o IX 248 1) [R]—
B 541K 5G LTE 88K .

6. 4 JEBH KBS A e R B AT LLAT SR RS 0 A R RE RS, R P B R v B O iR B A

1 FFeEPAT S R, B kBRSO eoriE, BB ARIC A 3 FR AR e g A e
T, AEARPAT M 72 I B

Plid, SD-WAN it &0 KR m@ H G 820 Bz —. ERATHBOC ULE IT fa (1 A0 BT 2 5 28

AR .

—

oo DIA Virtual Interface
oo Ethernet Interfaces

- Egress interface is identified

__ from Layer 3 route table
\ El lookup

Packet Flow Overview VPN Virtual Interface

1. Session lookup IPSec Interfaces ]

2. Session setup
Forwarding lookup -
NAT policy lookup
Security policy lookup

3. Content Inspection
4. Forwarding/Egress <= SD-WAN logic applied
5. Transmit Packet

Hs RS B0 R TR

1 —BNARRFSWERIER K, Bk ST 21d ik, Ui aid 2 la 2, SRS
o
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2. o AL 2 E T E

1 B RATHR — By khEiE AR A 3 BB R R 2 E e R B R AR D X
ML ARGt X T ULAC SD-WAN Sl S HI R AR, Bk B ) SD-WAN K Ll 78 =4
A,

2. NAT SIS — IR 2AGFILAL NAT B, B KIERAT 53— MR AR, DA E IR (Fei
JEHT P A X

3. ARG EIR — WIR L ARSI RS, WEESERP OB SE. ME, B
KA App-ID™ F1 User-ID™ $h47 Hofl 2325

3. NEME — B KSR YE 75 X A AR S AT B A e (PS BRI 8t DIRIRES Y
P . URL fiik. WildFire” 25) .

A TEERI O BT A, IR R B, TEUR B, 84T SD-WAN B2+
1 MRk kot fE — By KBS N D3 O g B 8, BUTIR . D)3 BRI M4 %
2. — H N F 27 ULAC SD-WAN Sl HU, 52 AT SD-WAN BRI HE s I 1% i ic B SO
SEBRAR T R RGBSR 8 B AR 7 1k DL R 3R R 2 FE 4% (IR
3. MM TE, AT IPSec/SSL-VPN R N .
4 Kra i Ok FE — N QoS K. DSCP HE M IP 4B (InfRE) .
S, RIEKARAL — B KRR PRI H OB OV R AR A
BUEE, FRATAT DA O DU VELAG 2 SD-WAN BR 4R £ 18 4

Secure SD-WAN'’s Path Selection Logic

Public Internet
| EE | DIA Virtual Interface_/_’-
Ethernet Interfaces --
AL - Elmaen

) o Internet/SaaS
Branch Office P
- "

—_—
Application Tin [ SEEE-—- - Private Network oool-....
Thresholds i - ‘0 |ooo| O
& ===9% ipg|ooo|o:

VPN Virtual Interface ir a 1
IPSec Interfaces U maa e o ow T

Headquarters
Path’s latency/jitter/packet loss

SD-WAN Traffic Steering
+ Session Load Distribution
« Path Quality Profile
« Traffic Distribution Profile SEEES

Top Down Priority

l ISP 1 - Broadband =g
ISP 2 - ADSL

1 ok REfEse kAl S HE; BE, P KRS 3 2 iEn His 1P bk, #ieE
SD-WAN tH HEfIFE O . Feds e n] DLEEE AN A S Internet, t 7] DL 22 42 1) VPN B 1R [7]
B,
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2.

By kB @I 7E VPN B IE _EHATIBIPIRGUS &R B 5N 2. B4 DIA [MIg#EE — Tk
BIBATIRIE B VPN BEIE

SD-WAN Sl A1 ) A () o7 FH A e 5 B4 o e e B SO AR DR G,  B KBS S B B AR I SEIR . BN
B A E R SL b ME S RE T He .

AFEFLAEIR . BB E AR T RER AR,

S BJ5, SD-WAN REALIE 1o ) A A i B A% O 5 8 20 R G B ST R 7 R AN R AR PR SE 4

(FEFF) . SD-WAN BEEARICHK ISP IRSTAHEAE—il, JFH, fERESKIE T, X
SERRIC IR NG5 7E B AR I I B AR AT R S Hf

DRIE, A o B G B SR 9 B A IR R B T — R AR, AR5, Bk
o A LB B 2

B & 7 K B A
R4 15 ) SD-WAN B & 11X, &0 DAL T8 75 52 SD-WAN SIS KL w6 S A RE R i ] $00 T 2 16
WA 2, BT B A SD-WAN it &7 2 e & S0

STEP1| %33 PanoramaWeb %1 .

STEP 2| Ha{R T SD-WAN $2 [ B S0 b 58 U B AR I T B, PR IR X SehRic . WA 200K

PRARICHERE B A 0 A5 3, 48 Panorama™ RES K I B 2 K B SCE R AR 2 I BE
Fric5 SD-WAN % e & SO 5Bk .

STEP 3| i%+% DeviceGroup (&4 .
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STEPA| @& Kt 8 S0
1. 3%#% Objects (Xf4) >SD-WAN Link Management (SD-WAN 484 7) > Traffic
Distribution Profile (it /> &AL E ) -
2. fName (ZF) (REMEH 3SLANFREFFFHED Add GRID RS RELE

(G
Traffic Distribution Profile @
Q - S
0w
[ | BroadBandl
® e
“ Conce
3. R RAH CBEEPORMS SO PR RS KECE SO, Rk

Shared (FL%) .
A EPEFRRE S KITIE, FRE WIS 7 T G B SO R B AR I

+ Best Available Path (E{EFTHEE) —Add (B —EiE A Link Tags CEEbx
1) o WIGHER A AR, 7E App-1D WEGE L B AR P K2 0T, B KRR PE bR
M AR B B s IR AR B8 A2 . BT KO AR RN AR T 5, 2 7R
g ARIs TR (B AE i) 55— DMEEBRRC P — Mk e GO 1T
ROCHEAT LB, W SR IS AT IROL 4, EOR R A ik kAt A0, Bk
BiJniss. Bk E SR, HERRAICHITE AN AR . AR
T2 7 KB R 2 VL E S O Bt 0, Bk I e PR R B A2

—EEEHA G, AL AUHRERS SN — e, K

1000 2 iE MAS AR BT B R — M. filn, fBe tunnel 901

15 3000 A2, Horp 2000 4~2xi 5 SD-WAN i) A ITHE, 5354+

1000 4~ £xif 5 SD-WAN sgm i) B DTEC (AN LI F 10t i 40 KB B

A HSEC B 4 Best Path Available (i A:mT % 42) ) . fnd tunnel.901

AER, WFEE 3 3B f i (AR X 3000 A2 iE WA AR BERGE R 3~ —

MR

« Top Down Priority (H_Eifi FE%e) —Add G —AsZA4 Link Tags (BE#%

FRI0) o B KRR RN B T R Link Tags CREMSARIC) IR 450 /L VL IC 2%
PEIHT 216 oy R BV EE R o B KBS B C B T G B S 128 — M, R A Al
FUARIC IR, RS IR NG E — AT O T 55T 0 ) B A7 o ==
B o WP KBRS PR B SRR E, SRS N — AN BB bR D 1 2%
1o GNP KESTER 2 S T A B bR D IR R S AR IR B S A I B8 12, 21T Best
Available Path (FAEFTHE) Jiidi. EFEME NN E LR, HZ2HEH
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R A RERE, B, B RN ARIC AT an, A ORT
D= pridZ ZEa

@ WA R — AR, NZEER ST Fe i i DA DIA &, i

B A8 P BE RS 2R A, 200K R 70 R R B SR T e e B E

M MR F Gy, AR JE X EERS PR iC BT HE i DAY S e e . SR A

(1) A2 45 e B Ak ] SR IO s o0 RO B SO, WITEie A an ey, [y K 4 #0

ﬂ%ﬁﬁﬁi‘Z%Eﬁﬂ%iﬁ%ﬁﬁE%ﬁHﬁ%i%%o M2, MRS REE AR

G AC, BT LI e SD-WAN g i o

i) VPN Failover Metric (VPN dfaf2 fir S b ) A/E IR &0 R IC B

YAt Top Down Priority (| B FARSCZ) A #A/EH

* Weighted Session Distribution (IIA(£1E4r &) — Add G&RAID —ANEZ AN Link

Tags (BEERFRIC) » RIEMASA Link Tag (BEEFRIC) ) Weight (IIED B 2>
b, IR E 43 LE S AN 100%. B KBS TESE IR AR1C 2 B HAT 2 1G th 8 K, BHERIAE|
HEgRKa sttt WEREEICTH A 208, B Jasa i AIE R R F S0k, B
BIR B EEARIBATIROLIENR, A5, o153 Ak B AR 21 R i) i At g 07

AR 2 AV B R A R AORRIT, T KSR T 12 112 8] P27 A UL e
wllhe WRPTHHARHCRIEZNSATIRGL (B BIME, B KEakt s
A RAEBATRO G TS B IERAE . A RS i S 308 A v A g SD-WAN, - [
KA A 5 S BEh A B A I UL PR B L

B SN £ K 1 51 SD-WAN Fful B 11, (H 2 K Jis R A e i SD-WAN s
I B2 R E B SO IR B T 200 O e B, U537 B8 8l Y 4 2 T
BRI R B IR TR B o 7 AR L SR A £ B 4 % 5 SD-WAN
WA AR D B 4T S PR 2 MR B, 3% DA B 98 P2 I 6
TSR 2 [ R, iR o R B ST

Ay WRIEA R A R IUR 2R, 00—
o 7P R ANIEBE N 0 43 s 4 2 O 46 52

S, (k) BEMFMCHRING ARG, i MoveUp ( EF#) 5 MoveDown ( F#) #ikHik
B T O BRAC IR, LA S I JE5 AL 577 K S 5 1% P M B8 S A J SD-WAN 455 S0
e o S LR R I

6. i OK (FE) .
STEPS5| Commit (32£%) , 4RJ5 Commit and Push (3255 FFHEi%) 14l & ¥ ik

STEP6| Commit (32%7) Hpk,

)7 2 A e LA

e 2N (FEC) J&— i e M 2% (Il 15 2k i _E ] IE R Se UL MR I 0%, ITTEAN /5 2 B 5 40
IO T 3R M P SE PR . FEC X 0 $id 60 252K B R U I N AR P A B, s A, Vol P
AR 2B BT FEC, HUltBls K ] I I 88 5% G 5 2 1R\ 1 N FH AR P 3L 10 A R A B f ok
WA E R BRI SR L. B E B T SD-WAN Hd b 6 7 31 ) — A& B2k TCP E ik 1%
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BIEOA TR, BT UDPASEHEWMEIEM, FEC & A LUE K E E 2 s h 58 105k 5 Bh
UDP B H 27

SD-WAN FEC S F-E N gmi 28 A AR 28 19 70 S AT H o k8 . FEC MLiILE w258 70 A7 Je i s i e
AL, FRALZSAER R BB KR H 2 /T, AR T B %A B R IE R R i B
SD-WAN it 37 el f0 B AF A B0 Bis U EE BN AR P21 N — Mg w e
IR ARG, BIEEEE FEC TEFEZMHEIE, MM TN EFMEE S ZE R L
BN R .

BAH ORI K HLH AR I FE 7 il e A 22 FEC sl s 5. AU
FEC st 0 5 5 N A T BIE 2 a8 TR AMHLHI RS AR . B, 2 SBOREUMG
Al A CPU JFG, ANy AT AT 4 b o SR SD-WAN [y jU2 48, ) FEC Fi%g
TR ER BRI

FEC FI%#E 0 5 5 I 25K Panorama iz {7 PAN-OS 10.0.2 B 5 &l A< . SD-WAN Ffiff 2.0 5l 5
PAN-OS Fit A e 25 BB iR hRAS o 2w 3% R AR RS 23 #8422 4T PAN-OS 10.0.2 BE SR A . g —
3O IBAT AR A EE SR R A IH, I8 A7 FEC s (0 5 2 Fr =k 1R 8B 76 %85 K
B EMiEF.
M PAN-OS 10.0.3 14, B R SZ KRR R DA S R 4h M oh, A RPIRIR 30 HF FEC iR B &
il
7F DIA %% FANAEH FEC si3da B EE; AU T2 SR 0 22 (8] 1) VPN Fs i 55 1%
BT SD-WAN fr) PAN-OS 55 -k 5% 57 15 FEC fiidfifu s 4, Prisma Access iy s

Y FEC i E L .
FEAE LA FECE FEC 8RR ES (JH3h FEC siiEEE K —MD , % H Panorama:

« BB E Eligiblefor Error Correction Profileinterface selection (245 HC & 42 1)k
PR 1) SD-WAN £ OECE SO, FREZI E SN T — AN el A .

o QAR MR 2 FEC SUBGR LA

o ABAIBETRE IR T SD-WAN FEWsHUI, J6 st HSE A 2R R«

o BIEHEE BRI . A (B AR FEC SUNUR B A ORI R
ENAIHE, AR BRI RS AT, )

FEC s 8 5 3 RF 1,340 2759 MTU, T2 i S ol A i id FEC s
RREREE.

STEP1| %33 PanoramaWeb Fifi o

STEP 2| il SD-WAN #2 [1J & <, 1EkAbi%#% Eligiblefor Error Correction Profileinterface
selection (ZYESMCE 42 O PEFE %A DRRP KBS LA S 30 (M SD-
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WAN £ R E SO D AT A8 . IR DU 5 BRI DOk B T AL B SR #E 1)
Link Type (BEEEEHL) .

Blhn, fEa] DAERS B o B i b Eligible for Error Correction Profile interface
selection (2|45 HC B SO HE IR PRARAT) |, K%L B SCPER T & 5t i) 5G
LTE gEig, DUME AATEIZHERE EARAT B DI 21 4

SD-WAN Interface Profile @

Mame | Broadband

Location | wsysl

Link Tag | [l BreadBandt

Description
Link Type | Ethernet Link i
VPN Data Tunnel Support
Maximum Download (Mbps)
Maximum Upload (Mbps)

Eligible for Errer Correction Profile
inte & selection

Path Monitoring (g Aggressive Relaxed
Probe Frequency (per second) | 5

Probe Idle Time (

onds)

Failback Hold Time (seconds) | 120

STEP 3| [t SD-WAN P U £z 11 3R G (¥) SD-WAN 2 I RC B SRR T UK B2

STEP 4 Sy FEC st 1 8 & 01 e 2] R L B S0 fF

1 3% Objects (X}%) >SD-WAN Link Management (SD-WAN #£#45 ) > Error
Correction Profile (ZU4SHCHE X

2. Add GFID AEEEE S, AR Z 31 N ERE R IR Name (4F5)
%4, EC_VOIP.

3. Aig Shared (L) WP AEEEC E SCHEH T Panorama I FTE W& B vsys b
B0 EERIA veys, DLRIEHEIX BERCE 2 vsys HH0 B4 3 1 vsysl.

4. J55€ Activate when packet loss exceeds (%) (Bl E LT (%) BHEGE) &8 — — B
Hm SR o b, T2 D R 21 B T B A1) SD-WAN S & v e 2 1) 1
PGS FEC B E S . JalAh 1 % 99; Bl 2.

5. %% Forward Error Correction (% kK#44) ok Packet Duplication (iR ES) LI
N2 SD-WAN SEBE R 5] FH bk SD-WAN 4 1 e B S B K85 5 A i gl 88 751 BRIAA
R, MBPEBEREAES, SD-WAN BEFE - N EISRAIEER WEHERS. (SD-
WAN & ##:76 E—2 9 [ Eligiblefor Error Correction Profileinterface selection (44
Pic B DR R ) BN Z —. )

6. (VLA 1R Packet Loss Correction Ratio (Bl ERAYIER) . 10%
(20:2). 20% (20:4). 30% (20:6). 40% (20:8) 5k 50% (20:10) — & fH L5647 5 H s AL i b
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8.

K, BRIAH 10% (20:2). RIEF kB (gifdes) K1k I BRI -5 50 6 1 T ik,
PR K pinas) BRI R RNIME MRS . H2, hRls, FENILRMRE
Z, Bk, SHREEZHW T, & NSEMAEE AL . FERRREH TS
Bl K d s R e . i, an SO KBS AT AR IR 2R 50%, 4 3B KIS AT IR R
20%, TIH LB KB RIS 20%, 43 B K B2 50%.

6 7€ Recovery Duration (ms) (HREFREERTE] (=KD ) — B kB (R as) A #
WA I P 73 A B e 0 0T 25 R R S L AT B L I R T e R e K= 8 (EREN 1 &
5,000; ERIAN 1,000) o B ks L ED AOE B EAR .45 Hbr. EVKSE AN, fRADEs
W FATAT 5 R B AP AT B G T . U R R B BART, K RS A A AR B 2L
Lo S0 DAAESnfis 2% B 2 B TC B S Fh I B R R R ], i B SR R R R (]
HARIER DA . ARADER b IR RS2 (8] 15 B VA AT A 52

MAE P BRI S LI 18] B BT AR, ARG 13 A0 ) B A FAS A2 s
BAT IR (A 2D

Error Correction Profile q%o @
MName | |
Shared
Activation Threshold (Packet Loss%) | 2
o- Forward Error Correction Packet Duplication
Packet Loss Correction Ratio | 10% (20:2) o

Recovery Duration (ms) | 1000

M OK (Fisg)

STEPS| J!E SD-WAN SEug I, 5] F % AER 0 F G & Error Correction Profile (245 & S

&)

o IR IZAI I ] B FH R o

fERCE FEC s e By, (UAE SD-WAN SRS RN 4 e — A HFRT . A
N2 2 R PP 0 25 FEC S0 61 52 i) ) 5/ g U o

STEP 6| &M E ¥ i Commit ($222) F1 Commit and Push (3258 H:4Ei%) By kBE (43
Fy) .
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i & SD-WAN S5 0% £ )

SD-WAN S AL T8 3 I FH R e A/ e i 55 LA i B o0 A P B SO, DA E B K s el D9 AN 131
Aeil HAFGPra HAbbrdE (Bln, JEA AR A Hbs 1Pk, BLRJERI &) BB
Hyn e B 1L . SD-WAN SRS HUNIE T 45 2l THEIR . B MEHE 2 % BUE A2 b
Mo ESCrFe — BB A — N BIE, Bl ERRE D B R P A/ AR 55 Aer Tl — 25 B i 42

W48 1 SD-WAN Vit &, CBEARHE HEIE 2 0 i & 1) SD-WAN S60%, VRS TE B A0 & T iEryR
FIm B AN OD I PRI . AN, BN B IR IR T, 7 iR & LIEHYE SD-WAN 55
W, FEI I 7 SO &R R i 26 B AR & B AT VR . A, BRI HEE B S0k A (I
ek %) i SD-WAN SRS, TEAIR E 2 C & R YRIRTER L. Panorama™ & B IR 45 2%
BEPOMAZHE, XTFHENRE, SBRmN21EEE, (BRI TSR &R SD-
WAN % %15 SD-WAN FE4H(E B .

7E SD-WAN SRR A, & AT LS| i & S tF, DME A EF e IR Eds 0 B IE 2%
(46 8 L R P N 7% 4N 4l (FEC) Bl & .

7E SD-WAN ZEREHN A, 38 7] PLFE 2 A8 ik Panorama #Ei% HERLU 115 4%

STEP 1| % 3% PanoramaWeb F1fi .

STEP 2| %4 Policies (3l%) >SD-WAN, %RJ5 M Device Group (%441 R FRyIRFEFES
RS

STEP 3| Add (#hn) SD-WAN SEEFEI
STEP 4| f£ General CH¥¥L) &I F, HAIFIHEARME Name (4R .

STEPS| 7 Source () kWi, FACEHISHNKIIESH.
1 %Jn SourceZone (JRIXIH) BLiEFE Any (fE]) JEIX Ik

2. Add GBI —AEEZANJEMbE, #37—4 external dynamic list (AMHEIA5113)
(EDL), mik#% Any (R JEthL.

3. Add (BRI —AEEZ AR, BUERE any R JER

STEP6| 7F Destination (HAr) &I L, Bl E S0 Hbs S5
1 Add () Destination Zone (HFRXHE) , sigf Any (R HARX .
2. Add GRID —AEEZASHbs#ht, #57 EDL, 8%# Any (B Hiritdk,
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STEP 7| 7 Application/Service (N FEF/IRSS) TR L, Fiin SD-WAN 4§ % & Bl B SC1F 345 €
J R P AR 55

PAN-OS10.0.2 [ 32 Rk SaaS Jif i & S sl 5, HARIN SR # . g
P —ANRCE SR SD-WAN SERERLNOCIES,  MITEIEKE 71— AL E S 5 2 %
7
fn, an S SaasS i AL E SR SD-WAN SERCRUNISCI, T JoEKe 2 4 C B S
1 55 ) — SD-WAN Sgzmg HL 0 G K -

1. 3%+ Path Quality (BEARE) B0 A2 Sl E L.

2. 4RSS B kRS EA B SaaS M FIFE 0 E R HECR UG i) (DIA) 8%, 151%$% SaaS
Quality Profile (SaaS i &Mt & 0D 8L~ SaaS i il & . BRI
None (&) (B2EHD) .

3. #%&F¥ Error Correction Profile (ZUHSHCE SCHF) Bl 6] a2 (i B0 1 DURR i & 44 (FEC)
s B R N T 5 SD-WAN SRBS U VT EC A N HFE 7 . BRIAN None (6D (4%
D .

4. Add Applications AN FHTEFF) , SRJE MFIRFEFE AR EZA AR, skt
Any (B NHFERF . IR FTA B FE P AR 52 PR 1808 v () B 42 P R e B SR 4R
EMBATIROURE . R 65 Kb — /NS R PIULES,  BAZ AR 7 AR = A
B A=A TR OFE, ZEdEa 55U FITED R K iiE e
B E LR,

SIS BE b 55 7 FH A 642 2 PRSI R Y - RADRAIE I T A

i HLp Adaptive (F3ERD it T Saanﬁ%@ﬂﬁY#g SD-WAN 4 e 5=
BE, VRN S B 52 SaaS B FIFERE . X ICAT SD-WAN 4 ms J 0 £ 7 A
PR ) 1 32 s 42T s 2 S5 SD-WAN (57 485 1 R
gy SeaS MU ALE AT e o g SA8S i pe ek, 5% S88S i il
Fr 7 ] SD-WAN B0, LU fi: SaasS Wy i B (S FiT T 7 1 SaasS jo i
.
5. Add Services (M%) , SRIEMFIF TR A RE MRS, ki Any FEFD i
5o VB ER I T TR S5 #0% BR T 06 P 0 B 4 R B BB SO Hh A R B AT R BB . 0
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REFE RS H ARG ULES, HiZk 558 g4 iR B & S H o — Ns AT RO B
OfH, 28R 5L 5MNAEAFILED » BT KEs i £08 1 B ik A .

DA TN S 55 R 55 MU B A 26 AP BRURR IR AR 55, ADRAIE R AT A

SD-WAN Rule @

General Source Destination Application/Service | Path Selection Target

Path Quality Profile | file-sharing
Saas Quality Profile | None (disabled)

Error Correction Profile | None (disabled)

[ Any application-default w
[ | ApPLICATIONS ~ O | service ~

r
] @.UIUL'JU_(-::'IéIiI'g

r
] ’i_}—l_Lurlﬂuul';u-::l':uril'.s_-!

(@) Add @ Add

Canicel

STEP 8| 7 Path Selection (42 #) Wik F, %&$ Traffic Distribution GRiEZ &) Bl & X1
s R E SO WS St TE IR AR N R B S T i BT DL B 2 UL RS, T
7 K K54 FH s B 0 TG B SRS BT O I AR
SD-WAN Rule ®

General Source Destination Application/Service Path Selection | Target

Path Selection Settings

Traffic Distribution Profile | FEENT I =

New . Traffic Distribution Profile
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STEP 9| 7F Target (H#x) UK L, LT Lz —¥ e B &4+ i HFsBh k5%, Panorama ¥
SD-WAN 5zl A 4 15 21 1% 15 2% 2

* iE#E Any (target to all devices) (R (EEXTETE D O (BRI AR R fr g ¥ 4%

o, %E$F Devices (i45) ok Tags (hric) LAFRE Panorama i SD-WAN g B I (1)
%o

f£ Devices (¥r#) ETIR b, WH—DEZ ML, CRB AR TBOH HILRESE; 2R
JRikFE— B> Panorama fEIE RN R e % A B FrR -

SD-WAN Rule @
General Source Destination Application/Service Path Selection Target
[] Any (target to all devices)
Devices | Tags
Filters X Clear | Q 3/4)> X
Device State NAME
Connected (3) Branch
["] Platforms Branch20-2
[[1 PAVM(3) Branch25-2
[ Device Groups Branch50-2
[7] Branch (3)
Templates
Branch-Stack (3)
[7] Hub-Stack (1)
[7] Tags
[7] HA Status
Select All - Deselect All [] Group HA Peers [] Filter Selected (3)

D Target to all but these specified devices and tags

Cancel

© fE Tags (fric) EIIRH, Add GRID —NEEA Tags (hrid) » FHEFFRIC AR E
Panorama #E1% FLN 217 ik AR IC B, AR s :
SD-WAN Rule

Genera Source Destinatior Application/Service Path Selectior Target

[ Any (target to all devices)

Devices Tags

O | Tacs

B | SDWAN Branch

D add O Delete

[] Target to all but these specified devices and tags

o IR CIRE WA, AT L%k R Target to all but these specified devicesand tags (FiX
BB T WA MBI AN TS HoR) , f# Panorama 1% SD-WAN SIS AU 2 R 45 52 % 18
PRI & LALAME T 4%

STEP 10| i OK (HfisE) -
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STEP 11| Commit (#£%2) , #AJ5 Commit and Push ($2385F#E1%) &M E k.

STEP 12| (hpfhsii) Bl —A4T ¥ SD-WAN SRS BN B3 A ANVLAL 2> 08, 3X8E, 3R] A B
RUCHC 2165 I EE RS, #5F SD-WAN Fif H & il SRR & iR IR 22146

O WAL AR S RIS, WP IR, 1
AT T PGB 2 (102 R e 2T, DR R B R DL £ O R AR
. SRR 290 R AR UURE 2 78 0T R 2 BAME A, S8 FIFEFF Iy
LA .
STEP 13| SD-WAN 40 SUI AL B L5405, 50048 22 4 5 U LA o i (ol bgp 7624
Application (RFEFER) ) MM 7l Internet, A2 Rifahty, LU AT

STEP 14| (wlif) 4R IR E QoS.

f 2 SD-WAN 57 % P 75 S0 iy 9 2 B, B SO AELFC A P AR e A P SR Bl
S5 B FAFE A 98, 15 B8R QOS LI LA IEAf #1458

STEP 15| ZAE VPN S a2 18] F 3 1% B BGP B Hi, 1575 SD-WAN i -t 1453 S vt 2 TR 5
BGP ¥ H, LAShZAS Kt S SD-WAN M58 Al L S i &

o, WMREAERAP K LT E BGP B, B2 8 A K Panorama HiAR L & BGP i#%
M CASRTS B 2 ythl, KA BGP 5 B M 2. MR, 1HALE BGP HH .

STEP 16 | Jgifi ) A A i) SD-WAN REFUL 3 i & NAT.
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OV BB B N = i =% 2 3 MPLS 85 1

£ SD-WAN 73 SZHUH, B KBS AT IR0 B8, AT Lkt 233k 1P Sk R AT S PRy 60368 2o 1B A
HAEHEA (DIA) #1115 Internet 4%, O AR 1P UL FIRE 7 i85d VPN #2 H#EAN . Bk
BRI T 2 E SR DIA BRI e S b 4 21 b 1) MPLS RAAE 4%, AT LE 38 [ TR R0 F) O
WP — 2 B AR N O BA TR . NSRBI — 5, W ZHAAT LT AE

STEPL| fE4 bt (A1 —4 MPLS 8£1% . 7F 074 SD-WAN 42 LI B O Ry, A4y 32
eI L2 M PLS,

STEP 2| 4 ik A i E 4t VPN B&iE, 408 SD-WAN 4 11 & - H ) VPN Data Tunnel
Support (VPN ¥diEpsiE S FE) - Wni2% ] VPN Data Tunnel Support (VPN 3 i 57
B, WA EAE M VPN FEiEsb et .

STEP 3| Jyfse B FAFEFECE SD-WAN SEBSHUN, 622 #5420 S E Ok, %R E Top Down
Priority CH LM LB BTN GIE IR RO E AT 7 R B SR b AiTE E —
S MPLS R, TR MIETIZ — (FEARCARIR) o J6UE SD-WAN SEBSHL I b i B A 2
Frat 51 T IEH R B AR SR AR A E S, iR E 0 KBCE SR B4R | BT
fLsedt.

o A3 B VPN SRR ST R, B MPLSHEIRIZATIS, B kSR E 55 2 A shid
MPLS %352 DIA Vi i &4 .

STEPA| ZEthieE b, #fedhO A8 Internet (8842, H O AP O EIRE IEMP, @4
Internet )% i .

B kKA A DIA REDLEE AT VPN R L, DR DR [R]— B 42 b A 2L Internet it & 5 FA A7 Vi 2 AH
oy B, Internet i EANRA A EA LR VPN BIE. BAE S0 XI5Een BEs
KR
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i & DIA AnyPath

2ok H ISP ) SD-WAN B HECM U7 17] (DIA) f 2518 2 Wr f st A R i, 8 77 20K X LU 55 7% i
W 72 3] 55— NRERR DL DRl S5 T2 2R 1% . DIA BERR W] LU 4642 21 MPLS 5, (HRTRESA MPLS
BERK . DIA BERR AR08 SR e 31 ) — AN AT B ELIBC (1) B Rk AR B e e g 4. (Gl 0o Bl gy
3O BER: DIA V& AT LUB IS AT (] a) i 2% 42 BE BLECM, FF AR T DIA. DIA AnyPath 3 £f DIA
BERR MR R BN RO PR BB H VPN B, AN RIE BB . thah, WRIE RS 2
ARPIR (B BEAH G, 4 DIA AT DAL RS 21 73 52 57 k435 DL R FLEC

DIA AnyPath 75 3% PAN-OS 10.0.3 58 5 &= ) PAN-OS il A L& 25 /) SD-WAN $fifERAs, i 75

PR [ Panorama Jdi {44075 1) SD-WAN K TR

T B B BE B R T P A #2 21) VPN B%iE (DIA AnyPath) [ 45145 J LA

o IEATE NG BT MPLS B B I B0 H R B A R BEN R — AN E R AN A LR

« VPN R A ZA L, RN E O] — R Y& O FE A R R

o EPRSREE T EF, 1B R A ERE AT O S RN R IE L 4 S H DIA B B E B H
W, AR VPN RS IE IR [ 25 o, AT WAN 7 S8R . 78 DIA fHEH A & 5
ITEHL T, G e I S P 2 8 B 25 0o A BIA ELIC s SRR 2L, ] DUR 5 WP
F 2 55 A rp0 DLRNE BEC

© TER—FIRBRE TR, B IR E A DIA BERK 2, AN R R
FIEHE AT B Ay B . (ER, AR PN FART (AT RE R B A e A & 3 AT A4
AR R B BEEE O . AT ULAIE— A SD-WAN SRS, 141X L8 )87 FH LT 2 [n) 2]
HROCMR R AR, TS AR F 57 K % B R R A RO B R A )08 DIA BE R . 7Rt EOR R BT
TG, IX e N R 7K Wb 4 #% 204 3 1) DIA £,

DIA AnyPath 5|\ T =4k g bl 1 BIRES:, 2 E R D1 AT DLAdE DIA BER8 AR E ) cpopy le bl
O Ry S e (VPN FBIED , AN BIE DS B ek, EERENZEORZTUA
JUAS DIA CLICRD #2100, Aol g LA SO o O & s i 3 Panorama by, A LA
BB AR L B 0 . BRI SD-WAN Ffiff, Auto VPN 2% 85 B Aric 2 B gh oo L%
F1, NI R VS TR & o KL B SR Fa e iZhmi, DA I R 00 11 2 18] (R e 3 A2 Y

TR 07 CLI 654 R Fkch DIA-VIF,

TR O AT LR & T A A 2 e KR Dl R . (B2, SRk 2 ik R
BRI PAT RAR D AR R T F e Xk H—PMREEEGR LR EL RO S
DR B B R RO LLR I, i, ADSL, skef, LTE i WiFi,

N RN A ) B s B AN ISP IEEE T —AS MPLS £ 1) Branchl. Branchl i&4 —-~ Hubl
R (CHidr 34 VPN FRIE %S Hubl) F1— Hub2 EfE D (Hir 3/ VPN B¥iE g

F] Hub2) . Branchl &5 — Branch2 E#l#E 1 (Hr 34> VPN B%iE %5 Branch2) Fl—4
Branch3 fEfl 210 (i 34> VPN BRiE# %) Branch3) . DIA AnyPath () H br/2HC & DIA #ifai%
FE 2 VPN FEIE N5, DUE Bz ak R e 200k B, MR Rk 45 TE S
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Hub1 Hub?2

MPLS
o_0O
S
O, 0
Hub1.vif .
Hub2.vif
t11, 112, t13 21, 122, 123
Branch2 Br2.vif Branch1 Br3.vif Branch3
th21, th22, th23 tb31, th32, th33

FC & E R O, ek B BB B, LUK B IGO0 37 2 1 A %% bR 28 =8 A R 0L 11 (R AT e
FCO1 (DIA BERRFT VPN FSIE) o BRI ERIE T SD-WAN BRAZ 5 0 B SO A B4 R e B e
AT OB H B A T B BT R RS 00 A iR SR R R R Y . AR R AN R R, IR
Ty RECE SCEEAT LB e 4 AR R L D kRi], AR5 5 Hubl BBl D bRid, 25/
Hub2 JE 4 D bR .

HOR B IR E IR TR %, OB D B 2 ARER R, KT =Rk e
B R R RS A Je 2, B ndE LTE VPN FEiE 2 Ji A a8 567 VPN B&IE . 8 H R T B
KRR 1) SD-WAN 43 H i & 271 ) Vpn Failover Metric (Vpn #RE#H#4555) 18055
FRPREMAG, WL R I B P 1 B (A e st i« EFRINES KRB, 7E Hubl BB 4l#z 1
W, t11 9 VPN SRR IR bR b 112 MR, SECEEMM RS T 112 MR 2 111, iR E il
R 2 AN g E B A A FE R FE R, SD-WAN $ DIAE 7 28 A BE T8 K36 3T I S 1R & o

STEP 1| %353l PanoramaWeb #iifi.
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STEP 21 i gpee vt i 008 11 8053 SR 11 9 VPN B TE 4 52 i 5 1 S 2L
1 A E SD-WAN £ ML E S0

R R 2 DB — AN B BRI LUK . e bIRR S . ADSL, St
© 4F, LTE s WIFT fly11.

2. W53 F VPN Data Tunnel Suppor (VPN #fEFsiE S #) .

3. 55 VPN [%iE 1 VPN Failover Metric (VPN W6 f54845) 5 TN 1-65,535; ERIAA
10, FEARERRAK, M RECE SCHER VPN BEiE (BERG) e ditks .

Blhn, Ketaabr o —MBARKME, JFRN A ESCIRRI 5 d R s 28R B — AR R RC
B, ZRE R E ARG REs, DN B S SH LTE B0, B RS
7 5E A R RS S A A R

{} Rt A — 2 BRI, T BEBE SRR T A R AU A DIA i &, R
FZR 8 PP A P R B D20, DA ZB0RE it & o0 A e B SCAF LA T4 € B B &
PLIEI by, ARG BEREARICHEAT HE S AR E BRI . Jn SRS R e 4R
58 B HE AT AR AR 2 A B SO, TR AR AT, 17 K AR A %
BEHRIE P RE R A SR A . S, LR R IC B SO P I B R A
BN T o0 B A B2 D RE R A (AT S5 58 6 25) il VPN i 7
T EAR AR B2 AC B SO e H B AL Segny A ke AR

SD-WAN Interface Profile @
Mame | profiled)|
Link Tag | [l LTE ~
Description
Link Type | LTE/3G/4G/5G Link v

Maximum Download (Mbps)
Maximum Upload (Mbps)
Eligible for Err

interface sele

el

or Correction Profile

r Corr
ion

WPN Data Tunnel Support
VPN Failover Metric | 100

Path Menitoring Agpressive ° Relaxed
Probe Frequency (per second) | 5
Probe Idle Time (seconds) | 60

Failback Hold Time (seconds) | 120

4. ¥ OK (FIE) »

STEP 3| [il% SD-WAN 5 DL 42 1 FE7F SD-WAN & b, W HTE E—#F a2 SD-WAN 3
1 & S

D) SRR L TR L I B s T A X
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STEPA| BB 2 71 3 LMEFAFIK VPN #4518 bric B HAl SD-WAN 2 LIRS E S0, JRRx
SCPE B R T AN E R DR 1, DA B A B e R PR G

STEPS| Gt i br i LR T A0 e #0450

STEP 6| ¥BEsbric N2 E 2 5 DIA AnyPath (0.

1. 7f Panorama> SD-WAN > Devices (%) 1, Il SD-WAN ¥ % LI ZE B Panorama

EHEAHL,
COEFEETL

3. A LB A1 Link Tag CEEREARC) , EB) VPN BN T84 ot T,
A RANEER . BRI, &0 DR & R B SO 5] kg bRid, DURRH T
DIA AnyPath s # iy O B 1. R0 Xk & b, B3 VPN S IR 25358
P2 1T A SD-WAN FERLEE O I BE B bR - B o

Devices @
Name | HUB1-VM300 v |
Type o Hub Branch
Virtual Router Mame | vrouter_hub I e
Site | HUB1
Link Tag HUB1_MASTER_TAG w
Zone Internet Zone to Hub Zone to Branch Zone Internal
0 items 9 Y
ZONE INTERNET
@:"-_L'.';.

4. i OK (HRRE) -

STEPT| &EEL|WS M6, NEATOEREDCIEERIMD, R ZsicminE¥ 25 DIA AnyPah
IR o R PITA 43 SR $045 T PAT AR 8] B3
STEP S| Gz a4 & Hc B 0 LASEEL DIA AnyPath.
1. Qg K ECE S
2. #%#% Top Down Priority CF B FARSELR)
3. ININEEREARIL, (AT A I R F T O RS (I R
o, Gn S I F R R N FHAR T Je 4 DIA, B Je3i i DIA drid, SRS 51
O CARIE, )5 B A S AN B AR . A R (0 P& Lk B e B FH AR 17
Jel ROy, SRIG TR BB, WS OB EE O, AR RS A AL R

W, a5 DIA PRI dnREHI 2 PRG B l, LT 5 1E ] DIA #R
LRI 73 SR AR FTARAC .
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STEP O Syt fil gy 3B K B QI gL IR 44 1) SaaS i e & 01T

WZRAE HC AN SY ST K T C B AN R 44 1 SaaS i fEC B SO, ARG L By i FE A %%
HPEEERS .

Pie B 4 e e % 21 FAT A [R) SaaS N2 FHRE P H b R 0Bl K i 8 e ] B0 5 REAE 3L s & H A
A SaaS REACE M. B, SR EA R I s 4 B P A R 44 11 SaaS ot 5 e B 30
i, JRRHAHERE B A O 7 S kS

BN RE 21 B AN [H] SaaS W TR H AR 0B ks, A1 [R 44 BA8 A F & 4l
AR SaaS N RE H b SaaS i B B I, IR ENIHEIR BE M O 73 S0 kb

@ it 25 R g 51 Y e SaaS Jig & e B SRy SD-WAN SRS, DUSE F v et 7]
Gy 3 iR SaaS i B B S BERR R R AT HE B e IR ORI O SR A 2 vy
SaaS i 5. A ik SD-WAN SERg RN, ks AT 2338 b iR BRI I 6
111 T A Fr L B SaaS [ FH P 1A £ 1

STEP 10| o rh.0v2 5 DIA AnyPath.
1 G VPN R AN
2. Rk Allow DIA VPN (A% DIAVPN) o &£ 30004t (325 DIA AnyPath
F1 Prisma Access F1 0 ) PAN-OS FHOER A E) o R EA1ZE HA Fdy, 3SR\
ARty BRSSP — A HA 32544 Allow DIA VPN (/0¥ DIA VPN) , @b
BN —A HA 2535451 5 FHZ 50

VPN Clusters 9]
Name | VPN2
Type @ Hub-Spoke Mesh
Branches Gateways
3items ) 3 X ||Q Sitems | ¢
D BRANCHES HA STATUS HUB FAILOVER
= O | Hues HA STATUS PRIORITY ~ ALLOW DIA VPN
BRANCH1-VM300 Active
@ ctive [J] Paszs0-110 A
[C] BRANCH2-VM300 Passive
@ Passive [ | HUB2-VM100 a
[]  pa220-113
[ pazzeo-104 @ Passive 4
[ pa3260-103 @ Active 4
@ Add [] Group HA Peers @ Add [] Group HA Peers

Refresh IKE Key Remove DDNS Cenfiguration n Cancel
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STEP 11| Syt sz N FFE 7 2 SD-WAN S AU L F] DIA AnyPath.

1. fid® SD-WAN HEHE £,

2. 7F Application/Service (N FHFEFFIIRSS) ET-F L, $55E Z oI S2HL DIA AnyPath )R
FEFP RS -

3. XEMETE F—BrhfE Y SaaS Quality Profile (SaaS i & it E SCF) .
R E B ANA SaaS M AR B AR SeaS i L E A, W40 SaaS i 2 i E
SO REAN 4 SR AR O B A5 4L ) SD-WAN SR I R U S Bk

4. 1f Path Selection (B{fZi%#%) &I b, EBE NN FHFEF QIR Traffic Distribution
Profile GRi&E7> KBCEXM) .

STEP 121 g% AR ITECAT 7T SD-WAN SIS KLU )37 221 LL K FE. Panorama 5B J< I B 58 o5 1] 2L 1Y
PP
1o Qs ) R AT I B SO AL 2 R B SO R A B 23 1
2. i E SD-WAN HE K A 1% 58 247 g — A A TR -
3. RN E S R IR

STEP 13| Commit (#2£7%2) Jf Push to Devices (HEIXF|HK) .

STEP 14 [ il gz 4= 52 HUN), PSSR DIA LRI 44 S DX 4802 BRI DX 385 Hh 0 ) Destination
Zones (HFRXHD , JFREZIZMNZILE Applications (N HFERF) o IRAHFHEER 7
3o

STEP 15[ LLF CLI #74 Mi4% DIA 15 E.:
1. show sdwan connection <dia-vif-name>
show sdwan path-monitor stats dia-vif all
show sdwan path-monitor dia-anypath
show sdwan path-monitor dia-anypath packet-buffer all
show sdwan path-monitor stats conn-idx <IDX>

o M D
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oy KANILBC 231
B 2 S s SD-AWAN FERLEE 1O 217 55 SD-WAN S AU U Bl L
TR SD-WAN SRR, 35 5% 4 SRR T — .

« WRE SD-WAN BEIUULHED, B KEERRE0T i SD-WAN 22 4 A AT B8 A% M 42 A B 0 K

o WRAESIRFPMEMT SD-WAN SISHLNIITEC, &= 558K R IFE s SD-WAN S AL
JUIEATUCHC, 1% SR w0 F A P 1 B VA TE SD-WAN 2 TN B BT B % b0 AN ILRC 23146

BeAt, SR T e N REFP ) SD-WAN SEBE AN, - By K A 2 BRIER AR P AE 45 7€ T SD-
WAN FR] WL T B i rERe, #iltn SD-WAN i i) H Bl s i s .

e SR s U S W

© BOER KA 34 SD-WAN SRR : — MR T € MBS AR, — DU T4
FENMI BN LR, — DA T4 4> SaaS ML -

o WURN FRE PP TR AR TR BIAT K8, 5T SD-WAN S BN AAULAS . P oy 23 5 R AN
ULHEC, BRIk, B kEEAA B T2 1 0 B A2 o B G B S i B 7 R G B

o L, B KBREALAR R SRR SR M HEAT LS, s AN SR E T A AT Y SD-WAN
BEREPRIC LR KBS A B X RE RPN e ar BERS, B, MPLSHEREAI LTE #E#%) ik
T K. &l LIEANH A AT O G, 21 2 N A — i Ok, &iF 33N
MPLS, &5 43 LTE, 21 SN — DN O, 1% 6 A AN O,
LG o RN 4k 55

BT REA A HiE AL AL 215 SR B T UL EC f2 = SD-WAN N, & KI7E T 185065 2 1% 7 &I 15

Blo FHI, FRATEWEOIE— AT SD-WAN SFEEHIN, 148 T SD-WAN 508 1 51 22 (1)

5. W — N4 SD-WAN SRS, %EaTLL:

o PEHIASUCES 2 51 A BE I

« 1F SD-WAN #fifF i H B F MRS h & & bk 8E LrE NHREF (BTN HEF 2
1) .

STEP 1| % 3% PanoramaWeb FL1fi .

STEP 2| g iste i Bl E VIR BT E. HaEA gt faER. BshmiEaELmiE. 5
40, 2000ms ZEiR, 1000ms 13, A1 99% H#E £ 5% .

STEP 3| Gty 527y il 5 S0 e S A F 1Y) SD-WAN BEREFRIC, FELAANICEC 23 4 5 X S
PRICIRIR AR BE R R o

ARG e AT AR AR P fR e e (B D, ISR E S K E
SCAFRIBE R PR IC A1 T R A5 LR BE B A . B, ARSI EE AL
e S FH P A P B B i) LTE B, 135 AR 43 A G B SO (R B S A 12 41 2
LTE 5 #% 1 BE BR AR 1L -
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STEPA| Add (D —/N4Tr SD-WAN Ss i), 4R 5 7€ Application/Service (N FFE /AR
%) Wik E, 18E &R Path Quality Profile 42 ERCE /)

STEPS| i#%# Any ({Ef) HT Applications (N HFER) 1 Service (JIRZS) .

STEP 6| £ Path Selection (E{2ik#e) Tk [, &M Traffic Distribution Profile G 2>
KECE ) .

STEP 7| 43 FMove (B3 F| SD-WAN B HI I 51 2 181 B J5 — i
STEP 8| Commit (#2%7) , #RJ5 Commit and Push (32758 H-HEE) & T B ¥ k.

STEP 9| Commit (32%%) Hpk,
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s SD-WAN % 4% %) Panorama

IIN—A~ SD-WAN Hr0ali oSz B ki, i CSV it S A £ A SD-WAN H Ly Fl 4332 B ki o
* NI SD-WAN % %%

« HEIFZAZA SD-WAN 4

* PrismaAccess Hi# PAN-OS [Jj K 15

7 SD-WAN 5 4%

W IN—A~H Panorama™ & FIL 55 2% HEAT A LI SD-WAN H0 800 3 Kbl RN B, 154
FEWERA (7 32Eitl) MBI A AP, DUMET 0. B 2, Eih e sb-
WAN FCE, #hfrEINA s 1P tt, Hren B g 1% SD-WAN Jhhaity. X4 BT/ E
] P B AR

R4 1) Palo Alto Networks” B K S — AN TG AEAE K I8, 48 AT LUK st 31 SD-WAN Hh i
(T SLIX 35k

@ RS IR K BT LB ) HA, R K
B e g SD-WAN s v, gy LA 7eIC L SD-WAN HA V255 gz 4 2 HA 3
S 2 o VR

H LA BOP B e, MAUR NI A S U, e BOP Ay 35X Bt A o 0 [ I,
MAF I RAE N PRI SR 4 745 ASN, 2 e PR P Rl 4
45 AN,
G SD-WAN &0, R A $iE ol 5 s e SD-WAN kg X, i Compatibility
Matrix CRZPERIEED oty o fas 1 s i g PanOrama g o s s 5 s g 1 iy SO-
WAN i {1 A
STEP 1| % 3% PanoramaWeb %1 .
STEP 2| i#%#¢ Panorama > SD-WAN > Devices (%) , #RJ5 Add (RN i) SD-WAN [k k% .

STEP 3| #2405 k5 Name (£F5) , KHAE N SD-WAN #&7IN. 72K SD-WAN B kB 1E N
SD-WAN BN 1T, 400 SD-WAN 5 K E5VE 22 5% 24 0

STEP 4] 3#t SD-WAN & #1 Type (AL

* Hub (Fruty) — #REAE L BN B E AP KES, I 70 SCic s it VPN 3L 5 HAH
EE. ez R ELE O ERTE AR 3 RO BEX s 5P RIEHE. |
OB AE T EN U B B AL B R . SR SRS AL, A P B S e

* Branch (5p30) — SEMEWE D AL E MBI K, il VPN B L AER, IRt
ISP AR . 73 SCRASAESY S BACFRR R . S SRNG, IR E BERR ST e
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STEPS| £ H T 7 SD-WAN H.0fl4r 3 2 83547 4 B i) Router Name (B2 FK) o BRATEN
T, ¥AlE—/ sdwan-default B H2S, {E1F Panorama H 3% 4% H 25 &

(Ui Advanced Routing (2 i) D iR O E w2 t, I+ H 2 iah ) @8 48w b
7%, M Router Name (ES 282 HK) 14 o HEFLES B 25 FNIZ 45 1% B 2% 44 P

o ONERREAUMER @R AZ AR RS th A 4 ARHH ], ) Router Name (% H1ds 4050 K R A — 4> 44
PR BUONERINEDL T, gk o QU 5 i 400k th a5 R 44 B AR ek b o o S v ik eh 51 25
I, ERR I e A4 R A 20 () — AR Y R SO E 8 A4 AR AR TR o

o QSRR AR AZ RS A AR A (IR T3l BB IZ R % 23 44 PRI 2t LI A 1
B, TER s 44 FR IR I 7 R 400 % b 2 4 PROMZ AR K 88 A4 PR o ST DUARYE 75 2Lk R 4
Bds HTIHRSIE @i mss (HTmgms® o mREHAREH Advanced
Routing (1) , WIZE Router Name (BgH#s 4 F5) H AH B e (T IR/

2) ik,
STEP G| 4\ SD-WAN Site Cifi i) %88, LU E 1% B 2007 B sl i

SD-WAN 35 53 2 RS RF T KNS 5 B FURR IR 745 . AN AE S sl PR A ]
B, IS S EUZ, s iy (Panorama> Monitoring (fi#) ) Hls 61k
o

firf SD-WAN 1% 4% (i vl F 4 (HA) B & rhry SD-WAN 140 U A iE— (1
b AR

STEP 7] iyl 1 (SOl BIEEM Link Tag CBEERARIc) , Auto VPN 2K 3L

rEegE AR o BRI 70 A E SO P e B R ARG, PLRRPRL (B30 25
DIA AnyPath,

STEP 8| R Ay rh O AT NAT RSG5 in—A by, R 2% i NAT ST 8% B 5
A RE ) 1P ik Ek FODN, iX#f, H3h VPN & v bk 78 24 e 1 B i i 2 o
SRR IKE FT IPSec AR TT LIHIAZ IP Hik, (A4 -y SD-WAN it & — 41
FRDUOR M2 . )

1 7F Upstream NAT ( EJiE NAT) &R, JHHUpstream NAT (i NAT)
2. Add (hn) SD-WAN interface (SD-WAN $11) ;5 #&# N SD-WAN Fe B 18,

3. % IP Address (1P Hidik) B FQDN, #RJ5 70 Al A T ARSI 1Pv4 Hitik (5]
w1, 192.168.3.4) , Bt R FQDN.
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4. ¥ OK (FE) »

BbAh, FEBAT NAT [ B ss b, Bad s — % — NAT SEnk i B8Ok
Hir NAT, B ASHECE TKE By 1PSec i 7 i & 1 .

a5 R A 1P kR AR S o, ARG BRI 1P M, IR A% 2
VPN #:3% f ide 4y o o B CLI 474 clear ipsec  clear
ike-saj clear session all _ 4., w4i7elc BT 1P Hihk
NAT S gz #0035 i1 2% L fiF) clear session all (jERpiA &%) fir
A

X o

5 2 R He 1 EASSCRE Ll NAT,

STEP 9| A A/ T HAT NAT B &G ARIN—00 3%, WA FHE & 1% Bl NAT $uAT%4% E
T[] A H 4 ) 1P Hihik 8% FQDN, B35 1% 4% DDNS PAfE7~ NAT & BH: LR 1P k2
M Palo Alto Networks DDNS k45 315 8. Rlitk, H23h VPN BLE i HZ A 3L 1P bk AE o
YIRS IE S S . A YL TKE 1 1PSec i 4200 A] DAHRIE % IP Ml (B AiE 4 Hy SD-
WAN B & — M LUK . )
1 7 Upstream NAT (_E3iE NAT) &R, JEHUpstream NAT (i NAT)
2. Add (WD) SD-WAN interface (SD-WAN 1) 5 #&# N SD-WAN e & 18,

3. WEEFE NAT IP Address Type (NAT IP #ihk25%) & Static IP (B4 IP) , iFik
# IP Address (1P i) 8¢ FQDN, #RJ5 4075 ANANTE T RS ) 1Pv4 HiuhiE (431
w1, 192.168.3.4) , B R FQDN.

4. o, %P NAT IP AddressType (NAT IP Hitib257) A DDNS.
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5. i OK (Hi5E) »

BbAh, FEBAT NAT [ B ss b, Bad s — % — NAT SEnk i B8Ok
Hir NAT, B ASHECE TKE By 1PSec i 7 i & 1 .

a5 R A 1P kR AR S o, ARG BRI 1P M, IR A% 2
VPN #:3% f ide 4y o o B CLI 474 clear ipsec  clear
ike-sa 5 clear session all, 4., EAZIZERE T P Hhki
NAT S gz #0035 i1 2% L fiF) clear session all (jERpiA &%) fir
A

X o

@ 76 Ul i fg 55 ML E AT LU SOl B B NAT, (BRI AL BN 2 ik,
TEARRLZAE X ML E N e E B NAT, Bl B By NAT 1958 =M ey
Wefr B 7T Network (2% ) > Interfaces (#:171) > Ethernet (D) kM) ()
Panorama |-, 7¢ Template (fifi) Bk — MM, RJ5i1%FE— L
KMBEE L, ke SD-WAN ki, phif, #arpl Enable (FA)D Lig
NAT, Jfi%$¢ NAT IP Address Type (NAT IPHiSERAY) | 55 —Fh5 A5G .
R S S AR AR HEAR O Panoramar | it LUK B D EC B B NAT, T
SDO-WAN S AN 2 B i B, R A8 A 3 14 15 46 T B D T (s AN [ it
B, Rfgfr Panorama |- 547 @i AR HEAR L B L0 NAT iF, 1 NAT i
TEHECE A A

5 2 R Ee 1 EASSCRE Bl NAT,

STEP IO GO FISeA71E 7 e a2 B AR M TR AR X It 21 SD-WAN TilE S IX 35

FEXRE R BIAT X et 5 SD-WAN [, gt I S
SD-WAN [ 15 31 1E 7 [ Source () #1 Destination ( H¥x) .

1 %+ Zonelnternet (MAIXIRFHEEM) , If Add (b)) ¥ SD-WAN it 845 H 3
Internet f)TRSCATAE X 35

2. %&Ft ZonetoHub (MIXIHFIHL) , 3 Add (B A1 SD-WAN i &A% 2] do 1

TRACAFLE X S5k

3. j&#% ZonetoBranch (MIXIKE|437) , 3 Add GA&IN) AI¥ SD-WAN Jis A& i #)4r %
(TS A7 AE X 35

4. ¥ ZonelInternal (AAXIRBIANE) , 3 Add G&MD 51K SD-WAN 3 &A% H 3 P 36 X
B TR AEAE X 35

STEP11| (PAN-OS10.2.1 2% &) 11.0 A, LAK SD-WAN #iiff 3.0.1 &% 5 1) 3.0 fiA) snsRiF
FE PP B AR 452884 (ToS) Arak 22 77 iz %518 i (DSCP) Anic #H TAR L, 15K ToS FBtMWN
5 1PV b7 S S BT VPN B [ BB R 43 VPN 473k, LURE QoS 15 K.
1. #%#% VPN Tunnel (VPN [$iE) k.
2. i%&$% Copy ToSHeader (] ToS#rk) .

3. i OK (HR%E) -
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STEP 12| (7]

L) BCEIL TS (BGP) #H .

FLAE VPN R L 2 [ B B BGP B, 1M A NI BGPEE . W ELES N ki T
FIECE BGP B, o2& d ] lf¥) Panorama #5i4 fic & BGP % i LAk fS B 2=, K Nl
11 BGP {5 B & =

fEC A% A BGP py3f izt BGP ¢ iy sizits SD-WAN 2 gy, 1 ff fjt SD-WAN $iff
kit BOP i E A2 SR AFAEN) BOP L E phok . fildn, &k i i1 BGP
AS SR 13 1D EFE AN SD-WAN 506 . S A ity BGP it & 570
JefereEny BGP BRE e, MITRSEAArE R BGP BLE A, n SRS I (T B AR
56, MAZIEAT Panorama ik iy 5 Y s il AR AE -

P BGP TR, JFiGH BGP, LARCE A T SD-WAN i) BGP B H .
#i\ BGPRouter ID G183 1D) , 1% ID fErA % i 8% v o 452 ME—

A ASNumber (AS%i'5) . B RYiG 548 EEH € LI Internet i i 5ig . &4
NG SR E ) AS G5 e ME— Y

STEP 13|y R E4 il B BGP N{# ] IPv4, &1k IPV4ABGP.

1
2.

Enable | Pv4 BGP support (3 il IPv4 BGP 32 #5) .

T8 E T BGP 425 & A IPv4 Loopback Address ([rI¥Rtihl) . il E3h VPN
&, THIEESTEE 1Pv4 HibbAH R HRE B RIAEE . a0 S48 — AN IA [ Ak, )
FEATHG R, PRk, SRR E — A AN & T A R P4,

R o 2 75 225 SD-WAN BGP $h 4 A1 i s B SC 7 K B S e  H BRI AS AR A
BGP ¥ 1) AS PATH JE It d s FA A AS %S (64512 3| 65534) , 25 Remove
Private AS (JMFRFAH AS) & (BRUMERN “BH” O o EXMELT, EaERrF
H AS %5 1E BGP B R SD-WAN #AH AS.

Remove Private AS (IR FAA AS) 1 B 3 F T3 S el pL B kB B BT A
BGP 4520 . a5 i 2k e B 75 BGP 4520 slont 45 2 [ BT AE, 4
£ SD-WAN S {2 SMiC B It 1% .

s i Remove Private AS (JHIERFAA AS) 1, 4253 SD-WAN £
B, AR EIRT 20.2 1) SD-WAN Jfiffpi 4, )5 Remove Private
AS (HERFLA AS) FH I BT A Tic B 410 i/E SD-WAN Ji ¢ 2 Hhal B B ey
Kb e K
S Prefix(es) to Redistribute (EHEF/FBLIIATZD o fEHO®&H, BLaE DA
—NEHEB RIS . 7 SRR LT 2 BRI I3 55 30 B P AT E
Wi
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STEP 14| (SD-WAN {fiff 3.1 J2 i) 3.1 A W EE I E BGP Nl IPv6, i%i%#% IPV6
BGP.

1. Enable|Pv6 BGP support (JiJH IPv6 BGP 7 5)

2. $55EFT BGP W& 4 544 |Pv6 Loopback Address ([EIFRHiHE) . it EZh VPN IR
B, nH3EE S5 E IPve Hihb A FIhE g RIAEE O. anS4E e — AN EUA [BIPAHhE, )
RERM, B, RS E A AR T R 1PV6.

3. 7N Prefix(es) to Redistribute (EEFHELMATED o £ OBR&ET, ELHEDSHAN
— AN SRS AR B LT 2 ERYON IE R R 5 SO B 7 kAT E
Hroric.

STEP IS | i OK (HfisE)

STEP 16 | i # b #5501 Group HA Peers (#H HA X145 4%) LLEIRYE HA XF& &Iz 4T 104y £
() .

HA STATH
@ Active
@ Fassive
@ Active
@ Fassive
@ Active
@ Fassive
@ Active
@ Fassive

@ Active
@ Fassive
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STEP 17| j@id Panorama il t — AN fu i BGP 7E 43 A1 HG 2 RIS AT I 2 A SRS RN, 4 FL A 1 By
P& B
1 EBBEFRHRN 1Pv4 BGP Policy (IPv4 BGP %ili%) 5 |Pvé BGP Policy (1Pv6 BGP
W) CHARRGR TR BGP bR AD |, 5% Add GRIID SR,
i N\ Panorama ¥ H 21 1) & 11 22 4= SR AL Policy Name (SRS #4750
P Type (A Y4 Hub (Fhty) BE Branch (03%) .
Select Device Group CIEFW%2H)  LLTRE Panorama iz 22 4 S IE RN 1) H A 2 2 .
i OK () «

Add IPv4 BGP Policy @B %

o~ WD

Automatically create BGP Security Policy for Hub/Spoke
Policy Name

Type: o Hub Branch

Select Device Groups

|0} Sitems | = X
MAME DESCRIFTION DEVICES/VIRTUAL SYSTEM IPV4 BGP POLICY
~ [7] Shared
[7] Branch-DG BranchZ, Branch3 Branch-DGvéBranchBGPPolicy

Branch-DGv4BranchPolicy

[ Hub-DG Hub3, Hub4-New Hub-DGvé
Hub-DGY4BGPPolicy
[] Router1-DG Routerl

[7] Router2-DG Router2

Cancel

STEP 18| 4t Push to Devices (HEREEI VLA DLK SO RE T 5 iR 5052 451 J b

tEF AL SD-WAN W 4

W2 A~ SD-WAN ¥t (AR IR FEha I — 8% T PRIE S 7 SO LB k. ANk
i, ERE AR (el MR Rl AR, DUMETRA. s 2, 151l
LMY SD-WAN L E , MORESA M 1P bk, H7/r#E 7 i% SD-WAN #idh4ity. XF
BT AR AT E B R

SRR P/ 53 S KBk K 2 3B AT 3 s HA, R CSV S
Fp X S 7 R A g SD-WAN g v sy plze PO SD-WAN HA B2 gy 14
Sy HA S 25 8 % BRI«
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U R A BGP B iy, WAZ7N N e S B, FovF BGP AP 8 [X 3 N\ ot [X 3K,
MR XAHE N YRR an SRAEREH 4 77 FR R G5 (ASN), 625 4k i YA
TRz b 2R 4 51 ASN,

U R A& 1 Palo Alto Networks B K8 147 — D FSEAAAE Xa, - 8] DURE LU 21 SD-WAN A i
TiRE LXK

STEP 1| % 35%%| PanoramaWeb 7 .

STEP 2| %% Panorama > SD-WAN > Devices (i%%5) >DeviceCSV (%4 CSV) , R5
Export (5H) %[ SD-WAN %4 CSV. & LLET I CSV — RS AZA D IR F 0
%, MARBRFRM—ADE%.

(’ PANORAMA JASHBOARD AcC MONITO POLICIES OBJECTS NETWORK DEVICE PANORAMA

(% rapIUS - Oitems | > X
@ysce
[ Tacacs+

L zoNe zoNe
[ Loap O | name TYPE  |ROUTERNAME SITE | INTERNET ZONETOHUB | BRANCH | INTERNAL ROUTERID | ADDRESS ASNUMBER | REDISTRIBUTE |HASTATUS | UPSTREAM NAT
a

@ wior
=
)

yyyyyy

) Add Device CSV v [7] Group HA Peers BGP Policy v
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STEP 3| ffi fl 43 3CRIh 015 B 78 SD-WAN 4% CSV, ARG HARGE. BRIESH VI, S, FrgF
BN Bl IR TG A ST LR A2
* device-serial (W&FH5) — 73 CEH LB KIERIFFA 5 .
 type CGERD — fREBRFL D SCEH OB
* site (Bfim) — M\ SD-WAN B uh i 448K, DLAE IS0 52 vt () B M B 7 78 B P 38

SD-WAN 35l 53 2 B8 3CRE T A KNS - BECF FURA R 745« SRS fi 8 - P il
FAZ kG, 1504 3850 ) 4% (Panorama > SD-WAN > Monitoring (i

%) ) R IEE RN,
i SD-WAN ¥ 4% (fo 4% m n] F ¢ (HA) i & Hh ) SD-WAN % 40) U A
— ek AR

ORI (22 R 2D K B R TRSE A AE DX A 2 SD-WAN Tl sE LXK

(ER LA X s 20 SDWAN (st st ity 2 AU g
i SD-WAN [ 35 £ (-t Source (i) A0l Destination (Ffz) .

« zone-internet (M [XIRZE| Internet) — % ATSCAE/EX LI FK, SD-WAN i &#00 MiZ [X
A% H PLE ] Internet.

+ zoneto-branch (AIXIkZF|5332) — BIATUSEAAAE X IR 2 FK, SD-WAN im0k i [X 3k
& H DLIE [A) 43 32 o

+ zoneto-hub CANDXIHEIH L) — M A FUCAEAE XTI PR, SD-WAN s R & X 3L
H DL A G

+ zone-iinternal (AIXIRE|HED — BN TUSEAAAE X IR 2 FK, SD-WAN im0k iz X 35k
A H DLIE [ PN 5 (X 45

(1] loopback-address ([RIFRHihl) — F5 52 F T F W (BGP) X481 25 [ FR A R

IR 1Pv4 Hihk .

([ iE)  prefix-redistribute (RTZEEHT 7R — A @O AT RER) 1P AT .

BNIMEZANTTE, WEHEW. 555 (&) LB RTS I, #Hlin, 192.2.10.0/24 &

192.168.40.0/24. BRIMEHLR, 433 By KERRE A HEFL ) Internet T 2508 15 45 40 o

Palo Alto Networks 2z i 43 i M 1SP 3R45 1453 SCHLR BRI H

(%) as-number (AS%5) — i NJE T H O/ OB B2 I FAE AS # ASN. SD-
WAN ARG BIR RS . 432K ASN 202 ME—1 . 4 5715 ASN Ji
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~4 4,200,000,000 £ 4,294,967,294, 5% 64512.64512 | 65535.65534. 2 =i ASN T[N
64512 %] 65534.

{1} 4 AT ASN,

76 B ] BGP (#3455 i ] BGP i i sizjiti SD-WAN 2 i, i ff SD-WAN $
4= ) BGP i B A4 584 1) BGP it & v, filtn, #4040k 1ty BGP
AS S A i g8 1D (E1/E AR SD-WAN 5 418
e (1[15) router-id (MHPE ID) — J57€ BGP K 5% ID. A fe bl H 28 ol a8 45 1% HH 28 1K)
ID $4) 0 201 A ME— 1]

BN R FRHIEAE i i 2% 1D

72 EL 1Y BGP (37 855 s il BGP B e 9zt SD-WAN 2 iy, 4754 {5 SD-WAN #55
fh2E Mty BOP f B A4 54 1ty BOP fe B kg, it b A ffy BGP
AS 25 1k 111 83 1D fE 4 AT SD-WAN B4 (.
+ vr-name (VR &FR) — S T-7E SD-WAN 0ol 4 3 2 1 30EAF B o 1 HE 0L e 52 i
B SR04 FK. BRI R, Panoramaf8% — 1 sdwan-default s s, wLLE
AL B T

A B ® D E F G H 1 J K L
1 device-serial type site zone-internet  zone-to-branch zone-to-hub zone-internal  loopback-addres prefix-redistribut¢ as-number router-id vr-name
2 branch Branch20 65520 SD-WAN
3 hub Hub254 65501 SD-WAN
4 branch Branch50 65502 SD-WAN
5 branch Branch25 65525 SD-WAN

STEP 4| ¥4 SD-WAN %% CSV § A #| Panorama.
i & Panorama b AT B H:AR A, &S AN 2RI .

1. 7F Panorama I, i%# Panorama > SD-WAN > Devices (i%%) > DeviceCSV (%%
CSV) , )5 Import (N &I L—P 4w CSV.

2. Browse (J%) Ffik$ SD-WAN #4% CSV.
3. Hd; OK (W) LS SD-WAN # 5%

STEPS| Kb SD-WAN B4 & 75 CL R Ihd .

Device Groups N
C’ PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA
Panorama v L 21(6)
5] SNMP Trap Nie 4items | > X
& syslog

B, Email Zones

@wre | |viRwaAL ZONE o ONE LOOPBACK | | PREFIX (ES) TO

LT\ RADIUS D NAME TYPE ROUTER NAME | SITE INTERNET ZONE TO HUB BRANCH INTERNAL ROUTER ID ADDRESS AS NUMBER REDISTRIBUTE HA STATUS UPSTREAM NAT
@y scp O | Hub254-2 hub SD-WAN Hub254 b 65501

[ TAcAcs+ [ Branchs0-2 branch SD-WAN Branch50 65502

(2 oap [J  Branch25-2 branch SD-WAN Branch25 65525

f\, Kerberos [J Branch20-2 branch SD-WAN Branch20 65520

[ SAML Identity Provider

STEPG6| Commit (3%#%0) BlEH L.
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STEP 7| 4 Push to Devices (HEIXBIBLA) LUK LI B 1 il 232 B Kk o

Prisma Access H 2k PAN-OS Bjj kK&

SD-WAN #iff 2.2 #24t Prisma Access "0 S HF,  ATIE 42 2] Prisma Access 11575 55 (CN) ()

PAN-OS [J5 k55 7] LAFE SD-WAN HuOARS A th SR =0 22 4 . FERX P bt h, SD-WAN
OMEN PrismaAccess CN (IPSec &35 #1) , SD-WAN 4332/ A PAN-OS i ki . % S HeDg 4
Huty (25 DIA AnyPath Al PrismaAccess H1/0[1) PAN-OS H 0 FEEAHA) - SD-WAN H 3614

IKE F1 IPSec i, LUK BRI 0. S5 SD-WAN Al Prisma Access 1] 2 4t 2ok

WD B Prisma Access, 4R 510 E SD-WAN,

BRI ES 2 B BRI E AP R

W TFAG 4o iy PrismaAccess e -y PrismaAccess (VIR | seppan 1

* 4l Prisma Access A EIEAT, IEHITREE LINBLC SE M, ARG SERE 2 I BL.

PAR bR LR 1 A BE LR B AR BN B BO R (34D 3R . 5 BRI AT SD-WAN BB 2D

PRH Prisma Access 76 % o th 6 A AR RAE & o

% 1B — PRISMA ACCESS

CHY5ERER 1B BO

% 2 fr Bt — SD-WAN

(FERCEE 1B BUa TR

L R B SRR EER) T, FEREZER) BGP
AS. Btk HER A4 .

2. e X I B AR HE RS . B . WAL
{EAFANAE AT X 38 DA K 7 56 23 B

3. WIS K Prisma Access &2 L3453 )i
PR VE T

A FRORIE ) B T AT B A A v, AN A
Y57 B4y BC AT 9 o

S BRI O N 5 18 BB S KL B AR X B )
AR G

6. PATAH IR A H-HEE B Prisma Access =

ﬁfuﬁ-'j o

1 @ik 7 SD-WAN (182 M E 4 32 Bk

B
2. % 3f% PanoramaWeb FL1f -
3. NI HHEFE & BGP ARttt
4% SD-WAN 73 32 B3 K 335 A2 3] Prisma
Access 0 HFAC B L
PEACHC B A H AL B 2
BN T OB 3
W53 S5 K 3 ) 25 21| Prisma Access.
242 3 Panorama.
AR
10. 27 ORI BB
1L 1PSec B&iE CLis 4T .
1273\ IKE M5 B I8 4T .
13. 6] SD-WAN S5 KL DA A= B Vs A0 2503
1495277, SRS HEAT 4% 2 5 3 B Kk dk
15. W50 Prisma Access H o I FH 2 g% i 1

26
HE o

o

© © N o u
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7% SD-WAN 23] PrismaAccess Z |, W ZTRAE — /N0 B kBRI 24 )5 H T SD-
WAN # M. Ieah, 1EHRE CoN— A Z AP AT 7 LR Prisma Access ek 26 F; XU 1
B B2 9% -
1. %}F Panorama> Cloud Services ( =fllk%5) > Configuration (Fit®) , i&7E Service Setup (fi
B T F VAL B B R AR T . AR 8K BGP AS. R HER AT £ 4H
2. 7f Remote Networks GIEFEMIZ%) T b, A% X B AR R . Bk . B4, (SRR
AMEAE X3 LA K 71 T8 4B
3. @it FE Panorama> Licenses (VFATHE) FHAG & & IV ATESS 2, BIfR L) Prisma Access &
B ORI AR N 5 19 7]
« 2020 4F 11 H 17 H 2 J5 Al FHHIYFATIEAE Net Capacity (R4 X8 i B R4 X i 72 W 4% 1)
VI AT 7 95
e 2020 4F 11 A 17 H 2Bl FI A4 FTELE Total Mbps (& Mbps) K77 i GlobalProtect Cloud
Service for Remote Networks (GlobalProtect it f2 W28 2 IR 55 ) X 48 i 7 AT Gt Fe o 28

B o
A BRI B T A B IR v, AN A B A Bl 58
S BRGNS A E A N TR B A TR SE . BN — AN X4 E 500 Mbps
%, PrismaAccess 5237 L —> 1PSec 83 7 5o
6. AT AHIIRAZ H % F) Prisma Access 7 Uit o
Eid PrismaAccess #UAT 58 L BB HIABIRIS, X SD-WAN $AT LR EE 2 frBob 3% .

STEP 1| % 3%%| PanoramaWeb 71 .
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STEP 2| SN[E3frihikfs & BGP At hikith .
1. %% Panorama> SD-WAN > VPN Clusters (VPN &£#) .
2. {EREKE, % BGP Prisma Address Pool (BGP Prisma Huli-ith)

() Add B POF/CSY (1) VPN Address Pool () BGP Prisma Address Poo
3. 4y PrismaAccess ¥4 BGP Hiuhi: Add (7D ARAEFIIEH 7R CHTSRIMZ5 587
l BGP Prisma Address Pool @ .
@-"-.';.:
«» -

4. i OK (HHE) »
5. Commit (32%2) .

fn it Prisma Access 255t 140 LA bkt o 40 SR O o bk
B EAES A COYIRIRAT DL AP ER, DU AR S Ayt ik B SD-WAN 43370
Prisma Access CN.

1. fgif3 Panorama i) SD-WAN 43 37 il 55 ik it 8 50k 52 M R LA 8 %
IRJE AT AR AL

2. Fgn VPN fihigth, AR5 AT AR AL .

3. kAT PrismaAccess %3k, SRJEHAT A IR I
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STEP 3| 4% SD-WAN 74332 ki LA3%E4EE] Prisma Access 10 I L B i H .

1

o &~ WD

0.

1%#% Panorama > SD-WAN > Devices (%4%)

EFESE A T SD-WAN 733 By ki, HAAFRBE S IE AR Name (A7) 7B
¥ Type (3RAD EF N Branch (5330 .

%+ Router Name (&I844 75) .

N Site (k)

Jir Ay SD-WAN 5 % # i ZURAT — AN — R i A2 B

1%+ Prisma Access Onboarding (Prisma Access &5 3%) Jf Add (&) .

Devices @
Mame | R512-PA440 R
Type () Hub @ Branch
Router Name | sd-wan 4
Site
Zone Internet Zone to Hub Zone to Branch Zone Internal
Oitems ) > X

ZONE INTERNET

BGP Upstream NAT Prisma Access Onboarding
"= X
BGP
SUMMARIL...
MOBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA TUNNEL
TENANT TERMINAT.. DEFAULT BEFORE ACCESS PRISMA AS MONITOR
D INTERFACES NAME REGIONS NODES LINK TAG BGP ROUTE ADVERTISI... | ROUTES NUMEER P SERVICE IP | COMMENT
[] | ethemnet1/1 SDWAN_.. | us-west-2 us- Prisma-DIS- | true false false false
northwest- | VIF
longan
@;"d: O Sync To Prisma

FERB kS ik EE—AN S 3 SD-WAN (14 4 Interface (3:11) LLi%3:%] Prisma Access
e

W —> PrismaAccess Tenant (FLF)  CHEANHLF FABE%$E default (BRIAD D

43 SCB KBS R BTE SD-WAN $22 #0425 { B AH [R] 9 Prisma Access L/

A H 1 Comment (B .

SD-WAN % # i 451
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Prisma Access Onboarding @
nterface || e |
Ter .art| ' |
Comment
':._.:'\ Oitems 9 >
SUMMARI...
MOBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA
TERMINA.. DEFAULT BEFORE ACCESS
D REGION NODES LINK TAG BGP ROUTE ADVERTIS... | ROUTES
®Ad
Cancel

10. j@idi%# CN (PrismaAccess H1.0») FifEf Region (X3%) , mXik Add () 5

B AT LA 24 X

Region @
Region | w |
PSec TL-|||'i:]11L:E | |
BGP
Enable

[] Advertise Default Route

Summarize Mobile User Routes before

advertising
D Don't Advertise Prisma Access Routes
Secret

Confirm Secret

Link Tag o

Cancel

11 A SHE Pk — IPSec Termination Node (1PSec i3 s)  (GP M) 5 %%
FET PrismaAccess Z HITEIZM X JE S I A . BIEEIR R4y ORI oty SD-
WAN Auto VPN Pt & 51Z 71 a7 IKE Fll I1PSec 5 R FIBEIE .

12, Sy 3 e 2 A i8S Enable (2 ) BGP (BRIAKE RN “JHH” ) .

13. Advertise Default Route GESERINERH) , V% Prisma Access 310 [ ERIA % HH 38 15 2]
3 B K 4

14. summarize Mobile User Routes before advertising (££i# 15 2 RiIC B BEH %D , ik
Prisma Access H 0ol £ 1 M A Z P IP B, AT k2D 43 <2 i 45
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15. Don’ t Advertise Prisma Access Routes (ANELii 27 Prisma Access i /) , LLPj ik IPSec
215 50 ) SD-WAN 433738 75 - Prisma Access B Hi .

16. % N\ T-5640F BGP il S [K) Secret (24H) 3 Confirm Secret (#iih%47) .

17. Jyrh ik $ Link Tag (BEERFRZS)

%y Prisma Access whupy i il ECMP, a] DU 2 AN 08 BN A — M5
5 (CN), e Ix He 43 3743 1 Ad AR [R] A BE R AR 2%
18. i OK (HisE) o Bl dE PrismaAccess SEAL X2 AS g2 FIf%IE A1 5L 1P Hy
HE .

STEP 4| Commit and Push (#2732 3f-4#Ei%) Bl B 2 =%, PrismaAccess 23 7F i M4 i SR 1 o6 i3
N IEBURE 1) |Psec Zui 4 i,

B2 IPSec % i 3k A\ 7] —4 CN [, Prisma Access fig & ¥ i3 % #) iR [1] i3
ECMP, {1, Prisma Access 46 Fi 7~ «

Onboarding @

Name

ECMP Load | Enabled with Symmetric Return
Balancing

Location | Japan South

IPSec Termination | japan-south-loquat
Node

D IPSEC TUNNEL BGP

[] ti_japan-south- yes
loquat_0101_007099000015131_0105

tl_japan-south- yes
loguat_0101_007099000015131_0106

(® Add

“ Cancel
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STEPS| HikB e i x.

1. 3%&%% Panorama> Cloud Services ( =JIR%) > Status CIRZS) FHERAIN TR 28 36 2R & i
7N SUCCesSS.

Panorama v

1% RrADIUS plugin 200 is

Network Details

Status |~ Monitor

[ Kerberos

[ SAML identity Provider
(& Scheduled Config Export
@ Software
@5 Dynamic Updates
7S Plugins

Cloud Services

4 Status, Deployment Status ¢

J§ Configuration
Insights
@ sD-WAN
3 Devices
o VPN Clusters
= Monitoring
(&) Reports
Licenses
& support
@s Device Deployment
@s Software
@ GlobalProtect Clients
@8 Dynamic Updates
3 Plugins
Licenses
Master Key and Diagnostic
52 Device Registration Auth K’
[ Policy Recommendation v
>

s
Service Connections
Status () Warning.
Config Status @ Error

Service Connections 0

Success (details)

oo
oo
n
Remote Networks
Status @ Error

Config Status () OK
Total Peers 3
Allocated Mbps 3000 (20%)

Deployment Status @ Success (details)

Ml | 8 @

= -
Cortex Data Lake
Status @ Error (details)
Storage Used (TB) (85 MB (0%)

Estimated Log Retention 158
(Days)

@&

Mobile Users
Status () Warning

Config Status @ Error

Deployment Status - () Success (details)

2. RPRIFEMN ORI details (FELRMEED
3. T\ PrismaAccess ¥ 5 58 BLE o 100%.

Remote Networks

@

Last 10 jobs

Q a
._ SR FeESREE SenREEn

- 3571

Remote Networks Number of Nodes 1

Name Location

sdwan_007299000007214_us-

US Northwest
northwest-greenheart

‘ v | 3544
‘ v 3532
‘ v | 3493

v | 3445

Success
Provisioning In Progress 0

Node Status

Commit Succeeded

Success
Success
Timeout

Success

Action Needed

100%
Provisioning Failed 0 Provisioning Complete 1

Error Details

100%
100%
100%

100%

Close
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STEP 6| ¥4y 3215 k1[5 31 Prisma Access DA 2 CN AR SS 1P itk
1. ## Panorama> SD-WAN > Devices (%) -
2. %4 SD-WAN 43 % %o

3. ¥ Prisma Access Onboarding (Prisma Access &3%) Jf Sync To Prisma ([&]:5 5
Prisma) (ARAJERIEHEULS) o WAk & B R A,

(©) A Prisma i, i SD-WAN 3575 i 1551 Prisma Acoess g
BM. RN A, Sk 15555, SRUFFIKIE S Prisma,
FALTE, i 5] Prisma ACCess i 5l ON Bt 7 CL5em (T BLA 51
SMEL T SR P by ON) . B3 f, b1 Prisma,

Devices @

Mame | R512-PA440
Type (O Hub @ Branch
Virtual Router Name | sd-wan

Site

Zone Internet Zone to Hub Zone to Branch Zone Internal
Oitems | 3 %
ZONE INTERNET
BGP Upstream NAT Prisma Access Onboarding
Litem | = %
BGP
SUMMARI
MOBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA TUNNEL
TENANT TERMINAT... DEFAULT BEFORE ACCESS PRISMAAS | MONITOR
[J | inTERFACES NAME REGIONS NODES LINK TAG BGP ROUTE ADVERTISI... | ROUTES NUMEER P SERVICE IP | COMMENT
[l etherneti/1 SDWAN_... | us-west-2 Prisma-DIS- | true false false false
VIF

() Add 273 Sync To Prisma

“ Cancel

STEP 7| Commit (3£%) #| Panorama.

STEP 8| Push to Devices (HEEH 1 #) DAL B A/ 32 Bk % . Edit Selections (4fiE#%) Lhik
PEHEIX VO IR PE . B IERAIN Template (B4 F1 Device Group (##40) .

STEP 9| fE53Bi-kik b, 4% Network (£%) > Interfaces (#:11) > SD-WAN, 2R &E fi 4
BRI BRI (DHLLE % N zoneto-pa-hub (MIXIRF] PA Fts) (224 XD DL R Ad %
23 CN 1) 1PSec b i il & (18 1 o

STEP 10| 3%&#¢ Network (M%&) >1PSec Tunnels (I1PSec i) FEHaiA IPsec (%1l & 5 5 .
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STEP 11| #%#% Network (M%) > Network Profiles (ML & ) >IKE Gateways (IKE M%) Jf
Bl IKE P25 3

STEP 12 gt SD-WAN SRS KL LLA= Fi s A0 A8 o
i AT I IR A B8 Prisma Access U0 EIR . FHEN B R B BB AL, DASEILAER
AL . SD-WAN L ECE 5 5511 SD-WAN S I DG BT (1 i & A2 il
1 QUi R E S
2. fEFEEIR . Bl A A R R E O A T L E
QI SD-WAN SRHg I 75 22 #4200 B F . n SR Y vy R 6 2 B A2 o PG S

. WRTBLOA PrismaAccess 0 HAER . #HEMEHE B 2R I ERL, 1A= TN H
7 D4 2 Ho A B

3. [ii® SD-WAN S A
STEP 13| Commit (3£%2) 4RJ5 Commit and Push (3252 FF4Ei%) F43 2B ki,

STEP 14| Jil3r Prisma |KE itk =254,

o AR T S O AT TR 43 3 Prismacdht 2 i) IPSec g gz 1y Prisma IKE 2
B, WEPATRORER, YRS BENL A Bk P BB R E M . AR O A SEAN BT
I HAT D PR

WV RREL “OW_” FF 3K TKE [5G, B A 8 42 AR A 8 s 0 1) 0 it
Prisma IKE [ fff . 4 ipx 7 Prisma Access i i 5 2 AME A HAb R 5, T
1 Prisma IKE Fit =2 2081 (13X — 5 £ il 37 BT A 2 44 11 TKE 2%
1. 3%&%% Panorama> SD-WAN > Devices (i%4%) , ARG IEFFE% .
2. {EBPZEICH, P Refresh PrismalKE Key (il PrismalKE %4)

Devices @

szszszszszsz

Routerld

3. B HIE - BB MR IKE S0 >3 Prisma Access HtZ 8]
f SD-WAN [%iE, Jf H 7 ZSECE P HEER A 2 M Prisma Access ik
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Hro BRESEECEVCEAEYEY & D PAT RO, ROSRE W RER 2RI . 252k
IR ELRS:, ISR Yes (&) .

STEP 15| Commit (3£%2) 4RJ5 Commit and Push (3232 FF4Ei%) F43 B k.

STEP 16| 1540 Prisma Access HC TR 7 A 8 F BE DL T 48 17) Prisma Access FBERR IR . £lsh Al

Hyat BRIL
WAL I IR . R BN 4 AR Prisma Access HC i 44 7 S L 0, T
X,
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fid'E SD-WAN HA % %

H T LICRE PRSI K e G B9 B8 HA BN K190 32 CBIUHs P A Bl K S e B D93 /sl HA A
ATFHHL) , fER SD-WAN HEE—#4r . 7EXFPIENL T, Panorama™ 75 Z2R4AH 7] (¥ 1T B HEik
B Bhons S MBI 5 o, 0N PARAE B AN B K . ik, AU HS N SD-WAN B4, 2R
Ja B B E3HE HA, X4, Panorama it RERF IX LB &AL HA X451, FF Oy HHEIRHE R i

H. (G HA ESIE D .

@ FHUAHTTEE R L R PR, B rENs HA XS & 1E g SD-WAN 15 & 73N J5 34T 4

D
AN

o

fE HA g, B kBRI SD-WAN 2153 i gi it (5 8. HABIRRR G, 2150 1is
TR RH SRS E S A SR g8 £k

STEP L] JaH HA X453 L) SD-WAN Z 1, T57EFANSCRF SD-WAN HIR5 K835 o i 1 2/4 4))
HA.

STEP 2| 4 HA XT45BE&AE 9 SD-WAN B, HAEHIT 5 — 2 Commit (#255) .

STEP 3| #£ Panorama I, #%#% Panorama > Managed Devices (%25 # %) > Summary () .

STEPA| fEBEZEEH, %$¢ Group HA Peers (4340 HA X%555) o BHAEIRSER T, HARSS4
{_:’I\V‘ﬁ/l\%kﬁ%’ */I\?'\jiij], */I\?'\ﬂﬂiij]o Panoram3_%nﬁj% HA }{ji’j&’ ﬁ?’if@;]&%ﬁﬁﬁ, ){%*Hﬁ
ff) SD-WAN M EAERLE P HA X455 .

STEPS5| Commit (3£%2) , %RJ5 Commit and Push (3258 FH:4EIE)
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617 VPN 457

FERE ) SD-WAN LB, i E — A VPN &8, DA MR o) S 5kl Ol (s, JF7E
I SCANFR LB 2 B B 22 4R . VPN SERF R W I0IZ R 0 4L, Dk, R H &, i
5 pE LA B B Th REAF R 5K .

PAN-OS” a3 # L4 ST R4 R SD-WAN VPN $fidh. 75 rfuOAg SRR g5 f ek, fr T
B o 3 B RS TR BT K D T O SCBRER 2 IR IR OR . L B0 ST B FERR L K VPN FE
. EIRES, DS ERRENE T T,

RS — UGl BB BN (DIA) #8585, A SD-WAN R0 a4 32 b5 KBSl & SD-WAN
FERE R, S HESEI#E—4 4% N autogen hubs cluster ff) VPN 5, H SD-WAN [
KBRS EBhEINE| I VPN 8. IXFE, Panorama™ & BEAR 55 2% 7 LLEL S 52 SD-WAN B k4

PRI B A 4% SD-WAN B HRE 7 AIEE R R RE,  FETT il Al X 28 2 AR BE R . tak, AfH

TN RIC E 1 DIA B2 AT T SD-WAN By K 552 4% B B 245 DIA 8526 1 B A oAl
43 1) VPN £ autogen _hubs cluster #1, DLy Panorama % B FH A2 7 ABE i 1

fit. autogen _hubs cluster {{ T Wifs N R T MEEEEITIROL, A<l DIA 8 AEF O
Moy 3C2 1A G VPN BEIE . a1 R 2@ VPN FEIE R O AIr 3, AU — A VPN 48, ¥
Jr 5 B 2308 Lo R 43 SRR I B B B

£ VPN SEREF N A AL A7 SCBIE — S5 K BENL IKE Bk 8], LLORYT VPN 51, HA
AT KB — AT IS BILEH AN E % H. KRG DR LS, HEn i a8 H
SARCI . ST URIEr Panorama 1% SIS T A K 51 1K) 1 KE Fi3E 23 4

FESRRE R A AN I IR B P = 5 6

¥ SD-WAN 23] 2.1.0 J5, HAY VPN SR A 0 f1 43 52 B KRS L 2542 5812 1T PAN-OS
10.0.4 (BEREE A 10.0 A B 10.1.0, 1A P RAS 44

A VPN AERERT, A Sl s ek s SD-WAN e ¢, e Compatibility

Matrix CIUEVERIFE) sy 5 11 5 ) PRNOTaIMB gk o 155 ks 2t F g -
WAN 45 (i A

STEP L] 814 St VPN R g5 0, DLRSEMRAN > 3 5 g oo il s . ARirgiE R, 6
Z R RIE ) SD-WAN Bt & .

STEP 2| % 3% PanoramaWeb %1 .
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il 'E SD-WAN

STEP3| NHEZh VPN it BAIZE 1 1PSec VPN BEiE & & IP ik

F 2 VPN B AE Ay 32 a6 VPN BT, Jffs TP stk /) fic 25 B o s«
f NARAE F B VPN FI/E VPN BEE sl 7 N YE . B 2T LA 20 4 1P |
g M HERD G (. B3 VPN Iz 42 VPN B i, 2 2 K iy
EJTARTR I CHARYE 75 ZHR T — Mo KVuEED) » i A E — AN
TEO A0 RS ARSI C B B 0 B STRT MR PAT IL B B, MR A AN I 3R AR 2R
o

@ RN L () SD-WAN S5 RA T4, T b 2508 7 5 1 9 FRMEL e 0 AR IE A .
BRIER, AR . Commit (12535) J5, BB E3E, JHAd
FTkEIE, F, 1EERRER AT TS .

1 %% Panorama> SD-WAN > VPN Clusters (VPN £8£) .
2. TERREEEH, ¥R VPN AddressPool (VPN Hitibith) .
@ Add @ PDF/CSV (D) VPN Address Pool
3. Add (D —AEREA (&% 204 Member (i) 1P Huhik AT /AL S G,
41, 192.168.0.0/16.
4. HFH OK (HiE) .

VPN Address Pool @

gL Prisma Acoess DLk, 5270 SO b . G L AR S SO,
TELELE G AT LUR AP BR, DU AR B8 st ik 537 73S0 Prisma

Access CN.
1. 1 3 Panorama {jj i SD-WAN Z3- 57 G 5% -t 5 5 5 il (0 S0 855t s
SRR AT AR AL

2. g VPN Hihljth, SRJEHHT A HARAZ .
3. FkIhAT PrismaAccess %3k, SREHAT AHBERAZ I
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STEPA| FE VPN 8. HEE ISR LARTEFEAIE VPN 5,
1. %% Panorama> SD-WAN > VPN Clusters (VPN &£#) , %R/5Add (i) VPN 4
pican
2. HN VPN BHERIHGR 4R

AR 7E VPN B2 i FRIZE RIS 0%, 500 & S BO% AR 1 s 42
(Panorama > SD-WAN > Monitoring (¥545) ) AR TLEEx. B740ik

i VPN om0, DU 22 R 4 4 kgt SD-WAN 6 25 g 11 4
BEFRE AR, JCIE S 0T AR R A PRI, L2 aps VPN St el E i o
i, BRI

3. &P VPN AR Type (4D .

©) PAN-OS10.0.2 st g 110 fig Ac{y 3¢ Hub-Spoke (vt it) VPN #e
FEET N PAN-OS10.0.3 TTE, @EIuW DDNS ik 45 1) 4 4= IR VPN 42
FiEs
4. Add GBI — ARG E T TR Bl AE 1 Sk
* JE#E Group HA Peers (734 HA X445 DL R —2/E N HA &4 153 30K
.

VPN Clusters @

Mame | clusterl

Type
Branches Gateways
'Z___Z'\ 2items | —» 'Z___:'\ Zitems | —» ¥
[ | erANCHES HA STATUS HUEB FAILOVER
D HUES HA STATUS PRIORITY
[l sdwan-wmn100-Branch-HAL | () Active
[[] ' sdwan1-vms00- @ Active 1
L sdwan-vm100-Branch-HAZ | () Passive Hub2-HAL
[]  sdwanl-vm50-Branch U f?u‘gaz':ﬁ_;g‘jm_ .‘P‘“Si“'“ &
() Add Group HA Peers (® Add [[] Group HA Peers

Refrech [KE Koy “ Cancel

o ERPREAINBIEREN 2 SR
< #id OK (HisE) -
S, Add G —AEEMEVNTEEL 53R AT IRE R RO ® &
B2 AR IMIUAS SD-WAN ot k58] VPN £ R . HA BB P ) SD-WAN HC 41
JyE— ) SD-WAN i ki

MPLS i1 T B it S 7 Bl R R T8 (R A — FhBERR KL, 5, MPLS 3|
MPLS, TREZ|T RS, Hiin, MPLSHE KA DKM R 2 74 220 B
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* JE#E Group HA Peers (7041 HA X461 45) LLER —AE N HA XEE &R & 10k

o
o EFELRINBIERE PO, AREHRE OK (E) S
Select Hubs @
s 1> X
O | name HA STATUS

[ sdwan3-PATO50-Hub
] sdwan3-PAS250-HUB
L sdwanZ-vm300-Hub3-HA1 @ Active

L sdwan2-vm300-Hub3-HA2 @ Fassive

Group HA Peers

OK Close

o STFHE AL EAO BT AR R EIIA VPN 2R, DA E OISR, DUIE @)
TEMCRERFEE Tl b) BEJE RO BRIy . h iR A I S S BN 1
B 4o WERBATTH S, MBS E Y 4. SEATAE AR O B e A 10 2 it e
oy BGP A ik Wigity, TR, MG AMERAT, U056 SN Hh i L8 1514k
ks . — MERFRZ RESIFIUAN O . —MEBIAEE) HA XU — . 24
AT HFERIICES: HA XA M R P %2 . Panorama {1 7 SC 1) BGP #
AR - R A 1 P SR TS ISR 70 52

L RS ZS NI
1 250
2 200
3 150
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Hh PR S AR b B T

4 100

WRZA O GARE, ) Panoramaci i3 B &N 7 3k
i ECMP DU 4 3 BB AR 0 07 v % MBI ph 2
A ECMP (Network () > Virtual Routers (% Hise) >
ECMP) |, %t BGP jz H ECMP Multiple AS Support (ECMP £ 4~ AS
%HE)  (Network (%) > Virtual Router (g4l ias) > BGP>
Advanced (@) ) o WRSERERIETA L HCA E— TR S, MITESY
3 BAER BECMP, g Bl Se e iic B A= 58 ek, Panorama 2x 5 il
A& A Fit 24k ECMP,

o WHIEFET Group HA Peer (434H HA X45804%) , k£ I #di Hub Failover
Priority (HHOoiifEief g FB BAMA T HA X H Ao m—4
Priority (f25c2) GGuRE N 134 , #REHE OK (HiE) -

Hub Failover Priority for HA Peers

HA Peers sdwanl-vm500-Hub2-HAL
sdwanl-vm500-Hub2-HAZ2

Priority | 1

“ Ca" LL\'

HA 6 85 15 4 1) o0 BRI R (RSB 08T 1 600 SRS B A HA S o
RIIN T EH) HA TS Be %, A Z50A IS0 S5 5 4 B B 0
U2 it

MR R AR HA ST SER 1 O 2 BOA R e 9, I k%
Group HA Peers (434 HA f 25 4% ) 1 Submit (3255) , ki3
— R EHRE S
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o WFTAZE HA S, AT, AR5 # Hub Failover Priority (FRLOv
BRSNS FBG MA—MEEH (BRI 1E D .

VPN Clusters )

Mame | cluster3

Type
Branches Gateways
:'\ 3items % >4 ':'\ 2items % >
D BERAMNCHES HA STATUS HUE FAILOVER
D HUBS HA STATUS PRIORITY
[]  sdwan3-PA220-Branch-HA1 @ Active
B  sdwan3-PAS250-HUB
sdwan3-PAZ20-Branch-HAZ ssive
U @ Passive [ sdwan3-BA7050-Hub 1
[[]  sdwan3-PA3260-Branch
@ Add D Group HA Peers @ Add @ Delete |:| Group HA Peers
Refresh IKE Key Cancel

6. i OK (FiE) LMEAE VPN &R,
STEP S| 53 3 b 1y v 38 25 B IO G 25

7 K 8 1 B8 T A S IR A S AR GBS BIeP b, I TT LU
A A 7 2% M43 S B 43 ke Bl vhcs . Prefix(es) to Redistribute (437 5 352y & FO R
B FRBEZWHIER, MAULE DTS .
1. %% Panorama> SD-WAN > Devices (¥#4) , SRIGIEFED B ki,
2. %% BGP, #J5 Add G — A E AN F MRS 1) |P Hhhk 3 Prefix(es) to
Redistribute (ffFE8 70 KIPTRETEE) Ho
3. i OK (i) .

STEP 6| Commit (3£%) , 4RJ5 Commit to Panorama (3232 %] Panorama) .

STEP 7| (SD-WAN #fiff 2.0.1 A1 2.0 [ 51 =i A fn AR A8 o0 8 5 78 VPN AR e i ot 5 K RS
DHCP 5k PPPOE #2171, WJ24Z5f# ] DDNS. #£# Network (M%%) > Interfaces ($211) >
Ethernet (LK) , SRJ51E Template (M) FB Ok B .

STEP 8| (SD-WAN #fiff 2.0.1 #11 2.0 ({181 =i A %8¢ P #ulik#~5h24 DHCP % /'ifek PPPOE 1)
B0, R REREKREHP Override (B i) , REHd OK (Bae) PLKH .

SD-WAN 45 # 514575 3.1 112 ©2024 Palo Alto Networks, Inc.



il @ SD-WAN

STEP 9| (SD-WAN {fiff 2.0.1 fl i A 2.0) 7F Panorama 48 IF & 15 CLAC & DDNS ¥ & .
1 3%$% Network (%%) > Interfaces (#:11) >Ethernet (LMD , 4RJ5 FERRAH
B4 .
. & Advanced (4% >DDNS.
3. Hif# N DDNS % B HEhACE T Hostname (EHL4) ., H Vendor (fENF) ¥ E N Palo
Alto Networks DDNS.

4. M OK (HAZE) -

STEP 10| (SD-WAN Hfiff 2.0.0 £1 2.0 [f1 5 540 Commit (32£%8) I Commit to Panorama (3238 %
Panorama) -
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STEP 11| J e & Huxk 2l o

Panorama @i gt F -t f) SD-WAN f i) B LI, JE 55l ik
B OGS AL O . ey DALk — Mz O %S, filhn,
sdwan.921, sdwan.922  sdwan.924, sdwan.925, R4 %S AN EEs:, {H & Panorama

A LLAI R ER ) SD-WAN Bz 1455 . 1] CLI 424k ¢4 show interface
sdwan? (554 sdwan? ) 2y E SD-WAN 21

1. %4 Commit (3£52) 1 Pushto Devices (HEREFIE &) .

2. JRHL/E R 7 M) Edit Selections (4R35 .

Push to Devices @

Doing a push will overwrite the running configuration on selected devices. The configuration shall be pushed from the Panorama running configuration.

PUSH SCOPE LOCATION TYPE -~ ENTITIES

sdwanl-vm100-branch Device Groups sdwan-vm100-Branch-HAL, sdwan-vm100-Branch-
HAZ

sdwanl-vm500-Hub Device Groups sdwanl-vm500-Hub2-HA1 RM

sdwanl-vm50-branch-stack Templates sdwanl-vm30-Branch

sdwanl-vm100-branch-stack Templates sdwan-vm 100-Branch-HA1L, sdwan-vm100-Branch-
HAZ

sdwanl-vm500-Hub-stack Templates sdwanl-vm500-Hub2-HA1, sdwanl-vm500-Hub2-
HAZ

Edit Selections @ Remove Selections Validate Device Group Push Validate Template Push Group By Location Type

m Ca el

B %% Filter Selected (ffiik 88 Cik#%)

#ili Deselect All (CHUM4si%)

ISR O IR Include Device and Network Templates (35 #%
BN SR o ELARHEIL RN 33, SR 5 FHEIR B .

REHU SCHA HRST 1R B R R AL Zhas (P sk, BRI, 7 SO ZUR 3)) IKE/IPSec i
%, JRRET O ARA 2SI 1Pl S Ok PO I IKE/IPSec SEFEIHE R,
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WIS AHEE OO HIBCE, RS FHRASAHEIR > SCHIEC B . Rk, 7270 S2iC B HEIR A4S
H, HArSORBIEIF ORISR, Tl Ot .

Push Scope Selection §

Device Groups Templates Collector Groups WildFire Appliances and Clusters

Filters Q 14items | —
+ [] Commit State = LAST COMMIT PREVIEW
NAME STATE HA STATUS CHANGES

[ In Syne (11)
[ Out of Syne (3) ~ g sdwan-3-PAT050-Hub

+ [] Device State B sdwan3-PA7050-Hub In Sync By
[T Connected (14) ? []sdwanl-vmS0-branch
~ [7] Platforms ? [ ] sdwanl-vm100-branch
[] PA-220(2) » Mg sdwanl-vm500-Hub
3
R

[(] Pa-3260 (1) [] sdwan2-vm100-Branch

[T] PA-5250 (1) B sdwan2-vm300-Hub

[T PA-7050(1) B sdwan2-vm300-Hub3-HA1 In Sync @ Active o]
7] PA-VM (9) B sdwan2-vm300-Hub3-HA2 In Sync @ Passive o]

w [| Device Groups
|_| sdwan-3-PA7050-Hub

A

[ sdwan3-PA220-Branch
[] sdwan3-PA3240-Branch
['] sdwanl-vmS0-branch' | . wg cgwan3-PA5250-Hub

[7] sdwan1-vm100-branct ~ Mg sdwan3-PA5250-HUB

b

[] sdwan1-vm300-Hub (2 B vsysi In Sync Iﬁ
[ sdwan2-vm100-Branch «
P ' Select All  Deselect All  Expand All  Collapse All |:| Group HA Peers % Validate |:| Filter Selecte
|:| Merge with Device Candidate Config Include Device and Metwork Templates |:| Force Template Values
OK Cance

6. %% Template (BB I+, #R)5 Desdlect All (BUH4IE) -
7. Push Scope (HEETEHD Z&&4. HEE Push ) FIBH k.

STEP 12| H5 b—, (HIEFESSR&L, CUSHCE X E] /3.
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STEP 13| jil#7 IKE WL =% 8.

iy AR B P T (5t VPN B2 2 1] | PSec ez |KE s, 7 ob
BB, NHERERIHLA R AN .

@ FEGERE A BT AT LD IR

1. %% Panorama > SD-WAN > VPN Clusters (VPN £#) , SRIGEFERE.
2. TEBPZEICH, LFF Refresh IKE Key (RlET IKE 245D

VPN Clusters @
I
Typ
ches
- X m | X
O cues | uastarus ] PRIORIT
[  Branch2s-2 [ Hub254-2
[ Branchso-2
[ | Branch20-2
@ Add [ Graup HA Peers &) Add [[] Group HA Peers

Refresh IKE Key Cancel

3. KRR R, EHERE IKE 9% N VPN SR 4D SD-WAN B k%
AR e 2B (SA) . XATRESEURS . RAEEkS? & | & WiREgks:,
B Yes (&)

4. Commit (32%)

@ Rl IKEKeY Gl IKE #i60) &, LA IEIHEL: R AR,

5. PushtoDevices (HEIXFE%) -
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F] DDNS Al 55 81 22 4= IR VPN 25 7%

M PAN-OS 10.0.3 1 4fi, SD-WAN B T SZRp 0 i B n fh a5 ) 2 Ah, I SE R PPIR IR &5
AR &5 AT DAL & O BTG HR O 2 S TR0 3T B B A L0 S I FH A IR G5 M« IR &5
¥4 0 F B 7= B B FE A 43 S RO i B R AN A TR A TE FRO S DL R Iz 8 il .

HB5 B7 K 34 1 FH DHCP SRAS B A TR 1D ik o 29 SO I8 &5 450 F ¥ 2 35 0n i BB IR 5%, FF 4
WEhAs 1Pk, % IP bk 2498 2T DLSE it DRIk, B k495 75 22 5) %4 DNS (DDNS), LL{# DDNS
AR5 RERS AT IZ 4T SD-WAN I8 K 5542 1 BT ) A A TP Huhk o [7) BT B k53 1% DDNS % &
N, X 4xl A4 By kb ) Palo Alto Nwtwork DDNS z R &1 M LA 42 11 1P #ukik, DA 1P
bk 3455 FQDN.

DDNS & %21, FAkHE ISP I CPE W4 1] BE IEAEATIR NAT.  (Bhas IP Hikik ] g2 thrl 5g
AR AYE NAT. ) DDNS RS 057 k5% 7] DDNS IR 55 28 V5 M 6] A A 1P Hudik . 5 4% 3%
PR 5y BN LR, E 3 VPN 2Bk RIXSER k%) DDNS iR, PASREXTE DDNS =+
FEMEI AL IP b, FEE XA SE P hEG) IKE X2 F1 VPN f§iE . a5 CPE W& IEFEHUT
JE NAT, 247500/~ SD-WAN 43 % % % PL i1 Panorama & PRI, 496 5 F Upstream NAT (B
NAT) , H NATIPHi3i-24% % )y DDNS.

%ot CPE ¥ & sl YR NAT (g ik it 4%, B st E g & Lelg—xf—H iz
NAT HRIN] AN V) DB AR TP s bk 46 0] 23 Bic 25 195 itz 1 i) 4 i TP
hko X FhEE e fo YR IKE Fi1 1PSec il [ml B k3% . (Palo Alto Networks 3545 5 1] _Ejj
CPE gl 7 i) AT YR NAT (¥ _E i i e 2 AR « D

HE 4 DDNS R 1] SD-WAN 4= /4R 45 46 55 B DL T 4642k

« PAN-OS 10.0.3 5{ 5 &/ 11.0 A

+ SD-WAN #fiff 2.0.1 8 2.0 [f) 5 m R A

« ZTPH#HEfF 1018 1.0 IR SRR &L Mk 25 FRCE, UMERIHS ZTP RBEH
DDNS. Panorama 2 75i/& ZTP MK, 35 ZTP IRSE(E .

o N FHFRF R N 2 R AT RS 8354 B S hRAS
« FTES 54 MR DDNS [R5 K85 A ZRTE [ — 2 F S8 1 7 (CSP) ik RiEM .

« 252k DDNS BB K850 20022 58 B f W &R 5. IERIRIERS k8% . Panorama Fl 2
KRB ZERT, TERAIETLLA CSP A ZTP A% .

o URE R KR B At R AL R N 2% % &AL T Palo Alto Networks 5 K85 /1, 182 4158 2
g R E, LA S F DDNS 4 LR FQDN K%k

*  https://myip.ngfw-ztp.pal oaltonetworks.com/ (PAE)E whatsmylP iz 55
*  https://ngfw-ztp.pal oaltonetworks.com/ (LLFi5 DDNS VEM RS

STEP 1|y Panorama 1 AT 45 1 Ay HhCa a2y 32 (R 52 B0 B koG 225 1o 10 12 25 E 5 o
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STEP 2| 223 ZTP 4fiff 1.0.1 LA B Z Rl & .
1 3% Panorama & HE 2 F5 I Z TP MLk .
2. % 7ZTP itk
3. [LE ZTP U fE P E Ak F
4

1% ¥ Panorama > Zero Touch Provisioning (F#:MECE ) > Setup (KE) , A%
General (¥ H1) W E LU B Dynamic | P Registration (3575 IP 3 EM)

S. #ii; OK (HisE) - General () WEF/RWHT ID 45 H OnZTP IR% .

Setup ZTP Service Status Firewall Registration Registration Status

General 63

Panorama FQDM or IP Address
Peer FQDM or IP Address
e
Dynamic IP Registration
Sync Status @ In Sync

On ZTP Service

Tenant ID
Panorama Servers
Serial Mumbers

6. %% ZTP Service Status (ZTP HREHIRE) » RJEHAINGT kB85 E 4 H

Setup ZTP Service Status Firewall Registration Registration Status
Q
SERIAL NUMBER IF ADDRESS REGISTRATION TIME
L8 15 Oct, 2020 23:07:54 PST
459 15 Oct, 2020 23:07:54 PST

STEP 3| nYud A XA, 824 SD-WAN i1+ 2.0.1 3¢ 2.0 F 5 SRR A .
STEP 4| fF Panorama = Commit ($225) .

STEPS| % 35%%| PanoramaWeb FL1fi .

STEPG| fz61)4E VPN i fram B VPN kit .

STEP 7| @4 MR VPN £
1. 3+ Panorama> SD-WAN > VPN Clusters (VPN £
EFF Type (GRAY) h Mesh (RUREEHD)
Add G FEMEEEH Branch (3% .
Chl ey TSR PPIREE M FE Edty, &rrLl Add G —AEE S Hub (i)
il OK (HifE) .

o~ WD
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https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/manage-firewalls/set-up-zero-touch-provisioning/install-the-ztp-plugin.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/manage-firewalls/set-up-zero-touch-provisioning/configure-the-ztp-installer-administrator-account.html
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface
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STEP 8| Commit (323) , %RJ5 Commit to Panorama (3272 %] Panorama) . W51 BB kit &%
A IPHbE, WE5ER. R ER VPN PR SR A 153 S 0Bl k%A DHCP 8% PPPOE 4
I, ME27548 ] DDNS, [, 3% 0L NP R4k se i fe .

STEP 9| 7 Template (B FE ikt Network (%) > Interfaces (#11) >Ethernet (LLK

B KRR Sy ST AR

STEP 10| 3% IP Hihl4R/R 3074 DHCP %/ 'usk PPPOE U, iR RKE ) Override ()

SRIG T OK (g BASCH.

STEP 11| #£ Panorama | %1F 2 75 C.fic & DDNS % & .
1 %+ Network (W%%) > Interfaces (#11) >Ethernet (LLKM) , SRJ5FGEFRAHE

INEmi

£ Advanced (52%) > DDNS.

WARR IR 0 477 A DDNS W E HahC & T Hostname (EHL4) , H Vendor (i)
) % E N Palo Alto Networks DDNS. #if, 7 Ethernetl/2 8211 I, A KM

%~ 0102,

Ethernet Interface @
Interface Name
Comment & | dia2-vlan1102-dhcp
Interface Type {'f} Layerd v
Metflow Profile | None B
Config IPvd IPvé SD-WAN Advanced
Link Settings
Link Speed | auto \/ Link Duplex | auto \/ Link State | auto R
Other Info ARP Entries MND Entries NDP Proxy LLDP DDNS
Settings
Enable Update Interval (days) | 1
Certificate Profile | None e Hostname 0102
1Pv4 IPvé Vendor Palo Alto Networks DDNS R
D P o~ NAME VALUE
[] owce TTL (sec)
@ Adc
o i~
4. i OK CifgsE) o
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STEP 12| 405 VPN BHE ST/ B DHCP 8¢ PPPoE #: I frfty, IEER S 9 & 11, {HIE
Template (Bt FBeH, NHRrE O BERARER .

R4S B AT A PR RE T, T 2 LE R DA R, Sz O
DHCP & PPPOE 1) 315 H: SD-WAD 5 1) 1P s, @078 50 B S
DDNSS,

STEP 13| Commit (3£%) % Panorama Jf Push to Devices (HEEF| 4 .

STEP 14| #E55 3By K 3 EAIE 53 32 75 Uit & DDNS.
Lo B 305 3B k.
2. %Pt Network (M) > Interface () > Ethernet (LLKM) , X F& R E KL
KW, WDIREFI . DDNS/E B EFRLAEE N . L4 (P Hibk A A

o
DDNS {5 E..
Ethernet | VLAN Loopback | Tunne SD-WAN
SD-WAN
LINK INTERFACE

INTERFACE INTERFACE TYPE STATE | IP ADDRESS VIRTUAL ROUTER SECURITY ZONE PROFILE FEATURES COMMENT
== ethernet1/1 & Layerd sdwan2-branch-router | untrust profilel F (_% dial-vlan1101-static
=Fethernet1/2 @ Layer3 Dynamic-DHCP Client sdwan2-branch-router  untrust profile2 o dia2-vlan1102-dhcp
== ethernetl Layerd Dynamic-DHCP Client sdwan2-branch-router | untrust profile3 [ (_% dia3-vlan1103-dhep

STEPIS [ fE&EREM S — A3 b, HfRE: 5 S5 ik & B R 504 i) FH T DDNS /1 FQDN.
1L B335 — 1% Network (FI4%) > Network Profile (ZECE SCE) > IKE
Gateway (IKE [5%)
2. Hufrxt SR — A AR S5 AR ARG B AR Bl
0101..8ced8460f cc5177cd3665ce41b6345323a1 5a612b8e52ec1d9ec057a582ch4.t13855f6c9a92d6 ...] €18a0dS
STEP 16| #7432 AH ) FQDN JF 531 DDNS {5 2.
1. il CLI,
2. BEHEHIAHFOM FQDN (I DDNSA ) - 4#E7~ dns-proxy fqdn
3. T DDNSHuhk: iR R4 fqdn FlH

SD-WAN &P 14655 3.1 120 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli.html

il 'E SD-WAN

6148 SD-WAN #2455 i

B 7 BGP M (52 T 7834 BGP B EAR) , #] LLEEFR A IS d kA6 481K SD-WAN i

EHo

FHASH A A E Ty 2 A Panorama™ BCHE, BREHEAE OB SR kR ERCE . R AT
Panorama, U 2 A & P LA AR R R A2 BRI A o JEORE B — AR R 78 S K H AR
MU TR R ERHEE (REEFORD BRI SC. BRIEE (RIED ) A2
Hl.

STEP 1| % 3% PanoramaWeb %1 .
STEP 2| it & Bk sl i HEAR AR 5, SR ML T A& R A2 & Name (ZF5) -

$peerhostname_clustername.customname. 141, $branchsanjose clusterca.10 5%
$DIA cluster2.location3. fEAFEH, EILKFT ($) Z/FHIICLEN:

* peerhostname— &A% FHATAE 1) H bR 0B A ML « X T Internet FR A4S 26
HH, peerhostname 20 DIA. BR#, X5 ) SE ML 4% 1T DA R G S5 i P 810 5 o SR x4
Ui A HA S —3845, AT DS P54 HA B kB Hodh — AN EHL R 85514

* clustername— H 080 SZHTE I VPN ZEBE 12 K
* customname— LN CA TR ANEEAE customname (EH & X ZFR) HHEHA] & ().

b T AR TR 0t S, SRS DA 2 A ER A, tBatR U, AR E W LG M E ) peerhostname
F clustername; & 7] DL IS A AN F 1) customname Sk [X 7345 & .

STEP 3| kA58 Type (ZE%) N IP Netmask (1P MIZEHERD) , FH N BT AR 48 0K 1
Fr 1P Hudik, 140 192.168.2.1/24.

STEP4| i OK (i) MREAEARE.

STEPS| #$# Network (F£%) > Virtual Routers (HEIERHIAS) , SRJEIEFR RELHE H 4% .

STEP 6| i%#% Static Routes (Ei#s# 1) > IPv4, IFAiZFRSEH Add (BRI —A4 Name (475 .
STEP 7| XtF Destination (E#5r) , THEEFEQIEM LR,

STEP 8| %}¥ Interface (1) , M FRFIFRFESE, TFRIFLCEER D, 5
i, Ethernetl/1. Tunnel.x 2% sdwan.xx.

STEP 9] %IF Next Hop (F—/MEKAD , i1%# IP Address (IP #ihl) , FEENHTESBR BT
RS 1P ML GRS HE AL B S0

STEP 10| i OK (HfisE) -
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STEP 11| Commit (3£%2) , 4RJ5 Commit and Push (3232 F3F4Ei%) 15 04,

H 3 VPN BT B A e 1 Boh i) sdwan S8 5 5 oy vl DL H AR A8 8 0E 4T € 1Y SD-
WAN KA 3T DL, B iR s S iR ], CARIR VPN SR P A X 85 LA
BRI SD-WAN REMU D80, BEEFREN T~ — P BR A

STEP 12 | it B H TR [ & A0 i A i H
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AN SD-WAN Hic & 15 2% 3% i

e i el S BE SR YRR KBS HEAT YR, PO KR E 0 ISP Al A s P SRR E . ik REAT

e AT PR B EhRE o 20 T 5 R AT M ARHE I B, A B B O ST SS . B A
VPRI T AR (Fandyg. oA s TS0 MECESCIF, Fra X ssThaealng DLFEIZ H i
i AR o XS B SRR RE A, AT AR R S AR i el U e SRS 2 P
i £ HH o

JUEAERES SRR, (E v sy 51 SR 32 I vy 4 110 A2 R DL P R S A e ey 3

5 RS A AN A, BOATEOL T ANBIEZ ARt as; RN B DR T L AG 2
B R A5 o

ST LIRS I 4% SRS % et 51 8 B H i 5] 2%

o Je PR T, R B A AR A e el 5 AT R

* 4%H] Advanced Routing C(FiZR i) I, Re G5 k006 o 2 9 (8 Y TH G051 BEEAT B 11

B S R 2 AN PR Ay (FEIHRRES 5 2 EARN B 2 « BN, &g g2
B E @S Ak, I HAEAT DIERCE S (B AE. THIT 8%, Huhk R 50 5 8 52 KB B S
) FERFAELE B 2 N H T BGP G & H B4 544 ) BGP W E .

R Bk S B AR . MP-BGP. OSPFv2. OSPFV3. RIPV2. WMl TERHIE — Mk
(PIM-SM). PIM JiF5E 2HH% (SSM). BFD. E#isr K. BEHITIES] RIB. U5RIZIR. BT 51 R
FH WS

T 5 B R LU R 25 A REAE SD-WAN _EC B s 2 H 51 2

1547 PAN-OS A [ B K 1% SD-WAN #if4:

Panorama'™ 11.0 J% o & bR A 3.1.0 K & A

SD-WAN i MR 445 et 2 i P 00 IO0 (L 601 S I i o o IR UM 1 8% o I SRR it et R B
IR A S0, R QIR RS d A

MIETEBRHEAR P S FH R B, JFHAT Panorama #2528 HLAREIE BB K 4N, SD-WAN ffifF&ig17
LR A DLAE I A H 4 P B SD-WAN AHOCH B GRS #:E . BB KIECE M. BGP) .
IER RIS G 2 (2 BB % Ph 2 A0 PR 5 TR AR ) R UL Fh 28 A AR Ao TR, AR A3 SCUR 28 B A
[7] F) % 1 28 44 5K o

L5, Panorama s s V18 i R I 7 (1 RE 400 2% H 25
Panorama SD-WAN Hfi{: 3.1.0 A LA A it 51 3 R ke BRI K, thmT DUGE A TH Rl i 51 28 )

I B K o XA THREII AL AE, 8T UREIE RE ML B KB IS 2 (0 i it 51 4, RIS E
FoAt Bl Kkt b DR A 20 A0 F A o 5 S
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AR SD-WAN 14 3.1.0 ANEFTE IHROE A2 = 2 4% bh 51 4 L #nr DU BB ki, (HAEFEE by kg b —
KRB — At 51 AL B A% 8 A] PUE ] Advanced Routing (i 1) 30 i3 FH ai2E F
SRS 51 BRI U KR R R 51 5 P B2 v 2% ) DA S U 1) i 4 5 B Bl i 5|
)R, WAERASHC B I HT A BB KBS A RE AR T U R

FEDV B Bt S| B2 /T, W& A E . R, R R AR 1
R h AR MEARIC B Panorama, - /2§ A38 Hf AR AR HEIE B % J5, (L iR
TR SIS R (10 ¥ 2 A REAE B A A R

MC & Panorama oy, SR A AH Al e J it e R B (A e BB AR D i &l
R VA A AR M bR . Panorama N2 i5 F T im0 £ 1A T IS S SRR v ik
H RN KB o 0 T sy ok dik,  Panoramadig ki (AR E. (nf) .

WSS RIS R R E 2R, TR OR PR BITE 2 1) SD-WAN FE£EART PAN-OS fii A, H25H
Advanced Routing (286 H1) o F&2% SD-WAN FfifEmt, fd B S i 2% B Advanced
Routing (FiZi i)  (FEARGIH, GIE T IR HEAR) .

ARG DR E Advanced Routing (iErgig ) FEAE BT 40 2 MBS tHas, 025 A ey 4 2% i DA [A]
B2 ATRAF I RS 280 E . 7R PR RALT (Bl P& L, PAN-OS Fil SD-WAN fifHRAD 2
A $RACIFHERE AR v s H S5 0 977 K 358 T A8 40 A i B 4

AR A H =g dr, W) SD-WAN £ L ZAC BLAE [F] — MR 4t s eI RESR 7 AR 132
B AR

STEP 1| %3t%| PanoramaWeb F1H .

STEP 2| ¥ Panorama F+2% %] 11.0 3 %%% SD-WAN #iff 3.1.0

STEP 3| 4 g Lo R332 55 BV A TAS 1 %451 31 Panorama ™ 4 BRIk 5528 7

STEP 4| 15 J8 F it B 2 B #5404 AT 1L B

STEPS| #f Device (#£4%) #4r+, M Template REHR) N SR 374136 Hhad £ AR B2 A REAR AR o
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STEP G| Ji sk ik 5%,

1. 3%$% Device (%) >Setup (KHE) >Management CEHL) , SR HE .

2. J3 M Advanced Routing (g% 1) o SD-WAN F 1115 43 45 van 2% % H 328 190 1) 4 61 42 4
BRI S, BHAREARGE, BeIEBER RS, TN, ke bR,

General Settings @

Hostname

Domain

Login Banner

Management TLS Mode | exclude-tlsv1.3
Certificate
SSL/TLS Service Profile | None
Time Zone | None
Locale | en
Latitude
Longitude
[] Automatically Acquire Commit Lock
D Certificate Expiration Check
[ Use Hypervisor Assigned MAC Addresses
Advanced Routing
Tunnel Acceleration

“ Caneel

B OK (i) -
R A R B SR A Yes (&) 4kEE,

Warning

Enabling Advanced Routing will require you to migrate your configuration, commit your
configuration and, reboot the firewall.

If you select Yes, a script will assist you in migrating your existing configuration to the Advanced
Routing Engine. The migration tool will convert each Virtual Router to a Logical Router.

If you select Skip. the system changes to Advance Routing mode without any Logical Router
configuration.

Please refer to the Administrator Guide for more information on supported features.

Do you wish to continue?

Skip Cancel

Bl Yes G2) Ja, WEIEMMEASRKERIHTECETE Sm o o1 . IRk
Skip (ki) , W ymndis ol Eed P2 E.

Migration Configuration GEBELE) ¥ BonfaniEBRE AR .
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Migrating Configuration

Mumber of VR to be converted: 2

Color Code:

@ Successfully migrated, no user intervention required
(O Migrated, user intervention maybe required

@ Mot migrated, Obsolete, No longer supported

@ Migration process failure

OK

7 Virtual Router CREFLER FR2S) " EBHARMER HAM T STATUS CIRE) o RIhiE#
] STATUS CIRZE) RMOANGE . B, 55 Fra AR R IhiE 5% R R B B (AR

Virtual Router @
Migration
Q. Zitems ) — X
NAME INTERMNAL LINK STATUS
WVR-Morth Open in Network -> Logical Routers [ ]
VR-Tunnel-North Open in Network -> Logical Routers @

Legend: @ Successful (O User Intervention @ Obsolete / Not Supported @) Failed
Continue
WIS Ja, BN READLG F A5 00 ) S4B I S T 8 o A IR S I B ERT
BT KA B A T U R

Advanced Routing

The migration process is now complete. Do you accept the migrated

configuration?
If you select Yes. the migrated configuration need to be committed and

the device rebooted for the configuration to be active.
If you select Mo, the last running configuration will be restored and no

device reboot is required.

5. Commit (#£5%) .
6. %4 Device (¥ %) >Setup (% E) >Operations (¥1E) , RJ51%EF Reboot
Device (HEJF1A) -
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STEP 7| %% Commit (32%7) > Commit to Panorama (332 %] Panorama) , Jf Commit (32£55) ¥

g8

STEP 8| M4 il B 5 A JEHEE B 3228 B ki . Push to Devices (HEIX B %) LA B 78 ik SD-
WAN B K5 a8 0 8 4R 5% FH 25

1. 3%&# Commit (#£28) > Push to Devices (#Ei%F|# ) Fl Edit Selections (4ifHiE#E)
2. % Templates R ) I A 28 o 308 RS HE B ATABEAR, o

3. JiH Force Template Values (Gl ERAE ) LAE 5 HT AR (E 78 o A HOC B . 701 A kit
W2 /i, fap ka8 ERBRE, FRERIRA S FEUL MR AN M2 T, Bl R i
T2 S B AR T P A ) A

4. s OK (WiE) JF Push (#Ei%) F¥%.
STEPO| HEHi gy ki
STEP 10| ##¢ Network (M%)

BTERERI, BT IHBGE R ERRATE RIS 2 BT \hn i Jf B i

41, Routing (#H) *f% Logical Routers (GZHEH#%) Ml Routing Profiles (i Hfic &
) , Hrfuds BGP. BFD. OSPF. OSPFv3. RIPv2. Filters (F#ik#e) 1 Multicast (2
% .

STEP 11| 4ig & -y ZAMEOEAR RS, DU A SR 5 F Advanced Routing (2% 2%
H1D o T Ey it b SE R B i L AR AR A, EB D PR 5 2 10,

MRAE AT VTR, (0 FH i s o 51 B, I 4 42 R 06 201 5 [R] — AR 11

UL b 4 A PRAT ] o IR RO A SCIR A LR MR e a4 Bk Fah B
L R T AN R S TR B AR I, D6 2T DR 4 % b ot 42 PR R 400 b ot 42 PR
Cip

STEP 12| 7£ SD-WAN # % it 2 e A B 48 1 fi 745

14 Panorama > SD-WAN > Devices (i%£%) , LAl Panorama & B 45 25 478 LY
SD-WAN ¥4 (SD-WAN H0al2r 32 Bh ki) o

R 7 H T8I0 SD-WAN Bt (LA BC Bk w4k,  EIAEE R By Router Name (B 45 44
PO EFEZEE A TR h g% suRtlismss T IRmEIE) o 8 m g i ol
BRI, IERRG D A8 AL PR I [F) AR (Y RE UL £ s A4 ARAR TR o

R T4E SD-WAN A7) 322 [RI3EAT % H1 ) Router Name (B{ i as448K) (AR BREAEK
)
USRS H AR AR AR A A PR AHIA], ) Router Name (BRHI#R 47K F Bom— 4K,

o W READLER H2S FIE IR 2 4 R AR E, T Router Name & 188 4 FK) RIS 5o e 4008
WA FRFIZ I A PR ] DURRE 75 BLA R L B 8y CFH T IHRRBI 2 s 4R 1% th 3
(HF &g HE 515 .
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TECHDOCS
s 5 4R

W VPN LR R AR P B RE IZAT R, HAE A Gk 2y, DIAR IR i, o T8 T
Panorama™ & H il 55 %% &7k SD-WAN L Fe A s 4R 5 B, 205 Al SD-WAN Pi k
W, K% WA A% 1) Panorama,  FRTENS 1110 SD-WAN 7 A 52 85 0 24 U T T
Panorama [ H 855 7 o R AL B SD-WAN B k5% DUE H 55 & 3] Panorama, ) SD-WAN
Monitoring (Hi$%) KA 2 BoR B AR 7 sk B s AT IR OUE B

N7 -+ Panorama i £ SD-WAN 5 2 %545, 420 Panorama 1) SD-WAN it & k1%
B ) SD-WAN [ kB . iRk s SD-WAN WS #8015 36IF 182 &5 D . T
SD-WAN it =

s 42 SD-WAN £5%
o W% SD-WAN N FH 72 3 FBE % 14 B
o IS Prisma Access 10>

74 i SD-WAN Fi 45
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3 SD-WAN 1144

Hidz A\ Panorama™ 5 B IR 55 2R BAT 4R AE . HEREAN AL SD-WAN (155, LIEREURF & 155 A K1 W
FRANTEAR(E B -

WARAESS SR 5 Bon B BRI, T ULE R VRN B 5 AU ], DA B i 17 e e g8 R i £
e AN, BIEFUIEER RFHEEIRSHTEMERE, UEE FEUES IS s R 10 S5 R A P4

=

= /0 o

STEP 1| %3t PanoramaWeb %1 .

STEP 2| #m#H SD-WAN FLE 5, Commit ($238) M i LB 1EMRES
PEMPIRZS & D B R AT RAE . R LSRRGSR AR T PR (5 B A E &

Commit And Push Status @

Operation Commit and Push
Status Completed
Result Successful

Details sd_wan plugin validation: Config valid
Configuration committed successfully
Commit All job 648 scheduled

Warnings

Close
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STEP 3| #4550 th B 45 Bl SR W A b e e s HE 3% VR A5 R
1 i Web FHHKH M Tasks (155 (EEHER) AT 5 B HE A .
2. M T SD-WAN /R 1Rk Type (3$AD
3. bRk Status CIRZE) DLER A BUG HEIRA RIS 2.
4 EFERGHEZRS LS B AR IR AR e i B )

Last Push State Details

Details:

. Autogenerated SDWAN configuration

. Performing panorama connectivity check (attempt 1 of 1)

. Panorama connectivity check was successful for 10.8.56.66

Warnings

. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. (Module: device)
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W5 SD-WAN . FHF2 e A 2% 1 B

W EEA VPN EBRAMERER, RERIKATIRAIRTT, W32 52m vk s N RE 7 FEE
)RR B, MM T VPN SRR N R R MBS PR RE, ARV IA) @, SD-WAN ¥ & 19 AT WA BoR
TEFZ & 1) SD-WAN [ k8% o Bildn, S odc By ks 2143 52 b5 k8% (i &, SD-WAN i $
B S e 2 S kil b B SRAGR UK R -
o N HFEFFHRE
* Impacted (BZFZMH)) — VPN BRI — N2 AN, HEEEREs). Rz eE
RIEREHS A LRSI T R, B KBS B AR T I B SO R 8 o B E .
« OK (IEH) — MARHHFZN. $EiR s e 6% I RE i ) VPN 8. F0 Al S
&=,
. BERRTERE
* Error (4%i%) — VPN 1 F —A kA ul S IERSIE BB L 1 (VIF) Wi B 45 )
« Warning (&%) — 5@ GRS FIMERNE S0 18R, iR A E R EAH K
VPN 8. Oy L rEE.
« OK (IEH) — MARHBFED. GEiR s st % I M A8 n ) VPN SR, A0 Ao 2

Ho
R AL B A S KBS ) SD-WAN SRBE AL & 1 8% A A4, W< 878 Error Correction
Initiated (W EB) JHE, BRI HLE 37 KBS 258 1E 7 N R A B b

IR IR o

132375k SD-WAN ot SD-WAN 4330 B 155 7 {38 B Sty SD-WAN 6
mgﬂ""”[ﬁ@aﬁi SD-WAN 1,0, A2 5 55 Error Correction Initiated (a4t

JRED

TEE SRR, A VLR8N B H IR B RS 12 s B AR 7P B E % . ARG, IEFE2
SO )3 S A ul SN VEAIE B . Mk i, BB N R AR P 2 ) B B 0 VEARAE R .
ZxR) W AW Prisma Access H0 W RS 7 AR 4% 1E BE DA AR Prisma Access HH/Ca R N FH R 7 A1 B 14
fto
S A Mg 5 7 4 o5 SD-WAN S 7 g Compatibility Matrix (e 140

PR i 2 4 T £ ) g Panorama g e s x5 s s st (T g SD-WAN s i i

STEP 1| % 35%%l| PanoramaWeb #iifi.
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STEP 2| i#%#¢ Panorama> SD-WAN > Monitoring (¥i#5) PLREZER VPN &R, F0fs)yiss
DL E .

{ PANORAMA

DASHBOARD

Mol

NITOR ~ OBJECTS

DEVICE PANORAMA

(
al
=

& SCEP
B3 ssH service Profile
R Log Ingestion Profile
& Log Settings
) server Profiles
By SNMPTrap

[laged

[ TAcACs+

[ Loap

[ Kerberos

[ SAML Identity Provider
& Scheduled Config Export

Software

@ Dynamic Updates
2 Plugins
@ SD-WAN
3 Devices
&% VPN Clusters
=3 Monitoring
5] Reports
Licenses
& support
@s Device Deployment
@ Software
@, GlobalProtect Client:
@& Dynamic Updates
Plugins
Licenses

Master Key and Diagnostics

[ Policy Recommendation

Panorama ~

SD-WAN

App Performance

€) Impacted

2020/07/24 150

@ oK

Link Performance

VPN Clusters: 2 /5
Hubs: O /3

Branches: 2 /4

(Error Correction Initiated)

€ Error

VPN Clusters:

Hubs:

Branches:

-4 /5

Warning

VPN Clusters: /5
Hubs: /3

Branches: /4

VPN Clusters: 3 /5
Hubs: 3 /3

Branches: 2 /4

® ok

VPN Clusters: 1 /5
Hubs: O /3

Branches: 1 /4

STEP 3| bR/ 250 m i H R B 5 v B N P AR 7 P R B R R M e 22, DURAE B3R . $HzhAl
a0 2 R B TEAN 1l s Rt ROIRES B3R

MONITOR

~ OBJECTS

DEVICE

PANORAMA

{ PANORAMA DASHBOARD
| Panorama v
1t ey “ SD-WAN

J2 s5H service Profile
R Log Ingestion Profile
) Log Settings
i Server Profiles
B SNMPTrap
) sysiog
B, Email
B HTTP
[ rADIUS
@y scp
[ TAcACS+
[ Loap
[ Kerberos
[ SAML Identity Provider

Scheduled Config Export

Software

=)
&

Dynamic Updates
Plugins
A SD-WAN

3 Devices
2 .
&% VPN Clusters
=) Monitoring
=] Reports

Licenses

Support

Device Deployment

@, GlobalProtect Client:
@& Dynamic Updates
S Plugins

Licenses

Master Key and

Policy Recommendation

> VPN Clusters:

SITES

TB2-Branch-HA

TB2-Hub-HA
Hw-Branch-HA
Hw-Hub-HA

VPN CLUSTER
TB2-VPN
TB2-VPN
TB4-VPN

TB4-VPN

App Performance - Impacted > Sites: | All Sites

PROFILE LINKS.
branch 12
hub 6
branch 12
hub 7

LINK NOTIFICATIONS | LATENCY,
@154 Warning
@36 Warning
@18 Warning
@®us Warning

ITTER
Warning
Warning
Warning

Warning

2020/07/24 03:06pm - 2020/07/31 03:06}

24 15:06:00 to 2020/07/31 15:06:00

ditems ) > X

ERROR CORRECTION
TYPE

PACKET LOSS APPS IMPACTED APPS
‘Warning 5 Packet Duplication
‘Warning 1
Warning 8 Packet Duplication
Warning 1 @0 -

paloalto
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STEP 4| sk R4 sl AR I0E £, DATE VPN BERF &G o ol o S L PR 17 e A0 B 1
BN R . BBAh, fH ok i ds, MRAREERER . B mZE. Bz, 8
Yot 2 A 22 B R R S AR PP B VPN £ .

ST B A BB UG ] (DIA) 8515 4 1 SaaS M2/, SaaSMonitoring (SaaS #i42) %

RNZMN AR & B RALE Saas i LB X e, 25— EiZ A SD-WAN Fug I 5¢

B,

o B — ZNHEFA R SaaS i L E SO ECE Y SaaS MR T

* Enabled — N HFEF 2 1E SaaS i &ML E XA E ) SaaS MR T, 5 — P4
SD-WAN S i Rk .

W — AN B B SO 5 — AN N R FE P SD-WAN S JE U <86, U Error Correction

Applied (AEEC RN D BRI 75 N 28RS T R e 85288 gbal, I&PTLAEE Error

Corrected Sessions/I mpacted Sessions/Total Sessions (ZHEE S 1B/ 2 MGG B ED , T

TERFERT R, 0 SO Bl KBS e il B B oA 2 /b 21 3T 17 4.

#iily PDF/CSV L2t PDF 5 CSV M3 UHT . o i P N F R Fr ANBE B VE R IS AT IR OUE B

{ PANORAMA DASHBOARD  ACC

MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

e S @
4 SD-WAN
* TB2-Branch-HA 2020/07/24 03:0 0/07/31 03:06¢
Profile: Branch - Devices: 2 - Links: 12 - Apps: 5 20/07/31 15:06:00

App Performance

Sitems | > X
ERROR CORRECTED SESSIONS /
ssssssssssssssss /TOTAL
APP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS. LINK TAGS
CableMOdem N
- insufficient-data PD_Weighted Disabled ® ok PD 19.61KB 133/0/155 Braodband
[ TAcAcs+
[ Loap ntp Test_PD Disabled @ Impacted - 12542 KB 0/3/12k 46
[ Kerberos Braodband
[P SAML Identity Provider CableMOdem
[ scheduled Config Export twitchhttps Multiple ® ok - 616 MB 0/0/34k 4G
@ Softwar youtube Braodband
@ Dynamic Updates CableMOdem
2 Plugins
= PDF/CSV
v @ sD-wAN
(3 Devices Link Performance
&% VPN Clusters 8 12items | > X
=) Monitoring
ERROR CORRECTION
] Reports DEvICE LINK TAG LINK TYPE INTERFACE LINK APPLIED LINK NOTIFICATIONS LATENCY ITTER PACKET LOSS
Waziess Branch-Vm100-HA2 No Data No Data No Data ®0 Warning Warning
Branch-Vm100-HAL Braodband Fiber ethernet1/2 11,0102 01549900000069... PD CEY Warning Warning
Branch-Vm100-HAL No Data No Data No Data 11,0103 01549900000069... - Y Warning Warning
Branch-Vm100-HA2 No Data No Data No Data ethernet1/2 - ®0 Warning Warning
Branch-Vm100-HA2 No Data No Data No Data ethernet1/3 - ®0 Warning Warning Warning
Branch-Vm100-HA2 No Data No Data No Data 11,0103 01549900000069... - ol Warning Warning Warning
Branch-Vm100-HAL G LTE/3G/4G/5G ethernet1/4 11.0104_01549900000065. 052 Warning Warning Warning
Branch-Vm100-HA2 No Data No Data No Data 11,0102 01549900000065. e Warning Warning Warning M

PDF/CSV

STEPS| b LR 7 B B R (1 43 S alht
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STEP G| Fuehs 2 s it S FA R 7 LA 7 L P AR P 200 31 sl e ) T VA A5 6

flan, EENMAREFRGERRAE, 1A R R 2 SRR L ROSEIR . BIEh A 0 21
Ulo BEAh, 3wl DU (X B N 1 24

App: db2 @B

Traffic Characteristics

VPN Cluster: cluster2 « Site: sdwan2-branch2 - Profile: branch  Devices: 2 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Traffic
8M
LTE: 0% 1\ [/ auosL: 14%

Bytes

oM A M AN VAN~ AN — VA A A WA

08/02 08/02 08/02 08/03 08/03
00:00:00 08:00:00 16:00:00 00:00:00 08:00:00
comcast-cable: / — attDSL comcast-cable
86%
Links Used
Q Sitems ) — X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
007099000011543  LTE Ethernet ethernet1/3 t1_0103_00729900... = test-db2 FEC (Correction 177.17 KB / 300.01
Ratio 20:6) KB
007099000011543  comcast-cable Ethernet ethernet1/1 t1_0101_00729900... = test-db2 FEC (Corre)ct'ion 44.54 KB/ 6.07 GB
Ratio 20:8
007099000011543  attDSL Ethernet ethernet1/2 t1_0102_00729900... = test-db2 FEC (Correction 33.65KB/977.74
Ratio 20:8) MB
007099000011544  attDSL Ethernet ethernet1/2 t1_0102_00729900... = test-db2 FEC (Corre)ct'ion 0 Bytes / 91.07 KB
Ratio 20:8
007099000011544  comcast-cable Ethernet ethernet1/1 t1_.0101_00729900...  test-db2 FEC (Corre)ct'ion 0 Bytes / 945.86 KB
Ratio 20:8
Close
App: db2 (O]}
Traffic Characteristics | Link Characteristics
VPN Cluster: cluster2 « Site: sdwan2-branch2 « Profile: branch « Link: t|_0101_007299000006017_0101 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Latency
400
-0~ Link
>
2%
ZE 0
2
= 07/28 07/29 X 97/ 08/01 08/02 08/03
00:00:00 00:00:00 [RkE; 07/30 1§{}go3 00:00:00 00:00:00 00:00:00
Latency: 78 ms
Latency Baseline - 225.00 ms.
Jitter
20
-0- Link
- Y bt 2u vl . I hraaded aAid i A Aanlh . Jh J
g% - Y v S — r v iper
ZEE O
=7 07/28 07/29 07/30 07/31 08/01 08/02 08/03
00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Jitter Baseline — 20.00 ms.
Packet Loss
40
2 -o- Link
a4 - FEC
Y
é 07/28 07/29 07/30 07/31 08/01 08/02 08/03
- 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Packet Loss Baseline - 8.00 %.
Close
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=30 Prisma Access H 0
917 Prisma Access 10y o7 FH TR R RV B VR S 0 a BE 2 0007 W, 7 AR o L 8 OGS B4 165
SD-WAN 4% % & HL G & S0 .
o NTEH) Prisma Access 0 B R e FUVBE I VE BE 15 B2k
o IWSHI PrismaAccess it i F R HTAE 2K 1 A

NI Prisma Access HP U N FH T2 7 ANEE 2% 1 BE T g R 28

FESETLE SD-WAN 44 06 5 B il B 2 B, Palo Alto Networks 2213 %4y Prisma Access H:0 v FH 2
FEABE PR PERE e E HE Lk, DAFE I M T % Prisma Access H1 0 R IE A A ARG S, MBS A 55
BUE R R A 8 AT AN 6 B R S

STEP1| *%3t%| PanoramaWeb 7iifi.

STEP 2| PrismaAccess ¥ %k PAN-OS B k3.

STEP 3| ##% Panorama > SD-WAN > Monitoring (it Ff1&25 SD-WAN Wi #i s a] 56 FE .

& HT 7y Prisma Access 7140 I FH A% Py MVEE 11 E 61 S £ PR N Te) v DB, BEZRmubkifE i . &
AP = 2R 0 LR P AR B R RESR O T 65 SD-WAN B i BERC B SCAFUAEIR . #Hah A%
PR R A B2

Palo Alto Networks & {3 P74t 7 K (1) S R 7 AN BE 6 v AE St LAfE Dy Prisma
Access HiL I ZEIR . B s AEE A R A AR 2k
STEP 4| f#ik SD-WAN Wil LUV &7~ 1 Prisma Access 1058 51 VPN £ 7E.

Lo PR R R R T O N R AR P R BB B VAR, DU SR . $13h
AN 25 2R B 7 TRAN sl Rt ROIRES B3R

£ VPN Rk g, %% Prisma Access Hub-Spoke (Prisma Access H O RS
3. s — ANk A LLEE PrismaAccess 0 I EIIE TR o

SD-WAN
I ST ISl EPrisma Access Hub-Spoke > Sites: | All Sites 2021/09/07 11:26am - 2021/09/14 11:26z
Cluster Type: Prisma Hub and Spoke ~ App Performance - Impacted thes 2021/09/07 11:26:00 to 2021/09/14 11:26:00
App Performance - OK Zitems % X
Link Performance - Error
) . IPSEC ERROR
Link Performance - Warning TERMINATION LINK CORRECTION
SITES PROFILE Link Performance - OK. NODE LINKS NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE
Branch-Hub branch autogen_hubs._cluster ireland-acacia 2 [ X3 @ Warning @ Warning @ Warning No Data No Data
Branch-1 branch (RETDATEE R D ireland-acacia 4 @ 10 @ Warning @ Warning @ Warning 3l @0
VPN-2
CA-Branch-2 branch VPN-1 ireland-acacia 8 @8 ® Warning ® Warning ® Warning 3 0!
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STEPS| #7F PrismaAccess H 0 2 7 A5 B RFAIE -
Lo ey B R R P R 43 o 0 2 AR A 76 YL S R A R T 2 P P U o R
2. R NEER LAE R TE R BRI O SRR I B AR . BB 6 5 R
XF I A B e B AR, B B SR B 2 8 A B HE B SR A2 2 Prisma Access HLy R AR T
i E A

App: google-meet @F

Traffic Characteristics  Link Characteristics

VPN Cluster: PrismaAccess-VPNCluster = Site: CA-Branch-2 « Profile: branch « Link: tl_0102_ireland-acacia_01012021/09/07 11:26:00 - 2021/09/14 11:26:00

Latency

400
Link
== Link Down

0

Latency
(ms)

09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00
Latency Baseline - 400.00 ms.
Jitter
20
Link
e == Link Down
g O
=7 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00

Jitter Baseline ~ 13.00 ms.

Packet Loss

10
Link
== Link Down

09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00

Packet Loss Baseline - 10.00 %.

Packet Loss
%)
o

Close

STEP 6| {RB il AR . 13 HIE 6.5 S 454 Prisma Access b4 147 LHIL B 1

STEP 7| AR¥EFE4kLLI E SD-WAN.

STEP 8| 151l PrismaAccess 1/t FEL A I 1 B 1 6 L3I — 35 R85 ) SD-WAN B i 200 L 6 <
.

WS HE Prisma Access H1.0 N FE 7 F1BE B8 14 R

L EFPTH PrismaAccess LM EEE, RS RKIGHEATIRAIRIT, K2 mAguh i N
Fr ANBERS ARG B, T AL VPN SR T b N AR e AR e, LA . SD-WAN it i 7]
WM RN TE Prisma Access #i%& F BT &= 1) SD-WAN B k3 b @lhn, X3 AArC By K3 55
SCB K BRI, SD-WAN B2 BedoRs S BRAE 70 ST KA b o B R BCRBUR o
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e A

o NHRETMHRE
* Impacted (RZFZMM) — VPN EREF I — PR EZ AR, RNz, ERlHiEaE
KAEREER AT BRI AR AR, B KRR B A R L B SRR o B
« OK CIE®) — MWARHBEIBh. ER B E MR R B VPN 5.t Mg %
i,
o BEEPERE
« Error (M%) — VPN F5 — A ANk i 28 B B 3 11 (VIF) Wi s H 003 1 5 )
o,
« Warning (C#%) — S5#-E RSB FMEAESD . IR, siEEE L E R v ae 8 A
1 VPN £, FO R SR
o OK CIEH) — MRHIEIE. EiR s BdE 6 F I MERE in) 8 VPN 5. 04 %
o
TEEFACRM S, B EE TGRS/ 3 R e R A 0 32 i o P R 7 el . AR e, k2
B ()35 p A 5 0 ) VRS 2 . Al b, P N PR 7 4 ) B I 0 A TR A R
BES R % SD-WAN MR 7 FVEE # 14 fE LS AT SD-WAN 3 s 10 7 FH 72 e R B 14 e
U1 SRV A B B R 4 SD-WAN FEN, EE Compatibility Matrix (32440
PO e s T 3 R fy PaNOTaMm@ g i s 765 g b g i g SO-WAN 3 P s
STEP 1| % 35%%| PanoramaWeb 71 .

STEP 2| ## Panorama> SD-WAN > Monitoring (¥i#%) PIBGEZEE VPN 4R, F0Moy sk
DL

Yevice Grot e
c. PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

18 scep “ SD-WAN

Last 24 Hrs
2021/09/12 09:40:18 to 2021/09/13 09:40:18

App Performance

€ Impacted @ OK

VPN Clusters: 2 /5 VPN Clusters: 3 /5

Hubs: O /3 Hubs: 3 /3

Branches: 2 /4 Branches: 2 /4

(Error Correction Initiated)
Link Performance

€ Error @ Warning @ oK
VPN Clusters: 4 /5 VPN Clusters: O /5 VPN Clusters: 1 /5
Hubs: 3 /3 Hubs: O /3 Hubs: O /3
Branches: 3 /4 Branches: 0 /4 Branches: 1 /4
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e A

STEP 3| ##i%k SD-WAN Wi ¥ LMY &= % i Prisma Access F1 004551 7 VPN £ 3 .

1 PR R RGN . BRECE 5 v O R AR P R B R R VAR, DURAE R . 13
AN B 25 R B PRAM sl Rt rOIRES B3R

2. fF VPN &EREmk s, %+ Prisma Access Hub-Spoke (Prisma Access H1 0o FE ST
3. g — ANl A LAEE PrismaAccess 0 EAHIE AT R o

SD-WAN
B2\ N@ITE le3lPrisma Access Hub-Spoke] > Sites: | All Sites Last 24 Hrs
Cluster Type: Prisma Hub and Spoke ~ App Performance - Impacted hes 2021/09/12 09:40:18 to 2021/09/13 09:40:18
~ App Performance - OK 3items ) > X
Link Performance - Error
i . IPSEC ERROR
Link Performance - Warning TERMINATION LINK CORRECTION
SITES PROFILE Link Performance - OK NODE LINKS NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE
Branch-Hub branch autogen_hubs_cluster ireland-acacia 2 ®0 @ Warning @ Warning @ Warning No Data No Data
Branch-1 branch ik s b Epate ireland-acacia 4 [ X9 @ Warning @ Warning @ Warning 1 @0
VPN-2
CA-Branch-2 branch VPN-1 ireland-acacia 5] @0 @ Warning @ Warning @ Warning 3] ( X0

STEP 4| #F PrismaAccess T LI/ TET »

vl k5 B8 R s Prisma Access B PEAN(E L DAL N FHRE PP PR REANBERR PERE, G 3 52540 IR N FH E
Fro

Xof T MELFE IR 1] (DIA) 4% #5375 7 1) SaaS v HFEF, SaaSMonitoring (SaaS #i#%) %1

FKoRZMN T 2B R SaasS it =i & e, 2ES5—/EE 1 SD-WAN g | 5

i N

o 2 — ZNHBEFA LA SaaS i & it B A S B Y SaaS MR F

« Enabled — ZMNHFEF &7 SaaS i Elc & XA E M SaaS MY, HE5— 12
SD-WAN & I<Ek

R E — DA E 5 — DN FER ) SD-WAN S5 50 58, ] Error Correction

Applied (ZHEEE N FE 2SN AN T A al3578 . bk, & AlESE Error
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AR &

Corrected Sessions/Impacted Sessions/Total Sessions (25 &1l Z M &G/ 1E R ED , T
FERFE TR BN, 3 SO K1l S P O 2 /b il AT T A5

i PDF/ICSV UL H PDF B8 CSV #& 2A0 3l e N A e FBE B VE R s AT IR A5
S @

SD-WAN
> > Branch-1 Last 24 Hrs
Profile: Branch « Devices: 1 « Links:4 « Apps: 1 2021/09/12 09:40:18 to 2021/09/13 09:40:18

Prisma Access Onboarding

Q Litem )= X
SUMMARIZE DON'T
IPSEC MOBILE USER ADVERTISE
TERMINATION ADVERTISE ROUTES BEFORE | PRISMA ACCESS | TUNNEL LOCAL AS
INTERFACE TENANT REGION NODE LINK TAG BGP DEFAULT ROUTE ADVERTISING ROUTES MONITOR IP NUMBER SERVICE IP COMMENT
ethernet1/4 default eu-west-1 ireland-acacia PA-Tag yes no no 65454

App Performance

Q litem )— X

ERROR CORRECTED SESSIONS
/ IMPACTED SESSIONS /

APP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED | BYTES TOTAL SESSIONS LINK TAGS
google-meet google-meet Disabled ® OK = 481.79 KB 0/0/49 ethernet
(@ PDF/CSV

Link Performance

Q 4items )= X
ERROR CORRECTION | LINK

DEVICE LINK TAG LINK TYPE INTERFACE LINK APPLIED NOTIFICATIONS LATENCY JITTER PACKET LOSS

Branch-PA-VM-1 No Data No Data No Data ethernet1/6 o oo @ Warning @ Warning @ Warning -

Branch-PA-VM-1 No Data No Data No Data ethernet1/5 B @0 @ Warning ® oK @ Warning

(@ PDF/CSV
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AR

= B

STEPS | Fu ek 2 s it S FA R 7 LA 76 L AR P 200 31 sl e ) D VR 5 6
flan, EENMAREFRGERRAE, 1A R R 2 SRR L ROSEIR . BIEh A 0 21

Ulo BEAh, 3wl DU (X B N 1 24
Ol=!

App: google-meet

Traffic Characteristics
Profile: branch « Devices: 1 2021/09/12 09:40:18 - 2021/09/13 09:40:18

VPN Cluster: PrismaAccess-VPNCluster « Site: Branch-1

Traffic
mk\AAJUKAﬁAPUXAﬁJUXAAA

Bytes

0
09/12 09/12 09/12 09/13 09/13 09/13
12:00:00 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
ethernet: 100% — ethernet
Links Used
Q litem )— X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
ethernet Ethernet ethernet1/4 ethernet1/4 google-meet N/A 0 Bytes / 481.79 KB

Close
App: google-meet (O]}
Traffic Characteristics Link Characteristics x
VPN Cluster: PrismaAccess-VPNCluster « Site: Branch-1 « Profile: branch © Link: ethernet1/42021/09/12 09:40:18 - 2021/09/13 09:40:18
Latency
800
>
[
=y
RS 0 Date: 09/12 21:34:34
5~ 09/12 09/12 09/12 Latency: 601 ms 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 B 03:00:00 06:00:00 09:00:00
Latency Baseline — 400.00 ms.
Jitter
20
5o
@
£E o©
= 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00
Jitter Baseline — 13.00 ms.
Packet Loss
10
»
7
o
-
28 o A A A A A A A
_’é 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
o 12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00
Packet Loss Baseline ~ 10.00 %.
Close
141 ©2024 Palo Alto Networks, Inc.
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s 42 PR

24 B SD-WAN 45

P B F AL — 0 PRAR IR B AR DR N B o . HLHRAL 52 A A N A RE e BB I () SD-WAN i i .
7 v N RE Py BB % 1) R IO A 8 S 2 O Bl BT 0 s S2R2 M Bl 2, st i M B
FHRE P BUEE R . SD-WAN R 42 75 BAE R, el vk d A . A SD-WAN i i 6 ik v
Ry BB A ik B 5 IR0, SR DR P ANV BN R e s BRI 52 . Biltn, G 2R ISP
TRAESERS A —E Ak, SOy Ib B A i — MR PERE IR T, DALY A2 75 8 ST PRAIE A7 96

f£ Panorama™ & B 545 1, B BEAPTA AT T SD-WAN IhRERIBT Kt b i S0 AR e sl i 2
JRAR T o O AN B K S A R Y IR P BB B A AR T, S A B K i A B A AT A R
P =X

= o

U SR Vi A A B i 4 D-WAN oz 375 Compatibility Matrix (32450
FED ety g 4 1 g PaNOTaMa i o 5 4 e gt ik i iy SD-WAN g5 i

STEP 1| % 35%%l| PanoramaWeb 7.

STEP 2| i##¢ Panorama > SD-WAN > Reports (#&5) , #RJ5 Add (&hn) #Hidk s .
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e A

STEP 3| FiE SD-WAN #5354

1
2.

NI FI A Name (255 S

A R Report Type (FRE3A) .

o 1%&¥E App Performance (N FIFEFFIERE) AR — 10 A6 B AR P is AT R L A T VE 4 6
AR

* J&FE Link Performance CREERMERE) A2 R — AN 0 BE B IZ AT IR HEAT VELR A (1) 4%

==}
= o

R A AR 1) VPN Cluster (BERE) o BRINES all (4 .

WP BN HA AR i VPN SR BER) Site (350D« BUAIE#E all (&8
IR all (2fR) SRE, MLy BUR R K, Bk ik s
CILPR IR e ) ife R N H AR Al 5 1) Application (RZAHFZRR) ©

IR FE all (AfR) SR al, ML BB K, HIGHE 2 5 NIRRT o

IR VERE) IR BON A AR S I Link Tag (BEERARIC)  AEBERIILE, &
NPEEERE B R A P MR IC AT 2 G IR P A BB A A — i . BOAIEFE all (A

PR VERE) IR BN HAE SR Link Type (BEBREAY) . kIS, &
NSRBI i R R P SR AR Rl o BN all (&) .
BRI S Top N CETN AN B ATRE 7P RBERG . LM E, wl DA e i A
B MBS TIROUBAL A N I RE e BB OB . BRI OL R, IS P& 5 M H B
IBATIRDLEEAL K L R P BUBE 1% -
fe e AEH AR AR & 1 Time Period (B o BRINxidE None (B) , A5, BN
FIRE Py BRBE B BB AT IR DL S 3%

STEP 4| g Run Now OZEPIEAT) LA RS .

Reports 6]

Name  App-test
Report Type ) App Performance Link Performance
Cluster | all
Site  all
Application
Top N 10

Time Period | last-24-hrs

Run Now “ Cancel
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STEPS| HEHRAMMME, A5 Export XML (XML LUK XML kg 2R & 5 H B i A%

%o WL S, 1E R Close (RHD
App Performance Report by application - top 10 apps across all clusters and all sites

Time period 2020-09-15 14:14:24 to 2020-09-16 14:14:24

ERROR
CORRECTED/IM...
SAAS AVG IMPACTED/TOT... | SESSIONS PER

CLUSTER SITE APP MONITORING FLAP/SESSION BYTES PER APP APP
ClusterHub245 Branch20 ssh Disabled 175 9.08GB/339.08...  0/4/12
ClusterHub245 Hub254 bgp Disabled 16 904.35KB/19.4...  0/1/1
ClusterHub245 Branch50 ftp Disabled 0 900.00b/1.64KB  0/1/2
ClusterHub245 Branch20 bgp Disabled 15 380.00b/18.68...  0/1/1
autogen_hubs_cl... Hub254 dropbox-base Disabled 0 0/38.41KB 0/0/33
ClusterHub245 Branch20 taobao Disabled [¢] 0/1.65MB 0/0/1.4k
ClusterHub245 Branch25 netbios-dg Disabled 0 0/3.56KB 0/0/15
ClusterHub245 Branch25 youku-base Disabled (] 0/167.28KB 0/0/115
ClusterHub245 Hub254 insufficient-data  Disabled ] 0/24.92KB 0/0/105
autogen_hubs_cl... Hub254 apt-get Disabled 0 0/62.36KB 0/0/2

POLICIES

Tunnel_SCP
Tunnel_SCP

Tunnel _FTP

DIA

DIA

DIA

DIA test-rule
test-rule

DIA

DIA test-rule
BranchToBranch...
BranchToBranch...
DIA

LINK TAG

BroadBand2
BroadBand1
BroadBand2
BroadBand1
BroadBand1
BroadBand2
BroadBand1
BroadBand1
BroadBand2
BroadBand2
BroadBand1
BroadBand1
BroadBand2
BroadBand1
BroadBand1
BroadBand2
BroadBand1

STEPG| fEsRE LA Db, Bl OK (ifie) DAMRAEIEEC B MR .

LINK TYPE
ADSL/DSL

Cablemodem

Ethernet
Cablemodem
ADSL/DSL
Cablemodem
Ethernet
Ethernet
ADSL/DSL
Cablemodem
Cablemodem
ADSL/DSL
Cablemodem
Ethernet
Ethernet

Ethernet

@8

Link Info

IMPACTED/...
ERROR CORRECTED BYTES PER
METRICS LINK TAG

4.45GB/23....
4.62GB/51....
904.24KB/9...
117.00b/11...
900.00b/1.6...
170.00b/17...
210.00b/21...
0/27.47KB
0/10.94KB
0/729.81KB
0/962.53KB
0/3.56KB
0/20.36KB
0/146.92KB
0/13.05KB
0/11.87KB
0/62.36KB

Export XML Close

STEP 7| Commit ($2%¢) > Commit to Panorama (#£%2 %] Panorama) , Jf Commit (32£%8) .
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% paloalte’

TECHDOCS

i P HERR

18 F Panorama™ 4 IR 55 2% a2 478 0 (CLI) 5 SD-WAN {58, R 5Tk,
« ¥ CLI 3% H T SD-WAN 115

o HEBR SRR P e

o HERRBERRE R M

o THIE ¥ SD-WAN By k%

 JF4: SD-WAN #iff:

* %, SD-WAN Hfift

145



PR R

¥ CLI f5 % H T+ SD-WAN {155

fERLLT CLI i & BB MG SD-WAN 55, PINER SD-WAN &FiHEes. tih, il
HFE VPN [RiEfE E. BGP {5 241 SD-WAN # 115 B,

BE 5% SD-WAN {55

. é% SD-WAN $ [ # #84 zﬁ/ﬁl ID 11@1[]

2 e > show sdwan connection all | <s

Déﬁ%’o
o BED KLY SD-WAN FEHE O 2N 5 E J9n - d ) distributi
L ATk y > show sdwan session distributi
SRR EAAE on policy-name <sdwan-policy-na
me>

s EEWMMEKERITEE SD-WAN JE#l#: 0 .
(¥) SD-WAN Sl 0 227, DL 74 > show sdwan rule vif sdwan.x
Tk, EEEMER. Bl A E R
fE, PR TN EE RS bRic, LSRR L
pEES NN

o TFE AR A &N EZ SD-WAN
¥ o > show sdwan event

%t PAN-0S10.0.0 i1
10.0.1, 22445 g SD-WAN fip
Bl R e B S
O TS B T AR
SD WAN A2, i H &
KRBT R BR AR
Eﬁzo

s JHF: SD-WAN Fift,
> clear sdwan event

« #F SD-WAN BN (8 0% 5 Al .
SH) FIIER . Bl bR E b > show sdwan path-monitor stats

vif <sdwan.x>
TE = AN THAESE A ZEIR | F}sh g 4
ZRBATINE, FRECFIME . RN AR
A —ABE GEHRMERD BRI S3
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i S8 S 0 IS ATIRDURRAS o B S I
B, 2R AT AR, A EoRAE b
R SIS N A S S R R I S U

> show sdwan path-monitor stats
vif <sdwan-interface-name>

BE SIRE X HILAC KT SD-WAN S K
AR, JRAT B ARREIE R O, O E T A
JEIR . PIENAEERE AR KT, BURE
7 RITE
%} - PAN-0S10.0.0 i1
10.0.1, 44& 7 o SD-WAN i
B Cln A i e B S
O 1S B EE T AR
SD-WAN g4, it H &
At LRI R AR
e

> show sdwan session path-select
session-1d <session-id>

mE (PRKEERAE)) SD-WAN RE DLk
It 1 4 A 2 DA K S T G

> show sdwan path-monitor parame
ter path-name <sdwan-path-name>

BE (BRMEEE) SD-WAN REfILEE

B PR SRR LA R RN S {5
5

Lo

> show sdwan path-monitor parame
ter vif <sdwan.x>

B 4 R s LERR SD-WAN HifE

15y b, BUERIE R SD-WAN £ =R
s g2 1 S IR BRI R 5 A s
HE—.

TE5r Bk b, K% 4 SD-WAN [z iE
HAE A Bh Ay, XEE, REE s A SD-
WAN #5142 W30 .

> show counter global filter del
ta yes

flow sdwan prob req tx

flow sdwan prob reply rx

P b, IS EI R ) SD-WAN 55
KRB BECE 2SS BRI IR 2 H s
BoE—5

TEFPT KIS b, K220 SD-WAN 2 i
N, Xmtieil, PEiE 2R B SD-WAN i
& WP

> show counter global filter del
ta yes

flow sdwan prob req rx

flow sdwan prob reply tx

#A VPN BFEfE R

SD-WAN & B 51451 3.1 147
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PR R

INRIGE..

o BEN K LR T REIE
> show vpn flow

o BELVIRIRR IS REE RS S

> show vpn flow name <name>

© BEZID AR & BEE R TEE R . ]
> show vpn flow tunnel-id <tunne

1-1id>
o BFFTAREIE ) TN B T e (IKE) B Bt .
1 M Bt 2 I PE4EME R . > show vpn ike-sa
o BERREMIKN IKEV2 %2458k (SA) Al _
IKEV2 IPSec - SA. > show vpn 1ke-sa gateway <gate
way>

« BERKEFEHEL.
> show vpn tunnel

TE BGP &

o BB H A BGP %, .
> show routing protocol bgp sum

mary virtual-router <virtual-rou
ter>

« #F BGP XM E, )
> show routing protocol bgp peer

peer-name <peer-name> virtual-r
outer <virtual-router>

. BEAME B (RIB) ML, _
> show routing protocol bgp loc
-rib

#FE RIB 1 FIB #1 ) SD-WAN #1145 &

« MAEB SD-WAN t F#: M. _
> show routing route
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PR R

© BEHRELE (FIB) 111 SD-WAN _ _
M. > show routing fib

SD-WAN & H Hif5 5 3.1 149 ©2024 Palo Alto Networks, Inc.



PR R

e R R P

TR BN R P AR S5 e T R R R R AR P RIS A S 2 b B3, T RS2 VPN
SERERZ MR IR, DAKON R R I & SR 4 7% B AN [ B S A TR IR, mT 35 Bh s Xt SD-WAN fic & i3F
ATHORA .

STEP 1| % 3% PanoramaWeb F1fi

STEP 2| i##¢ Panorama> SD-WAN > Monitoring (¥if%) , SRJ5EHE Impacted (SZF2M)) VPN 4
ﬁo

{» PANORAMA

DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[ Panorama v 5 (@)
# Certificate Management 4 SD-WAN
&5 Certificates
& Certificate Profile
SSL/TLS Service Profle

Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

[ scep App Performance
) S5H Service Profile
R Log Ingestion Profile 0 Impacted @ox
& Log Settings
f Server Profiles
&Y SNMP Trap

B syslog

B, Email VPN Clusters: 1 /2 VPN Clusters: 1 /2
@ HTTP

[ rADIUS

Dsce Hubs: 1 /1 Hubs: O /1
[ TACACS+

E LoAP Branches: 2 /3 Branches: 1 /3
[ Kerberos (Error Correction Initiated)

[, SAML Identity Provicer
[ scheduled Config Export

e— Link Performance

@4l Dynamic Updates .
25 o €) Error Warning @ oK
[ nature Converter
3 Manage
@ SD-WAN
3 Devices VPN Clusters: 1 /2 VPN Clusters: /2 VPN Clusters: 1 /2
o VPN Clusters
Monitori ~
ER::::W Hubs: 1 /1 Hubs: /1 Hubs: O /1
Licenses.
& Support Branches: 3 /3 Branches: /3 Branches: O /3

(@ Device Deployment

G Software

STEP 3| JET I\ Site (i) FHAIFRPAFAE IRFRAR L VPN SERE, SRISUEFERT RIHELE . 7E BLR
B, TATREE L 12 /N A S 325200 VPN 81 All Sites (FITAT i 50D

{» PANORAMA

MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

| Panorama v B (@)
8 Certificate Management & SD-WAN
BB Certificates
& Certificate Profile
SSL/TLS Service Profie
[ scep

&) 55H service Profile

> VPN Clusters: | App Performance - Impacted > Sites: | AllSites Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33
4items | > X
ERROR CORRECTION

R Log Ingestion Profie siTes PROFILE Links LINK NOTIFICATIONS | LATENCY. TTER PACKET LOSS APPS IMPACTED APPS Tvee VPN CLUSTER
) Log Settings

Hub254 hub 18 o1 Warning Warning Warning 2 o1 - ClusterHub245
) Server Profiles
B sNMPTap Branch50 branch 8 o4 Warning Warning Warning 25 o1 - ClusterHub245
&) Svslog Branch25 branch 8 o3 Warning Warning Warning 2 ®o0 ClusterHub245
B, Email Branch20 branch 8 o5 Warning Warning Warning 30 (Y FEC ClusterHub245
B HTTP
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HERR

STEP 4| fEuh g b, MePesz sema ity s s SCM KB, LA 52 R WAL IS FE 2 P37 A L ) B

%
Ae

{» PANORAMA

o

DASHBOARD

MONITOR POLICIES OBJECTS

NETWORK

DEVICE PANORAMA

[ Panorama

8 Certificate Management

Certificates

Certificate Profile

SSL/TLS Service Profie

[ scep

S5H Service Profile

ER Log Ingestion Profile
3 Log Settings
() server Profiles.

“ SD-WAN
> > Branch20

Profile: Branch - Devices: 1 * Links: 8 * Apps: 30

App Performance

B sNMP Trap aPP SD-WAN POLICIES
E;T Syslog ssh Tunnel_SCP

B, Email

B® HTTP i

[ rADIUS

e alipay DIA

[ TACACS+

[ LoaP test-rule

[ Kerberos tumblr-base DIA

[ SAML Identity Provider, 5) PDF/CSV

by Software

@ Dynamic Updates

&b Plugins

) Manage
SD-WAN

2 Devices
% VPN Clusters
=3 Monitoring
2] Reports
Licenses

&p support

@5 Device Deployment

(G Software

Scheduled Config Export

) IPS Signature Converter

Link Performance

DEVICE LINK TAG LINK TYPE
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 MPLS MPLS
Branch20-2 BroadBand2 ADSL/DSL

« Branch20-2 No Data No Data

B PDF/CSV

SAAS MONITORING

Disabled

Disabled

Disabled

Disabled

INTERFACE
ethernet1/1
ethernet1/1
ethernet1/1
ethernet1/2
ethernet1/2
ethernet1/4
elhernet1/2

No Data

APP HEALTH

@ Impacted

® Impacted

LINK

ethernet1/1

1.0101_00709900001237..

_0101_00709900001237...

ethernet1/2
11.0102_00709900001237.
ethernet1/4

1.0102.0

709900001237.

11.0104_00709900001237.

ERROR CORRECTION APPLIED

ERROR CORRECTION
APPLIED

FEC

FEC

FEC

FEC

LINK NOTIFICATIONS

BYTES

339.08 GB

18.68 MB

179 MB

115 MB

LATENCY
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

30items | —> >

ERROR CORRECTED
SESSIONS / IMPACTED
SESSIONS / TOTAL

SESSIONS LINK TAGS
0/4/12 BroadBand1
BroadBand2
0/1/1 BroadBand1
BroadBand2
0/0/1.4k BroadBand1
BroadBand2
0/0/1.4k BroadBand1 -

Page| 1 of3 Displaying 1 - 10 of 30

8items | > X

ITTER PACKET LOSS
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning M
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STEPS| FERFHALFIEREH Sy, St B HIAL T LAE A N R L AR DR (K VR R AR AE 5 R, 1

i, Internet Al 55 AAd FH I B 2 -

o EEUHEILLT FREEAS Internet 25 HH 40 43 8L FH AR P I 2
« BELICEILLT EEEE N KR, A Internet i 55 A i O BdE 4L
© EEMHIEEREEL > UL T N IR PP B T I BE R, JF TR PITIEIN HEZ Y, s o

CEZOE bl TP

App: ssh

(O] =]

Traffic Characteristics

VPN Cluster: ClusterHub245 - Site: Branch20 - Profile: branch « Devices: 1

2020/09/15 14:37:33 - 2020/09/16 14:37:33

Traffic
8G
w T
b}
BroadBand2. 31% g \ /\—/\—/\
BroadBandl: 69 %
0G
09/15 09/15 09/16 09/16 09/16
16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
— BroadBand1 BroadBand2
Links Used
- 4items ) = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernet1/1  t_.010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernetl/2  t1_010.. Tunnel SCP  N/A %fgngB/
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t1_010.. Tunnel SCP  N/A %PzSGgB/
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1.010.. Tunnel SCP  N/A %18:5;‘?2;
Close
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BB
STEP G| J# S8R A3 B OB TR IR
R AT IR - LR 4448 .
L e R T (R OBE R B2, Sk DK BB LL VA0 25 75 25 B2 2 O T
HEE I FOBEBRBEE. CHEIR . PLSh RIS LT, LA 25 S S R S e 102 17 4R

(O] =]

DLIERR .

App: ssh

Traffic Characteristics Link Characteristics
2020/09/15 14:37:33 - 2020/09/16 14:37:33

VPN Cluster: ClusterHub245 « Site: Branch20 - Profile: branch « Link: tl_0101_007099000012371_0102

Latency
800
Link
9
£ % == Link Down
gEg O -
8= 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Latency Baseline - 440.00 ms.
Jitter
40
Link
3% == Link Down
EE 0 *
5= 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Jitter Baseline - 20.00 ms.
Packet Loss
40
g Link
%e == Li
38 o . Link Down
< 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
£ 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Packet Loss Baseline - 20.00 %.

Close

2. 7f Traffic Characteristics CERRAFIE) &I rp, EFHANSERE, &H DN R 7 aE R

MIBERERFAE, DLEELF TS E VPN SERESZ R ) B A
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App: ssh @B

Traffic Characteristics  Link Characteristics

VPN Cluster: VPN-Cluster « Site: Branch50 « Profile: branch « Link: tl_0101_007051000118905_0102 2020/09/15 15:01:32 - 2020/09/16 15:01:32

Latency

800
-+~ Link Down

Y * Date: 09/16 00:01:54

Latency
(ms)

09/15 09/15 09/15 Latency: 500 ms )9/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:C 1:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
Jitter
200
-+~ Link Down
Py
gv
EE 0 -
=
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Jitter Baseline — 50.00 ms.

Packet Loss

80
-+~ Link Down

(%)

0 *
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Packet Loss Baseline -~ 15.00 %.

Packet Loss

Close

STEP 7| fEffyse SN FIFL PR 2 M B SR RS 135 2% RS DA i ol J 2
o BB A BRI B L A E e I D R e S IR DA T B A B )
B, A B 6 DR LIRS P B A0 P AR 6 AN 2 32 RIS ATIR DL Bk AR B 5 D 52
o AR ARG E T BTG BB ATIROUBE . AW RERBATIROLBE RS, SN E
MIBERS SRS . Bildn, WIRIE RN RIAE e A A fE I 18% Hods t 2 kI A e ma F P 44
B K 109 8 0 2% 2% BRAE AT RE 2 3 S50 FH R e i P e 2 380 JE 5 A5 P 1) A B

© IEEWER Internet A 55 FEAERT (1SP), HfE X 45 R 48 OS2I /2 75 HH AR A, (H ADAEARAT)
R DRV BT Y
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ik PR ER

FIERBE I 1E HE i e

TR EUEE RS RE T R SR DR B AR P AR IR AE A N R R A AR S I AN S 2 R b R, T
fift VPN AE 3 P 4 I 57 5200 (1) J5 R A B T-6F SD-WAN FiC B AT, B A B P AR 56 18 5 B 82 F S
FAR S5 AN 2 2 BB AT IR T B I B B O 520

STEP 1| %353l PanoramaWeb #iifi.

STEP 2| i##¢ Panorama> SD-WAN > Monitoring (¥if%) , SRJ5EHE Impacted (SZF2M)) VPN 4
ﬁo

c’ PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

&5 Certificate Profile

SSL/TLS Service Profile
O scep App Performance
§E) 55H Service Profile

B Log Ingestion Profile 0 Impacted O OK

(& Log Settings

[ Server Profiles
Y SNMPTrap
By syslog
B, Email VPN Clusters: 1 /2 VPN Clusters: 1 /2
B HTTP
[ raDIUS
Dysce Hubs: 1 /1 Hubs: O /1
[ TACACS+
[ LoAP Branches: 2 /3 Branches: 1 /3
[P Kerberos (Error Correction Initiated)

[, SAML Identity Provicer

[ scheduled Config Export Link Performance

€ Error Warning @ oK

) Manage
@ SD-WAN

3 Devices

VPN Clusters: 1 /2 VPN Clusters: /2 VPN Clusters: 1 /2
&% VPN Clusters

= Monitoring Hubs: 1 /1 Hubs: /1 Hubs: O /1
=] Reports

Branches: 3 /3 Branches: /3 Branches: 0 /3

STEP 3| JET I\ Site (i) FH AR PRI IESRAR 1% VPN ZERE, SRS ILIERTIRESE . 7R3 5
HIrR, RS R LB ST K, DL S22 ) S FH R P AR I AR B B P FE

FESRBIT, BATR EF R 24 /MRS 325200 VPN &8 All Sites (T35 7D«

Yevice Group: e
c’ PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

9}

> VPN Clusters: | Link Performance - Error > Sites: | All Sites Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

ditems | > X

ERROR CORRECTION
TYPE

PROFILE LINKS LINK NOTIFICATIONS | LATENCY ITTER PACKET LOSS APPS IMPACTED APPS VPN CLUSTER
hub 18 @18 Warning Warning Warning 2 o1 - ClusterHub245
{3 Server Profiles
branch 8 o Warning Warning Warning 25 o1 - Clust
branch 8 os Warning Warning Warning 26 ®o - ClusterHul
branch 8 o5 Warning Warning Warning 30 [} FEC ClusterHub245
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HERR

STEP 4| fEuh g b, MePesz sema ity s s SCM KB, LA 52 R WAL IS FE 2 P37 A L ) B

%
HE o

{» PANORAMA

DASHBOARD MONITOR

POLICIES o

BJECTS NETWORK

DEVICE PANORAMA

[ Panorama v

# Certificate Management
&5 certificates

Certificate Profile

SSL/TLS Service Profile

[ scep

SSH Service Profile

[ Log Ingestion Profile

Log Settings

) Server Profiles

By SNMPTrap

Kerberos
SAML Identity Provicer

[ Scheduled Config Export

Software

@ Dynamic Updates

S Plugins

§ IPS Signature Converter
) Manage
A SD-WAN

Devices
o VPN Clusters
= Monitoring
=] Reports
Licenses

& Support

@x Device Deployment

2 Software

SD-WAN
> > Branch20

Profile: Branch - Devices: 1 * Links: 8 * Apps: 30

App Performance

app SD-WAN POLICIES
ssh Tunnel_SCP
alipay DIA

test-rule
tumblr-base DIA
B PDF/CSV

Link Performance

DEVICE LINK TAG LINK TYPE
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodern
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 MPLS MPLS
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 No Data No Data

B PDF/CSV

SAAS MONITORING

Disabled

Disabled

Disabled

Disabled

INTERFACE
ethernet1/1
ethernet1/1
ethernet1/1
ethernet1/2
ethernet1/2
ethernet1/4
elhernet1/2

No Data

APP HEALTH

@ Impacted

® Impacted

LINK

ethernet1/1

1.0101_00709900001237..

_0101_00709900001237...

ethernet1/2
11.0102_00709900001237.
ethernet1/4

1.0102.0

709900001237.

11.0104_00709900001237.

ERROR CORRECTION APPLIED

ERROR CORRECTION
APPLIED

FEC

FEC

FEC

FEC

LINK NOTIFICATIONS

BYTES

339.08 GB

18.68 MB

179 MB

115 MB

LATENCY
Warning
Warning
Warning
Warning
Warning
Warning
Warning

Warning

Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

30items | —> >

ERROR CORRECTED
SESSIONS / IMPACTED
SESSIONS / TOTAL

SESSIONS LINK TAGS
0/4/12 BroadBand1
BroadBand2
0/1/1 BroadBand1
BroadBand2
0/0/1.4k BroadBand1
BroadBand2
0/0/1.4k BroadBand1 -

Page| 1 of3 Displaying 1 - 10 of 30

8items | > X

ITTER PACKET LOSS
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning
Warning Warning M
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BB

STEPS| 28N R IEREER 5, Wk N F AR 7 DL & B TR i B A D O PR I B IE S B, )
U, Internet AR 55 A4 FH O BE R -
o BEVHEILLT R Internet RS 4045 18 FHFE B B
o EFELLELLT REEER RIPHER, A Internet AR 55 HP AL H OB 755
o EEEHEERE I UL T N R PR E A B, IF TR RTIER RIRESE Y, B
HZ2 /D72 m .

App: ssh (O] =]
Traffic Characteristics

VPN Cluster: ClusterHub245 - Site: Branch20 « Profile: branch - Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33

Traffic
8G
3 S
BroadBand2: 31% ~_ s \ /\/\_/\

0G

09/15 09/15 09/16 09/16 09/16
16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
~— BroadBand1 BroadBand2
Links Used
- 4items | = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1_010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A %fgngB/
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A %1025%?8/
007099000012451 BroadBand1 Cablemodem ethernetl/1  tI_010.. Tunnel SCP  N/A %1824628/
Close

STEP G| 7 5 BN R 2 B (K138 AT IR BLF AR
RELRAR 7S AL I8 B A0 ot 5 iC SR e e ) A

1 FERUERHECE TR B A A BEBR 30 70, Bpaly LUK B % LAVE A0 A58 72 AP JR2rP 5 5 1IN 7]
HEZE P I BERRASAE. GEIR . B MBERRELR) , CUHE I AR 7 S e iz 4R
OLAEAR . EMRGIY, FRATEFR KRR UK U1, AT, 6 E K H 0 b st
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BB

SRR FRE PR g A i A B A I B BRI . PRIk, TR S5, XAt S SO AR
Fr i B R A% B R — A e B 1 SR A
o=

App: ssh

Traffic Characteristics Link Characteristics <
2020/09/15 14:37:33 - 2020/09/16 14:37:33

VPN Cluster: ClusterHub245 « Site: Branch20 « Profile: branch « Link: tI_0101_007099000012371_0102

Latency
800
Link
9
= == Link Down
gg O *
8= 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Latency Baseline - 440.00 ms.
Jitter
40
Link
3w == Link Down
EE 0 *
=¥ 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Jitter Baseline - 20.00 ms.
Packet Loss
40
4 Link
ey == Li
$S o . Link Down
< 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16
£ 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Packet Loss Baseline - 20.00 %.

Close

2. 7£ Traffic Characteristics CBERRAFIE) JEIAR o, EFS —MEMR DI BB RS, it
AR, BRATEBRRZALUKM V4. RATKI, ERHEFRERATHEER S, LK
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bR

VA FESE N FRE e RIS S E R T BCE B . X N R Fr I R i P e 4% [ 31 DK
M 1/1.

PIASBE AL P S AR OUR PR AR BME, BRI, SRR PPt i W] AT SR A%
BATROL R GF HUBERS, T T 250 VPN SEREAZ 25200

| App: ssh @=
Traffic Characteristics Link Characteristics x
VPN Cluster: VPN-Cluster « Site: Branch50 « Profile: branch « Link: t|_0101_007051000118905_0102 2020/09/15 15:01:32 - 2020/09/16 15:01:32
Latency

800
-+~ Link Down

(o] * Date: 09/16 00:01:54

Latency
(ms)

09/15 09/15 09/15 Latency: 500 ms 19/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:C $:00:00 06:00:00 09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
Jitter
200
-+~ Link Down
-
v wn
EE o .
=
09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Jitter Baseline — 50.00 ms.

Packet Loss

80
[ -+~ Link Down
S
TS o .
8 09/15 09/15 09/15 09/16 09/16 09/16 09/16 09/16 09/16
& 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00 12:00:00 15:00:00

Packet Loss Baseline - 15.00 %.

Close

STEP 7| fEtfyse SN FIFE PR e 52 5 B SR RS 128 RS DA e ol J8 4 2

o B LR A RE AN B VS O O e I8 I R R A S I AT DA T R A R 1
ABERHS, A Bh T 6 DR LIRS PP AN P AR08 AN 2 52 IS AT IR DL Bk AR B B RO 52

o AR AU R E LA TG BB AT RO . AT RERBATROLBE AR K, BN L E
MIREBR SRS . Bldn, WERIE RN RIRE e A A fE I 18% Hod t = R I A e F 44
B, SR 10% (8 0 25 5% BRE AT RE 2 3 S50 F R e e P e £ 381 08 75 45 P A A B

© BB Internet IR SR UERE (1SP),  ff e o 165 00 2% (14 52 00 2 7 680 HR A A0 48 1), (B A ZE A A1)
AR R T Y
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T2 462 1) SD-WAN B 2k 1

BEIEH T SD-WAN 2.1 1] Panorama i &A1 1, SR G % M8 DL 2D IR+ 25 14 ) Panorama Al 52 &
SD-WAN [5 2k 5% .

STEP 1| %23 Panorama ) P9 25 R4 BE 3 o

STEP 2| Fheffsn sz H Sk,
* 4 Panorama i%4% b H B 2 H S U EESS
2 Panorama A< 4% BB W I T+ 2 H B EE S .

STEP 3| FHEME) SD-WAN LB kK .

@ TEABBI KL, AU 10D Kb PAN-OS1000 7}475) PAN-OS
10.0.1 sl 5wy RATHRAS o 75 Uo7 K 3 2 BT THER 53 S B KRG mT RS B0 152 1 I R
$£ (Panorama> SD-WAN > Monitoring ({548 ) , H SD-WAN e o R B

Ry down (HER]

4 Panorama i&42 b HBERA s T2 B ok 5
* 4 Panorama 7 1% #iz H IR ) T2 B K 45

STEP 4| Fhg4a ) SD-WAN 4332 195 k3% .
* 4 Panorama % [ HL I I T+ 2 B Kk 4k
4 Panorama A% 4% BRI T+ 2 By kb
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https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-notes/panorama-plugin-for-sd-wan.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-panorama/install-content-and-software-updates-for-panorama.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-internet-connected.html
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/upgrade-firewalls-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/deploy-an-update-to-firewalls-when-panorama-is-not-internet-connected.html

bR

H2% SD-WAN Fd

T2 22 36 1E £5 Ff) Panorama™ & 2 il 45 25 AP KBS (fd A SD-WAND _EFJ SD-WAN Fdi il A .

152 % Palo Alto Networks Panorama ffif e 22 VEH S, & H s SD-WAN 4R A BT 75 1 Bk
PAN-OS Jifi A< »

STEP 1| % 33| PanoramaWeb F 1 .

STEP 2| F+4 Panorama -] SD-WAN {4 il A
AR Panorama N T 1 (HA) BCE, WIAE Panorama HA X} &5k & FEE XA P IR,
1. 3%+ Panorama> Plugin (#ff}) J Check Now (GZLEI#?) it sd_wan #HfFRA
2. Download (F#) Jf Install (%% HHTH) SD-WAN FE{FRRAR .

STEP 3| mirhzedsiififh A )G, &FE PanoramaDashboard (X FHR) FHLEH HE S /NS4 I6AE
SD-WAN plugin AR TS Bon & T+ 2 1) SD-WAN FEfERRA »
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https://docs.paloaltonetworks.com/compatibility-matrix/panorama/plugins
https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface.html

PR R

H1# SD-WAN Fd

N Panorama 5 F I 45 28 17K SD-WAN i1, 14K SD-WAN 4f14-d & M Panorama fitl i, 2%
J& 7 e T E1 Y, SD-WAN FE1F .

STEP 1| % 33| PanoramaWeb %1 .
STEP 2| & fo¥F BGP #£ SD-WAN H 0 Fll 93 32 2 [A1B AT AT AR] 22 4 S M )

1. ¥ $Panorama> SD-WAN > Devices (¥ %) >BGP Policy (BGP %) , AR5
Remove (HER) 24 SRES M

2. Bl OK (i) (RAFIEHITCE .

STEP 3| 4 Panorama> Plugins (#fiff) , #X)5i%#* Remove Config (ML E ) T SD-WAN ¥
k.

STEP4| %% Commit (32%5) , #RJ5 Commit and Push (335 F:HEIE) ME B o e 3152 5 Bl ki

STEPS5| uUningtall (¥#1%%) SD-WAN #dift .
EFR Rk SN 3, SD-WAN FEfi, i 8di OK (FfiE) -
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