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— HAr WAN, H MR ZRT (DIA 2 VPN B&3E) . (bnid A fiFRid B R~ H 707 AN
[MAsic iy B EE N Rz 0, )

* Path Quality Profile (E$f2ii fficiE L fF) fEEie KAEIR . Frah Mt ERRE. it
EHIORBARC IR, b5 ES T 2R HARESE M sAe. BT DUl U seiE (&,
e BR) ARG KA, RS R AR I PESEON ST G IE SRR ST R B S, SRR FOR
AE— A A SD-WAN SR 5 [ BR AR5 e L i SCfF 5 DRI, J80n] DI N 22 HoAT R[]
RHFER . MR%s P50 HAR DXIORIHT P 0 R HE AN TR A BRI A

+ Traffic Distribution Profile (it i/ K BCIE SCHF)  FRE RS KIS A0 {n] 45 224 B 5 34 B A Bk B A2 o i
SRR, 0 E T i R AR . W LR TE 70 RO T4/ N AR Bkl IR, IR 6T
Sk MBRIE SR P 20 R BC I SCPE ., Dt 2o R BC e SR 0 TR0 7 R s

« SD-WAN Policy Rules (SD-WAN SHE RN GFETMioc %, SROFKEREE B il
BSOS PR HARRUH D B s | B AR 5T B O SO A i o Rl i ok, D%

I 5 By KBS A R @ T 2l B L T3k T N R 7 (1) SD-WAN B ARig . Ghn] L
1r SD-WAN SEBg 8 5 | 1] SaaS Quality Profile (SaaS Jii & & % {) F1 Error Correction
Profile (ZY&HACIESCEE) o )

BEARIE O 7 oCR 2R %, BRI w0 K ik, RIeTHITERY SD-WAN i,
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R SD-WAN fil &

TR TR T SD-WAN (197 % Firbu DBl KBS e 8 Pr b gE R, IXRE,  wha] DAE A CSV S -4
it Panorama™ R, KSR CIE HE R 2 B kB

STEP 1| tHRI7 MO AT E . BERK 2R A IP Mudik, A Panorama JFif, #8445 —/>22y SD-WAN

B CSV, JRAEH IS SRS R

1 s (0 3elirben) BhKEGH ft,

2. fEMRLE 7y S SO UE S 5 AR LB A9 0 SRR B S B REH st E— > VPN
FlE, BN, nT DA B 1 s S RE AL 28 VPN 420,

3. MRy SR G S HF) ISP BEES RN © ADSL/DSL. BRI GI A, DO, 6
#f. LTE/3G/4G/5G. MPLS. /B4 T WiFi,

4. BRI ST R RO RN AR T8 (Mbps), - LR A0 i SF i 6 SIC ik 26 1 7 7
T BR 2 Tk, 8% ISP BEER A e K M EHT A% 45 58 (Mbps), A0 RS TE ZACE QoS LAFE
TR RE R B, WIS BIES % 0 i A

5. WUEFRA B A B 7 S2 B KBRS 1P ki, B KBS A AT AE Internet L& i
AT IP Mk, 3XFE, BLEEJS T AIZ 1T T Internet 1Y IPSec &8 FE 11 TR - U

Ho

ISP i P 9 8t 4 DA AIET i 5 19 Bl 9 LRI U

IR B 7y B St 2 1 T NAT, it NAT g4 7 LB
By it e oy IRKE g2 IPSec s, g e, w7 s NAT g
05— R I
6. el SR LBl KRR B AT TR 7115
7. B AN I I L,

@) ARSI LUK R 11 A R ORGSR, DU BN 5
gy, Ethernet1/T pasw rn p g5 i i 22
8. iyt R SD-WAN ¥ &1 i 4 20%2

@ M L A AR i R, SRR T s VPN R 2 ik
SR A A P G K
9. WIRDXER L ERLIEE SD-WAN ZBISERE, U ATl HE AL X S 51 SD-WAN FE4AF T
B PR P B SCIX o, AR BAT [X SIS 044 g IS £, AR I,
MEIEEN 7557 AR DXIRE] Internet (1350 SCIX Ik,

fecks 1 OV el A o502 (6 s 24 SDWAN ey s -
P BRI (bl o BUEEITE X (TR X
AR IR, AT RITTE . AS e, sl 1D DU R4
HI 2244 FK
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STEP 2| TR RAA i 6 (10 s R AN VPN 22 42
IS EEEANGE, T LR A PR A 5 F A SD-WAN REAEZ 1eh, AP T BR AR RN
b B2 AP Sl ANGR AN BB R, T DAL BB B T I ) RN A2 e N TR e i e, i
SD-WAN £z I LIE S AR BT R AR IS, v DAGIEEARGE . B AR ] T ARl
HATHELG iR S RUFIAT Bl SD-WAN SR A BRI BERS R Biltn, & T LB A A e
BT PR ER A, IR L T I M s R G B IR 55 10 G A v,

STEP 3| ARUHM4(4 1] SD-WAN F1 QoS AL 8 HIFLF

1. B 9 JLER Ok SD-WAN FETIRI S ) Mk 55 S f TR SEIR U N TR Jyr o IR LB R T A
5 S R PRI, HLAS 2 (e B ORI FLI HH B M b

WS S % AR S BURG) BEF RL 7 R, s T LA e SD-WAN ez 17 11

JE RIS RE R,
2. HRRTEE QoS M LU iy B A eI LR, 3K G N R L e R IR D e ol e IR
RRUR P N FR T

NS5t SR RIS A IR S AR S R R4, ] LA SD-WAN sz 17 ik
Ja s R o

STEP 4| ity Ar F Bk BT AL sl B B ), AL LB B e s B % I ) e T B [R5 5,
1. P BERR AR AR IR, BRIV I I i dre i 0 PR A B B SR TR B B0

* Aggressive (BURITY) — Bl Jchid DU AR PRI AT (5 22 51) SD-WAN $E R4 11
it (BOANERERD 7RI o BUSRAY BLAGE T B AR B e SR B B G (X
Pl oL &, ST SRR O s A e R B DU T DB A TN A B e B2 . BRAR S
{6 RO A R B A 5

* Relaxed (FEIRMY) — B KA AE LU BCIE O PRI A o BRI i £ 2 [a] L2 20—
ANTRCERY 7 PRI ], 3 6 A B AR I PR AR LEAE AR R A B N S, FEARAD RS
Aol SRR T IS R, 1A ol LTE SR3s 17 UK S BT BEES, ol sdher P A 415
G AR T TR L o

2. PR KSR — RS T AR (L e 4, LSRR S 2 O e o E B I b
PRk BE R, (INRA ZAMEIEEERS)  HINRF AR Je 2

Bilhn, AR B St LTE SEES RO S n — IO BERR CEUAE HROMY) T8 5 B I
AT, soese 2Bt , A, WA L MUsgaR s kK ik, R LTE
R EAOBRICIE T 70 ARG IE ST RIARIC S 11 e — (7

3. X TN AR MIARSS, W EARIE I PIROLRE . AR IZ R, R B AR B Y
WBALRRE, DR KOS — T EsAe (Mbaders) o BRI EiE QUEA
10-2000ms) . £}z GEHIY 10-1000ms) MR 1 %515 7 ke,
XL A AL A 1T DAAE SD-WAN SR b g I AR i i S fh, — FOE A
B (Bt Rk BIEhai@R) , B kER VERCI sk $ET B ik Az, Billn
2 FTP dla tok X XYZ I, 8T AR —ANEIR/ st/ 8 1 & K BME 70 5 9
1000/800/10 HYE& A% 5T i AC IE ST AAA (ERUN 1 vl ] 3 2 FTP Btk B 95 1P kit
10.1.2.3 if, ] LAG A I 7050l 9 50/200/5 1% A% 5T & i S #F BBB AR 2 vl
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4.

Mo e edoe s BUETT 4G, AR TE N, Ay X X LE BRI A K R BRME B
RS, RHFE P ] BE 2 A VB AR

RO PR R PRI 55 A APEIR . B SD SR (0 A IR, B, BUAF
B2 TR ST L PO 0B, T LM IEIR A 3, (XM 0 B AR, X T
PR . ST LLERCE SCPF o BT R B RO MU BN TR, IRAEIR. £H3)
FIME 0 T O RURIE R S — RERD, B SRS SR B, SCR BB
LA

fiffy A e 7 AT BRI W] AN R Jy 2R 55 B 3 = ik

STEP 5| i}%l Panorama <5 HiHE 2 %1 70 7 Rl b0 DABHAS % th 70 52 Fiebu 22 Rl H Y BGP i i,

1.

2.

1% BGP B hifs &, W 4 7 HE RS 'S (ASN), AN KBS AL T #Adry AS

v A —ME—19 ASNL, EAE,  BEANBG K BEIE A A —ANME 1 28 1D,

1E 8 ] BGP 1953 b (i i BGP 1% s i SD-WAN 2 ij, % 1% SD-WAN 4= 1%,
) BGP Ad i A2 58400 BGP Al #h2%, Filan, 245109 BGP AS 555 1% 28
ID B {F N SD-WAN 4% #8518

WAL T BGP 248K, 151X T Panorama 119 5 £ Bl i ) B2 3L 1% ph A i HE
w2, Bl LIAE o R Z R T s . U520 Panorama ffifd: T4 BGP
fEE, R0l iy BB P Hh 2e SR AS IS P TRR A& e B nT

STEP 6| #E T SD-WAN [ERIE11. SD-WAN SEEH . Hi&E A/, IPSec &5 (f45/CHR

ID)

« IKE %1453, BGP MRS ES th . BGP & thix S by 1) S il 7, DAR ) K a4

SIMERE (App-ID™. HHp. IPSec. fig#) . WERIEFT I 2 RO B K s IS S

Pt

SD-WAN %5 L R |
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TR SD-WAN [ILiE f5, 2% SD-WAN ffiff, FE%E Panorama™ 45 B R 45 w8, DASErhid ot
ik 41 Panorama, ] LARE(SAT B SD-WAN & B 7= A= 19
ATRIL, AT H B I T S i e s DR

A7 =2 Bh K B YD SD-WAN BLiE
WELEORMIZE T, ] LU A I e IR s

P FIRCE

SD-WAN 1= it 55 VSYS i)y ) sty %A g 101 5 Gy SD-WAN i

44 SD-WAN F 1
WiE FT- SD-WAN () Panorama FlIB5 K 1%
O (5 B bR il
Al SD-WAN 2 1L 5 S
A& SD-WAN Y7L LI N £2 11
(%) A SD-WAN J & 5 45 LR B2 1A 732 1
(FTik) A SD-WAN BLi 28 3 )2 F44 1
fili& SD-WAN 452 1
B4 SD-WAN £z 11 RN
M SD-WAN i 6 757 3 i i S 1
fic i SD-WAN S A
FOVF AR 1B F2 52 AU i B 5 74 51 MPLS i 2%
Aid & DIA AnyPath
7y RKANVEEL 2= 1
s SD-WAN 1% %% Panorama
nfik) A/t SD-WAN s FRCE 2 BE R s
(H 1) fE SD-WAN 7) 37 ERdiE 2> BE L 2
(nik) filie SD-WAN HA % 4%
B VPN 4E1F
J1I DDNS iz 5561 i 4= R VPN 23T
(1T3k) Bl SD-WAN # & th
(1Ti%) > SD-WAN [t i g 25 % th
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ficiE SD-WAN

#4E SD-WAN Fi

DAZRL T SD-WAN 48417 Panorama™ 45 BRI 2% RS & F145 B SD-WAN F052 i 46
[’y Panorama Li%#23) Internet, L] LAE #2 A SD-WAN T2 SD-WAN it Ffrs 22k
1 Panoragwa RIR S es b, IR Panorama A EEZE] Internet, &1 LAM Palo Alto
Networks & 7 F5 17 F#; SD-WAN $#ifE, k22354 Panorama 5 B 4528 I,

» {f Panorama i%#% I Internet Jii %24 SD-WAN Ffif:
* {f Panorama Ki%E#2% Internet 224 SD-WAN it

{f Panorama i%#% I Internet Ji5 %3 SD-WAN Ff ¢4

A5 234 SD-WAN $if4:119 Panorama™ 45 PR 45 B8 lic i A1 B SD-WAN %%, Panorama
EREF) Internet Jio, AT LLIEEE M Panorama Web FLifi N #FiZ24E SD-WAN ¢k, A1k e
TELEA PR SD-WAN Bk E51% Panorama |-, AN 23S/ A ORI 7 B ks |-

STEP 1| %%l Panorama Web #ti,

STEP 2| %4 Panorama > Plugins ({fif}) , %% sd_wan #fifl, FHAEBANHEEHIT Check
Now (W HIKR) .

STEP 3| Download (F#) 3F Install (Z%:) SD-WAN #iff,

STEP 4| zh4:d: SD-WAN Ffifh )5, ik Commit (F£22) F1 Commit to Panorama (252 %]
Panorama) .

WTCHATIOL B, BER T AT L i T g 52 31 Panorama,
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ficiE SD-WAN

STEPS | (1A HE)  JE A7 SD-WAN WL EE Az H S IdSRe A

» M-Series %% — Tf5 M-Series &2 FRACHXT 8TB H Gidxigd:, 7t RAID 1+,
1F AV N AT Panorama W1 SD-WAN & BRES K BERF, D420 8 28— 0 il
A0 F BEA7-fi% SD-WAN W A 553k
1. 363 Panorama iy 5517 A ifiil,

2. Eﬁﬁ M-Series %24 2N G T — X H S TE S0

> request system raid add Al

3. IiEH &id3 Logging Disk Pair A’y Available:

> show system raid detail
2 RAID W S, 2 s LT e B :

Disk Pair A Available Status clean Disk id Al
Present model :ST91000640NS size :953869 MB status :
active sync

4. B oSl E N T T H IR SR

1. %+ Panorama > Managed Collectors (Panorama > sz Uc#E88) | Riagmta H &
e,

2. %4 Disks (B&fL) , FF Add (Fshn) ANES,

3. Hili OK (i) PRA7F gL,

4. % Commit (3£%2) > Commit to Panorama (££%%|] Panorama) , Jf
Commit ($£25) Wk,

5. 7%&# Commit ($£25) > Push to Devices (HEEFi% %) , I ERSAH, KRG
Push (#Ei=) &9k,

« Panorama ERIK & — MR “AVEREEL” R T Panorama ERNR A, IAZ0KG 4t
R gl 224GB ¥ iEA7fiti SD-WAN WAL &z,

STEP 6| 4k&iE 1] |- SD-WAN [1J Panorama Fl1[j J 5% DL GG c i 43 1 SD-WAN ¥

1 Panorama AiZ¥:% Internet B 2234 SD-WAN ffif4:

D F A SD-WAN $ift1) Panorama™ & BELAR 45 28 fid i FI45 B SD-WAN 5%, 4125 Panorama
M AEDEE] Internet, 44 Palo Alto Networks % /7 7 #7171 M4k SD-WAN #fifE, Ik H BA%
#l Panorama, 4G E HAE LB ARG B SD-WAN Bl kK R% 1Y) Panorama [, N3 25 05 5 BN
ORI 32 Bk hs E

STEP 1| %34l Palo Alto Networks % )" 745117,

STEP 2| i%&#% Updates (1) > Software Updates (H{FH01) , Rio, EffiiksktE FhiglsEd,
1#¢ Panorama Integration Plug In (Panorama B0 4d) .

STEP 3| 33 1% SD-WAN Plug-in (SD-WAN #iff) .
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ficiE SD-WAN

STEP 4| %%l Panorama Web # i,

STEP 5| i&#¥ Panorama > Plugins ({fif}) , Jf Upload (I:f%) SD-WAN i#fiff,

STEP 6| Browse (M%) JEEFIMNE L FFITTF MY SD-WAN #fifF, 2AJ5 i OK () .
STEP 7| Install (‘“Z%:) SD-WAN it}

STEP 8| zh4:dk SD-WAN FfifF)G, ik Commit (F£22) F1 Commit to Panorama (252
Panorama) .

WBTEHATIOL B, S BER BT A L I T g 52 31 Panorama,

STEP 9| ({7 M) J3 M-t SD-WAN B A I 7519 A G sk it

* M-Series %% — Jir5 M-Series & % BIAFREC X 8TB H Gl kAL, £ RAID 1 1,
1E “AVE IR AT Panorama iy SD-WAN 45 BB k 5% ), M\éﬁ}ﬂfﬂ% S H s
T80 F BEA7-fi% SD-WAN W5 #8  f2 ,
1. &35:%) Panorama 55 /7 AL ifl,
2. Ja ] M-Series W& EN AR — X H G0 R BE AL

> request system raid add Al

3. IuFHEid3 Logging Disk Pair A’y Available:

> show system raid detail
2 RAID Wi S N, 2 s LA R e B s

Disk Pair A Available Status clean Disk id Al
Present model :ST91000640NS size :953869 MB status :
active sync

4. ¥ BRI vsoE el T H SRR
1. i%£% Panorama > Managed Collectors (Panorama > “Z/5 I tE28) |, RadmiE H L
.
2. j%&#% Disks (fi#i) , 7 Add (&) FEANFES,
3. i OK (i) RAFHLL,

4. i%&# Commit (f£4¢) > Commit to Panorama ({£4¢%l Panorama) , Jf
Commit ($£22) W dk,

5. % Commit (3£52) > Pushto Devices (MEZFIi%4) |, EFICERH, Ko
Push (Jt) &1y H K,

» Panorama fEfL% % — MEAE “AVAF R R 1 Panorama L4, WIAZI0E A 40
it %l 224GB ¥ #ef7-fis SD-WAN a0 E 4k

STEP 10 | 4k&: 1 1) 1- SD-WAN 1 Panorama F1[j < 35% DL 4 lc i 45119 SD-WAN 752
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ficiE SD-WAN

wiE T SD-WAN [ Panorama Fi k5%
TRUAFLITE SD-WAN F08.2 ], 25BUH 0 R /3 21 K (F AP B N, JF AL T B A
FHBCE, DU SD-WAN [ficid #E2 5) SD-WAN Bl k5%
o HIEN SD-WAN [ K35 1F N2 8 B A& U
o G SD-WAN X 2% i b
e {F Panorama g1 @ TIE X [X gk
+ G SD-WAN &% 40

B 1511 SD-WAN B KBS E N2 8 B 25 VR

FrIAECE B SD-WAN 5855 2 fif, A5 2045 SD-WAN Jdifl:, B DRl 2 2 B KBS (F
N AR INE] Panorama™ AT LIRSS 28, AR I SD-WAN B KBS 1E N2 45 % 4% Vs i &)
Panorama™ & BRIR S5 28, A SD-WAN YFnTiE, LU TG K BE) SD-WAN Zh{E

ER IR SD-WAN B KBS N2 A B4 R Inist,  AZRAC i 2 1 kB, DU R H G E)
Panorama, Panorama MACE H &, i Hodi DUCBE M E A0 & 45 T AN (S S, B
15 SD-WAN TR 5 I 6 18 £ RS 2

AREELAg () Panorama i % o it A o 1 SD-WAN s sty G e gz,
p Panorama gz wy L3y i) PAN-OS 5 5 8%, BN PAN-OS 55 ¢ s )t % /1
IPSec [z 1) 37 ja) Panorama (g ¢ Panorama g g rpucy/ 25 3 WLk 2 ia) iy SD-WAN
Eizm { TSR 73k, Jes T LA Panorama g g 46 B8 hn 2w iy ), )G
N 35 s 7 ol B

STEP 1| J3zhP)ski% Web # i,
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ficiE SD-WAN

STEP 2| b1y SD-WAN ¥ v 4F LU F B k3% -1 SD-WAN ZhfE,
BT 5/ SD-WAN 355 b (i FH 19 AN 5 RS 60 o BN ME— 1) S A B AE A A SRS VF v iE
@i, anFAG 100 NGk EE,  SEAZESE 100 4> SD-WAN HE0TE,  Ff0# ] 100 ANt — 1 £ 43
BEAE RS 20 MBS R AN k83 11 SD-WAN ¥ 0T 3E .

o

w1 VM R g, arks SD-WAN g g foami i ey VM 25185
g, g1 VMR g g o g VM 2 i 1 SD-
WAN s g3 53T (1D,

s SD-WAN YeapiiE (i shfias,  DAgksgt (1) SD-WAN, it SD-WAN yewp i

B, 4 A DA R I

. %@@WW(%ﬁ)EWMEE&N,%E%%ﬁ@$%ﬁ%%%%%%%
Mo

* faity SD-WAN i g Rk (ARSI,

B IS B S TRV AR, A 1 R 2 WS RN

RSN T R R R TR RV S 1 TR S k) Panorama

* SD-WAN ez i B st A

* L SD-WAN B2 11 1 g i) 20 4546 0 LA,

P L R AV TR I R R L

* iRk Internet ik i sEi bRvERS doofn ECMP (iR CuciE) v,

STEP 3| ¥4 Panorama IP Hiidil- s in £ 55 ki .

1.

1%+ Device (%) > Setup (¥i%) > Management (F5EL) |, )5 Edit (%
4) Panorama WI&,

(e — N7 Be b A Panorama IP Hihik,
Panorama FQDN R FHE T SD-WANO
(1) R CAE Panorama thBgiE = il IVEXT, 1E RS AN B bR AR 1)

Panorama IP Hhlik,

K 5145 745 Enable pushing device monitoring data to Panorama (i JHHE 728 ¥ 4% W e %k
#2%] Panorama) .

By OK (ff7)

6. Commit ($£22) ™k,
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STEP 4| [l Panorama %) H G K
SRR PR S S, TR H BT SD-WAN Blj k45 %% /& 1 Panorama,

BANGOL R, AR R R s T s, e shs i HTTP/2 gty o (i
i HTTP/ 2 st ety 40 i S AT AT 4 1, IO S AT 6 45T (o] I3 FH R FE U
i, ki, HTTP/2 g sy it AR RN T2 DR B R B, BB R
HTTP/2 B O EEE L, 55 Palo Alto Networks THUWFO

STEP 5| J—/ol /N5 kK% Panorama,
WA R INBS KR E) Panorama 15 S, 1S B KT A2 8 5 & s

=

6.

&%) Panorama Web #i,

1%#¢ Panorama > Managed Devices ("7 5% %) > Summary (ff§%) , 3 Add (s
) Bh kb,

AL KBRS0

TN SAE BT 5 e A& AN B B S 25 R Fe v i By k8, B (i) Associate

Devices (SCEEBEA) LUBHTBE KBS 70t 20 A 2 11 8 £ 2H RIS HE RS

Sl CSV TN AN k%, &8T5 Import (5 A) , 3f Download Sample CSV (I
WAEA CSV) DIMEAP kES5 )R, X5 Browse (WI%) LIS ARL k%,

Hid OK (7€) .

STEP 6| #%#% Commit (#£22) , #XJ5 Commitand Push ($2523FHE%) MAIALE

STEP 7| 415 T SD-WAN F &b RN kbs oG08 2 B8R 5

1] it SD-WAN [ 45 1 fi

IS ALE SD-WAN HfDy M7y S e i Ay I 48 B i i, S8 A OB Th DB K B B — A
SRR AR R ACHERS , RS 70 SZ B0 KRB St — S B R RIS AR AR o i Pk T2 BRI
LA SD-WAN 5 25 i 9 R A RIR A HE R B 5l b R 351 P A5 v Ca R 20 52 08 P P S A RIS Al
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F SD-WAN i ) fiE X Ik, DA BG KR8 i R i i, RO e X A T
SD-WAN ¥k, NIk, 88 RAE T g b 4k 22 (6 ot A/ X ek, & mT i i i@t CSV S

fF, {EUI SD-WAN 1574 1) Panoramabf B X Isk,  (ARALEH CSV S0, & LAAEfd
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) HEEM) . Zone to Hub (M X1k Z(rh.0)) . Zone to Branch (M IXI&%|)/r=) LLX Zone
Internal M\ DXIEEN Py &6)  BF g X Sk, )

WA S5 O, 7o oD B ks ] DA ke, DA 7E SD-WAN HH mgz b, skl it f
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e SCIX R AL

THIAACIE RS SD-WAN % 25, X FIXAi 61, %4 1E Panorama rhE #4774 zone-

internet. zone-internal. zone-to-hub. zone-to-branch #li zone-to-pa-hub (151
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STEP 6| QUM FHE 70 S HUAS P DX s i A v, BA KA i 70 SZ DL P08 DX B s 5

Ny
Uit

1.

A A R RN
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(SD-WAN $fi¢F 3.2, 1019 2l A Hi T Private Link1l (5% 1) . Private Link2 (%
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LIIEFR S5 Aoy EAT R R T 2 T I o

SD-WAN Interface Profile @

Mame | profiled|

Link Tag - LTE R

Link Type | LTE/3G/4G/5G Link Y

Failback Hold Time (seconds) | 120

STEP 14| (nk) 3EHEBS o n] A5 Horb PR T SD-WAN $2 1 ELIE SCPFRY 2 111 Path

Monitoring (42 117%) 5K,

B s g Link Type (g 500) e A I e bl W dze ik, BRI FH L
ST 1 BT ) S R o ARUM AL Y B A e, TS T R A

Eo

+ Aggressive (FAMY) — (ERYGET T6 LTE F1 B A Z /MW T A BERE ) [ kRS DA € 1Y
ARG PR R = 5] SD-WAN BERKIT J) i, A1 R AT St ) B B S e A FL v gk
1T R IR I S B i 8, 1 (o T RS,

Relaxed (TiAfy) — (ERIAGEH T LTE R TR BERSSY) B koBS R OR PRI B 4 2 18] 2
L) L B [al iy (8] (Probe Idle Time  (BREJUZEPNES[E]D ), AIMTEFE(S BR AR FZE I A,

PRI 72 R B TR 45 ks, B kB A E Y Probe Frequency (FRIINATIR) Kiz-LRBAITE
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Mo IR R S SERE RS . B Z (I oLl (B0, LTE) |, sEAepdits
DA T 48 AN B8 T S,y DU A,

STEP 15 | #%® Probe Frequency (per second) (PEMFR (RiFY) ) |, BB KBS —F N AR s
15 SD-WAN %% 55— A% GUEN 1-5 5 2N 5) BRI\ IE 0] S D 20 17 £
AS SR HEA AR o

(Y IR Panorama g, T R Panorama i ge o i i f i 1L
fpriyy Packet Loss Cigrginta 320¢) w4 L.

STEP 16 | ik #¢ Relaxed (TEfAMY) B4R WaTE, B0 LAV B kKBS AE K RN B 10 5 2 0] TR S 461y
i) Probe Idle Time (seconds) (JEM~7Z /i8] (F) ) (EEIA 1-60 ; Ek N 60)

STEP 17 | fEBE M0 T I B 6 7% Fo B I B I Ve B2 A P IR B I 2 0, 3 AL By 5 55 R I B UG &5 1
i) Failback Hold Time (seconds) (it & (R FERfR] (FP) ) (EEA 20-120 ; BLHAEA
120) .

STEP 18 | ¥tk OK (fifi7E) fRAFBCIE ST,

STEP 19 | Commit (#£%5) , #&J5 Commit and Push (3252 3FHE) HRAACIE ¥ dk,

STEP 20 | W5 fz D’JF”HﬁI MR BARIB A PIRL AR, IR BN T RE - MR IS T PR BEIR . A3
3€1$?H11:. B, ES R R
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e SD-WAN Y781 DL £2 11
f£ Panorama h, ALELUKMEE 3 EEEEE 10, FF )5 H SD-WAN ZhgE, ERdE ez 1, 20
HOrld—A> IPv4 /88 IPv6 il IRIENAUNZEE 0 —NE 2 G N AR, N1
P2 23l SD-WAN $Z 10 2, (SD-WAN X528 3 ERE 28 RNU 5 2 EMZ%, 10
VPLS. )

{diH Panorama & VPN ff£E, JFF4E CSV Hh 3 LM 25 BT, SD-WAN $eifE A1y [ 3
VPN B il (5 A5 SO A R 20 S Rpu DA B— /MR, 2 C 862 & TilE X SD-WAN X,
AELE SD-WAN 7 % Fildbul Z [ B dE 22 42179 VPN B&3E, est, a4 fE i SD-WAN 25 7 sl bty
i CSV o Panorama i A BGP {55, 13 VPN A& ifnE4: % BGP Adi .

STEP 1| %% Panorama Web #ifii,

STEP 2| %% Network (%%) > Interfaces (§211) > Ethernet (LLKM) , M Template (#i
) BRSNS R R RS M, RSN g S (B, Slotl) |, RS iEFEEEN
(i, ethernetl/1) .

STEP 3| i&#% Interface Type (321128%Y) 4 Layer3.

STEP 4| ¥ Config (liE) kWi F L, X TEg#shg%, %% Virtual Router (FERLESHES) S
BB th oS, X T g% g 1%, 1> Logical Router GZHEISHES) SO — 1
RIS,

STEP 5| Zrld—ANaEH TIEBCE 2 01 Security Zone (424X 1K)
B, ARECE RS ISP EATEERS,  Bh A AUHIE % g DU R B2 CUBEE AR TS X

STEP 6| iAfr IPv4 #2100 L3 SD-WAN, 5%+ IPv4 L1 F, #&)51%+% Enable SD-WAN (2 J1]
SD-WAN) .

{li Fl SD-WAN #fift 3.2.0 J 0 EhioA, %] Lo =7 £ SD-WAN (1942 115 2 B i PuAS 1P il
Ik, SD-WAN $fifF A2l FHACE R 1P k51 & by 28 —A IP Hihk ok 61) id SD-WAN B&E,

SD-WAN Y% & F KSR aE—N 1P Huhk, 2851 by 4% 1P i hk,

(DLPRE HA T e fesay N SD-WAN $ifEflcA 3.2.0 B4 3.1.0 s INRCA, /24
B2 (BUANEEL: PAN-OS F1 SD-WAN Sl hleA) 2 ai, BERIMASES K L HA 230/ #8hkd

L
H.o

STEP 7| X T IPv4 20, kFEHbbE®Y) Type () #EI.

« Static (F&) — (P 7B, Add (I gz iy IPv4 Mtk g g s, ] DL E
S (B, $uplink) 55— R IHHE—E ], B A SE 2 SR Next Hop Gateway ((F
—ANER S E) [ IPvA sl CERRIRIE AT IPVA HSE) R —ANBR ) o F— MRS R
5 IPv4 il T —F b, R NER S RS ISP AE S8 W S R 45 i) R 48 2 i ISP R
B 2S Y 1P ik, e b kRS R R DAE A ISP N 2%, i &k A Internet FIrfu g R —
ANER S IP Hihk,

« PPPoE — 4y DSL %%1% Enable (j5/fl) PPPoE H45iF, %#i A Username (JF44) i
Password (%4f4) , Jf Confirm Password (ffii\ &%)

SD-WAN A5 iR §5 1 3.2 37 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/panorama/11-0/panorama-admin/set-up-panorama/access-and-navigate-panorama-management-interfaces/log-in-to-the-panorama-web-interface

fili& SD-WAN

« DHCP Client (DHCP % f%i5) — 2 DHCP 420N ISP 8270 il — AN BN L, FR
AR E . ISP L ENAS IP Hidik. DNS RS 2SRRI R DG 26 B =2 1) 2 50 e 1

/Bho

O

R e gk DHCP o pgs - (ayerpu e b, S8 5l /e
Static (#45) ik~ DHCP % pagm == Palo Alto Networks DDNS p 4
raetet ] DHCP 5 vbuty il o 1 s s b mT DL o R 1 30 0,
P Hyfi it DHCP P gy 12 ik A<y jg DDNS | 5t b g o DDNS g 62541 9654,
IR 2% T RE S T4 b N ) SR e A 1P ik, A A AT S A S S s
AU, RS TR FE 48 148 (T % e 8,

Ik DHCP g pag ik ) 4 135 Automatically create default route
pointing to default gateway provided by server (| z 617 45 5] Il 55 28 BT L (L1 6
UNRESIVE NN DR s 6 0T S AN S DEE

Netflow Profl

Ethernet Interface

Interface Name  ethernetl/4
Comment

Interface Type Layer3

¢ None

Config IPvd IPvé SD-WAN Advanced

Enable SD-WAN Enable Bonjour Reflector
Type € Static PPPOE DHCP Client
Olw NEXT HOP GATEWAY
() "spaddresst " SGW_IPAddress1
() "sipAddress2 " SGW_IPAGdress2
" SiPAddress3 "SGW_IPAddress3
B "siPAddress " SGW._IPAddress

+) Add Delete T MoveUp | Move Down
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STEP 8| Zi{r IPv6é #2101 L5 1 SD-WAN, i Ki%E+ IPv6 L35 . Enable IPv6 on the
interface (/£#211 I-J5 /1] IPv6) 1 Enable SD-WAN ()3 /1] SD-WAN) .

Ethernet Interface 6]

Shat | w |

Interface Mame | W |

Comment
Interface Type | Layer3 i
Netflow Profile | None i
Conhg IPvd IPv6 S5D-WAM Advanced

Enable IPvé on the interface Enable SD-WAN EUI-44 o
s

Type | Static

Address Assignment Address Resolution Router Adwvertisement

SE...
D ADDRESS EM... [ INTERFACE ID AS HOST AM.. | RA NEXT HOP GATEWAY

() Add

Cancel

STEP 9| 7£ EUI-64 (default 64-bit Extended Unique Identifier) (EUI-64 (ZLi\ 64 (74 it —Fx
R ) B, DUERHERIRS RS A 64 (2 EUL, AN SCRib - Beasg 2e N5 g Bt (i AR
FEPELEZ 1Y) MAC HahkZE B0 EUL-64, I AE Vs ik bk} J5 H Use interface ID as host
portion (ffH1#2 101 1D {FAEHLEE ) LT, W BL K HIEZ 1 ID 1F iz hhk v E L 0.
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STEP 10 | Xf 17 IPv6 #2111, EFXfHbbby Type (M) kLM, ih1E#f Static (##4%) . £+ Address
Assignment (Ml 7 fd) HEIF,

1. SREEOEIN IPvE Mtk 30%+ New Variable CHIrasi) LIAIEAS . SD-WAN %1%
APy 11572 FF—AS IPv6 Hidl,

2. frfEn BJE ik

Address 6]
Address | e |
% Enable address on interface
D Use interface |D as host portion
D Arvycast
MNext Hop Gateway | Mone s

[[]send Router Advertisement

Cancel

3. O IDAEANENB—A RV, 1S58,

4. Anycast (fF5#5) —EHEIk iyl IPv6 sulik (B&h) NEE#EaE (%) |, XE
WA AN W] DOl S A AR RS, ARG IPV6 ROR & i 2 e A N i B2 ry 1 5,

H ke 13 e OB AR RN AR N 3R,

5. Next Hop Gateway ( F—BKAi5¢) —Hi A F—ER Uy IPvé ik CI& NIRRT AL
IPv6 Mty F—BK) o P BRSNS IPv6 Hihik AT ] —F R, NN R
It ISP A H W S AR 25 B 18 20 Bl i ISP RN FH 281 1P Mok, 302 B KBS R R I & DA
Vila) ISP W 2% (fe s o] BRI AT Aly) 9 R —BK 5 1P Mkl

6. Send Router Advertisement (/g /=P80 ) —IRBEILIE I ] (ERS KBS M 7E 1
hesm ti b R Iz, X FEN N, SN D S 45 Enable Router
Advertisement (2 & Hhz8mss)  (fF Router Advertisement (P4 hesim ;) I
1) .

7. Valid Lifetime (sec) (CHziAdn i (F) ) —H AR KB N A 209 A (DL
FONEATL) A5k B L2 Tl iaid Preferred Lifetime(sec) (1 3% 4 7 [A]

#) ) (kAN 2,592,000) .

8. Preferred Lifetime (sec) (igik4:n @ (F) ) —# A Bk A Rt bk r i )

(F) , X EMAR kBT DU e R A R R i, fE ik e mEi s, B kR
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9.

RECE I HEAREN T 2, (B A AT A7) (BN 9 604,800) #IMI.Ziif, (EA]3
AEEEH e AR

On-link ({EBE#% 1) — WUERAEAE AT thesfohs B0 B U7 W gl b & ik ny A 88, 16
e A T

10. Autonomous ([175) —R ARG T DU IS 45 & (60 15 g g A E2 11 1P RN G 1P s

fik, TR T .

11. i OK (ffy)

STEP 11 | %} T84S IPv6 211, & Hohl fg 47

1.
2.

w

4.

u

o

7.

%I".L‘If.’ﬂ.u \ldu'l.-|

1% Address Resolution (Ml fi#47)

IR 75 SBAENW 1Py Ho k2 fic 4542 11 2 ji B E iZ s bk mE—E, 1% 5 ] Duplicate
Address Detection (FEE it (DAD) (ZAHN)EH) .

%+ 7 Enable Duplicate Address Detection (J& /H i il A&I) | 155 C RN
AR R M B AE AR R ok (NS) [H]Fra 317 DAD Attempts (DAD 23i0) 9% JEH]
N1E10; BHAMEN 1.

i A Reachable Time (sec) (TJikit[E] (F) ), BRI e Mo al ik il i G (s 4R
JE S F A 5 YA 10 %1 36,000 ; ZRiAE N 30,

#i A NS Interval (sec) (NS [HfE (F)) ) (ARJEERERE) |, ABFEiE K 2 [ A I E K

o JaEN 1 #) 3,600 5 ERIMESN 1

Enable NDP Monitoring (J5 /il NDP ¥i#%)  Llg HARE R B EE, B G, #&a]
LIAE“Feature (ZhfE) "%k NDP Bbr &S S, AP kKBS RBALET IPv6 Hy
Hk. MINEY MAC sk, JH /2 ID FURES (iR oL )

By OK (ffi7E)

Ethernet Interface

5|'.'L|

Comment
Interface Type | Layer3

Netflow Profile | None

Conhg IPvd IPvé SD-WAM Advanced

Enable IPvé on the interface Enable SD-WAN EUI-44 (default 44-bit Extended Unigue Ide ~

Type | Static

Address Assignment Address Resolution Router Advertisement

DAD Attempts Reachable Time (sec) | 30 NS Interval (sec) | 1
|:| Enable Duplicate Address Detection
|:| Enable NDP Monitoring

Cancel
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STEP 12 | MR ER A v 1Pv6 i il 7 (RA) 152 1 IR e i 4% RA 28, K42/ (PAN-OS
LRATBE R R ) RIS S 3 2 1 AR T G L il

STEP 13| 7 SD-WAN &5 I, E&FE A HR SD-WAN Interface Profile (SD-WAN £ il &
F) (BB —~ SD-WAN £2 FTELE ) IS gz 1, SD-WAN £2 IR E SO B
R RER AL, DI, N EERCE TR 2 1B A — AN SRR BE S AR id . — AN 1 LB
H—NERARIL .

STEP 14 | Hiily OK (ffi) DAPRAF LI 1,

Ethernet Interface @
Interface Name
Comment

Interface Type | Layer3 ~

Netflow Profile  None e

Config | IPvd | IPv6 | SD-WAN | Advance d
SD-WAN Interface Status: Enabled
SD-WAN Interface Profile | WAN1 -

STEP 15 | Commit (#£%5) , #AXJ5 Commit and Push (258 3fHE7%) HH9HECHE ok,

STEP 16| (fVfit SD-WAN F2hiilie) AliE SD-WAN R 1, R A3 VPN, AR5t B 3h
VPN i 4T,
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AN SD-WAN i & B4 DO 2 0 /182 1

1217 PAN-OS 11.0 Il SD-WAN #if: 2.1.0 Hy¥VyBRERS K h& 2 Fr 24 LUK K (AE) £211 1) SD-
WAN,  DACEH S Dy SD-WAN 5 K85 45 1] LU AT B2 R 6 T Ax i W B DA 422 1O 2% 45 42
M (RZE) o SD-WAN 28 AE 21 (NRJE i 42 10) o BT DIEIEE 142 0y AE #2110,
HonJ LA A ISP RS 3 182 ki rhnid, DA Bmig i o B, Nk, &/ ISP flkgs )
DLEE 2 A S S ol 50, I ETRE XN LA % — XL HDELr. 28 3 2 AE E2 A 5k thas
FE, W FEPrR

Fiber Service CPE,

sdwan.1
VLAN107 ae1.107
w/ profile
ae1.108
Cable Modem CPE, Layer 3 wi profle
>‘..'_:
psLcPE, N\~ " (ae1)
VLAN109
Hub or Branch
sdwan.3
ae1.109
w profile

D) VM Rgis ks sk AR g, Ao AR gz n SD-WAN g, 755 155 kRS
Xg’ 551 SD-WAN 035075 3715 kst g 1717 — VPN 218, B YM 25055 kRS 45
e,

TpE 1 1A% g PPPOE,

STEP 1| &% Panorama Web # i,

STEP 2| #1%F AE 42 N hg R4~ ISP 3EEE (T8211) idif SD-WAN £ I 1 LUE SCHBERR &
Mo
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STEP 3| BIH AE #2114,

1.
2.
3.

4.

£ Network (%%) > Interfaces ($%11) > Ethernet (LLAM) |, #%Ff Panorama
Template (Fit) , X5 Add Aggregate Group (INEEG4H)

X} T Interface Name (11488 , WEHAPRREGHNET  UEA 1 E 16,
%t Interface Type (F£11287%)) | iEik# Layer3 (B3 2) .
By OK (17E) .

STEP 4| ¥wyBis: Ny B I &4l

1.

£ # Network (%%) > Interfaces ($11) > Ethernet (LLANM) | RISk FEE Al %
BEHMEED,

£-%F Interface Type (#2112871) i%&#¢ Aggregate Ethernet (Z245LIAM)
EPIE GG Aggregate Group (B8&4H) ; #ilan, ael,

7t Advanced (5%%) &Ik, 1+ Link Speed (8%1%# %) . Link Duplex (4% X%
T) Fil Link State (BEPSIRZS)

By OK (ffi7E)
X S Mg B G R 4 D R D IR
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STEP S| X T REGH, QI A HER IP bk 320,
1. i%&F Network (M%&) > Interfaces (#:11) > Ethernet (LLAW) |, HH B REBAEE
I, plhn ael, X555 FECH R Add Subinterface (Vshnr#101) .

2. %T Interface Name (#2114 %) |, A at A — D8, ¢l 107,
3. #i A VLAN Tag (bpic) DX FHen, N7 T, KiZiads 8 0 ID REr—

E 8
4. U TPEOECEERA IPvA Mok, iEEEE IPVA SR, 2451 FF Enable SD-WAN (3
SD-WAN) .
Layer3 Aggregate Subinterface @
Interface Mame | ael . | 107
Corr L
Tag | 107
Metflow Profile | None
Config I1Pvd IPvé SD-WAN Advanced
Enable SD-WAN
[ Ena ur Reflector
Type @ st CHHCP Clier
D IP MEXT HOP GATEWAY
"10.1.1.100/24 "l0111
b

WePetitl Type (387Y) : Static (F#74) .
Add (I FEEOW P Mk (R
#i1 A Next Hop Gateway ( N—/NERSIIZ) (19 IP Hulik,

PN O N E SRS IPv6 Hiht, 1E K KIESR: IPv6 i£TiF. Enable IPvé on the
interface (/£ 10 j3 1 IPv6) Fil Enable SD-WAN (J& /1] SD-WAN)

© N o wu
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Layer3 Aggregate Subinterface @
Interface Mame | ael .| 108
Comment
Tag | 108
Metflow Profile | Mone v
Confg IPvd IPv6 SD-WAN Advanced
Enable IPvé on the interface Enable SD-WAN nterface ID | EUI-64 w
Type | Static i
Address Assignment Address Resolution Router Advertiserment
SE...
[ | ADDRESS INTERFACE IP | PREFIX | A.. | RA | NEXT HOP GATEWAY
() Add
Cancel

9. 4t EUI-64 (default 64-bit Extended Unique Identifier) (EUI-64 (ZLi\ 64 74 EME—Fx
WEF) ) 7B, DU A 64 A7 EUL, 2R bt B R 22, B, KR
R B EZ 11109 MAC Mok A= By EUI-64,  ARAE s intisik i J5 ] Use interface ID as
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host portion ({i /#4211 ID {F oA EHLE ) JEIT, WIBG K &R HIEZ 1 ID A Ak =
Bl 7o

10. % Address Assignment (Mht/7rfid) | ARG AEZ D 7N IPv6 bk, 2likFE: New
Variable CHiAs&) SRAJEAS &,

Address @
Address | ~ |
Enable address on interface
D Use interface 1D as host portion
DA'r,.r:.d:l
[[]5end RA
MNext Hop Gateway | Mone o
Cancel

11, 82 0 1D (E N VL2 5 24 EUI-64 1l 70 5%,

12. #%$ Anycast (fTE#%) I IPv6 Huht (&) ANfEEREHEE (Bh) |, XEWRA MV
& LU S AP AT, RS IPvé KRAT BB B e N A i e 5 05, IR T i
PR AFI AR N 35,

13. #iy A Next Hop Gateway (T —BKAiRC) JEINT) IPv6 Mol C(fa4 AW IPv6 Hutibfy F—
PR o R BRSNS IPv6 M bEAL TR —F M, R RS ST ISP AR A SE
Rz 55 i) AR 0 Be i) ISP BRI S F 2817 IP Huhik, 3X &Rl kRS R f: LAV 1a) ISP 2% (e
25 ) BRI D) R — B AT IP ik,

14. i #% Send Router Advertisement (AR HEs ) | (HB7 KESAEGL ALK h 2SS h R
Wiz b, AEIXFEALR, IR AUNEE 1S 2 k) Enable Router Advertisement (3
% psmss)  (fE“Router Advertisement (4 i pesm4s) 7 & 1)

. i A Valid Lifetime (sec) (74 (F) ) W9ME, RIBH KEG A kA 2000 B 8]
(LLRY NG o Ak f L 0% T ul i id Preferred Lifetime(sec) (141 45 1755 [a]
(F) ) (Ekih K 2,592,000) .

16. #i A Preferred Lifetime (sec) (il (F) ) AU, Ry ot bk po i [a) K

(F) , IXEMAGRS KBS v DU R AR R R i, A iR B, B kA
RE(H H e Mo bk SR BN T2, (A AE A A i a] (BN 604,800) ZII > fi, (LTI
A5 BB B AT A

17. R BEAEAE T B el 2S i a0 F ol ai g bl & #h ki 248, i D On-link  (7E8E
1)

18. ARG n] DLl 45 & A AR BT AI2 O ID SRAMNZ G i IP Mok, Ek£
Autonomous (1) .

19. i OK (i) .

1

[$)]
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STEP 6| {ENESHUE AN, X TRE4, WEelE M DHCP R LI 142 11,

1.

LA

oo

10.
11.

12.
13.

i%# Network (4%) > Interfaces (#211) > Ethernet (DLW | RJ5/E
Template (Fifi) 2B bk —AEMOER .

B REEGE T, plinael, 2XJ5 M B AT Add Subinterface (N 14211)
28 R A% -2 1 o BE ALY Override (B255)

Ze R 7810, X1 T Interface Name (B2 L1 44FK) |, fEA o A — N0y, o1,

A VLAN Tag (hric) DAX 7y 78, 7, Rizbsic5 780 ID e
e

1% F IPv4 1T+ 3 Enable SD-WAN ()& /il SD-WAN)

W A b T 2E R B2 A 7 4 1PV stk ¢ 9y DHCP 2z page i & i IPV6
Hirdk,

P Type (Z47Y) © DHCP & 7 Ui,

1%F$¢ Enable (J2H) .

Ifizyie (i) Automatically create default route pointing to default gateway
provided by server (1281 45 7 I 55 28 AT EE AL BN X RO BN )

1+ Advanced (=42%) ¥ETH - F1 DDNS &35k,

1 Settings (i%&) , AJ51EF¢ Enable (J5/H) . Hostname (:#HL4) i Panorama
SD-WAN it F 8415,

£ Xt Vendor (i) i%4% Palo Alto Networks DDNS.
B OK (i)
Layer3 Aggregate Subinterface @

Interface Name

Comment & |asl
Tag {*} 1
Netflow Profile | None o
Config IPvd IPvé SD-WAN Advanced

Other Info ARP Entries ND Entries NDP Proxy DDNS

Settings

Enable Update Interval (days) | 1
Certificate Profile | None e Hostname eza | aelé-1 e
1Pvd IPvé Wendor Palo Alto Networks DDNS ~
D P A NAME VALUE
[] DHcP TTL (sec)
@ Add

n CJIILLI
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STEP 7| ¥ SD-WAN 2 OB SCeEN T 78210,
1. R REAEN T8 1 3%k SD-WAN £,

2. EPIENIEEE SR SD-WAN Interface Profile (SD-WAN 2 110 E SCF) s gt

A BC A ST
Layer3 Aggregate Subinterface
face Mar 1
Comment
107
s Mo
Config IPvd IPvé SD-WAN Advanced
SD-WAN Interlace Satus: Enabled
SD-WAN Interface Profile

3. Hifi OK (i) .

STEP 8| HERImALIR, NEREHEDHCEFINIE 3 E TN,

THRAS T,

STEP 9| Commit (1£%z) .

@

107

Cancel

FHoKr SD-WAN 52 11 i i SR
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A} I et AS N b

N SD-WAN & e 3 2 1820
217 PAN-OS 11.0 fil SD-WAN fdi{F 2.1.0 (95 kKBS 4E2E 3 2 T80 % FF SD-WAN,  LAE B k.
i n] DA VLAN FRic i &3k 770 B, DL MMESS s 7 G @ i g4 IP #bhkee 3 )2 782
H, DO anfe G gl il DHCP sk ki 210, b A4 17 il VLAN Fric 0 Blss 1-H2 1
FHAE 20 E H SD-WAN, I8 SD-WAN B2 O E SCHELUE LA ISP Rz, B adE
BeeE NI T2 CERL SD-WAN #:11)

gt VM g gk Lo SD-WAN 55 3 ez, VMware g i i ks i iy
b AL B R v A VIAN iy gz

T R g PPPOE,

STEP 1| E-XHgA ISP iEH: (FH210) Ml SD-WAN $2 1AL S0 DUE SCHAEE R R M.

STEP 2| QUEE—MEHERE IPv4 HulkRZE 3 2 14210,

1. %% Network (W%%) > Interfaces (#%11) > Ethernet (LLKM) | KRIGH{E
Template (Fitl) “FBEAEF AL,

WAL,

X7 Interface Type (32 1135%)) | 15+ Layer3 (5 3 2) FFHid OK (7€) .
R RZE D, KR AT Add Subinterface (nF8:00)

£ Interface Name (B2 48K by i 2o, WA T 04955 .

BATEON Tag (brid)  QUEEDA 12 4,094) . N TETEH, ¥izbrids 80
ID fRFF 3L,

7. 1 IPv4 &5k f, Enable SD-WAN ()3 SD-WAN) .
8. ILFFMbAL Type (38MY) : Static (4 .

9. Add (ZFhn) 1P Hzdik AT /R RS

10. % A Next Hop Gateway ( F—/MERsiMI5E) 1 IP ik,
11. #ads OK (#9%C)

o v h N

Layer3 Subinterface @

Config 1Pva 1Pvé SD-WAN Advanced

oUm
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STEP 3| AUEE—/Ml &R IPvé HulkZE 3 2 f-H2 10,

1. PUTZE RTS8, DB HERS IPv4 #ihkmyes 3 B 820, IKNEANTX T
IPv6 Hutik 2 FH [ 11,

2. 1 IPv6 &1 I, %+ Enable IPv6 on the interface ({£#11 /51 IPv6) |, KRIgikd®
Enable SD-WAN ()3 i} SD-WAN)

3. 7t EUI-64 (default 64-bit Extended Unique Identifier) (EUI-64 (ZLi\ 64 {74t —4bx
PRET) ) FBerh, DU ARHEGIRS E A 64 (2 EUL, anSb Rk - Besg 2z NIBL kRS H
R B 11 MAC #ik A= By EUL-64, AN AE s ini ki j5 H Use interface ID as
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host portion ({i #2101 ID fE NN 7) £, WG k& H £ 10 1D 7F Ak
WL 75

. EFEHNE Type (3871) @ Static (FF3S) .

5. 1% Address Assignment (Hihl7fic)

Layer3 Subinterface @
Interface Mame | ethernet1/3 | [1-9999] |
Comment
Tag | [1 - 4094] |
MNetflow Profile | None v
Config 1Pv4 IPvé SD-WAN Advanced
Enable IPv6 on the interface Enable SD-WAN Interface ID | EUI-64

Type | Static

Address Assignment | Address Resolution Router Advertisement

5 E
RA

NEXT HOP GATEWAY

A

PREFIX

INTERFACE IP

O

ADDRESS

() Add

Cancel

6. AV IPv6 Hutilk, #%1%+%: New Variable CGiridtas &) LIA)das & SD-WAN % 4
A EREE O S A IPvé Hitik,

7. AegEn LA R

Address 6]
Address | e |
% Enable address on interface
D Use interface 1D as host portion
[] Anycast
Next Hop Gateway | None ~
|:| Send Router Advertisement
Cancel
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DD (N ENLE o — AR, WEE B =AS TR

9. Anycast (FE#%) —IEBRILET T (6 IPv6 sk (B h) NSt (%) |
WRAF AN ] LUB S MIRIPY A 4R, ARG IPv6 K% ﬁﬁ}%ﬁﬁﬂbv)\ﬁﬂx&ﬁﬂﬁﬁ”
H e 1= 1% e sl AR LA A 35

10. Next Hop Gateway (F—ERmio) —Hir A N BRI SCH) IPv6 Mtk CRERINI A mY
IPv6 HuhEy F—BRA) o P BRI SR IPvé Mk ik T+ — ?HEF' AR R
F It ISP (e W’J;&HERH]VJ B ISP R 281 1P Hodik, 3X OB ok s s I e DL
Vi) ISP W& (e 25 i) B AT Hy) 1 R —BR A% 1P Hiudilk,

11. Send Router Advertisement (%t 28m 1) — kB nT (E 55 KBS HENS 71 1%
HESl bR Rz b, EIXFRG LN, b2 Ez 1 )8 42 R Enable Router
Advertisement (5 /%2858 7) (4 Router Advertisement (% Hhi28m ) &Ik
),

12. Valid Lifetime (sec) (7A@l (F) ) —4i AB; KBS Ak A7 vy if el K (B
FoNELT) A RCE R L2 A Tt Preferred Lifetime(sec) (2434 171 [A)

) ) (AN 2,592,000)
13. Preferred Lifetime (sec) (p7ik4an &M (B) ) —Hn A pr e A3 S ko i 18] 4
(B, XEWARS KRS a] U B SRR Rt ., A2 kA AN 2, Bk

AE (S FH I b Bk S EE N7 TV RE, (HAEA A AE TR (BRI 604,800) I 2 hif, ({3,

AEREAL & AR
14. On-link (78§ 1) — AR BEAE AN CE TS thas ot Bl U7 1) T8 b & ik ny R Ge, i
priots Rl Iz oy i 8

15. Autonomous (HA) —WE RG] DB 45 A6 RS Rl g8 82 1 1P SRAS7 6 & 1P Hb
hk, TEEERILE T,
16. B OK (ff17E)
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STEP 4| (gl &5, G M DHCP 3RO IPv4 Ml 2 3 2 14210,
1. %&F% Network (%%) > Interfaces ($%11) > Ethernet (LUK |, RIS
Template (Fifi) Bk BEBicEre (MIEEH) .
2. IR,
3. XI7T Interface Type (#Z11287Y) | 5iE+ Layer3 (2 3 /2) I OK (Fi7E) .
4. FERZED, KRG RIKE Add Subinterfaces (Rbnf-E211)
5. B SR N IR Override (B+5)
6. EHE/RiIZ 790, I Interface Name (32048 Fid) S 2o A TH 095 .
7. BATHEOM Tag (brid)  GUEEIN 1 £ 4,094) . N TEFER, Kizbsics 780
ID R FF—,
1t IPv4 &35k h, Enable SD-WAN ()3 H SD-WAN) .
. EFEHLHE Type (2£7Y) : DHCP Client (DHCP &%) A1 Enable (J5H) .
10. uf ok (1N3%E$) Automatically create default route pointing to default gateway
provided by server (112815 11k 55 28 T EE EL I BAOA M ORIPERA B H)
11. kK% Advanced (i52¢) &5+ A1 DDNS £+,
12. i%$% Settings (&) , AJ5i%$E Enable (JiH]) . Hostname (T:#HL#) i Panorama
SD-WAN HfifF H 84 1,
13. £ %} Vendor (ffkpip%) %+ Palo Alto Networks DDNS,
14. i OK ()
Layer3 Subinterface ®
Interface Nam
ol
Config IPvd IPvé SD-WAN Advanced
Other Info ARP Entries MND Entries NDP Proxy DDNS
[ settings
Enable Update Interval (days) | 1
1Pv4 IPvé "v"n_-lncl';l P;IU Alto Networks DDNS B
== MAME VALLE
[ okce TTL feec)
- -
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STEP 5| ¥ SD-WAN 2 0B SCeEN T 78210,
1. R REAEN T8 1 3%k SD-WAN £,

2. EPIENIEEE SR SD-WAN Interface Profile (SD-WAN 2 110 E SCF) s gt
A C 1 ST

3. il OK (FHiE) .
STEP 6| HERImMLIR, ¥HEL THEORMEE A,

STEP 7| Commit ({£%2) .
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Al SD-WAN fEfL B2 0

AR AE Panorama R {8 ] 13 VPN AliE, W eT UM A E SD-WAN £ 11, Xl ~, &k
AL E SD-WAN ELEE 1,

MR AN 18 VPN BLE ] T Panorama, &6 AIACE —4 SD-WAN E#LEZ 0, DURE ok
BB TR b0 B B RN 4 ] — H b 3F 32 SD-WAN ZhBEM LI A4 B bz 11, Fsz | SD-
WAN FELEZ O i BT A B ST A A ), A RE T AT VPN B2 B I bl BT A I BRI I 42 422 A (DIA)
B,

e —IEEh, 424 9 SDWAN.901 119 SD-WAN 2 R, %48 HREE © ANME TR [lis
BRI ELEE N ¢ Ethernetl/1 CHRZEIATI MR A S BERS) FI Ethernetl/2  OL£FIR&54ERS) . A
B AT N 2 B Ry VPN BRI

fedtEeh, SD-WAN g o cpa g3/ G I 7 566 AT R O S BAATIE. (AR S
e, SD-WAN g5z et B 77 DUH AT R BERS AL

SDWAN.901

Fiber Service VPN Tunne
Branch Hub
able Modem VPN Tunne

Cable Modem Fiber Service MPLS 5G LTE
Cheap Broadband HQ Backhaul Backup

£ FEh, SDWAN.902 ¥ Ethernet1/1 fl Ethernet1/2 54 R4 AE—if, XPHNEL LM 7 F
Internet [ DIA HE -

SDWAN.902
Fiber Service DIA
Branch Internet
Cable Modem DIA |
Cable Modem Fiber Service MPLS 5G LTE
Cheap Broadband HQ Backhaul Backup

STEP 1| %3l Panorama Web i,

STEP 2| i+ Network (%%) > Interfaces ($211) > SD-WAN, &5 Template (Fifl) LR
TR IR R G SR,
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STEP 3| midfr sdwan. Higk/a it AM 1 £ 9,999 b —AN ¥, add (Fshn)  —A SD-WAN 4
B,

[ VPN i st oy 901, 902 (ki) 1y SD-WAN gz, Kt
T gy SD-WAN g - i g sdwan.90x i £ g g SD-WAN gz 1y 4,
o [Re, «Auto VPN giig g IPV6 b gl 5ty -9016 1y SD-WAN iz
R 7 (8 ) sdwan.9016 5 SD-WAN 2 1 4 7%.

STEP 4| gy AHiilitE Comment (7R .

RO FAROTERS, B, (e 5 B i, BRI 3] Internet i j /5
FIEE PG PO, AR, AT PR TN A Y, ETR R 1R
b | A B A FR
STEP 5| i%#% Protocol (13D LIFF/REEHL SD-WAN $% 111257
« ipv4 XK IPv4 DIA fEHLEZ 1,
+ ipvé £ IPv6 DIA BB 1T,
« none 7k VPN BBEEIZ 1,

STEP 6| ¢ Config (i) &Ik I, ¥ SD-WAN #1145 Virtual Router CELESHIRS)

STEP 7| ¥ SD-WAN #2171 77fid ] Security Zone (“Z4=[X1k)

SD-WAN RESU2 11 S LT A 2 1 R AU T 1) — 2 2 XH, - PR A 00 2 21 [ — H B B T
A AR AR TR) () 22 2 SR RN

STEP 8| i Advanced (i=%2%) Ll F L, S@idikdE— i 3 ELIRME 1 (1) DIA) 5%
ANVPN B M 0 OFrben) . Add (i) L B H AV Interfaces (2
) o WA AL AN, X SR ILAZI 2 (VPN BZE L DIA)

17 )<l A4 1 28 ottt SD-WAN gzl 1145 SD-WAN g g 1y 51 DIA sy
W, R, B d SR e B R P AL, 0 B s R i SD-
WAN ez (hngen) o 85, SEdR@ iy SD-WAN sy SD-
WAN e 4232 1 PRI AN 55 20 R BT SRR P (3 T 26 5 (LA 4% H B 1) )
LR TR
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STEP 9| #Hi OK (ffc) RAFIEMIBCIE Sk,
SD-WAN Interface

@
Interface Mame 1
Comment
Link Tag e
Protocol | ipwé By

Config | Advanced
Interface Group

OJ ‘ INTERFACES ~

EI 'cLhcrncil:‘l (Link Tag: ipvé-tag, Zone: [3zomne)

EI 'cLhcrnmleiLinl-c Tag: ipvs, Zone: 13zone)

() Add

“ Cancel
STEP 10 | Commit (3£%%) , #J57 Commit and Push ($&xz3fHE%) 19 ok,
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Gt SD-WAN 2 [ BB

IR a2 2%t th 5 9] Panorama ™, 4TS R B Kk, AU AR T SD-WAN
f22 T ERIN B i

[ VPN flldt— 4K sdwan.901 [y SD-WAN JE# 20 H T IPv4 DIA, FEaIE—AN 4R
sdwan.9016 ) SD-WAN JEfl52 1 1T IPvé DIA., ‘B8 VPN Bl 6l & 4 A~ sdwan.902 1
KL SD-WAN $211, H3) VPN b2y [ A — AN ERAN B h, L H sdwan.901 (IPv4) Al
sdwan.9016 (IPvé) £ I 7446 B2 11, FRE BRI FERR. IXFE, sdwan.901 (IPv4) £ 1Al
sdwan.9016 (IPv6) 4 1 BN B E T 2R H v 342 1,

STEP 1| %% Panorama Web #ti,

STEP 2| &M IEAEMEIT Template (FBiA) .

STEP 3| i+ Network (/%%) > Virtual Routers (FEfL%ihigs) |, #llisd-wan,

STEP 4| %+ Static Routes (FiZ&HH) .

STEP 5| &% IPv4 5 IPv6, RJTik#E Add (M) L% Name (FFR) FRhnifg i,

STEP 6| XfT IPv4 [ Destination (H#r) , %iA 0.0.0.0/0. XfT IPvé [ Destination (H#Ar) , %
A /0,

STEP 7| SFTAEHIM Interface ($£11) |, EBELEN G 0BG KBS 16 E )2 5 SD-WAN #2112 —,

T BRI AL B2 11 T DA SE [ sdwan.901 - sdwan.902 i sdwan.9016 ) s 4T-fa]
SD-WAN itz 1,

STEP 8| Xf7T NextHop (N —AMEki) |, 1HiEF None (L) .

STEP 9| X1 Metric (§5kr) , iEWIA AT 50 M9MH, XFE, RGBS R A Jc T B 3 VPN
(o S HE AR B ER B

STEP 10| o OK (#E)
STEP 11 | i%&4% Commit (1£22) , #AJi Commit and Push (3252 3fH#E78) BIIALE F i,
STEP 12 | Commit ($£%8) Wk,

STEP 13 | %l Jckis L6 A IR 55 6 th 15 7] Panorama (1) 3L AR A e B A 55
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filis SD-WAN B E& 7 B AL E SR
B AL E BE AR5 B, SaaS B, Ui o Bl T2 B G IE S DU B SD-WAN B 2% 5 b 5 14
o O AR PTG E SO
* L& SaaS M
* SD-WAN ¥t i /5 AL S
o G K ACIE SO
o A B

O R AT 0T B i S

RISAEIR . BIEhMBHE L ER 0L, AHAMEEMEFUE Ga1TRO0 SR Y55 TR fil
RN RSP e, N RE g s . N AREF 4. 55 Hhﬂﬂgﬁﬂﬂh%?ﬂﬂ%@ﬁﬂ@%ﬁéfﬁm@ﬂﬁ
SR, TR R AR S5 W] LA %Ftﬁéiﬁgﬂﬂﬁi{ﬁfﬁ RN SRR RBME, i e, B
KEEENNBRAR DL R, TR B2 AR

TE RO AR T e B SR AR, & mT LA ] general-business.  voip-video. file-
sharing. audio-streaming. photo-video Fl remote-access % {T-{u] Tl & S A% Ji o ficd i S, T
S SCMLTE ST AT LA BC 5 SRR R, RSO R R 7 MR 45 R AEIR  BEB A3 (2 25 21
H.

gl

A

¢ /1 Panorama gy o iy Fisi SUEA I R AL SO T Panorama iy SD-WAN g5
[ ek i\ Probe Frequency  (yegisfisk) i, At sH B RIS R B,
AR T B 48 4 o 4 T e 1 G S i, a2 Panorama s i w1915 o i
[ 1 R i e Packet Loss gty 220%) 12> FemI ML

Bh K BRI ATIE . RIS U E R BB OR 25, RERLER, — BB b —NRE, Bk
b LRI R (i) B4R, HUTIR. PIEh e 6 E T8 T A A BIE R B AR Bl
MG, Bl KSR AR SR IR 0 70 R P i S PRI PR 8 A% o

%w)\ i 1, Bh kb%AF 200ms P+ latency (JEIR) Fll jitter (Blzh) —&, HUR/G = ANEA{ER)
BE, MR s 0 b r A, BT LGB AR 5 SD-WAN 52 11 7 F B e B AR
1985 T8 AR P B8 A2 AR B 50X — 474

R AR N AL & 1Y packet loss (Bt R5%) BB MNP TH RS, WIBH K8 )2 11 b i
7 EREFENESEE, FEERAEREN T RS EL T o, KERAE EER S O EEEY
PR E BRI AR S AL I S S Y B BT, B, e N R SD-WAN 3§
WU AT — AN BE = R BRE TR E N 1% WA TR R E SO, DA AN R 1 Bl R o
RECE SR e AbRie 1 GEH T tunnel.) , RJafREAMsiE 2 GEH T tunnel.2) 197
KBCE S, —H tunnel. 1 B0 5L BIME 1%, Fobs t0 b i 72 %) tunnel.2, tunnel.1 19
IR EER TN 0% B GETRMEGRE) |, WHER 2 % = Bnymt [AILEIEPED tunnel. 1 (1)
BB EHR TS 1% LU, i) ks ﬁd‘(lﬁi‘* tunnel.1 {F i A2

R PR B 4R 73ons - BN AL E SR R i =, B3R . BEsh ol U £ R L824, T —A
WS CEEik) o BiKIERIHISEER e, Mo r&a high (=) WEMSE. #im, fEBh X
b PSS BE T T LR, BOE MRS AEIR Dy 100ms,  £130y 20ms 3 55— MR IEIR
300ms, £15h7y 10ms, AIRFEIBRUEN e, WG KRB0 —MER . IR P RUEN:
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e, R KR EE — AR . RS EIBURYER R (SECENEON medium () ) Bl KR
RIVHEEIR U ER, B eEiR, Rae s,

AASD-WAN L 85 75 A IC I SRR BT, AR (s B A B R BRI B, DT B A e
— R SER T A, AR AR IR KT fcﬁkfﬁ'ﬁ?iﬁ%@%%ﬁﬁ]ﬁ@é&&%%? &
R SEIR ORI BEIE DY high (55) |, JFR IR BIE iE v S 250 =8,

S0 SD-WAN S R ey B AR o S B SO, DA B K RE 4 1T VE AL R A P Bt t )81k
AR S T AR A

STEP 1| *&%3%] Panorama Web i,
STEP 2| %% Device Group (41 .

STEP 3| i%#% Objects (%f%) > SD-WAN Link Management (SD-WAN #4644 5) > Path Quality
Profile (M%42)5 fmfid & 1) .

STEP 4| $zName (#17K) (M 31 AT R FE) Add (Zhn)  BRARJ & ACIE S0,

Path Quality Profile @
Name [ pathz

[] Shared

[] Disable ove
Mi IC | THRESHOLD | SENSITIVITY
Latency (m: 100 d
Jitter (ms) 100 d
Packet Loss 1 d

= -

STEP 5| Xf7 Latency (JTiR) , XUifi Threshold C(BIME) HfH, 5% A VEE &G K hE I3
5 SD-WAN B238E 55—, Ve SR A0 B BRIEL 2 Bk ol BB K s = R 80 QEREA
10-2,000 ; #LilA 100) .

STEP 6| *}7T Latency (JEiR) , iHik#% Sensitivity (&)  (low ({X) . medium (1) 5
high () ) . A medium ()

R BRESIREIIF L, DA Ty sl 0 A THR Y

STEP 7| Xf7 Jitter (£13) , X5 Threshold (BRI{E) #ff, Kok A=#E (UM 10-1,000 ; £k
AN 100) .

STEP 8| XtT Jitter (Bl5h) , i&HiE# Sensitivity (BU&M:)  (low (K) . medium () I
high (=) ) . 2AKN medium ())

STEP 9| %} 7T Packet Loss (¥i#EtuFEs:) | X Threshold (BIE) #E, K5 A BI{E 2 sk
B R ER T o QUEEA 1-100.0 5 BHAN 1)

Wit £ (Packet Loss) yyy Sensitivity (fogert) i A E A, Fitk, w7 L
NE BN,

¢ Ry 1 Panorama oy SD-WAN gi: 1 g i Scepiy ISR, 7% A%
Panorama gy 4 481 ) el 1 20k 7 7 LRI
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STEP 10| B OK (ffiE)
STEP 11 | Commit (£22) , #XJi7 Commit and Push ($2283E#E%8) @I HCE ok,
STEP 12 | Commit (#£45) Wk,

STEP 13 | S AN A HEE LTS

Al SaaS Wz
B SaaS R B ALIE S it LUPE SaaS R IR RI2r <2 5 i = I 1452 FL LR 1] (DIA) Bkl

1 7 SD-WAN yg PAN-OS 55 ) it 17 4 SaaS ;i f i s 42 Wi o, Prisma Access i
DA 005 7 IR A2 00

o A/ SaaS i il E

o B N2 K BERLE SaaS M

o UG 2 MG SZ B KRR — SaaS RHIELT H bR SaaS M fzefic i w0 ok s i b 3 7
o B 2 NG SZ B K BIN) SaaS BHIERY H AR SaaS M ZERCiE 0B ok st b 3% 7

G5 — Saa$S Jii Al e SO

ARG 73 <2 7 K8 BATHR 100 B RIAR 55 (DIA) BT R - 191 #2 U7 1) (DIA) B, 58
—™ SaaS Jii i i S DU GC N A ] Wi — AN e %A SaaS ML, SaaS i E S 5 SD-
WAN S KN B, LU 7E 73 7 B K5 A ] ff 2 (IR B sh Ao 6 2 R A2 i e, N
i HE B A e 3 ey R AR

SaaS it EACIE e % S04 4 ADNERES IP ik, o RS SaaS B AL IE SO S EE A e eI
% (FQDN) ¢ URL, HACIE 2 AN ERaS IP bk, 7552 Bh K il IP Hahik £ SaaS Jii i Al iE 52
PRIy, ARy — R MEPE—AN 1P Huhik, g0, @7 IP1. IP2. IP3 Fil P4, W7y =7 [h
JCHRR A IPL DU TS A TT%&E’EEIWE Rk ER e 1P2, (RIEZRHE,

D) SD-WAN i1 AIE e SaaS iy g5 gy SaaS piz ey IP. FQDN i URL

(K 12 7 5 SD-WAN st U 30819 A0S 5 b i S (i, i b5 257 SD-
WAN s e 50 5 i 7 P (7 B i) 7 34 2 655

@i, =K, g Saas ;ﬁﬂafﬁwﬁwwﬂ 4 Saas R R 1P sk i
192.168.10.50 |1y 15 SAaS Jig i il i < ¢ meg SD-WAN st 1) pt g,
S TR 7K ANILAT ) SA0S TR L ¢F, HE¥ SaaS R 1P bk o
%y 192.168.10.20 ¢ 75 SD-WAN spieyieliet, 4, SA0S j 1 £ 1 i A B
Fer g 575 1P ssl 192.168.10. 20

STEP 1| *&%3%l Panorama Web i,

STEP 2| i%&+% Object (X%}%:) > SD-WAN Link Management (SD-WAN B4 21) > SaaS Quality
Profile (SaaS fitfidi& ) , 5 E & SD-WAN [iliE 1) Device Group (44 .
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STEP 3| Add (Fshn) —ANH11 SaaS Jii & Ml iE S,
STEP 4| &y SaaS Jii S i s F 5y ARGt Name (%F5)
STEPS5|  (wik) JaH (4Jik) Shared (JL=2) W HRTA ¥ & 2H 35 SaaS it ficdiE S,

STEP 6| (wit) JAH (4Jik) Disable override (ZEH7 #5) w] e AHu) Kk B52% F % 7 SaaS Jii & id
B SR E

Disable override (#xpj75i35) A fEfET— k)i Shared (3t50) whE 1,
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STEP 7| RliE SaaS Hi#fsk,

o HBHhIEYE SaaS ML AR T IR

BOANSL T, Adaptive (F1Gf) WEFE VR S Bh KA #e sl Ml P SaaS B IFE Fr 2l A
RMBMG B, LA e fad 1 AR i e (. SaaS M HIFS fy B ARIE A TR OL B e F 3l ify

TER, ETEXS SD-WAN ££ T BE T (T #A YIS 1 TR U 2

FIE L 5905 i peqy 2 4 TCP Saa5 ey,

o Ny SaaS MR ACIE ERAS 1P Hidk,

A

M iE S

5aaS s e v U S, Rl RE A L A0S IR, A
PR T 95 LT ] FELEAY M5 S 1 5005 K7 T,

> Static IP Address (##4& IP Husik) If

PERE, ikl AU
1. i%&#% IP Address/Object (IP Hihl/%5:)

Add (Fhm) —A> 1P Hubk,

2. 4 A SaaS BUREFIY IP Mk, sl —ANBiE iy i bk 52,

SRR PR 24 SAaS R AL A1) SAaS R L i Sk, A SaaS i F
R A2 P stk 541% S9aS [ HIFLFIC & HoAT 2 s P bk Saas g

AE 2 MR K 4

3. #i A Probe Interval (ZEMAIFE) |, 20 Bl kB P2 B M TR B 280 SaaS ML 7 #5645, DL

TR TIRDUS R

4. By OK () PRAFIEIIACIE UL,

SaaS Quality Profile

Name  outlook.Static

[] Disable override
SaaS Monitoring Mode

Adaptive @) Static IP Address

© 1P Address/Object FQDN
[C] | 1p ADDRESS
[] 19202130
[] 19202131
[ 19202132
[] 19202133

* N SaaS R BLIE 5C BRI # (FQDN).
1. Jy SaaS A BciE FQDN Jiblkx 4,

2. #%#% IP Address/Object (IP Hhl/%F %)

3. y SaaS M H L7 ik$E FQDN Hulibxh 52,
4. % A Probe Interval (JEWIRIFE) |, 70 7B KBk 8 LRI BR800 SaaS M ALy 42, DA

BRI ERINUAEY

[S,]

.l OK () PRAFEEIIBCIE Bk,

HTTP/HTTPS

PROBE INTERVAL (SEC)

5

3
4
3

> FQDN Jf Add (#)n) FQDN,
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Saa$S Quality Profile ©)

Name | googledrive

Saa$S Monitoring Mode
Adaptive ° Static IP Address HTTP/HTTPS
IP Address/Object @ FQDN
FQDN | drive.google.com

Probe Interval (sec) | 5

“ Cancel
* 4 SaaS M ALE URL,

fHite ) 80 443 8080 8081 gy 143 iy 3+ URL 1 e

1. & HTTP/HTTPS,
2. i A SaaS v F2 ¥ Monitored URL (52 1519 URL)
3. fi A Probe Interval (PEMAIFR) | 7052 B kK% e b [a] b £ SaaS B HIRE 7 #6642, LA
TR TIRLE R
SaaS M U F HTTP/HTTPS 7 F51fc MM [l fa Ay 3 79,
4. il OK (i) PRAFIEIIBCE T,
Saa$S Quality Profile @

Name | youtube

["] Disable override

Saa$S Monitoring Mode
Adaptive Static IP Address ° HTTP/HTTPS
Monitored URL ' https:/www.youtube.com

Probe Interval (sec) | 5

m Cancel

STEP 8| 1&# Commit (#222) , /5 Commitand Push (f22cifHER) MEAYRCIE ¥ 2k,

B Ny 3205 Kk BE i Saas W42

ZZD%"”H”JQH,AJLE”EEI%Ki EANTME 25 %88 7Y SaaS MTFEFr, 7] LAACIE SaaS it e i i ¢
F, FHHILE SD-WAN 3% E%‘%JL)”JJ?%HB‘%, PR PESCHE SaaS NHIAR J» ACIR < £ sh A% £ )
BATIRGLEERR, IR SD-WAN 7032 B KBS B RS S e 3 E 82 M U7 1] (DIA) B85 [ SaaS K
FEFy, DU R N ARy m] I

ZZDS‘EEL&%%’%’*” SaaS N FE/7 1Y DIA BESIZ T PIRBLIGARBIE, W BEEOR S el B —AMEif
57y RBCIE SO 2 T G ) DIA 5%, B2k DIA SRR LROILAT il e s i sl | —A
DIA%%O
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STEP 1| & &y SD-WAN &,
1. 2% SD-WAN it
2. #iE 1T SD-WAN (1) Panorama Fl 8.
3. ¥shn SD-WAN % 4% Panorama.
4. (e HPEACE) AliE SD-WAN HA W,
5. Qi VPN £ 0.

STEP 2| @IifErshric, X SaaS N HIFEFT DIA BEES#E1T 7540

NG DIA B QU 2 MR ARIC, DURIEHERR B AN 191> SaaS M FERF DIA B N AN
(17 SD-WAN 1%
Besh, T DU DIA BERS QI MEES R IC, DIOREERS R G0l MER . NZ 4 DIA
HEE B DN EERARIC VB GRC BERS 2 M 25 58, IR OV KR AE 2 MRS 2 18l 0 R 2
o

STEP 3| il SD-WAN $22 LI 20 PAKE LI ISP IEEZRFFAL I 457C DIA BERRIEE . 70528 K

B PERE R AOAIR, IR AR 10 AR SD-WAN 42 1 CIE S 0E TR

ARG QIEE A ERARIS, IO RN BERS AR ICACIE SD-WAN 42 11 BCIE S
it K 24> DIA BEi% 0y BUS— Mg ARG B MR, FRCIZEEE AR IS 2% SD-WAN
$2 1RO B S N 2 BE RS I T A DIA BE RS

STEP 4| N3/ SaaS BT DIA B LI 5 LI 211,
DIA gt 1 i 21 LK W2 10 e Laver3,
STEP 5| [ili" SD-WAN [ 45 11, ¥ SaaS SR FF DIA SER ()57 A7 Hg B DA I 2 11 4 41— AN 11

éﬂo

Blj kK% Rz P Hh 2 i i e SD-WAN FE UL 10K SD-WAN 3t i 4% 1 21 DIA (721, SD-WAN 3
W 0] o) SD-WAN AR IS 1 7R I R 70 R i SO A 2R Fer g e o 1 R 1 B A3 DA M 8 A 3s 4T
RILBALIS 2 R (5 F (78T B AR I

STEP 6| Gl E P4 o B i (5 0k Tl i AEAR . B B 1 2 S B AN RBURE,  DUFR 7 70 7 B K R ]
A B s e ) F—A4> DIA B,

STEP 7| QUi SaaS st i i L1 DARICHEN) SaaS ML FIl DIA BERS <2 1 M PERI K

STEP 8 | QUL it 7 A AL DAEBE RIS T IR DL AL L 5 0E 70 52 Bl K B 2 e %)) DIA BE BRI
¥,

STEP 9| [l SD-WAN SIS LN LG E SaaS MR 7 MIBERR IS I TIRGLER bR, R0l 15 OB g R
SaaS N HIHR Fy- it i i B ey e B B 1Y 7 5

i Application (R R T) HI-ferh, KR SAaS R R v i) SD-WAN 55
R rbr, DR SAAS W e iy i (3 8 T 251 S9aS [ FFLF
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B 97 S2 05 KBS 21— SaaS NIRE R H bRV SaaS W 28 Ml it v DBl U it e b 4 7%
RIS L 7y 2 7 KSR E A SaaS MR R, B2 S B K K& AT w] A2 3 117 DIA BERK,
W] LK 7 S B KSR BC B O P e B 21k 7 %8, AR 3] SaaS W FE - 1) 1 4%

IR EE SaaS MHIAEFr DIA BERS I IR AR,  H.o 2B KESECA R IE TS DIA 8E8%, %
BEHCRE se 2] B A OB KEG DU TR il BEZt DIA S5 LRILA b A2 s i gl ity
Bh K 45 o

G, ARBEIE 7 R b OBl KBS TR — AN X dk, R AR H AR IP 150 SaaS W HRE R, &
] DH i AE 2 57 R b ok B ECE [F) 4417 SaaS B AL E SCLE, KO B KRB E AR 7Bk
%5 SaaS N RE 2B AT 17 DIA BEM MO0 T e i i ¥ 5, MIMAE =2 b5 k8% 5 SaaS B
AR 2 0% A IE DIA BT B s 8 7 2hDBh kRS . X RVFIEAEN SaaS WL 4E£5 1
WA, FRBENEHEPVE Y X i SaaS N R IR EE, TR BN R 4% T A
STEP 1| &E&EM SD-WAN 315

1. %24 SD-WAN i,

2. ¥iE T SD-WAN [y Panorama Fl1[k k1.

3. s SD-WAN % %%l Panorama.

4. (PRSI HPERGE) Al SD-WAN HA 1% £,

5. @& VPN 7.

STEP 2| G5kt bric, X SaaS BiJHAEST DIA #3171 704

S DIA BERS B % MBS ATIE, LUEREE RS 2700 Hy 5 SaaS WL DIA B68A R /5
(1) SD-WAN B4 i

BEsh, T DU DIA BERS QI — DMEES R IC,  DIORREERS S 5 0l — MR 1,
STEP 3| Jilit SD-WAN 2 [T SO F LUE LG ISP B2 FFAEIFFiR 7 DIA BERR AT
BRI PERER AR, IR R AR 10 DARTE SD-WAN 42 1 CIE S E T %
IAREQIEE AR ARIS, D IU RN BERS AR ICACIE SD-WAN 42 11 BCIE S
it ¥ %A~ DIA Bk BOE— Mg ARG B MR, FREIZEEE AR IS 2% SD-WAN
$2 1 BC I ST N 2 BE RS I BT A DIA BE RS

STEP 4| Jyig SaaS iR DIA BERSALI 230 LI 3211,

»
Kt
S
s

DIA gt e 1 7 45 4 B0 LA 422 11 e Laver3,

STEP 5| ili® SD-WAN JEfLE2 11, # SaaS W TIFLF DIA 8551 BT A Yy Rl AR B2 11 52 &l — N2
H.
Bl kB e oL s smad i SD-WAN FEFULE2 10K SD-WAN i 2 4% 21 DIA 7%, SD-WAN 5
W5 A DU) oy SD-WAN BARIE 1 7RG RIS o 20 R 1 SO 2K e B e o 1 F g AR DA M M8 A2 38 1 T
IRIEALISE 7 R (85 (8T B AR I
STEP 6| Jyrhuta gy =7 B ke BE A1 i [f) 44 1) SaaS i & fic i Uk,

DAAE RO R 73 22 B K it B RCE PN [ 44109 SaaS i e Be g SOk, DA rh OBl 8% FAE 45
WP RS, SEIIX — HARAY iR ] 3R AR L e AU h () — A SaaS e i Uik, i,
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T IAE R R B A b QU AN W 44119 SaaS it e A& SOk, I JLHE R R ng DA 7 2 1
kij‘

1. i%$% Object (%f%) > SD-WAN Link Management (SD-WAN #£%455) > SaaS
Quality Profile (SaaS Jii il SCrF) |, RIg MR FH st P& Shared (3t
%)

2. Add (Fshn) —ANHTHY SaaS Ji & e S,

3.~ SaaS i Al iE S AR LYE Name (F4F5)

4. JEI (wik) Shared (JL55) wI{EATA 4L SaaS it i Ac iE ST It
IWBHRATIZ =M, FBELE SaaS BT i AL il SR 70 SR G B KBS PT Je ) AIr A B 4H.

I,
5. JBH (@i Disable override (ZEH7E %) nlfE AP KEEAE T 18 75 SaaS i & i & S
fic i,

6. HLL NIk —idiE SaaS Wik,
N SaaS W H LY AL iE ERAS 1P HBhE,

D) HRAS S90S [ FTRLT AR AN S90S R E SO0, AR SAaS R R
55 P sk, %K% SaaS R R RC S AT AN P sy Saas
R e i S

1. #%$ IP Address/Object (IP Hztik/%F%:) > Static IP Address (745 IP i) IF
Add (D) —A IP ik,
2. # A SaaS MW HFRFFRY IP Hihl, s —ANECE R b e,
3. # A Probe Interval (¥EMIEIRR) |, 70 285 Kb ¥ B R]BR £R 00 SaaS B FR 7 2%
172, DU s IR GLE B
4. 15 OK (ffgE) PRAFIEIIACIE L,
o )y SaaS W LG 52 A PR e B 44 (FQDN),
1. 7y SaaS M F /- ACE FQDN i hbx &,
2. #%#% IP Address/Object (IP J1hit/%}%) > FQDN Jf Add (#n) FQDN,
3. 7 SaaS M FEFrikdE FQDN Hihilxf 4,
4. % A Probe Interval (FFIIERE) |, 70 2 Bh Kb WML R]BR 800 SaaS N FR 7 2%
172, DU s IR GLE B
5. Bl OK (7)) PRAFIEIIELIE B8,
« A SaaS M HIFEFACIE URL,

. ity 80, 443, 8080 8081 143 pyyim 4 4 URL e

1. #%&$ HTTP/HTTPS.,
2. % A SaaS % HFLF1) Monitored URL (32 M5 #5(% URL) .

3. #i A Probe Interval (ZEMAIBE) , 70 =215 K Bg I EE [a] B B0 SaaS M FRFv 4%
7%, DL isirRmAaE &,
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4. By OK () PRAFIEIIALE Tk,

STEP 7 | QUL i 70 el it L DAEBE R IB A PR DU ALRI T B I 572 70 525 i AN DIA B 1% 22 45 5]
VPN #Ei%,  FEEIO B KB

STEP 8| [ilif SD-WAN s LI LAFRZE SaaS B RE - AR IS 1 TIRGLIERR,  JEAfE R O A ki
SaaS VIR Fr it fe e 5 py ik B R 1 7 5K

i Application (R T) HI-frh, KR SAaS R R v i) SD-WAN 55
WS o, DL SAAS g P E (S F iy SaaS 7 1T
JB B KRR AN SaaS RLHIRL - HARIY) SaaS i #E i i Bl J 5l b 5 74

I RAR LA 7y =2 ) KL E A SaaS BFE R, 073 2B K BEEcAT w] 22 3 17 DIA BERK,
W] LI 73 S 87 Kk S o W e e R 2k U5 %€, AGE IR R0 ) SaaS BTy H ARAY SaaS i i
LIS SR RYES 21 SaaS B FE v 11 1E 0 £z

A SaaS BT RESy DIA SRR IE S SRAR B, .70 05 KESRAT v R IE T DIA 8%, %
BEHCRE se ) B A OB KEE DU TR il B4t DIA 85 LRI b A2 s gl oty
b5 K Hik o

BN, ARBEIER 2 2 R b BG KBS TAZE R/ M X R, FE7 180550 5 AE = 4e (g (i GCP)
Hhafr) SaaS AN HFE . ST LABEE bR K, DIAE 7 2B K6 E) SaaS N IRy Z B4 1
DIA B o b 68, e, vl DASE 2 S RO Bl ks B RCiE R 4419 SaaS i & fd e s, B
LE 5 =7 55 KBS AT 1R DIA B v] F B SEE AN b0 G KBS E Bl b 3% /%, AerbuOBh kB A iE
(1) SaaS Jii e i SO A B b O e A B2, DU BB e AR & 5, X RS AE R 4G
GO I S R R B A, IR RERE EYUE MY v Xt Vit SaaS N H R MR EUE, ) AN 3 B 4y
DR IEE
STEP 1| #iE&n SD-WAN %,

1. “Z24% SD-WAN 64

2. ¥ AT SD-WAN [t Panorama Flf) Jk k.

3. ¥shn SD-WAN 1% #5-%l] Panorama.

4. (PR T FHPERE) BdiE SD-WAN HA % %

5. 64 VPN ﬁdl’”ﬁ

STEP 2| G5k brid, X SaaS BiJHAEST DIA #1170 2.

NN DIA BRI AN EER ARG, DI PR EE ISR N RS SaaS MR ¥ DIA B i N FH AR
i1y SD-WAN W57 4 &

BEAh, RTINS DIA SRR QI — MR AR D, DR BRI G AR

STEP 3| il SD-WAN $22 1L 20 PAKE LI ISP IEEZRFFAL I 457E DIA BERRIEE . 7052 B K
B PERE R AOAIR, IR R 10 DARIE SD-WAN 42 1 BCIE S 0E TR
IR ARG, U B EEES AR AL IE SD-WAN 42 1 BCiE ST,

i # %A~ DIA BERG 0y BUB— Mg AR IC B M, FRCIZEEE AR IC 2% SD-WAN
P2 1VIC I SO BT 2 B s O T A5 DIA B &b
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STEP 4| N/ SaaS RiHFZIT DIA BB LI 5 LI K 211,
DIA gt 1 B 21 LK W2 10 e Laver3,

STEP 5| [ili® SD-WAN JESULE 11, ¥ SaaS MJHIFEF- DIA BEEAYIT A B LK M E2 1 SR I — M 1
4.

B4 K 43 REAPLES £h 2id i 1 SD-WAN RE DL 110K SD-WAN Jit 5% i 1) DIA 7%, SD-WAN 3R
it AL 1Y) SD-WAN B ARIE A TR OL R F 70 A BCIE S AR e R (o g i A2 DA S Bk AR 18 1 7
RDEACIS %5 R (I (T B AR 7
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STEP 6| Jyrhuafingy Sz B K hs AUt R 4417 SaaS ot & i & S 1,

AAE TP L1732 B3 i LB A R4 19 SaaS AL SCrF, AR SKs ool A K 1 46
RS, BRI 45 FLER 1 ) B 410 /5] SaaS KRR S FIERIY SaaS L 5.
P, RS A THER S b LR B B

1.

1% Object (Xf%) > SD-WAN Link Management (SD-WAN #4645 8) > SaaS
Quality Profile (SaaS Jii il ifi SCfF) |, ARIa WAL TR b #5640 5 70 2 By KB
H bR 25 2H

Add (s in) —ANHT) SaaS i i iE SOk,
A Saa$S Ji b A i S ALY Name (5475

Ja Ml (4Ji%) Disable override (ZEM%EG) nl/c AHLES K BEEE FH 7 56 SaaS Jii e fid i Sk
A i,

LA N ik 2 —il i SaaS Wizt
o Ny SaaS MR ECIE ERAS 1P Hudk,

JytgA SAS R IR QI EE A~ S90S 5 LI SCPR, AR SA9S R
AP suhi, % SA0S WAL AL oA 24 s 1P sty Saas
LR A

1. &% IP Address/Object (IP Hifib/*%f%5:) > Static IP Address (i IP Hulik) JFf
Add (i) A IP ik,

2. i A SaaS BHFLTIY IP Hudih, SRR —ANELIE o 4

3. i A Probe Interval (BEMAIBE) |, 70 2 Bh Kok e R AT B 500 SaaS B2 FR 7 %
12, DA s IR OS2

4. By OK (i) PRATIRIIBCIE B,

9 SaaS MR Bl i oe 4 R E 44 (FQDN),

1. &y SaaS ML 7 ELiE FQDN Huhilxr 5,

2. %% IP Address/Object (IP Hbdil-/*%f%) > FQDN 3 Add (i) FQDN,

3. iy SaaS M Ry ik$E FQDN Mok xf 4,

4. i A Probe Interval (FRINIERR) , 70 2Bk K8k e R )RR 2500 SaaS B2 FR 7 %
12, DA s IR GLE B

5. Hifi OK (ffi7) PRAFRE ML E T 0,

N SaaS M HFEFECE URL,

(it 80, 443, 8080, 8081y 143 syt sz i URL e,

1. %&¥F HTTP/HTTPS,
2. #i A SaaS N TR Monitored URL (57 W5 #:1% URL) .
3. % A Probe Interval (FEMAIE) |, 72 Bh K BE#2 IA M (R B ZEDN SaaS B FHRR J¥ %

e, LAy it pIROLUE B
4. Hily OK () PRAFIEIIACE Tk,
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6. i%£F% Object (X7%) > SD-WAN Link Management (SD-WAN 5547 8) > SaaS
Quality Profile (SaaS Jii Ml SCfF) , ARJa MRAS A N A Sz s b #6005 b D B KRG
H bR &4

7. HEWIR 6.2 5 6.5 AT HERW) SaaS MR BIEE M 44119 SaaS J5t & id & S+,

AR TIE 2, A IEAEIEN OB KT 1 e s AL b B [ 44119 SaaS it i L
(iR

STEP 7 | QMU i 70 el it S AEBE R AZ 1 PR OUB AL B I 592 70 52 i AN DIA B 1% 22 46 5]
VPN 5%, 2D BE KBS .

STEP 8| [ili% SD-WAN Sl KN LAFEAE SaaS B AL - Rl Bz 1 R4 RS, i Bh KBS A e
SaaS N R 5 I H e B e i s 0 5

@) - Application (Rijffy) Heui i, R S90S R g2 R ) SD-WAN 5
W R b, DA SAAS W et i AN T RT R SaaS 18 F R T,

SD-WAN i 1870 KBl E SO
{5 SD-WAN TGS R b, 55 KR T s A i i A6 AFAEBE B L I RIS A B AL S B,
RGBT, PRI AE N IR MY 55 S B U N R e SR 1S e etk e . LA 2 ISP B8 1% T LA

PRI A, BEISEOR, ARG A I e AR BN BE, T AR v e — N e
[ 1| BT 2% b2 21 NN Rt 788

SRR AR, B KBS T SD-WAN SREE RN 5 T Fi5 7 an el e e o 1 S 300 A AR
LUK g A 82T A Py B8 A T Y B ) e e o R 380 B L O R AR O U 20 ARG 1 S

i3 5 SD-WAN SR FH I VE LA S A e 2R 55 B 6 Ot 0 e s ks

* Best Available Path (it nJJHERAE) — (EATHEOAR,  HICVRRHIAR v (671 70 S DASH AR (] %
P, IEREIE T, BE KSR T SRR fE AR 0 R R, MR RS B R TS A B R AR T
Bz, NI e 1 BT A IR B

» Top-Down Priority (11 Eifl MEJEZ) — A ifs SR 5 5 S0 (8 72 i B 6 H 7 fne Jo i i B i 4%
PyBERE, MO B MRS L, B X SR RS IR ICE TR E SR R B AR A1 2
e a0, B KBS e FH A 2 b PEAA 2 — 0 B IR A i 2 il D AR i (0 P I B I DA A T
WP RS B G , A RAR IS B AR T i L & SO F, PR — HOBE R ARt TP BE RS AN G A%, Bk
Fok AN Z P HESA B R B AR PO B — N R BEAA BE 0B B AR 1 R 1 B Bt N
G, WRPE TS24k sl AT i £, 18 B KIS A 2 n — ARt v B S I BERG . JR
P AT R B Ak 28k, LV AT B v A o o BB 225K, DU K 8 (0 10 e e T T BB A 7 e 438 1)
THR I REER . TFASIT b Ry, BhKBEARH E B P )ik, MaER AR ic 75
PR e R S R AG, DA B Tl B e R 1)

+ Weighted Session Distribution (JN#(£x1E 70 &) — WEREEATF-Bh gk 5 HUU VUL i 7 3 ISP
FIWAN 856, HAREEAEW B OL M T I T, o DU i, ST LA R e
TEERAS T 0 LIy, TR ERE R 1 E . el AR N AN B bR C gk 1T 0 2 e 1 TR IO 22
Thio B KBS T IG IR Lk AE B FR e BE RS ARG EERS B R &il, TH 0 Bl & 70 ey
BERRIA RN SE M G o Mo, BlTT,  BG s DU R 7 o fd P R e ik . 0 TXHCIR SR, L
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R T

.

s (B, KA 70 S8 MUK SCHAR D) 1 B Fr

& n] LA £t

. 70 F B i T A, B KR S 2 VL e T [ IS [ R B

TSRS AR IS IR B e B,
i, u&%ﬁﬁfﬂiﬁ%ﬁﬁﬁﬂﬂﬁﬁmf%k
prik.2 S/ (NS RAN

] LI /2 SD-WAN Sl KU o g B FH R P e 3 () 4 0
M IR (P TEERR bR e R )

LR duiqn]

BEARIB TR ERSIEY R I fE ] H 4% A28 7 K

WAHKRE EMESES | o SiEilsmsE | S SR KRR | S e s R PUT

AR EEREAILA | BREM®RE (I | BRIEEW®RE (I | R

(FEHANE) ) H)

H i Felimen] | S aSif Edoknl | SZEmeif s Eia | S aiE ATk

BREOKE: WA | FkiikeE BAzrh, Bk b 5 2

B ER (BRI

H i Feliiefnl o | BT SiEEEdsRnl | 2 E BEm | S2m e iE ATk

BaREOCWE.: AR | BikE 201, FigsiEk | RER

BEEPATIB TR P nl 3 5 B AR

o £

WABAECHKE (K | TGSl rR | T2l | i Sl il

H,) FIFI P P =AM | B iR AR VLI de s 4 75 1) LAt
1% Frid

e AR, HAEAK | Rtk iz R e T 4% R fet: v A%

(i) B8 AR

BESt,  Bh KA

Joi, AR 1 HAT T RIS PRI E bR, BT

I:lO

e R Y T RN O A M N A S E P 7 K R P> s

FEIXELFZ 1118 F) iz K Mbps
TR AR Rt 70 R U [ iy /S [ B B b i 1) 2

LA B H AR

SD-WAN #5id

A ki MRk

1. SD-WAN #ric 1)
BEES LAl
Uik

i tE T A%

£ SD-WAN #xich

B e P I
A

WAL TE 7 K

Tl gy SD-WAN
*Tlﬂé’]*liﬁ JRoBas
=5 SD-WAN #5ic

LA H A R
SD-WAN #5ic

e s —A> SD-
WAN iy £ 8%
S e R RS v
Q&/\a*—/z‘:\lﬁﬁjji

M4 SD-WAN Fr
o, TR AR
/\%%1%@%

T/ il4y SD-WAN
PRACHIAL R 17 70tk
“£%] SD-WAN #75id

SD-WAN 755 71
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GJie, SD-WAN it i 7o Aot Blis i@ By g 8e L 92— AR B TS DLS T e (A0 T 2 Hdis

oo DIA Virtual Interface
oo Ethernet Interfaces
....... .1
| < Egress interface is identified
e from Layer 3 route table
[ lookup
Packet Flow Overview VPN Virtual Interface
1. Session lookup IPSec Interfaces ]

2. Session setup
Forwarding lookup -
NAT policy lookup
Security policy lookup
3. Content Inspection
4. Forwarding/Egress <= SD-WAN logic applied
5. Transmit Packet
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2. ekt uhikE
1. BB — P kRmid A 3 R R EE 2 23 R B0l e SR I I X sk, gz n

MRS, X T VEfid SD-WAN SRR R HFR 7, Bh KR {8 H SD-WAN 2 117824
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2. NAT SRIg & H — IR 1E VLA NAT JU,  B5 ks T — MR &, DUiE s (Rt
JE B9 EE RTX

3. AR E I — IR L 2RI RV EE, WS ESER PRI ESTE, bfT, B
KEEGE ] App-ID™ Fil User-ID™ #4173t 7025
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4. (ERR /I N BT A, TR B, (EHEBE:, AT SD-WAN AR,
1. Bl e R R — Bh kS A D e e R IR AT R U0 R R I
2. — HNIFEF PSS SD-WAN SRig R, SEoxP T SD-WAN BRATIE R B4R 5 e A i SOy
TEPRAR GRS 5 Vit de 0 R LI SCE A 08 B AR 3 7 1k DA R B 25 FR AR I T
3. Wi, 4T IPSec/SSL-VPN B&iE &,
4. FE i iR — R QoS % . DSCP HEAIIP 7B (M%)
5. REHIEA — Bh il R B B2 D R AR,
PLAE,  BATAT DUR I ok A AT S 2 SD-WAN B 2% £ 18 4

Secure SD-WAN'’s Path Selection Logic

Public Internet
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Ethernet Interfaces ---
e ; ol

) A Internet/SaasS
Branch Office X P
]

_—r
Application Ao T ~ _ [Private Network ...[oog]----
Thresholds & il » E EEE E
VPN Virtual Interface - irl o |1

IPSec Interfaces

Headquarters
Path’s latencyl/jitter/packet loss

SD-WAN Traffic Steering
+ Session Load Distribution
« Path Quality Profile
 Traffic Distribution Profile

Top Down Priority
I ISP 1 - Broadband =

ISP 2 - ADSL
ISP 3 - MPLS

1. Bh kB e R AN A T b 2 5 BJG, BH KBSARIEVURCEE 3 2RIy Hbs IP Motk ¢
SD-WAN H gl bz 0, Bl n] DUE E23E A 26 Internet,  th ] DLM I 22 421 VPN BE 13 0]
Frhub,

2. Pk BEmidAE VPN Bl EHATISB PRI AR M AN 4% . 94 DIA [nl& a4 — NI
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B E I SEbR T IME S RE T e

4. NERICIR. BahsiBUE EERME A T BREN BT,

5. (i), SD-WAN REIUEE 11 g BT AT & K B8 A2 B4 (50 FH A i 70 A B 1 SR 7 EE R AR 1 I 2%
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IR R RN 75, BIE AT ) SD-WAN Uit i 70 A B i S,

STEP 1| % 35¢%) Panorama Web #ifi,

STEP 2| 1 AE SD-WAN £2 11L& b s iR B FRICHI AL, FFHE A8 FIHE B IR BEkRic . AU 5E
BFRICHE S RN R ORI, i Panorama™ BEME I S T e 0 R S v R GE V) BE
BEARIC S SD-WAN 2 11 i S Bk

STEP 3| i%&#% Device Group (i%£41) .

STEP 4| BRI o RACIE S,

1. ##¢ Objects (X}%) > SD-WAN Link Management (SD-WAN %45 5) > Traffic
Distribution Profile (it & 70 & lc i SO k)

2. ¥Name (#iF5) (R 31 AT REF ) Add () i 7 R AL i SC

{4:0

Traffic Distribution Profile @

Q - w2 X

O

[J BroadBand1

[ BroadBand2

@ Add

“ Cancel
3. MARERAAAEREH (WHEHOMD S0 el I 0 R ACE SO, 5 Uik %

Shared (3L=5)
4. PR KT, RS TIPS v T IR E SRR R AR

Best Available Path (izfEn] l#%42) —Add (i) —Dui %/ Link Tags (55 4n
18D o FAEUE A E], o App-ID SR b N R 2 20, B K g R bR
T (8 AR b oA R IB T PIR LR AR R AR . B KRR RN AR 7 G, S 1A
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5. (nik) BEEAmdlINg RS, (1 MoveUp (%) =i Move Down (M) ikl
SAN R PAIFRCIY, DB G AR e B s IH A i S LLje SD-WAN 55 )
YU eide v 2 P A e PR IR o

6. i OK (ffiie)
STEP 5| Commit (£2%2) , #XJ7 Commit and Push ($2253E#E%8) @IhCE ok,

STEP 6| Commit ($£%5) Wk,

B 2 e i S
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PAN-OS i AR 2514 T s i A, Sl o i 2 40 2 47 PAN-OS 10.0.2 8 g A, A —
A HH DB TIPSR BOA I, #5244 FEC SO8UR (0 7 bk I 7 7014
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o RECE R gD, (BEAGRs [BRlcil] AT 2 FEC sl W R AR ACE » 24 as A
EhAlRE, Mades EROPLTIRGAE B R, )

FEC Figotin to 52 37 4 1,340 31y MTU | S Pz Sl tusbs s it FEC sl
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STEP 1| %3l Panorama Web i,

Al SD-WAN 5z il 2, 7eitbAbi% % Eligible for Error Correction Profile interface
selection (ZYEEACLIE SCHFRE NMVIERES M) |, DARRBh ks el DL A s HE2 (N H SD-
WAN #Z FUBCIE SCER I ) T B i T 3 B R LI B TN B i SR B

Link Type (BEEZE7Y) |

Gilhn, T LLAERC ok R % Eligible for Error Correction Profile interface
selection A\ SCPFBE DGR AT) | IPRZALIT ORI T8 1) 96

LTE gepr  LIE MASAE 5 B 10T 5 B 4t

STEP 2|

SD-WAN Interface Profile @

Mame | Broadband
Location | weysl
Link Tag | [l BroadBand1

Description

Link Type | Ethernet Link
WPN Data Tunnel Support
Maximum Download (Mbps)
Maximum Upload (Mbps)

Eligible for Error Correction Profile
interface selection

Path Monitering ) Aggressive () Relaxed
Probe Frequency (per second) | 5
Probe Idle Time (seconds)

Failback Hold Time (seconds) | 120

“ Ca ! Lt.l

STEP 3| filist SD-WAN W7 HL LI P2 11 381 ) SD-WAN £ 11 fd i SO T DA 82 0,
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STEP 4| >y FEC sl ¥udis S A A A5 il & s,
1. #&#% Objects (X%}#%) > SD-WAN Link Management (SD-WAN 5% 45 5) > Error
Correction Profile (2450 SCek)
2. Add (Fshn) 2YESECE SCHE, I A% 31 N TR TR YE Name (B4R
%, EC_VOIP,

3. 4Ji%k Shared (ML) wlR2UkAdiE O T Panorama ERYRT A% 444H. B— vsys b
B 7 EIERIN vsys, DLUREHERILRCIE M) 2 vsys DB 57 11 vsys,

4. 157 Activate when packet loss exceeds (%) (Eids i EJHIT (%) BGE) #iE — —H
BRI e E 0 ke, 2 8 T R A5 B iE SRS SD-WAN SR I U] A i i 11 5
FREFF3E FEC BB ER . RN 1% 99 5 BN 2,

5. i%&%¢ Forward Error Correction (#4724 ) i Packet Duplication (W dEE) LL
FR/52Y SD-WAN SRBG RIS | SD-WAN 82 11 e i SRk 55 R5 (i i iy 24 48 ik 5
IUNE RS, MEEFESIEUTESE, SD-WAN Bk — Mz 0 kR = EENE
JEfl,  (SD-WAN i #1&17c I 1] Eligible for Error Correction Profile interface
selection (ZYEEACE SO NI MEEN 22—, )

6.  ({WE: 25 %% Packet Loss Correction Ratio (Hifli{d £ 1E%X) : 10%

(20:2). 20% (20:4). 30% (20:6). 40% (20:8) =k, 50% (20:10) — & (R LG A7 5 HE 1Y
AR, BAN 10% (20:2), KixPhkss (mbhes) KA R REEA7 55 0y LAk
wn, IR K (R ES) (EREURAUEROMER GRS, S, RS, TEIICR
LA, NIE, SR AN T, X e NS A IR, ARSI AR H T
YuhD B K AR v i, BN, AR A O BE KA R IR 3 50%, 752 Bh KA BRI
KN 20%, NbOph kB2 20%, 77 B KBS 21 50%.

7. 77 Recovery Duration (ms) (PKEFrERITR] (Z22K) ) — BBl ks (iErdes) (1
WA oy AR R B A 0 06T 25 AR B B A A T8 s i R T E SR i K e M 8 URR 1
4 5,000 ; ELIAN 1,000) o Bl ks B & 2RI BUE tgs His. etk & 000, %
2K AT E I BR AP T BRI R . 4 E FRamt [ 200, BR i 45 4 AR
IR, 18] DAAE G s i) S AR I 1 SCOF G s I R FR SR TR], 1 BCE SO Pk R 42
B A R B RRG B8, MRS ES e ST RF B2 1R 15 1 3 A (A 52

ML ER AN SR S B2 ] TR BB F Ay, AR X 1E 5 R Ta] i £t A e gk
BEATIRE (A LB

Error Correction Profile q%o @
MName | |
Shared
Activation Threshold (Packet Loss%) | 2
o Forward Error Correction Packet Duplication
Packet Loss Correction Ratio | 10% (20:2) e

Recovery Duration (ms) | 1000

8. Hifi OK (ffiic) .
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STEP 5| filist SD-WAN ZEg |, 5 [ A& LE R 61 1) Error Correction Profile (2% Ad i <L
F) , R EIZ N H ) s R H R

tefeiE FEC st (g SD-WAN st i ARERRY 4R
2% 2/ BT 2 20 ks FEC st 0 53 101 5/ Shmis 00 o

STEP 6| il & ¥ 2k Commit (#252) il Commit and Push (325231 HER) BYwALEl kR (7%
)
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fid & SD-WAN 5% 1 ]

SD-WAN SR H I 45 7 B2 A e A/ 53R 55 DA Kt e 70 A BCIE S, BARE B KBS a0 el 9 A J 131
Ay LRSI bR AE (BN, IO HARIXCER,. 500 H AR 1P Mkt DU A5) rufk A
Bl ke B ik 4. SD-WAN SRS R IUGE ] 57C M TATE . Bt A (U 25 0 BRMELIY B A S 3k
OB S, — B e —ANERME, B KRR 9 SR 3 1/ SR S5 A — 26 BT B8 42 o

WEPEAE ) SD-WAN it i, AR HE R 20 0k &1 SD-WAN SRES, PRI E O & Il
TRA T AEHE AP OB BT IR . E2F, DA CE MU BRIk, 7 2w Lk Ps SD-WAN
RIS, AE I ) A TR R e 2 B ARSI X LR T VRS, A, B AR IEHER B S ik 3l
JErhD i) 19 SD-WAN SR, Ak I Q”‘S‘ZW%TWB@WB’J(ME%/RO Panorama™ 45 Ik 5%
2L TR S HE, ST, SRS H, AR IR R SD-
WAN &1 7% SD- WAN ﬁé&l%ﬁw

76 SD-WAN Sl S i, s a] DLg 2 A BCE SO, LA AT & 78 i i A o 8ol o B AT (R 5 0
1 HE 0E O B I R e B 3% ) 2 4 (FEC) sl tu i &2
76 SD-WAN Mg HU b, 38 a] LR E AL Panorama HE & JH A Y % 4% .

STEP 1| 3% Panorama Web 7,

STEP 2| i%&#% Policies (%Rl%) > SD-WAN, #XJ5 M Device Group (¥#541) | FSC PRz k£
B .

STEP 3| Add (#hn) SD-WAN SREEHLN
STEP 4| {f General (i#Hl) &I+ I, # AN EYE Name (%75 .

STEP 5| ¥ Source (Ji) &It I, Bl SR KL I 25
1. %0 Source Zone (Pi[XIk) HlEFE Any (L)) Jst[X gk

2. Add (Zshn) — A ANERLEE,  #57— external dynamic list (724 51 4)
(EDL), =ikt Any (fLAn]) Jsithl,

3. Add (&) —Ae AN, kS any (R B

STEP 6| #f Destination (H#r) MET-F E, A SR B H AR S5
1. Add (7hn) Destination Zone (HARXIK) |, sk Any ((Ef])  HFRX L,
2. Add (b)) — AN A Hippkbhl, 57 EDL, 20iE# Any ((F{1])  HArHuhE,
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STEP 7| 4 Application/Service (N JHFEF/Mgs) iEWiF L, B hn SD-WAN 5545 BEAC 1 S 45
E N R P IR 45

PAN-05 10.0.2 3 5 SA0S i e i it ST (R ali M, (HORIB 393 4, iR
A J0rp— AL S b SD-WAN Sems i eI, LU b — ML SOPk 5 2 %
B

BN, A SaaS i ki 5 ekl SD-WAN Semg i 6 BE, T Al A il 5
{5 ) — SD-WAN Sems 1 ) 6 5% .

1. %4 Path Quality (MRS ) B0 2 il i 2k,

2. IR 3Bh kRS B A E] SaaS B RE RO TE B2 TLECR DT ) (DIA) 85, 1% SaaS
Quality Profile (Saa$S Jii il & SCF) st it~ SaaS it il s 2 1F, ERAA
None (L) (CUZEHD) .

3. i%&F% Error Correction Profile (ZUAEMCIE SCPE) S HE A e 2 1 DK% ) 2 4 (FEC)
R U EE N TS5 SD-WAN SIS PEALr N R, 20N None (CE) (42K
) .

4. Add Applications GRINNHFRT) |, RIG MFIE IR — NN R F, BOE#
Any (L)) NARER, SRIEFRMITA B RE - 8657 B 118 3 vy 42 5 1 i i S v 4
M TPIRBURE . S 6 5 b — N IR 3 UL, L2 S R J 8 HH B 428 o o i
SRR b AN EIPIRGURE. GFH, 805 LS A RVERD) | IRG KRSkt
B IR AR

AN BE MY 55 AN BE AR 2% A RBORI NT,  DAPRUE L ] I

4 Adaptive ([15ER ) pak Fy Saas Jo e P i LT 5 SD-WAN sy
E, BRI e i SaaS i RL . xt PEfid SD-WAN Sz 3 1t iy 45
S JH LT £ 17 365 7 s 42 ] g 2 s SD-WAN g ) st b i,

f g SaaS WU LT iy SAAS Ry Fi A 2 5608, #0459 Ry 42

J¥ v n) SD-WAN i), Ll fs S0S s e 5 AV 7 -1 FIr a1y Saas Ry f

I,

5. Add Services (MRS | I MAIZE R Aok 2R, sk Any (L6 AR
B o BRI T AT IR 2% K02 BT J4 34 th 1) B 4 SR ki £ ST e P 5 T 032 A IR BRI .
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R G Ih — ARG VERS, LIRSS 8 H R AR T B SCPF b b — AN s PR GL B
OfH, 1280t 5SS MEAFIEAD) | B KBRS

AN SR B 55 Iz 55 FIX B A2 2% AR R 55 DABRAIE I /T HIE

SD-WAN Rule

General | Source Destination Application/Service | Path Selection Target
Path Quality Profile | file-sharing ~
Saas Quality Profile | None (disabled) i
Error Correction Profile | None [disabled) R
[ Any application-default w

O | APPLICATIONS ~ O | SERVICE ~

r
] @ dropbox-sharing

r
[l Eo.;onﬂucr;l.‘-f_-l‘aril‘ng

Cancel

STEP 8| ¥t Path Selection (Bf2ik#%) Wik [, i%F% Traffic Distribution (itE/r k) Al S0t

B b AL ST AR S 2l R A A B 5 FUN g BT A VEBC A& AR UG, D
B K i (52 AT o 70 A P e ST T ) P IR s AR

SD-WAN Rule

General Source Destination Application/Service Path Selection Target

Path Selection Settings

Traffic Distribution Profile | N IEENTTTAT

New 5, Traffic Distribution Profile
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STEP 9| f¥ Target (H#¥x) #&IiF L, WAL N Bk &4y HFsBh ki%, Panorama ¥
SD-WAN S HHIN 35 21)12% % 2% 2H
« JEFE Any (target to all devices) (fEfr] CEFXTATHEA) ) CERIAD LUHE S RN 2 P 45 %
%o W%, 1 Devices (##%) =i Tags (Frid) LAFEE Panorama #f% SD-WAN g EH
P15 2% o
« {f Devices (%) ®IiF E, EFE— N ANImikes, DIRHIAKR B A HBIIERE; &
Ja kNl % ) Panorama HEXR AR 845 AnABIFT S -

SD-WAN Rule @

General Source Destination Application/Service Path Selection Target

/:\ Any (target to all devices)

Devices Tags

Filters X Clear |Q 3/4 ) X
Device State Sl
Connected (3) Branch
[ Platforms Branch20-2
[] PA-VM (3) Branch25-2
[] Device Groups Branch50-2
[7] Branch (3)

Templates
Branch-Stack (3)
[7] Hub-Stack (1)

[7] Tags

["] HA Status

Select All - Deselect All ["] Group HA Peers [] Filter Selected (3)

[] Target to all but these specified devices and tags

Cancel

o ff Tags (Frid) &Ik, Add (Fshn) — A2 Tags (brid) , FHIEFEFOC LR E
Panorama = MU 277 i v bR e 19 i &, ARG R -

SD-WAN Rule @

General | Source | Destination | Application/Service | Path Selection | Target

[ Any (target Lo all devices)

Devices Tags

O | racs

B [ SDWAN Branch ~

(®HAdd O Delete

[ Tareet to all but these specified devices and lags

Cancel

o R CHRE R ARG, 0T LLi%$E Target to all but these specified devices and tags (1%
XS R FIBRC LA T A HER) |, {# Panorama #E3% SD-WAN SIS H0 21 B4 48 72 1%
B FRIL B DA T A B A% o
STEP 10| B OK (Ff7E) .

STEP 11| Commit ({#£%5) , #&/5 Commit and Push (FEA23FHE%) HRAYACIE Tk,
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STEP 12| (hofbsiik) AUE-—>4xifr) SD-WAN SRES N LA/ Ao ASVE il 251k, IXRE,  fan] DAFE AR ]
ARVERC 2 UH IO EERS, & 7A SD-WAN #fifh H 10 AR &S iy R VEAL 21

@ AR ARG A g RN 2 A VEBC 21, WBG KB4 LIRS L 55K, 7
PR w] BB 2 18] 70 AR 282138, IR AR IO I T A VE il 23 R A L e 70 A M i =0
o ARINECHR L 50 AR VU AL 2 T RE 2 M N EOA, BN AR 719 )
LT B

STEP 13 | SD-WAN S B A 2 48 0 fe, 1 01 2220 2 0 U DA vrim i (B4, bgp #24
Application (N HFEF) ) M2 210 Internet, M7 iy, DL M A O ) 20 57,

STEP 14| (nfik) RNBRAFUFAE QoS,
Jin 5 SD-WAN 137 iR P o i i s B i, ol SR R L 7 F R e o6 T Sl
S MR (s 58, A QOS JLI| LA TF fffze 1 5

STEP 15 | %45 VPN SRR 5 218 A 3hiE BGP i, 1575 SD-WAN 4 {1 b 25 =7 Firebory 2 1] il i
BGP &, LAshZ&S s s fin SD-WAN i [ 5 5 F0 4 2 2L =i v

2, WMEREAEAAE K LT E BGP B ih, 2S00 BBl Panorama £ 4 i i BGP
6 DARAG S 22, RS b BGP 5 B 22, Mk, iHACE BGP & ih,

STEP 16 | Jyiia A Ay SD-WAN FERLEE ML E NAT,
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TOVF b BN 1A e A & s 35 7 1) MPLS B8 5%

£ SD-WAN 75 SZ B, B ORI TR 7o Bas, ANk s 22 36 1P bk i i A3 B2 A Fy #0308 3 36
B4 A (DIA) #2115 Internet 482, O WA RAA IP SRR AL eI VPN 21082 A, B K
B R T S A 304 DIA SRR Fr e e R 2 oDy MPLS RAATIEEE, AT 17 A B X Fr U
P — 2 AU AR T D BRI o DYSEBIX — a5, AR T LA M ER(E

STEP 1| A3 firfly 2 [A1 QI —> MPLS %, f£ @4 SD-WAN L2 HECIE CPEmE,  shGfn 7y S2m
Bl R ILA U IMPLS,

STEP 2| W ANER A L4 VPN B&E, 24208 H SD-WAN £z 11 i 2 b9 VPN Data Tunnel
Support (VPN #JEB&E 7 #F) . 1525 VPN Data Tunnel Support (VPN % =7
FE) o, NEAAG % s N VPN Bz st 45 .

STEP 3| Dy BRIl it SD-WAN S JUI, - G AR 5T bl i S0k, FF 9 4R7E Top Down
Priority (F1 Ll MCIEZ) 197201 B 0 A 0, IR 70 ARG SO A U A —
> MPLS #i%, i Ry — (FARichriil) o 3ok SD-WAN SIS i B 2
Jy o5 T IE 0 AR ML S 70 B SO, B 70 R BCIE SO e A 4R H i |
AL
JE A7 2 FRg VPN BBzl 2 8F, B MPLS 8ERKIS1TE, BhKEEHE 5 2 F 3 1
MPLS #2531 DIA Uit i 4 1

STEP 4| AerpldE b, O HATET Internet I9IR42,  H BN OO0 & ¥l 1E 100y, Sl
Internet 9% i,

[ K 5% 55 ] DIA BE#0 82 0 F VPN Lz 0, DU R — 42 A 3L Internet i & 5 B A i =
M B, Internet Wi AL T AN MM VPN B, HA S 270 X 58 4200 BT
7 RIELE
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Al DIA AnyPath

=R F1 ISP (1) SD-WAN [E£22 1L IRRA U7 1] (DIA) 2655 51 W B ol B AN JE RS, T SEREIX e B i
B 7 21 ) — AN RR DA R0k 55 B S . DIA BRI W] DA 72 1) MPLS Bt (H W] RER AT MPLS
HERk, DIA BERR MATRENS Mo e R 2 ) — A B B M ) I e Bk A el e kA2 Gl rhuoelizy
S0) BOBEES  DIA PR AT PGB (7 o vy i g4z IS LR, FFSERT DIA, DIA AnyPath 2 4F DIA
Bl R S B e B 2 BE A OB KSR T VPN BROE, SRR SR LA . EAt, A RIS S A
ZRPIR (3325801753 BT, 4 DIA ite nf AR e 7 51 73 52 15 Kt DAF 3% B

DIA AnyPath 7% PAN-OS 10.0.3 =% ¥ 519 PAN-OS WA LL K G 251 SD-WAN A=A, ande

PR Panorama Jd(F ) SD-WAN KT,

75 S RN 4 R s A R4 21 VPN B&3E (DIA AnyPath) 19 (1047 J LR

o A B E T MPLS 4% 5 o P 20 50 5 R AN [R) (8 87 g 17y — AN B2 AN 28 3 T I 0 2

o VPN ER b H NG, RENEROE] R0 DA i s 3 5,

o RSB &, B SRR T AR TN R I 20 1 DIA B 1A B A Bk
W, ASE R VPN BRIE R 25 E b, AT 4 WAN 7 58 B0, £ DIA 1L HLAS L Bl
HLO R0, IR R e s e g s s 2 1% ) 8 i v D AR TR s i TS 88, wT AR Ji e bt
R R A DAEIE AR

o fEYMPROBRE T, B ERGH  HECRI EAR R DIA B 2L, AN S R
BB O T B e, (B8, B4 EMIN IR (AT B AR 22 A W A& 3 T A A
RO e E 3 SR EIEE D, ] DLAEE—/ SD-WAN SRS HEIN], B3 56 W R R o 1) 2
DI R, IASIE H B K858 % 26 rh i BRI i A 1) 3550 DIA 5%, AE AN e sl e
A OL IR R 3 4 e Bt 37 7% 381 7352 19 DIA #2111,

DIA AnyPath 51A 1 3 gk ey gz n OBEE, 2 EARREULEE 11T DL SE DIA BERS IR 1 op, )
e Uy e (VPNBRIHE) |, RERERE Nl & A CROBERS. FAREEIE 1% T L
HIADIA (LUK 20, s Bz 0o 22 il iz 0, 0z & s in#) Panorama B, 1]
LU BE R ARIC D e bl BRHET T SD-WAN H6i1F,  Auto VPN 2% 55 4 bric 7o il 45 D g
PR O, T A VF A T 20 R L S T R TR, AP R R 1 2 R s B 5 RS I

ks 1 4 CLI g4 ik iy DIA-VIF

R R 11 AT DU TSI 2 A ORI H TR R (LU, B Ak 1 AR Rl
B2 1R BT AT B 1A ) — % 2K, 53—t (AL R e h
b AR B AR LI g, ADSL. degp, LTE g WIFI,

NI R NSRRI B R RIS ISP ERE R —/ MPLS # %% Branch1, Branchl &4 —4>
Hubl 21 (JLrp 3 4 VPN BRE S| Hubl) Fi—/> Hub2 iz (B 3 4~ VPN &34
HEPEE] Hub2) . Branchl i&4 —A4> Branch2 2 11 (L 3 /> VPN [ziii%E£22) Branch2) Al
—/~ Branch3 E#L#Z 11 (S 34~ VPN [&iE & #%] Branch3) . DIA AnyPath 1) H FrJefc i DIA
e B R 1) VPN BBy, DA A B2l (a2 2058 e, I ER Rk 45 & 2
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Hub1 .vif

Hub2 . vif
t11, t12, t13 21, 22, 123
E—
Br2.vif Br3.vif Branch3
tb21, th22, th23 tb31, th32, th33

M AR READLE TN, Bk B SO BN EE th, DA FLIBC O L 1 1 % rh 2 0 (R R 4O B2 AT

5 (DIASEESFI VPN B&iE) o BRARIEFEAL T SD-WAN BS AR5 & L 5 S RN i 70 A BC I S

i, T LR sl 9 (R B i MR Aoy A 5k R B Ry . A s BIR PSS F

P 70 R B S n] LA Je /U R I D AOFRIE, AR I Hubl BE D rubsic, 275
th Hub2 [ T FRIL .

W KRB RZE RSB e O EREE O BA AN 5, IR T 5 sk i i
JS R B BE RS I A Je 2%, A LTE VPN B&sE 2 B fie 2o (0 565 VPN B&sE, (0 S T DA
KIEE L1 SD-WAN 2 F1ELE S Vpn Failover Metric (Vpn & #5555 58648 .
FEPRE BT, b i R I S PR B AL Je sk . AEHR ENES MR B, 48 Hubl Bl N
i, t11 19 VPN PR/ fabr L t12 9K, SR R T t12 &P ) 11, aFEl
P g AN B HA 09 AR, SD-WAN ¥4 LLIGER 1528 B2 38 K S 0T 215 i i

STEP 1| %% Panorama Web #ifii,
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STEP 2| J9#RZp A b 42 1 270 2 4l B2 1 rhity VPN BRI 5 C i e B2 A o2t o
1. EFEECE SD-WAN $Z 11 AL E Sk,

@) Ok DL ANRERS SO LR iR G s ADSL e
oF, LTE s WiFi g
2. 475 VPN Data Tunnel Suppor (VPN #iERxE 2 45)

3. 5% VPN B%:E19 VPN Failover Metric (VPN s/ 45k5) 5 JEHEIN 1-65,535 5 ik
N 10, FEPMEBUE, N RECE SCHERY VPN BRE CGBERS) e gk,

Blhn, R bEdRFR O NMBURAVE, R BCE SRR FE 4 1 RSE B AN ASR  AC
B, ZBCE S S OE MRS iR, DN B & 5y LTE 820, PRI AESE
A SE R B A R T e (D 1

{; TN U U — 4R %, T % =7 1 i A Rt Bz 0 ofn DIA g i s
322 T I (68 PR B 200 DA 004 37 5 45 I ISR R T4 58 [ i T
RACRA Ly, IRIG W EE AL AT HERY LUR E e T, 0 S (0 2 s
SE peEE T R AR b 2 R B SCHE, T B AT, B e 4 13 11 %
BB R RV BRI I 0 S R . Y, Vi R i SO B AR AT,
AIRE T T rbul 0z O B AR IE. (AT &5 b € 45 Fn VPN g i
7 B FERRAN AL b 20 RO I SCpE s B T R AR e Rt e 1

SD-WAN Interface Profile @
Mame | profiled)|
Link Tag - LTE R
Description
Link Type | LTE/3G/4G/5G Link o

Maximum Download (Mbps)
Maximum Uplead (Mbps)
Eligible for Error Correction Profile

interface selection
WPN Data Tunnel Support
VPN Failover Metric | 100

Path Menitoring Agpressive o Relaxed

n Cancel
4. B OK (#i7E)

STEP 3| (il SD-WAN #7H LJ A £ 11348 SD-WAN &35k =, B HAE E—2 gy SD-WAN
2 0 G SO,

e e L AR A EE A g BT AT £ 1 B e IR A X

STEP 4| HRUR 2 1 3 LAEHI A VPN b B 45 bnfc i 2 fth SD-WAN £ IACE SO, IR IX
S ST T ANRI B A2 11, DA A B A P e B2 O MY
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STEP 5| Gt sk ishnicd AR Frivh iz n,

STEP 6 | ¥4 eARic i InE 222 5 DIA AnyPath 1.0,

1. ¢ Panorama > SD-WAN > Devices (&%) i, 5010 SD-WAN 75 7% DA 22 th
Panorama & BRI Ha,

2. EFEHD,

3. @EA L hEIER Link Tag (BEXArIC) , H3) VPN B R TR PO EE 1T,
MASERAEER . N, 18] DAES 7 R SO vhs | B dnic, LAE/~H T DIA
AnyPath # B R Gy i0 hO ERLEE 0, A2 73 L, [ 8 VPN B bR 25 3E Fe 2%
1L T SD-WAN FEHE2 11085 B8R 7B

Devices @
Name | HUB1-VM300 v |
Type @ Hub Branch
Virtual Router Mame | vrouter_hub I e
Site | HUB1
Link Tag - HUB1_MASTER_TAG w
Zone Internet Zone to Hub Zone to Branch Zone Internal
0 items 9 Y

ZOME INTERNET

@ Add

4. il OK (f17)

STEP7| TENIES M6, NREAOERE N AL, FZbicimmnEg 25 DIA
AnyPath I RN RETA 70 2 R DA TR 9 T
STEP 8| G & 70 K i S LLSEIL DIA AnyPath,
1. Bl R A E S
2. 1%¥% Top Down Priority (H Lifii FAEAZ0) .
3. URINBEREARIC, (A A DI ORI T T i R R I 5 R
Flhn, AR E IS L S SRR i e 6 DIA, W e DIA Fxid, AR 20k
OREPMEE OFRL, 2 oIS A OB EE D bRt DR T BIE LA e B TR
SRR, ARG REE R, I E eI O 0, RIEEG S AR AR R
Wz N, s DIA FRid. AUERIER 2 PPIREEMEAT D, 1G4 1] DIA FR
73 52 R EZ bR .
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STEP 9| ey S2 15 KA R 44 1) SaasS Jit i i i
WAL AN 7y S 7 Kt L RCE AN A A4 SaaS
WEEE R,
AL (P B2 2 AT A1) SaaS NIy AR Dl Kk S i) foe 1 B0 5 e A e == e & b )
HEERAS SaaS B ACIE SCIF, B, BT DE R IR B A b G 8 AN R 4419 SaaS i Ac iE S
T, IR L HE = A0 GR35 K
S 72 2 HAT AN SaaS WAy AR OB s, B PIAN R 44 HAR 10 AR5 & 2
7RI SaaS ML HARRY SaaS B ACil Sk,  FF EATHE R =R b ORI 2B ks

TiE,
BRI S, DU b Bl i 46

(LGRS Nt S90S i R SCrR SD-WAN Sameiin], LU A v o i)
Sy SAaS i i S SRR TR G S R, SRR OB T T D B S
5405 e A i SD-WAN Seme ki, 100 54T M 2037 21 b D e 6 T
117 A M FFL D E SAAS [ LT 11 B 6

STEP 10| ¥+ (0>25 DIA AnyPath,

1. G5 VPN E RS A,

2. RNh0iEFE Allow DIAVPN (72#F DIAVPN) , 5% L Fru/rly (35 DIA AnyPath
F1 Prisma Access H1.0 ) PAN-OS HO I EHE) o WS efe HA vuly, e FE A
Arhl, R p i — A HA X454 4% Allow DIA VPN (701 DIAVPN) | .2
R A HA Mo 25 15 5 b s %30

VPN Clusters @
Mame | VPN2
Type @ Hub-Spoke Mesh
Branches Gateways
3items ) > X ||Q Sitems )3 X
D BRANCHES HA STATUS HUB FAILOVER
| | El HUEBS HA STATUS PRIORITY -~ ALLOW DIAVPN
BRANCH1-VM300 Active
@ Active [ Pas2s0-110
[[] BRANCH2-VM300 P -
@ Passive [ | HUB2-VM100 a
]  pazz0-113
[0  pa3250-104 @ rassive 4
[[]  Pa3ze0-103 @ Active 4
@ Add D Group HA Peers @ Add B Group HA Peers

Refresh IKE Key Remove DDNS Configuration “ Cancel

STEP 171 | i b AL 7 1) SD-WAN SRS LU LA {3 1 DIA AnyPath,

1. [l SD-WAN SRBEFE .

2. 1t Application/Service (N FRF/M%s) W+ F, §5E 2 NIHLSZH DIA AnyPath (195
AL R %%

3. RBEALE b SaaS Quality Profile (SaaS Jii & fic i 1)
T R A 7RI SaaS BT RLFE H AR SaaS i fic i ok, WA SaaS i i fic i
SR SR S R DA AL SD-WAN SRS H U DS BE

4. 1 Path Selection (%12ik#) &I+ L, SEFEE AN TR AR Traffic Distribution
Profile (it & 7 KACE )
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STEP 12 | % i ASPUfd (T {n] SD-WAN SRS B (1957 215 LA K A Panorama BBl & i i 57 o fa) 215K 11
2=,
1. GRS Y00 B AR R O SO R 4 20 R I SO SR AL B 2K 2
2. [iliE SD-WAN S R DI 1% S 1% LE 2= () — AN T )
3. BB AE S LR )T,

STEP 13 | Commit (#£%¢) Jf Push to Devices (Mt=%%4%) .

STEP 14 | G122 2= SR KU, BLAYF DIA Uit i i A A4 A DX 1156 X MM IX S8k £ 0011 Destination
Zones (HARIXIK) | 4R ZiZMNZ 417 Applications (N HELF) . HEsc - HEZE S /)
o

STEP 15| (EHILL T CLI g5 5% DIA 5 5 ¢
1. show sdwan connection <dia-vif-name>

show sdwan path-monitor stats dia-vif all

show sdwan path-monitor dia-anypath

show sdwan path-monitor dia-anypath packet-buffer all

show sdwan path-monitor stats conn-idx <IDX>

ok LN
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7 KANVERE 21
17 K H 2250 215k SD-WAN FERLEE 110216 5 SD-WAN SRS FUNHES TVUREL 5 Bh kRS E i
I AS A SD-WAN SRS, 3 55 22 4= SRS K0 42 H A Ly — %
o 5 SD-WAN R VUREL Bl k5K SD-WAN 22 250 1 T 16 47 W 222 R 120 %o

o WERAE SRR SD-WAN SRS FLM VLS, W2 ifis 5 512K R AIEE N SD-WAN s £
JUIEEA T VERC, 2 SRS R LG A R L 5 A1 SD-WAN 2 VNI IT AT BE S L7 AN VE L 231

BEA, AR TR R AL 9 SD-WAN SRES RN, 7 KA o BR e BT A Fe (A5 1 SD-
WAN 9] WLVE T H AR PERE, B4 SD-WAN $fFrbiy H R ie Ak,

R ORI R S A A

o BER k54T 3 A~ SD-WAN SEREHIN . — AN T8 € A ANE S N IR, — MU 145
TEARAAI WS R, — N T4 E 14> SaaS M HFR)F .

o KN R 2R S SR RNIL S kRS, 54 SD-WAN SIS HLU S PUAL, N y4sih 550 R
VERE, DL, Bh KRR BAT B T2 1B i AR o e i 1 SO B0 v o R 1 SO,

o NI, BhKEREALTN AL SR HE T VERC, RS N2 1 A2 B A T RS SD-WAN
FEREARIC DA B KRS FE OB, (X T BE SN TE v B, [, MPLS HEREFI LTE §Ei%) ik
Toke ol LEA LR — AN 2 D, &0E 2 A S Nz iR, &iE 3 kA
MPLS, &i& 43t A LTE, &1E 5 3 A DU nEcn, 218 6 #EAZE ATy 82 11
1, HAEMREE 75 KoK 4k k.

Bl he SNVl 2% Sk BT PEAE B, SD-WAN FE, S5 RIAE 18005t 1 2513 70 v A 1)

e )rﬁ}i, PATEBR A — A 2219 SD-WAN SRS, K FL i T SD- WAN USRS
i e, i —AN 41y SD-WAN SIS R, #rT Ll

o PERIRVSAC TR CE T BERE

o {F SD-WAN FfifE1) B il g Rk S rh & F/ By ks BT MRS (R ERASVE AL R H R 7
1)

STEP 1| %I Panorama Web 7,

STEP 2| GBS AR A S BE IR &, HAOR RSB R IEE . R MU U R A BIE. 6
i1, 2000ms €32, 1000ms £}3h, H 99% il %%,

STEP 3| GV i 70 A i SRR e 22 9 SD-WAN BEE&FRic, I AASPERC 21 il 1] 5 X S04 2%
PRI RERAY BEER T

O RS DRICRR R IR (WD) | AR R A
PR RT AT P2 A G L SRR RRIR ., AU, ST A A Eh B 6 R DAL
SRR (8 P & e LTE S i M 5 20 LI ST AR e ) 2 bl LTE

BRI BERBRIC o

STEP 4| Add (Fpn) —Aammy SD-WAN g, #k)5 7 Application/Service (R /1R
%) Ik b, fRE )8 Path Quality Profile (84755 & fic i 1)

STEP 5| #%#% Any ({T-f1]) JHT Applications (N JHFLFF) F1 Service (IR%%) .
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STEP 6| 1 Path Selection (%173 #%) &I+ I, EFEAIEH Traffic Distribution Profile (i &)
RECE SO

STEP 7| K#5 FMove (B3h) %I SD-WAN S H1 I 51 K00 fe Jg — 17
STEP 8| Commit (3£%2) , #J7 Commit and Push (3&xz 3£t ML E 2k,

STEP 9| Commit (3}£%5) #Hik,
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shn SD-WAN 15 25 £ Panorama
TRINEAS SD-WAN R0l 70 57265 ks s & Wi CSV (1 & Tt = S oE B S e ur 28 Y) it
3 A% SD-WAN .0 R 37 B kb,
« N SD-WAN %4 i & 35 THE 0 & 43 B iE
s U5 SD-WAN %45
o HEET ALA SD-WAN % &
* Prisma Access 1%, PAN-OS [ k55

N SD-WAN 15 £ il i 58Tk 45 09 S 4 Be ik

AEAR] b W] LLGE ] 2

« PAN-OS o SD-WAN plugin license
« SD-WAN

A LAEEHT LT A £ 4y BIE SR Y 2 —%F SD-WAN a5 217 5 4 Bk -
o FULEER CEUA S IR IESRIY)
« EFS (SD-WAN $ifF 3.2.0 L B fleA)

BIEEHT) SD-WAN HEAE R 3.2.0 Z i) SD-WAN #ifh I AT & 4H N, SD-WAN #ifh2x
NP B 7 PO S IR USRI, Bfi it i SD-WAN $8 4 3.2.0 K 57l
AT B KR P PR TR B0 B A BiE, DA R L TR, (TR By e P
A SD-WAN il fi k4 1 St P Ly i B e FIAGHIE, KB 2 e S T 31—

BATZZFAACTTAT AR B BB T AL TRy S 30 E, Al P e X EE AR R IE 1 T 1% G el 2%
#1519 5 5 SD-WAN,

TETH %2 2 i SD-WAN $ifh .2 mil, 15 # 8T  RIEEL T o b e Km0 SRt 7 #e0F
{5 LU F AR AL AR SD-WAN 48l i 35 TF 19 5 4 36 1F «
STEP 1| “&3%% Panorama Web #iifi,
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STEP 2| #¥ Panorama -2y SD-WAN B¢#5 4 BCIE 15
1. %+ Panorama > Certificate Management GiEH45F!) > Certificates GIEP) .
2. QA CAUEBE AN CA S AEH . JE TR CA, N SD-WAN 852571 1% 2k
1, BAIANLFr SCEP A4 B iE 4 .
A HAE BN T SD-WAN &% & A A0EME—RY, Wt eil, BEEABEER, oLk
1E£%4 SD-WAN ¥ %% 2 [a] L5 E 4 .
AT SD-WAN BZ3E 5 0 B AIE 1 70 <2 ML R OBl K BSIE RS, 1 4<id DA F LA -
o AR OB ] DU T A — AN b OaE
AN L LU 25 0F, BIAN AN 20 32 e 2% ] DA [A)— AN 20 Sk 15
7B ANE T VPN 5
o XL YERFT BN VPN BEEE 2 ]V A m H g v O i 8
(OLEE HA =) RS AN 00 73 32 W g B i v HA B, DU my DAL IR 70
LUEF,
o R AOHEEAE VPN FESE 2[R A I, WX e VPN b 7 S B e B N H A
ME—iE4, AT JE it # AT E—(H . AR e R E D S SAE R ME— P, e O
& iR M (Panorama IR R0

2 i (1 - SD-WAN Bt sy R IGUERGMHE TS (43 32RO AHED) 1)
PR DL R ARAE
BRI AT T4
* FrHIE B4R CA %4
* WHAFE B CA i E,
* E RN PKCS12
EFJBYE T IKE P25 Akl 1D At 4 1D, BRE, PHETS (R T SD-WAN Bz
LY AT 25 52 A DB ASIE T A I LA SANMEA BB, I HLRCAEANE T
JBYE S S AME— BV . I, KGO R SR iR
FQDN (:HL4)
o P Hudk (IP)
User FQDN (% JH B F-HR ()

iy Host Name (y:p140) 1Py Al Email (& jij b 1-iispr) S +5)8
VRN BUEME 11, gk, R B 7T (o305 b S BEA I,

ELL R Rk, A£G newCertificate 25l & LA IVEIE B Y. Host Name (3=
MLA) AETEMEAE T = AME—1YJEY{E: pan-fwO1.yourcompany.com. pan-

fw02.yourcompany.com fil pan-fw03.yourcompany.com, [P iFH @ MELE |« =/
—JEVEE: 192.0.2.0. 192.0.2.1 F1192.0.2.2, Alt Email (£ MHHE TH3H:) EEE
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STEP 3 |

STEP 4|

MEECE | = AME—1JEYE{E: sales@yourcompany.com. IT@yourcompany.com #l
customercare@yourcompany.com,

Generate Certificate @

Certificate Type (@) Local
Certificate Name | NewCertificate
[ shared

Common Name | vbn.yourcompany.com

Signed By | External Authority (CSR)
Certificate Authority %
[[] Black Private Key Export
OCSP Responder
Cryptographic Settings
Algorithm | RSA
Number of Bits | 2048
Digest | sha256

Expiration (days) | 365

Certificate Attributes
O] rvee VALUE

(m] "Host Name = "DNS* from Subject Alternative Name [SAN) field 'pmmm youreompany.com

(m] " Hast Name = “DNS" from Subject Alternative Name [SAN) field " pan-fwb2yourcompany.com

[] "Host Name = "DNS* from Subject Alternative Name (SAN) field " pan-fw03.yourcompany.com

(] "1P = "IP Address* from Subject Altemative Name (SAN) field 192020

[7] 71 = "IP Address" from Subject Alternative Name (SAN) field 192021

[] 71P = 1P Address” from Subject Alternative Name (SAN) field 192022

(m] " Alt Email = “email* from Subject Alternative Name (SAN) field " sales@yourcompany.com

[] "Alt Email = "email* from Subject Alternative Name (SAN) field " IT@yourcompany.com

[] " Al Email = "email’ from Subject Alternative Name (SAN) field "customercare@yourcompany.com

@Add (© Delete

(i) A a4 il As B & i CA Arp ) CA IR B Sk,
1. %% Panorama > Certificate Management (iE-T5%5E!) > Certificate Profile (ilE-{5/c
)
2. PCEAE R E SR,
TSR A Ta] CA BCE AR BLIE SR &7, WS LA &L CA,
BEUE P ACE SCEE T SD-WAN ORIy S MU A 3t 7 S gy B0 ki 7 5,

S A CA IFF LAKIE SD-WAN 451 5 4y

1. Panorama > iF B H > iEF

2. {f Panoram [ ABEHE R SD-WAN ¥  A0 CA UE- PRIt sl fli ] Multiple
Certificates (.tar) (%/MES (tar) LS AL NER. 1] CSV BEIEFRIEH 5 A F
Panorama &Lk 55 e, CSV R — X FALMNED, N TFIRMEBEANES.
| Import Certificate @

Certificate Type ) Local

File Format | Multiple Certificates (.tar)

Certificate File | Browse

CSV File Name

& Download Sample CSV

Cancel

3. Commit (i£22) "k, FAIUEPIGFLE T2, LAERERSRE il 3 AL,
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STEP S5 |

STEP 6 |

STEP 7|

STEP 8|

STEP9 |

B 3L T B S B F 2R (W PR 00 i Panorama 45 BRAR 45 2o 45 BRI SD-WAN HH0 il 2y

LGk EE . TN, AT LR ER AR (0 eihh) L WA SHRIERT, IR

REE AR T vk AR DA TR 51

1. #%#% Panorama > SD-WAN > Devices (1%%) Kn /> SD-WAN 1% 4% (SD-WAN
OrE 785 k8% LI i Panorama & FRIR 4% 281 T B

2. #%#% VPN Tunnel (VPN [&36) &Ik, RIGHEE S IRIERTA, 03 THEH M S 40756
iE, 151 Certificate GIEFH) |, AGEE SIEHHISCH T B, ¥ SD-WAN B4 4
IR S A AL R,

¥ PAN-OS [ k3% 55 Prisma Access I E & 35 T-30F 5 9 £ 473 50 30E

1. %% Panorama > SD-WAN > Devices (¥ %%) LLik$t SD-WAN 75 37 WLIIBY kK% DLiZE #2
#l| Prisma Access H.0 Jffd i E £,

2. #%#+% Prisma Access Onboarding (Prisma Access &35%) , A5k Add (i) LI
T S InE] Region ([X1%) ., 7& VPN Tunnel (VPN [&34E) r, AAUEFR 175
UESRAEX CN - (Prisma Access Hhi0y) T S 30E. X T3 THEBR S IGIE, N
Authentication (FEIE) K%k $E Certificate GIEF) |, ARG ACIE 5iE 1+
B, ¥ PAN-OS [} k3% 5 555 Prisma Access I, A2 % 43 Ly 45 B IE 2870

T PRSI FIT 43 7% 1845 il Prisma ACCesS v, i P A ) ) £ 4 B SS L.
DA R 43 A Prisma chop i AR £ 43 B 26 70, ) ¢z Panorama
SR Bk N

G VPN I G2 B (i 3 TR 1509 B 3 58I

1. &+ Panorama > SD-WAN > VPN Clusters (VPN #{4E) .

2. Pt VPN ERF Type (7))

3. #fXf Authentication Type (H#3EgiE2RY) | i+ Certificate (UEFS) . AZEEE S

IERT F RELE VPN BESE R RN 2% . VPN T4 A T A5 15 4% e B [ 11 B 3 B i 2K

W, IR E SO ERINE] VPN BEERY SD-WAN &1 S Beur i, s d e, i

Bl VPN 52 1 SD-WAN 4%, 0 FH RSG5 B 43 B E SR 1 00 Jeadk 1 TAd i,

BRI, BT R VPN BEE i S i T = 8 8 S i B0 2870 (s34 T 3hik

FHERRT)

Commit ($222) AdiE Bk,

%3¢ Push to Devices (MEZEFIVEA) LUK ECE T SO 2 2152 48 55 kB .

7shn SD-WAN ¥ %%

Zn—/~h Panorama™ A IR 4% pe HE TRV BEAY SD-WAN Hulal 7 3755 kbl . Innie &, iEie
BRI (7)) RN &b s 28K, DAME T k& 2 ni, 151k sb-
WAN [, RS04 200 5500 1P ikl A/ BEfR 7 1% SD-WAN $hhg5 0 . 1X 47 8 T
(AR

AR AT 73210 KRR A e D) K 2 IS 17 1/ s HA, - B Aoty e
B ity SD-WAN ige gy, fagy bl SD-WAN HA Bl g e i g HA
XA B SRR N
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STEP 1|

STEP 2|
STEP 3|

STEP 4 |

STEP5 |

IR BGP ey i e 2 s U, Ao v BGP W py sl X sk A0 [X 5%,
U\rhf%\SIZNiEJZJ‘&J\W%KIZEZO IR 4 o ASN A0 e Ja T T T e % 1 2e v 4
745 ASN
#075 SD-WAN 5 i, i1 SR38 A ¥ i 5 s SD-WAN S 3, e
Compatibility Matrix Ci 2 PR HE ) gy g gas 11 i o iy Panorama g s <7 g
2t 11 7y SD-WAN B g A

&4l Panorama Web i,

1%+ Panorama > SD-WAN > Devices (¥%#%) , ARJgi$e Add (Ushn) LA g SD-
WAN Bk h% .

LR AP K0 Name (988D, ¥ JL7E SD-WAN &N, (4 SD-WAN B5 K EE(E N
SD-WAN &2 i, 200k SD-WAN [ S (F 4y 52 A8 B i

1E#E SD-WAN #4117 Type (SEH)

Hub (tfi) — B8 1 SN el i () S b B K, P o S st sflid VPN ERE 5 L
e, Sz B O RTE HbR 2 S, HAEh O ER D SR BRI, T
OB AL L SN el 7 A BRI b, S B RIS RN, A BB R S R

Branch (733%7) — & By SO EIBl i, Bl VPN &R 5O AT, IR pt
3 SL RN R, ) SRR AR S B A B R SR, R ST

(nJig)  (PAN-OS 11.1.3 J¢ H ishioA, L& SD-WAN #fifk 3.2.1 J B mfieA) 1E SD-

WAN iy FACE 2% 2 REFDLES s

1%&#% Enable Multi-VR Support (J5 /114 VR 22F¢) , LA SD-WAN iy B E 2%/ 400 S i
o

BATCEZFE (0 SD -WAN s ERCE 2 A B4 25, IX SRR AR I #2 5) [W]— SD-WAN
D7y 2 ERCE S P Mk, 15°h SD-WAN (1) Type (ZR#Y) &b Hub (vh
0y, WA LL#E%3% Enable Multi-VR Support (3 1% VR 758 &R ELE 2 4 R L th

[=As

gﬁo

STEP 6 | &I J-7t SD-WAN LAl 73 2.2 [a]#E17 8% thi Router Name (B s #18K) o BG4

[SHaj

T, KlE—A sdwan-default BRI e, (2 Panorama [ ZhHE R EE 1 2s ALiE

()3 1] Advanced Routing (75204 11) ) e ldE Sk, JF HE e 48 45 5% i
25, I Router Name (I Hi2S 4 H%) W EILES tH 28 FIZ AR th 28 44 0K

QR READLES s A2 th 25 A PR AHTE], ) Router Name  (B& s #FR) 4 Ss AH [A) Y 44
PR, PRONERGASL ik th e g 5 R I th 28 (M A Rk thas . (O] s g g 14
I, IERREK s A R AL 2R () — BT RE AL 2 44 R 1D

AR READLE oh s AZ AR S Hh 28 A MR IA) AUAE T3l TEHTIZ B oh 28 0 PRI 2 HH B el

DL T Eh e A PR ) IS s R DA i i A4 AR FIIZ AR th 2 4K o 8T AR 75 223k % 40

ferhes UHFIHRs %) sBoZigeshzs O g s %) o R K5 Advanced
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Routing (4% h) #ET0, N/t Router Name (B5Hizssafk) b, FU MR (T
B 15) pigsikde.

(PAN-OS 11.1.3 JZ ¥ EhliAs, LA SD-WAN $iff: 3.2.1 J 0 ShiiA) an g 4N R B
28 (A4 VR 7£5) , %t T Virtual Router Name (EIE HHES 448D EI0, 151k DIA &
L es,

STEP 7| % A SD-WAN Site (uliil) AFK, LU B8 i Py R B (7 8 ol 2.

SD-WAN it 5 2 B S R K/ING 5 BB T R PR, AT 15 4 R b £ 7T
2R, I S SO Y M A (Panorama > Monitoring (5 %) ) % 1-ik &

No

FiAy SD-WAN w4 (hugfieg itk (HA) it ey SD-WAN 40> s HAy ol — 1ty
S AR

STEP 8| & AP LEMEN o YEMEEN) A8 Link Tag % 45ic) , Auto VPN 244 1L
OB REALEE 1, OB AE T B R I SO b i bR B bRl , LR Eth D (o) &5
DIA AnyPath,

STEP 9 | I 2ifr DT NAT W o Jidsin—A s, AR E % EilF NAT #0173 & b i
ISMIHE R IP Huhib e, FQDN, X4, 13 VPN BCIE w] (68 717 ks bk 752 b O o B i i
47 BT IKE R IPSec i A5 v] LLBSIA 1% IP Mk, (A4 9 SD-WAN [l A~4
PR M EZ 1T, )
1. 7f Upstream NAT ( Eil# NAT) J&5i-F+h, )5 HUpstream NAT ( Eilf NAT)
2. Add (7shn) SD-WAN interface (SD-WAN #:11) ; &35 SD-WAN [l iE 4z 1,

3. %&£ IP Address (IP Jihl) =i FQDN, 2XJ5 70 Al AT 1 MRS IPv4 Huhik ()
n, 192.168.3.4) , d& Bl FQDN,

4. i OK (i) .

Besh, g NAT iy Bt b, 3R il — st — NAT siems i A5G
Hx NAT g oRp e i IKE oy IPSec s (s i vk 11 64

I ke A (1 1P stk i, AL TP Hakl, R LR g
VPN sgqp, s i sy 4 Ahany -G CL ¢y 45 clear vpn 1psec-
sa_clear vpn ike-say clear session all s SEAZi(!
i1 P stk NAT sigms sl i By clear session all (ygpx
Fraeil) s,

2 Bl R EE i NAT,

STEP 10| (fW P =R s ) A sidr Aoy 2 34T NAT M o midmin—A 232, WA 4iR 78 1% Bl
NAT $ A7 8 Emim A E: 0 my IP #hksl FQDN, %% # DDNS LifE/~ NAT &% B4
L7 1P sk & M Palo Alto Networks DDNS Az 25 iy, K,  F 3 VPN i (i
P MBS BB E SR . 0 WLA IKE A1 IPSec W AZ T LAFRIAZ IP Mok, (I8
M2 N SD-WAN FliE — MR LUK EZ 1, )

1. 7f Upstream NAT ( Lil7 NAT) ETif+, J5 1 Upstream NAT (Ll NAT)
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2. Add (Zshn) SD-WAN interface (SD-WAN #11) ; &3~ SD-WAN BliE iz,

3. Mk NAT IP Address Type (NAT IP Hihl357) A Static IP (545 IP) |, ik
# IP Address (IP fzfilt) =¢ FQDN, K57l ARy DR IPv4 ikl (7
fn, 192.168.3.4) , =it LiF £ FQDN,

4. B4, EFE NAT IP Address Type (NAT IP #i#i-57%Y) 5 DDNS,

5. Hifi OK (i) .

e — o — NAT S 5 A
ﬁ%%ﬂ%ﬁ

I g ek i 1P sl g o, b AT [P s, | DR MR
VPN fpie, JM\/Dﬁf@\iﬂEpuiﬁﬁHCLl @< clear ipsec clear

ike-sa clear session all yyu Lz\jﬁf@dﬁﬂg$w -1
NAT a4t 4 1 (1 1) Clear session all (i fr4eid) i

770

© o, P NAT i B ds L ik
P NAT g i IKE o IPSec i

Y o Web umivpm Ay AL T DU 2 S i NAT, {8 DL (i
ik, & T[“Aﬁflzfﬂi/\{vﬁjj S b NAT o b NAT gy —
AN E A B T Network GCES) > Interfaces (?;zlil) > Ethernet (LA
K) frg Panorama -y Template (jifyr) ~yperpikf AN, KI5
MR —A LUK B, k% SD-WAN jhgi - ibit, #sr L, Enable (4
M) L NAT, I NAT IP Address Type (NAT IPyy, ji|- 271 O
TR e, A 1 S B bz Sy Panorama gy I B C i T B I
NAT i) SD-WAN 55 - < 2 o i i, B 44 (47 1 15 4% 10 6 i L 6 ]
R, P Panorama. w1 NAT I, -1t
NAT H@ﬁa#@aﬁ?é—\@m

5 2 P B Rt NAT,

STEP 11| ZZD%TLFH%—J“ZEE@H%HE%%%” (ToS) (28800 R 25 AU o (DSCP) ARid #1745, ¥ ToS

TBENATE 1Pv4 bk B HIE8E VPN BB B HIE Wiy /-8 VPN brsk, DR QoS 15
=

/BN o

1. %+ VPN Tunnel (VPN [Z35) &30k,
2. %¥% Copy ToS Header (&1 ToS Fr3k) .
3. i OK (faE) .
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STEP 12| (1431)  (SD-WAN Jfiff 3.2.0 )2 il Ac) 45 T 45 € Bl 5 4 B 45119 5 A,
16#¢ Authentication (F{H46F) 2570 : Pre-Shared Key (Fidt=%4) u{ Certificate (iF
) . MSLEFETIL R, WIS O A .

Devices @

Name { ]

Type @ Hub Branch %
(] Enable Multi-VR Support

Router Name ‘ ]

Site | \

Link Tag | None

BGP Upstream NAT | VPN Tunnel

["] Copy Tos Header
Authentication @ pre Shared Key Certificate

ikt SD-WAN = v g gAY 4% 3 FH I —iE 5
* g SD-WAN s ving VPN e )5 (0 0 1 0 0 0 BoiE 25700,

o HA sy g g Panorama vy 7y e (HA) i, =6 3155 ok
SRR BN KA A R e TS . £ RMA Ssherb #0020 1 45 - 3hB) K
St K [ AE 35 e i (B e e b kB o AR Zh ISl Ak B TEFS 08 T B I EHE R T T
B, B2 AT ok TN KRG . ki, 7o wT P B,
LB BGRB8 0 B A [ (T 3
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STEP 13 | ({4 JHUE-F L 4 55 Ul S M) e i 3 Ak i 2 Bk

Devices @

Name | lsdwan-hub-1 J

Type @ Hub Branch
[_] Enable Multi-VR Support
Router Name ‘

Site | HUB-1

Link Tag | None

BGP Upstream NAT | VPN Tunnel

(] Copy Tos Header
Authentication () Pre Shared Key @ Certificate
Local Certificate | ca_cert_hub
Certificate Profile | cert_prof

[_] Enable strict validation of peer’s extended key use

“ Cancel
1. A Panorama L CAF(EUET:, 1Hi%#F Local Certificate (AMIUE+)) | oli&ikF

Import ('3 A) LT AUET, 2iL# Generate (ZE1K) DIAEECHHIET

o MRETEE Import (2 A) UEAS, MECIE 5 AR LOGE IKEV2 0 SCHE T 5 00 S5 E,
SRR B AT 5% . FATIAN SR SCEP 4= e+ .

o MY Generate (A1) HEP, W E S Panorama [/AE GRS, RS I
155, AERMAERX T 51 SD-WAN &85 e ME—1, b, AGEA B —A>
WEFHIFAE LA SD-WAN 4% 2[R HL 52 IHAE P .

EAE BT SD-WAN B23E S 3 BGAERY 70 <2 MO Bl K ESESE, 44 d b T LS -

o PRI A B n] P A — AN OaE TS,

o UL DL R, AR 2 S WA T U ) — N o SR
o AR T A VPN FFE,
o IXLLS TR ITER VPN BEE 2R A A ik .

o (VP HA SE) RPN 2 2 A ECIE D HA B G, )b wT DU AT RE R
AR

o RAOBEEAE VPN FEE 2R E A, XL VPN FEE 7 =7 B AE 5 v
HME—IEF, A B YRR R A ME—{E . 0T R S B A ME— M, A
DR EEE A o (Panorama IS R4 M)

a1 SD-WAN By GRabiE iy nIEFS - (232 Rl T
) WA BURE 5 AT A -
PRI AR
" FPRE R A A CA %A,
| REE T A CA IR,
" UEfbHARIZ L PREST2
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o AEFRYE TS IKE BSCH9 A ID F64E 1D, ML, MHIEF (R SD-WAN [z
SEHARIRUERY 7 A O BE K ESIEF) AT LD N =AMER SRR, I H N
AMEF R B =ANE . W, R S s B iR

« FQDN (EHLA)
« P 3kt (IP)
« JI/ FQDN (%% 1 L 1~ f4)

P ATE A3y Host Name (- 41) 1P g Alt Email g6 1y i) i
TR LA 1. B, (EFTAUET, R (R
.

fE N Fd, AR NewCertificate St 45 /N HRIE P JE Y, Host Name (F
WLA) UEBEMERGE T =/ ME—1JEME{E: pan-fwOl.yourcompany.com. pan-
fw02.yourcompany.com fil pan-fw03.yourcompany.com, A IP iEH @R E | =/
ME—ry B E: 192.0.2.0. 192.0.2.1 Fi1 192.0.2.2, A Alt Email (£ H#H-H34) i
PIBVERCE © = AME 1B ME: sales@yourcompany.com. IT@yourcompany.com
HI customercare@yourcompany.com,

Generate Certificate @
L
OCSP Responder
lame = "DNS" from Subject Alternative Name (SAN) field " pan-fwOLyourcompany.com
tive Name (SAN) field " pan- fwO2.yourcompany.com
n Name (SAN) field " pan-fw03 yourcompany.com
N) feld "192.02.0
N) field T19202.1
N) feld 192022
[0 "Alt Email = ive Name (SAN) field " sales@yourcompany.com
[ A Email = m Subject Alternative Name (SAN) field
[ "Alt Email = "email” from Subject Alternative Name (SAN) field
A Del
S

2. (n[ik) EF% Certificate Profile GUEVIALE SCHF) o Ul POl L0 & A RS F &M
R IR 915 &

3. (nlik) kR 55, 15 5 Enable strict validation of peer’s extended
key use ()i HIXF 48 & &4 2 B A FH ™R 30 UE)
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STEP 14| (w/it) Ml BGP K,
PEAE VPN SERFRL b 2 18] [ Bh it BGP i Hh, 155 A NIl BGP 5 5, ANAZEAE & ANh ki -
FENCEE BGP M, &8 5 Panorama A ficd i BGP %mu%ﬁﬁ%%ﬂ IR
A1) BGP 15 g %k,

(ECL 1 BOP pyspssg ot 1y BGP g e s SD-WAN i, ity SD-WAN g
't ety BGP i i s 20 595 17 ey BGP i whae, i, #2504 80 A5 11y BGP
AS 2 gt 3% 1D (8 (1 SD-WAN st s Rk ity BGP it 15
SetrAenty BGP wais phae MITise A7 ey BOP fi ol e, A S0 7 S SR 0 T A
S, MDA AT PANOTaMa i i i i Fi it BB B

1. & BGP &, JfEH BGP, LAACEJH T- SD-WAN ift #11) BGP # i,

2. %i A BGP Router ID (B Hi5ID) |, 1% ID {ETAT 6 HH 28 v b 20 e ME— 11,

3. #Hi A AS Number (AS%w'5) ., HERG9m'T I5CH T € LW Internet 5 H T,
ORI SZ AL BN AS 5 W AUEME—1,

STEP 15 | #4% BGP i i& A {4 1 IPv4, 151E+% IPv4 BGP, LBy BGP ¥15S AT IPv4 b4t AU R
(IPv4 Fi1IPv6) , #l4Z00)5 H IPv4 BGP,

1. Enable IPv4 BGP support (J5 ] IPv4 BGP £ §§) .

W TTFRIRCE (i SD-WAN IPvA4 i) | 1) 4 Enable IPv4 BGP
support (j Jij PV BGP -45) iy s\ K4, i W] s ¢ Enable IPv
BGP support ( 11 i IPv4 BGP i%‘) )

2. 5T BGP X454 £ 14 IPv4 Loopback Address ([n1¥Risik) il 5 VPN fic
&, A AR E S RTE IPv4 SHEA Rk [R5 1, an RS — AN ERAT I 3R bk, )
Pesf g, I, AAHEE —AN MR E TR hE) 1Pv4,

3. RN T S SD-WAN BGP #1140 s 70 =2 Bl ks 2e 3 ik hr, PRI AL
BGP by AS_PATH J&VE A MIBREA A AS 4i's (64512 %I 65534) , 1525 H] Remove
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Private AS (IR FA4T AS) &1t (BOME N “JRT) o AEXAMEoL F, A evriaf
AS %5 £ BGP T8 /¥ SD-WAN 1.4 AS,

Remove Private AS (i 45 AS) Ui 111 T2y 3 sl b D)y i RO BT AT
BGP stz ol . i o wi b it 1 i BGP sop 25 28wl it 45 2 1) A5 BF AS[), U] 0620
1 SD-WAN i ¢ -2 S i I 4 155

fi1f. 57 4 Remove Private AS (jp 27,47 AS) i, 4z se 5 45 SD-WAN gy
i, kg E T 2:0-2 1ty SD-WAN sqeppok, it SD-WAN 4
2 SR AT kR 75 Remove Private AS (g1 45 AS) H1 611y
FiF A I
4, FINEEGSRES, EhORE b EOHE DR EEEE SD-WAN jiE & 57
RIS 5 VAT X — B Bk, PR 2 A T B 7
Ko

Devices @

r\ame| N ‘

Type @ Hub Branch

[] Enable Multi-VR Support

Router Name | W ‘

site | ‘

Link Tag | None
BGP | Upstream NAT | VPN Tunnel

| <4

Router Id

AS Number |

IPv4 BGP IPv6 BGP

[] Enable IPv4 BGP support
Loopback Address
Remove Private AS

Prefix(es) to | pREFIX REDISTRIBUTE
Redistribute

() Add
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STEP 16 | #2244 BGP Bl A ] IPv6, 1i5i%+ IPvé BGP,
1. Enable IPvé BGP support ()i /fl IPv6 BGP 7 £§)

2. fREMT BGP W4 &MU A IPvé Loopback Address ([nl¥fsihit) . it E13h VPN fid
i, W HBEESEE IPv6 Mtk M bk B3R EE 11, AR E — AN EAT [l 3R i hk, D)
PSR I, NI, AR E A N T 3R k(Y IPv6,

3. 1& SD-WAN B&3E By s o R aigk., erhOdis b, BOgis i A —AS2hm i
SD-WAN EE T 7 RIVATSR . 70 32 W& % A X — s il e i ok, RO 23 7 = i
17 2 BN FHT 0K

Devices @

r\ame| v |

Type @ Hub Branch

[[] Enable Multi-VR Support

Router Name | v |

site | |

Link Tag | None

BGP | Upstream NAT | VPN Tunnel

| 13

Router Id

AS Number ‘

IPv4 BGP | IPvé BGP

[7] Enable IPvé BGP support

IPvé Loopback
Address

Remove Private AS for IPv6

Prefix(es) to | |pys PREFIX REDISTRIBUTE
Redistribute

®Add

Cancel

STEP 17| B OK (fifii) .

STEP 18 | i Fht %KY Group HA Peers (ZH HA X151 #%) LUR/RE HA X & — RIS 1T 752
(Hrbn) .

O | name TYPE VIRTUAL ROUTER NAME SITE HA STATUS
O ~ sdwani hub sdwan1-hub-router sdwan1-hubl @ Active
hub sdwant-hub-router sdwanl-hub2 @ Fassive
(m] branch sdwan1-vm1 00-br sdwant-branch1 @ Active
branch sdwan1-vm100-br sdwanl-branch? @ Fasive
O branch sdwan2-branch-router sdwan2-branch 1 @ Active
branch sdwanZ-branch-router sdwan2-branch2 @ Passive
(m] hub sdwan2-HUB-router sdwan2-hub1 @ Active
hub sdwan2-HUB-router sdwan2-hub2 @ Fassive
0 s hub sdwan3-Hub-router sdwan3-hubl
[m] branch sdwan3-Branch-router sdwan3-branchl @ Active
branch sdwan3-Branch-router sdwan3-branch @ Passive
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STEP 19 | @_lli Panorama Bl & —/N i BGP {670 32 Fivhuly 2 [B13a 1 T 28 2 SR S, 55 L HE = 20 Bh
Ko
1. FEREIKTE, %% IPv4 BGP Policy (IPv4 BGP 7li%) =% IPvé BGP Policy (IPv6 BGP it
W), ARITIERE ADd (Fshn) DAV i skms AL o
2. i A Panorama ¥4 1 Zh @il iy 2 4 sk L) Policy Name  (GRig #1857
3. %&Ft Type CCEHY) {E A Hub (.0») ={ Branch (/%) .
4. Select Device Group GE#F¥%4H) LIHEE Panorama #E % % 2 MG FEIY) H ARk 4%

4.,
5. B OK () .
Add BGP Policy @B x

Automatically create BGP Security Policy for Hub/Spoke
Palicy Name

Type: (@ Hub Branch

Select Device Groups
O ditems | 3 W
NAME DESCRIPTIOM DEVICES/VIRTUAL SYSTEM BGP POLICY

~ [ Shared

[] FW-244 O
STEP 20 | 3% Push to Devices (HfiRF 8% ) LRI ALIE T St iR 25245 1) Jci .

5 A LA SD-WAN % %

%A~ SD-WAN 5% (M — X Falfin— Mg ) wr ol G s 7 SEMh DBl K. Iz
i, TR (0 80tul) MR BER Il i mK, DU TR0 dRinie s 2 6il, 51
LI SD-WAN Wi, iR 2oy 1P sk, HAao HiE 1% SD-WAN #Lfh it X
A BT A AR T AL E R

@  HURAEPA 2 KPS Bl JciE 2 IRET E A g HA, i OV spr
s K ( Jy SD-WAN g gy, gy bl e SD-WAN HA By )
iy HA b5 846 b .

AL 1 BOP gy, on s pneze % e AN, o BOP A py S IX ke A L0 X3,
MAEFLC XA E A P I s, AR 8 4 o e R gign s (ASN) pn g g g
TR s b gei 4 5245 ASN,

IS4G Palo Alto Networks B5 A AT — AN TG A7 AL X B, ] LUK SLm 4 21 SD-WAN i ]
T S X I

STEP 1| %%l Panorama Web #ii,
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Al & SD-WAN

STEP 2| i%&#+% Panorama > SD-WAN > Devices (#%) > Device CSV (%% CSV) , AR5
Export (51)  22(#) SD-WAN ¥4 CSV, &n] LA CSV — K G A LA LRI
%, MASEFX TR — A% %

{» PANORAMA

\\\\\\

) Add Device CSV v [] Group HA Peers BGP Policy v

STEP 3| f#iJfl 7y S Airhis SIE e SD-WAN #45 CSV, ARIG B HbAr, BRIES AN, &0, By
BRI T B . RS TG 3 S i AL R A
« device-serial (&%&/F71'5) — L aih LB KOS5 .
o type (B — fRERA LD PO,
o site (i) — fiA SD-WAN & Ul i FK,  LAFE B8 7 B 4617 P B b BT 6 8 T3

SD-WAN g s B S2 FE AT KNS R R IR G, N 5 0 AR (8

HZeks, w042 S50z slaye (Panorama > SD-WAN > Monitoring (i
7o) ) BE Lk EoR.
45 SD-WAN 54 (tu gt e i (HA) i ey SD-WAN 2 5 D425 B AT IE
[ TR
« router-name (J&HZS4FR) — i AT T4 SD-WAN H.0Fil 2y 37 2 [a) 3 4 1 1% th e e 3000 th
g8 MU BL N, Panorama 26— sdwan-default B HeE, JFik Panorama fE
% 11 2 32 0 Fh S
o vif-link-tag— 5 C BEIFRES, 24 R IR 5516 SD-WAN 58570 5 Rl e 26 7 100 ) £
e B Bt FE SR AR
e (1) router-id (411128 ID) — 357 BGP B4 11128 1D, T A5 RE 0l 111 28 ol 3B 4K 1 2211y
ID #9522 M — 11,

oy A (o] R bk £ i e 1D

fe (i1 BGP pyspssiafir i BOP s e s SD-WAN 27 i, iy SD-WAN 4
{E: sty BOP g i 14 58451y BGP i ihe, ihn, s Z50k 34 vy BGP
AS S s rh 25 1D (i 0 g SD-WAN 5 & 1.
o (n]it) as-number (AS %w'5) — fiAJE T h.OEl 2 BRI H2S A4S AS /) ASN, SD-
WAN $ AL 7 FRLAT F1HA 8. AT 32 ASN I ZIUEEIE 19, 4 535 ASN JiafH
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& 4,200,000,000 %] 4,294,967,294, % 64512.64512 %I 65535.65534, 2 77 ASN Ui
N 64512 % 65534,

{111 4 535 FL A5 ASN,

(e 1 BOP pyspssidfis 1 BOP s e s SD-WAN i, iyt SD-WAN 4
{EA: sty BOP i i 14 581y BGP i ihe, idn, 5250k B4 1y BGP
AS S pfin g 2 1D i 15 g at sz SD-WAN g £,
« (1) ipv4-bgp-enable—157 yes 5k no, 7l ZE s E HEAEH IPv4 HibkY) BGP,
e (1i%£) loopback-address— & BGP XI5 W& 5 E it A 0134 IPv4 Hik, SD-WAN 4
3.1 L E A 3.1 Y F BGP %5 411 IPv6 [nl3F k-,
e (W%£) remove-private-as— 111 ¥ s 5 22 5 SD-WAN BGP i f b 05 70 57
B ok B sc ¥ th, NS AT BGP 38Ty AS_PATH @M IR FA AT AS 955 (64512
F) 65534) , iE+5%E no A2 “Remove Private AS (MR FAAT AS) 7 &I (ERIMEN
enabled) .

eV i E T2 2 s B ki BT BGP XS % 2. AN LT SELL B A BGP X 4E 4
dot A Z A A FEASIE], - A 254 SD-WAN i {2 S4Bl iE I E

o (nik) prefix-redistribute (B4 #0170 &) — Fi A B E PO AT RIIAR IP A4
BRSNS, 2. 555 (&) U2k R %08, Bidn, 192.2.10.0/24 &
192.168.40.0/24, EAIATEM T, 70285 KBS AHIZERZN) Internet AiZGM 545 0,

Palo Alto Networks <2 7 43 M ISP 3k 3119 75 2 DUKIBIA RS 1h

«  (W[iL) ipv6-bgp-enable—#5 & yes/no W] 3 HI/ZEH] IPvé Ml BGP,

« (nik) ipv6-loopback-address— 7 BGP 15 7E# A& nIEL IPv6 Mk,

o (Wik) ipvé-prefix-redistribute—74 A ZE M 73 S UK HHT 70 R B RO B FR S IPV6 14
ENTEIL N, T AR BRI IPv6 T4 EIG W A 4 b A,

e (1) copy-tos-header—457t yes/no ] i HI/ZE IR T, (F F e B R0 B 10 P50
IP Rk i IR 252570 (ToS) b Sk I B LA 1P brkrh, DR IA ToS 15 &L,

+ authentication-type—+5/C 1% 2% (HLEr %) 2RISR IR @ Fi =5 A sliE 1 2
LA

o (AN TUE B SEUEZE ) certificate-name—ia AGIE T TR . SAFRIX KNS HACEE kK
B i G 63 NERF, BU{E Panorama UG 31 NFEE. BAAHUEME—F, H A
BEMl TR, BT ETRTRIZ.

PO EPIIESR A, B M 2

A B [+ D E F G H | J K L M N o P Q
1 device-serial type  site router-name vif-link-tag router-id as-number ipv4-bgp-enable loopback-addres remove-private-¢ prefix-redistribut ipv6-bgp-enable ipv6-loopback-a« ipv6-prefix-redisi copy-tos-he: authentication-ty certificate-name
2 hub hub1 hub_VR 65520 yes pre-shared-key
3 branch branch branch_VR 65501 yes % pre-shared-key
4 branch siteC branch_VR 65502 yes certificate breert1_cacert
5 [ Jhuh siteA hub_VR 65525 yes certificate hub_cacert
6
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STEP 4| ¥ SD-WAN ¥4 CSV 5 A%l Panorama,
ffifx Panorama b BT B FEEEAE, A5 ACK AR,

1. 4t Panorama [, i#E# Panorama > SD-WAN > Devices (i%4%%) > Device CSV (%%
CSV) , #J5 Import (5 A) &4 - dgmiE CSV,

2. Browse (M%) FFi%k# SD-WAN %% CSV,
3. B OK (ffiiE) LIS A SD-WAN # % .

STEP 5| #8117 SD-WAN #4445 TR S v

Prisma Access Onboarding

REMO... | REMO... | IPV4 IPV6
1PV4 IPV6 PRIVA.. | PRIVA... | PREFI.. | PREFL.. IPSEC
ROUT... LINK ROUT.. |LOOP..  LOOP.. |AS AS AS TO TO HA UPSTR... TERMI... CERTI... | CERTI...
[J name TYPE NAME | SITE TAG D ADDR.. | ADDR.. | NUMB.. (IPV4) | (IPV6) |REDIS.. REDIS.. |STATUS NA% INTER.. | TENA.. |REGIO.. NODE | AUTH.. | NAME | EXPIRY

[ Hub254-2 hub hub VR  hubl hub_tag 65432 true true
Key

[ Branch50-2 . branch branch... branch 65433 true true re

Shared

[ Branch25-2 branch  branch... siteC 64543 true true Certifi...  breert... SpiS

2024
GMT

[ Branch20-2 hub hub_VR  siteA 64532 true true Certifi.. hub_c Sep 18

2024
GMT

STEP 6| Commit (}2£25) Ad i ok,

STEP 7| i%#% Push to Devices (#fERFI#) LUK IRHIBCE T SR B 2441 ks

Prisma Access # % PAN-OS [ k15

SD-WAN #fiff: 2.2 #&6E Prisma Access 107 15, MM %S5 Prisma Access 11595 21 (CN) 1)
PAN-OS [ k35 1] LLAE SD-WAN O3 S A F b S22 2 42, (EXMph 45849, SD-WAN
HHUOEA Prisma Access CN - (IPSec 2315 4%) , SD-WAN 7352 (F ) PAN-OS Bl kit i % 52 FF
/bty (35 DIA AnyPath fll Prisma Access H/0 (% PAN-OS O EE 2 E) . SD-WAN [
BRI IKE Rl IPSec B&iE, LUK 7 22840, S SD-WAN FI Prisma Access [T 5441 220k,

WS s Prisma Access g e SD-WAN

S MISEFF RS AT Prisma Access O, i Prisma Access & Bl [ J\jll_llﬂ’ SR A 1
B BRI 2 I B e i AL 0
Yy Prisma Access gz qiia T, iEfaERSE TIBr R, IR 2 (B,

LU e SR s T AN IE B B O DA SRR B F i S8 A B8 . & B T SD-WAN i (225
B21YJ Prisma Access 565 o e 2 (B 0G AR I o

£ 1 KB — PRISMA ACCESS 7 2 B — SD-WAN
(ET e R 1 B EY) (FEREE 1 BB J5 FF T IR)
1. WP BoE SR 1 . Rt 2Ry BGP 1. 5Hid B 7 SD-WAN (1982 HECIE 23 72 Bk
AS. FEA HEAR R 4 f‘zo
2. NFFE XIS E A HE AR . B, AL, | 2. S5k Panorama Web Fiifi,
{5 AL A DX L 98 70 A 3. J9lEIFF kL5 BGP Az ibhl b,

SD-WAN 45 B 51574 3.2 113 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-panorama-admin.html

Al SD-WAN

5 1 r B — PRISMA ACCESS 7 2 frzr — SD-WAN

QE T N e (GERCER 1 BB fE T 4A)

. T 179 Prisma Access 52 L3R 1417 1) . 1EFE SD-WAN 7537 1 k5% LLiE B %] Prisma
FE R 28 10T, Access /0 I i E Bz,
4. H RIS e AL E R T, TN E | 5. BE Sl iE HER SLHE R B 2 0,
LA )y LT 5 o 6. i\ CLoE St
5. M PRIE Oy 5 I8 2T RO ML ARSI THEL | 7. s 7527 )7 59 4550 Prisma Access.,
(L1 Bl T B o .
6. BT A S ] P A 8. &2 %l Panorama,
. jrmn B'a risma Access z: 9. R EIE A
105 F C e dny ez n,

1147\ IPSec f&iE Lia 1T,
12,43\ IKE MG LIS T,

13.6174 SD-WAN SR FI 0] L A= 1 s A0 A5 4
145858, Rtz FRHERH 7 2285 K3k
150548 Prisma Access H /0w HIFE 3 FlBE 46

NS
HE o

e SD-WAN ZE$#2%) Prisma Access 2 i, A4 —A> 70 285 k82 0 E%F’FHT SD-
WAN £z 10, HAb, SRS CN AR 34T 7 LU Prisma Access Joi &4 5 IXEESEER
1 BB L U

1. X} J- Panorama > Cloud Services (= /[k%) > Configuration (AliZ) , 57t Service
Setup (R5-1IE) TUIAI FARL P BEE SEREAU 1. SEAlZEH BGP AS. Ffic HEAR Mz 28 4H .

2. 7 Remote Networks CZFEMZ%) Tl b, NFFC X EBER . Bifi. W&AE. FEA
ANMG AL DRI DL 3 5 45,

3. %% Panorama > Licenses (4 1]iF) &5 R, &1 Prisma Access 2 L3k
FEL T P44 2 1T
« 2020 4F 11 J1 17 H 25 n] FHHYEE T iE2 1 Net Capacity (& 25 H) Xtk b i /R IR et i
FE X 254 45 14 ”f“rﬁju

e 20204 11 J] 17 H Zain] 9 e iE2 {E Total Mbps (&2 Mbps) T J511J GlobalProtect
Cloud Service for Remote Networks (GlobalProtect 7t 2 % 2% 2 Mk 55 ) X dik i 7= 7] JH 8 42 Y
é%%%o

4. TERIERY B ot RO E O TE, AN S HAALIE 7 B
5. MRS oS TS I e AR R - SR Eé}ﬁ I

W%, Prisma Access #t4x 70 fic—4> IPSec iy
6. AT AL AR I HE = 2 Prisma Access Z< Vi

i3 Prisma Access U728 1 BBy Ll D3R, X SD-WAN $UT LA MR 2 rBEL IR
STEP 1| &% Panorama Web 7,

o BAFN—ANX IR fid 500 Mbps
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STEP 2| JNnlERihil 4572 BGP Ak kb b it
1. i%&F Panorama > SD-WAN > VPN Clusters (VPN #£%f) .
2. TEBERLICHS, 3% BGP Prisma Address Pool (BGP Prisma Jihibih)

@f\d: :D PDF/C5V @ VPN Address Pool @ BGP Prisma Address Poo
3. N Prisma Access (1) A BGP itk Add (s i) Al % H 1/ CRij 2% RN 2%
{EDI
l BGP Prisma Address Pool @ .
@;"-.';.:‘

4. HF OK (i) .
5. Commit (%2) .

D) g PrismaAccess pxs s, ) I b, AN T O,
AR AT T AT A, DA AR S skl it o 7 SD-WAN 73571
Prisma Access CN -

1. (i i Panorama yj; i) SD-WAN 75~ S bl [ 1l b, 55 Ol 5 0 (0 B AT 65 35 5
RIERE T A H B2

2. i VPN sk, SRJ5 HEFTACHBAR 42,

3. [ Acgh g7 Prisma Access g5t ok kAT A HBER SERIE 12,
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STEP 3| &+ SD-WAN 7557 i k5 LU 28 Prisma Access HO IR iE &z,
1. %+ Panorama > SD-WAN > Devices (i%#%) .
EREJA T SD-WAN 117 %25 kB, HAARRBE G RE 7S Name (F4F8) B,
Kbt % Type (R #%$84 Branch (/%) .
14 Router Name (P&hgs4#5) .
A Site (M)

ik

Al A7 SD-WAN 55 5 510 A5 L AT — ANUE — (19386 2 44 FK o

6. %+ Prisma Access Onboarding (Prisma Access &%) Jf Add ()

Devices @
Name | R512-PA440 w
Type (O Hub @ Branch
Router Name | sd-wan R
Site
BGP Upstream NAT Prisma Access Onboarding VPN Tunnel
S X
BGP
SUMMARI...
MOEBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA TUNNEL
TENANT TERMINAT... DEFAULT BEFORE ACCESS PRISMA AS | MONITOR
[ | iNTERFACES NAME REGIONS NODES LINKTAG | BGP ROUTE ADVERTISL... | ROUTES NUMBER 1P SERVICE IP | COMMENT
[] | ethernet1/1 SDWAMN_..  us-west-2 us- Prisma-DIS- | true false false false
northwest- F
longan
®,‘"-.d: O Sync To Prisma

“ cancel

7. LEB KRG Rk — N FF SD-WAN 119 A Interface (3211) LLZEH:E Prisma Access
/E‘\O

8. ik —/ Prisma Access Tenant (Fi1/7) CHEEANHLIHELIEF default (B0 )
73 2Bk BE BT A SD-WAN £ 11 &l 420 (8 HAH R Prisma Access fiL .
9. #y A4 M) Comment (FEF) .
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Prisma Access Onboarding @
nterface || w |
Ter |=1|'L| R |
Comment
L Qitems | 2 %
SUMMARI...
MOBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA
TERMINA... DEFAULT BEFORE ACCESS
D REGION NODES LINK TAG BGP ROUTE ADVERTIS... | ROUTES

Cancel

10. ifidi%$E CN (Prisma Access #.0») FT/ERY Region ([X1k) |, X1k Add (i) 15

RS2 ] LU 2 A XK

Region @

Region ‘ ‘

IPSec Termination [ ‘
Nodes

BGP
Enable
[[] Advertise Default Route

D Summarize Mobile User Routes before
advertising

Don't Advertise Prisma Access Routes
Secret

Confirm Secret

& VPN Tunnel

[] Copy ToS Header
Authentication (™) pre Shared Key (@ Certificate

Local Certificate l

Certificate Profile | None

D Enable strict validation of peer's extended key
use

Comment

Link Tag [

Cancel

11. M5 71 ik IPSec Termination Node (IPSec &3 s)  (GP M%) 5 %41
#3E T Prisma Access 2 B fE1Z X JR BT 5, AR PRI 7 7 B 217 vhoty, SD-
WAN Auto VPN [t i& 5% 5 H#N7 IKE F1 IPSec 5k FIBRHE,

12. oy R 2 a8 S Enable (JEH) BGP (BLiAEE RN “BH”) .

13. Advertise Default Route G % E0IAHT) , VK Prisma Access A /019 R % Hism 25
B 7328k Hk .

14. Summarize Mobile User Routes before advertising (7t 5.2 BiiC A s B i)
il Prisma Access A /0ol S IE SRS 2 IP I, AT A 703210 5 80,
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15. Don’t Advertise Prisma Access Routes (1~%15f115 Prisma Access % Hi) , LIPS IE IPSec
i 19 /G ) SD-WAN 70323 75 H: Prisma Access #H,

16. i A T-364F BGP il {51 Secret (%4H) Jf Confirm Secret (ffii\%47) .
17. (SD-WAN $fi(1 3.2.0 )2 0kl A) Bl VPN BRE S H0R B 4 BE2 7 LIxE PAN-OS
[)j Kk BEFN Prisma Access H1O T S 47 B631F o

1. (nfie) AR esde B BE b R B RS2 (ToS) 15 5, 15i%EH Copy TOS
Header (£l TOS #:3k) .

INRBESE YA A2l (A2l B AT TOS (i), IS b TOS 4Rk
4 Sk IPSeC il tu A S5
2. #%+#% Authentication (J{3361F) : Pre-Shared Key (Fiit==%4) ok
Certificate GIE+)) .

Tl R 9 A 53 S 46 R iy Prisma Access g ge i P A I £ i B UF S
ﬁ:ll[‘J‘O
NSRBI 2 B A CE N X m) S BOAE R, T2 1 B A4k BT 2 3 51
18. i F% Certificate GUFH) LUACE L THEBAY & 43630
19. (1Y) Certificate CUE-10) P00 56 UE AU AE31T SD-WAN 23 2B k5579 Prisma

Access &2 0, ERMLAHELAE Panorama [, FAl 14~ ¥ SCEP 4B iE . EF¢

Local Certificate (AHuiE$5) —Panorama 2 A7IE.

SRR 5E Y Prisma Access St B, 15 PR I8 AE Panorama AR IAIE 53 L DA T 454
R SD-WAN & 1IE e ME 11, b e dl, BAEGELE %4> SD-WAN %4~
EIE;EE=RT T
AT SD-WAN B238 S 03 56 IR 70 =2 HUR R ARG B KR IE 3R, 1B 451E LR LA ¢
o PANANEIAY RO A T DUEE H [R]— AN P DiE S

IS LN 26, PIANASTRN 70 57 e 2% mf LAGE FH [R)— 20 SZ A 15

L BEEAE T VPN %

XL A BT E I VPN BEAE 2 (a1 A A b ke 4%

(LB HA T E) ARSI 7 32 W& Bl oy HA B, ] DLHA A )1

AR
RO AE VPN FESE Z e 2 I, NI 26 VPN fESE vh 7 =2 WA T IE 5 87 L
HWE—UEP, FraEYEER R AME— . QR eI & B —YE, ek
O FIEE 2 (Panorama IR A R4 J )
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L i 1 SD-WAN s 5y g s iE i MHIET - (40 32 R DB KRS E
) W B L R R
BRI ST BT A
* AT B R A CA % 4
* BRI B CA 4
* stk PKCS12
E @M T IKE 56 A HE 1D Fixt 4 1D, BIE, #FIER (BIH T SD-WAN B&
S U 2 2 RO G KAEAS) S DL F S ANE B E MR, 3 HLR A4
AN JBYE e S ANE B . AT, B B Se b st
- FQDN (:HL%)
IP #udk (IP)
J/ FQDN (4% 1T B 1B )

i A5 -y Host Name (:-j147)  IP Fy  Alt Email (4 /1 s 7l 2F) A
BV LA, bR, FEFTAE i, X M AE # AN BE A
i,

e iRt A2 Ei) NewCertificate A LA HiE /&M, Host Name (15
PLA) ETEYEAGE = AME—1YJEY{E: pan-fwO1.yourcompany.com. pan-
fw02.yourcompany.com £l pan-fw03.yourcompany.com, IP iEH @ MEALE T =/
—EMEAE: 192.0.2.0. 192.0.2.1 1 192.0.2.2, Alt Email (% 7HE(F) EHE
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PEBCE 7 —=ME—JEME{E: sales@yourcompany.com. IT@yourcompany.com il
customercare@yourcompany.com,

Generate Certificate @

Certificate Type (@) Local
Certificate Name | NewCertificate
[ shared

Common Name | vbn.yourcompany.com

Signed By | External Authority (CSR)
Certificate Authority %
[[] Black Private Key Export
OCSP Responder
Cryptographic Settings
Algorithm | RSA
Number of Bits | 2048
Digest | sha256

Expiration (days) | 365

Certificate Attributes

O] rvee VALUE
| "Host Name = "DNS" from Subject Alternative Name (SAN) field " pan-fwOLyourcompany.com
] " Hast Name = “DNS" from Subject Alternative Name [SAN) field " pan-fwb2yourcompany.com
] "Host Name = "DNS* from Subject Alternative Name (SAN) feld " pan-fw03.yourcompany.com

192.0.2.0

] 1P = "IP Address" from Subject Alternative Name (SAN) field 192021

192022

L r
[[] T1P ="IP Address" from Subject Alternative Name (SAN) field
o’ [
L v
[[] 1P = "IP Address" from Subject Alternative Name (SAN) field
‘ v

4
] " Alt Email = “email” from Subject Alternative Name (SAN) field sales@yourcompany.com
4 v
| " Alt Email = "email" from Subject Alternative Name (SAN) field IT@yourcompany.com
v v
[] " Alt Email = "email’ from Subject Alternative Name (SAN) field customercare@yourcompany.com

®Add © Delete

< -

7 M2, P

20. (wik) D) SIS U U ) iR Certificate Profile Giik
PCE L) L AEPBECE SRS A R AT B8 E X A B RS S

21, (i) SRl 55, 15 5 Enable strict validation of peer’s extended
key use CJa JHXTAER &Y B I I0IE)

22. Jyh ik Link Tag (BERSFRZE)

’ [y Prisma Access opy g i) ECMP 5y Lok s 4N 2537 B2 11 B2 AR — AN
5 (O 3 i 534 32 111 (00 1A 0 B B B
23. #:5 OK (ff1%E) . R BEf s Prisma Access FEHEI0T 45 AS Jas FIBR:E SRS IP H
i
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STEP 4| Commit and Push (&Eé&ﬁ?&aﬁ) B ) 2

B IEEUE IPsec 2515 i

ARl
.

Prisma Access <

244 IPSec g ik A [ -4~ CN i, Prisma Access g iy
ECMP iyt Prisma Access 3 (i 5= -

S AE 2 I MR B B SR 1 5 e

i AR 5

Onboarding

Name

ECMP Load | Enabled with Symmetric Return
Balancing

Location | Japan South

IPSec Termination | japan-south-loquat

Node
D ‘ IPSEC TUNNEL BGP
[) tijapan-south- es.
|_jap e

loquat_0101_007099000015131_0105
[

tl_japan-south- yes
loguat_0101_007099000015131_0106

® Add

“ Cancel
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STEP S| filEseliE .

1. %#¢ Panorama > Cloud Services (Zz:fli%5) > Status

7R success,

{» PANORAMA

CIRZE) FFRfIAIZ RS R 2% 8 Z RS

PANORAMA

Panorama .
1% RADIUS
Dsce
B TAcACs
By Lome
(% Kerberos
B SAML identity Provide

By The Cloud S gin 20,0 s released.

Status ~ Monitor

Network Details

[ scheduled Config Export
@ Software
@ Dynamic Updates
£ Plugins
Cloud Services
4 Status.
3 Configuration
¢ Insights
@ sD-WAN
2 Devices
@8 VPN Clusters
& Monitoring
(&) Reports
Licenses
& support
@ Device Deployment
@y Software
@, GlobalProtect Client
@ Dynamic Updates
Plugins
Licenses
Master Key and Diagnostic
5 Device Registration Auth K
[® Policy Recommendation v
>

Deployment Status ¢

Service Connections
Status () Warning.

Config Status @ Error

Service Connections 0

Success (details)

oo
oo
n
Remote Networks
Status @ Error
Config Status @ OK
Total Peers 3
Allocated Mbps 3000 (20%)

Deployment Status

Success (details)

Manual v

=
Cortex Data Lake
Q Error (detail)
85MB(0%)

Status
Storage Used (TB)

Estimated Log Retention 158
(Days)

@

Mobile Users
Status () Warning
Config Status @ Error

Deployment Status - () Success (details)

2. PR EREN details (FE4H(S S

3. f#fii\ Prisma Access

Remote Networks

/\\\EDZFFJ.ZT 100%0

o

@

Last 10 jobs

._ SRS FerEeas SompIEien

- 3571

Remote Networks Number of Nodes 1

Name Location

sdwan_007299000007214_us-

US Northwest
northwest-greenheart

‘ - 3544
‘ v 3532
‘ v 3493

v | 3445

Success
Provisioning In Progress 0

Node Status

Commit Succeeded

Success
Success
Timeout

Success

100%
Provisioning Failed 0 Provisioning Complete 1

Action Needed Error Details

100%
100%
100%

100% v

Close
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STEP 6| ¥4/ 7 Bh k3% [R5 %) Prisma Access LIkG28 CN 1R Ss IP ik,
1. %#¢ Panorama > SD-WAN > Devices (i%%) .

2. %#% SD-WAN 77 ¥4
3. #%#¥ Prisma Access Onboarding (Prisma Access &%) Jf Sync To Prisma (723
Prisma) (RS IEHEAGREL) o XA/ 2 & R ILERAE,
1% 2 ) 4451 Prisma 5 i e SD-WAN 232585 1 |- 75 5| PrismaAccess il
BESH IMERA RS, WA 15 5%, S5 xlALF) Prisma
AT, 1% %) Prisma Access gkt giE N g it 5 Eloik (T LU 2
sriid v e A P sy CN) - B6iERS, il 45 Prisma,
Devices @
Type ‘|-u © Branch

Site

BGP Upstream NAT | Prisma Access Onboarding VPN Tunnel

"> X
BGP
SUMMARI...
MOBILE DON'T
USER ADVERTISE
IPSEC ADVERTISE | ROUTES PRISMA TUNMNEL
TENANT TERMINAT DEFAULT BEFORE ACCESS PRISMA AS | MONITOR
[ | iNTERFACES NAME REGIONS NODES LINKTAG | BGP ROUTE ADVERTISI... | ROUTES NUMBER IP SERVICE IP | COMMENT
] ethernet1/1 SDWAN ... us-west-2 Prisma-DIS- | true false false false
VIF

@ Add O Sync To Prisma
n cancel

STEP 7| Commit ($£22) % Panorama,

STEP 8| Push to Devices (HE=FN1%E45) LIHERBAM /)75 ki . Edit Selections (Zw#Hik#) LLlik
PEHE S . BRI Template (Fifld) #1 Device Group (i%£4H) .

STEP 9| /3B kb |, %5 Network (4%) > Interfaces (11) >SD-WAN, )5 A(lH
EOVERMBEES IR (D4 4N zone-to-pa-hub (M X B E] PA Fhuly) 9224 X E%) LA KAl
FHEREE] CN 11 IPSec 34 61 10582 1,

STEP 10 | 4% Network (M#%) > IPSec Tunnels (IPSec [z3) il IPsec Bz L& JE 5.

STEP 11| i%&#% Network (/%) > Network Profiles (&l ) > IKE Gateways (IKE [
*) FEIN IKE M E a5,
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STEP 12 | 1 SD-WAN S LI LA i s A 54
AT R BEA Prisma Access HHODICIR . BEh FIEUE W F R BUE s ek, DIszElfe
ffr i o 70 fic. SD-WAN IS AR 51811 SD-WAN S HH I S e i i e v A
1. AU oy KRG E S
2. (EHEIER . BB 1 F I A O A AT e S,

B SD-WAN SRBE RIS, AR e e SO e A TR SR (s v A Bt s A2 i i
RO S, T nT LAY Prisma Access HHODWICIR . BEEh A1 W E A Bia 3Lk, mArss
TR H Ry U 1) AR EE %

3. fidiE SD-WAN 5EmgE ),

STEP 13 | Commit (#£45) #XJ5 Commit and Push (3252 3F#E%) %7755 k.

STEP 14| ({V4) 1] Pre Shared Key (¥t =4 41) S 5625 TR ) filsHr Prisma IKE Tt =240,

00 A T A {45 4 5 Prisma ey 2 i) IPSeC stz Prisma IKE i
B, TG IR, BB NUE B IR R, e b S R
AT,

1) T A QI A FR LW 3ty TKE ik, - PRt 4 Bk 06 5 7 0l )
Prisma IKE g (i . m%%TmeMwﬁm@mn%Zﬂ AT HAd R SE, Tl
g1 Prisma IKE -4t s s e 15— 42 il 97 i A e 28 e 4 1 TKE 2%
1. %% Panorama > SD-WAN > Devices (i%%%) , RIGiEFE N &.
2. {EBFRICHD, 1%#% Refresh Prisma IKE Key (Jil 7 Prisma IKE % %1)

Devices )

3. BBl BB T IKE %E3K 200521 Prisma Access 0.2 BT
4 SD-WAN BziE, H HS5 2 mdE M0 HER 2T A 702 f Prisma Access Dk
%o MeHESEZERER VST D IR T, ORI R e AR S B . e R4k AR ?
WUR g, TEIEFE Yes (OF) .

STEP 15 | Commit (£22) #XJ7 Commit and Push ($25c3EHERS) B4 b5 ki,
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STEP 16 | 4 Prisma Access H0 W R 7 RIS IS PEGELL 1 2517 Prisma Access MBESITICIR . L3l

s ERILL,
MW AL AEIR . BB E PR LU Prisma Access H 0645 it B il i 1), DAZ5FR,
frix—4,
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1 SD-WAN iy b [ 1 25 AN 0L b 25

FEAT A ] EA(E T 2 ERREMETA2
« PAN-OS o SD-WAN plugin license
« SD-WAN

(PAN-OS 11.1.3 JZ Hmhle A, SD-WAN $fif 3.2.1 )2 il A) - BFATEL 2 et SD -WAN
O ERCE A DM thds, XA LS W) — SD-WAN rhDiy 7y s ERCE EE 1P 1
Po ik, (EHILDIRE, T DA 2 A HE R ik, Tt sheeEnt, (NEESE M
(2 PSR RELES th 25 by, SD-WAN by LR S M.

BN AL T, SD-WAN it B2 B 25 B 2R T

IR T AN B AT A AL th 281 SD-WAN Hly, st /£ SD-WAN At 15 T 26 UMK th
gz B, EREEIR - SD-WAN HuLigPaAS 73S T SE A BT IP 5™, 2% 8 T A ryse ik
NCIBTT,  PONEATIIU ST 1) A R] 1 REFDLES H s o

Branch 1

192.0.2.0

- -" i—
= . l;ranch 2.

198.51.100.0

O—=

Branch 3

192.0.2.0

Branch 4 ”

198.51.100.0

SD-WAN 0Bl kK%l Prisma Access 0D FF“ 2 B 2" I8, ¥ &S| 14
FEUE th2s DBEny b, & ] LUKS Prisma Access {E RO M 232 A,

s SD-WAN 0 k% (Panorama > SD-WAN > Devices (% 4%) ) R L E 2N B %
Hi28,
165 A SD-WAN #4515, R i ] CSV SCES A A S th 2s M e fid i,
2 SD-WAN huly B AN LS el o8 Ja T, FAi T2 e i il
STEP 1| %% Panorama Web #ifii,
STEP 2| #%#% Panorama > SD-WAN > Devices (¥ %) , XJaikf Add (Zshn) LA IE SD-
WAN Bk k%,
Gl OB, WIS 5 SD-WAN HuDI T A V% i es CHLriel B 24N 0%

#8) o A SD-WAN F{1-7n SD-WAN & 2 BT fF, Gl i OB, i £
73 3 1 READLES 1h 28 A FR 5 v B BEAS READLES th 25 PEAC,
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Al SD-WAN

STEP 3| %fr SD-WAN vty e 2 A REDLES 25
£t %7 SD-WAN %11 Type (GEAY) i&TT, &+ Hub (hiy)
+ i%&%¢ Enable Multi-VR Support (3 /1% VR 7 #5)
4 Virtual Router Name CREFDLER 11 25 240K ) 326 WUZ B 19 RE UM% £ e A vl O W42 T BER PP 17 1)

(DIA) FEAEE Hids, TR B EILES s, /2 BGP &I F I 45 E 1Y AL iE L 2R T DIA
REFPLES 125

" A0 SDWAN chpy b & S s hiEr Bl 2 FEC s s
.
© SD-WAN ity b1 /4 B 1h 28 S REAAE b D BE S FRU 4h b2 2 F - (12 4
W R Z 2 FE)
© gighpp SD-WAN iy iy 17 R i 4, SD-WAN semis o Zi iy 4% 24 MPLS e
HA R s NAT g g MPLS g5
* niiAe SD-WAN tpop e 1R T A Bl s h 2e < Femf, PAN-OS iy

F5 SD-WAN VPN sy p ) ) s s R i (4 SD-WAN Interface
Profile (SD-WAN gz (it i <o) 2% 1) VPN Data Tunnel Support (VPN

BRIE R B .
Palo Alto Networks [/ k8% =7 Fr1v9 BEFLS es Fos an

Palo Alto Networks [Jj /1% SRR R PLS hBs e KR 7 Hi: 9 SD-WAN Hub fE30 14

FEESION 8
PA-3400 11 10
PA-5220 F1 PA-5410 20 20
PA-5250 F1 PA-5430 125 50
PA-5420 50 20
PA-5260. PA-5280. PA-5400.2RA-5440. PA-5445 50
A1 PA-7000,
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STEP 4| (n]ik) AL ksl s,

1.
2.

% F% Virtual Routers (RS 1 25) BT £ R SD-WAN HiuOFCIE £ A RE AU ES H 25
BGP % Hi A H] IPv4, L CUE M Enable IPv4 BGP Support (i /] IPv4 BGP 2
R, I AR Ui,

i A SRS h B8 1 A4 PR o

e DB PR RN OB H A E A BCE Y Ut 2s  [X d (Network (%) >
Zones ([X1&) ) .

Inte 2 VR EEE o AN B 46 A He 100 r 220 8 K () X 05, 375 1 £ A 0L
H 28I - P A T
(i %) B AEDRL BA S 1D, It 1D 759745 1 1h 22 o U ME—(1,

6. 5T BGP X4 4% £ 154 IPv4 Loopback Address ([n1¥FRiisik) . il 5 VPN fic

10.
11.

I, WA BRI S RTE IPv4 M hEAR R S Ak [nAEZ 11, A RARE — DA I hE, )
PEsSs I, N, SERRTE A AN 8 T A ML) 1Pv4,

A AS Number (AS %w'5) . HVGRG Y5 fin Bl 5 7 T Internet B Hoiing , A~
DR SZ A7 1 AS 95 6 AUEME—1Y,

IR b A5 7 225 SD-WAN BGP i fh by v sl 7572 B ki sc i, PRUHEAS AR
BGP ity AS_PATH Jg kbR FA A AS w5 (64512 %Il 65534) , %25 H Remove
Private AS (MIFRFAH AS) £ (ERIMEN “IBHY) o AXMEH N, S5 SR i
AS %55 (£ BGP b {8 SD-WAN .45 AS,

Remove Private AS (g g4y AS) it i il T4 S sl Lol S (19T A
BOP x4, e B i (i BOP 3 45 it 4 2 A7 TR, 645
e SD-WAN Jif 2 st e it st 5 1.

fi1f: yi g Remove Private AS (ry 7 47 AS) i 41t 4e51 i 47 SD-WAN gy
A, RIS E T 2.0.2 1y SD-WAN 33 ¢k 1A ij 5 Remove Private
AS (BBRELA AS) AT A L # s i te SD-WAN sk 2 st sl e 4 )y
KRG SERL,
#i A Prefix(es) to Redistribute (UEFH 7 AAIAIZE) . EhO# &, BOIE DA
AN B TS
i OK ()

i Virtual Routers (REFULRE 1 #8) JETT-F ) Add (Fsin) DAY In 52 2 R 400 rh
78
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%

{t: SD-WAN 7). _ECIE 2 A HE AU 1 &5

FEAT A ] EA(E T 2 ERREMETA2
« PAN-OS o SD-WAN plugin license
« SD-WAN

(PAN-OS 11.2.3 J # alifiA 11.2, SD-WAN Fififf 3.3.1 K 5 ifieA 3.3) FAIEX SD-WAN 7>
SR S s, RV RO g E R EER P Mk, (EATHShEE, &AL
WA 2 HATHS 1 A IZ RStk

/1. SD-WAN 73 e BRI A RS th 28 2 i, W5 AR AL DL 2t

o O SOEEEIN OB LA A HEAES A

o SRR DR AR AU A 7 SRR A A T AT RE DA H 2

o {£ VPN fEsErh, B LA I th2e, AU A s BB 2 R U h g =
£,

THERULH =4 SD-WAN 7%, AN ZRECE | — A A il i 2s, smid 7 SD-WAN 7

W FE A RS th Be S R, B EEF A — SD-WAN L =A S i e AT HEM IP W, 5§

H IR T AWK SN IS 1T, POAEAT TR T & 5 m) AN ) i RS 2
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192.02.10 i
VR 1 DXt

f) == VRINVR2
VR 2 %+ UUUUUUUUUUUUUUUUUUU
192_0;11 Branch 1
LR
!

— VR 1 .J..I.LI,....J.J.J.,\.:.:J.J.J.J.I: % -_:' E
192.51.100.10 % e VR1/VR2 | .| VR1/VR2 "1 DIAVR Inter
_______________ VR 2 (R, lil Ii ;1 Il ;1 Il il Ii il Ii (
Branch2 TR NNy yayun
S HUB
192.51.100.10 EERRNEROOUMIY

% | VR1/VR2

uuuuuuuuuuuuuuuuuuuuu

198.52.100.10 VR 2 %

Branch 3

198.52.100.11

STEP 1| &5%% Panorama Web #ti,

STEP 2| i%#% Panorama > SD-WAN > Devices (i%#%) , AJ5ik# Add (Fhn)  LAdsindry SD-
WAN Bl k5
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Al SD-WAN

STEP 3| #i{r SD-WAN 7 2% 4% EACE 2N Bt gs, AT L M ER(T ¢
% I SD-WAN %4, 4y 2¢% (Type) #ff Branch (%) .
 1%&#¢ Enable Multi-VR Support (J5 /1% VR #%)

A Virtual Router Name (B 28 40K Se TG B0 e U0 Hh 28 FHE 70 =2 16082 1 36 o 5 1]
(DIA) fEh s thes, o N ERA LIS i es, £ BGP &8I0 | e & aIic & LAk & T DIA

Rl e,
" A0 SDWAN 7 b U s R Bl s FEC s s
.
© SD-WAN 757 |- 1) S/ e 4 1h 28 S REAAE b D SR SR 41 b2 2 - (12 4
WRIGIMPAZ 7 H)

o gighpn SD-WAN s by e s, SD-WAN sgams 25 it (543 24 MPLS g
A IR s NAT iy ¢ MPLS g

* niiAe SD-WAN 7w ohie 1R 1 A Bl s i 2e =7 Femf, PAN-OS iy

F5 SD-WAN VPN sy p ) ) s s R i (4 SD-WAN Interface
Profile (SD-WAN gz (it i <o) 2% 1) VPN Data Tunnel Support (VPN

BB SZHE) 1) .

SD-WAN 737 W& bie 2 7 FF 20 NERUES s, B2, SD-WAN 737 157 BRI th 28 8k

i NPR B
Palo Alto Networks [ k1% Y F i K SD-WAN 737 i
P& s A

pA40 5 5

PA-450 5 5

PA-445 3 3

PA-440 3 3

PA-415 3 3

PA-1420 10 10

PA-1410 10 10

PA-850 5 5

PA-820 5 5
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Palo Alto Networks [} k3% R i K RS B B YRR ik SD-WAN 7)< fE 410

B o 4

PA-3200 10 10

STEP 4| (nfik) MEliE il di2s,

1.

10.
11.

1% FF Virtual Routers (EFLEHhEs) EIF, LAy SD-WAN 75 2 Bt i 2 /> e LS th
7o

BGP ¥ i 2A 6 IPv4, [Nk )5 H Enable IPv4 BGP Support ()& /| IPv4 BGP 7
F§) B LU A ,
i AR AL FH RS A AR
N BRI 1 28 e e — Xk,
16 AT A AL 28 AL & 1 VPN B, RN B (2 alobly) R 30U b 28
Z 54 Bt 2sidiE, A A0 5 A ME— X,

([ i) A B B es 1D, I 1D AEFT A 1% 1 28 rh A 2B ME—11
8720 T BGP %484 & 1054 IPv4 Loopback Address ([rI¥fstiil) . i 13 VPN fd
i, TSR E SR E IPv4 HEhEAR R M Bk R REZ 1, AR GE — N LA [ R kL, U
PEscbg R M, IR, SRR E AN AN E TR bR P4,
A AS Number (AS 9w'5) . FVGRG Y5 fir il & XY Internet % Hiskng . A~
O AT E R AS Ga 5 b 20EME—,
I GAE T i 25 2 5 SD-WAN BGP #5 Fh iy el 70 52 B ks e i v, REAS AR
BGP #rh1) AS_PATH J@ M rhIBREA A AS a5 (64512 %1 65534) , i%2%% /1 Remove

Private AS (Ml fA 4 AS) &I (BOMEY “RHT) o XM~ A evrilg
AS %5 {t BGP ¥ iR SD-WAN 447 AS,

Remove Private AS (jjjix 1,47 AS) 151 38 T 45 7 alirb D5 K% 1= BT A3
BGP st o,y 5o i ik 4t 15 7 BGP stop 25 4wl tot 45 22 1) A5 B ASR), - JUL0A 20
1 SD-WAN $5i 0t 2 s pict et ok v

e sy Remove Private AS (gl 11 AS) i, 4iz e £ SD-WAN g
A, RIS E T 2.0.2 1y SD-WAN 35 ¢4 | 5 Remove Private
AS (BBrflt AS) ISy A C i #E b 7 SD-WAN $i g 2 st s it b 42 )

Jehit SRR,
#i A Prefix(es) to Redistribute (ZEFEH /AL . Ed DS, BOLAE DA
— AN AT .
iy OK (ff1%E)

#iily Virtual Routers CREAUES ) 23l £ ICHEH Add (50m) DA I 52 2 kg #UL %
Ao
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[mm-y

LWES

& SD-WAN HA % %%

fas ] LUK W5 N B K R B 18 NG 8l /95 80 HA B R 202 (BRI AN B KBS BC I TG 3/ 85 8)) HA B
KXFFL) , fFN SD-WAN FREERY 307, fEXMEAL T, Panorama™ 55 S0REAH [ (1 fc i e
DR VB S AR ARSI AN T B AL BR PR AN Al . I, G TR N SD-WAN ¥4,
NI BLE B/ 4530 HA, X, Panorama gEAER:IX L6 &N HA X5 2%, FH A HER MM
Al (24 HA TESh/ e sh i)

O

STEP 1|

STEP 2|
STEP 3|

STEP 4 |

STEP5 |

TR RSBl RS0, ko gk HA 25 % 15 )y SD-WAN 5 vn 2 5 T4
5,

te HA oh gl gt SD-WAN 2z itigeit (s 8, HA s 5, S50 s
H B R B SENGHT B I SE S H $E £k,

Ja F HA X455 i) SD-WAN 21, 15 AEPA 25 SD-WAN 1B KB5S v il i 120/ 4%
#h HA,

¥ HA X E W& TFN SD-WAN &m0, (HASHAT i /o —2 Commit (£2£32)

{t Panorama |-, %+ Panorama > Managed Devices (3%/5# %) > Summary (%) .
(E R FEICT, %% Group HA Peers (7041 HA X1460) . fAAEIRESE/R T, HARSYIMY
G kEE, — AN, —AN NS, Panorama AiBE HARZS, HAEEEEAR, A
1) SD-WAN P & HE R 25 HA X 55 i

Commit (£%¢) , #XJ5 Commit and Push ($£323fH#63%) .
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7 S RIT O B 2 IO 2 2Rz, VPN SERE R A 0B, IE, 78R 4 R A
54 FR A 2 R S D
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BEIP N i  SE e K d O FE R S g Z IR SR . B 7 S 2 [ EE B I VPN BR
Ho AEMERCE T, S Z IR i AR D

(EAE S8 — JGlad B IE 252 A (DIA) £, 9 SD-WAN Hbe 7 32 B kBl i SD-WAN
AL TR, S EEhEIE A4 0N autogen hubs cluster 9 VPN 47, H SD-WAN [j
KEES NN VPN $01E, iXFF, Panorama™ 45 EE Al 55 28 7T LUEFST 2 SD-WAN i K
SR A% e SD-WAN TR 7 RS B VEGE,  FEUE il sk 4 2 S Be i, kst (6
TN RALIE ) DIA BRI T-n] SD-WAN Bl K B2 F U2 (8] DIA B89 T 45 Rl
773717 VPN %27 autogen _hubs cluster f, LI/ ¥F Panorama M54 3 HIFE fy Rl % 14

fE. autogen hubs cluster (UM T-HFER TR T RIFESIZITIRIL, A2mid DIA B A2 0
Roy 3z 2 aNE VPN BRiE, andsmid VPN BREIEE ORI 7, D d—4 VPN 5, %
TS5 ) A RN 7 S B s I B S AT

£1%} Authentication Type (H 1 30iF25) i%#¢ Pre-shared key (Fiit =% 4H) i, ¥4 VPN fif
S AT A RO AT S BRI B — AN K IIBE B IKE TR %48, DU VPN B, IF AN
KEEEA A T INE TSN L5 RG] R L =854, ] (i L0245 B Gy
i, 0] LUIHT Panorama &R BT B R IKE T2k =% 4H

S S S BT B4

£1%F Authentication Type (F3IGUEZRM) % $% Certificate (IES) B, SD-WAN VPN FfE4E
HUO R SRR 1 56 IR ) S B6E

¥ SD-WAN FEEF 22 2.1.0 Ji, B4 VPN EREd g DR o 32 5 kG425 43512 17 PAN-OS
10.0.4 (&% =119 10.0 il A) = 10.1.0, 1M AP RARTIH S,

D) A VPN BREmt, ks ol s B e R SD-WAN Sgii 3, a7 Compatibility
Matrix CHEZEPERIFED oy g g 17 4 (07 g PANOrama g g s i o sk I 1
SD-WAN ik i A

PEAN DA 11 (8132 sl AESZ 1) (DIABERS) 2[5 EN7 IPv4 ib 7 IPv6 IPSec i, HUR
FLUKMEE D (B T e AEEE 1) JEHA IPV4 36T IPv6 Hisik, A0 PN 2 &8 A IPv4 ik,
M2 7 IPv4 Bg3E, RPN EE & AT IPv6 Huhk, D27 IPv6 B, EXRIIN T, #at
V7 IPv4 BERIE,

BasE 4z 1 1P Hhksk [ VPN #h, 7807 DALE N7 T IPv4 bk IPvé Mk, i 5 [ml ik id i 1
IPv4 F1 IPv6 Huhil, MIBRSERE T BE—AN IPv4 #hk, 40 N &, 05 IPv4 VPN Hibk il & 1
58, HAFAE IPv6 suhibith, T NBREEE 0B IPv6 Mo, A FAYELE T IPv4, TIBRES
IPv4 Hiotilk, A0S ECE 7 IPv6, TR ER (i F IPv6 il
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STEP 3| SNH3Zh VPN AL 61 IPSec VPN BZ3E FHC IP Mk,

130 VPN iz e b 227 2 e VPN s, 900 IP stk 2 0 45 55 5 0 1
i A7 2 VPN e VPN i sobikng 75 .t % ng B A 20 A TP
g3/ W s i . 13 VPN WGzt gz i VPN B s ik, 1428 MR Ay v B
G HAE RS FRAREL, AR BRI F AN ATEED - BOFiE L
ST AN TR o A S 32 P ) Do 2 <5 BT R AR T A 0, O 5
FIHE 32245 VE A 5T

AR g SD-WAN SE ol AR T2, T4 250k B A 0 PR A 45 (0 AR IE .
PRIE R, B AT, Commit (Juxx) 5 FrABRE B e AT, SR
wibasE, I, S R TIHAT S

%+ Panorama > SD-WAN > VPN Clusters (VPN #F4)

{EBR I, %4 VPN Address Pool (VPN Hizhkith)

() Add @ POF/CSV (5 VPN Address Pool

iEHE IPv4 2 IPv6, RJmik#E Add (i) DURIN—A A —A a4y (% 20 A4~ 1R
[P 1l 1 28 SR 700 Bl S ik, 9002030l 9 192.168.0.0/16 =, 2001::/16.

g OK (fiffiE) .
VPN Address Pool @

IPv4 IPv6

VPN ADDRESS POOL

@ Add
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i Prisma Access g gt i) T AT ki, 0 R 4 0T O i,
PEHE G DI TEL RSB, BLE TS Mkt 257752 Prisma

Access .
1. (4 jfy Panorama yj; ) SD-WAN -t 3¢ il b - gt 51 HOPg 50 (1) B AT 65 57
RIEHET A AR 2T
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STEP 4| JliE VPN ff, EE NIRRT 2608 VPN %41,
1. #%# Panorama > SD-WAN > VPN Clusters (VPN %) | RJ5i%#E Add (Gshn) DL
n—A> VPN B4,
2. Hi A VPN FEEERHEULME 2 FR

3 AE VPN et 2 fepa i1 R RIZERIZ20%, 50 B BOZ RS Mk
(Panorama > SD-WAN > Monitoring ( WEE) ) B LR, 4k
VPN ppiy 4R, LAsa 22t B 44 iinggi. SD-WAN Iy im 7y 1
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Key (FillL=2%5%) o\ Certificate (UETS) . AZFEIE F 30k R K 2 /E VPN B 5erh
RINBEs% . VPN FEEE RN T AT B i A0 7] 1Y) S 3 B A 2878

VPN Clusters @

Name ‘ |
Type @ Hub-Spoke Mesh

Authentication Pre Shared Key @) Certificate
Type

Branches Gateways

Oitems )= W | Oitems )= W
D BRANCHES HA STATUS HUB FAILOVER | ALLOW DIA
[ Huss HA STATUS PRIORITY VPN
® Add [] Group HA Peers () Add [ ] Group HA Peers

Cancel
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VPN Clusters @

Mame | clusterl
Type Mesh

Authentication () Pre Shared Key ) Certificate

Type
Branches Gateways
Q 2items | — X || Zitems )= X
O | erANCHES HA STATUS HUE FAILOVER
[ | Hues HA STATUS FRIORITY
) sdwan-vm100-Branch-HAL | () Active
] | sdwani-vmS00- @ Active 1
— sdwan-wm100-Branch-HAZ .Passivu Hub2-HAL
]  sdwan1-vmS0-Branch U I:.iu;aﬂﬁ—;guttﬁ- .Passiue z
() Add Group HA Peers () Add [] Group HA Peers

Refresh IKE Key “ Cancel

o EBERINBNERY SR
« Hdi OK (FfE) .

6. Add (Fshn) —ANEEANMEIN NG ES 7 LR & TR O &
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MPLS = s psp s, gihn, MPLS g LA % i 2 10 S 2 0 R R 3
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%
o SEPEINEIER D, RIE T OK (E) .
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Select Hubs @

O | name HA STATUS
[ sdwan3-PA7050-Hub
[ sdwan3-PAS250-HUB
[~ sdwanZ-vm300-Hub3-HA1 @ Active

L sdwan2-vm300-Hub3-HA2 @ Passive

Group HA Peers

OK Close

o FA—AL OB RSN VPN E£RE, B2 E rh Ot e, DAfIE a)
MR R EBRE D 5 b) BGOSR R Y, RO b A e A 1
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1) ECMP (Network (4% ) > Virtual Routers ( gy i fyoe) >
ECMP) 54 BGP 1 iy ECMP Multiple AS Support (ECMP 4,/ AS
4 %) (Network (fwsx%) > Virtual Router ( &4y fiue) > BGP >
Advanced (g57) ) |, LRSI T O R E PR, NI
7337 1Ak ECMP . et S 2k g, ) Panorama sy s ey it
A FH A S22 P,

A& T Group HA Peer (7520 HA X% %) |, 1HEFEX H #.35 Hub Failover
Priority (Db AR e 7B S AR AT HA XFeh g A on —4
Priority (fE%c4) GUuBEN1%4) |, AKEHd OK () .

Hub Failover Priority for HA Peers @

HA Peers sdwanl-vn500-Hub2-HA1L
sdwanl-vm500-Hub2-HA2

Priority | 1

FIA b B v Db e R U S v U i iy HA 325,
SR T HA X8, LA ZUA AN TR 45 4% SO e
b R AR S

IO SR L HA S S g g o D BRI R S, I i %
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o WFTAE HA D, & A, 25 #E Hub Failover Priority (Fi0yik
bR AL TR A - MUEH QRN 134)

VPN Clusters @

Name | cluster3

Type Mesh

Authentication Pre Shared Key @ Certificate

Type

Branches Gateways

'_'\ Jitems | —» ':'\ Zitems | —»

[ | erANCHES HA STATUS HUB FAILOVER
D HUEBS HA STATUS PRIORITY

[]  sdwan3-PA220-Branch-HA1L @ Active
B sdwan3-PAS250-HUB

sdwan3-PA220-Branch-HAZ ccive

U e [ sdwan3-BA7050-Hub 1

] sdwan3-PA3260-Branch

@ Add |:| Group HA Peers @ Add @ Delete D Group HA Peers

Refresh IKE Key Cancel

7. By OK (i) DARRAF VPN 0T,
STEP 5| £y 324k HCasl 5 B IR Air g

17 K 38 1 B4 T 45 I SRR ) S TR GBS B, 63 ] Lt
(T S AT 2> % TT 2 R B, Prefix(es) to Redistribute (73 i 75 o 1y

AL
B TEPEZRIRINE, AU E AN ET
1. %#¢ Panorama > SD-WAN > Devices (#%%%) , RIgi&FE—AN20 2Bk ds.
2. %&FE BGP, K5 Add (b)) — AN RS IP Hhk 3 Prefix(es) to
Redistribute (78170 KMIBIZ) .,
3. i OK (ffE) .

STEP 6| Commit (#£25) , #XJi7 Commit to Panorama (%% Panorama) .

STEP 7|  (SD-WAN #fi(] 2.0.1 F1 2.0 (1907 ki A anR s Ae vhub AR 478 VPN SRy DB ks A5
DHCP = PPPoE 11, W.AZif# ] DDNS, £+ Network (%%) > Interfaces (}211) >
Ethernet (LUK |, AJ5/E Template (Fifi) F-BE A O EEBHER .

STEP 8|  (SD-WAN Jdiff 2.0.1 A1 2.0 (790 hic A0 #$E 1P ik FR~8)Z&s DHCP & inel PPPOE 1)
e, BB ICHR) Override (F81%) |, ARG OK (7)) LA,
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STEP 9|  (SD-WAN Jdif} 2.0.1 AUl ez 40 2.0) £E Panorama _E56IE /& 5 CUAC = DDNS Wi,
1. %# Network (%4%) > Interfaces (#:11) > Ethernet (LLKK) | RJ5HKiEFH —
AR
2. %# Advanced (%) > DDNS,
3. Tffif%~ DDNS & F3hiAdE 1 Hostname (E4L44) , H Vendor (fLRp4) il
Palo Alto Networks DDNS.,

4. #i OK (i) .

STEP 10| (SD-WAN 4#i{F 2.0.1 1 2.0 (1 ighilz40) Commit (#£%2) JF Commit to Panorama (££32
Z% Panorama)

STEP 11 | Rpfid & e =2ty

Panorama gy iy - utaiy SD-WAN gl e i, £ 75 1) i
g SO 0, e DIBEALBEE — B2 1 45, B,
sdwan.921  sdwan.922 sdwan.924 sdwan.925 —Risgm e migs:, (1

s Panorama sy ) g i gy SD-WAN gz g g g CLE g 345 show
interface sdwan? (i :pzpy sdwano ) g5 SD-WAN gy

1. i%&F Commit (J£25) F1 Push to Devices (Mti&%#%%%) .
2. BEWLIE T )71 Edit Selections (ZR#EikIi)

Push to Devices ©O]=

Doing a push will overwrite the running configuration on selected devices. The configuration shall be pushed frem the Panorama running configuration.

PUSH SCOPE LOCATION TYPE -~ ENTITIES

sdwanl-vm100-branch Device Groups sdwan-vm100-Branch-HAL, sdwan-vm100-Branch-
HAZ

sdwanl-vm500-Hub Device Groups sdwanl-vm500-Hub2-HA1 W&I

sdwanl-vm50-branch-stack Templates sdwanl-vm50-Branch

sdwanl-vm100-branch-stack Templates sdwan-vm100-Branch-HAL, sdwan-vm100-Branch-
HAZ

sdwan1-vm500-Hub-stack Templates sdwanl-vm500-Hub2-HA1, sdwan1-vm500-Hub2-
HAZ

Edit Selections @ Remove Selections Validate Device Group Push Validate Template Push Group By Location Type

m Ca " EI

3. HufikF% Filter Selected (ks Lk

4. Hiil Deselect All (Hufy i) .

5. EIREIPOERE . EFEEEHEE Y Include Device and Network Templates (14454
HRPLE M) o AIEHER S 7537, KRG FHiE R E R,

KLy 28 AT HR S5 S O pa B2 BE BN A IP suhik, Nk, 70 2 A48 3 IKE/IPSec i
B, BT O R D S0 1P Mk, DY ffer b DA B2l IKE/IPSec SR HE 4,
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[ sdwan2-vm100-Branch «

AP SR RE R T DI BCIE, ARG PR S RIHE R 70 SR, NI, 570 SZ RO B HE R4S
R, oy LREEI O ERERY, O CRLg

Push Scope Selection §
Device Groups | Templates | Collector Groups | WildFire Appliances and Clusters
Filters Q 14items | —
SR Bl

[ I Syne (11)

[ Out of Sync (3) ~ [ sdwan-3-PAT050-Hub
« [ Device State B sdwan3-PA7050-Hub s B

[ Connected (14) ? [] sdwanl-vm30-branch
v 7] Platforms » [] sdwanl-vm100-branch

[ PA-220(2) ? M sdwanl-vm500-Hub

[T] PA-3250 (1) ? [] sdwan2-vm100-Branch

[T PA-5250(1) ~ Mg sdwan2-vm300-Hub

[T PA-7050 (1) B sdwan2-vm300-Hub3-HA1 In Sync @ Active o)

7] PA-VM(9) B sdwan2-vm300-Hub3-HA2 In Sync @ Passive o)
~ [ ] Device Groups ? [] sdwan3-PAZ20-Branch

[T sdwan-3-PAZ050-Hub > [7] sdwan3-PA3260-Branch

[] sdwanl-vm50-branch v W sdwan3-PA5250-Hub

[ sdwanl-vm100-branck v W sdwan3-PA5250-HUB

[ sdwanl-vm5S00-Hub (2 B veyet In Sync %

4

Select All  Deselect All  Expand All  Collapse All |:| Group HA Peers |§:g| Validate

|:| Merge with Device Candidate Config

E Include Device and Metwork Templates

|:| Force Template Values

6. 1%&FE Template (Bifi) &I+, Ao Deselect All (fufia=ik) .
7. Push Scope (ERUED Ew&dH. HACHE Push (HER) FIBH K,

STEP12 |8 LM, M) LisH, DUSACEERE ) %,

OK

[] Filter Selecte

Cance
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STEP 13 | Jil#7 IKE Ptk =% 4H .

AR AT i T VPN s 2 IPSec ey IKE wagn, itpgrne sy
B, YREBE LA B AT

@ VARSI ZE R I AT e 3R

1. i%&#: Panorama > SD-WAN > VPN Clusters (VPN Hf4) | RIgiEH— S,

2. ARG,

1% Refresh IKE Key (il #71 IKE %47) .

VPN Clusters @
N Ci fub: I
T esh
Authentication ¢ @ certificate
Type
Branche:
Q - X |[( - X
O erances  |uaswarus 0
[  Branch2s-2 [0 Hub254-2
[ Branchso-2
[ | Branch20-2
@ Add [ Group HA Peers &) Add [[] Group HA Peers

Refresh IKE Key

3. HEPE R —WNE, maERcs IKE #49KN VPN =iy aE4> SD-WAN [ k5
ARG Z KRR (SA), X FENRS b, JEmsigkal? & | & RuEgkes,
iHIEPE Yes (BB) .

4. Commit (£%2) .

Refresh IKE Key (i IKE w47 15, mn i s MR RESR 42 S04 S22

ZNCSIER

5. Push to Devices (#2544
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WA Z B o IR SR, F1 3 VPN 2B RIX S5 k1% DDNS %%, DASKHUE
DDNS Z i A4t 1P Johl, (8 Ax 2620 3 1P bkl @t IKE %41 VPN Bz, fan % CPE ¥
FAEAERATIR NAT, 4500 4> SD-WAN 75 % %% LA th Panorama 45 BEES, %96 5 1 Upstream
NAT (-7 NAT) , H NAT IP sl 25%0% % DDNS.

xf |- CPE gz ol 1 NAT (1 Bt th B4, S8 00002846 BRI -~ H bR
NAT i) (1A 01 EEse ) LUK SR TP st 540 151 25 it 25 7 ok 32 11 g il 1P 1
gk, s e IKE i IPSec Bhis i o1 gk, (Palo Alto Networks s 54351 -5
CPE st iy 1y r 750 NAT (g 13 5 Hhy 28 004, )

H45 DDNS IR %511 SD-WAN 2= RAR &5 M) L35 L) R 26 4F -

* PAN-OS 10.0.3 2% =119 11.1 feAK

o« SD-WAN #fiff: 2.0.1 2% 2.0 /9 5 5l

o ZTPHEfF 1.0.1 2 1.0 W SR P Z3E3thdiE, DMEFIM S ZTP RBEM
DDNS. Panorama 24t ZTP 1EMHY, 35 ZTP R4 H1E.

o NLHREFF B A 2R AT A 8354 B 5T s b A
* 25 2RI DDNS 9B K5 ZRAE ] % 7 SR 117 (CSP) ™ M

o Frtiz 5 2R DDNS Bl K 5% 0620225 o & UE 1. [IE SRR ki% . Panorama #l1z
MR 45 HE L Ry, RS UET LA CSP A1 ZTP iz -

o IR K S PE I R R 4 #4671 Palo Alto Networks B kb i, #5420 5
SOz RIWELIE, DL VRMUE I DDNS (942 H s LN FQDN R 2 i

* https://myip.ngfw-ztp.paloaltonetworks.com/ (LLE3E whatsmylP filz55)
* https://ngfw-ztp.paloaltonetworks.com/ (LL%i% DDNS MRS

STEP 1| 4 Panorama FIHT A3 (gl 7y S S A ) JChis 20 L i BT e 26 e 1,
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STEP 2| 4% ZTP 4fifF 1.0.1 LAt Al ic &,
1. [#iL Panorama & RR T ZTP REL,
2. L 7ZTP #Hift,
3. M ZTP 23R A B Bk
4. i%$% Panorama > Zero Touch Provisioning (5 #:fiifici®) > Setup (i) |, XJ5 gt
General (##1) & LS M Dynamic IP Registration (3174 IP {5 &
5. B OK (fid) . General (FHl) WiE 2~ L7 ID 4509 On ZTP iz %5 .

Setup | ZTP Service Status Firewall Registration Registration Status

General &

Panorama FQDM or IP Address
Peer FQDM or IP Address

e

Dynamic IP Registration

Sync Status @ In Sync

On ZTP Service

Tenant ID
Panorama Servers
Serial Numbers

6. i%&F ZTP Service Status (ZTP JIR55IRZS) , ARG #IAEL KBS 715 . 510H,

Setup ZTP Service Status Firewall Registration Registration Status
Q
SERIAL NUMBER IF ADDRESS REGISTRATION TIME
A58 15 Oct, 2020 23:07:54 PST
459 15 Oct, 2020 23:07:54 PST

STEP 3| b A IXFEML, V2005 SD-WAN $5ifF 2.0.1 2 2.0 19 3 =hioA,
STEP 4| fr Panorama I Commit ($232) .

STEP 5| & 3%%| Panorama Web #i,

STEP 6| ¥l VPN EHF AR alE VPN ikt

STEP 7| G2k VPN %4,
1. %%¢ Panorama > SD-WAN > VPN Clusters (VPN £#f) .
iEF Type (ZE7Y) Sy Mesh (RAREEH))
Add (Zshn)  HEM BdE{SH) Branch (705 .
(i) mRERPIRGE R T D, BT Add () AN Hub (Fhily)
i OK (%)

ok LD
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STEP 8| Commit (2%2) , #XJ7 Commit to Panorama ($£22%] Panorama) . AL kA5
AP kb, WCSER, R VPN PR 45 8 iy 20 37 e B k%4 DHCP 5 PPPoE %
M, WEAZ50E ] DDNS, [N, &L NS 3R 4k s i

STEP 9| {f Template (Fifi) FBhikiE Network (4%) > Interfaces (#11) > Ethernet (LI A
WD, RFEE 7 ST IR PR HER

STEP 10 | 4% 1P #bhH5 /7304 DHCP % ) ufis PPPOE ¥ 11, Hth 5 % ICHIH) Override (F35)
KRG OK (3E) LAk,
STEP 11| #£ Panorama I iIF & 7 CUficd i DDNS &

1. #%# Network (M4%) > Interfaces (#11) > Ethernet (LLANM) | X5 A& FEA A
MHzn,
2. %+ Advanced (52%) > DDNS,

3. Wt HEEZ O 4 FK o DDNS i A shfidiE | Hostname (EML44) , H Vendor (fit5
p4) il Palo Alto Networks DDNS, #i#n, #& Ethernetl/2 #2101 I, A=y
P44 0102,

Ethernet Interface @

Interface Name

Comment 8 | dia2-vlan1102-dhcp
Interface Type {2 | Layer3 v
Metflow Profile | None B

Config IPvd IPvé SD-WAN Advanced

Link Settings

Link Speed | auto ~ Link Duplex | auto ~ Link State | auto o

Other Info ARP Entries MND Entries NDP Proxy LLDP DDNS

Settings

Enable Update Interval (days) | 1
Certificate Profile | None R Hostname eza | 0102
1Pv4 IPvés Vendor Palo Alto Metworks DDNS e
D P~ NAME VALUE
[] oHcp TTL (sec)
@ Add

n Cance

4. il OK (f1)

STEP 12 | it VPN T 4G E(T H A7 DHCP 2 PPPoE #2 niyrhly, SR 9 & 11, {HA1E
Template (Bifi) B, JWHEE O BERIOER

A I A R PR AEBE T, e b O8RS S B h, A% b O T
ggﬁgsﬂi PPPOE )13 1. SD-WAD gz 11y IP sttt 88 A 5030 T 78 25 55 B L3 11
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STEP 13 | Commit (#£%¢) Z Panorama Jf: Push to Devices (2%

STEP 14 | 75 73 %P k8 EISAIE 70 28 & LUl i DDNS,
1. SN0 B k.
2. i%F Network (N%%) > Interface (#211) > Ethernet (LI | X T CUAC IE Y LA
KMEET, BEHEESI) . DDNS EEEMDAEBINFE. EHL4A. 1P bR L
DDNS 15 5.

Ethernet | VLAN Loopback | Tunne SD-WAN
SD-WAN
LINK INTERFACE
INTERFACE INTERFACE TYPE STATE | IP ADDRESS VIRTUAL ROUTER SECURITY ZONE PROFILE FEATURES COMMENT
&4 ethernet1/1 & Layerd sdwan2-branch-router | untrust profilel " (_% dial-vlan1101-static
=7 ethernet1/2 & Layer3 Dynamic-DHCP Client sdwan2-branch-router  untrust profile2 Q_) 7 @ dia2-vlan1102-dhcp
= ethernetl Layerd Dynamic-DHCP Client sdwan2-branch-router | untrust profile3 I'_l) 7 @ dia3-vlan1103-dhcp

STEP 15 [ fESERF1 75— A3 b, ffbRdz nnsd S ik dr -2 4o A2 1y T DDNS 119 FQDN.
1. GBS A0 LI E Network (4%) > Network Profile (W#&fici& o f) > IKE
Gateway (IKE &%)
2. WA R HE S AR S 05 T HANE R A A5 B2 248, pilan

0101.8ced8460fcc5177cd3665ce41b6345323a15a612b8e52ec1d9ec057a582cb4.t13855f6c9a92«
STEP 16 | &7 7y S Firbhiy FQDN Jf 58T DDNS f5 /5.

1. il CLL,
2. BEHE s ZRROR FQDN (i DDNS A4%) @ 2&fiE < dns-proxy fqdn

3. H%r DDNS Muhik : k54 fqdn il
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B1 i SD-WAN A 1 i

bR v BGP & (2bk 7 e BGP B thiy Q) 0T LGRS B th R AL = 817 SD-WAN it

Ho

FAsE AP RECE )75 0 (i Panorama™ MtiE, BRI EEAE L) S B kB ERCE, R
1 Panorama, T AZIRGE I 15 A sl HEAR AR By dd A S B — AR i MRS B i H
bR, WELNRERERTR, (R DON Bl — N, ) kiR GhEhOn) BSEh
257, kR EIES 0 BSKHEhO,

STEP 1| *&%3%] Panorama Web #ii,
STEP 2| ilis Bab sl B HEA AR 1, AR B A LA R AU A8 : Name (785D

$peerhostname_clustername.customname, %411, $branchsanjose_clusterca.10 &,
$DIA _cluster2.location3, A&, FEois () ZGmIcHEN:

* peerhostname— FAS & H BT H bR OB 2 EHLA . KT Internet B 6
tH, peerhostname 242504 DIA, 4, XFEE0uy LA 0] DL IS 0a 5 2105 o 0 T
A HA X302, ] DUEE TS HA B kB i Horh— AN B WL A 8y 7144,

* clustername— HArv e =2 FTE ) VPN EREY A4FR .
s customname— IRIEFEH SCARTAF R ASHELE customname (H 7 X AFR) il 4 45 (),

KoF AR A et &5, 8] DAGE AN & h,  thgb e vd, 228 & n] DI A AR peerhostname
F clustername ; & 0] LGB 4 AN customname KX 70 4F &,

STEP 3| #%&#HFAE Type (3£7Y) N IP Netmask (IP WZ5Hiis) | Ffar A RHL R 28 {ERS K E rY 1
Fr P Huhik, 140 192.168.2.1/24, *F 1 IPv6, &% A A BT RIHTKEEW IPvé Hitl, 4
11 2001:DB8::/32.

STEP 4| il OK (i) LAEAFAR &,

STEP 5| 4% Network (4%) > Virtual Routers (FEFUME 28 | RIGIEBREIIE e,

STEP 6| 1%+% Static Routes (F#&%ihH)

STEP 7| 4% IPv4 5 IPV6, SR BRI R IN44 KR,

STEP 8| Xf7 Destination (H#5r) , HEFECNEHVEE,

STEP 9| X} 7 Interface (£211) , M MRFIEFIERE, NRIIERMUEEERAEZ T ;5 3
1, Ethernetl/1. Tunnel.x 2 sdwan.xx,

STEP 10| % Next Hop (F—ks5) 1ETf, 1E#% IP Address (IP Hiziik) 5\ IPvé Address (IPv6
HE) AR AERSES W T — B E IP Mk e AR R GRS th BRI b O 0 7))

STEP 11| i OK (f7E) .
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STEP 12 | Commit (3£25) , #&J5 Commit and Push (3245 IfHE7) #8109 9 gk,

F1 5 VPN BLIE R s i 42 07 Berhir) sdwan JCHE - 2 iy T LIRS HFRAR S B 17 i 72 1)
SD-WAN R b Ez2m, N, B rosaS s ik, CAniR VPN SERE A pii A0 55 EhL
(U ek e ad SD-WAN UL M2 1, BAFRERY B — D ER AT,

STEP 13 | il M TR Inlin s B A 1S
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A SD-WAN il i 5 2 % i

= P th g 5 e VFBG K B BEA T e, RO RS by ISP Ak R P S AR . s EREAD
] PR B thZDBE. a0 i g [ AR HERT G IE Tk, XA HFEL R eSS . BT
RV TR e (BUAndyg . FEoBCARFR A0 ARCE SCIF, AT IR SE D RE A n] LUAEIZ 48 1%
s AT XS SRR TR A, n] DA e RSB e PR B th L ks 2 AN I
s ECHT 70 A

JUSAERE & FOE S0y, (Hs e g 1B 00 2 55 1 T 22 1A e R 4Dh % rh 28 ok SE B b % 3k,

HEREE hasASEm,  BOAR LT B A2 2S5 FERCIE S i DY RE 2 il A A e i
B,

A8 R T DA 8 R 8 5 SR 0l 1 s % v g | B8 B TH Rk s 1

o s, R s b 2SR e U s R T

« 28H Advanced Routing (=gl i) B, CKEA)EE BB R s (0 IR Rics | 22017 %

R G 1S AR R ey (FEIHRGES th g 15 EAROV BB thas) o BUAN, sk g |5
HATEOERER S R I, JIF HAE vT DAERCE SO (SR I0E. thiras. Huhk R8s dol 70 & il il S
) R RARCE B2 BT T BGP A5 4 Bt 5 (K1) BGP 11,

S G S RS . MP-BGP. OSPFv2. OSPFv3. RIPv2. B ERAERE — sk
(PIM-SM). PIM JEAF/EARE (SSM). BFD. HUlrp k. Bl JEF] RIB. Tl 51z, ARy M
R4

T TS I DA T 2% BB A2 SD-WAN i i S ek th 5 1%

1217 PAN-OS AW B K i SD-WAN {if}:

Panorama' ™ 11.1 o Sk 3.1.0 J S ok

SD-WAN i {1 #2458 = 2% rh e T A 1) i 12 A o s ol RR UM s A0 SRR T s s oy, Rt
WHRHS A 5 I, R G AR 2

MIEAE B EAR R B T S g 1, 1T Panorama £iE22 H#E 2 HIBS kK&, SD-WAN i {4
SIBITIER A LEZHE th 25 rh A SD-WAN MO G (s, B2, Fl 0 KBCIE

fF. BGP) o iR BIAGIHERIIZ S i 28 44 FK 5[] — Bty R AAES th 2 A ARA ), X, Rl 23
SCIRZ AR () 28 20K

YR I, Panorama i Ve fsIbRIE RS 11 LA th 25

Panorama SD-WAN #dif4: 3.1.0 nf DA(# F i 200 vh g 15 [R) B A BB ks, o n) DAGE F TH RO Hh g |5
[ 5 BRBG K B o IXANEDBEMI P Ab g, 180T DU % 7 W FLAF B KRS IE R BB S s th 5 [, [a) i
e ARG KBS EOR R 2 A IH S F g 3R,

K SD-WAN i 3.1.0 INEAE IHRGE & i Zts th g 14 Eal T DUE ERBS KBS, (B AETAE B KBS
— KA — A g AL E A= %%, BT LA Advanced Routing (/512k i i) #3005 FH 22k A

SD-WAN A5 iR §5 1 3.2 153 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-networking-admin/advanced-routing.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-networking-admin/advanced-routing/logical-router-overview.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-networking-admin/advanced-routing/logical-router-overview.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-networking-admin/advanced-routing/enable-advanced-routing

ficiE SD-WAN

R 15, R B KRR (LI 5 158 R T8 v G it DAy 90 5 il = 45 1 ol TH s |
HE) W, AR SR O I TR B R Y B T R

FEUTR ) = s th g 15 200, T &0 M anhceE., IR, A SRR 28 1 =
24 FR I BB R L PAnorama - i §2 sx 363 BENOHERHE R BB & TR, B ATE
BT R BN AR HE R i % S RE A S R

it i Panorama g | Sy i A (85 R () 2 B b 8 (2l J JH Bl A3 A5 ) 1 vt 4%

FE U LRI B R i iz . PANOrama sy ks 1 e G ol (10 T B HE Y2 B0/ 37 o 4 %

HI /NIRRT e, o ik e ok, Panorama g e s | Hlgc i (nds)

IR TR RS th 28, 18 i CR BRG0S0 SD-WAN $i 4 H1 PAN-OS WioA, 125 H
Advanced Routing (5Z%% ) . 2% SD-WAN FF{EEF, (] Bohpd i 2% )1 Advanced
Routing (@ghish)  (TEARBh, GUd 1 ERUSHES) .

g CAd & Advanced Routing (2t ) AR SE U2 (B HUS th 28, JUIAR sy s el DIk (o]
B 2 GIRAF RIS th es Bl i, el By (BIANR%EZE PAN-OS 1 SD-WAN JfifflliA) >~
R, A2 HE A 2 2 4 v I et B i BT 4 P A i B

WS A &gk th, ) SD-WAN £z 11 b AU E AE i) — ANt es b SIS 2 2R i 2
s e,

STEP 1| &% Panorama Web i,

©)

STEP 2| ¥ Panorama 7% 11.1 3% SD-WAN ##ifF 3.1.0,

STEP 3| 40501 fu R 2 95 5 LAY 14 Vs %) Panorama T 4 BUIR 45 25 v,

STEP 4| 153 e 2Rl rhr .2 Wi 4 A0 A4 T L

STEP 5| 7r Device (¥#) #5, M Template (Bifl) b F Sz F Rz 512 e M LA RN RS .
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STEP 6| B &%,
1. #%#% Device (%) > Setup (i%[%) > Management C&FH) | )5 gwiRH FHLIE .,
2. J3JH Advanced Routing (2% 1H1) . SD-WAN 5 R 8 2 2 4 b e T (8 61 8 45
PR BN BRI thes . B H), BOIEZERER RS, A0, O E B e,

General Settings @

Hostname

Domain

Login Banner

Management TLS Mode | exclude-tlsv1.3
Certificate
SSL/TLS Service Profile | None
Time Zone | None
Locale | en
Latitude
Longitude
[] Automatically Acquire Commit Lock
[] Certificate Expiration Check
[[] Use Hypervisor Assigned MAC Addresses
Advanced Routing
Tunnel Acceleration

“ Caneel

3. Hifi OK (i) .
4. RFHIHBARITEMELSNE Bl Yes OL) 484k,

Warning

Enabling Advanced Routing will require you to migrate your configuration, commit your
configuration and, reboot the firewall.

If you select Yes. a script will assist you in migrating your existing configuration to the Advanced
Routing Engine. The migration tool will convert each Virtual Router to a Logical Router.

If you select Skip. the system changes to Advance Routing mode without any Logical Router
configuration.

Please refer to the Administrator Guide for more information on supported features.

Do you wish to continue?

Skip Cancel

B Yes (&) o, WEIER WA A B E TR 2 s 0k thg |5 vb, Rk +%
Skip (Bbid) , W& g i | ZE A 2Rl iE.,

Migration Configuration GLFALIE) K BoR$5 RiE RSB G hS .
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(aps}

Migrating Configuration

Number of VR to be converted: 2

Color Code:

. Successfully migrated, no user intervention required
O Migrated, user intervention maybe required

. Mot migrated, Obsolete, Mo longer supported

@ Migration process failure

OK

{£ Virtual Router C(FELLES H125) h & A BAHER H LY STATUS CIRZE) o BUEhiZ#
) STATUS CIRZ) RONZR (L, A, 35X P AR CEDIT R B9 BRI SR

Virtual Router @
Migration
(@] 2items | —»
NAME INTERMAL LINK STATUS
VR-Morth Open in Network -> Logical Routers [ ]
WR-Tunnel-North Open in Network -> Logical Routers @

Legend: @ Successful () User Intervention @ Obsolete / Not Supported @) Failed

Continue

TR I, A REAUMES th 28 Yo 1 B e B AR R 1B AR B Tl B . B A2 G i I FEHT M
BN K KRB R AL
Advanced Routing
The migration process is now complete. Do you accept the migrated
configuration?
If you select Yes. the migrated configuration need to be committed and

the device rebooted for the configuration to be active.
If you select Mo, the last running configuration will be restored and no

device reboot is required.

5. Commit (£%2) .
6. #%F% Device (K 4) >Setup (¥i%) > Operations (F:F) , #AJ51E+#* Reboot
Device (FEFG#4%) .

STEP 7| #4% Commit ({£%5) > Committo Panorama (}¢%:%| Panorama) , 3t Commit ({2
) Wk,
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STEP 8| B EMMC i of o bit e 3 HE R 35245 ) k% . Push to Devices (JMEZFI W 4%) LLA B (ETi%
SD-WAN i k85 r s i iZ 5 5 e 28

1. %+ Commit (§£32) > Push to Devices (HEix%1%4%) FiI Edit Selections (4m#Eik+) .
2. %% Templates (Fifl) I F1ZE Rk BERIHHE R AL,

3. JA 1 Force Template Values (G4 AE D) LA I B0 RO AR 2 25 A i i, A6 (3 e
I b0, KRS ks B UE, #RIEMIEe s e FEUET A 2 h ik, Bl N
B3 B (AR 1T 77 A )

4. it OK () JF Push (MEXR) ¥4,
STEP 9| HEHrekph ks,
STEP 10 | 3% $% Network (M%&)

TETE RS, AR R LI RATE GEPLEE HES) TR S I brvEH BT

41, Routing (1) )7 Logical Routers G2 HES) i Routing Profiles (3% Hific i <C
) , Hrhtukh BGP. BFD. OSPF. OSPFv3. RIPv2. Filters (7fif2s) F1 Multicast (41
%) .

STEP 11 | i b A5 2N BENCHERR I, IAZTE A O S A EAROHE R /5 ] Advanced Routing (2%
H) o X T By g i SRR K L A B, AR ER 5 #) 10,

B FATR Bt Sk, (S & th g 156, I ARER h o8 A RR AT i) — BBy kg

U R s A ARAH TR, KBRS D S R AT R RS th 2 F Bk . T ol EE
BRI PR 28 T AN CE T A2 AR, DAZB i (% 12 B e 5 A4 KR R UM i 2 44 AT
Il

STEP 12 | 7£ SD-WAN 585 rh ik $5 i L ol 38 e 15 th 25
i%# Panorama > SD-WAN > Devices (1%%%) , LU/~ Panorama 5 B 45 ca ik 1 s i
1) SD-WAN %% (SD-WAN .08 7037 55 kRS

b 70 F7m SD-WAN ¥ Bl A BL s mish, &BLEiL v LN Router Name (6 125 44
MO EFEZEE ey Ol Tk g [5) Sl s O IR 15 o (01 S sl
BRI, PR s A PR AT [ — A R UM e s A4 AR 1)

PP 11 SD-WAN A7y 52 2 [ 3E 7% 1Y) Router Name (B i gs #FK) (R AR AR UL
B 1 ws)
o QR EEAES thEs MRS g 2Bk AH ], ] Router Name (6 s 4495 # BoRm— K.

o WUEREEAE thBs FZ AR 1 Es 2 FK N [H), ) Router Name (6 a8 440K (7] IR 27 READLES
an AR AR S 2 A PR ST DURYE 55 2 £ U ths O T IHRS [55) 02 B ih o
AT &g hs %) .
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Mo 2 R T

WP VPN b B AL RV B I2  TIR DL, R BRI eI, DIAR IR AR e )il Sy 1 (8 T
Panorama™ 4% I 4% 25 2 71k SD-WAN R EEFr FIBEZ 1 PIRBUS S, 408 H SD-WAN [k
W, B A B HE R 2 Panorama,  FEAEEF AT SD-WAN [h 5% (8 2 45 ¥ 2 15 I i i
Panorama 1 [ LHE R, G- A B iE SD-WAN B5 k8% LU H 5% & %) Panorama, Il SD-WAN
Monitoring (M) B A& B N RE fp ol BE I8 1 PRI AS 1R

g7 (- Panorama y 4= SD-WAN WP, 2 Panorama y; SD-WAN g i s 35
sty fj’iﬁ-ﬂ‘?{;N B5 K hi e IRk s SD-WAN Wbt B0 IF 482 5 S i 72 1

o 5%k SD-WAN (5%
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Wi M Panorama™ A5 ERAR 55 2SI THOFE AR . HER AL fth SD-WAN (155,  DISRIUER C (T45 4 9519
DLERIELRLS S
MRATS 45T B B8N, T LB B VR Z 5 R i, DA S b7 e 2 o i ke R
e ULV, W UEFRISHERIREW NG, DAR FEUTS IS 5 500 5 IR FE
{%/%\O

STEP 1| % %3l Panorama Web %,

STEP 2| 4w SD-WAN il )5, Commit ($222) A9 AR A FALIRA .
EMIRAS & 1R R A THO R E. SR, DA S TER S G VRS B,
Commit And Push Status @

Operation Commit and Push
Status Completed
Result Successful

Details sd_wan plugin validation: Config valid
Configuration committed successfully
Commit All job 648 scheduled

Warnings

Close
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STEP 3| #4540 B 245 ol R v 6 MV 1) de J HE SR RIS IR,
Hd Web FLHiCEENY Tasks ((155) (EEHEE ) D\FT (45 HE 28,

1.

2
3.
4

M T SD-WAN (L 1I1E . Type (Z57Y)
B Ek Status CIRZS) DAE B (LA figJr HERIR S VRIS 1L
B I o HEAR S VEGHAS S LAbR VR AR e i 15 ) 75

Last Push State Details

Details:

. Autogenerated SDWAN configuration

. Performing panorama connectivity check (attempt 1 of 1)

. Panorama connectivity check was successful for 10.8.56.66

Warnings

. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. Warning: No Valid DNS Security License
. (Module: device)
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W R 1, AT B E VPN SRR rh B TRy FIBERR PERE,  DARE TR [F) . SD-WAN it i i ] AL 7
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* Impacted (ZZiZWi)) — VPN EREH) DA, AR £, (R sl %
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=

H o
o BEERTEBE
» Error (A5i%) — VPN 5 —ANE 2 ANl s A2 B o RE A2 10 (VIF) WK i HE B0 2 55 1) f
« Warning (%1;) —#m0a s (Er A SD-WAN #fiff 3.3.0 K ¥ i ARy PAN-OS
11.2.0 vh=z 57 FF) aiw%E (£ 47 SD-WAN $#ifF 3.2.2 & % &R PAN-OS 11.1.5 b=z 57
F§) . BEh. IR SEUE U E AR AR R FR AR B B 7 KA MER VPN FEE. b
o7 m%E,
o« OK (IF%) —ABEMEMH 5 (EH# 4 SD-WAN #ifk 3.3.0 & ¥ Sk Ay PAN-OS 11.2.0
SR AR (fEA AT SD-WAN $6ifE 3.2.2 J2 iRy PAN-OS 11.1.5 323758 £}
gy CIRSEU A ERVERE R VPN BEE . DRy i,
M PAN-OS 11.2.0 JT4A, SD-WAN #fiff: 3.3.0 M T SR L #r “Hge 7, IX e ffir i s e GE T
T HEbR. M PAN-OS 11.1.5 JFif, SD-WAN i 3.2.2 J iR 2 “ap5e” , IX e firi
B MEBERY - BHEFR .
IR b7 S B K SD-WAN SR S AL IE 1 %6 K204, W42 %R Error Correction
Initiated (WEECEEN) WA, SMENE RO 7 B K RER I 2 3 50 7 N R AR B b
(IR o

D) (i SDWAN quy s i SD-WAN 753 i st gy SD-WAN U
R ey, SD-WAN w0y 25 s Error Correction Initiated (o

IEESIDIN
FES AL T, BB 4R 20 IS R o R A W SZ s m B T Ry ol %, AR, ks
SR vk S LA B vk S RN VRS S, Muh s, BE N R R ) sl R s R FELRAS R,
Z [ WA Prisma Access H0 bR 7 FIE 50 GE LA Prisma Access H0 1) N FH R v RIS 4k

&b
HEo

TR

TSV A5 RO B S e s SD-WAN REN, VETE Compatibility Matrix (Jie2¢E 40
B0 oty 5 45 1 51 1 (g PANOrama g sty e g sk i 1 g SD-WAN s i

STEP 1| *&3%%| Panorama Web #ifi,
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STEP 2| #%#% Panorama > SD-WAN > Monitoring (I5#%) LIPS A VPN ERE. TRy iE1T

{» PANORAMA

DASHBOARD MO 0 DEVICE  PANORAMA
[ Panorama v S @
(g SCEP
pd ~ SD-WAN
&5 s5H service Profile
' Log Ingestion Profile 2020/07/24 03:06pm - 2020/07/31 03:06f

& Log Settings 07/24 15:0

5:06:00
f Server Profiles
B SNMP Trap
B systog
i €) Impacted @ oK
B HTTP
[ RADIUS
@y scp
K.‘i:cs* VPN Clusters: 2 /5 VPN Clusters: 3 /5
Kerberos

SAML Identity Provider Hubs: O /3 Hubs: 3 /3

[ scheduled Config Export

App Performance

oo for)

@ Software

@ Dynamic Updat Branches: 2 /4 Branches: 2 /4
SIVEBEEEES (Error Correction Iitiated)

S Plugins

@ SD-WAN
3 Devices Link Performance
% VPN Clusters .
= Monitoring € Error Warning @ oK
£ Reports

Licenses

Sp support

@5 Device Deployment VPN Clusters: 4 /5 VPN Clusters: O /5 VPN Clusters: 1 /5
(@ Software
@, GlobalProtect Client:

2 Dymanic Updates Hubs: 3 /3 Hubs: O /3 Hubs: O /3
Plugins
teenses Branches: 3 /4 Branches: /4 Branches: 1 /4

ster Key and Diagnostics

[® Policy Recommendation

STEP 3| B “App Performance (RHIPERE) "5 “Link Performance”fi#%2, J45/~"“Impacted (%23%
W) 7. “Error (B51%) 7 8L “Warning (245) 7 iH4, DAMEA % (7 PAN-OS 11.2.0
A1 SD-WAN it 3.3.0 J s oAb L Fp s ERE) 798 (fE PAN-OS 11.1.5 K Ehii Ak
2 FE, 4] SD-WAN $ifh 3.2.2 KW EA) IR B ARt 2 0k B uh i KRS
IVE 7144,

{» PANORAMA

DASHBOARD ACC MONITOR DEVICE PANORAMA

| Panorama v [2X6)
SCeP
- < SD-WAN
5 sSH Service Profile

[©

T ———— * VPN Clusters: | App Performance - Impacted > Sites: | All Sites
ER Log Inges
) Log Settings
) Server Profiles TS X
[ items X
B SNMP Trap ’
B syslog. ERROR CORRECTION
B o SITES VPN CLUSTER PROFILE LINKS LINK NOTIFICATIONS | LATENCY. ITTER PACKET LOSS APPS IMPACTED APPS TYPE
B, Email
B HTTP TB2-Branch-HA TB2-VPN branch 12 @154 Warning Warning Warning 5 o1 Packet Duplication
[ RADIUS TB2-Hub-HA TB2-VPN hub 6 @36 Warning Warning Warning 1 ®o
Dysce Hw-Branch-HA TB4-VPN branch 12 @189 Warning Warning Warning 8 ®3 Packet Duplication
%) TACACS+ .
E Hw-Hub-HA TBA-VPN hub 7 @145 Warning Warning Warning 1 ®0
(% LoAP
[ Kerberos
[ SAML Identity Provider

[ scheduled Config Export
@ Software

@ Dynamic Updates

& Plugins

@ SD-WAN
3 Devices
&% VPN Clusters
=) Monitoring
5] Reports
Licenses

& support

Device Deployment

@j Software
@ GlobalProtect Client
@& Dynamic Updates
S Plugins
Licenses
Master Key and Diagnostic

[®) Policy Recommendation

paloalto
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STEP 4| il B &S ol ARG, DIAE VPN SR A G, bl o5 5% S A - i B R 16 M AE,
TGS B R 7, PRy, (G I RS, s RGm AL, CIRRA. BIEiRA.
P B 228z N R P A 78 VPN S0,
(PAN-OS 11.2.0, # 47 SD-WAN #iifl: 3.3.0 2 # 5 &) (PAN-OS 11.1.5 B Highik, #
H SD-WAN #diff: 3.2.2 X B EhieAR) BUAE, 1] LAEEE VPN AR ob 1) e 5 il s BT 1 B i M
fiEZ%: maximum upload/download speed (i A A%/ FEGEE)

TR REANEE S 7T B B E I SR v (FER 45 SD-WAN #difF 3.3.0 (T EliA)
) PAN-OS 11.2.0 th=z % ¥F) #i%8 ({£ii 47 SD-WAN #fifk 3.2.2 (X EhiA) 19 PAN-OS
11.1.5 23285 Bah. Bs L EIREE,

(PAN-OS 11.2.0, 4741 SD-WAN i} 3.3.0 Jz 7l 4) - (PAN-OS 11.1.5, 74 SD-WAN
HfF 3.2.2 S EhioAR) g B 2R BOR T W B S A BR B R VR Bl i K AR AT R ORI
o XS TRLEERR, 1ZEKE SD-WAN B2 T CE SCARRCE (AUERCACE) SRyl KME. &0,
e ZR B B R F A B e K Tx Fl Rx B N fe K AR
o XTBRRERER, EEZERERE HATE IR R Tx Fl Rx BN e KAH -

Link: t1_0103_019901001831_0101 @F

VPN Cluster: cluster-with-hw = Site: Banglore-COE-Active « Profile: branch = Link: t_0103_019901001831_0101 « Device: PA-450-branch1

Bandwidth
= 42196

0
04/15 04/15 04/15
00:00:00 06:00:00 12:00:00

3
T

3 04/15 04/15 04/15 04/15 04/15 04/15
£ 00:00:00 04:00:00 08:00:00 12:00:00 16:00:00 20:00:00

= 04/15 04/15 04/15 04/15 04/15 04/15
00:00:00 04:00:00 08:00:00 12:00:00 16:00:00 20:00:00

Close

XFF M IEZ BB U5 ] (DIA) 8545 W] (19 SaaS M JTTFLF, SaaS Monitoring (SaaS [i#%) 514

IRNZN R A S AE SaaS i i AdE S A, B4 S - ANE A SD-WAN SR B 9%

i N

o PEH] — 1Z N AL ASEAE SaaS i e SCH R ACE Y SaaS WAL,

« Enabled — ZMNJHFER & 1E SaaS B Ad i SR ACIE R SaaS W TR, FH5 - Adis
SD-WAN &l B

IR — A A A i o S — NN R SD-WAN S 0 <8, ] Error Correction

Applied (AT N H) FIE RGN H USRI T R A 55288, o, & nf L& E Error
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Corrected Sessions/Impacted Sessions/Total Sessions (245 £x1 /52 521k /22 ik M ED |
TRRAER R TR B, 20 S B DB KBS Sl B o 2 A SR T T Al B .

Hiil; PDF/CSV LIt PDF 2 CSV #53AY. haforb N R e FIBE B VRTS8 1 TR GLAS B

(l PANORAMA ACC  MONITOR  POLICIES ~ OBJECTS ~ NETWORK  DEVICE = PANORAMA

[Panoama v
v [ server Profiles | SD-WAN

By sNMPTrap - Banglore-COE-Active Last 24 Hrs
B sysioe . 2024/04/1
EE] | Email Profile: Branch = Devices: 1 » Links: 6 * Apps: 28

B HTTe App Performance

[ raDIUS C %

ysee

I rcace INPACTED SEss1ONS  TOTAL

E‘;\ LDAP APP A SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS L

[ Kerberos

[ SAML Identity Provide
(3 Scheduled Config Export

capwap match_rest Disabled @ oK - 1134 KB 0/0/3 A

collectd match_rest Disabled ® oK - 11MB 0/0/1 A
(B PDF/CSV Page 1 of
@y Software
@ Dynamic Updates Link Performance
&b Plugins
§ Openconfig [t
= ERROR
v @ spwan MAX UPLOAD/DOWNLOAD CORRECTION LINK
3 Devices DEVICE LINK TAG LINK TYPE INTERFACE LINK SPEED AFI APPLIED. NOTIFICATIONS | LATENCY JITTER
ﬁaﬁ VPN Clusters PA-450-branchl MPLS MPLS ethernet1/3 _0103_019901001831_0101 v o ipvd - ®0
(= Monitoring

Warning Ware

PA-450-branch1 ADSL ADSL/DSL ae1.3032 t_AS013032_019901001831_AS0130 No Data No Data - 0 No Data No Datz
£ reports B POF/Cov
Licenses

F Support

STEP 5| By & ESCTERI R RE 19 70 2 s,
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STEP 6| A=z g man N RE > LA 76 N2 R 2 001 el e 0 ml () VR4 5 6L

BN, EA N R BERAREAE, 1 RN e AR RS EVIEIR . B sh AnEdE 0 E I
Dlo BESS, 30T UG (X ERS RO 1 214

App: db2 @F

Traffic Characteristics

VPN Cluster: cluster2 « Site: sdwan2-branch2 - Profile: branch - Devices: 2 2020/07/27 13:24:00 - 2020/08/03 13:24:00

Traffic
8M
LTE: 0% .
\ / attDSL: 14% 8
S
@
oM A AN VAN~ ARAA AN — VAL A WA
08/02 08/02 08/02 08/03 08/03
00:00:00 08:00:00 16:00:00 00:00:00 08:00:00
comcast-cable: / — attDSL comcast-cable
86%
Links Used
Q Sitems ) — X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
007099000011543  LTE Ethernet ethernet1/3 t1_.0103_00729900... test-db2 FEC (Correction 177.17 KB / 300.01
Ratio 20:6) KB
007099000011543  comcast-cable Ethernet ethernet1/1 t1_.0101_00729900... test-db2 EEC (Cz%rlg-:)ct'ion 44,54 KB / 6.07 GB
tio 20::
007099000011543  attDSL Ethernet ethernet1/2 t1_.0102_00729900... test-db2 FEC (Correction 33.65KB/977.74
Ratio 20:8) MB
007099000011544  attDSL Ethernet ethernet1/2 t1_0102_00729900... test-db2 EEC (Cz%rlg-:)ct'ion 0 Bytes / 91.07 KB
tio 20::
007099000011544  comcast-cable Ethernet ethernet1/1 t1_.0101_00729900... test-db2 EEC (Cz%ng:)ct'ion 0 Bytes / 945.86 KB
atio 20:
Close
App: db2 @B
Traffic Characteristics Link Characteristics x
VPN Cluster: cluster2 « Site: sdwan2-branch2 « Profile: branch « Link: tl_0101_007299000006017_0101 2020/07/27 13:24:00 - 2020/08/03 13:24:00
Latency
400
-~ Link
>
2%
S E o
2
= 07/28 07/29 X 07/: 08/01 08/02 08/03
00:00:00 00:00:00 RAke; 07/30 1804532 00:00:00 00:00:00 00:00:00
Latency: 78 ms
Latency Baseline - 225.00 ms.
Jitter
20
-~ Link
5 e P, PR - Meudd e - A . o Frap—
EE o
- 07/28 07/29 07/30 07/31 08/01 08/02 08/03
00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Jitter Baseline — 20.00 ms.
Packet Loss
40
2 -o- Link
S _ -+ FEC
28 o
é 07/28 07/29 07/30 07/31 08/01 08/02 08/03
o 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00
Packet Loss Baseline - 8.00 %.
Close
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NS Prisma Access H0 W FR e FITEE 6 M GE 1 e SE 2k

e S SD-WAN S5 B 2 2 8, Palo Alto Networks @13 % 4 Prisma Access 1.0 M.
JORE P e M BB B2k, DU I3t 1 f% Prisma Access WD IE 5 A #k Gl , Mk N
AT EE R N R e RN A T AN B B I AT

STEP 1| %33l Panorama Web %,
STEP 2| Prisma Access H¢# PAN-OS [} k15,
STEP 3|

TR, RG] A B S

1% £ Panorama > SD-WAN > Monitoring (5#1) Ff&dk SD-WAN W5 i ]

& TN Prisma Access A0 B H RS 7 A 6 PE AE 61 it SE 2R O B [a) Y Rl , SR mb vt 1,
AME R KA N R RIS B ERE SR N HT T8 i SD-WAN BE 47 BRI SO CIR . £l 3
FNEHE B 5 B ) e J 2k

STEP 4|

Palo Alto Networks w5y 7 i) 8L TR FIBE B4 1 AE X, LAy Prisma
Access IR . B RIS [ B IR

751 SD-WAN Y5 #0 LAY 5= Prisma Access HUEE 578 VPN £

1. B RS2y B R S B B R VR RE BB R M pE s 2, DI ICIR . B3

AE R 0 2 R B B VRGN Uk SURE SRS S
2. 7 VPN £k 28 h, %+ Prisma Access Hub-Spoke (Prisma Access .05 7))
3. AN LI A Prisma Access O TEANIE I TR

SD-WAN

> VPN Clusters: | eI sV R > Sites

Cluster Type: Prisma Hub and Spoke ~ App Performance - Impacted thes

: | All Sites

2021/09/07 11:26am - 2021/09/14 11:26z -
2021/09/07 11:26:00 to 2021/09/14 11:26:00

3items )= X

IPSEC ERROR
TERMINATION LINK CORRECTION

SITES PROFILE NODE LINKS NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE

Branch-Hub branch autogen_hubs._cluster ireland-acacia 2 [ X3 @ Warning @ Warning @ Warning No Data No Data

Branch-1 branch RisTBAgeEs b e ireland-acacia 4 @10 @ Warning @ Warning @ Warning 3 ®o0

VPN-2
CA-Branch-2 branch VPN-1 land-a 8 ®3 oW g oW g @ Warning 3 0!
s T ©
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STEP 5| #57F Prisma Access H/0y B T FE 1985 B 4L
1. BT R IRE e P BB B0 20 H ) B TR Fyr DA 76 U T AT ] 1 TR U i P
2. BRSBTS SRR LN IR IR RS FIEUE (5 R IR
AT S RO, 1A B ) L 8 1) HEE SR SR 2 L Prisma Access H D (AR
R S,
App: google-meet @8

Traffic Characteristics Link Characteristics «

VPN Cluster: PrismaAccess-VPNCluster « Site: CA-Branch-2 « Profile: branch « Link: tl_0102_ireland-acacia_01012021/09/07 11:26:00 - 2021/09/14 11:26:00

Latency
400
Link
o -
g5 == Link Down
ZE 0
s~ 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00  00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00
Latency Baseline - 400.00 ms.
Jitter
20
Link
R == Link Down
Eg ©
=7 09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00

Jitter Baseline — 13.00 ms.

Packet Loss

10
Link
== Link Down

Packet Loss
%)
o

09/10 09/10 09/11 09/11 09/12 09/12 09/13 09/13 09/14 09/14
00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00 00:00:00 12:00:00

Packet Loss Baseline ~ 10.00 %.

Close
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Eo

AR A, K G V0 L A B B R 0% T RS 52 5 B T Ry ol % . R e, k2
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STEP 1| %%l Panorama Web #t i,

STEP 2| i%#% Panorama > SD-WAN > Monitoring (i#2) LIHSHAH VPN £, thuO 2 iElT
ARG,

(' PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

rama
(& SCEP N
) 55H Service Profile

[ Log Ingestion Profile

& Log s

[ server Profiles
B SNMP Trap
S €) Impacted @ oK
@ HTTP
[ RADIUS

@ysce
[ TACACS+ VPN Clusters: 2 /5

[ Loar
[ Kerberos
[ SAML Identity Provider Hubs: O /3 Hubs: 3 /3

[ Scheduled Config Export

Last 24 Hrs
2021/09/12 09:40:18 to 2021/09/13 09:40:18

App Performance

VPN Clusters: 3 /5

Branches: 2 /4 Branches: 2 /4

(Error Correction Initiated)

& Plugins
- @ SD-WAN
3 Devices Link Performance

% VPN Clusters
= Monitoring

2] Reports
ses

@ GlobalProtect Client

(@ Dynamic Updates

5% Plugin
Licenses

Master Key and Diagnostics
[®) Policy Recommendation
»

€ Error

@ Warning

@ oK

VPN Clusters: 4 /5
Hubs: 3 /3

Branches: 3 /4

VPN Clusters: O /5
Hubs: O /3

Branches: 0 /4

VPN Clusters: 1 /5
Hubs: O /3

Branches: 1 /4
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STEP 3| ik SD-WAN WE# LU 2 /=417 Prisma Access D4R ST VPN 47T,
1. BRI . AR S S TR R R VR SRS BRI M RE R 2, DR PR ICIR . £ 3)
R 1 R A G VRGN b SRS SRS 26,
2. {£ VPN ik esh, %+ Prisma Access Hub-Spoke (Prisma Access H1/0EE 7))
3. Hd AN LI E Prisma Access ORI VEAIE T IR -

SD-WAN
> VPN Clusters: | YN e > Sites: | All Sites Last 24 Hrs

Cluster Type: Prisma Hub and Spoke ~ App Performance - Impacted thes 2021/09/12 09:40:18 to 2021/09/13 09:40:18
App Performance - OK items )—> X
Link Performance - Error

X . IPSEC ERROR

Link Performance - Warning TERMINATION LINK CORRECTION

SITES PROFILE Link Performance - OK. NODE LINKS NOTIFICATIONS LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE

Branch-Hub branch autogen_hubs_cluster ireland-acacia 2 ®o @ Warning @ Warning @® Warning No Data No Data

Branch-1 branch AT EEEB (U EES ireland-acacia 4 ®o ® Warning @ Warning @ Warning 1 ®o0

I ~ VPN-2 L

CA-Branch-2 branch VPN-1 ireland-acacia 5 @0 @ Warning @ Warning @ Warning 3 @0

STEP 4| 7% Prisma Access /OB TR TER .
il B SR Prisma Access SR RGNS A DU N R e M BE IR BV BE, S 2 S Y N FH
R,

Xt T M A EE BRIV 18] (DIA) %5507 1919 SaaS W Ry, SaaS Monitoring (Saa$S Wifk) 714k
NN R e AE SaaS U ACE S A, A S A e A SD-WAN Sl LI 5
i

o M — ZMN R AR AE SaaS R fdiE SO R ACE Y SaaS WA,

« Enabled — iZMN L& AE SaaS i & fid i b ic iE 1y SaaS NI, 5 —AuieAqs
SD-WAN 5% Bt

IR — AL E SO S — AR RE PR SD-WAN S FNISCHER, 1) Error Correction
Applied (ZFECN ) SR e O NSRS 7 RR a4 pest, &&n] A& Error
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W PERHR S

SD-WAN

Corrected Sessions/Impacted Sessions/Total Sessions (Z4i2xif%/

~Z,

28 AP RSSO

TRRAERF R IE Y, 5 o B B 2 BTN b S E (T T A
#ih: PDF/CSV 1L 511 PDF 5 CSV #4201 it b7 LR AVBE A DR N2 4 TR L 15 .,

> Branch-1

Profile: Branch « Devices: 1 « Links:4 « Apps: 1

Prisma Access Onboarding

Last 24 Hrs

S®

2021/09/12 09:40:18 to 2021/09/13 09:40:18

Q litem )— X
SUMMARIZE DON'T
IPSEC MOBILE USER ADVERTISE
TERMINATION ADVERTISE ROUTES BEFORE | PRISMA ACCESS TUNNEL LOCAL AS
INTERFACE TENANT REGION NODE LINK TAG BGP DEFAULT ROUTE ADVERTISING ROUTES MONITOR IP NUMBER SERVICE IP COMMENT
ethernet1/4 default eu-west-1 ireland-acacia PA-Tag yes no no 65454
App Performance
Q litem ) > X
ERROR CORRECTED SESSIONS
/ IMPACTED SESSIONS /
APP A SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED | BYTES TOTAL SESSIONS LINK TAGS
google-meet google-meet Disabled ® OK 481.79 KB 0/0/49 ethernet
(@ PDF/CSV
Link Performance
Q 4items )= X
ERROR CORRECTION | LINK
DEVICE LINK TAG LINK TYPE INTERFACE LINK APPLIED NOTIFICATIONS LATENCY JITTER PACKET LOSS
Branch-PA-VM-1 No Data No Data No Data ethernet1/6 = oo @ Warning @ Warning @ Warning -
Branch-PA-VM-1 No Data No Data No Data ethernet1/5 = [ X9 @ Warning @ Warning

@ PDF/CSV

® oK

SD-WAN

fits

e

VI DT 3.2
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R RENIE e
STEP 5| BTz g man SRy LA 75 N2 R 2 5001 el i 20ml () VR4 5 6L

X

BN, EA N R BERAREAE, 1 RN e AR RS EVIEIR . B sh AnEdE 0 E I
Dlo BESS, 30T UG (X ERS RO 1 214

App: google-meet (©) ]

Traffic Characteristics
2021/09/12 09:40:18 - 2021/09/13 09:40:18

VPN Cluster: PrismaAccess-VPNCluster © Site: Branch-1 « Profile: branch  Devices: 1

Traffic

w
2
>
=]
0
09/12 09/12 09/12 09/13 09/13 09/13
12:00:00 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
k ethernet: 100% — ethernet
Links Used
Q litem ) — X
ERROR
CORRECTION BYTES IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE LINK POLICY METRICS TOTAL BYTES
ethernet Ethernet ethernet1/4 ethernet1/4 google-meet N/A 0 Bytes / 481.79 KB

Close
App: google-meet @
Traffic Characteristics | Link Characteristics %
VPN Cluster: PrismaAccess-VPNCluster « Site: Branch-1 = Profile: branch © Link: ethernet1/42021/09/12 09:40:18 - 2021/09/13 09:40:18
Latency
800
P
®
>
[
=)
g E 0 Date: 09/12 21:34:34
8 09/12 09/12 09/12 Latency: 601 ms 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 : 03:00:00 06:00:00 09:00:00
Latency Baseline - 400.00 ms.
Jitter
20
5%
)
EE O
=7 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00
Jitter Baseline - 13.00 ms.
Packet Loss
10
»
v
o
-
% g 0 A A A A A A A A A
§ 09/12 09/12 09/12 09/12 09/13 09/13 09/13 09/13
- 12:00:00 15:00:00 18:00:00 21:00:00 00:00:00 03:00:00 06:00:00 09:00:00
Packet Loss Baseline - 10.00 %.

Close
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g cCy NIE T A

A= 1 SD-WAN i 5

AL A A PRA UL B A e NI A S, EL P 5 mii ey B P A P el B B 11 SD-WAN it
ety ob BT AR P O B 1 R B (<48 32 52 i) Bdls e il 5 Sz B i, il b B
LRy e EE RS %, SD-WAN R e ds 2R, Bl v AR, (81 SD-WAN ik 5 56 1iE
IR Py SRR Ak e A IR A, SO B P AN S S B N ALy SRS 1 . I, A
FISP PRAEFERS AT — i HIFFnE i, NI EE AR I — MRS PR s TS, ARG S 8 ST PR AERY e
ez

U o

{£ Panorama™ GRS s b, IR A T SD-WAN TR BS JChE L) B TR P sl 1
AR e SO AN B RS AR SRR e oS A AR, SAA I ) K A i B A A AR
last

o

T S VA B B R SD-WAN FEN, BT Compatibility Matrix (Fie2¢E 50
FED e g 4 17 ¢ (02 i g PAnorama g i s s i et st i T g SD-WAN g e
STEP 1| & 3%%) Panorama Web #ii,
STEP 2| %+ Panorama > SD-WAN > Reports (75) , )5 Add (Zhn) 9.

STEP 3| fliE SD-WAN #15S5.
1 S ARG IHGLE Name (£F5)
2. EFEEA N Report Type (R 15257)
« 1% App Performance (N JIFEFIPERE) A B A B RS e i@ 1R i 3k 4 T 4H 4

L
« %% Link Performance (BEEEVERE) Az — AN X B 532 1 IR BE T R4 R ult 1) %
=

3. EEECN AR A VPN Cluster () . B Ak all (&=3F) .

4. EFEONIAE ARSI ATIE VPN S 660 Site (Gh4) . ERAEER all (4=5)
kR all (4=50) e, WL B BoRoN K, HoEEE Ak vh i,

5. (LB EGE) ey Ho: AR 751 Application (i JHFEFE)

AR EE all (4=30) SRERGs S, W7 B B ik, HoE Ak A N R

6.  ([UPLEEmEnE) BN R SR Link Tag (BEigtric) . WikEERIricS, 2N
LESETE Bl vk bl AR IE 1T 20 L T A B S AR R — 0 s . BAERE all (&7

7. (VISR VEGE) EFEE N A R &1 Link Type (BERZZEMY) | ik, 2
NGk S R R T A BE S AR B R . BRGERE all ()

8. EF LGN Top N (Hf NN N HFE ol i, ik b, o] DU i i
G, LS TR N RS e BB B B, B N, IRE T a5 AN
PLIZ I TIRGGEBAL I B Ry BOBE 1

9. e e H A i &1 Time Period (B E?) . EiA&i%$E None (b)) , AR, &M
JHFR Py BB B AN B A TR T e 3%
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HPEAIR

STEP 4| i Run Now (ZHNZTT) LAERHRS,
Reports @

Name = App-test

Report Type o App Performance Link Performance
Cluster | all
Site  all
Application
TopN 10

Time Period | last-24-hrs

Run Now Cancel

STEP S| EFAEMMIRS, A5 Export XML (55 XML) LI XML #0425 5 H 281 Al %
%o EREELE T, ¥ Close (CH])

App Performance Report by application - top 10 apps across all clusters and all sites (O] =]

Time period 2020-09-15 14:14:24 to 2020-09-16 14:14:24

Link Info
ERROR
CORRECTED/IM... IMPACTED/ ...
SAAS AVG IMPACTED/TOT... | SESSIONS PER ERROR CORRECTED BYTES PER
CLUSTER SITE APP MONITORING FLAP/SESSION BYTES PER APP APP POLICIES LINK TAG LINK TYPE METRICS LINK TAG
ClusterHub245 Branch20 ssh Disabled 175 9.08GB/339.08... 0/4/12 Tunnel_SCP BroadBand2 ADSL/DSL 4.45GB/23....
Tunnel_SCP BroadBand1 Cablemodem 4.62GB/51....
ClusterHub245 Hub254 bgp Disabled 16 904.35KB/19.4... 0/1/1 BroadBand2 904.24KB/9...
BroadBand1 Ethernet 117.00b/11...
ClusterHub245 Branch50 ftp Disabled 0 900.00b/1.64KB  0/1/2 Tunnel_FTP BroadBand1 Cablemodem 900.00b/1.6...
ClusterHub245 Branch20 bgp Disabled 15 380.00b/18.68...  0/1/1 BroadBand2 ADSL/DSL 170.00b/17...
BroadBand1 Cablemodem 210.00b/21...
autogen_hubs_cl... Hub254 dropbox-base Disabled 0 0/38.41KB 0/0/33 DIA BroadBand1 Ethernet 0/27.47KB
DIA BroadBand2 Ethernet 0/10.94KB
ClusterHub245 Branch20 taobao Disabled 0 0/1.65MB 0/0/1.4k DIA BroadBand2 ADSL/DSL 0/729.81KB
DIA test-rule BroadBand1 Cablemodem 0/962.53KB
ClusterHub245 Branch25 netbios-dg Disabled 0 0/3.56KB 0/0/15 test-rule BroadBand1 Cablemodem 0/3.56KB
ClusterHub245 Branch25 youku-base Disabled 0 0/167.28KB 0/0/115 DIA BroadBand2 ADSL/DSL 0/20.36KB
DIA test-rule BroadBand1 Cablemodem 0/146.92KB
ClusterHub245 Hub254 insufficient-data  Disabled 0 0/24.92KB 0/0/105 BranchToBranch... = BroadBandl Ethernet 0/13.05KB
BranchToBranch... BroadBand2 Ethernet 0/11.87KB
autogen_hubs_cl... Hub254 apt-get Disabled 0 0/62.36KB 0/0/2 DIA BroadBand1 Ethernet 0/62.36KB

Export XML Close

STEP 6 | fefddisfitita b, Hiidy OK ()  LAPRAF RS ACE 14k &

STEP 7| Commit (§£%¢) > Committo Panorama (f£2¢%l Panorama) , Jf Commit (}&x2) Wk,
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4 paloalter

TECHDOCS

e Bt PR

{di F Panorama™ IR 45 28 i 5178211 (CLI) & 75 SD-WAN 52, RIS HATEAE,
« ¥ CLI fir 5 J1 - SD-WAN {155

T3k SD-WAN # 4%

o PEBRI IR TP BE b

o PEBREEREEGE M

o THIER) SD-WAN B k%

* Install (%%%) SD-WAN #fiff.,

+ %% SD-WAN fift:

175



RIS

¥ CLI iy 55 T SD-WAN 5%

(LN CLI i 5 &5 G Bk SD-WAN (55, DLAEE SD-WAN 2 Jait#as, tbst, f&iknr Ll
EE VPN Y\l‘é{gllr;j\\ BGP {gzﬁﬂj SD'WAN T% D{g)::;l\o

AR AR

A Ui % SD-WAN {55

o & SD-WAN #2114 A 1D, AfihA]
PIRAS . AHI AN 1P sk, DL BesE s
N85

> show sdwan connection all | <s
dwan-interface>

o BFH R SD-WAN FE 42 14N 2
SRR 7 b,

> show sdwan session distributi
on policy-name <sdwan-policy-na
me>

o BEEWHUERREIFEE SD-WAN REHLEE N
(1) SD-WAN SEBS RN A4 FR, DA 0 R
ik, BUEMIIEIR . RIS AR SR
B, AR TR EE RS bRIT, LU R
T,

> show sdwan rule vif sdwan.x

o BB AR AR AL BT e 5 5 SD-WAN
F s

%} PAN-0S 10.0.0 7
10.0.1 44w g SD-WAN
BC i (9 A0 A2 5% e i 2
PEF G SRR T A
(ty SD-WAN gy, 37 B
ERST R EL R A
L,

> show sdwan event

o %% SD-WAN 4k,

> clear sdwan event

o A SD-WAN BN (BRI ndms M
AR EEIR . RIS IR E K,

FE AN HEZR IXHAEIR 1 B A

FRBEATI G, JFIRIUCRME . RS [ AE
A —ABE CREHTRMET) 121 IR S
{8 TSI BT IRBLARCA BRI I e

> show sdwan path-monitor stats
vif <sdwan.x>

> show sdwan path-monitor stats
vif <sdwan-interface-name>
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RIS

IR AR L.

R TN e
RS2 I 5 {F ST b BB 1 B

o TEF SHEIE S VORI SD-WAN Sl AL _
#FR, WA HFRREEEE N, EUEM TR | > show sdwan session path-select
R, SRR EAE I, Dy | Session-id <session-id>
BRIk,

%} PAN-0S 10.0.0 7
10.0.1’ U4 B SD-WAN
WO (AN A7 o e i
PR SRR 7 A
(tg SD-WAN g epf, 3 4 [
7 = RV AT T 3 7 & T

E&O
o BE (BIRLHRR))  SD-WAN R }
B ) 5 42 i o 5 ST [ B > show sdwan path-monitor parame

ter path-name <sdwan-path-name>

o BF (BURETEIRRY) SD-WAN R GE

BAOMEFERR, TR DU eS| > show sdwan path-monitor parame
- ter vif <sdwan.x>

/Bho

A 2 TH s DR SD-WAN

o e b, WK ER SD-WAN ERINE Kk )
B A SR N [0 $dE 4y, | > show counter global filter del
w5 ta yes

fE75 325 K b, K% % SD-WAN &8 flow_sdwan_prob_req_tx
B fashes, Xiteil, BBEc s SD- 1 1
WAN P& 4% 5 32 220 flow sdwan prob reply rx

o fEHh B, BUERECEIRY SD-WAN ERIIE )
SRE A R A S R R e a2 #ie | > show counter global filter del
W5, ta yes

LB ks b, K% SD-WAN A2 | flow sdwan prob req rx

R, Xpbail, BB R SD-WAN i 1 d o .
WS VR ow sdwan _prob reply tx

A% VPN BB TS 5

o BER K A ERRE,
> show vpn flow
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Gl

o BAEATARRIADNEREEN G R,

> show vpn flow name <name>

o BA D ARRIADNERERIVEA S L.

> show vpn flow tunnel-id <tunne
1-id>

o BEPIHBRER LB 24 (IKE) BB
1 R B 2 O TELRTS B

> show vpn ike-sa

o BFEFFE MK IKEV2 %2 42508k (SA) Al
IKEv2 IPSec |- SA,

> show vpn ike-sa gateway <gate
way>

o BRRBEVEAE S,

> show vpn tunnel

#7A BGP {5 &

o BUFRELES 251 BGP fif 2,

> show routing protocol bgp sum
mary virtual-router <virtual-rou
ter>

« #FH BGP X E M4,

> show routing protocol bgp peer
peer-name <peer-name> virtual-r
outer <virtual-router>

o BRI S EE (RIB) RUSE S,

> show routing protocol bgp loc
-rib

7 RIB 1 FIB 11y SD-WAN #% 1115 &L

o EEHN SD-WAN H g,

> show routing route

« PEAHEHR AT K (FIB) ity SD-WAN 52
o

> show routing fib
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e e PR

i SD-WAN %%

FIHGE TS 3380 (RMA) BioRe, 80T DORE 70 =2 sl vt mi P R 2B s s D RE S 7 19 SD-WAN
B AN 4 G I (B DD RE IE 1Y SD-WAN ¥ #% . SD-WAN B4 A/ s b s Bh HE 7t i 19 1t
N R A, AR O T B AC I B R 2 H A AR . AN SD-WAN e I 2D e 7 Bl
ORI M E 2 GE T, VA RS RMA RS 574 5 A i bt ol D HE St 5 1) B % o

TR S A T 1) RMA TRARAO T DL~ AT 515 Hh 248 SD-WAN [5 ik, )
Panorama™ FIFEAF 8 £ 2 Lt 52 S I i 100«

F it RMA itk 2 11

+ #7 Before Starting RMA Firewall Replacement (JF%44 RMA [l K 5% e~ §if)

« SD-WAN SRR & 411528 Bt &, a0 IPSec MSEHT keylD, INit, 804450 5 81 SD-WAN
BB KBS 7505, DAR A T B KRS 50 e P s . B #4817 SD-WAN it i & 15 77
STIH B K BE7 IPSec 8 VPN %45 -

o SRS UM (HA) 8558 P 70 =285 k8, i SR B0 b ki, AR5k Network (1%
#%) > Network Profiles (PIZ&flE S f) > IKE Gateways (IKE %) , SR IHPS K H%
JPos (S 2Eks) o WERBEIRTG — AN M SRR, 2] SD-WAN A1 Sl i A |
IR KGR 515 o AR I, BATEE SR IR 70 2285 k35 Panorama Al HA
i 2 A ISz

o ST PRRTLE CErbh) MR KR, TEAEEE D 3280 K ISR IB B K5y 515 .
FIERAG—ANEEANEREE R, W FW] SD-WAN (L L E 5 | & B K57 5145
FERXAOL &, BN TE GBI IH 75 =21 K355 Panorama Fl IR E & 131 52

o SHUHO B kS, EREBERITIIE.
{74£ RMA B, &EETELL F AR B FLAEBH kB EIRCIE,
STEP 1| i%&+% Panorama > SD-WAN > VPN Clusters (VPN #£4) | XI5 MIBRIEES kK% .
STEP 2| %% Panorama > SD-WAN > Devices (i%#%) , RIgMERIAR; ki,
STEP 3| 4 ™ e sc % Panorama,
STEP 4| (fUIE HA L) B SRS pT A b ORIt HA 343 g (G e IHBG KRS R
L) o BRI, E IR A DRI B ks B PR ss BT, I SRR SR IH G KRS A0S B
RO R SCECE, 0w DLk i 20 B
STEP 5| [ili& RMA ¥l ki,
STEP 6| ({LIIL HA F[E) (e KBS RO By ks 2 (BN HA &8z, BARSEE, Mk
BRI IR KB B 7 N B . DN TR G B ks DL B HA X SR % & S ik AT
PEs, VGO Nl T m s e 2
STEP 7| i%# Panorama > SD-WAN > Devices (%) , RJGINFTII 5 2B k5%
STEP 8| i%&#% Panorama > SD-WAN > VPN Clusters (VPN B£42) | RIS URIICHTIV 70 52 B kK o

STEP 9| f& ¥ e »sc %] Panorama,
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e e PR

STEP 10 | i+ Commit (#2£%2) > Push to Devices (MERZE| W4 |, AR5 B4 Panorama 45 B
HEE 7 A A ORI HA X455 154 o

w1 HA RO R, (RSB A T, Panorama 2t ot e 1)
RES PP AT B, A T RSl IR BT 5 B, ¢ Push Scope (je iy
) 7 ks Edit Selections (spuryt %) 2k fj Device Groups (i 4H) %Al
Templates (fssiy) il iy Hofls i 4.

© TEhORSTIE b, ST SO LI HE R B 2 S RGN 0Bl s A HA
fathofER . INIE, KBk sl s T e AN A

* ERRPIRTEE S, 2R B e R BRI AT B
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RIS

PR L IR 3 1 B i P

TS BN R RIS PR BE N By SR RS i R T P RIS AN 2 g i A 3. 1 i 52 VPN
LEREZ SR LN, LUK S TR e T i e e B 8 B AN [R) BE RS O IR I, w35 B 48 %sF SD-WAN i (i 34F
1T 10 o

STEP 1| %%l Panorama Web 7,

STEP 2| i%&+% Panorama > SD-WAN > Monitoring (5#%) |, ARG #E Impacted (5ZZWii)) VPN
Y

Yevice Group: e
c. PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[ Panorama ~ a®
£ Certificate Management 4 | SD-WAN
JB Certificates
&5 Certificate Profile
SSL/TLS Service Profile

Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33
0 scep App Performance

J 55H Service Profile

?‘ Log Ingestion Profile 0 Impacted o OK

) Log Settings

[ Server Profiles
By SNMPTrap
B Syslog
@, emai VPN Clusters: 1 /2 VPN Clusters: 1 /2
B HTTP
[ raDIUS

Dysce Hubs: 1 /1 Hubs: O /1
[ TACACS+

[ Loa Branches: 2 /3 Branches: 1 /3
[ Kerberos (Error Correction Initiated)

[P SAML Identity Provicer

[ scheduled Config Export

@ Software Link Performance

[ a i
@ Dymamic Upsstes 0 Error Warning o OK

&b Plugins

[®) IPS Signature Converter
Manage

»

SD-WAN

3 Devices VPN Clusters: 1 /2 VPN Clusters: O /2 VPN Clusters: 1 /2
&% VPN Clusters
E:ﬁ::::mg Hubs: 1 /1 Hubs: /1 Hubs: O /1
Licenses.

P Support Branches: 3 /3 Branches: /3 Branches: 0 /3

@y Device Deployment

G Software

Logout | Last Login Time: 09/14/2020 19:47:18 | Sessio

STEP 3| JE M Site (uhiri) MHRLANZPIRAH EILFARIREIL VPN SAF, NSRRI, (EHR
Bilrh,  BATR BB BT 12 /N 5 52520 VPN SRR Al Sites (BT A7l si) o

c. PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[ Panorama v [2¥0)
B Certificate Management 4 | SD-WAN
§B Certificates
&8 Certificate Profile
SSL/TLS Service Profile

> VPN Clusters: ' App Performance - Impacted > Sites: | All Sites Last 24 Hrs
2020/09/15 14:37:33 to 2020/09/16 14:37:33

[y scep o) 4items ) > X
§) 55H Service Profile

B ERROR CORRECTION

. Log Ingestion Profile SITES PROFILE LINKs LINK NOTIFICATIONS | LATENCY JITTER PACKET LOSS APPS IMPACTED APPS TYPE VPN CLUSTER

3 Log Settings

Hub254 hub 18 @18 ‘Wiarning ‘Warning Warning 2 o1 - ClusterHub245
{7 Server Profiles.
B sNMPTiap Branch50 branch 8 ('Y Warning Warning Warning 25 o1 B ClusterHub245
@f Syslog Branch25 branch 8 Y Warning Warning Warning 26 @0 ClusterHub:
B, Email Branch20 branch 8 Y Warning Warning Warning 30 ®2 FEC
B HTTP
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e b

N
R

STEP 4 |

B
HEo

{» PANORAMA

fEsil i A, RS O By S Bh KRE, AR S22 N Ry FIUR ) B i

[ Pancrama
[ Certificate Management
BB Certificates
&2 Certificate Profile
SSLITLS Service Profie
[y scep
&) 55H service Profile
[ Log Ingestion Profile
(& Log Settings
) Server Profiles
By SNMPTrap
By syslog
B, Email
B HTTP
[ RADIUS
@y scp
[ TACACs+
[ Loap
[ Kerberos
[ SAML Identity Provider,
[ Scheduled Config Export

@y Software
@ Dynamic Updates

Plugins

PS Signature Converter
) Manage
@ SD-WAN

3 Devices

% VPN Clusters

= Monitoring

=] Reports

Licenses

& Support

@g Device Deployment

G Software

SD-WAN
> > Branch20

Profile: Branch - Devices: 1 + Links: 8 + Apps: 30

App Performance

APP SD-WAN POLICIES
ssh Tunnel SCP
bgp
alipay DIA
test-rule

tumbir-base DIA

PDF/CSV
Link Performance
DEVICE LINK TAG LINK TYPE
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand1 Cablemodem
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 MPLS MPLS
Branch20-2 BroadBand2 ADSL/DSL
Branch20-2 No Data No Data

PDF/CSV

SAAS MONITORING

Disabled

Disabled

Disabled

Disabled

INTERFACE
ethernet1/1
ethernet1/1

ethernet1/1

ethernet1/2
ethernet1/2
ethernet1/4
ethernet1/2

No Data

Last 24 Hrs
2020/09

ERROR CORRECTED
SESSIONS / IMPACTED
SESSIONS / TOTAL

APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS

@ Impacted 339.08GB 0/4/12

@ Impacted 18.68MB 0/1/1

® OK 179 MB 0/0/14k

® OK 115M8 0/0/1.4k

Page| 1 of3
ERROR CORRECTION

LINK APPLIED LINK NOTIFICATIONS LATENCY, ITTER
ethernet1/1 ®o @ Warning ® Warning
t_0101_00709900001237... FEC 0! @ Warning ® Warning
t.0101_00709900001237... FEC @ Warning @ Warning
ethernet1/2 @ Warning ® Warning
1.0102.00709900001237...  FEC @ Warning ® Warning
ethernet1/4 @ Warning ® Warning
t1_0102_00709900001237... FEC @ Warning ® Warning
t_0104_00709900001237... - @ Warning @ Warning

15 14:37:33 tc

o
G

@

2020/09/16 14:37

30items | > X

LINKTAGS
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1 o

»! Displaying 1 - 10 of 30

gitems | > X

PACKET LOSS
® Warning
@ Warning
@ Warning
® Warning.
@ Warning
@ Warning
® Warning

@ Warning

STEP 5 |

FERN RS P YERE 7, Rk B R Jy DA AR N A 3 T B A SR O PRI I S A (5 S, 1

n, Internet R 45 AL I 4E S

o BHEUIELL 1 REAS Internet RS gl 2019 R T U o
o EHELIVELL T REEAREHER, B Internet IR 55 A& B 715 .

o ERMEIRIBER T LA ST R - U B (O T BRSO 1 A PITade vt TR AE AL Y
CEZ e AP

App: ssh

SSEEERtLE

@8

Traffic Characteristics

VPN Cluster: ClusterHub245 - Site: Branch20 - Profile: branch « Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33
Traffic
8G
3 >
BroadBand2: 31% — ) s TN
BroadBand1: 69 % .
L 0G
09/15 09/15 09/16 09/16 09/16
e 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
— BroadBand1 BroadBand2
Links Used
C 4items ) —> X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernet1/1  t_.010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t1_010.. Tunnel SCP  N/A 2.36 GB/
11.88 GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t1_010.. Tunnel SCP  N/A %10256(?8/
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1.010.. Tunnel SCP  N/A 1.85GB/
21.34GB
Close
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STEP 6 |
IE1PIROLR R A SME .

VR N Ry s SR B I8 1 TR A o

M4 TRiE
1. eV PR T (3 O BE RS0 70, Bty DA AE % DL TEAN 2 76 A6 20 TR 2 b 47 7 19 B[R]
sy

REZRNBUBERSFRAE (IR RIS MBdR W ER) |, DUHE BN Ry S B B iz 1 IR

BLEEAR o
App: ssh

Traffic Characteristics | Link Characteristics

(O] =]

2020/09/15 14:37:33 - 2020/09/16 14:37:33

VPN Cluster: ClusterHub245 « Site: Branch20 - Profile: branch « Link: t_0101_007099000012371_0102

Latency
800

>
2%
gg O
8~ 09/15 09/15 09/15
15:00:00 18:00:00 21:00:00
Jitter
40
£E o
= 09/15 09/15 09/15
15:00:00 18:00:00 21:00:00
Packet Loss
40
2
o
- o
Y
3 09/15 09/15 09/15
£ 15:00:00 18:00:00 21:00:00

Link
== Link Down
*
09/16 09/16 09/16 09/16 09/16
00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Latency Baseline - 440.00 ms.
Link
== Link Down
A g
09/16 09/16 09/16 09/16 09/16
00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Jitter Baseline — 20.00 ms.
Link
== Link Down
*
09/16 09/16 09/16 09/16 09/16
00:00:00 03:00:00 06:00:00 09:00:00 12:00:00
Packet Loss Baseline - 20.00 %.

Close

2. 1f Traffic Characteristics (BERSHFAE) LR, G IMEERS, &AL H Ry 8

B BE RS ARAE, DALY 1R 320 VPN 40T

SR BN
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App: ssh

@8

Traffic Characteristics

VPN Cluster: VPN-Cluster * Site: Branch50

Latency
800

0

Latency
(ms)

09/15 09/15
15:00:00 18:00:00
Jitter
200
-
v wn
EE 0
£2E
09/15 09/15
15:00:00 18:00:00
Packet Loss
80
"
2
(=]
— —
28
£= o
& 09/15 09/15
= 15:00:00 18:00:00

STEP 7| {Efify7E S £S IR FP it 1

Link Characteristics %

Profile: branch « Link: tl_0101_007051000118905_0102

* Date: 09/16 00:01:54

09/15 Latency: 500 ms )9/16 09/16
21:00:C $:00:00 06:00:00
.

09/15 09/16 09/16 09/16
21:00:00 00:00:00 03:00:00 06:00:00
*>

09/15 09/16 09/16 09/16
21:00:00 00:00:00 03:00:00 06:00:00

FAS NN

2020/09/15 15:01:32 - 2020/09/16 15:01:32

-+~ Link Down

09/16 09/16 09/16
09:00:00 12:00:00 15:00:00
Latency Baseline - 220.00 ms.
-+~ Link Down
09/16 09/16 09/16
09:00:00 12:00:00 15:00:00
Jitter Baseline - 50.00 ms.
-+~ Link Down
09/16 09/16 09/16
09:00:00 12:00:00 15:00:00

Packet Loss Baseline - 15.00 %.

Close

TGS RE LU T g i R 5k

o BIERILABBERR TR NEY D0 A ST SR DA B AR P A e A ON T EASRA T B e R 1

HERE, AT UD TR PR R TIRE P 0 e AT RS A4
C AL EDT A EE A IR BRME . A T

L] %_E‘E—/(

SERIETTIRDL T BE RS (1) 520 o
BAPRGLBRME A ™,

TN

RS b e R, BTN, AR AE BT A2 P A ﬁﬁh@w%ﬁﬁ@%%ﬁ?é%%%?@
%, AR 10% M9 B 1 2 I B nT HE 25 BRI R i bt 3 1 38 DR 55 (1 A JL AR BE S

o iEXMEN Internet IR ELHLRE (ISP),

(1) e R0 B N

fffy %o 5 A 4 ) S M s 5 P A ) PE L,

(L ADAEARAT
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RIS

P B HE i

TR BRI BE T R SRR A R D IR IR O R R e AR S5 I AN S R L 23, f
fig VPN S b % sz 52 e 1) )L AT ) 1%k SD-WAN BLIESRAT I, ff B P (RGN T A
Fr IR S5 e R e 2 B A TIROL P RERBE R 152 o

STEP 1| %%l Panorama Web 7,

STEP 2| i%&+% Panorama > SD-WAN > Monitoring (5#%) |, ARG #E Impacted (5ZZWii)) VPN
Y

Yevice Group: e
c. PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

[ Panorama ~ S0

IS

Last 24 Hrs

I CEHIEBAD 2020/09/15 14:37:33 to 2020/09/16 14:37:33
SSL/TLS Service Profile

0 scep App Performance

) 55H Service Profile

€ Impacted @oK

B sNMP Trap

By Syslog

® enai VPN Clusters: 1 /2 VPN Clusters: 1 /2
B HTTP

[ rADIUS

sce Hubs: 1 /1 Hubs: O /1

[ TACACSH
[ Loap
[ Kerberos
[P SAML Identity Provicer
[ Scheduled Config Export Link Performance

@ Software
2 c Undates € Error Warning @ oK

[}

Branches: 1 /3

ature Converter
) Manage

@ SD-WAN
3 Devices
5% VPN Clusters
& lusters
=] Monitoring Hubs: 1 /1 Hubs: /1 Hubs: O /1
2] Reports

VPN Clusters: 1 /2 VPN Clusters: O /2 VPN Clusters: 1 /2

Branches: 3 /3 Branches: O /3 Branches: 0 /3

STEP 3| JE M Site (uhiri) MHRLANZPIRAHIIEILFARTTEIL VPN SAF, NGB AL, (ka0
Flrh,  IEFESZZWN b DBy S K, DL S22 W SR P R LA B B PERE o

FEMR B, BN TR & L 24 /N AR5 32520 VPN AR TERY Al Sites (FIT A3t i)

Yevice Group: e
C' PANORAMA DASHBOARD ACC MONITOR POLICIES OBJECTS NETWORK DEVICE PANORAMA

ement 4 SD-WAN

> VPN Clusters: _ Link Performance - Error > Sites: Al Sites Last 24 Hrs
3 i 2020/09/15 14:37:33 to 2020/09/16 14:37:33
SSL/TLS Service Profile
O scep 2 4items | > X
ice Profile
ERROR CORRECTION
SiTEs PROFILE LINKS LINK NOTIFICATIONS | LATENCY ATTER PACKET LOSS ApPS IMPACTED APPS TYPE VPN CLUSTER

= hub 18 o1 Warning Warning Warning 2 o1
) Server Profiles
B snvpiep branch 8 'Y Warning Warning Warning 25 o1
branch 8 o Warning Warning Warning 26 ®o0
branch 8 o5 Warning Warning Warning 30 (Y] FEC
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STEP 4 |

B
HEo

{» PANORAMA

fEsil i A, RS O By S Bh KRE, AR S22 N Ry FIUR ) B i

[ Pancrama

£ Certificate Management ~ ~  SD-WAN
B3 certificates > > Branch20
§B Certificate Profile
Profile: Branch « Devices: 1  Links: 8 + Apps: 30

SSL/TLS Service Profie
[y scep
§2 55H Service Profile

R Log Ingestion Profile

App Performance

) Log Settings
Cf Server Profiles.

Last 24 Hrs
2020/09

ERROR CORRECTED
SESSIONS / IMPACTED
SESSIONS / TOTAL

) NPT AP SD-WAN POLICIES SAAS MONITORING APP HEALTH ERROR CORRECTION APPLIED BYTES SESSIONS
B sysiog ssh Tunnel SCP Disabled ® Impacted 339.08GB 0/4/12
B, Email
& TP bep Disabled @ Impacted 18.68 MB 0/1/1
[ rRADIUS
@y scp
alipay DIA Disabled ® oK 179 MB 0/0/14k
[ TACACS+
test-rule
[ Loap
AL tumblr-base DIA Disabled ® ok 115 M8 0/0/14k
[ Kerberos
[ SAML dentity Provicer. PDF/CSV Page | 1 of3
[ scheduled Config Export
. ¢ Link Performance
@y Software -
@ Dynamic Updates
575 Plugins ERROR CORRECTION
Ps Signature Converter DEVICE LINKTAG LINK TYPE INTERFACE LINK APPLIED LINK NOTIFICATIONS LATENCY JITTER
2B Manage Branch20-2 BroadBand1 Cablemodem ethernet/1 ethernet1/1 ®0 @ Wanning ® Warning
@ SD-WAN Branch20-2 BroadBand1 Cablemodem ethernet1/1 .0101_00709900001237... FEC [} @ Warning ® Warning
O3 Devices Branch20-2 BroadBand1 Cablemodem ethernet1/1 11.0101_00709900001237... FEC @ Warning @ Warning
&% VPN Clusters
Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 ethernet1/2 @ Warning ® Warning
= Monitoring
£ Reports Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 11,0102 00709900001237... | FEC @ Warning ® Warning
Licenses Branch20-2 MPLS MPLS ethernet1/4 ethernet1/4 @ Warning ® Warning
& Support Branch20-2 BroadBand2 ADSL/DSL ethernet1/2 11.0102_00709900001237... FEC @ Warning ® Warning
@ D¢ Deployment.
& Device Deploymen - Branch20-2 No Data No Data No Data 0104 00709900001237... - @ Warning, @ Warning,
- Software
PDF/CSV

15 14:37:33 tc

SO

2020/09/16 14:37

30items | > X

LINKTAGS
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1
BroadBand2
BroadBand1 o

»! Displaying 1 - 10 of 30

gitems | > X

PACKET LOSS
® Warning
@ Warning
@ Warning
® Warning.
@ Warning
@ Warning
® Warning

@ Warning

STEP 5 |

o BEFEDHEILL T FRIEEA Internet IR S P 4n 25 09 8 H FLE 7

EN AR YERES 70, BT N R v DA 76 N R e i i A SR M VR I i e AR (S 2L, 1
m, Internet i 45 A0 T RO 4E %

o BELIVELL RIS ERHER, A Internet IR S5 P& fno BUE 7T 8L

o ERMEIRIBER T LA ST R - U B (O T BRSO 1 A PITade vt TR AE AL Y

CEZ e AP

App: ssh

Traffic Characteristics

(O] =]

VPN Cluster: ClusterHub245 - Site: Branch20 « Profile: branch « Devices: 1 2020/09/15 14:37:33 - 2020/09/16 14:37:33
Traffic
8G
: > /\_/\ /\
. 2
BroadBand2: 31% ~_ s TN
0G
09/15 09/15 09/16 09/16 09/16
A 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00
BroadBand1: 69%
~— BroadBand1 BroadBand2
Links Used
C 4items | = X
BYTES
ERROR CORRECTION | IMPACTED /
DEVICE LINK TAG LINK TYPE INTERFACE | LINK POLICY METRICS TOTAL BYTES
007099000012451 BroadBand1 Cablemodem ethernetl/1  t1.010.. Tunnel SCP  N/A 277GB/
17.67 GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A 236 GB/
11.88GB
007099000012451 BroadBand2 ADSL/DSL ethernet1/2  t|_010.. Tunnel SCP  N/A %10?5658/
007099000012451 BroadBand1 Cablemodem ethernetl/1  tI_010.. Tunnel SCP  N/A 1.85GB/
21.34GB
Close

= e

P AT

v
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STEP 6 |

VR N Ry s SR B I8 1 TR A o

RELR A I AR B A o 3 P S P R P TR A
1. fEdtie R e TR 00 (A BERS  0,  Bdy DU BE B AR AN B A A5 5 BR2 P R T I 1]
REZRNEUBERS AR (IR RIS MBdR W ER) |, DUHE S BN ARy S B B iz 1 IR
DLFERR . AEIRBh, BATEBRELIRM 1/1, BATRI, B E LS 0 g sl
BENL Ry AE B AR U AL I SO R RCE R B . e, W DG A58, Xt S 2N
PR bR R B A R 1 BUIA

App: ssh

Traffic Characteristics

Link Characteristics %

VPN Cluster: ClusterHub245 « Site: Branch20 « Profile: branch

Latency
800

0
09/15
15:00:00

Latency
(ms)

Jitter
40

Jitter
(ms)
)

09/15
15:00:00

Packet Loss
40

(%)
o

09/15
15:00:00

Packet Loss

09/15
21:00:00

09/15
21:00:00

09/15
21:00:00

Link: tI_0101_007099000012371_0102

09/16 09/16
00:00:00 03:00:00
09/16 09/16
00:00:00 03:00:00

09/16 09/16
00:00:00 03:00:00

09/16

06:00:00

09/16

06:00:00

09/16

06:00:00

(O] =]

2020/09/15 14:37:33 - 2020/09/16 14:37:33

Link
== Link Down
*
09/16 09/16
09:00:00 12:00:00
Latency Baseline - 440.00 ms.
Link
== Link Down
*
09/16 09/16
09:00:00 12:00:00
Jitter Baseline - 20.00 ms.
Link
== Link Down
*
09/16 09/16
09:00:00 12:00:00
Packet Loss Baseline - 20.00 %.

Close

2. {f Traffic Characteristics (BEMHENE) JEDF b, &S —AEER DA B AAE, 76
R, BATEBAELLRM 1/4, BATRKBL, ENHRF R TiEm %R S, UK
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e b BRI

W 1/4 AR AR T L BEEIERE 0 BCE BRME . 00 T A e 0 e e o e 8 ] 8]

LI 171,

PN BERS (T RIS 1 IR DLAR bR AL R B, DI, ROTIRR 3 9 B AT T DA T B e R 11

IBIPIRDL B I RO B B
| App: ssh
Traffic Characteristics

VPN Cluster: VPN-Cluster © Site: Branch50

Latency
800

0

Latency
(ms)

09/15 09/15
15:00:00 18:00:00
Jitter
200
-
v wn
EE 0
£gE
09/15 09/15
15:00:00 18:00:00
Packet Loss
80
"
2
=]
-~ =
o X
L= o
3 09/15 09/15
= 15:00:00 18:00:00

STEP 7| ey S £ HIFE T

MIMTFE VPN SR 25200

Link Characteristics x

Profile: branch - Link: t|_0101_007051000118905_0102

* Date: 09/16 00:01:54

09/15 Latency: 500 ms )9/16 09/16
21:00:C $:00:00 06:00:00
*

09/15 09/16 09/16 09/16
21:00:00 00:00:00 03:00:00 06:00:00
>

09/15 09/16 09/16 09/16
21:00:00 00:00:00 03:00:00 06:00:00

@8

2020/09/15 15:01:32 - 2020/09/16 15:01:32

-+~ Link Down
09/16 09/16 09/16
09:00:00 12:00:00 15:00:00
Latency Baseline ~ 220.00 ms.
-+~ Link Down
09/16 09/16 09/16
09:00:00 12:00:00 15:00:00
Jitter Baseline - 50.00 ms.
-+~ Link Down
09/16 09/16 09/16
09:00:00 12:00:00 15:00:00

Packet Loss Baseline - 15.00 %.

Close

SR SN G, 1S B LL N AR R e R U5k

o BIERIABBERS TRNEY L0 SO LT A DA N AR P R RO T DASRA T B B R )
BBERS, AT BD TR R RS Fr e e AT P RS AN Sz BB PRI R R BERE 1Y) 52

o AR AR AL SO EOT A E S TR RME . AT

BESEIB T PIRVDLERME K™ Hs, SRR E

FIBERG e i i, ARAERI R RR i AU (e 18% Hodfe £ 2 St o x5 mi J 4K
fr, AR 109 (B 1 2 I B v HE 2 5 £NHI R e fe bt 3 7 28 D 5 (1 T SL A B 1

My KR

o EEMEN Internet MRSTEEHLRE (ISP), /X 18 M £ 11

(i DR A

A
w

i 2 15 8 AR ZE T, A ARAT]
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THR A8 R SD-WAN [ K 35

BE G T SD-WAN 2.1 (1) Panorama ffitE & Ui, A HE DL N BT &) Panorama Hil

% SD-WAN [lj K H
STEP 1| “4% Panorama 7P 25 FIK 1 3T,
STEP 2| JHRm) s N btk es,
4 Panorama 87 b M T2 H GRS,
* 24 Panorama A HLIECIIN THE H GRS,

STEP 3| JIgi#&ny SD-WAN Bl k3 o

© LU KL B, S L KB PAN-05 10.0.0 5455 PAN-O5
Lo 9 g RATH A, (bl 8 2 T T 73 S2 5 8 T PR M

’ﬁﬂE (Panorama>SD -WAN > Monitoring ( i511) )

oy down (%55
« 4 Panorama ﬁé%iflﬂi@ﬁﬁﬁ%ﬂ%kfmo
o 4 Panorama AZEPE IR TR 55 K b,
STEP 4| JI241a1¥) SD-WAN 75 375 3%

o 4 Panorama & [ HIEMIN TF2% B ks,
o 4 Panorama AIEFZ A IR S T2 55 Ok B,

. H SD-WAN sz oot gy

SD-WAN 49 Bl 7 514 3.2 189
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https://docs.paloaltonetworks.com/plugins/vm-series-and-panorama-plugins-release-notes/panorama-plugin-for-sd-wan.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-panorama/install-content-and-software-updates-for-panorama.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama/deploy-an-update-to-log-collectors-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/upgrade-firewalls-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/deploy-an-update-to-firewalls-when-panorama-is-not-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/upgrade-firewalls-when-panorama-is-internet-connected.html
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-pan-os/upgrade-the-firewall-pan-os-from-panorama/deploy-an-update-to-firewalls-when-panorama-is-not-internet-connected.html

e b BRI

Install (Z24%) SD-WAN 4,

{EYE1%) Panorama™ A5 BRARSS 28 A k3% (1] SD-WAN) [ %23 SD-WAN #fif A,

i 2:% Palo Alto Networks Panorama {4 2 4%, FE2E Hbr SD-WAN 3 4 i A T 22119 £
. PAN-OS filiA, 1527147 5 PAN-OS il A4 751 SD-WAN 46, DATHZ 5 SD-WAN #di#4:hi
A4 Panorama 5 F AR 45 28 F11 Palo Alto Networks [ k% .

STEP 1| %% Panorama Web 7,

STEP 2| “Z4% Panorama =) SD-WAN #&{£F il A,
W Panorama 4y il M (HA) BLiE, II4E Panorama HA X5 ¥ % EHEE XA .
1. #%&$ Panorama > Plugin (ffiff) 3 Check Now (A7) fidifty sd_wan Jdiff: il
ZN
2. Download (N#:) Jf Install (Z%%) iy SD-WAN JaifEi A,
3. 2R SD-WAN HifE)E, i1k Commit ($2£22) #il Commit to Panorama (#2525
Panorama) .

AEPATIEA IR, F 68 T A3 B i 9 b 22 F) Panorama,

STEP 3| Iy L Hidf A S, 7 Panorama Dashboard ({Z#i) FEAE MRS S/ NG AR rhIgHIE
SD-WAN Hfiff WeATE & BonfE 2 2y SD-WAN Hfifh oA,

SD-WAN A5 iR §5 1 3.2 190 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/compatibility-matrix/panorama/plugins
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-upgrade/upgrade-panorama-plugins/upgrade-sd-wan-plugin
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e e PR

1% SD-WAN F 4

95 M Panorama 45 FRAR 5% 2s 1 SD-WAN HE(E, L0500 SD-WAN 5 iE A Panorama il
IV, SRJ5 ¥ RERCTh 1% SD-WAN &,

STEP 1| &% Panorama Web #i,
STEP 2| B BGP & SD-WAN H.0 Rl 7352 2 (838 17 RO AT An] 2 4= SR ) .
1. ##Panorama > SD-WAN > Devices (#%%) > BGP Policy (BGP ki) , )5
Remove (Mfif) 245K 0EHIN
2. B OK (fffi) PRATFIEIIMCE J L,

STEP 3| ##% Panorama > Plugins (Jfiff) , 2AJ5i%% Remove Config (HHFRALE) T SD-WAN 4
.

STEP 4| &% Commit ($222) , A5 Commitand Push (FE5cFFHEMR) HliE 50 S 2 Bh KK o

STEP 5| Uninstall (%) SD-WAN i,
PR RIB R 2L E1 %, SD-WAN #dERS, & #d OK (fE)
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