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activation/scm-essentials.
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Activate Product
Strata Cloud Manager

Select Customer Support Account

This account is used for the registration and support of the products and add-ons that are bundled with this subscription. Learn more &'
Customer Support Account: Edit
Recipient: Edit
Region: United States - Americas Edit

Cloud Identity Engine m

Create New v

CIE instance for this tenant

Device Onboarding Steps
You can view the list of devices in the customer support portal. To get the most of the product, follow the onboarding steps below. You can complete these
onboarding steps after you finish product activation.

1. If you have firewalls: Associate Devices with Tenant
to Sett Associat vices with the tenant. Learn more &'

2 If you want to manage configuration in the cloud: Move Devices to Cloud Management
~
M to tl N t steps

3 If you want to manage configuration in Panorama
f steps &'

4 Enable Telemetry

these steps B

STEP 7| {&k¥k#.: Agree to the Terms and Conditions (77 25k FM44%) A1 Activate CEOE)

Strata Cloud Manager #3514 A\ 6 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/software-ngfw-credits-activation#task-vm-flex-aiops
https://docs.paloaltonetworks.com/vm-series/11-0/vm-series-deployment/license-the-vm-series-firewall/software-ngfw/create-a-deployment-profile-vm-series
https://apps.paloaltonetworks.com/hub
https://apps.paloaltonetworks.com/activation/scm-essentials
https://apps.paloaltonetworks.com/activation/scm-essentials
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/what-is-a-tenant
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/regions-aiops-for-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/regions-aiops-for-ngfw
https://docs.paloaltonetworks.com/cloud-identity

BOE 1) Strata Cloud Manager ¥ A 1iF

STEP 8| %&£F Strata Cloud Manager #1451k, I FURASZR N5 K.
W RN 7 31K Cloud Identity Engine 525, % 254% HORZS BoR N5 .

Common Services x
s st

STEP 9| ¥ NGFW. Panorama 5% JCIHLE|{L 7 Strata Cloud Manager [F#L/

T (kg Panorama gz e R4 [y b 2B SIS P o

1. 5fi%] Common Services (‘A3:fk%5) Device Associations (% £55CH)
2. NIk

3. EHE—AEEZ AT kG EL Panorama %45, SR 5 B Save (RAE)

Strata Cloud Manager #3514 A\ 7 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-devices-with-a-tenant

g 18 1) Strata Cloud Manager ¥F A IE

STEP 10 | a8 484 Strata [ :ER %, WA LLE L 554 200, Sl LBk .

0 Strata Cloud Manager 2l f5, &80T UA4e A7 B2 5 Strata H EARSS — & FH i b5 k8% 8%
Panorama % %% »

1. i%#% Common Services (A3LfR%:) Device Associations (&£ REL
2. %E%F I:IElgI o

Device Associations for

4, kKA Save (IRTFE)

STEP 11 | {Ei% % L ji JHiEl . Strata Cloud Manager ifiid 2> #1 PAN-OS ¥4 K i% # Strata H &K%
(40328 U 5 B SR VP A 30 B v W & IS AT IR I . BERIE LA, B DA TE & b a1 R
?}I_\]“O

W PAN-0S12.1.2 11.1.11 11.2.8 10.2.17 jyusgmhg Aphs, 120 FA0H12)

IR B B A ZE e % EE . A Fi & (Panorama gps k) 5,
@yt Strata Cloud Manager g o s b Ve B, B4 308 A

STEP 12 | i sy oo A (1) A5 B 5 21| Strata Cloud Manager .

Strata Cloud Manager #3514 A\ 8 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/strata-logging-service/administration/overview
https://docs.paloaltonetworks.com/common-services/device-associations/get-started/associate-apps-with-devices
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about-metrics
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/device-telemetry/device-telemetry-overview
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/device-telemetry/device-telemetry-overview

WE 18 1) Strata Cloud Manager ¥ 1T 4IE

% Strata Cloud Manager Pro
Strata Cloud Manager Pro [ & it B VR niE 2 A g IhRE . SAEREARA IR, HE+$E Strata H
HERS, FFRME—ENHERY . FRESUESIFNRAFEE, B0 &M 5de5 k.

2414 i) Strata Cloud Manager Pro fix i il iE 2R, Strata Cloud Manager 2%k &2 &y Strata
Cloud Manager FERbERF AT E S . W RIIEE A, —SiT 4k 8 LA R RIS AT, 15— l5
EEILET. BEEMTHEME S RAEMN 4,

NGFW
Prisma Access
o M NGFW FL30E VM-Series
ELA
ESA Pro

W% NGFW Strata Cloud Manager Pro i
AAFZ A B i0% NGFW Strata Cloud Manager Pro fit. A X% & M S LR ME4HEE, ES
5] 15 % 75 e
DL & NGFW )56 1 5 Atk -

o PR NSC AT - £E¥ NGFW # Strata Cloud Manager Z B, 1550 0F 25 sk 28 10 10 Tl 4%
PR e . IXEFEMEEE . AR ERM VT R . SEROX L IR ] i R { F Strata Cloud
Manager %I H 5 7 k55 .

o TCP ¥ [1H1 %5 71 FQDN — £ NGFW A1 Strata Cloud Manager 2 |82l L4810 1E, 5HCE
FEE TCP i RN 58 4 B 2 18044 (FQDN).

STEP 1| MuEWATIERS, #4203 Palo Alto Networks & I1E45 1 I —=F B HBAE, AR IE 78 80E
VEAEG, 158 oS T A0S .

STEP 2| BB MR LRk
STEP 3| &/, 7EH 0% Strata Cloud Manager Pro iR, W EIREAE ML), EH.

Strata Cloud Manager #3514 A\ 9 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/subscriptions/what-happens-when-licenses-expire
https://docs.paloaltonetworks.com/common-services/device-associations/hardware-model-compatibility
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/prerequisites-for-cloud-management-onboarding
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/tcp-ports-and-fqdns-required-for-cloud-management
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/what-is-a-tenant

WE 18 1) Strata Cloud Manager ¥ 1T 4IE

STEP 4| k£FEAEH P #E Strata Cloud Manager X1 . i%2 % Strata Cloud Manager 32 £/ [X
:trﬂéo

Strata Cloud Manager Pro i fudf H &R B —4EH) Strata [ 8%

%y paloalto
Activate Strata Cloud Manager

> Strata Cloud Manager

Select Customer Support Account

This account is used for the registration and support of the products and add-ons that are bundled with this subscription. Learn more &'
Customer Support Account: Edit
Recipient: Edit
Region: United States - Americas Edit

Strata Cloud Manager License
If you plan on adding more tenants or subtenants after activation, only assign what's needed for this tenant.

Licenses
Strata Cloud Manager Pro
Strata Logging Service

Cloud Identity Engine m

Select CIE I

STEP 5| 3&# 2 D0y 5| BB B Hr (1 CIE Se49],  DATR AN e B B mti S0 B B I
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STEP 2| hHEAHME P HIK .
STEP 3| 4%/, 7EH h¥E Strata Cloud Manager Pro fit. R GIEEA L), HHE.

Strata Cloud Manager J0& A1 A 12 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/software-ngfw-credits-activation#task-vm-flex-aiops
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/software-ngfw-credits-activation#task-aiops-panorama-credits
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/prerequisites-for-cloud-management-onboarding
https://docs.paloaltonetworks.com/ngfw/administration/onboard-devices-and-deployments/tcp-ports-and-fqdns-required-for-cloud-management
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/add-tenants
https://apps.paloaltonetworks.com/hub
https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/manage-multitenants/what-is-a-tenant

g 18 1) Strata Cloud Manager ¥F A IE

STEP 4| k£FEAEH P #E Strata Cloud Manager X1 . i%2 % Strata Cloud Manager 32 £/ [X
ilﬂéo

Strata Cloud Manager Pro i fudf H &R B —4EH) Strata [ 8%

%y paloalto
Activate Strata Cloud Manager

> Strata Cloud Manager

Customer Support Account

Recipient: SCM ELA demo 1 Edit

Region: United States - Americas Edit

Strata Cloud Manager License
If you plan on adding more tenants or subtenants after activation, only assign what's needed for this tenant

Strata Cloud Manager Pro
Strata Logging Service

L

Cloud Identity Engine m

Select CIE Instance v

t CIE
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https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/manage-device-groups
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/manage-templates-and-template-stacks
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/configuration-scm/manage-configuration-ngfw-and-prisma-access/configuration-overview/snippets
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/system-settings/system-settings-folder-management
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https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/manage-firewalls/manage-the-master-key-from-panorama
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/activate-strata-cloud-manager
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/troubleshooting/troubleshoot-panorama-system-issues/generate-diagnostic-files-for-panorama
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/panorama-overview/centralized-firewall-configuration-and-update-management
https://docs.paloaltonetworks.com/panorama/11-1/panorama-admin/administer-panorama/manage-panorama-and-firewall-configuration-backups
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/compatibility-matrix
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6. %% Panorama > Setup (X H) > Operations (F:E) , SRJ5 5. Export (2D %N
Panorama 11 & TR .

EIER RS, FE xml 0 FA% 3 Strata Cloud Manager. i57) FAR AR S04
kR xml BCE SO LA AT AR HoAd ST

7. %+ running-config.xml Bt & S0, ARG OK (i)
STEP 2| VLEAHMYH - M 5 540 % 5t 3 Strata Cloud Manager, R)GHFINLE > .

NGFWs

Migrate Configuration from Panorama

TR R A 20 1K 7 Panorama L& #%E .
1. WAL &7 IE R .
2. (Al EFEENEN, NIBATECE O a4 E,

¢ Strata Cloud Manager 4 5 11 i) R RIS R RS . K BHIEIITHGAT W12, BRI
U TR

Strata Cloud Manager ¥i% fl#2 X\ 24 ©2026 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-cli-quick-start/get-started-with-the-cli/give-administrators-access-to-the-cli/administrative-privileges
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/configuration-scm/operations/config-snapshot?otp=task-uzv_3lr_vcc#task-uzv_3lr_vcc
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STEP 3| ZPiTB MR,

< Migrate NGFW Configuration from Panorama

2 Overview

Welcome to the NGFW configuration migration wizard. This tool will guide you through converting your Panorama settings to the modern architecture of Strata Cloud Manager (SCM). The
primary change is the upgrade from Device Groups and Templates to SCM's mare powerful Folders and Snippets, which provide a more flexible and efficient way to manage your network.

Unified Management with Folders

Folders replace the complexity of managing separate Device Groups and Templates with a single, hierarchical structure. You can now
ereate parent-child relationships (e.g., a "North America’ parent with "East-US' and "'West-US' sub-folders) to streamline policy

inheritance and administration.

. 0

Reusable Configurations with Snippets

Snippets are reusable blocks for commen configurations like policies, objects, or security profiles. Create a ‘Compliance-Standard'

Snippet once, apply it to multiple folders, and update it in ane place to ensure consistency and save time.

Next: Upload Panorama Configuration

1. &% Strata Cloud Manager & R EEER: SO ARIDEL .
2. B F—2: A% Panorama it & .
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ow Stepl
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" Overview LS Map Templates to Folders
@ Auto Template Mapping
Step 2
D Upload Configuration This option automatically associates the template and template Q
stack configuration, after being migrated to snippets, to the
respective folders.
Step 3

Review Configuration Compatibility

© Rule: You must assign every Template and Template Stack to a folder. They will be imported into SCM as Snippets.
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Manual Template Mapping

This option enables administrators to manually associate
template and template stack configurations with folders after
migration to snippets.

y s toa shared folder (like "All Firewalls") for more efficient management later.
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Associate the migrated snippets to either the folder or the device, depending how they are applied within the Panorama configuration.
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o ASCFFN DI Re— TR AN SCHF Prisma Access [ LA R Zhfg
o HdlEiduE (B, EHA AL DLP)
* FedRAMP #i &
* loT %4
< ZHPEE
+ SSH ftEE
* GlobalProtect |1 FH M 5 R4 57 B 173 B iE

* Prisma SD-WAN #1 Prisma Accessit# — Ul £ &1 #4 Prisma Access A1 Prisma SD-WAN #%,
M Prisma Access #l Prisma SD-WAN 253 = A0 [F] (A RS540 ID (TSG ID).

© BCEZER A — EIERMIREAT I E TN, B ERLUE N RAIEM ZESR, BUOVENIA
SRR -

» Clientless-vpn crypto-settings
» Hip-profiles rename
* Mobile-user-redundancy

» Exclude-video-traffic

»

¥ Prisma Access (Managed by Panorama) #5322 ] Strata
Cloud Manager
# 2K Prisma Access (Managed by Panorama) iZ# 3] Prisma Access (Managed by Strata Cloud
Manager) #%, &L TR,
SR, TR

1. GRS ORI BB e B 1% 3 Prisma Access, CRFRHICE, FF M Prisma
Access ] Panorama S H T xml Bt & S

2. J\ Strata Cloud Manager 33T F R -
3. # & Panorama fit & 51T #4 i Strata Cloud Manager Bt & 2 [A|flC B 25 (Bl “ZR%7 ) .
4. R R I TERIT .
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STEP 1|

HE451F Panorama 3T # TAE
1.

ok B P Prisma Access 1) Panorama, J H Z# 4% 40 e 7 2% 7 M i) Bk

Fl o
(17 1%) TN S48 24 Panorama #1 Prisma Access Fit & 7 H & X %4, Eid Tk

ARSI AR B HTER N 2 8, AR EHAT AP IR

WIOR1E 24 /T 1) Panorama L B /& ol i, FF HA& 2l # 2 Commit ($£%2) > Commit
& Push (3252 34Ei%)  LLJ% Preview Changes (FRUREE ) , KT B Cudess JEHERE
Panorama #1 Prisma Access.

Gl R T Re E AR E 2 Al 2 5, FFiE 2 S EHER IR 0. R I AE 2
PRAT FMERLIX LU T %, 151 Edit Selections (Zi#Hik3%51) , #RJ57F Push Scope (it
IEVEEED Ak AR AL Prisma Access 414

Panorama Local Config Audit

Legend: Added Modified Deleted

Local Panorama Changes

Running Configuration
s-saas ves;

sass {

Candidate Configuration
55025 yes;

i o
is-poor terms-of senvice o

tag “[Web Appl's
references |

)
use-spplications [ sl web-browsing]:
tunnel-applications zoho-assist-delete;

use-applications [ ssl web-browsing];
tunnel-applications zoho-assist:delete;
risk 3;

spplication-container zoho-assist;
parent-app websocket;

preview yes;
s} ¥ [
Snbsp; adobe-express {
anbso; category sams;
anbep; 1 subcategory artficia-inteligence;
Bnbsp; 11058 technology browser-based;
Snbs3; description “Adobe Express, formerly Adobe Spark and later Creative Cloud Express, i
11059 5 8 contentcreabion tol developed by Adobe. This Aop-1D covers the trafic for Adobe Bores
Push Scope Selection @B
Templat VildFire Ap d Cluster Firewall Cluste Prisma Access
b} - X
e Net
£
OK Cance

(nf) #%E# Commit and Push (3238 3F4fEi%) DARAS HHEIX T B4,
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M Panorama iL# % Strata Cloud Manager

Commit and Push (O]
Doing a commit will overwrite the Panorama running configuration with the commit scope.  Show config size

@ Commit And Push All Changes (") Commit And Push Changes Made By:

COMMIT SCOPE LOCATION TYPE OBJECT TYPE ENTITIES ADMINS

»  shared-object Shared

B Preview Changes (] Change Summary Validate Commit

PUSH SCOPE LOCATION TYPE OBJECT TYPE ENTITIES ADMINS

» Remote Network Device Group Prisma Access

» Mobile_User_Device_Group Prisma Access

b Service_Conn_Device_Group Prisma Access

» Explicit_Proxy Device_Group Prisma Access

} Colo_Connecl_Device_Group Prisma Access -

Edit Selections [ ] Mo Default Selections E Validate Device Group Push Validate Template Push

Schedule ‘Commit And Push Cancel

6. %] Panorama > Setup (% &) > Operations (¥:/E) , #RJ5H.d7 Export named
Panorama configuration snapshot (5 iy 4 '] Panorama fit & (L)

ETHE RS, TER UL xml S EAEF] Strata Cloud Manager. 157 FAERIAR SR
PREER xonl g B SCHF DLAMIAR A AR ST

7. #%#% running-config.xml Bl & SC4F, A5 OK (i) .

Export Named Configuration

e rumning contgonl
Select Device Cooups & Templtes

11111

STEP 2| DLEA L ;A () B 5 B B 5% 3] Strata Cloud Manager, RJG#: 218 > il & >
NGFW #1 Prisma Accessiic & > NGFW #l1 Prisma Access.

IR RS K H 7 Panorama L& #3E .

STEP 3| JHmiT#.

Migrate to Strata Cloud Manager @

4

You are currently managing your Prisma Access configuration using Panerama, This workflow will guide you in migrating your Prisma
o guration from Panorama to Strata Cloud Manager.

Access ¢
To learn

Click on Start Migration to get started.
You will need Superuser access to start and complete migration.

by

about migration from Panorama to Strata Cloud Manager, visit

Strata Cloud Manager #3514 A\
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STEP 4| TR ZRIE

J0N

HORIC B/ BoRT N, R R EIRERRCE . £

AR E ST
BHIE M2 5, 1%FF Confirmed they are up to date (C N EA TR &E) » AR50
Next ( F—25) .

Migrate to Strata Cloud Manager @

3
Check latest Upload Panorama

Preparation
configuration

4
Final Confirmation
configuration

1 - Check latest configuration

Before beginning this migration, please push the latest configuration to all Strata Access device groups. If the latest version is not reflected, the migration may not be confirmed correctly.
Latest Configuration Status

Last date the configuration was pushed

Pushed By Job 1D
Remote Network 2024/07/08 15:10:36 sdm 7864
s 2024/07/08 15:10:38 admin 7665
2024/06/28 11:23:34 admin 4589
2024/07/08 15:10:39 adm 7666
Confirmed they are up to date

STEP 5| @M #HAE, Bi# #.ii Choose File

GEFEM) , RIEFEAEZ AP TRP TP
Panorama it & .xml 3C44 .
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M Panorama if#% #| Strata Cloud Manager

STEP 6| 7£ Master Key (%) i NERIEZH, WRERACIEHE € X%, ik Strata
Cloud Manager {#i /] Default (ERIME) F%48, RJEHd Next CF—2) .

3 4 5
Check latest Upload Panorama Preparation Final Confirmation Migration
configuration configuration

2 - Upload Panorama Configuration

Export your latest Panorama configuration XML. If you are using your own master key, please enter it.

Upload Panorama configuration XML
Go to Panorama > Setup > Operations to export the configuration XML.

@  2153xml 160 KB

w
Master Key
© Default Input your Master key
Cancel Migration Next
> (= O TAN
TR RERITG .
4 5
eck latest pload Panorama reparation inal Confirmation igration
Check Upload P P i Final Confi i Migrati

configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

@ Collecting Panorama Configuration

@ Migrating to Strata Cloud Management Configuration Model

¢ Onboarding Strata Cloud Manager Configuration Service (Takes up to 5 minutes)
Loading and Validating Migrated Configuration (Takes up to 5 minutes)

Generate Push Configuration Changes for Preview

SRR ST e
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STEP7 | tnfeiEfed e, MFE/REER 7 — M SCRIRcE, TRl dfife bR B4k,

o il BUHIER -

Migrate to Strata Cloud Manager @

4

Check latest Upload Panorama Preparation Final confirmation
configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

5
Migration

& Collecting Pancrama Configuration

A Migrating to Strata Cloud Management Configuration Model

Unsupported configuration Is detected:

* SSH Proxy
« config1

Trim above configurations and Proceed Cancel Migration

—HORNT R E (Bl MR E) & SHBUEITERE,
i oL, 1587 Cancel Migration (HUNITH) .

STEP 8| iE#5ER)a, Hidi Next (F—2) .

4
Check latest Upload Panorama Preparation Final Confirmation
configuration configuration

3 - Preparation

Preparing for Migration... You can close your browser and come back here later.

I HIEM AL 7 iR iz i il #EiX

5
Migration

& Collecting Panorama Configuration

’ & Migrating to Strata Cloud Management Configuration Model

‘ & Onboarding Strata Cloud Manager Configuration Service (Takes up to 5 minutes)

\ @ Loading and Validating Migrated Configuration (Takes up to 5 minutes)

{ & Generate Push Configuration Changes for Preview

Cancel Migration

Next

Strata Cloud Manager #3514 A\ 39
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M Panorama iL# % Strata Cloud Manager

IR AT 7L RTINS A X

ERREF RS B MECE 37 ok, LAAbHE Panorama F1 Strata Cloud Manager Bt & 2 8]
ZE5, MEBEAPFRDIRE. WRTFEMATEL, THETSEZERIE T BRI i o

STEP 9 |

WA, FEEAT REER, MERT LG ER.

B RoR U RAMBMEM 27 ENIASEmE T E

Clientless-vpn crypto-settings
Hip-profiles rename
Mobile-user-redundancy

Exclude-video-traffic

4 - Final Confirmation
There are differences in the configurations. If everything is OK, click the Complete Migration button

Cloud Service Plugin Policies and Objects

Prisma Access | Mobile Users Mobile Users Explicit Proxy

Items (3)

Object N: Config Diff Type Object Type Acknowledge

Modified

Deleted traffy

STEP 10| (i) 2547 k.

TEA& 5 BT RS 744 58 i 41 31 Strata Cloud Manager Z 11, #& B i AT A7) 58 e As 2 42 28 B
B

1. i3 Prisma Access Mt & H#21 22 F 10 X, IR B T 5 L.
Xt E— BRG], TR E T MBS 3T T i (M no-asymmetric-routing 5
N asymmetric-routing-only) . ZU % B g0l JREAEC B, 15 FE S TAERFE > Prisma
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M Panorama iL# % Strata Cloud Manager

Access WHE > IR5ERE > MBI E iLE > NGFW Fl1 Prisma Access > it & 7 [ > Prisma
Access > [R5 > mRE, FEK & T H S E E SO IR & E B A FRES B .

Advanced Settings

BGP Routing

@ Default () Hot Potato Routing

BGP Routing Preference

Outbound Routes for the Service
' pestert Items (0)

Name

2. (n]E) BERREFEMTE, TR SEGE M B Acknowledge (FffiiL) o
BRI TF A, (BT — U OO A — N IR S e IR, IXFEfE s mT BA
PRERTE KL

Advanced Settings

BGP Routing

@® Defaull () Hot Potato Routing

BGP Routing Preference

Outbound Routes for the Service Items (0)
+
3. KL A S SR EAT S U A
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M Panorama iL# % Strata Cloud Manager

STEP 11| (i) WX AL E AT TR R, 1 H 1 Regenerate Diffs (F AR ZE ) LAAEFH

2R,

Prisma Acce Mobile Users  Mobile Users Explicit Proxy  Remole Networks  Service Connections
Items (2)
Object Name Config Diff Type Object Type
Onboarding Deleted onboarding
mate Networks Deleted te-networks

1

2 - Centry": {

3| - "gname": “vP_sivesa Nogales®,

4 . “ecep-load-balancing": "disabled”,
s “VPH_Sivesa_Wogales”,
€ pe™: "FWARS-SHBpS

7

5

s

10 -address”: "192.165.196.189",
- “peer-as”: “sse1e”,

i - “peer-1p-address™: "192.165.15.21"
13 1

14 h

15 “region”: “mexico-central®,

16| - “secondsry-wan-enabled”: "no",

17 - "subnets®: {

18| - member: "152.72.208.8/20"

a8 - )

@ - )

=y -

Cancel Migration

STEP 12 | 52l #% -

Acknowledge

Regenerate Diffs Complete Migration

AT DL Acknowledge (fiih) PARRASE RO EE B0 (IEARERHIE SR
#1575 Complete Migration (SERIER) J&, K ILiLIR A 2] Panorama R HE, JH HIEMH

Bk 7k A ] Strata Cloud Manager ST 7 .

4 - Final Confirmation
There are differences in the configurations. If everything is OK, click the Complete Migration button.

Cloud Service Plugin  Policies and Obijects

Mobile Users | Mobile Users Bxplicit Proxy | Remate Networks Service Cannections
Items (3)
Object Name Config Diff Type Object Type Acknowledge
Deleted
Deteted
Service Cannection Created
1 {
B - “spp-blocks-bgp-sdvertise: "no",
BN - “connector-application-blocks”: {
% “mesber”: "10.1.0.8/16"
s }
. -
Cancel Migration Regenerate Diffs Complete Migration

Strata Cloud Manager #3514 A\ 42
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STEP 13| (n[i%) Hiidi Go to Configuration Page (B ) UBETHMIAE.

Migrate to Strata Cloud Manager @

Check latest Upload Panorama Preparation Final Confirmation Migration

configuration configuration

5 - Migration

Migration is completed.

9

Congratulations!
Your migration is completed successfully.
Your Prisma Access deployment is now fully managed through Cloud Management.

The config diff for this migration can be found on the Config Version Snapshots page.

BRI BT A

Configuration Scope: Global ~  Owverview  Security Services v MNetwork Policies ~  Identity Services ~  Objects ~ ¥

Overview

Folder Name Variables Prisma Access Sync Status

Globzl (Tenant Name) 20 GlobalProtect ® Out of Sync
Last push failed at 2021-Aug-19 08:05:34

Pri A Labels

A AL0ESS | Excplicit Proy ® Insync

Mahile Users 150072000 Users atwan Last push success: 21

Remate Netwarks 29 Sites Remote Networks @ Insync

Service Connections 5 Conn Last push successful at 2021-Aug-1 234
Service Connections @ Out of Sync

Firewvalls ast pus § at 2021-Aug-19 08-:05:34

300

Config Snippets @ General Information

1 APAC Local Configurati
[ al Configurations Cloud Management ID

2 @ Dropbox Snippet Cloud Management Tenant Mame

VPN config Snippet Cloud Management Reglon

4 [©) 6P snippet

& [ Root (inherited) License
Prisma Access
€3 Support -
Edition

Prisma Access Enterprise
Create tech support files
Expiry Date

Firewall Sync Status

@ In syne (250)
@ Oul of Syne (50

Firewall Connectivity Status

@ In sync [278)
@ Cut of Syne {22)

TOSHI-HOME-PAZ20
Linux Mails - Prisma Access

us-centrall

Prisma Access Enterprise
2000 Mabile Users & 2000 Net (Mbys)
15 July 2023 (Expires in &0 days)
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STEP 14 | #.if; Push Config (FE%ACE ) > Push (HEIX) US4 T #8 (0FC B 3 4.
HHERE IR E AT R AT R O 58 i, 31 H. Prisma Access T T B XN T B I ELE .

Push Config «

Revert to Last Push

Move v l
Jobs

Push

Config Version Snapshots

stall Gla... Chanee Portal Enable Log C...

STEP 15 | il FHESR(EMIMMC RO (RTINS R BT T I B, 5 ARAE T B B T T
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TECHDOCS

7 Strata Cloud Manager [ %
IR

FER M A2
« NGFW, aifh#Hf: NGFW B & Bk | LRz —:
k55 o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

WIRAEAE 5 NIX e F n] 24 1) 2 A 48
Strata Cloud Manager, &1 V5 nf i oR 52 %
T#o

{2 Strata Cloud Manager FIA 3L/ 55 11—, Device Associations 32t 7 13 % th BT A ¥ %
PIEE R K. R K B 2 H R B FL ) 54 (TSG) (HTHA A/ B HEAR) 1, I
T4 52 SCHREI 72 o 5 1 R 48 R B o

11T LUK Device Associations 5 LR P2 i — A fdi F «

Strata Cloud Manager

AlOps for NGFW

loT Security (A FAT MO

Next-Generation CASB for Prisma Access and NGFW (CASB-X)

SaaS Security Inline

O O O O o o

Strata Logging Service
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£ Strata Cloud Manager H [ £ JC

Device Associations

>

1 |
S—

7 <

Device Associations for Cloud SASE Demo 2.0

Search Tenant Name or 1D

™~ All Tenants

pr——

Search serial numbers, models, device names

O Serial Number Device Name Model Type Associated Products
PA-VM Production @ loT Security B
@ AlOps for NGFW &
@ loT S ity B
PA-VM Production S U
@ AlOps for NGFW &
& lol Security &
PA-VM Production v
@ AlOps for NGFW &
@ loT Security &
PA-VM Production J

@ AIOps for NGFW &

@ Cloud Identity Engine &
Al-Runtime-Security Production @ Enterprise DLP &

@ AIOps for NGFW &

@ Cloud Identity Engine &
Al-Runtime-Security Production & Enterprise DLP &

@ AlOps for NGFW &

@ Cloud Identity Engine &
Al-Runtime-Security Production @ Enterprise DLP &

@ AIOps for NGFW &

@ loT Security &
PA-VM Production & Saa$ Security B

@ AlOps for NGFW &

@ loT Security B
PA-VM Production @ SaaS Security B

& AlOps for NGFW &

@ loT Security &

\ J PA-VM Production & SaaS Security B

1 fF Bk CBRE > BRI F, B VAR SRR SCRIK T SRR BT AL IR 5541
(TSG) K%

2. kA TSG UAH 5 HRBRKEAMT 7 kS Panorama ¥4t . AR ERAE UL, BATLL
MR SCRFIR T B8N 8L

3. BRI EROH A SN TSG SRR, 1BA N

4. (ERSASINPE K4 Bk Panorama i, AT BRI dh BT aR0RE 465 18 A (107 i — 2
F o 2N IR P 05 5 a6 PR 2R 5 e, 709 DU IS P R e SR BB U 1) s 48 A 2 A B

o RIRBE

© ORI b

© FEERKIK
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{E Strata Cloud Manager " [ ¥ £ < BBk

\}—[_ AY ) N \}—[_ > AY )

WA REL CRE &SRB
FEAE AT LI AR50 FH B0 7/ AT 7= i 1B K 55 8% Panorama W4 2 /T, IS 20E el o 518 s
IR ORI, AL RS TS TR .

STEP 1| f#i A+ .0r8Strata Cloud Manager5fji #|Device Associations.

1. (nl) fE %R Palo Alto Networks CSP A4 & s 31 rho0 H k38 WRS: > W&ok
FX o

2. (n[ik) BFF|Strata Cloud ManagerFiE P B > B4 K.

STEP 2| #4Bjj kKB Panorama % £ Us INE&8 (AH F o
1. %EE.
T B SRR P S AR 1 BT LE L P A s A 72 i B slide 8 o T SR A VA B AT A SRR 1)
77 iiDevice Associations, N5 K T

2. EHFE—ABZ AP KB Panorama 1545
BT LU P 5 5 R R e % .
3. A7

STEP 3| 4% r= i 5 i & Bk
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£ Strata Cloud Manager 7 ) 15 £ < Bk

B RER CREBCes 577 i KB
PRS2 SR A VP RTIE R, A e RIBcHE S 2 S 7 i A BT K BE B Panorama ¢4
STEP 1| Sum ™ S VF Al

WA BT — R TS E R VAN IE . ARG R, SRR E = ok . ik n] LR
AL EEE Y Strata Cloud Manager 4 A E 2 E

STEP 2| {#i [ rp.Cr8kStrata Cloud Manager 5 i 3|Device Associations.

1. () fHiH % Palo Alto Networks CSP A4 & 5% 31 rf0 H ik 38 WARS: > Wk
Bk

2. (n]it) B3FF|Strata Cloud Managerdfik #5158 > %4 5Bk,
STEP 3| #4725 565 kK% 5L Panorama % £ AH 2Bk .

1o BRI o

2. FEFT IR, R ESCHRA  .

3. WIRGEHM], VEEFEVFRAIIESEA.,
oL T BA R E A SO B S VAT IE . A SRRV i) U A A AR
#A 2R RER.

4. P

5. DRAFEUNHIVFAT

STEP 4| BSuESCHRZ 15 AT o

URARORIRRIG, TR IR ID FHEZMOD IRIT I T SCrr 220l ITOFSCRpR BN, 15 55 B Ah A iR
ID. W&FH5. TSG ID PAL SRR R i A K o

STEP 5| & [ml B ProIe™ dh i SCRY,  DME AT RE— D AP B
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{E Strata Cloud Manager " [ ¥ £ < BBk

BRI (BR324 SR
i dn, AR EHR B R BB K58 Panorama #e%,  BICE B0 LS FAR A IR 55 41 (TSG) SREK,
AT RE 2L R 2% Rk
R B VR nT IR R o A VP rTE, B RV RTUE, T AN A2 B G BK
STEP 1| {# [ rh.0rakStrata Cloud Manager 5 i #/Device Associations.
1. H%Wﬂt) i F4& ¥ Palo Alto Networks CSP #% 48 5 s 21| 0 R B8 IR %5 > & o0

2. (nlik) %3FStrata Cloud ManagerJfik %1% B > #4555k,

STEP 2| JHIBR™ i R EX
R EE N TSG o BB B K 5% 5% Panorama 4%, 0 556 I B AE AT KH 26 77
1. PR IBUH REHIBT K3 Panorama B4 7™ i o
2. EFEMMIBRICHE > MBR ™ i o .
3. IGFEEMIBR B i IR OCEK .

STEP 3| MHERALS RHK.

& I BE A N HFE 7 BRI 5 24 TR IBR R P OCIE . an SR st 4% 5 B AR Rk, 1
F 4k 52 2 FIT A . R DR B

1. JEPEE ML BRI 5 k55 5L Panorama ¥ % o

2. JEPEMERICHS > MIBRAL T SCH .

3. WA Bk I B

STEP 4| iR EREI K 55 5L Panorama B4 LG LA INEET ) TSG, K 1L 508 TSG JLlk.
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{E Strata Cloud Manager " [ ¥ £ < BBk
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