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Unique Rules Failing Best Practices

3 / 3 ID v Best Practice Checks Failing
1153 ServiceNow ticket number in ... 3/3
3 The rule Description should b... i1

Rulebase Failed Checks

Overview Bookmarks v  Security Services v

Network Policies v

Identity Services ¥  QObjects ¥ Device Settings v  Global Settings v P 3

Passing % csC... NIST Security Controls Capability
0.00 N/A N/A N/A
0.00 N/A Configuration Management N/A
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Overview Bookmarks v  Security Services v  Network Policies

Security Policy @

Best Practices
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RULEBASE CHECKS

I 4/25
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Security Policy Rules (4)
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Security Policy [Global] » Security Policy
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# . .
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Global - Web Se
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Name *
Global - Default
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e ————
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@ SOURCE
Zones * O Any (O Select
Addresses * O Any (O Select
Users @ Any (O Select (O Prelogon (O Known User
Devices @ Any (O Select (O No-hip (O Quarantined Dt
@ APPLICATION / SERVICE
Application * O Any (O Select
Service @ Application Default () Any () Select
* Required Field
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported

ILAE - Activity Insights

Overview (MU - Ro/REICI [RITEH A9 TG s 8o 2 N RS e BPr. S URL Al
SRR, SR IEHA E T DADGER IR R AT S, AR TR AR TR SR AR LS .

Applications (N TR - MR 2% b BT A7 N AR P RO 06 F I O, L RR AR 5. N AR P X
B&: R ] T W B2 AR PP (R B6:17) ADEM ZHE,

SD-WAN Applications (SD-WAN JW ] F/7) - 75 Prisma SD-WAN N H R FHIPERE, 446
— BEIF A N AIB T TR PR 0. 2 45 Gt Hois Ry 5 Al SRR AR VEG 1S 2,

Threats (J2i)) - $20% Palo Alto Networks 2 4= I 55 16 18 11 /] 28 ke 0 R BEL 1 v BT A7 B Joip 7
IRALIE o

Users (/") - WA TR PR EANES), 45 ADEM MiiEH PRI ZIRE .

URL- B f& M 28 i iy URL,  HerpAy 2R, Uil URL 9 RN TR Fy, - e PR
28 1) URL ORI DL K 22 2 R 35 ) st U B A T o

Rules CFRINID - 2064 SCARVF T MR RR 5 AR DA i, A0 2 1l R 0 380 ) J s A K52
MEDRE DU T URL 1922 2 SRR U1 DL A

Regions ([X1k) - B/REMNITEFF. L BOMFT URL LSRRI M 2830 5 VR4 5 )5

e 5 A s i Bl 2
FeEIX BT AT Bh A -

il S R R PR N AR e, G BN, I RE Sy (R T P OB, IR R 22 BErE R AT XUz B
HRERE

B SR B R AR B, I ERIBCH SR B 75 5% 5 S LB A .
R H A R IEE RAAL 2 = T KN A 5 R, DASR AN 22 il
22D 156 0 ARSI B, 1 85 £ 120 I B 1 RO AS IS

Strata Cloud Manager A[] 64 ©2025 Palo Alto Networks, Inc.



ILAE - Activity Insights

Activity Insights : %3l

FE ] Rb AT LLfE 2 R4 ?
 Prisma Access (Managed by Panorama or X LEVF R R TR AN # A4 45 Strata Cloud
Strata Cloud Manager) Manager 1j [a] F i :
« NGFW, il #f NGFW #0253 B | o Prisma Access
I
H I H o AlOps for NGFW Premium license (use the
« Prisma SD-WAN Strata Cloud Manager app)

o Prisma SD-WAN

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

i o] JLLL“ Activity Insights” ¥R 509 H il
VFATIE A S iR 2R (2

O Strata Logging Service

LN #4255 (CDSS)

ADEM u] {4

WAN Clarity # 15

HRE BRI (0

— 0] I 4EE R ) AEStrata Cloud
Manager e 1 FHI VF ik,

O O O 0O

A PTG I [) B Y X 2% v fie i DL ST Fy o O T URL R e 22, ) B e R 1 T ke
AP 2 BT R 0, ARIE TR AT ZE 55 SR 15 5 . ME AN 4T

o NPT SUEE. FhEALE . AR B U7 i) URL R iR R R, 2SR B
KIHG 5 AN FE R RN AR 2800 BT 25 5 Bir A N R e DU 5 I R (PRI e

o WP HIPRIR R R S2 MR RO 5 AN BRI 2 o 73 e TS A g T R
PRI R b B AR P RN RS I PER S S5

o PHiE. RVFRICEEREN &I SRS AR dan 8o i UL A i S TR

o ViEeTE. RREUE. ORI E . Uiarg URL DAR Sz Ma 4 B TR e 9 ) P RSG5 70
eEan 5 AP

o YiiA) i K URL DL K15 1)K 28 URL 92t 0P MM HTRE P I R4 (S 2,

Strata Cloud Manager Al 65 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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https://docs.paloaltonetworks.com/advanced-threat-prevention/administration/threat-prevention/threat-signature-categories
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-categories
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https://docs.paloaltonetworks.com/autonomous-dem/administration/get-started-with-adem/experience-score
https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/adem-monitoring-and-tests
https://docs.paloaltonetworks.com/prisma-access-browser
https://docs.paloaltonetworks.com/prisma-access-browser/administration/manage-prisma-access-browser-applications
https://docs.paloaltonetworks.com/prisma-access-browser/administration/manage-prisma-access-browser-applications
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https://docs.paloaltonetworks.com/prisma-access-browser/administration/monitor-prisma-access-browser-statistics
https://docs.paloaltonetworks.com/autonomous-dem/administration/monitored-applications-oneapp/applications-application-details
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-applications-dashboard
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/content/techdocs/en_US/cloud-management/administration/dashboards.html
https://threatvault.paloaltonetworks.com/
https://docs.paloaltonetworks.com/advanced-threat-prevention/administration/threat-prevention/threat-signature-categories
https://www.paloaltonetworks.com/network-security/security-subscriptions
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VLR - Activity Insights

o DUERE/IEER T - WP O Y TiiERENY GlobalProtect. {CHIFZ NI Al Prisma Access
Browser M7 A%,

ConnectionMethod: PA Browser  ~

GlobalProtect

Bxplicit Praxy

A5 (R HUEUE I oSOR TR 45 /R A 3 P2 3 R W25 00 T P B0, 8 v LI T P el Pk & &
Hia, mEH T LA E Connected Users | Connected User Devices (CUEERZRY | LR
WH W) 2, TIRARIIA CERH P ML A & &G 1,

TR b2 ] P ol 1 ¥ 4% . Connected Users | Connected User Devices (%41 1]
F| CaEE %) LU Project Distribution by Theater (#gJihR) /i35 H 70 An) 24
BBV 1) i

o N/ - A ADEM MR #Er P S0 P & 1 BT 9 T P RS, BN ADEM IR #E1Ty
Fir s F P REE - BUS R, B3 T v B A S PRI A ey P T B E 2.

o RS H T - BESZ B RO, 1 B RS SoR R TR) T S 2 i v B R R R T
e, DA S E R WA E U o AR . ik FF & GlobalProtect b A IP 3t Fll I 3R i 57 %%
FEAE R, DEEAREE A KBS P HEgE B

* GlobalProtect it A4S 2T B 115 2% 22511 GlobalProtect A, & 1] LLE B RN A
2 P IRz, (0 B SR AR & ¥ 581 GlobalProtect B H FE Y filiAS, K BlbR 5 17
AT LT AT G XA WERE T P 1P Ak,

o MRPEMEERZ P BULANE P W BB A A 1P WA R, R R0 IP R R 4y e
B 1 on] FH 1P fhkrb (Y 1P b, 2B 1P it S5 20T 1] X R 19 f5c K28 i,
180T LIGE L R 01 R AR B E Bl 3 e

Strata Cloud Manager A 7] 74 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-users
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-explicit-proxy-mobile-users
https://docs.paloaltonetworks.com/prisma-access-browser/administration/manage-prisma-access-browser-users
https://docs.paloaltonetworks.com/prisma-access-browser/administration/manage-prisma-access-browser-users
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/view-and-monitor-dynamic-privilege-access
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@ Time Range: Past 24 Hours X TenantName: Cellular Italia SpA g200 - Source: Firewalls and Prisma Acc

Y Add Filter

Total Samples Submitted

View the total samples (files, email links, URLs) submitted to WildFire and the distribution of the verdicts
generated for them.

Analysis Insights

Reset I, @

SAMPLE SUBMISSION INSIGHTS

8: )O New Unknown Samples 482
+ 62 | 7.0% Decreaseseen
B 0 .
Unique Unknown Samples 0
today
WILDFIRE SIGNATURE
B Malware
New Signatures 0
B Grayware
B Benign
T 7 Unique Signatures 0
12-00 PM A0 PM
Verdict Distribution
bLearn about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them. m m
Total Samples Submitted Malware Grayware Benign
PDF Files | 231
Portable Executable Files | 217 217
LinuxFiles | 115 115
Microsoft Office Files | 100
JARFiles | 68
Scripts | 43
Adobe Flash Files | 22
Links Contained in Emails Files | 15
APKFiles | 9
Top Applications Delivering Malicious Samples Top Users Impacted By Malicious Samples
View the applications delivering the most malicious samples in your network based on the total samples View the top users who are receiving the most malicious samples in your network based on the total samples
submitted to WildFire. submitted to WildFire.
BY MALICIOUS SAMPLES BY MALICIOUS SAMPLES
smtp-base  CEEIIEEEEEEEEEES /0 paloaltonetwork\test . 320

web-browsing @B 4
flash e 2

virustotal-web-uploading 1

Top Firewalls

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name Device Serial Number
1 PAN-PA-3250 016401004839
2 PAN-PA-850 016401004839
3 PAN-PA-VM-100 016401004839
4 PAN-PA-VM-300 016401004839
5 PAN-PA-220-EMP 016401004839

Total Samples
649

&

62

35

Malicious Samples
905

98

81

52

Session Trends For Samples Submitted

Examine the session trend for the total samples subm

300
200
820 3
B
MALWARE 100
0
0 £,
GRAYWARE -
0 .
30
BENIGN 8

Most Recent Samples Submitted

Review all the samples submitted from your network
submitted to WildFire.

i Timestamp File Name
1 09/27/2023,12:25 AM & 02fe12
I 09/27/2023,12:14 AM & perl-S.
T 09/27/2023,12:02 AM & Google
4 09/27/2023,12:02 AM & 5550a:
£ 09/27/2023,12:02 AM & 1be2ee
¢ 09/27/2023,12:02 AM & 02fe12
7 09/27/2023,12:02 AM & 158bd:
€ 09/27/2023,12:02 AM & 158714
S 09/27/2023,12:02 AM & 1be2ee
1 09/27/2023,12:02 AM B 196eds
Top Malware Regions

The source regions where the malicious samples orig
are being targeted amongst the total samples observ

° Source Regions Destination Regions
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AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

O
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O
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o Strata Cloud Manager Pro
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Analysis Insights

SAMPLE SUBMISSION INSIGHTS

New Samples 6.7K

Unique Samples (0]
WILDFIRE SIGNATURE

New Signatures 0

Unique Signatures 0
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Submitting Session Trends

Examine the session trend for the total samples submitted to WildFire from your network and the verdict for those samples.
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Verdict Distribution

Learn about the different file types for the total samples that were submitted to WildFire from your network and the verdicts generated for each of them.

Total Samples Submitted Malware Grayware Benign

7.4K 7.4K 0 0

Portable Executable Files | 2.4€

POF Files |15
Linux Files | 1.2K
Micresoft Office Files | 10K

JAR Files | 405
Seripts | 309 EA
APK Files | 194
Adobe Flash Files | 156
Links Contained in Emails Files | 67
Archive Files | 52
Mac OS X Files | 17
Others |5

P4
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o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)
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o Strata Cloud Manager Pro
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Top Applications Delivering Malicious Samples

View the applications delivering the most malicious samples in your network based on the total samples
submitted to WildFire.

BY MALICIOUS SAMPLES
web-browsing  CEIIIININNNNNNNEEENND 22
smtp-base NN 00
ms-onedrive-business-upload G 3
pivotaltracker-uploading -,
webex-downloading -
virustotal-web-uploading @ 1

flash o 1
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o Strata Cloud Manager Pro
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Top Users Impacted By Malicious Samples

View the top users who are receiving the most malicious samples in your network based on the total
samples submitted to WildFire.

BY MALICIOUS SAMPLES
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Top Malware Regions

The source regions where the malicious samples originated from and the destination regions that are being targeted amongst
the total samples observed in your network.

° Source Regions | ") Destination Regions

w A

Show Top 10 Regions
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LEAR] Abm] LA ] 2 TR A
O Advanced WildFire

— & HFEE RN B fEStrata Cloud
Manager T TR FHI V1 ik,

. 7 Dashboards (35775#%) > More Dashboards (5% f550) > WildFire DL 25 F #5755 4¢.,

%Erﬁl WildFire 70 #1452 i 2 3% R AR BG KB o R A BB B B DLIB 552 52 WAL i i I HBT G
SRS LU L 9 e SR A 05 58 1 8 S A

Top Firewalls

Here are the firewalls that submitted the most malicious samples for WildFire analysis.

# Device Name Device Serial Number Total Samples Malicious Samples
1 PAN-PA-3250 016401004839 4866 6947

2 PAN-PA-5220-AC 016401004839 1168 1715

3 PAN-PA-VM-300 016401004839 619 1054

4 PAN-PA-VM-100 016401004839 673 1017

5 PAN-PA-850 016401004839 39 56

6 PAN-PA-VM-500-E60 016401004839 5 6

7 PAN-PA-220-EMP 016401004839 3 5

8 PAN-PA-5260-AC 016401004839 1 1
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 Prisma Access (Managed by Panorama or XLV IR R ) B — B AL Strata Cloud
Strata Cloud Manager) Manager 1j [a] F i :

« NGFW, ¥ %l NGFW B8 85888) | o Prisma Access
95 H o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
B = T WL P T ) SL A R TR A S P SR R

O AREER R
O DNS Security 2 Advanced DNS Security

— &0 R EEE R ) fiEStrata Cloud
Manager e T8 v il ik,

o UEJFG, %A Strata Cloud Manager > Dashboards (357<#) > More Dashboards (% %45
) > DNS Security,

AN S TV 1 I

@ se b g IS AL (TSG) e oogirie . s 7 b 57 S e AL < gy Prisma
Access  Palo Alto Networks [sj; y 13 %11 Panorama 5 & vy bt

T DNS Security $5 /5B <6517 DNS Security 1 [ 2] (4745 56 57 (5 ] DNS 1 15 2 J2 i Rl

B Y . SBIE TT DUEI AV ARIAERIE. Bk, ARATES IP R DNS 85Ik 45~ R

W15 5. BUR B R A4 3 E IR 2 FR B R e R SRR Rk ss b, AT LIEE @ DNS

HR G BRI

« DNS ik Mm% — 5o~ DNS Security AP DNS 55K S8 12k BB ] P o A s Ta) i
QA?E"J DNS &R E R, 17 SCRS RV DR AH B b 50T 4 28 1 o

o EEDNSiER — R MNESXZE, Wi ER DNS1E R, BT sE & E
DNS ¥ R 415
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o TP — EIRMZ H AT TG ) DNS Security 11 B34 80E ., RACA DNS Security 2037 [ Ll
TR &0 1 20 Lt 23 B R 7 58 86 8 F e b

Total DNS Requests Malicious DNS Requests Subscription

inst malware and advanced threats hidden in DN

11.4K 11.4K e

22 9% more requests seen today

« = XK DNS 2K55E % - Bls DNS 25 slb X EA TR R A = AU DNS ik .
BUbR B AE R NI LT AFT IR — AN i 1, RoRiE SR B0 st A T FR 2R,

High-Risk DNS Category Trend

/e no license or an expired license
Malware

Examine the trends of high-risk DNS requests by DNS category or action enforced ) DNSCategory

Malware
c2
05/09/2023, 12:00 AM GMT+5:30 Phishing
® Malware 27.0K Dynamic DNS
@ Newly Registered
Grayware
Parked
@ Proxy
@ AdTrack

05/09

o= RS DNS ZEGBIAEERAE i) 7oA — K22 B At 3RO s XU DNS S5 I AR I 42 0
High-Risk DNS Category Distribution Across Actions
Examine the actions enforced on high-risk DNS categories.
MALWARE
Category Sinkhole

Malware
c2
Phishing

Dynamic DNS

SINKHOLE Newly Registered

Grayware

Parked

Proxy

AdTrack
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o IR VT AR - SR ORI L% bR AR ORI 10 AN S0, DA DNS SRR AT AR 1F, T
DA 7 0 2 VR0 5 VRN RO R 2% 1L, %3 View All DNS Requests (25 AT 47 DNS i5K)
A LT R Sk e 8 A1 2
Most Accessed Domains

[Examine the DNS categories of the most frequently accessed domains to make sure appropriate actions are being enforced.

Domain Name DNS Category ActionTaken +

riadh.no-ip.biz Malware 173,652 | 3% @ 173613 @ 0

Malware 116934 | o 129 @ 116805 o 0
Malware 67773 | » 8 @ 67765 @ O
Malware 51962 | » 2 @ 51960 @ O
View more detzils on this domain Malware 40355 | ® 122 @ 34927 @ 5283
Malware 57383 | » 30 @ 37,353 0 O
Malware 35,643 |
Malware 26,928 |
Malware 27794 | © 22 @ 27,763 ® 9

Malware 19713 | 0o 0w 19692

« DNS i fras - WPEMIZE b8 AT 5E DNS BT i6isl. & fif b 218 S 4 19 T DNS i it
an USAEAEf# BT A2 15 ] BRI DNS W5 RIBENT . i sk s LA A A5 T (P Hhk) 1900
LVEANG I, BT LI R P4 rh TR P e o 22 0 BT 45

[Examine the top DNS resolvers that ai ving to unusual activity.

1.18.180.250

Total Requ T
View more details
us Do M Joms

o UF IR I - R X 2 bk R AT S URLIT S pIL A4 sy 3 AL,
o (1,4 Advanced DNS Security VF il k) Bk - FEfit i Advanced DNS Security fifi 119 5 17
WL, RS H B — A0 R DRSS TR 1P 9 a2

Hijacked Domains

Hijacked Hits
xyz.test-ipv4-wildcard.hijacking.testpanw.com 117
www.test-ipv4-wildcard.hijacking.testpanw.com 118
www.test-cname-rrname-sub-wc.hijacking.testpanw.com 353
test.test-ipv4-wildcard.hijacking.testpanw.com 118
test-ipvé.hijacking.testpanw.com 469
test-ipv4.hijacking.testpanw.com 472
test-cname-rrname.hijacking.testpanw.com 234
test-cname-rrname-wc.hijacking.testpanw.com 117
gpwec.test-ipv4-wildcard.hijacking.testpanw.com 118
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o (20 DNS 22 VR i) ARRBCE IR - 5265 P R C I I 7] 22 AR AR SR HRIT) 1~ 1]
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Misconfigured Domains

Misconfigured Domains
demo.test-dnsmisconfig-zone-dangling.testpanw.com
adns-demo.test-dnsmisconfig-zone-dangling.testpanw...
abc.test-dnsmisconfig-zone-dangling.testpanw.com

123demo.test-dnsmisconfig-zone-dangling.testpanw.c...

123 test-¢ i fig-zone-dangling.testpanw.com

BEFR ARG R FRR b LTI SE R bR FORMAR I R

LA A AR s ) B

Misconfigured Reasons

test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable
test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4is allocatable
test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable
test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.3.4 the IP 1.2.3.4is allocatable

test-dnsmisconfig-zone-dangling.testpanw.com:A:1.2.34 the IP 1.2.3.4is allocatable

HDF{SEp

] s I i 7 e O 2

BEFRRAROAT W s
« fu# DNS RISl kb BE
o R TREET DNS 180

o (A2 DNS 2 Al R B A B F5 RIS R BCE T DNS 15k

I ND]

ALt R
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« Al Runtime Security O Al Runtime Security ¥F ] iF
O Al Runtime Security ¥ 6 26 14

O IAECE flEk A SCM i) Z ik f

RIS BE
i SCM eI SBA Z 0 SEHEIESM , SCM HT A 0k 2 T SR 8 — Sem ¥
M.
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2. Jit i - Al Runtime Security SEFIER P TIUE AR SR 1
3. BIFEY TAEfE, (585, LIRSS gs k%o VM)

4. ([FAEEWIN Al BT

5. Vilal Internet HFRIT T R HIFE 5

6. N HIFLFT HI = AR R H R 7 [ ) B2 F R 5

7. AuhA ki RSt

C' Al RUNTIME SECURITY Operational

Welcome Back, Divya

9®

I B

DATASETS

COMING SOOM

Q

MODELS

11.7K

TOTAL ASSETS

(500 D

PLUG-INS INTERNET

COMING SO0N S

@ Protected Unprotected
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2. i Al Runtime Security SEFIART T AF(E, WBLE

REZ R,

>

Al RUNTIME SECURITY

Welcome Back, Divya

O]

s B ¥

Q

il

INSTANCES

PLUG-INS

Alerted Threats

Critical High ® Medium ®& Low

n] JHRY Al Runtime Security S 431 8 5E 7]

ocked Threats
Threats |dentified

DATASETS Inbound Traffic

G S00M

Cloud Networks

".,
fad
+

-4

MODELS

B Medium
23K Threats

INTERNET

Vulnerability
12.6K Threats

Prompt-Injection
18 reats

e ROk, R ROHRERE . AL BAUAT Internet 2 8] RS 284 . S PR R AP ISR =
PILEZRHE, 1B S B AL i [ 28 XUBS: 20 A RN 25 AL I 22 22 S
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AN EEEY 374

FE([ AL mT LA 2 ERREMETA2

« Prisma Access (Managed by Panorama or | XLEVFuf k1) i — M (245 Strata Cloud
Strata Cloud Manager) Manager 1j [a] F i :

« NGFW, ¥ %l NGFW B8 85888) | o Prisma Access
95 H o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

P 5 v DR BT S LA wT R RS TR SR R

O BREF R

O Threat Prevention 2V, Advanced Threat
Prevention

— &l RO EME FZhE Strata Cloud

Manager e 18 (8 vF il ik,

i Strata Cloud Manager > Dashboards (§5/~#%) > More Dashboards (% {5/R~#l0) >
Advanced Threat Prevention L JF 4.
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& Time Range: Past 30 Days X Y

d Filter

Threat Overview

THREATS ALLOWED AND BLOCKED

Examine the delta between the number of threats allowed and blocked by your security policy.

101012162 Microsoft Windows NTLMSSP Detection

jﬁé

Strata Cloud Manager Al

i3 Advanced Threat Prevention 57~
MIPLLS . (3 P IE 2 0 BT RS BRI M &-Fh Palo Alto Networks i 55 e 52179 3% &5 1t 8 5 b A 1 1 140y

500
o (=
H i
3 ’
S 250 3 \ \
@ ] \ i 1\
¥ [ \ / A
/ \ \
/ \
G — / e > e
06/03 06/05 06/07 06/09 06/11 06/13 06/15
TOP RULES ALLOWING THREATS
These security rules the most threats; review these rules you can sirengthen your security posture.
® Policy Name Sessions
1 smb 21,822
2 11,954
3 s 18,032
a 173,704
5 o 140
Hosts Generating Cloud Detected C2 Traffic
Examine the C2 traffic analyzed with Inline ML
Source IP Source Username Threat Name
10133105 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10213511 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10133105 paloaltonetwork\sve-it-apac-fw Microsoft Windows NTLMSSP Detection
1047036 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
10.208100.5 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection
1047025 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
1047025 alvisofincorprjavgal Microsoft Windows NTLMSSP Detection
10.47.0.119 paloaltonetworkisve-it-na-fw Microsoft Windows NTLMSSP Detection
10213511 alvisofincorplrjavgal Microsoft Windows NTLMSSP Detection
Displaying1- 10 0f 38,524
Hosts Targeted By Cloud Detected Exploits
Review the exploit attempts analyzed with Inline ML
Destination 1P ThreatName ThreatiD
10.1012.10 Microsoft Windows NTLMSSP Detection 99951
10101211 Microsoft Windows NTLMSSP Detection 99951
10.1012.10 Microsoft Windows NTLMSSP Detection 99950
10101211 Microsoft Windows NTLMSSP Detection 99950
101012162 Microsoft Windows NTLMSSP Detection 99951
10130411 Microsoft Windows NTLMSSP Detection 99951
10130410 Microsoft Windows NTLMSSP Detection 99951
10.137.2.10 Microsoft Windows NTLMSSP Detection 99951
1055.66.10 Microsoft Windows NTLMSSP Detection 99951

z N
e \
3
3
[
!
L\
06/17 06/1% 06/21 06/23 06/25
Time

Data Transfer (Bytes)

5,664,421

7,045,605

74,698,571

2,275,581,010

817,055,632
Threat ID Action Enforced
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89953 Allowed
89956 Allowed

Action Enforced

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

Allowed

JRIOESSEy 1 E1TR

Reset 4 @

¥ AlThreats [ Allowed Threats [l Blocked Threaf

Unique Threat Count

€2 Session Count +

Rows 10 v Page 1V  0of3853 >

Exploit Session Count

44743

42168

14011

13488

5602

3371

3268
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Advanced Threat Prevention 57~ @ B

AEAn] b W] LLGE ] 2

+ Prisma Access (Managed by Panorama or XY u YRR R — N AE AL KG Strata Cloud

Strata Cloud Manager) Manager Vi in) #J :
o NGFW, HfEH 2 NGFW B8 | o Prisma Access
I H

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

B v T L I H A FTIE M G R SRR
O HREF R A

O Threat Prevention =, Advanced Threat
Prevention

— &0 R FEE R ) EStrata Cloud
Manager e T4 I VF il ik,

i Strata Cloud Manager > Dashboards (35/~#Z) > More Dashboards (7% {5/ ~40) >
Advanced Threat Prevention, L& G5/~

PRI 2 A B0 AR R BEL 11179 S 2 [ ) 7
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HREATS ALLOWED AND BLOCKED

xamine the delta between the number of threats allowed and blocked by your security policy.

o AllThreats [ Allowed,

1000
05/06/2023, 12:00 AM GMT+5:30

All Threats

et

04/12 04/14 04/16 04/18 04/20 04/22 04/26

Advanced Threat Prevention 5758 © FCVF B = S50 )

FEAT b ] EA(E ] 2 EERMt A2

« Prisma Access (Managed by Panorama or X E R R — ML KE Strata Cloud
Strata Cloud Manager) Manager Vi R B PR -

« NGFW, i %k NGFW B8 8E8E8) | o Prisma Access
H9TH O AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro
B ] DUE P S g At A nTE RS R 25 R0
O GREER R

O Threat Prevention 2, Advanced Threat
Prevention

— &0 P FEE R ZhfEStrata Cloud
Manager e T4 I VF il ik,

i Strata Cloud Manager > Dashboards (i57~#%) > More Dashboards (% 57~#) >
Advanced Threat Prevention, LI iZi5 /<",

2T 5 4 4 TR KLU VE 1) SR 2 1, B 5 2 5 o S (12 ORI I A i i e a2 3o A LAAE

Activity Insights Hdk—25 70 #7 B R PE AL R o

Strata Cloud Manager A 7] 124 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/advanced-threat-prevention/administration/configure-threat-prevention/set-up-antivirus-anti-spyware-and-vulnerability-protection

fi/~#x : Strata Cloud Manager

TOP RULES ALLOWING THREATS

rity rules are allowing the most threats; review these rules to see where you can strengthen your

Policy Name Sessions
32,326
46,877
267,008
217

38,165

5

Data Transfer (Bytes) Unique Threat Count +

B
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Cloud detected exploit attempts analyzed with In-I
Destination IP Threat Name Threat ID Action Enforced Exploit Session Count +
Microsoft Windows NTLMSSP Detection 99950 Allowed
Microsoft Windows NTLMSSP Detection Allowed

10.137.2.10 Microsoft Windows NTLMSSP Detection Allowed

dents & Alerts

All Incidents All Alerts Incidents & Alerts Settings Notification Rules Log Viewer

Firewall/Threat s (action.value = "allow’ OR action.value = 'block-continue' OR actionvalue = 'continue’ OR actionvalue = 'syncookie-sent' OR 'g) = Past 30 days
actionvalue = 'wildfire-upload-success' OR actionvalue i fail' OR actionvalue = "wildfire-upload-skip' OR action.value
= 'forward' OR actionvalue lert') AND dest_ipvalue ="Microsoft

Windows NTLMSSP Detection' 2

Time Zone: Coordinated Universal Ti download packet Advanced Threat 2023-04-12 04:34:58 - 2023-05-12 04:34:58 31,925results < Page 10f 320
/ captu Protection report
Time Generated .| Severity Packet

2023-04-17 21:10:49 Il informational
2023-04-17 21:10:46 Il informational
2023-04-17 21:10:45 Il informational AQAAFQAAASAZWK HOMQItdUAAAAAABIA JgC7APL
2023-04-17 21:10:45 Il informational AQAAFQAAASASWKLbZNTMRWQFtdUAAAAAABIAICTAHR

2023-04-17 21:10:45 Il informational AQAAFQAAASAQWKL bzKAIUGQITdUAAAAAABIA JgC7APU
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Dashboard » Monitor » Link List

SD-WAN Link Health Statistics

View SD-WAN health metrics for links.
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101 NGFWs: 89 NGFWs Not Configured on all rules 89 NGFWs Not Following Best Practices on all rules
101 Not Activated

(PRGNS 2N ) I

* RHCE R CEARL T R A ) KRR R G B, O HIE R R E AU

T, SR S Fepu e 4xiT 1. Advanced Threat Prevention x5 URL g
k. DNS 5z 25 Wildfire_

CDSS Adoption (CDSS ) FR/R R R HEFF Y 552 0122 2k 45 (CDSS) 17 ) M2 HAE e iy il

JG Lo 3% T AR B AR 2 A ) I st AL by 2 iRt . A BN i e, SR 21—
I, SORE A ST NGFW g X Ity 0, DASRIUAE () 22 22 IR 55 L. ST AR I e i
F ) BE RS IR S5 X e g 3 7 (1

LA M 7S 1 anfe] (i 1) CDSS Adoption (CDSS R 1) 7R :
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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el (8 F F5 7 il B B dE 2

B RSB T FS R S B DA R L AE

* {F Overview CHEYE) TLmmIEs, &a] LAAFE L NGFW S H0rR7E NGFW sy AlOps A
ROREN IR NGFW %, CDSS RGBT . Bl B8 et S . SR B AN T
Rk, SRR R AR R e B A R AR T T S T T W & SR, B A TR T A A
VRIVF AL, T SEWOE e, RJa M N % e IRk 45 2D 6E.
SRR E NGFW W8 2 IR 5580 ds, 1R IR e ik 2, b n] IRt MR IR h BB R &N
Ipc HE S BE R .

Dashboards More Dashboards v

* CDSS Adoption

NGFWs: All ~

Total Ki | data

R 2. CONFIGURE 3. BEST PRACTICES
All Devices

= A 89 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules
(] HostName (118) 5 Best Practice Violatio...

O X Datacent... 9
4 Datacent... 9

89 NGFWs Not Configured on all rules 118 NGFWs Not Following B

Itering to AURL needed

94 NGFWs Not Configured on all rules 118 NGFWs Not Following Best Practices on all rules

89 NGFWs Nat Configured on all rules 89 NGFWs Not Following Best Practices on all rules
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o &uI Ll ACTIVATE (33%) . CONFIGURE (fi'i) 5 BEST PRACTICES (fmfEscik) |
DAFERAS A B VEGHAS L,
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# Device Health # Threat Insights CDSS Adoption

Y

NGFWs on which Advanced URL Filtering activation is needed (1 - 10 of 43) 1l Back to Graph View O
Host Name Model It PAN-OS Version It Recommended Security Services Not Activated Security Services Activated Overrides License EXpir...

PA-220 10.14 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.14 ADV-URL
PA-220 1014 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.1.4 ADV-URL
PA-220 1014 ADV-URL
PA-220 10.14 ADV-URL
PA-220 10.1.4 ADV-URL

PA-220 10.14 ADV-URL

10 Devices per Page v | Page
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o REIH, 36T NGFW 11 AlOps 1N NGFW 35 = 2% URL ik (ADV-URL) DL Az
Advanced Threat Prevention (ATP). 1k# %4t (DNS) Fl WildFire (WF) %4 /Ik %5 . #&n] LIt
Back to Graph View CR[PIELMED |, FHis “MEY” T,

o T DGRBS MR 2 e R e . s e Or I B by, DLGFRIE SR A HER A & 22 i

%15 5.
CDSS Adoption

NGFWs: All

Total Known NGFWs: 140 | Total NGFWs Sending Telemetry: 27

o
Not Following Best Practices & 7 Not Activated
onall rules

118

Total Device

CONFIGURATION

Not Configured on all rules

Strata Cloud Manager Al 175 ©2025 Palo Alto Networks, Inc.



fi/~#x : Strata Cloud Manager

o fEaT LR R EI AN 0 DL R AT R A KL 2RSS 15 R

Ns Sending Telemetry: 27

SECURITY SERVICES

Not Configured on all rules y o, Not Configured on all rules
£

118

Total Device

Not Configured on all rules Not Configured on all rules

I RFI, A E AR E DNS 222 NGFW, & 77 DL &Y DNS Security 54011
i, tha] Ll gt DNS Security 577,

7 i T 2 2 AR 55

MR AT R R AN TS AR 22 e RS, nf DT, BRI E G E:E S, R
CONFIGURE (fiti&) Fryfl, k] DI iy 22 24" .
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Host Name: All X

NGFWs on which Advanced URL Filterin figuration is recommended (1 - 10 of 42) L Back to Graph View o]

Details Host Name Model it PAN-OS Version It Recommended Security Services Not Configured Security Services Configured Overrideg

ADV-URL X

ADV-URL

10 Devices per Page v | Page
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fEH R, 5T NGFW 1) AlOps BBy s L i =2 URL iz (ADV-URL) PAK SLAl 22 22 il
55 o T LURUH NGFW B4 ) M BT A5 IR %5 X ) ADV-URL 2 2 [l 5% -
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Override the recommendation for
Advanced URL Filtering?

This action overrides the recommendation for
Advanced URL Filtering on all devices?

To help us improve AlOps for NGFW, please let us
know the reason for disabling Advanced URL
Filtering for traffic between these zones.

» Feature not needed

. Using a different vendor

. Others

Add a comment (optional)

Enter comment...

Override

] 179 ©2025 Palo Alto Networks, Inc.
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e n] LUAERR 55 X G0 4wl W 2 25 X1 NGFW, il View Details (&A1) , L
(EA G N H AR A (SR KL 2 2 IR 55
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NGFW:s on which Advanced URL Filtering configuration is recommended (1 - 10 of 42)

Details

SourceRole it

Third Party Vendor

Unknown

Unknown

Third Party Vendot

Host Name

Destination Role it

Unknown

Third Party Vendor

Unknown

Third Party Vendor

|u  Back to Graph View F o

Model it PAN-OS Version it Recommended Security Services Not Configured Security Services Configured Overrideg

@ Classification It Actions Recommended Security Services Not Configured Security Services Configured Overrides

ADV-URL %

Advanced URL Filtering

ADV-URL X

ADV-URL X

ADV-URL X
Invalid

10 Devices per Page v Page
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G, S TER A, f8aT L% ADV-URL %4215 % 35 4 Third Party Vendor (34— )5
HENRE) , B HRAEE TN Unknown CRAD . BIETT LURA B Overrides (8 55) 51 MY
H 4 R 55 R A T I L .

XF 15 (ORI g, 0T LL View Policies (RIS o i #F— 2N T &5 L TELR(S S,
1055 2= P S AN R S5 o8
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Not Configured

| Third Party Vendor>Unknown (329/329 - 100

Rule Name It

SourceZone I

fwyc_erh_uwbw

tmbfp

fwyc_erh_uwbw

fwyc_erh_uwbw

tmbfp

cre,blcelfnx

fwyc_erh_uwbw

ysrw_mghw

fwyc_erh_uwbw,..

ysrw_mghw

6)

Source Address it Source User It

=
=
=
=
=
=
=
=
=

il

£ Back
Destination Zone It Destination Address It Destinati

2 any
@ any
2

anygnct

cre,blcelfnx

anygnct

fwyc_erh_uwbwiysr...
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.17 Back to Table View CGE[nIZEEMED)  DAEBIEZAER L 2RSS
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/NP BEAR H

FEAT AL m] DA 2 SR A7
o« NGFW, i #f NGFW #1032ty | o Strata Cloud Manager Essentials
()35 H O AlOps for NGFW Premium &% Strata Cloud

Manager Pro

— & U e R D) EStrata Cloud
Manager g 18 8 B9 7 vl ik,

o YJFih, i Dashboards (5/~:#) > Feature Adoption (ZJEERI) .
ZIE TR R T A7
. FROR RS AR P I A 1 KBS IS HE, I L R 1 I Eu

Feature Adoption (ZJHERND) 4R/ Bl BRI AE T8 b (T 2 2 DO E,  f&n] LAGE T B Rl
SR e, X LA W A R 550 AT #5HY Palo Alto Networks 22 4= 1T [ #1155 k& DI RE
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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Dashboards

# Threat Insights My Dashboard ‘Compliance Summary

Device Group: All Vv Time Range Past 90 Days Vv

[ ® overall Adoption | © Best Pra

Credential Theft Preventio

File Blocking Profiles

rability Profiles

Anti-Spyware Profiles
CC
59

Best Practices On Demand BPA Feature Adoption

Log Forwarding Profiles

onfigured

Wildfire Analysis Profiles

58% a

User-ID

Service/Port

Antivirus Profiles

CDSS Adoption WildFire

ADOPTION DETAILS

Wildfire Analysis Profiles

58 0 Configured

fyour policy ru

Not-Configured

have not adopte
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nfe] {6 T EE 5 78

N T RAERFER KRR DIRER oL, BT IR a4 (645 Panorama A BEAY I %% ) ffi
w2, e DAE AR ESE L,

Dashboards

# Threat Insights My Dashboard Compliance Summary Best Practices On Demand BPA Feature Adoption CDSS Adoption WildFire

Device Group: All v Time Range Past 90 Days Vv

[ ® overall Adoption | © Best practi

Credential Theft Preventio Logging ADOPTION DETAILS

1

URL Filtering Profiles 3 Log Forwarding Profiles Wildfire Analysis Profiles

[~
Configured

58 ‘0 Configured
5

n : % of your polic adopted Wildfire Al
Data Filtering Wildfire Analysis Profiles CTYSLIPOCY adop! LllCes

Not-Configured

fyour policy rules not adopted Wildfire Analys

File Blocking Profiles =]

Anti-Spyware Profiles
[N} .
27 Antivirus Profiles

Qo/

58
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gl TSF A g etz BPA SR, TSP A SR IS J004 1 We (e T RE AR ST 433
1w, (PAN-OS 9.1 g v i Ay TSF)

© EATLLLL-CSV s G R B, L i ¢ Microsoft Excel s i — 5 R R v
i

MR 2 LA DRER 0 70 T LA 5 MR 6 SRngs A0 U ik A i 2 e

Credential Theft Prevention Logging

20/
63% Adopted Adopted

URL Filtering Profiles X Wildfire Analysis Profiles

Adopted Wildfire Analysis Profiles
Not Adopted
29% of your policy rules have not

configured Wildfire Analysis
Average

/5%

Adopted

Profiles.

P
25% Not Adopted

File Blocking Profiles Antivirus Profiles
[+) o/
é 8 ;’6 Adopted y é 7 /0 Adopted

Vulnerability Profiles Anti-Spyware Profiles
67%
0 Adopted Adopted
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oAU T B E VAN B, TR TR,

Introduction

ES ENTITIES

Destination

ZONES

R AR

ARSI AR 1 IR 2 2 SRS AR IR L G i A I 2, DAAERE IR M5 T Ay AE MR AL 25, ST LU
ks D BE T o SEIRAG R R f A W] WL R e AR B B Ay, RO B REAR T H AR,
FRg DA T B e e SRS E . ARIEFCAEDE (G A0S, DAL 2 2R Sy sE R H rh i) 220

ORI SEAT B TR0 T B v 22 2 SR DU RE AR T A %« IR S8 XM, ST LML & 40, 17915
LUK Vsys. HiRg5 X SR XL brid s BRUTELR{S SRR ST X 4 B A R S B Hekagdl
BEL T G e LA G/ N B AR 22 1

1t Dashboard ({57~#ix) > Feature Adoption (ZJEARM) v, #%FE Overall Adoption (3%{k
mHD DIREE DL N IRy 28, 1%64% Best Practices (i fEscik) |, LAMEA A4 Palo Alto
Networks fe H: SEER W IX SE DS AE R 2R, (LS S/ F N 22 BE AR AIARUE — WIS SRR 3K 5t
WREF, MRI4e/ N 220
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Credential Theft Prevention Logging

20/
63% Adopted Adopted

URL Filtering Profiles Wildfire Analysis Profiles

g ] LY
Y
y »
4 L |
e
25% \ 3
Adopted M Wildfire Analysis Profiles
Mot Adopted
k- 5% of your policy rules have not
nfigured Wildfire Analysi
o
rofiles.
]

Average

75%

Adopted

oy
25% Not Adopted

File Blocking Profiles Antivirus Profiles
) o/
6 8 16 Adopted 2 N 6 7 /0 Adopted

M
Vulnerability Profiles Anti-Spyware Profiles

6 7 % Adopted Adopted

O Rt WildFire Analysis. B8 ¢F. BrTalie et il A SCRRIL k22 ax Al i SO T Fe v
SIETARN,  HAREIEEI ST 100# BRI, ARG AR AL IE SCF BT T o vy, 3%
fifa PR AT 7070 B9 S R STk 55 A

LEFTA FRVF RN 1P 122 4 I 1 ST T LB K R e 28 M S O U B A A A Oy, TR S A
Vi R ST /] SORTECIE S, T DU T IR RE I A (1) BPA SR etk 1 I R A A
e B SR TR .

{ ] Lot WildFire g iz o i i) 13345 WildFire e yp s . 78 36 o S B 1
PE e, (RLI (728 0T LA (06 o 00308 25 ST 45 T ) DM
O e AR LR B ST, 5 DNS Sinkhole SF TR, AR 1138 £ A0 P i LR 22
S 7E LBk DNS 250, MRS AT LT 687 B deeb i - Bl R85 DNS K25 i s
Jil, J& 1 DNS Sinkhole ] £E S50 ] FIPE (I B0 R A3 R4, DR 06 wT LA HL S %7 BV
=,
O STATAT H b Internet i URL S FIAEIERG G (0D 130,

AN ER 1D =) VA RS YS SN E DR I A M N ok N NE=) i e D N = S O < A VR Bpz S ER AV IFFSER

— WUERSERRAR AR G HBCREF, R4 £

O App-ID 2 FIR wT GEFZT 1004 RN 5 User-1D BT EIEAT 7 9 I5UIR 55 X i bk T F
IETAT RN (Rl 55 X nTRE S A P s B, Hdis b DRk 5 X I e iRk &5 s, 12
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M o AT App-ID Al User-ID B SHS, Tl 24my 7 (RS2 BRI ORI 2) (N AR
o WA B LR S ARG 22 B R

O HArJy 100# 2idm 1004 (IR S5 /v AR — R vrJEfsEss 1 BN TRER, BRJEfAE0
()0l 55 B A

FECR RS 1 HOGH 2 b, da A DL~ L REI R
MR EEBORTE,  WTHRI4a/ e

O HAR RN ST 100# 19 H AR H B R RN,
O A1 A AR 5% DX G I R 55 DX AR 4 i i S A
FEfE

£

o TEEBAF AR 25 1 — AR SERRAR

RIS b

WildFire JRATRERET 100# 1124 4 SR Fi |

I F ST REHEIT 100# (194 4= R
5 ) R A JUATAEBZIT 100# 114 2 SR J |
R AT REFET 100# 1194 2 S JL )
S AR R L A HEREIE 100# 11974 42 S K]
URL #6548 5 3 T A5 Hi vk Internet it &

App-1D SRR BB 1004 112 52 SR R
User-1D FAT TP U5 R 55 DX e b 1k 3 L v P A5
Mz %5 /%t 11 JUATAEBZIT 100# 1192 % SR JR |
W3R FRUTREEZIT 1004 114 % SR HL |
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i "2 7 BPA

FE(] Ak m] LAGE T 2
FLE 1 B NGFW L7 F2 ik Bt i)

e T A?

o Strata Cloud Manager Essentials

O AlOps for NGFW Premium 5§ Strata Cloud
Manager Pro

— &0 R A1 2 e Strata Cloud

Manager Lk TR 6 R vF 1Tk,

« NGFW,
(35T H

o PEFFhG, iE#:%) Dashboards (457554) > On Demand BPA (#4%: BPA) .

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse All Generate New Reports

v Completed (14)

Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname It Model It PAN-OS Version It TSFName It TSF Generated Date It

15 Aug 2022 at 01 1 user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01 1

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

14 Aug 2022 at 01 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01

14 Aug 2022 at 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365

13 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

13 Aug 2022 at 1 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 1

13 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01

v In-Progress (4)

Date Uploaded User Name It TSF Name Progress

TSF_1658 Uploading TSF file - 75% uploaded

v Failed (2)

»

16 Aug 2022 at 01:01:01
16 Aug 2022 at O
16 Aug 2022 at 01:01:01

16 Aug 2022 at 01:01:01

Date Uploaded

15 Aug 2022 at O

14 Aug 2022 at 01:01:01

EZ RN TN | s

©)  RTHHE AR B TSP SCPR R RS BT 1 (BPA) 4 4t |

user_xyz

user_xyz

user_xyz

user_xyz

Model i

User Name It Hostname It

user_xyz AMS-FW-2187 PA-5220

user_xyz TOK-FW-7365 PA-5220

PAN-OS Version It

10.1.2

10.1.2

TSF_1658
TSF_1658

TSF_1658

TSF Name It

TSF_2187

TSF_7365

TSF Generated Date It

Processing TSF file - 75% complete

+ Processing TSF file - 55% complete

. Processing TSF file - 43% complete

Actions

15 Aug 2022 at 01:01:01

13 Aug 2022 at 01:01:01
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]

192

©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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WAE, ] LLEEZ M Strata Cloud Manager Hia 7 i HSEEPEAL (BPA) FiZhaeac g2, % E
TR SZ R SCOE (TSF), 180T DU A R = 3 A 5K n A AlOps for NGFW 1191 #¢4= % 7 BPA
ik,

Jn] £ F 5 7 A B EE 2
BPA 45 Palo Alto Networks i i H: SEBR TR (5 I8 A 22 2R,  FRILeB & dalt . 27 e ixt:
SEEE AT B 1 A RIUA EB Y, 48/ S VO R B ARG T WM, AT R DA AR R e R R 4 1Y
R, P LIRS, HRh, o SEBd t REAG 2 A 3 N 22 2 rpu Dy S B 22 4l (CSC), 152
8] frz fE S R 4 T DABR b2 2 A 3 I S it st .

A BPA #i s
P L A5 R BT A 1 BPA fith
STEP 1| #£%| Dashboards ({57:#X) > On Demand BPA (147 BPA) .

STEP 2| Generate New BPA Report (455117 BPA #15) .

Reports | Completed (14) | In-Progress (2) | Failed (2) Collapse All Generate New Reports

v Completed (14)

Best Practices Adoption Summary Reports Generated Date ¥ User Name It Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187 PA-5220 101.2 TSF_2187 15 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:014 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01
13 Aug 2022 at 01:014 user_xyz TOK-FW-7365 PA-5220 101.2 TSF_7365 13 Aug 2022 at 01:01:01

v In-Progress (4)

Date Uploaded User Name I TSF Name It Progress

16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Uploading TSF file - 75% uploaded

16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 75% complete
16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 55% complete
16 Aug 2022 at 01:01:01 user_xyz TSF_1458 Processing TSF file - 43% complete
v Failed (2)
Date Uploaded + User Name I Hostname It Model It PAN-OS Version It TSF Name It TSF Generated Date It Actions
15 Aug 2022 at 01:01:01 user_xyz AMS-FW-2187 PA-5220 10.1.2 TSF_2187 15 Aug 2022 at 01:01:01

14 Aug 2022 at 01:01:01 user_xyz TOK-FW-7365 PA-5220 10.1.2 TSF_7365 13 Aug 2022 at 01:01:01
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https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
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STEP 3| Select TSF (i%#% TSF) Al Upload TSF ( I-4% TSF) “Cft.

AR AR T tgz SCPR IR R . AR SCPRRER,  EAR SR T RE TS 22 Loy B 1] o

J&JF In-Progress (i#t{7h) wEA TSF SCHMIIRES

© - ok BPA G 87 gk R g ek (TSF),

e BPA ki g PAN-OS piokcgy 9-1 s o e oA v 46 fi ity TSF skt i
=

Mo

* 4% Palo Alto Networks yyym /st - phap FIBENIAF (51015 2, 1%

AlOps for NGFW [ 4

%1 f Dy

STEP 4| {1t Fifii View Report (£ 754k 1) Completed (C5¢) , LAEAELER,

Reports | Completed (14) | In-Progress (2) | F;

v Completed (14)

Best Practices Adoption Summary

14 Aug 2022 at
14 Aug 2022
14 Aug 2022
13 Aug 2022 &'
13 Aug 2022 at

View Report eport 13 Aug 2022 a

In-Progress (4)
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https://www.paloaltonetworks.com/legal-notices/trust-center/privacy
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FERHSASE iz 1T R

FEART Ab 7T LA H 2 e T A?

+ Prisma Access (Managed by Panorama or e F2Zz—:
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+ Prisma SD-WAN Strata Cloud Manager app)

O Strata Cloud Manager Essentials
o Strata Cloud Manager Pro
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Monitor IOC Search

Search on a security artifact to interact with data just for that artifact. You'll get a record of t
Applications
Branch Sites Look up an artifact

Data Centers

NGFW Devices

Search On Security Artifacts

Enter a security artifact in the search above. Try something like:

# File Hashes (e
* URLS (e

* Diomains (e
s |PV4 Addr
s |PV6 Addr

B, MR L2 — S A, URLL kel IP Stk (IPv4 5 IPV6)

|P il

fas ] DAA B HEAS 1P sk sk /5 At 4% v 55 1P ik 35 shAH SR B 5 8., 185545 ok DL MU
o Gk 30 KA ARSI M2 P I £ 1P btk ) s K8

o S IP MR R T (VPR ) B &R,

« ¥ Palo Alto Networks B H FIES — 5 R IS A & IP 3Bk DNS 1§ 3k 71155,
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Wi#: Strata Cloud Manager

Summary

OVERVIEW TAGS ASSOCIATED IN PAST
Verdict G Malware Family

IP address 8888 Malicious Behavior

Firstseen 10/04/20, 6:08:07 PM

Lastseen 10/06/20, 10:54:43 PM

Examine how pre@emtm‘s 1P address is in your PAST 30 DAYS
network, and thegTtion you're taking when it's

detected.

(# Unita2NJRat ) (# Unita2NanoCoreRAT ) ( # Unit42Mir
€3 Unit42.RenameOr|Rebco&:: (
(_&% Unit42.DisableFileOpenWar...
(% Unita2.UsesDynamicDNs ) (4 Unita2ModityHostsFile )

P mssem ooy e, e e o

Review this IP address's activity and enforcement in your network over the past 30 days.

) (& Gafsv‘i)

Unit42.Processinjection :

Unit42.ModifyWindowsFire...
(4 Unita2 AutolT )

*&* Unit42.CheckForSecurityS:

# Request Response
11 *.24sboonline.net 8.8.8.8
12 “42.coffee 8.8.8.8
13 = . 8.8.8.8

Sk

Block Allow
13.4K
Total Seen
20K
2. 1K
Total Blocked 15K
2
2
11.4K :
. g 1000
Total Allowed >
z
500
o T T T T T
04/10 04/12 04/14 04/16 04/18 04/20 04/22 04/24 04/26 04/28 04/30 05/02 05/04 05/06 05/08 05/10

T S

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

Count Type First Seen Last Seen
4 A 5years ago 5years ago
2 A 5 years ago 5 years ago

3yearsago 3yearsago

few ERC NNl B DR ¥ E PRI [EOF - S LS S SO

R4 WildFire FEA 7 Hxt R 28 iy ik 17 752K
i 25 30 KN 5 1Z B KA TG 3 S5

o DA A 3R TG 30 S it ol 6 85 B
« R WildFire 77 TS 5, SCF T o9l Be P ) S .
o MNEEIEESLGIR YT WildFire 4222 il 41y DNS 30 .
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Summary

OVERVIEW TAGS

Verdict Malware Family (: _m Commodity.Ramdo_)'
Domain gmeigoiogeosyawm.org Malicious Behavior ($ unita2HttpNoUserAgent ) (4 Unit42ResolveSinkholedDo... ) (4 Unit42.DisableSystemProxy )
First seen 10/07/19. 3:46:07 PM

Last seen 04/14/21, 1:34:02 PM

DNS SECURITY RESULTS PAN-DB CATEGORIZATION

FQDN gmgigoiogeosyawm.org URL gmgigoiogeosyawm.org
Verdict Category Command and Control
Global Threat ID 107555572 Risk Not Given

TTL 300

Domain History In Your Network

Examine how prevalent this domain is in your PAST 30 DAYS
network, and the action you're taking when it's Review this domain’s activity and enforcement in your network over the last 30 days.
dete
e ——— L ———— e

Passive DNS History

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
1 gmgigoiogeosyawm.org 178.62.193.125 1427 A 7 years ago 7 years ago
2 gmgigoiogeosyawm.org 52.4.209.250 4,969 A 5 years ago 5 years ago

5years ago

3 gmgigoiogeosyawm.org 69.195.129.70 94,249 B yearsago

7 ye:

URL
T fi# Palo Alto Networks 7 #1174 it b i) URL 1538 82345 AT -

fied - AL URL 1Ll 22, #dis 45 - URL M1 PAN-DB 752819 DNS 2 =i K L.
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Summary Analysis
Summary
OVERVIEW
Verdict
URL https://universal101.com
Firstseen Unknown
Last seen Unknown
DNS SECURITY RESULTS PAN-DB CATEGORIZATION
FQDN universal10L.com URL https://universal101.com
Verdict Category Command and Control
Global Threat ID 136993848 Risk Not Given
TTL 300
ANALYSIS DATES DETECTION REASON
Start Date 04/28/21,4:23:42 PM Previously identified as malicious
End Date 12/08/21,9:17:00 AM

URL History In Your Network

Examine how prevalent this URL is in your network, PAST 30 DAYS

and the action you're taking when it's detected. Review this URL's activity and enforcement over the last 30 days.
. 10.5K

Total Seen

0
e Bl _4/—\_

Relevant Domains And IPs

These are all of the domains and IP addresses found with this URL. The findings here are drawn from all the traffic that Palo Alto Networks analyzes and global threat intelligence.

# Domain Name IP Address
1 universal101.com 204.11.56.48
— e e

Passive DNS History

Review all DNS resolutions and records that include this IP address — this data is based on global threat intelligence, including from third-party sources.

# Request Response Count Type First Seen Last Seen
1 universal101.com 204.11.56.48 4384 A 3yearsago 2 yearsago

2 universal101.com 74.117.114.119 [ A

8yearsago 8yearsago

7 years ago,

Bt - A URL A B3R S Msbry pe i,
AN

oW - BAE SR AT EE, b AR URL & H Y 22 i ok DLSCE T e URL A 21 S
ST LAGE ST 7 (B SO RL B R o 3 215 08
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Summary Analysis

Network Traffic (Global)

These are the web requests made globally for this URL.

# Method Status Request 13

1 GET 200 http://universal101.com/ 204.11.56.48
2 GET 200 https://subscribe.wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2=universal 101.com&tp3=Ive&cust  66.81.207.66
3 GET 200 https://subscribe.wellnesszap.com/px.js?ch=1 66.81.207.66

66.81.207.66

https://subscribe.wellnesszap.col

Files (Global)

These are the files detected globally that include a link to this URL.

# SHA-256 URL Size v
1 8e0aba2b8f07e972d47d47cc011595674394000fcébfbefed426b35eee5e699 https://subscribe wellnesszap.com/?skipEmail=1&q=&tp1=2POQ7BC1G&tp2= 106.19KB
2 c6b32a3ac818b621075f8d3eaed 1ee68b65887bc3b18c5cf42813a8fa3bfc499 https://wpwebpushonline.com/script/fsub_b780f44ff5e663aced4bc9d4935e5 7653KB

1017 KB

05b7ecbc22b73ac4e6bd809d4850dd3e5c768c605c5h4e6705a42594f80c2685 http://universal101.com/

Raw View

Analysis Raw File Evidence Raw File

[
{
"id": "package--395c1d70-2984-4fad-1f3b-2031bfdadf7c",
"macc_objects”: [

{

“analysis_metadata™: [
i
"analysis_type”: "combination”,
"conclusion™ unknown™,

"Automated analysis inside a web browser”,
2021-84-28T10:53:46.436289561Z",

"descriptio

“end_time":

"is_automated

"start_time

“tool_refs": [
sz

rue,
2821-84-28T18:53:42.4769999982",

SIS Ay
SCHPV T AL T SCIOEED . SCRIR PR 257 LI WildFire BEA /BT PEAIIG L. 65T LLTR
AR G5 A B T L FHE

S - AR S PUESE R BSFAEM 2 PGS P il k. BAlibn 40k v] AR %45
ZVES . BnaE ] IS INE 1 SO e 18 TR B A R TRsh sl T & — i
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Summary WildFire Analysis File Analysis ators
Summary
OVERVIEW TAGS
Verdict m Malicious Behavior (4 unit42.AccessLocalAdmins... ) (4 Unit42.nitialSystemDataEn... ) ( 4 Unit42.LocalNetworkRecon ) ( 4 Unit42.1PAddressLookup )
File Hash $dddas5t224F405b5c059222a32b7F2f8C3T1... W 26620 inAMSIBypas )
Firstseen 07/03/21, 11:23:00 PM
Last seen 06/24/22, 65121 AM Malware Family (# unita2.L.emonDuck ) Commodity.NetworkScanning
commodity
Source N/A
Class % Malicious Behavior
Group N/A
File Hash History Hits
LastHit 05/03/21, 11:50:23 AM
Examine how prevalent this file is in your network, and the action you're FILE HASH TREND - 30 DAY
i B Y ) L 1l N/A
taking whenit's detected. Review this file's activity and enforcement aver the last 30 days
Description Samples exchibiting this behaviour connect to an entire
ates they are attemp s 3
) smeti gwill match on files
which perform wide ranging scanning against large
Total Seen

WildFire 7787 - VMG FEA (OCfF) £E WildFire 7> iifal g 280 . 18T A BREARPIESRS B FE
ATy Brad A b 21 U £ b DL AE 20 BT A B e AR BRRE AN 91 70 38 n] LLECR WildFire
FEA T BT ST IR) Fli B 4> e 72 HELRE 1 e
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Search

Search on a network artifact to interact with data just for that artifact. You'll get a record of the artifact’s history in your network along with global analysis findings.
9dddab5f224f405b8c059a2ea32b72f8c3719954a6c59bafesfc6805b0b317b

Summary WildFire Analysis File Analysis Network Sessions Coverage Indicators

Select an Environment

One line description of what this selector does i.e pick the environment.

Environment Environment

o Windows 7 x64 SP1 Windows XP
verdict: (N0 verdict: [0

Why This Verdict?

Sample produced a combination of behaviors which have been associated with a verdict.
» Connected to a malicious domain
e The action of sending a DNS query.
* ackng.com

loCs

WildFire detected these loCs during sample analysis, and considers them to be threat indicators because they are predominantly found with malware.

s sllbaastionabaqugcting to 2 URL.
) A J—

x-wf-matched-ssdeep
[
"base_type",
"id*,
“family”,
"matched_ioc_hash”,
“ssdeep_value”,
“type”
1
Domain: info.amynx.com
Domain: ackng.com
Domain: info.zz3r@.com
Domain: zz3r@.com
URL: ip.42.pl/raw

Domain: info.ackng.com

Behaviors

These are the behaviors the file displayed when WildFire executed it in an analysis environment.

Behavior Actions & Observable Objects ¥
> Created or modified a file 3actions (130 abservable objects)

> Created or modified a file 2 actions (81 observable objects)

> Created anexecutable file in a user folder 2 actions (10 observable objects)

> Connected to a malicious domain 2actions (9 observable objects)

Causality Chain

@M‘i‘“’“ click node for more details  +
O Actions

5 Behaviors

{whice= @)

P —— A 1actions (17 observable objects) g

- {cmriueaz‘- { neteve ) lf/netlexeo‘l
. Xus :muima:{ [ netare ( netLere @)
Strata Cloud Manager A7 : © alo Alto Netwdrks, Inc.
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SRS - HeBHAE WildFire 0 BT 3ASE i TREA L) Al 74T

Bt - FEHEAL E AR P, AERPIEE RATIR, W LUFRA T PIE, Palo Alto Networks 2
A BCRER FEABE T — A, RPN, M B,

File Analysis Overview

Verdict Request for Verdict Change Type Microsoft Word Document
SHA256 f7d2a5bb%043a4e682d8%faceed47beF6e95329c2824062a162085ba302e362e1 Created 01/13/22,12:58:50 PM GMT+5:3
SHA1 6ef14c96a692412127fc3e2293c0b5181dc50acd VirusTotal Search on VirusTotal
MD5 7ad462837aa8c8472a690307a0415c77 Size 503,2%6 bytes
ssdeep N/A Finished 01/13/22, 1:00:00 PM GMT+5:30
Imphash N/A Region us

Compilation Time N/A

FAS AT - §A O HTE WildFire 73 BrBg chi gy SO 2 BT B R SR A 2 R 3RIE B
B M IO TE) A LA ] B ST S e AR SR G FURYE ST RIS, A B Al B 7R
SRS TR

File Analysis Overview

Vet [Lishre] Tive RAR Arctive
shnase s Crested
sar R R — VinsTot
Mos boTcoc22830e540070590550180080 sue
sdeep - Finished U022 2ABRPMGHT 530
mphash N Region s

CompilatonTine na

Static Analysis - Suspicious File Properties

& Behavior Description ehaviors | Risk

1 Avchivecontsins xecutables

Informationsl

&
°

2 2 0 informationsi
0

Aschive contains sample found tobe mahware. informational

rchive File Analysis

STEP 1: SELECT AFILE

File Hash Tive. size

3372000

M PR - i .o | 2o

MESEIIA T - BAFCIEL PR A ) WildFire 1797347,

Observed Behavior

Windows 7 x64 SP1 | interium/Injector.exe
WildFire observed these behaviors for this sample. Behaviors are assigned a risk level, and example behaviors you might see include whether the sample created or modified files, started a process, modified the registry, or installed
browser help objects (BHOs).

# Behavior Description Behaviors Risk

6 Started a process from a user folder User folders are storage locations for music, pictures, downloads, and other user-specific files. Mal... o] low

7 Created or modified afile Legitimate software creates or modifies files to preserve data across system restarts. Malware ma... o] informational
8 Started a process A process running on the system may start additional processes to perform actions in the backgro... o] informational
9 Scheduled a system task in Windows Task Scheduler Windows Task Scheduler is a service that automatically launches applications in response to event... o] informational

The Windows Registry houses sysf informational

ENASNT - VEIRL A SCAF,  SEIUSZ 3 I OB DnAs S ANSE R BT AR A i M iy 235 3 L
LA T SR R G R AR S 41,
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Dymaic Ansyis- Actity [oersine]

File Activity 71) Process Activity (41 Other API Actvity (67 Mutex Activity 3 Registey Activity (39) DS Activity (3 HTTPS Reques

4 Contdence Pacent process Act Puameters Benign | Graware 1 Mabw

B N\ Notimersting chostone Detete oo, a2 2 a2

m scostoe wite 0 0 )

13 Infctorexs PUdI-EALE16247CE48CBC171CCDIFAITECSADIBAIFCBOCODACE.. 1 0 z

1 « WindowsSysiendz MiccsofLsshostsh e 1 0 ’
s o

Configence Twwe Sequence Vatue Benign Grayware | Malware
PN o s.vicous ) Oter AP ActL. 136 2568 08 saa195
PN o <..oicous) OtherAPIACiL. 134 i 140 29 7815
I © <..oiccus) Other apiActvL. 129 sample e, ZuCresteSection, Windous\SysWOWEA\syncu 8 1108 109 59208
144\ Notinteresting Fle Activity %0 sample.ene, GetFlleAttrbutes, users\AGinistrator desKtop 122826 27% 318548

samplere, LosolibraryExy

25 318721

S RN - BH ML Advanced WildFire FiA CRIBEIZITIRN NAE T, RERMWLAT BLRR 7 3h &
IIHT. O ARSI BTHIRE AR AT AR, X 0E MR T R g [, TR R Ik s
FUBE A R IBU o J8 7T LB R GBI 7 O O A5 R A T3 A T )5 73 #T

Advanced Dynamic Analysis

Behavior DNS Activity URL Activity TCP Activity Process List

Windows 7 x64 SP1

# Behavior Description Risk
1 Identify System domain DNS controller Identify System domain DNS controller on an endpoint using nslookup LDAP query. This c... 0
2 Checked system language settings Microsoft Windows has language locale settings stored in the registry. Malware often che... 0

G2l - RIStk (AR SEHR R 1A R s A4S R, 1R
WA EBLAN R v, LSO AR R R A B Ry

8 O - R AR AR 2 A B VO DAVR (S BT XS B PR 4P 200 o 8 n] LA B FRC S 3 A
B 28 45 LSRR A5 ] ) URL,

Domains

Palo Alto Networks currently provides these domain signatures that protect against this threat. Content Versions Daily v

# Category Signature Name First Version Last Version Current ? Create Date

1 Malware generic:info.ackng.com Yes 03/19/2019, 2:40 AM
2 Malware generic:ackng.com 2994 3448 Yes 05/28/2019, 9:59 AM
3 Malware generic:info.amynx.com 3378 3381 Yes 06/12/2020, 3:41 AM
4 zinfo.zz3r0.com 06/12/2020, 3:41 AM

URLs

This is the URL Filtering coverage that Palo Alto Networks currently provides to protect against this threat.

# URLs Category

1 jsonip.com m\ (Low Risk )
2 ns2.linode.com (LowRisk)

3 info.ackng.com (Malware )

4 42.pl Personal Sites and Blogs (Low Risk)
mersnnal Sites and Blogs ) ( Low Risk )
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https://docs.paloaltonetworks.com/wildfire/u-v/wildfire-whats-new/latest-wildfire-cloud-features/intelligent-run-time-memory-analysis

WAL Strata Cloud Manager

fabn - EEABMSIIFabs T, FEbRiRHE TR T o2&, Bk IP Huhik, URL. H QR
PRk RN AR5, RS SO bR e R ] 5 o e 1 mT %,

Domain

# Confidence /! Indicator /!

1 N infoackngcom
2 A Highly Suspicious [EFE]

m_ ns3.epik.com

A 2 Highly Suspicious il # 4 Suspicious

These domains - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

Matching Indicators ! Benign I Grayware /!
0 0
97 5
555 43

IPv4

# Confidence 1 Indicator I

1 88.214.207.96

2 127.0.01
URL

# Confidence ! Indicator /1

1 A Highly Suspicious [EEEITE

w

| el

2z3r0.com/e.png?id=GVZ823834177364.GVZ823834177364 local&ma...

These |P addresses - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

Matching Indicators /1 Benign /1 Grayware |
30 1
273674 891,030

A 1Highly Suspicious

These URLs - seen when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

Matching Indicators |1 Benign 1 Grayware 1
0 0o
104 7

User Agent

# Confidence ! Indicator 1
Python-urllib/2.7

B

/

Mutex

a compromised network.

# Confidence ! Indicator !

1 Q Interesting. testmutex_{DOEBSEDF-985E-4907-B7FB-2D732C3FC3B9}

2 _ Local\c:lusers!jgs9cbre: i icrosoft!wi I
Lopmmmememe wiinsdssedsiol zppdatal icrosoft!wi

A 1Higniy duspicious

X» LIUSPICIOUS

Malware 1

233

Malware !
234
499

28611

# 2Suspicious

Malware It
277

7,528431

56!

These user agent headers - seen for HTTP requests that were sent when this sample was executed in the WildFire analysis environment - are predominantly found with malware, and can indicate a compromised network.

Matching Indicators /! Benign

26246

A mutex (mutual exclusion object) allows programs to share the same resource, though the resource cannot be used by more than one program simultaneously. These mutexes are predominantly found with malware, and can indicate

Matching Indicators /i Benign II

1 0

e ——

Grayware !

Grayware !/

Malware 1

54432

Malware /!
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-branch-sites
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-branch-sites
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/add-a-branch

Wi#: Strata Cloud Manager

e Prisma Access
e Prisma SD-WAN

7y 73k 5 (Prisma Access)

i%#¢ Branch Sites (77 utisi) > Prisma Access, LLEE G TIRIABERE, I
1B EAE A Prisma Access {715 119 FIT 4 38 £ I 24 179 1 F 7 1,

Branch Sites

Sites by Status (34) Bandwidth Consumption Trend

Bandwidth Consumed

114.83 Mbps 95th Percentile

Prisma Access Sites (34)

St Mama

bm‘uﬁF%HTLTA’HLL» iy VA REVENT DU LS B PG B, B o WM RIS iE
Tﬁ?ﬂmhﬂ% NGST TM%%J&&H%*D%ZJJFHF HRCE RRE B TR DL . A7 I B/ NS R
1$2HE]1RFU§, Iﬂgﬁ R A28 73 <7 3k o,

f&arLh

o OREE BRI AT

o AT TEIH R B

o BEAEMN Prisma Access Vi, ARG FEAT 0 S DA A A EAE B

o FTIF IPSec 2 1L s A SR VEANMS 2, B AL S rh AR SPN 19T B8 IS REVELN (S 2.,
o B R B E H AR

. ﬁ%ﬁﬁﬁﬂjﬁ%}\ IBATIRGL . EHERNERENS L.

7y 373k 5 (Prisma SD-WAN)
&) LIAE ION WA RIIA 5 e vh 5 2 A sl 2 J5 20 7l ot Prisma SD-WAN i) 25 37 sl i g2 4 DU 1
K.
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https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-branch-sites
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/add-a-branch

Wi#: Strata Cloud Manager

o el S H B B ER L 00 S vk AT P 2R 1 IE R IR S L S B RO S .
PN AT AN Y EP S
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o BCEE USRI,
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/site-summary-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/prisma-sd-wan-ports-and-interfaces/vpn-keep-alives/configure-vpn-keep-alives-for-secure-fabric-links
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-predictive-analytics-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-predictive-analytics-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/site-summary-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/prisma-sd-wan-predictive-analytics-dashboard
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/bandwidth-utilization
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/transactional-stats
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/new-flows
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-application-visibility-and-reporting/network-tab/network-activity-charts/concurrent-flows

Wi#: Strata Cloud Manager
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-data-centers
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-data-centers

Wi#: Strata Cloud Manager
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https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-data-centers
https://docs.paloaltonetworks.com/prisma-access/administration/monitor/monitor-prisma-access-in-strata/view-and-monitor-data-centers

Wi#: Strata Cloud Manager
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https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/add-a-data-center
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/get-started-with-prisma-sd-wan/deployment-modes
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-branch-and-data-center-routing/prisma-sd-wan-multicast-routing/create-a-wan-multicast-configuration-profile
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-branch-and-data-center-routing/prisma-sd-wan-multicast-routing/create-a-wan-multicast-configuration-profile
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/configure-circuit-categories
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/configure-site-prefixes
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-stacked-policies/add-a-path-policy-rule/configure-user-id-policies
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/manage-hub-clusters
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan/prisma-sd-wan-admin/prisma-sd-wan-sites-and-devices/set-up-sites/manage-hub-clusters
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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i H the Strata Cloud Manager app) &% AlOps
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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« NGFW, fffh %k NGFW #7825 ) | o AlOps for NGFW Free (use the AlOps

I H for NGFW Free app) = AlOps for NGFW
Premium license (use the Strata Cloud
Manager app)

O Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

o BESGHAEEI,  ANRAGE AT E AR BEGB AR 7 DA S BRI A, 1 B A
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FHL4 Incidents & Alerts (¢ FIE4R) >Incident&AIertSettings (A RIEAR ) >
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Alert Notification Rules
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Forecast and Anomaly Incidents & Alerts
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Strata Cloud Manager) Manager V5 R AL
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O %) Manage (45P) > Configuration (fici#) > NGFW and Prisma Access (NGFW Al
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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Configuration Scope: Prisma Access v Overview  Security Services ~  Network Policies v Identity Services v Objects v Global Settings v %

= Security Policy

Qverview @

Prisma Access Syne Status

Remote Networks » DNS Security

» URL Access Management

« File Blocking
ers).
GlobalProtect .
HTTP Header Insertion

JARDING

Service Connections
R N aboard Maobile Users (GlobalProtect)

Jboard a Remote Metwork
Variables and Zones Onboard Your HQ or Data Centers
Use variables to manage configuration settings that are device specific

Create Your Security Policy
O 0 Associating profile groups to policies
Variables Inherited Zones

Enable Decryption

Set Up SAML Authentication
Configuration Snippets @
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BHE : NGFW Fl1 Prisma Access

Configuration Scope: Global +

Configuration Scope b 3

Folders Snippets

Search
Global @
~ Prisma Access
u ¢ ~ Mobile Users Container
GlobalProtect
Explicit Proxy
Remote Networks
Service Connections
« All Firewalls (3)
+ Department (3)
« Engineering (1)
3 PA-3440
« Finance(2)
v
=

£} Folder Management

(e RN

i Db ] A 2 T4 2

« Prisma Access (Managed by Panorama or X BV AT E R ) RN #2445 Strata Cloud

Strata Cloud Manager) Manager v [R] ALFE
« NGFW, Gl # NGFW #0253 8 | o Prisma Access
I H .
O AlOps for NGFW Premium

O Strata Cloud Manager Essentials
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East Overview

Welcome to Prisma Access Cloud Management. If you're just starting out, follow these steps to get your environment u
running.

Variable & Incomplete References

1 0

Variable Incomplete References
Config Snippet 3

D East

1 snippet-54386
2 snippet-common

3 snippet-policy

[ USA(inherited)
(3 Firewalls(inherited)
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RS B i s 0 Bl i 7T 25 1

LD BE V& 5 | B2 20 2 Ry VE BV AT An] 5 DA I elox) 52, 4% JLE 22 21 Prisma Access Al
NGFW [5 ki o 33X 6 4 Jag J0 ] Y 1) 526k S R BC i vl G AT A AR B . 5 2 ey 70 BRI A SR P AR
BeWE AN 2 R RS B, I SRt o2 2 Ry v Bl A ARG By e SVt 52 ] DAAE B i b ) AT A (RS B vh
51 H.
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STEP 1| &% Strata Cloud Manager,

STEP 2| %% Manage (i) > Configuration (fici&) > NGFW and Prisma Access (NGFW 7l
Prisma Access) > Overview (M%) |, JEEFFACETEIHE LA Snippets (fCRSEY)

STEP 3| Add Snippet (ZsinfCrGEy) |

Configuration Scope: All Firewalls v Over
Configuration Scope X

Folders Snippets

Global-Default
Recommended-Best-Practice
0365-Best-Practice
Explicit-Proxy-Best-Practice
Enable-RBI
SaaS-Enterprise-Controls
Auto-VPN-Default-Snippet

ZTP-Default

Web-Security-Default

Snippet-PA_VM-200

Snippet_MU_RN

snippet-99-212-RN

test-snippet

global-1 4
pa-1 =

4 Add Snippet
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STEP 4| A Crg By
1. ?'ﬂiiﬁﬁ%%%?'éﬁ—/l\%iﬁﬁﬁ/ﬂ Name (#75)
2. (i) HAACRSE: Description (3EH])
3. (k) A Labels (55%5)
T LR B AR, o] DU B A S G A AR SR B TR
4. Create (filli) .

B S B SUAE Local CAMl) BB R, RAVESE G, EATRE 2" T A
(AEIE S

- Predefined (8)

Web- Security-Defauit

[€3) Giobal-Defautt

[£3) Recommended-Best-Practice
0365-Best-Practice
Explicit-Proxy-Best-Practice
Auto-VPN-Default-Snippet
[€3) ZTP-Defautt
Saas-Enterprise-Controls

~ Local (2)

global-1
Dot

STEP S| G BLACIE

TEIAEAE T2 A By AL V0 B Y o A A A B 7 L P 20 S BT A A Al 1 1A B

AL EBEEE N, B LB EISE: Overview (HEWE) | DITEE A %L B IR0 1S )2

THEAR BB ﬁ%ﬁﬁ%?ﬁﬂh%ﬂid‘zﬁﬁﬁﬁ’ﬂn% Ll&'ﬁ@’rhﬁ%f”?@ﬂfﬂ’]ﬁﬁﬁﬁ(#% %
MBI F 5 L
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STEP 6| REL(CILEL,

1. %% Manage (&'#) > Configuration (/idi%) > NGFW and Prisma Access (NGFW
F1 Prisma Access) > Overview, JfJEJFACIE JEHE LIE & Config Tree (ACiE#H)

2. IEPFEEO AR B BRI SO e B R A

3. %% Config Snippet (filE(CHLES)

4. URINEESCHRAY AR By AR I TR S AT HEY
AN GLAE A RS B DRI E A Jry Y, ARG B AR Sy ] 5 | L ] BE AL i BT A7 LA AR
Bl . P A ARG B S 6268 5 | TG AEBT 21 22 J5) SU e (RS B rh g %) 42

5. Close (kM) .

Associate Snippets

Objects with higher priority will override conflicting values

Snippets

a
)

SaaS-Enterprise-Controls v

1

2 Recommended-Best-Practice v
3 All Firewalls (inherited)
4

Global (inherited)

STEP 7| Push Config (HEZRBLIE) KI8T Al i 0 Qi 22 BRI X 45
U

EUUEI A B AL E .. RS RSk,

AT LIIBRAS T 5 SO e 158 ik 24 R BRI 118 SRS B
STEP 1| 3% Strata Cloud Manager,

STEP 2| 4% Manage (i¥P!) > Configuration (fili“t) > NGFW and Prisma Access (NGFW 7
Prisma Access) > Overview (H%) , /@Al LR LLA A Snippets (fWALDEL)

STEP 3| EHEEELWILE:,
AL G, BB ) 2D B Overview (BN
STEP 4| (wik) i CigE LifEd Name (%#%) . Description (i) | o3& ki y @Eﬁﬁﬁ

Labels (#+%45) . J& M 2025 1] Pause Update ({3 ¥ Hr) | lﬁﬁl’_‘lﬂﬁ LR HRIE T
2,
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STEP 5| %%%H Snippet Associations (fUIZE:SCHG) |, BAURDE 5t So ke, 5% ol & di B e Bk,
OB AD By 5 L SR S0 sl A R SR

A P RS B2 T S I 7 e LB FH S

Snippet Associations Search &

[ USA

STEP 6| M P55 xRS B A i B A T (T fn] S LK,
STEP 7| Push Config (Mt3&h1E) .

o £ R 5

MBSy B SRS B LA iE I A 2% o e AUCHGH IS BE S AT BG kg« SOfF R sl &y 52
BE, NG ER SLMIBR, A SRR AT SO IS B

STEP 1| &% Strata Cloud Manager,

STEP 2| i+ Manage (¥#) > Configuration (fi’l{%) > NGFW and Prisma Access (NGFW Fil
Prisma Access) > Overview (Hf%) , £ JF Configuration Scope (ficiE& B[ LIA G

(CIES
STEP 3| FdsMibriy B 2 SIS Be iy = AN R 16 1
Configuration Scope: Global + Overview  Security Services »  Network Policies ~  Identity Services v Objects v Clobal Settings ~ ¥
Configuration Scope ¥
Folders Snippets

5

Prisma Access) O
Labs
/5000 Users @
1 si
ic
Ger
Pris
| Web-S o
' Clou
- Clou
[€3) Test Snip @ Clow
Delete
Lice
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STEP 4| Delete (M%) iZfCHEE:

O LML SRR, BB A RI (URYBE, ¥ itk Snippet
Associations ({CRgpySCRE) | LIRS ILAT GBE, ARG BRI,

AN
AR A AL LA AR BEPE AT RS BE RO, ) o] DA A Moy S ol A A0 M T 0T 5%

SEPEM IR BN G R et SCPFRBETZ A SRIG, PRI n] LA i Hedb 17 B 3, MR an e
AR Gl WAL ICIE PR 5

STEP 1| 3% Strata Cloud Manager,

STEP 2| %+ Manage (%) > Configuration (fidi{%) > NGFW and Prisma Access (NGFW Fil
Prisma Access) > Overview (%) , JfEJF Configuration Scope (fiti& 5 LI E X
B,

STEP 3| B E iy [0 ACRE B =/ e 16
STEP 4| Clone (wif%) fURLE:
1. (k) RNvalErg RS B — AN Hr A K
s ARG B

T RE N AT 2 AL IR BE AE N AT A AL sl B B 0t 1 —FhouRs i RIS 5k, 8] UK %
AL E R AF A BORACRS B, fE& P ik P AR AT L 2 (A JL 520X SE Ui, b D) B A B [ Al
PR R S LA RO R 2 O RS A D,
BEst, LEEhRESZFER L 2R A L sl AT R L E A B, RS Al T T T i i A BRI
[
TERENEZR b, R ARG ST Bl 8 R SL RS By, T ) - R I MR AT e AL B2 i AR ¢
STEP 1| % 3% Strata Cloud Manager.,
STEP 2| fekAipgfl/ E, &%t Manage (452) > Configuration (filii) > NGFW and Prisma

Access (NGFW 7il Prisma Access) > Overview (HE%) |, #KJ/5i%&#¢ Global (42)%) Al
.
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STEP 3| {ERLV ZIAVEENTAS (E © AEVT & R ATE L Z I e d, DASRBLACR BE L =,

1. #.35 Trusted Tenants for Snippet Sharing (F] VBB =iy nl {5 F1) FiY Subscriber
Tenant CIT[EEFLF)

e Global w verview  Security Services v Metwork Policies v Identity Senices v Objects v Device Settings v Global Sewtings v B

Overview 0

Configuration Snippets @ General Information

1 3 Globat-Default
3w ccwrity-Detault

License

Prisma A

Edition
Trusted Tenants for Snippet Sharing @ Prisma Access Ent

Expiry Date
2 1 Firewalls
Publisher Tenants @ Subscriber Tenant @ e

2. Add Subscriber Tenant (Zsinil [ f )

3. AT PR TSGID, 285 Check TSGID (K% TSGID) . iXFE ] LA {5 1F
BEBLA R TSG 236 T TSG ) 51t Yot

BBAEST, —2cNH R & TSD ID Cal i ik
Add Subscriber Tenant x

2
Add Subscriber Tenant Generate Pre Shared Key

Step 1: Input the TSG ID to Add as a Subscriber

TSGID *

Cancel

4. Next:Generate Pre Shared Key (F—4 : AL =&
AR PSK, e 4 HhIGIE R AT AL RS, 0B s Al PSK,
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Add Subscriber Tenant x

Add Subscriber Tenant Generate Pre Shared Key

Step 2 : Generate Pre Shared Key

- = ]

Enter this Pre Shared Key on the subscriber side of the tenant.
1. Go to the Global scope Overview

2. In the Shared Snippet widget, click on the publisher tenant
3. This tenant will be shown as in pending status, click on it and enter the Pre Shared Key

Close

STEP 4| HFIITRAL, %P Manage (F53) > Configuration (fii%) > NGFW and Prisma
Access (NGFW Fil Prisma Access) > Overview (HE'%) | AR5 Bc i /8 & E N
Global (4=f7) .

1. Trusted Tenants for Snippet Sharing (fCIEE: =2y n]{5HL /) FiY Publisher Tenants (&
AL RS E/RN Pending (140 )

Configuration Scope: Global Overview  Security Services v Metwork Policies ~  Identity Services ~  Objects ~  Device Setting

Overview @

Trusted Tenants for Snippet Sharing @

2 1
Publisher Tenants @ Subscriber Tenant @

2. #Hii; Publisher Tenants (K AipGfL") , f Enter Pre Shared Key (i AT L =%4]) (%
B A gy) |, #RJ5 Validate (3GAE) 1T H AL .
AR TG, &R — 28RN RL P N al (S, IR LT B % 5 R AT i R 2 [a) AT
&1L,

Publisher Tenants @

Publisher Tenants (1) m
Terand Wame Stan noo Last Uptated MLP Temant Prutishe Srippets Ao
[u] Orenpp PA_ ) Sulwcriber vabtaton pensng | Emter Pre Shared Key - MM T I e L

Strata Cloud Manager A[] 258 ©2025 Palo Alto Networks, Inc.



B NGFW #I1 Prisma Access

STEP 5| [T [ &ML P R AT EL
1. QRSB R L 5 SO RISk
BT CRSBE FTE Local (AKHh) fURDEY T HH),

« Overview (K% &Ik BRI EANS S, GlanA R, fik. G a] (ET
H S I ACHD B 1E]) - S T TR MR AR VRS B

 Subscriber Tenants (iT [ HfL/7) IR B/R- AL ARk BLP LKA, EXRRAG
H AR AR AS

#.i: Published Version (LU AilliA) K& BCE Ak,
TE ML KA B, 2 i, Add Subscriber (ZshniT %) I Save (f£:47) .

« Version Snapshots (FACHIZ)  FE AL RS Bl i (7 Dy SR il sk o AEBEBE mivby, #8mT LA
FhCE R Sk AlE T HLEL,  HF Save Version Snapshot  (PRAFRCATRIR) | Bis
Load (k) ST E b W DAE okl i, By Version (FiAR) SREBRELE 2457 .

* Audit History (#%75929050) S0V EE GRS P A#IE # iHdR. BidsE4s
B B RATHIA S« BTy k. AR TRIPT A . AL A H IR (] LAK 38 T ) A,
RS

2. 7t Subscriber Tenant (V][5 fil/) &~ F, &£ A FRIF Publish (AR

XL RATE KA IRGAT R H R o AF Status CIRZE) b7 “ AU By LU ) K AT R 1T 1]
H7, UGB AL TR ATR IS B MOt

Overview @
- o Tomorts v St
Subscriber Tenants (1) [ T O OceteSubscriber  Add Subscriber -
B Tenant Mame Putiared veron [ ] 5P Tenant Staten
=] nippet_sharing M1 L] N Push o sbscriberial pendng
X
Overview 0
Dvervew Sutririber Tenaty Weruion Sragahoty Aot H
Subscriber Tenants (1) T8 . m
B Tonsnt Name Publahed vhrsien Lot Pubiaied Duta e T—
" mall weppert shareg ( 2004-May- 29 221752 67 [ [ Pubtatng o peogress.
Overview 0
Overvew  Sinorber Tenants Werson Srugtets usdt Hisbory
Subscriber Tenants (1) .

Terant Namat Publabed Verscn Lt Pubsiabed Oista M5 Tenant

B v— et g | ) 1 2004 May 79 221758 5 o [P ——

STEP 6| {EAT [ 45 FHL™ 37 TR

1. #%) Overview (#{%) > Configuration Scope (fili& 5[ ) > Snippets (fUHGEY) |, AR5
1t Subscribed (U7 [ RSB Rk AL L,

Tk HE 1 AU B Overview (HESE) |, L RoR FARMREHLT R4 FR, Hifl. TSG ID.
FCRS QIR [A) . B R STUHTI [A] . ARZE R (5 SORTPRAN (5 8 S5 VRIS B
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STEP 7| MRS T,

550 B K S R IRIT LT B AR B A BE sibe,  ASBEM R,

1. BEST & SO AP

2. 1t Trusted Tenants for Snippet Sharing (] U E I =iy u] (S HLF ) 1§ ¥ Subscriber
Tenant CIT[EERLF)

3. %+ Tenant Name (FLJ"4F%) |, R)5i%#E Delete Trust (MIBRGE)
MRS TS, ZANAE O AN 515 KRS o S 96 Bk, S BN AT B,

(AREISFES
o O X: A4S Strata Cloud Manager H1 7 &5 AT LAy ) iX SEACRT By, (i s i SE R O i PR s 4
BT KRR

o KM XSGR T RS BUE LT IR, RIS AT R AL I
o CURAN © AR RN B AL R] DA T e S AR B, 3 A Rt B T 1 v P e
o OATH: XLEAASE A AT PG AL 0, AT DA P ek, (LA S 4R

Configuration Scope ¥

Folders Snippets

= Predefined (9)

ZTP-Default
Web-Security-Default
Glabal-Default

= Published(4)
]

global_snippet_1
[£3) snippet-pub-sub-1

~ Subseribed (3)
global_snippet_variables_1

auto-snippet-share-1

+ Add Snippet
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WH AR

{5 ] AL W LA 2 wERM A
« Prisma Access (Managed by Panorama or X LEYERTUE A B — AN B £ Strata Cloud
Strata Cloud Manager) Manager V5 A AL

« NGFW, tfith it NGFW L de ko i O Prisma Access
7 I
93 H O AlOps for NGFW Premium
O Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— &80T RN F ) fiEStrata Cloud
Manager e T 18 1 A9 7F vl ik,

(PSSP STVAS & TIAHIE LS VEIN NP E

ARt ME R TR, SOV ERCE, R e VR R M5l MR O Y I (M P

B A RVFRIEA T AT B Betics, [ e VR 5 S R B (T ) s sl e T &
AERIERE

Bihn, AT — G AR E S SRERABCIE AR B, Herb RN R & e — AR E T A
HOBLAZE B Kt . (AR B b, AL IR, DB AR 1P JE Rl 55 S i 1
ARG T . AERXAOL T, T DO RN E SR AR R IP JEE G — e, IfAE
AR IR D B G h (0T %A i, X SO VFI A BN R L S, () IR (51 5 A0 ) A B B Rt 7 15
B B R I AL A

HILESCAF I 88 el KBS G € A i, SO R B AR B, 23 e ph ik A%
FIRIT AT STk oR, QAR ST e AL IE VT B b A S A A 1 28, B KA 0 8 4 DA 5 ok 5 S Y
SPGB, BT DMERE SR 8 i KRR TS Ak AR

SERFLL T I AR Y ¢

AS %5 BGP AL (E I F 6 A G5

T i A AR E AR ) S 5

Device-ID M AR/ 3 T M (HA) Bl b o Bl se & I e JUE ) B 1D,

&Lt BRI TRl KSR RNAE " EB- 0307w n] HIPE (HA) i o
PSR ENIDRE By

i KARH SAENR ST 5 (QOS) ML i ST 1 i v 1 A% Hi fe A H

FQDN SERIRITEIE A
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BHE : NGFW Fl1 Prisma Access

T4 1D = IR 1D,

IP %X 2% e i s 1P el 25 ik

IP Ji IP 7. 40, 192.168.1.10-192.168.1.20,

IP S il £ RVFEEZL L IP Mtk IP #EfS. G, 10.0.0.5/255.255.0.255,
R ARAE AT SD-WAN BC i A (s 4 B A i .

Hoolkt 0 199 ZIEI1 ¥ 7 k.

iy 11 Pt 11 2 H AR 1

QoS fi i S HT QoS BLIE ) QoS A i 3T,

R MR FEE R AR ER BB . B, DoS PRIFICIE SRV E R,
# s 1D DIZ AR 1T R G I A S L (BGP) I Y 1 231D

e LURD 9 BT o, T A fd ok S (I R

g5 X 7Rk IX .

T v DAAE S F5 AR S i H S B IR AR

STEP 1| %% Strata Cloud Manager,

STEP 2| %% Manage (§P!) > Configuration (fili#) > NGFW and Prisma Access (NGFW 7
Prisma Access) > Overview (MEU) , RS540 b G g Ar i i i i v el

f£ Folders (SZf3k) i, GE#F 2O H AR Ry SO R sl % o
{t Snippets (fUR%EY) b, IEHEONHLANHAS (R UG B2
STEP 3| f£ “AZR"iarh, M BoRiyAe it .

STEP 4| Add Variable (shniss) .
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STEP 5| A&,
EARGIF, B —A IP RS AR &, FHAE G A A B 1 st bk 52,

1. AT E Type (R |

2. SRR M ULYEY) Name (7R

T A28 w44 Lk $ k.

3. (k) NAEH A Description (i)

4. %y AAZHE Value ()

5. Save (f&ff) .

Variables
* Type IP Netmask v
$internal-lab-storage
* Name
Variables need to begin with '$'
Description IP of HQ lab storage
* Value 192.168.100.10 v

* Required Field Cancel

STEP 6 | #4745 & s hn BRIy Bl i v,
ARG, B LG $internal-lab-storage 28 & i £ bk % G i v,

Addresses

* Name lab-storage

Description lab storage IP

Type IP Netmask v

$internal-lab-storage v

* |IP Netmask Enter an IP address or a network using the slash notation (Ex. 192.168.80.150 or
192.168.80.0/24). You can also enter an IPvé address or an IPv6 address with its prefix (Ex.
2001:db8:123:1::1 or 2001:db8:123:1::/64)

Tag +

* Required Field Cancel Save
STEP 7| Push Config (/i) . (=]

S AR &

{EAn] fb W] DLRE L 2 e A ?

+ Strata Cloud Manager O AlOps for NGFW Premium ¥F iJ i

O Prisma Access ¥ nJilE
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il CSV ¥ Ar 5 A %) Strata Cloud Manager 1, 2885 A B A M4 185 K BS11E
8 B K U\Yﬁﬁi’%)://’t LRGN 2 AN, BT AR B K RS RO O L ) 2 N AR

A IO S JZ R SR gk ik, s e B KBS E e R AL E N A S A B, N FrE
B XA LB A AR
STEP 1| &% Strata Cloud Manager,

STEP 2| %+ Manage (‘5Pf) > Configuration (fili®#) > NGFW and Prisma Access (NGFW Fii
Prisma Access) > Overview (H#f%)

STEP 3| 1F “ZApi " h, dy BBt #.

STEP 4| %4 CSV Export/Import (CSV Si/S A) > Export (i) LIS H & G &,

Palo Alto Networks HE & 1 9 S I & w5 AR 1, X vl DU IERS 4% %) Strata Cloud
Manager 1) CSV SCH# AUy, IXIE 8 I it H b5 SCH e RIS K B4R w1 J@ M 1 ff sk n ke S5 A
TR,

Strata Cloud Manager Al 264 ©2025 Palo Alto Networks, Inc.



BHE : NGFW Fl1 Prisma Access

STEP 5| {EdF N CSV Ui A8 &,

EH CSV LIELH TS AR, EZELL T HI.

o AU CCARgEERS (A EEA) RAE T I CSV Sk,

o #FORGA AR B RGP RIE, B kg gE K,
TR # DAGE AR 0 1B kRS 78 26 4k R A8 i E
F AR} Strata Cloud Manager ZWIgES inA # 19722 848, KA SZ BB K i e V0 A i 72 o
A5 B AE

o -NA- LRiZA B AERE KBEACIE AN AE, X R AG 1% AR RS AE RS KBS BT R SO 398 J2 K &
P2 AR
RN FRBA A E A -NA-, Strata Cloud Manager 2 ZIE ATl &3 -NA- 1935 F {8
AN FRG AT TG KRR RO N -NA- (AR5, IRORZ AR & A By K RS A i 70 BB b oA
15, AR BG KBS SR 2 R G kR, B/ B ks i R P AL, DU (3
BEGAE G,

« AAEAHN None# 5 None &K A5 48 &2 1148 & Value (ff) /Z{F 4 None (L) @I,
] AT (] A A (SO None  (C8) DUAMMIBRZAE, (B ASBEMIRIZAS &,

o S TAER KREEC G VIR A AR B, I BRAR A I LR B N 2 I B
Sof FAE SRR 2 R G5 R B I i BG K RS AR R AR i, MR AR A R LR R e s AR
B VR N SO J2 R S5/ 4k R 1E
1. REFFFTFF SN CSV UE, SHM CSV SCERS, U4 oh:

<cloud-management-tenant-name> - Prisma Access <export-
date> variables

2. MRYETHEEELR N,

Palo Alto Networks s iy 1< 92 o Stk 40 Bk et HFRSL LA T 150 B
e FECF AL

{2 N RpEld, % Firewall-A By A8 B g T DO e, DAStWI A ey i
MRS AT MEFER LN R,

$examplel — HIBH KW E T 1E % 15 4% K17 None# 1H.

$example2 — HBH KIGHEEMMEE =15 K FEEM None fH.
o $example3 — MIRAR S e AEBh KRS AL E VR b A EE, )28 (BRI 12248 o

T ARA e NSRS E R GRS R IY,  FF HLAE R KRS A e T b B o, ) 22 Rk e
BN S |2 R G5 R 4k ) A% Al .
$exampled — JIP K Ib e (E 2 75 4% K1) 192.168.1.101 {4,

+ $exampleb — Strata Cloud Manager ZB&A% & 07 k1), RO 45 n #,
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STEP 6|

1%+% File (5C4)
o, ek File (5UfF)

= variable-import-example-old o 4

File Edit View

Folder, ,Folder-A,Folder-B

Device Name,,Firewall-A,Firewall-B

Device Serial,,

$example5, ip-netmask,None#, -NA-

$exampled, ip-netmask,None, -NA-
$example3,ip-netmask,192.168.1.202,192.168.1.102#
$example2,ip-netmask,192.168.1.101#,192.168.1.101#
$examplel, ip-netmask,192.168.1.100#,192.168.1.100#

Ln9, Col1 100%

PRAF T,

= variable-import-example-new .

File Edit View

Folder,,Folder-A,Folder-B
Device Name,,Firewall-A,Firewall-B
Device Serial,,
$example5,ip-netmask,192.168.1.104, -NA-
$exampled,ip-netmask,192.168.1.103, -NA-
$example3,ip-netmask,,192.168.1.102#
$example2,ip-netmask,192.168.1.201,192.168.1.101#
$examplel,ip-netmask,192.168.1.300#,192.168.1.100#

Ln 9, Col1

>Save (fRA7) , DAERE L brAr£] CSV ST,
>Save As (7347 4) , DAMERE SR AF AT CSV ST, 22a15

By CSV 3Lk, it cesv E NS EA

File name: ‘ new-csv-example.csv

Save as type: All files

STEP 7| ¥ CSV 5 A% Strata Cloud Manager,
1%#¢ Manage (5#f) > Configuration (fili&) > Overview (i

1IN -

N

t

4

1.

ok LN

=N

EX

f£ AR, Ll BRI AS R T

1%FE CSV Export/Import (CSV SHi/FA) > Import (FA) .
Choose File GE# S F) Hik#FEw o B EIAL R CSV U,

Import (R A)

+

100%

U
U

W SRS FNBG KBS A IE AR 5 DL CSV S B A . B8 AN SO & e AR i, S
A IEH A,
NS FE S A ST GO AL E B2 17N B 4 1 A

STEP 1|

STEP 2|

STEP 3|

STEP 4 |

&3¢ Strata Cloud Manager,

EF Manage (1)
Configuration (fili%) > Overview (H#f%

1A

f£ AR, Bl BRI A R T

1#E$E CSV Export/Import (CSV /5 A)

o

> Export ()

> NGFW and Prisma Access (NGFW £l Prisma Access) >

Strata Cloud Manager A 7]
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STEP 5| ifefftu & 2 My Al SCfFJe R i, AX)n #ady Next (F—20)
N4 3 5 1 ¢ Strata Cloud Manager |- g1ty 4545 &, 1% 1635 All Firewalls (g7 45
B kB
STEP 6| ig# Al M E AR,
STEP 7|  (WIiL) Preview (FlWE) )it DA A HARVEL (S L.
(AR T, T A AR AR AR i A I 1 7 B D S AR A S S R
i Cancel (Hufd) FF44%: N2, 20K Download CSV (T #k CSV) A &% .
STEP 8| LLCSV # Export (Fil) Frikri,
CSV K IE AN MBI &, S CSV SRR, SCR44:

<cloud-management-tenant-name> - Prisma Access <export-
date> variables
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GG/

AEART b W] LEE A 2

Prisma Access (Managed by Panorama or

Strata Cloud Manager)

NGFW, 46 0t NGFW #1702 L Bt 1)
3 H

wERMTA?

IXLEVE I UE Y R — A LSS Strata Cloud
Manager i [f] B

o Prisma Access

o AlOps for NGFW Premium

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— &0 P FEE R ZhfE Strata Cloud
Manager e T8 (L I VE Tk,

S T 1R 4R 1 B E NGFW Al Prisma Access DA K H o & A5 PEK B 245 (Manage [/

P11 > Configuration [fic i%] > NGFW and Prisma Access [NGFW FiI Prisma Access] > Overview [#

A
" .

o

&S
Prisma Access

Strata Cloud Manager

{Efn] 4bwT LA T 2

R A?

Prisma Access (Managed by Strata Cloud

Manager)

NGFW (Managed by Strata Cloud
Manager)

NGFW (Managed by PAN-OS or
Panorama)

VM-Series, funded with Software NGFW
Credits

o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)

O Prisma Access ¥ 7] iIF

%k Global (42)7) Al

TR 2 ) ST K AR
(eI e

B Sk [P B IR T B JCBendE R
g A EPS)

LERAN S

CHI, WA DIAALLFRE R
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
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. VAT
o T AREE 9% (5 (EAL
- BRI

fic & ME L (Prisma Access)

(=P T LA 2 TERGEA A7

« Prisma Access (Managed by Strata Cloud O Prisma Access ¥ 7] iIE
Manager)

I RAERIFF LA 1] Prisma Access -

« Basics (JEA) fATE# /RO JF S FIIZ1T Prisma Access ; SEBUHAN AT 55 FIE 5 LA AA 56
ARV 5 IR O BREE H A

o DUR & SRME RN i SOOIy TAE B,

o LU AMeDRs B S Sk = 2 Prisma Access,

4 2% Prisma Access A ELT FELI(S & ¢

« #F License (VFulilE) VR4S S, LUME 1R Prisma Access 17 [ 1 (7 B LE A 75,

o SETHCE R Prisma Access FREE A FIRLS S L

ST H AL E A R

o SRIALE RS

o EHACIE AL ARE{L—2H Prisma Access 55 150 F SE R fd iE

o AR - IERCACE A IS (BOmFD FHUHRCA, DA BB A AR A R AN )

AL HE = R
o CHEALIE BT ROXT GOREIN,  FFad e VA CEH AR R P R 5 A 2 R, AN
AL L

o AR AT DARET T ACIE ST DA i 2 R U5 T
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/best-practices.html
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o YIBIEW] LIEEIAG 5% Prisma Access VI T iE 2 LA 4 N 2 FEGRAE A

Configuration Scope: Prisma Access ~ Overview  Security Services ~  Metwork Policies ~  Identity Services v Objects v

Qverview @

Prisma Access Sync Status s Basics

L]

Remote Metworks
Last push successful at 2023-Jul-11 01:27:45

@ Out of Sync
To set up and test your Prisma Access environment, the first

thing you need to do is configure the Prisma Access
infrastructure settings. Then follow these steps to onboard your
users, remote networks, and service connection sites (HQ and
data centers).

GlobalProtect
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ONBOARDING

Explicit Proxy
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Service Connections ® Out of Sync () Onboard a Remote Network
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o

. () Create Your Security Polic
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Best Practices
Built-in best practice checks mean you can take immediate action
to strengthen your security posture.
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/network-security/security-policy/security-policy
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https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/create-a-security-policy-rule
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/enumeration-of-rules-within-a-rulebase
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/enforce-policy-rule-description-tag-and-audit-comment
https://docs.paloaltonetworks.com/network-security/security-policy/security-rules/test-policy-rule-traffic-matches
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/activate-a-security-profile
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-profile-groups/create-a-security-profile-group
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-profile-file-blocking/set-up-file-blocking
https://docs.paloaltonetworks.com/network-security/security-policy/security-profiles/security-profile-data-filtering/create-a-data-filtering-profile
https://docs.paloaltonetworks.com/network-security/security-policy/web-security
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/help/shared/shared/decryption
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RN HFEFF . SAML fil Kerberos =7 £ SSO,
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HEAT F AR BEAIE -
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HRIER LR 1 Prisma Access #E1T AR IGIEY 51, 1S Flhttps://
docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/enable-
mobile-users-to-authenticate-to-prisma-access, EARNTEE IR ML L H P8 LS4 3AEw
P RIEFZE] Prisma Access,  [RAZE AL 2 it el i 48 ) VPN BR0E 5 iy,
o Y P U I SR B0 Sy B IR V) SR B
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Login Required

ou are trying to access reguires proper User | |

Password ’

Please enter your credentials.

S TP, JH P B S % 19 36 B B 5 % T T T S I R
Continue secure secondary authentication...

Select a Device: | i0S (XXX-XXX-3119)

| O ele 6

SMS Push

X P T S BGUETS, Prisma Access 2 VA #8190 2 4= B0 ) DA 7 Je 15 A0V U7 RN T R
J¥. Prisma Access it 3¢ H P 22 U7 il I8 F5 8 N 2T M R RE Y . MRS s s IRy T B 15 80

EHL D SRR R

TR A7

FEART ALY LA(E 2
+ Prisma Access (Managed by Panorama or LLF2Z—:
Strata Cloud M
rata Cloud Manager) O Prisma Access ¥FAJiE
o Strata Cloud Manager Pro

— &0 RO FEE R L) EStrata Cloud
Manager e T4 O vF il ik,

{E Strata Cloud Manager 11 ff| Prisma Access Wi S 0 5iiE, 15 J0Ks B 49 36 F IR 55 75 n &1

Prisma Access, Ko ffEH EF UM R, 3T XEFERINE L S0 IED6E, 10 MFA.
G BAEST F1, 505 1 Prisma Access AR EE IS 0T HI P 44 e 179 1P Hi ik,

T HEAB TG — (8 4 Prisma Access J& 5 43 560F BT 25 119 BT 45 15 1 Al AE — M7
& : Manage (F5P1) > Identity Services (H1rIkk%s) > Authentication (H3564F) .
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Authentication Profile
Add authentication services and
au:lenticaticn sequences

e Best Practices
Best Practices for your Authentication
configuration

Authentication Fuies ! T D D Authentication Rule
Specify the traffic that
requires authentication

Athentication Portsl MEA Servers T D = \\FA Servers
- Ao | o Choose your MFA
vendors
L]

Authentication Portal
Used for first factor and multi-factor authentication, and to
create |P address to username mappings

A AR RN PEARFE E T AT S IR U
TR B A3 B0 E R P — 3510 70 Ed 58 1) B U o s on S A B IE L 1 S 4, Prisma Access #5155 £ 4y
IOAER PEAEL A s i, 20 S BOIE AL SO v i SUT B A7 BRAIE 5 3 RN i 2 1 PE AL i
o OISO S E AT 22 2R F P 34T B 3 BGAIE Y Y 7%

1. #:%] Manage (5#) > ldentity and Access Services (i FlvjmiRss) >

Authentication (F1353F) > Authentication Rule (S #35EH0N) 3+ Add
Authentication Rule (743 363EFHND

2. EXTEESHWAER T IR F URL 2851

3. KRR IIE Y Authenticate (S IGUE) |, AR IE$FEE LA IE 7 k1
Profile (Fili& SCfF) |, S 4rI0r 5ok T 5 PERC b £S5,

Add Authentication Rule

Action
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By B e C 15 SO AEPEAR RIS S A B E AR 55, I A SRR Wi

# Prisma Access ZEHZEI S TXFH P 3t 4T S 36ERY k% — SAML. TACACS
+. RADIUS. LDAP & Kerberos — J14C X S 36 iE e (B, I & 5 22l v B
)

@ WURESHNI A BISTEAR S, WA SRR S5 e, DA A 5 3
ENE 4% 4 e 3) Prisma Access g s Sz [o] | A 1 JA8 ) 2 40 B AIE I 1 S48

% Manage (“4Bl) > Identity and Access Services (H {3 RIViIIRS) >
Authentication (Zf74iF) > Authentication Profiles (& {346iEACiE S fF) > Add
Profile (I SCfF) |, FEH A RE ACE L1 Auth Type (F 758k Y)

ARG B RIS INAG SRR B B UE N S5 VAR5 B, XS SRR 55K 5 )T Prisma

Access EAEFIZNSy, FHERBUT T STHAAG ORER . BCE SR gt 7T HE AR IRIET)
Hof v, IXLEBEE T B8 N BB Y S B0 E S Y i 5
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MFA 5528 Fro 05 FH Y MFA {58 pg

(0T 26 B P RO N TR e g P R AT AR B6E, T & Je iR Nl i) MFA B84 - Add
MFA Server (/1 MFA IRZ525) . Prisma Access £t MFA (LR pg 4122, DI %SE.
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Prisma Access ~ | Authentication @

Authentication Rules Authentication Profiles Best Practices

Best Practice Assessment ~

CHECKS

Authentication Rules Failing Checks
View Failing Rule Checks

Authentication Rules (1]

User
it Name BPA Verdict Tag User
~  Prisma Access - Pre Rules (1)
. 1 test authRul... 0 Fail any

Authentication Portal
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S BRI [T i A R 4 sl B P RE S IR T (AR N a2 ) - PR
Prisma Access LLGIEE IP Hirdil 21 F7 5 44100 e g

ST — N R IRAUE S FSg) , e R WLl s F P A2 S A 36 AIE T P 3R T S 17y
k. WERE M EIERLE), Prisma Access 22 RN T MBS In & 43 Bk N 6 2 7s — A~ MFA &
SKUUAL, Prisma Access {1 FH H P $E e i) FE 5 G it F ST 1P ik 2 H P A e i, X R,
T80Ks DA 28 A R P 2850k o YEAE T 7] Web P8 25 R4k N AR P

LA ARy #0888 S Prisma Access SN X & 4y Ja ik A i ST AR ET T HE A

1%F¥% Manage (‘4#f) > Identity and Access Services (F 3 FlviaIRSS) >
Authentication (F{3%9F) > Authentication Profile (H {7336 FfCIE ) F1 Add
Authentication Sequence (I IGAENTT) , XTSI UEAdE 1T HE 7., Prisma
Access 2R A SRR —AS,  TESIECE) I UE 7 S o

L » Authentication Sequence

Add Authentication Sequence

TEER T B R SO

FEART AE W] LA H 2 R A?

+ Prisma Access (Managed by Panorama or A FZ—:

Strata Cloud Manager) O Prisma Access Vi iE

o Strata Cloud Manager Pro

— &0 A EYE R Zh g Strata Cloud
Manager ity S # [ Y VT e,

B3 R AC 18 S AR YR UENR ST, XS5 IRl i Web i) B 5 DUKGE I 5 T 26 171 77 2
GlobalProtect 1y [ W 1% [y (9 fie 28 1P (9 5 S SRR BEA TIRAIE . B 3 90 UE A I SCAF IR A S 1 B i 5
3K (SSO) S 1L .

« Kerberos
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s RHHIE

PRIk

AT AW LGE A 2

« Prisma Access (Managed by Strata Cloud O Prisma Access ¥ #JiE
Manager)

435 15 (CIE) 2 Prisma Access (Explicit Proxy i5%) bR sh i P E2 0 R 51 7 5 A5
k. =S g 55 B AAEE S IR A IR 55 (ACS) (£, FF(H SAML S 47 F2 {54 (1dP) 4

AACEERE B H P S0k S 4 BaIE o
BC i S 3 B8 E c i 2 E LA A Cloud Identity Engine X F 304 T 5 43 36 4IE .

N4 8 T 2 A BF R %5 (CAS) B ¥ 2 5~ SAML/CIE S48 5840F i, 181 Prisma Access fil

FIASZFE CIE FEiEs CAS, MI'BAE R SAML E A 5aiE ik,
Hee T0F -

o BFERANIIEHE,

+ {£ Cloud Identity Engine ri5 & B 47 36 1 Ac i SOk,

STEP 1| %% Manage (‘&¥) > Configuration (fili&) > Identity Services (H1{7lz55) >
Authentication (S pIGUE) , W ECIEVEEIBEE N Explicit Proxy CRUfCHED) | FFAE
Authentication Profiles (& {336iEACE 2 F) F Add Profile (Jshnfici& scf) .

Authentication | Sharec

O
0
O

STEP 2| ##¥ Authentication Method (Z 34 /j#%) : Cloud Identity Engine (=5 3751%)

VVVVV

Add Authentication Profile

STEP 3| #j AWME— Profile Name (FiliE& SC{E4FR)

STEP 4| #H£F1&E4E Cloud Identity Engine Hid % Cloud Identity Engine & 17 361IEProfile (Ficl i ¢
") .
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STEP 5| Save (f&f7) Wdk,

Kerberos

FEAR] b W] LLGE ] 2

« Prisma Access (Managed by Strata Cloud O Prisma Access ¥F 1 iiE
Manager)

Kerberos & —ffi & -“SHIE” BYTHENLNES S S U, T e vRlid IR 4 M 31 Tl A5 iy =
KURAZE 2 07 AR W e S 43

S A B UE AL 1 SCERFRE 111 S B IE TP By Isp (s A9 Al 55 e il i S i, $2 I LU D3RR
Explicit Proxy #3 l J* % & Kerberos & 356 F B & SC2F LU% #25) Prisma Access.

STEP 1| #%| Manage (%4H!) > Configuration (/ici&) > ldentity Services (&%) >
Authentication (Z{441F) > Authentication Profiles (X {3I&uFfc i < 4:) , 3 Add
Profile (¥shnidiE o)

Authentication | Sharec

O
O
O,

STEP 2| &% Authentication Method (F{34IF /71%) : Kerberos,
nage » Authentication Profile >  Authentication Profile - Explicit Prosy

Add Authentication Profile

Authentication Method Kerberos b

* file N
* Ker R n
* Ker Keyt

Users Allowed to Authenticate Match all +~

STEP 3| #i A Profile Name (ALiE SCFAFR) DIARIRARSS R BCIE SCIF. S By S0k AL SCAFFR L 1171
ol WA SR UE T £ A7 I 68 T O IR 55 e L i ST 1
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STEP 4| #i A Kerberos Realm (Kerberos &) (ix% 127 NN74F) LMREH P S R& 400 LA
Tre Fln, K 44 user@EXAMPLE.LOCAL 145k i EXAMPLE.LOCAL,

STEP 5| Import (5 A) 145 Kerberos Ik {5 5.1 Kerberos Keytab 0, HILEERES, W%
Keytab S, Ry OK (7)o ST S IuERy, il iy 2 S22l i H 2 EH 22 s
SSO,

STEP 6| %+ Kerberos Keytab,

STEP 7| #Hif Save (f&fr) .
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Strata Cloud Manager) Manager j M R
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o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— &0 R R fiEStrata Cloud
Manager e T840 FH I VF il

Cloud Identity Engine (H3%[%) A Prisma Access 2%t Active Directory 15 B H i A L
BEL, DU 68 AT DU WA 2 1 R A 0 T PRI AL £ 2 T R 48 s

Cloud Identity Engine #] 5 4} Active Directory F1 Azure Active Directory it & /1,

Pid H Prisma Access %1% Cloud Identity Engine, 7%c, &% %)d0 LG Cloud Identity

Engine, F1¥ LN Prisma Access, ZXJn%: % Prisma Access LLI&1IE Prisma Access St i BES 1)
i) H SR,
STEP 1| % Cloud Identity Engine
Cloud Identity Engine nJ LA vty FAEAn[ 52 32 FF09 B FE P 2L =2 Active Directory {5 2., EJ&
RN, NEEERACEL RN M4 E ], Cloud Identity Engine % & 630G .0 A9 Cloud
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Identity Engine :
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Hy L H O AlOps for NGFW Premium
O Strata Cloud Manager Essentials
O Strata Cloud Manager Pro

— & ] Y F5: F1E) AE Strata Cloud
Manager e 1848 V1 v ik
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AT AT DUGA & — 3 T4 2 5K, Prisma Access 2L 7= GlobalProtect 754/~ Prisma Access
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U0, BATTRE A T 2 Bl r B IR T B AR b — AN SRR AE RN Wi B 2 g 8 i)

EC T Bl FRsaerh, 180T LA R S gy i vy 2 2 0 URAE BRI F58T o id. (Manage [ 2] >
Configuration [fi &] > Identity Services [ /2 55] > Identity Redistribution [£/ {3 5 70 E']) .

fon] DA 0 R0 By i A 4G
« HIP %#s

o AP M hEEIRRAE WG]

O o 8112 SR 0] VS 1)

o P EIBRRE WL

o FmE R
THIAE T Sy FT 70

3 BT 70 R TR B B
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24 % RS Prisma Access 5, Prisma Access <345 T 14 S 4 B 3508 A4

LU R oR1E 15 AE Prisma Access HHIL AT IP Husik £ 1 P A N3 . 2X)5, Prisma
Access 3 i iz 55 72 0K e e 5 50T 20 A B CR P L /B R O A HE B £

Prisma Access Cloud Management [ 3} R VIR 55 3882 7524 & A 00T o Bl AREE (%8 User-ID X
DI
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J)O

Gateway 1 | I Gateway 2

User 2

User-ID Agent
User 1: x.x.y.x
User 2: x.x.y.z

User 1: x.x.y.x
User 2: x.x.y.z

Headquarters /
Data Center

I B HEOET 70 il
Tl NI MR 55 3 4 1

MR A ST S s P OB IR A2, el il 5542, Prisma Access i SRR 55 1E £
b REAE R RS e = B B 5 Prisma Access 4 SRS ESE e 4150 KACVEE, HIEE
FHT O IR S5 3E Bk S 20 Bl 1 1D ACER s bk, Bk T UHE R RACE © (Prisma
Access 2 BT ILERME, JUEZEIL%0) o %] Manage (%57) > Configuration (fili&)
> |dentity Services (& {/#Ili%%) > Identity Redistribution (¥4 F 5 ie) |, 0 [H % E N
Service Connections (IR55i%#H) , LIHIGIUENR 55 1%E £ User-1D AL EGH(E )KL,

Strata Cloud Manager A[7] 306 ©2025 Palo Alto Networks, Inc.



https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/prisma-access-service-connections.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/organizing-your-prisma-access-configurations.html

B NGFW #I1 Prisma Access

B H 3 EHE M Prisma Access & 7% 2 Ak % £

fiCiE Prisma Access DLKE I 7 Hiudi 70 & 2 A B #& T 75 1 A i ARk 253 5209 P 1D ARERAS JSLR
nJ,

%] Manage (/5#) > Configuration (fili&) > Identity Services (F17/k%5) > Identity
Redistribution (Z 43 di0 ) , AL L& Service Connections (JIR%5%#) |
DASRHUAR 45 3% 42 User-1D 1CERROVELELS S,

(i IX SEVEGR (S 2% Prisma Access il i& 8 Panorama 28T — 1N ks o2 &0 20l A%
.,

Identity Redistribution | Service Connections ~

O 4

User-1D Agent Address List

Service Connection Name User-1D Agent Address = Port
Dallas DC 192.168.255.27 5007
Lisbon DC 192.168.255.26 5007
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B S EHE WA HE 28 K = F Prisma Access

B AR A AE N T RACER S INE] Prisma Access ; I 24 HEMS 1) Prisma Access 70K
OB,

o DNIZRE MRSl SRR L

#%| ldentity Redistribution (F ) &5 0) F5/054, K i/ 0HE ¥ E N Remote
Networks GZEFEMZS) , K5 Add Agent (FsInfCEE) o bR 7€ EPUFEMS B4, G2k
P %5 Prisma Access OB R, nl i B0 ARG W & 1) A PR A T R4

Identity Redistribution| Remote Networks -

Configure how to redistribute the identity infofmation in the Prisma Access infrastructure.

Redistribution Agents Sending to Remote Networks Nodes m Add Agent
Host
Source Destination Enabled Hostname Port Collector Name 1P to User
APanorama Remote Networks © 10411 3700

w
o MRS SR

#:%] ldentity Redistribution (3 #5170 lc) f5738, Bl 5 5 N Service
Connections (IR%5iEH2) , o Add Agent (s InfCER) o B 7 15C EHLIEGNS B, 18
PR %5 Prisma Access JL OB a2 Wk IE AL W A I A RR R TE AR

Identity Redistribution| Service Connections ~
Configure how to redistribute the identity infofmation in the Prisma Access infrastructure.
Redistribution Agents Sending to Service Connections Nodes m Add Agent
Host Data Type Mapping
Source Destination Enabled Hostname Port Collector Name IP to User HIP IPto Tag User to Tag
DCUser Id Agent Service Connections @ 192.168.1.1 5700

w
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SN P B i i 2 e HIR 55 2 AR R

GRS 28 (TS) SRR P Bl — AN TG EL,  DLHRBIZEE T Windows 119255 I 5528 11
Ve H . TS AREE A Prisma Access 3 175 Bl i i 7, 1X#f Prisma Access gt nf DU §iE H
FURIH P BT TR

7 Identity Redistribution (&7 d8 000 FEast b, B0 E N Remote Networks (it
FEM4%) | Ff4c Terminal Server Sending to Remote Networks Nodes (/% 7 £t £ jX £ 5 4
IR % 28) + Add Terminal Server Agent (Vs in#& iR 55 es 1)

o ERUEOLT, HALE A Enabled (CUEHD)

o HA TS LAY Name (FF5) .

o B LR AR SN E Y Windows Host (L) 119 1P sk,

o B AELIE T H P SHE SR Port (U 10) 5. ERARELR, %0 1 E D 5009,
« Save (f&fr) T,

|
Manage % Identity Redistribution Push Config v \
}
Identity Redistribution | Remote Networks -
Configure how to redistribute the identity information in the Prisma Access infrastructure.
|
.. . . . . !
Remote Networks Identity Redistribution Diagram }
{
Service Connections list is empty
Please create new Service Connection
|
i
Redistribution Agents Sending to Remote Networks Nodes m |
\
Host Data Type Mapping \
Source Destination Enabled Hostname Port Collector Name 1P to User HIP IPto Tag User to Tag )
|
{
/
No Redistribution Agents |
i
Terminal Server Sending to Remote Networks Nodes m (
|
Name Enabled Host Alternative Hosts Port |
L——= ——— - —— i
Terminal Server Agent | Remote Networks ~
Add Terminal Server Agent |
!
i
Enabled |
|
* Name
* Host \
* Port 5009 \
Alternative Hosts Host Lists ‘
{
. |
* Required Field Car |
. ®
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S

l

2 H : NGFW Fi1 Prisma Access

LEAE 1% Prisma Access FR5E 70k S $

fEldentity Redistribution (o) 5~ b, Edit (gafe) KL UEE 2N RIE
W % FF4F Prisma Access I =21 B4 Bz,

Manage 2» Identity Redistribution Push Config ¥

Identity Redistribution | Shared -

Configure how to redistribute the identity information in the Prisma Access infrastructure.

Prisma Access Identity Redistribution Diagram

O

. ' HIP IP to Users Quarantined Device List
Mobile Users
Learns from mobile user gateways: Quarantined Device List
HIP  IPtoTag  IPtoUsers € ﬁ_:]

Not Configured Edit : -
Quarantined Device List ~ User to Tag sured td Service Connections

Learns from mobile users, remote

= networks, or external redistribution
E: agents:
HIP IP to Users
Remote Networks HIP  IPtoUsers  Quarantined Device List

Learns from remote network firewalls

HIP IPtoTag IPto Users

Not Configured Edit
Quarantined Device List User to Tag &

Edit

Data Type Mapping

HIP (Host Information Profile)
IP to Users

* Required Field Cancel “

TR R O, B HE 2 31 Prisma Access,

G #H0l (NGFW)

FERTARA 2, fan] DAL — 257 Jchom o S 70 ORI S, A2 BCE P A B ks
RIE e ARG E S, AR LB I (s 100 o B FT 0 ARG vT LU BRI, ISR 4R 7E
PSS T K Tk ek . Beah, S8 vy DAGEHT 1~ WA 37 1P ] 7 e 51 28 1P ARig i
G, ORI A A A TSI Tt SR AN U e

A LAy R, T DUE R AR SR
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8 T AN DX o A S T 24 «

VELER KBS 2 R FH o R B, S e R b DR S TRIZER . (ARG, OB ks A
Windows User-ID ‘& ' Ui, Syslog N8558, e il 28 sl HAth b5 Kk B% S5 R PR B e . I i T
3 R 80 K K L R B K 5 e S

5 T 2N X 26 v DGR G V4

U %A K BB B, LA MR 5 8 40 BT 4TSS IR BRI ) K Rl L S
KNSR —FebE, TR P SRR, HA, 6] DR 4 /N SR 4 0o
SRR

R :

ST o B, BIE T LA E A, piln, S HT K User-ID 5 B E5UE, W02
AL E oy kv sl, Hrh, H—BEE A8 K. KR, fEB ki FigiTi) PAN-
OS H81y User-1D fCEEFIAE Windows Il 45 25 1121711935 T Windows 1) User-1D fCELE: 1P 1y
TR B P 4, A B EE AT B K sk 2 MCk B LR I 2 208 100 AN EHT 20 K AT
W S Y SR S A BRI R) k. TOUZE B KBV Sk B T A JZ IO g5 SRR [ 8%, Eil s fe it 1
JRTR N T Z B K S5 Fh i B A TP B SRS AR, 5, A E B 8 A S Hh i 58 73
F2 T A A X B BE 1 SRS R

byt AU AT, i oy Troubleshooting  (HCREERIR) o e )y ) sy

STEP 1|

STEP 2|

STEP 3|

STEP 4 |

BT IRE, DL R UG (RemtiE) 5ot I3 T SR 2 [R]85 AE AN PE L,
& 3% Strata Cloud Manager,

) Strata Cloud Manager #5005 £ 4 fic i B 4y 55 39 70l i1 225Kk

1. R Strata Cloud Manager fil /7 il i& 3% Cloud Identity Engine (CIE),
Tl By A FHT 3 BT A T 1
1. 3% Cloud ldentity Engine,

oot

2. %# Manage (§%) > Configuration (fici%Z) > NGFW and Prisma Access (NGFW
#1 Prisma Access) > Objects (X/%) > Address Groups (MulibZH) |, FH& H ATk
Heysh bk gH Add  (Fn)  RIFRIC S,

kR, % Dynamic (13 o BT EALE SIS IEA T Save (IR 47)

3. i%&E¥ Manage (&'#) > Configuration (/ili%) > NGFW and Prisma Access (NGFW
H1 Prisma Access) > Objects (%%4) > Dynamic User Groups (/&M A4 |, 3R A
HHErE AP A0shES A Add (i) 2R iCeg,

MR T A B P 4L 3F Save (A7)
¥ Manage (452) > Configuration (fili&) > NGFW and Prisma Access (NGFW i

Prisma Access) > Identity Services (H}3/z%5) > Identity Redistribution (& {7 5317
Bl) , FRIEFEENCE S0y ST 0 B B i VO

&I LI Folders (SCFEJE) whaed o2l ktl, &1L+ Snippets (fUREEY) SRpdiE (L
B 38 Ay B ST 0

Add Agent (7&hnfCHEE)
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STEP 5| # ARERMHEILYE Name (4F5)
STEP 6| #jA Host (=HL) IP Mk,
STEP7| %A Port (1) (EElN 1-65535) .

STEP 8| i%+#% Data Type Mapping (EUiEZEAMEGS) |
« P ZH " — User-ID 1) IP Huhk I 2 £4 14,
o EHUE BBCE SR (HIP) -h &S ak 200y 1P Hbhk S AR i i
o AP ZFRic — BN H A H P A EIRRiC g,
« P 304riE — GlobalProtect 1) HIP %t#is, {55 HIP X 5 Ffic iE ok
« PR #4514 — GlobalProtect #riR N “ CUF@ " % %

STEP 9| Save (f&fF) .

STEP 10| ({ZIE NGFW 1) 247 HE)  RBh K8 Ja T 5 43 B8 70
1. %% Manage (45El!) > Configuration (fidiZ) > NGFW and Prisma Access (NGFW
#1 Prisma Access) > Device Settings (% #%&) > Device Setup (&£ 7% %) >
Management (45F) | AJ51E#¢ Customize (F17E ) , LI N uid-agent IS5 & IR
%,
IR A SOrp B IR 45 B i EC i VI . & T LA Folders (SCEFEE) dpide 8 S0 e 5B
KK, &R Snippets (FUIBEY) SRl i RS B i i 45 4 th
2. JaTIBE KRS DAAE HAt By k455 A ) T T 20 R ) B B B T B
1. %% Manage (&Z) > Configuration (/ili%) > NGFW and Prisma
Access (NGFW FI Prisma Access) > Device Settings (i%##[%) > Device
Setup (¥ &%%:) > Management (F5HE) |, 55 1 User-1D 45K 55 .
2. %F$ Manage (/5H!) > Configuration (/idii%) > NGFW and Prisma

[=ast

Access (NGFW 7l Prisma Access) > Device Settings (1% #1%1%) > Interfaces (4%
), DGR $EE 3 EHE N,

JEJFF Advanced Settings (£ 20K iE) . & Other (JLfR) v, G ol dm b B &
ELUJA 1 User-ID,

. R

STEP 11 | Push Config (MERALE)

R R PR 4

(T b T LA R 2 ERRGEA 47
« Prisma Access (Managed by Panorama or X BEVERTIF TR B — AN EE A0S Strata Cloud
Strata Cloud Manager) Manager i il L :

o NGFW, Wi %t NGFW #4285 %8) | 0 Prisma Access
T
I H o AlOps for NGFW Premium
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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FEArT Kb ] EA(E T 2 EREREEgTA?
-~ |o Strata Cloud Manager Essentials

O Strata Cloud Manager Pro

— 0] RN Fl ) fieStrata Cloud
Manager e T4 (i v il ik,

LEAH A7 il 2 53R A 2] 7 B9 A IR A S, B5n] Uik B (1) GlobalProtect 55 {7 5 IE ]
JAUBEAT T A SR A BE SR A s 26 1 P ) S B e £5 2L

PR R MR B S A B0 AE, TG N ERG K BRI TR G TR P AR
oG 7SR BRI . BT DUBCE RS KRS AL FH P B s B, DO ) B kB Web Fi vy 45 B
B DL GE I S A5 5IE T T 7 58 GlobalProtect 17 ial N F2 5 19 #5: 2 1 P 34 T 5 A5 BaiE »

A 22 Ly A BOAIE v] DAS S Ay S UE AL & SCEEAH OCER, IR EATT ] DASE AN R FH P 20T S AN ) & 4y
AR IE R, BIAn Kerberos H.%5 %5 5% (SSO) o2 IR & H A7 36AE (MFA), X (8 ] S 4y 6k i
SRR BE SR Y, SN S R e ME R I 1, e B A B E 7 v E T U 1R B K R ) AR B
DA K B 5iE 1] 7 5% GlobalProtect 17 [ iR 45 1 RS e i e 24 0 77 o

%) Manage (/¥H!) > Configuration (ficiZ) > NGFW and Prisma Access (NGFW ¥l Prisma
Access) > ldentity Services (F 1} lk%5) > Local Users & Groups (A fH P FI4H) |, DAME 44
W B S A B R AU

B1) gt A H P
STEP 1| 3% Strata Cloud Manager,

STEP 2| ## Manage (i¥Ff) > Configuration (fici&) > NGFW and Prisma Access (NGFW Fii
Prisma Access) > Identity Services (11 /lz%5) > Local Users & Groups (A<t ] 7 F14H)
> Local Users (CARHIHI ) |, RJode B2 d A H - Bl e

&I LA Folders (SCf-3) rhifd SOk olilh K, 2%+ Snippets (f\A%EY) |, DAALIE
RS BE AT

STEP 3| Add Local User (#shnAdi )
STEP 4| %A User Name (JI/'4) .

STEP 5| K AN 2 Enabled (CUF/1) o

T DAkt (B5HD |, STV P T S I, A ARG K
S35 B AR P N A A R T P B T B B

STEP 6| %A Password (%7%) FiI Confirm Password (ffiih#f%)
STEP 7| Save (A7) .

STEP 8| Push Config (ME&ELE)

Strata Cloud Manager Al 313 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
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B A ] A

WA AHN P 7y H B — AR, DUR A B K S PR A N2 5 5. ] LLE A ] 21
SRAE B AT AR & A BAIE SR A A AT P

STEP 1| %% Strata Cloud Manager,

STEP 2| %+ Manage (&%) > Configuration (fid{%) > NGFW and Prisma Access (NGFW Fil
Prisma Access) > Identity Services (F1}/li%5) > Local Users & Groups (A< ] J7 FlIZ)
> Local User Groups CAHuHH 2D |, ARG Bt d A ) P 21 Bl i e

&I LI Folders (SCPFEJE) w5 Sorb Il kb, B&1E$: Snippets (fVIBEY) |, DA
FBS B vy Al 21 .

STEP 3| Add Local User Group (#sinActii ] 140 .
STEP 4| # AAM F'4H Name (485

STEP 5| ¥hnfasse — b6 Local Users (AT F*)
STEP 6| Save (f&f7) .

STEP 7| Push Config (MERALE) ,
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FEART Ab 7T LA H 2 e T A?

o NGFW, HFEH #{: NGFW F1/r32ft% ) | o Strata Cloud Manager Essentials
HO 33 H O AlOps for NGFW Premium &%, Strata Cloud
Manager Pro
— ] I FEME R g sEStrata Cloud
Manager e T8 (8 gV vl ik

7f Device Settings (W& 1iE) h, BT LA ZAF BB KBEACE DL N 13 -

i Ui 0]
. T, AR KRR & A B ThiB T,

/¢ Ethernet (LK) &I F, {1/ Show local device
configs (/R A A&ANLE) A AL KA Strata
Cloud Manager _L-[{)4& Ffid i,

s NG K RSB E b s S, B S RS R ERAS S

IPSec & A IPSec 251,  DMEAE IP B i 1 B i ey Ik 17
53 56 LIE N

DHCP Al DHCP, LMEHLME TCP/IP FsEH: ZhiE S5, I+ A
TCP/IP M %& -HOBh A AL LI AL 48 bk,

Hlz 55 X MR 251X, DM N2 R 70 A ShRE X FIZHZAX, MM Jk
A M,

DNS L Al DNS ACEE, LUERE B kRS A DNS % 7 i AR 2%
o8 Z AR A,

& e VOt AR AL E B B 1v s BRI A ) 42 10 (9 AR 5% 1%
M. ERRE . VIR S AL BT ) R,

A Al Web fCHE DUEEACERRIBE KRS D RE %4 & 81— Mk &
th,

Strata Cloud Manager Web (¢ =2 i |7 4 11 22
HEre MR SR LD hE, TR
EIaNEilN
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https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-a-logical-router
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/routing-and-interfaces/configure-a-static-route
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/configure-an-ipsec-tunnel
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/dhcp
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/zone-protection-and-dos-protection
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/dns-proxy
https://docs.paloaltonetworks.com/ngfw/administration/set-up-firewalls/device-setup
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-networking-admin/dns/configure-a-web-proxy
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HE AR O REANLR S, DAEDRE IS ARG B2 1 SR E S b, IXRER)
S AN IERZ 09 52 10 kN T A o] s 4 sl

GlobalProtect Jo ) 24T NGFW {F N GlobalProtect ISEHITTFY, &b
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W R

AEART b W] LEE A 2

e T A?

+ Prisma Access (Managed by Panorama or
Strata Cloud Manager)

LAz
O Prisma Access ¥ 1] iIE

o Strata Cloud Manager Pro

— 0] RN F ) fiEStrata Cloud
Manager e T 18 1 P97 v ik,

B FACE Strata Cloud Manager i) 4 5% (& Manage [ £1]] > Configuration [filiZ] > NGFW
and Prisma Access [NGFW 7l Prisma Access] > Global Settings [ % )5 i%%])

object i

SaaS M H Ly B

A HE RIS SaaS MW RLFFY SaaS M e
F¥. SaaS W FE & BTk R T T
oA AL S N R S BE,

A IR H FOR B, IRAE AR
JEEHE P 1o s BIRS 2 ANBH IR, P AR
Enterprise Data Loss Prevention (E-DLP)+
£k, MM Al-Powered ADEM 2% 1 /7 o

Auto VPN

TN I X 48 54 AT VPN B — A

BRI RS, IE RS MBS AR . Auto
VPN [ 375 W 26 ¥ % 2 [ i) it VPN (&

., Auto VPN (L REMS A VPN HERERIE
22 Jmy ™ (LAN), #5747 Auto VPN {1 SD-
WAN 7 LU AT 52 F4g B SD-WAN 1552,

AP RE TR SRR

EERE A

FEA] AL AT LA H 2

« Prisma Access (Managed by Strata Cloud
Manager)

O GlobalProtect app A 6.3 4 57 & i Ax

O Enterprise Data Loss Prevention (E-DLP) ¥
Ak

O Prisma Access %3l H F ¥F il IE

O Prisma Access ¥ ilF
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AT AT LG I 2 FER A7
- kLN Enterprise DLP ¥ nIUERYYF
AT

O Prisma Access CASB 1] iIF

O Next-Generation CASB for Prisma Access
and NGFW (CASB-X) ¥ #JiiE

e 28T P R S AR e VR S I 1 (E JT A2 1 Enterprise Data Loss Prevention (E-DLP) i (- i, 1
Access Experience I/ i (UI) whiag P B Rl e, 2 Pl AR B & BUEBR N SCIRR, 5
F L Web 2% B A1 G OB IR 3L TS0 R i /iy, BE& /R Enterprise DLP =fifF,

S A WS SE R R RO, ST AR I — 22> Inline DLP Rules (Inline DLP #1

WD o DLP R, 5 i SOV SE 55 e e A0 A SRS ) o i VE AR e, DLP BRI B 1) 44 11
Enterprise DLP X/nfic it . psh, fi&nT DARLIE 2 File Based (J&J-3CfF) i Non-File
Based (JFFET3¢ff) 1 Enterprise DLP i &AW1 H & i .. 7E Enterprise DLP g7 {4-/E 5
I&, AR P el LA R Data SecurityiiiAl,  DAERIUCH & AR, Fa e A RU& SR ) o
EZACE

LR AR —F k2 K, 30 BN FAL R R —Sd A, G, Sl o skl
PRI Sk A% 5] Box Web ML), f H Enterprise Data Loss Prevention (E-DLP) BHL1E A%, #&
Ja ANty EAR A — AN S 5 &, (B KRR AL, (EIXA L &, RIE T P BH R
G U H I SCF EAEE] Box Web BEFFE T4k 6 &, th 228 — R U5 I AR B 4R

STEP 1| BRI Palo Alto Networks 1835, AR B i P a5 .
STEP 2| 7 Windows 8 macOS 2% GlobalProtect app WA 6 6.3 i 5 S hlAS,
STEP 3| % Strata Cloud Manager

STEP 4| )3 )il Autonomous DEM,

7t Strata Cloud Manager -, i%# Workflows (L.{Eifi) > Prisma Access Setup (Prisma
Access %) > GlobalProtect > GlobalProtect App (GlobalProtect i /T #/%) 3 Add App
Settings (FRINMHFEFRIE) o BATUALE XL AT WRE, DUESH P 2R DLP f(Fr,
7t Access Experience Ul i {4l ] 2 <58 %0,

« J&i H Autonomous DEM and GlobalProtect Log Collection for Troubleshooting (H & DEM
H1 GlobalProtect H & 4 LLIE 1 Tl b HEBR)

+ DEM for Prisma Access (Yl Windows Fl1 Mac) — ##% Install and User Cannot Enable
or Disable DEM (Z¢3: H i ' B B T 2 2% )1 DEM)

« DEM for Prisma Access it A 6.3 2 5 EhiA (YR Windows Fll Mac) — %4 Install the
Agent (ZZ3E(CHE)

STEP 5| {V[i macOS) £ Access Experience [Tl 7/ L1, #%$¢ Settings (%) > Notifications (i
1), FFJ3 1 Allow notifications (@A)

WZRAEREAN 19 Access Experience Ul rf 3 FHIL B0, HL AR A0 P 0 s b 20053 0,
B8 5 A & H 43119 Access Experience 5l A1 IE
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
https://docs.paloaltonetworks.com/autonomous-dem/self-serve-application-experience-troubleshooting/application-experience-user-interface
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/modify-a-dlp-rule-on-prisma-access-cloud-managed
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https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-windows/download-and-install-the-globalprotect-app-for-windows
https://docs.paloaltonetworks.com/globalprotect/6-3/globalprotect-app-user-guide/globalprotect-app-for-mac/download-and-install-the-globalprotect-app-for-mac
https://stratacloudmanager.paloaltonetworks.com/
https://docs.paloaltonetworks.com/autonomous-dem/autonomous-dem-admin/get-started-with-adem/enable-adem-for-mobile-users/enable-adem-in-cloud-managed-pa-mu
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
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STEP 6| & Enterprise DLP,
1. G M o B SRR SR R
X & Enterprise DLP fi & Rl 25 i b i) U s Birin 1.,
2. Qe R AR S PERCRRUE,
S, AT LA P SRR A, A A e SR R
3. AL LI I B R A
ISR B SCER B IE S, EOATE LR, BT A TICE 7 DLP #LU Action (4

7F) #wiE A Alert CE3R) . WG A0 v b FOE SR B IC 1 S iE g 48 DLP FL
Action (#:1F) .
4., (& DLP £,

« (& DLP #LNI;, 220K Action (F:F) 5iE N Block (FHI-) . iXJE1E Access
Experience Ul 4 SR T a1y, 9% Action (B:F) &N Alert (54 |
A2 T~ AT (] 24

o 5 DLP R R 02 B i SO R 2 5 B i SO 2ELRE n 280 22 2= SR RN . 3X 7% Enterprise
DLP 41 DLP 4, #XJ5 4t Access Experience Ul HiA: BGE ZTET LA TFEHY

STEP 7| i+ Manage (%Pf) > Configuration (fili®#) > NGFW and Prisma Access (NGFW %I
Prisma Access) > Global Settings (%:Jrji% &) > User Coaching Notification Template (/1]
FESSBAEH) , )5 Add Notification Template (FsinimZntif) .
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B NGFW #I1 Prisma Access

STEP 8| [i!{& General Information (i FHi{Z/2) .

1. 384 Product Name (=44 FK) &5 A Inline DLP,
X BB IE, Bk gk

2. i%&#t Enable Notification Template (& HmAE) LLUE HRAFIO R,
A CEGA S

3. AR Notification Template Name GHlAHFH A FR)

4. (k) FAGEEIE T Description (M)

5. uik) %+ High Confidence Detections Only ({¥ =& {5 EEAGID) | DASEAY o =i 45
P VERCAE B Access Experience 4 .

T R PUE Fsz AR I VU L A3 S SE Enterprise DLP HYE {5, % T 1 ) &k 5K
(regex) B3, ek T HBLEMAIR TP AFIE, TPl (ML) B, i
{5 i ML B35

Step 1: General Information ~

Product Name

Enable Notification Template

Notification Template Name *

Example-Template

Description

This is a description for the example template.

High Confidence Detections Only

Only sends notifications for high confidence detections, improving the end user experience.

STEP 9 | [mB@ S In—/N 2% Applied Rules (SRR

DLP LI AZICK ] Action (FfF) 15154 Block (FHIE) ,  FKg JLUR AN BE 212 4= SR Fi
VO ) P ST Y RE A T T AR B R, AN I 55 2 2 SR RN IR 1O B 1 S fF4H1) DLP R
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B NGFW #I1 Prisma Access

M. iXJ& Enterprise DLP 4= DLP 54, #AJ54E Access Experience Ul A 4= BGH FFT A T 11,
ALK AN DLP FUU R I 2 AN H P 45 Sl AT

IS INEH AR T4 DLP FEAE DL R R T &< 2k AR R 1Y) Notification Message (i 2131
/&)t Enterprise DLP [H 155 DLP A SCIR A i Hm B i SO A VS RGOS B

Step 2: Applied Rules ~

Inline DLP Rules (3) Q. Search
O Name Detail
() DLPRule1 View Details
() DLPRule2 View Details
() DLPRule3 View Details
+

SN A DLP #UU, #2707 LL View Details (B VE4(E ) |, LAIAA AR BV E S
B KWK EA A Direction (J711) . AR File Type (CCf2E7Y) . Action (F:1F)
LA K. DLP #2542 File Based Match Criteria (LT -9 VUil %1F) . Non-File Based
Match Criteria (JE3L TSR PEELSE (1) S0 &,

DLP Rule 1 X
Name DLP Rule 1
Mode Advanced
Description
Last modified April 3rd 2024, 10:34:02 am
Data profile DLP Rule 1
Direction Download

asm,c_cpp-hdr,c_cpp-src,cpp-hdr,cpp-
src,csharp,csv,doc,docx,gzip,java-src,jpeg-

File Type upload,js,matlab/obj-c,pdf,pl,powershell,png-
upload,ppt,pptx,py,r,rtf,ruby,tif,txt-
upload,vbs,verilog,vhdl,vsd,vsdx,vsdm,xIs xIsx,7z

Action Block

Log Severity Low

File Based Match Criteria 7\ Enabled
Non-File Based Match Criteria & Enabled

Cancel
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STEP 10 | %= 3 4 Enterprise DLP [l 15 DLP KR S I ) £ Hm e 15 SR AH PERC Y SRS IR ISy, P e (]
i e 2l Notification Message CGHZifg ) .

1B EBHE H 7 E Enterprise DLP FH IERU& S Ha T, JH1 Access Experience $eiliAHl, &
A ARV A S DL R A i, AU AN b 465
o[04 1 — {2517 Enterprise DLP BH 1A SCREE IR 1 SO 4 R 44,
o (PRIE T2l [A] — $RE Enterprise DLP J& (B il S0 AR FER.
o [RHREFAFR] — BOHEF P 208 b AE . P ek iR SE T S0 s,
o [#:1F] — Enterprise DLP {ERGI EIBURE IR BATIEAE, 1281548 Blocked.,
1. & X I T Message Template for File Based ({91 AR AR
AR DLP R R BC 56 T SCPF R, 18 B it 3%
2. 9 X HET Message Template for Non-File (JE R0 ) BOREI .
AR DLP R R BC i A IE 56 T Se R kil 1 Bk it 4 3%
3. #shn Support Link (G2 H75882)

& LLE B2 E Access Experience il A S INEERZ, Rl i 28 b) 520l MU B ok
I,

Step 3: Notification Message v
Message Template for File o
[file name] [direction] to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Message Template for Non-File o

Your post to [app name] was [action] due to company policy on sharing sensitive data.

Please ensure that you fill in at least one of the message templates provided.

Support Link

https:/internalcompanyresource.com/data-sharing-guidelines

STEP 11 | Save (f&17) .

STEP 12| 4= 1% Enterprise DLP 414 F n] LAEE /& Data Security 5%, DIEE BAE . IR AR
R AR B,
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BHE : NGFW Fl1 Prisma Access

WEL © BRI

AEART b W] LEE A 2 e T A?

+ NGFW (Managed by Panorama or Strata O AlOps for NGFW Premium license (use the

Cloud Manager) Strata Cloud Manager app)
« W VM R4 — {£ Strata Cloud Manager 1, #&7] LUt H

PR PE R S REH SR TS iy V5 v ik

LR AI7S
M Strata Cloud Manager HEF: NGFW ez, 1fii LEEAE&FhBs kR b2 0 Z a5,

CES RN E AT SN Lo

Wb PERRFE R R HER Strata Cloud Managed NGFW (2% . S 43 RIS o) RS B, JT e
B PEBRAE B, AT DAFRE DA DX S MAT o] R A

DNS K3

NAT

HFPA

B

FEMPH

P 1D

O 2 ih 2

B, 1E# ] Manage (5F!) > Configuration (fidi%) > NGFW and Prisma Access (NGFW

#1 Prisma Access) > Operations (#{F) > Troubleshooting (fi#f%) > Session
Browser (& iEHIEES)

O O O o o o
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https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
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31 0 NGFW Fl Prisma Access

Troubleshooting
Trpe * Session Browser v
Al Firewalls * Select. "
Fiters Set Filters (0)
The maximum supported number of sessions fetched for troubleshooting is 100. We
recommend setting a filter in the query.
Show Jobs (133) Q, search m <
Status. Action Search Targets Timestamp
Complete (2/2) Session Browser - Filtered By: App ID=ping 2024-10-08 10:30:01 =
Complete (2/2) Session Browser - Filtered By: App ID=ping. 2024-10-08 10:30:00
Complete (2/2) Session Browser 2024-10-08 09:52:18
Complete (1/1) Session Browser 2024-10-08 09:29:00
Complete (1/1) Session Browser 2024-10-08 09:28:55
Complete (1/1) Session Browser 2024-10-08 09:28:50
Complete (1/1) Session Browser 2024-10-08 09:28:45
Complete (1/1) Session Browser 2024-10-08 09:28:38
Complete (1/1) Session Browser 2024-10-08 09:28:30
Complete (1/1) Session Browser 2024-10-08 09:28:25
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A loT SRIE i

{EAn] b T LA T 2

» Prisma Access
(¥ Strata Cloud Manager ; Panorama
AC &5 B
« NGFW
(FI ) Strata Cloud Manager w; Panorama
CWERESEY

O f{#iH Strata Cloud Manager & 41 fic.

i 5 A N E, g
NGFW I Prisma Access, &5 Si[m it H 4
LAY ATk

O Prisma Access 1] iE

o AlOps for NGFW Premium license (use
the Strata Cloud Manager app)

o Strata Cloud Manager Essentials
O Strata Cloud Manager Pro

=24 1oT Security 7= (Enterprise loT
Security Plus. Industrial loT Security 2{
Medical loT Security) [1J loT Security 1 [}

loT Security 74 Strata Cloud Manager i}t 4% 8 e & SCPHALZA) B Bl 2R 0 4 SR A o
AR P R NRCIE SR AT — N S —NACIE SO, IR RIS, AR e o

PATH 1B kEEEL Prisma Access #5287
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https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/iot/iot-security-admin

BED T loT IR EE

AT
e A A R RN ORI T-T—fQB) kB el Prisma Access.,
STEP 1| Jydgr— A7 a1 et S SR sl AU

AR S5 T A S A 92 5 D TR A S e s AR B, i e
i, Prisma Access e J i XY,

AR E AT A AR . Rl E A R ES. N T3 A loT Security loT Security 4=
JSCIP A I G 350, SO ek A7 — 15 k8% X Prisma Access 0%,

(Pt — M LS 2 AN SO SRR A 2 28 R, F SO S MR B, 4T DAKE SR KL
AR R ) St S 2 A

B, e LA 448 California 195098, Al 60 AP ks, ARG alE s — N4
N Hawaii 1930k, 7EJLrbigE 15 NG k. SRIG 8 EE— A48 CA-HI 9GRS B, 35K JL8
H %I California A1 Hawaii S0 SEACKE RIS A California 1955 KR, 154 70 BB 1R iE
N Folder (SrfE¥e) | Ffik#% California SCf:de. AR Sk JN 4 [R5 A 2 California Al
Hawaii, 155 7/0HE 13 Snippet (VISR | AR5 E# CA-HI AARDE:,

TR SR EE R JZ R G5, BATTATREA — AN A S0k, i California A1 Hawaii 2 111
US-West, #AJ5, (Eif$ US-West CGEEFEHL) FA4 % )y Folder (CCfF32) Y,

QR Aa S AN 4, ) California I Hawaii [ PRAN 1~ S 1F & B85 4k S AR . (5

B, IR RSN S A E) California F1 Hawaii, 1 E4I74E US-West SCE3 F H A5
Oregon. Alaska. Washington il Arizona 5§ [WJ 4 SCHEIE, W SN2 2850, A S8 A2l 1]
CA-HI RS EL

STEP 2| Q2 4= SR ML
1. %% Manage (5H) > Configuration (/iliZ) > loT Policy Recommendation (loT 7%
RO
2, B AACE SR ER

loT Security {5 FIBLES 2% ST SR ] — B & BCIE SO loT WM IR . nl B2 8 |
BN AR 2 A R Y . Strata Cloud Manager i< #23 HI R FE 2 200X Se iy 512, it
THRMIT AN, BETLERILLF N

TR

A e RS I A A A SR AE KB 1 21 5 a8 M U I
RO LR ] A 1 XU AT

CLEIE 2 2 R I AR B — A B A AR s A
BEARRS, R AR T 9 B 12 i
R B bz g F T AN A,
Herbr bl 5 BCIE SO NI e A SO e A
R B AR LS R IR £ 1, it A HE
No (1) I, Zes i AR AR .
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BED T loT IR EE

TN

R Internal () 25758 A ARG T A X 2%
I, External (4+3) Zérs HARAEA N 2% 2
§’+O

K Hb L 2% Yes (&) F/RfEMEM loT Security fL 3R kE

hZ4E0Z T N. No (1) KRAELA loT
Security F B ZE 8, (H AR EREL

RSB
I R 3 {7 v Common (3tH]) ZR{EL /S 10T Security il

FIAE PRI R R, Unique (ME—) 5%
AAEIEIIA T A BN, F A [ RE A I SO
rh A R B H AL P U B A LA S E

H bR il A1 FQDN X A AR RN ) bR ol DA T
" 1P Hsik = FQDN,

H AR AL S F = Hobroe S H AT - AR R 1 Y i 8 2 i
SR, R RN RO E ST,

LREH T AR RN, X a — KW LS
BRI TR, ST A AE AR 2L 201 3 LA T
N, SRS

3. EFE—PH LA TN, AT Create Security Policy (fI|&7Ze 225k m%)

4. EEKO) 2 2 SN, 285 % 4% Strata Cloud Manager 55 FH 3 SEH-0 I F fic i 75 1
SRR R TS e rp i) — AN B AN BT — G KBS B Prisma Access %, 1HIEH
Folders (CCfFd2) | SRIa MIERIERE sk FE Sk,

SRR N FAHE By b ) — AN e 2 AN (R kB2 Prisma Access 0%, 1R FE
Snippets (fVHEEY) , RS AT EERE BT EL,
5. Create Security Policy (@2 & 5%mhg) .

STEP 3| RMic i s 2 28— B KBS F1 Prisma Access %,
1. i&# Manage (%) > Operations (}3:{F) > Push Config (JERACE) .
2. GEPFHATROE oy SCRde, HERECE (HERALE) , Push (JER) |, AR5 K Push (Jf

j\%) o

Strata Cloud Manager 7£i% & 04311 Job ID #H i/~ ID 485, FEAEHERIRASFI i R il
EHERTPIRES

St IRA M Pending (7595) FUCH Success (02h) I, HSHLALENERIVELE L4 TF A
B17,

3. EEEARIENIRE, H1E$E Manage (45H!) > Operations (F£:{F) > Push Status (Jft
IR o X HE AT LB R AAEALPPIRES DL PR IIRES, RN KRBT & B A — VIR
=

BN o
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BH L DLP

{EAn] b ] DA 2 R4
» Prisma Access + Enterprise Data Loss Prevention (E-DLP) ¥
(¥ Strata Cloud Manager ; Panorama WL
il 5 ) + NGFW (Managed by Panorama) — =7 %/l
« NGEW Panorama ¥ & & BLVF nfIE

+ Prisma Access (Managed by Strata Cloud
Manager) — Prisma Access ¥ 1] ik

+ SaaS Security — Saa$S Security ¥ ] ilF

« NGFW (Managed by Strata Cloud
Manager) — < f#HI AlOps for NGFW
Premium ¥FnJ ik

(& LA M4 7% Enterprise DLP ¥F rJ R ¥F
ATE
»  Prisma Access CASB ¥ ] ilF

o Next-Generation CASB for Prisma Access
and NGFW (CASB-X) ¥ #J i

 Data Security ¥FnJilE

(FI ) Strata Cloud Manager w; Panorama
CWERESEY

Enterprise Data Loss Prevention (E-DLP) (&4 U5 B St R LAV I M. $e Bt =,
i1 Strata Cloud Manager |[¥) Enterprise DLP, & 0] LISk jiti2H Z31¥) Data Security Friff, F:55 11
NGFW. Prisma Access %zl 1] J7 Fl1ize £ ) 26 w119 RO B s 25 %,
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B il DLP

—a Ab—'—‘
Y BE St

(]

Enterprise Data Loss Prevention (E-DLP) {5 /<4

%) Manage (/5H!) > Configuration (ficiZ) > Data Loss Prevention, LL{& ic i Fl1% B
Enterprise DLP,

#5117 Enterprise DLP it i& 1 %5 {# JiI (%) Enterprise DLP 2 [f) 35z, [Nk, A e /rix B A2/

Fofth 7 B g e, I B A B 15 1) R 635 5, W] DAAE A= b s 11

i X+ H & X Enterprise DLP &

Enterprise DLP fJ 56 N E B, & 0] LA S AT TR 3 T 4 PR 47 e U Y 2%

o TR S D) A SORTEE T ML ) s A AR e 8 n] RB A S BRI ER AP 1) LB AS R
(A= F R Rk 2 PR 16 5O

o TIUE SO LSRR T A R SR TR B B A o A i

38 n] LUE B2 4E Strata Cloud Manager 61 1 7 SCEURE BRI E S,

DLP SifFii

29 & 56 3l Strata Cloud Manager 192 4= SR FN YD DLP s i i <22 PEpces, B A=

DLP S, f£ DLP $iff-ff st b, f&n] DAE T fil ok S s vEAIME S, B Ve BE 1 B i

Ao VREPRIERI H AR, SCEERSCEERI,

RS Ry SR B %

FIHDCEE 77000 (OCR) g1y 22 =253, #E— B ks sisii . £ 895, OCR

FoVF DLP = RS F4 2 Fhiy seeh 2, b & 546517 Enterprise DLP fifi e i & ¢ {4 Vi (1)

RAEYSH

i ff 24k VE L (EDM)

EDM J&—F et il T, T WEFER R P RROREUHE e sk % . (11 EDM 25 M LU I3
(BB . H RG2S eSS/ LB S (CSV R TSV) ) bkl S I AEUR RN A S 4y

(PN, Bttt s . EIFidsS . RITKSFEH F5.

EVSE=E it

B0 G AR P AU RS R B8 RS 4% 2 Enterprise Data Loss Prevention (E-DLP) LL6]

JE PO SR Y B L E SCSCRY SR AN I E e R I S A g PR ARG AR AR, LIRS AN B

1R

Email DLP

H B DLP sk Al/ML SZ B B as il 55 18 & SO ds S B F-Ip LRt e, il

1, Enterprise DLP 1] LARH i1 fURGE B i ek 4 2R3 P I8 15 A 5 R TS B AN AR 1~ IS LR H sl

R

Enterprise DLP LT (/1 15 7]

f& ] L%t Strata Cloud Manager W11 Enterprise DLP PB4 4E o FH AL T (A oy ) BB, 3 A
VFAA 3 IR L ] P 56 Enterprise DLP 19N [m) 31 20 FAT 152 55 15 ] AP,
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/configure-exact-data-matching
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/custom-document-types-for-enterprise-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/email-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/set-up-enterprise-data-loss-prevention/enable-role-based-access

F5 ;o DLP

STEP 1| 1£ Strata Cloud Manager _-J3 /| Enterprise DLP,

YEWIE Enterprise DLP, &35 20— AR S AL IE SCE LA DLP 2RSSR B i, R FE
Manage (i¥#) > Configuration (fidi%) > Security Services (“Z4:fllk%%) > Decryption (i
), ARe

1. &% Manage (“§Z) > Configuration (fili) > NGFW and Prisma Access (NGFW
#1 Prisma Access) > Security Services (Z4/[i%) > Decryption (iii#]) , XS5 Add
Rule (#sinFEimp

TS X iR 25 Bl i SO T VF Enterprise DLP A A i /. PRIEEEE 9555 Strip
ALPN (Advanced Settings [ 2% % 1%] > SSL Forward Proxy [SSL 4 & fCFE]) |, A
T S SIIE X R 5 Bl i S5,
2. 4R E ST R N %] SSL Forward Proxy (SSL 4% %2 fCH)  LAfR A FII] o
« J2 1l Enterprise DLP [ Jj 40 F
STEP 2| (w[it) i#%F% Manage (“4F) > Configuration (fili%) > Data Loss Prevention >
Detection Methods (K&l /515) |, FFA1EHE B

R DL F1AE 3L Enterprise DLP s 54 AR £7 7 T 46 A A8 AU I ELEG S0P - IKabE
IR N A 87T DU 1 ) Sk 5 e OB K, BB s SOk 1 6 e Mt 1
o

o QUEBIEES TR
STEP 3| BIEHEACIE SCIF

R N2 LUAH [ 7 2 TR 7 10 B 2 o AL 2 B A o SO S mT DA B0 A v Sk
FEE VG P B A PC P 2 R L (5 B )

o AEEEHEAC E SO IR
STEP 4| @& DLP #i

FRIERE A S Enterprise DLP fR3P I M SR, 1% & Enterprise DLP fEAG % DLP = {4+
B A TR AR

o QUEE DLP KLy 5k v
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-pattern/create-a-file-property-data-pattern
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» Prisma Access O Prisma Access ¥ AJilE

(¥ Strata Cloud Manager ; Panorama
AC &5 B

{41 Saa$S Security Inline T 2 JEUEFN A 28 JLAE IR Py Ao 381 20 18O R A5 AU P 3
3o

Saa$S Security Inline P i& T Cloud Managed Prisma Access 1, 1] AR LML F1 CASB 22115
PRLE . ESEOE SaaS wIRME (RS 2 o HrAnHR ), DU IRV SRR I 43 N 45 L HhrERI
2 PEUE SaaS B FE Y {41 Data Security KU

i Ia) 22 22 ACEE (CASB) 4481045 SaaS Security Inline. Enterprise Data Loss Prevention (DLP)

k. SaaS Security APl. Data Loss Prevention (DLP) API FI SaaS Security Posture Management
(SSPM),

A A sy ) 2 U (CASB-X) YRl uE 2 & Fir 5 CASB 2044, {51411 SaaS Security Inline. SaaS
Security APl. SaaS Security Posture Management (SSPM) Fil Enterprise DLP, ‘& ] LAN I J- L fil
FUERES ) 5 B Prisma Access. Panorama ‘&l Prisma Access fll Panorama & BIUEET— 55 kB
(NGFW) # 4% .

G LI RJE )1 SaaS Security JIi iy 1 fi#11) - UlStrata Cloud Manager
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https://docs.paloaltonetworks.com/saas-security/saas-security-admin/saas-security-inline/get-started-with-saas-security-inline/saas-visibility-for-prisma-access.html
http://docs.paloaltonetworks.com/saas-security/saas-security-admin/saas-security-inline/assess-risks/view-data.html
http://docs.paloaltonetworks.com/saas-security/saas-security-admin/saas-security-inline/assess-risks/generate-the-saas-security-inline-report.html
https://docs.paloaltonetworks.com/next-gen-casb
https://docs.paloaltonetworks.com/saas-security/saas-security-admin/saas-security-inline/get-started-with-saas-security-inline/saas-visibility-and-controls-for-prisma-access-cloud-managed

B HE © SaaS Security

LI &4 Prisma Access Cloud Management -5 2 #1iz 1T SaaS Security Inline i /5% -
N Prisma Access 11 [ 44 & SaaS Security Bl hniF af ik .
% Manage (&%) > Configuration (Aci%) > Overview (M%) , DAEAS A HEEH9 VAT
UE R A B AE,
INEAEEE A IS, EEH O B3O SaaS Security Inline W,
% )E, SaaS Security Inline 2 s KBLETA SaaS N HFEFF R, F:MAFAELE LU PO IE Y
Prisma Access H &7 #1 H P 9 SaaS 1 sh A R i 2 © Strata Logging Service,
BRI B BE G 6 R T BB

%) Settings (%) > Identity and Access (3R RIALER) , LAfEAE Prisma Access
Cloud Management H 24X SaaS Security 142/ 374 (1 1 [a) AL

N T Ze ‘e R Saas Security  f PR Saas Security Inline 1y e A B

g1, A\ Prisma Access 7 qerpn ) g it ki ) Saas Security e ) i
Saa$ Security Inline iy 5 |

P2 Prisma Access Cloud Management 1) SaaS Security 5/~H¢,
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+ NGFW (Panorama £4%)
* VM-Series, funded with Software NGFW Creditso(Par®parfar NGFW Premium license (use

L) the Strata Cloud Manager app)
« Prisma Access (Managed by Panorama) o Strata Cloud Manager Pro
O 7T Panorama B4 6% Panorama 2514
s tditE

Xof 2 2 SR U g ST AR TA) AR, TR ORI T B . (B, A S PR 4 2 SR
FRI 2 P AL ] SOFT BRAT S ISR 20K, I HAN S AR RS IR ACIE (B0, 3 BN F 8 o i
RIELD)

N T SEBLX - HAR, Strata Cloud Manager i) Policy Analyzer {5 %5 6B {52 fits 57 i R R 1b

B AT, Policy Analyzer ANSURT LA 2y B4 U179 ] B8 5 H sl [ e B A J 130 DA S5

B, AT DS AR ) S i e, B, U4, ek, SRERFIA IR

{#i il Policy Analyzer ¥ el b2 2 SR F 0 22 o

o URMUBTHLIN 2 H — AT S ST S T AR . Policy Analyzer LS u] fg I b 0T B AT 42
2RISR, DA R S Sk, R el AERYE, LSRR I Ah AR .

o YIS BA RN 22 — FH n] DL BRI bL 2, fie KB 5 S s ) K8 T 26 2 Ak 5 13 B o
g%, I PRI e p T PR T 5 A 2 TR R D) 2 1 e R PR R — B

FESE S L2 HURLZ I 61 22 0 A I 0 22 2 TR R

o AR WHIREE M — BEMS VRN TR 2, AR BRI AT B 20 b RN 0 R, DAk AN ] d i
s e T B e

o ARSI AT — ISR BR AR SRR d . O ARt R, A BRI AT Y R E

%27 Policy Analyzer, LA 1@ ¥ %15 2.,
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 Prisma Access O fifi Jf] Strata Cloud Manager 4 P& 10 fd i 2 4
THHHh—ANERE; 6 NGFW F1 Prisma

(FI| ] Strata Cloud Manager w; Panorama i i Access (55— & H 8 [ 22 S AV T

A HR)
« NGFW, {uih %/l NGFW F/rfftsrnhy | 0 Prisma Access PRI
i H o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro

— Strata Cloud Manager 2 {1 hEE T e T-1&%
I YE Tk,

@ A R AL d it Al T R P B, Bl by RS Xk (e DT 1R 0.2
JE ARG HIE DI RE, 15 58I B R.
BT BEAZ RN St ok 2 i, IO EATT VS R (TR R RE . RIS s (s s
XEERE J FEAAR RN 4 oy SRR, SRR, A TRV EE SRR I R
HATIE 2% 90 KEA BB AR 2 % e RE1 w1k

LA

Strata Cloud Manager =787 H &8s, IEERYE any ((E0]) N R 3t B0 A28 1S+
TN, FEHI AR A AT 90 KI A SEfi ] Ryl R A R i &, AT aE S5 | A4
BRI

ST A E NI T3 AR, Strata Cloud Manager 3 1 34 %8 0] DLBE 2 00 3 DA AL
HTHOHELE U LSRR RN 5E AR SRS 5 BT VA A I 25 90 RPN A 511 199 28 rhope il
FIf) JB7 R

e TR AR RN R B A IR AL o T SRR HEAR (A g Se ) vy DA
SRARI) & s
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Optimize Secur|ty Pollcy Rule

Optimize overly permissive rules by replacing them with more specific rules to improve network security

Recommendations to Optimize This Rule View by Overall Traffic v

HOW IT WORKS

OPTIMIZED RULE BREAKDOWN

Original Security Rule

B Y 64.06 MB
Optimized Security Rules
nZone Aopicaon
- K/ 64 =
OPTIMIZED ON N
2021-Aug-27 00:00:18
Destinaion Zon}
Original Secunty Rules
e ns in your security policy after you accept the optimized rules. Monitor the original rule to decide if
oust = st
Nam Locati % Overall Traffic Source Address Source User Destination Zone
Remote Network: 100% - 64.06 MB 100%- 591K y Ty
Optimized Security Rules ="
Add optimized ules to your configuration. You can accept all the recommendations, or choose only the recommendation:
that work for y
Nam Location % Overall Traffic % Sessions Source Address Source User Destination Zone
Remote Network 0%-9562K 4% - 266 Bytes any untrust

P2z ARAC TR 0 A FE A2 B B e MR DU o D s B U {7 8K B 22 2 TR R ST BRI R 5 IR s gk
AT LUWEARRREIN], A A 15 AN T R B

AN A LN AL ChRic, IR ] DUAE 28 4 SR T B AR 1) e A T -

Security Policy Rules (22

Name BPA Verdict Days Sin. Zone Tag
v Remote Networks (5)

13 optrule_test-rm-rule_2 @ Pass | trust test-rn-rule_derived

Fail 12 trust test-m-rule_original
Fail 1 trust
16 Allow NewApps 8 ©russ 31 trust bestpractce
Microsoft Product Activation a Microsoft 365
Microsoft 365 a Microsoft 365

PeAbH ]
STEP 1| ijjia Config Cleanup (Fil&iEHE) LI A S A 0 DARALAERI]
4 Manage (5PE) > Security Posture (Z%2{R#) > Policy Optimizer (GREZEALES)

A ORI, SRR SR AR AL

I RAFAE 2 25 T SRR, 35 HL R L AL L S S i o KRN s SR g fohn i 22 = 25 34ty
%ﬁﬂ%%l&MO

STEP 2|

Policy Rules to Optimize

3 90% ¥
This number has decreased 90% in the past 7 days

° Add New Filter
Pollcy Rules to Opnmnze 0

approve recommendations to optimize the rule

Name Location % Overall Tra... % Sessions Unique Us{
ep-rule Mobile Users Ex... 0% -74.61K 0% - 22 Bytes 0

rrrrr le Remote Networks 1% - 64.06 MB 0%-605K o

go-rule Mobile Users 9% - 388.88 MB 4%-2633K 1195
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STEP 3| EFHAAN. ALIFN
& 0] UG SR 260 UK 78 55 2 A A R O 98 e T T 5 0 20 T R0 D it 1) A £ 7 ) LA 2 T R
f'?o
O»ptimizeSecurityPoIicy Rgle -
cwserynas
STEP 4 | Bzsz 3070 ol 2= 350 A0 U i 18 o
Bz B R S B s 20 G R e v, eI E I AN S A TR RRIRES s X AE
i &Push Config (MEXR[ELiE) ) Prisma Access i &/,
Accept All (=FE257) B HL AR 22 HECF IR o A8 n] DAAE B2 2 AR LR 2 w47 S Ok
o DAL HIBR S RO o K e DU s o 21 R AR AR b R BERR OB 71 S b R BL K L
DI
o ZEHIPUAEFN o X MRS SN EE SN, I ELZE S 2 R s I B EE ]
o BUHEETIMY ETA gk, Eﬂﬁ?ﬁifﬁ"ﬁﬁﬂﬁﬁ@ﬁﬁﬁéﬁ?ﬁ#ﬂ%ﬂlmﬂ‘E’E?\J@.i}(o
o GIFRN . AnRAE R BT HERE R R AL, I P IXFEML
BARAEMN G, A8t~ Update Rulebase (E%ﬁﬂ}ﬂﬂﬁ) MR, A FH
BN H’Jﬁﬁ%lﬂ‘é% IRIM,  ARATT ) A S it g 3 A5
STEP 5| Push Config (#tizftiE) , LAHREALE 981 & %% Prisma Access A THAL IR

Firewalls Overview
Welcome to Prisma Access Cloud Management. If you'

running.

Variable & Incomplete References

0
Variable

Config Snippet

Push Config v /

Push

Revert to Last Push

/

americas.
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STEP 6 | Wa#EJsUh N B 1 5 A5 2B .

JERAR 3T B A R 7 R B8 A A 1 4 2 SR b 5 B A e RN R v AR AL, R A
brid, DMEE AT DUBRARGE . bEAF0K _original BRI A FR (B4, security-rule-

name_original)

Security Policy Rules (22

Name BPA Verdict Days Sin. Zone Tag

v Remote Networks (5)

13 optrule_test-r-rule_2 @ Pass | trust test-rm-rule_derived
14 testrrule Fail 12 trust test-rn-rule_original
15 Fail 1 trust

Prisma Acce:

- Post Rules (3
16 Allow New Apps & ©ras 2 trust bestpractice
Microsoft Product Activation a D

MAEAE BRI

F L 2% Excluded from Optimization (AL HEER) %15%, Prisma Access 5 ~2x %) Hidk
A, BRI R R IR

Policy Rules to Optimize @
4 P Remove Rules from Optimization llua}
Select a rule to review and approve recommendations to optimize the rule 5 mins | Launch Walkthrough “ ‘

Ready for Optimization (5) L Removed from Optimization (0) Optimization Failed (3)

W Try out Policy Optimizer while it's available for early access. If you're interested in continuing to use this feature beyond the early access period, check in with your account team.

KRR =PRI 0E, Wik Push Config (JEZRNCE) 1 HEXRACE S, RNWTRET 2% 24
NI YRS SRS ZE S I T DABE IR SR £ RN A n [ml e B 51 2

/J\/fj[/ﬂ:

IR es SR AL 2 WA P e e P Bs A AR RS AL+ R i R DU 19 370 e
MENEESEY R IVELRp W lbri X ot

& 5217 Policy Optimizer History CRB&SLLES Do) el 2% 30 Ky, WA ELAERIN] (R4
{EIERID ASASH A i, 2 DORIEAC A28 s b M, 8 SLUR2R g 25 b s Ji
i,

& Name Location % Overall Tra... | % Sessions Unique Users Source Zone Source Address Source User Destination Zone URL Category Service Modified Date

Deny-Corp-  Prisma Access <1%-79.44MB <1%-1621K 95 trust any any any adult any 2021 Sep 23

Allow PANV  Prisma Access <1%-7.28GB 6%-20.05M 8618 trust any any any PANW Websites R application-default 2021Sep 22
RBI-Web-C.  Prisma Access <1%-5.99GB <1%-114.02K 3007 trust any any any any 2021 Dec 10
Policy for Pt Remote Networks 2%-249.38GB 37%-111.4M 0 any any any any any 2021 Sep 20
Catch-All-A Prisma Access. <1%-112.54GB <1%-273M 23334 trust any any any any 3R application-default 2021 Nov 24
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Optimization History (2)

the traffi vk

Name Location % Overall Tra... + % Sessions

test-rn-1116029.  RemoteNetworks ~ 19%-2.98TB 19%-55K OPTIMIZED RULE BREAKDOWN

testrn-1116029:  RemoteNetworks  1%-159.96GB 1%-342 Original Security Rule

159.96 GB
A

Optimized Security Rules
—— | 47.18GB/159.96 GB
= | 31.65G8/159.96 G8
- 1 237268/159.96 G8
— 57.41GB/159.96GB

ORIGINAL SECURITY RULES OPTMIZATION RESULT

Last checked: 2021-0ct 26 17:00:00 PDT

Overall Traffic Sessions Unique Users.
1%-159.96GB 19%-273T8 1%-342 19%-503K 342 51
Before Optmization ~ After Optmization BeforeOptmization ~ After Optmization Before Optmization ~ After Optmization
Optimized Security Rules
Name Location % Overall Traffic % Sessions Unique Users Source Zone Source Address
Remote Networks 19%-3165GB 2%-78 7 trust any

Strata Cloud Manager Al

369

©2025 Palo Alto Networks, Inc.



W A

B Al E TS

FEART Ak mT DA A 2 RO A7

 Prisma Access O fifi Jf] Strata Cloud Manager 4 P& 10 fd i 2 4
T H AN ATE; XHT NGFW Fl Prisma
Access 94 —4H, & [ B 55 B PR AN T IE :

(FI| ] Strata Cloud Manager w; Panorama i i

BWH)
o NGFW, 46 #i NGFW B2 $e (k88 iy O Prisma Access ¥ A 1IF
A O AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro

— Strata Cloud Manager &Ly Sy e sk T8
MY ik,

(5 I 37 SR IR ) MR Strata Cloud Manager P i i oA (ol JH A P ik S A S JE . il B ok
(T BCIE XS 5 nT DA AEBS KA BE, 52 M oA LA A PR Rl 2 2 S B i e O A 10 251

STEP 1| %% Strata Cloud Manager,
STEP 2| %+ Manage (%H!) > Security Posture (Z%#4%) > Config Cleanup (fiti& &5k .

STEP 3| ##F% A Strata Cloud Manager BCi tH izt 6 A T A (T Y 5 G R0 S )

* Policy Rules to Optimize (YEARALAYIEHIND) — B DI F L T 9ARAVRN], DO IX SR
DA B Ay S VR s S B (ki P 1P N2 R R 3 1 S LA o 2% R B )

Unused Objects (Past 6 Months) (Al M4 [ 2 6 AN — (T (] i i sl SRms )
FERE 25 6 N A A T A 1 1 5 41

+ Zero Hit Objects (Past 6 Months) (ZZarrf 4 [ 25 6 N H1) — AT E X 507 S $H
D], G e SR U - g L 1 6 G e M T A v

AL Z HH P B 5 X6 AN A 5 LSRRI SR R I w0 25 i b, AT IR s T BE S e e A 1
(P At SR R - e 2 i b

* Zero Hit Rules (Past 6 Months) (ZZ i [ 6 AN D — it 25 6 AN bt Pefd N7
(A BT A SRS R
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STEP 4 | L] S 328 et PABH X e 0 O ol FH 1 5k S A sqigs KU o

Unused Objects (Past 6 Months A i x4 [id 25 6 4~ A1) Fil Zero Hit Policy Rules (Past 6
Months) (FFarhGig RN [i3 25 6 MDD Z2FF Add New Filter (ZInriiikes) .

+ Unused Objects (Past 6 Months) i X5 [ 25 6 N ] — ] DU DL T 262k
A1 Delete (Hlfg) Afl X5

« Name (HFR) — B IFEFFEMIBLIE X R AR
+ Location (fi7j&) — fEILrp QI EERACE X S A4 BRI BCIE 1L
« Object Type (XFHIM) — Bl ) LA,
« Days Unused (A HH RKED — Bcis X 50 (58 v K2
¢ <50 — R{EHAT 50 K,
e >=50,<=100- 50 # 100 K AfLH,
« <50 — T 100 KAM A,

« Zero Hit Policy Rules (Past 6 Months) (g s (i 25 6 4N A1) — %] LR
J& Name (%F5) . Days with Zero Hits (= K ={f-{] Source CRIR) Fl
Destination (HiH) %4, §#ikf Enable (Ji/il) . Disable (Z5)f]) = Delete (fil
BiR) v SRS R

Unused Objects (Past 6 Months) Zero Hit Objects (Past 6 Months) Zero Hit Policy Rules (Past 6
Months)

100 0%

This number has not changed in the past 7 days
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« NGFW, H#h 2/ NGFW A2 58 | XLV a4 &%) Strata Cloud Manager 11
EORE! Uy A AL
+ Prisma Access (Managed by Panorama or o Prisma Access

Stl.'ata Cloud Manager) O AlOps for NGFW Premium license (use the
« Prisma SD-WAN Strata Cloud Manager app)

g Prisma SD-WAN

o Strata Cloud Manager Essentials

o Strata Cloud Manager Pro

— ] I FErE R B sEStrata Cloud
Manager B T8 48 -V il ik,

Strata Cloud Manager FIJ Jfl—2H Tl S iz (5 L, IR EERG B SRR T TR AR P 25 4 4
TIEFE 2, BN CIS (CHBEMZE Zerbuly) FTNIST (ERARUERE ARWIIERT) DL a2 231

FETE TR OIERN 8 R T . IR SEAG A n] PE A5 S SERH 2L N IO BC i A8, IR 5 d S el A5 R
PR AR 2,

Strata Cloud Manager "2 =3 ARE B TE — RN Ak, BIFG L2 2 Bl IR LUK S il
Vi A B, X SCAG A PRGBS KRR . Dn%s . SO B6 e b IR () B AR e e

2SR P P RS I 21 s 22 15F, - Strata Cloud Manager o] #2405 a] $#: E1) WL FIAR RO, =] LA B
PATIRRE LT 7, DAANE S R B E A AT S S 0w, IS B0 A& DA A 17 F- 3 - TR 4E 4
%%%‘Dﬁé‘ﬁd%é@iﬂlﬁo

LR E S S T AlOps Fl Strata Cloud Manager 22 %46 25 i UL I S AE

#$¢ Manage (i) > Security Posture (“ZZ475%) > Settings (&) LA R. BWHAHE X
BN SRR A, IR B BE A e 3.

Strata Cloud Manager Al 372 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/strata-cloud-manager/aiops/about/aiops-free-and-premium-features
https://docs.paloaltonetworks.com/prisma/prisma-sd-wan
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/strata-cloud-manager/getting-started/overview/whats-supported
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/best-practices

ST« 1 I e
L SR

+ Security Checks (‘Z&f#r) — M T ACE 1 i MOk A 71 4%,
BHACE S5IX SR A 1T LR, DAVR (S W &ML 2SR B 2% 8] DR IEIREE AT LA
R E SR A R OGS A
1. 5 FE S BN EPE],  DARI & i o B A 2

Ses AT LA L SUR A7 e g3, (1. Palo Alto Networks i (s st e 75t
RPN, Tk,
2. GUAERIBIR S ) U 1 SR, e R DA K8 A BUREBTOARE, I S 51
LD 3 R I P 1

(EIR LA BRI IR T — 70, ] LLoaké A 7 SR B HEZR iy &

3. A A AU O I )3
o Alert (ZRO (BN — ARM ke d Ak i Z k.
* Block (FHIE) — fEFAEARRACIE BE A LGNS 2 g IR Eq].  “BHIE" SR MEE—
i, HAKIGR SR B 5K

+ Strata Cloud Manager (19 N K B — B (LIS RS sl HER AN FRF G 2R AL, (A2 FH
RS AE AR AT i 1

+ Strata Cloud Manager VS * N IBAAS & — 8 SIS RAFASTT S UE I EC I,

» Panorama iL45** — [ 1L 15 Panorama FE A2 N & SR IACE,  HAN2PH - s I
{175 Panorama i fic &,

« PAN-OS Web %, API ¢ CLI & B — BHIEX} K52 28 PR S, Panorama & BT fic 2 15
A7 R FA TR,

© O IO, SRR A O T KRR ETT, (AR

SEII, LI PO 2 RO O BEL L S PRA R, 78 (A R A
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Customize security posture checks for your deployment to maximize relevant recommendations.

Posture Settings
Security Checks Security Check Exceptions
Overview ~

Configured Severity

315

Total Checks

Security Checks (315)

Name

~ Custom Checks (4)

final_check
custom_check
final_check-1

test-yaxin-create-exception

Zone to Role Mapping

O critical 21

A Warning 57

@ informational 237
Manager

Cloud Manager (NGFW)

Cloud Manager (NGFW)

Cloud Manager (NGFW)

Cloud Manager (NGFW)

~ Limitation and Control of Network Ports, Protocols, and Services (9)

The ‘Service' is not configured in a rule with the ‘Allow’ action  NGFW, Panorama ...

SSH Proxy / SSH Tunnel
Dos Rule Protection

Included Networks

o wRiAEps

NGFW, Panorama ..
NGFW, Panorama ...

NGFW, Panorama

Role to Security Service Mapping

By Feature (Top 5)

Check Types

o ___________}
Connectivity RS 15
Device Setup Session (D 15
Userld  (HIIID 1
Device Setup Wildfire (D 13

Severity

© Informal
A Warning
© Informational

O critical

O critical
© Informational
© Informational

© Informational

XA SR ) B sl a4 S ] UG £
o MRS IXEN RS
s NGFW (1 il 55 DX A5 21 A (o1 LRI A S
o OB IR B
EELATA NGFW rh IR 55 X F A (0 2 [R5 PN i 22 2 IRk 55

I 1 SR AT
O 158 SR s, BREIUE 4, WLTFIAOIE FIE UK 2.

I AR 2 ) £
STEP 1| &+ Manage (%If)

STEP 2| #riRE e & JF Clone (wil%) .
e s A A TRk 2 A R

STEP 3| Edit (4#)

STEP 4| %% Manage (i5#)

Feature

Security Policy

v Security Policy

v Security Policy

v Decryption

Security Policy
Decryption Rulebase
Dos Protection Rule

User Id

Create Custom Check (% [17¢E AT

STEP 5 | TE%F‘%E’J General Information (—#%{5 ) .

/J N
IO

Group by Security Framework: ~ Critical Security Controls

Check Type

Custom Check

Custom Check

Custom Check

Custom Check

Palo Alto Networks BP Check
Palo Alto Networks BP Check
Palo Alto Networks BP Check

Palo Alto Networks BP Check

B 5 DIk g,
> Security Posture (ZZ42Ri.) > Settings (%) , RIGik$F

Updated: 2023-Oct-25 15:25:32 PDT

Custom Checks 4

315

W Palo Alto Networks BP Checks 311

Total Checks

v Collapse All Q Search A@ll Create Custom Check

Exceptions

No exceptions

No exceptions

No exceptions
No exceptions
No exceptions

No exceptions

G HE SR B LATHAAT LB, A

Action on Fail Actions

Alert v

2 exceptions applied Alert M :
1 exception applied Alert v 3

Alert v

Alert

Alert v
Alert v
Alert v

> Security Posture (Z4=75%) > Settings (ki)

27

I8 g TS ARG A U s BORTEE iy, u%&zﬂﬁﬁﬂﬁj\@%@@mQE)(F‘%E”JM@%DW&UZ&O

STEP 6| 1/iLifk$¥ Object Type Ctf%KM) — SQIHAG ERYALE 70, T A7E (E QA A w] DLk
Txﬂﬂfﬁﬂ VG YD R0 Je PE o
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VL P A 0 e VEACIE AT HARFRE
o CERL- AR R, HRAZ yi OB
A1 H 2 . RR
o - IRSX k. JHF . g
o HAR - ARSI A bk . R
o MR, MR4F URL . L
o FERISAE . LERY
- WhH
. KT
o fEHrh
o FTEKT
o FTHUNT
- AT
- FT
© NPT
- ME
o Hb
s —L&
o MEH A

2. VRINZAE — (3B EHE 575 (I AND. OR. IF. Then. ELSE il ELSE IF) &#2e4 {5 %
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3. IR - O FAR KPR, R, 45 True 2 False,

* F R Fk A &
o o ek Rk &
* X Rk R

ATRBI Y FR A TG 20 VF Okta It 5t M M0 1P M ik i) SRR B 4 HH % s 1%
RG] R R AR IRE, RS N HETE,

nnnnnnnn

Object T
Security Policy
Logic Build v
+ @ Add Condition &1 Add Group
G ]
3 Source Add Equal: RU + B X
OR
EEEEEE v RU v + B X
AND
i Application v Equals v okta v + B X
AND
i Action v | Equals v allow v +® X
Required Field
Cancel “

STEP 8| Save (fiff) BT,

BB E
o] DA i d BT MU Actions (5:(F)
o bR - QIR AT EIA
o YR - WHOAT A SR
o MHBR - BHBR G G B SR IERE,
PR B SO R T8 &, AR FE H1 3.

© T RIERE MG .
© TUUREGR R B 11 0E S AT,
R ATRE R BRI A B A AL RS EE 11 SRR
R B {5 A

AR TR, A n] DABR TR 25 v TS AL AL 1
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STEP 1| 4% Manage (i§F!) > Security Posture (ZZ:24:%) > Settings (%) > Security Check
Exceptions (ZZ2f#(14)) , #X)5 Create Security Check Exception (/% 246 25 7
) .
A, ik Manage (G5 FE) > Security Posture (22 %2%5%) > Settings (%) , IfAniR
HIEFE PRk A (Exceptions [144] 41)

STEP 2| f5i A& GV BIAMRIN BT RS 5. S OISR A IR, JSUFI 2%

Security Check Exception (;: 2 #5(i44) hhe 1 wifa 1 T 454, L Best
Practices (i f£:szpk:) 7 Security Posture Insights (1: s 3h 0 fiR)  $5 7585

STEP 3| W AEMBIANGEINIRS TSy i, DA ) H A AT MR s vy g 215 e v = B AR g o
STEP 4| Save (f&fr) g4,

R (T 0

BeAa ] [ B ‘u\m@EL%HX&%&YEIEX%ET S GOR WS R cR S DR e
H?% LA w] LISZ IR I 73]

3 TT DAL s} [l S 7 5 RN B2 R 1

o QGRS R SR R O] — 2 2 SR RN A0 VR A8 St R U N AR B T30, e L ] DARR 4 75 22 A
VES AR EME, Manage [5#] > Configuration [ iZ] > NGFW and Prisma Access [NGFW %D
Prisma Access] > Security Services [ 4=k 55] > Security Policy [% 4> 54])
Add Security Policy Rule to Pre Rules o

@ [ Configuration Analysis X

General

) 6 out of 10
Name * Description
Security Checks Passed
Enabled '
@  Resolving all checks keeps your policy
¥ rules precise and effective
Tag + Schedule
- Required
Match Criteria
@ The ‘Source' and ‘Destination’ address and zone are
%) SOURCE %) DESTINATION set to ‘Any’
Zones % O Ay O Select Zones * OAny (O Select @ The ‘Service'is not configured in a rule with the ‘Allow’
action
Addresses * O Ay O Select Addresses * OAny O Select
@ Server Response Inspection in the allow rule is
Users @Ay OSelect O Prelogon (O KnownUser () Unknown Devices @Any O Select (O Quarantined Devices disabled
@ ASecurity policy rule with the Action set to Allow
Devices Any O Select O Nohip (O Quarantined Devices
® o @) does not specify applications (App-IDs)
Recommended
[S APPLICATION / SERVICE @ URL CATEGORY / TENANT RESTRICTION © fnal_check1
Application % OAny O Select URL Category @Any O Select
Service @ Application Default O Any O Select Tenant Restriction @ Any (O Select
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R

I A .
RS

73

Device Setup @

Services - Customized

Update Server.

Verify Update Server Identity:
DNS:

Minimum FQDN Refresh Time
(sec):

FQDN Stale Entry Timeout
(min):

Port:
Primary NTP Server Address:

Primary NTP Server
Authentication Type:

Secondary NTP Server Address:

Secondary NTP Server
Authentication Type:

Dynamic Updates Scheduler - inherited from

Antivirus;
Applications and Threats:

WildFire:

1111

30

1440

1111

Stest

Stest

None

Schedule:Every he

&, Manage (F52)
Prisma Access)

> Device Settings (i3 #% % %%)

Overview ~ Security Services v Network Policies v Identity Services v Objects v  Device Settings v Global Settings v

@ s

© [} Configuration Analysis x

3 outof 4

Security Checks Passed

Resolving all checks keeps your policy
7 rules precise and effective.

Recommended

NTP Server Authentication Not Configured

& The Mi

too high a value

Schedule:Every 3¢
Schedule:Real Tim

& NTPSer

ver Addresses Not Configured

IR RSl PRAT (Y 1 A sl e 1 m
PRAFIEI L

QDN Refresh Time is not sef

toris set to

Verifying the identity of the update server is disabled

bR,

[IRSNRY

PO e% — B By K S BN WD B2 DR S5 6 eh . SRR RE . OV IR SS AN BE T 1A)
> Configuration (fici&)

> NGFW and Prisma Access (NGFW #I
> Device Setup (W87 %) )

A LLEPRE IR R, B 7 e L I R A ]

" AR I T A ety i £ (RBAC) i, i i £ (6 I LR ¢

AESR, AR, RSB RGO IR 8 1 1 &iep : Incidents and
Alerts (frptfiisii) Log Viewer (p grzps) Audit(logtype) (i [h Lk

il

RS SUR A B R TR T R #E (e o - Incidents and
Alerts (dpifiesiR) > Log Viewer (11 Geizus) > Audit (logtype) (ipy [116

Sill))

o

Strata Cloud Manager A 7]
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4 paloalte’

TECHDOCS

(i [ By

fEf] b wT AGE AT 2 g PR | 2

+ Prisma Access O FAEEXEYFaE 2 — gl
Strata Cloud Manager &2 fciE ; N T4

Strata Cloud Manager i Panorama yi- =
CFIH ger s AL P NGFW FI Prisma Access, 5900 N

HHL) *
o NGFW, bl #fl NGFW 17§25 By X
i H O Prisma Access ¥ A]iF

o AlOps for NGFW Premium license (use the
Strata Cloud Manager app)

o Strata Cloud Manager Pro
o & NGFW #2175
ST VM-Series B NGFW)

— Strata Cloud Manager 2 (1) T BE T T 15
AR VL,

SET AR EES (RBAC) ik SUERLH P GERE D) MREBCR BT (T, FN 8 BE G 4R 26 24
G FR 78 14 (RN S B E 7 09 K P . Prisma Access 45 FRSZER E 72 X RBAC, MM {difa ] LA
B OB E R, FFONE R P o U AR, SRS RBAC, & ] LU HEH R SO =48 B
A PR BT ]
Saa$ Security Inline 7y Behavior Threats <+, 3 RBAC_ Discovered Apps (% 3 (/5 ff]

f2/7) fn Behavior Threats (; 7ty Ry A A5t b 4 i FLF /T 0L, Eig

oy By A el ,
14 RBAC w351

o WERTDACEALE RS : S RIUT AR - 464 Prisma Access

o el MRS — MR © S s )

o i E RS TN £ E AR PR
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https://docs.paloaltonetworks.com/strata-cloud-manager/activation-and-onboarding/strata-cloud-manager-licenses-and-support
https://docs.paloaltonetworks.com/vm-series/11-1/vm-series-deployment/license-the-vm-series-firewall/software-ngfw
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https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/get-started/who-can-use-this-guide
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/get-started/supertask
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions

L

il

G%ﬂg

AAE

Prisma Access M H PSR E BRI H 2, i o OB P R3S IR v m 2888, il A
(O, 35 R E AP A LA KA B G a] DU gk P 4. b0 N T Prisma Access FOE B B HEAELLE
i AP 2

PR R A B 53— HA R e TR e 0 78 4 U7 Il BB, B0 4 R s o 80 2 J R e 1 T A 52
Bl LA P A P 5 T DA B A P SE G 0 BC A €0, 3 T DATHRG 12N R e ) AR 8 I Ay 52
i,

SR BE B — X 70 Bt A (i BT AR F SE B 58 07 AR . SR BUAS B B13E vT LALE L AR P
IO SR P SE G SR BE 53 o AR IRS Py HoAS FIUE SOl A, DU SEE 7S B B T L
WX se s (0 fegs JLAB AT .

BRIE — T UBEBIARCE TR HARRE, BRI Lk B s,
B AL A B — BB EE A B F AR HRBEE, A B R BE B OB L

IEERTEL Y — WA H L, AFELNEBIE, A0 IKE, IPSec, EEPITEINNEBACE, AT
B R SO O B

LR G — T DVE R HAS I BT AT B, (RS DA B B3R €0 ] g n s B
Web 72 2P 5 — HEEEH 5 Web & 2 HIRAVALIE LR,

Data Loss Prevention 5 2 i — W[ LLijj[i] Enterprise DLP % 1&, (HASAERHACE 0T S = 3]
Prisma Access,

Data Security & # 51 — 7] LLiJj i) Enterprise DLP Fil SaaS Security #e4F, (HANAENS fic i o7 ot
%% Prisma Access.,

SaaS W H i — W LLijj ] SaaS Security &, (HASBENFACIE T e 2 2 Prisma Access,
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R T g i e

) NN N oy

H 7 ST ) o ) e — 3
N TAE A {9 PUE SO s A A e XA e, AP ol e, LUAET A Prisma Access W
T B A B P L

STEP 1| ik RS ¥shn H & Lo

AN SRAE TR S LU S (TR Ry SRS AR DT Rl ZE R, DT AN H 58 S e oROE UM SE
JarIBER . STOE A @R, A A e — HBRABR S, 5H0E AR, 40 H
TE A (A RE D LG A SLCERIHL I 5541 (TSG) FRYJE RGPy o IKRESR AN % 7
PUSICIELN S Wis GEs v LI DE 47 i1l

MREAEEREMTIE (R%) Win i XA, WRZA O o Bl ik B4 FimigfL T, L
{58 AL W] LA R R o

STEP 2| @i RS v n 1 i 1a]
WFIRSS: Vil A A (E 1R RS K H P U5 [ Vs InE 2R 45 DL S B O FL o

STEP 3| midim H RS NFL H P el Bl 85k 7 70 e Tl S F €6
MREELEIMA T, FFETmE A, & a] Lol B XA, B 17554 (CRIRL
B HARAS

STEP 4| 1 Prisma Access =& T /' St vbd) i@t Y5
Prisma Access 2 R EEY (MF MBI ALAEEA P GEFRLR) Rl BERE, DR
PR R (o R e AL BE) SRR PR ,

BB R GE P TC VR (F, AR IR — 4L B R Py gt 22 10 (AP R, AT 3. 5 A
TR ARG A IR G, I AR A2 7> HE )t
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R

R TR

FEART Ak mT DA A 2 RO A7

 Prisma Access O fifi Jf] Strata Cloud Manager 4 P& 10 fd i 2 4

T — AN RIE; X T NGFW Al Prisma
Strata Cloud M o P ik ;
(F1 jiy Strata Cloud Manager w; Panorama i Aecoss 195 T ST AV WAL

A HR)
« NGFW, {uih %/l NGFW F/rfftsrnhy | 0 Prisma Access PRI
i H o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro

— Strata Cloud Manager 2 (1) T BE T H T 15
AR VL,

BCIE V0 B 7 PR DA s BB 736 T B SR G o i e, X RIS R E MRS Strata Cloud Manager
A PG AT DAY ) RIS SR E S . B k3. Prisma Access flZ FICIL BE AL IE . N4 B 57
JEFEAT BE AT A CR A IS 20 BB, e YT SCRJe B KB 32 5 95 AL, Prisma Access
B AAL B AL, TR 55 % A Bk (0O T X Strata Cloud Manager 45 B 57

708 B 7 B 1 A %4 Strata Cloud Manager #1703 Bl N 3E T8 Lo eyt 5o e Sk
J&. Prisma Access B[ Kk 45 B i V0 Bl e SO A BE

1147 Cloud Management #% s 54 iy ka2 FH P 7T L)l U RIS, U R B S e 2 A3
AT AR AR

STEP 1| %% Strata Cloud Manager,
STEP 2| i%&# Manage (&#) > Access Control (iJj[i]#4]) > Scope Management (V1) .

STEP 3| Create New Scope (f/J&E:HHIEED
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R T g i e

STEP 4| i SLEHE BEACE.
VU B 15 AR id o scope object,
1. ARGEYER Name (74F8)
2. i%# Folders (SrfEJe) kel (JFM) SCRde. BhKBERIE AN ZEG0 A0 Y

Prisma Access il % .

R PEB K B K5 70 R A B G & 5 BT By K SR BRI SR e . AN 1
KBRS, A& A2 3k,
3. %% Snippets (fUIBEY) FEEE OB BHERGHNRIDE,
4. Add (Fhn) JEEXE4,

Create New Scope

Name %
test
Folders Snippets
= Global (A.D. Neocom - 6 - Prisma Access)
~  Prisma Access
~ Mobile Users Container
* Required Field Cancel m
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STEP 5| 7 B £ Strata Cloud Manager 4572 A .
1. AssignUsers (/B ) A8 E— S h BB 4.

Scope Management @

Scope Objects =z

2. Ay Strata Cloud Manager 5B 1 %6 #% Role (f(%) . (dn, w7 LU 545 18] B 45 FiL
WA SRR I £ MSP B2 /- .

AN None (b)) ., I RBAS T A GRS Vi BURM 205 5, ES R IES %
U VIR S 2R

ik Strata Cloud Manager # s 5 71 Clear Role (321414 1) VR T[S
MR AU A SRS fa e, X s kil NOne gt i 1oy en 51 .
3. TESORATEH gt R, DRSNS bR ScfJe, WIERERN S, s EEd0n
Hl, 2X)5 Update (U871) J0H .
4. FEERC/HEPIH P L P SCESU P, 15 R Assigned Users (170 Fc ity H
PO OIS TEW, KT Close (KM &I,
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 Prisma Access O fifi Jf] Strata Cloud Manager 4 P& 10 fd i 2 4
THHHh—ANERE; 6 NGFW F1 Prisma

(FI| ] Strata Cloud Manager w; Panorama i i Access (55— & H 8 [ 22 S AV T

A HR)
« NGFW, {uih %/l NGFW F/rfftsrnhy | 0 Prisma Access PRI
i H o AlOps for NGFW Premium license (use the

Strata Cloud Manager app)
o Strata Cloud Manager Pro

— Strata Cloud Manager &Ly Sy e sk T8
MY ik,

>N Prisma Access ZFF BEAGBE 53 F50 S 5 (L0 IP Mihk, FUA MIXEEY IP Mok 5% (Of AL shmid
AR IAIE) AT EL Gy 6BV 1] Prisma Access =T EE,

IP Ay bk AAE AR, EOAROL T, s TR SZ S Rkl (FIREE Y Any [(ER]D
HIThh, 5% Manage (‘4Fl) > Access Control (7 a]#2:7H]) > IP Restrictions (IP Lil)
HoF TP BRI, AN Rk, AN S 1P Mol R IP s bkl . i ERE S DA IP sk AT
BT, KN Prisma Access f£41% 5 |P ik Rl (3L B0 A

« 169.254.169.253 Fl 169.254.169.254

» 100.64.0.0/10

« 169.254.201.0/24

« 169.254.202.0/24

FATEWAL 754 RFC 1918 F1 RFC 6598 (1) IP Mok, Bk 7 Fi(li AN & RFC 1918 IR
£ RFC 6598 11y (243%) 1P Mok, (HIATAEBGX AN, RS e S AW A S (P Hhk 22 8] &
EEYLI—IWO
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R el

IP Restrictions

Control Access to Prisma Access Cloud Management

Trusted IPs (1)

Restrict access to your Prisma Access. If you select any, you can access it from any address.
1P

any
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TAEVifE : Strata Cloud Manager

fEf] b wT AGE AT 2 Lk (- 4 9
+ Prisma Access (Managed by Strata Cloud Horhp— AN ANV rTE,  BARER T TR
Manager) o HRIE R
« NGFW (Managed by Strata Cloud 0 AlOps for NGFW Premium ¥ 1J1iE
M s
anager) O Strata Logging Service ¥ n/ilF,
« Prisma SD-WAN . .
O Prisma Access ¥ 1T ilE
0 Prisma SD-WAN
O 8 0 B 2 b S VR TR

MR KR A TAETR R, BRI e B s 48 v ] DASR R s FV A RO, DAGE2E IR
M LR A B, dREAE E AL 15 i FE A NGFW. Prisma Access &2 T F RLERL 4%, 0L
NGFW 4T+ 2% .

o RFEHAMS

» iXIE Prisma Access

o i NGFW

e i Prisma SD-WAN

o BT (NGFW)

o BETFHZL (Prisma Access)

387


https://docs.paloaltonetworks.com/common-services/subscription-and-tenant-management/activate-a-license-for-remote-browser-isolation
https://docs.paloaltonetworks.com/cloud-management/administration/workflows/discovery
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[{EyifE © Strata Cloud Manager

CAEVARE @ RN

FE(] Ak m] LAGE T 2 e T A?

« Prisma Access (Managed by Strata Cloud 0O AlOps for NGFW Premium ¥ 7] iiF

Manager) o Prisma Access ¥ 1] ik
« NGFW (Managed by Strata Cloud
Manager)

¢ Prisma SD-WAN

FESERERT b, ST LISZHTHA A TR B AT 55 FIHERA (155 T REA 5 SRRV TARRAL (T 55, &Ll
HOSEH, AL, JATR A s ] (0 5 15 TR R A E W B e S R 254 3
il ve st .

Discovery

Q  Guided warkflow

Create Folders for Cloud Management

Get Started

PG DL N B8N B KRG B e S
STEP 1| %% Workflows (L{Fifife) > Discovery (KIL) , RJGik#E Get Started (JT15) .
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IR

priTEE St
PP KRG D RE

STEP 2| W ) R 1 ) 7 2K

jZIJ o F‘/j QH. ,/\Xj’iﬁ}}%' EF' O
REE IR
e X R 73— ST A 2R 1 A AN [ A ) 8

DIREAN X S 15 — S5 XA S & A0SR A
R e e 2 I

HAR A B 75 — R L BB # N h
SN AP

/J\
1N

/—»

0 SCAURE R LI IX 060 5 7 117 A7 A ] (1) 3RS 2 3%

SEREREHERIIX ? B Ik
A RE Dy 70 SRR R IR R 19X 5

/J N
1o

W B, St vl IR i 1 g B o A e

ARG, BATEEE | have my own way  (Fe G (i ] B U i) kT,

[«] Create Folders for Cloud Management

STEP10f 3

How do you plan to share your configurations and policies?

By Functions of Firewall

rganizations that have different policies for data centers, branches and internet

By Regions
Usually for organizations across regions and may have different rules or comply different

laws.

Mix of Functions & Reglons
Usu. g

to seperate policies for different data centers,

branches a

@ I have my

If none of ti sitable for yol you can also build a

architec ituation.

() FOOT SR deR, DMEEARR, im#E s

2N
IO

STEP 3| J&# b KA G0 SR B85 o

9 Tips

Did you know?

in a folder are cloud

2N
0

S W R RIE

J 389
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(EH LA MR FARYR IS A 3R 1 e R AR SO e it ST L

* Add anew Folder (T SCfi-k) — R SOhR & ds £ SOk L] S s P ST Sy e i .

LERi T N N ERE P NIE B L

Delete Folder CJHERSCIFIE) — RESEhms b (e S L] Bos Bz s o R i i, ik %
W, DU Az s o

Rename Folder (Fifir# Cff3) — Wy A0k, IR A MRk, # Rl
TR A SO T By, DUELEHT AR A2

Expand or Collapse (EFFulidT&) (& 1 SO SCh S35 15,

(«] Create Folders for Cloud Management

Review and Edit Folder Structure

SRR SR e 2 T DA S VIS

R B el A A TR S

* BRI DRI RS SRR IR

* BATRE AR TOE, T DABERSE o m] DU a1k
WP Next (), DACEREBS KR 7 Bes SCfF .

NP i S 2N PS -
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%P Assign To (7fiLZy) | EBEEONILBLS KOG SOk, RInik#s Apply (MDD . &
7riigs Cloud Managed (&) SCUEJEm B KBE S H 2B,

| Create Folders for Cloud Management

STEP 3 of

Assign Firewalls to Cloud Managed Folders

Firewalls (1 © Tips

® | Serial Number Assign to a firewall folder .
Assign firewall to folders
[ CANARYDEVICEL
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STEP 8| il EI(L55 Ik +¥ Done (SEH0) .

E Create Folders for Cloud Management

STEP3of 3
Assign Firewalls to Cloud Managed Folders

Firewalls (1 © Tips

[ Cloud Managed .
Assign firewall to folders

have been assigned to Folder-1 and will be cloud managed.

PA-7080
To.

« From the menu, select the folder and

then click App

oooo (8

Click on checkbox to select Firewall(s)

Selected: 1

0

158445 1 Discovery (&I T aiLL % NGFW Setup (NGFW %) SC{F AL N A

AT > Folder Management (SC{FJe/ ) R I 1 & BN A LT SCERIERIBE K

Discovery

You can start critical and recommended tasks as soor

@ cu

Create Folders for Cloud Management Benefits:

Iders I share
Go to Folder Management to make further updates to your folders Folders will make it e o share
your firewall policies and

hyou'll set up
FIREWALL FOLDERS

Workflows Folder Management @

Discove

NGFW Setup ~ o Add New Filter

Folder Management
Folders Add Folder

Reset Filters

C

Name Web Security

[
Al Firewalls (1)
g Foldert(y
I PA-7080
Folder-2

Folder-3
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LAEGRE @ NGFW &

FEART Ab 7T LA H 2

+ NGFW (Managed by Strata Cloud Manager) | 0 Cloud Management for NGFW 7= %
AlOps for NGFW Premium ¥ nJiiE
O H&idst 5% Strata Logging Service ¥ 1]
ik
O W34 Prisma Access YT HiE, AT DAff
/1 Folder Management ({37 #) %
BIUE L SCHE e, FER SR JE T 2%

77
7

TE N IE NGFW DL T 2 B 3070, 52506 Next-Generation Firewall Jill A Strata Cloud
Manager, WA FEHEE SO HE, LXX]L SR E B KT . T RRAT O TAFIR
PR B fvEGIAS B, IE( ] Device Management G4 H1) T BB -3 2 K &5/ b A
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Audit Logs
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Changes to Settings

User
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{# Ji] Strata Cloud Manager #0215 119 1P,
STEP 1| i%&#% Settings (1%%) > Trusted IP List (%Z{5{T1 IP 515%)

STEP 2| 1kuiiRsh DI e Ik B FL o
STEP 3| i%&#% +Add New (+§71H) .

STEP 4| % A w] LAVS il L AILF (/9 1P Address (IP #ihik)
o ZTE YRR CIDR Rk, ARV IPv4 Sk,
o SERTLME AN IP Mk, T DA A T RS VL, A 12.12.12.1/30,
o P AU IGUE, KIS TASSZ BRI H B R
« Added By (JshnA) FEOKG AShETR,

Parent Tenant

Trusted IPs m

@ Aoceers Added By Actioen

STEP5| Save (f#1%) .

Q WO RN %k, R s it 1P sk (o, 75 044 T HE S I AL

Are you sure? b4

Ting!
The IP addresses configured don't include your current IP address
. You will lose access if you proceed.

When you save, the settings will take effect immediately. Make
sure that the IP settings are correct. If it is wrong, you will lose the

access.

Canee n
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Access denied

The content you are trying to access is limited to specific IP addresses
for this tenant. Seems like your IP address is not on the list

Please reach out to your system admin for support or alternatively
Go to Hub -> Common Services -> Trusted IP List to resolve the issue.

ARSI 1P i bk e S A N AT AL IR (PO AL B AL, I ELE A 2R BCE, - T W] DARTAE: hub MEA5AL
B

STEP 1| M hub 1, i%#% tenant view of the hub (H .0 FL L&D > Common Services i I Al
%) > Trusted IP List (7715 IP #115%) .

a B8 Common Services Vv

Subscriptions & Add-ons

Tenant Management

Identity & Access
Device Associations

Trusted IP List

STEP 2 | My IP Moty in B2 A5 4E IP Mkt 5155,

IP Allow 3

P Al
G I

Trusted IPs

Yv— e
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« Prisma Access (Managed by Strata Cloud O Strata Logging Service
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by PAN-OS or
Panorama)

« NGFW (Managed by Strata Cloud
Manager)

Strata Logging Service (Jif Cortex Data Lake) J&3&E T <M HERSG, M TAAAGEIATIN 2 2= h
AR BN SR E R A 2% L, AR AT NGFW. Prisma Access 1 Cloud NGFW for
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Settings Overview

Subscriptions € Customers with PAN-OS 10.0.x devices, activate your free instance of AlOps for NGFW now! Here's how to get started with AlOps for NGF

Tenants

Device Associations e Connection Status Storage

Identity & Access

FIREWALLS CONNECTED STORAGE USED
Audit Logs 24} / 208 Firewalls Total 173.88 GB / 278 Total
o | L
Trusted IP List
@ 4 Connect 0 Partially Connect 168.36 GB Firewall 5.52 GB Common e 0 MB Endpoint 1.83TB
User Preference: logs logs logs Available
@ 20ic nect Certificat
Strata Logging Service ~
1 Prisma Access inst. ted
Panorama applia ted
t > t
License Information Latency Service Availability Log Forwarding Status
INGESTION SYSLOG
Instance Name Logis - Cortex Data ® Unavailable - n the last 24 hours ® 3 Failed
Lake EMAIL
CLLLTIITLITILI LTI LT LT ] ]
® 1 Failed
Inst: T¢ t) ID 82100780
nstance (Tenant) HTTPS
FORWARDING ® 2Running
Instance Region United States - No Results Available

® Unavailable s n the last 24 hours

Americas Sorry, there is no data available.

i ] Strata Logging Service :

« [ Strata Logging Service S IR#& - i Strata Logging Service > Overview (%

» View and onboard (& A1 A) BhkiE. Cloud NGFW. Prisma Access 5 Panorama ¥ % -
Hig; Strata Logging Service > Inventory (Ji L)
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