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< e

EEEJ/EQ,;Z& %gﬁ;gyﬂq % N0 ) gy abats
PRSI IOTIR L e T A B 24
B S,

RN e JEMRE B | UGB S, RN 1T 2 e A GE AN 7T 8
TEMIEE], pihn, $EAREEL. R E R E AL K
ol AR AR HE L I F R T O T R SRS el A i 15
TS, TRERC B T, A B S ik
HAR A AR E ST

sql-injection JEM RSB | O WLRBE &R AR El, IR E K SQL B dii AT
MR ER b, DAAERE I e o, Rl m
IS R 2 1A B0 5 ik A 36
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AR 54 Layer 4 Bl Layer 7 10 4082 (1Y i A i s

Feon] DAAE R AL H S 1 2 w5 SRR AL PN 2 2
« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

Ay T BRI B R BE R K B Layer 4 BiL Layer 7 B, DR RS,

O FHRE BT PAN-OS Bl BN 28 TR, DARECRIE AT SOy & e B, &
(\/)(fﬁ)\u[m%mo

O BT DNS 22420t (352 Threat Prevention Fl1 DNS 22 2 VEGTRIFZHE) LI & DNS 2R T
sinkhole ﬁf% Palo Alto Networks i 7F 18 1Y S5z i R s 326 K Ab 8 HH LT DNS 22 2= 50
fH e

EKH
W

LN

« :PaloAllo
[ defauit-paloalto-dns sinkhole " extended-capture
« : DNS Securily

[] Command and Control Domains " sinkhole " extended-capture
isable

sable

sable

sable

sable

sable

E

isable

o AR HEERCE M SOE, S T THEROE

o EHRIENENE, R PTAT R S A IR L & sinkhole,

o BN BB R A T R R A B Sl R AP R BT AT SLAR U R R R TR R E
TR B T RIS B T AN BRI T2 TR, G 2 Bl dol C (05 A P e 5 i S B T EAE S B2

O WEREA AR IERS B D RE TR, GBI P 2 o i R B R 5 (QD%THJ)
DL EIS B C2 0 kR 72, A0 W7 | S T S B 1 2 alert (1% R fﬁ/ﬁU?U
EHHEM IR I, @ E A H Gk AN, Palo Alto Networks HE i i Fr 4 70 BT st “%JWF S IE
Reset-Both (Ti%Wi%) . 5@ EFEMME N RST M2 P iR es, rhEndimg e
IR HGEEH
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O RS K& LUTIE DNS Proxy S RO B REFF 068

ouH
= o

+ % DNS Proxy #1f,

DNS s 2 50 A5 B RS 22 2Pk S A 5 1 B — 30 0 5 ML, 63 SRR s it o
DNS - pesi i, [IEERFRRER 2] 1P e, s2hph ik TLS/HTTP s < ) o

& H{F DNS Proxy Iy, B Kl & it DNS SR I PR EREA R IP AZHESIE, AP 55k

Hu g b AR 2K DNS At
o U BURERFBRS

(BTN 2 HTTP 20 TLS SR A MURERAEAS, T8 ] 5 i

AR IR UG DNS SR F5 2Ry

AR IR R TR e ORAE RO B8R R 285 2 i % 7 DNS Proxy, {E/SBUH DNS Proxy (1915
PUT, BUREAFENS 7T DNS & il Ag vy DNS £ il 28 17 B J s B A 5 S o AR [ /Y 1P

ik G 7S oA (/) B A R es ) INp 5 7

Anti-Spyware Profile

=l

Name | Evasion Protection

Description

Signature Policies Signature Exceptions DNS Policies DNS Exceptions

() (evasion 2/10344 )= X
IP ADDRESS PACKET

ENAB...| ID THREAT NAME EXEMPTIONS | POLICY CATEGORY SEVERITY ACTION CAPTURE

149...  Suspicious TLS Evasion Found spyware informational default (allow)  disable

149...  Suspicious HTTP Evasion Found spyware informational default (allow)  disable
Show all signatures () PDF/CSV Page 1 of1l " Displaying 1 - 2/ 2 threats
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O ¥R AT Prisma Access 1937 %5 B2 47 N3 DNS falliiz g0 fd s,  ai #4851 DNS BUR 3
£ ¥ Palo Alto Networks Sinkhole IP {241l (72.5.65.111), 1A~ TA% % Sinkhole FQDN
(sinkhole.paloaltonetworks.com),

S RTRRE MRS 238 76 R (6 1) DNS Sinkhole {57 KRS E M {23185 £ LA T #diskry DNS 231y [m] JE,
DA Bk ) =2 1 5 B4 0 25 & ATR7ERY Sinkhole fAlIRZS£1T Sinkhole Bh{F 11 % & r K 51,
{if FH 7E %17 Sinkhole FQDN f, Bl k% €& 5 CNAME G0 #k (T A [l E G254 H 5, FEIW AN
DNS frilfilz 258 i 1 CNAME ek, R a8kt H = b2 a2 Sinkhole fr iz 28 1 i M i
Vs Sk, A, S PG IEAE T Prisma Access. (7. /214 N3 DNS AR 75 28 11 14 s v
ol 1E AR AR CNAME IEREME AT 2y A GLEk [ ER SOk S ol T, HI] DNS 25k & i ) 5
gz, ET A AR R B 7 BT T S A B S S N T R R e H RS A DR

O ¥RfIRES, EENL % A I UL DR A i A A iR B8 ERBnr e AR X, wiEsR e R
P HE S IR T S i g LRtz e, Blin, ZARECR1EART SMTP it e AT T B4 ) Ik
oE S IE TR AR & smtp VP IR %5 5% & application-default (TR FARE) . &k Es
(0 R RS RRIR —8 45 (BN, AnRAE SMTP JE IR PR e sl b i e 6 4 25 A1 587
IKE, SMTP fal il 28 (2 (i i 587) |, HIEENZ(E R fG bz e 587 modfr H el i, (0 H % 4
PR AR T IR s,  MIECE I E R RSP RREE . BEA:, 35 T CR s A7 URE I 1) 25 4 A A< T
FH Mol S5 R0 1P A7 HEE,

O {2 =t R BB AT A A iE R e, — eI S, ME— &l i A A S s 1 HEE )
FEAUE MRS LN A GTHE RS, DARIBAE B, AR AU i ] BE A S I AN FH 23 e R
RNEGHEA I E, o HIEEEd ) CAE I RE S, (SRR AR IE B S, S 2By B 1] 5ol
AN E TR
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m
A, O S (et AN

EIE 3% (ms-ds-smb [EH L)

GOCREZ B, TR AR K SMB . (f iRk g aUSU R B 3t iy TSR T R (PE) R 588

File Blocking Profile @
Name | Block PE for SMB
Description
':". litem ) — X
O | NAME APPLICATIONS FILE TYPES DIRECTION | ACTION
’Block PE for SMB 'msfdsfsmbfbase any both alert

(H Add O Delete

O ANEESE PE (RTHEREITHRE) . ELF Fl MS Office 4Ll & PowerShell il Shell $5 55 5119 1 5
A, HUH WildFire Inline ML m] GG AR R IS 0l B RS ER B RE M RE 48, S8 Je A MIB 7%
TR A5 A WildFire W RF i Se (k1 wli7e, 1K B o i el 72 35 20 A7 (E R B o A 42
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RS

Threat Prevention

O NG SR E e I B o S R, L N (Network (#81) > Network Profiles (4

% ERS) > Zone Protection (i [ #) )

o GEAUHET DL LT Malformed (155085 3%17) IP 1142 (Packet Based Attack
Protection (GLNEHIMX#L5#) > IP Drop (TCP %) ) .

Zone Protection Profile ©)

Name | Best Practice

Description

Flood Protection Reconnaissance Protection Packet Based Attack Protection Protocol Protection Ethernet SGT Protecti

IP Drop TCP Drop ICMP Drop IPvé Drop ICMPv6 Drop

[ ] spoofed IP address
[ ] strict IP Address Check

D Fragmented traffic
IP Option Drop

[] strict Source Routing [] Security
[] Loose Source Routing [] Stream ID
[] Timestamp [] Unknown
[] Record Route Malformed

“ Cancel

«  FUT %4 Mismatched overlapping TCP segment (IS £y # 4% TCP [ %) %H (Packet

Based Attack Protection (Gt Hf iy %8 4#) > TCP Drop (TCP £%) ) .

AU 28y 15 500 00 e S A (E OB AN (R AR, R e B G A R AR T R, WK [
Ak PN PR . O s (] P 5 Bl B S PRI 7k A A B o ] 5, ks T iy *Jrfﬂti
A, EEHMismatched overlapping TCP segment (A7) #% TCP |5 %) |, #57E
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PAN-OS R H AT AHRF S AR EORMWHEZR . AR ol Be el 5 45 o) — Ml Be L B ) —
I8l B 70 T AR B A 1 oy — (il e e B %{\ TR,

Eﬁzﬁﬁ 4% TCP SYN with Data (758 TCP SYN) #1254 TCP SYNACK with Data (7
ZRHY TCP SYNACK) #IH (Packet Based Attack Protection (JLjA B[ Uy A ep)#) >
TCP Drop (TCP £%) ) .

A1 = 1) A2 PR IRy 25 FE A o b AU 5 EORHT) SYN AT SYN-ACK B, o] DUEF SRS b Ao 5 1) J ik
8, PU ARSI TCP e 2 AR ICARR S REZORE, TR feTh 2t

TERG K s B0l .2 |y, i TCP IR ERSCAE SYN Eftdrh %15 (Packet Based Attack
Protection (GLNE XL #) > TCP Drop (TCP X%) ) .

A EE L SYN 44 % Strip TCP Options - TCP Timestamp (4% TCP #£1f - TCP Hiff'aﬁék
a) HEIANE, TCP R finmlly TCP HEAR G A i TCP ReHI#kGL, 78 T LABG ST AR 7))
SR AN R IR ) Rk S A

Zone Protection Profile ©)

Name I my-zone-protect] I

Description

Flood Protection Reconnaissance Protection Packet Based Attack Protection Protocol Protection Ethernet SGT Protecti

IP Drop TCP Drop ICMP Drop IPv6 Drop ICMPv6 Drop

Mismatched overlapping TCP segment
[] split Handshake
TCP SYN with Data
TCP SYNACK with Data
Reject Non-SYN TCP | global

Asymmetric Path | global

Strip TCP Options
TCP Timestamp
[] TCP Fast Open
Multipath TCP (MPTCP) Options | global
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O SRR RS LR IPv6e Arhik, TEfEfr =212 IPve (A5 A RUT)
> Ethernet (Z K#E#) > IPv6)

Interfaces (/M)

(Network (#4i%) >

FEOTTES IPV6 1S 851 Te aFAF L IPv6 1%, st f st IPv4 B b B ALY IPv6 B4, 38w LIB
11 1Pv6 over IPv4 2B {855 fi7 hik 38 221 B (U5 R

Ethernet Interface

Interface Name

Comment [ 1.2.3.4/14

Interface Type | Layer3

Netflow Profile | SevOne

Config IPv4 IPvé6 SD-WAN Advanced

Enable IPvé on the interface

O RF 2R B R, R O T e B R T i BT (Network (/91%) > Virtual
Router (it HIZe) > Multicast (2B ER) )
Virtual Router @B
Router Settings Enable
Static Routes Rendezvous Point | Interfaces | SPT Threshold | Source Specific Address Space | Advanced
sl e Local Rendezvous Point Remote Rendezvous Point
RIP RP Type | None IP
OSPF [[] | ADDRESS | GROUP OVERRIDE
OSPFv3
BGP
Multicast
@ Add
Cancel

O {5 Forward datagrams exceeding UDP content inspection queue (5% 20k U5 UDP N
Z5kEs11751)  Fll Forward segments exceeding TCP content inspection queue ({5 B

JEFE Threat Prevention 45 2
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i TCP N mEalrsl) 35 (Device (Z5) > Setup (%) > Content-ID > Content-ID
Settings (Content-ID ;%) ) .

KIARE, & TCP 2 UDP N7 fmlafr ol CuimiRE,  Bh O ek TCP % By sl UDP & kU 2 H i
64 (T HIBR B N A b, 5 T e S T n] fiff O SEB5 JOS SR T4 TCP A UDP ZORHU BT TN
i, (EACEEEN UL (BN, Bh RT3 0 RN 1T Ak B ] 0 PR P — K)o
P e R 72 F & 5 ERBE

o {H Allow HTTP partial response (7275 HTTP 7 [01Jf) (Device (#:f&) > Setup (%
%€) > Content-ID > Content-ID Settings (Content-ID :&/C) ) .

HTTP 5 [l S S0 3 P S (R RBOR 280 — T 70 W B A ) — QB K it ) 3z 25

PR RN, B 1L RST B TCP LIERS By, 4 M I0RIE i B (F HTTP R il 2
I, QAT R LR B, DACERRIONE BRI R 2, 58 wT LABK 1EBh UGS N Zyik A #0461 F RS

B (A PN AT P R g 2 R T S IS, T IR 55 B T ) LI 8 2 el 5 2 30 (R R N A 4

FHIE B ] By 1B 88 AE B

RTEZ, (EBG KOs ERUT Allow HTTP partial response (7055 HTTP #6270 [0IfE) , iS426t 1 ix
KI AT Pk, (BT R SO o SR, 2% 1 IS e K 2e 2k, s M3 5 DR 1
8 U1 28 AE BH JONS DR RS G B T A% 1R B ae TAERSBERS,  HOBDHT TOERS By DARREURS 2y Rl
gro A HTTP &6 20 Il i 5222440 /) RANGE £ SR AL HTTP 19 ZORHE i, 15w AE e £ 4
s R IR B 550 . (5 HTTP S50l ERL,  Bas S s s T HE A RS S S A

TR ZE T B S E AL a3 A HTTP ZORHE e b, HI T 2 a il o I R S a7 AR A
Bk, R IEM RS @6 App-ID (RFRE NS , SH{fEAFFCy S 1 5 g e
FHRE N E R BURIBOR, W AR7E AR A H iyt DA BLA R/ NEFREAE U ) o FRIE
WA, A PG JE R AU CEOR,, 07 HE TR SV RBOR I AHBR AN, 5 208 https://
knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000CIVLCAO,

Content-ID Settings fier]

Allow HTTP partial response

O N7 R SOC R, B BOE AR A B ST A v R i R S Y 57

AR A T Ry WEREHE R & 8L AR I e BUB AR e S we . g, BEERB . iR i B
(P HE A A S A IE R HE Sl B R L T M P A S0 Wil Rl s 5, T RERTI Bk T
I

TSRS o AR B G A R, L TR ST TR B T U f s, UGS 17 T A — B ] I
A SN, DARE RIS AT B B P S A R S AR R R 5 A B SZ s i o . R
BN G R E R SN 58 1l R p A S R RS, TV T DR 35 2B M A A A B 5
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I

s R B

p=411

WAIT. A, AR R SOC R o oo — B, TeRPERR e R, R
W B /B SN R AR T 2 e B IR

i A 75 ) et PR 0 M P At G S A 1 0 5% 1 ks 1) Al e A BV 2 e B B B 17 e i
AR SR R B by R S 2 e D B B AT R e 1) O S R B T, 1 iy P s
Y, WA — AT R BT

o ETJCETEmARIS A SR SR R

ST PR B e R B, K Action (B)fF) 3%7E# Alert (“%57R) , Category (Kijl) &%
W4 protocol-anomaly CGHARIE ) |, Severity (M) & A Any (L))  Eide
Vitom, DR 2 o5 AT A (o] R £ PS50 e P R e DA E 7 5 FH P i S sl aR I i . A5 A7 AE
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e RN, MRS To s LEIE AR Il AR o T, ANTR T SR Ay SLAR I R 51 L 13
TE S

Vulnerability Protection Rule @

Rule Name = Alert on protocol anomalies

Threat Name | any

Used to match any signature containing the entered text as part of the signature name

Action  Alert | Packet Capture | extended-capture -~
Host Type = any " Categoryl v ]
Any Any Severity
D | CVE ~ ‘ D ‘ VENDOR ID ‘ any (All severities)
[ critical
[] high
[] medium
[ low

[] informational

® Add @ Add

Used to match any signature containing the entered text as part of the signature CVE or Vendor |ID

o BIRUEAA L
ST R PR 2 R LA, Category (BRUJI) 3% E 4 protocol-anomaly Gl g7 7 5
), B Action (BhE) 2%7E 7% Reset Both (H% %) | Severity (FifEik) R4
Any (fEf]) .
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™
Vulnerability Protection Rule @

Rule Name  Block protocol anomalies

Threat Name | any
Used to match any signature containing the entered text as part of the signature name

Action Reset Both v ] Packet Capture | extended-capture

Host Type  any Category | protocol-anomaly

Any Any Severity
O | CVE ~ ‘ D‘VENDORID ~ | any (All severities)
[] critical
[] high
[] medium
[] low

[] informational

® Add @ Add

Used to match any signature containing the entered text as part of the signature CVE or Vendor ID

o A LAARER DAIEREHE 7 A (s BT T 2 A A 1 I I R S sl e e, At
N PR S E R LI, ARl R E B Action (BBF) @R9EA Allow (o
#F) , Category (Jijl) %77 protocol-anomaly Giliifll ) , Severity (%
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M) BC A Any (D) o RF R T O G ko A B BB I (5 1/ 2 B S IS TR A Ty

VR B AL AL,
[ 1) P A R T — e T, RS B B A i T S R A (K A O TR, R B
ZASIE TS B BRI AN 7C SR I B Z 42,

VuInerab.'%ey Protection Profile @F
Name | Best Practices Vulnerability
Description
Rules Exceptions
PACKET
D RULE NAME THREAT NAME CVE HOST TYPE SEVERITY ACTION CAPTURE
Block Protocol any any any reset-both disable
Anomalies
[ ] Blockall any any any low reset-both disable
vulnerabilities
medium
high
critical

G}Add EJ Delete T Move Up | Move Down I@'Clone ) Find Matching Signatures

“ Cancel

O MRS [ 212 Mk AR R I DR = 2 e I AR R o, DABE SRR 50 O
o NCTRIGIMRHS SO R, IS B BT A ik T J o 2 1K S DAL TR Rk B
o BhTkES RS, N BB £ GBI TR OB A
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Bl Palo Alto Networks 75 =% 175 it
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« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

5 P A N (i B DIGEEA T 0 HT Ry . AEB IS L RORT B, B s U 5 3z {0 A
(RUFEME IR, O ML E (e ikE) %) Palo Alto Networks, 7 =& w4 I3

o AN LAY At T R O DR A YR I S T Sk B R, AN, I S R A s e ) T
Ll S E I S KOs B s B BRI URL Eil Palo Alto Networks B2 HF4EE 2 252, LL
(E M AES F 5 48 URL /0 S A s,

o P I EURD FR A B B VE B RS, A AR S, DA RS b A BT 45 Palo Alto
Networks % 7 55 it 2 2 Bl B (s

o GE PAN-DB URL . DNS AUy =5 BiLPZE 6l A (C2) FrfEilh & WildFire P55 HEAE P R0 i ik
T (B

Palo Alto Networks 7B {8 FH 6 5% 0 2 2 SRR ) )2 i i, A 180 3L At Palo Alto Networks {1 H & 1¢

HLS A, B4y Palo Alto Networks {8 ] & BRHE 2 4 N B8 5 2 =i & R, & sk

T i R BRI B 22 55 . Palo Alto Networks A~ Bil i & 5 6l 58 = 5 fH sk 2 T 48 11

WE R,

A LB BN (AR e, (T RReE) ML ER, 2B 5 a1,
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HE Threat Prevention & i
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« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

W B By i R O A R, G2 A

o FENT H T R E0E

o [RIEERIRHEA: Layer 4 B Layer 7 Bk BB fn (s

*  URL fifi 338 f F 40

o FleEm Mk

 DoS Fl kP af i HE ok

A7 Sl Palo Alto Networks 7 fii T il 1) 02 KO RS Xoid B, T (8 1) R 20t
« Applipedia—#2 455 Palo Alto Networks #] ik i R 2 51 A& AR

« Threat Vault—7%1 Palo Alto Networks & 't vl s B0 8%, B8 I . o] S oloims Ae A T
M=, Be— 1 1D 9RASSE 0 (R RN e 7 gk BE WS 7 A5 B B 17 i A
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» Prisma Access (Managed by Panorama)
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+ VM-Series

« CN-Series

FERSOR RN % 0 N S50 70 BT 2 110, RS A AU 24 Threat Prevention SGfEFH Threat
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« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

i Palo Alto Networks 857t AC B s BB b wl B b= 22 2= St BRI FRAE e 3507 7. B il

SR L e R RS, A —RFASE WP g e R 44 R TR, e (0 F A8 s U9h i ) TRER Bh(F
(FH88 HTTP. FTP Bl SMB it &, LA SMTP. IMAP K POP3 vii & FREI(E) . AR{ETELE

TR I [T e BRG] R G 5% e A

o THR—F THERBIE £ H 22 H P Bl el ik 28 T A i B 22, oy Bl e 458 fi o TR RS Bk RS/ T 1) R o =
A, EANEE S A& A,

o MR BB IO E £ ] T A P s B R e S p E R L v B e A8 R M R AORE / h T PR G
T, ST A TR EDE

T EE R E AR VI IR A B, AP PRI I TR0 S GE R B B A A Web A7 IR, 1

e g e R e DR R B HI SR R, 88 m T D TR A 1Y) 3% A 2 PR JEE AR R 1 22 M T oK

NP LRI RS, S TARRBL R ST e s RN IR i) R 2 2k e i

« Strata Cloud Manager

e PAN-OS FlI Panorama

P EB . RTINS M 55 8 IR (Cloud Management)

STEP 1| ({iJfELER Palo Alto Networks <7 {21 S AR 1 a2as, 32 Abil % Strata Cloud
Manager,

BB S TR IR 75 S THTRHE KBS K 9 B DR D el S e i) — B b, T H2 & Prisma
Access S TBHI% %857, A Bi%EH Prisma Access FEALROIE AR RIR B & AR, ai 2B 473 1]
P IE RS AR o A SEBRRE R H BB RO (F T S MES TR, & b A iy P2 ME 2 J s 2
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STEP 2| CEND) ABhTS. S HIREEE RIS I OR 1S F 5T 2 e s e i
T LU PR 3 e E i a e

LA gy TR WL L VEROE R ) e i 22 2o

g

o N7 HZTHY WildFire and Antivirus Profiles (WildFire Bl & & c fs) |, 5 SEEL
Manage (‘§#!) > Configuration (:%7Z) > NGFW and Prisma Access > Security
Services (Z%llk%) > WildFire and Antivirus (WildFire Bd[5i#%) LLX Add Profile Ciri
ROERE) o RPN S R O R A A H R

o AHEENTHAGT Anti-Spyware Profiles (K2 [HIEEES 22C#) , siEHtManage (5 EE)
> Configuration (3%7Z) > NGFW and Prisma Access > Security Services (‘224 fk#) >
Anti-Spyware () 5z [HlEEkHS) L) Add Profile CHTHEER7ERE) o 57 b [ AU s 222 o A
ML B AR H AR,

o AFHEEST H ETY Vulnerability Protection Profiles (42%h 6% 200 k) , G2 HiManage (4%
) > Configuration (i%7Z) > NGFW and Prisma Access > Security Services (% 4/l
%) > Vulnerability Protection (55%0{%:#) LL& Add Profile CHH:%C ) o o FH il {4
Gl T R L R, AR AR,
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2 7E Threat Prevention

4
il
e

STEP 3| G4 Mk i e kbt InEI#21%) Security Policy Rules (22 41 E sk Bi)) . Prisma Access T
& 5 A T A O e e v BOR BN,

i SRR ] 5 B PR R S RN 22 e MEBOR B, ARAE (A P E AR BB B G ACRE
FERER A7 N £ it e, Prisma Access g ¢y B Bt Ezai i sl o S S5 e G2
gy BEPE BB IP A7 hky
1. 3% Manage (“5P1) > Configuration (i%7) > NGFW and Prisma Access > Security
Services (‘“ZMIlk%) > Security Policy (Z4=PEBR) |, W ey Bl Add
Rule CHrg#ii)

2. {£ Action and Advanced Inspection ((:(FFRIERS ) b, #X Profile Group (3%
EREREAL) |, LR LN P MR e R - WildFire and Antivirus (WildFire R
75) . Anti-Spyware (J[EIk#S) F1 Vulnerability Protection (5556{4::#)

s nf LUAE Manage (g 81 >.Conﬁguration (Fi) > NGFW and
Prisma Access > Security Services (4:4-fj23%) > Profile Groups (=4 i it
M) REOB R SR, AR, g SRR
FiG LT, best-practice (i fiu) S REERH & BT T A5 7] 22 2 b
AR T ) e O R o

Manage 3 ProfileGroup > Profile Group- Remote Metwarks

best-practice &

Configuration

Profile Group

* Name best-practice

Anti-Spyware Profile best-practice ~
Vulnerability Protection Profile best-practice v
URL Access Management best-practice 5
Profile

File Blocking Profile best-practice v
HTTP Header Insertion Profile None v
WildFire and Antivirus Profile best-practice v
DNS Security Profile best-practice v

STEP 4| Commit (#£32) s,

POE BT RE . IR GRS M g5 850 (NGFW (Managed by PAN-OS
or Panorama))

{3 PaloAlto Networks g4y f RIS G I (R 35 1 PGk BO(E, Bl
e,y ny Objects (4ypf:) > Security Profiles (v 4-pp 2y 4%) > Anti-Spyware (7
i ziikpe) ng Objects (i) > Security Profiles (4> 245 ks) > Vulnerability
Protection (Jjgi (i) | s RIRE R, He— T Exceptions (gispikyn) a4
fhale— T Show all signatures (g i 5 5A4Hs) , 1T B IRLARS S0 RIS 75 B LA G %
Action (gj(f) | s BT EN(E, WEPTAERS, fae Action (BfF) K/ uk
Y BT (51 415 3B i rhiyy EXceptions (gijst)
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STEP 1| #E:R2%HE4 Threat Prevention (1) (1 HFZHE,

Threat Prevention (B(EB5iE) (6 FZREFS BB 75, B aHE e Kk I PR o D) BE AL 5 £ [7)
P RE R SRR R AT B A %4 Threat Prevention (ECZB5#E) (T BZHE, n]3#HL
Device (i) > Licenses (FZ#) , #h#:14fi¥ Threat Prevention (Z#%[5:) F0 1 &4
FyRACH I,

Threat Prevention

Date Issued September 14, 2020
Date Expires September 14, 2024
Description  Threat prevention subscription

STEP 2| "Ry NES,
1. H( Device (44iE) > Dynamic Updates (EhAETTHT) | SRk — N E MY Check
Now O\ZRIkEED) |, HREHUSCHTIY R 0,
2. 1f Actions () W, #— F Download ( N#k) , “ZASf@rphs g, REF T
80 Install (Z24%) o v E R SORECE 0T,

STEP 3| Hkfe N4 8T,

AR i E e, oz O R UL Y25 ST do B S

1. %I Device (%%i%) > Dynamic Updates (EjREHTHT) |, R#%H:— T Schedule (HE
), LAEE A Antivirus (B57:) J% Applications and Threats (& /RSB ) 1 EhHE
U5 s ST,

2. JHIE SOHT PR L IRER
o N B ORI AL I PERE T By N s ST, (R AT B Install (4

45) HHT,
ARG A A KRS A R I A FRI HERE B DT A0 A AL T

3. ¥ N OK (7)) LMkAr Tgidife ; e,

4. () 7% 1" Threshold (A5 ) |, DAFE By KRS A6 ] I o0 9 B 5= A0 % b/ s
e 2B /f A0, B, #F Threshold (& AUE) 2% 4y 10, Al FR i BERR 3% 7E A
], Bh KOS BRI = A A 10 /NRFBE F R o ST,

5. (1L HA) &1 Sync To Peer (R0 EISEHE) | JSF A SR AL N R 2245 1
EEARE-T E T C S Re N oS S o =1 R A i/ B d o o vl o Bl e B ) iy

) .
BB AE ST 5 LA el Syne To Peer  ([a) A5 F ¥ A5HS) (W HABE i, i T A& HA &
=

T B/ B HA — QERES SRS (] MGT s sErr s BT, AR s PR B
St N RO AT, g, ARES SO i PORbE S T T A T, A DB

KSAESE R LTy 2 a1, R ANE AR A T, A B R R T T ST IR,

(S W85 K i RS CREF D, BIAE W 5 K i L peR S8, AR BT Sync To

Peer ([FSIMAEHE) |, DACERE R EIRG K ol 204 ST, 0ok S0 k2 B9 B Bl
Kl
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o EB/ B HA — DR KRS MGT SpZHRHEL TN T08T, R /(B Ol 1538
download-and-install (T 224%) |, (LA Sync To Peer ([R20E¥5E) M
B, AR KRS (E ORI, QI [ RS KOfs 53 download-and-install (T~
WzedL) |, WHEOH Sync To Peer ([A20ZIFSEHE) | DA — (i B s 2 = - KL
ARAEIRE,  Bh- SRRl ARG N R 22 4E ST, R SO I - RS KOS

STEP 4|  (GEN) Zbhw. Bk ANl OR 7 AT 11 5 T2 Mk s e R

T DA PR SEAE 26179 TR B A% a5 e 1

ﬂ:ﬂ?%ﬂﬁ}ﬁ%uﬂ%ﬁﬁ’ﬁkﬂ?’lﬁaEQ/HE%’ LR i 2 2o

o AHEENT FIET Antivirus Profiles (P 20E ), &2 Objects (#71F) > Security
Profiles (“ZZ4=VEi%iCHE) > Antivirus (B575) , A% Add Cortl) Sk, (RS20
i o B, 2 A HAR,

o PSRN E ST LS e i, n] EH Objects (W714:) > Security Profiles (‘¢ &Mk E
F&) > Anti-Spyware (JZRIERKHY) | A% Add CHrdE) SRR, (T b Al i s e o il
DR, AR HEE,

o FHEENT FGT B E R, G Objects (W1:) > Security Profiles (42 41k 3% &
1) > Vulnerability Protection (Z550{x:#) |, K88 Add Cirid) SRiEks, (8 dnil i 2
TER O BR, AR B,
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STEP 5| R4 M S i RGBS o =22 2 ke JsC AU I

AR R IS ST (PR I
Ey B g i R G

1. 5EHiPolicies (5 HI)

2. {f Actions (B){T) ¥

3. EHLZ Antivirus (5)
PRat) EENLI R e e R

H%%Eﬁiﬂ?ﬁ

> Security (‘Z2)
b, 3EH Profiles (

5 T R B SOTAR 10 22 Ak IR ALY, Bl KRS B
I 1P zhiby

IR I A ey B

RICKS) {F % Profile Type (;&“E -,
. Anti-Spyware (JZ[H]:) F1 Vulnerability Protection (Jw1li

Security Policy Rule

General Source Destination Application Service/URL Category
Action Setting Log Setting
Action = Allow D Log at Session Start
Log at Session End
Log Forwarding | Default
Profile Setting
Profile Type | Profiles Other Settings
Antivirus | default Schedule | None
Vulnerability | default QoS Marking | None
Protection D Disable Server Response Inspection
Anti-Spyware | default
URL Filtering | None
File Blocking | None
Data Filtering | None
WildFire Analysis | None
STEP 6| Commit (#232) &y,
g . i
#—F Commit (521})
S T . st ~
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a2 N ik 25 v AT

Fon] DAAE R AR FH S A 2 w5 SRR AL PN 2 2
« Prisma Access (Managed by Strata Cloud O SEREEEZPE CoiRMEIi6e
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

N ik 2 35 70 BT — B ERY Threat Prevention ZHAE, 7] 7% i P Threat Prevention 22 IRk 75

ACOIIRE (L JISEE R L v 5 B0 V) 5 I 725 1 55 BiLPZE ) (C2) Wi, DI Rcam 5 AR SQL 1 A g5 %, ik

SRl 0 T g 75 308 5 F) ik B R 5 S O i 22 VR BROC RS PR ORI, B @ R PR ERS C2 (A 55 il gz

) FNR AL I, e R PRay TE KN SQL T A G5 8,

1T PAN-OS 11.2 J% 5 S oA 3B 10 5% 57 B2 B RS 35 v LA BGE RS Threat Prevention 1) A BEZE

BV ARBETR IS BV 5 S B — R Tl A S 2 IR 7 S RN A L RE M S A T SR AR S BV Y

Bl #r, FEififlie 7 MRS Threat Prevention B PRS2 0 0 T G E, AR B B ARy 0 0

T NS TR ER LY . FHS A T AR B (B L 55 R A SR IR, IR s B

LU A Bl

* PA-5400 %%, 4G PA-5450 2%

* VM-Series (W27 Bl G0

« VM-Series A HE

« VM-Series FA 5=

T BT RN S N R SE i o T RV B R I B IR WA BN HE B Threat Prevention FZ24#, 3 #E57
(BB SRS R g5 B R G 2 e R, IR R R A ) 20 B o PR I i BOR 3, WP e

T R B n 2 22 A MR BRI

RN L R BOR B M, 528 PAN-OS® 45 1 5 15 R (19 1 0 w1,

» Strata Cloud Manager

» PAN-OS 1 Panorama

aull
—
=

o

i) 16GB)

=
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HENREw P (PAN-OS Fl Panorama)
it ey Threat Prevention piyjig i 747 42 2 4 (TN 1, S | e o B AN 3 (5
PAN-OS pyi & ¥ iU
© GEMBERS C2 (s Fiseml) R Ak 72 s PAN-OS 10.2 i e A
© IR Af R s PAN-OS 11.0 o ey by Ak,
g DL Okpgrrrena) e PAN-OS 11.2 g wrp o,
STEP1| % A PAN-OS #E /i,

i

STEP 2| F5 3R H N 220 00T, #8620 B4 7F F rhi3EEFS Threat Prevention 2714,

A SRR ATRLE ST R AT b g2 B, G Device (3%1%) > Licenses (#Z4f) , ifif
Ao 3 R (R R OO LA T AT S I

Advanced Threat Prevention

Date Issued January 25, 2022
Date Expires March 12, 2030
Description Advanced Threat Prevention

STEP 3| ST ol N7 711 B [ ARk B 2 2 s s A RSO PR S 7o T (BRI 20 BT SERS C2 - (i 73 R
) KR B ) .

Anti-Spyware Profile @E

Name | Best-Practice
Description
[] shared
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
n Enable cloud inline analysis
Availlable Analysis Engines
Q, tems | 5
MODEL DESCRIPTION LOCAL DEEP LEARNING (LDL} ‘ ACTION
HTTP Command and Control detector Machine Learning engine to detect HTTP fenabid] ~ | alert
based command and control traffic I— ]
7 enable |
HTTPZ Command and Control detector Machine Learning engine to detect HTTP2 alert
based command and control traffic disable
5SL Command and Control detector Machine Learning engine to detect 551 based alert
command and control traffic
Unknown-TCP Command and Control detector - Machine Learning engine to detect Unknown- alert

CP based command and control traffic

nknansm- LINE Cammand and Contral Marhine Learning engine tedetect Lnkoosan- alert

1. EHEIA 1) Anti-Spyware Profile (52 IEEIKES 200 RE) 20 Add - CHTHE) BTy a7 s
(Objects (#4) > Security Profiles (‘ZVEERE) > Anti-Spyware (S [HIREK
e ) .

2. BRI M s e ks, A% = Inline Cloud Analysis (N 2257 #7) & Enable inline
cloud analysis CHUH N2 70 81)

3. CABEZEL 2 [/e PAN-OS 11.2 )2 9l Aoz 7 12]) A HA Local Deep Learning
(LDL) CARBEGREELE] (LDL)) SEEA REE A H 20 b5 |42 38 0 enable (RO o H ATAT HIfE 2>
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B 13 w445 B0 5 %9 LDL £2X, : HTTP Command and Control detector (HTTP i 75 FlifZ 7
(M 2%) F1 HTTP2 Command and Control detector (HTTP2 i 55 e bl (] 25)

4. FRICACCE ARG 7o Hr g S (U3 B IRy 2T 71 Action (B(F)

© LY ROHRE (e alert () | i, Palo Alto Networks g g it
F B 4t 2 Reset-Both (aatepfi ) LIITUH bk 2 2 it
o Allow (iF) —RFFER, TNEAHGEHH,
Alert (“Z/R) —aFSisR A4 B 1 EEH
« Drop (E#%) —ARFEk WA e s 2 A/ E IR,
« Reset-Client (FZH 7 um) — 3% H 7 sl A,
* Reset-Server (Hafifleas) —Ha (i filz ds it
« Reset-Both (HaEpi4) —d 2 M v M fr) IR 28 i P S
5. f&— N OK (ffE5E) LA ok i R GRER S 52 e i i e S5 J7 B0 Commit (H222) f&iyss i,

STEP A | CEII) AR PR i 7 A ARG, ) B ] GBSk s 2% e AT e URL A/ 1P Az bk (5 54,
] LR E AT EREE B (URL 20 1P (2 EE U)o Addresses (F7hik) Wk A8 g 9
A

1. 5743 External Dynamic Lists (4| &5E)EEIG FE) 5 [IP] Addresses (fi74ik) ¥p{F{5 4%,
2. EI{ Objects > Security Profiles > Anti-Spyware (W{f > 2% e ki > SR Efikps)

3. I A PR E URL FI/2 P A7 k(Y 52 IR RS S22 A, PR35 Y Inline Cloud
Analysis (Nik v HT)

4. WyEsEe el s, Add (Bris) EDL URL = IP Address (IP {i74iF) |, ARESEITES AT
fEMY URL 2 IP A7 RS EREDAEIE B, a0 By A v TG B, Al — {EI*EE’J/MIJJJHE%E‘”IV ¥}
P Az HEFI A%, FTLUHE Y Addresses (f70F) W35 B,

E

{ Panorama s i 1y s s |- 3o 2 Shared (3 17) (g iz 5 2 s 2% 5 W 4 1
5 P (7 1y 397 48 45 P 3R S8 70 BT 19 2133 B

Exclude from Inline Cloud Analysis

[ | eDLURL ~ [ | 1P ADDRESS ~
-
URLEDL ] I
IP Address EDL
IP Address Object
@,’\d: ':%:'DEEEE‘ @f\cd (%)L:&ete

5. #— 1 OK () LU Ay b RIS 22 R I Commit (5222) fERYEETT,
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STEP 5|  ({ PAN-OS 11.0 )2 Wikl Ao 2 122) g el AT 0TI 95 B O i A2 vk s e i, DARUH Nk
Edi b (RPRE2-H71 a5 AR SQL 18 A g B &) .

Vulnerability Protection Profile @5

Name | Default

Description

Rules Exceptions Inline Cloud Analysis

Enable cloud inline analysis
Available Analysis Engines

2items  — X
MODEL DESCRIPTION ACTION
SQL Injection Detects a common hacking technique where an  reset-both
attacker inserts SQL queries into an applications'
request
Command Injection Detects a common hacking technique that ~~ alert

allnwre an attarksr tn avarute arhitrare nneratine

1. SR MY 52 B 22 v e ks o Add (F13)  (Objects (#1f) > Security
Profiles (‘2 %1% CH&) > Vulnerability Protection (55%6f%:4) )

2. SRR 55 B 2 RS, AR 0i1E Inline Cloud Analysis (N{ik 22357 1) F1 Enable
cloud inline analysis (E&}H‘I i R 70 4T)

3. FRIC IS IER 2 HT 5 | BB 52 55 AR RF S BRI Action (BD(E) . H B4 WA FE AT RS 20
514 : SQL Injection (SQL {1: A) F1 Command Injection (fx5iEA) .

« Allow (iF) —RaFEsk, REd HEHEH,

o Alert (B/R) — TSRk EA R HaEHH ,

+ Reset-Client (Fzi% 7)) — 3% 1 5 i
* Reset-Server (Hiizfrlllds) — % fr) ik as i AR o

» Reset-Both (Hi&pi&) — 2% H P um M frl iz 28 s i AR
4. ¥r—F OK (fifex) LR H g5 Bk 2C R ny s ¥ ah, W H Commit ($E28) ## 5T,
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2 7E Threat Prevention

STEP 6| ) AR Nk =0 0 BT & AR dr P, T i) 55 B0 08 58 3% 7E R BT URL /8¢ IP Akl st, w]
LUz 45 /e S Eh e B (URL 2 IP A7 aikid Bg) 2 Addresses (fi731h) 414 kT 43 (51
&+O

1. i External Dynamic Lists (J45EhReiE L) ok [IP] Addresses (fi7dik) #4314+,

2. %I Objects > Security Profiles > Vulnerability (% > 2 V2 fs > 5385 |, LUKk [AI44
[ 52 B R ol 5 TE R

3. BB S PELRE A URL F1/8 1P A7 B g2 B 3% 0E K, SR % 5% X Inline Cloud Analysis (N i
By Hr) .

4. BEEge @ s, Add Core) EDLURL = IP Address (IP fi7hil) |, AREEEGE AT
FEI7 URL 25 IP A7 0SSN AEIE B, iy A nT HiE B, RN — (B AR S0 ey i, 3
WP Stk s, wT LSRR Addresses (A7) #pfhid B,

{¢ Panorama sz gy )i 1- o 2 Shared (L fy) g5 2o i d kg 1P G
S T 25 PN i S 0 0 T A 37 B

Exclude from Inline Cloud Analysis

O epLure ~ [ | iPADDRESS ~

4 "URLEDL o | -
IP Address EDL
IP Address Object

@!\d: :%: Delete @f\cd :*UE ete

5. ¥:— 1 OK (%) LAGEAFag B IR ER, I Commit (f2£2) ##07,

STEP 7| BRERINFICE, LUK BRI ICE - RN ZRE B,
1. I Device (Z:fE) > Setup (G%iC) > Content-ID (%5 ID) > Threat Prevention
Inline Cloud Analysis (Threat Prevention ik 225575 47)
2. FROERINE, DANGERI Nk S0 0 BT SR IR EIRIRE,  SEERIIAH BB 1
o IRNIEE () —HEE Nk 320 0 B [DMEAS SR i KT B2 i BRIRE ] (DAM A 547
o SERIR KIGERE AT B KOS BE 4 £ 2 B de KIGEIRFAA T AT B E, B8R Bk 88 s n ]
BEBE K B E 3 0E A df 8
o RKImH HEEW E—ERH SRS BE SR Bk B S R R IR s R, I8 B R AR IR R AT AE
S PR RI L RE Ay 75 FI4ZE ) (C2) 107, {H A i Threat Prevention Pk 226 70 BT 28 i B,
3. ¥i— 1 OK (7)) MEsRismss il

STEP 8 | 22 18 i T A U P i 22 70 BT £ B K e BRI
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/obtain-certificates/device-certificate#device-certificate-firewall

2 7E Threat Prevention

STEP 9|  ({fi FHIAGE Proxy (il il 285055 By iy 2 201 1) B ARFRAARES, LU R AFECE B A
5 LLEEE Nk 220 0 T S RE T AR SR M AR 28, T LAFEE B — Proxu AR &S WA &£ H =
Firfs Palo Alto Networks SUHTHR 75, E5 A5 LU e e 19 PNk S50 A EC 8k H SR 7%,
1. (PAN-OS 11.2.3 J2 Uik A) % PAN-OS 3% 7E Proxy frllllkes.
1. %1 Device (#:f#) > Setup (%) > Services (R7%) , i#ii Services (i
%) REAE R,
2. }57E Proxy Server (Proxy fallllis) &€ W Enable proxy for Inline Cloud
Services R Ntk il %510 Proxy /780 . 88w LAAE Server (filfilzds) M6z A
#t IP {72 3ks FQDN,

ProXy fej i 2 w5 5 A6 £ 5 45D AL

Server | proxyserver.example.com

rt | BOBO
Jser | admin
Password | ssssssssss
Confirm Password

wersnsnse
Enable proxy for cloud services. This setting is for cloud logging, loT, ApplD Cloud Engine, User Context,
and SaaS

Enable praxy for Inline Cloud Services

3. #— F OK (fExE) .
2. (MEEH LU © (PAN-OS 10.2.11 K SgthieA, LA PAN-OS 11.1.5 K T3k
) B Kk CLI 3% 5 Proxy frllkgs.

1. fFHBS K% CLL,
2. il NI CLI iy 55 % E 55 A Proxy (il 28 3% E -

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>

set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

Proxy i i s S5 il 4 28 10, 25 25 A S Al 5 0
3. (§i il F 41 CLI 45 BT Proxy MRS, LIl PN 56 22 i R 1) I 28 {2 55 2 R

debug dataplane mica set inline-cloud-proxy enable

4. (1~ 510 CLI a7 kel Mk S2 0 ik 15 Proxy SZ#21) H it /F ik RE -
debug dataplane mica show inline-cloud-proxy
#ilhn

debug dataplane mica show inline-cloud-proxy ;& C s HERS IR
% Proxy
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https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli

2 7E Threat Prevention

STEP 10| G SR K F 7 BiE R N ik 25ty 70 B IR 495 S SR 179 S50 PN 2550 2 5 M6 g 5k 44 B (FQDINY),
7% FQDN iii$% % hawkeye.services-edge.paloaltonetworks.com, Sk i HT 2 e 30T Y 22 v ik
Bk eg, 18n] DG FE T i GE i i Rk & Hi R AE 55 SR 11 I 8k S5 i PN 25 fril IR 28 A B A% [ )
R Ml s 2 HY

i FQDN S skl I PEUR, o B S M L AR 1 J At 5 (R 01 B A
T GRpIE

fifl S 7 < T 10 FH 36 P P A8 B I 1 1 ffe N 5 5505 FQDNL (Device (#%1) > Setup (%
%) > Content-ID (N%ID) > Content Cloud Setting (N7 ) ), il s 2ss o
FQDN :

R tisity NGFW i i e 2y it SA0S 5 b, GTERE, (RO H A
FQDN iR 3 4 505 2 24 3 8E.,

o ER (LR {7EEI) —us.hawkeye.services-edge.paloaltonetworks.com

o YN (FEBYLEE i) —eu.hawkeye.services-edge.paloaltonetworks.com

o i kHulE CHrinyz) —apac.hawkeye.services-edge.paloaltonetworks.com

o M (#'¥) —in.hawkeye.services-edge.paloaltonetworks.com

o e (MEfi®) —uk.hawkeye.services-edge.paloaltonetworks.com

o B (LEIA) —fr.hawkeye.services-edge.paloaltonetworks.com

« HA (HAH ) —jp.hawkeye.services-edge.paloaltonetworks.com

o WU (EINEAL) —au.hawkeye.services-edge.paloaltonetworks.com

o gL (e ARZ4H) —ca.hawkeye.services-edge.paloaltonetworks.com

o it (BitL#xZ) —ch.hawkeye.services-edge.paloaltonetworks.com

STEP 11| 1) Baad b K ISEIMERS Threat Prevention SZha iz 75 itk 28
FER KN B LR CLI iy 45 Bl s i K R
show ctd-agent status security-client

il -

show ctd-agent status security-client ...Security Client AceMlc2(1)
Current cloud server: hawkeye.services-edge.paloaltonetworks.com
Cloud connection: connected

A, i CL g,

T A i B 2 HERE Threat Prevention EuiliR 75, aibaas DL N E o & A o &
#1 : hawkeye.services-edge.paloaltonetworks.com,

STEP 12| () HiFEIERS Threat Prevention
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2 7E Threat Prevention

% 7 Nk 220 70 M1 Strata Cloud Manager

STEP 1| 2355 Nk 20 0 M, I Z08 8845 7F I v Prisma Access T Bd, FEOL¥ERS Threat
Prevention ZhREMIAEEUE, 4 B35 Prisma Access HE (L9 ME FHFL IR S &N, 2000
A7 30 JH 1 e R R SRR 75

A BRI H O RUBE A vh I RERT B, b BT 2 S R e

STEP 2| {liJJEiL{&EY Palo Alto Networks < {21k S AR 1 a2as, 372 Abil 1% Strata Cloud
Manager,

STEP 3| S sl 7 iy i T RRE R 22 2 5 e A DAROT PNk 22 0B (RIS 20 BT SEE B C2 [ 55 R
] RN ETREE R RS B i )
1. %1 Manage (%5#f) > Configuration (i%7%E) > NGFW and Prisma Access > Security
Services (‘Z%2:fIR %) > Anti-Spyware ()< [H]ZEHHS) |
2. SRR S TR RS 2 e E e i, ARPE 4 Inline Cloud Analysis (P ik 2235 70 #7) 1
#Z, ¢ Enable Inline Cloud Analysis CF{UT N ik Zui 0 1) &

Inline Cloud Analysis

Enable Inline Cloud Analysis

Awailable Analysis Engines

Model Local Deep Learning (LDL) Action Setting Description

HTTP Command and Control detector enable alert Machine Learning engine to detect HTTP based command and control traffic

HTTP2 Command and Control detector enable alert Machine Learning engine to detect HTTP2 based command and control traffic

S5L Command and Control detector alert Machine Learning engine to detect 551 based command and control traffic
Unknown-TCP Command and Control detector alert Machine Learning engine to detect Unknown-TCP based command and control traffic
Unknown-UDP Command and Control detector alert Machine Learning engine to detect Unknown-UDP based command and control traffic

3. A5 Local Deep Learning (LDL) (AFEPEIEELE (LDL)) S3E5A ) AR n] FH 70 #5553
It enable (RBUH) . H A WL #7512 AT #EAGE T LDL £ : HTTP Command
and Control detector (HTTP iy <5 A1#EHI (il Z5) A1 HTTP2 Command and Control
detector (HTTP2 5 MIFZEHIEMIZS)

A, FRIEAC(E AR MEN 5397 5 | S0 20k 220G BT T Action (BH1F)
BT S |0 FEL B (e alert (#5R) | g, Palo Alto Networks gz
By 7 Reset-Both (2 pi=g)  LIH S it 22 2 Rt
« Allow (77F) —FAFEsR, REAH T,
o Alert (%5%) —RFFER AR H B H,
« Drop (FE#) —ZEHER ; BABHFAGHRE LH/E TR,
« Reset-Client (%17 u) — 3% 7 i AR,
+ Reset-Server (HEfAflies) —d il 28 v f .
* Reset-Both (i i &) — % /7 i J Al IR S i i
5. 4—F OK (fE/E) LR R R ichs 22 2o bk 28 e 35, 00 Commit (Bxg) s,

AERE Threat Prevention 5 2 43 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/supported-apps-and-services
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% 7E Threat Prevention

STEP 4| CEEHD) AR PR S5 7 AT A= e P, D)1 o TRk B ke v R T i URL R/ 58 1P (v ik 7
AL HR L /TS L (URL 8¢ IP (2 BEJE FEUY) ol Addresses (7 4ik) 0o (1 A<HT

a5 4F,

1. 573 External Dynamic Lists (4 &5E)EEIG BE) 5 [IP] Addresses (fi74ik) ¥p{F{i 4%,
2. %It Manage (%) > Configuration (3%C) > Anti-Spyware () [HGElkES)

3. %focﬂﬁﬁ%%ﬁ URL 2 IP 73k 5 IR S 3272 %, AAEL I Inline Cloud Analysis (4 fix

Ty i) s,

4. [WyEEogigypl s, Add EDL/URL (i EDL/URL) =i Add IP Address Cifi! IP fir
HE) o, ARELEEGFHJCAFAERY URL 2 IP Sz sk #F S0 EhREVE B, an g A w] HITE B, AT —(1
%ﬁE’J%uFl)JHw%'”ﬁMﬁU@{tFo N IP AL HEFI AL, FTLLEIC Addresses (A7) #¢hi B,

Exceptions - EDL/URLs Exceptions - IP Addresses

EDL/URL IP Address

Mo EDLs or URLs. Mo IP Addresses.

5. #i— 1 OK () LAGEAF B TR MR ES 3% E A 00 Commit (Ssz) fEAYEE T,

STEP5| (/1) E:feER Threat Prevention
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/use-an-external-dynamic-list-in-policy
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/create-prisma-access-policy/prisma-access-objects
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2 7E Threat Prevention

517 1 5 7 5 TG s

Feon] DAAE R AL H S 1 2 w5 SRR AL PN 2 2
« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

7 ) RSN iR RO (S ) K 2K A [R) AR B b |P A7 31 225K / [ HE AR A Rt A0 4% 3 T At
kLR A T P R BB SR Y [T M

3 IR R S R T R RIS DAy B % ) S R i MO R R S S A 1D B0 4 Lk T,
BB L B N ARyl MR AR G, RS FR LRI S A B 0 G B R AR Y (e (B TR 5 A
ERR RS o B 5y — (8RR S A BRI, AR S e R, N e FR A BB, B
EPRP RS BRIy, R I THEL D 1

A BT IR

o ORI OR R BT R B A VB AN, G5 Z2RBE A Bh L BRI M R T B

o CRAENE U, el G nT B BBE KT BB TR . R B A P A S T
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2 7E Threat Prevention

1 T 85 3 TS 0 TS0 0 BRI 7%

Fe Ry DAAE WR AR5 3 {2 PO LR EE N2 2

« NGFW (Managed by PAN-OS or Panorama) O R Threat Prevention (GZizMgomy)
« VM-Series fE) 2 Threat Prevention % #

» CN-Series

B X 0 RIS 5 RS — S0 A RIS L TS, RS ST A S

SRR RAGTREBOR, SCRFBREERL TR AT I, 06 (E RS TN P52 5 1 EL e

A TRF RO R E FE0VE R BRIV, (0 8 2 SRR,

SRS, TR B gy, AL RO A 5 T LARE (R 2

AERC, W A AR BRI 1 it Palo Alto Networks HE 1655 04 fE T L2

8 L T

ARSI, VBRI BRE EAE (E REAOS, DRAE 5 T LB AR, 5 A0

B, BT FAUERTIRIE, ACETITRHEH I ) BRSNS BB B

o IR LM ) S b A R BRSO TR, SRR R, TR, B
TR FAE L,

©ERFER BRI PMRIL, FI, 60T IR CVE IO,

S SRS, 65T LA AR PR BRBDTE + BHIA TR, LR IS (.

(@) 2 T AR O R, T K B O ) RS I A RS 4 o 8 1P B R T Ik 2
ol E AT,
STEP 1| G757 kil £ o e Kt
1. 3%t Objects () > Security Profiles (Z&V:i%CH:) > Vulnerability
Protection (i) , A% Add Ciril) %iEk,
2. B AR E RS Name (%4 F%)
3. (%) &k A Description (Ft1)
4.  (EH) fecH T y)7 Shared (FEH) 3%0EkE -
% BERGRAR D KOs B R R RR AR (vsys)y— ARG B (IR H) , SRERG Bt
Objects (Wpff) U 3By i e R (i F .
Panorama PR 2EE FEAL— AR5 BR () , sRERE £ L Objects (1F) H
4 BT n S E AL,
5. CEJ[—{£ Panorama) 2t Disable override ({£/T17E %) , 7RG LA HE B A {8 &
R 1) R R S T R ) e i AL P IOARGEZ SE RS 2, TARR &S IR I |, 8 AR EE
] DU B R iR 8 R 2 AT ] BB ARV iR
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% 7E Threat Prevention

STEP 2| N7 n] ZBU v T A5 o 7 3 B BLIL,
1. #£Rules (BIH) HE L, Add Cirfy) HLHI#RA Rule Name (BLHIZfH) .
2. (D) SRIEHFEMEAE A (K any ((Ef]) )
3. BUE Action (E)fF) . fERLEifrh, $hfF# % Block IP (HE{IP)

IR T IR PRt e o L TP, 0 IR 5 S 0 T e Ak B 1P o
S, TSRO R R B

s R IP Az,

4. ¥ Category (Hijll) %7y brute-force,

5. () iREeH, NEREEHERRE Host Type (EREUN) BUTHEN : server (il
wn) i client Of)74m) (&% any (fE(]) ) .

6. FEHAGTRIEREIENEN(E, GH2Rd0EE 3,
7. HEAGT EJE RS i b,
Vulnerability Protection Rule

Rule Name | brute-force-rule

Threat Name | any
Action | Block IP
Track By o Source

Duration (sec) | 300

Host Type | any

Any

O cve A

@ Add

o SUTBH s (o A et s ) 2

i 2B 4,

Source And Destination

Any

[J | venpor D A

8. N OK (%) faf A7 B M B OE i

Packet Capture | disable

Category | brute-force
Severity
any (All severities)
[] eritical
[] high
[T medium
[] low

[T] informational

JEFE Threat Prevention 45 2
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2 7E Threat Prevention

STEP 3 |

CEND HETRE R S B e,
1.

7t Exceptions (##14}) 4% L, Show all signatures (E/RETAFEEGE) |, Dl s
)RR
A7 E R 2% SR e U P A R, v =5 category contains 'brute-
force',
1SRRI R E RS, S — N ED R THEE B

Vulnerability Protection Profile O]=

Name | Modify-brute-force-rule
Description | any
[] Shared

Rules Exceptions

.t- category contains "brute-force" 138/ 15016 ' — X
IP ADDRESS PACKET
ENAB...| ID THREAT NAME EXEMPTI... |RULE CVE HOST | CATEGORY |SEVERIL.. | ACTION CAPTURE
] 39... | HTTP Request Brute Force server | brute-force | informa... | default disable
Attack (allow)
[l 31...  Microsoft Communicator CVE-2008-  server | brute-force | informa... default disable
INVITE Flood Denial of 5180 (allow)
Service Vulnerability
] 34... | SIP Bye Request Attempt server | brute-force | informa... | default disable
(allow)
[ 33... | SIP Register Request server | brute-force | informa... default disable
ttempt (allow)
] 31... | Telnet Authentication server | brute-force | informa...  default disable
Failed (allow) -
Show all signatures (&) PDF/CSV Page 1|/ of5| » » Displaying 1 - 30/ 138 threats

JOEENE © Allow (725F) . Alert (%%7x) . Blocklp (4 IP) o Drop (X#) .

R0 Block Ip (B85 IP) |, HISEEE N AIE /M) LAE

1. B2 Time (KEfE) (BN AF) #HiEasEh(E,

2. R IP source (IP 2JF) i & IP source and destination (1P A JE Rl H (1)
) 2 Track By GEHE) F1EES IP 74k,

#—F OK (#Ei) .
R R OB FEEE, X Enable (U BRI EZ IO 3.
t—F OK (H7E) .

STEP 4| HETACHF B IEE Il
] LA ) AR S R e s - @,
FEREHLG T, 48 = R R 52 ) G B A U B CVE-2008-1447.

1.
2.
3.

M (@) FREnGhY IR i Jag v B fE e )
R s G S, SR Number of Hits (W}l 8% x seconds (F#) .

FE &P source (KJ5) . destination (HAYHE) 3% /& source-and-destination (#<ii
FHMHL) #efEnl i x % (Aggregation Criteria (ZZfAXEH]) )

#—F OK (fEiE) .

AERE Threat Prevention 5 2 48 ©2025 Palo Alto Networks, Inc.



% 7E Threat Prevention

STEP 5| ¥ Ibsr s v R B m = 22 4= Dt BB HL
1. #HY Policies (J5ill]) > Security (ZZaVE) , A% Add Cirte) sl o 2 i s

Hil,

2. {f Actions (EjfF) P4 I, AU Profiles (GRiCks) T4 # ERi#EEN Profile Type (3%
ER)

3. #EHY Vulnerability Protection (il i) ST R,

4. ¥—FOK (ffEE) .

STEP 6| Commit (#£32) f&iysET
1. #— F Commit (%5f)) .

AEFS Threat Prevention 44 Ht 49 ©2025 Palo Alto Networks, Inc.



2 7E Threat Prevention

RSO T S e 1S

Fe Ry DAAE WR AR5 3 {2 PO LR EE N2 2

« NGFW (Managed by PAN-OS or Panorama) O R Threat Prevention (GZizMgomy)
« VM-Series fE) 2 Threat Prevention % #

» CN-Series

Palo Alto Networks AT A& A= HTTP B¢ TLS 223k, wl i) Al Pt bz £ 9 DNS &b
BRIV BB 3 R, WU AR KOS B (E DNS Proxy S EHTHEIR 44 FEET SO 30 F,  BURERR
WS REFSHRIE N, I EE MO, I8 N FID RO B R T
STEP 1| ROHH FmBLfafikes Z ks k, LLUH{E DNS Proxy.
i DNS Proxy #1F, HfE :
o SROES TR KOs A2 IL B RS DNS B Avif,
B KRS B 5B AR LA AT DNS Z23R1% DNS filfiizzs .
SR TE B KRS T AAS AT (M dE DNS R 2S) 138 FQDN = IP 72 hE5E [,
o RFFPE AT 2 EEEATRE] P A7 HEEIE,

STEP 2 | JENUECHHIE N LB EE WA oA (B4 % 579 sUEHTRIN B RA)
1. Gi5%M Device (%£i%) > Dynamic Updates (EjREHTHT) . (A%iE > BB o0 .
2. Check Now (\ZRIRE) DASEAH i R s B B0 P 2 S0
3. R A ARG RSB N A 579 (BB A

STEP 3| G2 F15 i Yo BRUSE e R SRS A 53 1O 370 o 5 U A T (el R 1

1. %I Objects (#ff) > Security Profiles (% 4:VEi%iER) > Anti-Spyware () [k
B 0 Add OB sl die RIS e .

2. N Exceptions (iI74) |, XL Show all signatures (HUR T A RS)

3. MRS T evasion i AR,

4. EHRPATA BURERFES, SR Action (B)fF) SRIER AT ETHREN(E  CH BRI TR
BN TCRT) DA EOL, FIATE B R E0s 1D 14978 Hil 14984, i Action ()
{F) XA alert (“Z/R) oidrop (EF) .

5. H— FOK () , A Ay SUHTHY B TH] RIS B Ko

PR T RRE KRS 5 G R B e A Ak S B - SRR Policies (B HID) > Security (484
VE) |, EIVE SR EAN, R F Actions (Bh{F) FELA, (ECREMAET, #—TF
Anti-Spyware (S FIEEMRES) 2581 MR AJE I, ARE U B Uy I TR A ik i 5 7
i DA A T B R R S

STEP 4| Commit (f£55) R8T,
#— F Commit (x2f}) .

AEFE Threat Prevention 4 £ 50 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-networking-admin/dns/configure-a-dns-proxy-object.html
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2 7E Threat Prevention

AT I 1 7

Feon] DAAE R AL H S 1 2 w5 SRR AL PN 2 2
« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

Palo Alto Networks /5% 1S3 B R s ) B sk TR BN 1 (PIATES BB R) o ST LU s
1D 5 B R AL ORI A T BERR, B 8 T RL B R BRI A TR (. g, T A
e i ST A A s Mg 28 R Y R R RS ) B

SR, gadh. TIEEERES A DNS FRERE R E & B4,  DAss 0T g & sl s Tiv s (E, 1
S, AEDRIA 2, R CUHER PR O R I 2, IERERORIR RIS B BTT, DU
4 RRE

o PO . BB A T RE A LA K WildFire S5 08 Gl TR By ks .

o IEP R BLIRI TS R I O NG S A AV R T R A T B A VR BOR R

« Strata Cloud Manager

* PAN-OS fiI Panorama

HEFS Threat Prevention 44 Ht 51 ©2025 Palo Alto Networks, Inc.
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2 7E Threat Prevention

HENT #5144 (Strata Cloud Manager)
STEP 1| 1% 25 A L AT oo B,

B 36y LAt ) WARIFINe 0753 2 s s 7 RIS QLSRR B T oD B, (LA AR
S SRR E 1 TR SR T B T BN (R, (B, R DUF B R4 Ve e
Enforcement Actions (s&ii[sh/7Bh1E) | A 6 40 /NIRRT U B v 3 B 7 IR v
R FEA T EL

1. #IH¢ Manage (45E!) > Configuration (#¢7%) > NGFW and Prisma Access > Security
Services (Z%4flk7%5) > WildFire and Antivirus (WildFire FIB5#) .

2. Add Profile CHrifgaeichs) , SR EPER G B b AniE 3 U A WildFire A1Bs
TR ERS, AR Advanced Settings CHERS % 7E) 70 B,

3. {it Signature Exceptions (FFEi5(514%) ZhaEZ T Add Exception CHrigist) |, i3t
I LSRG T rh BRI B R S FE 05 Threat ID (% ID) &8 ] LA J2 (0 R A8l 141
VANSEFCIRiC RN

Signature Exceptions

Threat ID *

280647

* Required Field Cancel m

. SERHGE Save (FéA7) R HI 4t
5. HRWEEFEAE 1D & F B)E AR ARNL, 18 nT Dokl 8 F b ) R G 51 41 52 5
i, 0 L Delete (MFR) a5 2EmHHH,

Signature Exceptions

Exclude specific signatures from enforcement.
Threat ID Threat Name

280647 15/Exploit.pdfka.os

6. WHOHTT AR GISY, AT PR B I R T Save (lffr) .

STEP 2| (&g B R IR RS FF G B A T (DNS FEEAEER A 5 i P8 I RR s R e ais iy — i,

{H DNS HrEhE 23556 Prisma Access i) DNS 72 25T BA IR ERRY)

1. RPEFrEGEY, 2 Manage (5P1) > Configuration (3%7) > NGFW and
Prisma Access > Security Services (‘Z%2Jli%) > Anti-Spyware (S [R]REEKES) Bk
Manage (&Z) > Configuration (G%7&) > NGFW and Prisma Access > Security
Services (Z%lk#%) > Vulnerability Protection (55%5{##)

2. Add Profile CHrigaichi) sl 2 E SR s p T noE, S AT B TR ke
o B IRGE SEE R, AR Add Override Gt ()

HEFS Threat Prevention 44 Ht 52 ©2025 Palo Alto Networks, Inc.



% 7E Threat Prevention

3. HEIEALAHED Y Match Criteria (LE¥EFBLIN) 2k 88 ) G ik i &%ﬁﬁﬁﬁ B A B
UETT IR s, N6 7F Matching Signatures (HLSEHEFEE) 5570 bR A5
SR IS A SO T SR T IV SR S A T B

5. P ORI RS, B Action (E)fF) . Packet Capture (Effufilin) LM
IP Addresses (IP fizhih) |, DA £ HI s vy sl s T B,

Overrides

Exclude a signature from enforcement or change a signature action by creating an override {exception). Only override the default behaviour for a signature if you know that the activity the signature
detects does not pose a threat to your organization.

If you think you've identified a false positive, open a support case so that the Palo Alto Networks threat team can investigate. When the issue is resolved, remove the corresponding override.

Match Criteria Clear Filters
Severity Category
any dns-security “ | Threat Name
critical dns-wildfire any
high domain-ed|
Threat ID @
informational downloader
any

low fraud
medium hacktool

inline-cloud-c2

keylogger

net-worm

n?n-rommunication e
Matching Signatures (22/8588) (), Search by string, CVE or threat ID Page 1 | of2 y
= Threat Name Threat ID Category Severity Default Action
CoinHive Site Detection 85692 fraud critical reset-both
CoinHive Site Detection 85695 fraud critical reset-both
CoinHive Site Detection 85694 fraud critical reset-both
CoinHive Site Detection 85697 fraud critical reset-both

Skimmer Site Detection 85812 fraud critical reset-both
Skimmer Site Detection 85826 fraud critical reset-both
Action Notes Apply to IP Addresses
Allow v P Q,
Packet Capture Addresses (1) Search [PEEERE Add IP Addresses
disable X v
P
1111

Enter valid unicast IP Address (e.g. 10.1.7.8 or 2001:db8:123:1=:1)

* Required Field Cance m
6. Save (fififr) HUHTHIFFEMEEEIPI TR E

AERE Threat Prevention 5 2 53 ©2025 Palo Alto Networks, Inc.
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7. fEa] Lkl Overrides (HfQ) mysc#&sde, WA &k, 7 H Delete (ffifR) A<
EEEHH,
Overrides

Exclude a signature from enforcement or change the signature action. You can limit threat overrides based on |P address, where the override applies only when an |P address is the
source or destination for a session.

Threat ID Severity Category Applied to IP Addr... Hits {7 Days) Last Triggered

85692 CoinHive Site Detection  critical fraud 1111 0 0
85695 CoinHive Site Detection critical fraud 1113 (4] (1]
85696 CoinHive Site Detection critical fraud 1111 [t] ]
85697 CoinHive Site Detection  critical fraud 1443 [i] (1] -

HENT 1 4% (NGFW (Managed by PAN-OS or Panorama))
STEP 1| B BAms (eam BB T h BE R

HE R A T A P 817 75 s o B 75 R OIS S B A T e b B, (AN BE B T S
SR B R AR S SR BB TN (E, AR, T DR AR RS RS, 3R O
08 SR AR [ R 3 b R SRR TR B (Oblects (wppf) > Security
Profiles (+jz 74> 25 zk%) > Antivirus (;5575) > <antivirus-profile> > Antivirus (s

#) ) .

1. Y Objects (#71) > Security Profiles (“Z4:VEi%iCHs) > Antivirus (Bi&) .

2. Add Cirie) &4 LAE T PEBR B R G By 75 3 E R S O 3 E R,  IREREI
Signature Exception (FFEGI44)

3. AT EELETR BT T BEBRIT BB R G Add CF74) ThreatID (% ID) .

Action Signature Exceptions WildFire Inline ML

Q litem | 5 X
THREAT ID ~ THREAT NAME
280647 JS/Exploit.pdfka.os

Threat ID | 280647 @ Add @ PDF/CSV

4. H—F OK (FEE) DAGEAT B re i i Ao

JEFE Threat Prevention %4 B 54 ©2025 Palo Alto Networks, Inc.
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STEP 2| (&g e R S ik BS R s ss A T ) (DNS Rt ; Bks 321, % DNS

FRESAE SR T 5 DNS SR AU s A T SRl s

1. %I Objects () > Security Profiles (‘%% 7E k) > Anti-Spyware (5 [H]
i) o Objects (#71f) > Security Profiles (‘¢ %>VE#% %K) > Vulnerability
Protection (J{lif&:#) .

2. Add Corde) S ARERE A PEBRIBCE SR I S5 T RS R B o e 7l (R G 5 R B8 B A 30
R, SR 7o I T G i e O 2 248 7 K 92 I Signature Exceptions (HRECAEGIAL) 6l 2w
{4 i 4 7E K92 Exceptions (FI41)

3. Show all signatures CRFURFTATFFEAG) |, SRERMETTAREE, LIS E aR s 17 B AIRY
RN,

4. 24U Enable (BT M POy i8R, HEAF e SO T B I R s

5. I AT SBBG KNS B B R SR I T Action (BYF)

Edit Action

Action | DI j

Reset Server

Reset Client
Reset Both
Drop

Default (Alert)
Block IP
Allow

Alert

SN LACTRBRA T BERRI AR (R A e sEdid) , #F Action (BH{F) RTEA
Allow (72:iF) .

6. Hi— F OK (fif)  DAH A58 i el A8 R Y I [ A e S 1) PRt Sse dE i o

STEP 3| %5 DNS 5 (& o T BLHI,
iy, A CEHE] DNS FREbr s AT,  JL DNS &R #% sinkhole,
1. %I Objects (W7ff) > Security Profiles (‘Z:%4:VEiRCHRE) > Anti-Spyware (S [ ik
5

2. Add Cirig) sifs i a SOE b HER B R Y S TRk S 52 0E R/, AREL 2 I DNS
Exceptions (DNS f54f) .

3. A LAETR BB T PRI DNS HF 5T DNS i 1D, AR5 IOH T FF I 5

Mo
DNS Signature Exceptions
Q 64741252 litem | — X
ENABLE ‘ THREAT ID ~ DOMAIN/FQDN THREAT NAME
. 64741252 ftp.hinet.dns-dns.com generic:ftp.hinet.dns-dns.com

4. ¥ 1 OK (FE7E) LA AT 0 25 B o i S bk e e i

JEFE Threat Prevention %4 B 55 ©2025 Palo Alto Networks, Inc.
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{ii I DNS 25 5 M8 4 bz ey 8%

Fe Ry DAAE WR AR5 3 {2 PO LR EE N2 2

« NGFW (Managed by PAN-OS or Panorama) O R Threat Prevention (GZizMgomy)
« VM-Series fE) 2 Threat Prevention % #

» CN-Series

S ] R S 2% A i) DNS Sinkhole B {FRE ) i3s3 DNS By .2 A3 Bl U A Sk ]
M, SRt B ST Rk I, DAGE R T LG A g g ki iy T A, AR TR REE
RSl B i 5 AIPE T (C2) frl Al s (1M afl—— EUESZ R, SO B il b PR T S R R, DAE—
A8 AR IR R POk

$1¥%f Palo Alto Networks DNS 45575 B b 50 (Ll fe k) DNS £ afy, @r3E a4 Palo Alto
Networks fifllkes IP iz, [N £ sinkhole %%,

Bh AT F A DNS Rl A, T AT e A C2 Mk

o (FEUEMS | Threat Prevention 5 TBd) Ak DNS Ffils—is & — ML AR & F DNS £,
Bl ot n] F el ) g s, B KRS 8717 DNS R (F 2% H 4 BG 5 ks S8 —50 70,

o (G522 DNS Z2VERTR]) DNS 2 VERRE0E—1h X4 A7 L Palo Alto Networks DNS ‘2 4=k
Lok s, DARIRTEEL) DNS 7 s 2B AR DA ik, JCLEER s ({2 DNS 22 2=
BE) HT LIOE — o (e 00 {58 ] A 0 28 A 3 A (DGA) i DNIS S 5E 5 B pe BL A o iy C2 B2, 47
DNS ‘243 TR &G, s 220 DNS % 44514,

R AR ALy DNS ‘2 2RI 45E sinkhole #2F, & AT LI 8 LE3ERLIE &5 DNS 2 Pk e
T —B77
SEEPARE DNS FRE0l 4R sl DNS 22 2= PEFR 0l 4 b gk vy DNS 2x5fy, #3088 7] = Palo Alto
Networks fillkzs, H FERMmEEAARUE R MR, T35 804 B T B DNS sinkholing Lk 41l
SRR I SR AR
» DNS Sinkholing 1 {F it 2
e %7 DNS Sinkholing
o AT HEGH R E DNS Sinkholing
« ¥ Sinkhole IP {7l 3¢ 7E 258 % i) AR IRk 2s
o AFHEHUIR A S R R

DNS Sinkholing i3# {F Jit B

FenT LUAERIRRE (L G i 2

« NGFW (Managed by PAN-OS or Panorama) o ’EB # Threat Prevention (GZiZH3562h
« VM-Series i) = Threat Prevention £Z#
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e n] DLAERER (5 {1 2 P MR LE A 25 2

« CN-Series

DNS Sinkholing #] # B & AE B K S B ANE) 52 jd G H = ity DNS 2 (JRENBS KRS & 1) DNS #&
AP EE R AE) KDL, (1 H] DNS Uit i Ak o132 PR HE 6 Ei e k%, AEBS JORS An A A% DNS
faRgs AL T ) — e & v, B H b & B AR DNS g R G ) i Jﬁ/)?, [IES=\ I3 ES
Iff/%% Sinkholing J& =ik is DNS £y w] fig et my 1 l/lF'EJEE, WIRr R umwufﬂ%‘lij Fog a9

it RS R, (A A R AR (51, uuw ?’“ﬁEUIE) HUFH)E i 1178 Sk ) PR G
Palo Alto Networks sinkhole IP {751k (A S5 88 58 2 11 5 TR b5 B 20 DNS Slnkhollng, EURR S
PrEse 1P A2dk) o #28 w e H gbrpis %&/‘3’”%!@?%9’]}&0

H—]
= E
ng Public
Server DNS Server

1. Botnet on client host 192.168.2.10 sends DNS I 3’-‘-’2‘"
query for Hacker Server (malicious domain).

2. The internal DNS server relays the request
through the firewall to the public DNS server. S - -

3. The firewall queries the configured DNS \ e - D'NSSign“uresDum
signature source and detects the malicious — + Content DNS Signatures:
domain request and forges the DNS reply with e EmmeEELE Locally-accessed
the sinkhole IP addresses (IPv4 and IPv6). e o HEHEREHEND signatures

4. Botnet then attempts to communicate with E— * DNS Security: Cloud-
Hacker Server, but sends to the sinkhole IP ) | e s
address instead. ,Z_GP? e

5. Session goes through the firewall from the user —
to the sinkhole address. Conitet

6. The security admin can then identify all client
hosts trying to communicate with the sinkhole IP L
address by searching for the sinkhole IP address E Internal

in the threat and traffic logs. DNS Server
7. The Helpdesk then eradicates the botnet from all
infected hosts.

Note: The client hosts and sinkhole IP must be in

different zones, so sessions pass through the firewall. ﬁ i-
The sinkhole IP address does not have to be an active “ e
host, justan unused IP address.

192.168. 2 10

7 DNS Sinkholing

Fon] DAAE R RE(sE FHE (A 2 Ho T FEGR AL P 75 2

« NGFW (Managed by PAN-OS or Panorama) O ERE Threat Prevention (37 & Mg565h
« VM-Series fE) = Threat Prevention #Z

« CN-Series

17 ZEHUH DNS sinkholing, G i1 FHER Y B TRTGHE K S 23 7E RS BRI =2 B Ot 28 2k BOR T G
B 20 Py B RS 2 () . $H¥EH TSR ZE Palo Alto Networks DNS F il 2k i v £
KRR (] 85k % DNS £ 3), & @47 % 7E3% Palo Alto Networks sinkhole IP iz, 1P 2kt H fij 2
IPv4—sinkhole.paloaltonetworks.com FI[nE AL IPv6é A7 di—:1, 38 Eefydik n] fEfE s 55 0 w] (i
A B AGHET T 38T,

AEFE Threat Prevention 4 £ 57 ©2025 Palo Alto Networks, Inc.
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STEP 1| R/MlEYREISE Hirhiy H 3 TH 1S HLRUT DNS sinkholing,

1. I Objects (#ff:) > Security Profiles (& 4:MEi%iER) > Anti-Spyware () ik
) .

E BN GERS, B (8 B A 1Y TH % 35 A 00 DA 3,
i A REEREY) Name (£4F%) |, #A7% 3 DNS Policies (DNS JLHI) 114,
fift i default-paloalto-dns {7 &}t Signature Source (FF{EfGAHR) i,

(£)1]) 1~ Packet Capture (Etufffi) FhiAJEH b, I single-packet (Fi-—1
) DARBICTERE B RO E0 — W31 5% 0L extended-capture (P—Ejfu) LIE7E 1-50
A, 28T DA B RO A E— 25 0 #T

LA

STEP 2| fifl s 5 M) ks 5% 2 R _1-11) sinkholing 2%,

1. 7% DNS Policies (DNS J5iHI)) 4 -, 22 DNS 2y L% Policy Action (5 HIJE){F)
7 sinkhole,

2. {¥ "DNS Sinkhole &7 B, ffEs2 U Sinkhole, 7% 1 /i1, 1% Sinkhole IP {7
HE 3% e A n] LAl Palo Alto Networks filfliZs. Palo Alto Networks ] 5753t N 25 02K H
oy TR IR L (P A2

255K Sinkhole IPv4 =5 Sinkhole IPv6 1751 & s 8 14 i AR ) IR 28 5 5% (7.
HE, Z52B Sinkhole IP 71k 2598 A 08 1% i AR R Il 28,
3. #— 1 OK (ffer) LAGEAT I [l gk 5% 7 A

STEP 3| i Jx [ HE A e 55 e st BT o = o2 g i LB )
1. #H¢ Policies (JHI) > Security (ZZ4:E) |, REERUZ 40 IR HIELAI,
2. 1f Actions (FHfF) F4 I, I Log at Session Start (L{EFEE RUENRF 0 #%) R B
AR e 8%
3. fEHTREFHREEEE, ¥— | Profile Type (GRZEHiiAY) LI T 411 Profiles (
F&) . fF Anti-Spyware (S[HIGHERKES) 1 F7 235 B rsge IOHT 1) 2 0E R
4. ¥i—F OK (ffEAE) A fiti A7 It WA,

STEP 4| 3B PERS I LA ih YA e 7 CLom e T s B 1

1. I ACC T URL AElR(F & mikfisi s,  DObnd A U Mtk i 1802 5 B A B BT
%bo

2. j%Ht Monitor (1%) >Logs (H:k) >Threat (&%) , Atk (action eq
sinkhole) fiii% LAk 4 B & £ sinkhole 2% H 5.

F5 1T W9 3k5 B3 DNS Sinkholing

TE

R

AT LAAERRER (S S (1 2 H T TR P 75 2

* NGFW (Managed by PAN-OS or Panorama) | 0 £ Threat Prevention (SZiZ31582)
* VM-Series E) =l Threat Prevention #Z#

« CN-Series
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735 % E1 3T RS HUBOT DS Sinkholing, 02 HENT — (116 2 RABKI /1 0B 13 0L 5 bl ik
B 3% E R PO sinkhole B 7F DL 5 08 R Bt n 2 22 2 JRC IR ) P Sl A - B B )
SR IRE, B RS € B ) H AR 1P (7 hE A A% Palo Alto Networks fil Il 28 55 (i Fil =%
AEFEI 1P A2 HELUE T sinkholing %2,
YA SR B R B R RS A 1 ST IR, B RS €1 2 A= DL DNS A5 3E8E Y Sk s 5 s, by
{5 44 #4245 Custom Malicious DNS Query <domain name>, i 8 i f M KR A Rk S 5 {1
FERAG M Ik 4 Ry 24 (2 oeHLAES,
Qe A B H BRI AN, SR B R
STEP 1| Zy/hiiEhAe B by 1 5T #9135 #ERUT) DNS sinkholing,
1. 34! Objects (#14:) > Security Profiles (‘¢ 4&x1:i%7CHKS) > Anti-Spyware ()[R ik
B .

2. EUHIAWEIER, ORI A 0 PR S0 R DA

3. W ARIERETY Name (£44) , A3 DNS Policies (DNS i HI]) P4,

4. i External Dynamic Lists (4 EDAETE ) Fr il s % i — {1 EDL,

Q@ AT LT EUR s By i DomainList Geagkiga) | ggarLige
PRI, BN R ] i Lz URL 5 IP (il gm0 B e 7 41
5. (SRR RS 32 7E B RESF ST BYREIE B (G B 1) s 2 2 A I ok S B e
) , Type (Fil) FH:%7% Domain List (#ikiEH) |
6. (){]) 7F Packet Capture (EME#AHD) FHAGEH A, AL single-packet (Fi—1f
fU) DIREECTAEMSBER 28— 40 5 2% 0 extended-capture (Fi—3Ff4U) LI E 1-50
A, B2 18 nT DU B RO A E— 25 0 #T

STEP 2| i i IR 3% G2 =1 sinkholing 7%

1. 7 DNS Policies (DNS ;i) B4 |-, #E:2 DNS #: 1-fY Policy Action (5t HIJE){F)
7% sinkhole,

2. {£ "DNS Sinkhole %7 s B, fEsRCRUT Sinkhole, % 1 Ji{#1E, FH% Sinkhole IP fi7
hk 3% 5 25 0] LA HL Palo Alto Networks frlllk 5. Palo Alto Networks #] 57 i N 2% 872K H
) BT R R L (P A2,

35 Sinkhole IPv4 =5 Sinkhole IPv6 (7311 & S8 8 1 1) AR 7 IR 28 5 [n]555 (o7
HE, 2B Sinkhole IP 71l 2% 72 AR 1% LI AR IR 23,

Anti-Spyware Profile o=

3. Hi— I OK (fiff2)  DAEAF B TR S A A
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STEP 3| % b [ GHE A i 55 o R BF) o = 22 2 I LB D
1. 53 Policies (J51Hl]) > Security (4Pt ) , SREEEEIUAL AP I AILEL A,
2. 1f Actions (EjfF) E4% [, I Log at Session Start (I {FR&% By BB S0 8%) RZHU 8
LARSOH RE #%
3. (ERERALRENE By, ¥ F Profile Type (GXCHIFEMY) LIk o451 Profiles (
F#) . 1E Anti-Spyware (SZ[HIGEHES) T 57 XG5 B A8 OHT I 302 i
4. ¥i—F OK (ffEAE) A fafi A7 I LB,

STEP 4| R 5E ST T a4 5 BB 7F,
10 Bl AR Ep RS e (R MEEGE ) |, ARERAEIGE B gk,
2. FEREPERG O TG ED
SREL ACC ke URL M3k 25 23k A8 2s,  DARG i A8 A7 I g 3k =17 18 2 1% Bl R s
%ﬂ(ﬁbﬁo
2. j%H¢ Monitor (%) >Logs (H:ik) > Threat (&%) , Afkik (action eq
sinkhole) fiidE LAkl 45 B £ sinkhole BB H 5.

STEP 5| iR )i A 20 sl bl /4 10 B g By B H
LEBG s EAEA LT CLI fiv 55 DA BEi e GEd

&

R

request system external-list show type domain name <list name>
B

request system external-list show type domain name

My List of Domains 2015 vsysl/EBLDomain:Next update

at :Thu May 21 10:15:39 2015 Source : https://1.2.3.4/

My List of Domains 2015 Referenced :Yes Valid :Yes Number of
entries :3 domains:www.example.com baddomain.com qqq.abcedfg.com

STEP 6| (M) KT LRI E) RETH B

A7 HEE T Bh NS 1 e 2 (Frﬁjlﬁf N {15 g R P B ) BRI TG B (IR A AT By RETE e £
) Repeat (i) M) , aHfEHLLN CLI Ay -

request system external-list refresh type domain name <list name>

J oyl

e ,fgj:%TLJ\fEFH Bjj}(Llqu E;Km_ Web TF' H|£ et nﬁH)(/A‘HBﬁJ“HFJ 'F'

\
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5 Sinkhole IP 711k 3% 7€ Ay i L1y A B An] il 2

BT LIAEGRRAEL (L S 8 2 BT LR LE N 2

« NGFW (Managed by PAN-OS or Panorama) O HERE Threat Prevention (721565
. VM-Series ) =X Threat Prevention fZ#

« CN-Series

Ta%, A Palo Alto Networks DNS 455U sinkholing, sinkhole 1P {57 41k 5% 2 7] 471
Palo Alto Networks filR2s, #1875 S sinkhole IP (7 hE ¢ A% I ABEFRINIR B, S50 1 AH
PR R,

& LZASESS 1PV4 BiL IPV6 {78k, DU sinkhole 1P (731, IR Z5 5 WS /2 947 T DNS 2 afyiRy, @ (i
FH U8 2 [ B (5 FFY 3.5 P WM AR 75 2. DNS Sinkhole (7 1tk 4 8 (57 7 BELF 5 s 2 AN ) (7 B Ja by, A
fife PR 22 U E RS AL Sinkhole IP A7 1k RED TIFRSBEIRE, AR & f ik TIFRSBLES sl ok

s
@ Hit DA 555 i STnkhole i gk [ R 75 FEUR 46 Fr B - k. 15T LR Sl (5
honey-pot (G se fF 2y el 4k, DIStE— 44 BT i s B,

2 I E R Gl #i fafs) DNS Sinkhole fy -
IPv4 DNS sinkhole {jﬁt—l 0.15.0.20

IPv6 DNS sinkhole {jiﬂ:—fd97:3dec.'4d27.'637C.‘5.'5.'5.‘5
STEP 1| %5 Sinkhole /i 1fi Bl 15k,
A 7 S BRI AE P sk P 3 e A 2 6 T R 0E 2% Sinkhole [P (73R Pr el dsk,  AnE (i BE AL Bk

=
Hlo

#y Sinkhole g i (e Fiy oy Jg i ok, [A 2297 R ey X B8 o e 28 U0 0 5 s Bk

E

1. U Network (i) > Interfaces (Jhim) , MBI ZIEHIA Sinkhole Fi il /i

ﬁo
2. 1f Interface Type (MMimgiy) FH7GE Hrp Y Layer3,
3. FEHTHE IPv4 frhk, G IPv4 TUAR, SRR Static (FfE) , AR — T Add Gt

W) . fEKIPD, B 10.15.0.20 fF % IPv4 DNS Sinkhole fiz 4,

4. SEHUIPv6 FLE, ¥ I Static (f5RE) |, R — F Add CHrie) Wi A IPvé (7 bk Bl
HE R fEikdi i, fig A fd97:3dec:4d27:e37c::/64 {F % IPv6 Sinkhole {74,

5. #— 1 OK (fExE) fabiAr-

T2 Sinkhole B sk, w7 EEAC Network (f#91%) > Zones (&%) |, KRB #E— |
Add Cirie)

7. Wk AL Name Cori)
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8. ft Type CHrid) ThiJh ¥ Layer3,
9. 1t Interfaces (J1ifin) [Berh, #— F Add CHrdE) |, ARELHHE MRS E 09 1,
10. #%— F OK (ff7E) .

STEP 2| RiH DNS sinkholing.

ia, @EEATA Palo Alto Networks DNS HrE 5 H sinkholing, 75 225 B A B R IR 28 11
sinkhole fzhl, G220 2 11 5 T8k 20 DNS Sinkholing i 25582,

STEP 3| i 22 2 J5L AU B DA Ao 3 A4 AT 3k v () P s B B A5 (T e ek, B b 5
Sinkhole [ 5 {F 25 H (-0, 0 FE I s i ek i 5 e 1

SR A 5 U A AT I ke g P I&mﬁThﬁm&%&%@ﬁUﬁJ il PR 2 1 2
Y BT R, A L) BT Sinkhole B IR (E 2 H ¥k, (F W] 2522 YL v i 1
) DNS £ i) {832 % DNS Sinkhole,

1. 53 Policies (J51Hl) > Security (‘ZZ4=1E) .

OSBRI AU B P i B S R AN A5 T e ek g B AT A

3. 7 Destination (HWH) HE+ Add Cirid) Sinkhole [k, 32 0T H 7 b LR &2
7] Sinkhole [& 1,

4. f¢ Actions (hfF) HE L, #IU Log at Session Start (L{FFE B BUENIRF L 8k) 20 Bl
DURSOH RE #% o E@ﬁ%%ﬁﬁﬁﬂ?fm {88 Sinkhole [ 8y, @ Gl #k 2K F A5 (F I b FH = g
TR

5. fERCASHHRER B, EHUEZRUT L DNS Sinkholing 119 5 [ RIS 22 o
—F OK (i) LAREAF 2 Ve ML, R B4 — F Commit (F2%2) .

HEF sl ) S RS 1B, i il A oy SO Bk A A (e Sl T s B 170 8T Sinkhole

\

STEP 4| & ZEwiRs
EU@H’J{/IL%

(ELEH I, 2G5 s EROE 192.168.2.10, Sinkhole IPv4 {721 10.15.0.20,
1 fefs Rk b rg P B R, PR S Hniers, REBdT Mola s

C:\>ping <sinkhole address>

NGB H R 10.15.0.2 1 DNS Sinkhole 7 4E) ping &sk, WEURAS T, /RA]
Request timed out, WA{ELLHifFrh, KIF Sinkhole IP Sz bl 5 IRAG HHE B

C:\>ping 10.15.0.20 Pinging 10.15.0.20 with 32 bytes of
data:Request timed out.Request timed out.Ping statistics for
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10.15.0.20:Packets:Sent = 4, Received = 0, Lost = 4 (100%
loss)
2. {EPhokigE L, EHU Monitor (#1E) >Logs (Hgk) > Traffic (i) , AR
£5192.168.2.10 H HiWH 245 10.15.0.20 1y H & H . 8 fE LRI A Sinkhole IP (7 1k
D 2 ) 30 9 KR IRk

(Y ErTLURSR S G, W EEUR H it 10.15:0.20 iy b g, gk
pe - Destination (1p/y3s) iy P iz (10-15.0.20) 35 o st 2
(10.15.0.20 vjuyyy addr.dst) jgrir s jy g iifr, 44— F 40 a0 0 A 01 £ 1
i 28 5 [ 7S A 5 HH i 28
STEP 5| I3t DNS sinkholing & 45 T IF i 242
TS IE AR e = o A e A R E AR S A O Bl R A T B O
1. =BG K B BT B g ks e o R h e FR i g ik, DA sinkholing,
1. ;% Device (#%4(%) > Dynamic Updates (EhiE®Hr) , RHEAE Antivirus (B57) |5
Py — F H i 2455 75 ZORHE Y Release Notes (il A& GA)  aifks, &t Ll=f
B ARE N, Hh514 Palo Alto Networks 7 §Z2#43u5 %) Dynamic Updates (i)
RESHT) DI e s ST,

2. fERCAE RIS — Mk, SR T (140 .com. .edu 2 .net) . /il
AR A, plan(E 1117-1560 Myl stk rh, /i s 4 45 "tbsbana
EH, ARSI Tnety .

LU BURBORZGAR HE THE H I N2

conficker:tbsbana 1 variants: net
2. PP i R DH R e
3. IR A LU AR IR URL 41 T NSLOOKUP,
@, {#H URL track.bidtrk.com:

C:\>nslookup track.bidtrk.com Server: my-local-
dns.local Address:10.0.0.222 Non-authoritative
answer:Name: track.bidtrk.com.org Addresses:

fd97:3dec:4d27:e37c¢:5:5:5:510.15.0.20

el i, S50 R O F M3 21y Sinkhole IP 731 (10.15.0.20) sk 4255 ¥ 1 4
11 NSLOOKUP, X 2 #a5% £ & i DNS B, BT LLE 34T Sinkhole B E,

4. S#IY Monitor (%) >Logs (Hit) > Threat (A7) , RE=i B IEN A H G5
H, LUfEZ2{E NSLOOKUP ZE3k s fT 1 IEREMTHTE,

5. ¥ track.bidtrk.com @17 ping, 515 ¥ Sinkhole {7 ik 2 /= S B i &,
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4 A A B S R e

BT LIAEGRRAEL (L S 8 2 BT LR LE N 2

« NGFW (Managed by PAN-OS or Panorama) O HERE Threat Prevention (721565

* VM-Series fi2)  Threat Prevention fZH

« CN-Series

TEREE%IE DNS Sinkholing 3 fifé 32U A) 8 a8 v Ui 8 /27 il 7 Sinkhole 7%, 80 e 01 42 w1
Sinkhole f7HER i, F LB HE 7 AL E R IH PRI

{11 App Scope il Il =7 &G = i 12 8%
1. #H{ Monitor (E45) > App Scope, A% #H{ Threat Monitor (& &%) .
2. i FEUREmFEGT Show spyware (BRI GEEES) 281,
3. 3R HIR R

T??IJ” R T 1 T e DNS Bl E B, 35 28T HIE A6 BURA 5 i B AE L
SELEE I BT NSLOOKUP Iy AR 1Y, #e— I IR T 75 2 Fe 0 sl 208k

InTep10v BThreaty fiter B @ M O (3 export: B B [HINES
50
h .
Tu
Grayware:id5-syl m: 63
150 Total: 216
—

— ]
[ | . — —
0 I
Mon Tue Wed Thu Fri Sat Sun Mon
I Grayware:agafurretor.com Grayware-id5-sync.com Grayware-ofhappinyer.com
Parked-realtime-bid.com [l Parked:ivaws.com new-viimun.co m
M newrentwillionc.club Bl DGA-tvigyl.tiznmkeqel.com ddns dynd

Parked-foxdcg.com

Last 6 hours Last 12 hours Last 24 hours Last 7 days Last30days Last60days Last 90 days

B H o T DLk I T A AR i i %2 Sinkhole IP A2k (7 b #7117 £y 10.15.0.20) 119 H )73 1=
%O

(Y  mes SNMP g 3 Syslog fijflg ps /sy Panorama, - p) s e s p g 55,

(EICELG 2 50 1A% S14E Palo Alto Networks DNS AUl 208 Hh iy SRR R
MLk AT NSLOOKUP,  #8/ IHIR LR, SR &R 25 ify (8% 58 A B DNS frlliies, SRBRMER Hk
R B JE 2/ DNS il e, me Ay B IR R el A (9 5 Jfis 2 2 ME IR & R DNS i
WS R A ), AR (8 ] Sinkhole fiz4ik 10.15.0.20 fil fd97:3dec:4d27:€37¢:5:5:5:5 2k {4t
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nl7g, P e Eal RO TAER By,  HL e H ot & 50 8505 B MR F SR H ir iz b, BiAE &
B TAERS BEE ) 41519 Sinkhole f71E,
i Bl S BRI R H E TSGR T ] 1B R 4 Sinkhole (7 bk = um E 6%, I
G, HaEEEURATRAIHE 192.168.2.10 {#% 1= DNS &), 5 o=k R 7 LU
b, 471447 DNS Sinkhole 3851, & HE 5 M @i AR DNS fallllz 28 il A AT & iy Rft, LA
B 57 BYLIY) P k%, IR TSinkholey BI{ETIEE H ik s, W H S &R
A% DNS fifilees, 1MIESz &G E 1%,
1. H¢ Monitor (% 4%) > Manage Custom Reports (5P T ) .
2. ¥—F Add Cori) , W ER ST Name (4F%)
3. EFHGTERE LU B REICE Sinkhole 74k, 1 F AR -
o ERHE—®IL Traffic Log (it Hit) .
o UPERE—RUH Scheduled (CUHERE) |, R RERR AT T,
« Time Frame (RffElffifE) —30 K
o SEHUIE—EH(Source address (A7) = Source User (kiifiifi®) (1
RIECALE User-ID) , 52l il R 5 vh sz &g P o 2 6%, 532 Y Destination
address (HiyHfzhl) | S5# &t #inkhole (7.4,
o AE A ERIE B R, 201 Sinkhole (7 8F (78 A # b 25 10.15.0.20) 937 8 J#E7 1

G B, BT LAE Query Builder (£ 25) M7 (addr.dst in 10.15.0.20) i A
Hosu Az, sifef—f b e R oI H, R — 1 Add Ciiti) @ Connector =
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and, Attribute = Destination Address, Operator = in, Value = 10.15.0.20, #%— F
Add Cirity) UG A,

Custom Report @

Report Setting

I Load Template 9 Run Now

Name | my-sinkhole-report Available Columns Selected Columns
Description Action & Source Zone
Database | Traffic Log Action_source @ Destination Zone
Scheduled App Category © Bytes
Time Frame | Last 30 Days App Container

Top 10 _ || App Sub Category v
T Top T Up | Down | Bottom

Sort By  None

Group By ' None 10 Groups

Query Builder

(addr.dst in 10.15.0.20) Filter Builder

“ Cance'

4. % F RunNow (VZHIBATT) DUBAFTHMT, #5 @ELRII A UL Sinkhole {417
FHE R, Sadomiate R AR B, BUAE T DU R R, Wb
A IR

Report Setting ~ my-sinkhole-report (100%) 5
sounce SOURCE HOST NAME DESTINATION | DESTINATION HOST NAME

1 192168210 1921682100 10.15.0.20 1015.02057
2

3

5. bl AT R R, G2 Monitor (i) > Reports (7))
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SHES (L

AT DAAEIRER (s 5 {1 2

L T

« Prisma Access (Managed by Strata Cloud
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)

« VM-Series
« CN-Series

O HEFRE Threat Prevention (GZizMEsssh
fE) =i Threat Prevention 57 ##

R EEAT G ECE RROS LLE R B SR E P . R JOlE i Panorama A BE £l iR 25 7 BE
K5, ThreatID & ¥HESE5 K i LATIER) B GTIECE,  LAGERS K aES 2 A= 358 1 CLalE H &
ThreatID B8 H i, BITELAMRY 157N R UG FR R, B S 2 R,

AEFE Threat Prevention 4 £
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TECHDOCS

B2 peste F Threat Prevention

JonT DAAERIRRE (L 5 i 2

« Prisma Access (Managed by Strata Cloud O JE’EB # Threat Prevention ({2555
Manager) §€) = Threat Prevention % #

» Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
+ VM-Series

« CN-Series

Palo Alto Networks f2 it | 2 fili 328 51 2k B P EFE Threat Preventio @ﬂtl’](é%ﬁ LA 30 JEE 14 R S
Threat Prevention FIAHBA ZORHE — R 51 2 H%E}*HHXO IR E TG, BT DAF IS B R 2R,
S LG A L EE  DNS ZESR A o 1 ZORHRI (s 1 24, ,\Flj/jﬁﬁﬂ%{%@ﬂ)ﬁk DA R el 5 1 F A5 1)
DNS 2R GE A E R,

e, a] LUk e S Threat Prevention i Bl Hi il Palo Alto Networks J T #5 2GF1 2 40l 155 5% 4 2k
{mxﬂ Ak Sz %, W IFIKFZ% Strata Cloud Manager #2457 DU S BEfaml, DL IR E
(1 B S V(e ENG 0, 280 D T (E 23188179 NetSec 17 B, 3375 308 HL AT 2 (1 20OR I 0] 1) 7 8l 5K il 522
(LR F M P BEM RS MM R RN UL, 22 2k ROBCR I 21 g 28, DAE RIS T i i e 1 T 7R

A AT R B E By ME B R, ST DA AR R, DA R A R B A OB DA K A%
DNS 324, iﬂﬁl%iﬁ)ﬂ%ﬁ%ﬁuuﬁﬁﬁ*ff“ﬁ, POt 1 ] s A B ) B e i, BT DA
MIRME I FE A T8 DL R @ A T R AR BOR I 22 2 B, DRl [ A2 1B i 28 i KBRS o
Palo Alto Networks ${}t " 2 #ifi i 72 18072 15 T 1k

 Strata Cloud Manager £/ /.0

o BYEGE HEE

o i AERS Threat Prevention #i15
o EEPEBBHNY IP AZAE

o HE— DR B R NG

o MIBRBCE BN B T

69
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b bl B2 H e

Feon] DAAE R AL H S 1 2 w5 SRR AL PN 2 2
« Prisma Access (Managed by Strata Cloud O JER Threat Prevention (GZizMH582)
Manager) BE) = Threat Prevention #7

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
» VM-Series

» CN-Series

1B R AN AT ) S B R S AT 1 o, DA U I I 0 I e s (et By S 2F, W Ae gk
IRV, BRSSO R ) A RS . g5 Eh. B, OB BB H
HEUR T el $% 00 RF(H 1Y) Threat Category (ZZKi4)

IR LA, = M G (A2 R R 5 BhE 2E 9 HERS Threat Prevention H b, %, 204G
Threat Prevention ZJ6E (45N ML) - HTHIAT ] 5 4% B2 FR B VU, BRIl B0 o 24 H
se i VESE R, HEES H Ot A RS R R 2t & o, RI5 IR0 Ja sl S sz vEE Caniies FHm
A o

» Strata Cloud Manager

* PAN-OS FiI Panorama

fr B H 5k (Cloud Management)

STEP 1| ffiHELERY) Palo Alto Networks =7 2 S AHBI IR A 236, 35 Al Y Strata Cloud
Manager,

AN
[

s - 5 oo
se B, 25
o

v ks n ol 0 5 gy, e

STEP 2| % Prisma Access 11#J Threat Category (%1% = Subtype (1-Xi4) i H

=t
e o

1. #HZ Incidents & Alerts (7{FF“&/R) > Log Viewer (Hablamizs) .

2. B B GERUIAS T A Threat ()

30 KW TR . TR B T kaE ) BERE (W itantivirus (B
%) . spyware (JZ[HGE@kfS) FI  vulnerability (55%5) ) |, {8 B 450G T
KA oA (o T 2 Gl Sl i RS I ), AR AR s R, A, fE T LL(E
sub_type.value = 'spyware' ARl P AT EIREG ) B2 H b, A S =
LA 708, G bl R 03] ) R S s A A LM =2 FR ) 1 (vulnerability (55
25) ol spyware ([HEfkES) ) . fthalLUEH FSIEH threat category.value
= 'info-leak', M4 € Threat Category (X ZAW) M= FlE A MRS
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2 e E M Threat Prevention

Ao IR DA ARSNGB, G 2B AU R B R R S e
TSR A 2 8 (B0 R NN ) DAL H UG

threat_categoryvalu -leak’ & $ h ¢ ‘ & Pasto0days

Time Zone: Pacific Standard Time 2022-08-06 12: 14 223 22451results €  Page730f225 > B Bxport

Time Generated Severity Subtype Threat Name Firewall Threat ID Threat Category From Zone Source Address

1-0112:24:16 Ml mrormational vulnerability NTLR info-leak trust inter-fw

10112:24:16 Ml mrormational v i NTLN 3 trust inter-fw

10112:24:16 Ml mrormational v i NTLN 3 trust inter-fw
1-0112:24:16 Ml mrormational vulne crosoft viSS i 3 trust inter-fw
10112 M| mrormational v f MSSP Det i 3 trust inter-fur
10112 Ml mrormational ’ MSSP Dt info-leak trust inter-fw
10112 M| mrormational c 5P Def 3 trust

Ml ermasions

Ml mrormational

4. B R AROE SE R A T A
5. {EREAGEEE - HEEHH, AF HaEEMHEGR,

OGDETAILS 2022-11-01 00:23:56 to 2022-11-02 00:23:56

® 20221101 Traffic Details

Threat 12:23:56 Details Source Destination Flags

General

nerated erity Subtype

11-0112:23:56 |||| Informational vulnerability

Threat Name Fi Threat!
Microsoft Windows NTLMSSP Dete  info-leak
ction
File Mame File Type

client to server

URL Domain ferdic Action

alert

Details

Threat 1D File Hash

92322

Cortex Data Lake

ol ID HTTPM Pris

unknown Us East

File URL

6. B Category CRER) BERAE 2 B S5 Details (BEAIERD) &#b, BZmim
FH B A A A A s A A R v

HE [ Threat Prevention 4% H 71 ©2025 Palo Alto Networks, Inc
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To Zone Destination Add
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STEP 3 | AT Mk S 70 B (TRIGREIKER)  (HBUSI0 B2 [RUA] B 88 B0 H Rk,

LU TPzt C2 ik, f5cf) LLER #4088 Pa i S w7y HTTP i 45 i
BV RO AR, W H LS 1D R, B A = R
M, LU ey 1D, 3 v e g s gt st iy Threat Prevention i iy fig
) : Evasive HTTP C2 Traffic Detection (ygisiep: HTTP C2 7 5 (i) (452
ID . 89950, , Evasive Cobalt Strike C2 Traffic Detection (i1 Cobalt Strike C2
Fisr(eim)  (eyne ID - 89955 89956 1 89957y y Evasive Empire C2 Traffic
Detection (344 Empire C2 i bvp5m) (v ID : 89958)

2023 412 | 11 [y e by HTTP op C2 g 50 1 2k e 08 LB 20 46 108 P9 i o s
Sy it HTTP o5 Figze b e B 200 25461,

VAN

1. EH{ Incidents & Alerts (:h{FHI"ZR) > Log Viewer (H S

2. f il =gy HEERUNER T 2%y Threat (%)

3. {8 PR 2 9 70 A S 1) B R s ) = g s (el aheik
#2) :threat_category.value = 'inline-cloud-c2'. f&rILLE# 22 i 22 il
Frog C2 MUY ID A, e REIE =5, 41 threat_category.value =
‘inline-cloud-c2' AND Threat ID = 89958, JiLr 89958 L /KrHLEEN: empire
C2 ifi W 1D,

o EIUH GEIE B DU i RN C2 B RE R,

5. % Category (Fijl) HURAEHGEFFAERHT General (—fi%) &2 F, MK
Uit 7 BT RN Y C2 B HAT I 8 inline-cloud-c2., #& 7T LIAE Details (GEAIE R &
Wb, 2 ORI DA, DRI R 45 E C2 i,

STEP 4| (KRG WHRESm 2T (5585 (HIRI B DBU] AR H &S,

1. 3 Incidents & Alerts (F{FHI"E7R) > Log Viewer (HESkailas) .

2. BB H RS EEE T %y Threat (%)

3. (L PN SR 0 A S ) S U T 4 s s (599
%) threat category.value = 'inline-cloud-exploit'.

4. EIHGEIH, Dl (=200 ar 53 AR SQL A gz B EEfI &R, MNik Az (SQL TE
A) BAEN) 1D 45 99950, 1Nk Al (fe53itEA) B ID % 99951,

W7 H ot (NGFW (Managed by PAN-OS or Panorama))

W
/\/ N
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B R i R B 1 G
1. %H¢ Monitor (#+%) >Logs (H3ik) > Threat (&%) .
2. i Threat Category (A M) M, DACERmBL AR H S5 AR B -

t

e MAC

= Model
= S Family

RECEIVE TIME TYPE THREAT ID/NAME L ADDRESS
ource Device OS Version
E 01/0816:39:31 | wulnerabilif [ Columns > 213
Device Profile
0B 01/0810:32:24 | wu s Source Device Vendor 213
Source EDL
E Subject 213
Threat Category
E 7 nnel 1D 213
unnel Inspected
Tunnel Type
E 1312:55:17 | vulnerability

URT Index

3. BRI EGE -

o (HHGEE LSS, Y Attribute (JEVE) Brigfnss, R
Value (fE) ffzrh, i A %A,

o ORI HEEHH BN, LUR BT i ey

(| [ severity eg medium ) and ( severity £q high ) ENEK category-of-threatid en info-leak

FROM
RECEIVE TIME TYPE THREAT CATEGORY THREAT ID/NAME ZONE
E 11/27 09:27:11  vulnerability info-lgak Microsoft Windows Server  |3-vlan-
T Service NetrShareEnum trust
E 11/27 09:27:11 | vulnerability info-lear’ 13-vlat
trus

E 11/1312:55:17 | vulnerability info-leak

R B S S T R B H Gt
1. #HL Monitor (=) > Logs (Hik) > Threat (&%) .
2. 9 Type O8N M (WRAAAAE) |, LSRR ] Dok B8 B 5555 H 09 B2 R s 5
il
3. A ER RS R A
o [HHH H SRR B8 ACHT T o B RS UMY Attribute (J&E) iSRS, W fE
Value (fH) MOz g A B E iR, 477 LAGE vulnerability (5555 . virus (i
7)) M spyware ([HIGERES) rhosHY, SSELIEMY 2B RAE . B M S TR RS 22 4=k
5 T R PIT B P R RS A S
o SEIUEM HEEH HIY Type (BRY) | B a4 2 & Fr iy BUSHT H RAm 3 B8, I8t w]
DAL PH i 398 28 R 2 A G R T By i N7 A o)
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RO PR i A ([RIEREIRHS)  (FURIBU B (U] 3 H AL

LU TPzt C2 ik, f5cf) LLER #4088 Pa i S w7y HTTP i 45 i
BV RO AR, W H LS 1D R, B A = R
fib, LLEHHEE -crr 1D, 3 o e e s i e Threat Prevention i fiyty i
) : Evasive HTTP C2 Traffic Detection (ygisiep: HTTP C2 7 5 (i) (452
ID . 89950, , Evasive Cobalt Strike C2 Traffic Detection (i1 Cobalt Strike C2
FoE ) (e ID 89955 89956 51 89957) ﬂ[Evasive Empire C2 Traffic
Detection (344 Empire C2 i bvp5m) (v ID : 89958)

DA 2 T Py s ol e ke 2023 4 12 |3 11y (g i 47 1)

gy HTTP 30 C2 i b pr s, 5 0 HTTP 23y €2 g i s i i LA 7

AP RS BT HTTP 5 Rie ez B 58,

1. #HY Monitor (8:#%) > Logs (Hik) > Threat (&%) . 10T LI 5B 00KV fif 5

Wbo oS d MU

« ffiffl ( category-of-threatid eq inline-cloud-c2 ) JEf7fG¥E, LIkl
i 11 £ Threat Prevention 1)k 523w 70 BT #HI 70 AT 1) C2 1807 H Gk,

o W LLEM AL B R IRBLERE C2 FTVHIENE 1D H, HE—DIRGHE=, fl
m, ( category-of-threatid eq inline-cloud-c2 ) and (name-of-
threatid eq 89958), I 89958 & /xH#LkiM: empire C2 yiiVE & ID,

- {#i}f] (Local deep learning eq yes) MEfTA#E, LI O HERY Threat
Prevention [T A BER KL 70 AT AT 70 M9 B H Gt

ssssssssssssssssssssssssssssssssssssssssssss

2. SERCHGEH H Dm0 C2 B st &kt

3. H# Category (HUjl) BURAEREMIH sekwl) Details GEAIERH) @il b I AR
it 73 BTN C2 180 HoAT 1 %10 inline-cloud-c2, & W LAsZ 22140 ID {H, LA
FIETHPEN R E C2 AL,
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Details

Threat Type
Threat ID/Name

1o

Category
Content Version
Severity

Repeat Count
File Name

URL

Partial Hash
Pcap ID

Source UUID
Destination UUID

Dynamic User
Group

Network Slice ID
55T

Network Slice ID 5D
App Calegory

App Subcategory
App Technology

App Characleristic

App Container
App Risk

App Saas

App Sanctioned
Slate

Cloud Report 1D

A4 IR AR LB BT,
Br) Mz gy

General

Session 1D
Action

Host 1D
Application
Rule

Rule UUID
Device Sh

IP Protocol
Log Action
Generated Time
Receive Time
Tunnel Type
Cluster Mame

Local Deep Learning
Analyzed

1. IH¢ Monitor (%) > Logs (H ik

threatid eq inline-cloud-exploit ) it

spyware

Inline Cloud Analyzed HTTP Command and
Control Traffic Detection

89950 (View in Threal Vault)
infine-cloud-c2
AppThreat-8492-15511
high

1

(==

general-internet

internet-utility

browser-based
used-by-malware.able-to-transfer-file. has-

known-vulnerability.tunnel-other-
application,pervasive-use

N

9411eia983ef1607abe84id54107272d 2ab16...

184438

alert

web-browsing
rulel_wsys1

0378c0bd-di0a-4218-a11b-11898d512714

cp

2024/01/30 15:32:49
2024/01/30 15:32:49
MN/A

H Local Deep Learning Analyzed (4B ELH )

e Ebh Kt LR ED, DAEE O MRS o b (G285 FUNEIR 528 A,

> Threat (##%) W{k ( category-of-

/4;#\—

{Tgﬂi <>y

Plfgmid O FEEFE Threat

HER

Threat Prevention 7% ! 75
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Prevention (1) fik S5 /0 BT 20 By HGE. - TR A

(SQLEA) HAZ1H ID &

99950, MM AR (friEA) EEH ID £ 99951,

Q { category-of-threatid eq inline-cloud-exploit )

THREAT CATEGORY RECEIVE TIME | TYPE THREAT ID/NAME

@ inline-cloud-exploit 11/15 09:39:23 | vulnerability Inline Cloud Analyzed CMD Injection Traffic Detection
@ inline-cloud-exploit 11/15 09:38:48 | vulnerability Inline Cloud Analyzed SQL Injection Traffic Detection
@ inline-cloud-exploit 11/15 09:30:08 | wulnerability Inline Cloud Analyzed CMD Injection Traffic Detection

HEHY H SEHE H AR WEEE/.\\SJ\{QE/JDifEH */I'o

@2”’3’ Category (JJ) HURTEZEANH sEMRY Details GEATERD) @M T, 8 AR E

Viig 70 HT A B () 52 85 A= S

A A 72 %5 inline-cloud-exploit,

Details

Threat Type

Threat ID/Name

D

Category
Content Version
Severity

Repeat Count

G KU % ACC S ),

1.

2.

HEH ACC,

SR R,

IR B U HE 2 2 Bl

Time .
Network Activity
Last 30 Days ~

09/02 15:30:00-10/02 15:29:59 Application Usage

Global Filters © btes () sessions
®x © Clear all
Ap@ﬁom View
dns
© Risk Sanctioned State

[] Show system events

LLEf e T ACC 3,

Global Filters
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