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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing.html
https://urlfiltering.paloaltonetworks.com/
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/request-to-change-the-category-for-a-url
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STEP 3 |

T A KU B F

Ay alert (BUR) , (HREEIREE

T AIPET, BRI RBRAY, S LeRU

1.

FEZIH 2 URL MUY ey, SRl  AABRIBGIRCE SIS a5 I DA
RIS AISH

HEs U R AEAction () BREDELL ], SRR, ANEEI Set Selected
Actions (FCPEBNE) |, F13EEE alert (51%) .

STEP 4 |

STEP 5|

URL Filtering Profile @
Name | default-1
Description
Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML
Q 77items | — X
USER
CREDENTIAL
CATEGORY SITE ACCESS ~ | SUBMISSION
auctions A T4 Sort Ascending
business-and-economy allow I A Sort Descending
[[] command-and-control block £ Columns N
computer-and-internet-info allow Set All Actions »
content-delivery-networks allow Set Selected Actions > |
allow
copyright-infringement allow Adjust Columes e
cryptocurrency alert v @xk
dating allow allow - ntinue
indicates a custom URL category, + indicates external dynamic list override
Check URL Category none

3. Block (E) frixCaeha URL B,
BEIATHL

4. ¥ OK (FE7E) AGEAr R ERe.

BEL IS kcne . sk gyfa . Bhie DNS . fan,
S ERE, ProXy B sl 44 % M. ot MR, A (ol Fn 2y fir URL s

iy AN s R, (7

#5 URL i 538 22 70 1 25 HH 22 0 /P A5 A P 9 RS S e 7 1) R B 1) 2 2 M BORBE

i
Tl B

Y Policies (B0R) > Security (‘ZaME)
{t Actions (E)fF) FLArh, Ml s e i s e,
#1¥} Profile Type (

L
. %1%} URL Filtering (URL fii 8
5. Hi— I OK () (A7 I 2

Commit ($£2¢) #HRE,

Y ==t
TR,

53

ERGEY) Y Profiles GRIERS) . Hemmib

AOERE, ORI

e e e URL J7 g B0 20 o A 10 22 e e IS 5 0 B v g Ak 0 s ik 28 257 (i

i (N

PR EHE S 4 eV BOR B,

A

AERE URL i

39
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STEP 6| i URL fifid® H 55 LA 76 (0 5 A- U BT A Ml e, o &y Gl I8 i A B BRIV 801
B H 55 MO A S &R, GBI P Web 151,
IV Monitor (Ei#%) > Logs (H:E) > URLFiltering (URL fifi3%) . S5 A URL 18 &k
JE AR B EASIE R 4 allow  (FRRTF) 2 B0 rR AT (] Mgl N7 H S5 H . URL fi e o 75 4G 18
] LIAE 24 /NREIRI N B web 158y, (Monitor (B54%) > Reports (#215) ) .

STEP 7| & FARINAER -

+ PAN-DB % il URL 75 %y % VAR, H A URL A5G — MR e i) (o, rhSs A
() o B AR v JB T AT 25 TR o 4 ol 02 A e ol A A A s, (L B R R sl o AR 1)
fn,  SCRTRE BUR R RSB ) — MK, BN 2 i RO R N, R A R R B
IR AT NS, Ja mT R sl 2 e (o T A ) 0 £ AR Bl

T m] LARRICTAPR i B P 51 (6 71 4 B v R B a2 1, IR e SR LEq 0, S8y S8 T (1 %
A URE B A Mg il th T RERS A 22 22 BE R (BN, T e ARk P 2 A BB T DR 2 N LT 24 A E

{IARgE, (A A B E R IKER 800 .
% User-ID Bil URL fiss8 A, DURRGEAH AR ST T4 6 Web £7HR, 36 B5 1151 23 Al 32 42 52 2
RASHEAE) RS

o URL fiii 328 127 325 50 e M il B UM I 28 W) B2 A B i) sBag A B0 11 2 ia i i, B e %
) SR L IR S A5 AT ML e e sl ie, 45 0 H 38 AN AR A i vl Bl A A WlaRR8,  aifE
B | /AR F I s S R )2 /AR o ALL/Z 1 1 D= R O s < (T R/ANRI K VALK s ot
o (A ED URL f 38 B2 7E R 0 sl BpT &2 et BORHHY,  DUE SR RSP B R, 51
an, 178hE TREEM (Policies (Bi%R) > Security (Z2%4V:) > User (fEH%) ) ., &
PESRPINGEY, ARBIELGTFIE B0 R E, DA B 5 TAE AT A1 web #
o EJEFIT URL i A BB M BT A 5k, B, Bk ] DL URL 638 2 6 B A4 17 i
A e il e, B0, IR — L v E A, VST 2808 7o B N BRI
1 3 B S B A8 b A I R P A 7 L LASEE A TRIFSE
o BTG URL i % i B 15
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https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/user-id.html
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%7 URL A3

3B A AR R A 2 FEE
 Prisma Access (Managed by Strata Cloud O ERS URL (e 7 e (BgE il URL B s iz
Manager) HE)
« Prisma Access (Managed by Panorama) WEE
* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) IR,
* NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14
BLET URL Gidt 08 2 1%, SR ERZ S 1Y (5 11 235 BT A P A sl R Y A5 AR e, (8 T L BRI ST

URL i #8 3ZE A, F2 B s A i PRI ) 45 URL BRI B, 485t w] DABR TR (66 1] 2% T DA
SN )RR A, SR T ) A e i g GBS SRR, A URL fif 2 BT R £
B TR AT HR 2 A R B

» Strata Cloud Manager
* PAN-OS HI Panorama

€ URL fiidE (Strata Cloud Manager)

fn -4z (i ji) Panorama 751 Prisma Access

a7 byiraz1) PAN-OS & Panorama - s 4 4 18 45 71536 1 T4
AN -4 4 J) Strata Cloud Manager 1| SR

]
URL ifi #7i: Strata Cloud Manager /25 URL 77544 1
STEP 1| #&f&¥ Prisma Access o] Bt G5 EF URL i,
o HUTEAFEE > IRAFAE > MR > SZRELUE R ERIRT BRI N 2%
STEP 2| ¥R4% URL I B AR AL

Hifi Manage (“&#f) > Configuration (%) > Security Services (Z%/[k%) > URL
Access Management (URL {7 )

2% Access Control (f7FHuf%dl) . Settings (%) K Best Practices (ixf:HE %) 5 HEN
2%, B0 IR URL G IhGE,
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/policy/security-policy
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/whats-included-in-prisma-access.html
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URL Access Management | Shared -

Control users' access to web content, and how they interact with it (for example, to prevent phishing, block users from submitting
corporate credentials to non-corporate sites). Also enforce safe search for search engines like Google and Bing.

k:(ess Contre Settings Best Practices

Best Practice Assessment ~

Last checked: 2021-Dec-17 19:11:16 GMT
PROFILE CHECKS

- . " Security Rules Not Using Best Practice
Profiles Failing Checks Profiles Not in Use Failed Checks Profiles
View > View > View > )
View >

o Add New Filter Reset Filters.

URL Access Management Profiles (&)
Q. s o

The profiles here are active only when you add them to a profile greup, and add the profile group to a security rule.

Site Access Categories

Name Location Security Rule... Profile Groups Allow Alert Continue Block Override Days Unused BPA Verdict
best-practice @  predefined 7/7 best-practice 52 20 @ Pass -
Explicit Proxy.. @ predefined 0/7 best-practice © Pass
Explicit Proxy - Unk
test-block URL Prisma Access 0/7 Web Security Mani 45 25 7 @ Pass
Web Security - Glo -
100.0%of your security policy rules are using a URL Access Management profile (7 of 7 rules)
Custom URL Categories (1)
Override URL category enforcement with your own custom URL categories. m
Used In
Name Location Type Match Decryption Security Policy Days Unused
Block News Prisma Access URL List “cnn.com 0 4 -

f& URL i 45 Bt 42 ©2025 Palo Alto Networks, Inc.
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STEP 3| &EFEW A GT—# URL i,
fEfe b b, Hifk Settings (G&) LIAr £ A Prisma Access 25711 THE URL fiii % 3%
i, Hrp s
o URL fifi 3838 15 F1 A Ba) 5% o2
o A EL A URL EREHU
* URL i3 [a] &5 FL i

o i i) TR 2 b i (RBI) 2%

Co ML LR U] URL 1 7] 41 51 Bh e e vy URL

(PAN-O5 1017 o ) nitessig URL gy 51 URL gy URL 3 e gy
(g sk e B (EDL) 1 s satan (), fsorfe @ B80T HE PRI %11
URL. i, fiig A example.com i j: example. com/ 1y - i 45 411k
(15 URL & [ 4€ %= example.com.website.info y; example.com.br  Prisma Access vt
LI B R s ki) n s p1 57 URL e EDL cpoy URL gt —se, - amnfisiig A
example.com Prisma Access g is il 74 example. com/ [ iy A 481K I
HOH A E H . pige Settings (zyoz) > General Settings (- 2vi) Sy
Jij Append End Token to Entries (jig s HERLKS -2 H) %35,

(PAN-OS510.2 j w5 jyg A ) Prisma Access @r 1 il ¢ g 5k 28 9768 S b

&7 LR TR B (AT A%, v i B e IR A i) H RTIS SEaE,
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https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/url-access-management/url-access-management-rbi
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STEP 4| #7 URL fFHUE FE R E RS,
/1 URL A I BE R S |- Add Profile  CHTH# SC ) W RERTET T Web £ IEE

« Access Control (f7-HudEtill) B n] DAy HLE Fe 0 s A7 BB F Ok URL A8 1 By B
TRk, FraHIH Site Access (vhifrH) A User Credential Submission (fif % idi&
Fex2) MEBRREE R Allow (03F)

o SH¥IREE URL J15, %% User Credential Detection (i [T %25 00M) |, SE (% VUGB
FEE URL K5 b po M8 il B2 22 38

« HUT Safe Search Enforcement (" 4= 8 =5 5B H])  LAGR B T B AR 1Y 2 4= 18 =5 2
* HUH Log Container Page Only (fE 087 es EHLAD , FEACERST & 45 7 WA BV URL,
s UM HTTP Header Logging (HTTP #Z8f 0 8%) |, BT AR (855 2 iR 28 1% HTTP 2k
1 g6
« {fi[f] Advanced URL Inline Categorization GHEFE URL Nik 77 %1) |, LIRUH R BNIREAY £
AT E URL 144k
+ Enable local Inline Categorization i H AKE i 70 81) — (o B RS B 24 BTV URL i
HEAT AR 2B, DAING B4 1 5 A i £ e A8 i R JavaScript el 3 A SR 8 1
* Enable cloud Inline Categorization (R 250G N1k 7080 — (1 I ZE AR 28 228 i (e ) 2
AR R ML M 2019 15, 5l T B 10 N 79 m 2) S 17wl e o #,  StEnm

FERCE URL B9 RN 2047 4
o f&WILLEF% URL Exceptions (B4R IL) |, DAGE P b B8 B2 Bh (F b 47 78 EBR 45 7 1
vk,
AR

o BOEREA N R TR A, DAMEERIRE IR ERE,

o RUNRTERS 288, T DU E SSE R I UL, BB A A 2 e BOR B 2% %3k
TER
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2 URL 8

Add URL Access Management Profile #2 Best practice Checks &
Configuration Profile Usage
Access Control User Credential Detection
PAN-DB classifies websites based on site content, features, and safety. Detect when users attempt to submit corporate credentials to a website.
- User Credential Detection Disabled v
Q, search

Category Site Access User Credential Sub... Hits

~  Custom URL Categories (1) — Inline Machine Leamfng
Block News *allow + allow Decide how you want to enforce malicious web content as it's detected in real-time

~  External Dynamic Lists (1) Model Action Setting Description
second-urls o allow llow Phishing Detection allow Machine Learning engine to dynamic...

™ Pre-Defined Categories (73) Javascript Exploit Detection allow Machine Learning engine to dynamic...
medium-risk block block
high-risk block block

Exclude custom URL categories or external dynamic lists from
abortion *allow allow
abused-drugs allow allow Exceptions (0) Add Exceptions
dult » allow Il
o allow v Custom URL Categories/EDL
alcohol-and-tobacco llow llow
No custom URL categories/EDLs.
auctions. * allow allow
business-and-economy allow allow
command-and-control allow allow
computer-and-internet- o allow llow Setﬁngs
(5 Log Container Page Only
content-delivery- o allow llow Safe Search Enforcement
networks
copyright-infringement «allow allow HTTP Header Logging
L—— T .aow o o e S o [ i
STEP 5| URL {7 MU BE 3¢ 7 i 425 28 4 A Bk 1)
< Eg=d =] St Ao
{98 URL A7 U8 B 38 R A0 G A2 e MR BUR BT 2B 1 3 E RERFAL b, 343 TR F & R L
ax AN ~ e 34 5=} 7h ,  n4ax A

HIARRE,

RIS BRI URL A7 s B i CRITAn] 22 Aok 3% TE ).
IE)

e URL
STEP 1|

G54 5013 Push Config (72

Re

POKARNEIE!

Fify 128
N7 URL fi
@ sk, gL URL G

P Py URL g et

1 Objects (714) > Security Profiles (4 =V ki)
# Add CHTH) URL fiid8 5 i

(PAN-OS & Panorama)
i 398 mi 2C A

HE T R

o DU O S R RS ol e B2

> URL Filtering (URL i) |

/\\\

HEFES URL fif 58 4
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-groups#create-a-security-profile-group-cloud-management
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles
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STEP 2| Z4yH URL J 51 75 M b A7 1L,

HEHY Categories (Hipl) , REL AR URL EU5E F A8 v A7 H

« allow (foiF) AifEs% URL B & 5 A& sl B R eI &,
SEHY alert (%01%) |, DUMEAES A G (] B A BV Mt Ao i o U A R v e (R @ s /)
URL 7338 H 2, DLAC 8k 00 FH 3 A7 HGZ U b S A b i R
HEHY block (1) 4RI GraZ B i, 30 AT el B8 B 8 it 2,
L continue  (REAH)  DAm) (o F B BURE &5 Em, 2R "% — T Continue (fE7%) LIk
T AT R RO R 3k
A B 2B S B R 0 B SR R A ORE, GBI, A B AL SRR, SR
S ) 2 T A U T vl

STEP 3| 3% URL g8 aC i, DAL R Jg I e 7 7 URL BRI A8 st B2 52 22 TR R85 8.,

Fy LI ORI S RE I G, S A A (2 B Bl AT Ak RS O 8 N T

[k BRI AL (] APPID "1 i e AR U T ROT T R, B it 1 Bk
SR E RS R AL, B KOG Bt S 36 b 1V R Y IR P 37 s I R S B O N S
VIS
1. 3¢ User Credential Detection (i J1] 3% 25 (5
2. 1% User Credential Detection (i ] & i@ ) 1 A7 A B bS8 A i o 28 o) 00
2 (A EEEsR) ik
o (EHIP {8 & E— & A0 L0 H B ARt se, W BRS04 Fp e 5 B
2 LAERSBEAIR |P A2 hkp 6 T B RIRT B KRS & 13 1Pz bk 21 (6 25 24 fnd) S e
PR 5 BT Ee e v (i 8 24 f . S8 mT (s FOKS IP (7 1k S0 = o % eb B sali 19 A ] {5
HIE T,
Use Domain Credential Filter ({#i ka0 i5 Gimdegs) —hm & A v & al i & 4
R R B sz, A a2 (0 FH 3% 24 R O E R 08 A FH 380 1P (nhk, BRI el 2%
User-ID DIBUH L HEM R, G522 B8 (01 2L Windows 1) User-ID fUHE R 2 0E 772
FE(E I,

Z.

 Use Group Mapping ({ FIREALYEE) — MR A0 S B B IR EFIE (0 ] 5 2 A LR 3
A& BIRERLE IE 8%, W& A 300 1 & A R <2,

EHATERLEE, T DUR SRR U 1 =8 H 810 any ((Ef) 870 sl— 45 e e, 6
AT REAT S BRI R 5 1T AL

@ T ATME—RERE LR I B AR BR BT, IET s T s iR, Nk, &
JEE (2 P IHE 5 Tl PR e A 1 v (AL &R
3. SEEP SO TN e Bk A Tl RE S SE 22 (Y Valid Username Detected Log Severity (4544
i B AR B sE R ) GREARE)

STEP 4| %7 URL fifi 88 a e ik, DAGH I AR P 6 70 e EDIRR (FU e 2% £ S MUELUED JavaScript,
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/allow-password-access-to-certain-sites
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/allow-password-access-to-certain-sites
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-users-to-groups
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STEP S5 |

STEP 6 |

STEP 7|

STEP 8 |

STEP 9 |

MRPE URL B 07 el B B (0 5 P2 52 28 w)aB R 2, DAUB GG S0 i i 2

SRR B e T S A 1 0 P i1 S gy APPID, g 4
HUSUIOT 7407, B S e E BB R B e, LA B AL 15
TR I ORI R b0 A A0 S 3 0 T2 o B 7 PR 5 ST 1 )
o

1. HINIE 0 Site Access (A7) HURHIE URL K91, AU A S A0{] i B User
Credential Submissions ({Ii [T % iZ 25 H222)

 alert (ZUR) —JCRF K R b sz = adul,  (HAE R 1 35 K R fe 2 %2 It URL
Kb by EE AR URL A3 E0R HaE,

o JoFF (FHERAED) —Jo O] K Al b 22 2= i,
* block CEFEH) —HREUIRE, s £ f0 B BT, DABEL LR 5 1 e il B8 52 AR REE

« continue (MEfH) —RURPH M & iy romr, 2R & — FContinue  (##
F8) ¥ AEA 7 HUg ik,
2. FR7E URL ARk, LA ) s A 0% A3 URL K I G Bt 52 28 T G2 8 TG B,

TEFe URL B2 L, $R9C MGm URL KEU91 2% () 101 B BH 0 A0 3 A H 3l

Blhn, 229804 URL &idE H Gk, 0T RE A SO0 28 Wl ulofre 2 R r g b, Sl E &y
IS SERENEEE A HEE,  BOR R R i 5 ] HLBR AR, TR T DR G e i e ) B B
B,

S HET URL BUNSOER SN ED (F,  FLBA T Tl i ST B R8s B b R 2T URL,

B BHE B A M T — A R, MG A BRI DN (F R ], S B URL Ui I — A
JLH?ILLFO

IS IR B i I et - SRR, A 2B URL UM /M5 1
RSO 22 4 = o

(A SO Bk 0 ] & 75 251 URL & 38 544 Eif o
1. 35EH% URL Filtering Settings (URL &8 %) W HH Log container page only ({50 #k7%
BRI (FAREED , NIERs O & st 85T & U000 2B, ANt #sss FUmMN
T YNISIENTE 2V
2. FHERUHRCET A SR, 515 Log container page only (fEFR H 554528 H
1) HEIH
Fy— S 20 HTTP AL SR A7 BOHHTTP A2 00 5
I URL Filtering Settings (URL fi#327E) |, REEL— 88 T IR HET TR0 8% ¢
ol EACEERES
o WAL

o X-Forwarded-For

AER URL
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/monitoring/log-only-the-page-a-user-visits
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STEP 10 | {347 URL #fi 3 S0 1
He—F OK (fE7E) .
STEP 11 | i URL i 38 252 8 1 25 1 28 0 5 A5 A e 3l mbo ) T3 3 b 0 9 16 0 B 1) 22 A P BOR B

i s vt URL 9 20 s s 2 2 W ISR 0 ) vl A It ok 328 2 57 A 6 1) P 0490
.,
1. I Policies (Ei3<) > Security (ZZ4=Pk) . AR, EEREEESNYL 2VEECRBLAL
2. {f Actions (EH{F) FUE, Ml SEC RS 20C .
3. £1¥ Profile Type GRCHIKET) I Profiles (GRCHE) . HE 25 10 B /R 32 C R TS
B,
. 1% URL Filtering (URL {75338) S%UCHs, 98 S M EE LV 2 0C R
5. ¥i—F OK (fEE) fbiAr-1Erss o,
STEP 12 | Commit ($£%5) fH7Ag,
STEP 13 | JIEA/417 URL fifi 8 3% 1 o
STEP 14| (htET1%) B KifEsaT URL HUI&E RSNy, R Hold client request for category
lookup CEPFUIE B R H P w22k ) DA 8 FH P 2R
1. %I Device (4%(%) > Setup (%) > Content-ID (N%-ID) .
2. 1Y Hold client request for category lookup (A% B 25 B 554 T T i 255K )
3. Commit ($222) H&EUs# 5T,

STEP 15 | 37 URL KU & B &Iy 2 iy Refsl ()

1. %I Device (Z%(%) > Setup (%) > Content-ID (N%-ID) > il 1=,
7F Category lookup timeout (sec) CEpIERd&y: (7)) ) riig A — 8807,
f#—F OK (ffE) .
Commit (#£22) s i,

Hw DN

SRS URL fif 32 45 B 48 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/test-url-filtering-configuration
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AY

A A N ik 7081

38 AT AE (] B (2 BTEAE?

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering #Z## (2 ik URL

Manager) fifs 328 7 HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) (B TR, |

* NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14

Hi SO R 708, G R IR 0 BERGE ) URL i 38 S e BT N 212 2 MEBOR BLAY (G 2B 2
WAL 2VEBOR)

URL g5t 200 B wirge VM50 g VMOSOL irggeanefi 1z 4%,

» Strata Cloud Manager
» PAN-OS FI Panorama

% 1€ Nk 784 (Strata Cloud Manager)

n -4 (i i) Panorama 7% 1 Prisma Access

=t 74a 5 PAN-OS & Panorama ARG W R A TR,
fn -1 (4 )] Strata Cloud Manager | s o el IR A

STEP 1| Srelidt vz, URL AU LA

1. fifk Manage (“5¥) > Configuration (i%7C) > Security Services (‘Z%4=llk#%) > URL
Access Management (URL X?ER FEE)

2. {f URL fAHU BER 26 i |, SEHX URL A7 B4 BE 2 7E A 5 Add Profile  CHTi s/ fi) o
NG ENT 7T REERS, G AESEE RS I T RE, B0 URL UMM uh 7 HL (Access
Control (fFHud%EM) ) o 200 URL fiit (CEWAF L) GBI mT & E

3. 1f Advanced URL Inline Categorization CIEF URL Mtk 7088 F, S P 0 U,

PR 3R TR o O] RN A 070 B M6 B URL IR

+ Enable cloud Inline Categorization (E&fﬂﬂgmﬁﬂ‘aﬂ}’éﬁ) — (s A B e B A (e
MBS AABE AN R ML E I 0870 188, 753058 n] % A B N Ao ) St A Tl e 7
B, HEMERCE URL 19 ENIRE 24T,

+ Enable local Inline Categorization (Eﬂl)ﬂﬁﬁ%fﬂﬂké}j’éﬁ) — (S B B B A B ¥ URL
Ui HEATRDIRE 20 M, DA 0N B 11 A i £ S 3 S R JavaScript Y il 3 A K& 1)
8
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/getting-started/set-up-a-basic-security-policy
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin/support-and-integrations/url-access-management/url-access-management-get-started
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« f&th T L5 URL Exceptions (FI4MIRTL) |, DAGE PR BSE e 5229 B (F b BERR A 2 1
il

Add URL Access Management Profile

Access Control User Credential Detection
PAN-DB classifies websites based on site content, features, and safety. Detect when users attempt to submit corporate credentials to a website.
N User Credential Detection Disabled v
Q) search

Category Site Access User Credential Sub... Hits

~  Custom URL Categories (1) - N . .
& Inline Machine Learning

Block News * allow * allow Decide how you want to enforce malicious web content as it’s detected in real-time.
~  External Dynamic Lists (1) Model Action Setting Description

second-urls = allow * allow - Phishing Detection allow Machine Learning engine to dynamic...
*  Pre-Defined Categories (73 Javascript Exploit Detection allow Machine Learning engine to dynamic...

medium-risk block block

high-risk block block

. Exclude custom URL categories or external dynamic lists from inline machine learning,

abortion * allow « allow .

abused-drugs » allow * allow = Exceptions (0) Add Exceptions

adult « allowr « allow - .

Custom URL Categories/EDL
alcohol-and-tobacco - allow - allow
No custom URL categories/EDLs.

auctions « allow « allow

business-and-economy * allow * allow

command-and-control « allow - allow

computer-and-internet- e allow «allow - Setﬁngs

f

e, Log Container Page Only

content-delivery - allow - allow Safe Search Enforcament

networks

copyright-infringement  »allow +allow HTTP Header Logging

S = P ]
4. Save (fitfr) wiCHd,
STEP 2| % URL {7 U B £l A 45 11 2 2 2o M B LA,
FESERUT URL A7 I B e (AR 2 BV B RE) | i SLre o 2 A, e
2P B I P 2 0 A R BT,
& E Wk 20 %4 (PAN-OS & Panorama)

¢ PAN-O510.2 i TURL gsse e ML ) shte s a4 2 TNt 08, o A
gt, PAN-OS10.1 (i TURL gsepype ML, | i PAN-OS 10.2 g wr g Ak
TR TRBAREL . METLEME, #zp PAN-OS 10.2 T/ [ i
g

o

+ PAN-OS 10.1
* PAN-OS 10.2 JZ %ftheAR

% 7E Mk 73 K1 (PAN-OS 10.1)
STEP 1| % A PAN-OS #8E{/ i,
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STEP 2| #2845 BOM MERS URL A28 ol g5 il URL i 38 B2 HE,
HEH Device (Z%41E) > Licenses (FZME) |, PAE&MfE a2 URL G320 n] H EL A 0],

PAN-DB URL Filtering

Date lssued July 25, 2019

s July 25,2020
ription  Palo Alta Networks URL Filtering License
Active Yes

STEP 3| 1 URL fii 3 3¢ E R b ¢ URL i Y Ik ML GRE

1. %I Objects (1) > Security Profiles (‘Z:%4VE%CH%) > URL Filtering (URL fifi
H) R ADd Cirdy) B EC URL B3 R E R,

2. EHInline ML (N ML) |, ARE& 2R Nk ML B7E 2% — {1 Action (BJ{F)
TR S A L N 7R U A /a2 15 1% - Phishing (%89 ) F1 JavaScript
Exploit (JavaScript /i) .
« Block (EH1) — &P KO (ET2) A 186 29 S N 72098 ukiRg, B Ol & e A= —{1f URL

fifiide HaE2 8 H

o Alert (Z/R) —Bi ks oarArBuigh, H@r 18 URL G52 H b5 H
« Allow (F7F) —Ph ks RFAE udt, (A g EA: URL 5% H 555 H

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline ML

Available Models

2items | — X

MODEL DESCRIPTION ACTION
Phishing Detection Machine Learning engine to dynamically identify | allow
credential phishing pages
. R . . . . . lert
Javascript Exploit Detection Machine Learning engine to dynamically detect ae
Javascript based exploitation attacks allow
block

3. #i—FOK (i) Ghirishs s,
4. Commit (iii4) {MysT,
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STEP 4| () mSEGER P, S5 URL BRI EIR17) URL fifi 38 2% C A
& DAE URL G388 3% 0 R FR 8 — 7R S0 ED ey 1, B4 URL G 38 H 5887 5 — (A S0 5 H 2 [
G URL J151, A s 4k,
1. Y Objects (W71F:) > Security Profiles (‘%% CHsi) > URL Filtering (URL £

%) .
2. SEIUE A EE A ILPERFRE URL (19 URL G2 0 i, AREGE Inline ML (M1 ML) .

3. Add Cir) CifrfEny URL BUWRY ST BN RRIE B, AR AT vl s B, ey — i
OPANHIE )b e
4. Hi—F OK (ML) fafrfasmss o,
5. Commit (§252) fEMEAT,
1t URL 338 1 RETH H BT R 2 1AM
1. I Monitor (%:#%) > Logs (I1:5) > URLFiltering (URL #3%) | Sk /% [ 35 LA

i M ML #7E 2 malicious-javascript &4 phishing (19 URL 1 H , 24 #8 A2 2 FLHET 51
SRR PLTY URL 3 URL fifi2 H Gk,

2. @4 Detailed Log View GEAllHgEkmmd) o ia FiEE) %] Details (GEMIERD fifk, K%
Y Inline ML Verdict (Nik ML #¢) 2534117 Create Exception (N fIHIRIL)

. ; malicious-javascript
Inline ML Verdict Create Exception

3. & URL BUSMIRDUEL M 5780, A&#— F OK (L)

B9 URL A4 K0 T A g 13 20 035 B 3, F Objects () > Custom
Objects (H /%) > URL Category (URL %i7l) F,

STEP 5 | SEID) B RE Bh KRS RN Nk ML SE G AR 150 LR IR RE
LEBG Kot AT AR CLI A= fibd sdi g Ak /e
show mlav cloud-status

il -

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

A A R A N ik ML 2R %S, S G2 ML #81 ml.service.paloaltonetworks.com 4 3#
STEP 6| A% URL Hi# %,
A AT B U] URL G5 Yk ML R 2 9 L9 & AR, 5555 Inline ML Verdict (A1 ML

) % HEE (Monitor > Logs > URL Filtering (54 > HiE > URL fiid#) ) fEC AW & B
{4 ¥ phishing = malicious-javascript & & #1170 8, Gl -
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}
_n:
_LU

2% 7C URL

U

Details

Severity
Repeat Count
URL

HTTF Methaod

Inline Categorization
Verdict

Dynamic User
Group

Metwaork Slice 1D 5D
Metwork Slice ID
55T

medium

1

30.30.30.2/js/1fd7a5358f59 Lle2ceddee2 ¥bfc14b5cc0dbf4328ee551c0fd3a07 68
Request Categorization Change

get

malicious-javascript
Create Exception

S5 P 48 (PAN-OS 10.2 F1 5157 ki A)

STEP 1| % A PAN-OS # ¥/

STEP 2| F7 SR H Wik 7581,

g st URL g s3I0 B4 #5445,

Tl R AG HATSIE R URL G338 5 TRE, 47 A AR 85 ik L6 5 T Be AT 1F H R A B2 E,
> Licenses (FZ#E) |

Device (%)

1P
ZH AT H9SERS URL 3R T R
] LLROH A M ik 7 851

in € H
P A8 A 30 1P 2 ME T (S NG LR P REVZ A e

Advanced URL Filtering

Date Issued  May 27, 2021

Date Expires  June 26, 2021

Description  Palo Alto Networks Advanced URL License

AERF URL fifi 9845 B
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STEP 3| ST ol AT r) URL fifi 338 25 50 A LURSU] 52 M ik 70 8

AK RN S50 P i 73 K48 P (P B SR B (B s Categories Gy 4 FEA 71 2%
I
1. SEIY—{fBl4 URL Filtering Profile (URL &35 5% E ) ot Add CHTHE)  — {11 2% 7 1
(Objects (#f4:) > Security Profiles (‘% 4=VEi% EHi) > URLFiltering (URL ffi#) )
2. I URL A% i, A% % E1nline Categorization (PN 70 8H) 7 RO 48 505211

Wk 73 K1 T 1k
+ Enable cloud inline categorization (U 22 N fik 70 K) — i 55 A S i P9 i B 15 B2

g8, WTRIIRE By ol Bedd EUN S,  DACRGE (T H & 02 RN A il 4 B (R iGa SHE MR 1
PP RO AR ) R LA 5 T S RS B skt Al 1 S A A i ) O

+ Enable local inline categorization (R ARE A ik 7081 —IEABG KRS (5 12, (I
B PR B A A AR 155 114 B b AR JavaScript 1 1l R 8 £ fo MO () 1 s A

URL Filtering Profile @
MName | Default
Description

Categories URL Filtering Settings User Credential Detection HTTP Header Insertion Inline Categorization

D Enable local inline categorization
Enable cloud inline ¢

3. #—F OK (7)) i Commit (3zf)) ##H,

STEP 4| CEN]) AnREGEEIZRPI, G50 URL IR ICEN ) URL A B e i, T LU (e
URL i 38 2 E A v iR A 20 B BT B H 5T URL JEBTE FLACHTIE B4, $R7En9 B E TR 2R
i FIAE P ik 70K

i gl 1 51 URL i) (Oblects (ypt) > Custom Objects (g ;14
) > URL Category (URL xsiy)y ) 3L fibk i vz vy URL 5141
B a] DU Y R 5 1 4%

1. 24 Objects (#14:) > Security Profiles (4% CH%) > URL Filtering (URL fifid?)

2. EUE A ILHERRFRE URL 19 URL A8 2 E i, AR EHL Inline Categorization (N6 7>
@\‘) o

3. ¥— 1 Add Cirig) LIGER—{8 ARy URL By BLAF 24 5 B RETE Fial B 5T URL K1, WIAGE
FhrAr, RO BIEEST — T /e S A el 1 5T URL U510,
4. fi— & OK () iy URL ffi 3 3 /C A I Commit (f222) &8s i,

SRS URL fif 32 45 B 54 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list.html

a2 URL fifi 138

STEP S| ({LJH WA Proxy filll s 055 b GG Ay h 220 1) AR AIARES, LU AAECH B AT
5 LLEEE Nk 220 0 T S RE T AR SR M AR 28, T LAFEE B — Proxu AR &S WA &£ H =
Firfs Palo Alto Networks SUHTHR 75, E5 A5 LU e e 19 PNk S50 A EC 8k H SR 7%,
1. (PAN-OS 11.2.3 J2 Uik A) % PAN-OS 3% 7E Proxy frllllkes.
1. j#I( Device (%:i%) »>Setup (#%7Z) > Services (MR7#%) , WiiiH Services (Hiz
%) REAE R,
2. }57E Proxy Server (Proxy fallllis) &€ W Enable proxy for Inline Cloud
Services R Ntk il %510 Proxy /780 . 88w LAAE Server (filfilzds) M6z A
#t IP {72 3ks FQDN,

ProXY fif s s S 6281 £ 5 5 A A (BT 0C

Proxy 5
T | proxyser ampl m
rt | BOBO
er | admin
rd | ssssssssss
Con rd | eeewe
Ena roxy for cloud services. This setting is for cloud logging, loT, ApplD Cloud Engine, User Context,

and SaaS

Enable praxy for Inline Cloud Services

3. #— F OK (fExE) .
2. (MEEH LU © (PAN-OS 10.2.11 K SgthieA, LA PAN-OS 11.1.5 K T3k
) B Kk CLI 3% 5 Proxy frllkgs.

1. FHBS K% CLL,
2. il NI CLI iy 55 % E 55 A Proxy (il 28 3% E -

set deviceconfig system secure-proxy-server <FQDN or IP>
set deviceconfig system secure-proxy-port <1-65535>

set deviceconfig system secure-proxy-user <value> set
deviceconfig system secure-proxy-password <value>

Proxy i i s S5 il 4 28 10, 25 25 A S Al 5 0
3. (T4 CLI 55 BUT Proxy RS, LA P9 22 6 N s 1 IR S (52 R

debug dataplane mica set inline-cloud-proxy enable

4. (1~ 510 CLI a7 kel Mk S2 0 ik 15 Proxy SZ#21) H it /F ik RE -
debug dataplane mica show inline-cloud-proxy
B -

debug dataplane mica show inline-cloud-proxy ;& C s HERS IR
% Proxy
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STEP 6| (I SR8 By T I M B PN 70 B M s 2 SR 1P S N 5 50 2 B A% e B 44 By (FQDIN), - THE%
FQDN ;ii#2 % hawkeye.services-edge.paloaltonetworks.com, #A4 fiRHT 2y f 30 00 22 Vil 745 1)
Mheds . AT LUt F5 A foc BE T A2 OB H AR BE 7 2R 1 I ik S5 3 PN 2 Al s 2R A T Bl ) il
R,

i FQDN S skl I PEUR, o B S M L AR 1 J At 5 (R 01 B A
T GRpIE

fitk S5 NS 58 P 56 P J7 4 P A s ki) 1 i N #5251 FQDN (Device (3%(%) > Setup (3%
7£) > Content-ID (N%ID) > Content Cloud Setting (NZXZEVax ) ), i o5 Ess o
FQDN :

« J¥—us.hawkeye.services-edge.paloaltonetworks.com

« [#%-—eu.hawkeye.services-edge.paloaltonetworks.com

« Ji¥—uk.hawkeye.services-edge.paloaltonetworks.com

A Y 22 g 7 FQDN 75 e %5 f7 1Ak 1 (eu.hawkeye.services-
edge.paloaltonetworks.com) Bt iR s, gt URL g oy e /0 e R 4% <
]:ﬁo
« i KHil#—apac.hawkeye.services-edge.paloaltonetworks.com
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STEP 7| G BRagRs Kl E) Mk 73 B A g (198 ﬁ%kﬁu

1. ml.service.paloaltonetworks.com i) Il %5 %% Bil S5 5t A1A K PN ik 70 S Ee 4 AR B 0 SE 1A B K i
M1 G e 8 S0 50T,

TEBG ot AR AR CLI Ay 75 kb s AR R e
show mlav cloud-status
il

show mlav cloud-status MLAV cloud Current cloud server:
ml.service.paloaltonetworks.com Cloud connection: connected

AR AR A R 2 iR ML SRl s, SR sl DA T Al ek A4

#1 : ml.service.paloaltonetworks.com,

2. EugNik o H ] hawkeye.services-edge.paloaltonetworks.com il Il 28 4 Jax B R 745 5
XO
FERS Kl B LA CLI i 5 kil s A1k 8

show ctd-agent status security-client
B -

show ctd-agent status security-client ...Security Client
AceMlc2(1) Current cloud server: hawkeye.services-
edge.paloaltonetworks.com Cloud connection: connected

O s, ik g

AN A B R e URL GdE S2um IR %S5,  amliaas DL b Sl e 4 R 4% &
# : hawkeye.services-edge.paloaltonetworks.com,

STEP 8| 45 IR I HERS URL fifi 388 S i IR F5 SE 1 7 B ati i) ST B SO 4 e 50, 3 222 PN ik 20 SR RSO
(AT A 7 K s T BB 1

STEP 9 | MR URL f B dE e
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URL %51 511 7+

38 AT AE (] B (2 BTEAE?

« Prisma Access (Managed by Strata Cloud O SERS URL A fz e (2R URL ff#E#2

Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) R,

* NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering sy

&R URL B T b BEBRAFRVE 5ah,  fE RS SE sl 15 DA S as, 12 B G URL BUA ALY

W2 B R 2, B, fsar DLEFBHEE s g% URL K1, (B2 dF A7 1Y Linkedin, 47 22%} URL

SN BRI TEESZ B MR

o R BRI 1P A2 hES URL B #1604 URL List (URL & HE) 11917177 URL 47
Do IREE, A URL 88 s i bl SRR Al A IDORE . fe e, R IR RS R n 2 22 e e J T
B,

s b, w7 LG P 11 5T URL g 9 222 2 e O B B0 rb g LESERHE B G 5 06 46 051 1 51
It e B8k A 2 URL (9 41 o Jd IR AT ] BRI
o BB EE RS URL FTHEFEUN 2 URL List (URL S B) A9/ i0mhiess i, e,
URL fifs 98 225 7 A v o FH A1 50 00 R B B P 22 2 BB SR B R b g LS ), e P A S B s e
(Y 2 R 0 T FE 817 s L3S T 0 7 8k o B 5 ) T 337 o

Rk 2 URL List (URL 00 g iy s B gy 5050 24503 W00 S0 5
o PO gy, URL st s ol o rrd i 1P psee, (R 2 MRS, 3
EPBEOH H AL,

« URL S+

o N7 fE 5T URL K151

« i URL fifi S8 7 i (05 1 A1 B i

URL 27451 715 Pl

38 AT AE (] B (S 2

 Prisma Access (Managed by Strata Cloud O AERS URL A 7 i (B URL fi 2 57

Manager) HE)
« Prisma Access (Managed by Panorama) Bk
« NGFW (Managed by Strata Cloud

gl URL gsse i e e b, (0 i A%k
(1) 2 R P ME

Manager)
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i AT AT (] 2 BFEEMNE?

+ NGFW (Managed by PAN-OS or + Prisma Access p 4y 4= Advanced URL
Panorama) Filtering v

LU RS WA A URL BUNGIME R (F 5T URL U0 el URL RO/MTEREIS B+ Juffie fit
L5 S5 WA ] (5 ) B e AR e s H
URL KU G /M B SE AT 6

FEEHE FUBTHE 21 URL BUIGISHE L2 i, G5 S8R S H W RE FOA T (EAI AT, DL MRS iR n
(] SN B B B T R I M A LI T H
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HRTA, B b I R s AR ) s Ll s e () sz gk O) s e
B H TR i AR i T 5 K R 2 A NG S e ) e sy URL, e
N T G RERE H b, RS AR R T SR ) A A L H 8, ()
jn, example.com (;zyy = example.com/y gy ) j, example.com/search
AT
CEE T OCREEE (5 2 SRR A SRR H) b, SR AL R R S B ) 2 7
erifiE sk URL, g, sEppyprip *.example.com  URL b fu o —(f
THARG DU % &5 e, example. com  pik . <subdomain>example.com ;
news.example.com SR, | example.com A AT TRk

HefPak T BhHT e R v Rhig,  DACE Zphi 028 A9 A0 AR WIZE H A BN AT 17 &0 2
i AR AR e t B KT, AT b

® ™
w17 PAN-OS 10.2 1y Panorama ™ # s fii) i 5 SUAE Ay li] — kB 12 ARV 57 s RSO 1L 2
g, gt PAN-OS 10.1 o or 5t b Ay b5 RSO 1L DB, a5 46 R B s -6
JILLF CL s

admin@PA-850> debug device-server append-end-token on
admin@PA-850> configure

admin@PA-850# commit

s A, ety Device (sgf) > Setup (fuoi) > Content-ID (pyyy ID)
> URL Filtering (URL 4358 A%, IR R Append Ending Token ([} fiy 4t o 25
FIETT) | (P, W LEIRE, T DU R (I RN o 2y URL, gy
AL/ 27 SRR H, B S @ 0 2R ST S S H R R, 1
f, s g example. com e i 2 gasnivy URL i ik 5 i € 20 Hl i
o example.com.®  pyyy ks 24l example. com. domain. Xyz s 4y

gl URLAUZIGIZE (PAN-OS 101 jg i vaphc) A 1 42 FiT I S RERE I 1015 2 o
o VI HORE S AN
« % URLPH H i http Bl https.
e f9{F URL 8 H 1 5 % % 255 50,
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o RAZEEB TR IP LIS URL W pe b o, B0 B 7 0 N s 58 pui o
RIS EPEECR IR AR, 0 Flg A ey URL (example. com/
contact) i s o AR IR S 2 14 R L, AR R ROE L S 2 S R o
AR KILT H #.
o QUPEEAATE A AT LAGE S URL AR, 5 7 S e s A AR IO b o BT URL 976 0 4137
¥ (40, blog.paloaltonetworks.com fil paloaltonetworks.com/blog) .
« il example.com fil www.example.com A~[i), A FRATR, (25 5 HES www 1
R,
Palo Alto Networks 452 fi: {57 URL S0 i #4-i0 B 5 WL H v (0 P BLAILSHE 5
K, 1@:4}4\5/@?;%&%%%% URL g (o I i 0 R R 2 o0k s 2 1 vy URL g
-V ! =, '|‘O

URL % 50150 7135 i & H o7 oG i &t

fony LAAE URL BN GIAHE B (8 1 22 5% () Fddi ABE (1),
Mtk TR ALK (TLD) s FLf, 1My 6 55 590 ks ME) URL,

LURE BRI H 350E & LU 2 (811 Bk

AT (5 T A2 5% (%) RO A% () o0

DA Moot Eon oba s o0 /2 & = 5 4o R e BT 0 Hh ) — 18 B0 A 18 5 TT 2 B o
Ay —EEg I on, (ST IOLlFArb Lo i, KWfrcaEsloon a e, e
H docs.paloaltonetworks.com 7, E#dioc e “docs”. “paloaltonetworks” Fl “com”,

NI TR IRAE AR TAE A, MRk i,

PR (8 2 A T A Ttk sk, TLD BT
H B

] LAAE e v bR s 1 5 1 AL 5%, 15
i, example.com/*,

#ifl : * . domain.com Hi
docs.domain.com %I
abc.xyz.domain.com £,

FRR— T A k. A IEEL TLD,
Fe v R I ASRE (0 46 A%, DA N IH H 4%
% . example.com/”,

#i7l - ~.domain.com Ei
docs.domain.com F1 blog.domain.com
AT

SERG © BEASRAI L, SR G URL HiE SR, SRR OR R A AR R T, M9

A SRR IE— (8 3R 5 e,

% xyz.*.com SNV H 7 GOl o Ik xyz. .~ com % xyz. ¥, com 7 &5 2 W&
AT ORI SE R T Mg, 1 Xyz. 2N com G IS E AT W GE A L Y R

o BT IC L AUE RS L ME—T o0, B0, example*.com j&—{HMERAH, NA
example il * (73 [0 —{iEg Lo, (AJE, — 85 B n] DUE S s 3o & s 7 o0,

o AT LIAEN] —5 H b LSRRG A SR (B0, *.example.”) .
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—IE LI H TR G

L'F

Oy el () sl b A gk (%) o n
KA RIBE

%m,%%ﬁ@@mﬁlﬁﬂﬁwméﬁ%gﬁoﬁ?“EW%ﬁT@%%ﬁﬁﬁﬁ
5, g A mail.*.com .,z mail.”.”.com
URL %051 (1 #4375 B — i 31
BN 7B URL 5 B H L ATl DL K s 1 BB b e i AR N A 54 T 259 it W

BEFE RIS G SRR, USRS I A 15 R DS S L At
(19435 BT RE 0 05 (R ﬂﬁ%I¢%ﬁ@%%ﬁou“ﬁqu“‘”ﬂw”MM
O&wﬂ%rwﬁ 1507 I AR BET 2 St s I Y AR 2 1T 26

HM ok T BT IR e v itir,  DACE R & H AR I H A UM R A5 7 & A
R B gy, R s R AN T

QEENE b

HipIE1

paloaltonetworks.com

paloaltonetworks.com

paloaltonetworks.com/
network-security/security-
subscriptions

1917 K i 1% I i g PRSI 112
H, KA RT B T 2R ks A 1) e
I S H - H B

paloaltonetworks.com/
example

paloaltonetworks.com/
example

B5 AN 8 e i 3 A BT
I, NAT H#%
example W AEMEEEL AT, &
TR AR E 8 1 URL I,
B K e i A B UF 45 s 4
TERIHEEL

g 2—h Y

*.example.com

www.example.com
docs.example.com

support.tools.example.com

B2 S RE A TR 8 T A
example.com [k,

87 K it 2 3K e v At Bt o
FHH, ﬁT@%ﬂ%ﬁ
example.com £l FI 1Y
H,

mail.example.*

mail.example.com

mail.example.co.uk

SRR AH A LB e S A
mail.example.<TLD> £ix
HIfT-fn] URL,

AERF URL fifi 9845 B

62

©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-admin/url-filtering/block-and-allow-lists.html#ide877dd1a-8fcd-44bb-9670-fd54c87b77ef_id17CLF040OFS

a2 URL fifi 138

URL 545 L H

B E R
FE SRR TN,
WL, T
A A0

.

I/El o

mail.example.com/#inbox

example.*.com

example.yoursite.com
example.es.domain.com

example.abc.xyz.com

SRR RHARY TE 0 e 2] de /e (YY)
Tkt example HIE#H
& com ) URL, F bk

= HEbR TLD A {19 AH 7572,

example.com/*

example.com/photos
example.com/blog/latest

{T-{n] example.com |- H #

AR L 1/ {15 5%,
FORT H BT, B
{E{L-{"] example.com |- [ #
IO 8 SRR L VAT

B JAEAS e b bn v A, A
FyaZ A H DU SRR FE

L4 3—l A5

google.®

example.co.”
RO
FHA He SR e
IR e

(rAEik (n

example.co.jp)

(HJE, HIEK
4415 (TLD)
AL R AL A
& ; example.co.”
Bl
example.co.info
%

example.co.amzn

AT, S5k

ATRENE A ] —

google.com
google.info

google.com/search?
g=paloaltonetworks

T3 A SR R AR T TELAR e 2 D
google P a3 LL il TLD
fili B URL, e v ddhit & B R
I B — {8 &l s Hon A I AH A
H,

A.google.com

www.google.com

news.google.com

35l A SRR A T 2
google. com 1y i — & T-
I, o7 RS R e i AR AR B
INEEH, (AR A A
TR

HERE URL fif 352 /7 B

63

©2025 Palo Alto Networks, Inc.



a2 URL fifi 138

URL #I4H5 I H QERE R

AN .google.com www.maps.google.com 35 AT A SR AR £ T 1 e F)
7t google. com fijifii tu & /i
5 AE - k) URL, B KOS
R RO R H, H
AR A A AR A R A

support.tools.google.com

google.”.com google.example.com Fi A G A AT T 2 21 URL,
b google & ix Al 1
ML, P — (G s S E R
.com,

87 < T 65 2 S A T 4 1) 1

H, 5 TLD AR 75 bR
A

google.company.com

FENZ I8 H 5T URL A5

ig A AE (] B B 2 PR LRAE?

+ Prisma Access (Managed by Strata Cloud O Advanced URL Filtering #7## (Z(& ik URL

Manager) s 328 52 HE)

« Prisma Access (Managed by Panorama) KEZE

* NGFW ({Managed by Strata Cloud © ik URL G L, (10 R A AL
Manager) R |

* NGFW (Managed by PAN-OS or « Prisma Access jg j {47 Advanced URL
Panorama) Filtering myre

R VST F1 T URL MUMACE 3% URL BURISR T THOBIAME 8, B0E 2R i 2289 URL
ViR

£ URL FUI5R B T st o8 (URL 35 HL)

PR A M N LTI E SR URL BUALZ Y, 58I THY URL IS B (FEBd— EH STRU o
) o BT DAEE TR 2 R MEBOR B URL fif 58 S0 R b e B UM R AF i, 200 T a2 051
(F ARy 2 e BOR B by LSRR, i, on] DABS B AR R U7, (R e 3R A7 I LinkedIn,

9% % PAN-DB 5755 1 77 URL S50 OS50 H %)

FESZ (SO, LS BE 28 8 B R TR0 5502004 4 JRUR AT A B0 A sl el R s 7 T o B T
hn, PAN-DB R ARE @ TARLANH AR SE b 58 A B % 4% i i 4% personal-sites-and-
blogs. computer-and-internet-info Al high-risk, % 1 % T F2AGE S {7 MU 7 4% Rk
LA 3t g S SRk W] FURE, T DI S AU B 5T URL B, 3 2% s B0 3 e 1
VEATHURE,  DAEAE URL fif 38 5 i B

HEFE URL fifisge4s i 64 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license

a2 URL fifi 138

PAN-DB g1 o1 s Bh it B R 7 S v 3ty URL S 2 wirJe i 11 31 URL i sl p i
URL g, B skt drsgt i1 27 URL s v g URL Sgshilssh 4722 bk BOTRBR, T AS S BiL
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STEP 1| Iy Manage (i5#) > Configuration (3%/C) > Security Services (Z%:f[lz%) > URL
Access Management (URL 775 EE) > Access Control (17U EE)
STEP 2| #F [Custom URL Categories (F 5T URL %)) 1 F, 3¢ Add Category CHriHa)
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request system external-list show type url name <list_name>
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request system external-list show type url name My URL_List
vsys5/My URL List:Next update at:Tue Jan 3 14:00:00 2017 Source:
http://example.com/My URL List.txt Referenced:Yes Valid:Yes Auth-
Valid:Yes Total valid entries:3 Total invalid entries:0 Valid urls:
www.URL1.com www.URL2.com www.URL3.com
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Mo, ANSRAEASARAE O E B I P/ 68 T 3, B G A o S R e &5 SR ) b 3 AR
oA v R o R e A R o A
o P SRS RN o RS M G, G ST SRS . DR CRE R RE S B s A, AR PR S
i S SERE S BB N G PR R R N B P RGE TR I BE PR JavaScript,
o T EFPAE P K 1 v RS RN o 4 RS M vl B se 8 T AR R, BILIL SRR e,
o BB oV HUE BEREIE(E F 22 e =i I i, DURE SRS =55 | BE A48 =5 5 T o 5 338 Pt 0 A 52 (5 Bl
[
o ft URL 5 2 B D1 ] £ 54 00 s Web 223k
% 75 5l Ay, Advanced URL Filtering & i b MY URL 8 0 LA KA G, ani kA4
PeE 2 URL 959, B /5 PAN-DB. Palo Alto Networks URL &R i /T2, i
PETEGE, 2 A B ) R 6 & A0 H 2 1 Web 23Kk,
HoE, R Web ZoRIF:, ] DAE§a% 2k, 1A %] Advanced URL Filtering £:%] URL
BUNSGRINE Ay 1, AR E &Iy,  Bh K& & a4y URL BUM R EHT, ER81 URL &3 28 4k
F it Zh6E, Hold client request for category lookup CEFE I B 84 11 o B3k )

HERE URL fifs S5 757 1 73 ©2025 Palo Alto Networks, Inc.
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M URL & 37T

38 AT AE (] B (2 BTEAE?

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering #Z## (2 ik URL

Manager) fifs 328 7 HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) (B TR, |

* NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14

25 EA IR URL G Bk A, G (i Palo Alto Networks URL (i 2 0 G4 O, JEN7 38 L6 E e
ET%%?E‘J%F)T%JHQLTE%HJ URL %1515 Advanced URL Filtering B[R {2 1% 71,

B i i HTTP J HTTPS sgieres, (n g pon SSU s s HTTPS
B A 1

@ 4T DA Palo Alto Networks URL K2 R TR Test A Site A b B RS W kY 4
>7K§AE\‘O

IR Y URL fi 28 5T Bl R - 15 0

Bane URL fifi 38

ISR ATEE R URL G038 5 TR, a0 Sk N0 B e B s 15 LA 70 T, 9 i34 T A0 R 8k — e 56 10 % P
AU A URL,
STEP 1| A7 BBy URL B iy fg i,

2 JE A B B URL BUrh s, & mT DAEEF )L (urlfiltering.paloaltonetworks.com/
test-<url-category>) LUk Go G Fa A7 gt , B, 2 2l el e B ks o B R A, Gt il

https://urlfiltering.paloaltonetworks.com/test-malware,

STEP 2| it A URL it 58 H 36 LUER 26 [ J s I 105 1F A Ji BRAE i
BN, A8 3R T A NATHGE SRS T 0 1) 8 sl e R — () 3 0T, 3 b e i 35 2 0 5R
T PR e 5 e HE B 2 i,

@ % Advanced URL Filtering

& 47 Advanced URL Filtering 5TR, i il 5400 B 75 $id 52 2 Advanced URL Filtering 9 URL &
B TS I HE AT o
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClaDCAS
https://urlfiltering.paloaltonetworks.com/
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClaDCAS
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Palo Alto Networks s s PGl (SZIM I BhfEReE, L) alert (i
1) e b URL s ssie i, 52 Bt A 2 brirs URL gy w b, 0 @ AL
SHeppgE Web w2 i Iy S T B8 i, BT IR DR E I E) .

iR A URL ety URLOO, i )< it @rsin bl pAq 72 e B v i 6 1 )
(E. i, {52 example.com it /34 7 real- time- detection  command- and-control ol

shopping K| A /rBIZEE T TR, . TR R TR BIIE. B AE G B
URL Dz TPE00 S 00 0 v o e S 1 B 1

STEP 1| &a5LL FAHME URL, LR Advanced URL Filtering IR 5t & (- /)% URL :

« Malware CEEIkHS) —http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-
malware

» Phishing (& $) —http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-
phishing

*  C2—http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-command-and-control

+ Grayware (JK{aiki%) —http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-
grayware

AR RO i N ik 70K, il G BA R URL A ARZ B BEJE A5 1R A0

¢ Malware CEEIKES) —http://urlfiltering.paloaltonetworks.com/test-inline-content-
analysis-malware

« Phishing (f##8yf) —http://urlfiltering.paloaltonetworks.com/test-inline-content-
analysis-phishing

« Grayware (Kaikiis) —http://urlfiltering.paloaltonetworks.com/test-inline-content-
analysis-grayware

« Parked (&)%) —http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-
parked

o Adult (5 AK%Z) —http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-
adult
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http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-malware
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-malware
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-phishing
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-phishing
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-command-and-control
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-grayware
http://urlfiltering.paloaltonetworks.com/test-inline-url-analysis-grayware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-malware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-malware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-phishing
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-phishing
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-grayware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-grayware
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-parked
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-parked
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-adult
http://urlfiltering.paloaltonetworks.com/test-inline-content-analysis-adult
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STEP 2| 9% Web 151 LA 8 Advanced URL Filtering J& 5 (1 it 70 K8 )54 URL:

1. SHEH LN FAF#EM URL G HGE - (url category list contains real-
time-detection).,

i E RS AR FORDIR £7 2, 35S PAN-DB JE =19 K8 A,

9]

[ url_category_list contains real-time-detection )

—
FROM

RECEIVE TIME CATEGORY URL CATEGORY LIST URL ZONE TO ZONE SOURCE DESTINATION APPLICATION ACTION

E phishing real-time-detectionphishing | fuzzing mefakeverdict/junophishing... | trust-9 untrust-19 | 9.0.0.10 19.0.0.10 block-url

9} detection,malware ct/junomal 9 | 9.00.10 19.0.0.10 block-url

=} fuzzing.me. ctjunoc2/test | trust-9 119 | 9.0.0.10 19.0.0.10 block-url

‘ command-and-

E) 04/1912:55:48  command-and- fuzzing me/fakeverdict/junoc2 trust-9 untrust-19 | 9.0.0.10 19.0.0.10 web-browsing block-url
control

E) | 0419125546 | command-and- fuzzing me/fakeverdict/junoc2 trust-9 untrust-19 | 9.0.0.10 19.0.0.10 block-url
) control

2. GEMEE MK, DUSRRs TR ALY Web B0 0 & IEREMETT 1 70 Hr 70 i

£ R ELF F, URL #% 70 804 CHIE o6, 32 B A HLE F 4 command-and-control
(C2) 15, i C2 KNI A B EL(E LE real-time-detection (BTN &2 %) ¥ fik
i, URL #%5%4 4 command-and-control H & #% i1,

Detailed Log View (€]
General Source Destination
Session ID - 7870 Source User Destination User
Action  block-url Source 9.0.0.10 Destination 19.0.0.10
Application  web-browsing Source DAG Destination DAG
Rule CLI-SRV-9-19 Country  United States Country United States

[ab292cb-039d-4e50-9354- Port 16487 Port 80
Rule UUID gogd129b6c2d

Zone  trust-9 Zone  untrust-19
Device SN
Interface  ethernetl/1 Interface  ethernetl/2
IP Protocol Lep
NATIP 19001 NATIP 190010
Log Action  fwd-panorama
NAT Port. 11090 NAT Port 80
Category command-and-control
real-time-
URL Category List detection.command-and-
contral
Generated Time  2021/04/19 12:59:58
Receive Time  2021/04/19 12:59:56
Tunnel Type N/A
URL
RULE CATEG. FILE
PCAP | RECEIVE TIME ~ | TYPE APPLICATI.. | ACTION |RULE uuiD BYT.. | SEVERITY |CATEG.. |LIST VERDICT | URL NAME
2021/04/19 url web- block-url  CLI-SRV-  fab292c... informati...  comman... real-time- fuzzing.... -
12:59:56 browsing 9-19 and- detectio...
control and-
control
2021/04/19 end web- allow CLI-SRV-  fab292c.. 1099 comman...
13:00:11 browsing 9-19 and-
control A

Close

HERS URL fifs 53¢ 7 B 76 ©2025 Palo Alto Networks, Inc.



4% paloalte’

TECHDOCS

URL Fii 2 Dy e

ig HJAE (] R B 2 BFLRAE?

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering #Z# (2 ik URL

Manager) fit 2R HE)

» Prisma Access (Managed by Panorama) KzE

* NGFW ({Managed by Strata Cloud © ik URL GRS RE e L, (10 R A AL
Manager) R o

* NGFW (Managed by PAN-OS or « Prisma Access jg j {47 Advanced URL
Panorama) Filtering 1z :

HE URL G BIOMATLAE 2 0, G5 JEAE T AIShHE
o P

» SSL/TLS =it

+  URL & HL H UK

. AR R

+ URL ffi B[ EL 1T

S B

e (f# Prisma Access) = viii 7215 25 bra &t (RBI) 3% 45

77


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/inline-categorization
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/inspect-ssl-tls-handshakes
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/allow-password-access-to-certain-sites
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/credential-phishing-prevention
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/safe-search-enforcement
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/integrate-with-a-remote-browser-isolation-rbi-provider
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fm A SSL/TLS =2 %

38 AT AE (] B (2 BTEAE?

 Prisma Access (Managed by Strata Cloud O ERS URL (e 7 e (BgE il URL B s iz

Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © g URL RIS L, [0y AR AT
Manager I |

« NGFW (Managed by PAN-OS or « Prisma Access jz i1y 4 Advanced URL
Panorama) Filtering rj#c

A SSL/TLS el v 2 i i 6 2 A MR 0 SGH E5 ONITEER URL A28 S TR, UT] SSL/TLS sedig b
iy, AERE URL ffi 3 & (1] s 2 iy *Jrjénﬁﬂu{/lhgjffﬁ%?%ﬁ?ﬁﬂﬁ TR FH 2 Ve BOR B,

SEpaE S U (R

et Client Hello sUE Y fmpp e 4 fss iz (SNDIRGL, e SSL/TLS SlaRizs e ry e fih, 3
R BT EOR i ERE A . e n] DAL ERE A B AR U ey URL BRIl kR 28 H B e, 2 F
PK, BRI URL B s@ BTV R, ACRAEUE O, A0 SNI B2 ) iR Web flfikRds, 24
e VEBCR BB B vt SR @i Ik, Web I{’Ff%bﬁmﬂj@iﬂlwtﬁ TR AR TR B2 Ho
@ﬁﬂiamnfﬂx(}mi, HIJ SSL/TLS 22 5¢ 1, 7 5 b 2 2 it s #a e R SR

T

SSL/TLS sty e 0l e vy vt 15 @ s URL g s ol W i, D9 0 Mt i e i
HTTPS sauig ot s i it it SSL/TLS Sl 0 19 1k 1 HE ECIAI A (0 11 5. R0 8
TN HE SRR B SR AR

] DA AR R 5 H s bR 2y SSL/TLS b il (e B B v 3zt 4ty L
f*ﬁﬁwaﬁmménﬂ@%ﬁ@ URL 53 1 3k 5 SSL/TLS S i~ e 2 4 gy Web 1
{/FB ELH/]ﬁﬁF,_u H Ao

» Strata Cloud Manager
* PAN-OS HI Panorama

f &Y SSL/TLS %¢#& (Strata Cloud Manager)

v g iy Panorama 7z g Prisma Access -

a7 braz1) PAN-OS & Panorama = s 4 b 18 45 71536 1 T4
fi1 44 (1 ) Strata Cloud Manager g fes g5 1 b4

R s SSL A2 JR 1) BG4 5555 SSL 1 16) Proxy 1 SSL 1F [f1] Proxy fi# %% SSL/TLS i &,

STEP 1| G ffe 72411 Prisma Access FZHETS G HERS URL i 5% i T,

1. N Manage (§P) > Service Setup (IR7#5i%iE) > Overview (HEZE) | IREEHELSE I
EER A, I UR R R IR AE N N
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
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2. FERERBZ T, aiffEs URL fidE o7 A # HGE 9,

STEP 2| #E:R%E & %38 SSL Forward Proxy (SSL 1[5 Proxy) 3&7& SSL Inbound Inspection (SSL ik A
fir ) R SSL/TLS i,

STEP 3| R CTD ¥ #r SSL/TLS =z, 5 rE 7 3% Afse

1. #H{ Manage (#5El) > Configuration (#7) > Security Services (‘Z4/i#5) >
Decryption (fi#%) .

2. B E R EELGR EE R, BRI Inspect TLS Handshake Messages (1 7% TLS %2
PR
&, Ll set deviceconfig setting ssl-decrypt scan-handshake
<yes|no> CLI i3,

3. Save (fififr) B, fEMPAHRIC F, WE TLS e il S i C IERUR & LU,

STEP 4| I} Push Config (MEyRiiE) L7 HRAs i o,

fr#x SSL/TLS #¢#& (PAN-OS & Panorama)

STEP 1| %I Device (#£iE) > Licenses (FZHE) LU R G BEA 1 H iy SRS URL fifi 38 557 WE Bl 25 fi
URL 32 52 E

STEP 2| #E:R#& 23538 SSL Forward Proxy (SSL 1E [ Proxy) 3#5& SSL Inbound Inspection (SSL fi A
) fif % SSL/TLS it
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-forward-proxy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-forward-proxy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/decryption/configure-ssl-inbound-inspection.html

URL fii 13 Ly g

STEP 3| RuUMH CTD #es SSL/TLS 2cfR, sXSE a1

HERS URL fifs 53¢ 7 B 80 ©2025 Palo Alto Networks, Inc.
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SSL Decryption Settings

Send handshake messages to CTD for inspection

HERE URL fis 5 7 B 81 ©2025 Palo Alto Networks, Inc.



URL i 328 2

1. %Il Device (Z%(%) > Setup (%) > Session (L{Ff&E:) > Decryption
Settings (fi## %) > SSL Decryption Settings (SSL fi#%5:%C) .

2. Y Send handshake messages to CTD for inspection (|i] CTD {53 24k sAUE DAL i
),
i, L set deviceconfig setting ssl-decrypt scan-handshake
<yes|no> CCLI @p=5,

3. #—FOK (fEr) .

STEP 4| Commit (3£25) fHARERAT
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TR 15 S B A B 7 7 st

38 AT AE (] B (2 BTEAE?

« Prisma Access (Managed by Strata Cloud O Advanced URL Filtering #Z## (2 ik URL

Manager) fifs 328 7 HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © i URL Gtz i ok, LR A
Manager) i .

+ NGFW (Managed by PAN-OS or « Prisma Access gz g 4 Jr. Advanced URL
Panorama) Filtering 1)

FERR 3 L, BT n] BE TR A BEAF GRS /0 UM M s, BN, $ 2% ) n] E & BB R T
L REm Y URL U, (HoE, &7 B TR sERR R BUS LU, LUETTHIgEslirs o i JL ik
W, A 1AL 2 MZER TR 2 MG Ay, URL A EE BT B A3 Ry ik J5 %

A Bd ST URL A B SRR, G R Bl (3 4 override (M), ARERENT ML, (E11%
ILZER A GRS BEAT DU U sl o 8 11 % 8 i 5 s IR R U O i sty o 1 7
R DHERE I f IS CLifT o AT R (P 8 R R o B, EL A AP TR i A RIS Y e
AT HUZ At

« Strata Cloud Manager
* PAN-OS HI Panorama

TR S A2 VRS 72 93k (Strata Cloud Manager)

v 1 ) Panorama 74y Prisma Access -

s byraz1) PAN-OS & Panorama {5 4 b 18 45 71536 1 F4AF
Q11 4 fs (i e Strata Cloud Manager i s 465 1 2 4

STEP 1| i1l URL f7HUA A%
IV Manage (“4°H) > Configuration (%) > Security Services (Z%>IlR#%) > URL
Access Management (URL {7 E)

STEP 2| 3NV Settings (Z%/C) .

STEP 3| a7 URL &8 5 Hf Q&S
1. §ifE [URL Admin Overrides (URL &8 5 HfC) ], 24 Add URL Admin Overrides Cii
M URL A5 B S
2. (G EEUE R &l A5 Mode  (F5X)
« Transparent (:EW) — @GR LUT I R MG FAE URL, S H A& % 2 H 2
URL BU Fhfa vk B es vt e, B RS e ez, gt HTTP 302 DAg R A
TR, RS A R vsys &R,
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
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« Redirect (HimEn) —#GEE LT 2K B 8457 7C 1 Address (7)) (IP fi7. 4k 55
DNS R o Bh RS @il B 17 5% A HU 2 URL 900 HTTP 8 HTTPS it i,
WAE A HTTP 302 HrE m), B 2RER SRS K& B Layer 3 4y,

3. g A Password (%1l5) | AREEH Kk ALL Confirm Password (fifi i % 0l)

2yt

4. (1)) 33EH( SSL/TLS Service Profile (SSL/TLS ik % 3echs) o
HEaT DLy BB Create New CHT&E) F1 Manage (A5HR) AR A7 4w # SSL/TLS AR5 3%
TERE o
5. Save (fiffr) B,
URUAccess Management Shared .| Add URL Admin Overrides

URL Admin Override Settings

URL Admin Overrides m

Properties

STEP 4| (GEJI]) %o MU A HURI 4 il 3 7 1 s IR ]
PR TARE, &4 15 - EapIRE R ] DA I B D A i K8 9 v o M ik, 8 i P %
ol F ETIRFRE 2 8%, (i FH 3% 028 T TR A 5
WPETHRE, SRS AR, (&Ko E Y 30 78, R PR B H 5 T Y (8 H 25 B g IRy
]2 %, (& nf DAE R A U sk
1. Al &L,
2. %1% URL Admin Override Timeout (URL &2 S HufCGiiiy) |, ahiik A 1 ) 86,400 -~ [H]
MR (DhodEsEEsn)
3. 4%} URL Admin Lockout Timeout (URL 4B B8 & ) |, aFlic A 1 %) 86,400 2 H
HTEAE (DA g A& BEer)
4. Save (fitfr) #,
STEP 5| 57T 2% BEA7- Iy URL %1,

1. URL {7 HUE HE 5 £ 47 Access Control (f7HdEl)) EL4% F, #ifE [URL Access
Management Profiles (URL fFHUFBEEEER) | WAE K Add Profile CHrif i ichs) .

2. {EAFHUZEST, SRR EEE S BE A U R,

3. EIUI AR, ¥ T Set Access (GREAFI) |, ARFEI Override (L)
IR & 75 BB B URMEUN ) R G5 A7 U UR A U,

4. Save (fitfr) #,
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STEP 6 | i URL A7 HUiE B S0 R £ 22 e MEROR B,
s URL A U B E A 1 & A1 L et BOR BT 28 19 3 REAFRL T, 3% R0E R & B R R
HIARTE,
RIOPBRRON URL (A BLE R (R 2 2 VEBOERE). SEli ek 75 24 Push Config (#E%
Spey

AT & A7 BURr & vk (PAN-OS & Panorama)

STEP 1| %% URL &2 G HU s,

1. 53¢ Device (#:&) > Setup (G%7&) > Content-ID (HN%ID) .

2. 4 URL Admin Override (URL EELRER) mEh, H—F Add Cire)
3. {r Location (&) MRz, EEIRCE 4= HI LSRG 1Y) I 5 R

4. g A Password (%H5) , X215 ik A LL Confirm Password (fif 25 085)
5

2 HY SSL/TLS Service Profile (SSL/TLS IR EkE)
G B vk HTTPS uhis, SSL/TLS IR 7% 80 i e fe e b s 2 BG4 H F 1 1%

B4

[T

6. RIS ML A i A5 Mode  (F:238)

« Transparent (GBUH) —% A FE - LT I5 E FS J5IE H RS URL S H i 2 AR
URL fEEIJqH%%JEEVJ{%W I Es v, Bh KRS & ARG & PEH HTTP 302 LI ik A
TR, RS R R vsys JE B,

IS SR S NS AT IR, e U IR B L,

« Redirect (FirE[R]) —# IR LT 2 F &8 45 7E 1 Address (fzhk)  (IP {7 4k5k
DNS EREFF) o Bl At & i B m) 5% A M2 URL 90 HTTP & HTTPS it i,
A S H HTTP 302 HofmaEt (), FF2sk iR 5 ph ks B Layer 3 FTAl,

7. ¥—FOK (#7E)

STEP 2| CHEJI) S U A U 4 Tl EOAE Y Ry ]
MR TR, (A 15 7SI RE ] a] DU St A S KU s el 0w TH AR
ol HETIRFILZ 82, (0 =5 A A AT i A il

WRIE TR, SRR A S B, (R e B 81 30 70, B8 TR T AT (1 =5 T iy
[z %, (d 5 ] LUE AT KA Hg s

1. fwidi URL 6 2 15 B
2. #1¥ URL Admin Override Timeout (URL & F B HufGiiiy) |, ZHiik A 1 ) 86,400 2 [H]

AR (D8R Bian) o (KTHE, Tﬁﬁﬁ%ﬂﬁﬂﬁ%@?%wﬂﬂ%ﬂﬁ% 15 7y, M
i A S

3. &%} URL Admin Lockout Timeout (URL 45X 5 8 @y) |, ik A 1 £ 86,400 [
AR (A8 R i) o

4. ¥— N OK (ffExE) .
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https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-profiles/security-profile-groups#create-a-security-profile-group-cloud-management
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/certificate-management/configure-an-ssltls-service-profile

URL i 328 2

STEP 3| (Rl sopri i) HEATZ Layer 3 Jiiil, st ) ase ARy A U v sl e B 220K oy
Al EEEI

1 @7 HEE R, IR URL s 3l e B A e v [ 1 i
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S 3 —E SR A T LA Windows 1 User-I1D SRS 20 2 28 (0 M 36 B 1P (7 31 S iE =

I
STEP 2| R e s URL e i i, DU P S R ML TR0 280 A sl s S B A BB P I A URL $i2
PEERE,

1. I Objects (#f4:) > Security Profiles (‘% %Vt EHE) > URL Filtering (URL £
) | ARk Add CHriE) URL ﬁfﬁf;&mﬁ“

2. HEHIAA CEkE URL BUARAAIC SRS, MBSy, ThRE DNS. KA. @l
PERI. Mg, RILE(FRE. Proxy BLBEBLIE 44 4 b, ﬁ&ﬁﬂ%ﬁﬂlﬁ TR (L K Bt R

o
STEP 3 | 7 fige 5 Wi o 10 I DA Ao s R S Py (0 1 % SR B S I o
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https://docs.paloaltonetworks.com/content/techdocs/en_US/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/predefined-url-filtering-response-pages.html#ida9f33d58-e2ea-4a6f-9b4f-0ab42fd6921f_idbf18b4e1-cb88-4c07-86ee-964b0b1d005b
https://docs.paloaltonetworks.com/content/techdocs/en_US/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/predefined-url-filtering-response-pages.html#ida9f33d58-e2ea-4a6f-9b4f-0ab42fd6921f_idcc57deac-6214-4ed0-ad09-d9cb5df0ba92
https://docs.paloaltonetworks.com/network-security/security-policy/administration/security-rules/create-a-security-policy-rule
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/enable-user-id
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-users-to-groups
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/decryption/define-traffic-to-decrypt/create-a-decryption-policy-rule.html
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STEP 4| el o) Jos A At URL B A A sl B 42 28 RIRRRE IS B

B AR BEREERE, B KSR E B 7 S AT R R s s (RN E RO 1 a4
vty URL S Ui s ) o <2 (5T Ra ik 2 Palo Alto Networks g g s i 0 (T (o] 58 % 5
I A 1 SRR RS, M 15 (T SRSy ST i ST R 7 9 2 T 1

S URL 5338 3% E /% (Objects (#71F) > Security Profiles (‘& 2:i%icHE) >
URL Filtering (URL fii3#) ) , DUEIT{EHL,

e User Credential Detection ({ii 1] & G226 (1)) N0 SR (7 1] & S2sa ol Jy vk,

i 272 B T 5 Ry s 2 i User-ID sy b e £ 1 2 44 R A )

Use IP User Mapping (i H] IP {1 I 3 ¥HIE) —ia & A2 A ali - Z At s, W
B 26 AT ) 38 44 T A BEL T VRS BE AT IP (7 b IE, 2t B KOS 5 1P (2 ik
B & LRI IEL, BT sc il & A F L TR B A IP AL BESEAT LY, 47
BE L L, R HIAE S |P (kS 2 (0 5 v (R A ] {35 S0 G 1k,

 Use Domain Credential Filter ({ii {9k 255 %2 ) —h & A7 R A vl & 2 fs
Bz, e SR (0 3% 44 Fl U IE 1) 5 A Gl FH 3517 1P A2 kb, A e g anfn] %
HoHEE, 2B IR Windows 1) User-ID fUHE R X 2% 8 225 (A M,

+ Use Group Mapping (i FRFRLEIIE) — MR AE R IE By O S0 (0 1] & 20 ALIRESE
AL 5 B AL S E RS, WA R i ] 5 A f b 52,

EHRTERLEIE, 7 DUR SR8 (0 1 28 H BRAVAE TS 70, 20 REAr UG i U E
RERIRRERERL, B IT TEA,

@ AE AT T A ARER A ME— R5HE TP A BR B vh 2 i s A dt e, INIE, R V(i
FHIHE 5 Ok 5 v (B (0 ) 5 R

W T B s F A LBk A W] RRRE 22 (1 Valid Username Detected Log Severity (4744

(6 0 & AR A sh e divE) o KRR, B IO a0 8krh 55 B T o,

STEPS| B (B#/R) [ eaFifgulife sead s nyEh 1,

1.
2.

I Categories (J%)) .

¥R T Site Access (RVEAFHL) HOARFHE KAk, SSEEUE 77 L an{n] i 2T User Credential

Submissions ({ifi F§ # 25 HE52)

o EIR—AR BB R e s Mk, (AR AR B R S s &= e URL U H Y
AR ZE 24E URL 67358 H 25,
foir (FHRAED) — 0 aF (i H &1 a8 He 22 B vk,

o ERH—ERE M E P AR e vk, o (0 R B R AR IR, B RS e R [
gy R R A, FHIERERE R AR,

« continue (M#5) — (i & E R PEACRTERE, 10 (] 2 AR P54 2 fe /s coimi,
4 1 =% LB AR R E 51 32 L Continue (REA8%) FREREMTHE AT,

SR OK (fifE7E) Al A7 URL 6 8 5% 7 A

AERF URL fifi 9845 B
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-ip-addresses-to-users
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/map-users-to-groups
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STEP 6| i H A SRR 3 1 URL fifi 398 25 00 A 45 1 28 22 2k s DB

1. #HY Policies (J5ill]) > Security (ZZaVE) , A% Add Cirte) sl o 2 i s
i,

2. {¥ Actions (EifF) T14#, # Profile Type (RICAEKHTY) ki %4 Profiles (GRCH) .
3. EICHT B LU HTHY URL Filtering (URL Aifis#) SRR, B SRR n =22 ik SR A i)
4. EILOK (fE7E) AGEAF L E R EL,

STEP 7| Commit (3225) fHJRE,
STEP 8| B HEBh KOS 0T BIslis Fe 22,

e e iy ACC > Hosts Visiting Malicious URLs (55 25 me s URL g ) LU fi7e 20 st
ST S AR B 2 SRl 119 (8 4 B8 H

I Monitor (F:4%) >Logs (HiE) > URLFiltering (URL i)

#117 Credential Detected (LU{H{MGERE) WFRREG KRB & A 2GEER) HTTP post 23k
M

CREDENTIAL
CATEGORY APFLICATION ACTION = | DETECTED
[, | streaming-media black-url YES
£  streaming-media black-url YES
(£ | streaming-media block-url YES
£  streaming-media block-url YES
[ | streaming-media block-url YES

TSGR IR, TR BUVETA AT TR B L, ARER AR — T T B DS R SRR
E' Euf‘/ﬂ;ﬂé*’{'@TEﬂaTnmu‘ﬁEﬁQ

:nm

Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server
Server to Client
Tunnel Inspected
Credential Detected |./|
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STEP 9 | Bast il ii e s (e pl, Wsteq e He Pz,
o [EH PO CLI AR bl R R A A 2Ok -

> show user credential-filter statistics

I A S i HH PRI BY OOl 2o M E N GRS e 2e 2 ik e, Gilan, 7 AEAT ] URL A3 3 kg v
ST T S R gk, BRI B KOS R Bloom i #5119 User-1D ﬁﬁﬁﬁ/ LA
K. Bloom i g8 il & ) sRes B H .

o (PR RERLENE 72D (1 FA CLL vy, BRI AR, AU 7 IR R
RN URL AfSEROCRE R, DU A 10 52 BRI A8 sl <2 AR R AFERELI 5 6 1 % 4
Fitto

> show user group-mapping statistics

o (FESE RS RIS 7)) RS CLL v sy, B FTA [0 B KORS (3155 S ERD SE A
Windows 119 User-1D fUHERE L

> show user user-id-agent state all

fir 55 LS @ U7 Bloom 5L, Horh G5 AR A5 A BRE SR1ic) Bloom fif
SO PIRH, JE74F] Bloom A S SUHTEIA, LUK L — K Bloom % 3% 4
CASHE T B,

o (PRPEMRL 2S5 AT L) HE Windows 19 User-ID fCEERE B 22°% BF (Bloom fifi
HEES) A Bh KR HE R H GEAREL. £E User-ID fREERE M, %€ HC Monitoring (%) >
Logs (H&b)
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id4474fc8d-c151-4131-a473-30bac025e322
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id1ca5b582-5bd9-4b73-b32e-fbcbbd35cd4f
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing/methods-to-check-for-corporate-credential-submissions#id29eff481-13de-45b9-b73c-83e2e932ba20_id1ca5b582-5bd9-4b73-b32e-fbcbbd35cd4f
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URL i 3 [m] 5 5 1

AT DAAEIRER (s 5 {1 2 PR 2 2

 Prisma Access (Managed by Strata Cloud O ERS URL (e 7 iE (BlEE il URL B s iz

Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g e L, (00 AT
Manager) R,

* NGFW (Managed by PAN-OS or « Prisma Access jg j fy 47, Advanced URL
Panorama) Filtering 1y

ST EORTY URL A sz RIRE,  URL i 53 [ 6 5 e s S 5 11 5%, 2 SR A ki T Jg U] e A7 B
MR B CED I, SR S A Al OB UN B s i6a,  AIEZAr BN ] BESZ PR, AR A

AR =G [ BOE I BRI K e el B eBORBAGRT S 2 e, A RE e
SRR A PR SR U AR I A Sl EI 5 A BRI i A o] I R T A
IrAFI BN, AR BE URL ffi S8 A i A O e g 0 e s 9 S et i, G % T DA — 1
[Continue (i) ]iEAM UL (RIFHUT URL AL SRR

Web Page Blocked
Access to the web page you were trying to visit has been blocked in

accordance with company policy. Please contact your system administrator if
you believe this is in error.

User:
URL:

Category:

S [ i 25 ) AR LR R, S0 R T % . URL R URL B, (R, T BLE

ST BT I AR AL, U0, ST LS R AN . I LA AR, I LA W B i

SIS

Y T B oy s B ) PAN-OS sfoms iy oA 1 (o] e 2 1 S804 BT ST, LI A SHREES (R
sy, sy [ R R R

@ nppn SSU/TLS SCRIRE s ot o o % I i ELI

o FASEIEZE URL Fi2E o] i

URL fii 3 [m] JE 5 i Py
«  HGT URL fif 2 o] FUiv
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/predefined-url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/customize-url-filtering-response-pages
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TR EFE URL i3 ]S H 1t

BT EATEE?

ig W] AE (] B () 2

« Prisma Access (Managed by Strata Cloud
Manager)

« Prisma Access (Managed by Panorama)

« NGFW (Managed by Strata Cloud
Manager)

« NGFW (Managed by PAN-OS or
Panorama)

O SERY URL 5 7 iE (B8R URL ff3E #7
HE)
Bff ek -

Mz URL i Sl LR Ak, (1095292 A7 4%
1 5 P2 HE

Prisma Access 7 i fu 47 Advanced URL
Filtering tjyps .

ST EORAY URL APz PRIy, Web BIBE 28 @ 8UR URL A 58 [0l FUf, (i [ 1S im0 o o
% LA A AU RN, 2 B e S G 2%, ok URL DU i 28 B 8B (F 1) URL BUAY

GEL b=

=
O

S0
)?‘gm
[

o

W HE @ s B [R) PAN-OS sipems bk 1y (o] JEE i 1 SMBLAT TSR, (H T AT Sh eSS (R 5 A

e, sy DA i DAY S s R

* URL fifi 38 BSU5I PR3 B SH R

up
frH URL A3 e i B8, B0 2y URL KU 22 2k I UL B HI B

Web Page Blocked

Access to the web page you were trying to visit has been blocked in
accordance with company policy. Please contact your system administrator if

you believe this is in error.
User:
URL:

Category:

* URL fi 3 et 65 L BT

nifsi sz — 1 Continue (HEAR) a8 (0 1 3 REBH B 11T FLI B Aty B RO ROT URL AP RE 578

RIIRF,
BB R B URL AT,

LIPS AR R/ 0h) -, B4 —F Continue (HEfE) #2, (1 & LA FE LS

AERF URL fifi 9845 B
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/customize-url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/allow-password-access-to-certain-sites

URL ff 2 Iy RE

Web Page Blocked

Access to the web page you were trying to visit has been blocked in accordance
with company policy. Please contact your system administrator if you believe this
is in error,

User: 192.168.2.10

URL: http://homegrown.com/

Category: adult

If you feel this page has been incorrectly blocked, you may click Continue to proceed to the page. However, this action will be logged.

Continue

Return to previous page

URL fis 38 4 4 8 5 B B LI

B O] 22 A4 = a7 T URL 638 5% 0 R 19 28 2 M ORI B AP . (R 2R B8 48 =41
=i5EH) . e Google. Bing. Yahoo 5§ Yandex #fT4# =5, H HJZIEE 28 ol 48 =5 | B
BETE AN LN R R, (KR B UL

Search Blocked
User:

Your search results have been blocked because your search settings are not in
accordance with company policy. In order to continue, please update your
search settings so that Safe Search is set to the strictest setting. If you are
currently logged into your account, please also lock Safe Search and try your
search again.

For more information, please refer to:

Please contact your system administrator if you believe this message is in
error.

I 0 Bt o e s

(1 58 A B BRRRE S 2 2 U R L i A R 2y m)RERE (1 55 44 Fi s S)
IRy, 7 1) S B L B, (0 3% ] AR RS A BN s, (A7) B e 52 A 00 28 vl 3R RE AR R o]
PRI AR, 37 S i 1 T DA MR SE R b 12 22 8 w)agass, a4 ZH3%0E User-ID AR
5% URL BRI ORG24 1 21 fa oy 28

Suspected Credential Phishing Detected

Username and/or password submission to the page you are frying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User:70.70.70.21
URL: 80.80.80.21/upload.php

Category: custom URL category

I 0 B 1 e

%Eﬁ@f@%%ﬁﬁﬁ%xﬁﬁ(@%%%ﬁﬁﬁﬁ)ﬁ%ﬁf%oﬁ%%&ﬂﬁﬁﬁ%%
PEE, IR BT A 2 S 3RS, WA AT RE R A gy e A, M A AT

HEH

{URL £
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EContlnue GIEERE)  F remeas (e gl i A GERE . A S (0 1T 38w L) AR A6 e i B2 22 2% ) i
;ZE, ;D\M‘ E U ser- ID i*ﬁ% URL @EUE&J—HHHHL( ffr (Alj/ mWJ foJ

Suspected Credential Phishing Detected

Username and/or password submission to the page you are frying to access has been blocked in accordance with company policy. Please contact your
system administrator if you believe this is in error.

User:70.70.70.21
URL: htip://80.80.80.21/upload.php

Category: custom URL category

If you feel this page has been incorrectly blocked, you may click Continue fo proceed to the page. However, this action will be logged.
Continue

Return to previous page

URL l/rilJ IU U /u/\ /’LF//j'H“

3B AT AR EEAE A 2 BEEA

« Prisma Access (Managed by Strata Cloud O SERY URL Gz i (B URL 6 2E 7
Manager) HE)

« Prisma Access (Managed by Panorama) K2E

« NGFW (Managed by Strata Cloud . %}#}i URL gz SRR, IR AT
Manager) ﬁ”ﬁg

+ NGFW (Managed by PAN-OS or . Prisma Access i 4y . Advanced URL
Panorama) Filtering 14

(ST LA I 1 5 a8 WD ) A BECRT 22 IR A 11 5T URL fif 38 [ iAo B8 i B BEUIR URL SR 9 7]
FIBA AR, B, SHEPT 2GR URL BUN I Fm, B ol & 42 HTML il rhIfifC <category/>
SAR, R] DUZs [l S U 2 0T A B, R BORERANEY,

] R L e B

N ZRBNH (] v B B A AR e A B SO TR R e (B Oy LGRS . IRBR TR, B
URL i 38 [l FEE O AR (0T DA 8 i o TR, TURLL A DRG0, o B, BwTDLE ETRiE
[ BN, s nT LUE SEE B IR 2 AR URL BT AR 2

<user/> BRUR [l Ry, B s s AR BB R (H 35 44 7 (473758 User-

ID FEHEIRF) sl 41y 1P (7 ik,
<url/> BRUR I R, B A R A BB U R 22k 19 URL,
<category/> B I i 5 B BRI AR B BB ORIV URL Fif 388U
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
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<pan_form/> A4 URL Bﬂﬁx_ﬂ:fé‘ BRI A R Continue  (f48) #4811
HTML 55

St m DA W g ) K RS R T G, AR 1 36 1 B S A7 I URL BRI AR R AR AU
G, AR IR AS B TR E AR URL B A e i, ARURAVE 1, AR, I
BUIGUR 2, o lid i, RIBHRERE 3 ¢

var cat = "<category/>"; switch(cat) { case 'games':
document.getElementById("warningText").innerHTML = "Message 1";
break; case 'travel':
document.getElementById("warningText").innerHTML = "Message 2";
break; case 'kids': document.getElementById("warningText").innerHTML
= "Message 3"; break; }

[ L T 25

SR TR B A, U R HTML i A5 f5 et eR . 44
T, G5B 45 % o O TS, ﬁﬁ@%ﬁmmeﬁxm Pl B U B
£ (OS5 %) S, FraBisAL e e ok U

il HTML 5 75015

<img src="http://virginiadot.org/images/Stop-Sign

-gif.gif">

B
<embed src="http://simplythebest.net/sounds/WAV/W
AV files/ movie WAV files/ do not _go. wav" volume=
"100" hidden="true" autostart="true">
<link href="http://example.com/style.css" rel="st
ylesheet" type="text/css" />

B LA

<a href="http://en.wikipedia.org/wiki/Acceptable
use policy">Huml A AlEki</a>
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157 URL fifi 3 [ L1

3B AT AR B 2 P AR

« Prisma Access (Managed by Strata Cloud O SEMS URL Gz bE (808 R URL & £z
Manager) HE)

« Prisma Access (Managed by Panorama) W2E

» NGFW {Managed by Strata Cloud o g URL (i L, L0 B AT
Manager) 4 1 5

* NGFW (Managed by PAN-OS or « Prisma Access pg j {47, Advanced URL
Panorama) Filtering 1y

HRIETARE,  URL fi 58 [l JE5 2006 o8 W) 2% (o] Sk A7 IO SR 1Y) URL,  NEREURGE ISR IP (7o, 225K
(%) URL F1 URL §Usll. & nr DAH AT IS B, DURF S SR SRR TR, I, & DASE S B
FHGANE I BRI, BN b T B S 8 ORI A

ATEEHET A, GEE P REH A, RSO g o T B gk, T LLEE TR B [ L
SEYIORI 22 B AGHES T ST, [l S A A B TS 2 B B R JE (T 26 . URL B, [l 1 22

TR, AR, BERNERS,

Panorama g e 4y A5 % 12 e 4 [0 S E

RIASAFA N I E 3T ECIAS @ 0 RO A 01 %, PAN-OS 8.1.2 g
ik PAN-OS 8.1 v sipenigg s 1y 11 57 [ol e B im A< hie s 8,191 e 5 1e
PAN-OS 8.1.3 g st Acelr, Ko/ B2 17,999 qafi il

» Strata Cloud Manager

* PAN-OS FiI Panorama
H 57 URL A2 [0 B (Strata Cloud Manager)

v 1 iy Panorama #z: g Prisma Access -

i i) PAN-OS 75 00 4221 45 1t 1 T4 (.
Ji1 5465 s ) Strata Cloud Manager )5 i 1 s 2

STEP 1| MEMEE A 5TV TE 2 o] E FUm,
1. ;#H{ Manage (“&F) > Configuration (%) > NGFW and Prisma Access (NGFW
F1 Prisma Access) > Security Services (‘Z%f[k%5) > URL Access Management (URL
EHUEPE) > Settings (GRE) .

2. {f [Response Pages (IRIfEEF{MI) 1 Etsrl, SR LRI R D FU L — T Export
HTML Template ([ HTML §iA)

3. R SRR BB AR
STEP 2| JE HA Y [m] S AT
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-features/url-filtering-response-pages/url-filtering-response-page-objects
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1.

2.

(S0 IR FIEE SR () HTMIL SOl i e AR it 1

o WUEREHURFRC A%, URL B SOEUNNAB B T EER, G — M sl 2 (o 1S
o FEANAE TG, EEE . BRRBGERS, SEANA (8 (8 (o] S T 2

LT R 40 AR A R 19 LI

sttt e e 0 UTF-8 s, gittn, eicgifoh, fsge [Save As (5347
i) 1 aniEny Encoding Ggas) g sy sty UTF-8,

STEP 3| MEA H FTHY R ELA,

1.

3.
4.

3EHY Manage (&'P) > Configuration (3%7Z) > NGFW and Prisma Access (NGFW
F1 Prisma Access) > Security Services (‘“Z%f[k%5) > URL Access Management (URL
1EHUEPE) > Settings (GRE)

7t [Response Pages ([RIFEE(If) ] @&tsr, e— MEAGTHOIE sy, S svR
K G BRI SR AL,

GFhn, RIS A ET URL AR B BB E i, HIIGE 4% — T URL Access Management Block
Page (URL 777 #E B S0 1f0)

fi— I Choose File CGEEEREE) |, REGEPUE AT A,

$%—F Save (1) .

STEP 4| ¥:—F Push Config (MEZ&ZTE) .

STEP 5| & R H aTR RIS F
1. Web {21 B i b iy 7117 il 58 [0 18 S0y URL, BAn, 4 220 R8 H 5 THY URL - U BE B 1 R
T, e BT R R i BOR BRI URL,
Bh IS S LA P S5 e A /s URL A ECAE 2R [ S Ui
+ HTTP—6080
o HAB KSR 7R TLS—6081
* H&T SSL/TLS 3% fiE—6082

AERF URL fifi 9845 B
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F 5] URL f52 [o] fE = A (PAN-OS & Panorama)
STEP 1| WM& [ 5T TS E F% [0 HE ELIm,

Panorama ga 1 /i A~ 7 452 16 114 T E0IAT, 4857 A4 A8 2 )7 i 48 0 1
Hi 0] 8 £ mﬁu@mpmwmmwa ﬁLmWﬁTWﬁm+ Pl )57
B RERG KO M E A
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FrBOH URL AF I BV b (LA RATAn 2 4 e E ) , Gl JLHme R 3 e R e, WAE%
Z P BOOR B ) o 22 5 e A AL
STEP 4| il URL {7 HUE B2 4= 8 = BHEH EC AT, A5 BUA 45 S B As JavaScript DT 55 A =25
71 URL,

1. #H¢Manage (45H) > Configuration (%) > Security Services (“Z4:fllz%%) > URL
Access Management (URL /775 #) > Response Pages ([tlffEE{ifl) .

2. Export HTML Template ([fE{t} URL 70 B B8 ELIfAY HTML i A)
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3. il HTML #fid s, M 5KE T A3 BUAT I B8 0 SO R oS0y, ARG A %

<html> <head> <title>i¥=5 ¥ #|¥iff</title> <meta http-
equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta
name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
font-size:lem; } hl { font-size:1.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }
</style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<h1># = E 2 B i</hl> <p> <b>{li /il : </b><user/> </p> <p>&iJ#H
=k R OOl BB 8, AR =5 %T%é&jﬁﬁoﬁ%%%,%ﬁﬁﬁ%ﬁﬁ
e, LME Safe Search (Z4afl=f) ERMMEIGHIHRAE, NEREHBICS
AMRE, hlFIEEE Safe Search (‘Zafi=y) W AKERE =5, </p><p> A
bl E G, G20 - <a href="<ssurl/>"> <ssurl/> </a> </p> <p
id="java_off"> T““Eﬁ%ﬁ%%ﬁ#ﬁ%% JavaScript. <br></p><p><b>1i

4:||{J7_bjﬂftnj' gﬁu&i, i %4HEI/]/\/}E#§;£E/E\|O </b> </p> </d1V> </b0dy>
<script> // Grab the URL that's in the browser. var s_u =
location.href; //bing // Matches the forward slashes in the
beginning, anythlng, then ".bing." then anything followed

by a non greedy slash.Hopefully the first forward slash.

var b_a = /7.*\/\/(.+\.bing\..+?)\//.exec(s_u); if (b_a)

{ s_u=s_u+ "&dlt=strict"; window.location.replace(s_u);
document.getElementById("java off").innerHTML =

'You are being redirected to a safer search!'; } //
yahoo // Matches the forward slashes in the beginning,
anything, then ".yahoo."" then anything followed by

a non greedy slash.Hopefully the first forward slash.

var y a = /~.*\/\/(.+\.yahoo\..+?)\//.exec(s_u);

if (y_a) { s_u = s_u.replace(/&vm=p/ig,""); s_u

= s u + "&m=r"; window.location. replace(s_ u);
document.getElementById("java off").innerHTML =

'You are being redirected to a safer search!'; }
document.getElementById("java off").innerHTML = ' '; </
script> </html>

STEP 5| AEBS Joli FMEA i) URL A7 I BE 2 2 18 =5 e g i

1. #H( Manage (45F) > Configuration (%) > Security Services (“Z4:flz%) > URL
Access Management (URL {7-Hi¥E) > Response Pages (["lffEE(iA) .

2. fi— T[URLAccess Management Safe Search Block Page (URL {7 I £ 45 4= 8 =5 6] 3
) 1o e B EEHE, b 4T Choose File GEFERE%) I,

3. RIS L ARG L R S B R A, I — F Save (RETP) .
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STEP 6 |

STEP 7|

STEP 8|

STEP 9 |

S SRR =55 1B 7 H 5T URL Ji ),
A N (A B, s SR 7 i DA T 100 HE 1 S TR I 3

1.

vk

=Jus

¢ e SSL IE 1] Proxy g%,

S Manage (4El) > Configuration (7%7) > Security Services (Z4f[k#5) > URL
Access Management (URL f7HUEEE)

7t Access Control (fFH#ER]) F, 2H¥H 5T URL &) Add Category Cirigsyl) .
FHEPE A Name (%4F5) |, #40 SearchEnglneDecryptlon

$HE 5T URL 90 Type (FE7Y) | I URL List (URLJEH)

{t Items (ZHH) F, KL MHEHE Add Cir#?) = URLIEH :

+ www.bing.*

+ search.yahoo.*

+ yandex.com.*

Save (fifr) HETHE,

TR E T URL B 51 5 7 M sl A7 AL

LTmeﬁﬁﬁﬁ WOERE T, SEIUESC T RE AR ER

2. fEAFIPER T, SERCHTRY F RT URL 851, & @8 UR(E HaT URL B (S5 E)
118 URL J/ B PN THIG A 2200 800 7)o

3. /# Site Access (Mubifriy) %74 allow (f057) .
4. Save (fifify) s,

R K2 B $8 g 1 g L =g SRon s, BT AR e ZE U] Sl IR 1) Proxy i, afélli K
ERES R A S, W R R

L fif 3 BRI Services and URLs (k7541 URL) B¢, 4% — F Add URL
Categories Cirifs URL %) , AL, EIEEECHTENZM F 5T URL B0, i B 5 TR & 7
EE %’EE"]E‘;.LB

Save (fiffi{r) M7 BRI,

Al

Push Config (MEi=z7C) LARCEN A o

R A e = R B
FEB) KOt 70 R 1 PR RGEIEE 28 30 46 1) Bing. Yahoo = Yandex #iiT#=5, &R, (EHLLIT

f—

JIERER IR ARE

o MA URL B9A 7 R DU L i 2 0 1 = (I e 2 i = 0 C AU 1 B ) B 1
=) URL 2 2= 200,

HTAESZ S F 8 =g | 2 A i = G5, 0 e P 38 2 4 880 o ff - G2 8 s 5 s e B A 1) S 0L

(% %k Strict (k%) Fl)

HEFE URL i 58 4
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SRR T R R 2 4218 =5 (PAN-OS & Panorama)

STEP 1|

STEP 2|

STEP 3 |

STEP 4|

STEP 5 |

T IE B KR A TS N B BT IO 475 SCH0T AR,

1. G5HC Device (441E) > Dynamic Updates (BhAE T M) . (H&E > BhRETHT) .

2. fux Applications and Threats (J& HIFECELECGE) 19 By, DAPIET H i IE /£ 710 S (o] fil
ST,

3. AP SO AR T A TR R B, G 4% T Check Now (RZEM# Y ) AHEECRT H
FHTIE

C ARFBIrER ET, R — T Download (F#k)

5. e ML, ¥i— 1 Install (23%)

O URL i 338 35 72 i v 22 4 8 =i i)

1. %I Objects (#714:) > Security Profiles (“ZZ%&VE:%CHi) > URL Filtering (URL i
igjg. o

2. ERIARCREITIE D, B0 TR S E R DL T S E R

3. {£ URL Filtering Setting (URL i f@i WE) FUEK L, I Safe Search Enforcement (‘4

il Eami])
(CEEH) BRI (8 25 n] DAFE ) — i URL £ 328 33 78 i Ao A7 B 48 =55 [ 5,
1. ¥ Categories (Jajl) F & I, Search (##=5) ( ) search-engines (4=}

g155) KU,

2. ¥ search-engines (=55 (%%) JUHIAEL (7% & block (B
FEREE L B, B N7 —{# 1 5T URL K (URL ¥ BUBURY) | Jrp QS R S e
=555,

3. He— I OK () AMGEAF LR o

5 URL Fi 28 5% 7 R 42 H 28 70 a4 AT s gk o g FH P s 8 o U 1) A 6 1) 22 2 R ISR AU

1. 3N Policies (Fiik) > Security (Z24=PE) ., ARE%, BhSEEEH URL G5 5% 00 R0 1
/E\IJO

2. fF Actions (hfF) E#E D, BTk &T, MY Profile Type (G f#zary) 55EHY
Profiles (F&iCHE) . F23% 5 1MBHEUR % C RIS B,

3. #1¥ URL Filtering (URL fii#8) S&c ks, SIS d7 1Y) S C R,

4. Fr—1F OK (M) Aty 22 2 st WL,

Hmii URL i 38 22 48 =5 BB i, BB I FE S HU Ay JavaScript DLHHT &9 A =52 5

URL,

1. %Il Device (#£%) > Response Pages ([oJf& f1ifi1) > URL Filtering Safe Search Block
Page (URL fifisdf 2 = =5 B E{ )

2. %HY Predefined (FAZciEs%) , AABR44— N Export (HEMD) R4 REAF AT AR,
3. {EJ HTML #aiites, SR B I B8 B i s BN 70507, SRR AR
<html> <head> <title>i¥=;Lifi%|}tii</title> <meta http-

equiv="Content-Type" content="text/html; charset=utf-8">
<meta http-equiv="pragma" content="no-cache"> <meta

HEFE URL i 58 4
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name="viewport" content="initial-scale=1.0"> <style> #content
{ border:3px solid#aaa; background-color:#fff; margin:1l.5em;
padding:1.5em; font-family:Tahoma,Helvetica,Arial,sans-serif;
font-size:1lem; } hl { font-size:1.3em; font-weight:bold;
color:#196390; } b { font-weight:normal; color:#196390; }
</style> </head> <body bgcolor="#e7e8e9"> <div id="content">
<h1>{# =58 2 Eili</hl> <p> <b>{liffi ¥ : </b><user/> </p> <p>f&iiE
%ﬁﬁaﬁﬂﬂ% WA SHZERTT S AFBUR, #7586, o iiEmid =

e, LMER Safe Search (‘Zaill=f) EAMBEIGIIEREC, WEREH S
AR, GElAksg{E Safe Search (Zaf=) Wi AXEMNH =, </p><p> I
Al R, w26 0 <a href="<ssurl/>"> <ssurl/> </a> </p> <p
id—"java off"> SRR e Ol JavaScript, <br></p><p><b>1

RIERAILIE AR, WSS AR, </b> </p> </div> </body>
<script> // Grab the URL that's in the browser. var s_u =
location.href; //bing // Matches the forward slashes in the
beginning, anythlng, then ".bing." then anything followed

by a non greedy slash.Hopefully the first forward slash.

var b_a = /~.*\/\/(.+\.bing\..+?)\//.exec(s_u); if (b_a)

{ s_u=s_u+ "&dlt=strict"; window.location.replace(s_u);
document.getElementById("java off").innerHTML =

'You are being redirected to a safer search!'; } //
yahoo // Matches the forward slashes in the beginning,
anything, then ".yahoo."" then anything followed by

a non greedy slash.Hopefully the first forward slash.

var y a = /~.*\/\/(.+\.yahoo\..+?)\//.exec(s_u);

if (y_a) { s_u = s_u.replace(/&vm=p/ig,""); s_u

= s u + "&m=r"; window.location. replace(s_ u);

document. getElementById("java_off").innerHTML =

'You are being redirected to a safer search!'; }
document.getElementById("java_off").innerHTML = ' '; </
script> </html>

STEP 6 | {EB; i 1-RE A Uiy URL i 38 2 4 1 =5 5 5 FUIH
1. #HY Device (%:1%) > Response Pages ([o]ffEE([f1) > URL Filtering Safe Search Block
%@(Wﬂ%%%%@ﬁﬁ?ﬁﬁ)
2. Bz T Import (MEA) ., X% Browse (%) L8 B R4, Zf/F Import File ([ A
)@U%ﬁl%&@#ﬁ%%o

3. (:HE'IJ) $1¥f Destination (Hfysh) | SEICE (] 3200 A FUMAY G RERE, SO
shared (H:JH])  DURERZ S A FI o] 1R BN AT J e R

4. H— T OK (REAE) HEARS %
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STEP 7| $t¥ 3 fRnyM =5y 5 1157 URL i,
(0N — 08 b, RO %8 By KOs DA U 1) b TR TR R i

1. EHY Objects (#f1:) > Custom Objects (H:7#ff) > URL Category (URL %) |
Rt Add GBI B ST,

2. ¥R A Name (4f%) , #1411 SearchEngineDecryption,
R H Add CiTi?) = Sites (Hguh) &
+ www.bing.*
+ search.yahoo.*
+ yandex.com.*

4. ¥— P OK (M%) féfrH Ty URL Hil,

STEP 8| i SSL IE [ Proxy fift#,

PR K 2 8055 | SUAL o 65 S, 97 LA s RO Ssi I Proxy W, sl K
BAEMIR TR SR, L S R

1 fig 75 BOR HL ) Service/URL Category (IR %5/URL K1) FUA+, Add Cortly) &t nidar
M H ] URL F, Rigd— F OK ()
STEP 9| Commit (¥&xc) &pyssnr,

STEP 10 | Badie 249 S b2 e,

LEW7 i B )7 B I T DHIRSORIES 25 32 (8 1] Bing =X Yahoo T =5, S&#%, (EHILL ME— itk

fif AR A R AL A IR PRI A

o A URL AR 7 B DU &2 i 2 0 18 = (I e ) 2 i =5 2 S 1 B ) g 1
=585 URL 2 28 =i 201,

o AUTER ST B e T, WA AR IR A e s SR T A e I R 1 K (Bing
frStrict (k%) k) o

{t Prisma Access i i385 WY 2 48 =5

T LR 1T 1 2 By T

« Prisma Access (Managed by Strata Cloud O BITRIKA 4.1 1) Prisma Access &

Manager) O Prisma Access #Z##
« Prisma Access (Managed by Panorama)

ML A8 Prisma Access B2 57 rb i JH It 2h
A8, arr BLAG I 7 (5 B sk e AR 2 57 2

Prisma Access nJ &3 /T FQDN 2 IP EHIE, 047 B (0 5 40 =g g B A ) iR AT 42 5 [ BE R0 22 44 =5
ANk, ks (B AL s &M A UG 15 ), ELA AR SERS 1l R 2 g Ak e
(RS HUREEE) RO B sz PR AN 22 JE PR BORHRE, Gl (3 578 I 22 4= 48 s A A e

RGP 2 e 8 =
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» Strata Cloud Manager

« Panorama

/£ Prisma Access H {7 /] i Iy 4 4= f# = (Strata Cloud Manager)
1A E Strata Cloud Manager i1 Prisma Access % W24 8= 318, Shoc L N, T LA
yia Vi 4% 5 GlobalProtect 17 Byl JH & 3 5% WH Y % 2248 =5,
STEP 1| EEFRUEZ L3 & 48 =5y i B R (1T Bh i I & B0 v %) o
o EFEHTINE] % GlobalProtect #i%, GEHi{E Manage (45#) > Service Setup (7%

7€) > Mobile Users (f7Eh{#i %) |, #A%% %11 GlobalProtect Setup (GlobalProtect %
%) > Infrastructure Settings (FEMEZ4URE % E)

Al I & Strata Cloud Manager, & i f: Workflows (T{Fiift) > Prisma Access
Setup (Prisma Access %) > Mobile Users ({7Ej{li %) |, A% %1 GlobalProtect
Setup (GlobalProtect :%7) > Infrastructure Settings (GEHEZLRERC)

o FH¥b GG, AT HTAE Manage (A5 PE) > Service Setup (IR :%C) > Remote
Networks (G iifdis)
AR /& Strata Cloud Manager, & i £ Workflows (T{Fiift) > Prisma Access
Setup (Prisma Access %) > Remote Networks CxViffds)
STEP 2| %5 Advanced Settings GIEF %)
STEP 3| ({{i}J{] Static Entries (#5851 H) ¥ FQDN g b 245 1P frdik,

STEP 4| g ArREfE H BLRIRME — Name (24 f#) . =55 %) FQDN LL MK FQDN 2k f e 6]
P8 =y |4 4 18 =5 IP Address (fizhil)

ADVANCED SETTINGS

/£ Prisma Access {1 H 3% W11 4= 44 =5 (Panorama)

PR EEE Panorama i Prisma Access 35 B4 i = 7 i, G SERC LA FAP IR, 18R DA 2 3k ik e %
2\, GlobalProtect 17 #) {7 F] % 5% 7 575 I 2 2 i =,

STEP 1| GEEREZIHRIE L =B Y (TS (1 % six v s

o FF¥ET TIN5 - GlobalProtect 8%, &£l Panorama > Cloud Services (ZZ¥ifk7%) >
Configuration (3%7) > Mobile Users—GlobalProtect ({7E)fli [l # - GlobalProtect) ,
7t Onboarding (%) [w B8l Configure (G%C) , #A#%%I Network Services (4
IR

oGP, SR Panorama > Cloud Services (Z23iflk %) > Configuration (3%
JE) > Remote Networks Cvifdis) , #— F il LAl Settings (4C) , AL
DNS Proxy,
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks/onboard-a-remote-network#task_l3w_sss_qwb

URL f 32

i A REME B LI ME— Name (£4F%) . =552 FQDN DL JE K FQDN 223K fraE )
P4 =55 | 8822 248 =5 |P Address (fizhk) 2K A Static IP Entries (F#REIPTHH)

STEP 2|

Static IP Entries

B wame QDN ADDRE S
B Googe W QOO O a2 W10
B voude W vOULDe Lo 218238121
B om weew bing com 20479.197.220
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B — 5 it i V) i P ORI PR A S

38 AT AE (] B (2 BTEAE?

 Prisma Access (Managed by Strata Cloud O EFE URL fif 28 77 #E

Manager) 2« Prisma Access g g 1 47 Advanced URL

Filtering mjje

ESRIE L IR L R 7oA, (HBEBEOR A L SRS 1Y ) il mT 6 B o 1] 5 o B A A 2 T, i i 0 T
v beA e (RBI) &R foi JH 8 8 A et ol L LB 1) 4 sl FEHT S8 16 255 o RBI PRt E bR BT, Sk
BRI aat, S T AR AT AR, AT 98 i B 16 B2 A EDOA Jn el BB vy e i

Prisma Access 1] LLS 7 Bil RBI (L JERG R &, DL ORI 28 opmg m oh e, 0V —. Wb AN
RO A RBI B ERE, 09 PR T 0 & E s ) & RBIGEERE ST B2 URL K651,

G b of = )5 RBI pryeps & 41, Palo Alto Networks et s 21 025 B BE (RBI) g iy 1) gt
Prisma Access Jsi rf: iz ¢ BiL S A i o 05 2 A g s, RB i Fr s i 0 ek g,
TERBE R IR 2 F, sl R (0 1 S 4R 0T 5/ B e

LUFJEHL Prisma Access % 511 RBI &) p— 7> (it FEP%IT“ SRR RBI ERSEEME A (B0
)4 URL B0 fILH P ID) it 48 Strata Cloud Manager LR E e S e
O Palo Alto Networks ) RBI
=g Palo Alto Networks ) RBI s £t &5 g e i 2 T 2 i e
O Authentic8

eyl Authentic8 sy s o =54 e i Authentic8 RBI gz vy it 44, URL

mm

’

O Proofpoint

J= i it Proofpoint si 41 o4 ) RBI s g2 iy Proofpoint /|- 75 o PoC gz
O Ericom

J g Ericom e g £ G g e gy Ericom RBI gy g = 1D,
O Menlo Security
ffs e % Menlo Security RB gy g s (T (7 30 5 46 5 ERRUT B 5 B
DL R & anfal i #4509 25 = )7 RBI L IERG HriE = Strata Cloud Manager, 45 % 1P {3 JT] 3% HpE 0] &
RBI E235i1y URL K41,
STEP 1| 35wt vii @ B8 2 Fra At (RBI),

* HifE Manage (“52) > Configuration (i¢7E) > NGFW and Prisma Access (NGFW #i
Prisma Access) > Security Services (“Z%4:/[k#5) > URL Access Management (URL 17t
HIL) > Settings (i) , R BHAL Third Party Remote Browser Isolation Settings (Zf

=7 3 i ) B P R )

« |IF YOU'RE AWEB SECURITY ADMIN (7118 7& Web Z &M E) @ RilfE
Manage (&%) > Configuration (%) > Web Security (Web % %:1%:) > Threat
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https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/prisma-access/administration/your-prisma-access-license
https://docs.paloaltonetworks.com/remote-browser-isolation
https://docs.paloaltonetworks.com/remote-browser-isolation/administration/configure-rbi
https://docs.paloaltonetworks.com/common-services/identity-and-access-access-management/manage-identity-and-access/about-roles-and-permissions

URL fii 13 Ly g

Management (JEZ& ) , R PIBL Third Party Remote Browser Isolation Settings (28
=7 3 i R s B A R )

URL Access Management @ Push Config + ) (D

Settings

Third Party Remote Browser Isolation Settings 3]

3rd party RBI Disabled

STEP 2| Hg#x RBIJE A SR GRS S G T RBIEREE 5 WRJERa,, SHiR AT %5 i e

andor. Then select the vendor you want to enable for RBI.

Ericom @ Authentic8 & Menlo Security Proofpoint
Enter the Ericom ® Enter the en MNoadditional = Specify to use
tenant |0 to use Authentic8 settings are the ProofPeint
Ericom for RBI. vanity URL to required to use production or

use Authentic8 Menlo Security PolC
Mot Configured for RBI. for RBI. environments for
RBI.
Not Configured Configuration is not
required ) Configured
) Proofpoint b 4
oofpoint

Environment %

(® Production () PoC
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STEP 3| T IS EERUHIM =7 RBI L JERG I Save (fff4F) . SEHC 1 #5148 N K Push Config (Hf
E&ZE) IKF, &1 RBI (EHERG#EL Prisma Access % &

@ Q14 £ 1 7 4 OB Palo Alto Networks (19 RBIFZHE - e ﬂj_JLA Configure
Remote Browser Isolation (B s R B e A ) (LT I WEORREI () Palo

Alto Networks vy RBI s, 7, RBI (i i {1, %46 974 6 ) Palo Alo
Networks iz RBI - =:xepy None (1) 1= 4 Selected Third Party Vendor for

Remote Browser Isolation G im{g% S e R ERS) rpiseH s — )7 RBI
PEIER,

Third Party Remote Browser Isolation Settings

Configure the required settings for each Remote Browser lsolation (RBI) vendor. Then select the vendor you want to enable for RBL

Vendor Settings
RBI by Palo Alto Networks Ericom e Authentic8 & Menlo Security Proofpoint &
’ Remote Browser Isolation (REI) by Palo Enter the [0} Enter the = Mo additional = Specify to use
.” Alto Networks is available to integrate Ericom tenant Authentic8 settings are the ProofPoint
with Prisma Access natively. RBI uses ID to use vanity URL to required to use production or
next-generation isolation technologies to Ericom for RBL use Authentic8 Menlo Security PoC
deliver near-native experiences for users for RBI for RBI. environments
accessing websites without compromising Mot Configured for RBL.
on security. Not Configured Configuration is not
required ) Configured

Configure Remote Browser Isolation

Selected Third Party Vendor for Remote Browser Isolation

) None Ericom AuthenticB () Menlo Security @) Proofpaint

Cancel Save
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STEP 4| #:3%,

URL Access Management Profile (URL {7/ £
7t Access Control ({7Hu#2:fH))

[[) o

AR 0 4 TR 5 RBI LB URL B,
i URL Access Management > Access Control (URL 7S 2 > £7 Hcdfl) 3 b i it

R ER)

e, i Site Access (Ruli{rI0) M4 Redirect (HjriE

#iy Redirect (HrE ) FRF @R (0 5 i A =2 RBIERSG, M ) i FH 5 s B B R

[LIp

Access Control

PAN-DB classifies websites based on site content, features, and safety.

(] Search

Category Site Access User Creden... Hits
streaming-media » allow ¢ allow
swimsuits-and- Block s allow
intimate-apparel

Continue
training-and-tools * allow

Override
translation allow

Redirect
travel ¢ hllow
unknown [ |Allow e allow
weapons e allow * allow
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https://docs.paloaltonetworks.com/network-security/activity/activity/activity-sharing

/s

TN

e

STEP 3| =5 VR,
PEFE B 7)== URL 28 i 75 (PAN-OS & Panorama)
STEP 1| J#rirny B T#h&
1. %0 Monitor (:#E) > Manage Custom Reports (¥R E GTHI%5) , A% Add (Bt
M)
2. AWASTEHIE— Name (£4f%) |, MR A Description (hfiif) .
3. EEEXU\%FHJJ‘/\;Xi%EiE’J Database (¥RHH) , 7% AF¢AINY URL ik, H1E
Detailed Logs (Gfifl H 5&) |5 By 53 URL :
Custom Report
Report Setting
o) Load Template  —» Run Now
Name | Weekly URL Filtering Report
Description
Database Im
Summary Databases -
Application Statistics
Traffic
Threat
URL
DecryptionLog
Tunnel
Detailed Logs (Slower)
Traffic
Threat
URL
WildF¢ bmissions
Data Filtering
HIP Malch
GlobalProtect
Iptag
User-ID -
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STEP 2| %7t #os

=" No

HHFAE 751 Time Frame  (IRpfRJ#iFE) |, 2% 380X Custom (F15])

{it Available Columns (] JITH) 7 B s G i S 5 9 H G, AR ()
% Selected Columns GHEEMM) . Flhn, #nr A%y URL i 88 A 8 I

N

o HF
o JEAREASEY)
o HU

o HiHIEBIR
S
« URL

Auvailable Columns Selected Columns

CIHELL W OE1 Vel N

Category
Container 1D

| Action
Content Type é%
Count

Day

Nacm mtacd

F Top T Up | Down L Bottom

3. NGB TG KRS DA B s e s 2y, WIS HUE M Flags (BRE) . BE31 has FI{E
Credential Detected (GZ75 CLAM)) |, DALEHR S AR G (0 25 m) g sah 4 22 A5 20028 vl alas
[NFRE= DR U

Add Log Filter (O]=]

{flags has credential-detected)
Connector Attribute Operator Value
and Dynamic User Group « has Contai
Flags Mirro
HTTP Method Decrypt Forwarded
HTTP2 Connection MPTCP Options
Headers Inserted .| Credential Detected
[ Negate 10 - v Tunnel Inspected
Add Apply Close

4. (I‘L b EEEXSortBy (P 50 3H, DARRE R s o S A ORI R4
ACEIE R A Jatt, et g dinl g N SR, AEETT R 52, %I Group
By (rtlJi) vk, DIHED sl EOR AL, DL MREGIs 7 — 40K Group By (77l
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B

i) &£ App Category (JEFFEAJAM) . Sort By (JEy i) %% Count (HF
%Hi5) Top5 (BE#Hi5) moids

Custom Report @F

Report Setting Weekly URL Filtering Summary (100%)

DESTINATION

APP CATEGORY CATEGORY ACTION SOURCE USER COUNTRY URL COUNT
1| generakintemet | computer-and-intemet-info alert M curopean Union detectportal firefox.com/succe. 10k C—
ipw
2 | generak-internet computer-and-intemet-info alert M European Union detectportal firefox.com/succe. 10k
3| busine ems | computer-and-inte info alert 8 United States us. archwe ubumu com/ubuntu. 11

common 13-
Bubuntud. 2 _amdé4 deb

4| busine: ems | computer-and-i info alert ] United States us.archive.ubuntu.com/ubuntu. 11
Oubuntu0.16.04.30_amdéd.deb

ems | computer-and-inte info alert 8 United States us.archive.ubuntu.com/ubuntu. 11
lubuntu0-16.04.12_amdé4.deb

& | busine ems | computer-and-int nfo  alert | United States security.ubuntu.com/ubuntu/d... 11
security/main/binary-i386/by-
hach/SHA56/e0d9392657¢a...

7 | busine: ems | computer-and-inte info alert 8 United States us.archive.ubuntu comy fubuntu. 11
common-bin_4.3.11+dfsg-
Oubuntud. 16.04.30_amdé4.deb

8 sine ems | computer-and-i info alert 88 United States us.archive.ubuntu.com/ ubunlu 11
headers-4.4.0-190 4.4.0-
150.220_all.deb

Export to PDF Export to CSV Export to XML

“ ceoneel

STEP 3| #hirais
1. #%—F RunNow CZRMET) [E7R, “ZRIZEE#GS ORF A0 rUak EPIRO .

2. WBACH A, Inl Report Setting (iR 75 idc) B, AW I TS, 20
MR AE TR S 19— B

3. #rp Schedule (PERE) #HUHBE, B KBTS, S@& 8 KEA WS, SEfla ke
% 24 /NRFRY Web 158,
STEP 4| Commit ($£%5) fH7E,

STEP 5| i A 5T#4s,
1. I Monitor (E:4%) > Reports (#75) .

2. JEPHA D) Custom Reports (I RTHet) s, EIUE SRy, & B BEUR
*ﬁm#&mo

3. EEREWLZ AT H IR, aT ST RS ORI E 1, st T DR R A E A
PDF. CSV = XML #15

pill
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fep A ek (5T FH % 3 ) LT

38 AT E BE AR 2 oA EE?

 Prisma Access (Managed by Strata Cloud O ERS URL (e 7 e (BgE il URL B s iz
Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) R,

» NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14

A os EUR Sl F S, 6 00 & S S h M kIR & A HSOe ECAT, (Rl A n B R
A, WH URL G c k% (Prisma Access [T URL fFHUF B C 1) 1Y Log Container page
only (ff:fR HEEZRRSEUm) SEIACHUN, A€ sl 8k F s 38 FUm, A€ ol Bk P2 58 7 25 28 B N
AW E I, K& URL G nT e @& i A i 2 H aE I 0, BT LU T AE & RSP ot 88, G H sk
H U G T R PO 4 F AT A R mime JE7HY URI, FHR R TE S R 51 mime JE7Y

» application/pdf

» application/soap+xml
« application/xhtml+xml
« text/html

o text/plain

o text/xml

R4 i1y Log container page only (i {GL A B ECIAT) A, WIS €A 1Bl
SR I f e T (0 20 e B URL | sk

» Strata Cloud Manager

» PAN-OS 1 Panorama

oS0 Bk Ol 23 551 B (Strata Cloud Manager)

fn 5445 (i ffj Panorama 7z gip Prisma Access

st s PAN-OS & Panorama - 5 i 1z i 7 E 1 TR 1
f1 444 (5 i) Strata Cloud Manager 1| = s 1 g $5 0

~

STEP 1| 7F URL f£HUFBE % 7E ks, Y Log Container Page Only ({2 H 564588 HIf)

STEP 2| i URL £ B 8 1 25 1 28 22 R VEBOR B,

{5 URL A7 U BE B2 E A ) 5 A2 2 2 MEBOR BT 2 B W SOE R D, SZSOE R & IR
HIARTE,
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(R BR U URL A7 I FEZERE CRIMET 2 2R aOE ), i %546 5L 3 Push Config  (HfE = 3%
E) o

SO Bk & s s hry FL i (PAN-OS & Panorama)
STEP 1| @ 7 slGEIE BRI URL & 3 E A
I Objects (#yff) > Security Profiles (“ZZ:VEi% ) > URL Filtering (URL &fii)
STEP 2| R Log container page only (fi[f [ 284588 Hm)
STEP 3| #—F OK (FfEAE) A GEAF R A

STEP 4| Commit ($225) HEIss o,
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i
18 VY

HTTP 17 8 50 &k

38 AT AE (] B (2 BTEAE?

 Prisma Access (Managed by Strata Cloud O SERS URL i 7 0 (8 URL i 38 4%

Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) RN,

» NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14

URL i 38 w7 RZ bl S et i i o e i, A7 SR Web N ] FLEE, R8T LAk 7E URL
fifs 198 5 IE R AR GL R B AT Web SEsk by HTTP &g vk, P sk A Bk, HTTP LS &y
4 user agent. referer Hil x-forwarded-for BA0Z1F 2 @ YERACES, N0 S LOM A7 7% 21 59 FU AR
2o WUHGLER HTTP RGN, B KRS e © 21 EPEAE AL ¥ S0 86 7F URL A sl 8krh

faxsmaT DL HTTP g g e i 3 SaaS e i S 1 e, 1ok g URL g sse sz ER))
A TIEERCE, (o () URL s o b AR RO L 206

{1 5 AR AR X (ST AR URL RO FGRITE RS, B Internet Explorer,
BEFEARUEAE HTTP SR @R AG (RS

HTTP £ & 1 35 AR SN e B i, W B BR R Y
B Z A B 5L Bk fre K A7 e By 36 A7 e

Z Ak AT URL, R (s 6 ety 2 LA ) B 3 R £ P 5 el
LA (T AT) 2R AR R 2 A F AT

X-Forwarded-For (XFF) HTTP ZER A SAME A7 vh )28 58, HACER B HER M B 2 (0 H &

IP f7dlk, AR/ fa s B A Proxy falfllzes, XFF wf e fas ik )
PR Z & IP ArdE, A EH Proxy iR 28y 1P

{741k 5O B 4 R A U A 1P A7 3

il AIER g 7 it 4l AR SRR R RIS B SOA,
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HORAF T URL 2]

3B A AR R A 2 FEE

 Prisma Access (Managed by Strata Cloud O ERS URL (e 7 e (BgE il URL B s iz
Manager) HE)

« Prisma Access (Managed by Panorama) WEE

* NGFW (Managed by Strata Cloud © it URL g L, (00 A
Manager) IR,

* NGFW (Managed by PAN-OS or « Prisma Access jg p fy 47, Advanced URL
Panorama) Filtering 14

ISR R R AR R I 2 URL 70 BT 3, J8n] LAl K i 2 Test A Site (FAMy URL BU5I &R T
H) AR H SR, Bt nT L% Test A Site P38 A 0T 0 B 2Kk, 2 WAl &
SRS R EERAZN URL 324 — (8 K1),

fes et o st o URL g PP o g o st ot 73 0 AR KL P 5 g T T
fgiry URL,

LB gl b, ST DAPE URL Af53E H G506 H A EAN H SRl r sk 856 07 URL 251, £F Test A Site

b, 2R A S T AN vk F BE A G L PAN-DB 20K, SR A BRSO N = S R

Ji. IF#%, Strata Cloud Manager &5/ Test A Site & B S, JLrhfu &l URL 7T £ %

TR AT N Test A Site T H A A5 S, 45 EAF RO RS T E R AR, BT HEIE A Test A

Site, &AL, ML HUR A E 2R K FAY S,

— H A HE s ok 2%, HEER @2 007081 URL, — HLCE:FE A 272 58 1) 5 ) fet

%, Palo Alto Networks & F%E G5 1 2R 0 7 BRI A 8T8 1) 58T PAN-DB, 45 AffE22, Palo Alto

Networks B2 I8 FIEORNRFE B B3 V0 i € T B A A I g sk, A n] BE R 7 £ B IR A 6 )

[ e A gt g 28 ) Bl B A ) (O SR A A S ) e AN g R R i e e )

Pescid iR 2 1%, TS — B SRR BRSSO R 28 s R A S AR

F-

» PAN-OS 1 Panorama
« Test A Site

JHR A% B URL 2% (PAN-OS & Panorama)

STEP 1| ¢t URL ¥ Hat (Monitor (Bi#) > Hit > URL ffik) .
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i

STEP 2|

STEP 3|

STEP 4 |

PERGEAN H SEtmd, LU
AR A I H

1.

R

7l

E A,
BUR P R P2 2L

aefie H A9 St

8 ST URL 20 R URL fi %8 H
s (2 ), IR H SR

u/u ﬂ)K E

Detailed Log View

@8

DevicelD
Source Device
Catego

Source Device
Source Device
Source Device
Vendor

Source Device 05

amily

Source Device OS
Version

Source Device Host
Source Device MAC

Destination Device
Category

Destination Device
Profile

Destination Device

Destination Device
Vendor

Destination Device

Details

Severity informational
Repeat Count 1
URL

Request Catggorization
Change
HTTP Method

Inline ML Verdict unknown
Dynamic User
Group
Network Slice ID SD
Network Slice ID
SST

#h# Request Categorization Change

Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server
Server to Client
Tunnel Inspected

Credential Detected

(BORFUEE D)

Request Categorization Change

URL

Log Category
Suggested Category
Email

Confirm Email

Comments

~ | get descriptions

[] abortion
[[] abused-drugs

adult
ohol-and-tobacco
auctions

|:| business-and-economy

[] command-and-control

[] computer-and-internet-info
[] content-delivery-networks
|:| copyright-infringement

[[] eryptocurrency

[[] dating

[ dynamic-dns
Ll

Cancel

Jiok s T URL F 1) (Test A Site)

STEP 1|

s

HifE Test A Site,

== =~
nf Iéél]/u\,

O Login (i A) LIt or e CAPTCHA yj sl i st o ok 4 B0 i ALK 1
R AT A K BEAFIROK it T ok 2 1,

LAl

JERS URL fii 8 1

145

©2025 Palo Alto Networks, Inc.



https://urlfiltering.paloaltonetworks.com/

R e

STEP 2| SRECEIE BT AE SR A,

. Change Request for a Single URL (Fi— URL fry#f T 25k ) —iig A A& AL HHT 70 81119 URL,
NP SR Search (f=5) . 7 URL iyl K, E5% Request Change (ZExk#EHT) |

Test A Site

URL

Or if you want to request a eategory change for multiple web sites, you can submit a Bulk Change Request

Foralist of available categories, please click

/_\_/\/

Category: Home and Garden

Description: Information, products, and services regarding home repair and maintenance, architecture, design, construction, decor, and
gardening.

Example Sites: wvrw.bhg.com, www.homedepot.com

Category: Shopping

Description: Sites that facilitate the purchase of goods and services. Includes online merchants, websites for department stores, retail stores,
«catalogs, as well as sites that aggregate and monitor prices.

Example Sites: www.amazon.com, www.pricegrabber.com, www.lightningdrops.com

Category: Low Risk

Description: Sites that are not medium or high risk are considered low risk. This includes sites that were previously found to be malicious, but
have displayed benign activity for at least 90 days

Example Sites: wvw.g00zle.com, www.schwab.com, www.amazon.com

+ Bulk Change Request (Kim#fi4izk) —Log-in (¥ A) Test A Site, #A% HERE ({£
i) Ei% [submit a Bulk Change Request (#258 k ffafk T H5K) 1,

Test A Site

URL

Or if you want to request a category change for multiple web sites, you car submit a Bulk Change Request

For 3 list of available categories, please click

STEP 3| IHZSsfH TR,

. Change Request for a Single URL (%* URL 1798 515K ) — ek i 2 il URL 8l
Hh3% Select category (from a list) GEIUS] (FEIEHLD) ), RE GBI 0], 2%
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B PE

] LIFHEHE R Comment (R15) o BN, ST DUGRE & (1 B S it sl 15

Search

Sites that were previously confirmed to be malicious but have displayed
benign activity for at least 30 days. Bulletproof ISP-hosted sites and
sites with an IP address from an ASN that is known to allow malicious
content. Sites that are associated with confirmed malicious activity (for
example, they share the same domain). Unknown sites are considered
high risk until PAN-DB completes a site analysis and categorization of
the site.

Home and Garden
Information, products, and services regarding home repair and
maintenance, architecture, design, construction, decor, and gardening.

Hunting and Fishing
Hunting and fishing tips, instructions, sale of related equipment and
paraphernalia

8 Insufficient Content
Websites and services that present test pages, no content, provide AP|
access not intended for end-user display or require authentication

+ Bulk Change Request (J## T 8iok) —% 5% {1 File Format (Ff%4&) . WREm
A6 T SR A G A G SRR 1), S8 [Multiple Category (WA R) 1, #ian, dnis
BRI B g — 4R URL JE0T 20 KA A i SEBAR TS, 55— 2R 20 A A (8 ARl R 7% 4%

R#e, H— 1 Choose File CEFERGS) WM ) CSV K, BENUATIEG BT
Pk, KR - <URL>,<first suggested category>,<second suggested
category>,<(optional) comment>, #iZASgEEM 1000 i H 8N IMB, 204
T U S Sk B Comment (GFaf)

Change Multiple Sites

File format  ® Multiple Category © Single Category

Description  The multiple categories submission should be used if your change requests are for two or more categories. For example, if your request is
to have three sites changed to the "Games" category and two sites changes to the "Hacking” category, then you'll need to use this upload
method.

« The uploaded file must be in CSV format

« Itmust not exceed 1000 entries

- Itcannot be larger than 1MB insize

« It should have one change request per line. with format: <URL>, csuggested category>,<optional comment>
« Ifthere are commasinyour URL or optional comment . please quote them with double quotation marks.

CSV File Example:

i paloaltonetuorks .com, business-and-economy, "this is my comment"
bm.co.za,motor-vehicles, cars
“abcdef . com?name=a, b” , personal-sites-and-blogs

Here's a downloadable list of possible suggested categories.

URL List upload Choose File | No file chasen

Comment

Your Email alice@acme.com

@ Receive Email Notifications?

Cancel V=R

STEP 4| Submit (32%5) &M,
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4 paloalte’

TECHDOCS
Bx, 77
S e PR
SRR AT FFTAEE?
« NGFW (Managed by PAN-OS or O SERS URL A7 e (B8R URL fil 38 4%
Panorama) )

of ook URL gsep e sk, (002484
R HE,

AF 7y ] 2 Er A fE P Palo Alto Networks %ﬁiﬁﬁlﬁfkﬂi%ﬁ—?ﬁ URL {88, S5 )i
Tif% Palo Alto Networks 2 [FIBR 2 1i, am Jooc MM BV BE, MRG0 TS SR MIER, G P 1b
SEPLIE LA T RE HE PR AR T A IR T A AR

S A B 22 Web 5 s i S8 3031 nmiﬁﬁiﬁﬁﬁ*muHM&MQWML
R R A 5 S T 2 mm%omwx%mW%*%¢ﬁﬁm%%TﬁwTw

o EDMERS URL fi SE iy 28 A4 1 1

A PAN DB i\»uJJT'—;T/“/kH' ﬁtﬂ

o FARARMENTIY) URL

. i

Drt

Fa
5 S B i A s A 3 Fa)
A MEDEAE URL i s [o] JE T s )

L]
%E
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it it B i

FF

BSCED P URL i 2 I8 21 e A

io ) AEfn] R 2 FEEAEE?
« NGFW (Managed by PAN-OS or O SERS URL sz e (s #E R URL A 38 4%
Panorama) WE)
f oo URL g e ok, My 2ig A
W) P RE
i FH T 5 LAE TR S e P A e RL fifi 28 B ih e

STEP 1| {7H PAN-OS CLI,
STEP 2| 7T FoIdray, Baat s & CUCEDERS URL A2
show system setting url-database

R0l fE ¢ paloaltonetworks, Hi Palo Alto Networks URL fifi 33 &k # PAN-DB J&{F i
E@Fﬁﬁ?ﬁo

STEP 3| BaaeBh Ko i A 2 HERS URL G 3257 #E,
AT ER P MHEE R CLI fr 5,
& @i‘@ﬁ%?ﬁ%%ﬁ HFeature : Advanced URL FilteringZi‘RFz ek e, a0 05
KOEAERTRE, s 2B 0T URL G,

STEP 4| i #PAN-DB =i i ik,

HERS URL fifs 53¢ 7 B 150 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-basics/url-filtering-support
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-cli-quick-start/get-started-with-the-cli/access-the-cli.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/troubleshoot-url-filtering/pan-db-cloud-connectivity-issues.html

ot S

PAN-DB == i i fii] i

S5 T {0 3 2 P AL
« NGFW (Managed by PAN-OS or O SERS URL i 7 0 (8 URL i 38 4%
Panorama) WE)
if o gk URL s g O 1l 248 h
SR RE,
Zotiwye i PANDB sy, gt 0 ”D’J”‘”W\W'J, o FFH
Palo Alto i syt is, S S A BRI B i i 4y NOT - resolved, Jﬂ%ﬂ:o@

375568 FORHT 11 % ey 3 21 B
PR A K% B PAN-DB S22 [ A

show url-cloud status
IRy T A, QTR InfELD B s -

show url-cloud status PAN-DB URL Filtering License : valid Current
cloud server : serverlist.urlcloud.paloaltonetworks.com Cloud
connection : connected Cloud mode : public URL database version -
device :20200624.20296 URL database version - cloud :20200624.20296
( last update time 2020/06/24 12:39:19 ) URL database status : good
URL protocol version - device : pan/2.0.0 URL protocol version -
cloud : pan/2.0.0 Protocol compatibility status : compatible

IR E i AN A, QI FRIHR R R RS

show url-cloud status PAN-DB URL Filtering License : valid
Cloud connection : not connected URL database version -
device :0000.00.00.000 URL protocol version - device : pan/0.0.2

i FH T 51 R 275 B Ak NG A SRR R R
0O PAN-DB URL fifi 322 45 BHER (37 e 75 B SR 250 2 HUR 00 224545 2507 PAN-DB #Z #
O URL 3@ iR AE G ASKI 2 2 1 PAN-OS THNE ST hhiA,
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ot S

O &1 ] DAERS Kt () PAN-DB i frlfiie s 2 $r Molar 55 DGE Tk

ping source <ip-address> host
serverlist.urlcloud.paloaltonetworks.com <

B, WURERAE R i IP A28k 10.1.1.5, GEEIT Rl

ping source 10.1.1.5 host serverlist.urlcloud.paloaltonetworks.com
O Bhofs o Ae HA MR 2 Bt By JOiSy HA KRB S A& E B, Flh- 2, s \h- K2, 0

KB KNS Y FLARIRRE, IR R B 147 B PAN-DB 23, (ERCE rh g REE RS Ol EaT R ol
T, DIAAEIRE

show high-availability state

ARG JORS A1 PAN-DB S22 [H AR 09 B, QG 4 Palo Alto Networks 37 123511,
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e i DR

o R AT URL

3B ] AE ] B A 2 FFEAE?
« NGFW (Managed by PAN-OS or O ERY URL 347 1E (B8 URL fif 38 5%
Panorama) WE)
if o gk URL s g O 1l 248 h
S EE R BZRE

ANAE 0 55 KRS e i 21 PAN-DB URL i3 22 v R 15 4 b A T 5 B, 2 PAN-DB [9] /€ URL £y
(ORI, HI) URL & % /0 M A A W bT, T2tk AR URL 20 K8 A3 i A 3 JUIR ST S P2 RE i R
FEREMER %, AR URL 2 BCEFAIEME I, 55228 URL Al (e I,

(EH N AT R RE, i@k PAN-DB frafk il 2 i 70 s 280 URL 6 70 Ji 4y TR, Rl
STEP 1| %77 show url-cloud status CLI 75 4<H A PAN-DB i ifi
vl - BN COlA . WUREHE BN A o, UM (] £ 48 B A P P i A 1
URL 5 & 5 AR T, SR IIERTE, 5280 PAN-DB i i,
STEP 2| J o itk REREUIR CUdiRR, i b 2 B RS A (5 R 300
QSR KOS (SR 22 R n, - HIl URL R T 2 K98 CREGEA HTTH) |, W08 Bl 2 R

1,
B A RHEN, T show system resources CLI v, A% AT %CPU F1 %MEM
ﬁ‘lﬁ!]O

& T LIAE Web 7 ifii Dashboard (f57:#k) 1) System Resources (R &E ) Widget I
B A
STEP 3| % & n Category lookup timeout (sec) Cff %A Bia&ity (F) ) {A.
DR B INEAE P B2 s R AT URL IR, W BRI 1 S8 I B R AT URL 5,
1. ¢ Device (¥%i&) > Setup (%) > Content-ID, AT URL &% iE,
2. ¥~ FOK (ft7€) W Commit (52f}) A,
festh v LUf# ] set deviceconfig setting ctd url-wait-timeout CLI /iy 552
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2. W=z B Gh, AREEIURTNY A H
3. mdr TR R TEhEL M.
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* <netmask> Jt: - i B
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2. s U, SE(E show system info iy4i.
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admin@M-600> show system info hostname:M-600 ip-
address:1.2.3.4 public-ip-address: netmask:255.255.255.0
default-gateway:1.2.3.1 ipv6-address: unknown ipv6-
link-local-address: fe80:00/64 ipv6-default-gateway:
mac-address:00:56:90:e7:f6:8e time:Mon Apr 27 13:43:59
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serial:0073010000xxx sw-version:7.0.0 app-version:492-2638
app-release-date:2015/03/19 20:05:33 av-version:0 av-release-
date: unknown wf-private-version:0 wf-private-release-date:
unknown wildfire-version:0 wildfire-release-date: logdb-
version:7.0.9 platform-family: m pan-url-db:20150417-220
system-mode:Pan-URL-DB operational-mode: normal licensed-
device-capacity:0 device-certificate-status:None

3. HEfmA i FIRun BRI MO, G show pan-url-cloud-status i<,

S g Ry pan-url-db ey e A
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STEP 5| 2B K EOR I HT

A i PR GE AT PN H BT TRRCAS DA B — (B EE oA

AR N YIME— R BE Tk
« 2R PAN-DB fil iz s #E A7 1ECH2 (1 M IR e B A HORE, G H) R A1 am s

o LA EGEMHCN - request pan-url-db upgrade check

FFH A H AL s AR RS ERRA - request pan-url-db upgrade info,
o B NI HTHOAR - request pan-url-db upgrade download latest.

AR RHOK © request pan-url-db upgrade install <version
latest | file>,

o EELPE N E B A 9 - set deviceconfig system update-schedule
pan-url-db recurring weekly action download-and-install day-of-
week <day of week> at <hr:min>,

« 4 PAN-DB fAiR 2§ 8RR, % 71X Palo Alto Networks % 7 7 2 A 14l DU NZHHT F

O AT ISR R SCP filfllegs, AREE, W LUGE R F1) a5 WE A G 22 2% BT

« scp import pan-url-db remote-port <port-number> from
username@host:path

+ request pan-url-db upgrade install file <filename>
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STEP 6| %7 PAN-DB FA A E v 1948 B AT HURE,

W AT P BOMIN W15, S ST (ol 0 (0T 24 T LIRS T 45
AT EAFHOHE) 00T LBl W G HCHER) AR A P 5

PAN-DB 1 )\ i 7452 RADIUS VSA yy iy, i £ o it s Panorama . fgs
i VSA F s gt s PAN-DB Jr Sz feii, s R ek,
o JSPEAT PAN-DB fallli58 2 AT E T o, S F Al
1. configure

2. set mgt-config users <username> permissions role-based
<superreader | superuser> yes

set mgt-config users <username> password

figg A5 xxxxx

Confirm password:XXxXxx

7'

o FUHI RADIUS as s e g B %, ae i) Folan T

Z7 27 RADIUS iR 8% i - set shared server-profile radius

<server_profile_name> server <server_name> ip-address
<ip_address> port <port_no> secret <shared password>,

A e

=

N

1 HEENT B ik e - set shared authentication-profile
<auth_profile_name> user-domain <domain_name_for_authentication>
allow-list <all> method radius server-profile
<server_profile_name>,

3. HUEEEE R ERI =% - set mgt-config users <username>
authentication-profile <auth_profile name>,

4. PR  commit,
o EFWLATH ARG, GEIH show mgt-config users @,

STEP 7| 3/l ki LAArHL PAN-DB A A 2,

o e B KlG LAY PAN-DB FA A 2235
ig ] AE] A 2
+ NGFW (Managed by PAN-OS or O SIERY URL A F7 e (B URL G
Panorama) FE)
it o gk URL e ik, (00048
S A E

{1 PAN-DB 22 JL SRRy, AE( 5 S AR nf DA HC AWS i) PAN-DB filflzgs, 2K P LT
AR LGIETT URL B 2 SR (il g ig B, (E0E T PAN-DB FA A SR i &8 &, Sz (8 HI i A
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A URL & B2 PAN-DB AN iz (E8) i HAGRC RS Kifis, 4R ke % nf & 20 {1
HH 3 2 IPva ik, IPv6 fzikEL FQDN, & B b (i aE H—IP (2 1k 2 FQDN—Q 53 E 4G
PAN-DB fil il i 9 B 42 1 5 ethd,

STEP 1| 7 PAN-OS CLI, i~ URL B A& PAN-DB A A 23 fri) il a5 .
o (LM R CLI iy 588 AL A PAN-DB fillle 251 1P Az ik

> configure

# set deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

o, ERHERG KM Web /il b, 3EHL Device (%£i%) > Setup (i%7¢) > Content-
ID (N ID) , #WiE [URL Filtering (URL fi7338) ] W, R#Liic A PAN-DB fiflz 2511 1P fi7.
h-5 FQDN, & B A1 L 9% 70 b

o AT EMBRAA A PAN-DB falfiiRgs ity 1, GEfEH F81 CLI fiy 4y

# delete deviceconfig setting pan-url-db cloud-static-list <IP
addresses>

it 5 FL A PAN-DB i) i 2875 B & 45 7 Jos 1 il s B R e, B K ks & ok 2 PAN-DB
BN Eua R ESTE B, e B, B kS @& (71t AWS S2iq ) PAN-DB 28, 2K
Rl TR 2 A RS IR 2RI B,

STEP 2| Wiz A # commit LLf#frset i,

STEP 3 | J B ssf WO M AR, aw e K LEEH 41 CLI fig 45

> show url-cloud status Cloud status:Up URL database
version:20150417-220

1. PAN-DB #4 A B b a2 e 2k B 5T iR as o 78

35 AT AE ] B A 2 FEEE?
« NGFW (Managed by PAN-OS or O SERS URL ARz e (8RR URL &2 #7
Panorama) WE)

it oo URL e o, %184
SR HE,

RIE T, PAN-DB falfiik s & (4 H 70 0C 3R et 708,  DAHENT SSL i A HI A BEA 7 iU
B AR, AN, T ARG SO A ST IREE TR, AT IS0 T AR AT ME AU S (R BE, DA
& PAN-DB frjfllz i BBy K sz IR A AL B, 8 PAN-DB FA NS ifii o5, Bh s e H )= v,
11 PAN-DB fri il g Il 5 il flz s
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STEP 1| 7% PAN-DB fa]fll & Bl s s I i<t S i 36k DA K R 76 2 E B (CA) 1R,
STEP 2| WMEA CA IEFELAER; Kl EERadISae,
1. & A PAN-DB fijflzes iy CLI Wb A RERE
admin@M-600> configure
2. {4 TFTP 5 SCP [ A CA #%:5,
admin@M-600# {tftp | scp} import certificate from <value>
file <value> remote-port <1-65535> source-ip <ip/netmask>

certificate-name <value> passphrase <value> format {pkcsl2 |
pem}

STEP 3| (1] TFTP £l SCP M AL % A4 22 % fif ) ] IR 25 #5765 BELRA T <8 B 1) B S AL )

admin@M-600# {tftp | scp} import keypair from <value> file <value>
remote-port <1-65535> source-ip <ip/netmask> certificate-
name <value> passphrase <value> format {pkcsl2 | pem}

H

STEP 4| 7% root CA HIrhif CA HYMSRE BT, ISR 2T 58 PAN-DB frlli &5 B Jfis 2
[T A 42 1B

1. 1t PAN-DB frijflzgsi?) CLI r, SEAGHRER,

admin@M-600> configure
2. BB RIER WA,
admin@M-600# set shared certificate-profile <name>

3. (RN Rl 35 Ak,

admin@M-600# set shared certificate-profile <name>
domain <value>

4. Z7E CA,
@ Default-ocsp-url g ocsp-verify-cert z sy,
admin@M-600# set shared certificate-profile <name> CA <name>

admin@M-600# set shared certificate-profile <name> CA <name>
[default-ocsp-url <value>]

admin@M-600# set shared certificate-profile <name> CA <name>
[ocsp-verify-cert <value>]
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STEP 5| &I a%fiif) SSL/TLS Misa% g, Mk i ii3% PAN-DB LT P& & SSL/TLS R 4% i
FH ) 85 R B Al 1 e

1. Gkl SSL/TLS ks e A

admin@M-600# set shared ssl-tls-service-profile <name>

2. GEIUSE,

admin@M-600# set shared ssl-tls-service-profile <name>
certificate <value>

3. 7EF% SSL/TLS i,

PAN-0S 8.0 Fn gz A it 24 TLSVL-2 R TLS ok, b AU i oA 3%
sz TLS 1.2 oy max (f5) |

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings min-version {tls1-0 | tlsl-1 | tlsl-2

admin@M-600# set shared ssl-tls-service-profile <name>
protocol-settings max-version {tls1-0 | tlsl-1 | tlsl-2 | max

STEP 6| {1 PAN-DB [/ 4 il s il
1. GR5E SSL/TLS Mis ik fid, ILa Ed £ 14 PAN-DB BB SOl 2 IR 47 SSL i,

admin@M-600# set deviceconfig setting management secure-conn-
server ssl-tls-service-profile <ssltls-profile>

2. RIEIRERIER,

admin@M-600# set deviceconfig setting management secure-conn-
server certificate-profile <certificate-profile>

3. :%Wﬁ‘%%&ﬁﬁ 15 & PAN-DB At [ i W07 B 57 < s o i N7 it o2 i S ey
il (HilFE 2y 0 4 44,640) .

admin@M-600# set deviceconfig setting management secure-conn-
server disconnect-wait-time <0-44640

STEP 7| HEA CA iS58 LIBS 8 3% i 153
1. G ABL KifS Web /i,
2. MI A CA (‘! ny<

STEP 8| ZBl Kl i% e AR 1S 75 i SCEP #5:%,
1. 3’34’&"7% K AR IS 38 i, o ME AL KOG < SRl ¥
2. A 2 SCEP UG, % SCEP i,
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STEP 9| ZBh K& % C IR s T i, 18 n] AAERHE S IS B9 aecis —H, Mn] DUE A A —F
AL REAE Panorama #EE T B K S

1. HABG k%, GHHEH Device (45i%) > Certificate Management (IS4 H])
> Certificate Profile (JRi0a2/EHE) |, S5 ¥~ Panorama, HI:#M{ Panorama >
Certificate Management (/53575 ) > Certificate Profile (R0 EHE)

2 JLAH_’(H ¥4

A JeR Ilgu)é/t’{lllo

STEP 10 | AR R B Jcii L B ATIRGE, 1% Panorama #rbil & I8, B8 (£ R B5 SO LT 1)
A TE IR

1. & AR Kiis Web Jrifi

2. PP Ok Device (A51%) > Setup (7E) > Management (5H!) | sigt¥
Panorama 52 [t Panorama > Setup (%) > Management (F52) , I Edit (ff
$H:) ﬁ%l_nﬂ DXEO

3. ME AW IR AJE L duEIL Certificate Type (U5:5K17%Y) | Certificate (15:5%) LK
Certificate Profile ({5 :%7ER) .

4. 4t Customize Communication (H:[3aR) &icr, 4 PAN-DB
Communication (PAN-DBifiifl) .

5. #—FOK (#7E)
6. Commit ($222) fRysE™,

PEAsA s Bh kAN E R L H Bl PAN-DB falfiR 28 2 ST/ TIERS B, a5
Disconnect Wait Time (PR s E]) g, FF— JLP%HTEJ@%EY?{KEFH{&‘:
e T S A A IR D 6 DR A (B

STEP 11 | 58iFIATT B AT ISR,
1. & A PAN-DB filllkés Lf9 CLI M E A RERIA,

admin@M-600> configure

2. BT HATERENI I,

admin@M-600# set deviceconfig setting management secure-conn-
server disable-pre-defined-cert yes

PesC At s, A E AR SR ] P A IR GRS CAF PAN-DB Rt ) o SFEIRE
Rl e, PAN-DB MILES KRS (s H 55 e 1 R e HE 1 7 it
STEP 12 | #8785 K i 2 Panorama #1 #&1) PAN-DB FA A 23530 & 5F, A7 (58 5 m]
o WRIE A BUH Custom Certificates Only (f£FE F5T#83) |, W wBEHTBS SO 84 % PAN-
DB A A=, ARETE H T IRE,

o R4 PAN-DB FA A Eu RUT Custom Certificates Only  (f[L [ 5T45:5) |, HI&EN
ZATCAERS KOs BB A R T I, P aEB Hod iR = PAN-DB A A 23,
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