BPA A

10.0 (Eol)

docs.paloaltonetworks.com te C h DOCS m‘)a\oi\w‘ogv



Contact Information

Corporate Headquarters:

Palo Alto Networks

3000 Tannery Way

Santa Clara, CA 95054
www.paloaltonetworks.com/company/contact-support

About the Documentation

* To ensure you are viewing the most current version of this document, or to access related
documentation, visit the Technical Documentation portal: docs.paloaltonetworks.com.

» To search for a specific topic, go to our search page: docs.paloaltonetworks.com/search.html.

» Have feedback or questions for us? Leave a comment on any page in the portal, or write to us at
documentation@paloaltonetworks.com.

Copyright

Palo Alto Networks, Inc.
www.paloaltonetworks.com

© 2020-2020 Palo Alto Networks, Inc. Palo Alto Networks is a registered trademark of Palo
Alto Networks. A list of our trademarks can be found at www.paloaltonetworks.com/company/
trademarks.html. All other marks mentioned herein may be trademarks of their respective companies.

Last Revised
July 15, 2020

2 BPA AF9 |


http://www.paloaltonetworks.com/company/contact-support
https://docs.paloaltonetworks.com
https://docs.paloaltonetworks.com/search.html
mailto:documentation@paloaltonetworks.com
https://www.paloaltonetworks.com
https://www.paloaltonetworks.com/company/trademarks.html
https://www.paloaltonetworks.com/company/trademarks.html

Table of Contents

S R D M B IR I B R oot ee e e ee e s s s ee s e e s s aeens 5
B B R T ettt ettt sttt ee et es e s et seseeeennens 6
B BIER B TR oo e eese e seese et e e s s e s s et sese e s se et essese et ssesasesaessesesasesnsens 8
FRBIEETEEHIER Bt ee s e e seaseassse et st s e s senseassas st astassas et senseasesassaseasens 16
T R B T T oo e e e s e e re s s s s e e e s s s s sese s s s s e 19
B B R R T ettt e ettt et e st e e s eene e 20
B R R B B R R T oot ee s ees e e ees st se s s ees st e s s e aseaseas s eessemseaeeeasemseasesassasensensnes 22
B B R B T et e e e st easesss s e eas s e s e s s s easeasesseseaseseaseaseses s esemsenn 24
B B BRI B A R T et e e e ee st eee st se s s ees st es e e e sesseas s eeeaseasesaeasemsesessensaseasesaes 26
T R E T B ] Panorama B R T e eeeeeeeeeeeeeeeeeseeseessessssssesssseseasesssesssasessssseasesaes 27

R EME B E R BN F oot 29

DIBEFE BB TEHREE.......oeoeeeeeeeeeeeeeee et eees et e e e s e e eaee e se s e s sase s e eeanesaseseeasesasessssassasesanensenne 30
B TR B I TT B R oo et sssese s st sase s ssssesaeesssesasesrsesasesaees 31
B R BB R E BRI oottt sttt sttt 32
B T A B D R AT BB R TE A ettt e e e ee e nee e nanenn 33

TABLE OF CONTENTS ii



iv. TABLE OF CONTENTS



AL ZE BRI BERR

BEMUETE (BPA) TEWHEIATHRENNRZEMBERERABR , Y iHBET TS
MENRBEME RN, A WildFire, 552RE. SSL MBREEHINEE , TS RIFNPAH LK
g BARTHRETEREFFEASEDENAIANVE YA THRINRERZARNEEE
EE+HEE,

BEMEAPISERNMAEZEMNEAIT BPA, BPA 5 # Capability Adoption Heatmaps ( Zh#g
KRR ) ERTEEARBELIIEELZSMBERAUENER. BERABEENRART HR
, S BPA $RAAERRA T B IE,

BWEIY 247 Heatmap ( 2B ) EBELMNEA , LB T2 HIERARE , LY BB EkE
HIER :

> BREARARKE
> BRI
> MBIERFRA



https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://www.youtube.com/watch?v=2mrUcLkuidQ&list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh&index=2&t=0s
https://www.youtube.com/playlist?list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh

MEKARE

1185, Palo Alto Networks 28K #1T BPA 2% , 87F [Adoption Heatmap ( ZRFAE(E ) | EEM
[Adoption Summary ( FRAEE )] LBARELN HTML &, RARERAEHREENRE LS4 IAE
KA, tRESERSEEENEIRAE I ([Industry Average ( ¥ F151E ) | BN, HIREEL ¥
FREAFEE)  UREBERE - XHELBERERRHITBPAZRNEAEILEE ( UEREE) (=
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Area of Architecture®

Total
DestArea | Sourcerea | 1o
of Rule
Architectu.. | Architecture |t
omz Internet 3
Internet omz 2
Datacenter omz 2
pct Remote 1
Office/MPLS
any any 9
Datacenter | Datacenter 2
Intermet | Remote 8
Users/VPN,
Intermal Core
omz Remote 1
Users/VPN,
Intemal Core
Internet Interal Core 1
App-tier Web-tier 1
GrandTotal 350

‘

+

Allow
Rule
Count

£}

Deny
Rule
Count

+

WildFire
Adoption &
%

¥ Local Filters @ Learn More  Search 15 records.
Threat Prevention (IPS) URL-Filtering
Anti- DNS URL- Credential File- Data- Service / Los s
o note | Antivins | vnessbiy | gl | oy o || G o R || 2R [ tomsing | o aing, | P
Adoption Adoption * | pdoPtion & | mretection ¢ pgoption Adoption Adoption © | Adoption poption ¢ | Adoption ¢ | agoption soPton ¢ | adoption ©
% % option % % % % % %

Showing 1- 10 of 15 entries
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LOGGING ADOPTION LOG FORWARDING ADOPTION ZONE PROTECTION ADOPTION

100% o change 6.6% (o change) 94.9% (o changel

w_ - [ & w_—

0 BERFRIPBILLEN B FEIEN 100% KA,
O REMEEELHEFRERER,

e
Thie KAEZ
WildFire RARENE 100% MR £ M BUERSR A
DiEE N |ATREERIR 100% K T2 M BUR A
FAEL B|AHEREIN 100% MRS MBUEER A
PR FAREEIA 100% W R MBERA A
ERHH |ATREERIR 100% B T2 BRI
URL EFZANFE R HBE FrE@ LB T
App-ID RAREENE 100% MR £ M BUERSR A
E£/A%E-ID RREFHF U EERNFEERENFTERY
FR i/ iR B|AHEREIN 100% MRS MBUER A
ERE - SRR 100% MR £ MBERR A
HEEIX |ATREERIR 100% B T2 BRI
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. RIBREERNZRETHE  UARBEREIFNRBDENENRE—SRAE, HlM, BUGERUET
ARG R EREEEE 2 RENRARA
STEP 1| 1#HY Adoption Heatmap ( £t £[E ) > Areas of Architecture ( £ [E1F ) .
STEP 2 | #2—"F Local Filters ( 2 EFE ) AR EFRIRIE,
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BPA SR ERR
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Enable Best Practice Mode.

== -

Nothing selected

Area of Architecture®

Bxact M;

Device Group

Threat Prevention (IPS)

Destares | Source Area | 1o Alow | Deny | wiigkie | AT o Anti-Virus | Vulnerab o e | e o User 1D
Enabled Spyware sinkhole Filtering Theft Blocking Filtering ° Source Area of Architecture
of 4| of + s | Rue | Rue & | Adoption ¢ + "' 4| Adoption & | Protection s s s ¢ | Adoption ¢
Architectu... | Architecture | o Count | Count | % " Adostion | « Adoption % | AdoPtion | Adoption | Adoption | Adoption %
- " Count v % o % % % Nothing selected
Internet oMz

Intemet | Remote B 6 2 1000 1000 1000 1000 1000
Users/VN,
Internal Core

e 77 77 77 77 sas sas sas - sas

Internet

Target

Nothing selected

Grand Total 20 1 9 Source Zone
‘ Nothing selected

Showing 1- 4 of 4 entries
Destination Zone

Nothing selected

Tags

Nothing selected
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RIFELZ M B EMENREZFER, SO, WRBFERAE WildFire ERE 100% B AFFRR , AISEE
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STEPS| T 2K : BB EREMNRA,

BPA AP | Mam&MBEDAERA 15

© 2019 Palo Alto Networks, Inc.



o ol o E B AR Al

EEBAIZEMBOREERARB 2% , 5B# A Adoption Heatmap ( #*f#[E ) > Rule Detail ( #7 BIF£4H
R ) RRLIHEEE - S HAERIEENRR, 2E Local Filters ( AMEFR ) |, UFABEZFHAR
R R BRI BIZERl, EEELLATUELNRAEE , YHERGRREEBRREEH ARBRTEM
BR,

flgn , @R BIFAERER , REBBAFTEREERBREDHREZEENHRE

STEP 1| #& [Adoption Heatmap ( #RFA&E ) ] Thaek+ , i#EX Rule Detail ( 3R RIFFME R ) #17 [Rule
Details ( REIGFHEER )] EH.

paloalto O STRATA ADOPTION HEATMAP BEST PRACTICE ASSESSMENT v (82 DEVICE INFO LEARN MORE

Rule Details®

Y Local Filters (@ LearnMore  Search 24 record
Source Area Of, | Dest Area Of Rule Hit url s
Target 4 | DourceArea B, estArea Oy | Rulename & | oM + | RulelastHit4 | Tags 4 | Service 'Y e ‘ % | Source Zone 4 | SourceUser % | DestZone & | ¢
Architecture Architecture Count Categories Addresses
012801064407...  Users Lab/Test. DMZ  email-applications | 236901 Oct 23,2020 NO_TAG application- any 13-vlan-trust any 3-untrust
default Sinknol
012801064407:..  Users Lab/Test DMZ  allow-apps 183938 Oct 23,2020 NO_TAG any any 13-vlan-trust any 13-untrust
Sinkhol
012801064407:..  Users Lab/Test DMZ | Social Networking | 101659 Oct 23, 2020 NO_TAG application- any 13-vlan-trust any 13-untrust
App default Sinkhol
012801064407:..  Users Lab/Test DMZ  Traffic tointemet 30465 Oct 23,2020 NO_TAG service-http any 13-vlan-trust any 13-untrust
service-hitps Sinkhole
012801064407:..  Users Lab/Test DMZ  smb 6322 0Oct 23,2020 NO_TAG smb-1 any 13-vlan-trust any 13-untrust
Sinkhol

STEP 2| ##—TF Local Filters ( A #E5i%# ) RigREHERIT , ARBI T IIEHE !

o FREF = any ( F1T)

- BHMESE = any ( F1)

. BERERFMU =No (&)
- BEREBMMAHU=No (&)
« Btk = allow ( £5F)

- BEARAI =Yes(2)

- BARERE=No (&)

16 BPA AR | FHMEZEMBENEERA

© 2019 Palo Alto Networks, Inc.



paloalto

BEST PRACTICE ASSESSMENT v

151

Rule Details Filters®

Rule Attribute Filters

Target
Nathin v
Action
allow v
Log Session End
v
Capability Adoption Filters
Wildfire On
Nathin v
Data Filtering On
~
v
)

Traffic Hit Rule

Service Port Configured

4

File Blocking On

URL Filtering On

Profile Group

BPA &5 th EREREAERFAIR A -

paloalto

O sTRATA

Rule Details®

Source Area Of _

Target -

& Architecture
007251000037... | any
007251000087... | any

Showing 1 - 2 of 2 policies

ADOPTION HEATMAP ~

Dest Area Of
Architecture ~

ting 1 firewall

STEP4 | ZEEMEERNRAEE
STEP 5| TR : FHMb&E

HOES

Rulename 5

Test-1-push

rule-for-pet-test

FEHZE

=
2 JE o

BEST PRACTICE ASSESSMENT

Rule Enabled

Yes

Destination Area of Architecture

Nothin;

Tags

Nothin;

Anti-Virus On

Nothin;

Credential Theft On

Wildfire

Nothin;

Vulnerability

STEP 3| #2—"F Apply Filters ( EREHE )

151

Rule Hit
% | RulelastHit %
Count
0 never
] never

==
AR

Source Addresses Configured

N | Ne

Source Zone

Vv any

Anti-Spyware On

File Blocking

DEVICE INFO

Tags + | service
application-
NO_TAG Pe
default
application-
NO_TAC PP
default

LEARN MORE

Destination Addresses Configured

V' No

Destination Zone

v any
URL Categ
| Nothing
DNS Sinkh
/| Nothing
UserlD On
V| Noth
Anti-Virus

|| Nothing s

N

url
s+ 4 | Source Zone %
Categories
any any
any any

Learn More

N A
v N
A 4
Vulnerability On
N | Ne Fay
Typeto filter
e Select All Deselect All
Yes
No v
v N

Source
Source User % | DestZone &

Addresses
any any no
any any no

Page 1of 1

#— T Export Data ( EHE ¥ ) .

BPA AP |

R MBRpERA 17
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BREMCEFTE (BPA) TEWHER THREZSMBERPM B I REMCERERR , AR EMH
REEM R AE, BE BPAMEFAR T #2 BPA , AR BPA BAEERATHEZITE,

& 5% 7E [Adoption Heatmap ( SR E(E ) | EE LBk BPA #i&, % — T Best Practice
Assessment ( SR{EMCETE(L ) RBFIREH BPA BEY , HERERHHHKBH A &R Panorama By
BRERIEMUERA

2
pa|oalt0 Q' STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (98)  DEVICEINFO  LEARN MORE ‘

BRT A2, BB AR BPA RE LR BRI M 1T BPA HNREIERARIRA T #E a1
£/ BPA,

BPA SR 5 2RIFHEIB 200 R REMCERE RFIEF AP A FEH Panorama R EER, BPA S
RBR, Y, WEAEE/Panorama EFAR DML FER , HE PAN-OS FEAENEELL
BEAMIWER , URIRENET |, WkE

RERERERE

BB RIEBCEBERRE

BB REBENHRE

BB R MU E

> WEREMCEEERN Panorama BEEX

V V V V

paloalto’ OsTraTa  apoprion HEATMAP - BEST PRACTICE ASSESSMENT v @B)  DEVICEINFO  LEARN MORE ‘2

SUMMARY

19
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BREREMEIHE
& Best Practice Assessment ( RIEMUEFTEAY ) ThaekS , BE Summary ( HE ) URBEREMERE,

{)STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (87 DEVICE INFO LEARN MORE

SUMMARY
Best Practice Assessment Summary

@®
Best Practice Summary
Trending Capability Summary @ NIST Security Controls @
controls for organizations and
tion ts ar
t

Mapping Definitions
These CISSP security controls are put in place to reduce the overall risk. These controf NIs

Class Summary @

TECHNICAL OPERATIONAL MANAGEMENT

56% (o change) 58% w1p4 60% o change)

& & &

RESERHEELEZERFBERNREMERERERLR |, H20 Center for Internet Security (CIS) W E
KELeM#E4 | LUK Security Controls and Assessment Procedures B National Institute of Standards and
Technology (NIST) HiiR#¥. LWERMAERBETENSRNRT ## BPA RENMBEHEISEERE  mIEE
A%,

HRAREZEMN , RERCEHEFRAENEER RERARURBERE R EBEREESE BPA &1
RAEE ( ABREE) .

#— T Mapping Definitions ( BHEER ) ( ZRIAIEM ) , UEEFMECHERENHBRFT N TS
E8, Show Filters ( BRERE ) LAFREEFE, Apply Filters ( EREE ) Z&H , LUK Export Mappings ( E
¥R ) IS HEELE csv B,

20 BPA AFY | FHEREMIERE
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paloalto’ (@ sTrRATA  apopTioN HEATMAP v DEVICE INFO LEARN MORE

Mapping Definition

SUMMARY

Y Local Filters  Search 245 records.
Best Practice Summary

Trending ip s | BestPracticeCheck | TR o | onay o | capabitity ¢ | SECUMY o | Capability o Class ¢ | NIST Security Controts ¢ | €5 o | Passine @ ¢ | PreviousPasing g o Passing % (
Name Nav Outcome Summary Controls Occurrence %
Mapping Definitions
3 Z Ppolicies Security Auditing Operational Corrective Operational | Configuration Management 4outof24 166 166
Fundamentals
4 2 Ppolicies Security | Complance Operational | Preventative, Technical  Access Control 111,123 2 out of 24 1000 1000
Fundamentals | Corrective
Service I~ any 2 Ppolicies Security Comliance Operational Preventative, Technical Access Control 95,133 20 out of 24 833 833
Fundamentals | Corrective
6 Log at Start 2 Ppolicies Security System Operational Performance Technical Audit and Accountability N/A 23 out of 24 958 958
Hardening Fundamentals
7 Log Forwarding @ Ppolicies Security | Log Improve Recovery, Operational.  Contingeney Planning Audit | 6.3,66,10.1 16 outof 24 66 66
Management  Visibility Detective Technical and Accountability
8 Z policies Security Auditing Operational Preventative Operational  Configuration Management 24 outof 24 1000 1000
Fundamentals
9 2 Ppolicies Security. System Operational Preventative. Operational  System and Information 81,111 24 outof 24 1000 1000
Hardening Fundamentals Integity
1 2 Ppolicies Security Policy Operational Preventative Operational | Configuration Management 0 out of 1
Maintenance | Fundamentals
12 one Deny Rul 2 Ppolicies Security Log Improve Preventative, Technical Audit and Accountability, 62,67.68 Oautof1
Logeing Management  Visiility Detective System and Information
Integrity
13 azone Allow Rules vith & Policies Secuity | Log Improve Preventative Technical  Audit and Accountabiley, 62,67.68 Oautof1
Logging Management  Visibility Detective System and Information
Integity
593 593
“ »
Showing 1 - 10 of 245 entries Page | 1 | of25 >

BETR : RAKREBEBRRE.
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BB R EMUEBERERE

Best Practice Assessment ( S{EMEFFL ) > Policies ( B3R ) @B RATE R EER ML X B BE B
BZE , WFE Security Rulebase checks ( BN EFE ) EE LM, Security Rulebase checks ( &R
Bl ) BEEEHEREESEMEIRERR  HPEFBEB/ RBEBREURAMBENREER,

B—TRE () URR SR RN RN FRUR BN I ERETEE,

{STRATA  ADOPTION HEATMAP BEST PRACTICE ASSESSM

DEVICE INFO LEARN MORE

POLICIES 'V Local Filters ~ ( Learn v

Security Security Rulebase Location: vsys1
Security Rule Checks
Security Rulebase Checks @) BEST PRACTICECHECK @ N

Policy Based Forwarding

X Disabled Rules (Fail)

+ Intrazone Allow Rules with Logging (Pass)
Tunnel Insg
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https://docs.paloaltonetworks.com/best-practices/10-0/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/zone-protection-and-dos-protection/zone-defense/take-baseline-cps-measurements-for-setting-flood-thresholds
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy.html
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https://docs.paloaltonetworks.com/best-practices/10-0/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/deploy-dos-and-zone-protection-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/decryption-best-practices/decryption-best-practices/deploy-ssl-decryption-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/best-practices/10-0/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy/step-1-create-rules-based-on-trusted-threat-intelligence-sources.html
https://docs.paloaltonetworks.com/globalprotect/10-0/globalprotect-admin.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/threat-prevention/prevent-credential-phishing.html
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/authentication/authentication-types/multi-factor-authentication.html
https://docs.paloaltonetworks.com/best-practices/10-0/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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