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Enable Best Practice Mode

Area of Architecture®

Device Group

pestares | Sowrceves | il | Mlow | oeny | wigrre | S| Gl | et vy |l | B i | riveing [ 2 | e st et
architectu. | architectare | R | oo S| Gt | e T | Adoption © | Adoption | 4PN T | FHSCOn | Adoption © | Adoption © | Adoption | Adoption © | JOPHN ¥
Internet Remote 8 6 2 1000 1000 1000 1000 1000

Grand Total 2 1 9 Source Zone
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Rule Details®

. | Source Area Of | | DestArea Of _ . | Rule Hit
ulena +
Architecture Count

< | RuleLastHit ¢

012801064407-..  Users Lab/Test, DMZ. email-applications | 236901 Oct 23, 2020

012801064407-..  Users Lab/Test, DMZ allow-apps 183938 Oct 23, 2020

012801064407:..  Users Lab/Test. DMZ Social Networking | 101659 Oct 23, 2020
Apps

012801064407-..  Users Lab/Test, DMZ Traffic to internet | 30465 Oct 23, 2020

012801064407:..  Users Lab/Test. DMZ smb 6322 Oct 23, 2020

Tags

NO_TAG

NO_TAG

NO_TAG

NO_TAG

NO_TAG

V Local Filters @ LearnMore  Search 24 record
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- IR = any (fTA)
- HAYHIERI = any (fEAT)
- BREATRAE = No (15)
- ORCE HBHIALEE = No (75)
- HIfE - allow (A7)
- CHUTELAL = Yes (42)
- BHHISEL = No (%)
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U H1 i -

R

Rule Details Filters®

Rule Attribute Filters -

Target Traffic Hit Rule Rule Enabled Source Addresses Configured Destination Addresses Configured Application
Nathin v N Yes W No | No || Nothing v
Action Source Area of Architecture Destination Area of Architecture Source Zone Destination Zone
allow | Nothing selected | Nothing N any N any ~ v
Log Session End Service Port Configured Tags Service URL Categories Source Zone Using ZPP
Nothing V| Nothing selected | Nothing ' Nothing selected || Nothing s N | Nothing selected v
Capability Adoption Filters —
Wildfire On File Blocking On Anti-Virus On Anti-Spyware On DN Sinkhole On Vulnerability On
Nathing s W | Nething selected /| Nothings ~ g selected || Nathings | No ~
Data Filtering On URL Filtering On Credential Theft On ApplD On UserlD On Type tofilter
Nothin V| Nothing selected || Nothings /| Nothing selected || Nothing s v Select Al Deselect All
Yes
No &3
Profile Filters —
Log Forwarding Profile Group Wildfire File Blocking Anti-Virus Anti-Spyware
Nothing s || Nothing selected || Nothing s ~ g selected || Nothing s ~ hin v
Data Filtering URL Filtering Vulnerability Security Profile Verdict
Meshine ol [PROR— it N Mieshine oo [P - ()

STEP 3| $%—F Apply Filters (Effiii®) .
BPA & 41 H BLEH S AH R IR I
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Rule Details®

earn More  Se;

Source Area Of | | Dest Area Of Rule Hit url Source
Target - ¢ 0 : + | Rulename ¢ + | RulelastHits | Tags ¢ | service B + | SourceZone % | SourceUser & | DestZone ¢
Architecture Architecture Count Categories Addresses
applcation
007251000037 any any 0 — NO_TAG Pe any any any any e
default
P . 5 . application
007251000037. any any rule-for-pct-test o never NO_TAG default any any any any no
ctaud
,
Showing 1 - 2 of 2 palicies targeting 1 firewall Page 1of1
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SUMMARY

Best Practice Assessment Summary ® Learn More

Capability Summary @ NIST Security Controls @
5 put in place to ontrols for organizations and
tion operations, assets an

to reduce the overall risk. These controls NIS

Class Summary @

TECHNICAL OPERATIONAL MANAGEMENT

56% o change) 58% wism 60% o change)

&la W&o &

prote

T B S B I 2 A SRR B ) B UL BUE B 45 R, 0 Center for Internet Security
(CIS) B KLt 4], LA Security Controls and Assessment Procedures F¥ National Institute
of Standards and Technology (NIST) . BRI &R FRAEAEE 19 77 202 T if BPA furds ann]
RS E AR E RS

BELER PR L, MOS0 1Y B R H TR AR DU A e — IR S B il e A
BPA Z BRI (LAESRIETE)

#%—T Mapping Definitions (¥ E7E) (ZHIHEEN) , DAEE A % E s /1 HAR 5 7

SrHISEHEIE . Show Filters (MURTIE) LARUERSE. Apply Filters (EHff%E) 2, LK
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Mapping Definition

SUMMARY

'V Local Filters  Search 245 records.
Best Practice Summary

Best Practice Check Top . Security Capability csc Passing Previous Passing
=TI ® s # + + + + + + + + s
1D e v Left Nav Capability e —, Summary Class NIST Security Controls s . o o Passing % {
Mapping Definitions
3 2 policies Security Auditing Operational Corrective Operational | Configuration Management 4outof24 166 166
Fundamentals
4 2 Policies Security Compliance Operational Preventative. Technical Access Control 111,123 24 out of 24 1000 1000
Fundamentals | Corrective
Service 1= any 2 policies Secuity | Complance  Operational  Preventative, Technical  Access Control 95133 20 out of 24 &3 833
Fundamentals  Corrective
6 Log at Start 2 Ppolicies Security | System Operational | Performance Technical | Audit and Accountability /A 23 out of 24 958 958
Hardening Fundamentals
7 Log Forwarding 2 Ppolicies Security Log Improve Recovery, Operational, Contingency Planning, Audit 63,66,101 16 out of 24 66 666
Management  Visibilty Detective Technical and Accountability
8 2 Ppolicies Security Auditing Operational Preventative Operational | Configuration Management 24 out of 24 1000 1000
Fundamentals
9 | Ppolicies Security System Operational Preventative Operational | System and Information 81111 24 out of 24 1000 1000
Hardening Fundamentals Integity
1 Disabled Rul Z policies Security Policy. Operational Preventative Operational  Configuration Management Ooutof 1
Maintenance | Fundamentals
12 one Deny 2 Ppolicies Security Log Improve Preventative, Technical Audit and Accountability, 62,6768 0 out of 1
Logging Management  Visibilty Detective System and Information
Integity
13 Rules with | Policies Security Log Improve Preventative, Technical Audit and Accountability, 62,67.68 Oautof1
Logging Management  Visibilty Detective System and Information
Integity
5903 93
« ,
Showing 1 - 10 of 245 entries Page | 1 | of25 >

T MR EEMBORROE -

A 10.2 24 ©2023 Palo




At R RO ROE

i B o FE R BUROE

Best Practice Assessment ({315 ) > Policies (BUSE) & iR A B/ IR R Y By K s
FAMBA A, I 7E Security Rulebase checks (JE FIFEfFi%) EH _LPAt. Security Rulebase
checks (A VEFRHIEMA) S B AR R MO ME 45 5 Hodh B / A i ik ag
AN AR A ) i B o 48— TP (o ) LAHHRL AR (R A5 SR AR A A0 3 DL R B ARy SO A T
%%,

() STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT ~ (51 DEVICE INFO LEARN MORE

POLICIES V Local Filters @ Learn v

Security Security Rulebase Location: vsys1

BEST PRACTICE CHECK @ ®M

X Disabled Rules (Fail) + Intrazone Allow Rules with Logging (Pass)

with Application Filter (Fail)

and URL Filter
ed (

d |
z Profile configured OR an allow rule with the same

/AN L REZE Hr s BB AR A B 1 B AR IRV R RIS . #14n, Security Rule
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BRSNS (R A AR R I . T DL Export Data (BEHERL)
DI BB 2 csv RE R AGEFT B T
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POLICIES

Security Rule Checks

Security 'V Local Filters @ Learn More

APP-ID with _ | Application _ | Description Server Non- Log ST Service I= Source/Destination

Rule N B Rule Enabled & B s + s ¢ | atStartof s s
ule Name ule Enable Service t=any Populated Response Recurrin s Forwarding . v v/any
Inspect Schedul
unnel Inspection Test-1-push True x x v v x v v x
Decryption Rulebase €@ Block-App: False x v v x v v v
Decryption
ecrvption @ Block region True x v v x v v v
Applcation Override
Remote- OFf True x x v v x v v v
Authentication @
Network True v v x v v x v v x
DoS Protection €3
Block-Qk True x v v x v v v
E-comm True v v x v v x v v v
Guest-traffic True x x v v x v v v
Test-1 True v v x v v x v v x
all-default-profiles True x x v v x v v x
Passing % 100% 30% 0% 100% 100% 0% 100% 100% s6.6%
Showing 1 - 10 of 20 entries Page 1 of2 >

SRR Policy (BUR) G&ille, whf M ~FIE H A Bl T MBORBEHEE (D) -
O 24— Source/Destination !=any/any i ¢ B FL A

O et —iiE App-ID with Service (B G IRF K] App-ID) I 2l i Al

O

24—k 1 User-1D Rules without User ID enabled on Zone (fEIR I FRIUH User ID A
User-1D FLHI) s 2B User-1D #HI.

iRt BRI JHE —SSH Proxy fRZHAT o
O A —ER AR i 25 B SRR T I 52 R [ T 1) i 2 B R o

O

BIAMRILE S ol AR ) BURE M B BACREEARZ 1 TLSVL.3 it .
ol TR ) BUEREMT IR BORR, SoEf Entiha i, LANE S e
IR AR TAERE B . AN, K2y TLSv.3 E N i\t a, T LADT KOs S g
R G AT S UR M i i, AT IR PR B PT S e R B 22 B0
O JEAREAELR — G B B R T I AR A AR B B S B A AR e 2R 7 . I
/el g (P 2 1 T P R ) e AR sCIBUAORER B Pt f m) DL S i LA R i
PR A A REAN AT
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Best Practice Assessment (f{E:H755Fl) > Objects (W) & BN AT BN [ERER A5 DGR
HHB IR A, I AE Application Filters (JEAEUATEE) Him _EPALG . ISEUEARE G P14 A
TREBATE, VKGR B RE A SE. HEE. ClobalProtects ZCaMERER. HEt XS
FAE R B 1 i FE R BB WVB R IR o T B 0 & U 3 (I BT B & R E RS Y R A 45
e
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OBJECTS V Local Filters (D Learn More

Application Filters
default Location: predefined

Togs @
Global Protect PACKET CAPTURE ENABLED THREAT EXCEPTIONS APPLICATION EXCEPTIONS DYNAMIC CLASSIFICATION
False None None None
HIP Profik
FILE EXCEPTION RULES USING PROFILE RULES USING PROFILE PCT
Security Profil one B Lo
Antiius €) (=] DECODERS
yware o) Name Action  Wildfire Action Dynamic Classification Action
ft reset-both  allow reset-both
ole © "
hitp  reset-both allow
() imap  alert allow alert
File Blocking () pop3  alert allow alert
allow et
WildFire Analysis
smip  alert lert

Des Protection @)

http2  reset-both reset-both reset-both
Log Forwarding @)

Decryption Profile @@
BEST PRACTICE CHECK @ M v

% Antivirus Profile Decoder Actions (Fail)

The following decoder actions should be set to either drop, reset-both, reset-client, or reset-server: smtp
% Antivirus Profile Decoder Dynamic Classification Action (Fail)

The following decoder actions should be set to either drop, reset-both, reset-client, or reset-server: smtp

% Antivirus Profile Decoder WildFire Actions (Fail)

The fallow
http, smb, smtp

iecoder WildFire actions should be set to either drop, reset-bath, reset-client, or reset-server: ftp,

SEEEREBT T ROER, WO & BN H TSRO A 2 DRI TR sO0E R IHCS & 76 HATROE T
JTBURBAEMIE SR, b B/ ARk 58 LU R R R o . 4% — R
(@), LABUSAFahR a1 U LLR s B 0k SO i

—(EE S b A e R, RO RS R e AL o MR B AR IS 41 H R A P e, HAE
R

e 7o A3 OB RS FUIRDE AL 538 1) TQS | 121 &l 4 2 QuickStart RF %

JH. QuickStart Service (QuickStart 27%) #& il B BB FIAA T SRS RIS 5 B8 E, 2B &
Wi eI & . Self-guided Documents (35 1A SCHF) Aty B G ME. BE 7RIS
Yt

QuickStart Service

Q5SS link for NGFW Threat Prevention Deployment £

Self-guided Documents

Deploy Best Practice Security Profiles £
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HSHRE Objects (M) FAIE, FEEm2 M Ny H AR D 7B 1E 4
O PyEE—BiEA WildFire ROfERS S EI1E

O [ HIERERE — BetE ROERS . DNS Sinkholeo

O G5B ORE — s e R .

O URL fifii#t —2 8 2 AR LB

O WildFire 734 —BCUERGIE Z8 (Fr AU ERZ B0 2 WildFire ZRIEFTHT) o
O Hh#Et — & GENX T E bR (ERXEAra B i)
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Best Practice Assessment (I HI5RF) > Network (#4i%) & &R A S MR EMET,

W fE Zones (k) BT FRAA. A/ | SEEL A AR SRR A A s I DL T LA ROE, LA
Kok BV BAE . GRE 1#iE LUK GlobalProtects [Psec %5 TS FHRM [ Sl O 2 8 e Rt M B B B 1
OEEE BB . T 7S & SR s i A5 R

{) STRATA  ADOPTION HEATMAP v BEST PRACTICE ASSESSMENT v (87 DEVICE INFO LEARN MORE

NETWORK V Local Filters (D Learn More
Zones @)
I3-untrust Location: vsys1
GRE Tunnels
GlobalProtect USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED
False False None False

Portals
Network Profiles BEST PRACTICE CHECK © @M

=) X Enable Packet Buffer Protection (Fail)

Interface Memt @)

X Zone Protection Profile Applied to Zone (Fail)

Zone should have a zene protection profile applied

I12-trust Location: vsyst

USER ID ENABLED USING ACL INCLUDE LIST ZONE PROTECTION PROFILE PACKET BUFFER PROTECTION ENABLED
False False None False

BEST PRACTICE CHECK @ @M

X Enable Packet Buffer Protection (Fail)

P BUREHE I H 1 B ToE . BEE scEMmaEss R e AR E e T . &
A LI¥E5E Device Group (BEEREAH) fl (85)) Template (FiA%) 2&BRG A2 N S0 i E

FR b AT AT 3/ AT IR B LA S R O FEMOE R A et 14— T (o), LABUSE(HlnT
Y SR AR B AR SO Al . — (e 2 b G B, TR H OB A AL

BT Network (REi%) FAKIR:, S B T VI HACH B 1 i8S 1 il .
O [ — SRR R AR TR B S il R o, 0 B [ IR e 1 o

O (BRI ORHE —RS T L P s R B 0 Y R R

T2 WRRAEMIEIEEN Panorama & HRE o
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Fr B B AR MR AE B Panorama B R E

Best Practice Assessment (f{E: %55 i) > Device (4EH) # Best Practice Assessment (1%
RO FY) > Panorama B I & 7R AT A7 BRSP4 AN RE IR i s o 72087 By
i, Best Practice Assessment (ffEMEFHY) > Device CEHE) ®EN JOMIEE 2
[Management Setup (BHRCE) | EEAY [Ceneral Settings (—#&#E) | _EBIG. £ Panorama
|-, Best Practice Assessment (FAEMHHT) > Device (FE) ®ERUR A AN 2
—fECER E I FBHIA . Best Practice Assessment (({EyEREAY) > Panorama €{E4EE 2>
[Management Setup (BHREGE) | EEAY [Ceneral Settings (—&#E) | BTG . HEUAIETER
R LA T B 0E, DANGER B BT AR Panorama 25 & 8 FIURE B A e FE R 3 O VB A T
o FAEFIE R Panorama 458 [General Settings (—M&EE) | BIAE R

paloalto {'STRATA  ADOPTION HEATMAP v BEST PRAC \SSESSMENT v (88 DEVICE INFO LEARN MORE

PANORAMA

Setup - Management Device Generall

General Settings ()

Authen Settings @) LOGINBANNER [ COMMIT LOCK ENABLED SSLTLS SERVICE PROFILE HOSTNAME
None 0

CERT EXPIRATION CHEC

BEST PRACTICECHECK @ M

X Automatically Acquire Commit Lock (Fail)

v Hostname (Pass)

BeR A S BN A A B H TS . AR H A s OEA ah RASE B H B ATRoE N . M
i Device (E) R, @ATLMEE Template (H4%) AR HTHUR & RHAT #HiFE .

FHE AT A A AR /AR AR LR R i A . T (o), DABUSEHERE
9 SR LA R i AR SO o — (s 2 b e e, TR H OB 4 AL

KR Device (46H) oi Panorama EL4EHF, w2t Mo H 2K B T MBS 1 EE
Dynamic Updates (FfEFH) —Pieg. MR EEF WildFire .
Management Interface Settings (/M HFE) — BB 7R 1P ALk,

Administrators (I E) —AKEHE. HHARWRERK. & Device (i) >
Administrators (& #f &) 5{Panorama > Administrators (/¥ &), &4 H B N2 O e &/
WEHTHENE o

O Minimum Password Complexity (SffREMEMEREE) — S5 m REREE T oRind .
T—4: HEEREMEEE ETET .

O O 0O
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BPA #ih P A BRI ] RE SN . AN HR Ot S I B S HEE BUE s M BEIE Y, DABHPA %4
PR SCEVESoR B AR IhRE, MOE M Mk RE .

TEAFEHNERIEF , Panorama T RE& S B B ADHTHARET SO . IERZAE 4 5k
FEAEAFAEAE N 575 X% bR T BPA PR 8 2 1o o AR (e B s e

1E Panorama 34T BPA BEPLH ST (| AT EEMG 28 PRET SO A RER > TIRE, HAE
T A AT ORI

TEEHE 32 BT O BT BPA Sl se B AR S (BFEAMEEUAL) | (R EE L I
il o

BB 5 S B SAE Panorama T BPA. FRAETSE IR TRIE T T B ELTE M
FRENZ E A E | IMETEIELSEE LT BPA. LTI B e, [RIRR IR
AT GBI e IR B B A B T
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https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/use-external-services-for-monitoring.html
https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin/administer-panorama/manage-panorama-and-firewall-configuration-backups/schedule-export-of-configuration-files.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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O R HE R (AP ER R RS R RO User 1D, LUREIERITAR SR ATAE

R A R B R A AR

B NEAE AN A Z ST SIS P R User-ID o W IEAE SN A2 (54T [ 48 R
User-ID (B P UmEREs , B0 WMI) -, RITFRES o] GE & (8006 25 14532 {11 4 s L
Ai, B User-ID &R (4110 User-ID AREEFECARFS IR 7 4480 A2 A inas
M) MRS L e E R R
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https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/software-and-content-updates/best-practices-for-app-and-threat-content-updates
https://docs.paloaltonetworks.com/best-practices/10-2/decryption-best-practices/decryption-best-practices/plan-ssl-decryption-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/user-id/enable-user-id.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/service-based-session-timeouts.html
https://docs.paloaltonetworks.com/best-practices/10-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/zone-protection-and-dos-protection/zone-defense/take-baseline-cps-measurements-for-setting-flood-thresholds
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/data-center-best-practices/data-center-best-practice-security-policy/order-the-data-center-security-policy-rulebase.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-user-groups-for-access-to-allowed-applications
https://docs.paloaltonetworks.com/best-practices/10-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/deploy-dos-and-zone-protection-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-2/decryption-best-practices/decryption-best-practices/deploy-ssl-decryption-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/10-2/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy/step-1-create-rules-based-on-trusted-threat-intelligence-sources.html
https://docs.paloaltonetworks.com/globalprotect/10-1/globalprotect-admin.html
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-cloud-managed-admin
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/url-filtering/prevent-credential-phishing
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/authentication/authentication-types/multi-factor-authentication.html
https://docs.paloaltonetworks.com/best-practices/10-2/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/best-practices.html
https://docs.paloaltonetworks.com/panorama/10-2/panorama-admin.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin.html
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