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D17V B RO A A AGE BN PCAP, DR & &y ZE AR KR IR, i HLBETRE AR B A R AN
Rl . EREME PCAP (FREL— PCAP O RIEEM alert (E7m) imBI AR ES .
5t A ) F) 38 i 5 ) PCAPLLIR E AL B MR LE It — R S RC BRI (1) PCAP. B HIBi— PCAP %
CEIHATE . A PCAP TSR IRA 14 21 B ) TR BB H R TLE B 6, ot /e dm e .
FERZ BB, ST E B IR A e i I A AT B . i SR AEA K 22 PCAP it i 38 B,
RS IGE 36 1o {635 B R] BE IS S PCAP R %,

M Action on DNS Queries (DNS A iEI1E) J& 85 DNS sy mlils Fsk A i, N 7E 7 kv
E ¥ DNS &3 H PCAP.

% N i R T ONS pgse, g DNS S PRI pl g7 1145 N s 5 58 %
fr) DNS fa] iz 2.,

Anti-Spyware Profile (0]}
Name | best-practice
Des
Signature Policies | Signature Exceptions | DNS Policies | DNS Exceptions
DNS Policies
ol =T
::::::::::::
ko ended-cap
ritical extended-capt
negium disabl
high disabl
high disabl
default (inform: disabl
igh disabl
[] Newly Registered Domains " medium Tsinkhole disable
DN Sinkh
Palo Alto Networks Sinkhole IP (sinkhole paloaltonetworks com) -
- -

i H] DNS sinkhole 7] #& & 5l i 18 HE A AN B 1B A A7 BOE a4, DU R SE4 8 ml fe i
FINRM TR . LERT KIE A ] DNS BRI L IR GEFLERT OO A% DNS fa] ik #1916
i) RH DNSsinkhole, S8R AT LA I BUGLA E0E . £EB5 KOt ] LUE £ DNS Z 5K 57
& GEFAER KA A DNS ] ik & RIS AEUEIEUCH, B JOf A Sk SRS R AR B3 m] S 43t
PR R R BB E By, A Z R DNS sinkhole.

ORI B (22 4 1k JE I Version 10.2 54 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/use-dns-queries-to-identify-infected-hosts-on-the-network/dns-sinkholing
https://docs.paloaltonetworks.com/dns-security.html

RO B R 2 A R IR R

B 1A DNS YU ST O T S, 8T LIOKE S W2 S il ek B st e A B n 22 AT 22 & 1k D
PR, J5 A R SO R IR A U Bl DR AR PR bl 1) 32 e ) A, MBI 11 52 B OB (1) AR A S
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.

¥g TH S R B IR RS R T i o A ST ORSE A B s Ik AR U mT M, B TR AT AR
R 2 AR MR ERE I, BRI U R . SRR AR e R, B simple-client-
informational 1 simple-server-informational PAAMFIEHEFER], %M T Rule Name (LRI FE) I
# Packet Capture (EHALHEHD 7t disable (f5H) 55 %y single-packet 2 B AR H R Y 550 45
I (PCAP), VBB SEERIRIE . AEETHE A E . HE) FEN AT de, [F5%s
IR A ORFF IR o

Vulnerability Protection Profile @E

MName | best-practice-vuln-profile-pcap
Description

Rules Exceptions

D RULE NAME THREAT MAME CVE HOST TYPE SEVERITY ACTION PACKET CAPTURE

(]  simple-client-critical | any any client critical reset-both single-packet

[] simple-client-high any any client high reset-both single-packet

] simple-client-medium | any any client medium reset-both single-packet

(]  simple-client- any any client informational default disable
informational

[[] | simple-client-low any any client low default single-packet

(]  simple-server-critical = any any SEFVET critical reset-both single-packet

[]  simple-server-high any any SEFVEr high reset-both single-packet

] simple-server- any any Server medium reset-both single-packet
medium

(] simple-server- any any SEFVEr informational default disable
informational

]  simple-server-low any any SEMVET low default single-packet

@ Add

“ Cd ! L.L..l

DI E RO s EAE EDIK) PCAP, A Ay e ZEARB R Bz R, iy HSEE B iR T A2
el . ERE T PCAP (FREL— PCAP 0 RIEEH] alert (Eor) WmBh s EE =T
5k FH AR 7] o i 2 ) PCAPLATRE LSRR L 3 B — PR F IERC BRI S 1) PCAP. BB — PCAP £
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FHZBIIRE S . B SHIE Lo S nT LA/ N ICEE T . THG 58 Z2 10 BRAG #% e i B SR %2 DLL. Java
HERIRE 2. SRWIRE . Windows 1€ (Ink). BitTorrent £ . .rar K. .tar £ . 025 rar NS zip

B ZIB4mASRE O R4S s RAE R Z 0K « .hta kA1 Windows A] #2047 HE (PE), Hh s

exe. .cpl. .dil. .ocx. .sys. .sor .drv. .€fi. fon Fl .pif KiF. TFHIGE 200 EAS R E R IR AT S T A
FoAbRE AR S5 B R, DB Al R S8, DRI mT DUAI B 2 75 75 BT BUR

FERTRERE LA, S A B AR R 7R T R BT R S R
A I ) g S 7 AR ) B SR T B A e A T
ZRMEIE ] 3k (Monitor (Ei¥s) > Logs (i) > DataFiltering (& kM Ri%) ) .
DI b D A KR, 00 B PR AT S P R o Y
WP, B RS R R AR T B i, DU (8 0 1 7 B AR I
o R 5 P EC AR R o A3 T ) 7 160 2 A BRI s R 2 I 7 F
W, TSRS e T R, AR BE 5 (AT T (S

[ | name LOCATION RULE NAME APPLICATIONS FILE TYPES DIRECTION | ACTION

[] | basic file blocking Predefined Block high risk file types ha, jar, | both block

Continue prompt encrypted files both continue

Log all other file types both alert

B3  strict file blocking Predefined Block all risky file types any lash. both block
X,

Block encrypted files any both block

Log all other file types any any both alert
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