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BREEBURENZEMRENEAETAMY, Xt , 556 Expedition MIBEREN
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EATBRERZEMAAERER

ERERENZSMBRNARSRBAA . SELEIFERAERENERAEN  BtEAESEAER
HB AT LS B R B R R AF U AV MBS | BIANE SR 80 (HTTP) SRE#EE 53 (DNS), ERBEE I U ER
RuRHTEERR, HAEEBEAMRE. NARENURSELNMAR  RALETIEE LNERAER ,

B EER L EREFRRANEE.

e FRERE, BAWME. A (SSLMSSH ) HRBTARM , €4 App-ID™ HERERAERN
ZEMBRBUUEREAER , B ERIANERR LNEAER K MATUREARERTERE. &
AEARERRERAZEEN , RAGTUREREMBERAA  EAFEREAEFNERVERNVIE
wEARER K MAZTUEREHEREREAZELRA, £/ App-ID Ry BEAERX TR RER ,
RAGEARRE LXBEEEBMENEAER  YEHHEFTFTENRARK. AHECRENERERYL
HEHMmERARES  ShELISEEAHNEMEETEENEN AR EE[ENZ 2,

BEREERBEZE App-ID :
Moving From Legacy Rules To App-ID Based Rules

1. Migrate your rules from legacy FW to our 2_ Continuous process of best practice

NGFW using Expedition Migration Tool assessments and using Policy Optimizer

Policy
Optimizer

Legacy Firewall

Expedition Palo Alto Networks ——===) Best Practi
Migration Tool Next-Generation B eROOCoo0acaa0aaaaanooot. | DIZI est Fractice
Firewall ] Assessment

1. £/ Expedition EABEHFAE, BREFKFAUE , UREKRBLBEZ Palo Alto Networks #tt Xk
Xf&ESR Panorama i%f&. Expedition @4 % B EEEEE (VM).

2. TEMRREEREFHIT PAN-OS Br X FERERME , AT M2 EHEE ENWERER,

3. ERRBREZTL—Bo% , BITHREMETE (BPA) REEEER  RBFANESEH I ERKBLZS
HASEAERENAIEREENEAENNRL  IRBEEERS, (BUUNEAN—BziER—
LEARARAMERAENNEERR ; $HERFZEARIWEMB R (50— RARAERFEG
Al) , EBZEL 0 RUKEEAEREN ). FASPERAR , BEEXRERNEXIEFZ L EIRER
E\IJO

4. ERERABRRRENIEZR  FERAESERE App-ID, SR EEHEAZE Expedition ,
dERARABAIEE |, E—SECMFRRANE,

5. BIEEHNERARRSIEMBRE | BHE App- 1D B, EFE—NERBEBENERZENRIZEHT
BPA , EREHAERE  YIRRAEMMESRAELLMH,

 f& PAN-OS 9.0 Bt , R BERREILTE, FEFEA Panorama EEF AR AME , T4
KZEERAEARE PAN-OS 9.0 Bl A FABRRE( TR, BRFEAH Panorama #H 4k
Z PAN-OS 9.0 , RS EE A BEIZRE AZER# T PAN-OS 9.0 §§ Panorama =% B UK
825, W Panorama A BURHEE EFF A MG, SEEHABEEH T PAN-OS 8.1 LEFHIR
A, mE , MReMEKEAFZWES , B BFKRESSLEHIT PAN-OS 9.0, ERMUEEE
BORERR  BLEUUEABRRENLTIE , SURE App-ID RIFEFHBUER.

PA-7000 R 5IB5 A & BRI TE B 55508+ - PA-7000 R 5IB5 A% B R+ (LPC) ME e
#9 PA-7000 R 5IBs X i B3 8% + (LFC), B LPC R[F , LFC R EARELRKETFHREN

6 BEEZEREARANERNSRENE | BEEEREARANERNREME

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id.html

Bifk. LFC 2FE RREEZE —BRZ /NP EFRERKEF |, flin Panorama = syslog
fARES. MRMEM LFC , RARENNIENERARXERAEATEERERAEL , BAR

ERFREEIMREE, MRERALPC , AARERFREEERNKNIE L | FIABERRE

tIENERAERXFREASETREMABL, EMEERT , REAFWESFM Panorama
#17 PAN-OS 9.0 s{E#ThRA , PA-7000 By X BEEBEH 1T PAN-OS 8.1 (REFTRA),

BEZEREABRXNRRNSEME | BEZEREABRXNERROREME 7

© 2019 Palo Alto Networks, Inc.



£ A Expedition S EREZEBNBRBEE
PAN-OS

£ Expedition BEABHRBERE, FRERRBIE , LRIEZERELLBEZ Palo Alto Networks F7 4% By A&
= Panorama R FAREZEREAERAN LT M BURRH % — B, Expedition ¥ EREF Z B4
HORERENTFTHEIE  UXERRTES ABHEEAERKRE,

»  AKRFREEFEE Expedition THERRE, F L5 X Expedition | @& i{aEE T E UK WOA4E
BT BRI,

Palo Alto Networks #fifx # (TAC) ~% & Expedition,
WNE Expedition BEITERBFMER , 552E (Expedition A EEE) , HP I EWMAEH CSV &
EEMEEAZREURMAEA Day 1 Iron-Skillet FRERIEBEEA,

MFEEE Expedition , F2ERFITEH s EAENEERAN (Expedition EEEIEmM) , URREHWMEE
7 Expedition VM WY EZEM (Expedition #®1LIEF) o

HERBBEZN , BRENS T 5 TREMT

# Expedition TEEXEH T VM HEBHEE,
%EiB SSH # ( = ) SSLE#RZE Palo Alto Networks Panorama f#EEHBEE M A . SSH ZEAR
EARE CLI, T SSL FEUARIERE Web NHEAKRHEIE APl 55,

Palo Alto Networks Panorama M2 EF B EEM P K BHVIRETE , SR LR EHIZE PAN-OS 5%
figo

) Professional Services BB EWBERE, & LLI0A Professional Services @Bk | 178115
SRR EGE B R E Palo Alto Networks Z7it{SB5 X 4&F] Panorama %1,
STEP 1| MBS fEMERs K AEERE

THRERRAENER. CREFZNETHEBENIRE |, HIW0 Juniper SRX KB LEFANNE , ik
REAHRZEMERZNEBAFRE, R IPSec BEMAREE , LARIKEE Cisco ASA KB LHITAE
HASR,

STEP 2 | #5843 EE A Z Expedition , ¥R EHTERSES K,
STEP 3| 7£ Expedition 2 I #7#Y Project (ExX ) .
STEP4 | B EBHEW KR (B ) REEAE Project ( BR ) W#TRE,
BEEEEN, REEEEMELERE | LUK Expedition BSANEH K BECERBACBENRER

R, XER  FEACBENREERREERE K RAREFRE. RFEEMEHEE , SRFESL
g

STEP 5| #% PAN-OS (R EEAZE Project ( EE ) , URBETBENELRRE,
BMEBRMANBEN , REBHEEHE PAN-OS e ( AR ERRBEMKIERR PAN-OS FREER ) EAER

Bt}

aX Eo

» RERREXFSLEEEFEAM PAN-OS A, Hl , EEHIT PAN-OS 9.0, FBEA
L PAN-OS 9.0 S2ERE,

STEP 6 | BRREBEBMRE , LIEMRAETEER PAN-OS FREE .
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BERIERERN RS 4. PAN-OS A& TCP M UDP BRIS:E 8 | M Expedition & B B
TCP BE UDP RBYWHBEEZERARER., BSENIE IPWEARXMRE ( Hlw ping M ICMP ) |
MBPEREELHREREMIEEARERN. SCPIRAE App-ID , A EAERAER  ¥EEF, B
EMNEHRE,

EFEBUCRELROEKR D | FERIBAREGERYHENREANYE | XEHEENYH.
ERVBRESANKRE  BEMATFSFERE.

EFTENE , FEFS PAN-OS RIiELNNE. SREREBEANNEEZBE —BRTHFE PAN-OS
R EA.

ERENERRER | Expediton EEBIEREDEZHE, EFfndEE , FEHEARBREKRERE
Z PAN-OS SREREmENAR K YREKES FHEEEZSNME.

WA EERNERERHNERRKHEE, WRFZHERHAEFE , AIFEMEA Expedition #SEHBEE
PAN-OS R, MRRE—LFERH , AIFELTEM , REELBERTEERFHELIECH.

STEP7 | I REBEHNRERREEALSRE , LEHEBENREE PAN-OS BEFRE,
STEP 8 | REAHTREEVNEBYHNESHRE , ABKRISHEM,

STEP 9 | EEHE B A HHRIEREE H = PAN-OS RIBZ Al , FHABREREE PAN-OS FRiEHY 3 HLE3 M 28 25
BAK PAN-OS #%fis £#Y ARP IREURE#H ARP &K1g,

£ PAN-OS #£E I , £ clear arp allCLI®T, (XEF , BULUFEH clear arp
<interface> CLI S B ARIBEN HERERR ARP HREL )

STEP 10 | ¥ B & OtV EREE H ZE PAN-OS i&ff , YA S S OHERTE,
ERN G EZECRRANABEE AR E

#13 PAN-OS 5218 L9 22 | Generate XML & Set Output ( B4 XML R E#@H ) , EA
XML IER (RE ) , AR THAZE PAN-OS &,
$H¥IIRE PAN-OS 2% |, REFNMRERE— X — B2 hBEHRE , MIERRBERERE , BIFE
Generate XML & Set Output ( B4 XML YERE#wE ) , WEAXMLER (BRE ) , RERMEA load
config partial CLI S REMEFAZERENRBEDD. BFEEH SSH FH , FHE1E PAN-OS
B LA CL,
IR PAN-OS R f#E# E Expedition , RIS AT AEA APl L | R LIS RBEREFEER
fido

STEP 11| M E A HHREEHE PAN-OS RIBABMARE R , FEABESRE(L TERENERE
BHBREBRAEREAREXNEE,

BEZEREARINRRNSEME | BEZEREARKNRENREME 9

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/zone-protection-and-dos-protection.html

HECTIEBREEERERAREINRNH

Alr

£ A 5

Vo

3

Alx

£ A Expedition SRR EBEE PAN-OS ez % , TERBREEABRRERECIERBILBEEEE
R App-ID RS HBERE, BREECIETERERENEZRENAINERTLEE K RAvasE
REEETHREFNABREHERSERINERAERNEA , Y EE—RAETEIEENEAEAERN
#HEA, BRRE{LTE :
THYBBTEEREFEINSERAINFEEARER  EFEEREKEENSMERERNER. B
FHEAR  BRREICIEERSRBEAERNEN K BLREUVEFEIRA LNFIEEAER,
ARELLMBEE App-ID, MABEERARERTHM.
R PAN-OS RELREMIENTE  AEEFAEEERFEEIERETIECHBBHRENER,
EHBRRAEBNEFAEGREE  HERIGERZ ERZ S AERNAANHEEEEBEIER.
£ Panorama %1/ A @ BI#T it R B X A8 L3117, WREEEHITEH Panorama A PAN-OS 8.1 #y#itt
RBFAE , B AFEEA Panorama ( FMETEEEZEEM A BH BHUESS ) FHRE PAN-OS 9.0 LAfE
BYESBERRECIENEY , RItE UL ABREAER A EE RIE MR EMRABRRRELT
8
BEIGEER—FEZHATE , UEEER , YHHEESERERZENENERAEER App-1D #3R BI85
AR, BRRECTERUEES ERERBL -

Applications & Usage - Traffic to internet ®

Timeframe | Anytime v

Apps on Rule Apps Seen 76
1 76 items [l
% » o o
| Applications icatic Subcategory Risk | First Seen Last Seen Traffic (30 days)
[7] boxnet-base file-sharing 2018-12-18 | 2019-04-05 12,16 [ -~
[7] crashplan sﬁtor?ge- 2018-12-18 | 2019-04-03 = 7.6c [l
ackup
[ ssl encrypted- H 2019-01-11  2019-04-05 1.9 [
tunne
[7] outlook-web-online = email 2019-01-11 | 2019-04-05  284.9M I
] google-base internet-utility n 2018-12-03  2019-04-05  209.5M I
[[] slack-base social-business 2019-01-11 | 2019-04-05  205.8M |l
[[] traps-management-  management 2018-12-18 | 2019-04-05  148.3M
Service
[7] vimeo-base photo-video H 2019-01-14 | 2019-03-21  51.9M |
[

| web-browsing internet-utility n 2019-01-11  2019-04-05  457M | -
B Browse @ Add @ e @ * . Match Usage

The last new app was discovered 2 days ago.

]

Create Cloned Rule ( B EHRMHRA ) ERFBTRERAENEZBHRL , LAEFAER App-
ID AR BIKEIERNBRA LS, SR —EEREERENRAERZEER App-ID AR, Hl
A LA — % Web BB R AIERZERBEAREN FEBN App-ID £8] , A5 EEEEUFRARE
BENERREN K MIEHFEA—E-—BREFZENRAREFMENERHREERENTE Web 7
H,

ERARKXTAMRERRE K RASRNRATENENERENRIRGLZEME, MRERERH (App-
D) RAFHEMALEEAFNEARS , AILSFINELEARANSERN AR TENERNERER
MR, METUETRE, SEEAFNABESEN —REETHEENERENRAUK , BT
BRENERENRA , WM ZARAEREEN App-1D KR A,

10 BEZEREARANERNRERE | BEEEREARNBRNREMRE
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+ AddtoRule ( ¥ ZRA ) SEARINFEZHASKEREZENRIEREER App-ID B38
Bl DUHRRAIEBREAEZENSRE , YEFRHERFMREANZLE, RAEECRENELEER
AlEFINFTEEARERE , T&8# M AddtoRule ( HBERA ), RAFI—LEARX BERENER
EBWVEEARERNMNRA , 2 AddtoRule ( FIEERE ) WRBIBER, ETURLLHEREEIF
LEARANRALRTHEEIESAZTEATNEAERINRAE, IREXRBERAEXFEERL ,
AlRR3ES —ERUAFZEAREN  FRISEAHETAY  MERKRATREENEREENRAEAR
élﬁo
Match Usage ( LL¥i A ) —LEHEREZENRINEASKEREZENRIRKATEZRALE
BB EARNNER App-ID WA, REERICEIVBEFSLIEKARNAANEARERE
F &M Match Usage ( Lb¥fEA ) o TCPEHEIR 22 2—ERIFNES , RAFF SSH RE, $H¥ERE
#£22, MR SSH RE—EEAEZENRA LEZNERAER |, BIEBT L2 Match Usage ( LE¥ &
), XS BEIRA App-ID R B,

#E Create Cloned Rule ( B3 8RR Al ) = Add to Rule ( FTIBEEA ) |, BAZAEE Apps Seen ( ERH
AR ) BREL —EEAER.

» WRBELHAAR  BEIHEDNESNED  ARARXEFAPITEFISHREANRESERSE
FEANERER. ELERBFAR FIBELHANEARER,

EXKEREZRENRISRAEREARINNRAR  RTEREERE App-ID 2, BERBE(LIE
TEHRAETHMEE, EXHFIERT , BRKRI 2% | EZE Service ( RIS ) BE A application-
default , Hit , RAESEFERAEZENEARISRETFRE  XEAFSEEERBERp LERBHERARER
FEARE

» NREBRERFEAFBEAFREMARIFZENEARSN (HINEFEESZE FWATBEET
L FERER ) , AIEBOIAERIASVEEAEN. RENENH, SEZRENREBERRE
3, , LA{EH application-default EZE,

EEERABRRENLCTESENERBNREIRSER App-ID BRI :

1. 1% Expedition SRS E#EEREE LB EZ Palo Alto Networks $7 ittt X B5 X &R Panorama &1

2. BHBKEHRRERE App-ID FREULUMBTHN > EER LNERERN S , SELEEMARFHT

PAN-OS 9.0 & fg AK#—iB, B RERER—LREEHRA (Flan | EEE 22 HRAIAEZ AT SSH RE

BAZER)  FAREEAFMABHEHMRAKERERENERAEXENBRMN—ERIFRE , fl

HBPRABESFER ( E$E1E 80/433 ) F Al

BITHEMOETTE (BPA) , R ERARLLEEER E LR,

4, REBRATHEE, ZEREEENREBERE T, EXRIEBER , FEHHT BPABREEEH
B, RELEFIAEETLUEE MBEKEEEZESER, FABKRENIERE , FFABH T AMR
EoNZeM  REEREREMAIT,

DEREBBA, 7 PAN-OS RBRE-BHAEFZE , BUUE - LAARANEARANHEERNEREN
RAUBMASER App-ID AR ( BREEMTESRHENARRKERRUWLBINEAES ) . HHE
FFFZEARANEMRR (HI—i Web FEURAl ) , F/HED 30 RUKEERAREAEA,

w

) Professional Services B2 EWBERE, & LLNA Professional Services @Bk |, #8115
HERE R EFRR BB E Palo Alto Networks it B5 X 4EF] Panorama %1{&,

BB -BeRNEANEAREANEERR
£ 30 RRFMERN AR

BREA-BeRNEAEAEANEERA

EEBRLEFRE—Bo®  BUNZLHBRSEEENEZENFRERAEER App-ID BWRE|, FER
BRBEEEESEE—ERVBCHEAERNEZAEERAEZENRE  RAYELEEEHERA LA
WEAENIEERE, S€6aSEEE 21 (FTP), E#EE 22 (SSH) FiE#EE 53 (DNS).

BEZEARARANERNEEME | BPEZEREARANBENREME 11
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RREBHASTEN , BRBERAKRA  BELESE PAN-OS RFEN R EAREX ST, LWEMBREM
AHFEREEENRANRIET RS BRNREER | URGENEEEN R EEBRAER App-
ID H9 R AR A,

STEP 1| £ Policies ( B{3R ) > Security ( 221 ) > Policy Optimizer ( R ZELTE ) > No
App Specified ( BIEENERRER ) B, #E Apps Seen ( ERHEAER ) A Sort
Ascending (GEEHERF ) K22 'JE:-(’J‘EEFH&‘QEI'JE#* EEENR AL

wwwwwwwww Dashboard ACC Monitor Policies Objects Network Device & Commit & U@ Config~ Q Searct

&8 Securi N
b No App Specified
B NaT These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service
A Qos only security policies to application based policies.
@-Po\lcy Based Forwarding
& Decryption * 5 items

& Tunnel Inspection
Application Override
3 Authentication

[ pos protection

1 ssh-access & service-ssh any 94.5k | any 1 Al Sort Ascending ompare  2019-03-21 16:37:00  2018-11-14 16:59:25
3 | smb 9 smb-1 any 53.0M | any 3 %] Sort Descending  fompare  2019-03-28 13:58:05 | 2018-12-18 17:50:33
Columns »
6 | allow-apps any any 8.8 [l any 40 ompare | 2019-03-26 11:40:29 | 2018-12-10 11:54:59
5 Traffic tointernet | 3@ service-http  any 2296 [ any 76 Adjust Columns ompare  2019-01-11 18:44:34  2018-11-16 11:52:30
Policy Optimizer - | 3 service-hitps
("3 No App Specified 5 N

EEIRLERAEINEREZENHRBSMA No App Specified ( BEISENEARN ) BREEE
Mo BWHLE SSH EEBERBNRAZ e HERERAERERAEXNRR , METUREEELE
EREXNNHAA K BRERESIUARLERTE M,

BEEAFFARBALEER (SMB) REMNEREZENRA  EAAREBEE PAN-OS RE2REEE=
BEAREN K FHitRETERNIRRIER,

STEP 2| #2—"F Apps Seen ( ERIEARER ) BB X Compare ( Lt ) , URERR L EZNWERRE
o
Applications & Usage ( EAEXEMSALR ) SR IRETEREIEAFSRANERES,

Applications & Usage - smb ®

Apps on Rule AppsSeen 3

¥ Ay I 3 items
| Applications i Subcategory Risk | First Seen Last Seen Traffic (30 days)

[ ms-ds-smbvz storage- 2018-12-18  2019-04-08  53.0M [
backup

"] ms-ds-smb-base storage- 2019-01-29 | 2019-03-29 7.4k |
backup

[] msrpc-base infrastructure 2018-12-21  2018-12-21 o |

B8 Browse @ Add B Delee Add to Rule Create Cloned Rule *-. Match Usage

The last new app was discovered 69 days ago.

C JE2m

STEP 3| FHMEEEAFRY LBINAMAE., MoERTAEAREN , ARENEEEATNEAEN,
BB RANRER, MERREARARERRR  ENEHEERANMEREAEN,
- MREGRERAUAFRULZEHFHABEAER

12 BEzEREARANERNRERE | BEZEREARINBRNREMRE

© 2019 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html

1. ZEE Apps Seen ( ERHERARERN ) FHFTE Applications ( BAREN )
2. #—F Match Usage ( LE¥i{ERA ) -
3. B—TOK (HE) , SEREZENHARERAER App-ID KWK A,

4. 7 Service ( IR§ ) FXZE A application-default , FEFE M B EENEAER B EERERE,
MREREAFRAULBINAEEARER , UEHARERAEREERL (HkAFESERS

RNAERAER , YEBAFHRNEZRSREARANEREN ) -
1. REFMERARANRIRAE , I Add to Rule ( HEERA ) .

Applications & Usage - smb

Timeframe  Anytime v

ms-ds-smb v e
ms-ds-smb-base

ms-ds-smbvi

ms-ds-smbv2

ms-ds-smbv3

msIpcy

ms-event-log

ms-local-security-management -

X
Apps on Rule Apps Seen .

% Ay Addto Rule coxEEE = o

s B

The last new app was discovered 69 days ago.

-
[— |
|
|

“ Cancel

rerREARRRERAER. ReRAEARAALEINEARN. REECNEAEXER

HENARERERX  BRERY EERE,

2. B—TOK(HE )., REAREARISTEHRE AppsonRule (REILWEARR ) £, ®BA

efias (£FF) EnmARAEN

Applications & Usage - smb

Timeframe [ -

B8 Browse @Add B @ * . Match Usage

The last new app was discovered 69 days ago.

Apps on Rule AppsSeen 3
Wy . oo
M| Applications Applications Subcategory | Risk | Frst Seen Last Seen Traffic (30 days)
= ms-ds-smb [ ms-ds-smbv2 Islgurfge- 2018-12-18 | 2019-04-08  53.1M [
ckup
O Mm=iee [] ms-ds-smb-base storage- 2019-01-29 | 2018-03-29 7.4k |
backup
[] msrpc-base infrastructure 2018-12-21 | 2018-12-21 0 |

C_JEZR

3. B—T OK ( FEE ) RE#HBRA,

4. # Service ( IR ) FXE A application-default , EEF# M B EENEAERN B EERERE,

BEZEREARINBRNSEME | BEZEREARINERENSEME 13
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s MRLABEAFH,)EAER  IVEENEEAREABRIAATNERARER |, AIFEEINSLE
FERRE , REIEZ—T AddtoRule ( #FTIEEHREA ) . fla0 , MBERETF LFF msrpc-base, {EIEH
ms-ds-smbv2 # ms-ds-smb-base , i Add to Rule ( B ZRA ) , BERKREICIESERDSE
ARXFWHERARER (ms-ds-smb, k) , WiREEAMEELEARNERERINSS

1. ERAEEAFNEAREN , ARE—T AddtoRule ( HEERA ) .

Blan | R ERET AFF msrpc-base, {EiEE ms-ds-smbv2 Fl ms-ds-smb-base , 3 Add to
Rule ( 18 ZHRE| ) , AIBERRENIESETIAREARRXFHNHEEEARER ( ms-ds-smb, X
B) , YREAEHMIEEEEAEAREERANES

Timeframe | Anytime r

- ) -
—
[¥| ms-ds-smbw
v ms-ds-smb-base

|
|

] ms-ds-smbvi I

[V msds-smbv2

] ms-ds-smbv3

- )

The last new app was discovered 69 days ago.

“ cancel

HEEARXRRLERNERER., REHECNEAERXBRERNASRERER K BXRER
HEEFRE, EHERT , BAEEBIZAH ms-ds-smbv3 HEERE] , BEFR /5 ms-ds-smbv1 ,
HATCEREBRENBEAHE.

2. BAILAHFIEERER  ZMEAFNEARES,
EEATMEEAREN  BE—T OK(E ). AppsonRule ( RAI LHEARE ) B TER
WEAREN. H—T OK (HBE ) RERRA,
EREAFEIMNERAES  SEHERTEENEAESN. NREEHENASHPHERER
AtEECEENMAREAES K BErTeadnirEFEARES.

Add to Rule ® B[

Applications Application

[7] ms-ds-smbw

[V]  ms-ds-smb-base
] ms-ds-smbvi
[V  ms-ds-smbv2

| ms-ds-smbv3

=S

3. #—T OK (#E ). AppsonRule ( HEl tWERAEN ) SERENNERARER,

4. &—T OK ( #&E ) RE#MA A,

5. # Service ( BR#% ) %€ 5 application-default , FERBHEEENREAREELFEREIZE,

14 BEzEREARANERNRENRE | BEEEREARINBERNREMRE
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£ 30 RRFERERA R A

HERLERE 30 X2’ , BAUNRLHRAKREEKENERENRNERAERN App-ID WRA , WE
BRAFAIE, THENFARMLERBRAREANRAUEO KRBT, <& , £/58MHMER B L ARAREFR
(EFIE 80/443 ) RAKRAUERG App-ID , RARRATEHEEEINEFEAEANKE , MAERAER
MREBSZAEMAHMRIY  SERTEREERSEBNKRA,

ERRBHASTEN , BRBERRKRA A BELEHR PAN-OS RiEHN R EARESHE,

BERSECTERHHFZEEXN S AERERNRETHF. GENFEREIRTF. EEBRRER
BRI AE Web FFEUR RIS App-ID 2 & , BEHFEBXIRFNRABURREBNRZLEER, TH&
EAFTR ARV AN T A E A B EE A AR BEF MENBEIR |, REBIEER 30 R REMAR W HEE

HERXIERF :

« BRAERABRR

- BHMsRESRA

- ERERERFESRA

- ERBEISEARENSRA

- BRERBRERSRVERAENNSRA

BERAREANRA

ERENRAEERSES REANKRA  BARARARETHSELRR, RMEANKUSFISRA
B, YREHFHNRERE, BRELFRAERAMNEL RS KEEH , AEXREM , MECHERZER
BARBIRBERUEFNSEZAER,

REANRANFETRAFLERRN. EEXRCEAERRARBEARNBRBNRAENRA
WREERBES, EREANRAUNENRYTRSEFHFEREANRAUNEARES, EBI2ERT , K
FEANARANRBMELRANERSMEVNERA K MENEEEFTNERAUNEN.

IR R BT Timeframe ( REREIEE ) WIR A ( Policies ( B3 ) > Security ( €21 ) > Policy
Optimizer ( BERRE{LTE ) > Rule Usage ( RAIEASFN ) ). # Usage (RSN ) RER
Unused ( REA ) , UEBFBRHEFREARRENR AL

STEP 1| GBI ARBE A B

*£ Policies ( B3R ) > Security ( Z£ M ) > Policy Optimizer ( BUR &£/t TE ) > Rule Usage ( R Al
FERAN ) F , # Timeframe ( BFEEE ) FREA All time ( FTEKB ). #§ Usage (ERAX ) BREH
Unused ( REMA ) (EBRTHPEASHHREA ) , LK Exclude rules reset during the last 30 days ( #E
MRIEBE 30 REEMAE ) (MHLERRIEERNAL  MELRAEHKRLXATLETIRE , B
BRNEBRTASEIRE ) . FREEZHM Timeframe ( BEEHE ) EFINEAEXNRENSFIE

B,
aloalto _ . : I .
! p WET WORKS Dashboard ACC Monitor Policies Objects Network Device = Commit & U@ Config~ Q Search
B8 Securit
- 2 Rule Usage
AT Monitoring rule usage can help ensure rules are performing as expected, and can help identify rules that should be removed to reduce your attack surface
A qos
5 Polcy Based Forvarding Timeframe  All time v Usage Unused ¥ [V Exclude rules reset during the last 30 days
5 Decryption

& Tunnel Inspection
Application Override
£ Authentication

[ Dos protection

Reset Date odified eated
3 | smip traffic 0 - - - 2019-01-11 18:44:34  2018-12-18 17:50:33
5 | Tsunami-file-transfer 0 - - - 2018-03-26 11:09:40  2018-03-21 16:14:56

[_gNo App Specified 5
[ unused Apps 7
= A/ Rule Usage

=] Unused in 30 days 11
=] unused in 90 days 10
E unused 5

BEZEARARANBRNSEME | BPESEREARKNBRENREME 15
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html

STEP2 | FHEBEFERENRA , AHEHREFREM , KERBTAUEFEREM,

LB |, EHBEMEM Tsunami EREH , BEREEREBTBEA Tsunami A TEAREME
REHEAER Rt LR B RRAFZEAF Tsunami BAEXRE,

STEP 3| Disable ( £/ ) ( =k Delete ( fiER ) ) &8l
£ Policies ( UK ) > Security ( €M ) &, BE Tsunami EERE&H A, Disable (£ ) =
Delete ( Bk ) &8I,

MRBRENEZBRZERAER  AEARALEREZ:  IEEFIEMREER—&. (MREER
EXBEREARARARAZRIGENFESNH , IERCHASERARELRERSEHRFN
MENERAEN  IEREEERN ). FAEN—REEZR , BUUMRER2EANRERNR

Bl

BERERESRA
HRSEN-—BRFBEFINEARINENERENAR  KRIRUBRAEBE  MALBTTRERLE
AR, SERELRA K BENREREESEARAFARAA  ARERZLPRE  ENERE
WRABREREERAUESD,

12 ELFTETNEAEARENCHRAE  FEEEANESE. FENHGESNSANERRE

.
STEP 1| 7£ Policies ( Bt ) > Security ( Z£1% ) > Policy Optimizer ( BUR&{E{L TE ) > No App
Specified ( BIEENERRERN ) &, HEFKRA (BR ) , UEEBZSH B/ Days with No
New Apps ( REFEARERXNNXE ) WRABREFERRK,

paloalto , : : y Bomie Ao |
NETWORK: Dashboard ACC Monitor Policies Objects Network Device & Commit & U@ Config~ Q Search

ey L] No App Specified
recomme; u convert these service

2 NAT e are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that yor

. Qos only security policies to application based pelicies.

[5: Policy Based Forwarding
8 Decryption

£ Tunnel Inspection
Application Override = .
& Authentication ame ervice Add affic (Bytes, 30 da Apps Allowed | Apps Seen | o¥S It 1O ompare odified eated

[ Dos Protection
1 | ssh-access ® servicessh  any 945k | any 1 119 Compare  2019-03-21 16:37:00  2018-11-14 16:59:25
6 | allow-apps 8.8c [ any 40 80 Compare  2019-03-26 11:40:29 | 2018-12-10 11:54:59
EIIIISS=1 3 smb W& smb-1 any 59.4M | 3 65 Compare  2019-03-28 13:58:05  2018-12-18 17:50:33 |
Policy Optimizer -] R !
[dNo App Specified 5
(2] unused Apps 7k 5 Traffictointernet | ¥ service-http | any 2286 o any 76 1 Compare  2019-01-11 18:44:34  2018-11-16 11:52:30
2 A Rule Usage 3 service-https
= unused in 20 days 1

H=ERNEHERN -—REENREFCIFTNVEAREN , RREBRARARESN ID HRBEE, (&R
SER-EzENEAEAEXNEER IR MAEREFT DR Apps Seen ( ERIVEAER ) HIRRAY
(Bl smb R ) |, BUBHRERAFEAERIRAY ) .

 #& Modified (EFH ) B , RAF-BRERBEARBANRUTELBRLARE. KEE
HWRATREFIFEFESRAUNEARR,

HACHERULEINZERAREN  AAASERRAA K MARECEZRERSER App-ID B9HRR,

STEP 2| ##—T~ Apps Seen ( E R EATRER ) BB , LABIRK Applications & Usage ( ERRER B A A
N ) HEF R,

16 BEZEARERAEANBERNGRERE | BEZERERARANBERNRERE
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Applications & Usage - allow-apps

Timeframe  Anytime

Apps on Rule Apps Seen | 40

& Ay
| Applications ca i Traffic (30 days)

[T active-directory-base  auth-service E 2018-12-18  2019-04-10  58M | -
[] crashplan storage- 2018-12-10  2019-04-10 | 580.9M [l
backup n
[F] dns infrastructure n 2018-12-18  2019-04-10  13.6M |
7] google-base internet-utility n 2018-12-10  2019-04-10 12m |
[F] kerberos auth-service E 2018-12-10  2019-04-10  10.7M |
[F] idap authservice | B | 20181218 20190410 | 49.3M |
[ ms-local-security- infrastructure u 2018-12-18  2019-04-10  1.3M |
management
] ms-netlogon auth-service E 2018-12-10  2019-04-10 | 330.5k | =

4 3

B8 Browse @BAdd & * . Match Usage

The last new app was discovered 86 days ago.

&=

STEP 3| HEF MEREAR A LK) Apps Seen ( ERMEARER ) , LHEWNMEEEAEN,

HFERETHFREFRTHYETHEINSERARN R EFINRE, FiW , BAURERE
BYERETHEREEFMEEREREAER , WERER App-ID WRAREF T,

Applications & Usage - allow-apps

Timeframe | Anytime hd

s
Apps on Rule Apps Seen | 40

% Any g i 5140 i~
M| Applications v i Traffic (30 days)

[£] dns infrastructure 2018-12-18  2019-04-10  13.6M |
[] ms-local-security- infrastructure n 2018-12-18  2019-04-10 1.3M |
management
[] msrpe-base infrastructure E 2018-12-18  2019-04-10  349M |
[F] netbios-ns infrastructure E 2018-12-18  2019-04-10 | 741.6k |
[] ntp infrastructure E 2018-12-18  2019-04-10  99.5k |
[F] stun infrastructure E 2018-12-21 | 2019-04-10 174.5k |
[] dhep infrastructure E 2018-12-19  2019-01-02 [
[F] netbios-ss infrastructure E 2018-12-12  2018-12-12 o |

B8 Browse @A B ‘. Match Usage

The last new app was discovered 86 days ago.

&

STEP 4 | BEERERAERFEEIPHNLSR 4-7 , MBI ERNA KRG EEEUNELUSNEEN
FEREXNEETER (NEBFE) .

EiRE R AR EUR Al

AR R 17 BUR A AT 4R BB 438 80 (HTTP) MIEHRIE 443 (HTTPS) KR E. HRABEEEIFZABENIE
RAEARKARE (Ll ). ERNEEENERAREFIRNTUAFETEEEMR LNWEAENX , X
RETIIRNE A AUHEEEEELERE FRFNZSHBALAFNERERN.

Ei&ﬂ%ﬁPﬁﬁ%ﬂﬁﬁﬂiﬁﬂﬂﬁgﬁﬁﬁﬁﬂ’ﬂﬁﬂﬂ%?ﬁ?ﬁ;%ﬁ%@ﬁhﬁﬂ@ﬁﬂuH% , RETHRENTENEBRER
RANEARER  UREQAEREMARMADHNERAEN,

BEZEREABRINRRNSEME | BEZEREARKNRRNSEME 17
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BIRERERERRAUANTETEZREMRRNTEREUEENEAER K MFLSARARNELE
BRA, SBBIB L RAEAR, FABRSEEICIEUKERAR FERRFEFRALEINEARERN ,
FETLUBIRAUWEREFERNMAERARR , YRIEXEAMEANEBARER  RARERBRRILUHERIE
BREAEN. BREECIERHUFSHFAGEZEERABNO TR LFINEARRK.

AEEAR  MIFEEERTKEEEARITAN, BERANSRERKENERENRA , LHERD
EREARANANEEREZEMRAEFERNERENRA LS, EVRERVEERBURRARE
B RARAFENRAENERENRUTENEREREFIRR  mreSRARTAM. Bl
BRGEIRERNAAEFNERES  URGEREARBENERENRISIBETERERANEAR
Ko WREBEAFNEARAAARN —RBFHIFSENERENRA , ELCEEXBAMENTE
EREX , AIFSUER (SR ) ERERENHRA  SIERER  IFeEERAEX TR,

EAERAEEN A EZREREFINESCHNEARINNEMB R, £ Policies ( B3R ) > Security ( &
21 ) > Policy Optimizer ( BiER &£/t TE ) > No App Specified ( BEIEENWERER ) EA , £EERA
B EFEERA % , BEEEEEERNABBLIERF. fl , EALKSRZ Apps Seen ( ERHERRE
RN ) BB % 30 KWHZ KR E ( Traffic (Bytes, 30 days) ( RE (Lt# , 30K ) ) ) WHAKRFEEEBELIEF
LERgEANRR , WA LLEF Days with No New Apps ( REFEAREXNHNKXE ) M Modified ( E1&
X)) BRI EFIFZEARRAREBEEBENR L,

BEHERMARENEZRENERERFRRAUSRTRHEFBHEARANERERAEANRA, &
AUERERNERER , ATEN FERUREAERERENRRY EEINENEAER BT A
RERAEZXHHRA,

STEP 1| BE X Policies ( Bt ) > Security ( Z£ 1t ) > Policy Optimizer ( BUR&{E{tTE ) > No
App Specified ( |IEEWERRER ) , WK B TR HIHERARFIOEANEZENRA,

£ (service/member eq ‘service-http’) and (service/member eq ‘service-https’)

BRZ | LK BT R E service-http 1 service-https B ERFEUR BN EAERENEL,

#2 paloalto _ : , _ L
NETWORK: Dashboard ACC Monitor Policies Objects Network Device & Commit & [ Config~ Q Search
S @kep
8 Sec "
ey No App Specified
BYNAT These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only security policies to
A qos applcation based policies.
[ Policy Based Forwardi
(servicelmember eq 'service-http') and (service/member eq 'service-hitps’)
Bytes, 30 da
ffi h [E———

[ dMNo App Specified

STEP 2| #2—"T Compare ( L% ) = Apps Seen ( ERWEARER ) BB , LABRL Applications &
Usage ( ERREXEFEASR ) HEEH R,

STEP 3| IRIE AR T HHBIRBEFF Apps Seen ( ERWEAREN ) , U0 EMHBRREMBERR A+ T8E
BEEFNECERER,

ik Subcategory ( 735 ) E1THEF , U ER R EERNERARER :

18 BEZEAEARANBENSEMWE | BEEEREARXNBENRERE
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization/policy-optimizer-concepts/sorting-and-filtering-security-policy-rules.html

Applications & Usage - Traffic to internet

Timeframe Anytime -

I
Apps on Rule Apps Seen | 76

% . o
M| Applications [ | Applications Subcategory | pisk | FirstSeen | LastSeen | Traffic (30 days)

[ itunes-base audio- 2019-04-01  2019-04-01  75.1k | -
streaming

[ soundcloud-base audio- 2019-03-20 | 2019-03-20 112k |
streaming

[ okta auth-service 2018-12-18  2019-04-09 am |

[ pingone auth-service 2019-01-22 | 2019-01-22 o |

[ outlook-web-online  email 2019-01-11  2019-04-09  333.3M Il

[ yahoo-mail-base email 2018-12-18 | 2019-04-08 s6Mm |

[ gmx-mail email n 2019-04-03  2019-04-03 22m |

[F] hotmail email B 20190225 | 20190225 o | -

B8 Browse @A B @ * . Match Usage

The last new app was discovered 6 days ago.

] o

BHTLUMRKEE FRERETEHE  EEFBNRTEINERARN, FHEHT , EBEMER App-ID
WRARBHETBHRARS  BETHE ERERN L EINEIBAEARS -

Applications & Usage - Traffic to internet
&% Any

o ET o
| Applications . . .

[] gmail-base email n 2019-04-09 | 2019-04-09 3.2m |
] gmx-mail email n 2019-04-03 | 2019-04-03 22M |
[F] hotmail email n 2019-02-25  2018-02-25 [
[ outlook-web-online | email 2019-01-11 | 2019-04-09  336.4M I
[ yahoo-mail-base email 2018-12-18  2015-04-08 8.6M |

B8 Browse @ Add B ® ‘. Match Usage

The last new app was discovered 0 days ago.

CJ&E=

STEP 4 | BEUSEE AR EATESR , A% Create Cloned Rule ( B ERMFA ) | IRRENEEE
MR ERFNWEAERENRAL

B0 | IREH N TR AIE L T AMEA Gmail # Outlook , A B Yahoo EFHHEABAER |, B
BEFAFF GMX B4 Hotmail :

BEZEREABRANRENSEME | BEZEREARXNRROREME 19
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Applications & Usage - Traffic to internet

Timeframe Anytime

A
Apps on Rule Apps Seen | 77
& « T ©

| Applications Subcategory - Traffic (30 days)

gmail-base email El 20190409 20190409 32M |
[ gmx-mail email n 2019-04-03 | 2019-04-03 22m |
[F] hotmail email B 20190225 20190225 o |
outlook-web-online  email 2019-01-11  2019-04-09  336.4M Il
yahoo-mail-base email 2018-12-18  2019-04-08  8.6M |

B8 Browse Add 2 AddtoRule @ Create Cloned Rule . Match Usage

The last new app was discovered 0 days ago.

STEP5| 7£ Clone ( 8& ) HFE AP | BRESEEANWESEEARMERNERARER,

Timeframe  Anytime v
P—
Apps on fule Clone ®
&% Any
N Name ‘ email-apps-allowed
gmail v e
gmail-base
gmail-call-phone
gmail-chat
gmail-downloading
gmail-enterprise
[#___amail-nndting h
N XD
D B [+] @ &
The last new app was discovered 0 days ago.

“ cancel

RETARIN Name (278 ) |, MUBBITHALAR, RELTEBEANSEETBHEARRNS

EYRE  AREBBVEAHNRREARN., MREAFAF[EARR , AAABRHBINMEEARER, &
EHESFHNEARAMEEAREAEASEBAFCARERSRA , SiksRERMARENTAML.
ARERNMAERAREN. SARARANAREARAHENLRe, EERA LFINEAREXS
mEige  mEREAERXPRERNLEINEAENeN ELREBMATS M EEE,

» NREREFAHFAREBARXNPNBI AR , AEECHENARERAERX  MA
RARGGSERINSERARN,

20 BEZEREARANBRNEENE | BEZEREARXNBRNREME
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Name  email-apps-allowed-1

Applications | " | Jr—

[C] gmailw -
V] gmail-base

[ gmail-cali-phone

v gmail-chat

™ gmail-downloading
v gmail-enterprise

| amail-nosting.

)
HUHIZER gmail-call-phone #1 gmail-posting EAER , t2EUHER gmail REREAER.

STEP6[#&R—T OK (HE ) REVHRA , MERAMERLMBRRAEFEAERENRA LS
( Policies ( XK ) > Security (Z£M ) )o
NREENAREARS  AIBXRGELCIERSKIEmEEARIANAREARXHEERA,

g
aloalto : . e s
I p NETWORKS Dashboard ACC Monitor Policies Objects Network Device = Commit & U@ Config~ Q Search
8 Security L} 21 items
2% NAT
s 05 N T: T Z Addi U Z Addi licati Servi Acti Profik
- ¢
[ Pollcy Based Forwarding lame: ags ype one: ress ser one: ress  Application rvice jon rofile
8 Decryption 6 | email-apps-allowed none  universal g |3-vian-trust any any  f#j |3-untrust  any gmail ¥ service-hitp @ Alow @ o
& Tunnel Inspection o Sinkh[=] ms-office365 & service-https
Application Override e
s, Authentication .
W proteston 7 | Traffic to internet none  universal g 13-vian-trust any any g I3-untrust any any % service-http & alow @
B Sinkhole #& service-htips

WMREH Clone (B ) HEHRZNELNEAER , MIRB[EAEN | AIBRKEICITER SRR
HWEAEAFNEZHHER App-ID BIR A,

n
aloalto : ) s
L p NETWORKS Dashboard ACC Monitor Policies Objects Network Device = Commit & @ Configw & Search
8 security L items [
2 NAT
A qQos
@ Palicy Based Forwarding Name Tags Type Zone Address User HIP Profile Zone Address ‘Application Service
5 Decryption
& Tunnel Inspection 5 email-apps-aliowed-1  none universal g 13-vian-trust  any any any R 13-untrust any @ omaibase 3R service-http
fiy Sinkhole [ outiook-web-... 3 service-https

Application Override
S, Authentication yahoo-mail-b...

[ bos Protection sharepoint-o...
gmail-chat
gmail-enterp...
gmail-downl..
more...

STEP 7| #&2—T#R B Name ( &% ) = Service ( fR# ) , 4% Service ( IRFE ) BF A application-
default SABy LRI 2 5218 F FEVERBHEAREN,

BREISFARENRA

HEFEERIB X 30 REAFRE ( Traffic (Bytes, 30 days) (2 (Uil , 30K ) ) ) WIRAl , FERE
BRREERA, (RRNSHSEETHESERAAARES AN R A MRBEEEERNEERBIRE
gi’@‘\ ,EFBEIASHELE—K ). BELRAEBRAER App-ID HRAI, —IFJF{EL.,\IYEE’JEEkum

=
J==0
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MRZERYEINAKERE , BIFEFEA Policies ( B ) > Security ( ££1 ) > Policy Optimizer ( BUR &
£{LTE ) > No App Specified ( BMIEEENEARR ) EF , BHAELEHBNRRGEERLIEF. 0,
BRI AR EEHZ Apps Seen ( ERMNEARER ) WRABIEBEIER (THEERSESNARA ) , RAE
B &% Days with No New Apps ( REHEARINNXE ) MHRE Modified ( 218tk ) BHINRBIHERE
klEF (HBESRERA ) .

STEP 1| £ Policies ( Bt ) > Security ( Z£ % ) > Policy Optimizer ( BURER{E{L TE ) > No App
Specified ( BIEENEBRER ) & , 4 Traffic (Bytes, 30 days) ( & (2t , 30 X ) ) &R
HERE , UERIERERRAINEFERE,

B paloalto

Dashboard ACC Monitor Policies Objects Network Device & Commit & U@ Config~ Q Search

9 Securi )
F ty No App Specified
=T These are security policies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only
A QoS security policies to application based policies.
E}-Pohcy Based Forwarding -
€5 Decryption i @ U
@& Tunnel Inspection Destinatio App Usage
Application Override T P—
Authentication ame ervice Address Traﬂic(D;ls,}Ddays)(v Apps Allowed Apps See .;. ompare odified eated
Dos Protection I
& 5 |Traffic tointemet | @ service-http | any 356 [ 2+ SOTAscending 2 Compare  2019-01-11 18:44:34  2018-11-16 11:52:30
z
o service-hitps %1 sort Descending
6 | allow-apps any any 196 [ e, » 87 Compare  2019-03-26 11:40:29  2018-12-10 11:54:59
3 smb 3@ smb-1 any 52.7M 1l 72 Compare  2019-03-28 13:58:05  2018-12-18 17:50:33
Adjust Columns
ol iz
R O iamcg 4 1 ssh-access o servicessh  any 945k | any 1 126 Compare  2019-03-21 16:37:00  2018-11-14 16:59:25
"4 No App Specified 5 .

STEP 2 | JBEVR A LABH A EE#: |, SRERIE— T Apps Seen ( ERWERER ) HE.

STEP 3| ¥£ Applications & Usage ( FERRERNEMEA AN ) BEEFRP , SEFMEHEZR A LA Apps
Seen (ERMERARER ) , LHENMEREEAREN,
EARN FEIETHFREE , UoEATREEERNUEERETUFER —BEREARXWRBIFTE

HKEAREN, BIR Traffic (30 days) (RE (30X ) ) ¥iF , AERERNEARINRERERFEER
AR EREARANEEIERF.

STEP 4 | BEERERAERFERIPNSER 4-7 , UBLERNA KRR EEEUNEUSNEEN
EREXNEEFER (HEBFE) .

BERERERERRDEAERNAR

EHHED Apps Seen ( ERNEAREN ) BEARNBERARBERENEARANMRA , R ERER, HE
BE , AT EREEERE,

STEP 1| 7£ Policies ( Bt ) > Security ( 221 ) > Policy Optimizer ( BUR&{E{L TE ) > No App
Specified ( BEEEMWERAER ) b , &R , EETEELE Apps Seen ( ERHERRE
X)) BREREFREIEARIXNRE,

paloalto

Dashboard ACC Monitor Policies Objects Network Device < Commit & U@ Config~ Q Search

B9 Securit g
r Z No App Specified
BAT These are security plicies that have no application specified and allow any application on the configured service which can present a security risk. Palo Alto Networks recommends that you convert these service only
S Qos security policies to application based policies.
[5: Policy Based Forwarding Y
& Dectypion (apps-seen-count leq '3') and (days-no-new-app-count geq '30') 2items (%]

4 Tunnel Inspection
Application Override
S, Authentication

[ Dos Protection

3 smb & smb-1 any 53.4M o any 3 72 Compare  2019-03-28 13:58:05  2018-12-18 17:50:33

1 | ssh-access R senvice-ssh any 945k | any 1 126 Compare 2019-03-21 16:37:00  2018-11-14 16:59:25

Policy Optimizer -]
"4 No App Specified 5 [

22 BEZEREARANBRNEENE | BEZEREARNBRNREME
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WEHSEREERN=EUTEAERXNRLA (apps seen count leq ‘3') , UREL 30 XKKXEE
FEREXHHA (days no new app count geq ‘30’),

STEP 2 | BENEHEMM A , REIE—T Apps Seen ( ERNWERAER ) 8E.

STEP 3| 1£ Applications & Usage ( ERREREMFAF X ) HFEHRT  AERETREAKFFEERRE
N, AR ECMREEZNVNAMEBNRAG ; fEACEAERE R EHFRNZ2 M ETE
LI ERE,

MRERBAFFAEEARER , MECMEZHELCWERE , BIT L Match Usage ( LR ) |, TR
RIEZENHR BB AN ER App-1D B4R A,

MREBEAFERARER , EEMSETENRE , AIFASESETRRENEARAERA
B, fign , MREREZENRUAF=ERAER , EHIMEREFHHERAERX K M—EALSER
BREAREN  ARBRCAETBARARER AR  YAEREREAREYS —EHRA.

MREBEAFRLERRAES  BEEAMWEARER :

RERERENVEAEXER —ERZEARA  YERRBRENEZENRA K BEETEEREN
FAEARK -—NERRANEARER, MRBTRANKE , RERFLBREAHNEARANSE
EREEENRA RS ERRMERE. SRERERFIRAPNDSER4-7 BERNMETER
B A

MREEREAEVEZAFNEAERNARBEHNHNEAREN

MRABEEAFNEARXEEROUNEE , AIFEMER Add to Rule ( FTEERA ) DUSERER
ENRIRMAAEAFEHEEZRANEARANEREARINBRA, RIELES —ERUT R
AERMEERANEAER  FRASHHEEM.

MREBEAFNEARATETANEE , AIFBEBENERENRUK/ECEEARFHNERAENX
BRENEARANRL . NREDRBEVUHEAGEARER  MTNER (SMER ) ERE
BRAHR A
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RAZEMREMENRES R

HEF-RBERENEZENRAERAERNEBARANRUZR  FEBEATIZREMBR S HK

RRAUE , YAEBEREM
£/ Expedition AR RIBUATIEE , UERAMBRBERBEMNS HEERRE.

EHBATRAEMOEFTE (BPA) , ARIEZEMR App-ID HRA B RAVERE | URBRIHtSEH. EEINERR

B , FEEA BPA BB REN S RALE — S ERERNES,

BRBECTESGHENERENRUERAERN App-ID WRA , BFSRERINEMAEER, £

BRERRUERBER App-ID HIRAE , BNERAUBLIRBEALRSTRE !

# Service ( BR# ) 3RE 5 application-default , SAPF It EAR X FHEEETZE, SFYHRBEETE

AR  ERFEREEE K REEH appllcatlon -default,
HEE (AREKEEE ) | ¢ Web EAER , /A URL EHEFERIZRF L FERE R,
5% E User-ID ﬁi?‘“ﬁiﬂgﬁ_ﬂf)\ﬁﬂwﬁﬁﬁ&'ﬁo

Hit A REFEEREZE PAN-OS RIEHW BFE. BREEETHEFBH4BEREIRIEEE

ﬁiﬁﬁ%ﬁ LR R HEEREITBIZEC &0 o

REPDE. REFHE, BRHRE, ERBHEHN WildFire WS EHELZEMRERE , REEEMN

ERZE App-ID ZEHBFERA,
FEEREMEHA GitHub £BY Iron-Skillet EANREIAFER , AR RE ¥ 18 &R 1EMUERRE.

%’Eﬁ App-ID #pE, EEMEHEAEINKRA (FSHMBTEARER ) B, FEIER App-ID R
B, B Emmai R 2, FFEEAACARLELEERAEANERRECMERENDHT

MEEAE%EE’JEEUO RA TR PAN-OS EEEERHM App-1Do

EEMAZEMBRRAUER K FEBSEMRBEAZAE , SlNEZRENR Dos HESREN R

EHE.

MBLEEHSEREBRTEBEE Palo Alto Networks 5%1i# , 55848 Palo Alto Networks B
Professional Services 84l , kBB EEEENBEER , TARERR I BENRIIEIRE App-1D,
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https://live.paloaltonetworks.com/t5/Expedition-Migration-Tool/ct-p/migration_tool
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/url-filtering.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://github.com/PaloAltoNetworks/iron-skillet/tree/panos_v9.0
https://iron-skillet.readthedocs.io/en/panos_v9.0/
https://live.paloaltonetworks.com/t5/Community-Blog/Getting-Started-with-IronSkillet-Best-Practices-Templates/ba-p/233175
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices.html
https://www.paloaltonetworks.com/services/consulting
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