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Device Info

Adoption Definitions Overall Adoption High Technology Average Best Practice Mode
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88.9% (No change) 67% Anti-Vir

88.9% (No change) Anti-Spyware  0.0%
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CUSTOMER SUPPORT v

Current Account: TechPubsTest «  Set as Default

= |Quick Actions v

4 Support Home

Quick Actions

= Register a Device &+ Add a Member

I Need Help

== Support Cases

B Company Account

&+ Members A

Create New User

Manage Users ALERTS RECENT ACT'VITY
) No Recent Activity Found
Wildfire Users > NOW AVAILABLE: Self-service Best Practice Assessment
5 G (BPA) for next-generation firewall and Panorama
roups

= Assets v > New Customer Satisfaction Survey!
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CUSTOMER SUPPORT v A @ -

Current Account: TechPubsTest ~  Setas Default

Manage Users

A Support Home Add Member 2] Filter By: First Name - Search
i
Export To CSV

&= Support Cases
Name

B Company Account

&+ Members ~ @paloaltonetworks.com 11/28/2018 Super User £ %
Create New User @paloaltonetworks.com 7/30/2017 Super User £ x
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Wildfire Users .
@paloaltonetworks.com  7/30/2017 Super User s X%
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Current Account: TechPubsTest »  Setas Default

= | Quick Actions v

#A Support Home

Quick Actions

= Register a Device &+ Add a Member

| Need Help

&= Support Cases

B Company Account

&+ Members v

& Groups

— . ALERTS RECENT ACTIVITY
No Recent Activity Found

& Tools ~ > NOW AVAILABLE: Self-service Best Practice Assessment

(BPA) for next-generation firewall and Panorama
PAN-DB URL Categorization

Run Best Practice Assessment > New Customer Satisfaction Survey!

>View Assessment History
> UPDATE: Cloud Services Status Updates
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BEST PRACTICE ASSESSMENT

UPLOAD REVIEW

Run a Best Practice Assessment (BPA) to measure what, where,

ur Palo Alto

AN

Drag.tgz Tech Support File here or browse to upload.

‘The upload time is dependent on the size of your TGZ file and your internet speed.

Uploading the file could take afew minutes for larger files.

STEP 2 | EiEM S B EESE EERERET , HIZ—T Skip this step ( BEiBULEER ) IEREEREE
18R T #1T BPA.

% Architecture Classification (2844 38) #E FUZR#E{E , £/ Classification (7 38) THX/FERIE , &
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UPLOAD CLASSIFY REVIEW

Architecture Classification

Area of Architecture Mapping: Please map each zone listed below to the Area of Architecture: Perimeter, Internal Core, Mobility, or Datacenter. If you are not
ready to map each zone to Area of Architecture, the default values will be set to Undefined and you can just click the *Skip this step’ button at the bottom of the

page.

ZONE DEVICE GROUP CLASSIFICATION ARCHITECTURE CLASSIFICATION

L3-Trust vsysl Mobility Please drag your selection from here to the
correct Zone and Device classification

L3-Untrust vsysl Mobility ¥ Enterprise
¥ Perimeter

Internet
DMZ
3rd Party/Vendor

¥ Internal Core
Users

IT Infrastructure
Out-of-Band Management
Remote Office/MPLS

STEP 3| BBIHEEIRF T , MEELEY TR BPA & (EE R TH BPA HE).

BALEATAXEERE BPA BREREZ WBNTE, AOELREZNEABEEMESY  FTE
B TRE,

B R TREE T TREEN BPA HE, RTHEREURRESR , HPEREFZRAHT BPA 2R
xRN REHARE,

BEST PRACTICE ASSESSMENT

UPLOAD CLASSIFY REVIEW

If you need to review or edit your Architecture Classifications, please go BACK now.
Otherwise, you are now ready to generate your Best Practice Assessment Report.

Click on "Generate & Download Report” button to view your summary and download the detailed report.

Your current industry is selected by default. To compare your BPA results against a

particular industry, please make a selection from the drop down below.

‘Default industry is based on the Dun & Bradstreet database.

High Technology

Generate & Download Report

STEP 4 | FREELER BPA AIEERHTHE , Y HHEANEHMAN HTMLBEE THELENEK.
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= BEST PRACTICE ASSESSMENT (BPA) SUMMARY

A Support Home Device:
Prepared by 19-09-17 12:12 (UTC-07:00)
=
= Support Cases I View History Download Summary
H Company Account
&+ Members v Best Practice Summary Security Profile Adoption Application & User Control Adoption Logging & Zone Prow >
= Assets v
F Tools R Capability & Control Category Capability Summary Control Category Summary
PAN-DB URL Categorization Class Summary Access Control 6%
Recovery 1%
Best Practice Assessroent Risk Assessment 505
urity Controls
@ Your detailed HTML report has been . Detective = Contingency Planring | 39%
automatically downloaded to your
Audit and Accountability 65%
¢ computer.
Correct %
Configuration Management 52%
Lu - AutoFocus
............ onar System and Information Integrity 65%

STEP5 | BEAZR S MBM{AIEIT BPA , B BIBIEEFZEAOMUENEEA ( B4 Palo Alto
Networks SE i & 1EB #1117 BPA ) LIFARER AT LSNBE,

 EHEFTAER (2019 £ 11 A 1 BR) IREXESH , FEA BPA ARG My %
i , BARIA Security Assurance | {Bh ST HI S EHB/E.

12 BPA EZ SECURITY ASSURANCE R{EMGEAF | SEMIEAF

© 2019 Palo Alto Networks, Inc.


https://support.paloaltonetworks.com/

Security Assurance

EERBMEAETERED , Security Assurance BETEE B T B BRI Palo Alto Networks #&F Hy 551
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AR Security Assurance , BABETHERYESHN (2019 F 11 A 1 AR) AL X EEAH,
BRE @ Security Assurance , S — S EEHITHREMEFE (BPA) , MEEZRERUT EREZEMINEENERA
18 : WildFire, BrE. REFER. DNS Sinkhole, URL &fiE, FHRRBN K, RMERE K BREL
ZEMINEENEARELHEERNFIERAREE,
HITBPARKAEEEBRNETEL MR SR CRBEFNRE , tiBhERE4%4E, BPALESR
I HMZeMIIENRAER , SINERARENID MERE ID, EBERE, HttZeMRER , flER
HEEF DoS REREE , BPA EERMAREZ LN LTS MREIRBERS.

o EH#IT BPA (BIBANEE) NEEFTET2MIIENRA,. BEARZSMNRE &
g FAHEREMENEEIERF.

EETRERIEAN (2019 F 11 A 1 BR) RASESNI BHIT BPA , EHEREHREtRL LM
NEEM KA RS E R T |, Security Assurance EBBIRA . EREEMBLUASHREL X EIHRENERA
RRFETETF |, BB Palo Alto Networks SHEER KRB B ERE R, RHSERBENE, MREKFR
RESELFEAERBRNEELSMINAE , 35E Palo Alto Networks SEER K — R ZEMAEH Security
Assurance #RIZEE

FERAH £t KL HIhEE
BELtKZSMHIEENERA
WE LKL HIBENERA
IR Security Assurance

ANt RXKEZEHIN6E
RPARDHEEBRATI LALLM INENERDT :
WildFire—#§ WildFire Z2 MR ERM MBI Z 2 HBRRA , AFREREBRE , BEFHRAR
&, WildFire EHMERFEMLRE (ATP) 5 KB E TNEE,
hE—HEREMREREMMEZEEBERA , AFREHECHNEEER  INEEHE, R
B, MBATRS.
FEREE SR ERERRER MR EEMMNEZ2EBERA , AFREGRNLARIERIHE LHT
WESEXNBFABEN G SEIZHRE (C2) , Y IEEARHNRREENRIEE LI HER,
DNS Sinkhole—:% & Iz B EE #1 B8 2 2 M SR ERE MY DNS Sinkhole %84 , K MEI AFFREN T EHBER
Eﬂﬁuo‘ 1%Ns Sinkhole AiEBIB M I BH I EMEFEUELHEE  UREEAEATREE. TaEEIAR
VY ERLo
URL £Fi2—7% URL EFBERERM MBI ZSMBERBR , AFRENSEEFNERABNBEARAS (TEEH
EERNANMEIL), URL BRERTEREE URL ERI TGRS A EINALER,
BHRE BN AELZEUREEMNEZEHEERBRR , AFREMEREE ARAFRANFKES
WSS  EEEEAHETENMBNERE  TAPSERBEFABRELNBERAEDBE,

BPA E& SECURITY ASSURANCE SEMEEAP | SEMEAMN 13

© 2019 Palo Alto Networks, Inc.



« RE—RAMEREMNCE (FFERIER) M B RREANERRAESARH{EERERENREKE
%, BREREAPESHRUEBREN. BFHEARERPTAHHNEERE BFE Panorama HE/ERAE
HBEEITO.

RRABLERYRANEIELZEHNRE, BOREBE, FNHRERRENTRE, PHECMMIHK
B YARBHENVESEENER. BE. BARXARE.

BRECtARZE IR

EEELAY TH BPA B RBUIIMNEEM BPA BRE HTMLER) & |, BERARZEAEEAMELTEURE
& (WildFire, BhE. RMEEREEE. DNS Sinkhole, S5B4{RFEF URL E5&) TIEEMEBRBRARE , UREFEB
TEEELENTIRAE RERINNRE), "HARE, EEVEREEMBITEEREZ THEZS
MINRER SR | WENERE AR ENERE, fl, BREREFMBHNEXRSRH

m Trending Serial Numbe cture ags ule Detai Vi g5 Goto BP/

Adoption Summary

Security Profile Adoption Summary e

Overall Adoption High Technology Average

Device Info

Adoption Definitions

Learn More
WildFire 100.0% (+11 pts) WildFire ~ 45.4%
Anti-Virus 100.0% (+11 pts) Anti-Virus 67 6%
Anti-Spyware 100.0% (+11 pts) Anti-Spyware 67.7%
DNS Sinkhole 12.5% (+12 pts) DNS Sinkhole = 36%
Vulnerability Protection 100.0% (+11 pts) Vulnerability Protection 67.3%
URL-Filtering 12.5% (+1 pt) URL-Filtering 251%

RBRER , REFESNEDENITETERAR : WildFire, BhE. REZFREBRBHREHREE. BRT
BT, REREDMIADEENITHEFIGHRARE | DNS Sinkhole M URL &Fi#, ERRHET KT : RERHE
AR BB ERE P HY DNS Sinkhole , AZER URL EREEMBMARRE,

FEFFMAY HTMLBPA &S |, BT B2 EHEUES SHERCHNENBEBRAEE | URABITRNCHE
TR FERAE,
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Trending

Metric 2018-11-2918:10:14 2019-09-17 11:54:21 High Technology Average

Total Rule Count ? 12

Allow Rule Count g g

Deny Rule Count 0 4

WildFire Adoption % 88.9 100.0 454
Anti-Spyware Adoption % 88.9 100.0 67.7

DNS Sinkhole Adoption % 0.0 12,5 36.0
Anti-Virus Adoption % 88.9 100.0 67.6
Vulnerability Protection Adoption % 38.9 100.0 67.3
URL-Filtering Adoption % 11.1 125 251
Credential Theft Adoption % 0.0 0.0 _
File-Blocking Adoption % 778 100.0 30.9
Data-Filtering Adoption % 0.0 0.0 78

User ID Adoption % 0.0 0.0 6.6

App ID Adoption % 66.7 250 26.3

Service / Port Adoption % 66.7 87.5 59.7

Logging Adoption % 100.0 100.0 98.7

HEREREEBTRABRNRARE 2/ , HERREE LRHT BPA MBHNRARE, ERZEMR
REXENEER ; ®ENERELZEMTNAMFEN MRS , At —BITHFHE.

MRBRERNCHRERBETECEHRMECENENRATRFSITETRYS , ME BB Security
Assurance, EZREEHBLUSCHAELFTENENEARFSITEFTY , BBE Palo Alto Networks $5€
REWBEBEZER, BHEERIBENS, NREXEKFRFELELIRASREBRANETERS M , FBH
Palo Alto Networks $8& & — B MEIZA Security Assurance & RA K5,

WE LKL EMIEER BR A

& T £ BPA FAEC Palo Alto Networks B li XA LA B EEREN LR N , WHETHENSRE , L
HERtARZ2MYRE, AEBZLMNREEPRHBEERE  UARECHENKE, EE. BAEXIR
%o

WildFire—#$ WildFire s EE Z & @R AR EME , REBEE WildFire &1EH0E. WildFire REREH
BRIEMERTERRERE,

Fﬁﬁrﬂgﬁﬁﬁéﬁitﬁﬁéi&%mﬁﬁ L ARBEMSREME (RREERF O AE RSN
BREMCE).

% EFEEX 38 #1 DNS Sinkhole—DNS Sinkhole BREMNER EHRHBZ MR EETH DNS HEHBEE

B, SREREERERERSHERAREMNE  ARBERBREBREMRE (REHERPLBAE
INERAR Y & ) R R B B A HUE)o

URL £Fi2—7% URL ERBRERER RS ERAREME , AREE URL BREREME.
PHRAEMBHRERCEELTSHERARENE , ARBFBYRERERE (REHERP LK
EMBEEHN BB REREME).

SRk —Z M BUR R AITERR 27 TP BAS REFRE &%

BE5h , BPA MBS A @GS Ak EFF S 2 M Thee | HIEARER ID, A% ID, ERHH
REME. DoS MEEFRE , RIXREBHFRE, HI2EBRERS !
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-wildfire-profiles-safely-to-best-practices.html
https://docs.paloaltonetworks.com/wildfire/9-1/wildfire-admin/wildfire-deployment-best-practices/wildfire-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-antivirus-profiles-safely-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html#id17A2AE0402D
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-antivirus-profile.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-antivirus-profile.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-anti-spyware-profiles-safely-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html#id17A29F060SK
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-anti-spyware-profile.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-anti-spyware-profile.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-url-filtering-profiles-safely-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html#id17A29C0201H
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles/transition-vulnerability-protection-profiles-safely-to-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html#id17A2AB00MVI
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-vulnerability-protection-profile.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles/create-the-data-center-best-practice-vulnerability-protection-profile.html
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https://docs.paloaltonetworks.com/best-practices/9-1/bpa-getting-started.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices.html
https://docs.paloaltonetworks.com/best-practices/transition-to-best-practices.html
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClRlCAK
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClSlCAK
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/data-filtering-logs.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/traffic-logs.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/threat-logs.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/url-filtering-logs.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/user-id-logs.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/view-and-manage-logs/log-types-and-severity-levels/wildfire-submissions-logs.html
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClnDCAS
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/use-the-app-scope-reports/threat-monitor-report.html
https://support.paloaltonetworks.com/
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