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https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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BERARE

TE &) Palo Alto Networks 2R #1T BPA 2% , 87 Heatmap ( B ) EHNHEARELBABMEEN
HTML %, RARZERRENREEN BT MDERA. KBEEeRTESEEENEIRATS L

(Industry Average ( 2 ¥F19E ) BRI\, ERHECEFERENFEARTEBRNEAFOE ) , UKE
BE-XEEBREERYTBPAZENKAB I LEE ( UERER ) (HE , REEKE —RBT
BPA #B[E , BIA& No change ( BEF ) ),

Security Profile Adoption Summary e

Overall Adoption Best Practice Mode

VildFire 78.0% (No change) VildFire 36% NildFire T7.4%
Anti-Virus 78.3% (No change Anti-Virus 65.9% Anti-Virus
Anti-Spyware 78.0% (No change Anti-Spyware 65.9% Anti-Spyware

DNS Sinkhole 78.0% (No change DNS Sinkhole 33% DNS Sinkhole  0.0%

URL-Fitering | 2.1% (No change; URL-Filtering 2319 URL-Fillering ~ 0.09

Data-Fitering  0.0% (No change; Data-Fitering

ERRA—Z2UBRAFRUPHNREMREERAH. B ENEREERA —ARSEREEELRR
—HPWAFFRAEE . BPATEFACEANSRIEHR A,

EEFHE N FAEENAFRUPN FHRLURERRA,
REMBERA—AFRUPURBHREMESARENREURERERA. BPA RS AREEEBMA
REMERENRA,

Application & User Control Adoption Summary e

APP-ID Adoption User-ID Adoption Service/Port Adoption

16% (+9 pts) 30.6% (No change) 94.1% (No change)

N \ S

App-ID FRA—BZ M BEAR N App-ID 5A. BOLENERREF—ERZEEEREARMN AT
RABE (ERAEBRAXTRany (£ ) ) . BPATEFACEANSRAL

User-ID SRA—B R 2 M BUIRR I User-ID 5RA. B LLENERRERHERE ( 2 2E known-user ( 2
HEMAZE ) # unknown ( KA ) ) EAEFHENAFRAESE, BPATEFTACEANKRLL,

R/ ERERA—E TSN BRRNRE/ ERERA. BoLENEREEEEERRBIEREN R
AFRRIEE (RIEFR any (E7) ) - BPAREFHACERABNRAL

 BPA FEFT AHEHMAIA App-ID, User-ID RH/ERERA , RATEEBNHEREES
TR, Eit BPA SEERIRI HRAETER,

6 BPA AFY | FHMEZSMBURIIREHRA
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Logging & Zone Protection Adoption Summary e

Logging Adoption Log Forwarding Adoption Zone Protection Adoption

100% (No change) 66% (No change) 965% (No change)

-~ N -

SRR L 2 B R A Log at Session End ( T/EREERAE RIGEC4% ) IRA. B HLENEREER
F Log at Session End ( T/EPSERFEREFFCER ) VR RIS, BPA FEFTACSEANSAAL

ARERRA—BERZEMBERR AN BREEARERRA. BoHENER R CRE AREARERNRA
BB, BPATEFACERANRA,

ESRERA—BEZEMEBRAFRINESRERA. Ao LENERRRRES CREEBHRERERE
R AFFR AR . BPA RS ACERANRAL

HHMAELERE  SEATEZRUERFEENEDRARE —RYRERTEERIIT BPA ZRHKRA
BOLLBE (RE , MRERKR—IRHIT BPAMEE , BI% No change ( E2E ) ),

Decryption Summary e

S5L Forward Proxy S5L Inbound Inspection SSH Proxy Decryption Profile Used

V] o V] V]

URL Categories Exempted

government, financial-services, any

RREE B NRERDEE SSL #iX Proxy, SSL B ARER SSH Proxy WMZRBIRR A, LEEtHEE
TRERBUEHEZHRER , BB THREETETHEZMN URL EH.

S MEBMKRE URLER | IEEREEAE  EABARE RIS NBARN AR, BXE
I epetrREORE,

BETR: BRIFRAREDTREVURERE MR,

BPA AFT | HMERE&MBRDAERA 7
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E-L\ 317 N J=
a3 5l B% s
AEBTRREMBERBENUEUARIRERENZEUBRYERARINVLE, EEEISSREUR

BEBRARENREBRE FRERSUIEFANER , XEATIEREAREMEELER. REBEXE
RRIRETAE B BIRAE | AR B R & M BRThRE R AR,
AERBNEA TRELZ S MBRIERANEKE. EE (Zone) M (Area), B LMKEKERE, FiR

M Vsys, B, £EHENEBERBREFEAEN. Column Filters ( HEFE ) SRIBFESHE, £B, EF
(Zone), ZRHEHb[E (Area) MIEBHEITERR |, UM/ EE L BIRE,

WildFire Threat Prevention (IPS) URLFiltering
Zone
Anti- DNS Anti- URL- Credential File- Data- Service/ Protection
Destination Total Allow Deny WildFire Spyware Sinkhole Virus Vulnerability Filtering Theft Blocking Filtering User ID AppID Port Logging Log Profile
Source Areaof Areaof Rule Rule Rule Adoption Adoption Adoption Adoption Protection Adoption Adoption Adoption Adoption Adoption Adoption Adoption Adoption Forwarding Adoption
Architecture Architecture Count Count Count |1 % % % % Adoption% % % % % % % % % Adoption% %
Internal Core Datacenter 314 o 796 795 794 796 796 00 00 796 00 306 o5 545 1000 0o 1000
any any s E s oo 333 EE 00 333 00 00 00 00 oo EEE) 557 1000 778 0o
Remote Users/VPI, Internal Internet 8 6 2 1000 1000 1000 1000 1000 1000 1000 1000 00 1000 1000 1000 1000 1000 1000
Internet oMz 3 E o 567 0o 0o 587 1000 00 00 333 00 oo 1000 1000 1000 667 1000
Out-of-BandManagement, IT Infrastructure 3 3 o 667 1000 1000 667 1000 00 00 667 00 oo 1000 1000 1000 67 1000
ote Office/MPLS,
Internal Core
oMz Datacenter 2 2 o oo 0o 0o 00 00 00 00 00 00 oo 1000 1000 1000 0o 0o
oMz Internet 2 2 o 500 500 500 1000 500 00 00 00 00 oo 1000 1000 1000 1000 0o
Undefined Undefined 2 2 o oo 0o 0o 00 00 00 00 00 00 500 1000 1000 1000 0o 500
Web-tier App-tier 1 1 o 1000 1000 1000 1000 1000 00 00 1000 00 oo 1000 1000 1000 00 00
Apprtier DB-tier 1 1 0 1000 1000 1000 1000 1000 00 00 1000 00 00 1000 1000 1000 00 00
Remote Users/VPI, Internal DMZ 1 1 0 1000 1000 1000 1000 1000 1000 1000 1000 00 1000 1000 1000 1000 1000 1000
Internal Core 1 1 o 1000 1000 1000 1000 1000 00 00 1000 00 oo 00 00 1000 0o 0o
Internet 1 o 1 0o 0o 00 00 00 00 00 00 00 1000 00 00 1000 1000 00
= 1 1 o oo 0o 0o 00 00 00 00 00 00 oo 00 1000 1000 0o 0o
Internal Core Remote 1 1 o 1000 1000 1000 1000 1000 00 00 1000 00 oo 00 00 1000 00 1000
Office/MPLS
Grand Total 350 341 9 780 780 780 783 789 21 21 774 00 306 160 941 1000 66 965

Showing 1 t0 15 of 15 entries

Export Data

ERAENRZEMREEFABED  RETINENRAR  UEARSERRRRMER ; MRERRA
REABBIA , MFEEEDNRRE.

Security Profile Adoption Summary e

Overall Adoption Industry Average Best Practice Mode
WildFire 78.0% (No change) WildFire 36% WildFire T7.4%
Anti-Virus 78.3% (No change) Anti-Virus 65.9% Anti-Virus T71%
Anti-Spyware 78.0% (No change) Anti-Spyware 65.9% Anti-Spyware 76.8%
DNS Sinkhole 78.0% (No change) DNS Sinkhole 33% DNS Sinkhole

Vulnerability Protes 78.9% (No change) Vulnerability Protection 66 4% Vulnerability Protection 76.0%

URL-Fittering 6 (No change; URL-Fittering

URL-Filtering  0.0%

Credential Phishing Prevention No change Credential Phishing Prevention Credential Phishing Prevention
File-Blocking 77.4% (No change) File-Blocking 305% File-Blocking ~ 0.0%
DataFitering  0.0% (No change; Data-Filtering 8.99

8 BPA AFY | FHEZ&MBEIIEEHRA
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O #& WildFire, B, REGHKE. [SHRBNERNHZLUREEERAEMBEANRAY , AEER
100% HEF 100% A, WRERAKRELREAZAIRY  IFREATEAREENRFELE
R
EFBEAFRRA EREREMRER , TR ABRENERERETREARE  THABARIH
R/ EEE, EMRE R , FHIT BPA SURIEEE DU B KM MR £ MR ERBNFR A,

S BT LR WildFire BEMER TS WildFire e EREREl, BEERS S PE
Iz BERRRANEERERESRNTEE,

0 fEREIEEIEEEAET | 4 DNS Sinkhole EREFARE | B SAENASIMEESENLITES
B DNS &3, BMBIFEM TRESEENEM | URESR DNS RERE. BA DNS Sinkhole TR B
HREET A | FLE e b E ey AT,

O % URL BREARERN (@BRNA ) REEREAE L ERERTE.

ERENERRANEAERSEAEES  RETHDENEAR, FARSEARAIRAEL  NRE

MRARERETG BB -

Application & User Control Adoption Summary e

APP-ID Adoption User-|D Adoption Service/Port Adoption

16% (+9 pts) 30.6% (No change) 94.1% (No change)

N \ S

O # App-ID ERER T REEIR 100% KR A, #§ User-ID ERERREFS RN EERFEERENTE
MR (BoEHTERRIBEAERE ; S, ERFOEBHETWRREZZAME , MEEHE ) . 7
R App-ID # User-ID REV AEE ( AFFRA ) BE , UAFBEENERERT (NET ) EAEN,
RENEHEENTEENRARER,

O BERRS 100% HIKIT 100% FRE/EHEBERA , TAMFREERZE TWERAER  RICHEEENX
BERER,

ERENTHNESRBERAFEZS , RETIIDRNRAR, FRARBRERRRBAER ; MRERRA

REFBAA , AIFFTEIGE/NRE

Logging & Zone Protection Adoption Summary e

Logging Adoption Log Forwarding Adoption Zone Protection Adoption

100% (No change) 66% (No change) 965% (No change)

~ AN -

0 BERRERIILREM B FEIEN 100% KA.
O REMEEELHEFRERER,

eIk,
Ihge KHAB&E
WildFire S TAAEEIL 100% &L £ MBUERR A

BPA AFT | HMEREMBRDERA 9
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RAER

PhEHE FAREEIA 100% WREMHBERA A
IEES |ATREER 100% K T2 M BURR A
P S FEEEIA 100% R MBURA A
ERHE SRR 100% MR MBERR A
URL EFZANFR 2 HBE FIEH LB T

App-ID RAREIR 100% MR £ M BUERSR A
£/AE-ID RREHSF U EERNFEERENTERA
R % /B8 |ATEEEIR 100% K T2 M BURR Al
FoEx S| EEEIR 100% MR £ MBERR A
HEEX SRR 100% MR MBERR A
B i {R e B

£ Column Filters ( #E5& ) LU/ NEE, FHEENEAREBIZSHEBRINERE. BIBRE 5%
AETRE , URFARSEVHVRERBIZENRE-SRE, fl0, BuIEGEUBETRAUEGEERERE
%Eﬁtmimﬁ%ﬁﬁi

STEP 1| 7£ BPA Y Heatmaps ( 8 ) [EE#H , & —T Areas of Architecture ( REBE ) .
STEP 2| #2—F Column Filters ( # &2 ) LR BREFRIRIE,
STEP 3| # Destination Area of Architecture ( B f93itt 224217 ) FRIEA Internet ( FBRMEEE ) -

STEP 4 | ¥ —"F Apply Filters ( EAEIE ) ,
BPA 2EfRER

Security Policy Capability Adoption Heatmaps

10 BPAAFY | FHEREMBEKINAEERA
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RIFEL 2B EMENREZFER, Hlo , WRBEFERE WildFire ERE 100% B AFFRR , AIEEE
HEBERERRE 50% 1y DMZ £FFRAIEHR WildFire [RERE , BB EHRR B ERARENFE,

STEPS| T 2K : BB EREMNRA,

BPA AP | MazeMBEHaERA 11
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o ol o E B AR Al

EEBNZEMBEEINEERAREZE |, 556 Rule Detail ( RAIFMHER ) REUINHEEE—SFSRHESR
EERRAl, F2E Column Filters ( &R ) , RSB ERFHA R RABAZRNREERIZER, E€E
HEANEHNRAEE UL ERGREBKREEH NBLLEBEE,
Bt , B R BIFMAEREE , REBFAFMEREERREFRHREZEENSRA

STEP 1| 7£ BPA HJ Heatmaps ( #& ) EE&# , & — T Rule Detail ( RRIFHER ) .

STEP 2| #2—"F Column Filters ( #&5® ) REREIRIRE , RZBIMTYEE :
« RREHF = any (1)
- BEHESE = any (F)
- BEREXRFRML=No (%)
- DREBENMAIL=No (&)
« BEifE = allow ( FF)
- BRARAI=Yes (R)
. BIRKEEE =No (&)

paloalto

Security Policy Capability Adoption Heatmaps|

Profile Filters

STEP 3| #2—"F Apply Filters ( EREHE )
BPA &% H EREREM AR A

Security Policy Capability Adoption Heatmaps

e Rl Erabies

Yes
Capability Adoption Filters

No
Profle Filters
Search:

Source Area Dest A File
Device of of Source Source Dest Rule Wildfre  Block
Group 1L Target Arehitecture Architecture || Rulename || Tags Service Rulebase || Zone Source User Dest Zone Addresses Addresses || Application || Action || Enabled || Enabled | Enabl
Branch  01530000222Znowvsys,  any any Panorama  NO_TAG plicat post Hlow
Offices 01530000223:10-sys, Allow All default  rulebase
ssssss NO_TAG P How
default rulebase

01530000222:n0-vsys,
01530000223:n0-vsys,
0153000224:n0-vsys,

STEP4 | ZEROCENENRAEEREE csv BF , 558 — T Export Data ( BHEH ) .

12 BPA AR | FHEREMBEKIIAERA
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Search:

Rulename || Tags

Panorama  NO_TAG
Allow All

intrazone-  NO_TAG
default

Showing 1t0 2 of 2 entries
Export Data

STEPS5 | TR :

Service

application-

ault

any

Rulebase

post-
rulebase

post:
rulebase

Source
Zone

any

B

ouh
Xa

Source

Addresses

no

Dest

Addresses

no

Application |1 Action
any allow
any allow

Security Policy Capability Adoption Heatmaps

File

Rule Wildfre  Blocking  Antivirus
Enabled || Enabled || Enabled Enabled
ves no no no

ves no no no

Dns
Sinkhole  Vulnerability
Enabled Enabled

no

no

BPA A9

| FHMEReMBERpERA 13
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R HORRE

RAEMUEFTE (BPA) TEWIHEER T ML M BERP M B A EMCERERBR , UFfHREH
REMNRAE, BE BPA BN EFAR T BPA , I FIFH BPA BAEERATHEZTE,
B R BPA S5 8 , B7E Heatmap ( 2B ) ERPRHMEIRE. & —T Go to Best

Practice Assessment ( B EHEMUETE ) RBEWMEN BPA B , ERERFHEAH A&
Panorama K% E & EMUEER .

M paloaltd Tesins  DeviceGrow  SeriaiNumber&Veys  Zones  Areacfrchtectre  Tags  RuleDetall Security Policy Capability Adoption Heatmaps
BRTY A2, B8 AT LARAR BPA RE LR BB AAET BPA WRTERARRA T R 1H
f£A BPA,

BPA S ZRIFEIB 200 XEEMEMERFTEF AR A MEH Panorama ;R EER, BPA
MRBUR, Y. WM E/Panorama EAR D HEFT AR , HE PAN-OS EHENEELL
WMBEMOWNENR , URIRENEE , YRS :

> BEAREMERE

B REMEBERRE
BEREMEMHRE

B R EEMUARRE R E
BEREMEE BT Panorama BERRE

V V V V

15


https://youtu.be/GNHCq3NvkVk
https://www.youtube.com/playlist?list=PLD6FJ8WNiIqV9JeCHNqxgXBTQPZn9RvMh
https://www.paloaltonetworks.com/resources/videos/bpa-demo
https://www.paloaltonetworks.com/resources/videos/how-to-run-a-bpa

BEREMERE

ELRBARRERER BPA LR , HESRTREMEEE.

paloalto roic--@ s e § Best Practice Assessment for Panorama

Best Practice Summary

Device Info Capability Summary @ Control Category Summary @

Mapping Definitions

Corrective 64% (No change

Performance 100% (No change)

System and Information Intedgriy 89% (+1pt

Recovery 8% (No change)

Detective 25% (+5 pls)

Technical Operational Management

61% (+20t5) 51% 10t 75% (Nochange)
e ns of an a
cal o, eaple (n :
tically.

CIS Critical Security Controls 6.0 Summary @

RESEZ2RYEZOCEEZERFERNREREREREER , HI0 Center for Internet Security (CIS) WE
K&z e s | LA Security Controls and Assessment Procedures BJ National Institute of Standards and
Technology (NIST) HiR#., ERANAIERIBMETEMN AR T 4 BPA RENMEBBISREE  mIEHE
B,

HBEAREZEL , BEMEREMEENEERRENEARUEBRE —XBHEBREESE BPA 2 &N
RAEE ( UERERE) .
# — T Mapping Definitions ( ¥#fEEZE ) ( £ZAIALER ) K UEEMECHERENEERNFINTES

B, Show Filters ( BREFE ) LAEREEHZE. Apply Filters ( EREHE ) T8t , L% Export Mappings ( &
HEE ) DUSHEERE v BXR,

16 BPA AF] | FHEREMUERE
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e Assessment for Panorama

D TopNav LeftNav Capability Class Control Category CSC Controls

Mapping Definitions

hi

- R - |

SelectAll Deselect All

Show 10 v |entries Configuration Management o~

Access Control

Top Audit and Accountability N Passing
ID  BestPractice Check Name Nav  LeftNav Capability Class Controls %
Contingency Planning
3 Description Populated Policies Security Corrective Operational System and Information Integrity N/A 0
4 Source/Destination = any/any Policies Security Preventative, Corrective | Technical Identification and Authentication 11,121 997
5 Servicel=any Policies Security Preventative, Corrective  Technical System and Communication Protection 96,133 946
6 LogatStartof Session Policies Security Performance Technical Risk Assessment N/A 99.7
7 LogForwarding Policies  Security Recovery, Detective Operational,  Contingency Planning, Audit and Accountability  6.2,6.6,10.1
Technical
8 ExpiredNon-Recurring Schedules Policies | Security Preventative Operstional | Configuration Management NA 100
9 Disable Server Response Inspection Policies  Security Preventative Operational | Systemand Information Integrity 8185111 100
11 DisabledRules Policies | Security Preventative Operstional | Configuration Management NA 556
12 Interzone Deny Rule with Logsing Policies  Security Preventative, Detective  Technical Audit and Accountability, System and 62,6466 100
Information Integrity
13 Intrazone Allow Rules with Logging Policies  Security Preventative, Detective  Technical Audit and Accountability, System and 62,6681 0
Information Integrity
Total: 628
Showing 1 t0 10 of 202 entries Previous 203 a5 21

Export Mappings

BETR : EREBCEBRRE.

BPA AF§ | FMEBEMERE 17
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BB R EMUEBERERE

Policies ( Btk ) BB 2B AAERTEAERNP X BERABNSE, ENCEERENBERER | L&

BIBENRAKE, Security ( Z2M ) BERASBETRERBRBNBERR ( Security Rule Checks ( Z%
HRAIME ) ), Show Filters ( FERERZ ) l«f EEE , MERNEER N AE-—ERZBARERELK

#IRAl, &7 LA Export Data ( EEtHﬁﬂ ), BEEHE csv BERRETEEDS .

IIII

B—TRA (9) URRESERENERNERE , URSEREHFBREN AN RN X HER.

Best Practice Assessment for N

Security Rule Checks

Best Practice Check Results @
rch:
Rule Description Source/Destination Service Application APP 1D with Not Lﬂgg ing at Start Log Expired Non-Recurring Disable Server Response

Rule Name Enabled Populated 1= any/any l=any I=any Service of Sess Forwarding Schedules Inspection
: :
. :

working v x -
Passing % 0% 73.3% 93.3% 33.3% 84.6% 87% 9.6% 96.6% 90%

f£ Security Rule Checks ( 2448 BI#Z ) T , Security Rulebase Checks ( Z£MRAIERE ) &k
BRERREREMIRERR  HHEEEE/FABBRELR ARRENEERE, K- TR RS
155 SR 0 R T L T 4 S A

Security Rulebase vsys: vsys1

Best Practice Check Results ©
% Disabled Rules (Fail): 1 disabled rules exist
v Interzone Deny Rule with Logging (Pass)
%X Intrazone Allow Rules with Logging (Fail): It is recommended to override the intrazone-default rule with Action set to ‘allow’. Log at Session End enabled, and IPS capability enabled.
+ HIP Profiles used in Rules (Pass)
v User ID Rules without User ID enabled on Zone (Pass)

1&MBA Policy ( XK ) B , FRZSWETIAB KRG 7T HBKEEREE (1H8RR17) -

0 Z2M—i5IZE Source/Destination '=any/any 2 2 Br 9 3R Bl

O Z2M—#5I3E App-1D with Service ( EBRIEH App-ID ) HBE KKK A,

0 42— 5 User-ID Rules without User ID enabled on Zone ( R#E &1 L&A User ID # User-1D
A ) BEKEH User-ID 3R A,

fE %35 B EE—SSH Proxy BB E,

fRm—SERZBERS R EZ A HEBRN B BRER.

U RRAEXER CABESIEARANEARXERARSHEANRENSE 7 BRE, B HMER
EAMEREARANEARXBERAA  UKEREN T RELREELR RGN EARXHN
A&

BT R MEREMENHRE,

O o

18 BPA AFY | FHMEREMERE
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BB REHCEM A ERE

Objects ( ¥+ ) ERESE R AR RREE B BN RE, ERREEERENMARRIT #
BARE , UARBBIEFEEK, GlobalProtect, ZLMRER, HFEEENBEEREEMBHNREMEREN
BERR. TIEMSRERBEREMREENER.

paloalto Policies (@ etwor Device Panorama 0 to Heatmaps. Best Practice Assessment for Panorama

HIP Profiles @) InternalCore device group: Internal Core

Security Profiles Packet Capture Enabled

HHSERER  BHESRTENREARSORACARREE, WBESEBNRE FHBERRERE
BEFR  EFEFBRB/ REBREUAR KMKEMERENEZR., B—TRHA , AESERENRE
BB A ORI
—ERSERELANE  REERESFERIE, ERESHERRIIHBEREANRER  BREAR
&,

&H2BY Objects ( ¥11+ ) R , FHRESWEATHIRE RIHE THEBEEEEHE

O BE—FEM WildFire B ETSSE1E,

0 KREFEHE—BEREE. DNS Sinkhole,

O PHRF_BEHREE.

O URLEFE—REHEZAMTRER,

O WildFire 2 fr— ERERER ( IEERAEZEIEE WildFire RETHN ) o
0 HFEE -RAEXMEARER (BXMEBRRER),

BT R MEREMEERRE,
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M BY B (E WUE M BR AR E

Network ( #i% ) ERSR T ARMABRENFIERE, FEEE L | ZERNEEERFANMRREL T HR
BRE , UREBIERESE, GlobalProtect, IPsec PR AR SRR T A AR B BB A M SR BAE
THl B ERESNER.

Best Practice Assessment for Panorama

Device Group Template
Al N Al N - Only show records with warnings

Internet device group: vsys1 template: Perimeter

User Id Enabled Using Acl Include List Zone Protection Profile
True False zpp-harinternet
Packet Buffer Protection Enabled

True

Zone Protection @) Best Practice Check Results @

er ID s enabled, you should also be using an ACL Include List

IF1 User ID on Untrusted Zones: Only enable User ID on trusted zones

LAN device group: vsys1 template: Perimeter

User Id Enabled Using Ac! Include List Zone Protection Profile
True False None

Packet Buffer Protection Enabled

False

Best Practice Check Results @

mmended to enable Packet Buffer Protection.
Dis enable dycu should also be using an ACL Include List
X Zone Protection Profile Applied to Zon hould h e protectior

I User ID on Untrusted Zones: Only enable User ID on trusted zones

GlobalProtect device group: vsys1 template: Perimeter

User Id Enabled Using Ac! Include List Zone Protection Profile
Tree False None

BREERETEEEENEIRE. SEAEENREMISEARTSHREHBARETH. BUMEE
Device Group ( £ E&#H ) M ( = ) Template ( €74 ) RKPRFIFFEEAREANEE,

BEREHAER/ REBREURAMBREMEIRENER, B—TRA , LNESERENREURER
EMUEX B, —ERZSERELANE  HENEESERILE,

E 5 E] Network ( #8538 ) EER , FRZRETYEE RIHBE TR EBEESESE :

0 E—SEAERSRAHCRANEREERE  YEERIGREREE.
0 BEERE—REEERARERENERH TN KERE,

BTR . REKEMCEEEMN Panorama BB E,
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e B REMCELEE F Panorama BEEERTE

Device ( #i& ) f Panorama EF 2R T ERELEEEREHBNRE, ENEEERENEEEERE
T MBARE , AR BBIEER A& F Panorama EEE BN REMERENBERE. THEFISHE
TRBP X — MR B 5 ( #—T Panorama , LA&E & Panorama R&EHER )

Best Practice Assessment for Panorama

Set Template

Template General Settings template: Perimeter
Logging and Reporting Settings €)

Login Banner Enabled Auto Acquire Commit Lock Enabled Ss1TIs Service Profile
False False None

Hostname Cert Expiration Check Enabled

None False

Best Practice Check Results @

X Automatically Acquire Commit Lock (Fail): It toenable ically Acquire Commit Lock”
ion Check (Fail): The SSL/TLS Service Profile is not configured

% LoginBanner (Fall: Itis recommended to have a descrptive Login Banner

Setup-Services @

Template General Settings template: Internal Core

Login Banner Enabled Auto Acquire Commit Lock Enabled Ss1Tis Service Profile
False False None

Hostname Cert Expiration Check Enabled

None False

Best Practice Check Results @

ock (Fail): It is recommended to enable “Automatically Acquire Commit Lock”
): The SSL/TLS Service Profile is not configured
is recommended to have a descriptive Login Banner

Authentication Profiles €)

Template General Settings template: Datacenter

Login Banner Enabled Auto Acquire Commit Lock Enabled Ss1TIs Service Profile
False False e

Hostname Cert Expiration Check Enabled

None False

Log Settings

System €@

mit Loc! LqF 4il): It is recommended to enable "Automatically Acquire Commit Lock”

HHRESERAESEEENBRE. SEER E’Jaﬂiﬁiﬁﬁﬁfﬁ*%%‘ﬂﬁtﬂﬁﬁﬁ BRIRETH. 81
Device ( £E ) WEA , BALUEE Template ( 1748 ) REEHIFFEEREANEE,

BEREHAER/ REBREURAMBREMEIRENER, B—THR  URESERENREURER
EMUEX B, —ERZSERELANE  HENEESERILE,

E 84288 Device ( #i& ) = Panorama EE , BRZRETYEE RIFE T HBEKSEEHE .

Dynamic Updates ( B8 ) —FhE. EARX. EEM WildFire B,

Management Interface Settings ( BEENERE ) —E@KERRIE. AT IP Azt

Administrators ( B8 ) — A #EES, EHEERBRERE. BE Device (5%1#) > Administrators (B2
8) s Panorama > Administrators (B2 &) , B EEEENZHBERERD L EEHM,

O Minimum Password Complexity ( &8 REREERETRRE,

ETR: FEREBERENELIEF,

O

O o
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FEREMESENEBRIAF

BPA BEHHNEFBREERA. AERHEBRGEHERERENERIET , LEHAR
2MRE. TEERSEEERNRE  WERREREZEHRE,
THEETERENNAKFRERE AREBEFBENZSMENRE , URFREREE, IR
E. 2HMEsET. e8fEST , RANETRCERREREENRAE.

K EEEMRE
HERENTRE
BENRREMEES

> DREE I R AR ORI

vV V V
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st = e \ 2
nEsE E B AREE
Mg EEIERETEAS LIRSS EH ABNAREEZIRAERRS., BEFEEHEHEMNIRES
g WEHEFHAEEE,

0 ERAREEEFIENSEMRE  BERERENATZSFREENEENHE.,
O AT RGEAERE B FEEEE Panorama M H M ERERL = , LEHRRBEESHNRERE,
0 BYRERDHE  EREREERERBEBENRRSE.

HERERE R FYUTBPALRREE, AEBEE A URBERESENELIER.
BETR: ABRENTRE,
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/getting-started/best-practices-for-securing-administrative-access.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/use-external-services-for-monitoring.html
https://docs.paloaltonetworks.com/panorama/8-1/panorama-admin/administer-panorama/manage-panorama-and-firewall-configuration-backups/schedule-export-of-configuration-files.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

X

~ = —l—
ERENTTRE
TEEIREECANETINRE , AE S EEREECEEEmAaERENEREINRENZETR
E, TEEERRLIWERER. ABRNERE , REOAEBCREFNE—F
BEREUBEERARKL,. EERERABREYESIFERARIz®  BEALERSBREER
A, LEREBSEM IR MR EEEE,

BEZEMBERANENREEARAIL (BEHFERE ) |, MRERE RE.

NEHERNREFNEEME  BEHABEEEFTEAERNRSHBHIELUARELRNMRER , URER

BRERELEMN T AEERKITEBER,

BIBREMCESTEI SSL #AZIE,

0 EFEREEE (FAERPRERENATEEESE ) PRA User-1D , IS ERRERRENBEIBINY E
ZHEZEHENEE,

O

O o

O

» BETFEEABFZEFEESTKRA User-ID, MBIEHENDBFZEFEES LB User-
L ID (KAFRRE , flm WMl ) | BIREAESEEZ LI RENVEBEUN | L0H
User-ID &R ( fiz0 User-ID RERABHIRFEHE, MEALZBNMBERME )  EMH
REBESURELNME,
O RAOEMBREAERABRERA , UREELRAUMEFHNEARANRE (ERARXBERRAURT A
PBFARBERENE 4BRA ) . TREIRIEFAEARABRERAUNEE !

BEAINCEARMIRENATE. BEREVEARKXEERBIRTRENRE. BAHBERIRIER
RAOEARNERNSERE, KB —BREM , PAN-OS B, ARENRERABRTESBBRT S
ERARXZEBRAUNER, MRETEHHIE LHIT PAN-OS 9.0 REFHIRA , RIEETEHIT PAN-OS
8.1 ( MEHIRA ) BIFH A BEHY Panorama L3117 PAN-OS 9.0 SREFMA , BIATAER B ESEL T
ENMRABHRAE 7 BRI,
BOEARKXZEERANEGE 6 ReRAFXESITENRE, ERABENRATHESEESALE
BERENRE, TEEAEARXZEERPERIRENE @, Lt (= ) EER , UET
BEPR IR ARy EEE .,
BURBEARINE 7BETERAREL,
- FHEREERELREDH.
O FHEIEE DoS MEEREFEIETEELR CPS AIE |, URESENRERERE.
EREBEELFE4E App-ID, Content-ID, User-ID #1 SSL f R IhEERF | BAA BRI LI EBENRELZNFIERE

(EARESX, REBARR )  URSHEBIERE  FTHRUE, KERE, 2R, NEIREENESR
BRI R,

N WEIHEEERA (Bl SSL @E#, k. RERE. TLURTEREE ) TRSEIEAN
BB ERERA, THREHABNAE  YREHEETEEWAE  LEBEEMNEMLE
&, Palo Alto Networks SE 5 CE LA BY & RABBEN K/, B mJieE BN AEHE

]

HERERE R FYTBPALRREE, AEBEE A URFERESENELIER.
BT R BB REMERS,
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/monitoring/configure-log-forwarding.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/software-and-content-updates/best-practices-for-app-and-threat-content-updates.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices/plan-ssl-decryption-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/enable-user-id.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/service-based-session-timeouts.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/plan-dos-and-zone-protection-best-practice-deployment.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/zone-protection-and-dos-protection/zone-defense/take-baseline-cps-measurements-for-setting-flood-thresholds
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html

BB SEMCEES

EREEIBRBAK LNRE (AR, A8, RENERAE ) 2% , BEERREFLURS RERT , I

B 1L B AR R AR B R E R B R A R IEHRUERRE.

0 ERRERAREYZFRARICE  FERZSERSBERERSEEMELZ MR EEUTERE
WEAKRER , BeEERTLEBEBREEHURELEBNREEEE,

O AERFLHMEESHBEIERAEARANZSMBERL  BEATEERP LR E MBS XS
B B2 KRR MUEIER . WREBTERH KM LT PAN-OS 9.0 REFMA , HEEEHIT PAN-OS
8.1 ( MEHIRA ) HIFH A HEHY Panorama L #17T PAN-OS 9.0 SRE A , BIAIAER B ESEL T
ERSENERENRUBRAERERARERNRE,

O BEUEAFERENEIRBER.

0 FEREMEIESREREEEMERES,

O IESSLEZ  BHABAULEE (BF ) AIRENZRE,

ERBEERFIEECZE  BABTUREMEATNREN EIREEHEHPERNEAEAERHAR. BFE

WA, DoS WE, EEEREURCHNRMNESHESE, HABTEHEARXNEREEFZIUE |, UL

RHEEENTFTENEARER.

HEREBEZR , FHITBPALREBEE, MBEE K URFERBEBENEXIERF.
BTR : AR E R R EMOEES,
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/how-to-create-data-center-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/data-center-best-practices/data-center-best-practice-security-policy/order-the-data-center-security-policy-rulebase.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/security-policy-rule-optimization.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-user-groups-for-access-to-whitelist-applications.html
https://docs.paloaltonetworks.com/best-practices/9-1/dos-and-zone-protection-best-practices/dos-and-zone-protection-best-practices/deploy-dos-and-zone-protection-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/decryption-best-practices/decryption-best-practices/deploy-ssl-decryption-using-best-practices.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/app-id/use-application-objects-in-policy/create-a-custom-application.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/transition-safely-to-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/create-best-practice-security-profiles.html
https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices/best-practice-internet-gateway-security-policy/define-the-initial-internet-gateway-security-policy/step-1-create-rules-based-on-trusted-threat-intelligence-sources.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin.html
https://docs.paloaltonetworks.com/globalprotect/gpcs/globalprotect-cloud-service-admin
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/threat-prevention/prevent-credential-phishing.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-types/multi-factor-authentication.html
https://docs.paloaltonetworks.com/best-practices/9-1/best-practices-getting-started/get-started-with-best-practices/access-and-run-the-bpa.html
https://docs.paloaltonetworks.com/content/techdocs/en_US/best-practices.html
https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin.html
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