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it N5 T CN-NGFW [1] vCPU 4834

3. i, BEL [Security Use Case (Ze &M ZRM] 1. N aid B i 4H %
A VEAT FH SR & 1 Bhis B A AT IS4 A8 F 20 s 1 ZEER I . a0 R8I L [Custom (H
510 1, RUAT AR e S AR B TR A I ET B

4. (i%]]) UseCreditsto Enable VM Panorama ({8 Ff&4> 2k A VM Panorama) —For
Management CHfiA% #) B Dedicated Log Collector (EH HEER&ES) .

STEP3|  (#H]D) Wig R (= % 1E Protect more, savemore (fR#H %2, f§iIKHE L) BHEIIMYE L,
DLRE fift 43 FC R 40 3B B 48 ROR G T e 2,
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STEP 4| f%—F Calculate Estimated Cost (FHELTEAAGAD , DAKRAEAERE 4 FIH 2 1 m] F (75 40 8K

=]

HHo

CEEHD) SR BRI A B AE TRAS (B AR T RO P 9% L, DA A o B R 20 WA
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Create Deployment Profile

CN-Series
Profile Name

Total vCPUs (Across
- AlICN NGFW)

* Security Use Case

Customize Subscriptions

Additional Subscriptions

Use Credits to Enable

Advanced URL Filtering
DNs
Wildfire

Intelligent Traffic Offload®

Threat Prevention

Panorama for Management

Panorama as Dedicated
Log Collector

(2]

Protect more, save more

Calculate Estimated Cost

Advanced Threat
Prevention

Hyperscale Security Fabric
(Beta)

loT

Strata Cloud Manager

Cancel Create Deployment Profile

CN-Series A\ [
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STEPS|  GEH i Panorama. 14 B FFE 5 BUH VM Panorama,  RIIGE 52 i R 5125 B8 LU
#& Panorama W 7 AE J7 5% . 3 CN-Series #1875 £ Panorama. #%/75%%& f 2 Panorama 2
1%, Panorama i & 4% B HE SR (e, e REHUZRE .
1 i%HL Assets (&) > Software NGFW Credits (Ekf##% NGFW f&74)) > Prisma NGFW
Credits (PrismaNGFW F575) , AR EFE & e .
2. (ERATBIRETE HA AT, SR1%I2EL Provision Panorama (ffi# Panorama) -

o 49
% paloalto’  Customer Support 2 )
Current Account: Palo Alto Networks, Inc.  ~
Devices
Current Deployment Profiles Audit Trail Expired Deployment Profiles
XSOAR
Software NGFW Credits Eie il S Create New Profile
Software NGFW Devices oROFLENAME + FIREWALL o Os vERSOn creDITS FIREWALLS vepus i cone
- Y TYPE . N CONSUMED/ALLOCATED DEPLOYED/PLANNED CONSUMED/ALLOCATED o -
Line Cards/Optics/FRUs
PAN-0OS 10.1 and D:
v CN
Spares above View Devices
Advanced Endpoint Protection v oN PAN-0OS 10.1and D
above \Gos Dessioon

VM-Series Auth-Codes
Provision Panorama

Cloud Services

Edit Profile
loT Licenses Clone Profile
Device Certificates

Delete

ZTP Service

% —F [Provision Panoram (fffi%d Panorama) | /&4 /7%
AU B O A B ) & Panorama AT E B 1 7 5%
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Provision Panorama X

List of Panorama devices provisioned:

SERIAL NUMBER LICENSE AUTH CODE EXPIRATION
0007 Premium 12/31/2021 s
0007 Premium 12/31/2021 LS

10/ page

S. ¥ Panorama.

B HLA A BOE

e n] DLAE A fs S 108 2 A EEIRLE N A ?

« CN-Series 2 + CN-Series 10.1.x or above Container Images

*  Panorama 4T PAN-OS 10.1.x 8% 5 & fR A

+ Helm 3.6 or above version client %78
Helm ] CN-Series ;&

TR LA FH R SRR Fr 28 BB AT B 2 R E R
o AR S R

o MR AR E A

o ORREST RS AR FIDR S At

o R AR CSP IR A
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A E S B R e

AT MBSO A 08 OE R AT G B 2 00, KPS vCPU FRIRAR B35 . BREVB I 8 ROE R
A i 55 1) B 85 A5 Panorama A

STEP 1| j#Hy Assets (& &) > Software NGFW Credits (HKEE NGFW f&43) , SRIZIEIERER (GF
B—%]) .

STEP 2| ff A7 818 Bl A I8 775% ([More Options (FEZI%IH) 1) , JR1%I%EL Edit Profile (4%
TR

STEP 3| 4745, (%0 Update Deployment Profile (BEHi#l Bk &) «

IE %f\g HB% /I*m
SERL T FIFE T AR AR B TR 0B R e A

STEP 1| Bift Assets (&) > Software NGFW Credits (HiE NGFW f&4)) , SRIZBIBEGE ©HE (G2
B—%]

STEP 2| fEfAq 15 8 3k B 44 W6 7558 ([More Options (FE£I%I8) 1) , 4A%i%HL Clone Profile (¥
RIERE) .

STEP 3| S e ARG, BT LA, SR1%I1%H Create Deployment Profile (337 #E % E
R .

ﬂﬁlJF/%% BN HT, S ZE M BRAT AR A FH B2 a5 b B KO . BRI S 2 2B R e A R T ) B
{54 Panorama F{# .

STEP1| #¢ CSPH, i#HY Assets (& &) > Software NGFW Credits (A% NGFW f&43) , SR1%IEEL
HERE GEREL—F)) .

STEP 2| #EfAiisie i H A I8 5% ([More Options (FEZI%IH) 1) , SR1%iEHL Delete (M)
AR 70 B AZ 22 AH [R5 A it

AT LUK R 23 R 22 TP AN TR 5 A R R 2t
STEP L] BN CSPIRF .

STEP 2| j%#Hy Assets (& &) > Software NGFW Credits (#kE# NGFW f&43)

o SHARVRFE M, WEC AR ID.
o A H A, GRS AR 1D,

STEP 3| pifEAcUsifgisri, WiEHUE T 71 Transfer Credits (GERERES)
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STEP 4| j#Hy Different CSP account (ANFI[] CSPIRF) .
1 New credit type CHIfE 28 —SIBRE AT . DURG, ARYEEL H BB 028 M ] o

2. Oy | DH—IEIRRE M 1D SRS . R B iR P VA AT TR R E A (G R i,
CSP & fig 7 8 S Ad 4t o

3. Amount totransfer CERENRKI4HE) —ift N BRI 454,
STEP 5| J%H Update Credits (F#f&%) .
AR 7 A% 22 AN [F] [ CSP IR =
fas ] LUK 2 1842 2 AH [RIMR 5 wh i F o0t
STEP L] & N CSPIRE.

STEP 2| JZHl Assets (& &) > Software NGFW Credits (B NGFW &%)
o HANAVEFE U, WEC FFE UL ID.
o W9 H B RS, WEC R AR 1D

W5 H A AR IR 5 o, RIEEE A E T Current Account (B ETIRFE D AU B
RS, SRIZIEIL Assets (&7 ) > Software NGFW Credits (HkE2 NGFW &%) . 3
Hh, I6a0 R JER S5t 1D

STEP 3| pirfE kIR, Ad%— T & T 71 Transfer Credits (2 f&5)) .

EIEAF ) CSPIRF

STEP4| &

1. Transfer to (R E) —IRIEWRF 4.

2. Ascredit type ({EAFESRER) —IBIBFE A, BERE, ARUEEL H ) 3B ZE A ]
3

B3t | DH#—E4R A 0 1D 9505 . A0SR H AR 5 I (R Frid R p R i, R
CSP & fit/n B S FE 7t

4. Amount totransfer CELEBR ) 44E) —ifi N ZEHENE ) 448

STEP 5| i#H Update Credits (F &) .
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TE CN-Series [ K ik 272 2% B 1655

FAT AR IR A5 PGS 0 2

+ CN-Series &% « CN-Series 10.1.x or above Container Images

 Panorama ##/T PAN-OS 10.1.x 5{ 5 SR A<

+ Helm 3.6 or above version client 4 H
Helm 47 CN-Series %%

57 2 T 2 S 5 A M 22 4> A7 X Palo Alto Z2 3 {5E 1 22 4 PE IR (CDSS), #iln

WildFire. AutoFocus il Strata it #% H 5EIRT . B ZEEF HE#EE PIN 4 664 CDSS I#EEH &
CN-Series B ‘K e 58E . £ PIN #LE 7 )7 252 N\ 405 (CSP) g4, H.7% Palo Alto Networks 52
VR T A BRI e S B ISR, CN-Series & FEF 1] Pod (CN-MGMT) 428 B A7 i HH A4 5
ApgiEAR, HOA A LR A DR B A A A4 FE (FQDN) FlidEz s

FQDN HARIE

« http://ocsp.pal caltonetworks.com TCP 80
« http://crl.paloatonetworks.com
- http://ocsp.godaddy.com

« https://api.paloaltonetworks.com TCP 443
- http://apitrusted.pal oaltonetworks.com

. https://certificatetrusted.pal oaltonetworks.com
« https://certificate.pal oaltonetworks.com

L]

* gpcloudservice.com TCP 444 F1 TCP 443

B B ISR A BUA K BRI B S, (S AR A X PINTD
R i % pan-cn-mgmt -secret. yaml 4% oy i CN-Series g i, $H5 A 3%
iy CN-Series ¥, (G ZHTE SR 2 BB K A MERERE R B55 . ST RE/
Kubernetes 158, {504 S E 237508 2 1 5 7k A M AR I 653 R 7K A MR R T

STEP 1| fdFMR S 323% % X\ Palo Alto Networks 7 /7 5212 A\ 143 .
MR EFEFHRS, R Wi 2378 Customer Support Portal {4 F 1K=
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STEP 2| i%Hy Assets (&) > DeviceCertificates B 835 ) > Generate Registration PIN (ZE£:T
it PIN) &

VM-
Series

Registration PIN

Choose the "Registration Pin" option if:
1.%ou are deploying PAYG WM s,
2.%ou are deploying VIM-Series firewalls using
BYCQL/ELA on a large scale or automated
deployment.

View Registration PIM History

Generate Registration PIN

STEP 3| g X\ Description (GREH) , RPN N4k B A2 PIN Expiration (PIN 2D .

Generate Registration PIN for VM Series Firewall

The registration PIN provides users the password to input into VM series. It is a required step to enable the secured use of VM series devices for some functions. The password
is valid for the time selected on the previous screen. You may deactivate a Registration PIN from the Registration PIN overview screen.

Description:
PIN Expiration: 14 Days "

PIN 1D: PIN Value:

Expires On: 9/30/ Expires On: %/30/

Copy to Clipboard Copy to Clipboard
Downlozd PIN m
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STEP4| £#47 PIN ID Fl{f .

fi#if7 PIN ID F1{H. 1t PINID A& /2 pan-cn-mgmt-secret.yaml #% %/ A7 5 CN-Series
G5 G e B TE PIN 8 HH2 A7 BN B K% o

# Thermite Certificate retrieval CN-SERIES-AUTO-REGISTRATION-PIN-
ID: "<your-pin-id>" CN-SERIES-AUTO-REGISTRATION-PIN-VALUE: "<your-
pin-value>"
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S T LA 76 U265 P 32 1 2 TR T T Py 7 2

+ CN-Series &% « CN-Series 10.1.x or above Container Images

 Panorama ##/T PAN-OS 10.1.x 5{ 5 SR A<

+ Helm 3.6 or above version client %78
Helm [E % i) CN-Series & &

CN-Series B K 5 B2 =Ml [ r#s ] M7, 1fiiE L= HAT 320 Bl Kubernetes # 48 & I @R
/MERR . 18/ plugin-serviceaccount.yaml T I RFSIR S (pan-plugin-user) 7 3
Panorama | ] Kubernetes 72 A Kubernetes & 247 B we LAEHL Pod &k, HoAh i
fiil yaml #% (pan-mgmt-serviceaccount.yaml fil pan-cni-serviceaccount.yaml)
& 457 pan-mgmt-sa A1 pan-cni-sa IRF5 M, AR 2585 CN-Mgmt Pod 2 [ PA & CN-MGMT Pod £l
CN-NGFW Pod . [i] (1) B %

& I YAML 5 5 738 fr 1 Kube-System i 4, <[] o 37 IR B8 = R Kubernetes g
A FL 54K kube-system s 4, 2 B (i

BT RSIR T, Kubernetes # 42 JEAZ 4% o
STEP 1| #i47 plugin-serviceaccount.yaml fREMET YAML.
IR A0 = & RUH Panorama 7] GKE &% 8247 Bt BT 5 HORE R AR FEHEX. K ubernetes A2 8 A1 & V5 4
Ao BEARFEMR P B4 R FHER 2% pan-plugin-user.
1. kubectl apply -f plugin-serviceaccount.yaml
2. kubectl -n kube-system get secrets | grep pan-plugin-user

o A5 S L I 5 R 5 AR e T ) 482

G LS AE T 1 2 kubernetes fig A& 1.24 s SEETRRAS, SE¥AT LR fir & LUkg A B
LIRS R 5 ] G P 2 -
kubectl -n kube-system get secrets | grep pan-plugin-
user-secret

3. kubectl -n kube-system get secrets <secrets-from-above-command>
-0 json >> cred.json

TELLEI IR, LS4 credjson HAE S HRERERE R, WA ER. BFRERK
HAE % % Panorama, LLER & FIR Bi% 4 4% Kubernetes /Hﬁzftjznxm CN-Series 1
Panoramart # 4 1Y) Kubernetes #M 2
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STEP 2| #i4T pan-mgmt-serviceaccount.yaml f1 pan-cni-serviceaccount.yaml.

pan-mgmt-serviceaccount.yaml & & . %84y pan-sa MR, T H 2 BH CN-
MGMT i CN-NGFW Pod 4 I . PAN-CNI #1 Kubernetes APl falIR#8 L EIAH o i R 1& &
S ARFSIR R 28 B 8 2 8 28 CN-MGMT AT CN-NFGW Pod (1] YAML #%%. pan-
cni-serviceaccount.yaml & #1374 #% % pan-cni-sa fIIRFSIRE

kubectl apply -f pan-mgmt-serviceaccount.yaml
kubectl apply -f pan-cni-serviceaccount.yaml

STEP 3| BygMgiRs .
kubectl get serviceaccounts -n kube-system

GRS EAE A HELM [ 3, RADER 2 40 3 gy HELM B % g #h#iT, mHARE
FEIAT.
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7345 Kubernetes #MEFE 2000 % 2 CN-Series H Panorama

R T DA ZE WAL T 2 R TR N2

+ CN-Series &% « CN-Series 10.1.x or above Container Images

 Panorama ##/T PAN-OS 10.1.x 5{ 5 SR A<

+ Helm 3.6 or above version client 4 H
Helm 47 CN-Series %%

18R] DALE N 38358 8 B it 58 8 Panorama i i, H 2 Panorama #% ff5 ml LA B IZ 21568 CN-Series [
K Kubernetes S A42IHEARRI AT . b TAERE & 518 52 % 45 Kubernetes AMEFE . BUH BRRs i
PLE % € Kubernetes #MEFE 208k B R R TR T -

S /O L ZEL B A Panorama (RS . SERERROM A%, SR 24 Panorama
0S11.0 |- & 2 CN-Series [ 4,
MG, w5 T HE CN-Series By KOz BCHS NGFW R 5145

STEP 1| ¥BuRpsiR A % 11.0 /) Panorama, 3f %2 4685/ W 2R .
1. % Panorama > Dynamic Updates (ERETEH) , LAHUAF PAN-OS11.0 b/ N2 9%
ATIRA o
#E 2 M PAN-OS A& o
2. #% Panorama> Software (EK#E) , DURAFEKBERRA
MR IS H AR ST IRAS, RN PSR e 2. B, 25 M-Series ik

F4¢ % Panorama11.0, ## T # Panorama_m-11.0.0 Bif; #5256 Panorama i it sk i 14
% Panorama 11.0.0, &4 T Panorama_pc-11.0.0 B4

W N#z 1%, B FEMUEAE T Action (EI{E) HE €1 [Download (F&E) | %55 %
[Install (%) 1.

STEP 2| S 48 % Panorama USEER b H 56, RIESEESE Panorama iz i Panorama 5 7.
STEP 3| #£ Panorama b, %% Kubernetes #MHFER . 11 F 4 #5 Panorama i% i il & 4 HA B, Fili

ASREEE (B W55 E 224 Kubernetes /MIMET

1. %\ Panorama 4 E A/ 1f, #EHL Panorama > Plugins (JMEFER) 3% —F Check
Now (SZRIRSES) DAHRAS AT FH AR = B

2. I%H! Download (F#;) i Install (Z¢#%) Kubernetes #MHFE

ER R Th e 2 1%, & P Panorama, 11 H. Kubernetes 42\ & B/~ /E Panorama
HE L.

R Panorama i 7E HA B8, RIEEIENE DR 3 rhprid i) Eik DERIE R E (44F)) Panorama
%24 Kubernetes /M FE R .
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3
{» PANORAMA

Panorama v

@ Monitoring Definition Gen Licer

& AutoScaling
” Cluster Definition
¥ Kubernetes
17 Setup
License Usage D [nawe
69 Monitoring Defiition =

DESCRIPTION

Jitems ) > X

& AT LLUER RS Panorama Dashboard (& 4%) ) [General Information (—f& &) ] Widget.

General Information

00:0c:29:ad:a%:b5
Panorama
MSATANECNPANOZ2
panorama

8/16

VMware ESXi

1000

10.2.0-c98

8529-7243 (02/16/22)
3995-4506 (02/16/22)
45-318 (03/17/22)

Wed Mar 30 03:50:0%9 2022
5 days, 23:36:15

off
kubernetes-3.0.1-c85.dev
vm_series-3.0.0-cé

None

ey
A

CN-Series A
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STEP 4| 4154575 Panorama |-y

$%—F Commit to Panorama ($2%¢ % Panorama) . A8 & @ v VU{H%i4<: K8S-Network-
Setup. K8S-Network-Setup-V2. K8S-Network-Setup-V3 I K8S-Network-Setup-V3-HA. &%
TR — s IEER], DAE Panorama & R .

+ K8S-Network-Setup £ [ CN-Series /£ %4 DaemonSet | #&ECf#H, If H AT 30 {/ i Hid4s ;
VE 2y R IE AR — 30 o DR B FAE U i e . IRk, 7E—(EETEE B, TCN-NGFW {E%
DaemonSet] # % 1] LA{R## 30 fii JEE F 22X Pod.

{ PANORAMA

« K8S-Network-Setup-V2 5t [ CN-Series {4 Kubernetes g7 | A, 36 HEA — {0 it
¥ VER AR — 05 LR Pod JEHRE I/ THIEC #

{» PANORAMA DASHBOARD ~ ACC  MONITOR  POLIC OBJECTS  NETWORK
Panorama v | Template |K8S-Network-Setup-v2 v View evice ~ | Mode |Multi VSYS; Normal Mode; VPN Enabled &
Ethernet | VLAN | Loopback = Tunnel = SD-WAN
AAAAAAAAAAAAAAAAAAAAAAA
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn wiR VIRTUAL SYSTEM | SECURITY ZONE
Slot 1
DNS Proxy ESethenet1/1 VitualWie  noe  none Untagged  VWireS1 veys1 trust
@, GlobalProtect et Virtual Wi Untagged WireS1 ys1 trust
@ Portals

* K8S-Network-Setup-V3 §#iAH —EdiHlaoe, &l UAHETER, thn] DI HIET 20
PAFF S AR B AE » Kubernetes CNF A2 AT LR A8 75 a3 AN 22 8% AR Sl ST DUk A
RILI S =G IEATHE

Device Groups emplate
CD PANORAMA DASHBOARD  ACC MONITOR POLICIES ~ OBJECTS NETWORK ~ DEVICE  PANORAMA
Panorama v Template | K8S-Network-Setup-V3 v View by Device v Mode | Multi VSYS; Normal Mode; VPN Enabled v
=3 Interf: A
ertaces Ethernet = VLAN Loopback | Tunnel | SD-WAN
A Zones
o5 VLANS
Eg Virtual Wires
@ . SD-WAN
@) Virtual Routers MANAGEMENT VIRTUAL VLAN / VIRTUAL- SECURITY INTERFACE UPSTREAM
@ IPSec Tunnels INTERFACE INTERFACE TYPE | PROFILE IP ADDRESS ROUTER TAG WIRE VIRTUAL SYSTEM | ZONE PROFILE NAT FEATURES | CON
¢ GRE Tunnels
Slot 1
£ DHCP
¥ DNS Proxy & ethernet1/1 Layer3 ping 192.168.10.10/24 vrl Untagged none wsysl trust Disabled
@
\#, GlobalProtect & ethernet1/2 Layer3 ping 192.168.20.10/24  vrl Untagged none wsysl untrust Disabled
@ Portals

‘Eﬂ; Gateways
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STEP 5| Hif5 Panorama | ] CN-Series #Z &7 .
1. j#H Panorama> Plugins (#M#E) > Kubernetes> Setup (#%7E) > Licenses (%
R
2. I Activate/lupdate using authorization code (i FHAZHERERCEN/HH) , LASER N7
FERS AR 75 IO &R T vCPU 4885, 1 2H 7 V7 CN-Series 5 200 1, A4 BEHUAS CN-
Series B it .

Update License

Authorization Code | D7

MNumber of vCPU's | 40

W RS HE CN-Series B7 Kt , TARREIFRAE, RIEH 4 /NGB, fEIH 2%, B
KotE L e Ib R R, EERIZ 1%, CN-NGFW 478 845k & 1R 42 pan-cn-ngfw-
configmap.yaml #5EF (FAILOVER _MODE) i#A7T failopen (FE#{H) Bk failclose.
1t fail-open #=H, Bl JORE A ISt H AL, AN & B AT 2 At SR H o B 2y
fail-open IReiff 5 S ECHT IS, W0 Hoar SLEEZMI M S84 S rh iy (FEIIRAY 2 10-30
) o 1 fail-close B H, B KOl & i A A USRI 13t AL fail-close i & fi#l ] CN-
NGFW Pod, I 70 B H 21w AR 70 SR 15 LAAE 3T ) CN-NGFW Pod.

3. Bt USRI R R Y O

{ PANORAMA Eoy)

...........
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STEP6| &4 VM Birs4ii.
1 GHERERRFA T A pt
« ¥R — & HEA Panorama 48 A7 IURE I 7R I
* 13E PanoramalP {7l .
o EHAH S SSH (HTHRRE) « MAEH A CfFH SSH, ARk 5ET L

I

H: #EHL Panorama> Setup (#%E) >Interfaces (41D « #%—  Management (%
H) | BEEUSSH. #%—F OK (f#s) . i#H Commit ($255) > Commit to

Panorama ({£%2% Panorama) , RZ G5 E Commit ($#£32) % Panorama ik

e

FE o
2. FEAER] SSH EHL CLI:

1. 7F SSH H P bt A Panorama P firhik, i Fsiieie 22,
2. I BUORER NS S FEAE GRS . BATE, R HAUE, SRBAEERE R 20 B

7~ CLI #or. it
admin@ABC Sydney>
3. fHEH A4
request bootstrap vm-auth-key generate lifetime <1-8760>
i, #EEA M 24 NREA RN 48, sEMA Ty a4

request bootstrap vm-auth-key generate lifetime 24

CEA VM EgiE4ad 755036225328715. i#EHAjA: 2020/01/29 12:03:52
4 TERZRELR G VM BRI 200, HNAMEBINDERE EZEm.
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STEPT| gz [HERA] [ G4 2

b R AR HE BRI SS B A, o BRI AE IS 4R Y AML F% Z L% CN-MGMT Pod i £
IR LM B A 2 2K B B4 . Panorama B 1 Kubernetes #M3HRE 30 & 2 37 /% 4 K8S-Network-Setup
MR, T AR g T E e B A HE B — ).
1 @rfiAHER, A0 K8S-Network-Setup FIA T 1Y B HIAME S
1. i%H Panorama> Templates (fi4<) A1 Add Stack CHyH i
2. iy N F AR GHN A I 1 o — Name (A8 .
3. Hrif i EL K 8S-Network-Setup #i A DL A daemonset. K 8S-Networ k-Setup-V2 LI

J* kubernetes B[ Il % #558 . K 8S-Network-Setup-V3 LA A ML CNF #5%, 5{ K8S-
Network-Setup-V3-HA VLH® CNF HA %,

4 4%—TF OK (&) .

2. ST E B
1. % Panorama > Device Groups (B4 , SAMEH—F Add Gt .
2. B NME—f) Name (4 H#8) J Description (HiiR) LAk & BE4H .

3. TEHE B AL RS g PO B A B L 45 E 5 Parent Device Group (52 746 B
4> (THERZ Shared (LA ) &

4. 3%—T OK (HfEE) »

i

3. 4RI Panorama iR M, FIAT L ST H AR UL AERS, 0K B i & H sl S R
#H.
1. %% Panorama> Collector Groups (IAERFFAL , ABIEEL Add CGHTHE) U EEZS ¥
#H.

2. @@ N [YsERsEE4 ] ) Name (ZF8)

3. iy NUSCEE S REARL (£ BE 7 % H 25159 Minimum Retention Period (B (A5 FRik
(1 2,000 .
WTERE, WA RS, RonWEELS B E IR OR Y H EE.

4 B HEEIk RS (15 16 18) Add CGEri) % Collector Group Members (Wit£E B8 BE4H ik

8) JFH,
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Collector Group

General | Monitoring | Device Log Forwarding | Collector Log Forwarding | Log Ingestion

s 0 1item
COLLECTORS A

rpgepnew(RPGOOGGKEPRAL)

® Add

Enable log redundancy across collectors
Forward to all collectors in the preference list

Enable secure inter LC Communication
llector on local panorama is using the secure client configuration fro

“ Cnn(el

5. J®H Commit (J£%7) > Commit and Push (22264 , REHE R E Commit
and Push (222 64E3%) % Panorama A4 % 5E AR 2R REAH
A iR R, RIS T LU
1. %% Panorama> Templates (#I4<) > Device () .

2. 7F Management (EE) E 3% H Advanced Routing GERSESHT) ({38 A
kubernetes CNF # 2 #50)

STEP 8| e FA B A # 2 1) Kubernetes #MEFE (.
EIRT BN — 2P K Kubernetes # 48 & AlUHT G &2 Panorama,  DARE LR Py 35 7 LA L ad AR o

Panorama & % 3 #2 32 {j# Kubernetes 24z

A B R AMEFE U Kubernetes 3 £ A2,  AMEME 20 & 1K 35 2 1 T bR Ak iR 55 Kubernetes AP ]
ARy, AR PR E F A R BRI 2 H Kubernetes Watch API F 38 %1

FEEHIE SR AR, Panorama — e FHIUIRTS . HIRE. AL, MR HATRS, B
PATE R AP i g L s SR B S8mT DUSE R MR e 2 75 22 Panorama #ifEX K ubernetes 15 4
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HIAHBA B AN, [FIR i BB B A EC . 552 B Kubernetes & 111 1P A7 b BLAES0AT T, B FH %
SRR B M.

oy A B A [T
Panorama J 2 fifi) Kubernetes AP fal Al % bifi 55 (1) TEEX 6 FE /2 30 75 o

1. i%HY Panorama> Plugins (#M#FE0) > Kubernetes> Setup (%) > General (—
) .

2. Fes L% E Enable Monitoring CROFH BS A7)

3. % — T vl B s 2 4 Monitoring Interval (ES#RMIRE) , W55 % 30-300 F51)#
# .

General

Enable Monitorin,

Monitoring Interval (sec) | 30

21 Panorama > Plugins (#M#FE0) > Kubernetes> Setup (X&) > Cluster (#
) 1 Add Cluster CBrifisg4s) .

S 2 145 A1 IR 19 K ubeernetes 35 459744 5 4 i Panorama (FL— /T (ER, HA FEE) 32
W, B 2 50014 B AR W 1P o5 R — 5.

i\ Name (&%) 1 APl Server Address (API filR &7k

18 R ZHNE Kubernetes 8 U3 2 40 [imdh IP ALk ] o FHE A2 20 {fF e
%%ﬁ, PAME—GR R R 8. BB UL 2R, K4 Panorama & A 1E #5 55 N 4K 211
BTG, RS S AR R A T 5 L .

AP Rl RS AL IS AT Do ERE A MR [IP Atk R gas |, M H, a0 R Al
IR 443 (FHRCHIEIR) , AT ZHE g,
BRI SRS T AE I IR 5 Type AL

Al FHI#IE 2% [AKS]. [EKS]. [GKE]. [Native Kubernetes (54 Kubernetes) ]. [OpenShift]
Al [Other (HAh) T.

|3 Panorama Bil # 4238 T 3 I IRFEME P Credential (GGREE) o U0 2275 42 00 B (1 s
M TAERAERRTIAR, HARFMR S FfE R 4 & plugin-svc-acct. json.

an R sz CLUAPL | UR B3R, R R 81T 0P R FE, SR1B5E
SRR A A ST basebad gwilh, LA 2 A o HLE N\ Panorama CLI &
APl gt GUI EEURBS ARSI SR, IR ZIE LR,

—T OK (WEE) .

CN-Series A\ [

71 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/configure-panorama-to-secure-a-kubernetes-deployment-with-cn-series/cn-series-ip-address-to-tag-mapping-of-kubernetes-attributes
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T LR E THRERATISE ] A [HR BRI |

AT AR AR A o G AT 7% P AR A SR

% Panorama 4y H g SARRC AT B 5T B 3 E R IR .

Cluster Definition

ess [ 102

Label Selector Label Filter Custom Certificate
LABEL SELECTOR
TAG PREFIX NAMESPACE FILTER
@ Add

Validate

STEPO|

R R IR I A SR A A O BB ot R
Kubernetes 4175 X % SCHR DU (8% .

N

-

Oitems | 5
APPLY ON

CEEJD Wik Kubernetes s 48 API fa] i % 858 /& USRS E T &, R Panorama 2
Kubernetes 42 2 X8 5t 5 2250 P AR 8RS . W SRIE 1 AP fa] Ao 1 I8 e
SR H T A AR

f> N
RUPOSA

1. j#H{ Panorama> Kubernetes> Setup (%) >Cluster (&) >Add i) >
Custom Certificate (HE]#E:%) >Add CGH) , DI NEERE R,

2. W NFEARYER Name (4F8)
3. (i#J]) @ Description (G .
A4 G FEANEDR, 1EEEEBEER.
5 j%—TFOK (&) .
Import Credentials File )
Name [{ |
- 2 -

CN-Series A\ ['] 72
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STEP 10| GEHI) 5E R 41 Proxy.

B A AN E AR, Kubernetes ZMFE UA & {8 H Panorma > Setup (3%7&) > Services (I
)RR ER) Proxy. AHcHL, an SIS ARE B S Proxy, RiJZEigm N BRE 241 Proxy .
wERE, Kubernetes SMEFE R AH itk Proxy Al ilk#s 1P Arhik ¥t 210 API Rl IRZFIEATET A AP
gy,

1. % Panorama I [f] CLI.

2. BN T A1 CLI v 4 3% 2 It Kubernetes 3 4E 1) Proxy fil il #% .

> configure> set plugins kubernetes setup cluster-credentials
<cluster-name> cluster-proxy enable-proxy <yes/no> proxy-port
<port> proxy-server <IP> proxy-user <username> secure-proxy-
password <password>

*** username and password are optional ***

STEP 11| 5 7F 2k 125 5%
1. Hu#% CN-Series #55 M R HEFIE 2
2. 2 CN-Series [ ki

3. € Panorama fi# Kubernetes #%
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A5 CN-Series #li-E5 IR GRS AR

S T LA 76 U265 P 32 1 2 TR T T Py 7 2

+ CN-Series &% « CN-Series 10.1.x or above Container Images

 Panorama ##/T PAN-OS 10.1.x 5{ 5 SR A<

+ Helm 3.6 or above version client 4 H
Helm 47 CN-Series %%

FERIIREE Z AT, G2 TR, MRE D THEAMARIE SR,

PAN-OS fiiA YAML fiiA CNI A MGMT-INIT figA
PAN-OS 11.1.x 3.0.x 3.0.x 3.0.x
PAN-OS 11.0.x 3.0.x 3.0.x 3.0.x
PAN-OS 10.2.x 3.0.x 3.0.x 3.0.x
PAN-OS 10.1.x 3.0.x 3.0.x 3.0.x
PAN-OS 10.0.x 1.0.x 1.0.x 3.0.x

FHIZEIE T 50 BRE Google Cloud Platform [ /A F 75 4% B &k HH #fHHL Docker Mg, SR1%R AE4E 71 CN-
Series B Kl .

A& H O A A5 5 81 Docker BUZ -
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CN-Series #5255 g4

1. MBI PAN-OS fiiAs, it 24 JH 25 0 i 7 o R BT 5 ) Docker AR o

elect a project ¥ [ Q. Search Products, resources, docs (/)

epositories

‘ Transition to Artifact Registry

. Artifact Registry is the recommended service for managing container images. Container Registry is still supported but will only receive critical secul
Registry.

TRY ARTIFACT REGISTRY LEARN MORE

“Filter Enter property name or value

ne 4 Hostname @ Visibility @
10.0.8-h4 ger.io Public
10.1.3 ger.io Public
10.1.4 gcr.io Public
10.2.0 gcrio Public

2. JEEUAT ) PAN OS FiUAS .
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https://console.cloud.google.com/gcr/images/pan-cn-series
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3. N Ml A 1SS P A A T A 8 Y AMIL R R PR R 1

=ct a project ¥ [ Q, Search Products, resources, docs (/)

Images @ DELETE

2.0 Public

gerio > M itp-ext-cnseries » .10.2.0

ilter Enter property name or value

Name Tags Virtual Size @ Created Uploaded 4/
B pan_cn_mgmt_init — — _ _
m pan_cni — — — _
® panos_cn_mgmt - - _ _

B panos_cn_ngfw - - _ _

SEPUT NAIEIE, DA GitHub U8 YAML FE %

1. Bt B 2 BB 7 E B R E: DaemonSet. Kubernetes fI7% 8l K ubernetes CNF.

2. T EIN IR R TR yaml 1% .
7€ Native-k8s BRI A Fh LA AE 58, DABR N 5 28 B0 22 o 15 28 vh 1) JR A Kubernetes #5 LS A
1t GKE 1)1 5152 & H Kubernetes & R} 3¢ i BUFS S 2

A H Palo Alto Networks CSP ) Docker B4

5P ERLIAE GitHub HUfS YAML k%, DL ¢ Palo Alto Networks CSP & Docker L%, i
B AL RN E B, FRASAE T E CN-Series 7l
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https://github.com/PaloAltoNetworks/Kubernetes/tree/v3.0
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STEP 1| "F#{ Docker ML&HE 1 YAML £ %
1. 4 Palo Alto Networks Customer Support Portal (CSP) U B4 tar £ 174 .
1 AR SCERIR P 8\ CSP.
. %I Updates (FEH7) > Software Updates (EREEHH) .

- 1% Please Select (FHIEHD) THixUEHH, #EEL PAN-OS Container Images (PAN-OS
BAEPERD .

4. FyfEs B PAN-OS fRA R &k T2k % .
PanOS_cn-X.X.X.tgz - i# I * CN-MGMT I CN-NGFW Pod.

2
3

Pan_cn_mgmt_init-X.X.X.tgz - i& FH JA AT 25 CN-MGMT Pod — 73 [1] init 25 4%
Pan_cni-2.0.0.tgz - 1# A PAN-CNI Pod.
2. f¢ GitHub HEUfF YAML R 5.

1 BRI E S 2 BT ERE R DaemonSet. Kubernetes J 7% 8%, K ubernetes
CNF.

2. (A EIREE I BB T yaml 15 5

7 Native-k8s B} A FH ISR 5, LABHE N 7S T 3 B 223 & P 1) J 2 Kubernetes #5iC
A

£t AKS. EKS % GKE [f{[E 71l %2 & B Kubernetes & 4} 3k Hh B 431 & .
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https://github.com/PaloAltoNetworks/Kubernetes
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STEP 2| FgHY Docker BURHE, Wl &R A&

filin, 7€ GKE & b, OGRS % GKE LIt [R#858%] , WHUSIE YAML f§ R it
T2 BB 1S . FETEBIT Docker 514811 F 5 o R 48 HAEA T Hildr 4.

() T GIBEBR I X SRR R 15 & ISP MR R AR B 91
i, Pan_cn_mgmt-init-2.0.0.tgz &}, pan_cni:2.0.0,
N PNUSEY
docker load -i Pan0S_cn-x.x.x.tgz
docker load -i Pan_cn_mgmt-init-x.x.x.tgz
docker load -i Pan_cni-x.x.x.tgz

FEIB PR 2 1%, [ Docker WLGH | K &R &A%, #iltn, [ paloaltonetworks/
panos_cn_mgmt:x.X.x | .

2 HELIESMGH, DR A SRR

docker tag paloaltonetworks/panos cn_mgmt:x.Xx.Xx <your registry>/
paloaltonetworks/panos_cn_mgmt:x.x.x

docker tag paloaltonetworks/panos_cn_ngfw:x.x.Xx <your_registry>/
paloaltonetworks/panos_cn_ngfw:x.x.x

docker tag paloaltonetworks/pan_cn_mgmt_init:x.x.x
<your_registry>/paloaltonetworks/pan_cn_mgmt_init:x.x.Xx

docker tag paloaltonetworks/pan_cni:x.x.x <your_registry>/
paloaltonetworks/pan_cni:x.x.x

3. G LM G A HEIR RN
docker push <your_registry>/paloaltonetworks/panos_cn_mgmt:x.Xx.X
docker push <your_registry>/paloaltonetworks/panos_cn_ngfw:x.x.Xx

docker push <your_registry>/paloaltonetworks/
pan_cn_mgmt_init:x.x.x

docker push <your_registry>/paloaltonetworks/pan_cni:x.x.x
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TECHDOCS

H. CN-Series 5 Kt ) Strata gk H
e

S T LA 76 U565 P32 1 2 TR T T Py 7 2

« H CN-Series Bij ki) Strata st #% HeER7 |« Panorama #4417 £ /> PAN-OS 11.1 it A&
o Strata 5C 8% H 5E IR 2 HE

Strata 7t #5% H 58RI 18 35 e — A2 e 2 AT HE A A 45 A 30k, TR DL Al B JERE R4 K 22 42 A1)
Ho WFHE LGN, FE2H Strata HRERCEAR 5 /F0 Panorama 52 5 BB KR 1) Strata [ 7
SUEEIR% . Strata 3C8% H SERRARBLLE T LAJE CN-Series Bt (LI J ibicE Hak k. A E Strata
FLEE H R RS MERS, R B SCERIR S BT A B KR E & i  Strata i sk H SRS HE . Bt e
OB —MRIE AL, 18 T B I R 15 4% 2 Bl Strata 5T 8% H 58 RS AT 1 #E .

r ZL 5 4R CN-Series B K ff% Strata H BERCEERARFS H ek, B 2H6MERR L 4 CN-Series [j i
%% Kubernetes 7 A0 R% ¢ Panorama. &5 1M) CN-MGMT Pod #2414 B 1576 4 fe i 1T Strata
SCBEH RIS AR . GEFS L E ] CSPIRFREM CN-MGMT Pod, AR CN-MGMT Pod i 5
BRAERS Y Strata st sk H SSIR BT (E S . A % PIN-ID #1 PIN-value ¥4 % pan-cn-mgmt -
secret.yaml F %, LRI 45 B IG5 . CN-Series 5 k% 75 B GERZHE 22 A7 X Strata 50.8% H
e EEE B, WHEELZFMEN, FHE2R7E CN-Series P ki 228845 5 1055,

HlE CN-Series 7 k4%, shHEREEH) CN-MGMT Pod 2 75 H IR 7E 4% B 038 N 480 5 1)

Registered Devices (CaEfMEEE) . W HEZFMEN, B2 ). 511 H Panorama

S5 CN-Series [k %, 78 CSP IR b 437 CN-Series 35555 21, M A% 2 HERS I H2 HEAE

Panorama f#£i2% 2| CN-Series [55 K i

7% € B CN-Series b5 K11 Strata itk H 7 IR %

Strata AU #5% H 56 AR A% A5 2= it 2 A ) R A0 JE FHFE PR AL A Z i i) 45+ X H BEREF AL S

FERS A H SRR BRI HLAE B CIP R P dh g vy, Srata 5o ¢ H sE RS T E S . 4
g AT, sy Strata il LRI

FESERLLL NP EE, 7E Panorama L% 5E Strata 5T 8% H 5l IR %S 3 515 L HE 12 2B Ol «

1 A1) Panorama B Strata 5C8% H a8 iR, DAEZEE FRUH Strata 508k H 58 R HIREE .

2.} CN-Series [J7 K 53] Strata 508% H 58 RS BT (6 L .
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https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/overview#:~:text=Cortex%20Data%20Lake%20is%20secure,meet%20your%20log%20retention%20needs.
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/panorama-and-cortex-data-lake
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/panorama-and-cortex-data-lake
https://docs.paloaltonetworks.com/cn-series
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-a-device-certificate-on-the-cn-series-firewall-updated.html
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/getting-started/manage-firewall-resources/register-the-firewall
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/configure-panorama-to-secure-a-kubernetes-deployment-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/configure-panorama-to-secure-a-kubernetes-deployment-with-cn-series.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/license-the-cn-series-firewall/create-a-deployment-profile-cn-series.html
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/activate-cortex-data-lake-toc/license-activation#id183GAI00VDE
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/move-firewalls-to-a-new-region
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/onboard-firewalls/onboard-firewalls-with-panorama-101-or-later

F. CN-Series [J5 k%] Strata 70 &5 H &R 7%

3. 7F panorama 1, Fi{E Device (#:E) EHI, 1% Stratalogging Service (Strata it #% H e R
) ERSH Settings GRE) -
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H. CN-Series Bj K% Strata st #5 H s IR 7%

{» PANORAMA DASHBOARD ~ ACC ~ MONITOR  POLICIES ~ OBJECTS ~ NETWORK  DEVICE  PANORAMA
Panorama v | Template |k8s-test-template v Viewby Device ~ | Mode | Single VSYS; Normal Mode; VPN Enabled v SR
[

Management Operations Services Interfaces Telemetry Content-ID WildFire Session HSM ACE
High Availability — SUPPUIL U0 FUI LUE UupuL

Post Expiration Grace Period (days) O
| Log Forwarding Card Log Admin Activity
S Password Profiles
o) RS PAN-OS Edge Service Settings

Admin Roles

Log Interface Connection Status Status Error

(8, Authentication Profile
Authentication Sequence 1P Address
ELE] User Identification

Netmask
‘ Data Redistribution Default Gateway
£ )

[&] vM Information Sources 1Pv6 Address

[ Certificate Management

B Certificates 1Pv6 Default Gateway
B certificate Profile Link Speed ~ auto
§7 ocsp Responder Link Duplex auto
SSL/TLS Service Profile Link State  auto
i3 scep Log Interface Statistics  Show Statistics

SSL Decryption Exclusic

5= ssH service Profile .
[ Response Pages

Log Settings Enabled
‘7EI‘ Server Profiles AutoFocus URL  https://autofocus.paloaltonetworks.com

110443

) SNMP Trap

B systox Query Timeout (sec) 15

&, Email

@ HrTP Cortex Data Lake [0

Netflow

% Enable Cortex Data Lake

[ raDIUS

e Enable Duplicate Logging (Cloud and On-Premise)

[ro s Enable Enhanced Application Logging

[ Loap Region Netherlands - Europe

P Connection count to Cortex Data Lake for PA-7000s, PA-

L:‘i Kerberos 52005 and PA-54505 °

[ SAML Identity Provider

(2% Multi Factor Authentica &
Local User Database SSH Management Profile Setting of

) Users

Server Profile
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F. CN-Series [J5 k%] Strata 70 &5 H &R 7%

B RT LG 2R Region (3D SEE .
4. 4%—F Enable Strata Logging Service (H(F Strata it #% HEERB) -

Cortex Data Lake @

Enable Cortex Data Lake

|:| Enable Duplicate Logging (Cloud and On-
Premise)

Enable Enhanced Application Logging

Region Netherlands - Europe v

Connection count to Cortex Data  Netherlands - Europe
Lake for PA-7000s, PA-5200s and

PA-5450s

5 #%—TF OK (WEE) .
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H. CN-Series [ilj & %

1) Strata 5k H 5 Ak 75

6. {i

& Commit ($£%2) > PushtoDevices (#EiXEHEE) .

{ PANORAMA

& Response Pages

Log Settings

{) Server Profiles

B snmp Tap
@) sysios

B, eman

B wre

@) Nettiow
P raDIUS

Template  kBs-test-template-stack v View by Device

1P Address

Netmask

Detalt Gateway
1PV Address

1Pv6 Detauit Gateway
Unk Soeed

Link Duplex

Link State

Enabled

AutoFocus URL
Query Timeout (sec)

Cortex Data Lake

Enable Cortex Data Lake
Enadle Duplicate Logging (Cloud and On-Premise)
Enable Enhanced Applcaton Loggng.

Connection count to Cortex Data Lake for PA-7000s. PA-5200s and
PA-5450.

7. EIBE P CN-MGMT Pod.

ato
auto

auto

https.
3

Mode | Single VSYS; Normal Mode: VPN Enabled

autofocus paloaltone tworks. com: 1044

Region Netherlands - Europe

Connection Status
Enable User Context Cloud Service

Connection Status

CN-Series A"
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H. CN-Series 5 I () Strata it #% H aE IRk ES

8. —FOK () . CifEi%
CN-MGMT Pod [1] Strata 5C.5% H 28R 7% 8 2 . CN-MGMT Pod IR 1E ¥ BEhBd Strata 5C55% H 5EARF%
AT 1] B AR
— U MR S Ok B2 connected (ELIEAR) RFE, &L T LABA UG A Strata 5O 8% H aE AR AT
AR EEHE. WFEEZHMEHN, FE2B G Strata it &% H % &k HiE (Panorama 4
)
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https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/start-sending-logs-to-cortex-data-lake/start-sending-logs-to-cortex-data-lake-panorama-managed#idde1f1db5-8116-4806-982f-41e90570db45
https://docs.paloaltonetworks.com/cortex/cortex-data-lake/cortex-data-lake-getting-started/get-started-with-cortex-data-lake/start-sending-logs-to-cortex-data-lake/start-sending-logs-to-cortex-data-lake-panorama-managed#idde1f1db5-8116-4806-982f-41e90570db45

4 paloalte’

TECHDOCS

CN-Series i Kt B 10T 22 4= 3%

Hn] CLAE A fst S 18 2 T EEIRLE N A ?

* CN-Series [ k&) 10T 224tk o ERMEALE Stratase ik H SR I 10T 5TH
1) Strata 7t $5% H 58 IR 2 HE
* Panorama #4172/ PAN-OS 11.1 it A

W52 Palo Alto Networks #7 A% CN-Series B7 K i, 10T eI T e i kR 25 (ML),
MRBEAE BT ORISR H 55 Hh i 4 k] AR B A LSS Y 10T 25 E . 10T i n] DUAR B 28 & 14
PRV EAT 2 AN B RE SR I B R L, ARG 2% L 1) 55 B 0 F A R F

%4 CN-Series [ KA TEUHHE MK, W A2 10T 2ot A MBS RIS . Hiw PAN-OS
FRAZAT, 10T 24— ey A2 A 2 R BUR BRI ek
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