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F-4% CN-Series 5 Xk &

B AT DAL WR AR5 FH 38 {1 2 T T B N 2% 7
« CN-Series J14% « CN-Series 10.1.x or above Container Images
« CN-Series ;% *  Panorama #47 PAN-OS 10.1.x 8% 5 & R A

CN-MGMT Pod (5 HEFH) Fl CN-NGFW Pod (&R — 30628 g2 FAFH [F] 1Y) PAN-OS fit s .
A WA FE v ] LT8Rk 4l CN-Series 5 SO 5 o SR — R, (a8 HT D ZELE 157 3] 1) A 8 P ]
50 2] 30 ) HE e T A R PR 402

« FiE CN-Series [J7 ) —#& T LU CN-Series b5 k%1 PAN-OS 10.1.x F+#¢ £ 10.2.x 8¢ 11.0.X,
fEnT DA 10.2.x FHAE] 11.0.x. (RS 351 CN-Series it PAN-OS 10.0.x F+4 % PAN-
0S10.1.x B; 10.2.x, & 28 8 H#% CN-Series, t4b, LB ¢ [CN-Series 1%
DaemonSet] #1& F+4k % [CN-Series {E&Inis | & . U HEFTHE CN-Series, A Beft —Ff
HE R R — R T

* JIL CN-Series [P K i — S0 — A FTARAS,  BMEL pan-cn-mgmt.yaml A%, BifE
kubectl @14, /% T4 CN-NGFW Pod, kT4 E{H CN-MGMT stateful set.

* JH4L CN-Series i K il —1ifi F HoAth CN-MGMT StatefulSet 2 2 A5 #i—Af F MR, BARRGE
H 1) pan-cn-mgmt-configmap.yaml. fl pan-cn-mgmt.yaml i S P47 58%, LATE RS 4R 8 oAt
CN-MGMT stateful set.

* JI4 CN-Series [ Jfifi—F M5 —MIERBIA CN-Series B K&, W8 2RARBAHE. 1
VL TARSRRE R, (G SRR AR s R S0, A A B B Ol 8T e R s AR, 10 LA A 32
ORI E R E A a2 28, E2IP K Pod FHARE) A Lk .

15 F HoAth CN-MGMT Stateful Set 772 ) 25 37 30 22 A1 288 5587 & 2 CN-MGMT pod 2 57— #3317
g%, W HASEACEE T R 28 e N T . 5B PAN-OS RRAK) [THRASE AN | AR EGE
B it/ DN RA, 36 Bt e %42 CN-MGMT Pod.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/software-and-content-updates/dynamic-content-updates.html

F 4% CN-Series [j K %

i CN-Series Plj K it

ST LA 45 A5 F i 1 2 R E Ly ?
+ CN-Series 7144 « CN-Series 10.1.x or above Container Images
« CN-Series ¥ * Panorama #17 PAN-OS 10.1.x 55 AR A

& AT LA CN-Series B K &€ PAN-OS 10.1.x F+# %] PAN-OS 10.2.x. 11.0.x 8f 11.1.x. & a] Lt
CN-Series Bi & E PAN-OS 10.2.x F145 4 11.0.x 8% 11.1.Xx. {H+&, CN-Series %A1 PAN-OS 10.0

TH4: 31 PAN-OS 10.2 {) BLEETH R KA o A, A5 ZE M B B4 1) CN-Series B K2, SR4% BT
%B%O

BG 2 1, sERELR CN-Series YAML % Zhi A< B2 PAN-OS it AN HH 75 o
T ZETE DR $1 3 CN-Series By KOG HE B T #OEMERRE R4S . WFRFFAIEN, 525 CN-Series Vi
K R AG RO ZE AR
STEP1| MiEr¥iA CN-MGMT F1 CN-NGFW Pod.
1. kubectl delete -f pan-cn-mgmt.yaml
2. kubectl delete -f pan-cn-ngfw.yaml

STEP 2| Ea% i Mikk Pod.
1. kubectl get pods -n kube-system -1 app=pan-mgmt
2. kubectl get pods -n kube-system -1 app=pan-ngfw

CN-Series T4 6 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/compatibility-matrix/cn-series-firewalls/cn-series-compatibility
https://docs.paloaltonetworks.com/compatibility-matrix/cn-series-firewalls/cn-series-compatibility

FI 4% CN-Series [ K &

STEP 3| MBRBUA K AVEREBEIR B 5 (PVC) MK ATERIIRE (PV)

1 {#H] kubectl -n kube-system get pvc -1 appname=pan-mgmt-sts s3Ikl
£ Bl pan-cn-mgmt.yaml #H BB PVC A PV,

pan-mgmt-sts & CN-MGMT Pod [ TH#% appname IEEL 5. W11 S48 20 yaml K45 &
NEKI%FE, B bZEBARE L) appname. T 41J& EKS (#5041 i H -

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
panconfig-pan-mgmt-sts-0 Bound pvc-<id> 8Gi RWO gp2 15h
panconfig-pan-mgmt-sts-1 Bound pvc-<id> 8Gi RWO gp2 15h
panlogs-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
panlogs-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
panplugincfg-pan-mgmt-sts-0 Bound pvc-<id> 1Gi RWO gp2 15
panplugincfg-pan-mgmt-sts-1 Bound pvc-<id> 1Gi RWO gp2 15
panplugins-pan-mgmt-sts-0 Bound pvc-<id> 1Gi RWO gp2 15h
panplugins-pan-mgmt-sts-1 Bound pvc-<id> 1Gi RWO gp2 15h
varcores-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
varcores-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
varlogpan-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
varlogpan-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
© SHEERREMEE PV, EEMER PY (— g W%B%;B%E@%E%{) , RbzE
Wi B pan-cn-pv-local.yaml i ¢, DK (& AR 6 25 R B 8%, i
i EL4 3 CN-MGMT Pod,

fgifprm -rf /mnt/pan-locall/* 4; A4 pan-local 1 3 6 fy
PV,

© SPEEEMIE PY (B, 78 TREERE/ EwmTae ) b, EEmR
PVC s, & HENMIER PV,

STEP 4| f#Rs724% Panorama [ Kubernetes 4N FE X A RS RR IE B 2R 52 .
STEP S| J}4) Panorama.
STEP 6| 22235 FH A CN-Series [#] Kubernetes /MHFEL .

STEP 7| %8 CN-Series [k .

CN-Series T4 7 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/content/techdocs/en_US/cn-series/deployment/cn-deployment/deploy-the-cn-series-firewalls-new/uninstall-the-kubernetes-plugin-on-panorama.html
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-upgrade/upgrade-panorama.html
https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/install-the-kubernetes-plugin-for-cn-series
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama

TH4 CN-Series [5 K i

4l CN-Series By /K il — 255 58T

ST LA 45 A5 F i 1 2 R E Ly ?
+ CN-Series 7144 « CN-Series 10.1.x or above Container Images
« CN-Series ¥ * Panorama #17 PAN-OS 10.1.x 55 AR A

« Hem 3.6 or above version client

i R 5 e — S TE AR AT BRAE TR THA B A & ST PR 1) PAN-OS fii A .
o ST, e P T L CN-MGMT Stateful Set, 5 F+4% CN-NGFW Pod.
o HAHAh CN-MGMT Stateful Set 1) 2 & 5 5T

AT IR IERE, SR LIRS L ) PAN-CN-MGMT.yaml, AR HE € %55 yaml f =1
AH B [ B

BAUE 2 BT, EETEMRE CN-Series YAML F& R A Bl PAN-OS FR A o
* PAN-OS10.1.2 85 A 75 2 YAML 2.0.2
+ PAN-OS10.1.0 f110.1.1 % YAML 2.0.0 8¢ 2.0.1

AT

PEFE 7 rl R IR S T4 CN-MGMT StatefulSet, i F+4; CN-NGFW Pod. 2 =00 & 1 A B i),
[R 2 CN-NGFW Pod & £ CN-MGMT Stateful Set F+&k#ARI1E A, 1 H—k R —1% CN-NGFW Pod
AT (E BEEr 11T CN-NGFW Pod (1] 55 7 »

W AR K Kubernetes 345 B K& CN-NGFW Pod, 1 B AR B0 Hatth FF4%, A& a) DAHE & 42
FR5: ] 660 [ 2R M B CN-NGFW yaml, 3 H. [Fl ¢ 7144 i CN-NGFW Pod.

7E CN-MGMT FHUHH, s Eacek. sbol, & i CN-NGFW 5 CN-MGMT Pod 2 [H] I i RE
AR A4 AT A B T R, A E kubectl HEEART [ &2%%] HEaiUE.

STEP 1| F}4% CN-MGMT Stateful Set.
L sl A IR,

« J%IH 1—5 ¥ pan-cn-mgmt.yaml H UGS 44 FE, W AT

containers: - name: pan-mgmt image:<your-private-registry-
image-path-new-image>

kubectl apply -f pan-cn-mgmt.yaml

CN-Series F+4; 8 ©2024 Palo Alto Networks, Inc.
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* JEIH 22— [ kubectl . f#] kubectl R, EAE T yaml 185, Bk, WZERCEAR
THR R -

kubectl -n kube-system set image sts/pan-mgmt-sts pan-
mgmt=<your-private-registry-image-path-new-image>

2. ek O EE CN-MGMT Stateful Set.
1. {#if] kubectl -n kube-system get sts/pan-mgmt-sts -o wide
2. B THEIIREE.
kubectl exec -it pan-mgmt-sts-0 -n kube-system -- su admin

admin@pan-mgmt-sts-0> show jobs all

admin@pan-mgmt-sts-0.Basc-cluster-180>
show jobs all Enqueued Dequeued ID
PositionInQ Type Status Result Completed

2020/08/25 14:11:11 14:11:11 2 AutoCom FIN OK 14:11:44

STEP 2| F}4¢ CN-NGFW Pod.
L GEMH 5 b — g I
 JEIH 1—F0H pan-cn-ngfw.yaml TGS 4488, AP,

containers: - name: pan-ngfw-container image:<your-private-
registry-image-path-new-image>

kubectl apply -f pan-cn-ngfw.yaml

* J#IH 2— ] kubectl . /1) kubectl Iy, A EEH yaml f 5, KL, AZERCER R
THR T RAZ A -

« 7 [CN-Series {E#% DaemonSet| &, fiif:

kubectl -n kube-system set image ds/pan-ngfw-ds pan-ngfw-
container=<your-private-registry-image-path-new-image>

« 7 [CN-Series 7% Kubernetes IR7% | &5, HH:

kubectl -n kube-system set image deployment/pan-ngfw-dep
_pan-ngfw-container=<your-private-registry-image-path-new-
image>

2. METHIIREE.
/] kubectl -n kube-system get ds/pan-ngfw-ds -o wide

7t [ CN-Series fE 45 Kubernetes iz 7% | #& ', f#f] kubectl -n kube-system get
deployment/pan-ngfw-dep -o wide

CN-Series T} 9 ©2024 Palo Alto Networks, Inc.
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STEP 3| A5 78 T PAN-OS A I BAGRE IH A 15 22 T3 init 2845 F0 pan-cni BG4
1. &8 CN-MGMT 5 ki~ pan-cn-mgmt.yaml 71 Init 538 B4 .

initContainers: - name: pan-mgmt-init image:<your-private-
registry-image-path>

2. %R pan-cni.yaml F1 PAN-CNI 2% 2% MG RE (LR R 515

containers: name: install-pan-cni image:<your-private-
registry-image-path>

HA HAth CN-MGMT Stateful Set 1] 25 5 5

STEP 1| BH4HZ AT,
1 EEawsss i BT RG BAT Al CN-MGMT Stateful Set i i (URC 1B BE Al CPU & i
20 (M Jyi e PV s IR D Byes e PV AT A HA CN-MGMT Stateful Set
pan-cn-pv-local.yaml € &7 #5E CN-MGMT Fir i 11 H %

STEP 2| ¥ pan-cn-mgmt-configmap.yaml .
#wi PAN_SERVICE_NAME: {fi, PATFA L HEAEH pan-cn-mgmt.yaml =373 14E .
apiVersion: vl
kind:ConfigMap
metadata:
name: pan-ngfw-config
namespace: kube-system
data:
PAN_SERVICE _NAME: pan-mgmt-svc2

1E ks R b {5 55 48 [F] frg # Panorama 24 52 Fil [# Intended License Bundle (# i 5z #% #
EBrEA) 1 JERME, LR Panorama | )4 (] 5 % .

STEP 3| & #H1 pan-cn-mgmt.yaml 1% .

A 2 ah B F ERIRF A0, AR, 26 e B PAN-CN-
MGMT.yaml.

CN-Series T4 10 ©2024 Palo Alto Networks, Inc.
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STEP 4| JUAT7E 558 PAN-OS FRAS A5 R IH: 7475 20 B3 Init 2525 A1 pan-cni BLE RS
CN-MGMT Bji k% 2. pan-cn-mgmt.yaml 1 Init 75 2% WG AR (1) LG R R4S

initContainers: - name: pan-mgmt-init image: <your-private-registry-
image-path>

HA CNI AR DL AR B RS _E CONI AR OE R 58 2 PAN-CNI 28 353 UG (1 SR 1
containers: name: install-pan-cni image: <your-private-registry-
image-path>

STEPS| ZM# 1 CN-MGMT yaml £ %.
kubectl apply -f pan-cn-mgmt-configmap-new.yaml
kubectl apply -f pan-cn-mgmt-new.yaml

STEP G| BiRe C#EH1 CN-MGMT Stateful Set.
kubectl -n kube-system get sts -o wide
NAME READY AGE CONTAINERS IMAGES

pan-mgmt-sts 2/2 16h pan-mgmt 018147215560.dkr.ecr.ap-
southeast-1.amazonaws.com/test/panos ctnr/10.0.0/b/mp:63

pan-mgmt-sts-new 2/2 50m pan-mgmt-new 018147215560.dkr.ecr.ap-
southeast-1.amazonaws.com/test/panos ctnr/10.0.1/b/mp:64

CN-Series F4} 11 ©2024 Palo Alto Networks, Inc.



148 CN-Series By K i

STEP 7| 3 (1 R %5 42 18 2 4w CN-NGFW Pod yaml £ % .
1. 3 pan-cn-ngfw-configmap.yaml .
E 54 pan-cn-ngfw-configmap.yaml 1 fiT 2 i) PAN_SERVICE_NAME: f LA &

T&AE pan-cn-mgmt.yaml % 4 F e S IEIRE, 58 3T G A 1Y Pod g i 4R 28 1Y
Stateful Set.

apiVersion: v1

kind:ConfigMap

metadata:name: pan-ngfw-config

namespace: kube-system

data:

PAN_SERVICE _NAME: pan-mgmt-svc2
2. #%8 pan-cn-ngfw-configmap.yam

kubectl apply -f pan-cn-ngfw-configmap.yaml
3. #wifiE pan-cn-ngfw.yaml t it 2 8 () AR R 15

fi4n, %A LMEA kubectl set image ds/pan-cn-ngfw-ds -n
kube-system pan-ngfw-container=018147215560.dkr.ecr.ap-
southeast-1.amazonaws.com/test/panos ctnr/10.0.2/b/dp:62

4. fatr REAEHAIREE,
UP-TO-DATE HREH/~ C I Th BT IR AR .
kubectl get ds/pan-ngfw-ds -n kube-system -o wide

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR
AGE CONTAINERS IMAGES SELECTOR

pan-ngfw 4 4 3 1 3 <none> 16h pan-ngfw-container
018147215560.dkr.ecr.ap-southeast-1.amazonaws.com/test/
panos ctnr/10.0.0/b/dp:22 app=pan-ngfw

STEP 8| By ## CN-NGFW Pod.
kubectl -n kube-system get pods -1 app=pan-ngfw

NAME READY STATUS RESTARTS AGE
pan-ngfw-ds-8b5gp 1/1 Running 0 40m
pan-ngfw-ds-h8xc6 1/1 Running 0 40m
pan-ngfw-ds-sn62b 1/1 Running 0 40m
pan-ngfw-ds-vxfqp 1/1 Running 0 40m

CN-Series F4} 12 ©2024 Palo Alto Networks, Inc.
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xR
5]

STEP 9| Hif4 CN-MGMT Pod (] [/759%] -

kubectl exec -it pan-mgmt-sts-0 -n kube-system -- su admin

%5 Your device is still configured with the default admin
account credentials.Please change your password prior to
deployment.admin@pan-mgmt-sts-0>

STEP 10 | 2z f7ith B 5T R 1 Bh 78 P9 28 SE 7

AT AP E R E,
i

Deploy Antivirus Content file: panup-all-antivirus-3396-3907

BT . ST EhAE T HREL CN-MGMT Pod I, :5ERE%2% Pod [11/F

X Clear | Devices

13items | > X
[ | oevice name

CURRENT VERSION HA STATUS

(m] f=
PACTNR (8) O pans
Lted ) B o pan-mgmt-sts-0 o
Device Groups (S
=
rk-sep9-dg-1(6) O E'Name: pan-mgmt-sts-0
rk-sep9-dg-2(6) O | Gy
|~ Template: rk-se stack-1
Templates [ ¢ Serial Number: 8 S907
dg-stack-2 (6) C Model: PA-CTNR
O] eseps-temp-sack-1 (6| 0
Tags [ Po—
HA -
0 ) o= [ ]
O] passive 2) (] Group HA Peers [ Filter Selected (1)

- =D

BRI A 1 HERE

Schedule

Name
O Disaﬁd
Download Source ) Update Server scp
Type WildFire
Recurrence  Every Min
Action  Download And Install

© Devices Log Collectors

X ciear | Q
] =2 pan-mgmt-sts-0

[J =2 pan-mgmt-sts-0

3 pan-mgmt-sts-0

3 pan-mgmt-sts-1

«[J =2 pan-mgmt-sts-

[0 =2 pan-mgmt-sts-

FILTERS 8/13 ) > X

v Platforms
PA-CTNR (8)
[ pa-vm(s)

v [] Device Groups
[ rk-sep9-dg-1 (6)
[ rk-sep9-dg-2 (2)

0 ags D 3} pan-mgmt-sts-new-0
[0 =2 pan-mgmt-sts-new
Select All Deselect All [_] Group HA Peers [[] Filter Selected (2)
CN-Series F1 4% 13 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-upgrade/upgrade-panorama/deploy-updates-to-firewalls-log-collectors-and-wildfire-appliances-using-panorama.html

FI 4% CN-Series [ K &

LV 585 BiET ) PAN-CN-MGM T.yaml

W

1l

l

EIEDAZR

B
apiVersion: vl1
kind:Service

metadata:

name: pan-mgmt-svc

s i ) 485 7 B AE BT CN-MGMT Stateful Set iRy 58T yaml £ 58 N AR FS A4 4 . [ FHAE SUAIAR R A0 A

Hr

apiVersion: vl1
kind:Service
metadata:

name: pan-mgmt-svc2

namespace: kube-system
labels:

app: pan-mgmt-svc

namespace: kube-system
labels:
app: pan-mgmt-svc2

spec:
ports:

- protocol:UDP
port:4500
name: ipsec
selector:

appname: pan-mgmt-sts

Spec:

ports:

- protocol:UDP
port:4500
name: ipsec
selector:

appname: pan-mgmt-sts-new

apiVersion: apps/vl
kind:Stateful Set
metadata:

name: pan-mgmt-sts

apiVersion: apps/vl
kind: Stateful Set
metadata:

name: pan-mgmt-sts-new

namespace: kube-system

Spec:

selector:

matchL abels:

appname: pan-mgmt-sts

serviceName: pan-mgmt-svc

# Replicas are for fault-tolerance. i % Y 4% 2 Il
AR

replicas:2

namespace: kube-system

Spec:

selector:

matchL abels:

appname: pan-mgmt-sts-new
serviceName: pan-mgmt-svc2

# Replicas are for fault-tolerance. /i % > 4% 2
A
replicas:2

CN-Series J14% 14
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& w

updateStrategy: updateStrategy:
type:RollingUpdate type:RollingUpdate

podM anagementPolicy:Parallel podM anagementPolicy:Paralel
template: template:

metadata: metadata:

labels: labels:

app: pan-mgmt app: pan-mgmt

appname: pan-mgmt-sts appname: pan-mgmt-sts-new
label Selector: label Selector:
matchExpressions:- key: "appname” matchExpressions:- key: "appname’
operator:In operator:In

values: values:

pan-mgmt-sts pan-mgmt-sts-new

topologyK ey: "kubernetes.io/hosthame" topologyK ey: "kubernetes.io/hosthame"
initContainers: initContainers:

- hame: pan-mgmt-init - hame: pan-mgmt-init
mountPath: /var/log/pan/ mountPath: /var/log/pan/
envFrom: envFrom:

configM apRef: configM apRef:

name: pan-mgmt-config name: pan-mgmt-new-config

# sw-secret in pan-cn-ngfw.yaml and hard-coded # sw-secret in pan-cn-ngfw.yaml and hard-coded

in ipsec.conf in ipsec.conf

value: pan-fw value: pan-fw

containers: containers:

name: pan-mgmt name: pan-mgmt-new

image: 018147215560.dkr .ecr .ap- image: 018147215560.dkr .ecr.ap-
southeast-1.amazonaws.com/test/ southeast-1.amazonaws.com/test/
panos_ctnr/10.0.0/b/mp:63 panos_ctnr/10.0.1/b/mp:64
volumes volumes

name: dshm name: dshm

envFrom: envFrom:

configM apRef: configM apRef:

CN-Series F4} 15 ©2024 Palo Alto Networks, Inc.



F 4% CN-Series [j K %

% H

name; pan-mgmt-config ‘ name: pan-mgmt-new-config

CN-Series T4 16 ©2024 Palo Alto Networks, Inc.



TH4 CN-Series [5 K i

F4l CN-Series 7 K — =80 &

FR AT DAFE WA 458 i 3 1 2 T EMFLE N 75 ?
+ CN-Series 7144 « CN-Series 10.1.x or above Container Images
« CN-Series ¥ *  Panorama 41T PAN-OS 10.1.x Bl 5 &l A

L ETH A R A P B B OO T PAN-OS AN 1) CN-Series B &t (FHEJ K 448 22 32 % 1 PAN-
OSHRA) o BEILAERRE 2 MR I p i 2 5 B, AR 75 LR 22 1 R B R ] o

1. fERPIA CN-Series B k%5 &

2. T3 CN-Series Docker B {4 F

3. % CN-Series [ -k i

BHUAZ BT, :5TEL: CN-Series YAML £ S fi A Bl PAN-OS FRAAH 2 -
* PAN-OS10.1.2 i Hihii A 7 2 YAML 2.0.2

+ PAN-0S10.1.0 f1 10.1.1 # % YAML 2.0.0 £ 2.0.1

MiErEi A CN-Series Bl K i 2

STEP 1| fhEg#i#A CN-MGMT F1 CN-NGFW Pod.
1. kubectl delete -f pan-cn-mgmt.yaml
2. kubectl delete -f pan-cn-ngfw.yaml

STEP 2| EasscMiBk Pod.
1. kubectl get pods -n kube-system -1 app=pan-mgmt
2. kubectl get pods -n kube-system -1 app=pan-ngfw

CN-Series F+4; 17 ©2024 Palo Alto Networks, Inc.
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STEP 3| MBRBUA K AVEREBEIR B 5 (PVC) MK ATERIIRE (PV)

1 {#H] kubectl -n kube-system get pvc -1 appname=pan-mgmt-sts s3Ikl
£ Bl pan-cn-mgmt.yaml #H BB PVC A PV,

pan-mgmt-sts & CN-MGMT Pod [ TH#% appname IEEL 5. W11 S48 20 yaml K45 &
NEKI%FE, B bZEBARE L) appname. T 41J& EKS (#5041 i H -

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
panconfig-pan-mgmt-sts-0 Bound pvc-<id> 8Gi RWO gp2 15h
panconfig-pan-mgmt-sts-1 Bound pvc-<id> 8Gi RWO gp2 15h
panlogs-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
panlogs-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
panplugincfg-pan-mgmt-sts-0 Bound pvc-<id> 1Gi RWO gp2 15
panplugincfg-pan-mgmt-sts-1 Bound pvc-<id> 1Gi RWO gp2 15
panplugins-pan-mgmt-sts-0 Bound pvc-<id> 1Gi RWO gp2 15h
panplugins-pan-mgmt-sts-1 Bound pvc-<id> 1Gi RWO gp2 15h
varcores-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
varcores-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
varlogpan-pan-mgmt-sts-0 Bound pvc-<id> 20Gi RWO gp2 15h
varlogpan-pan-mgmt-sts-1 Bound pvc-<id> 20Gi RWO gp2 15h
© SHEERREMEE PV, EEMER PY (— g W%B%;B%E@%E%{) , RbzE
Wi B pan-cn-pv-local.yaml i ¢, DK (& AR 6 25 R B 8%, i
i EL4 3 CN-MGMT Pod,

fgifprm -rf /mnt/pan-locall/* 4; A4 pan-local 1 3 6 fy
PV,

© SPEEEMIE PY (B, 78 TREERE/ EwmTae ) b, EEmR
PVC s, & HENMIER PV,

B 357 CN-Series Docker B4 F

STEP 1| s T4 25 3 b2 A R T 7 25 2 S
%% B/ CN-Series #E HIWUE R A .

CN-Series T4 18 ©2024 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/cn-series/getting-started/cn-series-deployment-prereq/get-the-images-and-files-for-the-cn-series-deployment

TH4 CN-Series [5 K i

STEP 2| H CN-MGMT 1 CN-NGFW yaml %2 |- (1) B A5k Rl BUG R BR A
pan-cn-ngfw.yaml o7 CN-NGFW 75 2% A5k 1 45 1 4%

containers: - name: pan-ngfw-container image: <your-private-registry-
image-path>

pan-cn-mgmt.yaml o CN-MGMT % %8 Wi {5 k5 1 I A5 % B 15
CN-MGMT WLGFE R 2SI GRS #54%: - name: pan-mgmt image: <your-private-
registry-image-path>
STEP 3| JUA7 75 7151 PAN-OS JA WG IR /4 75 22 BB init 28381 pan-cni BZAR .
CN-MGMT [ kit 2. pan-cn-mgmt.yaml H Init 25 2% B {5 R (10 i {5 R 1% 156

initContainers: - name: pan-mgmt-init image: <your-private-registry-
image-path>

pan-cni.yaml H PAN-CNI 75 2% LG8 (1) A5 R 44456

containers: name: install-pan-cni image: <your-private-registry-
image-path>

= CN-Series [ K I
W EEAN PR AR YAML R N8, 5520 CN-Series #05E YAML ki 22 rp (1) n] 4l 22 0 F1 CN-Series
BB S TR G A

i 2 pan-cn-mgmt.yaml A1 pan-cn-ngfw.yaml 74§ Ff iE CN-Series B Jfid, 10 H A AR H
AR, A EERE A yaml 5. EER, FEE pan-cni.yaml B4R, R1Z A pan-cn-
mgmt.yaml, iy ELJ& 52 i) B % — M 5¢ /2 pan-cn-ngfw.yaml .
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STEP L] 3R2E yaml f§%.

WA FE IS5 B0 5 N DR R IR A 75
kubectl apply -f pan-cn-mgmt-configmap.yaml
kubectl apply -f pan-cn-mgmt-secret.yaml
kubectl apply -f pan-cn-mgmt-slot-cr.yaml
kubectl apply -f pan-cn-mgmt-slot-crd.yaml
kubectl apply -f pan-cn-ngfw-configmap.yaml
kubectl apply -f pan-cn-ngfw-svc.yaml
kubectl apply -f pan-cn-storage-class.yaml
kubectl apply -f pan-cni-configmap.yaml
kubectl apply -f pan-cni-serviceaccount.yaml
kubectl apply -f plugin-serviceaccount.yaml
kubectl apply -f pan-mgmt-serviceaccount.yaml

2. RAETEEAATFEME PV FiA 2.
kubectl apply -f pan-cn-pv-local.yaml

3. HEHE B pan-cni.yaml B4 75 5.
kubectl apply -f pan-cni.yaml

By A il 9 RAEROHT, T H — e B — M § 3 _E Y pan-cni daemonset.

cni 75 5 30-45 B 2fe S HT OB L AE T RS SRR . (R EHRREN I, AN
AT P A JE P2 2URT CN-NGFW Pod, s 15 75 st SR 2 6 - RSBl 2 AT AT 397
FAFE Pod [y &, A& CN-NGFW Pod PRt .

4. kubectl apply -f pan-cn-mgmt.yaml

5. kubectl apply -f pan-cn-ngfw.yaml

STEP 2| Hy48 CN-MGMT Pod ) [JF55] .

kubectl exec -it pan-mgmt-sts-0 -n kube-system -- su admin

& :Your device is still configured with the default admin
account credentials.Please change your password prior to
deployment.admin@pan-mgmt-sts-0>
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xR
=]

STEP 3| 225 i B 5T B (K B RE TN 28 55 o
BRIl FEzde, aaRedifl. s Eife s HiE e CN-MGMT Pod K, #5375 Pod 17 5%

Deploy Antivirus Content file: panup-all-antivirus-3396-3907
Filters X Clear  Devices
Device State . 13items | > X
N O | oevice name CURRENT VERSION HA STATUS
Disconnected (1)
(m]y= 3
[ Pratforms -
[ PA-CTNR (8) 0O SRpann
o = pan-mgmt-sts-0 [
[ Device Groups [y
=
[ ri-seps-dg-1(6) O E'Name: pan-mgmt-sts-0
O] rcsep-dg-2(6) [ Device Group: ¢ -
~ Template: rk-se, stack-1
[ Templates [ o Serial Number: 8 S07 o
] dg-stack-2(6) C Model: PA-CTNR
O esepr-empstack-1 (6| )| S
Tags 0 = s
v [ HAstatus -
O active 2) 0= @1
O] passive (20 [ Group HA Peers [] Fiter Selected (1)
- =D

SRR S I HERE

Schedule

Name

O Dlsat[gd

Download Source ) Update Server scP
Type WildFire
Recurrence = Every Min
Action  Download And Install
© Devices Log Collectors
FILTERS X ciear |(Q 8/13 ) > X

L] =2 pan-mgmt-sts-
[0 == pan-mgmt-sts-0

v Platforms
PA-CTNR (8)

] PAvM(5) =3 pan-mgmt-sts-0
v [] Device Groups C= pan-mgmt-sts-1
[ rk-sep9-dg-1 (6) «[J =2 pan-mgmt-sts-1
[] rk-sep9-dg-2 (2 [0 = pan-mgmt-sts-1
[ Tags

[ =2 pan-mgmt-sts-new-0
[0 =2 pan-mgmt-sts-new-1
Select Al Deselect All [_] Group HA Peers [[] Filter Selected (2)

“ Cancel
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