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[3# 77> DNS 22 4 VEAT B IS

AL . ]

216 oz AP RIS R 2 A O e AR 42K

EHBT Y 2 DNS SRR IC 777 B A3, eristid DNS Ji e 2oRhii ..

ATRME R LR CLI i 42k G H Bh 32 28 o] AR TS CE il 458 25 0 &R AL R 1P, ARG ASE 5
#KJEE ) : set deviceconfig setting ctd cloud-dns-privacy-mask yes. i
ZH commit (32%) 814 Rl BER AR .
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[3# 77> DNS 22 4 VEAT B IS

[ 3k il 795 4 45

FAT AR IR A5 PGS 0 2

. PrismaAccess (Managed by Strata Cloud O ERE DNS 2 ERHE (R 5RR T he
Manager) 4D B DNS % 4 A
« Prisma Access (Managed by Panorama) O 3 P 5 22 5 06 55 B 2 [ o o e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

Palo Alto Networks A 8 — Il FH 4= Bk FI I I AN SR A R A B, 18 435 25 DNS 2 & PERIERES DNS
VAR SEAR AL RS . 18 Se IR TS AT E VR B I DNS SR /04T 8% . 77 DNS H5 s % ki, it
HEFE AR 2w ThRE . THRRTEVL T, DNS 24 IR DNS 22 4 s 47 B A BRAR A (77l 2%
dns.service.pal oal tonetworks.com Al adv-dns.service.paloaltonetworks.com) , %3 ia L4t & [ )&
T ) B R FE AT A % 1 AT A B [ AR 3

DNS ‘224 M |5 355 AR 75 4 1k

Palo Alto Networks f g {4 FH THER 1 4 3 IRois A4 5t e 2R e 5 S RS MR 3 s H2,  an SRAE R A7
BB (B0, 2 {1 R I 5 AR IR B B GG B R, 1] AT Bl IR A
I, FEIEE DNS 224 MEAd A I I IR 35 483, #5428 7% dns.service.pal oaltonetworks.com 33—
ffl DNSIHH, #%IHH W& —{# CNAME FLE-TE7R & A DNS frl I 2 7% 2 — ¥ 73 1A 28 [ 348 1k o
AR P A%, AT DAZER KOS B CLI A

show dns-proxy dns-signature counters

, DA B SEIE . AHR B ALY TR A AP BN .
NERFH DNS 2 41 AR % 48 3«

(A URL
FaE, Bk dns-za.service.pal oaltonetworks.com
Uk dns-hk.service.pal oaltonetworks.com
HA, L dns-jp.service.paloaltonetworks.com
Hondy dns-sg.service.pal oaltonetworks.com

S DNS 24P 2 3 15 ©2025 Palo Alto Networks, Inc.



31> DNS 24T B s

(A=} URL
W dns-in.service.pal oatonetworks.com
WA AR, FEL dns-au.service.pal oaltonetworks.com
L, dns-uk.service.pal oaltonetworks.com
R, R AR dns-de.service.pal oaltonetworks.com
TRE, RS dns-nl.service.pal oaltonetworks.com
R, EE dns-fr.service.pal oaltonetworks.com
AR dns-bh.service.pal oaltonetworks.com
mELR, Bbwds, HESE dns-ca.service.pal oaltonetworks.com
B, BE{RZE, BRgEHTE dns-br.service.pal oaltonetworks.com
FEW, SHIEMN, FEBEHE dns-us-ia.service.pal oal tonetworks.com
KB, JbaEFenii, B4 dns-us-va.service.pa oatonetworks.com
B, BEHRIMN, iy dns-us-or.service.pal oal tonetworks.com
FEB, IMAREREIN, IBF dns-us-ca.service.pal oaltonetworks.com

HEFE DNS 2z 4 5 P 4 12

& AT DAFEhE e FH R R EEE R DNS 2 &A1 fa ik gy . #ESR Palo Alto Networks 7 55 i FH THER 11
A IR AR I, (E G SR %08 B SiE 18 R i) R HH TR el A LAt B AR RS A B A R, R AT DL RS BT asR Y 4]
i} &

10 LIE Device (3EH) > Setup (%) >Management (' F) > Advanced DNS Security (i
F DNS % 4x%) > DNS Security Server (DNS 4 filflids) , 7& PAN-OS F1§5 & [ DNS %
2 IR A% A

LR E AN & 5 S AR e DNS 22 2 VA S i) g 7 5

TR AR DNS 22 4 11 s 4815

HEPE DNS 724 1 P 16 ©2025 Palo Alto Networks, Inc.



[5# 7> DNS 22 4 PEAT Bl s

fr &
FalE, B

URL

za.adv-dns.service.pal oaltonetworks.com

ELAR bh.adv-dns.service.pal oaltonetworks.com
ok hk.adv-dns.service.pal oal tonetworks.com
HA, ®it jp.adv-dns.service.pal oatonetworks.com
By sg.adv-dns.service.pal oaltonetworks.com

EIRE, dE

in.adv.dns.service.pal oaltonetworks.com

au.adv-dns.service.pal oatonetworks.com

uk.adv-dns.service.pal oaltonetworks.com

B, VAR AR

de.adv.dns.service.pal oaltonetworks.com

TR, BRARHYE SC

nl.adv.dns.service.pal oatonetworks.com

=B, B

e

fr.adv-dns.service.pal oaltonetworks.com

ELpR

bh.adv-dns.service.pal oaltonetworks.com

mER, B, %

ca.adv.dns.service.pal oal tonetworks.com

ELph, HEOREE, DRgEHH

br.adv.dns.service.pal oaltonetworks.com

SR, TRHN, HEBEE

us-ia.adv.dns.service.pal oaltonetworks.com

LB, AbdES eni, BrftA

us-va.adv.dns.service.pal oaltonetworks.com

B, BRI, ERE

us-or.adv.dns.service.pal oaltonetworks.com

B, AR e s, EAZEE

us-ca.adv.dns.service.pal oaltonetworks.com

HERS DNS 224V 2
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% paloalter

TECHDOCS

A€ DNS 224 145]T [ s

Hn] CLAE A fst S 18 2 A EE IR LE N A ?

. PrismaAccess (Managed by Strata Cloud O RS DNS i (HRIERMA DR
Manager) YHE) B DNS %4
- Prisma Access (Managed by Panorama) O ¥ 55 p 22 575 2 k2 7 A b

« NGFW (Managed by Strata Cloud Manager)
- NGFW (Managed by PAN-OS or Panorama)
o VM-Series
+ CN-Series

FE RO RIS 5 1B DNS 2241 alk DNS 24t 2 1, #b 2B B 00 2 28 gl 2 B (it 8
B M, FIHERE DNS %41 ak DNS e &M, DL HIE/E T ATV & 1R . BHE
FENE Palo Alto Networks 7 )7 S0 N 1AL BN, 28R A YE F HH IR BB RE AT DNS /34T, 1t
4k, DNS 222 ET ARG CEflA HAl Palo Alto Networks 224 PR RRFS ) A2 17 it 22 4 M 2% 5 i AT
BRI, T 2 A AR A SR R 16 22 A MR IESCSR L R e 38 1 AR It o 1SR A T BUR RR E » TERUAH DNS
VT RIS 20, oo R 2 et B CRUH ) 2t 6 HAZ Lol . i atAnE,

A 2B e L

L E R AR 2 DNS %R B RES, DATEAE S 22 e & b S E e ThRE, S5 2B R o LAE.

BESR A —E EEE NIRRT, {2 Palo Alto Networks 2 st B iy TA4E, LABWR R Th &6

BT FRIE, UhAh, tERIEIEE Palo Alto Networks SRR 501, DAELR e 1 m] B 1t A0

Z4at.

o TEFRMIAEE 4T 6 ERUH DNS 722 4 R aUERS DNS 224214, DA 1 DNS B i N FR 149 %
CLED

o ST ARG ) A AR AN o R B AR SRR ), 87 1k 9 DNS Al iR 25 il 5 DNS 4355

o JUER AT A9 A ) L% e BUR R

o ERsBRAIBT JOHEE DNS 224 1 IR 1 AR

o EIEAENT O L EFT DNS £ B RGR% ae,  BR ) DR SE 2 i B I AR
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7E DNS % A EAT B R B

HiUH

DNS 244

FAT AR IR A5 PGS 0 2

Prisma Access (Managed by Strata Cloud
Manager)

Prisma Access (Managed by Panorama)
NGFW (Managed by Strata Cloud Manager)
NGFW (Managed by PAN-OS or Panorama)
VM-Series

CN-Series

O JERE DNS 2R (R AI I 6
Y4E) 5% DNS 224 4%
O PES S 72 [ o B 2 o7 e 2

A EHUT DNS 2t Ay (BBH0 [IHRRKE 2 e VESOERE, DAFHL DNS %21 ik
5+ wOE DNS KGRI 1 H RS B ARG S, SRR O A B I 22 22 e PEBOR AR .

« Strata Cloud Manager

* PAN-OS H1 Panorama

BUH DNS z24:14: (Strata Cloud Manager)

STEP1|

STEP 2|

STEP 3|

{5 FHEL 12 (1) Palo Alto Networks 2 #2105 AH B B2 RS, 0 S\ i _E 1) Strata Cloud

Manager .

72 DNS et Bive (BUERSEE i) RS ERER FRRE. 1L
Manage (‘52) > Configuration (3%3€) >NGFW and Prisma Access (NGFW &
Prisma Access) > Overview (MEE) , SA1%3%— T License (FZHE) THIAR H A4 HE A FH s o
ah. BIERZ SR R IR 558 E ARt A 9% it RHERRIKEE. 5585 PREEH DNS %«

ftt.

22 4 JE R ) pal oalto-dns-security App-1D CLER 5E % enable (Fi/H) R [ DNS %41t

i 22 A PE RS R

G RS BRI KA 0B A 8 SR AT APP-1D 2z A Ji R AR A i T A
Jt iR R B B, R RSO S B K B APP-ID; SRR iSRRG, & RHAE

DNS -2z 4x a4 .

HEFE DNS 224 PEiE 8
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7E DNS % A EAT B R B

STEP 4| 5E DNS 222 PERHRAS I R R e DL 1A 8 5 DNS #5128 L 8 sinkhole.

I RS Y MR B REYE B 2 AR e AT B, LRSI A g e it DNS 22 24
S RIEIE. ik, EA B EDL F1 DNS 2z 4 v Qo085 b (19 70 H AR5 (AR,
g A DNS 224V R4 e mBhfE, BNt EDL BRERE & [ fodfr ] shfEdein
Bt IS DNS@aldifml iR, w5k EDL 3w 2y Alert (#0R) @)1k,
ik B M 22 DNSExceptions (DNS {41tk i) B % ) DNS Domain/FQDN
Allow List (DNS 4915/FQDN 235 B

12 Manage (% #) > Configuration (%) > NGFW and Prisma Access (NGFW f%
Prisma Access) > Security Services (Z4#/lx#%) > DNS Security (DNS Z4&:1%) .

ST BB AT 1) DNS 2 4 RS e i

i\ FEER Name (£2F8) , TG4 4ER GERD .

7£ DNS Categories (DNS 51D @B, [DNS 4] R, 5 n#E HIE% & (1) DNS 45
S A YR, TR T 2 R I EBOR BN L HREGR E

™ Palo Alto Networks % i3 7 Fir 45 45 (50 Al Y5 A FH TERR B E % e, DARE (R 15 5
FEEEWE, WHBRESREMMEE. e DNS 22 o5 e e
SRR, sh B AR SR Layer 4 BT Layer 7 BUBEMUCER B AEAVE

o $1% DNSHHEE AR, BRI CL N ) R iR ph 4 vl 11T DNS & 5 R R B A B
fE. HMIBQIEEIR, . #4848 sinkhole. Palo Alto Networks 2 &% 15 #h/E R & &
Sinkhole.

o EATLLIE I A A E DNS RS AR R € BUREIE Allow (fRUFF) FOoFHER) H 5 g 5%
None (f) #524=%%iH DNS =M E .

* {f Packet Capture (EHHFEHD THAiGH+, EH single-packet (H—34) DIHHA
BT ARPE B 28—l b4, BiHN extended-capture (GEHHERD DPAREE 1-50 i)
o FEE T DU FH B G R A EE — 2B 4 AT

7£ DNS Sinkhole Settings (DNS Sinkhole #% 7€) [& B, HEsR 2 57 EH 21 Sinkhole

it A 7T, FERRRE (pan-sinkhole-default-ip) 5% i€ Z577HX Palo Alto Networks

Sinkhole il k2% . Palo Alto Networks 7] DA% 56 357 [ B 5 5 5 3 A7 ik

Sinkhole g {5t ¢4 LA T 483k ity DNS A3y [l 8, LA B 32 s 10 3=
i 754 Zde e g Snkhole fr i 2536 47 Sinkhole sk e ) DNSHjI. Al
Fi R g Sinkhole FQDN R, iy ok i & CNAME S 5 2 ] JE 0% 44 ) 5
s, TRMI AR DNS I 29 iy CNAME Sgi%, e sc ) 0EH P i 21 S
() Sinkhole fe] i 25 i) S8 ROE AL 2 S0 . AN, n SR H P o i A TN
DNS fa] fle 2 (¥4 2 v, BROELE A 2o CNAME TERE R T 25 A GTER R JRE (1
THSE T A, I DNSZR @@ SR ge, i g A SR s /i = 2 W 8
T TR i H SR et 7RSS0, SERZAEH T %1 Snkhole IP
fiihk. (72.5.65.111),

R Sinkhole | Pv4 5% Sinkhole | Pv6 137 3142 B 48 % L it A 1% £a] il 2% 5% B35 47 41k
B2 % Sinkhole IP A7kt E% 5 248 i b A HER] AR 25

HE [ DNS 2240 51 2

©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/best-practices-for-securing-your-network-from-layer-4-and-layer-7-evasions.html
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/threat-prevention/use-dns-queries-to-identify-infected-hosts-on-the-network/configure-the-sinkhole-ip-address-to-a-local-server-on-your-network.html

ot DNS % 2 PERT B B

best-practice B
Configuration Profile Usage
Name * Descristion
best-practice Best practice dns security profile
Security Rules Using This Profile &

Profile Groups Containing This Profile 10

DNS Categories (7

Name Location Action Packet Capture

DNS Security (9)

Grayware Domains Predefined sinkhole disable
Newly Registered Domains Predefined sinkhole disable
Parked Domains Predefined sinkhole disable
Proxy Avoidance and Anonymizers Predefined sinkhole disable
Ad Tracking Domains Predefined sinkhole disable
Command and Control Domains Predefined sinkhole extended-capture
Dynamic DNS Hosted Domains Predefined sinkhole disable
Phishing Domains Predefined sinkhole disable
Malware Domains Predefined sinkhole disable
Overrides (0 DNS Sinkhole Settings
Override DNS Security for these domains or FQDNs
Sinkhole IPV4 pan-sinkhole-default-ip (Palo Alto Networks Sinkhole IP) v
Domain/ FQDN D ptit
Sinkhole IPV6 21 (IPvé Loopback IP} v

6. f%— N OK (ifEE) fitifr DNS AR ek .
STEPS| ji% DNS %24 PR i BN 21 22 A PEECE A .

STEP G| st Css b aT a2 B R Eh1E
1 Y7HU DNS 224 PEJER AL, DU R 75 1E (SR H AT T 1R 5 B JE AL (I BUR B 1
2. FEELEOTE].
1 kpun @l sk, i Sinkhole BiEHE & URL 4918, DU & FrA BOHIER 494810 H 5%
JHH .
STEP 7| 3% FH—g 7wt 35 LU 25 DNS-over-TLS/ 143235 853 i B, SR1% AT L% F 407 DNS I
TR E N DNS 2 &R i s e, REFEMRE I DNS H R & #. & DNS-over-TLS Jii &1 fi#
B, B H RS E R DNS BRI 2R il Ak Y5 1248 £ 853 1H 4t dns-base EH 23U,

STEP 8| HRH MR, 525 8% DNS 24 MEsT H RS

B DNS z24: % (NGFW (Managed by PAN-OS or Panorama))

PAN-OS 10.0 F1 5 37 ki A 57 1% 1T {1 71 5 72 1) DNS FR B AR VR, SR RE S 18 51 12 1O R 0h5 sk U 2
FHBOBCREME L HEE B E 4. B RSB 2 et @l e, DR 4RIk
(B RE SR ST BB FETE 224 VEBhIE . DNS F5EhE s 5 2 25 1] % ith PAN-OS N2 iR A1 2,

RISE, &SI NBTH) DNS 2 iras iy, nT AR B I 1B 8 ST R e BUK . THEL R PAN-OS
10.0 J B mi i ARA% , DNS 224 4 AR 51 25 3 e F AR 87, DA bR e R st s DRItk B

JEE DNS 224 M 22 ©2025 Palo Alto Networks, Inc.
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ot DNS % 2 PERT B B

A 78 55 2 A 58 F A ENAE NP B PR R A o Tl (R 207 2 FH 188 FH A 8T 72 28 1) DNIS 22 = M50 51 A4 A]
sinkhole. H & i 55 VE A B A RFEEUR E -

* PAN-OS 11.0 I 5 A
« PAN-OS 10.x
+ PAN-0S09.1

R DNS 2241 (PAN-OS 11.0 F1HE #i i AS)
STEP1| % A\ NGFW.

STEP 2| 2RI A DNS 224k, S ZAHEA 1 F b ity DNS 2 & MERUE Bl (BB g i) 31
i
FERR I AT L B ET B o ZEMERR B AUWIRLLET B BT 14, 551%HK Device (RE) >
Licenses (#%4#) , WHERRHUR 1 i 5 HIHHE Haz X A i .

STEP 3| % 41 5 H 1 paloalto-dns-security App-ID ELE 4 enable (HiJi) % E DNS %4
S A IR 1

AR SRAES PR B77 N P8 28028 5 R 2 S AT APP-ID 2 P T R ) 40 4 B 2 R 32 B
SOt iR A B R, HIL RO RIS R Kl L APP-ID; SRR IE AR, & IHLE
DNS 7z 4 iR .

L DNS 224 PR 23 ©2025 Palo Alto Networks, Inc.
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7E DNS % A EAT B R B

STEP 4| 5E DNS 222 PERHRAS I R R e DL 1A 8 5 DNS #5128 L 8 sinkhole.

o M WD

I RS Y MR B REYE B 2 AR e AT B, LRSI A g e it DNS 22 24
S RIEIE. ik, EA B EDL F1 DNS 2z 4 v Qo085 b (19 70 H AR5 (AR,
g A DNS 224V R4 e mBhfE, BNt EDL BRERE & [ fodfr ] shfEdein
Bt IS DNS@aldifml iR, w5k EDL 3w 2y Alert (#0R) @)1k,
ik B M 22 DNSExceptions (DNS {41tk i) B % ) DNS Domain/FQDN
Allow List (DNS 4915/FQDN 235 B

1 Objects (W11F) > Security Profiles (4 PERERE) > Anti-Spyware (Jx i iR
B

BT E R A ORI RE RS, BORE—(E B A I TR R g 1 DAE 8
i N ERS Name (ZR5) , WRALERIA GEAD .
i#H! DNS Policies (DNS JEHI) B %R,

£ DNS % VEARE T 1) Signature Source CRARE AR M, A A B € ) DNS ¥
TR AR, RIS s 2 B A ) S R B 1 LA B it e v T A

=)  PaloAlto Networks g 5% 5 R G AU T DNS JRARGE, DRSS

BAEB SR, WA IR E A, g i A T Layer 4 1
Layer 7 OB IS e g ONS s et i BB AR

* TRERT KRR EE DNS RS AR 7T AR T B 1) H RSBk AR A T 5 RS
Joi EEL M A B 2 A, R 2 B i R S A

o Gt DNS R AR, BIBCATY Ok H0E  EEA uh AT DNS AR SR I B 1E .
HIHGIETHRLE . . HHE Sinkhole. FERREN{E 2 Ci% £ sinkhole.

o T DL I 25 DNS SRR A IR e BURENE Allow (R0FF) MAHIER) H 58k E M
None (f) #524=4%iH DNS = E .

* {E Packet Capture (RO TR AIEHH, #E single-packet (H—341) DI#A
BT AR B 2 — 30 BIEH extended-capture CGEHRHERLD LA E 1-50 1 3
o B R DU FH G R A i — 25 4 AT

7t DNS Sinkhole Settings (DNS Sinkhole i) [ B, 2 B Sinkhole. %5 1 7 {#

45, THR% Sinkhole fiz ik (sinkhole.pal oaltonetworks.com) 5% 7€ 4 7] LAZ7EX Palo Alto Networks

Al ff#% . Palo Alto Networks RJ 37t [N 25 58 7 2K B 55 37 S 2 e Ao ko

Sinkhole {25 514 LT 44k DNS B 3i [, DA Bh 52 5 1 3
We: 754 Zde s Sinkhole f i 2 47 Sinkhole ) ff: 11 2 ft) DNS 451
{1 F 7E 2% 1) Sinkhole FQDN (sinkhole.pal oaltonetworks.com) i, [ -k i &r 44
CNAME e 85 1 % ol JEELIR A 5 5, THIYIY 5 DNS ] I 835 @ i CNAME
ALEE,  FURFRCERDE T E i B LR E g Sinkhole fi]Jig 25 ) 8 R Al 2 5 il
e AN, AR )E S A VA A S DNS ] JIR 25 (R 4 itk v, B AR A
£t CNAME JERERET 25 A RSk n B #d ek T H, I DNS ZER e 25
T, A B AT A R A SR R R fEE
BREULT, BRI T 51 Sinkhole IP £z, (72.5.65.111),

HEFE DNS 224 M5 1 24 ©2025 Palo Alto Networks, Inc.
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ot DNS % 2 PERT B B

RS Sinkhole | Pv4 5% Sinkhole | Pv6 47 1142 B4 45 15 it A< 1% fa] Al 2% 5% (135 47 41k,
FHZ2 B Sinkhole |P 474k 7% e A48 1% _E A (] AR 2%

7. (GEHD EB4 TLSHEAR NS client hello #AM], B85 AR 488 % 2 A TE € DNS &
JRCEREAY . DU N DNSRR YA A : SVCB (64). HTTPS(65) fil ANY (255).

o BESRIZA W E A T o DNS Security over DoH sk 44 ECH, {5 Palo Alto
Networks [ i gt ifif 881 ECH i I i1 i 5 DNS LS, DU f5 (2 4
1.

* G4 MR 65 MR PFLEEE AR RPN FRRED , HATREE A

w5, A DNSSVCB g HTTPSRR vy oy, sy, 20
DNS (DNSSVCB fl HTTPSRR) B 84582 Wik gy IETF o
=%
3:“2‘0

Anti-Spyware Profile @B

Name | Best-Practice
Description
Signature Policies Signature Exceptions | DNS Policies | DNS Exceptions
DNS Policies
[H]\ Fitems % 4
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE
~ : Palo Alto Networks Content
4
[} default-paloalto-dns sinkhale extended-capture

~s : DNS Security

[[] Command and Control Domains default (high) 'sinkhu\c 'cxlcndud-n.apturc

[} Dynamic DNS Hosted Domains default {informational) 'sinkhu\n disable

[[] Grayware Domains default {low) 'sinkhu\c disable

[] | Mabware Domains default imedium) " sinkhale disable

[} Parked Domains default (informational) ’sinkhu\n disable

[] ' Phishing Domains default {low) " sinkhole disable

[ Proxy Avoidance and Anonymizers default (low) 'sinkhu\c disable

[[]  Newly Registered Domains default {informational) " sinkhale disable

DNS Sinkhole Settings
Sinkhole IPv4 | Palo Alto Networks Sinkhole [P (sinkhole.paloaltonetworks.com) W
Sinkhole IPvé

Block DNS Record Types

[7] svcB (64) [] HTTPS (85) [7] ANY (255)

“ Caneel

8. — T OK (g ) AR I ] s a5 e i -

JEE DNS 224 M 25 ©2025 Palo Alto Networks, Inc.
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i€ DNS 22 21T B I%

STEP S| {8 5 [ R BB 8 e A PR DD 22 e A R i U AL

1. %H Policies (LRI > Security (Z4M)

2. i$eHYER# ST Security Policy Rule (zz4=t:JRAFRAD

3. f£ Actions (EhfE) EH I, i#HL Logat Session Start ( TAEFS B &S RIFE0 %) AZEUT R
DARIFHRC 8%

4 fERRERHIBE B, % T Profile Type (GEEREMEAD LIGARLATA 1) Profiles (R5E
&) o 7E Anti-Spyware O [HlEREREE) 73X B oo BURT (1 BUASEAZ o0 a3 e 1

5. ¥%—F OK (HfEe) ARfe A7 RIHLA.

STEP 6| I 5 hil AT 5% B F Bh 1
1 F7HU DNS 22 4 PEHIERAT S, DATERR A2 75 IE/E S I A4 T T e i a2 28 2 (W EUR B
2. FEEED OB RS-
1 %I ACC WHih URL A9S8E A A Ik Bt 2y, DU LG A7 I ) AR Sk 1 B v Bl A
SBHTEH).
2. i%H Monitor (E4%) >Logs (H#&) >Threat (%) , /%K (action eq
sinkhole) fiiii LA ¥4 18 2 sinkhole B ¥ 1) H 5&
3. T L WIIEIE, FH2M W DNS 24 VERT R s
STEP 7| 38 F—g 7 fir s W 1 AR % DNS-over-TLS/ 84316 853 i & . #R1% W] LU A 404 DNS I
SF R P S5 ] B Bl 58 R R AR B P AR (Y DNS A3 L . 5% DNS-over-TLS it B8 fif 4%
IRf, R H RS A2 1) DNS 2R R sl e 16 % 853 (144 dns-base JE HI 2 2.

STEP 8| M —#A & A 2 T AR ) 32 K e L
A DNS % 4% (PAN-OS 10.x)
STEP1| % X NGFW.

STEP 2| FEFIF] DNS %241, w80 1 it DNS VA E i (SUERS A BI#E) &7
.

HERR IR A LR ET B . EHERD H AUTIRLEET [ B A M8, 5512 Device CKE) >
Licenses (4%H) , ACHERRERIS 118 & 1B AE HAZ i AT I8 1) .

STEP 3| Hap 441 JE R () pal oalto-dns-security App-1D CLi%5E & enable () s DNS 4=
Uity 22 A PR RS TR B

R SRS FRY 77 <N P8 28028 5 R 2 S AT APP-ID 22 P T R ) 40 40 B 2 R 32 B
SOl B PR R, RIAZE Su R B BT SO B APP-ID; W RANIERRM, eIk
DNS 7z 4 4R .
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STEP 4| 5E DNS 222 PERHRAS I R R e DL 1A 8 5 DNS #5128 L 8 sinkhole.

o M WD

I RS Y MR B REYE B 2 AR e AT B, LRSI A g e it DNS 22 24
S RIEIE. ik, EA B EDL F1 DNS 2z 4 v Qo085 b (19 70 H AR5 (AR,
g A DNS 224V R4 e mBhfE, BNt EDL BRERE & [ fodfr ] shfEdein
Bt IS DNS@aldifml iR, w5k EDL 3w 2y Alert (#0R) @)1k,
ik B M 22 DNSExceptions (DNS {41tk i) B % ) DNS Domain/FQDN
Allow List (DNS 4915/FQDN 235 B

1 Objects (W11F) > Security Profiles (4 PERERE) > Anti-Spyware (Jx i iR
B

BT E R A ORI RE RS, BORE—(E B A I TR R g 1 DAE 8
i N ERS Name (ZR5) , WRALERIA GEAD .
i#H! DNS Policies (DNS JEHI) B %R,

£ DNS % VEARE T 1) Signature Source CRARE AR M, A A B € ) DNS ¥
TR AR, RIS s 2 B A ) S R B 1 LA B it e v T A

=)  PaloAlto Networks g 5% 5 R G AU T DNS JRARGE, DRSS

BAEB SR, WA IR E A, g i A T Layer 4 1
Layer 7 OB IS e g ONS s et i BB AR

* TRERT KRR EE DNS RS AR 7T AR T B 1) H RSBk AR A T 5 RS
Joi EEL M A B 2 A, R 2 B i R S A

o Gt DNS R AR, BIBCATY Ok H0E  EEA uh AT DNS AR SR I B 1E .
HIHGIETHRLE . . HHE Sinkhole. FERREN{E 2 Ci% £ sinkhole.

o T DL I 25 DNS SRR A IR e BURENE Allow (R0FF) MAHIER) H 58k E M
None (f) #524=4%iH DNS = E .

* {E Packet Capture (RO TR AIEHH, #E single-packet (H—341) DI#A
BT AR B 2 — 30 BIEH extended-capture CGEHRHERLD LA E 1-50 1 3
o B R DU FH G R A i — 25 4 AT

7t DNS Sinkhole Settings (DNS Sinkhole i) [ B, 2 B Sinkhole. %5 1 7 {#

45, THR% Sinkhole fiz ik (sinkhole.pal oaltonetworks.com) 5% 7€ 4 7] LAZ7EX Palo Alto Networks

Al ff#% . Palo Alto Networks RJ 37t [N 25 58 7 2K B 55 37 S 2 e Ao ko

Sinkhole {25 514 LT 44k DNS B 3i [, DA Bh 52 5 1 3
We: 754 Zde s Sinkhole f i 2 47 Sinkhole ) ff: 11 2 ft) DNS 451
{1 F 7E 2% 1) Sinkhole FQDN (sinkhole.pal oaltonetworks.com) i, [ -k i &r 44
CNAME e 85 1 % ol JEELIR A 5 5, THIYIY 5 DNS ] I 835 @ i CNAME
ALEE,  FURFRCERDE T E i B LR E g Sinkhole fi]Jig 25 ) 8 R Al 2 5 il
e AN, AR )E S A VA A S DNS ] JIR 25 (R 4 itk v, B AR A
£t CNAME JERERET 25 A RSk n B #d ek T H, I DNS ZER e 25
T, A B AT A R A SR R R fEE
BREULT, BRI T 51 Sinkhole IP £z, (72.5.65.111),
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U R4 Sinkhole | Pv4 5% Sinkhole | Pv6 17 3142 B 48 % it A 1% fa] Al 2% 5% [ & 47 31k
FHZ2 B Sinkhole |P 474k 7% e A48 1% _E A (] AR 2%

Anti-Spyware Profile @B

Name | Best-Practice
Description
Signature Policies Signature Exceptions | DNS Policies | DNS Exceptions
DNS Policies
[_,1\ Fitems % o
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE
~s : Palo Alto Networks Content
r
[} default-paloalto-dns sinkhale extended-capture

~ : DNS Security

[[] Command and Control Domains default (high) ’sinkhu\c 'cxlcndud—n.apturc
[]  Dynamic DNS Hosted Domains default informational) 'sinkhu\c disable

[} Grayware Domains default {low) " sinkhale disable

[} | Mahware Domains default (medium) " sinkhale disable

[} Parked Domains default {informational) 'smkhu\n disable

[] ' Phishing Demains default {low) " sinkhale disable

[]  Proxy Avoidance and Anonymizers default {low) 'sinkhu\c disable

[]  Newly Registered Domains default informational) 'sinkhu\c disable

DNS Sinkhole Settings

Sinkhaole IPv4 | Palo Alto Networks Sinkhole [P (sinkhole.paloaltonetworks.com) v

Sinkhole IPvé

“ Caneel

7o H—F OK (HESE ) DA I i R 35 e i

STEP S| {8 5 [ R BB 3 A PR DD 22 22 A T i FU AR
1. i#H( Policies (J5IR) > Security (Z24:1k) .
2. EELELE ST Security Policy Rule (Z24PEJERIFRALD .

3. f£ Actions (EhfE) EH I, i#H Logat Session Start ( TAEF B &S RIFE08%) AZEUT R
DARIFH AL 8% -

4. ERERGAHRER B, 1% —F Profile Type GRERIERD LU FTA I Profiles (GRE
F&) o 1F Anti-Spyware (S [HIFREEE) "~ F7 05 B A IS BUHT 1) Bl A @ A5 B R% 2 A -

S #—F OK (ifEsE) Aefi A7 AR

JEE DNS 224 M 28 ©2025 Palo Alto Networks, Inc.
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STEP G| st 5 i AT sz i F B 1
1 77HU DNS 22 4 PEIEAT L,  DATERR A2 75 IEAE SR HI AL T FT e a2 B2 2 (B SR B A
2. FEEEG OB LRS-
1 %L ACC WHih URL A8 A A Ik Bt 8%, DU LIE A7 I (I AR 8k 10 B 2 0 Bl A
SHTEEN
2. i%H Monitor (E4%) >Logs (Hz&) >Threat (B%) , /%K (action eq
sinkhole) fifii Dltg 454G 338 2] sinkhole K511 H 5E .
3. FEZEIEIH, B2 B DNS w4 MR iRk
STEP 7| 38 F— g a7 fir s W S 40 HI DAAR 2 DNS-over-TLS/ #4316 853 i &, #R1% 7] L 14 DNS I
SRR AT 1) I ) A B 5 S A R R A R H AR K 1) DNS H L &l & DNS-over-TLS it &8 i %
IRf, B H kb 2 A2 1Y) DNS ZEROE BN BRI IR EE 42248 2% 853 [1){H %t dns-base JEHI 2.

STEP 8| R —7F 1 5 il 45 % T 2 A9 10 52 Ik o
HCH DNS %41 (PAN-OS9.1)

STEP1| % A\ NGFW.

STEP 2| ZEF|FH DNS %4, S0 /E M 00 DNS % &g & B aT R .
MRS HEE L EET I . SRR RUVRLE AT B A 2 HE, 5512 Device (EHE) >
Licenses (#Z#E) , WeHERREN T 105 I HE Lz e A i@ .

STEP 3| Ham 2241 J5 Rl () paloalto-dns-security App-1D CLi% i€ 2 enable (i) A& [ DNS %41t

Uiy 2 A PE RS IR &
L SRS (T 875 2K 0 38 e 3 A% ) AT APR-1D 2 4 T R P A e e ik 28 L 3

SO A BRR R, R RSSO Y APP-ID; IR IE AR, & IHAE
DNS 2z 4 PR .
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STEP 4| 35E DNS 224 PERHREAS 5 R A% 8 DL I 8 R K HE DNS 73 % € 78 sinkhole.

o M WD

I RS Y MR B REYE B 2 AR e AT B, LRSI A g e it DNS 22 24
S RIEIE. ik, EA B EDL F1 DNS 2z 4 v Qo085 b (19 70 H AR5 (AR,
g A DNS 2z v R4 € mEhE, Bt EDL BiRERE & [ odr ] sifEdgin

e RS DNS G MR IL, 7T LA o B 1F ke EDL.

1 Objects (W11F) > Security Profiles (e PERERE) > Anti-Spyware (Jx i kiR
B

FE LR E R BB BORA HIROE R, SR8 B A TR SOE R A LA

A GRER Name (255) , WHRHERD] GERD .

i#2HY DNS Signatures (DNS#5#f%) > Policies& Settings (JFEHI K7%E) HE.
A Palo Alto Networks DNS Security (DNS Z241) 2, #%—F Add GEig) b
P B A IS

BT DNS RF SR, IR O A R kBl i 1T DNS St SRV BN . 38IH
BFEEZIR, AT FHHE sinkhole. FERREH{EZ TS 274 % sinkhole.

GEH]D 1E Packet Capture (BAFEHD TR AIFH F, #EH single-packet (¥ —3f

) DA TAERS BL i 28— R E A, li%H extended-capture (BL—&H4) PLEE 1-50
il . e s mT LU B A O TR — 25 7t o

£ DNS Sinkhole Settings (DNS Sinkhole 3% &) & B, 52 C A Sinkhole. #% [ J7
145, YE#Z Sinkhole fi711 (sinkhole.pal oaltonetworks.com) 5% 7& 2 7] LIfZHX Palo Alto Networks
il le#s . Palo Alto Networks R i it A 25 52 47 i [ ) 8 B E A ik

Sinkhole gr it 5 1 L T 4941ty DNS Azt [, AR f 5k 1
M. T4 At it Sinkhole f] i 3%k 47 Sinkhole ) {11 3% 5 1) DNS $gif].
{di F FE % fr) Snkhole FQDN (sinkhole.pal oaltonetworks.com) 5,  [55 Jk 4% -r i
CNAME St g4 2l % 43 F P i, TR DNS ] Jl 25 iz bt CNAME
ALEk, FURTRCERTEA P i B Ok e 1y Sinkhole fa] iR 3% 1 38 2m Il 2 5
Jile AN, WS FS SS9 DNS fa IR e r4g i o, sIE7E (3
£t CNAME TERERR T 25 A LSRR E RS sl T A, R DNS ZR g8 25
T, e A B B AT A B A e R H RERE R R fEiE
BelEL N, ISR A R 41 Snkhole IP fi k. (72.5.65.111),

W R A& E5E Sinkhole | Pv4 5% Sinkhole | Pv6 37 3142 BB 48 2% 1 1 A< 1 fa] Al 2% 5 (|35 47 31k
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Anti-Spyware Profile [O) =

Name | Default_Profild |

Description

Rules = Exceptions | DNS Signatures

Policies & Settings || Exceptions

DNS Signature Policies

| pns Signature Source Action on DNS Queries Packet Capture
Palo Alto Networks Content DNS Signatures sinkhale disable
¢ Palo Alto Networks Cloud DNS Security sinkhole disable b)

DA @

DNS Sinkhole Settings
Sinkhole IPv4 | Palo Alto Networks Sinkhole IP (sinkhole.palealtonatworks.com) A
Sinkhole IPv6 | IPvE Loopback IP (::1

STEP S| I [ Rh iR s s b RN 28 22 4 TR R R
1. 32O Policies (J5HID > Security (Z4)
2. #Hy ek ST Security Policy Rule (224t R RIFRAD .

3. f7F Actions (EfF) H I, #H Logat Session Start ( T/EREELAE R0 8%) BT )
DARLFH RC 8%

4. ERERGAHREIR B, 1% —F Profile Type GRERIERD LU ITA I Profiles GRE
F&) o 7F Anti-Spyware (S [HIFREEE) N F7 05 B A I HUHT (1) Bl A8 15 B 0 R% 2 A

S N OK (FEE) AfHAFIRRIFAL.

STEP 6| I 2 omtilAT 5% IR F Eh A
1 F7HU DNS 22 4 PEIERAT ,  DATESR A2 75 IEFE S fI A4 T T e e B2 20 2 (Y EUR B A
2. FEED O LRS-
L Kt B v 4 5 1 BT AT BRI ) URL SRR A R0 4 85 v ) o
2. I Monitor (Ei#%) >Logs (HEE) >Threat (B%) , #R1%1K (action eq
sinkhole) fifiigt DU A B8 2 sinkhole B4 H 3.
3 INFHEZHPRIE, FH20 B DNS 2 VEsT B s
STEP 7| 88— S s U B DA %% DNS-over-TLS/ d#if245 853 it . R4 ] LUE A4 DNS I
SR T 1) I P SRR B s A R E AR FL R S5 (1) DNS 5 2 & . % DNS-over-TLS Jiit i il i 25
IRf, R H RS A A2 1) DNS 2K R il 2 16 % 853 (144 dns-base JE HI 2 2.

STEP 8| A —&E BB % W 4 2 B s 1
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« PrismaAccess (Managed by Strata Cloud O [ DNS 4 MERE (HR SRR Th ke
Manager) 3D

» PrismaAccess (Managed by Panorama) O 3 Y jgR 2 [ 28 22 o S

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

HE [ DNS 224 v il 76 8 B 1) DNS 2 tEi% e, BiEE DNS Eﬁﬁ’]”@%ﬂﬁﬁm DNS ##i42
ARSI B 78 . AT D BRE 2 AT, IBIERZ B 58 &% 58 DNS 22 4Rk

B U RS DNS 224, A AT (BB 00 I HIRREREE 22 MR ek, DAFIUERS DNS
GAVEIRES . B E DNSHHERERE R I H 58 B EEMBUR R E, IRIB IR R BN 2 22 e VEBUE I
Hif,

» PAN-OS 11.2 FI 5 #i A

. Tl
B HERE DNS 424 1E (Strata Cloud Manager)

STEP L] ff F L&) Palo Alto Networks SCHE MR 5 AHRA B (K52 7%, 3% 8 A b i i) Strata Cloud
Manager -

STEP 2| TR DNS 2 A MR E b sl B IR E I i IR B8 . 12 HX Manage (53D >
Configuration (3#%¥) >NGFW and Prisma Access (NGFW J% Prisma Access) >
Overview (M2 , #R1%4%—F License (#ZHE) Mtk A RERE AR IESS . BIEZEE T
P2 A s 58 R Bk (VA 9% BT, R EREREE . S5 RL IR DNS@%T o
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STEP 3| Hgroi g r i DNS 2z e VEk e, DARUT B SRS DNS 24ty @, B-MAR
DNS 4 VER% e B BLE DNS 24 i e h .
1 RECIRA 1) DNS 24 ER, 80 Add Gl #rkER (Manage (B3 >

22

Configuration (%) >NGFW and Prisma Access (NGFW #1 Prisma Access) > Security
Service (Z4 M) >DNS Security (DNS Z41) ) &

2. EUE ) DNS &M Ers, SR1% 2 % DNS Categories (DNSHEF]

DNS Categories (11)

Malware Domains Predefined sinkhole disable
v Advanced DNS Security (2)
Dns Misconfiguration Domains Predefined o default (allow)

Hijacking Domains Predefined o default (allow)

3. BB DNS 2 MEARIRIER, 8 e i (A T B 5] 8 () AR Sk R L R L ER UK Action ()
) . HETA WFER F 208151 % . DNS Misconfiguration Domains (DNS 3% & $i s 48
1) 1 Hijacking Domains (FJEF4H5ED

BURE)/F 2R TH:
« alow (&) —fu#F DNS &,

femr LAk e Strata Cloud Manager D7 ¢ i1 51 3 P (16 48 30 700 1 2 2
SOR, PR EIERE 4 Alow () L I R R 4
informational (f#{its23)

N

* block (H8H) —DNS 84,

* sinkhole—&13%f DA I 21 (1) 55 S A3 2 H A1) DNS {4 1& DNS [BIJE, 18 &l e s 4
AR MR S 1 2REE ) IP A2 (A8 Sinkhole IP) , 5% Ak & /E 2 ol RN . TERY
Sinkhole IP 7 4iE57% 5 2547 HX Palo Alto Networks fal iR 2% . Palo Alto Networks 7] 375t [A 25 5
B2 B BRI 1P AT

STEP 4] GEH] 4852 sHA% N 185 IR DNS 22 41 5 W R B 202 75 A7 1E RRE S At A ) A 7T T 17
RS AR BOE BRI A O A AT R ALY, A A CNAME. MX. NS
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USRI 19\ 4 RSk AE [0 20 =7 A, AN RO TR T R 5 e S I AT
SO B s 10 A 4 20 2 A A

TLD (i b Jg ) AN g 0 4 dul v 3 444 39) DNS 5 38055 s B a0 B

1 JRECEE RS DNS MR E i DNS %% fE (Manage CEFEL) >
Configuration (#%E) >NGFW and Prisma Access (NGFW #1 Prisma Access) > Security
Services (‘Z4VERRFS) >DNS Security (DNS “%4:1) ) &

2. £ DNS Zone Misconfigurations (DNS [ 3% € 857 ) 8 Brh, 5 I ) 2 5 i A2 R 4k LA
SO FAEE,  DA Yo B s 3 AL Ak P9 1 A4 3 Ao P 17 Y0l A

I H 2 R AR AAE QR a5 T2 (fl4n paloaltonetworks.com) |, 5|
R ERINT AN, B AR,

DMNS Zone Misconfigurations (0)

Domain/FQDN Description

3. 4%—F OK (HEE) LAAEHLGHAF DNS 224 E 22 e MR e i

STEPS|  (#J]]) Eif# StrataCloud Manager & I 3B DNS 22 44 8 I £ ) DNS #rsiifidh. fi
F DNS [ 60,50 7 R HEFE DNS 22 4 PERIIRE 7340 B4 H7 (1) DNS 22 4= 3531 B A 1if L &)
[adns] , &iE#EEER . #ilin, adns-dnsmisconfig, H:i [dnsmisconfig) 7~ 4%/ DNS

SRR, W DNS A958R /2B 18 4 DNS ZREM e i, R & B8 e fiEml, ai

B4y [dns] , RImMEZEEER. B, [dnsgrayware]

1 FPHUGERE DNS 22 & VERIERAEIE, AR R TS 1358 E 1 SRR 55 H1 U T BUR B 1E .

2. IEH Incidents & Alerts (F{FFR) > Log Viewer (HEEMREE) o WA IR E
IR R HERY DNS 22 VAT A it g H B, il threat category.value =
‘adns-hijacking', Mm% adns-hijacking F/xC RS DNS 224 1 5k 4
E DNSHIFFERAN) DNS &, HaErr 34t DU T HERY DNS 22 4V g K 1«

TR DNS 2213
* DNS#J¥f—adns-hijacking

DNS #4185 Bi# ID (UTID: 109,004,100) -
+ DNS#Edfii—adns-dnsmisconfig

DNS 3% i S8 i Ak AT =Ml % 1D, J5 4 1D BHER DNS 3% $har 4 AL 1)
= {F%#%. dnsmisconfig_zone (UTID: 109,004,200), dnsmisconfig_zone_dangling
(UTID:109,004,201), and dnsmisconfig_claimable nx (UTID:109,004,202). #&#] L
FEIR AL 2 IR BURS TE DNS R%OE S5 iR A A B ) 0 1D 18, ARIR I = 4
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, threat category.value = 'adns-dnsmisconfig' H Threat ID =
109004200, 1 109004200 %K %5 DNS fa A% 5% e R e 1M A K 52t 6 1h 224
HAEIEK) DNS 3% E SE R A1 B # 1D

{8 FHHERS DNS 22 4 VR 5 Y [m] JEE /> HT I AT 70 #r 1) DNS K831 o

* DNS—adns-benign

« EEKBEME—adns-malware

A B4 —adns - c2

. A —adns-phishing

« B)JRE DNSFtE#i—adns-ddns

© Frak 49K —adns -new-domain

« KOS —adns -grayware

« ZF#—adns - parked

o AEREASE B 4 ¥ —adns - proxy

« EBHEAY—adns-adtracking

ﬁD%\DNSﬁﬁ’@ﬂiEE@FE DNS?%‘TiE@T%ii@E%ﬁHBEW%EB?, E'J%jfﬁfﬁ%

(50 (5 A DNS 22 e pE oy 8. I SB U0, & 15 B R0 7 (185 RS R

W, Bl Ry % adns-malware, i dns-malware, oq il
DNS -2z 4 11 43 J54H

ISEH H BEIH H LR DNS 235 E 40 1
DNSCategory (i) HUNTEFFANHREMALN General (—#) &2 . oh, EiEE
B AL T, AR AR URL Y 5 22 4 a2 JE A R0 R B Bt ) s ek
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STEPG[ (M) FEIUGERY DNS % 41 AR5 T 10 20 5% e 88 55 (0 AR S R0 o B0 e 1 A el B . 3o B R
(K49 182 3 A B 1 45 DNS Zone Misconfigurations (DNS [ 385% 5E SR ) [T 7] A 57 A2 2244
HIEH .

it A8 I P RS PR T R B R (R AR R IR AN 8 S B S e/ S i DNS 22 4 M et st
B

1 f§ B4 1) Palo Alto Networks SZ#1R P AR BB O RE 5, 368 N\ ili_E ) Strata Cloud
Manager .

2. %I Dashboards (% #) >MoreDashboards (£ {#%# M) > DNS Security (DNS
4E) , DABIRC DNS 4R

3. 1E DNS 4 EE R 25 T 5 Widget:
* Misconfigured Domains (% $f ik FIMEIE0 —a i BRAL A & B4 € 1 170 > AL ) SC R 4
S ] 5 ) AN T AR AT AR B PR BRI, AT (1 S vk i PRI A 7 A 1P
e i P AT

Misconfigured Domains

Misconfigured Domains Misconfigured Reasons Hits

youtibe.com QA dnsmisconfig test youtibe.com:192.168.5.78 3

yougube.com QA dnsmisconfig test yougube com:192.168.5.77 0

misconfig testvnruser1 dnsmisconfig_zon misconfig testunruserd 6

misconfig testunruser dnsmisconfig_zone test: misconfigtestnruser 2
misconfig test parul dnsmisconfig_zon onfig test parul 30
misconfigtest adns123 dnsmisconfig_zone test onfig testadns123 12
misconfig test.adns dnsmisconfig_zone test: misconfig test adns 3
Displaying 1-7of 7 Rows 10 v Paze 1 v ofl

* Hijacked Domains (H¢(EIRFAIAIIR) —Hatd RS DNS 222 F0 5 I A0 R i
B, BRAEHETAEH , A (8 SRR AT AR 1P i

Hijacked Domains
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STEP1| # A\ NGFW.

STEP 2| 5y 28 847 i AS 087 &5 8832 B 5 F A o

STEP 3| H LA I HERS DNS % 4 MEAZ I O AR AN R AT, (b 28 B A 1 F P HERS DNS

GAERRE . BT R PAN-OS 11.2 1% %4 .

HEPE DNS 22 4o PR S04R —FRFZHEREAY , 5 22 B e BT ARASEZRE RO KMl BIR, B
Tl DNS 22 2 PE D el NIE RS DNS 22 2 P b dnS1e BT By DNS 2242
VESZRERT KO THAR, R BRI H 45 th A7 /6 BB ) DNS 22 PEAE g DNS 22
SRR, MU, DNS MR WEIAE, Jrf DNS 2 e R fY
DNS 2z 44 D e 2 & i e f DNSHRZHER T, QRIS H . Seiid A %4
DNS 22 4V SR HERI BT i S BER IE F DNS 22 VR0, (HE FRrH2 It DNS 22 44k
AR DNS 2z 21D
RIE, G SRASGEAT I P DNS 22 242 #E 11t) PAN-OS i s Bl 21 A S PR3 i DNS
AR, RIBT ORI Bl DNS 22 4 PEBERUR AR T DNS 22421k
Tifg, (HERRIASERE DNS 224 ML D fE .

I R A B REEET B H RU/E I TR P20, 5512 EL Device (3£E) > Licenses (##E) , if
T B2 A 0 FH 1) e i A M L RZ M R 1 3

Advanced DNS Security

Date lssued  December 29, 2023
Drate Expires  January 29, 2024

Description  Advanced DNS Security Subscription
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STEP 4| g il ST 1 5 PIs  2e A MEl s , DARSCFH ENVRE X S DS e A M 2300, 3B %5, 382 )
J#> DNS 2 2 Vs E I AT S R RR IR 2 A R R E -
Anti-Spyware Profile (O] =]

Name | Advanced-DNS-Security-Profile

ignature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

o} 12items ) 3~
D SIGNATURE SOURCE LOG SEVERITY POLICY ACTION PACKET CAPTURE

 : Palo Alte Netwerks Content

[0 | default-paloalto-dns sinkhole disable

default allow)

isable
sable
isable:
able
able
isable:
isable

isable:
able

v : Advanced DNS Secur
[J ' Dns Misconfiguration Domains default (medium) default {allow)

[0 Hijacking Domains default (medium) default allow)

DNS Zone Misconfigurations

DOMAIN DESCRIFTION

@ Add

LB 10 e M i il 22 MR e RE . B Add CGHTE) i 2 &R e kg (Objects (1)
) > Security Profiles (‘4R ERE) > Anti-Spyware O [HAEEE) D

2. REUIE I R R RRE e A MER T i, SR1% %2 % DNS Policies (DNSEUR)

3. BHAREIERS DNS 22 A VEAISE, 8 A FH S E ) 2 5 | 3 R B A R i I, R A
i) Log Severity (HEEREEYE) A Policy Action (BUGREIE) . H BT WikE Al FH A4 5]
“. DNSMisconfiguration Domains (DNS &% € s axéd48) 1 Hijacking Domains (474
) .

BUREH/FIEIH:
* allow (ftiF) —ftiF DNS A,

T AR SE Bl 2K e AE AR 300 2138 P ) SR R P o A s, VR R A ek
ey allow (i), Wl HRE R B MEaie 2 informational (ffift2%) |

* block (FE484) —DNS &zt L3454,

* sinkhole—#t3f DL 1 31 18 A9 804 H AR ) DNS &l {414 DNS [, 38 &R e
S50 44 R B AR 35 100 2R 5E 1 1P izl (% Sinkhole IP) , ZAHE & 1 A [l RN . THRER
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Sinkhole IP fi7dik% 5 2178 Palo Alto Networks fil I 2% . Palo Alto Networks 7] 171 [ 25 5
HAR E B E A (P AL

H 5 i B PR TE

* none () —ZFH{-1 A FH RIS H 58 B 14 8 4.

o low (i) —HFAHARSEREAS A 52 B N 15 S5 A0 BB« TE SR Il T B A E A R
HFFEUHE, HAH TR EHERZHEE DoS [ A1 E G IR «

 informational (fEfft£23%) — KRB RE IR SEEAE, (Haid DB RE R T REFAE
FRIIR N RE

o medium () —ASARESTGLZ IR E I, Bl A& 52 HAZM) DoS I B ul i H i 5
HLA7 SEH AL AR R LAN FONARAT 2, R @i S pAR v 3 i ol oA F 2 JE AR, Bl it

P AT PR A7 U
* high (@) —FIRERE A E BSR4, (HEA AR B 2 R I Billn, #EULSCEE. A

R HRERR SR T B A KA S H AR
* critical (EE) —RREAYEE, HIAYE R HE R TR 2 48 WENR A IREHZE
R 5 S MU B2 W B2 UG LB AR Al o TR 30 N T AT R R B e AT o 18 1) 32
FHE NG, AT E G B ERAT TR PRI RE -
4 — T OK (HfEsE ) LAAE I M) ARk Bl 22 A VE R I RO B8 7 3, Ik Commit (4828) 14
RIS
STEPS| CGEH]) g AR N A5 S HE RS DNS 22 42 43 7 R0 5 42 02 75 47 1E R0 B iR A1) A £ T 1
DR F R o T B R A AR IR AR PR, AR CNAMEL MXL NS
USRI 19\ 4 RSk AE [0 20 =7 A, AN RO TR T R 5 e S I AT
SO B s 10 A 4 20 2 A A

TLD (i b Jg ) AR g 0 4 ol v 3 444 39) DNS 5 3055 v B a5 B

DDDDDDDDDDDDDDDDD

1 JRHU I a2z MR E RS (Objects (WM4) > Security Profiles (‘224 PskErE) >
Anti-Spyware (Jx[HFEEAE) ) , I¢F2% DNSPolicies (DNS B3R ) .

2. {f DNSZone Misconfigurations (DNS #3552 8550 ) [ B rf, BT ) 2 % i 52 R A8k DA
Kot R IH, DAY B Al A AE A TR P AR Ja Aol FH 155 Y00 el A

TA H SR T AR A el 2] (filn paloaltonetworks.com) |, 73
ORI A LA, B AL A
3. 4%—F OK (B AR [HI R 22 A VEROE R e AT 7 3, 1 Commit (B2 18
E@%EO
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STEPG| M) FRiEitfd DNS RFEs & Ry e LI . #@Ib(E Ry, DNS [o k@i, Al

HEFE DNS 22 EBIT 2047 o

STEP 7| GEH [ RERA BOfi 4 BB 24 Rk RS Threat Prevention P ik 223 43 BT % i

LA

AT B 1 BRI ) 77 X 2 LA e o 3 AR A IR 5 S 2 AT ORI BT A Bl ot B 3D B

IR CAE 10T etk SEEEN . PR B sk URL i gesionied, 248 7 EHm
B K 2 BRSPS AT LD R

STEP 8| (i 1 itk Proxy il iz g i 5 05 iy A HIA HD B ERAIARES, DU IEEUE B il
H ERE NI E i AT e T E A BRI A IRSS . 7 LAFE & B — Proxu fAlR2S 1A HEH S
FrH Palo Alto Networks 58T k%5, BLFEATA Ok e 1 N R 22 o AR 8% H SEARES
1. (PAN-OS11.2.3 A i#Ei# PAN-OS 5% 5E Proxy fal k2% .
1 %Il Device (3£HE) >Setup (#%E) > Services (IR#5) , i#&iH Services (JIk
) REATE R
2. J55 Proxy Server (Proxy filfilk#%) &% Enable proxy for Inline Cloud Services (J{
FH N 35 v IR 3% 1 Proxy /750 o #&8ATUALE Server (falfilk#s) #RALHFEAL 1P Azhksk
FQDN.
Proxy fii] fiz 28 2 15 0 ZE AL 5 /0 7S H 5T
o B l::‘l.jl.g;:éum for cloud services. This setting is for cloud logging, laT, ApplD Cloud Engine, User Context,
Enable praxy for Inline Cloud Services
3. H—T OK (HEE)
STEPO|  (I%J]) BusbRh ok Bl P DNS 2 4= M 22 i AR % 1 84 IR RE
STEP 10|

CENDD BafBs KO LA FHIERY DNS 224 PR 201 DNS ERvEE) . ] DNS [al i 40,73
HTH RS DNS 224 PE R 234 0 BAA> BT () DNS 223 FLA AT E 5 Tadns) , 121
HEHl. ltn, adns-dnsmisconfig, H:r [dnsmisconfig] #on 2 4EH) DNSHEHIMEAL, 41 DNS
IR S I 2 AT DNS ZR B E R, RIgBURiEefsn, mEFA [dns] , &1
R, W,  [dns-grayware] .

1 fFHUHERS DNS 224 MERIE AL, DARERR 2 75 I ¥ 8 I B0 SR 5a b AT BUR B E .

2. J®E Monitor (Bi#%) >Logs (HEE) >Threat (BZ) . AT LIRS & 388 1 ik
F& DNS 22 4 PE4EIE ) s BRI H 5E, 10 (category-of-threatid eq adns-

RS DNS 224 PEE 40 ©2025 Palo Alto Networks, Inc.
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hijacking), H## adns-hijacking FR/xC HHEERS DNS %2414 Ff4H 25 3 2 DNS
HFFERY) DNS &Y. HEErh2 gt LU FIERS DNS 2 Mg 87 -
HE[E DNS 248
* DNS#J¥f—adns-hijacking
DNS FJ# 4814 5% ID (UTID: 109,004,100
« DNSikEitar—adns-dnsmisconfig
DNS 5% E SRk B A =M E & 1D, 154 ID HHEA DNS 5% € S ir 48 AL 1)
={F %%, dnsmisconfig_zone (UTID: 109,004,200), dnsmisconfig_zone_dangling
(UTID:109,004,201), and dnsmisconfig_claimable_nx (UTID:109,004,202). #:w] L
I AE H 2 HRBURR E DNS 5% € 8 s A SO AL B B (1) e ID H, 2RIRMIHE . ]
11, ( category-of-threatid eq adns-dnsmisconfig ) H. (threatid eq 109004200), .+
109004200 %75 Kl 4% DNS frl il 2% 5% & [ 88 1M AR & 46 B 28 4 F 49480 DNS 3%
S ar A B 1D

{81 FHEFE DNS 22 4 1 3 50 24 1] JE 2 ATt 47 29 A 1) DNS 257316
E@&%@f@%ﬂﬁ PAN-OS 11.2 F1 55 51 b AR FI B Kb, A e R FH 1 o B o o
ZAMERIE AT -

* DNS—adns-benign

© CEERBEAYE—adns-malware

A R —adns - c2

. g aAE—adns-phishing

+ #jR& DNSFtE 4 —adns-ddns

© Frak A9 —adns -new-domain

« RO —adns -grayware

o FHHEE—adns -parked

o AERE AR R B 4 ¥ —adns - proxy

« BEHIBHIAE—adns-adtracking

ﬁﬂ%‘DNSﬁé’@ﬂiE%% DNS\;?%‘T?E@TE;”E@H%,EHBEW?&@, E'J’éﬁiﬁf%‘%
(5L R (5 A DNS 22 e pE oy 8. I SiB o0, & 15 B R 88  0 85 S R
W, Bl RS adns-malware, jijft dns-malware, eopfd i
DNS ¢ 414 43 J5i1H

IR H EETE H Uk DNS 23 54 A

4. DNSCategory CERID BE/RTEFEAN H s Details (GEFANERD BWHEZ R

BeAh, IR T UIER B AT T, EAEEE 1D, S A RA . 4
SE R BRI A AR AR B R, DUORAR BRI Q S A R 96 30 R &

S DNS 24P 2 3 41 ©2025 Palo Alto Networks, Inc.
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#l: hijacking:<FQDN>:<QTYPE>:<RDATA>, H 1 <QTYPE> 3% DNS & JFaC#%H

iFLLJJ

<RDATA> fREHE EFEI P ALk,

Details

Theat Type  spyware

Misconfig_dangling:test-dnsmisconfig-zone-
Threat ID/Name 3 noline festpanw.com:1:1.2.3.4

D 109004201 (View in Threat Vault)

Category adns-dnsmisconfig
Content Version  AppThreat-8819-8627
Severity  medium

Repeat Count 1

File Name

URL 123
Partial Hash 0

PeapiD 0O

Source UUID
Destination UUID

Dynamic User
Group

Network Slice 1D
ssT

Network Slice ID 5D

App Calegory networking
App Subcategory  infrastructure

AppTechnology  network-protocol

App Characteristi

App Container d

AppRisk 3
AppSaas no

App Sanctioned
State

Cloud Report ID

MRS DNS 224 1

42
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STEPIL| CHEEH]) FEIGERE DNS % 41 AR T 310 280 5% e 8 55 (0 AR S RD o B e 0 A el BE . 3o B R
(K49 182 3 A B 1 45 DNS Zone Misconfigurations (DNS [ 385% 5E SR ) [T 7] A 57 A2 2244
WIEH .

AR cP RS R ISR F S 37 S 7 R DNS e Ao e st
CLCs

1 f§ B4 1) Palo Alto Networks SZ#1R P AR BB O RE 5, 368 N\ ili_E ) Strata Cloud
Manager .

2. %I Dashboards (% #) >MoreDashboards (£ {#%# M) > DNS Security (DNS
4E) , DABIRC DNS 4R

3. 1E DNS 4 EE R 25 T 5 Widget:

* Misconfigured Domains (% $f ik FIMEIE0 —a i BRAL A & B4 € 1 170 > AL ) SC R 4
S ] 5 ) AN T AR AT AR B PR BRI, AT (1 S vk i PRI A 7 A 1P
MRSy 1O

Misconfigured Domains

Misconfigured Domains Misconfigured Reasons Hits

youtibe.com QA dnsmisconfig test youtibe.com:192.168.5.78

yougube.com QA dnsmisconfig test yor 1192.168.577 0

misconfig testvnruser 1 dnsmisconfig_zone t 1 6
misconfig.testvnruser dnsmisconfig_zone test: onfig.testvnruser 21
misconfig test parul dnsmisconfig

misconfigtest adns123 dnsmisconfy onfig. 12
misconfig test adns dnsmisconfig_zone test: misconfig test.ad

Displaying 1-7 0f 7 Rows 10 w | Paze 1 v ofl

* Hijacked Domains (H¢(EIRFAIAIIR) —Hatd RS DNS 222 F0 5 I A0 R i
B, BRREMEIAE, AR SRR RS L AR 1P R R

Hijacked Domains

Hijacked Hits
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7E DNS % A EAT B R B

w% & DNS Security Over TLS

FAT AR IR A5 PGS 0 2

-+ Prisma Access (Managed by Strata Cloud O JERE DNS %A MR (R B3R Y
Manager) Y4E) B DNS %4 MR
» PrismaAccess (Managed by Panorama) O B B R R

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

fas ] DUHE B i 2 2% DNS 2R N 2 i DNS B AU A, 2RE#S DNS Security over TLS fm] 5,
PEFIFEGIRE. S84%, BT DA H AL & DNS BUR R E (1 LA ik e Rk e, 2RI 1 DNS A&
Ho ACHIEVRE TLS 2R Y51 DNS ZRIE B H 5l A 2R J5 1 245 853,

« Strata Cloud Manager

* PAN-OS #1 Panorama

¢ E DNS Security Over TLS (Strata Cloud Manager)

STEP 1| fdi 841 Palo Alto Networks 2 #ZMR 5 AH B BR85S, 388 [ il 1) Strata Cloud Manager
JE AR

STEP 2| HiH DNS 2241k 5% 58 Zin 2y DNS Bk . i 54 kA [5] %) DNS Policies (DNS B #% &
F 77 DNS Security over TLS it &, R n] DU FHBA 1) 2 A P e 1

STEP 3| g@pfipas s i fl], Hohf&nlf@iasiipsin 853 F HTTPS B ENE, H ¥ DNS
Security over TLS Vit (FE 2B i s (R USSR AN & RO - & DNS Security over TLS Vi
B OMRER, /£ HREF AR DNS E R e 8/n 243481 dns-base [E A £,

STEP 4] (1) fER7 JOfs 148 3 LAY DNS 224 M B3 1) %% TLS-C N DNS 23 36 80

1. H Activity (GE$)) >Log Viewer (HEEMRES) , SRBIRE Threat (&) Hik. fif
P 5% 57 28 U ] dns-base Al 215 853 (L[ [ DNS Security over TLS) , #&AR#E
JEFRE AT A%, Bt app = 'dns-base' AND source port = 853.

Y H 55 IH H DUg AT 2] DNS B8 1R EA & AL
3. Application (JEFFEZ) A General (—f%) EAAH R dns-base, 7E7FAN H sEMA7

Source (ZRYE) E BN Port GHEERIR) o gl B AR AH B R A1 4RI g SRS 7R AR JE A0
AL
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ot DNS % 2 PERT B B

#% & DNS Security Over TLS (NGFW (Managed by PAN-OS or
Panorama))

STEP1| & A\ NGFW.

Il

fals

STEP 2| Mt DNS 2241 5% 5 b7 DNS R . 1 545 51440 [F] ) DNS Policies (DNS B3 7%
FH > DNS Security over TLS it &, RIRT DU BA 1022 4 1 3 e kg

STEP 3| garfi s v A CEMLLREE)D , Hh s gz g 853 - HTTPS it & I Eh{E,
Horh 145 DNS Security over TLS i (G2 B et/ UBUISHEAHE D - & DNS
Security over TLS it & CUi % IRy, 78 H & & A4E 1) DNS ZR & 8R A H 45 1) dns-base JEH 2
ﬁo

STEPAL (GEI]D FEBI O R4 3 O] DNS “e 4V BB AR % TLS TN DNS 23 (135 8l
1. %H Monitor (B:#%) >Logs (Hi&) > Traffic (&) , LM dns-base filififz s
853 (HL[JH A DNS Security over TLS%2 %)) , AR R FE AT AREE, i (app
eq dns-base ) #l ( port.src eq 853).
2. GRIUHGEIE H DR HIE] DNS B R4 R
3. Application (JEFFEZ) MESE General (—f%) EAEHHR dns-base, 7E7FAN H sEA A
Source (R EA&HFEA/R Port GELEEIR) o JE i SLAt AR BE SR 41 6 A & S 6 AT A

=3

I§IO
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w% & DNS Security Over DoH

FAT AR IR A5 PGS 0 2

-+ Prisma Access (Managed by Strata Cloud O JERE DNS %A MR (R B3R Y
Manager) Y4E) B DNS %4 MR
» PrismaAccess (Managed by Panorama) O B B R R

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

A LAM#EH HTTPS (DoH—[DNS-over-HTTPS]) 43 #1 A1 4r 457 21 DNS =E#E 1 0% DNS it & K N
5 DNSH & dlk. W44, B s k% Palo Alto Networks & E 8HATH DoH 2k, R
A DA RS B B SZ R, [N A DNS 22 4 BAE n] sB A 18 028 R vp AL DNS T H844 F8, 30 2 FH A 4%
TUA 1) DNS 4 EEUK . FEE % DoH SCHRIPERE, 180T LRt/ UH 24805 . IZ#E% e b
<Kl AR AR LA 2 BT 4 E DNS fiftir R2 U3 BELIY) DNS ZRA R AL,  LURUH DoH i A ) DNS
GAAVESCHR, RIS AEE RSB IH R S HR . B3, nTLME A7 DNS BURER € 1R [ i sk Bl 5%
ERERRE, RIEFFFN DNSH B AH . CHE % DoH [ DNS 2R & H ek h &R 4 dns-
over-https.

« Strata Cloud Manager
* PAN-OS 11.0 Al 5 e 4

i & DNS Security Over DoH (Strata Cloud Manager)

STEP 1| fgi i Bif& ) Palo Alto Networks SCHE MR 5 AHRBRS 1032 RE, 178 A i L) Strata Cloud
Manager .

STEP 2| ##37H5] URL JH)iEH, KSR REmAEITA DoH it (%% DNS
Al iR 28 URL) .

STEP 3| g s B R, LA BRETE b — R B S i F 5T URL SRS B .

STEP 4| §iprakad sy A AT DoH 3K (1357 S MRk il 22 4 1 5% R B

STEP S| gy a5 g 2 4 U i), A6 2218 DNS 224 s e B AN & DoH fa] AR 23 4% v 175 B
FIEET URL 2EA7E B (Manage (5 #) > Configuration (3%5€) > PAN-OSand

Prisma Access (PAN-OS & Prisma Access) > Security Services (‘%4 1EARP) > URL
Access Management (URL fZEUEEE) ) .
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STEP G| @ r B8 LU S HTTPS it i, 63E 186 App-ID: dns-over-https il F51] URL %
jl: encrypted-dns, H$HITE FER AR K HET URL K0)7175 B AT 0 37 R K 32 7T DoH Vit & (f
WERs 2D .

A R A e 3 8 DoH i (I LA S SHIBORE, R RERR R R B B R B AT
URL 553 B4 o i 51 s DOH Sty R A 44 119 506 B 22 PR ESRILRI R 5
STEP 7] (%A 7ER; K 4485 O DNS 24 M s L0 HTTPS n% DNS # i 1iG #).

1 %HL Activity GEE)D) >Logs (HEE) >LogViewer (HEEMHZE) , SR1BIRHL
Threat (E#E) .

f§iH dns-over-https R 5 E FHFE A $E 2 Heas A9, i app = 'dns-over-https'.
BHHESIHE, DUs LA I A DoH 1) DNS Bl st A& At

8% Application (EMIFERD S BUREANH RSN General (— B0 Bk, B 3
AlAH Bl A0 5 L B AR AR A T

% & DNS Security Over DoH (PAN-OS 11.0 Fl 587 it A< )

STEP 1| % X\ PAN-OS#4H /i

STEP 2| 45 (5T URL MRS H, Hrp @SB adrm=mn AT DoH e (% DNS
Al ik#% URL)

STEP 3| gt vr s o R, DA BB ARTE b — D BR 22 3 1 5T URL BT B
STEP 4| w3 d r A A DoH 2R 137 I HI R B RS 2 A Ve R e i

STEP S| @y s 5 g e A VEECR AL, M6 22 B0 M R BR R 55 52 1 A0 DoH il IR 28 A% ES B B 5T
URL #5758 (Objects (#11F) > Custom Objects (HEI¥1F) >URL Category (URL i
A

STEP G| g B U2 HTTPS il i, I6BI@ (6 App-ID: dns-over-https il T 41l URL %5
7. encrypted-dns, A AR RAL H 5] URL 287507 B HE fo 7F O R 72 7] DoH i & (7
R 5 2D

. AR AT g 8 DOH Uit & (A B SHIBOR,  SERERR R JEE’\%BAE@EET
URL J73)3% E%#Eﬁﬁﬁﬂﬁm DoH ﬁﬂ}ﬁzﬁ*ﬁ R 56T 22 A PEBUR BRI 7 .
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https://docs.paloaltonetworks.com/best-practices/11-0/decryption-best-practices
https://docs.paloaltonetworks.com/pan-os/11-0/pan-os-admin/app-id/app-id-overview
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STEPT7| () 7EBH O B8 S O ] DNS %4 EFE ) HTTPS % DNS
B¥) >Logs (HiE) > Traffic (iiE)

azared:=ize

Fﬁl@o

1. i#H{ Monitor (
(app eq dns-over-https), VIHRIEEMFEAE

2' i%ﬁy E' l:lALr

Application (ERFER) EEFFANH

HH LU0 5] DNS 8 E el & 5

Detailed Log View

General

Session 1D
Action

Action Source
Host 1D
Application
Rule

Rule UUID

Session End Reason
Category

Device SN

IP Protocol

Log Action
Generated Time
Start Time

Receive Time
Elapsed Time{sec)

HTTR/2 Connection
Session 1D

Flow Type
Cluster Mame

Cluster Session Id

17
allow

from-policy

dns-over-hitps
CLI-SRV-7-17

70990031-a700-43cf-9627-
03e92e23939

threat

medium-risk

cp

2022/07/20 17:34:05
2022/07/20 17:33:28
2022/07/20 17:34.05

29

15

View Connection Session
MNonProwxyTraffic

Source

Source User

Source

Source DAG
Country

Port

Zone

Interface

NATIP

NAT Port.
X-Forwarded-For IP

Details

Type

Bytes

Bytes Received
Byles Sent
Repeat Count
Packets

Packets Received
Packets Sent

Dynamic User
Group

Metwork Slice 1D 5D

Metwork Slice ID
55T

App Category
App Subcategory
App Technology

App Characteristic

7.0.0.10

United States
39177
trust-7
ethernet1/1
17.00.1
7927

end

441

441

(SR R

general-internet
internet-utility
browser-based

used-by-malware has-known-
vulnerability

Destination

Destination User
Diestination
Destination DAG
Country

Port

Zone

Interface

NATIP

NAT Port.

Flags

Captive Portal
Prowy Transaction
Decrypted
Packet Capture
Client to Server
Server 1o Client
Symmetric Return
Mirrored

Tunnel Inspected
MPTCP Options
Recon excluded

Forwarded Lo
Security Chain

DevicelD
Source Device
Category

Source Device
rofile

BTG E .
4% 1 dns-over-https, {11

H et General (—f%) &I B~ dns-over-
https, #7818 2 C#FH DNS 224 # 1K) DoH . B AR AR A & &
FHIERL &

17.0.0.10

United States
5335
untrust-17
ethernet1/2
17.00.10

5335

S

@8

HEFE DNS 224 PEiE 8
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LA SR DB Fe e | 3 8RS B

FAT AR IR A5 PGS 0 2

-+ Prisma Access (Managed by Strata Cloud O JERE DNS %A MR (R B3R Y
Manager) Y4E) B DNS %4 MR
» PrismaAccess (Managed by Panorama) O B B R R

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

DNS %V & DNS 2241 s 70 B it i) A d 37 B e il . B s i, &3] DNS
AR g 2 2R E . ERRSEN T, R AR D BB, R AR A T e B
R M A RS A B . FEIE MBS, AT DUBT R RS B S IR DR IR IE LR A . iR A B
BNy A AT (oI N S A B R R, AT DU — & ST AT ] DNS 23 47 1) A4
Bo i SR R REARAS 5 =07 BB 4 A R 4 U S B 1 R AR T SR — B gy, AT LLYE DNS
2 A PERGE R LA BB RETE B (EDL) a2 RS LL B i 2L

« Strata Cloud Manager

* PAN-OS A1 Panorama
ST ARG MR DL S0 | 3857 B (Strata Cloud Manager)

STEP 1| i i BLf& 1) Palo Alto Networks 3¢ H21IR = AH BRI B RZRE, M8 A i 11 Strata Cloud
Manager

L DNS 224 PR 49 ©2025 Palo Alto Networks, Inc.
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STEP 2| ZE 8 AR p i U0 T B s A SR

1 j%H Manage (#) > Configuration (F%%E) >NGFW and Prisma Access (NGFW }
PrismaAccess) > Security Services (‘24 1ii%) > DNS Security (DNSZ4) , %A
1% IR EAE TN DNS %4 PR ERE

2. Add Override GHI{HUfR) B{ Delete C(MFR) , LA ZAE ARLGE FIR H . RHE IR
A1 i ZEA AR ]

Qverrides
Override DMNS Security for these domains or FQDMs

Domain/FQDN Description

3. T OK (FEE) LAREAF BT DNS %A VEaR e .

STEP 3| ZM4MTENEIE . (EDL) 1E % DNS A MERUE R I —H5r, SREENSE =07 B 22

1 @ rF A M e ReiE B (Manage (B #) > Configuration GGRE) > NGFW
and Prisma Access (NGFW J Prisma Access) > Objects (#{4) > External Dynamic
Lists (APESEIRETE R ) . H R EDL [FEANERN, B2 AN aREs L,

2. I Manage (F¥) > Configuration (i) >NGFW and Prisma Access (NGFW }%
PrismaAccess) > Security Services (%24 /lx#%5) > DNS Security (DNS Z4x%) .

3. External Dynamic Lists (AMIFEIREIEH) AR+, JEEUAEIE B EDL A #4t Policy
Action (EUEEIE) A1 Policy Action (EHMELHEHD 5. 1E Apply to Profiles (ZH F3%
SERE) th, IRIBEAE T EDL 493k0E B DNS 22 MR ERE

4. SERMRCEHIE Save (fififE) 5.

SEAII AR B SR | EH8ETE B (NGFW (Managed by PAN-OS
or Panorama))

PAN-OS 10.0 A1 H T AR A SR A BB IH, RT3z i e ] R B 2 2 P s R WD BT 1 T e O 26
S A RAZAE R AR IR il 55 2k B DNS 224 VE RR I [, ] LA 2 AR T 1 49 15/ FQDN JH
Ho

¢ PAN-OS10.0 15 & A
. PAN-0S9.1

AT A AR B Fe G | BHETE B (PAN-OS 10.0 FIBE HT AR AS)

BN NGFW.

HEFE DNS 24 P& 5 50 ©2025 Palo Alto Networks, Inc.


https://docs.paloaltonetworks.com/pan-os/11-1/pan-os-admin/policy/use-an-external-dynamic-list-in-policy/external-dynamic-list
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin/firewall-administration/use-the-web-interface/launch-the-web-interface.html

ot DNS % 2 PERT B B

T 5% A R IR P A R TR 1 MR o

1. j%HY Objects (M) > Security Profiles (%4 PEREERE) > Anti-Spyware (S [HE#K
- DI

B EAE A ROE R -

3. Add GE) BUE SUEAS BEAE hHERR LR R 1) S PR R e 1, SR8 L DNS
Exceptions (DNS#41)

4. it 44 FEEL FQDN 48 3 2 HEER ¥ DNS RS .
TS EAE R AT TP HERR ) DNS R E5IE A Threat ID (RE 1D) HIEZIUT .

Anti-Spyware Profile E

Mame  Default_Profile

Description

Signature Policies | Signature Exceptions DNS Policies ~ DINS Exceptions

DNS Signature Exceptions

) evasion| 1item %
ENABLE THREATID DOMAIN/FQDN THREAT NAME

193742436 evasion.fm genernic:evasion.fm

‘evasion-croisiere.com generic:evasion-croisiere.com

EVASION-OMNLINE.com generic: EVASION-ONLINE.com

evasion-tech.com generic:evasion-tech.com

“ coneel

6. %—F OK (FEE) LUREAEHI S itk ) s i AR IR B e A -

RS DNS 224 PEE 51 ©2025 Palo Alto Networks, Inc.
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B HG SO B DAY BT O ) DNS 4948/FQDN (13 B .

1. j%HY Objects (M) > Security Profiles (%4 PEREERE) > Anti-Spyware (S [HE#K
DI
EERCEAE B R R

3. Add CGEri) sifs ek BEAE v HERR B R A0S 1) I ] IR B R e A, SR1Z I EL DNS
Exceptions (DNS#41)

4. FEADD CGHiE) #ii) FQDN RFFEH, sh4ft DNS 4438k FQDN {7 & Flg5 .

| Anti-Spyware Profile @8 I

Mame | Default_Profile
Description
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

DNS Domain/FQDN Allow List

D DOMAIN/FQDN DESCRIPTION

L4 F
B example.email paloaltonetworks.com Domain example description.
®add O Delete

S TN OK (B LASHAFHT A BAZ AR ) 5 o] R B e A -
FESL A SRV ER SU T | B 8H7H B (PAN-OS 9.1)

SRR L2 PAN-OSO.L s ],

BN NGFW.

JEE DNS 224 M 52 ©2025 Palo Alto Networks, Inc.
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A E DNS 22 41T B ik s

T % A R IR P A SRR RIS 451 AR Y
1. j%HY Objects (M) > Security Profiles (%4 PEREERE) > Anti-Spyware (S [HE#K

B .

B EB LI BOER -

3. Add GE) BUE SUEAS BEAE hHERR LR R 1) S PR R e 1, SR8 L DNS
Signatures > Exceptions (DNS ¥5#H5 > #14)

4. Fifim N4 R FQDN 48 J B HE 1) DNS HFE5 .
AR B EH BT TP HERR ) DNS RFESEEE DNSThreat ID (DNS % ID) .

Anti-Spyware Profile
Name Default_Profile
Description

Rules = Exceptions | DNS Signatures

Policles & Sefttings ~ Exceptions

®E

B 1937424 genericievasion.fm evasion.fm

(&) 99312413 generic:evasion-musicale.fr svasion-musicals.fr
V] 48753954 geNeric: pass-evasion.com pass-evasion.com

137007246 generic:chat-evasion.fr chat-evasion.fr

45397841 generic:evasion-equateur.com evasion-equateur.com |
V] 20482282 generic:CANOETIERCE-EVASION.com ‘CANOETIERCE-EVASION.com

] 200256480 generic:evasion-graphic.fr evasion-graphic.fr

EI generic:evasion-croisiers.com evasion-croisiere.com

D genenic: EVASION-ONLINE.com EVASION-ONLINE.com

B generic:evasion-tech.com evasion-tech.com

6. %—F OK (FEE) LUREAEHI S itk ) s T AR IR B e A -

MRS DNS 224 1

53
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. PrismaAccess (Managed by Strata Cloud O M DNS VR (HRHYsEMIhRE
M anager) Y4E) 5% DNS 24 P47 hE
- PrismaAccess (Managed by Panorama) O 3 [ 5 7 195 38 BB 7 s s e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

Palo Alto Networks $Zfft I 51] DNS % 2= PEHIEAA IS, AeAR i DNS SR s £ (1 BUR R

iy

NS 4 & # 54 ©2025 Palo Alto Networks, Inc.
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STEP 1| fFHLLL FRIERARI, DAy —H e B 2 A A B v ol o ) SR A 19 S5 B A «
DNS %41t
e C2—test-c2.testpanw.com
* DNS i i —test-dnstun.testpanw.com
* DGA—test-dga.testpanw.com
*  Bjji& DNS*—test-ddns.testpanw.com
o R EKEE—test-malware.testpanw.com
© BraE A9 —test-nrd.testpanw.com
4% $Yfa* —test-phishing.testpanw.com
o KBRS —test-grayware.testpanw.com
. ZFI*—test-parked.testpanw.com
* Proxy Avoidance and Anonymizers*—test-proxy.testpanw.com
*  Fast Flux*—test-fastflux.testpanw.com
« ZEE NRD*—test-malicious-nrd.testpanw.com
*  NXNS B¥* —test-nxns.testpanw.com
« #& B *—test-dangling-domain.testpanw.com
* DNS i B4k * —test-dns-rebinding.testpanw.com
* DNS &i#* —test-dns-infiltration.testpanw.com
M50 P * —test-wil deard-abuse. testpanw.com
o SEMEMEE Ak * —test-strategically-aged.testpanw.com
«  Zf5E ) DNS*—test-compromised-dns.testpanw.com
* JEiB H* —test-adtracking.testpanw.com
* CNAME {4 #5* —test-cname-cloaking.testpanw.com
o BhRE B —test-ransomware.testpanw.com
. JEfE*—test-stockpile-domain.testpanw.com
o 4B EF* —test-squatting.testpanw.com
#3155 2+ —test-subdomain-reputation.testpanw.com

PAN-OSO.1 A SR ARR ™ (FRIEA AR k.

HEfE DNS 2241k
A BT IR, DARERE AR 58 BT i i 5 B SR A BOR N A -

* DNSEKEHreadil ([ E15) —http://test-dnsmisconfig-claimable-nx.testpanw.com

MRS DNS 224 1 55
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http://test-c2.testpanw.com
http://test-dnstun.testpanw.com
http://test-dga.testpanw.com
http://test-ddns.testpanw.com
http://test-malware.testpanw.com
http://test-nrd.testpanw.com
http://test-phishing.testpanw.com
http://test-grayware.testpanw.com
http://test-parked.testpanw.com
http://test-proxy.testpanw.com
http://test-fastflux.testpanw.com
http://test-malicious-nrd.testpanw.com
http://test-nxns.testpanw.com
http://test-dangling-domain.testpanw.com
http://test-dns-rebinding.testpanw.com
http://test-dns-infiltration.testpanw.com
http://test-wildcard-abuse.testpanw.com
http://test-strategically-aged.testpanw.com
http://test-compromised-dns.testpanw.com
http://test-adtracking.testpanw.com
http://test-cname-cloaking.testpanw.com
http://test-ransomware.testpanw.com
http://test-stockpile-domain.testpanw.com
http://test-squatting.testpanw.com
http://test-subdomain-reputation.testpanw.com

i€ DNS 22 21T B I%

FEAFHGZAIE AT, R T F R IR R 58T 1 2 testpanw.com ) DN'S 1] ik &% [ 380 %
iE SeRIEA S ) g B [ DNS 2 e VERF R IEAT LU, AR A B B H k. WERRIEAE R AT

JITHR € B SR R BOR BN .

b DNS mUE sk (S E) HIRE S

* test-dnsmisconfig-zone-
dangling.testpanw.com

K 20 SRR R B

e

SRR

test-ipv4.hijacking.testpanw.com A 1235
* test-ipv4-wildcard.hijacking.testpanw.com A 1236
test-ipv6.hijacking.testpanw.com AAAA 2607:f8b0:4005:80d::2005
test-cname-rrname.hijacking.testpanw.com CNAME | 1.test-cname-wc.hijacking.testpanw.com
test-cname-rrname- CNAME | 1.test-cname-
wec.hijacking.testpanw.com wildcard-1.hijacking.testpanw.com
* test-cname-rrname-sub- CNAME | 2.test-cname-wc.hijacking.testpanw.com
wec.hijacking.testpanw.com
test-ns-rrname.hijacking.testpanw.com NS test-ns.hijacking.testpanw.com
test-ns-rrname-rdata- NS 1.test-ns-wec.hijacking.testpanw.com
wc.hijacking.testpanw.com
1.test-ns-rrname-sub- NS test-ns.hijacking.testpanw.com
wc.hijacking.testpanw.com
test-rrname-wec.hijacking.testpanw.com NS test-ns-2.hijacking.testpanw.com

[dig +trace NS |

$i NSELSE, S Za M H LU R IH:

STEP 2| 3% i 12 5 ) e i 52 DNS 22 4P U2 2 DNS B R 2K .

TERE DNS 224 1t 2

56
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+ NGFW (Managed by Strata Cloud Manager) O [ DNS 2 RME (AR D) fe
. NGFW (Managed by PAN-OS or Panorama) (R BLDNS 2 A TEEHE
. VM-Series O 88 R 2 By e sk 2 s e
+ CN-Series
DNS % 4=

e B DNS 2 2 AR F5 AP KHE AR . W SR IE MRV SRR TS, SEHERE UL T AR it

$H: dns.service.paloaltonetworks.com.

STEP L FZHW; k% CLI.

STEP 2| {3 N1 CLI 4 2B i K i B DNS 22 4x M AR r s 4 v] I 1

show dns-proxy dns-signature info
fi4n

show dns-proxy dns-signture info Cloud URL:
dns.service.paloaltonetworks.com:443 Telemetry URL:
io.dns.service.paloaltonetworks.com:443 Last Result:None Last
Server Address:Parameter Exchange:Interval 300 sec Allow List
Refresh:Interval 43200 sec Request Waiting Transmission:0 Request
Pending Response:0 Cache Size:0

U ARAE B Kt BL DNS 2 Vi s A 18 P rh s, B M) Al i o A0 AR o B £ [ iy 1

STEP 3| R € 42 St A et Blanse i@, TTL FARp s ] .
FEB A LA LAR CLI i & LU B A S5l ] o A S L

test dns-proxy dns-signature fqdn
it .

test dns-proxy dns-signature fqdn www.yahoo.com DNS
Signature Query [ www.yahoo.com ] Completed in 178 ms
DNS Signature Response Entries:2 Domain Category GTID TTL

*.yahoo.com Benign 0 86400 www.yahoo.com Benign 0 3600

S DNS 24P 2 3 57 ©2025 Palo Alto Networks, Inc.



Bt DNS % 43T R

RS DNS 224

St BLIE P DNS 22 & VE MR B KR IEAR . R kAP RS, SERERR T S 4R &

#H: adv-dns.service.paloaltonetworks.com. UM EF 85 o [ Bt [ DNS 22 4P fr] il g, R AT &g
T B R o [ I AR It L R T 8

s by JOle BLIE B DNS 22 4= 1 S b s (1 T AR TE
FEWT JO EAER AR CLI fir 2 A B AR R B8

show ctd-agent status security-client
il

show ctd-agent status security-client ...Security Client ADNS(1)
Current cloud server: ga.adv-dns.service.paloaltonetworks.com:443
Cloud connection: connected Config:gRPC #3#i. 2, T/EABE: 8 4
SRR 2, ArafEsy: false, WEAM: true, &AL true, CA &t

W 306 TAEANE ERR: 12 TAENS7EEFrissR 2 i i B e TAERE B b

MR: 10240 A T/EANERAEI EMR: 0 WKiEEELRS: false Grpc HARIR

RE: JRREMEMEEI4E (3), last err rpc error: code = Unavailable desc

= unexpected HTTP status code received from server:502 (Bad
Gateway); transport: received unexpected content-type "text/
html" Pool state:¥Efisis (2) HIRHEH: 2024-01-24 11:15:00.549591469
-0800 PST m=+1197474.129493596 last connection retry:2024-01-23
00:03:09.093756623 -0800 PST m=+1070762.673658768 last pool
close:2024-01-22 14:15:50.36062031 -0800 PST m=+1035523.940522446
Security Client AdnsTelemetry(2) Current cloud server: io-ga.adv-
dns.service.paloaltonetworks.com:443 Cloud connection: connected
Config:gRPC #AR¥L: 2, TAEANB¥.: 8 fHeEEa: 2, NLeniELE: false,
WA true, &AM true, CA FH#: 306 T/EAER LIR: 12 TAEAETE
P AR 2 BT E R TAEPS B B IR : 10240 A T/EANERFREELIR: 0 1
BAEbsS: false Grpc iHi47jlkRE:. State Ready (3), last err rpc error:
code = Internal desc = stream terminated by RST STREAM with error
code:PROTOCOL ERROR Pool state:Ready (2) last update:2024-01-24
11:25:58.340198656 -0800 PST m=+1198131.920100772 last connection
retry:2024-01-23 00:03:36.78141425 -0800 PST m=+1070790.361316421
last pool close:2024-01-22 14:24:26.954340157 -0800 PST m=
+1036040.534242289 ...

# Security Client AdnsTelemetry(2) fil Security Client ADNS(1) fyZ=umiE
AREERAE I AR

&) R, T CLI g

W LB AR B Y DNS e &M Z iR, 6D AR B SRS DNS fAl ik
#&: dns.service.pal oaltonetworks.com.
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+ NGFW (Managed by Strata Cloud Manager) O ERE DNS 2 ERHE (R 5RR T he

. NGFW (Managed by PAN-OS or Panorama) (R BLDNS 2 A TEEHE
. VM-Series O 3 2 s o S A B e 1

« CN-Series

DNS %414

R SR Kot R SRR ) LT S 4 i T BR NSRRI R e, R E 45 A3 12 468 DN'S [l JE e
NHIESR . STT D & P P SESE RS ], DSBS R A 75 1L A€ MRG0 0 SR T- 22 SRR B ] e st
SE MIRFH B 25 RO R BB A i S 1 220 3E EEI%FEﬁEI’J{E LA 1 B SR

STEP L] £ CLI H, FEHLLF a4 i F 28 .
show dns-proxy dns-signature counters

THRCI R 25 100 Z 40

STEP 2| o) N RS RHEAIS A5 AP BERE R (R Y BB 4y, SRR B0 % T 1 8 2 75 7E 58 R I R Iy
[N o FZIEB R DNS 2 4 P s S BURF RIS 82 I e AT I Rs ] o AT DAZEPI{E LR 4K
3] 5% ol 20 SR P B ) L A S S A T AR

Signature query API: . . . [latency ] : max 1870 (ms) min 16(ms)
avg 27(ms) 50 or less :47246 100 or less :113 200 or less :25 400
or less :15 else :21

STEP 3| VI8 — H R TEROE R, ST DR Re, DME BRI e B N R . 1%
HY Device (#£E) > Content-ID, #A% ¥ ¥TRealtime Signature Lookup (BPRFRFES LR ) 7%
5E o

STEP4| Commit (j:El/\ %Eo
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HERE DNS 24k

STEP L] A LA FAa8E CLI fir S Mt RS DNS 22 4 MEER VAR R R SR (LR 2B o B4
ZORE 0 HUEDE 0 Z A0 2 450 ZRPHUREIRFEE N . L] U R E NGFW B AR SERE E R X
5E o

admin@PA-VM fHEEEFIEE s ctd feature-forward #ist&kl

EFI Qe , % % PAN_CTDF_DETECT SERVICE_ADNS [& B,

PAN CTDF DETECT SERVICE ADNS cli timeout:1 req total:2
req _timed out:0 Hold: adns rtt>=0ms:0 adns rtt>=50ms:2 adns
rtt>=100ms:0 adns rtt>=150ms:0 adns rtt>=200ms:0 adns rtt>=250ms:0
adns rtt>=300ms:0 adns rtt>=350ms:0 adns rtt>=400ms:0 adns
rtt>=450ms: 0

STEP 2| Zels DNS RHES 2 i@ aie LR It i, DNS [ol i imie, 1Al A g
DNS % & EAT M. A8 & R #0238 3 AT M BUE 7t ko€ EDL (AMNEENRE TS
BL) B DNS 4RV DNS Rk O HAHB BRI B

Advanced DNS Security

tency (ms) 100

1. J#H Device CEE) > Setup (X&) > Content-ID (N%-ID) > Advanced DNS
Security (P DNS Z4E)
2. e WA MIERS DNS RIS & BER e e (D=2 A0 o TER(E 4 100 20, &
EERIER E
3. #— T OK (M) MRS,
o, EALME LR CLI iy Ak e S DNS 22 &M@ FE . #AE%ILL 100 ZF0 At B3k E
100-15,000 Z P (ME . THEZE A 100 ZFP, ZERIE

admin@PA-VM#set deviceconfig setting adns-setting max-latency
<timeout value in_milliseconds>

Bilhn.

admin@PA-VM# set deviceconfig setting adns-setting max-latency 500
T UAE LT CLI fr &t fs H Al ak e (55 2 Fim i) max-latency JHE) .

admin@PA-VM show config pushed-template ... }

deviceconfig { setting { dns { dns-cloud-server dns-
ga.service.paloaltonetworks.com; } adns-setting { max-latency
100; » ¥ } ...

IR DNS 2415 # 60 ©2025 Palo Alto Networks, Inc.
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421 DNS ﬁéf a1 [ 7%
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. PrismaAccess (Managed by Strata Cloud O M DNS VR (HRHYsEMIhRE
Manager) SCH%) i DNS 2 A=
« Prisma Access (Managed by Panorama) O 3 [ B 75 [ 28 5 2 5 St

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

D SR S A B A AR e PR, BT DASSERE DNS % e VE &R
. ARk, Palo Alto Networks g it 3 it 1l SR, 1A 2458t DNS 2 44t

E

. T
PAN-

OS F1 Panorama

AEith DNS 22 ET B I 7% (Strata Cloud Manager)

STEP L] ff [ L&) Palo Alto Networks SCHEMR 5 AHB B (K52 7%, 3 8 A b i L i) Strata Cloud
Manager .

STEP 2| Ji{E Manage (3 ) > Configuration (#:E) >NGFW and Prisma Access (NGFW }%
Prisma Access) > Security Services (%2 /lx#%) > DNS Security (DNSZ2) , R1%i%
HWAF [ 1) DNS 22 = PER e RS

HERE DNS 24 PEE L 61 ©2025 Palo Alto Networks, Inc.
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P 5E DNS 224 VERT B IR %

STEP 3| 3% DNS %4 MR IS BUR S E, LISEE DNS 24y, $HidaEH DNS R,
Action (FI{E) &4 allow (foiF) , ¥ Packet Capture (HfAEL) 7% % disabled (CWf%
D o fE R, DNS AR Cak € A& DNS 222 25 .

DNS Categories (7

Mame Location Source Action Packet Capture

DNS Security (9}

Grayware Domains Predefined Palo Alto Networks Content allor disable
Newtly Registered Domains Predefined Palo Alto Networks Content default (allow disable
Parked Domains Predefined Palo Alte Networks Content default (allow disable
Prowy Avoidance and Anonymizers Predefined Palo Alto Networks Content allow disable
Ad Tracking Domains Predefined Palo Alto Networks Content default (all disable
Command and Control Domains Predefined Palo Alto Networks Contant allov disable
Dynamic ic DNS Hosted Domains Predefined Palo Alto Networks Content default (all disable
Phishing Domain Predefined Palo Alto Networks Content allow disable
Malware Domains Predefined Palo Alto Networks Content allow disable

STEP 4| £ Overrides (HUR) [® B, FESRIZAIHFAAAE: 457 ZMIER T4 ) Domain/FQDN (483k/
FQDN) Ht.,
Overrides (0)
Override DMNS Security for these domains or FQDNs

Domain/FQDN Description

STEPS| f%#—F OK (if5E) fififf DNS %At et .

A5 DNS 22 45T B IR (NGFW (Managed by PAN-OS or
Panorama))
PAN-OS 10.0 FH B 5 it A% S 4% PI AR 71 5% € 1¥) DNS RIS e 5, SR RE 5918 S 148 8 RS 2 5 e
% BB BORBIE LUK F 5k 5 1 4L E%gmﬁﬁmﬁm DNS 'R 5 A J% i AR )
TERNEIERREEYE, LISEIM DNS %4k, Bbsh, YRRV R K DNSBISMRIUEH, 4 fescasiin

DNS %41, 7£ PAN-0S9.1 I, & X7k Palo Alto Networks DNS ;zéréﬁﬁﬂzﬁ@wﬁ&w%m#
E.

» PAN-0S 10.0 15 & A
. PAN-0S9.1

41 DNS 224151 B IRES (PAN-OS 10.0 A5 # A< )

STEP 1| % X\ NGFW.

P DNS 22 4 1tk 3 62 ©2025 Palo Alto Networks, Inc.
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ot DNS % 2 PERT B B

STEP 2| % DNS %4 M S B s, LALEIE DNS 4t A,
1. J%HY Objects (W) > Security Profiles (4% ER) > Anti-Spyware ([ ik
DI
UL & /E I DNS 22 4 P BUR RY 52 B R e RE
1% HL DNS Policies (DNS 5D H% .

BAREEE DNS I, ¥ HEEEMERR A none (M) , FECKENIER % allow (BFF)
AR B R RREGE & disable (f£/H) o fEF3CH, DNS %2R O i€ #A%tiE DNS %42
PR o

Anti-Spyware Profile (O]

Name | DNS-Security-Disabled

Description
Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis
DNS Policies

~ @ DNS Security

(] AdTracking Domains " none " allow disable
[C] Command and Control Domains " none " allow disable
] Dynamic DNS Hosted Domains " nene " allow disable
[] Grayware Domains "nene " allow disable
] Malware Domains "nene " allow disable
[C] Parked Domains "nene " allow disable
[C1 Pnishing Domains "none "allow disable
[C]  Prowy Avoidance and Ancnymizers 'nunr_- 'a\lolw disable
[1 Mewly Registered Domains "none "allow disable
3

DNS Sinkhole Settings

Sinkhole IPv4 | Palo Alto Networks Sinkhole [P (sinkhole paloaltonetworks.com) w

Sinkhole IPvé
Block DNS Record Types

[Jsvee [JurTes ] ANy

“ Caneel

STEP 3| iHl DNSExceptions (DNSHI#MRIL) , A6 FFR A DNS Domain/FQDN Allow List (DNS
491/FQDN g ) THH .

Signature Policies Signature Exceptions DNS Policies DNS Exceptions Inline Cloud Analysis

DNS Domain/FQDN Allow List

D DOMAIN/FQDN DESCRIPTION
®Add

STEPA4| 43— TF OK (BEE) DAHAE IR MRkt e i

%EiE DNS 22 2151 Bk P5 (PAN-OS 9.1)

STEP1| % A\ NGFW.

JEE DNS 224 M 63 ©2025 Palo Alto Networks, Inc.
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A E DNS 22 41T B ik s

STEP 2|

W E DNS % e VERF IS BURBOE , LASEIE DNS % AR .

1 J%H Objects (W) > Security Profiles (‘Z4MEsEERE) > Anti-Spyware (f [HEEER

B .

UL AR F H DNS 22 &M BUR R E IR ERE -
182! DNS Signatures (DNS F:4h5) H % .

7f Policies & Settings (BURELEE) . # Palo Alto Networks DNS Security (Palo Alto
Networks DNS 4 1%) HIBUERBEI{ERR 4 allow (fud) HIEhfE.

Name  DNS-Security-Disabled

Description
Rules = Exceptions = DNS Signatures
Policies & Settings || Exceptions

DNS Signature Policies

Anti-Spyware Profile ®=H

M| DNS Signature Source Adion on DNS Queries Packet Capture
Palo Alto Networks Content DNS Signatures sinkhole disable
Palo Alto Networks DNS Security Hiiow] | . disable
alert
allow

Add @ block
sinkhole

DNS Sinkhole Settings
Sinkhole IPv4 | Palo Alta Networks Sinkhaole TP (sinkhole.paloaltonetworks.com)

Sinkhole IPV6  1Pv5 Loopback 1P (::1]

STEP 3| f%—"F OK (FfEse) LA IR IR IR Bl T i o

v

] -

MRS DNS 224 1
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% paloalter

TECHDOCS

Bif% DNS 224 14RT [ ARbs

Hn] CLAE A fst S 18 2

+  Prisma Access (Managed by Strata Cloud O B DNS %A PEHE ORI

Manager) %) B DNS 2442 HE
- Prisma Access (Managed by Panorama) O ¥ 55 p 22 575 2 k2 7 A b

« NGFW (Managed by Strata Cloud Manager)
- NGFW (Managed by PAN-OS or Panorama)
o VM-Series
+ CN-Series

Palo Alto Networks $i& {3t B {ifl 138 TH 2 B 3% DNS 22 4= M AR DNS 22 2358, LLEE— RI1IKHE
DNS 224 15T [ R FAH 8 Bk e 2 e 1) 2 A LA SR . AR P 5, 1T DLF B R PR R
W, BEEERE LIRCHRE R, 24t DNS ZoRGIFT G R AE 2, Hhafmigis ik
4%, LIRS 0% 2 DNS R FEAN A R .

&t AT LUK AR DNS 22 4 1 5T B AR ] B At Palo Alto Networks J I RE 01 22 M RIS B &, 2k
{55 B 4R 532 B, W RIEE I Strata Cloud Manager 2557 0 HUAS & B R AR DL 22 48 14 3 By i
B VR R 8 P ORTMEAN NetSec B B, WiEid B A 2 ki ) 1) 8 =00 2 A0 %
R P AR et BRI AT E, DUE SRR PUs 47 54

A [ DNS 22 AT B IR € 1 5 2 B RS AN B Al R (E A9 DNS & & R e, LA
JATUER N B A 51 DNS HIZS () Dhfe . BREERRAR R 7 &R 3R O—ER e, DA R R T8 U
7~ DNS ZE R A [a] E Y S FEAN 73 807 20 G0 RT DL — H B SR 4H 4% DNS 5 FH e T & s I MEDUAR A5
BIRIRALIERS DNS 224 M iR I I 21350 8 85 3 (M A ORI SRR A IBUE B, (T Re B IR AT
fi] DNS 5% $iiR o 5% 78 8 rt A2 3L A BT 1% 2 DNS Zone Misconfigurations (DNS [ 385% 5 #
k) TE HL T ) A RS R AR H

TS mT DA AR B 2 DNS 2RI BB E AN HES . 18 LR R A R H B, WAER ERE
DNS % H b5 € R At F§ 128 HE . DNS HESTH H AT LI & B DNS ZUR I &M A&, s
HE R B 4 BT DNS J80 R, DA A9 28 g 72 PR R ER P 1

Palo Alto Networks #i2 fit % 17 V2 AR B F -1 65 B 4% DNS 21tk i% #l.

* Strata Cloud Manager 245 410>

* 5 DNS 22 & HAg R MR

o Tl DNS 224t H 5% DU 07 18 3 1 4 156 2R 1Y) DNS 55

65
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4% DNS % AT B

i DNS 2 e PE R

FAT AR IR A5 PGS 0 2

. PrismaAccess (Managed by Strata Cloud O M DNS VR (HRHYsEMIhRE
M anager) Y4E) 5% DNS 24 P47 hE
« PrismaAccess (Managed by Panorama) O 3 P 5 22 5 06 55 B 2 [ o o e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

DNS % & VEERARAE AL AR DNS i FH R PR PRI . AR SEALRPAG RS o, BURIERE DNS %2
DNS %4 VEiT B AR s 2 AL it Bkl ﬁﬂ%i&/mkﬁ?ﬁﬁﬁ%%*?*EJ%EI’J%E DNS #%5 . REEFELR
RFARSEOE—ME AR AR AR, 7R DNS ZORIBR BN 7 3o SEIPURRIR R i DL R AR
N, SRR Bk S I BRI R A

DNS 224> 55 Wi FH i Prisma Access #iT AlOpsfor NGFW. # ] LLER DNS 22 4= VEF b £/ B
B LA R AR N ZY, B B 55 st s R R AR St mT DL AT A% =0
S AH 8 R BE ) B A S el R skl

« Strata Cloud Manager

* AlOpsfor NGFW 7  Jiit

DNS &M ERR <
FR AT DAL R AR FH A& {1 2
. PrismaAccess (Managed by Strata Cloud O M DNS 2R (HRY s IhRE
M anager) Y4B 5% DNS 224 A%
« PrismaAccess (Managed by Panorama) O 3 P8 22 5 306 B B 2 I o o e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

SN DNS Z &R R A2 TEN, PR b4 Al S A S R B SR 2R . SR A4 IR
HH, HACRNERERTER.
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4% DNS % 4 PERT B R8s

LUN s BRI DNS 2 &R AR i 22

DNS 23k

#UR DNS 221k C g Y] DNS ZERA1EL.

DNS Requests

16,342

A 20% more requests seen today

A

o SRR AR (8 5 e 2 10 R ) 6 R 48 B DNIS ZR MR
T2 R IRy v 10 ] o A 3t B A [

*  DNS I FEh{E s ds AN el R .

o]
Gl
o
Z
(V)]

BURHERRMRE, HrPRUR CRE A AL A B E SR E
1770 J80 DNS 25K . AREEUR(E/L A, RS B 0 in ~
B

Malicious DNS Requests

; O ; % 45% of your DNS
] requests are malicious

® Malware # Count (%)
@ Phishing # Count (%)
® Command and Control # Count (%)
® Grayware # Count (%)

o BbTAR IE E R A T F R T SR AR T DNS EREUE
TR AE BT R ] S50 ] A B A i«

*  DNS ¥ FEh{F s as AN el R Ing.

Al B

SRR B /E R DNS e MhaT R B SR . LB R
FC fif DNS 22 41 BlaT B O B f o L, DU Se B B

Ao

HEFE DNS 224 PEiE 8
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RIS AT S

Subscription

00

Explain what DNS is - what it does and how it adds
value to everything. Learn More

45% devices do not have license
See List of Devices

o ATLLIEHL Seealist of Devices (B FHIER) DIk seik

==t

HH,
o SR B EUR HATET B R RE I PR IE — st 25 18 T A R s 2

= JE B DNS 28 71t 24 FUNEIEAE, e AR BB e n] B S ] 40 [ 2 H 21 DNS ZR 11
DNS $H 55k, i~ DNS ZR A5

High-Risk DNS Category Trend

Examine the trend of high-risk DNS requests according to DNS category. View trends according to the action enforced against 1O ONS Category Action
[s]A)
@ Malware 210
@ Eerign
@ Fhishing 3%0
@ Grayware 290
@ Exception
L Iy Reg| 200
12/20/21 4:00PM PST @ Dynamic DNS 390
@ Parked 120 - @ Poxy 3%0
@ Parked 210
@ Phishing 200

800am

* ff YIS THZ SHAE DNS SR BEh 11 55 2 [ e AT i 45

o RIFRE B AR B RPRER AR ACDOBE E, AT R B B R
—fE S AR A, HrhEE7R DNS 2R EUE s R U1 104
it

o TEOE B AT ] 50 R A st S 2

* DNSEHIAMENE RS & M ARUs R A P&, HAg
sy LA [ U 5 o

EEENIE (1) DNS K 4 A BURVURERE], ARy B0 $13 BB DNS S5 pir SR B
I AR IR EE RS R BRI A S HE DNS J5051 i SR B (1 )
k.
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o RPFERE AR E AR L, ATBA R SR AR R, PR
SHEHR SRR PR IR A B

T AE B TR ] 568 ] B o A S B [ 3%
* DNS I AEh/F s as AN e iR N .

High Risk DNS Category Distribution across Actions

00

MALICOUS
wALWARE
il | T o

o RBUEIRIEERRNUT G S (AR SOE, A E EAEIE
B, R EERERE FUII AT 1) Widget 8 R T B W Lo A .

o RRUFELET R AR b TR AR S S AT B R
o F— AR ATRE AR DNS A aEAT & Al

RS

MRIZFTIER) DNS 7, BURTEAOARE . S A 38 9 A HL A 22 38
IN R 2 AR DA S A Fe IS s A8 A DNS 136 A 15 100
Bl 78 38 TN FLAt AH A DL S A BRSCER I ERHEEAT ELR, BRI AR 1S4
i PR R B AR I RIS B

Total Domains Domains Unique to organization Domains seen in same industry Domains seen in other industries

o MWRATPIH A AT DNSSH, ki DNS S5 AE)
PREmIE S Rl RN M E A & EH R AN,

Al 10 8 4935

2 LS AR T T 10 I 3 SR AR B, LU DNIS SRR
MBI T LU — Tl R, SRR i % 3

HERE DNS 24 e 1
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mrifl DNS /A/\H ||J |J‘7L|'j 7%

A i)

A ERFIAI B H 58, J2HL View All DNS Requests (14 fiff5 DNS
TERD , DAHUAS O AR o s B

TOP 10 DOMAINS

DN Category ActionTaken ¥
Malware 450 | ® 300 © 100 ® 50
c2 350 | ® 300 © 100 ® 50
Dynamic DNs 250 | ® 300 © 100 ® 50
Phising 450 | ® 300 © 100 ® 50
Grayware 450 | ® 300 © 100 ® 50
Exceptions List 450 | ® 300 © 100 © 50
Malware 450 | ® 300 © 100 ® 50
Parked 450 | ® 300 © 100 ® 50
c2 450 | ® 300 © 100 © 50
c2 450 | ® 300 © 100 © 50

View All DNS Requests >

o MR A ERE T DNS A, MGk DNS B3 ME)
VREmiseas Ao AT G0 R & B~ A A

o HE— AR DNS S Hrt A E A .

DNS fiftfr 2 4 SEOEPIETE B, R BRI P R T i 22 A i D R R A
1

DNS 2z 4 E & # 70 ©2025 Palo Alto Networks, Inc.
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R AT

20 HH

DNS Resolvers

Monitor malicious an d suspicious DNS resolution activity in your network. View the top DNS resolvers that
resolve to malicious domains and the resolvers that are resolving a suspiciously low number of DNS requests.

TOP DNS RESOLVER IPS RESOLVING TO MALICIOUS DOMAINS LEAST REQUESTED DNS RESOLVERS
192.168.2.2 (kY::) 334.168.255.265 (£Y::]
Total Re
Mali unt m

(cX:z] (icy::)
164.123.235.2 [icY::] 134.168.233.255 [c::]
Total Requests : #Count Total #Count
Malicious Domains : #Count Malici

* %1 DNS R AT ie4 DNS 73 s 4 B sl

B SRR A, (G
DNS Z4=1)

]}b

SR ERASE P 8 T4 2 T 0 723 S5 10 52 2% ARTAAR o] B F) A T e o 493
A BREEIRE, HA — R € $ iR S R AT AR 1P i
A

Misconfigured Domains

Misconfigured Domains Misconfigured Reasons Hits
youtibe.com QA dnsmisconfig test youtibe.com:192.168.5.78

yougube.com QA dnsmisconfig testyougube. com:192.168.5.77 0
misconfig testvnruserl dnsmisconfig_zone test: misconfig testvnruser1 [
misconfigtestvnruser dnsmisconfig_zone test: misconfig.testvnruser 21
misconfig test parul dnsmisconfig_zone test: misconfig test paru!

misconfigtest adns123 dnsmisconfig_zone test: misconfigtest adns123 12
misconfiz testadns dnsmisconfiz_zane test: misconfiz test adns

Displaying1-7 of 7 Rows 10 v | Paze 1 v of1

BB R A 2 A GE
DNS Z4=1)

I}h

AL HIERE DNS 2R E M A Fr s B . SRR IR H
HAT {1 23 SR DRI JA SR 1P (1 37T & i v L

IEFE

DNS % 4 3
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Hijacked Domains

Hijacked Hits
testpanw.com 12
malicious.test.adns 12
hijacking testvnr.com 13

hijacking.testpanw.com 50

Displaying 1-40f 4 Rows 10 v  Page 1 w  ofl

i DNS 2 &R R (Strata Cloud Manager)

STEP L] ff FBLf& 1Y) Palo Alto Networks SCHE MR 5 AHBA S (K278, %8 A b i L) Strata Cloud
Manager -

STEP 2| jH\ Dashboards (%##) >MoreDashboards (£ 5% M) > DNS Security (DNS %4>
), LABARL DNS 22 2.

STEP 3| TEMRRMR L, 3 Al F 0 R i g B 5 e A 2 IE

L MRING [l [ i —4¢ Last hour (@32: 1/MKF) . Last 24 hours (i 2: 24 /M) . Last
7days (ifi3: 7 K) 5k Last 30 days 7= 30 ) i, LIS i i o 4 [ o 10
¥l

2. %X DNS ¥ i —7¢ Select All (£21%) . Malware CEREXE) . Command and
Control (& izl . Phishing (49#%8Y%0) . Grayware CK{aHk#E) . Exceptions
List (FI4MEHD . Newly Registered CGHrakfit¥)) . Dynamic DNS (&jf&
DNS) . Proxy. Parked (70 . Benign (R£) . AdTrack (EEIEH < igif,
DAMR % DNS &k g B R .

151l 41 i B33 A2 iy Palo Alto Networks {7 4% PAN-DB Fi1 Alexa (1) i 4l 7 1) mJ
A SO FF IO AR B . B AR A AL, H e iR BRNEA.
3. & DNSEIfEfIE—E Allow (R2FF) . Block (44 F Sinkhole HHiEATi%IE, LIE#EK
15 DNS ‘2241 % e R B 5% 5 35 DNS 25 SR B A /R 17 i
STEP 4| fmi v UISRIZ MM Nl 2 = AHFS IR B3R 5 .
STEP S| 0] LIKHE R & A 4= AL B Rl 4T B IRGR AL . HLBp i . N7 4EE DNS 2 &R EH
HINEA, 25200 DNS LM EmRERER .

i DNS 22 AR KR (AlOps for NGFW Free)

HERE DNS 24 PEE L 72 ©2025 Palo Alto Networks, Inc.
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B2 DNS 22451 B AR

STEP L[ ffiFEL#& () Palo Alto Networks SRR 5 A1 B B2 5%, 368 N\ il - f) AlOps for NGFW
Free EH £

STEP 2| jHl Dashboards ({# ) >MoreDashboards (£ 5% H) > DNS Security (DNS %4>
P, DABHRL DNS 24k E .

STEP 3| Zefabu b, A H T iR b st B A% e st 2B I

Activity > DNS

e
DNS Security protects your network from advanced threats that use DS, Without DMS Security in place, malware might have infiltrated your netwark and remained unnoticed P - -
o Time Range Last 24 hours ~ Category  Any Category ~ Action Any Action Reset Filters

1o {0 [ A %8 — 14 Last hour (25 1/8HE) . Last 24 hours (i 24 /M) | Last
7days (ifh3: 7 k) i Last 30days G2 30 k) i, DB REERMEENKE
Kl

2. ik DNS #E3IfFi%E—1% C2 (DGA, Tunneling, other C2) (DGA. i#iE.
ft C2) . Malware CEEHAE) . Newly Registered Domain CGHr st il 48
1) . Phishing (49#%#Yf4) . Dynamic DNS (&) DNS) . Allow List (i
) | Benign (RP) . Grayware (KtEk#E) . Parked (Z7i%) . Proxy fil Any
Category ({EAMJEAD 2z Higis, DIAR#E DNS H78Y Gt &Rl 4L

e BT Palo Alto Networks s PAN-DB 1 Alexa fy s 54k T
BRI RTINS B . BERIFEFEKSFEAN, HOemEA SENE.
3. fk DNSEIEERIE—/ Allow (f03F) . Block (F144) F1 Sinkhole i 4Ti%4E, LIIEHEK
15 DNS &M E MG EIE R E B DNS & s SR I #h 1 E AT ik .

STEP 4| fthmf DUZREMEM M. o AR IR E) RS .

STEP S| ] LUK EER AR A 3R GE A BORREAT FEARAS AL . ELBIBER . InFEAE(H DNS %2 MR
MIRER, 5525 DNS ZatEmRRR .
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4% DNS % 4 PERT B R8s

fm e DNS 224t H it

FAT AR IR A5 PGS 0 2

. PrismaAccess (Managed by Strata Cloud O ERE DNS 2 ERHE (R 5RR T he
Manager) SCH%) i DNS 2 A=
« Prisma Access (Managed by Panorama) O 3 P 5 22 5 06 55 B 2 [ o o e

« NGFW (Managed by Strata Cloud Manager)
« NGFW (Managed by PAN-OS or Panorama)
« VM-Series
« CN-Series

fEnr LIS . S AE A E DNS 2 i@ 2 &A% F4F R B B A DNS &t HEs. |, B8
& DNS 22214 2 A AR AT 4EIE 7, BRARR L H Rt e PR ke 2 . Hak IE HigtLA R
T 2GRN, ORI CInFE A RS .

DNS 241 H 58] BLREAE B KOs Ealig i B Strata Logging Service [ H 5Efiti 2% (AlOpsfor
NGFW Free. Cloud Management. Stratalogging Service 25) 7EHL. BESRE Ik f077F A7 BUE 15
HIEAT DNS &b AE MR E HREIHE, EAER08kRYE DNS 2R, 4t DNS 24 &k
HiFE I H R (U HEsE0) Fl DNS 24 PEiEl (L) DNS et HFEE D ik % Strata
Logging Service, 1% Pt & fiiG @) H st te i o B AR A 2 IS L &kl . DNS ZAa &R D Re &
DB/ N B SN IESE, I8 W PR #1)#5% 2 Strata Logging Service FI & Kl & RLEm R EE L. BE
TR B 2, B i DNS i sfi i) 74815 2 Strata Logging Service 1 4y DNS %2 4> PERC 8 IH
H. {fH Ha&Eprigi% % Strata Logging Service #3572 DNS ZR g2 HaEse #n . Kk, Pao
Alto Networks K 48 5 DNS K H B A 80 HEs, A DNS 24 HES.

« Strata Cloud Manager

* PAN-OS #l Panorama
+ AlOpsfor NGFW % & it
Strata i #5 R 7%

iR DNS 2241 H 56 (Strata Cloud Manager)

7% DNS 22 -2 B i) R 1 DNS 3 AN & BURTE Hsskaiat b . B\ Srata
Logging Service i F F2 5 LAfF L R 1 DNS HERIHH .

STEP 1| i B4 Palo Alto Networks 72 #ZR 5 AH BB RR RS, 388 i 1) Strata Cloud
Manager .

HERE DNS 24 PEE L 74 ©2025 Palo Alto Networks, Inc.
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Bii% DNS 24 AT B IR s

STEP 2| = fd ] DNS 2241 s 3 DNS A5
1. #H Incidentsand Alerts (F{1%75) > Log Viewer (HEEMHEE)
2. [ EHEAS IR S, IARYE DNSHERIE Hab s, 4

U1, threat category value = 'dns-c2' Dlg#i CHe & C2 i HES. #
S Al DNSHY, R c2 MU AR SCHZ 1) DNS $/31] (ddns. &7 78 %iﬁ)\ﬁﬁ
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Log Viewer

Your logs are automatically-generated and provide an audit trail for system, configuration, and network events. Network logs
record all events where Prisma Access acts on your network traffic

Firewall/Threat ~ @ threst_categoryvelue = ‘dns-c2' @ e h g B Fasto0days v
Time Zane: (UTC-08:00) Pacific Standard Time 2022-01-06 12:48:17 - 2022-04-06 12:48:17 79 results Pagelof 1 £ Profile1
Time Generated | Severity Subtype Threat Name Firewall Threat ID Threat Category
2022-02-28 10:01:56 spyware Tunneling-openresalvers 109001001 dns-c2
| 2022-02-28 09:532-44 m spyware Tunneling-openresolvers 109001001 dns-c2
[Tl 2022-02-28 09:43:24 High spyware Tunneling-openresalvers 109001001 dns-c2
| 2022-02-28 09:34:22 m spyware Tunneling-openresolvers 109001001 dns-c2
2022-02-28 09:09:34 spyware Tunneling-openresalvers 109001001 dns-c2
2022-02-28 09:09:34 m spyware Tunneling:openresolvers 109001001 dns-c2
| 2022-02-28 09:09:34 High spyware Tunneling-openresalvers 109001001 dns-c2

JEI I BETE H DU BT 0815 DNS B AR AL
R Category CHIFID BURTESEANH 6N General (— M) BkeH . R ) 3 AAe
PEAR I R YA AL
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kAT RS

LOG DETAILS 2022-02-27 22:01:56 to 2022-02-28 22:01:56

s

-
® I\Th reat 10:01:56

Traffic 10:02:54

Traffic Details

General  Details  Source

General

Time Generated
2022-02-28 10:01:58

Threat Name Firewal
Tunneling:openresolvers
Direction Of Attack

client to server

URL Domain

Details

Threat 1D
105001001

Log Setting

Cortex Data Lake

Payload Protocol ID
-1

File URL

Destination

Severity

Threat Category
dns-c2

File Name

3-14-161-68.16460707 99 tr.researc
h.openresolvers

Verdict

Repeat Count

1

HTTP Method

unknown

Subtype

spyware

Application

dns

File Type

Action

sinkhole

Log Details »

Log Exported

false

Sequence Mo

612103

Prisma Access Location

US East

S %F@ﬁ%ﬁﬂm%LL%ﬂ AAEIETAIBIE R APT CERSFFEIERE) |
A Sl o s R B . TS ok

oy D S B R A A A S A TR, DA B
Y*Eﬁ?aﬁéﬂ%tiHﬁEﬂmu,

H: [Threat ID/Name (8% |DIZ /) | Wit . BEE

P 1) DNS #9382 1D/ A DL RS0 7EsbsEf T, %A DNS JHiE4Y

. Tunneling:<tool name>,<tool name>,<tool name>,

. :<domain_name>,

He tool name E%E.ﬁﬁw%%ﬂmﬁéu DNS 5 5 Al 1] & Hh 1) DNS@LI/\, [F] Ryt 2

AP R TE B AR (LLE 95 B i B

INEGELISEIP

o IEHH B LR AR FE, AL AR

ﬁ%Tumm%mNmMMWmﬁ%ﬁ 4 A AEUNIt 42 Ja 7 BT 78 R 7 s o

#L%%# %ﬁéﬁm%@%(E$M%f$ﬁﬂms R D ARSI R A

| DNS i

iy ER ,

pEY (R E i

PIGARI e A%, AR

LA AEE B e —
/&%MNmwaMﬂm%anﬁﬁﬂASm¢@E%%@ﬁﬁmﬁﬁam
SE 81t DNS 3 T BRI B 34N 4 SIUR an vE 88~ 7 [Threat 1D/
Name (7 ID/44F%) ] 8

G IVAS S

BeisfH], A REfE HEs LA

HERE DNS % 4 & 31

7
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STEP 2| FEF; JOf 138 8 T8 ] DNS 224 MR FE I 25 5 8l .
1 i®H Monitor (Ei#%) >Logs (H#EE) >Threat (B#E) , R IEHE DNSHEH A%,
F & DL #4
* (category-of-threatid eq dns-c2) Al i DNS %4143 2 2 C2 #9381
o
* (category-of-threatid eq adns-hijacking), M5 adns-
hijacking £/~ HHERE DNS 24 ERfH 5 28 5 DNS H1RFE A DNS 2 3.
o E A H A DNSHIRY, 558 c2 BURSH AR S PR Y DNS 1R (ddns. 778, 28 ki
E D

le ), [ category-of-threatid eq dns-c2 ) 3% .E' rL_c E |

THREAT CONTENT SOURCE
RECEIVE TIME TYPE THREAT ID/NAME CATEGORY VERSION FROM ZONE TO ZONE ADDRESS =]

Ee 03/3110:49:04  spyware DGA:fhdsljfhds.com dns-c2 AppThreat-0-0 trust-7 untrust-17 | 7.0.0.10

E' 03/3016:43:35 spyware DGAjiagifdasvexvexzfdsa.com dns-c2 AppThreat-0-0 trust-7 untrusi-17 | 7.0.0.10

E, 03/3016:43:25  spyware DGAjiagifdasvexvexzfdsa.com dns-c2 AppThreat-0-0 trust-7 untrust-17 | 7.0.0.10

E' 03/30 16:43:10  spyware DGAjiagifdasvexvexzfdsa.com dns-c2 AppThreat-0-0 trust-7 untrust-17  7.00.10

E® 03/3016:43:00  spyware DGAjiagifdasvexvexzfdsa.com dns-c2 AppThreat-0-0 trust-7 untrust-17 | 7.0.0.10

E' 03/3010:48:38  spyware DGA:www.7jla5zcxt77.com dns-c2 AppThreat-0-0 trust-7 untrust-17 7.0.0.10

Ee 03/3010:48:28  spyware  DGA:wnww.pmedpevnt3lgidpsz23njcpé.com dns-c2 AppThreat-0-0 trust-7 untrust-17 | 7.0.0.10

I H EETR H DU AR T2 DNS B R4 AR
8% Category O BURTEREAN HAStatif Details (REANERND TRt b B K HoAh
R I o A 8 L RS AE A AR 7
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Detailed Log View

General

Session 1D 787
Action  drop-packet
Host 1D
Application  dns
Rule CLI-SRV-7-17
Rule UUID  70990031-a700-43cf-9627-03e92e23%{3%
Device SN
1P Protocol  udp
Log Action
Generated Time 2022/03/31 10:49:04
Receive Time  2022/03/31 10:4%:04
Tunnel Type N/A

Source

Source DAG
Country

Port

Zone

Interface

NAT IP

NAT Port
X-Forwarded-For IP

Details

Threat Type
Threat ID/Mame
D

Category
Content Version
Severity

Repeat Count
File Name

URL

Partial Hash
Peap ID

Dynamic Use
Group

Network Slice ID
SST

Network Slice ID SD
App Category

App Subcategory
App Technology
App Cl

7.00.10

United States
35378
trust-7
ethernetl/1
17.001
20988

spyware

DGA:fhdsljfhds.com
109000001 (View in Threat Vaul

dns-c2
AppThreat-0-0
high

1

fhdsljfhds.com

networking
infrastructure

network-protocol

App Container
App Risk

used-by

3

has

@B

Destination

Destination User
Destination 17.0.0.10
Destination DAG
Country United States
Port 53
Zone untrust-17
Interface  ethernet1/2
NATIP 17.00.10
NAT Port 53

Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Client to Server
Server to Client

Tunnel Inspected

DevicelD
Source Device
Category

Source Device
Profile

Source Device
Model

Sourcs

vice
Vendor

Source Device 05
Family

Source Device 05
Version

Source Device Host
Source Device MAC

Destination Device
Category

Close

B HAF AN DNS B, AHEELAIEIER) APT CERSSFEMEE) |

1850 DURGAR T 8E vl A 45 TR, DA B BRAE A BRI i A B S B . OB o Sk
FE PR S 4838k ) H 5508 H 3 [Threat ID/Name (J&# ID/4 %) 1 A, BAJE
P 1Y DNS #9382 1D/ R DA RS0 7ESbsEf T, %A DNS JEiE 4T

I: Tunneling:<tool name>,<tool name>,<tool name>,

:<domain_ name>,

Hr tool_name %%‘éﬁﬁ%ﬂ%%*ﬂ?ﬂﬁ”ﬁiﬂ DNS 7 [ JE ¥ DNSJ@iE TH, [kt

M R B ARG (LU SR 7 bR 7 B

o JBLIHEN ] LU SEFRAZ M FHAE, A AR

Hrar 28R, 8 n] LLZ B Palo Alto Networks%ﬁﬁ/”zﬂiﬂA%jﬁfUniMZ J Tt 5 50 Y R
R R EE. EIEEIRIERERS (FEARZ [FIH DNSIEIERRT ] O "lfEtbiEik sl F

IE

[ DNS “Z4x P4

431
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4% DNS 22 45T R R

i DNS JHIE B HE St . B
G A A st 0 B A Al

| 7]
&

AT PAfE Palo Alto Networks Threat\Vault Fil URL fifiist

lft

PG AR e A% AR B T T LR B JB 1 ] e 22— B ], 4 REAE H R A
& Palo Alto Networks ThreatVault f1 Test-A-Site rhfg 1 2 B8 4 Jo 4 52 s CL4%

EEREE S, se¥Ef) DNSIEE T B ANE B EEA0 4 T0R an TE 11 26
Name (7% ID/4%5) ] B

£ U HiE
* DNSIHiE#YIE APT &1k
1. PAN-OS

Detailed Log View
Receive Time  2024/08/29 13:24:14
¢ Details

Threat Type  spyware

109001001 (Viewin
LI oo

Category dns-c2
Content Version  AppTheeat-8839-8713

Theeat ID/Name  Tunnefingrk_cdnedre...

GESEE D LVASEE

Flags

Captive Portal
Proxy Transaction
Decrypted
Packet Capture
Clien

St [Threat 1D/

Severity high Tunnel Inspected
Repeat Count 1
e DevicelD
10 ot ong 0 00
" ‘ THREAT 10 ‘
RECEIVE TIME TYPE THREAT 1D/ NAME TONE TO ZONE  CAY SOURCE ADDRESS PORT  APPLICATION ACTION SEVERITY

£ | § 029132414 soyware Tonneling trk_cdruedreto.com Trust Intemet  dnsc2 192168510 S3 dubase sinkhole [t ]

"e} ‘ 068/29 132414 spyware Tunnelingtri_cdncedrefo.com Trust Internet dnsc2 192.168.5.10 53 dns-base sinkhole:

E | § 0029132414  spyware Tunneling-trk_cdr:edrefo.com Trust Internet  dns-c2 192.1685.10 53 dns-base sinkhole:  high |

2. ThreatVault
All Source Types v 109001001 Search e

DNS Signatures ~
Showing 1 to 1 of 1 rows
Signature Release Domain Name Type

Name: Real-Time DNS Detection: DNS Tunneling more details

Unique Threat ID: 109001001
Create Time: 2019-01-31 01:56:00 (UTC)

3. URL fifii# Test-A-Site

Threat ID: n/a
Current Release: n/a

First Release: n/a

MRS DNS 224 1
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Home / Campaign

Name: trk_cdn
Nicknames: TrkCdn

id de ion by domain

CAMPAIGN INFO

The through i

IPs in the same subnet.
Status: released
Severity: critical

Created At: 2024-03-14 22:16:19 (UTC)
Updated At: 2024-03-14 22:16:19 (UTC)

Login

Description: The trk_cdn campaign is a targeted email tracking campaign observed to involve multiple tunneling domains and nameserver IPs. These domains
utilize specific DNS configurations and encoding methods for subdomains. They are typically registered under .com or .info LTDs and combine 2-3 root words to

I DNS tunneling under the trk subdomain and configures a CNAME record under the cdn

Blog: Leveraging DNS Tunneling for Tracking and Scanning

subdomain. For example, the DNS configurations redirect all *.trk.<rootdom> to cdn.<rootdom> via a wildcard DNS record. Attackers crawl email lists, using MD5
hashes of email addresses as payloads in FQDNs to track user interactions. By querying DNS logs, attackers can monitor campaign performance and user behavior.
i active, tracking, and retirement periods. Despite efforts to detect and mitigate the campaign, adversaries persist by
using new IPs and registering new domains. The analysis suggests that adversaries operate at the subnet level, mai

ning consistency in domain lifecycle across

© JEATAIEAPT B
1. PAN-OS

Log Action HATRon 1343% HATRo 53

2. ThreatVault
THREAT VAULT

All Source Types ~  wildthing-wooddesign.com
DNS Signatures ~
Showing 1 to 4 of 4 rows
Signature Release Domain Name Type
Narn: genericawidthing-wooddesign.com rore details fhreat D72 vidiing wooddeszncom paies
Unique Threat ID: 618108024 Current Release: n/a
Create Time: 2023-11-24 07:48:57 (UTC) First Release: n/a
Names genericailcthing-vooddesign com more detas [hreat 0072 I v
Unique Threat ID: 618108024 Current Release: n/a
Create Time: 2023-11-24 07:48:57 (UTC) First Release: n/a

HEFS DNS 22 4R 2 82
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3. URL fiiij# Test-A-Site

Home

Test A Site

Enter a domain or URL into the search engine to view details about its current URL categories. To request recategorization of this website, click Request Change
below the search results.

o

Log in

URL: wildthing-wooddesign.com
Categories: Malware

Category: Malware
Description: Sites containing or known to host malicious content, executables, scripts, viruses, trojans, and code

Example Sites:
Home

e CAMPAIGN INFO

Request Change
Name: formbook_¢2

Nicknames: formbook_c2

Description: The formbook_c2 campaign comprises 8 stockpiled and newly registered domains that are contacted by 3 formbook malware samples that are
downloaded from 2 |Ps. They contact various URL paths under these newly registered domains, and these paths contain encoded strings which potentially include
exfiltrated data. Beyond this, the campaign also includes related malware samples and URLs contacted by them.

Status:
Severity: cri mc!\

Created At: 2024-09-05 18:18:04 (UTC)
Updated At: 2024-09-05 18:18:04 (UTC)

T DNS Z24 % H 5% (A1Ops for NGFW Free)

4 DNS;‘@@/%E@ f {1 DNS 531y £° 57 4 AlOpS for NGFW Free [ 3544 4512
1. % AJ ) Sirata Logging Service i i 5 2 LA 77 HL EL#: DNS [ 5536 H .

STEP 1| fgif BLf& 1) Palo Alto Networks SCHE MR 5 AHRBRBSE 102 7%, W68 N\ i L) AlOps for NGFW
Free B2,

STEP 2| #£ AlOpsfor NGFW Free # 4% & £\ il DNS %244 JE FE () DNS 7571

1. J%H Incidentsand Alerts (HAFFIER) > Log Viewer (HEERIBIHE) -

2. [ EHEAS IR S, I0ARYE DNS BERIEE A H ks,
U1, threat category.value = 'dns-c2' DIt HIE A C2 48k HEE. &
T Al DNSEIAY, 558 o2 BN 342 #) DNS ¥ (ddns, 27/, EEHRHEE
%) . BREE SR, R A2 E (B R S R A DL H HAEE
B
B BETE H DUAs AR 1 3] DNS B A& A
2 # Category (JHji)) BURTEFFANH SR Details GEAHEHD Eh&H . B 1 H AR
AR A& A & U R AT A T

frfi DNS 2241 HEE (Strata Logging Service)

STEP L[ ffi B2 () Palo Alto Networks SZHRMR 5 M BRSO 255, 36 8 N\ b il - Strata Logging
Service JEH R
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STEP 2| A5 H S il 6 A7 1 o TR MR AE Strata Logging Service % DNS 22 4= H 580 Bt i 77
5z [, R e 325% 18 Strata Logging Service #iti HEEIEH .

STEP 3| 7 StrataLogging Service #1487 CLfifi | DNS %2 4> 1 B # 1) DNS £ 31

1. i%H Explore (##%) LB StrataLogging Service H sEaH 28 .

2. [ EEAS IR S, WARYE DNSHERIIEA H b,
U1, threat category.value = 'dns-c2' DUt CHE A C2 488k Hak. &
g S A DNS BB, 558 c2 BUR A S AR DNS #71] (ddns. 7778, SR iRAS
%) o BIRETTRMSER], ORI RS0 (R E S R T RAD DL H BEE
[
BEEL H SETH H DU AR BT 2] DNS BLE BIRFAm & Al

4. g% Category KD BURTERFANH SEMALN Details GEAHERD B+ . BB I
FHBA AN A & BN e A B T
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