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Loopback ( Eli% ) RZIBEEES GlobalProtect FREMNNH. FELLEHIF , K4S ethernetl/1

REAADMBENE.

2. ( ) # Interface Type ( A EEEE ) 3RE A Layer3,

3. £ Config ( 3R E ) B LEMA DR SKFENEFTER Security Zone ( 2@ ) , T
R

BADRUEEADHEERTEEEREAHBRE AN EMFE , §l20 13-untrust,
BAIFAEERAIFES , Hl0 13-trust,
« MRERKRBIIESE , FHIE New Zone ( FTEHE ) . £ [EBF] HESRD , ERFEEHH
Name ( B ) , ABRER—T OK(HE ).
4. ®HEVFEER Virtual Router ( [EHEERHES ) o
5. BRAEER IP it

o ¥R IPv4 it | BEL IPv4 |, AR Add (#3138 ) BEIRIRENEN IP AUt MBKES | Hlan
203.0.11.100/24,
HH IPv6 {uit , ZEL IPv6 , Enable IPv6 on the interface ( £/ E LRUA IPv6 ) |, A% Add ( #
1|]) BEIRRENEMN IP AZut MBKES | i 2001:1890:12f2:11::10.1.8.160/80,
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6. B—T OK (E ) RENHEHMERE.

STEP 2 | 7E 2 & GlobalProtect FERIFH A& LR EBEBEN T , XN HEAE S LE GlobalProtect FEA
EXFRIM VPN BEE,

S EENEREE P fia , BECEEBAEKE. WA WAL P SRS EENTE
() nsmmmtsartRsrans .

ull

» HEEE VPN BEK IR RS TR User-ID,

1. 1#E Network ( #8%% ) > Interfaces ( ST ) > Tunnel (B ) , A% Add ( #i8 ) BENE.
2. 7E Interface Name ( N HER ) WP K WARERE , HlW0 .2,

w

. T Config ( #H%E ) HEH , iBE VPN BB LK Security Zone ( T2 M EE ) , TR :

EEFALCHNETESEABENKILY  FRTHXBFEPRIZKES,
( ) EERSARY —EEFHK L VPN |, 555118 New Zone ( #EH ) . EEFHHFES R
f, EHBHELMN Name ( 2% ) ( 40 corp-vpn ) , Enable User Identification ( XA 5 &3
Bl) , REBIE—T OK (FEE ).

. # Virtual Router ( FE#EE5 2T ) 5XE A None ( &),

. RIEIER P it

« BRIP4 fzst , BEIPv4 , R Add (#7118 ) REIRIGTER IP A MERER , fia0

203.0.11.100/24.,

B IPv6 {uit , 2EL IPv6 , Enable IPv6 on the interface ( £/ E LRUA IPv6 ) |, R Add ( #
1) EISRENEN IP AUt MBEEES | i 2001:1890:12f2:11::10.1.8.160/80,
6. B—T OK (& ) RFE/rmiERE,

STEP3 | IR L ERKREBY ZANERZEEK L VPN ER , FEVRSMEIERER VPN BiFEK
NWEFESZERE.

Flan |, THIBERRAENAI1E corp-vpn EiFEE 13-trust Bz EERRE,

[Sa RN

Name Tags  Zone Address  User  HIPProfile  Zone Address  Application Service Action
1 VPN Access one fE) corp- an any any B 13-trust any

STEP 4 | Commit ( 123 ) #HAE,

GLOBALPROTECT BB &i5r | Mm 15
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£ GlobalProtect Jtf 2 BEUA SSL

GlobalProtect Tz BB EEIAR R IEIB SSL/TLS ERB AN, At , ERESEG2H , BHLEE
EER/RRELERE  UELATUSEREPNEERE. TIHEHRFAEE GlobalProtect BEMNZIE
BEDEAHZE, RUARSEMEER , TRHELEIBLERBENWET !

+ B3R GlobalProtect BEZE

+ GlobalProtect BE HEMCE

o AR BFEBZZE GlobalProtect JTH#

B35 GlobalProtect BH I 2
FERUT=BEARSE , ALl A& GlobalProtect THE 2 [ IREEEH

.« ) A NS RREAREBNEE—HR GlobalProtect FE AR RASETE GlobalProtect 3%E
ZHERADRELY , it ERRR S BEERETHEEL HTTPS EiR.

s TEBERE_NRECHEECHDLE CA, BULEALLASE CA it H S8 GlobalProtect T4 %
BB ARBEHEAINEHEADBHERMEBENPE ARG L, KN EEREFEL GlobalProtect AR
¥, ERERT  SE4ERRCAHYCETIHELREERBIRNE CABR,

- BERFENERLULUEANRUEEEEREEN CARRE , Y EMATRAFE GlobalProtect TTH 2
BB, T8, MRS REBREMSZMEBRTIRS , AUTREEH. MRSREBRSE , —&
FAEKEEF-NEREADPULEBEIERESR, ZEMLEBESRRE  SULUEBFHARNIE
AREEEHNEDPNIF ( FI0 Active Directory FHER Y H (GPO) ) , B REZBNR CA BRIE
EFEmE,

GlobalProtect B &IEMCE
TR EEEAN DRSS T ES TS SSL/TLS B -

BHERF/RIEEE

CA B ARHBEBRHG MREFFEFERABREBERE , BEEHAEH CA ARk:S
GlobalProtect T4 B =} Palo Alto Networks B K BESE CA BFE , ARHERMH
CA S Z GlobalProtect A O 485 1 B E B,

ADMBUEAARRRE | A& GlobalProtect BARER | » MEBFE SSL/TLS RBREREPMEA. BT LUER

& BYEAOMIEE HTTPS & FEA O EETZIAEMERRBRER | R’ERA
#Ro A48 vk A AR AR R = o
- REMWIBHEE CAERABE. ER&RRENA

=, MARLBREAERIBEHARTIEA OB
BNEEEER , MTAEELRIBB]IR CA BFE,
MREEBREASHHN., 2N CA, BEELARE
EAOPBLARIFTHNE CA BEEREET
GlobalProtect FEF 2N MR Bho BB I BBy LE— A%
FRAEENBAODREEAREIRRES.,
BRENBEAARE (CN) REBFIA (SAN) L , HER
EEGFAOBPLZAER IP L FQDN,

—RmE , SEADRBLHLEEETC BN ERES
BE. B2, NREMHARN N A LTBE—FEREA
O , AIEXEARENMAOMALERAMEBNE
E%O
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BHERF/REFEE

MREEMBNNEREREEAOMY  RAHEE
BEHREEAOMALEEAERN REBRERR
SSL/TLS RIERXERE. MR ECFKREAERNERER
ERSEE SSL/TLS RIEFRER , MEREERATE SSL
REHEAODBLNRELBREE,

A8 fm BR 28 B

A GlobalProtect FEARE T
B EEFIERN HTTPS &R,

WBRFETE SSL/TLS BRI ERPHEE A . B LUER
EREREEPENEEBRERERE , RIERFEER
BRES R

ER AR CA RIARET LEE CA BRRE , XFEHZK CA
BREREEMEBERRE.

BEH CN & SAN #1I , M ARSI ERARKRERE
Z TR FQDN = IP {3t

ADB A LUAR IR REAS RAIEAR CA BRBMHE
GlobalProtect AR ( AORMEBRERELER
PEEENR CABE )., BER , FHER CA BRER
AZEEFAEZICEENERENESRHLHE CAHE
REERRLYTEMLEN,

—MmsS , SERESRSEEECECNAEREE
. B, REHARN M ELFEE-FEEAD
B AEER VPN 7H , Al A EEMETHERE
— R ERE. FAREME  BFEALA CAEE
E"JZ@%O

MRSEMBENNHEREMEEA MY , RMALE
BOHREREAOMALEFEAERN SRR ERR
SSL/TLS FRIEEXERE . MR ECFIREMAERNEER
EREEE SSL/TLS RIEERERE , MERESRATE SSL
REHEAAOBUNRELBEEE,

( ) AP w8

FRE GlobalProtect FEFTE
RERE/ A DR EHER
HTTPS TEP& R YA E
BE. EHRRIAEERE
KA i 7 B 9 s B T AR
BB

NFEHRAFRBRETHSZNE  FEAOPLRE
AEBBTIAREZ-—HBNBEARERAFRBRNE
ZEAER,

BT A WA R A RERY GlobalProtect FEFTE
ARENE-AFRER. EBLERREAOMR
WA EA ORISR BEEEREPGHEZE , 8K
Local ( &<# ) A Fin/B=E.

- FERAMEREIMIGE (SCEP) LUBA
GlobalProtect A O#8YL , RMEPEH—AFIHE
FEZE M GlobalProtect EATEN ., EIBERE SCEP
Eﬁfﬁgﬁﬂlﬂi , RBEMA OB REBEESALEHH
ARERE,

& 185 GlobalProtect %% % : shal, sha256. sha384

=} shab12 EEAFIRBER , FATIHEEERE X

Z—o

BE-—MEAER , BULSEHAEMKSSE—RF

WERERNEESEiRE,

BEEREREAFPREBENER T ARREWERE ,

WEREHMRELERSE , BHEAFHERE,
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BHERF/REFEE

( ) BIEBE  HMERIFREREAHMMEE | - ELA GlobalProtect i % : shal, sha256, sha384

EHERRGLBEH B sha512 EXFAFHBERE  FRATIHREREE
BHAFHER. REKE Z—

HEHBE WML (i - MBREGHAELEBADGE , KEEKRHA
CN=laptop1.example.com ) GlobalProtect FEUZ 8 , £ fEAE B/ PKI ERERE
REmRE , MIFEAE. B BRESKHEBRNBSESMARE, L EHERES
BRRESETNHYTE FEBE,

SEREESRA OB,

MEEZAL , FZEABEEEEAERFE VPN,
BBEEEANEZSEREN
FREEEEKER.

EL

GlobalProtect BEEXR

WZE ARE GlobalProtect i3, AOMGERME MEZLBANSRBEIFMEN , BF2H =
# : GlobalProtect FEFARER INZHEE .

#& 1] AR

22 BB LB F GlobalProtect T

LUTRBERT A SSL/TLS BREEFE E GlobalProtect T SEMES R -
RE MW LB CA EAMRESEEE.

#t# GlobalProtect A O#8u4#E A A& th h R CA MARRERE. EEZRER-RERE

Ea ALY HTTPS Bl , MAREREIEATSEEBBNEE.

z£ B CN & SAN #ify ( MRBEA ) , LAFESEEMARE ilﬂﬁiﬁﬂﬁﬁﬁj’rﬁﬂﬁﬁﬁ

FERBEERM L EEEANEN FOON % 1P {1, XEBATTLEILE,

CEABRR Y  EREABRESBERTRENEERAEN , MELHEERARERLASRNER]
B

1.

.U".-b.("’!\J

o

7.
8.

iZHY Device ( & ) > Certificate Management ( BEEE ) > Certificates ( 7% ) > Device

Certificates ( HRERFE ) , A% Import ( EA ) FHEE.

f£H Local ( A<# ) BEER (ERE) .

8 A Certificate Name ( B &% ) .

W AEWE CA K Certificate File ( BEER ) HNIKKEEZHE , = Browse ( BIE ) USHRER

# File Format ( £33 ) 327E 5 Encrypted Private Key and Certificate (PKCS12) ( bﬂﬁﬂxkﬁﬁﬁ'
B (PKCS12) ) .

7(1_: Key File ( £#8# R ) M P# A PKCS#12 BRI EEZTE | = Browse ( BIE ) LS HRZE

*o

BWARRINBLZR LB Passphrase ( EHZE ) , YEF@A,
B—T OK (HE ) EARENSR,

BT ARETE GlobalProtect ST 25 B R HEBRFEHN R CA B,

O EAOMUEME CARR , UEAXBEARFMERZELHHAFRBRAREERE.
A

ENBEEREZBNER 28, BXSERIUE CABE , AN A GlobalProtect THEBRF®
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1. #HY Device ( #& ) > Certificate Management ( BFEE 2 ) > Certificates ( FF ) > Device
Certificates ( £EBFE ) , AR Generate ( E4E ) FHEE.

5/ Local ( A<# ) BFEW|E (FARE ) -

& A Certificate Name ( ‘BB ) , #flW0 GlobalProtect_CA, BRBBTHEITEZH.
FE7012HN Signed By ( %8 % ) M ME. |FEN Signed By ( %EBE ) , BEERESE,
A Certificate Authority ( B ZREN ) BE,

BE—TOK(HE ) A EEEE.

onhwNbd

FERAAOMAY EHIR CA , MBI BREZSAREEH.

O FRETENENERERVARIER  YENG IS THRMEEERRNEERTE
g (MRERFEEBRHPRENNE) .

> EREARISSEESD , CN fl SAN MAUAWESLE—H. MRESRE , GlobalProtect {32
I EREEATH CHTEELEE, MRS Host Name ( THAHE ) Bl SRS
By BRSNS SAN 1T,

NE , AL EAMERRIMBERRGE (SCEP) AFERKREELEMN CA AREFEF.

1. iZH Device ( #£& ) > Certificate Management ( REEE ) > Certificates ( BFE ) > Device

Certificates ( RERFE ) , A% Generate ( BELE ) FTNWEE.

M Local ( A<# ) BEER (ERE) .

i A Certificate Name ( BREE®E ) . LEBTHEETEEK,

7£ Common Name ( BAEE ) ML+ , W AESERERIER FQDN ( ) 2 IP {iits

£ Signed By ( &% ) Wz , BEEUEE UM GlobalProtect_CA,

EREEBMESE , Add (#i8 ) YESARME—FBIFENBME, B, WREFHE Host

Name ( T#EHE ) Bt ( LEAEFEMN SAN 1z ) , AIXEHEE S Common Name ( BRER ) &

ZNETLHESE,

7. BARSIEFETINRRE , BFEME Algorithm (JEE% ) . £ KE ( Number of Bits ( LT
%) ). Digest (#E ) SEE LM Expiration (IBH ) (UKXBEN ),

8. B—T OK (H#xE ) BIAIELBE.

S

ERAEERRIMBAWNE (SCEP) UERR BB LN CA RRBFEE.

O SHHEETENENESAA DR EREEREE I SCEP REE, REBFEHSE SCEP 5%
i TEAE LA 31 % GlobalProtect Jti#y [l B2 B &

S EADBEAMERREERS | ON M EAESIE FODN (B3 ) A IP it |
I TNt B A B S | AR SAN M — 5

g ARTHEXEBMIERRERE (FIPS) , MEXERMA SCEP {@R27M GlobalProtect A
A2 MW E SSL BjE. (FIPS-CC REBTRBEABEARRREMRES, )

ERERTHER , AOMMERBEIB SCEP SRERAMRERR CABE., MERI , EHAOMBUH
B KB EfETE CA BT , Y& Device Certificates ( £EERBHE ) FESPE T
1. %% GlobalProtect A O #835=k B E SCEP REMRE

1. A Name ( &7 ) , BB EHE MR BFL SCEP RERBMNTH. MRUBREEBAR
ERZEERARDENM AR , FEN—EEFRHKDR Shared ( HA ) FRRERTAB

Location ( L& ) o

GLOBALPROTECT BB &i5r | Mm 19
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2. ( ) %€ SCEP Challenge ( SCEP #k& ) , iE2 PKI MZBEFRNA O < EH E FE
B, fFREM SCEP fARESEE Fixed ( BE ) BkEZHES Dynamic ( B1RE ) HiF , A0
- AP RRREREZBNEEIMA OTP & SCEP RS, HMREIRE SCEP $hE , ERILR PKI
EEENRE,
3. BREA OB FARERR PKI 1 SCEP Al fR23#Y Server URL ( falfRE5 URL ) ( i
http://10.200.101.1/certsrv/mscep/ ) o
4. 7£ CA-IDENT Name ( CA-IDENT 8 ) RuP@AFH (REZAA 255 EFx ) , AULER
SCEP falfR 2%,
5. A SCEP RIRESFAEA 2 BEFE A/ Subject (X5 ) BB, TEMXBEEEER CN=<value>
FHZERTRE (CN) €88 , P <value> RAOMBILRAER FQDN = IP fizit,
6. iEZHY Subject Alternative Name Type ( EEBREBER )  MEEBENETEREEBEREIES
WAETHHETE , BH RFC 822 Name ( RFC 822 % ) , &t LA A DNS Name ( DNS &
B ) LLARFEEER , = Uniform Resource Identifier ( #—&REB11E ) LA BIR A HEIRES
BENER.
7. Eﬁiﬁgﬂﬂ@%ﬁi , BREBEFEEERN LB RE ( Number of Bits ( Z7t% ) ) # Digest ( &
=) EEEZ,
8. SREBEBEAFNAR , ARESR (Use as digital signature ( AEBUEE ) ) HIIF ( Use for
key encipherment ( FI{fE£#@MNZ ) ).
9. ZEMRADOMILERZIERR SCEP @RS , 558 A CA Certificate Fingerprint ( CA BFE 15
#) o & Thumbprint ( #84X ) #{Y SCEP Al fRES N EENE I8
10.B A SCEP Al fR2SEE GlobalProtect A A3k 2 B/ F B SSL B& &%
11.32—T OK ( #E ) A% Commit ( 12X ) F&E.
2. J&HY Device ( £ ) > Certificate Management ( ‘R EIE ) > Certificates ( B ) > Device
Certificates ( HERE ) , REIKZ—T Generate ( E4XE )
& A Certificate Name ( B EH ) . LBBTEITEZEH.
4. i#EY SCEP Profile ( SCEP SR EfE ) AAR BB R M RARFZBINESR , XEFHLECAEEEA
OB EE , AERZE—T OK ( BE ) AELE B, GlobalProtect AO#ILEH SCEP BREREAKN
ERE , BUEZ CSR BEM B PKI,

w

B A A B Y ] IR BF BB FE I E SSL/TLS BRI ERE,

1. ZEH Device ( #5{& ) > Certificate Management ( BFEEHE ) > SSL/TLS Service Profile ( SSL/TLS
BRIGERTERE ) , A% Add ( #7118 ) #THY SSL/TLS BRIEERERE.

2. B Name ( B ) LA BIER E AR FIZEUERE A S 4 B MY A BRES Certificate ( B ) o

3. E&AFFHE GlobalProtect Jt#f 2 BBEAM SSL/TLS IRA&EE ( Min Version ( &{EMZ ) E Max
Version ( &RERA ) ) o

FERMEEANZ M , A Min Version ( HFIERZA ) 58EA TLSv1.2,
i
4. B—T OK ( BEZE ) LAE7F SSL/TLS BRIEEERE,
5. Commit ( 123 ) 88,
HBEBRFZBNERSEEE.
s EHBAOMENIR CAFMERNBREBRAREEE , WECHEAZRE.
g - FHLAESERERRME-NAKRREE.
s EETHRESMNERE  SXUASE CABIRMEADBL A HEEHIIREH

Fimo

A O UL E IR,
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1. i®H Device ( 5%f# ) > Certificate Management ( BEE®E ) > Certificates ( BFE ) > Device
Certificates ( £EEBFE ) -

2. EMERBHRERE , REIZ—T Export Certificate ( EHERHE ) -

3. # File Format ( #£ X4 ) 82E % Encrypted Private Key and Certificate (PKCS12) ( INZFAA &8
BB (PKCS12) )

4. WMARARMBZILZR SR Passphrase ( BiE ) , Wi TR,

5. &#—T OK ( #%E ) T# PKCS12 mﬁ;’éf&%ﬂm{iﬁo

EARELHNER :

1. i#EBX Device ( #& ) > Certificate Management ( BB E®E ) > Certificates ( BFE ) > Device
Certificates ( ZRERFE ) , A% Import (EN ) BF.

2. A Certificate Name ( BREZHE ) .

Browse ( BIE ) LBRIEMEEZ RIS ERF TEHM Certificate File ( BRER )

4. # File Format ( #£R#%&= ) 52E 4 Encrypted Private Key and Certificate (PKCS12) ( INZFA £8
2B (PKCS12) )

5. WAZERAOMEE LA SREFARMNER Passphrase ( EMEH ) |, LHETHERR.

B—T OK (HE ) EARENSR,

7. Commit ( 123 ) FEHETHEE,

w

o
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=
K

GlobalProtect™ A AL FFEE S B LERE —REHE , T 2EEEH GlobalProtect R, &
MBEEETAOREMEEREZH , SRERBRT, UTLHFANBIENERIRE | 2L
R anfIE%5E :

> B GlobalProtect {# /i & 5%

> BRENIPEFE

> REAFRBERE

> REERRBE

> F%IE strongSwan Ubuntu B2 CentOS if; B B 5%
> ERTE GlobalProtect LAME1TZ R FHEH
> A VSA Z RADIUS falfRESHIIR R

> FRFBHEYRE

23



B3 GlobalProtect £ F & B 3%

GlobalProtect BN BRERAA QML | SETEAERI|AOML, MEERFERID , GlobalProtect
A O #3EE3X GlobalProtect 3R E , HHPSFEEARAERNFEERE  UREEEEZERENHAF R
BE. R THIRIFZRECR , EARASERERETEP—BAEALEHIEENEE, AASETHIRM
HACEBRERNER , AteMtEE—REAEETHRSE,
ADPHEEEMENZEHERERERENERBRBEMAEFTRE. GlobalProtect 2t MERFELRE |
MRGEREERARSETHNRBEREER/RBERERE.

F M GlobalProtect B 5% 5%

AR MTNEERENZEZEM?

F /) GlobalProtect B & 3%

T&R#ER T GlobalProtect RS EZX BN M FEASREMERE S %,

S\ERERFE

RAFimBRRE

FEREN (THUAERAER ) NSRERE
BE-ZA

FRERERIBERTHUEBE AP ABMERBALSE, ILRBRIELFAE RACEESHE
GlobalProtect — i E#EfEIRFE , AU RBBEFENENBEFFER,

SNEDERRE

5\EB LDAP, Kerberos, TACACS+, SAML = RADIUS fR# ( SIEHREREZUERAERRIBEIN T
B flin—RH=E (OTP) B ) STHERERI . BANDRE

BAUARSFRKRER  TEARFEIBRERBNRE,

S2ERARBREBEBIRER,

EANBUuENREREREEAFRERE  LRIEECAELREN KRR OS.
& LL A {8 GlobalProtect THMERATREIMNBMBRER. MERA , F2HE HENERE. ARRIFES
BRIEIRTFER VPN ( BREERERE ) o

N MRS A OB EERASER SAML BB ERAEETRSE  FHE—%H (SLO) & |
#17 GlobalProtect AR 4.1.8 HE R RAHY A E A EELIER Sign Out ( B ) EARE
N M SLO BAAERER , #1T CGlobalProtect EATE 4.1.9 REFMAH FE A E SR
Hy Sign Out ( &H ) ERAER,

MREA OB FEERAEIR Kerberos BRBHFERAELETRE , EEAENEALER
FHEETRFIR | S EEE Sign Out ( & ) GlobalProtect FEAE,

MR B K A FF GlobalProtect FEFAT2 Save User Credentials ( 7 &2

& ) ( Network ( #88% ) > GlobalProtect > Portals ( A O#834 ) > <portal-config>

> Agent ( REFRER ) > <agent-config> > Authentication ( &% ) ) , EERINEA
LDAP, TACACS+ 5 RADIUS /7B , 4§48 %2 R Sign Out ( B ) EAER.
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PP i B 7 R R

HHEENRZEM , BUUREANRPERFEEREHRARNEIEZS , SEHRAFREBEREEME
RESBERREBERE,

LZERVEHAE  BRELZ— , NEEBBMENY , XEBRIEAEERE,
HERITRMY  BENEIEMULARBIRIBEEE K MECRAERT, (EBERAERSE, ADB
WHEEEEAERAZIRI R, )

S MRLSADBERMERASAASHERRBHERAELTRE  SEAEEEARSH
BEANBER | IS ARE Sign Out ( B4 ) GlobalProtect AR,

HREERAFHBENRERNARRERE SERAESRVIAFRER. RUEBENRIBREBRIERS
HEFEREAE - K HERREEXNEET  AEEAENEEE -3

EENBEHRERAENRME-—NAFIRERE  FEM SCEP, EEAELRZAR , AORUFRKED
M PKIBR. ADMBUESEUBRRLSEBER R,
BEMNEMENAFRBREMARUAERBERNERE , SEH AMREH Local ( A# ) BFE.

EATENBEREEUERHMERNBTERFROAFRER. BEREEEEEAESBNERER
HMAEAR ; FH CABE ; B THEMRREN ; LREBRTE CA BRBIBRENSE. RABERNTE
ERPRMNEAEREN B , ELAEERABNDRBEAAOPLL  BEBIREEPEANERR
HEZRE.

BENEEEEHEARERUIESFEAERE, NRBERERIEE [Username Field] F8 [£ 5] , inBhFT
HTRINEREXLECSERABBIASERIER. NRBHRREREIEE [Subject-Alt with an Email] = [ &
78] ¥EB [Username Field] , imBH RV BB L BB SHEMNL , & GlobalProtect EAER B A O L=
EBRER K 2SHEACERAEEBER,

GlobalProtect th X EBRAFHF (CAC) REZFXBE , AFKEREREE. EBELF , BEREREL
AQEHEEEFN CAC PEHBRMNE CABRE.

MRABEERFHBIERE  ITEBEADBUREPREAFHEBR  EAEERAEERE , mHSER
HEBE, NFNAREAFRBERENES  F2HE EiRFE VPN (BEFREE )

SERARRE

FEREREZRE K AODPGLIFEECEAREERTREBEFERE , 01— XMHEBH Active Directory (AD) & AR
T, BB BEREHMEEENEEMNRIBRERZTAOMPUE/RBEERE , REAERERE,

B EREAOMENFRE , UERARBERRENRRESEHTENRE S E. EROM , £RELAERBT
HERNMERGIKIIBRE , TRFIERER,

MRBREEREEIEE Username Field (FHESBEN ) TERFEAEEBNEREIBEN , SN IPERFR
KEBEACHAESBRBEREPNERENDRIRE. Fin, MRBIFREEPH Username Field (
AEEBWMAL ) BES Subject (XE ) , AIRBEABBRMUTNESERAERESRR , ERRMAMKRS
EXNREEAEREH., NRETRRGHEAEEARIFTINERAEERRTE  FRAERIZEEPH
Username Field ( fEFEBTBMNL ) BXEA None ( & ) . AR THIFESHEZEBEARHFEHFE VPN,

ERAERX (TURERSAER ) NS RERFE

( ) BRTREEEEMBRENHR, FARRENRRER (S, MBEEAEX
HREEAKEAER ) |, GlobalProtect ERAEXTUBAY R REAEUTHRESERNZRE , £FIUE

faii
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( ) BIERAAE—& A (SSO) B |, GlobalProtect RN & #FAHEK Windows B AR
FLLE BB R GlobalProtect A QML ERRIE W B Y ELR, B UREEARRNL HEHHEEEE | LR
R Windows £ i & T LA A 15 0 R P AR s IR i B BR BB M0 4R o

> MREMAE—-F A , #17T GlobalProtect BRI 4.1.9 X EFMRANFERAEEMLA SSO K
& SmmE  EEEER Signout (B ) EAEX,

FERENMAAEZRHEAFER A/ ?

KR , SHEARAOPBUEEANRMIE | GlobalProtect EFAEXSEXHEAHBNEARRE. EFEREAO
ELERHARRER M/ AERRERNSHEERT ARSI RESEME.

HAEABRRNALE , Bt LLEET GlobalProtect A OMBUEMEE—AEE, NI, HEFH—FEFEAE
( 0ME— OTP ) . JE GlobalProtect A QMR FEERRE A —# OTP , MA LR RIEMHBRBREEA
FEENFRFE.

ERMERETUERAREARARREITA , UERBEBRER ¢

A O #8uh s B8 LAY Cookie B R
HEAE M HFTE RENRE

A #uh =l & /Y Cookie BaF

Cookie BRE AL —MEAENRIRRE , RAMMSIBEFTERAAOMUERE , S AZE OTP
Ropl#ETAORLERERE, EERK/MLERAELRRARENY  RESEAENER. It
%, Cookie RFFEMEAEZERBIREA R BRRENMA VPN 2HUE,

B A A OB E BRI FER LT Cookie BMERRTE ( fla0 , B ERME LEREBERER cookie 77
BEE , MREBHRBER ) . EFADMUSNEEZBERE cookie Eiﬁ%ﬁﬁ , AOBLMEESKEER
cookie i’ﬁ%ﬁﬁﬁ%‘o EERARENIEM cookie B , ADBURFERIEREM cookie 78 B EFLME cookie 2
BEM. WR cookie ®H , GlobalProtect BEIRREAERFAOMUDFE, ERJFRIE , AORH
HEE R HERER T cookie iR B AR REEHFHHBETE,

BERTHIES , TREGBBREAN A QMBI cookie FERBARER 15 X , EREHREFANRE
cookie FEREAIRER 24 NF, EEAZEEEBAQMBURER , AQMPBERHERRE cookie. MR
EXR% , EREEAEREAOM@U , BF cookie MEAEN. BR , HHEXER , FAEERERFE , F
EASFHE cookie FEKBYMERAECBH (5X>24 M), REEASEDRAEAEEZBRERE
WHERDBFR , WEIBREE cookie, FETE cookie LAWY ELUBRMREFE 15X, YEREL
78 24 M,

MFWMAERRENES  FSEREER=RE,

B ERO B E RIERFE

BRERERE , BULEEAOMEN/RHEEE (AZ. ASREFE ) , BEREAZERNYEENR
F. BAOPUEREZSETRNRERE (TR OTP AL FEMNE AR ) B , LA ETNREERE.
HRGZIRWSAOBELREE , FABRXTSEARF | UELATEM GlobalProtect THEFIZE
o 1&"\EIJ«>{¥9‘)\Dﬂﬁﬁﬁﬂﬁ%ﬁﬁﬁﬁ%ﬁ*ﬁlﬁﬂ’ﬂféﬁ : ﬁﬁ%?;%ﬁﬂi OTP AR ZE S se 7 ER it
HRAXZHBRBE R FIENRE.

WMFMAEREENES  F2EFREER=RE,

FEREXMANEZRHAIERA/ME ?

E#% GlobalProtect % E &£ A A F i B3 LLFE macOS = Windows i B E{TERTE |, GlobalProtect 4 H 7R
ERAFIRBRULEA DML/ REEETEE,
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EERTAFHRBERESEN  EXEFETIER

s BERBEVABREREEN (CA) , ZREENVALEAORAENPMEREFNRIREEFIER,

- BRECAFRRIFEN  EHRBRIBESEHEEMEENER,

o BERMURBEFHE (10 GlobalProtect AR ERRBEPRE ) . KR , GlobalProtect FEFA
EXEASECFAETHESKENNER. IRTEE K EARIXZRASEHMSTHRESEK. RAE
LSEREHAEFTHE , & GlobalProtect EF RN EEAEEHERKREEBE , TS EHUBIERERS
. BHEZE GlobalProtect ERAEXEE—BABREFTHERSKEBE , BFEEEM GlobalProtect A4
R IBRE N R E B ERE Client Certificate Store Lookup ( A FimBREHREER ) #HE,

« BFEETE GlobalProtect A MM AR ERXREFEENHMBNERT, EEEEHMBRN , BXEE5
BENYHE BN (OID) LA EEH GlobalProtect A O#IERIBRE X REHERE Extended Key Usage
OID ( EMMEMFEAIBEROID )., OID 2—8E , HEETEFHASENEARXIRYE , BEERE
REEN (CABHEHEUK , ZEARXIRESEDEEZERE. NEEZIEE MK BET OID HFFHE
B, B2 OID WEFEIER,

ERAE—ERFHBIENANLERE K EAEASEDERAZAFRERNETRRE. AWM, EZEA
FimREAEELTERE , GlobalProtect ERREAERIRM LN AYAF K BRFETENAFRKE

o GlobalProtect AEEMAEE —NERBERMWMAZNAFREE  FAEVTEISNEZZIB—E
BE. AR , RAEBEABREEN (WOID AR ) NBRFRERGE N TAAFREBENBTE. W
FARELBFTEARRN C ELREMRENEMER , 2B B5] GlobalProtect {2,
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"X TE Nl B BE

BT THERAZ R WIERE GlobalProtect ACO#BISERRE , M ERNDRERE. XENRERBIE
LDAP, Kerberos, RADIUS. SAML % TACACS+,

¥ GlobalProtect th X RAHMEME, EREAFMRE BV —EAFREREENE
L ( Device ( &%f# ) > Local User Database ( AEEREERE ) ) , HPTEERERT
GlobalProtect FERHI £ & MBHHE , RRSDRBBREREANERE,

MEESAL , FFSH ZIEM GlobalProtect BFE 5% o
RENFHRBFHREDE

+ E%E LDAP B ¥

« ERE SAML Ba ¥

+ FXRE Kerberos B&

. ER%E RADIUS 5 TACACS+ B

G E LDAP E& 3%

FHEMEER LDAP RERERBENEAEEANPRERTE. At TAREERARAEAENARE
o

STEP 1| B fAMRARRERE

AR EERBIANRE R | WS R AEERENTRE RS RS H AN EHE FRRERR
S WS

IR &EH LDAP E#EZE Active Directory (AD) |, BI%4ZE A %{E AD #3155 37 BRIt LDAP
fRIARAR R ERE o

1. JZH Device ( (& ) > Server Profiles ( AIfRZEFRERE ) > LDAP , A% Add ( 138 ) LDAP fAlfR25%
EE,

2. B A Profile Name ( R EEEM ) , fili0 GP-User-Auth,

3. MRUBEEEANREEZSEERRKRIIENLAAE , BRI —EEERMN Shared ( L ) AR
ERE T A/ Location (L& ) o

4. ¥—TF Server List ( AIARETEE ) EEM Add ( #i8 ) , RAEZWAEGERJARBAAENENR , 2
FEfAARES Name ( &% ) . LDAP Server ( LDAP fAlfR25 ) IP {uit ( 5 FQDN ) & Port ( BiZE ),

5. EH LDAP falfiR2% Type ( EH ),

6. B A Bind DN ( 2% DN ) &2 Password ( 15 ) LU= RIS REER SR BH A B

7. ( ) MR EFH LR SSL | TLS ELX2HEMR B 8k [ RES , FFAUA Require SSL/TLS
secured connection ( FEE SSL/TLS T2 &R ) iB1E ( BRACKA ) . wEEANHER FRREE

EERME
389 (FERR ) —TLS (HBBIREBE LA StartTLS BE , ARFARMEREE TLS WK FE
o )

.+ 636—SSL

. FAHMEEER HEEAREHFEA TS, EEKMARSTIIETLS , AIEESEEMEMA SSL.

8. ( ) BTEBENNEZSE | FBRA Verify Server Certificate for SSL sessions ( #E53 SSL T /EF &
HEARES B ) BE , BiHHENE&MARESA SSL/TLS EEFERNER. ZERARE , Bthit
AR A Require SSL/TLS secured connection ( E3K SSL/TLS Z£E4R ) #B1H, A TIERER , BE
PWERBEATHREZ—
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NREERFFENR : Device ( i%f# ) > Certificate Management ( BRE®E ) >
Certificates ( /87 ) > Device Certificates ( FZEBE ) . EELE , ¥BREEAZRE,
BRESEENAZEENEREEELEED : Device (#£(& ) > Certificate Management ( B
& ) > Certificates ( 3 ) > Default Trusted Certificate Authorities ( BRI ZEEBETE
Bfy),

9. &B—T OK ( HE ) REFFRRB[HRERE.

STEP 2| ( ) BY BB RRER.

RN EREEANMLIRAEEREBFEAEREANARSREE. EAOBUNEEL |, BALE
E—EASZERIRERET—FARZERAFFREBFRTEE. HAAFRRIBXEEARIBRERNME
Eimak (s A EERENRE |, F2ENE GlobalProtect BB MR E ¥ GlobalProtect A O #3152,

N EEAMCASERNBTEEHBHZRE  SACEENA , FEEFERAEBEEAR
l 17 EL VPN,

MRERENBHBEY , B RERE LDAP ZEF LA AR/ & E A GlobalProtect, 7
AR, ATEEARSERREREA DMLY , B REEE A AFE  RABEIERER
B—ERRZR. SEmpELEAERE | FEADEBERPRERFEIL ( Network ( #3
B% ) > GlobalProtect > Portal ( AO#83% ) ) , LA5E GlobalProtect FE A2\ A Cookie
REAOMAY , FARKZHRERE.

1. JZH Device ( §&fi ) > Authentication Profile ( BREERENE ) , ARIKX—T Add ( #1318 ) RIHEER
EE,

B AGREREN Name ( B8 ) -

# Authentication ( B85 ) Type ( EH! ) 52 E 5 LDAP,

BEURTES R 1 PE M LDAP B Server Profile ( A AREFRRERE ) o

#i A sAMAccountName {E & Login Attribute ( B A% ) .

R IE Password Expiry Warning ( ZiEHES ) , MEREERRBIPN SO XREBHNERE,
REREERBIPItRBEANFERE (BEA 1-255) , HACERAELBAEIHNIEERE , £24
BRHE-BEARNBAGRE  BESKNERETUEBEFTR GlobalProtect, EEFEALLIIAE , &4
BTEEH LDAP [RIBRESFAERE P IEE T 5 LDAP A REFEAE 2 — : active-directory, e-directory =

Sun.

FRIERMATAR A , BRIZIRBHAR6E A HE M &EFE GlobalProtect,

7. &5 User Domain ( £ A& #83E ) F Username Modifier ( FAEBBIERER ) . WHESHF User
Domain ( EF &#315 ) M Username Modifier ( A E B BERER ) ELUSKER & PTE AR
R/ EREEBTHR, RESEABRNFTRRETRE , EEEE User-ID BHEYFERE A User
Domain ( EAEHEE ) . ERFRBEEEZRARINES/FAEERTHE  BETEREREFEA
EERAABIR  SUERAEEARESEEEA, SUURTIEEPIER

EEZEEARSRNEHERA |, 5548 User Domain ( FAEME )R8 H ( ERE ) 14
Username Modifier ( fEA & BBIEHNER ) FREAEE BUSERINPUTYS ( FEFRIE ) -

- EEAEFEAZWMAG@EMNLASE , 8 A User Domain ( EAEME ) I Username
Modifier ( FAEEZBBRRER ) FREA %USERDOMAIN%\%USERINPUT%,
EEEMFEAEWAM MBI , B8 A User Domain ( S &M ) 4§ Username Modifier ( £
EZBIEUER ) [REA %USERINPUT%@%USERDOMAIN%,

oA Wi

% Username Modifier ( FAE&EBZBIERER ) @5 WUSERDOMAIN% % | H| User
L Domain ( f£EAEME ) EEMREMEREWANMEFSH, MR User Domain ( £
BAERE ) Az AIRTEEREBRTEAEAZERANBETFS,
8. 7£ Advanced (P ) EE L , Add ( #138 ) Allow List ( RFFEE ) LUBE AU ERETERE
WERENMERAERE, all (TR ) BEARBSNUERAEULREEETRSE, KKFHER , FEKE
B, 6 EXREEFEHETRE.
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9. B—TOK (H®E ).

STEP 3 | RXAERE,
#—T Commit ( 1Y) o

RXE SAML B &

ZEMBAFRREES SAML) —EL XML HER., FRERENERENTHRERS (552 ERBIREMRE
(IdP) MARIERME ) R MBRBERZME. SAML 2 OASIS & MBBRMEESESNER.

STEP 1| B3 fAMRARREE

AR AR A E R RIS\ ERER T AR TS | Y RBH A RERR E NP ER R AR X 9 SR A0 fE A B R BB S BTG
;O v

THIZEREREAMAHE IdP A SAML B RESR | LUERS K iERES B B2 M (A AR B8 ER E AR I AGE
R, A AP BEEA. MR AP RIBEHPEBERER |, 5525 Device ( #E ) > Server Profiles ( fd
FRESEREHE ) > SAML Identity Provider ( SAML #BIIR4tE ) , REFE Add ( #1¥ ) ARBRER,

1. % IdP [EH SAML FPREERE RIS K& Al FHAY IR R o
BRI EHERNERA |, BB IdP X

2. #EH Device ( #& ) > Server Profiles ( fAlRE5ZXEME ) > SAML Identity Provider ( SAML # Bl #2 fi
).

3. Import ( EA ) REERERZIPAE,

4. & AR B FABRESERE MR Profile Name ( SR EREE# ) , W GP-User-Auth,

5. Browse ( BE ) PEERER,

6. ( ) iEHValidate Identity Provider Certificate ( BB BIREETFE ) ( FERE ) , BHAER

& 1dP B .
REELKARSRERERAREBRERIY Commit ( R} ) BFE 2% , TEETRE. BHAES
FHRFRERPHNEERERRFER.

7. & A Maximum Clock Skew ( Bx KBFEEERE ) |, BNTERS AMBEREE AP FA SRS | |dP EERS A B R AR
MAREREBEE (BELAY ). AREROY  EEA 1E900H, ZEEEBIBIE , AIRIFX
8

8. #&—T OK ( #E ) RiFFAREIRERE,

STEP 2| ( ) BIBRFERER,
BRENREREEANMAGLIHEEREBFEAEEEANARSEREE. EAOBUEEEL | BaLlE
E—ERZERIFRERE—BARZEAFHREREE. EHAFPHRIBXEEARBRER WML
BlNEAERFENEZES , F2BEIRE GlobalProtect BEMEZE L GlobalProtect A O#BILEHY 1
B,

SAML B4 %2558 GlobalProtect EFR R 5.0 R EHpRA 1 FE L& AW EiHFE
VPN,

1. iZHEX Device ( £%f% ) > Authentication Profile ( B8R ER ) , RBIE—T Add ( #7118 ) RHFHEER
FEERE,

M AREREREN Name (218 ) .

# Authentication ( B 5 ) Type ( EH! ) SREA SAML,

BEUSIES R 1 hE K SAML IdP Server Profile ( IdP fAlfRESEERE ) »

Eéﬁ?ﬁﬂi?ilﬁuﬁm Bh X MG EE SAML BRI R & 2 BV BEERE . 26 SAML 2.0 527 LARRARFEH
E#flo

RANE I
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B A & Pl SR 35 B A S MY Certificate for Signing Requests ( AR EBERNER ) |, BHABEEXK
AEEEE IdP,
B K AE G A BR TR 1dP B Y Certificate Profile ( BRERER ) -

6. EEFREERRHEEEAGKER,

87 Username Attribute ( £/ & B ) # User Group Attribute ( fEFAEFHEBM ) .
AN TEREMASBRERE , SAML BERERRAE User Domain ( E/AEBE ) Bk,

N\, '
||||O
/7 \

< ) MREITEEA MR ERREF AL IdP BRI FREFEENEEIRS |, EEE Admin
Role Attribute ( B2 A @B ) A Access Domain Attribute ( FEREEEMY ) o
7. 7£ Advanced ( P ) B8 L , Add ( #7118 ) Allow List ( RFFEE ) BUBEA UL ERETRE
MERAENBEE. all (B ) BEATSMNEAENLREEETRE, KHEK  BERKEE , BK
ERFERAETRE.

FATRTETE Allow List ( RFFEE ) FHIERERBRER SAML IdP [RRBRNEAE B BEHERE.
8. E_—FOK(EEEE)O
STEP 3 | Commit ( 3235 ) 4%E,

STEP 4] ( ) & Chromebooks B SAML SSO,
B R BB LA T 5 BB 7E Chromebooks £ &iB AT Android B9 GlobalProtect FER T2 5% E SAML SSO,
1. BAE Google EXEF 2 A WIEE Security ( Z£1M ),

2. i#H Set up single sign-on (SSO) ( FREE—&F A (SSO) ) o

3. ) AR BB EIFEBER Google A H AR FEHELE SSO , FHIEE Setup SSO with third party
identity provider ( EiB 1% 0 a5l 12 4 B FRE SSO ) , WIEFE Sign-in page URL ( A EMH
URL ) # Sign-out page URL ( ZHEME URL ) 3t L& B WA Verification certificate ( BRFERFE ) -

4. 1£ GlobalProtect FE%XE SAML & BIIR &,

1. 7£ GlobalProtect $###|& # , #EX Device ( #& ) > Server Profiles ( fAlfREFEXEMRE ) > SAML
Identity Provider ( SAML B2 %E )
2. £ Google BEZHIA P LL¥ B A |dP WA MNE,

=0 Kerberos B 3%

Erberos 2 —EBRREBEANGE , IUEARBRAFHHEBIFREMBBBEARALZENH X EHE
HEAEE S,

 Windows ( 7, 8 #1 10 ) £& macOS (10.10 MEFHARA ) % 2% I8 Kerberos B3, BAR
macOS iR EtHY Kerberos By EE R K GlobalProtect FEAE R A A 4.1.0,

STEP 1| B AARRERER
AR ERE R BIANSBRE R | WS R ARER SN E R K S ENE A E FEARERR

AR
1. J#H Device ( & ) > Server Profiles ( fAlfR2FEXELE ) > Kerberos , % Add ( #7€ ) Kerberos fdl
BRBSEREE
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2. & A Profile Name ( EREEEH ) , il GP-User-Auth,

3. MRUBEEEANREEZSEERRRIIENAME , FRIN—EERRMR Shared ( £ ) A
TE#E T FI#Y Location ( Z& )

4. £ Servers ( fAfREY ) BEIZ—T Add ( #18 ) , ARBATIHEANERERB RS -

fABRESName ( B )
& A\ Kerberos Server ( Kerberos falfk25 ) #9 IP fist =% FQDN
EEE

5. &—T OK ( HE ) RFFRMRB[HRERE.

STEP 2] ( ) BY B ER.

RN EREEANMLIFAEERBFEAEREANARSHRERE. EADBUEEEL | B E
—EARZEAFHRREBREEFEE—EARZEARBRERE. EHAFRBBRERANBIEREENM
TEMBERAERIENE , B2 BE%E GlobalProtect BB MR E ¥ GlobalProtect A O 435 12 HL,

» EZEEAFCEAEEGNBETEEHBYRE  BAEEENA , BZEFAZBEEAE
l ImfFE VPN,

1. 1#EX Device ( §%f# ) > Authentication Profile ( B8EERER ) , RHBIEX—T Add ( #1E ) RIMIYER
EE,

2. BAGRERER Name ( B8 ) ARIZEE Kerberos fEAERTE Type ( BHE ),

BEURTES R 1 PEIM Kerberos BRFE Server Profile ( AIfRESERERE ) -

4. $87E User Domain ( & #83E ) A Username Modifier ( A EBBEUER ) . REZA/EL
B, MEAEAEEZEAHERANBE/FRAEERTHE. nHEEABINFTERETRSE , B8
&4} User-ID B¥A¥ FEE FH User Domain ( FAERE ) B. ERFREZTESHEANBEE/EHRAE
E2WFH  HEFTREREFAE CRGARER  SAEAEEARBESEEETRA. BALUKTS
EIFHEEY :

EEEXARBSUNERERA | 5518 User Domain ( FAEMEE ) REEH (FERE) , EE
Username Modifier ( £ & BB UER ) REAEE %USERINPUTY% ( TEERE ) -
EEEFEREWAGEMN LS , %8 A User Domain ( £ & #1F ) 3% Username
Modifier ( EAEEZ BB URER ) RER %USERDOMAIN%\%BUSERINPUT%,

EEEMFRAE@AMMBE , 8 A User Domain ( £ E#E ) 14§ Username Modifier ( £
EZBIERER ) F8EA %USERINPUT%@%USERDOMAIN%

w

» # Username Modifier ( fEA & BRBIEHER ) B8 WUSERDOMAIN% £ , A User
L Domain ( fEAEMRE ) BEERRETAFEAER ANRIEFSE, WR User Domain ( fiE
BERE ) AZ  AIRTHEEBRTEAEAERANBETS,
5. IREBHWHEMEZE , FBFRIE Kerberos E—&E A (SS0),

& A Kerberos Realm ( Kerberos $813 ) ( &% 127 % ) MEEFEAEZZABBHNEHAEE
2. Hln , FEAERE BT user@EXAMPLE.LOCAL B A& #8185 EXAMPLE.LOCAL.
Import ( EEA ) —1{& Kerberos Keytab ( Kerberos £#81Z% ) %R, HBEERE , 55 Browse ( 2
) SREEER  ARR—TOK(HEE ). BEHHE , hYELtESFHSREREY
SSO, ERIIEY , BEAEERNFEIR Allow List ( RFFEE ) &, BIRBEVERY, &
Bl K BREEFELOELEHISERE Type (BE )WFH (FHERE/BH ) BFE, Type (8
B ) R—EH Kerberos, EEBFEWITH , BEAEZETLUEMEA Kerberos B3 , 7£ GlobalProtect
AOMBREERERED | 5XE Use Default Authentication on Kerberos Authentication
Failure ( E Kerberos BB XM EFFEATARRE ) ANo (B ) o
6. £ Advanced ( R ) BEH L , Add ( 718 ) Allow List ( AFFEE ) BUEEL L EF LA ER EREHEITER
WEREMNERAESME, all (FTE ) BEAFSMERAEUNRERETRE., KER , FERE
B, EREEFRETRE,
7. B— T OK (&),
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STEP 3| 24 7E,
#—T Commit ( &%)

A% TE RADIUS = TACACS+ B

RADIUS B —fEF Fin/ARF[EAGENHRE K HegBERTFINARFEPRARF[ER , IRFBRAER
EYRTFHUERRBRIRBHNFEUE. TACACS+ B—ETEEMA UNIX RERLANREBEAGE , &
ARERFIRARSBREEAEZARBEEIERT ARB[LURERS AFHBERBHFE,

STEP 1| B AARZRERERR
AR EERBIANME R | WS R AEER BN E R RS H AN £ A E FRRERR

BE R,
» mMEMBERA VSA £ RADIUS AREEHNIIER | ms4AER —{F RADIUS [RIRESE
&

1. J#EX Device ( #& ) > Server Profiles ( RIfREFERER ) , AR BEGEREEER ( RADIUS
TACACS+ ) o

2. Add ( #1i8 ) ##Y RADIUS = TACACS+ {AllRESEREE.

3. Ei A Profile Name ( B2 EEEH ) , fflW GP-User-Auth,

4. MRUBEEBBAREEZEERRKIIEN AR , FER—EERRMN Shared ( LA ) R
E#&E T AH Location (L& )

5. RE T %l Server Settings ( fAREFZRE ) :

o BRE (W) —EARD[FERERSERBRD K B BRI RSN CEEMRENE,
- BREBIAHE—ARERERIBARB[OBAHE, #IBEITFE CHAP, PAP, PEAP-
MSCHAPv2, PEAP with GTC, or EAP-TTLS with PAP,

R EAG PEAP-MSCHAPV2 ( ZREH A EE SRR BAWE- Microsoft REEF
L BEBABERE 2 ) REARIFBAHE , ERREAEET —REAKRERSB
Hizk RADIUS/AD EE S EREE X , HAEB GlobalProtect EARXEE
RADIUS =} Active Directory (AD) %5,
( Retries ( & ) — & L ERATBH AR E ISR 2 50 7% A R[N,
( Use single connection for all authentication ( HiFf BB EHE —ER ) —AF
PR TACACS+ BB EREBE — TCP TIEMRER ( MAREBEERNER TERE ) MBERE

H,
6. 1E Servers ( fAlfRET ) EBiHIE—T Add ( #1i8 ) , RARWAT I ERALLERERF R RS -
£8

RADIUS = TACACS+ Server ( {8 ) ( fABREEHY IP {45, FQDN )
Secret ( i ) ( ERBRBERIBHINBNLAEE )
R
7. #—T OK ( #E ) REFFRARIBZHEE.
STEP2| ( ) BAURERER
BEREEEEAORUIFEERIEAERFEANARS[{EE. EADPBUERFEL , BALE

—EARZEAFRREBREEFEE—EARZEARBREE. EHAFRBBRERANBIEREENM
TEMAMEREHRBENES , 52 ML T GlobalProtect BERER E Y GlobalProtect A D485 HY FEL,

N EEANCERAEZESNBTEFHBYRE  SATEENA , FEEBFREEAEAE
l IwfFE VPN,
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1. JZH Device ( 5%ff# ) > Authentication Profile ( B8 EREMRE ) , RBIZR—T Add ( #38 ) RIWE
EE,
B ASREEN Name ( B8 ) -
iZHY Authentication ( B23% ) Type ( #Z! ) ( RADIUS = TACACS+ )
BEUER TN ZERN SR 1 PEIM RADIUS = TACACS+ER % Server Profile ( A lRESEZER ) -
( ) MREEERLEADEERBREREF , 5BBUA Retrieve user group from
RADIUS ( B RADIUS #EEUfEFEEHE ) -
$&7E User Domain ( £ A& #13 ) # Username Modifier ( FAEBBERER ), HEHTEHHEL
B, UEREAEEZANBRANED/ERAEERTH, hHEEABANFRRETRE  BS
&H¥F User-ID B¥A¥FE(EFH User Domain ( FAERE ) B. ERFREZTESHEANREE/ERAE
ERFEHE , HETEEAEEAEERAARER  SHAEAEZEARESIEEEA. EAURTS
EIE PR :
EEEXARSUNERERA | 5518 User Domain (FAEMEE ) REEH (FERE ) L
Username Modifier ( £AEZBEUER ) REAEE %USERINPUTY% ( TEERE ) -
EEREFERAEWAGEMN LS , 5% A User Domain ( £/ &#1F ) 3% Username
Modifier ( EAEEZ BB AURER ) RER %USERDOMAIN%\%BUSERINPUT%,

EEEMFAE@AM MBI , B8 A User Domain ( S E#E ) 114§ Username Modifier ( £
EZBIERER ) F8EA %USERINPUT%@%USERDOMAIN%

RANE I

o

 # Username Modifier ( fEA & BBIEHER ) @8 WUSERDOMAIN% £ , A User
L Domain ( FAEREE ) BEERRTAFERAERANMREFE, MR User Domain (
AERE ) AZ , AIRTEZEEBRTEAEAERANBEISFS,

7. 1€ Advanced ( B ) BE& L , Add ( $718 ) Allow List ( RFFEE ) LUBE A SF AL R ERETERE
WEAENERERE, all (TE ) BEAFBSNUCAENLRERETRE, KER , FEEE
B, EREEFERAETRE,

8. M— T OK(HE).

STEP 3| Commit ( 123 ) #H&E,
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RERAFPImEREE

HRZANAFPRERRE K FAEETHAFPREBIERFERE GlobalProtect AOMPBUMEHFEE, ADOMH
UWEEENFERA L ASE—WAFRER K REFEAEIREREETEAEZNMES.

BEAFRBEN S LR FEEBNZEMEIRME,

- HERIFNHLAAFRERE
. HERIBNEMEBE
- MERIFNEAEEEAFPRERE

HEREN LA AP IREE

EERTERMEAEZTEBRENAR , EUNSHAERMEERAERAFRER  RELETRBRUER
BHRABEXEELTHE, EALTAREUERERETASHER  LHADEELTRE.

STEP 1| B4 RH LAEPE % {8 GlobalProtect i 2.

1. B3 FAREHE GlobalProtect T8 B H BB REHIR CA BHE.

2. 1#EY Device ( #& ) > Certificate Management ( ‘REEIE ) > Certificates ( BFE ) > Device
Certificates ( RERE ) , A& Generate ( B4 ) FTHERE.

3. # Certificate Type ( BB A ) FEA Local ( &# ) ( ¥R

4. B A Certificate Name ( BE B ) . LEBTEBEEHK,

5. A Common Name ( BAER ) UL BEHADNAEAENSBE (W , GP_Windows_App ) o
EQME%MEFH*Eﬂﬁﬂ&'ﬁaﬁi*ﬁ%i)’ﬁﬁﬁﬁﬁ&'ﬁ B bt T A — AREAIBECAER
i B

6. 1£ Signed By ( #&%# ) i+ , EEUEMR CA,

7. iZHU OCSP Responder ( OCSP EfEFE ) RERF BREHNHIEMEE,

8. H—T OK (#E ) BN EL TR,

STEP2 | BREE R ERTE

£ GlobalProtect A Q@R ERNARANNRIRE , LA A OB LUER S XA Local ( # ) A
FinBREFERAE , EXEARX T KA,

HERFENERBE

EFERIRGEABAENERE  FREECHLARSBERER PK) RIEEK B ER Y EMEEMEE
o (BE) AELEBREEN %H%E%MFEEAEEH:I BBEEALZE , EEMESEF AT GlobalProtect JT
HETFEEER , Y AERY ELE,

EERARMBAENER S4ARERBRER  URIRCEAE (F2REA=HE ).

EFHTEUI‘I’IEMLERE_LFH}E B, WFHHEE R, WEEZEN , 5828 GlobalProtect
ERFE, MEHRES K F2EEHREE VPN ( BEEREE )

STEP 1| i A F ik B¥ % H = GlobalProtect FE AR Rk %,
EAS R GlobalProtect A QAL FIEE , AR IR H BN EHER.

3 FRET ¥ GlobalProtect stF#58 B H BB BENIR CA BHE.

iEZHY Device ( 28& ) > Certificate Management ( BEE®E ) > Certificates ( 7 ) > Device
Certificates ( REBE ) , REBIKL—T Generate ( BE% ) .

& A Certificate Name ( REEHE ) . BEEBTHEIEEK.

4. 1£ Common Name ( BAE® ) MU TWASSERERE LW IP fI1uts FQDN,

N =

w
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5. ft Signed By ( #&# ) TH X /FEHEIUR CA,

iZHL OCSP Responder ( OCSP EIEREX ) RERF BENRBEME,

7. BRFHEIT Cryptographic Settings ( INZFERE ) , BIFEME Algorithm (JEEL ) , €8 E
E ( Number of Bits ( fZ7t®( ) ) , Digest ( #E ) JEE X ( £/ shal, sha256. sha384 5
sha512 ) , AR & Expiration (B8 ) (AXBEMN ),
B AMBER FIPS-CC X , HERELEEEEZA RSA , HI RSA £ AR 2,048 = 3072 LT,

8. 7£ Certificate Attributes ( BREEME ) EiE , Add ( #18 ) X EZ BRI KRB ABREWHER,
FAacfE , WREHIE Host Name ( THER ) B (FEABIEN SAN#L ) |, AIXEHEEERN
Common Name ( BAE® ) EX2HE.

9. B—T OK (HE ) A EEBE.

STEP2 | EIRnHWNEABRREHEFLZEETHE,
MREFEAE—FEAERIREMER , £V ORY/BEER2H , B4 EEEERRLHER
BNEABREENED, BEKBBERED Windows A BIBEFHENUR macOS RSN
F, BEAERELZESE macOS £ Windows & Keychain BB BifE & BEERE.
fBlan | EE4E A Microsoft B 1 &1 Windows RIELZHBH

1. HHSERTRP , BA mmc REXE Microsoft EXEEEA,

2. iZH File ( #£% ) > Add/Remove Snap-in ( #Ti8/BBRMRAREEE T ),

3. ¢ Available snap-ins ( TABAXEEE T ) BFEF , i#E Certificates ( BFE ) , ARBBREEA
MRFER  Add (FiE ) YRR TIERFRARNEEETZ—
+ Computer account ( Ef§IRF ) —REEEASHKERE , FiREULRE,
« My useraccount ( BHNFERERSE ) —REEEAFHERE , FEIULIEE,

o

@
@ File Action View Favorites Window Help - a

L = (ENN 7 M

"| Console Root MName Actions

Console Root

There are no items to show in this view,
More Actions

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n vendar A | Console Root Edit Extensions...
- | ActiveX Control Microsoft Cor... Remove
Authorizatinn Manager Microsoft Cor... —
_aﬂ Certificates Microsoft Cor...
. Component Services  Microsoft Cor...
A Computer Managem... Microsoft Cor... Certificates snap-in ks
H'.‘Device Manager Microsoft Cor. .. Add >
155 Disk Management Microsoft and... Thig snap-n will always manage certificates for:
@ Event Viewer Microsoft Cor...
“ Folder Microsoft Cor... ®) Wy user accourt
__f Group Policy Object ... Microsoft Cor... (O Service account
.g IP Security Monitor Microsoft Cor... (C) Computer account
.g IF Security Policy M...  Microsoft Cor...
[=]Link to Web Address  MicrosoftCor...
. ... o - -

Description:

The Certificates snap-in allows you to browse the contents of the certificate]

< Back Cancel
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4. 1 Console Root ( £ A148 ) & , BB Certificates ( B ) , AKIEH Personal (A ) -
5. ¥£ Actions ( BifE ) # , i2EX Personal ( f8.A ) > More Actions ( EAhEE ) > All Tasks ( FTETL
) >Import (EA ) , AR KBBIEEABEP NS HRE ALK CA EIH PKCS HER,

Censolel - [Console Root\Certificates - Current User\Personal] - O *
E File Action \View Favorites Window Help -
Ll A (R=AR=R=N V)
“| Console Root Object Type Actions
w Gl Certificates - Current User | Certificates Personal -
~ | Personal a
°| Certificates More Ac Find Certificates...

| Trusted Root Certification Authorities

. Find Certificates... All Tasks >
_| Enterprise Trust
| Intermediate Certification Authorities Request New Certificate... View »
_| Active Directory User Object Import... Mew Window frem Here

| Trusted Publishers
_| Untrusted Certificates Advanced Operations > Mew Taskpad View...
_| Third-Party Root Certification Authorities
~| Trusted People
~| Client Authentication Issuers Export List...
_| Other People
| Local NonRemovable Certificates
~| MSIEHistoryJournal
_| Certificate Enrollment Requests
| Smart Card Trusted Roots

__9)1 Certificates (Local Computer)

Refresh

Help

Add a certificate to a store

6. Browse ( BB ) ZXZMEEAN p12 BEER (IZH Personal Information Exchange ( B AEA
R ) EAZAENERER ) |, XWAZARMNEFAAERE Password ( 2 ) . #§ Certificate
store ( BEEME ) FREA Personal (A ).

STEP3 | iR BECHEEEABEETNE.

#£ Console Root ( X2 AR ) BEEE/ABEFHIE ( Certificates ( R ) > Personal (EA ) >
Certificates ( B ) :
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]
@ File Action View Faverites Window Help - & %
e |nmBlc= HE
“| Console Root Issued To Issued By Actions
v & C_E"tF"f'“tESI' Current User ElmyCert.acme.com gp.acme.comons Server Certificates -
v [ Persona
| Certificates More Actions
| Trusted Root Certification Authorities |
| Enterprise Trust |

| Intermediate Certification Authorities
| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification Authorities
| Trusted People
| Client Authentication Issuers
| Other People
| Local MonRemaovable Certificates
| MSIEHistorylournal
| Certificate Enrollment Requests
| Smart Card Trusted Roots
,RH Certificates (Local Computer)

Personal store contains 2 certificates,

STEP 4| S AAREBAFIRBRENR CA BREAZR A,

REBANMNE CABRERFRBER , SIWL6R CAREEPKI, WERFHBME, NMREEAEREEN
B, R CARIEMRA NP/ BEMmERE.

1.
2.

TEHAREZAFKRENER CABFE (Basebd R ) .

REEAFIKBEN CAEAIR CABEEAME

1. i#H Device ( #£i& ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( ZEERE ) , REZR—T Import (EA ),

# Certificate Type ( B8R $HE ) 3REH Local ( & ) (F8E ).

WAEARFIR CABREZBIM Certificate Name ( BEEE )

Browse ( BIE ) ZIiEEH CA TEH Certificate File ( BERER ) .

# File Format ( #£ X3 ) 32 A Baseé4 Encoded Certificate (PEM) ( Base64 #w & & &
(PEM)) , REE—T OK (HEE ) -

£ Device Certificates ( £ERF ) HE L , BEEREI EANREURBERER.

7. iZH Trusted Root CA ( EF1R CA) , RABRE—T OK (HEE ),

DA

o

STEPS | B A F iR BRRER.

1.

2.
3.

iZH Device ( 5%f ) > Certificates ( /83 ) > Certificate Management ( REE ¥ ) > Certificate
Profile ( BFEERXERE ) LA Add ( #1 ) BRI ERE.

B ASRERE Name ( BT ) .

IZH Username Field ( EAESBMIL ) B , REEBEFTNHERULETSEAZTNIABNEA.
MREFFEFREAOPUHFE , LEZBTIERICEAE , BLHIEE Username Field ( EAER
MWL ) o EFE GlobalProtect ATLAEIBBEBBERE SR,
MREHERERERIREA MU FE , AIASTERERS None () , REEHMBHME
2 EBE—BACEAEER. IREEECEAEER , ENNATRIRBEZAFREIEFNERE
ERECHAEERERBREAR. ERTRAEAZEREWERNERE,
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[ﬁ EREREZBEUSERRTNEAESR.

4. 7£ CA Certificates (CA B ) Bl , % — T Add ( #i8 ) . ERMEESR 4 P{E CA
Certificates (CA B ) THXFEEANZEINIR CARE K ARE—TOK(®E ).,

STEP ¢ | 12 4ERE,
Commit ( X ) 8%,

HERIBNERAEZEEMFiR/ERE

EERTAEBNERE—ELEKE—NAFRERZ RS GlobalProtect FAE , Y EKA
GlobalProtect 2 BI &5t BER inE ., EEHELEAEBECHAFIRERENEEMIE , BAILURE
GlobalProtect A O #3345 , HE AL PKI & SCEP RSN E S BE T MERHE (SCEP) A Fif%,

SCEP £ b3 PKI REVEE(E  IEEAOMBUFRFELERAEEERR , WEBREEIZEAOML,
ADWEBARRUBER LA BERREEAEN. EEREFRERE , BAEX WML RHAFREREUEA
mEEVEEAPEL e

GlobalProtect AOMUWNFESEABERHIHNERAENBREER , LFHERTAERETN. WREH
ID VAREHNHFEL , THERREEMBERERENIEENTHEBRMERF , GlobalProtect A3 SHFHL
B, MREARERNWER SCEP WAFRBREHERE A , GlobalProtect EAEXNSEHBRBRRERERE
RNWEREMADM@GRE  AHEUERR. MREBARXNEERADREEIUERR | WHSELTER.

STEP 1| B3 SCEP :XEE.
1. JZH Device ( #{& ) > Certificate Management ( B E®E ) > SCEP , A% Add ( #1318 ) #H
SCEP RE#E.
2. WA FREEI SCEP 3 EEK Name ( B8 ) o
3. MRUFBREEEAREASEERERRDENL AME |, HEN—EELHERMRA Shared ( A ) AR
E#E T A Location (L& )

STEP 2] ( ) REER SCEPHBRELEERS , £ PKIEEBRRERNAOMUL 2 BERE SCEP &
= [0 FEHE

HERENREFR , HREEFITR  TLETE-SBA,

ATHEEEATHEBMIEREIEZLE (FIPS) , 55 A Dynamic ( B8 ) SCEP k& , WisE — @
F HTTPS #9 Server URL ( falfk2§ URL ) ( FSEBLR 7).

BRI E A —1{E SCEP Bt 8218 -

None ( £ ) — ( ) SCEP fAlfRESEH R BRI ZH , TEEHAA DML,

Fixed ( EE ) — W Af PKI EREBH SCEP IR PEVSHYEEME # Password ( ZH5 ) o
Dynamic ( B)5& ) —#i A Username ( EAE B ) MEREH Password ( Zi ) ( JEER PKI B
BEMNRE ) URAOBMAFIRIERELFIFM SCEP Server URL ( fAlfRES URL ) . REBEARME
SCEP fAfRESEE A UEHARELEARBABRERNA OB OTP BB, (BRI EREIM
IEEZBEMAUTENREERRL , L OTP SRBESESREEREE ), PKIEESFXNSESEFZEHEE
BEAOMRY  HEEZFEAREBGRARBEER.

STEP 3| $87% SCEP fal AR 23R A D8 vh < MRVEMRERE , SABA A D8 RE R MEWA Fim 8.
B LUEIBTE R Subject (X5 ) BBTIEERN , RISHERHHREAENEMBET,

1£¥} SCEP Al fRESHY CSR Subject ( £ 5 ) @y , AOBUSITSEMEES CN FE# 1D
£ % SerialNumber, E# ID §KinMBEEMBEFTTE : GUID (Windows), T EH MAC fizit
(macOS), Android ID ( Android i%% ) . UDID ( iOS %2 ) =t GlobalProtect #&R# 1 — & 58
(Chrome),
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1.

STEP 4| (

STEP 5] (

STEP 6| (

£ Configuration ( #B88 ) [EiF , & A A O #8YE A FAERR PKI A SCEP falfR25#Y Server URL ( faBRES
URL) (fl# nttp://10.200.101.1/certsrv/mscep/ ) o
i A CA-IDENT Name ( CA-IDENT &% ) ( RE&AA 255 E=Ft ) , ALAEEI SCEP A ARES.
# A SCEP [RIfRESFIEE 2 BEMAM Subject (X5 ) B, TEMXEBR—HERKRXSE
<attribute>=<value> MBI EHE K AXBEITEBEHEHE (CN) B (cN=<variable>), CN X &
THEhREREM
SUSERNAME—E I Lt R RA QMU EEAEERBR. EEFALEY , BHOXEAMA
FHESE, FRAERANGERHERBLEREREFHAHEREPNABER.
SEMATLADDRESS—fE AL R U ERESEE F B4 b BB EE. EECALEE  BdH4
R B4R ¥ FE I 7 A1 AR B8 5% E £ Y Mail Domains ( EpF#31E ) E1EHERE Mail Attributes ( B
B ) . & GlobalProtect BB FEAENE FE bt , FEELM—H ID LUK EBEEA
CN,
SHOSTID—EBEEAREBERER  FREZH D E#H, EFAZFEREAAORUE  HHS
ExEBRER  HPTEEEH D E,
E GlobalProtect A O#8¥5#AS SCEP SR EHEZRARESNE T EZBHW CN BB AEBREEE
MERE (FHAEEHE. TH D RNEFEH4Hu ) (HIW , o=acme,CN=johndoe ) ,
iZHY Subject Alternative Name Type ( T E &R ZBER )

RFC 822 Name ( RFC 822 £ ) — EREN I ESR T SERBIERWAETFHHBER,
DNS Name ( DNS #£718 ) —ia A AR BEN DNS B,

Uniform Resource Identifier ( #—&R#&BIE ) — W ABARARTFINERINERE R,
None ( & ) -V ERBENB M.

) #4783 Cryptographic Settings ( ZiBRE ) o
ZEURH A Number of Bits (U TH ) (£8BRE ).

R AAEER FIPS-CCHER |, RISMESTEE LA RSA, RSA £I84EA 2,048 U THE K,
iZHY Digest for CSR (CSRREE ) , EERHEBREBHE R (CSR WHEBEE L . BERBER
(CSR) : shal, sha256, sha384 = sha512,

) REAFFEANER (BEINE)
EEFEAIEEETES | &I Use as digital signature ( AESVEE ) KEUTH, IIEE A ZiR
ERARIE NIRRT EISHE,
EEMFAILEEETMS | FEiZE Use for key encipherment ( AESBIND ) EUA 1, BB T
ZEARAEARRETNALRSBITMNBZERB HTTPS ER ( £/ SCEP FARSZBHNBHEILER )
R ER

) EEBRAORMEREIERI SCEP [AMkss , 558 A CA Certificate

Fingerprint ( CA BB ) . # SCEP fAAREF /T ERY Thumbprint ( 84X ) MBS ZXIER.

1.

2.

% SCEP AR5 EE S Ul B A URL ( 5120 http://<hostname or IP>/CertSrv/
mscep_admin/ ),

BEHRISMIALFE CA Certificate Fingerprint ( CA BB ) M F@ A,

STEP 7 | Bt SCEP {aliR23E2 GlobalProtect A AL 2 B F &) SSL e, EEE/FSEZFEZEBFE
AEIEEEE (FIPS),

\, ! 4
|u<>
4

~  FIPS-CC RIEBTRIH X BEAREREMRESD,

40 GLOBALPROTECT EEEEm | ®FE

© 2019 Palo Alto Networks, Inc.



2 HY SCEP falfRESHY 4R CA Certificate ( CA BFEIEM ) . #EX Client Certificate ( A Fim/BFE ) FREEUM
#17£ SCEP {a] i85 82 GlobalProtect A O#8vhz BB E SSL 5%

STEP 8 | RETF IR AHAE,
1. #B—T OK ( EE ) UREFERE.
2. Commit ( 123 ) #H%E,
AL ERFER SCEP RERPHRERER CARE , UHEREEREAQBUENHARE. MR
I, CA BRBASHE R Device ( £E ) > Certificate Management ( BEEE ) > Certificates ( &
) Ho

STEP 9| ( ) NRERETF SCEP RREE2E , AODBLEEINERE  SUNUFEEBAOBLEE
BEFEBFR (CSR),
1. i#H Device ( #£{& ) > Certificate Management ( BEE®E ) > Certificates ( BFE ) > Device

Certificates ( RERE ) , A& Generate ( B4 ) FTWEE.

iZHY SCEP 1A Certificate Type ( BEER ),

& A Certificate Name ( B EH ) . LBBTEIEEK.

i2HL SCEP Profile ( SCEP & ) , FALER CSR EX % PKl,

BE—TOK(HE) , URXBERAEELERH.

RANE I SR

STEP 10 | ‘REZREHE.

$5ifk SCEP 5% E4E GlobalProtect A OB EBENARLUBMA A DML ERNIBEBAF R EBRE WL
HEnERRER,
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MRBEERRTBRBHBEE , FEEHEER |, W1 PCl, SOX 5 HIPAA , 52%E GlobalProtect JA £
(FHERERIJFTEN ) BERK, EAEXRBEBTEMERAS . —REABNENAS (20 PIN HFR
B)UR—REAEFEENAE (ERNEEEM/OTP, EEFRERER ) . BHAILUEBI R F RIS
HEe., AFRMEBRRERE  MALEERE.

LA E 812 a04a7E GlobalProtect FEREE R EER NS P

EBBRNRIRECERAECEZRE
£ — R MR (OTP) MAERERF
ERERFRAERRRE

ERREEEAEXRAEEERE

BBBENBEREERAER=RE

T IERERERT N{I5%7E GlobalProtect , LERFEHAER O BRI CEERIREEETRE. FH
EXNERINEAEMES ZRIJAEEFZTAOML/FE, MFUHRENFHAET A F2REHAERER
FHIRBEE VPN,

STEP 1| B BR=E A R2RRER.
R ARSRREESE R ARERE A BT R R HENEREENBRERRN AN,

IR EEA LDAP E#EZE Active Directory (AD) |, BI%4ZE &S AD @27 ERIH LDAP
A AR BRERERE

1. iZHY Device ( £ ) > Server Profiles ( fAIAREIEREMRE ) , RBBEGEREEER
( LDAP. Kerberos, RADIUS =% TACACS+ )

2. Add ( #7118 ) FAREFERERE.

3. Ei A Profile Name ( EREEEH ) , i gp-user-auth,

4. ( ) iZHY LDAP fAlfR2S Type ( #8& ) ( active-directory, e-directory. sun = other ( &
) )o

5. 1£ Servers ( fAlBREF ) = Servers List ( AREEE ) EBIHIEZ—T Add ( #18 ) ( BIRFARB[ZEERE
) ARBATIEANERERI RS

A ARESHY Name ( B8 )
Server ( fAlAR2§ ) FQDN Ky IP {u it
o EIEER
6. ( ) BETIIRRE , AAFFH X EHBEREETRE
RADIUS #l TACACS+ —# 18 Rl BR 23 18 B B8 A = A Secret ( %% ) -
- LDAP—#i A Bind DN ( %#% DN ) B Password ( %% ) »

7. ( ) MREFHLEIHHFEA SSL = TLS ELLMER B #mARST , BUAZEIELL Require SSL/
TLS secured connection ( FE SSL/TLS T2 E4R ) ( ARACHA ) . WmHEAIEERTF Server
list ( fRAIfRESEE ) PHIRIBRES Port ( E#EE ) ME :

389 ( FARY ) —TLS ( WRIRMME ML StartTLS B4F , ARAREREE TLS WA FE
R)o

636—SSL,

FAEMEERE REEAGERMER TS, ZEHKARBITZE TLS , BlisB6EA SSL.

8. ( ) BTEBENNRS |, BRUAIEELL Verify Server Certificate for SSL sessions ( 52
SSL TYERS RV I AREEBE ) , BIH TR B B MRS A SSL/TLS EiRFT 2R EBFE. & EBALR
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%, B ZARRAEE LA Require SSL/TLS secured connection ( EE SSL/TLS Z2&E#R ) o BTHK

ERE  LEAFETIMRZ—

- BEMUNREBRBFER : Device ( 5%fF ) > Certificate Management ( REEE ) >
Certificates ( /7% ) > Device Certificates ( FZfEBE ) . WELE , BBEEARIP,
BEESEMNNZEENEEREELFED : Device (EE ) > Certificate Management ( B
&I ) > Certificates ( B ) > Default Trusted Certificate Authorities ( RN ZEEBEFE
BfI),

9. B—T OK (HEE ) RIFAFRRIB[HRERE.

STEP2 | B EAIBBHEAERBFNBRIZRERE. EHZUTLLUEEEA DML NFEE EREERRE
15,
1. JZH Device ( 5%f# ) > Authentication Profile ( BREERERE ) , REBIX—T Add ( #1318 ) RIWER

oA

EE,

B AREREN Name (B8 )

i#H Authentication ( B83% ) Type (8HZ ),

BEFESBR 1 FEEILMY Server Profile ( AARESERERE ) -

( ) 8 A sAMAccountName #E&Login Attribute ( B ABM ) .
B—T OK ( HE ) REFFHRFRERE,

STEP3 | M AOMEARLEHELRBEFERAERM < AFREBRNAFIRBERER,

6.

STEP 4] (

> EREERERT  UEARFHREBEE  ANBRERBEACHAESBEURIER PR
BREFNEAE (NEE ) . ERTHEREANEAEER L EREVERNERE,

iZH Device ( #£& ) > Certificate Management ( BEE I ) > Certificate Profile ( BRERERE )
A& Add (#1318 ) FHBEREE.

B AREEN Name (B8 )

BENT 5 E A — 1 Username Field ( R E B BHMA ) H :

MREREAFHBERIERNEAE , BEELEHAENBEWALL,
MREBRAOPEIHERFiRBFE , 55iEE None (&),

- NMREBERTHEHAEBANERF ZHREEANBIRRZERE , HEE None (£ ),

Add ( #7118 ) BEIEELHRREREN CA Certificates (CABE ) , RAEEITTIIERE :

1. 1#EY CA certificate ( CA R ) , ZETEHR CA BEZHKE SCEP fAREEH CA BFE. MBEX
Z EARE.

2. (%77 ) 8 A Default OCSP URL ( 7A3% OCSP URL )

3. ) iZEL OCSP Verify Certificate ( OCSP HFBHE ) BE-

4. ( ) AR EBRE ZE AN Template Name ( EEXER ) o

( ) BE TSR E LS EMFHEFEREER TERE

1. BEAREBRA,

2. GlobalProtect Jt# &7 Certificate Status Timeout ( BEMRERE ) REND HAEIUEH R
2,

3. AFmBREERTIHNFIHEEM , B GlobalProtect FEFARE R MR BHREH =4 1D THE,

4. BRECIBH,

B—TOK(®E),

) #5 A Fim B 8 H E GlobalProtect F B i A% 2o

FRUEAFADEAFHEE , SELNA DB BH LR FRBEE AN IRIEHEREA DR
BAER SCEP AR MMEEH —NBEERAENRAFIREE.
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1. EAEZHDZE PKI R CA A FiRRFE R HS S GlobalProtect fEA &
2. HHYEABRANEELE , ERENEABREERNEFRZEERE.

STEP 5 | f#7F GlobalProtect % 7E.
#—"T Commit ( 1% ) o

{5 —)h’li{f?‘ﬁ% (OTP) AR =B =E

FRIERE  EB—XMEE OTP) EALMPUMEELREERNERD, EFAEEREFHE , AOMB
ﬁ:ﬁﬁ-ﬁﬁhmﬁm EWA OTP, BRFRBE OTP AR EIXIFEHER RSA £E,

RELREZRBFAVEREHMORBEEEL, ERERIAYTELRTE !

ARRRER (BEARERZREN RADIUS IR ) KIS RERERER.
RFRBREREEESELE A EARBNRERERE.
HAER , FARAKSRAAREAAODMELEFRENARRE. BN OTP BE , TAKSEHRIN

WMIBEMEXRY , MEAREENEFG , tEERRTERAEEAN , £AEN OTP AJRESEIM, BEMHIE
E— {5 AAERERTBE OTP WANEEAME , MAERBEARNEEERRRNRE,

BHALUEBRERIINR , BORRMEAERM OTP WER, SHEERAADBELMEE  UEEMES
Z2 % cookie , RMEBEREABRBFERAE. AOHLF/HEEE cookie BHIRT , TERHHM OTP
RIRA T ERE S ERE OTP WX E,

STEP 1| FE#BEREH U% RADIUS FRISUAELE OTP R , IR EAEALENEE (NEBRER )
% , EEYE RADIUS {alBR2S ABRPH X R E B

MEREET , FSEAE RADIUS ARSJ[HOXHE, EAZHBERT , BEEETE RADIUS AARES E5%
EHRFREERNEAFIRAE , UERBHAEE RADIUS RS ZENER. StXEHHERRINE
B X ER RADIUS R ARESE TER BN A ZRB T UEE,

STEP2 | EEEMEE/HAOMLN S AEL , B3 — 1B RADIUS AIREEFRERE. ( &/ EBE
— B A REA AR A OB RE, )
1. JZH Device ( 5% ) > Server Profiles ( fAfR23:XERE ) > RADIUS,
2 Add ( #18 ) FERERE.
. B A RADIUS 2 E Y Profile Name ( R EEERE )
4. £ Servers ( fAfRET ) EiFH , Add ( #7318 ) —fE RADIUS BEfl , AERE A -

FAZRE B L RADIUS Rl AR BF RV $#381% Name ( B8 ) .

RADIUS Server ( RADIUS 7 iR25 ) #9 IP {iziits

RNz Bs K fEEE RADIUS Rl BR 28 2 B TERSERRY L A Secret ( 255 )

RADIUS fAlfRES S EERFERMN Port (BIZE ) 5715 ( AR A 1812)
5. H—T OK ( EE ) REFHRERE.

STEP 3 | B BRBIAER,

1. JZH Device ( 5% ) > Authentication Profile ( BREERER ) , REIR—T Add ( #1318 ) KFH1E%
B
WA EREN Name ( BB ) . LLEBTREEDEEK.
i2HY RADIUS #E A BRF IR Type (R ),
REVR 2 3 A R1EE RADIUS fAlfRE5HY Server Profile ( AIARESERERE ) o
& A\ User Domain ( EA &M ) €88, BhABSEALERLERBOEHERAEEEE , 1
S ERAR User-ID EH{EYFE,
J‘_?éﬂ)l Username Modifier ( A& B RIEHER ) RIEQ RADIUS FRBBFIERNERESB/BEE
o

AL

o
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7.

E—T OK (X ) REFRmEREE.

STEP 4 | I8 RERH X EREZ GlobalProtect A O #AvEF/REE.,
B UAANRUENBAERELEAFRRFIERE, SNEAFRREBAR  BULEERERER |
LERARKE OS Kim 3,
WL BRRANAAERBRERETEEAOBULFEEE, WERTELTHNWEMEFRERNR , BF2E
GlobalProtect A O #8584 GlobalProtect &,

1.
2.

3.

5.

STEP 5| (

iZHY Network ( #8%% ) > GlobalProtect > Portals ( A D #8%; ) = Gateways ( Bi& ) .
BERREADM@MLRFEHRRE , 5 Add (#18 ) —E. MREEHEFAAORUIEE , FEEH
2R, NENEKRSH.
£ Authentication ( B85 ) B L , 3#H SSL/TLS service Profile ( SSL/TLS fRIEXEMRE ) =
Add ( #7118 ) —@E#FRERE.
Add ( #7318 ) ## Client Authentication ( I FmERE ) 8 , ARET TIERE -
AFEmERREEN Name ( B ) o
1L 4R REIE A Y ik B OS.
. BEEVHFREEDPEIN Authentication Profile ( BRFERERE ) -
< ) BT Username Label ( EA&ZBER ) .
< ) B 5T Password Label ( ZiGE% ) .
< ) B15T Authentication Message ( BREAL ) o
#&—T OK ( HE ) REFFHEEE,

) REAOWPURFE , BREAEZARRETAACAERBNRR , NEBAR

H. ZBOTPNERNZRFIXEREER  IAEAEBRBRARLARA —EDEER,

WEBERTHEAODREREBERNERPETHBREN S E. NERMFEMAER , BF2EE5]
GlobalProtect FEAER..

1.

2
3.
4

5.

iZH! Network ( #8% ) > GlobalProtect > Portals ( A O#835 ) , REBEEIR A A OB ERE,

. TE GlobalProtect A O3 HAE¥IEE AR L | 1BEY Agent ( REREX ),

ERRAERERNBER Add (#HE ) —E,

. 7£ Authentication ( B3 ) H# L , #% Save User Credentials ( fEZEHEERH ) SREH Save

Username Only ( EfFFEAEEZ®E ) B No (T ) . MEXEE GlobalProtect £ & T 3R B HiEE
Bl , RAEAERADREER,
EWMT OK ( HEE ) RFHERE,

STEP 6 | 32EY GlobalProtect jT#—RiE A O BiE FE R 2 Rig A EpREZ S | 0 OTP,

1.

2,
3.
4,

5.

iZH! Network ( #8% ) > GlobalProtect > Portals ( A A#835 ) , REBEEIRE A OBILERE,

£ GlobalProtect A O#BuhiHRE¥IFE A L | J#EL Agent ( REREX ) o

BERREREENELER Add (#H1E ) —1E.

£ Authentication ( B¢ ) E# L , 3#H Components that Require Dynamic Passwords (Two-Factor
Augintication) (ZEEHRFHENH (ERERFE ) ). EFERE , ADPEN/REENERIR
REg A OTP,

A F AEAER SAML B0 42 EL Components that Require Dynamic Passwords
(Two-Factor Authentication) ( EEBHREZFH T4 (LRERE ) ) BIE,
EMT OK ( HEZE ) RTE/ERE,

STEP7 | MNRBAATE—FA (SSO) , B#HEA, ARREEXAREIETE RADIUS EARERY , Bt
A% & Kerberos SSO,

LSRR T WAER SSO., MEEZFHMER , FBHEE GlobalProtect RIERE N,
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iZH Network ( #83% ) > GlobalProtect > Portals ( AO#8Y ) , RZBEIREB A ORPILERE,
£ GlobalProtect A O#AMLAHAEHIFE TR L | 1ZEY Agent ( RERER )
BERBEAREENBER Add (FH18 ) —1E.

£ App ( FEARER ) EE L |, #% Use Single Sign-on (Windows Only) ( fERE—& A (&
Windows ) ) BREA No (&) o

5 EMT OK (X ) RFERE,

STEP 8] ( ) HEEBR/MUERELARMUFERORE , RERFIUL.

HFERR , ANMLEREEEBHRBRERNEZANEERCERIEAE, EBRFENR , AOBUR
FEERAESEETIREN I cookie BRBFEAE, Cookie MM , FAETRA , EEHRAETRI[H
OTP, MEEZEH , FLEE A OMEMEFEE LK Cookie 5iFE,

HpoobdpE

N AAAEHE cookie FIBE MM FIES ( HIMABNE AR ) | BTGB BFEEIH
() mmos s,

WEELHMET, , BB GlobalProtect A D435 B GlobalProtect B,

1. ZEEY Network ( #82% ) > GlobalProtect > Portals ( A O#8% ) = Gateways ( & ) .
2. BERBRAAOMUSMERRE , S Add ( #38 ) —1E,
3. RERBEREAOMUNEE , FENTIEER 2 —

+ GlobalProtect A O#A3L#HAE —1F GlobalProtect A OMBILAAREHEE A L | iBE Agent ( REBER
> <agent-config> > Authentication ( &% )
GlobalProtect & #H#—7£ GlobalProtect FBHREEFES RS |, BE Agent ( REEX ) >
Client Settings ( FIFI%EXE ) > <client-setting> > Authentication Override ( BREEUY ) o
4. #17TT % Authentication Override ( B8 EUR ) 3RE :

ER S EVLHY Name ( BHE ) o

Generate cookie for authentication override ( A5 FEEUEL cookie ) —RIA A OBILHEE |
DEEMERNRBIEE cookie, FRAEMIIBRITR , ADHEILSFERHEE cookie ZimB,
Accept cookie for authentication override ( #ZEEE cookie ) —EA QML FEEBE N
B, BN%; cookie BRFEBEMEAE., IHERHEERM Cookie % , ANPURFETHREFZBA DM
BB INZH Cookie , % Cookie , IEERBFEAE,

 GlobalProtect ERERN S BHEERFERAENFEAERBTELLENEERREFER
EinEHHERFE cookie, FEAFERREE cookie % , EEBEEZEA OB FELE
THERAERE,

( ) MREETFNEREERBF N ERE B ETZE
N="(BBASSO) (Network ( #83& ) > GlobalProtect > Portals ( A 048

¥4 ) > <portal-config> > Agent ( fR¥#23 ) > <agent-config>. > App ( FEFT2

I ) , GlobalProtect FEARIAEEA Windows i i & & B HIEEGE A E N A HERE
cookie, HNR&EH Use Single Sign-On ( FHE—F A ) B#IEFZRANo (AF ) (SSO
EEA ) , BIXZAARFF GlobalProtect EARR FMFEMAENE FMEEEREN
ER & cookie, % Save User Credentials ( EFFEFAERE ) RIERA Yes (2)
DRFERAEEBNEL , 3R A Save Username Only ( EREFEAESRE ) U
EREERAEER.

( ) B macOS I # A X |E—&E A , HIb4EAFF GlobalProtect

FER 2 Save User Credentials ( R FEAERE ) FTreMEAENRRE

cookie, #§ Save User Credentials ( fE1ZEFAERE ) BERA Yes (R ) URE

gmg%ﬁﬂ?ﬁ% , EXA Save Username Only (EREFEAERR ) WERTT
REER,
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+ Cookie Lifetime ( Cookie FE K ) —EE Cookie BMA/NFE, RERBH. MENFERE
— B 24 PEHE—UREBERREA—AOBLA 15 X, NHEEA 1-72 ; BEES 1-52 ; X¥
EIEA 1-365, EAOMILHEEN cookie AR ( LLER A% )  ADPURBEERRERE
BRI N —EFTH cookie IEEEIH T
Certificate to Encrypt/Decrypt Cookie ( FIRA %/ ##% % Cookie KV BFE ) —I8E RSA B:F¥ , LA
RINFEEMRE Cookie, BAAEA OB MEE LFEAERNEE,

REMER , FRE RSA BRUEACHEBEXENRBHERREE,
ipg

AOBILAEE A RSA MR IERETE) PKCS#1 V1.5 BLE4E Cookie ( BB BRENLFELIE ) W HE
# Cookie ( ERBENFEZ SR ) .
5. M T OK ( #E ) fE1FHEEE,

STEP 9 | Commit ( 13 ) #H&E,

STEP 10 | HEER4EAE,
##11T GlobalProtect EFAEXMNIHE , EXEREZARA OTP RENFERA DM, LEZEED

BUTXHERR :
& Sign In
Error admin password
! |
Cancel
1: OTP fREER R
GlobalProtect ¢
Sign In

Errar admin password

Cance

2: GlobalProtect REEME4R LB OTP 7R

EHESEFRAZRRRE

MREEEB-—REAEFEAEBEFNBERAFINF (CAC) ETRE , SL4AKBHEEE CACHERZFH
BENR CABREBEAZADMBUNEE, RRETUBRIESZR CANBERER  LKEEAZEN
ARRBEE/SREBRE , AEREAERIBRFFEAEEF,

STEP 1| RELNE B FERER,
HEFBRRECHKESTRERFEIHBBL —RERE,
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MERBEET , FE2RREREHERBNXMFE.

ERZEIBERT , EEFEREERTESRHY —REAEZHESHEARSBNEERRE  ER0IFEHRE
GlobalProtect A O #3v4 82/} E1E,

STEP2 | EARHBEE—MREAEEEFPZAFHKBRENIR CA BE.
BEAREER{FIEE , ARTHTIITR
1. iZHY Device ( #£& ) > Certificate Management ( B EE ) > Certificates ( F ) > Device
Certificates ( REBRE ) , A% Import ( EA ) FHHBFE.
2. B A Certificate Name ( BEE®E ) -
3. B AfE CA FrUE| Certificate File ( BEER ) WREEER , L —T Browse ( BIE ) LUK FIXE
=,

4. f¢ File Format ( {84 ) TR X EEHIEE Base64 Encoded Certificate (PEM) ( Base64 #m % B %
(PEM) ) , R&EE—F OK ( BE ) REABH.

STEP3 | EEEMEA CACHERFRENBEA OB/ FE LB URFERER,
z£ MFEAMBERERMUNFAET , SIMNMER CRL 5 OCSP |, FF2EM LRA.,

1. i#H Device ( #£{& ) > Certificates Management ( BEE ) > Certificate Profile ( BERE
B)o

2. ERRERBRERR Add (#1318 ) —E,

3. MABHEREEN Name ( BT ) o

4. 1ZH PAN-OS FIZRLL¥S User-1D H IP {4ty RFE BFE Username Field ( FAE BB ) —&AT L
iZH Subject ( £5 ) LAEFAEMABRE. SubjectAlt (EEENR ) : EFHBH UWEAEFHFibit
H FEEEHNX : Principal Name ( TBEE ) LBARETEEE,

5. £ CA Certificates (CA B ) BH TP , Add ( #1i8 ) BESR 2 PEAZBEREENZEER CA
BE, HIRERE , 558H CA Certificate (CABE ) , REE—T OK (HEE ),

6. B—T OK ( HE ) REFEFRIFZRER.

STEP4 | ERBRBRERZEAOPUESIFAE, KT BRRANAKBRZERMEEAOMESFHER
R, MERTELTHMEEMEN , 5528 GlobalProtect A L #J158 GlobalProtect FiE,
1. ZEEY Network ( #82% ) > GlobalProtect > Portals ( A O #8% ) = Gateways ( F& )

BEREAAOMUSFEHRRE , R Add (#F18 ) — 1@,

£ GlobalProtect FEAREXFE AR L | i2EY Authentication ( B85 ) o

BEVUERIBIZ M Certificate Profile ( BRERER )

B—T OK ( #E ) RFFHERE,

DA

STEP 5| Commit ( €% ) #H%E,

STEP 6 | #EFSAERE,

#8117 GlobalProtect EFAREXMNIKE , ERESET LR EHAEEFRBENEERAOMEY, RFKGE
R BALHE S RIS T LR I E GlobalProtect Bi 5% .

EHBREEREREXRMAERERE

WMRBHARMRE N REREBER ( BER ) |, B0 RSA SecurlD , REFLRERT  FHESELRBRE
HREMEAERNLEHAE PIN F8EEEZEE , RETE GlobalProtect FEATERNAY Password ( 5 ) #{é
ABR. E—RMSEFESEAEFER,
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BTELBRARFENEFHEEER |, GlobalProtect 24t 7T EREMN BERERFE, FHEE GlobalProtect
Password ( %5 ) # /& A RSA PIN , B GlobalProtect # RSA HEVZ B BB EHFEE K FHAEEER
EXEESNE D ERBARL RSA FEARER

LEIhRER UL T =%& RSA X : PinPad £ ( PIN EERERAISES ) . Fob B= ( PIN RIEERAN ) HE
Pin =X, ¥R PinPad E2 Fob #3 , F A& S Password ( BH5 ) ## A PIN , H GlobalProtect &#EHE}
B, EEPInEXT , Password ( B ) USSR EEREFERAEEWAHERAESRR.

[ﬁ W IhaE L8 GlobalProtect™ FEATRER 5.1 R E#HARAA Windows &,

STEP 1| FEA F ik Windows & E F 8 F S S # IS B R BN RERERE.

BB TE A Bl Windows 28 8 E Windows 2 & R B IR MM BERERTE . GlobalProtect FE 12
AR SEDHCEEEUL E&IEE — X,

1. BERX Windows & #%#m#E 25 M2 EY HKEY_LOCAL_MACHINE > SOFTWARE ( ##8 ) > PALO Also
Networks > GlobalProtect > Settings ( %7€ ) o

2. #% auth-api B2 E A yes.

» HREER SRR auth-api A yes , AL GEEBER RSA BB HREEA
A RIE, MR GlobalProtect S ERHBMER , At A EHMBERERE.
HAADMBUEERE-R RSA BRE  RAIZRLERE LBAER cookie KRR,
E GlobalProtect EEIMERENZRE , A DRLERNER TRNEERS , B

HAZIBECHER 6 BROUES RN, it , RARBREEAOREN EELERFTER
cookie I 1 @& 1% cookie,

STEP 2| EFIER RSA WERRERRE A O MAvLEERE,

STEP 3| 7£ GlobalProtect A O#8u5 EBUAER cookie HIERFE .
8% GlobalProtect XX 38 A B & 1% /o 5F GlobalProtect LAFT 2 I M ZBER R EHHE,
1. iZH Network ( #88% ) > GlobalProtect > Portals ( A O#83 ) > <portal-config> ; RZIEE
Agent ( RN ) B,
2. Add ( #18 ) REEXAENEFHRGHERE,
3. iZH Generate cookie for authentication override ( =4 Cookie LAHEREEN ) o

STEP 4 | XA GlobalProtect RE S AZEZ B FEEUL cookies
1. JZH Network ( #85% ) > GlobalProtect > Gateways ( & ) , R%EZE—T Agent ( RERERX ) H
%,
2. JZH Client Settings ( AFIWRRE ) , AKIEE GlobalProtect F F in#H R, 18 — @,
3. J#ZHY Authentication Override ( BRFEUR ) ; A& , #EL Accept cookie for authentication
override ( #EZEEEUK cookie ) ,

STEP 5| i2HY Network ( #3% ) > GlobalProtect > Portals ( A O#8%5 ) > <portal-config> ; $R&IZH
Authentication ( 5% ) E#.

STEP 6| Add ( 118 ) AF BB R EREIEIIRARER ;| A% , EE Automatically retrieve
passcode from SoftToken application ( #¢ SoftToken FE T2\ B BN EENEZES ) o
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=% 7E strongSwan Ubuntu E& CentOS i B4 BR 5%

£ E % GlobalProtect ZEUZE{# 2] strongSwan Ubuntu B2 CentOS %% , A ELIREBRERE.

%ﬁii»

» EE{RTE Ubuntu Linux B2 CentOS kX #& strongSwan #J GlobalProtect &/MRAS |
& mCiobalprotect T EFHIRA B 7 .

MEEMHRZ GlobalProtect F& , FAEXLERNEE. UTITEREER T WMEA strongSwan U 258 5%
B RBl, WFEER strongSwan HTEEEFH , 5S8R strongSwan wiki

® Jé)—lh uanE*;FDiFH %ﬁgﬁ

. BBRBHREEBMARE

- EBRERZERFTHMARE

18 R AR E R R B =R
THITEREERT ERBREREEA strongSwan A FimEREMN 5%,

STEP 1| & GlobalProtect F&EFRE |Psec Ei& , LAEE strongSwan A FimE1TE -
1. iEEH Network ( #88% ) > GlobalProtect > Gateways ( Fi& ) .
2. BEVRAERMER Add ( #F1E ) —1@&.
3. £ GlobalProtect BB AHREH 55 /5 AV Authentication ( B ) EEY | BEEEAMNETHREN
Certificate Profile ( BERERE ) -

4. 1EH Agent ( FIF3% ) > Tunnel Settings ( BIEERXE ) LARA Tunnel Mode ( BE#EX ) , LEET
FIERELREBEE :

ZEUL B S 52 7] Enable X-Auth Support ( B X-Auth X8 ) .
MR EEXE Group Name ( E4HE % ) # Group Password ( ARG ) , SEBER,
&—T OK ( #E ) URFHE,

STEP 2 | #88% IPsec BB R EHE (ipsec. conf) conn % FERERAMTEREMRIRE , B strongSwan A
FiRERES.
ipsec.conf BRBETLUE /etc ERKXAIKE
[ﬁ LR A RE B LA T MR E (T 7RISR ARERR

*+ PAN-OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 §] CentOS 6.5 # strongSwan
5.1.3,

+ PAN-OS 7.0 #§ Ubuntu 14.0.4 #% strongSwan 5.2.1,
MREFEATERAR strongSwan | WEEFHRERERTARSE, NEHTBES , F28

strongSwan wiki,

# ipsec.conf $&% conn $default EBERRK TIIFREE WBUTERERE.

ikelifetime=20m reauth=yes rekey=yes keylife=10m rekeymargin=3m rekeyfuzz=0%
keyingtries=1 type=tunnel

STEP 3 | {82k strongSwan F Fimky IPsec 52 E#E (ipsec. conf) fll IPsec ZFER (ipsec. secrets)
DfERRBZRERE.
ipsec.secrets IBRBEAUE /etc BRRAKE,

GLOBALPROTECT EE &R | BE 51

© 2019 Palo Alto Networks, Inc.


https://wiki.strongswan.org/
https://wiki.strongswan.org/projects/strongswan

£/ strongSwan AFRERAEEBERBIENERAER.

# ipsec.conf BRHPMLATIE B EHRERRE,

conn <connection name> keyexchange=ikevl authby=rsasig ike=aes-shal-

modpl024,aes256 left=<strongSwan/Linux-client-IP-address> leftcert=<client
certificate with the strongSwan client username used as the certificate’s
common name> leftsourceip=%config leftauth2=xauth right=<GlobalProtect-

Gateway-IP-address> rightid=“CN=<Subject-name-of-gateway-certificate>”
rightsubnet=0.0.0.0/0 auto=add

# ipsec.conf BRI TIE B B HKERRE,

:RSA <private key file> “<passphrase if used>”

STEP 4 | B%# strongSwan IPsec BRI B AR E & E strongSwan Al Fik7EER ¥ GlobalProtect FEBF {5
K IPsec BE.,

Eds! config <name> By RGBBEHARE
* Ubuntu :

ipsec start ipsec up <name>

« CentOS :

strongSwan start strongswan up <name>

STEP S5 | HEERBEREIER , B VPN Z strongSwan A B M GlobalProtect BB/ ER SR,
1. ﬁﬁwc\ﬁm ERNFHREER (FEBIBEER ) HRA strongSwan A FimMI I B EFHMREE A
+ Ubuntu :

ipsec statusall [<connection name>]

* CentOS :

strongswan statusall [<connection name>]

2. JZH Network ( #88& ) > GlobalProtect > Gateways ( Bi& ) . 7E Info ( E&\ ) %l , ZEEE
% strongSwan i BimiE R 5% E M Remote Users ( IRix#EA#E ) o strongSwan f F ik fETE Current
Users ( BRIERE ) T%H,

18 B 7 R E RS RUH B R

TH TERREER T T E B FRERRA strongSwan AFRBMEMN S %, BRBRELSEEERE
strongSwan F 5 i B Z 58 A 0 — Rl e BR B AR B 48 o

STEP 1| A& GlobalProtect FIEF%E |Psec BE& , AR EL strongSwan A FimiE1TEB A,
1. #E Network ( #8% ) > GlobalProtect > Gateways ( Ei& ) .
2. BEVRAERMER Add ( #F1E ) —1A&.
3. 7£ GlobalProtect BB #HRE¥IEE 5 5 AY Authentication ( B8 %% ) EE+ | BREEMFHAW
Authentication Profile ( B8 ERE ) -
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4. iZH Agent ( AF % ) > Tunnel Settings ( BBEXE ) SABUA Tunnel Mode ( BEER ) , WIEET
IR ELRREBE :
« BREULBEUS BT Enable X-Auth Support ( BXAE X-Auth X ) .
« HRERTE , A Group Name ( ##HE % ) M Group Password ( FHEETE ) .
« ®—T OK(HE ) URFEERE.
STEP 2 | #R% IPsec BIBFREHE (ipsec.conf) conn % AR [EER AW TERLEMRELE , A strongSwan A
FisEHER,
ipsec.conf BRBETALE /etc ERXAKE

£ LR F PRV ERE A LA T RAEST 7 R MAEED

e PAN-OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 ] CentOS 6.5 # strongSwan
5.1.3,
* PAN-OS 7.0 ¥y Ubuntu 14.0.4 # strongSwan 5.2.1,

MREFEATERAR strongSwan |, WEFHWERATARSE, NFFHMER , F2H8

strongSwan wiki,

£ ipsec.conf X conn Sdefault BEA , FRE FHIEZRFE :

ikelifetime=20m reauth=yes rekey=yes keylife=10m rekeymargin=3m rekeyfuzz=0%
keyingtries=1 type=tunnel

STEP 3| &K strongSwan Al Fif#Y IPsec 2 EHE (ipsec.conf) # IPsec ZiEHE R (ipsec.secrets)

LERERRE.

ipsec.secrets BRBEALUE /etc ERKXAIKE

£/ strongSwan AAFmERAEEBERABENEAER.

T ipsec.conf BRARETIEREE :

conn <connection name> keyexchange=ikevl ikelifetime=1440m keylife=60m
aggressive=yes ike=aes-shal-modpl024,aes256 esp=aes-shal xauth=client
left=<strongSwan/Linux-client-IP-address> leftid=@#<hex of Group Name
configured in the GlobalProtect gateway> leftsourceip=%modeconfig

leftauth=psk rightauth=psk leftauth2=xauth right=<gateway-IP-address>
rightsubnet=0.0.0.0/0 xauth identity=<LDAP username> auto=add

es ipsec.secrets BRARETIEREE :

: PSK <Group Password configured in the gateway> <username> :XAUTH “<user
password>”

STEP 4 | B%# strongSwan IPsec BRI E AR E B8 E strongSwan Al Fik7EER ¥ GlobalProtect F&E {5
K IPsec BHE,

* Ubuntu :

ipsec start ipsec up <name>

+ CentOS :
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strongSwan start strongswan up <name>

STEP 5 | HERREESREIER , B VPN Z strongSwan A F i GlobalProtect BB/ ERE 2 E T,
1. ﬁEwﬁEEﬁE’Jnﬁﬂiﬂkfﬁﬁﬁﬂ ( EBIEEER ) HIKH strongSwan A kNI AERHREET
Ubuntu :

ipsec statusall [<connection name>]

CentOS :

strongswan statusall [<connection name>]

2. JZEY Network ( #8%% ) > GlobalProtect > Gateways ( & ) . £ Info ( EF ) %l , ZEEE
%A strongSwan F FImiE#REXE M Remote Users (2 EAE ) o strongSwan A FIRMETE Current
Users ( BRIEA®E ) T5IH,

1B & X 3= B A U B

FEHERRBIE , strongSwan AFRMERIIFEA BB EEERBEREERRINEE  THRERE
GlobalProtect &, T% I{EREBET T NMAEBRERKRBRFERA strongSwan A ﬁiﬁﬁ%ﬁ%ﬂﬁ)’iﬁ&o

STEP 1| % GlobalProtect B E IPsec Bi&E , LA EE strongSwan A FinETEHA.

1. ZEE Network ( #82% ) > GlobalProtect > Gateways ( Fi& ) .

2. ERMREFER Add ( #18 ) — 1@,

3. 7£ GlobalProtect FE#HAEYIFE 7 /Y Authentication ( B8 3% ) EEH , BEUEEFE K Certificate
Profile ( BFEREFE ) A Authentication Profile ( BB RER ) -

4. iEEL Agent ( AFi® ) > Tunnel Settings ( BEFXE ) SABUA Tunnel Mode ( BEER ) , WIEET
SIRELUREBE !
« EEULBZEUS 527 Enable X-Auth Support ( Bt X-Auth X ) .
« WMREERE Group Name ( ##HE 7 ) M Group Password ( BN ) , BEBR.
« E—T OK(HE ) URTFEERE.

STEP 2 | #5R IPsec BBERER (ipsec.conf) conn % BRERANTEREHIRE , & strongSwan A
FitERER,
ipsec.conf BERBEALUE /etc BREXRAIKE

f LR PR RE R LT AR A HEST 7RI RREER
« PAN-OS 6.1 #§ Ubuntu 14.0.4 # strongSwan 5.1.2 ] CentOS 6.5 # strongSwan
5.1.3,
* PAN-OS 7.0 ¥y Ubuntu 14.0.4 # strongSwan 5.2.1,
MREFEATEMRAR strongSwan |, WEREFFHERERATARSE, WEFMER ,

strongSwan wiki

FSH

es ipsec.conf BRARETIERRE :

ikelifetime=20m reauth=yes rekey=yes keylife=10m rekeymargin=3m rekeyfuzz=0%
keyingtries=1 type=tunnel
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STEP 3 | &2 strongSwan F Fimf IPsec ;X ERE (ipsec. conf) fl IPsec ZFER (ipsec. secrets)

DERAEERE.

ipsec.secrets BRBEALUE /etc ERRAKE,

fEH strongSwan AFmERAEEBEABRENEAZE,

£ ipsec.conf BRARE FIERZE

conn <connection name> keyexchange=ikevl authby=xauthrsasig ike=aes-shal-

modpl024 esp=aes-shal xauth=client left=<strongSwan/Linux-client-IP-address>
leftcert=<client-certificate-without-password> leftsourceip=%config
right=<GlobalProtect-gateway-IP-address> rightid=%anyCN=<Subject-name-of-

gateway-cert>" rightsubnet=0.0.0.0/0 leftauth2=xauth xauth identity=<LDAP
username> auto=add

£ ipsec.secrets BRARE T INERBLE :

<username> :XAUTH “<user password>" ::RSA <private key file> “<passphrase if
used>”

STEP 4 | B3%A strongSwan IPsec BRI E#R ZE B8 E strongSwan Al Fin7EER =¥ GlobalProtect FE R fE
B IPsec BE,

e Ubuntu :

ipsec start ipsec up <name>

+ CentOS :

strongSwan start strongswan up <name>

STEP 5 | HERRBIEREERE , B VPN = strongSwan f F i #1 GlobalProtect BEREZR D E .
1. BRPFEESRNFMAMREBEN (BEBEEER ) KA strongSwan A FIHMFTEERIVAREERA,

 Ubuntu :

ipsec statusall [<connection name>]

* CentOS :

strongswan statusall [<connection name>]

2. iZH! Network ( #3838 ) > GlobalProtect > Gateways ( & ) . #£ Info ( EF ) FI& | BEREE
%A strongSwan Al FImiE#RE%ER Remote Users ( ZiwmEAE ) o strongSwan A FixMETE Current
Users ( BRIERE ) T%H,

GLOBALPROTECT BB £i5f | % 55

© 2019 Palo Alto Networks, Inc.



#% 7€ GlobalProtect LA{E 1T 2% KN = B 58 8 &l

ATRERREARER  WHEIEHEREEAREIMABETREMRPKPER , BARENRYAHER
MNZRZME (MFA), ELRGEBECAEEFNSEHRBRNBBNEAEN 28 , SEETEEE (
) NSERTHRE
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1. Authentication Policy

» User = Developers Group
* Destination = Data Center
* Action = Authenticate

External GlobalProtect Gateway

Mg

VPN Tunnel

o
' Q

Remote Users

MFA Gateway

2

Internal Users

2. Security Policy
* User = Developers Group
* Destination = Data Center
* App = Perforce
* Action = Allow

V)

Perforce
Application

Data Center

To access an application that requires
multi-factor authentication,
Authentication Policy is applied first,
then Security Policy.
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MAEHE TERRERIRIAR , IERAEXIRBENEARRERERIRBNEAEEREBA

( ) FUBIBERAERNEARER —ZF ERERE Windows 38 macOS i 2
EH3EHTTP EARERH MFA BX ( 130 Perforce ) , FE GlobalProtect BARER, E L/EMRERER
FRBRAGERRE , PYABEEBHRAN URL EZFRFAOMILERE , [ GlobalProtect FEAREN &iA
UDP @41, GlobalProtect FEARRER I UREB A EERAEBTILAR

DRABERAERNEARS —JSIABERRERNERAEXTHEE GlobalProtect $EAERRBAAL.
BB XS TERERIR S Web BIERER (1B App-ID) , AR EBSYHFERAE L ~BERARR
FIEENBRIACDBLER (UTBABRENADREY ), UEFHEET  F2EALEZRAEZHE,

ZEH& GlobalProtect SR EASH T URERAERNWERENE R MFA BH , BERATHIERE -
STEP 1| §2%E GlobalProtect 28I , i EMH B LREZREERE.

» MERAEF GlobalProtect F# R EERFHREBEFMERAOMY , AIEEMEH RADIUS &R
ESERIEMRE, WMRMEH GlobalProtect ZRBAIFEA EEMREFREALLE (UDP AR ) |, Bl
AEREBARSFZREECZENA,

FEEAZSEREARERREGRER , REENFRT R JBEC R P EIN MFA BREE
%@iﬁm MFA BRERBER SR TURKRERT RN TH. NFFEEA  FBRIEZE
RURABHR S A OB R ERFBRERRL  YEHERELHE,
B ARSRRER | RRUER S E R OB I ELR B A E 1R
HERFRERERIESEERTESHNBIRERE.
RERZEMFRARE , ZRAUAFEAEFNEERTNER.

STEP 2| ( ) & E GlobalProtect XEAIPEE LW ZHKRRE , BLEAMAELHEAN
BEMERECEER

i#HY Device ( #& ) > Response Pages ( EIfEEH ) > MFA Login Page (MFAEAEM )

iZHUR% Export ( [EH ) Predefined ( FEEEEMN ) SIAZ LBV E,

ERHBLE, FAHTMLIRESREFT TEHNEEER , XFEAH - EXREBRTFZED.

IR E B X % £ #9 MFA Login Page (MFA B A EH ) H5E 5 , Import ([EA ) BFTE

M , Browse ( 2% ) 35#EX Import File ( EA#EZR ) , i#H Destination ( Bfitr ) ( ERRFRH

ANE ). HB—TOK(HE) , R%EE—T Close ( B ) »

=

Howbn

STEP 3| ( ) BX 8 Response Pages ( EIfEEH ) /EATE Interface Mgmt ( NHER ) :RE
ELEAFERANRE
1. #E Network ( #85% ) > Network Profiles ( #8E%EXERE ) > Interface Mgmt ( NHEE ) , REBE
EERERE.
2. £ Permitted Services ( fAFFHIARTE ) EiZ+ , iZHEX Response Pages ( EIfEEHE ) , REERT
OK (HE ).

STEP 4| ( ) # Interface Mgmt ( NEEE ) SREEMMEBENTE :
1. JZH Network ( #88% ) > Interfaces ( /7T ) > Tunnel ( B& ) , UREEARFEACEEEAEE
T H.
2. i#EY Advanced ( R ) , RAREEEE L —DEREM Interface Mgmt ( NHEE ) RERES
Management Profile ( BERER ) -

STEP 5| ( ) EEEE N TRIBAY EH £ ( Network ( #88% ) > Zones ( &1 ) > <tunnel-
zone ) Enable User Identification ( BUREAEZEA ) -

STEP 6 | BXJE GlobalProtect I Fi% , AXEFTUBBERAERNEAEXZARREEA,
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1. JZH Network ( #83 ) > GlobalProtect > Portals ( A O#81% ) , RZIBEA OBILHRE (R
Add ( ¥718 ) AO#ML) .

2. B Agent (RERERX ) , AREZRREVKRERNERR Add ( #18 ) TIHRERERE,

3. EApp (EARER ) ER LEREUATRIE -

# Enable Inbound Authentication Prompts from MFA Gateways ( # MFA B8Rk A B 3% 12
R)BRAYes (R). BEXESEEERTE (MFA) , GlobalProtect FE A2 X AR T 1 BB B
#) UDP BB IR R HEITHEFE, 1EH Yes ( 2 ) W GlobalProtect BEAEX W EIR R EITHR,
kFEER , LL{EEE A No (& ) , % GlobalProtect &K B FER UDP BE R o

£ Network Port for Inbound Authentication Prompts (UDP) ( ¥ A B8 12 RAVAE R E 1218

(UDP) ) #{y , FE15 EIEEIRIRTE , L GlobalProtect BRI # MFA FEZUWE A UDP B3
BR, EREEER 4501, EERFEEFIE | BETE 1 3 65535 WEF,

£ Trusted MFA Gateways ( Z{E1E# MFA & ) #{z® , A& GlobalProtect FE AR EETEST
ZHRERRFHEFEM URL 5 BB U MEZIBFE ((EerEEERERE | 0 6082) ., E
GlobalProtect AR UEI UDP BRFER T~ , Hh I SEN BB EMREZENEHE G URL
BF |, GlobalProtect B E#E [ URL SETBFERBRIALS,

5% E Default Message for Inbound Authentication Prompts ( I AR B IR RNERAS ). &
FAEEAFHEEENBRBNEIRE | GlobalProtect 23 —Ea2 S ARFIR <K UDP
HE , YEREAS. ZUDP HEBHLEELEREZHAERFHREENRIAOMLER
URL. GlobalProtect & HE# URL MiMNEIFAS., Hl , EEE R EBEMAEFRNWBER |, BEA
THAL :

REEEFREREESNRENZIREER., FREETRE 3.
4. REREEXEE (EWT OK(HBE) ) , A% Commit ( #X ) BHRE,
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RRA VSA Z RADIUS falRZBRHI R3S

EEA DMK EEBALR |, GlobalProtect InBH{E X TS E IP ik, /EERME (0S). FHEHE. FHE
#A13F GlobalProtect ERRRNMRANEN. BRI LARBABS X , FERFER AL ERES Vendor-Specific
Attributes (VSA) 1% E RADIUS RS ( #kTERR , BA AT &EIA VSA ) . RADIUS EEEREEKENE
L VSA MITEE I {E, a0, RADIUS EEEWREER OS BHERIRAI , R Microsoft Windows A&
M E R EER M Google Android A EH — X R (OTP) B8,

HWEFNSERGEN TR

« #% Palo Alto #8#% RADIUS = EL[E A S&#Y RADIUS fRIBRES.

+ FR7E RADIUS fRIfRESFRER WS HIEREBEBRER. WEFHMAET , F2ELENILEFE,

+ FERERFEEREMEE GlobalProtect A QML AE, MEFHMEN , BFSBEEEY GlobalProtect A O#F
YEHYIZENER 5% E GlobalProtect &,

STEP 1| & ABH A CLI
STEP2 | AR EEANE VSARATS :

username@hostname> set authentication radius-vsa-on client-source-

ip username@hostname> set authentication radius-vsa-on client-os
username@hostname> set authentication radius-vsa-on client-hostname
username@hostname> set authentication radius-vsa-on user-domain
username@hostname> set authentication radius-vsa-on client-gp-version

O MREHERREFLFHAXRBEERE VSA |, FHTHEGS , BEA radius-vsa-
ipg of fBIER#E radius-vsa-on,
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A B

HARERAREARAMEEN —REAERMKLIAT , AIERAEGFTERINERE T AEFETS GlobalProtect
B fFEUE | L% GlobalProtect (EMEMN S D REBIER/EH, T8 , MREERRMEFFENSERTE
2 GlobalProtect fHRE8/HZ 2 RA |, B MBS EREH B A RF[ENFEETERYENEEFE. SR
B EYIFE,

EERALLIRE , B AR LDAP AREFRERE , HP S FERE R ABEZERFEE KAREN AN , A
RESHREAEMFAAEREBEEANSN., BHABERE LDAP fRSEc% , SHNMEEYE K T
REENERELZ ST , S5 ME0NEEE, HABXZESE LDAP B &Mk , HF 21 Microsoft
Active Directory (AD), Novell eDirectory 1 Sun ONE B 17 iR 25,

A TSI FEREE LDAP B sk LARUA B A s I FEELE A & AN H AR -

STEP 1| B3 LDAP A iREFEXERE , IEEWAEREM A B EER ARG AHEEARN B 8,

1. JZH Device ( 5&fi ) > Server Profiles ( AfRZEFXEHE ) > LDAP , A&IZ—T Add ( ### ) .

2. WA FARE R [ IRES L ERE K Profile Name ( FREREETRE ) -

3. MRNBEEEANREEZEERRRIIENAME , FRIN—EEBRERMR Shared ( LH ) AR
EHE T F#Y Location ( ZE& )

4. &H¥t4518 LDAP RMR2: ( &ZWME ) , Add ( #78 ) YA Name ( B8 ) ( SAFEBIRREE ) . RR
2% IP {uit ( LDAP Server ( LDAP fRfR2% ) #1 ) , LAR fAIARES Port ( E#E8 ) ( FE@ERA 389 ),

5. T HXBEREM[ARES Type ( E ) : active-directory. e-directory. sun = other ( HAth )

6. MRBFHLEHEB[MF SSL = TLS LISREZ £ #ELRE B #k[IR2T , 752 E Require SSL/TLS secured
connection ( FEE SSL/TLS R£EMR ) KA ( BERACERN ) . REFEANHER FRKRE
Port (E#EE ) ME :

389 (FEER ) —TLS ( BRIREEB LM StartTLS B1E , ARAKIEREE TLS AR FE
R )
636—SSL
EMHMERERE REHAGERMLA TLS. FEEARBIFTZETLS, IEKEEEEFEA SSL.
7. BTEBHENNETS , FRE Verify Server Certificate for SSL sessions ( #52 SSL T {ER ER #Y {7 IR 8%
BE ) BIAHR (FARATERN ) , RREWFT A KAMRIRA SSL/TLS EIRFTH RAVERE. BERA
BEERRE | #&th 47818 EY Require SSL/TLS secured connection ( E3R SSL/TLS Z£ B4R ) #ZEUS H1,
ATIEFRERR  BEXEREATEREZ—
MRAEBBEEFER : Device ( 5%f# ) > Certificate Management ( BEEE ) >
Certificates ( /87 ) > Device Certificates ( iEBE ) . WELE , KEIREALED,
BRESEEMNAZEENERREELFED : Device ( £(& ) > Certificate Management ( B
&1 ) > Certificates ( 3% ) > Default Trusted Certificate Authorities ( FHEXHN ZETBERE
Bi),
8. B¥—T OK(®E ),

STEP 2| # LDAP falfR2REREAZ#TB E User-ID BAH FERRE

1. iZH Device ( #& ) > User Identification ( (&5 ) > Group Mapping Settings ( Ef#H ¥ FEE%
E) , REAAD (F18 ) BB EHERE,

2. iZH Server Profile ( fAIAREIERER ) -

3. By AFHAYFEFEREMY Name ( BFB ) o

4, ZREVERIMIZR A Server Profile ( AARESERERE ) -

5. 8% Update Interval ( AR ) (¥ ) , BT HRERE , BH BB B LDAP B %[ REFHE
R, DAESEHE LA A R B AR E MV BB FTET IR E R ( EER 60 £ 86,400 % )

6. FERABRESERERE S Enabled ( TRUA ) URAAEHBEHE,
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STEP 3| (

) f5F GlobalProtect # B # {7 R 85 BT 35

GlobalProtect RESTRA BE AR PV IR BEAVARAE | AWRIBIH B F RV F MBI BT HIP B2 M RA, R

mAMZEE  SUKRMENFRBEEESARSFPRMEOMBIRS, RE , BB E &MAKRFE

H!lﬁ%ﬂ%ﬂgﬁnﬂﬁ-r A LATE SEHREUE £ 2 B in R Y 7 5o

1.
2.

STEP 4| (

1.
2.

3.

STEP 5| (

B A FEARRED | JREY Server Profile ( fAIBRESERERE ) -
BX A Fetch list of managed devices ( HENZ EENEEEE ) B1E,

) EERRBEBIFEREEERAEFENEM,
EBHAE¥IPEARRER | 12EY User and Group Attributes ( F A& EEEHEBM ) o
EEAEBHESE , 5EANEBER A EM Primary Username ( TEMFHAERZRE ). E-Mail ( E
FE# ) & Alternate Username 1-3 ( SR FEHELTE1-3)
EREBMEE  EEAREEFEHEEHERN Group Name ( B##HE% ) . Group Member ( B4R
E ) RE-Mail (EFEH# ).

) BRI R A B o AT ERAY B4R

RIBTRRR , WRREEHA , AFAEHERTERARAPER,

1.

B RPN BRENEMA
1. REFEHEMERED | ZE Group Include List ( BEBEEE ) .

2. EUABEEE D ENLFEERABNTERNEGE  YiR—THE (D) BR , UERER
E@%E@ﬁ%ﬁ/ﬁi )

MREHNFRAURUNELATFEEEEREREANERAEBHEAER  FBFBRIE LDAP EhEREL BT

B4A

1. REBHAYFEARED | IEEY Custom Group ( HETEHE ) -

2. Add ( #718 ) #H BT &,

3. MARE Name (B ) ; LEBERTHABRERRANWF A EERPXERK—N, R
#Z Name ( £7% ) BIH AD FHEMEN YR E % (DN) EEHENE , BAREEXEBOME
SRPEHBTEE (FImERIMAFES ),

4. $57 LDAP Filter ( LDAP E5&85 ) , &R 2,048 UTF-8 =t , REZE—T OK (HE ). BHX
BTRZERE LDAP BFi#85,

o EERE(L LDAP BEWFB el EY LDAP B kAR UELE , FEMARS
gy BEYRENES  REN LS CERARTREFEN EAERRENE. RE &
A LARYR LDAP ERE8R 2 Y BT #HE.

STEP 6 | Commit ( 12X ) BN E,
E—T OK ( #ZE ) B Commit ( 123 ) »
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GlobalProtect &8

GlobalProtect FE#=

E%7E GlobalProtect BEH R T4
EX7E GlobalProtect Ri&

£ GlobalProtect M@ L 2 EEERE

V V V V
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GlobalProtect FB#E

HRAEIEAS B ATERAY GlobalProtect A O EEBFERMAIERNRERTE K RILBBLARERE , B
REA AR,

GlobalProtect FE R A MEREAREME T EIAE :

. SHHERZEREM GlobalProtect EARNAEHITELLRA, BEoUGEIERN L2 RAIGHEER
EBRA HIP WE, MERMA HIP RENMEER , F2RATHEA,

o RHUHNRAIPL MR ERELAMBE (VPN) £H, VPN ZEAE B & EHRER P B LR B EEEN
H 2 E# IPsec 5 SSL @iER .

BB A LU EEZEB A AWS EiHRY VM-Series By A4 55 E GlobalProtect Bi&, &iB

#& VM-Series pr X EEBBE AWS Eimd |, BRI LURE, BRiEEMiwEPDE
GlobalProtect FiE , MEREHEREEREEZTENEAR IT UK. WHEFHEER ,
o EARM : #§ VM-Series By AfEER AWS HH) GlobalProtect FE

\, ! 4
lll<>—
4 AY
[]
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GlobalProtect & # %

ELEHRMUNEARBNE S ERERE T/ FEZLRE TIEFE GlobalProtect B/ MIB X,

REER
ZEBEHAETWREEELIERF
GlobalProtect MIB 3% &

FERE

GlobalProtect Bi& % GlobalProtect EBRERNNRERUEBFHTHZESHIIRE, A, WREBHAFEE
AERER (HIP) Thée , BEERBEHRIMERELE HIP Y | BESEIKHEAL AEEARBREIHITER
A,

TE{EA Palo Alto Networks #—XB5 A #& L5 = GlobalProtect Bi&, AT AER— @B A ASE - #1178
Ay b U ERECEPEESEIBABEE,

GlobalProtect X #E TSI EEH :

R E—E B 1E R ZPHEEE EERE S GlobalProtect BEM N , IEAREMRAUERABER,
User-ID E&/5f HIP EREEAE , FAFEARASRERERZEMERNSE , RMRBEAEE/R
HEEREZRBLIEHFE. ANFECEERRER BRI FIENBBRETIIEEER., BULEE
EEARIFEEEER TREANLEE, GlobalProtect EARNEH TR EREA Y ERBVELS
ERZEAIBFEE.

HABEE ( BBRER ) —HSBEAEMNRALRMEEAS , YARKEAEREZSMIEREXN/RERT
AHBE& (VPN) 17HL, #kTE5% , GlobalProtect EARAZ EH BB LI RE/ME, KR EHHNE EERHN
B LB ERE EBest Available ( BAEKE ) A BHE (FS2RZEFERETFHEEELIER ) .
ABEE (F8 ) —FHABFAELRALRMERNAS , YARKEAEREZSHIEREXN/RERT
AL (VPN) FHl, BBRRNABFEAEEFE/NIBFEBMNZER R GlobalProtect EARERNEFEAELR
ERNEERETFINIRE, FEUUAFTFENIEERETARBER, EEREFTHHE , B
BTEEZ GlobalProtect R EREHERKEREREA Manual ( F8 ) .

ZEFERETNREEREIERF

EERENTHIFEERARSEN , BERENVRNMIRE , &7 UK 4 5RF H A Palo Alto Networks #i
— BB KB R E EAE R GlobalProtect Mg, EERELNEARNERNRERE , MEREEAQ
MR EEABRA RS REERBEIEF. FSEES GlobalProtect REREHERE,

R GlobalProtect ANM@UEABRENELTESEAME ARG ERREABEREXBREH TS HA T
ERERA. AR, BRAREXSERELIEFRDERERRERERN B ERE. A GlobalProtect f&
AR 402 REERAR  EESELIEFFAENDRSBARMEREFSCERER , BAEXSE
BRERBRIEFBE,

Blan | B egwl M gw2 ZETSIEERR :

Z8 BrIEF 5] FE B R
gwl 58] 80 ms
gw2 = 25 E®
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EREARERSEXIEFNREREER (BMART ) ARWMERBENFIIEEER (52.5 ms) , fEimER
Egw2, LEHIT , EFARARERBRSNEXIESF , MARERE gwl , AR 80 ms WEERKBER_%

M ME,
RE , EBA gwl. gw2 M DR REHE gw3 K EIFERRE
BEIERF EAS
gwl RE 30 ER
gw2 = 25 E®
gw3 & 50 £

g T, FTEREBEN FEEEREA 35 ms, BARXAATAMERENZRLFEERIBER  ETE
F gwl M gw2 MEBRO D ERRE, EAEAKERETESELIEFNRE, Ef+  BRAESE
#Eegwl , AR ewl EAFMERETRENELIEF , BEEREEER F9E,

BRTREBEIEF 2 , BETUHE - ERSERFRDENBREARE. GlobalProtect & HHH IR E
B, WRAKEAEERIGHRESMRENRE. TENFER K SAZRBEARRRE , ARTRHF
BELIERF,

£ GlobalProtect EATE 4.0.3 EEERAH |, GlobalProtect EFARRE AR RARS. BHEFZHELIE
FeRENEEIEFREERABREREELIEFNBEZR , MAZEE KRB, GlobalProtect BARER
ERFMERAERIREELIEFNEEENZEFETEF, HERREAERAAEREGELRELESE
SIEF Y RE,

GlobalProtect MIB 3 &

Palo Alto Networks i X EIREM DX EREFE (MIB) BETUEIRIRRNERMRE, EAKTER,
HENHMERNER. K2 MIB FERYGEE , ZBES EREEBEARE (SNMP) 2L 48 5R#E R i 21
B, BAEKEL MIB BAZIEH SNMP EEELIERE MIB R ERHNYH (RBAETERTRE ) (|
THMER , B8 PAN-OS 8.1 EEEERHNEM SNMP EEEXUIRE MIB FY# ) -

PAN-COMMON-MIB—EE1 % MIB — 24 & EA—E A panGlobalProtect ¥4 8. TRIHAR THK
panGlobalProtect ¥ #F &£ #E A ¥ 4o

object B

panGPGWUtilizationPct GlobalProtect FEfEAE ( LB LER)

panGPGW UtilizationMaxTunnels AFHERRNBEH

panGPGWUTtilizationActiveTunnels | {8 F B 4R B AR 2L

fEFAIEL SNMP ¥+ LLEE#2 GlobalProtect B EARNMBIBFTERE, flw , MREAPHBEEBESR
80% RERAFNRABERE , BEEEMEBEHMNEE.
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% 7E GlobalProtect & EI’Jf'E RIAE

BARAFRTRT I I | FEEFRERE GlobalProtect &

0O ARTEARBRESHENSABEINE (HESE ). $r8TEBEERNEE , EXERTERN
HEEHEENHE. 5285 GlobalProtect 37 /1A B2 15,

O %7 GlobalProtect FE FATE NP S5 49 FA & Al IR 85 /| RE A SSL/TLS FRIEERERE , LIEERE 2 M I SSLiE
ﬁo 52 R 7E GlobalProtect 7T 2 IR SSL,

0 EFEASHREE GlobalProtect BN R R ERE/ A BRRERE. FSEHT.
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=% i€ GlobalProtect Fi&

EERMSPETEZ% |, 555%7E GlobalProtect FiE ,

STEP 1| ¥riBRE,
1. Add ( #7318 ) #FHIEE ( Network ( #85% ) > GlobalProtect > Gateways ( FE& ) )
2. AFE Name (8 ) o
FEEBTHEISEN  BEHNESEERRAARREE N, DENREMEIREUHBEREREE
HEEENRENNESHMAEAMEATEHF,
3. ) IZEEEFT B A E # R Location (L& )

STEP 2 | B E /LR iR REAR E FIB RV B F .
MRAREAREFE B AREETHEENE,

HERENNHE L , BFAMMAFF HTTP, HTTPS, Telnet 5 SSH (M EEREE ,
RRESRARPEMEEFNEENENFIE, FE8R REEEFIRNSEME
RHERE T AR KR SR FIE |, UB BRI,

1. EEUR B A REREBAL Interface ( /TTH ) -
2. IEEHAREE Web RIEHY IP Address Type ( IP {1285 ) 1 IP Address ( IP {it ) o

&R L IP Address Type ( IP st 385 ) 32RE A IPv4 Only ( £[R IPv4 ) . IPv6 Only ( £[R
IPv6 ) , = IPv4 and IPv6 ( IPv4 1 IPvé6 ) , MR G T EEMBARE (MR SEBHT
IPv4 F1 IPv6 ) , 558 F IPv4 and IPV6 ( IPv4 1 IPV6 ) o

IP fizsit A ZEER IP (b ¥EEAEA, Hl, 172.16.1.0 (EAR IPv4 ) = 21DA:D3:0: : 2F3b (1#
AR IPv6 ) . BREHBIER WA IPv4 H IPv6 fillt,

STEP3 | AREBIEEHERBE —RERAENSF R,
IR EEER SSL/TLS BRIGEXERE M KRTETE , 8 A GlobalProtect T EE A RSB -
MERBRERDIBHEBREEHMAKREFE , BEA BEREL/FE RARBEREELRER,

# 17 T HI{EI & Authentication ( 5@ 5 ) 32 ( Network ( #83% ) > GlobalProtect > Gateways ( [
JE ) > <gateway-config> > Authentication ( 87 ) ) :

EERERIEH GlobalProtect EARRXBNEAL L , KFIEZEE SSL/TLS Service Profile ( SSL/
TLS RRIGEREMR ) o

EERHSRANZEM |, B SSUTLS FRIEEREER Min Version ( RIEMRAE ) BE
g R TLSV12,

BECRAABERAEERERNIERE R ( Fi0 LDAP, Kerberos, TACACS+, SAML &
RADIUS , @1E OTP ) BEMEAE , FB&EB T HIFRE Add ( #18 ) Client Authentication ( i F iR
) fHRE -

- EEARERAFIRRFHEEN Name (B )

- BABILLIBREERM OS (EXERM ) BH, KHER , HAEFEHE Any (F— ) EERRK.

« ZHUE#7E — {8 Authentication Profile ( R R ER ) LA EFHREN IR,

. BWAERARRBEZEANEE Username Label ( FAEZBER ) (Hl0 , EFE4tut

(username@domain ) .
o WAEARFEEANBE Password Label ( ZHBEE ) (fln , EREEANRIFNRE ) .

« A Authentication Message ( RFEAE. ) BB —MREAZERBSADBEAIMLRE, AR
E&%h 256 fFt (5% A Enter login credentials)o
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BHTHRERE s -UERERAERSTUEARRE/IAFRERYREETRE

FEERFEAERRFEARBEAPHERHFEHITRE , 5518 Allow Authentication with
User Credentials OR Client Certificate ( /255 {Eﬁﬁ%ﬁf’éﬁﬁﬁ FinBRETRE ) BEBER
E % No (User Credentials AND Client Certificate Required) ( & ( EEFAERREAF KB
F) ) (FEER)

- BEAFAECARIIAFHEELYREEETERE , 5515 Allow Authentication with User
Credentials OR Client Certificate ( AFFFERAFEAERIBIAFIHBEETRT ) BIERTE
7 Yes (User Credentials OR Client Certificate Required) ( 2 ( EEMFAERZTRAFHE
F))o

BRGLLEERAYes () ¥, HEELEREREUNEBAFRERE. NRREREAF
BEERERE AR RRBEER TR SERE , AR FEAETUEAEEREREEH
BEHTRE.
EFERBRAFHEBEIEEF/CACHEFERE , FFRIYER Certificate Profile ( 5%"“*1’;)
BVAFRE SRR MERRHE (SCEP) ?Etﬁiﬂqﬁ MmN e AEAEIEERAFPIRERE,

ﬂﬂ%ﬂ?‘ﬁ%?ﬁﬁﬁ%ﬁﬁﬁﬁﬁﬁﬁ%wmﬁiﬁﬁﬁ B e B ITER Y |, Al A E Certificate
Profile ( BERERE ) HRIFRTERE

. ﬂﬂ%"‘REJuE"rﬁFﬁ%ﬁFﬁEﬁﬁﬁ%_ BRIAFRBREREERTRE  BEAFHERIBEET
Authentication Profile ( B8 5% ERE ) , Al Certificate Profile ( ﬁ?é;ﬁ;’i’f; ) AEAIEE.,
ﬁﬂ%‘ﬁEJLﬁﬁFﬁ%ﬁFﬁEﬁﬁﬁ%E’Sﬁﬁﬁﬁﬁ B R FEETRE  BEREACEAERBIR
Authentication Profile ( B8R EHR ) , Bl Certificate Profile ( BFERERE ) BXRIER,
MRERBER MR EEERS LFFEﬁEl’J Authentication Profile ( Eﬁ?éiﬁ # ) , Bl Certificate
Profile ( BERERE ) ALEIEER,

MREAFFEAECACRAERBIAFHBREFELTRE , ITERER
Username Field ( fEA&BBWLL ) 38A None ()W Certlflcate Profile ( BFE&RE
B).
- EEFREEZEERTE  F52H Authentication Profile ( B8 % E# ) B Certificate Profile ( BERE
B). ERAEXERYERENES LRI T EEBESFEER.

~ ) MREAEFBERAEA A F iR LDAP ETERRRF | AT

'O Chrome OS 47 E# R 4KY Chromebook &K EEMA FinBRNBZIRR. BER
IEWEBZRET , FBRERMNE Google EREFAPEEAFREE  REMKE
BIHEBEZEEM Chromebook :

1. &A% Google EE#ZF|5 | ;8#H Device management ( #£E & ) > Chrome
management ( Chrome IE ) > User settings ( ER&RE ) »

2. 1£ Client Certificates ( A Fim/B ) EEF , @A T % URL &3 LA Automatically
Select Client Certificate for These Sites ( BE) BiE LA LIRENAFimEE ) -
{"pattern": "https://[*.]","filter":{}}

3. #—T Save (f#%F ) . Google EERH A HE LD EXNETHRAULEEMAE
B

STEP4 | BAEE , RRREBESH.
MRBNMEE  BESHERLEN , RERERSEZER

 EEMREIMHEA SSL-VPN BEEHEN |, B5EA (&R ) Enable IPSec ( B F3 IPSec ) #1E,
L FERR , RAEERYELEY IPSec BERTEEA SSL-VPN,

£ RE IPSec BEXBEMERE (X BE )
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https://admin.google.com

> #MRR Enable X-Auth Support ( B X Bk %42 ) , GlobalProtect IPSec Crypto 3% & &
BTER.

[i\‘ MEXEOBERELFHMET , 5520 ClobalProtect FEARERINE AL,

Hoobdpe

STEP 5] (

£ GlobalProtect FEAHAEYIZE B h | IBEY Agent ( RIEFEX ) > Tunnel Settings ( BERE ) -
A Tunnel Mode ( BEER ) LA EEE,

BREE AMEEIHEENE KBEZRK Tunnel Interface ( BENME ) o

( ) EE M ERFIFEENEITEE. HIP EHM GlobalProtect EAREXEFNEAEAHL
PR (Max User ( AEAEH ) ). EMUAZHEBEREEELRBFEEMEMTRE,

Enable IPSec ( B A IPSec ) , AARIEH GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1% )
FRE & LARTE GlobalProtect EARENEFEZEMN VPN BEZR S, default ( 8 ER ) REEEEA
AES-128-CBC mn## shal B &&.

!\s IPSec %1 Windows 10 UWP i 2,

#ZIE W 31 New GlobalProtect IPSec Crypto ( ##J GlobalProtect IPSec 1% ) EHE
( GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1% ) FTHRXBEE ) , RBET FIIRE :

1. IEEARBBIFZEEN Name ( BB ) .
2. Add ( %18 ) Authentication ( &3 ) # Encryption ( f1%% ) SEE % , 2 VPN in B A RSB
EBERERNESER

+ Encryption ( 1% ) —WNREFHEE VPN mHNZEBR , BUURRZLEERLET ,
i8S EMBEEE , EBAUT : aes-256-gcm, aes-128-gcm, aes-128-cbc. i B K34 HofE &
%, BIMEE,

+ Authentication ( 55 ) —ZEUEREEE L (shal) UREHERNZTEMNRBRE. BEREE
FERMREEE | WREEEMR AES-CBC 1% (aes-128-cbc). MBEAEA AES-GCM HnER
JEEE (aes-256-gcm B aes-128-gem ) |, BREMM A , AAELMZ ATRMRE ESP &
MHRE,

3. B—T OK (#BZE ) REFEFHRERE.

( ) MR ISR A ARG OB VPN ( HI07E Linux E#1TH VPNC A Fis ) EHRER
J& , 58 Enable X-Auth Support ( BMA X BRBXE ). MEERA X BRI , BIRMEE |, S EREM
Group ( B#H ) BBEE Group Password ( BHEHIE ) . MKFEER , EAREIL IPSec BEH SIBEIH
B, FAETEEENRE. EEEENRIEAE , 555 Skip Auth on IKE Rekey ( BkiB ¥ IKE
EXRSHRNBRE ) BE,

»  FEE ¥ strongSwan i 2 Enable X-Auth Support ( BiA X BEXE ) , BELEAE
L A Skip Auth on IKE Rekey ( BkiB¥ IKE EFRSBNERE ) , RAELIKETE IKE SA
RLHEEERHTERRTE., A, BENBEHE closeaction=restart ;ZEZE
strongSwan IPSec H#E#ERM conn default EE, ( @1 StrongSwan IPSec #
BERSMET , 5588 T strongSwan Ubuntu B2 CentOS im #5857, )

GlobalProtect ThaEAIR B PR, kA A GlobalProtect FEFTES |, f{k GlobalProtect
1£ i0OS M Android in B FIRR MM FTE RS IhEEEFE. BEAR iOS K GlobalProtect
AJ £ Apple App Store #Zl, #EH R Android B§ GlobalProtect B]#£ Google Play #

E

_‘O’_ B 0S B2 Android iR B# % X B FW , BEEFrREMELRE LI

) R AP iR E A Rt R IR A EE A,
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R B 2 5 I ERE Al SRR E B G MRE % BB X ZFTEARMY GlobalProtect EARER ., MREHES
{EfHRE  FBLNERRELRTEHFIEE, MERERINFSEE ( ER Source User ( RIRERA

# ). OS (#E¥ER#M ) & Source Address ( FiRfuit ) ) , EEaEAESEHRRER, Fit , BRER
MW ELANRR—MMURENTS. EFSR 18 AAFRREHARFTELFRMURHA,

1. 7£ GlobalProtect FEAREEFE TR A |, iBH Agent ( {REEFER ) > Client Settings ( AFWERE ) o
2. BEURERAFIRREMER Add ( #18 ) — @,
3. E%7E T % Config Selection Criteria ( 5% E;ZH %Al ) :

EENBUMARBLUISEFERAERFEHAERE , 5 Add ( #1318 ) Source User ( KRFEAE ) (=
FERAEHHE ). BEETRARASEXNTHILERENEECAEAREXNERE , 557 Source
User ( RIREAE ) TH R FEHIZE pre-logon (FEEE AN ) ; EEGIEEREZMEER
&, FBEWany ().

» fﬁgﬂgﬁﬁ%\%ﬁﬁiﬁiﬁﬁﬁ  IRNERRIR RUAEEYEE mRgERESESE
- EERBRENELRFARIBBUAELE | F Add (FHiE ) OS (EXEXRH ) ( Hl Android =
Chrome ) . EEMILEARENEZMBEEERRK , FEW Any (ET) .
EERBMEAEMUIEXALE , 55 Add ( #7318 ) KR Region ( [EiF ) A IP Address ( IP
fusit ) (IPv4RIPv6 ), FEERZEETBEMEEAENMNE , 5521EE Region (B ) SHIP
Address ( IP it ) o
4. B—T OK (HEE ) RFHERBEIESL,

STEP 6| ( ) REBENAREZRMAME , AEEFEIZREE, B cookie BEEA
. WA ERAEEEEREA (flME 24 M)  EFERH-RBARRE.
HAER , FEZARBREEMEANBEREERBEAE. ERARBIULE , GlobalProtect $REX
BB AR , A fEM cookie RBHEME , MARTEAERURR. WEESEH , F2REAN
ML EIE Y Cookie BiFE, MRFEMFHBR MU ULAREERNBRUESFIER.

S BB cookie KBMWEEFME (HINEERXRME ) | BUSSHEEFNI
L) mamsum sEn .,

1. 7£ GlobalProtect FEAREYFE TR F |, iZE Agent ( {RIEFER ) > Client Settings ( AFIRERE ) o
2. BEURERAFIRREMER Add (#7318 ) — @,
3. #47 T % Authentication Override ( R HIX ) 3RE :

« Name ( B ) —BAIBHE,

« Generate cookie for authentication override ( BEF IR E % cookie ) —RUA FEBE U EE N,
15 E IR B cookie WX ERT cookie EifmH,
Accept cookie for authentication override ( %3 AR 2 S Cookie ) —R A FELUEB B K
HI % Cookie BB M &, EARERNIBHEEMMN Cookie % , FEAERFFEIR A OB L= &M
K Cookie , % Cookie , IEERBFEAE.

» GlobalProtect EARRN S HMEEREAENERAERB T e LENEEREFEH
Eim B A B cookie, FEMATREIHEEN cookie % , B HEIEAE A OB EELE
TERERE.

( ) tNREEA QR ECERKIEEE ( Network ( #8358 ) >
GlobalProtect > Portals ( AO#83 ) > <portal-config> > Agent ( LR ) >
<agent-config>, > App ( FEAFE3 ) , GlobalProtect FEREX A4 H Windows
& B BB E M A HERTE cookie, tNREE Use Single Sign-On ( EAE
—%AN) BERANO (F) (SSO2#FHAH) , Al4A AT GlobalProtect FEFTE
X FFEAERTE FEEEERA SN cookie, #§ Save User Credentials ( &
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STEP 7 |

(

FHEAERR ) BERA Yes (R ) URFEAEEBNEN , HRA Save

Username Only ( ERFHERAEER ) LERFERAEER.
Cookie Lifetime ( Cookie 77 E [ ) —8E Cookie B/ NFE, RSB ( AL A 24 )
). NGEEA 1E72; BEEA 1E 52 ,; REEHEA 1 E 365, Cookie EIfi#E , FHRENS
ﬁE%ﬁiﬁﬁ)&’*lmu , BB B4 &3 Cookie M LMEE ERMER, LETRESA OIS
TEH Cookie Lifetime ( Cookie ZE M ) —HHTE.
Certificate to Encrypt/Decrypt Cookie ( FiRA %/ #% % Cookie BY/HRFE ) —iEHL RSA J&% , LA
RINZEEMRE Cookie, BAEEADPLFEFE LFEAERNERRE.

O REMER , RE RSA BRUEALNEBR X ENRBBHERE L,
A

ADOBULFREE A RSA MNZRIERETE) PKCS#1 V1.5 BLE4E Cookie (FALHEZE B ) YHER
Cookie ( FAFZ BRI ) o

) REAFIRER IPEE , AR IPv4 5 IPvé Uit ERERERE

Ziﬁﬁ%tﬁﬁl‘éﬁ?ﬁﬂﬁu E o

£

1. 7£ GlobalProtect FEHREHFE S R |, 3#E Agent ( {REFE3L ) > Client Settings ( FA B

BN EEERF%BH& ( Network ( #8388 ) > GlobalProtect > Gateways ( R ) >
<gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect &% ,E ) >
Agent ( XEFEZ ) > Client Settings ( A Fi®s&E ) > <client-setting> > Configs ( &€ )
> |P Pools (IP (£[& ) ) ShEEE Kk ( Network ( #33% ) > GlobalProtect > Gateways (
& ) > <gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect &%

E ) >Agent ({{¥ERER ) > ClientIP Pool ( AFI% IP £E ) ),

EFBERATHRABEERES , FEE P KENSEBEERE , AAERAEXE/A
A RRERN A FOERRE,

FTXRERERE IP UutKER , ALY,

E)o

?«":'J

2. BERMREAFRREMER Add ( #148 ) — 1@,

ERE T HI{EAT IP Pools (IP £E ) RE :

FEATERE P UuMwEIEERE MRS IP (L1t EE , F5RA Retrieve Framed-IP-Address
attribute from authentication server ( #£57% {al [R 83 #EX Framed-IP-Address Bt ) 1818 , A%
H FHBBE R IP {1t E5E Add ( #718 ) = Authentication Server IP Pool ( BRE @I ARES IP £E )
BEEIEZ  RRFEAEEKLEET—ENE , HEEBF AR Framed- 1P BHEMRFH ¥R
= IP ﬁIWE’JLLiJJ:o

» RFRMRES IP UUEEXERIEAZEFRERRER, P s R2FHEN , B
FECEAETEHERZZ , BSREZMU.
BERE FﬁEAH%IPv4:32IPv61_LiJHEE B4R E B im B IP Pool (IP5E[E ) |, 55 Add ( #
) IP (st FHARG/EE, ETFIE IPv4 B IPv6 THRBREE , SiMEANHES

FERRBEMRARREE  SX4AFATEREEIFELRE IPEE (NER ) MEREE
Z LAN ZimEiH 1P ﬁﬂtﬁlo RPEZEZERARA IP EUEE,

4. ¥—T OK ( #E ) Rf#F IP £EEMERE,

— ) FRZEEELRAMERE (SEAETHERRE ) 9818 VPN &
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STEP9| ( ) (A ) RBERBRRES DBEERE.

STEP 10| ( — ) RIRE R B E 2 B EERE.
STEP 11| ( ) (=R ) RBEAEXBES IEBRT.
STEP 12| ( — ) R F iR EHREEST DNS 27E.

» WREBEAFIRHEREMEDEDETE —E DNS k2§ DNS 2 ( Network ( #83% ) >
GlobalProtect > Gateways ( & ) > <gateway-config>> Agent ( {E £ ) > Client
Settings ( A Fima%E ) > <client-settings-config> > Network Services ( #83& R ) ) ,
FE 24 DNS AR5 DNS BB EREEZZ RS, BEERESLE (MEREHK ) DNS [
fR25EE DNS EiEH , h 2R 4E BN,

MRERERAF R EHALBPEREEM DNS {RfRES=k DNS 215 , FiEE4 <18 DNS

fAIBRESEE DNS RIEEXE R ( E28RE ) ( Network ( #83& ) > GlobalProtect >
Gateways ( i ) > <gateway-config> > Agent ( {LZEFER ) > Network Services ( #85&

B#%) ).

1. 7 GlobalProtect FEREHFEF R H |, #E Agent ( KEREX ) > Client Settings ( A F i
BERE A PR EMLLESR Add ( #18 ) —1E.
3. F%E T 5/4EfT Network Services ( #BBEIRT ) &E -
« 357 DNS Server ( DNS falfR2S ) &9 IP fik , LAk BiREk EHREM GlobalProtect FEARRN &M
It IP AU 3HE3% DNS &3, BRI & 2 10 18 DNS RRER , SUEHR 2 RESME IP ik,

E)o

k3

N

BIRBEIFMN ISR IREBE | BERMEEAMMERL DNS Suffix (DNS Bi#f ) .
STEP 13| ( ) ZEEMEREENAR | UGS EENEREIZE EEE GlobalProtect BATE
Ho

EEARNERE  BESEHETHNRFREARLCEZNREBEERNARETHER ( Agent (RER
3 ) > Client Settings ( IFREE ) ). LT MRAFME , HESRBFEERBRSKRFTEE, &K
AFEEER , SKHENSREEEREARER,

- BERERBERHFBHERED LR  FRIFEREN MoveUp ( LB ),

- BEBEERBFEPNFEHEREBOTE , FEIRZHEREMN Move Down ( T% ) .

STEP 141 ( — 50 ) BRESE IP KR , AR IPv4 = IPv6 it EEEREREREZ
PRE U LR ER BN E

HRETREEMERRESR IPRE A MEFTEMERETABERAFHREER IPEE , MBI
Eo

BN BEEEBERERK (Network ( 483 ) > GlobalProtect > Gateways ( & ) >
l <gateway-config> > Agent ( {3723 ) > ClientIP Pool ( HFix IP £& ) ) A F %
[E#% ( Network ( #88% ) > GlobalProtect > Gateways ( Fi& ) > <gateway-config> >
Agent ( XE 2 ) > Client Settings ( A FI®E&E ) > <client-setting> > IP Pools ( IP £
B) )@z P ER,

TRERERE IP it KER |, R,

N
,O\

L
-

1. £ GlobalProtect FEHAEYFE S+ , iRH Agent ( REFER ) > Client IP Pool ( A Fi% IP &£
E),
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2. Add ( ¥718 ) IP fuut F#AK/EE , AR IPv4 35 IPv6 (Uit IEE R ERERMBEN AT B IRE, EAHE
IPv4 5§ IPv6 FHER S EE , AMENES.

FERRREEHKRAERME  ELAERATEARNEEIFRELRE IPERE (NEBR ) MERERE
LAN Zim B89 IP i ut E5E . RAEZBEELATN IP EULER,

STEP 15| ( ) I B BRI RS,

> EBERERNTHWATFEERER , TEEMKRE , AA GlobalProtect FEARENEFEH
FEERERER FREREE,

£ GlobalProtect R EHAEYFE AR |, iREL Agent ( REEFE ) > Network Services ( #3E R ) A&

T TE B AERERRE !

. WMRFABEERES DHCP AFIRMNNE , B LU Inheritance Source ( #&ENR ) [REZZN
m , MAE S GlobalProtect AR5 EHE DHCP A F iR HBIMNERE., BB TR AZES R
LA #8 % SR Inherit DNS Suffixes ( #7%& DNS B ) .

«  FHIEE Primary DNS ( =2 DNS ) fAlfk&§. Secondary DNS ( JXZE DNS ) fAfR&5. Primary
WINS ( =Z WINS ) f@iRES. Secondary WINS ( JXZE WINS ) {afkEs % DNS Suffix ( DNS B )
B LOEIBLLESR 2 RS ERRRE A ZE DNS Bis (&% 100 M@ ) .

Q DNS Suffix ( DNS B ) Tee@&1E{I3E ASCIl F7t,

STEP 16| ( ) 15 Sl R Y FREOR FF R TE o

£ GlobalProtect FEAHAEEIFE T B |, iBEX Agent ( REEFEX ) > Connection Settings ( E#RFRE ) A
FHERKAREIFETUTERE !
BN E —REZ A T/ER R B K Login Lifetime ( RAFEER ) (FBARBEAFERBA0OKX).
EEREFEREA , MEREE Inactivity Logout ( SEFEAMREEE ) BEAKEIZR BikEH HIP
& FHENTREEA, TUHEBEZR  BEATERBRBEBER,
{824 Inactivity Logout ( IEFEAMEERY ) BELIEEFERAFIEREEHELHEBNERE (FBRA
3B ), MEBMEREREEHEAKIIREHEN HP RE | FHEEEH GlobalProtect,
{&2k Disconnect on Idle ( FIERFHPENER ) RENEEREFEHEE L GlobalProtect %K 7 EH
( FEFRA 180 78E ) . MR GlobalProtect EARRARERENHEAER VPN BERBRE , £/
E#Z H GlobalProtect, iR EEEARERMKTERERS EERE GlobalProtect WEAER.

STEP 17 ( ) %7€ SSL VPN BEM B B8R,

R GlobalProtect R R MR B ER G HMRENEBEMAE , BAHEIBERE SSL VPN BEW BEIE
B, RAFFHF L GlobalProtect EARER BB A ERMEEHETL VPN BB,

1. 7£ GlobalProtect FEAREEFE TR F |, iBE Agent ( {REEFER ) > Client Settings ( AFWERE ) o
2. BRETYIZEBEZ— , LABRE cookie EAMRH :

EEPf51E GlobalProtect EREX BB AL FMEERHE L VPN & , 58 Disable Automatic
Restoration of SSL VPN ( £/ SSLVPN W BEIER )

« ZEAFF GlobalProtect EAREX BB A LFESHE L VPN BE , 55 (758 ) Disable
Automatic Restoration of SSLVPN ( £/ SSLVPN (WEBIE/R ) %18 ( 785 ) -

STEP 18] ( ) BB cookie FRERIR IP LT,

IR ERTE GlobalProtect A OBV EE , LUETEIR BT IP (Lt BR A HE 24 cookie BIRIARIR IP ik s]
SEMR P A uSIEMARTE | FREEIEW cookie, BT CIDR FHARIEE (Hlin /24 K /32 ) &
E=M P uEE, Hlun, IREFE cookie RUBMBE L HRIR IP ik A 201.109.11.10 HyixS , B
HBER Pt EEE R FHEBEZEERA /24 , B cookie FEEEE LA H IR IP 1t 201.109.11.0/24 #8
B IP U EE AR IEE LB Y.
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Ll =, = )
o

1. 7£ GlobalProtect FEARREYFE TR F |, iZH Agent ( fRIEFEX ) > Client Settings ( A FIRERE
2. TEERSE cookie ERMRAIEE+ , Restrict Authentication Cookie Usage (for Automatic Restoration of
VPN tunnel or Authentication Override) ( PR HI58 7 cookie HEMA ( AR B EE/R VPN BB 5 E
BER) ) , RERETIHREZ—
R &5 Y The original Source IP for which the authentication cookie was issued ( & H % #fi5&
# cookie WRIBKIFIP ) , REEERERA cookie ZMEMW A HR IP (Uit BRI AERM
cookie Z i BN H SR IP (it AHEIRS | B8 R¥ cookie B,
R &5EE The original Source IP network range ( JRIARIR IP #3R&EE ) K REEEHMEA
cookie Z Um BV N FH R IP ik TEIE EMRE IP (ut EE AR |, BRFE cookie T B M. # A Source
IPv4 Netmask ( 3RJR IPv4 #83%iE=Z ) = Source IPv6 Netmask ( 2RJR IPv6 MBS ) LUERER
& cookie BMMBES 1P U EE < FHEES (Hln, 325 128 ) .

STEP 19| ( ) #& VPN BEHEBR HTTP/HTTPS 1A B RRE,
STEP 20| ( ) ERETHEFRERARN (HIP) BEATEZLURAE , —REAESEINEAN
AL
RAEECRYIHETRER YR THFNEINLZEMRRE , TEALSR. MFRE HIP HREUK

By HPBHRASHWFHMEEN , BF28 =HEF
1. 7£ GlobalProtect FEHREFE S+ , iBH Agent ( REFER ) > HIP Notification ( HIP @41 ) ,
2. iBEURA HIP BAERES Add ( #1i8 ) — 1@,
3. EITTHIERE :
ZEULEA S B A K Host Information ( =M & ) WHERERE,
EYHEN HIPRERCRFEAETHESARLEE  RBEESEERILAL |, #E Match
Message ( FFEFAE ) = Not Match Message ( FRFEFAE ) , A% Enable (A ) BA, &
ARIBEEELEHNMHRRBNER , RAEEFERFEFEHEIAS ., EHALEE Match
Message ( FFEFE ) B Include Mobile App List ( BIETEIERRENEE ) 818 |, 5 RPFLEHE
AR HIP B,
BNEREKASRERA System Tray Balloon ( RIEEEKFXFER ) = Pop Up Message ( 1REE
AR,
o WAXERICARHNNIF (Template (EAR ) ) , REE—T OK(HEE ).
- HYESEEEENASEEELSR,

STEP 21 | R FRIEHERE,
1. #&—T OK ( H#E ) AREFERE,
2. Commit ( 12X ) 8%,
STEP 22| ( ) HEXTE GlobalProtect FE AR SATE — i F F IE AR AR R 38 Bl L B B (L B RV AR
B 6 FEECREHEENHABZERVE.

E-REAEBIRETRAE (PINMEREMER)  TOXEIBRBEERASRHELNEET , U
SEHSEGE., HEVEALVEEARBEACERENIER. RIRWERH  HAFMREEREEY
BREBINRIE,

N MRERIEEREME , GlobalProtect RSB RZE B BEMNL,

« ECLUF —FEATY CL S niEEREMEZHXBHERVE

<username@hostname> set deviceconfig setting global-protect
location <location>
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« EXMLAPIF—EATH XMLAPI IEEREREZHARBHERMNE :

- RKE -REBEZHABRNERE
- B —REBEZHABHMLE

curl -k -F file=Qfilename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=config&action=seté&xpath=/config/devices/
entry[@name='<device-name>']/deviceconfig/setting/global-
protect&element=<location>location-string</location>'
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1£ GlobalProtect BB - EEERE

BIBEFERE, BMNHAE. BHARERXR HTTP/HTTPS RABREARIRES S BERE.
£ $£B) GlobalProtect ;TE , B AI#TREA 2 EEEMK A E Windows B2 macOS ix 2,

PEBEINREELREATEEEYRARES

o BEDL¥ SaaS HAHEIRERARER K ERLEM SaaS EARR AR RES , LB EELEBEE
BEFMBERENRESES T IT HEBNER.

« 7£ VPN BE/NEAHIEEBBARE (Hl0 VoIP ) |, FIEFTE HFREER VPN X LLH
GlobalProtect B8 T E & E BI#1T,

+ 18 VPN BEHEER HTTP/HTTPS {RFARRHRE. RABRERAER ( HlI0 YouTube B Netflix ) 2HFE KX
EHE, FiB® VPN BEHRERREABRAE , BB BEELNEERERE,

S EEBER S IZELL T IEFEHRZ Windows Fl macOS imE :

4

Applications are included based on the application process name

Domains are excluded

Domains are included

Network traffic is excluded or included based on the specific access route

F2RUTEE , TRNAEMELRESEEBERE

« HAGEEHRESEEE
- ERBENERARFRESIEE
+ HEBR B GlobalProtect VPN BEW B ARE

EREFIERAREDIEE

ERTSYERERE |, AISEAERFEESB VPN BEGEX (ESEEE ) . LUISHHRER VPN BE
BEENBERR IP FRERE. &EB VPN BEFEIHNERTURERASSEEETHESR , ARBE
hHERRAVERH  AMEEHF. FlW , BULURESEBE , BEREHAETEAER VPN BENELTE
AR, BRENRHEELRBETHENRKA.

BOZBEREECEATEFIEHE  ELRMRREHREZRRFEAZRINKEH  MBEEEAER
2 &S VPN BEREEHERE, Ko BEREECEAEREIEHE  SLRASEBIRS TNER
NEFEX  MARBEBERNHEFEIB GlobalProtect VPN BB &% (Bl ) , FREEIEHAIERSE
BERE , AUBEERBRSEESHEENREMAT VPN BEZH , AEMEHMRESEB VPN &iX |
LA A GlobalProtect @ #ZE R #1T R A,

AEEHBERFAEEENKH, ECRAIEIBER , FRHEUTEEERE proxy EBABER ( Hlun
AHEENERE )  BEEB VPN BEEET ALK FRERE. BBEASERE , KU EFAEBERE
GlobalProtect B , FIFTEREEIB VPN BEETREMFENHT, REMAEREHEZETFIAEE
3%, ZE T IPv4 £ IPv6 REIT B,
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N\

i
ANk

if
o

x 1. IPv4d KR

<

TR IPv4 R |EXARERERTFHEMA BARRRERFREEA
BYEER BuyBEE® BYEER BuyBEE®
MEARE AFRBZBER @ REBEBVPNEE | AHREZBER AFREEAER
THFEFAETR | E& NHFEFAETR | NEFEFETE
MELRE AFREBEEBER | REZBB VPN BE | AMFREEBER AMREEBER
THFEFAETR | E NHFEFAETR | NEFEFETE
RARE AFREBEZBEE | RESKIL ARBEEBRER | AFREEAER
TEFERETRE NTHFEAETR | NEFEFETE

EAMPERERTHERMA EAMPERERTEHEEA
By EER ByBEE® BYEER ByBEE®
MEARE AFREBZBEE AMREZRER AMREBEAER AMREREAERR
NHFEFAETR  NEFEFASTE  HTEFEFA#TR | TEFEFA#TE
BRI BREIE, BREIX, BREIX,
MELRE AFRBZBER | AFREEEER | AMRBEEZBER AFREEAER
NHFEAETR NEFEFAETE  HTEFEFAETR | TEFEFAETE
BRI BREIx, BRI BREIx,
BARE AFRBEBRER @ AFREEAEER | AMRBEEBRER | AFREEAEER
NHFEAETR  NEFEFAETE  HTEFEFA#ETR | NEREFAETE
BRI BRI BRI, BREX,

ERTISRRBEFMEHRE S EEE,

STEP 1| Bt 2 |

1. §%7E GlobalProtect F&,
2. i#HY Network ( #83% ) > GlobalProtect > Gateways ( & ) > <gateway-config> &R B RES

i —1E.

STEP 2 | A& ElBIE,
1. 7E GlobalProtect FERREHEE A B |, iBEL Agent ( KEFER ) > Tunnel Settings ( BERE ) UK

A Tunnel Mode ( BE#E )

2. 5 GlobalProtect ERRRZEEESE,
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STEP 3| ( ) FRPEIBEURRFERE (SEAKTRERE ) 5B VPN BEET
BEHERBT,
1. 7£ GlobalProtect FIERREYFE A B H |, iBEY Agent ( RIEFEX ) > Client Settings ( HFI®RE ) >
<client-setting- conf|g>1«,{J§HYfEﬁFﬁFﬁﬁﬁﬁiﬁﬁ“gﬁ*ﬁiﬁ &l
2. #HY Split Tunnel ( 7 ZIE& ) > Access Route ( FEUEEH ) , AZBA No direct access to local
network ( EAKAR EEFE ) B,

» MRBALRE  2EBERESER , BERAESELEER GlobalProtect B E#E
EEREE proxy AEE IR,

STEP 4] ( ) RIBFEGEHARE D EIBERE.
E GlobalProtect ERIEAR U HRRENEER , 23 BEREMEED KM LOVERERF,

zﬁ BESE—EFRERERREEATENHREFIER  ESERREHER.

ZAEBEE B FHEEER (IP Netmask ( IP RRIES ) HE ) U HBRBHRLRE  UIEEE
B RAEEE PR,

1. 7£ GlobalProtect B EHAEHFE LR H |, #H Agent ( LEFEX ) > Client Settings ( AFIHERE ) >
<client-setting- conf|g>1«/{J§HﬁEﬁFﬁFiﬁ’ﬁiﬁfiﬁﬁﬁgﬁﬁ*ﬁiﬁ &l

2. ETTIMEMERFEEE B Split Tunnel ( 2 EEE ) FR%E ( Split Tunnel ( 2 E&i& ) > Access
Route ( FEXEEH ) ) :

( ) 7 Includes ( 25 ) B , Add ( 18 ) Bt 7K (IPBRESHERE ) a4
ERLUER LAN 5 B R 2B E GlobalProtect, A LA E IPv6 5 IPv4 748K,

£ PAN-OS 8.0.2 R EHIRAAH |, afFAFZ 100 AEREHES I EEFHEHAETBEHE, HE
GlobalProtect BT 4.1.x REFRAFES , AIEHAHKRZ 1,000 EEFZEEEA,

( ) 7 Excludes ( 3EBR ) [EBER , Add ( #7i8 ) LA ERARAHRN B A9t FHRRER (IP
Netmask ( IP #3IEE ) A ) frat¥#F. HERRAVEEAEL O SNIRMERR K TRITRSHR
EEOHRAERMNRE. SR IPv6 F IPv4 Tk, BHARES S BEREABTIERS
100 fAHEBRFENBR . E2 GlobalProtect AR 4.1 REFMARE S , IEAZS 200 EHEERE
HVERH o

R#EE1E Chromebooks EHERR#E{T Android 2 B 2t 89 72 EREE B, Chromebooks R
%18 IPv4 BRH,

3. B—T OK (HE ) ffF0 EBEHERE,

STEP 5 | 7 FIBEHRE,
1. #&—T OK ( BEE ) AREFERE.
2. Commit ( 12X ) 8%,

ERNRENERERFRED IEE

RIBEE N ERNEERER (BA ) AIEABERRES ‘EUJELLX@EFJT%;ME (IPv4 B2 IPv6 ) B | FRF
FEAZEERERNEAERNNRESEB VPN BEER | #TREERIHT, Fm , BaER
*Salesforce.com B #y it #8315 L FFFT A Salesforce FiE2iEIB VPN iﬁiﬁ{%ﬁo EiBE VPN BEHEEFE
Salesforce & , B R MHHE(E Salesforce MF R FREBNEZL2 T, BAURESEBEE , EFEEEN
#oIP frut FHERE , M DEBERELEMEREHENR IP IutWRAEFERREN | Fla0 SaaS HAH
EmERER.
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RIBEENHEFEERER (BA ) IEAEXNREDZEEAHRRE (IPv4 B IPV6 ) B, ZISEER
EXSBENmEREYETIRENBEA TEZEEXZSRE LNEENEF, Hln , EA A C:\Program
Files (x86)\Skype\Phone\Skype FE AE X HRE A BR VPN BEHEERFTE Skype HRE-

> {& Windows 7 Service Pack 2 R E#HHxA~F] macOS 10.10 F FE AR AN iy ik B T Ik ThEE

RRTILSRREDHBE , MBRBEN BT EREBISIHFRRE,

STEP 1| F‘;ﬁyﬁZﬁﬁ
1. 5% GlobalProtect &,

2. i#HY Network ( #83% ) > GlobalProtect > Gateways ( Fi& ) > <gateway-config>LAE IR B REDR
g —a.

STEP2 | AR ElEBE,
1. 7£ GlobalProtect FEHREY FE A B H | iBHY Agent ( RIEFZX ) > Tunnel Settings ( BERRE ) LRK
A Tunnel Mode ( BEE )
2. % GlobalProtect ERRRX L ERESE,

STEP 3| ( ) 1RI% B K MEERE £ EIBIERRE. & GlobalProtect BARNEVHEFE
BB , BLREMIEER R LN EREEF.

 BEERIREWHREERE S BBEE , AL s BBERER macOS inH LAY Sophos
THE, FEERUTHE[E ,

1. 7£ GlobalProtect RERAEHFE AR H |, iBEL Agent ( KB ) > Client Settings ( A FIwERE ) >
<client-setting-config>LUREUIR A A Fim ik EAARE T8 — A,

2. ( ) Add ( #7138 ) BEFEH B Wit FHEREIREIR VPN EREE B ZE GlobalProtect B SaaS 52
HEIHEARER ( Split Tunnel ( 2Z|3EE ) > Domain and Application ( fIHAEARE ) > Include
Domain ( @&#8iH ) ) . BAFIEHZ 200 EEE ZFE, Hiw, %8 RAHFFE
Gmail REEiB VPN Bi&,

3. ( ) Add ( 718 ) SEFEA BN AELEER VPN BEHREN Saas I HFiREARERN
( Split Tunnel ( % Z/3®3& ) > Domain and Application ( #FHFEAERX ) > Include Domain ( #E
BRiBE ) ). BAUIEIEERE 200 BEEEFEE, Flw, 8 LA#% VPN BEHEBRFTE
Target &,

4. B—TOK (HE ) REDPIBERE.

STEP 4] ( ) RBEARARED EIBERE.

Z\‘ Safari REBEMEE macOS W LERERAEAN D EEER R,
t\‘ FA i ARES 2T Windows Fl macOS ix 2 F AR R E D SEE,

1. 7£ GlobalProtect RERREHFE A HRH |, iBE Agent ( {KERERX ) > Client Settings ( AFIwERE ) >
<client-setting-config>LUREUR A A Fin sk EAARE R #TE — A,

2. ( )Add (¥ ) ZEFRAEAERXEEFABIER VPN EREHZE GlobalProtect #Y SaaS
RAHEBIHEAER ( Split Tunnel ( £ Zi@EE ) > Domain and Application ( B MEAERX ) >
Include Client Application Process Name ( 2 AFRERAERNEEFER ) ). BUFHERZ 200
BEBEZEFE, flm, #H8 A
FrFr BB R RingCentral YR £3Bi8 macOS ix 2 L&Y VPN BiE,
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3. ) Add ( #7118 ) CECAEARINEEFEBRE VPN BEHRKN SaaS KA HERER
23X ( Split Tunnel ( 2" ZI®3& ) > Domain and Application ( B EHATER ) > Exclude Client
Application Process Name ( HEFRAFIREARREEFER ) ) . BUHEHRS 200 EEE EF
B, f5ltn , #7118 /Applications/Microsoft Lync.app/Contents/MacOS/Microsoft Lync
LA VPN BEHEBRFIE Microsoft Lync FEARRRX R E,

4. #—T OK (H#E ) REFEDEBERE.

STEP 5 | 7 FIBEHRE,
1. —TOK (#E ) #FFFEHRE.
2. Commit ( X ) BHEE,

BERR 3R B GlobalProtect VPN BRI RE

BRI REDEEE , LHRIEB VPN BEEEEREMHEN HTTP/HTTPS RABRRE. ESHEAARE
EEZERREY FNERNEEE, BFARBLERN App-ID SHEEATAERE D BB E 2 IR BIRAE R, BBR
VPN BEEHER KRR IABRFRE ( W0 YouTube B2 Netflix ) , BRI LUBA BE EHEEHERE,
TIHRAEHREARNAERAFERLTSHEFREN :

*  YouTube

* Dailymotion

* Netflix

MREHE VPN BEHFBREMEMBEFAEREARES  ESENEMELEARIN TR

« MP4
« WebM
« MPEG

BRRUTSRRED EBE , A% VPN BEHBREASERRE.

STEP 1| BAtaZ |l
1. EfET FRRAF

+ {# Windows 7 Service Pack 2 R EHTIRAH macOS 10.10 & EF MK is B B L Th8E,

o EXERFRARE P IuEERELRE EERERNEFN IPKRETITESEM IPv6 fizit, w0
£ Windows 2 macOS ix 3 FMNERNEFEXE Ipv4 {1t , BEERE GlobalProtect B&EA#E
lpvé fUHHIEEREREZRE 2RI EWERBENEFE | WHEERESELFIEL VPN BE
HERRMVIR AR REARER,

MRELE VPN BEFHRTHRAERRE , BIFEXE VPN BEFRZTE Web BERERAER |, i
Firefox 2, Chrome, ERHBRAZEBEHEFTREEHRNESE , BENFERE TR Web BIEES
BRE A
EER VPN BEF R Sling TV EAREXRE , FRBEAERXKRESZEE.

2. %7 GlobalProtect Bi&,

3. iZH! Network ( #3838 ) > GlobalProtect > Gateways ( & ) > <gateway-config> A& RIR B RER

g —1E.

STEP2 | AR BIBIE.

1. #£ GlobalProtect Gateway Configuration ( GlobalProtect BB RAE¥ZE 738 ) b , iZHY Agent ( R
23 ) > Tunnel Settings ( BERRE ) LA A Tunnel Mode ( BEER ) .
2. % GlobalProtect BARRZEBEESH,

ARERA

STEP 3| ( ) #& VPN E&EHEBR HTTP/HTTPS 1RAEFRHRE,
B

1. #£ GlobalProtect Gateway Configuration ( GlobalProtect BB RAE¥ZE 38 ) b , iZHY Agent ( X
2R ) > Video Traffic (1RAFRE ) .
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2. BXAiZIELL Exclude video applications from the tunnel ( £ EEBERETEAER ) o

 WMREEALIRE  BREM VPN BEFRNEBSERARTEARER  AFFEEAS
& wrmmensE.
3. ( ) Browse ( 2% ) Applications ( EARR ) FEURRE T VPN BEHROFIERASER

ERER, - TLEHRERAERNFRER (), flm  #—T directv BT EERAHE VPN
BEHEER DIRECTV RAERRE,

4. Add ( #7138 ) BER VPN BEHRHRARREAER , £/ Applications ( EAER ) TRXEE
—Applications ( EARER ) BEZERM. BAHMEHZ 200 BRAERAEXEEEFE, flw,
iZEX youtube-streaming ( youtube &t ) LAt VPN EEHERRPIE YouTube RAERRE,

STEP 4 | 7 FIEHEAE,
1. B—TOK (fE ) RiFMAEERE,
2. Commit ( 12X ) BHEE,
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GlobalProtect A O #8uk

V V V V V V V

GlobalProtect A A#ELBIE

EXE GlobalProtect A 084y 53R T4E

EXE GlobalProtect A 0 #8334 17 HUiE

E 2 GlobalProtect X EERHAE

BT GlobalProtect FEARE

BET GlobalProtect A8 & A, BUNEERBAER
GlobalProtect #&F F i VPN

83



GlobalProtect A O 3L BE =

GlobalProtect A 0433412 GlobalProtect ERE B EEIhAE, 282 GlobalProtect A M & {Eix B &2 UK
BAOBUNREES , BETHBENHEBEN , UREFIFETAESENEAAERER. ki, &
W2 macOS =2 Windows i 2 , A O#uLERRE A H 2% GlobalProtect FE AT A 1T A M B,

» ADPETEHMAARITERBR GlobalProtect BAREXN. HEENBEARITEIREHN
GlobalProtect BN , —MEAFLAREKEESIE T HILEARERN, Apple App Store EH
F i0S, Google Play i# A Android, Chrome Web Store & B Chromebook , Microsoft
Store @AM Windows 10 UWP, AT , FEZTHEARIEAENRERNARRZEHRFE
B MTDHEEERENFIER, NEXERANEME , 5520 GlobalProtect
WEERRIRABM ?

B T 84 GlobalProtect FEFIT2 X EXBE | BT LU GlobalProtect A OMBMLERE A Y — R % Web FERTE
X ( BRA HTML, HTML5 H Javascript £ ii ) RIELZ2MEREFR. EAERRES SSL B Web 2
BRESTLTEINETER , MASZRE GlobalProtect ERARRNEE, ELEEAAEBAIREE TR
AERAEXGFEIEN  UREZ+HBAARZSEENEE (2FBEARE ) B, WIHEKHEEER., #F268
GlobalProtect # M Fi% VPN,
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=% 7 GlobalProtect A O #AYLEY SR T4E

BAAFRTRT I I | FEEFRTE GlobalProtect A O #3Yh :

O AEITERARBREAOBENHABEINE (REE ) ., 528 % GlobalProtect 3 /M E B[R,

O READMILAKREER. BEMRSEEHE. SSL/TLS REHRER  WRENHREEREE —MRER
EWFIBE R Fin/&R¥ , LE R EE GlobalProtect™ AR¥EZ /Y SSL/TLS iE#R, 58S RBAE GlobalProtect 7t
2 BRA SSL.

0 BEZEHREF GlobalProtect FHEMNIZABBRERE/IBERERE. FE2HEH.

O FRE GlobalProtect HEMBRBEZLEREREFNRAERLIERF,
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=% 7€ GlobalProtect A O #A v IZHUAE

EEMELTE GlobalProtect A O#EUMHY AR TIEZ R , MTRATIRERTE GlobalProtect A O#8Y :

STEP 1| ¥ A O#8YL.

1. iZHY Network ( #8%% ) > GlobalProtect > Portals ( A O #8% ) , A% Add ( #118 ) A O,
2. WA AOHIER Name (BT ) o

MEEBTEISER  AUNESEERRRAREZE N,
3. ( ) & Location ( fiE ) #{u FiEEUL A O 48U P B AY EE 88 R

STEP 2 | I E#AK % E LAfE GlobalProtect FEFARE R AESE A OB ET .

MREERERAOPEEYBRNE , FSB 5 GlobalProtect EY T HEEEE, MREERA[LEAD
WYL SSL/TLS FRISERTERE , FE2 B 5 GlobalProtect ST &R E AR B,

IR ERRE GlobalProtect A OSBRI ME L , FEZ0M o FF

HTTP, HTTPS, Telnet 5 SSH MM HEEERERE , HAESHARABRERFIER
NENEDE, FERAEEEFIENSREME | REARETLURER JEH EEFE
R, AR RER .

1. iZH General ( —f% ) o
2. FEMEREREREY , i#H Interface ( /T ) »
3. ¥EERARREE Web BRIEH IP Address Type ( IP {138 ) 1 IP address ( IP {iilt ) o

IP (a3 H T AR IPv4 Only ( PR IPv4 ) . IPv6 Only ( f£FR IPvé ) = IPv4 and IPvé6 ( IPv4
FIPVG ) . MBEMNBR LT EEHBERE (LREERBHT IPv4 R IPv6) | B IPv4and
IPv6 ( IPv4 1 IPv6 )
IP {uit 4B P ERARR, a0, 172.16.1.0 (BARIPv4 ) H® 21DA:D3:0::2F3b (1B
AR IPv6 ) . BREHBIER WA IPv4 H IPv6 fillt,

4. JZHY SSL/TLS Service Profile ( SSL/TLS RIEERER ) -

STEP3 | BT RARERPEESI T FAEAEREERN. BAEIBITEAEMERPEMMMNF

WMEF |, F2 B HET GlobalProtect AO#IEE A, BUNERFAEH,

1. i#H General ( —f% ) o

2. EABES , RETHEERE :
& EFRTE Portal Login Page ( A AL EAEH ) MEMFAEFTRAOMAY , 55EE factory-
default ( [RETEER ) BEAEM , Import ( EEA ) HEFTEAEME , = Disable ( £/ ) EAEBHNF
EVAERR .
£ EFLE App Help Page ( ERRERRBEEE ) U@ ERMMEM GlobalProtect ERAERH
1B , 5 EN factory-default ( JRFRTEER ) SREFEM , Import ( [EA ) BETFRAEME , iEE
None ( & ) LA#% GlobalProtect AREETHRAY Settings ( F%E ) WAERFBBR Help ( 5288 ) i&1E,

STEP4 | IEEA OB BRFFEAEN SN,
1. i#HY Authentication ( B&% )
2. BRETHEFAAOMHLERFERE :

» MRLERE RN ONMBLEY AREBRLERMERR , FBHMA ClobalProtect
TABERRREE,

- HEREAOMILGE GlobalProtect ERRERBMNENZE , AAOKILEE SSL/TLS Service
Profile ( SSL/TLS FRIEERERE ) o
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BEFASBEREERER/NIBESRFTIRY ( Hl0 LDAP, Kerberos, TACACS+, SAML 5
RADIUS ( @1E OTP) ) BB E , F8E% GlobalProtect FI Fif 5% 5% o
EERBAFHRBIEREEFR/CACREEAE , B REHEN Certificate Profile ( BFEERE
B)., EXACRE2 BFIMERIGE (SCEP) B EAFHmBRRERNERFAEAEEEAF
s

- MRELHRERFHECHEFEAERBRAFPREFHAOPBULETRE , AIFEE Certificate
Profile ( BERER ) B BFEHEE
MREBBEAHFFERAECAEEAEREIAFHBRUAORBUEETRE L BAFHEREER
7T EFEiERE |, Bl Certificate Profile ( BERERE ) AZHEE,
MRBEAFERAECAHLEAERRIAFHRIHAOMBULETRE  BREAFAER
FIRE EEERERE |, Bl Certificate Profile ( BERER ) A4IBIER,

NRE R E T MERISFEEXERRABERFE Authentication Profile ( BaFEFREE ) |, Al
Certificate Profile ( BERER ) RHLEERR,

MREAHEAERACAERRRAFRBRE A QMEEETRE |, FHEI
Username Field ( /& &1z ) 525 Subject ( =8 ) = Subject Alt ( X85
# ) K Certificate Profile ( BB ER ) o

STEPS | ERMERAERIIE A OMULEITRRER , GlobalProtect & AR ftE MR im R KL E R,

GlobalProtect EAEX S ERHEXEA QMY , UEEASEAOREAEEXBRERHN ZOE
B TS, RFUAER  ADEEEESEREREREESERN GlobalProtect AR,

1. ;ZHY Portal Data Collection ( A O #BIEERIKE ) .
2. RETFIMEMERMERTE !
MRIEE GlobalProtect EABNERIGHUEMERT  BRIUEEEREZHEBEN
Certificate Profile ( RERERE ) -
« WRE GlobalProtect BARARERFHNEBTEREN , FEETREEHERT IEHN
plist EH} :
« EEH Windows i BERFER , FHEE Windows I Add ( #738 ) Registry Key ( & 8%
5 ) R¥IFEHR Registry Value ( Z$&H ) .
£ ZEM% macOS ik BHINEE plist EX , F512E Mac I Add ( #7118 ) Plist #IE R ¥ EH Key ( #
%) B,

STEP 6 | i@ A O HBULAERE,
1. ¥—T OK ( BE ) AREFRE,
2. Commit ( 12X ) 8%,
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TE & GlobalProtect F Pl s& 40 RE

% GlobalProtect /i FinSaRMHEBIEERE , MMEAE T LUEB GlobalProtect A OMHERE, BAIUARHE
ERBATRE , RETRENERAEMBInH, fla , B LERE Android £ & £/ RADIUS 5 |
FMERE Windows A E A LDAP BE, St UARBHEABRFRANBENEREBTAFiREE
( AR & GlobalProtect FEFRER ) 2 A1 B IPsec VPN (X-Auth) ¥} GlobalProtect FEH ZEUETT B

7o

STEP 1| 52 %E GlobalProtect A O #8uL fZEUAE,

STEP2 [ fEEAOWBUEBRBEAENT R,

&R LARR TE GlobalProtect A O#8u5 LUEIB A HEE A & BRI E /N DA T8 IR (40

LDAP, Kerberos, TACACS+, SAML =k RADIUS ( @#& OTP ) ) REAFB LA E. WRERZERFRE
B/ BERERE , F2RLEURFHERER.

£ GlobalProtect A O#FLAHRE¥EE S8 ( Network ( #8588 ) > GlobalProtect > Portals ( A O#3

¥4 ) > <portal-config> ) , #HX Authentication ( 387 ) LAEIB T 5IERE Add ( #i8 ) #H Client
Authentication ( FA FimBe e ) #HRE -

WA R &R A FiniREAEREN Name (B )

EELEDBHAEN RS, EESMEEERZMERE , BiET 0S (1FERMK ) A%

Any (£ ) . EERNHERERAZTHTHEEERANIRE , FHREOS (EERK) , fim
Android, =¥ , BTG AHREEH Z ¢ Web Browser ( BIE2% ) EEZE EHAFiE VPN A DM
Y% 2,

EEEFAEEACAECHERREADBELRFELTRE , FHiREEFHE Authentication
Profile ( BREERERE ) »

MRCHEERFEAEFAEFEAERBHEARRERFHAORUREELTRE , IFE
Authentication Profile ( B8 EXERE ) B Certificate Profile ( ‘RFEFHERE ) o

- MREBEAFERAECAECFEAERBIAFRERHADPLRFELTRE , BAERERF
IBENT Certificate Profile ( RFEF%EHE ) , Al Authentication Profile ( BB R ERE ) ARAEE,
MREBEAFEAEFRAHEAERFRAFREBHAOBLRBEELTRE L BREAF
FEBRFEE Certificate Profile ( /RFEFLENE ) ( TA#§ Certificate Profile ( BERERE ) %A
None ( # ) ) , Bl Authentication Profile ( BRFEEREME ) BX4EIEH,

( ) B AZE R GlobalProtect A O#u5%& A K BT Username Label ( R EBRBEE ) (

wm , BEFEH L (username@domain ) .

( ) B AZE AR GlobalProtect A 04845 % AR BT Password Label ( ZiEEE ) (Sl , X

RERBENER)

( ) i A Authentication Message ( BRI L ) EB—REAZE BT AR FHBIWLERR

F. AERERZ A 256 fAF 7t (kA Enter login credentials)o

BRTIREBEz - UERFEAEREUUFEARINE/SAFPmBREY A DR ETRE

EFEERGEAEZFAREARFEAFRERHE A OM@MGEITRE , 5518 Allow Authentication with
User Credentials OR Client Certificate ( AFFEAEAEREFRAFIRBERETRE ) BER
E 5 No (User Credentials AND Client Certificate Required) ( & ( EEFRERHEAFHE
F) ) (FERR) .

- ZPEAMEAECARISIAFHEEYAOMLETERE , 5548 Allow Authentication with
User Credentials OR Client Certificate ( AFFFERAEAERR LA PR BRIETRR ) #IER
E A Yes (User Credentials OR Client Certificate Required) ( 2 ( EEFAERHBRAFHR
F))o

B ASLRIER A Yes (£ ) B, GlobalProtect ADBYEALESHEUNBAFKER. W
RiAHRERAFRBRRCREAAFPRRBECRERRRERE A REAEXEFRAHER
ERFEHAOPUEETRRE.
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STEP 3| EIBFETRERIMN OS EEHBLZIAFnERE , HERBERANEERSIMN Any (E[) #
¥R ( Network ( #8%% ) > GlobalProtect > Portals ( A O #8345 ) > <portal-config> >
Authentication ( 5% ) ) . BEPRLMRAFTME , ADRUSRFERRFARSKFEE, &
AMEEAR  SRYENRESERERER.

FEAERFET LBAFRBRAR , FEINRELE T MoveUp ( LB ).
FERMARFERTBRAFRMERE  FRINERELE—T Move Down ( T8 ).

STEP 4] ( ) EEZBREREENBEREEMALEZRE  EAQBUBERPET-ENR

XEo
EEAERSFIEZE , ADBEXEEBMESEZ—ERFIRH,

Y~ ) MREFAOBLRAEAAFIREE LDAP TS RRRFH , #1T

'@ Chrome OS 47 s E#Th 4Ky Chromebook &I EEMAFiRBRNBZRR. HEMLE
WKEIBZRTR , FBRERBILE Google EEZRFIAFIEEAFPHREBRE , AREXZFEAZ
EFTZEREHR Chromebook :

1. & A% Google EE#2F|5 | ;8@H Device management ( #E&H ) > Chrome
management ( Chrome & ) > User settings ( fFERE ) o

2. 7£ Client Certificates ( A FI%&HE ) BB , @A T %] URL #3x LA Automatically
Select Client Certificate for These Sites ( B Ej &S LMAEIAFHERE ) -
{"pattern": "https://[*.]","filter":{}}

3. #&—T Save ( f#fF ) . Google EEEF A HEE S EARNA TR RAMEBEMAERE,

£ GlobalProtect A OMBLfARE¥IFE A AP ( Network ( #82% ) > GlobalProtect > Portals ( A O #814 )
> <portal-config> ) , ZHY Authentication ( 58F% ) LERARBBEAF R EELEEFREBFHEN
Certificate Profile ( BERERE ) -

S BB BASE (CN) R (MEEA ) [EEEREE] SAN) il AAELBAEAR
& SEADBE A ES P S FODN | AAISA DB B HTTPS e & 5.

STEP5 | @ A O ML AERE,
1. &—T OK ( HEE ) REFEHEAE,
2. Commit ( 12X ) 8%,

E 2 GlobalProtect {XIEFZ R 4 RE

£ GlobalProtect £ i & E#R E GlobalProtect AOMBUMW K INE HERER , AOBUSRIBEERNRES
REENEBEXZZEARER, IRECHEERCHENEAEIHAETEANAR , BUUASEERE
HAREAERERYBYNRERERERE, AOREEARE OS NEAERBERRERBURESEN
REERENERE, BEPHEOZ2MHRANG  ADBGLSRFERRFERESHASE, RAKFEER , AOM
e ARERRERER,

REMRBSEATRSA :

o ImBAESNEBEEE.

s HENAIRMEZE , FRAETUAIERRFTERZIMNEMRFE,

- EfFERAENEME GlobalProtect BB 2 B SSL EARFTLEMNIR CA BFE.

+ SSL EX Proxy SEZHR CA BFE.

s HHEERNELRERENAFRER. EEFTEERARINADBLRFEECBHEERER , &

EFARE,
o IREEEEREHRE A DB EERNIREINZ cookie, EEBBAADQMBULLIEL Cookie B, HF
WEBEER,
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https://admin.google.com

© ImRANUREERESEARE R A BRIEERTE
- BRARNITARE , I-—MEASEERPEINAR , REEHEH GlobalProtect 2 , ARRERT
FHiRE .

» WRADPUEMASELER  BARNSEAR LXK A OREERTHREURCERN
HREREERE , HHEREERNRE, £AMLER CA BRERERZIZEER , UK
R R ERR T %

ERATIREFELAERAEE,

STEP 1| i — = ZEZEFETHE CA BEHEEZ A ORLREREXEE , # GlobalProtect BRI RER

FAOHEANREEHEE,

ADPULEERIRRPHEXRE | ABIRPWLEAH GlobalProtect FEE.

1. i#EHY Network ( #82% ) > GlobalProtect > Portals ( A D #83 )

2. BEEHERERERN A OMILERE | AREI Agent ( REREX ) X,

3. 7£ Trusted Root CA ( ZEEMR Ca ) MM PP Add ( #1E ) , ARBEVHRFZFEN/R AR
BHREH CA BE,
Web NMTEEHR CABBENIIR , RIEZE/ES GlobalProtect A A8 IRFSHIBE X & LEAIELR
Fo Web NEEERETLLENNEEREZFET , FRRFEREE (FNBAPERRE ). BHAL
Import ( EEA ) 7 CA BFE.

EEVNFIEREBRBEER TIREME
P . pRERNERERERARENREERER.
s BEENTHE (ZEEMIR CAMNGDE CARE ) FEZEAOMREREERRE,

4. ( ) &% GlobalProtect SASNKI A& ( Hlan | SSL X proxy fE% ) |, BEFBHAL CA BHE.
WEBRAELAFEAADREREBEDEZHHEREREN | UETHRBREREFTREECM. &
EREHMBMELARB[IEIEN S LR REEAA OBULRETERERM , LBETEERE
A,
¥R SSL X proxy %, BEEEM X BEAR (£ Windows #l macOS in 2 ) # 1k HTTPS &
2. BEFRIEFERE  YEHRET HTTPS EEUEXNBRHRENEXETERE,

1. Wt —SRFIEZRBRE,
2. BUAZE L Install in Local Root Certificate Store ( E A #BEBEFRE L L% ) .

EFRAEZAAO@NR , ADRUEDELBRLI HRMELIREENRE  RELEFTFHRE

STEP 2| #riB A IEERE B RE,

REEBRNELETIEEARBEZ EIZERAERL GlobalProtect 52 E., BUAEZEL —EARBRERS
Eo

1. AOMIGAEREF ( Network ( #83% ) > GlobalProtect > Portals ( A Q#8145 ) > <portal-
config>) , Add ( #7i# ) ST REEXERE,
2. WA Name ( &% ) RBAIERE, WREITERVUZHERE  FRELABBREEENEBEEH
R, BUAEEEBIELERE,
STEP 3| ( ) EITRENEEEG ERERNERESINAMER A DR EITRE,
MRFEZEBAFRBERE IR , EL AR L EENR,
ERE T BI{E{T Authentication ( B8 %% ) R7E :
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EERMAFEAENEBAFREBEREAOMBL , #H Client Certificate ( Al FIH/RE ) KR
( SCEP, Local ( &% ) = None ( & ) ) MM BB RELZ SR ERE. NREARI CA KR
FRMEIGE , F5EH None (& ) (EfE ). EERRAOBUEEYEARARREEARE
X, MEFAEBEEEPREENEAA OB AFEEERERE , #E SCEP MBI SCEP sERE.
ELBRALBERECEETARBREINGRY., EEAMERMEAEREH , BRN—EAORBLHN
Local ( A<## ) ‘B, #HU None () , ADRUTEHEREZ Y , BETUEAHMARES
o B R

« IEER® Save User Credentials ( FFEAERE ). EH Yes ( 2 ) UREEAEEBIEG (B
5% ) , 12HX Save Username Only ( ERFERERR ) WERTFFERAESTR , #E Only with User
Fingerprint ( EEIBMEA BN ) UREEEAENEWEE (B ) RERED IDFRFE (ER i0S X iR
), BEB No (T ) AR REERE.

MREREA OB RFENRTEERR , —RME (OTP) , AELRESREAREAN
s, HUHERT , GlobalProtect BARAZMKEE , UREFEAERBNER  WAEE , ER
FERAERRE. NFESEH  FSEEA —UEER OTP) BAZRE =R,

& 1858 HY GlobalProtect BA Only with User Fingerprint ( {£:&iB# A& 54X ) Save User

Credentials ( FEZERAERH ) , £ 25 GlobalProtect B3 2 81 , GlobalProtect & LAF| F FEFHE R
MEERRINEHFERAEETRE. BEASLEERAERE EEEENERE/FNER , UE
AR FHNZEET GlobalProtect A QMM FFERFE, £ i0OSX EE L |, GlobalProtect i X #1518
Face ID TR i EFBl. GlobalProtect T & FANBBENIENREHELR , BRBIEXRRREH
TheErE E R L B B,

STEP 4| #1R GlobalProtect in B 1E A E MR LR EEBEER , SREAIPEHER,

1. ZH Internal ( AEB )

2. A Internal Host Detection ( REZBEH/EA] ) ( IPv4 = IPv6 ) o

3. A RBERAIMIEEE 2 EHEY IP Address (IP {uilt ) . EIEEM IP it HEEE IP U ERAER
(IPvA = IPv6 ) o Bt , 172.16.1.0 (A IPv4 ) 3 21DA:D3:0:2F3b ( EAR IPV6 )

4. B AEREFTE A IP {EH) DNS Hostname ( ¥ B ) . EHEMRZE GlobalProtect M EREE
Efi E3ETT DNS KEEK, MRERLHK , mEBEEEVANTRE L , ARBBBEEEREN
ERREEEE LW EERE,

STEP 5 | BRIE¥H 1 0 A 1T By im B B B REH F R

MRERALAENTERMEZH I BETHRMEEERM , AXFARTHSR, EREKYBEE
MEAQPY , BNRBHIBETHRMEERREEHENAOREARBERNERLFRE , AEKK
HEHEHREEETER,

1. BARSNTHRMEERREBL R AIE IP 145 FQDN, EE L A fY{E 4R B iR B2
ANHERB ARFBENETENE. BULERE IPv6 F IPv4 ik,

2. BITHREEBRERFEESEETMERDN Enrollment Port ( SEERE ) , HEXLBARFEETRR
HEBRKEPFIRENE (FAFR =443 ),

STEP 6 | BARMEAERNEREEEERER,

A B8 vh & i P 184 T2 O 12 B 2E R ROR TE 2 A R MBI 3R E S ik Z P 4R Y GlobalProtect BARER. Eit ,
MREHEEZEEE  FLRRRELREHFER. ANMBEAERIFESHBESEERE.
b, REENRESRVRAR—RERENN ST, BRRERXNEREENSFNERA , FBEIR 12,

i#H Config Selection Criteria ( X EZEEZER] ) , RERE T FHE(TEE .

s EEETHBREEANMCERE. FHEFHENE/REELRKE |, 558E User/User Group ( EAE/E
AEEE ) , RAERETHIEMRE :

BEEEUREEERERERKLETHEARRN |, 55 Add (#5118 ) WBREULREBEAN
OS ( fE¥£X%# ) ( Android. Chrome, iOS. Linux, Mac, Windows 2 WindowsUWP ) , #%
OS (fE¥R#M ) BBA Any () U@ BEEERFEBBERE,
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EEARREERECEHAEN/RERAERFE , 55 Add (F18 ) WHEREZERILARN
User/User Group ( EAE/ERERE ) . SHHBSEEMENERE/FEEELIE. EEKA
RRFIAEAZARIRENFERE | 1% User/User Group ( FRE/FRERE ) THNBEESD
iEH pre-logon (FE%EEA ) . EEAREETAFEAEMAZEEAME (SEEABEANESEA
fEH%E ) , f User/User Group ( ERE/FEAERE ) THXNBFEDER any (E1T) .

B ARMGBRATFESEFMRAGEREHESEE , TSARRGIEENE
%ﬁ-o
FERBREEEEBMEENHEREEARER |, F5EH Device Checks ( EBERE ) , RERBRETS
EHEIE
% ZR & Active Directory 3 Azure AD F i B R FEAM R EELAERE |, 557 Machine
account exists with device serial number ( #EIREFELERFI ) THNFEPIRIURE, W
REBHRERR Yes (2 ) , AIREBERXEREEEAZTFRTFENRYE (ZEERY )., W8
ERIRIERANo (F) , IREEXHEBKEEAZFRRTFENRE (FTZEEIRS ). W0
REHIIRIEER S None () |, HEBTERBREFHRNFERTLEEREARER,
EERBIRHAMESIREREIEIERE |, 558 Certificate Profile ( BERERE ) UHEFEH L2H
MBS BT Y,
EERBEITEIHEFSLEREREREARER , 552 Custom Checks ( BFTBRE ) . BH
Custom Checks ( BETRE ) , REER T JMEME R plist X} :

EEMHIE Windows R EREEREEGMT  BERATIIR

1. Add ( #738 ) FHYEERHEES ( Custom Checks ( BEJBZE ) > Registry Key ( B85 ) ).

2. BRETRE , WAELLE M Registry Key ( B8 ) o

3. ) EREERHESEEESHMIE MG EMRERELLERE , 5528 Key does not exist

or match the specified value data ( BIEFRFZER T FEEENEER )

4. ( ) EERBIESREGEIELE , B Add ( F18 ) Registry Value ( B 8%{H ) SHYE
Value Data ( HEF ) . EREERBZEIEE Registry Value ( &8 ) = Value Data ( &
EH) REEIERE , 552 Negate (BE ) o

EEERE macOS WHHE plist PREEEREEE , FEATIILSER !

1. Add ( #7388 ) %8 plist ( Custom Checks ( BEJ®Z ) > Plist ) -

2. HBERTE , WA Plist 28,

3. ( ) EREEREEEIEE plist RESELAARE | 55 2E Plist does not exist ( Plist 777
),

4. ( ) EERIR Plist AW EMG-EREEENERE , FR—T Add (#118 ) , A&
B A Key (#415 ) FI¥FE Value (B ) . BEELHBEREECHBRENRS , FEWN

Negate ( BE ) o

STEP 7 | $87E £ FA L AR REAY fiE A & W] BUBAR MY AN RIE

() ELTEMER, SETHRERL
P . mBausrEAHENE EARNMAR 5552 EA Internal Host Detection ( 7

N

BMEMER ) (Z]L) .
© BEBMEE SN GlobalProtect EARNMAREERNWEE  FLHZFMEMEET
HEERLIES,

iZH External ( A58 ) o

Add ( #738 ) £/ & T LUEARRY External Gateways ( JA\ERRIE ) o

WA REBENHERYE Name (B8 ) . BELMBANEBEXNESLEREFRERMERNER , MA
ZEBEZEBRANERY  FEAEEHAEMMFTERN B EFENE,

1 Address ( fziit ) WA P8 AR EREEITER FQDN = IP ik, BRI LAFRTE IPv4 5 IPv6 {1
it FEEN LU S ERERERRFZBIEPINEAER CN) T2/HSE.
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5. Add ( #i8 ) —RZEXREM Source Regions ( FRE1H ) RiZEL Any ( F ) SAEBRE AT HAT

BEESER, EfEMAEERE  GlobalProtect EPEESE , ¥ AAEAEERIH WA EFMRE
MEE. TENFER K SAZREARRRE , AR RFEBRIEF.

6. H— THAER FHIEZ — RERERIER Priority (B EIEF ) :

7.

MREREE —ENSEE , BULAEREBERSE S Highest ( &5 ) ( FERE)
MREBEEZEHNBRAE , TEREBLIEFE ( EER Highest ( &S ) 2 Lowest ( RIK ) ) ,
RiEEEAMBEEHEEREAAERENRITRE. fl , MREFEFEHEFHEERERELRE
B, BULEELIEFREAENREHENELIEENEE, 2% K BLXIEFESRARMERER
N FEEEBEE X,
MBETEREAENEFEZ MEBHEILER , &N Manual only ( ERFE ) . LEREER
HRERRER.

iZH Manual ( F8 ) IV RAEFRABEEAFHIREME,

STEP 8 | $5E f£ A LA RERY 2 A & W] BUEAR BV A ERIIE

O MRENEEIEALEE  FOERARETECRERS *.
h—

1.
2.
3.

iZH Internal ( RED ) -

Add ( #1318 ) FEHETLUERR Internal Gateways ( RESFEE ) -

A RENERYE Name ( BT ) . BHELMBANZBEZFSLERCHERTERNERE  mA
ZEABEZEEZANERY K BEEAEEANEGPMERNEEZRENE.

7 Address ( fzsk ) WP ARERERENEN FQDN 5 IP sk, EAILAZRTE IPv4 5 IPv6 {1
i, BIEEM U A EEBERRSIEEFNERAERE CN) T2/FE,

( ) #—5 %18 Source Addresses ( FR{zit ) Add ( #iE ) TRERTE., KRMUATUE IP F
g, BENFELEEZEMNU. GlobalProtect X1 IPvé Ml IPv4 ik, fEHEEMRE , GlobalProtect
SRR , W R AKEREERE S U TR ENRE.

B—TOK(HE ) RELNESE,

(1277 ) #& DHCP Option 43 Code ( DHCP 218 43 11§ ) Add ( 18 ) ZHERE, LALlEs—
RZEEMESEEAEBRBN FRERE (RE43) , RAECH DHCP RARSEFZEESELEN
RHGEAFR, flm , BAgeBEBE IP k5 192.168.3.1 HEBIH FiRE KT 100,

A& ELZE | GlobalProtect A QML E1E A O A5 R E P AS IR B R IS/E BEEX S GlobalProtect f&
AR K mEARSRELEEIE RNEE,

EHRFAu M DHCP BRIEHRMREY , HRERMNTARBEFESSULMERENFES (BE ) B
i,

» 2B Windows Fl macOS ix 2 £ 2 & DHCP j#18, DHCP ZIF#E A RERFER
IPV6 {1k By RS E
( ) I#EY Internal Host Detection ( REBEHE ) W GlobalProtect EARRYEHR
REVELCEPERP, EEAEERABRAR , FAEXNSYSE IP Address (IP it ) FIAER
Hostname ( E#& % ) #117/X[@ DNS £,

MPRBECEMES , TREAETIENSEN, IREARARRIH  "RUYUEMEHALE
RAEXNEREATRE ; IREAEXREXRIIATESE , AR TERRTERAENSEREH
T — @S EBRE,

B A LARRE Internal Host Detection ( (REFEHEE ) B IPv4 =X IPv6 Uik, EIEER IP st HEER
P 4 ERARR, Bl , 172.16.1.0 (GEAH IPv4 ) 3 21DA:D3:0:2F3b (EAR IPV6 ) .

STEP 9 | #t¥3 £ A LL AR RERY 6 A & B 5T GlobalProtect BARERIT R,
RIBEFEEN App ([EAER ) RE. NFESERENFRENR , FSBEF] GlobalProtect EARER,

GLOBALPROTECT B %15/ | GlobalProtect A Q4835 93

© 2019 Palo Alto Networks, Inc.



STEP 10| ( ) ERERBHEARNCES P RER/ SRRV EMETTEREARERE (HIP) BH,

S RETEAITHEER HIP A S BN EN ST REE HIP MR SR REEE
L SRS HP SR S BAR. DREERER HP DEOFERE., B
BETEET,

£ MEBRERET HP ERMEMBED , F2HE LR URERELREEZER,

1. iZHY HIP Data Collection ( HIP ERIIKE )
B4 A GlobalProtect FEFAF2= LA Collect HIP Data ( W5 HIP E%} )
3. BEEEARKNERXTAERZAEES HP BN SRE[LER (¥) (HER 10-60 % ; %
A20%),
4. J#H Certificate Profile ( BEXERE ) , LAE GlobalProtect A O#83% A A EE GlobalProtect FEFER
BRI R EITE,
5. 1#H Exclude Categories ( HERR¥ERI ) , REBRFELERI R/ RERI PRI BE., EAERINRERE, 0F
HMET  FSBRAREU HIP AERYFEAIEEHT,
6. #HY Custom Checks ( HiTRZE ) , ARERLERFTHAERNERB THBENETARETE
#lo
STEP 11 | RERERXHERE,
B—TOK (#E ) RERAERNMERE,

STEP 12 | ZHHRERENERE , LS BENEEREESEERAEN,
ERAENERE , ADRLERBEIFNRRAEFTRECERNREENBEETLR, BhHReM
BMAFHE  ADPUERBERGRRASRTSE, RANSHEK , eHENRESRGERAE
o
FERERFEFHRBERAERED LB  FENZAEELE T MoveUp ( LB ).
FERERFEFHRBERARA TS  FENZMERELE—T Move Down ( T ) .

STEP 13 | REA QMBI HAE,
1. B—THRERTAOMLRE,
2. Commit ( X ) 8%,

BT GlobalProtect EHER

AR EBEENAETELBI —REAENMEZEEEREMN GlobalProtect BAERNEE, EAMNU
BETERARRNERETS , ¥ BEEINTE GlobalProtect REERRBREEETRNEARERRE.
m, EALEETIRE :
A& AFEM IR REERR,
FRERSUURRZERFARARERN (EEAREAERAEREL) .
BRNBEAZRSETERLER, SHAURECEHAERSUVEMERER , ¥ EF] GlobalProtect
AO@EEE A, BDEGRAER , REBUNMEEWIREDREA GlobalProtect,
#&5W GlobalProtect EARX BB A MBI REAEFBFHR,
EZRERBEERIBRARERRERERERAE.

BB T 1E Windows &8, Windows R (Msiexec) X218 macOS plist P EXERAERRE. £ Web
TE ( ADBEREENERE ) PRAERNRE , B8 LRE Windows B8, Msiexec & macOS plist T
ERNRE. MHFHHEEF , FSERESFTEAENFRE,

HEEEIR Windows Z# 5 Windows ZHE R (Msiexec) A EMERE A ERL -

N
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- B

ERAENREE Windows SSO KK , R R—MRERFERHDE.

o FEEFERAOM P i (RNEEEE)

+ XA GlobalProtect LATEfE & & A i B 2 BT B EDELR

+ ZREIE GlobalProtect I E# A% , HTE GlobalProtect FEIELE 2 BHITHIESE,

+ 3R GlobalProtect AR , LA % Windows i EHE=FRFE  LEERAFE=ZHARFREEER
F SSO,

MEFHMENR , FSETEFEARENHRE,

STEP 1| BREEBFTWREERER.

!\\ #52 A#E Windows Z48%. Windows Z#F2 3 (Msiexec) & macOS plist ¥ 1T A E5 % FE A

MO pR

BARE. BR , & Web NEPMERNRTE , HELRE Windows Eé&, Msiexec &
macOS plist FFIERMRE. WRFMES , FSRAFREEAEAZRE,

iZH Network ( #83% ) > GlobalProtect > Portals ( A O#BY ) .
ERAEMEREBEREERNAOHEL , X Add (#FiE ) —E.

£ Agent ( REREX ) HE L | ERAZBANREEXERER Add (#8 ) —E@EHN,
EE App ( EAER ) EE.

EARXECESERRTEARENERERNRE , SUUASKREERNARETE
EERITAR , NFHEREBATERER,

T, BEREE

STEP 2 | 8 EFEFRE X A H GlobalProtect E#RE A HY Connect Method ( B/ 7F3E ) -

() SABEEA(—BHK). REAREREE, IEAEBRA (—BHK) BR5ZE , 2
pg  AEFETEHERE.

EEAENAEREST , BT % Connect Method (E#R775% ) BEZ — :

STEP 3| 1§

User-logon (Always On) ( SEFEE A ( —ERRX ) ) —GlobalProtect EAREXKEEEAERZE AR
o (=M@ ) B BB ENERR, EEE SSO (ZRR Windows % ) B EEFAEE | GlobalProtect B A%
R—RERE NS SHEN.

#£ i0S iwmH £ , @A GlobalProtect sAHIFF B RERKIBREE , IWREGH L —RERE
(OTP) EARXEH,
Pre-logon (Always On) ( EEA ( —ERM ) ) —EFAEZ AR ZHE , GlobalProtect EAREX
SRBFEABILE I ZE GlobalProtect FER VPN BB, MEEEREMERANIS PKI FRERUTE
HEMRBEEZEBULEBHN RS, IEARBEEANFREN  F2REAELEANEREFRN
VPN,
On-demand (Manual user initiated connection) ( REE ( FEIFEAERLRBNER ) ) —EHERKYS
BAF BB ERARENIGELRE GlobalProtect, A{ESHY /N IRRIE AL ELR S %o
Pre-logon then On-demand ( BEAREHREE ) —E& Pre-logon (Always On) ( EE A ( —EH
) ) ERFEEL , HEREE ( FERABRBRITHRA 590-3397 L L ) 3 GlobalProtect BFE
REFHEEAGRECARBFERAE | WEYZ GlobalProtect BIER VPN B8, BEEEAEHRS
EFRE, EERAERARER  WREFEATARRAL , FREXEFBRBEARNNERE
GlobalProtect, WLBEMFER K LANEFEAEEERBNRSKRERR , BE—BHBE , B0
FEhFEAEEERARTFIRMEER.

ERA AR FEGRFI#IT GlobalProtect AR

o EERMRIFEGARI BT GlobalProtect , HMEREERTE User-logon ( EAEZEA )
ipgh Pre-logon ( FEEA ) BX TERHEREBALIEE. On-demand (RFE ) HX TERE

MEAEBEEAFNERBARIER.
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ERARXNEEES , RETIESER :

% EoRHI T B B &8 GlobalProtect @& , % Enforce GlobalProtect Connection for
Network Access ( 58 #l#1T GlobalProtect AR AT FEL ) & Yes ( B ) » KA EFE
&% GlobalProtect , EBkZ GlobalProtect £ P ENEMREF , FAE N FZEEERER, EEXE
FEHFE B AEAEIRMERE , 52E GlobalProtect LA Displays Traffic Blocking Notification
Message ( BRREHHEBHAAL ) WBEUSEMEFERILAS ( Traffic Blocking Notification
Delay ( REHSEHBAIEE ) ).

Enforce GlobalProtect Connection for Network Access ( &3 1T GlobalProtect &
g RUETREEN ) MAR , CFEEREMAERIIETRER GlobalProtect =
I, Enforce GlobalProtect Connection for Network Access ( 5&#lI#11T GlobalProtect
EARETBIRZE ) ThEE |, E B FEREEE GlobalProtect BARMIER |, R
Zet, BELEEBERT , RETESELIERE VPN FEEREEETAETER
8 HEfR, BARA GlobalProtect FERRE (¥ Windows g macOS ) FHEB EE 28 HE
RITERERRENEZE , AU REEERRERZENIHE,
EiBE AEL IP ik ZE Allow traffic to specified hosts/networks when Enforce GlobalProtect
Connection for Network Access is enabled and GlobalProtect Connection is not established ( E#11T
GlobalProtect ER LLE THEE FZEN E BB B R E I GlobalProtect EiFF R FFmEE A E T/
B ) WAL, SREARBEERNEERE IP i RBEEBRNEER, E£%1T GlobalProtect JA1FER
#BB&18 GlobalProtect A LEMRE , EEHRZ 10 AFRREAFFEM IP it HBHKEER,

£ HRBFEANBREITMRAB196-5685 T L,

BEBEREERR |, BRI LAEF F & GlobalProtect FEIEMRRFFIAMER K RMiESEHEEER,
530 | E GlobalProtect KiE#R A , GlobalProtect A LA R SFZEUER A (i, EZEFE A EEEHFE
BB B [ B sl AR I

- MRFEAEXEZABERISEFEERMAR , 5518E Captive Portal Exception Timeout (sec) ( #8
ERFHINARE (B) ) , URTEAEZABERIAMENERE (AR AEN , #ER 0 E 3600

W, ERAOY ). IREAERELERAZA , FEREFEATEKRE K BEAESELER
MK o

#E & GlobalProtect EFRARXEEAUTMBERIRHERBHMAL , 4 Display Captive Portal
Detection Message ( BB RAEEBREERALS ) 825 Yes ( 2 ) » T£ Captive Portal Notification
Delay (sec) ( B ERFBHNLE (¥ ) ) WAL, 8 A GlobalProtect EARRNBERUAEZIZEEFN
B ( UARAEN  EER0ZE 1208 ; F8:RA 5 ) . GlobalProtect EHBIZIBERE 2% , B
TEHABRAEEE TR 2 BT RR B L 5T BFBS . IR AR HbEREA , /57525 E Captive Portal Detection
Message ( B ERFBERAL ) -

FEERBERIBEIEEBEETER Web BB , LEMFAZETUEREAZTHIZHNAOMEY |
F57E Automatically Launch Webpage in Default Browser Upon Captive Portal Detection ( #3 & 5&
FEASEHEERIERTRBAE ) BN, WACEEARETINESERNBAENTEE
HEHBIEE T (FQDN) =R IP izl , LATETEER Web BB R REREE Web RE ( RARE A 256 &
FIL). RE , PERTEHRBUAERERES , WETER Web BIBEREMEQERERIEEAER
M. ZWAZ (F85% ) , B GlobalProtect & 1£ #8 B 5 55 {5 8| 5 B BY R B FEER Web BIE S,

N ELBREBEBEBRNAREITHRA 607-3486 L £, Captive Portal Notification Delay ( #3 &5 &g
L BBHLE ) EERBBITHRA 8118-5277 L £, Automatically Launch Webpage in
Default Browser Upon Captive Portal Detection ( # B BRI BT BB BB
B ) BEEE 2010 £ 7 A 8 HHEURBITHRABITRE,

STEP 4 | ¥ € E fth GlobalProtect JE#RE%E -
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ARRELL B85 GlobalProtect A O#AULEEREIW RV ELR, E LA GlobalProtect f&
ARABEBHBERE , URAREMECERH HBERERMEE , Windows FH & thaEH

[ﬁ EE—Z A (SSO) A ( 7as%k ) B , GlobalProtect FEBE X & A A HEK Windows &

B IWIELR
ERARXNEEES , RETIESER :
( ) & ERE—ZA

(Windows) Sk A2 —& A (macOS) %4 No ( & ) SMEAE—&A,

MR L E GlobalProtect R&E LUER SAML 57 YW ERAEETRE 1 =£A

¥ cookie LETRBAE , AIXAEMEAEN Windows FREZBRERE

SAML R E&T ( Hltn , Windows EF&EEZEA Tuser; | i SAML EHEER

A Muserl23, )  F—ACAESBESTEMELEERE (W, Windows ERE R

A Tusery |, M SAML fEA&ERBMEA "user@example.com, ) B , # Use Single

Sign-On ( EAE—&A ) BEFZANO (T ).
$87E GlobalProtect FE A2 Automatically Use SSL When IPSec Is Unreliable ( & IPSec A £ B
E)fEF SSL ) MIBFR ( LA/NBFREE( ; SIER 0-168 NEF ) o MREFREILEIE |, Al GlobalProtect
FEREXEEENRBEATEESREIL IPSec BiE, B E IPSec BiERBERFEMERFMERR ,
HETEFER SRR,

MREEZHERE O, EFERARXAIURINE IPSec BE , IEFTEEREEY SSL BE, REEE
EY IPSec BER , HAERMEY SSL BE,

:ﬁ LHRIAFRE 2019 £ 7 A 8 ARURBITHABTRITRA,

« 2 GlobalProtect FEFFEREIE SSL EARIBRIE, BB IE IR B R MASRIBES T SSLELE.
BUH fofF SSL BAR SR A FFHE A & 81E SSL = IPSec ( 8RR ) , UIRHBEFHEEER,

EEARNAEESE |, BIEZEAHM Connect with SSL Only ( A SSL E4R ) i&18,
Kz HIBEEERARITHRA 8207-5750 I L,

+ Yes ( & ) —ERFFA GlobalProtect /i FimE /A SSL EiR.

 No (&) —fFAEMELREARET VPN BENBAHEER, WRMEBEHEERAT IPSec ,
BIH &M IPSec #1T VPN E#R, MRMBRET SSL, BIHE M SSL #1T VPN EfR.
User can Change ( EFAE TR E ) —EpFEAELEFEH SSLIER IPSec , #BAKFHE
GlobalProtect FEATER L EITRE,

EERARERX L , FHETLURE Settings ( 3% ) > General ( —f% ) LABUA Connect with SSL
Only ( £ SSLE#R ) , KIEH Settings ( 52 ) > Connection ( E#% ) LG Protocol ( &
FABE ) B SSL.
& A GlobalProtect E AR E B X ER LM E T EHEFRELRZE Maximum Internal Gateway
Connection Attempts ( AEIREN R AXE ) (#EER 0-100 ; BREFZA 4 5 ; ARERAO0, BX
R GlobalProtect EARERXAEFMNERER ) . BBEMLE  TEEARKEUATERTEREZER
HRE  BEFEAMNELIE  BEEREEENER ARSI ENHR. BnEEURAARIFEERE
KEFHEAEREHREA.
& A GlobalProtect App Config Refresh Interval ( GlobalProtect BARR N R EEHRERELR ) 5
7E GlobalProtect A OB EHEBEAFiRHRZ NSRS (HER 1-168 ; HikA 24) .
< ) RIBEMNEZEMER | F5ERE Retain Connection on Smart Card
Removal ( EBREEFRRIFER ) . IKFER , LBEREA Yes (B ) , EREECHEBRT
AFmBENEE R GlobalProtect REBEE, EERLBEE , REHEBEANo (F) .
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£ LI REREAN R BITHRA 590-3397 FBL £,

£%E Automatic Restoration of VPN Connection Timeout ( VPN E{FREEEER ) , WEEEEE
ET#R8F GlobalProtect ZHENHIEIE, FXELIBIEA Yes ( 2 ) , LASLFF GlobalProtect 1£183& H K&
BRBEEREFRINER, REMWIRIEA No (B ) , UB5LE GlobalProtect fEEE R EHEF B EREH
E#R, FXTE Wait Time Between VPN Connection Restore Attempts ( VPN EiFIE R E R BN SR
BFR ) , LAFAZ GlobalProtect T EREREMR BN EREGE (BEURY  SERA 1E60H ; KR
B5),

> ZB-BRRBERLSE, IREAEERMERHE , /PR RE R
B , GlobalProtect R E#THREMER. HLL , GlobalProtect @A EMRIERE £ —
BEEeHADBEE, EE/BAIBEMER , FHELAR GlobalProtect AREEE MR L
HIE% E ThgE RIBE Refresh Connection ( EFEEER ) -

STEPS | BREHA NN ERXNBENEREEANIIERM Ul B8,
EEAENEEES  RETHERRE !

NMREHFLEEAERINRARIANELIREER , 7 Enable Advanced View ( BAERE®R ) &
ERNo (&), BRAEBEER  EAETNEBUATERRRENR

 General ( —fi% ) —f# I £ GlobalProtect R F BB FE A ZE B BFA DM,
Notification ( EX] ) —&RE{A GlobalProtect &,

FERER Yes (B ) » MAWEERR , EFRETURENATEMER !

+  Connection ( E#% ) —%IH % GlobalProtect BN R ENRFERBASERMENERA.
Host Profile ( E#:XE# ) —BE R GlobalProtect FAZRIEIB HIP EERMHITLZ &M R AN IR E
Troubleshooting ( S22 HEfR ) — B RERERERE, KHRE., THERRXRBAFNENR, HET
WS H GlobalProtect E 4K BN X ERC B R
MR EEERRIUG R LRI GlobalProtect RIEEE R , 715 Display GlobalProtect Icon ( #7R
GlobalProtect BI’R ) X EA No (&) . EIREHEZ , FAEELPTELETIF , SINEERENE
W, EFERBER. EFRXEIMEN. SRRHERET  IBBRFTETERAT , KLERK , 2F
RHPBAALE. BEARTREEBRYEFES R,
EERHILERAENITHERIER | 555 E Enable Rediscover Network Option ( BXfE TE#H IR
BEH)ANo (B ). FHALEER , Refresh Connection ( EFRRIFELR ) iIBIEEE GlobalProtect
MREEERNERENBERTER LA,
EEMLEFEAEFEE HIP EREHMRXZERIE , 51 Enable Resubmit Host Profile Option ( B(A
FTEMRREMEEE, B )BREANo (F) . WEEERARA , MEAEHPXZ£FRAIPLE
FRAEENERERER K RATCUECHAEECEESKINHEAEREE , REBEFREI HIPEH,
( ) ZEEAFF GlobalProtect BRRHEHRHBEA , 5RE Show System Tray
Notifications ( EERRAEEH ) B VYes (=) o
EFERAERBESBHNE , EEEVBTARURERAERET , 388 A Custom Password Expiration
Message (LDAP Authentication Only) ( E F ZGEIHE A ( ZR LDAP 5H8E ) ) . RAAER
E % 200 A=FTT.
EEEVHITASLUEMSEHENEE Active Directory ( AD ) ZRIERIEERBRARER , F@A
Change Password Message ( 2EZHAL ) - RAAERRES 255 BF .

STEP 6 | EZ&ME M ILARRER — AR 2/ & A AR B AR X P BITRVRE,

£% 7€ Allow User to Change Portal Address ( tFFfE A EESE A DML ) B

No ( &) , SR GlobalProtect FE AR AMAEEMR LA Portal ( AD#AYL ) WM. A
REAEREEZIETERNHA DMLY | LAEE Windows B ERFIRHETERA OB

ik ( HKEY LOCAL MACHINE\SOFTWARE\PaloAlto Networks\GlobalProtect\PanSetup
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S M5 rortal ) B macOS plist ( 8 PanSetup FH /Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist B Portal ), MEFHME
A, FERPREIEBEARXRE.

- EERLFERASERAEBNER , 5%E Allow User to Dismiss Welcome Page ( A A& RBRENE
H)ENo(F). BHEBEREA Yes (2 ) &, FAEREAENEMEILF; L GlobalProtect £
BEREAZBETZER,

STEP7 | $eEE A& R A 1 LAZH GlobalProtect FEEHE,

Allow User to Disable GlobalProtect ( /5 £ % {£F GlobalProtect ) i#IH5E A 7 Connect

Method ( E#R75% ) & User-Logon (Always On) ( EREE A ( —ERE ) ) WRERKXHERE, £6£8
EEAERT , EAERXSEFAERAREA VA EBHER, WEXERHEA "—EMABL , Et1H
=ERAERMSBARRLITRER GlobalProtect EAE.,

MRTERR |, LLIBIEEEA Allow ( AFF ) , UAAFERAEER GlobalProtect MEF R MH, FHERE
SRS

£ R GlobalProtect RIZEEBRA AR |, FHESELE A GlobalProtect EARER., IE
HMER  FBESR S

EEZEBFERER NERS L LA EZH GlobalProtect , 574 Allow User to Disable
GlobalProtect App ( 237 1# F %1% A GlobalProtect FEAE ) %A Disallow ( A5 ) »

- EEAHFEREETRERERER GlobalProtect , 551§ Allow User to Disable GlobalProtect
App ( RFFEA &5 A GlobalProtect FEAE ) 3% A Allow with Passcode ( AFFBRARME ) .
A% , £15 A GlobalProtect ERREXEE , WA ( LR ) —MBREHE XL EIRMEE Passcode ( &
ﬁl% ) o
EEANFEAEEEIREEZHEFFA GlobalProtect , 5%7E Allow User to Disable GlobalProtect ( /&
$F £ F & 12 A GlobalProtect ) A& Allow with Ticket ( AFFEERMER ), HHLRER  FHF
ERBRERAENEEERFER , —REAEXVENEEERBLFER. ETR, EBEER—T
Network ( #8%& ) > GlobalProtect > Portals ( A Q#8134 ) EMEHAY Generate Ticket ( EAZER ) , I
WMARBEAENERGHRRELERER. EEESHERREL—BRERE  XERAEESEB AR
[£ /A GlobalProtect] & AR AR ERAER,

Generate GlobalProtect Portal - Agent User Override Ticket @

Portal Name
Request |CC72 - G2AT

Duration (minutes) | 10

TE CC72-7EF5

% EPR %65 & ] LU= A GlobalProtect EFATENHIX 8 |, F51E 5 GlobalProtect EFARRX [EIFIEE
Max Times User Can Disable ( FAZ T EARKAXRE ) B, BEO ( E:R ) R-AREERAEEA
FERRERNNRE.

WEREEEAR Allow ( f23F ) . Allow with Comment ( 2 3F Bi24t5E#% ) M Allow
with Passcode ( R BIREZET ) FARE,

MREHNEREZEE T GlobalProtect BARANBEAFRARE , Bz RUARERAEALERE
X :

&7 LATE GlobalProtect A A 4835 X X2 #H A&7 18 11 Max Times User Can Disable ( £/ & A%
FA&AXRE ) & ( Network ( #83% ) > GlobalProtect > Portals ( AO#3% ) > <portal-config> >
Agent ( R¥EREX ) > <agent-config> > App ( EARERN ) ) . EAFELAR GlobalProtect #REEH
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RHY L E T REFRIZ BN Refresh Connection ( EFTEIEER ) SE LMY GlobalProtect R BEfE
FEEN.
- FREUEBENTEEAENRERITEHES.
s EZERGEAEITUEANAKE , FBES A GlobalProtect EATE X [EF# A Disable Timeout
(min) (FARK (28 ) )EH. B0 (BRE ) RREAEAETURBEARXEANBERER
BRI,

HWEREEEAR Allow ( £3F ) . Allow with Comment ( #3F Bi24t5T## ) F Allow
L with Passcode ( fuFF BRI %15 ) FHIRIE,

STEP 8 | IEEEAE R B AR EZE GlobalProtect FEAE

£ Allow User to Uninstall GlobalProtect App ( S5 & R BR 2 % GlobalProtect EARER ) BEA
BT 5 & R BRZ 2 GlobalProtect FEFAF23N. BhIE HEEBRZ 2 GlobalProtect AR , AFHEERE
BRI RIEERBRRE,

BERREFNEREAOMUR , BEHEZSRMBRERE  YREFANLERNESEA OB,
£ HRBREANRBITRA 8207-5750 L £,

. BEEANERETZRGIHMEREE GlobalProtect EAER , FHiZE Allow ( AFF ) -
o EERILEAEMBBREZE GlobalProtect EARES |, EiZH Disallow ( A ) »

£ Windows Z#H & HEX A Disallow ( FAFF ) & , ZA QMMM EMRTE computer\
\HKEY LOCAL MACHINE\\SOFTWARE\\Palo Alto Networks\\GlobalProtect\\Settings
\\ 'Uninstall = 1' F§&5A 1.

- EZEAMMEAEZBRIBHEEBREZE GlobalProtect EARE |, EiZE Allow with Password ( 72 5FiEiB
B ) ; A%, EMIREE GlobalProtect ERAREX B , WAMBKRLERBLRIDMRREER,

Configs

Authentication | Config Selection Criteria | Internal | External | App | HIP Data Collection
App Configurations Welcome Page None -
Disable GlobalProtect App
Passcode
Confirm Passcode
] Max Times User Can Disable 0
Disable Timeout (min) 0
Uninstall GlobalProtect App
Uninstall Password  sessssse

Confirm Uninstall Password  sesesees

Mobile Security Manager Settings

Mobile Security Manager

Enroliment Port 443

STEP 9 | I8 EEAER B AT LLEH GlobalProtect ERTER.

HEERAERNBLEES |, # Allow user to Sign Out from GlobalProtect App ( RFFERAEEH
GlobalProtect EAE ) A No (&) , UBLLEAFEEH GlobalProtect AR , #§ Allow user to
Sign Out from GlobalProtect App ( /55 & & i GlobalProtect FEFAATEX ) 5% A Yes ( & ) AAFFE
AEEEH,

[ﬁ LERFERNRBITHRA8196-5685 FH L L,
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STEP 10 |

ARE fE A A U R R B R REMIT B

HEAENEEES  RETIERRE

Client Certificate Store Lookup ( AFHm BEMEIEER ) —EREAEXELHESISERAF %
B, User (FAE ) BEMFE Windows WEBIEABEBEEFEREUR macOS WEA &5

A, Machine ( #2% ) BERFE Windows N AE B BREEZMELR macOS HRKESWEP, K
fa5% , EARNASERBEMEEK User and machine ( A& MBS ) B,

SCEP Certificate Renewal Period (days) ( SCEP BEE#TEH ) —%iB SCEP , A QM@ A AEBE
FMZAAER—EAFNAFHEE. RRIHZANEBRTIZMNSCEP BREMEL. BERHKE
HRIM AR ERBA , A3 PKI RiEHAY SCEP AR ER#BE ( #ER 0-30 ; R
B7). BEOXRTAOWPUEEENEREAFHEARK , TEEHEARERXRRE,

¥4 GlobalProtect EARRNEEZEFBHEESHER , FAELXAZ A NERAER, A, BEAF
mBENERBRAOX , WEREHFHA7 X, EFABEERBNEAHRAKE 7 XEA , A
O ESHEF RR LA HEFNRERNEE—EHE. WEESEN , F2HIETREAEAE
BERFPRE®E,
Extended Key Usage OID for Client Certificate ( i Fin BRER SR/ EAYWHRE (OID) ) (

) —EREHRAEFREMRBE , TRECEALES  EHKELE
EZEAFRRE  YEBAARGRAFRIESNRERIR, WIBBEEREEHREBY 45
(OID) AAFHmBRIEEXRERE, flin , EREEREGARSBERAENAFRER , &
WA OID 1.3.6.1.5.5.7.3.1, & GlobalProtect EAAREX R &5 —EERXERREFHNAFHEE
B , GlobalProtect #ff A% /R B BNBENIHTERF. BRI, GlobalProtect EIR REAERTESE
ENAFKBRMESFETENAFRREE. NFEISEARERAIR OID NWFHEER , 552E PAN-
OS 7.1 #IhEEIE .
MREEAOPUEBRBFAATAR SR ERARNETEA OPIEER | F55%E Allow User to
Continue with Invalid Portal Server Certificate ( AFFEAEREFEABERA OBLFEARSERE ) &
No (& ). FELADMGLERMAERNER  HFTRHUEBEFEN. REHAODRUENZLEER
REMEN TS, T8 , IREBEAAORLBEZETABREDEBE , FHLEETHEIHLEREA
(MITM) (&,

STEP 11| RS RERBRIFREBEEORNERE , FAERLTRRIBARR,

HRARDEEER  THFSEENRIFIEFNBBBERER (Hlm , BMEKEAR NGB BERERRE
R ) o BATLLERTE GlobalProtect LAMEHE (T2 R EEHF B UFEUELER,

EERAENEEES  RETHERRE !

STEP 12| (

# Enable Inbound Authentication Prompts from MFA Gateways ( & MFA R38R A B 5% 12
R)EBYes (R). EEZEZLEERRTE (MFA) , GlobalProtect & AR 4 AW TR E EEREY
UDP 2RI TR, ZH Yes ( R ) T GlobalProtect FE AR RN TR RITEITRER, KA ,
WIEER A No (&) , 13K GlobalProtect & 455K B BJE#Y UDP #£7R,

$&7E Network Port for Inbound Authentication Prompts (UDP) ( & A B8 & IR REVMBRR EIZE

(UDP) ) , LAt GlobalProtect EFATEX AR MFA BB W ARFTIRR. BAREFEES 4501, &
ERFEEEER | FEEE 1% 65535 WEF,

$& 7€ GlobalProtect FE T2 X AJ{S1EHY Trusted MFA Gateways ( S5 MFABE ) , #TZRER
#. E GlobalProtect BARNEIEEMN MM EZE FINE UDP S , GlobalProtect R &7 UDP
RARREZEEINHERERREAS.

#% 7 Inbound Authentication Message ( I ABREAEL ) ; fl0 , BEEHAEFNEEZNRINZ
REER. FHEEIUTHEHILETRRE . . EEAEERFNEERINBIENEIRE |, GlobalProtect
BN T ARFEALS ., GlobalProtect B BB AR ELRARRIFRFIEENBREAOMBLEER
URL , Kt nEMEABRF AL,

) AW AERER Windows s BT E

Resolve All FQDNs Using DNS Servers Assigned by the Tunnel (Windows Only) ( {§ @& 5 k&9
DNS A fR 25 & AT AT B FQDN ( f£PR Windows ) ) —§%E GlobalProtect JBiE#) DNS TR iF. R
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KRB RE LIRER DNS FRBSMHBEH |, BH No (& ) , LLAEF Windows i Ei# DNS &3 &%
ZREEEENEF LA DNS AR, WEESREBFELE Windows 1758 , WERASXEHAMENE
< E2ERH DNS RIARES , B e B2 DNS EHEERENS M, EH Yes (2) (A
5% ) LAAEF Windows i BhiEIB 184 B8 L3R E /Y NDS fRIARES SR A AT 2 %0 DNS &3 , MIESEF
Windows i 25389 DNS EHEAZIRBELEE N E ~ LA DNS [ RS,

zﬁ LI RET X EEIR TCP E#REY DNS,

> WIHEEEER R BITIRA 731 LA L | B GlobalProtect FEFRE XA A 4.0.3 ME#H
hR A o
Send HIP Report Immediately if Windows Security Center (WSC) State Changes ( Windows %
20 (WSC) iRAEEE T # 7 B 863X HIP & ) —ZEI No ( & ) AIBhLE GlobalProtect ERRRR1E
Windows &£ H (WSC) BERHEiX HIP B, #H Yes (2 ) ( FHEX{E ) AIE WSC ARBEBERF YL
BlEi% HIP B4,

« Clear Single Sign-On Credentials on Logout ( & H &7 Single Sign-on ( B8 & #%-SSO ) & ) —
BEHNo (&) TEFAERHNRBE-—BARRE, EH Yes (2 ) ( FEERE ) ANERIFE , A&H
FERBEE T REARFEARE,

+ Use Default Authentication on Kerberos Authentication Failure ( & Kerberos & 5% 5 B 5 FI FE 3%
7% ) —#HI No ( & ) SMEE A Kerberos 527, #H Yes ( 2 ) ( EE%{E ) AIE Kerberos B3 X ¥
#® 6 FEAERBRIELFLEEA.

STEP 13| ( ) BXE# AR Windows 5% B8 GlobalProtect A2 2L Detect Proxy for
Each Connection ( 1881 &{@E:E#RH Proxy ) o

» MERR proxy FAZBERRBTANMER , FSH Proy LHEEER,

« EHNo (& ) TEEER proxy EHRA DML , WA proxy EITREER.
EH Yes ( 2 ) ( TARR{E ) IESKERRBEEA proxy,
STEP 14| ( ) $8% GlobalProtect & &AM SKEIBLE,

FEBIERE , B ER GlobalProtect REEANMEAREMBRETA. EZFHMEN , 52H Proxy
LFHEEELR .

« EEEX GlobalProtect £/ Proxy , 58/ Set Up Tunnel Over Proxy (Windows & Mac only) ( Ei& %
HREXFRERE ({£PR Windows fl Mac ) ) BEZA Yes (2 ) o
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Configs
HIP Data Collection

App Configurations

(WINTUUWS UTIYj {DEpTECaed ]

Welcome Page | Mone

- Disable GlobalProtect App
Detect Proxy for Each Connection

(Windows only Passcode
Set Up Tunnel Over Proxy

{Windows & Mac Only) Confirm Passcode
Send HIP Report Immediately if Max Times User Can Disable | 0

Windows Security Center (W5SC)
State Changes (Windows Only) s T2 ol

=

Enable Inbound Authentication
Prompts from MFA Gateways

Network Port for Inbound
Authentication Prompts (UDP)

Trusted MFA Gateways
Inbound Authentication Message

Mobile Security Manager Settings
Mobile Security Manager

Enrollment Port | 443 -

IPv6 Preferred
Change Password Message

+ ZEEEIR GlobalProtect #£i8 Proxy , 4% Set Up Tunnel Over Proxy (Windows & Mac only) ( ZEiB
BEAREEE ( #R Windows flMac ) ) BEHRANo (T ).

Configs

HIP Data Collection

App Configurations

(WINUUWS UTIYj (DEpTEcaled)

Welcome Page | None

- Disable GlobalProtect App
Detect Proxy for Each Connection

(Windows only) Passcode
r
Set Up Tunnel Over Proxy No
(Windows & Mac Only) Confirm Passcode
Send HIP Report Immediately if Max Times User Can Disable

Windows Security Center (W5C)
State Changes (Windows Only)

Enable Inbound Authentication
Prompts from MFA Gateways

Network Port for Inbound
Authentication Prompts (UDP)

Trusted MFA Gateways

Inbound Authentication Message

Disable Timeout {min) 0

Mobile Security Manager Settings
Mobile Security Manager

Enrollment Port | 443 v

IPv6 Preferred

Change Password Message

STEP 15 | #1RELREZE GlobalProtect A AMBMHFAER , BN IRHBEEBIEEREIE K TZEABA
O #3350 TCP iR EH{E,

EFEARBEFEZHEERZEAONMENRAE , BUREAOBUSFENER , TRIEZEEM
REFE, R GlobalProtect EARERE LRI ELR K FECENZETERERNESEE, M
EANMERFEEERFZAIKREE , BAOZER LB LE GlobalProtect BRI ERR,

HEAENEEES  RETIESRERE !

+ Portal Connection Timeout (sec) ( A OBERRE (¥ ) ) —FBREFZEAOMBLRA OB
A AE TR E (£ 13 600), BEENBABHATHEARIANBERATREARERA
777-4484 B | FEEAR 30, LARIRAT777-4484 Fith , FARES 5.

+ TCP Connection Timeout (sec) ( TCP E/RRE (¥ ) ) —HREEMIHIIB|EI MRS TCP ERER
REEZEHME (£15600), ERNBMABHTHEABRINBERATRERR 777-4484 |
FBEER 60, \ABMAT77-4484 Bts , EERER 5.

+ TCP Receive Timeout (sec) ( TCP #ZUUREF ( # ) ) —HRERD TCP EXRMELH D EIERES TCP &
RERBRBZEHWE (HER 1-600 ; FHFEA 30) .
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STEP 16 | i#EiB#EE User Switch Tunnel Rename Timeout ( A EIRBEEMEBE ) , EER
BRAFERE VPN BE LHTRIFSHER, EFFEAEERRKEENZE (RDP) EHRE
Windows #2585 , FEREMIER VPN BEEHERE, MEUEFRFERE LEHBTES

=8,
JAFF VPN BE EHERKEER  HR IT EEEFEEBRHKREBA NS RDP) FEUEREAER
OB RBRER,.

fikFEE% , User Switch Tunnel Rename Timeout ( FAEVIRBEEMBER ) BREA 0 BKE
GlobalProtect FBEAHEAEN VPN BB LEBER  RIERER, EEBRULTAH , FE 1 E 600
PHREE, NRFFEAEREBSEFZ R EARE | GlobalProtect BB 115 EI 5 — B A
#HK VPN BE,

&% User Switch Tunnel Rename Timeout ( fEA&YIRBEEG S ER ) BEEFE RDP
BiE 6 BERERTEETEREABRE,

STEP 17 | ZE GlobalProtect EFERAEEHITHRRBEEH VPN BiE , 3518 Preserve Tunnel
on User Logoff Timeout ( FAEZHEBRRBBERK ) B (HEA0E 600 ; EFREARO
B), BEEZTERE 0, B GlobalProtect EEAEBRHETERZEE,

[ﬁ HRIAFRE 2019 £ 7 A 8 ARURBITHABTRITRA,

EIR5%E GlobalProtect LARE VPN BEEHRF , ZE LT GlobalProtect 174 :

MRE—FAEZHATEEENREFEAEREA  ERSEARHBRERATER

T , GlobalProtect & RIFER , EEFTMAFEAEES (BWAORMERERE ). RERAE
REEBENRERBAEREA , BESHENER , BFEAESLEEHE GlobalProtect E#R,
MRFEAEELRY A ARE—FHAECHERABMIRAEERTEAZA Y K AREEHERE
IR ENREFIFREAER GlobalProtect RINETHMRERER , T EANEAZEFTHRREBE.
MEHEAEREEENREFEAEAERNETENRE K REEBESPEERAXLEERIFTHN
GlobalProtect E#F, MEFHEAERREEMEME |, GlobalProtect EER BB E U FER, MR
MEAEERAREEN  EXBAFEHEIHH GlobalProtect E#R,

STEP 18 | $§7E GlobalProtect ERARRE R F RN A .

MREBBRHEREEMSEAR , EUUERERERETRARI AR, BOIRE , MREBER
RABE=REEAEFH , EA-NEHERENRE , CTUEVERE , BRXABRERS T H#4E ,
Mt RERMER B AR E A E FHRIAAE , MATAEMERE/FEANARUBAAR. EET2AETHR
R2®& , WASH R ERGE A B S AR ER A RE AR Ko

fik¥85% , Allow User to Upgrade GlobalProtect App ( /57 & F#k GlobalProtect ERER ) iRIEFR
E A Allow with Prompt ( AFFBERMHIETR ) , EXRREMABLRE 7THIRAHWEARERE K 7
BEAEHR. BEEIUWTAH , FEIMTIES—{EEE :

 Allow Transparently ( BREERFT ) —BEHEFHELDHH BB AK. EFEABERRIERREL AR
B RIE AR ER AT A AR
Internal ( REB ) —BEFEAERRLATBERRER , ATHEEAEEBRSGEDH AR, ERFEHLF
E, MBRERAEERTABREERE. EAERLGMEBNASERSRASEESES , E2FERA
ERNPDPEBANEREISETRE ., EXAREANIREMAIBEMER , TaEFEHIRE,
Disallow ( T A5 ) —Lti#EERS IEEERRENFA K.
Allow Manually ( FEAFF ) — BREAERBEARI AR, EHERT , FHEXAR
GlobalProtect ARAETEARAY X E IHAER iR EY Check Version ( MEIRA ) , REERBEFEFERARE
RIRA , AEBRBEEAR. BEE , WR GlobalProtect EARIUEHEARBHE , REGE
EfEM. WEEEIR Display GlobalProtect Icon ( 7R GlobalProtect El’R ) SREHFFMER , FSH
ﬁﬁ 50
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¥ Allow Transparently ( BREESFF ) M Internal ( AR ) AR , EA OB LK
GlobalProtect #X 88 i 7 th 3% B L #Y GlobalProtect BB AR AN E M EFF & FHik, Bl | ER
Z| GlobalProtect 3.1.1 A O#3348Y GlobalProtect 3.1.3 REERXEFEH K,

STEP 19 | #71# Change Password Message ( @F ZIEAL ) , HEFAEEEERBRL EER/NE
BRARER (Fln , ZEHEHLEIEEL —HEFEH-BAEFR ),

STEP20 | EERM I BEARR BRI EE,

BOEEE-—EEANAR , W5 8EAENEMMRREEERE GlobalProtect B FHAIANERENR , £l
B R R AR A IR ARES .

&%  ERAEXHDERNE —ETRRETERRE/DERIIPHREXFRAAS.
EEERIEARBERENER , 5% Welcome Page ( U0 E®E ) TR BEEFIZE factory-
default ( R TER{E ) . GlobalProtect 7 GlobalProtect BN FBERBINERE, &t LLER

—EETENEEREMEAEREES , IR EFAEFHANBEEN (REMIBHA OB
E). MERMNBITEEMNFMEN , 2B E5] GlobalProtect A DML E A, EUlEERAEME,

STEP 21| ( ) I8 R A E GlobalProtect FEF 23 Display Status Panel at Startup ( £
B RARREEMR ) o

EEEMFEAEBIREIL GlobalProtect ‘AR BEREEIR , HERMNo (T )
EEEFEHEEIXREI GlobalProtect SE#REF B BV RARREEAR , FHIBE Yes ( 2 ) o FALRER
FRESER— TAREBERAING IS F 65 F 25 H BB,

STEP 22 | REREENMERE,
1. MRFBEERETRERNERE , FE T OK (HE ) UEREBEXERE, 58 , HREES
GlobalProtect XN AEUEKABENBEREBRT.
2. ®—TOK (HE ) REAOMLERE,
3. Commit ( X ) 8%,

BT GlobalProtect AOMWEE A, BUPERAER

GlobalProtect AR E A, BUOE/HRFEAE,. T8 , B UBRIVBCHWETER , fEIESLER
. TESHNERARL , UERAHERNERS,

» SHALMERARESRYADBLEEARANFEMRER , LB L% GlobalProtect A 048
L HERETRIRERSE (751 Network ( #85% ) > GlobalProtect > Portals ( A O#k )
> <portal_config > General ( —f% ) $% Portal Login Page ( A QB AEH ) >
Disable (£ ) #EH ), EAORUEBEARESFAR , SUUSXARRBMGIE , @
Microsoft #9 System Center Configuration Manager (SCCM) , A A EMERE TR L 28
GlobalProtect FEAIER.

STEP 1| EHFARAOMLEA, B0, HHEEHEE.
1. ZEH Device ( %5 ) > Response Pages ( EIFEEH ) .

2. EEV¥IFE GlobalProtect A O #8uh EEAYERE , 5120 GlobalProtect Portal Login Page ( GlobalProtect
AOPBLEAER) .

3. J#H Default ( 785% ) WHEEAEZEME , AERZE—T Export (EH ) .

STEP2 | fmEBEHAYEH,
1. EREFMERA HTML X7 imEE 25 2R B RN X 4w 38 B H
2. AERMBEARANER , FRE FIEMEE
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+ GlobalProtect Portal Login Page ( GlobalProtect A QMM EAEMH ) :
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PB GlobalProtect Portal x  + = o X
« 2> C O o : N
2
paloalto
NETWORKS®
4/5
GlobalProtect Portal
Username [ ] 3
Password [ ]
6

« Authentication failed: Invalid username or password
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EECE Th

g4l

1 favicon Web BIE g5 ut 5| P ArEE R El
R URL, var favicon = 'http://
cdn.slidesharecdn.
com/logo-24x24. jpg?
3975762018"';
2 logo NRFEFZ URL,
var logo = 'http://
cdn.slidesharecdn.
com/logo-96x96. Jpg?
1382722588"';
3 bg color REAEEFTRHESR®,
var bg color =
'#D3D3D3"';
4 gp_portal name NAEFTHETRNXF,
var gp portal name =
'GlobalProtect AO#
'
5 gp portal name color NEEF T AR FE
&, var gp portal name
color = '"#000000';
6 error_ text color BARBAENXFHEE,

var error text color
= '#196390"';

+ GlobalProtect Portal Home Page ( GlobalProtect AW EHE ) :
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1 3/4 6 8 2/10

B GlobalProtect Portal X 4

«c>cnm (]

5
——— @ Application URLY & GlobalProte
2 94
il
Drophox
Box Office 365 OneDrive Google Dropbox
& SharePoint
7

B Yz

Salesforce GitHub Yammer No App lcon
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GlobalProtect Portal x  +

'3 c 0 m 0 :

paloalto

NETWORKS*®

11/12
GlobalProtect Portal
13/14

You have successfully logged out of GlobalProtect portal.

EE R
1 favicon Web BIE 5 ut 5| FrEE R~ E
~Z URLo var favicon = 'http://

cdn.slidesharecdn.
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EECE Th

g4l

com/logo-24x24. Jpg?
3975762018"';

2 logo NEIEFZ URL,
var logo = 'http://
cdn.slidesharecdn.
com/logo-96x96. jpg?
1382722588";
3 navbar text BEXF,
var navbar text =
'GlobalProtect';
4 navbar text color BEIINFHE,
var navbar text color
= '#D3D3D3';
5 navbar text color BEINETRHEG,
var navbar bg color =
'#A9A9A9';
6 dropdown _bg color THABERRERES,
var dropdown bg color
= "#FFFFFF';
7 bg color BEEERHEG,
var bg color =
'#D3D3D3"';
8 label custom app url BEI/REEAEN URLF
%, var label custom
app url = 'FEAERRX
URL';
9 display F RSB GlobalProtect FEF
Lobalorotect . B THZRANIEE, WA 1 | var display_
glopalprotect_agen IR TERIZ, B 0 LB globalprotect agent =
EEAN L
10 label globalprotect GlobalProtect ERAREXN FT&iZ

agent

var label
globalprgtect_agent =
'GlobalProtect RIEFE
=50 7
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EECE Th

11 gp_portal name AR EHEER LN RIER
THERHNXZE, var gp portal name =
'"GlobalProtect AL#
vh;
12 gp_portal name color AOREEHER N RER
THERNXFZHEE, var gp_portal name
color = "#000000"';
13 logout text array FREZHAOMBER , A0

WILEHEE EERNE, var logout text
array = ["EERIIEH

S RETENRIE GlobalProtect AO#M
58 & ¥, "GlobalProtect [&
FIEF B RM BEARRE, FHERRE
BRAEAIREA EE, ", "ERAERKESB
B, GlobalProtect AH#EIL

M 0ORE. ", "RHEHER,
FHERREES, ", "R
MEERR | EAMBREAE T
PEER. B RMERS, ",

" ORE A A TAER R
BERARE, FHERRE
B, ] g
14 logout text color FRAEZEHAOMLE  AO
WBILEHEE EETRNIAENX var logout text color
FEG, = '#000000';

3. UHMERERETRENEE, FEAXEEAFEH UTF-8 miK.

STEP3 | EAFHIEEEME,

1. i#H Device ( #£{& ) > Response Pages ( BIFEEH ) o

2. ZHUH & GlobalProtect A O #8v5 B AV ER

3. Import (BA ) IAOMEERE, 7 ImportFile ([ EARER ) BT ARCHEHERERE X
Browse ( BIE ) USSR IHBIER.

4. ( ) #& Destination ( EWith ) TRIXNBFEFEZEEEFEALZAEENERRRK , SER
shared ( £/ ) (785 ) UAEETARMEERRRK.

5 B—TOK(HE ) EARR,

STEP 4 | BRTEA OB YA LAEA#H EHE

Portal Login Page ( A O #8U5 & AEM® ) . Portal Landing Page ( A O#835 & EEEM ) # App Help
Page ( EAREXRHAER )

1. iZH Network ( #85% ) > GlobalProtect > Portals ( A O#83 ) .

2. ERAEHEEA, B (R ) IEARARAEREEN A OB,

3. 1 General ( —fi% ) EEN/ABEE , tHETHNEEPEIFEE.

Custom Welcome Page ( BFTEUOEMH )

1. iZH Network ( #8#% ) > GlobalProtect > Portals ( A O#83 ) .
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2. ERAEHMEEOEEENA LML,

3. £ Agent ( RERX ) HEYH , ERAEMEHOEENNRERENMERE,

4. £ App ( FEARER ) EE L |, 1 Welcome Page ( B0 EH ) TH X FEREFEME.
5 ®&—T OK (%% ) fFREREXHEE,

STEPS | 17 A O #ER RS,
E—TOK (HE ) MEAOMGERE , ARCommit (12X ) BE,

STEP 6 | HEER T HH.

RARBARE—ITH Web BIESR , ATEA QYA URL ( Y1704§ 4443 EEIBRIEHEE URL
WEERE , SRIEEERZER AN Web /TH ) . B0, 58 A https://myportal M2
https://myportal:4443, TAOPBLEEAEBEEEET.
BB E—3TF Web BIEES , 1A OMIEH URL ( Y1 704& 4443 EFIERIEHIEE URLERE |
BHEFEEQZER A Web TTH ) . 20, %8 A https://myportal M= https://
myportal:4443, # A Username ( AF &% ) B Password ( &5 ) , AR LOGIN ( EA ) EA
O, IAOREEESSETR.

- BIFRBAEE—Z—T GlobalProtect RIEEERLABE GlobalProtect EAREN. EAREERFEK

B BR—TREER (O) LABIRREREINAER . JZE Help ( 3RF8 ) UREFHWRBPEME,
« SHFEEBUDEME—IZ— T GlobalProtect X #%[E B /REUABKE) GlobalProtect EATEN ., EikEEMERFRK

B, B—TREBER ('n) LABARAGR EIhRER . 12 E! Welcome Page ( B EH ) LR HNENE
[i:1]8
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GlobalProtect &

V V V V V

T2 GlobalProtect EARER
#B2 GlobalProtect FEFATE X #A 52
TE % GlobalProtect {L IR K AQAE
BT GlobalProtect FEFFEX
PEERERENRE

I 30

115



o) — A% f5E F & 2B 2 GlobalProtect FERAED

A T E4EZ GlobalProtect™ ,

P :

Fa

macOS 1 Windows % B

U Bh A BT GlobalProtect EARER, BB L EZEURARIREER 0T

HERBERR
&R LOZEIB T B 5 A macOS M Windows Ui F £ & it TR AR -

EEfAORAE—SERAEXRETREZERA DB AR | 3F LR
B, UE—REAEEEREAOMUBEARETTR., A EEE—EN
EEM , RATCTELRBEHEESECERE. BER/IEXRREENA
FinfAREEH — MR ERE NI AR AFEREN. T8 , NREHEEXEE
EFHNEARK  THESFEENADBLER, NERHA , F2EEAD
B EBHEREXEN.

#% Web AR —NREEHFZHEFTERFAREARAREN , FEEE Web
ARSEBERAENERN , UREMAXBNES. NERA , F2EEHEE
AR EREAREXERH,

R SITHEIPE—H M Windows i3 |, B LA Windows ZHEFE
(Msiexec) BB FPBEARENERE. T8 , BEMA Msiexec AR EFEHHIFE
ARIXMRAK , BUNAXBMRLERBEAER, LA, Msiexec B EEIE
IBTE Windows 2P EBEREZERSPBEARNRE. Bt , £
A BUEIBTE macOS plist FHEITRERTBEAENFREE macOS niF, &
SRPBEBEERARIRE,

5 A B4 48 R B3R Bl—7E Active Directory 3R3Ed | th AT LA Active
Directory B #H R BI#% GlobalProtect BRI BHE—MREAE. AD #HAR
AT R B BE X Windows In B ER B, wEmAEAFERRBHE
EXRMZ RSN FEAENFRAER , 5528 http:/support.microsoft.com/
kb/816102 B E,
RETHHRMHEBERE—NREEATHERERLSE , 10 MDM 5 EMM BLE
BN TERE , BUUERLLRFEIBBMERE GlobalProtect EAER, &
SRITERHEERE,

Windows 10 F#F
Windows 10 UWP

RETHHRYEERA—NREFEATHEERRK , 0 MDM = EMM ( X
& Windows 10 1% ) , B LAE R L R EBBMERE GlobalProtect FEF T2
N, BBRTHRIEE,

R B Microft Store——f% i i & th A BAE £ Microsoft Store TEIE &2
GlobalProtect FEARER . MEEHR T HEAE GlobalProtect EREN R HE
WiER , B2E T HEE% 2 GlobalProtect ITEIFEAER

iOS 1 Android % 24

RETHHYEEERF—NREFEATHERERK , 10 MDM 5 EMM | &
A LAME At RSB B M ERE GlobalProtect FEARER, F2RTHRUEE,
REEARABEIE——MRERE b EZ R Apple App Store ( i0S % )
5 Google Play ( Android #%2 ) T# 3t %% GlobalProtect BARER. 0
FEE TR GlobalProtect ERRXNZENIETR , FBRE THEZE
GlobalProtect ITTEIFEAER .

Chromebook

£ Google B2 | A—Google BRI H| & ZE AR OH web RLE

B Chromebook R EFMEARER. EEEIB Google EERHAEZER
B Chromebook L+ EB&5& M Android B9 GlobalProtect ERER , 526
#EiB Google BB H|AEZEEH Chromebook EEEEAR Android £
GlobalProtect FEFE X,
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http://support.microsoft.com/kb/816102
http://support.microsoft.com/kb/816102
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

FE ey ST

» & 45E Chromebook % 1Z;@ B Android g GlobalProtect

FEARR. % Android FEFAFE X Chromebooks £ ZE#E

EFH/TE AT Chrome By GlobalProtect EREER, , EFf-XE

GlobalProtect FEFTZ= 5.0 & E A<,

« 18 AirWatch—#&a[1£ 2 [8 AirWatch SEMHZEE Chromebook L EEE
A Android B GlobalProtect B, EXBEARENE , REXHB
VPN R ERELL BB B — & &R E GlobalProtect EARER ., ZEEER
AirWatch £ ZEE# Chromebook £ EB&# A Android B GlobalProtect
EAER 6 28 EiB AirWatch EZEEH Chromebook L Z3&5E AR
Android B GlobalProtect ERRE=,

Linux R EHEIETEHBEAR Linux B GlobalProtect EARR%E , KA EB T AR
Bt HERRESR !

« A Lnux ERABRRXBMHIE Linux ERARXBMBEEFEAG IRELIE
( 40 Chef %1 Puppet ) #{TEIE , B Linux fE¥X# , AIFEAAKRERE
(B0, Ubuntu fE7FEM RHEL @EE ) . NEFMER , FSMHE Linux £
%%\: bE’gz'ﬁ:o

s FEHZE - NRECERRUH-—BEAEER , EUMEH Lnux TEFHZE
HEE , HlW0 apt = dpkg. MEEKZEEAR Linux B GlobalProtect &
ARRNIER , 32/ GlobalProtect EARERFEHAEIEE,

\» EF2 GlobalProtect ERREREBMN S —ES L , 24 GlobalProtect A O#UEERE B ¥
zi — k% Web FEARER (A HTML, HTML5 F1 Javascript #1i ) it Z 2R IKFE.
ERETHRER SSL ThEER Web BIBRESZL2FINERE , MR LR E GlobalProtect f&
AR, 23 GlobalProtect & Fim VPN,

T & GlobalProtect ERTER

£ WRER—RERE , BHE 1T §E 8 LEE T ENEH GlobalProtect #i 8,

AR —MERAEIBE GlobalProtect BARRN 28 , BUBAXSHERABRINZEEATHEEREA OB

MBEARE , ARERBEBUTHIEREAORENERREN, KBBH ZERARMEFTEHEARIR
X, EETHITEREH GlobalProtect ERAREX , FEETHRENEAENEIE (WEFREA , F2

B FT&E R Z % GlobalProtect TTEIFEAE ) o

EREETRSENEARXEMH AR  BHABLEAERRBIA , LUETHESFE Palo Alto Networks E#i
AMRES (FF2H [ — ik EAEEF GlobalProtect FEAE ) o MR ABEMEFEURBREE , B LMER
EREPBREIRAER | % Palo Alto Networks BB EH X EMU THEARXERBENS , REBEEFH
LEEFH A,

FEFHTHEAEREBES .
STEP 1| Z A Palo Alto Networks & F X # A O#8¥ (https:/support.paloaltonetworks.com/)e

» BXRBEEAMM Palo Alto Networks IRE B A |, Y REBEHNEE FHREE. W
RBEEBZABEERLE |, giEhttps:/www.paloaltonetworks.com/support/tabs/
overview.html,

STEP 2 | J#2HY Updates ( E#7 ) > Software Updates ( BREEE#T ) o
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https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
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https://help.ubuntu.com/community/Repositories/Ubuntu
https://access.redhat.com/solutions/9892
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STEP 3 | IR EEX R MK GlobalProtect B AR K IRA,
STEP 4 | RE AR RANRAES , RABEM T HELUERETH.

STEP 5 | [a] —fi% {# F & #F & GlobalProtect FEFATE.
528 Palo Alto Networks tHEM4ERE | 7B LK GlobalProtect EARE R IR IEEXRF,

EALRERERHENERN

EBZE GlobalProtect EA R MR EEENF LR FEARKZREEATHELZGEA DML AR ,
AEZBRBRBEUTHIEFZAOMPGENERAES. EEEDHTHERE , BABXEEEREEH , 2
T REAMZEN Palo Alto Networks EFfalfRES. 0RBH A BEREFTEEBRAER | &0 SUE A ERERBRAR
KER , % Palo Alto Networks EiBE & #T X 8% T = GlobalProtect FEFTER BBEEMH , REBESETFE
EEERH K

BRI ERERARABREBEFEANMEREERNERTINBE SN —CEEARNERZEAOBUKEEIE
TEH., ERREREAEAREARS  E2—REAZTUFHRES THHFEAER TR, MFEET
REENERHVFMET |, 528 £ GlobalProtect KEFRENARE,

STEP 1| 75 # GlobalProtect A O#EUEAIBL X i £ , MEMMNEAEAKERE.

i#EY Device ( #£& ) > GlobalProtect Client ( GlobalProtect A F i ) LA Al AR FEARE R BB SE
=

MBS KB ERFEEH AR , 5% —T Check Now ( M EIRE ) RRERHEH. MBEE
Action ( Ei1E ) ¥+ #{E A Download ( T& ) , BIR "REFMRANLLEARERTA,

MR A EEEFIESNARES |, BXUER Palo Alto Networks i 5 & 3 X 4815 F 8 T 2 S B iR
&, SR 2 FRiR,

STEP2 | THEREAEBIEE.

MR ABERENEFARSE , FRIECFENEARIRAE , R%E—T Download ( TH ) .
SERTEE , Action ( BiE ) MHMNESEE S Activate ( BXF ) .

MBS X EEEFEEH MRS , T GlobalProtect FEFAE, THIEEBGE | IRERS XY
Device ( #£& ) > GlobalProtect Client ( GlobalProtect i Fif ) B Upload ( L& ) .

STEPS | RBIERBARBIAE , WE—MREAERHEA OB THR,

» —RARRBEARXKRBIZAEN —ERE. WREMBFRAS , BAF-LEAERX
FEZABEBNRE  BLEBRRBAERSNS RELTH TR,

MREEREFHMARBABD TEHRE , FIZ— T Activate (& ) .
MREEFHASEHRBEEG EERIPE XM , 5L —T Activate From File ( fRHEREE ) , REKTHR
BB FIZHUE L EH GlobalProtect Client File ( GlobalProtect AFIRIER ) . #H—T OK (FE ) K
BB FTEMGR., BUFEXAEHNEBEER , ARRAT EHERA Currently Activated ( BBIE R
E ) o

£ Web AR ERARENEMN

MRIEAREMARENR/RER GlobalProtect BARAKBHNIRE , FFEBEIID Web fRIRFEH
GlobalProtect ERAEX KB G, ERABREEREFERY THEAEXRRRRHIBHNER,

STEP 1| #$4RE & Web RIFREEEE M GlobalProtect EARRRA TRE AE | S FUUKE.
ERBEADELESEREXNETHNR , EREHABTHILREBEAENRENSBEMHIT,
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/where-can-i-install-the-globalprotect-app.html
https://support.paloaltonetworks.com/Updates/SoftwareUpdates/245
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STEP 2 | FERETE Web A BRES 2 E MY GlobalProtect FEAE X BX R IR 1%,
L\‘ TERE A OB EUEDAY A B AR 15

#* Web BIESS , T GlobalProtect FEATET.
STEP 3 | S ERBEMGERZMELH Web AARES.

STEP 4| & —fRERA EEMHE M E Web AMRER.
ERBAOPUENB AR L, EREEXPBATY CLIGT :

> set global-protect redirect on > set global-protect redirect
location <path>

Hrh <path> 2EZMGHERK URL 38 ( Hli0 https://acme/GP ) o

STEP 5 | RIAE#H B[,
1. & Web BB+ , 81T 5 URL :

https://<portal address or name>

514 https://gp.acme.com,
2. EADMBUEBAEE , BALKEAE Name ( 878 ) 5 Password ( B8 ) , R&BE—T
LOGIN ( BA ), RWEAZ , AORUEEZSKEEFERNE TH,

AEERAERRTE
ERA T 55 GlobalProtect ERARER &8,
STEP 1 | B ARAFHERAERZENRERENERE,

S ERIEMEZE GlobalProtect EARARMEE | —RERENAEHEAEEREBNES
I Ferazs. sEHEAERRENATEESERR,

N BREMER  BY-EREEXARLSERNANEERERAE  fAINMAEEEH ARG
,Q\ Y IT MPIEES -

1. iZH! Network ( #3%% ) > GlobalProtect > Portals ( A O#83k ) o

2. ENEEBSUNRBAOMEEREDS Add ( #18 ) WA OBEERE

3. £ Agent ( REREX ) HE L , EEURGHEEDRIZ—T Add ( #18 ) R —ERARBEZANEHEA
&/ BIARERE,

4. £ User/User Group ( EFAE/FERAERE ) EB L , Add ( #18 ) BRIEERARERXH User/User
Group (fERE/ERAERE) .

5. £ App ( FERE ) EE| L | /1§ Allow User to Upgrade GlobalProtect App ( St & & Fk
GlobalProtect EFER ) 2 E 5 Allow with Prompt ( EBRRAFF ). B—T OK ( BE ) RKEE
FEL S

6. ( ) £ Agent ( REREX ) HE L  BRERRBRZLI SR REENERE , AERIZ—T Move
Up (L®B) K FHEBELVRECEIZR—RWHERES L,

GLOBALPROTECT B #1358 | GlobalProtect EAEX 119

© 2019 Palo Alto Networks, Inc.



& GlobalProtect BFAREREEE , AR HEPHNRFEETRECEETNRBERENHEREET
b, #EBREMRBFMG , ADMEEREEERBAUKSKFTSE. RIFTRAEEE | SBYEN
7. Commit ( 2% ) 88,
STEP 2 | & A GlobalProtect A O #3344,
1. BXE Web BIEESI 5113 T % URL :

https://<portal address or name>

514 https://gp.acme.com,
2. EAOMEZANERE , WALNFERE Name ( B ) B Password ( B ) , AEE—T LOG
IN(EA),

# paloalio

GlobalProtect Portal

Name [ ]
Password |

STEP3 | EEZEARATHEE.
ERZHERT  FARXTHREESELEAZAOMURVAHER., CALEERTHEHERAE
XEREH

#B palozlio

Palo Alto Networks - GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent
Windows 32 bit 05 needs to download and

install Wind 32 bit GlobalProtect agent.
Windows 64 bit 05 needs to download and
install Wind 64 bit GlobalProtect agent.

Mac 05 needs to download and install Mac
32/64 bit GlobalProtect agent.

MREERA GlobalProtect M Fi VPN 7B, ERBRAZAOPLER , FARXNERGEERAZE
AL ERER (MARRKERXNTHER ) . EH GlobalProtect Agent ( GlobalProtect (X ERZ X ) 3R
R THEMR.
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M2 paloalto GLOBALPROTECT

@ Application URL %

B )

Atlassian - e |
. X gpli
\'("RA Confluence ’

"

Jira Confluence Intranet

FR-DB CNN MSN

= & K

Yahoo Finance Google Facebook

STEP 4| THERRER.
1. FEBBTEH , 5B

Bugzilla

)

PBS
PBS

Linked [}

LinkedIn

m
i
-
i)
o
-
i
by
s
™
e
S|
b
e
s
F
W

Engweb

FOX

Fox
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paloalto

NETWORKS®

GlobalProtect Portal
Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS5 needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS5 needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. BREBELRERER,
ERRETEHTRFHEFEEE , 2—T Run (#1T) »
4. BRRET , FE—T Run ( 8117 ) & "GlobalProtect REBE .

w

N BRERHEZE GlobalProtect ERERNEEE , —REAESLEFHEEEEERN
IRETREEARK. RENERAEXBRBEFRITSEETEER,

STEP 5| 52 GlobalProtect BN &5,
1. & "GlobalProtect ZHBE ) FE—T Next ( T—% ),
2. #—T Next ( T—1{8 ) BZFHERLTRERRK (C: \Program Files\Palo Alto Networks
\GlobalProtect) & —T Browse ( BIE ) LLUBEFE , REILMAX Next ( T—1& ) o
3. REFTME , Close (B ) BE,

STEP 6 | & A GlobalProtect,
1. B—TRHEBET , B&E GlobalProtect BRRER ., REEERAGHK,
2. WA AO#BIEA FQDN = IP it , AREIE—T Connect (ERE )
3. ) fkTEER , RIBEEEERMNEREN T ARENEERRE , 24 5 8ERE Best
Available ( BE & ) MiE, EEERETREME , TH Gateway ( BiE ) TH X EEHRERRME
(ERIIBEE ) -

£ HEREEEARERAFBREZRIAER.

4. ( ) BIFEHFER |, H—T Connect (E#F ) LUBEIER

5. ( ) BEHIBRRTR , B8 A Username ( FAE SRR ) M Password ( & ) , A&KLZ—T Sign
In(&A),

MREMFBRY , ZREREL MR , EREBERAFET Connected ( 21E#E ) = Connected -

Internal ( BEHRE—AER ) AREE, WREXE T GlobalProtect BV EE , ESELERIIEABRE TR,
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TE KL% GlobalProtect 1TEI FEAER

GlobalProtect EARERIRH—EFEN S X RGLCEZ LR BRNERETHIRS, HRABT
GlobalProtect EARXMWEMRIRHEMS , THEAEXNFIRMI IPsec = SSL VPN EE EHRED
BENEZLTFN. EAEASSESERZEH —REAESEINERENREE, i, HiEHcBHRE
FRECLZEEZRNAELZLTMR LEMTHEARNZLRAEHHT, TEHEAEXESREGR MR
ERER , XS ERARBLE HIP XL 2 RAIEFHIEIT,

EMEEXEH AT LZE GlobalProtect BARE | BAI LA LS MDM SEXERER |, WHBESHE
EELSEENRY  IERBENEFBIERE,

+ iOS W B—App Store

+ Android % 2iE2 Chromebooks—Google Play

% GlobalProtect FEFITEX 5.0 Bi%A , AT Chrome OS B GlobalProtect BRI ATXE . FUHA
£ A#E A T Android B GlobalProtect FEARER ..
*  Windows 10 F#F1 Windows 10 UWP i Bi—Microsoft Store

W THERERE T WAETE RS EEELE GlobalProtect EATER ., MEBEHKN AirWatch 8
GlobalProtect RN R , FESBE A AirWatch #1% GlobalProtect 1T fE 2,

STEP 1| B ARAFREARA RN AERNBRE,
REMER  BY-—BAREENERIEERFAS/NEERAELHE , SINMEEEEH AR 1T BPPIEE

I
pl

iZHY Network ( #83% ) > GlobalProtect > Portals ( A A#33 ) .

ERREADMMGERIME N Add ( #18 ) —1E.

£ Agent (RERRN ) ERLE , BERBHEBIR—T Add ( #1E ) R E—ERRBBZAEHER

H/BEMERE,

4. 1E User/User Group ( EAE/ERAERE ) ERL , Add ( #1# ) K RFHEAIREXH User/User
Group ( R E/ERERE) .

5. EMEERHANERRERHN OS (#EXERM ) (i0S. Android = WindowsUWP ) ,

6. () BERERIREY/ERNRERRER , ABE—T MoveUp ( LB ) , FHURBEELE
BEEUZB—MHEREZ L,

7. Commit ( 12X ) 8%,

STEP2 | ftimRi , MBET TRRZEEAEN,

#H7 Android %% 8 , 387E Google Play Fi#E2FEARER.
¥ i0S im B |, 557 App Store FESERER,
« ¥ Windows 10 UWP %% |, §87E Microsoft Store Hi2SEHER,

STEP 3| BNERER.

MY RE 2% , GlobalProtect EREXERER T ERNENIERT, FERBEAREN , BBELE
Ro E1RREUA GlobalProtect VPN ThaEEF , BHiZ OK (#EE )

W N =
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect&hl=en
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

GlobalProtect

G IProt

STEP 4 | EFEZE A O,

1. RIRIERE , B A Portal ( AOMAYE ) BFH L, FHE Name ( % ) E2 Password ( FiE ) . A
DAL ZBAER FQDN |, T BBISETRFESR https: /o

ssssssss

Palo Alto Networks - GlobalProtect Portal

Name

Password

2. B Connect (E#R ) , WHEFREAREX RS 2 KI5 GlobalProtect 2 BE IEH#R.
MREREHIBETHRIEEERR , EAEXSSRIEBH®TEM.
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B ERE FE AR IRE

RADPUREBBEABRAREZEE BTN L , BNEEEB Windows E&k, £13 macOS plist ,
®E (ERRM Windows 5% ) # Windows RERER (Msiexec) EITER., EBEFENHFRER , AANE
GlobalProtect FE T2 R R EVXIELEZE GlobalProtect A QML RIS HI B FimE,

EAO@LREPEBZNRES —EHRTE Windows B macOS plist P EZMERE. NRECHERE
= plist FERFRE , EAORPUERAIEE T TRANRE , FEEAEX ARG ERNRERESINRE
IHHERNRE, K EERARBSAMEBERE , ISR REEER. REFEHE—Z A (SSO), URE
AR BREVFEAREAZETLNER, FHit , FEBRERMWFRTE, A, ADBHRESEREE
THRER , MREFHEE GlobalProtect EREARInE , 26 LRI ERE,

DT4ERP T EFTWERRERNRE , LI NAER %8 iR EEE T Windows B2 macOS i3 -

- TWEITHERRERRE
. HEBREARENFREZR Windows ik
o HMBEAENFREZE macOS iHEH

BT A Windows 2428 macOS Plist #f2 GlobalProtect FEFRERIRES , BRI LIE
GlobalProtect & T2 {0 ik BE UK E2 45 E M Windows 8§35 macOS Plist &5 , SiFREE
mHLEAERNER, FRMEEHTHEERER , URELEAREEEEFNBHIIS
H, BELUUEREN  UBTHEZEZSHRAPAELEGE, SaRELZEMHAA
BEIFITHEELEFTESSHRTENRERE., A, EUUREATRERTHMWEER
EAHEEER,

AT ERARENRE

BRTYFEEDBAOMPUMUN , BOATUEREARRNRE, BEELFEARENHREZE Windows IS,
ZEEE Windows B8P EHZ LI (HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect), BBHNEEAENFREE Mac InZ , BEEE macOS plist ¥ PanSetup FHEAE
®1EH (/Library/Preferences/com.paloaltonetworks.GlobalProtect.settings.plist)e
£ Windows i 25 £ | &t ] LAE A Windows Installer RE0E 5 B Msiexec B ERENERE,

THEERPESEBITEARREZE. & GlobalProtect A QMR IBERRBEFAIEENRE , BELR
£ Windows Z$%&5{ macOS plist FFIE BN R E .

t\‘ EBEREFE Web /M H LS B EMN A ORIEHERERRE , BA4AMFEH Windows 85
Msiexec MLAERE. ELFEHNEREDIE | can-prompt-user-credential, wrap-cp-
guid M filter-non-gpcpe

FERREARRER
- ERETARRE
- BAEXTAER
- ETRHERE

FERRERXEREE
T&RHIHE 7 AT#E Windows & F1 macOS Plist FE%E , LABET GlobalProtect FEFR N RAVIEE,
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*® 3 £ TEHITNEARKARE

AR REENERE

Windows & #&&/ macOS Plist

Msiexec 2

BUAERER enable-advanced-view ENABLEADVANCEDVIEW="yes yes
yes | no | no”

R GlobalProtect B/~ show-agent-icon yes | SHOWAGENTICON="yes | no” yes
no

BUR B R AR EE rediscover-network yes | REDISCOVERNETWORK="yes yes
| no no”

XA Resubmit Host resubmit-host-info yes | RESUBMITHOSTINFO="yes | yes

Profile ( EFTIE R EMERE | no no’

E)EmR

BETRRRFERBEA show-system-tray- SHOWSYSTEMTRAYNOTIFIC yes

notifications yes | no

ATIONS="yes | no’

ERETARE

T&RF|H T ATE Windows &8 F macOS Plist 5%

o

® 4 FRE: TEHITNERETRERE

Msiexec 28

, LB ET 5 A& B2 GlobalProtect FERE R EBIHYIE

REFFERAEERA can-change-portal yes | no | CANCHANGEPORTAL="yes | no’ yes

48 v 3 1k

RHFFEHERKRE | enable-hide-welcome-page ENABLEHIDEWELCOMEPAGE= yes

JULE=] yes | no "yes | no”

RHEFEAEMEME | can-continue-if-portal- CANCONTINUEIFPORTALCERT yes

i E: 3 N cert-invalid yes | no INVALID= "yes | no’

R 28 B %

REFEREEZHR disable-allowed yes | no DISABLEALLOWED="yes | no" no

GlobalProtect FEf

72X

REEEAERS save-user-credentials 0 | SAVEUSERCREDENTIALS 0 | 1 TEA
= A 1 2 2

$E7E O BARSIE ' !

GlobalProtect f#

ERE, 1RT~R

FEAEEBIE

B, 2RTERE

FEREEHE.
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Windows & &/ macOS Plist Msiexec 28

FTEAOHBUEF can-save-password yes | no | CANSAVEPASSWORD="yes | no’ yes

Allow user to save
password ( foFF
FEREMEEE)
f£ PAN-OS 7.1
FEHTARAHHBEE AT
HP#EER , B
iEi® Windows &
#&F0 macOS plist
EXTE. Save User
Credentials ( f#
GFERAERE ) #
NP EENEMAE
SESIEIEEN
{EO

fZPR Windows/T ShowPrelogonButton yes | THEA no
EAOEY no
MRS E
GlobalProtect &
FIRMEEMNET
Start GlobalProtect
Connection ( B(E
GlobalProtect &
) &kE, UERFE
BEUFBHRE
GlobalProtect T8 %
BENER,

FERRERXITAIRE
T&RHIHE T A7 Windows & #&F1 macOS Plist 5% E , LABET GlobalProtect EREXN1TAKIEE,
x5 X% JEITNERENTAEE

AOMAERERENE | Windows &#&/macOS Plist Msiexec &

EigERE connect-method on-demand CONNECTMETHOD="on-demand | user-
| pre-logon | user-logon pre-logon | user-logon’ logon

GlobalProtect #Ef] | refresh-config-interval REFRESHCONFIGINTERVAL= 24

230 B & Rl T R R <hours> "<hours>”

CLENEINS

BRI ERT DNS
& ( f£ Windows )

flushdns yes | no FLUSHDNS="yes | no’ no

ks
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Windows % #%/macOS Plist

Msiexec 28

Windows Z £ /1 /{x

WSCAUTODETECT="yes | no”

wscautodetect yes | no no
(WSC) k& E %
M ENEE HIP R
( ¥ Windows )
BASEEENR ProxyMultipleAuto ProxyMultipleAuto no
I2 (£ Windows ) | Detection yes | no Detection="yes | no’
EHEHEZ Single | LogoutRemoveSSO yes | no LogoutRemoveSSO="yes | no’ yes
Sign-on ( R %
#%-SSO ) & (&
Windows )
Kerberos & 135 krb-auth-fail-fallback KRBAUTHFAILFALLBACK= ‘yes | no
FRMBRE AR yes | no no”
REHERE (&
Windows )
EFRIBIHER PasswordExpiryMessage PasswordExpiryMessage
(£ LDAP 5135 | <message> ““message>”
&)
AOMAEZERE | PortalTimeout PORTALTIMEOUT= 5
(®) <portaltimeout> "<portaltimeout>”
TCP E R AF ConnectTimeout CONNECTTIMEOUT= 5
(®) <connecttimeout> "<connecttimeout>”
TCP BEWOR BF ReceiveTimeout RECEIVETIMEOUT= 30
(®) <receivetimeout> "<receivetimeout>"
AFEmBEMIEE | certificate-store-lookup | CERTIFICATESTORELOOKUP= user
#® user | machine | user and | "user | machine | user and and
machine | invalid machine | invalid" machine
SCEP BEE#MIBH | scep-certificate-renewal- | TiEHA 7
(X&) period <renewalPeriod>
BAAEFEERE | max-internal-gateway- MIGCA="<maxValue>" 0
ERRE connection-attempts
<maxValue>
AFEIRBREEXE | ext-key-usage-oid-for- EXTCERTOID="<oidValue>” T iHEF
WEAYWHEFEE | client-cert <oidvalue>
(OID)
FEHEYVIRBEE | user-switch-tunnel- THEA 0

WERE (F)

rename-timeout
<renameTimeout>
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Windows & #&%/macOS Plist

Msiexec 28

FERE—ZA
( f£PFR Windows )

use-sso yes | no

USESSO="yes | no"

yes

THEAOMEEH

R EEERRA
A8 1P ik (=
ITHER) .

portal <IPaddress>

PORTAL="<IPaddress>"

TEA

REAOHFEH
M ER E B R
GlobalProtect
DEEREEA
HENERE
GlobalProtect A O
Wy zar , ERKE
VPN &,

prelogon 1

PRELOGON="1"

£ R Windows/F
EAO\M

BLERE B EE —
E A (SSO) #£EfiE
A, AI$ER1E SSO
KB ERBRRE
AEREHEE.

can-prompt-user-
credential yes | no

CANPROMPTUSERCREDENTIAL=
"yes | no’

yes

£ PR Windows/F
EAOMY

WREEKE=75
RRREHENEE
#& Windows & A
EEPBREE , B
HREERREEN
Windows B, *

wrap-cp-guid {third party
credential provider guid}

WRAPCPGUID="{guid value]”
FILTERNONGPCP="yes | no’

no

£ R Windows/F
EAOMY

BLERE RERE

wrap-cp-guid FI %8
NBE , AFFRT
R4 Windows
EABEN , &E
=HRERMEN
BEtEERE
Windows Z A EMH
Lt *

filter-non-gpcp no

&R Windows/7®
EAOMY

reserved-ipv4 <reserved-
ipvé4>

RESERVEDIPV4="<reserved-
ipv4>”

TEA
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AR AEERE

Eb
TR

LLERE A A )
Windows % 25185k
FREE P {idt,

Windows & #&%/macOS Plist

reserved-ipvé <reserved-
ipvé>

Msiexec 28

RESERVEDIPV6="<reserved-

ipvé>”

INZEME A Windows Z£&58 Windows Installer (Msiexec) B{
Windows i 8 L 1 h B 2 R & #Y SSO &,

ERISEERE

T &R REUA GlobalProtect , TRV BRI R M P EHEFE Z B IRIED
’EE%*HBE%%“E’JE—pre -vpn-connect, post-vpn-connect B pre-vpn-disconnect—R &
BRI EIE

WA, B

Windows %ﬁﬁ:ﬁ macOS plisto MFEEBEBRANFMHELER , FSEEE Windows
SBERIFEIR macOS Plist BEIEST,

IR EE R

1B Msiexec ZpE TS

K& WEHAINES

B

ENFALR , F2R

BAEE, HRELEREANM

Ti%. &

ADRERERENARE Windows & &&/macOS Plist Msiexec 28
BIWRREPIEENES | 5 <parameterl> PREVPNCONNECTCOMMAND= TEH
B ((BEEEEETHENT | <parameter2> [...] "<parameterl>
A2 o . « .. ”
mSR) Windows &4l : <parameter2> [...]
N TIERIES command %userprofile ,],? OSTVPNCONNECTCO D=
£ . <parameterl>
2, $\vpn_script.bat c: <parameter2> [ E
test _user P o
A A s =
‘9 ,ii; m égg}a macOS &l - ff;:rpab::eltsecroln:mwcomnn
A JT
=, command $HOME/ <parameter2> [...]”
vpn_script.sh /Users/
test _user test_user
( ) BEGTHTHE @ AREEE | FHE PREVPNCONNECTCONTEXT= FRE
R (FBEAERE  MIRE "admin | user’
T?EEW"‘ weAAEERE
4= POSTVPNCONNECTCONTEXT=
ﬁMFFHEFE’J{Em%Eﬁ ) o , e ”
admin | user
PREVPNDISCONNECTCONTEXT=
"admin | user’
$8%E GlobalProtect | timeout <value> PREVPNCONNECTTIMEOUT= 0
( )
@Fﬁﬁﬁ%{@ﬁ%ﬂ??m iﬁﬁ“ . "<value>"
B, AR AEN (EHE ' _
0-120) ., MEHSER timeout 60 ffjaTl‘f:ﬁONNECTTIMEOUT‘
RFZBIARTE , BAERX
SHER iﬁﬁﬁi P e PREVPNDISCONNECTTIMEOUT=
. O ( FERRE ) BEEREE "<value>”
Hﬁ&‘ﬂ'ﬁ'%ﬂ%ﬂﬁﬁﬁo
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AR REENERE

Windows & &&/macOS Plist

Msiexec 2

» FXE
post-vpn-
connect,
( ) EEWRH file <path file> PREVPNCONNECTFILE= T HEA
FREER E’ﬂ’rﬁ#ﬁ’ﬂ%%&% + "<path_file>”
8, GlobalProtect FEFATE T _
BEBY L BAREES B o TR
RIEENBEETRE | & path_
RERNTEM, PREVPNDISCONNECTFILE=
"<path file>"
N TERES
£
( ) EERRER checksum <value> PREVPNCONNECTCHECKSUM= T iE A
F2ERER sha256 #& "<value>’
MwER. WeEE, 8l _
& GlobalProtect FEFH7Z ff:aT]ZJP:SONNECTCHECKSUM_
NELEWBNSEREER
BIEENEANREHHEL PREVPNDISCONNECTCHECKSUM
B | GlobalProtect FERTER ="<value>”
BEHITHS
( ) B TEZEHITH | error-msg <message> PREVPNCONNECTERRORMSG= TiHEHA
‘E H:\tm g A3 b ” ”
sos ~ . POSTVPNCONNECTERRORMSG=
AR, error-msg Failed rmessages”
executing pre-vpn- g
» AR MNE connect action! PREVPNDISCONNECTERRORMSG
# 1,024 & ="<message>”
REDLH
ANSI 2T,

NEBEARERZEZE Windows ik 2

f£ F Windows &85, Windows ZZ£FE 3 (Msiexec) AT #& GlobalProtect FE FAfE N R EEH I E R
Windows % 2

s 7E£ Windows E#&HHEREENEE

s 1 Msiexec TPBRERERRE

+ &R Windows Z &I EIETHE

+ EiB Msiexec BBEBIESTE

«  Windows i B E1% D P R B iR it E /Y SSO 2

« 3EiB Windows & 8kEX A 17 1 P R BBV SSO £ &,

« 1EB Windows RERE B 5 0 BEIRRFER SSO &

GLOBALPROTECT B #1358 | GlobalProtect EAERX 131

© 2019 Palo Alto Networks, Inc.



Tj_: Windows %ﬁqﬂ %B§B§\}Eﬁ$§%ﬁ§§7€

R A] LAE GlobalProtect FEFTE R & — /B4R T GlobalProtect A O#BIL BT , £/ Windows B &% FEATE
NI EIE ZE Windows im B, A TRATRIZBEEA Windows &8 A Windows inE BT EARERER
Eo

BT A Windows &K EZ8E GlobalProtect ERARERXERES , BIBA LL /o 5F GlobalProtect
FERREX# Windows i B E4S EM Windows B85, EEEWLEREE | YETH
BEZE2MRPRAELEERE. EURBLZESMRA , BHATHERELEMEREEREN
RERE. WA, BALURERTREREHEHWEEAENEEEER,

STEP 1| £ Windows & #&# # 2| GlobalProtect AR BETRE.
BB Windows B8 ( EmSIRTFITHPEA regedit ) , REBE .

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\

STEP 2 | BEA O E M.
METRBE—REAEFHHAN Q@S (ERITER ) | LALEB Windows 2§78 %158
A RRBYE AL
1. £ Window E$&7 | i :
HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. AE—T Portal ( A8 ) WFEE Modify ( 182X ) »
3. £ Value data ( EER ) MUBMAAOBLEERE , REE—T OK(EE ),

S
File Edit View Favorites Help
Khranos A || Name Type Data
:“m "‘;d'a 5] (Defzult) REG_SZ (value not set)
\cr.oso '_"]Portal REG_SZ gp.paloaltenetworks.com
Mozilla ‘.’.'c':|Pre\ogon
mozilla.or it Stri
X g. ‘_"1PruductCD Edit String = 5}
MozillaPlugins ilﬂ
Nico Mak Computing ¥ Version Value name:
Nuznce |F‘orla\ |
ODBC
. OEM Value data
v | Palo Alto Networks |
L GlobalProtect
; : Cancel
oo ne
PanGP5
Paninstaller
PanM5Service
PanSetup
Settings
Traps
Partner
Policies
- Realtek
i | RegisteredApplications ¥
< > < >

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup

STEP 3| i B EREZBZE Windows Ui , ‘BIE GlobalProtect EFARERNAER S EZME—F A
(SSO)»

BB ETEAREXEZEUIRBET LR Windows B ENTERREEBEEE,

STEP 4 | f85F GlobalProtect FEFARE R F8E Windows B FME=H50% , mMtk—REFEFEFERAE=
FRBREEMAFF SSO,
#EIB Windows 8B 15 0 B a8 /Y SSO &,
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%t Msiexec SFEBERAENRTE

£ Windows i B , B LUEENSE Windows ZEEFRER (Msiexec) A T 5155 %4 B 8130 E GlobalProtect FEFH
EXHERENRE :

msiexec.exe /i GlobalProtect.msi <SETTING>="<value>"

» Msiexec 2— B HTEN , IRGSTLZERREER. E£iwE E#1T Microsoft Windows
XP REFNELERE | ,U\Eup SRIAEAFEANFZFEEARES 8,191 A=,

Msiexec &5l Bk

ELXBERN T Z# GlobalProtect ( EFERAENT )

msiexec.exe /i GlobalProtect.msi /quiet AERTE A O HBL 4k

PORTAL="portal.acme.com’

Z % GlobalProtect WIZ2MERFB W , BHIEEA

msiexec.exe /i GlobalProtect.msi EZEBEFETAOMEL,

CANCONTINUEIFPORTALCERTINVALID="no”

MERTCRYERRENTREE  F2EE I EARREE,
zﬁ #24 ATLUEIB Windows RERR XA 150 AR/ SSO H#E

%A Windows &I B

BT LAEIB Windows E 8B BETIE S IEE Windows i BV ERE .

BT LAER XE GlobalProtect EARER , AU TEHEBRMBITIESTE  BUYBETR , PEEEER. &
EEBESHLRITIEDSE %%&$ﬁ=up SEEEBWHRIESE.

*ESF%E BEZRTE |, GlobalProtect EFARRN A EEARREVIFENEFI R  UREERAEXPEEEIH
TESE. ﬁﬁﬁTﬁUIﬂE)‘ﬁﬁﬁiﬁ Windows 2 8% Windows % 24 QET@FFJ&“E“XEO

BT ERETLMBESEBNRERE , ZIWEH{T GlobalProtect AR 2.3 MEHH
MR

STEP 1| #TB8 Windows &8 , # % GlobalProtect FEFAER BFT:%E-

BRI EHLEPTIETHBHOERD , BB Windows B& (ER TR THTEA regedit ) WHIE T IS
Bz — (ERRS AR )

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\post-
vpn-connect

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-
vpn-disconnect
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»  WR SRR Settings (FRE ) £|A , BEB AR —T Settings ( FRE ) WIEE
L New ( $7 ) >Key ( £88 ) KBV 8,

STEP 2 | BRE I ZEA command HFTFHE , B GlobalProtect EARERX UAHMITIETTE.

HEEENHAEREES LR EERELHTHREETH (I REEEETRNERSH ) .

1. W1R command FEFFE , BIFERE ( AELIEZ—T pre-vpn-connect, post-vpn-connect,
= pre-vpn-disconnect &8 , BE New ( 718 ) > String Value ( F£EH ) , AREEBEA
command )

2. A#IE—T command MIEE Modify (182X ) .

3. ®i A GlobalProtect EABENETHHSRIESTH. Hiln :

$userprofile%\pre_vpn_connect.bat c: test_user

ﬂ’Registry Editor = B ES
File Edit View Favorites Help
DrvCtrl “ || Name Type Data
PanGPs at|(Default)  REG_SZ (value not set)
Panlnstaller E_chammand REG_SZ
PanMSService .
PanSetup Edit String ﬁ
4 Settings
pre-vpn-connect Value name:
post-vpn-connect || || comman d
re-vpn-disconnect
Traps P P 3 Value data:
TrapsDumpAnalyzer %userprofile®\pre_vpn_connectbat c: test_user
Policies ‘ ok | [ Cancel
Realtek
RegisteredApplications -~ ||
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings\pre-vpn-connect

STEP 3| ( ) REREARDTIERKER.

BURMBHEHEFTRRHEYEE , 88 context, timeout, file, checksum B error-msg., M%FH

Ht&ER , F2E T EFEARENRE,

%18 Msiexec S EBERE T

1£ Windows iw B E |, BT LAEH Windows R 23 (Msiexec) S B HTE B B)ETH GlobalProtect FE
AEX, EAEARENESE (FB2RVEEAENEE ). EEHTIIRE  BEATHEL

msiexec.exe /i GlobalProtect.msi <SETTING>="<value>"

» Msiexec 2—EA#TREN , IRGPTLERBREER. ERHKLHBIT Microsoft Windows
l XP HZEHEA , BEGSRTLUEANFTFEREAREA 8,191 BF .

RHAZEANEGRFEAND ST, BRREH (NEAEREEEY )  URFMERE
SRR, NMRERDTTATHRER | KRS EEERAEHERERF.

il EERFATREERUPENERSANESE , BT ERRT S HIEUFES
g6l : A Msiexec EEEREHFZHHTHIETT
HRAUERYE LWESTE  FRILE,

\, ! U4
-u@—
/ N
]
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msiexec.exe /i GlobalProtect.msi PREVPNCONNECTCOMMAND—"°userproflle

$\pre vpn connect.bat c: test user" PREVPNCONNECTCONTEXT="user"
PREVPNCONNECTTIMEOUT="60" PREVPNCONNECTFILE="C: \Users\test user

\pre vpn connect.bat"
PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2£3174£fd8fb01a46al9e3ec9078b011
8647ccf599" PREVPNCONNECTERRORMSG="Failed executing pre-vpn-connect action."

NERERUEARENEEEE  ASH O ARG,
Wl - B Msiexec BEEEEBAMERHEEEZ HATHIESHE
AN HRTBUERRE ST | BRLE,

IHI:<>

msiexec.exe /i GlobalProtect.msi PREVPNCONNECTCOMMAND="%userprofile

$\pre vpn connect.bat c: test user" PREVPNCONNECTCONTEXT="user"
PREVPNCONNECTTIMEOUT="60" PREVPNCONNECTFILE="C: \Users\test user

\pre vpn connect.bat"
PREVPNCONNECTCHECKSUM="a48ad33695a44de887bba8f2f3174£fd8fb01a46al9%3ec9078b011
8647ccf599" PREVPNCONNECTERRORMSG="Failed executing pre-vpn-

connect action." POSTVPNCONNECTCOMMAND="c:\users\test user

\post vpn connect.bat c: test user" POSTVPNCONNECTCONTEXT="admin"
POSTVPNCONNECTFILE—"°userproflleo\post _vpn_connect.bat"
POSTVPNCONNECTCHECKSUM="b48ad33695a44de887bba8f2£3174£d8fb01a46al19e3ec9078b011
8647ccf598" POSTVPNCONNECTERRORMSG="Failed executing post-vpn-connect

action." PREVPNDISCONNECTCOMMAND="%userprofile%\pre vpn disconnect.bat

c: test user" PREVPNDISCONNECTCONTEXT="admin" PREVPNDISCONNECTTIMEOUT="0"
PREVPNDISCONNECTFILE="C:\Users\test user\pre vpn disconnect.bat"
PREVPNDISCONNECTCHECKSUM="c48ad33695a44de887bba8f2f3174fd8fb01a46al9%9e3ec9078b0
118647ccf597" PREVPNDISCONNECTERRORMSG="Failed executing pre-vpn-disconnect
action."

MERERERARENTRERE  F2HEEFEAELRE,

Windows i & L 165 0 B R e R IR & /Y SSO H&

#£ Windows 7 %2 £ |, GlobalProtect FE T2 Microsoft FRH B ERBLIZEE —& A (SSO), &
i@ SSO , GlobalProtect FR & 1Rt & £ 8 Windows RAEFRRIRME |, #Z GlobalProtect £/ Windows & AR
&, ﬁﬁ%ﬁ%*ﬂﬁﬁi GlobalProtect A O#BEFE&E, A, T— u’l’_é_v‘lﬂ?f W& Windows 10 EA &K
ﬂﬁ%lﬂ?ﬁjmfiﬁi'}?ﬁﬁﬂﬁ% SSO HE T ZEHE M A GlobalProtect wﬁh{ t & S # Active Directory (AD)
223N

EiRE L EFEREMG I REREIRMEER | GlobalProtect SRF B ESEZIWNEMEAEM Windows & A

2%, Ak |, GlobalProtect #%## ;5% B E)iE 4R = GlobalProtect A OBYGEERIE, IR SSO KB , EAT LA

Tﬁﬂﬁ'ﬁm?éhf &, Wi EGIobaIProtect FERRERUHEE L DR R %ﬁﬁq%ﬁﬁﬁﬁ Windows
ASRE KB ZE Windows, GlobalProtect i RS R &,

RNE , WA LLEE Windows B RO EIEAEBE : —EARESBIRERZRESE , T—EAREE
Windows & A, EEHIBERERMEEITIETEAR GlobalProtect BV E M INEER: |, IEEF A,

» IR IRE i GlobalProtect FRFE R 1t %ﬁthdows IWEBRR , IESDRERPHT

GlobalProtectPanGPS.exe -ufps,

f£ A Windows 2$&3% Windows Installer (msiexec) f25F GlobalProtect &1 h BEE 25
+ iEIB Windows 8B 1 h B 52 1Y SSO H 2,
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« JEB Windows ZEEX BN BEFRER SSO #HE&

A B B ERRERALE (CP) ¥ GlobalProtect SSO HEBURM I HMiE CP BRE. ERE LS
T, BB AOEEE CP BT A EF GlobalProtect F{Ih 8% H CP | GlobalProtect SSO
HEMREEEEESA,

1E1B Windows Z &k A 15 0 M ERE Y SSO FH ik,
£ Windows Z & T 5B 7] o 5F SSO £ Windows 7 i B 88 i h kg 58 %o

STEP 1| BRI Windows B# , REB XN EEH LM H R REFRMEE LM —HBIES (GUID).
1. RBTERTRF , @A regedit WS LB Windows E#kimiE2s.
2. BIET 5 Windows B U BB B I RENRBRMEFE .
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providers,

3. BHMERNKRIREEN GUID €88 (GUDWRAIZESF/AFEIM —( By )

& CurrentVersion “ || Name Type Data
J App Management ab| (Default) REG_SZ GenericProvider
. App Paths
»- 1. Applets
i L Audio

4| Authentication

b Credential Provider Filters

4|, Credential Providers

i | {25CABS579-1BDB-469c-BIFC-6ACSALE1CIR)

{25CBB996-92ED-457 e-B28C-4774084BD562}
{3ddbbecl-8193-4ffe-ae25-08e30ead(63}

i | {503739d0-4cSe-dcfd-b3ba- d881334f0df2}
o~ | {6f45dcle-5384-457a-bcl3-2cdB1b0d2Bed)
{8bf9a910-a8ff-457f-999f-a5cal0b4aBE5}
{04596 c7e-3744-41 ce-893e-bbf91 22762}

e Lo {AC3AC249-E820-4343-A65B-37T7ACE34DC09}
L 1) {€74€57h0-6chd-44d5-Ocda-Fh2df5ed7435)

STEP 2 | ¥EiB % wrap-cp-guid X EFTIEZE GlobalProtect &% , REVAE =S MR iRt &R SSO
i,
1. BIET 5 Windows Z & E :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\ GlobalProtect :

Q’ Registry Editor
File Edit View Favorites Help

:A--‘ Palo Alto Networks
v 1) GlobalProtect

>~ | Traps

Computer\HKEY_LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect

2. B8 —T GlobalProtect B3 , SRA%&IZHE New ( #7 ) > String Value ( FHR1E ) FIEHNWFH
&,
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Q’ Registry Editor

File Edit View Favorites Help
4 Palo Alto Networks
GlahalPratert
Tra Expand ]
Tra New 4 Key
Policig Find... String Value
Rea!te Delete Binary Value
Regist 5
SHARI Rename DWORD (32-bit) Value
Sonic S QWORD (64-bit) Value
SRS La FeTeEie Multi-String Value
Symar] Expandable String Value
Thinpr Copy Key Name
Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect

E%E T % String Value ( 21 ) #{v :

+ & : wrap-cp-quid
+ {EEH® : {<third-party credential provider GUID>}

Q ¥ Value data ( BE R ) #AL , L@ AK GUID BEXERAKRFEIMIEE : (and },

LR & Value data (EE# ) MU P B IHDBRERERERME GUID #H)

{A1DA9BCC-9720-4921-8373-A8EC5D48450F}

HAFEY String Value ( £&E{8 ) , wrap-cp-quid EHERAFEEN Name ( B ) , GUID 28
R Value Data (EEH ) »

MName Type Data
ab| wrap-cp-guid REG_SZ {A1DASBCC-9720-4921-8373-ABEC5D48450F}

STEP 3| T RAVLER

« FBHRE 6 TEZRAZHLUERAERRELEN Windows EABE, EFAER—TEE , 13
BE Windows BREEARGGE , RE—B ASEAER Windows, GlobalProtect #1# 0 R 58 7% 12

HEHEITRE.

. ) MREREBEZAEA LLBERSEERZ (Sl , F4E Windows BEIZEEH H AR EIREE
WEE )  BREETSE 4,

I ) MREREAGFHEREERERIBREESE  FEELETSE S,

I ) MRERERBZIAEARE G IMERFREEEE  BREETSE 6

STEP 4] ( ) RFFHEREEARHERE BRI MERERAEER.

#7318 58 — {@ String Value ( %8 ) , 2 Name ( €% ) A filter-non-gpcp , RE B FHM Value
data (EEH ) B A no :

ab] wrap-cp-guid REG_SZ {A1DASBCC-9720-4921-8373-ASEC5D48450F}
ab|filter-non-gpcp  REG_SZ no

S F R EHIEE GlobalProtect XE# , 87 Windows EASHHFEAELSEMERAIZEE : R4EW
Windows EIfZE2 7 11 ks 50 i 1R 14t %E’Jl’%’eo

STEPS | REAERAEEHERARREAE,

1. PR Windows &8 , MR I EEREEARRRRRAEN B IBEERERERL SRR
(GUID),

1. HBTERTRHP , WA regedit R LB Windows E & iREES,
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2. BIET 3 Windows B8/ ELURIR B BT R RMRBREEFE

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providers,

3. ERRFRHEENTEGUID £ (GUD WRAIESIFEAREN —( By )
2. BARRAHEEIAA R MRS RS AR A s E AR RRIE RS,

1. W PRTRTP , 8 gpedit.msc R ABRBAHEE AR ARELS,

2. iZH Computer Configuration ( Ef&#H%E ) > Administrative Templates ( EE& A& ) >
System ( &#£ ) > Logon ( B A ),

3. f£ Setting ( 3%7E ) T , ™M | Assign a default credential provider ( {5 ETEFRERH IR E ) LB
BUEEFARRIERMERE,

4. #RBAIFRES Enabled ( EBA ) -

£ Assign the following credential provider as the default credential provider ( 157 T %53 & 2 i

EEAERFTERMEE ) T, WMAFRERMEEN GUID ( E# Windows B#HEHR ) .

6. H—T Apply (EA ) , REBEZ—T OK (T ) URFEE,

STEP 6| ( ) # Windows & A EH BRI LB ERE R EEE,
1. FARX Windows &% , LR B R ERBREN G I AR IR IRMEH 25— BI5 (GUID),

1. RBDVETRF , WA regedit MR LABR Windows & #&iwmEEaT.
2. BIET5) Windows B8 BUMIE E I T RNARIRMEFE .

HKEY_LOCAL_MACHINE\SOFTWARE \Microsoft\Windows\ CurrentVersion
\Authentication\Credential Providerso,

3. BEHFERRHREREENTEGUID £ (GUID WRAIZSREAEIN —( By ),
2. BARAM IR R RlAREE BT LA R I RS IRt &

1. MHTERRD , BA gpedit.msc an R AR A E R AR,

2. JZHY Computer Configuration ( Ef&#HAE ) > Administrative Templates ( EXE& 4 ) >
System ( Rk ) > Logon ( EA ),

3. 1£ Setting ( %€ ) T , WM T Exclude credential providers ( BERRER IR E ) LA RUBERRERE
RHUERE,

4. #IRBAIFREA Enabled ( EBA ) -

5. 7£ Exclude the following credential providers ( HEBR FPIFRFIBME ) T , MAFMERERFTIRM
&K GUID ( B Windows Z#&ER ) ,

b

zﬁ EERBEZERFRME  FUERSBEE GUID,
6. B—T Apply (ER ) , REE—T OK (E ) UARFEE,
STEP7 | ERIENEE,
—BE2F5NK , FETREBENRBUEZSELEN.

ZEiB Windows % £12 0 RUA 15 0 BRI R R8 /Y SSO 4

£ Windows Z 2R (Msiexec) A T HIiRIE A /o FF SSO £ Windows 7 U2 E E 82 1 h i s s iR it
&,

HEBHEEHRR , WEFAEEAREEAEERREEE, FRAEUE-—TEE , REFE
BAEE4LE Windows AEE AR, BBE—ZEA , FHE LY Windows, GlobalProtect &
BB EREREEETRE,

& Windows Z# 23 (Msiexec) EH T 5IFE3
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msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}”’ FILTERNONGPCP="yes”

ELREEES | FILTERNONGPCP ZE 2 A A MEREFZELEARKWIRE  EHAEFEHEGL

B
MBFAEEEFRAEEMBIER B OEEREEA |, 5% Windows ZHERER (Msiexec) EH
THEE -

msiexec.exe /i GlobalProtect.msi WRAPCPGUID="{guid value}”’ FILTERNONGPCP="no”

# ERFEES , FILTERNONGPCP S HEHRH B IBREREREENEABR  FHERTRRLE
B, WBEES no’. BUMRF , EEAEZEA Windows iR , ¥ £ A EBREE Windows
R MR EREER,

P EERAERXFREZE macOS i 2
fEH macOS 215 Plist ( B /EE ) R 1T GlobalProtect AR BT SREH BB SIEE macOS i
2

o 7E£ macOS Plist &I BERAENRE
o &EIB macOS Plist SBIEHE

£ macOS Plist A B EARENRE

&) LATE macOS £33 Plist ( BB E ) SR P EXE GlobalProtect BEAREN BETE. EWHEEE
GlobalProtect FEFRR KR EVNELREE GlobalProtect A 0 #%5 Z RiAS HEPEZE macOS B,

£ macOS B Lk |, Plist R /Library/Preferences B ~/Library/Preferences H, Fik
B (~) R BNVABRIERAENEER KA, macOS %2 LB GlobalProtect ERARRXEHRERRE
GlobalProtect Plist 38 E. MR Z{ERE Plist , GlobalProtect BRI R &% ~/Library/Preferences
FIE S Plist FREo

BRT A macOS Plist REF2 GlobalProtect FERFERNEEES , BB A LU/ 5F GlobalProtect
FEARR R HEik BN EA) macOS Plist B, EELALERER  DBTHAZRL MR
R RELL R, BARBLZLMRA , TR ELAHMERBHRREN KA RE. 1
5, EEMRE BITRER R B AERREE AR,

STEP 1| $TB8 GlobalProtect Plist #£2 , # % GlobalProtect FERZX BRI &% E-

£ /A Xcode SHER plist fmEEEFIRITEH plist =R -

/Library/Preferences/com.paloaltonetworks.GlobalProtect.settings.plist

REEE

/Palo Alto Networks/GlobalProtect/Settings

WR settings FHRFFHE , MBI —H, KESEEIENIEE settings (RE ) FHRERFHE,

STEP 2 | BRE A O#@vL &,

MEFRERE-—RERAEFEBWMAA OB ( BIERYDIER ) , EALUEB Plist HEDEA O
fitit, £ PanSetup FHH | FRE Portal WIEH,

STEP 3 | 4 B EREIBEZE macOS mE , BIE GlobalProtect EARERNER S £
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MR BEFTEAEREE , EEEAMER macOS plist FREMN TEMISEES

#Ei18 macOS Plist ZEIES 1

EEAEEXELHEZE GlobalProtect Bi&ER |, GlobalProtect BRARRE TH X ERZ I GlobalProtect
macOS BHERA (plist) ﬁﬁﬁﬁ&‘hxﬂio BRTEFEARBINREN , BUUETHIERTERA Plist &
MBESE : B BERE , IPENEEEFE 2. {EFETEUIVIE)}FL&J%J& Plist ZPBHE B ZE macOS if
2,

»  ImB X EREALUIEE TR macOS plist FRE , KinF#{T GlobalProtect AR 2.3
MEHF AR,

STEP 1] ( ) BEBRREIREN, iERLAPHLE OS EEFE plist % f55 A RE
REFERTE
EEERTARBFFRERE , BH macOS KIHHIT killall cfprefsd T,

STEP 2 | ﬂﬁﬁ GlobalProtect plist B3R , AR R I HEE L EELF S P EHEFREHEIEAY GlobalProtect F
B, RO LAETIEER ER FEASRE GlobalProtect EARERHMITIE S BRI,

5 Xcode SEER plist fmEE 2T 24T B plist =R (/Library/Preferences/
com.paloaltonetworks.GlobalProtect.settings.plist) REMATIFHRNEZ—

* /PaloAlto Networks/GlobalProtect/Settings/pre-vpn-connect
/Palo Alto Networks/GlobalProtect/Settings/post-vpn-connect
/Palo Alto Networks/GlobalProtect/Settings/pre-vpn-disconnect

» MR Settings FEAFE , BV —E, REK , £ Settings 1, ABBREHTESHR
SR —EFH,
STEP3 | BBE M BMA command WHF& , F GlobalProtect BRAEXEHMTE SR,
HREENERSZER/ZERM EHTHRSNEESH (EREEEETHNSH ) .
MR command FEFFE , MEEFHRIEE Value (B ) MEANESTHNSH. Hlm:

$HOME\pre_vpn connect.sh /Users/username username

£ XEREBH.

O BEEZER , ERTHIEETERRK,
h—A

STEP 4| ( ) MBEGSHBENEMRE  SEEEESER. BESHEREHE., HARERNEIRE
WE , ARG EERINBTRERNERAS
BRI K plist AV EAF R ( context, timeout, file, checksum M/ error-msg ) WA
HYEE, WFEHMGEA  BF2RUETEAENEE

STEPS | EEERAE plist X,
Fﬁﬁ plisto
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GlobalProtect £ Fiw VPN

GlobalProtect B Fis VPN 2aE R{%¥ Web EARERNEHZ N ERER. FAETHRE
B SSL THEERY Web BIERBESRLEFERNEE , M AL RE GlobalProtect %i8, EERFEAR
GEBHEIIMEEIMAEARIFIER , AREZLHHARSEENEE (BEAAR
) B, WLIEEMEEER. B LERE GlobalProtect A M8 uk % B M SR {2 L ¥ LA A & BA
AEBREAERN Web EAERXMNER , YA SAML BAAZEARRANE -2 A, TiE
BRMUNEFRRP UL EA PR VPN E1TREREH#BERE,

EH Fis VPN i Z
BRI

REZMAF R VPN

A Fiw VPN # TR PR

>
>
>
>
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A Fum VPN B2

B 5 E GlobalProtect £ Fis VPN |, Ris{E A Z BN H Web BIE 25 %= A £ GlobalProtect portal A0

M, WEERMAERERERITH Web BRER., RIBERAENERERHE , BUNURCEAEFIHERE
RANERAERE  IJEAFZB@ABTNERAER URL , REEENN L TRAEN,

FRAEZAZTAOMLE  TUEECRTHNEAERNER , BFEHMMEFERNERAREN., EaLUE
A GlobalProtect AO#3 EFERMNEAERIAEXEER , RALCNCEEVHITXEER,

paloalto GLOBALPROTECT @ Application URLv & GlobalProtect Agent & Username

box O & ¥

Box Office 365 OneDrive Google Dropbox
& SharePoint

O e yz

Salesforce GitHub Yammer No App lcon

3 AP VPN NWEREAZRER
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RAELMEERATHERMAODBLZERER , ILEEEIE GlobalProtect EARX TEHEEMNER. BE
% , FFA & LLRE Application URL ( EFF2= URL ) , & A URL 2REXENEESN. REITHILN T Web FE

RAER,

BEAFRE—E Web FEARES ( XEAMHRBITRARINFIE) K MIARKERAEFICSRTNER
BARH , IEERAEREAR  ZXEAEANS BB . MRERKRE GlobalProtect #M Fifs VPN , £
REBAZAOMEE , KEEREAEXEB THER.

IBTEFRTE GlobalProtect A Fiis VPN B | EEZ MR B LFFHE GlobalProtect iIn B EZ M [Eig ( B2%E
HERAEXEERMERD GlobalProtect A O#BM4EIHE ) HIRE , I LFFHE GlobalProtect A EIHER S
HEY (EPEBEAENARS ) UMEAEAERNRE, FAEENZEMEFER , SRFIHLEFERAER
BEREFEACSRITHERARES,

Security policy for accessing Security policy for accessing
the GlobalProtect portal published web applications
(usually user-id based)

GlobalProtect Users GlobalProtect Portal Application Servers

Clientless VPN processing
(rewriting)
Untrust Zone SSLVPN Zone Trust Zone
4: R Fis VPN BRI Z 2 4R A
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X BB B

IS IE T LA GlobalProtect A QMR EAY — k¥ Web EARENIBEHZ2NEREFER, NEHERS
B ERESERFNBERHEIRERFG VPN EARER  BfEcHiEHTMHAEEREFEA,

1 S EIRA
Web FE AR BT « HTML
« HTML5

HTML5-Web-Sockets
» Javascript
« RImSMEHE (RDP). VNC = SSH

ERSEZEE (VDI) MEEH (VM) IRE | HI0 Citrix XenApp F
XenDesktop 2 VMWare Horizon #l Vcenter , Z#Ei%EiB HTML5 #1748

FH, ZBAEBEMF L VPN #RDP, VNC 5 SSH ERZEL#E K &
NN R P K,

« EFEEY HTMLS SERFis VPN XEMNE M Web FEFRRE R HMTHY 244
TENRESD | SOEBERAF# VPN /8 HOBLink 3 Thinfinity Z1#%h
ST RDP,

+ Adobe Flash— & Fix VPN , BIES mJi2 465/ Adobe Flash, Microsoft
Word X#2 Adobe PDF AR, BER , A Fi% VPN 5 E Adobe
Flash, Microsoft Word 345 Adobe PDF 1) HTML URL sRiE4E , &
EREERS,

H M7 (6120 Microsoft Sliverlight 2 XML/XSLT ) BIFZ X &,

EERK +  Windows

* macOS
iOS
Android
Chrome
Linux

TENBESR + Chrome
» Edge
Internet Explorer
Safari
Firefox
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R E A Fum VPN

EERTE GlobalProtect £ F i VPN :

STEP 1| BA¥R 2 |

% GlobalProtect A AL 1EH HEA Fim VPN BB X £ 2% GlobalProtect 5TH., E208 B@E
REFETE.

RZHZFHH GlobalProtect A Fix VPN BIREEH ( BRLEANFTHTEEN ) UBLZEFHEARAR
EHREHRE. BENREHCER |, 18185 GlobalProtect A Fiit VPN ZRBHRNBEH,

¥ GlobalProtect Clientless VPN Last checked: 2016/11/09 17:03:03 PST  Schedule: Every hour (Download and Install)
58-11 panup-all-gp-58-11.candidate GlobalProtectCli... Full 75KB 2016/11/07 18:57:21 PST v
58-10 panup-all-gp-58-10.candidate GlobalProtectCli... Full 74 KB 2016/10/25 17:51:17 PDT ¥ previously

BEMER , ARFHEAF K VPN B GlobalProtect A O #33558E 2 /A — 18 FQDN, FEHAEE
PAN-OS Web M EHEH FQDN,
TEREXE SSL E B ( TCP E2E 443 ) L£H GlobalProtect A O, TXEBIFTEREEIE,

STEP 2 | % E £ GlobalProtect #F Fif VPN Bl AN ERRER, EFEAEEA (ERAEXXER
[ ) B , GlobalProtect AOBUESEFAEEERNERERN LA ELEERAER,
1. JZH Network ( #8% ) > GlobalProtect > Clientless Apps ( R FiREARR ) It Add ( 718 ) —
RLZEEAREN. HRESEERAER  BEETIRE :
+ Name ( 88 ) —EARXNHERAEERE (2 31BFT). BEBESAIE , BEXERE—,
REFATE. BF. =K. EFHRERRE.
Location (L& ) (#HHZEERARHKEXNTHBAME ) —AIREERFEAEAFiG VPN AR
AN ERERR (vsys)o HBEAIRERSEERRFERATHIB N | Location (LE ) WETEHE
To
Application Home URL ( EATEX &5 E URL ) —FEAREXFIEHN URL ( &= 4095 B=FT ) .
+ Application Description ( ERTEXRA ) ( ) —FERRXWRE (JZZ 255 EFRT )
+ Application Icon ( ERERETR ) ( ) —ZERARBITHEABRXER LUEBIERRE
Ho BT RHEU LHE TR
2. B— T OK (HE ),

STEP 3| ( ) B BHEREE Web ERRERE,

MRGEEESERAEIES  IBRBEEAEHERMFZIE K ERFREAERXFEAMEER. 4
W, GEA BB U BEARARNTEERNFARERARER,

1. JZH Network ( #8% ) > GlobalProtect > Clientless App Groups ( &M Fif FE A2 X B
). Add ( ¥118 ) FHEAFiw VPN ERRXEA , YIRETHIRE :
« Name (€8 ) —FEABRXBRENHEMER (&Z31EFT ). EBREIRNE , BXERK
— BEFAFE. BF. =K. EFRERR.
Location (L& ) (#HHZEERRMEXTHH ARG ) —TUEEDFERERFin VPN EAR
N EE R (vsys)o SFHURERZEERRFEERN THB AR | Location (L& ) MUTEHE
TNo
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2. 1£ Applications ( EAER ) BB+ , SEAREX Add (#18 ) EHE. BULRBEENERFR
VPN FEF2;BEE FIRE , Sl EZE New Clientless App ( TN ER FigARER ).
3. E_—FOK(EEE)O

STEP 4 | %% GlobalProtect A O35 LR M ER Fik VPN IR,

1. 3ZEY Network ( #83% ) > GlobalProtect > Portals ( AO#8Y ) , RZZEIREM A OBIGERES
Add ( #7138 ) A O, B2/ 55E GlobalProtect A DL FEUE .
2. 7£ Authentication ( 383 ) BEE+F , B .

( ) BEAF VPN B EENAFIRRE, LB RT |, 2E Browser ( BIE2E ) #A
Client Authentication ( Fi F B3 ) B OS (EERMK ) -
FERRENAFIRRE,
3. £ Clientless ( A Fif ) > General ( —f% ) T , ZEHX Clientless VPN ( A Fim VPN ) REA A
AR , WHET THIERE -

HHHEHEHEARXEEEMM GlobalProtect A D #8Y4 |, $§E Hostname ( T# & ) (IP fritsh
FQDN ), WEHMEBAREFREEARER URL, NEEHRE URL WFREN  FSRSHR
8,

IR IEAE A BRI U EFE (NAT) Ri2{# GlobalProtect A QALK ZEVE |, BIERE A K
L IP {71t = FODN AARFS ( fEH A ) GlobalProtect A O#IEHY NAT IP ik ( A
IP st ) , RAMEHEELEBFTHERIE L/7H GlobalProtect A O#YL |, FTUATE
NAT Z BIHVEZIR M E R TCP E#EIE 443,

« IBJE Security Zone ( R£ MR ) ., LEFBIERAHABNEAERRN BN RENRRED. ¥t
EFFEAEXESMERNLTSMRA  TREFRERFRNVERARER,
iZHY DNS Proxy {a] iR 8528 3% € New DNS Proxy ( #7#J DNS Proxy ) » GlobalProtect &£ it
Proxy REMTEAREN LB, FSE DNS Proxy ¥,
Login Lifetime ( 2 AZHEEBE ) —I8EEAF ik VPN TERBREMNFERE LR (NERD
$#), TERBNRE—BA 3N, NEBEEAR 1 E 24 ; 2EHEEA 60 F 1,440, TR
BHBH% K FRENXEEFREBLREBFOERFE VPN TERE.
Inactivity Timeout ( FESEENRAEF ) — 5 EEAFlx VPN TERRAULIEENEERE (DMERD
#), BEIEREF—MA 30 9E, NEBEEA 1-24 ; PEHEHESR 5-1440, MRELBENE
BREACHEASIDE , FAENXEENRIBLREBFAERFR VPN TERE,
Max User ( RAERAER ) —EETRBEEAZTAOBENRSHEAEAR,. NEREEHE
AlgBEARYRE., IRFRHBERY , AIGRRBEA SO BFEAE, EERFEREHE LR
B, HtEAF iR VPN EREREZEATAOML,

STEPS | i fEREREAERENEERAER.

I E R BIGE A E R FEBHE , BESE GlobalProtect £ Fif VPN TR B LR AR,

GlobalProtect AQBMEFEABEENFERE/FAERERE , FATELHEREEERFTHERN
GlobalProtect M Fim VPN A&, RAAOMRESRFEERMARSKTEE , MREHEZER
E , BAERRELREHFER  WHEEFMENEAER. ADWPBRERIFSEE , 2548
Bk EERELS GlobalProtect A Fi% VPN EH &,
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GlobalProtect Portal Configuration

General
General  Applications  Crypto Settings  Proxy  Advanoed Settings

T "

Engineering-Apps acme\engineering Internal
Clientless VPN MDM-Integration-Server
Corp-Apps
Dev-OPs-Apps acme\devops Devops-Apps
Corp-Apps
Others any Corp-Apps

Authentication

Add O Delete B3 MovelUp 3 Move Down

REAEARITECAE/EREHE , IAMERE/EAEHEARDRBITHEARER , TRETUE
WRLEAREN, KEAREMRAURGHHERARER (FTHEBTEHRT ) NFR.

IRUARRERIEYFE ( Device ( 88 ) > User Identification ( R &5 ) > Group
o Mapping Settings ( BESERE ) ) , o EREEM,

1. £ Applications ( EAER ) EE L , Add ( #18 ) Applications to User Mapping ( EARERXEFEH

EHE ) MEZRFERAEEFRITWEAREMEN.
Name ( 5% ) — B AHENER (RZ31BFT ). BBEIXNE , BEXNEARKE—, FEFE
AFR., 8F. =K, EFHREKR.
Display application URL address bar ( BREAER URL Uiit5l ) —EBULEBERBERERAER
URL futit%l , EAETHILBBARTEEAEAZZEELLNERER. A%, FRETE
HY Application URL ( FEFAT23 URL )

2. ¥§7E Source Users ( EFEAE ), BA Add ( #i8 ) BaiEARENEEMEANERNERAESER
ERHE, SEEAEBEER GlobalProtect A Fifi VPN REXEIFTEXENEAER. RTFEHAER
B BETEEMREKELREEARFERAARNEAE -

any (£ ) —EARECERENERARENER (BE A (FE ) FHEREAERE) .
select (JEH ) —EEAREAID (#iE ) EHEENFEHERFEREHENERERNERE,

3. BERNNERAEXREARENEE Add ( #iE ) EHE, TMAREPH Source Users ( RIREHA
# ) AT BAfEA GlobalProtect A Fim VPN RERE ZE AT BN EARER,

STEP 6 | &R Fim VPN TEBBRN T2 MR E,
1. # Crypto Settings ( MNZRE ) ER L , FHYHABRES BT BARN 2B SSL THERER , &5
ERENNFRE X,

Protocol Versions ( B EMA ) —BE TR REMEZ S TLS/SSL A4, TLS RAHE , EiR
ML s, EIFESFE SSLv3, TLSv1.0. TLSv1.1 = TLSv1.2,
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Key Exchange Algorithms ( € XIVEE L ) —EMESR/ M ENEELZER, EED

#& : RSA, Diffie-Hellman (DHE) = Elliptic Curve Ephemeral Diffie-Hellman (ECDHE),

Encryption Algorithms ( MZBEE L ) — BN EBENMZEE L, BMEZRMER AES128 ES
7N

Authentication Algorithms ( BEEE L ) ERAMXENRIES L, BES

#& : MD5, SHA1, SHA256 = SHA384, E&ffH SHA256 LE SR EE %,

2. EEEAEXH RARFBRERETIBER , FENERNOBE

STEP 7| (

Block sessions with expired certificate ( H#EBF BN TERE ) — R FARF[EE2EE , A
HEEAREWEFE,

Block sessions with expired certificate ( HHEREFZETN IERE ) — R AREFEEEH
TEZEANEREREENMER , AHHEARWEZE.

Block sessions with unknown certificate status ( FH#ET SR A BEAMEMN THERER ) —R
OCSP = CRL fRIS P EEIK BEMBMERA , AHEEARINWFE.

Block sessions on certificate status check timeout ( FE BB RERETREEZ I TEMRER ) —R
EREFREREREGETREBREREREATERNEE , BFHEEARXNEFER.

) $EE — 1@ Proxy fAIARRRREAFIERAER,

» EXERY Proxy EXRE (EHESBNER ) .

MREAEFTEEIR Proxy FAIRIFERZIEARER |, FFIEE Proxy Server ( Proxy RARES ) o &A1 LAHTIE
%18 Proxy fAlIRESERE , BEMEE—E,

STEP 8] (

Name ( % ) —FREE Proxy ARBNER (RZ 31 BFK ). EWESIXNE , EXARKE
— REFATE. 8F. =K, EFHRERR.

Domains ( #3813 ) —#i8H Proxy ARSEFTRENESE ., SUAERASEBNEECREAZT () R
EdzEEsE,

Use Proxy ( f£f Proxy ) —ZEUAE RER BB FZEER Proxy fARES.

Server ( fAfRES ) —EE Proxy fAIARESHY IP (It REMBTE,

Port ( iE#%1E ) —38EH Proxy Al IRESE MY EIEIE,

User ( EF#& ). Password ( %5 ) —EEEE A Proxy fAIRESFTERMMN User (EHE ) M
Password ( %15 ) BF¥. BXIEEZHASTRE.

) EEHEARBEIENEARRER,

A Fim VPN 1A [ Proxy ¥ BB #1T2 Web EAREXFIEEMN Web EH. CEEFRE
B URL I ERFERAEH REFEESNER , Mtk ERKFEREEFIE P —E URL B , ERERK
18 GlobalProtect A Q#8344

EREEERT  EARXTASETETEBAOMLERNER (4, EFRAEXTEEERE
yahoo.finance.com N ERE BB TIR ) » BRI HBRIELEME,

£ Advanced Settings ( #PEERE ) EE L , Add ( #1318 ) WHEH. EHEB IP (71t F] Rewrite
Exclude Domain List ( EXiR S HRMIEEE ) . ELPEEHBREENHBERNZI , EFEENR

B

IREBANREBRBIERE, IHEBNRAZBHNEAZET () R RERBHER (4

i, *.etrade.com )

STEP 9 | @ A O ML A RE,
1. BT OK (HE ).
2. Commit ( X ) BHEE,
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STEP 10| ELZ =M RRRAREAEREFNERTHERAES,
SHHTIHEREEFERSMFRA

- BEEAETLAERREREEREMFIE VPN B GlobalProtect A O#L, ERIEIFEERBER

BRESIEREHERFR VPN AQBYEHNRE,

- BRERF VPN £/ E TERIEERENK, ERRERFim VPN EEEHEERMBRENE EFNR

B,

GlobalProtect Portal Configuration

General

Authentication
Agent

Clientiess VPN

Clientiess VPN

Hestname  dientlessvon.example.com

Security Zones  ClientlessVPN
DNS Proxy  DNS-Prowy
Login Lifetime  Hours:

Satellite

Inactivity Timeout Minutes

Max User

General  Applications  Cryplo Seftings  Proxy  Advanced Settings

- EEAFIK VPN FAETERINTER, ERREAFK VPN BEHEGFEERLAEREHNRE. &
FEEN TR , eRGFBEEREETERECACRTHEARS., FRAAEEHDRTE
AREXRARSINZ MR , F7E Enable User Identification ( BRAEAERA ) -

fikT85% , Security Policy Rule ( 2R R Al ) A #Y Service/URL ( BR#/URL ) 5% 4 application-
default ( EARXTERR ) . HLHLFERMNERET , BAF K VPN T HTTPS RBitiEER, 88
Service/URL ( fR#/URL ) 3R'EE service-http ( BR#% http ) E2 service-https ( BR# https ) o

Security Policy Rule

M | service
v

Service

service-hitp ~
sarvice-https

New 3# Service B Service Group

Add (G Delete ERAdd @ Del=iz

+  EERRE Proxy fBRERAFHVEM PR VPN B, FBREGRAS Proxy IP Uit MEER TS ER SR A
MERH. FEB Proxy ABRTFNEAERNR , REEMAA Proxy IP It MEFBERN T MR

Al

STEP 11| ( ) EEREEAFR VPN AOMLEEER , UETERAFK VPN £AEER2AO

MUEME  FBEEREAOMBU B BN ERVLE.,

EEAFR VPN BEBIEETAR (fINMARMER )  TOXEIBRBEERASRHLNVESR
A, DS EGEE, HEWERALVEEARBEACSEAOM@LNERE, RIFILERE , H0FF

AREFEVREZEMNAOML,
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£ MREAREEAOMIGLE , EAFH VPN A DAL EEEREERE BB RL,

« ECUFR—EATS CLSHTEEREAAMUEZHABOERMUE

<username@hostname> set deviceconfig setting global-protect
location <location>

« EXMLAPIF—EATH XMLAPI IEEREAOMBUZHABHERNVE :

- RE —REAOPUZBNBHER
« LB —REAQ@M BB AE

curl -k -F file=Qfilename.txt -g 'https://<firewall>/api/?
key=<apikey>&type=config&action=set&xpath=/config/devices/
entry[@name="'<device-name>']/deviceconfig/setting/global-
protect&element=<location>location-string</location>'

» EAFim VPN REN R IP fuut ( MEARKXAR ) REANE (A DORBYEANER I EE
REEAREN ) 89 IP Ut RERIR NAT EEEAREEN IP i,
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A Fim VPN 1T R B HE 7

HALDEIEHEER HTML BARN , RERARKHN HTML AR REEERERMASREER
B, IREBERE  BEATRODSRBEEHE TRENRER

*® 6. RI§  ERGIZERIER

B Gk

CLl &%

S EEERANERF R

VPN EjEE A BRI KR AN show system setting ssl-decrypt memory proxy uses shared

& AT LAfE Device ( %
& ) > Dynamic
Updates ( BIREEHT ) >
GlobalProtect Clientless
VPN ( GlobalProtect &
FF#% VPN ) ®iRENAE
EHRA

allocator SSL certificate cache:BBIEHE : 1 Allocated 1,
Freed 0 Current CRE (61-62) :3456 KB (Actual 3343 KB)
CRE (60-47) :3328 KB (Actual 3283 KB)

Last

EHEHIH , BBEEHRRRE 61-62, MEHNLTEBEEHRIRA 60-47,

Y| HER Fiw VPN EH
(B8 ERAE

show global-protect-portal current-user portal
GPClientlessPortal filter-user all-users
GlobalProtect Portal :GPClientlessPortal Vsys-—

Id :1 User paloaltonetworks.com\johndoe Session-

id :1SU2vrPIDfdopGf-7gahMTCiX8PuL0SO Client-IP :5.5.5.5
Inactivity Timeout :1800 Seconds before inactivity
timeout :1750 Login Lifetime :10800 Seconds before login
lifetime :10748 Total number of user sessions:1

R DNS #ifTiE R

HRYETRESHE DNS B
BRI A ERERER,
WS8R E DNS B | &g
EEIHEE CLIEEF
EEANTH) FQDN &
Eﬁ.'o

show system setting ssl-decrypt dns-cache Total DNS
cache entries:89 Site IP Expire(secs) Interface
bugzilla.panw.local 10.0.2.15 querying 0 www.google.com
216.58.216.4 Expired 0 stats.g.doubleclick.net
74.125.199.154 Expired O

BTNRENMEEMF R

VPN & T /e R show system setting ssl-decrypt gp-cookie-cache User:

cookie johndoe, Session-id:1SU2vrPIDfdopGf-7gahMTCiX8PuL0SO,
Client-ip:199.167.55.50

BTERRTER

HRYEEM Fiw VPN
ERSIZNRERERA
Mo

FBR &K% ERSE
METER SRAERR

show system setting ssl-decrypt rewrite-stats

Rewrite Statistics initiate connection :11938

setup connection :11909 session notify mismatch :1

reuse connection :37 file end :4719 packet :174257

packet mismatch session :1 peer queue update rcvd :167305
peer queue update sent :167305
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B

FTEREASRNEN
=

AA
Ap T3

peer queue update rcvd failure:66 setup connection r :11910
packet mismatch session r :22 pkt no dest :23
cookie suspend :2826 cookie resume :2826 decompress
decompress freed :26 dns resolve timeout :27
stop_openend response :43 received fin for pending reqg

Destination Statistics To mp
:17276 Return Codes Statistics ABORT
:7 DEST UNKNOWN

dp

PROTOCOL UNSUPPORTED

:26

126

:4015 To site :12018 To

:18 RESET
:10 CODE DONE

:30
:52656

DATA GONE :120359 SWITCH_PARgER :48 INSERT PARSER :591

SUSPEND
Useconds

:2826 Total Rewrite Bytes
:6902825 Total Rewrite Calls

2611111955 Total Rewrite
2176545

HEEDT

HEJ|AFHRK VPN AQ
MUEEATRIRS A LB B
SRR R

debug dataplane
debug dataplane
debug dataplane
debug dataplane
debug dataplane

packet-diag set
packet-diag set
packet-diag set
packet-diag set
packet-diag set

log feature ssl all
log feature misc all
log feature proxy all
log feature flow basic
log on

EERFH VPN AOD#
V1T B9 B AR BRR
‘BRI

debug dataplane
username>

debug dataplane
vpn-client file
debug dataplane

packet-diag set capture username <portal-

packet-diag set capture stage clientless-
<clientless-vpn-client-file>

packet-diag set capture stage

vpn-server file <clientless-vpn-server-file>

debug dataplane packet-diag set capture stage
file <firewall-file>

debug dataplane packet-diag set capture stage
file <receive-file>

debug dataplane packet-diag set capture stage
file <transmit-file>

debug dataplane packet-diag set capture on

clientless-
firewall
receive

transmit

» ELHTHOENS SR, —REAEZAZEMAFK VPN AD
MRS HREEER , GHRMFIMERE TERRIABBEMAE
SREERME (AX ) B, MRERERS I OB T AR
B, AUBRERARXEEER , BABENET. NREAETE
BUHHEENTERE  HSEHERAFR VPN AOM@Y , A&
ABREEESUBEETERERE THERR (THEHE ) .
MREHETHNERE TERRATHEENG T , ELERE
HEBEHERFRK VPN AOMY , BEAREMBEASREISH
BB H O TR R,

TR OHEER
debug dataplane packet-diag show setting

Packet filter Enabled: no Match pre-parsed packet:
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B W
Logging Enabled: no Log-throttle: no
Sync-log-by-ticks: yes Features:Counters:

Packet capture Enabled: yes Snaplen:0 Username: testl Stage
clientless-vpn-client: file client.pcap Captured: packets -
3558 bytes - 11366322 Maximum: packets - 0 bytes - 0 Stage
clientless-vpn-server: file server.pcap Captured: packets

- 1779 bytes - 5651923 Maximum: packets - 0 bytes - 0

EHHOERERERS
#BH (SCP) Al iR ES scp export filter-pcap + remote-port SSH port number
on remote host + source-ip Set source address to
specified interface address * from from * to Destination
(usernamelhost:path) scp export filter-pcap from <source-
file> to <scp-server> Destination (username@host:path)

®R7.Rk1%  ERNGIERESR

wmEtER

initiate_connection_failure HiRRREEIES BT
setup_connection_failure ERRERE K
setup_connection_duplicate BRUETERRER
session_notify_mismatch BB MH TR
packet_mismatch_session EESREAT T TERER

Hit

HOEMHYEERE TEREREERHN

peer_queue_update_rcvd_failure

peer_queue_update_sent_failure | EZEEHBENEEZEHERELEHBTIREETHEELEHSE

exceed_pkt_queue_limit AZEHEBETHF

proxy_connection_failure Proxy E#R K B

setup_connection_r BEETHERBRZEZTEARENARESE. LWEEHE
initiate_connection F setup_connection WEMERF.

setup_connection_duplicate_r Duplicate sessions already in proxy

setup_connection_failure_r BAERTEHETERER

session_notify_mismatch_r BABEE TIERER

packet_mismatch_session _r EXNSHORERTIEHETERE
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AT EHR

exceed_pkt_queue_limit_r REBAZHS
unknown_dest LT B #Y i E4
pkt_no_dest RAELEHITHE N

cookie_suspend

5 1F T YEREER LAREER cookie

cookie_resume

B EEHM cookie B MP FIZWEIFE, I{E—MEEE cookie_suspend B
iEES

decompress_failure LR R
memory_alloc_failure mARERLERE

wait_for_dns_resolve

5 1F TERER AR DNS B3R

dns_resolve_reschedule

RE|EEME (REFRIER ) MEFPEE DNS

dns_resolve_timeout

NDS ERiR b

setup_site_conn_failure

LA EIRERE Z MY (Proxy, DNS)

site_dns_invalid

DNS 41k B

multiple_multipart

EREZHBUNATRE

site_from_referer

BENPREERHRERLESEREREARNERF iR VPN REERNEMRA
BHRAMNERER,

received_fin_for_pending_req

BAMRERIES FIN UEEREAFIRAER

unmatched_http_state

AT HTTP A L AT REIHT http BRI A XK BE.
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4= Ht 2B s

TEREEERE
EETBRMNDESEEMBRA , —REAEZBERERBEAEAELEENTER T, E
EENELAMERNER , tEEREPRER  ERERENBERRIARZT.

i
fai
I§
S
e

’

WildFire @ .‘

Mobile devices

& N

GlobalProtect gateway(s) Third-party EMM or
endpoint management system
Internet

-
W

\\\\\\\\‘:>

Corporate network

TBHREEE (MDM) RRHEETHER EMM) RFEEBREE BB LEIRFHELEN VPN BREZABA
BimRE , ALTERMENEERE, COTNEBRCHEENRMEDNGX , FRENTHRETERR
BEZEMtFE, ENMERARBLEER K BERARF-REAENER, SN, MR-REAEEKRK
B,OEUURTHDRETERAREREERD , B2 (BEREE L ) KRR
BRTITBHRETERRARHNIRFMEREREEEDEN , EERENERA GlobalProtect™ VPN REES
%, B LERRERENEREDN , HIEIB GlobalProtect MEFRERARANTARREZLRA, £
AJBAES 2 Palo Alto #itt A X mAEMN TR | BERTHIRIMRE.

GlobalProtect B MDM = EMM RGES
RAEIB T 5 5% 2 —#$ GlobalProtect ZfE8 MDM T EMM RER S

RAZEE Windows User-1D £ 52 2 L EE AirWatch MDM RIARESEEA , U EREZRIH BN E T #E
Ao User-ID RERXA L EMEREA HIP IREH — 25 EIXE GlobalProtect FiE , ARBITUAHIP B
HeEmMEA,

lﬁ PAN-OS 8.0 K E# A EFH X EEE

2 & VMware AirWatch % 25 A fBE 4,
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= Mobile Endpoint Attributes
== : HIP Reports for Mobile Endpoints

User-ID Agent

j — | Security Policy Enforcement
v

— | using HIP

GlobalProtect Gateway Data Center

=1 GlobalProtect connection

Managed iOS/Android Endpoints

eARAS 5.0 BARS , AR i0S M Android % Ei#Y GlobalProtect BN AT LA MDM REMBHEER B
HRER, HRI0S mE , MDM R Ei8ELBMHAES VPN REEN — 39 EiX ZE GlobalProtect FEFE
No ¥ Android in % , MDM RS IEA AR REERN —H o EAELEBM., A% , GlobalProtect
FERER TS E LB EERES HIP EMN — 22X ZE GlobalProtect BiE , ARITU HIP BERE
B R Al

VPN Profile /
= App C ) .
onfiguration
ﬂ = PP [t]

=] HIP Report (Managed = Yes,
Tags = Corporate, Compliant) —
MDM Server > ¥ — | Security Policy Enforcement
— + — | using HIP
Managed iOS/Android Endpoints

GlobalProtect Portal/Gateway

= HIP Report (Managed = No)
BYOD iOS/Android Endpoints

\  GlobalProtect FEFAERNESE AR VMware AirWatch, Mobilelron & Microsoft Intune, {8
L =, A% E VPN BREEPBEER BN MDM 5 EMM Rifth X BB S %,

TRAEATXENHEER B
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HIP S & B4

HIP $R & %85

mobile id

E#ID

Ui BH Y M — SE B 5 BB (UDID),

ZEH

WERTHEESASZEE, MRILES
Yes (B) , RTmHZTEE, WRKESR
No (&) , RRRETFZEE,

EE

ERNRERTRBREFTELERN
MDM &R R8I ( iz , Compliant ( &
B) ) o WEMME HIP |EHH
Tag ( Eﬁ ) Eﬁo

e

R

IV ER SR ( #l20 , Employee
Owned ( ET#E ) ). LEKMNEHIP
WEFH Tag (B ) B,

R

R

TBRE

EHtl MDM AERHN B ET S 2
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=X MDM E GlobalProtect 4

EETE MDM H GlobalProtect 4 , BEA T A ITERRE :

STEP 1| %% GlobalProtect 2248
1. 5 GlobalProtect 23 /" HEE[E1T.
2. 7£ GlobalProtect Jt#f 2 BRI SSL.
F%7E GlobalProtect fE A & B EFES B B/ GlobalProtect £ &M E,
R BB FE.
EX7E GlobalProtect Ri&.
AZEBTHEENMXBREREE  EBEEXZETE RS LM GlobalProtect.,
£% 7€ GlobalProtect A O#3v4 17 HUAE.

STEP2 | BRETBHREEERM , URERTEXIELARHNKRHEIZELTNEALRE.
EEENTHREERE (MDM) REREETHEE (EMM) RHERHA.

STEP 3 | BB 1TEiwEH GlobalProtect EARER

FERERABE—TH N %% GlobalProtect TEI FEAFE
TENTEEBEERFKE—IZ GlobalProtect 178 FE A FE
Hitp T B E R R AR SRS NSEEAEA T E RS ENRA,

STEP 4| 827 MDM E &,
EA TSI H S — B ERE MDM EES
Bh X & EE MDM = EMM RIRES :
»  ERTE Windows B9 User-ID RN AR EFZHENR
GlobalProtect EA2 8 MDM = EMM RREE :

BRFEEKN DS MDM &2 GlobalProtect JEFRER,
#EiB E At 1% h Bk E MDM &2 GlobalProtect FEFE R

STEPS | EBEMET , FREBFRTBHRIMNEFER,
RELAHIP HERE FAEFHT BN EERNRI.

FEBEFESERNIGDERE MDM B GlobalProtect ERE

ﬁigﬂﬁﬁﬁﬁéﬁ%ﬁ'ﬂﬁ%bﬂﬁﬁ MDM RiFEEE, REMEE GlobalProtect BEHRERWEF , FSB L
1S :

AEERN MDM B

B2 GlobalProtect TEIFEATE

— BB VPN BRE

£ A& R EEIRFEL VPN fHAE

Per-App VPN #E A&

BA AR EEE WildFire WES

EBA T macOS %2 GlobalProtect FE 2= £ HDHIE A

ERREH FEEKWNHOEE MDM RE |, &7 Fi8 H A 0 B MDM B2 GlobalProtect FER 72
o

o AW

N
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/subscriptions/activate-subscription-licenses

FEEKHN MDM g

TRIIHTHEERN MDM BE , LEERARRBEXRRMKRE, HMENEE GlobalProtect BAREN, A
- RN EERBETRIE,

MBEBEFAFRFESERN MDM K& |, B8 E A 0P MDM B3 GlobalProtect FEFTE

X EH MDM &

Android Chrome Windows Windows
5] 10 UWP

AirWatch 1/ \/ — — \/ — —

Microsoft Intune \/

v - - v - -

(ER—
B B R EE
Per-App
VPN )

Mobilelron

Google EE 24|
L

[==)

(EAR
Chromeboo
XEW
Android
ERAZX
HBE) ;
ERrE
AR
)

v

(QEL:
ARERE
)

» BETFER Google EE %A EE GlobalProtect AR ; BE LR
W4 AsaE VPN {HEE, RAZE %55 B GlobalProtect A O ##5sgE VPN
HHRE  RETEEMEA Google EERFIAIBRAER,

32 GlobalProtect 1TE) FEFHIE S,

GlobalProtect EARRR IR —EFEN A XA RGLEZ LR RN EBETHIRS, BABT
GlobalProtect ERREXMWEMRIFHEMS , THEAEXNZRMTE IPsec T SSL VPN Bl L ¥ RELDE
BENZ2ER, EAERXSSERERS—REAEEVERONEE, A, BITHinMBIRE
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https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/5-0/globalprotect-app-new-features/new-features-released-in-gp-agent-5_0/always-on-security-for-chromebooks.html
https://docs.paloaltonetworks.com/globalprotect/9-1/globalprotect-admin/globalprotect-portals/define-the-globalprotect-client-authentication-configurations/customize-the-globalprotect-app.html

RECLEEHZRRELZNAREE L EMREEENRZSRAEHHT. FAEXESFREEBIMEREN
B, XSS ERRAR BN HIP XL £ R AIEFIHIT,

EMEEESEARE GlobalProtect ERAER : EERSRENEAE BERRERAEX (BF2RTH
B2 %2 2% GlobalProtect TTENEARER ) ; RTHEEEERS ( W AirWatch ) BB I LUERF R HEEEA
EXEENHERIRE,

+ iEB AirWatch 22 GlobalProtect {TEIERARER .,

- IEIB AirWatch EZ B/ Chromebook £ EZBEE A Android B GlobalProtect ERRER

« J1EiB Microsoft Intune #§& GlobalProtect {TTEIFEAER

» ¥&if Mobilelron #82& GlobalProtect {TEIFEATER

+ EiB Google EXEEHIAEZEHER Chromebook £ E8EiE M Android B9 GlobalProtect FEAE

EiR AirWatch 382 GlobalProtect {TEIEEARER.,

A LAEBE GlobalProtect EARR ZERHEEMNIHH , XIHE 2@ AirWatch 5 fff. #47 iOS = Android
Ay i B LA T B AirWatch REBRE X LLE AirWatch MDM 52, Windows 10 % ZH#EE AirWatch {KIEF2
N, BEFELRTERI LN, EHBEARERR , REXHB VPN REEUBB A —REAERE
GlobalProtect FEATER .

N MR EHEZEEM Chromebook +#1TiE AR Android #9 GlobalProtect FEFRE, , AT &
[! i# AirWatch EZ & # Chromebook L EZBEE AR Android B GlobalProtect B R

STEP 1| IE48BRMAHI , FBIRIEEELZE GlobalProtect FEARE XM E 2 [ AirWatch 5 :

+  Android 1 iOS— T & AirWatch A2 R 3 8 BB 12 R,

+  Windows Phone fl Windows 10 UWP—&&E Windows 10 UWP i B LA AirWatch 521 ( 2R B
v, 12 EY Settings ( FXE ) > Accounts ( #RF ) > Work access ( T4E/FHX ) > Connect ( &
) )o

STEP 2| #% AirWatch , i#E APPS & BOOKS ( EAEXFMEKR ) > Public (2H ) > Add
Application ( FTIBERER ).

STEP3 | iZEMER U ERERNWABEE,
STEP 4 | j&EX Platform ( £& ) ( AppleiOS. Android = Windows Phone ) .
STEPS5 | Ein B E AR E S GlobalProtect EFAER , =#i A GlobalProtect ERREXEEMT

5| URL 2—:

» Apple iOS—https:/itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
» Android—https:/play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
Windows Phone—https:/www.microsoft.com/en-us/p/globalprotect/9nblggh6ébzI3

STEP6|#&R—T Next ( T—% ), IREEREEARAHIENEESEAEX K SELAREBESERE
B rh Select (EH ) EAER.

»  MREEE Android B GlobalProtect EARE , BEREBERFIXEAREN , BHE
l & #9 Android for Work B 85 |, LLET18 GlobalProtect ER M AN TEARBRRFERE
Google Play Store HfEFHFERATER URL,

STEP 7| ¥£ Assignment ( 38k ) E& L , ZE 7B E AEXH Assigned Smart Groups ( 38R E
254) .

STEP 8 | ;2EX App Delivery Method ( ERREXNEIESE ) , ATLAR Auto ( BB ) IS ERARX B8
EEHE , s OnDemand (REE ),
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

STEP 9| ( ) Enable ( BtH ) EREXNERELGERA UDID &35!
v B

METISRERY !

fHRES R —mobile_id
BEFfAE —string
#HRE{H—(DeviceUid}

Application Configuration Enabled Disabled
o Enter Key-Value pairs to configure applications for users

Application Configuration

String v {DeviceUid} 4 © Insert Lookup Value

© Add

STEP 10 | j#ZER Save & Publish ( RF MM ) ASEARX B $#IXZE Assignment ( 1Bk ) BERAIEIR
MESRETRIRE,

ZEiB AirWatch EZEEH Chromebook EZ&5EA M Android B GlobalProtect ERER

£ GlobalProtect A2 5.0 REFAS |, BA[EE [ AirWatch SEMEZEE Chromebook L EE1E
7 Android 89 GlobalProtect EFER, EXBEARERNR , RELIE VPN REEL BB A —BREHER
E GlobalProtect FERTER.

» & 5 Chromebook %1Z;@ f# Android g GlobalProtect fEf2st, &% Android fE
L 723X# Chromebooks % /E# &%, 478 A F Chrome 4 GlobalProtect FEAfER | HF &
GlobalProtect FEFHTZ 5.0 R EHIRA,

v §E07E[E— Chromebook Lt [ERFEREE A Android By GlobalProtect fE 2 =\, B8 A A
‘Q’ Chrome #j GlobalProtect FEFE =,

BB TS ERIEIR AirWatch EZ B E K Chromebook EEBZEE R Android B GlobalProtect FEFARE T :
STEP 1| %7 Google BEEZHI &,

Google EERFI A BEREATEAERMPEAEBERMEMN Google fR#E. AirWatch £ Google B3 H|
& B2 Chromebook EITE S,

1. LIEEEBHE A Google EE#ZHIE ,

2. ftiEEA S |, IBE Security ( 221t ) > Advanced Settings ( #P&EZE ) > Manage API client
access ( EIE APl HFIRER )
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https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
https://admin.google.com/

w

£ Client Name ( AFIm&E B ) W+ , WA AirWatch REREN A FiR D,
4. 7£ One or More API Scopes ( — = %1 API £€E ) #f+ A WAZRHEEREXFZEERNG
Google AP| £ :

t\‘ 18 AP EIEE L ALLER DR,

» https:/www.googleapis.com/auth/chromedevicemanagementapi
* https:/www.googleapis.com/auth/admin.directory.user
* https:/www.googleapis.com/auth/admin.directory.device.chromeos

5. #&—T Authorize ( %),

6. EEER A ( Device Management ( &£ E&E X ) > Device Settings ( #£E&5%E ) > Chrome
Management ( Chrome E ) > Device Settings ( £ERE ) ) EEMAEFA ( Device
Management ( EE®E ) > Device Settings ( #£EE ) > Chrome Management ( Chrome &2 )
> User Settings ( EA&ERE ) ) B EA Chrome Management - Partner Access ( Chrome B - &
ERHEFR ) .

STEP 2 | 53 AirWatch ¥E& Google ¥ TEEE (EMM) HER,
EEF A AirWatch B Chromebook , 4B Google EIE2 4] A L5 AirWatch,

1. E A AirWatch #2514,

2. JZHY Devices ( & ) > Devices Settings ( Z£BXE ) > Devices & Users ( KBHFEHRE ) >
Chrome OS > Chrome OS EMM Registration ( Chrome OS EMM & )

3. WMAZAREER Google BIE{2 4|4 # Google Admin Email address ( Google B2 E FEF#bit ) -

4. #— REGISTER WITH GOOGLE ( £ GOOGLE F &} ) . MW EFE [ E Google IREEHM , KA
HU 8 Google 2,
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Settings Palo Alto Networks Inc.

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Appl
ppie To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
Y Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

v Chrome 0S

Chrome OS EMM Registration ST S L

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button.
> Windows

Google Authorization Code *
> Peripherals

> Advanced
> Apps REGISTER WITH GOOGLE
> Content
> Email M

5. B A%t Google % #E HHEESH Google Authorization Code ( Google RS ) .
6. #—T AUTHORIZE ( % ) LA,
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Settings Palo Alto Networks Inc. X

> System Devices & Users  » Chrome OS

v Devices & Users

Chrome OS EMM Registration

> General

> Android Google Admin Email address

> Apple
PP To start managing Chrome OS devices, register AirWatch as your Enterprise Mobility Management (EMM) provider with Google.

> BlackBern
o Simply enter your Google admin account and you will be redirected to the Google authorization page to grant permissions.
> QNX

> Tizen Google Admin Email address * gptest@gpapptestandroid.com

~ Chrome 0S

Chrome OS EMM Registration g ol zstien Coce

Agent Settings When you are presented with an authorization code, copy and paste the code into the AirWatch console and click the "Authorize” button
> Windows
Google Authorization Code * example-code

> Peripherals

> Advanced
> Apps AUTHORIZE
> Content
> Email M

STEP 3| [@ AirWatch 52t Chromebook,
B RAZA [ AirWatch 5t Chromebook Y ERZ E45 |, AR T RERRER AirWatch B3 Chromebooko
1. % Chromebook , 3T CTRL+ALT+E AR A% MEmE.,
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# Google EEEIEHBMAEAEEREZBIMALNIRE G Suite FAFETE.
#—"F Enroll Device ( Zf#E ) . & Chromebook RINFEMEF , LAWK BIRRAL,

E A AirWatch ## A&,

iZHY Devices ( #£/& ) > Devices Settings & Users ( £ B EEFEAH#E ) > Chrome OS >,
6. ¥ —T Device Sync ( ZEBRZ ) A A 25 MH Chromebook B& AirWatch B,

AL DN

STEP 4 | #%iB A K Android B GlobalProtect FE 2R #Ti = AirWatch E# Chrome OS REE

Application Control ( ERERN12H] ) REEZEEEHMIE Google Play B2 Chrome Web Store ¥Ti8 12
o
1. & A AirWatch #£#14&,

2. i®H Devices ( #{& ) > Profiles & Resources ( FXEEEEIR ) > Profiles ( ¥ EMH ) LL Add ( #
18 ) FH Chrome OS FZERE.

166 GLOBALPROTECT EXEEiEmM | THEEER

© 2019 Palo Alto Networks, Inc.



ONE UEM

Dashboard

List View
o Lifecycle
HUs

Profiles & Resources

Resources
DEvIcEs
Batch Status
n Profiles Settings
ACCOUNTS
Compliance Policies
Certificates
APPS & BOOKS Staging & Provisioning
Peripherals
[ Devices Settings
conTenT
=
EMAIL

GROUPS &
SETTINGS.

https://techp.awmdm.com/Airatch/Profiles/DeviceProfileAdd

Palo Alto Networks Inc

Devices » Profiles & Resources
Profiles

Fiers  » [0 v ]

Profile Details | Add Profile

aged By

Assignment Type

Add v

Assigned Groups

Q a % @

arch List

nstalled Status ~ Status

afisch Upload Profile o1

* Apple| Alto Networks Inc. ~ Auto afischba o 9
- passc| BatchImport e
AFWPTrofile (>3

® Android Palo Alto Networks Inc. ~ Auto All Devices Andrey o ]
-~ Restrictions 12
android-GlobalProt... o1

* Android Palo Alto Networks Inc. ~ Auto android-test Q0 °
e Application Control, a1
VPNTest o1

n Apple i0S Palo Alto Networks Inc.  Auto Andrey Q0 ]
4 VPN a1
.1, GlobalProtect @0

'~ Windows Deskrop - . Palo Alto Networks Inc. — Auto Limin VPN Test o 9
£l Custom Settings 10
GP app 5.0 test1 @0

ﬂ Apple i0S Palo Alto Networks Inc.  Auto yyin-test o0 (]
L4 VPN 20
gpga-android-5.0 &0

ﬂ Android (Legacy) Palo Alto Networks Inc. ~ Auto gpqa-android oo ]
- VPN 20
i0S-Profile-Basic o1

® Apple i0S Palo Alto Networks Inc. ~ Auto Siva's USers Group o0 ]
- Restrictions 21

Items 1- 14 0f 14

PageSize:| 50 v

support v
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3. FABEEZE Chrome OS (Legacy) ( Chrome OS ( BhR ) ) o
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Add Profile X

Select a platform to start:

<

i iOS macOS tvOS H

[
Android Apple 10S Apple macOS Apple tvOS BlackBerry

o
»® | . | . [
BlackBerry 10 Tizen Windows Rugged ‘Windows Android (Legacy)

o

Chrome OS (Legacy)

Restrictions Website Restrictions
Bookmarks Global Proxy

CANCEL
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4. F7E General ( —f% ) FRE :
5. &7 Application Control ( BRI 4] ) RE,
1. ¥ A Google Play URL (com.paloaltonetworks.globalprotect) 1 # 7RH# GlobalProtect App ID,
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e - o x
B GlobalProtect - Appson X W\

& > C (] @ secure | httpsy om/store/apps/detail om k - *| O G ®
= App: Categories v Home Top Charts New Releases [~] o]
My apps
shop GlobalProtect -
Palo Alto Networks ~ Business *k Ky LS8R
Games ® Everyone ) FortiClient VP
< Fartinet
iy AN vou ot have any devices 1 et Vo A
Editors’ Choice | 2lows youto create s
[ Add to wishlist m o /PN connect
ok kok
GlobalProtect™
_ AnyConnect
Account Headquarters a Cisco Systems, Inc
Road User
My subscriptions B
Warrior
Redeem
Buy gift card
> * ko k
My wishlist
4 = I L
My Play activity BTt Seeurly. F5 Access
F5 Networks |
Parent Guide e
Mobile
Professional
Executive
TR KK
GlobalProtect for Android connects to a GlobalProtect gateway on & Palo Alto Networks next- +
o B otect gateway OpenConnect
generation firewall allowing mobile users to benefit from the pi on of enterprise security. The app srnckes
automatically adapts to the end-user's location and connects the user to the optima inorder 70 S

10 deliver the hest nerfarmance for all users and their trafic B o et forcieen

2. W AERAER Name ( B )
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3. IEERAE Pin App to Shelf ( SEABERINEZEER ), WA Y USERAENINRE
Chromebook FEREEREZR,
4. SAVE & PUBLISH ( f&EM3# ) BHNEE,

iEiB Microsoft Intune & GlobalProtect TEHEFE

XA EBE GlobalProtect FEATE R E 2@ Microsoft Intune Xl = & 3 i B 24 % 26 7k [@ Microsoft
Intune (PR iOS ) EMMFERAE, EHBEAERNR  REYHB VPN REREZEERIUEBA K
fEFHEEEE GlobalProtect FEFAREX.

STEP 1| [@ Microsoft Intune 5 i 2,
& EEE GlobalProtect EAREXNZERMIHE , FEARKEC M Microsoft Intune 5.

STEP 2 | ¥738 GlobalProtect FE T2 ZE Microsoft Intune,
LA S FE AR ZE Microsoft Intune , FBEIEIR GlobalProtect FEFAREN EEAEH &R IK S,

STEP 3| 52X GlobalProtect EARERA N ERAENBREE,

B TEIB IS e A AR 3 2 62 F & S B SR A E W] LATF B GlobalProtect BRI XM ¥ G, BUALRERE
REANEREESREREAES, BEREECEAERXTH. HFTE  IBKRZEREARER.

STEP 4 | 8§k GlobalProtect EAREAERFEFEHAENImEH,
5% 7E GlobalProtect FERIRERNIERERE  SEAEREAERZESEFEHERIKE,

\O ) #E AT 55k GlobalProtect f&F 2=\ = if Bk [ Microsoft Intune FE&Y £
-/ \- %o

1EiB Mobilelron %82 GlobalProtect {TEIFEARER

& LLERE GlobalProtect EARXEHEENIRE , XIHE 2 Mobilelron Fft, EHBBEAERE | R
EIEE VPN FRER LB E A —RFEHEELE GlobalProtect B,

STEP 1| ¥718 £ 1 & Z Mobilelron,
B BESAEBNFEREEMFEREEE  FRAES TS HIKHFEMZE Mobilelron,

STEP2| (27 ) EREAE EEAERE.

AT RBEHER B E K IEERIEAE L E GlobalProtect BARR , BAIEREAEETRANEAER
8.

STEP 3 | i85 A #& @ Mobilelron E E i 2,
EIRFE A EE Mobilelron # |, TS {FI 5T i 2,

STEP 4 | #7118 GlobalProtect FE A2\ ZE Mobilelron FEHE B &.

FEREXBSIIETHERETRANTHEARER, BUUELAMEE ( Hla0 Apple App Store ) S0 F
1 GlobalProtect BRI B S EARINIEARNDBEAENEE LHE Mobilelron, ARELEEITER
EXBMERELIEE GlobalProtect ERRRXNECTMmE LMWEZEMBRES R,

#EiB Google BEEZ4IAEZEEM Chromebook LEEBEAM Android B GlobalProtect FERATRER

Google BIERH| A BB T LA F OH web LB EE Chromebook SREMERARER., BB BRFHEES
EIEH Chromebook £ EFEE AR Android B GlobalProtect FEATER I X EFHEI VPN R E.
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https://docs.microsoft.com/en-us/intune/device-enrollment
https://docs.microsoft.com/en-us/intune/apps-add
https://docs.microsoft.com/en-us/intune/apps-inc-exl-assignments
https://docs.microsoft.com/en-us/intune/apps-deploy
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/User_Groups.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Inviting_Users.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/Device_Registration.htm
http://mi.extendedhelp.mobileiron.com/45/all/en/desktop/App_Catalog.htm

EFEASAFEHRAEREHEARARER , £ LLUREM M #FE A Google Chromebook B X ARENNBEZE
I Chrome X RMEBMRE, BUEMA Google BEEFLAEE Chromebook R EEEARER,

[ﬁ BB T EBEZEEMN Chromebook +EB&EiE A Android #9 GlobalProtect FEFE :

o BEEMFER Google EEXEAMARNETRENE —BEHEREE.

e 7£ Chromebook L , 3T CTRL+ALT+T MUBBURHH ST, B route dBTRERB L
ZEMNKH, ZURERTIEAN S EBEENFEEH,

s HREARXKEFATENERENX , B A OpenSSL #§BFEH PKCS #12 1
1 5 Baseb4 &R, {#f openssl base64 -A -in <certificate-in-p12-format> -out
<cert.txt> {55,

REBT 5L EIER Google EIRRHIAEZEEN Chromebook LEZBEE A M Android B GlobalProtect FE
A

STEP 1| BAtR 2 |

. EZEEM Chromebooks LE&E GlobalProtect Bi& LA i A F Android B9 GlobalProtect FE 2
Ro H2E X E GlobalProtect FEiE,
« EZEEM Chromebooks EFREA O#YLIE BETE A T Android B9 GlobalProtect FEFRE, BH4E
5% E —fE = Z @ GlobalProtect B AT LLUERNEE, FFSR 5% E GlobalProtect A O #EUL7FEY
o 82 @ (Palo Alto Networks M A 4ERE) , BX4§ Chrome OS £ Android TEEFE,

. 1£ Chromebooks £ %E AT Android B GlobalProtect AR EUH SAML SSO LA#ST
AT, RAERBEBERE SAMLSSO LA EAEEEAE Chromebook # BEERR , |MEXE

GlobalProtect EFAREX L EfFm A KRR, ENHAREHAEEREAFTINELHMEZSM., BBHE &EE
SAML E&3%,

- EFEREFE-XEZEER Chromebooks EEEZEEA T Android B GlobalProtect i , EEREEE
BT ABREFELA TG VPN BHIFAA

Google IssueTracker Terms of Service

| acknowledge and agree to the Google Terms of Service and the Google
IssueTracker Conduct Policy.

STEP 2 | & Chromebook £ f & # # GlobalProtect FEARE .
1. BB EBMEA Google BEXELRHIA
2. REBFILAD | i#EH Device (% E ) > Chrome management ( Chrome B2 ) LR L &K
Chrome BB E,
3. i#H Apps & extensions ( FEFATZNEREEM )
EEAENEERES , R TEARXREEE &,
B—T#18 () RELUE GlobalProtect ##8 Z Google Playstore H#&# K Android FERERE
B,
6. & Google Play B/ER B , & GlobalProtect , A% — T GlobalProtect FE 2 Bl Ro

»
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https://docs.paloaltonetworks.com/compatibility-matrix/globalprotect/what-features-does-globalprotect-support.html#id2204f747-e372-4a2b-ab22-5ba6557b91a7
https://admin.google.com/

Add apps from Google Play

. Google Play GlobalProtect

-~

LA B 8 LB B B 8

am
GlobalProtect Pulse Secure Microsoft Remote AnyConnect Check Point Cap FortiClient VPN
Palo Alto Networks Pulse Secure Microsoft Corporat Cisco Systems, Inc Check Paint Softv Fortinet
&k ke +k ke ok ok ok ok *ok ok ok ok ko
FREE ) P

o o
Microsoft Authen WORLD VPN - F VPN by Private |1 F5 Access Free VPN Microsoft Remote
Microsoft Corporat Free Vpn Private Internet Ac: F5 Networks Inc. marks duan Microsoft Corporat

LA B8 ]

LA BB 8 LA B B}

7. ¥#E—TT Select ( 1EH ) LA#T18 GlobalProtect EAREX.

N GlobalProtect ERRERAKIFIAER K MEER—A

B
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Add apps from Google Play x

<« Search n (2]

B
s GlobalProtect -
Similar gEEREE
Palo Alto Networks * &K 927 2
[ 1] ’
»
€ Everyone
&, This app offers managed configuration
@ This app is only available in certain countries V
Select

Pulse Secure
Pulse Secure

&k ko
Check Point Cay
Check Point Softy

ok kok
-~
GlobalProtect for Android connects fo a GlobalProtect gateway on a Palo Alto Networks next-
generation firewall to allow mobile users to benefit from enterprise security protection. Enierprise
administrator can configure the same app to connect in either Always-On VPN, Remote Access
VPN or Per App VPN mode. The app automatically adapts to the end user’s location and connects
the user to the best available gateway in order to deliver optimal performance for all users and their
trafie withelt FeniFna Any eFed fram tha ear This allows Laars to werk safal and afactivaly 2t AnyConnect

Cisco Systems, In

*

STEP 3 | #ZETE Chromebook £ %2 GlobalProtect FERRERXM F X,

#% A GlobalProtect BRI % , BMNEIBEE Chromebook ELZ#EWERERAN AR, BHLEAEE
BARERZZ GlobalProtect ERRERASHEZEIB , As&HIFTAE Chromebook £ & & A H Chromebook B
BB %% GlobalProtect EARE=R.,

1. REARRNEHEERED ( Device Management ( £EEE ) > Chrome > Apps & extensions ( F&
AREXEEELER ) ) , BIREAREXEEFH GlobalProtect.,

2. REMEARBRGNFEREIEHNEBREN,

3. BRITIMEREE !

. MR R H + §R—RR A M ETIR A H R E A GlobalProtect EARRNETEY, MRESE
EUIEIE | FRERELEE TRHERRERX, .

 Forceinstall ( 5&FlR% ) —NREBERREFEHREEAZEH Chromebooks B , GlobalProtect
EREX BB REESE Chromebook £, RIFEFALLIRIE, EERHILERERRTE
GlobalProtect EARERWEZBZ S HEESRER , HIBFEEHT Force install ( @FI=R K ) iBIE,
MREEREULIRE |, FHEKELRE "BHERAER,

+ Allow install ( RFFZ % ) —¢ Google Playstore FEIZH ILFEARER, BB AHFEAERE
Chromebooks &% 8 GlobalProtect FE AR

+ Block ( ##f ) —HEFERETEILERAER,
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= Google Admin Q_  Search for users, groups or settings

Apps & extensions | +

WHAT'S NEW

USERS & BROWSERS
Search for organizational units

<

- pantestqa.com : 1D “com.paloaltonetworks.globalprotect” + Search or add a filter

App Installation policy

Force install + pin

Allow users to install other apps & extensions {ﬂ
Force ind

GlobalProtect Allow install

@ # com paloaltonetworks globalprotect
Block

MANAGE ORGANIZATIONAL UNITS

4. Save (17 ) BF,

extensions

STEP 4 | ¥ Z EBHEZEE A E GlobalProtect ERAE,
EEREAFTEEIRE GlobalProtect EARER , IS EENEEERERAZEAES. TEENME

EEROSTRENEARAREE,

MANAGED GUEST SESSIONS
GlobalProtect @ X

Managed configuration

I»

Inherited from Google default

1. REABEXEERED ( Device Management ( #£EE ¥ ) > Chrome management ( Chrome &

I ) > Apps & Extensions ( EREXN MR ) ) |, BEEMARES
2. EEALRRENFERRIENABEN,

F &9 GlobalProtect,

3. B—TEHHEAHZEMN Upload from file (%t ER+P LH ) BR , AERANLEZTEENRERER. =%

% , LLJSON B A SWMENERE , WT S HIHERERM T
{ "portal": "acme.portal.com", "username":

TRETTZEERERERPRENES, FREE

"userl23"

EAUN

AIMEBENRE ,

}

FERIEN ITEREE,

setting B BEER ]|

AO#Euh A IP Atk 5E 4 FEH acme.portal.com
ERHNEEET (FQDN).

EREER ARADOHEERENERE | FH userl23
8.
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setting e =REid] & 451
A AR A ORI R, FE passwordl23
client_certificate ARADMLERENAFER | 8 (in Base64) DAFDSaweEWQ23wDSAFD...
B,
client_certificate ARAODRLEBBNAFE | F&H PA$SWORDS$123
_passphrase BRREMRE,
app_list HEBEERAFBERLET | FH RFEE | HEHF
1E per-app VPN #B&EF 32 B : com.google.calendar;
HIHRLE FE RSN ERENE com.android.email;
iB VPN @&, com. android.chrome
connect_method VPN E#FE %, FER FREZEAN | REE
mobile_id ARBRTEIRENE—& | FH 5188a8193be43£42d332
BIES , WN1E 1% 0 S MDM dde5cb2c941e
RFEP R EH M —E BT,
remove_vpn_config FBBR VPN {HREMNE BME 5| ®
_via_restriction B
allow_vpn_bypass AFERAEXRERB mME = 4
VPN BE/EE,
cert_alias AREAOBUSFEERE FH NEEREAFR
BESAFPHRERENE—2
8
TER RREBREECHE MDM i | HHE E R
BR25 X eV IEAE,
WEERE HENHEEREER (H FE byod
4 , Employee Owned ( &
THE) ).
=) EHRME  RTEER T yes
EREBEENERER
( #lgn , Compliant ( &
FH))o
BHE ARBAHEENEE. 5@ @ FH GuestAccount , SatelliteOffice

HEBLELLZH DR,

4. Save (f#17 ) 8%,

STEP5 | EZ B Chromebook #1178 ¥HE A F Android B9 GlobalProtect FER 2N AY R A,
EZEEM Chromebook EEM4EE T Android # Host Info ( =& A ) Create HIP objects ( 3L

HIP Y11 ) « RERAEEEMERERARERE (HIP)

RERPER LB RM
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« EAHPRERBEARIRAUTHLEES , UHTHENZ2ERA, KFER , BABRKXGUEES
ARERER | A5 BhRE R E M TR AE,

—ERR VPN & E
E—ERE VPN 5REH , Z%£ GlobalProtect iE# —EFRl. GlobalProtect EFARRSEESR
GlobalProtect A8 ( EFEAEZEAR ) , UBRRFEAEEIHENR , Y HEIRERENEE, EEARER
AP IIRERREEE  HEAHEKY BT TRIBEER B IETE GlobalProtect Bi&EH VPN &
E,
EBRNAEASZENTEREEERRARE—BEMMR VPN SRENENR , FSBLITLEE
+ JEIB AirWatch 1T —EBIRX VPN &
+ JEIB Microsoft Intune ¥ 1T —ERBEX VPN 2 &
+ %8B Mobilelron #1T—E BB VPN % E
+ f{#H Google B4 AT —ERIR VPN RE
#EiB Airwatch #1T—ER VPN BRE
AirWatch REETURFREEH AEEITHIRENCEITHEEFE A, GlobalProtect BN IRH
AirWatch TR ESERAEASFREENH A BNTHIRM 2 ENZEER. F£H Android B9 GlobalProtect
EAZSER , THETHREN —BREMNBRRZLBERNEL , UEMITERE EHNRE.
BRAMMIAEEH AirWatch T —EBIEX VPN SREMEF , FFSRILAT 487 -
« JEIB AirWatch ¥ i0OS iw BT —E BB VPN R E
« & AirWatch ¥ Windows 10 UWP % B5# 1T —E BB VPN % E
BB AirWatch % I0S #2517 — BRI VPN BE
E—ERE VPN 5EH , 2% GlobalProtect iE# — BRI, &F4& GlobalProtect BB - FrEk E 4% EEHEIF
H (EEEA P (it ) WRE—EEIR VPN BB T HREEX,
BB TS ERE A AirWatch ¥ i0S % B # 4T — EBIRR VPN 3B E :
STEP 1| & iOS T & GlobalProtect FERER.,

+ iEB AirWatch 22 GlobalProtect ITEIERARER .,
& App Store B# T & GlobalProtect ERER,

STEP 2| #& AirWatch £ A& HIRE Apple iOS R ER S HIE—1E,
1. J#HY Devices ( #&£& ) > Profiles & Resources ( X EEEEER ) > Profiles ( FRERE ) , A&
ADD ( #1318 ) #HIERER.
2. FEAFEIERIOS,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4

STEP 3 |

Add Profile

Select a platform to start:

10S

Android Apple i0s

BlackBerry 10

Chrome 05 (Legacy

Google Account

FXEGeneral ( —f% ) B¢ E :

1

2.
3.

. BAREREMN Name ( B )

F’%)O

s Rugged Windows

creen Layout Lo

Apple macOS Apple vOS BlackBerry

Android (Legacy)

CANCEL

( ) B A GR A ER EAE & M Description ( iR )
( ) i#2EY Deployment ( 8 ) 5 , CAERERE RS EICHEMKBEEBBR—ERE
Managed ( SEBE ) ( FREEHBE ) = Manual ( F8 ) (%

(RERRBLEEIW—REAER

( ) iZEY Assignment Type ( EREE ) LUAERERBNAIHE EmE. B Auto ( BE ) A45%

EEBBIEEFTARS , 2#E Optional (R ) EB—MEAEERBPNA O (SSP) RERE
B AFHRNBREEEM[BIRE , SER Compliance ( 85 ) E—MREAZEREANKRNE

B R R R ERE,
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( ) iZEX Allow Removal ( RFFER ) URE—MRFEA B LT BRERERE, #E Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
RIZEL With Authorization ( EBEE ) BERBEESREN —REAEEBIREERE, 1B With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
HE,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FER Excluded Groups ( HERREHAE ) W4 , BETLLEMAH LR IR ERERP RN EEEA,

9. ( ) WRERLFIEE L Install only on devices inside selected areas ( EEREEHAMEE L
Zi ) | AREREETREERE EEEMS iBeacon BEMIHE L, HIRIBRE , F57E Assigned
Geofence Areas ( 157 i 32 E R E 15 ) #4%718 it 32 E ML iBeacon B3,

10. ( ) #18R Enable Scheduling and install only during selected time periods ( &2 T i BF R EX
N RHERREZE ) | BUERBREERE ( Devices ( #£& ) > Profiles & Resources ( R EEEEE
R ) > Profiles Settings ( X EMEEXE ) > Time Schedules ( BEHERE ) ) ERERTHE | REERY
FREZTEENERE, HERRE , 57 Assigned Schedules ( 5RHERR ) #v i AERRR B,

11. ( ) BEUEFERER B RMEBRA Removal Date ( BERAH ) .

v
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4| ( ) IR IR GlobalProtect EZEAF IR BERE |

S ERWBERAR OS12 | MR
& GrEEE PR EENE AR VDM FEEEN VPN

$511T Credentials ( 335 ) 5% 0E :

EZEiBAFimBE T GlobalProtect i FimBa s |
B —29, MPEEEREMA

Hp 75550 & R B MDM AR A FiwB5E , Al GlobalProtect FERE X AS AR

#o

o EER ArWatch fRAERDAFIREHE :

1. # Credential Source ( FRFEXRIR ) 82 E A User Certificate ( EAEERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%

General
Passcode
Restrictions
= WIi-H
VPN
Email
7 Exchange ActiveSync
Notifications
LDAP
1| CalDAv

#] Subscribed Calendars

CardDAV
o6 Web Clips
«» SCEP

iOS Add a New Apple iOS Profile

Credentials

S/MIME Signing Certificate

@0

SAVE & PUBLISH CANCEL

s BEFHLIBAFHREHE
1. # Credential Source ( F2FE KR ) FREA Upload ( L& ) .
2. A Credential Name ( RE & )
3. #—TF UPLOAD ( L& ) LA FI3EE
4. BEUBE®R , - T SAVE (&7 ) -

ELHNBE,
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iOS Add a New Apple iOS Profile X

General
a, Passcode Credentials
® Restrictions _ _
- Credential Source Upload
= Wi-H
f VPN () Credential Name * cert_client_cert_5050 (2).p12
e Certificate Certificate Uploaded

£3 Exchange ActiveSync

- Pfx
Notifications Type
|l LDAP Valid From 2oty
[51] CalDAV Valid To 2/15/2027
(%] Subscribed Calendars
Thumbprint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV

26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( R RIR ) s¥E A Defined Certificate Authority ( EZH ERREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. REUBEREE I/ Certificate Template ( BFEEAR ) .
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP 5| %7 VPN EX1E :
1. WAEIREFE M Connection Name (E#HEEHE ) -
2. ZEUEEE Connection Type ( E#FEHR )

¥ 1 GlobalProtect BN 4.1.x RE R , F51ZH Palo Alto Networks GlobalProtect.
#7 GlobalProtect BT 5.0 REHIRA , 55:#E Custom ( BET ) »
3. ) MR E A Connection Type ( E#F$ER ) 3 E A Custom ( HFT ) ,
FB1E Identifier ( B BIES ) WAz 8 A T 384D 1D LA B! GlobalProtect FERAE
I : com.paloaltonetworks.globalprotect.vpno

Connection Info
Connection Name * VPN Configuration

Lonnecto ype * Custom

dentifier com.paloaltonetworks.globalprotect.vpn

4. 1E Server ( fAIBRER ) WAL , B A GEFEEARM GlobalProtect A O#AME MK IP it

5. ( ) A VPN Account ( #RF ) AF B R — T#1¥ (+) RAMUBBRETUBEAN X EERHE.

6. ( ) % Disconnect onidle ( HIERF ENER ) M , IEEEARENFLIER VPN BERBRE
#%i% B & H GlobalProtect EARRNER ().

7. ERFESE , BEEHE Authentication ( 383 ) 5% : Password ( %% ) . Certificate ( &

7 ). Password + Certificate ( & + BF ) -

8. HIRIRREF , WA Password ( %85 ) F/=iEE GlobalProtect #% AR ERE A &M Identity
Certificate ( B 5 2B ) - Identity Certificate ( #5559 RF ) EEETE Credentials ( 52 ) FRE
PERENBRFEMEE,

9. Bt VPN On Demand ¥ A#HTHEE SR,

10.EBEE : ERFBEEEHRA,

11. ( ) iZEY Proxy BE W ITHEBIERE.

STEP 6] ( ) ( ) TR EH GlobalProtect SFBER HIP &2
MDM E& |, FiEEM —KER AT (UDID) B,

GlobalProtect X 8 MDM ZE & LIt MDM ARG THEEB Y , AR HIP AERH RIS
1T, BEME MDM BEBEHEEH T , GlobalProtect ERAR X 44 GlobalProtect BiE £ ik 2

# UDID, UDID B4 GlobalProtect AN sEME A MDM A ERHEBEFFEEILEA UDID &
Ao MREHLILERPBER UDID B |, SEELHBEER MDM B4, GlobalProtect BRI ASELE TN
UDID , EEEEARES,

M REE AR Z Palo Alto Networks GlobalProtect #8% Connection Type ( E#R%EHE ) |, HalE
VPN F&E X 1E M AH AR [ 5 B A Vendor Keys ( REI €38 ) o #§ Key ( R5|# ) BREA mobile id
I # Value (€ ) BXEH {DeviceUid},

Vendor Configurations

Vendor Keys

mobile_id {Devicelid}

MREFEHR R Custom ( BET ) #8588 Connection Type (E#HREA ) | FF8iE VPN [RELEER
BRI ADD ( #7138 ) Custom Data ( BFJ&E#l ) . #§ Key ( &5I# ) 3REA mobile_id W&
Value ( {8 ) 32E A {DeviceUid}.
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Custom Data
mabile_id {DeviceUid} x

| [+] ADD |

STEP 7 | SAVE & PUBLISH ( f1ZF15:45 ) BHIBE,

#EiB AirWatch ¥ Windows 10 UWP i 2h# 1T —E B R VPN £%

£— BB VPN REH , Z2 GlobalProtect R — BRI, &F& GlobalProtect Fi& k£ FTE% E 45 & EF I8
R4 ( IEEEM 1P frsk ) WRE—E&EB VPN BEETRAGR, StHEBRENRLER , BRI
F VPN $HE , @l RLER —ERMAER , YEEAEIRERFABPEER, LBREABESR
GlobalProtect A O #8u4#HRE 5% EHY Enforce GlobalProtect for Network Access ( 58 #3#11T GlobalProtect
EARSEITHARRIFEN ) BIEELL,

> HFA AirWatch 1 5k 4 GlobalProtect 4% Windows 3 2ha IE SUEARHLIERS | WA EIRENE
KK VPN ftfErs |, #mEE GlobalProtect FEARENRE , WRETIIT RIS AR AT A
VPN 5 ER.

BRET AL BRER AirWatch ¥ Windows 10 UWP i 24T —E B VPN 55 7E :

STEP 1| & Windows 10 UWP T & GlobalProtect B :

« BB AirWatch #F2 GlobalProtect {TENFEATER..
+ % Microsoft Store B3 T # GlobalProtect FEFAE,

STEP 2| £ AirWatch 2 &3R8 E Windows 10 UWP X EE S #7E — 1@,

1. i#H Devices ( & ) > Profiles & Resources ( ;X EEEEER ) > Profiles ( FRERE ) , RE
ADD ( #718 ) #FHRER.
2. #H Windows £ ¥ & I£3#H Windows Phone fER & B R,
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile X

Select a platform to start:

s

- iOS macOS  tvOS ===

e
Android Apple 05 Apple macOS Apple vOS BlackBerry
P -%
: 3 N
- ol | ul ve
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

windows Phone Windows Desktop

: Windows 7

Chrome OS5 (Legacy)

CAMCEL
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Select Device Type

Passcode

WI-FI

Emall

Application Contrel

Credentlals

Windows Desktop Windows 7

windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

1. MAREREMN Name ( B8 ) o

2 BA % E 18 F & R S 52 Description ( iR )

3. ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR

4. ( ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE

- ) BAR

8, AFBHHE
B RAIREE

v

Ea—l
aXIE
=)

A e

EEEBwF , HEE Compliance ( £ ) E—REAFEREANKHRNS
&

( ) 7 Managed By ( B2 ) # , GAFERERETEFTINABEFAE,
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6. ( ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BENUBUNESHE  REEHEVEBREREANREZ/ OS, Rindls. MEEER, A8
I%\E-%O

7. ( ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,

8. ( ) 208 Enable Scheduling and install only during selected time periods ( £ 1E1& & 1Y B R ER
AR ASIREZE )  BUERBBEYERE ( Devices ( #& ) > Profiles & Resources ( 3R EEEE
JR ) > Profiles Settings ( XERFRE ) > Time Schedules ( BFRIHERR ) ) ERRERRE , REITEIRE
FRERTEEMNERE, HBEIRRE | B Assigned Schedules ( 5REEE ) M B AR B,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4] ( ) MRIEM GlobalProtect BB EE M FiRn/BEHBE , 5T Credentials ( 533 ) FE :
EER AirWatch FRERAFIREHE :

1. #% Credential Source ( FRFEXRIR ) 82 E A User Certificate ( A EERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%
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22 Add a New Windows Phone Profile

© General
O\t Credentials

© RS Credential Source ‘ User Certificate

= Wi-Fi

ﬂ VPN SIMIME * ‘ S/MIME Signing Certificate
& Email

£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software ( 8 ) —HRGHBHREEFLZLE,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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FEMAALERNBERBEMNEL

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

8.1 +1 more

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. IEEREE , #E Authentication Type ( REBER ) LIS ERE —RERAEN S %,

GLOBALPROTECT BB £i5r | To%EEE 197

© 2019 Palo Alto Networks, Inc.



22 Add a New Windows Phone Profile

© General
@, Passcode

© Restrictions

= WiFi

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access

W Credentials

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Connection Info

Connection Name *

Connection Type *

Server *

Advanced Connection Settings

Authentication

Authentication Type

Protacols

Credential Type

Simple Certificate Selection

Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) BHEAFF GlobalProtect &7 £ A& FE , 7 ENABLE ( BA ) tEBEUAERAEERA
Remember Credentials ( 52E585% ) -

6. ( ) 7 VPN 2R AI[EiHA , ADD NEW DEVICE WIDE VPN RULE ( ¥Ti8 & E£E A K VPN
RA) LUEIB VPN Eﬁ%ﬁﬁAﬁEEﬁEﬁﬁ’Jumso BURATZEARENNR , BEm2 LT,
MREREFSIEENEFGRYS , H3EB VPN BERKH,

#EiB R — T ADD NEW FILTER ( ¥Ti8ERZERM ) , AR A Filter Type ( EREEE ) KRB ED Filter
Value ( EFiZ{E ) RETIGLLE AR,

VPN Traffic Rules
Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. H®E—ER¥# GlobalProtect E#R , FERAUBERRE FHEEREZ— :

ENABLE ( A ) Always On ( —IERIR ) LAEHI = £E R —ER R

ENABLE ( BXF ) VPN Lockdown ( VPN $87E ) LUAHI R EF —ERRMEREER , YEEHR
BERXREEEHEAMAEER, AirWatch AR VPN Lockdown ( VPN $#7E ) E2#&7E GlobalProtect
A O#vk#HRE R R E K Enforce GlobalProtect for Network Access ( 58 %#11T GlobalProtect jE#%
DGETHREREFE ) EEE L,
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Add a New Windows Phone Profile X

© General Policies

@, Passcode

. Remember Credentials ENABLE DISABLE
Restrictions

= Wi-F Always On ENABLE o
A VPN

& Email VPN Lockdown DISABLE 10
£2 Exchange ActiveSync

Trusted Network 10
© Application Control
5] Assigned Access Split Tunnel ENABLE DISABLE 8 fonly
W Credentials
o TTD Bypass For Local DISABLE 8 1only
% Windows Hello

Trusted Network Detection DISABLE 8.1only
/>Windows Licensing
D=ERCed0s Connection Type Triggering v 81only
= Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2.

VPN On Demand
Allowed Apps
Allowed Networks

SAVE & PUBLISH [IRSAUTSN
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8. ( ) FEEEREE MR ZE TR MAIELRE | GlobalProtect EE#RZE M Trusted Network ( 51F
AOHERE ) Ak,

STEP 6 | SAVE & PUBLISH ( & EM M ) BHNEE,
STEP 7 | ZEEGER BRI HERIERE S GlobalProtect , E#m¥E XML KT VPN :RERE,

AN BEHRMUE XML RIB EAbRE |, ERE LARES , MEEH VPN SRERANRE, W
Q REFEEED VPN RERRBERE , BALER XML FET8F |, H7E VPN RE
= EPEFRREXHBRHMTHIR,

1. £ Devices ( #£& ) > Profiles ( 5R7EHE ) > List View (FERR ) , EREE IS BHITEHNRE
EESWERERE , ARBINREEIMN </>XML, AirWatch 2B ERH XML B8R,

2. Export ( [EH ) BRERE K ARELREN N FHRERPITH,

3. 5 GlobalProtect #"# T 5% E :
£ E PluginPackageFamilyName BY LoclURI TTHHFEETH A !

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

E&REWN Data THF , BEHES :
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. BENEEREEEHNREE.

2. iR[E AirWatch 33#EY Devices ( #£& ) > Profiles ( %E#& ) > List View ( /BEMR ) .

3. By A —EFAVERER (1ZELADD ( #i8 ) > Add Profile ( #7185 EHE ) > Windows >
Windows Phone ( Windows F# ) ),

4. JZH Custom Settings ( HFT5XE ) > Configure ( 32 ) , RAERER I HFHEMNERE,

5. SAVE & PUBLISH ( @#FH&# ) BHNEE,

STEP 8| E1B ¢ Devices ( & ) > Profiles ( XEH& ) > List View (JFEMR ) BEURKFER K A&
2EY More Actions ( Hfh &) ) > Deactivate (£ ) , KERRHKRERERE. AirWatch &%
EREBBEIFEAPEE,

STEP 9 | RIEAERE,

#iB Microsoft Intune ¥ 1T —EBIRX VPN 5RE

Microsoft Intune R EEAURARVEEETHIRBNERTCETEHEEFE A, GlobalProtect EAER
214t Microsoft Intune TR EREABRRNEREENPHAXBNTERE BN EZLER. £ Android #Y
GlobalProtect fE AR 4B , ETHREN —BRENERB L2 BERNRL , LEHITERELENE
B,

BERRWAEEA Microsoft Intune 1T —ERIRI VPN SREMNET , FS BT LE -

« JEiB Microsoft Intune ¥ iOS 2 1T—E R R VPN 2E
+  %iB Microsoft Intune ¥ Windows 10 UWP %2t #4T — BB VPN 52 E

#EiB Microsoft Intune ¥f iOS iR BT — B VPN 32 E

E—ERE VPN 5EH |, 2% GlobalProtect i — B, &F4& GlobalProtect BE L FrEk E 4% E EFHE R
f (GEREERA P ik ) BRE —EIEIR VPN BB TR B EX,

R T 54 B2 A Microsoft Intune ¥ iOS i BT —EBIRL VPN R E :
STEP 1| & iOS T & GlobalProtect FERZE,
«  3%EiIB Microsoft Intune & GlobalProtect {ITEIFE HER.
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« & App Store E# T & GlobalProtect ERAE=R .
STEP 2| ( ) MREHNBEZFEAEABENRR B ERFREE,
STEP 3| B3I %7 iOS VPN FRER,

« & Platform ( & ) XEA i0S.

STEP 4| A& iOS B ERE — BRI VPN & E.
& Connection type ( E#RFEA ) %E A Palo Alto Networks GlobalProtect,

#Ei1B Microsoft Intune ¥ Windows 10 UWP i Bt 1T —E B RL VPN 3} E

E— BB VPN 32 EH , Z2 GlobalProtect B4 — BB, £F4 GlobalProtect B8 L FE%E 4% E EF iR 1%

f (aEEEA P it ) HRE —EEB VPN BEE TR A EX,
BB T35S B Microsoft Intune ¥ Windows 10 UWP % B 1T —EBIRR VPN 3R E :
STEP 1| & Windows 10 UWP T & GlobalProtect EAER :
« &8 Microsoft Intune &8F& GlobalProtect TE)FEARZ .
& Microsoft Store E# T # GlobalProtect FEARE .
STEP 2| ( ) MREHNHEZTEAERNBENRE B EBERERE,

STEP 3| 237 % Windows 10 UWP VPN R EHE,
« # Platform ( ¥ & ) BREA Windows 10 & E#ThR 4.

STEP 4| /& Windows 10 UWP ixr#3&E — E X VPN & E.

+ ##% Connection type ( E#R¥EH ) 52E A Palo Alto Networks GlobalProtect,
« A Always On ( —ERIRX ) VPN,

iEiB Mobilelron #1T—EBIEX VPN &
Mobilelron 2ZBEAI AR P RIZFHEEBITERENLCETHEEF S, GlobalProtect FEARE I

Mobilelron EEEREARXSEHEENIF BN TEIRE BN EZLER, FH Android B GlobalProtect

EARSER , TETHREN —BRENERERZSERNEY LB ITHRE LNRE,
BERAIAIAEEF Mobilelron ¥#1T—EBIEX VPN SR EMER , FSB LI T 445 :

+ JEIB Mobilelron ¥ i0OS iw B T —ERBIR VPN iR E
« 3%E1A Mobilelron ¥ Android s 25 ¥ 1T —EBIRL VPN 58 E

FEi® Mobilelron ¥ iOS i B 1T —ERBIEL VPN & &

E— BB VPN 52 EH , &2 GlobalProtect iEE# — BB, £FS GlobalProtect 8 L FRERE 45 E EF iR 1%

# (HEREERA P it ) BRE —EiEIR VPN BB T A EX,
REE T 55 82 A Mobilelron ¥ iOS i 2h# 1T —ERREK VPN RE -
STEP 1| & iOS T & GlobalProtect FERFE,

+ %8B Mobilelron & GlobalProtect 1TEIFEAER.
« # App Store E# T & GlobalProtect EARER .

STEP 2] ( ) MRENDBEFERENBENRE , FNEERERE , REREBFHHRE,

STEP 3| #7118 —ERIRL VPN 3R E,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-ios
https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3
https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10
https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm

. HEREEAILES Always On VPN ( —EBIRA VPN )
STEP 4| % iOS % E —ER R VPN F%E.,

%@ Mobilelron ¥ Android % 25# 4T — BB VPN 8B &

E— BB VPN 52 EH , £2 GlobalProtect B4 — BB, £FS GlobalProtect B8 L FEXE 45 E EF iR 1%
# ( IEEEA P it ) WFHE—EEIB VPN BEETHRAEX,

R BB T 55 845 A Mobilelron ¥ Android i 25117 —EBER VPN 5%
STEP 1| & Android & GlobalProtect FERE R,

3%EiB Mobilelron &2 GlobalProtect 1TEIFERTE.
#& Google Play B T & GlobalProtect EFTE=,

STEP 2| ( ) MREHNHFEFTEAERBENRE  FHTERENRE  RRWEBERE,

STEP 3 | 78 — EBIRX VPN % 7Eo
HE R EERERE S Always On VPN ( —EBIRI VPN ) .

STEP 4| A& Android 52 —EBRX VPN & %E.,

£/ Google BEEEHIAET—ERE VPN &%

Google B4l AR Z LA AR P RIZEAEE Chromebooks WERDETHEEF A, GlobalProtect &
ARNIRH Google EEEHIAERBREARENFMEENB X HER Chromebooks 2 M Z£ER, FH
Android B9 GlobalProtect fFA R &R , TETEHREN —BRENBRARZ S BERMEL , AR TER
ZEHEE,

£/ Google B2 & ¥f Chromebooks #1T—ERE VPN &%

Chromebook ZEiB ZE {f X #2i# i FA Android B GlobalProtect FERER , H—EBIRX VPN B XE, £—E
BB VPN 2EH , ©£ GlobalProtect ‘E#R—E M. AFS GlobalProtect Fi& L FRER E4F E EFZMRAF (40
EERA P {7 ) MRE—EER VPN BEH® TR HEE, BBAFEN—MEAETE Chromebook L,
1B AR Android B9 GlobalProtect EATES , IR E R #L B GlobalProtect B A FH—BERMZ £
ﬁo

[ﬁ * f& %JE Chromebook %{Zi# A Android gy GlobalProtect FE 2.
e A% #E Android FEAEZAY Chromebook 4 B4 & AE AR Chrome §§ GlobalProtect
FERRERX, {82 , 5% Chromebook A E— BRI VPN,
* N8 Chromebook tZ & 7 A Android § GlobalProtect FERERXUZE—EBRK
VPN Ihge , BIFFEFE[E— Chromebook EZ g E A Chrome By GlobalProtect fE R T2
o

BB T YL EBFER Google EIE{2#| A ¥ Chromebooks 1T —EBEX VPN 5%E.
THEBEBERFIEIR Google BEEE#HIAEZEER Chromebook £ Zi#E A Android B GlobalProtect
FERER, AirWatch BRIAXEREZEIEMN Chromebook ¥ AR Android B9 GlobalProtect FEFAF2 X%
E—ERM VPN #HEE,

STEP 1| #% Palo Alto Networks Bf KA |, 5%7E GlobalProtect A O #1477 EUE,

STEP 2 | £ 2 GlobalProtect RIEFE R fHAE.

STEP 3| B3] GlobalProtect FEAATER.
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http://mi.extendedhelp.mobileiron.com/47/all/en/desktop/Always_On_VPN.htm
https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/47/all/en/desktop/Always_On_VPN.htm
https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps

« EEJE GlobalProtect EiR A —EBRK ,
(Always On) ( EREEA ( — B ) )

Configs

App Configurations

Connect Method Use

GlobalProtect App Config Refresh | 2
Interval (hours)

Allow User to Disable
GlobalProtect App

Allow User to Upgrade
GlobalProtect App

Use Single Sign-on (Windows
Only)

Clear Single Sign-On Credentials
on Logout (Windows Only)

Use Default Authentication on
Kerberos Authentication Failure
(Windows Only)

Automatic Restoration of VPN
Connection Timeout {min)

Wait Time Between VPN
Connection Restore Attempts
(sec) -

o EERSIFEAESEA GlobalProtect EARR

5545 Connect Method ( E#753%)

o

HIP Data Collection

Welcome Page  None

Disable GlobalProtect App

Passcode
Confirm Passcode
Max Times User Can Disable 0

Disable Timeout (min) 0

Mobile Security Manager Settings

Mobile Security Manager

Enrollment Port | 443

f£ A& 1= A GlobalProtect FEFAE ) EIBEE A Disallow ( TARFF ) »

Configs

App Configurations

Connect Method

GlobalProtect App Config Refresh | 24 [1 - 168]
Interval (hours)

Allow User to Disable Disallow

GlobalProtect App

Allow User to Upgrade
GlobalProtect App

Use Single Sign-on (Windows
Only)

Clear Single Sign-On Credentials
on Logout (Windows Only)

Use Default Authentication on
Kerberos Authentication Failure
(Windows Only)

Automatic Restoration of VPN
Connection Timeout {min}

Wait Time Between VPN
Connection Restore Attempts
(sec) =

STEP 4 | 3%} GlobalProtect ¥{TiEBAERE

& EBHIEE A A BEB GlobalProtect BRFE 12 , £ M7EEE GlobalProtect AR ENEARKF#IB GlobalProtect ,

FARE FHLEE 2 —LUETIERRE

HIP Data Collection

Welcome Page | None

Disable GlobalProtect App

Passcode
Confirm Passcode
Max Times User Can Disable | 0

Disable Timeout {min) 0

Mobile Security Manager Settings

Mobile Security Manager

Enrollment Port | 443

- REHFERAEFER AFREFERFE ¥ GlobalProtect #TEHRE .
+  fEF GlobalProtect ERREARBEFEEAESBANBHBLUEHRZ A,

1. REHAORERBEENHRLEF ( Network ( #8588 ) > GlobalProtect > Portals ( A D #8315 ) >
<portal-config> > Agent ( fX¥Ef23 ) > <agent-config>) , iZHY Authentication ( 3% )
2. # Save User Credentials ( fF R &R ) BERXA Yes (2 ) o

%% User-logon

£5/& Allow User to Disable GlobalProtect App ( ft5F
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Configs

Config Selection Criteria HIP Data Collection

Name | test

Client Certificate | None -
The salacted client certificate induding its private key will be installed on dient machines.
Save User Credentials ves e

Authentication Override
[ Generate cookie for authentication override

B Accept cookie for authentication override

Certificate to Encrypt/Decrypt Cookiz | None v

Components that Require Dynamic Passwords (Two-Factor Authentication)

[ portal [ External gateways-manual only
D Internal gateways-all D External gateways-auto discovery
Select the options that will use dynamic passwords ke one-time password (OTP) m authenticate users as opposed to using saved credentials, As a result, the user will akways be prompead o

anter new credentials for each selectad option.

3. WM T OK (HE ) MEFEANBBRERNARE,
STEP 5| ZEBS A f&H Commit ( 123X ) BHWEE,

STEP 6 | Bf IE Chromebook £ & £ Chrome OS VPN & E#i8 GlobalProtect,
1. LEBEEBMEA Google BEIZHIE .
2. EiB Google BRI AEZEER Chromebook EEFE#EA K Android B GlobalProtect EAER
EFTEZEEH Chromebooks £,
3. # Chrome FREF AR B E (chrome: //settings) SAPHIE A & ERET VPN BRIE :

1. 1#EY Device Management ( Z£EE ¥ ) > Chrome management ( Chrome E# ) > User
Settings ( ERAEELE ) o

2. 1£ Content > URL Blocking ( W& > URL #{$5 ) [E15 , 7£ URL Blacklist (URL 2EE ) XFHH
FE A chrome://settings.
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https://admin.google.com/

= Google Admin Q, Search for users, groups, and settings (e.g. turn on 2-step verification

D

evice management > Chrome > User Settings

URL Blocking URL Blacklist

Locally applied Any URL in the URL blacklist will be blocked, unless it also appears in the URL blacklist exception list. Put each
URL on its own line. For example:
example.org

http:/fexample com
[Google Chrome Build 15.0.874.12+]

chrome://settings

URL Blacklist Exception

Any URL in the blacklist exception list will be allowed, even if it appears in the URL blacklist. Wildcards (™) are
allowed when appended to a URL, but cannot be entered alone. Put each URL on its own line. For example,
sites.example.org

http://mail.example.com

file:/y*

[Google Chrome Build 15.0.874.12+]

DISCARD SAVE

4. Save ( f#1F ) 8%,

FERAEMENRRIFZE VPN &

ERHEFER (HFEE ) VPN HHREF | FHAEXLEFERE GlobalProtect BRARXFHEETZS
GlobalProtect #&. GlobalProtect BFTEX &E#RE GlobalProtect A D #8Yh ( EFEAEEAR) , BUIEX
FERAEEIHEF  THRAEERXAE, EEARIRADNEEKIRERNERER K HEERYEVE
RIEEXIBREFEE GlobalProtect FEH VPN Ei&,

BFRIAEAZENTHREEERRRELAERBERFH VPN HENER , F2RUATEE

« & AirWatch X E £ & R EEHFE VPN 458
+ JEIB Microsoft Intune 52 EE &R ERIHFE VPN #HAE
+ 3EiB Mobilelron ;2 EE A &R EIRIHZE VPN #HRE
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EiB AirWatch REME A EREHRHFE VPN 58

AirWatch BB URAFRZFHEEEBTERBNLCETHEEF S, GlobalProtect ERAEXNIR

f#t Airwatch EBTEEECENEZLER , B ABVAREREAERNER. £ Android B9
GlobalProtect fE AR £IER , ETHREN —BREMNHFERLZLBERN L , LFEHITEREEHE
g,

BERAMMIAEEA AirWatch 52 EE A ERERREFE VPN {HRENER BRI T %8 -

« JEIB AirWatch & iOS in BiE E B R E)E w77 E VPN 478

« 3EIB AirWatch & Windows 10 UWP % Bi 5% E 6 A & B EiR w7 EL VPN A8

i#EiB AirWatch & iOS s 358 7E £ F B R E R Iw 7 EX VPN 858

ERiRFE (REE ) VPNHES  FRAEXETFHRBEAEXN ST EEILLL GlobalProtect i, RE
EFEAERBALRIERE , K4S GlobalProtect B8 EFTEREAS E BB IR ( ILEZER IP ik ) HFRE
FEFEIB VPN BB T B EX,

BB TYILSBRER AirWatch ¥ i0S 3% B35 5 & BB R IR 2 EL VPN 448
STEP 1| A& iOS T # GlobalProtect ERTE,
« &R AirWatch Z8% GlobalProtect 1TEIFEAER.
& App Store E$Z T & GlobalProtect FEFATE R,
STEP 2| ## AirWatch 1 & E3RE Apple iOS FREE D HE — 1A,
1. i#H Devices ( #{& ) > Profiles & Resources ( X EREEEER ) > Profiles (

ADD ( 118 ) #HEERE.
2. FAEFEIERIOS,

REE )  RE
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4

Add Profile X

Select a platform to start:

10S

Android Apple i05 Apple macO5 Apple vOS BlackBerry

BlackBerry 10 s Rugged Windows Android (Legacy)

Chrome 05 (Legacy creen Layout Lo

Google Account Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

1. WAREREM Name ( B )

2. ( ) B A FREAER A AR Y & % Description ( iR ) .

3. ( ) i#EY Deployment ( 3§88 ) 5% , EREREERETREIEEMEEBBR—ERE
Managed ( ZE®E ) (FREEHEBER ) B Manual ( F8 ) (RERRBREEINH—REAER
Iz/% ) )

4. ( ) iEZEY Assignment Type ( EEE ) LURERERBNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBEBHRAOBIL (SSP) ZERE
B RFEHHBREEZHEAHEY , SUEZE Compliance ( 68t ) E—REAZEREANKRENS
R R ARG B R ERE,
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( ) iZEX Allow Removal ( RFFER ) URE—MRFEA B LT BRERERE, #E Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
RIZEL With Authorization ( EBEE ) BERBEESREN —REAEEBIREERE, 1B With
Authorization ( EBE#E ) BN ELENER.

6. ( ) £ Managed By ( B2 ) #{ , WAF AR EREETEFINABEE,

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
HE,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FER Excluded Groups ( HERREHAE ) W4 , BETLLEMAH LR IR ERERP RN EEEA,

9. ( ) WRERLFIEE L Install only on devices inside selected areas ( EEREEHAMEE L
Z# ) | ARERETREAEREEHEEMS iBeacon EEMIRE £, HIRIERE | 557F Assigned
Geofence Areas ( 157 i 32 E R E 15 ) #4%718 it 32 E ML iBeacon B3,

10. ( ) #18R Enable Scheduling and install only during selected time periods ( &2 T i BF R EX
N RHERREZE ) | BUERBREERE ( Devices ( #£& ) > Profiles & Resources ( R EEEEE
R ) > Profiles Settings ( X EMEEXE ) > Time Schedules ( BEHERE ) ) ERERTHE | REERY
FREZTEENERE, HERRE , 57 Assigned Schedules ( 5RHERR ) #v i AERRR B,

11. ( ) BEUEFERER B RMEBRA Removal Date ( BERAH ) .

v

GLOBALPROTECT BB £i5m | TB#EEE 209

© 2019 Palo Alto Networks, Inc.



iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment ‘ Managed v ‘
I LDAP
Assignment Type ‘ Auto - ‘
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By ‘ Palo Alto Networks Inc. ‘
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GoEeEp Start typing to add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :

[ﬁ iOS ImMM A EREFN VPN ARHBEZERNBENRE.

£

o BHEH AirWatch FRAERIAFIREE :
1. #% Credential Source ( FRFEHKIR ) 82 E A User Certificate ( EHEERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%

ERWRERAS IOS 12, MRER

EEB A FimRF T GlobalProtect /i FinERe¥ |

BB FIREESEAR MDM RIRESHIXA VPN RERN —% 9., WREFEREMA
Hih 5 2EBK B MDM fafResH F Fiw /3% , B GlobalProtect FEARNAEEEFEAR

o

iOS Add a New Apple iOS Profile

General
Tl Credentials

9 Restrictions

Credential Source

2 WiFi

VPN S/MIME *

Email

£3 Exchange ActiveSync

Notifications

LDAP

[ calpav

[£] Subscribed Calendars

CardDAV
26 Web Clips
¢» SCEP

SIMIME Signing Certificate

@ 0O

SAVE & PUBLISH CANCEL

- BEFHLHAFRERE

1. # Credential Source (
2. B A Credential Name ( R & ) o
3. #—T UPLOAD ( L& ) LAk ZIEE
4. BHUBRE® , #— T SAVE (&%) -

FRREHIR ) BXE A Upload ( L8 )

EFENER.

GLOBALPROTECT BB £i5r | TB#EEE 211

© 2019 Palo Alto Networks, Inc.



iOS Add a New Apple iOS Profile X

General
. Credentials

Restrictions
o Credential Source Upload
= Wi-F
0 VPN () Credential Name * cert_client_cert_5050 (2).p12
& Email Certificate * Certificate Uploaded
£3 Exchange ActiveSync

) Type Pfx

Notifications s
B LDAP Valid From 20
[ii] CalDAV Valid To 211502027
(%] Subscribed Calendars

Thumborint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV
26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( FREHRIR ) FXE A Defined Certificate Authority ( E&RH BEIREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. BEUREIREEH Certificate Template ( REEAR )
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iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP 5| %% VPN XE :

1.
2.

v

W A E iR 2B ~H Connection Name ( EEEH )
BZEAEE Connection Type ( E/REE )

« ¥ GlobalProtect AR 4.1.x RERMRA , F51EH Palo Alto Networks GlobalProtect.
¥ GlobalProtect EATEX 5.0 REHARAS , FHIEE Custom ( BFT )

( ) WREH#E Connection Type ( EARFH ) FREA Custom ( BFT ) , FB1E Identifier ( &35!

5 ) BB A T SIS ID L& B GlobalProtect ERARER :

com.paloaltonetworks.globalprotect.vpn

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotectvpn

£ Server ( fAIARET ) WML , @ A GE A EERH GlobalProtect A O#BuL FH#5R IP it

( ) B A VPN Account ( 1RF ) AFBHIR—T#HE (+) RVLUBRETUIEAN X BERE,

( ) 1£ Disconnect on idle ( FIERFHPENELR ) #1L , EEEAREXFLIES VPN BEBARE
% In 2% H GlobalProtect EARXNEE (¥ ).

ERFEE , &FEHE Authentication ( B85 ) 535 EH Certificate ( BE )

[£ iOS i B Fr B EIRTFEL VPN HEHFEENBENRE.

HIRIRREF | B EN GlobalProtect #% F R Bt 3% F & 1Y Identity Certificate ( #5I & 28
) o Identity Certificate ( B & 7 /&FE ) B2 Credentials ( FBFE ) FREPRENRFMERE,
FAfE{R Enable VPN On Demand ( RFZER/A VPN ) BHEMA ( HERRE ) -

Authentication
User Authentication Certificate
dentity Certificate Certificate #1

Enable VPN On Demand Ld

10. ( ) B2 EEHM VPN On-Demand ( IREE VPN ) EFH A :

Match Domain or Host ( LE¥HRBIE S E# ) — A AEFERAEFIRE RN IR ERBBREYT
GlobalProtect AR BIH R EWE B,

+  On Demand Action ( IREERE ) —i% On Demand Action ( IREERE ) FXE B Establish if
Needed ( HRIFFEEZR I ) =X Always Establish ( 582 ) AEEFEHAEELEETFIIEENR
B E A BRI GlobalProtect E#R, #% On Demand Action ( R EERE ) FREAH Never
Establish ( 8 FE3 ) LB EFEAEFIIEEN AR EMEBRE L GlobalProtect E4R, 0
RERCRY , TREFEA.
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Authentication

User Authentication Certificate
dentity Certificate Certificate #1
+

Enable VPN On Demand
Use new on-demand keys
VPN On Demand

www.example.com Always Establish

11. ( ) ¥EiBZE GlobalProtect FEF#23\ Use new on-demand keys ( SERHINREE LR ) REER
AR EEEGRR A, B EBR—T ADD RULE ( #7388 Rl ) #rig2&E 81,

Authentication

User Authentication Certificate

dentity Certificate Certificate #1

Enable VPN On Demand L

Use new on-demand keys L
On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore
Action Paramerter

Domain Action ®) Connect If Needed Never Connect

Domains domain_local

URL Probe www.example.com

DNS Servers

- ERFEHBESE , EH Action ( B1E ) URIBREERMHIFRERZE GlobalProtect E#R.

+ Evaluate Connection ( FI{HE#R ) —IRIBEMEE MIELRELE BB L GlobalProtect E#R. BIX
ERAEERERZMEAE , BSHET LA,

« Connect ( E#R ) —BEE I GlobalProtect E#%.

« Disconnect ( FENE#R ) —B &)1 A GlobalProtect 3 Bh Ik GlobalProtect E & #R o

+ lgnore ( 2R ) —REFBWAEH GlobalProtect B#R I 7E GlobalProtect BB AR IFBA 1 H F #iE
#Ro

On-Demand Rule

Action ® Evaluate Connection Connect Disconnect lgnore

< ) MMREHRRFZERR AN Action ( #1E ) BXE A Evaluate Connection ( FEHER )
BB A ERRERIES BUAEE GlobalProtect 1E MR LB B E B WA KB ERE AN
EREMER (Sl , E DNS ARFRREMBELEC LR ) . BAEBE—T ADD ACTION
PARAMETERS ( #Ti8#RFS 8 ) B ZESH.
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#§ Domain Action ( #3131 1E ) SRE A Connect if Needed ( BIFZEEERR ) LUE
GlobalProtect E#TE#R K Never Connect ( {EFE#R ) LABH LE GlobalProtect E#TiEAR,

«  ®i AL Action Parameter ( ##1E28 ) EFH Domains ( #8317 ) .

< ) B3R & Domain Action ( #8iF1&1F ) 3RE A Connect if Needed ( RIZHEEE
#) , RlEg ABAZETE URL Probe ( URL 3% ) B HIRER HTTP = HTTPS URL, %0
REEMBNTURLNERER |, BIARSZFEEER , SAKRSFFTEL 200 HTTP AREETFE
FE | GlobalProtect E4&RIGIE T,
( ) WRZEH# Domain Action ( #B1F124E ) BRE % Connect if Needed ( BIFFEZER ) |,
Bl A F A AT 8 E Domains ( #833 ) B DNS Servers ( DNS fRIfRES ) ( AEBRESERIAED )
M IP {uik, 205 DNS fRIARESMIEELR |, GlobalProtect EARMGHE I,

Action Parameter

Domain Action ®) Connect If Needed Mever Connect
Domains domain.local

URL Probe www.example.com

DNS Servers

REATRAGUREHRFRZERRAETHYH ., NRFHEEENFFEHREESNT , IRTEER
BRAKEREXIRI.

* Interface Match ( N ELLE ) —EEERBREUEIRENREBNEFETLHE  Any (F
] ) . Ethernet, Wi-Fi, Cellular ( {TEMEEE )
URL Probe ( URL &% ) —8 AEE 2 Lb¥HY HTTP = HTTPS URL, MR ¥R | #&IRE
200 HTTP #REEHS,
SSID Match ( SSID tb¥f ) —# A ZE8 2 LE ¥ I MRE SSID, BRAIEIRIE — T8 (+) IRAFIE S
fE#B4& SSID. BRI LLE | WmHNEEDE—EIEERNMBEL SSID 5.
DNS Domain Match ( DNS #igi Lt ¥ ) —ia A EEL 2 LE ¥R DNS #2248, LS UEER
Fictk (0 * . example.com ) HETHE LB EFE 7/,
DNS Address Match ( DNS izt tb¥f ) —# A Z82 2 th ¥ #9 DNS fRIBRES IP sk, EEEBE
— T #7138 (+) IREAFTIE 28 DNS fEMRES IP [utt, FBR RS EFMERT IP fZut# DNS AR
BENEEERAF RS (fl17. ) ETHE., HRRIWLEY | imwE L5 HEFTE DNS
BR 2§ IP [t ER 4 ZHER IR EHY DNS R ARES IP Szt M AFo

nterface Match Any

URL Probe www.example.com
551D Match corp-wifi

DNS Domain Match * example.com
DNS Address Match

12. ( ) EEX Proxy B W ETHBERE.

STEP 6| ( ) ( ) TR IEH GlobalProtect SFBER HIP &
MDM E& , FFisEM — KB BT (UDID) Bk,
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GlobalProtect X £ MDM B & L# MDM ARG TEEEEBM , AR HIP AEB KR AR F
1T, BEME MDM BEBEHEEH T , GlobalProtect BRI 44 GlobalProtect BiE £ ik 2

# UDID, UDID B4 GlobalProtect AN sEME A MDM AERHNEBEHFEEILEA UDID &
Ao MREHRILERPBER UDID B |, SELEFER MDM 4, GlobalProtect BRI ASEL TN
UDID , EEEEARES,

M REEFAKZ Palo Alto Networks GlobalProtect #8% Connection Type ( E#REHE ) , HalE
VPN & E X 1E M AE AR 2 15 B A Vendor Keys ( IRRI €38 ) o 8 Key ( R5I# ) BREA mobile id
I # Value (€ ) XEA {DeviceUid},

Vendor Configurations

Vendor Keys

mobile_id {Devicelid}

MREFEHR R Custom ( BT ) #8588 Connection Type (E#HFEA ) | FE8iE VPN [RELEER
EFAEH ADD ( #7138 ) Custom Data ( BFJE#l ) . #§ Key ( &5I# ) 3REA mobile id W&

Value (1 ) F*E A {DeviceUid},
Custom Data
maobile_id {Devicelid} x

[0

STEP 7| SAVE & PUBLISH ( 7 MM ) BHWEE,

#EiA AirWatch & Windows 10 UWP % 2555 7 (6 A E B Eh & i 7B VPN #AAE

ERGHEFERN (REE ) VPN R  FREXEATERBERAERTEEEI L L GlobalProtect EfE. RE
EFERERBLENERE , &4 GlobalProtect B8 EFFERES EBHEEM ( IEEEMN IP ik ) WRE
FEEIB VPN BEE THRAEX,

> HHA AirWatch 4 54 GlobalProtect £ Windows % 259 [E ER L RER | SN EBEE
L Ky VPN {tfEm | #REE GlobalProtect AR XERE , WARER T 5 THEREPTRAHEEEA
VPN F&EHE,

BT S EEA AirWatch ¥ Windows 10 UWP % 2658 & 4 A Z F B = ik 7B VPN #HEE -

STEP 1| & Windows 10 UWP T & GlobalProtect EHE :

iEiB AirWatch %82 GlobalProtect {TEIFEAER..
#& Microsoft Store E#2 & GlobalProtect ERTE .

STEP 2 | & AirWatch E#Z2 & & IR A Windows 10 UWP R ERE S HiE — &,

1. JZH Devices ( #£{& ) > Profiles & Resources ( ;X EMEEIR ) > Profiles (
ADD ( #7118 ) #HEREE.
2. i#EE Windows £ A& & Iti#El Windows Phone fEA B EE,

ks
filt
i
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile

Select a platform to start:

£

[ 1
o
Android

BlackBerry 10

o

Chrome OS5 (Legacy)

I0S

Apple 05

)

Tizen

macOS

Apple macOS

Windows Rugged

tvOS

Apple vOS

Windows

Windows Phone

Windows Desktop

BlackBerry

AW
T
L L]
Android (Legacy)

CAMCEL
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Select Device Type

Windows Phone Windows Desktop

Application Contrel Assigned 2

Windows Licensing

STEP 3| §%EGeneral ( —fi% ) B :
1. MAREREMN Name ( B8 ) o

Windows 7

CANCEL

2. ( ) B A FRBAER E A A IR WY fS % Description ( iR ) .

3. ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR

4. ( ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE
B RFHHNBREEZEAEEY , SIZH Compliance ( 68t ) E—REAZEEREANKENS

B R R KR ER,

v

( ) 7 Managed By ( B2 ) # , GAFERERETEFTINABEFAE,
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6. ( ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BENUBUNESHE  REEHEVEBREREANREZ/ OS, Rindls. MEEER, A8
I%\E-%O

7. ( ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,

8. ( ) 208 Enable Scheduling and install only during selected time periods ( £ 1E1& & 1Y B R ER
AR ASIREZE )  BUERBBEYERE ( Devices ( #& ) > Profiles & Resources ( 3R EEEE
JR ) > Profiles Settings ( XERFRE ) > Time Schedules ( BFRIHERR ) ) ERRERRE , REITEIRE
FRERTEEMNERE, HBEIRRE | B Assigned Schedules ( 5REEE ) M B AR B,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4] ( ) MRIEM GlobalProtect BB EE M FiRn/BEHBE , 5T Credentials ( 533 ) FE :
EER AirWatch FRERAFIREHE :

1. #% Credential Source ( FRFEXRIR ) 82 E A User Certificate ( A EERE ) -
2. i#ZH! S/MIME Signing Certificate ( S/MIME &8 ) ( &%
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22 Add a New Windows Phone Profile X

© General
a, passcode Credentials

Restrictions
e Credential Source ‘ User Certificate v ‘

= Wi-Fi

a veN SIMIME * ‘ S/MIME Signing Certificate v

& Email
£2 Exchange ActiveSync
© Application Control
[2] Assigned Access

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software (i ) HERIBBIREFILEEEB,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .

224 GLOBALPROTECT BEE &R | THHEEER

© 2019 Palo Alto Networks, Inc.



22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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- FEEAEAEENEBREREEVMESR

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

N ‘ 8.1 +1 more

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. IEEREE , #E Authentication Type ( REBER ) LIS ERE —RERAEN S %,
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22 Add a New Windows Phone Profile

© General

4, Passcode VPN
® Restrictions Connection Info

= Wi-Fi

A VPN

& Email

Connection Name *

Connection Type *
£3 Exchange ActiveSync S
© Application Control

5 Assigned Access Advanced Connection Settings

@ Credentials Authentication

<> SCEP Authentication Type

% Windows Hello

>Windows Licensing Protacols
@3 Data Protection Credential Type
¢ Custom Settings

Simple Certificate Selection
Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) EE AFF GlobalProtect ATFEA&FRE , 5 ENABLE ( BUA ) MBI R R B A
Remember Credentials ( 52E585% ) -

6. ( ) 7 VPN 2R AI[EiHA , ADD NEW DEVICE WIDE VPN RULE ( ¥Ti8 & E£E A K VPN
RA) LUEIB VPN BEEEANERERBENRE. ELHRAFTZEARINR , BERE L5,
MREREFSIEENEFGRYS , H3EB VPN BERKH,

ZEiBR —T ADD NEW FILTER ( #TiE &R R4 ) R EAER|, HIRRREE | 58 A Filter
Type ( ERZEA ) T M Filter Value ( BFHEE ) -

VPN Traffic Rules
Per-App VPN Rules

@ ADD NEW PER-APP VPN RULE

Device Wide VPN Rules

7. BERRUBEEFEAREEERSE , FERAUEHAETTIRE
DISABLE ( £ ) AlwaysOn ( —ERRL ) . LR ENABLED ( ERMA ) , E2ERE—E
)8
+ DISABLE ( f£H ) VPN Lockdown ( VPN $57E ) . 1R Lt##{z ENABLED ( ERA ) , &
LEFE - ERBNREER , Y EEARXRERKEAMBFR. AirWatch K VPN
Lockdown ( VPN $53E ) E2#&7E GlobalProtect A O #8uk#EAE A X E#Y Enforce GlobalProtect for
Network Access ( 3 #3117 GlobalProtect H#R LA TR FE ) BIEFELL,
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Add a New Windows Phone Profile X

© General Policies
@, Passcode

Remember Credentials ENABLE DISABLE
© Restrictions

= WiFi Always On ENABLE DISABLE 10

A VPN

& Email VPN Lockdown ENABLE DISABLE p

54 Exchange ActiveSync
Trusted Network

10
© Application Control
(%] Assigned Access Split Tunnel ENABLE DISABLE 8.1only
W Credentials [1]
PN Bypass For Local ENABLE DISABLE 8.Tonly
4% Windows Hello

Trusted Network Detection ENABLE DISABLE 8.only
£ Windows Licensing
(@ Data Protection Connection Type Triggering v 8.1only
¢ Custom Settings

Idle Disconnection Time 2 Minutes v Windows Phone 8.1 GDR2

VPN On Demand
Allowed Apps
Allowed Networks

CANCEL
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STEP 6 | SAVE & PUBLISH ( & EME# ) BHNEE,
STEP 7 | ZEEGER BRI HERGERE S GlobalProtect , E#m¥E XML REY VPN :REE.

AN BEHRMUE XML RIB EAbRE , ERE LARES , BEEH VPN SRERANRE, W
Q REFEEED VPN RERRBERE , BALER XML FET8F |, H7E VPN RE
= EPEFRREXHBRHTHIR,

1. £ Devices ( #& ) > Profiles ( 5X7EH ) > List View (FERR ) , EREE IS BHITEHNRTE
EESWERERE , ARBINREEIMN </>XML, AirWatch 2B EEH XML B8R,

2. Export ( [EH ) BRERE , ARELREN N FHRERPITH,

3. 5 GlobalProtect #"#8 T 5|5 E :
ETE PluginPackageFamilyName BY LoclURI TTHHFEETH A !

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

E&REWN Data THF , BEHES :
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. BENEEREEEHNREE.

2. JR[E AirWatch 3i2ER Devices ( 2& ) > Profiles ( 32E#& ) > List View ( /FERER ) .

3. B3 (ZEEUAdAd ( #7138 ) > Add Profile ( #T#3&E#& ) > Windows > Windows Phone ( Windows F
) ) dwmE —EFMNERER.

4. JZH Custom Settings ( HFT5XE ) > Configure ( 327 ) , RAERER I HFEMNERE,

5. Save & Publish ( FM&E&EM ) BHEE,

STEP 8| E1B ¢ Devices ( & ) > Profiles ( XEH& ) > List View (JFEMR ) BEURKFER K A&
2EY More Actions ( Hfh &) ) > Deactivate (£ ) , KERRHKRERERE. AirWatch &%
EREBBEIFEAPEE,

STEP 9 | RIEAERE,

& Microsoft Intune % E & BRI FE VPN #HRE

Microsoft Intune BB EAURARVEEETHIRBNERTCETEHEEFE A, GlobalProtect EAER
21t Microsoft Intune TR EREABERNEREENHABNTERE BN EZLER. £ Android #Y
GlobalProtect fE AR 4B , ETHREN —BRENEREBLLBERNRIL , LEHITEREENE
B,

BRWAIEA Microsoft Intune B EE A EMBEBRHFE VPN BN EN , B2EUTES :
+ JEIB Microsoft Intune £ iOS ¥ BiE% E 5 F & B E)iR i ZEL VPN 78
%@ Microsoft Intune % i0S i BE5% E £ A & M E)E w77 VPN A58

ERWBFHN (REE ) VPN AR | FARAESEATHRBEARAERN TR I Z 2 GlobalProtect E#R, RA
EFEREMBLEILERE , KFS GlobalProtect FiE L FTRRESE EHEMRM ( ILEREM IP ik ) WRE
FEEB VPN BEETHREEE,

R T 5|58 A Microsoft Intune ¥ i0OS i 2555 & £ A & BB R i 7 VPN 4HAE :
STEP 1| & iOS T & GlobalProtect FERER.,

#EIB Microsoft Intune ZBE GlobalProtect {TEIFE AR .
#& App Store E# T # GlobalProtect ERER.,

STEP2| (1477 ) HREHHESETAERNBRNRE , H

il
G
lkﬂ UlJ
)Iall
il
;iT]‘_E
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/certificates-configure

STEP 3 | Z 3L #7 iOS VPN ERERE.
# Platform ( & ) BRE A iOS.

STEP 4| A& iOS W B ERFE (BIHFHL ) VPN &E,
# Connection type ( E#REH ) 5XE A Palo Alto Networks GlobalProtect,
EEE VPN R EE , A On-demand VPN ( 2 E VPN ) LIEREE VPN BB B TIREH
R A,
%R Mobilelron FRESAEMEIERFE VPN fHEE

Mobilelron EZBZ T UR P RIZH S EBTHRINEETHEEF A, GlobalProtect BRAERIEH
Mobilelron EHEREARIEHREENHF IBMTEIRE BN ZLER, FH Android B GlobalProtect
EARSER , TETHREN —BRENHRERZSERNEY , LB ITHHE LNRE,

BEWM{AIE A Mobilelron 527 £ & B BRI FZE VPN HEMNENR , F2BUTES :
+ 3%EiB Mobilelron & iOS i B65% & 1 & BB R w7 HL VPN A &8
#EiB Mobilelron % iOS i B 5% E £ A & B iR 7B VPN #HAE
ERFEFR (AFE ) VPNEREDR , FAESATFHRBEARERN TR IR L GlobalProtect B#R. RA
EFERERBLEERE , &4 GlobalProtect B8 EFFERES EEHERM ( INEREHN IP i ) WHRE
FEEB VPN BEHTHRBAEE,
EER T 55 B Mobilelron ¥ iOS Uit i 5% E £ F & B B R imFE VPN fH4E :
STEP 1| & iOS T & GlobalProtect FERE=,
+ EB Mobilelron #B& GlobalProtect {TENFEFAFER.
+ 1 App Store B T & GlobalProtect BRI,
STEP 2 | 1B BRI E , REBRRERHKE,

£ PAREE VPN HEHZZENBRNRE.

STEP 3| ¥R EE (EIm/FH ) VPN 458,
SR EFHAELES VPN On Demand ( REE VPN ) ,

STEP 4| &IOS FREREE VPN R E.
# Connection Type ( E#R¥EH ) FRE A Palo Alto Networks GlobalProtect , AR ITHEIFE,

Per-App VPN #H &
£ per-app VPN #AREdh |, B O] LUIE EWHEE E E A E X A3E1B GlobalProtect VPN BEEERE. KEEMN
FEREXNSEEEEERERERE , M3EEIB GlobalProtect VPN EE,
ARNAEASIENTEEBEEERMRRTE per-app VPN {HEMNET |, FSRLITXE -
« & AirWatch §%7E Per-App VPN #H#E
+ 3&iB Microsoft Intune % E Per-App VPN #H#E
- &I Mobilelron %7 Per-App VPN #H#E
#EiB Airwatch §%7E Per-App VPN #H5&

AirWatch ZE A AEP RIZE| A EBRTHIRBNEHETHEEF A, GlobalProtect BARENIR
fit AirWatch EETBRECENRZLER , AR BURRHEIEAEXEFR. EA Android Y
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https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-ios
https://docs.microsoft.com/en-us/intune/vpn-settings-ios#automatic-vpn-settings
https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Certificate_Configuration.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/Configurations.htm
http://mi.extendedhelp.mobileiron.com/49/all/en/desktop/VPN_On_Demand.htm

GlobalProtect fE AR £BIR , TETHREN —BMENHERZLBERARL , UHEBTBIRE LR
&,

BRAWAEA AirWatch 527 Per-App VPN #HRERVE R , FESBILLT 45 -

« IEB AirWatch A& iOS Ui BEE% E Per-App VPN #H&E

+ JEIB AirWatch & Android i 2i5%E Per-App VPN #H&E

+ iEIB AirWatch ¥ Windows 10 UWP % B5&8E Per-App VPN #H#E

#i@ AirWatch % iOS % 2555 E Per-App VPN #H&E

BRI LAEIB A AirWatch 58 7E GlobalProtect VPN 17HY , {8 R EBTEIRMAAA AT ERFE, £ per-

app VPN fREH | B LU EMEEEEAREATIES VPN BERHEEIRE, REENEARAKESR
EEER AR |, MIEER VPN BiE,

BB T SIS EBER AirWatch ¥ i0S Ui BiE% E Per-App VPN #HEE :
STEP 1| % iOS T & GlobalProtect FERTE :
« JEIB AirWatch %82 GlobalProtect {TEIFERTER..
+ f& App Store B T # GlobalProtect FEFAE,

STEP 2 | #& AirWatch E#ZE & & X3IRE Apple iOS FRER I HTE — &,

1. i#H Devices ( #£iE ) > Profiles & Resources ( ;X EMEEEER ) > Profiles ( FRERE ) , RE
ADD ( 118 ) #HEERE.
2. RRFEABEIERNIOS,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4

STEP 3 |

Add Profile

Select a platform to start:

10S

Android Apple i0s

BlackBerry 10

Chrome 05 (Legacy

Google Account

FXEGeneral ( —f% ) B¢ E :

1

2.
3.

. BAREREMN Name ( B )

F’%)O

s Rugged Windows

creen Layout Lo

Apple macOS Apple vOS BlackBerry

Android (Legacy)

CANCEL

( ) B A GR A ER EAE & M Description ( iR )
( ) i#2EY Deployment ( 8 ) 5 , CAERERE RS EICHEMKBEEBBR—ERE
Managed ( SEBE ) ( FREEHBE ) = Manual ( F8 ) (%

(RERRBLEEIW—REAER

( ) iZEY Assignment Type ( EREE ) LUAERERBNAIHE EmE. B Auto ( BE ) A45%

EEBBIEEFTARS , 2#E Optional (R ) EB—MEAEERBPNA O (SSP) RERE
B AFHRNBREEEM[BIRE , SER Compliance ( 85 ) E—MREAZEREANKRNE

B R R R ERE,
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5. ( ) IZEY Allow Removal ( AFFBER ) BURE — MR EFA BT BRERERE, 1BH Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
=,i#HY With Authorization ( ZiBRE ) BEXBEESREN —REAEEBRIRER, #E With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
B,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
FE R Excluded Groups ( HERRE¥AE ) {1y , BEW UM A ER LR ERIERP RN B EEHE,
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iOS Add a New Apple iOS Profile X

© General = -

@, Passcode General
Restrictions
© Name * ‘ ios-profile ‘
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new profile for I0S devices ‘

54 Exchange ActiveSync

B Notifications Deployment Managed -
I LDAP
Assignment Type (Ao -
calpav
Subscribed Calendars Allow Removal ‘ Always v ‘
[Z] CardDAV
Managed By | Palo Ao Neworks Inc |
% Web Clips
Credential: o
¥ Credentials Assigned Groups Al Devices (Palo Alto Networks Inc)
GHETE Start typing © add a group a

© Global HTTP Proxy

@ Content Filter

a . Excluded Groups * 2% Al Employee Owned Devices (Palo Alto Networks Inc.)
Managed Domains

Start typing to add a group a

@ Network Usage Rules

@ macos Server
[# Single Sign-On

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :

[ﬁ P per-app VPN {HEEHIEEE R BENRE.

N ERWBERAS IOS 12 | NREEEE IR A F ik BEH#IT GlobalProtect FH BB |
& GrEEE PR EEGE AL VDM AREEEN VPN B — 85, NEGE R
Hibm 2R E MDM ARSI A FinE % , Bl GlobalProtect ERRE S EEERRE

&,
o BEER AirWatch EAERIAF iR /EH :

1. #% Credential Source ( FRFEHKIR ) 82 E A User Certificate ( EHEERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%

iOS Add a New Apple iOS Profile

General
Tl Credentials

S Restricons Credential Source
= WiF
VPN S/MIME *
Email
£ Exchange ActiveSync
Notifications
LDAP
[ calpav

[£] Subscribed Calendars

CardDAV
26 Web Clips
¢» SCEP

User Certificate

SIMIME Signing Certificate

@ 0O

SAVE & PUBLISH CANCEL

- BEFHLHAFRERE

1. # Credential Source ( FRERIR ) FXE A Upload ( L& )

2. B A Credential Name ( R & ) o
3. #—T UPLOAD ( L& ) LAk ZIEE
4. BEURE®R , B—T SAVE (f#7F) .

o

N

EFENER.
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iOS Add a New Apple iOS Profile X

General
a, Passcode Credentials
® Restrictions _ _
- Credential Source Upload
= Wi-H
f VPN () Credential Name * cert_client_cert_5050 (2).p12
e Certificate Certificate Uploaded

£3 Exchange ActiveSync

- Pfx
Notifications Type
|l LDAP Valid From 2oty
[51] CalDAV Valid To 2/15/2027
(%] Subscribed Calendars
Thumbprint ADET12D11CD8Y3ECBFFFSAI3B0CF7D23F3D5ECS4

[=] CardDAV

26 Web Clips | CLEAR ‘

<5 SCEP . ® 0

SAVE & PUBLISH CANCEL

- BFEGRAAAEENBRREENCNESR
1. # Credential Source ( R RIR ) s¥E A Defined Certificate Authority ( EZH ERREE
)
2. BEUSEERBRHEN Certificate Authority ( BEREENMN ) .
3. REUBEREE I/ Certificate Template ( BFEEAR ) .

GLOBALPROTECT BB £i5r | TB#HEEE 239

© 2019 Palo Alto Networks, Inc.



iOS Add a New Apple iOS Profile

O General

@, Passcode

® Restrictions

= WiFi

& VPN

& Email

£3 Exchange ActiveSync
W Notifications

Il LDAP

[ calpav

% Subscribed Calendars
CardDAV

2% Web Clips

«> SCEP

© Global HTTP Proxy
Single App Mode

@ Content Filter

@ Managed Domains
(@ Network Usage Rules.

@ macos server
Accounts

[# Single Sign-On

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

[CHC]

(DA CANCEL
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )
2. JZEUARE Connection Type ( E#iRER )

« ¥ GlobalProtect AR 4.1.x RERMRA , F51EH Palo Alto Networks GlobalProtect.
¥ GlobalProtect EATEX 5.0 REHARAS , FHIEE Custom ( BFT )
3. ) WREH#E Connection Type ( EARFH ) FREA Custom ( BFT ) , FB1E Identifier ( &35!
5 ) BB A T SIS ID L& B GlobalProtect ERARER :

com.paloaltonetworks.globalprotect.vpn

Connection Info

Connection Name * VPN Configuration
Connection Type * Custom
dentifier com.paloaltonetworks.globalprotectvpn

4. £ Server ( fAlfRES ) Wz , B A EFH B ELRH GlobalProtect A O#EYE MR IP fizit,

( ) B A VPN Account ( 1RF ) AFBHIR—T#HE (+) RVLUBRETUIEAN X BERE,

6. ( ) 1£ Disconnect on idle ( FIERFHPENELR ) #1L , EEEAREXFLIES VPN BEBARE
%% 2% H GlobalProtect EARNMERE (#) .

7. XA Per App VPN Rules ( Per App VPN 2 8] ) LAi#iB GlobalProtect VPN BERHEESEEER
EXANFERE.
f# GlobalProtect Connect Automatically ( B B4R ) Z$EEHR) Safari Domains ( Safari #83 ) .
BAEBE — T #I8 (+) IR #7182 {8 Safari Domains ( Safari #83F ) .
« #H Provider Type ( (IEEEE ) EERETBETNEELSX—FTEEAER IP B,

v

Per-App VPN Rules L4
Connect Automatically L
Provider Type PacketTunnel
example.com o

8. EBMEESE , &FE & Authentication ( B85 ) 5 A E A Certificate ( BE ) -
zﬁ Ffi8 per-app VPN {AEMEZERBIRNERE,

9. HIBRIRRE , F5ZEE GlobalProtect #§ AR BT £ A1 &M Identity Certificate ( #5I & 2 &
& ) o ldentity Certificate ( 5 & 2 BE ) EIETE Credentials ( FBE ) FREPRENEBEME.

Authentication
User Authentication Certificate
dentity Certificate Certificate #1

Enable VPN On Demand

10. ( ) EEY Proxy B WETHBERE.
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STEP 6| (

) ( ) HNER B GlobalProtect B ER HIP £

MDM 2§ , FFisEM — £ BRI (UDID) B,

GlobalProtect X #8 MDM B & LAt MDM RIfRESEVSITEBIEEB M , AR HIP BEBH R BIEH
17, BEEME MDM BEBEHIEEHT , GlobalProtect FEFTE X %A M GlobalProtect BiiE £ IR ik 2

#9 UDID, UDID B GlobalProtect FEFAZ X AE#7E LA MDM RBER M IE F I FEA UDID &
Fo MEBEBREEPBER UDID B , BELZEFEHR MDM B4, GlobalProtect BRI GEEFN
UDID , EEEEARES,

MR EE AR R Palo Alto Networks GlobalProtect #33# Connection Type (E#R3EH ) | FHaid
VPN &E I 75 B #H AE (2 35 B Vendor Keys ( BB €88 ) o 1§ Key ( R5I# ) BRER mobile id
W #4 Value (B ) BXE A {DeviceUid},

Vendor Configurations

Vendor Keys

mobile_id {Devicellid}

MR EEABRZ Custom ( BT ) #E& Connection Type (EHRER ) |, F
EFEE ADD ( #7# ) Custom Data ( BFTEHR ) . # Key ( &5|8 ) 3%
Value ( & ) FRE% {DeviceUid}.

BITE VPN RR7E I & 47
FER mobile_id Y#§

Custom Data
mobile_id {Devicellid} x

[o=]

STEP 7 | SAVE & PUBLISH ( =M% ) BHNEE,

STEP 8| A EBENERARENRE per-app VPN RE , AR EZEEREARINRE.

REEAREXREMRA per-app VPN % |, BA I RTEARXEFEAEHE  YRAALEAERER
GlobalProtect VPN BEE%:FE,

1.

2.

iZEL APPS & BOOKS ( FEAAEXFE A ) > Applications ( AR ) > Native (R4 ) >

Public ( 2H ) .

EEFEERARELR , ZEADD APPLICATION ( #i8EARRN ). EEBUBREERARINERE , &£
NAEARIEE (BERR ) PRIEARR , KRR ENFISBEERANEES () BR.
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Applications v
web >

Access Policies

Logging >

Application Settings >
Books >
Orders >

All Apps & Books Settings &

Apps &Books > Applications

List View
Internal Public Purchased
Filters \o 'ADD APPLICATION
Icon Name
amazon 0pping made easy
jorks Inc.
-

10 Alto Networks Inc.

BECOHA¢

Apple i0s

Apple i0S

Windows Phone

Apple i0S

support v

Assign o

o
Vie o
°
View o

Items 1-50f 5
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3. £ Managed By ( #{E 2 ) #fy , BEUSEE L EARNNABEE,
4. # Platform ( & ) XE# Apple iOS.
5 ENEANSKRERREXNRE Source (RR )

+ SEARCH APP STORE ( #REARENAE/E ) — AEAENXHN Name ( B8 )

« ENTERURL ( A URL ) —A& It EEARENE A App Store URL ( 30 , EE#H 8 Box EAER ,
B A https:/itunes.apple.com/us/app/box-for-iphone-and-ipad/id290853822?mt=8&uo=4 )
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https://itunes.apple.com/us/app/box-for-iphone-and-ipad/id290853822?mt=8&uo=4

Add Application X

Managed By |Pa\n Alto Networks Inc. ‘
Platform* | Apple i0S v
Source SEARCH APP STORE

Name * |GIObaIPm[ec[ ‘
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6. #—T NEXT ( T—% ) o
WREEE T 7E App Store FIESERER , BEXNERESHERBFER Select (1EH ) EARER,

Search X

GlobalProtect Country  United States v

GlobalProtect GlobalProtect for i0S connects to a GlobalProtect gateway on a Palo Alto Networks | @ SELECT
next-generation firewall allowing mobile users t benefit from the protection of

enterprise security. The app automatically adapts to the end-user’s location and

connects the user to the optimal gateway in order to deliver the best performance

for all users and their traffic, without requiring any effort from the user. This allows

com.paloaltonetworks GlobalProtect Agent
Free
Category: Business

Current Version: 4.1.1

users to work safely and effectively at locations outside of the traditional office

7. EFBERARRXYE SRS | BEEAREHAREN Name ( B ) BB, B BSERE AirWatch FEFA
250 B &9,
8. ( ) EREARENEEAEZRR BT Categories ( | ) LAEMEFE Airwatch FEARER B &,

ﬂ Add Apphcatlon GlobalProtect

rks Inc. pplication ID: com.p

]
%]
=]

1)

Public | Managed By: Palo Alto Netwo

&
o
51
w
IS}

S INC Applicatio

Details Terms of Use SDK

x Name® | GlobalProtect @

View in App Store

UPLOAD

Categories Business (System) x

Start Typing to Select Category ...

Supported Models Pad ;\
Phone
Pod Touch

Size 10992 KB

Managed By Palo Alto Networks Inc

Rating 3

SAVE & ASSIGN CANCEL

9. SAVE & ASSIGN ( R ER ) fTEAE,
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10 RAEAENEE (BERR ) PREITENEAER,
11.4¢ Applications ( EFT2 ) > Details View ( FEHERRIR ) , R—TEEH LAM ASSIGN ( 15
) o
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upport v

Applications v > A0 S 5/5
Native
GlobalProtect
web >
Access Policies Detalls  Devices  Assignment  More v
Logging >
Application Settings >
Books >
Orders >
GlobalProtect
All Apps & Books Settings B /ew n App Store
* Created On 3/7/2018 at 6:46 PN ajasekar@paloaltonetworks.com
APFS B B00KS Modified On 7/6/2018 at 3:09 PM by gpce
Categories
= Is Paid? [

iPad , iPhone

Supported Models

< Size 0860 KB

Managed By (ERLT

Rating 0

© asour <
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12.52HY Assignments ( 35k ) , A% % — T ADD ASSIGNMENT ( #i835i% ) SAFEHS v = EUtL FE FH 72
AW EEFHAE,

1. ;{ESelect Assignment Groups ( ZEUEREE ) 86 , ENECEEREFIUHERAEANESH

2. i#EEY App Delivery Method ( ERIBREES L ) . MREIERAUTO (B ) , EARSHKEH
HEZTREWEEHHE, NRELEN ONDEMAND (REE) |, AINEFEHBEERARR.

3. # Managed Access ( B 17H ) BEXES ENABLED ( BERA ) . WBEBBIBECERANERE
RAl, BFERAELERERNFEER,

4. RIBEEREFERHRE,

Add ( #7318 ) #iEiR.

v
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GlobalProtect - Add Assignment

Select Assignment Groups #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Start typing to add a group

App Delivery Method * ON DEMAND @

Policies

Adaptive Management Level: Managed Access

0 ‘ Apply policies that give users access to apps based on administrative management of devices

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
Managed Access ENABLED pisasLep | (D
Remave On Unenroll DISABLED @

o Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device

r
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13. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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GlobalProtect - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded.

Exclusion #% All Corporate Dedicated Devices (Palo Alto Networks Inc.) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

14.SAVE & PUBLISH ( #7217 ) SREEHE RN ERFE.
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#EiB AirWatch & Android % 5% E Per-App VPN #HAE

BRI LUEB A AirWatch 327 GlobalProtect VPN ZE , B ERTENIREBA R EREFR. £ per-
app VPN #HEER | & T] LUIE E HHME E B E 230 7T 3%E18 GlobalProtect VPN BEEXRE. KEENERE
S B B , T3EEIB GlobalProtect VPN &i&

BB T 5|SERER AirWatch ¥ Android % Zi5%E Per-App VPN #HEE :
STEP 1| & Android T # GlobalProtect FEAE= :
« BB AirWatch £ GlobalProtect {TENFEATER..
« & Google Play E#% T & GlobalProtect AR,

STEP 2| §& AirWatch 2 &€ IR A Android FREEHH#E —1fE.

1. i#H Devices ( #iE ) > Profiles & Resources ( ;X EREEEER ) > Profiles ( FRERE ) , A&
ADD ( #7118 ) #FWERER.
2. #tF &EEIEE Android (Legacy) ( Android ( AR ) ) o
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https://play.google.com/store/apps/details?id=com.paloaltonetworks.globalprotect

Add Profile X

Select a platform to start:
Android Apple i05 Apple macOS Apple vO5 BlackBerry
]

LA
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

Chrome OS (Legacy)

CAMCEL

ks

STEP 3| Bk EEGeneral ( —fi% ) 82E :

1. AREREMN Name ( B )

2. ( ) B A FRBAER E A A IR WY fS % Description ( #ik ) .

3. ) iZEY Profile Scope ( sk E#£%IE ) , Production ( £ ). Staging ( ¥{% ) = Both ( =&

E)o

4. ( ) iEY Assignment Type ( IEREE ) LURERER AT EE HE, #E Auto ( BE ) #55%
EREBBHNEZFEHE , #E Optional (EA ) EB—MREAFELBBIX A DML (SSP) RERTE
B, RFHBEBREEZEIRE , RiZE Compliance (6% ) E—REAZEEREANFENSE
Rt BRI B R ERE.
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5. ( ) IZEY Allow Removal ( AFFBER ) BURE — MR EFA BT BRERERE, 1BH Always ( —
#)B-REABEEEMRFRFBBREER |, BE Never (87T ) BHIL—REAEBRERERE
=,i#HY With Authorization ( ZiBRE ) BEXBEESREN —REAEEBRIRER, #E With
Authorization ( EBE#E ) BN ELENER.

6. ( ) 7 Managed By ( B2 ) #L , G AFEREREEFTINABRAE.

7. ( ) 7 Assigned Groups ( $8REVEHE ) L , FIEEFEMEREENEEHE, LtBuIE
BENBUHEERE  REEHETVEBREREARS/ OS, RIiEEN. HERER, A8
%,

8. ( ) RAERBFEITEEM Exclusions ( HEBR ) EHBRERNER. MR EHYes () , &
P~ Excluded Groups ( HERRE¥AE ) W4 , AT LUEENS SRR ER B R HEBRMN S EEE,
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@ Add a New Android Profile X

© General -

@, Passcode General
Restrictions
© Name * | androia-profile |
= WiFi
& PN Version 1
Email Settin:
L] & Description new profile for Android devicas

54 Exchange ActiveSync

€ Application Control Profile Scope ‘ Production .
2% Bookmarks

Assignment Type ‘ Auto -
W Credentials
[ Launcher Allow Removal ‘ Always v
© Global Proxy

Managed By ‘ Palo Alto Networks Inc. ‘
[# Date/Time

Sound -

B Assigned Groups #% All Employee Owned Devices (Palo Alto Networks Inc.y
i Firewall Start typing to add a group a
[ Display
£ Advanced Exclusions NO YES
#¢ Custom Settings

Additional Assignment Criteria (] Install only on devices inside selected areas

[ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :
[ﬁ FiE per-app VPN BRI EEE N BENERE.
« FEEMR AirWatch ERERIAFIREHE ;

1. #% Credential Source ( FREHIR ) 82 E A User Certificate ( EAERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%
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i Add a New Android Profile

© General

@, passcode

© Restrictions

= WiFi

£ VPN )
& Email Settings

£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

Credentials
Credential Source

SIMIME *

‘ User Certificate

‘ S/MIME Signing Certificate

® 0
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FEFHLEAFREE .

1. # Credential Source ( F2FE KR ) FREA Upload ( L& ) .
2. ® A Credential Name ( RE & )

3. #&—"TF UPLOAD ( L# ) UK EIW;ZEEE F #HWEH.
4. BEURE®R , H— T SAVE (&7 ).
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Add a New Android Profile X

© General
O\t Credentials
SlE=wcues Credential Source Upload v
= WiF
ﬂ VPN a Credential Name * cert_client_cert_5050 (2).p12
& Emall Settings Cerificate * Certificate Uploaded
£ Exchange ActiveSync
Pfx
© Application Control Type
3% Bookmarks Valid From 21712017
W Credentials - [

[ Launcher
Thumbprint ADE712D11CD893ECBFFF5A93B0CF7D23F3D5EC54
© Global Proxy

% Date/Time
) Sound

irewall

DDisplay
2 Advanced

/< Custom Settings

® 0
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- EEFAELAERNRIREEMMEA
1. # Credential Source ( FRERIR ) FXE A Defined Certificate Authority ( EZH BHRIREE
),
2. BEUERERBBHEN Certificate Authority ( BEREEN ) .
3. BEUBEREE I/ Certificate Template ( BFEEAR ) .
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i Add a New Android Profile

© General

@, passcode

© Restrictions

= WiFi

£ VPN )
& Email Settings

£4 Exchange ActiveSync
© Application Control
24 Bookmarks

[ Launcher

© Global Proxy

[3 DatesTime

«)) Sound

= Firewall

[ Display

& Advanced

/< Custom Settings

Credentials
Credential Source
Certificate Authority *

Certificate Template *

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

® 0
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STEP 5| %% VPN XE :

1.

##8kE Connection Type ( E#RFEH ) 3XE A GlobalProtect,

2. M AEREE M Connection Name ( BEEEHE )
3.
4. BRF Per-App VPN Rules ( Per-App VPN %8| ) LU&i8 GlobalProtect VPN BERHEXZEEEH

£ Server ( fAIARES ) #1L , T A GE A EFERH GlobalProtect A OB FH#SR IP ft,

EXAWFERE.
ERFE , #% User Authentication ( EHBRF ) HEFREH Certificate ( BFE ) o

£ FiE per-app VPN AREHEZE N BENERE.
& A VPN RS User name ( EAE R ) RIZ— T8 (+) RAUBBRETURB AN EERE.

HIRIBREF , F5IEE GlobalProtect #§ AR B £ &M Identity Certificate ( 51 & 2 &
) o Identity Certificate ( 5| & 7 /BFE ) EAETE Credentials ( 25 ) REPRENRHEMERE.
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@ Add a New Android Profile X

© General AllVPN Options Below Are Supported By: | All Android Devices

o, passcoce VPN

© Restrictions
Connection Info

= Wi-A

+ v
Connection Type | GlobalProtect

% Email Settings

Connection Name * | VPN Configuration ‘

£2 Exchange Activesync

© Application Control Server = | gp-paloaltenemworks.com ‘

> Bookmarks

Per-App VPN Rules Android 44+
W Credentials (1)
Authentication
[ Launcher
© Global Proxy User Authentication |(emﬁ(a(e v
[f Date/Time User name | support *
«)) Sound
=& Firewall Identity Certificate | Certificate #1 v
[ Display
£ Advanced
¢ Custom Settings

CANCEL
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STEP 6 | SAVE & PUBLISH ( & EME# ) BHNEE,

STEP7 | A#EBWERARENRE per-app VPN RE , AR EZEERARINRE,

REEARKREMMA per-app VPN # |, AR TEARXZECHERE , YA LEAERER
GlobalProtect VPN BB EiX £,
1. ;ZH APPS & BOOKS ( FEREXNME A& ) > Applications ( EFAERX ) > Native ( R4E ) >
Public ( 2H ) .
2. ZEEFEERTER , #EADD APPLICATION ( #i8EAER ) . EEXXBREEARIMNERE , £
NREREREE (FERR ) PRIEARK  ABEZNIEDEDERANGEE (7)) BF.
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upport v

Applications ~ Apps &Books 3 Applications
BT i view .x
» web >
. internal  Public  Purchased
e Access Policies
Logeing > Filters \o ADD APPLICATION n List
Application Settings 4 icon Name ns Status
8ooks >
y amazon pping made easy
Orders 4 rks Inc Apple i0S Assign o
7 e
All Apps & Books Settings B
* Palo Alto Networks Inc. Android o
APPS & BOOKS e
Apple i0S Vie o
-
=
B Windows Phone o
P
Apple i0S View °
rd
Items 1-50f 5 Page Size:[50 v
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3. £ Managed By ( #{E 2 ) #fy , BEUSEE L EARNNABEE,
4. # Platform ( ¥#& ) 3%E# Android,
5 ENEANSKRERREXNRE Source (RR )

« SEARCHAPPSTORE ( #ZERAEXHE/E ) — M AEAREXH Name ( BB ) .

« ENTERURL ( 81 A URL ) —ALLFEATREE A Google Play URL ( #l70 , & ZE 4R % URL # 3 Box
ERRER , WA https:/play.google.com/store/apps/details?id=com.box.android ) »
IMPORT FROM PLAY ( ## PLAY [E A ) —# Google Play [E A\ R EREARER.
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https://play.google.com/store/apps/details?id=com.box.android

Add Application

6. B—TNEXT ( T—% ),

Managed By

Platform *

Source

Name *

Palo Alto Networks Inc.

Android A
SEARCH APP STORE ENTER URL IMPORT FROM PLAY
Box

NEXT CANCEL
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MRBEEZETES Google Play , BE—THESERFEFNWEARSE TR, WRENL T RZE
WERARESR , &2 APPROVE ( %4 ) ERAER. ERAEALIBRER , SELECT (iBH ) LWERRE
o
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Add Application

B GooglePlay  searn [ a |
A <
APPSsS
Box Debug(Do Not Us= BoxSync - Autasy Dropbax BOX Evolution - \ Move the Box
Box Box MetaCtrl Dropbox, Inc. PIXELCUBE STUDIOS Ir Exponenta
L2 2 3 e L2222 drd iy * i i
ARD® -.'_ -,-
2
MEB©P
Box BOX
ARD-ZDF-Box XXL Box Secure C M-BOX Heart Box - Phys MechBox: The Ult Online Radio Box -
ARDBOX XXL Cloud, Inc. adp Gauselmann Gmbk RAD BROTHERS OGUREC APPS Final Level
ok L2 2 3 L2 2 2] o e e 12 2.2 3 1222 8
CANCEL
= 4=
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Add Application

&« Search

Stay pradustive with
Bon far Android

wher

Box
Box - July 31,2018 - L 3 Everyone
Business

SELECT UNAPPROVE

figuration.

APPROVAL PREFERENCES

lable in certain countries.

Shars and collaborate.
with others

Work with your files whils
online or offine

o oll your work
comes together

poOQOO

CANCEL
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WMREIREFE T 1€ Google Play EAEARR , BRZENATEARNEERENEARER , AkiR
—T Import (B ), MREBREFEPEIZXEARR , BIZEMN Android for Work B2 B %K
AEX,

Import from Play X
vd
v Box com.box.android
GlobalProtect-Android com _paloaltonetworks.globalprotect

7. ROAEARENFE (BERKR ) PREGTENERER.
8. 1% Applications ( EF#E ) > Details View ( FIER®RT ) , Z—TEZBHLAM ASSIGN ( 15

771"2)0
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upport v

Applications v s

Native
e Web >

Access Policies Details Devices Assignment More v
Logging >
Application Settings >

8ooks >

Orders >

All Apps & Books Settings @

* Created On 6/19/2018 at 410 PM by support
Modified On 6/19/2018 at 4:10 PM by support

Is Paid? No
= Supported Models Android
i

Managed By Palo Alto Nesworks Inc.

[N Rating o

© asour <
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9. iZH! Assignments ( 38k ) , A% —T ADD ASSIGNMENT ( #1i815iR ) AF @i =AUt EARE

AW EEFHAE,
1. 7 Select Assignment Groups ( EEUEREHE ) WL , EMEREREFRHEAEXNEER
.

2. i#EEY App Delivery Method ( ERIBREES L ) . MREIERAUTO (B ) , EARSHKEH
HEZTREWEEHHE, NRELEN ONDEMAND (REE) |, AINEFEHBEERARR.

3. # Managed Access ( B 17H ) BEXES ENABLED ( BERA ) . WBEBBIBECERANERE
RAl, BFERAELERERNFEER,

4. RIBEEREFERHRE,

Add ( #7318 ) #iEiR.

v
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Box - Add Assignment

Select Assignment Groups

App Delivery Method *

#% Al Devices (Palo Alto Networks Inc.)

Start typing to add a group

AUTO ON DEMAND ®

Policies

\ 4
o¥
O

Managed Access

App Tunneling

Adaptive Management Level: Managed Access

Apply policies that give users access to apps based on administrative management of devices

Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device.

To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired

device types
CONFIGURE
ENABLED pisasLep | @D
ENABLED DisABLED O] Andreid 5.0+

ADD CANCEL
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10. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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Box - Update Assignment X

Assignments Exclusions

The assignment groups excluded from an assignment will not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #* All Employee Owned Devices (Palo Alto Networks Inc) x

Start typing to add a group a

SAVE & PUBLISH CANCEL

11.SAVE & PUBLISH ( #7317 ) SREZ ISR E S81E,
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#EiB AirWatch ¥ Windows 10 UWP % 2158 E Per-App VPN #HAE

BRI LUEB A AirWatch 327 GlobalProtect VPN ZE , B ERTENIREBA R EREFR. £ per-
app VPN fHREr | A LUEE WEEEEFAE X 1iER GlobalProtect VPN BEMEERE, REENWEARE
NGB EE EE R R | MIEIEIR GlobalProtect VPN i,

> HH AirWatch 4 5 4 GlobalProtect #£4 Windows 3% 25 #9 [E B R (L RERT | N EREE
K VPN {itfERS |, #m%E GlobalProtect R RNEE , WRE T I TERBFTIRAGHEREA
VPN B,

BB T AL EBER AirWatch 3 Windows 10 UWP i Bi5% E Per-App VPN #HEE :
STEP 1| & Windows 10 UWP T & GlobalProtect FEFRE :
« BB AirWatch #F2 GlobalProtect {TENFERATER..
+ % Microsoft Store B3 T # GlobalProtect FEFAE,

STEP 2 | #& AirWatch £ A& %R A Windows 10 UWP R EE T 18 — 1@,
1. i#H Devices ( #iE ) > Profiles & Resources ( X EEEEER ) > Profiles (
ADD ( 118 ) #HEERE.
2. EE Windows £ % ¥ & I0i#El Windows Phone fEA# B HE,

&) A&

k3
Fit
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https://www.microsoft.com/en-us/p/globalprotect/9nblggh6bzl3

Add Profile X

Select a platform to start:

s

- iOS macOS  tvOS ===

e
Android Apple 05 Apple macOS Apple vOS BlackBerry
P -%
: 3 N
- ol | ul ve
BlackBerry 10 Tizen Windows Rugged Windows Android (Legacy)

windows Phone Windows Desktop

: Windows 7

Chrome OS5 (Legacy)

CAMCEL

GLOBALPROTECT BB £i5R | TOREEE 279

© 2019 Palo Alto Networks, Inc.



Select Device Type X

Windows Phone Windows Desktop Windows 7

Passcode Restrictions
WI-FI VPN
Emall

Application Contrel
Credentials SCE
windows Hello Windows Licensing

Custom Settings

CANCEL

STEP 3| §%EGeneral ( —fi% ) B :

B AGREREN Name ( B8 ) -
( ) B A GR AR E A A& Y % Description ( iR ) .
« ( ) #& Deployment ( 288 ) 534X E S Managed ( FEE ) WERERTHCHEME 2B BKR
. ) iEZEY Assignment Type ( EER ) LURERERNANEEHE, ZE Auto ( BE ) #5%
EREBHBBEFMB RS , B Optional (#A ) E—MRMEAFEXLBBHRA OB (SSP) ZERE
B RFHHNBREEZEAEEY , SIZH Compliance ( 68t ) E—REAZEEREANKENS
R R BRI B ERE,
( ) £ Managed By ( #{E2 ) #i{ , M ABEREEEEFINHEBEE
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< ) 7 Assigned Groups ( $EREVEEE ) WL , FTEEFEFEREENEEHE, tRLIE
BEUEBIYNEEHE  XEERETEBRAKRERANE/ OS, RIBENE, WARER. A
%,

N ) RANEREFLEITEME Exclusions ( HEfR ) ZEEREEMNIER. R ERYes () , &
FE'~ Excluded Groups ( HERRE¥AE ) MINL , BEALUEENS SRR ER B R P HEBRI S EEE,
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Add a New Windows Phone Profile

@, Passcode General
Restrictions
© Name * ‘ windows-10-uwp-profile |
= Wi-Fi
A VPN Version 1
& Email
Description ‘ new Windows 10 UWP profile |
£3 Exchange ActiveSync
© Application Control Deployment \ Managed -
(=] Assigned Access
Assignment Type ‘ Optional - |
W Credentials
«» SCEP Managed By ‘ Palo Alto Networks Inc. |

% Windows Hello

Assigned Groups 3% All Corporate Shared Devices (Palo Alto Networks Inc.)

£ Windows Licensing

Start typing to add a group

@ Data Protection

#¢ Custom Settings

Exclusions NO
VIEW DEVICE ASSIGNMENT
Additional Assignment Criteria [ Enable Scheduling and install only during selected time periods

CANCEL
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STEP 4 | 5% Credentials ( 325% ) R :
[ﬁ FiE per-app VPN BRI EEE N BENERE.
« FEEMR AirWatch ERERIAFIREHE ;

1. #% Credential Source ( FREHIR ) 82 E A User Certificate ( EAERE ) -
2. J&HY S/MIME Signing Certificate ( S/MIME £ Z&8% ) ( 8%
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22 Add a New Windows Phone Profile

© General
O\t Credentials

© RS Credential Source User Certificate

= Wi-Fi

Iﬂ VPN SIMIME * S/MIME Signing Certificate
& Email

£3 Exchange ActiveSync
© Application Control
2] Assigned Access

redentials (0]

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

= Custom Settings

® 0
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EEFHLHAPRERE :
1. # Credential Source ( FRERIR ) FRE A Upload ( L& ) .
2. ® A Credential Name ( RE & )
3. #—T UPLOAD ( L& ) UK B 1ZEEE L HHEHE.
4. BREUBRR®R , —T SAVE (&7 ) -
5. EMERERTFRINELIRM Key Location ( IRMUE )
TPM Required (TPM ER ) —EEENFAEELREFLE LR, UREENTFAEEER
BHEFRTA , IEBELEIEDIR,
TPM If Present ( Z1RFE TPM ) — MR EHH LA , EEENTFAEALRE TSR,
MRAEENTFEEETRELTTA , AEESRERFERERBED,
+ Software ( 8 ) —HRGHBHREEFLZLE,
« Passport ( BITH ) —fEELBEEL8Z Microsoft Passport, ZEFAMIRE K S EAERIE LR
g AirWatch Protection Agent,
6. 1§ Certificate store ( BEFHIE ) FE A Personal (A ) .
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22 Add a New Windows Phone Profile X

® General
O\t Credentials
SlE=wcues Credential Source ‘Up\nad v ‘
S WLH
aveN Credential Name * ‘ test +
Email
a Certficate *
£3 Exchange ActiveSync
o — Key Location [ TPM Requirea . 10
[ Assigned Access Certificate Store ‘ Personal - 8.1/ +1 more
W Credentials
<« SCEP

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation
% Windows Hello

/>Windows Licensing
@ Data Protection

¢ Custom Settings

® 0

SAVE & PUBLISH [IRSAUTSN
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FEMAALERNBERBEMNEL

1.

w

# Credential Source ( FRRERIR ) FXE A Defined Certificate Authority ( EEH BHRIREE

),

BEUREEEEEREN Certificate Authority ( BEREEN ) .

BEUREREENH Certificate Template ( REEH AR )

BREEEREREILZ SN Key Location ( £BVE )

« TPMRequired (TPM EXR ) EEENTEEHELFEFLEZER. WREENEAEAER
LEFRTA, IRERENZTEE,
TPMIf Present ( SR FHE TPM ) — IR ERF LA , EEENTFARELRFLEER,
MRAEENFEEEERE LTI , AEESRERFERERBED.

+ Software ( Bif8 ) RS KBEHHEFILESR,

+ Passport ( BITH ) —fE B SI®E Microsoft Passport, ZEEFAMIRE , X BERE LR
# AirWatch Protection Agent,

# Certificate store ( BEFHIE ) XE A Personal (BA ) .
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22 Add a New Windows Phone Profile

© General

@, Passcode

© Restrictions

= WiFi

A veN

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access
<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Credentials
Credential Source
Certificate Authority *
Certificate Template *
Key Location

Certificate Store

On Windows Phone 8, personal certificates will be delivered to AirWatch MDM Agent and will require the end user to complete installation

‘ Defined Certificate Authority

‘ SE_LABCA

‘ AW_User_Template

‘TPM Required

‘ Personal

8.1 +1 more

® 0

SAVE & PUBLISH [IRSAUTSN
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STEP 5| %% VPN E%7E :
1. 8 A Eix B R Connection Name ( E#EEHE )

2. EEVENR Connection Type ( E#REE ) LR ( TiEE IKEV2, L2TP,. PPTP T Automatic ( B
g ) , BBH%E GlobalProtect VPN R EREFTFENHBRRERE ) o

N RAERENERER , BA AirWatch 45k 4§ GlobalProtect %l Windows 3 25#9 I =
ERHER,

3. 1& Server ( fAIARER ) WL , B AL EELRA GlobalProtect A QMG MK IP it
4. EREEE  BIHEREEHN Authentication Type ( BRFBER ) LIS ERFE —REA BN 1,

zﬁ P& per-app VPN {AREHFERE RN BENRE.
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22 Add a New Windows Phone Profile

© General
@, Passcode

© Restrictions

= WiFi

& Email

£2 Exchange ActiveSync
© Application Control
(%] Assigned Access

W Credentials

<> SCEP

% Windows Hello
/>Windows Licensing
@ Data Protection

¢ Custom Settings

Connection Info

Connection Name *

Connection Type *

Server *

Advanced Connection Settings

Authentication

Authentication Type

Protacols

Credential Type

Simple Certificate Selection

Custom Configuration

Custom Configuration

VPN Traffic Rules
Per-App VPN Rules

‘\IPN Configuration ‘

‘ Junos Pulse v

‘ gp.paloaltonetworks.com ‘

=]
‘EAP M ‘
‘EAPVTLSmeart(ard or Certificate) M ‘
‘Use Certificate - ‘
=]

X

8.1only

©

SAVE & PUBLISH [IRSAUTSN
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5. ( ) BHEAFF GlobalProtect &7 £ A& FE , 7 ENABLE ( BA ) tEBEUAERAEERA
Remember Credentials ( 52E585% ) -

6. £ VPN RE# BI[EE A , ADD NEW PER-APP VPN RULE ( #7i8 PER-APP VPN #£ 8] ) |, B EM
EIRERRER (BER exe B8R ) I EEARN (B B Microsoft Store TH ) #EER A,

1. ( ) BUA VPN On Demand ( & E VPN ) BL 25T GlobalProtect iR EEFA BB R E B
B,

2. iEHY Routing Policy ( BBH/REI ) MIEEREER VPN BEEXEAEINRE.

3. ) FXE4FE VPN Traffic Filters ( VPN REEHEEMG ) , REERFASEEENISE L %A
(40P frut FIERER ) B %R VPN BERAEARNRE.

EiRiZ—T ADD NEW FILTER ( #i8EHEEM ) REFTGLLE AR, HIRBRE , BB A Filter
Name ( EFZE4E ) FYEM Filter Value ( 852(H ) .

VPN Traffic Rules
Per-App VPN Rules

App Identifie Enter App Name Q App PEN x®
VPN On Demand "
Routing Policy Allow Direct Access to External Resources
VPN Traffic Filters w]
I t x
© »~oD FILT
@ ADD NEW PER-APP VPN RULE ‘
Device Wide VPN Rules
© ADD NEW DEVICE WIDE VPN RULE

STEP 6 | SAVE & PUBLISH ( &7 MM ) BWEE,

STEP7 | AFEEN AR NRE per-app VPN RE , SN REZERRARINRE,

BREERBENREMEA per-app VPN & |, B BRTEAEXNEFRHEHA  YRANREREXNSEBR
GlobalProtect VPN BEEZXE R E.
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1. JZH APPS & BOOKS ( FEFEXME A ) > Applications ( EARER ) > Native ( R4 ) >
Public ( 2F ),

2. EEFEERARER , #ELADD APPLICATION ( #1BERARER ) . EEBNREEABRINRE , &
NAERAEXNBFETHRIEARR , RABENFIZBEDIERANGRE (4/) BR.

3. £ Managed By ( #{& 2 ) {1 , BEUSEE L EARNNABEE,

4. # Platform ( ¥ & ) E A Windows Phone,

5 ENEANRSKREREXNRE Source ( RIR )

« SEARCH APP STORE ( #XREAERXEE ) — M AEARXM Name ( B8 ) -

« ENTERURL ( # A URL ) —A Lt FEATEE A Microsoft Store URL ( filtn , HERIR
URL # 5 Dropbox {TEIEEARRER , 8 A https:/www.microsoft.com/en-us/p/dropbox-
mobile/9wzdncrfiOpk )
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https://www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfj0pk
https://www.microsoft.com/en-us/p/dropbox-mobile/9wzdncrfj0pk

Add Application X

Managed By ‘ Palo Alto Networks Inc. |
Platform * ‘ Windows Phone v
Source SEARCH APP STORE

Name* ‘Drupbox |

NEXT CANCEL
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6. B—TNEXT (T—% ),

W RZIRE T £ Microsoft Store HiESEARES | B4 BRESERBED SELECT (EH ) EATRE
Ro
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Search

>
S

Dropbox

47653400 3457 4342 01 1307612126857
Free

Category: tools + productiv
Current Version: 1.2.0.0

FileBox
Sober256-coet
Free

Category: tools + productiv
Current Version: 2.3.3.1

3000571 26228673

Survivalcraft
a2
Free

Caregory: games
Current Version: 1.26.6.0

203.6076-4240-2873-T&T3T9325671

HD Scanner

a7iot691

304710 8c4210350002971
Category: tools + productiv

Current Version: 1.6.0.0

Metro File Manager
5239268624 4725.517-21 0080 s
Free

Dropbox lets you bring your photos, docs, and videos anywhere and share them easily. Access any
file you save to your Dropbox from all of your computers, phones, tablets, and on the web. With
Dropbox you'll always have your important memories and work with you. Features: « Access your
photos, docs, and videos from any device - 2 GB of free space when you sign up - Share even your
biggest files with a simple link — no more attachments! « Add files 1o your “Faverites” for fast,
offiine viewing U

An unoffical Dropbox client for Windows Phone. Features: 1. View, move, copy, delete files in user's
Dropbox. 2. Upload images form your phone to Dropbox. 3. Open & Download images in user's
Dropbox. 4. Download documents in user’s Dropbox. 5. View account information and get referral
link. 6. Upload images by sharing from picture hub. 7. Get share link of a file. 8. View file
information. 9. Pin favorite file to Start Screen. 10.Search files in Dropbox. 11.Security Passcode.
Live Tile: Number

You are marooned on the shores of an infinite blocky world. Explore, mine resources, craft tools
and weapons, make traps and grow plants. Tailor clothes and hunt animals for food and resources.
Build a shelter to survive cold nights and share your worlds online. Ride horses or camels and herd
cattle. Blast your way through the rock with explosives. Build complex electric devices. Possibilities
are infinite in this long-running sandbox survival and construction game series. This is the twenty
se

Turn you phone into portable seanner for documents, receipts, business cards, etc. Email scanned
PDFs or upload them to SkyDrive, Dropbox or Google Docs.HD scanner is designed with strong
belief that image quality and processing speed are essential for excellent document scanning
experience. ftis the only scanner app on the marketplace that can take high resolution scans. Stil,
itis optimized to get maximum from the hardware and is faster than other apps although they
work in lower resolution

#1 File Manager in the Windows Phone Store trusted by millions of users. Manage files on your
Phone, SD Card, Network Share, FTP, OneDrive, GDrive, DropBox, Bex and WebDAV with the most
professional, fas, fluid and elegant File Manager. The original Metro style File Manager that

dropbox

Country | United States -

CANCEL
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7. EFEEAREREE ARG , FRAEARER Name ( 88 ) R, WEBISERE AirWatch FEA
BB &+,
8. ( ) EREAEXNEFLEEZREE] Categories ( il ) LAEMFE Airwatch EARER B &,
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E Add Application - Dropbox

Public | Managed By: Palo Alto N

ks Inc Application 1D: 47e5340d-945f-494e-b113-b16121aeb8f8

Details

x Name® |Dropbox @

View in Microsoft Store

UPLOAD

Categories Business (System) x
Start Typing to Select Category ... (‘_;‘
Supported Models Windows Phone 8 0]

Windows Phone 10

Managed By Palo Alto Networks Inc
Rating 4
Comments

SAVE & ASSIGN CANCEL

9. SAVE & ASSIGN ( #FitiER ) HTEARER,
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10.EEFMIEREFEHBLAF , IZE Assignments ( 5k ) , A% 1L —T ADD ASSIGNMENT ( #i8#5
) ARt EAEXNEEEE,

Dropbox - Update Assignment X

Assignments Exclusions

Devices will receive application based on the below configuration.
In the case where devices belong to multiple groups, they will receive policies from the grouping with highest priority (0 being highest priority).

&) ADD ASSIGNMENT

Name Priority App Delivery Method

No Records Found

SAVE & PUBLISH CANCEL
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1. 7 Select Assignment Groups ( EEUEREHE ) WL , ENEVEREFRHEARXNEES

.
2. JZH App Delivery Method ( ERRREIESZ ) . WREERAUTO (BEE ) , EAEKEH
HEZEENEEHE, MELZEONDEMAND (REE) | AIXEFHHBEARER.

3. Add ( #i¥ ) #igiR.
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Dropbox - Add Assignment

% All Corporate Dedicated Devices (Palo Alto Networks Inc.) 3¢
Q

Select Assignment Groups

Start typing to add a group

App Delivery Method * | AUTO ON DEMAND @

Adaptive Management Level: OpEl‘I Access

Apply policies that give users open access to apps with minimal administrative management.

(%

A Would you like to enable Data Loss Prevention (DLP)?
DLP policies provide controlled exchange of data between managed and unmanaged applications on the device
To prevent data loss on this application, make it "Managed Access" and create "Restriction” profile policies for desired device

ypes
CONFIGURE
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11. ( ) EEHRELEEFENEREXFZEER , & Exclusions ( #iBR ) , ARBIEEE
# Exclusion ( #EBR ) WAIBERRAE EEHE,
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Dropbox - Update Assighment X

Assignments Exclusions

The assignment groups excluded from an assignmentwill not receive the application. If you are adding an exclusion after publishing the app to devices, the app will be
removed from devices that are being excluded

Exclusion #% All Corporate Shared Devices [Palo Alto Networks Inc.) 4

Start typing to add a group a

SAVE & PUBLISH CANCEL

12.SAVE & PUBLISH ( #7317 ) SREE ISR E S8 14E,
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STEP 8 | BEEMEERERMERERIRTES GlobalProtect , F54miE XML WK VPN SR ERE,

N EBRMUR XML AN EBIER | EAELARE  REIAN VPN RERANRE, 0
() RemsrmEs VPN REREBERE , STLER XML SET8E , S VPN B2
S ENERRELERATLSE.

1. 7£ Devices ( #£i& ) > Profiles ( FX7EH ) > List View (BE®E ) , BEEBECH T BPFIBHERE
%%E’yﬁ\ﬁ*&iﬂ ARBIZRURBIEERA </>XML. AirWatch ﬁﬂﬁﬁ;ﬁ@f;m XML #4%.

2. Export ( [EH ) REE , AR ELRBN N FRERPITH,

3. % GlobalProtect #R¥E T HIERE :

+ MEE PluginPackageFamilyName BJ LoclURI JTFHEETHA -

<LocURI>. /Vendor/MSFT/VPNv2/PaloAltoNetworks/PluginProfile/
PluginPackageFamilyName</LocURI>

. EHREW Data TP, BEHES !
<Data>PaloAltoNetworks.GlobalProtect rn9aeerfb38dg</Data>

1. BENEEREZEELHNRER,

2. JRE AirWatch i2E Devices ( & ) > Profiles ( 3R E# ) > List View ( FERE ),

3. B (#HELAdd ( #1318 ) > Add Profile ( #T385%EH ) > Windows > Windows Phone ( Windows F
) ) A —EHERER.

4. J#E Custom Settings ( HFT3%E ) > Configure ( 3RE ) , ARER WK HFENHELE,

5. Save & Publish ( #EFEME&M ) BHEE,

STEP 9 | %@ Devices ( & ) > Profiles ( SX7E4% ) > List View ( BEMHE ) BEURKRIER A R
iZE! More Actions ( HttBj4E ) > Deactivate (£ ) , FERFRHBRER. AirWatch ﬁ;‘i'}nx
ERBBEIFERTREE,

STEP 10 | RIFEAERE,

%EiB Microsoft Intune & Per-App VPN #H#E

Microsoft Intune 2 BB ALURFRVEEBETEHRENERTGETHEEF A, GlobalProtect EARER

21 Microsoft Intune TR EREAENSREBNPHABNTEIRE BN RS ER, FH Android B9

GlobalProtect fE AR £ER , ETHREN —BREMNEFERLZLBERN B , LFEHTEREENE
g,

ERAW{AE A Microsoft Intune 5% E Per-App VPN #BEERVE |, B R LA T 467 :

« i&IB Microsoft Intune % iOS HHEIERE Per—App VPN #H&E
+ JEiB Microsoft Intune ¥f Windows 10 UWP i Zi5% € Per-App VPN #H#A

%@ Microsoft Intune % iOS % B1E% & Per-App VPN #HEE

AT LUEIB A Microsoft Intune 5% GlobalProtect VPN 72EY , {0 BB 1T Bk BB W2 E R FEL
£ per-app VPN #0&Emh | EOJ LU EBREE EFEFH&T—JJEﬂ VPN BERHEERE. AEENERARER
REEEEERBERAER |, mIEER VPN BE

ZRB T 5B E A Microsoft Intune ¥ i0S % Bi5% E Per-App VPN #HEE :

STEP 1| & iOS T £ GlobalProtect ERTER .

+ B Microsoft Intune Zf% GlobalProtect {TEIFEHER.
+ f& App Store B$## T & GlobalProtect ERER.

STEP 2 | #7118 FEF 23X = Microsoft Intune,
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https://itunes.apple.com/us/app/globalprotect/id592489989?mt=8&uo=4
https://docs.microsoft.com/en-us/intune/apps-add

BB ERRERETIEZE Microsoft Intune FREFE IR, B, REHREBEEARER.
« & App type ( ERREXNEHR ) BREA iOS.
«  ¥T18 i0S BIEEAER E Microsoft Intune,

STEP 3| A& iOS &% %€ per-app VPN #H7E,

o EEE per-app VPN R EEE | #§ Platform ( A ) REA iOS 1§ Connection type ( B
# ) 5%E B Palo Alto Networks GlobalProtect,
. BRGERAENE VPN R EEHEBEE , £ VPNS (VPN ) TH=EE HiRE per-app VPN R E
.
%@ Microsoft Intune ¥ Windows 10 UWP ik B35 %E Per-App VPN {HAE

AT LUEIB 8 A Microsoft Intune 5% GlobalProtect VPN f2EY , {0 BB 1T Bk B BUH W2 E R FEL
£ per-app VPN fHEER | BAILUEEWMEEEEAERTEB VPN BERBEEARE, RAEENEARERX
BEEE R ERAEREE |, MIEER VPN BE,

BT 5 E B {E A Microsoft Intune ¥ Windows 10 UWP 5% 253% & Per-App VPN #HEE :
STEP 1| & Windows 10 UWP T & GlobalProtect FERE :
« &R Microsoft Intune ZFE GlobalProtect {TEIFEARER.
» %% Microsoft Store [E# T~ & GlobalProtect ERER
STEP2 | SR EBRRRERE,

£ Pt per-app VPN {HESHERE RN BRNRE.

STEP 3 | 237 ¥ Windows 10 UWP VPN R E#E,
« # Platform ( & ) F*E A Windows 10 & E#TR A,

STEP 4 | & Windows 10 UWP i Z45% %€ per-app VPN 5% E,

* #% Connection type ( E#RFEH ) 5%E A Palo Alto Networks GlobalProtect,
- EEAERNERESRDES , #4% WIP EARENEN VPN HEBHREREAKEARENELE
#51HE98, Enable ( B ) ILiEIELL Restrict VPN connection to these apps ( FR&IELEARERM
VPN E#R ) , A% Add ( 718 ) SR EFEH VPN ERNERERRER,
#iB Mobilelron %E Per-App VPN #H#E

Mobilelron 2ZZ AR P RIZFHEEBTHRINEETHEEF A, GlobalProtect BRAENIRH
Mobilelron EEEREARXEHREBENBH BN TEIRHE BN EZLER, FH Android B9 GlobalProtect
EAZSER , THETHREN —BRENERERZSBERNEL , UEMFITERE LHNRE,

BRI A Mobilelron 52 Per-App VPN BB E T , FSRBIUTES -
+ &8 Mobilelron & iOS if BhEX XE Per-App VPN #HAE
3%EiB Mobilelron % iOS ix B 5 E Per-App VPN #HAE

RO LUEIBE A Mobilelron %€ GlobalProtect VPN FH , RGN EBTEIR B A AIEREE, 1 per-
app VPN #HRErh | EAILUEEMEEEEAERTER VPN BERHAEEHTE, REENERERSEE
B EERERRAR |, mMIEEIB VPN BIE,

R T 5 B2 A Mobilelron ¥ iOS i Bi5%E Per-App VPN #HEE :
STEP 1| & iOS T & GlobalProtect FERER.,
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https://docs.microsoft.com/en-us/intune/store-apps-ios
https://docs.microsoft.com/en-us/intune/vpn-setting-configure-per-app
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https://docs.microsoft.com/en-us/intune/certificates-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-configure
https://docs.microsoft.com/en-us/intune/vpn-settings-windows-10
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« & Mobilelron #FE GlobalProtect {TEHFEFATER.
& App Store B# T & GlobalProtect ERZR .,

STEP 2| T BERRE , RERERERE

£ P8 per-app VPN {HREHEEEABENERE.

STEP 3 | #78 per-app VPN #H3E,
HEREAELE S Per-app VPN,
STEP 4| & iOS %X per-app VPN & 7E,

# Connection Type ( E#R¥ER ) F2E A Palo Alto Networks GlobalProtect , A THEIFLE o

R E AN FH# 5 WildFire WES

FEIBTE AirWatch FRVAEARXEHE , BRI ABERERRERH WildFire® EB15H , 88 Android i
B FNEEEE, ERAR , Airwatch REBREEIEXE R E Android i 2 EHWERAREXNFEZE AirWatch,
WERBEEFMAFREEAZE, AirWatch 2 EHEH# WildFire EEERTE , YR BE T K BRI
B,

STEP 1| Rz 8l , 15— {8 WildFire APl 88, MRERES APl £ , FBHIEEE,

STEP 2| ## AirWatch , iZEX Groups & Settings ( BH#HMEXE ) > All Settings ( FTEERE ) > Apps ( &
AT ) > App Scan ( EFATER#E# ) > Third Party Integration ( I I EEES ) .

STEP 3| J#HX Current Setting: ( BBIZRE ) : BB -

STEP 4 | j2HY Enable Third Party App Scan Analysis ( BB DB EAREXFE O ) LA
AirWatch F1 WildFire 2 E&#EHR.

STEP 5| ##£ Choose App Scan Vendor ( ZEEREXNFHEED ) THN/EEF |, #E Palo Alto
Networks WildFire,

STEP 6 | B A SREY WildFire APl £48,

STEP 7| #2—"F Test Connection ( BIFERR ) , #R AirWatch TJLAEE WildFire B, MRAEHKEK ,
BB A ELR  EEA APl £588 , AREA.
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Apps / App Scan / Third Party Integration

Current Setting Inherit @ Override

Enable Third Party App Scan |
Analysis

Choose App Scan Vendor* Palo Alto Networks WildFire
WildFire APl Key*
Test Connection |Test is successful
Last Sync Timestamp 5/19/2016 04:20:00 PM @ Last sync completed successfully.

Next Sync Scheduled 5/26/2016 04:20:23 PM

Child Permission*

STEP 8| Save ( fi#1F ) ¥, AirWatch #i2[EZ T1EEE WildFire BF , BSERAEXMENENRE ,

WEHRBITEH TE, E—T Sync Now ( BRI ) LARIEIEE WildFire WFBIRS,

EE B F macOS # 2Ly GlobalProtect FE 2 2% L 3] 438 41

macOS L # GlobalProtect EARX X EMBEE RN EMFR—B O ( #1T macOS Catalina 10.15.3 REERA
B macOS £ & ) ERM ( #1T macOS Catalina 10.15.4 SEHhRAEE GlobalProtect B 5.1.4 HEH
WA macOS #E ) , MRBEE GlobalProtect FiE EERE S EEEREIT GlobalProtect AR AFE

¥ ( 28 GlobalProtect FEFT2XE5] ) , GlobalProtect AR LB RENTE. EFEAEEFEHEHKA

JELETIEEM GlobalProtect EARXEK , XA EERTEAEEZCHERAMN macOS RRUAK O EME R
HEAH,

EERFF GlobalProtect ERRERFEAZBETREBANER T EBHEAROEMRLRRER , BUFEAX
BERITHEEEE (MDM) BZIEEM ( 20 Airwatch ) 237 FAI,

EBRNAEEAT macOS #2589 GlobalProtect FEFARR R 4B A |, BFS B T4 -

o TEEAT macOS %2 GlobalProtect FEARE X PR AR/ EM
o EHEAT macOS %2 GlobalProtect FERTE R H B R LE

EEAT macOS i 2E GlobalProtect FEFTE R BB & /O {#
£ macOS 10.13 BA%A , Apple BIA T —EHEEF EREAEEFEAROER L BEEERE,

B SAME B T BATE macOS EF BRI UEE(R ( System Preferences ( RFERIFEXE ) > Security
& Privacy ( Z&MEEH ) , REZIBE Allow ( AFF ) BAOEM ) |, BB ABIEA Qualiied MDM
vendor ( &#H#) MDM & ) B RAIYN B BRER/OEEM. Apple BTFE TN2450M48 T E — B2,

LT IEREFEA Airwatch #1T 7RI,

STEP 1| B B UOEMEFEAI,

1. UEBBESHBEAE AirWatch,

2. i#H Devices ( #{& ) > Profiles & Resources ( R EREEEIR ) > Profiles ( XERE ) , RELTHR
SEEhIZE Add ( 718 ) > Add Profile ( S8R )

3. 7£ Add Profile ( #3834 ERE ) [E1F , & —T Apple macOS , A& %L —T Device Profile ( #£EFZE
E) BT

4. £ General ( —fi% ) Bl , EEREENEE,
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FBENEREFEZIBAROEMIRER ( Devices ( #£E ) > Profiles & Resources ( (X EfEEEE
JR ) > Profiles (FRERE ) ).

STEP 2| 88/ OEE {8 30 4§ A8 B[R AU BUMF = macOS K E.

1.
2.
3.

4.

iZEY Kernel Extension Policy ( # D EEMERE] ) o
& A GlobalProtect F& T2 =X 5 F B9 BB BI§S (PXPZ95SK77),
# A4 ID (com.paloaltonetworks.kext.pangpd).

macQS Kernel_Extension_Mac X
Kernel Extension Policy
User Override

Allowed Team Identifiers
all validly signed kernel extensions of the specified team identifiers to load

Time Machine [@m ]
Allowed Kernel Extensions

Accessibllity Allow a specific set of kernel extensions to always load. For unsigned legacy kernel extensions, leave the team identifier empty

ADD VERSION | SAVE AND PuBLISH [N[<:N

#—F Save and Publish ( @XM ) UREFEE.,

EEAT macOS iEE# GlobalProtect FERRE T B ARG L #

& mac0S 10.15.4 BA%A , Apple BRHI 7 & OIEMHBIXE. GlobalProtect FERRE A £ A R R EURL
IR, ERAELARERRERSEREASH,

BREUTSBETREMERE , MEM AirWatch BB ERRER, HATHER AirWatch HEREEITH
&, BEAERAEMEEN MDM BEEY W EBERRER,

STEP 1| BV RIREEMRRERE.

1
2

3

4

LEBE BB EAE AirWatch,

iZHY Devices ( & ) > Profiles & Resources ( ;R EREEER ) > Profiles ( FRERE ) , RAEKR TN
BEARIEE Add ( #7118 ) > Add Profile ( #1185 ERE ) -

£ Add Profile ( #TiBEREMRE ) B , & — T Apple macOS , A% % — T Device Profile ( #£E&E
) BRo

£ General ( —fi% ) B , EEREENEE,

BEAIEBEEFREUR A RRLEMELER ( Devices ( #£E ) > Profiles & Resources ( (2 EEHEE

& ) > Profiles ( :REHE ) ).

STEP 2 | ﬁfﬁg%l LZ”'_T:1$0

1.
2.
3.

iZHY System Extensions ( RIFLEM ) o
& A GlobalProtect f& A2 =\ &£ Al Y B BXE% 5158 (PXPZ95SK77).
AR E 2B BT (com.paloaltonetworks.GlobalProtect.client.extension)
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macQS SystemExtension-Mac_syam X
_)yDLCI I'T LALTIIDSIVIIDS
Find Payload
‘ontrols restrictions and settings for System Extensions loading on mac0S 10.15 and later.
Finder
Accessibility User Override
If enabled, users can approve additional system extensions that are not explicitly allowed by this policy.
Printing
s Allow User Overrides
o Allowed System Extension Types
I Allow all or some system extension types to load. Team Identifier rule takes precedence over global settings.
[(© 400 svstewm extension rvee

Conemi Allowed System Extensions

AirPlay Mirroring Allow a specific set of extensions to always load. Either ID is optional, but both can be provided.

AirPrint

Xsan

Firewall 5SK7T m pal inetworks GlobalPr x

irmware Password

Custom Attributes

Custom Settings [S]

SAVE AND PUBLISH [IRINNE

4. ¥ —F Save and Publish ( REFX %M ) UFEFEE,

BB A% Bk MDM B2 GlobalProtect FEFATE
R B RIS AR T 1 BRES MDM i | 45T F EA i 1 BRES MDM RS E B GlobalProtect

EAER :
+ A0S 5% GlobalProtect EAER

&34 : GlobalProtect iOS FEAFENEEE )X VPN #HAE

« &iffl : GlobalProtect iOS FEAENFEARERE )X VPN #HRE
e 7 Android £%7E GlobalProtect FEATE R,

- &l : 32%E VPN fHRE

- #if5 : BBR VPN R

I —

5 I0S £%7F GlobalProtect FEFHER,
B S MDM RETBARRE AN ERATERNRE |

CHEIREFTHDRIBRTERNBRE CBNEREZS, EXREAEXEIZSER

VPN %X,

I R AR AR F BT IR R PR A | B
AR LA

N

THIRERA T 8T LUEB 1 0 7 MDM RIGRRE Ay BB E

setting A &
EiRER FRAIBAMERER, H&] ssL
BRI gﬁ ﬁrﬁ% DNS #& X HE] SSLVPN 93 | com.paloaltonetworks.globalprotect.vpn
fRIAR 2% GlobalProtect AO#BULHYEMEZ WS | <hostname or IP address>
1P Lt I8 : gp.paloaltonetworks.com
RS REERNERAERS, <username>

=
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setting A &

FERERE EARERE A, BE | BB
B ( ) RFBESRA | <credential>
B E
PR f5l30 : clientcredial.pl2
HREERA VPN ( ) BILERMERIZENME, | <domain and hostname and the
MEHER on-demand action>
. MRREMIER fign
- EREUER gp.acme.com; EREIL
- BREZFERER

&3/l : GlobalProtect iOS FERAREXNEERE )X VPN {258

THEFRRTEE VPN EEHH XML HHRE | & 0] FRARESR iOS GlobalProtect ERAERNMEBEZEHK VPN 4
RE,

<?xml version="1.0"
encoding="UTF-8"?> <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> <plist version="1.0">
<dict> <key>PayloadContent</key> <array> <dict> <key>PayloadDescription</
key> <string>Configures VPN settings, including authentication.</
string><key>PayloadDisplayName</key> <string>VPN (Sample Device Level

VPN) </string> <key>PayloadIdentifier</key> <string>Sample Device Level
VPN.vpn</string> <key>PayloadOrganization</key> <string>Palo Alto Networks</
string> <key>PayloadType</key> <string>com.apple.vpn.managed</string>
<key>PayloadVersion</key> <integer>1</integer> <key>PayloadUUID</key>
<string>5436fc94-205f-7c59-0000-011d</string> <key>UserDefinedName</
key> <string>Sample Device Level VPN</string> <key>Proxies</key>

<dict/> <key>VPNType</key> <string>VPN</string> <key>VPNSubType</key>
<string>com.paloaltonetworks.GlobalProtect.vpnplugin</string> <key>IPv4</key>
<dict> <key>OverridePrimary</key> <integer>0</integer> </dict> <key>VPN</
key> <dict> <key>RemoteAddress</key> <string>cademogp.paloaltonetworks.com</
string> <key>AuthName</key> <string></string> <key>DisconnectOnIdle</key>
<integer>0</integer> <key>OnDemandEnabled</key> <integer>1</integer>
<key>OnDemandRules</key> <array> <dict> <key>Action</key> <string>Connect</
string> </dict> </array> <key>AuthenticationMethod</key> <string>Password</
string> </dict> <key>VendorConfig</key> <dict> <key>AllowPortalProfile</

key> <integer>0</integer> <key>FromAspen</key> <integer>1</integer>

</dict> </dict> </array> <key>PayloadDisplayName</key> <string>Sample

Device Level VPN</string> <key>PayloadOrganization</key> <string>Palo

Alto Networks</string> <key>PayloadDescription</key> <string>Profile
Description</string> <key>PayloadIdentifier</key> <string>Sample Device
Level VPN</string> <key>PayloadType</key> <string>Configuration</string>
<key>PayloadVersion</key> <integer>1</integer> <key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011c</string> <key>PayloadRemovalDisallowed</
key> <false/> </dict> </plist>

&3/ : GlobalProtect i0OS FERRERXEARERXE X VPN fH&E

THEHIRTTEE VPN KEA XML ABHE , &7 A R##ER i0S GlobalProtect AR XN EAERNFR
VPN #B 5,

<?xml version="1.0"
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encoding="UTF-8"?> <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd"> <plist version="1.0">
<dict> <key>PayloadContent</key> <array> <dict> <key>PayloadDescription</
key> <string>Configures VPN settings, including authentication.</
string><key>PayloadDisplayName</key> <string>VPN (Sample App Level VPN)</
string> <key>PayloadIdentifier</key> <string>Sample App Level VPN.vpn</
string> <key>PayloadOrganization</key> <string>Palo Alto Networks</
string> <key>PayloadType</key> <string>com.apple.vpn.managed.applayer</
string> <key>PayloadVersion</key> <integer>1</integer> <key>VPNUUID</key>
<string>cGFuU2FtcGx1IEFwcCBMZXZ1bCBWUES52cG5TYWIwbGUgQXBWIEx1dmVsIFZQTg==</
string> <key>SafariDomains</key> <array> <string>*.paloaltonetworks.com</
string> </array> <key>PayloadUUID</key> <string>54370008-205f-7c59-0000-01al</
string> <key>UserDefinedName</key> <string>Sample App Level VPN</string>
<key>Proxies</key> <dict/> <key>VPNType</key> <string>VPN</string>
<key>VPNSubType</key> <string>com.paloaltonetworks.GlobalProtect.vpnplugin</
string> <key>IPv4d</key> <dict> <key>OverridePrimary</key> <integer>0</
integer> </dict> <key>VPN</key> <dict> <key>RemoteAddress</key>
<string>cademogp.paloaltonetworks.com</string> <key>AuthName</key>
<string></string> <key>OnDemandMatchAppEnabled</key> <integer>1</integer>
<key>OnDemandEnabled</key> <integer>1</integer> <key>DisconnectOnIdle</key>
<integer>0</integer> <key>AuthenticationMethod</key> <string>Password</
string> </dict> <key>VendorConfig</key> <dict> <key>OnlyApplLevel</
key> <integer>1</integer> <key>AllowPortalProfile</key> <integer>0</
integer> <key>FromAspen</key> <integer>1l</integer> </dict> </dict> </
array> <key>PayloadDisplayName</key> <string>Sample App Level VPN</
string> <key>PayloadOrganization</key> <string>Palo Alto Networks</
string> <key>PayloadDescription</key> <string>Profile Description</
string> <key>PayloadIdentifier</key> <string>Sample App Level
VPN</string> <key>PayloadType</key> <string>Configuration</string>
<key>PayloadVersion</key> <integer>1</integer> <key>PayloadUUID</key>
<string>5436£fc94-205f-7c59-0000-011c</string> <key>PayloadRemovalDisallowed</
key> <false/> </dict> </plist>

A Android £%%E GlobalProtect FEFHE R

BRI L ERBEEH HEETHEEEE (MDM) B9 Android For Work % B L 288 R 5% E GlobalProtect f&
AR , % MDM RZ#&H X #E Android For Work FE 2 X &R BR &,

£ Android i B £ , REIRIZ GlobalProtect & LHFEUEH |, &iB VPN BERBEE, ®EE Android
for Work % 28915 D 78 MDM | & A LUt — 25358 VPN BERER B EENRE.

HmMECREENELT , hAEAEEERERY  SEARM ERRNAARAER. KHER , TR
ZERNEARARBFE LERNFIEKH , L8 VPN BEEEXRE,

EEHEE BYOD)WERT , MEBFELEHEE  UEAIEREERESHENBAEAENR, KHER,
EIEREEAHEENEARARERE L EEZNFIUEH , &8 VPN BEEERE, TREERHEA
HBoNEARERXTAEIR VPN BEBERE , & VPN BEH TEXREERNZENERE GlobalProtect FEF
BERXERE.

ERB/INERARARBEERE , B LURA Per-App VPN 2 GlobalProtect R HEX R H IS EEE
FERAEXHNRE. YN Per-App VPN , BAILIEBAFRERHEBEN S, EERHEEEREAERKEB
VPN BE#TE HEE,

1EA VPN (HREM — 25 |, Bth o LAFS EFE A & WAHELR VPN, EREREELREHEH user-logon ( FAEE

A ) B | GlobalProtect ERRREEBENER, EEREESRSEA on-demand (BIBEE ) B, £
EUAFEREER,

[ﬁ £ MDM s EZEH VPN B85 =218 £ A 1E GlobalProtect A O#BLiHRER E S EE S
Eo
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HE#BER VPN #EAE

%18 GlobalProtect EREX ERIAHRERE,

EEFRTE Android B9 GlobalProtect ERTER , 58E T % Android FE AR,

S EE-EI L %4l
AD#Eu FEB AOHBIEE IP (st E£ S BN 10.1.8.190
A% (FQDN).
EREER ¥ FERAENERESR. john
R ERAENER, Passwd!234
mobile_id ¥ £ D R MDM BRIEHERE 5188a8193be43£42d332dde5cb2c941le
M4TE ID AT ME— b7 B 1T BY 5
B, GlobalProtect fEFLL1TE) ID #
MKREEA.
RE FH(n | AFHEBEARBIBNEREXMADO | DAFDSaweEWQ23wDSAFD....
Base64) | #8uh,
client_certificate. | F& AP IRSEEEBN S8, PA$SWORDS$123
passphrase
app_list FE Per-App VPN HU#HRE, ARFFRES | RMBFE | HEFE
HEHEBERKRTH  RIZEAEXE | B : com.google.calendar;
B, YA DE. AFPEEEEME | com.android.email;
A VPN BEHETHEBANERR com.android.chrome
K. HtREAFBFEANEAER
WREBERE 6 NARURHEHEER
HERS , A8 VPN BE
connect_method F& FERERAFERAE windows RE# FREEAN | REE
F A& BEELFEZE GlobalProtect A
AR EREEAEFHERE
LSPER
remove_vpn_ BME KAFBBRFTA GlobalProtect VPN #2 | E | &
config_via_ EEA,
restriction
Pl : F]E VPN AHAE
private static String RESTRICTION PORTAL = "portal"; private
static String RESTRICTION USERNAME = "username"; private static
String RESTRICTION PASSWORD = "password"; private static String
RESTRICTION CONNECT METHOD = "connect method"; private static String
RESTRICTION CLIENT | CERTIFICATE = "client certlflcate"; private static String
RESTRICTION CLIENT CERTIFICATE PASSPHRASE = "client certificate _passphrase";
private static Strlng RESTRICTION APP LIST = "app list"; private static
String RESTRICTION REMOVE CONFIG = "remove ~vpn_config via restriction";

Bundle config = new Bundle () ;
"192.168.1.1");
config.putString (RESTRICTION PASSWORD,

"john") g

conflg putStrlng(RESTRICTION_PORTAL
config.putString (RESTRICTION USERNAME,
"Passwd!234") ;

GLOBALPROTECT BHEEIER |

TaxEzEE 311

© 2019 Palo Alto Networks, Inc.



config.putString (RESTRICTION CONNECT METHOD, "user-logon");
config.putString (RESTRICTION CLIENT CERTIFICATE, "DAFDSaweEWQ23wDSAFD....");
config.putString (RESTRICTION CLIENT CERTIFICATE PASSPHRASE,

"PASSWORDS123"); config.putString (RESTRICTION APP LIST, "allow
list:com.android.chrome;com.android.calendar"); DevicePolicyManager dpm

= (DevicePolicyManager) getSystemService (Context.DEVICE POLICY SERVICE) ;
dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.getComponentName (this),
"com.paloaltonetworks.globalprotect", config);

g1 : BER VPN 58

Bundle config = new Bundle(); config.putBoolean (RESTRICTION REMOVE CONFIG,
true ); DevicePolicyManager dpm = (DevicePolicyManager)
getSystemService(Context.DEVICE_POLICY_SERVICE);
dpm.setApplicationRestrictions (EnforcerDeviceAdminReceiver.
getComponentName (this), "com.paloaltonetworks.globalprotect", config);
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ot

.

T loT % & 1Y GlobalProtect

#BE AT IoT B9 GlobalProtect , SR LAMREER B loT £EHARE |, WisT MR RIST
HEHE loT £E, REBEAT IoT B GlobalProtect # , GlobalProtect BRREREFERAF
HREREAERBNRE (12H ) ¥ GlobalProtect A OB M BEEHETHRE. RIBEFE

# , GlobalProtect FEREXAFEE L IPSec BiE., MREA IPSec WEMRT LY , BRILGRE
GlobalProtect EREXNLAEEE] SSL BB, #2 B (Palo Alto Networks 1A MEER) |, BV
loT & OS X EHIhAEEE,

BT loT 89 GlobalProtect K EXK :

5 loT £ B % E GlobalProtect A [ 48 B2 R &

£ Android #£E& 22 T loT B GlobalProtect
£ Raspbian & t R#EEA T loT B9 GlobalProtect
1 Ubuntu #£ & F Z%EEA T loT B9 GlobalProtect
£ Windows & L&A T loT B9 GlobalProtect

V V V V V V
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B TF loT 89 GlobalProtect B E K :

EAT loT ¥ GlobalProtect EH T 5| ZER :

« ETES Prisma Access 2% GlobalProtect
. B5ASEBT PAN-OS 9.1 ( STEITHE )
o HITTIMEERS :

* Android
* Raspbian
*  Ubuntu
+  Windows loT 1%k
« 128MB RAM
+ AGB FRZ=MH
+ x86 B2 ARMv7 B ARMV5 processorBz 225
« fEM CLI =k WebDM H#j snap BRI THETRE
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A loT &£ &L E GlobalProtect A O #8 vk B4 F &

STEP 1| #R8 A T IoT A GlobalProtect HER :

STEP 2 | %% GlobalProtect FE A Z#EE A T loT B9 GlobalProtect EAER.

1. S2RRERE GlobalProtect BIEN S E T4, »

2. BXEERT loT 9 GlobalProtect FEAREXN M ZERE R Z GlobalProtect 5T, &&AEMA Prisma
Access , BI#£ZE GlobalProtect 5T B,

3. BloT £#EB;TREHRE :

BREMBER , IEEEMAR loT WA FIRERRBERE, Hlm , BAIERE Windows B macOS iwE , M
ﬁﬁﬁ%l%%ﬁ%ﬁ%'ﬁ loT £ EFHERBENRE.

FEA R loT HEREXENREBERAFRRE (NBEIPEE, FRENDZBEE ).

1. JZH Network ( #8 ) > GlobalProtect > Gateways ( Bi& ) , AKIEE Add ( #1¥ ) BiEHR
£E,

2. BloT £EHMIEAFiRBEHERE

1. JZH Authentication ( &3 ) ¥ Add ( #1i8 ) A FimBREERE,

2. X Name ( B8 ) UEBAFHERTHELE , 6 OS (EXERK ) BB lof , EEARELEE
TR EBRFH Authentication Profile ( BRERERE ) » ﬁ%ﬁﬂlﬁﬁﬁﬁfﬁ BEBEBNRE
.

3. B—TOK(HE),
3. EERTEEERAT oT WENBEAFRRE , BRENNA SR EHRE
1. SZEY Agent (RERR ) 3t Add ( 18 ) B S REMELE,
2. RBEEREAFRBERE.
3. IEHI User/User Group ( EAE/ERAERHE ) , A% Add ( #F18 ) FERKEIER loT,

4, Tﬁ?_TOK(ﬁEE)o
4. E_-I:OK(EEE)O
5. Commit ( 2% ) fA&E,

STEP 3| BREA DML LA BB T loT #£EH GlobalProtect FEATE

EEXE oT £E |, BH4ERE—ERZE GlobalProtect EARNJUEBEZTHWEE , REREA
Dﬁiﬁﬁﬁiﬂﬁﬁﬁfi_ﬁﬁfﬁo AOHL A MEEEEE AR BRI ERREN A Fﬁ)ﬁﬂ’]ﬁﬂo WKERE
GlobalProtect A OBtV FERESS , ERAREXNERRAFIRMERF I HNFENENGERE, KRBT
TEFRIERRE GlobalProtect A O#YE LA BB A T loT Z£E /Y GlobalProtect FEARE.

1. BB ERTHREEE GlobalProtect A DM S ETE | FETKo
2. X loT £ENAFIRRELE A ORI ETRE,

1. iZEHY Network ( #33% ) > GlobalProtect > Portals ( AO#8Y ) , RZBEA OBILHERE,
2. REFEAEFMAOMRUE , BA lofT REWAFIRRFERTE

1. 1#EX Authentication ( B85 ) , A% Add ( #7118 ) A FiRRFMERE,
2. Wi\ Name ( B8 ) NEBAFIRRFTHERE 45 OS (EXEXRK ) BB loT , EEAREKAD
%@MJ:L?‘_IEFE EEEH Authentication Profile ( BB ER ) . BERAAFRERBEN
R ERE,
3. BT IoT HEBHREREIERE,
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ERRBEBERBRUMEEIRTENRE, SN, NIREEANRERIRBENFRERNBER
ERET oT KENEIHEF , ATUERBEVRNAEERERE,

BEXEERNEF , 526 (Palo Alto Networks MR M) |, IS lof HEEXRFZEND

HERE,

1. 7E% GlobalProtect (A2 AHAE :

2. EH Agent ( RERER ) , ARZEHANR Add ( #i8 ) ADBPHRERENMERE,

3. B loT HEERERFHRE,

4. JEH User/User Group ( ERE/ERAETE ) , REME OS (FERMK ) IHER loT,
5. EEMFAERHFERETLERNAITREE,

6. ( ) BEVERRERNI HETEAT loT Y GlobalProtect FEARRNAE A A O ILER

7o GlobalProtect ERARXEEFEMATEAT IoT HERE. WEFEERKIENREEE ,
B (Palo Alto Networks HHEMERE) | BUfE ol ZEEXRRZENIEEBE,

7. W T OK (HEE )

8. Commit ( 2% ) #HRE,

4. £ loT & E#1TIR A ( Objects ( ¥4 ) > GlobalProtect > HIP Objects ( HIP #14F ) ) .
CHRETUERBET loT £EENEMEFEY HIP U4 | XS EAAEM HIP 3RERE P A LEEF
. RRETERA HIP REBERRAR AP LB HRE , LBTHENR SRR,

iZE General ( —#% ) > Host Info ( E#EF ) > 0S (F£R#KE) -

i®H Contains (‘2& ) > loT,

B—TOK (HE).

BRIBFFERIHM HIP Y.

REN HIP HERH ARSI HIT,

STEP 4 | REWEZEFEAR loT B GlobalProtect FEAFE .

£/ loT REBAEXREHIFEMERA,

£ Android #£& 2 2B A T loT B GlobalProtect
£ Raspbian £ & EZZEHA T loT #Y GlobalProtect
1 Ubuntu #£ & FZEEA T loT Y GlobalProtect
£ Windows & EZ#EA T ol #9 GlobalProtect

\\\}}

RARE IS
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£ Android £E& FZFEEAT loT 1Y
GlobalProtect

ZEE Android B EERAEAT loT M GlobalProtect , 4B HS FE AR X EE GlobalProtect #H5E/E A
RIFEAERNEILE Android EERRBREF , EEFH GlobalProtect EEEZEXPHIT , BMAFEH
GlobalProtect FEF RN B BBFEEREREZR,

STEP 1| ¥ Android OS BR &5 #718 GlobalProtect.apk EATEERKEAREN,

1. & Support Site ( Z#E5E ) |, B#E Updates ( 47 ) > Software Updates ( BB E#T ) , AETH
GlobalProtect APK,
2. # android_src_tree root/packages/app/ B #FH APK 18 RFE,

RIS E AR S BER GlobalProtect ERIEH,
3. 7£ GlobalProtect &R & | B Android.mk R, MERER THRIGSSANE L RFHRIRE

HHE,

mEERUEE

LOCAL PATH := $(call my-dir) include $(CLEAR VARS) LOCAL MODULE TAGS :=
optional LOCAL MODULE := GlobalProtect LOCAL SRC FILES :=

$ (LOCAL MODULE) .apk LOCAL MODULE CLASS := APPS LOCAL MODULE SUFFIX :=

$ (COMMON_ ANDROID PACKAGE SUFFIX) LOCAL CERTIFICATE := PRESIGNED include

$ (BUILD PREBUILT)
4. $R android src tree root/vendor/ FHEMEM MKER , BHEUTIT :

PRODUCT PACKAGES += GlobalProtect

5. R¥#% loT EEZER CPU 248 |, #38 libgpjni.so & /system/1ib B /system/1ib64, FE apktool
# GlobalProtect.apk f##5# , A lib B ##EEX libgpjni.so =X,

STEP 2 | 42 Android Framework JRIATE A% VPN ELRHERFBREHARE R LRE,

#W8 android src tree root/frameworks/base/services/core/java/com/android/
server/connectivity/Vpn.java BRUBETHIREBEE :

private boolean isVpnUserPreConsented(String packageName) { if
(“com.paloaltonetworks.globalprotect’.equals (packageName) ) { Log.v(TAG, "IoT,
isVpnUserPreConsented always true"); return true; } AppOpsManager appOps
= (AppOpsManager) mContext.getSystemService (Context.APP OPS SERVICE); //
Verify that the caller matches the given package
and has permission to activate VPNs. return
appOps .noteOpNoThrow (AppOpsManager.OP ACTIVATE VPN, Binder.getCallingUid(),
packageName) == AppOpsManager.MODE ALLOWED; } }

STEP 3| 5T Android T AL 7E Android 8.0 & E#F R ARV @ A5 Z A GlobalProtect Bl 7R,

#WE8 android src tree root/frameworks/base/services/core/java/com/android/
server/am/ActiveServices.java BEUEBETHIRBEER,
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if ( r.packageName.equals("com.paloaltonetworks.globalprotect") )
{ Slog.d(TAG, "not to show the foreground service running notification for
IoT"); } else { r.postNotification(); }

STEP 4 | BRE£IE A Android loT REFE L& ER VPN FRE.

1. UTHRAEIURERESE (globalprotect . conf) ##mIE GlobalProtect A AMBULHY IP {5 5o 3%
BRE  AFRBHEZE , AAFHBEEKE (client-cert-path) & B HERE Z (client-cert-passphrase),

ERERERR-BRNRE

<?xml version="1.0" encoding="UTF-8"?> <GlobalProtect> <PanSetup>
<Portal>192.168.1.23</Portal> </PanSetup> <Settings> <head-less>yes</
head-less> <os-type>IoT</os-type> <username>userl</username>
<password>mypasswOrd</password> <log-path-service>/home/gptest/Desktop/
data/gps</log-path-service> <log-path-agent>/home/gptest/Desktop/data/
gpadata</log-path-agent> </Settings> </GlobalProtect>

ERAFR-BRNEE

<?xml version="1.0" encoding="UTF-8"?> <GlobalProtect> <PanSetup>

<Portal>192.168.1.23</Portal> </PanSetup> <Settings> <head-less>yes</
head-less> <os-type>IoT</os-type> <client-cert-path>/home/gptest/Desktop/
data/pan client cert.pfx</client-cert-path> <client-cert-passphrase>/
home/gptest/Desktop/data/pan_client cert passcode.dat</client-cert-
passphrase> <username>userl</username> <password>paloalto</password> <log-
path-service>/home/gptest/Desktop/data/gps</log-path-service> <log-path-
agent>/home/gptest/Desktop/data/gpadata</log-path-agent> </Settings> </
GlobalProtect>

2. DA Base64 #&MRHE globalprotect.conf MEHMBEMEE android src_tree root/
system/confiqg/ B &,

MRFE , BUEERREFEHMMNE, BR , BYUEE android src_tree root/assets/
gp_conf location.txt IBRPIRELFZENME,

STEP 5 | 237 GlobalProtect APK &2,
STEP 6 | 22 GlobalProtect APK &2,

STEP 7| #$57HY OS #3XE Android R E , (FARRIRAY — &0 , REBAEHH OS #IXZE Android &
B
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£ Raspbian £ & FZZEA T loT 1
GlobalProtect

% E 7 Raspbian £B L2 B A T loT & GlobalProtect , TR ATH R,

!\‘ 1# A F Raspbian ] Ubuntu loT # &/ GlobalProtect X Arm 224&,

STEP 1 |

STEP 2 |

STEP 3|

STEP 4 |

# Support Site ( Z#E 525 ) |, #E Updates ( %7 ) > Software Updates ( EXREEEH7 ) , A&
TEEAT& OS B GlobalProtect .

LEEMAR loT B GlobalProtect B,
T loT #£E £ , £/ sudo dpkg -i GlobalProtect deb arm<version>.deb W T T ILEHE,

sudo dpkg -i GlobalProtect deb arm-5.1.0.0-84.deb

[ﬁ CBREEMBREEILHKE , QIEA sudo dpkg -P globalprotect @,

X E & 48 B Raspbian loT EEFESLILEN VPN 5RE-
1. FE client-cert B | M pcks12 BXEANRFE , U pix BEIEBRREER (Hlw

pan_client_cert.pfx ) .

2. £ client-cert-passphrase B&H |, I dat BEIRBREBBER (Hlw
pan_client_cert_passcode.dat )

3. £ log-path-service B&H | MREZ B PanGPS FIFERRERR (B4 /opt/
paloaltonetworks/globalprotect ) , AR log-setting PR E R} SR B opt/
paloaltonetworks FHY globalprotect Bk E G E#R.

4. ATHIHNEBI /opt/paloaltonetworks/globalprotect/pangps.xml AL EBBERE
FERHHRE GlobalProtect A OMBILHY IP Ut RERFEERTE  FAESRBERE , IAFKERE
& (client-cert-path) R Z#EE R (client-cert-passphrase), E‘&T?bmﬁﬁﬁl‘\ﬁﬁ
GlobalProtect R HYIZ A E ¥ K (log-path-service) R ERE X (Log-path-agent) Hio

<?xml version="1.0" encoding="UTF-8"7?> <GlobalProtect> <PanSetup>
<Portal>192.168.1.160</Portal> //FAEIBMHAOMIMHU </PanSetup> <PanGPS> </
PanGPS> <Settings> <portal-timeout>5</portal-timeout> <connect-timeout>5</
connect-timeout> <receive-timeout>30</receive-timeout> <os-type>IoT</
os-type> //FAKEBBH IoT os BB, MRRAMER , cp BEHER os ¥E, <head-
less>yes</head-less> //TALIPBHEEEN <username>abe</username> //IERATE
FEBIWFERELT <password>xyz</password> //ZRAFELEBBHAZBE <client-cert-
path>cli cert path</client-cert-path> //BERBAEHFENAFRERE (p12) B

& <client-cert- passphrase>cli cert passphrase path< /client-cert-
passphrase> //ERALADENAFRBRZERERR <log-path-service>/tmp/gps</
log-path-service> //IBFATELEIEBMN rPancps AFER K <log-path-agent>/tmp/
gpa</log-path-agent> //BFAFELXZBMN PancGPA M globalprotect CLI AREERK </
Settings> </GlobalProtect>

E#H A E) GlobalProtect 25 LAF 78 £ B ERE L W
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STEP 5 | TEIZERE IoT £ EB% , TLURIBREEFE A globalprotect collect-log i Y Ao

user@raspbianhost:~/Desktop/data$ globalprotect collect-log XERERBREE /
home/gptest/.GlobalProtect/GlobalProtectLogs.tgz

STEP 6| ( ) RBE S EREAEEE/ BEEAFRERERINES , AIRRBAFIRERN
CommonName E2 & & B,
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FUbuntuEEB LLEERHT IoT WY
GlobalProtect

ZE7 Ubuntu &8 2858 AT IoT B9 GlobalProtect , BB T HEE,

!\‘ 1# A F Raspbian ] Ubuntu loT # &/ GlobalProtect X Arm 224&,

STEP 1 |

STEP 2 |

STEP 3 |

STEP 4 |

£ Support Site ( Z#E 52 ) |, iBH Updates ( E#7 ) > Software Updates ( EXBEBEHT ) , A&
T &E A T & OS B9 GlobalProtect &,

ZHEERA R loT 89 GlobalProtect ERRER.
Tt loT #E £ , £/ sudo dpkg -i GlobalProtect deb-<version>.deb WiT T ILEHE,

user@linuxhost:~$ sudo dpkg -i GlobalProtect deb-4.1.0.0-19.deb

[ﬁ CBREEMBREEILEKE , AIfEA sudo dpkg -P globalprotect @,

REZAE A Ubuntu loT £ EFE L EEBR VPN BRE,

1. T client-cert Bf&AH | Bl pcks12 N ENRFE , W pix BEIEBREEER (Sl
pan_client_cert.pfx )

2. FE client-cert-passphrase B&H , M dat BEIREREBBER (Hlw
pan_client_cert_passcode.dat )

3. £ log-path-service BE&H , MRLER B PanGPS MIFERREE R ( #l0 /opt/
paloaltonetworks/globalprotect ) , FATRR log-setting PR E R B opt/
paloaltonetworks RHY globalprotect &3 EGHE R,

4, ATHIHREIN /opt/paloaltonetworks/globalprotect/pangps.xml FBAIBREREERL
#W¥5 GlobalProtect A O#AYLHY IP (Uit REBFERE . AFBBERE , IAFHEHEER (client-
cert-path) R BIEER (client-cert-passphrase), &t A5 E FA R F GlobalProtect JRFHY
BEAERRK (Log-path-service) R NEEZEX (Log-path-agent) A,

<?xml version="1.0" encoding="UTF-8"?> <GlobalProtect> <PanSetup>
<Portal>192.168.1.160</Portal> //FTALBPBMAOMIEIE </PanSetup> <PanGPS> </
PanGPS> <Settings> <portal-timeout>5</portal-timeout> <connect-timeout>5</
connect-timeout> <receive-timeout>30</receive-timeout> <os-type>IoT</
os-type> //FAEIBEBM IoT os HH, MEREUER , cpr BEHER os HBE, <head-
less>yes</head-less> //FA%LEBPBMNE|ERN <username>abce</username> //BATE
KEHBNEAEER <password>xyz</password> //IBRAFREHEMNER <client-cert-
path>cli cert path</client-cert-path> //BRBAEHFENAFREE (pl12) B

® <client-cert-passphrase>cli cert passphrase path< /client-cert-
passphrase> //BARAHBNAFREBHFEBRERER <log-path-service>/tmp/gps</
log-path-service> //IBATELEIEEMN pancps AFERRK <log-path-agent>/tmp/
gpa</log-path-agent> //BFATE%LIBMN PanGPA M globalprotect CLI HFEERK </
Settings> </GlobalProtect>

E# R E GlobalProtect 27 LA TE £ B EE K.
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STEPS | FEI&EFE loT #£B% , UBRIBEEMF A globalprotect collect-log fiH W& B,

user@linuxhost:~$ globalprotect collect-log XEREREFMHEEZE /home/
gptest/.GlobalProtect/GlobalProtectLogs.tgz

STEP 6| ( ) RBE S EREAEEE/ BEEAFRERERINES , AIRRBAFIRERN
CommonName E2 & & B,
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1£ Windows &£ & FZ#EEAT loT 19
GlobalProtect

#17 Windows 10 loT By E 7] LAE A GlobalProtect BRER, FAEABHEM L | HI0 Microsoft &
FEHROREEES (SCCM) |, EHIIT Windows 10 loT 1 ZARH loT £ & EEBM%L 8 GlobalProtect FE T2

Ko

GlobalProtect Windows loT S B EEABTENERT, SO ARSI MBBERENTE loTf #ELZERAR
HEITRENEE., R IoT £EEZEEAHEE CAREE , Bl GlobalProtect A5 loT 2B #Y A #1435
EHEFHE —ERRETRRE  BRENEREEEPHNIERF ERFE.

T %% 8152 88 IR E #1T Windows loT By EE & 24 GlobalProtect FERITZ T :

1£ loT #E& L TH I Z % MSIEXEC B,
£ loT #£E LS RMNS (PSRN — B )
£ lolT #£E LIS EFMES (— B, AEBRA)

£ loT RE L THIEZE MSIEXEC &3

LA THALZE msiexec.exe BRE lof KE , [ERERG AR —ERRBUERTT AL E GlobalProtect
FERER. BAERREI Iof KB LRI/ G EREE msiexec.exe EE,

£ loT & LIE R E S (FEEX—ERRK )

BN AR OS BEEER ol , KERAEEREREZ , RAOMREMIL, ST USERRERBRER

(iBA). WRERIEEFEAEBBERE , B GlobalProtect 2 A ERRHENERE,

BUHERERL AN - ERMERTZERATHRELE !

$EE OS /A ( )

B4 FHES | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

£ os |{H

gAY - REG_SZ

BH o loT

IEEEREE loT £ ( ) :

B8 FHES | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

2% EEE

R . REG_SZ

BH : yes

BEAOMBIE Az ( ) -

% 4% 7455 © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

28 A0
A - REG_SZ
B ¥l : B A GlobalProtect A O#BMEHY IP {15 FQDN,
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- EEERERRE ( )

% 4% FH#45S © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

28 EREEE
$¥# : REG_SZ

R BMARR T RENERERRE,
. BERB ( )

% 4% FH455 : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

218 . 715
A . REG SZ
B wmARAR loT £ENHRE,

£ loT L& LGN ERME ( — B, AEEAN)

AR EAOMREL, FAAEARBERERKREE. ELAMBR GlobalProtect {HEAPSIE IoT KEE R
MEFTRBEEDRBEARNNTEH. FLEEA VPN BEREEAEEZBER K RACTAEEREA,

ZAHRELABA (—EFR ) ERAER—ERBERS EEATIRESE
o BEADOMBIEALE ( ) -

B8 7S | \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

£8 A0
¥3 : REG_SZ

E¥l : B A GlobalProtect A D#8YEH IP {1k 5% FQDN,
. BEBEXEAE ( ) :

% 4% FH#455 © \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\PanSetup

28 mAEA
A - REG_SZ
B8 1
o IEEERRBE ( )

% 4% FH#455 : \HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect
\Settings

8 . ERR®
¥R : REG_SZ
EH : yes
+ B& GlobalProtect {& ( ) :
B8 FH#ES © \HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
% : GlobalProtect
¥R : REG_SZ
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E S A

HARECH A TAERERATRBENNESMEER , BENMAREN R REFEMARN IR —&
ZE, BERSTHEENTHHERYES K CEFEWNSESM (#5. WUEE, i) B2E
Bink ( RnRMEREREARKE ) FRARER , E4AUFSEEN S AKER TS MR
RELNIRE , TRERSEME. —BMENZEMEFIFNIT. GlobalProtect™ EHEARERE
(HIP) BT REBUEFRR ML EERENET (PINREERKENRLUBHEXENLE
EER. RRCRAMKENE, K 2EEE Jailbreak 5% Root REBEEHTEEBTAIEE
HEBERE , MEHRENER  RURFEREBFINUBRKETEMER  THFEANE

EFXMBE,

I 4R MAERRERE B THERATREANHEEEN.
> BREHENR

> FRELLHIP AEEHFREAREBT

> RIRBWEEAEAEEEER

> EFEME HIP e

> HEHERBEE

> ER7FE Windows B User-ID RERR X AN E RS ER,
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AR EHEH

GlobalProtect BEABEXANHEF -~ AT HERKEAREIITHEIHRNET . RREABEXSERINERES
L EHERARE GlobalProtect B, MEBESREARAMXVNRKEIREARECCERNEMHIPY
HrA HIP FREEMBLY, MRBBFAYT , ©EHIP LB AZHELRE, A, MRERARYHHR
HIP BREENARRE , AIEE@HTHENZ2RA,

S FERRFBTEATIRIA SR EESRARAZeYE  HURREESAHFINENBRERZA |, 7F
BENERERNERTIHENZIEELEZLBRETENZSHZE, flU , EAFFIRREHBNER
Rz , B EEREFHNENNIHEACHEEER LRAMNER, MRKERRESBAME , B2
BIAYEAHTFIEAESNZSMHRAEREBTIER, i, $FETEFIRANIRS , BUURIE
HFAL , BREAEAMEEREAFERYKEAEEFZEERAAE , FAE YU ELFEEXRNZEE
NWEZERN (ER , ATAFERAEFIEERAE  ZXEETHENZSRE , RAHFIFESXE
EHIPREEZETHMNEBERARE)

GlobalProtect FE FATEN N EM BRI A ?

RE a5 E M E BA SRR FI B TR B 2

FERENFAEMMHRREEEEE?

BRIAIESmBMREN AT RE ?

GlobalProtect E RN INERN BRI A1 ?

fKFEEX , GlobalProtect BARASWEBRERM LT —REAELZEMEAIBEREESR (W
OPSWAT £ &R B FifmiE ) AL EREREL GlobalProtect FIE LAt AR R RISRHIZAIT,

HAZEMRBLAFERRURR —REAERAZERE , GlobalProtect & RHE th o] MIEHUS
GlobalProtect ¥ ERNBIEEH , WHHEBEEHRESHNEHREEEBRE.

AR, BARASWRERR TIERERNESR , UIHBIER TR LSRR

& 8 K% : ERIKREER!

WENER

FAREIRASNES K SEIHREE. TARE, FERRK. ERAEIRE
EEERFT B ( #¥ Windows R ) o

jll]

¥ H Windows i BERV#81E, |, GlobalProtect FERE &N
£ A ComputerNameDnsDomain EZ&MPBiE , ERAXK
AT f & BN M B B RA B Y B SR 1Y DNS @13, iER
1 HIP tb¥t BE%5F & ( Monitor ( EE#2 ) > Logs ( H
# ) > HIP Match ( HIP tb¥f ) ) & Windows i B HY
Domain ( #3815 ) BETHEHR ) .

TBRE TBRENHEEER  SEXRERBE. BAMBE. EERR. BARSKRK

FMERKEEFEZTNRE2EN. I |, GlobalProtect EINERERSE
& Root = Jailbreak K&

N EEWETHEREEBMIE HIP & HI M ERI G 6 A
©f8yEE , GlobalProtect FEZE —{& MDM {3 ik
82 GlobalProtect B 5j %z #& HIP B4 Airwatch MDM {51 iR 2%
NES,

326 GLOBALPROTECT EEEIER | THEMR

© 2019 Palo Alto Networks, Inc.



5l

W EE 1Y & B
R AirWatch FTEEREE |, GlobalProtect FERTE R FINEN EHMEA T

LUZEIB AirWatch BRISFIUNERN BN EARE T, BHRATHE AirWatch #EEX
HWEBMEE , B2 E Windows B User-ID AR AN E T #EH,

EHEEE

FAREIH AR/ cEAEREXEERRRRTREMEXRE
mEANEH.

N MREEE HIP Y BB XIEHENRE Severity ( B
N A Et) EEALEEM (Objects (¥4 ) > GlobalProtect
= > HIP Objects ( HIP #4 ) > <hip-object> > Patch
Management ( {&##f2 X & ) > Criteria ( 2281 ) ) , &
FA GlobalProtect gREM{EF OPSWAT BmEMIFE RN
TH%rE  DRESEERTHVER
+ 0K
. 1_IZFI
s 2—HE
3—HFE

B K@

BAMTE 8 E R KR/ R 2 MBS KRG E R

REZHR

BRERS EBAR/R2EK MBS REHREKE. RECHRANEBR
E. BREERERAE. LARERE. BRERERBBHNERA,

GlobalProtect 8 OPSWAT & i Al FFHLinE LM B a2 kA
£ FEIBES OPSWAT OESIS £4& , GlobalProtect 3 #& 7] LAFT{4 ik 2 Y
GHEAREE, Bl | BELAES HIP Y4 HIP 3RERE |, BRRIRE LS ER
EHESHEERE , YRAEEEFNABEERER,

) OPSWAT ;%1 macOS i % {88 Gatekeeper T2 M Ih
& enTHREERBAT -
Engine Version ( 5|24 )
+ Definition Version ( E&RA )
Date ( HH )
Last Scanned ( EXiBHBEER )

R

FARRECREHRFEONRE. EMBEORE  URRKENBEEERER
HNEA.

TR IR

FARRECRKRUMRMEZRE, SHEMBRE T WL RME/RERE , M
RBRENBEREEREBNET.

BAR BB RER/REAERIE RS (DLP) BB L BB AT ERAR L
NRPEE  IREETEFTZLRELNERA. LERAESH Windows iF
RS,

BHE

BARIRRE L R RN BR ZET.

EHIE;: 3

BAREREFEESEREMIE (ZR Windows ) . BMYEE (plists) (ER
macOS ), OREERFEFAFEAEZHEREREFNER.
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BRI R L EAERHBRRERLE TR EWE S, SEHE CPU BIRENESEIERRE, At , EACOHE
WENREBERERERE  REBRELZEEBAER ( Network ( #8358 ) > GlobalProtect > Portals ( A 04
¥ ) > <portal-config> > Agent ( {XE#2% ) > <agent-config> > Data Collection ( EXHUE ) ). filgn ,
RFTERBRYEDHTHBREOEEERRIFRL |, ST UHERZER U AR NES B RS
MERIERA.

BETURERFBRRER/ARR LS, UREEAERL, HIW , ETHREZEE R ERBEH
IRETHREEESEENEARNBE,

[ 38 AN el 52 ) E R E FA SR sR H 01T R A 2

BERARISBISMHEEER , URHASKTRAADRBENAFKERRRSBLES , LHAEREL
EIHIP WS HIP SRR | JE S48 EECIRE/ o A I RS T B A T B TR

HIP 4 —LL 2R | A AREFRE A HEAREAMBRSHNREERBHHTRAUE  FMEANERE
P BN, BAFKEMEH TEAZHY F ZENMESSEFNANETR  BLTEISEERN
EA-ESERNERERER, TRERP , LHEY HIP MHUANSERZRFIBITHRERARE
o

EERVEEEN HIP W4 ZREFNAFERREZNAEAREN ETRERRBHATRAY, FER, HIP
WS RERHY MERVEZLFATEAN HIP REM, Eit , £UEEEESERNY
f BAREER S, SRNKERNLERE, KEERTHREER RERBENHEEE
Rik, FFEEHCE , G EER LB ( B A ) HIP R A,

HIP BUERE—— B HIP MRS |, BARERRL SRR, BY HIP RERR , BALER
ARG S SEAIRILE HIP Y ( SR EA HIP S A ), AEFESTEE AT HIP & R R
B REBIARTAARR. NRATAE , ASHTHENRURE, NRREHAE , Ay
= @ﬁﬁu T8 P T EL A B L S B RS

SRRREW (EEARANMNRIGRYAGRER ) T  SERARXREXNRAEHRERMERY
HIP ¥4 82/5% HIP R EREABRFEE , HIP ttiia‘fatﬁéilﬁa AMAZ (EHK HIP REEMMERELR
Alzal) , EFEEFEHIP tb%ﬁ‘fﬁk%ﬁtﬁﬁ%cﬁ“ﬁ%ﬂﬁﬁmﬂﬂﬁﬁ LAt BY SEXE HE IR TE T B AR FI AT HY
EEUEWBJEQ ESREREL HIP AERMFEARE HT , LS izuﬂE_L HIP #1482 HIP 3R ERE , RigH
EAFRRILE SR M FFME A

EAEMAREMPNRREREHEE ?

HHER  FEA—REAERHMBRARARE (FABA HP 2R MR AINBHHTHER ) WEFEHA.
T, ERE HIP REEMMFE/HAEMFE , B RERE RN HIP BARSRBUA LI,

ERREMRETRAL (B, EEAENRELRAFH HP REEBRFITHFREEETAR )  TE
BISHY R RER HIP #84F ( B SR ) BERERMERME. LHMER  HHERS SRR EA R R RS
RHTEEEFIE ? AEXRTHRTHRBEMRGEFIE?

BHIHE , FEETHER :

MRALZEMEN AR EEREOREBEYS | SATUEYHEFN HIP REE. BERERT , B8
EEHY HIP RERNEAERY HP BAAL  SFEMESTE6E (3 335812 1 3R 45 FR B AT 1L
FREESELRKEACERARENES )

MREREBEMBFNRARER , BUUBRIANN HIPREE, FEBERT , KUTEAER
BTABNEAERYAL  PERESLEERENAREEANAE.

ASREEE HIP BEBFABAFZT , ESNTZM HIP ¥4 HIP BRERE , RARER HIP B
FERFFHAERA
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HRMAERSmMAREN AT RE ?

RERMEMRE GlobalProtect , FRAEAMEUREEZRE HIP BX, EEMESERALERRYEE
HE LWL HIP WHEN/R HIP REE, MESHHSENSHNEEEL HIP LHAFEE, BRER

W (EERFRAMANSSIEREYANER ) TR , SEEAEAMREINFKREREREMERN HIP Y
B/ HIP BRERMAAER , HIP LB AFHEELERE, AMALZ (EM HPREEMMELERAZ

Bl ) ,EEEME HIP LB ARRAERBRDRMRENREFER , Ui EREREFTERFHTHRA
BB,

HRHIP LEAFRBETRREFSEMEYN HP YHRIEELE , Rt A TESHEREBHTEA
RE , BXRBRYZE HP Y4 , UREFSIFERERME HIP LHFSEE (A TEFBMTREMR
) , RESHFFAFE RN HIP LHFESER (ATARE ). fl , BREBEHLEREREHBIR
BREENREERIAE, EHERP  SEET —AFCEREREN SR RERRB 2 THHYH,
BRI EESE HIP RERET , W TH MBI AFFREEN VPN BEFFRNZEMRAURA | &0 U6
RAER ISR ERREREBN EHEEMER,

EHEHP  BEEEREPLIRTHS HIP LHBFPHEER, NREERBAFPRRZEHEIR
BERERENRE  BETLERSELERE  SETURY—EHIP YT  FHFEHEIREREBRET
KRR, HRLEMHEHRBFRE A , ERTEERTHEE HIP REEIMME R 2 M RAR AL
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sEU HIP RERRYRAEFIHIT

FEERARHBMTHRATIREANER , ELAZTR TSR, NF HIP HENFMEN , F2RER

STEP 1| HERR HIP BB ZE L,

GlobalProtect Gateway

Date Issued March 19, 2012
Date Expires March 19, 2015
Description  GlobalProtect Gateway License

EE[ER HIP Thee |, XA E GlobalProtect FRA®RE , WHEMKHIT HIP RENSERE LZHE
GlobalProtect EA R, EERFZSEAOBLERE LR RERE , 7528 Device ( EE ) >
Licenses ( IR# ) .

MREREFTERRE | BB Palo Alto Networks SHE TR BER., NMERENFEMAENA ,
B3 GlobalProtect 21,

STEP 2] ( ) EREAEAMERENEMETEHEHR. Hlw, ﬁu%ﬁﬁﬁ/iiénnféﬁ 2EY
HIP MR ESNAARARES  EUNRY BTREUECUEREARARECRE (&
BH BRI Plist BT ) REEHT (EAHENHTHER ).

> HEE2 B 3 §REEARERE GlobalProtect A OBy, MBMEEAKRZEADMLE | 5
L BEX E GlobalProtect A O #AM FEVE L BB R,

8

b
N3

Registry Key ®

Reqistry Key HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\P:
(Default) Value Data

] Key does not exist or match specified value data

Registry Value Value Data
r r r
Domain Acmenetwork.local [

Add (@ Delete
—)

1. A& GlobalProtect A O#BI5HIFF A& £ |, iZEINetwork ( #8%% ) > GlobalProtect > Portals ( AQ
) .

2. BEUSEE R A ORIERE,

3. 7 Agent ( RERX ) HE L , ERNEEFHEAT HIP REWEFERERENERE , N Add ((#i8)
REEIER,

4. J#H Data Collection ( ERIURE ) , ABRBAREELL Collect HIP Data ( WE HIP EH#l )

£ Custom Checks ( BiTZE ) T , ERECERBTHAERXER THIKRENTIIER -

EERNEFABERHEMIENET : £ Windows HE L | Add ( #7118 ) Registry Key ( & 8%
5 ) B , LAKEE Registry Key ( &5 ) BIEANER. &ERFI4SE Registry Value ( B8k
=) E’Jﬁﬂﬂ&% Add (#7118 ) AR EERBERHME. E—T OK ( BE ) URFEFEHRE.

v
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6.
7.
8.

STEP 3| (

1.

2.

w

No uok

8.

9

EEWERARFTHTREEFNEN | BEEEHRK ( Windows = Mac ) A% Add ( #1i8 ) BF
Z Process List ( EEREFFE ), HACEEEAERSWEMBEANRERFER,
EEWEERABEBMAEENER - £ Mac EE L , Add ( #1318 ) Plist UKEER, EERFE
ERSIBENERWE , Add ( #H18 ) Key ( FE5|8 ) B, E—T OK ( BEE ) UREFHE.

MRERFHRBERNMERE , FRFEES GlobalProtect REREAERE,

#—T OK ( HXE ) RFFHEAE,

Commit ( 2% ) 8%,

) WS HERRE R,
£/XE GlobalProtect A O#AMGHIBL A& L | ;ZEINetwork ( #83% ) > GlobalProtect > Portals ( A
k) .
BEEEES U A ORLAERE,
£ Agent ( RERX ) HE L , EREAERTPHREINAERENERE |, SiZ—T Add ( #1# ) — &
%ﬁ- Yo
i#HY Data Collection ( ERIUE ) , REHEESRA Collect HIP Data ( LE HIP EX} ) o
£ Exclude Categories ( BERR¥EHI ) T , Add ( #7138 ) —EFRTEIHEBREE R,
RTHRXFEPRENEHBRA Category ( FAl ) -
( ) MRZERFMBEBPHBRSEREGE/REMR , MAZHBREMBER , FER—T Add (#
®), EREBREEESRS | BEEEHERE Vendor ( B ) , RER—T Add ( #7318 ) LUHERR
ZHENREER. TRERZMER , BR—TOK(BE )., UKL EARMEERMTEEH
MRIBEE,
S EEHRNEEER  EESE 5-7,
MRERFARERNERL , FHREEES GlobalProtect RERZ N ERE,

10— OK ( e ) RETZIELE.
11.Commit ( X ) 8%,

STEP 4| B3 HIP M1 A ERZE AR XFTINEN R HER.

EERYEFEN HIP U, REFNFERREZMAERBENEMEFARBHE TR, FEE , HIP
MEAGREEYHE  BEBRVERSFRAREHAN HIP REE. Bt , B RERMEFERNY
f, FERMEEE , flm , ERRHREENLEHE, BEMETFHNKEER K RERBFENEER
. MABEME , BUBEEEYBGEHN ( BEE AR ) HIP &EREFEA,

:ﬁ WERRBE HP ERISMUNFHREN , SRR LRA,

1.

ERE GlobalProtect FEHP AL ( MREHTEEZEREZBERLE HIP Y14 , BIfE Panorama
£ ) , i#EH Objects ( ¥4 ) > GlobalProtect > HIP Objects ( HIP #1#F ) , #A% Add ( #7118 ) ##Y
HIP ¥4

B A YR Name ( B8 ) o

HEECEELHNTHEFEENTEENER , iR EUS LR ZEE B LbE 69 W4
g, EERVEREB IR EEHBEANYH , 5 EI Anti-Malware ( FEEER ) B
& , RRIEE Anti-Malware ( FFEEHHE ) RIS RRBEAHERNV, TRBUAERAELSH
8], fin , TEBERINRE RS R AVAST Free Antivirus RBBEATEX. ERKA Real Time
Protection ( BIFHRE ) , WHEHERKE S RREFNHREESRR , BYELH HIP BN E.
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HIP Object

General |#| Anti-Malware
—P—

Mobile D [ Is Installed Real Time Protection | yes
Virus Definition Version | Within
Patch Management
— Days ||
Firewall
Product Version None
Anti-Malware Last Scan Time | None -
e
Disk Backup o ey © 8
[ —

Disk Encryption

R —
Data Loss Prevention
e —

Certificate
—_—

Custom Checks

|:| AVAST Software a.s. avast! Free Antivirus

[ Exclude vendor

HELEREURYHPLEENSEENESHLER, MEFHMEN , B0 =% ERWESER,
4. ( ) REEHRBHNEEEER RS RMRELHNER,
Blin | EWALBY EEE T RELEENER UM LEERAEEECHEARE - ZEERNEE
BER,
Windows B # User-ID REBREXNEEH MDM AIRES , BB T HIER :

THEESHME
THEEMBNEERE (HEEEER ).
User-ID REERX KU EAERAMA HIP RENER, SUMURBELZRERL HIP WH , X
EERE IR EramET HIP XR£RAl, WHEFHEN , FSEEE Windows B User-1D X
XAWEFHENA,
1. 1#EX Mobile Device ( {TEIZEE ) #EU5 3 AR A Mobile Device ( {TEISRE ) R EHRE.
2. 1£ Device (£E ) HE L , t Tag (1EH ) TR EERIMLEERE T ( 4120 Contains ( 2E )
HiIsNot () ),
3. ) HRIBRE , MATHIHEEERNEZ—

» BERBERRTRRHNERE,

BETHAEN
NEEAW
NAHEN

4. ( ) HRETRE , WA TIERREEZ— !
zﬁ ERRERTHBREHAEBH LR,
HamEN

RS BEN
R A
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HIP Object

General +| Mobile Device
Mobile Device
Patch Management
Firewall Tag |Is
P—! tiMalware Pheone Number | Mone
W IMEI | None

Disk Encryption

S
Data Loss Prevention
[

Certificate
e

Custom Checks

Device = Seftings ~ Apps

Model | None

orate-Shared -

4/4] €|«
g
o

5. #—F OK ( ##&E ) Rf#F HIP ¥4+,
6. EEELESBREVATENHMESE HIP .
7. Commit ( X ) 8F,

STEP S5 | M &I EHER AP FERAR HIP BRERE,

B HIPRERER , ZAUEAAMEERESENEILN HIP 4 ( AREAM HIPRER ) , WktE
SHEIEHM HIP RERTEHRER , REBIAREIATHERER. UREFEE , M THENRA
RA; MRRFE/FESE , st T —ERA , REREMHEMERR L ERRIERE,

1. FEfRE GlobalProtect B A B L ( MREHTHESERFEZBHRE HIP ZEMRE , Al1E Panorama
£ ) , iZH Objects ( ¥4 ) > GlobalProtect > HIP Profiles ( HIP 537 €4 ) , A% Add ( #7118 ) K
HIP &2 48,

2. B\ Name ( &% ) # Description ( 5288 ) K& BIFRERE.

3. #&—TAdd Match Criteria ( #TI8LL ¥ 28] ) BARK [HIP ¥4/ ERE L]

4 BIREEALEEAG HIP MARRER KRR THEER (D), BEBE [HIP RER] YWES
RE Match ( LL¥# ) XFFH . EREENHFHNEREREMSTA true B | 5 RFF HIP FRERE
BB ARTE , FBERRNOT RIS RENEWH,

HIP Objects/Profiles Builder HIP Profile
® a0 (O orR [ | noT

Name

Description

Match

is_mac_obj ]
is_ios_obj L]
is_android_obj L]
is_chrome_obj b Add Match Criteria
is_linux_obj L]
is_win_obj L]

5. AEEEUMREEBRENBLHER K BEESXNEZEREEENANEE FIREIRE (AND
L OR) ; BARESR  FEEENERTHEA NOT ZE A #.

6. ERBNERNAMEES , BIXAEMatch (LY ) XFEFRHP , REENVEFEFICER , &
REAFTERBERTME HIP 3ER. Fla, T3 HIP BREESLHYES FileVault RN (EA
7 macOS fEERM ) = TrueCrypt BBRNE ( BAR Windows R#t ) , EERMSENHESE , YER
g Symantec R FmZ TN HRE

GLOBALPROTECT B £i5r | #&H 333

© 2019 Palo Alto Networks, Inc.



HIP Objects/Profiles Builder HIP Profile

() awp ® orR [ | noT

Name | VPN-FullyCompliant

Description

Match  ("avast mac security” and "is_mac_obj") or ("is_win_obj" or "Avast-anti-
virus™)

Opswat Avira Mac F

Security g

Avast-anti-virus g

avast mac security !

Opswat-diskbackup- +F ¥ e
crashplan M Add Match Criteria
Opswatv4-firewall-mac- au

builtin !

7. BB LLHERE | FBR—T OK ( HE ) RFFRE
8. EXRELSBREVLFTENHMSE HIP RERE,
9. Commit ( 2% ) 8§,

STEP 6 | HESRIZFR LY HIP ¥4 EE HIP SR ERE 2 & INTEHI —# B2 GlobalProtect REM AT

i
I}
i

> TOTSERIR HIP MR ERE  BA—BEATRRMEERSMRBEFHN G E, A
A  BRERIRET K CHEHENRBRLMEEATENBBERELME , WL
r@ﬁﬁlﬂ:ﬁ%ﬂ% BHCBRYEANRA., MEFMER  FSERNTESHRERENT R
& ?

£ GlobalProtect {# f & E 4R 1 B ZRE L , :2H Monitor ( B5#2 ) > Logs ( 528% ) > HIP Match ( HIP
th¥) . WBRER , EHHHERMN HIP Y4E HIP RERTEERARENMBRENERES HIP ERE | B
EFEBINATEMEAE, BEMARTRE , ERHE HIP EH Y FTEELRLRRIMAIE,

Dashboard ACC Policies Objects Network Device

Receive Time Source IPvd Source IPv6 Source User Machine Name Operating System HIP HIP Type

11/27 17:09:10 . hle CHROME- Chrome is_chrome_obj ohject
ARWPTHAVL

11f27 17:08:30 - | hle CHROME- Chrome is_chrome_obj ohject
ARWPTNAVL

- | hle Chrome is_chrome_obj object

11f27 16:57:51 - | hle CHROME- Chrome is_chrome_obj object
CEUVKLGU1

11/27 16:56:23 . hle CHROME- Chrome is_chrome_obj ohject
CDESSTZOI

11f27 16:53:03 - | hle CHROME- Chrome is_chrome_obj ohject
YC22GUKB4

1127 16:48:30 - | hle CHROME- Chrome is_chrome_obj object
SBL /G

11f27 16:42:55 - | hle CHROM Chrome is_chrome_obj object
HPIAXNLWI

11/27 16:28:58 . hle CHROME- Chrome is_chrome_obj ohject
FUKSTPIRY

11f27 15:55:29 - | hle CHROME- Chrome is_chrome_obj ohject
NYTTLHYPO

1127 11:57:28 - | bhu PANWADZV3IW: Windows is_win_or_mac profile

11f27 11:57:28 - | bhu Windows is_win_obj object

1 1127 11:57:28 - | bhu Windows object

11f27 10:57:13 - | bhu Windows is_win_or_mac profile

1127 10:57:13 - | bhu Windows is_win_obj object

11f27 10:57:13 - | bhu Windows opswat-windows- | object
defender

11/27 09:57:11 bhu Windows is_win_or_mac profile

11/27 09:57:11 bhu Windows is_win_obj object

11/27 09:57:10 bhu Windows opswat-windows- | object
defender

11/22 17:06:14 | hle SICMACH4ACG3... | Mac is_win_or_mac profile

hsER AR IR R IR T TR T T S T I R S I T ¢
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STEP7 | EBEFEL HIP AEH 2 FEUE HI2REIXERK GlobalProtect £/ & RIREEHRUA User-
ID, #&HARA User-ID , EMEETITEERAERAERREE , TR BT SELEEM HIP
tb¥ BEFIEE 2 it,

1. 1#E Network ( #8%8 ) > Zones ( [EiH ) .
2. ZEMA User-ID WIEFH , #—TName ( 58 )
3. Enable User Identification ( BXAEAERER ) , REZE—T OK(HEE ),

Interfaces [ Virtual Zone Protection
Mame Type Systems Profile

:

Leg Setting Enabled

STEP 8 | FESEHIRIE E BN BUA HIP R £ A,

BREMER , ZEREFE HPREREZHEYREMHAE , YAHCMREFETHABRE (RERIRE
By dER] ) . FBILECE B EFHEEERAUARA HP ZRAWEEVE,

1. J#E Policies ( JRBI ) > Security ( £ ) WIEREEMNE HIP BREEN BEREA,

2. £ Source ( HR ) H& L , #{R Source Zone ( KR [E ) REAEBA User-1D B E1F,

3. FE User (fEfA%E ) HEEB L , Add ( #38 ) ARABEIERER HIP Profiles ( HIP FRERE ) ( BT HTE
5% 63 @ HIP BREEE—FHA ).

#—T OK ( #XE ) REFEFHRAL

5. Commit ( 2% ) &,

»

Name Tags Zone Address User HIF Profile Zone Address
[ corp-vpn any g known-user @) 5 05 [ frust

STEP9 | EREMEA HIP REEBFHNTRLUERAUR , —REAESFINEHNAL,

EMREEMRBERNBAALS (A, EEAENRERFTH HIP REEBFHTAFRRETERA
B, EEHREHFEAE HIP ABRF ( RFER ) HERAERMEREME, URER , AFRERTMER
ERREPRERNTRFIE ? REXRTEARTAB AR EZEE ?

Blgn , BEREFREZME HIP ER , SEFMENAAMSRREREBEHAARRESRANT. EUHER
T, BUREEALHE HP REENERAERY HP BAAS , SFEMEELERE, & K WRE
ERERLEARBARANERLT , B0 HIP REEMEN , METREFSEAEREETHFNERER

YA,

1. EE GlobalProtect RIEHRIBHF A& £ |, BEX Network ( #88% ) > GlobalProtect > Gateways (
E),

2. BEUEERIE HIP BAA S EEHERE,

3. JZHL Agent ( XE R ) > HIP Notification ( HIP BH ) , A& —T Add ( #18 ),

4. % Host Information ( E#E ) TR FEZENEAILASHN HIP BRERE.

5 EHEN HIP REECHTHEHBALEE , REBEERFEERILAL | #E Match Message ( &

#AE ) I Not Match Message ( FREAE ) . EXLERT , EUREERBEEELENYHE
RAMEBR , RAMEFEIFEFEERIAL,

6. Enable ( X ) Match Message ( FF&FE ) = Not Match Message ( TRHEALE ) , AR BHEE
A SR~ A Pop Up Message ( TREEFAE ) iE & System Tray Balloon ( RFEEEKFXFHRHA ) -

7. £ Template ( 178 ) XFHRABATEXF , RAEE—T OK (HE ) . XFHREHRXFH
WYSIWYG #2828 HTML 3FMR4R | BT BU6EA Source Edit ( FR#REE ) £ B RESMEREZH
i, TENBRHZERCXFEB A BER = NiRE (fInEZSEREERE
FEREXNTHURL) .
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HIP Notification ®

Host Information | firewall test

Match Message | Not Match Message

|#| Enable
[J tnclude Mobile App List
Show Notification As (®) System Tray Balloon () Pop Up Message

Template

You are connected to the ACME Gateway.
Your computer does not seem to have the required antivirus software.

Flease go to

av to install the software,

-

8. Y BEEEENAEEENERF.
9. Commit ( 2% ) 8%,
STEP 10 | HERREW HIP R EE R B MAHR —KIEE,
R SEARE B SEEDN TR HIP RNTE :

1. ERERMERNR AL | EE Monitor ( B5#2 ) > Logs (
2. BREAFRUERTHEASEITEERZ HIP

§08% ) > Traffic (RE ),

REBHRAUBFHRE. flm , FRESEESR "i0OS

ERENX, 2 HRAMNNRE

, BEEEEXFZ AP A (rule eq 'iOS Apps') , IIRFFR :

nt rule eq 03 Apps” |

Receive Time Type FromZone To Zone Source Source User Destinaticn To Port
Bf) 02/08 17:47:25 end 13-trust 13-untrust 10.31.32.4 paloaltonetwork’, 17.154.66.16 443
Bf) 02/08 17:47:25 end 13-trust 13-untrust 10.31.32.4 paloaltonetwork’, 17.158.36.34 443
Bf) 02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:22 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:21 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:21 end 13-trust corp-vpn 10.31.32.38 paloaltonetwork’, 10.0.0.246 53
Bf) 02/08 17:47:08 end 13-trust 13-untrust 10.31.32.34 paloaltonetwork’, 107.20.172.241 443
Bf) 02/08 17:47:08 end 13-trust 13-untrust 10.31.32.34 paloaltonetwork),... | 74.125.129.104 80
g) 02/08 17:47:07 end |3-trust |3-untrust 10.31.32.39 paloaltonetwork),... | 17.167.193.105 443
g) 02/08 17:47:07 end |3-trust |3-untrust 10.31.32.39 paloaltonetwork),... | 17.167.193.105 443
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Em W EEAE EEEE R

Windows 2 & E8 macOS plist AT % Bl R A Windows B2 macOS fE( R MR EMBERT. BAMUEIH
ARE | B EXEMRERE Windows 3 macOS inZ ERBERE ( EEYEN B Plist #E5 )
RIEEHT ( EEHENBTHERF ) . BABFTRELUER GlobalProtect BN INESENZHEA
( $& Windows i B B B SR MU TS B B S IR 1E ) RIRIFEREIFEE (Plist) &R ( % macOS i B & Plist 2
Plist 5|8 ) . BFEREZEHEHITREPKRENERE T EE GlobalProtect BERARRFTNENRIE FHEA
ER  ARERARENERKIERE GlobalProtect Fi&E,

EEERZBBIIREVENER , BULEY HIP YIH, #F , BLUE HIP Y4 FHIEE HIP 5RERE ,
LAERWEER Uﬂﬁﬁﬂmtwﬁa%,.bi WeRFIBITE SR, Fﬁﬁ‘ﬂiﬁl HIP ¥4 ( Lk BTEBFTREFRE
EHMHNER) , L)\’Eﬁﬁﬁiﬁaﬂém&‘mmﬁﬁtﬁiwﬁ% ERMEKFERERE HIP HLYE  RREehEER
B4 HIP J:I:¥TEI‘-EIEE HIP B ERE L AT FESRESTNEREZ S MR AILLE, &u%ﬁm HIP SR ERE/E
ARZSMFAFRANER  AFESSERFSHNRE LRFBTEEMERA,

R TSR B TR ZE LU EE Windows B macOS i BN ER, WIEREESFE S ZANSER
MEBITMERY HIP YHE HIP SRERE , BEEAFEAREERMEARSHRAINLEEER | REE, E‘E‘E
}DJJ/Ju,ijfBNHng'ﬂEo

»  WEEER Windows Bé&s£ 8 macOS plist EBERAREXNRENFMEN , FSEBEL
%Fgﬁﬁfi_tnxmo

STEP 1| f85F GlobalProtect FE T2 £ Windows i B EE Windows Z & , # macOS ik B &
plist B, FIRENEF BRI RERAEARRCRERERE L K IRXEAEANEEE
MM,

#& Windows im B EER :

iZHY Network ( #8%% ) > GlobalProtect > Portals ( A A3 ) .

BEEAAOMEELER Add (#18 ) —1E.

£ Agent ( RERR ) HE L  EREAZBUMNREERENERER Add ( #318 ) —EBHN.

iZHY HIP Data Collection ( HIP ERIIKEE ) ,

XA GlobalProtect FE T2\ L Collect HIP Data ( W& HIP &l ) .

iZHY Custom Checks ( BFT®Z ) > Windows , A% Add ( #7318 ) ZBEWEEBEAK Registry
Key ( Z5HE ) . MRZBRERERNERGESZHRBBATESWE , FHIFL EW Registry
Value ( E8&fH ) o

oAb
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows || Mac

1 itern - %]
Registry Key ‘V Registry Value

[F] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\DirectX Version

# macOS MBI EE K -

iZH! Network ( #8% ) > GlobalProtect > Portals ( A O #8344 ) -

BEERAEAOMLEREDR Add ( #18 ) —1@.

£ Agent ( RERR ) HE L | EREAZBAMNREENERR Add ( #318 ) —EBHN.

iZEX HIP Data Collection ( HIP ERU£E )

B GlobalProtect FEFAFZR LA Collect HIP Data ( Y5 HIP &%} )

iZH! Custom Checks ( HETHZE ) > Mac , A% Add ( #18 ) LEWEMBIETN Plist R B EHN
plistKey ( 5|8 ) , MY EEARAREERE,

oA~
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Configs
HIP Data Collection

[V Collect HIP Data
Max Wait Time {sec) 20
Certificate Profile for HIP Processing

Certificate Profile  None -

Exclude Categories |~ Custom Checks

Windows ~ Mac
[ § goy 0 B8
| Plist Key

[F] com.apple.loginwindaw autoLoginUser

filgn , Add ( ¥73€ ) Plist com. apple.screensaver fl Key ( £5|# ) askForPassword , JAKE
EHBEREEARBERRETERTE T 8EME macOS imEHERR :

Plist  com.apple.screensaver

E 1 itlem IiIiI

" askForPassword

0 Add @ Delete

STEP 2| ( ) RERE FRBEERITHENEERER.

iZE Network ( #85% ) > GlobalProtect > Portals ( A O3 ) o
BERA A QMBS Add ( #18 ) —1E.

£ Agent ( RERR ) HE L | EREAZBHMNRERENERER Add (#1318 ) —EBHN,
iZH! HIP Data Collection ( HIP BRI ) .

B GlobalProtect FEFAFZR LA Collect HIP Data ( Y5 HIP &%} )

i2HY Custom Checks ( BET#Z ) > Windows 2 Mac.
BEBWEHEBEANEREREFSE Add ( #7318 ) Z Process List ( EEEFEE ) .

STEP3 | R BITRE,
#—T OK ( #%E ) 3t Commit ( 2% ) 8F,

Noukobdr
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STEP 4| ##5% GlobalProtect ERARE R ERIGHKEZEEHITREFERNER.

¥R Windows w2 :
1. BRR—TRHEEERREEEBAMN Windows i 2i#Y GlobalProtect BAFE. GlobalProtect ARREH
WAS B R

2. B—TERE (
O
) a'_\l«ilaaﬁﬁﬂlaﬁilﬂﬁb o
iZEY Settings ( #%%E ) LABIRX GlobalProtect 5% E E R

4. ZEY Host Profile ( =H#ERERE ) EELURR GlobalProtect ERAREXim B EN &R,
custom-checks ( BiT®ZE ) THRNEESHETEHHKEERNER,

=leEs

w

Bt Yes
Defauk Ve

A macOS % :

1. BBZE—TREEERREEEAR macOS kB GlobalProtect ERAFEX . GlobalProtect AR REEI R
H& B R

2. B—TERE (

o
) /‘FJ«XE'ﬁEﬁanIﬂEb °
3. iEH Settings ( 5% ) LABARX GlobalProtect % EH R
4. i#EY Host Profile ( EH#ERTERE ) EE R GlobalProtect BRI iR BN EMNER, R
custom-checks ( BETRE ) THRFEREREHBREEENER.

STEP 5| ( ) B3 HIP Y43k b 3 2 4% #4T5 (Windows) B} plist (macOS) , EBRRESERRR
GlobalProtect FEFITR = i £ 69 B 14 M B U B EHE 1T B ST B E Bl

BB BEITREENERMN HIP 4 , BESLEREAENERT HP HNRERHBER , RSd
HWZERESE HIP L BB E ( Monitor ( E5#2 ) > HIP Match ( HIP b ) ) o

#+¥ Windows #l macOS 3% :
1. 1EEY Objects ( ¥ ) > GlobalProtect > HIP Objects ( HIP #14F ) .

2. BEURA HIP 4= Add ( ¥ ) —1&,
3. 7£ Custom Checks ( BE]®E ) HEE L |, iBEUZEU S B LLBA Custom Checks ( BETRE ) o

EHM Windows 52 :

1. EEME Windows im BiHV S E B8RS | 5512 EL Custom Checks ( HETHZE ) > Registry Key ( &%
BIS ) |, R% Add ( #18 ) ERZEEHNTHME, HBRIRRE , B A Registry Key ( B H5H#HT ) |
REBETIRES — ;

EEHETGMIBNTEREERETHY |, B8 A (Default) Value Data ( 78:% (EEHR) ),
- EEHYREIRESEMIBNIRE | 5512H Key does not exist or match the specified value
data ( BT FESITHFEEENEER )
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TE[E R E (Default) Value Data ( f85% ({EE®l ) ) EE Key does not exist or match
the specified value data ( BBEFREERTHFSIBENEER ) B1E,

2. EEHEBGMBANSEBRETHEY | 552E Custom Checks ( BE]#Z ) > Registry Key ( & 8k
) , REAdd (#7138 ) EHRZEEHNSEME, HIRIBTREE , 8 A Registry Key ( B8 #IE ) . &
—TAdd (#18 ) , REFETIREZ— !

o EEHETGMBANSEBEETIEY | B8WA Registry Value ( E8&E ) ¥ FE Value Data ( EE
B o

o EERWREIREEEZBBBNIRE , 558 A Registry Value ( Z#%E ) , AZIZH Negate ( BE )
BE R

EEMEAMEER BT EA Registry Key ( Z8#5 ) % A{E{ Value Data ({E&E
).

» BRERBHMIBHIESEZEKME , GlobalProtect MERREMARMUERNBEE
BR{E,

HIP Object

General ¥ Custom Checks

Mobile Device
—_—
Patch Management

ProcessList | Registry Key | Plist

@ 1 item =X}
Firewall

1 | Registry Key (Default) Value Data Negate
Anti-Malware ] HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Diract: O
Disk Backup
Disk Encryption
Data Loss Prevention
Certificate

Custom Checks

3. B—T OK (HE ) RfFEF HIP 4. BRIMET —IRNRMBEHEAR Commit (12X ) 8F , i
HIP Match ( HIP tb¥ ) BEEFHHVER , BEETTSR 6,

EH M macOS 2 -

1. ZERE macOS IwELLEFHE plist , FHZE Plist , A% Add ( #F18 ) EREM plist, HER
B, B Plist W R, MREEELEIZEIETE plist B macOS 2 , 55BUA Plist does not
exist ( Plist A7F7# ) #IH,

2. BEEH plist AN ERIT-EEHETLES |, F52E Plist , A% Add ( #1i8 ) EREMN plist. HIRIE
REE A Plist W2, RE Add ( F118 ) Key (#15 ) RELLHHEIE Value (B ) » REWMRESE
HEZBRRERERSIBREN KRS , FBEFIE Key ( X5/ ) B2 Value (B ) & , :#H Negate ( &
E)o
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HIP Object

General [#] Custom Checks

—
Maobile Device

—_—
Patch Management

S L} 1 item = ]
Firewall

[ — | plist Megate Key

Anti-Malware [F] com.apple.loginwindow O autoLoginUser: username: no

Disk Backup

ProcessList  RegistryKey  Plist

Certificate

Custom Checks

3. #E—F OK ( #E ) RfEF HIP M4+, BAIBE T —IRRIBEZHEAR Commit (123X ) BF , LURH
HIP Match ( HIP tt¥# ) BESHIVER , NBEETER 6,
STEP 6| ( ) B HIP B EAE AR & RE S E HIP 4,

HIP BREE A EELZSMRR , LEN BT EZRAUNRE. SREE HIP REELHEER  SER
BB TEEMRAIRA,

MER HIP REROHEET , FBMLE HIP 2 RAIBIL,

1. i#HY Objects ( #¥1#F ) > GlobalProtect > HIP Profiles ( HIP 32 E# ) -
2. BEHRA HIP REER Add ( #1E ) — 1@,
3. #&— T Add Match Criteria ( HTi8LLE 2RI ) BARK [HIP ¥1#F/:RERE R
4, BHMEELLHAERE HIP object ( HIP ¥4 ) |, K& —T #7118 (
) B~ , BEBE [HIP BXEMRE] 89 Match ( Lb¥ ) B,
5. B EHMN HIPERERR , R—T OK (HE ) , A% Commit (1R ) BF,

HIP Profile

HIP Objects/Profiles Builder

Name | mac-profile

Description

Type | Location Match  "is_mac_ob]”

is_mac_obj g
is_ios_obj g
is_android_ohj !
e § Add Match Criteria
is_linux_obj !
is_win_obj -

STEP7 | #& HIP REEHMEEL L MRRA , LA BFTREVWENER AR LHERERRINBF,

iZE Policies ( JRAl ) > Security (221 ) , ARBRNRENZ2MRRIR Add (#8 ) —B. &
User (£/# ) EE L , #& HIP Profiles ( HIP X EfE ) Add ( #118 ) EX/R A, WELLMEFAITHR
HMER , RnAEAZE R LEREETNEE , FSELEEFEE,
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/security-policy.html

BXTE HIP 3

AEREIHEARERE (HIP) REBTH —BMERECRRERE  SaatERnEaRFE. AR,
EH AW ESRS (DLC) & Panorama % {E & fE GlobalProtect BRI E] ( REEZARZIT RN
GlobalProtect & ) ¥ HIP $i5. ETHERT , EFBMH HIP |MEFEER .

o FBREHWRNIFFINEE GlobalProtect MEBEEHR —HHIERA,

s FHEHBEBZEMABHNBECERAEZREER - HIP R,

EEEHEM HIP 3R |, BEAE E5EM User- 1D £ HENNEBRBNREME.
BB TYISERRTE HIP 3REEH B,

STEP 1| SR LA HIP R EME R R AAHI 21T $H ¥ RIE R A8,

STEP 2 | 3R 7E HIP & EHTHf.
1. JZH Device ( %&& ) > User Identification ( &2 &5 ) > User-ID Agents ( User-ID fRERER ) ,
2. EEURE User-ID REREASR Add ( #7118 ) —1E.

N REERX MBS Palo Alto Networks 31— 1B A ¥&. GlobalProtect @&, DLC
Panorama 1.

3. J&EX HIP Report ( HIP $R% ) o

#2 paloalto | - |
NETWORKS Dashboard ACGC Monitor Policies Objects Network Device

|8 Setup vsys1
= High Availability
B Config Audit User Mapping | Connection Security | UserID Agents | Terminal Services Agents | Group Mapping Settings | Captive Portal Settings

& Password Profiles

= Name Enabled HIP Report Serial Mumber Host
=

..'8 fila

gﬁ Authentication Sequence

User Identification UserD Agent
-2l VM Information Sources

32 Troubleshooting

l? virtual Systems Add an Agent Using (®) Serial Number () Host and Port

548 Shared Gateways

Name  User-ID Agent

Serial Number None

[V Enabled

[ KIP Report

4 #H—T OK (X ).
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/deploy-user-id-in-a-large-scale-network/redistribute-user-mappings-and-authentication-timestamps/firewall-deployment-for-user-id-redistribution

STEP 3| tIERE(EF GlobalProtect By XSS RIE R M HIP 3| , FREAARENBM HIP ME 2K
o SR S _E B Y EER T BEER TE User-ID Z B A Bk @ LW TSI B MR .

[ﬁ REEH Panorama 5%{iE=k DLC & HIP 3R | BB LS,

ARE HIP #R & ERT B BA AR R RIS B9 68 & B 1% LABR User-ID B5 K G SRIE RV BER & B AR
Fo

filgn , WWRAR HIP & EFH M 2B XAEFER Primary attribute ( T EEH ) A
sAMAccountName H Alternate Username 1 ( B FEAERTE 1) AEAEEEEE (UPN), FRER
FE5%7E User-1D KB A Bk B8 LR EMERES

I
il

> BHIEFTLER ; Fln, R HIP FREEF M &R Primary attribute (%
EEBEM ) A sAMAccountName H Alternate Username 1 ( R ERAELTE 1)
A& UPN | #&07#& User-1D B A #& Y Alternate Username ( B ERERTE ) A
sAMAccountName | Primary attribute 1 ( T EZEB# 1) %A UPN,
MRFEFEHEAHEPRETEAERE , MARE HP REEFHBMABH A BRI FELNERER
R LR User-ID By X FE LV EAERERUMER. £AERIEE S AT A HER
EFRE—H,
EHPHREEFBMHHABSFELREBAFEAERFE (HARERE LEREHERFRREL
FEEVAE R R & BEAE AV EFA & BE4E ) LUEE User-ID BA B SR B8 L A9 S5 A & BEAEAR T

STEP4 | fEFER 7% User-ID EAEFHMEZEENHAE HENIERES HIP REEFEMHES
EIEM Panorama %, FE. PAABRERRL.
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https://docs.paloaltonetworks.com/panorama/9-1/panorama-admin/manage-firewalls/redistribute-user-id-information-to-managed-firewalls.html

3 85 v R4 77 HY

EfAERRTHENMIZRME GlobalProtect FHIMIHE: , MMM E , HEEAERREOBRE | £
BUEBAZmMERIHBET , UHEHBRE SRR L

HEFEMEBMRVEMS BRAK (ELHESHPR vsys 1) YABEMERIEHS 1000 BPimH.
bt , WA LARBENE GlobalProtect SPEMN N BRI B I HEHEE,

STEP 1| BB EEHHNW IR TR ID,
F# ID 2 GlobalProtect & 7 i Bl F#FTiERMKE— 1D, T# ID BESNHEBEMEFTE :
«  Windows—Windows & & 1ZRIH#ES GUID (HKEY_Local_Machine\Software\Microsoft
\Cryptography\MachineGuid)
« macOS—E—EREERMENEMN MAC it
¢ Android—Android ID

iOS—UDID
Chrome—GlobalProtect FTIERIVIE—REFE K REA 2 BF

MRERIETH D, ATLE HIP b B 554§ user-ID BB ZI =4 1D :

1. ZEEY Monitor ( B53E ) > Logs ( H& ) > HIP Match ( HIP Lt¥t ) .

2. SHH IR BB RRERE |, B8 HIP Lk B,

3. FARKHIP LRSS , £ OS (E¥XR# ) >HostID ( =#ID ) TEBIEH ID , WiBIFMMTE Host
Information ( =#E A ) > Machine Name ( #2521 ) TRAIEHERE,
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Log Defails
Report Generated
User Information

Host Information

09/07/2017 14:38:33
User:

Machine Name: SICMACG943G3QC

® E=EE

1P Address: &3 42 52 1. OO0 MW LS 11 L0

Domain:

0s Apple Mac 05 X 10.12.6 Host ID: 98:5a:eb:8b:d6:bc
Client Version 4.8.11-54
Interface MAC Address IP Address
Ca-ah 79 LRV ¥ ]
end 98:5a:eb:c7:2d:f9 - S 243 T1I0B%e
Network Information en0 98:5a:eb:8b:d6:bc
en3 98:5a:eb:8b:dé:bd
enl 72:00:08:91:ab:d0
en2 72:00:08:91:ab:d1
bridge0 72:00:08:91:ab:d0
Anti-Malware
Software Vendor Version Engine Version Definition Version Date Real Time Protection = Last scanned
Gatekeeper Apple Inc. 10.12.6 0/0/0 v 4 n/a
Symantec Endpoint Protection Symantec Corporation  12.1.5337.5000 170817001 8/17/2017 X 04/06/2017 18:28:07
Traps Palo Alto Networks, Inc.4.0.2 4.0.2.241 2017.09.07 9/7/2017 nfa

Software Vendor Version Last Backup
CrashPlan Code42 Software 4.3.4 nfa
Time Machine Apple Inc. 1.3 n/a

T -

STEP 2 | B RIBHEIFE,

zﬁ I8 SEE ) Panorama SN SR #EA ER (R £ S B BE EBH A

1.

2.
3.

MBS ) I Add (F18) —M@

kg

iZHY Network ( #82% ) > GlobalProtect > Device Block List (
RIEHEHEE,

BWAEERNIEIRY Name ( B8 ) o

¥ EH 2@ Virtual System ( BEERH , VSYS ) BB A#E | iBH Location ( & ) ( VSYS =
Shared (£fA ) ) , BAEEPFEHARERE.

STEP 3 | M RIBEHHEE,
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Device Block List ®

Name  block-list-example

E2NBKGIFIGFWHVDqivT42YSknsQeQQor
cdba6BddB93eBe
ba12d59774f1e14e0e1491d02dee7984a5
4:0c:ce:da:ds:0e
742431da-1874-476b-9229-764328240631

[} Bo © 8
Host ID Hostname

CHROME-E2N6KG3FT
Nexus3-HT4AGIT09920_workl
PAN-TPAD

PANMBOEYDTKOHQ. paloalto.local
0Q2-2014-TMGDEV.GP.QA.LOCAL

1. Add ( #18 ) inH. BEEHEHARIWMAETH ID (

2. REE AL (#HE ) Htbmiho

3. B—T OK ( HE ) REFFILRABIH8H

zﬁ B3 CESE

== oo

JBE

TRERXEMEMA,

) MEHERE ( ) o
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=EJL = . > FO =& 3
=% & Windows B User-ID X IEFE =\ LA UK 85 = #4¢
EiA

LA Windows BE#EH User-ID REBERCKBESR , LXEHH AirWatch MDM BE R, LRI

# GlobalProtect BEfE A IRFEFTUNER R EHEFA , £ H AirWatch EEWEE L@BIETU HIP AEBRH

EA|, AirWatch MDM B4 BRBEEAS Windows BERH User-1D RIBERN — 220 KT |, £H
AirWatch API U EER VMware AirWatch BIEMTEIREET , WS ERHEZREFTHET,

¥R AirWatch E3E#) Android 552, |, HEIhAESX#E Android for Work i 2 | (B EH MR
l Ky Android i 2,

+ MDMEEHE

- WWENER

o ERTE GlobalProtect LAREER F#E
o ¥ MDM B4 R IT L HHERF

AirWatch MDM Server

AirWatch API User-ID Agent
- AirWatch MDM integration service
- Converts device data to HIP report

. . Event notification service
Mobile devices TCP Port 5011
+ Managed by AirWatch TCP Port 5008

+ With GlobalProtect apps installed
GlobalProtect Gateway
- Enforces host information policies
on mobile devices managed by
AirWatch
MDM E & E
rm i - |

WE L. Windows BERH User-ID KEBREX MDM B & REEH AirWatch MDM fal fREFE1TEEH HIP
BHUFERTEEENTEIMET. TEEE LM GlobalProtect EARR L E#§ HIP EAEXHBREE ,
MEAE K E GlobalProtect EAERNE MDM B4 RENWEA SO, #1T GlobalProtect ERERXK1TE
4t B GlobalProtect BEE 4R , GlobalProtect AILAE AT MEARTEREAL SR,

B MDM BEBREREATERZLRBRE AirWatch £EBE LI E M IXZE GlobalProtect Bi&, 11t
S\, ZBRFE AT LABE I AirWatch BB/ AirWatch BHRAER (HINESHAMEE ) BENEFNEESR
o

WS EFA

TREROASHE AirWatch EBIRHFINENEFEBRS HP Bt RRSEDUTHE.

AirWatch Bt HIP & B4

e EE
o o
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AirWatch Bt HIP $& B
MacAddress wifimac
Imei IMEI
ERRR 7S
Model Eichi
DeviceFriendlyName devname
IsSupervised supervised
Udid ( M — £ BHBITE ) udid
ERERRE ERE
B 5 B P Bl
Fa 0s
AR H MDM &
BIRE R BB E R
BRMMRE HEREN
( AT EREN
TEA
R BTHA
( A RE A
NRAHEN
ZEMHERA
ERAERRE R E N
BREEBRFHE RIFERE
ERRENABRE HEBENER
A
ERgEEKA ERh8iE+
GPS FE#R
eE BE
rE e
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AirWatch Bt HIP & B4

£ 45| S RE— BN EEE
FEREXFEER

EREXERE EREXERE

R TN

PR 2B HE

AirWatch MDM B4 REEE T I EiEE .

e RIEEMRA

FRERIRERER 8.0.1
PAN-OS 7.1.0
A Android #Y 4.0.0

GlobalProtect FEF2

AR i0S #Y GlobalProtect & | 4.0.1

AR
AirWatch a8 fR25 8.4.7.0
Windows {a] iR25 2008 £2 2012

8 User-ID {E2E= 8.0.4 A PAN-OS 8.0.4 #y 2016

5% 7E GlobalProtect LAREER E#EE A
£ A T 515 RE’E GlobalProtect , # AirWatch BEEMWE B PRI EREN.
STEP 1| % User-ID RIEFRE R , User-ID REBRRXEME , LY ERERAZE VMware AirWatch 178
HEEE (MDM) R L LER
AirWatch MDM B4 BRIEE2 &7 L Windows BEMBA User-ID REBREXF,

STEP 2 | #Z£2A Windows A& User-ID {XEFZ X GlobalProtect & 2 B E SSL B FE.
SR SSLERTERAES | FETRR -
TELL Windows &/ User-ID REBER LR ENMARSIEE , EHE User-ID REBEXN TR E
HEZ/IP U HERKER BT (CN),
AR BESZ I ABEE (ZEEHAE MDM REFWSEE CABE )
MEAR NS EEREN MDM A F iR BRENBRBRREEN (CA) B , A Windows fAIIREFHY
Windows EEEHE,
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BB RARERRFNALZSHE , BUEEE Windows BEBM User-ID RIEBFERF GlobalProtect FiE 2
BETHRE. BEEMHLS/ERTE PEM BR. TEBEENLZEH/H PEM &£,

BRUA Windows BERERY User-ID LIRS |, IIEEL Server Certificate ( AR RFE ) -

Add ( #1318 ) AR EFE.

Browse ( BIE ) ZBFERI Open ( B ) BRI LEBF L Windows BEHEH User-ID K
23X,

& A B/ Private Key Password ( AR €488 )

E_—F OK ( EEEE ) o

REEAERITB/IREHEN UKL RERONBRZBHEFEIHHN Windows BEEFRIE.

WMRLERY , BRBENFAEN (SEEALHE. NHANERE ) §BRE Server
Certificate ( fAfRETBRE ) EE L.

1. EFREI L Windows BERER User-ID RERER,
STEP 3 | 82 Windows BE ) User-ID RIEEZX L2 MDM B &R,

1.
2.

3.
4,

ZEUL Windows AR User-ID 22X # 2 MDM Integration (MDM & ),

EEZEH# 1T TCP BFAM Gateway Connection TCP Port ( FEE#R TCP E#IE ) . Bl Windows A&
B User-ID REBRE X AS A E B BT MDM MBI FS., ARERIER 5008, ZEEFE
BB | BIEE 1 8 65535 WEF.

£ Setup ( F2E ) EE LIZ—T Edit (#FE ) .

#H%f MDM Vendor ( MDM & ) i#EX AirWatch,

STEP 4| 87 MDM Event Notification ( MDM S4E A ) 52 E A BE 12 I0 WEE AirWatch =4 ( 60,
HEBIM, XEAXRINESRAMEE ), EEHRLER , MDM BS RIS AirWatch API BfS
EEFNEBEN , WAL ERAHMIEZESREN GlobalProtect &,

) ¥/ MDM Event Notification ( MDM E4EH ) , FREACELERANE 6 LERE
£ AirWatch 424 T#) Groups & Settings ( BHEEEERE ) > All Settings ( FRERRE ) >
System ( ®#k ) > Advanced ( #F& ) > API > Event Notifications ( E4&4 )

Edit Event Notification

Target Name * QATesting
Target Url * httpi//198.51.100.6:5011

Username qatesti

Password

ForrﬁEt - JSO‘.\ “

Test Connection | Testis successful

FREXIE TCP Port ( TCP E#IR ) MEREAHBHRKEEH. FALER : http://

<external hostname>/<ip_address>:<port> where <ip-address> & MDM E&R&EH IP
fusit, FRELER 5011, FESFHEEE | FEE 1 5 65535 WEF.

HRAEHEHN , FRARBETRNERFEZ Username ( FHE R ) M Password ( 15 ) &
&
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« E A Permitted Ip ( AFFEAM IP ) (4L RFE MDM B4, L ALUER 5B IP Azt ( 5RES MDM
E4Rt ) BB, Fla, AirWatch EBRESHY IP it - MFEEIEEEWE IP LR ER , BB
AirWatch X E BB,

STEP 5 | #7i# MDM API Authentication ( MDM API B&3% ) 5% & LAEE AirWatch API E#R,

« B A AirWatch MDM fR] R85 Server Address ( A ARES {1k ) , LA Windows BE#EMY User-1D {32
EREREEEREZMAMKEE. H0 api.awndm. com,

o BAREFE AirWatch MDM API FTEE#9 Username ( £ & BT ) F Password ( B85 ) o

+ & A Tenant Code ( #AFE XS ) . EREFH AirWatch MDM API FRE |, ME— B9+ SHEM RS,
T AirWatch £12 & |, A LAE t System ( R#E ) > Advanced ( #F& ) > API > REST API > API
Key (APl £% ) &EIHF I,

Settings @ Tech Support o

System System / Advanced / APl / REST API
Getting Started
Branding

Enterprise Integration General Authentication | Advanced

Security

v v

Help

v

Localization i )
Current Setting « Inherit = Override

v

Peripherals
Report Subscriptions

Terms of Use Enable API Access |:]
S/MIME

v Advanced

Agent URLs ©Add
v API
Event Notifications Service Account Type API Key Description .
REST API
SOAPAPI o ekkiekeok

A o AirWatchAPI Admin
Device Root Certificate

Secure Channel
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A Mobile Device State Retrieval Interval ( {TEV 2 B REMEENEMR ) . LLERESEHIR AirWatch
EENEEMNEIHEANREEE., ARREBRR 30 &, %Eﬁﬁl’ﬁl‘m , FETEE 1 2 600 B9
2N

STEP 6 | Commit ( 12X ) RIVEE,

STEP 7| #2— T Test Connection ( AIGIEAR ) LAHEFELL Windows BEREH User-1D RIERE AT LUER
£ AirWatch API,

STEP 8| §%7E GlobalProtect &8 MDM B SRHEEA , LAKEELZ AirWatch EEREMN HIP &,

1. 7£ PAN-OS Web /'@ , iZH Network ( #85% ) > GlobalProtect > MDM,

2. Add ( ¥i8 ) T%/5 MDM B&IRENEH.
Name ( &% ) —#i A MDM BAR¥ENERB (K2 31 BFN ). BBEIANE , EXNERKE—,
BEFATE. B8F. =K. EFRERRE.

* ( ) gmﬁﬁﬁﬁﬁ%m}ﬁﬁ%\wbo
Server ( fAlfR2S ) —# A Airwatch MDM B & R# LN ER IP {uitsk FQDN , FEAERZ N E R
REER HIP ey, REEB NN ENREEH.
Connection Port ( EAREEE ) — NIEREREE  MDM BEBRBESEXEZEEE HPREE
Ko FEFREREIRER 5008, EESFEEIR | FIEE 1 3 65535 WEF,
Client Certificate ( AP ER ) —REVER Y HTTPS EEF , #4E MDM BES R H RN FEEZ A
FinB&E, BUURTHNRNREZNAFHERE , EAFHNAFRHE®E, Certificate Purpose ( B
FHR ) XABEERAFRRREERRE.

> AFHRBEMNERHZHEEN (CA) BE , LAREA Windows {7 iRE§H Windows S1£1F
WE , ZAREERE L Windows BERER User-ID REBRER,

1. Add ( #7138 ) 1B CA B¥ , X BHE MDM BERE M t ZE MW AR RBEEEH . BFZR CA
BREUARFARSFERHE , RELFEN MDM BEESRECBNZEER, BT R NEEZRR
CABRE , EAFERE.

2. B—TOK(HE).

3. Commit ( 2% ) BHEFE,

STEP 9 | SBRELMNELR , FIREHE AirWatch £ B 23RS 2 GlobalProtect,

1. BRUA Windows BERH User-ID RIEE X IEE MDM Integration ( MDM ¥4 ) > Mobile
Devices ( {TEVEE ) . LEXTTUAFTRME—%E ID FE AirWatch BBHNEBEFERERBEE,

2. ( ) B A LA Filter ( 8512 ) k75 E LAk Mobile Device ( {TEIZE ) .

3. ) o IBENERE IDBEPNEE , REIE—T Retrieve Device State ( FIENE BiREE ) B FHEEA
REENZIER , BEEENALRES GlobalProtect FiE_F B &R,

¥ MDM B S RIS HE 1T R HERR
MREHEHENERBEREEY AirWatch REST APl #1TE®E |, BBIELE R,

MDM E & R~ AirWatch MDM fRIIRESMIE4E A,

1. #% Debug ( {58 ) #18 ( 7 File ( 18X ) ThEEk ) FRE AR Debug ( 1558 ) = Verbose,
2. BIfE Windows fa k&8 E# User-1D ﬁﬂ&'ﬁt%ﬁﬂ% REB MaDebug R, SHELTEM
AL -

The address x.x.x.x 1s not in the permitted ip list for event
notifications.
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3. gk IP it #ES Permitted IP ( SAFF8Y IP ) {Ziit ( MDM Integration ( MDM 4 ) > Setup ( 5%
E ) > Permitted IP ( AFFMIIP) ),

¥ Airwatch REST APl ERR R TR I .
EEARUTSEE
AR MDM B4 BRIELLE AirWatch MDM RIEETERENIEE2E5 M.

ARAEEL Airwatch REST APl (W{EFAEIRE G API ZEENYEERNHERER (RE ) UETHEE
B2 AirWatch BEHNEREFER,

HRAF (APl £18) BERFIRF EREV B . BERATAREMRN APl 288,
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&
r=]|]]]
:

EREE FIPS-CC =B , AN Windows Fl macOS %2 # GlobalProtect™ ERAREXNTFE
B3P E R EAZ 2 (FIPS 140-2) EEE A %A (CC) WER, BLEZL MBI TERARFTE —RIZE
SMRBANTIEEE  BEZEBAEEBENEEBEANAZSEFTEERESR., EBRERZEN
O B BRI E R |, 552 Palo Alto Networks B EHM,

BRAWM{ATE FIPS-CC X TR EE AR Windows Fl macOS #2549 GlobalProtect FEAE X I
BHHETRHEERNED , FSREUTEE,

> BRAIERE FIPS-CC &R
> FIPS-CC &2 IhRE
> ¥} FIPS-CC #E=\ 1T SR S HEf7

355


https://www.paloaltonetworks.com/company/certifications

RS

/B 7% FIPS-CC 7

LI

BAEIB T 55 E R X B ¥ GlobalProtect FEFTEZ X AY FIPS-CC 18X :
«  fEA Windows & &% I Ba 8% FIPS-CC &=

o {5/ macOS BMFE

!\‘ EZE{EK Windows & $#5 macOS plist , &£ Windows & macOS f 4 EEEEEERE,

REZFA AL ERTE FIPS-CC R

£ Windows & &% 3R EAF I e 3% FIPS-CC &3

£ Windows i B E |, BT HILSERFER Windows =4 BUR X ERSE GlobalProtect™ B FIPS-CC & :

STEP 1| £ Windows {EZ£RHEHPRA FIPS &3,

% ZRA GlobalProtect 9 FIPS-CC 3 , A4 A% TE Windows fEERBHARA FIPS B |, LIFER
Windows imZi&F & FIPS 140-2 2%,

1. BBHSRT.

2. B A regedit BABR Windows & #.

3. 1 Window &#H , BIfE : HKEY LOCAL MACHINE\System\CurrentControlSet\Control

\Lsa\FipsAlgorithmPolicy\,
4. UBBARIR—T Enabled ( 2ERA ) E&EIL Modify ( 1828 ) ZiE.

5. BERA FIPS 3 , /¢ Value Data ( HEH )

m’ Registry Editor

File Edit View

Favorites  Help

A 1, ARE 0 RF FIPS BREFA,

<

- Lsa

InitialMachineConfig
IntegrityServices
IPMI

Keyboard Layout
Keyboard Layouts

AccessProviders

Audit
CachedMachineMames
CentralizedAccessPolicies
Credssp

Data
FipsAlgorithmPolicy
GBG

i

Kerberos

MSV1_0

05Canfig

Skewl

550

SspiCache

LsaExtensionCenfig
Lsalnformation
ManufacturingMode
MediaCategories
Medialnterfaces
MediaProperties
MediaResources
MediaSets

>

v

MName

ab| (Default)
34| Enabled
34 MDMEnabled

Type Data
REG_SZ
REG_DWORD

REG_DWORD

(value not set)
000000000 (0)
(Ox00000000 (0)

Edit DWORD (32-bit) Value

Value name:

[Enabled

Value data: Base
e

() Decimal

Cancel

Computer\HKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\Control\Lsa\FipsAlgerithmPolicy

6. E_-I:OK(EEE)O

7. EXRERE.

STEP 2 | Bx A GlobalProtect B FIPS-CC #& =,
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> FIPS-CC XA HBEEEER, 2Bk FIPS-CC #X T# 1T GlobalProtect , —j&f&
zi AEVERRZEABRENZSE GlobalProtect EAER ., EEH Windows & 8&HEBRFT
A FIPS-CC #H= 5% E,

1. BBHTRET.

2. B A regedit BABFRL Windows & #.
. Sy
3. 1 Window & &9 , BIfE : HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks
\GlobalProtect\Settings\o,
e . = 4o | /<44 S . =
4. ¥B—TT Edit ( fREE ) , AKRIEE New ( ¥ ) > String Value ( FH{H ),
— o+ = :
5. HRETR , B EHERN Name ( B ) IEE A enable-fips-cc-mode,
6. LBERRE - THEHEIL Modify (B ) KB,
1 == e \ =
7. ZEMA FIPS B3 | 554§ Value Data ( EE#} ) 385 yes.
8. E_—I:OK(EEE)O
B
File Edit View Favorites Help
JavaSoft || Name Type Data
IreMetrics ab] (Default) REG_SZ (value not set)
;hm”“ g 38 allow-traffic-bl.. REG_SZ yes
Miaccr:jsr:fi e é‘ﬂcapti\re-portal-... REG_5Z <div style="font-family:'Helvetica Neue'"> <h1 st...
Mozilla a_ﬂcaptive-portal-e... REG_SZ 0
mosilla.org {chert\ficate-store... REG_SZ user-and-machine
MezillaPlugins :_:Tchange-passwo... REG_SZ
Mico Mak Computing ‘I'I:T: Edit String %
Muance hat
0DBC a_:}d Value name:
SEMl :—A: |enable4ip5{:cmode |
racle =
~ . Palo Alto Networks aﬂa Value data:
- .| GlobalProtect B [yes |
DreCtrl a_lﬂip
PanGPs ab o
Panlnstaller. aﬂlugout-ramove-... REG_SZ yes
PanMsService 4 portal-timeout  REG_DWORD 0x00000D1& (30)
? P“’”_SEt“p ¥ receive-timeout  REG_DWORD 00000001 (20)
"L Settings aﬂreginnmde REG_SZ us
T remove-gpa-cp a_ﬂratam-connecti.‘. REG_SZ yes
Partnr:rps ab) save-gateway-p.. REG_SZ
Policies ab traffic-blocking... REG_SZ 15
Realtek a_ﬂtraffi(-blocking... REG_5Z «div style="font-family:'Helvetica Meue'y"> <h1 st..,
RegisteredApplications 28 enable-fips-cc-...  REG_SZ
Secdo
SirmonTatham
SRS Labs
SynclntegrationClients
TechSmith
Waves Audio
WOWe432MNode
SYSTEM
HKEY_USERS
HEKEY_CURRENT_COMFIG
W

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\Settings

STEP 3 | E¥#1EXE) GlobalProtect,

& Z{F GlobalProtect FEFTENTE FIPS-CC X T¥lt8{t , HBEFEB T I A EZEEFHMRE
GlobalProtect :
. EFRERS,
«  E¥RE GlobalProtect FEATE = EZ GlobalProtect AR#§ (PanGPS) :
1. BB SRT.
2. B A services.msc BABARX Windows FRIEE S,
3. {EARIEBEESH | i#E PanGPS,
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4. Restart ( EFRE ) BRI,

. Services - m} x
File Action View Help
e EEc HE >80
2. Services (Local) . Senvices (Local)
PanGPS Name - Description Status Startup Type Log ™
. Palo Alto M...  Running  Automatic
;f_ecsfaﬁ:hs:;::\:ce ‘5 Peer Name Resolution Prot...  Enables serv.. Manual Loc
- \‘;')_;PeerNetworking Grouping Enables mul... Manual Loc
».‘.'-;?:Peer Metworking |dentity M... Provides ide... Manual Loc
Description: ».',;')_;Performance Counter DLL ...  Enables rem... Manual Loc
;:,lsgfw:;ﬁzks GlobalProtect f;:)_;Performance Logs & Alerts  Perfermanc.. Manual Loc
5} Performance Stabilizer Maonitor an...  Running  Automatic Loc
».';I);Phuna Service Manages th... Manual (Trig... Loc
-S;:)_:Plug and Play Enablesac.. Running  Manual Loc
-\.‘;')_;PNRP Machine Name Publi.. This service ... Manual Loc
\‘;')_;Portable Device Enumerator.. Enforces gr.. Manual (Trig.. Loc
».‘.'-;?:Power Manages p...  Running  Automatic Loc
».'.:)_;Print Spooler This service .. Running  Automatic Loc
-S;:)_:Prlnter Extensions and Motif... This service ... Manual Loc
-\.‘;')_;Problem Reports and Soluti... This service .. Manual Loc
\‘;')_;Program Compatibility Assi.. This service ... Running  Automatic Loc
».‘.'-;?:QualitmedowsAudio Vid... Quality Win... Manual Loc
».',:)_;Rad\o Management Service  Radio Mana... Manual Loc
Q;RealtekAudio Service For coopera.. Running  Automatic Loc
\‘,"};RemoteAc(essAuto Conne.. Creates a co.. Manual Loc
-:;:):REmUtEAC(ESS Connection.. Manages di... Manual Loc ¥
< >
Extended /(Standard/

STEP 4 | #8582 E GlobalProtect AR ERBUA FIPS-CC =X,
1. BXEb GlobalProtect FEARER.,

wsemRs | BREEgEsn (O,

iZEL About ( B )

HEFRERA FIPS-CC X, MR FIPS-CCERNERMA , "BR . BFEAFWAFER FIPS-CC Mode
Enabled ( FIPs-cCc X EMA ) REE,

Eal R

W& About GlobalProtect X

" GlobalProtect

GlobalProtect, Version 5.0.0
Copyright © 2009-2018, Palo Alto Metworks, Inc,

FIPS-CC Mode Enabled

£ macOS B EE R M EFE FIPS-CC 23X

£ macOS B £ |, BT AL BMEA macOS plist ( BHEBE ) BUALEF GlobalProtect™ ) FIPS-CC #
= :

> ZEEFA GlobalProtect fy FIPS-CC &, , 89 macOS g B M AERFE FIPS 140-2 fE%, &
7855, macOS EL R/ FIPS EXIEH{T macOS 10.8 R EHARA M HEE F BB,

=
o R

[
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STEP 1| $TF8 GlobalProtect Plist #§3 , # % GlobalProtect BE] 58 E.

1. BAE plist fmEEES , H120 Xcode,
2. T£ plist #mEEESH , FARAEAT plist BR : /BRXE/REFRE/

En o

axX iEF

com.paloaltonetworks.GlobalProtect.settings.plistoe
3. # %l GlobalProtect

E—r—

EREFHE : /Palo Alto Networks/GlobalProtect/EREo
BATFE , IEN—E, EruESRREHEEREFTHRIEATR,

STEP 2 | Bk A GlobalProtect #J FIPS-CC =,

e

 FIPS-CC BAHREEZEFR. EEEIE FIPS-CC &= T#11T GlobalProtect , — %/
ENARRETERBREH R E GlobalProtect EFAER, EEH macOS plist F/EBRFIE
FIPS-CC #X%E,

B 8 T PRS- EEE LU A FIPS-CC &5 :

<key>enable-fips-cc-mode</key>

<string>yes</string>

STEP 3 | E#EX & GlobalProtect,

% E{F GlobalProtect EAERTE FIPS-CC R T#tafL , X EEBTIFEZZEEHME
GlobalProtect :

B E R
EF# & GlobalProtect FEFiF2 3\ 88 GlobalProtect fR# (PanGPS) :

1. BBE#KR.
2. ARERERNERX

eEHESEIF)F | ZE Applications ( EARER ) .

0@
<

Favorites

@ AirDrop

£ Al My Files
¢S iCloud Drive
¥3: Applications
3] Desktop
Bﬁ Documents
0 Downloads

Devices
Shared

Tags

|2%] Applications
= o Iol| ==~ £~ Q,
TWIILTOUE T TTNUTES TUETOTOToOoaT
Silverlight
& 1
Photos Preview QuickTime Player Reminders Safari
] e
‘ = i
Self Service Siri Skype for Stickies System
Business Preferences
Textedit Time Machine Utilities

MRBEE KA R EFE Applications ( EFAAER ) , AIRREREBEIAERTIEE Go (B
£ ) > Applications ( BEARER ) .
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@ Finder File Edit View Beisl Window Help

Back
Forward
Select Startup Disk on Desktop

B All My Files
[ Documents B
& Desktop (38D pplications
© Downloads L |
- 2t Home {%H &
Favorites | 1 computer a%c

@ pA2 | @ AirDrop £+ 98R

% All My @ Network GHK

Y iclow < iCloud Drive 458

5 Des #A; Applications £ 8A
N Uutilities fEy

@ Docu

QuickTime Player Reminders Safari

o Dowll Recent Folders > —
. Go to Folder... e
Devices P
Connect to Server... EK

Shared Self Service Skype for Stickies System
Business Preferences

Tags

| @ m

TextEdit Time Machine Utilities

» BEEEHRJ[MASIPET Applications ( AR ) , AIRERF[IERIIERE
HY Finder ( &35 ) > Preferences ( RIFERE ) . REKBRIFHREF , EW
Sidebar ( 131 ) , AEEALLEEBE LT Applications ( EAREX ) .
3. R RARXERRK,
4, FRBHHKIR,
5 BITTH®S :

username>$ launchctl unload -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist username>$ launchctl unload -
S Aqua /Library/LaunchAgents/com.paloaltonetworks.gp.pangps.plist
username>$ launchctl load -S Aqua /Library/LaunchAgents/
com.paloaltonetworks.gp.pangpa.plist username>$ launchctl load -S
Aqua /Library/LaunchAgents/com.paloaltonetworks.gp.pangps.plist

STEP 4 | #8582 E GlobalProtect B _EBUA FIPS-CC X,
1. Bx& GlobalProtect ERRER.,

wpeEEiRS | MR ey (O,

iZEY About ( BIR )

RBERA FIPS-CC =, M FIPS-CCEREMA . TBIRA. WEFRSET rips—cC Mode
Enabled ( FIPS-cc BREBMA ) REE,

Eal R

=
o R

[
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. GlobalProtect
Version: 5.0.0

Copyright ® 2002-2018, Palo Alto Networks
FIPS-CC Mode Enabled
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FIPS-CC Z£& 4 IhEE

E 8B A GlobalProtect B FIPS-CC & 8F , T5|Z £ M Ih8EAE ¥ Windows B2 macOS i#2 EHVFRE
GlobalProtect FEFRE X #1T,
o BAAEER TLS =% IPSec fN% GlobalProtect FEFTE T EL R E 2 BEMIFTA VPN E&,
« ER7E IPSec VPN B | I8 4AZBTE IPSec SR EHIRERHIRMW B EHEIE,
. ERX7E IPSec VPN BEM , BUEE T MBEE L2 — :

AES-CBC-128 ( #%F SHA1 BRFEE L )

AES-GCM-128

AES-GCM-256
. fRF[EAFIGEBRBSLAFRATIRBBEE L —

« RSA2048fu (RES )
ECDSA P-256

ECDSA P-384
+ ECDSA P-521

A BESAEFEH SHA256, SHA384 T SHAS12 S 4SHB M S EE i+,
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¥ FIPS-CC R\ ET S 2 HE AR

WMRIETERA FIPS-CC EXRIBFIME , TSR U T EHUREB IR E LR HEE,

o MR I UEE GlobalProtect B
o fER FIPS-CC &\ 2

K2 1R I W £ GlobalProtect A&

& T 1E GlobalProtect™ B #ZEMA FIPS-CC BIEMFFMENA,
BB T 5|5 BB M 48 S UL EE GlobalProtect B 5% :

STEP 1 | BXE) GlobalProtect FEFTER.,

TP 2 pespemann | BmkGREwEE s (D),

STEP 3 | J#HY Settings ( 37E ) o

STEP 4 | $& GlobalProtect 2 EH AR H , #E Troubleshooting ( £EHHERE ) .
STEP 5 | i#HX Logging Level ( B565C48BAR ) -

STEP 6| (iEf— ) B8 IZH GlobalProtect A& :
1. #H Logs ( A& ) -
2. B Log ( BF ) ®|E,
3. Start ( %R ) WEBF.

& GlobalProtect Settings x

General Connection HostProfile Troubleshooting  Notification

If you're having trouble with GlobalProtect, please contact your system administrator, They
might need to see the GlobalProtect logs in order to troubleshoot the problem.

Collect Logs

(C)Network Configuration  (CJRouting Table () Sockets (@) Logs
Log: PanGP Service ~

(T2620) 09/07/18 10:00:51:425 Debug( 330): CheckHip over

(T2620) 09/07/18 10:00:51:425 Debug( 274): Hip checking is not initiated by dicking resubmit |
{T2620) 09/07/18 10:00:51:425 Debug( 216): HipChedkThread: wait for hip chedk event for 3¢
(T5620) 09/07/18 10:01:17:418 Debug( 439): HipMissingPatchThread: now is 1536339677, las
(T5620) 09/07f18 10:01:17:418 Debug( 444): HipMissingPatchThread: wait 3527000 ms

< >

Logging Level: Debug =

STEP 7] ( ) Collect Logs ( & HEE ) LABIEHS GlobalProtect EIE BT 5 S HEfF
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[ ] GlobalProtect Settings

General ~ Connection  Host Profile PRl Elyeadyiely  Notification

If you're having trouble with GlobalProtect, please contact your system administrator. They
might need to see the GlobalFrotect logs in order to troubleshoot the problem.

Collect Logs

Logging Level: | Debug d

GlobalProtect Settings

General  Connection  Host Profile  Troubleshooting  Motification

If you're or. They
might ne
w Techsupport file saved I
| Logs
w The support log files are saved in [Users/Loaner/
Collect.tgz
Logging
Ly

BER FIPS-CC ==\ 8

TR T WREM FIPS-CC EXEIEEAEMR SR, NMRBBIEFMTRRIEHNRERE , BB
GlobalProtect™ EIE & SR EFHHE AR B,

Lk B8 BRI R

HA FIPS BI# B E&EA FIPS-CC X% |, GlobalProtect EARERE EHMRBEARERNLUSK
B TR AMERIE K EERARNYVBRCEREIEAENENRBHESY | #H5RE, NREAEDRR
B , GlobalProtect FEF 1T FIPS P B RIS TR MAE., WREH— @R BT, BHRRLEARE
ERXNEEE FIPS-CCHE KB, GlobalProtect B A4EH , B About (B | FIREEARER.

R T#%1,. R ) BESER rIps-cc BRNAKEERALE -

GlobalProtect o

@

Disabled
GlobalProtect App has been
disabled as it has falled to enter
FIPS-CC mode. Please contact your
IT Administrator.

Enable
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BRI R

Lk LA

GlobalProtect

w GlobalProtect, Version 5.0.0

Copyright & 2009-2018, Palo Alto Metworks, Inc.
FIPS-CC Mode Failed

H FIPS &4 BRI% E GlobalProtect ERF2\7E FIPS-CC X T#] & E 2 GlobalProtect

B , GlobalProtect #& HBib& |, ST FIPS R BRI, MRBRIKEK , iy By ABEHY
EXEETE FIPS-CC R GlobalProtect FERIRZ UG8 IE TEPSER A R3S HIE | GlobalProtect A O#Eu4
N TETELR, Fo HEITERR,

2R GlobalProtect &7t FIPS-CC X T#R{LZER , & AT 7H GlobalProtect 5% 7 H 4R
L A H Troubleshooting ( 5REEHEAR ) BEEUREMKERANEHEYEML B5S, GlobalProtect 5
IhEFZH , MEEMEBSTTH.
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GlobalProtect RIRE%E

AT 48112 1R EH LB A GlobalProtect™ 2B ZE SR :

V V. V V V V V V V V

RIBEH VPN ( BREBRERE )
RIBEH VPN ( BRERERE )
{Eﬂqﬁl%?jﬁfﬁﬁ’] RixFE VPN
— BRI VPN &
ﬁﬁﬁ?ﬁ%’ékﬂ’ﬂiﬁﬁ#‘ﬁﬁﬁl VPN
GlobalProtect % BERE
AEB HIP &= B2 A & FHUAY GlobalProtect
BEN AT EATREERE
48 E B S A58 4 31T GlobalProtect LA TR 17 HL
BNEF KB : fEAF E B BIREE
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R=ImFEE VPN ( R ER )

=717 HY GlobalProtect VPN # | GlobalProtect A 04342 REIERER ethernetl/2 , H ethernet1/2
tiEZ GlobalProtect A EERNBRNE. EAFERLEAOMERMERT 2% , wWHEREE
BNEAFENEE (CHAHETHERME tunnel.2 [ EHEEE < IP B REE PN |P{ii1t—7(£1tt§wu¢ﬁ
10.31.32.3-10.31.32.118 ) » H/A GlobalProtect VPN BE1E{# 5 corp-vpn EIH#& 1L , EILIREEHF 2)E
BRRE  YEEARRKEAEESITREZ2ER,

Zone: corp-vpn

Interface tunnel.2
- -
N (Lo Internet

i! Zone: 13-trust

Zone: 13-untrust
Interface  ethernetl/1

Interface ethernet1/2

5: IRIR1FZELAY GlobalProtect VPN

STEP 1| A& GlobalProtect 2 37 41 [ B2 [E 15,

£ SHYPRAE N EREMEA default ( FHER ) EHER AR , WA ARTAIEEKA.

+ J#HU Network ( #88% ) > Interfaces ( /7T ) > Ethernet ( ZA#BEE ) - #5 ethernet1/2 FRE % Layer
3 Ethernet /7T , B IP fuiit A 203.0.113.1 , REASHIEEH 13-untrust Security Zone ( T2t
[E15 ) EFEER Virtual Router ( FEHEEREHES ) o

o BN IP{Isit 203.0.113.1 XX gp.acme.com B DNS "TA, .
iZEL Network ( #85% ) > Interfaces ( /T1H ) > Tunnel (Bi& ) , A% Add ( #18 ) tunnel.2 N HE.
HEESE Add ( #138 ) ZE A corp-vpn K HT Security Zone ( ZEMEE )  RBEBHEEER
&% Virtual Router ( EHEEEHES ) o
% corp-vpn [BIE ERAAEAERR.

STEP2 | B T2 BURREAA corp-vpn EIFEE 13-trust B BHRE , LELEFERAILER,

1. Z#HY Policies ( JRE| ) > Security ( Z&M ) , REIXR—T Add ( #38 ) FHHHRAL
2. QB WA AERBRENTHREL

Name ( &% ) ( General ( —f% ) E% ) —VPN 17E
Source Zone ( RIRE1 ) ( Source ( KR ) HE ) —corp-vpn
Destination Zone ( B i1 [E15 ) ( Source ( B ) HE ) —I3-trust

Name Tags Zone Address User HIP Profile Zone Address Service Action

1 VPN Access nene i) corp-vpn any any any iR |3-trust ar 38 application-default | & Allow

STEP3 | AT A Ez —BEN N HAREEE , Z£H GlobalProtect A OB FREE
- ) REAAFWH D EE CA EARRIEEE,
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o EAADOMY KR CA, BB HAREZ[ARBEE.

iZH Device ( #718 ) > Certificate Management ( BEE I ) > Certificates ( BRFE ) REEERHE , W0
I

- IBEMARERE. HERAORUEEFEEMEENEL , R HEEN FRRSEERERAREWETH.
« JBFEM CN LERFE FQDN gp.acme. coms
- FEEZEFREFERZAOMUEMAEBUBRRER  BFEALHE CA PHRAIRSEERE.

STEP 4 | B A ARBFERELRE

ARBFREESE R A BERERBAMRB[O AN, IEARE, RADIUS, Kerberos, SAML £ LDAP
AL, LEHIRERAREE Active Directory B £ &M LDAP BREBRERE,

B ARERE LDAP RIRESH RABRESERER ( Device ( #£i& ) > Server Profiles ( AIRESRER ) >

LDAP ) ,
LDAP Server Profile ®
Name | dc.acme.local

D Administrator Use Only

Servers | ame |LD&P Server |Port ‘ Domain  acme
389 Type  active-directory v
389 Base DC=acme,DC=local i

Bind DN adm\n@acmel local

Eind Password  ssssesss
[Hadd (=)pelete
. Confirm Bind  sssassss
Enter the 1P address or FQDN of the LDAP server Password
[Jsa
Time Limit | 30

Bind Time Limit 30

Retry Interval

STEPS5| (EA ) BARIBHRERE.
R AR 2R ER EE BT I EBRFEEREAE ( Device ( 2(& ) > Authentication Profile ( BRFEREE ) ) o

Authentication Profile ®

Name | Corp-LDAP

Authentication  Factors ~ Advanced

Type | LDAP
Server Profile | dc.acme.local ¥
Login Attribute | sAMAccountName

Password Expiry Warning | 18

Number of days prior to waming = user about password mpiny
User Domain
Username Modifier | 35USERINPUT: e
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

STEP 6 | %% GlobalProtect &,
iZE! Network ( #35% ) > GlobalProtect > Gateways ( & ) , A% Add ( 18 ) THERE :
IP Address ( IP {iilt ) —ethernetl/2
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IP {#t—203.0.113.1

Server Certificate ( fAlfR85/B5¥ ) —GP-server-cert.pem issued by GoDaddy
Authentication Profile ( B8 &% E ) —Corp-LDAP

Tunnel Interface ( BE/H ) —tunnel.2

IP Pool (IP £[E ) —10.31.32.3 - 10.31.32.118

STEP 7 | 8% GlobalProtect A O#81k,
iZHY Network ( #8%% ) > GlobalProtect > Portals ( A O#335 ) |, A% Add ( #18 ) THIRE :
1. %7E GlobalProtect A O AL ZEUE,
IP Address ( IP {iilt ) —ethernet1/2
IP fuit—203.0.113.1
Server Certificate ( fAfR85/&R5 ) —GP-server-cert.pem issued by GoDaddy

Authentication Profile ( S8 &% E#& ) —Corp-LDAP
2. % GlobalProtect i FimEa 8 407E :

Connect Method ( #3275 7% ) —On-demand ( HEA & FEWRMER )
External Gateway Address ( /A ZBEE it ) —gp.acme.com

STEP 8 | 82 GlobalProtect FE T2\ #A B8,
iZH Device ( #& ) > GlobalProtect Client ( GlobalProtect i Fi% ) . BREFLADMALESGERRE
RE#o

STEP 9| ( ) BXFA ¥ GlobalProtect {TE) FE X RI A
BB B I 2% GlobalProtect 5TEJ ( Device ( #£& ) > Licenses ( &£ ) ) REAABEARIXNER.

STEP 10 | 1% GlobalProtect 3%E.
#—T Commit ( 1Y) -

ks
Fit
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EimIEE VPN ( BRRERE )

HRERRE  ERAELAHTIERNAFRER , WA= GlobalProtect A OBMHMENERE, RT
BREAGN , ADBUIBMETEABRREEREELRRNEAERETRRHBENERE.
EFAFRBRARENH —SEEAR ERAEHTHEIELACTHT —AERIRRULIISERAEERR
EREABBESHEERRZ (X5 MUTHBERERE CN).

WM TERRE | GlobalProtect ARG RVEARMENEE  YEEMENBEREPRAEEE P B #E
B REY IP Uik, HEH corp-vpn BEY THERRMAUERESERNBEREHHIT , BRINERE
FRSHEEHREREEN IP it, MRZEMFRAREAERBAEZEREEE , RRREEAN
EERIAETHMEERERRE,

.

-
. v
. o

.....

......... Portal/Gateway User-D

Subject: RN  ee—
=i - ‘o IP Address  Username
- [l ... LI

p 10.31.32.23 acmeljreddick

L € (B R ddrese 1031425 Certificate Profile Configuration 1031325 EETEs
& o Name: GP-Client-Auth . )
_,\,se‘ K Z 10.31.32.13  acmeljblevins
& L P UsernameField:  Subject common-name
02 2G5 o
N A .
%\‘::p‘e’wzf?‘ ot Domain: acme
PN
3G et
et
- ..;\Q-
p ) ot e
W

6: GlobalProtect FAIF iR BEEBBRE

BEROR RS TE 68 A AH R R EEAE R 2 0% 7 BV GlobalProtect VPN, ME—MREZER , KBREREAAF R
BERE  MEHENTREABRBREEAE

STEP 1| A& GlobalProtect 23 /7 H Bd [E 15,

zﬁ SHYPRANEREMEA default ( FHER ) EHRARR , UL ARTAIESEKRA.

+ JEHU Network ( #83% ) > Interfaces ( /"' ) > Ethernet ( 2 A#3% ) . /% ethernetl/2 FRE A Layer
3 Ethernet ST , B IP {u#it £ 203.0.113.1 , AEMEHIEEL 13-untrust Security Zone ( %
=15 ) BE8785% Virtual Router ( E#ER A )

o EBMAIP{Iik 203.0.113.1 ¥EZE gp.acme.com i DNS "A, iE#%.
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+ EH Network ( #83& ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( #18 ) tunnel.2 /M.,
BBEENHHFEERSB corp-vpn KHT Security Zone ( Z2 % EHE ) , REGHIBEETEER Virtual
Router ( EEREIEHET ) -

« 1E corp-vpn EiF FBAAEA &R

STEP2 | B T2 BURREAH corp-vpn EIFEE 13-trust B2 BHRE , LELEFERAIBER,
1. iEEX Policies ( JRAl ) > Security ( Z2&t ) , REZE—T Add ( #8 ) FHHREA,
2. Sk Afl , B UERZENTHRL

Name ( &% ) ( General ( —f% ) E% ) —VPN Access
Source Zone ( RR[E1H ) ( Source ( KRR ) EH ) —corp-vpn
Destination Zone ( B9t [@15 ) ( Source ( EHIi# ) H# ) —13-trust

Name Tags Zone Address User HIP Profile Zone Address Action

1 VPN Access none  fE corp-vpn any an an g 3-trust | an pplication-default | & Alloy

STEP3 | A TY AEz —BEBNEAREERE , £H GlobalProtect A OB MEE :

< ) REER A HAYH DB CA EAMARFERRE
- FERAAOMBELNR CA, UBIBREZEM[RIDRE,

iZH Device ( #718 ) > Certificate Management ( BEE I ) > Certificates ( BRFE ) REEERFE , W0
T

NERARSEERE. HRAORYHEFEEMERENEL , Rt HEREN FRRSEEREAREWETH.
BT CN A ERFE FQDN gp.acme. como
EEEFAFEREADMUEMABYPUREER | BFEALEH CA PN RKREEE.
STEP 4| & Fim /R % H ZE GlobalProtect F 5 i Hlim B4 o
1. EAZNMEE PKI HAB CA KK —M A FimBRE % G318 GlobalProtect £EA %,
2. EHHENEARIBFRERRERE.
STEPS5 | B A F IR BERERE,
1. i#H Device ( #£i& ) > Certificates Management ( BEE I ) > Certificate Profile ( BERE
). Add ( #7118 ) SRV RBRERE | AR AGRERE Name ( B8 ) |, fl2 GP-client-cert,
2. # Username Field TRIR/FEFEREES,
3. £ CA Certificates ( CA R7¥ ) [EBiF , Add ( #7118 ) XRAFHEEN CA BFE. KM OK (#
E)o
STEP 6 | 5% GlobalProtect F&,
FESBEIERFEH GlobalProtect VPN BTN AKE R,
iZE! Network ( #3858 ) > GlobalProtect > Gateways ( & ) , A% Add ( 18 ) THRE :
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP fuilt ) —203.0.113.1
Server Certificate ( fAlfR85/B5 ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( BE R EME ) —GP-client-cert
Tunnel Interface ( JBENHE ) —tunnel.?2
IP Pool (IP #£[E ) —10.31.32.3 - 10.31.32.118
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STEP 7 | %% GlobalProtect A O #81k,
iZHY Network ( #8% ) > GlobalProtect > Portals ( A O#83%: ) , A% Add ( #18 ) THIRE :
1. %7E GlobalProtect A O #AuLZEUE,
IP Address ( IP fiZiit ) —ethernet1/2
IP Address ( IP fuiit ) —203.0.113.1
Server Certificate ( fAJRES/HRE ) —GP-server-cert.pem issued by GoDaddy

Certificate Profile ( BEREME ) —GP-client-cert
2. TE% GlobalProtect {RIEF2 X AHAE :

Connect Method ( E#3% ) —On-demand ( HEAEFBHWHER )
External Gateway Address ( ZA\ZEBRAE i ) —gp.acme. com

STEP 8 | ¥ GlobalProtect FEFATZ X EL B,
iZHY Device ( #£i& ) > GlobalProtect Client ( GlobalProtect i Fi ) » RBREFE A DFELEHRHERHRE
NE#

STEP 9| ( ) B GlobalProtect {TENFERRE XM,
B E I %2 % GlobalProtect 5TBJ ( Device ( #£& ) > Licenses ( %% ) ) REVAHERAEXNER.

STEP 10 | 1% GlobalProtect &€,
#—T Commit ( X1¢)
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EAERZERFEERFE VPN

WMREBEBRERERNBEREERE GlobalProtect ADPBUREFE ( TUARRUERERFE ) , — &
EREEESFIECILAREEMEREEESRE. HRADBUEREMNS , EXRTERENDBAD
MhER B KARERERER R, A ERAEMETHAF KBRS ARBRREETIERN
BREMEM

. MEBHREBKRIEEFEREBRBEMWL (1§ Username Field ( FHEBTEHBL ) 5REHB None (£ ) )
AFmBBRITEECHERE, EEEELT , {HHRBRERETRIEN  FASLARBERE
=g

s MBEBEREREECEAERREN, FAEETHNEELEACHEMVTISFEAERT, i,
RRBRCEEEEFEAEEBMAA Subject (£E ) , IFAELE TN ERBVECERABBRAPEE
B, BRRFBSEAH. I, EZECAERBHME , IREAEESBARBUERBNEREET
BE O AZEDEBRCFAEEBHVTNEEARFGRESRRE. NRETERFEAEERAEES
MEAEEERE K FTEEREREETEEFRAERBML.

> e
.

o e
e,
. .
.
....

el Portal/Gateway

[ I ject: ¥ =
| [P — >

s 4 Certificate Profile Configuration

o Name: GP-Client-Auth
o et
Rt Username Field:  Subject common-name
““““ )
""""""" Domain: acme
- +* . . - - -
“““““ %’,‘5\\\3‘?’ Authentication Profile Configuration
EAES AN
, et A Name: Corp-LDAP
ot et
et

I REES E E AR RS IZEEFE GlobalProtect VPN, B2 |, EIERED , FHESBHEH
EREERFREREETRSE. NEERZRBIECHEAWFFMEN , FSETIEE

- BBRBANRIBHREEBAERERE

. FRA-XMEE OTP) BMAERERE

- FHEEFRACRERR

- FHEEENEAERBBAERERE

FRATHEFREFEREZRFNIER VPN FEHL

STEP 1| A& GlobalProtect 2 3 /1 [ B2 [E 15,

ks

£ SHYAANHEREMEA default ( FEER ) EHEHE AR , UAHSFERIAIRESKAH.

+ JZHU Network ( #83% ) > Interfaces ( /7T ) > Ethernet ( ZA#B8% ) » #% ethernetl/2 FRES
Layer3 Ethernet M , B IP 1t 4 203.0.113.1 , REMHIEEH 13-untrust Security
Zone ( T2 [EiF ) 2783 Virtual Router ( E#EKHER ) o

o BN IP{Isit 203.0.113.1 ¥ ZE gp.acme.com ) DNS "A, 5o

+ JZHU Network ( #88% ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( #7318 ) tunnel.2 NE,
BBEENHHFEERSB corp-vpn KT Security Zone ( Z2 % EHE ) , REGHIEEETEER Virtual
Router ( BB ) -
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« ¥£ corp-vpn EE LRAEAERR.

STEP2 | B T2 BURREA corp-vpn EIFEE 13-trust B2 BHRE , LELEFERAIBER,
1. iEEX Policies ( JRAl ) > Security ( Z2&t ) , REZR—T Add ( #118 ) UEIHHRA,
2. Sk Afl , B UERZENTHRL

Name ( &% ) ( General ( —f% ) E% ) —VPN Access
Source Zone ( RR[E1H ) ( Source ( KR ) EH ) —corp-vpn
Destination Zone ( B9t [@15 ) ( Source ( EHIi#: ) H# ) —13-trust

Name Tags Zone Address User HIP Profile Zone Address Service Action

1 VPN Access none  fE corp-vpn any an an g 3-trust | an 3 application-default | & Alloy

sharepoint

STEP3 | AT A Ez —BEBNEAREERE , £H GlobalProtect A OB AEE :

N ) REAR A XM 0 B CA B A [REERE,.
o FERAOMEELNECA, LB AREEABRBEEE,
iZEY Device ( #718 ) > Certificate Management ( BEEH ) > Certificates ( BRFE ) REEERHE , W0
I
BERARERERE. HERAORYHERFEEMERENEL , R HEREN FRRSEEEAREWETH.
BFEM CN XERFE FQDN gp.acme. com,
EEEFAFEREADMEMABYPUREER | BFEALE CA PN RKREEE.

STEP 4 | ¥4 A Fim /B3 % H = GlobalProtect A F i # i 2 o
1. FRHENEE PKI RO CA S —MNAFIRERRE B GSE GlobalProtect FH &
2. EinENEABRRERERZERER,

STEPS | BN AF IR BERER.
1. i#H Device ( #£i& ) > Certificates Management ( BEE I ) > Certificate Profile ( BERE
). Add ( #7118 ) FHRBERERE , ALEWAKREE Name ( BB ) , 0 GP-client-cert,
2. EEMSBKARRE-REAEZERESBHVLE.
REAE—NREEZ-—REAETHRIZERPEENRBETRIFRUEAESR , B
iZHL None ( £ ) ¥E& Username Field ( EFHEBBWM ) o
RBE—UNRLERBIRENEAESRT , 75ZI Subject ( £E ) A Username Field ( EAZE
BRWN ) . MREEAEE , ERRAEAEZAADBY/ FER , S8BT CN KB
BEAFRAEEBRL. SECRAELAXEAEEREA,
3. 1£ CA Certificates ( CA B ) B , Add ( #1i8 ) HRAFHBEN CA BRE, KW T OK ( #
E ) o

STEP 6 | B Y A lR2RERERE

AR EER R R ABEREEZRBARI[MN AN, IEARE, RADIUS, Kerberos, SAML E& LDAP
R A E. MEHIFERAREE Active Directory BR R A ER LDAP BB RER,

B ARERZE LDAP A RESH A ARESERERE ( Device ( #£E ) > Server Profiles ( fAIBRESERERE ) >
LDAP ) .
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LDAP Server Profile @
Name | dc.acme.local

D Administrator Use Only

Servers | yome | LDAP Server | Part ‘ Domain | acme
339 Type active-directory A4
il Base DC=acme,DC=local v

Bind DN adm\n@a:mel local

Bind Password  sessesss
(Hadd (SJoelete
= Confirm Bind  sssssess
Enter the IP address or FQDN of the LDAP server Password
[Jsa
Time Limit | 30

Bind Time Limit | 30

Retry Interval | [1- 3500

STEP7| (ER ) BEUBMERERE.
HERIARES SR ERE M I E B ERER ( Device ( #(& ) Authentication Profile ( BERERE ) ) -

Authentication Profile ®
Name | Corp-LDAP

Authentication |~ Faclors ~ Advanced

Type | LDAP x
Server Profile | dc.acme.local x
Login Attribute | sAMAccountName

Password Expiry Warning | 18

Mumber of days prior to waming a wsar about password expiry.
User Domain
Username Modifier | 35USERINPUT%: x
Single Sign On
Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

STEP 8| £ GlobalProtect &,
ESBMEIRIFFEA GlobalProtect VPN RERIVAEE XK.
iZHY Network ( #8%% ) > GlobalProtect > Gateways ( B ) , A% Add ( #18 ) THIRE :
IP Address ( IP fiZiit ) —ethernetl/2
IP Address ( IP {uiit ) —203.0.113.1
Server Certificate ( Al fRE5/R7¥ ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( BE X EM ) —GP-client-cert
Authentication Profile ( B8 &% E& ) —Corp-LDAP
Tunnel Interface ( JBENHE ) —tunnel.?2

IPPool (IP%[E )—10.31.32.3 - 10.31.32.118

STEP 9 | 8% 7E GlobalProtect A O3k,
iZEY Network ( #88% ) > GlobalProtect > Portals ( A O #35 ) , A% Add ( #i8 ) THIRE :
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1. F%7E GlobalProtect A O#AuLZEUE,
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP fi#it ) —203.0.113.1
Server Certificate ( fAfR85/R5¥ ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( RE&XEMNE ) —GP-client-cert

Authentication Profile ( 52 &% E#& ) —Corp-LDAP
2. EZ GlobalProtect XIEREXHRE :

Connect Method ( iE#£75 7% ) —On-demand ( HEF & FEIWAMVELR )
External Gateway Address ( #\ZBEE Lk ) —gp.acme.com

STEP 10 | %82 GlobalProtect FE 2\ #i &,
iZH Device ( & ) > GlobalProtect Client ( GlobalProtect HFi% ) » » HBREFEADMILEFER
BXEH.

STEP 11| ( ) BENEEARERRE,
ADPHBRERBEARAREEG BTN ZE , BNE#EIER Windows &&= 213 macOS plist
EBRE. BANEFEAEXAREIERE GlobalProtect A OB 2T , SPBIFEIREA QMU IP
3t Bt A GlobalProtect LARKEN VPN BEM R EL B, E7E Windows imB Lt |, B A LUEIB MSIEXEC
TRENETRE, WEHMENR , BBEITEEAEXEE.

STEP 12 ( ) B ¥t GlobalProtect TN E XA,
BB Z % GlobalProtect ]BJ ( Device ( & ) > Licenses ( % ) ) REIAYERAERXNNER.

STEP 13 | ff1Z GlobalProtect % E.
#—T Commit ( 1% )
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—E R VPN 5} E

£ "T—ERRL B GlobalProtect FREH , EARX ZERE GlobalProtect AOMY: (EEAEEAR) |
DRXFEAERIMES W BEVAFIKERE, AEEARSESERYEVEAOBPLATEERFiwA
REHIETERERN VPN EE , M TEFRE :

Portal
el
n (L] ooon Internet
® Portal returns
o client configuration.
Internal
@ userlogs Network
in to system.
GlobalProtect G
3g2|jrl:§2t1::15fo ateway O security policy on the
e
to portal, ] O oo gateway safely enablesaccess
) N to internal and external
App automatically applications and provides
connectsto gateway and visibility into useractivity.

establishesa VPN tunnel.

BEMTIERBEFR VPN REHPZ—VBRA—ERMRE , KRESEERS ZET :

« RIGTFELVPN ( RBRER )

+ IRIGIFEL VPN ( BERERE)

- FEAYRZERINERFE VPN

EA T HISB — EiR % FE VPN REYRA — ERBGEE.
STEP 1| j#2E Network ( #88% ) > GlobalProtect > Portals ( AO#8%5 ) , ARZBIEEA OMALHEAE,
STEP 2| 7£ Agent ( RERER ) EE L , EREEEHNRERENERE,

STEP 3| 3ZHY App ( ERTER ) , A% A% Connect Method ( E#R 5% ) SR E A User-logon (Always
On) (EAEZEA (—EBERR) ).

STEP4 | #—T OK ( #E ) REAEEAERE,
STEPS | #H R EB AN BEANRERAERE BRI 2-4,
STEP 6| #—TOK (FEE ) EARMILERE , ARCommit (R ) BF,

ks
Fit
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EAFE L E AR ERRFH VPN

EEA REFRAEBAZHEL VPN BENERSZ. BEANEBNEREBRE (MEEAE ) L AR

FREESBREM TAETUEREEBMERRET. EMERFIRLFEMNEIIEN GlobalProtect BE/
VPN Bi@, EFBRHZIRIAEHE U EM GlobalProtect FEH VPN BiE, ITEEENZBHEE2EMER
EmBERERRZREEKER.

EEAVPN BEEFERESBEN RAFEHAENAREA, EEATREITEGEEHAEFTEIER ,
BERNHEBERACHAEATNERL, EEFIEZIAFEFRRBRAMENERRE , flm

DHCP. DNS. Active Directory ( HlaN 2 EiBHIZNE ) . PHENE/REXRRKENRE, EFEAEHERE
M# , GlobalProtect EFATEX &4 VPN BEEMIBMEXMEAE (B LN IP it HEREEA RIS
AERIFEAE)

Windows 7 B2 Windows 10 i 2#) GlobalProtect REBERHAEERAEMESEFEAERAZCHBETEAZAE
BHRE  E2F-—REAEBREEAREZRENFIHEBER, R GlobalProtect FERER G RIZ| A EB
e, AR AZSESERASES EFIRE, R Globalprotect EARRNERIZIANIBEHE , BIEAEM
SRETEERY REBEREEERMRE,

N EBFEEAERE , Windows i BHV1T A macOS ik TE. £ macOS iz#t , R AR
I EEEREEARREE LR EHEE.

EFEAEBERMERE  ADFALEBRIREERIEAE, A\ORUEBAFEATZANEBENRERE B
THAFHEE (NMRBEIEHAFHER ). EUBRT , BRLBRIIFEAE, EBRIFER , AORUERE
i 259 GlobalProtect fARER B A EIARE, MBEAOMPBUBREESTE HEXFEHINEEERE,

MBEAOME EAERE | SHEEZESERN cookie WERTE | A DB EERRE ELEMBZEH cookie,
2%, AOBILHEE SR cookie RBEAL  WEHRBREREEXELE, NRRKEERXERRERES
cookie BR B AN TEE AELE S % |, GlobalProtect Tt A A cookie EITEE A,

MBEFERAETSEARS (HNEFERE ) REEEFABZHARBRBANRRLATALENER , £
MUBREMBELARAEE , MAEFEIAOMEUATRELEAMRE, EERLIRE  SXEEBRE
Windows & 45, macOS Plist FZ21EH , MK TER T A,

GlobalProtect i B EE S EAERIEEMAOMY, FAESKER (WEMELRECBRERER
FriEE ) BB in®: , WE T GlobalProtect B4R, E—MFEAEMEBAMEER K BWRE—F A (SSO)
EEREENERTRA , FREEBNBBKEEREZ AREER. WK SSO REREEXHEEHR
A, RinE EFRZE SSO (Hlm , macOS Rt ) , AIFAENRILEREEEARN P ( Save User
Credentials ( RFEFEAERY ) BREXLARTEAYes (R) ). AVWRFFECZE , BEKSEFTS
(Windows) REE (macOS) , WiRFIBTUEAERBFHEAERNIEFEA,
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- Sa,

. e s
@ Initial Clinreatritie s,
N ogree, " .Pas
connection Onfigese.  =aSig
gl,.lrarfu.. .t..rd
to portal. L o P
Copt
Ok * = ‘e,
- ey N Portal/Gateway
© Predogon ©Siani sonfigwration 1 g 0 0 oo
connectionto IS IOPTL . -
portal. ceﬁ'\ﬁ'\c?}?--'_':.-e\;,go“ _...-Z. / Portal Configuration \
“\n?',--""..-'egl' - _..' ._o'
@,‘\’}?C--‘__..&-\;gemﬂ‘“ Authentication Profile:  GP-Client-Auth
) ~ i ~ naniioned” 0,.0" jas® ) )
- o __,.-;‘;\es\ﬂb\‘ 0‘0‘??1' P ClientConfiguration1:  Connectmethod: pre-logon
' J e iy ‘6-'\5‘.-‘.,-“:@‘(\& User: pre-logon
AT o Sl L
[3) Pre-logon e"g??" ‘.‘\5 ,“\3:5 Authentication Modifier: cookie
connectionto AT
((20a0° e W
gateway. \)f'Pi-‘ ._.-\;,amed ClientConfiguration2:  Connectmethod: pre-logon
oo i User: any
) o0t “.“"N“ Authentication Modifier: cockie
- single sign-on: enabled
Gateway Configuration
O userlogs Certificate Profile: PreLogonCert
in to system.
Authentication Profile: GP-Client-Auth

&G4 5 1% 17 EUEY GlobalProtect VPN B FREEREY GlobalProtect R,
STEP 1| % GlobalProtect 23 /" T &2 215,

£ SHYPRA N EREMEA default ( FHER ) EHER AR , WA AR AIEEKA.

o TEULEEBI | F5EE Network ( #8% ) > Interfaces ( /7T ) > Ethernet ( 2 A#8H ) BEE , A&
TTHIERE :

1.
2.
3.

4.

iZHY ethernet1/2,

# Interface Type ( NEEHE ) THXFEAFIEE Layer 3,

£ Config ( 3%€ ) E& L , Assign interface to ( AN HEIEES ) 785X Virtual Router ( E#E ¥ H
8% ) M 13-untrust Security Zone ( Z£ % E1T )

EIPv4 BEE L, #Z—T Add ( #18 ) LUEE 203.0.113.1 IP {usit ( REE 203.0.113.1 ¥ fE
Y ) SHTI8 New Address ( F{zit ) SUESIF B U B FE (B Ut BRRE A Static (7
B8 ), flan , EIA§ IP st 203.0.113.1 ¥{EZE gp.acme.com # DNS A, %,

+ JEHU Network ( #88% ) > Interfaces ( " ) > Tunnel (&i& ) LA Add ( #7318 ) FHBEENE.

1.
2.

¥R Interface Name ( THA® ) , I8 A tunnel.2,
£ Config ( %€ ) E& L , Assign Interface To (N HEIEES ) B5H corp-vpn HIFH Security
Zone ( T2 [E1F ) MFAFK Virtual Router ( EHIREER ) o

+ 7& corp-vpn B ERAAFEAERR.
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STEP 2 | B L2 MRAIFR A,
WHEREEE T 5IEAI ( Policies ( JRRI ) > Security ( Z£t) )
1. Add ( 18 ) IEEEBRACAEERRBREAMECERREWRA |, 5405 E R
#%. DNS, DHCP E& Microsoft B #f.
2. Add (#i8 ) HRAIUBRBAEACHEYUFEEME N ERRENEEE,

3. Add ( i ) EAEMRAUBRIEEAERERAEFERATIREENBEEAER. FHRR &
EMEREERERELZEERA BEREIMELRA,

STEP3 | A TYAE2 —BEBNHARSEERE , £H GlobalProtect A OB AEE :

I ) REA AN O BE CA B A RREERE.
FEAAOMEE EHNIR CA, BT HREEAREEE.
iZHEY Device ( §%f# ) > Certificate Management ( BEEHE ) > Certificates ( BFE ) REBERE , KRt
mE
BEMARRERE. HRAORYEEFEEMEENMEL , R HERN FRRSEEEAREWETH.
BT CN L ERFS FQDN gp.acme . com,
- FEERBERKEADMULMABEPCUREER  FEALE CA PN RKRSEEE.

STEP 4 | $t ¥ E 4R E GlobalProtect WEERHEELERBR A ARKBEREEAZSEER LNEAR
HEHE.

HALT UM HEEREELCEREZBRR , EREFEEIRFHALECH L HSBERES (PK) KGR
EERHI B E I

1. A FHEHER L Z GlobalProtect FA B i 2,

2. HIRHEHNEABREEREFLZERE. (Windows EHABEKEFHIESR macOS iHE LN RiFELE

)
STEP 5| fe 3 HEMBREM CASEENR CA BREAZ AR EFE :
£ EMAEAFA DR,

1. T# Base64 &M CA BF.
2. FATHSRERIEAZTEEA OB EIERNSERAME
1. i#H Device ( #£{& ) > Certificate Management ( BEE®E ) > Certificates ( B ) > Device
Certificates ( ZRERFE ) , A% Import (EN ) BFE.
2. WAEARFin CA BRFEFEBIH Certificate Name ( BEER )
3. Browse ( 2|¥ ) #& CA THH Certificate File ( BFEFER ) .
4. # File Format ( 2= ) X E A Base64 Encoded Certificate (PEM) ( Base64 #m 15 & &
(PEM) ) o
5 #&—T OK ( HE ) EFELENERE.
6. 1£ Device Certificates ( £ERH ) EE L , BERHITEANEE.
7. iZH Trusted Root CA ( EFIR CA ) KERA# , ARE—T OK (H#ZE ),

STEP 6 | #Z£4E & GlobalProtect B EMEEFAE L B BRNEREUBHER KBRS BEN CA
B

NMRACEEARFRERREREEAEEARREHELETRE  FRAECEREREETRTSER
HERBEN CABRZH , 1B ERHAFREBEN CARR (BEMEBRETR ).
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1. #HX Device ( 5%f% ) > Certificates ( &5 ) > Certificate Management ( ‘REE®E ) > Certificate
Profile ( ‘REBRRERE ) , A% Add (#1318 ) FHEBHHREE.

2. MAFARBIIFREEN Name ( B8 ) , 70 PreLogonCert,

3. #% Username Field ( fEFEBBWAL ) 5XE A None (&),

4. ( ) MRZUEERAAFRBERIREZARRECEAE  FNERLAFPREREN CARE
(FHEZHEREIEN CABETH ).

5. & CA Certificates ( CA BE ) W+ , Add ( #7138 ) CA BE.

6. BIEHESER 5 PEANZSER CA Certificate (CABE ) , RBE—T OK (BE ),

7. B—T OK ( HE ) RFFRER.

STEP 7 | %% GlobalProtect F&,
ESBEERFEN GlobalProtect VPN REERHIFAEE K.

HACL RS ERHENALEEATNRLBERER  BEUUEAFRERREIUBEREESE
BOREANRBACHE, L&+  SEAAREHADBMNEREEMENER LDAP BREM,

1. JZH Network ( #8% ) > GlobalProtect > Gateways ( Bi& ) , A% Add ( #1®8 ) THIRERE :
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP fuiit ) —203.0.113.1
Server Certificate ( fAfR85/&5 ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( ‘R &XEM ) —PreLogonCert
Authentication Profile ( 52 %% E#& ) —Corp-LDAP
Tunnel Interface ( BIE/H ) —tunnel.2
IP Pool (IP£8 ) —10.31.32.3 - 10.31.32.118
2. Commit ( 12X ) BMERE.
STEP 8| %7 GlobalProtect A O #8¥,
FR7E Device ( K& ) 515 (M2 H. BEREREENBIARFIEE ) .
iZHY Network ( #8%% ) > GlobalProtect > Portals ( A A& ) , A% Add ( #18 ) THADOMILER

=]

E

5% %E GlobalProtect A O3 Z B,

IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP fiZ#it ) —203.0.113.1

Server Certificate ( {AlfRES/HR5E ) —GP-server-cert.pem issued by GoDaddy
Certificate Profile ( R EM ) —None

Authentication Profile ( B8 X ER ) —Corp-LDAP

STEPY | ATEBR AR EMBEAEHEES GlobalProtect {LEFE N A RE,
FERE—HE K NMREEEFEERAEAEEEANZEFIEERBE.

EERRACHAEERATAFEATEARE , FEIMMEMEERERE, L5 —EE5EMH User/User
Group ( ERE/ERERE ) B , iBH pre-logon ( EE A ) &SR, EBEEA , AP EH ERIFR
B(EERE)  URTER (BERBRASHEFHERY ). 2%, ADPUEEFEAERAREHE
HITRE,

ks
Fit
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EAOBUERBEAER  HIBE_@HER, EHBERT , User/User Group ( ERE/ERER
#)ABany (FM),

S BEEAER | ESTEEEREE SSO | LRREEAEBAKYE | A ERNER
() semBsemE, ZREA SSO MM Asent ( REER ) BEEREHEHERE
¢ zm.

#HY GlobalProtect A O #i5#HRE RE K Agent (REEX ) EH ( Network ( M55 ) >

GlobalProtect > Portals ( A Q#3135 ) > <portal-config> ) , A% Add ( € ) TIHREZ— :

- EEEACAEERATREAMEENRE

Use single sign-on ( fEAAE —& A ) —enabled

Connect Method ( B# 5% ) —FEEEA

External Gateway Address ( /A&t ) —gpl.acme.com

User/User Group ( £ & /EAE#HH ) —any

Authentication Override ( B#FEEUX ) —EAREEA ENERBEHREEN Cookie BF

ERBEACHEZRARNR , FRAYEIFE

F—EREREXARE

Connect Method ( E#RF % ) —FREEA

External Gateway Address ( /A ZBEE 1t ) —gpl.acme.com

User/User Group ( FA&E/ERESE ) —FEEEA

Authentication Override ( BREEN ) —ZHRRFFEA ENEREREERM Cookie BFE

FoERERENARE

Use single sign-on ( fEAAE —& A ) —enabled

Connect Method ( B#5% ) —FEEEA

External Gateway Address ( /A&t ) —gp2.acme.com

User/User Group ( £ & /EAE#HH ) —any

Authentication Override ( B8FEEUX ) —EAREEH B NERBEHREEN Cookie BF

i%ﬁﬁ%%)\ﬁﬁ%%?ﬁfﬁ%ﬁ¢ﬂ’ﬂ%-1EQE'EO MRFR , FERE , AR —T MoveUp ( £
STEP 10 | f#%7% GlobalProtect F% €.

#—T Commit ( 1% ) .

STEP 11| ( ) MRFEAETGBARE (HNEFREEE ) AIFEFEABEZNARZTANIRE E#HIT
FEABANELR , IEinE L3 Prelogon B8IHH,

!\‘ EMRFARBEERA QM IP i,

MERARERRENEZEN , F2RHENESEAENRE,
1. BIfE T % Windows &8 & LA#248 GlobalProtect % E/EE :

HKEY LOCAL MACHINE\SOFTWARE\Palo Alto Networks\GlobalProtect\PanSetup
2. iZH Edit ( #m% ) > New ( ¥ ) > String Value ( #H{E ) UEN THIZ&ER :
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« EVE®BA Prelogon My String Value ( F&HE ) , BER 1. WERERA GlobalProtect IATEfE
P& B A\ B2 BT EDIEAR

BIEWB portal H) String Value ( FHR{E ) AD#BLL , 55 GlobalProtect i BiFEER A O 414
B IP It REMER.
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GlobalProtect Z B2 E

T GlobalProtect ZMiEHER , FE/NBRAECIHBREE, FHHAED  BLAREELMB A B
FHREKHE — @ GlobalProtect FiE., E&HEAEH A ORI EN AP iRERE , SETUATEAF R
HEEETRFER A FIRAARE.

..............................................................................................

el S

Zone: [3-trust 7
Zone: 13-untrust Zone: [3-untrust f—
Interface  ethernetl/1 Zone: 13-trust
Interface ethernet1/2 Interface ethernet1/5 Interface  ethernet1/3

7: GlobalProtect Z @B

MRAFREEESSERE  FAEAKEREREELAFRBETIILNMERE. BARXSER
B JClIEr 52 ) FE B R SRR E EiEAR K B R RIE, EESEKIEFRER = R ARFTE RiE i3 e R
B, EARAKERZEERIEFHE. MFEZAL  F2RZEFREEETHREERIEF,

STEP 1| % GlobalProtect 223 /1 H B [E 15,
ENRES , BHNEEEEBENSES B LERENT.

£ SHYPRAE N EREMEA default ( FHER ) EHER AR , UHA AR ATEEKA.

FEEEA OMBYE/FE (gwl) BB A& £

+ J2H Network ( #8588 ) > Interfaces ( 7 ) > Ethernet ( 2 A#EE ) , REZIEE ethernet1/2,

+ % ethernet1/2 587 E5 Layer 3 Ethernet /" , B IP{u#t% 198.51.100.42 , ARG HIEER 13-
untrust Security Zone ( 2 [E1F ) 8 default Virtual Router ( EHEEEHZR ) -

« BV IP{Isit 198.51.100.42 ¥fEZE gpl.acme.com Y DNS "A, FE#o

+ IEH! Network ( #83% ) > Interfaces ( /M H ) > Tunnel (&J& ) , A% Add ( #7138 ) tunnel.2
NH. BNEFIEER S corp-vpn HET Security Zone ( Z£ M EHE ) . ARBEZNEEE
#default Virtual Router ( [EH A ) .

+ 1f corp-vpn EiE FRAAFEAERE

L E —ERE (gw2) BB AL
+ IEH! Network ( #83% ) > Interfaces ( /T H ) > Ethernet ( 2 A#BES ) , ABIEE ethernetl/2,
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/% ethernet1/5 XA Layer 3 Ethernet N , B IP U1t A 192.0.2.4 , R HIEER 13-
untrust Security Zone ( K2 M [E1F ) B default Virtual Router ( ERIEHET ) o

o B IPfIit192.0.2.4 ¥FEZE gp2.acme.com Y DNS "A, 5o

« #H! Network ( #85% ) > Interfaces ( /71 ) > Tunnel (@& ) , A% Add ( #1¥ ) tunnel.1l
Ho BN EHIEELZ A corp-vpn MHT Security Zone ( T2 M EHE ) . RAEBEZNHEEERTE
Virtual Router ( E#EHET ) o

+ 7 corp-vpn BE ERUAFERAER.

STEP 2 | INR W — MR EFA BERSETEIRE L EA GlobalProtect FERER , NELBEFH S KA HIP
WZEMRE , BFEEBE W E R ERIE L %% GlobalProtect 5T,
B8 E GlobalProtect FTE X W R BB 2% , FEEBA DRGNP AR L LERE , TR :

. 1ZH Device ( & ) > Licenses ( &# ) .

. 1ZHEY Activate feature using authorization code ( EFZEEREI AL ) -

. HIIEREF | 558 A Authorization Code ( RS ) , REZ—T OK (HE ).

. BREECRIAE -

T,

=

A OODN

Date Issued March 19, 2012
Date Expires March 19, 2015
Description  GlobalProtect Gateway License

STEP 3| #£%< & GlobalProtect FER SR A& LB T2 M RA,

WEREEELLMRBIRMA corp-vpn EiFHE 13-trust BFHZENRE , ABEFRADBER
( Policies ( J[RB ) > Security ( Z2&M ) ),

STEP4 | FRATYEZESEENENRAKREEEE , &3 GlobalProtect A AL FEIE :

* ) REER AHEYH R CA BAM[BRSRERE.
< ) EAAOMELY LMIR CA , LB BREZBARBZRE,

EREAOBY/MESRMERNSER AL |, i2E Device ( 521 ) > Certificate Management ( BEE
) > Certificates ( BFE ) REEBFE , 0T :

- IBEFAOMAU/ewl 2N ENFRRSEEE. HRADRYERAEMCAERNEL , RLEXERE
AP RREER. BEMN CN HERFE FQDN gpl.acme. come & BEimEEEE A DFLT
FEBERHEER  FBEALEE CA P REKRSEERRE.

o WBHEH gw2 2N HENARIEE. HRENHERELHBEE , ALETUFERABERESNEE. BF
# CN 24ZEFFE FQDN gp2.acme. como

STEPS | ERERB A DR RFERIEEAEN SN,

HEE , BUUERABRREER/ IRFREENEMESRERAOPEERFEN TSN, AOMB%H
BRERFE R ERATRENRFEREL. WEELSET , F2RNTEE
RESNERE (BRERER )
RERFPImEERT (BRERER )
- RESRZERE (EBRHNOTP HERM )
A& BLASELEADPLEREREPERNBERERE/ IBMEREE,

STEP 6 | 52 GlobalProtect B,
T SIS HIFER GlobalProtect Z REHERAIRZ gpl B gp2 MIFRE.

ERE gpl BIBFAAE L |, iZH Network ( #85% ) > GlobalProtect > Gateways ( F& ) . #1THE
E, MR :

Ka
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IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP {uiit ) —198.51.100.42

Server Certificate ( {Al R85/ ) —GP1l-server-cert.pem issued by GoDaddy
Tunnel Interface ( BE/H ) —tunnel.2

IP Pool (IP ££/8 ) —10.31.32.3 - 10.31.32.118

ERE gp2 MBS AXHE L | BEX Network ( #83% ) > GlobalProtect > Gateways ( Fi& ) . #1TRER
E , TR :

IP Address ( IP {iilt ) —ethernetl/2

IP Address ( IP it ) —192.0.2.4

Server Certificate ( fAlfR28RFE ) —BREBNBE , GP2-server-cert.pem
Tunnel Interface ( E&E/'H ) —tunnel.1

IP Pool ( IP#£[8 ) —10.31.33.3 - 10.31.33.118

STEP 7 | §%3E GlobalProtect A O #8¥,
iZHY Network ( #8%% ) > GlobalProtect > Portals ( AQ#8% ) . ETAOMIRE , WTFIR :
1. §%%E GlobalProtect A O35 ZEVE,
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP {iiit ) —198.51.100.42

Server Certificate ( fAlfR25/8F® ) —GP1l-server-cert.pem issued by GoDaddy
2. ZE# GlobalProtect A FHAE

BN AFPIREEBEERRENREFRER , SECREEEUFERAE/FEAERNERA
B2/ 2R HIP By R BIs&HI#1T.
STEP 8 | £} GlobalProtect {22\ 8188,
iZH Device ( % & ) > GlobalProtect Client ( GlobalProtect i Fi% ) o
LSS , BREFEADFEEESHEARSEN,

K5

STEP 9 | f#71F GlobalProtect :8 €.
EHEA OB ERERN AE L Commit (123 ) 58,
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AEE HIP # & EE{E F & ZHUAY GlobalProtect

EE User-ID B/5 HIP MEREEAK , ANREBETRMMZSERNS L , R £/HE R/ REEMRERB
REHRE , RAH AR FIERS (NAC) k. ANREEEEERRER 2 BRFTIENBRRESIES
BHR.

EREAMFAENRESR , XAEACEAEEA (—ERR ) REMBRY  TXERFEENX. EEZR
B A FIRERRERERAE—FA (SSO), B HRABEIRAITERVEFE BN EEER ,
BEERnR EERARAE R IP i,

FUPERES , ATFEETAFTURASERNRR , BTREFHETHOERERHFHATRFRER
FIERSERENE  YEMBHEPNEREELER CRM EARN, MMEERIBNEREH T UFIALE
Web EiR. sl , ZRELREN HIP REESRESEIH  URFRFEATEESRR , sl , REE
ZESHMNLZEHBHER. EECHAMKRNE , IRECREMTERE,

£)

LA
g {? g © Gateway enforces

security policy based

£

(1] Apps
authenticate to

portaland receive on;ziglgrotul:‘name
an match.
client configuration. —
(2] Apps submit e
0] 0 oo=n { ’ userinformation

Portal and host Internal Gateways
o2 ) information. california.acme.com
10.31.34.13 . newyork.acme.com

gp.acme.com

Internal Users Datacenter

8: GlobalProtect WEfEERE

ERA T 5SS EREEE GlobalProtect REREE.,
STEP 1| % GlobalProtect 23 /" H &2 B 15,

HUERES , EAAERBA DM@/ ARENSERS KB ERENE. HREREEFERAATRE ,
RSB AEREMEE LRESENEHA OBKERE,

£ SHUFTENEREMLA default ( AER ) EHRER  UBBRIABEZREH.

EEREA DR/ FERSER AL
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1. BRMEEBA OB/ FER Ethernet EIEE | SAKRTE 13-trust Security Zone ( R B ) Pi%
EEE IPLuMY Layer3 /M HE ( Network ( #88§ ) > Interfaces ( ST ) > Ethernet )
2. 1£ I3-trust [B1F t Enable User Identification ( BRAEAERA ) .

STEP 2 | IR IZMEM — X E A BEASEITEZEE L FE GlobalProtect EARER , EREFRASRA HIP
P RA  FEEYESELESRIEEN B A EZ % GlobalProtect 5TE,

Date Issued March 19, 2012
Date Expires  March 19, 2015

Description  GlobalProtect Gateway License
#8 & GlobalProtect FTBI Y IR B EN IR 2 & , FFHEKERERIBH A& £ =% GlobalProtect TB , #1 AR
g

1. JZH Device ( & ) > Licenses ( £# ) ,

2. i#HY Activate feature using authorization code ( 1 Fl ZERERBI THAE ) ©

3. B REF , &8 A Authorization Code ( R ) , RBER—T OK (HE ).
4. BREECHINRE.

WMBHEEREIERE | 5848 Palo Alto Networks SBETRRMHEER, NFEENEMAET ,
BIRFM GlobalProtect =24,
STEP 3| HX#8 GlobalProtect A O#85E2= & GlobalProtect &Y Al R 25 B -

ARTVIREEEAOMBY , WL ASERAREZZADBUEARFBRENR CABRE, EAILENRAOD
RERH , FRAAOBEYE LNEREERE , YR CA RRNEZRT , REREEN CARSBA
A #3489 A AR 2R B

B LS ERMERR B REFNER.
BEBRNTERBOTAR
1. EREFAOMBIEAIB XL

1. RREHMH DB CA BEAMERERERR

2. B FAREHE GlobalProtect Tt 255 B RBEBB/FEMIR CA BHE.

3. FEAACHEL EMR CA, DEIEREZSARESE. ASERMEERILSER,
2. EEBATFEENSEBABL  BEEREZVAREEE.

STEP4 | ERERB A DR RFERIEAEN SN,

HEE , BUUERABRRERE/ IRFREENEMESRKERAOPERERFEN TSN, AOMB%H
RERHRELAUEATENRBEBELR. NERSET , F2REUATEE .

RESNERE (BRRER )

REMFIREBERE (BERER)

RELERZRE (B OTP BER )
K&, BLABECEANRYRRAEREPERNBRREEE/ RFRERE.

STEPS | B ¢t M EFEERFIBITLZLRAFIEN HIP RERE.
WE HIP LEEMEHAER |, FSREEHEA,

1. B HIP Yt e EEREN TSN R EHER, flw , MREBVER EFERAERFHIEHRE
ANERAEER  BUUEY HIP 94, REBVERRERKBHEATERR , URFIEEREE
BEMNEHEARERARIMRE,

¢
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HIP Object ®

General

Mobile Device

|#| Patch Management

Criteria | Vendor

Patch Management
[ 15 Installed Is Enabled | None e

Firewall Missing Patches
Antivirus Severity | Greater Equal ¥z
ArtFpywers Check | has-any
Disk Backup
Disk Encryption
Data Loss Prevention

Custom Checks

2. BB EERAFPERAN HIP BRERE.

Pl MREERRIAEEERHEMERMN Windows EAETUEFRABEAERN
T3 HIP BRERE , REHBEDEREHENEH

& 7] LAR in

Mame | Missing Patch on Windows
-¢| 24 :E'“'E| E'] @ Description
MName | Type | Location | | Match |not “MissingPatch™ and fWwindows™
Mac ] -
Mot Managed g |
MissingPatch b |ﬂ
e not checkin g Add Match Criteria
Android L]
company-provisioned g i “

STEP 6 | RERXEBRIE,

iZH! Network ( #8% ) > GlobalProtect > Gateways ( Bi& )
®) FEE, ETTIIRERTE :

« THE

o IPfuaut

« ARFIEE

+ Authentication Profile ( B& 3% E#E ) & /3 Configuration Profile ( A& EE )

IR FTEEEFEREPREAF ( BRIEGCEERE HIP BA )
N EERENZESIER , B2 BE%E GlobalProtect &

STEP 7 | 5% GlobalProtect A 04334,

L\\

HERZ B FTA SE# AT LAGE A User-logon (Always On) ( EREE A (

%, BRERMERESE—
(—ERR) ) ERG %,

iZHY Network ( #8%% ) > GlobalProtect > Portals ( A O #31 )
) MWADRYM., REAOML , MTAAR :
1. EX7E GlobalProtect A O #3u FEUE,

IP Address ( IP {3t ) —ethernetl/2

, REZMBR AN AIPFESR Add ( #

RATEEBEER. NFER

—ERRR) )R
On-demand (Manual user initiated connection) ( IREE ( FEIEHEREELR ) ) ERS
2R, REEZEEHA User-logon (Always On) ( EREZ A

, RBBEGRAEMN A OB Add ((#

390 GLOBALPROTECT B &35/ | GlobalProtect IRIEFRE

© 2019 Palo Alto Networks, Inc.



IP Address ( IP fuilt ) —10.31.34.13

Server Certificate ( fAIfRE58% ) —GP-server-cert.pem issued by GoDaddy &
CN=gp.acme.com

2. 7% GlobalProtect i FimBR R 4HAE
Use single sign-on ( fEAE —% A ) —enabled
Connect Method ( B#%}5 7% ) —User-logon (Always On)
Internal Gateway Address ( AEBRE(I#t ) —california.acme.com, newyork.acme.com
User/User Group ( £ & /EA & ) —any

3. Commit ( X ) AOMBIRE.

STEP 8 | £} GlobalProtect FEFAT2 X X B8,
iZH Device ( #& ) > GlobalProtect Client ( GlobalProtect §Fi% ) -
FEUEFIP , FREFAEAOFELESEAEEN,

STEPY | EEMVRE LIS EMA HIP /AR E/BEAERNZTEMAA,

ST EHIFTIE T IR MR A

1. J#H Policies ( JRBI ) > Security ( Z£M ) , REE—T Add ( #1¥ ),

2. 7£ Source ( KRR ) HEE L , 5% Source Zone ( RIREHE ) A I3-trust,

3. T User (EAZE ) ERL , MEELHN HIP REBEERAE/FHE,
£ HIP Profiles ( HIP EXEHE ) B HIR— T Add ( #1738 ) , AREREE HIP 8% E & MissingPatch,
Add ( #7118 ) Source User ( RIREAE ) Bl (MERIE K ERLEZREVNRAIME ) .

4. B—T OK (#E ) RRFEEFHRA,

5. Commit ( X ) FERE.

Name Tags Zone Address  User HIP Profile Zone Address Service Action
1 Fi |3-trust any 8:"5"_‘5 % vissing Patch i |3-trust & applic <&
2 fi |3-trust any 85*-;-*55-' ng % vissing Patch fi) 13-trust o ap [
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SH A\ kya kva Y =L

)IZA= EII‘J W nlgiﬁigi\ |:|B Eﬁ JEnXIE
% GlobalProtect B4 9 U Ei B A SR MEELErh | A ATLLS VPN ZRESH AN E RN ERREE B0 M
i, EEAESENERT | GlobalProtect BEARR AHTRMEMET | FAEE T AR R HEEIE R
@%, MEEARKETCARADES EeEsliEeEE A REetminAnEE AegRas
B 7 1 5 I T R [ S P ) S 22 TS

N WMREHEPMENTREEREAEFEHRIE , 184 GlobalProtect ;E#R 5 EFRE A User-Logon
(Always On) ( ER&EE A ( —EBIRK ) ) = Pre-Logon (Always On) ( & A ( —ER
Bt) ) , Bl GlobalProtect EAREX T EBEERETMINIEE, GlobalProtect &R 1FKIE
BAREE  BEEANDBEAEFEEIMEER, LTATZEEEE GlobalProtect 3k & A B4 A
EHTHE User-ID , ARSHENABERAEXEREE VPN 75,

HRZ2RARESEBELERERY , B AT UEHERGEABERSERETUFIRNER, A,
EASUEBREA QMY , MARRERE/FHERSERH HIP REELY , BFTEANAFIRMERE , X
ARSI M & T A FIAY RE,

ELLE  SRADMELRSB=([ERE (—EABHERRBEATRE ) BEEFRBHAE L, LR
gpvpn.acme.com B SMERRIER A 2 TR AV IR IR VPN 77EX , MR EBRIERIRIREHE AL B B R AR
BREMPOLERNBEFIE, I, HP RETARBEREFNENPONEIREARTNRZLHBHE
Ho

ks
Fit
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Internal Users E

-
Dl ® Gateway enforces

security policy based
on user/group name
and HIP match.

I V —
9 Internal hosts |
{ ’submituserandhos ][] [ ooen
information. Internal Gateways

california.acme.com \
newyork.acme.com

5
9

(1] Apps authenticate
to portaland receive
client configuration.

Portal
el/2
198.51.100.42
gp.acme.com

—
L] [ oosn

~YExternal Gateway
& gpvpn.acme.com

Datacenter

External Users

o
+
-
+
o
0

'.'.
"-9 External hosts choose
the best external gateway
and establish a VPN tunnel.
After tunnel establishment,

the app submits userand
host information.

B 9: EAERENEFER GlobalProtect F &
FERA TS ERREAZTFIER GlobalProtect BEES .

STEP 1| A& GlobalProtect 2 3 4\ H B [Z 15,

EHERES , BAAERRA QPR AR EREH R EN =E X ERENH.

A EHEEE EGIobaIProtect)kDﬁ%ﬁE:‘iFﬁﬁE’Jﬁ@J: FE0 M N S EF

HTTP, HTTPS, Telnet 5 SSH WA EEENER K HASERARBERERENG
uEE’JﬁHﬂEO nﬁéﬂﬁﬁ %IET?HHEB’JH—&ﬁ,f mﬁﬁu‘mmﬂﬁwzﬂomﬂﬁm
R, LA ER TN,

£ SHYPANHEREMEA default ( FEER ) EHEH AR , A SERIAIESEKAH.

EHEFHAOMBILRE (gp.acme.com) BB A L -

+ JEHU Network ( #88% ) > Interfaces ( /7T ) > Ethernet It/ ethernet1/2 %% A& Layer 3 Ethernet
E, BIPfIitA 198.51.100.42, #HIEEZ 13-untrust Security Zone ( K& [EHE ) MFE
Eﬁ Virtual Router ( R HER ) -

o B IP It 198.51.100.42 ¥ FEZE gp.acme.com B DNS "A, F2é%k.
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« EHY Network ( #83% ) > Interfaces ( /7T ) > Tunnel ( BJ& ) , A% Add ( ##8 ) tunnel.2 &
H, BHEIEEZES corp-vpn Y Security Zone ( T2 [E15 ) MFAER Virtual Router ( E#EEKH
) o

« 1E corp-vpn BiF L RAAFERAE® A

EH I EREE (gpvpn.acme.com) FIBF K L -

 J#H! Network ( #8588 ) > Interfaces ( 71 ) > Ethernet 3t#% ethernet1/2 5% % Layer 3 Ethernet
NE, BIP{#EA 192.0.2.4, #HHIEEER 13-untrust Security Zone ( K£ MBI ) MFER
Virtual Router ( E#EKHET ) -

« B IP It 192.0.2.4 #FEZE gpvpn.acme.com K DNS "A" 2 8.

+ JEHY Network ( #83% ) > Interfaces ( /7T ) > Tunnel ( B& ) , A% Add ( 18 ) tunnel.3 /"
H, BHEEZEA corp-vpn B Security Zone ( T2 [E1F ) MFEER Virtual Router ( E#EEKH
) o

« £ corp-vpn [EiF ERAAEAEE R

EHBRERFEE ( california.acme.com B newyork.acme.com ) BIBF K& L -

« JZH Network ( #88& ) > Interfaces ( /7T ) > Ethernet Y27E AZPHAREEXE S IP AL4EAY Layer 3
Ethernet M. #HIEEEF| 13-trust Security Zone ( Z2 % [EiF ) FFEEL Virtual Router ( E
H28).

o BEBIYYFERIRIP it california.acme.com B2 newyork.acme.com B DNS TA 52é%.

o & I13-trust B ERAAEAEREE

STEP 2 | I REW —MEA E AT B IR LA GlobalProtect EAERN , RELLEFAERMA HIP
MZeMRA  SEEBESESEERE ( AEMINER ) FERPS XM £ %% GlobalProtect T
B,

Date Issued March 19, 2012
Date Expires  March 19, 2015
Description  GlobalProtect Gateway License

I8 8 GlobalProtect FTBIN N BIRABN I 2 % , FATE KB EAIBH X iE LR GlobalProtect 5T :

1. #H Device ( &€& ) > Licenses ( & ) .

2. J&HY Activate feature using authorization code ( £ R EBRAEIThAEE ) -

3. HBIRRE , 58 A Authorization Code ( R ) , REER—T OK (HEE ),
4. BFERRECHARES KR,

MRIEZEFTERE | 5584 Palo Alto Networks SHEETRETRNEEN., NERENGFREN , F2
BIREH GlobalProtect #Z#&,

STEP 3 | HX48 GlobalProtect A O #8521 GlobalProtect FE /Y {al R 85 B && o
BTHREEZEAORY  HEXASTHRERAORLAERITEFENIE CARBE,

LU ERELEAEREZRE  YEAFRERETER CABENEZRAEN, REMEREER
AR AR LEEFIERRE  RAREHENEERE.

EBRNTERBO TR
1. EEFEAOMBIEAIB XL

1. REHWIH DA CA BEAMERSRER

2. B3 FAREE GlobalProtect T2 B ZR BB RENIR CA BFE.

3. FEAACHEL EMR CA, DEIEREZSARELE. ASEREERILSER,
2. EERBADEENSMESAEL

. BEERESHABREER.
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STEP 4| ERERB A DR RFERFEEAEN SN,

BOEARERERE/ BB EENTMESRERAOMBLEREN TSN, A OB EER R
EBHUUERATRNRBEBER, WEELET , FSEUTEE .

. aﬁfﬁ%“ﬂ%ﬁiﬁ (BRBERRER )

. WEAFPREBERE (BERER)

. aﬁfﬁ%li%ﬁ% ( RS OTP AER# )

A BXASELEAORYEBEREFERN RERERE/RRFHRERE.

STEPS | B St R EFEERSBITLZ L FREAIFTEMN HIP RERE.
WEE HIP LY MEEEER |, BRI EA,
1. B HIP YHUEZERENMNENRARTEER, Sl REBEHILFFHENERETER
FIENRFEHER , BUUEY HIP YH , RELBHIRZECLZHESHENEEERE  URFFELER
BEBREENEHREI B ERFMRE,

HIP Object ®

General ¥ Patch Management

Mobile Device

Patch Management
Firewall
Antivirus

Anti-Spyware

Criteria | Vendor
[ 1s nstalled
Missing Patches

Severity | Greater Equal
Check | has-any

Is Enabled | None bt

Disk Backup
Disk Encryption

Custom Checks

Data Loss Prevention

2. BB EERAFPERAN HIP BRERE.

Hlan

MRABERERIAGESRMIEMEIN Windows i

BIHIP BRER , REHBERERBHRENEH

MName | Missing Patch on Windows

0| ns | (3 () Description

Mame |Type |Lo¢zhm | | Match |not “MissingPatch™ and [Windows™

Mac g o

Not Managed g il

MissingPatch g |ﬂ

Did not checkin b Add Match Criteria

Android g

company-provisioned g i “

STEP 6 | REAFBFIE,

iZHL Network ( #85% ) > GlobalProtect > Gateways ( Fi& ) , REFEIBTHIERE Add ( #1i8 ) FEHE
B .
- TE
o IPfiuk
- fARREE
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+ Authentication Profile ( B8 €/ ) & /= Configuration Profile ( #HREEZEE )

AR TEEERERERREAFIKMER (MRIFBCEEREHPELN ) , RATEEREER, W0
FEVRERENZELSIETR , HBHEE GlobalProtect FiE,

E%7E GlobalProtect A O #3134,

HAGBHBERNMRIEREEMARARANE-AFRMAR , BRUTUHBTENERASRE
VEBNRE  RARBRBEAE/FHEEBE/IUTEAR DRI ERRRHEETRE,

iZEY Network ( #88% ) > GlobalProtect > Portals ( A O #35 ) , A% Add ( #38 ) THAOMLE
éR‘E .

1. 5% GlobalProtect A O#3v; ZEUE,
IP Address ( IP {iilt ) —ethernetl/2
IP Address ( IP {uilt ) —10.31.34.13

Server Certificate ( {AfRES/HR7¥ ) —GP-server-cert.pem issued by GoDaddy &
CN=gp.acme.com
2. TEZ GlobalProtect i FimER B HAE

Internal Host Detection ( AEf E#{58 ) —enabled

Use single sign-on ( fEAE — & A ) —enabled

Connect Method ( iE#£%57% ) —User-logon (Always On)
External Gateway Address ( /A &BFE{L it ) —gpvpn.acme.com

Internal Gateway Address ( REBRIE{Ht ) —california.acme.com, newyork.acme.com

User/User Group ( FA&/FEREFE ) —FM
3. Commit ( 1232 ) AO#@LERE,

STEP 8 | #§2 GlobalProtect FERTE X EL 5,

iZH Device ( #£& ) > GlobalProtect Client ( GlobalProtect FFi% ) »
FELEHIP , FARFAE A DRLERERREXER,

STEP? | #BERE LRV ZEMRAIRA , UL AER VPN EAEMAEARXFIE,

BiuZz2MEAl (Policies ( [RAl ) > Security ( 221 ) ) REUA corp-vpn [EIFHER 13-trust [EiF 2
MRE.

- BYHPERABUEAE/FEAERNERIRL , UBAZASER T LERNBEEFIE.

- SHEARE , EYAHAEERAEER Web BIBFE 13-untrust BIEMAR A , Y FEABRLTLMRE
ERREBELETZEARBENKRE,

Name Tags Zone Address  User HIP Profile Zone Address Application Service Action Profile
1 CRMaccess none i corp-vpn any 8 Finance @ Missing Patch ... | f I3-trust any sap ¥ application-default v nane
[ |3-trust
fB) corp-vpn | any 0 Engineering @ Missing Patch ... | i 13-trust g & application-default <
7 perfi
B |3-untrust | any ¥ application-default L] @D@

STEP 10 | f#1% GlobalProtect % E.

Commit ( 123 ) AD#AvhEEREERE,
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B Ex S Edo& &3 1T GlobalProtect LAE 1T 485

ERBPEHH , TEFEAZEREMA 7THEFHOA ORI Wi-Fi #8355 , maEmLEE, 8SNEIERE
AW Wi-Fi, EEFERAEEAKBHNAORBUE , FOFEEERAN, FRETUEBERBESRNAD
BUBRAEEEA , REAMEERFENEEHOAOREYSE  FANEBNE FEBUU 2 BNERBITEE
Ao BBIERE , BAILRGIERAEZASIRFHADEGNER, MREAERDZEA , BBRBKRTE
BY , GlobalProtect FEF BBV EMR. WRFEARBREEREERBRAZA , FIERESEHE,

EE-SREMARUILZRENTE  SHabl AEKFEGESEH GlobalProtect, BB IthiEE
B , GlobalProtect HEHFTEREREE EEAENELEE GlobalProtect &, FTEREHEERLIB VPN
RREETHREMFEIEFHT , KMBEULUREEEN A RENEERAERENZES,

HABZEHN A OBEENEEURBEREINRESEE GlobalProtect E#R , HHELEERIEEN TIERE
FEVERE -

WERRE SR BIEAT

GlobalProtectfor

o

AR 77 A

=]
=

R B FEE E GlobalProtect ##F , BENKRIRFERABEHSLER
AR E R A O #BuE A FEEBR AR | P4 AFER T 55 BEEE
B -

1. E#EE Wi-Fi #8358,
HEIRELRZE Wi-Fi #838% |, GlobalProtect B B){&EBI#32 4l
BAOMAEL, MREHNEEERE T HIZRFEIA OB EE R

B, GlobalProtect FEF B HEABE AMKIEFIRY A O 4335 LAEE
R

[2 EE S A SRREREFA OB ERE S BN
B o

2. EANTREZ -BEARERAOMRLE

TR Web BB , EBHEHADBUBBEARBDEA,
EBRMERRERNENREWIZHAORBEBERZ A,

WMBEAMEEIA ORI , BERERTTFR, B
GlobalProtect FEFI B B)iE4E . MREARMEELR K BEMER
EREREHHBAES |, URAELEERZE GlobalProtect ¥
THEFI , HEEEREIBERIES,

t\‘ EEE A LRERE N HBNBRERE,

MBHEEFA O EAKY , BHRFIA DR E AR
B , = GlobalProtect A ELR |, BEEELFERBK, B
EFAEA OB E AN T RAEEEA QRS AFRE ,
B &) GlobalProtect f& R Z R FEF R B ThBE R EE Refresh

Connection ( EFEIEELR ) (O)o
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BERF EHEIE T ITERE
GlobalProtectfor

MR FE

o
iy

MREWRIHEREL BB AR OB A EEEBRER | B8
B ZEUESE GlobalProtect B4R , AIE X EFE BT 5L BRFEHEE

1. EHRE Wi-Fi B85

FESEARE Wi-Fi #8838 |, GlobalProtect B BMERI#IZHIH AL
ik,
2. EANTERZ -BAREFAORY

« 3R Web BIER , EBHEFAQBUBATREEA,
- BBREEERBAENFREREEAOEBBIEEA

R E AR B BRI FE , 8 GlobalProtect FEF B B)iE
o

|

R FEEE GlobalProtect B , EENKRIREAEETEAR
BEINA DB A ZERRREEE | X EERE Wi-Fi @k, — B
EEZE Wi-Fi B[ ZEEERAEEE | GlobalProtect FEFH B BhiE#R

MREARIEER , BENEESRTEREHHBAER , URHA
BAEEIRE GlobalProtect T FE , HEERBEL 2 HIAET
WHE, MR GlobalProtect BIEE N ERR , BEEEFIERE, B
BFEBEBES K AREFESLEE WI-Fi 8., ENMRERERERF
B2 GlobalProtect BN AN , EMRBBEBRIRE,

Ho

FRAUTSBEERHEHAORLRE | YRPAREFEEREABEE GlobalProtect B4R :

Vi EESER—EBBUEES S LR E GlobalProtect B |, 2% Enforce GlobalProtect for Network
’Q’ Access ( B8 17HE | GlobalProtect ) j#IE,

STEP 1| %% GlobalProtect A O #3v5 fZENHE.
STEP 2 | 3% GlobalProtect X2 X 4H&E.

STEP 3| B3] GlobalProtect FEFATER.

E{R GlobalProtect B#2 —EBIR , #§ Connect Method ( E#£755% ) FXE A User-logon (Always
On) (ERAEZEA (—EMK) ).

« MRENERAEXEB ARG OB FEERAE , BUERRENTRE , BEREIZH
AOMBEERE -

£ Captive Portal Exception Timeout (sec) ( #I2#I A OB FIARE ) (F) WP , WAL
AETEAFESAORMLNERE (AP AEN ) (EEA0E 3600 ; EFFAOY ), MREFE
AEREUBEAZA  MEREREAEESRE , BFEAEKELERAME.

E A GlobalProtect F&F LUE X1 F & B S RIBIE $I A O 83 | #& Display Captive Portal
Detection Message ( EEREEFIA DB ERHER ) A Yes (2 ) o

£ Captive Portal Notification Delay (sec) ( # 2 &I A QBB MR ) (¥ ) B+ , @
A GlobalProtect ERBEREEHFHAOPBEEIESETEE ( UV AEN ) (BEA 1 E 120
¥ AR 5% ). GlobalProtect EERIZIMERE 2% , BIEMAMRMAER TERZ B RE LT
RFeg.
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B E# GlobalProtect {81 B #12 HI A O 4845 KRR AV Captive Portal Detection Message ( #
EEADRLEAEE ) .
E i 4P #8887 B Ak GlobalProtect VPN B3E , R E T 5Ii&1E :

#% Enforce GlobalProtect for Network Access ( % #3#% 7E34 &I A GlobalProtect ) #IEZ A
Yes (=) o

ZE A GlobalProtect F&FiE H £ Fi & #8588 FEUE E GlobalProtect E 4R , #% Display Traffic
Blocking Notification Message ( BRREHEHEHMAL ) 555 Yes (2 ) » EMRPEATFE ,
i GlobalProtect E#R¥ 7 2 8 , GlobalProtect FE B RILIE 2.

« 1 Traffic Blocking Notification Delay (sec) ( REHEMNIEE ) (¥ ) WP , WA
GlobalProtect EF BN REHHBAERETER (AW AEN ) (HEASZE 120% ; B
B 158 ), EMRARBEETEEE |, GlobalProtect BRENILFHEFES.

- HEZEMEFEEE GlobalProtect E#RFFEE R Traffic Blocking Notification Message ( i
EBHEHBAHEE ), ILEEMKERSI2BAFARED,

STEP 4 | Commit ( 2% ) 8§,
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GlobalProtect ZR1&

LEER 0 #BER T #BF GlobalProtect™ WIS ELE |, AIREMBRARRELRHB L AERN
ZEFHG

AEPHPFIRNSZRENEHERETZEDERM, EFALEEZR , BIENLATRE
., ERSREEN—REAERBRER , URERELERIE GlobalProtect,
BERLENERTETRE , BUUNBAAXHNEEREMRTEZE , URREMEHREE
ERREENEELZEER,

> GlobalProtect & 48 #&##
> GlobalProtect 2Z 22 Ih 8k
> GlobalProtect 2Z 42 #&404E

401



GlobalProtect 22 Z 2R &R

YoulTH

NETIELIN Spotify -
Norcal Gateway Sydney Gateway
S -

LSVPN Satellite
IPSec/SSL VPN

IPSec/SSL VPN

UserD &

User-ID & eﬁ@s
HIP

HIP

GlobalProtect Portal
Santa Clara Gateway

LSVPN Hub . ;

IT Firewall

User-ID &
HIP

User-ID &
HIP

LESS SENSITIVE
RESOURCE

RESOURCE ' (Ex. Knowledge DB)

(Ex. Source Code) ) =
Active Directory

Internal Users SCEP Server

+ GlobalProtect A O#3u4
» GlobalProtect @&

GlobalProtect A O 484k

EltinED | HEBZRRM PA-3020 A¥EA GlobalProtect A O #83k,

ETNARTHAEBEXREE (2FA) BBF A DML , BB TIE Active Directory (AD) FBFEM — B — R4
#1H5 (OTP), )\Dfﬂiﬁgﬁ“ﬁﬁ?%ﬂﬁ%ﬂﬁkaﬁﬁuﬁﬁﬁ%ﬁ B2 GlobalProtect FA F 448,

BERRESEAOPLEEARNNFESERFEAEENAFHREAR K SUNEKEARESEAEMAFAR
IhEE, 1EA2EHIhEER A FimiHAE—a0 Enforce GlobalProtect 5 Simple Certificate Enrollment Protocol
(SCEP) Zh&E ( i%EiB PAN-OS 7.1 M#ZEEHMARERTAMY ) EHRERPEEMA , LEBHREAE
BE L 2EBARHEERAE.

GlobalProtect A O #4335 th 4R AEHEIX = GlobalProtect 1 £, Ih#HAEEIE GlobalProtect & , L EFHE A
ERYETLAHMAEE,

GlobalProtect &

HEZHE (L3RR ) AR PA-3020 A LAEA GlobalProtect & ( Santa Clara Gateway ) » Amazon
Web Services (AWS) F Microsoft Azure A HEiRREFER 10 BHEHMEE, EL AWS F Azure BEMNIE
HER POP NEPBERESIKNWE T 5,

+ Santa Clara Gateway—E& T &I 75 0] iEiB 2FA BFE Santa Clara Gateway ( NRHEEZE AN
PA-3020 ) , WEIEBEEFAERME Active Directory SRR E OTP, HRALBEERERBER , H1E
AEFTHRERE, FRR , FAETZEHERZLFE , MO AFEEEERNWREE, Hlm, '““{E
A& EHZE AWS-Norcal B |, HIFEFERE , %Bﬁﬁi@lﬁ%ﬁﬁiﬁﬁiﬁﬁ-ﬂio ﬁﬁﬁ%%?ﬁ?iﬁtﬂ?ﬁ‘eﬂﬁiﬁ
i@ Santa Clara Gateway B FE A FEUE L E R,
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Bt4h |, Santa Clara Gateway #E5 K38 VPN (LSVPN) BE#R 1L BERE , AR AWS # Azure A REE
E##R, Santa Clara Gateway B ERERELAEIA , REAIBHER L (IPSec) BEE IT Py A&,
BB R AN AR B AE RN FE.

Amazon Web Services #] Microsoft Azure AFFE—LLFEEFEE 2FA : A Fiw/RFEM Active Directory
o GlobalProtect A DAL E# A Fim/B % , LL/RFE AMNIEIB GlobalProtect SCEP ThEEER 72 IE L
&

\HEIRAAELEE th ATEA GlobalProtect £, HEE GlobalProtect A DMAYLEF , THREE/HR

& , W7 B Santa Clara Gateway HiF A ¥ AEiE, GlobalProtect FIEFZEIBFIRETHHREE K RiE
BRRFHITERERE,

NEREEAREE—ELNTEER , BB AMEIES GlobalProtect BEfEH, ELRAIFEE , BFE
RinEEREBEE, FHAEFEIBH Active Directory SR EELLFHE, BLAZBFE A GlobalProtect
a3 5l User-1D LW EE R B im BT EME AR ERE (HIP),

.

b\

3

b

YN EER-REAESTHESERER  SULMREELAMRELER SCEP #HME
’O # , HIEB Kerberos RERFRBEAE,
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GlobalProtect 2Z 2R8I &L

—iEHERR
- BB
- ERESTA%

—hREF & e A

RS (AR ) ERE AWS B Azure FREZ —H —REAE, EEFRE GlobalProtect A O#B1L A
FPiniHRER , EREENELIEFZERE, ZBERE K THEERNAERFEEREHE , KR LIS
YR B SSL B FERF R,

Flan  BONNEREEESERE AWS-EEREE, FAEERE AWS-E5% , GlobalProtect ERER
BITERERIREEEE AWS-SRPH A EETRE, GlobalProtect B AWS-EXFEEEEELRESR
N HABBR AR A | WEB AWS-EFRREIEF Santa Clara Gateway 2 B A B LA BEEEAREEZE LT
BR , RERIBEB IPsec WAHLABEZ L AEIS. WEBHERRITAREDF RS FEEB AR KB T
B, R AWS-ZEFME ( ARIEERMNTFE ) |EMEK , GlobalProtect EREN# T EBRBERRE
ENTIEIEBLARE | WiE R EERE,

Active Directory fAIIRERMA LN R A, BRIGFEHAERFR , GlobalProtect BAREXEIR AWS/Azure
FR LAY LA BEEERFEFERZE Santa Clara Gateway, ZEERERZIEIR IPsec VhAH L ABEEIXZER
B\ EHEEARY Active Directory fAIBRES.

v BEERALRBEAERIBENEERENERE , 7TEEEH Active Directory {A] i3I fEE 7
Q AWS H T,

NEMBEAN —REAEEZARIUERFE =EARIFE, GlobalProtect BARIEX HIP HEZELR
HEE, EEAEELTAMEH LARAERNE , XFWE User-ID M HIP EXR |, UFI TR EMER.

EUHEBF | BULURBBARLEZBH Panorama BE IR EFT G X,

EERM-BWNESE , AWS l Azure ANFIEM A BERAERNZ2RAIMERE, EEHCEER
RE | Panorama b & —EREEHEN —(E&EAR, FUHBBES  FTERAEEEFEE Panorama, EETLL
PRV BEZRFERRENHNELREE K MEZTEEAZH B,

ESEFHEHBE |, U LA Panorama SRBRBEHNEFMA A, Panorama B A EH —HMEH X
& WIEEFRIER AN RIS FHR AR

ERNESTA%

EERNHIBHERPF A | B LMER Nagios , ER—ERMEREMRET. WM MKERHE, RE
Nagios LEHARESERE A QBN EEEEAEEMEE Y E D BEERAMTE | EXER, SR
E GlobalProtect i Z BB EEBAGE (SNMP) BEEEHE (MIB) Y4 L B EFEA,

EULERE S |, 5 —18 GlobalProtect A OB ESl, MBEACOBETRTR , HEAE ( ZHRKEREZEA
OB ) SEEERE GlobalProtect, B2 , BEFRAETUFEARBHAOBUAFRKEREREREZ

o

AWS I % EEE# (VM) B5 X IERERTE A GlobalProtect I BILARAHEERE. Fit , BERERELAST
Rt (HA)
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GlobalProtect 2Z 2R 18 4HAE

EERLNNBESERE -, FRETIEERERE.

- MEERE
o ADOMBERRE
- REIGRE
N =, =iy
FEEE
0O FHPEEE, ZEEHA2EEE , BRRIEE Agent ( RERER ) > Client Settings ( AFI®ERE ) >
Split Tunnel ( P fRBE ) REFEENFEIEH, FSELE GlobalProtect FiE,
O 7 Agent ( fX¥2#E3 ) > Client Settings ( AFI®EXE ) > Split Tunnel ( 2 FEEE ) F A No direct
access to local network ( EEEAREMEFE ) . FHSELE GlobalProtect FiE,
O RERAREIELL Accept cookie for authentication override ( ##3 B UK cookie ) . FFZHHRE

AH

O
a

(]

= Al

]

a
O

GlobalProtect &,

HEUEERE
# Connect Method ( E#R775% ) 5RE A Always-on (User logon) ( —EBIRL (FAEZEA) ),
B BT GlobalProtect FE A2
5% XE Use Single Sign-On ( FFHE—& A ) (£ Windows ) & Yes ( 2 ) » #82 B E5] GlobalProtect F&
AER,
# A OB 5EXE A Save User Credentials ( FEAERE ) (BEREA Yes () ). FBHEES=
GlobalProtect RN HRE,
B A O #835 LA Accept cookie for authentication override ( = B HUX cookie ) . BBHES
GlobalProtect IR ARE,
# Cookie Lifetime ( Cookie F &K ) FREAR 20 N, FBEES GlobalProtect {CEEHERE,
Enforce GlobalProtect ( 58 #3117 GlobalProtect ) SA#1THABE FENFEZ B B3] GlobalProtect FEFFE,

58 1T #83% 72 EX GlobalProtect R B , R FFE A& £ A BIEREA GlobalProtect EARER, E2
B BT GlobalProtect FEAE =R,

s

B

#%7E Internal Host Detection ( REBEHEA ) . FBFBBESE GlobalProtect {CEREIERE,
HEERNEH LA Collect HIP Data ( Y5t HIP B# ) i1, FBBES GlobalProtect {CEEHERE,
Bl =% SSL MEBAM SSL EERERN CA BRRE. FSRES GlobalProtect {CER N HAE,

=N, =

AX AE

BERGEMERRERFEZS M FARERMBEHRABUEAZLRANBREEEHSEREF , BF
HEZBE A Santa Clara Gateway Fl AWS/Azure A HERAMFE,

B AWS #1 Azure RFFERIE L#Y SSL f## %,

£ AWS HAFERERTE EAFEBIMEZERE | LUEB Santa Clara Gateway BERE TS EME@M, &
FE4R 7 30 www.stubhub.com #1 www.lowes.com 2 8E 853K B AWS IP {711t £ B R & K B sk 7T LR 6
AEEZFE AWS F Y REE R SLEELG
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https://docs.paloaltonetworks.com/best-practices/9-1/internet-gateway-best-practices.html
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/decryption
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/policy/policy-based-forwarding
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GlobalProtect Z & iR =

B3/ GlobalProtect tnZ%iE 2

GlobalProtect 72 X B2 f i& ] B9 HN 25 3R 2
GlobalProtect ZiEHmESE

FARERTE IPSec BB/ N

SSL API

V V V V V

407



B3 H GlobalProtect INZE1E

GlobalProtect 312 IPsec F SSL &i&# . GlobalProtect #3722 GlobalProtect FEFRTZ X BESMFE A SSL
BEzE , —REEHFKE IPsec BERIIEE , BEE K GlobalProtect BARINERKM. FEiB IPsec B

38 , GlobalProtect EREXNE MM SSL/TLS RRX|PMBFERFEE LR £, GlobalProtect FiARFE SSL/
TLS BELZEMMBEHREE | BURR :

BB FTEZ ) SSL/TLS ARA—¥PAE A SSL/TLS SR EREMERATER , GlobalProtect A 048k @& 7]
DPRGIEFreeE AN MBZEEHREE, BB AL B EREERBESAHNBEAGH ERARETL
SSL/TLS %R , AR MR ERE BB Z GlobalProtect A OB FFEIE,
FERRSEEENRE IR BN EZERKERE GlobalProtect AR EEEE Client Hello FAE
WINZEEH, RE GlobalProtect EARERNTERERFFEANNEBEES , FERSERXMZEZEHAR
SSL T/EREER . 7E Client Hello AR AN MMBEHIEFTEXEH MEEMHIIERE . MEBEBE SSL/TLS
RS ERE, MERRSEENEELURERIFFERERMZEENS,, BTLHE GlobalProtect FEER
FEREPEIRKERERE,
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https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/certificate-management/configure-an-ssltls-service-profile
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/certificate-management/configure-an-ssltls-service-profile

GlobalProtect F& A 7= 3\ B2 [ 18 & Ay N 27 33 #2

TE#EREREM VPN #EER |, £ GlobalProtect BXE# GlobalProtect FEATE & BFTE TR MNBZE X,

3%

GlobalProtect app

GlobalProtect gateway

1 Client Hello
>
2 Server Hello
2]
Server certificate
>
! Optional client certificate
(3] : >
Client key exchange, change cipher spec, finished >

Change cipher spec, finished

Authenticate

Get-Config (XML request)

o] Jo] 2]

’
H Get-Config (XML response)
< IPSec tunnel setup (fallback to SSL) >
10: FE AR XM EE 2 B AT N2 X #2
BT RAREF M IR T IS LR ER,
& 9 ERREAMREE 2B & ik
B R A
1, Client Hello ERARAHEIRNGEHEXRBNNBEMFE,
2.Server Hello REZNEAEXMREINNEESG, EZMNEAREBER , FESHBEA

EXEENMZEHRRANIERF , R SMNERMERREFBFEMN SSL/TLS R4
FEEL , AR FERTHNBFE ( W0EIH GlobalProtect IIZIZEFRFNR ) o

SERANAFRER METURENERZECANEARXAFRER , MEEEAENRMNE S,
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& AR B
4.SSL TYEREER

LA

FERRTE SSL/TLS THEME %  EARASEBRERBWFRMERE (HGHE
BFER ), BEFRRE , FARASRENBNRRREEUREMERTE |, flu
RFHEESE IP sk, FIBRIE GlobalProtect IPSec MEARERHRE , EIFE
FRILENEBEANMBRNRFTRE L (GHEBER )

T 5 REHEE R macOS i B FE TR B8 = B i 23 3 ey £ 451
% 10: E4l : macOS iR B MR RIBRE

BAMER

40 : macOS w2,

1, Client Hello

TLS 1.2
37 BMBEH ( 2%E : macOS B £ GlobalProtect ERREXNFTZ R HY TLS N
# )

2.Server Hello

& GlobalProtect £/ ECDSA BEH TLS 1.2 BEEES | SSL TR
F ECDSA-AES256-CBC-SHA,

« & GlobalProtect i RSA B H TLS 1.2 S EBIES |, SSL TEEESFEA
RSA-AES256-CBC-SHA256,

BANAFIRERE LA ECDSA 3 RSA , ¥ SHA1, SHA256 5 SHA384 %2/ A F ik B,
4.5SL TEREER o SSL T/EFEERE#EH ECDSA-AES256-CBC-SHA 2 RSA-AES256-CBC-SHA256

+ Get-Config-Request

+ N —AES-256-GCM, AES-128-GCM, AES-128-CBC
B —SHAL M OS HE | mHFH IP It
Get-Config-Response
AFPmEFR:E. FARSZIAFLE SPI, MESH/NBELEH
BERE, B8R, pIBEEKX. IPMDNS &
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GlobalProtect ZiB{REZESE

o 2% : GlobalProtect BRI NZEINEE
 GlobalProtect BRI BN TLS MBEH
« 712 PAN-OS 8.1 /# GlobalProtect BET XK TLS MBREH

22 : GlobalProtect FEFRAER INZIHAE

GlobalProtect FEFR A OpenSSL library 1.0.1h 237 £ GlobalProtect A A#835 ] GlobalProtect FE 2
BHRLEF. TRIIESEZEEMZRINEER GlobalProtect EFATERIAE , A GlobalProtect FEARRNF A
BNz

Nz hee &8 FERAAR
Winhttp (Windows) #1 NSURL i | GlobalProtect FE 2=\ B2 FARE GlobalProtect EFEX
#% (macOSs) GlobalProtect A O #3345 #0/ 5% R B2 GlobalProtect A O #3815 F1
2e5256-sha BB HNEESE  ANE | GlobalProtect BB ZBEI HTTPS
M HTTPS Ei&. B, UETERRE.
OpenSSL SSL RX{ZHAM GlobalProtect A | FAM7E GlobalProtect FEFATE = B
265256-sha 2302 GlobalProtect BB 2 B3 | GlobalProtect B 2 FZ L SSL &
WHEREDIR, i, URX HIP 85, R34 SSLEE
RIREBEE.
IPSec fn%; Ea By 7% & GlobalProtect FBEXM T | FAMATE GlobalProtect FE T2 EE
BEER S8, GlobalProtect FJ8 2 B3 IPsec &
i v R
gcm‘ ( B AES-GCM ) ,
EERHERNTEEMBRIR
% | aes-128-cbc MNFEEE shal BFE
SEEE, MM AES-GCM M EE %
(aes-128-gcm F aes-256-gem) 214
REESPEERE A BEERERTE
E | EEMEM shal BRFBEE LK
2B

GlobalProtect ERTEXNFIZ M TLS INZEH

TR HREESBIRBIEERRRZEN GlobalProtect BARNFTZEMN TLS ZEFl, HEEREERT
R XENERRR,

o B : macOS iK% L GlobalProtect RIBR2 X AT KB/ TLS M%7

+ 2% : Windows 7 i % L&Y GlobalProtect (B2 X FF X EBH TLS IR

« 2E . £ Android 6.0.1 %% £ GlobalProtect XX FT X B TLS MR
o« # 0S5 10.2.1 i 2 E#Y GlobalProtect REERXFTXER TLS M

+ 22 : 1f Chromebook %2 L GlobalProtect (RIBREX T X EM TLS M
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https://docs.paloaltonetworks.com/compatibility-matrix/supported-cipher-suites/cipher-suites-supported-in-pan-os-8-1

£# - macOS # 2 I iy GlobalProtect FE AR AT LM TLS N

macOS w2 £/ GlobalProtect FERTE AT X BB/ TLS 0%

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(0Oxc009)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)

TLS_ECDHE_RSA _WITH_AES 256 _CBC_SHA384
(0Oxc028)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_ECDH_ECDSA _WITH_AES_128 CBC_SHA
(Oxc004)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(0xc029)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xc00f)
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcOOe)

TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(0x006b)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(Ox0016)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

23 . Windows 7 i% 2 E# GlobalProtect FE TR R AT X B/ TLS 1%

Windows 7 %25 E# GlobalProtect AR R AT X BH TLS iz

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(OxcO2f)
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Windows 7 %25 £ 89 GlobalProtect & T2 X AT B/ TLS HNZR

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES 256 _GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384
(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES 256 _CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

%2 - Android 6.0.1 # 2t 49 GlobalProtect FE A2 X FF 2 E/) TLS mnzR
B AR Android 6.0.1 B9 GlobalProtect FERERX X8 20 B E#,

Android 6.0.1 i 25 E# GlobalProtect FEFRR X X B/Y TLS Nz

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_128 _GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
(0x009%¢)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(0x009f)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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£ - j0S 10.2.1 # 2 i) GlobalProtect fE T2 XA 2K TLS pnzR
AR i0S 10.2.1 ¥ GlobalProtect ERRRERXE 19 NBREMH,

i0S 10.2.1 # 2 Y GlobalProtect FEFAF2 AT X M TLS NER

TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_
SHA256 (0xc02b)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
(0xc023)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
(Oxc009)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(Oxc030)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

(Oxc028)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
(Oxc027)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
(Oxc013)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)
TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)

2% . f£ Chromebook %25 I GlobalProtect AR AT X EM TLS %R
BAM OS 55.0.2883 9 GlobalProtect EARR X IE 91 MBEH,

1£ Chromebook (Chrome OS 55.0.2883) £ GlobalProtect FE AR T XK TLS hn%3

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
(0xc030)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_
SHA384 (0xc02c)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
(Oxc028)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
(Oxc024)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
(Oxc014)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
(Oxc00a)

TLS_DH_DSS_WITH_AES_256_GCM_SHA384
(Ox00a5)

TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA

(Ox0085)

TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384
(0xc032)

TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384
(Oxc02e)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384
(Oxc02a)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384
(0Oxc026)

TLS_ECDH_RSA_WITH_AES_256_CBC_SHA (0xcO0f)

TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA
(Oxc005)

TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
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7£ Chromebook (Chrome OS 55.0.2883) £ GlobalProtect FEFRFE X AT X M TLS 23

TLS_DHE_DSS WITH_AES 256 _GCM_SHA384
(0x00a3)

TLS_DH_RSA WITH_AES 256 _GCM _SHA384
(Ox00a1)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
(Ox009f)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
(Ox006b)

TLS_DHE_DSS WITH_AES 256 CBC_SHA256
(Ox006a)

TLS_DH_RSA_WITH_AES_256_CBC_SHA256
(0x0069)

TLS_DH_DSS_WITH_AES_256_CBC_SHA256
(0x0068)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
TLS_DH_RSA_WITH_AES_256_CBC_SHA (0x0037)
TLS_DH_DSS_WITH_AES_256_CBC_SHA (0x0036)

TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0088)

TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA
(0x0087)

TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA
(0x0086)

TLS_RSA_WITH_AES_256_CBC_SHA256 (0x003d)
TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (0x0084)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
(Oxc02f)

TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
(Oxc02b)

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
(Oxc027)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc023)

TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA
(Oxc013)

TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
(Oxc009)

TLS_DH_DSS_WITH_AES_128_GCM_SHA256
(0x00a4)

TLS_DHE_DSS_WITH_AES_128 GCM_SHA256
(0x00a2)

TLS_DH_RSA_WITH_AES_128_GCM_SHA256
(0x00a0)

TLS_DHE_RSA _WITH_AES_ 128 GCM_SHA256
(0Ox009%¢)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
(Ox0067)

TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
(0x0040)

TLS_DH_RSA_WITH_AES_128_CBC_SHA256
(0x003f)

TLS_DH_DSS_WITH_AES_128_CBC_SHA256
(Ox003e)

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
TLS_DH_RSA_WITH_AES_128_CBC_SHA (0x0031)
TLS_DH_DSS_WITH_AES_128_CBC_SHA (0x0030)
TLS_DHE_RSA_WITH_SEED_CBC_SHA (0x009a)
TLS_DHE_DSS_WITH_SEED_CBC_SHA (0x0099)
TLS_DH_RSA_WITH_SEED_CBC_SHA (0x0098)
TLS_DH_DSS_WITH_SEED_CBC_SHA (0x0097)

TLS_RSA_WITH_AES_128_CBC_SHA256 (0x003c)
TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
TLS_RSA_WITH_SEED_CBC_SHA (0x0096)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (0x0041)
TLS_RSA_WITH_IDEA_CBC_SHA (0x0007)
TLS_ECDHE_RSA_WITH_RC4_128_SHA (0xc011)
TLS_ECDHE_ECDSA_WITH_RC4_128_SHA (0xc007)
TLS_ECDH_RSA_WITH_RC4_128_SHA (0xc00c)
TLS_ECDH_ECDSA_WITH_RC4_128_SHA (0xc002)
TLS_RSA_WITH_RC4_128_SHA (0x0005)
TLS_RSA_WITH_RC4_128_MD5 (0x0004)

TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
(Oxc012)

TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc008)
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7£ Chromebook (Chrome OS 55.0.2883) £ GlobalProtect FEFRFE X AT X M TLS 23

TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0045)

TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0044)

TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA
(0x0043)

TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA
(0x0042)

TLS_ECDH_RSA_WITH_AES_128 GCM_SHA256
(Oxc031)

TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
(Oxc02d)

TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256
(Oxc029)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256
(Oxc025)

TLS_ECDH_RSA_WITH_AES_128_CBC_SHA (0xcO0Qe)

TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA
(Oxc004)

TLS_RSA_WITH_AES_128_GCM_SHA256 (0x009c)

TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
(0x0016)

TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
(0x0013)

TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA (0x0010)
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA (0x000d)

TLS_ECDH_RSA _WITH_3DES_EDE_CBC_SHA
(Oxc00d)

TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
(Oxc003)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
TLS_DHE_RSA_WITH_DES_CBC_SHA (0x0015)
TLS_DHE_DSS_WITH_DES_CBC_SHA (0x0012)
TLS_DH_RSA_WITH_DES_CBC_SHA (0x000f)
TLS_DH_DSS_WITH_DES_CBC_SHA (0x000c)
TLS_RSA_WITH_DES_CBC_SHA (0x0009)
TLS_EMPTY_RENEGOTIATION_INFO_SCSV (0x00ff)
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B RERTE IPsec @& &R

GlobalProtect B] LABR i1/ 2% 5% & WR{E in 2 M B 3B EE % GlobalProtect FE AR AT AR IPsec BEMNE
LIEF. EE% GlobalProtect MEREBER , EEEZNRIFRESELEREN GlobalProtect IPSec
Crypto ( GlobalProtect IPSec 1% ) FRXEEFEZ ( Network ( #82% ) > GlobalProtect > Gateways ( A
JE ) > <gateway-config> > GlobalProtect Gateway Configuration ( GlobalProtect B&#HAE ) > Agent ( /X
X ) > Tunnel Settings ( BERE ) )
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GlobalProtect Gateway Configuration

General

Tunnel Settings ~~ Timeout Settings ~ Client Settings ~ Network Services ~ HIP Notification
Authentication

@ Tunnel Mode

Tunnel Interface tunnel.111

Satellite Max User | [1 - 1000]

[+ Enable IPSec

GlobalProtect IPSec Crypto | GlobalProtect-IPSec-Crypto-pref|
New & GlobalProtect IPSec Crypto
Group Name
Group Password

Confirm Group Password

/| Skip Auth on IKE Rekey
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E GlobalProtect FEAZ %18 GlobalProtect BB ERE SSL TIEPSERRF , AL SSL T/EREERMI IR E
%, RHAERELREMN SSL/TLS SRERFMARBEERENRE ZBAEMES, £ SSL TERREYT
# , GlobalProtect FEFRE X &%iB SSL ERZRERBE VPN BERE.

GlobalProtect BB FE AR SSL TIERSER , UERAREXERARERE IPsec BEMNMER, RBEEE, &
$&A0 SPI KEFE,

O WFEMRE , BREEM AES-GCM, HEERHENTEMMEFRE , aes-128-cbc MEF
gy ESHAL BEEFE. BN AES-GCM MEEH L (aes-128-gcm # aes-256-gem) REFE
ESP ZERE A BREERERTE , ELMEMN SHAL BMFRE LR BRE

&% B8 £ 3R EH GlobalProtect IPSec Crypto ( GlobalProtect IPSec 1% ) :%E# , €AEERARRE
IPsec BEM MZEFERFEE L. GlobalProtect HEGUERERNATSIE —ERFESNMBEELEFE | &%
REEGREARXNRERMER.

3 GlobalProtect EAEAZRBREMENEEER R EEE,
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SSL API

GlobalProtect BB E B OpenSSL R R4 Rt APl BR$E1T SSL 8. GlobalProtect it ZE5E & 58l

( GlobalProtect AREMZKBESHWFE ) . MERHEEX HP REFASEKEERSRELSEBER
OpenSSL 2N EMELEM SSL TERERHIT. MBELAEA, EATNSRESREFEBERARER
% APl TR ERY SSL TR ER R#1T-
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