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F T DAAE BR A s FH 3 e ? 7 TR Py 75 2
« Prisma Access (Managed by Strata Cloud O PrismaAccess #ZHE
Manager) . o , \
_ O Minimum Required Prisma Access Version 5.2 B,
» PrismaAccess (Managed by Panorame) 5.2.1 Preferred B Innovation
A Prisma Access kit 4s 5 5T

Prisma Access [ A Fl 5 57 ] 53 18 908 A i Al DA S ORAE AT 35 . ) BE 87 &2 Hi Palo Alto Networks
B B (40 Prisma Access FERRALAE S HT) , i HAE e aruc 2@ A, DURSE &M #),
T BRI EAT, M LA D ZEHERE 4R E 1 9 28 BB AR RS B AR AS . G SRAE EAH ] Panorama
R PrismaAccess (T A2 PrismaAccess R #E) , I RT DAVRE Al IRp 0 28 5 (1) A MR X
fiAs, DA AN R S5 Panorama i RIOH 38T 7T ThAE .

R 448 FH Panorama Managed Prisma Access, HI# i 1% 1tk Panorama Managed iz 4 1) Panorama 1
HMHFE AT K.

S PEHL Prisma Access #4 T {# F i) Global Protect iz A

SARATA AR AL A L 45 5 (Eol) ) Global Protect il 4< B2 Prisma Access #&HCf# ] ; ANif, #E7E
&, PrismaAccess5.2 11 E. 4 Global Protect [t 7 5 i i A< F i 75 fRAS

AT PAEIE RN T Prisma Access JITFiE P sl S 58 5 1) 8 ot A3k 55 FR 597 BE 38 »

BHT Prisma Access Mg BB | ¥ 5- Prisma Access iz A& Prisma Access > & 1 k% A Ff
bt =
e PrismaAccess5.2 #15.2.1 e PrismaAccess 5.1 i * PrismaAccess j[i| %<
P D * PrismaAccess 5.0 fit * H# DEM
. Pri 2 s it 7 _ B} X
;{'IjjsnliAcceSS SHEIEN | o prismaAccess 4.2 1 * SaaS U4t
Hr U] He
* PrismaAccess4.1 i s {"¥DLP
* PrismaAccess 4.0 i « GlobalProtect
* PrismaAccess 3.2 it * Prisma SASE Z #l1H F £
Preferred 1 Innovation EHTE
* PrismaAccess 3.1 it + Prisma SD-WAN
Preferred 1 Innovation
* PrismaAccess 3.0 Jix
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Prisma Access 5.2 fll 5.2.1 T #HT ThfE

T DAY 3 12 R E B 72
. PrismaAccess (Managed by Strata Cloud O PrismaAccess 12k
Manager)

O Minimum Required Prisma Access Version 5.2 &,

- PrismaAccess (Managed by Panorama) 5.2.1 Preferred B¢, Innovation

AHiH it Prisma Access 5.2 #1 5.2.1 Preferred 1 Innovation H (I DI RETE B, DL R 168 30 L4 B i
A P DA B R B AR A

A EEREE R, I B2 R 8 HE . HAZBEFAR IR AR, 7R & isE.
* PrismaAccess5.2.1 Preferred 1 Innovation 1) %3 i Sk B fi 4

* PrismaAccess5.2.1 Preferred 1 Innovation T BE ) FERELLRS . AMEFE A1 & BT H AR AR P
s PrismaAccess5.2.1 Ijfit

Prisma Access 5.2.1 Preferred Al Innovation [1t) 2 55 # i fi A

A WifiE Prisma Access 5.2.1 Jii A :

« 5.2.1Preferred #4117 PAN-OS 10.2.10 &R} . G088 1583 BT BAL K & RFFI R A, RIS
B RS 4% 2 PAN-OS 10.2.10, A fg & /E 5.2.1 Preferred I fg

« 5.2.1 Innovation $141T PAN-OS 11.2.4 &R F1il . 75 ZEF-4 % PAN-OS11.2.4, 4 HEE1E 5.2
Innovation I .

S Prisma Access 5.2.1 Innovation TJ %5, Prisma Access & i 7 22 38 MR R 22 AT il
Prisma Access JTHll 2 R HIRRA

Prisma Access i | Z¥m ki [5.2.1 Frs &R | @551 5% Panorama il
MRS [ RAR GlobalProtect R4 |4
Ji A
5.2.1 5.2.0 PAN-OS 6.0.7+ 10.2.10+
Hotfix | 10210 (521 6.1.3+ 11.0.1+
Preferred AT )
6.2.1+ 11.1.0
PAN-OS
11.24 (521 1124
Innovation fiF75)
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Prisma Access 5.2 Preferred A1 Innovation [ 43 55 B 8 i A

A Wi Prisma Access 5.2 ili A :

* 5.2 Preferred 41T PAN-OS 10.2.10 & k|1l 40 S5 1358 8 B AT BAR 1 & RF R A, Ain]
A s A BRI A4 2 PAN-OS 10.2.10, A ReE1E 5.2 Preferred Thfig. WREEHRAR 7,
RIIF5 2B Prisma Access 5.2.1 Preferred fll Innovation D RE I ZERELLRS . AMEFE AT R [ AH K
T LB R &1 75 2 AR T A Re 8 A Prisma Access 5.2 Tl

* 5.2 Innovation ¥4 11.2.3 ] PAN-OS & #1-F 1. 75 E 42 PAN-OS11.2.3, 4R E/E 5.2
Innovation L fig .

S8 Prisma Access 5.2 Innovation Th%, Prisma Access i S 1F 22 B AR 0 2 Bt
Prisma Access T4l 2 R HIIRA .

Prisma Access it | ik | 5.2 AT s & RFPHAR | 85 7R Panorama i
A SMEFERR | A GlobalProtect Jit A | 7
FiAS
52 52 PAN-OS 6.0.7+ 10.2.10+
10.2.10 (5.2 6.1.3+ 11.0.1+
Preferred i)
6.2.1+ 11.1.0

PAN-OS 11.2.3 (5.2

Innovation i 75 ) 1123

Prisma Access 5.2.1 Preferred F1 Innovation IS [f) I 20k . AMEMFE
A BB T AH 4 4
Prisma Access 5.2.1 T it F 5 51 3 e — 5k % B 70 1 A A

o JEURAURS A — LA B R R IR AR i BT A AT B P SRR A0S . Prisma Access & 7E
Prisma Access fig A< ) IE 20354 (GA) H A2 A FH A FETELE A
SRR TS, O RE BT AR R SRR B AT A R SH e I T BB F A BT Prisma Access i, T
ANERARAS 24T

o AMEHFERTFSR (I Prisma Access Panorama Managed (25 - 2 AMIME R & BUH SZ R A 1R
BERThRE . SAE T PrismaAccess [f) Panorama b T &1 22 24 AR 0
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o ERPPIE TS — BRI R OR A A U AT U A AR 2 A RO R AT

* $1¥ Prisma Access (Managed by Strata Cloud Manager), :&Ri4E Manage (& #) >
Configuration (#%%) >NGFW and Prisma Access (NGFW Al Prisma Access) >
Overview (HE#)

General Information

Global

Tenant ID

Tenant Name

Region Americas

Prisma Access

Prisma Access Version 520
Release Type Innovation
PAN-OS Version 10.2.8
Applications and Threats content 8810

*+  $1¥%} Prisma Access (Managed by Panorama) #%, #& 1] LLRET{E Panorama > Cloud
Services (EuiflR#%) > Configuration (f%3E) > Service Setup (RIFFE) WA
Prisma Access Version (A , DAt ERF IR A . PrismaAccess 5.2.1 Preferred $11T
PAN-0S 10.2.10, ifii PrismaAccess Innovation 17 PAN-OS 11.2.4.

Prisma Access Version

Current Version: 5.2.0-Preferred (PAN-OS 10.2.10)

BT TRk 2 5.2.1 Innovation S8 IR 3, 1 HL R A A8 1 AR R ] 75 B R
THER I Th RE R 7 75
$1¥} Prisma Access, 74 i F JE A 4048 T 4 2k i FH I8 L T g

o fERREE S SCH T L

* PrismaAccess R XU RT 852 1%

* ¥ Prisma Access (Managed by Strata Cloud Manager) #& f] RFC6598 17§/ Fij # bl 2[5
o) SCAR S AN AR S AR I B R AT L

o RN ER T ZTNA S8 0 5 B

o AR B BT RE Proxy

o DAY SRR Strata R0 8% IS [ I8 8

« BF PrismaAccess # E 5L 1PV6 ST

18 Se T R 7 SRR GRS AN MR T4, (BATREE R A4, A, IELeThReRR 2 10.2.4
IR [ RRUAR -

* Colo-Connect ] #fif Proxy 4%
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« DNSProxy [f18f# Proxy (%

Bl ZTNA BRI Proxy B4&

o fd I E 770 FQDN ) ZTNA JH B2 28 BUR % 8 5 HT
« WIT#E Proxy 55 =5 R EBIE RS

T 5.2.1 Thfe i BRI AR T4, I B 755 PAN-OS 10.2.10 [ A &R ficAs, f#
H 7 Prisma Access 5.2.1 Preferred T fg :

o BEHUEAFE U ZTNA S TR T Ak

T % 5.2 ThRE T EEAG SRR 20N, . AL R & B i 8 2 PAN-OS 11.2.4, #5524 Prisma
Access 5.2.1 Innovation I fg:

o T U AR K — e RCRE AL FH R A7 SR
o ATENEHFE HIRFRE |P ALAEE ORI BE
o RRUTENE A EFRE 1P AL HEAC &

Prisma Access 5.2 Preferred A1 Innovation ThRE ) FEE 20 . AR
AR T A 44 14
Prisma Access 5.2 s 7 5 T 5l H o — sl (8 Jo 1 A R 1

o SEREIRRE LA LR AR B R R I R v . eI R RN B A 4R . Prisma Access & 7E
Prisma Access A1) 1E 0% (GA) HIHZ Fi FHAREE R4 A
FEREAORE T AR, R BN A M SRR R AT PR BE E M Th BB H A T Prisma Access &, 1
ANERIRAS 24T

o AMEFERTFR (EE Prisma Access Panorama Managed 725 - 2 AMIMER & BUH SZ R A 1R
BERThEE . AT PrismaAccess fft) Panorama I R &1 22 2 A FE K
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o ERPPIE TS — BRI R OR A A U AT U A AR 2 A RO R AT

* $1¥ Prisma Access (Managed by Strata Cloud Manager), :&Ri4E Manage (& #) >
Configuration (#%%) >NGFW and Prisma Access (NGFW Al Prisma Access) >

Overview (HEED) .

General Information

License
Edition

Quantity

1725 DAYS REMAINING UNTIL

Software Information

Prisma Access Version

Release Type

PAN-0OS Version

Applications and Threat Content

Global Protect Recommended Versions

Prisma Access Enterprise

2000 Mobile Users & 2000 Net (Mbps)

05.03.2029

520
Preferred

10.2.10
8878-8899

6.1.0/6.0.8/6.0.7/6.2.4 (activated) (EOS)

*  $#+%} Prisma Access (Managed by Panorama) #1%, & 7] LARI4E Panorama > Cloud

Services (Zumflk#) > Configuration (

2L

AX e

) > Service Setup (IRFSFEE) AR

Prisna AccessVersion (hieA) , Vgt & k-FHk A . PrismaAccess 5.2 Preferred 4T
PAN-OS 10.2.10, Tfij Prisma Access Innovation 17 PAN-OS 11.2.3.

Prisma Access Version

Prisma Access Version 5.2.0
PAN-OS Version 10.2.10
Release Type Preferred
Applications & Threat Content 8877-8887
AR 4R 2 5.2 Innovation i (R 3, i H A 7R AR R 7 B R T

A TIREREA T B

$Hi} Prisma Access, 74 & {1 I ZE BSR4 A BOTTE £E D e -

* Uk DLP

o AT ENE R & IP S AEAL DL BT Proxy #5528 2 i1k Prisma Access SaaS i# 47

o WMEMEEN TLSL1.3 1 PubSub 45
o M AIE $5 Colo-Connect

1B L ThHE 5 B AR A A MR AT 4, (BN 75 B RSP T 4
* 25,000 I 1% 5 44 4% A1 50,000 {6 IKE 18 %

Prisma Access iz A< & &l 5.2.0-h14 and 5.2.1
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©2025 Palo Alto Networks, Inc.



Prisma Access Jit 4~ & &1l

o« AREFESCUH Proxy WAL 1P A7tk AT R A SE ) AT

BT Proxy 1 & - Proxy 282 1P Ak 4k

o R g s U RBAC XH%

* 4L Prisma Access fh A A2 2H AR

© AWSIf) SP = # A 3R

* 7t Strata Cloud Manager 4% #5 Prisma Access. & k- i A FH AR 2 DA K B8 N 28 il A

%1 5.2 Dy i ZIEE AL A M T8, 1 H 7R 2 PAN-OS 10.2.10 IS AR E BHFIHRCA, #
H %5 PrismaAccess 5.2 Preferred it :

o JE A g — R RE

N7 5.2 DyRe T B ERREAARE . AMEIE AT R TH A 2 Prisma Access 11.2.3, {1l 4y Prisma
Access 5.2 Innovation Zhfig:

« i CIAM AT BN RERER A7 SC-NAT 4%
o SRR EFFEAEE ZTNA EEERE PR

Prisma Access 5.2.1 Ihfit
TR PrismaAccess 5.2.1 — i &r 2L B Th g

Colo-Connect fJH# Proxy 4%

ETRHIEH ST FLLS$E: PrismaAccess5.2.1 Preferred £l Innovation

W RS BRGSO  K E Rk G, R AE AT PLIZE I Prisma Access BT Proxy 47
AR, Pem BN ERRE R S AR EIE IR RE, R eIl R A [ 1 =z 20 Gbps
{DETPES s

Colo-Connect B2 {7 Proxy [1# & BA 5= R

HIRE Proxy & [ B4R 2 1T ) Prisma Access 55 E , DA AL B A4 O SEE .
o THPRAEERANEE AR, DAST BN E AR IR AL B B 2 A A EE A

*  Colo-Connect 3¢ 4% fifl B H B A o (1 FA N JEFIFZ . DARE CR OB PE AN R A7 U

DNS Proxy [1BHH# Proxy 3%

ERHIEH T LI $%:  PrismaAccess (Managed by Strata Cloud Manager) 5.2.1 Preferred £l
Innovation
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BT Proxy ml e H 4%, LLEHE DNSProxy il . BAHE Proxy S #2135 DNS. Hil DNS&iE
YA DNSE%E . AT LS A 28 =77 DNS it 25 5N FB0 2 DNS AT #3224 F AR N B FH
A, A HATLR$E FQDN TLMEH . HATRA KiRILYEE.

=7 AR SE B T AR B RE Proxy 228G

FETRHIEHPFFLLLIE: PrismaAccess5.2.1 Preferred A Innovation

Prisma Access BUE AT DL I8 28 =7 A €81 BE 4% SR BT A N JERIAE U 22 A7 L. BB g 5R ol
e, AT DALE S =7 A 3£ 81 5E 45 Bl Prisma Access 2 [] 424> Hg Wi S # s 2 i, DL Au s fe
Prisma Access 5| T (8 & 1D BB BIR . W —RAEH & CENE =07 RERIE S, AliE
ANTEIAEF Prisma Access A 5 BT AT Bia%

HL ZTNA EE 23 I Proxy 34

HEPRHIEHFFLLZIE: PrismaAccess5.2.1 Preferred A Innovation

FEi ZTNA T4 AR 22 80 N R R S A8 B 25 BRAE v LUZE I Prisma Access B ifE Proxy 2l g 7 s
4. ULEEASCEE ZTNA JERESS, 11 HeH¥ PrismaAccess %8 23 ACHFE R Proxy, A& &£ 10
Gbps.

AR E B

BT Proxy & H BhiEAR 2= H AT BT Proxy HIIT PrismaAccess 5T 50L&, WEAR 4 4EE

o HBRAERE AN RS AR ME,  CURECRAL N R A2 Y B Eh ik e 4l 1E A HAT B

© ZTNA EH28 308 Zimann] 51 % (CIE), LLH#HRAEFANE R

© ZTNA G SR AL R A ik h R CRA N R RE S, il CROE AT m] A2 B

e A 7 Sk v] R

o

£ RAITEH BT LA $%: PrismaAccess5.2.1 Preferred #1 Innovation

HLEE SR 4> SZAHER 2, Prisma Access H Y R RLRE 20 32 (RN-HP) A AR DhaEE, 1 H M ESFER
PRI, &R ASTNERAET RN-HP 4> 3888, DL BhAE R & 2 B 34T 5E # HEA

A Prisma Access #1742 1Pv6 Sk

ERFIEE R FLAEE:  FTA &3 1 PrismaAccess 5.2.1 Preferred #1 Innovation (1
PrismaAccess5.1.1 B4f, CHRBHSEM IPv6 SC4%; 7E PrismaAccess5.2.1 1, OB HAHE
I 5CH%)
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Prisma Access i 3 IPv6 SCIRAEAL NI AR TE PR FR ST B A . 3 i AR I AT R 5 A R ) 4
T i 2w |PV6 2%, WHTHE A PrismaAccess i HJEUE IPV6 S2H% .

JEUZE IPV6 2%k 0 H A — 118 (2 S50 L e S0 RB A AR 1Pv6 sm 2L AT B I, {1 M Global Protect LA
i 1Pv6 AR A H 3 B Prisma Access 3R IEAh, BESZHRA BRI B AR R AR i AR A7 HU A H SaaS
JEFIFESS, Hl i s H ARG 22 1Pv6 BRI TR I o

Bl IPv4 MHEG 2 R, IPv6 B S KA HEAS [, DR £ v] AZS AN ASBRBCH fmE— 1P Ak . 3518 5
A IPV6 4%, PrismaAccess % at S IPv6 A1 ME B AR A2, TEIMICER 1Pv4 21| IPV6 HIFLIEFE
o BEAHZPERELR A1 A 2, 10 SR AH 4% At S0t I 21 2 3 B R SO 1 Pve 4K .

Prisma Access 1T f2 =0 i) i g2 44

FERHIEHFF L $E: PrismaAccess5.2.1 Preferred 11 Innovation

Prisma Access G HFE AU B — AT BB BERE R, AT RE/EfH ] Prisma Access 2R fr78 178 TAE

F o PrismaAccess REEFE R B A E S HNRA TAEFTEE, vl a3 AR R A PS4 % 1)
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-advanced-deployments/ipv6-support-for-private-app-access
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-service-connections
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-globalprotect/ip-address-pools-for-a-globalprotect-mobile-users-deployment/static-ip-address-allocation
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https://docs.paloaltonetworks.com/strata-logging-service/administration/overview/supported-regions
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-globalprotect/ip-address-pools-for-a-globalprotect-mobile-users-deployment/static-ip-address-allocation
https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/configure-a-ztna-connector
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https://docs.paloaltonetworks.com/prisma-access/administration/ztna-connector-in-prisma-access/configure-a-ztna-connector
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-mobile-users/mobile-users-explicit-proxy/agent-proxy-private-ip-visibility-and-enforcement
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/mobile-users-ip-address-allocation/example-public-ip-address-scaling-examples-mobile-users
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/retrieve-ip-addresses-for-prisma-access#tabs-idd09f3f52-2a6e-4ddc-bc82-c4bc879c2c50_idcb39a3fc-78c5-42e6-9a7c-7bb9f7e468de
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/enable-the-prisma-access-agent-dpa
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/endpoint-dlp
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/whats-supported-with-enterprise-data-loss-prevention
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/whats-supported-with-enterprise-data-loss-prevention
https://docs.paloaltonetworks.com/enterprise-dlp/administration/configure-enterprise-dlp/create-an-enterprise-dlp-data-profile
https://docs.paloaltonetworks.com/enterprise-dlp/administration/overview/data-patterns-and-data-filtering-profiles
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/use-the-prisma-access-agent-to-access-your-projects/install-the-prisma-access-agent-dpa
https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/view-dlp-log-details
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https://docs.paloaltonetworks.com/enterprise-dlp/administration/monitor-enterprise-dlp/end-user-coaching
https://docs.paloaltonetworks.com/prisma/prisma-access/prisma-access-china/prisma-access-in-china
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-remote-networks
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https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings/set-up-the-agent-infrastructure-for-dpa
https://docs.paloaltonetworks.com/prisma-access/administration/configure-dynamic-privilege-access-settings
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https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/retrieve-ip-addresses-for-prisma-access/ip-optimization
https://docs.paloaltonetworks.com/prisma-access/administration/prisma-access-setup/retrieve-ip-addresses-for-prisma-access/ip-optimization
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authentication (Pt fuse) 2R ki A7 Ik 14 1)

BaRE, {EFRE 1R AU B AL I ) Skip
authentication CBkiEEEE) 2 Baas, HI7EEEIT
% H Commit and Push ($2A2804E1%) #1582 1%,
% A RE T 2 24 /NRF A S AR R
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CYR-33471 RS Z AP, REEECH T F, Wik
€ [478)M¥ FH# —Global Protect ] . i 49 A1 Colo-
Connect % B4, SR12 3 E Colo-Connect 144 Al

VLAN, 1M H#M 358 &Rk, $#5%: Unable to
retrieve last in-sync configuration for
the device (MEHEHUAE M BIRFEIEEBGE) «

MEE TR B —IREE Colo-Connect Ry, FHBATIEAC L
HEEIESE, AR

CYR-33454 R AETE 2 ML 5 3B P RE PrismaAccess, AT
[PRAZAHEE |, SR4% % Colo-Connect, Hi [Commit
and Push (FRAZACHE) | M55 T (IR IH & 5% 24 K o

BEHTZ: $%—F Commit (323) > Commit

to Panorama (}£%X % Panorama) , R —F
Commit (}£%2) > PushtoDevices (H#fEiXEHH) ,
4% — T Edit Selections (#mEHEEH) , SRR E O
Push Scope (HEiZ#i[E D H1i%HL Colo-Connect; #:3% H
A (PRI HERE | FEZE.

CYR-33199 $1% Kerberos CUERREE R, H AUf8 & 51801 90 K
14 2= 5T B IR T
CYR-33145 AFAA] AR A% 8L 1) Prisma Access B2HE R BARKE, AT

[A AT | MEEH &R, WasR—#& Commit
Failed ($232RH0 $EREE.

MEH TS AT Z 0, SHiEE BTG Prisma
Access BHEHT A

CYR-32687 ML AL Kerberos B 75 B B T Proxy 4 i i FH

;, EDL. IPWildcard Mask (IP & Mt E) 1
FQDN 2 [f7rhk | 04k DL K B REAT bl BEAH AR AE F A
Ff 2 EUR

PERTT S EMEBORT, M1 IPAHER. 1P aEE
s HERERAI [A2ak | P01k

CY R-32666 BE N4 AT 47 H 135 Colo-Connect 2% 5 [ Panorama
RERE, B SCHTGEAE IR e AT RIME Ry, WRAET
B, R el sl sh e
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A 1D ]

- You are loading a Configuration that has Col o-Connect
service connections configured. ({4 IE7EEN CLREE
Colo-Connect IR AR )RR E - )

« You areloading an empty Prisma Access
configuration. (& IE7E#H A 251 Prisma Access %
Eo )

- You revert from a previously-saved configuration, and
the following conditions are present: (#1% 5& Ri ffEAE (1)
BOEEAT IR, W H A RIS D
« A Colo-Connect configuration (with service

connections) exists on the current configuration and
a Colo-Connect configuration does not exist on the

configuration to which you want to revert. (Colo-
Connect 7% & (LA MRFHEARD) A2 B iTaE
I, 1f H. Colo-Connect &% & ANFELEJA AR 0145
MR E Fo )

« A Colo-Connect configuration does not exist on

the current configuration and a Colo-Connect
configuration (with service connections) exists on the

configuration to which you want to revert. (Colo-
Connect #% & NMELEA Hil#€E b, 11 H Colo-
Connect i€ (R IRIFIELR) 7L BARE AR
IR E bo )

- A Colo-Connect configuration (with service

connections) exists on the current configuration and
a so exists on the configuration to which you want

to revert. (Colo-Connect #% & (A IRF%IHELE)
FAER HATRR € L, AR A 6 A8 2 B 18 1 3% E
F.)

MEE T BRAEBER VLAN BERER FiRRE, 75 R
1£45 4] Colo-Connect %5 1HEAR . FE H 50148 Panorama
W% 2 T, Es R AE T Colo-Connect IR IEAR; R1%,
76 BE N HT A% 2 1% B 387 73 57 Colo-Connect AR5 I84R .

CYR-32661 DL Proxy #8 = 8l & i 1% 1 Proxy #1453 Global Protect
e, ffFH#EZEANBEAEEH A [Mobile Users—Explicit
Proxy (47EhM# & —WIRE Proxy) 1 5 #9 B RIS &
BH Bl 2 90 RN B NI EIE .
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CYR-32564 W AR AT THER URL %1, Rl ét¥ Prisma Access £
EPR ZTNA 42 85 0 F R U & (0 2% B 0 7 LA
PMER T3 PFE AT N — B a2 BR:
1 #HET URL B3, GEHE ZTNA EE N O
JEE R AR 0HT 3 JE A A2 =X FQDN.
2. G AR EAY TR R E R A, ARSI A, AR
BB e P ER 1 @ ST EET URL 81 i
B AT RE R, RIEEMnE e b 1
AL EET URL H1.
3. G S OOl FITAR B IR A A B E R TR A Al
(GEPER 2) NI e R, LR
X% ZTNA G E R U .
CYR-32511 B {45 1Pv6, #IE & AT AR E 1Pv6 DNS firdlk.
CYR-32431 wE [ BAHE Proxy ] IRg, WIERAEAE [Authentication
Settings (Bt sE) | T 7% [Trusted Source
Address (fEAEARIEN A | 1H, doakw HAhsE, 1%
iR [f] [Authentication Settings (Bgr&ik ) | RolHEE,
R AT BE R IE MR R B AR ARV AL L .
REE 7% HHEH AT & Prisma Access [
Panorama, #R1% i [0 [Authentication Settings (g5 7%
) ] RIMEEUEE L.
CYR-32191 EZ R P IREEF, AR ZTNA EEE .
CYR-32004 )it PrismaAccess H' H A AT 4% |Psec % e 1 B H 1 PR
i, HE ZTNA EiEasiy, RHEMH P &2 T LL3EE;
100 flIE A VM
CYR-31603 TERCH AWS B Bh#a st s e ds Bt A, A SR HA W

fIE AT ) ZTNA ST o 38 2 PR 2 TR b IR/ T 48 52 22
MR T4 TAWS B BN AR R ] I/ Rea
BHL 2R

WER T % 1ERRBUT AWS B B4 5 iz as 4l b
IR EAWEA T ZTNA S s5MEE i B W
fE AT ZTNA B #E & 7E AR AWS 3 )47 1K
(PR A A
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CYR-31187

X VT T — B RAERE AR 2 e ] Thaefi
Global Protect ] Prisma Access B f# Proxy 4%, [k
& [FREE) [ 41786 2 —GlobalProtect | A1 [ 17&h i H
H—UIHE Proxy ] BUTHRAZWEHER, HRIA S IEMEA
THEZ PAC 1% % URL.

MER TR & IBIRA RS, G5 E T

Global Protect H13#% i€ Prisma Access Hff Proxy i#4%
Bf, JA [Push Scope (HfEi%#I[ED | i [Mobile
Users—Global Protect (17 #}j{s % —Global Protect) ]
H1 [Mobile Users—Explicit Proxy (4TS 1] & — B
Proxy) 1.

CYR-30414

ARG CAERE A F 2 AP & E TR 2
AN &G, RSN ZE P L2 A #uT)
e, RUATRAZE Ul B3 BRIE N A, .

WERLJ7 % #E A& Prisma Access (1) Panorama b B Fit
CLI LAFFEBL, A#mA T o dn4, SRESE Panorama F¥H
ITABESEAL -

set plugins cloud services multi-tenant

tenants <tenant_name> mobile-users multi-
portal-multi-auth no

request plugins cloud services gpcs
multi-tenant tenant-name <tenant_name>
multi portal on off

CYR-30044

TG E # I EDL ANEIEANZHT [ B Proxy | 5 1)
[Block Settings (FH8H7%E) | G HH.

BER 722, B8 [WIHE Proxy) #0E, WHUT [N
ik | M3, SABIRIE, RTE I R E H BE BT EDL.

CYR-29964

4

oy

B T B B R (CSRY) sl 2L 8
"Requested entity already exists" ( [ZIk
HHCAAAE] D SR

REETT % FEAEHEEE] CSR,

CYR-29933

Y/ 2 k] verdicts:all -X "DELETE"
API P g5 {"code" :8, "message" :"Too
many requests" ( [ERKZ | ) k.
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PERTT S A EEAENR 2 AT APL BRI

CYR-29700 R IELEZ FLH 7 Prisma Access Panorama Managed

Z A P& ko€ £ {8 Global Protect A I 48,

RUAR S BR824 R AR SR e S T g 2R T, R

s~ [global-protect-portal-8443 [E:Z A 1H
"GlobalProtect Portal 8443", {HA [#]] &
Ro

RER 7% R CRUH 216 Global Protect A FIAH,
W HEA PrismaAccess Z M H F#E, REHIT RS
PG $ess ] VE3E, AR A 5 A & AR IEAT IR AL

CYR-29160 IR L FIPS #50E% E T 2 Prisma Access I
Panorama, I H. &2 Generate Certificate for
GlobalProtect App Log Collection and Autonomous
DEM (41#} GlobalProtect JiE 2T H st LA [ 3%
DEM EAE) , RIAE NEIEE.

WMET 7 2: B&IEN Prisma Access & B 41 &
10.2.4, HHIEELE FIPS #5 1 Panorama i i 15

BEIIRE
CYR-26112 ARG TR TR | A, RURIBE B AT i

AR AR g e A ELIE, (EL A R G AR AE B e Hh e IR A
A R SRR At R 5 ) 3 i 4 0 i A9

WERI 7% T TAOERILE | FRAE, SRS A
PR, SRR S A AT R

o)) REME BIR A7 HX L 280 ] e

% 1D ]

PANG-4381 0 A% B 2% FH AR B 5% Prisma Access A FE A2 = 49 B 81
AR R BGRB8, R G 8 B A el % e, B
7 I TE A A EBE 2% B Prisma Access AR EERE
I

PANG-4870 15 B2 %% Prisma Access fCFEFE 01 macOS #E & [,
RAEFLS Prisma Access A FEFE R 22 4 MEHE 78 ThRE 1 58
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REWIREAT O (i S S e B AF HORE 242D, AU
Prisma Access /GBI 7k & 7E 45 FIR S 5

REH 7% i®HL System Settings (R&KE) >
Privacy & Security (FEFAMERIZ41%) > Full Disk
Access (SEREREREATIO , SRBACIE A2 X B O
securityExtension, #3224 M4 78 D) e 1) A7 HURE .

PANG-4825 BCE BNEAROER N, AR T AR S8R E
X H AR 1P Atk (Bl B e KRR,
A RE & S EE CPU ] %K.

RIS A B EAGEE AR, H BhaEA 1P
Ak % e i it 100 fE R AR

NETVIS-1363 {£ Strata Cloud Manager fil %<4, 1847 Prisma Access

AERFR AT R, A 2 S A0 &R B TH Y Project

Connectivity History (BZEARFEIEELER) ol R &l
NERLM, WAGEUR AN E R RIELRE
i, [Project Connectivity History (B ZIHEARFER ) ]
FEEER

NETVIS1293 {E [Insights GA%E) ]+, TimeRange CHSRIGA)
5E %y Past 3Hours (i 2 3/8Ff) | Past 1Hour (ifh2:
1 /M) Al Past 15 Minutes (ifi2< 15 4388 ) K5, Project
Connectivity History (EZHAR L) REUR

NETVIS-1263 7t [Insights (%) ], [Projects (BZ) | & 5|HE%
T B 1 O AR 2 B E nTREAS IR . RS
N, [Projects (EZ) | REIEE A 1) AR FH H 8 H
L [Users (&) 1 KRGS r & 5 E A
Fro Bt s AR RS AR AN B R B
IF, [Projects (EZ) ] REIAEE i CLIARff & ¥ H
L [Users (&) |1 REIEEE 14 HE S E A
£ o

NETVIS-1207 1E [Insights (J%2) | 1, [Projects (HE) | RIIIEHK
REUR] S B Pra € M 1P & . (ERUR LA
FHR) 1P A

EPM-1589 HUE B SR, B Strata Cloud Manager #3716 ft
PG e PGk, 7R SCHRTE (4 1P it
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R E o0 (BN, 10.%.0% %) R 2 R & sy
PR T A — BT A

EPM-1399 H 87 A SZ$&1E Strata Cloud Manager [Dynamic Privilege
Access (FJREHEFRAZHL) | HIMAY Projects (%) &5
MEHETR: HEREGmARSE, BMREAER,

17 TAccess RHERET ] HEIEREE, IRIZ MU HIH 44 F 2fe
SLEE, WHAT [Access ARHIFE ] HEXFE .

EPM-646 76 B B R HEBR A7 HX ) Prisma Access fiLF P b, S 44
B A% Prisma Access fUHEFE SUIEMEZARE R, TR ZE
BT B SR, R e s R

MER TS EPUTHEARUE Z AT, SR RE —HH
=z
A< o

DRS-4691 ffi ] Text Search (L4 &) BETHLE Z i ik 51
¥ 0l Strata Cloud Manager % S F & BEAHI, &5
S 5 SRR B A 2 R . i, e s4
%5 EXAMPLE.User_Group Fffi & BEAHKE, S5Ha A
"EXAMPLE.User_Group”

DRS-4406 7t Strata Cloud Manager H13%E B &Iy, 1 MR IRIL R &
il BEAH 44 R AR #8 3 User group (fli S BEAHD ©
PER T AP A ERA, SEAEE User
group (ffFHETFAD 44F%.

DOCS-5681 Prisma Access 5.2 A~ 3 & 7 iU Eh RERE B A7 B AL A 2
RO ZTNA #E8S,

TERCFH B R RE SR AF E I LA P BB ZTNA gz v] g
TEME R ME. RS RE e B, KA Strata
Cloud Manager /NS FR7E 7. ZTNA JE 135 2 1% Ml
ZTNA #2238,

DOCS-5611 W R TE ity 91 5| 5 v % R A T B AR R A L) A 2
HAL B E, RI7RIREUE A EL Prisma Access A A B 5 11
SAML B 1Ry, EHEE I fidentity/claims/name
ff] Username Attribute (ffi & ZREME) .
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A& 1D ]

IR R AU R 118 8 Aa R A, A AR 158 P 3 0K
AL B RIEAT R

DOCS-5463

TEAE FAHIE: R [Agent Settings (fUFEFE R
RE) | 'l U Collect HIP Data (Yit#E HIP &
R IEIH, A IsAEREsmEE P EEAR . Fk, B4
FLIE [Access Agent Settings (Access fAFEFE R E) ]
H[f ) [Host Information Profile (HIP) ( - HE & #lli% &
B (HIP) ] & EL+H{2 ] Collect HIP Data (Ui4E HIP &
DI

DOCS-3650

A B a3 5 R A A ROFH Bl RERE B A LY
Prisma Access L 7, R e fd FH 2 BEAH A 360 I 22 58071
FALE (1dP) )£ (8 SAML JEHFER.

Un SRR 2 08 P R 2 I 22— Ml Y 5 R A, Rl
31 5 2 S W B U ] P I AR (Y] SAML B R K,
R e .

ADI-33262

TE O B BERE R A2 B PrismaAccess L P btk
57t Strata Cloud Manager Hik e 2%, Il Mobile User

Container (fTE)ffi FH#H2A4%) > AccessAgent (Access
RHEFERD wRE L e R,

RT3 AEPUTHRERBOE Z 1T, s aiE —H &
£

ADI-31750

BRE S PTSCIR I |P R BOH & 50, Un AR B
|P A1 B H s 50, AR & 2 akae.

REETT % o B AR H AV 50 fi 1P £E[E .

ADI-31601

TERUH B EHERRAZ I AL 5 |, Strata Cloud Manager
TR A E BRI 100 18 1P AR, RIAEIE i
Bk R RO H IS 3 — R Sh R 2 — k.

REET % BRI B R A E I 100 fi 1P £E[E .

ADI-31538

AAE FHIME: B WA E R IRy, BN R E 1
Type CHERY) & RHE/R %A [ZTNA Agent (ZTNA (U
R ], A [PrismaAccess Agent (PrismaAccess
MRFEFERD 1. dbsh, wHREIEE Add Forwarding

Profile CHrifugiEze) , RIFHA0sE B e BiR
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[ZTNA Agent (ZTNA RRIEFERD 1, WA Z [Prisma
Access Agent (PrismaAccess fREFERD .

MERTTR: M. R, WEABCEREHAG G H 5
[Prisma Access Agent (PrismaAccess fREEFERD 1.

ADI-31523 AR SRR T AR S B AR
TR T OIS Bk, il ~ @ # $ % 7
&* () _ +

ADI-31306 A EBIAR E AR, ARE NAIRRE: THER g U

[Forwarding Profile (##ig%3EHE) 1 HIHM Traffic
Enforcement (Jims@ilsiT) B IFTAI#IH, T
X RO BT 18 e TH AT R R SR AN O AR AT &

REE TS STEBIREHEIRAZ I, {5 I8 LeiseTH .

ADI-31305 X EHEIA R ERERE, FAE T M E: Enforce FQDN
DNSresolution using tunnel DNS servers (fifi fi#iE

DNS fl i #8 2R 5441447 FQDN DNS fi##/7) 1 Resolve
all FQDNsusing DNS serversthat are assigned by the

tunnel (Windows agentsonly) ({38 3E Fr & IR 1

DNS fil [l 2% s fif b1 A5 FQDN (% fR Windows 1% 2
) ) BIAZE R [Forwarding Profile (B ER) |
HEH ) Traffic Enforcement (it EGRHIEAT) WEBLF.

AN MERZ RS T8 WA ESETH, A A T DA s e e R R A
AR E T8 LI TH I T E DI BE -

ADI-30902 Strata Cloud Manager & 7F 2 {[fl 55 & 1 4 FH 2k H 22 bty i 7|
1 H Sk B8 2 AN A B A A A, 91 G s B R PR AT
B S35 PrismaAccess fREEFEAGR 2 . e & HBUR
RSB AHE B e« IBATIE LR E 2 1%, W E i
A G EE R R E S5, (AR BR £ MRS L FH 38 A
H AN Strata Cloud Manager 5% €, RI ] Bt il 1) & 4k
fIsE R, 1120 [500 Internal Server Error (500 A &5 1a] Ak %
FEERD 1o

PERTTR: a5l kR H 8y, BH02A
M o 2 2% H S5k o s FH 2 A0 B & A ) Strata Cloud
Manager %7€ .

ADI-30468 Strata Cloud Manager ] Access Agent (FFHUACFEFEAD
> Infrastructure Settings (GEEEZAREEE) HHAFLERM
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7, H Prisma AccessManaged (Prisma Access 52 &
FH) A1 OnPrem DHCP Server (OnPrem DHCP filfilt
) JRIAHL & FE/RLE [Client IP Pool Allocation (5 3
IPEEECE) | BB

TE RSO Bl Re A B A7 HX ) — M T 4% Prisma Access i H
5 AR AR R, E T 18 R HL OnPrem DHCP
Server (OnPrem DHCP filf#8) , KA e ERifT
AR A ER . [ EYREREIRAFH — M nT % | FHLA
AN $% OnPrem DHCP Server (OnPrem DHCP i filk
), 1M HAHEAR AR A F11¢ Strata Cloud Manager 7
DIFEIR . A2 EL OnPrem DHCP Server (OnPrem
DHCP falfleds ) » RIS HIFLF 8 e 2 8 2 iy FH s 2
A [HRERERAFEL ] TAERFE.

ADI-29665

o N B R A RE R R R 7o, BRI Strata Cloud
Manager # & 718 B il i 77 B L5 e e 9% Y [Malformed
Request CELRA%ASEFR) | 85 iRa S .

ADI-29434

£ Strata Cloud Manager (1] [Agent Settings (fCFERE R
) ] B, Sessiontimeout ( TAEFSEBGEE:) fES
BHA 7K.

ADI-29272

SRR BURy, A R4 H) Add prefix to object
names CHF Al ERHTIG W46 BIH, RESHEE R
AE I AN TR] AR SR P B A B AR ) AR R 2R 44
M, N A v RE B B SR AMT Ao

ADI-26493

7£ Strata Cloud Manager ] Access Agent (Access ftFEFE
&) >Infrastructure Settings (GERESERERRE) |, &
1% HY [Client IP Pool Allocation (FH P i IP4E @A E ) ]
[ Bt ) OnPrem DHCP Server (OnPrem DHCP fi]
MR#%) HEIH. PR &) RERE PR AE A S 8 OnPrem DHCP
Server (OnPrem DHCP falfilk#s) , Ffr LAIE & W YH A
=

I 358 TE K € 5 T i 44 £ OnPrem DHCP Server (Preview
Only) (OnPrem DHCP filllk#s (fEFRTEE) > , LAEEN
A WU Eh REME PR A7 B Prisma Access il ] DL IE i
1.

ADI-24562

FAAE TR W iR CREANR] 1 e Fe 3 UR i BokaoE
28 FLAT A TR AR i B A ) S %, AR I oL
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BEeHE, R albie, AR R Srata
Cloud Manager TAEm 2 BEZIMT 5.

REE T 58 il AN B P AR [R] i A SR 4 FH 2 AL 2R e
ENGEOE =

Prisma Access 5.2.1 &\ F1[H] &

i 1D G|

CYR-47139 U SR A AR 2 A 20 ZTNA Sz 28 i F2 20
R A R B 1P T 49K BT 2 1Y) RFC6598 £ ik Bl
BT Proxy fLHEETSE, R 7E [ ZTNA B8 — T
Proxy | #& 415 H ZTNA EHE2% .

REE TS BT ZTNA 8% DISL I Proxy £ Ik,
a5 N2 100.64.0.0/15. 100.72.0.0/15 5 100.88.0.0/15
T A 7 T P R B e 1 T

CYR-46759 FE BT Proxy 1, AEriEsE DNS &5 1) UDP #%5E -

CYR-46627 WS RUH Accept Default Route over Service
Connection (452 17 it RIS AR M THRR BE HH) , AIASC
PR W Proxy .

CYR-46349 FE B4 B Ui B A ) Y B A Proxy R T S 408 K PR 5

an AN EAE ] URL J5 51 AR e it B 42 il K H

CYR-46191 W RAE ROR AN B FE R A7 B 155 00 B8 e e
Proxy, FFi#% ZTNA SEzas ¥ e 5w, R aE i 2
1} Panorama B, Strata Cloud Manager #4757 — K52 .
WEH 7% $1¥ Panorama BX Strata Cloud Manager 1]
EH PrismaAccess [f [ BT#E Proxy | &% € #EAT/MEs
oG A6 THERE ) ST,
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Prisma Access il 1 [h] 7E

FRAT DALE OB A 2 RN ?

« PrismaAccess (Managed by Panorama) O PrismaAccess 21

O Minimum Required Prisma Access Version 5.2 &,
5.2.1 Preferred 5% Innovation

T & L REHG A O FF Prisma Access 5.2 11 Prisma Access 5.2.1 F il v [ 5 8 .

Prisma Access 5.2.1 T\ fi# e 5 28

8 ID

CYR-45847 CZIE R AR S8 R A Ry, Herfe
Prisma Access Global Protect [ _F 47 58 37,
{H Global Protect i i & X & IE i & /F NAT 1M

AP

CYR-45341 CEIE FAI[ERE: Colo-Connect % & #E4H
) THEACACHERS | TAE@Ry, EECRMER
VLAN.

CYR-44391 CAEIE FAIME: IR [ Proxy | 2

ANSTARAE 25 i) 51 BE B SAML HEAT B o

CY R-43690 EEIE N A B el s el ZTNA
PO chfE S (PSRN, R IR
% 2 RERSE,

CYR-42919 CEIE A BB eimiBR ZTNA it
PO P E RS P RS, RAE [R5
B R EREE.

Prisma Access 5.2.0-h14 i [ 8

il 1D ]

CYR-46782 CEIE R 5IR95E: 7F GlobalProtect DDNS 3¢
WP nsupdate 7y & BAM, A5 9E ASCI =
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A 1D i ]

JC HAZA Panorama ) A i 4 5k 44 7% B 25 5

Ao
CYR-46358 EEIE T HEE: EFA4% BH Colo-Connect

55 00 1) oo I a5 AR AW R, 3E Prisma
Access Edition fiH 7 L3544 Failed Plugin
validation (HMEFEUEERERHD S53%.

CYR-45949 S IE FHIMRE: R Ul 728 Prisma
Access JERRAERE, RASEE NATE)fE & - 1
T Proxy i B R IIEE, mH e rEr

CYR-45932 CEIE FAIRIE: — R (OTP)

Epes i, WHBLURAIEEER: [get-
panorama-cert.py:288]

<class 'AttributeError'>
("'Pan_Plugin Client' ¥ A BN
‘'whitelist keys'

CYR-44969 (S8 21 1) R A B R AR oY S U VALl
il 5 9 Ul R 8RB IR e -

CYR-44766 CAZIE R RE: AEAIEA AP RIHER IKE Al
|PSec N e g R i HRAE e Hh B
A E R o

Prisma Access 5.2.0 T\ i &

RI5E ID i B

CYR-45112 B IE NAIRIE: S’ =umAR % SR T 2
5.1.0 hRECFET A IRE, AR RE R E S B
.

CYR-44598 EB1E FHIRIE: PanoramaManaged Prisma

Access HE 1 [ Strata sl #%ia% | IR ERRIR
Exception (ffl#MR¥L) <customer-id> £

PR o
CYR-43673 CAEIE FHIMRE: &% GET MY, ¥ APl
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