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Interface (VPN or DIA -- e.g., sdwan.1, ||groups interfaces) 1 Eth1/3 TagB
Path Quality Profile -- latency, jitter, gnd packet loss thresholds and sensitivity

- Best Available Path
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1. BAEAREREM SD-WAN 2HNRANEENEEHBRNEERAREN. ELEAEATERKF
MEMAERR  BURETRNERRSE TEEZER,

O REERNEERRERSHNEARENARLE ; BILE SD-WAN JESEFRBHEE
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STEP 2 | j#EY Updates ( %7 ) > Software Updates ( EREEE#7 ) , £ "ERiRMKIR, THIEEFIEN
Panorama Integration Plug In ( Panorama &4 #ER ) .

STEP 3| #% )3 T # SD-WAN Plug-in ( SD-WAN ZA 2= ) .

STEP 4| & A Panorama fE ',

STEP 5| j#EX Panorama > Plugins ( SM#523 ) , % Upload ( £# ) SD-WAN s #E=R,

STEP 6 | Browse ( BB ) WX EIREFZEAOME THRK SD-WAN AHERN | AERIZ—T OK (#

E)o

STEP 7| Install ( &% ) SD-WAN SM#E=,

14 sD-WAN EESEm | &&E SD-WAN
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STEP 8| f{Zh & SD-WAN 2% | iZH Commit ( 323 ) , A%iZH Commit to Panorama ( 12
R ZE Panorama ) .

MHBRBRITI S B S A EREE2 F 1R 352 Panoramas
STEP 9 | R4 % SD-WAN 5% 7E Panorama F1F5 A & LABR AR EIEHY SD-WAN ZPE,
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A SD-WAN % 7E Panorama FIBh A 4

ERESIBRIARR BB M SD-WAN HEBHT , BLERPBA I I ABFEASEBENEE  WEILENE
AR BEEREURINAE SD-WAN FBEEHEIX B SD-WAN B3 K&,

HI8H SD-WAN B A RBHTBASEEEE

B SD-WAN #3% &5 4

1£ Panorama R AL EREE

37 SD-WAN S EBEE

#FIERY SD-WAN Bs i i AR EEERE

ERBREETE SD-WAN B2 AT |, BMUEAEL L5 SD-WAN HNEER | WP EBN D XA BHES
Panorama™ EEMRBN I EEHE S, E1% SD-WAN BFXEBHIEE Panorama™ EEM@RSE LN S EEEE

BRIBES

B ARE) SD-WAN RIELUE A F5 K FERNA SD-WAN IhEE,

E45 SD-WAN s R BB ASEREBNBREY , SXNERESEBHLBELUEBFEEG
Panorama, Panorama WWERBZERRNEF , MEEAFR. REAFNELBLEE , LEXHE SD-
WAN FEARRMEEREBEREIANTRE,

STEP 1| B(EhFs A& Web ST H.

STEP 2 | FiE & HY SD-WAN F2HE LAIE 5 A #& LB SD-WAN IhAE,

83T EAE SD-WAN #HZE RN SER EHEE—E -NRBHERBBEE, flm , MREHF 100
BB X8 , M REBE 100 8 SD-WAN R4E , I EREB B EEAEP—EE—NWRIERRESRE
SD-WAN &,

)  HR VM-Series B AR | BAEEEISEE VM-Series B A EER SD-WAN BEE. R
L 15 A VM-Series B X | 8 SD-WAN B 556 7] LATE 4B B B 85 1Y L fn VM-Series B\ &

ERBE,
A HERIEH) SD-WAN REMARER , LAEER A SD-WAN, 8 SD-WAN REZH , Alg
BELUTER
o E&ECommit (53T ) HTHESFRSER—RBES  EFSHREBIT LK,
o &Ky SD-WAN HRETHRER , (BT SHMER,
s BIABTBERMBEEGERBEREE  BELEAERRSE,
s BABTIBKERRSIEEREENIEZEMIEE Panorama,
+ SD-WAN B&EiRIZBRBEFH,

i TP R EEE R SD-WAN J1MH LEBE B &R,
BAEIHERABEREIHRFCMAMENSEERE L.
MR BB EERERTE | ARERREERHN ECMP (MRERE ) #1T,

STEP 3| # Panorama IP {\ it %738 Z Bh A &,
1. #HY Device ( #£& ) > Setup ( i%¥%E ) > Management ( B3 ) , B#R#5 [Panorama & E].
2. EE—EBWNAIF®A Panorama IP ik,

=]

!\\ Panorama FQDN ¥ SD-WAN "2 %,

3. (

) MMREEFE Panorama RERE R AT A (HA) ©% | 57258 —EWA 8 A X E Panorama

IP {1t

16 SD-WAN EESEEm | &E SD-WAN
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4. TEFRIERUAAS & B B & B % B Panorama,
5. #—TOK(®E),
6. Commit ( 2% ) BHEE,

STEP 4 | 3% B 58X Z Panorama,
RERIEH SD-WAN B R #8i% B 558315 2| Panorama = AIEA/R EEiREisi s BH,

STEP 5 | [@ Panorama 718 —{E = Z @ A 4B
NEBM AR ABHIEE| Panorama WEZFFHER | B2EEH NEHIEASEENEES,

1. & A Panorama @ E /M.

2. i#EHY Panorama > Managed Devices ( S EEMEE ) > Summary ( #E ) I Add ( #18 ) BhA M.

3. BRI AR R,

4. MRECEBUMBELEFENEANER THEH AR , BEUA (#H ) Associate Devices ( EBiZE
B ) UL XA EREEEN R EFANE R,

5. B CSV HiEZER AR | 55— T Import ( EA ) 1 Download Sample CSV ( T & &4l
CSV) LUERP K& , AREIZ—T Browse ( BIE ) LAE AR A&,

6. B—T OK (#&E ),

STEP 6 | ZHlCommit ( 387 ) , XA HXEWERE,
STEP 7 | 4T HE 7 SD-WAN ZREREANSE NG LER/SE 2 B8 5 5,

37 SD-WAN 4858 &i 725

By —{EgEA , HhaE SD-WAN REM D XN ERRERNH. BLARPER KRN —EEBN
EAMBANER , D0 AEERY —EERNBAMEARHEDR, KIFNWHER , REAREE SD-WAN
KEAENSEANEARERNBE, REIMETEND XPEANERANBAEBNHETAKRIEES
18 SD-WAN M 7 RN EER A, RGN AR AEBB DI ERAERNHE,

STEP 1| & A Panorama {@E /"M

STEP 2 | 237 SD-WAN H 1B {838 & 4x,
1. Z#EH Panorama > Templates ( €7 ) I Add ( %738 ) — @R EEA,
2. B AEIARMERMY Name ( BB ) o
3. ( ) B A A HY Description ( 318 ) o
4. B—T OK (HE ) REECHHEEE,

STEP 3| B PRSI A B,
1. Z#HY Panorama > Templates ( Ei7% ) , A& L — T Add Stack ( ¥TigHE ) SAHTE —EH SR
S

WA BAME B IERYE Name (BB )

( ) B A EIZ#Y Description ( 38 ) »

Add ( ¥118 ) 55 2 SHEIMN SD-WAN R E A,

f£ Devices ( £& ) o+ , EBHFTAE SD-WAN FHERS A B E S 5.
6. B—T OK (HEXE ) RELENEEEE,

STEP 4 | 3 SD-WAN % {8 &4,
1. Add ( #7i8 ) —fEFEE,
2. B SRR Name ( B8 ) o
3. ) B A #5ZA#Y Description ( R ) .

AN
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4. #E—T OK (HE ) RFENEERE,

STEPS | B 7 XS,
1. #£—F Add Stack ( #TiE3# 8 ) DT EMANE R UL,
. B S AHEB EIR Y Name ( BB )
( ) B A A HY Description ( 38 ) o
. Add ( #118 ) EE 4 SHEVH SD-WAN R E A,
. 1E Devices ( #i& ) &2 % , EEPTE SD-WAN 2 32 B X iR #9 U5 #o
BT OK(H®E ) REENEEEE,

STEP 6 | Commit ( 123 ) fHREE

1£ Panorama RV FE A EREIT

SD-WAN FRARAIFERAFELEERHN Eiﬁ?ﬁﬁ%ﬁ%ﬂﬂ%%ﬁ%&%ﬂiﬁiﬁ%ﬁ B, EMEFEARS ; ENERAR
BIBGARGREEEERERSHFEAIF AN ES PAN-OS B A EEA SD-WAN |, EE2BM—ELERL
%R A3 Bl £ 57 PAN-OS 8, MRZLHNEFPHARBEELZEHRARA  £REEKEEGEIHYEET SD-
WAN R AEANTELEERET,

SD-WAN 5| 2R HELEZN BT REIERE, kI, 7 Panorama™ BAFE U B EEEN EFTIRESZ
EIBBH ABEF Panorama 2 BRI IFER B -

Zone Internet ( EEAKRAER ) BRI RFTZEENBBEERNRE,

Zone to Hub ( EFE|HHE ) —8 AR5 B ARSI PARR X iEH R E AR £ P AER A i 2 BRERY R
=

Zone to Branch ( BiFE 0 ) —HRIEPER AREI D 2B X BRREUR 2 XX EZEBHRE,
Zone Internal ( BFHRE ) —HRABENENABRE.

oA WN

MRERERIFALEEEZNES , SD-WAN SEEXASEEI 2 AP ER A B SR
HEAEEWED , BEE Panorama AL E R EM,

ARAERNESEMEIEEARM

REEEH S REEEYAR User-ID™ HEBFRAl ( REMRAIFRA, QoS RAIRE, EiHRERM
HOBRERE ) WREEH. S4EAKRERFEHESR SD-WAN FANFEEERES , UERXEA
DEFERRE, ZRERECHERATEECHREES , RAFNRALEREFSERR SD-WAN
EiX, SISEEBE CSV EREST #7118 SD-WAN £ EZE| Panorama BHERESE, (MREFRE
Fl CSV R | BH81E 5/ E Panorama > SD-WAN > Devices ( # & ) BHERSE , ¥R EEEHFE

Z| Zone Internet ( EFMAFEMEEE ) . Zone to Hub ( [EiFZE|FHE ) . Zone to Branch ( EiFZ|5 3 ) M
Zone Internal ( BIHAZB ) . )

HENBERR D PR XA AETEEERREER H SD-WAN N HE |, EmREEHHES., o
RERESBEESHEINELAERES , AN IERBISTEMEA SD-WAN, HERTHE K RA
REEFERHETENESER , B ARBRLASMEELESEBAE/ N IFLERNER ., BF—
EEHEHHEIMERLAERNES K BREZEDEEFREEHEEZ Zone to Hub ( [EIFE|F
¥& ) # Zone to Branch ( BFFE %% ) EH,

REREBRE—EEHAE Palo Alto Networks® Fr A& SD-WAN N2 EBE, EEBERT , 8RB
TEHNENES ; RMBFREFEH PAN-OS FAIF User-ID L ERN EIHRELIE,

ERIBEETE SD-WAN S Bh , HAMEERARS , BLEEX Panorama PEUMENTEEEERES , A
zone-internet, zone-internal. zone-to-hub ¥ zone-to-branch, E&HEE D ZF B A&
B, B#§ #7118 SD-WAN & E % Panorama, HREBEBEEF , SD-WAN HAHEXAEEHIT SD-WAN REIHR
Al, QoS RAIRAI, EiFHHRE. User-ID NHTBRERER , KEFEFATHEIBLERNES , X4
FERAELEERN EFRER Panorama A EE HFLHEMN T R4, ¥RAWEFS  SEEFHALERES

BEEITRE.
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PREEREEEES , UWEESERER Panorama HX SIS EIER SD-WAN #£ERF | BE7E SD-WAN
B9 X2 BERE VPN ﬁﬁo

Q ESEBES NS, EXAREEFPREANBBELTE, NRESRBELERF FHEEHN
BBTEE , BEE KB LRI KK,

FEHEHIF | RMEEIL—EE A zone-internet NEH,
STEP 1| & A Panorama {8 E /" M.

STEP 2 | JZEX Network ( #83% ) > Zones ( [B1F ) , AL Template ( $14K ) AR THUFES |, EEE
ZHIEB M EREA,

STEP 3| Add ( #7138 ) —B#EHF,

STEP 4| ¥ A\ zone-internet fFR[EIHH Name ( B ) .
STEP 5 | A [E1F Type ( EH! ) , i#H Layer3,

STEP6 | #&—TF OK( BE),

Name  zone-internet User Identification ACL
Location | vsys1 [] Enable User Identification
Type Layer3

Users from these addresses/'subnets will be identified.

Zone Protection

Zone Protection Profile | None i

&8 Add
T

Users from these addresses/subnets will nat be identified.

STEP7 | EEZ RIS RUBUR THES, BMS < , E4FEEMUATES

* zone-to-branch
¢ zone-to-hub
e zone-internal

¢ zone-internet
STEP 8 | Commit ( 27 ) , Commit and Push ( SRR #% ) HAEEE,
STEP 9 | Commit ( 12X ) BB E,

SD-WAN B SR | #/ESD-WAN 19
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7 SD-WAN &t B8R
ATENSERET —EEERE  HP22HR SD-WAN 2 XM IEHATE RS BMELE ., £5
FEMSYBVHEERER AU BECTESEAEEFAEAFRI—EZeMELRE  UAKFEPEN S ZES
ZEETEH.,. BETELELZSHEREBEBTEEEET VPN F5% SD-WAN AEERNET VPN BER |
S8 SD-WAN #H B [E g 2 Bi#ETER.
EFESEANBHRETSHEINMERE Y EMES X ABHRETSHENMERE, E
g RAKBAD T EEZE SD-WAN FiEf 2 X WERNEER R | WiEET LI E R EITERESE
7, [BEAE AR,
STEP 1| & A Panorama @ E " M.
STEP 2| £ Panorama F 2N AL EHE T,

STEP 3 | 237 SD-WAN AR{ES B E¥4A,

1. iEHY Panorama > Device Groups ( &£ E#4H ) , A% Add ( #18 ) £EFHA,
2. A SD-WAN_Hub #ERZEFFEMN Name ( B8 ) .

3. ( ) B A A Description ( 38 ) -

4. 7z Devices ( & ) FoHH , BEUZES UG SD-WAN &S REIE#H.
5. ¥1 Parent Device Group ( X REEFHH ) , :#E Shared ( A )

6. B—T OK (HEE ) o

STEP 4 | #3I SD-WAN © X & E &1,

. 1#HY Panorama > Device Groups ( £ E & ) , A% Add ( #1¥ ) £EFHAE.
. B\ SD-WAN Branch fFR&EFHEA Name ( B ) .

( ) ¥ A #5745 H9 Description ( 38 ) o

. T£ Devices ( K& ) #f5# , BEUXEUS A SD-WAN 7 X 18R EIFH4E,

. #1717 Parent Device Group ( R R EF4H ) , i#H Shared ( A ),

6. B—T OK (HE ),

STEPS | BUZ2MRARAUEFRER S ARRBEFEAIBESE , UREFEAIBEEREE 5
NI
1. 1#E Policies ( JRBI ) > Security ( €% ) , ARTE Device Group ( #HE#H ) B ThIFEHRE
SD-WAN_Hub £ E&1#8,
. Add ( #7318 ) ST RBIR AL
. A RBRAIA Name ( &8 ) , HI20 SD-WAN access--hub DG,
. 1ZH Source ( 3RJR ) > Source Zone ( BREE, ) , A% Add ( #7118 ) zone-internal ( E1F-AEE )
# zone-to-branch ( BFEI 9% ) -
5. J#ZH Destination ( B#9i#: ) > Destination Zone ( E##t[E1H ) , A% Add ( 78 ) zone-
internal ( [E1E-A&B ) # zone-to-branch ( EFE 9% )
. 1EZH Application ( EAER ) , A% Add ( #1i8 ) EAFHNEARER.

UAWN R

A OON

o

_\'Oz_ WMREHER BGP &/ , RILARFF BGP,

7. 1ZEY Actions ( BifE ) , REIEE Allow ( AFF ) A EERMNERRER,
. JBHY Target ( B2 ) , R%EIEE Panorama™ R EHELRANBELE,

STEP 6 | B 2R AR ARG D AR AMERE P ENEPEE D 2 EAMEDNRE.

[ee]

20 SD-WAN BB/ | RE SD-WAN
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7.
8.

iZEY Policies ( JRRI ) > Security ( €% ) , A% 7 Device Group ( REFHH ) RA THEEFIER
SD-WAN_Branch # &84,

Add ( #7318 ) TR RBIR AL,

g AR AR RIH Name ( %8 ) , fl20 SD-WAN access--branch DG.

i#HY Source ( R ) > Source Zone ( RIREIH ) , A Add ( #713€ ) zone-internal ( [EBiF-AEZT )
#1 zone-to-hub ( B Z|FHE ) .

iZHY Destination ( B #J3#: ) > Destination Zone ( EHYib[E1E ) , A% Add ( #7118 ) zone-

internal ( [E3E-A%B ) A zone-to-hub ( EiFEF4E ) .

iEHL Application ( BRI ) , A& Add ( #E ) EAFHEARER.

Z\‘ WMREHER BGP & H , RILHAREF BGP,

iZEY Actions ( Bi1E ) , REZIZE Allow ( o5F ) UAAFBZIMMWERRER,
iZH Target ( BAE ) , AABIETE Panorama FEM E AR AN BEEEE,

STEP 7 | FRAI AL HEE RHVAE A

1.
2.
3.

4.

Commit ( 2™ ) , Commit and Push ( ZRA M #Ei% ) HRERE,

£ THEOXEIE, 5 H , —T Edit Selections ( fREIEIE ) .

XA (& ) Include Device and Network Templates ( ‘@S & BERPRE R ) , REKR—T OK (7
E)o

Commit and Push ( ZRAJ I #E3X ) HAEEE,

» ELRTUNHEREFAREAEEN  SADHTRMRTTERME, 818 Tasks (T
1F ) LARERRE IR AR T, IERUARRAIRER | - IIRERKRE R
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2 VT EARE

BY —EEFER , WERSFERARINRKE SD-WAN REHMGNAEBERBHBUSEIEFE
RN —ExZEERER. $SABRERIELE B, TEIRRERERERASCRRERALEAEINR
BmE,

EFfEmERE s BN  FEREGNRARIENILETHRN DB, Flm , MRKIEEREEANME
BASFXBERRENER K FEY - EEEER  UKELNEIBE—E , URFRAMRRETEHRE
LEFLRD , MAREVRSEXRBEREARAIBRENERER LRD.

STEP 1| & A Panorama 8 E " M.

iy

STEP 2 | 2EYX Objects ( ¥4 ) > Tags ( B=H ) , A% Device Group ( £EFH ) AR THUEEHE
BEE M EERE

STEP 3| Add ( #7Ti8 ) —EFHER,

STEP 4 | W ARBAYHIA M Name ( B8 ) o Bt , ERAKE, BEEE. —KREFR, EAHQ IR
%o

STEPS | BUA (&9 ) Shared ( #F ) , UEEFZEKE Panorama™ BE[MRET LMWATEEBEEN
BHERNEMZE vsys PIESR D X LN BEERRM (vsys) TH.
ERELAERESE , Panorama BESE N BERERE P S| AESER |, WAABRKIIR L HEIEE
PEMPHE, MR Panorama EE S| HELER , ISR T LK,

STEP 6| (127 ) EBEUEEEY Color (&% )

STEP 7 | W ABRARBAE A Comments ( 5EfF ) o HIAN , MERRATRE M — ERDERS 2 EE—
2, AR BRERN — iR EFH.

Name Low Cost Paths

/| shared

Color Ml Red

Commen ts | [Groups two low cost broadband links and a backup lir

STEP8|&—T OK ( HRE ) REEWHEEEE,
STEP 9 | Commit ( 27 ) , Commit and Push ( FRAI M #% ) {HRERE,

STEP 10 | 5% SD-WAN N HEHEERE,

22 SD-WAN EHEBIER | FE SD-WAN
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= s AN T SN e
=X E SD-WAN T HERERE
B3 —1E SD-WAN M HERERUER ISP ERWIHE , WIEETEFNEEUR X BERERZNER A
BAEREE—BEFER. ECEZAERLETHRERERR K FUSELERELSE (HE) 3
—EEZEESREE. VALK E—ESD-WAN NHEHERERE , KEHIEERL —EERA SD-WANMK Z K%
NE, ART IR FEXZARBENE.

O ERBEREAMERET OB, flH, RERERERERKERISGTERLESETS
gy 8 RERBRAHERET D

STEP 1| & A Panorama 8 E /"M,

STEP 2 | 32HY Network ( #85& ) > Network Profiles ( #8§5%E# ) > SD-WAN Interface Profile ( SD-
WAN NERERE ) , REK Template ( #4 ) AR THUEE RIREUEE W E K,

STEP 3| Add ( #748 ) —{& SD-WAN T HERER.

STEP 4| % SD-WAN T HRERBA —EEHEZCHIName ( B8 ) |, BERS. SHEENR
ERFEIRER,

STEP 5 | fIRIBHZE vsys Panorama™ EE[ARES , #&H vsys Location (LB ) ., FERRERT , &
EH vsysl,

STEP 6 | BENEXFR EREAIEIREINEM Link Tag ( EREER ) .
STEP 7 | AR EAEHT1E Description ( iR ) .

STEP 8| R TEEEZEAIEE ( ADSL/DSL, Cable modem ( fBARE35#E ) . Ethernet ( 2K
#8B% ) . Fiber ( }# ). LTE/3G/4G/5G. MPLS. Microwave/Radio ( UK /&R
& ) . Satellite (872 ) . WIiFi = Other ( Hfth ) PiEENEE Link Type ( ERFER ), AR
A BEMER Z AFERERK LRSI XAER CPE 2£&, 610, WiFi FEUE. LTEH
B, F|E/HUK CPE , FAILUEIR Z KBS IIRRAE L,

» HEMNEMAERSERE (MPLS, B2, SURMHEM ) SERESFHEESEENEE ,
fign MPLS Z| MPLS M@EEXIEE. T 8% MPLS EEN 2 ARKER 2 BE B
.

STEP 9| ( ) VPN Data Tunnel Support ( VPN EXIEEXE ) 8ESD
FEPEARENRERESES VPN BERB B NZEM (BEFZE) , EREVPNE
BeARBUABRENZER.

HRESEEMABRMEKESRIERBETEEINEAESER (NERBIEH. ADSL FH R
HERRIELR | 5545 VPN Data Tunnel Support ( VPN EREEX 8 ) RERA.

B BAgHE MPLS, BIESRZETEEREBBERPEREINERTERZEEER VPN Data Tunnel
Support (VPN ERBEXE ). B2 , FUEABRRRETLHRE , RAREMNKE VPN BESNE
T8,

PXHEEEDARE , EERHBBEIEEZFENAA MPLS BE , XRFIEDZHERE

#%. VPN Data Tunnel Support ( VPN ERBEX & ) REBREMAERBEIR VPN BEREEREE
EARE , URBEBENRECRAHMER (RABRRREANER ) . PHABERESS DIA
BEBERENFAA MPLS RE D SRR,
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STEP 10 | #§7E# ISP T & A Maximum Download ( & AT ) (Mbps) EE , LA MB/S BE{y (EEA
0 % 100,000 ; R ETERE ) . EEH ISP R EFSEE |, HFEMH speedtest.net 2T T B
BEANRAEE , YIRERR— EQE%EFEJWBEKEE’JSFF:J{EO

STEP 11| #§%E M ISP L&Y Maximum Upload ( Sk K L& ) (Mbps) EE , LA MB/S AE{ ( EEAO
£/ 100,000 ; R EFERE ) . MER ISP HABERLIEE , HEH speedtest.net ZFEH T EHK
BREZNEREE  THBRE-—BRFEAZRAXENF9E,

STEP12] ( ) EZHY Path Monitoring ( BfEEE#2E ) B , EREAF , AR EREER L SD-
WAN ST HERERR .

O I%MF“%’EJEA Link Type (EHFEE ) BETRAKENERLN. BRFENE (BEEAL
g REBNBS ) FEFRERBSERRNBEEELZNRE , SAFREESRENTEAR

FIX o

* Aggressive (B ) — ( LTE NMFE N ERBEEGEENERE ) BABABRENARGRE SR
BEEE SD-WAN BN S —in, MREFBZERNEAUARETHEBNEER A TETRER
], FERALER,

Relaxed ( B ) — ( LTE M@ EEREBRAENEARE ) FAREEEREHSEZHE/FEY (RE
FMERME ) RRTCERTHRERE, EREFEFBINE  HABSURENRERREXRE
‘?’J‘o SERE ARG, REARKRNEE (WMLTE) , ELERFERANEREREE
B, FREALER,

STEP 13| REREHR (BY ) , ERMHABREWERD SD-WAN BN S —mEEREN THNIRE
(EEA 155; R HER 5 ) o TARRE fE‘Ii‘JEHﬂEEE%ﬂﬁ?@%/ﬁlhﬁiﬂﬁﬂ‘%&ﬂﬁﬁlﬁﬂ

RS E Panorama EARKHAISER | BlIEMETE Panorama #EFHEMNEEMERER
- AR HEBLAES L.

STEP 14 | NRIEIREN Relaxed ( B ) BEERE , BAUREH ABEEEIREHSEPBEEFNRE
MERE (¥ ) (HEES 13 60; FERERG60) .

STEP 15 | ARGEEEFRERE (¥ ) , ERHAREZERERSERNEGRERRITER 2,
BB EFERNERRESHBNKRE (EEAR 20 3 120 ; HEKRER 120) .

STEP 16 | #2—T OK ( HEE ) RFFREE,

SD-WAN Interface Profile

Name | Profile3
Location
Link Tag TAG_SDWAN_3 v
Description
Link Type | MPLS Link v
[+ VPN Data Tunnel Support
Maximum Download (Mbps)
Maximum Upload (Mbps)
Path Monitoring (®) Aggressive Relaxed
Probe Frequency (per second) 5
Probe Idle Time (seconds) &0

Failback Hold Time {seconds) 120

] )
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STEP 17 | Commit ( 527 ) , Commit and Push ( FRAIME#iX ) fAREEE,

STEP 18 | EREMERAEAMERERERER  EXEREARANEGERBERMENERS, WF
AT , FBREERREES,
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A SD-WAN SR EER 2 KK E

£ Panorama™ # |, FRE—BEERNE=E 2 ARETHELMA SD-WAN e, EXEERB H , EXEAH
Higim—18 IPv4 st T —EERRME | WER—1@ SD-WAN M EZEEZZNE.

E&AER Panorama #1 VPN 2RI E CSV AEHFEM 2 X EFHAE , SD-WAN A H#ER A #YAuto VPN
HESFERAREAAEBN D XHHEEE —EERE  HhEBSHELEERMN SD-WAN EiF , B&7E SD-
WAN XM HiEe EEIZSE VPN BE, MREEHIE SD-WAN 5 X RAHERFE CSV = Panorama H &
AT BGP & , Auto VPN #HREE &2 E 4+ BGP 4848,

STEP 1| & A Panorama 8 E " M.

STEP 2 | 2EX Network ( #8%% ) > Interfaces ( /" ) > Ethernet ( ZA#3& ) , {& Template ( &
) RBTHEETEIEENSEA , BE—EHEERS , 20 Slotl , ABBIR—ENE (W0
ethernetl/1) .

STEP 3 | 5&HY Layer3 1E4 Interface Type ( THEER ),
STEP 4 | j2HY— 1@ Virtual Router ( RS2 ) B —EFEEE B,

STEPS | AREARENNHEREEN R L EEE,

Bl , MREEFEEY —(EIEE ISP L1TER , EXANESEZEN ZAMBNEFINETZEENE
o

STEP ¢ | 7£ IPv4 RE|ZE £ , BA SD-WAN,

STEP 7 | J@EV{V ULV ER A .

BFRE—F IPHAF , BAEFE—E IPv4 Lut M ERARE. ZuLFERAZE —BAULEENEE
28, W0 $uplink, AT —EEEME (ZRIRBEALN IPv4 LUt T—EEZ ) 89 IPv4 fuit, T
—EERFE S AT IPv4 BRI FH5E £, T —EENRERAEBERKE ISP BIREMHN
ISP FEER S EHESHY IP {utt, ERAMEEH B IXRELDE ISP A I HAZIEFERBEE N FIEH
T — B2 P i,

( ) PPPOE—2%
DSL E#ERUA PPPoE 538 , i AERAEBBNERE , UREREE,

DHCP A Fif—DHCP $5/RTEREE ( thiBA ISP EEN T —EREREE ) FEEEE, ISP iSRHAT
BEXEREFENR , BRE IP ik, DNS REIREFMFAERREE.

() NREEEDHCP FFH , FRREMRE N DR TIEEFRRMRN 2 BHRMEN
gy TEEREH , RBEEERBRTRMA.
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Ethernet Interface ®

Interface Name | ethernet1/1

Comment
Interface Type | Layer3 -
Netflow Profile  None i

Config I1Pv4  IPv6  SDWAN  Advanced

s

[ Enable sD-wan

Type (@) static () PPPoE () DHCP Client

& Add B Delete O

IP address/netmask. Ex, 192,168.2.254/24

STEP 8| £ SD-WAN R5|ZH L , ZI— @R 2RI SD-WAN M HEFRER ( REBIL —EFH SD-
WAN NMHEHEERE ) AERFLNE. SD-WAN NMEREEE —ERHNEEER , ILER
HREENTHEEEEREBNELZEZS, —EMHEEE —BEFER.

STEP9 | #£—TF OK ( TEE ) UfEF 2 KB H.

Ethernet Interface

Interface Name | stharnetl/1

Comment
Interface Type | Layer3 -
Netflow Profile | None e

Config  IPv4 IPvE  SDWAN  Advanced
SD-WAN Interface Status: Enabled

SD-WAN Interface Profile | Cable modem broadband v

]

STEP 10 | Commit ( 32 ) , Commit and Push ( 3 df#iX ) HRERE,

STEP 11| ( ) B EEHE SD-WAN J1H. MRS Auto VPN , B Auto VPN #ERE
T T,
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X EE#E SD-WAN 7 H

R MRTE Panorama F{E A Auto VPN #HEE , EEAMBEYT SD-WAN NE , EEBEBRT , BEEEIN
REEH SD-WAN M HE,

MR IREE1E Panorama R EA Auto VPN #HAE | SFE U W ERE —EEE SD-WAN N HELIEE — B ZE
BH SD-WAN ThEE B 7~ AN HE , EXENHEER— Bt , —ERENFERBREK, T8
+, —{EE#H SD-WAN MEFHNFMEEFESSERERERY . 23H 2 VPN BEEES+SH 2 E =N
PRABEEZEN (DIA) EHE

F—{EERA T —E1 A SDWAN.1 ¥ SD-WAN N EMES , RN EHEE TRECATESRENEEN

M : Ethernetl/1 ( EIREISRHMIEL ) A Ethernet1/2 ( RERIHER ) . MEELEBR2R D XTI HHER
VPN EiE&,

» HEtESH , SD-WAN NEFNMEEFEHEFEAEEERRR (EEEENRE) 6
SD-WAN ST HFHEFHETUE RN ERRR.

SDWAN.1

Fiber Service VPN Tunne

M B Fiber Service VPN Tunndf
able Modem VPN Tunne

Hub

Cable Modem Fiber Service MPLS 5GLTE

Cheap Broadband HQ Backhaul Backup

$ $$$

ETEH , SDWAN.2 488 T Ethernetl/1 F Ethernet1/2 Bt , MEHER R0 X TP MHEEHN DIA Ei -

28 SD-WAN EHEB{ER | FE SD-WAN
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SDWAN.2

Fiber Service DIA

Branch Internet

Cable Modem DIA .

Cable Modem Fiber Service MPLS 5G LTE

Cheap Broadband HQ Backhaul Backup

$ $$$

STEP 1| & A Panorama {@E /" M.

STEP 2| 2EX Network ( #8%% ) > Interfaces ( /T E ) > SD-WAN , A& Template ( E74 ) RAE T

BERRIEENER,
STEP 3| BB sdwan. I EFARWA—EEF (139,999 2@ ) , Add ( #7318 ) —{EEE SD-WAN
T E,
> Auto VPN {HREE R #RSEA 901, .902 & ( LAtLYEH ) 89 SD-WAN N , FTAEFE[F
SRR,

STEP 4 | By A 3R/ Comment ( 5 ) -

o FEAEMMENER , S, MRAE "9X, @AL , AFLUER D X EIRRBR RS
g XEER usa P, ENERTRERSEEARE  EEEEEERARNEETE
BELENERE,

STEP 5| #£ Config ( 3% E ) BH L , # SD-WAN N HE IR Virtual Router ( EEEERHEES ) -

STEP 6 | #% SD-WAN /M H1E k4G Security Zone ( Z£HEH )

E#E SD-WAN NHEREFMANHKESRE—EHRENZEEEST , MBRREHEENZEHRAURA
ERERD XZHEE B itk B A AR,
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STEP 7| ¥£ Advanced ( #Fg ) EE L , BBEN—ERZBEE=ZBZARENE (HA DIA) HE—E
RZEEE VPN BENE ( EAFHE ) 38 Add Interfaces ( FEBNE ) , ELRAEFHEEN
WHKE, MREWMAZENE , cHXEEERESE (VPN BESR DIA)

BhAOREE HRRE FR 2R fE At IE B SD-WAN M EIA§ SD-WAN 57t 8 % i ) — 8 DIA SRR AR {7
B, ERMABET , RERBENIFHNERF IP Ui EH S REBEELE SD-WAN
EBER (BEHAE ) . R, HICERY SD-WAN FRIFR A SD-WAN R ERERER
MREBBMREESEEREANRE (UARBEREEBMBENIET ) .

STEP8 | #—T OK ( HE ) MEFENBRLEE,

SD-WAN Interface )]

Interface Name =dwan .1
Comment

Netflow Profile | None -

Config | Advanced

Interface Group

[ | Interfaces

D'ethemetlfl (Link Tag: Broadband, Zone: Untrust_L3)
Drethemetlﬂ (Link Tag: LTE, Zone: Untrust_L3)

STEP 9 | Commit ( 27 ) , Commit and Push ( SRR #i% ) HAEE T,
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-1 1= /\\ =

27 32 m SD-WAN T EFESREH
ﬁfﬁﬁﬁﬁﬁﬁiﬁﬂﬁmﬁlﬁﬂl Panorama , BIAEE N —BiEMEFTEZH SD-WAN N HENTES KBS I E
|1 X E o

Auto VPN 4 DIA B3 — & A sdwan.901 B9 E#E SD-WAN /11l , A VPN BERIL—EE A
sdwan.902 Y E#E SD-WAN M. Auto VPN ZEEEVHECHWERKEH , ZBAMEA sdwan.901 N EE
AHHHNEAFERKEE , 8 , L EEYMNTERKA , sdwan.901 N EHEXABRE N E.

STEP 1| & A Panorama {8 E /" Mo

(i

STEP 2 | S#EUR E1E BRI Template ( &7 )
STEP 3| J2HY Network ( #83& ) > Virtual Routers ( E# g HET ) , ARBIN—(EEEIKHES , W sd-

wan,
STEP 4 | ;ZEX Static Routes ( #RAERXH ) WARHR Name ( B ) Add ( #7318 ) —(EFRER A,
STEP 5 | ¥$ 1A Destination ( B #9it ) , B A 0.0.0.0/0,

STEP 6 | A E H Interface ( N ) , BEN—EERER I AVEE SD-WAN /M E ( 0 sdwan.1 ) BABKEIRE X
o

t\‘ CEMAEENEAILLRER T sdwan.901 5 sdwan.902 iz AR {E{a5@ % SD-WAN FTH.

STEP 7 | ¥§18 Next Hop ( T~ —1EEE2; ) , iEH None (& ) .

STEP 8| 1A Metric (351 ) , WA — KRR 50 & , & , ZTFERBEF S Auto VPN EREE
BERBUNEARBKHEZRRET

STEPY | #—T OK (H#ZE ),
STEP 10 | #HYCommit ( 323 ) i Commit and Push ( 23X M#iX ) BHVHEEE,
STEP 11 | Commit ( X ) BB E,

STEP 12 | 3Bh A f& - £6F FA BR 7 3% FH Z B Panorama™ K E & AR E & It T 16,

SD-WAN BB/ | R/ESD-WAN 31
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5 <= O 4% 00 B S

VR EmESRERE
ASHERBRANTERRNERARER. EAREAENEEE. EREIEA. R, REYHMREEE4
By —ARKCRERERE K ELEEYEE, HHNHEBELAEILERBENBEREE (BEER ) EX,
FERAREIMEBE AL —ARERENREE. ABESEEEEAME , BRZFEEMRABERARED
EEELUZRE TR,

ERABRIRCREREENERER , BUUFEHAEAELEENELRERER , 0 general-
business. voip-video. file-sharing. audio-streaming, photo-video#l remote-access &, L EBNRTE

EREANKRECLREEABEBZNEAEXNRFERAEE, ABNHTEXRE,

(i

v~ Panorama #EFEN AL EREEmERERER Panorama g7 K SD-WAN NMHERERE

N A HEYFEER Probe Frequency ( IRESER ) RE, MREBERARMN "REER, RE , AIXE

= ERTRERERT A AEFE Packet Loss ( HAE% ) B LLRE , EEHABUAZ
HEPEE TN HEREEL Panorama AL ENEKBERAET,

Bh AREAS IR, BB TEXRRERS OR kit , EXREFMNREBEM—MERE , BHABESZIHHN
RiE (R ) BE, EE, HBNHEEXYIRIEALT=ERENETMARSHRRAEHE BB AE
SRIREABIH R BB A REEZIGEE.

FRRBERT , XSS 200 EVRE —REENHE , WISE =ENEENTHERGEBBRE P
BmE, BAE FE SD-WAN NTEFEE BEEEIERNBRTERREZLTR.

ME—EERRABHBRENHTELREMBELE  BHABNASERENEE LEEAREH A ER
RERBTEHHGEL B L. ERRELNHEGBEAT L THEERBEAN =/ ETHBRERERER
ERPRENHTERREUT. fln, BEREAEZERXMN SD-WAN RERAIE—ERCRERER , £
EEHOELARMEA 1% , MAEBMREEEREEELFAEZEBE 1 (EERAZ tunnel.l ) NIEK 2 (EE
AZE tunnel2 ) IEEB LM THEM. E tunnel.l B 1% WEHSIEXE , ERHTREBEE tunnel.2,
£ tunnel.1 BIRE 0% WHEEBEX (ERREHE ) &, CUURE=2ENFEZEEZEIM tunnel.l B
BEXRERRE 1% T , A%, BABELREINER tunnel.1 FARERE,

BRBRERTHNREEEANEARES  BESH (LB, HBIAHTEX ) EREE (RF ). EBKX
mahEEmER  CeEAER—(ERE SRENZE,. fU , EFBLEEREESR , RR—EEES
100 EWHILEM 20 ERWHNHE , 5 —EERFA 300 EVHNEEN 10 EVHHE, MRIEENERE
A8 B AESEREE —EERE. IRHABNBREAS  ABABSERE_EERE. RSHEEMH
AWHRAE (FRBERATSERERTSE ) , BABSAFEHITBER , RRFFLLEE , KEFERD.

£ SD-WAN R R 5| AR EmERER , SRHB AR EFERREAFRERCENEARAHS
BB T,

STEP 1| & A Panorama {8 E /" .
STEP 2 | i2H{ Device Group ( #£ B8 ) .

STEP 3| i2HY Objects ( ¥4 ) > SD-WAN Link Management ( SD-WAN E& &2 ) > Path Quality
Profile ( BB mERERE ) -

STEP 4| EA—EZAIE 31 BAFBFHFF LM Name ( B ) Add ( #1F ) —EBRERERER.
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Path Quality Profile ®

Name | path2

Shared

Metric Threshold Sensitivity
Latency (ms) 100 medium
Jitter (ms) 100 medium
Packet Loss (%) 1 medium

D

STEP 5| ##/4 Latency ( ZE5E ) , M T Threshold ( BB ) B , ARWMATEHREZH , AFHIH
BABH AR, ZZE SD-WAN BEM S —i% , ARIRE—EREHTEPHABALENENE (&
B4 10 F/ 2,000 ; #Ez&{EA 100 ) .

STEP 6 | ¥§ 1A Latency ( ZEiB ) , F5IZEHY Sensitivity ( BIRE ) (1K, F&RE ), ARA +%,

£ B—TREMKRNE  SRESRFAFREFHES.

STEP 7 | 14 Jitter (F1E) ) , M T Threshold ( F{E ) B , ARWMAZEWE (#EEA 10 ) 1,000 ; 7
SEA 100) .

STEP 8 | 1 Jitter ( $18) ) , FEiRH Sensitivity ( BRBE ) (1K, &EHE ), BHRA T,

STEP 9 | 1A Packet Loss ( E@iE% ) , MW | Threshold ( & ) B , YW ABHRETNERL LHa
BANE DL (2EA 131000 ; EHREAE 1)

v~ WMREEE Panorama AR SD-WAN N HEREEWIRASER | AZEFHE Panorama
',Of HEHEANTIELRRE.

STEP 10 | 54 Packet Loss ( £‘@i&% ) , F5RE Sensitivity ( HRE ) (K. #&=HE ). BEERA T
%,

STEP11[#&—T OK (H#ZE ) »
STEP 12 | Commit ( 587 ) , Commit and Push ( 33t #Ei% ) AHREEE,
STEP 13 | Commit ( 12X ) BB E,

STEP 14| AE—EREFHEER/L T,

SD-WAN EES1ER | #/E SD-WAN 33
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25 B EJL =

SD-WAN HRE B ER
£ SD-WAN fiEd | A BEHE—ERARINENTRHER, BHEMRKTE/L , LBAETHRE | DUk
REEXKERAENCIRMRENRE, HEZHE ISP EREUHELERREREY R BRA, MREH Path
Monitoring and Probe Frequency ( R ESRFIIREHEE ) REATERRE L MBREETE —PRTHR.
MEEE K FTRCEEKEEZHB—MWE,

ABFILRERE , BFABSEA SD-WAN RRIFRA , RS A —ERERMRERE  EFEE T 0F
ATERBRBARGRIGEE  URNAEEARANEERERCAZFEREBEIHBENIE L TER
BRE.

ERARENZRE ( LA SD-WAN REIRA ) EEABERERMEE

Best Available Path ( RIETARER ) —MRFAEAFRREZ— , FEIMER , ZEAFEARXER
PEZANEMERE, HABREARCREEERBAREURFEBEIBREEPEBAERERN
—@ERE A tmAFRAERESEEAERXRESE.
Top-Down Priority ( B LM TEEIEF ) —NREEE-LERERRFEER , REBHEAERERFER
RERDERS , AITSAFER "BELMTEEERF, FiE , WO ELEANERNERERETERE
BEENRBUE. BARSAERAFERLIANEEERRBEETERBEBEARENEZENAERE
MiER, MERBERCRERER  FEEEEBETINAMEERZETER , HARBSNEENE_E
EEERPEN—EEL. WRF_AEFEBTNMEESITER  ZEFSREERE K B3E
BE—EAEFEETRIGENERS, WRFMERBEL S ES , BERERnERENER , AR
SFEA RETHARR, FERENEEARENERE, CREBRESHHBRE  HABSRELZERN
rBELmTEEIERF,) FENZ LERK , EREETAEBENER.
Weighted Session Distribution ( I T/ERSER B ) —MMREEEFEHHA ( [CEHARK ) REER ISP
MWAN E#  BEEERERERTIAEERERE  F2IWEE. EEAVIERE (FEREMEER
EESENNTESESELTERE ) WBEBE LK , IUFERIEEELNE A B AEERBERE
EFNEEAETEREENEZ CBBMAH TERE  BRERT ZIEB 2 L EZERXTERER
Batk. A%, BABUERARNFEARBNER, HREEETHBNERAEINEEASERER
FE (WAESZBHNAEERRE ) WEARERX | ATUREUL S £,

zﬁ MREFHBRERHER , AR EECRREENEQ I EMELS,

MRBEHBHE , BIEHE SD-WAN RRIRAHAEAEXZENRERMA L , SANEGEHELNERS
BR—-E K BREBARETEZIFNRE (JITERTHEBRE ) URIIEZRFRE , TR :

HOFE TAERE ER B

B Em T EEIERF

BREIER RETARE

BHEERERLRE

ERETEMRAERE

ERETERRRERE

ZFHENTHERRTRE

(ERER ) WRARE  JIEEEE (WRTAH) | IEERE(NRTAH) BB
LB TEREER
BEMTRRETARE IPENTERERERD | IRENTFEEREHEE  IFENITERRTRE

BR  RERENASHE | BIZHERE BREREL  TEREn BE

(R%) &

BEMTREETARE MAIERERREDNERD  ERNIERERREDE  SXENTERRTRE

B BAREREER AR E AR E , BEIRY  BE

REELRE ENREBREER

BAREER (BE) FATERERRERED MAEIFERRAEBEDR  MEIFERREREER
FEENT —REE T—IRHRERE EREBEIHMER

34 sSD-WAN BIEEiEmE
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BN

ERHEBARASK (&

) R E

B Em T EEIERF
PR B fE AT BR R

RETARBEE
RARETARE

AT AR B
SRR TAHE

A BAREEEEREEN N ERE2EHEBIITTHERERRALRA, AELEMTEBLICMANEZA
Mbps & , IIRERE —EEERBNTHEFEFNREERLER  FTERESRBRELNNTE (ER

REBMEE) .

BEER B LEmTEEIER BETHEE DnE T ERS ER B4
BHEHE SD-WAN 8 | 7£ SD-WAN ZBRHFT | R SD-WAN Z8RK | ERERE SD-WAN &
B Z EE R EEZE L FPHHATER #SERECHAIERRSE BOEEEILHEBIHE

BREA A P EREA
BEETRESD-WAN E8 | EABEBXIEFEAT | EAFE SD-WAN 28 | ERNERE SD-WAN &
B Z EE R EREBRA , TBAE— | HWRERCHAIERE | EBNEEEILHEBRIHE
{& SD-WAN BHHHrE | A PEERE A

o

TERRT—EE£R "B LM TEEIEF. FENRER M

SREREMEF, #1. #2 M #3 R ABREERS

MEGEEBNIEF K NE4E  SRLEFERRENREUTRERAER THERERRESE, HRBEN

BEERNFTHEBESEN  BHABRBHESERNE LM TEEN K LERLRK.

Internet Inteml;net
Hub sm.[:;l:,q_g Hub Hub sowan.:
VPN i VPN VPN i
SDWAN.1 SDWAN.1 SDWAN.1
Cable Fiber MPLS 5G LTE
Modem Service
Cheap Broadband #1 HQ Backhaul #9 Backup #3
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1. HiEE "BELMTEEIER, S6F , RESXNWHIERE B ENEARER ( FlI0 office365-
enterprise-access ) EiER X fE. PIABEARBARREEE BN NELE AN T —EEY , A
sdwan.1 EHE SD-WAN NHEE, Z£MRAKRAAATHT, RE i\T’alT_EEEZ%EME?‘mEE’Ji&Eﬁ
#9 — % SD-WAN R ERIIR Al ( &5 Office365 to Hub1 ) o BAAMEME A SD-WAN R AR Bl B2 18 & Enxxe
ﬁ\ RERMREEANZREENEEEBREEEMFARE sdwan.1 B BRE ST HEKE ( B ) o ME
BARERBEUTIEFRIIET =EEZER  #1 FEEME. #2 HQ BREM #3 Wfﬁ (B RIBEEERTHE
TAGRRBENEZRERBLEREBIEFREEL ) .

2. BERFIEREHEEHRE (RERRRERER ) , HABSHIBM ISR ERERMRERBEPE—
BEELEEBNERER FEEMH, sdwan.l ﬁiﬁﬁ@ﬁiéﬁﬁ (MBS ) : BREIRE VPN BE
AR VPN BE, HARBERBEREESARE—BEER  RABRBETHRINE —BEKER ,
flan |, BREIRMER,

3. MRE—E "FEEEME, Ef (BEEEE ) TREENER , B ABSENE_—_@ "FEREE,) &
(R ) .

4. MRE_REEEFER (KERE ) TREENER  BWABSENEREE—EEEER "HQME
Bl NER , ER—EENMEETEEERER MPLS JE%*

5. MR MPLS ERETREKNER , BMARBRSRIECEE=ZAEZER "HH, NER , ER—BERD

AR SR ABME B M5B A 5G LTE A

MEXBREERETETREBRENSRKES , EFER "SETHL FEARKER—EER,

7. E%ﬁ@;ﬁﬁ%ﬁ?#ﬁﬁtﬁﬁ% , FABEREEERN rﬁJ:ﬁ'ﬁ‘FJ BENR LEMAR , ERBETERER
EiE

sEic{E , SD-WAN REBMRHNEREBRENRELEBs— ERMAB I UAREHEIRAINEKEBERE.

o

oo DIA Virtual Interface
oo Ethernet Interfaces
L

Branch Office

QQQ U e ST T AT
-rl'ﬂ"
s

—-,

Egress interface is identified
from Layer 3 route table
lookup

Packet Flow Overview VPN Virtual Interface

1. Session lookup IPSec Interfaces ]

2. Session setup
Forwarding lookup -
NAT policy lookup
Security policy lookup

3. Content Inspection
4. W SD-WAN logic applied
5. Transmit Packet

B HS RS FMEER TR

1. E—EEAERN —EIT/EREBERIPIAMRBE | AR T IERERERUBERTIERBRREREIE
B ERIE 23T TR R,

2. MIIERERESRKIBITERERERE :

1. BEER—HABRE=-EROAX[F _EEXENEESRSERBLES, BENENERRR.
HRITE SD-WAN RAIRAINERER |, B AREERER SD-WAN N EERBHAE.
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5.

2. NAT RRIERE—MRB THERERTE —K NATRA| , FAREETS —BAEEEHARBEERK (EF
) WA ENES,

3. ZeMRAEHA—MRE—RREHRAFBAHFZITIERE , ISBEIZTERBRISHZEETE
BEERER P, AT BHAMEEEA App-ID™ M User-ID™ #ITEIN 2 8o

AERE—HRERFRZEFREANERLAT "RERE, (AR IPS HRERRB(HHRE].

BhE. URL &5, WildFire &),

EX/@l ) REESRTREREYEXAHT, FHERTP , 21T SD-WAN BRIRIE,

1. HEEERF—BhABERRE SN Em&mﬁﬁ?ﬁﬂz BITIRH, YRRERNZEE,

2. EEARNCE —#K SD-WAN FRAIR AR | €17 SD-WAN BEEE  REREREEREREE
¥ REBMHRR Eﬁﬁﬁm%@ﬁ#ﬂﬁﬁ&%&&&&%ﬁFi%rﬁﬂ%@mmﬁro

3. WEEE , €#17 IPSec/SSL-VPN B&E &,

4. HOWERER - EH QoS K. DSCPEEM IP 7Hl (REE )

EaiHa—pARERFIENAE N EEEHST,

R, RABAREFMBLESE SD-WAN BEEZFEE,

Branch Office /

Secure SD-WAN'’s Path Selection Logic

Public Internet
| EE \ DIA Virtual Interface_/’—>
Ethernet Interfaces ---

Internet/SaasS

—_—
Application Private Network [Toool....
Thresholds i - > ‘o|ooo| o
: - ‘0|ooo|o:
VPN Virtual Interface il o |

IPSec Interfaces

Headquarters
Path’s latencyl/jitter/packet loss

SD-WAN Traffic Steering
« Session Load Distribution
« Path Quality Profile
 Traffic Distribution Profile

Top Down Priority

l ISP 1 - Broadband =
ISP 2 - ADSL

ISP 3 - MPLS

PBFAREESrERMEEARAR ; ERCE—EE=FERN B8 IP it , B X EHER S SD-
WAN BN, HaBEiELRenes  5n— 1I;téE’J VPN AR EE 8.

Bh X EEIBTE VPN BiE L STREEAMEREZEHEE, 6 DA RENE —EERRRIENENR
# VPN BiE,

. SD-WAN RAIR AP EARNE - EREREREERB , FHAEKEENERIEE, HBNHE

R EEREET R
BAEERUEE, ABRHTERESRRENEMHEE,

. A&, SD-WAN NEFHAE SRR EHERRERMRERN T ENREEBRIET (HF ) &

8, SD-WAN EEERS4 ISP R 27— , EEEBERERMREETNIERFEAKKREZER
ERENEEIERF,

B BEREREENRESNEEERAREESANT —FRRERR , REPHABSHREEES
&%ﬁéo

=
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2V RE B ERE

EREH SD-WAN HHEFH 8, RIBEFE SD-WAN RAURAIFHEARNET TERRBRANBTEBEN
BHRIRIFFEM SD-WAN 7B R HE R,

STEP 1| & A Panorama 8 E /' H.

STEP 2 | BERIZETE SD-WAN N HEFEEFPREERLEER , BRI HIEZTCH,. VA EFEBHIE
BB P EM DX , LUE Panorama™ “bﬁklbﬂé.’r‘“ﬁﬁtl;uusﬁkﬁ’ﬁ'“*ﬁqﬂi EREEEEBEEH
Z| SD-WAN N HEERERE,

iy

STEP 3| i#H{ Device Group ( #£ B8 ) -

STEP4 | B REBMEBERE.
1. i#H Objects ( ¥4 ) > SD-WAN Link Management ( SD-WAN E#£ & ) > Traffic Distribution
Profile ( REHMHEREE ) o
2. FA—E&AKEE 31 EXFEEETH Name ( B ) Add ( Fi8 ) —BEFREBMRER,

Traffic Distribution Profile ®

MName |=ast expensive link first

Traffic Distribution
() Best Available Path

(w) Top Down Priority

() Weighted Sessicn Distribution

[F] Broadband
[ LT

elete 3 Move Up €2 Move Down

C =

{"'Zﬁ".? BREMBRERM (BRPEND X ) PEALRERMAEREERTIEN Shared ( #£A ) .
BR-EREHMAAR  XARREENERSHECLALSANEBER,

Best Available Path ( J{ETAKEE ) —Add ( #7138 ) —E=HZ1E Link Tags ( EREE ) . EOH
HOXBE™E , £ App-ID BHEGHPHNEARIETIEZH , WARSERAERTEERERE
EREENER (ERNEZBNIEF ) . TEFJB')\;I“%BJFEFH&'%Z& CEREEFERANBEENER
B (BERE ) BEE—EEAESPE AT (HE ) NWRE SR AT B, R R B A
BREBREN , cHREAFMBRR ; B8, HARBKERFEHREE, BHARSEERESF , B
SRR ER NS, R R R ATE R A R R LR BB S,

» EEERSTSRALAREBEIT —REEEER , ARSI ETKRS
LL 1000 f& TEREFER T SR EERBBEE T — MRS ERE. Hla , F&RER tunnel.901 &
3,000 fE THF&EY ; Erp 2,000 {8 THAMFERAF& SD-WAN RAIFAI A, 1,000 T
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{EREEXF& SD-WAN RAIRAI B ( MR A EARE T Best Path Avallable (RE

TARE ) HREBMER ) ., 2R tunnel. 901 BEFEK , CERRE=SENRE

RI# 3,000 AT R AME ERBEE T —RREBE,
Top Down Priority ( B L B %IERF ) —Add ( 718 ) — = 2@ Link Tags ( EEE® ), B
KR E LM THIEFEREH BN Link Tags (B2FEEER ) #8 ( FEHLYIRAN ) 35T TEREE
HEERE, PAREREAUBREERENE —EAER , YNECAZXEBNER , ERTERE
ME—EEEER (AARBERILRANECRERE ) . MREXEFEBIERISHEE
B BABESREFEHAT —EEEERNEKRE, NEBABERERFMEEEERPNMEREE
ERARITEHBE | B XS A Best Available Path ( RETAKE ) Hik. BEME —HFEK
RRFREER , EIZERN —ERCREEBRHRE , KR ABSENRESEREFENES
FHRER NN REFRER,
Weighted Session Distribution ( iN# TR &M ) —Add ( #7138 ) — @=L Z @ Link Tags ( E#E
BH ) , REWASE Link Tag (EHEER ) B Weight (BE ) B2t , BEREA 100%. B
ABEEEEEBREATIERERBEARMN , BEEEFESLEERE. WREZEBTEZFERE,
Fﬁkﬂ“ﬁ%ﬁﬁﬂﬁf_mEL T8 B 22 BB S R S R s , REE THERBRBHEIRES
PREIGEMK S,

» WRZEBBNEEGHEER , BHABSETHE PO BB TERR. o

L REREHTHESRERL (BERE ) ME , BARIENERARERERLMK

BERWNEE, MRERETAN SD-WAN EiE ( TAEBREE ) , BABSERAFER
BYRERKR FH RBE R AR ATV B o

» WRBEHBIESR SD-WAN 1| , BR Fﬁkﬁ“’fﬂ% SD-WAN JR Rl 8937 & B i 3% E
L BEEZRTHERERRIRFEER , Eﬁ)\ﬁﬂﬂf}[‘%aﬁﬂ% TRAETARE, BERERRT
B, PBARREBHABHNEERKRARRBHEITS SD WAN J5 Rl #3 R B9 (£ 1] FE R
Eiﬁé#[‘%ﬁﬁ , R RERREBMERERE , UEREES S TERREMIEHRET
RER.

O MRS HIRG AR T BN THERBRN AR FEYSKSEEERE , B8
g EEMIER BT RN TAFEER BSEER.

5. ( ) EFIEEFREE , £/A Move Up (@ L ) =k Move Down ( A TBE) ) SiREEFE
PEBWIERF , UE 1 R B 7S S A 5 U SR TR RS R SD-WAN 5 8145 Bl iy P FE FR 2 X 52
ERENIERF.

6. EB—T OK (HEE ),

STEP 5 | Commit ( %33\!1 ) , Commit and Push ( %ﬂbﬂiﬁ*&ﬁ ) %ﬂ%g%o

STEP 6 | Commit ( 12X ) RIVEE,
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RFFEERRHERFERERRBEE MPLS

> -+

B
£ —1E SD-WAN 92 FH | BAABHITOEEE , LEEERA P U/ FE FE AR X E0ER A 18 b HE B4
B EEABRAERFI (DIA) NE , MTEEBRATPIENES IP Vit ERAEXEEEA VPN N H, £ PAN-
0S9.12 % , HABELEREES DA EAEXAEBEIEQHEN MPLS ERER , UMEERERE
BERNRERAEBPENERREZEMABMER. BTELEN , BLFHTUTRE

STEP 1| FE &M 9 XM A2 B2 Y — @ MPLS B, BEET SD-WAN NMEFZXEER |, FIEM2 XK

EiEEAXEGA MPLS,

STEP 21 ( ) MR B ATEBIB VPN BB , 557 SD-WAN ST
EEPMA VPN BERBEEX R, MREEH VPN ERBEXE , RABERSHE VPN BEZ
Ao

STEP 3| #unique_16FAIRBEEARER, EURCREXZEEUREUREDMREEEEB LM TE
KIEFFEE. REBHREREXARE—E MPLS EFEARERBRERE (A —EAE8E
# ). HERSD-WAN REIFAIFHEAENSIA T ERNRRRENREBMERERE , ARE
B ERIEETBELM TITHNELIER.
EFEMD X EEEAT VPN EREEXEH A MPLS B EFFIETE , WARSESESEEMFER
MPLS E#R¥ DIA REETAEBHE,

STEP 4| ERPHEMAREF , AT EESEEMMMARNIKE , BIEMRERE TR AEPERE 7 2ES
PRAEER o

B5 K& DIA N EM VPN E&N ERERARBEABAERVMARBER —BEPDH ; b5t
BR , WRERBANMABATEEBRRE—E VPN BE. FAEENEHETEESRATEIREN
ED
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B Bl By T/ERS EX

Bh X & B B AS EE SD-WAN EH T EH TENEE SD-WAN RERAETE ; GESGZeMRAIRA
—&  BABSERE LI THIRFRE SD-WAN RAF A,

MRFECER SD-WAN A | BIFF K BEEZ SD-WAN R Al Bl 1T R EE B MR E 8.
R EEE PR SD-WAN FRBIRBIH R TE  T/ERBRSTESERFKESH SD-WAN RAIR
8] BNEAKRHBER , HABRERESNE—E SD-WAN A\ #Y A A B & R B I B A TR ER .

A, R EARNSEEARERM SD-WAN RERA | BIXBASESERN SD-WAN WA BMTE (0
SD-WAN AR P B &MNEE ) PR ERAREH K,
BEfEEESFEAIFA :
BRERF A BB =1% SD-WAN REHRAl . —RRAEEREZSEARS , —FRAUBENERTSERE
ARRX , —FBARIBETE SaasS EARER.
—E TR  BRESAEAREN T/ERE , 2ETHAME , BFTEEM SD-WAN RERE, BA
ZTEREBRECETMARA , BABSEREREREERRERMIEEREAD I THERE.
Rt , FAEEEZRARAENCEZBESRA |, SSEE A T/ERRBMHEIR A EFTA T AK SD-
WAN BEFEZEBERHBBNER K ELEREERMERRER , B MPLS E&M LTE B, TIERE1
MAEENEN—ERE , TR 2ATEENENS —EXKE , THERE 3 811 MPLS , T/ERER
4BIELTE, TERE S HIEEENENE—BRE , TERBR EERNEANE_BRE , BEWL
fEIREL B B,
B RETR B EERICE M TEMRERFERB RN SD-WAN R8| | RASRE R4 TEREREH, Fit
RPEBREER — AL IR SD-WAN R B3R B i H A SD-WAN RARABEEN K%, £IPHE SD-
WAN [ A5 8 7T 348 -

PR IR B A TR R R 6E A TR A
7 SD-WAN AR S MBS PREH B LNMAEERARN (@B TEENEARENX TR
B)o

STEP 1| & A Panorama 8 E /" M.

STEP2 | EVHREMERERE  RERTSEANBSIEE, HBNHTEXRE. Hla, 2,000 EW
HEE, 1,000 ZERHEIM 99% WH BB X,

STEP3 | BV AERMEERE  RBEFEFNCEN T/ERRFERAEEL EEEREBANESNIERT |
EESEBEFHAR SD-WAN EFEER,

» MREBVATFEFTCENEBARNEARERE (ERMH )  ARREBMRERET
MNEFEREFETRRESHEENER, fl , MREFFLEELERZENTTEE
REXERAREN LTE EF A BFRARBMREE PN ESERBEDMER LTE BEN
BEERR.

STEP4 | Add ( 718 ) —E£ZPHEEN SD-WAN FEIE Bl | SR 1E Application/Service ( ERARER /MR
%) BEB L EELEILN Path Quality Profile ( BB RERERE ) -

STEP 5| #t ¥} Applications ( B2 ) # Service ( IR% ) EEE Any (£ )

STEP 6 | #£ Path Selection ( B$fRiE1ZE ) EE L |, BEUEE MUK Traffic Distribution Profile ( 285X
ER ).

STEP 7| ##32 Bl Move ( %% ) | SD-WAN RAIFRAIBENRRVLE.
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STEP 8| Commit ( 527 ) , Commit and Push ( 2RI #iX ) fAREEE,

STEP 9 | Commit ( 12X ) RIVEE,
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718 SD-WAN Z£& &l Panorama

¥ E @ SD-WAN HAE=R 2 b5 A | SER CSV #tEBEAZ {8 SD-WAN RN 2 X B A i,

¥48 —1{8 SD-WAN & E
HEEAZES SD-WAN £E

118 —{@ SD-WAN £ &
#7118 — 1@ SD-WAN H1ESH 0 By A& | LAMER Panorama™ BERIRSETERE, EHELER K KEE
EERENER (2XERTIE)  EEASELEREMLEBUERERER, EMEEEN , STEIEY
SD-WAN (HEEL R EHEE LIPS EMN IP {zik , B SD-WAN FEEHNSINRFHNER, STEROE
RESEER,
MEIRH Palo Alto Networks” 5 XA BAESE , £ESTHYES SD-WAN hEANBELESEEHE,

Q MREBEEME D X K& R E PR KA BT EB/RE HA | BILL B RERE LN
fE#Ti8 A SD-WAN 8, #ugfE s 7 SD-WAN BE HA RE B HE BN A HA BE,

N WMREFER BGP il , BLAFIE —EREMRAFE , LA BGP #AIEFEHIERE
L 1w, URftHPEEFHFAIES, MREBVEFEA 4-byte ASN | B4 % A EERH HEFEUA
4-byte ASN,

STEP 1| & A Panorama B E /M.,
STEP 2 | ZEX Panorama > SD-WAN > & WAdd ( #7138 ) —{@E%## SD-WAN Bh A i

STEP 3| IERIZ BB ABMEBUINIE R SD-WAN £E, ENALK SD-WAN A EHIERZEE
HEE , FAEERES SD-WAN £iE,

STEP 4| #EY SD-WAN £ EMEE,
PRE—EFHAE  BBEEERLETH—EAFRMUE , £H VPN BREE D XEBEERIIZXM
B, BOXZENRELEBTE , ARBERAEREI X , BEIERIVAPERUENETE
R PEEXEEERE  BTRAKRR , XERFERLETRVENEGE,
PX—NEEERIMUENHAE , 8 VPN EREREER K YRESIBRNZE2M, 2%
KERERE , TRAURA  SEES IVENERBRLR,

STEP 5 | ;#ERAATE SD-WAN HFiEM 5 X EE TR ENERKEHES AR, BRERT , €81 —1F
sdwan-default E#EHES , WA Panorama A B Bh#E A B HESAERE,

STEP 6| B A SD-WAN B & 1 |, LEBRIKEREMVER B &R,

» SD-WAN Bt BB EMEABNNEFTBEFTIANERET. HEEBPTIZEFEH
L =i, MREHR , @EFRMALAEE (Panorama > SD-WAN > B2 ) &R LR R,

STEP 7| ( ) MRBEER
BT NAT WEBEREFIE —EFE , BISEIEERZ LR NAT #STEE LHANTEBN IP
#t 5% FQDN , BA{E Auto VPN (EEET] LUtk e AR BB i B ik, 2/ R IKE H
IPSec RENBREMBIAR IP (uit, ( BMACKSE SD-WAN FRE—EEEZ AFERNEH. )
1. 7£ Upstream NAT ( L35 NAT ) &5|Z28, L , BUA Upstream NAT ( L35 NAT ) .
2. ¥ —{8 SD-WAN /T ; ER—EZE2&%H SD-WAN REMN T H,
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3.

4.

STEP 8| (

1.

2.
3.
4.

STEP9| (

IZEL IP Address ( IP {31k ) 3 FQDN , A&7 Bl AR FHERESZH IPv4 Uik (20 192.168.3.4)
3 LS ER FQDN,
B—T OK(®E ),

N BELAWMAT—H— NAT RAMNBA BN NAT | BREREE IKE 5 IPSec iE
[! RERERREE,

N MR EHREBH IPUUEE  EURBEEWREN IP i, WASHH#ERT VPN BERK
L 8, BUXAESEZMPELFER CLI 5% clear ipsec, clear ike-sa fl clear
session all, S&EMEEA IP (UitERE NAT [REIMNEHKHEE L#IT clear
session all Wi$,

) BB RA B E DY SD-WAN EANFEEEREE.

 EZEREEEEES SD-WAN BiFi , X EBREN L= ERAIKRA | WA SD-
WAN [& 12 %718 B IE#ERY Source ( 2R ) # Destination ( B #itb ) EiE,

i#H{Zone Internet ( BEEMEMA ) , WAdd ( #7 ) @ H SD-WAN FEIRERERNEERE
5o

i#HlZone to Hub ( EiFZE|H4E ) , Add ( #7318 ) A8 SD-WAN REEHENREEH.
i#ZHZone to Branch ( EFE|493 ) , dAdd ( #7118 ) #&#&H SD-WAN REF 2 XWREESE,
iEHZone Internal ( EFAEE ) , WAdd ( #i8 ) L SD-WAN REFABEFHWREESE,

) FREig R REEBAWGE (BGP) BEH.

B VPN BERE 2 E B BEE BGP #H , FETHAA BGP EFl. MREBEESEMHANBELFH
AXE BGP B&H , REAEHEY Panorama EAIRERE BGP B NERESEFIE  FE THN BGP &

wn e

&7 oo
HXZo

iZHY BGP R5|ZH I A BGP LAE A SD-WAN HREFRE BGP B H,

B BGP BH25 ID , EFAIENKHNEDP L ERHE—N,

5 BGP Y% F — @4 IPv4 B3Ik, Auto VPN (BEESFRISEM IPv4 it B EhEE 37 —{E =%
NHE. MBEBIEE—ERAEEEMIU , BRXELKH, HHEEERE—FETREEMUL IPv4
Hk,

A AS R, BARGEETEEEENDARERNEHAERERA, AS RBXEYHSESDEND XX
EMIE—KN,

BMAEEFHHROENEERA. E—EPEEEL K SXEARAZT > —EEEHHRHNINEN, s XEB

REMWIRE ; BRERATSEFBRMERE 9 ZNEN FHRK.

STEP10[#&—T OK (#E )

STEP 11 (

) iZEN B K 2B A9 Group HA Peers ( B#4H HA ¥%5 ) LUFE

REFHES HABEN D X (HHHE ) .

Name Type Virtual Router Name Site HA Status
AN-Branch3 branch SDWAN-vrtr_VMS0 Branch3

SDWAN-Hub1-VM500 hub SDWAN-VE_Hub Hub1

S0 _Branchl_VM... branch SDWAN-VR_Branch Branchl

— branch SDWAN-vrir_VM50 HA-Branch2 { _ ) Active

SDWAN_Branch2_HA1

. branch SDWAN-vrir_VMS0 HA-Branch2 Passive
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STEP 12| (

) i Panorama

By —EZEMREARAEHERIPF AR |, ZRBAFF BGP E9 X MFEZ BT,
1. BEEE KA BGP Policy ( BGP A ) , AKIRIE Add ( #18 ) .
2. B Pancrama EBEVMZ M FRERRIWMA —ERABZRE.
3. EENEBRHELUEE Panorama #mH AR M R AR AN EERFE,
4. B—T OK(RE),

Add BGP Policy o=

Automatically create BGP Security Policy for Hub/ Spoke

Policy Name

Select Device Groups

Select Al Deselect Al Expand All  Collapse All
] ]

STEP 13 | 2EX Push to Devices ( #AZ|HE ) LA EWIHRRS EHIX B ZEENBH A,

HEEAZ S SD-WAN £E

FiEZ A SD-WAN EEDURERER 9 I FMPEHFAE  MARESXFENME—FEEE, EMEEER , &
TEETCHENER (2TXERHTE)  EEASEXERUEPUBBUFERREI., ECLE |, 512
B SD-WAN #HRELATRRIGHER S EB A ER IP {73t , B SD-WAN e85 3RIFNIEMR, ETERR

DHEREEEER
MR BRAERE D By Kt s R 8 P AR RS K s E AT E B/ B HA |, RIFEE CSV ERAp

=
P

HSIE LB A BT B SD-WAN {8, #uigtesR /5 SD-WAN BE HA R B B HEB#H 8 B
HA %,

MREMEH BGP i, BAEHIE—ELLMRARA , LA BGP #RABEHEIPERE
5, AREFREESEAIPES. MRELEMFH 4-byte B (ASN) , BXELEAER
R A SR 4-byte ASN,

R IEH Palo Alto Networks B ABEEREREE , BESTMEES SD-WAN AEANELAERES,
STEP 1| & A Panorama 8 E " M.

STEP 2 | j2HY Panorama > SD-WAN > Devices ( # & ) > Device CSV ( Z£& CSV ) , I Export ( [E
H ) — 1Bz SD-WAN & CSV, CSV AHE—REASEI ZMHELEE K MAR2FEHFHIE
BEXE.,
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m paloalto —— DEVICE GROUPS ——————— TEMPLATES ———

Dashboard ACC Monitor Policies Objects Network Device Panorama & itv & (@ Configv Q Search

STEP 3| A D XM EEFET SD-WAN £E&E CSV X @ CSV. BRIEZERHE , BRIFAE LERWM
WBAER, SLARBETEND XBANTER :

device-serial ( HEFR ) —7 X P HEBH XABH 5.
type (BHE ) EERERIXERPE.
site ( #8%4 ) —# A SD-WAN £ERELER AR EENHEVER B K.

» SD-WAN R Z R EMEABN N EFBHEFFRANESKRET. BHBBHIIXE
L ERAZE , RER , SERZMILAEE ( Panorama > SD-WAN > Bfi% ) FRE
( ) EHNIRE BT EREYE SD-WAN FANELERES,

B REEFSEEST SD-WAN BiFi , BXEBREN L= ERAIRAl | A SD-
L WAN [& 3557 8 2| IERERY Source ( 3R ) M Destination ( B &Yt ) B,

zone-internet ( [E1E-MAKMAE ) —# A SD-WAN FRES@H HIBILERNEEERENEE,
zone-to-branch ( BiFE|9 X% ) —# A SD-WAN RESREI P XMNBEEEHENEE.
+  zone-to-hub ( BEE|H#E ) —# A SD-WAN REKB I ENBEEESNEE,
+ zone-internal ( [EE-A%B ) —# A SD-WAN FEEEIALEHNREEHENERE,
( ) loopback-address ( [Eli%{zst ) —EE F % Border Gateway Protocol ( 38 R FE@E AW E -
BGP ) &M REMIX IPv4 {1k,
( ) prefix-redistribute ( BIEFAEF M ) — WA D XBHPEE TLAEEN IPGTE.
WEFRBSEER , FEA—EZK. — @ &HFRN—EZRRIE , 0 192.2.10.0/24 &
192.168.40.0/24, FERERT , P XA BERAIE R EERNBEBRBERTTERABANEPIE,

(ﬁ Palo Alto Networks ~& E#H & fift ISP REIMM 52 AIFAREKH.

( ) as-number ( BJAENE ) — @ ADER D X L EBRKEHSFTIBHER AS BASN, SD-
WAN A EXEZETERBER K, ASN X EHSETEN S ZH 22—, 4-byte ASN EIE A
4,200,000,000 F| 4,294,967,294 5 64512.64512 F| 65535.65534, 2-byte ASN &EE XA 64512 F|
65534,

A 4-byte /A ASN,
A
( ) router-id ( B85 ID ) —3E7E BGP §H5 ID , EXBEFANEREHIZPEH—H,

B A BE AR ARR ID,
P\
vr-name ( EREAREHE ) @A ARE SD-WAN FiEH 5 X > BETHRANEREHENERE,
BN |, Panorama &M — 8 sdwan-default ERRHT , B A BHRRHRELE,
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ra

A B c ] E F G H I J K

device-serial type site zone-internet  zone-branch zone-hub zone-internal loopback-address prefixes redist  as-number router-id
12001000019 branch Site_Branch1 222232 65420 5555/32
12801072643 branch Site_Branch2 3333 65413 6665
15710000007 hub Site_Hub 1.1.1.1/32 10.0.0.0/8 65432 1.1.1.1

STEP 4| # SD-WAN & CSV [E A | Panorama.
SR Panorama LR BHEFR AR HEA K,

1. 7£ Panorama L , i#EX Panorama > SD-WAN > Devices ( €& ) > Device CSV ( &€& CSV ) , ¥
Import ( EA ) &7E £ —FHiREM CSV,

2. Browse ( 2% ) 3t3#H SD-WAN #£& CSV,

3. B—T OK ( #E ) EA SD-WAN £ &,

STEP 5 | FEER 42 SD-WAN # B SRR Th 18,

m paloalto —— DEVICE GROUPS ————— TEMPLATES ———
NETWORKS

Dashboard ACC Monitor Policies Objects Network Device Panorama & Commitv ¢§ [ Configv Q Search

Panorama S @tep

£ SSU/TLS Service Profile. = 3 items %]
[ scep
[ Log Ingestion Profile
(= Log Settings ] Name ™
v [ server profiles
(3 sNMP Trap [E 015701000007 hub sdwan-default Site_Hub
[§) syslog [F 012801072643 branch sdwan-default Site_Branch2

(3 Email [EJ 012001000019 branch sdwan-default Site_Branch1 connected
Ry nTTe

Type Vel ez Site Zone Internet Zone Hub Zone Branch Zone Internal Router Id Loopback Address  AS Number (REtHIEN T
Name Profile Name

connected

(@ Loar
(@ Kerberos
(@4 SAML Identity Provider
(3 Scheduled Config Export
o Software
@1 Dynamic Updates
2 Plugins
v @ sD-wAN
Devices
5 VPN Clusters
& Monitoring
1=/Reports

STEP 6 | Commit ( 123 ) #HREEE,

STEP 7| j2EX Push to Devices ( #XF|5RE ) LS EAVAE RS & X 3 2 EEAVBH N
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£ SD-WAN 5% HA £ &

& LUE SD-WAN IRIFEHERERR T8 /H 8 HA BN MED X MEHE. FEEHFERT , Panorama™
FEREREEEEITHHENRBHE  MAZENBTMEL AR AERLEN , BFEHEAR SD-
WAN #7i8 & B AT E X B/ B HA , LAME Panorama BEAERIZIELRER HA BE X AEAEHEEMNE

ot
o

( HEBIBZAEENTER , MEETEEN HA HEHIEE SD-WAN KERRT.

\ ! 4
|||<>—
4

STEP 1| 7£ HA & E A SD-WAN & , X8 SD-WAN HIm BB K8 B85 £ 552 E /408 HA.
STEP 2| #§ HA & #8 A SD-WAN £E , BFREHTHRER - FREARA.

STEP 3| #£ Panorama L , i#E{ Panorama > Managed Devices ( FEEMEE ) > Summary ( &
),

STEP 4 | FE#EJKSP , iZH Group HA Peers ( B/ HA 1% % ) . FESR1E "HREEL B R T , HARERE
EMMERBANE , —EXE , —{E#E, Panorama AT LRI HA #REE | I E &R A RS AEE SD-
WAN fHREHE X BB HA 1%,

STEP 5| Commit ( 527 ) LAK Commit and Push ( 2 AJ 0 #E3% )

48 SD-WAN BEEIERE | BRE SD-WAN
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2y, VPN £

FEIRHY SD-WAN #EREH | MU ERE—ERNZE VPN 5 |, SIREBED XEBEFEETEA , LEZX
DXNPEEBEEEILELER. VPN BRERRENEESE , Bt , FWVIRBETEBDER , F5
B BUERDREENEE,

PAN-OS® 9.1.0 £ X Eh 8- 25 SD-WAN VPN R fE P iB- L SR | S ERNETHABHE DI AE
FREZESIXEBECENEE, PE-2EZE—@ VPN BB, FltEED  2X BN HRESEEBH

oo

(i

£ SERBHR SD-WAN VPN 37 PAN-OS 9.1.0 AR Z %1,

EEIRE A EEERMARKEER (DIA) EfE# SD-WAN FIBR 2 X By A BT 55 EEH SD-WAN J1THE B,
SHBEY—EEA autogen_hubs_cluster B VPN #E5 , B SD-WAN By A iEE B B #1823 VPN
BE, EAF Panorama™ B[ MRET B2 SD-WAN ERAREXMIELMEE 32 SD-WAN Bh AR ERNE
EXWFEGE MR 2 ANER. A, ZHEREENES DIA ERZHEM SD-WAN By A iEEiE B Bh#T8
Bl autogen hubs cluster VPN B&E , HH IS EHE DIA ERENAMEHREN 2 X , LAAFF Panorama
EREARIIERMEE. autogen hubs cluster ERAREZEAENNEZERER , T8EEE
DIAERHWHEM D X2 B2 VPN BE, MREFEEH VPN BEERTENS X , BXEEY —@H
VPN & , YEAMENHEN S XM EIZEE.

#&% VPN BEPNFIAEREM D X8 —EiR A FEH IKE BEHL RSN | URE VPN BE , BSEN

AEHE—EETELE  ARNNZZAELLASE, AfeRERLL AL  AFEEEEHLTTES, ©®
PAN-OS 9.1.2 Bith , IO AEHRIE IKEFBLEHL AL , Panorama SHSZERERXRIBENFMEKE,

EEERETREENEERELAER,
g

STEP 1| JREIZI 5 XM HE VPN FhE LIFEE L o X ERME P B E T B . WMEFMENR |, BF2EA
E|12 1) SD-WAN 4HEE,

STEP 2| & A Panorama {8 E " M.
STEP 3|

) % Auto VPN
E3IH IPSec VPN BEIETE IP A ut €5,

(
4%
S Auto VPN AR — AR BRI S 4 % 2 MR — {8 VPN M58 | I EE RS 1P
& b, 8BRS Auto VPN FIfE VPN BB TR EE. 2T L8 MBS 20 [F 20 IP
S ESEE ERE, Auto VPN LEEHIEE VPN BEA | & &8 ABEER
( BEBRT - ERAGEER )., CXASEERES D) BRE, NEAESEEH
EEPIEN D AR ENTISE B TR A,

IERE , Bl AR EiE, £/ Commit (387 ) #& , FiE &8 #RAS i BHEAR I (£ A RTIBE |,

Q BB D SD-WAN ABBRIRAAE IS ERESENBELS HALR, MEFR
YN BERERENRERTIL T,

1. ;#H Panorama > SD-WAN > VPN Clusters ( VPN #£ ) ,
2. EEBKE , 3#H VPN Address Pool ( VPN it [E )

@rdd @0 EiPOF/CSV (B VPN Address Pool

3. Add ( %8 ) —fEHZ1E (&% 20 {8 ) Member ( K& ) IP it MK EZEHE , Hl0
192.168.0.0/16,

SD-WAN BB/ | RE SD-WAN 49
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4, #—T OK (BE ).

e ]
STEP 4| F&E VPN &5, REBFEEHENIRUET VPN B,

1. JZHY Panorama > SD-WAN > VPN Clusters ( VPN #% ) , A% Add ( #738 ) — {8 VPN #5£,
2. WA VON EEHHRMEETE,

» VPN BEZBARIEFRARENZRE , MREH , SEREENEHER (Panorama >
SD-WAN > Monitoring ( B2 ) ) EREERE R, BEEIEE VPN BENZBIUER
REEFSE, SD-WAN EZENERENRELBEL | EXEFRS I —EHN
BEEBhE  HEER VPN EEELHRERSERMBEEENEEHRBE,

3. EEL VPN 5 Type (E ),

£ PAN-OS 9.1.0 {3 & Hub-Spoke ( FiE-% 2 ) VPN B&EHA,

4. Add (118 ) B ZELHREZTEEHEAN I ZIHE,
( ) iZEY Group HA Peers ( B8 HA i% % ) SUSHSE
— R
ENENEEEEN I ZEE,
B—TOK(®E),
5 Add (#i8 ) —ERZELHREFTEES» IRBEFANPEEE, MEFETSEPEEE K EL4E
FRARREEREFMEREIELEHELHWBES,

» MPLS MEE2EFEHFAS TR ELFHEERERENEE , fln MPLS F MPLS M
EXNEE. BTEE MPLS ERFNZC KERER < HEYEE,

( ) iHY Group HA Peers ( E##H HA in 2 ) LU HE
—EE T

ENEHIEEEENDIE,

B—T OK(®E ),
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Select Hubs ®

o I © ©

(& —SDWAN_HUB3_VM300_HA1 () Active
LSDWAN_HUB3_VM300_HAZ () Passive

[0 sowan-Hub1-vMs0D
[ sowaN_HUB2_vM500

I, Group HA Pesrs

6. ( )& "%, =5 "THE, EiFiEE Group HA Peers ( B
B HA %S ) LU HA &5 — BB R,

VPN Clusters ®

MName WPN-1

Type (@) Hub-5poke

Branches Gateways
N [
[ r—SDWAN_BranChZ_Hﬁ\l [ sDwaAN-Hub1-vMSD0

L_SDWAN_Branch2_VM50_HAZ
[] SDWAN_Branch7_vM100

OAd B ™ Group HA Peers BAd B M Group HA Peers

7. B—T OK (HE ) RFENEEEE,

STEP 5| ( ) R FARAY
2 X BB MAEAREF,

) PAN-OS9.1.0 f , pXiEE& B BEM &M ( 34 ) It XEPBHAAEELRE
L EHREEE. & PAN-OS 9.1.2 Rith , BE I AEHBM D X B PR EMEINGE
#o Prefix(es) to Redistribute ( EEMMMWBIER ) MU IZZ —ENEFFE , MA2
EEpE,

1. i#HY Panorama > SD-WAN > Devices ( #£& ) , REZIBIW— @D P AE,
2. iEHI BGP , Atk Add ( ¥1i8 ) — A= ZEEERBEEZH IP it F|Prefix(es) to Redistribute ( E&
MmN EIER ) .
3. B—TOK(®E),
STEP 6 | Commit ( 531 ) , A% Commit to Panorama ( 527 Z Panorama )

STEP 7 | A$ 4B REHEIX E A4,
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\ 1£ Panorama A iEZE I E# SD-WAN S , Panorama i f~—
EFEAEENNEMFRELNE,. ©UEEEENE— B M mmsE , 5l

0, sdwan.921, sdwan.922, sdwan.924, sdwan.925, BEf T EEN R

%% , Panorama {HAE A SD-WAN NHEEMN ERENR. AR E CLI i8S show

interface sdwan? R#&EZFH SD-WAN N\ H,

1. JZE Commit ( 521 ) , R%IZEH Push to Devices ( #HIXFIHRE ) .
2. EE B AT A Edit Selections ( #REEZEE ) .

Doing & push wil overwrie the running configuration on selected devices, The canfiguration shall Be pusned from the Pancrama runing configuration.

Push Scope: Lacation Type: Entiies
Cluster3 Device Groups PANVM 1047, PANVMLO69, PARVTI 1232
Cluster3 Templates. PANVMEED, PANVIMESS, PANVVESS, PANVMESS,

EANVMEDS) . PANVMBS, PARVMIQE,
PAIMSEE, FANTISSS, PMSGS, ANMLE

a PAOMIL] mwm BANBLS, PG 1sf
i ),

wwmm Pz, PANVING7. wvm;a

I Edi Salootions ©) Remava Saections 4 Validats Denion Group Push ™% Validata Tempiats Push
ol B e, i ko shows ket e o . A ———

HYHIZEX Filter Selected ( 2iZENERIEES ) o
4. ¥ —TF Deselect All ( BEUESE ) -

5. B HEE BRI, BEEEKEZM Include Device and Network Templates ( ‘25 % B B2 48 38 &8

) BHAFHEEPE , RARF THEF DX,

REBOXBBERBREHEEEREE P it , HRPERED W IP it , AW X AEME
IKE/IPSec B4R, BHEAR 18 B A FIEI IKE/IPSec 4R | LATES MM 3150 L #E% g

BIERE, B4, BHES RARE S XRBEATENEEE | PECERE.

Push Scope Selection

Devics Groups | Templates | Collector Groups | Wilomire Appliances and Clusters | Prisma Acoess

o <34 iterms - M x
¥ [ | Commit State
[ ] Insync 431) Name :::"“" HA Status Preview Changes

Oul of Syne {3) —
| . =
7 [ ] Devico Stte 20k In Swne ) possive %
Connecad (395} 0P InSync Q) Active. [ +Y
Discornected (39 ¥ [ [asevan-branch-220-cluster11
v [] Platforms ] emz208mensa In syne [
[ paz20 (3} ¥ [ [gstvan-branch-620-cluster 11
PAB20 (1) ] mE20Bmnch In Syne L+
] pa3220(2) ¥ [ [gstvan-hub-1220-duster21
|| pa-3230{1) T w3204 In Syne Active, By
PA5260 (1) ) cmiz20p In Syne Passive LY
PACM (3265) ¥ [ [gednen-hup-3250-custerL 1
v || Device Groups v
Cluster3 (425) ] verst In Syne -
savan-DOHAdus=l MY g [ ootan-huy5260-duster31
|| sowan-tranch-220-luster] O mmpicsass TSy 7
O stvanbancS20cistert o o3 oy o
sonan-hu-1220-custer2 1 o =
) esdvian—vm700-hut In Sync By
L] sowan-huo-3250-chuster 1 - .
TN seiec: Al DesslecrAl Fxpand Al Colapse Al B Grouo KA Pecrs =4, Validsms I Fite Selected (1)

[+ Merge with Device Candidate Config | Include Device and Netwerk Templates Force Template Vales

6. EE Templates ( #17% ) 25 , RZIZE Deselect All ( BUE£IE ) ,
7. Push Scope ( #iX%1[H ) REERH. A5 Push ( #i% ) EP4E,

STEPS | EE 2RISR , BERENEN S X HEFE , BERBKEEIS X,

STEP 9| (
BRELAER.

» NREFTESEANRE VPN BERECBK IPSec EiRWER IKE &8
RUBRELERANEENTER,

) EXEE IKE

%

AATIS

52 SD-WAN EHEE1ER | FE SD-WAN
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_O_ EEERETUERFATHIS R,

1. JZH! Panorama > SD-WAN > VPN Clusters ( VPN #£ ) | A& BRI —EHE,
2. FEEEIKED , i#ZH Refresh IKE Key ( EFT&IE IKE €88 )

VPN Clusters ®
Name |veni] |
Type (®) Hub-Spoke

Branches Gateways

I [T

[ HA-PA-VMI_VM100 [£] HUB-PA-VM-300
[ Ha-PA-VM2-VM100

Qrd @ I Group HA Peers QA 8 W Group HA Peers
] ]

3. Commit ( 387 ),
4. Push to Devices ( #XF|EE )
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A SD-WAN B REERH

BRT BGP B ZH ( RERBRER ) |, LRI FFRER B R HEH SD-WAN RE,

A LAEA Panorama™ ZRL?%EF)'J’AH%“F’EERJJ Y LRERERB, NREEEMEA Panorama , BEER
RETEHAHEAHEBEHNERF, BB —BAEBAEFTERATHNENML | ZZDJ«XT&F':FFEH_% ®
FER (EPEN ) BPEEAHEEII . BEES (IEIXH) ﬁ%ﬂﬁmiﬁﬁﬂqﬂ B,

STEP 1| & A Panorama A E /" Ho.
STEP2 | SR EES AN E A HEREY  RRFEAUTEEALZE Name ( B

7 ) : $peerhostname_clustername.customname, #l%0 , $branchsanjose_clusterca.10 =%

$DIA_cluster2.location3, EE¥RFHR ($) & , BHHIWTES !

peerhostname ( WEF LR ) —BERANETNENBF BRI XN THEE, HRERRBBRERE
HYFRRERRH | peerhostname ( HETHER ) YAR DIA, RTHUENIHEBIN , ETEREAY
ZMFH. MRHER HABREN -2 , BAEAMRME HA B AEZ — N EREBRFHR,
clustername ( #HEEH ) —B N HESR S XFIEH VPN BENERE,

customname ( BiT & ) —BRIENXFFE ; BB customname ( BFT &M ) HEA TR

(o

BU L BEEZEIEOEEEHENHRERS , EERELBIEEEHERBMN peerhostname ( HEFHEZR )
# clustername ( BEZHE ) | ﬁlﬂﬁﬂfﬂ'ﬂﬂ’] customname ( B &8 ) REZEH,

STEP 3 | $T ¥ Type ( A ) 5ZBH Interface ( M ) o

STEP 4| £ —F OK ( %R ) L REFEE,

STEP 5| 5#EY Network ( #83% ) > Virtual Routers ( EEIEHET ) , AR BN —EEEREHES,
STEP 6 | J&HY Static Routes ( TRAERSE ) > IPv4 , #A% Add ( ¥718 ) B4 Name ( B78 ) .
STEP 7 | $§ A Destination ( B itz ) , REAR IS,

STEP 8 | 14 Interface ( /M ) , JZH sd_wan.

STEP 9 | ¥4 Next Hop ( T—1{EHEE: ) , 3ZHIP Address ( IP {iit ) , REWMATRERAB T —EELHN
IP st ( FFRERBHAENPERS X ) .

STEP10[#&—T OK (H#ZE ) »

STEP 11| Commit ( 587 ) , Commit and Push ( R #i% ) BHEE,

Auto VPN #HREASFRRERRFARY "ML WAL sd_wan R FEHRATIRIRE N BB EN @ HER
SD-WAN #TH. E# , %Eﬁa’EEPE’J REEBERIECHER VPN BEEHHETHARE S HER SD-
WAN /M , Sl R T — B,

STEP 12 | BIREFGEREFTRERA,
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B
Hek

\m

AR

B VPN BETEAERSNEENREBRRELELERS |, BN EREE, EF
Panorama # 7~ SD-WAN FERREXMEZRREBEREN , BLATE FEH SD-WAN By A&
FIASEEEE BFRUA SD-WAN Bh A S DAAS 8 B B2 & B IX B Panorama , SRR E#EH
SEIXZ) Panorama,. MREEEHRTE SD-WAN B A& B 7% E5% 2 Panorama , SD-WAN
Monitoring ( 512 ) T 2B REARA R EZERBERER.

Etj% SD-WAN I 4E

B2 SD-WAN FEF 2 B R ™A
P AR MEEHE 1T R B HE AR

B MRS 1T R AR

B4 SD-WAN #&

V V V V V
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ES$% SD-WAN IfE

ERRX, #IEMAE Panorama™ EE[RB[UTH H A SD-WAN TE , LUBHUR R4S E TRV R ZR M4
&

MRATERDEFREEHETERR , EUUREFMNES R E T T B NAHERRERR. It
S, BABURAR EIRHEEREFEER  URRERERTFESRERNFERNFAEA,

STEP 1| & A Panorama {8 E /" M.

STEP 2 | 7£#m¥8 SD-WAN &E# , Commit ( 12X ) BB E MK TEMRRE,
THEREREBRRITHERE. R  UREIFEREMENEMFAENNES.

Job Status - Commit All

Operation Commit All
Status Completed
Result Successful

Details Autogenertated SDWAN configuration
Performing panorama connectivity check (attempt 1 of 1)
Panorama connectivity check was successful for
Configuration committed successfully

‘Warnings Interface ethernetl/4 has no virtual-router configuration.

Interface ethernet1/8 has no zone configuration.
Sdwan license not found for device

STEP 3| MR IHEHF BB LR E XM TN LIRHIEFHEER,
1L B—THENETHW Tasks ( T4F ) (EHEE) UBRRIHEEES,
2. ¥ —F SD-WAN TRy T4E Type ( E ) ,
3. ¥&—T I{E Status ( ARRE ) AR T/EM LR HEEBAREBEFFEER
4. R EORHEE AR BB EE A B R LA B 3 AR R AE RE RS RE

56 SD-WAN EE SR | EEE®mE
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Job Status - commit to template SDWAN-TS-1

Task Manager
<N
|| Status
[} commit Failed (1)
v |: Platforms SDWAN_PA_VM_1 _
[ pa-vM (1)
R ¥ [ | Device Groups Last Push State Details
o ] pG1 (1)
. v [_] Templates Dl
Commit All L Temp . Warning: sdwan-gateway 2.2.2.2 is not in subnet of outgoing interface ethernet1/1
|| SDWAN-TS-1 (1) . Warning: sdwan-gateway 4.4.4.4 is not in subnet of outgoing interface ethernet1/2
Commit ] Tags . Warning: sdwan-gateway 6.6.6.6 is not in subnet of outgoing interface ethernet1/3
— . Error: SD-WAN vif (sdwan.902 (1)) interface group memebers must be in the same VR
[ ] HA status s 3
. Error: virtual router configuration error
. (Module: device)
. Commit failed
C . Warnings:
Al . Interface tunnel.903 has no virtual-router configuration.
i . Interface tunnel.904 has no virtual-router configuration.
Commit All
Summary
A All Tasill  Progress 100%
Details
This operation may take several minutes to comple]
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= o' 70 — 385 4 A &6
B5#E SD-WAN FEAHE N ALERS W eE
4% VPN BEPHNEAREANERZNEE , BBREFE VPN BEEFNREEF , AR4EORE T B RE
BEREIZZENMAY,. EREANERS  tMEBEETEEHR, ERERRET
- EREAMEE
+ Impacted ( ZRE ) —VPN BEFHN—ERSEARAREN , HRELERAER , R AXEERNE
REES , REAMRENHE, EEIHEELARERERERERERETEENRE,
« OK(HEY ) —REHRAD, MERHTEXBBEN VPN BE, FENS NWEHE.
- EREMEE
+ Error (##3R ) —VPN BEFHN —ERSEREEFER[E , fINMEBESERNE (VIF) BB
« Waring ( Bd& ) —HEENR D, EEIHTEANEEEEBLERN Lt XBBHFIER VPN #
£, PRERNIXBE,
« OK (MY ) —REHRAD, EERHTELBEN VPN BE, PEND XHBE.
RBEERRT  BREAHENIER THER R "B RENSFERARANER., RRENZZEW
MU RR A B RN AER, i RERRARXERIEEBRNFEESR.

STEP 1| & A Panorama B E /.

STEP 2| 2EY Panorama > SD-WAN > Monitoring ( 533 ) L4243 VPN B &, FEM S MR EE R
ERERE,

— DEVICE GROUPS ——————— TEMPLATES ———
paloalto . : . .
NETWORKS Dashboard ACC Monitor Policies Objects Network Device 'anorama

aaaaaaaa

© Impacted @ ok

VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 /7 Branches: 4 /7

© Error @ warning @ ok

VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: 0 /5
Hubs: 3 /6 Hubs: 3 /6 Hubs: O /6
Branches: 2 /7 Branches: 1 /7 Branches: 4 /7

STEP3[#&—T&RHA 'ILE, . "#HR, I "B A8 "EABAMEE, 3 "EENE BE,
MERIEE, HBMHERREEERERENFRBTE.
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m paloalto —— DEVICE GROUPS —————— TEMPLATES ———

NETWORKS Dashboard ACC Monitor Policies Objects Network Device = Commil v & (@ Config Q Search

Panorama

Panorama =

£3 SSL/1LS Service brofiie

(i scep

R Log Ingestion Profile &1 > YPN Clusters: | Link Performance - Error w | Sies: AN Sites v Last 7 Days |+

S @iep

By SD-WAN

{3 Log Settings 2019/08/22 15:56:15 to 2019/08/29 15:56:15
¥ [ server Profiles
[ SNMP Trap L) 10 items [x]

) syslog

(3, Email

FY cluster-1-site-4 cluster-1 branch

Link Notifications i Packet Loss

Qo QoK QoK QoK 13 0o
Qo QoK oK QoK 13 Qo
Qo QoK © Warning QoK 13 Qo
@338 QoK QoK QoK 13 Qo
Qo QoK QoK QoK 13 0o

4
(@ rADIUS cluster-1-site-5 cluster-1 branch 4
4
4
4
cluster-1-site-1 cluster-1 hub 4 Qo QoK @ok QoK 13 Q13
4
4
4
4

(% TACACS+ cluster-3-site-1 cluster-3 hub
@ Loap cluster-1-site-2 cluster-1 branch
(@ Kerberos
(@ SAML Identity Provider
(= scheduled Config Export
@ Software
@i Dynamic Updates k cluster-3-site-5 cluster-3 branch
2 Plugins cluster-3-site-2 cluster-3 branch

cluster-1-site-3 cluster-1 branch

cluster-3-site-4 cluster-3 branch Qo QoK @ok QoK 13 oo
Qo QoK Qok QoK 13 oo
@310 QoK © Warning QoK 13 oo

v @ sD-waN cluster-3-site-3 cluster-3 branch Qo QoK QoK QoK 13 oo
Devices
% VPN Clusters
= Monitoring
1= Reports
€ Licenses
€2 support
¥ @5 Device Deployment.
@ software
& GlobalProtect Client
@1 Dynamic Updates
¥ Plugins
€ Licenses

STEP 4| #B—THR T#ERR, 3 "BE. NRAWNES—E VPN B5, BnERERERRENREEM
EiEMRE , AEIZENEARER. I EAELGERTENERBELY. LERE. H5
RE, HYBEAREZIZIZENEAERE VPN L.

& —T PDF/CSV , ##uh AR MERZNFHERRELEFL PDF = CSV #XEH
STEPS | R—TEEFEMINERAEN D X FiE,
STEP6 | IB—TSHENEARNUREAERARABRIELEBRWEFAER,

SD-WAN BEEiER | ExEfEs 59

© 2019 Palo Alto Networks, Inc.



¥ e A 7= T\ 30 BE T

£ 1T aE P

ERAERAEERTIINE K BLERBIFERAEANBRBERETFNERER. BE VPN EERTEZE
FEUREARAREREREIHMERL R RAREN SD-WAN i,

STEP 1| & A Panorama 8 E /" M.

STEP 2

paloalto

Dashboard ACC Monitor Policies Objects

Panorama

8 setup
High Availabity

5 config Audit

5 Managed WildFire Clusters
5 Managed WildFire Appliances
<& password Profiles

8 Administrators

€2 Admin Roles

T Access Domain

B Authentication Profile

All VPN Clusters

App Performance

Network Device Panorama

€ Impacted

iZH Panorama > SD-WAN > Monitoring ( B53% ) 34248 Impacted ( S &2 ) 9 VPN #5£,

—— DEVICE GROUPS —————— TEMPLATES ———

& Commitv ¢& U Configv Q Search

Last 24 Hrs. v

2020/02/18 11:21:41 to 2020/02/19 11:21:41

@ ok

9 Authentication Sequence
User Identification
'V [23 Managed Devices
Summary
8 Health
A Troubleshooting
@ Templates
[ Device Groups
= Managed Collectors
=3 Collector Groups
v g certificate Management
& Certificates
&2 Certificate Profile
8 SSL/TLS Service Profil
O scep 0 Error

[ Log Ingestion Profile

VPN Clusters: 2 /5
Hubs: 2 /3
Branches: 3 17

@ warning

VPN Clusters: 3 /5
Hubs: 1 /3
Branches: 4 /7

Link Performance:

@ ok

(& Log settings
v [ server Profiles
) snmp Trap
Sysiog
i VPN Clusters: 3 /5
@HTTPe
% rapD1US Hubs: 3 /6
@ TACACS+
@ LoAP Branches: 2 17
(@ Kerberos
(@ SAML Identity Provider
[ Scheduled Config Export
@5 software
@ Dynamic Updates
¥ Plugins
<«

dmin | Logout | Last Login Time: 02/19/2020 10:10:16

STEP 3| B Site (#8385 ) FHI/BE

M@RiRx 12 MERITE

Dashboard ACC Monitor

Panorama ]

 lgE) Certificate Management Y| SD-WAN

VPN Clusters: 2 /5
Hubs: 3 /6
Branches: 1 /17

Policies Objects Network Device Panorama

VPN Clusters: O /5
Hubs: O /6
Branches: 4 /7

P RFIERERE VPN B5E |, WRNSHEE, FH&EM+ , &K
S8 VPN B 5/ All Sites ( FREMEY ) -

— DEVICE GROUPS —————— TEMPLATES ———

£ Commilv & @ Configv Q Search

Certificates P
= VPN Clusters > VPN Glusters: [ app “impacted | | > Sites: [Alsites |+ [Last 12 Hrs |+
& Certificate Profile
a8 SSL/TLS Service Profile 2019/11/20 01:39:35 to 2019/11/20 13:39:35
g scep
§ o -
R Log Ingestion Profile B © 8
[ Log Settings Sites VPN Cluster Profile Links Link Notifications Latency Jtter Packet Loss Apps Impacted Apps
\/ ‘@E;Ne’ Profiles Hub1 Cluster2 hub 3 @6 ) Warning © Warning © Warning 2 Q1
SNMP Tr . . .
B sl s Hub1 Cluster1 hub 3 @s ) Warning © Wamning © Warning 1 Q1
ysiog = = =
B e branch2 Cluster2 branch 6 @2 O Warning © Warning O Warning 4 o1
R HTTP Branch1 Clustert branch 6 @6 ©) Warning ©) Wamning ©) Warning 249 @19
@ RaDIUS Hub1 autogen_hubs_cluster | hub 1 No Data ) Warning © Warning © Warning 246 @246
B Tacacss

STEP4| £ ", M  ERZXENTEI D B ABABRZILE

b
Aeo

Y FE R A2 X AAR B RV B
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Panorama
(o Device Groups
& Managed Collectors
{3 Collector Groups.
v (@ certificate Management
& certificates
& centicate Profile
8 SSL/TLS Service Profile
g scer
R Log Ingestion Profile
[B1og setings
v () Server Profiles
B snmp Trap

) syslog

@ Kerberos
(% SAML Identity Provider
B8 scheduled Config Export
@o5oftware
@ oynamic Updates
& Plugins
i As
B2 setup
g Monitoring Definition

&g Monitoring Definition
v £ Gloud Services
B status
& configuration
v @ sp-wan
Devices
&5 VPN Clusters
B Monitoring
1= Reports
€ Licenses
€8 support
v @aDevice Deployment
@o5oftware
& cinhaipratact Clent

—— DEVIGE GROUPS —————— TEMPLATES ———
Policies Objects

Dashboard ACC Monitor Network Device Panorama & Commit > & [ Config~ Q Search

Clustert > Branchl

Last 6 Hrs -

Profile: Branch - Devices: 1 - Links: 6 - Apps: 243 2019/11/20 04:32:05 to 2019/11/20 10:32:05

App Performance
. 3
Impacted Sessions / Total Sessions:

16/ 157

Broadband-100M8 -

lotusive-base branch-topdovin-modfied @ Impacted 79341 KB

DSL-10MB
mal.com branch-topdovn-modified @ mmpacted 47778, 1/14 Broadband-100M8
DSL-10MB,
mail.ru-base branch-topdown-modified @ mmpacted 302.03 K8 10/ 117 Broadband-100M8
DSL-10ME,
LTE-50M8
mail.ru-maimir branch-topdovn-modified Qo 571K8 0/4 Broadband-100M8
DSL-10MB,
meetup-base branch-topdovn-modified @ Impacted 106.72K8 4122 Broadband-100M8
DSL-10MB
megaproxy branch-topdovn-modified @ Impacted 115.42K8 2/t Broadband-100M8

| page IEBd of25 | * ** Displaying 1-100f249

Ex< POF/CSV
Link Performance

28

Ly 6 items

sdwian-branch LTE-50MB Fiber ethemet1/3 0103 007299000005565. 0101 @2 Qo © Warning Qo
sdwan-branch DSL10MB ADSL/DSL ethemet1/4 ethemet1/4 No Data @ Warning © Warming @ok
sdwian-branch Broadband-100M8 Ethemet ethemet1/1 ethemet1/1 No Data QoK QoK ook
sdvian-branch LTE-50MB Fiber ethemet1/3 ethemety/3 No Data @K © Warming Qo
sdwan-branch Broadband-100M8 Ethemet cthemet1/1 +_0101_007299000005563_ 0101 @2 QoK QoK @ok
sdwian-branch DSL10MB, ADSL/DSL ethemet1/+ 0104 007299000005568_ 0101 | @2 © Warning © Warming Qo

STEPS | £ "IEREAME. Hod , E—TEARAURGAEREAEARENFARERMES
B0 408 B A B PR 5 A 46 PR DS

o MR

LABR AR 2B @R R R AR R B FEER,

© RERIRE RS ERRERREE -REBAER T SO UTEANESR,
< BB TERRES) o UARERARNREMER T WLERS | DU B AR 1E PR i £ E A R AT
EPESOUTHEZIZE.

App: mail.com

Traffic Characteristics

VPN Cluster: Clusterl ~ Site: Branchl = Profile: branch = Devices: 1 2019/11/20 04:32:05 - 2019/11/20 10:32:05
Traffic
8k
) \_//—_
]
S
=]
Broadband- —— ok
100MB: 45% —— DsL-10MB: 55% 11/20 11/20 11/20 11/20 11/20
06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
— DSL-10MB Broadband-100MB

Links Used

Bytes Impacted /

Total B
007299000005567 DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 brgg_cﬁr;dtopdown- 4.59 KB / 26.08 KB
modi
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 branch-topdown- 0 Bytes / 21.06 KB

modified
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STEP 6 | AEMHMERRIB AIEREBEARARER.

FHRHORGRIEEBELERN L B VEE,

1. # TRERMN., BB "EAMER) BoP , B—T CAMBEGURAES 2 SHiEEN K EE
B MEL S (EE. NBANHEEX) , AFAEHEREEREEEREARIIIRER,
g, BARR AW 1/1, ISR, HEBEXA T LEEBEHEARN L AFHRE
B, TELHER  ERRRARAREREREI T —ESEERNRERE,

App: mail.com

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl = Site: Branchl = Profile: branch = Link: ethernet1/1 2019/11/20 01:18:30 - 2019/11/20 13:18:30

Latency
400
>
[
S v
28 o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
11:00:00  12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
Latency Baseline - 300.00 ms.

Jitter
40

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20

11/20 11/20
10:00:00  11:00:00  12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00
Jitter Baseline — 40.00 ms.

Seven day average for

Packet Loss the health metric

40

Packet Loss
%6)

0
11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00  11:00:00  12:00:00 13:00:00 Traffic packet loss
Packet Loss Baseline - 5.00 %, exceeds the seven day
average

Close

2. 1 Traffic Characteristics ( R4S ) BEP , BNS —EEFURGAERZ ST, EHEHF &M
BIBZAMEE 1/4 , AIER  EEABRXAHEBEL , EENZARE 1/4 R BB L A ¥
HE. EgRHEAEXAERERE 2 XK 1/1,

ARRMEEZENEREREESCEY  FAEXRESEUAERENRRER SR VPN EE

=4 /8 1/,
8532
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App: mail.com ®E

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35

Latency
400
-
O
S v
£E o
— 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
11:00:00  12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
Latency Baseline — 300.00 ms.

80

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20

11/20 11/20 11/20 11/20 11/20 11/20
12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00
Jitter Baseline - 40.00 ms.

Packet Loss
8

o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00  05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00  11:00:00  12:00:00  13:00:00
Packet Loss Baseline - 5.00 %.

STEP7 | ERHEAREARERHENRRR , ERUT I REARBE

Packet Loss
%)

Seven day average

for the health
metric

Jitter exceeds the
seven day average

/=

E BTG EEINERE S Traffic Distribution Profile ( iEEHMRERE ) . BEARXARERETETE
HBENENER K BREAEXRENCEAERRTEZIREBTA TRNEZNEE,
EZK Path Quality Profile ( B RERERE ) PEMRERRERLHE. THEEREBERLAERBR

B, BERFXENERZRERE, A, REARARXNHTEAREES 18% REAERRTS

RIFE  BERHUBELARERES 10% , EEEFEZTLRALENFR TERARXRERER S

—{EER,
-7

« BRLCHBRMERERBRARE (SP) UHRERE FESEEIZHE M o LRI 85
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I A SN BB 1T 2 B HE AR
ERAEAECABARINBRBNERIZINE RO ERBEBEARXNRBERETENRRE, BE

£8 VPN BEE A EEEZHENERFNAEEHN SD-WAN & , URRAEREARXN RN ER
ERBRTEZIEEFRTHRNERHTE,

STEP 1| & A Panorama 8 E /"M,
STEP 2 | #EY Panorama > SD-WAN > Monitoring ( E51% ) W 4%4R Impacted ( F&& ) /Y VPN B £,

—— DEVICE GROUPS ————— TEMPLATES ———
paloalto
NETWORKS Dashboard ACC Monitor Policies Objects Network Device

Panorama & Commitv & (@ Configw Q Search

aaaaaa

Last 24 Hrs. -

2020/02/18 11:21:41 to 2020/02/19 11:21:41

App Performance

€ Impacted @ ok
VPN Clusters: 2 /5 VPN Clusters: 3 /5
Hubs: 2 /3 Hubs: 1 /3
Branches: 3 /7 Branches: 4 /7

Link Performance

8 SSL/TLS Service Profi
Bscer € Error @ warning @ ok
R Log Ingestion Profile
(@ Log sertings
@ seme rfies
B swp Tap
B sysiog

B Email VPN Clusters: 3 /5 VPN Clusters: 2 /5 VPN Clusters: O /5
Qe
& reots Hubs: 3 /6 Hubs: 3 /6 Hubs: 0 /6
@ TAcacs+
@ Lowe Branches: 2 /7 Branches: 1 /7 Branches: 4 /7

STEP 3| B Site ( #8¥ ) THABENNRFIEFREHE VPN £5 |, WENKEEE, £ "B, ¥
o, BEEZEM RN D B AR R 2 RS8R FE A2 M R E R e,

ELglR , BRAIRRBE 24 PMEATESZE VPN BEW All Sites ( FIAERYM ) o
Dashboard ACC Monitor ?ic?ii‘:“ Gkﬁ;z;‘m:wum:eF Panorama & Commitv & (@ Configv Q Search

- [ SNMP Trap
) Syslog 7% > VPN Clusters: [ Link Performance - Error |+ > sites: [l sites |v Last 24 Hrs -
%Eﬁg 2019/11/20 14:35:56 to 2019/11/21 14:35:56
(@ RADIUS Y
(@ TACACS+
@ e Sites. VPN Cluster Profile Links Link Notifications Latency Jitter Packet Loss Apps Impacted Apps
(@ Kerberos Hub1 Cluster2 hub 3 Q4 © Warning ) Warning ) Warning 1 Q1

(@ SAML Identity Provider branch2 Cluster2 branch 6 Q4 © Warning O Warning © Warning 3 Q1

[ scheduled Config Export Branchl Clustert. branch 6 Q! © Warning O Warning © Warning 248 Q212

@ Software Hub1 Clustert hub 3 @2 © Warning 2 Warning (© Warning 1 ot

@3 Dynamic Updates

STEP 4|7 "#8Yh, M , BEMZXENF RIS I ABURRZZENEARXNE RN ERSX

b
Beo
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—— DEVICE GROUPS ————— TEMPLATES ———
Objects Network Device

& Commilv & (@ Confligv Q Search

Panorama

Dashboard ACC Monitor Policies

Panorama

D-WAN

Last 24 Hrs v

) syslog All VPN Clu r1 > Branch1
%Eﬁg Profile: Branch - Devices: 1 - Links: 6 - Apps: 248 2019/11/20 15:09:12 to 2019/11/21 15:09:12
@ raDIUS App Perfor
(@ TACACS+ .
3w \ 28
@ Kerberos ‘ App ‘ SD-WAN Policies ‘ App Health ‘ Bytes. ‘ Impacted Sessions / Total Sessions ‘ Link Tags
SAML Identity Provids
& e e cox-webmail branch-topdown-modified @ Impacted 3084 KB 2/33 Broadband-100MB -
[ scheduled Config Export
@ Software DT
@ Dynarmic Updates daum-mail branch-topdown-modified @ Impacted 90.58 kB 9/68 Broadband-100MB
e Plugins DSL-10M8
v inAWS filemail branch-topdown-modified @ Impacted 145.11 KB 2/40 Broadband-100M8
B2 setup DSL-10MB.
£ Monitoring Definition hinet-webmail branch-topdown-modified @ Impacted 1936 KB 4746 Broadband-100MB8
v A haure DSL-10MB
Brsetwp mail.com branch-topdown-modified O oK 66.76 KB 0/18 Broadband-100MB. -
£z Monitoring Defnition
¥ £ Cloud Services E,< PDH/CSV
CEED Link Performance
4 Configuration
v @sowAN a a
Devices Link Type i Link Notifications it Packet Loss
<% VPN Clusters
8 Monioring sdwan-branch LTE-50MB Fiber ethemet1/3 0103 007299000005568_0...  No Data 0ok ) Warning ) Warning
[ Reports sdwan-branch DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 No Data © Warning (© Warning QoK
< Licenses sdwan-branch Broadband-100MB Etheret ethemet1/1 ethemet1/1 No Data QoK © Warning © Warning
€ support sdwan-branch LTE-50MB Fiber ethernet1/3 ethernet1/3 No Data QoK (© Warning (© Warning
¥ @ Device Deployment sdwan-branch Broadband-100MB Ethernet ethernett/1 t_0101_007299000005568_0... @ 1 QoK © Warning © Warning
DSoftware sdwan-branch DSL-10MB ADSL/DSL. ethemet1/4 t_0104_007299000005568_0...  No Data © Warning © Warning QoK
& GlobalProtect Client
@ Dynamic Updates
¥ Plugins

 Licenses <

STEPS | £ "ERARAMEE, Mo  B-TEARXURAEHEEARERENFER
L0 408 B A R R 5 A 46 P DS

- REERFERERERRERRETEAEXRENFAEA,

- BEREERESERRERREET -REBAEE T SO UTENER.

< BB TERARES) Mo ARERARNREMEM T WLERS | DU B PR i R E E AR AT
ez ONTEZIRE,

App: hinet-webmail

Traffic Characteristics

VPN Cluster: Clusterl ~ Site: Branchl ~ Profile: branch ~ Devices: 1 2019/11/20 15:09:12 - 2019/11/21 15:09:12

10k
w
2
s
)

— Broadband- Ok

DSL-10MB: 52% — 100MB: 48% 11/20 11/20 11/21 1/21 11/21
18:00:00 21:00:00 00:00:00 03:00:00 06:00:00
— Broadband-100MB DSL-10MB

Links Used
L} 2 items (%}
o - - o Bytes Impacted /
‘ Device Link Tag Link Type ‘ Policy Total Bytes
007299000005567 DSL-10MB ADSL/DSL ethernet1/4 ethernet1/4 brggg;éopdown— 16.91 KB / 100.27 KB
modifi
007299000005567 Broadband-100MB Ethernet ethernet1/1 ethernet1/1 bra‘rj\_crh-topdown» 0 Bytes / 92.66 KB
modifie

STEP 6 | AEMHERRIBERLIEFRESBERAR AR BRER.
FRORERTIES 2UREREREE KREVRE,
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1. £ TRESN, BB "EANER,) B, BT IARBERZURIBEESE 2 ShiEER R
EARNFMELSE (EE, RBNHEX) , UBEREREERIEEEFEAENIRER,
EHEHH  RMBRZAME 1/1, TUES , HEEXEIEREBHERARINBRERERE
BERRENRE , TUSHER K ERREARAREAEBEI T —ASEELNER,

App: mail.com 0=
Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl = Site: Branchl = Profile: branch = Link: ethernet1/1 2019/11/20 01:18:30 - 2019/11/20 13:18:30

Latency
400
>
[
S v
2E o
- 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00  05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Latency Baseline - 300.00 ms.

Jitter
40

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00  13:00:00

Jitter Baseline - 40.00 ms.

Seven day average for
the health metric

Packet Loss
40

11/20 11/20 11/20 11/20 11/20 11/20
13:00:00 Traffic packet loss

exceeds the seven day
average

11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00 12:00:00
Packet Loss Baseline - 5.00 %.

Packet Loss
%6)
o

Close

2. 7£ Traffic Characteristics ( RE4F M ) EESP |, BENS —EEZURRERZ IS, EHLEEHI+H , KM
BREZABE 1/4 , ALER , tEARXREREEZ  ZEARENNZAMRE 1/4 WRBBHERE
WEE. SERHEARXAEBERE Z AB\K 1/1,

HAMEEZENREREREENCEY  EABRXREREUAERENREERS SR VPN BE

4 /,
BEERE,
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App: mail.com ®E

Traffic Characteristics | Link Characteristics x

VPN Cluster: Clusterl ~ Site: Branchl  Profile: branch = Link: ethernet1/4 2019/11/20 01:39:35 - 2019/11/20 13:39:35

Latency
400
-
O
S v
£E o
— 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
11:00:00  12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00
Latency Baseline — 300.00 ms.

80

Jitter
(ms)
o

11/20 11/20 11/20 11/20 11/20 11/20

11/20 11/20 11/20 11/20 11/20 11/20
12:00:00  13:00:00

02:00:00  03:00:00 04:00:00 05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00 11:00:00
Jitter Baseline - 40.00 ms.

Packet Loss
8

o

11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20 11/20
02:00:00  03:00:00  04:00:00  05:00:00 06:00:00 07:00:00 08:00:00 09:00:00 10:00:00  11:00:00  12:00:00  13:00:00
Packet Loss Baseline - 5.00 %.

STEP7 | ERHEAREARERHENRRR , ERUT I REARBE

Packet Loss
%)

Seven day average

for the health
metric

Jitter exceeds the
seven day average

/=

E BTG EEINERE S Traffic Distribution Profile ( iEEHMRERE ) . BEARXARERETETE
HBENENER K BREAEXRENCEAERRTEZIREBTA TRNEZNEE,
EZK Path Quality Profile ( B RERERE ) PEMRERRERLHE. THEEREBERLAERBR

B, BERFXENERZRERE, A, REARARXNHTEAREES 18% REAERRTS

RIFE  BERHUBELARERES 10% , EEEFEZTLRALENFR TERARXRERER S

—{EER,
-7

« BRLCHBRMERERBRARE (SP) UHRERE FESEEIZHE M o LRI 85

SD-WAN EEE1Erm |

7

g

EHE 67

© 2019 Palo Alto Networks, Inc.



E4 SD-WAN ;&

REIEE SD-WAN S , FHlERRERETHRERSESNNLERARANES. BRRAEARER
ERETETNEFERZRENENE  IRENE/NS  BARANERBE T ERSTPNNERM

So. SD-WAN BEREEEE , MEHE, £/ SD-WAN BERIERNEARARNEZWEE SRR
FERERIZIEAEINELNTE, Hl, MBEH ISP A EE I —TENBEE K FAREREL
—f8 NEEMRE BREURBERETET TRENEAR,

# Panorama™ EEMMRER , BREA/FMACKA SD-WAN WK BN EARNSEZELRE. EAE
B XEEENEAEANERELERS  BLAER AR EARET W ELERS

STEP 1| & A Panorama #E ",
STEP 2 | 52EY Panorama > SD-WAN > Reports ( #8855 ) , A% Add ( #7118 ) —E#FHE.

STEP 3| 8% SD-WAN &2 8,
1. WABREHNIERY Name ( B )
2. BIEEELEHN Report Type ( BEER )

iZEHY App Performance ( ERREXMEE ) UELEFHREARXREB R AENRE,
#HY Link Performance ( ML ) UELEHREEREEARENRS.

3. ENMEAHESWREMN VPN Cluster ( #E ), FERBERT , iRl (£36) .

4. BEUFME VPN BERNEBHELREH Site (MW ) - ARERT , & all (£3) .

MREDREall (£ ) BE , BELBUSARCET , EEREE,
5. ( ) BRNEAHEAREMN Application ( EAER ) .

MREEIRE all (£ ) BEMNMPY , BELBUSARCER , BLENEAEAER,

6. ( ) BRNEAHELREW Link Tag ( ERFER ) . EN—EEEAEBRSAEEIMAUF
FRAZEESENFTEERZEL RS, ARBRT , 88Hal (£5).

7. ( ) BEREAHELREH Link Type ( ERER ), BN —EELERSABERMBULF
EERANMAEEREERE. FEARERT , &&0al (£%).

8. BEMEGEEBEFTMN TopN (FINE ) EARNRERL, LR EREEZTEEREPHERBRERE
RTRNERAEAELZHE. BRERLT , RESELRERBERL TR 5 BEARNIER,

9. EEEELREM Time Period ( BREEH ) . FEERIFERLT , E12E None ( & ) WEHEAEXNE
RNEERRENMREERRT .

STEP 4| #—T Run Now ( M EN#11T ) AEL RS,

Name  cluster-1_app-performance
Report Type (®) App Performance Link Performance
Cluster all bt
Site all e
Application all
TopN 5 bt
Time Period  last-30-calendar-days v

STEP 5 | BIRELMME , WIR—T Export XML ( EHH XML ) A XML B SHREEHIIAEES, 7
#&BE 3R —T Close ( E8FA )

68 SD-WAN BEEEIER | EEREJRSE
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App Performance Report by application - top 5 apps across all clusters and all sites

Time period 2019-12-07 00:00:00 to 21

Link Info
Avg flap/Session I;;;a:;?;l::;al Isrgjizdg :_)t::)p Link Type E;y‘;peasdpeefllzn-k
VPN3 VTB3-Branch ike 0 12.50MB/52.80MB  1/9 SD_WAN_Branch  DSL ADSL/DSL 0/140.51KB
SD_WAN_Branch  Broad Check Fiber 12.50MB/25...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/27.65MB
tftp 1 74.90KB/3.08GB 1/9144 SD_WAN_Branch ~ DSL ADSL/DSL 0/52.44MB
SD_WAN_Branch  Broad Check Fiber 74.90KB/3.0...
SD_WAN_Branch 4G LTE/3G/4G/5G 0/3.78MB
VPN4 VTB4-Branchl hulu-base 7 138.86KB/228.4... 6/5288 SD_WAN_Branch = DSL ADSL/DSL 0/3.75MB
SD_WAN_Branch = Broad Check Fiber 138.86KB/2...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/1.84MB
web-browsing 2 1.55MB/4.84GB 1/22298 SD_WAN_Branch = DSL ADSL/DSL 0/7.48MB
SD_WAN_Branch = Broad Check Fiber 1.55MB/4.8...
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/13.68MB
VTB4-Branch2 http-video 26 542.85KB/7.90GB = 1/24663 SD_WAN_Branch = DSL ADSL/DSL 0/62.62MB
SD_WAN_Branch = Broad Check Fiber 542.85KB/7....
SD_WAN_Branch = 4G LTE/3G/4G/5G 0/46.59MB

STEP 6| £ THRE, MRBRET , #H—T OK (HE ) UREFENERERE

STEP 7| Commit ( 323 ) > Commit to Panorama ( 23X % Panorama ) , A% Commit ( 12X ) B &
-2
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%E S HF 17

fEF Panorama™ EE M RES A1

> # CLI &85 R SD-WAN IT{E
> fRERZ S SD-WAN AHER

T (CLI) #48 SD-WAN E AL #1784k,
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# CLI a5 A SD-WAN I4E

AT CLI ts S AR FERR SD-WAN B , AR #1R SD-WAN £ 5885, SETT IR VPN BB

B, BGP &FF SD-WAN NMEEH.

MREBE ...

WIR R ERR SD-WAN EF

MR SD-WAN /M HREEEZEM ID, HRE, &
BB ZE P ik AR EE N E#RHo

> show sdwan
interface>

connection all | <sdwan-

BBBMAFER SD-WAN TEHNSEEEREN
THEREBEMES .

> show sdwan
policy-name

session distribution
<sdwan-policy-name>

WIREEREDIEEEE SD-WAN N HE/Y SD-
WAN RERAINETRE , URRERMEE , RE
WIEE, RBMFEELARE , ARAERNER
X, IXRE&EENTE.

> show sdwan

rule vif sdwan.x

18 SD-WAN S |, MR EEENREREE

o

> show sdwan

event

7B SD-WAN S,

> clear sdwan event

WIRER SD-WAN NTH (EENHmRFREE )
FWEE, HEMEEIEX.

E=ESESERNHIEE, HEBMEERETE
EYWFHE, SEKEEELRHE —EREIFRLR
X, EREFEASHE (BHRE ) BER , &R
FEEE. REBEEEN  ERENEAEER
8, E LR ESEEHRERSBHNE,

> show sdwan
<sdwan. x>

> show sdwan

path-monitor stats vif

path-monitor stats vif

<sdwan-interface-name>

WIRIEE TERSRITECHY SD-WAN JRAIR B &
B, RENEREENE , ARAUREIEER,
HBNMHEEXEDL , ARREBM S E.

> show sdwan

session path-select

session-id <session-id>

WMREE SD-WAN EFfMWEREN (BEBRE
B NEFER.

> show sdwan

path-monitor parameter

path-name <sdwan-path-name>

WA ES SD-WAN TEHNEREN (REBRR
7). ENERNRERTER.

> show sdwan
<sdwan. x>

path-monitor parameter vif
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MREBE ...

BRI FTBER Y SD-WAN 1T 52 HE iR

« EDXLE, BEEEMN SD-WAN REERB W

EEZNEIANEENEZEHANEE, > show counter global filter delta yes
Eo <P AL , KRS8 SD-WAN &Eis £ 2 R 8

52 EEEEESHA SD-WAN BRE =R flow sdwan prob req tx

7, flow sdwan prob reply rx

o EREL , BFEZWE SD-WAN REZRH M
EEZNEENIEENBEHANEE, > show counter global filter delta yes

ERBIHAEL  AZHSD-WAN BEHEERE b
B , ERREBENSH SD-WAN BREERER ow_sdwan_prob_req rx
7, flow sdwan prob reply tx

iR VPN BEEA

- BERABLEINAERE.
> show vpn flow

- BREREBEEANEEBENFEEN,

> show vpn flow name <name>

« BREID ERNEFBENFHER,

> show vpn flow tunnel-id <tunnel-id>

« WMBFTEEEM Internet Key Exchange (#8 B 433
S8 - IKE) PEEY 1 FPRER 2 S¥MAE R, > show vpn ike-sa

« RIVSTERMEN IKEv2 Z2MEEBE (SA) 1 IKEv2
IPSec ¥ SA. > show vpn ike-sa gateway <gateway>

- BEBEFEEN,

> show vpn tunnel

%15 BFD B

- BIBERKMIIN BGP HE.
> show routing protocol bgp summary
virtual-router <virtual-router>

- 11 BGP HERHE,
> show routing protocol bgp peer
peer-name <peer-name> virtual-router
<virtual-router>
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MREBE ...

© BAAEIKRHEFE RB) WHEE,

> show routing protocol bgp loc-rib

#18 RIB A FIB 49 SD-WAN N HEEHA

o ME¥ SD-WAN B H A E.,

> show routing route

. MREIXEIFE (FIB) FH SD-WAN M HE.

> show routing fib
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== 4 41 0 b
EERZ 8 SD-WAN SN FET
E 4 Panorama BEE AR MR Z 8 SD-WAN ABER |, BB LM Panorama BER SD-WAN SEERE
B ARSI RS SD-WAN AA#ER,
STEP 1| & A Panorama {8 E /T .
STEP 2| ( ) BBRAAFF BGP 7 SD-WAN FEH 2 X 2 B#1T
HEMZ M RERIR A,
1. i#EH Panorama > SD-WAN > Devices ( #&& ) > BGP Policy ( BGP [Rf] ) , A% Remove ( ¥

Bk ) ZeMRAIRAL,
2. B— T OK(HE ) RELNEEBEE,

STEP 3 | ;#EX Panorama > Plugins ( /A2 ) |, R#E&HE SD-WAN 4 ##Z2 X:EEHX Remove Config ( #
BREZZE ) o

STEP 4 | 3#HXCommit ( 323 ) , #A#% Commit and Push ( 2323 #% ) (A BN S EEAIBH AL,

STEP 5| Uninstall ( f#BR%= %€ ) SD-WAN 2=,
ERFRTRIE—T OK ( FBE ) LBEMRZE SD-WAN AHER,
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